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(2) ESET PROTECT Setup

PROTECT

r Welcome

ESET PROTECT Setup

i 3L it o —_
Cuich = ( =

Instructions and information for successful installation.

Product documentation that provides overview of all installation
options.

s
(>} Instructional videos
- Visit the ESET Youtube channel to watch instructional videos about
ESET PROTECT.
Language English w

Language used for pre-defined content. This will not be affected by the Web
Console language setting.

2AVAPM—WEIBERIRLT. KANE 2 Yy 2L &7,
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(2) ESET PROTECT Setup

Select action type

PROTECT

Select an action to be performed with ESET PROTECT and its components:

Welcome

» Action type ® Install

3.5y v a2l R—bEBLKDTL X M) —F—F(0SDON— 3 v & fEERESETR NN —2 3 v, B
& O D BT EE OEIR) #ESETWCIA G T2 2 EwwEL 2 wiGgdiE . BENES v/ 5 4283 m+
BOMODFzy 7Ry 7 A52FA 7L L ET. Fxv 2Ry 2ARFYDEE, 7L AN —FT—F &
25y vl K— FAESETCIEE SN £ TREVLACHEL 7218, [k~N1%2 2V v 2L 7.

4.4 YA P— VT B3R —F Y bEERL. RNEZ 2V v 2L 7,

N\ Microsoft SQL Server Express

12

e ESETPROTECT9.04 — )L A{ > 7 > A > A b —F—7TI&. BE%E TMicrosoft SQL Server Express 20197%° 1
VAR —INFT.

o L>WindowsT 7 4 ¥ 3 > (H—/3—2012 % /213 SBS 2011) Z [ L T > 335414 . Microsoft SQL
Server Express 2014 BEETA Y A b—v a3 & ¥,

0Of VA R—F—F T —FIR—AA

#IE (%PROGRAMDATA%\ESET\RemoteAdministrator\Server\EraServerApplicationData\Configuration\startupconfiguration.ini
R D Z > LA A7—F & BB AERL £ 7.

Microsoft SQL Server ExpressiZ (& &R 7 — % X—ZX10GBDH 1 R FIR2H 0 £ 4. ROBET
I& BMicrosoft SQL Server ExpressDff HiFHER I N £ ¢ A .

B oy S X AR b7 — 2
* ESET PROTECT & ESET Enterprise Inspector & f#i fl 4 2 354 .
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Essentials)@f! D+ — /N —IZESET PROTECT% { > A b —)v§ 24, A4 > A h—)LH1ZSQL Server Express I
yAR—E Y R FIERL 20 (2 OB, BEEDSQL Server & 7z 14 MySQL# f ] L TESET PROTECTF — %
NR—AFFETT2LERDODET) e 6BOL &7,

NWeba > V=L DA RS LHTTPSIEHE 4360

e ESETPROTECTWeba > Y —)L TH A ¥F AHTTPSiEE 2 H ¢ 28581k, 2047 v 3 > %R0
EQ

e COFT v avEIEBIRLAWESIE. A YA MN—F—I12& > CTomcatOFH L WA b 7 (HCE
ZHTTPSAEHE) A EHEIRIC AR I N £ 7.

/\ Apache HTTPZ & % o

Apache HTTP Proxy 4 7' >~ a v ld. a—3I > 7 7254 7> bR W NI & ik —thanriz v
Ny —2BEHTT., COF 7y avNBIREN TV BEE. 7254 7 >~ hHEEE CESET PROTECT
P—N—tFL IV E2a—F—CA YA N VENETOF B TESETE Dl E%E v AL T
B2EICAVAIN—FT—ILE > THKESNET. 2547 > b LESET PROTECTH — /N —[H] T H %
2y b7 AEBN L WEEE. COBGEEEL £ A
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FEM T 38551k Apache H-TTP ProxyD D F = v 7 Ry 7 A& AW d232 a2 8EBHL 7. £
7 5 Apache HTTP Proxyx 4 Y A h—)L§ 32 & TC& 7,

o B4 DWW Tl Apache HTTP 7' & % & Apache HTTP ProxyB I 7 —Y —)L, & & U HEELOEL
EHHL L&,

* Apache HTTP Proxy % %4 L C@Apache HTTP Proxy# { > A F—)L L. IROBFO A Y > — (7 v —7
FTRTCCHEHHENHTIPZ 2 F > OFRH) 2L £ 4.

OESET Endpoint for Windows

OESET Endpoint for macOS (0S X) & & UFLinux
OESET Management Agent

OESET File Security for Windows Server (6+)
OESET Server Security® Windows (8+)
OESETHfHm—7# 1 F v v v a

CORYY—12d>T, WELZTZ2HAOHTIPZ 2 X AEM LD £ TEHTTPZ 2 ¥ ¥ 4K & b
&+ ESETPROTECTH —A—@Da—AVIPT FL A& E— F3I2BIHESN TWL F T, BaFd BRI 2 -
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TOWET, OB 2RET IZLEND 255, ChsDREFMORY > —1a—T& 57,

(2) ESET PROTECT Setup - *

Select components to install

PROTECT

(4] ESET PROTECT Server
Welcome ESET Management Agent
Action type [7, Microsoft SQL Server Express

Terms and conditions

[[] Mobile Device Connector (Standalone)
¥ Components
ESET Management Agent

Microsoft SQL Server Express

F] ESET PROTECT Webconsole
Apache Tomcat
[[] Add custom HTTPS certificate for Webconsole

) Rogue Detection Sensor
WinPCAP

Apache HTTP Proxy

5.Weba >y —)vDA#RY AHTTPSREHZ # B MM %z B#INL 12551 BREZ 7Y v 7L T, Ah4GL
B (pfxE 1213 p127 7 A W) 53BN . NATZL—X 52 AN (£ G R AT7 L =X 8% BIGEET
B)LEd. £ A b—F—l&. Tomcath— A—ICWebT >V —IL 7 2 vt ADFHEEL A > X F— )L
LEd. NE2270 v 7L T&HATL 27,
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(2) ESET PROTECT Setup - *

Additional custom setup

PROTECT

Import custom HTTPS certificate
Welcome

Action type

Terms and conditions

Passphrase

Components

* Pre-installation checkup

I The following requirements must be met:

Correct file (.pfx, .p12) selected
Correct passphrase entered
Certificate has private key
Certificate is valid

. " & @

6. HifEMF x v 2z 55— RO GEE. T5—453BIELET. AT ABNTXRTOHIHE
FAEEWI L TWB I EEMERL £7 .

AN NETVAR A YA P— L SHTULEHA

.NET Framework® 4 > A b —)L
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(&) ESET PROTECT Setup - X

o

CEer Missing system requirement
PROTECT

NET v4 is not installed

Welcome
On Windows Server operating systems, please install .NET Framework 4 from
Action type the Server Manager Features section. Otherwise download and install NET
Terms and conditions Frar:ne:w?rlﬂ-from ht www.microsoft.com/en-us/download/details.aspx?
{* [

Components

* Pre-installation checkup

KK K

- x - x
Java Java
Java (64-bit) has to be installed to run the web conscle server. More
No Java found formation
Java (M-mn has to be installed to run the web console server.
Select a valid Java installation path below. OpenJDK 17
CAProgram Files\Amazon Corretto\jdk17.0.0_35
Components
» Pre-installation checkup Select a Java installation » Pre-installation checkup

Select a Java installation

Choose the path of a Java installation on this machine . " o .
Choose the path of a Java installation on this machine

VAT AZBEHDIavan—Y 3 VR A VAP INTWABRESEE. FiDlavari—Y a > 527 A VA
P— L. BHFOHE—PFPINTHLEIRA—Y 3 vDJavaD & {4+ 22 588D L £7.

20194F1HUABE. YA R, ¥, ABEFHM T DOracle JAWVASES AR 7 v 77— Mz ik ¥
A 1 ADBDBBETTRIAVASEY 7227 U7 > a v # AL Z0EEE. HNOEEORFCHEITTE
¥F¥. HE—FENI-NAN—Y 3 > DIDKESIL TL1IZ& L,
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T Javatdhf Y A F—IWINTW3B 7 5 V¥ — (B & U C:\Program Files\Amazon
Corretto\jdk1.8.0 2127 £ D7 7 # )V & —bin) # IR L. OKE 27V v 7 L 5. EHha /A%
BIRLGHE A YA N =TT Ay =V BRRRINET.

b)f YA b—WE 27V 7L TEATT 20, BEEZ 7Y v 7L Cllavaf ¥ A b —L /R R 24 H
L&d.

AN RF LT 4 A IIE32MBL 2T EAER A D D £ A

o ESETPROTECTA# A Y A b— )W 230D T44T 4 A 75N WEEIE . IROBHAERIN S
LENRDHD 4,

* ESETPROTECTE §RXTD IV AR—F Y hEA YA M=V BI121E0E4,400 MBLL FDF & 7 4 A 7 581
NBETT,

/"N ESET Remote Administrator 5xBABI A T Y E 2 —FIi A VA FP— L SN TWHW B0, { VA F—F 54
TTcE&Eth,

HEZ7y 7 7L —RFEHE—Fr3NTHERA. ERASXD S DT EFIGERAGXDADT v 7 7 L —F
EHBLTL &0,

T.HIRFEMF =y 70858 T L. BEAITXNTOE 20 Lzs. A A P—UABBLEST. v R
FTAhEZY NT—OFERC &> TlEs A YA M=V IZIEHELLE 225850850 £ 1,

A > A N—)LHIZ IXBEESETPROTECTA Y A h—L 7 4 F— FISZEL &€ A,
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(2) ESET PROTECT Setup -

Installation in progress

PROTECT
COMPONENT ESTIMATED TIME
Welcome _) Microsoft SQL Server Express 20 minute(s)
Action type ESET PROTECT Server 5 minute(s)
Terms and conditions ESET Management Agent 2 minute(s)
Components Apache Tomcat 5 minute(s)
Pre-installation checkup ESET PROTECT Webconsole 5 minute(s)
k Installation Rogue Detection Sensor 1 minute(s)
Apache HTTP Proxy 1 minute(s)

8. )64 T Microsoft SQL Server Express% { > A b—)L+ 3 Z & #1#INL 12581 77— X— 246
Fry INEITEINET. BEODT —IR—ZAH5—N"—01b 255 1E. 7 —F XN— AELAAIER %
ANNT2UERDHY £F .

A\ SQL/MySQL Server™ D 4t & X iET 2

18



4 ESET PROTECT Server Setup -

Database server connection
Flease enter database server connection,

Database: MS S0L Server b
OCEC driver: M2 .L el

Database name: Ersai% Server via Windows Authentication
Hostname: |I|:u:alh-:|st

Use Mamed Instance: ]

Port: Iﬁ

Databasze account

Username: |

Password: l

F—I R—RAZEAKR A b BER— b FES (2 DEIR L Microsoft SQL Server Configuration Manager T2 T &

E9)ET—IR—AEHET AV Y FifliER (22— —RB L NRAT—F) N T 57+ — L FILA

L[N 27V vy 7L ET A VA=, T—FXR—RAELGEMHREL £ 9. BREDT —F X—
A (BT DESMC/ESETPROTECTA >~ R h — L) T —FI R—AH—A"—ZH 35HE. Chpitieh 7.

BHFO7—R—AFHALT7 vy 77 v —FeBAT 27 BFOT7—F X—Z ZHIBRL THL B~
CavEAVAM VT IMEIERTE T,

L&A VRS AR AT 2 -MSsQLT — I N—Z2 2L T 3581 LRIfT&E4A Y RF VR
BT F 2y /Ry 7 A5IBIRNL . W AI LT —FIR—ZAA VAI VvV AEMHATE %

. HOSTNAME\DB_INSTANCEDTE X TH A P 7 4+ —V R TRETE £ 9. (Bl:
192.168.0.10\ESMC7SQL) . V7 5 A% 7 — 57« ADGE. VI AIXDAEMHALET. COAFT7 v 3
YEIBEBIRT 256, T RN—ZAEHA — P ELET X ¢ ABMicrosoft DEEE D A — b AT S 1 &
T 72— A N—FFRAI =LA YAV INIEMSQLT —F R— R H—N—F & T 212
KA MZT7 4 —)V NIZESETPROTECTZ 5 A9 4—% ANHJL & 7,

F—=F—R—AT7 ATV MEREANNT2EEICE2DDF7 > 3> dH Y ¥ $EESET PROTECTF —
IR—AWLZDAT 7t ATEIEHRT—IR—R2—H—T HT Y MISAT7 A7 >~ b (MSSQL)E £
fzldroot7 AV b (MySQU A TE &3, EH2—Y—7 27V > b2 HT 2565, 207
HTY N ERTOMRTHERT2VLERDY £ ¥, ffdlcouwTid, [HH7— 9 X—2A2—H—
T A7 ] EBBEL TS0, BEza—%—7 7> b2FEHLZOGEE. BHET 4V
v MSAE Fzidroot) Z ANTTL £ §,

D74 NTTSAZ AT Y bEloldroot7 A7 Y bEANTIL 126 E. Wi E 2 v 7 L. SA/root7
# 7 NHESETPROTECTO 7 —F R— R z2—H—& L THHAL &G £ 3.
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ﬁ ESET PROTECT Server Setup -

Database server connection
Flease enter database server connection,

Databaze: MySQL Server w

Databaze user

o Do you want to use provided user ‘root’ as a database user for ESET
PROTECT?

Yes Mo

TOEEMEne: Jroot

Password: || sEEBERES

WWZE27 )y 23 358E. HLoz—¥—0FERE ZHERL TuaniEg) & L EBFO 22— —
EMERTZ (G T N 22— =T 7 + Hb25E) FERTI2UESDH ) 7,

15 ESET PROTECT Server Setup -

Database user for ESET PROTECT
Please enter database user for ESET PRIOTECT credentials.

@ Create new user

() Uze existing user

Database username: |

Password: l |

Password confirmation: || |

9 Weba >V —WVEHET 7Y FPORAT—REANTBEICHERINET. CONRAT—FR
[$ ESETPROTECTWeb I >V — il ua /4 > 93L& AT 240 FHETT., Next((KN) &2 ) v 7
L &9,
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47 ESET PROTECT Server Setup -

Web Console user & server connection
Flease enter Web Console user password and server connection,

Web Console user: Administrator
Password: || Il |
Password confirmation: || YT |

Agent port: |2222
Console part: |2223

10. 74—V F%EZD & £ 9 2 HBESET ManagementT—3 = > b & ESET PROTECTH — /N —ZE I E D
KR T AOEEREANNTEE T, BIEARAT—F 74— L FIZAAT— N2 AT 2858,
DEFEZTBOTLEZSI0L, Next((RN) %27y 2L 7,

4 ESET PROTECT Server Setup -

Certificate information
Please enter common certificate information below,

Organizational unit: ||

Organization: |

Locality: I

State [ Country: | w
Certificate validity: * |1D fears
Autherity common name: = |server Certification Authority

Authority password: ”

* required fields Back Cancel

11. A5 742 AF—(ESETH S ZEL H L WA A— L ICEEH) # AL, ANE 2 ) v 2 L
T, LAHY—F4 Y ARHBER (22— —LZ e RA2AT7—F)2HHL T a5EaE. RiEHRs 5
ALy AF—WCEIHRLET. DBV BTT 774 RXR—b2IBIRTE &4 GEIZ FIEC DL T,
(7774 X—>varv]| OFEFZHL TLLZEN),
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47 ESET PROTECT Server Setup -

Activate ESET PROTECT Server
Flease choose activation option below,

() Activate with License Key

License Key: |

12. f YA F—VOETREAER RSN E T,

@) ESET |
Installation in progress
PROTECT
COMPONENT ESTIMATED TIME
Welcome w" Microsoft SOL Server Express 20 minute(s)
Action type +" ESET PROTECT Server 5 minute(s)
Terms and conditions +" ESET Management Agent 2 minute(s)
Components J Apache Tomcat 5 minute(s)
Pre-installation checkup ESET PROTECT Webconsale 5 minute(s)
k Installation Rogue Detection Sensor 1 minute(s)
Apache HTTP Proxy 1 minute(s)

13. Rogue Detection Sensor® 1 > A ~ — )b #i#IR L /12 5E 1. WinPcap K 7 4 /N2 A > A b—)L 7 +4
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VRURERIRENE T, EBEIFICWinPcap F S A N2 HEINICER T2 72 v 7Ky 72 X203 IER
L T3,

14, £ YA RN—)ILH5ET T2 EBEPESETPROTECTI > £ — 4> DA Y A b —UARINL & L 72 |
& ESETPROTECTWeb T > Y —JLVURLY R L AR /RIN FTAURLE 7Y v 2 L TWeb 7>V — )L %
Ky [BT1e20 2L &9,

(2) ESET PROTECT Setup - *

E er) Installation successful
PROTECT

v’ ESET PROTECT components were installed successfully.

Welcome , )
The web console is available on: httpsy fera
Action type

Terms and conditions .
I We recommend you to:

Components
Pre-installation checkup e Store Administrator password in a secure location
_ K ; e :
nstallation @ack up your cemﬁcatlels and certification authority
¢ See the First steps and best practices

» Finish

4> A NV KT 2545

WA YT UA Y AMN WAy T —VDA A= val 7 ANV EHRLET. 07T 4L
SV EFA—NA Y TIUA VA —=F—DTF AL 7 MY EFRILTT. REZTROEBYTT,
C:\Users\Administrator\Downloads\x64\logs\

s BB AN T 2 -0 DEMFNECDONWTIE P77y a—F7 4 > 7 #FWL TL S0,

>R PM—IEDFE

ESET PROTECTD A > A b — L1, REX#BETE £ 7.

ESET PROTECTH —NR—% BB L LB OB¥]OFIE

1.ESET PROTECTWeb I > vV — LI 45 L ¢
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u) ITHS COIMPULET W DE Mdndyeu remoery I ~
Server: l:2222
F&gﬁEER Group: Mo group selected
License:

Welcome

@ The following components are included in this installer

ESET Management Agent
Configuration: Mo configuration selected

ESET Endpoint Security
Configuration: Mo configuration selected

ESET Full Disk Encryption
Configuration: Encrypt all disks - TPM used if available - OPAL not used

ESET Inspect Connector
Configuration: Mo configuration selected

v | want to uninstall incompatible security products v

QAREHE - BEOMOF v s Ry P AEAVIIL. A VA N—FT—THEMHEEL £7,
OESET LiveGrid®7 4 — KNy 2 ¥ A7 A ¥ F ¥ ¥ 3 ER)

B LA ZVIREMHOHZ 77V r— a Y ORBEBCT2-7 L v O — A HCHA %
Bk {1280,

PACKAGE ESET Endpoint Antivirus
INSTALLER Help us provide you with ever-better security.

The ESET LiveGrid ® feedback system uses more than 100 million sensors worldwide that allow us to collect
information about suspicious chbjects, which we process automatically to create detection mechanisms
using our cloud-based reputation system. We then immediately apply these to ensure that you have the
maximurmn level of protection.

Welcome

Installation
# Enable ESET LiveGnd @ feedback system (recommended)

Disable ESET LiveGrid ® feedback system

Detection of Potentially Unwanted Applications

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed
and reliability, or cause changes in behavior. They usually require user's consent before installation.

# Enable detection of potentially unwanted applications
Disable detection of potentially unwanted applications

Change installation folder
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(£) ESET Remote Deployment Toal - X

et T Deployment configuration

REMOTE

DEPLOYMENT ) _
TOOL Select an installer package generated by management console. Package platform (x64 or Win32) must

carrespend with targeted computers.

Source selection

Computer selection Deployment package |

» Configurati
T [] Use ESET AV Remover

[JUse ESET offline install package

Enter local administrator credentials or domain admlnlstrator credentials. When using local administrator
credentials make sure to disable remote User Acc 21016) in advance otherwise remote
deployment will not work properly. When using domam admmlstrator credentials to deploy computers
make sure all the computers are members of the same domain.

User name | |

Password | |

[J Use current user credentials

Deployment method @ Built-in - O PsExec
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Success
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PROTECT
Deployment

Create an installer for Endpoint deployment
The installer file contains all necessary companents (ESET Management Agent, ESET security product) with the necessary configuration and license. Run the installer with admin privileges on

computers that an

o be managed with ESET PROTECT.
After successful installation, the computers appear in the Lost & found Static group in the Computers section.

For more deployment options, use the Quick links option Other Deployment Options.

Choose license

Product

Language
English e
a accept the | reer and acknowledge the [
Protection settings

The ESET LiveGrid® feedback system

Enable The ESET LiveGrid @ feadback system (recommended)

Detection of Potentially Unwanted Applications

Enable detection of potentially urwanted applications

Do not define the Protection settings right now. The end-user will be able to define them during installation. (not recommended)
Product improvement program
Participate in product improvement program
Advanced
Show advanced settings
Full Disk Encryption
Show ESET Full Disk Encryption settings

Enterprise Inspactor Agent

Show ESET Enterprise Inspector Agent settings

Step 7/7
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