ESET HOME
vNNYNO TN

N TH0N YV NIMPNRD NDVN DN 1NNY 2T IND YNY

®
@ e-r Digital Security
Progress. Protected.


https://help.eset.com/home_eset/he-IL/

.ESET, spol. s r.o nNn 22024 081 mnot
.ESET, spol. s r.o »1-9y nms ESET HOME

.01 YT NYapb https://www.eset.com N2INd1 P2

,DNYYD DXYSNIN IN NN Y2 DT THON ATYO IR NAN NIIYNA JONNRD ,K95¥Y PR .Y MmN DD
.I2NNNN 2N52 MR XYY NINN TIT Y52 IN NP0 ,N0YPN ,NPNyn 070N ,DPNIVPYN

MAININDN TPEPIDAND NN NN NNTPID NYTIN DO NOD NIV MO NN NNNYY NI .ESET, spol. sr.o
. TNoNna

https://support.eset.com 120 N2NN

REV. 12/04/2024



L e e et e e e a et ans N1an ESET HOME 1

PP TN o 11
U NN MYAT 1.2
S NNV MANOM B8 1.3

T U PTRPPR 739 ESET HOME n»yprYon 2
N TPNPLON TN 2.1
PP VIV nYNn 3
PP van 4
3 =3 2 o -3 11 nrsprvana nowan 4.1
ESET HOME ..ot r e e e e e e e e e s s s s s s s nnnnes 11 oy nmay 5
] =3 2 [0 {3 13 nmawn 9 5.1

L e 75w ESET HOME yawny 2annnd Pr 5.1
T PR320 MIannn 5.1

1] =3 17 v 'n3 1 nownn’ 5.4

L8 e nno o1 on orx Windows mnavn 5.4

L e e e e e e e a e aan D10 NIVNI Y3 5.4

L i SINN PIVN NHYAN IR MOMOIN N 5.4

2 DIV NIVN NHYAN INKRY TPOMVIN NDND 5.4

] 21 50 1 nownn’ mysnxa mnn owan 5.4

2 e e e e e e e e et e et e e e e e e e e e e e e e e e e e rrrars 100D 5.4

o 23 5w 'nn T30 NownA »asn 5.4

2 TSP m2»ys 5.4
T Dmpn 5.4

2 e e e e e e ara mnnn 5.4

P iR e 24 mano sa

2 NTIVA IRMNN Yy T 5.4

2 10n 5.4

7 PPN D10 DPPN XMV 5.4

L 26 >mvwa vimw nwys N9 5.4

B < PP NNOIND NPN TONN NPYI 5.4

2 TN DXNIAVIN DPINNDD NN 5.4

3 T Ny N9 Google Play Services 5.4

2 myTn 5.4

2 myTin N»Noon 5.4

< TP mImN 5.4

2 T 077N 5.4

) 29 5v 'nn ™ NIWNN'-Y WIN PYON qUIN 5.4
37T N2 YV NIPNa MYYY NN 5.4

3 POt O PN 5.4
e DINVN 5.4
P YHNWYN Y9N8 5.5
LS »259-1T MIN 5.6

< S MNINN 5.7

1 P PP PP P TP PPPPPPI n7on 6
G 1 PR PP M9 MYNY 7
SRR PPPPPPPPPPPPRI 59 ESET HOME nnoeo NN nnow 7.1

ettt N8YMNY NNDD 7.2



e et e e e ettt aaaraas YVIDY NN 7.3

1o TR PP NN MY DOON 7.3
3 0”VITIVD DPNN YYD 7.3
ESET HOME 1iiiiiisnnnnnnnnnnnnnnsssssssssssssssnmmmnssnsssssssssssssssssssssnennnnsnnsnns 80 TVNPOAN MAY N¥P YNNYNY 1YW DOV 7.3
S SR nYOIS NYYTH 7.4

Lo = 92 ssap nvypm 7.5



N1an ESET HOME

JIow 022N ESET admnn 29100 AR 22905 vNY 19 MyD 275 M Mnon 1ann ESET HOME

NINAN NPYPOANM MNONN NN Poon ESET HOME

D9PVON NN

©avNN X 7OV ESET HOME y1awny 0>921nn0 ESET >axm 0y D> 1pwon Sy y1nd nwid 19 IWann opwon 50
L15% Pwona ESET 981 1°2vind 191 ,7N2vNa OO90NINY 0»n > Yy DOymnn

NMPN NNY - ©PYIN NY) e

K

o0 Ny N

DPYINN 30N 1NN NNAN TIRN VNN DIVVLD PN 5230 NHPN YT MIKRID T2 IWARND 010 9112)
DY PN GNYY DX N2 9PN XY MNP DY MININ ¥ ONX INX MPNA I YIN'Y NYY) DX OO ON) ,0OYNNN
OINN DVNNYN

NMPN NARY - ONPN NP e

@
ESET YV N2y 1) nowwni k J

T NoyND .07 0VNNWYNY ESET YW NNVIANND 2980 Y NTNYN NNON X0 ESET v N2y 1 noayniy

NN L,VITIOVPN NNYXNI MNHNN NTDY,IP NN DY 299NY VISN D NPNYNOVL NWNNYN ESET v N
PYINN NN IN XY AYNND DX INND PIND NOONRD DONINDY T ¥»0Y MW DX PYIN NV YHNYN NIVN
>3 ESET HOME 50ma% 75w ESET 91 N N92nn ESET Y 'N203) T3 NoIyNnn’ .23 IN TaX NN OX THV TN
IO PPV 75 ,PYWON 952 VITVYPN I9THTA TOV TN PYINI IN YNNI NYNINHDN MPYN NN MNIY ODnNY
AMN ANRY N Op

:DYNAN DININD NNOND NYN ,TPNNNY PNPOAND Nt KXY ESET v /N2y 1 noyni
(ESET Smart Security Premium (Windows e

(ESET Internet Security (Windows e
(ESET Mobile Security (Android e

SV DMPNN NYN —ESET Hv D223 7)) nownd’




ESET Parental Control

9N 0T DY NIV ESET Parental Control n»8pDand navind Sy ESET Parental Control ©V)70NN MY
DY POVIVNY NANVNN NPRNNY Android N?8PYYAN NN MINPIOIND .0NOY DXVYIND OXNONN DAYV DINPN
ESET n»¥p29ann P2 KDY 0T DY NMpnn M2 yan NX MO 1010 0091 o NnY T2 ESET HOME 509
.0N5Y ESET HOME y2awn5 ND2)3 »71-Dy 03702 19797 951 03 RYN Parental Control

5S¢ NMPNN NIYN — ESET Parental Control e

ESET Password Manager

ESET Smart-y ESET Small Business Security, ESET Security Ultimate »n»n Sv p9n N ESET Password Manager

SY NNON NY9ID NN ,DMNX MDNND TOV DPYIND DNNIN MNXNDYON DY NN N NNON .Security Premium
2T YVMVIN JOIND VITVIR YDV NP >T> HY T NIVINY DMV NNHYN

39797 NanN Android-1i0S Moayn May PNPYaNd Pt ESET Password Manager

S5Y NMPNN NIty — ESET Password Manager e

LESET HOME awvn 89 709y ,ESET HOME Y09 S¥ mnond nwiY »1o

ESET VPN a

ESET HOME n9>any ESET Small Business Security-n pYn N0 ESET Yv (109N109 10019 nvAa) VPN nnonn

P09 NPNDY MNYIL VIN'Y DY S99 NV NN NYY DWNNwnd Iwarn Security Ultimate. VPN

NMPNR NNy - ESET VPN e

VTN NN

qON

.ESET HOME Yv 07700 MYa T8 019N e

.ESET Small Business Security - ©»n°20 D TIVNM 00PN DX TIVNN NN NYTN NYSN e

N3N vnn N920na Windows Server-9 Ppnn TN MIVIRN e



https://help.eset.com/getHelp?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=evpn&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=evpn&version=latest&lang=he-IL

JN N SY NN Server MT AN NOYNM WY Password Manager, VPN M1 79010 Sy yTnn e

NI

210 20179 ‘j‘fb DY o

ONN/DT PYON DY P0 NN e

NoAynN MvrIg

19202 XN ,NNAD NINN NOVN P YNt i0S-) Android May ESET HOME S¥ N8 2anm 030NN Y0NS

Jon0
VIIVYN YV NS ESET HOME 79N 60 N©) Google Chrome

79N 79 N (Chromium no9)) Microsoft Edge
79N 63 N Motzilla Firefox
T9°M0 10.1 NoA) Safari

ESET HOME Sv Android-5 n°8p9ann 79 Android 6.0
ESET HOME Yv i0S-5 o8 9arn TN i0S 14

NNVLIAN TNXY TN NINNI DD NXXN PNY NYAVN .NDMA NMYN ESET »axnd ESET HOME Yv mn RN
O TIIND

98 NoMN

ESET NOD32 Antivirus T7°N) 16.2
ESET Internet Security
ESET Smart Security Premium

ESET Mobile Security T7°X) 8.2

M) MY

.0MYN 10- Y 521 TN NAYND 0PN 199N

ESET Y 0»poy 0o Mayd n¥Ynn ESET ,00wom 0»Nn S an» Max 9901 YN 19891 DN
0PN 911939 ESET Business Account ©Na wnnwinom

ANOVAN MNOM OININ

i IOV NN IN NAYD NAY PN PP NI ANVIARD MNOM OINNNN PONY 1ON»

NI OMPPN MADY DY DDIANNA D2PNT MNOM OIAINN


https://eba.eset.com/
https://support.eset.com/kb8492/

ESET Small Business Security

:INAN NYAVA DO DYIND NIV MNOM DININ

mm“

ESET Small Business Security

ESET Cyber Security v
ESET Mobile Security
ESET Smart TV Security
ESET Safe Server v
mNon
ESET Password Manager v v v v v
ESET VPN v v v v

ESET Home Security Ultimate

N3N NP2V OINN DOYANY NIV MNOM DI

__ Ww | Windows | mac0s | Android 05

ESET Security Ultimate

ESET Smart Security Premium

ESET Internet Security

ESET NOD32 Antivirus

ESET Cyber Security v
ESET Mobile Security
ESET Parental Control

N N N SN

ESET Smart TV Security
mnon
ESET Password Manager v v v v
ESET VPN v v v v

ESET Home Security Premium

N3N NP2V OINN DYANY NIV MNOM DI

mm“

ESET Smart Security Premium

ESET Internet Security
ESET NOD32 Antivirus
ESET Cyber Security v
ESET Mobile Security
ESET Parental Control
ESET Smart TV Security

mnon


https://help.eset.com/getHelp/?product=esbs&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ecs_mac&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=android_tv&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=essv&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=evpn&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=esu&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=essp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eis&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eav&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ecs_mac&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=android_tv&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=evpn&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=essp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eis&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eav&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ecs_mac&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=android_tv&version=latest&lang=he-IL

mm“

ESET Password Manager

ESET Home Security Essential

:INAN 1YV DN DYIND D1 NNRY DININ

mm“

ESET Internet Security
ESET NOD32 Antivirus
ESET Cyber Security v
ESET Mobile Security
ESET Parental Control
ESET Smart TV Security

D”NNNY 0NN

OPNNNY 02300 02N OYNIN DIANINN

mm“

ESET NOD32 Antivirus
ESET Mobile Security

ESET Parental Control
ESET Smart TV Security

?92y2 ESET DN NVWO9 ONN

92y 1OV MWD 28Y DPYand D1 NNRY OXININN NN NXPNN ANAN NYALN

NNVAXR NIND Ism

ESET Smart Security Premium, ESET Internet Security, ESET NOD32 Antivirus, ESET Cyber Security, ESET Cyber Security Pro, ESET Mobile

(Windows, macOS, Android) 0»1»>19 nNYVaN R B
Security, ESET Parental Control, ESET Smart TV Security

NOTPNN INVAN ESET Internet Security, ESET NOD32 Antivirus, ESET Cyber Security, ESET Cyber Security Pro, ESET Mobile Security, ESET Parental Control,

ESET Smart TV Security

(Windows, macOS) n»»n NNLax ESET NOD32 Antivirus, ESET Cyber Security
Windows,) Nhawnb ESET Y¥ NNVIANN NYan ESET Internet Security, ESET NOD32 Antivirus, ESET Cyber Security, ESET Cyber Security Pro, ESET Mobile Security, ESET Parental Control,
(mac0s, Android ESET Smart TV Security

(ESET Parental Control (Android ESET Parental Control

(ESET Mobile Security Premium (Android ESET Mobile Security, ESET Smart TV Security

1P8999N ESET HOME



https://help.eset.com/getHelp/?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eis&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eav&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ecs_mac&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=android_tv&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=eav&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=android_tv&version=latest&lang=he-IL

Download on the

¢ App Store

ESET HOME n»8p"aN NN TN

GETITON
” Google Play

.12NNN IR ESET HOME yavn M ,Mpnnn INRY

ESET HOME S5¥ nNuSpYarim 0ITOPNN DON9 P2 INNIWN

217’3 NNVANR DIVLD ,D>INNN D> PYIN NPYAI
NIV 91N, D211 NPV

ESET »axn 1m0

DMYN VITN

NIAVA N3N ,NNVIAN YY MININD

ESET 5w 'n203) 1) ndynn’

Parental Control for Android
Password Manager

»30112 MYN IN PIN

VTN N

VN DOV NPy Sy MPT

NaAvVN MITN

N N N X NN NSNS NSNS S

v v
v v
v v
v X
v 4
*%
*%
v v
v 4
v v
v v

JONNDNY PNP99R N Android-5 ESET Parental Control *

Android/iOS May nNnsy P8pYaN N0 ESET Password Manager*

TPNPIDON MITHIN

LTOW NONTN MYTIN NN PNPIDOND NAY NN DIRNND YT MPSPYON MITIN < — PYUNIN V9NN J8NY YY VPN

AN PNPIDARD DY IINNN DAY NN TN PNPIVAND NAY MPNT MAY 39-N NV ¥ - iPSPIOAN NaY

L19W ESET HOME n»8299RY 0323712 275 1Y901m»a 10252 vnnvin IX PIN-N IR 970 - MDIN M1

TATINYVIY (TOV DPYIN) DMPRY MNYPN) MIKP MNINM MYNIN NIV IR AN - NOAT MYyNN Yap

L1ovw wonY ESET HOME P 8pYaNn

NN MIYIOND IYND DVIND NPYI NN DPYST MINDY MY ESET-Y oAty nop mmT - DMp MMT NNy

Bap)Va)la)


https://play.google.com/store/apps/details?id=com.eset.myeset
https://apps.apple.com/us/app/myeset/id1533672833

I NYNN

SIOV ©2INNN OPYINN DY MNNM 0PN DX DM 1°YOd NPo Hapd 951N ,ESET HOME ynavn M¥wn ox
DXNIVINNDA ONVPN 239N 719 Dy NN ESET Parental Control 5 ,ma9 mnon 0y poon ESET HOME
NoWNTY NYY NONNY OV OPYWRD DN MNNDON DY NN ESET Password Manager ,01n9v D0YaNV
L9001 YT 0220 IN TN YV NIPNA TOV TN PYONN IN TN AVNNN NN YO ESET YW N2 T
.ESET HOME Sv m»onn %y NIp

m»onn P9, 7o ESET HOME yawn5 ESET Safe Server '8 ESET Small Business Security 11 P13 No»Y 9WURD
ESET 21 01 NNNY INNRY MY>a) mMNdNN D3 .Mynt N2 T NIIYm Password Manager, VPN
.75% ESET HOME nawn> HOME

%y YNY ,ESET HOME Yvw m>an 7ona .75v 0 rwonn Sy 1M n»nn IR 90N 7oV ESET HOME pavn Ny anxd
PMATYND ONNNA TYVNM HYNNN

NN FYSNN OV DTNM MNPN NAOIN

STONPN DY YN DND TIM NN qo na L1

N Y2AP N NI P IND MNP TY PR PITY OX MNP0 qOIN Oy YND NYYSNH NN NN THpN .2
.DYNA NN NI Oy NN >T Dy DVLYN KDY PO

.01 91123 02131 NN LTIV 0M»NN 500D

912 NN ,O00¥9 OV N»npn [ nys 3

22 295v2 PYNNN MYNNRI NPH NY PO .a

»75 ESET HOME 12awnY 19w wonn X 920 ESET HOME-n m=pwr ESET A m nx 710 B pwon Sy pnd b
oy NNNN DX GNYY IN INKR PYIN DY IN XN PYIND HY PNY TMIYVARD .MNONN DD IR SN »¥nd
NI MRNNN WA T DY WM

NY 79w ESET HOME pavna 01200 021WoNs 1w ar RY 0N TN ,mac0S >1»wona Nnn HD2yany TmIvana
.ESET HOME-2 0nY¥ NNVLAND 2NN NN OININ

ESET 9% NN YYam nyd vnnvn NnN Y pwonY ESET A8m SY ppnnn DR TN - »wonn Dy YN

T2 PN ON YN DY YADY DT PYON HY PN DY YN 2NN PYWINNIN MIPNNN MIOIN NN TNY 0T 4
LIV DN MPNN Y NOPN NN DTN IN YWITN N NP ,02WIN NI 100 ,MPNT NP MTH

NPN IO W2 925 HY NNNY T DY WIN NN QUIN IN YIN DY YND ,TOV N»Nn 9PN 39 TUNRD
VTN IN UTIND

Windows Server 9o Sy Y >0 .TUNN Yy YN 00NN TOYY TAN NYNHHN INY T2 ¥ OX M»Nn 9N .5
L79P2Y MRMNN 2aY HSya Windows Server ay D1 M-*0IND NN DX TNNY 75 IND YN |, TOHVv


https://help.eset.com/getHelp/?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=evpn&version=latest&lang=he-IL

Android 2°von Sy PNY IvaN

ESET Y¥ nNNINNN N0 DX T NNY 275 Google Play mnY 7ayin ,Android »won Sy 1n NN ON
ANNY .AMN DTN 920 ON ESET Mobile Security my8pvanin YN mw 18 Mobile Security
JUMVIN 9IND 7OV ESET HOME 112wn2 92y »wonin ,ESET Mobile Security v nbyann

.Ny»nt ESET Mobile Security Y¥ 01own N9 non 03 ,Android 2>won 7ay

LOVPM-20IN YV DD TN DY YnY .5
2120 Yy YnY .6

.ESET 9% NN Dyam nTHnv Ppnnn Nx nne .7

QNN PYON HY NN

OINRN OPYINI NNNN DR 2PN 2T ESET S AN ppnn IR NOY -2"X1T72 NTMNY MYWP NOVY
Tov

SJUNN Yy YN MMOPON INYT MYNNNI NN PPN Yap na 4

N9yann N7y 0y ESET 9% NN ININ JYUNN DY YND TYUNN2 MONNY IORN NDYaN NoIyn Ina.5
OY PO TNNNaY

VIAVNY IMN GDIN WTN 2130 7P ,NN¥IN NOYANN NOIYN DY NNND DININA THIYY N»N T PN DN
12w ESET HOME

Windows. May ESET Yv »n2an 98mn mpnn 717 JMX NN ypnn nHv B Windows

ESET Cyber Security. ¥ nxn nHwY Nov 9Na - ¢ macOS

TNNY »71D Google Play minY TN man M pin .Android 9°vond nTNnnY Mvpn NX NYY - ¢ Android
SOMIN NTNN 925 N ESET Mobile Security Y mA2w» 1N ESET Mobile Security Y 1n9nND Nn©n NN
I PON NN NN . Windows Server ypnin May ESET Safe Server Yv n»nin nYv - Windows Server ¢
12w ESET Small Business Security »»1n

VNN YY YNOY DORINA TMYY YN N1 .6

OV PNY THNIIY PYWINI POR NYIY DNV DNIT nANd TOpn .7

MNY Y"NITH N2INDY NOWIN NNNN DIIM-20IN DY NN NYY Dy YnY .8

JPNNa MDA WA T DY ESET A8 NN Yyam Yapninv Y"NThn ppnnn DX 1710 .9

2130 Yy YnY .10

ESET y2avn2 vwonn NX 7920 ,79¥ macOS X Windows 70wona nnbsina ESET a8m ndyoan 9NNy .11

AR SHHPEI USRS RIS e 08357 Y 3R A ERS MG LI SRFUTRY 28 By AR AU 2 TR % HPME

.mac0S X Windows NYyann no9yn oy pvon P9 qnvy 152 .0nYv ESET HOME pavn

ONNINYIN OY 20 QDYDY DIN 2100 YV 11N DTNY TV WO AN Yy vy N 1OV M»Na DN
STONN Sy XN "N gnv N1 4
STONN DY YN H»nn NN a5

DPYIN 100 PN T MIAY >TD 0N INY IN NAN NPN NP 0Y PPN GnYY IWIN
DY VnNnvn YN 0NavY

LDOY PND NN NNRY DX PYIND 190N NN N2 - -1 + OINNON MYNNNIA .6
PP 4NV YY YND NN MOV TNNIL PORY INIOVPIND INITH NIND NN THPN .7
2M1aN0 Yy YN .8


https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense
https://help.eset.com/getHelp/?product=ems_gp&version=latest&lang=he-IL&topic=activation_gp&anchor=IhaveLicense

NN MP

1919 ANRY 2PN DX ¥IDID 90N 0w ESET eStore DX 72 TUNN Sy YN PN NP MIYINI 1PN INRD
J1ov »wonn Yy pnY >T5 ESET HOME pavnd 031>

0YN2a NN NO)

A9 Sy yn tyna Nnn Ny N1 .1
VNN SY YN POY PNY TNNIAY PYONN DY NOYANN NOIYN NN N .2

Dy ynv 3

L1OW 2NN PWINN DY PO XTI PRNNN YW NTNN yNann B Ann MmN .a

NNV Y7NTR NINOY NYWD Nnnn B1Y"NYT nHY b

NNRYIN

ESET 'y~ ESET Home Security Ultimate, ESET Home Security Premium Sv »»nN N215Y NN ¥ NNN ONX
.DN2 wRNWNOY ESET HYY minom 08 NN >0 ESET HOME navn MDYy ,Home Security Essential

27N ESET HOME navn MY »75 MmN MOWNN NN YHNYn

ESET HOME V90N Y09 e

ESET HOME n»8prYaNa

Windows M2y ESET Yy 0»1n2an 0IMINN YW YUNIN NIINN 9Na

ESET Parental Control n»¥p>99na NYyann Po0n yara

ESET Mobile Security ©32)

Navn Y Yy ESET HOME mnon oy NI 19y9> Android-1 Windows may ESET HOME Y o asmnnw >1o

MO0 Y"NITN N2INO5 N Google, Apple ID yavn mysnra 9annin ,ESET HOME pavn MY »715 .ESET HOME
Tov

ESET HOME nnoro Y Yy Navn Ny 7189 19w Apple ID-2 X Google pavna vnnvn NN DN
NaAYN Y TrYin NR Y02% R ESET, ESET Parental Control Y 'N2>3) T3 Noynin’-12 wnnwind »T15 N7
.7ov ESET HOME yawnY Apple ID Y N Google

DNV NAIND MYNNNA ESET HOME Yv 070NN YON9a Pavn Ny


https://www.eset.com/us/home-store/
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/home_eset/he-IL/onboarding.html#protect_device
https://home.eset.com/
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/home_eset/he-IL/new_account.html#app_account
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/home_eset/he-IL/new_account.html#app_account
https://support.eset.com/kb6276
https://support.eset.com/kb6276
https://support.eset.com/kb6276
https://support.eset.com/kb6276
https://support.eset.com/kb5556
https://support.eset.com/kb5556
https://help.eset.com/getHelp?product=ems&version=latest&lang=1037&topic=my_eset

TOV NNODOM

.ESET HOME Svm9a 9pa .1

Javn NS Oy Yo .2

Google yavn NX T9pM Google/Apple 18NS Sy ynY ,1°n7an 7> Tn Pavn oy ESET HOME yawn MY »71d
19w ESET HOME yawn 2annn 79w Apple ID-n NN N

S7NT MysSnNa Tunn Yy YN opin YT nans 1opn 3

DWW TNNY DWVWATY NON MTY .IDIRNND NPTHN DN N NOD T1Opn 4

2D 90N TAR MNAY 91999 NN 10 MNAY 9PoNY NAYN THV NNDON
MOP MN e

(N21T) W NN e

9900 ®

NANNM PaAYH NPY Sy ¥nd .5

22NNN LoV DIWIN NN AYRD T YNITA MWPN YY YND LTYY YN N2INOD nHY» MmN Y'NIT .6
SIOV PAVNY PUMLIN 19IN2

Sv "N T Nownn’ Y915 ,ESET HOME Navn Ny anNY ESET Yv 0ampnn oomwin Yo nwiv TmaIvaNa
7)) N2WND DN DYIND WITN PYWIN 9OINY T DY NMPNN NNRYN YOPR1a Y 9010 vy ndapd (ESET

Mavin Y52 pnt XY) ESET Hw 'N2033 73 No9vnn’ YW YN 9NN 99NN IN ESET Hv "N

HOME @ emgisn | 7 wep
Log in

Email

Password

1 forgot my password

ar eontinue with

How you benefit from ESET HOME G Google % Apple

By creating an ESET HOME account, you agree
to the ESET Terms & Conditions and confirm
you hawe been informed about our Privacy
Policy.

household or small business. It's a simple and refiable way
notified about

Don't have an account? Create account

10


https://login.eset.com/Register/Index
https://support.eset.com/anti-theft/
https://support.eset.com/anti-theft/

ESET HOME n»89°99N2 NNYIN

39N MNYaN NN YN ,1P8PYaNa ESET HOME pavn MY »715

P
fors

{27 ESET HOME noypovax N nno .1
JAavn MY Oy vpn .2
Avnn Sy wpm NyTnn NN N1 3
DN ool Y”N1T nand Opn 4
DD 95N TN MNAY 9)1959) oMn 10 MNaY 95NY Narn THv NNoon
0P MIN @

(N9YTY) TPYI7 NMIN @
ghivia )

Aenn Sy vpn .5
VNN Sy vpn ann NnR .6
AYnn Sy vpm MR Ina L7

MITIND IRT NMIYY 912 NN ADT DY ¥pn XY OR IWON DY VPN ,MNXINNN DX HaPY 7H871 ON .8
Dy 902 NPYaND

S5Y DYV NN TOPM Google/Apple 18N> Sy wpn ,mPN7an TN Pavn oy ESET HOME yavn MY »7o
15w ESET HOME yawnY aannn 75w Apple ID-n nX WX Google yavn

O7RITD NYTINAY MINNDNN INKR DIPY .TNAVN IR 2°YanD NNIRD > H"N1T 19 nHw ESET .1

ESET HOME oy nTmay

:D'NAN OYOPNY PN P8PYONM ESET HOME 5w 070NN HY0N9
nan Jon
:DYNIN DYOLPNY NWHIY IWaAN °aN TonNa

DPYIN e
non e
navY e
MNINN e

ESET HOME M0 e

11



TIN V9N

92950 YYNRIN VXIANN . DINN NN PXNY 2T VNN PNNNA 7 NP> XN YV ANIN HND Dy YNY

9915 van 8
N

orwon H e

ooyn
MNon

NNVINX MNDON @ o

PN@O

Q.
(7252 2”7 N32 DWNRNYR) Mt Yy Nnn S0 e

Password Manager °

>/

2D
ESET S "Ny 1 nownn’ & e

0
o0 n1pa M e

m»onn P9, 7o ESET HOME yawnb ESET Safe Server ') ESET Small Business Security 1 P13 No»Y 9IRS
ESET 121 01 NNANY INNRY MY>a) mMNdND D2 .Mynt NI T NIIYm Password Manager, VPN
.Tovw ESET HOME yawn HOME

(ESET HOME Sv 1829982 P mynt) mAaTin

NDPIYON m‘x‘rm@ o

120N NNY

VN E] o
naty @ o

12


https://help.eset.com/getHelp?product=evpn&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=eidp&lang=he-IL
https://help.eset.com/getHelp?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp?product=epca&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=password_manager&version=latest&lang=he-IL
https://help.eset.com/getHelp/?product=evpn&version=latest&lang=he-IL

e o o HOME wom |3
on

omn ()

.0'7'y 937w DM n _ umen

e:0
VPN @

password Manager
@
oy mn -

2 . 4
[ mmmmwn {F)

3 o 190n
) o
] Parental Control 9,

Aomn Y

o (5]
e o (3

< owonn 72 NN axn < o'mn 72 NN

nnpn

0V 17¢ NN NX 1oYW
7Y NNLAND NODN

ANLIX NN
L]

« Progress. Protected.

ESET HOME m»navn 91

.Jannno Yy ,75v ESET HOME yavn nx 9% »15

NA0N NIRY NOAPO NAVYA RPN DY YINDD v 75 owWY .Ntd Navn NYY PYY ESET HOME pavn 19 PR ON
:vpaa ESET HOME ynawn nya

MpHn Nya wIn ESET HOME p1avn M8 9992 MXNNN 29-DY Hya e

May ESET Hv 0»1nan 0aXINa vidwd MuNan MXMN NOaAPY ESET DY Y70 TIND 10NN 0y e
.Windows

.ESET Mobile Security-2 v1>w9 muMan MxNN NYapY ESET HW v 700 IND DINND Y @

.DYVYNI N1 NN MPIN2 NYXIANN 10N ©vIN2 3D ,ESET HOME pavn nvy

_ How can 7 _
Isignin e
Register ESET HOME by clicking J " Enter your credentials and sign in. ]

Create account.
| If you forgot your password, click | forgot
Activate your account and sign in.] my password and enter the email address.

[ Retrieve your credentials and sign in. ]

You cannot use your ESET username,
' password, or license key as a login credentials
@ into ESET HOME.

\

GPNPOAN MYNNNA 7OV ESET HOME pavn nx 910 9N

13


https://support.eset.com/kb3158
https://support.eset.com/kb3158
https://support.eset.com/kb3279
https://support.eset.com/kb3279

£ Download on the GETITON
& ~pp Store [l P> Google Play

IN LTNYI YOMOLIN DN DI ESET HOME-2 MmIXWAND DX MNIYD 215 92100 INYD T8Y 100N N2°Na N3
NNVIAN PN’D YW TMHYYIA DPNY D PYWIN IN 02WNNHN ESET HOME YN wa) NNN DX 1T MIYOND Inan
97972 DYYMN NNY 025278 Cookie 'NIP ,HYAN T MIAIVINY »TD .DPONINIVI

19w ESET HOME Nawnd 9annind PN

ESET HOME awnb 9annn® »715 ESET HOME Yv 0)10»R1D Y0N92 vy
Tov

ESET HOME Yy nnoo) 9"N1T \/

ESET HOME. vy70ND Y092 9pa .l
IOV NNDOM YNTR NN TOPN .2
Aannn Sy ynb .3

Google yavn \/

Google G ono 9y yNY ESET HOME Yv vy1vrnNn Yvoea .l

.15V Google yavn nNx N1 .2

TOPNY vwpann ,7ov Google Navn mysnNa 0»p ESET HOME pavnd nnWXIN 0ysa 7annn NNN OX .3
.T5v ESET HOME nnoo NN

Aannn Sy ynd 4

AppleID \/

Apple .’ .90 Yy YnY ESET HOME v 0370y ND Y0Moa .1

JTov Nnoron NN Apple ID-n DX 19PN .2

annin Yy ynY.

JIov Apple 1wond ndwiv Mpn NN TOpN.

SJUnn Sy yno.

AMN N DY YNY ,TOV 0ITOVPND 19TITI PHR N NN ON.

1oV Apple ID-N MmyXnNA ESET HOME SN nwab >0 qwnn Yy vpn.

NN POPNY vpann ,79v Apple ID-n mysnNa 0»p ESET HOME avnd nnWXIN Dyosa 9annn NNN ON.
79w ESET HOME nno'o

annin Yy YnY .9

00O N OO U B W

(78N 29Y) Tov NMNDION PN

2OV ESET HOME nno o NN YNNoY

.ESET mina 7mvnay nnoom 2”7RTnmn oonv nend ESET HOME Yv TmwHav nnoom YN Dy

14


https://play.google.com/store/apps/details?id=com.eset.myeset
https://apps.apple.com/us/app/myeset/id1533672833
https://home.eset.com/
https://home.eset.com/
https://home.eset.com/
http://home.eset.com/
http://home.eset.com/
http://home.eset.com/
http://home.eset.com/

ESET HOME N»8p299ND NNYRI MIaNNN

P

) ESET HOME NN NN NN .1
WNNYNY TNV PIAVND IN N2 .2

ESET HOME yavn \/

2NNNY 2T 9annn Yy vpn .l
IOV NNDOM YRITH NN TOPN .2
AHannn Sy vpin .3

Avnn Sy vpn 4

Google navn \/

Google. MysNNA TYNN G Sy vpn.l
.Tov Google yavn nx ana. 2

annn Sy vpn .3

vpann ,7ov Google avn myxnNa 0»p ESET HOME pavnd NnYNXIN 0y93 92nnn NNN ON .4
.19V ESET HOME nnoo nX 1Opind

AppleID \/

’
Apple. mysnxa qonn @ Sy wpn .1
LIov nnoon NNy Apple ID-n DX 19PN . 2
L1oW Apple 1wond NHYWIv M0N0 WYY 12 >25V-1T MIDIRD NP NN TOPN .3

AN PN YR DY wpn OR NN N DY WD DT I9TITI PANX INN NNNX ONX Apple > Yy SNwn 4
.MAANNN Y52 MR TP NN YWPNY TI0XN

.1ov Apple ID-N MmyxnNa ESET HOME S8 nwad »T15 qunn Sy vpn .5

wpann ,7ov Apple ID-n MysnNa 0»p ESET HOME ypavnd nRYNIN 0ysa 92nnn NNN DN .6
.15V ESET HOME nnoo nX 1Opnd

Avnn Sy vpn .7

DTNY VYD PYY NSTYINN MHANNNN NVY NN N2 .3
,029 17D 7OV 09N D, POV 1INYI 25V NNVIN NNONI NYNNYI PIVNYA MIANNN °
VNN YY YPN TN DYDY NNDD IR YANN NIV

90 YAIN )2 21901 PIN TP 59915 :PIN e
unn Sy wpn 1
YN Sy vpm TRNAY M0 YaIN J2 01900 PIN Tp w0 .2
SVNRN Sy WM MK AWRY 2O PIN-N Sy mtn .3
NONT MYTIN DY NIND IWINRD 2T QWAN Sy YPN 1YY A0TY IN MIXIND IWOND vypann ON .4
AN AMIND 29V MININD N2AVAD IR P90 DY 951N .0ONN NIV MPWY

vpanm ESET HOME n»spvan N nNo ,nya ESET HOME n»Xp99RY 92nnnY >0 920N NN »YOy
IN2Y MAANNNN NVIYA YNINYNY

15



NN Mannn

Apple ID-Y N Google N awnY ESET HOME yawn T»v

Navn 75w ESET HOME Navno mAaannnn nya Apple ID X Google pavn mysnNa 92nnnY mIvaNa Inan oN
O"NITN MYNNNA MIANNNN INNRY .79V Apple ID-Y X Google NavNY YOMOIN 19N THIw> 75w ESET HOME
.ESET HOME Y092 m 1w 1O% PaAvNn NN 7YY 03 Y010 ,TOv nnoom

NN 7oV Apple ID-5 WX Google-a v 9"N11H nint ©»p ESET HOME pavn? nwnwnn YNTH NN OX
DY N Google oy MHannn > Yy Apple ID /X Google myxnNa Tow ESET HOME pavn X 77wH 51

NIAVNM TN IR NNRY >T 7OV ESET HOME nno o NX TOPNY vpann ,maannnn 79nna .Apple ID
JPOMOVIN TV

ESET HOME Yv192 Google N1avn Y¥ 9in N NN

79w ESET HOME yawn5 mannn .1

D"RITD D2IND Yy YNY L, TONN SV NN MONNYN Nyl .2

2HY Navnn Sy ynd .3

Pn9an maannn yopna Apple ID-Y 1R Google-Y 75w ESET HOME pnavn NN 7YY 718921 OX N2 4

Google yavn \/

T5v Google nNavn> ESET HOME nX 9an
19w ESET HOME nnoo nR 1Opn .1
.INDON NN TOPM OV Google pavn N N2 .2
.Tow ESET HOME yawn% ny> 12nn 7o Google pavn
ToV Google navn NN PN
NN Sy YN nan maannin yopna .l
M5 vpann ,ESET HOME nnoo 15 PR OX .Junn Sy YN 75w ESET HOME nno’o NX T5pn .2
TYVNNY 28 NNoo
.75% ESET HOME navnn pmn 75v Google navn ,nys

Apple navn \/

15w Apple ID-5 ESET HOME NN 9an
Jannn Sy yno .1
9annn Sy YN 7ov ESET HOME nno’o nX 15pn .2
LIov Nnoon NN Apple ID-n X 190 .3
Apple. Pvonn MI90N 6 12 PN NN 1 .4

PN TIP PADY ¥pann RY Nt NIPN2 JPNN N OY YNY 7OV VITOPND J9TIT2 PHON NN NNINX OX. 5
.IN2N Dys2a
.1ov Apple ID-N MmyxnNa ESET HOME S8 nwad »715 qunn Yy vpn .6
.19v ESET HOME yawn5 nnbxna 12nn 75w Apple ID-n ,ny>
Apple yavn NN pm
PDNN Y YNY RN mHaannin yopna. 1
MO vpann ,ESET HOME nnoo 75 PR OX Ui Sy YN 75w ESET HOME nno’o nX T5pn .2
YNND 95NV 2185 NN
.Tov ESET HOME yavnn pnun 75w Apple ID-n ,ny>

16



ESET HOME n» 89982 Google 1 avn Y pim N NN

.ESET HOME n»¥p>9arY 7annn .1

= OUNIN VIONN INND DY VPN L, NYYN eadn Nyoa L2
2HY yavnn Sy vpn .3

T5>v Google VN> 92NN e

LIov Google avn NN 92N Sy vpn ,YNIAN MIANNN YyLPNa .a
Avnin Yy wpim 19w ESET HOME nno o nX 1990 b
.Tov Google yavn Nx N2 .c

75w ESET HOME y2awn5 nnY¥Na 92nn 1oV >naann pavnn

15v Google Navnn prnn e
Tov Google Navnn pnINN Yy wpn ,7N9aN MIANNN YOPNI .a

Avnin Yy vpm 19w ESET HOME nno o nX 15PN b

79w ESET HOME )1avnn pnnn Tov °naann avnn

935 DR8N Y’NITH NANO B DWW NNan Mannn
172} axlVal

ESET DV N2 T2 Nowvnn’

TRNN D202 DN NV ONPYIRND DPYIND ,DINK DPNDN MMPNI) ,NTIaYd 1ann NPNPn»n Imy Il
NN 030 79 IWANN ESET ¥ N2 T3 NOIynin’ NOIYN 2307 IN TANY PYINND DY N ON .12 IN JTIND
2Y PN PYOINN DR PINND T2 Y»ON 7521 OV IP-N N2IND MYNNNRI PINKR 2IPYO) TDNN PYINI VIIvn

LDPYWN 0NN

ESET Mobile-2y ESET Internet Security-a ,ESET Smart Security Premium-2 n»5n N°0 ESET Sv N0 13 noayni’
L2000 IN TAN JPNNN DX YNRNYNN NNI2 DNVAND DX 12NNV Security

mMMNN NTOY,IP NN DY 23N YIN D NM2ITIN NYNDIOVA NWNNWN ESET 5w /N2 133 noynn’

NN INRY PIND NORY OMINDY 0 YOO MY DXPYIN MO YNNYN PIYN NNN ,VITOPN NNYNNI
mM2Yan NN MNXIY T9 NIWIRN ESET DY N3 T3 NOIyN .20 IN TANR NN OX TOV PYINN IN AYNNn
LDNIIN DY NYPM ,TOV PYONI IN AVNNI NYNINND

IN MYTINA ,MNPYA 1NN 0N PRY D20DINDI MPNT IIN MNY PO N33 T NIV MNONN
LD”INDYD 0NN

17



NNO202 02NN 0PN Windows m»navn

MNA% TN YNNYN NIYN ORI DV NIMN DX 92PN .NND02 P 1N Windows-2 75¥ wnnwnn )navn
O PYA MNON AVNNIA (DIVID PAYN TAYN) OOVNNYNN DD NAY NNDD NPY .AND DI NN IPN

AVNND DIPNY DY Y2 DMK PINY TIVKN ,NNDXO0 NITHIN INKRD

Windows 11/10

.00 AMIYAN <MNAYN <MITHIN <NONNN DY N¥ND >T-Dy 'DOwnnvn mnavn nx nng .1
0N < NN Sy YnH .2

.NDY0Y Y 1D MNDO WY RN L,NVTIN NNHODD MTYN NN XON .3

NAN DYy ¥nY 4

Jovo’ Yy ynd .5

Windows 8.1/8

N 199P0na Ctrl + Alt + Delete by YnY .1

N0 MY Sy YN .2

P29 IV NNDXD NTYN NN IRV .3

.Enter vpm NNDO NYN 1D NYTN NNDO MTYI NNDON NN TOpn 4

:DONAN 02AYVN NN YN NN PNIAVA NAY NNDXO NYD 7NN DN

< DIPA MY <MITIN DY YNY ,NTIAYN DY SV MDY YNNIV 1SN DY YaAND 920y MYNNNI .3
ANR PNIAYA D1 < DOYNNYHD MNIAVA < NYRNYHN NN DIYNNYN MNAYN

MPVYY YNNYNN DX N3 b

MO0 NN HY ¥ND .

Doy D¥AYVWN NN DOYNY 2T NOIYN YN PAVN YITI

M¥9) MONY :Windows-1 MNND?D IINNN AN NIP YN MONan MNMD NYaApY

Windows Vista '™ Windows 7

< TPNNAYN MN?VA YHNYN MNIAVA < NIPIAN MY <ONNN Dy NNNY > Dy 'wpnwn mnavn’ Ny nns .1
ONNYN MNIYN

MO0 NN YY YNO

YTN NNOXD GUN DTV NYTH NND0 DTV NNDON DR TOPN

NO0Y 199 NN N DN THPN ,NNDIDY 092 vNnvnY TNN891 DN

MO0 NN YY YNO

td W

NP MONON MRNN NYAPY Microsoft YW DRAN YN NN MININNI PPYY 9910 )0 10D

18


http://windows.microsoft.com/he-IL/windows-8/passwords-in-windows-8-faq
http://windows.microsoft.com/he-IL/windows-8/passwords-in-windows-8-faq
http://windows.microsoft.com/he-IL/windows-8/passwords-in-windows-8-faq

NNDD MYNHINI AVNND DY P @

DND2OY NI MYV IN NN e

Windows XP

.IPAN MY <HNNN Sy YnY

ONNYN MNAVN DY 0”Nya YNY

MDD VAR DY YND) NYTN NNDID NYY THNTII IMAYY VNNvNn oV Dy YNY ,00vnnvn N»o o152
SN DY YNDY WNnwnd NN DAY DNDXON DX TOPN AYIN NNDYD YN DTV IYTN NND0 NTYa

B w N R

0109 avNa N’ya

ANND DRNNA NNY OIVIS PIAYND MNYPN IRIND MY TN

'Windows ¥ D109 DAV 97N :NVAN DV o
'Windows Y% D109 NAVR ¥I1TT vy e

MNAYNY NYHN NN 0IDNN ESET YV /N2 T3 NOIYNN' ,70ND PYIND DX JHD0N NNN) DIVIO NIAYN I8 ON
NIYNL YHRNYND D31 PYINI WNNYND NDYVY 2N Y5 IOV DOWIIN ONMN YY PNY 2T THV OD¥aN vNRnwnn
NIAYN DY STNNN NI2D YNV R MOIANND NINYIN OY NHX PNIAYN DY NN NI DIVIS NIV .T2D2 OIVIN

NVIY IN OINKR YNNYND MNIVND 0IND DTN DN VIV - WNNY PYIND 1D’ TOV PYINNY TY NOIYN

>T> DY 210N IN TIANRD VNN NN PINND ESET HW /N30 130 NOIwNni-H Aty Divdan NIAVN .O0Vnnvn onms
22 VIV M MO

NTIVN MYYa Dy YN 0y IRIND NNOYH 01NN D)9 28N AWNNND IYRD DIVIAN NAYN ONX MI2ANNN
DN VONNY YOIN ,NININNN DX DAPNY INNY .NT PAYNY DIDN INWYNIY DY YO1 THv Y"NITH DN 2vnna
.IDND 2VWNNN DX DY TNNIa

PYNN YV MITIN 17020753 DIVIS PAYA A8N T NS DY YNY .0I1VIFN PIAYN DX NYD TYIND MIVANI
LESET Hv "N 1) noaynn’ Hv 010NN

YNNN PAVN NOYON INND MOUMOVIN NDD

NAYN Oy YNY .ONRYIN NOD DY) 290 1IN PR PNIAYND PIPNRD THIVNI NOYMN NPOVMLVIN MIAINNN ON
AP 2100 DY NNAY 1T MOLMVIN MIANNN

19


http://windows.microsoft.com/he-IL/windows7/Protect-your-computer-with-a-password
http://windows.microsoft.com/he-IL/windows7/Create-or-change-a-password-hint

SECURITY ULTIMATE

(I8 Overview 2 4 Anti-Theft @)y
Q Computer scan D This device is protected by Anti-Theft. If it gets stolen or goes missing, you can access the device's location and information

by logging in to ESET HOME using an ESET HOME account.
) Update

Optimize the security of your device
3 Tools
@ 0 . ! Automatic login for Windows accounts is enabled

etup
Disable automatic login for your Windows accounts to better protect yourself against unauthorized access.

@ Help and support I % Disable automatic login

(L) ESET HOME account
v Your Windows accounts are protected by a password

All your Windows user accounts are protected by a password.

v Phantom account created

When anycne tries to use your device and logs in to the Phantom account, you'll be notified about suspicious activity
oh your computer.

Phantom account name: Livia

# Phantom account settings

Progress. Protected. Disable Anti-Theft

SY YN TMINND HY DINIAN INNNA Y 0T 19N Windows Y N1y MND)2 NPVNMVIN NDND N*aAVNYD 71D
:Microsoft

Windows 10-2) Windows 8-2 ,Windows 7-2 1PUMVIN 1925 YV NNAVN IN NHYIN e
Windows Yy 091v»12 AutoAdminLogon NNoNn e

VNN NTIVN MDA DY YT DY NIXIND NNPOWO DTN 9237 28N 2AWNNN IYRD DIVION PAVYN INX MIANNN
IOY NN OX VYNND 901N ,AININAN NN 22PNV INRD AT PIAVND DI I1NYWNY Oy 53 THv YNITH HN
.0ND avnnn NN

JPUMOLIN ND2D HY NNONN N0 MNYPN MY NN P9 yNa

DIVID NIAVN NOYIN INND NYOMLIN NDD

YNNYND 029010 NN DT 2NN PYINN TYNRD LTPYINI DIVION PNIAYVAN NAY NHYIMN MOMOIN NDND
Y NNV MNXIND MY IN PNNNRD YHNYND PIYVNY DY) NPYAD O1NY NNYY NIV 2910 MOMVIN ND2IO2
IOV avnnn S A0N asn

Microsoft Y¥ Y110 9NN MINNNI PPY IN POMOVIN DD NAYN DY YND ,POMVIND ND2ON NN N°AVNRD »T1D
2YNY NYA DIONNN

20


http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://social.technet.microsoft.com/wiki/contents/articles/enabling-automatic-logon-in-windows-7.aspx
http://technet.microsoft.com/he-IL/library/cc939702.aspx
http://technet.microsoft.com/he-IL/library/cc939702.aspx
http://technet.microsoft.com/he-IL/library/cc939702.aspx
http://technet.microsoft.com/he-IL/library/cc939702.aspx

ESET 5V 'N2%3) T NOyniY MysSnNa 02NN 0>9Pvon

NOYNN MYNNNI DINNN DXPYIN HY NPYI MNID MN DINNLESET HYY N2 733 NoIynn’ YN NUNON INNY
.ESET 5v¥ N2 70

2YTN PYON POINY 1N’ TN ;99D 02PN NINIDOPN

Y 02NNN O PYVINN

DY DTN IMNND HY VITOVYNN PYNN DY POYN DVIIANN YOPNI NXIN PYINN BV DY PYOINN Sy YN
NNYNNH MNNN X IPH>mMPrn Id) DY MOYam PYoinn DIVVLD NR MNRIY >T ESET YV N2> 1) noyny
JVPVIN DNRNND Y MATIN MIYY T NIOYN NN NYSa 0Pmnn 4 990 9y YNY IN,(VITOPN

ﬁ Home g Notebook |E| Smartphone

My devices protected by ESET Anti-Theft

L o

Change settings

Remove device

Notebook Smartphone
Anti-Theft optimization level Anti-Theft optimization level
View details View details
First Previous Page 1Go Next Last
Add new device Download Enable Refresh
Enable Anti-Theft on your Download and install Enable Anti-Theft in the Reload this page to see
device with 3 simple ESET Internet Security application with your your device
steps. (Windows devices) or my.eset.com account
Read full how-to guide ESET Mobile Security credentials

(Android devices)

:D'NAN DXANNI NPNY MIYY 'NAMY TH NOIYNR'A 21V NN NIXIND NNVAND NNI

0’2210 5 = NNVIAN NN - MY NINMNX XD ONX e
0’2215 4 = NNVIAN NNI - 7292 NNNX PY NINMN ON e
0’2210 3 = NNVIAN NN - INY IX NPYI XNV ITNN ON e

995 D PYIN NN PPN

ESET Smart Security-2 ,ESET Internet Security-2 ESET 5w 'n2%) ) Noynn’ NN Hyan ,Pvon QN INIT TN DN

21



.75v ESET HOME yawn »mvx mysnNa ESET Mobile Security-2 ' Premium

2OV T ATna Y LESET DW /N0y 133 Noayni’ nYyan Yy Mmoo mMNNN NYaph

YOV 0

0N DY PYONN DY YNYY PYONN DX N2 ,I70N IN 2D PYON Yy NTH 1o

Home g Notebook smartphone
Notebook
\ 1
5 . .
o tatus In the case of theft click this button

53 Activity a Mark this device as missing if you suspect that it has been lost or stolen. ESET anti-Theft will start tracking your device
and taking regular camera pictures and screenshots that can be viewed in the Activity menu.

* Optimization [
My device is missing

@ Messages

AYNAN MINAN MNYIN

L0ND 9TNN PYONND DIVVLOVY INIVPIND INITA IRIND YaAPN e

ESET Internet Security, ESET Smart Security no9yn , )P0 2a815 M2y’ 90NN PYINN IN AWNND TUNRD e
2V9 1»D20902 NYN ONNY PNNY 1N .Wap ©NNINa YT Tynn ESET Mobile Security ' Premium

gNPN 281D aYyNN1K MPT 99010 TIN CVMOIN 19N YTNND HYS» 90NN PYINN e

19IND PON DI DTNNN NP2 NAVYND N NAVYNA wnnw pwonn ,Windows S¥ D109 N2vWN D’ ON @
LDOVNNYN DY DINMY NYID IN DINK DYNNYHD MNIVYND DIDNI DIVIND Y M 12T SOMOVIN

ESET 5% 'N2°3 133 NOynn’ »1-Dy Mysann oonny Moo MMy mnTH > 15 AprTa Yyen Yy Ynd
LADN PYIND 10N TOV PYOINNYD

MAVN MNYNN

DYV T DY DIANY IININIVIO [ZAR) WY STO MINRIN MNYIN DN VIPINY TINND NP22a)}a)

NNDOM YNNYNN DY NN GNYN OR - TRV PN TN ESET HOME 2avn 1n» SY D090 DX NNY e

NN MIYY NOW 023900 NN .ESET YV 'N223) 133 Noynt’ YW DITOPRD pYNN YN NDNDY TMNX DWNRVNN
L0IIVYND 19797 NDNON PNYIN

MO INIVPYN INIT NPINN YHNYN NNN OX TN - YNTOPORD INITH HY PIVNN NNDD NN MY e
19THTI MMV VITOPN INIT HY MNNDD NINY ON X Mozilla Thunderbird '~ Outlook Express
(Gmail pavn Nno’o IR ,NNNTY) VITOPNN

TV MINPOY TOV 2220 MNAVNA ¥ ON P17 OV UITVPND MXPIA DNDD NN MY @

N Facebook 1125 nnaan MmnwaY aprya myn NON - 1°N92NN 127N TOY MMNONN YD1 MNNDD MY e

.Twitter

22



YHRNYNI PIAYVN YTNN SNMING DPYINRN D09 2810 PwONnn NN PINNY 27D DY PYINN DX NRNY DY YNd
TNN Syar 1Ov 99N

NVYPa 0y ESET-1 »™MI0POR INIT 292P0 ,NNaNN A% 00 5.0 14 N0 MVNY DThnn N992 NoYpn
LPYONN ANN NN P1TAY

ESET DV N2 T2 NovniY 2asn

:ESET 5¥ 'N2o3 133 Noyni’ HY D7 IVAND DIANNN 0N 1PNY 0aNNN

LADND IAI0N RO PYONN D239 A8Nn Jaya) N8N TIV DTNNN N2 Eavinm 0N NO e
.21020 NPYIA INSD) TN ,I0ND PN R PWOND B avmn XY 90N NY

0N NTYNN ESET YV N2 T3 NIIynn’ ,A0N IR 2130 NNT won B900' a8na 90N e
.INYNNA Ny 0109 PAVYNY POVMOVIRD NDION B VR’ 28N

MYy

:D'NAN DN DAY N PNNY HOIN It yopa

IOV PYONN SV IP-N DY 29NN DIPINN e
TOV PYINIY VITOVIND NNYYNN MNNN @
IOV NTIAYN N2 HY TON MNNN e

NMIN .DNYDD DXNN) TNND MIVAN 1P0N KD VITVIND 1ANNNY 1D NY PYOINN DN ,720 NMYNY
70 17020902 MININD YD IO O8YNN

1o PYVona NOM NN TN NOIYY ONX 7r1Ta

IOV PYONI NYD NN NN MINIY T NPT Dryany Yom

J15% Yo ESET YV /N3 1) NOIyn’ YW NrYImwspnan N 91710 » 710 pprTa Hyan Sy ynv .1
ESET Mobile Security, ESET-2 D210 191 70NN MDY NP NN AYNRD YPIANN MPT 19010 INNRD .2
.ESET Smart Security Premium X Internet Security

ANIND 92PN 39 119D )30 OTIP 1NNV DINMN NN NORM NP>T2 Dyan ESET Hv N 1 nowwni’ .3
JADNIY TON MDY Mnn Yy YN

Y099) TONN MNNAN ,MNNNND 9D 991D PIIND AN TNAY 2T MY TNN DY YNO ONNIN NN INNRY .4
IOV PVONnn oyntn O1pn

ESET HOME-2 ESET 5V ’N22) 13 NOYyniY 797 02»nt 099N

NYYY PARNND LTIV PYONI MINY DITOIPRD NNINNHD MNNM TON MDY NP TPN NNNNI PN YN IND
DMIN PONY IN NDYND DINNNN DX IR0 IO OIYANNDD DOND DX 105 ,ANNN D3O NNNN DWW NN NN

23



13 ODVNNYN NNIN T O29DIN VNIRY YT

.ESET > »nawa NNV JOMRND TOV PYINNN QONIY Yy TN 9O

DOYNNIND 95 NN VIPIY NN ESET .,mMpY M) oMY DY IOYWN ANRND MM’ MIvnd y1n nooN ESET
YT IOV OWIND YN PYTONIN DOIN NY VIDY TPV XD DY) DY ND0N NN WMDY PNY 0T DNIRNNND
NI9W NPVISD NPYTHNI 1Y N2 DVNRNYHN NNIN TN DDIN DNINY YTNIN DY Ty NI1IPY

a3 [P2%)

Android-n PWoNN 190NV [P MAIND YW DP9INNY DMPN DY NYYID MY yopa 'omp’ N»D10ION
JOIT0PND DY) 2N THV PYIND PRt P DF YTNIY T (DDARD IN T PASY) 10NN

NOAPY PNt OIPN PN YOPIA Y ,VPYINN DIPMD DX WAPY MIVAR PNX ESET Y N2y T noynin’ noynd ox
.PYan NINSa Yo

(72532 Android 9°von) MNNN

IN NTIVA MDYA NNNNRYD TOV PYINN 2T DY MNNENT MNNN 12720 MY YOPN1 'Mnnn’ N0 0100
J0ITOPND NV IOV PYIND NYITY POt 7P M YTV 0TI .13V PYIND )MON PYINNIYD

VPN L0 14 INRD MIADIN PN MAVA MNNN DAV ANNNN DX JNDY 2T INNNN TYY 2151510 DN DY YN
L7252 M2IVN MNNN NP0 T DY MOYPA 1IN DY

NN TP INNY DY YN9 TNND TNNIAY INNNN DY YNY ,ANNNN NN TNNY 1D

2v9 1790952 ONPn Windows >17wina INY TON P8 MNNN

IP m2yn>

0% T N YTNY 2T 0NN PYONNN 190NV IP Maino Yv nnvwa nY91o mYrys yopa IP mamns 170N
L0)IVPND Y 2PN THV PYONN

PYONY (DITOPN IMPY PPAD) ISP YT Sy IPINY NP IP MAIND XA YO0 )0 NPwaa IP mano
Wi-Fi amy 0 nwn

9910 PMOUNN YTININ

IP (IPv4) nayno e
TOV PYONNN DXDDIAN ONDN ITN,LISP VITVINN XY PAD e
J0T0PND NININND I2ANNN PYINN DNAY DYV PINNN @

LNNN NN DD DX NN T DN DY YNO

24



ATIVN DRMINND DY NnT

ANT” RYNA INIVPON INIT DY TN 9ap> ESET HOME-2 0wAan (VOaR0 IR 173 NaYV) Android °won by wnnwn
FPYONI NN MININ IMDYSNN MNAY NNAR MY IWND ESET-n "nTwn naninn Yy

SNV DY TON NP DY VN POIN INRD AN 1t NINN - DY 1901 N MY DY) TON TP e

99MN SIM-N D095 e

NPaY »T15 YMn MRWIN wNT ESET Mobile Security - ©3pnnn N Nnwn 90 ESET Mobile Security o
9110 NYYWAY ESET Mobile Security DX 920105 2T .20 PYWIN OX MY YNNI 1TV NNINN DY
Hyan 1on Inn ESET Mobile Security < 9wani "N < NNVAN < Android MaTN YN M2y ,00pnnn

TYN-INR-TYS MINND NOAPY 1220 YW DIPNI MYYY NN YOPI PPY ,2300 I TAX PYINNIY N0 INN ON
LPYINN MNY NONNN RYNA

mRlo2da)

SIOV PYONN IN AVNNN HY NNVIAND 280D YW NTTN) 1200 N5y NN ESET v /N2y 1) noayni’ Hv 210N
JININ NYYAN MY TOV NOIYNI ON NPXTIY N2 W NwN yiva

:Windows »wnnvn

NND02 02NN 0PN Windows mnavn

D1VIS NaAvNa Nya

AYAIND PNN NAVNY INRD MVMVIN ND2ID

DIVIH PNAVYN NYYAN INNY PVMVIN ND?ID

:00 NPYA PINAY MPIND MNNN NYAPY YT VRN DY INNRNA Py
Windows M2y ESET Y¥ 071’20 0298112 ‘N33 T3 1oy’ Nay 1oV 1pNnn VN

:Android *vnnwvn

020 OIPN XY

GPS 2392 vindw nvyy NO

DNVIINND NPN TONN NI’YI

D2YaN) DN DX OXNN)

NN XY Google Play Services

:DPNAN D2ANNA NPNY DMYY D223 1A NOYR’'A 210D NN NMININD NNVIAND NNI

©’2215 5 = NNVIAN NI - MY NINMN XD ON @
0’2015 4 = NNVIAN NNI - T2A92 NNNX YL NINMN ON e
02510 3 = NNVIAN NN - INY INX NPYI YNV IIMN DN e

25


https://support.eset.com/kb3187
https://support.eset.com/kb3187
https://support.eset.com/kb3187
https://support.eset.com/kb3187

O seus Anti-Theft Optimization Level:

= Activity
* Optimization
ISSEIE: Learn how to setup password
Windows Accounts are Not Password
@ Messages Protected
Prevent thieves from getting to your private data and
-ﬁ- Settings protect all your Windows users accounts with a
password.
), Security Tip: . Create Phantom account
Set Up a "Phantom Windows Account’

A Phantom Windows Account is a fake Windows user
account. If a thief logs into the Phantom Windows
Account, ESET Anti-Theft will notify you of ‘Suspicious
Activity',
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SECURITY ULTIMATE ®
[I§ overview 0 4 Security tools i
Q et @ ‘3 Safe Banking & Browsing L
Enabled: protect your sensitive data while browsing and online banking.
3 Update
o) Secure all browsers
Enabled: run all supported browsers in a secure mode.
] Tools
‘3 Browser Privacy & Security >
@ Setup Enabled: keep your online activity private and secure without leaving a digital footprint.
G Anti-Theft
@ Help and support Disabled permanently: protection of your computer in case of loss or theft.
Secure Data
(L) ESET HOME account D

Disabled permanently: protects private & confidential files.

Password Manager >
Set up and manage password stores to keep your passwords safe.

VPN
Protect your data and evade unwanted tracking with an anonymous IP address. >

Identity Protection >
Protect your identity against theft or misuse with continuous identity monitoring.

Progress. Protected. Ty Import/Export settings L} Advanced setup
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SMART SECURITY Gz *

ESET HOME | Anti-Theft (esl

Email address
In the case of a stolen or missing device, you can access the
device location and information using an ESET HOME account. il

Log in to your ESET HOME account R

=
E
tr

G Continue with Google I forgot my password

& Continue with Apple Cancel

B Scan QR code Don't have an account? Create account
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According to the requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the Protection of natural persons with regard to the processing of personal data and on the free
movement of such data, repealing Directive 95/46/EC (hereinafter referred to as the "GDPR"), Provider
(hereinafter referred to as the "Processor") and You (hereinafter referred to as the "Controller") are entering into
the data processing contractual relationship in order to define the terms and conditions for the processing of
personal data, the manner of its protection, as well as to define other rights and obligations of both parties in the
processing of personal data of data subjects on behalf of the Controller during the course of performing the
.subject matter of these Terms as the main contract

Personal Data Processing. The services provided in compliance with these Terms include processing .1
information relating to an identified or identifiable natural person listed in the Privacy Policy (hereinafter referred
.("to as the "Personal Data

Authorization. The Controller authorizes the Processor to process Personal Data, including the following .2
sinstructions

i) Purpose of Processing shall mean the provision of services in compliance with these Terms. The Processor is)
only allowed to process Personal Data on behalf of the Controller regarding the provision of services requested by
the Controller. All information collected for additional purposes is processed outside of Controller-Processor
.contractual relationship

ii) Processing Period shall mean the period from entering cooperation under these Terms to termination of)
,services

iii) Scope and Categories of Personal Data. The Services are intended for the processing of general personal data)
.only. However, the Controller is solely responsible for the personal data scope determination

,iv) Data Subject shall mean a natural person as an authorized user of Controller’s devices)
,v) Processing Activities shall mean every and all operation necessary for processing)

vi) Documented Instructions shall mean instructions described in these Terms, its Annexes, Privacy Policy, and)
service documentation. The Controller shall be responsible for the legal admissibility of the processing of Personal
.Data by the Processor regarding the respectively applicable provisions of data protection law

:Obligations of Processor. The Processor shall be obliged to .3
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i) process Personal Data only on the grounds of Documented instructions and for the purpose defined in Terms,)
,its Annexes, Privacy Policy, and service documentation

ii) to instruct the persons authorized to process the Personal Data (hereinafter referred to as the "Authorized)
Persons") about their rights and duties according to the GDPR, on their liability in case of breach and ensure that
,Authorized Persons have committed themselves to confidentiality and follow the Documented instructions

iii) implement and follow the measures described in the Terms, its Annexes, Privacy Policy, and service)
,documentation

iv) assist the Controller with responding to requests from Data Subjects related to their rights. The Processor)
shall not correct, delete or restrict the processing of Personal Data without the instruction from the Controller. All
requests from Data Subject related to Personal Data processed on behalf of the Controller shall be forwarded to
.the Controller without delay

v) assist the Controller with notification of personal data breach to the supervisory authority and Data Subject.)
The Processor shall notify the Controller of any breach of Personal Data processing or personal data security
immediately after the discovery. The Processor shall cooperate to a reasonable extent in an investigation and
.remediation of such breach, and take reasonable measures to limit further negative implications

vi) at the choice of the Controller to delete or return all the Personal Data to the Controller after the end of the)
Processing Period. The Controller undertakes to inform the Processor about its decision within ten (10) days upon
the end of the Processing Period. This provision shall not affect the Processor's right to keep the Personal Data to

the necessary extent for archiving purposes in the public interest, scientific research purposes, statistical
.purposes or for the purpose of establishment, exercise or defense of legal claims

vii) keep an up-to-date register of all the categories of Processing Activities carried out on behalf of the)
,Controller

viii) make all information necessary to demonstrate compliance as part of the Terms, its Annexes, Privacy Policy,)
and service documentation available to the Controller. In case of the audit or control of the Personal Data
processing from the Controller's side, the Controller shall be obliged to inform the Processor in writing at least
.thirty (30) days before the planned audit or control

Engaging Another Processor. The Processor is entitled to engage another processor for carrying out specific .4
processing activities, such as the provision of cloud storage and infrastructure for the service in compliance with
the Terms, its Annexes, Privacy Policy, and service documentation. Currently, Microsoft provides cloud storage
and infrastructure as part of Azure Cloud Service. In such a case, the Processor shall remain the only point of
contact and the party responsible for compliance. The Processor hereby undertakes to inform the Controller
.about any addition or replacement of another processor for purposes of possibility to object such change

Territory of Processing. The Processor ensures that processing takes place in the European Economic Area ora .5
country designated as safe by the decision of the European Commission based on the decision of the Controller.
Standard Contractual Clauses shall apply in case of transfers and processing located outside of the European
Economic Area or a country designated as safe by the decision of the European Commission upon the request of
.the Controller

Security. The Processor is ISO 27001:2013 certified and uses the ISO 27001 framework to implement a layered .6
defense security strategy when applying security controls on the layer of the network, operating systems,
databases, applications, personnel, and operating processes. Compliance with the regulatory and contractual
requirements is regularly assessed and reviewed similarly to other infrastructure and operations of the Processor,
and necessary steps are taken to provide compliance on a continuous basis. The Processor has organized the data
security using ISMS based on ISO 27001. The security documentation includes mainly policy documents for
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information security, physical security, security of equipment, incident management, handling of data leaks and
.security incidents, etc

Technical and Organizational Measures. The Processor shall protect the Personal Data against casual and .7
unlawful damage and destruction, casual loss, change, unauthorized access and disclosure. For this purpose, the
Processor shall adopt adequate technical and organizational measures corresponding to the mode of processing

and to the risk presented by processing for the rights of the Data Subjects in compliance with the requirements of
.the GDPR. A detailed description of the technical and organizational measures is stated in the Security Policy

Processor’s Contact Information. All notifications, requests, demands and other communication concerning .8
personal data protection shall be addressed to ESET, spol. s.r.o., attention of: Data Protection Officer, Einsteinova
.24, 85101 Bratislava, Slovak Republic, email: dpo@eset.sk

0”0V97300 O”NMN DYV

SECTION |

Clause 1 Purpose and scope

a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of)
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data (General
.Data Protection Regulation) (1) for the transfer of personal data to a third country

:b) The Parties)

i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’))
transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and

ii) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via)
("another entity also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer

.("have agreed to these standard contractual clauses (hereinafter: ‘Clauses
.c) These Clauses apply with respect to the transfer of personal data as specified in Annex |.B)

d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these)
.Clauses

Clause 2 Effect and invariability of the Clauses

a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal)
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant
to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or
additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects
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b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation)
.(EU) 2016/679

Clause 3 Third-party beneficiaries

a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter)
:and/or data importer, with the following exceptions

;i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7)

ii) Clause 8 — Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e);)
Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and
;(Clause 8.3(b

;(iii) Clause 9 — Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and (e)
;(iv) Clause 12 — Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) and (f)
;v) Clause 13)

;(vi) Clause 15.1(c), (d) and (e)

;(vii) Clause 16(e)

.viii) Clause 18 — Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18)

.b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679)

Clause 4 Interpretation

a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same)
.meaning as in that Regulation

.b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679)

c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in)
.Regulation (EU) 2016/679

Clause 5 Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the
.Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail

(Clause 6 Description of the transfer(s

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
.purpose(s) for which they are transferred, are specified in Annex |.B

Clause 7 — Optional Docking clause

a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses)
.at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex I.A
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b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to these)
Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation
.in Annex I.A

c) The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to)
.becoming a Party

SECTION Il — OBLIGATIONS OF THE PARTIES

Clause 8 Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations under
.these Clauses

MODULE ONE: Transfer controller to controller
Purpose limitation 8.1

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
:Annex |.B. It may only process the personal data for another purpose

;i) where it has obtained the data subject’s prior consent)

ii) where necessary for the establishment, exercise or defence of legal claims in the context of specific)
administrative, regulatory or judicial proceedings; or

.iii) where necessary in order to protect the vital interests of the data subject or of another natural person)
Transparency 8.2

a) In order to enable data subjects to effectively exercise their rights pursuant to Clause 10, the data importer)
:shall inform them, either directly or through the data exporter

;i) of its identity and contact details)
;i) of the categories of personal data processed)
;iii) of the right to obtain a copy of these Clauses)

iv) where it intends to onward transfer the personal data to any third party/ies, of the recipient or categories of)
recipients (as appropriate with a view to providing meaningful information), the purpose of such onward transfer
.and the ground therefore pursuant to Clause 8.7

b) Paragraph (a) shall not apply where the data subject already has the information, including when such)
information has already been provided by the data exporter, or providing the information proves impossible or
would involve a disproportionate effort for the data importer. In the latter case, the data importer shall, to the

.extent possible, make the information publicly available

c) On request, the Parties shall make a copy of these Clauses, including the Appendix as completed by them,)
available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the Parties may redact part of the text of the Appendix prior to
sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to
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understand its content or exercise his/her rights. On request, the Parties shall provide the data subject with the
.reasons for the redactions, to the extent possible without revealing the redacted information

d) Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under Articles 13 and 14 of)
.Regulation (EU) 2016/679

Accuracy and data minimisation 8.3

a) Each Party shall ensure that the personal data is accurate and, where necessary, kept up to date. The data)
importer shall take every reasonable step to ensure that personal data that is inaccurate, having regard to the
.purpose(s) of processing, is erased or rectified without delay

b) If one of the Parties becomes aware that the personal data it has transferred or received is inaccurate, or has)
.become outdated, it shall inform the other Party without undue delay

c) The data importer shall ensure that the personal data is adequate, relevant and limited to what is necessary in)
.relation to the purpose(s) of processing

Storage limitation 8.4

The data importer shall retain the personal data for no longer than necessary for the purpose(s) for which it is
processed. It shall put in place appropriate technical or organisational measures to ensure compliance with this
.obligation, including erasure or anonymisation (2) of the data and all back-ups at the end of the retention period

Security of processing 8.5

a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and)
organisational measures to ensure the security of the personal data, including protection against a breach of
security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the
risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
.in that manner

b) The Parties have agreed on the technical and organisational measures set out in Annex Il. The data importer)
.shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security

¢) The data importer shall ensure that persons authorised to process the personal data have committed)
.themselves to confidentiality or are under an appropriate statutory obligation of confidentiality

d) In the event of a personal data breach concerning personal data processed by the data importer under these)
Clauses, the data importer shall take appropriate measures to address the personal data breach, including
.measures to mitigate its possible adverse effects

e) In case of a personal data breach that is likely to result in a risk to the rights and freedoms of natural persons,)
the data importer shall without undue delay notify both the data exporter and the competent supervisory
authority pursuant to Clause 13. Such notification shall contain i) a description of the nature of the breach

(including, where possible, categories and approximate number of data subjects and personal data records
concerned), ii) its likely consequences, iii) the measures taken or proposed to address the breach, and iv) the
details of a contact point from whom more information can be obtained. To the extent it is not possible for the
data importer to provide all the information at the same time, it may do so in phases without undue further
.delay
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f) In case of a personal data breach that is likely to result in a high risk to the rights and freedoms of natural)
persons, the data importer shall also notify without undue delay the data subjects concerned of the personal data
breach and its nature, if necessary in cooperation with the data exporter, together with the information referred
to in paragraph (e), points ii) to iv), unless the data importer has implemented measures to significantly reduce
the risk to the rights or freedoms of natural persons, or notification would involve disproportionate efforts. In the
latter case, the data importer shall instead issue a public communication or take a similar measure to inform the
.public of the personal data breach

g) The data importer shall document all relevant facts relating to the personal data breach, including its effects)
.and any remedial action taken, and keep a record thereof

Sensitive data 8.6

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions or offences (hereinafter ‘sensitive data’), the data importer shall apply specific restrictions
and/or additional safeguards adapted to the specific nature of the data and the risks involved. This may include
restricting the personnel permitted to access the personal data, additional security measures (such as
.pseudonymisation) and/or additional restrictions with respect to further disclosure

Onward transfers 8.7

The data importer shall not disclose the personal data to a third party located outside the European Union (3) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) unless the third
party is or agrees to be bound by these Clauses, under the appropriate Module. Otherwise, an onward transfer by

:the data importer may only take place if

i) it is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that)
;covers the onward transfer

ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU))
;2016/679 with respect to the processing in question

iii) the third party enters into a binding instrument with the data importer ensuring the same level of data)
protection as under these Clauses, and the data importer provides a copy of these safeguards to the data
;exporter

iv) it is necessary for the establishment, exercise or defence of legal claims in the context of specific)
;administrative, regulatory or judicial proceedings

v) it is necessary in order to protect the vital interests of the data subject or of another natural person; or)

vi) where none of the other conditions apply, the data importer has obtained the explicit consent of the data)
subject for an onward transfer in a specific situation, after having informed him/her of its purpose(s), the identity
of the recipient and the possible risks of such transfer to him/her due to the lack of appropriate data protection
safeguards. In this case, the data importer shall inform the data exporter and, at the request of the latter, shall
.transmit to it a copy of the information provided to the data subject

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
.Clauses, in particular purpose limitation

Processing under the authority of the data importer 8.8
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The data importer shall ensure that any person acting under its authority, including a processor, processes the
.data only on its instructions

Documentation and compliance 8.9

a) Each Party shall be able to demonstrate compliance with its obligations under these Clauses. In particular, the)
data importer shall keep appropriate documentation of the processing activities carried out under its
.responsibility

b) The data importer shall make such documentation available to the competent supervisory authority on)
.request

MODULE TWO: Transfer controller to processor
Instructions 8.1

a) The data importer shall process the personal data only on documented instructions from the data exporter.)
.The data exporter may give such instructions throughout the duration of the contract

.b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions)
Purpose limitation 8.2

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
.Annex |.B, unless on further instructions from the data exporter

Transparency 8.3

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including the measures described in Annex Il and personal data, the data exporter may

redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful

summary where the data subject would otherwise not be able to understand the its content or exercise his/her
rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent
possible without revealing the redacted information. This Clause is without prejudice to the obligations of the
.data exporter under Articles 13 and 14 of Regulation (EU) 2016/679

Accuracy 8.4

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
.data exporter to erase or rectify the data

Duration of processing and erasure or return of data 8.5

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the

data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
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.(believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a
Security of processing 8.6

a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and)
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due

account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider
having recourse to encryption or pseudonymisation, including during transmission, where the purpose of
processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing
the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data
exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
.ensure that these measures continue to provide an appropriate level of security

b) The data importer shall grant access to the personal data to members of its personnel only to the extent)
strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that
persons authorised to process the personal data have committed themselves to confidentiality or are under an
.appropriate statutory obligation of confidentiality

c) In the event of a personal data breach concerning personal data processed by the data importer under these)
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify the data exporter without undue delay after having become

aware of the breach. Such notification shall contain the details of a contact point where more information can be
obtained, a description of the nature of the breach (including, where possible, categories and approximate
number of data subjects and personal data records concerned), its likely consequences and the measures taken or
proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects.

Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall

contain the information then available and further information shall, as it becomes available, subsequently be
.provided without undue delay

d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply)
with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority
and the affected data subjects, taking into account the nature of processing and the information available to the
.data importer

Sensitive data 8.7

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
.restrictions and/or additional safeguards described in Annex I.B

Onward transfers 8.8

The data importer shall only disclose the personal data to a third party on documented instructions from the data
exporter. In addition, the data may only be disclosed to a third party located outside the European Union (4) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party
:is or agrees to be bound by these Clauses, under the appropriate Module, or if
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i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation)
;(EU) 2016/679 that covers the onward transfer

ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU))
;2016/679 with respect to the processing in question

iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of)
specific administrative, regulatory or judicial proceedings; or

iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another)
.natural person

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
.Clauses, in particular purpose limitation

Documentation and compliance 8.9

a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the)
.processing under these Clauses

b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall)
.keep appropriate documentation on the processing activities carried out on behalf of the data exporter

c) The data importer shall make available to the data exporter all information necessary to demonstrate)
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and
contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there are
indications of non-compliance. In deciding on a review or audit, the data exporter may take into account relevant
.certifications held by the data importer

d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may)
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
.carried out with reasonable notice

e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,)
.available to the competent supervisory authority on request

MODULE THREE: Transfer processor to processor
Instructions 8.1

a) The data exporter has informed the data importer that it acts as processor under the instructions of its)
.controller(s), which the data exporter shall make available to the data importer prior to processing

b) The data importer shall process the personal data only on documented instructions from the controller, as)
communicated to the data importer by the data exporter, and any additional documented instructions from the
data exporter. Such additional instructions shall not conflict with the instructions from the controller. The
controller or data exporter may give further documented instructions regarding the data processing throughout
.the duration of the contract

c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where)
the data importer is unable to follow the instructions from the controller, the data exporter shall immediately
.notify the controller

d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as)
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set out in the contract or other legal act under Union or Member State law between the controller and the data
.(exporter (5

Purpose limitation 8.2

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B., unless on further instructions from the controller, as communicated to the data importer by the data
.exporter, or from the data exporter

Transparency 8.3

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data exporter may redact part of the text of the Appendix
prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be

able to understand its content or exercise his/her rights. On request, the Parties shall provide the data subject

.with the reasons for the redactions, to the extent possible without revealing the redacted information

Accuracy 8.4

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
.data exporter to rectify or erase the data

Duration of processing and erasure or return of data 8.5

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the controller and certify to the data exporter that it has done so, or return to the
data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
.(believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a

Security of processing 8.6

a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and)
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data

(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of

the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the

risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner. In case of pseudonymisation, the additional information for attributing the personal data to a
specific data subject shall, where possible, remain under the exclusive control of the data exporter or the
controller. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
.ensure that these measures continue to provide an appropriate level of security

b) The data importer shall grant access to the data to members of its personnel only to the extent strictly)
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necessary for the implementation, management and monitoring of the contract. It shall ensure that persons
authorised to process the personal data have committed themselves to confidentiality or are under an
.appropriate statutory obligation of confidentiality

c) In the event of a personal data breach concerning personal data processed by the data importer under these)
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify, without undue delay, the data exporter and, where
appropriate and feasible, the controller after having become aware of the breach. Such notification shall contain
the details of a contact point where more information can be obtained, a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data records
concerned), its likely consequences and the measures taken or proposed to address the data breach, including
measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all
information at the same time, the initial notification shall contain the information then available and further
.information shall, as it becomes available, subsequently be provided without undue delay

d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply)
with its obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in
turn notify the competent supervisory authority and the affected data subjects, taking into account the nature of
.processing and the information available to the data importer

Sensitive data 8.7

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
.restrictions and/or additional safeguards set out in Annex |.B

Onward transfers 8.8

The data importer shall only disclose the personal data to a third party on documented instructions from the
controller, as communicated to the data importer by the data exporter. In addition, the data may only be
disclosed to a third party located outside the European Union (6) (in the same country as the data importer or in
another third country, hereinafter ‘onward transfer’) if the third party is or agrees to be bound by these Clauses,
:under the appropriate Module, or if

i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation)
;(EU) 2016/679 that covers the onward transfer

ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU))
;2016/679

iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of)
specific administrative, regulatory or judicial proceedings; or

iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another)
.natural person

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
.Clauses, in particular purpose limitation

Documentation and compliance 8.9
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a) The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller)
.that relate to the processing under these Clauses

b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall)
.keep appropriate documentation on the processing activities carried out on behalf of the controller

c) The data importer shall make all information necessary to demonstrate compliance with the obligations set)
.out in these Clauses available to the data exporter, which shall provide it to the controller

d) The data importer shall allow for and contribute to audits by the data exporter of the processing activities)
covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall
apply where the data exporter requests an audit on instructions of the controller. In deciding on an audit, the
.data exporter may take into account relevant certifications held by the data importer

e) Where the audit is carried out on the instructions of the controller, the data exporter shall make the results)
.available to the controller

f) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may)
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
.carried out with reasonable notice

g) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,)
.available to the competent supervisory authority on request

MODULE FOUR: Transfer processor to controller
Instructions 8.1

a) The data exporter shall process the personal data only on documented instructions from the data importer)
.acting as its controller

b) The data exporter shall immediately inform the data importer if it is unable to follow those instructions,)
including if such instructions infringe Regulation (EU) 2016/679 or other Union or Member State data protection
Jaw

¢) The data importer shall refrain from any action that would prevent the data exporter from fulfilling its)
obligations under Regulation (EU) 2016/679, including in the context of sub-processing or as regards cooperation
.with competent supervisory authorities

d) After the end of the provision of the processing services, the data exporter shall, at the choice of the data)
importer, delete all personal data processed on behalf of the data importer and certify to the data importer that it
.has done so, or return to the data importer all personal data processed on its behalf and delete existing copies

Security of processing 8.2

a) The Parties shall implement appropriate technical and organisational measures to ensure the security of the)
data, including during transmission, and protection against a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or access (hereinafter ‘personal data breach’). In assessing
the appropriate level of security, they shall take due account of the state of the art, the costs of implementation,
the nature of the personal data (7), the nature, scope, context and purpose(s) of processing and the risks involved
in the processing for the data subjects, and in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that
.manner

67



b) The data exporter shall assist the data importer in ensuring appropriate security of the data in accordance)
with paragraph (a). In case of a personal data breach concerning the personal data processed by the data
exporter under these Clauses, the data exporter shall notify the data importer without undue delay after

.becoming aware of it and assist the data importer in addressing the breach

c) The data exporter shall ensure that persons authorised to process the personal data have committed)
.themselves to confidentiality or are under an appropriate statutory obligation of confidentiality

Documentation and compliance 8.3
.a) The Parties shall be able to demonstrate compliance with these Clauses)

b) The data exporter shall make available to the data importer all information necessary to demonstrate)
.compliance with its obligations under these Clauses and allow for and contribute to audits

Clause 9 Use of sub-processors

MODULE TWO: Transfer controller to processor

a) The data importer has the data exporter’s general authorisation for the engagement of sub-processor(s) from)
an agreed list. The data importer shall specifically inform the data exporter in writing of any intended changes to
that list through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby
giving the data exporter sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the data exporter with the information necessary to enable the data
.exporter to exercise its right to object

b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the)
data exporter), it shall do so by way of a written contract that provides for, in substance, the same data
protection obligations as those binding the data importer under these Clauses, including in terms of third-party
beneficiary rights for data subjects. (8) The Parties agree that, by complying with this Clause, the data importer
fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the
.obligations to which the data importer is subject pursuant to these Clauses

c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and)
any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
.sharing a copy

d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-)
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
.of any failure by the sub-processor to fulfil its obligations under that contract

e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby —in the event)
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return

.the personal data

MODULE THREE: Transfer processor to processor

a) The data importer has the controller’s general authorisation for the engagement of sub-processor(s) from an)
agreed list. The data importer shall specifically inform the controller in writing of any intended changes to that list
through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby giving
the controller sufficient time to be able to object to such changes prior to the engagement of the sub-
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processor(s). The data importer shall provide the controller with the information necessary to enable the
controller to exercise its right to object. The data importer shall inform the data exporter of the engagement of
.(the sub-processor(s

b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the)
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary
rights for data subjects. (9) The Parties agree that, by complying with this Clause, the data importer fulfils its
obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations
.to which the data importer is subject pursuant to these Clauses

c) The data importer shall provide, at the data exporter’s or controller’s request, a copy of such a sub-processor)
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
.sharing a copy

d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-)
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
.of any failure by the sub-processor to fulfil its obligations under that contract

e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby —in the event)
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return

.the personal data

Clause 10 Data subject rights

MODULE ONE: Transfer controller to controller

a) The data importer, where relevant with the assistance of the data exporter, shall deal with any enquiries and)
requests it receives from a data subject relating to the processing of his/her personal data and the exercise of
his/her rights under these Clauses without undue delay and at the latest within one month of the receipt of the
enquiry or request. (10) The data importer shall take appropriate measures to facilitate such enquiries, requests
and the exercise of data subject rights. Any information provided to the data subject shall be in an intelligible and
.easily accessible form, using clear and plain language

:b) In particular, upon request by the data subject the data importer shall, free of charge)

i) provide confirmation to the data subject as to whether personal data concerning him/her is being processed)
and, where this is the case, a copy of the data relating to him/her and the information in Annex I; if personal data
has been or will be onward transferred, provide information on recipients or categories of recipients (as
appropriate with a view to providing meaningful information) to which the personal data has been or will be
onward transferred, the purpose of such onward transfers and their ground pursuant to Clause 8.7; and provide
;(information on the right to lodge a complaint with a supervisory authority in accordance with Clause 12(c)(i

;ii) rectify inaccurate or incomplete data concerning the data subject)

iii) erase personal data concerning the data subject if such data is being or has been processed in violation of any)
of these Clauses ensuring third-party beneficiary rights, or if the data subject withdraws the consent on which the
.processing is based

c) Where the data importer processes the personal data for direct marketing purposes, it shall cease processing)
.for such purposes if the data subject objects to it
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d) The data importer shall not make a decision based solely on the automated processing of the personal data)
transferred (hereinafter ‘automated decision’), which would produce legal effects concerning the data subject or
similarly significantly affect him/her, unless with the explicit consent of the data subject or if authorised to do so

under the laws of the country of destination, provided that such laws lays down suitable measures to safeguard
the data subject’s rights and legitimate interests. In this case, the data importer shall, where necessary in
:cooperation with the data exporter

i) inform the data subject about the envisaged automated decision, the envisaged consequences and the logic)
involved; and

ii) implement suitable safeguards, at least by enabling the data subject to contest the decision, express his/her)
.point of view and obtain review by a human being

e) Where requests from a data subject are excessive, in particular because of their repetitive character, the data)
importer may either charge a reasonable fee taking into account the administrative costs of granting the request
.or refuse to act on the request

f) The data importer may refuse a data subject’s request if such refusal is allowed under the laws of the country)
of destination and is necessary and proportionate in a democratic society to protect one of the objectives listed in
.Article 23(1) of Regulation (EU) 2016/679

g) If the data importer intends to refuse a data subject’s request, it shall inform the data subject of the reasons)
for the refusal and the possibility of lodging a complaint with the competent supervisory authority and/or seeking
.judicial redress

MODULE TWO: Transfer controller to processor

a) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It)
.shall not respond to that request itself unless it has been authorised to do so by the data exporter

b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests)
for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex II
the appropriate technical and organisational measures, taking into account the nature of the processing, by which
.the assistance shall be provided, as well as the scope and the extent of the assistance required

c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions)
.from the data exporter

MODULE THREE: Transfer processor to processor

a) The data importer shall promptly notify the data exporter and, where appropriate, the controller of any)
request it has received from a data subject, without responding to that request unless it has been authorised to
.do so by the controller

b) The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in)
fulfilling its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU)
2016/679 or Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex Il the
appropriate technical and organisational measures, taking into account the nature of the processing, by which the
.assistance shall be provided, as well as the scope and the extent of the assistance required

c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions)
.from the controller, as communicated by the data exporter

MODULE FOUR: Transfer processor to controller
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The Parties shall assist each other in responding to enquiries and requests made by data subjects under the local
law applicable to the data importer or, for data processing by the data exporter in the EU, under Regulation (EU)
.2016/679

Clause 11 Redress

a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual)
notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any
.complaints it receives from a data subject

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses,)
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each
.other informed about such disputes and, where appropriate, cooperate in resolving them

¢) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall)
:accept the decision of the data subject to

i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of)
;work, or the competent supervisory authority pursuant to Clause 13

.ii) refer the dispute to the competent courts within the meaning of Clause 18)

d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or)
.association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679

.e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law)

f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and)
.procedural rights to seek remedies in accordance with applicable laws

Clause 12 Liability

MODULE ONE: Transfer controller to controller
MODULE FOUR: Transfer processor to controller

a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of)
.these Clauses

b) Each Party shall be liable to the data subject, and the data subject shall be entitled to receive compensation,)
for any material or non-material damages that the Party causes the data subject by breaching the third-party
beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter under
.Regulation (EU) 2016/679

c) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of)
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
.action in court against any of these Parties
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d) The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim back from the)
.other Party/ies that part of the compensation corresponding to its/their responsibility for the damage

.e) The data importer may not invoke the conduct of a processor or sub-processor to avoid its own liability)
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of)
.these Clauses

b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive)
compensation, for any material or non-material damages the data importer or its sub-processor causes the data
.subject by breaching the third-party beneficiary rights under these Clauses

¢) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall)
be entitled to receive compensation, for any material or non-material damages the data exporter or the data
importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation
.(EU) 2018/1725, as applicable

d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data)
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
.compensation corresponding to the data importer’s responsibility for the damage

e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of)
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
.action in court against any of these Parties

f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the)
.other Party/ies that part of the compensation corresponding to its/their responsibility for the damage

.g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability)

Clause 13 Supervision

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

a) [Where the data exporter is established in an EU Member State:] The supervisory authority with responsibility)
for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
.indicated in Annex I.C, shall act as competent supervisory authority

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of]
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative
pursuant to Article 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member State in which
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in
.Annex I.C, shall act as competent supervisory authority
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Where the data exporter is not established in an EU Member State, but falls within the territorial scope of]
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a
representative pursuant to Article 27(2) of Regulation (EU) 2016/679:] The supervisory authority of one of the
Member States in which the data subjects whose personal data is transferred under these Clauses in relation to
the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C,
.shall act as competent supervisory authority

b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory)
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with written
.confirmation that the necessary actions have been taken

SECTION Il - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

Clause 14 Local laws and practices affecting compliance with the Clauses

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
(from the third country-controller with personal data collected by the processor in the EU

a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of)
destination applicable to the processing of the personal data by the data importer, including any requirements to
disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU)
.2016/679, are not in contradiction with these Clauses

b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular)
:of the following elements

i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors)
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of
processing; the categories and format of the transferred personal data; the economic sector in which the transfer
;occurs; the storage location of the data transferred

ii) the laws and practices of the third country of destination— including those requiring the disclosure of data to)
public authorities or authorising access by such authorities — relevant in light of the specific circumstances of the
;(transfer, and the applicable limitations and safeguards (12

iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards)
under these Clauses, including measures applied during transmission and to the processing of the personal data in
.the country of destination

¢) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best)
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efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with
.the data exporter in ensuring compliance with these Clauses

d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent)
.supervisory authority on request

e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for)
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
line with the requirements under paragraph (a), including following a change in the laws of the third country or a
measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the
requirements in paragraph (a). [For Module Three: The data exporter shall forward the notification to the
[.controller

f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that)
the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be
adopted by the data exporter and/or data importer to address the situation [for Module Three:, if appropriate in
consultation with the controller]. The data exporter shall suspend the data transfer if it considers that no
appropriate safeguards for such transfer can be ensured, or if instructed by [for Module Three: the controller or]
the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more
than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d)
.and (e) shall apply

Clause 15 Obligations of the data importer in case of access by public
authorities

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
(from the third country-controller with personal data collected by the processor in the EU

Notification 15.1

a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if)
:necessary with the help of the data exporter) if it

i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the)
country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification
shall include information about the personal data requested, the requesting authority, the legal basis for the
request and the response provided; or

ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these)
Clauses in accordance with the laws of the country of destination; such notification shall include all information
.available to the importer

[.For Module Three: The data exporter shall forward the notification to the controller]
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b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of)

the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition,

with a view to communicating as much information as possible, as soon as possible. The data importer agrees to
.document its best efforts in order to be able to demonstrate them on request of the data exporter

c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data)
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on
the requests received (in particular, number of requests, type of data requested, requesting authority/ies,
whether requests have been challenged and the outcome of such challenges, etc.). [For Module Three: The data
[.exporter shall forward the information to the controller

d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the)
.contract and make it available to the competent supervisory authority on request

e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and)
.Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses

Review of legality and data minimisation 15.2

a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains)
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a
request, the data importer shall seek interim measures with a view to suspending the effects of the request until
the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice to the
.(obligations of the data importer under Clause 14(e

b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure)
and, to the extent permissible under the laws of the country of destination, make the documentation available to
the data exporter. It shall also make it available to the competent supervisory authority on request. [For Module
[.Three: The data exporter shall make the assessment available to the controller

¢) The data importer agrees to provide the minimum amount of information permissible when responding to a)
.request for disclosure, based on a reasonable interpretation of the request

SECTION IV — FINAL PROVISIONS

Clause 16 Non-compliance with the Clauses and termination

a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for)
.whatever reason

b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the)
data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured
.(or the contract is terminated. This is without prejudice to Clause 14(f

c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal)
:data under these Clauses, where

i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b))
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and compliance with these Clauses is not restored within a reasonable time and in any event within one month of
;suspension

ii) the data importer is in substantial or persistent breach of these Clauses; or)

iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority)
.regarding its obligations under these Clauses

In these cases, it shall inform the competent supervisory authority [for Module Three: and the controller] of such
non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to
.termination only with respect to the relevant Party, unless the Parties have agreed otherwise

d) [For Modules One, Two and Three: Personal data that has been transferred prior to the termination of the)
contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data
exporter or deleted in its entirety. The same shall apply to any copies of the data.] [For Module Four: Personal
data collected by the data exporter in the EU that has been transferred prior to the termination of the contract
pursuant to paragraph (c) shall immediately be deleted in its entirety, including any copy thereof.] The data
importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data
importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data
importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it
will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long
.as required under that local law

e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission)
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data
to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country
to which the personal data is transferred. This is without prejudice to other obligations applying to the processing
.in question under Regulation (EU) 2016/679

Clause 17 Governing law

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-
.party beneficiary rights. The Parties agree that this shall be the law as defined in Terms

MODULE FOUR: Transfer processor to controller

These Clauses shall be governed by the law of a country allowing for third-party beneficiary rights. The Parties
.agree that this shall be the law as defined in Terms

Clause 18 Choice of forum and jurisdiction

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor
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.a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State)
.b) The Parties agree that those shall be the courts as defined in Terms)

c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the)
.courts of the Member State in which he/she has his/her habitual residence

.d) The Parties agree to submit themselves to the jurisdiction of such courts)
MODULE FOUR: Transfer processor to controller

.Any dispute arising from these Clauses shall be resolved by the courts as defined in Terms

APPENDIX

EXPLANATORY NOTE: It must be possible to clearly distinguish the information applicable to each transfer or
category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s)
and/or data importer(s). This does not necessarily require completing and signing separate appendices for each
transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one
.appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used

ANNEX |

A. LIST OF PARTIES

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data
[protection officer and/or representative in the European Union

Controller as defined in Data Processing Agreement .1
Processor as defined in Data Processing Agreement .2
(based on the flow of data)

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with
[responsibility for data protection

Controller as defined in Data Processing Agreement .1
Processor as defined in Data Processing Agreement .2
(based on the flow of data)

B. DESCRIPTION OF TRANSFER

MODULE ONE: Transfer controller to controller
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MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller

.Categories of data subjects whose personal data is transferred: As defined in Data Processing Agreement
.Categories of personal data transferred: As defined in Data Processing Agreement and Privacy Policy

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions
(including access only for staff having followed specialised training), keeping a record of access to the data,
restrictions for onward transfers or additional security measures: As defined in Data Processing Agreement and
.Privacy Policy

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): Continuous
.basis

.Nature of the processing: Automated

Purpose(s) of the data transfer and further processing: Provision of service as defined in Terms, its Annexes,
.Privacy Policy, and service documentation

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
.that period: As defined in Data Processing Agreement

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: As defined
.in Data Processing Agreement

C. COMPETENT SUPERVISORY AUTHORITY
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

Identify the competent supervisory authority/ies in accordance with Clause 13: As defined in Privacy Policy

ANNEX Il TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING
TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY
OF THE DATA

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: The technical and organisational measures must be described in specific (and not generic)
terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly
.indicate which measures apply to each transfer/set of transfers
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Description of the technical and organisational measures implemented by the data importer(s) (including any
relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context
and purpose of the processing, and the risks for the rights and freedoms of natural persons: As defined in Security
Policy

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by
the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-
processor, to the data exporter

ANNEX Il LIST OF SUB-PROCESSORS

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: This Annex must be completed for Modules Two and Three, in case of the specific
.(authorisation of sub-processors (Clause 9(a), Option 1

The controller has authorised the use of the following sub-processors: As defined in Data Processing Agreement

:References

Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union (1)
institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not
subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of
the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard
to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract or
other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725
are aligned. This will in particular be the case where the controller and processor rely on the standard contractual
.clauses included in Decision 2021/915

This requires rendering the data anonymous in such a way that the individual is no longer identifiable by (2)
.anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible

The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European (3)
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
.qualify as an onward transfer for the purpose of these Clauses

The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European (4)
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
.qualify as an onward transfer for the purpose of these Clauses

See Article 28(4) of Regulation (EU) 2016/679 and, where the controller is an EU institution or body, Article (5)
.29(4) of Regulation (EU) 2018/1725

The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European (6)
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Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex XlI thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
.qualify as an onward transfer for the purposes of these Clauses

This includes whether the transfer and further processing involves personal data revealing racial or ethnic (7)
origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data or biometric
data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or
.sexual orientation, or data relating to criminal convictions or offences

This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate (8)
.Module, in accordance with Clause 7

This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate (9)
.Module, in accordance with Clause 7

That period may be extended by a maximum of two more months, to the extent necessary taking into (10)
account the complexity and number of requests. The data importer shall duly and promptly inform the data
.subject of any such extension

The data importer may offer independent dispute resolution through an arbitration body only if it is (11)
.established in a country that has ratified the New York Convention on Enforcement of Arbitration Awards

As regards the impact of such laws and practices on compliance with these Clauses, different elements may (12)
be considered as part of an overall assessment. Such elements may include relevant and documented practical
experience with prior instances of requests for disclosure from public authorities, or the absence of such
requests, covering a sufficiently representative time-frame. This refers in particular to internal records or other
documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior
management level, provided that this information can be lawfully shared with third parties. Where this practical
experience is relied upon to conclude that the data importer will not be prevented from complying with these
Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to consider
carefully whether these elements together carry sufficient weight, in terms of their reliability and
representativeness, to support this conclusion. In particular, the Parties have to take into account whether their
practical experience is corroborated and not contradicted by publicly available or otherwise accessible, reliable
information on the existence or absence of requests within the same sector and/or the application of the law in
.practice, such as case law and reports by independent oversight bodies
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