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PREMIUM SECURITY

ESET Smart Security Premium

ESET Smart Security Premium nNpeacTaBaseT coboi HOBbIM NOAXO0A K CO3AaHUI0 AENCTBUTENBHO
KOMIJIEKCHOM CMCTeMbl 6e30NacHOCTM KOMMbloTepa. HoBewlwas Bepcuns aHTUBUPYCHOro sigpa ESET
LiveGrid® B COMETaHUN CO CNeLnann3npoBaHHbIMM MOLYNAMI (haepBosia 1 3alMTbl OT CNaMa
obecneynmBaeT CKOPOCTb 1 TOYHOCTb, HeobxoauMblie aAns 6€30MacHOCTUN KOMMboTepa. TaknM
obpa3om, NpoAyKT NpeacTaBNseT cobon NHTENNEKTYaNbHYIO CUCTEMY HENPEPLIBHOM 3alLUNUTLI OT aTak
N BPeAOHOCHbLIX NPOrpaMM, KOTOPbIE MOFYT yrpoXaTb 6€30MacHOCTM KOMMbIOTEpa.

ESET Smart Security Premium — 3TO KOMMNJEKCHOe pelueHmne ana obecnevyeHns 6e3onacHoCcTyH, B
KOTOPOM COYETaeTCs MaKCMMasibHas CTeMneHb 3alWnTbl 1 MUHMMAIbHOE BISIHUE Ha
NPON3BOANTENLHOCTb KOMMbIOTEPA. Halln COBPEMEHHbIe TEXHOOT NN NCMOb3YIOT UCKYCCTBEHHbIN
NHTENNEKT ANs NpefoTBPALLEHMNS 3apaXKeHnsa BUPYCaMy, LWUNMUOHCKUMU, TPOSAHCKMMU, PEKNAMHbIMI
nNporpaMMami, YepBsiMUK, PYTKUTaMU 1 APYyrumn yrposamm 6e3 BansHNA Ha NPON3BOAUTENBHOCTb
CUCTEMbI U NepepbIBOB B paboTe KoMMbloTepa.

BO3MOXXHOCTM M NpeuMyLLecTBa

Y nyuLleHHbIN
nHTepdenc

TeMHbIN pexxum

3awuTa oT
BMPYCOB U
LUNMUOHCKUX
nporpamMm

PerynspHblie
obHoBnEeHus

ESET LiveGrid®
(penyTauums Ha
ocHoBe obnaka)

NHTepdeic B 3TON BEpCUM 3HAYUTENBHO YJIyHLLEH 1 YIPOLLEH C Yy4eTOoM
pe3ynbTaToB TECTUPOBaHWA Ha npeameT yaobcTea Mcnonb3oBaHus. Bee
(hOPMYNPOBKYM 1 YBELOMJIEHNS, MPUCYTCTBYIOLME B rpayeckom
nHTepdence nosb3osaTens, bbiNn TWaTENbHO NPOaHaN3MPOBaHbI, 1 Tenepb
NHTephenc NoAaepXnBaeT A3bIKK C HaNncaHWeM cnpasa HaneBo, HarnpuMep
MBPUT 1 apabckunin. IHTepHeT-cnpaBka Tenepb MHTerpuposaHa B ESET Smart
Security Premium 1 COAEPXUT AMHaMMYeckn obHOBAsSiEMble CTaTbM N0
noanepxke.

PaclUMpeHME, C NOMOLLbI0 KOTOPOr0 MOXXHO BbICTPO BK/OYUTL TEMHYIO TEMY
A8 3KpaHa. MpeanoymTaeMyto LBETOBYIO CXEMY MOXXHO BbiOpaTh B pa3aene
neMeHTbl HTepdeiica.

Ynpexaatowiee obHapy)KeHne 1 04nCcTKa 60nbLIEr0 KONNYECTBA U3BECTHLIX U
HEN3BECTHbIX BUPYCOB, YEPBEN, TPOSAHCKNX MPOrpaMm 1 pyTKMTOB. MeToq
PacCLIMPEHHON 3BPUCTUKN NAEHTUDULNPYET OaXe PaHHEE HEN3BECTHbIE
BPEAOHOCHbIE NMporpaMmsbl, obecneynBas 3alUUTy Ballero KOMnboTepa OT
HEN3BECTHbIX YrPO3 N HENTPAIN3YS X A0 TOro, Kak OHW MOTrYT MPUYNUHUTD
Kakon-nnbo spen. PyHKUNN 3aWMThl 4OCTYNa B IHTEPHET 1 3alnTbI OT ...
paboTaloT NyTeM OTCNEeXMBaHUSA 0OMeHa AaHHbIMK Mexay Beb-bpay3sepamm 1
yOaNleHHbIMK cepBepaMu (B TOM Ymnce SSL). PyHKLMA 3aLnTbl MOYTOBOI0O
KJIMeHTa obecnevynBaeT KOHTPOJIb 0bMeHa CoobLLEHNAMN Yepe3 NPOTOKObI
POP3(S) 1 IMAP(S).

PerynspHoe obHoBNeHne Moayns 0bHapy>KeHns (paHee N3BECTHOro, kak Hbasa
OaHHbIX CUTHATYpP BUPYCOB) U NPOrPaMMHbIX MOAYNEN — NyYLINA Cnocob
obecneynTb MaKCManbHbIA ypoBeHb 6€30MacHOCTM KOMMbOTEpa.

Bbl MOXXETe NpoBepUThL penyTauunto 3anyLeHHbIX NpoLeccos 1 annos
HernocpencTBeHHO C MoMoLbio ESET Smart Security Premium.



KoHTponb ABTOMaTNYECKUN CKaHUPYeT BCe USB-yCTPONCTBa hI3LL-NaMATH, KapTbl

YCTPOWCTB NaMaTK, @ TaKXe KOMMNAKT- 1 DVD-AUCKU. BNOKMPYeT CbeMHbIE HOCUTENN Ha
OCHOBaHMWM TWUMa HOCUTENS, MPON3BOAMNTENS, Pa3Mepa U ApYrux
XapaKTEPUCTUK.

®yHKUMA HIPS Bbl MOXXeTe 6onee aeTasibHO HAaCTPOUTL NOBEAEHNE CUCTEMBI, 3aaTb

npaBufa AS1s CUCTEMHOI0 PeecTpa, akTUBHbIX MPOLIECCOB U MPOorpamMm, a
TaKXXe TOYHO HaCTPOMTb NPOBEPKY COCTOSHMS Be3onacHoCTy.

Urposo# pexxum  OTK/aAbIBaeT BCE BCMUIbIBAOLME OKHA, 0OHOBNEHUS UK Apyrue OeiCTBusS,
Tpebytouine 60NbLLON HAarpy3KN Ha CUCTEMY, YTOObI 06eCNe4nTb SIKOHOMIIO
CUCTEMHBIX PECYPCOB AJ1A UTP WA APYrUX NMOAHOIKPAHHBIX MPOLECCOB.

BO3MO>XXHOCTHM ESET Smart Security Premium

3awuTa OaHKOBCKOM
onnatbl

MopnepixkKa ceTeBbIX
nopnuceun

NHTennekTyanbHbIA
danepson

3awuTa no4YToBOro
KJINeHTa OoT cnaMa

AHTHBOp

PoauTenbCKUm KOHTPOSb
Password Manager

Secure Data

ESET LiveGuard

OYHKUMSA 3aLMThl BAHKOBCKOWN oniaThl NpeaiiaraeT 3aliyLLeHHbIN
Bpay3ep AN MCNOJSIb30BaHMA NPK AOCTYNE K LW03aM UHTEPHET-
HaHKMHIa MM OHNaNH-NNaTexen, YTobbl BCe (hMHAHCOBbLIE ONepaLun B
NHTepHeTe oCyLWEeCcTBASANCE B 3aCNy)KMBaOLWWEN [10BEpUs 1
6e3onacHol cpepe.

CeTeBble nognucu obecneynsaioT BbICTPYIO MASHTUDUKALMIO 1
610KMPYIOT Ha YCTPOMCTBAX NOJiIb30BaTesN BPeAOHOCHbIA BXOASALLMA 1
NCXOAAWMN TPAUK, UMEIOLLNA OTHOLLIEHME K BoTaM 1 NakeTHbIM
cpefcTBaM 3KCrlyaTauum ya3BuMocTen. 3Ty PYHKLMIO MOXXHO
cynTaTh yJyyleHmeM B 061acTu 3aWwmuTbl OT HOTHETOB.

MpenoTBpallaeT HECAHKLUMOHNPOBAHHBIA JOCTYMN K BalleMy
KOMMbIOTEPY U NCMONb30BaHME BaLLMX JNYHBIX LaHHbIX
No/b30BaTENSIMU, HE UMEIOLLMMMN COOTBETCTBYIOLLErO pa3peLleHus.

fonda cnama B 0bwem obbeme nepefaBaeMbIX MO INEKTPOHHOM MoYTeE
coobuweHunin coctasnseT okono 50 %. 3awmTa NOYTOBOro KMeHTa oT
cnama peLlaet 3Ty npobnemy.

AHTMBOP MOBLILIAET YpoBEHb 6E30MaCHOCTM NMOJIb30BaTEIbCKON
NH(OPMaLMK Ha Cydar NoTepu WK Kpaxkm KomnetoTepa. Mocne
YCTAHOBKW NporpamMbl ESET Smart Security Premium 1 mooyns AHTUBOP
Balle ycTponcTeo bynet otobpaxaTbcs B Beb-nHTepdence. C
NMOMOLLbI0 BEB-NHTepdenca MoXXHO ynNpaBasTh KOHUIrypaLnen
Moy AHTUBOP U aAMUHUCTPUPOBATb PYHKLUN AHTUBOP Ha CBOEM
YyCTPOWCTBE.

ObecneymBaeT 3aWMTy CEMbI OT NOTEHLMANBHO HEXXeNlaTebHOro Beb-
copepxmnmoro, 61okupys Beb-canTbl pa3nNYHbIX KaTeropuin.

Password Manager, KOTOpb||7| 3alMLaeT N XPaHUT Balln Napoan 1
JNINYHbIE OaHHbIE.

Secure Data obecneymBaeT WNPOBaHNE faHHbIX HAa KOMMbOTEPE U
CbEMHbIX HOCUTeNsAX BO nU3bexaHne HeHaanexxallero ncnosib3oBaHus
KOH(MAEHUMANbHON MHopMaLuu.

Ob6HapyXuBaeT 1 OCTaHaB/AMBAET HUKOrAa paHee He BCTpevaBLumecs
yrpo3bl n obpabaTbiBaeT MHopMaumio gna obHapyxeHnsa B byayuiem.

Ona paboTbl DYHKLMIA ESET Smart Security Premium HEO6XOAMMO NMETb aKTUBHYHO JIMLIEH3MIO.
PEKOMEH,EI,yETCﬂ npoaneBaTb NNUEH3UIO ESET Smart Security Premium 3a HECKOJIbKO HeAeNb A0
NcTevYyeHna Cpoka ee ,EI,eI7ICTBI/IF|.



HoBble BOSMO)XHOCTHM

HoBble BO3MOXXHOCTHM B ESET Smart Security Premium Bepcum 16.2

Intel® Threat Detection Technology

AnnapaTHas TEXHONOr s, KOTOPas BbISBASIET NPOrpaMMbl-BbIMOraTeNN, KOrAa OHU NbITATCA
n3bexaTtb 0OHapyXeHWs B NaMaTu. IHTerpaumns 3To TEXHOOMr MU MOBLILLAET 3aLMTy OT NPOrpamm-
BbIMOraTene 1 NoaaepXmMBaeT 0bLLy0 MPOM3BOANTENbHOCTL CUCTEMbI Ha BbICOKOM YpoBHE. CM.
MHOPMaLMIO 0 MOLEeRXKMBAEMbIX MPOLIECCOPaX.

TeMHbIA peXxum

3Ta (PyHKLMS NO3BONSET BLIOPATh CBET/YIO MM TEMHYIO LIBETOBYIO CXEMY [J1F FPpadpUyeckoro
NHTepdeiica ESET Smart Security Premium. LIBETOBYI0 CXEMY Temnepb MOXHO NepeksloYaThb B NPaBoM
BEPXHEM Yrly [J1aBHOr0 OKHa NporpamMmsi.

HoBbiK pepakTop npasun panepsona

PepakTop npasun chanepesosia bbi nepepaboTtaH, 4Tobbl YIPOCTUTHL HACTPOMKY Npasu anepsosia n
npenocTaBnTb 6osbLUE ONUUIA KOHPUrypaLmu.

Yny4yweHHana 3awmta 6aHKOBCKOW onnaThl

Pexxum "3awmTa Bcex bpay3sepoB" BKJ/IIOYEH MO YMOJIYAHUIO B NOAAEPKMBaEMbIX Bpay3epax,
3alMLLan BalKn naaTexmu, 6aHKOBCKME onepaumn n KOHOUAEHUNabHbIE AaHHbIE MPU
MCNoJIb30BaHMM Ballero nbumoro 6paysepa.

MpekpaweHa nogaep>xkKa Windows 7,8 u 8.1.

ESET Smart Security Premium 16.2 nogaep>XnueaeTcs T0JIbKO B Windows 10 1 11. JonofHMUTE/NbHbIE
CBelleHns CM. B pa3fesie YcTapesLlasa Bepcus Microsoft Windows.

NMepepaboTaHHbIi pa3aen «PacluMpeHHble NnapaMeTpbl»

Pa3pen PacluvpeHHble napameTpbl 6bi1 nepepaboTaH, B pe3ynbTaTe Yero HacTPOMKHY
CrPYnNUPOBaHbI Tak, Y4Tobbl yNyywnTb paboTy nosb3oBaTens.

YT106bl OTKNIO4MTb YBEAOMJIEHUA O HOBbIX BO3MOXXHOCTAX, Bhibepute PacluvpeHHble
napameTpsl > YBegoMJieHus > YBeaoMJieHUA Ha paboyem ctone. LLenkHnte U3MeHUTDb
pPSAOM C 3/1eMeHTOM YBeAOMJIeHUMA Ha paboyeM cTone, cCHUMUTE hiaxxok OTobpaxkaTb
yBe A OMJIEHUA O HOBbIX BO3MOXXHOCTAX 1 HaxxmMuTe KHonky OK. [1ng nonyyeHus
NOMONHUTENbHbIX CBeAeHUI 006 YyBeJOMNEHNSIX 03HAKOMbTECh C pa3aenoM YBeLOMIEHNS.

MoapobHbIN CNUCOK N3MEeHEeHWI B ESET Smart Security Premium CM. B pa3gaene XKypHa/ibl
M3MeHeHun ESET Smart Security Premium.



https://support.eset.com/kb8336
https://help.eset.com/changelogs/?product=essp
https://help.eset.com/changelogs/?product=essp
https://help.eset.com/changelogs/?product=essp

Kakou y MeHfl NpOAYKT

B cBOVX HOBbIX MPOAYKTax ESET peanusyeT cpeactsa 6€30MacHOCTM pPasanNyYHOro YPOBHS: OT MOLLHOMO
1 BbICTPOro aHTMBUPYCaA 10 KOMIJIEKCHOTO PeLLEHNs No obecneyeHnto 6e30MacHOCTW, MUHUMALHO
MCMOJIb3YIOLLEr0 CUCTEMHbIE PECYPChI. BOT 3TV NPoayKThI:

e ESET NOD32 Antivirus
¢ ESET Internet Security
e ESET Smart Security Premium

YT00bl ONpeaennTb, KaKoi 13 NPOAYKTOB YCTAHOBJ/IEH Y BAaC, OTKPOWTE [JlaBHOE OKHO MPOrpaMmsl.
BBepxy OKHa Bbl yBUANTE UMS MPOAYKTa (CM. CTaTbio a3kl 3HAHWUI).

B npvBeneHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 |ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb 0bHapyxeHuns

PaclwmpeHHoe MalwnHHoe obyyeHne
BNOKNPOBLLMK 3KCNNOATOB

3almMTa OT aTak Ha OCHOBE CLieHapueB
3alMTa OT PULLNHIa;

3awmTa pgoctyna B HTepHeT

N N N N N 8N SN
N N N N N SN S
N N N N SN SN S

CncTema HIPS (B TOM YMce 3almTa OT NporpamMm-
BbIMOraTesnen)

3awumTa oT crnama

®anepson

MNHCneKkTop ceTun

3awmTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6GaHKOBCKON onJiaThbl
PoaouTenbCKnin KOHTPOJIb

N N N N N N N 8N s

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N N SN NSNS SN s

1 HekoTopble NpofyKTbl MOTYT ObITb HEAOCTYMHbI Ha BalLeM fi3blKe MW B BalleM peruoHe.



https://support.eset.com/kb758

TpeboBaHua K cucteme

Ona onTuManbHOro PYHKLUMOHMPOBAHNA ESET Smart Security Premium Ballla CUCTEMa [0J/KHa 0TBeYaTb
cnepyowmm TpeboBaHMaM K annapaTHOMY U NporpaMMHoOMy obecrneyeHuio:

NMoppep>XMBaembie NPOLLECCOPbI:

Mpoueccop Intel MM AMD, 32-pa3psagHbii (x86) C HAOOPOM MHCTPYKLNIA SSE2 nnn 64-pa3paaHbli (x64),
yactoTon 1 'y n BbiWwe
npoueccop ARM64, 1 'y, 1 Bbilwe

OﬂepaI.IMOHHaﬂ CUCTéMa nogpep>xvuBaetcs

Microsoft® Windows® 11

Microsoft® Windows® 10

Ina nocnegHen ESET Smart Security Premium TpebyeTcsa onepaumoHHas cnctema Windows 10 nan
Windows 11. EC/in Bbl HE MOXKeTe MNOBbICUTb Bepcuto Windows, YCTaHOBMTE ESET Smart Security
Premium Bepcun 16.0. JonosHUTEeNbHble CBEAEHNS CM. B UHTEPHET-CNPaBKe Mo ESET Smart
Security Premium Bepcumn 16.0.

PerynsipHo 06HOBNSNTE ONEPALMOHHYIO CUCTEMY.

TpeboBaHua gna HYHKLMKA ESET Smart Security Premium

B Tabnuue Hmxe ykaszaHbl TpeboBaHMA K cUCTEME A8 onpedeneHHbIX PYHKLUIA ESET Smart Security
Premium.

Intel® Threat Detection Technology CM. nHgopMaLuio 0 NoanepKNBaAEMbIX
npoLeccopax.

3awmTa 6aHKOBCKOM onnaThl CM. MHOpMaLMIo 0 MoALEPKNBAEMbIX BED-
bpay3epax.

Mpo3payHbIn oH Windows 10 Bepcum RS4 1 6onee No34HUX BEPCUA.

Crieumann3npoBaHHOE CPEACTBO OYUCTKM Mpoueccop He Ha apxMTeKType ARM64.

CpeAncCTBO O4YNCTKM CUCTEMBI Mpoueccop He Ha apXUTeKType ARM64.

BNOKMPOBLLMK 3KCNIOATOB Mpoueccop He Ha apxMTeKType ARM64.

Fnybokas nosefeH4Yeckas NpoBepka Mpoueccop He Ha apxMTeKType ARM64.

3awmTta 6aHKOBCKOM onsiaThl — Mpoueccop He Ha apXUTeKType ARM64.

nepeHanpasneHue Beb-caiiTos

Apyroe

[N aKTMBaLUW ESET Smart Security Premium 1 Hagnexatlein paboTbl 06HOBAEHN HeO6X0ANMO
NoJK/YeHne K UHTepHeTy.


https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://support.eset.com/kb8336
https://support.eset.com/kb8336

[1Be nporpamMmbl Mo 3allnTe OT BUPYCOB, paboTatoLime 04HOBPEMEHHO Ha OJIHOM YCTPOWCTBE,
BblI3bIBAOT HEN36EXHble KOHIMKTbl CUCTEMHbIX PECYPCOB, HAaNpUMep 3amMennsaT paboTy CMCTEMbI
110 Hepaboyero cocToAHuMS.

YcTapeBLwwasa Bepcua Microsoft Windows

Mpobnema

* Bbl X0TUTe YyCTaHOBWTL MOCJIEAHIOK BEPCUIO ESET Smart Security Premium Ha KOMMNbOTEp C
Windows 7, Windows 8 (8.1) nin Windows Home Server 2011

* Bo BpeMsa yCcTaHOBKM ESET Smart Security Premium oTobpakaeT owmnbky YcTapeBwas
onepalMoHHas cUCTeMa

MoppodbHoCTH

Ina nocnegHewn ESET Smart Security Premium TpebyeTcs onepaunoHHasa cncteMa Windows 10 uam
Windows 11.

PewueHue
JOoCTynNHbI CeayoLIne peLleHns:
ObHoBneHUue f0 Windows 10 uauM Windows 11

Mpouecc nepexofa OTHOCUTESILHO NMPOCT, ¥ BO MHOTUX Cy4YasiX Bbl MOXKETe caenaTb 3To 6e3 noTepu
thannos. MNepen nepexonom Ha Windows 10:

1. Pe3epBHoe KONMpoBaHNE Ba>XXHbIX AaHHbIX.

2. MpoynTanTe cTaTbio MankpocodT ObHOBNEHME A0 Windows 10: BOMNPOCKI Y OTBETHI UK
ObHoBNIEHME A0 Windows 11: BOMPOCKI Y OTBETLI 1 0OHOBUTE CBOK OMEpaLMOHHYI0 CUCTEMY
Windows.

YcTaHoBKa ESET Smart Security Premium Bepcuu 16.0

Ecnn Bbl He MOXKeTe MOBLICUTL Bepcuto Windows, YCTaHOBUTE ESET Smart Security Premium Bepcun 16.0.
JlononHNTENbHbIE CBEAEHNS CM. B UHTEPHET-CMPaBKe 1Mo ESET Smart Security Premium Bepcun 16.0.

MpodunakTuka

Mpu NCNONb30BaHNM KOMMbloTepa, 0cobeHHO BO BpeMs paboThl B IHTepHeTe, He0bX0AMMO NOMHUTb,
4TO HU OAHA CUCTEMa 3aLlUUTbl OT BUPYCOB HE CMNOCOOHA NOJIHOCTLIO YCTPAHUTL OMACHOCTh
3apaXKeHU N yaaneHHbIx aTak. YTobbl JOCTUIHYTb HaUBbLICLLIEN cTeneHn 6e30MacHOCTY 1 KoMGOopTa,
Ba>XHO MCMO0/b30BaThb PeLleHne ANs 3alinThl OT BUPYCOB Haasexalimm obpa3om u cnegoBatb
HECKO/IbKMM MOSIE3HbIM NPaBKIaM.
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PerynsapHo obHOBRAsAUTE CMCTEMY 3aLLUTbI OT BUPYCOB

CornacHo CTaTUCTMHECKMM OaHHbIM, MOYYEHHbIM OT CUCTEMbI ESET LiveGrid®, eXXegHEBHO
NOSIBNSIOTCS ThICAYM HOBbIX YHMUKANbHbIX 3apakeHnin. OHK co3aaHbl Ansa 06xoaa CyLeCTBYOLWUX Mep
6e30MacHOCTM 1 NPUHOCAT AOX0A UX aBTOPaM 3a CYeT Apyrunx nonb3oBatenen. CneunanncTsl
nccnenoBaTeNibCkon nabopaTopum ESET eXXeHEBHO aHaNN3UPYIOT Takmne yrpo3bl, NoAroTaBAMBaOT U
BbIMyCKatoT 0OHOBNEHNS ANS HENPEPLIBHOrO NOBLILLEHNS YPOBHA 3alLMThl NONb30BaTeNnen. Ans
MaKCMManbHOM 3 EKTUBHOCTM 3TUX OOHOBNEHUIN Ba)KHO HAaCTPOUTL UX Hagsiexalinum obpa3om Ha
KOMMbOTEpe nosib3oBatens. [LononHUTe NIbHbIE CBEAEHNS O HAaCTPONKe 0OHOBIEHUI CM. B r1aBe
HacTponka 06HOBIEHUN.

3arpy>xaute naketbl OOHOBNEHUM ONepaLMOHHOU CUCTEMbBI U
APYyrux nporpamm

ABTOPbI BP€AOHOCHbIX MPOrpaMM YacTO MCMOJb3YIOT Pa3/INyHble YA3BUMOCTU B CUCTEME ANS
yBennyeHnsa 3hheKTUBHOCTM PaCNpOCTPaHEHNS BPeAOHOCHOr0 Koaa. [NpnHnMas 3To BO BHUMaHMe,
KOMMaHWW-NPON3BOAMTENN NPOrPaMMHOro obecneyeHns BHUMaTENbHO CeAST 3a NOSABIEHNEM
0T4eTOB 0060 BCEX HOBbIX YSI3BMMOCTSAX UX MPUNOXKEHUI U PEFYASPHO BbINYCKAOT 0OHOBAEHNS
6e30nacHOCTY, CTapasiCb YMEHbLUWTbL KOJIMYECTBO NOTEHLUMNaNbHbIX Yrpo3. O4eHb Ba)KHO 3arpy>aTb
3Ty 0bHOBNEHMSA 6e30MacHOCTU cpa3y e nocse ux Bbinycka. OC Microsoft Windows 1 Beb-6pay3epsl,
TaKue Kak Internet Explorer, SBASIOTCA NpMMepaMm NporpamMm, a5 KOTOPbIX PEryaspHO BbiMyCKaloTCA
obHoBIeHNS Be3onacHoCTH.

Pe3epBHOE KONMPOBAHUE BAaXXHbIX AaHHbIX

ABTOpPOB BpPeAOHOCHbIX NporpaMm obbl4HO He BecrnokoAaT NnpobnemMbl NoNb30BaTENEN, @ LENCTBUA NX
NPOAYKTOB 3a4acTyt0 MPUBOLAT K NOJIHON HepaboTOCNOCOOHOCTN onepaLMoHHON CUCTEMBI U MOTepe
BaXXHOW MHopMaLmn. HeobxoammMo perynsapHo co3faBaTb pe3epBHbIe KOMUM BaXKHbIX
KOH(MAEHUMANbHbIX AaHHbIX HA BHELUHUX HOCUTENNAX, TakNX Kak DVD-ANCKN NN BHELLHWE XeCTKue
AVCKW. ITO NO3BOSET HAMHOIO npoLe 1 BbicTpee BOCCTaHOBUTL AaHHbIe B Ciy4ae c60s CUCTeMbI.

PEFYHﬂpHO CKaHMPYﬁTe KOMNbIOTEP Ha HaJInine BMpycos

MHOrne N3BeCTHbIE N HEU3BECTHbIE BMPYChI, YEPBU, TPOSHCKME MPOrpaMMbl U PYTKUTI
0b6HapyX1BaTCS MOAYNEM 3aLLMTLI (DANIOBON CUCTEMbI B PEXMUME peasibHOro BpeMeHu. 3To
03HAYaEeT, YTO MPU KAXK0M OTKPbITUN (Palina BbINMOJHAETCA ero CKaHMPOBAHWE Ha HaslMymne
MPU3HAKOB [1€ATEIbHOCTU BPEAOHOCHbIX NMPOrpaMM. PEKOMEHAYEM BbIMOJIHATL MOJIHOE
CKAHVPOBaHNEe KOMMbIOTEPA MO KPalHeNn Mepe 0AMH pa3 B MecsiLl, NMOCKOJIbKY BPeOHOCHbIE
NPOrpamMmbl M3MEHSIOTCS, @ MoayJib 0OHapyXeHNs 0OHOBNAETCS KaXKAbli IE€Hb.

CnepyiTte OCHOBHbLIM NpaBuiaM be30MacHOCTH

970 Hanbonee 3hheKTNBHOE 1 NOJSIe3HOE NpaBuIo — Bcerga dyabTe 0OCTOPOXKHbI. Ha AaHHbIN
MOMEHT AJ11 paboTbl MHOrMX 3apa>KeHnin (MX BbIMOJHEHNS U pacnpocTpaHeHns) Heobxoanmo
BMeLLaTeNbCTBO NoJsib3oBaTens. Ecnm cobnogatb 0OCTOPOXXHOCTb MPU OTKPbLITUN HOBLIX (Painfos,
MOXKHO 3HAaYMTESIbHO CIKOHOMMUTb BPEMS U CUJIbI, KOTOPbIE B MPOTMBHOM Cilydae ByayT noTpayeHbl Ha
yCTpaHEeHMe 3apaXKeHnin Ha KoMnbloTepe. Hnxe npuBeneHbl HEKOTOPbIE MONE3HbIE PEKOMEHAALNN.

* He nocewanTte nogo3puTtesbHble BE€6-CalTbl C MHOXKECTBOM BCMJIbIBAIOLLNX OKOH U



aHUMUPOBAHHOW pPeKNaMoN.

* byabTe 0CTOPOXXHbI NMpK YyCTaHOBKe 6ecnnaTHbIX MpOorpamMmm, NakeToB KOAEKOB U T. M..
Ncnonb3ynTe Tonbko 6e3onacHble NporpaMMbl 1 nocewante besonacHle Beb-canThbl.

* ByabTe OCTOPOXXHbI, OTKPbIBas BAOXEHNSA B COOOLLEHNS 3NEKTPOHHOM NOYThl (0COBEHHO 3TO
KacaeTcst coobLeHNI, pacCbliNaeMblX MaCCOBO M OTMPABAEHHbIX HEUM3BECTHLIMM LIAMN).

* He ncnonb3ynTe y4eTHYI0 3anncb C NpaBaMn aiMMHUCTPATOPA As NOBCEAHEBHOM paboThbl Ha
KOMMblOTEpE.

CTpaHuMLUbl CNPAaBO4YHOW CUCTEMbI

[o6po noxxanoBaTb B PyKOBOACTBO MOJb30BaTeNs ESET Smart Security Premium. [pefcTaBneHHas
30€eCb MHAPOPMaLMSA 03HAKOMUT BacC C MPOrPaMMHbIM NMPOAYKTOM U CAENaeT UCMOJIb30BaHMe
KoMMnbtoTepa bonee besonacHbIM.

Hayano paboTbl

I'Iepeu MCMosib30BaHNEM NporpamMmbl ESET Smart Security Premium Bbl MOXXETE 03HAKOMUTbLCSA C
pa3nnvHbIMn TUMNaMU O6HaDV>KeHI/II7I N yOoaleHHbIX aTak, C KOTOPbIMKA MOXXET CTOJIKHYTbCA
noJib30BaTeJ/lb KOMIMblOTEPA. Mbl Tak>Ke COCTaBUIN CAUCOK HOBLIX (DYHKLIUI, MOSABUBLLUNXCSA B ESET
Smart Security Premium.

HayHnTe ¢ yCcTaHoBKWM ESET Smart Security Premium. EC/K Bbl y>)Ke yCTaHOBWIW ESET Smart Security
Premium, CM. pa3gen PaboTa ¢ ESET Smart Security Premium.

Ucnonb3oBaHue CTpaHuL cnpaBquoﬁ CUCTeMbl ESET Smart
Security Premium

|/|HTepHET-CI'IpaBKa pa3nesieHa Ha rfiaBbl N nNoapa3nenbl. ans NPOCMOTpPa VIHCpOpMaLI,I/II/I 06 OTKPbITOM
B [laHHbI MOMEHT OKHe B ESET Smart Security Premium HaxMuTe Knasuwly F1.

MporpaMma no3BoJiSeT NCKATb TEMY B CMPABOYHON CMCTEME MO KJIHOYEBbIM C/I0BaM W BbIMOHSATb
MOWCK COAEPXKNMOro, BBOAS KOHKPETHbIE C/I0Ba UM (hpa3bl. PasHuLa Mexay 3TUMKU ABYMs
cnocobamm COCTOMT B TOM, YTO KJIIOHEBOE C/I0BO, XapaKTepun3yloLee COAEPXMUMOe CrPaBOYHOW
CTPaHMWLbI, MOXXET OTCYTCTBOBaTb B TEKCTE 3TOW CTPaHMUbI. [OMCK Mo cioBaM 1 dpaszam
OCYLLECTBNIAETCS B COLEPKMMOM BCEX CTPaHWL. B pe3ynbTaTe 0TobpaxxaloTcs BCe CTPaHWLbI,
cofepxallme MMEeHHo 3TU C/oBa U (pasbl.

[ns cornacoBaHHOCTU I/IH(I)OpMaLI,VIVI 1 Bo n3bexaHue NnyTaHWLUbI B HaCTOALLEM PYKOBOACTBE
NCNOJIb3YeTCA TEPMUHONOr A, OCHOBaHHas Ha UHTepdence nporpaMmbl ESET Smart Security Premium.
KpOMe TOro, gnsa BblaeneHnsa ocobo NHTEepPEeCHbIX NN Ba>XHbIX Te€éM B HAaCTOALLEM OOKYMEHTE
NCMoJsb30BaH enHbIN Habop CUMBOJIOB.

MpumeyaHus cofep)xaT KpaTKne ceefeHns o HabnogeHnsx. Bl MoxxeTe NponyckaTh uX,
OZHaKO B NPUMEYaHNAX COAEPXKMTCS LieHHas nHdopMaLus, HanpuMep CBeAEHUS 0 KOHKPETHbIX
YHKLMAX NN CCbIIKM Ha COOTBETCTBYIOLLME MaTepuasbl.


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks

oTa I/IHCpOpMaLI,I/IFl Tpe6yeT Ballero BHUMaHUA, TakK 4HTO PEKOMEHAYEM €€ HE MPOonyCcKaThb.
ObbI4yHO Takas I/IHq)OpMaLI,VIFI Ba>XHa, HO HE KPUTUYECKN.

3T0 MHopMaumsa o Tom, 4To TpebyeT 0coboro BHUMaHMA U OCTOPOXXHOCTU. OTMEeTKa
«BHUMAHWE!» ncnonb3syeTtcs ons Toro, 41obbl yaepxaTb BaC OT NOTEHLUMAIbHO OMaCHbIX

A ownbok. MpoymTanTe n NOMMUTE TEKCT NPesynpPeXXaeHnNs, NOCKOJIbKY OH COLEPXUT CBeAeHus
06 MCKNYNTENBHO BaXKHbIX CUCTEMHbIX HAaCTPONKaXx UM 0 BO3MOXHbIX Yrpo3ax.

270 06pa3eu NCMOsb30BaHNS AN NPAKTUYECKUN NPpUMep, NMOMOratoLWnii NOHATb, KaK MOXXHO
NCMNoNb30BaTb ONpeneneHHy0 MYHKUNIO NN KOMIMOHEHT.

XupHbIK WpudepT Ha3BaHus 3n1eMeHTOB nHTepdenca, HanpuMmep ia)kkos Un
nepeknoyaTenen.
Kypcus 3anonHuTenn Ans npefocTtasasemMon BaMum HopMauun. Hanpumep, ecnu

TEKCT UMA aiifia Wam NyTb YKa3aH C NCMOJIb30BAaHNEM KYPCUBA, 3TO
03HAYaeT, 4YTO NyTb WK UMSA dalina A0KHbI BBECTU Bbl.

Courier New Obpa3Lbl koga UM KOMaHg.
[mnepccbinka ObecneymsaeT NPOCTON ¥ OLICTPLIN AOCTYM K CBA3AHHBLIM pa3fenam uan

BHELIHNM Beﬁ-CTpaHVILI,aM. rI/II'IepCCbIJ'IKVI BbloendaoTca CMUHMM LiBETOM U
MHOrAa nog4vepkKnBaHmMeM.

%ProgramFiles% CnCcTeMHbIN KaTanor Windows, B KOTOPOM XPaHATCA NPOrpaMMbl,
yCTaHoBNIeHHbIe B 3TON OC.

MHTepHeT-cnpaBKa — OCHOBHOWM NCTOYHMK CMPaBOYHbIX CBeAeHW. Ecnn noaknyeHme K
WHTepHeTy yCTaHOBMIEHO, aBTOMAaTUYECKM OTKPbIBAETCS MOCAeAHAS BEPCUS UHTEPHET-CNPaBKMU.

YCcTaHOBKa

CyLLeCcTBYEeT HECKOJIbKO CNocoboB yYCTaHOBKM ESET Smart Security Premium Ha KoMnbtoTepe. Cnocobsl
YCTAHOBKM MOTYT OT/IN4ATbCA B 3aBUCUMOCTM OT CTPaHbl 1 cnocoba NnonyvyeHns npoayKra.

* /IHTEPaKTUBHbLIN YCTAaHOBLLMK: 3arpy>kaeTcs ¢ Beb-canTa ESET Mam KoMNakT-/DVD-ancka. MNakeT
AN9 yCTaHOBKM MNOAXOAUT AJ18 BCEX A3bIKOB (BbibepnTe HYXHbIN). IHTEPaKTUBHbLIN YCTaHOBLLMK
npeactasnseT cobon ann HebonbLoro pamepa. Apyrue HeobxoanmMble NS yCTaHOBKM ESET
Smart Security Premium (haiibl 3arpy>XatoTCs aBTOMaTUYECKMN.

* ABTOHOMHas YCTaHOBKA: B paMKax 3TOr0 TUMa YCTaHOBKU UCMOb3yeTcs (aiin hopMmaTa .exe,
pa3Mep KOTOPOro MNpeBbIlaeT pa3Mep daitia MHTEPaAKTUBHOMO YCTaHOBLUVKA. Mpu 3ToM Ans
yCTaHOBKM He TpebyeTcsa noakntoyeHne K IHTepHeTy namn AoNoAHUTENbHbIE aibl.

Mepen yCcTaHOBKOWM ESET Smart Security Premium ybeaunTech, 4TO Ha KOMMbIOTEPE He
YCTaAHOBJIEHbI ApYyrue NporpaMmsbl 3aWmThl OT BUPYCOB. ECIM Ha 04HOM KOMMblOTEpE
yCTaHOBJIEHO ABa 1 6onee peweHns ANa 3alnTbl OT BUPYCOB, MEXAY HUMU MOXET BO3HUKHYTb
KOH(MKT. PeKOMeHAYyeTCA yaaanTb BCe NPoYMe nporpamMmMmbl 3aLUUTbl OT BUPYCOB C
KoMrMbtoTepa. CNUCOK MHCTPYMEHTOB ANS YAANEHUS NONYyASPHbIX aHTUBUPYCHbLIX NPOrpamMm CMm.
B CTaThe Da3bl 3HaHWUN ESET (AOCTYMHa Ha aHMIMNCKOM M Ha HECKOJIbKUX OPYrnX i3blKax).
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NHTepaKTUBHbIA YCTAaHOBLU MUK

MNocne 3arpy3kKu rnakeTa oad YCTaHOBKU MHTEPAKTUBHOIO YCTAHOBLUIMKaE ABaXXAbl LLENKHUTE cpa|7|n
YCTaHOBKWU cnep,y|7|Te nowaroBbiM MHCTPYKLUMNAM MacCTepPa YCTaHOBKW.

dna ncnonb3o0BaHMA 3TOro0 TUMa yCTaHOBKM HeobxoanMo NoAKN0YEHNE K NHTepHeTy.

- X

(es[E) SECURITY

YctaHoBuTb ESET Security r

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET. g g

HyxHa noMoLUb ¢ YCTaHOBKOW?
(2 OTKpPEITE MHCTRYKUWKM N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0BATENRA

[MpopomkuTs Pyccrnii v

1. BbibepuTe HyXHbI A3blK B PaCKPbIBAIOLLEMCS MEHIO U LenkKHUTe MpoaoiKUTD.

Ecnu Bbl ycTaHaBnMBaeTe 6osiee HOBYIO BEPCUIO MOBEPX NPeablayLLei BEPChM C 3aLlULLEHHBIMY
MapoJsieM HAaCTPOKaMK, BBEAMTE CBOW NapoJib. Bbl MOXXeTe KOHPUrypupoBaTb MNaposib ANis
HacTpoeK B pa3aesie HacTpoiika nocTyna.

2. BbibepnTe HaCTPOMKK ans cnefyowmnx GyHKUUIA, NpodnTanTe JIMLEH3VOHHOE CoralleHne ¢
KOHEYHbIM M0J1b30BaTENEM U [10INTUKY KOHDUAEHLNANBHOCTY U WeNKHUTE MPoaonXuUTbL Uin
Pa3spewwuTb BCE U NPOJOSIKUTL, HTOObI BKIIIOYNTbL BCE DYHKLINK:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTebHble NPUI0XKEHNSA

* [IporpamMmma yay4lleHns noJib30BaTeNbCKOro onbiTa

Haxnmas MpoaosmKuTb 1N Pa3peLwuuTb BCe U NPOAOJIXKUTDL, Bbl NPUHUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTnKon
KOH(pMaeHUMa bHOCTH,

3. YT0bbl aKTMBMPOBaTL 6€30MACHOCTbL YCTPOWCTBA, YNPaBAATL €0 U MPOCMATPUBATL O HEN
CBEAEHMS C NOMOLLbO ESET HOME, MOJKJ/I4/TE YCTPONCTBO K YYEeTHOW 3anuch ESET HOME.,
LWenkHnTe MponycTuTb BXoA, 4To6bl MPOA0/IXNTL 63 NoaKoYeHNs K ESET HOME. Bbl cMoXxeTe
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NOAKIOYNTL YCTPOMNCTBO K YYETHOW 3anmncm ESET HOME No3Xe.

4. B cnyyae npooosiKeHus 6e3 noaknyeHns K ESET HOME Bbl6epVITe oMM akTuBaLumn. Ecnu Bbl

yCTaHaBnnBaeTe H6onee HOBYIO BEPCUIO MOBEPX CTAPON, Ball JMLEH3NOHHbBIN KoY ByaeT BBefieH
aBTOMaTUYECKMW.

5. MacTep yCTaHOBKM onpenensieT, Kakoi NpoAyKT ESET yCTaHaBANBAETCS, COMIaCHO BalLel
nuueH3un. Bcerga npeasapuTesibHO BbibpaHa BEPCUS C MaKCUMasibHbIM KOJIMYECTBOM (hYHKLMIA
6esonacHocTu. LLenkHTe UI3ME@HUTb NPOAYKT, €C/IN HY)KHO YCTAaHOBUTL APYIYI0 BEPCUIO

npoaykTa ESET. WenkHnte npOAOH)KVITb, 4TObObI HaYaTb npouecc yCtaHOBKN. OH MOXeT 3aHATb
HEKOTOPOE BPEMA.

Mpu HaNMYMM KaknMx-nmbo oCTaTKoB (hanioB NAM NanoK) NPoAYyKTOB ESET, KOTOpbIE Oblan

1 YyZaneHbl B NpoLuioM, BaM 6yfeT npeasioxkeHo paspewmnTb Ux yaanexHue. LWenkHnTe
YCTaHOBUTD, YTOObI MPOLOSIKUT.

6. Haxxmute KHomnky FoTtoBo, 4yTObbI 3aKpPbITb MaCTepP YCTaHOBKW.

AVCTpaHeHme HEMOJ1IaOK MNPn YCTaHOBKE.

Mocne yCcTaHOBKM N akTMBaL MK NPOrpaMMbl HAYHETCA 3arpy3ka Moaysien. BoinonHsaeTcs

i MHULMANN3aLmna 3aWnThl, U 0O 3aBepLIeHNS 3arpy3kn HeKOTopble PYHKLUNKN MOTYT elle He
ObITb NOMHOCTbIO hyHKLMOHANBHbBIMN.

ABTOHOMHaA yCTaHOBKa

3arpysnTe n yCTaHOBUTE NPOAYKT ESET A4 Windows 419 LOMALUHEro UCnoJib30BaHWA C MOMOLLbIO
aBTOHOMHOIO YCTaHOBLLMKa (.exe) HWXe. BuibeprTe, Kakyo Bepcuo NnpoaykTa ESET HOME 3arpy3nTh
(32-pa3pagHyto, 64-pa3pagHyto uam ARM).

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security Premium

3arpy3uTb 64-pa3psaaHyto 3arpysnTtb 64-pa3psgHyto 3arpysunTtb 64-pa3psaoHyt0 BEPCUIO
BEPCUI0 BEpPCUto 3arpysunTtb 32-pa3psaHy0 BEPCUIO
3arpysuTb 32-pa3psaaHyto 3arpysnTb 32-pa3psgHyto 3arpy3unTb BEpCcUto ARM

BEPCUIO BEPCUIO

3arpysuTb Bepcuto ARM 3arpysunTb BEpPCuto ARM

Ecnm Y BaC aKTUBHOE NOAKIYEHNE K MHTepHeTy, YCTAHOBUTE NMPOAYKT ESET C NOMOLLbKO
MHTEPaKTUBHOIO YCTAHOBLLIWKA.

Korpa Bbl 3aMyCTUTE aBTOHOMHBI YCTAHOBLUVK (.exe), MAaCTep YCTAaHOBKM MOMOXET YCTAaHOBUTb
nporpammy.
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(es[E) SECURITY

YctaHoBuTb ESET Security .

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET. g Q

HyxHa nomMoLlk ¢ YCTaHOBKOW?
(2 OTKpPEITE MHCTRYKUWKM N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0BATENRA

lMpopomkuTe Pyccrnii w

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAIOLWLEMCA MEHIO U LeNKHUTe MPoaoIKUTD.

Ecnn Bbl ycTaHaBvBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLe BEPCHMN C 3aLLMLLEHHBIMM
napoJieM HacTPOMKaMK, BBEAWUTE CBOW Naposib. Bbl MoXeTe KOHUIypMpPoBaThb Naposib 4s
HaCcTpoeK B pa3aene HacTporika focTyra.

2. BbibepuTe HacTPOVKK ANst caeayowmnx GyHKUUIA, NpoYnTanTe JINLEH3VOHHOE COralleHmne ¢
KOHEYHbIM M0J1b30BaTeNEM WU [10IMTUKY KOH(DUAEHLIMAALHOCTY U WenKHUTe MpoaosKUTbL UK
Pa3spewunTb BCe M NPOAOJSIKUTD, HTOObI BKOYNTL BCE (hYHKLMN:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTe bHble NPUI0KEHNS

* [IporpamMmma yay4leHns noJib30BaTeNbCKOro OnbiTa

Haxunmas MpoaosmKuTb 1N PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHNUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTuKon
KOH(pMOEeHUMabHOCTN.
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3. LWenkHuTe MponycTuTb BXOA,. ECn y BaC eCTb Nogk/toyYeHne K IHTepHeTy, Bbl MOXeTe
NOAKJIIOYUTb YCTPOMCTBO K CBOEW Y4€THOW 3anucu ESET HOME.

4. WenkHute MponycTUTb aKTUBALMIO. 1115 NOJHOLEHHON PaboTbl pelleHne ESET Smart Security
Premium O/DKHO BbITb aKTUBMPOBAHO NMOC/IE YCTAaHOBKU. 18 akTMBaLMM NporpaMmbl TpebyeTcs
aKTMBHOE MOAK/0YEHNE K IHTEpHETY.

5. MacTep yCTaHOBKM MOKa3bIBAaET, KAKOW NPoayKT ESET 6yeT YyCTaHOB/IEH, B 3aBUCMMOCTN OT
3arpy>XeHHOro aBTOHOMHOI0 YCTaHOBLLUMKA. LLlenkHnTe MpomonXuTb, 4Tobbl Ha4YaTb NpoLecc
yCTaHOBKMW. OH MOXET 3aHATb HEKOTOPOE BPEMSI.



https://support.eset.com/kb5552
https://support.eset.com/kb5552
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Mpu HaNM4MKM Kaknx-nmbo ocTaTkoB (haltoB UM Namnok) NPoayKToB ESET, KOTopble Bbinu
yZajieHbl B MPoOLWWJIOM, BaM ByAeT NpeasioxkeHo pa3peLmnTb ux yaaneHuve. LWenkHuTe
YCTaHOBUTb, YTOObI MPOLO/IKNTB.

6. HaxxmMmTe KHoMnky FoToBO, 4TOObI 3aKPbITb MacTep YCTaHOBKW.

AyCTDaHEHVIe HEenoJ1aAoK Npn yCTaHOBKE.

AKTUBaLUA NporpaMmbl

CyLlecTBYeT HECKOJIbKO CrocoboB akTMBaLMK NPOrpaMmMbl. JOCTYNHOCTb TOFO UM UHOTO BapuaHTa B
OKHE aKTMBaLMN MOXET 3aBNCETb OT CTPaHbl U cnocoba nonyvyeHns NporpamMmmbl (Ha KOMMNAKT- UK
DVD-AMUCKe, C Beb-CTpaHMUbl ESET U T. 4.).

* Ecam Bbl Nprobpenn po3HUYHY KOPOOOYHYIO BEPCUIO MPOAYKTA UKW NONYYUIN INEKTPOHHOE
MMUCbMO C MHGOPMaUMEN O INLEH3UN, aKTUBMPYNTE NPOAYKT, WenkHys Ucnonb3oBaTb
npuoSpeTeHHbIN JINLLEH3NOHHbIN KJI0Y. [115 YCNELWHOro BbINOIHEHNS aKTMBaLMM
NNUEH3NOHHbIN KoY HeobxoanMMo BBECTM B TOM BUAE, B KOTOPOM OH MPeaoCTaB/IeH.
JINLUEH3NOHHbBIN K04 — 3TO YHUKaNbHas CTPOKa B hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX NN XXXX-
XXXXXXXX, KOTOpas MCMonb3yeTca AN naeHTUUKaumm Bnagensla n akTueaunm aMueH3nn.
JINLLEH3MOHHbIN KJIH0Y, KaK NpaBuio, pacrnoioxXeH BHYTPY YNakKoBKM NPOAYKTa UK Ha ee
TbIJIbHOW CTOPOHE.

* Mocne Bbibopa NnapameTpa /cnosib30BaHne y4eTHOW 3anucn ESET HOME Bam byneTt
npenioXXeHo aBTOPU30BaTbLCA B YyH4€THOW 3anmncu ESET HOME.

* ECnu Bbl XOTUTE OLEHUTb NporpamMmmy ESET Smart Security Premium, MpeXxae 4em rnokynaTthb ee,
BblbepuTe BapuaHT becniatHas npobHas Bepcus. YKaxKuTe CBOM agpec 31eKTPOHHON NoYThl U
CTpaHy, 4T0bbl aKTMBMPOBaTL ESET Smart Security Premium Ha OrpaHMYeHHbI Mepuos BpEMEHM.
JInueH3nsa Ha 6ecnnaTHyto NpobHyto Bepcuto byaeT oTnpaBieHa BaM Mo 3/1€KTPOHHOW MoYTeE.
Kaxabli Nosib30BaTeNb MOXET adKTUBNPOBATb TOJIbKO OAHY np06Hyro NNUeH3nio.

» ECM Y BaC HET NINLEH3UM, HO Bbl XOTUTE KYyNnTb ee, BbibepnTe BapuaHT «Mpuobpectu
NULLEeH3MI0». B pe3ynbTaTe oTKpoeTcs Beb-CalT MeCTHOro AUCTpUbLIOTOPa ESET. MosHbIE
NVLEH3UM NPOAYKTOB ESET A1 Windows A/151 IOMALLHEro UCroJib30BaHns He becrniaTHbl.

V3MeHNTb NNLEH3MI0 Ha NPOAYKT MOXXHO B Nitoboe BpeMs. s 3Toro LwenkHuTe CnpaBkKa u
noapep>xka > U3MeHUTb IMLLeH3MIO B [J1aBHOM OKHE rporpaMmbl, OTo6pPa3nTCa OTKPbITHIN
NOEHTUDUKATOP NNLLEH3UN, NPEAHA3HAYEHHbIN ANs ee naeHTuduKauum B cnyxxbe noaaepxku ESET.

A He ynasocb akTMBMPOBAThL NporpaMmy?
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SMART SECURITY

BribepuTe BapmaHT aKTMBaLMK

Mcnoab3oBaTth yueTHyo 3annck ESET U MpwobpecTn AMLEH3MIO

(-]
HOME AnA npuoGpeTeHuA NHLEHIMY 06paTHTECh K
ApTopu3yiiTecs B ESET HOME n BeibepuTe CcBOEMY ANCTENGBHTORY. ECAN BBl HE 3HAETE, KTO
NHUEH3NHD, YTobbl AKTHEWPOEATE NpoaykT ESET Ha BaLll AMCTPHBBIOTOP,00PATUTECE B HALWY CAYKEY
ELLEM YCTPONCTEE, NoANEPHKN.

p Mcnoab3yinTe npuobpeTeHHbI
JIMLEH3UOHHBIA KAKOY

Mcnonb3yifTe NULEHZNID, KYNIEHHYH Yepes
VIHTEDHET MK B MarasiHe,

BBOA, JIMLEH3UOHHOIO KJilo4a NMPU aKTUBaLlUMU

ABTOMaTU4YeCKME 0OHOBNEHMSA ABNSIOTCSA BaXKHbIM KOMMOHEHTOM Balleln 6e30nacHOCTW. ESET Smart
Security Premium 6ygeT nonyy4aTb 06HOBNEHMA NOCAE aKTMUBALUMN.

Mpu BBOAE JINLLEH3MOHHOIO KJ1I04a Ba)XXHO YKa3blBaTb €r0 UIMEHHO B TOM BMAE, B KOTOPOM OH
noslyyeH. JINLEH3NOHHBIA KJIlY — 3TO YHMKaslbHas CTPOKA B (hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX,
KOTOpas Ucnonb3yeTcs ANa naeHTUdUKauum Bnagenbla n akTUBaLuy TNLEH3NN,

Bo nsbexxaHne HeToO4YHOCTEN pekoMeHOyeTCAa CKOMnpoBaTb JINUEH3NOHHBIN K/t0Y U3 3/1EKTPOHHOI 0
MMNCbMa C perncTpaunoHHbIMN aHHbIMW N BCTaBUTb €ro B Hy>KHOeE MnoJse.

Ecnn He BBECTW NULEH3NOHHBIN KAOY Nocne YCTAHOBKW, MPOOYKT aKTUBUPOBaH HE 6y,u.eT. ESET Smart
Security Premium MO>XHO aKTUBWPOBATbL B [J1TaBHOM OKHE MPOorpamMmsbl > CnpaBKa U noapepxka >
AKTMBVIpOBaTb JIMLEH3UI0.

MosHbIE TNLEH3NN NPOAYKTOB ESET ona Windows A4 OOMALLUHEro NcnoJsib30BaHUsa He becnnaTHsblI.

Ncnonb3oBaHue y4eTHOW 3anucu ESET HOME

MoKYNTE CBOE YCTPOWCTBO K ESET HOME, 4TOObI MOJY4MTb BO3MOXXHOCTb NPOCMATPUBAThL BCE
aKTVMBMPOBAHHbIE IMLIEH3UW 1 YCTPONCTBA ESET M YNPaBAsTb UMU. Bbl MOXKETe NPOANUTb JIMLEH3MIO,
MOBbLICUTb €€ YPOBEHb WM PACLUMPUTL €€, a TaKXKe NMPOCMOTPETh BaXKHble CBeAEHMS 0 NLEH3MN. Ha
nopTase ynpasaeHus Ui B MOBUALHOM MPUNOXKEHUN ESET HOME MOXHO 1,00aBNATh Pa3inyHble
NNLEH3UK, 3arpy>XaTh NPOAYKThI Ha CBOM YCTPOWCTBA, NPOBEPSATb COCTOSAHME 6e30MacHOCTH

14


https://home.eset.com/

NPOAYKTa M AeNNTbCA NNLEH3NAMUN MO INEKTPOHHON NnoYTe. JONOAHUTENbHbIE CBEAEHNA MOXHO
HaWTW Ha OHJ1aMH-cnpaBke ESET HOME.

SMART SECURITY

BoriawTe B yueTHyto 3anvce ESET HOME (es

AApec 3NeKTPOHHON NoYThI

G MpogonxuTte ¢ Google =
‘ MpoaonxuTe c Apple

4
SIIE MpockanupyiATe QR-kog BoccTtaHoBneHWe napona

¥ Bac HET Y4eTHOIl 3anucn? Co3naite ee

.

Mocne Bbibopa BapuaHTa Ucnosb3oBaHUe y4eTHOM 3anucu ESET HOME B KayecTBe crnocoba
aKTMBALIMN WAV NPU NOAKYEHUN K YY4E€THOW 3anncu ESET HOME BO BpeMsi yCTaHOBKMW:

1. Bxoa B y4eTHY ESET HOME 3anuck.

Ecnun y Bac HeT y4eTHON 3anucu ESET HOME, wenkHuTe Co3aaTbh YY4€THYIO 3anucChb, YTOObI
3aperncTpupoBaThCs, NN 03HAKOMbTECh C MHCTPYKLMSMU B OHJIaH-CripaBke ESET HOME.
Ecnu Bbl 3a6blaM Naposb, WeNKHUTE Sl HEe MOMHIO NAPOoJIb U C/iefyNTe UHCTPYKLNAM Ha
3KpaHe UM 03HAaKOMbTECh C MHCTPYKLUUSIMU B OHNAMH-CripaBke ESET HOME,

2. 3a4allTe UMA YCTPOUCTBA, KOTOpoe ByeT MCNonb30BaThCA BO BCex ciyxbax ESET HOME, a
3aTeM WwenkHuTe NMpoaonXuUThb.

3. Bbl6epVITe JINLUEH3MI0 ANa akTUBaLUum nnn 1ob6aBbTE HOBYIO NINLIEH3NIO. LLlenkHnte
MpoAaonXuTb, 4TOOLI aKTMBUPOBATbL ESET Smart Security Premium.

AKTMBMPOBATb NPOOHYIO NULLEH3UIO

YT06bl aKTMBUPOBATbL NPOBHYO BEPCUIO ESET Smart Security Premium, BBEAUTE AENCTBUTENbHbIN aapec
3/IEKTPOHHOWM MOYTHI B Nons Aapec 3NeKTPOHHOM nouThbl 1 NMopTBepAUTe agpec INeKTPOHHOM
nouThbl. ocne akTuBauum byneTt cosgaHa 1 oTnpaBeHa BaM MO 3NIEKTPOHHON NoYTe nLeH3ns ESET,
Heobxoamnmas ans obHoBAEHUS . DTOT afApec 3IEKTPOHHON NOYThI Takxe byaeT ncnosab3oBaTbCsa Ans
OTNPaBKM YBEAOMIEHUI 06 OKOHYaHNN CPOKa AENCTBUS NNLEH3NN Ha NPOAYKT U APYrMx cOobLweHni
OT ESET. AKTUBMPOBaTbL NPOOHYO BEPCUIO MOXXHO TOJIbKO OANH pa3.
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BbibepuTe CBOK CTPaHy B pacKpbiBatowemMcs MeHio CTpaHa, 4Tobbl 3aperncTpmpoBaTh ESET Smart
Security Premium y MECTHOIO PacnpoCTpPaHMTENs, KOTOPbIA U ByaeT NpefoCcTaBNsATh TEXHUYECKYIO
NOALEPXKKY.

BecnjlaTHbIN JIMLEH3UOHHbIA KNIOY ESET

MonHaa nnueH3na Ha ESET Smart Security Premium He siBJISETCH becnnaTHoMn.

JINLEH3MOHHBIN KoY ESET NpeacTaBnsieT coboi YHUKaNnbHY0 NoCNeoBaTEIbHOCTL pPa3fiefieHHbIX
necucamm 6ykB 1 umngp. OH NPeaoCTaBASETCA KOMMNaHUen ESET n obecneymBaeT nerajbHoe
MCNoJsib30BaHMe ESET Smart Security Premium B COOTBETCTBUN C JIMLIEH3VOHHbLIM COrJIalleHnem ¢
KOHEeYHbIM NoJib3oBaTesieM. Kaxablih KOHEYHbIN M0b30BaTe b UMEET NPaBO UCMO0Jb30BaThb
NINLLEH3MNOHHbIN K04 TOJIbKO B NMpeAesnax, B KOTOPbIX OH UMEET MpaBo MCMoJSb30BaTb ESET Smart
Security Premium B COOTBETCTBUM C KOJIMYECTBOM JINLLEH3NI, NPEAOCTABNIEHHBIX KOMMAHWeEN ESET.
JINLEH3VOHHBIN K04 ABNAETCA KOH(UAEHUMANBHBIM U HE MOXET NPefoCTaBAATLCA TPETbUM NNLAM.
OpHaKo Bbl MOXETE NOAESINTLCSA NNLIEH3NAMMN Ha paboyne MecTa Yepes ESET HOME.

HekoTopble NCTOYHUKN B MHTEepHeTe MOryT npenocTaBuUTb BaM «becnnaTHble» NNLEH3NOHHbLIE KJTHOYN
ESET, HO cnefyeT y4nTbiBaTb CiejytoLlee.

* [Mepexon No pekSaMHON CCblIKe «becnnaTHaa AnueH3msa ESET» MOXXeT NoABEPrHyTb
ONACHOCTM Ball KOMMbIOTEP UAN YCTPONCTBO M NPUBECTU K 3apPa>KeHNo BpeAOHOCHbLIMU
nporpammamun. BpegoHOCHbIE MPOrpaMMbl MOMYT CKPbIBaTbCSA B HEO(MLNANLHOM BED-
copepXMMoM (Hanpumep, B BUAEOPOIMKaXx), Ha Beb-canTax, KOTopble 3apabaTbiBalOT AEHLIN,
MoKa3blBas pekaamy nocetmtensam, u T. 4. OBbI4HO 3TO JIOBYLUKA.

* ESET MMEET NpaBO OTKJOYaTb NUPaATCKNE TNLEH3NN N AENaeT 3TO.

* icnonb3oBaHue MAPaTCKOro NTMUeH3NOoHHOro Kjto4a HapyLwlaeT ycJsioBua JNLEH3NOHHOIO
cornauieHnsda € KOHe4YHbIM MnoJib30BaTesieM, KOTOPOE Bbl AOJIKHbI MPUHATD, 4TObbI YCTaHOBUTb
ESET Smart Security Premium.

* MokynanTe NMUeH3umn ESET TOJIbKO N0 ouLMaibHbIM KaHaslaM, Hanpumep Ha canTe
www.eset.com, Y GUCTPUOLIOTOPOB 1 MOCPEAHNKOB ESET (HE MOKyMNanTe ANLEH3UN Ha
HeouMUMaNbHbIX CTOPOHHUX BeB-CalTax, TakMxX Kak eBay, N NTNLEH3UN 0BLWEr0 NCNOJIb30BaHUSA Y
TpeTbux nuuy).

* 3arpyska npoaykTa ESET Smart Security Premium siBnsieTcs 6ecnnaTHoOM, HO AN1S akKTUBaL MK BO
BpEMS YCTaHOBKM TpebyeTca AeNCTBUTENbHbIN NNLEH3MOHHBIA KNOY ESET (Bbl MOXKETe
3arpy3uTb U YCTAHOBUTb NPOAYKT, HO 6€3 akTuBauun oH He byneT paboTaTh).

* He gpenntechb cBoen nnueHsnen B IHTepHeTe Unmn coumnanbHbIX CETAX (OHa MOXET CTaTb
LUMPOKO AOCTYMHOMN).

YT106bI pacno3HaTb NMPATCKYO ANLIEH3MI0 ESET 1 COOBLINTL O HEI, BOCMONb3YNTECh MHCTPYKLUAMMY,
KOTOpble NPUBELEHbI B CTaThe Hallel 6a3bl 3HaAHWI.

Ecnv Bbl He yBepeHbl B He0bXoAUMMOCTM NOKynaTb NPOAYKT 6€30NacHOCTM ESET, ANS NPUHATUSA
peLleHns MOXHO BOCMNOJIb30BaTbCsA NPOBHON BepCUuen:
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1. AKTMBaLMA ESET Smart Security Premium € noMoLbto 6ecnnatHon NpobHOM AnLIEH3UN

2. YyacTue B nporpamme 6erTa-TecTmpoBaHus ESET

3. YcTaHoBUTE ESET Mobile Security, €Can Bbl UICNO/Ib3yeTe MObUIbHOE YCTPONCTBO Android, 3TO
pelleHmne SBNAETCS YCNOBHO-6ecnnaTHbIM,

Y1060l NONYYUTb CKUAOKY U NPOJNNTb NNLUEH3WIO, MPOOJINTE MPOAYKT ESET.

AKTUBALUA He BbINOJIHEHA:
pacnpocTpaHeHHble CLueHapum

Ecnn akTmBauma ESET Smart Security Premium 3aBepLUniacb Heyaayen, Hanbonee pacnpocTpaHEHHbIMU
CUeHapnaMn ABNAKTCA:

* JINUEH3NOHHbIN K04 Y>XKe UCNOb3YyeTCs.

* Bbl BBE/IM HELOMYCTUMBIN JINLEH3NOHHbBIV KITHOY.

* B dhopme akTMBaLUMM OTCYTCTBYET WM YKa3aHa HefonycTtuMasa nHgopmauns.
* Owmnbka obMeHa faHHbIMK C CEPBEPOM aKTMBALIUN.

* Mogk/o4YeHne K cepBepaM akTMBaLMKM ESET OTCYTCTBYET UM OTKJHOYEHO.

YbeauTech, 4TO BBEAEH NPaBUIbHbIA JINLEH3NOHHbIN KNOY U €CTb NOAKM0YEHNE K IHTEepHeTY.
MonpobynTe akTUBMPOBATb ESET Smart Security Premium elue pa3. ECan ans aktusaumm Bbl
NCNoJib3yeTe yYEeTHYI0 3anucb ESET HOME, CM. CTaTbio YrpasieHue avueH3nsamm ESET HOME —
OHJIaH-CMpaBKa.

Ecnn oTobpaxkaeTcs KOHKpeTHas ownbka (Hanpumep, «JIMLEeH31s NPUOCTaHOBEHA» UK
«[peBbILLIEH NOPOr UCMOJIb30BAHMUS JINLEH3NN»), CeAyNTe NHCTPYKLUMAM B pasaene CocTosHue

JINLIEH3NNA.

Ecnv BaM BCe paBHO He yAaeTCs BbIMOJHUTbL aKTUBALMIO ESET Smart Security Premium, BOCMOJIb3yNTeCh
CpencTBOM ESET M0 YCTPaHEHUO HEMOJIaA0K aKTUBaLMN, KOTOPOE COAEPXKNUT OTBETbI Ha HacTo
3aJaBaeMble BONpPOChl, cBeaeHns 06 owmbkax n cnocobel pelweHnsa Nnpobnem ¢ akTuBaumen um
NNLLEH3UPOBAHNEM (LOCTYMHO Ha aHIIMACKOM N HECKONBbKUX APYrUX A3blKax).

CocTosiHUEe NULUEeH3UHU

Y nnueH3nm MoryT 6biTb pa3Hble COCTOAHUA. COCTOAHNE NnLEH3nN 0TobparkaeTcsa B ESET HOMIE.
Y1066l 06aBNTL NNLEH3MIO B YHETHYIO 3annCb ESET HOME, 03HaKOMbTEChH C pa3aenom LobasneHve

JNLEH3UNN.

Ecnin Y BaC HET yquHon 3anucn ESET HOME, MOXXHO CO3/[aTh HOBYH YYETHYH 3arnncb ESET HOME.

Mpw NtoboM COCTOAHUN NNLEH3NM, KOOME aKTUBHOI0, 0Tobpa3utcs coobuieHme ob ownbke Bo Bpems
aKTMBALMWN NN yBEAOMJIEHNE B [J1aBHOM OKHE MporpaMmebl.
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YT10bbl OTKNIOYNTL YBELOMNEHNUS O COCTOAHUN JINLLEH3UN, OTKPOWTE pa3gen PaclumpeHHsle
napameTpsl > YBepoMseHus > CocToaHua npunoxenums. LLienkHnte U3MeHUTb pagom C
3/ieMeHTOM COCTOSIHUA NPUJIOXKEHUSA, Pa3BEPHUTE 3/1eMeHT JIuueH3npoBaHUue 1 CHUMUTE (hJ1aXKOoK
PSALOM C yBEOMJIEHMEM, KOTOPOE HYXXHO OTKIOUYNTL. OTKJIl0YEHE YBELOMJIEHUSA He peLlunT

npobnemy.

B Tabnnue Huxe npueBeLeHbl ONUCaHNS U peKOMeHAyeMble pelleHns 418 pasHbiX COCTOAHMN

JINLEH3UN.

CocTosiHMe PelwieHue
JINLLEH3UU

AKTUBHbIN

MpesbiLleH nopor
NCNoJIb30BaHMUA

lprocTaHoBsEHa

18

JInueH3na oencTBuTEeNbHA, N HUKaKUX
AenCTBUI NoJSib30BaTeNs He TpebyeTcs.
Mporpammy ESET Smart Security Premium
MOXXHO aKTuBupoBaTb. CBeeHNs 0
NINLLEH3UN MOXXHO HaWTW B [J1aBHOM OKHe
nporpammbl > CnpaBKa U noaaepxka.

3Ta NNLEH3US UCMONb3YETCs Ha
60nblLUEM KOIMYECTBE YCTPOWCTB, YEM
OHa npegycMaTpuBaeT. OTobpa3uTca
coobuieHme 06 owmnbke Npy aKTUBaLUN.

JInueH3ns NpnocTaHoBIEHa U3-3a
npobnem c onnaton. YTobbl
NCMosb30BaTb JiMLEH3MI0, ybeamnTecs,
4TO B ESET HOME yKa3aHbl Baluu
aKTyasibHble MAaTeXHble AaHHbIE, NN
obpaTuTech K NOCPeAHMKY, Y KOTOPOro
6bi1a NnprobpeTeHa nmueH3nsa. 3Ta
ownbka MoXxeT oTobpa3nTbLCA BO BpeMs
aKTMBALWW WM B [J1aBHOM OKHe

nporpamMmesil.

Ana nonyyYyeHns fONOSIHUTENbHbIX
CBELlEeHUN CM. pa3fen AKTuBaumns He
BbIMOJIHEHA U3-3a NPEBbILIEHNS
nopora MCnoJib30BaHWUsA AULEH3NUN.

YCTaHOBNEHHbIA NPOAYKT: €CNN Y
BaC eCTb Y4eTHas 3anncb ESET
HOME, B yBeJOMJIEH M,
oTobpa)KaeMoM B r1aBHOM OKHe
nporpaMmbl, WenkKHUTe YNpaBnaaTb
NnuueH3Men B ESET HOME 1
NPOCMOTPUTE CBOW MNAaTEXHbIE
AaHHble. nn obpaTuTech K
nocpeaHunKy, y KoToporo bbina
npuobpeTeHa NnLEH3NS.

Owmnbka Npu aKTUBALUW: €Cn 'y Bac
eCTb y4YeTHas 3anucb ESET HOME, B
OKHe coobueHus 06 owmnbke npu
aKTMBaUUN WenkHMTe OTKPbITb
ESET HOME 1 NpOCMOTpUTE CBOM
nnaTeXxHble faHHble. nn
obpaTnTeCh K MOCPEAHUKY, Y
KoToporo bbina npnobpeTeHa
NNLEH3US.



Cpok aencTeus CpOK AeNCTBUS NNLIEH3UN UCTEK, U Bbl HE YCTAHOBJIEHHbIV NPOAYKT: B

NcTeK MOXETe aKTUBUPOBATb ESET Smart Security yBeLOMJieHUN, 0TobparkaemMoMm B
Premium C NMOMOLLbIO 3TOW NNLEH3UN. DTa [1aBHOM OKHE NpOorpamMmbl,
oLnmbKa MoXXeT 0Tobpa3nTLCs Bo BpeMsi  LWeNKHUTEe MpoanuTb IMLLEH3UIO 1

aKTMBaALIMW WX B [JIaBHOM OKHE CneaynTe MHCTPYKUMAM B pa3aene
nporpammbl. Ecnim nporpamma ESET Smart  Kak MpoainTb AULIEH3NIO? UK
Security Premium y>Ke yCTaHOBJIeHa, LeNKHNTe AKTUBUPOBaTb
KOMMbIOTEP HEe 3alULLEH N He NPOAYKT U BbibepuTe criocob
obHoBNsETCS. aKTMBaLMW.

Owmnbka Npu aKTUBALUN: B OKHE C
coobuieHmem 06 ownbke npu
aKTuBauuu wenkHute NMpoanurte
CBOIO JIMLLEH3MIO 1 C/leaynTe
NHCTPYKUMAM B pa3fene Kak
NPOAAVNTb AVNLIEH3NIO? NN BBEAUTE
HOBbIN MO0 NPOANEHHbIN
JNUEH3NOHHBIN KJTIOY U WENKHUTE
MpoanuTb INLEH3UIO.

OTMeHeHa Bawa nuueH3ns bbina oTMEHeHa Ecnm oTobparkaeTcs coobuieHne o6

KOMMaHnen ESET U NOCPeaHNKOM, Y ownbke «OTMEHEHHAN NULEH3NS» B

KOTOPOro Obina MpuobpeTeHa JNLEH3MA. [JIaBHOM OKHE NPOorpaMMbl Uan BO
BPEMS aKTUBaLMK, HO Balla
NNLEH3MS BoMHKHa paboTaTb
npaBusbHO, 06paTUTECH K
NoCpPeAHWNKY, y KoToporo bbiia
npunobpeTeHa NNLEH3MS.

AKTUBaLUA He BbiNOJIHEHA U3-3a npeBbiLUEeHUA
nopora UcnoJibsoBaHusA JIMLEH3UN

Mpobnema

* Bo3MOXHO, NnpeBbILLEeH NOpPor NCrosib3oBaHUA BalLLEn IMLLEH3UN, NN OHa NCnosb3yeTca He Nno
Ha3Ha4eHWUto

* AKTMBaULWA He BbINOJIHEHA U3-3a npesbileHnAa Nopora NCrnoJsib30BaHNA NLIEH3UNN

PewleHue

3Ta NMLEH3Us UCNONb3yeTcs Ha 6oNblueM KONNYECTBE YCTPOMCTB, YEM OHa NpedyCcMaTpuBaeT.
B0o3MOXXHO, Bbl CTa/nM XXepTBOM NUPATCTBa MK MNOAAEKN NPOrpaMMHOro obecneyeHns. 3Ta
NNLLEH3MA He MOXKeT BbiTb MCNONb30BaHa AN19 aKTUBaLMM Kakoro-nmbo apyroro npoaykTa ESET. Bbl
MOXXeTe pewunTb 3Ty NpobnemMy HenocpeACcTBEHHO, €C/IN Yy BaC €CTb MPaBO Ha yrnpaB/eHne
NNLEH3NEN B YHETHON 3anucy ESET HOME unm ecnv Bbl Npruobpenn MLEH3nIo B 3aKOHHOM UCTOYHNKE.
Ecnn y Bac ellle HET y4eTHOW 3anucu, cosfanTe ee.

Ecnu Bbl ABNSEeTECh BNAAENbLEM JINLIEH3UN N He nonyvynnn 3anpocC Ha BeBOA agpeca 3l'leKTpOHHOI7I
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NOYThbl:

1. YT0o6bl yrnpaBnaTb MULEH3MEN ESET, OTKponTe BeO-bpay3ep n nepenante Ha Beb-canT
https://home.eset.com. OTKPONTE ESET License Manager 1 yaanute nnbo geaktmenpymnte paboyune
MecTa. bonee nogpobHbie CBeAeHUs CM. B pa3gene YTo fenath B C/1y4ae MPeBbILEHNS NOPOora
NCNOJIb30BaHUA JINLIEH3UMN.

2. Y106kl pacno3HaTb NMPATCKY NNLEH3MI0 ESET 1 COOBLLNTL O HEN, BOCMONb3YNTECH
WHCTPYKUMAMN B CTaTbe Hallen Dasbl 3HaHUN.

3. EC/iM Bbl HE YBEPEHbI B TOM, YTO NPOUCXOANT, HAXXMUTE KHOMKY «Hasap» 1 CBAXMUTECHL CO
CNyXX00M TexHMYeCKon noanepXXKku ESET Mo 3N1eKTPOHHOW MoyTe.

Ecnu Bbl He Bnageney ANLEH3UN, CoobLLMTE BAaebLy 3TON INLEH3NN O TOM, YTO Bbl HE MOXXETE
aKTMBMPOBaTb NPOAYKT ESET 13-3a NPEBbILIEHUS NOPOra UCMO0b30BaHUS N1LLEH3UN. Bnageney,
MOXET PeLnTb 3Ty npobnemy Ha nopTane ESET HOME.

Ecnv Bbl Nony4nTe 3anpoc Ha NOATBEPXAEeHMe agpeca 3N1eKTPOHHOM NoYThl (OH oTobparkaeTca
TONbKO B HEKOTOPbIX Cy4asx), BBeAUTE aipec 3/IeKTPOHHON MOYThI, KOTOPLIN Bbl U3HAYaIbHO
nCcnosib3oBasan ANs MOKYNKM Man akTuBauum ESET Smart Security Premium.

lNMoBbilLeHUe YPOBHA JINLLEH3UM

3TO OKHO YBEJOMJIEHMS MOABAAETCS, KOraa bbina M3MeHeHa NLEH3Us, UCMoJib3yeMast As
aKTUBALMK Ballero NpoaykTa ESET. U3MeHeHHasi NMNLIEH3MS NO3BOISIET aKTUBUPOBATbL MPOAYKT,
KOTOPbIV UMeeT bonblue PyHKLMA 6e30MacHOCTI. ECIM HUKaKMX U3MEHEHWI CAenaHo He 6bis10, B
ESET Smart Security Premium 0AuH pa3 0Tobpa3nTcs okHO npeaynpexaeHus Mepexoa K
MCNOJIb30BaHMIO NPOAYKTa C 6ONbLUMM KONNMYECTBOM (PYHKLMNA.

Da (pekoMmeHpyeTca): 6yaeT aBTOMAaTUYECKU YCTAHOBMIEH NPOAYKT C LOMOJIHUTENbHbIMY
hyHKUMAMU Be3onacHOCTH.

HeT, cnacnbo: HUKaKNX N3MEHEHU He 6y,D,ET, nysegomiieHne 6onblle He NosBUTCS.

CBefieHns 0 TOM, Kak U3MEHUTb NPOAYKT MO3>Xe, CM. B CTaTbe 0asbl 3HaHUA ESET. [IONONHUTENbHbIE
CBeleHNs 0 NNLeH3Max ESET cM. pasgesie Bornpockl M OTBETLI 0 JIMLLEH3VPOBAHUMN.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLOro 13 NpoayKTOB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb obHapyxeHus

PaclwmpeHHoe MalnHHoe obyyeHune
BNOKUPOBLLMK 3KCMNIOATOB

3almTa OT aTak Ha OCHOBe CLeHapues
3aliuTa OT (PULINHra;

N N N N 8N 8N
N N N N 8N s~
N N N N 8N s~

3awuTa goctyna B UHTepHeT
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

CncTeMa HIPS (B TOM Ynce 3almTa OT NporpamMm- v v v
BbIMOraTenen)

3awuTa oT crnama

dariepson

NHchekTop ceTun

3awmTa Beb-kamepbl
3awmnTa OT ceTeBbIX aTak
3awmTa oT 60THETOB
3awmTa 6aHKOBCKOM onsaThbl
PoanTenbCKUM KOHTPOJIb

N N N N N N SN SN s

AHTUMBOp
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NSNS S

MoBbiLLeHue YPOBHA NPOAYKTa

Bbl 3arpy3nin yCTaHOBLLMK MO YMOAYAHUIO U PELLUNAN U3MEHUTb aKTUBUPYEMbIA MPOAYKT, UIN Bbl
XKenaeTe 3aMeHUTb YCTAHOBNEHHbIA NPOAYKT Ha NPOAYKT C AOMNOJIHATENbHBIMU (YHKLMAMN
b6e3onacHocCTN.

MN3MeHeHMe NpoayKTa BO BPEMS YCTAaHOBKMU.

B npuBefeHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 (ESET Internet| ESET Smart

Antivirus Security Security
Premium

Mogaynb obHapyxeHus v v v
PaclwmpeHHoe MalwnHHoe obyyeHne v v v
BNOKMPOBLUMK 3KCMIONTOB v v v
3awmTa OT aTak Ha OCHOBE CLieHapueB v v v
3aliuTa OT (PULINHTa; v v v
3awmTa goctyna B UHTepHeT v v v
CncTema HIPS (B TOM Yucne 3awmTta OT NporpamMmm- v v v
BbIMOraTesnen)

3awuTa oT cnama v v
®anepson v v
VHcnekTop ceTn v v
3awmTa Beb-kamepbl v v
3awunTa OT CeTeBbIX aTak v v
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

3awmTa oT boTHETOB
3awmnTa 6aHKOBCKOM onnaThl
PoanTenbCKuin KOHTPOJIb

N S N S

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N 8N 8N SN

NMoHU)XKeHue YPOBHA JIMLLEH3UU

3TO0 AMaNoroBoe OKHO MNOSBASAETCS, KOrAa Obina n3MeHeHa NIMLEH3Us, UCNONb3yeMas ANs akTUBaLum
BalLlero NpoAykTa ESET. I3MeHeHHas NLEH3Us MOXKET UCMO0/Ib30BaThCs TONLKO C APYriM MPOAYKTOM
ESET, KOTOPbIA UMeEeT MeHbLUe yHKLMA 6e3onacHoCcTW. MpoayKT OblN N3MEHEH aBTOMATUYECKM,
4TOObI NPEAOTBPATUTL NOTEPIO 3ALUUTHI.

HdononHuTtenbHble CBeOEHNSA 0 NNLLEeH3NAX ESET CM. pasgene Bonpockl M OTBETLI 0 JINLEH3UPOBAHWN.

B npuBeneHHON HxXe Tabnuue onucaHsl (PYHKLMN Ka)KA0ro 13 npoayKToB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb obHapyXeHuns

PaclwmpeHHoe MalmnHHoe obyyeHne
BNOKMPOBLLMK 3KCMJIONTOB

3almTa OT aTak Ha OCHOBe CLeHapues
3aliuTa OT (PULINHra;

3awmTa goctyna B MHTepHeT

N N N N N 8N s~
N N N N N 8\ s~
N N N N N 8N s~

CncTeMa HIPS (B TOM YMCe 3alimTa OT NporpamMm-
BbIMOraTenen)

3awmnTa oT cnama

®ariepson

NHchekTop ceTun

3awmTa Beb-kamepbl
3almMTa OT ceTeBbIX aTak
3awmTa oT 60THETOB
3awmTa 6aHKOBCKOM onnaThl
PoanTenbCKUm KOHTPOJIb

N N N N N N N 8N s

AHTUMBOp
Password Manager
ESET Secure Data

N N N N N N N NSNS S
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

ESET LiveGuard v

NMoHu>XeHue ypoBHA NPOAYKTa

YCTaHOBNEHHbIN ceryac NPoAYyKT umeeT Bonblue hyHKUMA No obecneyveHnto 6e3onacHoOCTU, YeMm
NPOAYKT, KOTOPbIN Bbl cOBMpaeTech akTMBUPOBaTb. PYHKLMA Secure Data M gucneTyep Password
Manager He BXOLAT B COCTaB 3TOro NpofykKTa. Bbl He CMOXeTe co3faBaTb 3allM(POBaHHbIE (halbl.

B npuBefeHHO HKe Tabanue onncaHbl OYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb obHapyxeHuns

PaclwmpeHHoe MalwnHHoe obyyeHne
BNOKMPOBLLKK 3KCMJIONTOB

3alwunTa OT aTak Ha OCHOBe CLieHapues
3aliMTa OT (PULLMNHIa;

3awmTa pgocTtyna B HTepHeT

N N N N N 8N s~
N N N N N 8N s
N N N N 8N 8N s

Cnctema HIPS (B TOM YMCe 3almTa OT NporpamMm-
BbIMOraTesnen)

3awmTa oT cnama

®anepson

MNHCneKkTop ceTun

3awmTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6aHKOBCKON onJiaThbl
PoanTenbCKUm KOHTPOJIb

N N N N N N N 8N SN

AHTUMBOp
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NN NS

YcTpaHeHue HenoJsiagoK Npu yCTaHOBKE

Ecnn BO BpeMs yCTaHOBKW BO3HUKAOT I'IpOGJ'IGMbI, MacCTep YCTaHOBKW NpenoCTaBNdeT pelwleHne on4d
YCTPaHeHNA HEMONa40K, KOTOPOE NMOMOXXET C HUMW CNPaBUTbCA, eCJZI 3TO BO3MOXXHO.

LLlenkHuTe 3anyCcTUTb YCTPaHeHUe HenonapokK. Korga pelleHne ans yCTPaHeHMs Hemnonamok
3aBepLINT paboTy, BLINONHUTE PEKOMEHAYEMbIE AEeNCTBMS.
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Ecnn npobnema He byfeT ycTpaHeHa, CM. CMCOK PacnpoCTpaHeHHbIX OWNOOK YCTaHOBKI 1 PeLLeHII
015 HUX.

NepBoe CKaHUPOBaHUe NnocJie YCTaHOBKMU

lNocne yCcTaHOBKM ESET Smart Security Premium W NMepBOro yCcrnewHoro 0bHOBNEHNS aBTOMATUYECKM
Ha4MHaeTCA CKaHNPOBaHME KOMMbIOTEPA Ha HaJIn4ne BpeaoHOCHOIro Koda.

CKaHVIpOBaHVIe KOMMbOTEPA TakKXeE MOXXHO 3aMyCTUTb BPY4YHYIO B [JTaBHOM OKHE MPOorpaMmsl >
CKaHupoaaHue KoMnbloTEpa > CKaHMpOBaTb KoMnbloTEep. Ons nonyyeHmMsa OONnOJHUTENbHbIX
CBeOEHUN 0 CKaHMpOBaHUN KOMMblOTEPa CM. pa3nen CkaHVpoBaHMe KoMnbTepa.

(es[3) SMART SECURITY mxzmmm » - o X
08 Ofece CkaHupoBaHWe KomnbroTepa ?
Q CKEHMFIDEEHME @
KomMbtoTepa PacuwmpeHHoe ckaHWpoBaHue ~
BhIGOpOYHOE CKAHWDOBaHWE W CKAHWPOBaHWe
™  OBHoBneHKUE CHEMHBIX HOCHTENEH
L=
E CepBuc
MNepeTawmTe cioda Qainebl ANA CKaHMPOBaHWA

i?}; Hactpoiika
@ Cnpaeka 1 nogaepxka Q CkaHWpOoBaHMe KOMMNbIOTEPa 6/29/2023 2:18:23 AM
(oY Yuetnan sanwce ESET =
Ee nome Mpouzolwno oBHapyKeHuii: 0

Ch$Recycle Bin\5-1-5-21-2730562824-3853404064-388590503-100 14 $RZYRY..\page_setup.png n u

LR R LN RN
~ bonblue ceegeHWin OTKpbITe OKHO CKaHMPOBaHKUA
3TO MOXET 3aHATE HEKOTOpDOE BPEMA. Mo 33BEPLUEHNA CKaHWPOBaHNA Bbl NOMYHYWTE YEELOMIEHHE,

Progress. Protected. [eiicTeme nocne ckaH. |HWYero He NpeanpUHUMAaTE ~ @

ObHoBNIEHUE 0,0 HOBOW BEepCUM

HoBble Bepcum ESET Smart Security Premium BbIMYyCKaOTCA A8 peann3auim yayyweHnn nam
ncnpasneHus npobnem, KotTopble He MOryT BbITb YCTPaHEeHbl aBTOMaTMYeCKUM 0OHOBEHMEM
MO,EI,y)'IeVI nporpamMmesil. ObHoBNEHMe o H6onee HoBOM BEPCNN MOXXHO BbIMOJHUTbL OOHUM N3
HEeCKOJIbKMX Cnocobos..

1. ABTOMaTMYeCKM NyTeM 06HOBNIEHNS NPOrPaMMbl.

MockonbkKy 06HOBNEHUS MPOrpaMMbl PACNPOCTPAHSIOTCA CPeAN BCEX MOJIb30BaTENEN N MOTYT
NMOBANSATb HAa HEKOTOPbIE CUCTEMHbIE KOH(UIYypaL K, OHM BbINMYCKATCS TONbKO Mocie
OJINTENbHOrO TeCTUPOBaHUSA C Lenbto obecneyeHns becnepeboinHon paboTbl Ha BCEX BO3MOXXHbIX
KOHUrypaumax. Ytobbl nepenTn Ha HOBYIO BEPCUIO Cpa3y MocJie ee BbiNMyCKa, BOCMOAb3YyNTECh
OOHVM U3 NepeYnCNeHHbIX HKe cnocobos.
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YbeauTech, 4TO BKAOYEH NapamMeTp OOHOBNEeHne (PyHKLMA NPUIIOKEHUA B pa3aene
PacluvpeHHsle napamMeTpsl > ObHoBneHue > Mpodunu > O6HOBNEHUS.

2. Bpy4YHyto B r1aBHOM OKHE MporpaMMbl € MOMOLLbIO KHOMKK MpoBepuTb Hanu4yne o6HOBNEHUI
B pa3nene OOHOBNeHue

3. Bpy4Hyto nyTeM 3arpysku n yCTaHOBKMW HOBOW BEPCUY MOBEPX NPeablAyLLei.

HononHnTtenbHble CBeAEHNSA N UAIOCTPUPOBAHHbBIE MHCTPYKLUUN CM. B pa3fenax:

» ObHOBJIEHME MPOAYKTOB ESET — NPOBEPKa Ha HaJM4yme HOBENLMX BePCUA Moayaen NpoayKTa

* PasnnyHble TUNbl BbINYCKOB M 0OHOBAEHWUN MPOAYKTOB ESET

ABTOMaTU4YeCKOe OOHOBJIEHMe YyCTapeBLueun
BEpPCUM NPOoAYyKTa

Bepcna npoaykTa ESET 60/blue He noanep>xmnaeTtcs. Baw npoaykT 6bi1 06HOBAEH [0 NOoCenHen
BEPCUU.

A PacnpocTpaHeHHble Npobaembl, BO3HUKAKLIME MPU YCTAHOBKE

Kaxxaas HoBas BepCMa NPOAYKTOB ESET COAEPXXUT MHOXKECTBO MCMpaBaeHni ownbok un
ynyyweHun. Mimetowmecs KIMeHTbl C AeNCTBYIOLWEN NLEH3Nen NS NpoayKTa ESET MoryT
6ecnnaTHO NepenTn Ha MNOCAESHIO BEPCUIO TOrO XXe NPoAYyKTa.

YT10bbI 3aBepWnNTb YCTAaHOBKY, BbIMOJIHNTE Cieaytolne AencTems.

1. Haxxmure anIHiITb U NPOAOJIKHUTD, 4YTObBI MPUHATDL JINLLEH3OHHOE cornauleHne ¢ KoHe4YHbIM
MnoJib30BaTesIEM N NOATBEPANTL CBOE Cornacume C NOJNTUKON KOHMAEHUNaNLHOCTU. ECan Bbl He
COrjlacHbl C JIMLEH3MOHHbBIM COrflalleHneM, HaxxMuTe Yaanutb. BoCCTaHOBUTL npeabiayLwyto
BEpPCNO HEBO3MOXXHO.

2. lLlenkHuTe PaspewwnTb BCe M NPOAOJIKUTL, 4TOObI paspewnTb Kak CuctemMy 06paTHOM CBA3M
ESET LiveGrid®, Tak n [1porpamMmmy yayylieHns noJib30BaTesbCKOro OrbiTa, Uan HaXxMuTe
MpoAosIXUTb, €C/IN Bbl HE XOTUTE Y4acTBOBaTb.

3. lNocne akTMBaLMM HOBOIro NPoAYyKTa ESET C NOMOLLbIO JINLLEH3MOHHOIO KJt04a OTKPOeTCH
CTpaHuUa <<063op>>. Ecnun cBefeHns 0 IMUEH3MM He HaAEeHbl, Bbl CMOXeTe npoAo/IXKNTL C HOBOM
NIMLeH3nen Ha np06Hoe ncnonb3osaHune. ECnm nuueHsns, ncnonb3yemas B npeibigyuem
NPOOYKTeE, HeAenCTBUTENbHA, aKTUBMPYNTE NPOAYKT ESET.

4. ns 3aBepLUEHNS YCTAHOBKN HE06X0AMMO Nepesarpy3nTb YCTPOMCTRO.

byneT BbiNoJIHEHa YCTaHOBKaA ESET Smart
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Security Premium

9T0 AMaNOroBoe OKHO MOXKET 0Tobpa3nTbCA:

*B npouecce yCTaHOBKN — LLUEJIKHNTE npO.D,Oﬂ)KVITb, 4yTOObI YCTaHOBUTb ESET Smart Security
Premium.

° an N3MEHEeHN NNLUeH3nmn B ESET Smart Security Premium — LWENKHUTE AKTVIBVIPOBaTb, 4YTODOBI
W3MEHUTb JIMLLEH3UIO U aKTUBMPOBATb ESET Smart Security Premium.

C nomouwbto napameTpa U3MeHUTb NPOAYKT MOXHO NepeksinyaTeCa Mexay Windows-npogyKTamum
ESET 419 fOMALUHEro Ucnosb3oBaHus, LOCTYMHbIMA B COOTBETCTBUM C Ballen anueH3nen ESET.
MoapobHee cM. B CTaTbe Kakon y MeHS NPOAYKT.

NMepexon K UCNOJIb3OBAHUIO APYIrON JINMHEUKH
NPoOAYKTOB

Bbl MOXeTe rnepekaiYaTbCa Mexnay pasnyHbiMn Windows-npoayKTaMn ESET Ana OOMaLLHEro
NCrnosib3oBaHUA, OOCTYMNMHLIMW B COOTBETCTBUN C Ballen nuueH3nen ESET. I'IonpoﬁHee CM. B CTaTbe
Kakoi y MeHs NpoayKT.

Perucrpauus

3aperncTpupynTe NMLEH3UIO, 3aM0JHMB NOJIS PErUCcTPaLMOHHOR (POPMbI U HaXKaB AKTUBUPOBATD.
0O6s3aTeNbHbl K 3aN0JIHEHUIO NOAS, PAAOM C KOTOPbIMU B CKOBKax faHO COOTBETCTBYIOLLEE YKa3aHMe.
laHHas nHhopmaumsa byneT ncnosib30BaTbCA TONbKO B LIENAX, CBA3aHHbIX C Ballen AnLeH3men ESET.

Xopn BbiNOJIHEHUSA aKTUBaL UK

MpoLecc akTMBaLMM 3aiMeT HECKOJIbKO CEKYHJ (He0bX0ANMOe BPEMSI MOXKET OT/INYaTbCA B
3aBMCUMOCTYM OT CKOPOCTMN MNOAKJOYEHNS K VIHTEpHETY U XapaKTePUCTUK KOMMbIOTEpa).

AKTUBaLUA BbINOJIHEHA

Mpouecc akTMBaumm 3aBepLleH. YTobbl 3aBepLUNTbL HACTPOMKY ESET Smart Security Premium, cnenymTte
yKa3aHUsAM NoCiieyCTaHOBOYHOIro MacTepa.

O6HoBneHne MOAynA Ha4YHETCA Yepe3 HECKOJIbKO CEKYHA. Perynﬂprle obHoBNEHNS ESET Smart
Security Premium Ha4YHYTCS Cpa3y nocJsie 3Toro.

I'IepBoe CKaHMpoOBaHWE HA4YHETCA aBTOMaTUYECKKN B TEHEHNE 20 MWHYT nocne obHoOBNIEHNS MoAaynA.
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PyKoBOACTBO OJ11 HAYUHAIOLLUX

B 3TOM pa3gene npmBoaaTca oblime cBefleHMs 0 NporpaMMHoOM obecrneyeHun ESET Smart Security
Premium W €ro OCHOBHbIX MapamMeTpax.

3HA4YO0K Ha NaHesNu 3apmau

K HekoTopbIM Hanbonee BaXKHbIM YHKLNAM U HACTPOMKAM MOXXHO MOJIy4YUTb AOCTYMN, LWENKHYB
NpaBoOW KHOMKOW MbILLW 3HAYOK Ha NaHenn 3aaav (e,

MpuocTaHOBUTL 3aLUTY. Ha 3KpaH BbIBOAMTCA AMANOroBoe OKHO A1 NOATBEPXAEHUSA. B Hem
MOXHO OTKJIIOYUTb MOAY/1b 06HapyXeHus, KOTOPbIA KOHTPosIMpyeT obMeH annamn n aHHbIMA
yepes NHTepHeT 1 31eKTPOHHYI0 MoYTYy, NpefoTBpaLlas TeEM CaMblM aTaku Ha cuctemy. C NoMoLLbio
packpbiBaloLwerocs MmeHio MHTepBan BpeMeHU MOXHO YKa3aTb, Ha Kakoe BpeMs OTKJIlo4YaeTca
3awuTa.

A OTK/IHOYNTD 3aWUTY OT BUPYCOB M LUMWUOHCKWUX Nporpamm?

OTKNHOUEHWE 3aLLMTEl OT BHPYCOE W LUNWOHCKWX NpOrpamm NpUEedeT K OTKIHOYEHWHD 3aLumuTa -taﬁ.ﬂC-BC-ﬁ CHCTEMEI
E PeaneHOM EpemMeH, 3allMTel 4OCTYNa B HHT:"[}H:"T. 2AWLNTEl NOYTOEBOTD KNWEHTE W 2allWTel OT I1'3lILI.IlIHI'a. 310
CASNaeT KOMNEKOTED YAZEWMEIM 4NA pa3HC'C"f'r333Hbl'i yrpos.

MpuoctaHoBuTe Ha 10 MUHYT 9 MpumeHnTE OtmeHa

e

MpuoctaHoBuTbL paboTy chanepsona (paspewntb Becb TPagPuK): haiepson NepeBoanTCa B
HeaKTUBHOE COCTOsAHME. N5 Noay4YeHnsa OOMNONHUTENbHbIX CBeAEHUA CM. pa3aen CeTb.

BnokupoBaTb BeCb ceTeBOM TpaduK: BeCb ceTeBon Tpaduk byneTt 3abnoknposaH. YTobsbl
pa3bnoKMpoBaThb TpaduK, LWenkHUTe OCTaHOBUTbL 6/I0KMPOBKY BCero ceteBoro Tpacduka.

PaclumpeHHble napaMeTpbl: Bbi30B PaClUVPEHHbIX NapamMeTpoB ESET Smart Security Premium. YT0o6bI
OTKPbITb paClUMPEeHHbIE NAapaMeTpPbl B IJ1aBHOM OKHE MPOAYKTa, HaXMNTE KNaBuwy F5 Ha
KnaBnaType unu Boibepnte HacTpomka > PacluMpeHHble napaMeTpbl.

Dannbl XKypHana: ansibl XXypHana cogep>xaT MHPOPMaLIMIO 0 BaXKHbIX NPOrpPaMMHbIX COBbITMAX 1
npenocTaBnaioT obline ceegeHns 06 obHapyxeHmaXx.

OTKpbITb ESET Smart Security Premium: OTKPbIBaeT [J1aBHOE OKHO NMporpamMmebl ESET Smart Security
Premium.

COpocuTb HAaCTPOMKM MaKeTa OKHa: [1/15 OKHa ESET Smart Security Premium BOCCTaHaB/MBaOTCS
pa3mMmep 1 noaoXeHme Ha a3KpaHe Nno yMmoJsi4HaHUto.

Pe>XXuM uBeTa: OTKpbIBaeT HacTPONKN NHTepdenca, C NMOMOLWbIO KOTOPbIX MOXXHO U3MEHUTb LBET
rpaguyeckoro nHTepdenca.

MpoBepuTb HaNIM4YMe OOHOBAEHUI: 3anyCcK 0OHOBNIEHMS NPOrPaMMbl UM MOAY NS, YTOObI
obecneynTb 3aWMUTY. ESET Smart Security Premium aBTOMaTW4Y€CKU NPOBEPSET HaM4ne o6HOBNEHWIA
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HECKOJIbKO pa3 B O€Hb.

O nporpammMe: oTobpaxkeHne MHHopMaLIMM O CUCTEME, CBeLeHMI 06 YyCTaHOBIEHHOW BepCum ESET
Smart Security Premium 1 yCTaHOB/IEHHbIX MOZYISIX MPOrpaMMmbl, @ Takxe LaHHbIX 06 onepaunoHHO
CUCTEME N CUCTEMHbIX pecypcax.

CoyeTaHua Knasuul

Ina 6onee yﬂ,06HOl7I HaBuUrauum B ESET Smart Security Premium MOXXHO UCNOJIb30BaTh Cegyowne
covyeTaHuAa KNnaBULL:

F1 BbI30B CNpPaBKM

F5 BbI30B OKHa pacCLUMpPEHHbIX NapaMeTpoB

CTpenka BBepX nau HaBMraumsa B NyHKTaX PaCKPbIBAOLLEr0oCs MEHIO

CTpesiKa BHU3

TAB nepexon K ciefyloLemy 3/IeMeHTy rpadmuyeckoro nHTepdenca
NoNb30BaTENS B OKHE

Shift+TAB nepexopn K NpeablayLwemy 31eMeHTY rpadmyeckoro nHTepdenca
NnoNb30BaTeNS B OKHE

ESC 3aKpbITUE aKTUBHOIO ANASIOrOBOro OKHa

Ctrl+U oTobpa)kKeHne CBeAEeHMIN O NNLLEH3MMN ESET 1 BalLeM KOMMblOTEpe
(nHopMauma ana cnyxbbl TEXHUYECKON NOOAEPIKKM)

Ctrl+R BOCCTaHOBJIEH/E pa3MepOB OKHa NPOAYKTa M ero rnoJIoXKeHns Ha 3KpaHe
N0 YMON4aHUIo

ALT + CTpesiKa BJIeBO nepexop Hasag

ALT + CTpenka BnpaBo nepexon snepeg

ALT+Home nepexon Ha LOMALLHIO CTPaHULY

Ina HaBurauum Tak>Xe MOXXHO MCMNOJIb30BaTb KHOMKW MbILIW Hasag nin Brepea.

Mpocdpunu

JucneTyep npodunen Ncnosb3yeTcs B ABYX pa3aenax ESET Smart Security Premium: B pa3aene
CkaHupoBaHue no TpedboBaHMIo 1 B pa3fene OGHOBneHue.

CKaHupoBaHMe KOMNblOTEepa

B ESET Smart Security Premium €CTb YeTblpe NpeiBapuTesibHO 3alaHHbIX NPOMUAN CKAHUPOBAHMS:

* IHTenneKTyanbHoe CKAaHMPOBaHUE — 3TO NPOW/b PACLUIMPEHHOIO CKaHNPOBAHMWS MO
yMoJi4aHuo. Ons npomns NHTENNEKTYalbHOr0 CKaHUPOBAHUS UCMO/Ib3YETCS TEXHONOI A
WHTENNEKTYaNbHOW ONTUMU3aLNW, NCKIIOYalOLWasn (haiisibl, KOTOPbIe BO BpeEMS NpeablayLLero
CKaHMpPOBaHWA bblan onpefeneHbl Kak YACTbIE U C TOr0 BPEMEHMN HE U3MEHSASIUCH. DTO
obecrneymBaeT COKpaLLEHNE BPEMEHN CKAHUPOBAHNS NPV MAHUMANbHOM BAUSIHAMN Ha
6e30MacHOCTb CUCTEMBI,
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* CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MeHI0 — Bbl MOXETe 3aMyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHwue no TpebosaHuio ans noboro danna. Mpodunb «CkaHMpoBaHME Yepes
KOHTEKCTHOE MeHI0» MO3BOISET ONpenesiMTb KOHPUrypaunto CKaHMPOBaHNUS, KoTopas byaeT
MCMOSb30BaTLCA NMPU 3aMyCcKe CKaHMPOBaHMA TakMM CNocobom.

* Tnybokoe ckaHupoBaHue — [1511 npoduns rnybokoro CKaHNMPOBaHNA NHTENIEKTYalbHas
ONTMMMU3ALNS MO YMOSHAHUIO HE UCMOJMIb3YETCs, MO3TOMY NPW UCMO0JIb30BAHMKN 3TOr0 Npodus
HUKakune aibl N3 CKAHUPOBAHUS HE UCK/OYAOTCS.

* CKaHMpOBaHMe KoMnbloTepa — 3TOT NPOGW/b MO YMOIYAHNIO UCMO/b3YETCS Npw
CTaHAAPTHOM CKaHWPOBaHWUM KOMMblOTEpa.

MpeanoyTuTEeNbHbIE MapaMeTpbl CKAHNUPOBAHNSA MOXHO COXPaHUTb A4S UCMONb30BaHNS B
JanbHenwem. PekomeHayeTCs co34aTh OTAEbHbIA NPOGUAb A1 Ka)XA0r0 PErynspHo
MNCNOJIb3YEMOro CKaHMPOBaHMA (C pa3/inyHbIMKU 0ObEKTaMM, METOAAMM CKAHNMPOBAHUSA 1 NPOYHUMM
napameTpamum).

YT106bI CO34aTb NPOGMAL, OTKPONTE pa3fen PacluvpeHHblie napameTpsl > Moaynb obHapyXeHus >
Mpoueccbl CKAHUPOBAHUA BPEOOHOCHbIX NporpamMMm > CKaHMpoBaHue no TpeboBaHuio >
Cnucok npodunen > U3MeHUTb. B 0kHe ilucnetyep npodunenn 4OCTYNHO pacKpbiBatoLLeecs
MeH!0 BbiOpaHHbIM NPOdUAb CO CMNCKOM CYLLECTBYIOLNX NPOGWIEN CKaHMPOBaHMA 1 ONumen gns
C034aHMA HOBOro. [1ns Co3a4aHns NPog Mg CKAaHUPOBAHUSA B COOTBETCTBMM C KOHKPETHbLIMM
noTpebHOCTSAMM CM. pa3fen ThreatSense, FAe OMUCLIBAETCA KaXKAbI NapameTp, UCMOob3yeMbIn 4114
HaCTPOMKN CKaHNPOBAHUA.

Mpeanonoxum, Bam TpebyeTcs co3faTh COBCTBEHHBI NPOPUSIbL CKAHUPOBAHKS. XOTS
KOH(Mrypaums CKaHMpoBaTb KOMMNbIOTEP 4YaCTUYHO MOAXOAMNT, CKAHUPOBATb NPOrPaMMbl-
YNaKOBLLMKIA WAN MOTEHLINAIbHO OMNaCcHbIe MPUI0XKEHNS He TPeByeTCs U HY>XXHO NPUMEHUTL
Bcerpa ucnpaBnatb obHapyXxeHue. BBeamTe uMs HOBOro Npocuss B OkHe fiucnetyep
npocdunen n HaxmmTe KHonky JLo6aBuTb. BbibeprTe HOBbIN NPOdKIbL B PaCcKpbIBalOLLEMCS
MeHs BblIOpaHHbIKN Npodunb N HAaCTPONTE OCTasIbHbIE MApPaMeTPbl B COOTBETCTBIM CO CBOVMU
TpeboBaHNAMM, @ 3aTEM HaXXMUTE KHOMKY OK, 4TOObI COXPaHWUTb HOBbIN MPOIIb.

OOHOBJIeHue

PepnakTop npodunei, pacnosioXXeHHbIn B pasgesie «HacTtpoika 06HoBNEHNI», AT No/ib30BaTeNs M
BO3MOXXHOCTb C034aBaTb HOBble Nponin 0bHoBNeHNS. Co3haBaTb U UCMONb30BaTbh COOCTBEHHbIE
nonb3o0BaTesbCckme Npouan (T. e. Mpouan, OTANYHbIE OT NPOodKUaa No ymonyaHuio Mo npocdunb)
cnepyeT TONIbKO B TOM CJlyvae, eCnn KOMMbIOTep NOLKN0HaeTCs K cepBepaM 06HOBAEHUIN pa3HbIMK
cnocobamw.

B KayecTBe npuMepa MOXXHO MPUBECTU HOYTOYK, KOTOPbIN 0BbINHO MOAKNOYAETCS K IOKaNnbHOMY
cepBepy (3epkasy) B IOKaJIbHOM CETU, HO TakKXe 3arpy>xaeT 0bHOBJIEHUSA HENOCPeLCTBEHHO C
cepBepoB 0OHOBIEHUI ESET, KOrga HaXoAUTCS He B JIOKAJIbHOW CeTU (Hanpumep, BO BpeMs
KOMaHAMPOBOK). Ha TakoM HoyTByKe MOXHO MCNOJIb30BaTh ABa NPOMWIA: NepBbIN HACTPOEH Ha
NOAKJIYEHME K IOKaJIbHOMY CepBepy, @ BTOPON — K OAHOMY M3 cepBepoB ESET. Mocie HaCTPONKK
npocunen nepenanTe B pasnen Cny>xedbHblie nporpamMmel > MNaHUPOBLUMK N N3MEHUTE
napameTpbl 3afa4 0bHOBNEHUA. Ha3HaybTe 04UH U3 Npodusien B Ka4eCTBE OCHOBHOIO, a ApYron — B
KayecTBe BCNOMOraTesbHOro.

Mpodunb o6HOBNEHUA: TeKyL M Npodub 06HOBNEHMS. 15 n3MeHeHUs Npodnns BbibepuTe
HY>XHbIA U3 PaCKpPbIBAOLLErOCS MEHHO.
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Cnucok npocdunen: cosfaHme niv pefakTuposaHue npoguien obHOBNEHNS.

ObOHOBNEHUA

PerynspHoe 06HOBEeHWe ESET Smart Security Premium — ly4wwnin cnocob obecneynTb MakCUMasbHbIN
ypoBeHb 6e30MacHOCTM KoMMbloTepa. Moay/ib 0OHOBEHWS NOAAEPXKNBAET aKTyaslbHOCTb
MPOrPaMMHbIX MOAYJ/1EN N KOMMOHEHTOB CUCTEMBI.

BblﬁpaB NYHKT OGHoBNEHMe B [/1aBHOM OKHE MPOorpaMmbl, MOXKHO MPOCMOTPETb I/IH(.t)OpMaLI,I/I}O 0o
TeKyLieM COCToAHUNN obHOBNEHNS, B TOM Yncie A0aTy 1 BpeMa nocsieaHero ycnewHo BbiNnoJIHEHHOI 0
0OHOBJIEHUS, a TaKXKe CBeAeHNSA 0 HeobxoaMMoCTN 0BHOBNEHNS.

KpoMe aBTOMaTN4YeCKoro 06HOBMEHUS, MOXHO BbINOJIHUTL 0OHOBMEHME BPYYHYIO, HAXKaB KHOMKY
MpoBepuTb HanM4Yne 0OHOBNEHUN.

(eSR) SMART SECURITY ® - 0O X

Ogsop O6HoBNEHne ?

CkaHnpoBaHue
KOMMBHOTEPS

v, ESET Smart Security Premium
TR Tekywian Bepona; 16.2.9.0

Q

Cepenc
V MocnegHee ycnewHoe oBHOBAEHME: 6/

MocneaHaA yonewHan NpoBepKa HanMumMa 6/

Hactpoiika i o
oDHOBAEHWIA:

Cnpaeka 1 noagepxKa Mokazats Bce MOAYW

Yuernan sannce ESET

HOME

 MNpoBepuTs Hanuune o6HOBNEHWI

Pa3zpen PacluvpeHHble napameTpsl > ObHOBNEeHue COAepPXUT OonoNHUTENbHbIE ONMLUNIA obHoBNEHNS,
TaKNe KaK PEXUM obHoBNEHNS, OOCTYN K NPOKCKU-CepBeEPY N NMNOAKIOHEHNA K JIOKaSIbHOW CeTn.

Ecnn npyn 06HOBNEHNMN BO3HUKHYT NPo6aemsbl, LeAKHUTE OYUCTUTD, HYTOObI YAAUTb KILU
o6HoBNEHUSs. Eciv 06HOBUTHL MOZYM MPOrpPaMMbl BCE PABHO HE YAAETCS, CM. pa3aen YcTpaHeHe
HenosafoK Npw NosyyeHumn coobuieHms «ObHoBAEHME MOAY e HE BbINOJIHEHO.
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SMART SECURITY B o X

JononHuTenbHble HACTPOWUKH b x| ?
| Moayne ofHapyxeunn B B obuosnenne 5
| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3amura B ABTOMATUHECKDE NEPEKNHOYEHNE Npo U WMameHuTs (1 ]
OuncTTE K3LW oBHOBNEHWI
| Cepeuc (1]
MoaknkoueHre
Ovkar mogyns (3]
| ::;:EC?LZT;”H Cozaate CHUMKN MOgy e D
| KonuuecTso nokansHo XpaHWMbIX CHHMKOE :
YeenoMAeHWA (5 ]
OTKaT K NPeABIgYLLMM MOSYAAM i)
Hactpo#iku
KOHGUAEHUMaNbHOCTH Mpoduan )

Mo ymonuanmio QOK OTmenHa

HacTpouka 3alumuThbl CeTH

Mo ymon4aHuto ESET Smart Security Premium Ucnonb3yeT napameTpsbl Windows npu 06HapyXeHnn HOBOM
ceTun. YTobel npu 06Hapy>KeH|/|v| HOBOW CeTu 0T06pa)KaJ'IOCb Onazioroeoe OKHO, yCTaHOBUTE AJiA
napameTpa HasHayeHne npoduas 3alinThl CETY 3HaYeHNe 3anpoCcuTb. KOHDUrypaumsa 3aWwmThbl CETH
0T06pa)KaETCFI Nnpn Ka>xaoM noakjito4eHn Balllero KOMMbOTEPa K HOBOW CETW.

SMART SECURITY EXmmm ®

Hactpoiika sawmtbl cetu
hqg.eset.com

B OOBEpEHHOIl ceTW Ball KOMNEHITER DYAET BMAEH 4NA APYIMX YCTROMCTE,
NoAKNHOYEHHBIX K CETH. PEKOMEHIYEM JENETh 3TO TONLKO B AOBEPEHHON AOMALLHER WK
ofMCHOI CeTH.

BoibepwTe Nnpodwab 4nA 3TOr0 CETEBOrQ NOAKAHUEHWA
® AsTomaTnueckuii

O YacTHeI (A0EEpEHHEI)

O QBLWeaocTyNHEI (HedoBepeHHRI)

O MNonbzoBatensckuii npoguns

% oK

[AonoAHUTENEHBIE CBEAEHHA 08 3ToM COoGLWEHHK ' lNogpoGHocmi
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MO0>XXHO Bbl6paTh OAVH U3 CeayLLNX NPodhuIen CETEBbLIX NOAKIYEHNUN.

ABTOMATUYECKMM: ESET Smart Security Premium aBTOMaTU4Y€CKU Bbl6€peT npoguab CoraacHo
aKTVBaTOpPaM, HACTPOEHHbIM AJ151 Ka)XK40ro npoguns.

KoHduaeHuManbHO — 011 JOBEPEHHOWN CeTU (LOMaLLUHEN Uan opuCHOM ceTn). Baw KoMnbloTep 1
obwme hannbl, XxpaHALLMECSH Ha HEM, BUOHbI AN OPYIMX NOJb30BaTENIEN CETU, @ TaKXe APYrum
NoSib30BaTENAM CETU AOCTYMHbI CUCTEMHbIE pecypchl (AOCTYN K 06WwuM hannam n NnpuHTEpPaM
BKJIIOYEH, BXoAsLLee NoagKAoYeHne RPC BKJIIOYEHO, 0bLWmin JOCTYN K yaaneHHOMY paboyemy cTony
npeLocCTaBsieH). OTOT NapaMeTp PEKOMEHAYETCA UCMOSIb30BaTh NpW AOCTyne K 6e3onacHom
NOKaNbHOW CETW. DTOT NPOdUIb aBTOMATUYECKN HA3HAYaEeTCA CETEBOMY MOAK/IOYEHUNIO, €CAN OHO
HaCTPOEHO KaK AOMEeHHas WaKn YacTHas CeTb B Windows.

ObwepocTynHas — 15 HeOBepPeHHbIX (06LLef0CTYMHbIX) ceTen. Daltbl 1 Nanku B Ballen
CUCTEME He ABNATCA 0bWMMM AN Apyrux nofb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn nux
He BUAAT, @ 06LWMiA OOCTYN K CUCTEMHBLIM pecypcaM OTKYEH. ITOT NapaMeTp PeEKOMEHAYEeTCS
MCNOb30BaTb NPU JOCTYrNe K 6ecnpoBOAHbIM CETSAM. DTOT NPodUIbL aBTOMaTUYECKM Ha3HavYaeTCa
nobomy ceTeBOMy NMOAKJIOYEHMNIO, KOTOPOE HE HACTPOEHO KaK AOMEHHasa uUan YacTHasa CeTb B
Windows.

Monb3oBaTenbCKU NPOGUb: B PACKPbLIBAIOLLEMCS MEHIO MOXKHO BbIOpaTh CO34aHHLIN BaMY
npocuib. ITa onuMs AOCTYNHa TOMbKO B TOM C/lyvae, eC/n Bbl CO34anu XoTs 6bl 0ANH
NoJib30BaTeNbCKUIA NPOdUIIb.

A HenpaBuiibHas KOHUrypaumns CeT MOXXET NPeAcTaBAsTb Yrpo3y 6e30nacHOCTM BaLlero
KOMMblOTepa.

BKNO4YUTb AHTUBOP

MepcoHaNbHble YCTPOMCTBA MOCTOSAHHO MOMABEPralTCA PUCKY MOTEPU UM KPaXK B HALLKX
NMOBCEeAHEBHbIX NMoe3AKax U3 AoMa Ha paboTy nan B apyrue obLiecTBeHHblE MecTa. AHTMBOP — 3TO
YHKUMS, KOTopasi paclumpsieT 6e30nacHOCTb Ha YPOBHE MOJIb30BATENS B C/yHae MNOTEPU MK KPaXKy
yCTPONCTBA. AHTMBOP MO3BOJISET MOHUTOPUTb UCMOb30BaHNE YCTPOWCTBA U OTC/IEXMUBATD Balle
NoTEePsiIHHOE YCTPOWCTBO C MOMOLLbIO SIoKanun3auum no IP-aapecy B ESET HOME, nomoras
BOCCTAHOBUTb YCTPOWCTBO W 3alUTUTb JINYHbIE [aHHbIE.

bnaropaps ncnonb3oBaHMo B Moaysie AHTMBOP TaKMX COBPEMEHHbIX TEXHONOM NI, KaK onpefeneHmne
reorpaM4eckoro MecTononoXXeHns no IP-agpecy, 3axeaT M30bparkeHnin ¢ NoMoLbio Beb-Kamepel,
3alMTa yYeTHOW 3anncu Nosib3oBaTens  MOHUTOPUHIT YCTPOMNCTBA, NONb30BaTENN U
NpaBoOOXpaHUTE/IbHbIE OPraHbl UIMET BO3MOXXHOCTb HAX04UTb NOTEPSAHHbLIE NN YKPAAEHHbIe
KOMMbIOTEPbI NN YCTPONCTBA. B ESET HOME Bbl MOXeTe YBMAETb, KaKne AeNCTBUS BbIMONHATCS Ha
BalLeM KOMMbIOTEPE MU YCTPONCTBE.

HononHuTtenbHble cBegeHNs o AHTUBOP B ESET HOME CM. B NHTEPaKTUBHOW CnpaBke ESET HOME.

AHTVBOpP MOXeT paboTaTb HEMPABU/IbLHO Ha KOMMbIOTEPAX B OMEHAX U3-3a2 OrpPaHNYEHNIA B
yrnpaBAeHUN y4EeTHbIMI 3anNnCaMn Nosb3oBaTeNen.

YT106bI BKIOYNTE AHTUBOP Y 3aLLUTUTbL CBOE YCTPOMNCTBO B CJly4ae NoTepu Uinm Kpaxu, soibepuTte
O4HY M3 CnegyloLmnx onuui:
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* B rnaBHom okHe nporpamMmel B pa3gene 063op wenkHute HACTPOUTD psinom ¢ 3neMeHTOM
AHTHUBOD.

* Ecniv B r1aBHOM OKHe nporpammsl > 0630p 3kpaHe oTobpaxkaeTcs cooblieHne «AHTMBOP
[OCTYNeH», WenkHUTe BkaoyuTb AHTUBOP.

* B r/1aBHOM OKHe rporpamMmsl WenkHuTe HacTpoika > CpeactBa 6e3onacHOCTU. Bkiounte
nepeknyaTeNb _AHTMBOP N CnefynTe NHCTPYKLMSAM Ha dKpaHe.

Ecnu Balle yCTPOMCTBO He NOoAK/IKYEHO K ESET HOME, Heobxoaumo caenaTb caenyouee:
1. BonanTte B CBOW YYETHYIO 3annck ESET HOME npu BKJAKYeHUU AHTUBOD.
2.3a0aTb MM YCTPOWNCTBA.

MpunoxeHne AHTUBOP He nogaep>xueaeT Microsoft Windows Home Server.

Mocne BKJKYEHNS AHTMBOP Bbl CMOXKETE ONTUMU3NPOBaTh Be30NacHOCTbL Ballero YCTPOUCTBa B
r1aBHOM OKHe nporpammebl > MapamMeTpbl > CpeacrBa 6e3onacHOCTU> AHTUBOP.

PoouTenbCKUN KOHTPOb

Ecnu Bbl y)Ke BKIOYMUAN POANTENLCKNA KOHTPOL B ESET Smart Security Premium, He06X0AMMO Takxe
HaCTPOUTb 3Ty (hYHKLMIO A5 BCEX CBA3AHHbIX YYETHbIX 3amnuncei nosib3oBaTens.

Ecnn poanTenbCKmMim KOHTPOb BKJIKOYEH, HO YYETHbIE 3aMnCK NOJIb30BaTENA HE HAaCTPOEHbI, B ESET
Smart Security Premium Ha 3kpaHe 0030op oTobpaxaeTcs yBegomseHne «PyHKUMSA POANTENbCKOrO
KOHTPOJ1A He HacTpoeHa». LenkHnTe HacTpouTb npaBuna 1 418 NojyyYeHns LOMONHUTESNbHbIX
CBeAEeHWA NpoYnTanTe pasgen PoanTenbCKUn KOHTPOSIb.

Pabota ¢ ESET Smart Security Premium

[naBHOE OKHO MPOrpaMMbl ESET Smart Security Premium pa3fesieHo Ha ABe YacTu. OCHOBHOE OKHO
CnpaBa COAEPXUT UHGOPMALINIO, OTHOCSLLYIOCS K MapaMeTpy, BblbpaHHOMY B rTaBHOM MEHIO C/1eBa.

NnniocTprupoBaHHbIE MHCTPYKLAN
MﬂﬂlOCTpI/IpOBaHHbIe MHCTPYKUWWN Ha AHIJIMACKOM 1 ewe HeCKOJNIbKUX A3blKaX MOXHO HanTW B
pa3nene OTKpbITME rNaBHOI0 OKHa MporpaMmmbl B NPOAyKTax ESET 418 Windows.

LiBeToBYlO CxeMy rpadmyeckoro nHTepdenca ESET Smart Security Premium MOXXHO BblibpaTb B MpaBoM
BEPXHEM YrJly rnaBHOro OKHa nporpammel. LLleskHMTe 3Ha4yoK LiBeToBas cxeMa (3Ha4yoK
N3MEHSAETCS B 3aBMCMMOCTU OT BbIOPAHHON B fJaHHbI MOMEHT LIBETOBOW CXEMbI) PAAOM CO 3HAYKOM
CBepHyTb 1 BbIbepuTE LBETOBYIO CXEMY B PACKPbIBAOLLEMCSH MEHIO:

* CooTBeTCTBOBaTH LLBETY CUCTEeMbI: LBeTOBas CXeMa ESET Smart Security Premium 3a[aeTcs
cornacHo HaCTDOVIKaM OI'IepaLI,I/IOHHOIZ CNCTEMBDI.

* TeMHan: BbI6Op TEMHOM LIBETOBON CXeMbl AN ESET Smart Security Premium (TEMHbIN PEXUM).

» CBeTnasn: BbIOOP CTaHAAPTHOM (CBETON) LLBETOBON CXeMbl AN15 ESET Smart Security Premium.
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Progress. Protected.

Onunn rnaBHoOro MeHio:
O630p: 3TOT NYHKT NpeAocTaBAseT MHPOPMALIMIO O COCTOAHMM 3aLnMTbl ESET Smart Security Premium.

CKaHMpoBaHVe KOMMboTepa: HAaCTPOMKa M 3aMyCK CKaHUMPOBAHNA KOMMbOTEPa UK Co3haHmne
BbIBOPOYHOIr0 CKaHUPOBAHNS.

O6HoBneHne: oTobpaxkeHne nHopmaumm 06 06HOBNEHNN MOAY NS U MOAY NS 0OHapyXeHns.

CepBsuc: obecneymBaeT JOCTYN K NHCMEKTOPY CETU U APYTUM (DYHKLMAM, KOTOPbIE MOMOratT
yNpOCTUTb aAMUHUCTPUPOBAHME MPOrpaMMbl U COAEPXKAT LOMOJHUTENbHbLIE BO3MOXHOCTMN ANA
OMbITHbIX NONb30BaTENEN.

HacTpovka: conepXXnT onumm KOHGUrypaumm ans gyHKUUN 3awmTel ESET Smart Security Premium
(«3awmTa KoMnNbloTepa», «3awmTa NIHTepHeTa», «3awmTa ceTn» n «CpeacTtea 6e3onacHOCTU») U
obecneymBaeT AOCTYN K PaclUMPEHHbIM NapaMeTpam.

CnpaBka 1 nogaepxka: I/IH(t)OpMaLI,I/IFI 0 BalLEen MLeH3unu, yCTAHOBNIEHHOM NPOAYKTe ESET, a TakXe
CCbUIKWN Ha MHTEPHET-cnpaBKy, 6a3y 3HaHWU ESET n cny)Xby TEXHMYECKON NOOAEPXKKM.

YyeTHas 3anuck ESET HOME: NOAK/04YEHNE YCTPONCTBA K ESET HOME WX NPOCMOTP COCTOSIHUA
NOAKJ/IOYEHUSA K YHETHOIN 3anucy ESET HOME. Micnonb3yiiTe ESET HOME [N MPOCMOTPa HacTPoek
AHTUBOP, aKTVBMPOBAHHbIX IMLIEH3MIA ESET M YCTPOWCTB, @ TakKXXe YNpaBieHns UMK,
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0630p

B okHe O630p oTobparkaeTca NHGOPMALINS O TEKYLLLEM COCTOSHUN 3aLUUTbI KOMMbOTEPa U BbICTPbIE
CCbIIKM Ha (pyHKLMKM Be3onacHOCTM B ESET Smart Security Premium.

B okHe OB30p oTobparkaloTCa yBenoMaeHNS C NOAPOOHON MHOPMaLMen N peKoMeHaYEMbIMM
peleHnaMn ana nobieHns 6e3onacHOCTM ESET Smart Security Premium, BKIIOYEHWSA LOMOJIHUTENbHbIX
yHKLMI 1 obecneyveHns MakCMMabHOW 3almnTbl. [py HaAMYUKM LONOAHUTENbHBLIX YBEAOMJIEHNN
WwenkHuTe Ewe X yBepomneHun, 4Tobbl pa3BepHyTb BCe.

Password Manager — OTKPbIBAaeT UHCTPYKLWN O TOM, KaK HaCcTpOUTb Password Manager.

NHcnekTop ceTn — lMpoBepbTe 6€30MacHOCTbL CBOEW CETH.

Secure Data — OTKpbIBaeT cpeacTBa be3onacHocTyu. LLlenkHuTe nepeknoyaTenb @ ] pPALOM C
Secure Data, 4TOObl BK/OYNTb 3TO pelleHne. ECnm Bbl y>xe BKJIIOUNIIN Secure Data, C MOMOLLbIO BbICTPOA
CCbIIKM OTKPbLIBAETCA CTPaHMLA Secure Data.

3awmnTta 6aHKOBCKOW oniaThl — 3aMnyCKaeT B 3alUULLEHHOM pexume bpay3ep, MCNoJsib3yeMblil No
YMOJT4aHUI0 B Windows.

AHTMBOP — 3aMyCKaeT HAacTPONKy AHTMBOP. ECIM Bbl y)Ke HAaCTPOUIM AHTUBOP, C NMOMOLLbIO BbICTPOIA
CCbIIKM OTKPbLIBAETCS CTPaHWLA AHTUBOP.

(€S[3) SMART SECURITY Exrm

=]
[II:I O63op
Q CKEHMFJDEEHME
KOMMObHOTERE
g OBHosnenne Bbi 3allinuieHbl
E Cepeuc
@ HacTpoiika
@ Crnpaeka v NoOAAEPAHKa /’_:i @ £
o) YuyetHan sannce ESET
* HOME
Password Manager WMHcnekTop ceTn Secure Data
[—] Fa HACTPOMTE
v Y
3awmTta BaHKoOBCKOIA onaaTbl AHTMBOpP

Progress. Protected.

3eieHbli 3HAYOK 1 3eN1eHbIl CTaTyCc Bbl NOA, 3aLLLMTONW CBUAETENLCTBYIOT O MaKCUMabHOM
YPOBHE 3aLUMThI.
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[ecTBMA, KOTOpPbIe csieayeT BbiNOJIHUTb, €C/IM NporpamMMa
He paboTaeT HagneXxawum obpasom

Ecnv Moaynib akTUMBHOM 3awuTbl paboTaeT NpaBusibHO, 3HAYOK COCTOSHMA 3alunTbl OyeT 3eneHbIM.
KpacHbI BOCKMLLATENbHbIA 3HAK UKW OPaHXeBbI 3HAYOK YBeOMJIEHUS 03HAYaeT, YTo
MaKCMMaJibHas CTeneHb 3aWwmnTbl He obecneynBaeTcs. JONONHUTENbHbIE CBEAEHNSA O COCTOSHUN
3alUMThl KAXXA0ro MOAY/IA, a TakxXe rnpeanaraeMble peleHns Aas BOCCTaHOBIEHNA MOAHON 3alUnThl
oTobparkaloTca B BUAE yBeoMIeHV S B OKHe 0030p. 15 n3MeHeHNs COCTOSHUA OTAEbHOr0 MOAY NS
wenkHuTe HacTpouka v Boibepute HeobxoaUMbIN MOLY b.

(es[l) SMART SECURITY m=mm

[]H O63op (1]

~y  CkanupoBaHne
KOMMEHOTERE

™ OBHoBNEHKE

EI Cepeuc
e =
L_O,; HacTpoiika
@ Cnpaeka W NoJAEpKKa A 3awmra ¢$panNoBoOn CUCTEMbI B peaibHOM BpeMeHW OTKIoYeHa
(D':'HKLI,IIH OTKAHIYEHA, NO3TOMY Ball KOMNBHTED HE 3allWUleH OT HEKOTODBIX TUNOE Yrpos. 310
::/'E"‘-, ¥uernan sanmce ESET 0YeHb ONACHO: BKNKOUNTE 3ALLMTY KAK MOXKHO CKOpee,
® HOME
% BintounTs 3aWnTy $ainoBoi CMCTEMBI B peanbHOM BpeMeHH
PN
T £ ®
Password Manager WMHcnekTop cetn Secure Data
Progress. Protected. E[—

KpacCHbIN 3Ha4Y0K 1 KPACHbI 3HAa4YOK ONOBELL,EeHUA No 6e30NacHOCTM YKa3bIBaloT Ha
KpUTU4eckune npobnemsi.
Ins 0TobparkeHNs TaKoro COCTOSHUS MOXKET OblTb HECKOJIbKO MPUYMH.

* MpoAyKT He aKTUBMPOBAH, M CPOK AEeNCTBUA NIMLLeH3UU UCTEK — 00 3TOM
CUrHANN3MPYET KPACHbIM 3HAYOK COCTOSAHUS 3aLnThl. C 3TOr0 MOMEHTa nporpamMMa bosbLue
He CMOXXET BbIMOJHATL 00HOBAEHMS. [N NPOANEHUS ANLIEH3UN CNefynTe NHCTPYKLUMSIM B
OKHe npenynpexaeHus.

* Mopynb obHapy>XeHus ycTapen: 3Ta owWmnbKa NOSBAAETCA NOCAEe HECKOJIbKUX

HeyAa4HbIX NOMNbITOK 06HOBUTL MOAY/b OBHApyXeHUs. PekomMeHayeTCs NpoBepuTb
napameTpbl 06HOBNEHN. Hanbonee yacTas npuymHa 3TON oWwnbKM — HenpaBuIbHO
BBEEHHbIe AaHHble AN ayTEHTUMDMKALUN AN HEBEPHO HAaCTPOEHHbIE NapaMeTpbl

noaKIK4YeHns.

* 3awmTa hannoBon CUCTEMbI B peasJibHOM BPeMEeHMU OTKJIIDYeHa: 3allnTa B peasibHOM
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BpeMeHMN OTKJI04YeHa NoJib3oBaTeneM. KoMnbioTep He 3alluLLeH oT yrpo3. HaxmuTe
BknounTb 3auTy (hausIoBOM CUCTEMbI B peasibHOM BpeMeHHU, 4ToObl NOBTOPHO
BKJIOYUTb 3TY DYHKLMIO.

* Mopynu 3awMUTbl OT BUPYCOB U LLUMMOHCKUX NPOrpaMM OTKJIIOYEHbI: MOXXHO CHOBA
BKJIOYMTb 3aLLMTY OT BMPYCOB U LUMNOHCKMX MPOrpamm, WenkHyB BKAOYUTb 3aLUMTy OT
BUPYCOB MU LUMUOHCKUX NPOrpaMMm.

* ®auepBon ESET oTKAIOYEH: 06 370N npobnieMe CUrHann3npyeT yBeLOMJIEHME O 3aLlmnTe
Ha paboyem cTone pAaoM € 3ieMeHTOM CeTb. YTOObI NOBTOPHO BKOYUTD 3aLLUTY CETH,
LenkKHNUTe 3neMeHT BknouunTtb chanepson.

OpaH)KEBbIVI LBET 3Ha4Ka YKa3blBa€T Ha TO, 4YTO JJ,EI7ICTByeT orpaHuyeHHas 3awmTa. Hanpumep,
CyLiecTBYIOT I'Ip06)'IeMbI ¢ obHoBNEHNEM nporpamMmmbl N1 3aKaH4YMBaAETCA CPOK nencTems
JNUEH3UNN.
Ona 0To6pa>Keva TaKOro COCTOSHMA MOXET ObITb HECKOJIbKO MPUYNH.

* MpepynpexpeHue 06 onTUMMU3aLUK MOAYNA «AHTUBOP»: 3TO YCTPOWCTBO He
ONTUMMU3NPOBAHO A5 MoayNs AHTUBOP. Hanpumep, Ha BalleM KOMMbloTepe MoXeT ObiTb He
co3faHa (haHTOMHas y4yeTHas 3anuch (hYHKLMS CUCTEMbI 3alUTbl, aBTOMATUYECKN
BKJIl0OYaeMas, Koraa yCTPOMCTBO NOMEYAETCs Kak OTCyTCTBYytoWEee). DaHTOMHYI0 YYETHYIO
3aMnmncb MOXXHO CO3[aTb C MOMOLLbIO YHKUMM OnTuMmn3aLmns B Beb-nHTepdeince AHTUBOP.

* WrpoBo# pe>xuM aKTUBEH: BKJIIOYEHWE NIPOBOrO peXxnMa NpeacTaBiseT
NnoTeHUMaNbHbIN puck ans 6esonacHoCTU. Mpy BKIYEHWUMN 3TON yHKLIMM BNOKMPYIOTCA BCE
OKHa yBeAOMJIEHWUI UNn NpeaynpexaeHnin 1 0CTaHaBANBAOTCS BCE 3anlaHNPOBaHHbIe
3ajaun.

¢ CpoK pencTBUSA BalleW JIMLLEH3UMU CKOPO 3aKOHYUTCA/CPOK OedCTBUSA BalLen
JINLEH3MU UCTEKaeT CeroaHs: NprM3HakoM Ham4msa 3Ton Npobnemsl ABASETCA NOSABNEHNE
BOCK/IMLL@TE/IbHOr0 3HaKa B 3Ha4Ke COCTOSAHMSA 3alMTbl PALOM C CUCTEMHBIMU YacaMMm.
Mocsie OKOHYaHUS CpoKa AeNnCcTBMSA NUMLEH3MN NporpaMMa 6osblue He CMOXeT BbINOJIHATb
0BHOBNIEHNS, @ 3HAYOK COCTOAHNSA 3alUTbl CTAHET KPACHbIM.

Ecnv npennoXeHHble pelleHns He No3BosoT yCTpaHTbL Npobnemy, Boibepute 3nemeHT CnpaBKa U
nogpep>kkKa 1 NpoCMOTPUTE halsibl CMPABKU MW MOULLMTE HYXXHYIO MHADOPMaLMo B Oa3e 3HaHWiI
ESET. EC/iM BaM NO-NpeXXHeMy Hy>XXHa MOMOLLb, OTMPaBbTe CBOW 3amnpoc B C/IY)KOy TEXHNYECKON
noanep>ku ESET. Ee cneunanncTbl onepaTBHO OTBETST Ha BalLM BOMPOCH! 1 MOMOTYT HAlWTK
peLleHue.

CKaHupoBaHMe KOMMNblOTEpa

MoLynb CKaHMPOBAHMS KOMMbIOTEPa MO TpeboBaHUIO ABAETCSH BaXXHON YacCTbio peLleHuns,
obecneymBaloLLero 3awmnTy oT BUPYCOB. OH NCMONb3yeTCs 419 CKAaHUMPOBaHMA (halioB 1 Nanok Ha
KoMnbtoTepe. C Touky 3peHuns obecnedyeHuns 6e30MacHOCTM NPUHLAMWNANBHO BaXXHO BbIMOJHATb
CKaHMpOBaHWEe KOMMbIOTEPa PEryJsispHO, @ He TOJIbKO MPU BO3HUKHOBEHWW MOAO3PEHNI O 3apakeHunun.
PekoMeHAayeTCs perynsapHO BbINOJIHATL NOJIHOE CKaHWPOBaHWe KoMMbloTepa AN obHapyxeHus
BMPYCOB, KOTOPbIE He OblNn HaWAeHbl 3aLUNTON (PalIoBON CUCTEMbI B PEXMME pPeasibHOr0 BpeMeHM
npwv 3anncn Ha AUCK. ITO MOXKET NPOU30ATK, eC/IM B TOT MOMEHT 3aLiuTa (hannoBon CUCTEMbI B
pexume peasibHOro BpemMeHu bbiia 0TKAYEHa, MOAY b 0OHapyXeHNs bbbl yCTapeBLwnM Nam xe
ann He Bb11 pacno3HaH Kak BUPYC NPY COXPaHEHUW Ha AUCK.

37


https://go.eset.com/online-help?product=antitheft&lang=ru-RU&topic=device_optimization.htm
https://support.eset.com/
https://support.eset.com/

(es[X) SMART SECURITY Exmm

Tz CkaHnpoBaHWe KoMnbroTepa ?
CI(ﬂHHFCEﬂHHE
Q KOMMAbIOTEpa o Pacu.lnpeuﬂoe CKaHWpOBaHWe v
BoifopoYHOE CKAHWDOBAHWE M CKAHWDOBaHME
OBnoenermne ChEMHBIX HOCHUTENENR

Cepenc

MepeTawmTe cloaa q3a51.-"|:| ANA CKaHWpPOBaHWA
Hactpoiika

Cnpaeka n nogaepxka Q CkaHMpOBaHUe KoMMbloTepa 6/20/2023 2:18:23 AM
L‘:;;:;ﬂ e (B Mpouzowno oBHapyxkeHuii: 0
C\$Recycle.Bin\S-1-5-21-27305625824-35853404064-388590503-100 1\ $RZYRA..\page_setup.png n u
L N NN NN ]
~ bonblue ceeneHWi 0l OTKpbITE OKHO CKaHWPOBaHWA

3TO MOXET 3aHATE HEKOTOpDOE BPEMA. Mo 33BEpLUEHWA CKaHWPOBaHNA Bbl NOMYHWTE YEELOMAEHHWE. X

JeiicTeEme nocae ckad.  Huuero He npeanpuHUMaTe e

JloCTYynHO [1Ba TUMa CKAHMPOBaHUA KOMNbloTepa. CKaHUpOBaHMe KoMnbloTepa ObICTpo
CKaHupyeT cucTemy 6e3 ykasaHus napamMeTpoB CKaHMpoBaHus. BbiIbopoyHoe ckaHMpoBaHue (B
pa3gene «PacluypeHHoe CKaHMPOBaHMe») No3BoSeT BbiOpaTh O4WH U3 NPeaBaPUTESIbHO
onpeaeneHHbIX Npotuien CKaHUPOBaHWS, NPeHa3HAYEHHbIX OS5 ONpeAeNeHHbIX MECTOMO0XEHWIA
1 BbibOpa onpeaeneHHbIX Lenei CKaHUPOBaHMS.

CM. rnaBy X0/ CKaHUPOBaHMA OAs NOJYyYEHUs AONOJHUTENbHBIX CBEAEHMI 0 NpoLecce
CKaHUPOBAHWA.

Mo ymon4yaHuto ESET Smart Security Premium MblITaeTCA aBTOMaTUYECKM OYULLATL UK YAANATb
BCE OMNACHbIE 3N1EMEHTbI, 0OHapPy>XEeHHbIE MNPY CKaHMPOBaAHMUM KOMMblOTEpPa. B HEKOTOPLIX
CNyYasx, Korfa He ygaeTcs BbIMOJHATL HU OHO U3 OENCTBUI, NOJb30BaTE b NONyYaeT
NHTEPaKTUBHOE YBEAOMIEHNE, B KOTOPOM HY>XXHO BblbpaTb AenCTBME (Hanpumep, yaannuTb Uan
NPOUrHOPMPOBaTh). I3MEHNTbL YPOBEHb OYUCTKU U NoAyYnTb Bonee noapobHble cBeaeHMA
MOXXHO B pa3gene O4yncTka. MHpopMaumio o npeablayLwmx ceaHcax CKaHUpOBaHNS CM. B
dannax XXypHana.

Q, NMpockaHupoBaTb KOMMNbIOTEP

®yHKUMs MpockaHMpoBaTb KOMNbIOTEP M03BOSET HLICTPO 3aNyCTUTb CKAHUPOBAHME KOMMbIOTEPA
M OMUCTUTb 3apa)keHHble (haiisibl 6e3 BMelwaTeNbCTBa Noab3oBaTeNs. MperMyLLecTBo GyHKLMM
MpockaHMpoBaTb KOMNBLIOTEP 3aK/OHAETCA B TOM, 4TO OHO YA0OHO B BbIMOSHEHUM 1 He TpebyeT
TLLaTeNbHOM HAaCTPOMKN CKaHMPOBaHWMA. Mpn TakoM CKaHMPOBaHWM NPOBEPSIOTCSA BCe (alfibl Ha
NOKAJbHbIX XXECTKNX AMNCKAX, @ TAaKXXe aBTOMATMYECKM OYMLLAIDTCA UK YLANATCS 00Hapy>XeHHble
3apaxkeHus. Mpu 3TOM aBTOMaTUYECKN UCMO/Ib3YETCS YPOBEHb OYNCTKM MO YMOYAHMIO.
JONONHUTENbHYI0 MHGOPMALIMIO O TUMAX OYUCTKM CM. B pa3gene O4ncTka.
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Kpome Toro, MoXHO MUCM0/Ib30BaTh (PYHKLIVIO CKAHUPOBAHUSA C UCNOJIb30BAaHUEM
nepeTackuBaHus, YTOObl BPYYHYIO CKaHUPOBaTb (Daljibl AW NanKW: A5 3TOr0 HaBeaMTe YKa3aTeslb
MbILLIV Ha HY>XXHbI Dalia WK Nanky, WeaKHUTE 1, YOEpXXnBas HaXkaTol KNaBULLY MbILLK,
NepemMecTuTe BblAeNIEHHbIV 3/IEMEHT B OTMEYEHHYI0 06/71aCTb, MOC/E YEro OTNyCTUTE KHOMKY MbILLW.
Mocne 3Toro nNpuioxeHue byaeTt nepeBeaeHo B (hOHOBLIN PEXIM.

B pa3aesie pacluMpeHHbIX NapaMeTPOB CKAHMPOBAHUA JOCTYrMHbI CleaytoLULMe BapuaHTbI
CKaHMPOBaHWs.

e BbiOOpO4YHOE CKaHUupOBaHUue

BbibOpoYHOe CKaHMpOBaHMe NO3BOJISET YKa3aTb NapaMeTpbl CKaHNPOBAHUS, Taknme Kak 00beKThl 1
MeToZabl. [penMyLLecTBO BLIDOPOYHOro CKAHMPOBAHMUA 3aKJTIOYAETCS B TOM, YTO Bbl MOXXETE
AeTanbHO KOH(UIrypMpoBaTh NapamMeTpbl. KOHGMIypaumum MoOXKHO COXPaHATb B NOJIb30BaTENbCKUX
NpoguUNAX CKaHMPOBAHMUS, KOTOPbIE YA0OHO NPUMEHATb, €C/IN PErYNSAPHO BbIMOJHAETCS
CKaHUPOBaHWeE C OOHUMUN 1 TEMU XKe NapameTpamm.

'PO" CKaHMpOBaHMe CbEeMHbIX HOCUTeNneun

MoaobHO CKAHMPOBAHMIO KOMMbIOTEpPA AaHHas PyHKLUMS ObICTPO 3aMyCcKaeT CKaHUMPOBaHMe
CbeMHbIX HoCcuTenel (Hanpumep, CD/DVD/USB-AUCKOB), KOTOPbIE MOAKIOYEHbI K KOMMbIOTEPY B
AaHHbIA MOMEHT. 9T0 MOXET 6bITb YA06HO NPY NOAKIYEHNN K KOMMbIOTEPY USB-yCTPONCTBA (h3LW-
NamMATU, COAEPXKNMOE KOTOPOro HE06X0ANMO MPOCKAHMPOBATh Ha HaNN4Yne BPEAOHOCHbIX MPOrpamMMm
N APYrux NOTEHLMAbHbIX Yrpo3.

ﬂ,aHHbII?I TN CKaHNPOBaHNA TaKXXe MOXXHO 3aMyCTUTb, Bbl6paB BapuaHT BbIGOpO‘-IHoe
CKaHUpPOBaHUe N NyHKT CbeMHble HOCUTEeNHU B packpbiBalOLWLEMCA MEHIO O6beKTbI
CKaQHUPOBaHMA, a 3aTEM Ha>XKaB KHOMKY CKaHMpOBaTb.

CO" nOBTOpMTb nocinegHee CKaHUMpoBaHue

Mo3BoNfeT ObICTPO 3aMyCTUThL NOC/IeAHEE BbINOJHEHHOE CKAHUPOBAHME C UCMOJIb30BAHMEM TeX Xe
HaCTPOEeK.

B packpbiBaiolieMcs MeHio JledcTBMEe Nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAHMPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHWA LENCTBUS NPpeanpuUHNMaTbLCS He ByayT.
* BbIK/IIOYUTB: N0OC/I€ CKAHUPOBAHMUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb OYUCTKY 0BHapYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbLIBAOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHyAUTENbHBbIA Nepe3anyck NpyM He0bXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BHaPY XEHHbIX Yrpos.

* MpuHyauTenbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
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3aKpbIBalOTCA, HE JO0OXNOaACb BMELLATENIbCTBA MNOJIb30BaTEJIA, N KOMIMbBIOTEP NMepe3anyCckaeTcAd
nocne 3aBeplieHna CKaHNpPoBaHUA.

* CNALWMNA PEXUM: CEaHC COXPAHAETCS, N KOMMbIOTEP NEPEXOAUT B PEXXUM NMOHUXKEHHOIO
sHepronoTpebneHmns (T. e. Nosb30BaTENb MOXKET BbICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCcATCs B CneunaibHbIi
alin Ha KeCTKOM aucke. KoMnbloTep BbIKIOYAETCS, U NPU CIeAyOLWEeM BKIIOYEHNN BEPHETCS B
npenblayliee COCTOSHNE.,

JocTynHocTb aencTBuin CoH n TmMbepHaumua 3aBMCMT OT MapaMeTPOB NMUTAHNA U CAALWLENO
peXxnuma onepalmoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTep BbINOMHAET
OCHOBHble PYHKLMM 1 NOTPebNseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobsl
coxpaHuTb Bpems paboTbl baTapeun (Hanpumep, eciv Bbl HAXOAUTECH B MYTUW), PeKOMeHAYeTCA
nepeBecTn KOMMNbIOTEP B peXum rubepHaumm.

BbibpaHHOe pencTBme byaeT 3anyLieHo Nocae Toro, Kak BCe 3anyLeHHble MPoLecChl CKaHMPOBaHMA
6yayT 3aBepuieHsbl. Mpu Boibope 3aBeplieHne pabdboTbl 1 Mepesarpyska B 41MasloroBOM OKHe
noaTBepxaeHus 6ynet otobpakaTbcs 30-CeKyHAHbI 06paTHbIA O0TCYET (WwenkHUTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKe).

CKaHMPOBaHNe KOMMbIOTEPa PEKOMEHAYETCS 3arnyCcKaTb He peXxxe 0AHOro pa3a B MecaLl,. Ero
MOXXHO CKOH(UIYPMPOBaThL B KaYeCTBe 3arJiaHMpoBaHHOM 3a4a4v B pasgene Cepsuc >
MnaHMpoOBLUMKK. [11aHNMPOBAHNE eXEeHeNe/IbHOr0 CKAHVPOBAHUS KOMMbIOTEPA

CpepncTBO 3anycKa BbiIODOpoO4YHOro
CKaHMPOBaHMUA

Bbibopo4HOE CKaHMPOBAHWE MO3BOASET CKAHMPOBATHL ONEPATUBHYIO NaMATh, CETb UMW
onpeaenieHHble YacTu AUCKA (a He AUCK LennkoM). [1ns 3Toro wenkHuTe PacluMpeHHoe
CKaHupoBaHMe > BbiDopouyHoe ckaHupoBaHMUe 1 BbibepnTe KOHKPETHbIE 06BEKTHI CKAHUPOBAaHUS B
L PEBOBUAHON CTPYKTYpe Nnanok.

B packpbiBatoLiemcst MeHto Mpoduab MoXXHO BbibpaTb NPOdUIb, KOTOPLIA ByAET UCMO0Jb30BATLCA
ANSi CKAHMPOBAHWSA YKa3aHHbIX 00beKTOB. [10 YMOYaHWIO NCNOb3yeTCs NPodusib
NHTennekTyanbHoe ckaHupoBaHue. CylllecTBYeT ellle TpY NpeaBapuTeNibHO 3alaHHbIX Npoduns
CKaHupoBaHus: Fnybokoe ckaHupoBaHue, CKaHMpPOBaHUE Yepe3 KOHTEKCTHOe MEeHIo 1
CkaHUpOBaHMe KOMMbloTepa. B 3Tux npodnnisx CKaHNMPOBaHUS UCMOJb3YIOTCS APYrie napaMeTpbl
ThreatSense. YT06bl 03HAKOMUTBLCA C AOCTYMHLIMU NapaMeTpaMu, Nocaea0BaTeNbHO BbibepuTe
Paclu/peHHble NapaMeTpbl > Moaynb o6Hapy>XeHus > CKaHUpOBaHMe HA Hann4yme BpPesoHOCHbIX
nporpamm > CKaHMpoBaHHue No TpeboBaHMUIO > ThreatSense.

CTpyKTypa nanok (AepeBo) TakXe COAEePXMUT onpefeseHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTuBHaA NaMATb: CKaHNPOBAHME BCEX MPOLECCOB N AAHHbIX, KOTOPLIE B JaHHbIN
MOMEHT NCMOJIb3YHOTCA OI'IepaTI/IBHOI7I NaMATbIO.

* 3arpy3o4Hble ceKTopbl/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Haslmyme
BPEAOHOCHbIX NporpamMM. [ononHUTe IbHble CBEAEHNS 0 MOAYJ/1e CKaHMPOoBaHWs UEFI NpuBeaeHbl
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B [JioCCapuu.

* Baza paHHbIX WMI: CKaH1poBaHue Bcen 6a3bl JaHHbIX Windows Management Instrumentation
(WMI), BCEX MPOCTPaAHCTB NUMEH, 3K3EMMNAPOB K/1aCCOB N BCEX cBOMCTB. MONCK CCbINOK Ha
3apaKeHHble (pa|7|nb| nnn BpenoHOCHbIE NMPOorpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHBIA peecTp: CKaHNPOBaHMEe BCEro CUCTEMHOI0 peecTpa, BCex pa3aesioB U
noapa3aenos. MONCK CCbIJIOK Ha 3apa)keHHble albl AN Bpe4OHOCHbIE MPOrpaMMbl,
BHEeJPEHHbIe B BUAE OaHHbIX. [1pn 04ncTKe 0bHapyXeHUI CCbiSIKka OCTAeTCs B peecTpe BO
n3bexxaHne nNOTepm KaknMx-nmbo BaXKHbIX AaHHbIX.

YT106bI 6bICTPO NEpenTn K 06BEKTY CKaHNPOBaHMA (hany nan nanke), BBEAUTE €ro nyTb B
TEKCTOBOM MoJie No4 APEBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C y4e€TOM perncrpa. Ytobeol
BKJIOYNTb 06 BEKT B CKAHUPOBaHMe, yCTaHOBUTE ero (h1laXkoK B APEBOBUAHON CTPYKTYpE.

HﬂaHI/IpOBaHVIe exeHepnesibHOro CKaHMpoBaHNA KOMIMbOTEPaA
YT106bI y3HATb, KaK 3aM/laHMPOBATh PErynspHyto 3agavy, CM. pa3aen [1aHypoBaHue
e)XXeHee/IbHOr0 CKaHNPOBaHMS KOMMNbOTEPA.

SMART SECURITY EXzEza o X
CkaHuMpoBaHWe KOMNbIOTEpa ?

Mpoduas | KIHTeANEKTyaNEHOE CKAHUPO.. ™

v [].®This pc

(18 onepamveran namats
(1O zarpyzounsie cekTopsl/UEF]
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> 18D

> e

> [ P\
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> W Network

LonoAHKTENEHEIE napameTpel

OTmeHa

MapameTpbl O4UCTKU AN CKaHUPOBAHMA MOXKHO HAaCTPOUTb B pa3fese PacluvpeHHble napameTpbl >
Mopaynb obHapy>xeHus > [poueccbl CKAHUPOBAHUA BPEeAOHOCHbIX NporpamMm > CKaHupoBaHue
no TpedboBaHuIO > ThreatSense > OumncTKa. YT06bI BLINONHUTL CKaHMPOBaHMe 6e3 04NCTKM,
wenkH1Te JlonosHUTEeNbHbIe NapaMeTpbl 1 BbibepuTe CKaHupoBaTh 6e3 o4ucTKu. Victopus
CKaAHMPOBAHUA COXPaHSETCA B XXYpPHasie CKaHUPOBaHWUS.

Ecnun BbibpaH napameTp MponycTUTb UCKAIOYEHUA, Paitsibl C paHee NCKIYEHHBIMU PacLLUMpPEHNSMU
OynyT NpoCKaHMpoBaHbl 6€3 NCKIYEHUN.
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Haxxmute KHOMKY CKaHMpOBaTb, 4T0bbl BLIMOIHUTB CKaHMpoBaHKMe C BblﬁpaHHbIMl/I NnapaMeTpaMi.

KHonka CKaHMpoBaTb C NpaBaMuU agMMHUCTPATOpPA MNO3BOJISIET BbIMOJIHATbL CKaHUPOBaHUE Noj
YYETHOM 3anncblo afMUHNCTPaTOPa. Bocnonb3ynTech 3TON yHKLMUEN, €CIN Y TEKYLLEro
nosb30BaTesNs HET NPaB Ha AOCTYN K (harnam, KoTopble cnefyeT NPOCKaHMPoBaTh. [laHHas KHOMKa
HeLOCTYMNHa, ECAN TEKYLLMIA NONb30BaTENb HE MOXKET BbI3bIBaTb ONepaLin KOHTPOIS YYETHbIX
3anucei B Ka4yecTBe aAMUHUCTPATOPa.

XypHan CKaHMPOBaHMS MOXHO NPOCMOTPETL MO 3aBEPLUEHNN CKaHUPOBAHWS, HaXKaB KHOMKY
[ToKa3aTb XYpPHaJbl.

Xopn CKaHUPOBaHUA

B OKHe Xx04a CKaHMPOBaHNA 0ToBpaXKaeTcs Tekyllee COCTOSHUE CKaHUPOBAHUS U MH(OpMaLns 0
KONMYecTBe (haiinoB, B KOTOPbIX 0OHAPYXXEH 3/I0HAMEPEHHbIN KoA,.

HopmanbHOM cuTyaumnen ABnsaeTcs HEBO3MOXHOCTb CKaHMPOBAHNSA HEKOTOPLIX (hainios,
HanpuMmep 3alUMLWEHHbIX NaposeM Gannos nan Gannios, NCNOAb3YEMbIX NCKTIOYNTENLHO
onepaunoHHON cncTemon (0bbIYHO pagefile.sys 1 HEKOTOPLIX halnnoB XXypHanos). bonee
noapobHy NHDPOPMALINIO MOXKHO HAWTUN B CTaTkbe Hallen Ba3bl 3HaHWUN.

Y7066l y3HaTb, KaK 3aMJlaHMPOBaTh PEryNAapHYIO 3a4advy, CM. pa3aen [11aHupoBaHue
eXeHeaeNIbHOr0 CKaHNPOBaHUS KOMMNbOTEPa.

XopA, CKAHMPOBAHMA: HANKATOP BbINOJHEHNS MOKA3bIBAET COCTOSHUE TEKYLLIEro CKaHMPOBAHMS.
06beKkT: UMs 06bEKTA, KOTOPLIA CKAHUPYETCS B HACTOSALLMIA MOMEHT, N €ro PacrosoXeHMe.

Mpousownmn obHapy>xeHusa: otTobpakaeTcs obLiee KONMYECTBO MPOCKAHNPOBAHHbIX halnoB U
yrpos, obHapy>XeHHbIX U yAaNeHHbIX BO BPEMS CKaHNPOBAHUS.

LLlenkHnTe aneMeHT «[lonoNHNTENbHbIE CBEAEHNS», 4TOObI 0TOBPa3nTL CeAyoLWYy0 NHHOPMAaLMIO:
* NMonb3oBaTenb: M5 Y4ETHON 3aNnNCK NOJb30BATENS, KOTOPbIN 3anyCTU CKaHNPOBaHWMe.,
* NMpocKkaHUPOBAHO 0O BLEKTOB: KOIMYECTBO Y>KE NPOCKaHNMPOBAHHbIX 0ObEKTOB.
* MpoAoMIKUTENBHOCTD: NpoLlejLIee BPeMS.

3HaYyoK May3bl: NPUOCTAHOBKA CKaHNPOBAHMS.

3Ha4Y0K BO306HOBEHUS: 3Ta ONuUMst 0ToBparkaeTcs, Korfa CKaHMPoBaHME MPUOCTAaHOBIEHO.
LLlenKHWTe 3TOT 3HAYOK, YTOObl MPOAOIKNTL CKAHNPOBaHNE.

3Ha4Y0K OCTAHOBKW: 3aBepLUeHNe CKaHNPOBaHUA.

LlenkHnTe aneMeHT OTKPbITb OKHO CKaHMPOBAHMA, HTOObI OTKPbITh XXYPHAA CKaHMPOBaHMA
KoMmnboTepa ¢ 6onee noapobHoON NHDOPMaLMen 0 CKaAHNPOBAHWN.

MpPOKPYTUTbL XXyPHaN CKAaHUPOBAHMUA: €CJIN 3TOT NapaMeTp aKTUBUPOBAH, XXYPHaJl CKAHWPOBAHWS
OyneT NpoKpy4MBaTbCs aBTOMATUYECKM Npu AobaBNeHUN HOBLIX 3anuceit, 4Tobbl oTobparkannch
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CaMbl€ CBEXUE IJIEMEHTHI.

LLlenkHUTe 3KpaHHYIo Nyny uau CTpesiky, 4Tobbl MPOCMOTPETh CBEAEHUS O TEKYLLEM
CKaHMpoBaHWW. MOXXHO MapasifieslbHO 3anyCTUTbL APYroe CKaHWpPOBaHWe, LLEeSIKHYB
CKaHupoBaTb KOMNbIOTEP 1V PaclumpeHHoe cKaHupoBaHue > BbibopoyHoe

CKaHUpoBaHuUe.

(es[:3) SMART SECURITY Em=rmm » - o X
fiaop CkaHupoBaHue KoMnbroTepa ?
CI(ﬂHHFCEﬂHHE
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MepeTawwmTe coaa q3a51..'|:| ANA CKaHWpOBaHWA
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3TO MOXKET 38HATE HEKOTOpOE BpEMA. Mo 33BEPLUEHHN CKaHWPOBAaHWA Bbl NOMYYWTE YEEL0MAEHHE. X

[eiicTBMe nocne ckaH. Hudero He NpeanpUHUMaThL ~

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHMUSA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAaHUPOBaHWS:

* Huyero He npeanNpUHMMaTDb: NOC/e CKAaHNPOBaHWA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0C/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HeO6XOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepPLUNTb OYNCTKY 0OHAPY XEHHbIX Yrpos.

* MpuHyauTeNnbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HE AOXKMAASACH BMeLLaTeNbCTBa MNOJb30BaTeNs, U KOMMNbIOTEP Nepe3anyckaeTcs
nocnie 3aBepLUEHNS CKaHWPOBaHWS.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30OHOBUTL paboTy).
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* Pe)xum rubepHaumm: BCe KOMNOHEHTHI, MCMOoJb3ytoLine O3Y, NepeHocaTCs B CreLvaibHblii
haiin Ha XKeCTKoM aucke. KOMMboTep BbIK/IYAETCS, U Npy CefytoleM BKIOYEHUN BEPHETCS B
npenblayliee COCTOSIHME.

JocTynHocTb aencTBuin Con 1 TmMbepHaumna 3aBMCMT OT NapaMeTPOB MUTAHNSA U CALWLErO
peXxnuma onepaumoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTEp BbINOAHAET
OCHOBHble PYHKLMM 1 NOTPebnseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobel
CcoxpaHuTb BpeMs paboTbl baTapeun (Hanpumep, ecan Bbl HAXOAUTECH B MYTW), PEKOMEHAYeTCA
nepeBecTV KOMMNbIOTEP B peXum rubepHaumu.

BeibpaHHoe pencTeme ByaeT 3anyLLeHo Nocse Toro, Kak BCe 3anyLeHHble NPOLEeCChl CKaHUPOBaHMS
6ynyT 3aBepuieHbl. Mpu Boibope 3aBepLueHme paboTtbl niv NMepesarpyska B 41aOrOBOM OKHE
noaTeepxaeHuns byaet otobpaxatbcs 30-CeKyHAHbIN 06paTHBLIN OTCHET (LWenkHMTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKE).

XKypHan npoBepkKu CKaHMpPOBaHUSA
KoMnbloTepa

B pasgene ®aisibl xXypHasia MOXHO NPOCMOTPETb NoAPO6HY0 NHDOPMaLINIO, CBA3AHHYIO C
KOHKPETHbIM CKaHUPOBaHWeM. XKypHan CKaHUPOBaHWUS COLEPXXUT CnefyoLline cBefeHuns:

* Bepcusa mogynst obHapyxeHus
* laTa 1 BPeMs Havana;
* CMUCOK NPOCKAHMPOBAHHbIX AMUCKOB, MNanok 1 (annos;

* IMSi CKaHMPOBaAHMS MO PACNUCAHWIO (TOSIbKO CKaHMPOBaHMWE MO PACNUCaHNI)

* MONb30BaTEb, 3aMyCTUBLUNIA CKaHNPOBAHWE;
* COCTOSIHME CKaHMPOBaHUS

* YCJI0 NPOCKAHMPOBaHHbIX 00EKTOB;

* KONMYecTBO 0BHapyXeHunn,

* BPEMS 3aBEPLUEHUS;

* obLLee BpeMsa CKaHMPOBaHMA.

HoBbI 3aMyCK 3a/1aHNs CKaHUPOBAHWS KOMMNbITEPA N0 PACNNCAHNI0 NPOMNYCKAETCS, €CN BCe
elle BbINONHSAETCS TO XXe 3aJaHne Mo pacrnmncaHunio, KOTOpoe BbIMONHSANOCL paHee. B cnyyae
NponycKa 3aflaHns CKaHWPOBaHMS MO pacnuncaHuto byaeT co3aH XXypHan NpoBepKu
KOMMbOTEPA C NPOCKAHNPOBAHHbIMK 06beKTaMu B koninyecTse 0 1 ctaTycom CKaHUpoBaHUe
He Ha4yaJloCb, NOCKOJIbKY BCe eLle BbiMOJIHANOChL Npeabiayllee CKAaHMPOBaHue.

YT106bl HANTV NpeablayLine XXyPHaJbl CKAaHUPOBAHWUS, B [JIaBHOM OKHE Mporpammsl Bbibepute
Cepsuc > ®aunnbl XXypHana. B packpoiBatoiemcs MeHio BbibepnTe CKaHMpoOBaHMEe KOMMNblOTEpa 1
ABaXK bl WENIKHUTE HYXXKHYI0 3anuchb.
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CKEHHPOBEHHE KoMneHOTEPA

JKypHan npoeepkn

BepcuAa Moayna obHapysxeHuA: 27487P (20230629)

fara: 6/29/2023 Bpema: 2:18:23 AM

MpOCKaHWPOEaHHEIE OUCKK, Nanku 1 Gaine: ONepaTtMEHaA NaMATe;C\3arpy3ouHele cektopsl/UEFLCH,
User: DESKTOP-ILTIDS\User

CKaHWpOBaHWe NpepBaHo NofbL30BaTenem.

KonnuecTED NPOCKAHUPOBaHHLIX 0ObekToE: 14262

Konwuecteo obHapy#eHuid: 0

Bpema BeINOAHeHUA: 2:18:35 AWM OBLee BpemMA cKaHWpoBaHUA: 12 cek, (00:00:12)

() @uALTpauMA

. JlononHuTenbHble CBeAEeHUS 0 3anncax «He yaaeTcs oTKPbITb», «OWmnbKa OTKPbITUA» U/Un
«ApPXUB MOBPEXEH» CM. B CTaTbe 6a3bl 3HaHW ESET.

LLlenkHuTe 3Ha4ok nepektodatens CHED dunbTpaums, YTobbl OTKPLITL OKHO DUaLTPaLIMS
XKYPHa/a, rie MOXKHO YTOYHUTb MOWUCK, 3a4aB NoJb30BaTeNbCKMe KpuTepun. YTobsbl NPoCMOTPETh
KOHTEKCTHOE MEHIO, LLENIKHUTE MPaBOo KHOMKOW MbILLK 3aMUCh B XXypHae:

Denucreue Ucnonb3oBaHue

OuNbTPaUNS OMHAKOBLIX  AKTUBMPYET MAbTPaLIMIO XYypHana. B XypHane bynyT oTobpaxaTbCs
3anucen TOJIbKO 3aMMCK TOrO XXe TUMa, YTO Y BbIOPaHHOM 3anucu.

OunbTp Mpw BbiBOpe 3TOro NapamMeTpa 0TobpaxKaeTcs OKHO «DuUnbTpaLns
XKYpPHana», B KOTOPOM MOXXHO 3a[laTb KpUTEpUn nnbTpaumm ans
onpeneneHHbIX 3anuceit xypHana. CoyeTaHme kKnaBuw: Ctri+Shift+F,

Bkto4nTb unbTp AKTUBMpPYeET napameTpbl puabTpa. ECan Bbl akTBUpYeTE (DUILTP B
NnepBbI pa3, HY>KHO YCTAaHOBUTb NapamMeTpbl, 1 OTKPOETCS OKHO
«OuUnbTPaUNS XypHana».

OTKNMOYNTL PUNBLTP Bbiknto4aeT puabTp (TO XKe camMoe, YTO LWeSIKHYTb nepekaoYaTesb
BHU3Y).

KonupoBaTb KonupyeT BblaeneHHble 3anucu B bydep obmeHa. CoveTaHne KnasuL:
Ctri+C.

KonupoBsaTb BCe KonupyeT BCe 3anncu B OKHe.

JKCnopT JKCNopTUpyeT BblAeNIEHHbIE 3annMcK B XML-thann.

DKCnopTMpoBaThb BCe DKCNopTUpyeT BCe 3anncu B OKHe B XML-hai.

45


https://support.eset.com/kb2155
https://support.eset.com/kb2155

OnucaHune obHapyxeHns  OTKPbIBAET 3HLMKIONEANIO Yrpo3 ESET, KOTOopas COAEPXMUT NoapobHyto
nHGopMaLMto 06 ONACHOCTAX U CUMNTOMAX BblAENIEHHOI O 3aPaXXeHMsI.

ObHoBNEeHue

PerynapHoe obHoBsIeHMe ESET Smart Security Premium — nyywmnin cnocob obecnednTb MakCMMasibHbIN
ypoBeHb 6e30nacHOCTK KoMMbloTepa. Moayab 06HOBAEHMA NOAOEPKNBAET aKTyalbHOCTb
MNPOrpaMMHbIX MOLYEeN N KOMMOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBAEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NPOCMOTPETb UHGOPMALIMIO O
TeKyLLEM COCTOSHUM 0OHOBNIEHMS, B TOM YMC/Ie faTy ¥ BPeEMS NOCAELHEr0 YCMNeLHO BbIMNOJIHEHHOMO
06HOBNIEHMS, @ TakXKe CBeeHNs 0 HeobXoLMMOCTY 0OHOBEHMS.

Kpome aBTOMaTM4eCKOro 06HOBIEHMS, MOXHO BbINOJHUTL 0OHOB/IEHNE BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNM4YMe oOHOBNEHUN. PerynsapHoe 06HOB/IEHNE NPOrPaMMHbIX MOLY e 1
KOMTMOHEHTOB SIBNSIETCS BAaXKHbIM acnekToM obecrneyeHuns NoIHON 3aluTbl OT BPEJOHOCHOI0 KOAa.
Yoenute ocoboe BHUMaHWE KOHUTIYPUPOBaHUIO 1 paboTe NporpaMMHbIX Moayneir. s noayYeHus
06HOBNIEHMI HEOOX0AMMO aKTUBUPOBATL MPOAYKT C MOMOLLbIO BALLEr0 JIMLEH3NOHHOMO Kitova. Ecn
3T0 He 6bIJ10 clieslaHo BO BPeMs YCTaHOBKU, BaM NoTpebyeTcst akTMBUPOBATL ESET Smart Security
Premium, 4TO6bl MOAY4UTb AOCTYN K cepBepaM 0bHOBMeHNs ESET. KoMMnaHus ESET oTnpaBuia Bam
JINLLEH3MOHHbIN K/t0Y MO 3/1eKTPOHHON NnoYyTe nocsie npuobpeTeHuns ESET Smart Security Premium.

(€SI2) SMART SECURITY Emmmm ® - o x

O6sop O6HoBNEeHUe ?

CkaHWupoBaHue
KOMMObHOTERE

V/ ESET Smart Security Premium
(@ rrmeT TekyLlLan Bepcms: 16.2.9.0
LJ
Cepenc
MNocneaHee yenelwHoe oBHoOBNEHWE:! 6/28/2023 11:14:32 PM
v, MNocnegHan ycnelwHas NpoEepKa HaaM4una 6/29/2023 2:12:13 AM

HacTpoiika - -
ODHOBAEHWMA:

Cnpaeka n nogiepxKa MNokazaTe Bce Mmoaynn

YyeTHan sanuce ESET
HOME

C MNpoeepuTs Hanuume o6HOBASHMI

Tekywias Bepcus: otobpaxkaeTcsa HOMep TeKyLlen YCTaHOBIEHHOW BEPCUM NPOAYKTa.

MocnepHee ycnewHoe obHoBNeHue: 0To6pa>KaeTc;| [OaTa nocneaHero ycnewHoro obHoBNEHNS.
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Ecnn He 0To6pa>KaeTc9| HEOaBHAA OaTa, BO3MOXHO, Ballk MOAYJIN NPOAYKTa HEaKTYyaJlbHbl.

MocnepHsAs ycnewHasa npoBepKa Ha Hanu4me obOHoBNIeHMI: oToOpa)kaeTcs AaTa nocsiegHen
yCMNeLIHON NPOBEPKN Ha Hasimyine 06HOBIEHMWN.

NMokasaTb Bce MOAYJIN: 0T06pa)KBETCFI CMNCOK YCTaHOBJIEHHbLIX MPOrpaMMHbIX Mouyneﬁ.

LenkHnTe MpoBepuTb Hanu4YMe 0OHOBNEHUI, YTOOLI MPOBEPUTL HaMYME NOCNEOHEN NOCTYNHOW
Bepcun ESET Smart Security Premium.

Mpouecc obHoBNEHUSA

Mocne HaxxaTusi KHonky NMpoBepuTb HanU4Yne oGHOBNEHUI HauyMHAETCA 3arpy3ka. Ha akpaH byayT
BblBEEHbI MHAMKATOP BbINOJHEHNS 3arpy3KM 1 BpeMA 0 ee OKOHYaHus. YTobbl npepBaThb
06HOB/IEHNE, HAXXMUTE KHONKY OTMEHUTb O6GHOBMEHMe.

(es[:3) SMART SECURITY E=xmm » - o X
I O6HoBneHue !
CraHupoBaHue
KOMMBHITEDE ESET Smart Security Premium

5 v Tekylian Bepcua: . 16.1.13.0

S OBHoBnEHNE (1) Y P

Cepeunc
MocnegHee ycnewHoe obHOBNEHWE: 3/20/2023 6:58:49 AM
V MocneaHAn yonewHan Nnpoeepka Hanwdawa 3/20/2023 7:00:53 AM

HacTtpoika . -
0BHOBARHWMIA:

Cripaeka W NogLepKa MokazaTe BCe MOAYAN

Yuernan zanuce ESET

HOME -
OBHoBNEHWE NPOTPaMMbl...

Q

LA R L NN ]

OTmeHWTL o6HOBNEHWE

O6bl4HO B OKHE OOHOBNEHME 0TOOpa)KaeTCa 3e/1eHblii (PNaXK0oK, YKa3blBaOWMIA Ha TO, Y4TO
yCTaHOBJ/IEHA aKTyasibHasi BEPCUS NporpaMmsbl. ECiv Bbl HE BUAUTE 3TOT h/1aXKoK, NporpamMmma
ycTapesna. Mpu 3TOM NOBbIWAETCA pUCK 3apaxkeHns. OBHOBUTE MOAYAN MPOrpaMMbl Kak MOXHO
ckopee.
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Owunbka oOHOBNEHUA

Ecnn Bbl nonyynnn coobuieHmne o ToM, 4TO 06HOBUTHL MOAYN HE YAAN0Ch, Y 3TOr0 MOXeT bbiTb
HECKOJIbKO MPUYMH.

1. HepelcTBMTENbHAA JIMLEH3UA: UCMONb3yeMas A1 aKTUBALUM NTNLEH3MNS ABNSETCS
HeOelCTBUTE/IbHOW NN CPOK ee AENCTBUSA UCTEK. B r1aBHOM OKHE Mporpammbl LLEAKHUTE
CnpaBka U nogaep>xka > U3MeHUTb JIMLLEeH3MI0 11 aKTUBUPYIATE CBON NPOAYKT.

2. Mpwu 3arpyske pannos 0OHOBNEHUIA NpoM3OLLIA OWMOKA: BO3MOXXHAsA NPUYNHA TOW
ownbKyM — HenpaBuiibHble NapamMeTpbl NOAKM0YeHns K IHTepHeTy. PEKOMeHAyeTCs NPOBEpUTh
Hanu4yune nogkaodeHns K IHTepHeTy (Hanpumep, nonpobynTe oTKPbITh Ntobon Beb-canT B
bpaysepe). Ecnv Beb6-CalT He OTKPbIBAETCS, BO3MOXHO, HE YCTAHOBJIEHO NOAK/IOYEHME K
MHTepHeTy nam Ha KoMMbloTepe BO3HUKIIN Kakue-nnbo npobaembl C NOAKIIOYEHNEM K CETMW.
ObpaTnTech K CBOEMY MOCTaBLUUKY ycnyr UHTepHeTa, 4Tobbl BbIACHUTL, €CTb JIX Y BaC akTUBHOE
noaknoyeHune K IHTepHeTy.

(es[:3) SMART SECURITY E=xmm » - B X
Otaop Ob6HoBNEHMe ?
CraHupoBaHue
KOMMBIITERS » ESET Smart Security Premium

g DEROBRACHNE i Tekylian Bepcua: 16.1.13.0
Cepeuc

MocnegHee ycnewHoe obHOBNEHWE: 3/20/2023 6:58:49 AM
" . V MocneaHAn yonewHan Nnpoeepka Hanwdawa 3/20/2023 7:00:53 AM
SE-nE 0BHOBAEHWIA:
CnpaBka W NogaepkKa MNokazaTe BCe MOAYAMN
¥yueTHan sanuce ESET
HOME

3arpyska npepeaHa NoNb30BaTenem.

C MNpoeepnTs HanuuMe oGHOBNEHUIA

Mepe3anycTuTe KOMNbIOTEP Nocsie 06HOBIEHNS NPOAYKTa ESET Smart Security Premium o 6onee
HOBOW Bepcun, 4Tobbl ybeanTbcs, 4To BCe MOAYIM NPOrpaMmbl 0OHOBIEHbI HaAEXALLNM
obpa3som. lNpu perynsapHom 06HOBNEHNM MOLYNEN BbINOJIHATL Nepe3arpysKy HeT
HeobxoanMoCTK.

[lononHUTEeNbHbIE CBEAEHNS MOXXHO HATW B CTaTbe YCcTpaHeHne npobsiemMbl € coobLleHnem
«He yoanocb 0OHOBUTb MOLYJIN».
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https://support.eset.com/kb2850
https://support.eset.com/kb2850

OuanoroBoe OKHO — TpebyeTcsa nepe3anyck

Mocne o6HOBNEHMA ESET Smart Security Premium 40 HOBOW Bepcumn TpebyeTcs nepesanyck KOMMbloTepa.
HoBble Bepcum ESET Smart Security Premium BbIMyCKaOTCA AN8 peann3auimm yayyweHnn nam
ncnpasneHnsa npobnem, KotTopbie He MOryT BbITb YCTPaHEHbl aBTOMATUYECKUMU 0OHOBIEHMAMMU
MoAyJieln NporpaMmbl.

HoByto Bepcuto ESET Smart Security Premium MOXXHO YCTaHOBUTb aBTOMaTU4YE€CKMN Ha OCHOBE HAaCTpoekK
0OHOBNEHNS NPOrpPaMMbl UK BPYYHYO NyTEM 3arpy3Ky 1 YCTaHOBKM Hosiee HOBOV BEPCUM MOBEPX

npeablayLen.

HaxxmnTe KHomky Mepe3anycTuTb ceyac, 4Tobbl NepenycTuTb KOMMbioTep. ECin Bbl MnaHmMpyeTe
nepe3anycTuTb KOMMbIOTEP MO3XKE, HAXXMUTE KHOMKY «HanoMHUTb no3xke». [103)xe MoXXHo byaeT
nepe3anycTuTb KOMMbIOTEP BPYYHYIO U3 pa3aesa O630p B r/1aBHOM OKHE NPOrpaMMmbl.

Co3paHue 3apa4y obHOBNIEeHUA

O6HOB/IEHNE MOXXHO 3aMnyCTUTb BPYYHYt0, Ha)kae MpoBepuTb Han4Yme o6HOBNIEHUI B OCHOBHOM
OKHe, KOTOopoe NnosiBaseTcs nocsie Bbibopa NyHkTa OGHOBJIEHME B M1aBHOM MEHIO.

O6HOBNEHNSA TaK)Xe MOXXHO BbINMOJHATL KAk 3amnjaHMpoBaHHY0 3agady. s KOHpUrypmposaHumsa
3anJaHMpPOBaHHON 3af4a4u wenkHMTe CepBuc > MnaHMpoBLUKK. 10 yMONYaHMIO B ESET Smart Security
Premium aKTMBMPOBaHbl YKa3aHHbIe HUXe 3afayn 06HOBeHMA:

e PerynspHoe aBToMaTU4eckoe obHoBneHue
e ABTOMaTM4yeckoe obHOBNEHUE NoCe BXOAa Nonb30BaTens B CUCTEMY

Kaxxayto 3agavy 06HOBNEHNS MOXKHO U3MEHNTb B COOTBETCTBUU C KOHKPETHLIMK TpeboBaHMAMN.
Kpome 3a4ay no yMOJ4aHMIO MOXKHO CO34aTh Apyrue 3agayvn o6HOBNEHNS C NOJIb30BaTEbCKUMMU
HacTponkamun. [JonoAHUTENbHYO MHOPMALMIO O CO3AaHUN N HAaCTPONKe 3aaay 06HOBNEHNA CM. B
pasgene [11aHNPOBLLMK.

CnyxeOHble nporpaMmbil

B MeHi0o MUHCTpYMeHTbI AOCTYMHbI (DYHKLIMK, KOTOPbIe 0becrneynBatoT AONOMHUTENbHYIO 3aLUTY
yNpoLaoT aAMUHUCTPUPOBaHMNE ESET Smart Security Premium. [JOCTYMHbI ClegytoLwmne cpeacTsa:

Dalnsibl XXYPHaI0B

s 3anyLleHHble NpoLLecchl (ecam ncrnosib3oBaHne cucTembl ESET LiveGrid® BKJ1IOYEHO B ESET Smart
Security Premium)

[ ;
(b OTyeT no 6e3o0nacHOCTH

o
9 B CeTepble nofkJyeHns (ecam ®ariepBosi BKIOYEH B MporpaMme ESET Smart Security Premium)
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ESET Syslnspector

® [M1aHMPOBLUNK

+
£+
Q CpeAcCTBO 04YMUCTKM CUCTEMBI

Eﬁ' VIHCNeKTop ceTu

& OTrnpaeka obpasia Ha aHa/n3 (PyHKLMUA MOXeT BbITb

KOH(Urypaumm ESET LiveGrid®).

& KapaHTuH

(es[3) SMART SECURITY s

]8 Ofzop

~y  Ckanwpoeanmue
KOMMbHOTEDE

. OBHoBNEHNE
E Cepeuc
{ c_):; HacTpoiika

@\] Cnpagka 1 nogaepxka

o) YyerHan sannce ESET
‘¢ HoMmE

Progress. Protected.

CepBuc

% @annbl XypHana
o CEEAEHNA 060 BCex BaxHbIX cOBLITHAX

nporpaMmel

—] Ortuet no 6esonacHOCTU
¥3HaiiTe, kak ESET Bac ZallMwast

@ ESET SysInspector
Cpeacteo cHopa NogpoBHLIX CERAEHUI O CHCTEME

{9 CpeacTBO OUMCTKM CUCTEMBI
CpeAcTEO OUMCTKN CHCTEME

OTtnpaeutb Gain Ana aHanwsa
OTpaenTs ¢aiin B NCCNEOBaTENLCKYH
nabopatopuko ESET

daunnbl XypHana

®ainbl XypHanoB cofep>xaT UHGPOPMaLMIO 0 BaXKHbIX MPOrpaMMHbIX COBbITUSX N CBOLHbIE CBEAEHUS

HEOOCTYMHa B 3aBUCMMOCTU OT

3anyLweHHble NpoLecchl
CEEJEHWA O PENyTauwn Ha ocHoee ESET LiveGrid®

O CereBble NOAKNHOUYEHWA
ﬂl 0630p YCTAHOBNEHHBIX NOAKIKYEHWI 1

CTaTUCTHKS B PEXUME DEANBHOTO BREMEHN

MnaHupoBLwWK
YNpaeneHue 3agaqamun 1 ux naHnpoEaHne

= WHcnekTop cetn
. MpoeepbTe Ge30NacHOCTL CEORH ceTH

KapaHtuH
Be30nacHoe XpaHeHWe 3apaxeHHsl gaiinos

06 0bHapy>XeHHbIX yrpo3ax. BegeHune ypHana sBASETCS BaXXHENLWNM 371eMEHTOM aHau3a

CUCTEMbI, 0BHaPYXXEHNSA Yrpo3 1 ycTpaHeHus npobnem. OHO BbINOSHAETCS B POHOBOM pexiume be3
BMeLlaTeNbCTBa NoJib30BaTeNs. [JJaHHble COXPAHAIOTCA B COOTBETCTBUM C TEKYLLMMI NapaMeTpaMm

CTeneHn geTanmsaumm xypHana. lpocMaTprBaTb TEKCTOBbLIE COOOLLEHNSA 1 haiisibl XKYPHANOB, a
TakKXXe apXMBUPOBaTb UX MOXKHO HEMOCPEACTBEHHO B cpefie ESET Smart Security Premium.
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(es[El) SMART SECURITY o ®» - 0O X
Otzop 4 daunbl XypHana s ?
Crannposatine OBHapyxerna (0) v
KOMMBHOTERE ORY L
OBHoenerne Bpema M. T.. OObekt OBHapyxeHue Aeiict.. Monb3.. WHpopmal.. X3w Mep...

Cepenc

Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

@uAbTpauma

Mony4nTb AOCTYN K haiisaM XXypHasia MOXHO W3 [J1aBHOr0 0KHa NpPorpaMMbl C MOMOLLbI KOMaH bl
CnyxxebHble nporpaMmbl > @ainbl XXypHana. Boibepnte HyXXHbI TUM XypHana B
PACKPbIBAIOLLEMCS MEHIO XKypHa.
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* OGHapy>XeHMUA: 3TOT XXYpPHa/ CoAepPXMT NoapobHy MHpopMaLmio 06 yrposax un
3apakeHnsx, 0bHapy >XeHHbIX NpPorpamMmmoi ESET Smart Security Premium. PeructpmnpyeTcsa Bpems
obHapy>xeHuns, TMN MOAYNA CKaHMPOBaHMA, TUM 00beKTa, pacnosioXeHne obbekTa, Ha3BaHUe
obHapy>XeHu$, BbINOJIHEHHOE AENCTBUE, UMSA MOb30BaTENS, KOTOPbLIA HAaX0AWCS B CUCTEME
npy 0bHapy>XeHnn 3apakeHus, Xxew 1 nepeoe nossneHne. HeoynweHHble 3apa)keHns Bceraa
OTMeYeHbl KPaCHbIM TEKCTOM Ha p0o30BOM (poHe. OYULLEHHbBIE 3apaXXEHNS OTMEYATCS XKENTbIM
TEeKCTOM Ha benom (oHe. HeoumLleHHble MOTEeHUMaNbHO ONacHbIe MPUN0XKEHNS (PUA)
0TMEYalTCH XKEeNTbIM TEKCTOM Ha 6enoM oHe.

* CoObITuA: B XXypHane cCOObITUIA PerncTPUPYIOTCS BCE Ba)KHble AENCTBMUS, BbINOIHAEMbIE
nporpamMmmoit ESET Smart Security Premium. OH COLEPXNT UHGOPMaLMio 0 COBLITMSAX 1 owmnbKax,
KOTOpble MPOM30LWJIN BO BpeMsi paboTbl nporpaMmbl. OH A0JIKEH NMOMOraTb CUCTEMHbLIM
aZMUHNCTPATOPaM M Nob30BaTENsAM pewaTb NpobiemMbl. 3a4acTyo MHGOPMaLMs, KoTopas
COOEPXUTCS B 3TOM XXYpHaJie, 0Ka3blBaeTCs BECbMa MOJIE3HON Npu pelleHnn npobnem,
BO3HMKatOLWMX B paboTe Nporpammsi.

* CKaHMpOBaHMe KOMMNblOTepa: B 3TOM OKHe 0ToBpa)katoTCs pe3ynbTaThl BCEX BbIMOJHEHHbIX
onepauuit CKkaHMpoBaHWs. Kaxaas CTpoKa COOTBETCTBYET OAHON NPOBEPKE KOMMblOTEpa.
OBaxabl LWenkHUTe Ntobyto 3annchb, YTobbl NPOCMOTPETb CBEAEHNS O BbIOPAHHOM
CKAHWPOBAHWMN.

. OTI'IpaBﬂeHHbIe d)aﬁnbl: 30eCb cogep>XxaTcd 3anncu 06 06pa3u,ax, OTNpPaBJ/IEHHbLIX B ESET
LiveGuard.



* HIPS: 3[1eCb COAEPXKATCA 3annch KOHKPETHbIX MPaBWUJ CUCTEMbI MPEL0TBPALLEHVS BTORXKEHWIA
Ha Y3eJl, KOTOpble MoMeYeHbl [N perncTpauumn. B npoTokosie oTobpaxxaeTcs NpuioxXeHue,
KOTOpOe 3anyCcTuIo onepaLmio, ee pesynbTaT (pa3peLleHne uamn 3anpeLleHne Npasnia) n uMs
npasuna.

* 3awmTa OAHKOBCKOW onJsaThl: COAEPXMUT 3aMnncu HeMpPoBEPEHHbIX/HELOBEPEHHbIX (haloB,
3arpy>xeHHbIx B bpay3epe.

 3aluMTa CeTH: B XXYpHasie 3allMThl CETM 0TOBpaXKatoTCs BCe MOMbITKN YAANEHHbIX aTak,
KOTopble 06HapyXnnu ¢aiepBos, CPeACTBO 3alUThl OT CETEBbIX aTak (IDS) 1 3alWUTbl OT
6oTHeTOB. B HemM HaxoamnTcs MHGopMaLms 060 Bcex aTakax, KoTopble bbliv HanpaBieHbl Ha
KOMMbtoTep nosb3oBaTens. B ctonbue CobbiTue 0Tobpa)kaoTcs 06Hapy)KEHHbIE aTaku. B
cTonbue CToYHMK YKa3bIBAOTCS [OMNOJIHUTE/IbHbIE CBEAEHNS O 3/10YMbILLIEHHNKE. B cTonbue
MPOTOKON NEPEYNCAAOTCS NPOTOKObI 0OMEHa AaHHbIMK, KOTOPbIE NCMO/b30BaINCE OIS aTaKW.
AHanu3 XypHasna 3aluTbl CETU MOXXET NMOMOYb CBOEBPEMEHHO 0OHAPYXMNTb MOMbITKN
3apakeHust KoMnbloTepa, YTobbl NPeaoTBPaTUTL HECAHKLIMOHMPOBAHHbIA AOCTY.
JonoNHUTeNbHbIE CBEAEHUS O CETEBbIX aTakax CM. B pa3aesie IDS 1 pacluMpeHHble NapaMeTpbl.

* OT(punbTPOBaHHbIE BEO-CaMTbl: ITOT CNUCOK MOJIE3EH, EC/IN Bbl XOTUTE NPOCMOTPETH
CrnCcoK BeB-canToB, 3a6/10KNPOBAHHLIX 3aLLMTON A0CTYNa B VIHTEPHET WAWM POANTENLCKUM
KOHTpOJIEM. B KaX40M )XypHase yKa3biBaloTCA BpeMs, URL-apec, N0Jib30BaTe/b U MPUJIOXKEHME,
C MOMOLLIbIO KOTOPOro YCTaHOB/IEHO MOAKOYEHNE K KOHKPETHOMY BeO-CanTy.

* 3alWMTa NOYTOBOrO KJ/IMEeHTa OT cnaMma: COAEPXKNT 3anncKn, CBA3aHHbIE C coobLeHnamm
3J'IeKTpOHHOI7I MO4YThbl, KOTOPbIE OblI NOMEeY€eHbl Kak Cnam.

* PoanTeNnbCKUM KOHTPOJIb: COAEPXKUT CMMCOK BED-CTpaHML, pa3peLlleHHbIX Nan
3a0/10KMPOBaHHbIX (hYHKLMER poaNTENbCKOro KOHTPONS. B cTonbuax Tvn COOTBETCTBUA U
3Ha4YeHns COOTBETCTBUSA YKa3blBAaETCA, Kakne npasuna GuabTpaumm 6biam NnpyMeHeHb!.

* KOHTpPOJIb YCTPOMUCTB: COLEPKUT CMUCOK NOAKOHEHHBIX K KOMNbIOTEPY CbEMHbIX
HOCUTeNen N YCTPOMCTB. B XXypHane perncTpmupyoTca TOIbKO Te YCTPOMUCTBaA, KOTOpbIe
COOTBETCTBYIOT NPaBUy KOHTPOASA. B NPOTUBHOM C/ly4yae B XXypHase He CO34atTCs 3annucu o
HUX. 30eCb XKe 0TobparkatoTCa Takne CBeAeHUA, Kak TUN YCTPONCTBA, CEPUMAHLIN HOMEpP, NMS
NoCTaBLMKa U pa3Mep HOCUTENS (Mpu ero Hannyunm).

* 3awmTa Bes-KaMeprZ COOEPXKNT CBEAEHUNA O MPUNOXEHUAX, 386}'IOKI/IpOBaHHbIX mMoaynem
3allnThbl Beﬁ-KaMepr.

BblonennTe cogepxumoe toboro XypHasna v HaXXMUTe KNaBuLLmM CTRL + C, 4TOObI CKOMMPOBaTL €ro B
bydep obMeHa. YaepxuBaiTe knasuily CTRL Uiy SHIFT, 4TOObI BbIAEUTb HECKOILKO 3amnncei.

LLlenkHWUTe aneMeHT dunbTpauma, 4Tobbl OTKPbITL OKHO OubTpaLmMs XKYpHaa, rae MOXHO
3a4aTb KpUTEPUM UabTPaLMUN.

LLlenkHnte I'IpaBOIZ KHOMKOW MbILLN onpeaneneHHy 3arnncs, 4TObbI OTKPbITb KOHTEKCTHOE MEHTIO. B
KOHTEKCTHOM MEHIO AOCTYMNHbI NepevYncieHHble HNXXe NapaMeTpbl.
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* Moka3aTtb: NPOCMOTP B HOBOM OKHE MoAp0o6HOI MHOPMaLMK O BbIBPAaHHOM XYypHane.

* dunbTpauma oaUHAKOBbIX 3anMcemn: nocse akTueaLmm 3Toro punbTpa 6yuyT MOKa3aHbl
TOJIbKO 3anuncu 04HOro Tvna (AMarHoCTUYECKME 3anucy, npeagynpexageHna n T. a.).



* ®unbTp: Npu BbiIbOpe 3TOr0 NapamMeTpa Ha 3KPaH BbIBOAUTCA OKHO PuiibTpaLys XXypHaa, B
KOTOPOM MOXXHO 3aaTb KpUTEPUU PUNbTPaLUM ANs ONpeLeNeHHbIX 3anucen XXypHana.

* BKNouuTb GUALTP: aKTUBALIMS HAaCTPOEK MbTPA.
* OTKNIO4UTb (PUANBLTP: YOANATCA BCe MapaMeTpbl PuibTpa (CO3AaHHbIE, Kak OMCAHO BbILLE).
* KonupoBaTb/KONMPOBaTb BCE: KOMUPOBaHNE MHPOPMALIAMN O BbIBPAHHbBIX 3aMnnCsX.

* KonupoBaTb iY€MKY: KOMMPOBAHNE COOEPXKUMOr0 A4ErKKN No ee LWen4Ky npaBon KHOMKOM
MbILLIN.

* Ypanutb/ypanuTb BCe: yaasieHNe BbleNEHHbIX 3anncei nan Bcex oTobpaxaemblx 3anmncen.
Insi 3TOro AencTBUS HY)KHbI NPaBa aAMUHUCTPATOPA.

* DKCNOPT/IKCNOPTUPOBATL BCE: SKCMOPT UHDOPMALIMK 0 BbIOPAHHBIX 3aMUCAX WU BCEX
3anncsix B goopMmaTe XML.

* Hantu/Hantu cnepyrowee/Hantu paHee: LWeNKHYB 3TOT NapaMmeTp, MOXHO onpenennTb
Kputepun puabTpauny, 4Tobbl BbILENNTb ONpefeNieHHYI0 3annCb B OKHE «DPunbTpaums
XXypHana».

* OnucaHue oOHapYXXeHUA: OTKPbIBAET HUMKIONEANIO yrpo3 ESET, KOTopas COaepXunT
noapo6bHyt nHGopMaLuto 06 ONACHOCTAX U CUMNTOMAaX 3aPernCTPMPOBAHHOIO 3apaXkeHuns.

* Co3paTh UCKNIOYEHMe: CO3[aHme HOBOro /ckatoyeHnsa 13 obHapyXeHus C NMomMoLLbH
macTepa (HepocTynHo Ana obHapyXeHUs BpeaoHOCHbLIX NPorpamm).

PunbTpauuma XXypHana

Y106kl YKa3aTb KpUTEPUN PUNbTPaLMK, Bbibepute CepBuc > ®annbl XypHana v WeaKHUTe
dunbTpauus.

C nomoLLbio hYHKLIMN PUNbTPALUM XKYPHANIOB MOXHO HAWTW HYXXHYI0 MHGOPMaLIMIO Cpean
MHOXXECTBA 3anuceir. 3Ta yHKLUMS NMO3BONSAET Cy3UTb KPYr, ECAN Bbl ULLETE 3aMCK XYPHaa no
TUNY COBbLITUS, COCTOSHMIO UK NEPNOaY BPEMEHU. MOXHO OT(UNLTPOBATL 3aMNNCK XYpPHaNa rno
onpeaeneHHbIM NapaMeTpaM Moncka. B okHe «daiinibl XXypHan0B» 0Tobpa3sTCs TONbKO 3amnncu,
KOTOpble COOTBETCTBYIOT 3TUM NMapameTpam.

B none HanTu TeKCT BBEANTE KJIKOHEBOE C/I0BO A5 NOMCKa. icnonb3ynTe packpbiBatoLeecs MeHO
NckaTb B cTtonbuax, 4Tobbl yTOYHMTL YCI0BMA NOMCKa. BoibepnTe 04HY M HECKObKO 3anucei B
packpbiBatoemca MeHio Tunbl 3anucen XXypHana. 3ajaTe nepuop BpeMeHu, pesynbTaThl 3a
KOTOPbIA HY>KHO BbIBECTU Ha 3KpaH. MoXeTe TakXKe UCMoJib30BaThb Apyrve napamMeTpbl NONCKA,
HanpuMmep ToNbKO cnoBa UeNMKoM nin C yuyeTom perucrpa.

Hautu TekcT

BBeanTe CTPOKY (CNOBO LIE/IMKOM WJIM HYaCTWUYHO). MOSBATCA TONbKO 3aMnUCU, B KOTOPbIX
COEPXUTCS 3Ta cTpPoka. OCTaNbHble 3anncKk ByayT OnyLLEHbI.
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Nckatb B cToNnOLax

BbibepuTe, Kakune cTonbubl 6yayT y4nThIBaTLCA NpU NOUCKe. [Nd NCNONb30BaHNSA B MONCKE MOXHO
OTMETUTb OAMH CTONBEL MK Cpa3y HECKOJIbKO.

Tunbl 3anucen

BbibepnTe 04NH NAN HECKONBKO TUMOB 3aMNNCeN XXypHana B PacKpPbIBAOLLEMCS MEHIO.

* IMArHOCTUKA: B XXYPHaNl BHOCUTCS MHGOPMaLMs, Heobxoanmas Ans TWaTeNbHON HAaCTPONKN
NPOrpamMMbl, N BCE NePeYnNCEHHbIE BbILLIE 3aMuncu.

* UHdopmaumsa: B XXypHasl BHOCATCA MHPOPMaALIMOHHbIE COOBLLEHNS, B TOM YnCNe COObLLEHUS
06 ycneLwHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NMepPeYNC/IEHHbIE Bbille 3anncu.

* MpepynpeXxpeHus: B XypHaa BHOCUTCS MHopMaLmMs 0060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexneHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLma 06 owmnbkax 3arpysku anioB U KpUTUYECKUX
owmnbKax.

* Kputnyeckoe: perncTpmpytoTcs TONbKO KpUTUYECKMe owmnbkm (owmnbkm 3anycka 3allunTbl OT
BUPYCOB,

NMepuopn BpeMeHu, C
Mepuopn BpeMeHun: 3aganTe Nepuos BpeMeHu, pesysibTaTbl 38 KOTOPbIA HYXKHO BbIBECTU Ha 3KPaH:

* He ykasaHo (no ymon4yaHuio). Monck no nepmosy BpeMeHu He BbINOJIHAETCS, a BeLeTCs B
XKYpHane LesimKomM.

* Mpownbin peHb
* Mpownasa Hepensa
* Mpownbin Mecay

* NMepuop, BpeMeHn. MOXXHO yKa3aTb onpefiesieHHbI Nepnos BPeMEHU (Havano u KoHel
nepuoaa), YTobbl 0THUNLTPOBATL 3aMNCK MO HEMY.

TONBLKO CJIOBA LEJIMKOM

YCcTaHOBMTE 3TOT (hJIaXKOK, eCNN AN NoslydeHns 6osiee TOUYHbIX pe3y/ibTaTOB HY)KHO UCKaTb
onpefesieHHble CI0Ba LESIMKOM.

C yyeTOM peructpa

BkntouynTe 3TOT NapamMeTp, ecnum npu uabTpauum AOSKEH Y4UTbIBaTbCA pernctp 6yks. Mocne
HaCTPOMKM NapaMeTpoB NOMCKa Unn punbTpaunm Haxmute kHonky OK, 4Tobbl 0Tobpasnanch
OT(UIbTPOBAHHbIE 3aNUCKU XYPHaNa, A HaXXMUTe KHoNkKy HauTu, 41obbl Ha4YaTb NOMCK. MOUCK B
(harsiax XypHasa BefeTcs CBepxy BHM3, HA4YMHaA C TeKyLlen no3nuun (Bol4eIeHHON 3anucK).
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Mounck NpekpaLlaeTcs, Korga HaxoAMTCs nepeBas COOTBETCTBYIOLLANA €ro KpUuTepuam 3anucb. YTobbl
HaTW CRefyoLWyo 3annCb, HAXXMUTE KnasuLy F3. YTo6bl yTOYHUTL KPUTEPUW MOUCKA, LLESIKHUTE
NpaBoW KHOMKON MbIWn 1 BbibepuTe NyHKT HauTh.

3anyLlieHHble npouecchl

B pasgene «3anyLieHHble NPoLEecChi» 0TOOPaXXatoTCs BbINOJIHAEMbIE HA KOMMbIOTEPE NPOrpamMMmbl
UM NpoLecckl. Kpome Toro, oH No3BosieT onepaTUBHO 1 HEMPEPLIBHO YBEAOMASTbL KOMMNaHWIO ESET 0
HOBbIX 3apa)keHusX. ESET Smart Security Premium NpefocTaBaseT noapobHble cBeAEHMS 0 3aMnyLLEHHbIX
npoLeccax Ans 3alinTbl NOJb30BaTENEN C MOMOLLbIO TEXHOMOMMMN ESET LiveGrid®.

(es[X) SMART SECURITY Exzmm » - o X

5 OBsep 4 3anyleHHble NpoLecchl =2 O 7

~ Ckanuposanme i .

L KOMMBIOTEE B 3tom okHe oTobpaxaeTcA cnucok BulBpaHHelx Gaifinoe 1 AonoAHWTensHan MHGopmaumna uz ESET LiveGrid @ . Ykazwieaetca

penyTauWA Kaxaoro daina, a Takke KoMMUeCTEO NoAL30BATENEH U BPEMA NepBoro oBHapyXeHUA.

G OBHoBENEHNE

E Cepenc ol
PenyTauma Mpouecc PID Konuwuyecteo n..  Bpema oBHa.. MMA NpunoxeHua

@ Hactpoiika M IE smiss.exe BN 7 roga Hazag Microsoft® Windows® Op..
] corss.exe 468 I——— 2 roga Hazag  Microsoft® Windows® Op..

@ Cnpaska n nopjepxka 5] wininit.exe 348 I § MecAUeE H.. Microsoft® Windows® Cp..
L Dwinlogon.exe 620 L 1 mecAu Hazag Microsoft® Windows® Op...

(o) YuetHan zanmce ESET [ services.exe 692 I 3 mecAua Haz.. Microsoft® Windows® Op...

\é. HOME (5] 5355.6x0 700 I 6 mecAlUee H.. Microsoft® Windows® Op...
e [v=] sychost.exe 820 L 1rogHazag  Microsoft® Windows® Op..
[ fontdrvhost.exe 848 I 3 mecAua Haz.. Microsoft® Windows® Cp..,
=] dwm.exe 420 I——— 7 ropa Hazag  Microsoft® Windows® Op..
] wudfhost.exe 1488 I § MecAUeE H.. Microsoft® Windows® Op..
I !'! vboxservice.exe 1580 2 roga Hazag Oracle VM VirtualBox Guest...
] cfwd.exe 592 | HEJABHO ESET Security
@ dipsrv.exe 2296 I 6 MecAues H. ESET Secure Data
L @ spoolsv.exe 2940 I 3 mecAua Haz.. Microsoft® Windows® Op..
=] 3kvcamassistant.exe 3128 2 rofa Haszag AkVCamAssistant
(5] sihost.exe 4084 I 2 roga Hazag Microsoft® Windows® Op...
[ taskhostw.exe 2708 I £ MecAUeE H.. Microsoft® Windows® Op..
I ctfmon.exe 2260 I 2 roga Hazag  Microsoft® Windows® Op..,

i I explorer.exe 5402 I 1 MecAl Hazag Microsoft® Windows® Op...
Progress. Protected. (%] startmenuexperiencehost.e.. 6040 — EEEES 1 rgg Hazad

PenyTtaumsa: B 601bLWNHCTBE C/ly4aeB ESET Smart Security Premium WU TEXHONOrMA ESET LiveGrid®
npuceanBalT obbekTaM (parnam, npoueccam, pasfiesniam peectpa 1 T. M.) YpOBHU pUCKa Ha OCHOBe
HabopOB 3BPUCTUYECKMX MPABWJI, KOTOPbIE N3YyYaIOT XapaKTEPUCTUKN KaXXAoro obbekTa u 3aTem
OLEHMBAIOT BEPOATHOCTb MX BPELOHOCHOW AeATeNbHOCTU. Ha OCHOBE TaKoro 3BpUCTUYECKOro
aHanu3a obbekTaM nNpucBamMBaeTCs YPOBEHb pucka: oT 1 — 6e3onacHo (3eneHbin) 4o 9 — onacHo
(KpacHbIR).

Mpouecc: nmsa obpasa nporpammel AN NpoLecca, 3anyLeHHbIX B HACTOALWMIN MOMEHT Ha
KoMMbloTepe. 14 NpocMoTpa BCeX 3anyLeHHbIX Ha KOMMbIOTEpe MpoLeccoB TakXe MOXXHO
MCNob30BaTb AncneTyep 3agay Windows. YTobbl OTKPbLITbL AMCNeTYep 3a4ay, WeaKHUTE NpaBow
KHOMKOW MbILlWW B NycTon 06nacTn Ha NnaHenu 3afad, nocne Yyero Boibepnte NyHKT Aucnetyep
3apay. inm BoCnonb3ynTecb COMETaHMEM KnaBuL CTRL + SHIFT + ESC.
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N3BeCTHbIE npunnoXxeHnd, MMeLLNE NMOMETKY bBe3onacHo (3eneHbin), orpeneneHHo ABNATCA
YUCTbIMK (HaxoaAaTCs B 6€N0M CNCKE) 1 NCK0YaoTCA 13 CKaHMpOBaHUA. 3TUM A0oCTUraeTca
noBblLLIEHNE NMPON3BOANTENBHOCTHN.

MAEHTMq)HKaTOp npouecca: VI,EI,eHTVICbVIKaLI,VIOHHbIVI HOMep rnpouecCa MOXKET UCMOJIb30BaTbCA B
Ka4yeCTBE NMapaMeTpa B Bbl30BaX pPa3/IN4HbIX (byHKLI,I/IIZ, TaKNUX KaK N3MEHEHWNE NMPUOPUTETa NpPoLECCa.

KonuuyectBo nonb3oBaTeneun: KOJM4eCTBO NoSib30BaTeNe JaHHOMO NPUIoXKeHNS. ITa
NHopMauns cobupaeTcsa TexHonormnem ESET LiveGrid®.

BpeMs oOHapy>XxeHus: BpeMsi, NpoLlejlliee ¢ MOMEeHTa 0BOHAPYXXeHMS MPUI0XEHNS TEXHONOT Ne
ESET LiveGrid®.

Ecnn npunoxxeHne nmeeT noMeTKy HensBecTHO (OpaH>XeBbiil), OHO He 0653aTeNbHO SBNSETCS
BPEeAOHOCHbIM. O6bI4HO 3TO NPOCTO HOBOE MpPUJIOXKEHMEe. ECan Bbl He yBepeHbl B 6e30MacHoCTU
(haiina, ero MOXXHO OTNPaBUTL Ha aHasu3 B UCCNefoBaTeNbCKyo NnabopaToputo ESET. Ecnm chann
OKa)XKeTCs BPeAOHOCHbLIM MPUIOXKEHUEM, TO B Cieaytowem obHoBNeHUN OH byaeT
pacno3HaBaTbCA.

NMA NnpunoXXeHUA: KOHKPETHOE UMSA NPOrpamMmbl UK npoLecca.
LLlenkHnTe npunoxxeHune, 4Tobbl 0TOOPaA3NTb YKa3aHHbIE HMXKE CBEAEHMNSA O HEM.
* MyTb: pacnosioXXeHne NPUJIoOXKEHNS Ha KOMMbloTepe.
* Pasmep: pa3mep anna B Kb (knnobantax) unm Mb (merabantax).
* OnucaHme: xapakTepuCTMKKN haia Ha OCHOBE ero OnuMcaHnsa B onepaunoHHON cucTeme.
* KoMnaHusa: Ha3BaHMe NOCTaBLUMKA UK Npouecca NPUIoXKeHNs.
* Bepcua: nHhopMaLma oT nsgatens npuioxeHuns.
* MpoAyKT: UMSA NPUNOXKEHUSA U/ HAUMEHOBAHNE KOMMAHWUN.

* laTa co3paHUA AU U3MEHEeHMUA: JaTa W BpeMs Cco3faHns (M3MeHeHUs).

Kpome Toro, Bbl MOXXETe NPOBEPUTL PenyTauuto Gpanios, He AENCTBYIOLINX KaK BbiNOJHAEMbIE
nporpamMmbl 1Mbo npouecchl. 08 3TOro WenKHUTE MX NPaBoi KHOMKOM MbILLMX B MPOBOAHMKE W
BblbepuTe 35emMeHThl PacluMpeHHble napaMeTpbl > MpoBepuTh penyTauuio danna.

@ CkaHupoeate nporpammoi ESET Smart Security Premium

PaclunperHble NapameTpbl » | () Cranmposate Ges oumncrin

Mzcnuposate dain
Mepeaate daine 4na aHanuza...

MpoeepuTte penyTauwrme daina

OT4yeT No Oe3onacHoOCTM

3Ta PyHKLUMS NO3BONSET NONYYUTb 0630p CTATUCTUKU ONS CedyOLLMX KaTeropuii:
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MopsAaoK pacnonoXXeHnsa 3TUX KaTeropuin onpeaensaeTcs ux YNCA0BbIMU 3HAYEHNAMN — OT BoNbLUEro
K MeHblueMy. KaTeropuu C HyNeBbIMU 3Ha4YeHMAMKN He oTobpaxatoTcs. LLenkHuTe "Bonblue", 4Tobbl

* 3ab6nokupoBaHHble Beb-cTpaHuubl: 0TOOpa)kaeT KONMYeCTBO 3a6/10KNPOBAHHBIX BED-

CTpaHuL (URL-afipec BHECEH B «4EPHbIA» CMNCOK MOTEHLMANbHO HEXXENaTebHbIX MPUI0XKEHNIA,

(PULLMHIOBbLIN CAT, B3/IOMaHHbIA MapLIpyTHU3aTop, IP-afpec uin ceptudukar).

* OGHapy>XeHbl 3apa>keHHble 00 bEeKTbl 3/1IeKTPOHHOM NOYTbI: 0TOOPAXAETCA KOJIMYECTBO

0b6HapyXeHHbIX 3apaXKeHHbIX 0OBLEKTOB 3IEKTPOHHOW MOYThI.

* Beb-cTpaHULbl B POAUTENILCKOM KOHTPOJIe 3abN10KMpOBaHbIL: 0TOOpaXKaeTcs KOMYeCTBO

3a6J'IOKV|pOBaHHbIX BEG-CTpaHI/ILI, B POANTEJIbCKOM KOHTPOJIE.

° O6Hapy)Ke|-|o nOoTeHUMUaNIbHO He)XXeJiaTeJ/ibHOe NPUJiIo>KeHue: 0T06pa>KaeTcs1 KOJIN4eCTBO

NOTEHUMNANbHO HEXeNaTeNbHbIX MPUN0XKEHUA.

* ObHapy>XeH cnaMm B 3JIEKTPOHHOM noyTe: 0Tobpa)kaeTcs Konn4ecTso obHapy>KeHHOro
criama B 3JIEKTPOHHOW MoyTe.

* 3abnokupoBaH pocTtyn K Beb-kamepe: oTobpaxaeTcs KOaM4ecTBo 3ab0KNPOBaAHHbIX
MONbITOK A0CTynNa K Beb-kamepe.

* 3alUMLLEHHO NOAKJIIOYEHUN K yCJ/IyraM MHTepHeT-0aHKa: oTobpa)kaeTcs KONMYeCcTBO
3alUMLLEHHbIX MOMNbITOK AOCTYNa K Beb-CalTaM C NCN0JiIb30BaHNEM (DYyHKLUMMK 3allinTa
OaHKOBCKON onaThl.

* MpoBepkKa BOKYMEHTOB BbiNOJIHEHA: 0TOBpPaXXaeTCs KOJIMYECTBO MPOCKAaHMPOBAHHbIX
06bEKTOB IOKYMEHTOB.

* MpockaHupoBaHO NpuNoXeHUn. OTobparkaeTcs KONNYECTBO NPOCKAHUPOBAHHbIX
NCMOJIHAEMbIX 0O bEKTOB.

* MpoBepka Apyrux o0OHLEKTOB BbiNOJIHEHA: 0TOOpaXKaeTCq KOIMYECTBO APYrux
NPOCKaHMPOBaHHbLIX 06 HLEKTOB.

* MpockaHupoBaHO 0OBEKTOB Ha Beb-cTpaHuuax. OTobpaxxaeTcs KOMYeCTBO
NPOCKaHNPOBaHHbIX 06 bEKTOB Ha BEDO-CTpaHMLIaX.

* NMpocKaHUPOBAHO 0O BHLEKTOB 3JIEKTPOHHOM NMOYTbI: 0TOOPAXKAETCH KOJIMYECTBO
NPOCKAHNPOBaHHbLIX 06 bEKTOB 3/1E€KTPOHHON NOYThI.

* ®annbl, npoaHanu3upoBaHHbIe ESET LiveGuard: 0Tobpa)kaeTca Konm4ecTso obpasLos,
NpOaHaNN3MpPOBaHHbIX CUCTEMOMN ESET LiveGuard.

Pa3BepHYTb 1 0TOOPA3NTb CKPbITbIE KaTEropun.

B 3aksil04MTENBHON YacTK oT4yeTa no 6e3onacHocTn BaM ByLeT NpefsioXeHO akTUBUPOBaTb
clepyowme pyHKLNN:
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* AHTUBOP

Mocne akTMBaLMK 3Ta PyHKUMSA 6onblue He ByaeT oTobparkaTbCs B 0THETE N0 6€30NacHOCTY Kak
HepaboTatoLas.

B NpaBoM BEPXHEM Yy LIENKHUTE 3HAYOK LiecTepeHKN £, 4ToObI BKIOYNTL UK BLIKJIIOYUTD
yBeAOMJIEHUA oT4YeTa No be3onacHOCTH uan BbIbpaThb, 3@ KaKOW Neprog Hy>KHO 0Tobpa3nTb
LlaHHble: 3a nocnenHune 30 gHen nam C MOMeHTa akTUBauumM NpoaykTa. Ecam yctaHoBka ESET Smart
Security Premium BbINOAHANACh MeHbLUe 30 AHei Ha3al, Bbl CMOXeTe BbiIOpaTb TONbKO KOANYECTBO
[IHel C MOMeHTa YCTaHOBKMW. 1o ymonyaHuio BbibpaH nepnoa 30 aHen.

(es[El) SMART SECURITY » - o X
8 Obser 4 Ortuet no 6ezonacHocTn & 2
~ Ckanuposanme

= KOMMBIOTEPE 3aeck NokazaHbl ceedeHUA o 3awmTe ESET Security 2a nocnearme 30 aHeid #"

|
- OBHoBNEHNE ) ) . -~ ~
I'Ipocmorpme BallK 3allWlleHHble AaHHBIE

E Cepeunc
— e

{o} Hactpoiika E [ o ¢ s | @

@\] Cripaska 1 NoAAEp*Ka

MpockaHWpoBaHo MNpockaHWpoBaHo 3abnoKMpoBaHHbIE
NPMAOXKEHWA 06BLEKTOB Ha Beb- -
/CI YuerrHan annce ESET P T BE6-CTPaHNLLE!
‘<& HOME
7,137 2 501 26
I

MpockaHWpoBaHo
ApYTMX 06bEeKTOB

45,644

Progress. Protected.

dnemeHT COPOCUTbL AaHHbIe M03BONSET OYNCTUTb CTAaTUCTUKY N YAANNTb CYLLECTBYIOLINE AaHHbIE
oT4yeTa no 6e30MacHOCTU. 3TO AENCTBUE HY)XHO NOATBEPAUTb, €C/IN TONbKO (h1aXXOK 3anpaluiuBaTh
nopTeBep>XXaeHue nepen cOPOCOM CTaTUCTUKM He CHAT B MEHI0 PacluvpeHHble NapaMeTphbl >
YBepomneHun > UHTepakTUBHbIA peXuM > MopTeepXpeHuns > U3MeHnTsb.

CeTeBble NOAKJIIOYEHUA

B pasgene «CeTeBble NOAKIIOYEHNSA» 0TOOPAXKAETCA CNNCOK AaKTUBHBIX U OT/IOXKEHHbIX COEANHEHWIA.
9T0 NO3BOASET YNPABATb BCEMU NMPUNOXKEHNAMU, KOTOPbIE YCTAHABMBAIOT UCXOaaLLNe
coefnHeHus.
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(es[El) SMART SECURITY o ®» - 0O X
Caop 4 CeTeBble MOAKIKOYEHMUA I &2 & ?
CkaHnpoBaHue
KoMMLOTERS MpUNoXeHne/1OKansHLI [P YAaneHHbIi [P MpoTo. Wooga.. Bxogawa. QmpaeneHo  ModydyeHo

> || System 0 B/c 0 B/c 77 KB 27 KB
> [®Ewininit.exe 0 B/c 0 B/c 06 0B
Iﬁ Cepanc > [ services.exe 0 B/c 0 E/c 06 0B

> [ME|sass.exe 0 B/c 0 B/c 0B 0B
> [ svchost.exe 0 B/c 0 B/c 0E 0B
> [ svchost.exe 0 B/c 0 B/c 0B 0B
> [ svchost.exe 0 B/c 0 B/c 06 0B
> [ svchost.exe 0 b/t 0 bjc 56 KB 132 KB
Veernan samace ESET > Emspoolsv.exe 0 B/c 0B/t 0B 0B
HOME > [ svchost.exe 0 b/c 0 b/c 3 KB 6 KB
> [ ekrn.exe 0 b/fc 0 b/c 33 KB 203 Kb
> [ svchost.exe 0 B/c 0 B/c 06 0B

OBHoeneHne

Hactpoiika

Cnpaska » nogaepskka

~MokazaTe NnogpoGHOCTH

LLlenkHMUTe 3Ha4YoK rpauka "—' , 4TOObI OTKpPbIThL pa3faen CeTeBasd akTUBHOCT.

MepBas CTPOKa COAEPXKUT UMS MPUIOXKEHNS U €ro CKOPOCTb Nepefiayn AaHHbIX. s npocMoTpa
CNUCcKa coefuHeHNN OTAEeNbHOro NpunoXeHus (1 bonee NnoApobHON MHDOPMaLUN) LLENKHUTE >.

Ctonoupbl

anﬂO)KEHHE/nOKaﬂbeIﬁ IP-appec: NMs NMPUIoXKeHUs, JJoKasibHble IP-afgpeca N NMopThI obmeHa
OaHHbIMI.

YnaneHHbl# IP-appec: IP-agpec 1 HoMep NopTa COOTBETCTBYIOLLErO YAaIEHHOr0 KOMMbOTEpa.
MpoToKon: NCNosb3yeMblii MPOTOKO Nepefayn faHHbIX.

Ncxopawan ckopocTb/BxoaaLian CKOPOCTb: TeKyLLAs CKOPOCTb 06MeHa faHHbIMU B
COOTBETCTBYIOLLMX HaMNPaBNEHNSAX.

OtnpaBneHo/Mony4yeHo: 06beM nepefaHHbIX AaHHbIX C HaYana CoOeANHEHNS.

Moka3aTb NoapobHOCTU: BbibepuTe 3Ty hyHKUMIO AN18 0TobparkeHust noapobHon nHdopmaumm o
BbIOPAHHOM MOAKIIOYEHUN.

LLlenkH1Te NoaKNYEHNE NPaABOA KHOMKON MbILIK, YTOObI NPOCMOTPETb A0MNOJHUTENbHbIE
napaMeTpbl, CPEAN KOTOPbLIX ECThb CeayoLIneE.

OnpepensaTb UMEHa XOCTOB: BCe CETEBbIe afpeca, ec/in 3T0 BO3MOXHO, 0TobpaxkatoTcs B (hopmaTe
DNS, a He B 41CNOBOM popmaTe IP-apecos.
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Moka3biBaTb TONILKO COeAMHEHUsA NO TCP: B CMMCKe 0TOBPaXKatoTCs TONIbKO NMOAK/YEHNS M0
MpoTOoKOJY TCP.

Moka3biBaTb OXXKUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT (,pJ'Ia)KOK ons OT06pa)KeHVIF| TOJIbKO TeX
NOAKJ/OYEHUI, MO KOTOPbIM B HACTOALNIA MOMEHT He nponcxoaounT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CNCTEMa YXXe OTKPbIJ1a NOPT N 0OXXKNAaeT NoAKII0YEeHNA.

Moka3biBaTb BHYTPEHHME COeAMHEHMA: YCTAaHOBUTE 3TOT (PJIaXKOoK, 4TOObl 0TOOPasnTb TOLKO Te
coefMHEeHNs, B KOTOPbIX yAa/leHHON CTOPOHOW SIBASETCS IOKaJIbHbIA KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OGHOBUTbL CKOPOCTL: BbibepnTE NEPUOANYHOCTL OOHOBNEHUS aKTUBHBIX MOAKOYEHNI.
OOHOBMUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

HDELI,CTaBJ'IeHHbIe HN>Xe BO3MOXXHOCTW OOCTYMHbI, TOJIbKO eC/N LWWENKHYTb NMPpUioXeHne nin
npouecc, a He akTuBHoOE NOoJKJIlo4EHME.

BpeMeHHO 3anpeTuTb OOMeH AaHHBIMM OJIf NPOLECCA:; 3aMpeTuTb TEeKYLLME COeANHEHUS NS
[aHHOro npunoxxeHus. Mpn cozgaHnM HOBOro CoeanMHEHNA daepBos NCNONb3yeT
npegonpeneneHHoe npasnao. OnucaHne HacTpoek CM. B pasgene [pasuia anepsona.

BpeMeHHO pa3peliuTb 0OMeH AaHHbIMM A4S Npouecca: Pa3peLInTb TeKYLINE COeAVHEHNS OS
[OAHHOrO NPUNIoXKeHus. Mpu Co34aHNM HOBOrO COEAMHEHUS (hailepBo NCMOb3YeT
npenonpeaeneHHoe npasunao. OnucaHne HaCTPOEK CM. B pasaesne [pasusa dalepsosa.

CeTeBast aKTUBHOCTb

YT106bI NPOCMOTPETL TEKYLLYIO CETEBYIO aKTUBHOCTb B rpaduyeckom Buae, Bbibepute CepBuc >

CeTeBble MOAKIOHEHUS U LLESKHUTE 3HAYOK rpacdka = . B HUWXHEi 4acTi rpaduka HaXoauTcs
BPEMEHHas LUKasa, Ha KOTOpoi 0TobpaxaeTcs ceTeBas akTUBHOCTb B PEXVME PeasibHOr0 BPEMEHN
3a BbIOPaHHbI BpEMEHHOW MHTEpPBasl. YTOObl MU3MEHUTL BPEMEHHON NHTEpBa, BbibepnTe
HeobxoAnMoe 3HaYeHMe B packpbiBatoLwemMcs MeHio YacTota obHOBNEHMA.
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JOoCTynHbI CieayoLine BapuaHTbl:

* 1 ceKyHpa: amarpamma obHOBNAETCS KaXX Ay CeKYHAY, BPEMEHHas LUKasia OXBaTbiBaeT
nocnefHue 4 MUHyT.

* 1 MmuHyTa (nocnepHue 24 yaca): gnarpaMmma obHOBASETCS KaXXAY0 MUHYTY, BpEMEHHas
LLUKafia oxBaTblBaeT nocaenHue 24 yaca.

* 1 yac (nocnepHuM MecaL): frarpaMmMma 0OHOBNSETCA KaXK bl Hac, BpeMeHHas LWKasa
0XBaTbIBaeT NOCNefHUN MecAL,.

Ha BepTukanbHoM ocu rpaduka oTobparkaeTcs 06beM NoayHeHHbIX UK OTMPaBEHHbIX AaHHbIX.
HaBenunTe ykasaTenb MbIWW Ha rpadnk, Y4ToObl YBUAETb TOYHbIA 06BEM NOSYYEHHBIX UK
OTNPaB/IeHHbIX AAHHbLIX B KOHKPETHbIA MOMEHT.

ESET Sysinspector

ESET SysInspector — 3T0 MPUIOXEHNE, KOTOPOE TLaTeSIbHO NpoBepsieT KOMNbIOTEP 1 cobupaeT
I'IO)J,pOﬁHbIe cBeeHNA 0 TaKNX KOMMNOHEHTaX CUCTEMBI, KaK upaMBepbl N NPUNOXeHNA, CeTeBble
NnoAOKJII04YEeHNA N BaXXHbl€ 3aMnnCn PpeecCTpa, a TakKXXe OUeHNBAET YPOBEHb PUCKa A4 KaXXA0ro
KOMMOHeHTa. 3Ta NHdopMaLuns cnocobHa Nomoyb onpenennTb NPpNYNHY NOAO3PUTENIBHOIO
noBeneHna CUCTEMbI, KOTOPOE MOXKET ObITb CBA3@HO C HECOBMECTUMOCTbIO nporpamMMHoOro nian
annapaTHoro obecneyeHns Uy 3apa>keHmem BpeoHOCHbIMU NporpaMmMamMu. YTobel y3HaTb, Kak
ncnoJsib3oBaTb ESET Sysinspector, CM. NHTEPAKTUBHYIO CMPaBKY ESET Sysinspector.

B oKHe ESET Syslnspector 0TO6paxaloTCs cneayiolime CBeleHNs 0 XXypHanax:

* BpeMsa: BpeMsi CO3aaHNs XXypHana.
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* KoMMeHTapui: KpaTKuii KOMMEHTapUiA.
* Monb3oBaTennb: NMA NOSIb30BaTENSA, CO3AABLIEN0 XYpHall.
* COCTOsIHMe: COCTOSAHME CO3aHNA XXypHana.

JOoCTynHbl NepeyYnciieHHble Janee AencTBUS.

* NMokasaTb — OTKPbLIBAET BblIbpPaHHbI XKYypHan B ESET Sysinspector. Bbl TakXXe MOXeTe LLENKHYTb
alin XKypHana npaBovi KHOMKON MbIlWW U BbIBPaTb B KOHTEKCTHOM MeHI0 MyHKT MoKasaTsb.

® COBAaTb: co3faHne XXypHana. HDE)K,EI,E HYEM MbITaTbCA OTKPbLITb XXYPHaJ, NOA0XKAONTE, NOKa He
creHepupyeTcs ESET Sysinspector (CocTosiHUe Co3aaHo). XKypHasi COXPaHAETCs B nanke
C:\ProgramData\ESET\ESET Security\SyslInspector.

* Ypanutb: yaneHue BblAeNEHHbIX XKYPHANO0B 13 CNNCKA.
Ecnu BbIbpaHbl halinbl XXypHana, B KOHTEKCTHOM MEHIO LOCTYMHbI CleAyIoLNe 3/IEMEHTbI:

* MokasaTb: OTKpbITME BbIOBPAaHHOI0 XXYypHasa B ESET Sysinspector (QHaJIOFMYHO OBONHOMY
LLEeNYKY).

* Co3paTtb: CO3[laHne XYpHana. I'Ipemue 4eM MbITaTbCA OTKPbLITh XXYPHaJ, NOA0XAONTE, NOKa He
creHepupyeTcs ESET Sysinspector (CoOcToAHMe Co3paHo).

* YOanuTob: yhaneHne BblaesIeEHHbIX XYPHaJZI0B U3 CMNCKa.
* Ypanutb Bce: yhoalieHne BCEX XYPHaJ0B.

* DKCMOPT: 3KCNOPT XYypPHana B aia uam apxue B hopmaTte XML.

NMNaHUPOBLLUK

MNaHMPOBLLVK YNpaBASET 3arjaHnPOBaHHbIMM 3a4a4aMi U 3anyCKaeT UX C NpeaBapuTesbHO
3aQaHHbIMI NapaMeTpamMu U CBOMCTBAMM.

MNAHNPOBLLMK MOXHO OTKPbITb U3 [J1aBHOr0 OKHA NPOorpamMmel ESET Smart Security Premium, LLLENKHYB
3neMeHT CepBuc > MNaHMPOBLUMK. 31eCb NPVBEAEH MOJHbINA CMMCOK 3amniaHMPOBaHHbIX 33434 1
NnapaMeTpbl UX 3aMnycka (4aTa, BPEMS U MCMOMb3YEMbI NPOGUIbL CKAHUPOBaHNS).

MNaHWPOBLLMK NpefHa3HayYeH A5 NAaHWPOBaHUS BbIMOJHEHUS Cneylowmnx 3aaay: obHoBNeHMe
MOAYJNei, CKaHMPOBaHME, NPOBEPKa (PaitsioB, UCMOSHAEMbIX MPU 3aNyCKe CUCTEMbI, U 06CAYXUBAHKE
XypHana. [obaBnaTbh 1 yaanaTb 3a4a4u MOXXHO HEMOCPEACTBEHHO B F1TAaBHOM OKHE MJaHUPOBLLNKA
(HaxxmMuTe KHOMKy Jlo6aBUTL 3apauy Nan YOanuTb B H/XKHEN YacTu OKHa). Bbl MoXxeTe
BOCCTAHOBUTb CMWCOK 3amnjaHMpPOBAHHbIX 3a4a4 MO YMOJIHAHWIO U YAaNUTb BCE N3MEHEHWS, LLIENKHYB
napameTp Mo ymonyaHuio. C NOMOLLbIO KOHTEKCTHOMO MEHIO OKHA MIaHMPOBLLIMKA MOXXHO
BbINOJIHUTL Cleayolme NencTBus: oTobpakeHme noapobHON NHGOPMALIUK, BLINMONHEHME 334341
HemenneHHo, fobaBeHMe HOBOW 3a4a4v W yaaneHune CyLecTByoLLen 3aaayn. icnonb3ynte
NaXKKM B Havane Kaxxaow 3anncu, 4Tobbl akTUBUPOBATh UM OTKJIOYNTL COOTBETCTBYHOLLME 3a4a4ML.

Mo YMOJ1HaHWIO B NJ1IaHUPOBLLUKE OT06pa)Ka}OTCf-I cnepywouine 3arnjiaHMpoBaHHbIE 3a4a4N.
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e O6cny>xmBaHue XXypHana
e PerynspHoe aBToMaTu4eckoe obHoBNeHue
e ABTOMaTM4yeckoe oOHOBNIEHUE NOCe BXOAa Nosb30BaTens B CUCTEMY

e ABTOMaTH4Yeckas nposepka ¢ausoB npu 3anycke cUCTeMbI (Nocsie BXxoa rnosib3osBaTeNa B
cncTemy)

e ABTOMaTH4YecKasa nposepka ¢ansioB Npu 3anycke CUCTEeMbI (Noc/e yCrnewHoro
0bHOBNIEHUS MOAY NS 0BHapYyXeHUs)

YT00Obl U3MEHUTb KOH(UIYPALIMIO UMEIOLLENCS 3aMNaHNPOBAHHON 3a4a4M (KaK 3a4a4u no
YMOJIHaHWIO, TaK W NMOJIb30BAaTENbCKON), LENKHUTE NPaBO/ KHOMKOW MbILLN HY)KHYIO 3a4a4y 1
BbIGEPUTE B KOHTEKCTHOM MEHI0 KOMaHAy U3MeHUTb 1au BbigennTe 3aaayvy, KoTopyto Heobxoanmo
N3MEHWTb, @ 3aTEM HaXXMUTE KHOMKY NU3MeHUTb.

(es[El) SMART SECURITY o ®» - 0O X
O630p < TnaHMpPOBLMK s 7
CkaHnpoBaHue . = . = ,
KomnstoTEpa 3afaua Tpurrepsl Chefyro WA 3anycK MocnedHui 2anyck

A XY PE/IOR 335aua ByeT EBINOAH... 6/30/2023 2:00:00 AM  6/29/2023 2:01:33 AM

OBHosneHne OB cnykMBaHNe ¥ypHanos
OBHOBNEHNE = - R [
~ - 3agada Byfert BbiNOAH.. 6/28/2023 3:12:13 AM 6/29/2023 2:12:13 AM
a Cepaunc CHCTEMATUUECKO € SETOMATHUYECKoe oBHOENE..,
OBHOBNEHNE
[+ . MpH KOMMYTIEYEMOM ... TIpH ONPEAEneHHBIX YE..
. ABETOMaTMUecKoe 0BHOBNEHME NOCNE KOMMY...
Hactpoiika

0 OBHoBNEHNE

. ~ Mocne exoda nonb2oB. Mpu onpegeneHHbIx Y.
ABTOMATHYeCKOE ODHOBNEHWE NOCNe BX04a ..

Cnpaska n noaepsxa Mpoeepka Haiinos, MCNONHAERMBD NPY 3aMYC..

. - Mocne exoda nonb2oB. Mpu onpegeneddelx yc.. 6/29/2023 2:14:52 AM
ABTOMATMYECKAA NPOEEPKA Paiinoe Npw 3an..

v -
YuerHan sanuce ESET Mpoeepka Haiinoe, NCNONHAEMBIX NPW 3aMYC..,

- Mocne yenewHoro of.. TpY onpeaeneHHen: Y., 6/29/2023 2:17:22 AM
HOME ABTOMATMYECKAA NpOBEPKa $aiinoe Npw 3an.. y P P y /29/

AobaewTs 3amauy %Mo YMOMYAHMID

[lobaBsieHne HOBOM 3a4a4Mm

1. lWenkHnTe [lob6aBUTL 3apauy B HMKHEN YaCTW OKHa.
2. Beeante umsa 3agayn.
3. BoibepuTe Hy)KHYI0 3a4a4y B PaCcKpbIBaKOLWEMCS MEHIO.
* 3anycK BHELUHEero NPuao>XXeHUsA: rnjaHnpoBaHne BbINOJIHEHUSA BHELLHEro MPUIoXKeHus.

» 06cny>XxMBaHue XXypHana - B halinax ypHana Takxe CoLep»XaTCs 0CTaTKN yAaNeHHbIX
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3anucen. ITa 3afadva perynspHo onTUMU3UPYET 3anncy B hannax xXypHana Ana 3hPeKTUBHON
paboThl.

* NMpoBepkKa ¢annoB Npu 3arpysKe CMCTEMbI: MPOBEPKa DANIOB, NCMOJIHEHNE KOTOPbIX
pa3peLleHo Npu 3amnycke WM BXo[e NoJib30BaTeNs B CUCTEMY.

* Co3paTbh CHUMOK COCTOSIHUA KOMNbIOTEpA: CO3[aHNE CHUMKA COCTOSIHUS KOMMbIOTEPA B
ESET Syslnspector, AJ19 KOTOPOro cobupatoTca noapobHble CBeAEHNS 0 KOMMOHEHTAX CUCTEMbI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) N OLLEHMBAETCA YPOBEHb PUCKA A5 KaXKA0r0 UX HUX.

* CKaHUpOBaHUe KOMMNbloTepa No TpeboBaHMIO: CKaHMpPOBaHMeE (aiiSIoOB 1 NaMokK Ha
KOMMblOTEpE.

+ ObHOBNEHMe: NNlaHNpOBaHMe 3aaa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NeN.

4. lLlenkHNUTe NoN3YHOK PSAOM C 31eMeHTOM BKao4YeHo, 4TobObl akTUBMPOBaTL 3afavy (370
MOXXHO CllenaThb Mo3xe, yCTaHOBUB/CHSAB (hJ1aXKOK B CMMUCKE 3anlaHNpPOBaHHbIX 3a4ay), HaXXMuTe
Danee v BbibepnTe 0OAUH N3 PEXXMMOB BPEMEHM BbIMOJHEHUS.

* OpHOKpATHO: 3aja4a byaeT BbiNO/HEHA OHOKPATHO B YKa3aHHbIe AaTy U BPeMS.

* MHOrokpaTHO: 3aJia4a 6yaeT BbINONHATHCS PEryAsSPHO Yepes yKa3aHHbIA MPOMEXYTOK
BPEMEHWN.

* E>XxepHeBHO: 3afa4a OyieT MHOrOKPaTHO BbIMOJIHATLCS KaXkAble CYyTKW B YKa3aHHOE BpeMs.
» EXXeHepeNnbHO: 3aa4a OyaeT BbINONHATHCS B BbIOPaHHbIN AeHb HeLeNN B YKa3aHHOE BPeMS.

* Mpu onpepeneHHbIX YCAOBUAX: 3a1a4a OyeT BbiNOJIHEHA NPY BO3HUKHOBEHWM YKAa3aHHOI0
cobbITnA.

5. YcTaHoBUTe (hnaxkok MponyckaTk 3apavy, ecam yCTPOUCTBO paboTaeT oT akKyMmynaTopa,
4TOObI CBECTW K MUHUMYMY NOTpebneHne CUCTEMHBIX PECYPCOB, Kora HoyTOyk paboTaeT oT
akKymynsTopa. 3agada 6yneT BbIMOMHATLCA B A€Hb 1 BPEMS, YKa3aHHbIe B Noasx obnacTu
BbinonHeHue 3apaum. Ecnv 3agadva He Morna BbiTh BbIMNOSIHEHA B 0TBEAEHHOE €/l BPeEMS, MOXXHO
yKa3aTb, Korfa byneT npeanpuHsTa cieayiollas nonbiTka 3anycka 3agadu.

¢ B cnepylouiee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HemepneHHo, ecnu BpeMs C MOMEHTa NocJieiHero 3anycka npesbiiaeT (Yacbl) —
npeacTaBnsieT BPpeMs, npolwejliee C MOMEHTa NepPBOro NPonyLLeHHOro 3anycka 3agaaHus. Ecan
3TO BpeMs MpeBbILIEeHOo, 3aAaHune byaeT 3anyLeHo He3aMeaMTeNbHO. YCTaHOBUTE BPeMS C
MOMOLLLbIO CHETYMKA HIUXKE.

Y7066l MPOCMOTPETHL 3aMIAHMPOBAHHYIO 3a4a4y, WENKHUTE ee NPaBo KHOMKOW MbILLK 1 BbIbepute
MokasaTb MH(opMaLMIO O 3apaye.
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NapaMeTpbl CKAHUPOBAHUA NO PACNUCAHUIO

B 3TOM OKHe MO)XKHO 3aZlaTb pacLUMPEeHHbIe NapaMeTpbl 4S8 3anaaHUPOBaHHbIX 3a4a4 CKaHUPOBaHUS
KOMMblOTepa.

Y706bI BHINOSIHUTL CKAHWPOBaHNE 6€3 OYNCTKM, LLENKHNTE JLONONIHUTEsNIbHbIe NapaMeTpbl U
BbibepnTe CKaHMpoBaTb 6e3 0YMUCTKM. ICTOpMSA CKaHNPOBaHNA COXPaHSAETCS B XXypHane
CKaHMPOBaHWS.

Ecnn BbibpaH napameTp MponycTUTb UCKAKOYEHUA, (haliibl C paCLUMPEHUSMI, KOTOpble paHee Bbinn
NCKJTIOYEHbI U3 CKaHWPOBaHWA, By ayT NPOCKaHMPOBaHbI.

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKN NOC/e 3aBepLleHNs CKAHUPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHNA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0OC/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XXHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BOHaPY XEHHbIX Yrpos.

* anIHyﬂ,HTeanail nepe3sarpy3kKa: BCe OTKPbITbIE NPOrpamMmbl NPUHYONTENIbHO
3aKpbIiBalOoTCA, HE 0OXXNOaACb BMeLWaTe/IbCTBa MOJIb30BaTEJIA, U KOMMbIOTEP Nepe3anyCckaeTcs
nocne 3aBeplieHNa CKaHNpPoOBaHUA.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXIMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30O6HOBUTL paboTy).

* Pexxum rubepHaumm: BCe KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCATCsA B CneunaibHbIi
alin Ha KEeCTKOM aucke. KoMnbloTep BbIKIIOYAETCS, U NPU CIeAYIOWEM BKIIOYEHUN BEPHETCS B
npenblayliee COCTOsHNE.

HocTynHocTb genctenini CoH n FrmbepHauma 3aBNCUT OT NapaMeTPOB MUTaHMA 1 CRALLEro
peXXrMa onepaumnoHHON CUCTEMbI U BO3MOXKHOCTEN Ballero HoyTbyka nan komnbloTepa. He
3abbiBanTe, YTO KOMMbIOTEP B CMSLLEM pexume Bce e paboTaeT. KOMMNbIOTEP BbINOAHAET
OCHOBHble (PyHKLMM 1 NoTpebnseT 31eKTpnyYecTBo, Korga pabotaeT oT akkyMmynaTopa. YTobsl
COXpaHnTb BpeMs paboTbl 6aTapen (Hanpumep, eCan Bbl HAXOAUTECH B MyTW), PEKOMEHAYETCA
nepeBecTn KOMMbIOTEP B peXum rubepHaumm.

BbibpaHHOe fencTeune byaeT 3anyLLeHo Nocae Toro, Kak BCe 3anyLleHHble NPoLecChl CKAaHMPOBAHUS
6yayT 3aBeplieHsbl. Mpu Boibope 3aBeplueHne pabdboTbl 1y Mepesarpyska B 41Mas0oroBoM OKHe
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
LeaKTUBMPOBATb 3anpoLLeHHOe feNCTBME).

BbibepuTe 3neMeHT CKaHMpPOBaHMe He MOXXEeT ObITb 0TMeHeHo, 4To6bl M0/Ib30BaTeNN, He
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obnapatoLime Hy>XHbIMU NpaBaMu, He MOT I OTMEHUTb AENCTBUS, KOTOPbIE BbINMOIHSAOTCS Nocse
CKaHUPOBAHWS.

BkntounTte napameTp CKaHMpoBaHMe MOXET ObiTb NPMOCTAHOBNEHO NOJib30BaTeNeM Ha (MUH.),
4T06bI NONb30BaTENN, 0bNafatoLLMe OrpaHNYEHHBIMU NMPaBaMu, MOMIM NPUOCTaHaBANBaTb
CKaHMPOBaHMe KOMMbIOTEPa Ha ONpeaeNieHHbIN Nepros BPEMEHN.

CM. Takxe X0/ CKaHUpOoBaHMS.

0630p 3anIaHUPOBaHHbIX 3a4a4

B naHHOM amanoroBom okHe oTobparkaeTcs noapobHas nHpopmMauma o BbibpaHHON
3anJaHUpPOBaHHOM 3a4a4e, eC/iM ABaXK bl LWENKHYTb HaCcTpanBaemyto 3afady Wan WeaKHYTb NpaBown
KHOMKOW MbILIW HacTpanBaeMyto 3aga4vy NiaHUpPoBLLNKa 1 BbibpaTb komaHay MokasaTb
mHcdopMaumio O 3apaye.

CBepeHus o 3apaye

BeeauTe uMA 3apaum, BbibepuTte TUN 3apa4m 1 LenkHUTe fanee.
* 3anycK BHELUHEro NPU0XXeHUA: N1aHNPOBaHNE BbINONHEHNS BHELLHENO NPUI0XKEHUS.

* OGcny>XxMBaHue XXypHana - B paninax XypHana Takxe CoLepXXaTCa 0CTaTKW yAaNeHHbIX
3anucen. ITa 3afa4va perynspHo onTUMM3UPYET 3anncy B harnax xXypHana ana 3hPeKTUBHON
paboThbl.

* NMpoBepkKa ¢annoB Npu 3arpysKe CUCTEMbI: MPOBEPKa DANIOB, NCMOJIHEHNE KOTOPbIX
pa3peLleHo Npu 3amnycke WM BXo[e NoJib30BaTeNs B CUCTEMY.

» Co3aaTh CHUMOK COCTOSAHMA KOMMblOTEpa: CO3AaHNe CHUMKa COCTOSIHWA KOMMblOTepa B
ESET Syslnspector, 411 KOTOPOro cobnpatoTcs noapobHbie CBeAEHMS 0 KOMMOHEHTaX CUCTEMBI
(Hanpumep, ApanBepax, NPUIOXKEHNAX) U OLEHMBAETCS YPOBEHb PUCKA AN KaXKA0r0 NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe aliIoB 1 NanokK Ha
KOMMblOTepe.

+ ObHOBNEHME: NSIaHNPOBaHMeE 3afa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NEN.

BpeMsa 3apauu

3anava 6yaeT BbINONHATLCSA PErynsipHO Yepe3 yKa3aHHbI NPOMEXYTOK BpeMeHU. BoibepnTe oauH 13
cnefyowmx napamMeTpoB.

* O.D.HOKpaTHOZ 3aaYa 6y;1eT BbIMNOJIHEHA OJHOKPATHO B YCTAHOBNIEHHbLIE OaATy U BpeEMA.

* MHOrokpaTHo: 3aga4a byaeT BbIMONHATHCA PEryispHO Yepes yKa3aHHbI MPOMeXYTOK
BpEMeHH (B Yacax).

* EXXepHeBHO: 3a/1a4a 6y,ueT BbIMNOJIHATBCA pa3 B CYTKN B YKa3aHHOE BpPEMA.
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* EXXeHepenbHO: 3a7a4a 6y,ueT BbIMNOJIHATLCA OAWNH NN HECKOJIbKO pPa3 B HEAENIO B YKa3aHHbIE
OHW 1N BpeMA.

* Mpu onpepeneHHbIX YCAOBUAX: 3a1a4a OyaeT BbiMOJHEHA NPY BO3HUKHOBEHWM YKAa3aHHOI0
cobbITHS.

MponyckaTb 3agavy, ecnm yCTPOMCTBO paboTaeT oT akKyMynaTopa: 3alava He 3amnycTuTcs,

€C/IN Ha MOMEHT MJIAHUPYEMOro 3anyCka 3afa4yn KOMMbloTep paboTaeT 0T akKyMynsiTopa. ITO TakXe
OTHOCMTCS K KOMMblOTEPaM, paboTaloLlmM 0T UCTOYHNKA BecnepebonHOro nuTaHms.

BpeMs BbINOJIHEHUA 3a4a4YU: OOHOKpPATHO

BbinonHeHMe 3aga4M: ykasaHHas 3aaada OyaeT BbiMOSIHEHA OAHOKPATHO B yKa3aHHbIe AaTy U
BpEMS.

BpeMs BbINOJIHEHUA 3a4a4YU: eXXeaHeBHO

3apaya OyneT BbINONHATLCA pa3 B CYyTKM B YKa3aHHOE BpeMs.

BpEMﬂ BbiNOJIHEHUA 3a4ad4Y . e)XeHepneJibHO

3afava 6y,ueT BbINOJIHATBCA KaXXAYyl0 HEQENIO B YKa3aHHbIE EHL N BPpEMA.

BpeMﬂ BbiMOJIHEHUSA 3a4d4YU: NMPHU
onpeaesiéHHbIX YCNOBUAX

3aflaya 3anyckaeTcs B C/ly4ae BO3HUKHOBEHUS OAHOr0 U3 NnepeyncsieHHbIX ganee cobbiTui.
o KaXxabl pa3 npu 3anycke KoMnbiotepa
o Kaxxable CyTKM Npu NepBOM 3anycKe KoOMmnbioTepa
¢ [lpu KoMMyTUPYEeMOM nopakoyeHun K NutepHety/VPN
e Mocne ycnewHoro obHoBNEeHUA Moayns
¢ Mocne ycnewHoro o6HOBJIEHMA NPOrpaMMbl
e Bxopn nonb3oBatens
e OGHapy>xeHue yrpos

Mpy NNAHMPOBAHMUM 3a4a4mM MO COOLITUIO MNOb30BATE/b MOXKET YKa3aTb MUHMUMAJIbHbIA UHTEPBAN
MEX[y ABYMS OKOHYaAHWUAMM BbINOHEHNS 3a4a4u. HanpumMep, ec/iv nosib30BaTeslb BXOAUT B CUCTEMY
HECKOJIbKO pa3 B [ieHb, BbibepuTe 24 Yaca, 4Tobbl 3a4a4a BbINOHANACL TOILKO MPU NEPBOM BXOAE B
CUCTEMY 3a CYTKU, a 3aTeM TOJIbKO Ha ClefyIoLLNiA feHb.
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NMponyuwieHHaa 3apaYva

3afava MoxeT bbITb NponyLieHa, ecav KOMObIOTEP BbIKJIYEH WK paboTaeT 0T akKyMynaTopa.
BoibepuTe cpeaun 3TMX BapuaHTOB, KOraa AoJ/HKHa ObITh 3anyLleHa NponyLeHHas 3aadya, u
HaXMuUTe KHOMKy fJanee.

* B cnepylowee 3ansnaHMPOBaHHOE BpeMs — 3aflaHve ByneT 3anyLieHo, eCv KOMMboTep
OyneT BK/OYEH B Cliefylollee 3amnjaHnpoBaHHOE BPeMS.

* Kak MOXKHO cKopee — 3afiaHne byaeT 3anycKaTbCs Npu BKIOYEHUN KOMMNbOTEpa.

* HemeaneHHO, ecnn BpeMsi C MOMEHTa nocsieaHero 3anJIaHUPOBaHHOIO 3anycka
npesbiWwaeT (4ackl) — NpecTaBAseT BpeMs, npoliejllee ¢ MOMEHTa NepPBOro NpPomnyLLeHHOro
3anycKa 3afaHus. Ecnm 3To BpeMs npeBbIlLeHo, 3aAaHne byaeT 3anyLeHo He3aMeanTe bHO.

Ana npyMepa 3afaHns HAaCTPOEH NOBTOPHLIN 3aMycK Ka)kabln Yac. BeibpaHa onuus
HemepneHHo, ecnu Bpems, npowiealiee ¢ MOMEHTa NocJsieAHero 3anJlaHupoBaHHOIoO
3anycka, npesbillaeT (Y4achbl), a 4715 NPEBbILLEHHOr0 BpeMeHM YCTaHOBJIEHO ABa Yaca.
3apnaHue 3anyckaeTcs B 13:00, u No ero 3aBepLUeHnr KOMMbOTEP NepexoanT B CrALLNM
pPeXUM:

* KoMnbioTep BbIXOAMT M3 cnswero pexuma B 15:30. MNepBbin NponyLLeHHbIN 3anyck 3agaHns
6bin B 14:00. C 14:00 npowno Bcero 1,5 4aca, noaToMy 3agaHue byaet 3anyuieHo B 16:00.

* KoMMbioTep BbIXOAMT M3 cnswero pexuma B 16:30. MNepBbin NponyLLeHHbIA 3anyCcK 3a4a4m
6611 B 14:00. C 14:00 npowno gBa C NOSOBMHOM Yaca, NO3TOMY 3adaHue byaeT 3anyLieHo
HeMea1eHHO.

CBepeHusa o 3apave: oOHOBNEeHUeE

Ecnm HY>XHO MMeTb BO3MOXHOCTb 0OHOBSATL NPOrpaMMy C ABYX CEPBEPOB 0OHOBJIEHUI, HYXKHO
Co34aTb [iBa Pa3Hbix Npoduna obHoBneHns. Ecnm He yaacTcs 3arpy3nTb aisibl 0OHOBNEHWI C
0QHOro CcepBepa, NMporpaMMa aBTOMaTUYECKMN NEPEKYNTCA Ha APYroi. ITOT BapuaHT NOAXOAMT,
HanpuMmep, a1 HOYyTOYKOB, KOTOpble 06bIYHO OBHOBNAOTCS C cepBepa 0OHOBNEHWIA B IOKaIbHOM
CeTW, HO MPK 3TOM UX BNafeNblibl HaCTO NOAKNOYAOTCS K IHTEPHETY B APYrux CeTaX. Takum
obpa3oM, ecnn C NepBbIM NpPodnSieM BO3HUKHET ownbKa, thainbl 06HOBNEHUIA C CEPBEPOB
0OHOBNIEHWI ESET aBTOMaTUYeCKM By YT 3arpy>XeHbl Yepe3 BTOPON Npodusb.

CBepeHus o 3apave: 3dMyCK NMPUN0>XXeHuns

C NOMOLLbIO 3TOW 3aa4M MOXXHO 3alNaHNPOBaTb BbIMOJIHEHNE BHELLHEr 0 NPUJIOXKEHNA.

NcnonHsembint haun: Boibepute ncnosHaeMbln hann B fepeBe KaTasloroB Ui HaXXMUTE KHOMKY ...,
4TObbI BPYYHYIO BBECTU NYTb.

Pabo4as nanka: 3apante paboynii KaTanor BHELHEro NPUNoXeHus. Bce BpeMeHHble aibl
BbibpaHHOro B none UcnonHsembin hann danina byayT cospgaBaTbCa B 3TOM KaTanore.

MapameTpbl: NapameTpbl KOMaHOHOW CTPOKN 4S8 NPUNOXeHUs (HeobsazaTensbHO).
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Haxxmute KHOMKY FNotoBO A/14 NPUMEHEHNA 3ada4l.

CpeACTBO OYUCTKU CUCTEMDI

Mocne yaaneHust yrpo3bl CPeACTBO OYNCTKM CUCTEMbI MOMOraeT BOCCTAHOBUTb KOMMbIOTEP [0
COCTOSAHMSA, MPUrOAHOM0 K 3KCMyaTauun. BpedoHOCHbIE NPOrpaMMbl MOTYT NPUBECTU K OTKJIOYEHUIO
TaKMX CUCTEMHBIX NPOrpamMMm, Kak peaakTop peectpa nam obHoBaeHNs Windows. CpeicTBO 04NCTKHU
CUCTEMbI OQHUM LLENYKOM BOCCTaHABAMBAET AN AAHHOW CMCTEMbI 3HAYEHWS 1 NapaMeTpbl No
YyMOJIHaHMIO.

CpeacTBO 04YUCTKM CMCTEMbI CO06LLEeT 0 NPoBIeMHbIX MapaMeTpax B NATU KaTeropusx:

* HacTpomnku 6e3onacHOCTMU: N3MEHEHNS B MapaMeTpax, KOTOpble MOryT MPUBECTU K
NOBbIWLEHNIO YA3BUMOCTIW Ballero KOMnbOTEpPa, HanpnmMmep N3MeHEHNA B LI,eHTpe obHoBNEeHUS
Windows.

* CHUCTeMHble NnapaMeTpbl: N3MEHEHNE CUCTEMHbIX MAapPaMeTpPoOB, KOTOPOE MOXKET N3MEHMUTb
noBefeHNe KOMMbIOTEPa, HAaNpPUMep U3MeHeHNe conocTaBneHns ansios.

* BHeLIHWIA BUA CUCTEMbI: NapaMeTpbl, BANSIOWNE HA BHELIHWUIA BUA CUCTEMbI, HanpuMep
(hOHOBBI PUCYHOK paboyero cTona.

* OTKNIOYEHHbIe KOMNOHEHTbI: Ba)XHblE KOMMOHEHThI U NPUNOXeHNA, KOTOPbIE MOTYT ObITb
OTKJIIOYEHHbI.

* BoccTaHoBJsIeHMe cucTeMbl Windows: NapaMeTpbl (YHKLUN BOCCTAHOBNIEHNS CMCTEMbl Windows,
KOTOpas faeT BO3MOXXHOCTb BOCCTAaHOBUTb MPeAblAyLLEE COCTOSHNE CUCTEMBI.

OYUCTKY CUCTEMbI MOXXHO 3aMpoCUTh B CedyoLWmMX Ciayyasx:
* Npu 0bHapPY>XEHUN Yrpo3bl;
* MpY HaxxaTum KHonkn Copoc.

|_|pl/l HeobxoaMMOCTN MOXHO npocMaTpmBaTb N3MEHEHUA U C6paCbIBaTb Ha€Tp0I7IKVI.
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(es[X) SMART SECURITY Exmm

O6zop < CpeacTBO OUMCTKM CUCTEMDbI O ?
CkaHnpoBaHue
KOMMBIOTEpE MameHeHsl Heckonbko HacTpoek Windows No yMOAYaHW, YTo MOXeT MOBAMATL Ha paBoTy

po KOMMBKTepPa. Bo3MOXHO, 3T0 pesybTaT AeficTEMiA BpegoHocHoro MO Ha BalleM KOMMLIOTEPE,

OBHoBnEHNE o . . _ -
HpCICI‘."ICI PHMTE MIMEHEHMA HWAE W MK HeoDxoAMMOCTI CtlpClCh € HacTROMKKH,

E Cepenc
BHewHwWi Bug cuctembl o ~ MMokazats noapobHocTK % Cépoc
Hactpoiika

Cnpaska » nogaepskka

Yuernan sannce ESET
HOME

JencTBus B CPeACcTBE OYUCTKM CUCTEMBI MOXKET BbINOHATL TOJIKO M0J1Ib30BaTE b C NpaBaMu
aAMUHMCTpaTopa.

MHCneKTop ceTu

NHCcnekTop CeTn MoXeT NOMOYb BbISIBUTb YA3BMMOCTU B Ballen [JOBEPEHHOWN (JoOMaLLHEN niu
ohncHoN) ceTn (HanpuMep, OTKPbITbIE MOPThI MM HEHALEXHbIN Naposib MapLLpyTu3aTopa). Kpome
TOro, Bbl MNOJly4aeTe CNNCOK NOAK/OYEHHbIX YCTPONCTB, B KOTOPOM YCTPOWCTBA YNOPSAA0OYEHbI MO
Thnam (Hanpumep, NPUHTEpP, MapLLIpyTU3aTop, MOBUSIbHOE YCTPONCTBO W T. M.) Y KOTOPbIA N03BONIAET
Yy3HaTb, Kakne yCTPONCTBa NOAKIIYEHbI K BalLen ceTu (HanpuMep, NrpoBast KOHCOb, YCTPOMCTBO loT
Unn Apyrue yCcTporncTBa «yMHOro» foma).

|/|HCI'I€KTOp CeTn no3esosigeT O6Hapy)KI/|Tb YA3BUMOCTWU MapLUPYyTU3aTOpPa N NMOBLILLAET YPOBEHDb
3allnThl NPWU NOAOKTIOYEHUN K CETWN.

WHCNeKTop ceTu He BbIMNOJIHAET NMOBTOPHYIO HAaCTPOWMKY MapLupyTn3aTopa BMeCTO Bac. Bbl camu
BHOCUTE U3MEHEHWS MpY NOMOLM CMeLnann3npoBaHHOro MHTepdenca MapLwpyTm3aTopa. [JJoMalHme
MapLUPYyTMU3aTOPbl MOryT ObITb BECbMA YA3BMMbIMU 4151 BPEAOHOCHBIX MPOrpamMM, NCMOsb3yeMblX As
3anycka pacnpefefieHHbIX aTak Tuna «oTka3 B 06cnyxuBaHun» (DDoS). Eciv naposb
MapLIpyTM3aTopa, 3aaHHbIi N0 YMOJIYaHWIO, He Bbll 3MEHEH MoJib30BaTeseM, ANs
3/10yMbILLIIEHHNKOB HEe COCTaBUT Tpyha noaobpaTb Naposb, aBTOPM30BATLCS B BaLLEM
MapLUpyTM3aToOpPe 1 NePEHACTPONTb ero nbo B3/0MaTb Bally CETb.

HacTosaTenbHO PEKOMEHAYETCA CO34aTb HaOEeXHbIA U OJINHHbIR napoJib C NCMoJIb30BaHNEM
A LI,I/ICpp, cneunanbHbIX CUMBOJIOB NJIN 3alr J1laBHbIX 6yKB. Y106bl NOBLICUTb HAZEXXHOCTh napond,
MCHOﬂb3yVITe COoYeTaHnA pa3HbIX CNMBOJIOB.
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Ecnn ceTb, K KOTOPOM Bbl NOAKMOYEHbBI, KOHDUIYPUPOBaHA KaK A0BEPEHHas, CETb MOXKHO NOMETUTb
Kak «Mosi ceTb». LLenkHnTe MoMeTUTb Kak «Mos ceTb», 4T0bbl 106aBUTL K ceTu Ter «Mosi ceTb».
970T Ter byneT oTobparkaTbCsA PAAOM C CETbIO BO BCEM ESET Smart Security Premium O15 nyyLlen
naeHTudunkKauum n o63opa besonacHocTu. LLlenkHute CHATL NnoMeTKy «Mos ceTb», 4TOObI yAaINTb
Ter.

Ka)xaoe yCTpONCTBO, NOAK/OYEHHOE K Ballen ceTn, oTobparkaeTcs C OCHOBHOM MHGOpMaLMeEN B
BUAE cnucka. LLlenkHuTe yCcTponcTBo, YT00bl M3MEHUTL €r0 UK NPOCMOTPETh NOAPOOHLIE CBEAEHNS
0 HeM.

C nomoLLblo packpbiBatoLwerocsa MeHto CeTn MoXXHO (UAbLTPOBATb YCTPONCTBA, OCHOBLIBASACH Ha
TakKuUX KpuTepunax:

* YCTPOWCTBA, NOAK/OYEHHbIE K ONPEEeNeHHO CeTU
* YCTPOWCTBA, NOAK/OYEHHbIE KO BCEM CeTAM
* yCcTponcTBa 6e3 kaTeropuu;

ansa 0To6pa>Keva BCEX MOAKMHOYEHHbIX yCTpOI7ICTB B npeacTtaB/ieHN JIOKaTOopa, WeNKHUTE 3Ha4Y0K

nokaTopa ®, HaBennTe ykasaTesb MbIlW Ha 3HAYOK YCTPOMCTBA, 4T0ObI 0TOBPa3nTb OCHOBHbIE
CBEEHUS, Takne Kak UMsi CETW U faTa NocnefHero noaKMoYeH s,

LLlenKHUTe 3Ha40K YCTPOWNCTBA, YTOObI M3MEHVTL YCTPOUCTBO UAN MPOCMOTPETL NOAPOOHbIE
cBefleHns 0 HeM. HepaBHO NOAKJIIOYEHHbIE YCTPOMCTBA NOKa3aHbl 6anxe K MapLpyTu3aTopy, 4Tobbl
BaM 6bls10 NpoLle X 06HapPYXUTb.

LenkHute CKaHVIpOBaTb ceTb, 4TOObI BPY4YHYIO NMPOCKaHNPOBaATb CE€Th, K KOTOp0|7I Bbl MOOKHOYEHBI.
CKaHMpOBaHMe CeTHn OO0CTYMNHO TOJNIbKO OJiA ,D,OBepeHHOI7I cetn. CeefieHuns o NPOCMOTpPE nin
N3MEeHeHUN HaCTPOEeK CeTuM CM. B pa3sgene [1pohnan ceTeBblx NOAKIOYEHWUN.

JoCTynHbI cneaylowme napaMeTpbl CKAHMPOBAHKS.
* CKkaHMpoBaTb BCe
* CKaHMpPOBaTb TOJIbKO MapLUPyTHU3aTOp

* CKaHMpPOBaTb TONILKO YCTPOMCTBA

A BbINOIHANTE CKAHNMPOBAHME CETU TOJIbKO B AoBepeHHoN ceTu! [lenatb 3TO B HEA0BEPEHHOWN
CeTn onacHo.
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(es[) SMARTSECURITY mxmm » - 0O X

O6zop 4 WHcnekTop cetu Cen~ (@ 7

CraHupoBaHue
KOMMbHOTERE CeTb

E —

% MomernTs kak "Mon ceth”

Cep - ~
E Epaue Tun  ma ycTpoicTea Mocraewmk Mogens IP-agpec ObHapyxeHne
Hactpoiika Moil MapLupyTHzaTop
Cnpaeka u nogaepsea | 1 0.0.2.1 0.0.2 cefivac >
Yuethan sanuce ESET
HOME Mo KNKYEHD HEAABHO
E_]DESKTOP-ILTJIDQ cefiuac >
D Samsung Galaxy Pho.. Samsung Galaxy Phone 0.0.2.3 cefiuac >

Mo 3aBepLUEHNN CKAHUPOBaHUS 0TOBPa3UTCS yBELOMIIEHNE, COAEPXKALLEE CChISIKY HAa OCHOBHbIE
cBefeHuns 06 yctpoicTee. Takxe MOXHO NPOCMOTPETb 3TN CBEAEHWSs, ABaXXAbl WENKHYB
MoA03pUTENIbHOE YCTPOMCTBO B CMIUCKE WX NPeACTaBAeHUM noKaTopa. LLlenkHnte YcTpaHuTb
HenonapaKu, 4Tobbl NPOCMOTPETb HEAABHO 3ab10KMPOBaHHbIE COeANHEHUS. [10Ap0OHbIE CBEEHNS
06 ycTpaHeHun Henosafok danepsosa.

Moaynb HCnekTop ceTn oTobpakaeT yBeLOMIEHNS ABYX TUMOB:

* K ceTy noaK/i04eHo HOBOE YCTPOMCTBO: 0TOOPAXKAETCSA, eC/in K CeTU NOAKI0YAETCS He
CMO/b30BaBLLEECA paHee YCTPONCTBO, KOrAa Nosib30BaTe b MOAK/OYEH.

* HanpeHbl HOBbIE ceTeBble YCTPOUCTBA: 0TOOpaXKaeTCa, eCn Bbl 3aHOBO MOAKJ/IIOYAETECH K
CBOEN [OBEPEHHOMN CETU 1 B HEN 0BHapyXMBaeTCS paHee He NCMOoJib30BaBLUeecs YyCTPONCTBO.

Oba Tuna yBefoMaeHnn coobLLatoT BaM, YTO K CETU NbITAETCA MOAKIIIOYNTBLCA
HeaBTOPM30BaHHOE YCTPONCTBO. LLlenkHnTe NMpocMOTp yCTPOUCTBA, 4TOOLI YBUAETH
cBefeHus 0b ycTponcTse.

4YT0 03HaA4YalT 3HA4YKMU Ha yCTpoucTBax B MHCcnekTope ceTu?

3Ha4yoK B BUAE XeNTomn 38e34bl 0603HaYaeT yCTPONCTBA, KOTOPbLIE SABASAIOTCA HOBbIMU A5
ceTV AN KoTopble B NepBbin pa3 bbiin 0bHapy>XeHbl KoMnaHuen ESET.

MKenTbl 3HA4YOK NPeaynpeXxAeHns 03Ha4YaeT, YTO Ball MapLIPYTU3aTOP MOXKET COAEPXKaTb
ys3BMMOCTHW. YT0ObI NpoCcMOTpeThL Boslee NoapobHbIe CBeAeHNS 0 Npobneme, WeNKHUTE
3HAY0K NPOAYKTa.
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A KpacHbI 3Ha40oK npeaynpexaeHns obo3HavyaeT YCTPONCTBA, Ha KOTOPbIX MapLUpyTU3aTop
COAEPXKUT YA3BUMOCTU U MOXET BbITh 3apakeH. YTobbl npocMoTpeTh bonee nogpobHblie
cBefeHus o npobneme, WENKHUTE 3HAYOK MPOAYKTa.

CUHWIA 3HAYOK MOXKET NOSABUTLCH, KOrAa Y NpofyKTa ESET eCTb JOMOIHATEIbHbIE CBEAEHMS
A9 BaLlero MapLupyTU3aTopa, HO HeMeAJleHHOe BMeLIaTesbCTBO He TpebyeTcs, Tak Kak
yrpo3bl 6@30MacHOCTM OTCYTCTBYIOT. YT0ObLI NMpocMOTpeTh Hosiee NoApobHbLIE CBEeAEHNS,
WENKHUTE 3HA4YOK MPOAYKTa.

CeTeBoOe yCTPOUCTBO B MlHCNeKTOpe ceTH

STOT pa3aen coaepXxuT nogpobHele cBefeHna 06 yCTPOMCTBE, B TOM YUChe:
* UMS YCTPONCTBA;
* Tun ycTponcTBa
* NOCNeAHUN KOHTAKT;
* MA ceTu;
* IP-afpec;
* MAC-afpec.
* OnepaumnoHHas cucTema
3HaY0K KapaHgalla 03Ha4aeT, YTO UMS U TUMN YCTPOMCTBA MOXKHO M3MEHUTb.

YAaanutb U3 UCTOPUK: yasieHre YyCTPONCTBA U3 CNINCKa YCTPONUCTB. 3Ta Onuusa AOCTYNHa TOJIbKO
A5 YCTPONCTB, KOTOPbIE HE MOAKJI0YEHbI B JaHHbI MOMEHT K Ballen CeTH.

AN KaXxgoro Tvna yCTponcTBa AOCTYMHbI NEpPeYNCIeHHble fanee LenCcTBUS:

N MapuupyTusaTop

MapamMeTpbl MapLupyTM3aTopa — LOCTYN K MapaMeTpam MapLUpyTU3aTopa BO3MOXEH Yepe3
Beb-mHTepdenc, MobunnbHoe NPUNOXKEHNE NN C MOMOLLbIO KHOMKN OTKPbITb MHTEpdenc
MapuipyTusatopa. Eciv maplwpyTnsaTop NnpefoCcTaBleH BaM NOCTaBLMKOM ycayr VIHTepHeTa,
BO3MOXXHO, BaM HY>XHO ByaeT cBA3aThbCA C ero cayxbor nogaepxXKn nam ¢ Nnpon3BoanTenem
MapLIpyTU3aTopa Aas yCTpaHeHUs BbigBAeHHbIX Npobnem 6e3onacHocTn. Obsa3aTenbHO
cobniofanTe Haanexalune Mepbl NPeLOCTOPOXXHOCTH, KOTOPbIE NMPUBEAEHbI B JOKYMEHTaLUN
MapLupyTu3aTopa.

3awmTa - YT06bl 3aWMTNTL MAapLIPYTN3ATOP U CETb OT KubepaTak, cobnoaante cnepyouwme
obuime pekomeHgaunu.

NV Cetenoe YCTPOWNCTBO
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NpeHTudMKaLMOHHbIe AaHHbIe YCTPOUCTBA — €C/IM Bbl HE 3HAETE, Kakoe YCTPOMCTBO
NOOK/IIOYEHO K Ballen CeTU, HanguTe Ha3BaHMe NOCTaBLLUMKA UK NMPOU3BOANTENS NOL UMEHEM
ycTponcTaa. C noMoLLbIO 3TOM HGopMaumm Bam ByaeT npolie onpenennTb, 4TO 3TO 3a
YCTPOMCTBO. MIMS1 yCTPONCTBA MOXHO U3MEHUTb, 4TOObI B Ala/ibHENLLEM ero 6biJ10 Nerko y3HaTb.
OTKNI04YeHne yCTPOUCTBA — €CJIM Bbl HE YBEPEHbI, YTO MOAKIIIOYEHHOE YCTPONCTBO Be3onacHo
ANS Ballen CeTU UK APYrux yCTPOMNCTB, U3MEHMTE NpaBa A0CTyNa K CeTW A5 3TOro YCTPOMCTBaA
B MapaMeTpax MapLupyTM3aTopa UM U3MEHUTE Naposib CETH.

3awmTa — 4T06bI 3aWMTUTL YCTPONCTBO OT aTakK 1 BPEAOHOCHLIX NPOrpaMM, YCTaHOBUTE
cnctemy obecneyeHuns Knbepbe3onacHOCTM Ha CBOE YCTPOWCTBO 1 CBOEBPEMEHHO 0BHOBNIANTE
OnepaunoHHY0 CMCTEMY K yYcTaHoBeHHOe MO. YTobbl COXpaHUTb 3alKUTy, HE NOAKIOYaNTeE
YCTPOWCTBO K HE3aLULLIEHHbIM CETAM Wi-Fi.

NV 310 YCTPOUCTBO

9T0 YyCTPOMCTBO — Ball KOMMbIOTEpP B CETHU.
CeTeBble apganTepbl — CBELIEHUS O BaLUMX CETEBLIX afanTepax.

YBepomneHusa | UHcneKTop ceTH

Hu>xe noka3aHo HECKOJIbKO BapyaHTOB YBEAOMEHWNIA, KOTOpble MOryT oTobparkaTbCs, Koraa ESET
Smart Security Premium 06Hapy>XnBaeT nNpobsieMbl C y3BMMOCTbIO B BalLEM MapLupyTu3aTope. Kaxaoe
yBe[OMJIEHNE COAEPXXNT KOPOTKOE OMMCaHNe 1 pelleHne nnbo warv, KoTopblie NoMoryT
MWHUMU3NPOBATL PUCK OT YS3BMMOCTM Ballero MapLlpyTu3aTopa. Ecam y Bac HeT onbiTa B
N3MEHEHMUN HAaCTPOEK MapLLpPyTU3aTopa, PEKOMEHAYEM 06PaTUTLCS K MPOU3BOAMTENIO
MapLipyTn3aTopa Win K CBOeMY MOCTaBLLMKY ycayr MHTepHeTa.

HaipeHa noTeHuuanbHas yA3BUMOCTb
MapLUpyTHN3aTOP MOXET COAEPXKAaTb N3BECTHbIE YS3BUMOCTM, KOTOPLIE MOXXHO JIErKO aTaKoBaTh U
ncnonb3oBaTb. O6HOBUTE BCTPOEeHHOE MO MapLpyTusaTopa.

A HanpeHa ya3BuMOCTb
MapLupyTM3aTop COAEPXKUT U3BECTHbIE YS3BMMOCTU, KOTOPbLIE MOXXHO JIEFrKO aTaKoBaTh U
ncnosb3oBaTb. O6HOBUTE BCTPOEHHOe MO MapLupyTM3aTopa.

Ayrposa HanpeHa
MapLupyT13aTop 3apakeH BpeAoHoCcHbIM M10. MepesanycTuTe MapLipyTM3aToOp U NOBTOPUTE
CKaHMpOBaHWe.

A HenapeXHbli naponb MapLupyTU3aTopa
Maposb Ballero MapLIpyT13aTopa HeHadexeH. Ero erko MoXeT yragaTb Apyroit Yenosek.
/3MeHWTe Naponb B MapLLUpyTM3aTope.

BpepoHocHoe nepeHanpaB/sieHUe B CeTU
KaxeTcs, Ball MHTepHET-TpauK nepeHanpasiseTca Ha BpeAoHOCHbIe Beb-canTbl. BO3MOXHO, BaLl
MapLUpyTU3aTop CKOMMNPOMETMPOBaH. MI3MeHUTe HaCcTPOMKKN DNS-CepBepa B MapLupyTu3aTope.

OTKpbITbie ceTeBble CYXObI
Ball MapLUpyTU3aTOp 3amnyCKaeT CeTeBble CNyXObl, KOTOPbIE MOTYT UCMOJIb30BaTh APYrue Nan. To
MOXXEeT ObITb CBSA3aHO C HEMPABWJ/IbHOK HACTPOWKOMN MW CKOMMPOMETMPOBAHHLIM MAPLLPYTN3aTOPOM,
MpoBepbTe KOHPUrypaLMio MapLLpyT13aTopa.

A KondupeHumnanbHble OTKPLITbIE CETEBLIE CAYXObI

Balu MapLlpyTun3aTop 3anyckaeT KOHDUAEHUMabHbIe CeTeBble CyXXObl, KOTOPbIE MOTYT
NCNOJIb30BaTLCA APYrUMM NIOABMU. ITO MOXET ObITh CBS3aHO C HENPABW/IbHON HAaCTPOMKON 1K
CKOMMPOMETMPOBAHHbLIM MapLIPyTKU3aTopoM. [NpoBepbTe KOHPUIypaLMo MapLLpyTM3aTopa.
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BcTpoeHnHoe MO ycTapeno
BcTpoeHHoe MO Ballero MmapwpyTr3aTopa YCTapesao n MOXeT coaepXaTb ya3Bumoctu. ObHoBuTe
BCTpoeHHoe N0 mapwpyTmnsaTopa.

A BpepoHocHas HacTpoika MapLupyTM3aTopa

3TOT DNS-CepBep, NCMOJIb3YeMblil BalLVIM MApPLLPYTU3aTOPOM, ABAAETCS BPeAOHOCHLIM. OH MOXeT
nepeHanpas/saTh BAaC Ha onacHble Beb6-canTbl. BO3MOXHO, Ball MapLUPYTU3aTOP CKOMMPOMETUPOBAH.
3MeHnTe HaCTPOViKK DNS-CepBepa B MapLUpyTH3aTope.

CeTeBble cNyX0bl
Baw mapLupyTm3aTop 3anyckaeT obwune ceTeBble CyX6bl. OHU HYXXHbI A5 paboTbl B CETU 1,
BEpOsiTHO, 6e30nacHsbl. [poBepbTe KOHGMIypaLMio MapLpyTM3aTopa.

KapaHTUH

naBHaa PyHKUNS KapaHTUHa — Be3onacHoe xpaHeHne obHapyXeHHbIX 06beKTOB (Hanpumep,
BPEAOHOCHbIX NPOrpaMM, 3apaKeHHbIX haioB UM NOTEHLUMANbHO HeXXeNaTesbHbIX MPUI0XKEHNN).

KapaHTWH MOXHO OTKPbITb U3 [JIaBHOr0 OKHa NporpaMmbl ESET Smart Security Premium, LLENKHYB
3nemeHT CepBuc > KapaHTHH.

NHdopmaumio o hannax, NOMELLLEHHbIX Ha KapaHTWUH, MOXXHO NMPOCMOTPETL B BUAe Tabanupbl,
copep)Kallen Takne CBefeHuns:

* [aTy 1 BpeMa nomeLleHns anna Ha KapaHTuH;

* NYTb K NCXOAHOMY PacnonoXeHuto ainna;

* ero pa3mep B banTax;

* NMPUYUHY NoMelLeHns daina Ha KapaHTWUH (Hanpumep, o6bekT fobaBneH nosib3oBaTesnem);

* KOINYeCTBO 06HapyXeHunn (HanpuMep, NoBTopsAoLLMecs 0bHapy>XeHNs OOHOro 1 TOro xe
(hanna nnm apxme, COAEPXKALLNIA HECKOJIbKO 3aparKeHunin).
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(eSR) SMART SECURITY Emmmm ® - 0O X

0630p < KapaHTuH = 7

CkaHnpoBaHue

Epema VImA oBbekTa Paz.. [lpuduHa Kon.. YJeTHad 2anuce NoNL30EA.
KOMOBHOTERA

OBHoeneHne
E CepBuc
Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

MomeweHue pansioB HA KapaHTUH

Mporpamma ESET Smart Security Premium aBTOMaTU4YeCKM NOMeLLaeT yaaneHHble danbl Ha KapaHTUH
(ecnn nonb3oBaTesb HE OTKAOYNA 3TY (pyHKLI,VHO B OKHE NnpeaynpexaeHus).

JononHuTenbHble daisibl CefyeT NnoMellaTb Ha KapaHTUH, eciu:
a.UX HeNb3$ BbIIEYNTD;
b.nXx Henb3st 6e30MacHo yaanuTh;
C.OHM OTHECEeHbI NPorpaMMoii ESET Smart Security Premium K 3apa>XeHHbIM Mo OLLNOKE;
d.chaiin C NOA03PUTENIbHON aKTUBHOCTbIO, HO He onpeaenseTcs 3allnTambl.

YT06bI NOMECTUTL hann Ha KapaHTUH, MOXKHO NCMNOb30BaTb HECKObKO MPUBEAEHHbIX HUXE
BapMaHTOB.

a.icnonb3ynTe hyHKLMIO NepeTacknBaHus, 4Tobbl BPy4HYIO OTAPaBUTb Parn Ha KapaHTuWH.
Ons 3TOro wenkHuTe dans, nepeMecTuTe ykasaTeslb MbILUN B OTMeYeHHYo 061acTb,
yOepXXnBas HaXkaTon KHOMKY MbILWK, MNOCAe Yero OTnyCTUTEe KHOMKY MbIlwn. Mocne 37oro
npuioxeHne dynet nepesefeHO B POHOBLIN PEXUM.

b.LLlenkHUTE hann NpaBon KHOMKOW MbIWN 1 BbibepuTe PacluMpeHHble napaMeTpbl >
MomecTuTb hann B KapaHTUH.

c.llenkHute N3onuposaTb (pann... B okHe KapaHTHH.
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d.[lnsa 3TOro TakXXe MOXXHO BOCMOJIb30BaTbCA KOHTEKCTHLIM MEHI0, HaXKaB MPaBO KHOMKOW
MbILLK B OKHe KapaHTUH 1 BbibpaB nyHKT KapaHTUH

BoccTaHOBJIeHUE U3 KapaHTUHa

®annbl, NOMELLEHHbIE Ha KapaHTWUH, MOXXHO TaK>XXe BOCCTaHOBUTb B UCXOAHOE PacCrnosioXKeEHUE.

* [1nsi 3TOro LWeAHWTe NPaBo KHOMKOW MbILWK (hal, NOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEeHI0 HaXKMNTe KHOMKY BOCCTAaHOBUTD.

* Ecnm haiin NnoMeyeH Kak NMoTeHLIMaNbHO HeXxenaTebHoe NpuioXeHne, napaMmeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHUPOBAHMA BKJIIOYEH. CM. TakxKe VcKaoyeHus.

* KOHTEKCTHOE MEHI0 COLEPXUT Takxe (PyHKLNI0 BOCCTaHOBUTL B, KOTOpPas No3BosseT
BOCCTaHOBUTb (pa|7|n B PacCrosoXeHNe, oTaAN4YHOE OT MCXOOHOTr 0.

* (DyHKLI,I/Iﬂ BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Ciy4adX, HarpumMmep, and d)aﬂ)'IOB,
PacnoJIoXXeHHbIX B CeTeBOW Narke, ﬂ,OCTyI'IHOI7I TOJIbKO OJ1A YTEeHWNA.

Ynanenue us KapaHTWHa

LLleNKHWTe 31eMeHT NpaBoi KHOMKOW MbIl 1 BbibepnTe KOMaHay Y AaIUTb U3 KapaHTUHA UK
BblbepnTe 31EMEHT, KOTOPLIA HY)KHO YAANNTb, U HAXKMUTE KNaBuLly DELETE Ha KnaBuaType. Bbl
TakXe MoXeTe BblbpaTb U yAa/IMTh HECKOJIbKO 3/IEMEHTOB O[JHOBPEMEHHO. Y AaNeHHbIE 3/IEMEHTSI
6e3B03BpPaTHO YAANSAOTCSA C BALLEro YCTPOWCTBA U U3 KapaHTUHa.

OTnpaBka anna U3 KapaHTUHa

Ecnn Ha KapaHTUH nomeLleH ¢ains, KOTOPbIN He pacno3HaH NPorpaMMon, an ann HeBEPHO
KBa/MMPULMPOBAH KaK 3apaXkeHHbIn (Hanpumep, B pe3ybTaTe OWnbKM 3BPUCTNYECKOr0 MeToAa
KoZa) 1 N30MpoBaH, NnepenanTe obpasel B nccaenoBaTenbCkyo JabopaToputo ESET Ans
npoBefeHns aHaam3a. YTobbl 0TAPaBUTb ai, WENKHUTE ero NPpaBon KHOMKON MbILIKN 1 B
KOHTEKCTHOM MeH10 BblibepnTe NyHKT Mepenatb Ha aHaNKU3.

OnucaHne oOHapyXeHus

LLleNnKHUTE 3N1EeMEHT NPaBO KHOMKOW MbILLN 1 BbibepuTe NyHKT OnncaHne obHapy>xeHus, YToOb
OTKPbITb SHLMKIOMNEANIO Yyrpo3 ESET, KOTOpas COAEPXXUT NoapobHyo MHGOopMaLMio 06 0NMacHOCTAX W
CUMMNTOMAX 3aperncTPUPOBAHHOIO 3apakeHus.

Cnepytowine ctatbmn 13 6a3bl 3HaHWUM ESET MOTYT ObITb LOCTYMNHbI TO/IbKO HA @HM IMNCKOM fA3bIKe:
» BoccTaHoBsieHMe hania U3 KapaHTUHa B ESET Smart Security Premium

e YnasieHne NoMeLleHHOro B KapaHTuH danna B ESET Smart Security Premium

* MpoAyKT ESET yBegomua MeHs 06 obHapyxeHun. Y10 MHe genatsb?

He ypanocb oTNpaBuTb HA KapaHTUH

Hvxe yKa3aHbl MPUYUHBI, MO KOTOPLIM OnpeneneHHble aibl He MOryT OblTb NEPeMeLLEeHbI B
KapaHTWH.
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* Y BaC HeT pa3peLUeHUN Ha YTeHUe: 3TO 03HAYaeT, YTO Bbl HE MOXKeTe NpocMaTpmBaTh
cogepxumoe anna.

* Y BacC HeT pa3peLUueHMi Ha 3anmUCb: 3TO 03HAYAET, YTO Bbl HE MOXKETE NU3MEHATb COAEPKMMOE
danna, T. e. 106aBNATb HOBOE COAEPXMMOE AN YAANATb CYLLECTBYHOLLEE.

* ®ain, KOTOPbIXA Bbl NMbiTaeTeCb OTNPABUTb HA KapaHTUH, C/IMLLKOM Benuk: Heobxoanmo
YMeHbLUUTb pa3mep anna.

Ecnuv Bbl nony4unu coobuyeHune o6 ownbke «He yaanocb 0TNPaBUTb Ha KapaHTUH», LWEeNKHUTe
MoppobHee. OTKPOETCA OKHO CO CMUCKOM OLWIMBOK KapaHTWHa, FAe Bbl yBUaNTE uMs anna un
MPUYMHY, NO KOTOPOMN He yAaeTCs NOMEeCTUTb (hailfl Ha KapaHTUH.

Bbibop oOpa3ua ana aHanusa

Mpy 06Hapy>XeHUn NoA03pUTENBHOrO (halsia Ha KOMMboTEPE AN NOAO3PUTENLHOIO CanTa B
NHTepHeTe ero MoXXHO OTNPaBUTb Ha aHan3 B MCCNeaoBaTeNbCKyto labopaTopuio ESET (MOXeT bbITb
He[0CTYMHO B 3aBUCMMOCTU OT KOH(Urypauum ESET LiveGrid®).

Bbl MOXKeTe 0TNpaBAAaTb TONbKO 06pa3Lbl, KOTOpbIE COOTBETCTBYIOT MO KPanHen Mepe 04HOMY
13 Cnepyowmnx KpuTepres:

* Nporpamma ESET He obHapyxunBaeT obpa3zeL.

» Obpa3zel ownbo4yHO 0BHapPYKMBAETCS KakK yrpo3a.

* Mbl He NPUHMMAEM NNYHbIe Palnbl (KOTOPbLIE Bbl XOTUTE NPOCKAaHMPOBATb Ha Hanyne
BPELOHOCHbIX MPOrpaMM C NOMOLLbIO ESET) B KavecTBe 0bpa3LoB (BupycHas nabopatopus ESET
He NpoBOAUT CKaHMPOBaHME Mo 3arnpocy noJsib3oBaTtesien).

* TeMa NMCbMa A0J/KHa ONMCbIBaTh Npobniemy, a TEKCT AO/KEH cogepXaTb Kak MOXHO bonee
MOHY0 MHopMaLKMIo 0 hanne (Hanpumep, CHUMOK 3KpaHa Wiam agpec Beb-canTa, C KOTOPOro
OH Obl/1 3arpy>XeH).

OTnpasuTb 0bpa3zey (hann nnm Beb-cant) Ha aHaM3 B ESET MOXKHO O4HUM 13 Cedyowmx cnocobos.

1. Bocnonb3yiiTech hopMoi oTnpaBku obpasua B CBoeM NpoaykTe. YTobbl OTKPLITL €€, HaXMUTe
CepBuc > OTnpaska obpa3ua Ha aHaNu3. MakCUMasbHbI pa3Mep oTnpasnsemMoro obpasua —
256 MBb.

2. ®ann TakXXe MOXKHO OTMNPaBUTb MO 3IEKTPOHHON noyTe. Ecnm 3ToT cnocob ans Bac ynobHee,
3aapxuBupynTe ansbl C MOMOLLbIO NPOrpaMMbl WinRAR/WinZIP, 3aLMTUTE apXMB Naposiem
«infected» N OTMpPaBbTE €ro rno agpecy samples@eset.com.

3. 4T06bI COOOWNTL 0 cname, JI0XKHOM 0bHapyXeHun cnama unu seb-canTax, KOTopble MOAY /b
POAUTENBCKOr0 KOHTPOJIA OTHEC HE K TOM KaTeropun, 03HaKOMbTECb C 3TON cTaThen B Hase
3HaHWW ESET.

B thopme Bbibop obpasua pns aHanusa BbibepnTe packpbiBatolleecs MeHio MpuyYnHa oTnpaBkKu
¢danna n ykaxxnte Hanbonee noaxoasiiee onvcaHne CBOEro coobLleHuns:

* [lofo3puTenbHbIN hann

* [Mofo3puTENbHLIA CanT (BeB-CalT, 3apa’keHHbI BPe4OHOCHOW NPorpamMmon)
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* J10)KHO 0OHaPY>XEHHbIA cCanT

* JIoXKHO 0BHapyxeHHbIN han (hann obHapyXeH Kak 3apaKeHHbIN, XOTA He ABNSeTCS
TaKOBbIM)

* [pyroe
dain/canT: NyTb K OTNPABASEMOMY Ha aHann3 tany nin Beb-canTy.

Appec 3/1IeKTPOHHOM NOUTbI: apec OTNpaBNseTcs B ESET BMeCTe C NoAo3puTesbHbIMK haitnamMm un
MOXXET MCM0J/Ib30BaTbCA AJ1S 3aMpoca AONOAHUTENbHON MHopMaLuK, HeobxoanMol Ans aHanusa.
YKa3blBaTb aflpec 3/1eKTPOHHOM NoYTbl Heobs3aTeNbHO. YTObbI He 3aN0NHATL 3TO NoJie, Bbibepute
BapuaHT OTNpPaBUTb AaHOHUMHO

Bbl MOXeTe He MOJIY4UTb OTBETa OT ESET

MOCKONIbKY KaXXAbli AeHb Ha cepBepbl ESET NOCTYNaloT AECATKM ThiCAY (halnnoB, HEBO3MOXHO
OTNPaBUTb OTBET Ha Ka)kAbl 3aMpoc. Bam 0TBETAT TO/IbKO B TOM C/ly4ae, eC/iv 4N aHaan3a
notpebyeTca ONONHUTENbHAsA MHOPMaLMS.

Ecnn obpa3zel oka)keTcs BpeAOHOCHBIM MPUIoXeHneM unn Beb-cantom, ero obHapyxeHune
bynet pobasneHo npu cneapyowem obHOBNAEHNN NPOrpamMmsbl ESET.

BbiOop obpasua pna aHanusa —
noao3puTesnbHbin pann

OOHapy>XeHHble NPU3HAKU U CUMNTOMbI 3apa>keHUs BpesoHOCHOW NPOrpaMMON: BBeNTE
onmcaHue NoBeAeHUs NOLO3PUTENBHOrO (Dalila Ha BalleM KoMMbloTepe.

UcTouHuK caina (URL-agpec Unam NoCTaBLUMK): YKAXKNTE UCTOYHUK (haliia 1 ONULINTE, KaK OH
nonas Ha Balll KOMMblOTEp.

MpumeyaHusa n gononHuTenbHas UHGOPMaLMUA: 31€Cb MOXXHO BBECTU AOMONHUTENbHYIO
NHGOPMaLMIO UK ONMCaHNe, KOTopble MoMOryT B 06paboTke Noao3puTensHOro aina.

MepBbii NnapameTp (OGHapy>KeHHbIe MPU3HAKM U CUMMITOMbI 3apa>keHUs BPeAO0HOCHOM
nporpaMMon) sBnseTcs 06s3aTesbHbIM, HO NPeA0CTaB/eHNE AONOJIHUTENbHON NH(OPMaLUK
TaKXe 04eHb NMOMOXET NAeHTUMUMpPoBaTh 1 0bpaboTaTb 0bpa3ubl B nabopaTopun.

BbiOop obpasua pnsa aHanusa —
nopno3pUTesibHbIN CauT

B packpsbiBatowiemcsi meHio MMpobnema ¢ cauTom BLIGeprTE OAHO N3 CIEAYIOWMNX 3HAYEHUNA,

» 3apa>keHHbl|: Be6-CalT COAEPXXUT BUPYChl NN ApYriie BPeLOHOCHbIE MPOrpaMMbl, KOTOpPbIE
PaCMNpOCTPaHATCS pa3nyHbIMKU cnocobamum,

* @ULLMHI YaCTO MCMOMb3YeTCsA ANA NOJYYEHNS AOCTYNa K KOHOUAEHUMAIbHbIM CBELEHNAM,
TaKMM Kak HoMepa 6aHKOBCKMX CHETOB, PIN-KOAbI M T. M. [JONOSHUTENbHYIO0 MHGOopMaLmio 06
3TOM TUME aTaKn CM. B [JI0CCapuu.
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* MowweHHUYeCKuM: HanbLUNBLIA NN MOLLEHHNUYECKUI BEO-CalT, CO3AaHHbIN AN ObICTPOro
nony4yeHna npuboinu.

* BoibepuTe ipyroe, ecnv BhllleyKa3aHHbIE BapnaHTbl HE COOTBETCTBYIOT CaliTy, 0 KOTOPOM Bbl
coobuaeTe.

MpumeyaHusa n pononHuTenbHas MHGOPMaALMUA: MOXXHO BBECTU LOMNONHUTESIbHbIE CBEAEHMUS UK
onncaHune, KOTOpble MOMOrYT MPoaHaIM3nPoBaTh NOAO3PUTENbHbINA BED-CalT.

BbiOoOp oOpa3sua ana aHanusa — NIOXKHO
oOHapy>XeHHbIN hann

Mbl NPOCKM OTMPaBAATb (haibl, KOTOPble 0OHAPYXMBAIOTCA KakK 3apa’keHHbIe, HO MPU 3TOM He
SBNSIOTCSA TAKOBbIMU, 4TOObI Mbl MOT/IN YAYHLWNTb Hall MOAYJb 3aLUMThl OT BUPYCOB U LUMUOHCKIX
nporpamm n obecneynTb 3alUMTy APYrUM Nosb3oBaTeNAM. JIoXXHoe 06Hapy)KeHne BO3MOXHO, KOra
wabnoH hanna coBnafaeT C TakUM e WabaoHOM, NPUCYTCTBYIOLWMM B MOAYe 0BHapyXeHUs.

NmMsa n Bepcus NpuNoKEeHUA: UM Nporpammbl U ee Bepcus (Hanpumep, HoMmep, NCEBAOHUM UK
KO40BOE Ha3BaHue).

NUcTouyHMK panna (URL-appec Uam noCTaBLUMK): YKAXKNTE UCTOYHUK haina U ONULINTE, KaK OH
nonas Ha Ball KOMMbloTEp.

Lenb npunoXeHus: 370 obLiee onucaHne NpUIoXeHNs, ero Tuna (Hanpumep, bpaysep,
NpourpbiBaTelb MyibTUMEANA U T. M.) U PYHKLMOHANBLHOCTMN,

npuMeanml U AONOJIHUTEeJibHaA qu)opmau,ml: 30eCb MOXXHO BBECTU OOMOJIHUTENBHYIO
I/IHq:)OpMaLI,I/HO nnn onncaHmne, KOTopblie NMOMOryT B o6pa60TKe noao3puUTESsIbHOro (pa|7|na.

MepBble TPy NapaMeTpa HY>XHO YKa3aTb, 4TOObl MAEHTUHONLMPOBATL HOPMasbHbIE
NPUNOXKEHUS N OTJINYNTL UX OT BPEAOHOCHOr0 KoZa. MpeaocTaBieHne OoNOAHUTENbHOW
NHGOPMaLMM B 3HAYUTENBHON CTENEHN NoMoraeT nabopaTopun B NpoLecce naeHTuduKaLum m
obpaboTkn 0bpasLoB.

BbiOOp oOpa3ua ana aHanusa — JIOXKHO
OOHapy>XeHHbIN CauT

Mbl NPOCKMM OTNPaBAATbL HaM CBELIEHMSA O CaiTax, KOTOPbIE ONpeAeNieHbl Kak 3apa)keHHble,
MOLLUEHHMNYECKNE NN DULLNHTOBbIE, HO TaKOBbIMU He ABASOTCA. JIO)KHOE 0OHapy>XeHe BO3MOXXHO,
Korga wabnoH ganna coBnagaeT C TakmMM Xe WabsoHoM, NpUCYTCTBYOWMM B MOAY1e
obHapyxeHunsa. OTnpaBbTe HaM cBegeHus 06 3ToM Beb-canTe, 4TOObI Mbl MOM I YAYHLWNTb Hall
MOJZY/b 3alMTbl OT BUPYCOB U ULLNHIa 1 0BecneynTb 3aLluTy APYrux nosb3oBaTenen.

MpuMevyaHua u pononHuTeNnbHaa UHPOPMaLMA: 30€Cb MOXXHO BBECTU AOMNOJIHUTESbHYIO
NHOPMaLIMIO NN ONMMUCaHKe, KOTopble MoOMOryT B 06paboTke nogo3pmnTensHoro seb-canta.
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BbiOOp oOpa3sua pnsa aHanusa — gpyroe

DTOT BapuaHT c/eayeT NCNoJsib30BaTb, eCn hal HEBO3MOXKHO OTHECTU K KaTeropumu
Mopo3putenbpHbin hann nnn JloxkHoe cpabaTbiBaHue.

MpuunHa oTnpaBku anna: BBeanTe NoAPoOHOE onNucaHne 1 NPUYNHY OTNPABKK (haiina.

HacTpouka

[pynnbl AOCTYMHbIX (PYHKLMIA 3aWUTbl MOXKHO HAalTU B F1aBHOM OKHE MporpaMmbl B pa3aene
HacTtpo#mka.

(esX) SMART SECURITY Exzmmm

Q

I
w

Ofsop

CkaHWpoBaHue
KOMMEHTEPE

OBHoBNEHNE

Cepenc

Hactpoiika

Cnpaska v nogaepska

% YuetHan sanuce ESET

HOME

Progress. Protected.

Hacrpoiika

®

@ @

@@}

> - O X
?
3awmTa KoMnbloTepa >
Bce CIJ}’HKLI,I.-IH 23UKTEl KOMNBHOTEDE SKTUEHEI.
3awwta MHTepHeTa >
Bce Tpebyemble GYHKUMKW 33LUMTHN VIHTEDHETA BKTUEHEI.
3awmTa cetn >
Bce TpeByemble GYHKLMN 3ALLMTEI CETH BKTWEHLI.
Cpeactea besonacHocTH >

JononHuTebHble CPeACTEa A4NA 3aLUMThl KOMMNLHOTEDE.

"y Mimnopr 1 akcnopt napametpos Lot JononHuTensHuie HACTPoiKN

MeHio HacTpouKa cofepXuT ciefyroLlime pasgiens:

@ 3almMTa KOMNbOTEPA

3aumTa B MHTEpHETE

a
3alinTa CeTun

CpepcTBa 6e30nacHoOCTH

B HUXKHEI 4aCTN OKHa HAaCTPOWKM eCTb AOMNONHUTENbHLIE NapaMeTpbl. YTobbl BLIMOMHUTL Oonee
noApo6HY0 HACTPONKY NapamMeTPoB AN KaXK0ro MOAYNS, WeNKHUTE PacluyipeHHble NapameTpsl.
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Y106kl 3arpy3nMTb NapamMeTpbl HACTPONKK M3 hania KOHUrypauum B hopmaTe .xml UM COXPaHUTb
TeKyLiue napaMeTpbl HACTPOMKMN B (Pail KOH(UrypaLmm, BOCNOb3ynTech PyHKLMEN VIMOopT v
9KCNOPT NapameTpoB.

3awuTa KoMnbloTepa

LLenkHnTe 3neMeHT 3awmMTa KOMNblOTEpa B [J1aBHOM OKHE Nporpammsl B pasgene Hactpouka,
4T06bl NPOCMOTPETL 06LWMe cBeaeHMA 060 BCEX MOAYNSAX 3alMThI.

* 3alinTa haitIoBOV CUCTEMbI B PEXUME PEASIbHOr0 BPEMEHN: NMPU OTKPLITUMW, CO3AAHUN UK
NCMOSHEHUN haSIOB OHM CKAHUPYIOTCA Ha Ha/lM4yMe BPeAOHOCHOr0 Koaa.

* ESET LiveGuard — fobaBnsieT ypoBeHb 061a4HON 3aluThl, CneLmansHo pa3paboTaHHbIn ons
yCTpaHeHUs HeBUAHHbIX paHee yrpos.

olMpoakTuBHas 3awmTa: 610KMPOBKa UCNOJTHEHUSA HOBbIX (DAIOB L0 NOJy4YeHUs pe3ynbTaTta
aHanmn3a ESET LiveGuard. ECnn Bbl Xx0TUTe pa3biioknpoBaTb aHaNU3NpyeMblid han, WeakHuTe
€ro nNpaBo KHOMKOW MbiWK 1 BbibepnTe PazbnokupoBaTtb ¢hann, npoaHanu3mpoBaHHbIN
cny>xoom ESET LiveGuard.

* KOHTPOJIb YCTPOWCTB: 3TOT MOAY/b UCMONb3YETCS At CKAHMPOBAHWS, BIOKMPOBaHUS U
N3MEHEHUSI PaCLLUMPEHHbIX PUNLTPOB 1 pa3pelleHmnin. C ero NoMOLLbI N0JIb30BaTElb MOXET
BbIOMpPaTb CNocob nonyvyeHns f0CTymna K KOHKPETHOMY YCTPONCTBY (KOMMNAaKT- UK DVD-AUCKY,
USB-HaKoMNuUTeNo U T. A.) 1 paboTbl C HUM.

 Cuctema HIPS: cucTeMa NpefoTBpaLLEeHNS BTOPXKEHWI Ha Y3en 0TCNIEXMBAET CObLITUSA B
onepaLnoHHOM CUCTEME M pearnupyeT Ha HUX B COOTBETCTBMU C CYLLECTBYOLMM HabopoMm
npasui.

* IrpOBOV PEXNM: BKIOYEHME WU OTK/OYEHNE UTPOBOrO pexxmma. Mocne BKAOYEHNS UTPOBOrO
peXxunma Ha 3kpaH byaeT BbiBeAeHO npeaynpexaeHune (0 NnoTeHumna bHON yrpose
6e3onacHoCTK), a AN 0hOPMNEHNS FAaBHOro OKHa byieT NpUMeHeH OpaHXXEBbIN LIBET.

* 3alnTa Beb-KaMepbl: KOHTPOAMPYET MNPOLLECCHI M NMPUIOXKEHMUS, OCYLLECTBASIOWME [OCTYN K
NOAK/IOYEHHON K KOMMbIOTEPY KaMepe.

YT106bI NPUOCTAHOBUTDL WJIM OTKOYUTL OTAESbHbIE MOAYN 3aLUTbI, LLEJKHUTE 3HAY0K
nepek4vaTens

|A OTK/II0YEHME MOZlyIEN MOXKET NMPUBECTU K CHUXXEHWIO YPOBHSA 3alUMThl Ballero KoMnbloTepa.

LLleNKHMTe 3Ha4YOK LeCTepeHKM 18 PSAAOM C MOAYNEM 3alUNThl, 4TOObI NONYYMTb AOCTYM K €ro
PacCLIMPEHHBLIM HAaCTPOMKaM.

Onga sawuThl ('.I)aﬁJ'IOBOﬁ CUCTEMbI B peaJZibHOM BpPeMeHMU LLENTKHNTE 3HA4YO0K LUeCTEPEHKN 'ﬁ' n
BblﬁepI/ITe OOWH N3 cneayrLnx BapnaHTOB.

* HacTtpoutb: 6yayT OTKPbIThI PaCLUVPEHHbLIE NapaMeTpbl 3alnThl DaiJIoBON CUCTEMbI B
peasilsHOM BPEMEHM.

* A3MEeHUTb UCKNIOYEHMUSA: 6yueT OTKPbITO OKHO HAaCTPOVKM UCKJIHOYEHNI, B KOTOPOM MOXHO
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NCKJTIOYNTDb (baVIJ'IbI N nankm n3 CKaHMpoBaHWA.

Ons 3aWwmTbl Beb-KaMepbl LLENKHNTE 3HAYOK LLIECTEPEHKMN to 3y BbiOEpPUTE OAMH U3 CNedyoLLMX

BapuaHTOB.

* HaCTpouTb: 6yﬂ,yT OTKPbITbI pacCllIMpeHHble MapaMeTpPbl 3allUThI BeH-kKaMepbl.

» 3a6nokupoBaTh BCe NONLITKM AOCTYNa A0 nepesanycKa: 6/10KMPOBKa BCEX MOMbITOK
[0CTyna K Beb-Kkamepe [10 Nnepesanycka KoMnbloTepa.

* 3abn0KMpoOBaTL BCE NONBLITKM A0CTYNa NOCTOAHHO: 6/10KMPOBKA BCEX MOMbITOK A0CTYMa K
Beb-kamepe [0 OTKJ/II0YEHMS 3TOro NnapameTpa.

* OCTaHOBUTb BJIOKMPOBKY BCEX NONbITOK AOCTYNA: OTKJ/IOYEHNE BO3SMOXKHOCTM
6n0KMpoBaTb AOCTYN K Beb-kamepe. ITOT napameTp AOCTYNEH, TO/bKO eCan AOCTYyn K Beb-
Kamepe 3ab/10KMpoBaH.

(esL) SMART SECURITY Exzmm

OBsop

CkaHnpoBaHue
KOMMEHOTEPE

OBHoBNEHNE

Cepenc

@ HacTpoiika

Cnpaeka u noglepxka

YyetHan zanuce ESET
HOME

anOCTaHOBMTb 3alUUTy OT BUPYCOB U LLUNMUOHCKUX NPOrpamMmMm: OTK/IKOYEHNE BCEX MO}J,yJ'IEI7I

4 3awuTa KOMMbLIOTEPa

3awmTta GailNoBoi cMCTeMEl B PeaNkHOM BpeMeHn

BKAKYEHO: HE3aMEANUTENBHOE ofjHap)m(eHL-m W yAanedve BpeJOHOCHBE NPOrpaMm Ha BalleM KOMNbHITERE,

ESET LiveGuard
BRAKYEHO: ANA NpejoTERALLEHHA W GNOKMPOBKH HE BCTREYIBLLMXCA PaHee yrpos.

MpoakTHeHan 3awmTa
BKAKOUEHOD: GHANN3MPYEMbIe (aiinbl GNOKUPYHOTCA, NOKa He BYAET NOATEEpXAEHa WX GE30NacHOCTE.

KonTpone ycTpoicTe
BrroueH

CucTema npegoTBpaLLeHMA BTOpXKeHWA Ha y3en (HIPS)
BrAoueHa: 0GHapYHEHHe W NPEOTEPALLEHHE HEXENITENEHOTO NOEESEHUA NPUNOKEHM.

Wrpoeon pesxum
MpUoCTaHOBAEHO: ONTHMUZALMA NP OUIBOANTENLHO CTH UIP W NPEe3eHTaLMi.

3awmTa Beb-kamepsbl
BratoueHa: 3aluTa Eeb-kaMepsl OT HEHAANEXALLEND WCNONLIOEAHNA W NONLITOK CNEXKM.
AKTUEWPOEaH JoCTyn K BeG-KaMepe Ha OCHOBE NPaswn

!; |_||)Ir‘10CTaHOBIr'1Tb 3alUMTy OT BHPYCOB W LUNWOHCKKWX NporpamMm

T, Mmnopt 1 skcnopt napametpos Lt JlononHutensHbie HacTpoiiku

3alLNTbI OT BUPYCOB W LUMMOHCKUX NporpamMm. MNpn OTKAYEHN 3aLUTbl 0TOOPaXKaeTCcs OKHO, rae
MO>XHO 3a4aTb BPEMs, Ha KOTOPOe OHa byaeT oTK/o4YeHa, BbIOPaB 3HAaYEHUE B PacKPbIBAOLLEMCS
MeHio NHTepBan BpeMeHu. cnosib3yinTe 3Ty BO3MOXXHOCTb, TOJIbKO €C/IM Bbl OMbITHbIN
MoJIb30BaTE/b WU MOYHUSIN COOTBETCTBYIOLLYIO MHCTPYKLNIO OT CAY>XXObl TEXHNYECKOW NOALEPKKN

ESET.
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HencTteBus npum oOHapy>XeHUU 3apa>keHus

3apakeHns MOryT nNonacTb Ha KOMMbIOTEP M3 Pa3INYHbIX UICTOYHMKOB, TaKUX Kak Beb-caiThl, 0bwune
nanku, 3IEKTPOHHASA NoYTa UAN ChbeMHbIE HOCUTENN (HAaKONUTEeNN USB, BHELLHME AUCKW, KOMMNAKT-
Wan DVD-OUCKK U T. 4.).

CTaHpapTHOe noBepeHue

O6bI4HO ESET Smart Security Premium 0BOHapy>X/MBaeT 3apa>keHuns C MOMOLLbIO NepeynCcIeHHbIX HXe
MoLynen.

* 3allnTa hana0BON CUCTEMbI B PEXNME PEAJSIbHOIO BPEMEHM

* 3alluMTa A0CTYyMNa B VIHTepHeT

* 3allMTa NOYTOBOro KJMEHTa

* CKaHMpPOBaHWE KOMMbOTEPA N0 TPeOOBAHWUIO;

KaXablii MOAY/lb UCMOJ/Ib3YET CTaHAAPTHbLIN YPOBEHb OYUCTKU 1 NbITAETCSH OYUCTUTL (aiin,
MOMECTUTb ero B KapaHTUH UK NPepBaTb NOAK/OYEHME. B NpaBOM HXXHEM YTy 3KpaHa
oTobparkaeTcs oKHO yBeaoMaeHuit. NMoapobHble cBefeHns 06 06HapyXEHHbIX N OYMLLEHHbIX
06bEeKTax MOXXHO HaTK B haltiax xypHasia. JonoaHUTeNbHbIe CBefleHNs 00 YPOBHSAX O4NCTKM U
NnoBelleHNN CM. B pa3aesie YPOBEHb OYUCTKU.

(es[l) SMART SECURITY EImmm Z cooBuenni W X

A ¥rposa yganeHa

O6wekT yrpoza (Eicar) Bein Halged, KorAa NPUAOHEHNE
":%;" Internet Explorer nemanoce nony4YnTe 4ocTyn K Beb-

calTy (secure.eicar.org).

Hoctyn sabnokupoBan.

CKaHuMpoBaHMe KOMNbIOTEPA HAa HaJIMYMe 3apa>kKeHHbIX
dannos

Ecnv Ha KOMNblOTEpe BO3HMKM MPU3HAKMN 3apakeHnst Bpe0HOCHON NPOorpaMMoin (Hanpumep, oH
cTan MmeaneHHee paboTtaTb, 4YaCTO 3aBUCAET U T. M.), PEKOMEHAYETCA BbINOJHUTL Clefytoline
nencTeus.

1.0TKponTe ESET Smart Security Premium 1 BblbepuTe KoMaHay «CKaHUpOBaHUEe KOMMblOTepa».

2.Bb|6ep|/|Te BapuaHT CKaHMpOBaTb KoMnbloTEpP (}J,OI'IOJ'IHVITeJ'IbHy}O VchpopMau,wo CM. B
pa3nene CkaHVpoBaHMe KoMnboTepa).

3.MM0 3aBepLUeHNM CKaHMPOBAHNSA NPOCMOTPUTE B XXYPHaJie KOJINYECTBO NPOBEPEHHbIX,
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3apaXeHHbIX N OYNLLEHHbIX q)a|7|nos.

Ecnn cnenyeTt CKaHMpOoBaTh TOJIbKO OMpeaeneHHy 4acTb ANCKa, BblﬁepI/ITe BapunaHT BbIGOpO‘IHOG
CKaHUPOBaHUe N YKaXnte 06beKTHI, KOTOpPble HYy>KHO CKaHMpOBaTb Ha NpeamMeT Ham4na BUpycos.

OuucTtka v yaaneHue

Ecnn nencTeue no yMoNYaHUO NS MOAYNSA 3alUNTbl PANIOBOA CUCTEMbI B PEXUME peasibHOro
BPEMEHW He OnpenaeNieHo, NoNb30BaTEN0 NpeanaraeTcs BoibpaTb ero B OKHE NpeaynpexxaeHuns.
O6bI4HO AOCTYMNHbI BapuaHThl O4NMCTUTDL, Y ganuTtb nan Huyero He npegnpuHuMaTth. He
pekoMeHayeTcs BbibnpaTb AencTBue HU4ero He npeANPUHUMATDb, MOCKOJLKY NMPU 3TOM
3apakeHHble haisibl He By Ay T ounLeHbl. cknoYeHre aonyCcTUMOo TOSIbKO B TOM C/lyvae, eC/in Bbl
yBepeHsbl, 4TOo (hann 6e3speneH n 6bin 0bHapy>KeH no owwmnbke.

@S SMART SECURITY XD
A O6Hapy»xeHa yrposal

O6wexT yrposa (Eicar) Hafiged B daiine, K KOTOpOMY NPUIOHKEHHE

=] Microsoft Windows Search Protocol Host nemaetca nonyunts gocyn.
Mpuaoxenne: CAWindows\System32\SearchProtocolHost.exe
Komnanna: Microsoft Corporation

Penyrawma: i O6Hapyxeno T ner Hasag

Paiin: Ch\Users\Admin\Downloads\eicar.com (1)t
Penyrawma: A @ O6napyxeno 5 net Hasag
O6napymenne: Eicar TecT daiin

MoasepryyTe dain ouncTke?

+| CKOMWPOBATE B KapaHTHH
v MNepeaats Ha aHanns
WcknounTe n3 NpoBepKn

WcknounTe Nognuce ns DEHEP:,DKEHMH

JononHntensHele ceegenna ob 3Tom coobwenan A lMogpobroctn ~ PaclunpedHele napaMetpel

O4uUCTKy cnefyeT NPUMEHSTb, eCan (aiin bbll aTakoBaH BUPYCOM, KOTOPbIA [06aBW K HEMY
BPELOHOCHbIN KoA. B 3TOM c/iy4yae cHayana nporpaMma nbiTaeTcs O4UCTUTbL 3apakeHHbIN (ain,
4TO6bl BOCCTAHOBUTb €r0 NepPBOHaYasibHoe COCTOsIHME. ECnm dhaiin coaepXXnT TONIbKO BPeLOHOCHbI
KOQ, ero cnenyeT yAannTb.

Ecnn 3apakeHHbIn hainn 3ab10KMPOBaAH UK UCMOMNb3YETCA KakKUM-IMb0 CUCTEMHbIM NPOLLECCOM,
06bIYHO OH yAanseTcs ToNbKO nocne ocBoboxaeHns. Kak npaBuio, 3T0 MPOUCXOANT rnocne
nepesanycka CUCTeMbI.
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BoccTaHOBJIeHUe U3 KapaHTUHa

KapaHTWH MOXHO OTKPbITb U3 [JIaBHOIr0 OKHa NporpaMmbl ESET Smart Security Premium, LLENKHYB
3nemeHT CepBuc > KapaHTHH.

®annbl, NOMELLEHHbIE Ha KapaHTWH, MOXXHO TakK>Xe BOCCTaHOBUTb B NCXOQHOE pacCrnoJioXKeHNe.

* [1nsi 3TOro LWenHNTEe NPaBo KHOMKOW MbILWK (hal, NOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEHI0 HaXKMNTe KHOMKY BOCCTAHOBUTD.

* Ecnmn Q)aVIﬂ nomMe4eH Kak NoTeHLKasZIbHO HEXEJIATEJIbHOE MPUJIOXKEHWE, MapaMeTP
BoCCTaHOBUTb U UCKJIIOYUTb U3 CKaHUPOBaHUA BKJIIOYEH. CM. Takxe NckyeHus.

* KOHTEKCTHOE MEHIO COIEPXXUT TakXe (hyHKLUMNI0 BOCCTAaHOBUTL B, KOTOPAsi NO3BONSIET
BOCCTAHOBUTb Daln B PacrnosioXXeHMe, OTJIMYHOE OT NCXOAQHOrO.

* (DYHKLI,I/IH BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Cly4adX, HaripumMmep, and ¢)a|7|n03,
pacnoJioXXeHHbIX B CEeTeBOW narke, ,ﬂ,OCTyﬂHOI7I TOJIbKO OJ14 YTeHu4.

MHO)XXeCTBeHHbIe Yyrpo3bl

Ecan npu ckaHMpoBaHMM KOMMNbIOTEPA Kakne-1mbo 3apakeHHble haisibl He OblIn 04ULLLEHBI (MK ONs
napameTpaypoBeHb 04UCTKY BblI0 YCTaHOBNEHO 3HaYeHe Be3 O4YMCTKHM), Ha 3KpaHe oTobpa3unTcs
OKHO MpefynpexxaeHns, B KOTOPOM BaM ByaeT npeasioxeHo BoibpaTb AencTBME AN Takux (annos.
Cnepnyet BbibpaTb AgencTeusa gna dannos (AenCcTBUS BbIOUPAOTCA OTAENBHO ONS KaXkAoro danna B
CNucKe), a 3aTeM Ha)kaTb KHOMKY FoToBO.

YpaneHue ¢pannoB U3 apxuBOB.

B peXxume 04UCTKM NO YMONYAHMIO apXUB yYAANAETCs LeNNKOM TONIbKO B TOM Cllyyae, ecv OH
COOEPXUT TOJIbKO 3apakeHHble hannbl. IHave roBops, apxXmBbl, B KOTOPbIX €CTb He3apa)keHHble
hannbl, He ypansawTca. OfgHaKo cneayeT NposiBASATb OCTOPOXHOCTb MPU CKaHMPOBAHWUW B peXnme
TLWATeNbHON 0YUCTKIM, TaK Kak Nnpu 3TOM apxvB yAanseTcs, ec/iv COAEePXUT X0Ta Bbl 0ANH
3apaXKeHHbIn hann, He3aBUCMMO OT COCTOAHUS APYruX (hanioB B apxmBe.

3awuTa B MHTepHeTe

MofaknoyeHve K MIHTepHeTy CTano CTaHAapTHOM PYHKLMEN NepCOHaIbHOro KoMnbloTepa. K
coxaneHuo, IHTepHeT TakXXe CTaJl U OCHOBHOMN Cpeon pacnpoCcTpaHeHns BpeAOHOCHOr0 KoAa.
OTKponTe rnaBHoe 0kHO NporpaMmMsl > HacTpoka > 3awuta NMHTepHeTa, 4T0bbI HACTPOUTL
(pyHKUMM ESET Smart Security Premium, MoBbILatoLne Bawy 3awnTy B IHTepHeTe.

YT10bbI NMPUOCTAaHOBUTb WUJIN OTKJIIOHYNTb OTAEIbHbIE MOAY/IN 3alUNThbI, LLENTKHUTE 3HAYO0K
nepekatvyartens

|A OTKNOYEHNE MOAYJIEN MOXKET MNPUBECTU K CHUXXEHWUIO YPOBHS 3aLLMThl BalLEro KOMMbIOTEPA.
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(eSR) SMART SECURITY Emmmm ® - 0O X

Tz < 3awwmrta MHTepHeTa ?

CkaHnpoBaHue
KOMMEHOTEP Poaurensckuii KOHTpONb

OTKAKOUYEHO NOCTOAHHO: 6J'IOKI.-1FIOEKEI Ee0-CaiiTOE C onacHsIM 1 OCKOpﬁHTEJ’IhHhIM COOepPHUMBIM. >
OBHoenenne 3aluMTUTe Bce NapaMeTpel Napoaem, uToBhI NpejoTeEpaTiTe HEGETOPKU30BaHHEIE MZMEHEHKA.

3awwTa aocTyna B MiHTepHer _n_

Cepenc =
BraroueHo: OéHap}')KEHHE H 6)10K|.-1p0EIK8 eeB-caiiToE ¢ EPERAOHOCHBIM COLERXHMBIM.

@ Hactpoiika

Cnpaska » nogaepskka

3alMTa oT GULLIMHIa
BrAtoUeHo: 06HapyKeHne 1 BNOKMPOEKE MOLLEHHWYE CKMX W GULIMHIOBLIX BeB-CaliToB. £
CoobWWTEL 0 PUIWMHIOBOM caiTe (3

v, ESET BKAKOUEHO: CKaHNpOBaHWe COOBLLEHNH, NEPUHUMEEMBX W OTNRAENAEMBIX NOYTOEEIM KITHEHTOM.
YETHAA 3annce

HOME

@

@
@D 32 nowrosoro kanena -
@

3alMTa NOYTOBOrO KIMEHTA OT crnama _n_ o
BrAKYEHOD: OﬁHap}')KEHHE H yaaneHue BHEKTPOHHOIﬁ MaYTel CO CNEMOm,

. Mmnopt 1 skcnopt napametpos 4} JlononHuTensHbIe HacTpoiiky

LLleNKHNTE 3HA4YOK LeCTePEHKMN & PSAOM C MOAYJIEM 3aLUNTLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

MoLynb POANTENLCKOr0 KOHTPOJIA obecneynBaeT 3alWnTy Ana aetein, 6nokmpya HexenaTesbHOe Uan
onacHoe cofepxnmoe B IHTepHeTe.

3alumTa focTyna B IHTEPHET CKaHMpyeT 0OMeH AaHHbIMK MO NPOTOKOAY HTTP/HTTPS Ha Hasn4yune
BPEAOHOCHbIX NPOrpaMm 1 puwnHra. OTKA0YaTb 3aWNTy AOCTYNa B UHTEpHET cneayeT TONbKO ANs
yCTpaHeHNs HeMonaaok.

3allyTa 0T MLIVHIa AaeT BO3MOXXHOCTb 6/10KMPOBaTh BEB-CTPaAHULIbI, HA KOTOPbIX €CTb
UWNHroBoe coaepxumoe. HacToaTeNbHO PEKOMEHAYETCS OCTaBMTb BCE OMNUMM 3alUTbl OT
DULLIVHIa BKJTIOYEHHBIMMW.

CoobwuTb 0 PULIMHIOBOM CaMTe: OTNPaBbTE CBEAEHNS O (PULINHIOBOM NN BPEAOHOCHOM Beb-
calnTe B ESET gNd aHanmn3a.

Mpexnae 4yeM oTNpaBAATb agpec Beb-caTa B KOMNaHWIO ESET, ybeamTech B TOM, Y4TO OH
COOTBETCTBYET OAHOMY WU HECKONbKUM U3 CeAYOLWNX KPpUTEPUEB:

* Beb-canT coBceM He obHapyxnBaeTcs.

* Beb-canT HenpaBuibHO 0BHapPYXMBAETCA KaK yrpo3a. B TakoM cny4yae MOXHO CO0BLLNTL O
JIOXKHON MeTKe (PULLMHIOBOro CanTa.

3allliTa NOYTOBOro KaveHTa obecneynBaeT KOHTPOb 06MeHa AaHHbLIMMW MO NPOTOKO1aM POP3(S) 1
IMAP(S). C NOMOLLIbIO NOAKOYAEMOro MoAY s A8 MOYTOBOr0 KJAMEHTa NporpamMma ESET Smart Security
Premium NO3BONSIET KOHTPOIMPOBATbL BECb 0OMEH JaHHbLIMW, OCYLLIECTBJIAEMbIA NOYTOBLIM KJVEHTOM.

3alinTa No4YTOBOro KJNEHTa OT cnama OTqJI/IJ'IprOBbIBaeT HeXxenaTesbHble coobLeHns 3ﬂeKTpOHHOM
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MOYThl.

119 3almMTbl NOYTOBOINO KJIMEHTA OT CnaMa LUE/IKHUTE 3HAYOK LLECTEPEHKN 1y Bbibepute ogHy
N3 cnenyowmx onuun.

* HaCTpouTb: nepexog K pacllnpeHHbIM HaACTPOMKAM 3aLlNThl NOYTOBOr0 KJAMEHTA OT Crama.

* CNMCOK appecoB Nosib3oBaTens (ec/v BKJIOYEH) — OTKPbIBAET [1asIor0BOE OKHO, B
KOTOPOM MOXXHO 106aBNSTb, peAaKTUPOBaTb WA YAANATb aApeca s onpeaeneHns npasmn
3alWmMTbl OT cnama. MNpaBuna B 3TOM cnucke 6yayT NPUMEHATLCS K TEKYLLEMY MO/b30BATESIO.

* FTnobanbHbIN CNMCOK aApPecoB (ec/ BKIOYEHO) — OTKPbLIBAET [1/1a/10r0BOE 0KHO, B KOTOPOM
MOXHO 106aBNATb, PeAaKTMPOBaTb UM YOANATb aApeca ANs onpeaeneHns npasun 3allnTbl OT
cnama. MpaBnna B 3TOM CNUCKe ByayT NPUMEHSTLCS KO BCEM MOJIb30BATENSM,

3awuTa oT PULUMHra

OUWNHI — 3TO NPECTynHasa AeaTeNbHOCTb C UCMOIb30BaHWEM COLMANbHOM NHXXEHepUn
(MaHUNYyNMPOBaHWE NOJIb30BATENAMY A5 NONYYEHUS KOHPUAEHUMANBHON NHbOoPMaLMK). OULLINHT
NCMob3yeTcs ANs NONYyYeHUS TaKuX KOHMUAEHLUNANbHbIX JaHHbIX, Kak HOMepa BaHKOBCKMX CHETOB,
PIN-KOAb! U T. . JONOSIHUTENbHbIE CBEAEHNS MOXHO HaWTW B rJoccapuu. MNporpamma ESET Smart
Security Premium obecneynBaeT 3aWwuTy oT GuLInHra, 610KMpysa Be6-CTpaHWLIbl, 0 KOTOPbIX N3BECTHO,
4TO OHM PACNPOCTPAHAIOT TAKON TUM COAEPXKUMOTO.

3alMTa 0T (YMLLIMHIa BK/OYEHA MO YMONYAHMIO. TOT NapaMeTp MOXHO HAaCTPOUTL B pasaene
Paclu/peHHble NapaMeTpsbl > 3auuTa > 3alMTa aoctyna B UHTepHer.

[lONONHUTENbHbIE CBEAEHNS O 3aliMTe OT ULLIMHIA B NporpamMmme ESET Smart Security Premium CM. B
CTaTbe Hawen 6a3bl 3HAHUN.

DocTtyn K ¢hmwiMHrosomy Beb-canty

Mpw LOCTyne K M3BeCTHOMY (pULIMHroBomy Beb-canTy B BaleM Beb-6pay3epe oTobpasnTcs
cnepytollee Ananorosoe 0KHo. Ecam Bbl BCe paBHO XOTUTE OTKPbITb 3TOT BEB-CanT, WeNKHUTe
afieMeHT UrHopupoBaTb Yrpo3y (He pekoMeHayeTCs).
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37a Beb-cTpaHmua neitaetca 0BMaHyTb NoceTUTeNel, UToBbl OHY yKasanu
KOHOWAEHLMANEHYH WHOOPMALWKS, HAMPWMEP A3HHLIE ANA EXOA3 WU HOMEDA
KPEAWTHBIX KapT.

BepHyTbCA Ha NpeAbIAYLLYIO CTPaHULLy?

Coobuwmntk 0 HenpasunbHO 3a6N10KMpOBaHHON CTpaHuLe [JononHuTenbHble cBeAeHKA o GuwuHre | www.esetnod32.ru

Bpems, B Te4eHMe KOTOPOro MOXHO MOYYUTb AOCTYMN K NOTEHLMaNbHOMY (DULLNHIOBOMY Beb-
CanTy, 3aHeCeHHOMY B «benbln» CANCOK, MO YMOMYAHMNIO NCTEKAET Yepes HeCKOJIbKO HacoB.

. YT106bI pa3pewnTb AOCTYN K BEOG-CAaNTy Ha NOCTOSHHOW OCHOBE, UCMOJIb3YNTE NHCTPYMEHT

1 ynpaBnenve URL-agpecamu. B pasgene LonosHUTEIbHbIE HAaCTPOMKM > 3auMThl > 3aluMUTa
poctyna B UHTepHeT > YnpaBneHue URL-aapecamu > CNUcoOK aapecoB > U3MeHuTb 1
nobaBbTe HEOOX0AMMbIV BEG-CAalT B CANCOK.

cooOWwuTL 0 PULLMHIOBOM CalTe

C nomoLLbio cCbikm COOOLWUTL O HeNpPaBUbLHO 3a610KMPOBAHHOW CTPAHULLE MOXXHO COOBLLNTD
0 Beb-caiTe, KOTOPbIN HEMPABUILHO OMpPEeAENEH Kak yrpo3a.

Nnwn xe agpec Beb-canTa MOXXHO OTNPaBUTb MO INEKTPOHHOM noyTe. OTNpaBbTE NMUCbMO Ha agpec
samples@eset.com. [TOMHUTE, 4TO TeMa NMCbMa AOJHKHA oNuCbIBaTb Npobnemy, a B TeKCTe NUCbMa
cnepyeT yKasaTb MaKCMMabHO MOHYO MHGOpMaLmio o Beb-canTte (Hanpumep, Beb-canT, C KOTOPOro
Bbl MOMaN Ha 3TOT CaWT, KaK Bbl y3Hanu o6 3ToM canTte n T. 4.).
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PoouTenbCKUN KOHTPOJIb

Moaynb POAUTENLCKOrO KOHTPOS NMO3BOJISET HAaCTPauBaTb COOTBETCTBYIOLLME NapaMeTpbl, KOTOpble
[A0T POANTENAM BO3MOXHOCTb MCMOb30BaTb aBTOMATM3NPOBaHHbIE CPeACTBa AN 3aLUUTbl CBOUX
LeTen 1 3aflaBaTb OrpaHNYeHNa ANa yCTPORCTB 1 cnyx6. Llenb 3aknioyaeTcs B NpefoTBPaLLeHNN
[0CTyna AeTei N NOAPOCTKOB K CTPaHULLAM, COAEPXKMMOE KOTOPLIX SIBASETCS ANS HUX
HenpuemMaeMbIM UM BPELOHOCHbIM.

PoanTenbCKUin KOHTPOb N03B0AAET 6/10KMPOBaTh BEO-CTPaHULbl, KOTOPbIE MOFYT COAepXXaTb
NOTEeHUMANbHO HeXXenaTeslbHble MaTepuanbl. Kpome Toro, poauTenu MoryT 3anpewaTb 4OCTYN K
Beb-canTam npeaBapuTeNbHO 3adaHHbIX KaTeropuit (bonee 40) n nogkaTeropuii (bonee 140).

Y1060l dKTUBNUPOBATb pOJJ,I/ITE)'IbCKVIVI KOHTPOJIb ONA onpeueneHHon yquH0|7| 3alncn NoJib30BaTENA,
BbIMONHNTE Cneaytoline LencTBumS.

1. Mo yMONYaHMIO POANTENBCKNIA KOHTPOb B NPOrpamMme ESET Smart Security Premium OTKJ/IIO4EH.
CywecTByeT ABa cnocoba akTUBaLUM POAUTENBCKOrO KOHTPOSIA.

* B r/1aBHOM OKHe MporpaMmbl WEeAKHUTE 3N1eMEHT 1 nocnefoBaTesnbHO BbibepnTe
anemMeHTbl HacTpo#ka > 3awmTa MHTepHeTa > PoauTeIbCKUM KOHTPOJb, NOC/E Yero
BKJIOYNTE (hYHKLIMIO POANTENBCKOr0 KOHTPONS.

» OTKpoWTe pa3fen PaclliMpeHHbIe NapaMeTpsl > 3aluMTa > 3alWmuTa aoctyna B UHTepHeT >
PoouTeNbCKUA KOHTPOJIb, 3 3aTEM BKJOYNTE NEPEK0YaTENb PAAOM C 31EMEHTOM
BKJIIOYUTb POANTENIbCKUA KOHTPOJIb.

2. B rnaBHoM okHe nporpaMmel BbibepuTe 3nemMeHTsl HacTpouKa > 3alimMTa MHTepHeTa >
PoauTtenbCKun KOHTPONL. XOTH A/ NapameTpa PoauTenbCKUM KOHTPOJIbL 1 0TOOpakaeTcs
3Ha4yeHue BkaouyeHo, HeobxoAMMO HAaCTPOUTb POAUTENBLCKUA KOHTPOIb A5 HYXXHOW YHeTHON
3anucu. [1na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefyIoLLeM OKHe BbibepuTe 31eMeHT
3aWwmMTUTL AETCKYIO YYeTHYI0 3anuch Wiy PoauTtenbckas yyeTHas 3anuck. B crepyiowem
OKHe yKa)kuTe faTy poXxaeHus, 4Tobbl onpefennTb ypoBeHb AOCTYNa U noaxoasime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaAnTENbCKUA KOHTPO/b BKKOYEH A5 YKa3aHHON y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncu LWeKHUTE 31eMeHT 3abnoKkupoBaHHbIe NapaMeTpbl
n copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopsle TpebyeTcsa paspewnTs nam 3abnokMpoBaTb,
Ha BKi1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTb onpeaesieHHble Beb-cTpaHuubl,
KOTOpble He COOTBETCTBYIOT KaTeropum, 0OTKPONTe BKNaAKY MckiioyeHus.
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(es[X) SMART SECURITY Exmm » - o X
Cleop 4 PoawuTenbCcKMi KOHTPONb O ?
CkaHnpoBaHue
KEIMHEIEIE pa ! 3awwTuTe BCe NapameTpbl Naposem, 4ToGsl NPeLoTEPaTUTE HEZETOPMZ0BAHHBIE M3KMEHEHWA.

OBHoBnEHKME
DESKTOP-ILTJID9/Administrator
z BribepuTe TMN y4eTHOR 3anMoum: YYeTHaA 3anMce ANA 3allMTel pefeHka../poauTensCcKkan yueTHan R
S 3anuck
{83 Hacrpoiica DESKTOP-ILTJID9/Guest
BribepuTe TUN yU4eTHOR 3anMcK: YYeTHAA 3anMck ANA 3allMTEl pebeHKa../poauTensCcKan yueTHan R
Cnpaska » nogaepskka 3anucb
YuerHan sanuce ESET DESKTOP-ILTJIDS/User
HOME BrifbepuTe TMN yU4eTHOR 3anMcK: YYETHAA 3anMck ANA 3allMTEl pebeHKa../poauTensCKan yueTHan R
2aNUcE
petko-PC/matko (YueTHan 3anuce pebenka 1/1/2010) R
3abNoKMpPOBaHHBIE NAPaMETPEl M COASPKHMMOE...
petko-PC/petko (PoauTensckan yueTHan 3anumck) R
3abnokMpoBaHHble NapaMeTpbl M COAEPKMMOE..,
@ [AoGaBWTe MCKNHOYEHWA AnA Beb-canTa... MokazaTek XKypHanb!

Ecnun B rnaBHOM OKHe nporpamMmsbl ESET Smart Security Premium wWwenkHyTb HacTpouka > 3awmTa
MHTepHeTa > POAUTENbCKUN KOHTPOJIb, Bbl YBUANTE ONUCAHHOE Aasiee CoAepXXMMOe M1aBHOr0
OKHa.

Y4yeTHble 3anucu nosb3oBaTtesien Windows

Ecnv Bbl co3fanu posib Ans CyLWEeCcTBYIOWEN Y4eTHOM 3anncu, oHa oTobpasunTca 3gecs. LenkHute
MON3YHOK, 4T0bbI PALOM C MapaMeTpoOM POAUTENBCKOrO KOHTPOS AN YHETHON 3anucu

oT0bpa3naCca 3eneHbin aarkok . B @aKTMBHOW y4eTHOM 3anncu WwenakHMTe 3ab10KMpoBaHHbIe
napamMeTpbl 1 COAEPXKMUMOE, YTOObI MPOCMOTPETL CMMUCOK Pa3peLleHHbIX A8 3TON yYEeTHON 3anncu
KaTeropuin Beb-cTpaHunL, a TakXxe 3ab10KMPOBaHHbIX U pa3peLleHHbIX BeD-CTpaHuL,.

Copep>XxuMmoe HUXKHen 4acTu OKHa

HobaBuTb UCKNIOYeHne ansa Bedb-canTa : B COOTBETCTBUM C BAlLMMUN HACTPONKAMM KOHKPETHbIN
Beb-canT MoXeT BbITb paspelleH nam 3abnoKMpoBaH OTAENBHO AJ1 KaXKA0N POAUTENLCKON YHETHON
3anucu.

Moka3aTb XXypHasabl: 3TOT NapameTp No3BoJISeT NPOCMOTPEThL NOAPOOHbLIN XYpHan AencTBUiA
(PYHKUMN pOANTENBCKOrO KOHTPOASA (3a6N10KMPOBaHHbIE CTPaHULbI, y4eTHas 3anncb, AN KOTOPON
cTpaHmua bbina 3abnokupoBaHa, kKaTeropua u T. M.). Takxxe 3TOT XXYPHaa MOXHO OT(hMNbTPOBaTh Ha

OCHOBe BbIOpaHHbIX KPUTEPUEB, HaXKaB KHOMKY "l dunbTpaums.
Poauten bCKUH KOHTPOJ1b
Mocne oTKoYEHNS DYHKLMN POLNTENBCKOrO KOHTPOS 0TOOPA3MTCS OKHO a OTKAIOYUTD
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poAUTEeNbCKUN KOHTPONb. C ero NoMoLbio MOXKHO HAaCTPOUTbL BPEMS, Ha KOTOPOE OTKJIYaeTCs
Takas 3awwuTa. ocne 3Toro 3HayeHne napameTpa n3mMeHnTcd Ha NMpuocTaHOBIEHO WK
MoNnHOCTLIO OTKJIIOYEHO.

Ba)xHO 3awmwaTb NnapaMeTpbl ESET Smart Security Premium rnapoJsieM. Takon napofib 3agaeTcs B
pa3gene Hactpovka goctyna. Ecav naponb He 3agaH, 0Tobpa3nTca cnegyiouiee npegynpexaeHme:
3awmMTUTL BCE NapaMeTpbl NaponeM, 4Tobbl NpefoTBpPaTUTb HECAHKLMOHNPOBAHHbLIE U3MEHEHUS.
OrpaHunyeHus, yCTaHOBJIEHHbIE B pa3fesie «POANTEeNbCKUIA KOHTPOIb», PACNPOCTPAHAITCS TOJIbKO
Ha CTaHAapPTHbIE YYETHbIE 3anncK Nob3oBaTenien. NoCKOIbKY agMMHUCTPATOP MOXeT 06onTun
nobble orpaHMYeHns, To OHM He ByayT AeNCTBOBaTb.

Ans npaBubHOM paboTbl POANTENBCKOrO KOHTPONSA AOJKHbI ObITb BKIOYEHbI CKAHED CETEBOr0
Tpaduka, CkaHMpoBaHve Tpaduka HTTP(S) n hariepsos. 1o yMOHaHUIO OHU BKJIKOYEHbI.

UcknouyeHusa, Kacawlwimecs Bedb-cautos

YT10b6bl B0b6aBNTL NCKAOYeHNe ans Beb-canTa, nocnenoBaTenbHoO BoibepnTe anemMeHThl HacTpouka >
3awmTa MHTepHeTa > POanTENbCKMA KOHTPOJIb, 3 3aTEM LLESIKHUTE 3n1eMeHT JlobaBuThb
McKNlo4YeHue ansa Beb-camnTa.

(es[El) SMART SECURITY o ®» - 0O X
O630p 4 PoaunTenbcKui KOHTPO/b O 7
CkaHnpoBaHue
KoMnBroTERE ! 3awwTuTe BCe NapameTpbl Naposem, 4ToGsl NPeLoTEPaTUTE HEZETOPMZ0BAHHBIE M3KMEHEHWA.

OBHoBnEHNE
DESKTOP-ILTJIDS/Administrator

Bblﬁepme THN y‘-leTHClﬁ 3anKMCK, Y4eTHaRA 3anvck ANA 3aliMTel pefJ'eHKa...fpo,a,me.nhcxaﬂ Y4YeTHan

Cepenc
3aNnuck

{83 Hacrpoiica DESKTOP-ILTJID9/Guest
Bblﬁepme TAN y‘-leTHCIﬁ 3anuvcK. y4yeTHaRn 3anvMck ANA 3aliWMThbl peb’eHKa...,?po,qmeﬂhcxaﬂ YyeTHan

Cnpageka n nogaepka 3anuck

YueTtHana sannce ESET DESKTOP-ILTJIDS/User
HOME BribepuTe TUN yYeTHOR 2aNMCoK: YYETHARA 3anMck AN 3alMTel pebeHKa../poauTensCcKan yueTHan
3annucb

petko-PC/matko (YueTHan 3anuce pebenka 1/1/2010)
3abnoKMpOBaHHbIE NAPaMETPLI M COAEPHMMOE...

©x X X X0 X

petko-PC/petko (PoauTensckan yueTHan 3anmce)
3aGNoKMPOBaHHEIE NAPAMETPE! M COASPKHMMOE..,

@ [AoGaBWTe MCKNHOYEHWA AnA Beb-canTa... MokazaTek XKypHanb!

BeenuTte URL-agpec B noJsie URL-agpec Beb-cauTa, Bbibepute (pa3peleHo) nnn @
(3a610KMpOBaHO) ONA KaXXA0M YYETHOM 3anncy N0Jib30BaTeNS, MOCE Yero HaxxMuTe KHonky OK,
4T06bl 4O06ABUTL UCKIIOYEHMNE B CMUCOK.
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SMART SECURITY Iz o X

WNcknroueHue, kacarwueecsa seb-canta ?

Ykamute URL-agpec seb-caita v eoifepuTte, ANA KaKMX YYETHLIX 3anWceld nons3oeatenei
OH gonxeH ObiTe 2a010KMPOBAH WAWM PazpeLleH.

URL-aapec eeb-caiita
http://

YueTHble 2anncK NoAsL2oEaTensi
[ DESKTOP-ILTJID9/Administrator
D DESKTOP-ILTJIDS/Guest
D DESKTOP-ILTNIDS/User
[ petko-PC/matko

Il

[ petko-PC/petko

9 (0] 4 OTmeHa

Y1060 yaanuTb URL-afpec N3 CNUCKa, NoC1ef0BaTE/IbHO WENKHUTE SJIEMEHTbI HaCTpOﬁKa >
3awmTa WUHTEepHeTa > Popgutennckumn KOHTPOJIb, 3aTEM LENKHUTE SNEMEHT 336HOKMPOBaHHbIe
napaMeTpbl U copep>Xxummoe 14 Hy)KHOVI yHeTHOIZ 3anuncnm, nepe|7|p,|/|Te Ha BKnanLky UckniouyeHume,
Bbl6epI/ITe NCKJIIOYEHNE U HaXKMUTE KHOMKY Y AaNAuTh.

SMART SECURITY EXDED X

MzmeHuTb YYETHYH 2anicb MONb30BaTENA

Obwwre WcknoueHna Kateropuu

Mecknroderns

NeAcTEne URL-appec seb-cakita

4

HAobaeute | Mamenuts | ¥panute | KonwpoBats | & ~ b

Bo Bcex cnuckax URL-aapecoB HeMb3s MCMOMb30BaTh CNeLnanbHble CMMBOJIbI «*» (3B€3404Ka) N «?»
(BONPOCUTENbHBIV 3HAK). Hanpumep, BPy4HYO HY)KHO BBOAUTL aApeca Beb-CTpaHWL, C HECKObKUMY
[OMeHaMW BepxXHero ypoBHS (examplepage.comexamplepage.com, examplepage.skexamplepage.sk U T. 4.).
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Mpwn nobaBneHnn JOMeHa B CMMCOK BCE COAEPXKMMOE, PaCcrnoI0XKEHHOE B HEM 1 BO BCEX MOAAOMEHAX
(HanpmMmep, sub.examplepage.comsub.examplepage.com), byaeT pa3peLweHo nam 3abo0KMpoBaHo B
3aBUCUMOCTW OT BbIBpaHHOr0 BaMu AENCTBMA Ha OCHOBe URL-agpeca.

BnokupoBaHue unn paspeLleHne KOHKPeTHON Beb-cTpaHuLbl MOXeT BbITh Bosiee TOYHbIM, YeM
6noknpoBaHue nam paspelLeHue Kateropuu seb-ctpaHuu. Cnegyet bbiTb 0COBEHHO
BHUMATESIbHbIM NPY N3MEHEHWUW 3TUX NapamMeTpoB 1 AobaBneHun Kateropuu nam seb-
CTPaHuLbl B CMIUCOK.

KO"MpOBaHMe UCKNIOYEeHUA U3 NoJib30BaTed

BblﬁepVITe NnoJib30BaTeEJiA B paCKpbIiBalOLWeEMCA CMNCKE, OTKYOda Tpe6yeTc91 CKOMuMpoBaTb CO34aHHOE
NCcKo4yeHne.

KonupoBaHue KaTeropuu U3 y4yeTHoOM 3anucu

Mo3BONSET CKOMMPOBATb CANCOK 3abS0KNMPOBAHHbBIX MW Pa3pELLUEHHbIX KaTeropun ns
CYLLEeCTBYIOLLEN NU3MEHEHHOW YYE€THOM 3anncu.

3alluTa CeTu

OTKpoWTe r1aBHOe 0KHO NporpaMmMel > HacTponka > 3awmTa ceTu, 4Tobbl HAaCTPOUTb OCHOBHbIE
napameTpbl 3aWnThbl CETU WKW YCTPaHUTb HENOMaAKy CETEBOro NOAKJIIOYEHNS.

Y1060l NPUOCTAaHOBUTb NN OTKNIOYUTL OTAEJIbHble MOAYJIN 3allUThbl, LLEeNIKHNTE 3Ha4Y0K
nepeknvaTena

IA OTK04YEHNE MOAYNEN MOXKET NMPUBECTUN K CHMXXEHUIO YPOBHS 3allMThl Ballero KomnboTepa.
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| ] - o X
(es[:l) SMARTSECURITY E=mmm o
Otsep 4 3awwura ceTu ?
CkaHnpoBaHue
KOMABHOTEPE adepeon
P ®aiiep
Br/kOUEHa: PUNLTPALUMA EXOAALLErO W MCXOAALLErO CETEEOTO TPAGUKE. £ * 2
OBHoeneHne ABTOMAaTHYECKUI DEXUM
3awuTa oT ceTeBblx atak (IDS)
Cepenc D = '&
BrNkOUEHO: 0BHapYKEHWE BXOAALLNY CETEEL aTaK.
@ HacTpoiika [ ) 3awmra oT 6OTHETOR Y
BrnkoueHo: 0BHapyKeHWe BOTHETOE U BNOKMPOEKA COBAMHEHUA C HUMMU.
Cnpaeka n nogaepxka
CeTeBble NOAKIHOHEHNA >

Yuernan sanuce ESET

HOME =
YcTpaHeHWe HenonajoK € 3alMToR AOCTYNa K CETH

% YcTpanute NpobaemMy 3a610KMPOBAHHOTO YcrpanuTe npobnemy BpeMeHHo
coeMHEHWNA 3abnokvpoBaHHbiX IP-agpecos
HegaeHo 386ﬂ0Kl-1pOBEHHbIE NPWNOXEHNA KK IP-a,qpeca E YEDHOM CNNCKE: 0

ycrpoiictea: 0

E MoKa3aTb KypHanbl

MoWCK No kypHaNaM 3alnTel CeTH

" Wmnopr u skcnopt napametpoe £} flononuurensHeie HacTpoiiku

LLleNKHNTE 3HA4YOK LeCTePEHKMN & PSAOM C MOAYJIEM 3aLUNTLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

PanepBon: GUIbLTPYET BeCb CETEBON 0OMEH AaHHBLIMU COrTaCcHO KOH(UIrypaunm ESET Smart Security
Premium.

HacTpounTb: OTKpbLIBAaETCA OKHO «DanepBosi» MeH A0MNOJHUTESbHbLIX HACTPOEK, B KOTOPOM
MOXXHO onpefennTb, KakuM obpasom anepson byaet obpabaThiBaTh ceTeBON 0OMEH JaHHbLIMMU.

MpuoctaHoBuTbL paboTy chanepBona (paspewnTb BeCb TpaguK): B 3TOM pexnme aepson
OTKJI04aeT BCe (PYHKUUM (unbTpaLumM 1 pa3peLlaeT BCe BXoAsALWMe U UCxoasime coeguHeHuns.
LenkHuTe BkniounTtb panepBon, 41066l NOBTOPHO BKIOYNTL (hanepBos, Korga ans
nnbTpaumm ceteBoro Tpadunka BKJOYEH 3TOT pPeEXUM.

BnokupoBaTb BeCb TpaduK: BCe BXOAALME N UCX0oAdALmMe coeanHeHmnsa byayT 61okmpoBaTbCa
thariepsonoM. Mcnonb3ynTe 3TOT NapaMeTp TOJbKO B 0COBbIX CayYasnx, KOraa BO3HWKAET onacHas
KpuTnyeckas cutyaums, Tpebywas HeMeaeHHOr0 OTKJIYEHMA OT CeTu. Ecam gnsa punbTpaumm
ceTeBoro Tpaduka BbibpaHo cocTosiHME BnokupoBaTb BeCb Tpaguk, WenkHnTe OCTaHOBUTD
610KMpOBKY Bcero Tpadumka, 4Tobbl BOCCTaHOBUTbL HOPMaJibHYt0 paboTy dariepsona.

ABTOMaTU4YECKUN PEXXUM (eCsIM BKIIIOYEH OPYron pexuMm uibTpauumn): BOCNOAb3ynTeCh 3TON
KOMaHZoM, 4Tobbl NepeBecTy (hu/bTPaLIVO B aBTOMaTUYECKUA PeXuM (C y4eToM npasuJl,
onpeaenseMbix Nosb3oBaTeNem).

NHTepaKTUBHBLIN PEXUM (eC/I1 BKJIIOYEH APYrOnN pexuM puibTpaumm): BOCNOJSIb3ynTeChk 3TON
KOMaHZoMn, 4Tobbl NnepeBecTy hnabTPALNIO B MHTEPAKTUBHbLIN PEXUM.

3allMTa OT CETEBbLIX aTak (IDS): aHaM3 COAEPXKUMOro CETEBOro Tpadmka 1 3almTa OT CETEBbLIX aTak.
Jliobon TpahmK, KOTOPLIN ONPEOENSETCS KakK «BPeAOHOCHbIN», byaeT 3abn10KMpoBaH. ESET Smart
Security Premium 6yeT MHOPMUPOBaATL NPY NOAKIOYEHNMN K HE3ALLMLLIEHHON BECNPOBOAHOM CETU
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WM ceTn co cnaboin 3aLnTomN.
3awmTa oT 6OTHETOB: OLICTPOE N TOYHOE BbISIB/IEHNE BPEAOHOCHbIX MPOrPaMM Ha KOMMbIOTEpPE.

CeTeBble NOAKIOYEHMUS: OT06pa)KeHVIe ceTen, K KOTOPbIM NOAK/IOYEHBbI CETEBbLIE afaNTEpPLI, C
I'IO,D,pOﬁHbIMI/I cBegeHnAaAMN.

YcTpaHuTb npo6nemy 3a6/10KNPOBAHHOIO COeAMHEHUS: MOMOraeT YCTPaHATb NPobeMbl C
NOJKJ/IOYEHNEM, Bbi3BaHHbIE (PaiepBosioM ESET. [115 NMOSyYeHNUs LOMOSHUTESbHbIX CBEAEHWUIA CM.
pa3fen MacTep ycTpaHeHWs HeMnoaaaok.

YcTpaHuTb npo6nemy BpeMeHHO 3ab610KUpPOBaHHbIX IP-aapecoB — [IpOCMOTP Crucka IP-
a[lpecoB, KOTOPble 0OHAPYXEHbl KAK MCTOYHUKM aTak U [106aBaEHbl B YEPHbIA CMINCOK, YTOObI
6/10KMPOBaATL COEANHEHMNE B TEYEHME ONpPeaeeHHOro Nepuoaa BpeMeH!.

Moka3aTb XXyYpHaNbl: OTKPbIBAET hailsl XKypHasa 3allnTbl CETK.

CeTeBble NOAKJIIOYEHUSA

OTobpa)keHne ceTei, K KOTOPbIM NOAKJI04YEHbl CETEBbIE alanTepbl. YToObl MPOCMOTPETH CETEBbLIE
NOAK/IYEHNS, OTKPONTE r/1aBHOE OKHO NporpamMMel > HacTpoika > 3awuTta ceTu > CeTeBble
NoAKNIOYEHHUS.

[dBaxkabl LWENKHUTE NOAKII0YEHNE B CMIUCKE, 4yTObbI 0T06pa3VITb cBeeHNA 0 HEM N O CETEBOM
aflafTepe.

HaBeauTe Kypcop Ha KOHKPeTHOe CeTeBOe NOAK/IOYEHME U LLENKHMUTE 3HAa4YOK MeHI0 * B cToNbue
DoBepeHHoe, 4T0ObI BbIOPaTh OAHY U3 CAEAYIOLLMX OMNLNIA:

* AI3MeHUTb — OTKPbIBAeT OKHO HacTporka 3alnThl CETH, B KOTOPOM MO>XHO Ha3Ha4lNTb
Npoun/ib 3aLLUNTbl ONpeaesIEHHON CEeTW.

* 3a0bITb — C6paCbIBaeT KOH(UIypaLnio CETEBOro NOAK/YEHNSA 00 3HAYEHUI MO YMOSYaHNIO.

* CKaHMpoBaTb ceTb € NoMoLbio MHCNeKTopa ceTu — OTKpPbIBAeT VIHCMEKTOP CeTY N4
3anyCcKa CKaHMpoBaHMA ceTu.

* MomeTuTb KakK «Mos ceTb» — f0baBnseT K ceTu Ter «Mos ceTb». ITOT Ter byaer
oTobpaxaTbCa PSALOM C CETbIO B NporpamMmme ESET Smart Security Premium ON8 yAyHLWeEHUS
NoeHTUGMKaLMm n obLwmnx ceegeHunn o 6esonacHoCTL.

* CHATBL nomeTky «Mos ceTb» — yanansaet Ter «Mos ceTb». 70T napaMeTp AOCTYNEH TOJIbKO B
TOM CNly4Hae, eEC/IN CETb YK€ NomMe4eHa Terom.

CBepeHuMa 0 CeTeBOM NOAKJIIOYEHUM

[BaXKAbl LLENKHNTE NOAKJ0YEeHNE B CNUCKe CeTeBble NOAKIYEHNS, YTODSI OT06pa3I/ITb cBeneHna o
HEM 1N O CETEBOM adalTeEpPeE. C nomoLLblo CBELEHNA O CETEBOM NOLKJIOYEHUMN U aflafiTepe MOXXHO
onpenennTb CeETb, KOTOPYIO Bbl MbITAETECH HACTPOWUTL B pa3jene 3awnTa AoCTyna K CeTu.
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CBefieHNs 0 CETEBOM MNOAKJIYEHUN:
* COCTOSIHME CeTEeBOro NoAKIOYEHNS
* [laTa 1 Bpems NepBoro obHapy)XeHUs ceTu
* Bpems nocnefHein akTUBHOCTY CETU
* ObLLee BpeMsa NOAKIOYEHUS K 3TOW CETH

e [Ipodhusib CETEBOr0 NMNOAKJIOYEHUS

* [Mpohnsib CeTEBOro NOAKIOYEHNS, onpefeneHHbln B Windows

» KoHthurypalims 3almnTbl CETU (SBASETCS N CeTb JOBEPEHHON)

CBefeHuna 0 ceTeBOM afjanTepe:
* Tun noakn4YeHns (NposBogHoe, BUPTyanbHoe U T. 4.)
* ima ceTeBoro agantepa
* OnncaHve aganTepa
* IP-afipec n MAC-agpec

* |[Pv4- n IPvb-afpec ceTn C NoaceTbto

DNS-cyhdukc
* IP-agpec DNS-cepBepa

* IP-afipec DHCP-cepBepa

IP- n MAC-agpec W3a rno yMmosa4aHuto

* MAC-agpec aganTepa

YcTpaHeHue HenoJsiapoK C AO0CTYNOM K CeTu

MacTep yCTpaHeHUs HernolafoK NoMoraeT yCTPaHUTb Npobiembl C MOAKIIOYEHUSIMI, BbI3BAHHbIE
danepBonoM. MapameTp YcTpaHeHMe HenoNaaok C AOCTYNOM K CETU MOXKHO HAallTU B [J1aBHOM
OKHe nporpammsl B pa3aene HacTtpouka > 3awuTa ceTu > YCTPaHUTb Nnpobnemy
3a0/10KMPOBAaHHOI0 COeaUHEHUA.

BoibepuTe, 4TO HeobxoAMMO 0TObOPa3nNTL — coefnHeHne, 3ab1I0KMPOBaHHOE 415 IOKANbHbIX
NPUIOXKEHUH, 1N 3a6/10KMPOBaHHbIN 0OMeH aHHbIMY C yAasieHHbIX YCTPOUCTB.

BbibepuTe B pacKpbiBalOWEMCA MEHIO MEPMOL BPEMEHW, B T€YEHE KOTOPOro CBs3b bbina
3abnoknpoBaHa. CNncok HeaaBHO 3ab/10KNPOBaHHbLIX NOAKAYEHNA 0ToBpaXxkaeT obLune AaHHble O
TUNe NPUI0XKEHNS NN YCTPOWCTBA, penyTaunm n obLem Yncae NpuIoKeHNn n yCTPONCTB,
3a610KMPOBaHHbIX B T€4EHME TaKOro nepmnoga spemeHn. Haxmure kHonky MoapodHoCcTH, 4TOOLI
npocMoTpeThb NoAPobHbIE cBEAEHUS 0 3a0N10KMPOBAHHOM NOAKIOYEHUN. 3aTeM pa3baokupynTe
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npunnoXxeHne ninn yCTpOIZCTBO, C KOTOPbIM BO3HUKITN I'IpO6)'I€MbI NMnoAaKJIN4YEeHNA.

Mocne HaXxkaTusi KHOoMKK Pa3bnokupoBaTh paHee 3ab10KMPOBaHHOE NOAKAYeHne byaeT
pa3pelieHo. Ecnm npobnembl ¢ NpuIoXKeHMEM NPOAOIKATCS UM Ballle yCTPOMCTBO He paboTaeT
Haanexalmm obpa3om, LwenkHuTe Co3aaHue ewie OQHOro NpaBuna, U BCe NOAK/IYEHNS, paHee
3a0/10KMPOBaHHbIE A1 3TOr0 YCTPOWUCTBA, OyayT pa3pelleHbl. EC/IM 3TO He MOMOXET, Nepesarpysunte
KOMMblOTEP.

LenkHnTe OTKpbITL NpaBuna panepsona, 4Tobsl NPOCMOTPETL NpaBuaa, CO34aHHbIE MaCTEPOM.
KpomMe Toro, npocMOTpeTh npasusia, Co34aHHble MacTepoM, MOXXHO B pa3aersie PacllunpeHHble
napaMeTpbl > 3awMTa > 3awWmTa aocTtyna K cetu > Pauepson > NMpasuna > U3MeHUTDb.

Ecnn npaBuno He MoXXeT BbITb C03A4aH0, 0Tobpa3uTcs coobueHne 06 ownbke. LLenkHnte
MoBTOPUTbL NONBITKY 1 NMOBTOPUTE 3TOT NpoLecc, 4Tobbl pa3baoknpoBaTb 0OMEH AaHHbLIMMK,
UKW co3falTe elle 0HO NPaBWIO M3 CNNCKa 3a610KNPOBAHHBIX MOAKIOYEHNIA.

BpeMeHHbIN YepPHbIA CNUCOK IP-aapecoB

YT106bl NPOCMOTPETH CMUCOK IP-aAPECoB, KOTOPbIE Obl/In 0OHAPYXKEHbI KaK MCTOYHUKYM aTaK W
n06aBeHbl B YEPHbIA CANCOK AN 610KMPOBKM COEANHEHMIN B TeYEHNE ONpeaeneHHOro nepnoaa
BPEMEHW, OTKPOWTE [1aBHOE OKHO NporpamMmmsl > HacTponka > 3awWuTa ceTu > YCTPaHUTb
npobneMy BpeMeHHO 3a010KMpPOBaHHbLIX IP-appecoB. BpemeHHO 610KMpyeMbie IP-agpeca
6nokupytoTca Ha 1 yac.

Ctonbubl

IP-appec. OTobpa)keHue IP-agpeca, KOTopbi Bbin 3a610KNPOBaH.

MpuunHa 6n0kuMpoBaHuaA: oTobpaxxeHne Tuna aTtaku, KoTopas bbia NpefoTBPalleHa C agpeca
(HanpuMep, aTaka CKaHWPOBaHUS NOPTOB TCP).

Bpemsa oxxugaHua: oTobpaxxeHne BpeMeHn 1 faThbl, Koraa agpec byneT yaaneH u3 «4epHoro»
cnncka.

DJZ1IeMEeHTbIl ynpasJjieHus

Ypanutb. LLlenkHuTe, 4T0bbl YAAAUTL IP-aApec U3 YePHOro CNNCKa 40 TOro, Kak UCTEYeT CPOK
JIeiCTBUSA CMUCKa.

Ypanutb Bce. LLienkHnTe, 4T0ObI HEMEAIEHHO YAaNTh BCE afpeca U3 YEPHOro Crnucka.

HobaBuTb ucknoyeHue. LLlenkHnte, 41066l 06aBUTL NCKOYEHNE (haepBOna B hnabTpaLuto IDS.
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SMART SECURITY EXmEm o X

YepHbI cnucok BpeMeHHbIX |P-agpecos ?

IP-agpec MpWUYKHE BROKMPOEKK Bpema oxunaaHua

XXypHasbl 3alLUThbl CETHU

OYHKUNS 3aLUNTbI CETU NPOrpaMMbl ESET Smart Security Premium coxpaHseT cBeaeHns 060 Bcex
BaXXHbIX COObITUAX B (hann XypHana. s npocMoTpa haitsia xXypHasia OTKPONTe r1aBHoe 0KHO
nporpamMmsl > HacTpouka > 3awuTta cetu > MNokasaTb XXypHanbl.

®aiinbl XKypHasa MOryT UCNONb30BaTLCA A5 0OHAPYXXEHUA OLUNOOK 1 BTOPXKEHWI Ha KOMMNbIOTEP.
YKYpHanbl 3aWMThI CETU COAEPXKaT CleayLie CBefeHNs:

» [laTa 1 Bpems cobbITus.

* NMA CobbITHS;

* UCTOMHUK;

* CeTeBOV agpec Lenesoro o6bekTa;

* CeTEeBOW NPOTOKOJ CBA3MW;

* [[pMMeHeHHOe NPaBWJIo K UMA YepBs (ecan onpenesieHo).
* [lyTb 1 UMA NPUSIOXKEHNS.

o Xow

* [Nonb3oBaTesib.

* Jlnuo, nognucasLLee NpuioxXeHne (n3gaTesb).
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* iIma nakeTa
* ima cnyxo6obl.

TwaTenbHbIN aHaNn3 NHGOPMaLINK 3HAYNTENBHO obneryaet npouecc onTuMn3aunn 6e3onacHoCcTn
KOMMNbloTepa. MHorne akTopbl ABJASKOTCA NPU3HAaKaMn MNOTEHLUWAJIbHbBIX YTP0o3 1M NO3BONAOT
noJib30BaTesNo CBECTU UX BJINAHNE K MUHNMYMY: YaCTble COeNHEHNA OT HEN3BECTHbIX
KOMMbIOTEPOB, MHOXECTBEHHbIE MOMNbITKN YCTaHOBUTb COeANHEHNE, CeTeBad aKTUBHOCTb
HEN3BeCTHbIX I'IpI/IJ'IO)KeHVIVI nnn ¢ ncnosib3oBaHnemMm Hen3BeCTHbIX HOMEPOB MOPTOB.

cnonb3oBaHue YA3BUMOCTWN B CUCTEME 6e30nacHoOCTU

CoobuieHune 06 NCNoNb30BaHNM YA3BMMOCTM B CUCTeMe 6€30MacHOCTI 3aMnChIBAETCS AaXKe B
TOM CJlyyae, eCM KOHKPETHas YA3BUMOCTb Y>Ke UCMPaBJieHa, Tak Kak MomnbiTKa NCMNoJIb30BaHMA
obHapyXnBaeTcst U 6NOKMPYETCS HAa CETEBOM YPOBHE 10 BO3HUKHOBEHUS (haKTNYeCKoro
NCMo/b30BaHUS.

PeweHue npobnem c panepsosom

Ecnv ESET Smart Security Premium He yAaeTcsa NOAKMOYUTLCS K CETU, €CTb HECKOJIbKO cnocobos
y3HaTb, 0bycnosneHbl n oHW paboTon haepsona. KpoMe Toro, ¢ NoMoLLbio harepBosia MOXHO
C034aTb HOBbIE MpaBuIa UIN UCKIOYEHNS ANS pelleHns npobaem ¢ NoAKNI0YEHMEM.,

Ana peweHuns npobsem ¢ hanepsosioM CM. CieflyoLime Temsbl:

* YCTpaHeHne HemnoaaaoK ¢ AOCTYNOM K CEeTH

* BegeHune )XypHasia 1 Co34aHMe NpaBua U UCKJIKYEHUN Ha OCHOBE XKYpPHaa

¢ Co3aHVe NCKJYEHUN Ha OCHOBE YBeAOMAEHUIN halnepBosa

* PacClIMPEHHOE BeAeHWe XKYPHaJ0B A4 3aLllUNThl CEeTU

* PeweHuve npobsieM Co CKaHepoOM CeTeBOro Tpaduka

BepneHue )XXypHaJia U co3gaHue nNpaBua U
UCKJIIOYEHUU Ha OCHOBEe XXYpPHana

Mo ymon4aHuto hanepBon ESET He BHOCUT B XXypHan Bce 6noKupyemble coeanHeHns. ECnm Bbl xotTuTe
BUAETH, 4TO 3ab10KMpoBana PyHKLUMA 3aLUNThl CETW, OTKPOMNTE pa3fen PacluvpeHHble napaMeTpbl >
Cepsuc > [inarHocTtuka > PaclumpeHHoe BegeHue XXYpHasoB 11 BKIOYUTE NapaMeTp BkawouuTb
paclimMpeHHoe BefeHue XYpPHaNoB A 3aluTbl ceTU. ECiM B XXypHane eCTb 31eMeHT, KOTOPbIN
tanepBony He cnepyeT 610KMPOBaTb, MOXXHO CO34aTb NPABWJIO UAN NPaBUIO IDS, LENKHYB 3TOT
3N1eMEHT NPaBoV KHOMKOW Mbiwn 1 Bbibpas He 6nokupoBaTbh Nnopo0HbIE COOLITMA B OyayLiemM.
ObpaTuTe BHUMaHMeE, 4TO XXYpHaJ BCeX 3a0/10KNPOBAHHbIX COEANHEHNA MOXET COAEP)KaTb ThICAYM
3/1EMEHTOB, MO3TOMY HaTU KOHKPETHbLIN 3/1IeMeHT MOXeT bbiTb TPyAHO. MNocne peweHns npobnemsl
BeJeHMne XXypHana MOXXHO BbIKJIOYUTb.

Ins nonyyYyeHnsa OONONHUTENbHBIX CBEAEHUIA 0 XXYpHase CM. pasgen Danbl xypHasa.
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Wcnonb3yinTe XypHan, 4Tobbl y3HaTb, B KAKOM nopsake 3awuta ceTn 61oKnuposana Te nan
NHble coeaMHeHUs. Kpome TOro, npasuia, Co3aHHbIe Ha OCHOBE XXypHana, byayT BbINONHATb
HY>XHble BaM AeNCTBuS.

Co3paHue nMpaBuji Ha OCHOBEe XYPHaJia

B HoBOW Bepcum ESET Smart Security Premium MOXHO CO3[aBaTb NpaBufia Ha OCHOBE XypHasa. B
rIaBHOM MEHI0 NocnefoBaTeNnbHO BbibepnTe UHCTPpYMeEHThI > ®aunbl XXypHana. B
PaCKpbIBAOLWEMCSA MEHIO BbiIbepuTe NYHKT 3aluTa CeTH, LLENKHUTE HY)KHYIO 3anunchb XypHana
MPaBON KHOMKOWN MbILIW 1 B KOHTEKCTHOM MeHI0 BbibepuTte nyHKT He 6nokupoBaTh NnoaobHbIe
cobbiTHA B Oyaywiem. HoBoe npaBnsio oTo6pasnTCs B OKHE YBEAOMJIEHUNA.

YT06bI MOXKHO ObISIO CO34aBaTh NpaBKia Ha OCHOBE XYpHasa, ESET Smart Security Premium cnegyeTt
HacTpouUTb cnenyowmm obpasom:

1. YCTaHOBMTE MUHMMAJIbHYIO CTEMNEeHb AeTann3aunm xXypHana JlMarHocTmka, nocsefoBaTeslbHO
BblbpaB [lonosHMTENIbHbLIE HAacTPOVKY > Cny>KebHble nporpaMMel > ®asibl XXypHana.

2. BkntounTe napameTp YBeAOMAATL O BXOAALLMX aTaKaxX, KOTOpble UCMoJb3YIOT Opewum B
cucteme 6e30nNacHOCTM B pasfene PacllivpeHHbie NnapamMeTpsl > 3alWuMTa > 3alWuTa AocTyna K
ceTu > 3aLuuTa OT ceTeBbiX aTak > PaclumpeHHblie napameTpbl > OOHapy>XeHue BTOPXXEHUMN.

Co3paHue UCKNI04YeHUU Ha OCHOBe
yBeaoMJsieHun panepsoJia

Korgna ¢hanepBos ESET 0bHapyXnBaeT BPeAOHOCHYIO CETEBYIO AeATeNbHOCTb, 0TOBpaXaeTcs OKHO
yBEOMIEHUS C ONNCAaHNEM 3TOro CobbITUS. YBEAOMIEHNE COAEPXKUT CCbINIKY, Mepenas no KoTopon
MO>XHO MOJly4YUTb AOMNOJIHATE/IbHbIE CBEAEHNSA O COOLITUM N HACTPOUTL NPABWJIO AN 3TOro cobbiTnA
(ecnn HY>HO).

Ecnn ceTeBOE NpUNOXKEHME UM YCTPOWCTBO He cobnlofaeT ceTeBble CTaHAAPTLI HaA eXalL UM
06pa3oM, BO3MOXXHO, HaYHYT PerynsapHo NosBAATLCS YBeAOMNeHUs IDS (ariepBona. bnarogaps
3TOMy (hanepBon ESET He byaeT 06Hapy)KMBaTb 3TO NPUIOXKEHNE UK YCTPOMCTBO.

PaCLUMpeHHOE BeAeHUue XXKYPHaJioB ans
3dllUTbl CEeTHU

3Ta (hyHKUMA NpefHa3HayYeHa a9 npeaoctasneHns 6onee KOMMNAEKCHbIX HannoB XypHana ons
CnyX0bbl TEXHNYECKON noagep XKy ESET. icnonb3ynTe 3Ty (YHKLMIO TONbKO N0 3aMpocy Cyx0bbl
TeXHUYeCKON Noaaep>XKu ESET, TaK Kak OHa MOXXeT co3[aTb 04eHb B6onbLion ann XXypHana un
3aMennuTb paboTy KoMMNblOTEpa.

1. OTKpoiTe pa3aen PacllimpeHHble napaMeTpbl > CepBUC > iMarHocTuka > PacluMpeHHoe
BeAeHUe XXYPHANOB 1 BKJIKOYMTE NapaMeTp BKAOYMTb pacluMpeHHOe BeAeHUe XXYpPHaNoB
ANA 3alUThl CETH.
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2. MonpobyinTe BOCNPOM3BECTMN TEKYLLYIO Npobnemy.
3. OTKN0YMTE PyHKLMIO «PaclumpeHHoe BeaeHMe KYPHaAIO0B AN 3aLlUUTbl CeTU».

4. ®ann XypHasna PCAP, CO34aHHbIN C MOMOLLbIO (PYHKUMK «PacluMpeHHOe BeeHne XXypHaioB ans
3alNTbI CETU», MOXKHO HAaWTW B Nanke, rae Co34alnTca AaMnbl NAMATU 418 AUarHOCTUKMK:
C:\ProgramData\ESET\ESET Security\Diagnostics)\

PewieHue npobseM co cKaHepoM ceTeBOro
Tpaduka

Ecnv Bo3HUKalOT npobnemsl ¢ bpay3epoM uam No4YTOBLIM KIMEHTOM, CHavasa ciefyeT onpefenunTsb,
He ABNAETCA M NPUYNHOM 3TOMY CKaHep ceTeBOoro Tpaguka. [0ns 3Toro BpeMeHHo OTKYnTe
CKaHep CeTeBOro Tpadumka B pasfese PaclumpeHHble napameTpsl > Moaynb oOHapyXeHus >
CkaHep ceTeBoro Tpaduka (06s3aTesibHO CHOBa BKJIIOYMTE €ro nocsie peweHns npobnembl, MHaye
Bpay3ep 1 NOYTOBLIA KAWEHT ocTaHyTCca 6e3 3awmnThl). ECn nocne oTkOYeHNUs Henoslagka
ncYye3aeT, CM. HUXKEe CMNCOK TUMUYHbIX MpobneM n cnocoboB nx peLueHus.

Mpobnembl c 0OHOBNEHUEM UK OE30MNACHOCTLIO
NOAKNIOYEHUSA

Y npunoxeHns I'IpO6J'IeMbI C 06HOBNEHMEM NN 3aLLUULLEHHOCTbIO KaHana CBS3MN.

* Ecan BkAtOYeH napameTp SSL/TLS, nonpobyinTe BpEMEHHO ero OTKAYUTb. ECKM NOMOrno, 3Ha4umT,
MO>XHO NMPOAOJIKaTb UCMOJIb30BaTb SSL/TLS 1 BbIMOAHATL 0OHOBNEHNS.

OTKNYUTL SSL/TLS 3anycTuTe obHOBNEHME elle pa3. [Jo/KHO NOSBUTLCSA AMAN0r0BOE OKHO C
yBe4OMJIEHMEM O 3alINPOBAHHOM CETEBOM Tpadmke. MpunoxxeHne foMKHO BbITb aHaNOrMYHbIM
TOMY, C KOTOPbIM BO3HMKAN NPobsieMbl, a CepTUGMKAT AOJKEH NCXOANTL U3 CEPBEPA, C KOTOPOro
BbINOHAOTCS 0OHOBNEHUNSA. 3aTEM 3aNOMHUTE AENCTBUS ANS CepTUdMKaTa U HAXXMUTE KHOMKY
«MponycTnTb». ECNn He 0Tobpa3AaTCca COOTBETCTBYIOLLNE ANANOMOBLIE OKHA, NEPEKNIOYNTECD
obpaTHO B aBTOMATUYECKMIN peXxnm unbTpaunn. NMpobnema fomkHa bbiTh peLueHa.

* Ecnn npunoxeHne He siBnseTcs bpay3epoM uanm NOYTOBbLIM KJIMEHTOM, €ro MOXXHO MOJIHOCTbIO
WCKJIIOYNTb U3 3aLLUNTLI 10CTYNa B UHTEPHET (MCKNtoYeHMe Bpay3epa Uan NoYTOBOr0 KJIMEHTA
0CTaBWJ10 6bl BaC He3aluLeHHbIM). Jlloboe npunoXeHne, B OTHOLLEHUM KOTOPOrO BbIMOHANACH B
NPOLLNOM UNbTPALMS COEANHEHUI, LIO/KHO ObITh B CNIUCKE, NPeaoCcTaBaseMoM npu fobaBaeHnm
NCKOYEHWNIA. [T03TOMY He A0JIKHO BO3HUKHYTb HE0BX0AMMOCTY 106aBNATh UCKIOYEHNS BPYYHYIO.

I1p06neMa C AOCTYNOM K yCTpOﬁCTBy B CeTHU
Ecnn He yaaeTcsa MCNofib30BaTh Kakme-nnmbo dyHKLUMM YCTPONCTBA B CETU (HanpuMep, He yaaeTcs
OTKPbITb BEO-CTPaHNLLy CBOE Be6-KaMepbl UK BOCMPOM3BECTMN BUAEO HA AOMALLIHEM

MynbTUMELUAHOM npourpeiBaTene), nobasbTe IPv4- 1 IPv6-aipeca Takoro yCTPOMCTBA B CMUCOK
NCKIOYEHHbIX afipecoB.

Mpobnemsbl c onpepeneHHbIM Be0-CanToM

NckniounTb oripegesieHHble BeO-calTbl U3 3aLLNThLI A0CTYMNa B IHTEPHET MOXHO C MOMOLLbIO
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yrnpasneHus URL-aapecamu. Hanpumep, ecin He yaeTcs nonyYnTs AOCTYM K CTPaHuLe
https://www.gmail.com/intl/en/mail/help/about.html, nonpobynTe fobaBUTb *gmail.com* B CNNCOK
NCKJTIIOYEHHbIX aapecoB.

Owubka «Bce ewe paboTaloT HeKOTOpPbIe NPUJIOIKEHMUSA,
KOTOpble MOryT MMNOPTUPOBAaTb KOPHEBOW cepTUdUKaT»

Mpw BKAOYEHWK SSL/TLS nporpamMMa ESET Smart Security Premium BbINONHAET (UAbTPALINIO NPOTOKONa
SSL Tak, 4TO yCTaHOBEHHbIE MPOrpamMMbl AOBEPSIOT ee AeNCTBUAM (NMPOMCXOANT UMAOPT
cepTudmKaTa B UX XpaHunuLLe cepTudukaTos). 1na umnopTta cepTUdrUKaTa HEKOTOPLIM
npunoXeHnsm MoxeT notpebosaTbCs nepesanyck. Hanpumep, ana 6paysepos Firefox 1 Opera.
3aKpomnTe 3TU MPUNOXKEHNA (A5 3TOr0 peKOMeHAyeTCA OTKPbITb AMcneTyep 3ajad v yaannTb
3anucum firefox.exe N opera.exe Ha BKNafke «[lpouecchl»), a 3aTeM HaXXMUTE KHOMKY «[MoBTOPUTb>.

Owubka: He.IJ,OBepeHHbII?I ndpartesb UJin Heponycrumas
noaonuchb
CKopee BCero, 3T0 3Ha4YUT, YTO MPU BbILLIEONMCAHHOM MMMNOPTE NpousoLua owmnbka. CHavana

3aKpOWTE BCE YNOMSAHYTbIE NMPUIOXKEHUS. 3aTEM OTKJIOYMUTE NapaMeTp SSL/TLS M CHOBa BKJIOYMTE
ero. byeT BbINOJHEHA NOBTOPHAs MOMbITKA MMMOpPTa.

CMm. cTaTbto 6a3bl 3HaHWI 06 yNpaBJeHNN CKaHepPOM CEeTEBOro Tpadurka B Windows-nNpoayKTe
ESET 019 AOMaLIHEero NcnoJsib30BaHUA.

CeTeBas yrposa 3abnokuposaHa

Takas cMTyaums MOXXeT NPOVU30MTKW, KOr4a, HanpuMep, NPUI0XKEHNE Ha KOMMbIOTEPE MbiTaeTcs
HanpaBUTb BPeAOHOCHbIN TPadVK Ha Apyrue yCTPONCTBO WK CeTb, NCMOJb3ys bpellb B cucteme
6e30nacHoOCTW, nan nNpu obHapy>KeHUM NOMbITKN CKAHUPOBAHWSA NMOPTOB CUCTEMBbI.

Tun yrpo3sl 1 IP-aapec COOTBETCTBYHIOLLEr0 YCTPONCTBa 0ToBparkatoTCs B yBeaoMaeHUU. LLlenkHuTe
N3meHnTb cNocob obpaboTkm 3TOM Yyrposbl, 4ToObI 0TOOPa3NINCL Cegyowme onunn.

Mpoponmxutb 6N0KMpoOBaTh: 0OHaPYXEHHbIe Yrpo3bl 610KMpytoTCA. YTobbI 6oNbLIe HE NonyYaTb
yBefomeHus 06 yrpo3ax 3Toro Tuna c onpefeneHHoro yaaneHHoro agpeca, soibepute
nepeknoyaTens He yBegoMnaThb, a 3aTeM WenkHnTe MpoaosmxuTb 6nokupoBaTk. [py 3TOM
6yneT co3paHo npaBuao cnyxbbl 0bHapyXeHUsS BTOPXKEHWUN (Intrusion Detection Service, IDS) €O
cnepylollen KoHgurypaumen: BnokmposaTb — Mo yMoa4aHuio, YBeBOMUTb — HeT, 3anucaTtb B
)KYPHan — HeT.

Pa3peu.IVITb: co3paeTcsa nNpaBuio cayX0bl 0OHapY)XeHNsA BTOPXKEHUMN (Intrusion Detection Service, IDS),
pa3speluatollee obHapyXeHHy10 yrpo3y. Beibepnte oOHy 13 cneaylowmnx onunin, 4Tobbl ykasaTb
HaCTPOMKW NMpaBuna, u WenkHUTe PaspewmTsb.

* YBeQoOMATb TONLKO TOrAa, Korga 3ta yrposa 6nokupyerca — KoHhUrypawums npasuia:
BnokupoBaTb — HeT, YBeAOMUTb — HET, 3anucaThb B XKypHan — HeT.

* YBejOMNATb BCcerpa, Koraa 3ta yrposa nosBaseTcsa — KoHhUrypauus npasuna:
BnokupoBaTb — HET, YBeAOMUTb — M0 YMOJIYaHWNIO, 3anUcaTb B XXYPHaN — MO YMOJYaHUIO.
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* He yBepoMnaTb — KOH(Urypaumsa npasusa: bnokuposatb — HeT, YBeJOMUTb — HET,
3anucaTtb B XXypHan — HeT.

OTobparkaemas B 3TOM OKHe MH(OPMaLMa 3aBUCUT OT TUNa obHapy>XeHHON yrpo3bl.

0na nonyyYyeHns OONOJIHATENbHbIX CBEAEHUI 06 yrpo3ax 1 ApYrux CBA3aHHbIX TEPMUHAX CM.
pa3aen o TMnax yaadaeHHbIX aTak Uan Tunax 0bHapyXKEeHHbIX Yrpo3.

CBefleHNs 0 TOM, KaK pa3pelimnTb cobbiTne lydbnupylowmecs IP-agpeca B C€TU, MOXKHO
HalTWN B CTaTbe Oa3bl 3HaHWN ESET.

ObHapy>xeHa HOBaf ceTb

Mo ymon4aHuio ESET Smart Security Premium MCNonb3yeT NapaMeTpbl Windows npu 06Hapy>XeHnn HOBOM
ceTn. YTobbl Npn obHapyXeHMM HOBOW CeTK 0TobpaXKanocb ANANOroBoe OKHO, YCTaHOBUTE ANS
napameTpa HasHa4vyeHmne nponis 3alinThl CETY 3Ha4YeHNe 3anpPocuTb. KOH(Urypauus 3awmThel ceTu
oTobpa)KaeTcs NP KaxxaAoM NOAKJIIOYEHUN BALLEro KOMMbOTEPa K HOBOW CETW.

SMART SECURITY EXmE £

Hactpoiika sawmtbl cetu
hqg.eset.com

B 4OBEpeHHOI ceTw Ball KOMNbHOTER DYAET BMAEH 4NA APYTHX YCTRONCTE,
NoAKNHOYEHHBIX K CETH. PEKOMEHIYEM JENETh 3TO TONLKO B AOBEPEHHON AOMALLHER WK
OfMCHOI CeTH.

BoibepwTe npodwnb 4nA 3TOM0 CETEBOra NOAKAHUEHWA
® Acromatuueckuii

YacTHeI (A0EEpEHHEI)

QBWweaocTynHeIi (HedoBepeHHbIH)

MNonbzoBatensckuii npoguns

% oK

[AonoAHUTENEHBIE CBEAEHHA 08 3ToM COoGLWEHHK ' lNogpoGHocmi

Bbl MoXeTe BblIbpaTh OAUH U3 CAEAYOLWNX NPOhUIEN CETEBLIX MOAKIOYEHNNA.

ABTOMATU4YECKMM: ESET Smart Security Premium aBTOMaTM4eCKn BbibepeT Npodnib COrfacHo
aKTVBaTOPaM, HACTPOEHHbLIM OS5 Ka)K0ro npoduns.

KoHdupeHumanbHo — 015 LOBEPEHHOM CeTU (OMaLUHen Uan opucHom cetu). Baw KomnboTep n
obLme hanbl, XpaHALWMeCs Ha HEM, BUAHbI AN APYruxX nosib3oBaTesnen CeTu, a Takxe Apyrum
Nonb30BaTeNsAM CETU AOCTYMHbI CUCTEMHbIE Pecypchl (AOCTYN K 06WMM (hannam 1 npuHTepam
BKJIIOYEH, BXoAsLlee NoakJYeHne RPC BKIOYeHO, obLwnin LoCTyn K yaaneHHoMy paboyemy cTony
npeLocCTaBsieH). OTOT NapamMeTp PeKOMeHAYeTCA UCNOSIb30BaTh Npu AoCTyne K besonacHom
NOKasbHOW CETU. ITOT NPOPUIb aBTOMATUYECKN HA3HAYaeTCA CeTEBOMY MOAK/IOYEHUIO, €C/IN OHO
HaCTPOEHO KaK AOMEeHHas WaKn YacTHas CeTb B Windows.

Ob6wepnocTtynHaa — 015 HefoBepeHHbIX (00LLef0CTYNHbIX) ceTen. Painbl U Nanku B BalLen
CMCTEME He ABNATCS obWwumMn ons Apyrux nosib3oBaTesnen B CeTU, 1 APyrue nonb3oBaTenn CeTH nx
He BUAAT, @ 06Wwunin [OCTYN K CUCTEMHBIM pecypcaM OTKJIIYEH. ITOT NapaMeTp peKoMeHayeTCs
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NCnoJib3oBaTb MPU OOCTYMNE K 6€CI'IDOBO,D,HbIM ceTsaM. ITOT I'IpO(.bI/IJ'Ib adBTOMaTN4eCKN Ha3Ha4YaeTC4d
J'I}O60My ceTeBOMY NOAKJ/O4YEHNIO, KOTOPOE He HAaCTPOEHO KakK AOMEHHasaA Nian 4YaCTHaa CETb B
Windows.

Monb3oBaTeNnbCKUM NPOPUIL: B PACKPbLIBAIOLLEMCS MEHIO MOXXHO BbIOPATb O[MH U3 CO3aHHbIX
BaMu npodusiein. 9Ta onumus 4OCTyNHa TONbKO B TOM CJlyyYae, eCu Bbl CO3[aan X0Ts 6bl 04UH
MoJIb30BaTENbCKUIA NPOIb.

A HenpaBuibHas KOHUrypaumsa CeT MOXXeT NpeacTaBAsATb yrpo3y 6e30nacHOCTM BaLero
KOMMblOTepa.

YcTaHOBKa coeauHeHus: obHapy>XeHue

®anepBon 06HapyXMBAET KaXK[0e U3 BHOBb CO3aHHbIX CETEBbIX COEANHEHN. AKTUBHBIN PEXUM
nepcoHanbHOro arepBona onpeaenseT, Kakne AencTBMs LO0/KHbI BbINOJHATHCS 419 HOBOMO
npasuna. ECiM akTMBMPOBaH aBTOMAaTU4E€CKUMN PEXMUM 1IN PeXXUM Ha OCHOBE NMOJIMTUKM,
allepBos BLINOAHUT NPeABapUTe/IbHO 3aAaHHble AeiCcTBIS 6e3 BMeLlaTeNbCTBA NOJIb30BaTENS.

B MHTEpPaAKTUBHOM peXXuMe BbIBOANTCH MHHOPMALMOHHOE OKHO C yBefoMieHneM 06 obHapyxeHuu
HOBOIO CETEBOr0 COefMHeHNs. B okHe NpMBOAMTCA AONOJIHUTEIbHAa NH(OPMaLMA O COeANHEHNN.
Bbl MOXeTe PaspewiuTb nan 3anpeTuTb (3abi0kmpoBaThb) coeamHeHne. Ecnm coeanHeHns o4HOro
TUNa BO3HUKAKOT PEryaspHo, U X NPUXOANTCS paspeLlaTb BPYYHYIO, PEKOMEeHAYyeTCs co3haTh ANA
HUX npaBuno. Beibepnte dyHKLMIO Co3paTh NPaBUIO U 3aNOMHUTbL HaBceraa 1 CoOXpaHuTe HOBOe
npasuao ans anepsona. Ecam nepcoHanbHbIN hanepBon 06HapyXMT Takoe CoeHEHNE B
Oyaywiem, oH NPUMEHUT 3TO NPaBUIO.
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(eslR) SMART SECURITY EXIIOD

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently

Learn more about this message ~ Details  ~ Advanced options

Mpwn co34aHNM HOBbIX NPaBWU pa3peLlanTe TONbKO 3allULLEeHHble coeanHeHns. Ecnmn paspewnTs Bce
coefinHeHus, (hanepBosl He CMOXeT obecrneynBaTh 3aWmTy. Hxe nepevncneHsl Hambosiee BaXKHble
napameTpbl COeANHEHNNA.

MpunoXxeHne — pacnosioXXeHne NCNOJHAEMOro anna n naeHTUgUKaTopa npouecca. He
pa3pelanTte CoeANUHEHNS NS HEN3BECTHbIX NPUNOXEHUI 1N NPOLECCOB.

CBepgeHusa 0 NoanucaBLUEM: UMSA 13JaTens npuaoxxeHus. LLenkHnTe TekcT, 4Tobbl NokasaTb
cepTudmkaT 6€30MacHOCTM AJ1s1 KOMMaHUN.

PenyTauusa — ypoBeHb pucka coegmHeHns. CoefMHEHNAM Ha3Ha4YeH YpoBeHb pucka: XopoLo
(3eneHbIn), HenssecTHO (opaHXxeBbln) Manm OnacHo (KpacHbI), C NCNOJIb30BaHNEM psja
3BPUCTUYECKMX MPaBWJI, KOTOPble NCCIEAYIOT XapaKTePUCTUKM KaXXA0ro COeAUHEHNS, KOJINYECTBO
nonb3oBaTesien n BpeMms obHapyxeHus. 3Ta MHhopMaumnsa cobupaeTcs TeXHONOrnen ESET LiveGrid®.

Cnyx6a — nms cnyxbbl, eciv NnpunoXxeHne aeaseTcs cnyx6oi Windows.

YpaneHHbIH KOMNbIOTEP — aZlpec yaaNeHHOro yCTpoicTBa. Pa3pelwaTb COeANUHEHUS TObKO C
[OBEPEHHBIMU U N3BECTHLIMU aapecami.

YpaneHHbIn NOPT — NopT cBA3M. CBA3b Yepe3 0bblvHbIE NOPThI (Hanpumep, Beb-Tpadnk — Homep
nopta 80 443) MoxeT bbITb pa3peLleHa B 06bI4HbIX YCNOBUSAX.
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KoMnbloTepHble BUPYCbl 4YacTO UCMONb3YIOT CoeAnHeHNs ¢ IHTEPHETOM UNIN CKPbITble COEANHEHMS,
Yyepes KOTOopble NPOUCXOAMNT 3apaXKeHne ApYyrux KoMnbloTepoB. ECn npaBnna HaCTPOEHbI
NpaBWibHO, haliepBo SBASETCS 3MPEKTNBHLIM CPeACTBOM NPOTUBOAENCTBNA pa3HO0bpa3HbIM
aTakaM C NpMMeHeHNeM BPeLOHOCHOM0 KOAa.

N3MeHeHUue NPUsioXXeHusa

®dariepBon 06HapyXW Ha KOMMbOTEPE MOJIb30BaATENS U3MEHEHMWE MPUTIOXKEHNS, KOTOPOE
NCMob3yeTcs AN NCXOAAWMNX COeANHEHNIA. BO3MOXXHO, NPMI0XKEeHWe NPoCcTo 06HOBNIOCH A0 HOBOWA
Bepcun. C Apyrov CTOPOHbI, M3MEHeHNe MOXET ObITb BbI3BaHO BPELOHOCHLIM NPUIoXKeHeM. Ecnu
NoJIb30BaTE/0 HEM3BECTHA NPUYMHA U3MEHEHUS NMPUIOXKEHUS, PEKOMEHIYeTCs NpepBaTh
COEeAMHEHNE U MNPOCKAHMPOBATL KOMIMbLTED C NOMOLLbIO 00HOBNIEHHON 6a3bl AaHHbLIX CUFHATYP

BNPYCOB.

Bxopsuiee poBepeHHoe coeguHeHue

Mpumep BXOAALLErO COeAUHEHUS B NPefenax AOBEPEHHOW 30HbI:
YaaneHHbIn KOMNbIOTEP, HAXOAALLMACS B Npefenax AOBEPEHHON 30HbI, MbITAeTCSH YCTAaHOBUTb
COeAMHEHNE C MPUIOXKEHNEM, 3aMyLLLEHHOM Ha JIOKaJIbHOM KOMMbIOTEpPE.

@=[D SMARTSECURITY EImmm

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:
Company:
Reputation: i Discovered 6 months ago

Service:
Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently

Learn more about this message ~ Details  ~ Advanced options
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MpunoXxeHue: NpuUIoXeHne, C KOTOPbIM CBA3bIBAETCH YAaNEHHO YCTPONCTBO.
MyTb NPUAOIKEHUA: PACMOI0XKEHNE MPUITOIKEHUS.
NMpuno>xeHue Microsoft Store: MS MPUNOXKEHNS B MarasnHe Microsoft Store.

CBepeHusa 0 nopnucasLUueM: MA n3gaTens npuaoxxeHns. LLlenKH1UTe TekcCT, 4yT0bbl MOKa3aTb
cepTndumkaT 6e30nacHOCTY N8 KOMMNAHUN.

PenyTauusa: penytauus npuaoXeHus, nosay4yeHHas c NoMOLLbI0 TEXHOOr UK ESET LiveGrid®.
Cnyx6a: nms cnyx6bl, 3anyLLEHHOW B HACTOALLMA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YAAJIEHHbIA KOMMbIOTEP, KOTOPbIA MbITAETCA YCTAHOBUTb COEMHEHME C
NPUNOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpe.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN A/19 0OOMeHa faHHbIMK.

CnpawuMBaTh KaXKabli pa3: ec/in 415 NpaBua Nno yMoJYaHWI0 YCTaHOBNIEHO AeNCTBUE
3anpalumnBaThb, Npy KaXXA0oM 3anycke npasuia byneTt oTobpa)kaTbCs AMaNOr0BOE OKHO.

3anoMHUTb A0 3aKPbITUA NPUOXKEHUA: ESET Smart Security Premium 3anOMHUT BbibpaHHOe
LencTBMe OO celyloLein nepesarpysKku.

Co3paTb NpaBUJIo U 3aNOMHUTbL HaBceraa: ecy BbibpaTb 3TOT BapuaHT, NpPeXae YeMm paspewmnTb
WK 3anpeTuTb 06MeH faHHbIMKW, ESET Smart Security Premium 3aNOMHUT feicTBue u byaeT
NCMo/b30BaTb €ro, KOrAa yAaaNeHHbI KOMMbOTEP eLle pa3 NomnbITaeTcsl YCTAaHOBUTb COeANHEHME C
3TUM MPUNOXKEHNEM.,

Pa3peLwnTb: pa3peLlinTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MmeHunTHL NpPaBUJIO: MNO3BOJIAET HaCTpanBaTb CBOWCTBA npaBWia C NOMOLWbIO pefakKTopa npaBnJi

harepBona.

Ucxopsuiee noBepeHHoe coeguHeHue

MpuMep UCXOASLLEr0 COEANHEHNS B NPeaeaxX 10BEPEHHON 30HbI:
MpnnoXKeHne Ha NOKaJIbHOM KOMMbIOTEPE MbITAETCA YCTAHOBUTb COEAUHEHUE C APYTUM
KOMMbIOTEPOM B NMpeaenax IokanbHON CETU UK CETU B JOBEPEHHOI 30HE.
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SMART SECURITY Iy

MNexopgawmii cetesoil Tpadmk
,ﬂGBEpEHHaH 30Ha

MpWnoH#eHE HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

v| ¥aaneHHbIA KoMNBHOTER: JoeepeHHan 30Ha W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58282

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-|ue: npunoXxeHme, C KOTOpbIM CBA3bIBAETCA YaAa/1eHHO yCTpOI7ICTBO.

MyTb NPUAOKEHUA: PACNOIOXKEHNE MPUSTOXKEHNS.

MpunoxxeHune Microsoft Store: MSA NPUIOXKEHNSA B MarasnHe Microsoft Store.

CeeneHMA 0 nognucaBLUeM: UMSA n3daTens NnpuaoXKeHus. LLlenkHuTe TekcT, 4yT0bbl MOKa3aTb

cepTuduKaT 6€30MacHOCTU AN KOMMAHWK.

PenyTauusa: penyTtauns NpuaoxXeHns, nojiy4eHHas C NOMOLLbIO TeXHOOrum ESET LiveGrid®.

Cny)K6a: nva CJ'Iy)K6bI, 3anyLWweHHON B HAaCTOALLMA MOMEHT Ha KOMMblOTepe.
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YnaneHHbin KoMMNblOTEP: y,D,aJ'IEHHbII7I KOMMbIOTED, KOTOprIh MNblTa€TCA YCTaHOBUTb CoeANHEHNE C
NPUNOXXeHNEM Ha JIOKaJIbHOM KOMNblOTEpPE.

YaaneHHbIW NOPT: NOPT, UCMONb3yeMbli A5t 0bMeHa AaHHbIMU.

CnpalwmBaTh KaXKAbli pa3: ec/v A1 Npasuia no yMoa4aHuio YCTaHOBEHO feiicTBue
3anpawmBaThb, NMpU KaXkJ0M 3anycke npasuna dyneT oTobpa)kaTbCA ANANOroBOe OKHO.

3anoMHUTb A0 3aKPbITUA NPUNOXKEHUA: ESET Smart Security Premium 3anOMHUT BblibpaHHOe
LenCcTBue [0 CnepyloLlen nepesarpysku.

Co3paTb NPaBUJIO M 3aNOMHUTb HaBcerpa: ecv BolbpaTh 3TOT BapMaHT, MPEXAe YEM Pa3PEeLLNTb
UKW 3anpeTuTb 06MeH AaHHbIMK, ESET Smart Security Premium 3aNOMHUT AeAcTBUe n byneT
CMo/Ib30BaTb €ro, Koraa yaaneHHbI KOMMbIOTEp eLle pa3 NonbITaeTcs YCTaHOBUTbL COeAMHEHNE C
3TUM MPUNOIKEHNEM.

Pa3speLwunTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHuTL NMPaBMUIIO: MNMO3BOJIAET HAaCTpanBaTb CBOWCTBA npasnia C NOMOLWbIKO PENAKTOPA MPaBuJi

thanepsona.

Bxopsuiee coeaguHeHue

anIMep BXOoOALLEero MHTEpPHET-COeEANHEHNA.
YnaneHHbl KOMMbIOTEP MbITAETCA YCTAHOBUTb COEANHEHNE C MPUITOXKEHNEM, 3aNyLEHHbIM Ha
JIOKaJIbHOM KOMIMblOTEPE.

MpunoXxeHue: NpuUIoXKeHne, C KOTOPbIM CBA3bIBAETCH YAaNEHHO YCTPONCTBO.
MyTb NPUAOIKEHUA: PACMOI0KEHNE MPUITOIKEHUS.
NMpuno>xeHue Microsoft Store: MS MPUNOXKEHNS B Mara3snHe Microsoft Store.

CBepeHusa 0 nopnucasLUueM: MA n3gaTtens npuaoxxeHus. LLlenkKH1UTe TekcCT, 4yTobbl MOKa3aTb
cepTndumkaT 6e30nacHOCTY ONA KOMMNAHUN.

PenyTauusa: penyTauus npuaoXeHus, nosay4yeHHas ¢ NoMOLLbI0 TEXHOOr K ESET LiveGrid®.
Cnyx6a: nms cnyx6bl, 3anyLLEHHOM B HACTOALLMA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YA3JIEHHbIA KOMMbIOTEP, KOTOPbIA MbITAETCA YCTAHOBUTb COEAMNHEHME C
NPUNOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpe.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN 419 0OOMeHa faHHbIMK.

CnpawmBaTh KaXKAblK pa3: ec/v A/ Npasuia no yMoa4aHnio YCTaHOBIEHO LeiCTBMe
3anpawmBaThb, NPy KaXxA0M 3anycke npasuna dyneT oTobparkaTbCs AMANOroBOE OKHO.

3anoOMHUTb A0 3aKPbITUA NPUNOXKEHUA: ESET Smart Security Premium 3aNOMHUT BbibpaHHOe
LenCcTBMe OO ciefyloLen nepesarpysKku.
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Co3paTtb NPaBUJIO M 3aNOMHUTb HaBCerpa: ec/iv BbibpaTb 3TOT BapuaHT, NPEXAe YeM pa3peLllmnTb
NN 3aNpeTnTb 0OMeH faHHbIMK, ESET Smart Security Premium 3anOMHUT AeNCTBME U ByneTt
MCNOJIb30BaTb €ro, Korha yAasieHHbI KOMMNboTEep eLe pa3 nonbiITaeTcs yCTaHOBUTb COeANHEHNE C
3TUM NPUNOXKEHNEM.

PaspewuTb: pa3pellinTb BXOAALLNE COEANHEHNS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHUTb NpaBUNoO: NO3BONAET HAaCcTpPaMBaTb CBOWCTBA npaBWia C NOMOLbIO pefakKTopa MnpaBnJi

hanepsona.

Ucxopsawiee coeamHeHue

I'Ipleep ncxoodaulero MHTeEpHET-coeANHEHNA:
I'Ip|/|no>KeHv|e Ha JI0OKaJIbHOM KOMIMblOTEPE MNbiTaeTCA YCTaHOBUTb MHTEPHET-COEANHEHNE.
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SMART SECURITY Iy

)

Mcxoaawmii ceTesoi Tpadmk

MpWaoH#eHME HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

¥aaneHHeId KoMNBrOTED: e i W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58278

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-|ue: npunoXxeHme, C KOTOpbIM CBA3bIBAETCA YaAa/1eHHO yCTpOI7ICTBO.

MyTb NPUAOKEHUA: PACNOIOXKEHNE MPUSTOXKEHNS.

MpunoxxeHune Microsoft Store: MSA NPUIOXKEHNSA B MarasnHe Microsoft Store.

CeeneHMA 0 nognucaBLUeM: UMSA n3daTens NnpuaoXKeHus. LLlenkHuTe TekcT, 4yT0bbl MOKa3aTb

cepTuduKaT 6€30MacHOCTU AN KOMMAHWK.

PenyTauusa: penyTtauns NpuaoxXeHns, nojiy4eHHas C NOMOLLbIO TeXHOOrum ESET LiveGrid®.

Cny)K6a: nva CJ'Iy)K6bI, 3anyLWweHHON B HAaCTOALLMA MOMEHT Ha KOMMblOTepe.
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YnaneHHbin KoMMNblOTEP: y,D,aJ'IEHHbII7| KOMMbIOTED, KOTOprVI MNblTa€TCA YCTaHOBUTb CoeANHEHNE C
NPUNOXXeHNEM Ha JIOKaJIbHOM KOMNblOTEpPE.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN A1 0OMeHa faHHbIMK.

CnpalwmBaTh KaXKAbli pa3: ec/v A1 Npasuia no yMoa4aHuio YCTaHOBEHO feiicTBue
3anpawmBaThb, NMpU KaXkJ0M 3anycke npasuna dyneT oTobpa)kaTbCA ANANOroBOe OKHO.

3anoMHUTb A0 3aKPbITUA NPUNOXKEHUA: ESET Smart Security Premium 3anOMHUT BblibpaHHOe
LenCcTBue [0 CnepyloLlen nepesarpysku.

Co3paTtb NPaBUJIO U 3aNOMHUTL HaBcerpa: ecv BbibpaTb 3TOT BapuaHT, NPeXAe YeM pa3peLllmnTb
NN 3aNpeTnTb 0OMeH faHHbIMK, ESET Smart Security Premium 3aNOMHUT AeNCTBME U byneTt
MCNOJIb30BaTb €ro, Koraa yaasleHHbI KOMMNbOTEp eLe pa3 nonbiITaeTcs yCTaHOBUTb COeANUHEHNE C
3TUM NPUNOXKEHNEM.

Pa3speLwunTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHuTL NMPaBMUIIO: MNMO3BOJIAET HAaCTpanBaTb CBOWCTBA npasnia C NOMOLWbIKO PENAKTOPA MPaBuJi

thanepsona.

HacTponka oToOpa)keHusa noaKAIo4YeHUu

LLlenkHUTe noaknoyeHme I'IpaBOI7I KHOMKOW MbILN, 4TOObI NPOCMOTPETb AOMNONHUTEJbHbIE
NnapaMeTpPbl, CPeEAN KOTOPLIX €CTb CJIEAYIOLLUE.

OnpepensaTb MMeHa XOCTOB: BCe CeTEBbIE afpeca, eC/in 3TO BO3MOXHO, oTobparkatoTcs B popmaTe
DNS, a He B Y1C/I0BOM (hopMaTe IP-afpecos.

Moka3biBaTb TOJILKO COeAMHEHUA NO TCP: B CNCKe 0TOOPaXKatoTCs TOIbKO NOAKIIYEHMS NO
NpPoTOKOJy TCP.

Moka3biBaTb OXXUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT CpJ'Ia)KOK ans OT06pa)KeHI/IF| TOJIbKO TeX
NOAK/OYEHNI, MO KOTOPbIM B HACTOALINIA MOMEHT He nponcxoonT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CUCTEMa Y>XKe OTKPblJla MOPT U OXXKNOaeT NOAKIIHYEHNA.

Moka3biBaTb BHYyTPEHHUE COeQMHEHMUA: YCTaHOBUTE 3TOT (P1aXKoK, 4Tobbl 0TOOPa3nTb TONIbKO Te
CoefIHeHs, B KOTOPbIX YAAJIEHHON CTOPOHOW ABSIAETCH JIOKaIbHbIN KOMMbIOTEp (Tak Ha3bliBaeMble
localhost).

OOGHOBUTbL CKOPOCTL: BbibEpPUTE NEPUOANYHOCTL OOHOBNEHUS AaKTUBHbIX MOAKI/IOYEHNI.

OOHOBUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

CpepnctBa O0e30nacHOCTH

OTKpoWnTe rnaBHoe okHO nporpammel > HacTponka > CpeacTea 6e3o0nacHOCTU 415 HAaCTPOWKM
cnefyowmnx Mogynen.
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3awmuTta 6aHKOBCKOM onnaTbl: 00aB/AeT OOMNONHUTENbHbI YPOBEHb 3alLnThl bpay3epa,
npeAHa3HaYeHHbIN A5 3alMThl BallMX (PMHAHCOBbLIX AaHHbIX NPW (PMHAHCOBbLIX ONepauunax B
NHTepHeTe. BknoynTe napameTp 3awmuTta Bcex Opaysepos, 4Tobbl BCe NoaaepxmnBaemMblie Beb-
Bpay3epbl 3anyckannch B 6e30nacHoM pexxume. [1onofHUTENbHbIE CBEAEHWSA CM. B pa3aene 3alluTa
DaHKOBCKOW 0oMaaThl.

AHTMBOP: BKJIOYMTE MOLYSIb AHTMBOP, YTOObI 3aLLMTUTL KOMMbLIOTEP B C/yYae ero noTepu uim
KPaXxu.

Secure Data: €C/11 BKJItO4EH MOAYJIb Secure Data, Bbl MOXeETe LIJI/IqZ)pOBaTb CBOM AaHHble, 4TOObI He
nonyCcTtnTb HEHaNeXallero NCnoJsib3oBaHNA KOHCDVI,EI,eHLI,VIa}'IbHOVI NHgopmaumn.

Password Manager: Password Manager 3alULLAET U XPaHUT BaLLW Naposiv U JINYHbIE AaHHbIE.

3awuTta 0aHKOBCKOM onnaThbl

Moaynb 3awmnTbl BAaHKOBCKOM OniaTbl — 3TO AOMNOJHUTENbHbIA YPOBEHb Be30nacHoOCTH,
pa3paboTaHHbIA AN5 3aLMTbl BaWMX PUHAHCOBLIX AAHHbIX NPW OCYLLECTBAEHNN (PUHAHCOBBIX
onepauui B IHTepHeTe.

Mo ymonyaHuto BCe noanep>xvBaemblie Beb-6pay3epbl 6yayT 3anyckaTbCs B 3aLLMLLEHHOM peXUMe.
9T0 N03BO/ISET MNPOCMATPUBATL BEH-CallThl, NCMNONb30BaTb UHTEPHET-OAHKMHT U AenaTb OHMAlH-
MOKYMKW U TPaH3aKLuM B 0JHOM OKHe 3alluiLeHHoro bpay3epa 6e3 nepeHanpasneHus.

Ons npaBuibHON paboThl 3aWUTbl BAHKOBCKON ONnaThl A0/XKHA OblTh BKIOYEHA (BK/IOYEHA MO
YMOJIYQHWIO) CUCTEeMa penyTaumnm ESET LiveGrid®.

BbibepnTe 0aMH U3 CneayowmMx NapamMeTpPoB, ONPeaeNsoLWNX PEXXUM paboThl 3aLULLIEHHOTO
bpay3epa.

» 3awumTa Bcex bpay3sepoB (Mo ymMon4yaHUi0): BCe noaaepxmBaemole Beb-bpaysepbl OyayT
3aMycKaTbCs B 3alUMLLEHHOM pexxume. DTO NO3BOSET NPOCMATPMBaThL BEO-CanThl,
NCMNOSIb30BaTb NHTEPHET-OaHKMHI 1 AenaTbh OHAANH-MOKYMNKW U TPaH3aKLMNM B 0O4HOM OKHe
3awmuieHHoro bpay3sepa 6e3 nepeHanpaBieHus.

* MepeHanpaBneHue Ha Beb-cauTbl: BEO-CallThbl N3 CNUCKA 3aLLULLEHHbIX BED-CANTOB 1
BHYTPEHHEro Crucka MHTepHeT-6aHKNHIra NepeHanpaBAsoTCA B 3alMLLEHHbIA 6pay3ep. Bbl
MO)KeTe BblbpaTb, Kako bpay3ep (CTaHAAPTHbIA UK 3aLLNLLEHHbIN) ByAeT OTKPbIBaTLCS.

I'IepeHanpaBneHme Ha Be6-CanThbl HEOOCTYMNMHO And yCTDOVICTB C npoueccopamm ARM.

» Oba npeablAyLMX NapaMeTpa OTKJIOYEHbI: YTObbI MOY4YNTb AOCTYN K 3aLUULLEHHOMY
Bpay3epy, B [J1aBHOM OKHE Mporpammel B pasaene 063op wenkHuTe 3awmta 6aHKOBCKOW

3

onnathbl Un WenkHuTe 3Ha4vok ~B 3awmuTa GaHKoBCKOM onnaTkl Ha paboyem cTone. Bpaysep,
3a/laHHbIN B Windows KaK NCMOJ/Ib3YeMblil N0 YMOYaHWIO, 3anycTUTCA B 6e30MacHOM pexunme.

CBefieHVs 0 HaCTPOWKe 3aluLLeHHoro bpaysepa CM. B pa3gene PaclunmpeHHbie napameTpbl 3aWnThbl
BaHKoBCKOW ors1aThl. YTo6bl BKAOYMTL PYHKLNIO «3alinTa BCcex bpay3epoB» B ESET Smart Security
Premium, WenkHMTe HacTpouka > CpepcTrBa 6€30nacHOCTM 11 BKJIIOYMTE MOM3YHOK 3alguTa BCex
opaysepos.
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Ana 3awmTel bpaysepa HeobxoANMO UCNOb30BaTh LWNGPOBAHHLIN 0OMEH AaHHbIMU MO NPOTOKOJY
HTTPS. 3awunTy 6aHKOBCKOW ONNaThl NOAAEPXKMUBAKOT Cielyowme bpaysepsb:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+

¢ Firefox 24.0.0.0+

Ha ycTponcTsax ¢ npoueccopamu ARM NoanepXmnBatoTcs ToNbKO Firefox U Microsoft Edge.

JononHNTeNbHbIe CBeAEHMS 0 YHKUMKN «3alnTa 6aHKOBCKOWM OMNlaThl» CM. B CTaTbaX 6a3bl 3HAHWIA
ESET, OCTYMHbIX HA @HTJIMACKOM 1 HEKOTOPLIX APYrnX S3bIKax.

* Kak 1cnonb30BaTb MYHKLMIO «3alimTa OaHKOBCKOM onaaThl ESET»

* BKJIlOYEHME N OTKJIKOYEHME 3alnThl OAHKOBCKOW onJaThl ESET Ang onpeaeneHHoro seb-canta

* [IpnoCcTaHOBKA N OTKJIIOYEHUE PYHKLMK «3almTa HaHKOBCKOW onaaThl» B NPoAYKTax ESET s
Windows 019 OMaLUHEero McnoJjib308aHuns

* 3anTa 6aHKOBCKOWM onsiaThl ESET — pacnpocTpaHeHHble oWwnbKu

» [loccapuin ESET | 3awmTa 6aHKOBCKOW onaaThl

YBenomneHue B bpaysepe

CBelleHUs 0 TeKYLLEM COCTOSIHUM 3aLlmMLLeHHOro 6pay3epa 0TobpaXatTCa C MOMOLLbIO YBEAOMIEHMN
B bpay3epe 1 uBeTa pamku bpaysepa.

YBenomeHus B Bpay3epe 0ToOpaXkaloTCs Ha BKAaAKe C NPaBoi CTOPOHBI.

[x)
®

Y706bI pa3BepHYTH yBEAOMIEHNE B Bpay3epe, LWeNKHNTE 3Ha4O0K ESET (®). Y4706 CBEPHYTb
yBEeOMJ/IEHUNE, LWENKHUTE ero TeKCT. YTobbl CKpbITh YBEAOMIEHNE U 3eNeHyt0 paMKy Bpay3epa,
LLLESIKHUTE 3HAYOK «3aKpbiTb» €.

| CKpbITb MOXHO TOJIbKO MH(OPMALIMOHHOE YBEAOMJIEHNE 1 3e/IeHYI0 paMKy bpay3epa.

YBepomneHus B bpaysepe
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NHdopmaumoHHoe ObecneymBaeTCca MakCMManbHasa 3aWmTa, 1 yBeagomneHme B bpaysepe

yBe[OMJIEHME 1 3eJIeHas CBEPHYTO Mo yMon4yaHuio. PassepHuTe yBenomneHme B bpaysepe un

pamka bpay3sepa wenkHnTe HacTpomkm, 4Tobbl OTKPLITL pasnen Cpencrea
6e3onacHoCTw.

MpenynpexaeHune n HekpuTtnyeckasa npobnema 3awmweHHoro bpaysepa TpebyeT Bawero

opaH)eBas paMka bpay3epa BHUMaHWA. Ons NonyvyeHns LONOJAHUTENbHbLIX CBEAEHUI 0 Npobneme
NN ee peLleHnn CneaynTe NHCTPYKLMSM B yBEAOMIEHNN B

bpay3epe.
OnoseLleHune no Bpay3ep He 3alyMLLeH C MOMOLLbI0 3almTbl 6aHKOBCKOM onnaThl ESET.
6e30nacHOCTM 1 KpacHas Mepe3sanycTute 6paysep, 4TOObI aKTUBMPOBATL 3anTy. YTObLI
pamka bpay3epa pa3pelmnTb KOHPANKT C hannamm, 3arpyxaemeiMu B bpaysepe,

oTKponTe pazaen Ganbl KypHasa > «3ausMTa 6aHKOBCKOM
onnatbl» 1 ybeanTech, 4TO BO BpeMS C/iefyoLLero 3anycka
Opay3epa 3aHeCeHHbIe B XXYpHaJ anibl 3arpyxaTbcs He ByayT.
Ecnn npobnema nosToputcs, 0bpaTnTeCh B CNYXDY TEXHMYECKON
noagep>XXku ESET, cnefysa NHCTPYKUUAM B CTaTbe Hawelr Dasbl 3HaHUN.

AHTMBOp

MepcoHaNbHbIe YCTPOMCTBA MNOCTOSAHHO MOJABEPraldTCS PUCKY MOTEPU UAN KPaXKU B HALLIMX
MoBCEeAHEBHbIX NMoe3AKax U3 AoMa Ha paboTy nnn B apyrue obLiecTBeHHble MecTa. AHTMBOP — 3TO
DyHKLMA, KOTopas paclimpseT 6€30nacHOCTb Ha YPOBHE MOJIb30BaTENA B C/lyvae NOTEPU UK KPaXku
YyCTPONCTBaA. AHTUBOP MO3BONSIET MOHUTOPUTbL UCMOJIb30BaHME YCTPOWCTBA M OTC/IEXUBATL Balle
noTepsiHHOe YCTPOWCTBO C MOMOLLbIO JIOKaiM3auun no IP-agpecy B ESET HOME, nomoras
BOCCTAHOBUTb YCTPOMCTBO M 3aLUTUTb JINYHbIE faHHbIE.

Bnarogaps MCNO/Ib30BaHMIO B MOZysle AHTMBOP TaKMX COBPEMEHHbIX TEXHOMOIUIA, Kak onpeaeneHne
reorpacgmyeckoro MecTornosIoXKeHus no IP-afpecy, 3axBaT M306pa>keHnii C NoMoLLblo Beb-Kamepb,
3allMTa YYETHOW 3anncy nosib3oBaTeNs U MOHUTOPUHI YCTPOWCTBA, NOJIb30BATENN 1
NPaBOOXPAHUTENbHbIE OPraHbl UMET BO3MOXXHOCTb HAXOAUTb NOTEPSHHbIE WM YKPAAEHHbIE
KOMMbIOTEPbI SN YCTPONCTBA. B ESET HOME Bbl MOXXETE YBUAETb, Kakne AeiCTBUS BbIMOJHAOTCS Ha
BalLEM KOMMbIOTEPE MW YCTPONCTBE.

HononHnTtenbHble cBegeHnsa o AHTUBOP B ESET HOME CM. B NHTEPAKTUBHOW CNpaBKe ESET HOME.

AHTI/IBOp MOXeT pa6OTaTb HEMNpaBuMJibHO Ha KOMIMbIOTEPAX B JOMEHAX N3-3a OrpaHI/I‘-IeHI/II7I B
yrnpaBneHnn y4eTHbIMN 3alncamin nosib3oBaTenen.

Mocne BkJIOYEHNSA AHTMBOP Bbl CMOXETe ONTUMU3NPOBaTb He30MacHOCTb Ballero yCTponCcTBa B
r1aBHOM OKHe rnporpammsl > MapamMeTpsl > CpeacTBa 6e3onacHOCTU> AHTUBOP.
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(es[3) SMARTSECURITY Exmm - o X

O630p < AHTUBOpP O ?
CraHWpoBaHWE
KOMMBIOTEPa 370 YCTPOIACTEO 3aLLMLLEHO MOAYNemM AHTMEOPD. B ciyyae Kpaxu wiu NPOnaxi yCTpoiCTBa Bel CMOXeTe
NOY4NTE AOCTYN K Er0 AaHHBIM U CEEAEHUAM O MECTOHAXOXAEHUN. [NA 3TOr0 HYKHO BBTOPU30BATHCA B
OBHosnerne ESET HOME ¢ NomoLLsr yueTHoi 3anucn ESET HOME.
C -
@ Cerenc OnTMMKM3aLMA Be3cnacHoCcTH YCTpoiicTea
HacTpoiika .
F v Baww yueTHble 3anucu Windows 3awmwensl naponem
Bce BALLM YYETHBIE ZanuUCH Nonb3oEaTeneil Windows saliueHsl naponem.
Cnpaeka n noagepxka
Yyetnan 3annce ESET
Ee HoME v ®aHTOMHas yueTHas 3anncb CO34aHa

Korga KTO-NMGB0 NONBITAETCA MCNONLI0EATE Balle :'CT[}C'IUICTBC' H AaETOPKH3YETCA B 'I:aHTC'F.IHC'ﬁ
;"—IETHC'ﬁ 3anKcK, Bbl f"",.-J,ETE YEEQOMMNEHBl O NOA03IPUTENBHBIX AEACTEHAX Ha BalLem KOMMNBHOTEDE,

Mma paHTomMHOA yueTHo# 3anuncu: Alex

¥ HacTpoiiky GpaHTOMHOR YYeTHOR 3anncK

'/ ABTOMaTMUYECKWUIA BXOA ANA BCEX YYETHBIX 3anncen oTKAKYeEH

Ballw yyeTHLle 3anuck NoAbL30BATENEH 3aLUMLLEHE! OT HeCaHKUMOHUDOBAHHOMO 40CTyna.

OTniounTE MoayAk AHTHBOP

Onuuu onTUMMU3aLMUMN

daHTOMHas yyeTHas 3anucb He co3aaHa

Co3naHue (haHTOMHOW YYETHOW 3anuncy yBeanynBaeT BEPOSTHOCTb 0BHAPY)XEHNS MOTEPSHHOIO UK
YKpPaLeHHOro yCTponcTBa. ECiM 0oTMETUTb YCTPOMCTBO Kak nponasLuee, AHTUBOP 3ab0KMpyeT
J0CTYM K BaLLWUM aKTWBHbIM M0JIb30BATE/IbCKUM YHYETHbBIM 3aMUCSAM, YTOObI 3aLWUTUTL BaLLW
KOH(UIEeHUNabHbIe AaHHble. JToBOMY, KTO MOMbITAaeTCS UCMO/Ib30BaTb YCTPONCTBO, bymeT
Pa3peLleHo UCMOIb30BaTh TOILKO PAaHTOMHYIO YYETHYIO 3anncb. PaHTOMHas y4yeTHas 3anuncb — 3TO
opMa roCcTeBOW YYETHOWM 3aMUCK C OrpaHNYeHHbIMU pa3peLleHnsaMn. OHa byneT Ucrnosib30BaThCs B
KayecTBe CUCTEMHOM Y4YETHOM 3anncu No yMos4aHWio 40 Tex nop, Noka Balle YCTPONCTBO He byneT
NMOMeYeHO KaK BOCCTAHOBJIEHHOE, YTO MPefoTBPATUT BXOA B APYrve YYeTHbIe 3anucu
No/sb30BaTeNeN AN JOCTYN K AaHHbIM MOJIb30BaTENS.

Kaxxabin pa3, Korga KTo-To BXOAWUT B (paHTOMHyIO YHE€THYIO 3aMnncCb, KOraa Ball KOMMbOTEP
HaXoOouTCAa B HOPMaJlIbHOM COCTOAHUN, BaM 6y,u,eT OTrMpaBJ1IEHO yBEOOMJIEHNE MO QHEKTpOHHOVI
noyrte C I/IHCbOpMaLI,I/IeI7I 0] I'IO,EI,O3pI/IT€J'IbHOIZ adKTUMBHOCTW Ha BallEM KOMMbIOTEPE. |_|OJ'IyLH/IB
yBeOOMJIEHUNE MO 3ﬂeKTp0HHOI7| Nno4yTe, Bbl MOXXETE PELWLNTL, XXEJTAaETE JIN Bbl MOMETUTb
KOMMbKOTEP KaK I'IpOI'IaBLLII/IIh.

Y106kl CO34aTb (haHTOMHYIO YHETHYIO 3anncCb, HAXKMUTE KHOMKY Co3paaTh (PaHTOMHYIO YYETHYIO
3anucb, BBeANTe UMA (PAHTOMHOM YY4ETHOM 3anNUCU B TEKCTOBOM MOJIE N HAXKMUTE KHOMKY
Co3parthb.

Ecan y Bac ecTb co3flaHHas paHTOMHAA y4eTHas 3anncb, HaAXXMMTe HacTPOUKU hbaHTOMHOM
y4eTHOM 3anucm, 4Tobbl nepenMeHoBaTh AN YAaINTb YYETHYIO 3aMuch.
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3awmTa Y4YeTHbIX 3anucen Windows napoinemMm

Balwa nonb3oBaTeNbCcKasa y4eTHas 3anncb He 3allMeHa naposem. Bol nony4ymnte 310
npegynpexageHue o6 onTuMmMsaunm, ecnm No KpamHen Mepe ogHa y4eTHas 3anncb Nob30BaTesNa He
3awmueHa naposiem. CosnaHne napons ans scex nonb3osatenen (Kpome paHTOMHOMU YY4ETHOM
3anmncK) Ha KoMMbloTepe pewunT 3Ty npobnemy.

Y706b1 CO34aTb NAPOb A5 YYETHON 3aNnMCU NOb30BaTENS, WEeNKHUTE YNpaBsieHUe y4eTHbIMU
3anMcAMU Windows 1 N3MEHUTE Naposib UKW CNeAyNTe MHCTPYKLUSAM HUXKE:

1. HaXxmMuTe coveTaHue Knasuw CTRL+Alt+Delete Ha KnaBmaType.
2. WenkHnTe N3MeHUTb Napo’ib.
3. OcTtaBbTe noJsie Ctapbii NApPoJib MyCThIM.

4. BeeanTe naposb B nons Hoebi naponb 1 MoaTBepAUTb NAPOJIb, 3 3aTEM HAXKMUTE KHOMKY
Beopn,.

ABTOMaTU4YeCKUMU BXO [, ONSA Y4YeTHbIX 3anucemn Windows

B BaLwuen y4yeTHOM 3anncy Nob30BaTeNs BKOYEH aBTOMATMYECKUA BXOL, B CUCTEMY, MO3TOMY Balla
y4yeTHas 3anucb He 3aluMLieHa OT HeCaHKLMOHUPOBAHHOMO A0CTYyNa. Bbl nonyynTe 3710
npepynpexageHve ob onTuMmU3aLnmM, ecan no KpamHen Mmepe ons O4HON y4eTHOWN 3anuncu
Nnosib30BaTeNs BKOYEH aBTOMAaTUYeCKMI BXO B cuctemy. LLlenkHnTe OTKNIOYUTD
aBTOMaTU4YeCKUM BXOpA, 4T00bl pelmnTb 3Ty npobnemy onTuMm3aumm.

ABTOMaTM4YeCKUM BXopa Ana (paHTOMHOMN YYETHOM 3aNnuUcCH

Ha Bawwem yCTpOIZCTBe BKJ/IIOYEH aBTOMaTUYECKUI BXO4 B d)aHTOMHyIO YYeTHYI0 3anucb. Mol He
pekomMeHOoyeM UCrnosib30BaTb aBTOMaTUYECKNA BXOL B cncTemy, Koraoa yCTpOMCTBO HaxogunTca B
HOPMaJIbHOM COCTOAHNN, TaK KaK 3TO MOXXET BbI3BaTb I'Ip061'IeMbI C OCTYyNnoMm K BaLLen peaan0|7|
y‘-IETHOI7I 3anncuK NonNb30oBaTesNa UM MPUBECTUN K OTMNPABKE JIOXKHbIX TPEBOI 0 COCTOAHUN «[10TepsH»
BalLero KoMmnotoTepa. HaxxmMute OTKAIOYUTD aBTOMATU4YECKUU BXop, 4TOoObI pewnTb 3TY r|p06r|eMy
onTUMHM3aLnn.

Bxoa B y4eTHYl0 ESET HOME 3anucCh.

YT00bl BKNOYNTb WU OTKOYUTE AHTUMBOP U NMOAYHYUTb JOCTYN K CBEAEHNSIM O PACNON0XEHNN
YCTPOWCTBA 1 MHADOPMALMK O HEM B ESET HOME, BOWAMTE B CBOKO YYETHYIO 3anncb ESET HOME.
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(es[Y) SMART SECURITY Exzmm

ESET HOME | AHTuBOp (esfl

Anpec 3NeKTPOHHOI NoYThl

B cayuae kpaku waw noTepu YCTPOWCTEA Bbl MOXETE
EOCNONLI0EATECA YUETHON 2anucero ESET HOME, utobkl &
NOAYYHTE JOCTYN K CEEAEHMAM O MECTONONOKEHHM W JAHHEIM

ycTpoiicTea. Mapone

BoiiguTe B yueTHyo 3anuce ESET HOME

BoccTaHOBAEHWe Napona

¥ EAc HeT y4eTHOIl 2anucu? Cozaaiite ee

G Mpogonxuts ¢ Google
‘ Mpoacaxute c Apple

girg MpockaHupyiiTe QR-koa

CyliecTByeT HECKOJIbKO cnocobos aBToOpM3aLMn B y4eTHOW 3anncu ESET HOME.

* Acnonb3oBaTth agpec BJ'IEKTPOHHOIﬁ no4Tbl U NapoJib ESET HOME: BBEANTE appec
BﬂeKTPOHHOﬁ Nno4YTbl N NapPOJib, KOTOPbIE Bbl NCMNOJZIb30Ba/IN ONnd CoO3a0aHUA y‘-IeTHOVI 3anncum
ESET HOME, a 3aTeM LLeIkHUTe ABTOPU30BaThCA.

* Ncnonb3oBaTh y4eTHYI0 3anucb Google/ApplelD: WwenkHUTe MPOAOSIXUTbL € Google UK
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLEN YYETHOW 3anncu. Nocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NoATBEPXAEHNS ESET HOME. YT0o6bI
NPOLOJIKUTb, BEPHUTECH B OKHO NPOoAyKTa ESET. [lonosHMTeNbHbIE CBeAeHNs 06 aBTopum3aumm ¢
NMOMOLLbIO Y4ETHOWM 3anucu Google/ApplelD CM. B OHJIalH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNkHUTe MpockaHupyinTe QR-KOA, 4ToObl 0TOOPa3nTL QR-KOJ.
OTKpoViTe MOBUIbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WU HAaBeAUTE KaMepy
YyCTPOWCTBA Ha QR-KOA. [lONOSIHUTENbHbIE CBEAEHMUS CM. B OHJIaliH-CripaBke ESET HOMIE.

A He ynanock BONTU — PacnpoCTPaHEHHbIE OLLINOKMN.

Ecnm y Bac HeT y4eTHOI 3anucu ESET HOME, LenkHuTe Co3aaTbh YY4€THYIO 3anUcChb, YToObI
3aperncTpupoBaThbCs, NN 03HAKOMbTECh C MHCTPYKLMSMU B OHJIaH-CripaBKe ESET HOMIE.
Ecnu Bbl 3abblaK Naposb, WENKHUTE 1 He NOMHIO NAPOJIb U C/leAyNTe UHCTPYKLMSAM Ha
3KpaHe 1AM 03HAaKOMbTECh C MHCTPYKLUUSMUN B OHNAMH-CripaBke ESET HOME,

MpunoxeHne AHTUBOP He NogaepXueaeT Microsoft Windows Home Server.
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3apaTb MMSA YCTPOUCTBA

B none NMa ycTpoMCTBA YKa3biBAETCA MMS KOMMbIOTEpPa (YCTPONCTBA), KOTOpoe byaeT
oTobpaXkaTbCA B Ka4eCTBe NAeHTUGNKaTOpPa BO BCeX CNy»xbax ESET HOME. Mo ymMon4yaHuio
NCMNOJIb3yeTCs MMA Ballero KoMnbloTepa. BeeauTe nms yCTponcTBa Wan UCMOJb3yNTe UMS MO
YMONYaHUo 1 WwenkHuTe MpopoMmXuThb.

AHTUBOP BKJIIOYEHO UJIM OTKJIIOYEHO

ST0 OKHO COOEPXUT NOATBEPXKAEHMe BKJIYEHNS U OTKAYeHNA AHTUBOP:

* BKJIIOYEHO — TENepb Balle yCTDOMCTBO 3awmneHo AHTI/IBOp, N Bbl MOXKETE Yaa/lEHHO
ynpaBndaThb ero 6e30nacHOCTbIO Ha NopTase ESET HOME, NCrosib3ysa CBOKO YHE€THYIO 3aMnChb.

¢ OTKJ/II0YEHO — AHTVIBOp OTKJIKOY4EHO Ha 3TOM yCTpOI7ICTB€ N BCe AaHHble, OTHOCALWMECA K
<%ESET_ANTTHEFT%> A1 3TOr0 YCTPOWCTBA, yAaNeHbl C nopTana ESET HOME.

Owubka pobaBneHuns yctponucrea

Mpv aKTUBaLMM AHTMBOP NPOM30oLLIa OWNOKa.
Hanbonee pacnpocTpaHeHHbIE CLIeHapUU:

¢ Owmnbka BX0ada B ESET HOME

» OTCcyTCTBME NOAKOYeHUs K UHTepHeTy (unn «B gaHHbIN MOMeHT IHTepHeT He paboTaeT»)

Ecnn Bam He ypaeTcs pewnTb 3Ty npobnemy, obpatntech B C/1y )by TEXHUYECKOM NOALEPKKM ESET.

Secure Data

Secure Data — 3TO KOMMOHEHT peLleHns ESET Smart Security Premium, KOTOPbIWA NO3BONSAET WKU(POBaTh
OaHHbIE Ha KOMMbOTEPE N CbEMHbIX HOCUTENAX OJ1A 3alllThl BallX JINYHbIX AaHHbLIX U
npenoTBpalleHna HeHannexalwero ncrnosib3oBaHuA. ans nony4vyeHna aonosiHNTENIbHbIX CBEAEHUI CM.
BOMPOCHI 1 OTBETHI O ESET Secure Data.

YT106bI BK/IOYNTB Secure Data, BbiIbepUTE 0AMH U3 CNedyoLW X BapnaHTOB.

* B rnaBHoM OkHe nporpammel B pa3gene 063op wenkHnte HACTPOUTD psinom € 3neMeHTOM
Secure Data.

* B rnaBHoM OkHe nporpammel B pa3gene Hactpouka > CpeacrBa 6e3onacHOCTM BKIOYNTE
nepekyaTenb _ Secure Data.

Bbl He MOXeTe YCTaHOBUTb ESET Endpoint Encryption Ha TOT K& KOMMNbIOTEP, Ha KOTOPOM YyXXe
YyCTaHOBJIEHO pPeLUeHne Secure Data.

ECnn KOMMOHEHT Secure Data BKJ1IOYEH, B [JITABHOM OKHE MPorpamMmmsbl LWEJKHUTE HaCTPOﬁKa >
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CpepctBa 6€30NacHOCTM > Secure Data 1 BbiIbepuTe 0AUH U3 CledyIOLMX BAPUAHTOB WNHPOBAHNS:

¢ Co3panTe 3amndpoBaHHbI BUPTYaJbHbIN ANCK

¢ 3awndpynte danbl Ha CbeMHOM HOoCUTene

(es[Y) SMART SECURITY Exzmmm

Ofzop

CkaHnpoBaHue
KOMMEHTEPS

OBHoBNEHNE

Cepenc

@ Hactpoiika

Cnpaska v nogaepska

¥yeTran sannce ESET
HOME

4 Secure Data ?

Secure Data oBecneuneaer LUIHBPOBAHWE AaHHLIX HA KOMMBHOTEDE W CheMHLIX HOCUTENAX BO W20 eKaHNE HEHAANEXKALLEND
WCNONB30BaHNA KOHC]JI.-],D,EHLI,HEIJ'H:HOIH WHOpMaLIIN.

CozpaiiTe 3alMppOBaHHbIA BUPTYaAbHbINA ANCK
BUPTYankHLIA gUCK — 3TO §aiin, KoTopslil NocNe akTHEaLMKN @yHKUMOHUPYET Kak AWCKOBLIA HaKonuTenk. ®aiinsl,

. KOTOpEIE XPEHATCA HA 28LUNGPOEAHHOM EUPTYANEHOM OWCKE, AOCTYNHEl TONBKD NOCNE EECAE YCTAHOBNEHHOTO EAMU
napona.

Co3AaTk BUPTYaNbHbIA AWNCK

3awmngpyiTe ¢aiabl Ha CbeMHOM HocHUTeNe

Coz4aiiTe 2aLUMLLEHHYHD Nanky Ha USB-HAKONUTENE WK APYroM ChEMHOM HocWTene, JocTyn K 3almdpoBaHHEIM

dalinam, KOTOpbIE XPAHATCA HA CHEMHOM HOCHTENE, MOXKHO NOMYYNTE TONLKO NOCNE BEOAA YCTAHOENEHHOMO BaMN
napona.

3aWNPPOBATE CLEMHBIA HOCUTENR

Otkntounte Secure Data

Co3paunte 3alun@dpoBaHHbIN BUPTYAJNIbHbIN

OUCK

C noMoLLbto Secure Data MOXXHO CO3/[1aBaTb 3alUN(POBaHHbIE BUPTYasbHble ANCKK. KONNYECTBO
[ANCKOB, KOTOPbIE MOXHO CO03AaTb, OFPaHMYEHO TOJIbKO MECTOM Ha XKEeCTKOM ancke. YTobbl co3gaTb
3alNPOBaHHLIN BUPTYasbHbIA OWCK, BbINOJHUTE Clegyolne 4encTBus.

1. B rnaBHoM okHe nporpammel wenkHuTe NMapameTpsl > CpepcTea 6Ge3onacHOCTH > Secure Data

>Co3paTh BUPTYasibHbI OUCK.

2. llenkHuTe 0630p, 4T0OLI BEIOPATL PACnooXKeHNE, B KOTOPOM HEOOXO0AMMO COXPaHUTb

BUPTYabHbIA OUCK.

3. BBeguTe nMsa BUPTYasIbHOrO AMCKa U WeNkHUTe COXPaHUTD.

4. icnonb3yinTe packpbiBatolleecs MeHlo MakcuManbHasa eMKOCTb, YToObl 3a4aTb pa3Mep
BUPTYaNIbHOrO ANCKA, a 3aTeM LenkKHUTe MPoAoIKUTS.

5.3apanTe Naposib AN BUPTYasibHOro Ancka. Ecav Bbl He Xx0TuTe, 4T06bl BUPTYanbHbIA ANCK
aBTOMaTMYECKUN PacLndPOBLIBAICA NPY BXOAE B YHETHYIO 3anncb Windows, CHAMUTE (hNaXKOK
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PacwundpoBbiBaTb aBTOMaTUYECKMU OIS 3TOW YYETHOWU 3annucu Windows. LLlenkHMTe
MpoRoNXuTthb.

6. LenkHuTe FoToBo. Ball 3aungpoBaHHbIN BUPTYasibHbIN AUCK CO3[4aH U rOTOB K
ncnosb3oBaHuio. OH ByaeT oTobpakaTbCA Kak JIOKabHbIA AUCK B MPUNOXKEHUN ITOT
KoMnbloTep.

YT106bI NONYHYUTL OOCTYN K 3alMPOBAHHOMY AUCKY NOC/e nepesanycka KoMnbloTepa, HanguTte
CO34aHHbIN BaMy hann 3awmdpoBaHHOro gucka (tTun ganna .eed) N ABaxkabl LWeSIKHUTe ero. Ecnm
NOSIBUTCS 3anpoc, BBeAWUTE Naposib, KOTOPLINA Bbl 3af4aav Npyu CO34aHMMN 3allM(PPOBAHHOIO ANCKa.
Ouck byneT nofaknodeH n bynet oTobpa)kaTbCa Kak JI0KaNbHbIA AUCK B pasfene «3ToT
KOMMbloTep». Mlocne TOro Kak 3awngpoBaHHbI AUCK ByaeT NOAKAYEH KaK JIoKabHbIA OUCK, 3TOT
NOKanbHbIA AUCK 1 ero paclingpoBaHHoe cogepxumoe byayT AOCTYMHbI APYrUM NoJib30BaTeNAM Ha
BalleM KOMMbloTepe 0 Tex Nnop, Noka Bbl He BblifeTe N3 CUCTEMbI UM He nepe3anycTuTe
KOMMbIOTEp.

Ja. YTobbl yaanuTb 3alInpoBaHHbIN BUPTYasbHbIA OUCK, C/lelyATe NHCTPYKLNSAM B HaCcTO
3aaBaeMblX BOMPOCax 0 ESET Secure Data.

3awucdpyute pansibl HA CbeMHOM HOCUTeNe

C nomolLLbto Secure Data MOXXHO CO3[aBaTb 3alUMGPOBAHHbIE NaMNKM Ha CbEMHbIX HOCUTENSX. YTobbI
3alincpoBaTh altsibl Ha CbeMHOM HOCUTENE, BbIMOJIHUTE YKa3aHHbIE HXKE AENCTBUS.

1. BcTaBbTe CbeMHbIN HOCUTESb (USB-YCTPONCTBO (PN3LU-NAMATU, XKECTKUA OUCK C MHTEephEeNCcoM
USB) B KOMMbIOTEP.

2. B rnaBHoM okHe nporpamMmel WwenkHuTe MapameTpsbl > CpencTBa 6@30NacHOCTH > Secure Data
> 3awmncpoBaTb CbeMHbIA HOCUTESb.

3. BoibepuTe NOAKMOYEHHbIN CbeMHbIN HOCUTESb, KOTOPBIA HY>XXHO 3aLlln(poBaTh, U LENIKHUTE
MponoNXuThb.

LLenkHnTe OBHOBUTD, 4TOOLI 0OHOBUTL CAMCOK ANCKOB, AOCTYMHbIX ANS LWNGPOBAHNSA.
3awndpoBaHHble N HeMoAAepXBaeMble AUCKM B CUCKe He oTobpaxatoTcs.

EC/iM HY>KHa BO3MOXXHOCTb paclundpoBaTh 3allMLLEHHYIO MankKy, KOTopas 3anucaHa Ha
BblIOpaHHbIN CbEMHbIN HOCUTENb, Ha NIOBOM YCTPONCTBE C Windows 6€3 He06X0ANMOCTK
yCTaHaBAMBaTb ESET Smart Security Premium, BbibepuTe PacwumdpoBbiBaTh Nanky Ha slobom
YCTPOMUCTBE C Windows.

4. 3afanTe Napob NS 3aWnpoBaHHOro KaTtanora. ECam Bbl He X0TUTe, 4TOObI BUPTYasibHbIN
AVCK aBTOMaTUYEeCKUN paclLunMdpoBbIBaNCA NPW BXOLeE B YHETHYI0 3anncb Windows, CHUMUTE
naxxok PacwuncdpoBbiBaTb aBTOMaTUYECKHU A1 3TOU YY4E€THOM 3anucu Windows. LLlenkHuTe
MpoaoNXuUThb.

5. Ball CbeMHbIN HOCUTENb 3alUMLLEH, N 3alLUMMPOBAHHLIA KaTanor Ha HeEM roToB K
NCMONb30BaHMIO.

C 3TOro MOMEHTA, eC/v Bbl MOAK/IOYATE Balll CbEMHbIA HOCUTENb K KOMMbIOTEPY, Ha KOTOPOM He
YCTaHOBJIEH NPOAYKT Secure Data, 3aMPOBaHHAA Nanka oTobpaxaTbcsa He byaeT. Ecam
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MOAK/IYNTb CbEMHbIN HOCUTESb K KOMMbIOTEPY, HA KOTOPOM YCTAHOBJIEH NPOAYKT Secure Data,
0TO6pa3nTCs NpennoXeHne BBECTU Napob A8 PaclUMpPOBKM CbeMHOro HocuTens. Ecim naposb He
BBECTMU, 3alLncpoBaHHas nanka byaeT oTobpaxxaTbCs, HO OCTAHETCA HeAOCTYMNHOM.

Password Manager

CpepncTBO Password Manager BXOOMWT B MakeT ESET Smart Security Premium.

Password Manager 3alUMLLAET U XPaHUT BaLUX NapoJiM U NepCcoHalibHble AaHHble. 3TO CPeACcTBO
COAEPXUT (PYHKLMNIO aBTOMATMYECKOro 3anosiHeHnsa (hopM, KOTOpOe NoOMOraeT C3KOHOMUTb BpeMs,
TOYHO 3anosiHAs BeO-hopMbl.

LononHnTeNbHbIE CBEAEHNS CM. B CMIPaBKe 0 pelleHnn Password Manager B /IHTepHeTE:

* Password Manager YCTaHOBKa

* [TpucTynuTte K paboTe c Password Manager

* YnpaBJieHNe XpaHuamuwamm Password Manager B ESET HOME

NIMNOPT M 3KCNOPT NapaMeTpoB

MO>XXHO UMNOPTUPOBATb Y 3KCNOPTUPOBATH MOJIb30BATENbCKUN .xml-hann KOHUrypaLmm ESET Smart
Security Premium C NOMOLLbI0 MeHI0 HacTpouka.

NnnocTpnpoBaHHbIE MHCTPYKLMN
NnniocTpupoBaHHbIE MHCTPYKLMW Ha aHT IMNCKOM U ele HECKOIbKMX A3blKax NpUBEAEHbI B
pasgene MNopT M 3KCAOPT KOHMUrypaLmm ESET C NOMOLLbIO XML-hanna.

MnopT 1 3kcnopT hanaioB KOHMPUIypaumm MOXXHO NPUMEHSATb, €C/IN HYXXHO CO34aTb Pe3EePBHYI0
KOMMIO TeKyLen KOHGUrypauum nporpaMmbl ESET Smart Security Premium 415 UCMONb30BaHNS B
OyayLwieM. IKCNopT NapaMeTpoB Takxe yaobeH, ecim HeobxoAMMO UCNONb30BaTh NPEeANOYNTaEMYIO
KOH(Urypaunto Ha HECKOJIbKUX KoMMbloTepax. ®ans .xml MOXXHO UMNOPTMPOBATL A1 NepeHoca
HY>XHbIX MapaMeTpoB.

Y706bI UIMNOPTUPOBATL KOH(MUIYPaLMIO, B F/1IaBHOM OKHE NporpaMmsl WenkHuTe HacTponka >
MMnopT 1 3KCcnopT napaMeTpoB 1 BbibepnTe UMNopTMpoBaTh NapameTpsbl. Beeaute nms taiina
KOH(UIYpaLMmU NV HAXKMUTE KHOMKY ..., 4TOObI BbIOpPaTh (haii KOHUIrypaLmmn, KOTopbli cnenyeT
MMMOPTMPOBATD.

YT00bl 3KCMOPTMPOBATL KOHUIypaLMIO, B [1aBHOM OKHE NMPorpammbl WenkH1uTe Hactpomka >
MMnopT 1 3KCnopT napaMeTpoB. BoibepyTe IKCNOPTUPOBATL NAapaMeTpbl U BBEAUTE MOJHbII
nyTb K paily ¢ uMeHeM. LLienkHuTe ..., 4Tobbl NEPENTI B PAaCNONIOXKEHNE Ha BalleM KOMMbOTEpPe, B
KOTOPOM Heobxo4MMo CoXpaHUTb alt KOHGUIypauuu.

Mpwn 3KCNopTe NapaMeTpoB MOXXET BO3HMKHYTh OwmnbKa, ecnm y Bac HeAO0CTAaTOYHO NpaB As
3annCcy 3KCNOPTUPYEMOro (halsa B yKa3aHHbIN KaTanor.
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SMART SECURITY Emmmma X
MMHOpT M 3KCNOpPT NapamMeTpoB ?

Tekylwlan KoHQUrypauua MoxeT ObiTb coxpaHeda B XML-daiine v npw HeobBxogumocTy
EOCCTAHOBMEHA NO3KE,

@ MiMnopTHpOBaTe NapameTphl

SKCNOPTUPOEaTL NapaMeTPLl

MoAHkIH NyTe K @aiiny c MeHem:

3aKpLITE

CnpaBkKa 1 nogaepXxka

LlenkHnTe CnpaBkKa u noapep>XkKa B [/1aBHOM OKHE NporpaMmbl, 4Tobbl 0TO6pa3nTb CBEAEHUS O
NOALEPXKKE N CPEeACTBAX YCTPAHEHUS HEMONALO0K, KOTOPbIE MOMOrYT BaM PELUNTb BO3MOXXHbIE
npobnemsi.

Cel JiuueH3sus

* YcTpaHeHve npobnem C iMLeH3nei: WeaKHUTE 3Ty CCbINKy, 4Tobbl HanTK peleHuns npobnem ¢
aKTMBaLMEN U N3MEeHeHNeM NNLEH3UN.

* /I3MeHnTb SinueH3nio. LWenkHnute, 4Tobbl OTKPbITb OKHO aKTUBALUN 1 aKTUBMPOBATb MPOAYKT.
Ecnm ycTponcTBO NoAKN0YEHO K ESET HOME, BbibepuTe IMLEH3MI0 B CBOEN Y4ETHOW 3anncm ESET
HOME nan nobaBbTe HOBYIO.

(®) yctanoBneHHbIit NPOAYKT

* HOBbIe BO3MOXHOCTU: WENIKHUTE 3TOT 3/IEMEHT, YToObl OTKPbITb OKHO CBEEHWIA O HOBbIX 1
YNYYLIEHHbIX PYHKLMSIX.

* O nporpamme ESET Smart Security Premium: Ha 3KpaH BbIBOAUTCS MH(OPMaLMA O Ballen Konuu
nporpammbl ESET Smart Security Premium.

* YcTpaHeHve Npobnem C MPOAYKTOM: WeSIKHUTE 3TY CCbIIKY, YTObbl HANTW peLeHns 4acTo
BCTpeyvatowmxcsa npobnem.

* U3meHuTb Nporpammy. LLienkHuTE, 4TOObI Y3HATb, MOXHO JIN CMEHUTL ESET Smart Security
Premium Ha [PYrVI0 IMHENKY NPOAYKTOB B PaMKax TEKYLLEN ANLEH3NN.

@ CTpaHMua CNpPaBKM - HAXXMUTE 3TY CCbISIKY, 4TOObI OTKPbLITL Pa3gesbl CrpaBkM ESET Smart
Security Premium.
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@ Cnyxba TexHu4eckom noanep>XkKu

O ba3a 3HaHuW: B Oa3e 3HaHW ESET coaepXaTcs 0TBeThbl Ha Hanbonee 4acTo 3alaBaeMble
BOMPOChI, @ TAaKXXE PEKOMEHYEMble pelleHNs pa3inyHbix npobnem. basa 3HaHWIN perynspHo
0OHOBNIAETCSH TEXHNYECKMMU CNeunanncTamm ESET, 4TO AenaeT ee CaMbiM NMoJIe3HbIM MHCTPYMEHTOM
ANa pelweHmnsa pa3HoobpasHbix npobaem.

O nporpamMMe ESET Smart Security Premium

B aTOM OKHe copepxaTcs cBeaeHns 06 yCTaHOBIEHHOW BepCumn ESET Smart Security Premium 1 0 Ballem
KOMMbloTEpe.

(es[X) SMART SECURITY Exmm » - o X
8 ©top 4 O nporpamme ?
Q CkaHupoBaHue ESET Smart Security Premium™, eepcwa 16.2.9.0

— OUHEWEE Hogoe nokoneHme TexHonorim NOD32.

~ OBmosnerme © 1992-2023 ESET, spol. s r.o. Bce npaea 2alLMUieHsl.

o STOT NpoAyKT 2awmuieH nateHTom CLUA N2 US8943592.

E Cepenc JINLEeH3MOHHOE COrNalleHne C KOHeYHbIM nonb3oBarenem (2

Monwtuka KoHdWAEHUMaNEHOCTH (&
{o] Hactpoiika
o~ WmA nonszoeatens: DESKTOP-ILTJID9User
Wma ycrpoictea: DESKTOP-ILTJIDS
@ Crpackannonacpra Wmsn paBouero mecra: DESKTOP-ILTJID9

(oY YuerHan sanmce ESET

HPEMI'IPE')KAEHME: 3Ta Nporpamma 3aLUMLLEHE 33K0HAMW W MEXIYHIPOAHBIMKW COrNALLEHWAMIA o AETOPCKWX NpaBsax. MonHvoe wan
YaCTUHHOE KOMWPOBAHWE W PacNpoCTpaHEHWE NpogykTa niobeiMn cpegcTeamin Bes CNeumansHoro paspelleHna komnanun ESET, spol.
5 1.0, CTPOTC 3aNPELLEHD W GYyAET NPECNEA0BATECA B MAKCMMANEHO BOSMOMKHOM NO 3TMM 33K0HAM CTENEHN N0 BCEMY MUPY.

ESET, norotun ESET, ESET Smart Security Premium, LiveGrid, norotwn LiveGrid, Sysinspector AENAMKTCA 33perncTpupoBaHHBIMK
TOB3PHEIMM 3HAKAMW MW TOBAPHEIMM 3HAKaMK KomMnaHun ESET, spol. s.r.o. B Eeponelickom cowoze w/unn apyrux cTpaHax. Boe

NPoYWE TOB3PHBIE 3HAKW ABNAMTCA coBCTBEHHOCTEHD COOTEETCTEYHOLLIMY BN3AENbLIEE.
Progress. Protected.

LLenkHnTe MokasaTb MOAYM, 4TOObI MPOCMOTPETL MHOPMALIMIO O CMNCKE 3arpy>KeHHbIX Mogy e
nporpammbi.

* YT06bI CKONUPOBaTbL MHDOPMaLMO 0 Moaynsax B bydep obmeHa, NCNOSIb3yTe KOMaHAy
KonupoBaTb. 3T0 MoXeT bbiTb M0NE3HO Npu yCTpaHeHn npobnem nnm obpallieHmm B cyxby
TEXHNYECKON NoaLep>XKN.

* LLlenkHnTe Mopynb obHapy>XeHus B okHe «Moaynn», 4Tobbl OTKPbITL CanT ESET Virus Radar,
KOTOPbIN COAEPXUT NH(POPMALIMIO O KaXKA0N BepCMM MOy NS 0OHapyXeHns ESET.
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HoBOCTM ESET

B 3TOM OKHe ESET Smart Security Premium perynapHo 0T06pa)Ka}OTCFI HOBOCTW KOMMNaHWUW ESET.

OYHKLMA BHYTPUNPOrpaMMHOro obMeHa coobLieHnsIMN NnpegHa3HayveHa 45 MHGOPMMPOBaHUS
NnoJsib30BaTeNel 0 HOBOCTSX ESET 1 ans Apyrux coobuieHnin. ns oTnpaBkn MapKeTWUHIOBbIX
coobueHnn TpebyeTcs cornacue nosab3oBaTens. MapkeTMHroBble COOOLLEHNS MO YMONYaHUIO HE
OTNPaBASAIOTCA NOJib30BaTeN0 (0TOOpaKaeTcs Kak BONpocC). BKaoyeHne 3Toro napamMeTpa o3HavyaeT
BalLe cornacue Ha NosyyeHne MapKeTUHrOBbIX CO06LeHn ESET. ECain Bbl HE XOTUTE NOJlyYaTb
MapKeTUHroBble MaTepurabl ESET, OTKOUNTE NapamMeTp OToOpaxkaTb MAapKeTUHIOBble
coobLweHus.

YT06bl BKNOYNTL UAN OTKOHYUTD nonyyeHmne MapKeTUHroBbIX coobLEeHNIN B OKHE yBeaoomieHunda,
BbIMNOJIHNTE YKa3aHHbIE HNXKE NHCTPYKLNN.

. BbI30B OKHa paclUMpPEeHHbIX NapamMeTpos.

. WenkHnTe YBepoMmneHnus > UHTepakTUBHbIE NpeaynpexaeHus.

. 3meHuTe napameTp OTOOpPakaTb MApKEeTUHIOBblie COOOLLLEeHMS.

SMART SECURITY EIZED |
[ononHntenbHbie HACTPOUKKU A X
IR OﬁHapy*EHHﬂ B CocTOAHWA NPHUACKEHWA b
OBHoBNEHNE
YBegoMAeHWA Ha paﬁouem cTone b
awmta B
B WurepakTueHbie npeaynpexaeHns 5

Cepanc @ i R

WntepakTtuenbie npegynpexaenns
Moaxnouedne

OToBpaxaTe MHTEPAKTMEHBIE NPEAYNPEXAEHHUA D i
WHTepdeic
none30BaTenAa 9

D6men cooblULEHMAMM B NporpaMme
yeegomaeHua B
Mepeaapecaunn OTobpaxaTe MapKETMHIOBbLIE COOBLLIEHNA ? a
HacTpoiiku
KOHPUAEHLNANBHOCTH Okmo coobuienmns (3

ABTOMAETHMYECKN 33KPBIBATE CKHA COOBLLIEHNA m

_ o
Bpemna oTobpameHna B cekyHaax 120 | a
MoaTEEpAAEHNA zraeHuTe (i)
Mo ymonyanuio G’DK OTtmena

OTnpaBkKa AaHHbIX O KOH(PUrypauum CUCTEMbI

YT06bl UMETb BO3MOXHOCTb MaKCUMaNbHO 6bICTpO n 3(pq)eKTI/IBHO OKa3blBaTb MOJZIb30BaTEJIAM

MOMOLLb, KOMMaHUK ESET TpebyeTca nHgopMaums o KoHDUrypauum ESET Smart Security Premium,
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noApobHble CBEEHNS O CUCTEME MOJIb30BATENS U 3aMyLLEHHbIX B HEN npoueccax (thalii xypHana
ESET Sysinspector) U flaHHble peecTpa. KoMnaHus ESET MCNOJSIb3YeT 3Ty MH(OPMaLMIO TONIbKO AN
NPeaoCTaBNIEHNS KIMEHTY TEXHUYECKON NOALEPKKN.

Mocne oTnpaskmn Beb-hopmbl B ESET ByAyT 0TNpaBieHbl AaHHblE 0 KOHUIYypaL MK BalLeid CUCTEMBI.
YcTaHoBMTE (hnaXkok Bcerpa oTnpaBnATb 3TM CBeAGHUA, €C/IM HY)KHO 3aNOMHUTb AaHHOe
AeiCTBMe AN Tekylwero npouecca. MNpn otnpaBke Beb-hopmbl 6€3 0TNpaBKM KakMx-11Mbo JaHHbIX
wenkH1Te He oTnpaBnaTb AaHHbIE U NPOAOIKUTE.

HacTponTb 0TNpaBKy AaHHbIX 0 KOHPUIypaumum CUCTEMbI MOXXHO B pasgene PacluvpeHHble
napameTpsl > CepBUC > lMarHocTmka > C1y)xba TEXHNYECKON NOOAEPKKN.

Ecnv Bbl pewnam oTnpaBuTb AaHHbIE 0 KOHDUIYPaLUK CUCTEMbI, HEOBXOANMO 3aM0NHUTL U
oTnpaBnTb Beb-hopmy. B npoTnBHOM Criyvae Balla 3asBKa He ByaeT co3faHa, U faHHbIe 0
KOH(MrypaLmy Ballen CMCcTeMbl ByayT noTepsiHbl. ECAN faHHbIE 0 KOH(UIypauumn CUCTEMBI
OTNPaBuUTb HE yAaeTCs, 3anoaHnTe Beb-hopMy 1 OOXKANTECH MHCTPYKLNA OT CNTyXObl
TEXHUYECKOWN NoaaepKKN.

Cnyx0ba TexHM4YeCcKoMn noanep>xkKu

B rnaBHOM OkHe nporpammsl WenkH1UTe CnpaBka u nogaepXxka > Cny>xb6a TexHn4yeckomn
noanepXxKu.

OOpaTUTbLCA B CNYXXOY TEXHUYECKOWN NOA A EePXKKHU

3anpoc B cny>x0y noapep>XKu: eCn He yOaeTCs HaWTU OTBET Ha BOMPOC, MOXKHO 06paTuTbLCS B
CnyXby TeXHMYeCcKon Noaaep XKy ESET C MOMOLLbIO (hOPMbI, PacnosioKeHHOW Ha Beb-canTe ESET. B
3aBMCMMOCTY OT HaCTPOEK Ballero NPoAyKTa nepen 3anonHeHneM Beb-hopMbl MOXXET NOABUTHCS
OKHO 015 0TNpaBKW AaHHbIX 0 KOHMUIypaLmm CUCTEMBI.

MonyyeHue nHopMmauum gnsa cnyXxXodbl TeXHUYECKOM
noaaepXxku

Nudopmaumna pna cnyxObl TEXHUYECKON NOAAEPXXKK: B OTBET Ha 3anpocC CKOMUPYnTe 1
OTNpaBbTe MHMOPMaLMIO B CNYKOY TEXHNYECKON NoAAepXKW ESET (Hanpumep, CBeleHns o
NNLUEH3UN, UIMEHWN NPOAYKTa, BEPCUUN NPOAYKTa, OnepaLnoHHON CUCTEME N KOMMbIOTEpe).

ESET Log Collector — CCblNIKa Ha CTaTblo B 6a3e 3HaHWI ESET, OTKYyla MOXHO 3arpy3nTb NporpamMmmy
ESET Log Collector, KOTOpast aBTOMaTU4YeCKN COBUpPaeT MHGOPMaLMIO U XKYPHabl C KOMMbOTEpPa, 4TOObI
YyCKOPUTb pelleHne npobaem. [JonosHMTENbHbIE CBEAEHMS MOXHO NPOCMOTPETb B OHJANH-
PYKOBOACTBE MOJIb30BaTeNs ESET Log Collector3fiech.

Bk/ounTe paclimpeHHoe BeAeHEe XXYPHaoB, YTobbl CO34aTb paclUMPeHHbIE XKYPHabl 4151 BCEX
LOCTYMHbLIX KOMMOHEHTOB M MOMOYb pa3paboTymnkaM B fMarHOCTHKe 1 pelleHnn npobnem. Ons
MWHUMaNbHOW CTENeHN AeTaau3aunn XypHana yCTaHOB/EH ypoBeHb iMarHocTuka. PaclumpeHHoe
BeLleHMe XXypHanoB byeT aBTOMaTMYECKN OTKJII0YEHO Yepes ABa Yaca, €C/IM Bbl HE OCTAHOBUTE €ro
paHblle, WenkHyB OCTaHOBUTL pacluMpeHHoe BegeHue XypHanoB. Korga Bce XypHanbl byayT
co3faHbl, 0TOBPa3nNTCsH OKHO YBEAOMIEHUS A4S MPSAIMOr0 JOCTYNa K Nanke AMarHOCTUKK, B KOTOPON
COAEPXKATCS CO34aHHbIE XYPHabI,
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YyeTHas 3anucb ESET HOME

CocTosiHME NOAKNIOYEHMA YHETHON 3anncK ESET HOME MOXKHO MPOCMOTPETb B [JIaBHOM OKHe
nporpaMmbl > YyeTHasa 3anucb ESET HOME.

(esX) SMART SECURITY Exmem » - o X
Xeop ESET HOME ?
CkaHnpoBaHue
KOoMNBHOTERA

g 3T0 YCTPOWCTEO HE NOAKMKIYEHO K y4eTHON 3anuckn ESET HOME.
OBHoBnEHNE o .
r N - ESET HOME — 3To MecTo, rie MOMHO NPOCMaTPUBATE ECE BaLUKM AULEHIWW W

CepBuc L 3aLUMLLIEHHBIE YCTPOICTBA, a TakoKe YNpPaBnATe MMM,

LY

oD i
Hactpoiika ﬂ@
Cnpaeka n nogaepxka
YuetHan sanuce ESET ) MoakntoueHmne k ESET HOME
HOME | ! >

- =
=" Haunute YNPaenATe CEOUMMW AUUEHZMAMK K Z8LMLLEHHBIMKW YCTROWCTEAMK

9TO YCTPOMUCTBO HEe NOAKJIIOYEHO K Y4eTHOU 3anucu ESET HOME

LWenkHuTe MoaksyeHne K ESET HOME, YTobbl MOAKMOYMTL YCTPOWCTBO K ESET HOME W yNpaBnsTh
CBOVIMU JIMLLEH3NAMUN U 3aLULLEHHBIMI YCTPONCTBAMU. Bbl MOXXeTe NpoAUTb NLEH3MI0, MOBLICUTb
€e YPOBEHb WV PacLUMPUTL €€, a TakXXe NPOCMOTPETb BaXKHble CBeAeHUS. Ha nopTane ynpasiaeHus
MY B MOBMIBHOM MPUNOXKEHNUN ESET HOME MOXXHO [06aBNATb pa3fiyHble IMLEH3MU, 3arpyKaTb
MPOAYKTbI Ha CBOM YCTPONCTBA, MPOBEPSATb COCTOSIHME 6&30MacHOCTM NPOAYKTa U AENUTLCA
NNLLEH3MAMUN MO 3NIEKTPOHHON noyTe. [JonoNHUTENbHbIE CBEAEHUS MOXHO HAaNTU Ha OHJIaiH-CripaBKe
ESET HOME.

3TO YCTPOMUCTBO NOAKJIIOHEHO K Y4€THOMW 3anucu ESET HOME

Bbl MOXeTe ynpaBasaTb 6€30MacHOCTbIO YCTPONCTBA yAANEHHO C MOMOLLLID MOBUALHOIO NPUI0XKEHMNS
nnu noptana ESET HOME. LLlenkHuTe App Store nin Google Play, 4T06bl 0TOBpa3unacs QR-KOA, KOTOPbIV

MO>XHO NMPOCKaHNPOBaTb MOBUIbHBIM Te)'IECDOHOM 014 3arpy3kKku MOBUSIbHOIO npunnoxxeHums ESET HOME
13 Mara3unHa App Store Ui Google Play.

YyeTHasa 3anucb ESET HOME: nMS Ballen y4eTHOW 3anucu ESET HOME.

NmMa ycTpoMCTBaA: NMA 3TOr0 YCTPOMNCTBA, 0Tobparkaemoe B y4eTHOM 3anncu ESET HOME.
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OTKpbITb ESET HOME: OTKpPbIBAET MNopTas ynpasneHus ESET HOME.

YT106bl OTKNOUYNTL YCTPOWCTBO OT YYETHOW 3anucy ESET HOME, LWefKHUTe OTKIO4YUTLCA OT ESET
HOME > OTKIIO4UTb. JIMLEH3US, NCNOSb30BaHHAs ANs aKTUBALMKN, OCTAaHETCS aKTUBHOWM, 1 Balle
yCTpOnCTBO ByaeT noa 3aluTon.

NMoaknw4vyeHue K ESET HOME

MoaoknwoynTe CBOE yCTpOVICTBO K ESET HOME, 4T06bI NoNly4nTb BO3MOXXHOCTb NMPOCMaTpMUBaTb BCE
aKTNBNPOBaHHbIE NNLUEH3UN U yCTpOMCTBa ESET 1 ynpaBsiaTb UMU. Bbl MOXeTe NpoasinTb IULEH3NIO,
MOBLICUTb €€ YPOBEHb UJIN PaCLLUNPUTDL €€, a TaKXXe MPOCMOTPETb Ba>XKHble CBeAeHNA O JINUEH3NN. Ha
nopTasie ynpaBineHna nian B MOBMIbHOM npuNoXXeHun ESET HOME MOXXHO no6aBnaTb pa3finyHble
NINUEH3NK, 3arpy>Xatb NPpOoAYyKTbl Ha CBOU yCTpOIZCTBa, npoBepAaTb COCTOAHUE 6e3onacHoCcTn
NPOoAYKTa U AeNNTbCA JNUEH3NAMN NO 9)'IeKTp0HH0l7| noyre. JonosHUTENbHbIE CBEAEHNA MOXKHO
HaWTW Ha OHJ1anH-CNpaBKe ESET HOME.

(es[EL) SMART SECURITY =mm

BoriawTe B yueTHyto 3anuce ESET HOME (es[

AJpec INEKTPOHHON NoYTHI

G MpoaonxuTte c Google =
‘ MpogonxuTe c Apple

4
Sllg [MpockanupyiAte QR-Koa BoccTaHOBAEHME Napona

¥ BAC HET YUeTHOH 2anucu? Co3aaiiTe ee

.

MoAKAYNTE YCTPONCTBO K pelleHnto ESET HOME:

Mpu nogknto4eHnn K ESET HOME BO BpeMs yCTaHOBKM nau npu Bbibope Ucnonb3oBaThb
Y4YETHYI0 3anucb ESET HOME B Ka4yeCTBe MeTO[a aKTUBaLUN cnegynTe UHCTPYKLUUAM 13
pasgena Ucnonb3oBaHwWe y4eTHOW 3anucu ESET HOME.

Ecnn Bbl y)Ke yCTaHOBWIM 1 aKTUBUPOBaM ESET Smart Security Premium C MOMOLLbIO JINLEH3MNMK,
no6aBneHHOW B Bally y4e€THYH 3anucb ESET HOME, yCTPOMCTBO MOXHO NOAKMOYMUTL K ESET
HOME Ha nopTane ESET HOME. Cnefynte UHCTPYKUMAM B OHJ1aH-CripaBke ESET HOME u
pa3pewnTe nogkayeHme B ESET Smart Security Premium.
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1. B r/1aBHOM OKHe MporpamMmbl LENKHUTE Y4eTHYIO 3anucb ESET HOME > MoaKno4YnuTbCa K ESET
HOME nnn wenkHuTe NMopaKNo4YUTbCA K ESET HOME B yBeaoMmneHun MopaknioyeHne 3Toro
YCTPOMUCTBA K Y4E€THOM 3anucu ESET HOME.

2. Bxon B y4eTHy ESET HOME 3anuchb.

Ecnn y Bac HeT y4yeTHoI 3anncu ESET HOME, WwenkHuTe Co3aaTh Y4ETHYIO 3anucb, 4TOOb
3aperncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLMUAMW B OHNANH-CrIpaBke ESET HOME.
Ecnu Bbl 3abb1an Naposb, WENKHUTE | He NOMHIO NAPOJb U C/leAyNTe UHCTPYKLMSAM Ha
3KpaHe Uan 03HAaKOMbTECh C MHCTPYKLUMUSMUN B OHJaH-CripaBke ESET HOME.

3. BBeanTe UMA yCTpoOUCTBa U LWenkHUTEe MPo/oSIKUTD.

4. MNocne ycnewHoro noagkJao4YeHna oTKPoeTCs 0KHO €O ceefeHnamu. LLlenkHute NotoBo.

ABTOpM3auua B ESET HOME

CyLLecTByeT HECKOJIbKO cnocobos aBTopM3aLMn B y4eTHOWN 3anncu ESET HOME.

* Ucnonb3oBaTb agpec 3/1IeKTPOHHOMN NOYThbl U Naponb ESET HOME: BBeAUTe aapec
3JIEKTPOHHOM NOUTbI 1 MAPOJIb, KOTOPbIE Bbl MCMOb30BaNAV A5 CO3AaHMS YYETHON 3amnncu
ESET HOME, a 3aTeM LWeNkHMTe ABTOPU30BaThCA.

* Acnonb3oBaTb YY4ETHYIO 3anuCb Google/ApplelD: WwenkHUTe MpPoaonXuTb € Google 1n
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. MNocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha Be6-CTpaHuMLy NoaTBEpPXAeHUsS ESET HOME. YTo6bI
NPOAO/IKNTb, BEPHUTECH B OKHO MPOAYKTa ESET. [lonoNHWTe NbHble CBeAeHMS 06 aBTopmn3aLmm C
MOMOLLIbIO Y4ETHOW 3anuncn Google/ApplelD CM. B OHJ1aH-CNpaBke ESET HOME.

* MpockaHupoBaTb QR-KOA: LienkHUTe MpockaHupyuTe QR-KoA, 4ToObl 0TOOPa3nTb QR-KOA.
OTKpoWTe MOBUIbHOE NPUIoXKeHNe ESET HOME 1 MPOCKaHUPYTe QR-KOA WU HAaBeaWUTE KaMepy
yCTPONCTBA Ha QR-KOA. [lONOSIHUTENbHbIE CBEAEHMUS CM. B OHJIaliH-CripaBke ESET HOMIE.

Ecnm y Bac HeT y4eTHON 3anucu ESET HOME, LenkHuTe Co3aaTbh YY4€THYIO 3anUcChb, YToObI
3aperncTpupoBaThCS, UM 03HAKOMbTECh C MHCTPYKLMUAMU B OHMaNH-CNIPaBke ESET HOME.
Ecnun Bbl 3a6b111 Napob, WeESKHUTE i HE NOMHIO NAPOoJb U CelyNTe UHCTPYKLMAM Ha
3KpaHe 1AM 03HAaKOMbTECh C MHCTPYKLUUSMUN B OHNAMH-CripaBke ESET HOME,

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLINBKN.
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SMART SECURITY

BoiianTe B yueTHyto 3anuce ESET HOME (es[2y

Afpec 3NeKTPOHHON NoYTkl
G MpogonxuTte ¢ Google =
Mapons

‘ MpoaonxuTe c Apple

i

4
SIIE MpockanupyiATe QR-kog BocctaHoBAEHWE Napona

¥ Bac HET Y4eTHOIl 3anucn? Co3naite ee

»

He ypanocb BOUTU — pacnpocTpaHeHHble
OLIUNOKM

He ypanocb HauTu y4eTHYIO 3anucb, KOTOpas COOTBETCTBYeT
BBEeAEHHOMY aZipecy 3JIeKTPOHHOW NO4ThI

BBeneHHbIN agpec 3/IeKTPOHHOM MOYThl HE COOTBETCTBYET HM OAHON YY4E€THOM 3anucu ESET HOME.
LUlenkHnte Hasap v BBegMTE NpaBuibHbIA afpec 3J1eKTPOHHON NOYThl U Naposb.

YT0ob6bl aBTOPM30BaTLCS, HEOOXOAMMO CO3AaTh YHETHYIO 3anncb ESET HOME. ECnm y Bac HET y4eTHON
3anmncu ESET HOME, wenkHuTe Hasap > Co3paTbh Y4€THYIO 3anUCb WM 03HAKOMbTECh C pa3fesnom
Co3naHne HOBOW y4eTHOM 3anucu ESET HOME.

NMa nonb3oBaTesif M NapoJsib He COOTBETCTBYIOT APYr APYry

BBeneHHbIN Naposib He CoBMafaeT C BBEAEHHbLIM agpecoM 3/IeKTPOHHON noYTel. LLlenkHnTe Hasaa,
BBEAMTE MPaBU/bHbIV Maposib 1 ybeanTech, YTO BBEAEH MPaBUbHbIA afpec 31eKTPOHHON MOYThI.
Ecnn BaM BCe elle He yaaeTCs aBTOpPU30BaThCA, WenkHMTe Hasap > 1 He MOMHIO Napob, 4TOObI
cbpoCnTb Naposb, a 3aTEM CeAyNTE UHCTPYKLUMAM Ha IKpaHe M 03HaKOMbTECh C pa3fesioM A He
NOMHIO NMapoJsib ESET HOME.
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BbIOpaHHbLIN BApMAHT BXOAA He COOTBETCTBYET BalUueH
YYEeTHOM 3anucu

Balua y4eTHas 3anncb CBA3aHa C Ballen y4eTHOW 3anucbio B COLMabHOM CeTU. YTobbl
aBTOpPM30BaTbCA B ESET HOME, WwenkHuTe MpoaosXuTb € Google v NMpoaonXuTb € Apple, a 3aTeM
aBTOPM3yNTECh B COOTBETCTBYHOLIEN Y4eTHON 3anuncu. MNocne ycnewHonm asTopmnsaunm Bel bygerte
nepeHanpas/ieHbl Ha Be6-CTpaHULy noaTBepxaeHns ESET HOME. Ha nopTane ESET HOME Bbl MOXKETe
OTKJ/II0YNTb CBOIO YYETHYIO 3aMNnChb B COLMANbHON CETW OT CBOEN Y4eTHOWN 3anncu ESET HOME.

HenpaBunbHbIK NApPOJb

ITa ownbKa MOXKET BO3HMKHYTb, €C/IN Ball NPOAYKT ESET Smart Security Premium y>ke NMOAKJ/IO4EH K
ESET HOME ¥ Bbl BHOCMTE M3MEHeHUs, KoTopble TpebyoT aBTopu3aumm (Hanpumep, oTKaYaeTe
MoAayJib AHTUBOP), @ BBEAEHHbI BaMy MNaposib He COOTBETCTBYET Ballen y4eTHon 3anucu. LenkHute
Hasap v BBeguTe NpaBuibHbIN Naposb. ECM BaM BCe elle He yhaeTcs aBTOPM30BaThCA, WeNKHUTe
Hasap > 1 He NnoMHIO naponb, 4TobObI COPOCUTL MNapoJib, @ 3aTeM CiefynTe MHCTPYKLMUSAM Ha dKpaHe
MM 03HAKOMbTECh C pa3fesioM A He MOMHI Naposib ESET HOME.

HNobaBneHue ycTtpoucrtea B ESET HOME

Ecnn Bbl yXKe yCTaHOBUAW 1 @aKTUBUPOBAJIN ESET Smart Security Premium C MOMOLLbIO JINLEH3UMK,
[06aB/IeHHON B Bally YYeTHYIO 3anncb ESET HOME, yCTPOMCTBO MOXKHO MOAKIIO4YUTL K ESET HOME Ha
noptane ESET HOME:

1. OTnpaBbTe Ha CBOE YCTPOMCTBO 3anpocC Ha NoAKIYeHNKe.

2. B ESET Smart Security Premium 0T06pa3unTcs Ananorosoe okHo MopkKnioyeHue 3Toro
YCTPOMCTBA K Y4€THOM 3anucu ESET HOME C MeHeM Balleln y4eTHOW 3anncu ESET HOME.
LenkHnTe PaspewwunTb, 4T0Obl NOAKNOYNTL YCTPONCTBO K YKa3aHHOW Y4eTHOW 3anucu ESET
HOME.

OTMeHeH npumepHo Yepe3 30 MUHYT.

| Ecnn B3auMoaencTeme He Npon3onaeT, 3anpoc Ha NoakIoYyeHme byaet aBToMaTUYECKHN

I ononHUTeNbHbIe HAaCTPOUKHU

B paspene «PaclwmnpeHHble napameTpbl» MOXHO AeTasIlbHO HAaCTPOUTb ESET Smart Security Premium B
COOTBETCTBUK C BalLlMMIK I'IOTpe6HOCTFIMI/I.

YT00bl NONYYNTL JOCTYM K PACLUMPEHHBLIM MapaMeTpaM, OTKPOWTE [J1aBHOE OKHO NPOrpammbl U
HaXXMUTe KNaBuLy F5 Ha KaBuaType uan wenkHute Hactpomka > PacluMpeHHble napaMeTpbl.

B 3aBMCUMOCTM OT HacTPOEK [0CTYMNa BaM MOXET ObITb MPEAI0XXEHO BBECTU MNaPOJib, YTOObI
OTKPbITb PACLUMPEHHbIE NapaMeTpbl.

B paclimpeHHbIX napameTpax AOCTYMHbI HACTPOVKN A1 CAeAYIOLULMX /IEMEHTOB:

* Moaysib 0bHapy)xeHus
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* 0bHOBJIEHUE;

* 3allnTa

* Cny>XebHble nporpamMmmsl

* [TogknyeHne

* IHTepdenc nosb30BaTENS

* YBeIOMJIEHUS

* HacTponKu KoOHDUAEHLNAIbHOCTH

SMART SECURITY EXTEm
,ﬂ,OﬂOﬂHHTEHbeIE HaCTPOﬁKH

| Mogyns oGHapyxenns @ B Pearnposanme npn o6HapyxeHnn

OGHOoBAEHWE OGnapyxeHne BpefoHOCHBIX Nporpamm (Ha oCHOBE
MawwHHoro obyyexns)
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OBHapyxeHne

3awnTa GarnoBoi cMcTeMsl
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B pa3gene PaclumpeHHble napaMeTpbl > Mogynb 0OHApPY)XeHUs MOXXHO HAaCTPOUTL CleayoLue

onuuu:
e IcKnt4YeHuns
* PacllmpeHHble napaMeTpbl

* CKaHep ceTeBoOro Tpaduka
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NUcKnio4vyeHus

NckniovyeHus no3BosISOT NCKIOYNTL 00bEKTHI U3 MoAyNs 06HapyXeHus. YTobbl obecneunTs
CKaHUpOBaHME BCeX 0OBEKTOB Ha HaMyMe Yyrpo3, PEKOMEHYETCA CO3AaBaTh UCKIOYEHMNS TONBKO B
cnyyvae KpaliHein HeobxoamumocTu. Cnyyaun, B KOTOPbIX MOXKET NMOHaA06UTLCA NCKYNTb 0OBbEKTHI,
BKJIIOYAIOT CKaHMpoBaHMe 6a3 AaHHbIX 60bLLON EMKOCTU, KOTOPbIE 3aMeanseT paboTy uan
nporpamMmmHoe obecrneyeHne, KOTOPOe NPOTUBOPEYNT CKAHNPOBAHNIO.

Vcknoyerns ans ObICTPOAENCTBYSA: UCKIOYEHUE alioB 1 NanoK 13 CKaHWpoBaHus. ckntoueHns
Anst ObICTPOAENCTBUA NONE3HbI AN UCKOYEHNS NP CKAHUPOBAHUM UFPOBLIX MPUIOXEHWUIA Ha
ypoBHe (halinos, HeNpPaBMUIAbLHOM NOBEAEHUN CUCTEMbI UV NOBbILLEHHON NPOU3BOANTENBHOCTH.

Vcknoyenns n3 obHapyxeHrs N03BONIAIT UCKIIOYNTL 06beKTbl U3 0BHapyXeHWs, NCMob3ys UMS
obHapyXxeHus, NyTb Wan xeww. OHWM HEe UCKITIOYAIT (hasibl U ManKM U3 CKaHMPOBAHNA Kak AenaloT
NCKNoYeHns ana beictpogencTemsa. cknoveHns obHapyXeHUs NCK0YalT 06beKTbl TOIbKO NpU nx
obHapy>xeHun Moaynem obHapyXeHns 1 eCiv B CIUCKE NCKOYEHUIA MPUCYTCTBYET
COOTBETCTBYIOLLEe NpaBuJIo.

He cTounTb nyTaTb C APyruMm Tunamun NCKNIOYEHNIA:

* lckNIt0YeHMa 13 orepaLn: BCe onepauun ¢ gannamm, OTHOCSLMECS K UCKIOYEHHbIM 13
CK@HUPOBAHMA NPOLECCaM MPUI0XKEHNS (MOXXET NOHaA0bMTCA 415 NOBbILEHNS CKOPOCTH
pPe3epBHOIr0 KOMMPOBAHWS U AOCTYMHOCTW CyX0).

* IckN04YeHHble paclunpeHns danios

* /ICKJII0YEHUSA CUCTEMbI HIPS

s OunbTp «AckawyeHne» aas 3anThl Ha ocHoBe obnaka

UcknioueHus pnsa oObiCTpooencTBus

NcknoveHnsa ons 6bICTpO)J,el7|CTBVIFI NO3BOJIAIOT UCKIOYNTL (Daitibl U NANKN U3 CKAHWPOBAHUA.

Mbl peKoMeHAyeM C034aBaTh UCKYEHUs A5 ObICTPOLEeNCTBMA TOSIbKO Npu abcontoTHON
HeobxoaMMOoCTH, YTOObl FrapaHTMPOBaTb, YTO BCE 0OBEKThI MPOCKAHWPOBaHbl Ha Han4Ke yrpos.
OfnHako, BCe e MoryT bbITb cUTyaummn, Korga Bam NoHagobunTcs CKNYnTb 06bEKT, Hanpumep,
LlaHHble 6a3bl faHHbIX 60/bLLION EMKOCTU, KOTOPbIE 3aMedNfI0T KOMMbIOTEP BO BPEMS CKaHMPOBAHWS,
nnn MO, KoTopoe co3paeT NPenaTCTBUA 418 CKaHMPOBaHMA.

®aisibl 1 MNanKyM MOXXHO NCK/IOYUTb N3 CKAHUPOBAHUS U MOMECTUTb B MepeYeHb UCKYeHMI, BbiIbpaB
PaclivpeHHble napaMeTpbl > Mogynb oOHapy>xeHus > Uckniouyenus > UcknoueHusa ans
ObicTpopencTeus > U3MeHUTD.

He cnepyet nytaTh 3TY PYHKLUNIO C 4PYTMMU BO3MOXHOCTAMU UCKJIIOYeHNA — VIckYyeHnsa 13
0bHapyxxeHus, Ncka4YyeHHble paclumpeHmns danaos, IcKnnyeHns cuctemsl HIPS nnm
NcknwYvyeHns a5 npoLLeccosB.

YT106bI NCKNYNTL 00BLEKT (NYTh: (halin AN Nanka) U3 CKaHNpoBaHMWs, WenkHuTe Jo6aBuTb 1
BBEAMTE COOTBETCTBYIOLLNA NyTb UV BbliAENNTE ero B APeBOBUAHON CTPYKTYpe.
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SMART SECURITY Emmmma o X

WMcknrouenus ans BeicTpoaeiictema

Wernrounte nyte Kommentapni

Job6aeute | VMamenute = Yaanute Wmnopt | Skcnopt

Yrpo3sa B ¢haiinie He byaeT obHapy)KeHa MoaynemM 3awuTbl (paNOBOW CUCTEMbI B peasibHOM
BPEeMeHM 1M MOJly/leM CKAaHMPOBaHUA KOMMNbIOTepa, ec/in (haiial COOTBETCTBYET KPUTEPUAM
0151 UCKJIOYEHUS 3 CKAHUPOBAHMS.

DJZ1IeMEeHTbl ynpaBieHusx

¢ No6aBUTb: KOMaHAa, UCKOYalOLLAs 00 BEKTI U3 CKAHUMPOBAHNS,
* N3MeHUTb: N3MeHeHne BbigeeHHbIX 3anucen.

* YpanuTb: yaaneHume BbibpaHHbIX 3anmcen (4Tobbl BbibpaTh HECKOILKO 3aMnCeNn, WenkanTe
nX, yOep)XnBas Ha)xaTom Knasuwy CTRL).

HNobaBneHue nan U3sMeHeHme UCKJIDYEeHUHN
ANA ObICTPOAENUCTBUSA

[nanoroBoe OKHO UCKJIOYaET onpedenénHbln NyTb (hana unm KaTanor) 48 3Toro KoMnbloTepa.

BbibepuTe NyTb NAM BBEOAUTE BPYYHYIO
Y1066l BIOPAThL HYXHbIN NYyThb, BbibepuTe ... B nosie MyTb.
Mpun BBOAE BPYYHYIO CM. LONOJIHUTEIbHbIE NPUMepsl (hopMaTa UCKIIYEHNA HUXKE.
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@00 SMARTSECURITY EImEm X
JobaButb uckitoueHne ?
MyTo a
KommerTapuii a

Ons ncknoYeHns rpynn ¢annoB MOXXHO NCMOJIb30BaTb CUMBOJIbI MOACTAHOBKU. BonpocuTenbHbIN

3HaK
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(?) obo3HavaeT 0AMH CMMBON, @ 3Be3404Ka (*) — CTpoKy U3 ntoboro KoAn4ecTsa CMMBOJIOB.

e YT06bI MCKOYNTL BCE (Paitsibl 1 BNOXKEHHbIE NAMNKW B ONPeaesIeHHON Nanke, YKaXxnte nyTb K
nanke n ncrnonb3ynte mMacky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuimpeHneM DOC, NCNOJSb3ynTe Macky *.doc

e ECin Ma ncnonHaemoro anna CoaepXuT onpeneneHHoe Yncao CUMBOOB (M CUMBOJIbI
MOryT MEHATbCS), MPUYEM M3BECTHA TOJILKO NnepBas bykBa nMeHU (Hanpumep, D), NCMOb3YyNTe
cnegywowmin opmar:

D????.exe (3HaKM BONPOCA 3aMEHAOT OTCYTCTBYOLLMNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb A0JKEH 3aKaH4YMBaTbCA obpaTHOM Kocon YepTon ((\)) 1 3Be3go4kon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXNMoe KOTopoe (halbl N BAOXKEHHbIE NanKu)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBepneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAy i CKaHUMPOBaHMA Tools
MOXXEeT Takxe bbiTb UMeHeM (aina.

* C:\Tools\*.dat: 3TO NpUMEHAETCA AN19 UCKOYEHUS (halnsioB .dat B Nanke Tools.

* C:\Tools\sg.dat: NPUMEHSAETCHA AN UCKIIOYEHNA OTAESIbHOr0 (hanna, pasMeLleHHOro B TOHHOM
nyTu.



Ona onpeneneHnsa NCKIOYEHNA N3 CKaHWPOBAHUS MOXXHO MCMOb30BaTb CUCTEMHbIE
nepeMeHHble, Hanpumep %PROGRAMFILES%.

* YT106bl NCKNOUYUTL NanKy «Program Files» C MOMOLLbIO TaKOW CUCTEMHOW NMEPEMEHHOWN, YKaXNTe
B MCKJIIOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 006aBUTbL 0OpaTHYIO KOCYIO HYEPTY U
3BE3[04KY B KOHLE MYyTK).

* YT106bI NCKNIOUYUTL BCE halisibl U NaNKU B NogkaTanore %PROGRAMFILES%, yKaXKnTe NyTb
%PROGRAMFILES%\Excluded Directory\*

N Pa3BepHYTb CMNCOK NOAAEPXKNBAEMbBIX CUCTEMHbIX MEPEMEHHbIX

dopmMaT UCKOYEHUSA NYTN NOAAEPKMBAET Cneayolmne nepemMeHHsble:
e %ALLUSERSPROFILE%

e %COMMONPROGRAMFILES%

® %COMMONPROGRAMEFILES(X86)%

e %COMSPEC%

e %PROGRAMFILES%

® %PROGRAMEFILES(X86)%

e %SystemDrive%

e %SystemRoot%

e %WINDIR%

e %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) W
nepeMeHHble cpelbl (HanpuMep, %PATH%) He NOALEPKMNBAKOTCS.

MporpamMmma MHOr i@ MOXXET NMPaBUSIbHO NCKJII0YaTb M3 06paboTKM NyTW C MOACTAHOBOYHbIMU
3HaKaMu B cepeanHe (Hanpumep, C:\Tools\*\Datal\file.dat), HO O(ULMANBHO 3Ta BO3MOXXHOCTb HE
noAdep>XMBaeTCs.

Mpy MCMOJSIb30BAHNN UCKIIYEHUI U3 0BHAPYXEHUS OrPaHUYEHNS HA UCMOJIb30BaHME
CrneunanbHbIX CUMBOJIOB B CEpefiviHe NyTH HE NMPUMEHSATCS.

» HacTpolika ypoBHS NpuopuTeTa As UCKIOYEHWUIA C MOMOLLbIO KHOMOK «B Havyano» n «B
KOHeL» (Kak B pa3mene [pasusa aepsosia, rae Npasuia nocsieoBaTeslbHO BbINMOAHATCA
CBEPXY BHW3) HEe NpefyCcMOTpeHa.

« Korga Moay/ib CKaHWPOBaHUS 0BHapyXMBAET COBMNaeHME C NEePBbIM NPUMEHVMbIM
NpaBuW/IOM, BTOPOE NPUMEHMOE NPaBUIIO He NPOBEPSETCS.

* YeM MeHblLe NpaBusl, TeM BbICTpee NPOUCXOANT CKaHMPOBaHNE.

« He cnefyeT co3faBaTh COBNajatoLlne npasuia.

¢OpMaT UCKJTIOYEeHUA NYTH

08 CKNoYeHna rpynn annos MOXXHO UCMONb30BaTb CUMBOJIbI MOACTAHOBKN. BonpocuTensHbIn
3HaK (?) 0603HavYaeT 0AUH CMMBOJ, a 3Be3[04Ka (*) — CTPOKy M3 ntoboro KoamyecTsa CUMBOJIOB.



e YT00ObI NCKNIOYNTL BCE (halsibl N BNIOXKEHHbIE MaNKK B ONpeaeneHHon Nanke, yKaxuTe nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuinmpeHneM DOC, NCNoJSb3ynTe Macky *.doc

e ECnv Ma ncnonHaemoro danna CoaepXXnT onpeneneHHoe Yncao CUMBOOB (M CUMBObI
MOryT MEHATbLCS), MPMYEM M3BECTHA TOJILKO NepBas bykBa NMeHU (Hanpumep, D), ICMOAb3YyNTe
cnepyowmi hopmar:

D????.exe (3HaKM BONPOCa 3aMEHAOT OTCYTCTBYOLLNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4MBaTbCS 0bpaTHOM Kocon vyepTon ((\)) n 3Be3moykon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXMNMoe KOTopoe (halnbl 1 BAOXKEHHbIE Nanku)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBeneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAYJ i CKaHUPOBaHMA Tools
MOXXET Takxe bbiTb UMeHeM (ainna.

* C:\Tools\*.dat: 3TO NpUMeHAeTCa ANA UCKAOYeHNS halnnoB .dat B nanke Tools.

* C:\Tools\sg.dat: N(PUMEHSAETCSA AN UCKIIOYEHNA OTAEJIbHOr0 (hanna, pasMeLleHHOro B TO4HOM
nyTu.

Ons onpepeneHns NCKM0YEHNN N3 CKaHUPOBAHNA MOXKHO MCMOJIb30BaTb CUCTEMHbIE
nepemMeHHble, HanpuMmep %PROGRAMFILES%.

* YT106bl NCKNOUYUTB NanKy «Program Files» C MOMOLLbI TaKOW CUCTEMHOW MEPEMEHHON, yKaXuTe
B MCKOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 06aBUTbL 0B6paTHYIO KOCYIO HYEPTY U
3BE3404KY B KOHLLE MyTH).

* YT06bI NCKNOYNTL BCE haiibl M Nanky B NogKaTanore %PROGRAMFILES%, yKaXXNTe NyTb
%PROGRAMFILES%\Excluded Directory\*

V Pa3BepHYTb CNMCOK MOAOEPXKNBAEMbIX CUCTEMHBIX MEPEMEHHbIX

®dopMaT UCKJIYeHNsA NyTW NOALEPXKMBAET Cnelylolne nepeMeHHble:
* %ALLUSERSPROFILE?%

* %COMMONPROGRAMFILES%

* %COMMONPROGRAMEFILES(X86)%

* %COMSPEC%

* %PROGRAMFILES%

* %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

e %WINDIR%

* %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) v
nepeMeHHble cpelbl (Hanpumep, %$PATH%) He NOALEPXMBAIOTCA.

UckniouyeHusa U3 obHapy>xeHus

NcknioveHns n3 obHapyXeHUs MNo3BOJNIAIT UCK/IOYUTL 06EKThI U3 CMMCKa 0OHAPYXEHUs NyTem
UNbTPALMM UMEHN 0OHaPYXXeHUs, MyTK 06bEeKTa UK ero xeLla.
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Kak paboTaeT ncknoyeHmne obHapyxxeHus
VckntoyeHns ns obHapyxeHns He UCKN0YatoT alibl 1 Manku n3 CKaHMPOBAHNSA, Kak AenaioT
Vcknovenns ang beicTponencTems. McknoveHnsa obHapyXeHna NCKYaloT 06bEKTbI TONBKO
npw ux obHapy>xeHun Mmoaysnem obHapyXeHNs 1 eCin B CMIUCKE NCKIOYEHWUIA MPUCYTCTBYET

v/ COOTBeTCTBYylOLLEE NPABUIIO.
Hanpumep (cM. nepBbI pag Ha n30bpa)keHun Hxe), Korga obbekT onpefenseTcs Kak
Win32/Adware.Optmedia 1 06Hapy>XeHHbI hainn — C:\Recovery\file.exe. BO BTOPOI CTPOKe,
KaXXAbl (hali, B KOTOPOM eCTb NOAXOAALLMMA Xel SHA-1, Bcerfa byaeT NCKYeH, HECMOTPA Ha
nMsa 0bHapyXeHus.

SMART SECURITY XD o x

Ncknrouenuns nz obHapykeHus

Kpurepun obrextos Hcknrounts obnapyxenne Kommentapmia
C\Recoveny\*.” Win32/Advare.Optmedia
678C1422DEB67141B947EATODESAZDET14AFAEST fMoboe obHapyxeHue SuperApi.exe
fAobaeute  MameHuTe  Ypanute Mmnopt  3kcnopt

YT106bI yOEanTHLCS, 4TO BCE Yrpo3bl 06HapPYXEHbI, Mbl PEKOMEHAYEM CO34aBaTb UCKOYEHNS U3
obHapy>xeHunsa TONbKO Toraa, Koraa 31o abconoTHO Heobxoaumo.

Y1066 LOBaBMTL haisibl U Nanky B CIMCOK UCKNOYEHUNI, BbibepuTe PacluvpeHHble napameTpbl >
Moaynb obHapyxeHus > UcknioueHus > UcknioyeHus u3 obHapy>xeHus > U3SMeHUTb.

He cnepyeT nyTaTh 3Ty (OYHKLUMIO C APYTrMMU BO3MOXXHOCTAMU UCKIHOYEHNA — VICKJIYeH s
Onga bbicTpoaencTeuns, cknoyYeHHble paclumpermns dannos, UCKaYeHns cuctembl HIPS nau
NckaoYeHns as1s npoLeccos.

YT106bI NCKNHYNTE 00BLEKT (M0 Ha3BaHWI 0bHaAPYKEHUS UK Xelly) U3 Moayns 0BHapYXXeHus,
HaXKMUTe KHornky JLo6aBUTb.

Ins noTeHUMaNbHO HeXXenaTelbHbIX U NOTEHLMaIbHO ONaCHbIX MPUI0XKEHN TaKXe MOXXHO CO34aTb
NCKJTIOYEHMNE MO UMEHW 0BHapyXeHUS.

* B okHe npepynpexnaeHus, kotTopoe coobaeT 06 obHapyxeHun (LwenkHnTe MokKasaTtb
pacwmpeHHblie napameTpbl 1 BbibeprTe UCKNIOYUTL U3 0OHapy>XeHus).

* 13 KOHTEKCTHOrO MeHio «daltibl XXypHana» C MOMOLLbi0 MacTepa co3aaHuns UCKII0YEeHNSs 13
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obHapyxxeHus.

* LllenkHyB UHCTPYMeHTbI > KapaHTUH, Noc/ie Yero WenkHyB NpaBoil KHOMKOW MblLLN
HaXoAALLIMINCA Ha KapaHTWHe (haiin 1 BbIbpaB B KOHTEKCTHOM MeHI0 KOMaHy BOCCTaHOBUTL M
MCKJIOYUTbL U3 CKAaHUPOBAHMA.

Kputepum o00beKToB UCK/IIOHYEHUA U3 ODHapyXXeHus

* MyTb. OrpaHnyeHne UCkYeHns N3 obHapyxeHusa oas onpegeneHHoro nytu (nnu nwboro
LpYyroro nyTu).

* Umsa oOHapy>XeHus: ecm psagom C UCKI0YaeMbIM haliioM YKa3zaHo nMs obHapyxeHus,
ans1 MCKDYAeTCa TObKO AJ18 3TOro obHapy>KeHUs, a He MONHOCTLI0. Ecnm 3ToT hann
BMOCNEACTBUN OKaXXETCA 3aparKeHHbIM APYrov BpeaoHOCHOW NporpamMmmon, oH byaeT
obHapyXxeH.

« Xew: chaitn UCKOYAETCA Ha OCHOBAHMMN YKa3aHHOI0 Xella SHA-1 He3aBUCKMMO OT TWNa,
PACMOIOXKEHUS, UMEHN UM PaCLUNPEHMS.

NobaBneHne nau U3sMeHeHue UCKJIIOYEeHUH u3
oOHapy>xeHus

NcKniouuTb OOHapyXeHue

CnepyeT yKa3saTb AeNCTBUTENbHOE UMA Ans obHapyxeHus ESET. YTobbl onpeaennTs umMs
obHapyXxeHus, nepengnte B pasgen Gansl xxypHana n BbibepuTe anemeHT OOHapy>XeHus B
packpbiBaoLWwemMcs MeHto «Daisibl XXypHasia». 9TOT napameTp noneseH npu obHapyxeHun obpasLia
NIOXXHOro cpabaTbiBaHMs B ESET Smart Security Premium. [J06aBASiTb B MCK/IOYEHMS peaibHble
3apaXxeHns KpanHe onacHo. PeKOMeHAyeM UCKII0YaTb TOIbKO 3aTPOHYTbIe halsibl N KaTanoru,
WEeSIKHYB 3/1eMEHT ... B none Macka nyTu, nmbo genaTb 3TO TOJIbKO Ha OrPaHUYeHHbIN Nepros
BpeMeHU. VICKNI0YeHUs Takxxe NPUMEHSITCA K MNOTeHLMaIbHO HexenaTesbHbIM, NOTeHLUaNbHO
OMNacCHbIM 1 NOA03PUTESIbHBIM MPUSIOKEHUSM.

CM. TakxKe DopMaT UCKIYEHUS MY TU.

SMART SECURITY EXDED

X

(2%

MzmeHnTb ncknroYyeHue
MyTe C\Recovery\**
Kew

Wima oBHapyxeHua Win32/Advare.Optmedia

Qe @

KormenTapuii

CM. Takxe [pumMep NCKNYeHNs 13 06HapY)XEHNS, KOTOPbINA NMPUBELEH HIKE.
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NckniouuTb xXeLl

®aln NCKYAETCS HAa OCHOBAHUM YKa3aHHOI 0 Xella SHA-1 HE3aBMCUMO OT TWMa, PacroNoXeHUs,
VMEHN U pacLUUpEeHNs.

SMART SECURITY EXTED X

MameHWTb MckNoYeHne

MyTe ... @
Kew 678C1422DEBRT141B94TEATO0E | €)
e cBHapyxeHna a
KommerTapuii Superhpi.exe (1]

YT106bI NCKIOYNTL onpepesieHHoe 06Hapy>KeH|/|e no MMeHn, BBEAWNTE MNMpaBuJibHOE NMA
obHapyxeHus:

Win32/Adware.Optmedia

Takxe Ona NCKJIlo4eHun4 O6H8py>KeHI/I$I C NOMOLLbIO OKHa npeaynpexaeHns ESET Smart Security
Premium MO>XHO BOCMO0J1b30BaTbCs NMPUBEAEHHbLIM Aajiee (bOpMaTOM:
@NAME=Win32/Adware.Optmedia@TYPE=ApplicUnwnt
@NAME=Win32/TrojanDownloader.Delf.QQI@TYPE=Trojan

@NAME=Win32/Bagle.D@TYPE=worm

dneMeHTbl ynpaBJieHUs

* NoGaBuTb: KOMaHAa, NCKJIOYalOLWLaa 06BbEKTLI U3 CKaHWUpoBaHNA.
* N3MeHuTb: N3MeHeHne BblAeNeHHbIX 3anucen.

* Ypanutb: yaaneHue BbibpaHHbIX 3anucen (4Tobbl BbiIbpaTb HECKOBKO 3anncen, WwenkanTte
nX, yAepXXnBas Ha)kaTon Knasuwy CTRL).

Co3paHue UCKJIoYeHnsa U3 obHapyXxeHus
MacTepa

NcknioveHne n3 obHapyXeHUs TakXe MOXKHO CO34aTb U3 KOHTEKCTHOr0 MeHto Daisibl XXypHasa
(HepoCTYNHO AN 06HapyXeHNs BPeAOHOCHbIX MPOrpamMMm):

1. B rnaBHOM OKHE MporpaMmbl WeJKHNTe MHCprMeHTbI > dannbl XyPpHana.

2. LLlenkHnTe NpaBoit KHOMKOW MbIlK 0BHapyxeHne B pa3aese XKypHan obHapy>XeHUM.

3. BbibepnTe Co3paTh UCKIIIOYEHMeE.
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YT06bl NCKOYUTL OJIHO AN HECKOJIbKO 06Hapy>KeH|/||7| Ha OCHOBE KPUTEPUU UCKITIOYEHUA,
WeSIKHUTE 31eMeHT U3MeHuUTDb Kputepuu:

* TouHble pannbl: UCKITIDYEHME KAXLO0ro aitia no xewly SHA-1.
* OBGHapy>XeHue: UCKYEHNEe KaXXaoro danna no uMeHn obHapyXeHus.

* MyTb + oOHapyXXeHue: NCKI0YEHNE KaXKA0ro (aiia No MMeHN 1 NyTu 0bHapyXXeHus,
BKJItOYas UMs panna (Hanpumep,
file.///C:/Users/user/AppData/lLocal/Temp/34e1824e/ggdsfdgfd.pdf.exe).

PekoMeHpyeMas onums BbI6VIpaeTCF| npeaBapnTesibHO B 3aBUCMMOCTU OT TWMa 06Hapy)KEHVIFI.

KpoMme Toro, nepep HaxaTMeM Ha 3/1ieMeHT Co3aaTbh UCKJIIOYEHMue Bbl MoXXeTe f00aBUTb
KOMMEHTapuH.

Moaynb oOHapy)>XeHUs pacLUMpPeHHbIX
napaMeTpoB

BknouuTb pacluMpeHHoe CKaHUpOBaHUe € NOMOLLbIO AMSI — 3TO CpeCTBO Microsoft Antimalware
Scan Interface, KOTOpPOE JaeT BO3MOXXHOCTb CKaHUPOBaThb CLeHapumn PowerShell, cLueHapun,
BbiNosiHAeMble cepBepoM Windows Script Host, @ Tak>Xe flaHHble, KOTOPble CKaHUPYKOTCA C MOMOLLbIO
nakeTa SDK AMSI.

CkaHep ceTeBOro tpacpuka

CkaHep ceTeBoro Tpaguka obecneymBaeT AN NPOTOKOJIOB NPUSIOXKEHU 3aUTY OT BPEAOHOCHbIX
nporpamm, Kotopas o6beanHAeT MHOXECTBO NepeoBblX METOL0B CKAHMPOBAHUSA Ha Hann4yune
BPeLOHOCHbIX nporpaMmM. CKaHep CeTeBOro Tpadrka aBTOMaTUYECKN CKaHUPYEeT NPOTOKOJIbl HTTP(S),
POP3(S) 1 IMAP(S) HE3aBMCMMO OT MCMOJIb3YEMOr0 MHTEPHET-6pay3epa nan NOYTOBOro KAneHTa. Bbl
MOXXKETe BK/II0YNTb N OTKJIYNTL CKaHep CeTeBoro Tpaduka B pa3saesie PaclunpeHHsie napamMeTpsbl >
Moaynb obHapyxeHus > CKaHep ceTeBoro Tpadguka.

Bkno4yuTb CKaHep ceTeBOro Tpadumka: ecnm 3Ty onumio OTKAYUTb, NPOTOKObI HTTP(S), POP3(S) 1
IMAP(S) CKaHMpoBaTbCs He byayT. ObpaTuTe BHMMaHUe, YTO NS CNeayowmnx yHKUMN ESET Smart
Security Premium CKaHep CeTeBOro Tpadmka A0/MKEH ObiTb BKJIHOYEH:

e 3allUMTa O0CTYMNa B VIHTepHeT

¢ POOANTENLCKUN KOHTPOJIb

¢ 3aWwmnTa 6BaHKOBCKOW ONJIaThl

* SSL/TLS

¢ 3alMNTa OT DULLMHIA

* 3allMTa NOYTOBOro KJMEHTa
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3awuMTta Ha ocHoBe obnaka

ESET LiveGrid®(0CHOBaHHas Ha NepeaoBoi CUCTeMe CBOEBPEMEHHOr0 06Hapy»XeHust ESET
ThreatSense.Net) UICNO/b3YeT JaHHbLIE OT NoJib30BaTeNel ESET CO BCEro Myupa 1 oTNpaBnsieT ux B
BUPYCHYIO NlabopaToputo ESET. CeTb ESET LiveGrid® No3B0oJIS€T NOy4aTb NOA03PUTE/bHbIE 006pa3Lbl 1
MeTalaHHbIe, MO3TOMY Mbl MOXKEM He3aMedITeNIbHO pearnpoBaTh Ha NOTPEOHOCTM Nob30BaTENEN
1 obecneynTb rOTOBHOCTb ESET K 06€3BpEeXBaHNI0 HOBEWLLMX Yrpo3.

ESET LiveGuard — 3T0 pyHKUUS, ob6aBnsoWas ypoBeHb 3allMTbl, CNeLnanbHO pa3paboTaHHbIn ans
yCTpaHEHWsl HEBUIAHHbIX paHee yrpo3. Ecim 3Ta (yHKLUMUS BKIOYEHA, MOA03PUTENbHbIE 06pa3Lbl,
KOTOpbIE eLlle He NOATBEPXXAEeHbl KaK BPeAOHOCHbIE, HO MOTYT Ccofep>XaTb BPeLOHOCHbIE
nporpamMmbl, ByayT aBTOMATUYECKN OTNPaBAATLCA B 061aK0 ESET.

HOCTYMNHbI YKa3aHHble HXXe BapuaHThI.

BknioyeHue cucteMbl penytauuvm ESET LiveGrid®, cUCTEeMbl
obpaTHOM cBA3M ESET LiveGrid® U ESET LiveGuard

Cuctema penyTaumm ESET LiveGrid® paboTaeT Ha ocHoBe 06J1a4HbIX BeibiX U YePHbIX CMMCKOB.
Cuctema obpaTHOI CBA3M ESET LiveGrid® cobnpaeT MH(OPMaLIMIO 0 KOMMNblOTEpe NoJib30BaTeNs,
KOTopasi CBsi3aHa C HOBbIMM 0BHaPY>XeHHbIMK yrpo3amu. yHKLUMS ESET LiveGuard 06HapyXuneaeT
HOBble, paHee He BCTPeYaBLUNECSs Yrpo3bl, aHAM3NPYs NX NOBEAEHME B NECOYHNULLE.

Mosfb30BaTe/lb MOXKET NMPOBEPUTL PEMyTaLIMIO 3aMYLLEHHbIX NPOLIECCOB W (haitIoB HENoCpeaCTBEHHO
“3 UHTepelca NPorpamMmmMbl UM C MOMOLLbI KOHTEKCTHOrO MeHI0, NpW 3TOM AOCTYMNHA
AOMOSHMTENbHAA NHOPMaLMs 13 ESET LiveGrid®. bnarogaps npoakTUBHOM 3aLmTe ESET LiveGuard
NCNOJIHEHUE HOBbIX (hainoB 6OKMPYETCSH [0 NOJyYeHUs pe3ybTaTa aHaau3a.

BKJIIOYUTb CUCTEMY penyTauum ESET LiveGrid®

CucTtema penyTauum ESET LiveGrid® paboTaeT Ha 0CHoBe 0611a4HbIX 6enbiX 1 YEPHbIX CMUCKOB.

MpoBepuTe penyTaunto 3anyLLeHHbIX MPOLEeCcCcoB K (haisioB HEMOCPEACTBEHHO B NHTepdence
NpOrpaMMbl NN B KOHTEKCTHOM MeHto, bnarogaps 4emy CTaHOBUTCSA AOCTYMHA AOMNOJIHUTENbHAA
NHGopMaunsa n3 ESET LiveGrid®.

BKNIOYUTb CUCTeMy OOpaTHOM CBA3M ESET LiveGrid®

CucTtema obpaTHOWM CBA3M ESET LiveGrid®, 4ONONHAOLWAA CUCTEMY penyTaumm ESET LiveGrid®, cobupaeT
NHOPMaLIMIO 0 KOMMbIOTEPE NOJIb30BaTENS, KOTOpPas CBA3aHa C HOBbIMU OBHaPYXXEHHbIMU Yrpo3aMu.
3T0 MOXeT ObIThb:

* Obpaseu nam Konus ¢anna, B KOTOPOM BO3HUKIIA Yrpo3a
* MyTb K hanny
* Ima channa

* [laTa n Bpems
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* [1pouecc, C NOMOLLLIO KOTOPOro yrpo3a NosiBuUiacb Ha KOMnbloTepe
* IHhopmauwms 06 onepaumoHHON CMCTEME KOMMblOTEpa

Mo yMon4yaHuto nporpamma ESET Smart Security Premium OTMpaBAseT Noao3puTebHbIe (halibl B
BUPYCHYto NabopaToputo ESET AN TLATeNbHOr0 aHam3a. Bcerga uckatoyatotcs dainbl
onpeaeneHHbLIMU PaCLUMPEHUAMM, TaKUMKN KaK .doc U .xls. Tak)Xe MOXHO [06aBUTbL apyrue
PACLLUMPEHNS], eCIN NONMTUKA BaLllei opraHn3auun NpeanucbiBaeT UCKITIOYEHNE N3 OTMPAaBKU.

MoapobHble cBeaeHns 06 0TNpaBKe COOTBETCTBYIOWMX AAaHHbIX NPUBeAeHbI B [TonnTuke
KOH(OUAEHUNANBHOCTMU.

He Bk/IO4YaThb ESET LiveGrid®

(DyHKLI,I/IOHa}'IbHOCTb nporpamMmmMHoro obecneyeHus npn 3TOM HE TEPAETCA, HO B HEKOTOPbLIX CNny4aax
ESET Smart Security Premium MOXXeT BbICTpee pearnpoBaTb Ha HOBbIE Yrpo3bl, KOrga cumctema ESET
LiveGrid® BKJItoYeHa. Ecnmn cuctema ESET LiveGrid® ncnoJsib3oBanach paHee, HO bbina OTKNIOYEHAa, MOryT
0CTaBaTbCA HEKOTOpPLIE NakKeTbl AaHHbIX, NPpeAHa3Ha4YeHHbIe 014 OTNPaBKN. 3TU NaKeThl 6yD,yT
OTrnpaBJsieHbl B ESET AaXke nocse BbIKJHOYEHNSA CUCTEMDbI. Mocne OTNpPaBKKN BCeun TeKyLLI,eI7I
NHOPMaLIMM HOBbIE NMaKeTbl CO34aBaThCA He By ayT.

[ononHUTeNbHYI0 MHGOPMaLNIo 0 ESET LiveGrid® CM. B r710CCapuu.
CM. HaWn WINHCTPUPOBAHHBLIE MHCTPYKLMN HA aHFAIMACKOM W eLLe HECKOJIbKMX A3blKaX Mo
BKJTIOYEHWNIO U OTKJIOYEHWIO ESET LiveGrid® B ESET Smart Security Premium.

Hactpoika o6n1a4HOM 3aLWUTbl B OKHE PacLUMPEHHbIX
napamMeTpoB

YT106bI NONYYNTHL [OCTYN K HACTPOMNKaM ESET LiveGrid® 1 ESET LiveGuard, OTKpoOWTe pa3aen
PacwvpeHHble napaMeTpbl > Moaynb obHapy>xeHus > ObnayHan 3awmra.

* BKNO4YuTb CUCTEeMY penyTauum ESET LiveGrid® (pekomeHayeTca). Cuctema penyTaumm ESET
LiveGrid® yBeNMYMBaeT 3(h(DEKTUBHOCTb PeLLEeHNI ESET AN 3aLUMTbl OT BPeAOHOCHbIX NPOrpamm,
Tak Kak 6narofaps e CKaHupyeMble haiiibl CONOCTaBAATCS C 31eMeHTaMmn «b6enoro» u
«4epHOro» CrnckoB B obnake.

* BKnloueHue cpepncTBa ESET LiveGrid® cMCTeMbl OT3bIBOB — OTMPaB/SIET COOTBETCTBYIOLLINE
AaHHble 06pa3uoB (onucaHHble B pasaene OTnpaBka obpa3swuoB) BMecTe C oT4eTaMu 0 CHosX 1
CTAaTUCTUYECKMMU [aHHbIMU B UCCNIeA0BaTENbCKYIO NabopaTopuio ESET ANa AasibHenLwero
aHanusa.

* BKNIOYUTD ESET LiveGuard — (yHKLMS ESET LiveGuard 06HapyXMBaeT HOBbIE, paHee He
BCTPEYaBLUMECS Yrpo3bl, aHANIM3NPYS X NOBeLEHVEe B NeCoYHMLE. BKAUnTb ESET LiveGuard
MO>KHO, TOJIbKO €C/IN BKJIIOYEHa cucTeMa ESET LiveGrid®.

* OTnpaBnATb OT4ETbl 006 aBapMWHOM 3aBepLUEHUU U O aHHble AUArHOCTUKKU: OTMNPaBKa
OTHOCALMXCA K ESET LiveGrid® AVAarHOCTUYECKMX JaHHbIX, TaKUX Kak 0T4eTbl 06 aBapUMHbIX
3aBEpLUEHMAX 1 AaMMbl NaMSATU MOAYNeN. PEKOMEHAYEM He BbIK/IOYaTb 3TOT NapaMeTp, YTobbl
MOMOYb ESET BbISIBNSITb NPo6/ieMbl, COBEPLUEHCTBOBATL MNPOAYKTbI 1 YJyYLllaTb 3aLUNTY KOHEYHbIX
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https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_livegrid
https://support.eset.com/kb7109

rnosib3oBaTenen.

* OTNPaBUTb AHOHMMHYIO CTAaTUCTUYECKYIO MH(POPMALMIO — C MOMOLLIbIO 3TOro NapameTpa
MOXHO pa3peLlnTb NPOAYKTY ESET cobnpaTh MHGMOPMALINIO 0 HeAABHO 0OHAPYXXEHHbIX Yrpo3ax:
MS yrpo3bl, AaTa 1 BpeMsi 0bHapy»xeHus, cnocob obHapyXeHus, CBA3aHHble MeTadaHHbIe,
BEPCUS U KOHGUIypaLus NpoaykTa (BKYas MHDOPMaLMIO 0 cCUcTeMe).

* KOHTaKTHbIN agpec d1eKTPOHHOMU NoYThl (HeobsA3aTeNnbHO) — BMecCTe C
NOA03PUTENbHBIMU (PailaMy MOXXHO OTAPaBUTb KOHTAKTHbIM agpec 3/1eKTPOHHON NOYThbl, 4TOObI
cneumanucTbl ESET Mornm obpaTuTbCs K BaM, eCAn AN aHann3a notpebyeTcs AoNoNHUTENbHAsA
nHopmaumsa. menTe B BUAY, YTO KOMNaHUS ESET He OTNpaBAseT 0TBETHI NONb30oBaTeNam 6e3
HeobxogumocTu.

OTnpaBka obpa3uos

OTnpaBKa o6pa3L,0B BPY4YHYIO — BKJIIOYEHWE OMNLIMN OTNPaBKK 06pa3L0B B ESET Bpy4HYi0 U3
KOHTEKCTHOr0 MeHo, KapaHTrHa unu pasaena Cepauc.

ABTOMaTM4YecKasa oTnpaBka obOHapy>XeHHbIX 06pa3uoB

YKaxunTe, Kakune obpasubl 6yayT oTnpaBnATLCA B ESET 415 aHaM3a U COBEPLUEHCTBOBAHMS
MeXaHn3MoB 0bHapyXeHuns (MakCcuManbHbI pa3mep obpa3ua No yMonyaHuUo coctasnseTt 64 Mb).
[OCTYyNHbI Cnefyolne BapuaHThl:

* Bce oOHapy>XeHHble 06pa3subl: BCe 00LEKTHI, 0OHAPYXXEHHbIe Moy ieM 0bHapyxeHus (B
TOM YMC/ie NOTEHLMANBbHO HEXEeNAaTesbHbIE NPUI0XKEHNS, ECNIN B HACTPOKaxX Moay s
CKAHMPOBAHWS BKJIIOYEH COOTBETCTBYIOLUIA NapamMeTp).

* Bce obpa3subl, KpOMe BOKYMEHTOB: BCe 0OHapy)XeHHbIe 06BEKTHI, KPOME AOKYMEHTOB (CM.
HUXe).

* He otnpaBnaTh: 06Hapy>XeHHble 06bekTbl He By ayT OTNPaBAATLCA B KOMMAHMIO ESET.
ABTOMaTM4YecKas oTnpaBKa NoAo03pUTeNbHbIX 0O6pasL,oB

371 obpa3ubl Takxe byayT oTNpaBNATLCS B ESET, eCam Moay/ib 0OHapyXeHus nx He obHapy>xMBaeT.
Hanpumep, obpa3ubl, KOTopble No4TU n3bexann obHapyXeHns, NPU3HaHbl NOA03PUTENbHBIMA OLHUM
n3 MoayJIen 3amnThl ESET Smart Security Premium AW LEMOHCTPUPYIOT HEOLHO3HAYHOe NoBeAeHne
(MakcumanbHbI pa3mep obpasua No ymon4yaHuo coctaBnseT 64 Mb).

* UcnonHseMble anﬁﬂbI: BKJTIO4YaeT UCMNOJIHAEMbIE (baVIﬂbI, Takue Kak .exe, .dll, .sys.

* ApXMBbI: BKJIOYaeT Takme TUnbl hanioB, Kak .zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cab.
* CueHapuu: BK/I0YaeT Takme TuUnbl hannoB CLEHapUEB, Kak .bat, .cmd, .hta, .js, .vbs, .psl.

* [lpyroe: BKJOYaEeT Takune TUnbl hanioBs, Kak .jar, .reg, .msi, .sfw, .Ink.

* BO3MOXXHbBIN cnaM: 3Ta (hyHKLMS NO3BOJIIET OTNPaB/IATb MOTEHUMANbHbIA CNaM (LLeSIMKOM
VAN YaCTNYHO) N BNOXEHMUA B ESET 419 aHanM3a. BKo4MB ee, Bbl MOMOXETE TOYHEE
obHapyxunBaTb cnam — ansa cebs n ons Bcero mmpa.

* Ypanatb ucnonHsemole ansbl, apXmBbl, CLLeHapuu, Npouune obpasubl U BO3SMOXXHbIN
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cnaM c cepBepoB ESET: onpefenseT, KorAa HyXHo yaanate obpasubl, OTNpaBAeHHbIE Ha
aHann3 yHKUmMen ESET LiveGuard.

* nOKyMEHTbIZ BKJIl0OYaET JOKYMEHTbI Microsoft Office U PDF C aKTUBHbIM COAEPXXUMbIM U bes
Hero.

* Ypanatb AOKYMEHTbI C cepBepoB ESET: onpefenseT, Korfa Hy)KHO YAansTb JOKYMEHTHI,
OTNpaBfieHHbIe Ha aHann3 yHKLUMeN ESET LiveGuard.

vV Pa3BepHUTE, 4TObblI OTKPbITb CMUCOK BCEX BKJKYAEMbIX TUNOB PaIOB IOKYMEHTOB

ACCDB, ACCDT, DOC, DOC_OLD, DOC_XML, DOCM, DOCX, DWFX, EPS, IWORK_NUMBERS, IWORK_PAGES,
MDB, MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED,
ONE, ONEPKG, PDF, PPT, PPT_XML, PPTM, PPTX, PS, PSD, RTF, SYLK, THMX, VSD, VSD_XML, WPC, WPS, XLS,
XLS_XML, XLSB, XLSM, XLSX, XPS

UcknioueHus

OUALTP UCKIIIOYEHMIN NO3BONISET UCKOYMTL 13 OTNPABKU onpefeNieHHble (halibl an nanku
(HanpuMep, MOXXET NOHAZ0OVTLCA NCKNIYUTL (haitsibl, KOTOPbIE MOTYT COAEPXKaThb
KOH(DUAEHUMANbHYIO MH(OPMALMIO, TaKYI KaK LOKYMEHTbI U 31eKTPOHHbIE TabanLbl).
MepeyncieHHble B 3TOM CNUCKe (albl HUKOrda He OyayT nepefaBaTbCs B ESET Ha aHaNU3, Aaxe
€CJIN OHU COlePXXAT NOLO3PUTENbHbIN Koa. Paisbl Hanbonee pacnpPOCTPaHEHHbIX TUMOB (.doc U T. .)
NCK0YATCS MO YMONYaHMIo. Mpu XXenaHnM MOXXHO AOMOJIHATbL CMMCOK UCKJTIOYEHHbIX (haiiioB.

YT10bbl NCKNIOYMTBL (hansbl, 3arpyxeHHble ¢ agpeca download.domain. com, OTKPOUTE pa3fen
PaclwvperHble napaMeTpsl > Mogynb oOHapy>xeHus > ObnayHas 3awuTta > OTnpaBka
obpasuyoB 1 Ha)xMnTe KHOMKY U3MeHuTb psagom ¢ nyHkToM Ucknioyenus. [lobasbTe
ncknoveHue .download.domain. com.

MakcuManbHbii pa3mep obpasuoB (MB): onpenenseT MakCUMasbHbIA pa3Mep aBTOMaTUYECKN
oTnpasnsembix obpa3yos (1-64 Mb).

ESET LiveGuard

dunbtp «AcknoyeHne» gnsa 3almnThbl Ha
OCHOBe obnaka

OunbTp «MckntoyeHne» No3BoNSET UCKYUTL 13 OTNPaBKK 06pa3LI0B onpeaeneHHble dabl Unu
nanku. MNepeyncneHHsle B 3TOM cnnucke dainbl HUKOraa He ByayT nepenaBaThCs B ESET Ha aHanus,
JlaXKe ec/ivi OHW COAEePXKaT No03pUTENbHbIN Koa. daltibl pacnpoCcTPaHEHHbIX TUMOB (DOC U T. M.)
NCK0YAIOTCS MO YMONYAHWIO.

C NOMOLLIbIO 3TON YHKLUM MOXHO UCKOYMTL (Dalisibl, B KOTOPbIX MOXET MPUCYTCTBOBaTb
KOH(UAEeHUNaNbHas MHGOPMaLMS, HanpMep AOKYMEHTbI U 3NEKTPOHHbIE Tabnunupbl.

YT106bI MCKNIOYUTL (harnbl, 3arpyXeHHble C agpeca download.domain.com, LENKHATE
PaclumpeHHble napameTpsl > Moaynb obOHapy>xeHus > ObnayHas 3awuTta > OTnpaBka
obpasuoB > UcknouyeHus 1 fobaBbTe NCKOYeHMEe *download.domain.com*.
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ESET LiveGuard

ESET LiveGuard — 3T0 pyHKLMSA, AobaBnsowas ypoBeHb 06/1a4H0M 3aLINThI, CEeLNasbHO
npeaHa3HaYeHHbIN AN YCTPAHEHNS HEBMOAHHbIX PaHee yrpos.

Ecnn 3Ta hyHKUNS BKIIOYEHA, NOA03PUTENbHbIE 06pa3Lbl, KOTOPbLIE eLle He NOATBEPKAEHbI Kak
BPEAOHOCHbIE, HO MOTYT COep)XXaTb BPeAOHOCHbIE NporpaMMbl, byayT aBTOMaTUYECKU
0TNPaBAsATbLCA B 061aKo ESET. OTnpaB/ieHHble 0bpa3sLbl 3aMyCKaloTCA B NECOYHNLE N OLEHNBAOTCS
HalWMK NepeaoBbIMN MOAYNAMM 0BHapPYXeHMA BPEAOHOCHbIX NporpaMM. BpeaoHoCHble 06pa3ubl
NN COOBLLEHNS SNEKTPOHHOWN NOYThI C MOAO3PEHNEM Ha CNaM OTNPABASAOTCS B ESET LiveGrid®.
BnoxxeHunsa aneKTpoHHON NoYyThl 06pabaTbiBalOTCA OTAENLHO U NoAneXaT oTrnpaBke B ESET LiveGuard.
Bbl MOXKeTe onpefenaTb, Kakue dabl OTNPaBAAOTCA, U Mepuoi XxpaHeHnsa danaos B obnake ESET.
[lOKYMEHTbI U PDF-(haitibl C aKTUBHbLIM COAEPXKUMBLIM (MaKpOChl, CLIEHapWUK javascript) MO YMOHaHWUIO
He OTNpaBNATCA.

ESET LiveGuard MOXXHO BKJIIOYUTb UK OTK/IOYUTL B CIeAYOLWNX pa3nenax:

e [ 1aBHOE OKHO Mporpammsl > HacTponka > 3awWmTa KoMnbloTepa

e PacluvpeHHble napameTpsl > Moaynb o6HapyXxeHus > O6navyHan 3awuTa

Y7106b1 MONYYNTH BOCTYN K PaCLUMPEHHBIM HAaCTPONKaM ESET LiveGuard, OTKPONTE PacllunpeHHbie
napameTpsl > Moaynb obHapyxeHus > ObnayHana 3awmTa > ESET LiveGuard.

DeicTBme No obHapy>XeHUU: BbIOOP AeliCTBMS, KOTOPOe CneayeT NpeanpuHaTb, eciu
aHanuM3upyemblin 0bpaseL, OLLEHNBAETCS KaK yrpo3a.

MpoakTuBHaA 3awMTa: paspeLlaeT uan 60KUPYET UCMOSTHEHNE (hali/IoB, KOTOPbLIE aHANN3UPYOTCS
cucTemol ESET LiveGuard. ECin haiin ABnseTcs Nofo3puTesbHbIM, NPOAaKTUBHAs 3aluTa 6nokupyeT
€ro BbINoJIHEHME [0 3aBepLUeHUs aHann3a. MpoakTUBHasA 3aluMTa 0OHaPYKMBAET Paisibl U3
cnepfyoLnMX UCTOYHNKOB:

* (halinbl, 3arpy>XeHHbIE C MOMOLLbIO NoAaepxunBaemMoro Beb-6paysepa;
* 3arpy3KM 13 MNOYTOBOrO KINEHTA;

* qI)aVIJ'IbI, N3BNeYeHHble U3 He3alwungpoBaHHOIro UM 3aN(POBAaHHON0 apxmea C NOMOLLbIO
O0AHON 13 nogagep>xmBaemMblX NporpamMm apxmesaunun,

* 3anycKaeMble N OTKPbIBaeMble (hailibl, PaCnoJIOKEHHbIE HAa CbEMHbIX YCTPOMUCTBAX.

B TabnuLe HUXe nepevyncieHsbl NoAAEPKMBAEMbIE NMPUIOKEHUS.

Internet Explorer Microsoft Outlook WinRAR USB-YCTPOWNCTBO (hJ13LWL-NaMATH
Microsoft Edge  Mozilla Thunderbird  WinZIP XecTKui AncK ¢ nHTepdencom USB
Chrome Microsoft Mail BCTpoeHHbIn KomnakT-/DVD-AncCK

pacnakoBLMK

MpoBoAHWKa Microsoft
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Be6-6pay3epbl MouyToBbIE MporpaMMbl CbeMHble yCTPOUCTBA
KJINeHTbI apxuBauum

Firefox 7zip OnckeTa
Opera BCTpoeHHOe YCTPOMCTBO YTEHUS
KapT

Brave bpaysep

[pmeyaHue

- Qannbl, CKONUPOBaHHbIE C NOMOLLbIO NPOBOAHUKA Windows U3 UCKIOYEHHOr0 pacnosioXKeHuns B
3alMWweHHoe pacnosioxeHne, 6NoKMpyTCa NPOaKTUBHOW 3aLLUTOW, NOCKOJIbKY peLleHue ESET
Smart Security Premium c4YuTaeT explorer.exe NPOrpaMMoN apxmBaLuu.

Ecnu pns npoakTMBHOW 3alLMThl 3a4aH NapamMeTp 3abnokupoBaTbh UCNONIHEHUE A0

. MoNy4YeHusa pesynbTaTa aHanM3a, a Bbl XOTUTe pa3bioKMpoBaTh aHaIM3MpPyeEMbI ai,
LLLeNKHNTE ero npaBov KHOMKOW MblliK 1 BbibepnTe Pa3bnokupoBatb daunn,
nNpoaHaNn3MpoBaHHbIA CNy>XOoM ESET LiveGuard.

MakcuMManbHoe BpeMs OXXUAAHUA pe3ybTaToOB aHaNu3a (MUH): 3a4a€eT BpeMms, Mo UCTEYEHMN
KOTOPOro aHanm3upyemble thainbl 6yayT pa3biokMpoBaHbl HE3aBUCKMO OT TOr0, 3aBEPLLUEH NN
aHanus.

ESET LiveGuard coobLaeT 0 COCTOSSHAM aHann3a C NOMOLL b0 yBeOOMNEHUN. HnxKe nepeduncnieHsl
OOCTYrMHbIE YBENOMJIEHNA.

“assawme ysogownewn | Omcawe

®ann 3abno0KNpoBaH CUCTEMOW ESET LiveGuard. ESET LiveGuard
aHanu3upyeT ans, 4Tobbl rapaHTMpPOBaTb, YTO OH He3onaceH Ans
NCMNOSIb30BaHUA. Bbl MOXXeTe nogoxaaTb nav BelibpaTb 04WH 13
cnenyowmnx BapnaHToB.

* PazbnokupoBatb pann: dann bynet pa3baoknpoBaH, HO aHaNu3
NPOLO/MKMTCA. Bbl nony4ynTe yBegomaeHme o pesyabraTte. 3T0T
BApVaHT HE PEKOMEHAYETCS, eC/I Bbl HE YBEPEHbBI B LLEJIOCTHOCTH
thanna.

* N13MeHUTb HAaCTPOMKY: OTKPOETCH OKHO HAaCTPOMKN 3aLLUUTbI
KOMMMbOTEPA, B KOTOPOM MOXHO OTKJ/IIO4MUTb CUCTEMY ESET LiveGuard 1
€e NPOaKTUBHYIO 3aLLuTY.

i ®aiin 3a610KMPOBaH 13-
3a aHaM3a

®ann 6onblue He 3a610KMpOBaH. AHaNU3 NPOLOKAETCS, U Bbl

0 ®ann pa3bioknpoBaH v
P P noJlySnTe yBeoMeHNe 0 pe3ysibTaTe. Paitl MOXKHO OTKPbIBATh.

Cucteme ESET LiveGuard TpebyeTcsi 6o/iblue BpEMEHN ANs

dann BCe elle Ha .
3aBepLUeHmnsa aHanm3a. MNpu HeobxoaUMOCTM MOXKHO OTKPbLIThL hann.

aHannse

CucTeMma ESET LiveGuard 3aBepLUXIa aHaIn3 1 onpenennna, 4to gann

A Yrposa ypaneHa <
P yA copgepxxan yrposy. ®anna o4muleH.

" ®daitn 6esonaceH ans CucTema ESET LiveGuard 3aBepLunia aHanus3 n onpepeninna, 4T1o dann
MICMNOJIb30BaHUSA 6e3onaceH Ona Ncnonb30BaHUA.

Ecnn ESET LiveGuard paboTaeT HeHagnexalimm obpa3om, Bbl MONYYMTE YBEAOMIEHME B [JIaBHOM OKHE
nporpamMmbl > 0030p. 19 ycTpaHeHns NnpobnemMbl CnefynTe NHCTPYKUUSAM B yBeAOMAeHW. Ecan Bam
He yaaeTcs pewnTb npobnemy, obpatutech B cy KOy TEXHUYECKON NOALEPKKN.
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NMpoueccbl CKAHUPOBAHUA BPEOOHOCHbIX
nporpamMmm

B pa3gene PaclwvpenHsie napaMeTpsl > Moaynb oOHapy>xeHus > NMpoueccbl CKAaHUPOBaHUA
BPeAOHOCHbIX NPOrpaMM MOXXHO HAaCTPOUTb MapaMeTpbl CKAHUPOBaHUA 415 npodunei
CKaHMpOBaHMS.

CkaHupoBaHue no TpedboBaHuUIO

BbiOpaHHbIM NPOodKUNb - KOHKPETHLIN HAbOP NapamMeTpPoOB, NCMOb3YyEMbIX CKaHEPOM MO 3amnpocy.
Y1066l CO34aTb HOBbLIN NPOP UL, HaXXMUTE U3MEHUTDb BO3/e aieMeHTa CNUMCOK npodunen.
HononHnTtencHble cBegeHNs CM. B pasgene [Npoduan CKaHMpoBaHMS.

Mocne Bbibopa NPOGUNIA CKAHUPOBAHNA MOXHO HAaCTPOUTL CefytoLMe OnNuun:

O0beKTbl CKAaHMPOBAHUA: YTOOLI NPOCKAHMPOBATb ONpeaeNeHHbIN 00bEKT nnn rpynny ob6bLEKTOB,
WwenkHNTe U3MeHUTb psagoM C napamMeTpoM OO beKTbl CKAaHUMPOBAHMUA 1 BbIbepUTE BapuaHT B
CTPYKTYpe nanok (aepesa). [JonoNHUTENbHbIE CBEAEHUSA CM. B pa3gene O0bekThl CKaHUpPoBaHMS.

3awuTa no TpeboBaHMIO U HA OCHOBE MALLUMHHOIO 0Oy4YeHMUsA: MOXXHO HACTPOUTb YPOBHM
OTYETHOCTYM 1 3aLlUThI ANS KaXXA0r0 Nponsis CKaHMPOBaHUS. Mo yMonyYaHuio npogunu
CKQHUPOBAHMA NUCMOMb3YIOT HACTPOWKM, YKa3aHHble B pasfene 3alinTa hait/IoBo CUCTEMbI B
peasisHoM BpemeHun. OTKNIIYMTE NepekYaTeNb paaoM ¢ 3nemeHToM Ucnosb3oBaTh HACTPONKM
3alMUTbl B peasibHOM BpeMeHM [J15 HAaCTPOMKMN NoJIb30BaTEbCKNX YPOBHEN OTHYETHOCTU 1
3alWunThI. MoapobHble cBeaeHNs 06 YPOBHAX OTYETHOCTY M 3alUMUThLI CM. B pa3aene 3aliuTa.

ThreatSense — pacCLUMPEHHbIE MAPAMETPbl, HANPUMEpP pacLLUMpPeHmns aisioB, KOTOPbIE HY>XXHO
KOHTPOJIMPOBATb, U UCMOJSIb3yeMble MeTObl 0OHapyXeHWs. [1s noayvyeHus 4ONOSHUTENbHbIX
CBEEHUI CM. pa3aen ThreatSense.

NMpocdunm ckaHupoBaHusA

B ESET Smart Security Premium eCTb 4YeTbipe NpefBapuTesibHO 3afaHHbIX NPOMUIA CKAHUPOBAHUS:

* MHTenneKkTtyanbHoe CKaHMpPOBaHUE — 3TO NMNPOWJib PACLUIMPEHHOr0 CKaHMPOBaHMA MO
ymMoNi4aHuo. Ons npodmna MHTENNEKTYaNbHOr0 CKaHUPOBAHNS UCMOJIb3YETCS TEXHOI0M A
NHTENNEeKTYaNbHOW ONTUMM3aLNKN, UCKITIOYaloLWwas (aibl, KOTOpble BO BPEMS MpeablayLLero
CKaHMpoBaHWs BblAM onpeaeneHbl Kak YACTbIE U C TOrO0 BPEMEHU He U3MEHSINCL. DTO
obecneymBaeT COKpaLleHNe BPEMEHN CKAHNPOBAHUSA MNP MUHUMAJIbHOM BJIMSIHUN Ha
6e30MacHOCTb CUCTEMBI.

* CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MeHI0 — Bbl MOXXETe 3anyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHwue no TpebosaHuio ans noboro danna. Mpodunb «CkaHMpoBaHME Yepes
KOHTEKCTHOE MeHI0» MO3BONSET ONpenesiMTb KOHPUrypaunto CKaHMPOBaHNUS, KoTopas byaeT
MCMOSb30BaTbCA NMPU 3aMyCcKe CKaHMPOBaHMA TakMM CNocobom.

* Tnybokoe ckaHupoBaHue — [1514 npoduns rnybokoro CKaHNMpPoOBaHNA NHTENEKTYalbHas
ONTMMMU3ALNS MO YMOSIHAHUIO HE UCMOMIb3YETCs, MO3TOMY NPW UCMO0JIb30BAHMM 3TOr0 Npoduns
HUKakune aisbl N3 CKAHUPOBAHUS HE UCK/YAOTCS.
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* CKaHupoaaHue KoMMNblOTEpPa — 3TOT I'IpO(pI/I}'Ib no yMOJ14aHUIO NCNOJIb3YETCA MNMpK
CTaHOaAPTHOM CKaHMPOBaHNN KOMIMbHOTEPa.

MpennoyTuTENbHbIE MAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTb AJ1 UCMONb30BaHNA B
JaNbHenweM. PekomeHOyeTCs co34aTbh OTAEbHbIA NPOGUSb AJ19 KaXXA0r0 PerynsapHo
MCMOJIb3yeMOro CKaHNPOBaHUS (C pa3nnyHbIMM 06beKTaMmn, METOLAMMN CKaHMPOBAHNA U MPOYUMM
napameTpamu).

YT106bI CO34aTb NPOhMAb, OTKPONTE pa3fen PaclumpeHHbie napameTpsl > Moaynbs obHapyXeHus >
Mpoueccbl CKAaHMPOBaHUA BPeAOHOCHbIX NporpamMmm > CKaHMpoBaHue no TpeboBaHuio >
Cnucok npocdunen > U3MeHnTb. B okHe [lucnetyep npodunen JOCTYNHO pacKpbiBatoLLeecs
MeH0 BbiOpaHHbIN Npod Kb CO CMMCKOM CYLLECTBYOLWMUX NPODUIER CKAHMPOBAHUS 1 onumen ans
Co34aHnA HoBOro. 1ns co3gaHns Npodumnsa CKAaHNPOBAHUSA B COOTBETCTBUM C KOHKPETHbLIMM
noTpebHoCTAMM CM. pa3fen ThreatSense, FAe OMUCbIBAETCA KaXK bl NapameTp, UCMOob3yeMbln 414
HaCTPONKN CKaHUPOBaHUS.

Mpennonoxum, Bam TpebyeTcsa co3faTb COOCTBEHHbIN NPODUIb CKaHMPOBaHUA. XOT$
KOH(urypauns CKaHUpoBaTb KOMMNbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATb NPOrpaMmbl-
YNaKOBLUMKNA UW MOTEHLMaJIbHO ONacHble MNPUI0XeHNS He TPebyeTca U HyXKHO NPUMEHUTb
Bcerpa ucnpaBnsatb oOHapy)xeHue. BeegnTte nmsa HOBOro Nnpoduns B okHe flucnetyep
npocdunen n HaxmMuTe KHONKy JLobaBuTb. BribepnTe HOBLIN NPOGMAL B paCKpPbIBAOLLEMCS
MeHs BbiOpaHHbIN npoduab 1 HaCTPOVTE OCTasIbHbIE MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, @ 3aTEM HAXXMUTE KHOMKY OK, 4TOObI COXPaHUTb HOBbIV MPOGUSIb.

Ob0BbeKkTbl CKAHUPOBAHMSA

B packpbiBatoLlieMcs MeHi0 O6beKTbl CKAHMPOBAHMUA MOXXHO BblIOpaTb NpeaBapUTEsbHO
onpepnesneHHble 06beKTbl CKAHUPOBAHUS.

* Mo napameTpaM npoduns: BbIOMPAOTCA 06bEKTI CKAHUPOBAHWS, YKa3aHHbIe B BbIOPAHHOM

npoduae CKaHMPOBaHNS.
« CMEeHHbIe HOCUTEeNMU: BbIOVPAITCA AUCKETHI, USB-YCTPONCTBA XPaHEHWs, KOMMNAaKT- 1 DVD-

LNCKMN.
* XKecTKue OMUCKMU: BIONPAIOTCS BCE XKECTKME ANCKN CUCTEMBI.
» CeTeBble OUCKM: BLIOVMPAOTCS BCE NOMAK/OYEHHbIE CETEBbLIE AUCKU.
* Monb3oBaTeNbCKUi BbIDOP: 0OTMEHa BCex NpeabliayLinX BbIOOPOB.
CTpyKTypa Nanok (AepeBo) TakXe COEepXMUT onpeie/ieHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTUBHaA NaMATb: CKAHNPOBAHWE BCEX MPOLECCOB N AaHHbIX, KOTOPLIE B LaHHbIN
MOMEHT NCMNOJIb3YHTCA Ol'lepaTI/IBHOI7I NnamMmATbIO.

* 3arpy3o4Hble CeKTopbI/UEFI: CKaHMPOBAHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hann4yme
BPEAOHOCHbIX NporpamMM. ononHNTe bHbIE CBEEHNS O MOAY/E CKAHMPOBaHMS UEFI

npuBeneHbl B r10CCapun.

* Basa paHHbIX WMI: CkaHupoBaHue Bcen 6a3bl faHHbIX Windows Management Instrumentation
(WMI), BCeEX MPOCTPAHCTB UMEH, 3K3eMMJIAPOB K/1aCCOB M BCEX CBOMCTB. MOUCK CCbINIOK Ha
3apaXkeHHble halnbl AN BPeOOHOCHbIE NPOrpaMMbl, BHEAPEHHbIE B BUAE OAHHbIX.

150


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=packer
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=packer
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=unsafe_application
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi

* CUCTEMHBIA peecTp: CKaHNPOBaHWE BCEr0 CUCTEMHOr0 peecTpa, BCeX pa3fesoB U
noapa3aenos. MonCK CCbINIOK Ha 3apakeHHble alsibl UM BPeAOHOCHbIE MPOrpaMMbl,
BHeZlpEHHbIE B BUAE AaHHbIX. [1pn 04nCcTKe 0OHApPYXXEeHWI CChiNIKa OCTAeTCs B peecTpe BO
n3bexxaHne NoTepn Kaknx-1mbo BaXKHbIX AaHHbIX.

Y1066 6bICTPO NEpenTh K 06BEKTY CKaHNPOBaHMA (hany nam nanke), BBEAUTE €ro nyTb B
TEKCTOBOM M0Jie No4 APEBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C Yy4€TOM perncrpa. Ytobel
BKJIOYNTb 06 BEKT B CKAHUPOBaHMe, yCTaHOBUTE ero (h1aXkoK B APEBOBUAHON CTPYKTYpE.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

Bbl MOXXETe pa3pellnTb CKaHVPOBaHNE B COCTOSIHMM NPOCTOS, BbibpaB PaclliMpeHHbIe napamMeTpsl B
MeHio Mogynb obHapyXXeHus, a 3aTeM Mpoueccbl CKAHMPOBAHUA BPeAOHOCHbIX MPOrpamm >
CKaHUpoBaHMe B COCTOSAHUU NPOCTOA.

CKaHMpOBaHMe B COCTOAHMM NpPOCTOA

Bklo4MTE NepekoyaTesb PALOM C 3JIEMEHTOM BKAOYUTL CKAaHMPOBaHUE B COCTOSHUM NMPOCTOA,
4TObbI BKOUYUTD 3TY (PYHKUMIO. KOrga KoMmnbeloTep Haxo4AnTCa B COCTOAHMN NPOCTOA,
dBTOMaTUYECKWN BbIMNOJIHAETCA CKaHNPOBaHNE KOMIMbIOTEPaA Ha BCEX XECTKUX ANCKaX.

Mo yMONYaHWNIO CKaHUPOBaHWE B COCTOAHMMW NPOCTOS He paboTaeT, ecnn KoMmmnbloTep (HoyTOyK)
paboTaeT oT HaTapen. ITOT NapaMeTp MOXXHO U3MEHUTb, BKJIIOYUB NMOJI3YHOK PSLOM C 3/1IEMEHTOM
CkaHupoBaTb gax<e B caiyyae paboTbl KOMNbIOTEPA OT aKKYMYsSTOpa B pasgene
«PaclwunpeHHble NapamMeTpbl».

B IOMNONHNUTENbHBLIX HAaCTPOWKaXx BbibepuTe NapameTp BKAOYMTbL BepeHue XXYpPHanoB, HYToObl
pe3yNbTaTbl CKAHMPOBAHMSA KOMMbOTEPA PEFMCTPUPOBANNCE B pa3aene Paiibl XKypHasios (B
r1aBHOM OKHE nporpaMmbl nepenante B Cny>xebHble nporpaMMbl > ®aisibl XXYPHAJIOB 1
BblbepnTe CKaHMpOBaHUE KOMNbIOTEPA B PACKPbIBAIOLWEMCS MEHIO XKypHan).

CKaHMpOBaHMe B COCTOAHMM NpoCTOA

MOSHbIA CAMCOK YCNIOBUIA ANs 3aMyCKa CKAaHUPOBAHUS B COCTOSIHWUM MPOCTOS CM. B pa3aene
CKaHMPOBAHWE B COCTOAHMM NPOCTOS.

ThreatSense — paclUMpeHHbIE NapaMeTpbl, HaNpUMep paclwmnpeHnsa anios, KOTOPbIE HYXKHO
KOHTPOJZINPOBaTb, N NCMNOJIb3yeéMblE METObI 06Hapy)KEHVIF|. ﬂ,OI‘IO)’IHVITeJ'IbeIe cBeOoeHmsa CM. B
pa3gene ThreatSense.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

HaCTPOMKN CKaHWPOBAHUSA B COCTOSIHMM MPOCTOSA MOXKHO N3MEHUTb B MEHI0 Pacll/pEHHbIE
napameTpsbl > Moaynb o6Hapy>XeHus > NMpoueccbl CKAHUPOBAHUA BPEeAOHOCHbIX NPOrpaMM >
CKaHMpOBaHMe B COCTOSAHUM NpocTos > CKaHUPOBaHMEe B COCTOSSHUM MPOCTOA. TN NapaMeTpsbl
MO3BONSIOT YKA3aTh YC/I0BME 3anycka 06HapY)XeHVS B COCTOAHMMN MPOCTOS, HaNpuMep:

¢ BbIKJ1IOYEHHbIN 3KPaH WK 3acTaBKa
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¢ O/10KMpOBKa KOMNbIOTEPA;
e Bbixon, nonb3oBaTens

V|CI'IOJ'Ib3yVITe hnakku 0N Ka)40ro COCTOAHMS, 4TOObI BKIIOYNTb UK OTKOYUTD pa3finyHble
ycnosud 06Hapy)KEHVI$-I B COCTOAHMN NPOCTOA.

CKaHuMpoBaHue npu 3anycke

Mpw 3arpy3ke KoOMMNbloTepa U 0OHOBNEHUN MOAY NS 0OHAPYXXEHNS aBTOMATUYECKMN MPOBEPSIOTCA
haiinbl, NCNOMHAEMbIE MPU 3aMyCcke CUCTEMbI. ITO CKAHMPOBaHWE 3aBUCUT OT KOHMUIYpaLMm 1 3a4ay
MAaHUPOBLLVKA.

CKaHMpoBaHMe (halioB, NCMOSHAEMbIX NMPKU 3aMycke CUCTEMbI, BXOAUT B 3a4a4y NMIaHUPOBLLMKA
MpoBepka (ainnos, UCNOJIHAEMbIX NPKU 3aNyCKe CUCTEMbI. /15 N3MeHeHNs ee HaCTPoeK
nepenaunTe B pasgen UHCTpyMeHTbl > MNaHUPOBLUMK, LLEIKHATE 3/1eMeHT ABTOMaTU4YecKas
npoBepka ¢aisoB NpMU 3anycke CUCTeMbI, a 3aTeM — U3MeHuTb. Ha nocnegHem stane
0T0bpa3nNTCs OKHO ABTOMaTMYeCKas NPoBepKa haii10B Npu 3anycke cnctemsl. bonee nogpobHsie
VHCTPYKLMM MO CO34aHUI0 3a4aY B NIAHUPOBLUVKE 1 YNPaB/eHNI0 MMU CM. B pa3aene Co3aaHue

HOBOW 3a4a4u.

ThreatSense — paCLUMPEHHbIE MapaMeTpbl, HANPMMEpP paclMpeHns PanioB, KOTOPbIE HY>KHO
KOHTPOJZINPOBaTb, N NCMOJIb3yEMbIE METObI 06Hapy)KEHI/IFI. [onoNHNTENbHbIE CBEAEHUS CM. B
pa3pgene ThreatSense.

ABTOMaTMUYecCKan npoBepka hausioB npu
3anycke CUCTeMbl

Mpy co3AaHNM 3aNNaHUPOBaHHON 3aAa4m «[1poBepKa haiioB, UCNOHAEMbIX NMPU 3aMyCcKe CUCTEMbI»
NpPeaoCTaBNAeTC HECKOIbKO BAPUAHTOB HAaCTPOMKM CeayoWmnX NapaMeTpos.

B packpbiBatoLieMcs MeHi0 OB beKTbl CKAHMPOBAHMUA YKa3biBaeTCsA rnybrHa CKaHWpOBaHMA (halinos,
NCNOJIHSEMbIX NMPW 3anycke cucTembl. CKaHNPOBaHME BbIMOHAETCA Ha OCHOBE CEKPETHOr0 C/I0XKHOr0
anroputMa. ®aisbl ynopsgodeHsl no ybbiBaHMIO B COOTBETCTBMMN CO CIEAYIOLIMMU KPUTEPUSMM,

* Bce 3aperucTpmMpoBaHHble Tunbl pannoB (Hanbonbliee KONNYECTBO CKaHNPYEMbIX (halnoB)
* Penko ucnonb3yembie panbl

* O6bIYHO ucnonb3yemblie hansbl

* YacTo ucnosnbsyembie annbl

* Tonbko Hanbonee yacTo ucnonb3yemebie pasbl (HaVMEHbLLEE KONMYECTBO CKAaHUPYEMbIX
thannos)

Tak)e CyLLecTBYOT ABe 0Cobble rpynmbl.

* ®ainbl, KOTOpble 3aNyCKaloTCA Nepes BXOA0M NOJb30BaTeNA: COAEPXNT (aibl 13
TaKMX ManokK, KOTOPble MOXXHO OTKPbITb 6€3 BX0Ja No/b30BaTeNs B CUCTEMY (B TOM Yucie
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60JIbLUMHCTBO 3/IEMEHTOB, NCMOJHSAEMbIX MPW 3aMyCcke CUCTEMbI: CNTY>KObl, 06bEeKTbI MOAY A
noanepXxku bpaysepa, yBegomaeHus Winlogon, 3ailaH1s B NJ1aHMPOBLLKKE Windows, N3BECTHbIE
6ubnnotekn DLLK T. 4.).

* dainbl, 3anycKaloLwmecs nocsie BXoaa Nosb3oBaTeNs: CoOAepXMT paibl U3 TakMX Nanok,
KOTOPblE€ MOXXHO OTKPbITb TOJIbKO NMOCJ/IE BXOOa M0J1Ib30BaTeENA B CUCTEMY (B TOM 4Hucne qDaVIJ'IbI,
3anycKaemble Noj KOHKPETHbLIMU YYETHLIMU 3anuncsiMu: 00bIYHO halnbl U3 Nanku

HKEY _CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnucku ¢ainnos, KOTOPbIE HY)KHO NPOCKAHNPOBATb, ABASIOTCSA (DMKCMPOBAHHBLIMUA 1S KaXA0W
BblLLENpPUBEAEHHOW rpynnbl. ECnn BbIbpaTb MeHbLIYO FyOUHY CKaHUPOBaHUA A ¢halios,
NCMOHAEMbIX NMPW 3aMyCcke CMCTEMbI, aiiibl, KOTOPbIE He OblIN MPOCKAHMPOBaHbI, ByayT
CKAHUPOBATLCS NPU OTKPLITUN UV UCMIOSIHEHWN.

anOpMTeT CKaHUPOBaHUA: YPOBEHb NPUOPUTETHOCTH, I/ICI'IOJ'Ib3yeMbIIh ONAa ornpeneneHns yCﬂOBI/IM
Ha4a/la CKaHUpOBaHNA.

* NMpun 6e3pencTBuK: 3a7a4a OyAeT BbINONHATLCA TONLKO Npu 6e34eiACTBUN CUCTEMBI.
» CaMbi¥ HU3KMW: MUHUMASIbHASA Harpy3ka Ha CUCTeMmy.
* Bonee HU3KMI: HN3Kas Harpyska Ha CUCTemy.

* CpenHUM: CpeaHss Harpyska Ha CUCTeEMY.

CbeMHble HOCUTeNu

ESET Smart Security Premium obecneynBaeT aBTOMaTNYECKOE CKaHMPOBAHNE CbEMHbIX HOCUTENe
(KOMMaKT- 1 DVD-AUCKOB, USB-YCTPOWCTB U T. M.) MPW UX NOLAKJIOYEHUN K KOMMbIOTEPY. DTO MOXET
ObITb yAO6HO, e aAMUHUCTPATOP KOMMbIOTEPA XO4YET NPeAoTBPaTUThL NOAKIIOYEHNE
NoJIb30BaTENSAMUN CbEMHbIX HOCUTENE C HeXXenaTeslbHbIM COLEPKNUMBIM.

Ecnwn B pa3pene PaclivperHble napamMeTpsl > Moaynb o6Hapy>xeHus > lMpoueccbl CKaHUPOBaHUSA
BPeAOHOCHbIX NporpaMM > CbeMHble HOCUTEeNHM BK/oYeH napaMeTp MokasaTb napaMeTpbl
CKQHMPOBAHMA, TO MPU MNOAK/OYEHNN CbEMHOIO HOCMTENSA 0Tobpa)kaeTcs cneaylollee ANanorosoe
OKHO:

(es[l) SMART SECURITY EIE

MapaMeTpbl 3TOrO 4MaNoroBoro OKHa:
+ CKaHMpOBaTb celyac: 3amnyCcK CKaHNPOBAHUSA CbEMHOMO HOCUTENS.

* He CKAHUPOBATb: Cbe€MHbIE HOCUTEJIN CKaHNPOBATbCA HE 6y):l,yT.
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® HaCTPOIﬁKaZ BbI30B PaClUMPEHHbIX MapPaMeTPbI.

* Bcerpa ncnosib3oBaThb BblapaHHblﬁ BAPUAHT: €CJ/iN YCTAaHOBUTb 3TOT Cb)'la)KOK, BblﬁpaHHoe
nencTeme 6y)J,ET BbINMONHATLCA KaXX bl pa3, Korga BCTaBNdeTCA CbEMHbIN HOCUTENb.

Kpome Toro, B ESET Smart Security Premium eCTb MOLYJIb KOHTPOJIA yCTpOVICTB, JAaloLWmin BO3MOXXHOCTb
3aaBaTb MpaBuJia NCMOJ1Ib30BaHWNA BHELLIHNX yCTpOIZCTB Ha YKa3aHHOM KOMMbIOTEPE.
[lononHuTeNbHblE cBeAeHNs 06 3TOM MofyJfie cM. B pasgesie KOHTPOJb YCTPOWCTB.

YT106bl K3MEHUTbL HAaCTPOMKMN CKAHNPOBAHNSA CbEMHbIX HOCUTENE, NOC/IeAoBaTeNbHO BhibepuTe
371eMeHTbl PaclivpeHHble napameTpsl > Mogaynb obHapy>xeHus > Mpoueccbl CKAaHUPOBAHUA
BPEeOO0HOCHBbIX NporpaMm > CbeMHble HOCUTENH.

leicTBMe, KOTOpOe CaeAyeT NpennpUHATL NocCJie NOAKJIIOYEeHUAs CbeMHOro HocuTens: Bbibop
AEeCTBUSA MO YMOJIHaHNIO, KOTOPOE BbIMNOJIHAETCS NPMK NOAKIOYEHUN CbeMHOM0 HOCUTEeNS (KOMMAKT-
ANCKa, DVD-AMCKa, USB-yCTPONCTBA) K KOMNbIOTEPY. BbibepnTe aeincTBme, KOTOPOE HY>XHO
BbINOJIHATH NPV NOAKIOYEHNN CbEMHOIO HOCUTENS K KOMMbIOTEPY.

* He ckaHupoBaTb: f1eNncTBMA He ByayT BbINONHATLCS, OKHO OBOHapy>KeHO HOBOe YCTPOMUCTBO
OTKpbIBaTbCA He byneT.

* ABTOMaTu4yeckKoe CKaHUpoBaHue YCTPOﬁCTBZ BbIMOJIHAETCA CKaHNPOBaHMWE NOAK/IHOYEHHOI O
K KOMMbOTEPY CbEMHOI0 HOCUTENA.

* MokasaTb napaMeTpbl CKAHUPOBaAHUA: Nepexon B pasnen, roe HaCtpanBaoTCA NeNCTBMA CO
CbeMHbLIMU HOCUTENIAMMU.

3alwuTta AOKYMEHTOB

(DyHKLI,I/Iﬂ 3allThbl OOKYMEHTOB CKaHUPYET OOKYMEHTbI Microsoft Office nepen nx OTKPbITUEM, a TaKXe
npoBepseT (aisibl, aBBTOMAaTUYECKMN 3arpy>xaemble 6pay3epoM Internet Explorer, TaKne Kak 3/1EMEHTbI
Microsoft ActiveX. ®yHKLUS 3aLLMNTbl 4OKYMEHTOB 0becneynBaeT 6€30MacHOCTb B AOMOJIHEHME K
(OyHKLMM 3aWwnThbl (hansoBON CUCTEMbI B peaslbHOM BpeMEHU. Ee MOXXHO OTKM0UYNTh, 4TOObI
YNYHWNTb NPON3BOANTENBHOCTb CUCTEM, KOTOPbIE HE COAEPXKaT 60/1bLLOE KONNYECTBO OOKYMEHTOB
Microsoft Office.

YT106bl aKTMBMPOBATL (PYHKLIMIO 3aLLMThl JOKYMEHTOB, OTKPOMTE PacluvpeHHbie napameTpsl () >
Moaynb o6Hapy>xeHus > NMpoueccbl CKAHUPOBaHUA BPeAO0HOCHbIX NPOrpamMM > 3aliuTa
DOKYMEHTOB |1 LLEeJIKHUTE NON3YHOK PSLOM C 3/1IeMeHTOM BKAIOYUTDL 3aLUTy AOKYMEHTOB.

ThreatSense — paclUMpeHHbIE NapaMeTpbl, HaNnpUMep paclwmnpeHnsa anioB, KOTOPbIE HYXKHO
KOHTPOJZINPOBaTb, N NCMOJIb3yeéMbIE METObI 06Hapy)KEHVIF|. ﬂ,OI'IO)'IHVITeJ'IbeIe cBeoeHmsa CM. B
pa3gene ThreatSense.

3Ta PyHKUMA aKTUBMPYETCS NPUIOKEHNAMU, B KOTOPbIX MCNONb3yeTcsa Microsoft Antivirus API
(Hanpumep, Microsoft Office 2000 1 6onee NO3AHUX BEPCUIN UK Microsoft Internet Explorer 5.0 1
6onee no3gHMX BEPCUN).
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Cuctema HIPS

i3MeHeHns B mapaMeTpbl CUCTEMbI HIPS fO/KHbI BHOCUTb TOJIbKO OMbITHbIE NOJIb30BaTENN.
A\ HenpaBunbHasa HaCTpOWNKa 3TUX MapaMeTPOB MOXXET NPMBECTU K HecTabunbHon paboTe
CUCTEMBI.

CucteMa npepnoTBpaLLEeHNs BTOPXXEHUIA Ha y3en (HIPS) 3awuiiaeT OT BPEAOHOCHbIX NPOrpaMM u
APYrON HEeXXenaTeNbHON aKTUBHOCTW, KOTOPbIE NbITATCA OTpULATENbHO NOBANATL Ha 6€30MacHOCTb
KOMMbloTepa. B cncteme npenoTepaLleHns BTOPXXEHUIA Ha Y31 UCNOJIb3yeTCs PacLUMpPEHHbIN aHanuns3
noBeLeHNs B COMETaHUM C BO3MOXHOCTSAMU CeTeBON hmabTpauunm no obHapyxeHuo, bnarogaps
4eMy OTCNEXMBAKTCA 3anyLLEeHHbIE NPOLLeCChl, hainbl U pa3gensl peectpa. Cuctema
npenoTBpaLLeHNs BTOPXKEHWI Ha Y3eN 0TANYaeTCsa OT 3alnThl PannoBon CUCTEMBI B peXxnMe
peanbHOro BPEMEHU N He ABNAEeTCA (halepBOJIOM; OHa TOJIbKO OTC/IEXXMUBAET MPOLLECChI, 3anyLeHHble
B OMepaunoHHON cucTeme.

MapameTpbl cMCcTeMbl HIPS MOXKHO HaCTPOUTL B pa3fesie PaclumpeHHsle napameTpsl > Moaynb
obHapy>xeHus > Cucrtema HIPS > Cuctema HIPS. CocTosiHME HIPS (BKJTIO4EHO/OTKJIOYEHO)
oTobpa)kaeTcs B [J1aBHOM OKHe nporpammsl ESET Smart Security Premium, B pa3fene Hactpomnka >
3awuTa KoMnbloTepa.

SMART SECURITY EXTED o X
[ononHnTenbHble HACTPOUKKM “ x|
| Moayne o6Hapyxennn B | B cucrema HIPS )
O6nauHan 3aWwmTa
Mpoleccsl cKaHMpoBaHMA Bl cheiuyHIES @ o
BPEAOHOCHLIX MPOrpamMm | U — o
Cucrema HIPS 1B :
(i}
| O6uosnenne
BrnrouuTs pECLIJlﬂpEHHbIﬁ MOgynb CKaHWPOBAHWA NARMATIA m B
| 3awuta B ;
BrnrouuTe E."ICIICMPDELLI,MK FKCMADUTOE m ﬂ
| Cepevc D
MogkaoueHmne [nybokan nosegenyeckan NpoEEpKa
- BrntounTs ryBokyo NOEEAEHYECKYH NPOBEPKY (1]
WHTepdeiic T VIO npeRepKy @
nonsL30BaTENA Wecknrouernna M3meHuTE i)
| yeegomnenna B
_ 3awmTa oT NporpaMm-EbiMorarenen
Hactponkn = L
KOHq)HAEHu'HanhHOCI—H BrnrouuTe 3aWKMTa oT I'IpDI'pEMM'EbIMDI'ETE."IEﬁ m ﬂ
Hacrpoikn cucremm HIFS
Mo ymonuanmio G’OK OTmena

Cucrtrema HIPS

BkaouuTb cuctemy HIPS. B ESET Smart Security Premium cucTeMa HIPS BKJIKOHEHa MO YMOJI4YaHUIO.
OTKNOYeHNE CUCTEMBI HIPS NpMUBEAET K OTK/IIOYEHUNIO ee PYHKLMUIN, BNIOKMPOBLLMKA 3KCNIONTOB.
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BknounTb MOAYAb caMO3aLWMTbl — B ESET Smart Security Premium UCNOb3YeTCA BCTPOEHHANA B
CMUCTEMY HIPS TEXHOJI0rMS caMOo3aLLUTbl, KOTOPas He NO3BOISET BPEeAOHOCHbLIM MporpaMMam
noBpeaunTb UK OTKIIOYMUTL 3aLUUTY OT BUPYCOB M LUMNOHCKUX NporpaMM. Moaynb CaMO3alLnTbl
obecneymBaeT 3aWMTy CaMbIX BaXKHbIX MPOLLECCOB CUCTEMbI U NPOrpaMMbl ESET, pa3fenioB peectpa u
(hannos oT BMelLaTeNbCTBA.

BKNIOYMTDb 3alLULLLEHHYIO CNYXOy — BkovaeTca 3awmTa cnyxbbl ESET (ekrn.exe). ECv napameTp
BKJIIOYEH, Cny)xba 3anyckaeTcsa B BUAE 3alUMLLEeHHOro npouecca Windows 4518 3alLMThl OT aTak
BPELOHOCHbIX MNpOrpamMmm.

BKJIIO4YMTb paclUMpPeHHbIX MOAYJIb CKAHUPOBAHUA NaMATU paboTaeT B coYeTaHNM C
610KMPOBLLMKOM 3KCMNONTOB A5 YCUIEHNS 3aLUMTLl OT BPEAOHOCHbIX NPOrpaMM, KOTOpble MOTyT
n3beraTb 06HapyXeHMs NPOAYKTaMU 418 3aLNTbl OT BPEAOHOCHbIX NPOrpaMM 3a cyeT
MCNOJIb30BAHNSA YMbILWIEHHOMO 3anyThIBaHUS UAW LWNGPOBAHNSA. PaClUMPEHHbIA MOAY b
CKaQHMPOBaHMA MaMATH MO YMOJYAHMIO BKOYEH. [LoNoNHUTENbHYIO nHopMauuto 06 3Tom Tune

3allTbl CM. B [J10CCapun.

BNOKMPOBLUMK 3KCNIOUTOB NpefHa3HayYeH A5 3anTbl NPUIOXKEHWIA, KOTOPbIE 00bIYHO YS3BUMbI
LS9 3KCMIONTOB, HanpuMmep bpay3epoBs, NPoOrpamMm 4Ns YTeHWUs PDF-hainoB, MOYTOBbIX KJVEHTOB U
KOMMOHEHTOB MS Office. BOKNPOBLLIMK 3KCMIONTOB MO YMOMYaHMWIO BKOYEH. [JONONHUTENbHYIO
NHGopMaLMo 06 3TOM TuMNe 3aLNTbI CM. B [J10CCaAPUN.

Fnybokas noBeseH4Yeckas NpoBepka

Bkno4nTb rnyboKyio noBeaeH4ecKylo NPOBepPKYy — 3TO €Lle OVH YPOBEHb 3aLLMThI,
MCMNOJIb3yeMbIA CUCTEMON HIPS. 3TO pacluMpeHne cucTembl HIPS aHann3npyeT NoBeLeHMe BCex
nporpamm, 3anyLeHHbIX Ha KOMMNbOTEPE, U NpeaynpexaaeT Bac, ecn npouecc Beget cebs, Kak
BPEAOHOCHbLIN.

VicknyeHns cuctemsl HIPS 13 rnybokor NoBefeHYeCcKo NPOBEPKM MO3BONAIOT UCKIOYNTL M3
aHann3a onpegeneHHble npouecchl. YTobbl 0becneynTb CKaHMPOBaHME BCEX NPOLECCOB Ha Haan4ymne
yrpo3, peKkoMeHAyeTCa Co34aBaTbh UCKIIOYEHUSA TONbKO B C/lyvae KpanHen HeobxoaumocCTu.

3awmTa OoT NnporpaMM-LLIaHTa>XUCTOB

3awmTa OT NPOrpaMM-LLIAHTAXKUCTOB: 3TO €Lle 0JVH YPOBEHb 3aLLMTbI, PYHKLNOHUPYIOLLNIA KaK
KOMMOHEHT cMcTeMbl HIPS. Ansi paboTbl MOAY/A 3aLMTbI OT NPOrpaMM-LLAHTaXMNCTOB He0bX0aMMO,
4yTobbI CCTEMA penyTaumm ESET LiveGrid® 6biia BKAOYEHa. [onoaHUTeNbHY nHdopMaLmno 06 3Tom

Tnne 3allnThl.

BKnioumThb Intel® Threat Detection Technology: nomMoraeT obHapy>XnBaTb aTaku NporpaMm-
BbIMOraTesen, NCNosb3ysa YHUKANbHYIO TEIEMETPUIO NpoLeccopa Intel 415 NOBbILLEHNS
3(pheKTUBHOCTN 0BHAPYKEHUSA, YMEHbLLUEHNSA KONNYECTBA NOXHbIX NpeaynpexaeHuin 06 yrposax un
pacwmnpeHna BO3MOXXHOCTEN I'IpOTI/IBO,EI,eI7ICTBI/IF| nepenosbiM METOOAM YKJIOHEHUA OT 06Hapy>KeH|/m.
CM. MHopMaLmIo 0 NoaepKrBaeMblX NpoLeccopax.

HacTponku cuctemsl HIPS

Pexum cbuanpau,vm MO>XHO BbIMOJIHATb B OAHOM M3 CnefyloWwnx peXxnmmos:
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https://support.eset.com/kb8336

ABTOMATMYECKUMN PEXUM  BKJloYEHbI BCE OMepauun 3a UCK/YEHNEM TeX, KOTopble
3a6/10KMpPOBaHbI NpeaBapUTeNbHO 3a4aHHbIMU NpaBKUIaMu,
3alUMLLAIOLLIMMU KOMMbIOTEP.

NHTennekTyanbHbINA Monb3oBaTenb ByneT nonyyaTb yBeAOMAEHNS TONbKO 06 04eHb

pexum NOLO3PUTENBbHbBIX CODLITUAX.

NHTepakTUBHBLIA peXuM  [lonb3oBaTesnb ByaeT nonyvyaTb 3anpockl Ha MOATBEPXKAEHNE
onepauun.

Pe>XuM Ha ocHoBe H610KMpPYOTCA BCE ONepaLnn, KpoMe TeX, YTO pa3peLleHsl

NOJINTUKMU onpeneneHHbIM NpaBusioM.

PeXxum obyuyeHusn Onepauunmn BKAKOYEHbI, U NOCNE KaXk4on onepaumm Co34aeTcs

npaBwo. MNpaBuna, co3faBaeMble B TAKOM PEXIMME, MOXHO
npocMoTpeTh B peaakTope MpaBuna HIPS, HO NX NPUOPUTET HUXE,
4yeM y NpaBWJl, CO34aBaeMblX BPYYHYIO UM B aBTOMATMYECKOM
pexume. MNpun Bbibope anemMeHTa Pexkum obyveHus B
PaCKPbIBAlOLWEMCS MEHIO Pe)xuM unbTpaumm cTaHOBUTCS
AOCTYMNHbIM NapameTp Pe)xum obyyeHus 3aBepLumnTca. Boibepnte
ONUTENbHOCTb ANs pexuma obyyeHuns. MakcumasbHas
ANNTENbHOCTb — 14 aHel. Koraa ykasaHHbI neprof 3aBepLunTcs,
BaM By[eT nNpeasoKeHo M3MEeHWUTb NpaBuia, Co3AaHHble CUCTEMON
HIPS B pexxume obyyeHmns. Kpome Toro, Bbl MOXeTe BblbpaTb Apyron
PEXUM DUAbTPALNN NN OTNOXKNTb PeLleHrne 1 NPoLOIHKUTb
NCNOJIb30BaTb PEXMM 00yYeHus.

Pe>xum 3apaH nocne 3aBepLUeHUA peXXuMma obyvyeHus. BoibepnTe 3T0T pexum puabTpaumm,
KOTOpbI ByaeT AeNcTBOBaTb MO OKOHYAHUMN UCMOJSIb30BaHMA pexunMa obyydeHnsa. YTobbl nocne
3aBepLUEHMS pexuma 0by4eHnsa N3MeHNTb pexxnum GunbTpauns HIPS Ha CNPoOCUTb NONb30BaTeN ,
HY>XHbI MpaBa aAMUHKUCTPaTOpA.

Cuctema HIPS 0TCNeXNBAET COObITMS B ONEPALMOHHON CUCTEME U pearmpyeT Ha HUX
COOTBETCTBYOLLMM 06pa3oM Ha OCHOBE NpPaBWJI, KOTOPbIE aHANOrMYHbI MpaBKIaM daiiepBona.
Ha)xmuTe KHonky HacTpouTb psgomM C anemeHToM MpaBuna, 4Tobbl OTKPLITH PEAAKTOP NpaBu
cucTeMbl HIPS. B 3TOM OKHe MOXXHO BbibVpaTb, CO3[1aBaTb, U3MEHATL U YAANATb NpaBuna.
[ononHNTENbHbIE CBEAEHUS O CO34aHMN NPaBUI 1 OMepaLmsax CUCTEMbI HIPS CM. B pa3fene
3mMeHeHWe NpaBuia CUCTEMbI NPEAOTBPALLEHNS BTOPXKEHWIA Ha Y3e.

NcKNnioYeHus cucteMbl HIPS

C NOMOLLbIO UCK/TIOYEHMI MOXXHO UCKJIK0YaTb MNPOLIeCChl U3 FyboKoi NoBeaeHYECKO NPOBEPKY
cucTeMmsl HIPS.

YT106bl N3MEHUTb NCKTIOYEHNS CMCTEMbI HIPS, OTKpPOMTE pa3fen PaclivpeHrHble napameTpsl > Moaynb
obHapy>xeHus > Cuctema HIPS > Cuctema HIPS > UcknioueHus > U3MeHUTb.

He cnepyeT nyTaTb 3TY MYHKUNIO C APYT VMU BO3MOXXHOCTAMU UCKNOYEHNA — VICKJIIOYEeHHbIEe
paclwimpeHus gannos, UckoyYeHns U3 obHapyxeHus, icknovyeHnsa ong oblICTpooeNCTBUSA UK
NckayeHus aas NnpoLeccos.

YT106bI NCKNIOYNTL 00BEKT, LenkHNTe J,06aBUTbL 1 BBeAUTE NyTb K 00BEKTY AN BblAENNTE €ro B
LPEBOBUAHON CTPYKTYpe. BolbpaHHble 3anncy TakXe MOXKHO U3MEHSTb U yAaNUTb.
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PacwuupeHHble napaMeTpbl HIPS

ﬂepeqmcneHHble halJiee NapaMeTpbl NOJIE3HbI OJ1A OTNaAKN U aHaN3a NOBEAEHNA MPUNOXEHNA.

[paliBepsbl, 3arpy3ka KOTopbIX pa3pelleHa BCeraa: 3arpy3ka BblbpaHHbIX ApaiBepoB pa3peLleHa
BCerfa, He3aBnCKMMO OT HAaCTPOEHHOMO pexuMa UAbTPALMK, €CN OHU He 3ab10KMPOBaHbI B IBHOM
BUAE MPaBUIOM MOJIb30BaTENS.

PerucrtpupoBaTtb Bce 3ab610KMpoBaHHbIe onepauum: Bce 3ab610KMpoBaHHbIE onepauun byayT
3anncbIBaTbCA B XKYPHa HIPS. Icmonb3yiTe 3Ty (hyHKLUMIO TONbKO MPU YCTPAHEHUW HEMONIAL0K MK
Mo 3anpocy CNybbl TEXHUYECKON NOAAEPKKM ESET, TaK Kak OHa MOXXET C034aTb 04eHb 60JbLLIOW
thaiin XXypHana 1 3aMepanTb paboTy KoMMblOTEpa.

CoobLwaTbh 06 M3MeHeHUAX NPUNOXKEHUN, 3arpy>KaeMbiX NPU 3anycke CUCTeMbI: Mpu
no6aBneHnn UM yaaneHun NpunoXXeHuns, 3arpy>aemMoro npu 3anycke cucTeMsl, Ha paboyem ctone
oTobparkaeTcsa yBeLoMNIeHme.

IpauBepbl, 3arpy3ka KoTopbiX pa3peLleHa
BCcerpna

3arpy3ka ApaiiBepoB, 0TOBpaXKEHHbIX B 3TOM CMUCKE, pa3pelleHa BCeraa BHe 3aBUCMMOCTY OT
peXxuma uibTpaLmm HIPS. 3TO He KacaeTcs C/lyyYaeBs, Korfa 3arpy3Kka fpaiBepa sBHbIM 06pa3oMm
3a6710KMpoOBaHa NPaBWIOM NoJb30BaTENS.

Do6aBuTb: [o6aBNEHNE HOBOrO ApaliBepa.
N3MeHnTb: n3MeHeHe BbIbpaHHOro apaiBepa.
Ypanute: ynaneHue apaisepa v3 Crucka.

COpoc: nepe3arpyska CUCTEMHbIX ApaiiBEpPOB.

Ecnum wenkHyTb anemMeHT COpoOcC, ApaiBepsbl, AobaBNeHHbIE BPYYHYIO, OyayT yaaneHsl n3
CMNUCKa. 9TO MOXXET NPUrOANTLCA, eCN Bbl 406aBUN HECKOJIbKO L PaiBEPOB N HE MOXETe
yOanuTb UX U3 CNUCKa BPYYHYIO.

Mocne yCcTaHOBKM CNMUCOK ApaniBepoB NYCT. ESET Smart Security Premium 3anoJiIHAET CANCOK
dBTOMaTU4YECKKN C TEYEHNEM BPEMEHN.

NHTepaKTUBHOE OKHO HIPS

B okHe yBeoMNIeHNIA HIPS MOXXHO CO3[1aTb MPaBU/I0 Ha OCHOBE HOBbIX AEACTBUA, 0OHAPY>KEHHbIX
cucTemon HIPS, 1 onpeaenunTb YCI0BUS, MPU KOTOPbLIX Takoe AeicTeune byneT pa3pelleHo uam
3anpeLyeHo.

lMpaBuna, co3gaBaeMble B OKHe YBEJJ,OMJ'IEHVII7I, CHNTAOTCA PpaBHO3Ha4YHbIMWU NMPaBWaM, CO340aHHbIM
BPYy4HY10. MpaBunno, Co34aHHOe B OKHe YBe,EI,OMJ'IeHVIVI, MOXeT bbITb MeHee I'IO,EI,pOﬁHbIM, 4eM npaBuno,
KOTOpOE BbI3BaJi0 NodAB/IEHNE 3TOM0 AMNaJiIoOroBOro OKHa. 9TO0 3HAYUT, 4TO NoCae Co34aHNsA Takoro
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npasWiia B a/I0FOBOM OKHE 3Ta XXe onepauna MOXET BbI3BAThb MOABJIEHNE TaKOIro XXE OKHa.
LononHnTeNbHbIE CBEAEHNS CM. B paspene [MpMOPUTETHOCTL ANS NMpasu HIPS.

Ecav ong npaBuna no ymMosyYaHuio YCTaHOBMEHO AeiicTBMe CnpaluMBaTh KaXKAbli pas, To nNpu
KaXK[oM 3anycke npasusia 6yaeTt oTobpaxxaTbCs ANANOr0BOE OKHO. 115 onepaunm TakKe MOXHO
BbIbpaTh Apyrue genctevs: 3anpeTuTb iy PaspewnTs. Ecnm nonb3oBaTeNb He BoIbUpaeT
LEeCTBME B TEYEHNEe OnpeaesieHHOro BpeMeH, Ha 0OCHOBE NpaBu BbibpaeTcs HOBOE AENCTBME.

Bbibop napameTpa 3anOMHUTb A0 3aKPbITUA NPUIJIOXKEHUA MPUBOANT K UCMO/Ib30BAHMIO AeiCTBIS
(PaspewuTb/3anpeTuTb) 0 TEX MOP, NOKa He 6yayT N3MEHEHbI MPaBuia UK PEXMUMbI
dunbTpaumm, He 6yneT o6HOBMEH MOAY b CUCTEMbI HIPS UK He ByeT BbINOSHEHA Nepe3arpy3ka
KOMMbloTepa. Mocse BbINoSHEHNS I060ro U3 3TUX Tpex AeNCTBUA BpeMeHHbIe NpaBuia yaansaoTcs.

Ecnu BbibpaTb napameTp Co3paTh NPaBMJIO M 3aNOMHUTL HaBcerpa, OyaeT co3faHo HoBoe
NpaBwJIo HIPS, KOTOPOE NO3)Xe MOXHO U3MEHUTb B pasfene YrnpasieHve npasuaamm HIPS (HyXHbI
npaBa agMUHUCTpaTopa).

BHM3Y wenkHnTe CBepeHus, 4Tobbl y3HaTb, Kakoe NPUIoXKeHNe 3anyCckaeT onepaLmio, Kakosa
penyTauus danna n Kakyto onepawumio Hy>XHO pa3peLwnTb UK 3anpeTuTb.

YT106bl YCTAHOBUTH NapaMeTpbl NpaBuna 6onee aeTanbHO, WEeNKHUTE PacluMpeHHble napaMeTpbl.
Ecnu BbibpaH napameTp Co3paTh NPaBMAIO U 3aNOMHUTbL HaBCcerga, NOCTYMNHbI NepeYncneHHbIe
HVXXEe BapuaHTBbl.

+ Co3paTb NpaBuoO, 0eNCTBUTEJIbHOE TOJIbKO AJA 3TOro NPUMAoXKeHua. Ecim ycTaHoBNEH
3TOT (hN1aXXOK, NpaBuio byaeT co3gaHo Anst BCeX UCXOLHbIX MPUJIOXXEHWNA,

* Tonbko ansa onepauuu. Boibepute onepaunn ons danna, NPUIoKeHUs K peectpa npasua.
CM. onuncaHma Bcex onepawuunm HIPS.

* Tonbko ansa uenm. Boibepute Lenesble 06BLEKTHI AN5 haitna, NPUIOXKEHNS NN peecTpa
npasuna.

YT00bI YBELOMIEHUS HE 0TOBPaXKaNNCh, YCTAHOBUTE aBTOMaTU4ECKMIA PeXUM nbTpaunm B
pa3fene PaclumpeHHble napaMeTpsl > Moaynb obHapyxeHus > Cuctema HIPS > Cuctema HIPS.
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SMART SECURITY EETm

CucTema NpefoTBpaLLEHNA BTOpXeHWA Ha y3en (HIPS)

Mpunosxenne (B Conscle Window Host ) npoByeT nonyunTs 40cTyn K Apyrony NPUAOHEHNID

(BH Windows Command Processor ).

Mpunoxenne: Bl Console Window Host

Komnanna: Microsoft Corporation

Penyrawma: v i OBnapyxeno 2 roga nazag

Tun poctyna: 3aeepLUnTL/ NpUOCTAHOBNTE paBoTy ApYroro NPUACHKEHIA,

AsmeHnTE cocToaHKE ApYrore NpUNcHeHUa

Dbbekn: CAWindows\System32\cmd. exe

PaspewwTs 31y onepaumio?

Paspewnts JanpeTuTb

®) CnpallmeaTs Kaxgelid pas
3aNoMHKTE 40 33KPBITUA NPUNCIKEHNA

CDi,qETb NP3aENNC W 38NCMHWTE HABCErAa

JononHuTeneHele cBegeHnA ob 3Tom coobLyEHN # MNogpoBHoctn % PaclunpeHHBIE NapameTpeil

NoTeHuuanbHoe noeepgeHue NporpaMmm-
BbIMOraTesnen obHapy>xeHo

Mpun o6Hapy>XeHUn NOTEHLMANbHOr0 MOBEAEHNSA, XapaKTEPHOr0 A5 NPOrpaMMbl-LLUAHTaXKNCTa,
oTobpaXkaeTca AnanoroBoe OKHO. Ans onepaumm Takxe MOXHO BbiIbpaTb Apyrue AencTBus:
3anpeTuTtb 1 Pa3peLwuuTs.

SMART SECURITY IEExma

A O6Hapy>XeHOo Nojo3pUTENbHOE NOBEAEHNE

Mpunoxenne (8] hghfghadfg.scr ) nbimaeTca MsMeHnTs Gaiinsl y 83c Ha KOMMBIOTEPE
NoAo3pUTENBHBIM 0Bpasom,

Ecnu Bel HE ACEBEQAETE ITOMY NPWNOMEHWHD, CNEAYET _’-EEJ'IDKMFIDEETb 3Ty NONBITEY.

Mpunonerne: = hghfghadfg.scr

Komnanna: HeuzeectHo

Penyrawma: v [ OBrapyxerol rog Hazas

Onepauyns: MoTeHUMaNEHOE NOBEAEHNE NPOrPaMMbl- LIAHTEHWCTE

PaspewwTs 31y onepaumo?

JononHuTeneHele cBegeHnA ob 3Tom coobLyEHN # MNogpoBHoctn % PaclunpeHHBIE NapameTpeil

LLlenkHuTe CBepeHus, HTobbl MPOCMOTPETL KOHKPETHbIE NapamMeTpbl 06HapYXeHUs. B 3Tom
ANanoroBOM OKHe MOXXHO BbibpaTh MepepaTbh HA aHanu3 1 UCKNIOYUTL U3 NPOBEPKHU.
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Jns NpaBuibHOM PaboThbl MOAYNSA 3aLLUMThLI OT MNPOrpamMM-BbIMOraTeiell CUcTeMa ESET LiveGrid®
O0J1XKHa BbITb BK/OYEHA.

YnpaBJsieHue npasusaamu HIPS

Cnncok co3faHHbIX Nonb3oBaTeneM 1 AobaBneHHbIX aBTOMaTUYECKM npaBu U3 CUCTEMBbI HIPS.
HononHunTenbHble CBeOEHNSA 0 CO34aHMM NpaBusl 1 onepaumnax CUCTeMbl HIPS NMPUBOASATCS B riaBe
MNapameTpbl NpaBua HIPS. CM. Takxe Obuine npuHUMnbl PaboThl CUCTEMBI HIPS.

Ctonoupbl

MpaBuno: yka3aHHOe Nosb30BaTesieM Uiu aBTOMaTUYeCKM Bbl6paHHoe nMAa npaBuna.

BKIOYEHO: OTKJII0UYNTE 3TOT MON3YHOK, 4T0bbl OCTABUTL npaBuio B CNCKe, HO MPWN 3TOM He
NCroJsib30BaTb €ro.

HencTtBue: npasno 3agaet gencreme (Paspewnts, BaokupoBatb NN 3anpocuTb), KOTOPOE
LLO/DKHO ObIThb BbINOJIHEHO MpK cOBAOAEHUN YCNOBUNA.

UcxopHble 00beKThbI: npasunio 6yueT MNCNosb30BaTbCA TOJIbKO B TOM CJ/1y4ae, eC/in cobbiTne
BbI3bIBA€TCA 3TUMUN NPUITOKEHNAMMN.

LeneBble 06beKTbI: NpaBnio byaeT NCNonb30BaThCS, TOJIbKO €CNN Onepauus CBs3aHa C
onpeneneHHbIM hainioM, NPUI0XKEHNEM U 3aMNCbIO peecTpa.

Cepbe3HOCTb PerucTpupyeMbix COObITUI: eC/IM aKTUBNPOBATbL 3TOT NapaMeTp, MHGopMaLms 06
yKa3aHHOM npaBue 6yaeT 3anncbiBaTbCs B XXy pHa HIPS.

YBepoMMUTb: eC/in 3anyckaeTcs cobbiTue, B MPaBOM HVKHEM Yrly 3KpaHa oTobpakaeTcs
HeboNbLIOE OKHO yBEAOMEHMS.

N1eMeHTbl ynpaBJieHun
[obaBuTb: CO3aaHMe NMpaBuna.
N3MeHUTb: N3MEHEHNE Bbl€NIEHHbIX 3anncei.

Ypanutb. YaaneHue BolbpaHHbIX 3anuncen.

MpuopuTeTHOCTbL ANA NnpaBun HIPS

HacTpoika ypoBHS npuopuTeTa Aas NpaBua CUCTEMbI HIPS C MOMOLLbIO KHOMOK «B Ha4ano» n «B
KOHeL» (Kak B pa3gene [lpasuia hanepsona, rae npasuia nocaenoBaTebHO BbIMOAHATCA CBEPXY
BHW3) He NpeayCcMOTpeHa.

* Bce npaBunia, KOTopble Bbl CO34aeTe, UMEOT 0AMHAKOBbLIA MPUOPUTET.

* Yem bonee nogpobHoe npasmsio, TEM BhilE €ro NpuopuTeT (HanpuMep, NpaBuao 4ns
KOHKPETHOr0 NpuioXKeHuns nmeet 6onee BbICOKUIN NPUOPUTET, YEM NPABUIO A4J1F BCEX
NPUI0XKEHNN).
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* Cncrema HIPS COAEPXNT BHYTPEHHNE NpaBhNa C 6onee BbICOKMM NPUOPUTETOM, KOTOPLIE
HeONOoCTYNHbI MOJIb30BaTEJIO (Hanpmmep, HeNnb34 nepeonpenennTtb npasnia CaMOo3allunThl).

» Co3paHHoOe noJsib3oBaTesieM MPaBuIo, KOTOPOE MOXKET 3aMOpPO3UTb paboTy onepaunoHHON
CUCTEMbI, He NPUMEHSAETCA (MMeeT CaMblil HU3KUI NPUOPUTET).

N3MeHeHue npaBuna HIPS

CHavana cM. YnpasJieHve npasuaamu HIPS.

NMa npaBuna: ykaszaHHOe NoJib30BaTesIeM UM aBTOMaTUYECKN BblﬁpaHHoe nM4a npasunna.

LencrBue: npasuno 3agaet gencrene (Paspewntb, Baokuposats 111 3anpoCcUTb), KOTOpoe
LOMKHO BbITb BbINOJIHEHO MpK COBAOAEHUN YCNOBUNA.

Onepauuun BAnAHUA: BbibepnTe TN onepaunm, K KoTopoMy byneT NpuMeHsTbCS NpaBuo. Mpasuno
OyneT Mcnonb3oBaThCS TOJILKO AJ15 3TOr0 TUMa onepaunmn u ans sbibpaHHoro obbekTa.

BKJIIOYEHO: OTKJII0UNTE 3TOT NepekoyaTesb, eCan NPaBuIo Hy>XHO OCTaBUTb B CNUCKe, HO Mpu
3TOM HE MNMPUMEHATDL €ro.

Cepbe3HOCTb perucTpupyeMbix COObITUI: eC/V aKTUBMPOBATL 3TOT NapameTp, UHdopmMaLms 0b
yKa3aHHOM npaBusie byaeT 3anncbiBaTbCs B XKypHasl HIPS.

YBepoMuTb NoJib30BaTeNA: eC/N 3aMyCcKaeTcs cobbiThe, B MPaBOM HUXHEM yriy oTobparkaeTcs
Hebo/bLLoe OKHO YBEAOMEHUS,

MpaBno COCTOMT U3 YaCcTemn, B KOTOPbIX OMUCLIBAOTCA YCI0BUSA BbINMOJIHEHNSA NpaBuna.

UcxopHble NpUNOXXeHUs: nNpasmio 6yaeT MCnosib30BaThCs TOIbKO B TOM Cly4yae, ecau cobbiTre
BbI3bIBAETCS 3TUMU NPUIOXKEHNAMU. BbibepuTe NyHKT OnpeaeneHHble NPUJIoOKeHus B
PACKPbIBAIOLLEMCS MEHIO U HaXXMUTe KHOMKY Jlo6aBuTb, 4Tobbl 106aBUTL HOBbIE halnbl, NN
BbibepnTe NyHKT Bce npunoxxeHus, 4tobbl 106aBUTL BCE NMPUIOXKEHNS.

LieneBbie hannbl: 370 nNpasuno byaeT UCNoSIb30BaThCS, TObKO €C/N onepauns 0THOCUTCA K
AaHHOMY ueneBoMy 06bekTy. Boibepute NnyHKT OnpepeneHHbie parnbl B PaCKPbIBAIOLLIEMCS MEHIO
M wenkHnTe fJobaBuTb, 4TOOLI 06aBNTHL HOBbIE (halbl UK Nanku, naun Beibepute NyHKT Bece
dannbl, 40661 406aBNTL BCE Dabl.

MpunoXxeHus: 370 Npasuso 6yaeT NCNosb30BaThCs, TONILKO €C/IN OMNepaLms OTHOCUTCS K AaHHOMY
LieneBoMy 06beKTYy. BeibepuTe NyHKT OnpepneneHHbie NPUN0XKEHUS B PACKPbIBAIOLLEMCS MEHIO 1
HaXXMUTe KHoMKy J,06aBuTb, 4TOObI 106aBNTL HOBbIE DALl UK NanKK, UK BeibepuTe NyHKT Bee
NPUNOXKeHUs, 4Tobbl 106aBNTb BCE NPUIOXKEHNS.

3anucu peecTtpa: 3T0 Npasuio byaeT NCNOAb30BaTLCS, TOJILKO €C/IN OMnepaLns OTHOCUTCS K
JlaHHOMY LeneBoMy 06bekTy. BbibepnTe B paCcKpbiBaloLWEMCS CMCKe MYHKT OnpepeneHHble
3anmncK 1 HaXXMnTe KHOMNKy,ob6aBuTb A1 BBOA4A BPYYHYIO UM KHOMKY OTKPbITh peaakTop
peecTpa 414 Bbibopa napameTpa B peecTpe. MoXXHO TakXe BbibpaTh B PAaCKPbIBAOLLEMCS CMINCKE
nNyHKT Bce 3anucu, 4Tobbl 406aBNTL BCE NPUIOXKEHUS.
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HekoTopble onepauumn onpeaenieHHbIX NpaBus, NPeaBapuTesbHO 3af4aHHbIX CUCTEMON HIPS,
HEBO3MO)XHO 3a6/10KMPOBATh, OHW pPa3peLLEeHbl MO YMOYaHWI0. KpoMe Toro, He BCe CUCTEMHbIE
onepawLmnmn OTCNEXNBATCA CUCTEMON HIPS. CucTeMa HIPS OTCNIEXXMUBAET onepaLm, KoTopble
MOTYT CYMTATbCA Hebe3oMmacHbIMU.

OnucaHmne BaXKHbIX onepauunm

Onepauuu ¢ hbannamm
* Ypanutb pann: npunoxeHne 3anpallmBaeT pa3peLleHne Ha yganeHme uenesoro ganna.

* BbinosHUTBL 3anucb B hain: npuioxKeHve 3anpalivBaeT pa3peLleHre Ha 3anuch B LieNeBon
thann.

* HenocpepncTBEHHbI AOCTYN K AUCKY: MPUIOXKEHWNE MbITAETCS BbINMONHUTL YTEHME C AUCKA
WK 3aMWCb Ha AMCK HEeCTaHAapTHLIM 06pa3oMm, B 06x04 CTaHAAPTHbLIX anropuTMoB Windows. 3TO
MOXXET NPUBECTU K N3MeHeHuto daiios 6e3 nprMeHeHNs COOTBETCTBYIOLLMX NpaBus. Takas
onepaLmsa MOXXeT BbINONHATLCS BPEAOHOCHON NPOrpamMMoN, NbliTatoLencs nsbexaTb
0bHapy>XXeHUs, AN XKe NPorpamMmMHbIM obecneyeHnemM ansi pe3epBHOro KONMPOBAHNUS, KOTOPOE
NblITaeTCA CO34aTb TOYHYIO KOMMWIO ANCKA, MO0 AMCNeTYepOM pa3aesios, NbiTaloWUMCs
peopraHn3oBaTb TOMa ANCKaA.

* YCTaHOBUTDb r100a/1bHYIO NOBYLLKY: BbI30B (DYHKLMMN SetWindowsHookEx 13 BnbanoTeku
MSDN.

* 3arpy3uTb ApauBep: 3arpy3kKa n yCTaHOBKa ApalBEPOB B CUCTEME.

Onepauum C NPUIOKEHUAMHU

* BbINO/IHUTBL OTNAAKY APYroro NPUAOXKEHUA: NpUKpeneHne oTnaguvka K npoueccy. Mpu
OTNaKe NPUSIOXKEHNS MOXXHO MPOCMOTPETH 1 MU3MEHUTb MHOTME CBELEHNS O €ro NoBeAEHNN 1
NONYYNTb BOCTYN K €ro AaHHbIM.

* NMepexsBaTbiBaTb COOLITUA APYroro NPUJIOXKEHMUSA: CXOAHOE MPUJSIOXKEHNE MbITaeTcs
3anuncaTb CobbITUSA, HAaNpaB/ieHHbIE HA APYroe NPUIoXKeHUe (Hanpumep, KlaBnaTypHbI LLMUOH,
MblTAlOWNIACS 3anucaTb cobbiTusi Bpaysepa).

* 3aBepLUUTL/MPUOCTAHOBUTbL PabOTy APYroro NPUNOXKEeHMUs: NprMoCcTaHOBKa,
B030OHOBJ/IEHNE NI 3aBepLUEHME NpoLecca (MOXXHO NOAYyYNTb AOCTYN HENOCPEACTBEHHO 13
obo3peBaTens NpoLeccoB nan naHenun «Mpoueccol»).

* 3anycTuTb HOBOE NMPUJIOXKEHMUE: 3aMyCK HOBbIX NMPUJIOXKEHUI NN NPOLECCOB.

* N13MeHnTb COCTOAAHME APYroro NPMJIOKEHUA: NCXOLHOE NPUI0XKEHNE MNblTaeTcs
OCYLLEeCTBMTb 3anucb B NaMATb LLeSIeBOr0 MPUI0XKEHNSA AW BbINOAHUTL KOL OT €ro MMeHu. ITa
(PYHKLMOHANBbHOCTb MOXXeT ObITb Nose3Ha A5 3aLUUTbI BaXKHOI0 NPUIOXKEHNS NyTEM €ro
HaCTPOWMKM KakK LLeneBoro B npasuie, 610KMpyoLLEM NCMOSIb30BaHNE AAaHHOW onepaLun.

Onepauum c peecTpoMm

* U3MeHnTb NapaMeTpbl 3anyckKa: stobbie N3MeHeHMs NapaMeTpPoB, KOTOPbIE ONpeaensioT,
KaKune npunoxeHus ByayT BbINOAHeHb! Npu 3anycke OC Windows. X MO)KHO HalTK, Hanpumep,

163



BbIMOJIHMB MOWCK pa3aena Run B peecTpe Windows.
* YRanuTb U3 peecTpa: yaasieHne pa3fena peectpa Uam ero 3HaqyeHus.
» MepeMMeHOBaTbL pa3fpen peecTpa: NepeMMeHoBaHNe pPa3aesioB peecTpa.

* U3MeHUTb peecTp: CO3AaHNe HOBbIX 3HAYEHWI pa3fiesIoB peecTpa, U3MeHeHue
CYLLECTBYIOLLMX 3HAYEHWN, NepeMeLLeHNe AaHHbIX B APEBOBUAHON CTPYKTYpe 6a3bl AaHHbIX UK
HACTPOMKa NpaB MoJib30BaTeNs WAV rPynMbl 415 Pa3fesioB peecTpa.

Mpu BBOAE 06bEKTA MOXHO MCMNOJIb30BaTh NOACTAHOBOYHbIE 3HAKW C onpeaeSieHHbIMY
orpaHum4yeHnsMn. BMecTo KOHKPETHOro pa3jesia B NyTW peecTpa MOXKHO UCM0J/1b30BaTb CUMBOJI
3Be3404KU («*»). Hanpumep, HKEY USERS\*\software MOXeT 03Ha4yaTb

HKEY _USER\.default\software, HO He
HKEY_USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software.

HKEY LOCAL_MACHINE\system\ControlSet* He ABNAeTCA SOMYCTMMbIM NYTEM pa3fena peecTpa.
MyTb, B KOTOPOM COAEPXKUTCA COMETaHME CUMBOJIOB «\*», 03Ha4YaeT «3TOT NyTb UK Noboi
nyTb Ha 10BOM ypoBHe Nocsie 3TOro CMMBOMa». 3TO e AUHCTBEHHbIA CNOCO0D, KOTOPLIM MOXHO
MCMNOJIb30BaTb NOACTAHOBOYHbIE 3HAKW, A1 00BbeKToB (hansioB. CHavyana oLeHNBAETCs TOYHbIN
nyTb, @ 3aTeM NyTb NOC/Ae NOACTAHOBOYHOI0 3HaKa (*).

A Ecnu co3paHHoe npasuno byaeT CAnLIKOM 06LMM, NOSIBUTCS COOTBETCTBYOLLEE
npeaynpexaeHue.

B cnepytowem npumepe 6y)1eT MOKa3aHO, KaK OrpaHNYNTb HEXENaTeJIbHOE noBeneHne KOHKPETHOr o
NPUNOXXeHUA.

1. MpucBoiTe NpaBuay nMs 1 BbibepuTe BAOKMPOBaTH (MM 3anNPOCUTb, ECIN Bbl XOTUTE
BbIOpaTh AENCTBUE MO3XKE) B PAaCKPbIBAOLLEMCS MeHIO ledcTBue.

2. AKTI/IBI/IpyVITe nepeksyatens YBeOMUTb NOJsIb30OBaTeN, 4TObbI yBeaoomsieHne
0T06pa)KaJ'IOCb npun Ka>xaom npuMmeHeHnn npasnna.

3. BbibepuTe x0Ts Obl 0[1HY OMnepaLyiio B pa3aene Onepauun BAUAHMUSA, 1115 KOTopoii byaeT
NPUMEHATLCS NPaBUNIO.

4. llenkHnTe Danee.

5. B okHe UcxomHble npunoXXeHus BoibepnTe B paCKPbIBAIOLLEMCS CMUCKE BapuaHT
OnpepeneHHble NpUaoXeHusa. HoBoe npasunio byaeT NPUMEHSTbLCS KO BCEM NPUIOXKEHNSM,
KOTOpble ByayT NbITaTbCSA BbINOJHUTL Jt060€e 13 BbIOPaHHbLIX AENCTBUIA C YKa3aHHbLIMY
MPUI0XKEHUSMUA.

6. HaxxmnTe KHonky JLo6aBUTb U ..., 4TODObI BLIOPATh NYTh K ONpeaesieHHOMY NPUI0XKEHNI0. 3aTeM
Ha)XXMUTe KHOMKY OK. npl/l He06XOD,VIMOCTVI )J,O6aBbTe OOMOJIHUTENbHbIE MPUTOXKEHNA.
Hanpumep: C:\Program Files (x86)\Untrusted application\application.exe

7. BoibepuTe onepauumio BeinosIHMTL 3anuch B hann.

8. BoibepnTe Bce chainbl B pacKpbIBaOWEMCS MEHIO. ITO MNO3BOANT 3a6710KMPOBaTh BCE MOMbITKY
3anucy B halisibl NPUI0XKEHNAMM, KOTOpble Bbinn BbibpaHbl Ha NpeablayLweM Lware.

9. HaxxmuTte KHOMKY FoToBO, 4TOO®I COXpPaHNTb HOBOE MpaBwnJio.
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SMART SECURITY EXZEm 4

MapameTpbl npasun Cucrtembl HIPS

Mma npaenna Ees UMEHK
JeficTene PazpewuTs ™

OI'IEFIELI,MH ENMAHKA
Ueneseie daine
MpunoxeHna

3anucu peecTpa

8 UU0

BrnroueHo

CepbEIHOCTE PETMCTRNRYEMBIX

. Het e
coBbITHA

C

¥BEA0MKWTE NONB30EATEMA

Hazan HAanee OTmeHa

HobOaBsieHue NyTu K NPUIOIKEHUIO UK
peecTpy oS cucTembl HIPS

BoibepuTe nyTb K hanny NpunoXKeHus, Haxas .... [1pu Bbibope nanku Bce pacnonoXXeHHble B Hen
npunoXxeHns ByayT BKAOYEHDI.

MapameTp OTKpPLITh pepakTop peecTpa 3arnyckaeT peaakTop peectpa Windows (regedit). Mpw
nobaBnieHnn NyTU peecTpa Hy>XXHO NPaBUSIbHO BBECTW PACMo/IoXKEHME B NoJjie 3HA4YEHHe.

MpuMepbl NyTU K hanny nan peectpy:
e C:\Program Files\Internet Explorer\iexplore.exe

* HKEY LOCAL_MACHINE\system\ControlSet

OOHOBJIeHME

OnuMKn HaCTPONKKN 0BHOBNEHNSA [OCTYMHbI B pa3aene PaclinpeHHble napaMeTpsl > OGHoBNeHue. B
3TOM pa3fene yKa3blBaeTcst UHPOopMaLmMs 00 NCTOYHUKAX 0OHOBNIEHWIA, TaKNX KakK CepBepbl
0OHOBNIEHUI 1 AaHHble AyTEHTUDUKALUNA ONF HUX.
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OOHOBJIeHUe

Tekywwmin npogunb 06HOBNEHNS 0ToBpaxxaeTca B pacKpbiBaoLweMcs MeHio BeibpaTe npocdunb
OOHOBNIEHUA NO YMOJIYAHMIO.

YTob6bl Co34aThb Npodunb, CM. CBeAeHMA B pasaene [poduan obHoBeHS.

ABTOMaTHM4YeECKOE NnepeksioyeHue npodusnenn: No3BoseT Ha3HauUTb NpoduibL 06HOBNEHNS
onpeneneHHoMy npodusio CETEBOr0 NOAKIIOYEHNS.

Ecnn Bo BpeMs 3arpy3ku 06HOBNEHUI MOAYNsS 0OHapyXeHNA BO3HMKAN NPobnieMbl, pagoMm ¢
napamMeTpoMm OYMCTUTb K3 OOHOBAEHMM LLENKHNTE OYUCTUTDL, HTODObI yAaNUTb BPEMEHHbIE
hannbl 06HOBNEHNI (0YNCTUTL K3LL).

OTKaT Mmoaynemu

Ecnu Bbl No03peBaeTe, 4TO NnocnenHee 06HOBAEHE MOAY NS 0OHAPYXKEHNS U/UIN NPOTPAMMHbIX
MOAayJNiei NoBpeXxAeHo nan paboTaeT HeCTabubHO, Bbl MOXKETE BhINOJHUTL OTKAT [10 NPeblayiiei
BERCUN U OTKJIOYUTL 0OHOBNEHWS Ha YCTAHOBJIEHHbIV NEPUOA BPEMEHMN.

SMART SECURITY B o X
JononHuTenbHble HACTPOUKKN QL x|
| Moayns o6uapyxenns B OBHoBREHME 5
OBHoBNEHME
= Mpodgwuan 5
| 3awmta B
Cnucok npodunedd KMzmeHuTs (i)
| Cepsvc @ BeiGepnTe npodune, KoTopeiil HYKHO MEMEHWTE Mol npodmnk ™
MoaxnoueHne Mok npogmns
WHTepdeiic . B Obuoenenns 5
nonszoeatens &) _
Tun oBHoBAEHNA PerynapHoe oBHOENEHKME e
| ysenomnernn @ 3anpalunBaTts NOATBERHAEHNE Nepe] 3arpy3koi obHoBNEHMA i}
HacTpoiiku e
KOHQWAEHLUWANBHOCTH
ObroBReHME MOgYAER
BrntounTe Gonee yacTele 0BHOBNEHWUA CHIHATYR
oBHapy#eHnA e o
O6HoBNEHME NPOTPAMME]
Mo ymonuanmio GOK OTmeHa

Ina obecneyeHns nNpaBubHON 3arpy3kn 06HOBAEHNI HEOBXOAMMO KOPPEKTHO 3adaTh BCe
napameTpbl 06HOBNeHMI. Ecnm ncnonb3yeTtcs anepson, NnporpaMmme AO/HKHO ObITh paspeLleHo
obMeHMBaTbLCA AaHHbIMU Yepe3 IHTepHeT (HanpuMep, nepeaaya AaHHbIX N0 MPOTOKOAY HTTP).
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Mpodunu

Mpocmnn 06HOBNEHNA MOXHO CO34aBaTb A5 Pa3NYHbIX KOH(MUIypaunun n 3agay obHoBeHUS.
Co3paHue npogunen obHoBNEHNS 0COOEHHO NOIe3HO A5 NoJsib30BaTesiel MOBUbHbIX YCTPONCTB,
KOTOPbIM He0BX0AMMO CO34aTb BCNIOMOraTesibHbI NPpoduib 411 PErYASPHO MEHAIOWMNXCSA CBONCTB
noAkMoYeHns K HTepHeTy.

B packpbiBatoeMcs MeHio BeibepuTte npocgunb, KOTOPbIA HY>KHO M3MEHUTb 0TObOpaXkaeTcs
Tekywmn npousb. Mo ymonyaHuio ans Hero 3agaHo 3HavyeHne Mou npodunb. YTobbl co3paTh
npognib, PAAOM C 31leMeHTOM CnucoK npodunen wenkHute N3MeHnTb, BBeaMTe MMA npodunsa v
HaXXMnUTe KHoMnky Jlo6aBUTb.

OOHOBJIeHUA

Mo ymon4yaHuio ons napameTpa Tun oOHOBNEHMM 3a4aHO 3Ha4YeHne PerynapHoe oOHoOBnEeHuMe.
9TO 03HAYaeT, 4To (hannbl 0bHOBNEHW ByayT aBTOMaTMYECKMN 3arpy>xaThbCs C cepBepa ESET C
MWHUMaJIbHbIM PacXxoAoM Tpadmka. TecToBble 06HOBNEHNS (NapamMeTp TecToBoe oOHOBNEeHUe) —
3TO 0OHOBNEHUSA, KOTOPbLIE Y>XE NPOLUAN NOSIHOE BHYTPEHHEE TeCTUPOBaHME 1 B banxKanwee Bpems
OyoyT AOCTYMNHbI BCEM NOJb30BaTeNAM. [IpenMyLecTBO NX NCMOJIb30BaHNS 3aK/Il04aeTCA B TOM, YTO
y BaC MOSABASETCA [OCTYN K HOBEMLWNM MeTof4aM obHapyXeHus n ncnpasneHnam. OgHako Takme
obHOBNEHNS MHOTr Aa MOTYT BbITb HEAOCTAaTOYHO cTabunbHbl 1 HE OOJIXKHbI ncnonb3oBaTbCs Ha
MPON3BOACTBEHHLIX CepBepax 1 paboymx CTaHUUsAX, rae HeobxoAnMbl MaKCUManbHbIe
paboTocnocobHOCTb N CTabnNbHOCTb.

3anpawuBaTh NOATBEpXAEHUe nepepn 3arpy3Kou oGHOBJIEHUA: B MporpaMme oTobpasmnTcs
yBe[lOMJIeHNE, B KOTOPOM MOXKHO MOATBEPAUTL WW OTKJIOHUTL 3arpy3Ky daiia obHOBAEHUS.

3anpawuBaTh NOATBEpPXAEHMEe, ecnu pa3mep obHoBneHusa npesbiwaeT (KB): B nporpamme
0T0b6pa3nTCs ANaNoroBoe OKHO MNOATBEPXKAEHUS, eCim pa3mep daitna 06HOBIEHNS NPEBbILAET

3aaHHoe 3HavyeHwne. Ecnv pa3mep ¢anna obHoBneHns 3afaH pasHbiM 0 Kb, Ananorosoe okKHO
NoATBEPXAEHMA B NporpamMme byaeT oTobpakaTbCs B 0OOM Criyyae.

ObHoBNeHus mopyneun
Bknwountb Oonee YacTble 0OHOBNEHUA CUTHATYP OOHapy)XeHus: OyneT yMeHbLUEH UHTepBan

0bHOBNIEHUS CMrHaTyp 0bHapyxeHus. OTKJIIO4YEHME 3TOr0 NapamMeTpa MOXXET HEraTUBHO OTPa3MTbCS
Ha CKOPOCTK 0BHapy»xeHus.

ObHoBNEHMEe NporpaMMbl

OGHOBNEHNA PYHKLMNA NPUIOXKEHUA — aBTOMaTUYEeCKasa yCTaHOBKa HOBbIX BEPCUI ESET Smart
Security Premium.

NMapaMmeTpbl NOAKIIOYEHUA

YT10bbI NCNONB30BaTb NPOKCU-CEPBEP A1 3arpy3ku 0OHOBMEHMI, CM. pa3fen [lapameTpsl
NOAKIYEHNS.
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OTKaT oOHOBNEeHuUS

Ecnn Bbl Nnofo3peBaeTe, 4TO NocsiefgHee 06HOBNEHME MOy 0OHAPY)KEHNS NN HOBbIE MOAY N
nporpamMmmbl NOBpeXAeHbl Nan paboTaloT HeCTabunbHO, Bbl MOXKETE BbIMOJAHUTL OTKAT A0
npenblayLiei BepCMn 1 BPEMEHHO OTK/IOYNTL 0OHOBNIEHNSA. M )Ke MOXKHO BKJIIOYUTL paHee
OTKJIIOYEHHbIE 0OHOB/IEHNS, EC/IN OHU OT/I0XKEHBI HA HEOMNPeAeeHHbIN NePUOS BPEMEHM.

MporpaMma ESET Smart Security Premium C034aeT CHUMKWN MOAY A 0bHapyXeHnsa 1 moaynen
nNporpammbl. 3TV CHUMKUN UCMOJIb3YOTCSA PYHKLMEN OTKaTa. [1Ns CoO34aHMa CHUMKOB 6a3bl aHHbIX
BMPYCOB OCTaBbTe (h/laxxok Co3paTh CHUMKM MOAyJien YyCTaHOBNEHHbIM. Korga hnaxok Co3paTth
CHUMKMHN Mop,ynel"a YCTaHOBJIEH, I'IepBbII7I CHMMOK CO34a€TCA Nnpn nepsom obHoBNEHNN. Cnep,yrou_wuh
CHMMOK CO3a€eTcCqd 4epes 48 Yacos. B none Konu4yecteo NoOKasbHO XPaHUMbIX CHUMKOB
YKa3blBaeTCq KOJIM4eCTBO XPaHUMbIX CHUMKOB MOLOYy A o6Hapy>Keva.

Korfia 4oCTUraeTcs MakCMasibHOE KOJIMYECTBO CHUMKOB (Hanpumep, Tpu), CaMblil CTapbii
CHVMMOK 3aMEeHSIeTCS HOBbIM CHUMKOM Kaxkable 48 YacoB. ESET Smart Security Premium OTKaTblBaeT
BepcUn 06HOBNEHMS MOLY IS OBHAPYXXEHWs U MOAYS MPOrpaMMbl 10 CaMOro CTaporo CHUMKa.

Mocne HaXxaTnsa KHoMKM OTKaTUTb PaclUMpeHHbIe NapamMeTpsl > ObHoBNeHUue > OCHOBHas
mHdopMaLma HY)XKHO BbiOpaTh B PaCKPbIBAIOLLEMCSA CMUCKE AANTENbHOCTb NeEPNO BPEMEHN, Ha
KOTOpbI ByaeT NnpnocTaHOBAEHO 0OHOBNEHNE MOAY 1S OBHAPYXXEHUSA 1 MPOrPaMMHbIX MOAYNEN.

@sED SMART SECURITY Emmm *
OTkat
Mpoacn*UTENEHOCTE Hal2y A i

BbibepuTe BapvaHT [0 0T3bIBaA, YTOOLI OT/IOXUTL peryaspHbie 0OHOBNEHUS Ha HeonpeaeeHHbIN
nepuof, noka yHKLUUs 06HOBIEHUS He ByleT BOCCTAHOBEHA BPYYHYO. MOCKObKY 3TO NoaBepraeT
CUCTEMY OMacHOCTY, ESET HE peKOMEHAYET WCMOJb30BaTh 3TOT NapaMeTp.

Mocne oTKkaTa KHomnka OTKaT 3aMeHseTcsl Ha Pa3pewwmMTb 0OHOBAEHUA. Ha npoTshkeHun neproaa,
BbIGPAHHOr0 B packpbiBatoLeMcsi MeHto MpuMocTaHoBUTL 0OHOBNEHUSA, 06HOBNIEHUS He
npousBoAsTcs. MporpaMma BO3BpaLLAETCs K CaMoi CTapol Bepcumn MoLyns obHapyXeHUs, KoTopast
XPaHUTCS B KAYECTBE CHMMKA B (haliIOBOM CMCTEME JIOKAIbHOr0 KOMMbOTEpa.
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JononHuTenbHble HACTPOWUKH “ x| 7
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| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3amura B ABTOMATUHECKDE NEPEKNHOYEHNE Npo U M3meHuTe (i)
OYnCTUTL K3 oBHOBAEHNA
| CepeKc e
MoaknkoueHre
Ovkar mogyns a
| ::;s;?:;i;ﬂﬂ CozaaTe CHAMEN MOgynef 'D
| KonnuecTeo NoKansHo XpaHiMbix CHUMKOE :
YeenoMAeHWA (5 ]
OTkaT K Npeabigy LM MOy ARM i)
Hactpo#iku
KOHPUASHUMANLHOCTK Mpodum 4
Mo ymonuanmio GDK OTmenHa

MpennonoXxum, nocnenHen sepcmm Moaynsa obHapyxeHns npucsoeH Homep 22700. Bepcun
22698 1 22696 XpaHATCS B Ka4eCTBE CHUMKOB MOoaynsa obHapyxeHus. ObpaTnTe BHUMaHMe,
4yTO Bepcus 22697 HenoCTynHa. B 3ToM npumepe KomnbloTep 6biN1 BbIKAOYEH BO BPEMS
obHoBNeHNs 22697, n 6onee HoBast Bepcust 0OHOBNEHUSA CTana AOCTYMHa A0 TOro, Kak bbina

+/ 3arpyxxeHa Bepcusa 22697. Ecnaum B nosie KonnuyecTteo N0KasNbHO XPaHUMbIX CHUMKOB
YyCTaHOB/IEHO 3HaYeHMe 2 1 NoJsib30BaTeNb WenkHeT OTKaT, Moaynb 0bHapyXeHuns (BKoYas
MOy NPOrpamMmbl) BEPHETCSA K BEPCUM 22696. ITO MOXKET 3aHATb HEKOTOpOe Bpems. YTobbl
NpPOBEPUTb, MPOU3BEAEH I OTKAT A0 NpeablayLlen Bepcmm Mogyia 06HapyXeHns, OTKponTe
OKHO ObHoBsIEHME.

NiHTepBan BpeMeHM oTKaTa

Mocne Ha)xaTna KHoMKKM OTKaTUTb PaclUMpeHHbIe napamMeTpsl > OoOHoBAeHUue > OCHOBHas
mHbopMaumna HYy)XHO BbiOpaTb B paCKPbIBAOLWLEMCS CMMCKE AANTENbHOCTb NePNo BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0OHOBNEHNE MOAY 1A OBHAPY>XXEHUSA 1 NPOrpaMMHbIX MOgYNen.
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OTtkar

MpogonsuTensHoCTE Hal2 yu = ﬂ'

BbibepuTe BapunaHT [0 0T3bIBa, HTOObLI OT/I0XKNTb perynspHbie 06HOBNEHUS Ha HeONpeaeNeHHbIN
nepuog, noka yHKUUs obHoBIEHUS He ByeT BOCCTAHOBAEHA BPYYHY0. MOCKONbKY 3TO NoaBepraeT
CUCTEMY 0NacHOCTW, ESET He peKOMeHAYEeT UCMNOJb30BaTb 3TOT NapaMeTp.

ObHoBNEHME nNporpaMMbl

B pa3nene O6HOBJIEHMA NPOrpPaMMbl MOXXHO aBTOMATUYECKM YCTaHABAMBATL HOBble 0OHOBIEHNS
YHKLUMIA, €CIN OHW JOCTYMHbI.

O6HOBNEHNS (PYHKLIMIA NPUIOXKEHUS 0OABNSIOT HOBbIE PYHKLIMN WU N3MEHSIOT YXKe
CyLLecTByloLMe U3 Npeablaywmnx sepcuii. OBHOBNEHNE MOXXET BbINONHATLCSA KaK B aBTOMATNYECKOM
pexume 6e3 BMellaTeNbCTBA N0b30BaTENS, TaK U C 0TOOPa)KeHMeM yBelIOMAEHUS A1
nosnb3oBaTens. Mocsie yCTaHOBKU 0OHOBNIEHNS (PYHKLMIA MPUNTOXKEHUS MOXKET NnoTpeboBaThCs
nepesanyck KoMnbloTepa.

OOHOBNEHNA PYHKL A NPUIIOKEHUA — €C/IN 3TOT NapamMeTp BKIOYEH, 06HOBNEHNA PYHKLNIA
NPUIoXKeHNs By YT BbINOJIHATLCA aBTOMATUYECKMW.

NMNapaMeTpbl NoAKNIOYEHUA

Y7061 MONYYNTH AOCTYN K OMLMSAM HACTPOMKIN NPOKCU-CepBepa A5 onpeaeneHHoro npoduns
0b6HOBNEHMS, OTKPOWTE pasfen PacllimpeHHbie napameTpsl > ObHoBneHue > Mpodunm >
O6HoBneHus > MapameTpbl noaknoyeHus. OTKPONTE packpbiBatoLLeecs MeHI0 Pe@XXUM npokcu-
cepBepa v BbibeprTe 04MH 13 Tpex NepeyncneHHbIX Aasiee BapuaHToB.

* He ncnosb30BaTh NPOKCU-CEpBEp
e CoenHeHne Yepe3 rNpokcn-cepBep
* icnonb3oBaTb 0bLmMe napaMeTpbl NPOKCU-CeEpBEPA

BbibepuTe BaprnaHT Ucnonb3oBaTb rnobasnbHbie NapaMmeTpbl NPOKCU-cepBepa, 4ToObI
NCMOJIb30BaTb KOH(MUIypaLMio NPOKCU-cepeepa, y)Ke 3afaHHylo B pa3aesie PacllnpeHHble
napameTpsl > NMNopknioyeHue > Mpokcu-cepeep.

BbibepuTe BapnaHT He ncnonb3oBaTb NPOKCU-CepBeEp, YTOObl YKa3aTb, YTO MPOKCU-CEPBEP HE
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6y)1eT NCcnonb30oBaTbhCsA A1 0OHOBNEHUS ESET Smart Security Premium.

dnaxxok MopgkniouyeHne Yyepes NpokKcU-CepBeP LO/KEH ObITb YCTAHOBMIEH B CAEAYIOLLMX CIyYasX.

Moy

* [1ns obHOBNEHNS ESET Smart Security Premium MCNOJIb3yeTCA NPOKCU-CEPBEP, OTNYHBIA OT
yKa3aHHOro B pasgene PaclumpeHHsle napameTpsl > MopaknovyeHue. [pn Takon KOHUrypaumm
HY>XHO YKa3aTb NapaMeTpbl HOBOIro NPOKCU-CepBepa: apecC NPOKCU-cepBepa, NopT nepepaym
BaHHbIX (N0 yMon4aHuio 3128), a Tak)xe UMA NONb30BaTeNsa M Naposb 419 NPOKCK-CepBepa
(ecnn Heobxogumo).

* ObLime napameTpbl NPOKCU-CEpBEPaA He 3adaHbl rnobanbHO, 04HaK0 ESET Smart Security Premium
O6yLoeT NoAKYaThCA K MPOKCU-CEPBEPY AJA NOSyYeHns 06HOBNEHWIA.

* KoMnbloTep noakntodaeTcs K MHTepHeTy Yepes npokcu-cepeep. MNapameTpbl bepyTca us
Internet Explorer B NpoLiecce yCTaHOBKMW MPOrpaMmsbl, HO NPy UX U3MEHEHUN (Hanpumep, Npu
CMeHe MoCTaBLMKa ycnyr HTepHeTa) HY>KHO y6eanTbCsa B TOM, YTO yKa3aHHbIE B 3TOM OKHe
napameTpbl NPOKCU-CepBepa BepHbl. ECIM 3TOro He caenaTb, MPoOrpaMMa He CMOXeT
NOAKN0YaTbCA K cepBepaM 0OHOBEHUNA.

MOJT4aHWIO YyCTaHOB/IeH BapnaHT Ucnonb3oBaTh obLime napaMeTpbl NPOKCU-cepBepa.

Wcnonb3oBaTh NpsAMoOe NogKJlO4YeHne, ecsin NPOKCU-CepBep HepoCTyNeH: NPoKCK-CepBeEp He
OyneT ncnonb3oBaTbCs NPU 0OHOBAEHUN, €CIN OH HEJOCTYMEH.

MNons Uma nonb3oBaTtens v Maponb B 3TOM pa3fesie 0THOCATCA TOJIbKO K MPOKCU-CepBepy.
3anonHANTe 3TK NONSA TOJIbKO B TOM C/lyvae, eCcnun gns AoCTyna K Npokcu-cepeepy TpebyoTcs
NMA NONb30BaTesIA U NapoJib. YKasaHHble Nonga ciefyeT 3anojiHATb TOJIbKO B TOM C/ly4ae, ecu
AN5 nogkno4YeHnsa K IHTepHeTy Yyepes NpoKCu-cepsep Hy>KeH napoJib.

3awumTa

3aLy

“Ta NpeaoTBpaLLaeT BPeAOHOCHbIE aTaKM Ha KOMMbOTEP NyTeM KOHTPOS (haliios,

3N1EKTPOHHONM MOYThI U CBA3W Yepe3 VIHTepHeT. HanpumMep, npu obHapy>xeHnn obbekTa, KOTOPGLIN
KNaccnuunpyeTcs Kak «BpefoHOCHas NporpaMMa» HayHeTCs npoLuecc ncnpasneHns. OyHkumns
3alMTbl MOXET YCTPaHUTbL Yrpo3y, CHavasna 3ab10KMpoBaB ero, a 3aTeM O4UCTUB, YOAJIMB UK
NnepemMecTuB B KapaHTUH.

YT106bl fl€TaIbHO HACTPOUThL 3aLUNUTY, OTKPOMTE pa3faen PacllnmpeHHble NnapamMeTpbl > 3aliMTa.

A

MN3MeHeHns B HaCTpOI7IKI/I 3alWnNTbl AOJ1IX)KHbl BHOCUTb TOJIbKO OMbITHbIE MOJIb30BaTEJA.
HenpaBuibHas HaCTpOI7IKa 3TUX NMapaMeTpoB MOXET NPUBECTN K CHNXEHNIO YPOBHA 3alLNThI.

B 3ToM pasgene:
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PearupoBaHue npu obHapy>XeHuUu

B pa3nene «PearupoBaHue npu 06HapYyXEHUN» MOXHO HACTPOUTb YPOBHN OTYETHOCTM 1 3aLLUUTHI
ONs CAeayoWwmnx KaTeropui:

« ODOHapy>XeHue BpeAOHOCHbIX NpPOrpamMm (Ha OCHOBe MALUMHHOIO oby4yeHusn) -
KoMnbioTepHbIN BUPYC — 3TO (DparMeHT BPeLOHOCHOro KoAa, KOTopbI LobaBaseTcs B HaYa o naw
KoHeL, haliIoB Ha KoMMbloTepe. TeEM He MeHee TEPMUH «BUPYC» YAaCTO UCMOJIb3yeTCs He Mo
Ha3HayeHWo. bosiee TOYHbIN TEPMUH — «BPELIOHOCHas NporpaMmMa» («BpeaoHocHoe MO»).
ObHapy>XeHne BPeAOHOCHbIX MPOrPaMM OCYLLECTBASETCS MOAYIEM 0OHAPYXXEHNS B CONETAHUN C
KOMMOHEHTOM MalUVHHOro 06y4yeHus. JonoNHUTENbHYI0 MHAOPMALIMIO O MPUI0XKEHUSIX 3TOMO TMa

CM. B [J10CCapun.

* MNMoTeHUunanbLHO HeXeNnaTesbHble NPUIoXKEHUS. [oTeHUaNbHO HeXenaTe lbHble
NPUNOXKEHUS NPeACTaBNAAT coboi LOBOBHO LUMPOKYIO KaTeropuio NporpaMMHoOro obecneyeHuns,
3afla4yen KOTOporo He ABSAeTCA 04HO3HAYHO BPeLOHOCHAs AeATeIbHOCTb B OT/IMYME OT APpYruX
TUMNOB BPELOHOCHbIX MPOrpaMMm, TakMX KakK BUPYChl U TPOSHCKME nNporpaMMbl. OQHAKO Takoe
NpuioXKeHne MoXeT YCTaHaB/MBaTb LOMNOJIHUTESIbHOE HeXeaTeslbHoe NporpamMMHoe
obecneyeHve, U3MeHATb NOBeeHMe LM(pPOBOro yCTPONCTBA, @ TakXe BbINOJHATb AencTBus bes
3anpoca Wiu paspeLLeHuns nosb3osaTens. JonoNHUTENbHYIO MH(POPMALMIO O MPUNOXKEHUAX 3TOrO

TWNa CM. B J10CCapuun.

* Knoao3puTesibHbIM NPUSTIOXKEHUAM OTHOCATCS NPOrpaMmbl, CKaTble C MOMOLLLIO MPOrpamm-
YMNaKOBLVKOB WKW CpencTs 3awmTbl. CpeacTBa 3alNTbl TAKOrO TUMNA YacTO UCMONb3YIOTCA
3/10yMbILLUNEHHNKaMK, 4yT0bbI N36eXaThb OﬁHEipY)KeHVIﬂ.

* MNMoTeHUMaNbLHO ONacHbIe NPUJIOXKEHMUA: 3TO ONpefiesIeHNe 0OTHOCUTCS K 3aKOHHOMY
KOMMEepYeCKoMy nporpaMMHoMy obecrneyeHmnto, KOTOpoe MOXET BbITb NCMNOJIb30BAHO As
NPUYMHEHNS Bpeaa. K noTeHuUmanbHO ONnacHbIM MPUIOXKEHNAM OTHOCATCA CPeACTBa yAaleHHOro
L0CTYyNa, MPUNOXXEHNS ANS B3IOMa Naposieit N KnaBnaTypHbIe WNWMOHbI (Mporpammbl,
PErncTpupyloLLmMe Kaxxa0e HaxxaTne NnoJib3oBaTesIeM KaBuLW Ha KnasuaTtype). [LononHUTeNbHY0
MHMOPMaLMIO 0 NPUIOXKEHNAX 3TOr0 TUMA CM. B F10CCapUN.
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YnyylweHHada 3almTa

PacumpeHHoe MallnHHOEe 06y‘-IEHI/Ie - 3TO YaCTb 3allUNT, K Ka4yeCTBe OOMNOJIHNTEJIbHOIro YPOBHA
3alMTbl HA OCHOBE MaLLUMHHOIro 0by4yeHuns, KOTOpbIA yayylwaeT paboTy GyHKUMKM 0OHapyXeHus.
,ﬂ,OI‘IOﬂHVITeJ'IbHy}O I/IH(.bOpMaLI,VHO 06 3TOM TUNE 3alllThl CM. B [J10CCapun.

HacTtpouka oOHapyxeHus

Mpwn obHapyxeHnmn (Hanpumep, yrpo3a obHapyXMBaeTCa U KIacCUULMpyeTCs, Kak BpeJoHOCHas
nporpamma) nHgopmauma nepenaetcs B XKypHas 0bHapyKeHna n NosBAATCSA YBEAOMIEHNS Ha
pabo4yem CToJIe, eCN OHN HAaCTPOEHbLI B MEHIO ESET Smart Security Premium.

MoporoBoe 3Ha4YeHne 0bHapyXeHNst HaCTPanBaeTCsA ONs KaxA0W KaTeropun (nanee -
«KATETOPUA»):

1.06Hapy>xeHne BpeAoHOCHbIX MPOrpaMm
2.MloTeHUMaNbHO HeXXenaTesNbHble NPUNOXKEHNS
3.MoTeHUMaIbHO ONACHbIN

4.1Nof03pUTENbHbIE NPUNOXKEHNS

O6Hapy)KeHI/Iﬂ BbIMOJIHAOTCA C MOMOLLUbIO MOLOYNA 06Hap)/)KeHVIF|, BKJ/1l0O4aA KOMMNOHEHT MalUMHHOIO
06y‘-IEHI/I9|. MO>XHO YCTaHOBUTb 6onee BbICOKOE noporosoe 3Ha4eHne oT4eTHOCTN NO CPpaBHEHWIO C
TeKyWwnMm 3Ha4eHneM 3allnThl. oTn HaCTDOMKI/I OTYETHOCTW He BNNAKOT Ha 6ﬂ0KVIpOBKy, ovnuieHmne
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nnn yganeHne 0bbekToB.

MNepen M3MeHeHNeM NoporoBoro 3Ha4YyeHus (Mam yposHsa) otyeTHocTn ans KATEFOPUW o3HakoMbTeCh
CO CcliefyoLwmnm:

ArpeccuBHbIN ®yHKumna obHapyxeHns KATETOPUN HacTpoeHa Ha MaKCUMaJIbHY0
4yBCTBUTENbHOCTb. Cy4yaeB obHapyxeHus byanet 6onbLue. MNpn ypoBHe
ArpeccuBHbIN PYHKLMA MOXKET OLIMOOYHO CHUTaTb 06bEKTHI
KATET OPUAMMN,

COanaHcupoBaHHbIM YCTaHOBNEH cbanaHCMPOBAHHBIA YPOBEHb YHKLUN 0BHAPYXEHNS
KATEFOPUW. 3Ta HacTporka AomkHa obecneynBaTb ONTMMasbHbIN BanaHC
NPON3BOANTENILHOCTY, TOYHOCTY 0OHAPY>XEHNA N KOANYECTBA NOXKHbIX
obHapyxeHun.

OCTOPOXXHbIN YpoBeHb hyHKUUK 0bHapyxeHnsa KATEFOPUW HacTpoeH Taknm obpa3om,
4TOObl YMEHbLUNTb KOJIMYECTBO I0OXKHbIX 0OHaPYXEHWIA, HO NP 3TOM
COXPaHWUTb AOCTATO4YHbIA YPOBEHb 3aLNTbl. O6BEKTbI CHATATCS TaKNMU,
TONbKO eC/iv UX NoBefeHne ABHO COOTBETCTBYeT noseneHunio KATEFOPUN.

Bbikn. ®dyHKUNS 0bHapyxeHna ansa KATETOPUN He akTuBHa, 1 06HapyXXeHus
Takoro pofa He 0bHapy>XMBAKOTCH, HE PErUCTPUPYIOTCA U He o4MLatoTcs. B
pe3ynbTaTe, AaHHAsA HAaCTPOMKa OTKJIOYaeT 3almTy OT 3TOro Tuna
obHapyxeHus.
3Ha4veHune «Bblkn» HeJoOCTYNHO A4 OMNOBELLEHNA O Bpe4OHOCHbIX
nporpaMmMax 1 no yMoJI4aHWI0 NCNOJIb3yeTcs A NOTEeHUNaIbHO OnacHbIX
NPUI0XKEHNNA.

NV JoCTynHOCTb MoAynen 3amThl ESET Smart Security Premium

[OCTYNHOCTb (BKAOYEHO UK BLIKJIKOYEHO) MOAYNS 3aLLNTbI AN BbIOBpaHHOMO MOPOroBoro
3Ha4veHnsa KATEFOPUWN BbirnaanT cnegyowmm obpasom:

Moayfb pacliMpeHHoro v v X X
MalUNHHOIro 06y4yeHns  (arpeccuBHbIN (KOHCEepBaTMBHbIN MOAY/Ib)

pPeXnM)
Moaynb obHapyxeHusa v v v X
Opyrue mooynu v v v X
3alWNThl

* He pekoMeHayeTCs.

V OnpegeneHne Bepcum NpoayKTa, BEPCUIN MOAYNS MPOrpaMMbl U AaThl COOPKM

1. WenkHnTe 3nemeHT CnpaBKa u nopaep>xka > 0 npoaykTe ESET Smart Security Premium.
2. Ha akpaHe O npopyKTe B MepBON CTPOKE TeKCTa 0TobpaxaeTcs HOMep BEPCUMN BaLLEro
npoaykTa ESET.

3. LLlenkHuTe 371eMeHT YCTaHOBJIEHHbIe KOMMOHEHTbI /19 A0CTyna K MHopMauum o
KOHKPETHbIX MOAYIAX.

KnioyeBble MOME@HTbDI

HeCKoJIbKO KN0YeBbIX MOMEHTOB NpU YCTaHOBKE COOTBETCTBYIOLLEr0 NOPOroBOro 3Ha4YeHus ans
Ballen cpepbl:
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+ COanaHcupoBaHHOe MoporoBoe 3HavyeHne pekoMeHayeTcst ans 60NbWNHCTBA HAaCTPOEK.

* Bonee BbICOKNIA MOPOr OTYETHOCTM — BoJiee BbICOKUIA YPOBEHb 0OHapYXeHus, Ho Bonee
BbICOKUI LLAHC JI0)KHO NAEHTUDULNPOBAHHBIX 0O bEKTOB.

* C peanbHOM TOYKM 3peHusd, HeT rapaHTum 100 % obHapyxeHuns, a Takxe 0 % waHCoB
n3bexxaTb HENPaBWJIbHOWN KacCUPUKaLMM YACTbIX 06 bEKTOB KakK BPEAOHOCHbLIX MPOrpamMm.

» CoxpaHsanTe ESET Smart Security Premium 1 €ero MoOAyJn B aKTYaJibHOM COCTOAHUM, 4YTOObI

obecneynTb MakCMMasbHbIN BanaHC MeXxay NPonU3BOAUTESNIbHOCTbLIO U TOYHOCTLIO OBHapYXXeHUS
N KOIMYECTBOM OWNOOYHO 3aperncTpnpoBaHHbIX 06BLEKTOB.

HacTponka 3aluThl

Ecnn 06bekT, KnaccmgurumnpoBaHHbin kKak KATETOPUS, oTobparkaeTcs B 0THETE, NporpaMma
610KnpyeT 06BEKT U 3aTEM 0YMLLAET, YAANAET U NEpPEMELLAET ero B KapaHTyH.

MNepen M3MeHEeHNeM NoporoBoro 3Ha4YeHus (nam yposHa) 3awmTbl s KATEFOPUN o03HakoMbTeCh CO

cnepyrownm:

ArpeccuBHbIN

CbanaHcMpoBaHHbIN

OCTOpPOXXHbIN

Bbikn.

CoobuieHns 06 obHapyXeHUn arpeccmBHoro (nnmn 6osee HU3KOro) ypoBHsA
610KMpYIOTCA, U 3anycKaeTcs aBTOMaTUYeCKoe yCTpaHeHne
HencrnpaBHOCTEN (T. €. 04UCTKA). ITOT NapaMeTp PeKOMeHyeTCs, ecn Bce
KOHEYHble TOYKM OblSIN OTCKAaHMPOBaHbI C arpecCUBHbLIMU HAaCTPOMKaMK 1 B
NCKoYeHNs 0bHapyxeHns bbln gobaBsieHbl 06BEKTHI C IOXKHBLIM
KnaccuguunpoBaHnemM.

O6HapyxxeHuns cbanaHcMpoBaHHOrO (MKn 6osiee HU3KOro) ypoBHSA
610KNpPYIOTCA, MOC/E Yero 3anyCckaeTcss aBTOMaTUYECKOEe NCMpaB/ieHne
(T. e. o4UCTKA).

O6Hapy>XeHns 0CTOPOXKHOI0 YPOBHSA BJIOKMPYIOTCS, U 3anycKaeTcs
aBTOMaTM4YecKoe nucrnpasnieHne (T. €. 04UCTKA).

MonesHo ANa NAEHTUDUKALUN N NCKTIOYEHUS NOXKHbBIX CO0bLLeHNIA 06
obbekTax.

3HayeHne «Bbiki» HeJOCTYMHO ANS 3aLUNTbI BP€AOHOCHbIX NMPOrpaMM 1 no
YMONYaHWNIO UCMOJIb3YeTCs ANS NOTEHUMANbHO ONACHbIX NMPUI0XKEHWUNA.

3awuTta (pannoBOU CUCTEMbI B peXxume
peanbHOro BpeMeHu

3awmTa (hannoBO CUCTEMbI B PEXMME PeasibHOr0 BPEMEHUN KOHTPOMPYET BCe (halibl B CUCTEME Ha
Ha/sn4yne BPeL4OHOCHOro KoAa Npu OTKPLITUM, CO3AAaHUN UK 3anyCKe.
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SMART SECURITY Emmmma o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn o6napyxenns € B 3awura paiinosoii cuctemsl B peanbHOM BpeMeHH 5

ObHoBneHne BrnrounTe 3aLnTy GailnoB0A CHCTEMBI B PEANBHOM BEDEMEHN D o

3awmta B

3awnTa GanNoBOA CUCTEMbI Hocurenw gns ckaHuposaHms

B peafbHOM BpeMeHH i

3awmTa goctyna k cetn @D Kectrue gnewn () i)

SSL’IITLS CBEMHBIE HOCUTENK m B

3alMTa NOYTOBOrO

knnenta @D CeTeBble JMCKK -D (1]

3awmnTa AocTyna B

Wuteprer B

3awnTa Gpay3epa CranmpoBartb npwr

| KouTpons ycrpoiicts (D

Otepeiman daiina [ @) (1 ]
-
| CepBHC 1] Cozaannm daiina m a
MoaknyeHne WMecnonnenwnn daina 'D (i}
WuTepdeiic AocTyn K 3arpy304HOMY CEKTOPY ChEMHBIX HOCUTENE m (]
nofb3oBaTens
| YeeqoMneHna 5 ] Wewnrouenna gna npoueccos
Mo ymonuanmio GDK Otmena

Mo ymMonyYaHuMio yHKLNA 3awuThl (hanIoBON CUCTEMbI B peasibHOM BPEMEHM 3amnyCKaeTCs npu
3arpyske cuctembl n obecneymBaeT NOCTOSHHOE CKaHWPOBaHMe. Mbl He peKOMeHAYEM OTKIIYaThb
napameTp BKnounTb 3awmty anaioBon CUCTEMbI B peasibHOM BPeMeHM B pa3fese
PaclimpeHHble napameTpsl > 3awuTa > 3awmuTa anioBo CUCTEMb] B peasibHOM BPeMeHM >
3awmTa hannoBOK CUCTEMb] B peasibHOM BPeMEHM.

Hocutenu pns CKaHUpoBaHuA

Mo YMOJ14aHUIO BCE TUMbI HoCuTenemn CKaHMPYIOTCA Ha HaJindne BO3MOXHbIX YIrpo3.

* XKecTkne gUCKn — CKaHMpOBaHME BCEX CUCTEMHbIX U CTaLMOHAPHbIX XXECTKMUX ANCKOB
(Hanpumep: C:\, D:\).

* CbeMHble HOCUTEeJIU: CKaHNPOBaHME CbeMHbIX HOCUTenen CD/DVD, USB-XpaHuauwia, kapt
namMaATn N T A.

* CeTeBble AUCKU: CKAHNPOBAHME NOAKJIIOYEHHbIX CETEBbIX AUCKOB (NpuMep: H:| Kak |\store04)
NN CeTEBbLIX ANCKOB NPSAMOro gocTtyna (npumep: \\storeos).

PekoMeHayeTCs 0CTaBUTb MapaMeTpbl MO YMOSYAHUIO, @ U3MEHATb UX TOJIbKO B 0COOLIX CyYasnx
(Hanpmmep, ecnn CKaHMpPOBaHME onpeneneHHbIX HoCUTeNnen NPUBOANT K 3HAYNTENbHOMY
3aMenneHnto obmMeHa gdaHHbIMK).

CKaHupoBaTb npu

Mo YMOJ1HaHUIO BCE Cbaﬁlﬂbl CKaHNPYIOTCA Npn OTKPbITUKX, CO30aHN U BbIMOJTHEHWN.
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PekoMeHAyeTCst He U3MEHATb HACTPOMKMN MO YMOMYaHUIO, MOCKONIbKY OHU obecneymBatoT
MaKCUMasbHYIO 3aLLMTy KOMMbIOTEPA B PEXMME PeasibHOr0 BPEMEHMU.

* OTKpbITUM panna: CKaHMPOBaHME NpU OTKPbITUK (harna.
* Co3paHum hamna: CKaHNpoBaHME CO34aHHOr0 NN N3MEHEHHOro aina.
* UcnonHeHun dpanna: ckaHMpoBaHMe NPy BbINMOAHEHUN UKW 3anycke darna.

* loCcTyn K 3arpy304HOMY CEKTOPY CbeMHbIX HOCUTEJIEH: CKaHMPOBaHME Cpa3y Npu BCTaBke
CbEMHOI0 HOCUTENSA, COAEPIKALLEro 3arpy304Hbli CEKTOP, B YCTPONCTBO. ITOT NapaMeTp He
BKJ/ItOYAET CKaHMpOBaHMe halnnoB Ha CbeMHbIX HocUTensax. CKaHMpoBaHne (hansioB Ha CbEMHbIX
HOCUTENAX MOXHO BKOYNTL B pasgene Hocutenum pna ckaHupoBaHus > CbeMHble
HocuTenu. YTobbl JOCTYN K 3arpy304HOMY CEKTOPY CbeMHbIX HocuTenen pabotan
KOPPEKTHO, BKJIIOYMTE HAaCTPOMKY 3arpy3ovHble CeKTOpPbl/UEFI B ThreatSense.

UcknioueHua ansa npoueccos

NcknoyeHna ois npoLeccos.

ThreatSense

3awmnTa ansoBoN CUCTEMbI B PEXUME peanbHOro BpeMEHM NpoBepseT BCe TUMbl HOCUTENEN U
3anyckKaeTcs pa3nyHbIMUK COBLITUAMM, TaKMMMK KaK JOCTYN K (hanny. 3a CHeT MCNoJib30BaHMA
MeToA0B 0bHapy>XeHuns ThreatSense (Kak onuncaHo B pasgesne ThreatSense) 3alWnUTy annoBomn
CUCTEMbI B PeXMMe peasibHOro BPEMEHN MOXXHO HaCTPOUTb A9 CO34aBaeMbIX U yXKe CYLLEeCTBYOLNX
thannos no-pasHoMy. Hanpumep, MOXXHO HaCTPOUTb 3aLLUTY (PasIOBON CUCTEMbI B peXmMme
peasbHOro BpeMeHu Tak, 4Tobbl OHa bonee TwaTeNbHO OTC/EXMBaNa BHOBb CO3A4aHHbIE (haisbl.

YT106bl CHN3NTL BAMSHWE Ha NPOM3BOANTESIbHOCTb KOMMbIOTEPA MPU UCMOSIb30BaHMNM 3aLlMThl B
peXnMe peasbHOro BpeMeHW, MOBTOPHOE CKaHMpoBaHMe hanioB, KOTopbie yxke bbian
MPOCKaHMPOBaHbI, He BbINOJHAETCS (ecnn dansbl He BbiNn n3MeHeHbl). Panbl NOBTOPHO
CKaHUPYIOTCS Cpa3y Nocse Kaxxaoro obHoBieHMa moayns obHapyxeHus. YnpaBaeHne 3Tum
PEXMUMOM OCYLLLECTBNSETCS C MOMOLLLIO NapaMeTpa OnTuMU3auma Smart. ECv onTMMMU3auma Smart
OTKJIl04EHA, BCE (hall/ibl CKAaHMPYIOTCA KaXKabIA pa3 Npu NoayYeHnn 4OCTyna K HUM. YTobbl N3MEeHUTb
3TY HAaCTPOMKY, OTKPONTE pa3fen PaclupeHHble napaMeTpsl > 3awuTa > 3awmTta hpannoson
CUCTEMbI B peasibHOM BpeMeHMU. [10C/iejoBaTesIbHO LWeSIKHUTE 3/1eMeHThl ThreatSense > ipyroe u
CHUMUTE UAN YyCTaHOBUTE (h1aXKOK BKJIIOYUTb MHTENNEKTYasIbHYI0 ONTUMU3ALMIO.

3au.u/|Ta q:)a|7|n0|30|7| CNCTEMDbI B p€a/ibHOM BpeEMEHN TaKXXe NO3BONIAET HaCTpPpanBaTb AOMNOJIHUTESIbHbIE
napaMeTpbl ThreatSense.

UcKnioyeHUa ansg npoueccoB

OYHKLMA NCKIIYEHUIA 418 NPOLEeCcCOB NO3BOASET UCK0YATb MPOLLECChl NPUIOXKEHNI 13 3aLUTh
(hannoBON CUCTEMbI B peasibHOM BpeMeHU. HekoTopble METOAUKM, UCMOJIb3yeMble Npu Pe3epBHOM
KOMMPOBaHWN N NPU3BaHHbIE MOBbLICUTb €r0 CKOPOCTb, YAYYLINTb LLeNOCTHOCTb MPOLECCOB U
LOCTYNHOCTb CNYX6, BbI3bIBAIOT KOH(MPINKT C 3aLLUUTON OT BPELOHOCHbIX MPOrpamMm Ha YpoBHeE
(hannnioB. EAMHCTBEHHBIN AeCTBEHHbIN CNocob n3bexaTb Takux npobsieM — OTKIYUTD
aHTmBumpycHoe MMO. MNMpu NCKAYEHUN OTAeNbHbIX NPOLECCOoB (HanpuMep, 0TBeYalLWmX 3a pe3epBHoe
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KOMMpOoBaHMe) BCe onepauun ¢ ainamMm Takmx NPOLLECCOB UFHOPUPYIOTCS U CHUTAOTCA
6e30MacHbIMK, YTO CHUXXAET OTpULATENIbHOE BANSIHNE Ha NPOLIECC Pe3epPBHOM0 KOMMPOBaAHMS.
Co3faBaTb UCKJIIOYEHUS CIeayeT C OCTOPOXHOCTbIO — f0BaBIeHHOE B UCK/IOYEHNE CPeLCTBO
pPe3epBHOr0 KOMMPOBAHMS MOXET MOYYUTb AOCTYM K 3apa)KeHHbIM (haiifiaM, He BblAaB Npu 3TOM
OMOBELLEHNS, MO3TOMY pacLUMPEHHbIE pa3peLleHns AOCTYMHbl TONbKO AN MOAY/S 3alUnTbl B
peasisHOM BPEMEHM.

He cnepyeT nyTaTbh 3Ty yHKLMIO C APYTUMU BO3MOXHOCTSIMU UCKJIKOYEHNUS — VICK0YeHHbIE
paclumperns daitnos, UCKaYeHns cucTeMbl HIPS, CKN04YeHUs U3 06HapyXeHns uan
Ncknoyeruns s 6bICTpoaenCTBUS.

NcknoveHnsa ons npoueccoB NO3BONIAKT CHU3NTb PUCK BOSHUKHOBEHNA KOH(DJ'II/IKTOB N NOBbICUTb
npon3BoaANTEJIbHOCTb NCKJTIOHYEHHbIX I'IpI/IJ'IO)KeHI/II7I, 4TO MOJI0OXKNTENIbHO CKa3bIBAaETCA Ha
npon3BoanNTESIbHOCTUN N cTabunbHOCTK Ol'lepaLl,MOHHOI7I cucTemsl B LenoM. cknoyveHune gng
npouecca nan NpuioXXeHna npegnosiara€T NCKAOYEHNE N A €ro NCNOoJHAEMOr o (pa|7|na (.E'XE).

[06aBnTb ncnosHsemble haiibl B CMMCOK MCKIKOYEHHBIX NPOLLECCOB MOXHO B pa3sfene PaclumpeHHble
napaMeTpsl > 3auiuMTa > 3awmTa ¢annoBoOU CUCTEMbI B peasibHOM BpeMeHM > 3aLiuTa
¢dannoBomn CUCTEMbl B peasibHOM BpeMeHHU > ICKIloueHUsa Ans npoueccos.

ITa (hyHKUMA NpefHa3HavYeHa anst 4obaBneHns B UCKOYEHNS CPELCTB PE3ePBHOM0 KOMMPOBAHMS.
WcknioveHne U3 CkaHMpoBaHNA MPOLLECCOB, BbIMOIHAEMbIX CPEACTBOM PE3ePBHOr0 KOMMPOBaHNS,
obecneynBaeT CTabuAbHOCTL CUCTEMBI 1 CNOCOBCTBYET NyHLIEeNn NPON3BOANTENbHOCTN PE3EPBHOMO
KOMUPOBaHWS, He 3aMefNsis ero.

LWenkHnTe N3MeHUTBb, YTOObI OTKPLITH OKHO yrpaBsieHns UCKAloueHus ansa npoueccoB, B
KOTOPOM MOXXHO [100aBUTb UCKIOYEHMS U BbIOPATb UCNOHAeMble daitibl (Hanpumep Backup-
tool.exe), KOTOPblE BY QYT UCKOYEHBI U3 CKAHWPOBaHWS.

Ecnn daiin .exe nobaBneH B nepeyeHb UCKOYEHWI, ESET Smart Security Premium He BbINONHAET
MOHUTOPWHT €ro AeiCTBUIA, Kak 1 He CKaHUpyoTCcs Ntobble onepaumnm ¢ dainnamu,
BbIMOJIHSIEMbIE 3TUM MPOLLECCOM,

Ecnn ncnonHsembin annn He BoibpaH C MOMOLLbIO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NOJIHBLIN NYyTb K (hanny. NHave ncknoveHne He bynet paboTaTb NpaBuabHO, a cucTema HIPS
MOXXeT BbljaBaTb coobuieHus o6 ownbke.

INa cywecTBYOLWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUNN U3MEHEHUA 1 YaANeHuUsa 13
NCKJTIOYEHUIA.

3awmTa goctyna B IHTEPHET HE MPUHMMAET BO BHUMaHNE Takne UCKIYeHns. Ecnm Bbl
n06aBnIM B NCKIOYEHNE NCMOHAEMBbIN alin cBoero Beb-bpay3epa, ckaynBaemble aisibl No-
npexxHemy 6yayT CKaHUPOBATLCSA. ITO MO3BOANT 0OHAPYXKNTb 3apakeHHble (halbl. ITO
pa3bACHEHWE [aHO B NO3HaBaTE/NbHbIX LENSX, U Mbl He pekoMeHayeM 106aBNsaThb B
nckntoyeHne seb-bpaysep.

NobaBneHue UAU U3SMEHEeHUEe UCKJTIOYEeHUHN
npoLeccoB

B 3TOM onanoroBoM OKHE MOXXHO p,oﬁaamnb npouecchl, NCKAKOYaeEMbIE N3 MOAYNA 06Hapy>KeH|/m.
NcknoyveHnsa ons npoLeccoB No3BoNAOT CHU3UTb PUCK BO3ZHUKHOBEHWNA KOHqJJ'II/IKTOB N NOBBLICUTb
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NPOVU3BOANTENBHOCTb UCKOYEHHbIX MPUNOXEHWI, YTO MONOXKUTENBHO CKa3blBAETCS Ha
NPON3BOANTENBHOCTM U CTAabUNBHOCTY ONepaLnoOHHON CUCTEMbI B LiesoM. VckntoyeHne ans
npoLecca nam NPUIoXKeHNs NpeanonaraeT CKKYEHNE 1 NS ero UCnoJsiHsgemoro gaina (.exe).

BbibepuTe nyTb K hanny NCKIOYEHHOTO MPUIOXKEHNS, LWENKHYB ... (Hanpumep, C:\Program
Files\Firefox\Firefox.exe). HE BBOANTE UMSA NPUIOXKEHNS.

Ecnn chann .exe nobaBneH B nepevyeHb UCKAYEHNA, ESET Smart Security Premium He BbINOSHAET
MOHUTOPWUHI ero AeNCTBUN, KaK N He CKaHUPYTCS Ntobblie onepaunn ¢ dannamu,
BbINOJIHAEMbIE 3TUM MPOLLEeCCOM.

Ecnmn ncnonHsiembln hann He BbibpaH C MOMOLbO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NONHBLIN NYTb K hanny. NHavye ncknoveHne He bynet paboTaTb NpaBuIbHO, a cucTema HIPS
MOXXET BblgaBaTb coobLieHns 06 ownbke.

INa cywecTBYOWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUUN NU3MEHEHUSA 11 YaANeHusa 13
UCKJTIOYEHUIA.

MoOMEeHT usaMmeHeHus KOHUrypaumm 3aLimTbl B
pe>XuMe peasibHOoro BpeMeHu

3almMTa B pexnme peasibHOro BpeMeHu sBnseTcs Hanbosee CyLeCcTBEHHbIM 31eMEHTOM BCEN
cuctembl obecnevermns 6esonacHocTy. HeobxoanmMo 6bITb BHUMATENbHLIM NPY U3MEHEHNUN ee
napamMeTpoB. PekoMeHIyeTCA N3MEHATb NapaMeTpbl TOJIbKO B 0COBbIX CyYasnX.

Mocne ycTaHOBKM ESET Smart Security Premium BCe NapaMeTpbl ONTUMU3MPOBAHbI A1 MaKCMMasbHON
3aWMTLI CUCTEMbI. YTOObI BOCCTAHOBWTbL HACTPOWKIM MO YMOYAHMIO, WENKHNTE = pALOM C
3/1eMEHTOM PacllimpeHHble NapaMeTpbl > 3awguTa > PearupoBaHue npu obHapy>KeHuum.

NMpoBepka MoAaynsa 3alLUTbl B peXuMme
peanbHOro BpeMeHwu

Y106kl yOEONTHLCA, 4TO 3alMTa B peasibHOM BpeMeHu paboTaeT 1 obHapyxusaeT BUPYChI,
NCNOMb3YNTE NPOBEPOYHLIN (hansl www.eicar.com. DTOT TECTOBbIN (hann aBnseTcs bes3ppeHbIM, 1 ero
obHapy»XnBalT BCe NporpamMmmebl 3alnTbl OT BUPYCcoB. ®ann co3faH KoMrnaHuen EICAR (European
Institute for Computer Antivirus Research) 419 NpoBepky PyHKLNOHNPOBAHUA MNPOrpamMm 3aLmThbl OT
BMPYCOB.

®ann focTyneH Ans 3arpysku ¢ Beb-canTa http://www.eicar.org/download/eicar.com.
Mocne BBOAa 3TOro URL-agpecca B 6pay3epe Bbl AOJHKHbI yBUAETh coobLieHme 06 yaaneHnn yrpossbi.

PewweHue npobneM, BO3SHUKAIOLLUX MPHU
paboTe 3awwunTbl hannoBomn CUCTEMbLI B
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peXxumMe peasibHOro BpeMeHum

B 3ToM pa3nene onuncaHbl Npobiembl, KOTOPbIE MOTYT BO3HUKHYTb MPY MCMO/b30BaHMNM 3alLMThbl B
peXuMe peasbHOro BpeMEHHU, N Cnocobbl X YCTPaHEHUS.

3awuTta pansiIoBON CUCTEMbI B peXXUMe peasibHOro BpeMeHHu
OTKJIlOYEeHa

Ecnu nonb3oBaTenb HernpeaHaMepeHHO OTK/YNT 3alMTy B peasisHOM BpeMeHu, Heobxoanmo
MOBTOPHO aKTMBMPOBATb 3TY PYHKLMIO. YTOOBI NOBTOPHO aKTUBUPOBATHL 3aLLMTYy B peasibHOM
BpeMeHu, nepenauTe B pa3gen HacTtpomrka B [/1aBHOM OKHE NporpaMmbl U WeNKHUTe 3awmTa
KoMnbloTepa > 3awuTa (pan10BOM CUCTEMBI B peasibHOM BPEMEHMU.

Ecnum 3awmTa hanioBON CUCTEMBI B peXUMe peasibHOro BpeMEHUN He 3amnyCKaeTCa npu 3arpyske
cucTeMbl, 06bIYHO 3TO CBA3AHO C TEM, 4YTO OTKJIOYEH napameTp Bkawountb 3awmty pannoson
CUCTEMbl B peasibHOM BpeMeHU. YTob6bl ybeanTbCs, 4TO 3Ta ONuus BKIKOYEHa, OTKPONTE pa3aen
PacluivpeHHble NapamMeTpsl > 3awuTa > 3awmTta (pansIoBOM CUCTEMbI B peasibHOM BPeMEHM.

3aluTa B pe)XXuMe peasibHOro BpeMeHn He OOHapyXXuBaeT u
He O4YMLLAeT 3apa)keHus

YbeamTecb B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOBJ/IEHbI APYrie NPOrpamMmsbl 3alnUTbl OT BUPYCOB.
Ecnun Ha KoMNbloTepe YCTAaHOBEHO CPa3y ABE aHTMBMPYCHbIX MPOrpaMMbl, OHWU MOTYT
KOH(DIMKTOBAThL Mexay coboit. Mepen ycTaHOBKOMN ESET peKOMeHAyeTCs yAaiMTb C KOMMNbIOTEPa BCE
npoyne Nporpammbl 3aLUnTbl OT BUPYCOB.

3awumTa B pexumMme peaJibHOro speMeHm He 3anyCckaeTcs

Ecnv 3awmTa B peasbHOM BPEMEHM He 3anyCcKaeTcs Npu 3arpyske cMcTembl (HO PyHKLUMS BKAOYUTB
3awumTy (PansIoBOM CMCTEMbI B peasibHOM BPeMeHM BKJI0YEHA), BO3MOXKHO, BO3HMNK KOH(JIMKT C
APYTMU NpUNoXeHusmn. Ytobol pelinTs 3Ty Npobnemy, cozfante )ypHa ESET Sysinspector U
OTNpaBbTe ero B CNyx0y TeXHNYeCKon noaaepxkm ESET ANd aHaau3a.

3awuTa AoCcTyna K CeTu

B pa3nene «3alinTa AOCTYNa K CETU» MOXHO AeTaslbHO HACTPOUTb BCE CETEBbIE MOAKIOYEHNS. Bbl
MOXKETe pa3pewnTb Uan 3anNpeTuTb JOCTYN K KOMMNbIOTEPY B ONpeeneHHbIX CETAX, Pa3peLlnTb Nan
3anpeTuTb AOCTYMN K CETEBLIM YCTPOMNCTBAM C KOMMNbIOTEPA U CAeNaTh MHOroe Apyroe B
COOTBETCTBUM C KOHUrypauuen. Mo yMmonyaHuio B ESET Smart Security Premium €CTb NpeABapUTENbHO
3aJlaHHble NpaBua haepsBosia 1 BKIOYEH MAaKCUMaslbHbIA YPOBEHb 3allUTbl 4OCTYMNa K CETU.
OpaHaKo ans onpeaenieHHbIX cpea MoXeT NoTpeboBaTbCs NosIb30BaTe/IbCKas HAaCTPOKa. 3MeHsTb
HACTPOWMKM MO YMOMYAHUIO A0JIXKHbI TO/IbKO OMbITHbLIE MOJIb30BATENN.
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Mo ymonyaumo GOK OTmeHa

B pa3nene PaclivpeHHble napamMeTpsl > 3alWuTa > 3auMTa focTyna K CeTu MOXKHO HaCcTPOUTb
yKa3aHHble HKe napameTpbl. (LLlenkanTe CChlIKN HUXKE A5 noayYyeHus noapobHoro onncaHms
KaXk4ow onuum 3awmTel 4OCTYNa K ceTu.)

3awmMTa gocTyna K cetu

Mpochunan ceTeBbix NOAKIYEHNI: MPOGWIIN MOXKHO UCMOb30BaTb, YTObbLI yNpaBasaTb paboTon
thanepsona ona onpeaenieHHbIX CETEBbIX MOAKIIOYEHWN.

Habopbl IP-aIpECOB: MOXXHO OMpeaesinTb Habopsbl IP-aApecoB, KOTOPbIE CO3A4A0T OMIHY JIOrMYECKYI0
rpynny IP-aApecoB 1 KOTOPbIE MOXKHO MCMO0/Ib30BaTh AJ1S MPaBu (halepBosa.

VIHCNeKTop ceTu

danepson

3allnTa OT CeTeBbIX aTakK

NMpocdunu ceteBbiX NOAKIOYEHUN

C nomoLbo Npogunen MoXKHO yrnpaBnaTb NoBeAeHNEM (PYHKLUN 3alLUTbI CETK B ESET Smart Security
Premium 01§ OMpefesieHHbIX CeTeBbIX MNOAKJIYeHU. NPy CO34aHUN NN U3MEHEHUN NpaBuia
thaviepsoia, Npasuaa IDS UAK NpPaBusIa 3alnThl OT aTak MeToA0M Noabopa ero MOXXHO Ha3Ha4YnTb
onpefeneHHoOMY NpouIo UAn NPUMEHUTb KO BceM npodunsam. Korga onpeneneHHbin npogusib
LEeNCTBYET A1 CETEBOro NOAKIIOYEHNS, K HEMY MPUMEHSAIOTCA TONbKO rnobanbHble npasunia
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(npaBuna 6e3 ykazaHus Npocuas) n npaBunsa, HasHa4YeHHble 3TOMy Npoduo. MoXXHO Co3haTb
HEeCKOJIbKO Npocuaen C pasHbIMK NpaBUIaMu, Ha3Ha4YaeMbIMU CETEBLIM MOAK/OYEHNAM, HYTOObI
Nerko N3MeHsTb NoBeaeHne anepsona.

HacTpouTb Ha3Ha4vyeHns 1 NPodUAN ceTeBbIX MOLKIOYEHN MOXHO B pa3fene PaclumpeHHble
napamMmeTpbl > 3alWUTa > 3aliMTa A0CTyna K ceTH > 3aluuMTa AocTyna K CeTMm.

HasHavyeHue npoduns ceTeBoro NOAKMAIOYEHUA: NO3BOASAET BbIOpaThb, OyaeT v BHOBb
0bHapy>XeHHbIM CETEBbLIM MOAK/IOYEHNAM aBTOMaTNYeCKM (BbibepnTe ABTOMaTUYE€CKM B
PacKpbIBAOLWEMCS MEHIO) Ha3Ha4YaTbCsA NpeaBapUTENbHO 3a4aHHbIN UK NOb30BaTENbCKNIA
npoub COracHO akTMBaTOPaM, HACTPOEHHBIM B MPOMUAAX CETEBLIX NOAKJIIOYEHURA, NN
nporpamma goskHa oTobparkaTb 3anpoc (Bbibepute 3anpPoCUTb B PaCKPbIBAKOLEMCA MEHIO) O
HeobX0ANMMOCTMN HaCTPOUThL 3aLUNTY CETU U HA3HAYMTb NPOMUIL BPYHHYIO MPU KaXX AOM
0bHapy>XeHMN HOBOIO CETEBOr0 NOAKJIIOYEHUS.

Kpome Toro, Bbl MOXETE BPYYHYIO Ha3HaYNTb ONpeaesieHHbIn Npoduib CETEBOr0 NOAKIIOYEHNS B
rJ1aBHOM OKHe MporpaMmel B pasaene HacTpo#ka > 3awuTa cetn > CeTeBble NOAKIOYEHUS.

HaBenuTe Kypcop Ha KOHKPETHOE CETEBOE MOAK/IOYEHNE U LLEJIKHUTE 3HAYOK MeHI0 * > U3MeHuTb,
4TO6bl OTKPbITb OKHO HAacTpoika 3allnThl CETU 1 BbIOpaTh NPOGWIb.

Mpocdunnu ceTteBbiX NOAKAIOYEHUN: LWeNKHUTE U3MeHUTb, 4T0bbl 100aBUTL NN N3MEHUTH
Npoduan ceTeBblX MOAKIYEHNN.

Cnegnytowme npounam npeaBapuTenbHo 3afaHbl U He MOTyT ObITb M3MEHEHbI NN yAaNEHbI:

KoHdupeHumanbHo — 015 LOBEPEHHOW CeTU (OMaLLHen nam opucHom ceTu). Baw KomnboTep 1
obLme hanbl, XpaHALWMeCs Ha HEM, BUAHbI AN APYruX Nosib30BaTenen CeTu, a Takxe Apyrum
Nonb30BaTeNsAM CETU AOCTYMHbI CUCTEMHbIE Pecypchbl (A0CTYN K 06WMM (hannam 1 npuHTepam
BKJIIOYEH, BXoAsLLee NoAKJYeHne RPC BKAOYEHO, 0bLwuin LOCTyN K yaaneHHoMy paboyemy cTony
npepocTassieH). ITOT NapaMeTp peKoMeHAyeTCa UCMo/b30BaTb MPU AOCTyNe K 6esonacHowm
NOKasbHOW CETU. DTOT NPOdUIb aBTOMATUYECKN HAa3HAYaeTCA CeTEBOMY MOAK/IOYEHUNIO, €CNIN OHO
HaCTPOEHO KaK AOMeHHas WM YacTHas CeTb B Windows.

Ob6wepnocTynHaa — 15 HefoBepeHHbIX (06LLef0CTYNHbIX) ceTen. Painbl 1 Nanku B BalLen
CUCTEME He ABNATCA 0bLWMMK AN Apyrux nosfb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn ux
He BNAAT, @ 06Wwunin [OCTYN K CUCTEMHBIM pecypcaM OTKJIIYEH. ITOT NapaMeTp PeEKOMeHayeTCs
MCNob30BaTb NPU A0CTYNe K 6ecnpoBOAHbIM CETSAM. DTOT NPOdPUIbL aBTOMAaTUYECKM Ha3HavYaeTCa
nobomy ceTeBoOMy NOAKIIOHEHNIO, KOTOPOE He HACTPOEHO KaK AOMEHHAas UM YacTHas CeTb B
Windows.

Mpy NepeKkNoYEeHNN CETEBOr0 NOAK/OYEHUS Ha APYroi NPogub B NMPABOM HUXXHEM Yrily 3KpaHa
oTobpaxxaeTcs yBeaoMIeHme.

HNobaBneHme n usMmeHeHue npocunen
ceTeBbIX NOAKJIIO4YEeHUH

[06aBAATb NN M3MEHATb NPOdUIN CETEBLIX MOAKIOYEHN MOXHO B pasfene PaclumpeHHble
napaMeTpbl > 3auiuMTa > 3alMTa A0CTyNna K ceTu > 3awuTa aoctyna K cetu > Mpodunu
ceTeBbIX NOAKJIOYEHUH > U3MeHUTb. YTOObl M3MEHNUTb NPOdUb, ero HeobxoAnMO BbIOpaTh U3
cnucka B okHe Mpocdunnm ceTeBbIX NOAKAIOYEHUHN.
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Cnegnytowme npounm npeaBapuTenbHo 3afaHbl U He MOTyT ObITb M3MEHEHbI NN yAaNeHb:

KoHduaeHuManbHO — 415 JOBEPEHHOWN CETU (LOMALLUHEN Uan oPUCHON ceTn). Baww KoMnbloTep 1
obwme hannbl, XxpaHALMECS Ha HEM, BUOHbI AN OPYIMX NOJb30BaTeNIEN CETU, @ TaKXe APYrum
NnoJib30BaTeNAM CETU AOCTYMHbI CUCTEMHbIE pecypchbl (AOCTYN K 06WKUM hannam n NnpuHTEPaM
BKJIIOYEH, BXOAsLLEee NOAKNOYEHNE RPC BKIIOYEHO, 06WmMiA 0OCTYN K yaaneHHoMy paboyemy cTony
npenocTaBfieH). ITOT NapaMeTp PEKOMEHAYETCS UCNOJIb30BaTb NPy AOCTYNe K 6e3onacHom
JIOKaSIbHOM CeTn. ITOT NPodmnSib aBTOMATUYECKN Ha3HaYaeTCs CEeTEBOMY MOAKJIIOYEHMIO, €C/IN OHO
HACTPOEHO KaK JOMEHHas WUJn YacTHas ceTb B Windows.

ObwepocTynHas — Ans HeOBePeHHbIX (06LLef0CTYMHbIX) ceTen. Palbl 1 Nanku B Ballen
CUCTEME He ABNATCA 0bWMMK AN Apyrux nofb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn nux
He BUAAT, @ 06LWmin OCTYN K CUCTEMHBLIM pecypcaMm OTKOYEH. ITOT NapaMeTp PeKOMeHAYeTCS
MCNOb30BaTb NPU JOCTYrNe K 6eCcnpoBOAHbIM CETSAM. DTOT NPOodUIbL aBTOMaTUYECKM Ha3HavYaeTCa
nobomy ceTeBOMy NOAKIIOYEHMNIO, KOTOPOE HE HACTPOEHO KaK AOMEHHas uUan YacTHasa CceTb B
Windows.

B Havano/Beepx/BHu3/B KoHel, : MO3BOJIAET HaCTPOUTbL YPOBEHb NpUopuTeTa 414
npounen ceTesblx NOAKAYEHUA. (Mpodnamn ceTeBbiX NOAKNOYEHNA OLLEHNBAIOTCA U MPUMEHSIOTCA
corylacHo nx npuopuTeTy. Bcerna npumeHseTcs nepsbii COOTBETCTBYOLNA NPOdUIb.)

OobaBneHue unu usmMeHeHue npocduns

Monb30BaTeNbCKMIA NPOSIb CETEBOrO MNOAKIIIOYEHNS NO3BONSET NPUMEHSATL NpaBuna arepsona u
YKa3blBaTb [OMNOJIHUTE/IbHbIE HACTPONKM AN ONpeaeeHHbIX CETEBbLIX NMOAKOYEHUA. YKa3aThb,
KaKUM CETEBbIM MOAK/0YEHNAM ByAeT Ha3Ha4YeH N0/Ib30BaTENbCKUA NPOdIb, MOXHO B pa3fene

AKTVBaATOPLI.

Y706l OTKPLITL PEAAKTOP NPodus, B okHe Mpodunu ceTeBbiX NOAKIOYEHUH BbINOJHUTE
cnepyloume aencTeums.

* HaxxmuTe kHomnkKy Jlo6aBuTb.

* BoibepnTe 0anH 13 CyLecTByOLWNX Npoduien n wenkHute N3MeHnTb.

* BoibepuTe 04uH 13 CyLLeCcTBYOLWNX Npodunen n wenkHuTe KonuposaThb.
Nmsa: nonb3oBaTesibCKoe UMA 415 Ballero npouns.
OnucaHwme: onncaHve npoduns, nomMoratLlee ero AeHTUPUUMPOBaTh.

HdononHuTenbHble pOBepeHHble agpeca: aapeca, yKasaHHble 30eCb, 06aBNAIOTCS B JOBEPEHHYIO
30HY CETEBOro NOAKMOYEHMNSA, K KOTOPOMY NPUMEHSAETCS 3TOT Npodunb (He3aBMCMMO OT TUNa
3aLlUNTLI CeTK).

[oBepeHHOEe NOAKJIIOYEHMUE: Ball KOMMbIOTEp 1 0bLume annbl, XpaHALLMECS Ha HEM, BUAHbI ANA
APYrux nosib3oBaTenen CeTU, a TakXXe APYruM nosb30BaTeNs M CETU AOCTYMNHbI CUCTEMHbIE PecypChl
(BocTyn K 06WKMM (harsiam 1 NpUHTEpPaM BKJIIOYEH, BXOASALLEE NOAKII0YEeHME RPC BKIOYEHO, 00LWnin
[OCTYynN K yganeHHoMy paboyeMy CToNy NpefocTassieH). PekoMeHayeM MCMNob30BaThb 3TY HACTPOMKY
npw co3gaHumn npocduns ona 6e3onacHoro NOAKAYEHNS K IOKaIbHOM CeTW. Bce Hanpamyto
NOAK/OYEHHbIE CeTeBble MOACETM TaKXe CHUTAIOTCSA LOBEPEHHbIMU. Hanpumep, ecnn ceTeBon
aganTtep NOAKJIYEH K 3TOM ceTu C IP-agpecom 192.168.1.5 n mackon nogcetun 255.255.255.0,
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noaceTb 192.168.1.0/24 6yneT nobasneHa B LOBEPEHHYIO 30HY TaKon ceTu. Ecam y agantepa ecTb
bonblle afpecos/noaceTeit, Bce oHN ByayT fOBEPEHHbLIMU.

CoobwaTtb 0 cnabom wndpoBaHmMm Wi-Fi: ESET Smart Security Premium 0Tobpa3uT ysefomieHve Ha
paboyem CTONE NPU NOAKIYEHNN K HE3aLLNLWEeHHON 6eCnpOBOAHON CETH ManN CeTn co cnabon
3aLnTOoN.

AKTMBATOPbI: N0JIb30BaTE/IbCKME YCI0BUS, KOTOPbIE AO/KHbI ObiTh BbINOMHEHbI A1 HAa3HAYEHUS
3TOro NPounsa CeTeBOMy MoAkK/to4eHuo. MoapobHoe 0bbACHEHWE CM. B pa3aene AKTVBATOPbI.

AKTUBaATOPbI

AKTVBATOPbl — 3TO MOJIb30BATE/IbCKME YCI0BUS, KOTOPbIE A0/KHbI ObITh BbINOJHEHbI, YTOObI
npodusib CETEBOr0 NOAKOYEHNS Bbl1 HA3HAYEH CETEBOMY MOAKIYEHMIO. ECM aTpubyThi
MOAK/IOYEHHON CeTU COBMadatoT C aTpubyTamu, KOTOpbIE OMpeaesieHbl B akTMBATOpPax A1 Npodus
NOAKIOYEHHON CeTU, Takol Npocnnb ByaeT NpUMeHeH K ceTh. Y Npodnns CEeTeBoro Noaka4eHuns
MOXXeT OblTb OAUH USIN HECKOJIbKO aKTUBATOPOB. MNPy HAaNIMYMKN HECKOJIbKMX aKTUBATOPOB
npumeHsieTcs noruka UK (LomKHO BbITb BbINMOJAHEHO XOTS Bbl 04HO ycioBue). OnpeaensitTs
aKTMBATOPbl MOXHO B peflakTope npoduaen ceTesbix noakaoyeHmnii. Co3gaBaTb NoJib30BaTesbCKME
NPoUAN CETEBLIX MOAKOYEHWNIA AO/KHbBI OMbITHLIE NOb30BATENN,

[OCTynHbI cnegytowme akTueaTopbl (4To6bl NOAYYNTb NOAPOOHbIE CBEAEHNSA O TEKYLLEN CETH, CM.
pasgen CeTeBble MNOAKJIYEHMSA):

VAganTeQ
Tun apantepa: NpyUMeHNTb NPOPWIIb, €CIN CETEBOE NOAKIIIOYEHNE YCTAaHOBIEHO Ha BbIBpaHHOM
Tune aganTepa.
NMa apanTtepa: NnpuMeHNTb NPodunsib, eCciin CoBNajaeT uMa CeTeBoro aganrtepa.
IP-apgpec aganTtepa: NpyMeHnTbL Npotub, eCain coBnagaeT IP-afpec CeTeBoro aganrepa.
 DNs

DNS-cypUKC: NPUMEHUTL NPOGWb, ECN COBMALAET AOMEHHOE UMS.
IP-agpec DNS: NpUMeHNTb NPoduNb, eC/in CoBnaaeT IP-aapec DNS-cepBepa.

IS

MpuMeHnTbL NpPounb, eCNn CoBNagaeT CONoCTaBNEHHbIN IP-agpec Windows Internet Name Service
(WINS).

V bHcp

IP-agpec DHCP: coBnaAeHue IP-afpeca DHCP-cepBepa.

V LLIN03 N0 yMOJ4aHWIO

IP-agpec: NPYMeHNTb NPodnb, €Cn CoBNaaaeT IP-aipec LWo3a N0 YMOJYAHUIO.
MAC-agpec: NpyMeHNTb NPodUb, eCn coBnagaeT MAC-afipec LWJo3a Mo YMONYaHNI.

N Wi-Fi
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SSID: NPUMeHNTb Npodub, eciv coBnagaeT SSID (MMa ceTn Wi-Fi).

Nmsa npodunsa: npumeHnTb NPOUb, €CNn coBnagaeT uma npoduns Wi-Fi.

Tun 3aLWWMTLL: NMPUMEHUTL NPOGWSIb, €CAN TUN 3alMThbl COBNALaeT C TUMOM, KOTOPbIN BbibpaH ¢
MOMOLLbIO packpbiBatoLlerocs MeHt. (Ecam Heobxoanmo coBnageHne ¢ HECKONbKUMU TUNaMmum,
cospanTe 60JblLe aKTMBATOPOB.)

Tun wucdpoBaHuUa: NPUMEHNTL NMPOPUIIb, €CIN TUMN WNGPPOBaAHNSA COBNagaeT C TUMOM, KOTOPbIN
BblOpaH C NOMOLLBIO pacKpbiBaKoLLErocs MeHio. (Eciv HeobxoamMMo coBnajeHne ¢ HeCKOJIbKUMU
Tunamu, co3panTe 6osblue aKkTUBATOPOB.)

Be3onacHOCTb CeTU: NPUMEHUTL NPOMUIIb, €CNIN CETb OTKPbITa/3allyLLeHa.

V [Mpodunab Windows

MMpMMeHNTb Npodub, eC/in CETb HAaCTpPoeHa B Windows Kak
AOMeHHas/4acTHaa/obwepocTynHas.

VAVTeHTI/IdZ)I/IKaLI,I/Iﬂ

B pamkax ayTeHTU(MKaLMK CETU BbLIMOJIHAETCA NOUCK OMpefiesIeHHOro cepeepa B CceTu, a And
ayTeHTUMUKaLmMK cepBepa UCMoJb3yeTCsa aCUMMeTpUYHoe WwndgposaHue (RSA). Ums ceTun, ond
KOTOPOW NPOBOAMTCS ayTeHTU(MKaLMA, LO/HKHO CoOBMajaTh C UMEHEM, 3a[laHHbIM B HACTPOMNKax
cepBepa ayTeHTuduKaumm. Ims BBOAUTCA C y4eTOoM pernctpa. Vims cepsepa MoxeT bbITb
BBeLEHO Kak IP-afpec, DNS-uMs nnn NetBIOS-UMS.

3arpysuTe cepBep ayTeHTUdmnKaumm ESET.

OTKPbLITBIM KNHOYOM MOXET ObITb (han 0AHOr0 U3 yKa3aHHbLIX HUXXE TUMOB.

* OTKPbITBIN KJTH0Y C WNGPOBAHNEM PEM (.pem). DTOT KJIH04 MOXXHO CO34aTb C MOMOLLbIO CepBepa
ayTeHTUMUKaumm ESET.

* 3alWNGPOBAHHBIN OTKPbITBIN KHOY.

* CepTuduKaT OTKPBLITOro KJIto4a (.crt).

Y1066l NPOBEPUTL HACTPONKK, HAXXMUTE KHOMNKY MpoBepuTb. ECNn ayTeHTUdUKaLma npowsia
yCMeLwHo, Ha 3KpaHe nosBuTcs cooblieHne AyTeHTUdUKaLmMa cepeepa 3aBepLueHa. Ecau
ayTeHTUdUKaLMA He HaCTpoeHa AO/KHbIM 06pa3oM, Ha 3KpaHe NOSABUTCSH OAHO U3 YKa3aHHbIX
HXe coobleHnin 06 ownbKe.

Cbown ayTeHTU(MMKaLMmM cepeepa. Heponyctumas unm Hecosnagawowas NoAnNUCh.

Moanuck cepeepa He OTBEYAeT BBEAEHHOMY OTKPbLITOMY KJIHOMY.

Cbon ayTeHTUMKauum cepsepa. ims ceTn He coBnagaert.

HacTpoeHHOe uMs cepBepa He COOTBETCTBYET 30HE cepBepa ayTeHTudunkaumu. NMposepbTe 0ba
MMeHn 1 ybeauTech, YTO OHU OAUHAKOBBI.

Cbown ayTeHTU(MMKaLMmM cepeepa. HeT oTBeTa OT cepsepa, Wan NoayYeH HeLonyCTUMbIN OTBET.
OTBET OTCYTCTBYET, eC/in cepBep He paboTaeT nam HegocTyneH. HeponyCcTUMbIN OTBET MOXET
ObITb MONYyYeH B C/ly4ae, eCnu 3anyLieH Apyron HTTP-cepBep C YKa3aHHbIM agpecoMm.

YKa3aH Hef,eNCTBUTESIbHbIA OTKPbITbIA KIHOY.

MpoBepbTe, He NoBpPeXAeH 1 (hansl OTKPLITOro KJtoya.

Habopbl IP-appecos

Habop IP-aipecoB — 370 psAf IP-alpecoB, CO3AAIOLLIMX OHY JIOrMYECKYIO Fpynny, KOTopas MoXeT
ObITb NOsIE€3Ha NPU MOBTOPHOM UCMOJIb30BAHUN OJHOIO U TOr0 XXe Habopa alpecoB B HECKOJIbKUX
npaBuiax harepsosia WK NpaBuiax 3alluThl OT aTak MeToaoM noabopa. Kpome Toro, ESET Smart
Security Premium COEPXUT NPeABapuTENbHO 3aAaHHble Habopbl IP-afpecoB, K KOTOPbIM
NPUMEHSIOTCA BHYTPEHHME NpaBua. MpuMepom Takoi rpynmbl SBSETCS J0BepPeHHas 30Ha.
JloBepeHHas 30Ha NpeacTaBnseT coboi rpynny CeTeBLIX aApecoB, rAe Ball KOMMNboTep U 0bLime
alnbl, XpaHSALINECS Ha HEM, BUIHbI A5 APYrMX NOJb30BaTeNel CeTH, a TakXe ApYyruMm
Mo/SIb30BATENAM CETU [OCTYMHbI CUCTEMHbIE PECYPChI.
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YT106bI B06aBNTL HAabOp IP-aapPECcOoB, BLINOJIHUTE CeayioLine AenCTBUS.

1. OTKponTe pasgen PaclumpeHHble napaMeTpsl > 3awWuTa > 3aluTa AocTyna K cetn > Habopbl
IP-appecoB > U3MeHUTD.

2. lWlenkHuTte [lo6aBuTbL, BBEAUTE UMA 11 ONUCAHUE 30HbI U YKaXXuTe yaasieHHbIN IP-agpec B noJe
Appec ypaneHHoro komnboiotepa (IPva4, IPv6, AManasoH, Macka).

3. HaxxmuTte kHonky OK.

HononHuTtenecHble CBeOEeHNA CM. B pasgene ismeHeHmne HabopoB IP-aApeCcoB.

PepakTupoBaHue HabopoB IP-appecos

JononHuTencHble cBeaeHns o Habopax IP-afgpecoB CM. B pa3aene Habopesl IP-aapecos.

Ctonbunbl
NMsa: nmsa rpynnsl yaaneHHbIX KOMMbIOTEPOB.
OnucaHume: obLiee onucaHne rpynneol.

IP-appeca: yaaNieHHble IP-aapeca, KOTopble NpUHaanexaT Habopy IP-aipecos.

DJZ1IeMEeHTbl ynpasJjieHus

Mpv mobGaBneHum 1 u3sMeHeHum Habopa IP-alpecoB LOCTYMHbI Clefylowme nons.
UmMsa: nms rpynnbl yaaneHHbIX KOMMNbIOTEPOB.
OnucaHue: obuiee onucaHme rpynnol.

Anpec yaaneHHOro Komnolotepa (IPv4, IPv6, puana3oH, MackKa): BO3MOXXHOCTb nobasneHuns
yhaneHHOro agpeca, Ahana3oHa anopecoB Ui noaceTy.

Ypanuto: yhaneHne 30Hbl N3 Crncka.

MpenBapuTenbHO 3aAaHHbIe Habopbl IP-aApecoB He MOTyT ObiTb yAaNeHbI.
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[o6aBuTb agpec IPva:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEpPa (Hanpumep, 192.168.0.10).
Ivana3oH agpecoB: BBEANTE HaYaIbHbIN U KOHEYHbIN IP-agpeca, 4Tobbl 3a4aTb Anana3oH IP-
afpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTb: NoACeTb (Fpynna KOMMbIOTEPOB), 3afaHHas IP-agpecomM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu ans noacetn 192.168.1.0. YTobbl MCKNOYNTL BCIO NOACETD,
BBeOUTE 192.168.1.0/24.

[o6aBnTb agpec IPvé:

OpuH appec: nobasnseT IP-agpec OTAENbLHOr0 KOMMbOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:ca5).

MopceTb: NnoaceThb (Fpynna KOMMbOTEpPOB), 3alaHHas IP-af4pecoM U Mackor (Hanpumep,
2002:c0a8:6301:1::1/64).

NHCNeKTOop ceTu

/IHCNEKTOP CETU MOXXET NOMOYb BbISBUTb YA3BMMOCTHW B Ballel JOBEPEHHON (LOMaLUHEeR nnu
0hCHOMN) ceTn (HanprMep, OTKPbITbIE MOPThl AN HEHALEXHbIV MapoJsib MapLipyTusatopa). Kpome
TOro, Bbl NOJly4aeTe CANCOK NOAK/OYEHHbIX YCTPOMUCTB, B KOTOPOM YCTPONCTBA YNopsA0yeHbl Mo
TuUnNam (Hanpumep, NPUHTEpP, MapLLpPyTM3aTop, MOBNNbHOE YCTPOMNCTBO U T. M.) U KOTOPLIN NO3BONSET
Yy3HaTb, Kakne YCTPONCTBa NOAKOYEHbI K BalLEN CETU (HanpuMmep, UrpoBas KOHCOJb, YCTPOWCTBO loT
NN gpyrue yCTPOMNCTBa «yMHOro» AoMa). HacTpouTb cpeacTBo «/HCNEKTOP CETU» MOXHO B
pa3aene PaclumpeHHble NapamMeTpsl > 3awWuTa > 3aluTa AocTyna K cetu > MHcnekTop ceTwm.

BkatounTh MHCnekTop ceTy — UIHCNEKTOp ceTu Nno3BoNSIET BbIABNSATL YS3BMMOCTU B AOMALLHEN
CeTU, HaNpPUMepP OTKPbITbIE MOPThI MM HEHAEXHbIA NapoJib MapLIPYTU3ATOPa, a TakXe
NpeaoCcTaBNseT CUCOK NOAK/YEHHbIX YCTPONCTB, YNOPAA0YEHHbIX MO TUMY YCTPONCTBA.

YBenomMnATb O HOBbIX CETEeBbIX YCTPOMUCTBAX: YBEAOMJISET BacC, Korgaa B ceTu obHapyxumBaeTcs
HOBOE YCTPOWCTBO.

danepBon

®ailepBoN KOHTPOJIMPYET BECb BXOAALLMIA N UCXOAALWMNIA CETEBOW TPaPUK Ha KOMMNbIOTEPE COrnacHo
BHYTPEHHVM MNpaBufiaM 1 NpaBuiaM, KOTOPbIE OnpeaenieHbl Nosib3oBaTeneM. MNpouecc 0CHOBaH Ha
paspeLleHnn unn 3anpeTe 0TAESbHbIX CETEBbIX COeanHeHn. Panepson obecneymBaeT 3alUnTy OT
aTaK CO CTOPOHbI YAa/IeHHbIX YCTPOWCTB 1 MOXET 6710KMPOBaTh MOTEHLMAIbHO OMACHbIe CNTYXXObI.

YT106bI HACTPOUTL (hanepBOn, OTKPONTE pasfden PaclumpeHHsble napameTpsl > 3awmTa > 3awuTa
pocTyna K cetu > ®anepson.
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SMART SECURITY EITED o

[ononHWTeNbHbIe HaCcTPOMUKU Q X

| Mogayne obHapyxenns € 3awWmnTa 4OCTYNA K CETH 5

| O6uoeneHne @

WIHCMEKTOp CeTk 5
| 3aumta B
3awmTa (aifnoBoi cHcTeMsl | ®aiiepson 5
B peanbHOM BPeMeHK
| 3awnTa AoCTyna K ceTh Brntounts daiiepson [ @) o
SSL/TLS
Mpaswna MzraeHuTE a
3aWMTa NOYTOBOrO
knenta @ OuernTe Talcke npasnna gaiiepsona Windows D i)
3awwTa goctyna 8
WuTepHer E) Pesicinm dunsTpaumn ABTOMATHUECKN ~

3awwTta Bpay3epa "
1 paysep ABTOMATUYECKWI PEXUM AKTUEWPOEAH NO YMONYaHWKD. OH NOAX0ANT TEM NONbIOEATENAM, KOTOPLIM

| KoHTponb ycTpoiicTe Hy:HbI NpocToTa W yaoboreo B paboTte c© galiepEoNoM M KOTOPLIE HE XOTAT TRATUTE EQEMA Ha
HACTPOIiKy NPaewn. B 3Tom pexiMe NponyckaeTcA Bech MCXOAALLMIA TPadUK CHCTEMEI, 8 BCe
| Cepsnc HEPACNO3HAHHLIE NOAKNHYEHWA W3 CeT BAOKMPYHOTCA (CNM WHOE HE HACTPOERHO B
NoNb30BaTenbCKkx Npasunax).
MoaknueHUe

WHTepderc
nons3oeatens &

| YeeqomMmneHna (5 ]

B OfHanvkeHWe WIMEHEHWEA NDKUANKEHWIA 9

Mo ymonyaumo GOK OTmeHa

daunepson
Bknioumntb chamepson

PEKOMEHOYETCSA 0CTaBUTb 3TY (PYHKLMIO BKIIOYEHHON, 4TOObLI 06ecneynThb 3alnTy cuctemsl. Mpn
BKJIIOYEHHOM (hariepBosie CETEBOM TPahK CKaHUPYeTCs B 060UX HanpasieHmsaX.

MNpaBuna

B pa3nene HaCTPOWMKM MPaBua MOXXHO MPOCMATPUBATL U M3MEHAThL BCE MpaBuia halepsona,
KOTOPbIE MPUMEHSIOTCA K TpadrKy, CO31aBaeMOMy OTAe/IbHbIMU MPUNOXEHUSMI B Npeaenax
NIOBEPEHHBIX MOAKJIIOYEHUIA U ceTu NHTepHeT.

Bbl MOXXeTe co3aaTb NpaBwIo IDS, Koraa O0THET aTaKyeT Ball KoMnbloTep. [1paBuio MoXXHO
N3MEHNTb B pa3gene PacluypeHHble NapaMeTpsl > 3alWuThl > 3awMTa ceTy > 3aluTa ot
ceTeBbiX aTak > [lpaBuna IDS, wenkHYB U3MEeHUTD.

OueHnTb TakXXe npasuna panepsona Windows

B aBTOMATUYECKOM peXxnMme puabTpaLmm pa3peLllaTb TakKe BXOAALLMA TPadUK, 0NyCKAEMbIN
npasunamm bpaHamayspa Windows 1 He 3a610KMPOBaHHbIN SBHbIM 06pa3oM npaBuiamu ESET.

Pexum ¢punbTpauum

MoBeaeHue thaliepBoa 3aBUCKT OT BbiBpaHHOIO pexuMa punbTpauun. OT HEro TakXKe 3aBUCUT
CTeneHb y4acTus nosb30oBaTens B npouecce.
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Ons bariepBona ESET Smart Security Premium LOCTYMHbI CeAyOLWNe PeXUMbl DUIbTPALUN:

ABTOMATUYECKUH PeXnm No yMON4aHUI0. ITOT peXuM NoaxoauT Oas Nosib3oBaTenen,

peXum KOTOPbIM HPaBUTCA NPOCTOTa M yAobCTBO MCMOJIb30BaHUSA MEPCOHANbHOI0
thariepBona, a Takxe OTCYTCTBME HEOOXOAMMOCTM CO3AaBaTh Npasuia. B
peXxunume no yMOJSHaHUIO MOXXHO CO34aBaTb NOJib30BaTesIbCKME MpaBua,
04HAKO 3TO He ABNAETCA HeobxoaMMbIM B ABTOMaTU4ECKOM peXxuMm. B
aBTOMATNYECKOM pexunMe paspeLleH BeCb NCXOAAWMINA TpauK CUCTEMbI 1
610knpyeTcsa 6osblUas YaCTb BXOAALWErO Tpadka — KPOMe HEKOTOPOro
TpahmKa U3 4OBEPEHHON 30HbI (KaK yKa3aHo B pa3aene IDS 1 pacluvpeHHble
napamMmeTpbl/Pa3pelleHHble cayxbbl) 1 0TBETOB Ha HEAABHUIN UCXOOALLNIA

TpauK.
NHTepaKTUBHbBIN NHTepakTUBHbLIN peXxuMm: No3BoseT Co34aTb COOCTBEHHYIO KOH(UIypaLumio
pexxum thanepsona. Ecniv obHapyxeHo coenHeHNe, Ha KOTopoe He

PacNpOCTPaHAETCS H OAHO U3 CYLLECTBYIOLLMX NPaBWUI, Ha 3KpaH
BbIBOAWTCS AMANIOrOBOE OKHO C YBEAOMJIEHNEM O HEU3BECTHOM
NOAK0YEHNN. B 3TOM AnanoroBOM OKHE MOXXHO pa3peLwlnTb WA 3anpeTuTb
CoeAHEeHNe, a TakXXe Ha OCHOBE 3TOr0 peLLeHns co34aTh NPaBuIo ans
npuMeHeHus B Byayuwiem. ECnm npuHMMaeTcs pelleHune o Co34aHnm HOBOro
npaBuia, B COOTBETCTBUM C 3TUM NpPaBUIOM BCe ByayLime coeAUHEHNS 3TOro
Tuna 6yayT pa3peLLeHbl Uan 3anpeLLeHbi.

Pe>XXuM Ha ocHOBe  bBJIOKMpPYEeT BCe COeAUHEHUS, KOTOPbIE HE COOTBETCTBYIOT HU OAHOMY U3

NOJINTUKMU paHee onpenesieHHbIX pa3peLlalolwmx npasua. TOT PEXNM NpefHa3HayveH
AN5 ONbITHLIX NOMIb30BaTENEN, KOTOPbIE MOTYT CO34aBaTh NpaBua,
pa3peluatoLine ToNbKOo Hy)XHble 1 Be3onacHble coeamHeHns. Bce npoyne
HeyKa3aHHble coeanHeHns byayT 610KMpoBaTbCA hanepBoIOM.

Pexum obyuyeHnsa  ABTOMaTMYeCKOe CO3AaHME U COXPaHEHME NPaBul. ITOT pexum ygobeH ans
nepBOHaYasIbHON HAaCTPONKK (haepBoJsia, HO ero He cneayeT UCNoNb30BaTh
ANMTenbHoe BpeMsa. Y4acTue nosib3oBaTena He TpebyeTcs, MOTOMY YTO ESET
Smart Security Premium COXpaHSI€T NpaBWJia COrJlacHO NpeaBapuTesibHO
HaCTPOEeHHbLIM NapaMeTpaM. YTobbl n3bexxaTb PUCKOB, PEXNM 00YyHEeHUS
PEKOMeHAYeTCSA NCMOJSIb30BaTb TO/ILKO 4O MOMEHTa CO34aHWUs Npasua ons
BCEX HEODOXOANMBIX COeANHEHWNA.

PeXxuMm oby4yeHUs 3aBepLUMTCA: YCTAHOBUTE AATy U BPEMS, KOrAa PeXuM 0byyYeHns 3aKoHYNTCS
aBTOMaTM4YeCKU. Kpome Toro, pexxuM oby4eHnst MOXKHO B II060 MOMEHT OTKJIIOUYUTL BPYYHYIO.

Pe>XxuM 3apaH nocse 3aBepLUEHUS peXXuMa obyueHus: onpeaennTe pexxum uibTpaumm,
KOTOpbI ByAeT BOCCTAHOBJEH (haliepBOJIOM MPOrpaMMbl MO 3aBEPLUEHNN NeproLa pexuMa
0byyeHus. NMogpobHee 0 pexxmmax puabTpaLun YuTanTe B Tabauue Boille. YTobbl nocne
3aBepLUEHNS peXxuMa 06y4yeHUst U3MEHNTb PeXUM uabTpaunm daepsona Ha CNPoOCUTb
nosnb3oBaTeNs, Hy>XHbl NMpaBa agMUHUCTPaTOPA.

HacTponku pexuma obyyenmns: wenkHnte UI3MeHnTb, 4ToObI HaCTpPOUTb NapaMeTpPbl COXpPaHeHUA
npaBsu, CO30aHHbIX B peXxunme O6y‘-|€HI/IFI.

ObHapy>XxeHne u3MeHeHUA NPUJI0XKEeHUMN

CDyHKLI,I/IFI 06Hapy>XEeHNA N3MEHEHWN NPUIOXKEHWNI 0To6pa>KaeT yBegomaeHuna, ecsin KaAMeHeHHbIe
NPUNOXeHNA, ong KOTOPbIX CyLeCTBYET NMpaBno, NbiITaloTCA YCTAaHOBUTb MOAKIOYEHNS.
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HacTpounku pexxuma odyyeHus

B pexume 0by4yeHns npaBuna A5 KaXkAoro COeaUHeHNs, yCTaHOBIEHHOr0 CUCTEMOW, CO3AaTCS U
COXPAHATCA aBTOMATUYECKM. YYacTre nosib3oBaTens He TpebyeTcs, NoToMy 4To ESET Smart Security
Premium COXPaHSET NpaBu/a COrjiacHoO NpeABapuTebHO HaCTPOEHHBLIM NapaMeTpaM.

icnonb3oBaHWe 3TOro pexxrMa MoXXeT NpeAcTaBAAaTb PUCK A8 CUCTEMbI, U €r0 peKoMeHayeTCs
MCMN0Nb30BaTb TOJIbKO A5 MepPBOHAYaibHOM HAaCTPOMKM (hanepsoa.

BbibepnTe OBy4eHue B paCcKpbiBalOLLEMCSA MEHIO B pa3fene PaclumpeHHble NapaMeTpbl > 3awuTa >
3awmTa aoctyna K cetu > ®anepson > Panepson > Pexxum punbTpauum, 4Todbl akTUBUMPOBATH
onuun pexxnma obyyeHns. LLlenkHute U3MeHUTb pAaoM C 3ieMeHTOM HacTPpOUKM peXxuma
oby4eHus, 4TobObl HAaCTPOUTL CreadyoLmMe ONUUN:

A B pexxnme obyyeHus anepBon He punbTpyeT CoeanHEeHNS. Pa3peLleHbl BCE NCXOAALLNE U
BXOASALME CoeaMHEHMA. B 3TOM pexxnme KOMMbOTEp 3alluLLeH hanepBoIoM He MOJIHOCTLIO.

Bxopsawmn TpadmK U3 [o0BePEeHHOMN 30HbI: NPYMEpPOM BXOAALLErO COeANHEHNSA B LOBEPEHHOM
30He ABASIETCA yAaNeHHOe YCTPONCTBO, HaxoAsALWweeca B npeaenax JOBEPEHHON 30HbI, KOTOPOe
NblITaeTCA YCTAHOBUTb COEAUHEHNE C NIOKAJIbHBIM NPUI0XKEHNEM, 3aMnyLLEHHbIM Ha BalLEM
KOMMbOTEpE.

NUcxopawmm Tpapuk B AOBEPEHHYIO 30HY: NPUIOXKEHNE Ha JIOKaJIbHOM KOMMbIOTEPE MbiTaeTcs
YCTAHOBMWTb COEAMHEHME C APYrUM YCTPONCTBOM B Npeaenax JIokasibHOW CeTU UAKN CETU B
[lOBEPEHHOM 30HE.

BxopALWwmni MHTEepHeT-TpaduK: yaaseHHOe YCTPONCTBO MbITAeTCs YCTAaHOBUTL COeAUHEHNE C
NPUI0XXEHUEM, 3aMyLEHHbIM Ha KOMMbIOTEPE.

Ncxopawmin nuTepHeT-TpadmK: NpuIoKeHNe Ha I0KaJbHOM KOMMbIOTEPE MbITaeTcs
YCTaHOBUTb COeANHEHNE C APYriM YCTPONCTBOM.

B Ka)koM pa3aenie onpefensoTcs napameTpbl, KoTopble 6yayT 006aBAATLCSA K HOBLIM NpaBuIaM.

[,06aBUTb NOKaNbHbIN NOPT: BKIOYAET HOMEP JIOKAJIbHOrO NMOpTa CETEBOr0 CoeAUHEHUs . s
NCXOAALLMX COeANHEHN 0ObIYHO CO3at0TCs CayYalHble HoMepa. B CBSA3M C 3TUM pekoMeHayeTCs
BKJIIOYATb 3TY HAaCTPOMNKY TOSIbKO 419 BXOASLUNX MOAKIIOYEHNIA.

[ob6aBuTb NpUNoXKeHUe: BKIIOYAET NMS JIOKAJIbHOr0 NPUIOXKeHNs. [JaHHbIN napameTp
npefHa3HayeH Oas MCnoJsib30BaHMA B Oy AyLIMX NpaBuiax Ha YPOBHE NPUIOXKEHUN (MpaBunax,
onpenensLmnx coeanHeHna onas BCero NpuioxeHuns). Hanpumep, MoXXHO pa3pewnTb COeaNHEHN
ToNbkKo ans Beb-bpaysepa nnm NOYTOBOroO KJANEHTA.

[06aBUTb yaaneHHbIN NOPT: BKIOYAET HOMEP Ya/IeHHOr0 NopTa CETEBOro COeANHEHNS.
Hanpumep, MOXKHO pa3peLlnTb UK 3anpeTuTb NoaKIIOYEHNE onpeaenieHHO Cnyxbbl, CBS3aHHOW CO
CTaHAAPTHbLIM HOMepPOM nopTa (HTTP — 80, POP3 — 110U T. 4.).

N o06aBuTb yaaneHHbIN IP-afapec Mau yaaneHHylo A0BEePeHHYI0 30HY: YAaEHHbIN IP-aapec nau
yZasieHHast 30Ha MOryT UCMO0JIb30BaTbCA B KAYeCTBE NapamMeTpa HOBbIX NPaBWJ, PEryaNpyoWmnX Bce
COeANHEHNs MeXay JIOKaJIbHOM CUCTEMON 1 COOTBETCTBYIOLLMM YAaNeHHbIM afpecoM Uan 30HOW.
ITOT NapaMeTp UCNOJb3yeTCs Npu ONpeaeNeHnn eNCTBUA 419 KOHKPETHOro YCTPOWCTBA UK
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rpynnbel CETEBbIX yCTpOMCTB.

MakcuMManbHOe KOJIMYeCTBO Pa3HbIX NPaBuUAa ANA OAHOIr0 NPUJIOKEHUSA: ECNN NPUNOXKEHNE
MOAKJIOYAETCA K Pa3HbIM IP-aipecaM Yyepes pasHble NopThl, haiepBon B pexume oby4yeHns co3gacT
L7151 3TOr0 NPUSIOXKEHNS COOTBETCTBYOLLIEE KOJIMYECTBO Npasu. [JaHHbIA NapaMeTp No3BoaseT
OrpaHMYNTb YMC0 NPaBWJ, KOTOPbIe MOTyT ObiTb CO3aHbl AN OAHOIO MPUIOXKEHNS.

Npasuna panepsona

MpaBuno aepBosia COAEPXXUT HAabop NapaMeTpPoB 1 YCI0BUIA, KOTOPbIE MO3BONSIOT
LiesIeHanpaBJ/IeHHO NPOBEPSATh CETEBbIE COEAUHEHNS 1 BbINMOHATL HE0OX0AUMbIe AENCTBUS B
COOTBETCTBUM C 3TUMM ycnoBusimiu. C NOMOLLbIO NpaBua panepBosia MOXKHO 3a4aTb AEeNCTBUS,
KOTOPbIE BbIMOJHAOTCSA MNP YCTAHOBKE CETEBbIX COEANHEHNI PA3SINYHbIX TUMOB.

MpaBwnia OLIEHMBAIOTCA CBEPXY BHU3, N UX NpUopuTeT 0TobparkaeTcs B NepBom cTonbue. [ehcTue,
onpenensieMoe nepBbiM COOTBETCTBYHOLLIMM MPABUIOM, UCMOb3YETCA AN KaXXA0ro
obpabaTbiBaEMOro CeETEBOro COEANHEHNS.

MoAKIYEHNS MOXHO pa3fenuTb Ha BXOASLNE U ncxoaawme. Bxoaswee noakoyeHme
NHULMNPYETCS YAANEHHbIM YCTPOWCTBOM, KOTOPbIA MblITAaeTCH YCTAHOBUTbL COEAUHEHME C JIOKAJIbHOM
cuctemoin. Mpu ncxopawlemM coeiMHEHUN N0KasIbHbIN KOMMNbIOTEP MblTaeTCsA NOAKIUYNTLCA K
yZOaJIeHHOMY YCTPONCTBY.

O6HapyX1B HOBOE Heu3BECTHOE MOJK/IIYEeHNEe, XOPOLLIO NoAyManTe, Npexae Yem paspewaTb Uau
3anpeLllaTh ero. HexenatenbHble, Hebe30MacHble NN HEW3BECTHbLIE COANHEHNS HECYT Yrpo3y
6e30nacHOCTM AN KoMnbloTepa. Mpu yCTaHOBEHNN TaKoro COeIHEHUS PEKOMEHIyeTCs 06paTnTh
BHMMaHWE Ha y[a/IeHHOEe YCTPOMCTBO 1 NPUIOXKEHNE, KOTOPbIE MbITATCA NOAK/IIOYUTLCS K BalleMy
KoMMbtoTepy. Mpy MHOrUX BUAAX 3apaXKe€HUiA OCYLLECTBAATCS NOMbITKM NOJYYEHNUS U OTNPABKU
KOHMUAEHLUMANbHBIX AAHHBIX U 3arpy3Ku ApYruX BPeAOHOCHbIX NPUI0XKEHWUI Ha paboymne CTaHLuK,
®dailepBos AAET NOJb30BATEI0 BO3MOXHOCTh 0OHAPYXXUTb 1 Pa30PBaTh TakMe NOAK/I0YEHUS.

Mpaswnna (anepBosia MOXXHO NPOCMaTPMBaThL U U3MEHATL B pa3aese PaclunpeHHble napameTpsl >
3awuTa > 3awmTa AocTyna K cetu > Panepson > Mpasuna > U3SMEHUTD.

Ecnm y Bac MHOro npasun anepsona, C NOMOLLLIO (USIbTPa MOXXHO 0TODBPa3nTb TONIbKO HEKOTOPbIE
13 HUX. YT0bbI OThMNLTPOBATL NpaBuia aepsona, WenkHUTe bonbwe ¢huNbLTPOB HaL CNNCKOM
«[paBuna hanepsosia». PunbTPOBaATb NPaBUSIa MOXHO MO CIEAYIOWMUM KPUTEPUSAM:

* ICTOYHUK
* HanpasneHwne
» [lenctBue
* [1oCTYyNHOCTb

Mo ymMonYaHuUto npeaBapuTenbHO 3aaHHble NpaBuia danepsosia CKpbiTbl. YTo6bl 0TO6Pa3NTL BCE
npefBapuTenbHO 3afaHHble NPaBWa, OTKYUTE NepeKYaTeNb PSLAOM C 31eMeHTOM CKPbITb
BCTPOEHHbIe (NpepBapuTeNbHO 3aaHHblie) NpaBuaa. 3TV NPaBKUIa MOXXHO OTKIOYNTb, HO He
yOanuTb.
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| LLleNKH1UTe 3Ha4y0K noncka O\ B BEPXHEW NpaBov YacTu 3KpaHa, 4yT0bbl NCKATb npasunna.

Cton6bubl

MpuopuTeT: NpaBnIa OLEHNBAIOTCA CBEPXY BHU3, N UX MPUOPUTET 0TOOparkaeTCcs B NEPBOM
cTtonbue.

Bkno4YeHo: CBeeHNs 0 TOM, BKIIOYEHO Sin NpaBuio. YTobbl akTMBUMPOBaTL NPaBuIIo, yCTaHOBUTE
COOTBETCTBYIOLUNIA (hSIaXKOK.

MpunoXxeHue: NpuIoXKeHNe, K KOTOPOMY NMPUMEHSAETCS NpPaBuIIo.

HanpaBneHue: HanpaB/ieHne coeanHeHuns (Bxoasilee/mcxoasilee/oba).

JeicTBMe: CBeLleHNs 0 COCTOSIHUM NOAK0YeHNs (6NOKMPOBaTh/paspeLlaTb/CNpallnBaTh).
WMs: s npasuna. 3HaukoM ESET (B) 0603HavaloTcs npeasapnTensHo 3afaHHbIe Npasuia.
KonuuyecTBo npuMeHeHun: obLiee KOIMYeCTBO pa3, Koraa npasuio 6bi10 NpUMeEHEHO.
LLlenkHuTe 3Ha4ok paclumperns I, 4Tobbl 0TO6pa3nTL cBegeHMs o npasune.

SMART SECURITY RIS o X

Mpaewna daepsona

Mpaewna onpegenakoT, Kak qJEﬁEpBOJ'I ofjpafjaTmBaeT EXO4ALME M MCXOAALLNE CETEELIE NOAKNKOYEHWA, [NpaBnna OUSHWEAIDTCA CBEPXY BHW3Z, M MPUMEHAETCA AeiicTEne
NEPEQIo NOAXO4ALLErD Npaenna.

AKTMEHBIA $MALTP: CKDEITE BCTDOEHHBIE (MPEABAPHTENEHO 33aHHLIE) NPABKNa

Bonblue fuasTpos
Q&

Mpuopw... Brmoueno Mpunomenme Hanpaenenme [leictene Wmn Koamnuecn

NobBaeuTk

DJZ1IeMEeHTbl ynpasJjieHus

Do6aBuTb: Co3aHMe rnpasua.

N3MeHUTb- 3MeHEeHNE CYLLEeCTBYOLErO NpaBuJa.
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Ypanuto: yOaneHne CylecTByoLwero npasuia.

KOHMPOBaTbZ Co3faHne Konmn Bbl6paHHOFO npasnna.

B Hayano/Beepx/BHu3/B KoHew,: HaCTPONKa NPUOPUTETHOCTM Npasu (nNpasuna
nocnenoBaTesIbHO BbINOJHAKTCA CBEPXY BHU3).

LNobaBneHue n U3sMeHeHue npaBun
danepsona

MpaBuna harepsona NPeacTaBnsAoT cobon yCaoBUs, NCNOSb3yeEMble OS5 LieSIeHanpaBaeHHON
MPOBEPKM BCEX CETEBLIX COEAUHEHUN, N LENCTBUS, Ha3Ha4YaeMble A5 3TUX YCNoBURA. Mpn N3MeHeHUM
HaCTPOeK CeTn (Hanpumep, NpY N3MEHEHNN CETEBOr0 apeca WA HoMepa NopTa Ans yAaneHHOoro
KOMMbOTEPa) MOXET NoTpeboBaTbCA pefakTupoBaHmne nam gobasneHne npasua anepsona, 4Tobbl
obecneynTb NpaBUIbHYIO PaboTy NPUIOKEHMS, Ha KOTOPOE pacnpocTpaHseTca npaBuio. Co3aaBaTth
noJib30BaTeNbCKME Npaswusa aepsosia LOJKHbI OMNbITHbIE NONb30BaTESN.

NNnnioCcTprpoBaHHbIE MHCTPYKLAN

Cnenytowne ctaTben n3 6a3bl 3HaHWU ESET MOoryT ObITb OOCTYMHbI TOJIbKO Ha AQHI JIMACKOM fi3bIKE:
e OTKpPbITUE NN 3aKPbITUE (pa3peLleHmne an 3anpeLleHne) onpeaeneHHoro nopTa ¢ NOMOLLbI

tharepBona

» Co3oaHMe npaBuia harepBosia Ha 0CHOoBe dalaioB XXYpPHasa B ESET Smart Security Premium

YT106bl 06ABUTL NN N3MEHUTL NPaBUIO halepBona, OTKPONTE pa3aen PaclumpeHHble napaMeTpbl >
3awmTa > 3awmMTa poctyna K cetu > ®anepson > MMpasuna > U3MeHUTb. B okHe [1pasusia
hanepsona wenkHuTe lodaBuTb NI U3MEHUTD.
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https://support.eset.com/kb3112
https://support.eset.com/kb3112
https://support.eset.com/kb6531
https://support.eset.com/kb6531

SMART SECURITY EXTED

JdobaBuTb NpaBuno

maa 3abnokMpoBaTe coeguHeHue anA Nwban
BrnwoueHo Q
- or
B JeicTene ElNpasunc ..  BAokupoeka 5
JencTene PaspewmnTh
@ BnoknpoBka
JanpocuTe
Mpaewno xypHana D
CepbEsHOCTE PETMCTRUPYEMBIX COBBITHA OTnagka e
¥BE40MWTE NONL30BATENA
Mpunoxenune Moban 5
Hanpaeneunwne BxoaAwee 5,
IP protocol TCP u UDP 5
NoKaneHbIA XOCT NoGan 5

WUmMsa: BBegnTe nma npasnnia.
BKJNIOYEHO: LWeNIKHUTE nepeksoyaTenb, 4yT0bbI CAENATH NnpaBn10 aKTUBHbLIM.

NobaBneHne oencTBMn 1 yCIOBMIA 419 NpaBua hanepsoa:

V};l,e|7|CTBV|e

DencrtBue: BbibepnTe BapuaHT PaspewnTtb 1 3abnokupoBaTtb 411 NOAK/OYEHNS, KOTOPOE
COOTBETCTBYET YCJIOBUAM, OMpeLesieHHbIM B 3TOM npasune. Nnn Bbibepnte BapmaHT 3anpocuThb,
4106l NPOrpaMMa ESET Smart Security Premium BbIBOAMIA 3aMpOC NpY KaXKLO0M YCTaHOBEHUN
NOLKJ/IYEHUS.

MpaBuno XypHana: ecny NPaBwnIo NPUMEHSETCS, CBeAeHUs 06 3TOM 3anNuUCbIBAOTCS B (halisibl

XYpHana.
Cepbe3HOCTb perucTpupyeMbix coObITUM: BbibepnTe A5 3TOr0 NpaBuIa CePbLE3HOCTL 3anmncu

XYpPHana.
YBeaoMuTb NoJsib3oBaTens: OTO6pa)KaET yBeaooMeHne npun npuMeHeEHMN npasunna.

V MpunoxeHune
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YKaXxuTe npuao)eHme, B KOTOpoM ByaeT NpMMeHATHCA 3TO NPaBUJIo.

MyTb NPUIOKEHUA: LLENKHUTE ... N MEPenanTe K NPUI0KEHNIO NN BBEAUTE NOSHbIA NyTb
npunoxeHus (Hanpumep, C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE TONbKO JIULLb UMS
NPUSIOXKEHNS.

Moanucb NPUNOXKEHUA: MPABNI0 MOXXHO NPUMEHUTb K MPUIOXKEHMUAM COrNacHO UX MNOAMMUCAM
(nmeHaM n3gaTenen). B packpbiBatoLLleMca MeHIO BbibepuTe, CnegyeT i NPUMEHATb NPaBUIO K
NPUNOXKEHNSAM C OO0 AeUCTBUTENbHON NOANUCHLIO NN K NMPUIOXKEHNSAM, KOTOPbIE
noanMcaHbl KOHKPETHbIM NAULOM. ECv BbibpaHbl MPUA0XKEHNS, KOTOPbIE MOANMUCAHbI
KOHKPEeTHbIM NULLOM, He0HX0A4MMO yKa3aTb NoAnuckiBatoLLee nnuo B nose Mmsa
nognucaBLUero.

Mpuno>xeHune Microsoft Store: B paCKpbIBalOLLEMCSA MEHI0 BbIbEpUTE MPUNOXKEHNE,
YCTaHOBJIEHHOE U3 Mara3unHa Microsoft Store.

Cnyxba: BMeCcTo Nnpuio)KeHnsa MoXHO BbibpaTb CMCTEMHYIO Cnyxby. YTobbl BbibpaTh Cnyxby,
OTKPOMNTE pacKpbIBalOLWEECS MEHIO.

MpuMeHUTHb K ,0YEePHUM NpoueccaM: HEKOTOPbLIE MPUSIOXKEHNS MOTYT 3anyckaTb bonblue
MPOLLEeCCOB, B TO BPEMS KaK Bbl BUAUTE TOJILKO OAHO OKHO npunoxxexus. LenkHute
nepeksYaTesb, 4TOObl BKAOYUTL MPaBWJIO A5 BCEX MPOLLECCOB B YKa3aHHOM MPUI0KEHUN,

V HanpasJsieHne

BbibepuTe HanpaBneHue ob6MeHa AaHHbLIMK A5 3TOro Npasua.
* 00a: BXxoosALWMA N UCXOoaALWMA 0OMEH AAaHHbIMMU.

* Bxopdliee: TO/IbKO BX0AALWMA 0OMeH AaHHbIMN,

* UcxopaLee: TONbKO NCXOAALWNN 06MeH faHHbIMMW.

Vv MpoToko IP

B packpbiBatoLLeMCs MeHto BbibeprTe NPOTOKOA, eC/Iv 3TO NPaBW0 AOJIKHO NMPUMEHATLCA
TOJIbKO K OMNpeAeneHHOMY NpoTOKOoy.

N JloKanbHbI XOCT

JloKasibHble agpeca, AMana3oH afpecoB v NoaceTb, Fae NPUMEHSEeTCs 3To Npasusio. Ecim
allpec He ykasaH, npaBusio byaeT NPpUMEHSTLCS KO BCEMY 0OMeHY AaHHbIMY C JIOKAJIbHbIMU
X0CTaMu. Bbl MoXxeTe 006aBuTh IP-afpeca, Anana3oHbl aapecoB U NOACETUN HENOCPEACTBEHHO
B TEKCTOBOE roJie IP-agpec v BbibpaTh OAVH U3 CYLLECTBYOLLMX HabOPOB IP-aipECOB, WeNKHYB
N3meHUTb psigom c anemeHToM Habopsl IP-appecos.

N NokanbHblil nopT

MopT: HOMep NoKasIbHOro MopTa (MM HoOMepa HECKONbKMX NOpPTOB). ECnn HoMepa He ykasaHbl,
npaBuno byaeT npuMeHaTbLCS K NtoboMy nopTy. [lobaBbTe 0AMH MOPT CBA3M UM YKAXKUTE UX
LManas3oH.

vy,D,aJ'IeHHbII7I XOCT

YnaneHHbIn agpec, AnanasoH agpecoB Wav NOACETh, FAe NPUMEHAETCA 3TO nNpasuao. Ecnm agpec
He yKa3aH, NpaBuio byaeT NpUMeHATLCS KO BCeMy 0OMeHY AaHHbIMUK C YAaNeHHbIMU XOCTaMu.
Bbl MOXXeTe nobaBuTh IP-agpeca, Anana3oHbl aapecos WK NOACETU HEMOCPEACTBEHHO B
TEKCTOoBOE nose IP-appec 1 BbibpaTb 0O4UH M3 CYLLECTBYOLWNX HabopoB IP-aapecos, WeaKHYB
N3meHnTb pAgom ¢ anemeHToM Habopebl IP-agpecos.

VYuaneHHbu?l nopTt
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MopT: HOMep yaaneHHOro nopTa Wi HOMepa HeCKObKMX MOPTOB. EC/M HOMepa He yKa3aHbl,
npasuio byaeT NnpuMeHATbLCA K Ntobomy nopTy. [lobaBbTe 0AUH MNOPT CBA3M UK YKaXKUTE UX
LManasoH.

V Mpodnnb

MpaBuno alepsosa MOXXET ObITb MPUMEHEHO K ONpPeAeNeHHbIM MPohiaM CETEBbIX

NOAKJIYEHUN.
Jliobomn: npasmno byneT NpUMEHATLCA K N1060My CETEBOMY MOAKJIIOYEHNIO HE3aBUCKMO OT

ncnonb3yemoro npoguns.
BbiOpaHo: Npasuio byaeT NpuMeHATHCA K onpefeneHHOMY CeTEBOMY MOAKJ/IYEHNIO COrIacHO
BblOpaHHOMY NPonI0. YCTaHOBUTE (PNaXKoK pSALOM C NPOPUISMIM, KOTOPbIE HYXKHO BbIOpaTh.

Mbl CO34aeM HOBOE NpaBuo, paspeLuatollee seb-bpaysepy Firefox 4OCTYN K Beb-canTam B CeTH
VIHTEepHET 1 nokKanbHOM CeTH.

1.B pasgene Oeuncreue Bbibepute [lencreme > PaspeLwunTs.

2.B pa3zpene MpunoXxeHue ykaxxmTe nyTb K NPUNOXXeHUI0 Beb-bpay3epa (Hanpumep,
C:\Program Files\Firefox\Firefox.exe). HE BBOOMTE TONbKO JINLLb UMS MPUTIOXKEHWS.

3.B pa3pgene HanpaBneHue Bbibepute HanpaBneHue > Ucxopswee.

4.B pasgene MNMpoTtokon IP BbibepnTe TCP M UDP B pacKpbiBatowemcsi MeHto MpoTokon.

5.B pasfnene YpaneHHbIn nopt fob6aBbTe HOMEpa NOPTOB: 80, 443, 4TOObLI pa3pewnTb
CTaHAapTHOe ncnosib3oBaHne bpaysepa.

OOHapy>XxeHue U3MeHeHUs NPUNoXKeHUU

®OyHKUMA 0BHapy)XeHna N3MEHEHN NPUIOXKEHNA 0TODpakaeT yBeAOMNEHNS, €CIN NU3MEHEHHbIE
NPUNOXKEHUS, AN KOTOPbIX CYLLECTBYET NpaBuio bpaHaMayspa, NbiTaloTCsS YCTAaHOBUTL
NoAKNYEHNS. I3MEHEHNE NPUNOXKEHNIA — 3TO MEXAHW3M BPEMEHHOW WM NOCTOSHHOW 3aMeHbI
NCXOOHOr0 NPUI0XKEHNSA APYTrUM NCMONHAEMbBIM NMPUIOXKEHNEM (3alLMTa OT HAPYLLUEHUS NMpaBu
bpaHgMayapa).

ObpaTnTe BHUMaAHWE, 4TO 3Ta PYHKLUUS He NpeiHa3Ha4YeHa a8 0OHapyXEeHNS N3MEHEHU BO BCEX
npunoxxeHusx. OHa co3aaHa, 4Tobbl He HapyLLannch CYLWECTBYOLME NpaBuaa danepsona, n
OTC/IEXMBAKOTCA TOJIbKO MPUIOXKEHNS, 015 KOTOPbIX 3TV NpaBuia NnpeaHa3HayeHbl.

YT106bI HACTPOUTL OOHapPY>XeHUe N3MEeHEHUN B MPUJIOXKEHUAX, OTKPONTE pasfen PaclumpeHHslie
napameTpsl > 3awWmTa > 3awuTa AocTyna K cetu > ®anepson > ObHapy)XeHue MU3MEeHeHU| B
NPUI0XKEHUAX.

BKJIOYUTb OTCJ/IEeXKMBAHWE U3MEHEeHMIW NPUJIOXKEHUNM: ecn BelibpaH 3TOT NapamMeTp, NporpaMMa
OyneT oTCNeXnBaTb M3MEHEHUS B MPUIOXKEHUSX (0DHOBIEHNS, 3apaXKeHNs 1 ApYrie N3MeHEHUS).
Mpu NONbITKE N3MEHEHHOIO NPUIOXKEHUS YCTAHOBUTb COEANHEHMWE NOJIb30BaTEb NOJYYUT
yBeZloMJIEHUNE 0T hallepBona.

Pa3pewinTb M3MeHeHUA B NOANUCAHHBIX (ﬂ,OBepeHHbIX) NMPUNOXEeHUAX: HE YBeNOM/IATb, €C/in
nocne 3MeHeHNs OencTBUTEsIbHas unpoBas NOANMNCh NPUSIOXKEHNSA OCTaeTCH HEN3MEeHHOM.

Cnucok npunoeruv“l, UCKJTIOYE€HHbIX U3 06Hapy)KeHu;|: B 3TOM OKHE MOXXHO 06aBNsATh 1
YOanATb NPUNOXeEHUA, NpU N3SMEHEHNN KOTOPbLIX HE BbIBOAATCA YBELOMJIEHNA.
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CNUCOK NPUNOXKEHUHN, UCKJTIOHEHHBbIX U3
obHapy>xeHus

®anepBos1 B NPOAYKTE ESET Smart Security Premium BbISIBASET U3MEHEHMSA B MPUJIOXKEHUAX, K KOTOPbIM
npuUMeHATCA npasuna (cM. pasgen ObHapy )KeHve 3MeHeHUIN MPUJI0XKEHUI).

B onpepeneHHbIX CayyYasx NPpUXoANTCA OTK0YaTb 3TY PYHKLMIO AN HEKOTOPbLIX NMPUI0XKEHWIA, €C/Nn
HY>XHO UCKJTIOYUTL UX U3 MPOBEPKM (haiepBOIOM.

[,06aBUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO BbIOpaTb NpuioXKeHne n obaBnTb €ro B CNNCOK
MPUNOXEHUIA, UCK/OYEHHBIX U3 0OHAPY)XEeHNS N3MEHEHUIA. Bbl MoXXeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NPUIOXKEHNIA C OTKPLITOM Nepefayveit AaHHbIX N0 CETW, A KOTOPbLIX CyLLeCTByeT
npasuio danepsona, Wi 0ob6aBUTb KOHKPETHOE MPUSIOXKEHNE.,

N3MeHUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO M3MEHUTL PACMONOXKEHNE MPUSIOXKEHUS 13 CMIMCKA
NPUNOXEHUIA, UCKIOYEHHbIX U3 0OHapY)XeHNS N3MEeHeHUIA. Bbl MoXxeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NMPUIOXKEHWIA C OTKPLITOM Nepefayvent AaHHbIX N0 CETW, A KOTOPbIX CyLeCcTByeT
npaBwuo hanepBosia, UM N3MEHNTb PACNoJIOXKEHNE BPYUHY!IO.

YaanuTtb: yaaneHne 3anncei n3 Cnucka NpuioXKeHnn, NCKIYEHHbIX U3 MPOBEPKN.

3alliuTa OT ceTeBbiX aTak (IDS)

3almTa OT CceTeBbIX aTak (IDS) ynydwaeT obHapy)KeHNe 3KCNIONTOB AN N3BECTHbLIX YSA3BUMOCTEN.
[lONONHUTENIbHbIE CBEAEHNS O 3alMTe OT CETEBbLIX aTaK CM. B r10ccapun. YTobbl HACTPOUTDL 3aLLUNUTY
OT CEeTEBbIX aTak, OTKpPOMNTe pasfen PacluvpeHHble NapaMeTpsl > 3aWmuTa > 3awuTa aoctyna K
ceTH > 3alumTa OT CeTeBbIX aTak.

BKNIOYMTDb 3aLLUTY OT CeTeBbIX aTaKk (IDS).AHaIM3 COAEPXKMMOro CeTEBOro Tpadumka u 3awmTta oT
ceTeBbIX aTakK. Jllobo Tpaduk, KOTOPbIA pacLEHNBAETCS KakK OnacHbIn, 6ioknpyeTcs.

Bkno4YMTb 3aWMTy OT 60THEeTOB. O6Hapy>xeHne 1 610KMpoBaHME NOLKIYEHNI K BPEAOHOCHBIM
cepBepaM KOMaHAOBaHWA 1 ynpaBneHus. B ocHoBe PyHKLMMN NEXNT pacno3HaBaHne CTaHAAPTHbLIX
WabnoHOB, C NOMOLLbLI KOTOPLIX 3apaKeHHbIn HOTOM KOMMbIOTEP MblITAETCA NOAKIYATLCS K
onacHbIM cepepam.[JoNoAHNTENbHbIE CBEAEHUS O 3aluTe OT BOTHETOB CM. B [/10CCapUUL.

MpaBusia IDS: Mo3BONSET HaCTPauBaTh PaCLUMPEHHbIE MapaMeTpbl huUAbTpaLny 4na obHapyxeHus
PA3/IMYHbIX TUMOB aTak, KOTOPbIE MOTYT BbITb NPEANPUHATLI, YTOObI HABPEAUTb KOMMbIOTEPY.

NnnoCcTprupoBaHHbIe MHCTPYKL N
Cnegnytouine ctaTbh 13 6a3bl 3HaHWMA ESET MOTYT ObITb AOCTYMHbLI TONLKO Ha aHMIMACKOM SA3bIKE:
e lckaoyeHue IP-agpeca U3 IDS B ESET Smart Security Premium

Bce BaXkHble cobbITHA, 0OHapYXeHHble 3aLLUTON CETU, COXPAHAIOTCA B (hansie XypHana.
JonosiHuTeNbHbIe CBeleHNS CM. B XXYpHasle 3allnThbl CETHU.
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https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_network_attack_protection
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_botnet_protection
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939

IDS npaBua

B HEKOTOpPLIX Cnyvyasax cucTema 0bHapyXeHns BTOPXKeHUs (Intrusion Detection Service, IDS) MOXET
pacLEeHUTb nepeaayy MHPOPMaLMM MeXAY MapLIpyTU3aTopaMn Ui ApyruMu BHYTPEHHUMN
CeTEeBbIMM YCTPOMCTBAMM Kak MOTEHLUMNANbHYIO aTaKy. Hanprmep, Bbl MoXxeTe 006aBUTb N3BECTHLIN
6e3o0nacHbIN agpec B agpeca, UCKOYEHHbIE U3 CMCTEMbI 0BHaPYXXEeHUS BTOPXKEHWI, 4ToObI 0601TK
IDS.

NnnocTprupoBaHHbIe MHCTPYKL M
Cnegnytouine ctaTbh 13 6a3bl 3HaHWUA ESET MOTYyT ObITb AOCTYMHbLI TONLKO Ha aHMIMACKOM SA3bIKE:
e lckatwoyeHue IP-agpeca U3 IDS B ESET Smart Security Premium

YnpasneHue npaBunaamu IDS

* No6aBuUTbL: HAXXMNTE A5 CO34aHNS HOBOIO npaswuo IDS.
* A3MeHUTb: HAaXXMUTE 019 U3MEHEeHUS CyLLeCTBYIOLLero npasua IDS.

* Ypanutb: BbibepuTe U WEeNKHUTE 4S9 YAaNeHUs npaBuia IDS U3 CIMCKa UCKIOYEHWN,

. B Hayano/BeBepx/BHuU3/B KOHeL,: HaCTPONKa NPUOPUTETHOCTM NpaBu
(ncknoyeHns obpabaTbiBatoTCA CBEPXY BHU3).

(es) SMARTSECURITY EIzmm O x

[paswna IDS

Mpaewna IDS oBpabaTelEaHOTCA CEEPXY EHUZ. OHN MOTYT BbiTb HCMONBZOBAHBI ANA HACTROIHKKN NOBEAEHUA daliepEona npw
oGHapYKEHUN PAZNMYHBIX ETOPXKEHWI. MepEOe COOTEETCTEYHOLLEE MCKNKOUEHWE NPUMEHABTCA OTAENBHO ANA KAXA0TO TUNa AedcTENA
(GNOKMPOBKA, YEEAOMNEHNE, 2aNUCk B KYPHAN).

-

O6napymenmne Mpunomenne Ypanennoiit IP-agpec Enokuposate Yeepomute 3anucats B3

LET

s
2l
by
<
<

HoBaeuTe

PepakTop npaBun

O6Hapy>xeHue: TUMN 06HapyXeHUs.
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https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
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https://support.eset.com/kb2939
https://support.eset.com/kb2939

Nms Yrpo3bl: MOXKHO YKa3aTb UMA Yrpo3bl OJ1A HEKOTOPbIX AOCTYMHbIX o6Hapy>KeH|/||7|.

MpunoxxeHue: BoibepnTe NyTh K hanfly UCKIOHEHHOTO MPUSIOXKEHMS, LWENKHYB ... (HanpumMep,
C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE NMS NPUNOXKEHUS.

YpaneHHbi# IP-appec. CnnCoK yaaneHHbIX aapecoB, ANANa3oHOB WK noaceTew (IPv4 Unu IPve).
HeckonbKo aflpecoB criefyeT pa3aenaTh 3ansaTou.

Mpodunb. MoxHO BbibpaTh NPotnib CETEBOr0 NOAKJIYEHNS, K KOTOPOMY NMPUMEHSAETCS 3TO
npaBwIo.

Deucteue

BnokupoBaTb. KaXxblll CUCTEMHBIN MPOLECC MMeEeT CBOE MoBeAeHMe N0 YMOJHAHWUIO N Ha3HaYeHHoe
nenctene (610KMPoOBaTb UK pa3pewnTs). N n3MeHeHns noBeaeHns ESET Smart Security Premium no
YMONYaHUIO Bbl MOXXETE paspeLnTb uan 3ab10KMpoBaTh ero 3anyck M3 paCKpbiBAOLLEroCsa MEHH.

YBenomutb. BuibepuTe [1a, 4T0bbI 0TOOBpParkaTh yBEAOMIEHMA Ha paboyem CTOJIe Ha CBOEM
KomnbloTepe. Boibepute HeT, 4T0bbl OTKAOUYNTL yBeAOMAEHMA. OCTyNHbIe 3HavYeHus: Mo
yMmosidaHuio, la, Het.

3anucaTtb B XypHan. BuibepuTte fa, 4Tobbl 3anncbiBaTh COOLITUSA B (hall/ibl XXYpHaa. Beibepnte
HeT, 4T06bl OTKOYMTL 3anNnCb. JOCTynNHble 3Ha4YeHns: Mo ymonyanuio, fla, Het.
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SMART SECURITY EXZEm 4

JdobasuTtb npasuno IDS

OBHapyxeHne Nwboe obHapyxeHue e
HanpasneHne Oba ‘*’
Mpunoxedne

¥aanerHHeld IP-agpec: i
Mpodune 1]

JobGaeute | ¥oanuTk

NelcTEne

Bnoknpoeate Mo yMonYaHu h
¥BEaOMNTE Mo yMonYaHu h
3anucate B #ypHan Mo yMonYyaHuH e

Ecnmn npun Ka)kgom BO3HUKHOBEHUMN cobbITUS Heobxoammo, 4Tobbl 0TOBpaxanocb yBeAOMIEHNE
1 BbIMOJIHANACH 3aMNUCb B XXYPHa:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepuTe Hy>xHOe obHapy>XeHue B pacKpbiBalowemMcs MeHio OBHapyXXeHue.

3.BbibepuTe nyTb NPUNOXKEHUS, LLENKHYB INIEMEHT ..., AN KOTOPOro He06X0ANMO NPUMEHNTL
3TO yBeLOM/eHue.

4.0cTaBbTe 3Ha4yeHne Mo yMon4aHUIO B packpbiBalLeMcs MeHiobnokupoBaTb. 370
NO3BOJINT YHacNeAoBaTb AEACTBUE MO YMOAYaHUIO, NPUMEHEHHOe ESET Smart Security Premium.
5.BbibepuTe B pacKkpbiBalOWMXCA MeEHIO YBeAOMUTb M3anucaTh B XXYpHan 3HavyeHna a.
6.lLenkHnTe OK, 4T0bObI COXPaHUTL 3TO YBEAOMIEHME.

v
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Ecnn Bbl He XO0TUTe 0TOOpaXkaTb MOBTOPSAOLLEECH YBEAOMJIEHNE, KOTOPOE HE CYMTAETE Yrpo30M
onpefeneHHoro Tuna odbHapy>XxeHus:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepuTe Hy>xHOe obHapy>XeHue B pacKpbliBaloweMcs MeHio OBHapy>XeHue, Hanpumep
CeaHc SMB 6e3 pacwumpeHun 6e3onacHocTM 1M ATaka CKaHUPOBaHUA NOPTOB TCP.
3.BbibepuTe B B pacKpbiBalOLWLEMCA MEHIO C HAaNpaBAeHUAMY NS BXOAALWEr0 NOAKJIIYEHNS.
4.BbibepnTe N5 pacKpbiBaOLWLErocs MeHlo YBeaOMUTb 3HavyeHne Her.

5.BbibepuTe N5 packpbiBalOLLEroCs MeHI0 3anMcaTbh B XXYpPHan 3Ha4veHue fa.

6.0cTaBbTe 3Ha4YeHne MpunoXxeHue nyCcTbIM.

7.Ecnmn Bxogawmn Tpadmk NocTynaeT He C onpeneneHHoro IP-agpeca, 0OCTaBbTe 3Ha4YeHNe
YnaneHHble IP-agpeca nycTbiM.

8.lLlenkHuTe OK, 4TO6bI COXpPaHNTbL 3TO YBEAOMJIEHME.

3alwMTa OT aTak MeToaoM nopdbopa

3awumTa oT aTak MeTooM noabopa 610KMPYeT aTaku, KOTOpbIE NPeayCMaTPMBAIOT yrajbiBaHue
naposis U HanpaseHbl Ha CNy>XObl RDP 1iv SMB. ATaka MeTtofoM nogbopa — 3710 crnocob
onpeaeneHns naposs, Npu KOTOPOM NPOMCXOAUT CUCTEMaTUYECKUn nepebop BCex KOMBUHaLMN
6yKB, LMD 1 cCMMBOIOB. YTOOLI HACTPOUTL 3aLLMUTY OT aTak MeTOAOM noabopa, OTKPONTE pasgen
PacluypeHHble napamMeTpsbl > 3awuTa > 3almuTa AocTyna K ceTH > 3aluTa oT ceTeBbIX aTak >
3awuTa oT aTak MeToaoM nopbopa.

Bknwouutb 3alUUTy OT aTaK MeTOAOM nop,Gopa: ESET Smart Security Premium npoBepseT
COOEepXXMMOe CeTeBOoro Tpaguka n 6J'IOKI/IpyET NOMbITKN aTaK, KOTOpble NMPeEAYCMaTPUBaAOT
yraablBaHWE Nnapond.

I1paBm1a: Bbl MOXKETE CO30aBaTb, UIBMEHATb N NMPOCMaTPUBaTb NMPaBWa A4 BXOOALWLNX U
NCXOOALLNX CETEBbIX NOAKIYEHU. Ons nostlydeHna nonoAHNUTENbHBIX CBeJEeHnn CMm. rnaBy [paBuna.
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SMART SECURITY Emmmma o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayne o6Hapyxenns € 3almMTa A0cTyna K ceT 5
| O6Hoenenne @
WMHcnekTop cetn 5
| 3awmta B
3awuTa GalNoBoA CMCTEMBI ®aiiepson Ao
B peantHOM BPEMEHM
| ZawmTa goctyna k cetn D
SSL/TLS B 3awwra or ceresrix atak 5
3aluTa NouToBOro BrntoumnTe 33Ty oT ceTeebix atak (ID5) m a
kaventa @
3awmTa AocTyna B BrntoumnTe 33Ty 0T BOTHETOE m (1]
Wuteprer B
) Mpaewna D5 HzmeHnTs
3awnTa Gpay3epa
| Kontpons ycrpoiicts @ B  3awwta ot atak meTogom noabopa 5
| CepBHC BrAtouMTE 3aLUMTY OT aTak MeTogomM nogbopa D a
MoaknioueHmne Mpaewnna MzmeHuTe 1]
WHTepdeiic B Pacwwmpennbie napamerpel 5 @
nofb30BaTens
| yeegomnenna B
Mo ymonuanmio GDK OTmenHa

NpaBuna

I'Ipanma: Bbl MOXETe CO034aBaTb, U3MEHATb N MPOCMaTPMBaTb NMpPpaBWa Anda BXOOAWNX N NCXOo4ALWKNX
ceTeBbIX NOOKIOYEHNN. I'Ipe,u,BapMTeano 3aaHHbl€ NMpaBWJia HeNb34 U3MEHUTb NN YOAJINTh.

YnpaBsieHue npaBuiaMM 3alLuTbl OT aTak MeToao0M nopbopa

[obaBuTb: CO3aaHMe npaBuna.
N3MeHUTb- N3MeHeHNe CYLLECTBYHIOLLErO NpaBuna.

Ypanutb: yaajieHne CyLLeCcTBYIOLWEero npasuia U3 Cnmcka npasus.

B Hayano/Beepx/BHU3/B KOHeL,: HACTPOMKa NPUOPUTETHOCTY NpPaBul.

YT106bI 06€CNeYnTb MaKCMMasbHYIO 3aluUTy, NPUMEHSAETCA NPaBuIo 610KNPOBKY C
HauUMeHbLINM 3HaYeHMeM napamMeTpa Makc. Kos-BO NONLITOK, jaXe eC/v 3TO NpaBuIo
HaxXO0AMTCA HUXKE B CNNCKE NMpaBul, KOraa ycioBmaM obHapy>XeHUs COOTBETCTBYET HECKObKO
npasun 610KUPOBKHN.

PepakTop npaBun
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(esfl) SMARTSECURITY EIIED x

[obaBuTb Npasuno

W Ee3 umeHun

Brnroyenc D

feiicTene 3anpeTuts s

MpoTokon MpoToKon yaaneHHoro pabodero crona . ¥

Mpodgune (1]
JobaenTe

Makc. kon-eo noneroK 10 | €¥

Mepnog xpaHeHUA YepHoOro CNMCKa R i )

N aug

(rarH)

IP-agpec ncTouHwKa L

Habope IP-agpecos nctouHmka (1 ]
JobaBnTh

NUma: uma npasuna.

BKJIOYEHO: OTKJII0UNTE 3TOT NepekoyaTesb, eCan NPaBuIo Hy>XHO OCTaBUTb B CNUCKe, HO Mpu
3TOM He NPUMEHATH ero.

Hencrsue: BblﬁepVITe, cnepnyeT in 3anpeTuTb Wi pa3pewlnTb NoaK/A04YeEHNE, eCJIN BbINOJIHAOTCA
napaMeTpbl Npashna.

MpoToKon: NPOTOKO CBA3W, KOTOPLIA ByaeT NPOBEPATLCA STUM MPaBUJIOM.

Mpodunb: 0Na KOHKPETHbLIX NPOodUIen MOXHO YCTaHaB/IMBaTb U MPUMEHATb NOJb30BaTe/IbCKUE
npasuna.

Makc. Kon-Bo NonbITOK — MakCMMasibHOE KOIMYECTBO pa3peLLeHHbIX NOMbITOK NMOBTOPEHNS aTaky,
Mo AOCTUXXEHMMN KOTOPOro IP-afpec 6yneT 3a610knpoBaH 1 fo6aBneH B YEPHBIA CANCOK.

Mepuop XxpaHeHUA YEepPHOro cnuckKa (MuUH): YCTaHOBKa BPEMEHU, MO NCTEYEHUIN KOTOPOIro aapec
6y)J,ET NCKTIOYEH N3 YEPHOI o CrNncka.
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IP-appec UCTOYHMKA: CNUCOK IP-afpecoB, AMana3oHoB nan noaceTen. HeCckobKo afpecos cnenyeT
pa3fensaTb 3anATown.

Habopbl IP-appecoB MCTOYHUKA: HAOOP IP-aApecoB, KOTOPLIA Bbl YK 3aAanu B pasaene Habopsl IP-
a[lpecos.

PacluupeHHble napaMeTpbl

B pa3gene PaclimpeHHble napameTpsl > 3alWMTa > 3aluTa AocTyna K ceTy > 3almuTa oT ceTeBbIX
aTak > PaclumpeHHble napaMeTpbl MOXHO BKJIOYNUTb UAN OTKIIOYUTb OOHapYXeHne HeCKONbKNX
TUMOB aTakK W 3KCMNJIOMTOB, KOTOPbIE MOIYT HAaHECTW Bpes KOMMbIOTepy.

B HeKoTOpbIX Cy4asx yBenoMaeHne 0 3abIOKMPOBAaHHOM COeMHEHMMN He 0TobpaxkaeTcs. CM.
pa3fen BeaeHve XXypHaia U co3[laHNe NPaBWU U UCKAOYEHUA HA OCHOBE XKYPHasa, YTobbl
y3HaTb, KaK NPOCMaTpMBaTb 3a0/I0KMPOBAHHLIE COEMHEHNS B XXYpHase (haiepsona.

[OCTYNHOCTb OTAE/bHbIX MapamMeTpPoB B 3TOM OKHe 3aBUCUT OT TuMa Ui BepCum NporpamMmsl
ESET 1 Moayns harepsosa, a TakXKe OT BepCcun onepaLMoHHON CUCTEMBI.

ObHapy>XxeHue BTOp>XeHUS

®OyHKUMNA 0BHapy>XeHNsa BTOPXXEHU 0TC/IeXMBaeT BpeLOHOCHbIe LeNCTBUS npu obMeHe faHHbIMY B
CeTn yCTPOMCTBa.

* MpoTokon SMB: obHapyxusaeT n 6nokmpyeT pasHble npobsemsl ¢ 6e30MaCHOCTbIO B MPOTOKONE
SMB (MoApoBHOCTY yKa3aHbl HUXeE).

* MpoTokon RPC: 06HapyXMBaeT 1 6J0KMPYeT pa3nyHble AeHTUDUKATOPbLI CVE B CUCTEME
yZaNeHHOro Bbl30Ba npoueanyp, paspaboTaHHOW Ans cpelbl pacnpeeNieHHbIX BblYUCAEHNI (DCE).

* MpoTokon RDP: 0b6HapyxnBaeT n 610KMpPYyeT pa3/inyHble naeHTUduKaTopbl CVE B NPOTOKOJ1e RDP
(CcM. BbiLLE).

« ObHapy>xeHUe noapenku 3anucen Kawa ARP: 06Hapy)XeHne Nnoaaenkin 3anucei Kawa ARP,
NPEeAnNPUHATON C NMOMOLLLIO aTakKW «3/I0YMbILLJIEHHUK B CEpeanHe», an obHapyxeHune
CKaHUPOBaHWS CETEBOro KOMMyTaTopa. MPOTOKOA ARP (MPOTOKOJ pa3peLleHns aapeca)
NCNONb3YeTCs CETEBLIM MPUIOXKEHUEM UW YCTPOWCTBOM A8 ONpeaeNieHns agpeca Ethernet.

* ObHapy>xeHue CKaHMpPOBaHUA NOPTOB TCP/UDP: 06HapyxeHmne MO CKaHMPOBaHUS NOPTOB,

T. €. IPUNIOXKEHUS, NMPefHa3HAYeHHOr0 A1 BbISBJIEHUS OTKPbITbIX MOPTOB Ha y3/1e NyTeM
OTNpaBNieHNs KIMEHTCKMX 3aMpoCoB Ha Anana3oH aApecoB MOPTOB U MOWCKA aKTUBHbIX MOPTOB A/
NCMOJIb30BaHUSA YA3BMMOCTU CNY)KObI. [LONONHUTENbHYIO MHOPMaLUuto 06 3TOM Tune aTakn CM. B
r710CCapuu.

* BnokupoBaTb Hebe3onacHbI agpec nocne obHapy>XeHUA aTakum: IP-agpeca, KoTopble Obin
obHapy>eHbl B Ka4eCTBE UCTOYHMKOB aTak, byayT nobasneHbl B «4epHbIN» CUCOK, 4TOObI Ha
HEeKOTOpOoe BpeMs NpefoTBpaTUTb NOAKIIYEHMe. Bbl MOXeTe YCTaHOBUTL CPOK XPaHeHUs
4YepHOro CNMUCKa, KOTOPbI onpeaenseT BpeMs, Ha KoTopoe byaeT 3abnokuposaH agpec nocne
obHapy>XeHus aTakw.

* YBepomnaTb 06 0OHapy>XeHUMU aTaKK: BKJOHYEHNE yBEeLOMIEHWI B 061aCTU yBELOMIEH NI
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Windows B MPaBOM HVKHEM YrJly 3KpaHa.

* Moka3biBaTb yBeAOMJIeHUEe NpU OOHapy>XeHUn aTaku, UCnosab3ylowen bpewwmn B cucteme
Ge30nacHOCTU: MOKa3bIBAET YBEAOMIEHUS, eC/i 0BHapyXMBaeTCA aTaka, MCNoJb3ytolwas bpelun
B cucTeMe 6e30MacHOCTU, UK eCNK OracHbIN 0O BLEKT MbITAETCA BOUTU B CUCTEMY Yepes bpelub.

NMpoBepKa nakeToB

Tun aHann3a NakeTos, KOTOprI?I (pl/ll'lepYET HOaHHbIE, NEepefaBaeEMbIE MO CETH.

* PaspewwunTtb BXxoasliee NoAKAO4YEeHMe K oOWUM pecypcam agMMHUCTpaTopa no
npoTtokoay SMB : obLine pecypCbl agMUHUCTPaTOpPa — 3TO obLLMe ceTeBble pecypchbl No
YMON4aHUI0, KOTOPble COBMECTHO UCMOJb3YIOT pa3fesbl XeCTKoro gucka (Cs, DS, ...) B cucteme
BMeCTe C CUCTeMHOMN nankon (ADMINS). OTK0YeHe coeiHeHns ¢ obwmmm pecypcamm
aAMUHNCTPaTOopa AO/MKHbI YMEHbLINTL BO3MOXHbIE MNOCNeACTBUS yrpo3 be3onacHocTu. Hanpumep,
4yepBb Conficker BbINOSHAET aTaku nepebopom no ciosBapto, 4Tobbl NOAKNOHNTHLCA K 0OLLMM
pecypcaM agMUHUCTpaTopa.

* 3anpeTuTb cTapble (Henogaep>xuBaeMblie) aManekTbl SMB: 3arpeT CeaHCoOB SMB,
NCNONb3YOLWNX CTapbil AManekT SMB, KOTOPbIN He nogaep>xunBaeTcs IDS. COBpeMeHHbIe
onepaunoHHbIe CUCTEMbI Windows NOAAEPKMBAIOT CTapble AnanekTbl SMB 6narogaps obpaTHon
COBMECTUMOCTM CO CTapbIMy OMepPaLMOHHbIMA CUCTEMAMU, TaKUMKN KaK Windows 95.
3N0YMbILLSIEHHMK MOXXET MCMOb30BaTh CTapPbIN AMaNeKT B CeaHce SMB, 4Tobbl n36exaTb KOHTPONS
Tpaduka. 3anpeTuTe CTapble ANaNeKTbl SMB, eC/n BalleMy KOMMbIOTEPY HE HYXKHO 0OMeHMNBaTbLCA
danamm (nnm BoobLue ocywecTBAATbL 0OMeH AaHHbIMK SMB) C KOMMNbIOTEPOM MOA YNpPaBJieHNEM
OC Windows CTapon Bepcuu.

* 3anpeTuTb ceaHCbl SMB 6e3 paclumpeHHOU Oe3onacHOCTKU: paclnpeHHas 6e30nacHoOCTb
MOXXeT 6bITb MCNOJIb30BaHa BO BPEMS COrJlacoBaHMs ceaHca SMB, 4Tobbl obecneynTb bonee
6e30nacHbIn MeXaHU3M ayTeHTUDUKaLNN, Yem ayTeHTUduKaumns LAN Manager Challenge/Response
(LM). CxeMa LM cynTaeTcs cnaboin n He peKoMeHayeTCsa Ana UCNoJib30BaHMUS.

* 3anpeTuTb OTKpbITUE UCNOJIHAEMbIX (halIOB Ha cepBepe 3a npeaesnaMmm J0BEPEHHON
30Hbl B NPOTOKOJ1e SMB: pa3pbiBaeT CoeANHEHNe NPy MonbITKe 3anycka UCNoaHaemMoro danna
(.exe, .dll v Oop.) 3 obLLen Nankn Ha cepeepe, KOTOPbLIA HE OTHOCUTCS K LLOBEPEHHOWN 30He
thanepsona. ObpaTmTe BHUMaHUE, 4TO KOMMPOBAHME NCMONHAEMbIX (hatfIoB U3 HaJEXHbIX
NCTOYHNKOB MOXET BbITb 3aKOHHbIM. OBpaTuUTe BHUMaHUe, YTO KONMPOBaHME NCMOHAEMbIX
(hannoB N3 HafleXKHbIX UCTOYHMKOB MOXXET ObITb fonycTuMo. C Apyroi CTOPOHbI, 3TO 0BHapyXxeHwue
LO/MKHO YMEHbLUNTb PUCKM HEXENAaTeNbHOro OTKPbLITUA (halia Ha Bpe4OHOCHOM cepBepe
(Hanpumep, ecv Nob30BaTeNlb OTKPbI (Pais, LWEeSIKHYB FMNepcchiiky Ha 0bLwmMin Bpe4OHOCHbI
ncnosiHaeMbl Gainn).

+ 3anpeTuTtb ayTeHTUUKaLUIO NTLM B NpoTOKOJie SMB Npy NOAK/IOYEHUM K cepBepy B
[OBEepPeHHOW 30He WM 3a ee npegesiaMu: NPOTOKOJIbl, KOTOPbLIE UCMOJIb3YIOT CXEMbI
ayTeHTudmKauum NTLM (obe Bepcum), MOTryT NoABepraThCs aTakaMm C MOMbITKOW NEPECHIIKM
YYETHbIX AaHHbIX (M3BECTHbI KakK aTaku SMB Relay, €C/N peyb UAET 0 NPOTOKOJIe SMB). Ecnu
3anpeTuTb ayTeHTUGMKaUMO NTLM C UCMOSIb30BaHUEM CepBepa, KOTOPbIA HAX0AMTCS 3a
npefenamu 10BePeHHON 30Hbl, 3TO NMOMOXET CHU3UTb PUCKU MNEPECHIIKM YYETHbIX AaHHbIX
BPEAOHOCHBLIM CEPBEPOM, KOTOPLI HAXOAUTCS 3a NpefenaMun 10BepeHHOI 30Hbl. Kpome Toro,
MOXXHO 3anpeTuTb ayTeHTUMbMKaLN NTLM C NCNOJIb30BaHNEM CepBepa 13 JOBEPEHHON 30HbI.
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* PaspewunTb NoaKknoueHue K cnyxbe aucnetyepa y4yeTHbixX 3anucen 6esonacHocTu: ans
noJiydMeHns LONoJSHUTENbHbIX CBefleHnin 06 3Ton cnyxbe cM. pa3gen [MS-SAMR].

* PaspewwunTb NnoaknoueHue K cnyxbe noKasnbHOW cuCTeMbl 6e€30NacHOCTU: 415 NONYYEHUS
LONOJIHUTENbHbIX CBefleHnIn 06 3Ton cnyxbe cM. pa3gensl [MS-LSAD] 1 [MS-LSAT].

* PaspewwunTb NnoaKAoueHue K cnyxbe yaaneHHOro ynpaBJsieHa peecTpoMm: /14 NojyvyeHuns
LONOJIHUTESIbHbIX CBefleHnin 06 3Ton cnyxbe cm. pa3gen [MS-RRP].

* PaspewunTtb noaknioueHme K cnyxbe gucnetyepa cnyxob: nna nonyyeHus
LONOJIHUTESIbHbIX CBefleHnin 06 3Ton cnyxbe cm. pa3gen [MS-SCMR].

* PaspewwunTb NnoaknoueHme K cnyxbe cepBepa: 414 NONAyYEHNS [OMNONHUTENbHbIX CBEAEHNIA
06 3Tomn cnyxxbe cm. pa3gen [MS-SRVS].

* PaspewwunTb NogKJO4YeHUe K Apyrum cnyxoam: gpyrve cnyxbsl MSRPC. MSRPC — 3T0
peanu3aumsa Microsoft MexaHu3ma DCE RPC. Kpome Toro, MSRPC MOXET UCM0JIb30BaTb MMEHOBAHHbIE
KaHanbl, NepeHeceHHble B MPOTOKO SMB (MpoToKoa obwero AocTyna K annam cetun) ons
TpaHcnopTa (TpaHcnopT ncacn_np). Cny>x6bl MSRPC MpefoCTaBAAOT NHTEPgENncol A8 yaaneHHoro
LOCTYyMNa K onepaunoHHoON cncteme Windows 1 yaaseHHOr0 ynpaB/ieHUs €t0. 3a nocnefHne roabl
0bHapy>XeHO HECKOJIbKO YA3BUMOCTEN, KOTOPbIE NCMOJIb3YI0TCA B cpefe cmcTeMbl Windows MSRPC
(4epBb Conficker, 4epBb Sasser 1 Ap.). OTKAYNTE 0OMEH AaHHbIMK CO CyXbamu MSRPC, KOTOpbIe He
HY>XHO NPenoCTaBNATb 419 YMEHbLUEHMNA NOCAeACTBMI Yrpo3 6e3onacHoOCTH (Hanpumep,
yAaneHHoe BbIMONHEHNE KOA4a WK aTakn Tuna «OTKa3 B 00CNyXUBAHN»).

SSL/TLS

ESET Smart Security Premium MOXXeT BbINOJIHATb MPOBEPKY Ha Hann4ymne yrpo3 npu obmMeHe AaHHbIMMY,
KOTOpPbIE NCMOJIb3YIOT NPOTOKO SSL. MOXXHO MCNOb30BaTh Pa3inyHble peXnmMbl GUAbTPaLUN ANA
3alMLLEHHbIX SSL-COeANHEHNIA, ONA KOTOPbIX UCMONb3YIOTCA AOBEPEHHbIE CEPTUGDUKATHI,
Hen3BeCTHble CepTUDUKATLI AN CEPTUPUKATLI, NCKIIOYEHHbIE N3 NPOBEPKM 3aLLMLLEHHBLIX SSL-
coegmHeHun. YTobbl N3MEHUTb HACTPOMKK SSL/TLS, OTKPONTE pa3aen PacluvpeHHble napameTpbl >
3awiuTa > SSL/TLS.
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SMART SECURITY T o X

JononHutenbHble HACTPOMKHK Q X7
| Moayns obHapyxeuns B B ssuTis H

O6HOBNEHNE BraroumTs SSL/TLS [ @) i}
| 3aumta @ Pesxam SSL/TLS ABTOMATHUYECKK ~

3awnTa GarnoBoi cMcTeMsl
B peanbHOM BPeMeHK

E aETOMAETMYECKOM PEXHME WCNONbIOEaHKE SSL/TLS aKTMEWDOEBAHO TONLKS ANA NPHACHKEHWI,
EbIGUpaENMBIX 3ETOMATHYECKH, HANPUMED ANA BEef-Gpay2epoB U NOYTOELIX KIMEHTOE. MNOBEgEHUE

3aWKnTa 4OCTYNA K CETH MOXKET BHITE NepeonpefeneHo ANA Ka¥A0ro NPUNCKEHUA K CepTHdUKATA CEpEEpa.
SSL/TLS :
3alKnTa NOYTOBOIO
kaventa @D Mpaeuna cKaHWpPOBaHWA NPUNOHEHWA Mamennts i)
3awwTa goctyna 8
WMHTepHeT a Mpaeuna cepTndukara MamennTe a
ST SR He ckaHWpoBaTe Tpaduk C 4oMEHMN, KOTOpbIM goBepAeT ESET D 3]
| KOHTPOAL YCTPORCTE
WHTterpupoeate kopresoi ceptidgkar ESET & m e
| Cepsuc D NoAAERHHBAEMBIE MPHACHKEHHA
MpocmoTtpets ceprudurkar MpocmoTpets ceprudurar
MoaknueHUe P P pTId P P pd
JefcTBME, £CNW HE YAETCA YCTAHOBHTE A0BEPUE CEpTUdMKATE 3anpaluneats cpok AedCTE.. v
WHTepderc
nonssosatens B Bnokuposats Tpadmk, 3aWMGPOBaHHBIR YCTApEBLLIAM D

npoTokonom 5502

Yeenomnenus B ;
| o e cTENE ANA NOBPEXKAEHHBL CEPTURMKATOE BENOKHPOBAT NOAKNKYEHNA, ... >

Mo ymonyaumo EPOI( OTmeHa

BKJIIOYMTb SSL/TLS: €Cny 3TOT NnapameTp OTKJIIOYEH, ESET Smart Security Premium He byneT
CKaHMpoBaTb 06MEH AaHHLIMU MO NMPOTOKOJY SSL/TLS.

PeXXuM SSL/TLS [OCTyNeH COo cefyoLMMn NapaMeTpaMu:

Pexam gunirpain ———————omcame

ABTOMaTUYECKUHN icnonb3yeMblin N0 yMONYAHUIO PEXMM, B KOTOPOM CKaHUPYIOTCA TONbKO
COOTBETCTBYHOLWME NMPUJTOXKEHUA, TAKNE KaK Be6-6pay3epbl N NOYTOBLIE
KJINeHThl. Bbl MOXKeTe nepeonpenesnTb ero, Bbl6paB NPUIoXXeHUA, B
KOTOPbIX CJieAyeT CKaHNPOBaATb obMeH AaHHbIMN.

WHTepakKTUBHO Mpw BbINOJIHEHMM BXOLa Ha HOBbIN 3aLLMLEHHbIN SSL-CAllT (C HEM3BECTHbLIM
CepTMdMKATOM) Ha 3KpPaH BbIBOAUTCA AMaJ0roBoe 0KHO Buibopa AencTBumS.
STOT peXxnM rno3BoaSeT Co34aBaTb CMMCOK CEPTUDUKATOB SSL 1
NPUNOXXEHWNI, NCKIOYAEMBIX N3 CKAHUPOBAHMUS.

Ha ocHoBe Bbibepute 3TOT BapuaHT, 4T0bbl CKaHMPOBaTb BCE 3aLUMLLEHHbIE SSL-

NOJNIUTUKMH coefVHeHns, KpoMe Tex, KOTopble 3aLluLeHbl UCKTIYEHHbIMU U3 NPOBEPKU
cepTudukaTamu. Ecnm ycTaHaBNMBaeTCSA HOBOE COeMHEHMe,
NCMNOJb3YtoLLee HEN3BECTHbIV 3aBEPEHHbI CEPTUMUKAT, NOJb30BaTeSb He
NoNy4uT yBe4OMJIEHUS, a CaMO CoefiIHeHNe aBToMaTn4Yeckun byner
punbTpoBaThLCA. [1pM JOCTYyMNe K cepBepy C HEHaLEXHbIM CEPTUDUKATOM,
KOTOPbIN NMOMEeYeH noJib30BaTesieM Kak LOBEpPeHHbIN (LobaBneH B CNNCOK
LIOBEPEHHbIX CEPTUPUKATOB), COEIMHEHNE C 3TUM CepBEPOM pa3peLlaeTcs,
a cogep>xmmoe KaHana CBA3N uabTpyeTCs.

MpaBuna cKaHMPOBAHMUA NPUIIOXKEHUI: NO3BONSET HACTPOUTb NoBeAeHMe ESET Smart Security
Premium /15 ONpefeneHHbIX MPUI0XKEHWIA.
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MpaBuna cepTudukaTa: No3BOISET HACTPOUTbL NOBeAeHMe ESET Smart Security Premium Ans
KOHKPETHbIX CepTU(PUKATOB SSL.

He ckaHupoBaTb Tpachuk C ,OMEHaMH, KOTOPbIM AoBepseT ESET: eC/iv 3TOT NapaMeTp BKJIOYEH,
06MeH AaHHbIMK C LOBEPEHHbLIMU LOMeHaMU ByLeT NCKIIIOYEH U3 CKaHMPOBaHNA. HaleXHOCTb
LOMEeHa onpeaenseTcs BCTPOEHHbIM 6eibiM CMMCKOM, KOTOPLIM YNpaBfiseT KoMNnaHus ESET.

NHTerpupoBaTb KOpHEBOMW cepTUUKAT ESET B noaaep>XuBaeMbie NpunoXxXeHus — [1na
HOpManbHoOM paboTsl SSL-MOAK0YEeHNI B Bpay3epax U NOYTOBbIX KNMeHTax Heobxoanmo fobasntb
KOPHEBOW cepTuduKaT ESET B CMNCOK M3BECTHbIX KOPHEBBLIX CEPTUMUKATOB (n3paTenen). Mpu
BKJIIOYEHWM 3TOro napaMeTpa ESET Smart Security Premium aBTOMaTM4eCcKn nobasnseT ceptudumkaT
ESET SSL Filter CA B M3BeCTHble bpay3epbl (Hanpumep, Opera). s 6pay3epoBs, MCNOb3YIOLLNX
CUCTEMHOE XpaHuuLLe cepTUrKaTos, cepTugmkaTt gobasnseTcs asTomaTudeckn. Hanpumep,
Firefox aBTOMaTM4eCKN HAaCTPOEH AN5 LOBEPUS KOPHEBBLIM LIeHTPaM B XpaHUAuLLE CepTURUKaTOB
CUCTEMBI.

[na ycTaHOBKM cepTudukaTa B Henoaaepxunsaemole bpaysepol Boibepute MpocMoTpeTb
cepTudukart > lononHuTenbHO > KonuposaTb B paln..., a 3aTeM BPYHHYIO UMNOPTUPYNTE ero B
bpay3ep.

[encTBne, ecnm He ypaeTcs YCTAaHOBUTb AoBepue cepTudukarta: B HEKOTOPLIX C/lyvasax
cepTudmkaT Beb-canTa He MoXXeT BbiTb MPOBEPEH C MOMOLLLIO XPaHUANLA LOBEPEHHBIX KOPHEBbIX
LEeHTPOB cepTudukaumm (TRCA) (Hanpumep, CepTUGUNKAT C UCTEKLLNM CPOKOM AENCTBUS,
HeJOBEepPeHHbIN CepTUGUKaAT, CeEPTUDUKAT, HeLeNCTBUTENbHbIN 419 OnpefesieHHOro JoMeHa, Uin
NnoAnNnCb, KOTOPY MOXXHO NMPOaHaan3nMpoBaTb, HO KOTOPas HeNpPaBWJIbHO MNOAMNUCHIBAET
cepTngUKaT). 3aKOHHbIN BeB-CalT BCerga Ucnosb3yeT A4OBEPEHHbIN cepTUdukaT. ECam oH ero He
npenocTaBfsfeT, 3TO MOXKET 03Ha4yaTb, YTO 3/I0YMbILLNEHHUK pacINpPOBLIBAET Ball 0OMEH AaHHbIMU
nnn Be6-CalT NCNbITbIBAET TEXHNYECKNE TPYAHOCTMW.

Ecnv ycTaHoBfeH hnaXkok 3anpalumMBaTbh CPOK AeucTBua ceptudukaTa (OH yCTaHOBEH MO
yMOJ14aHUI0), Nonb3oBaTento byaeT npeanoxxeHo BolibpaTh AeCTBUE, KOTOPOe ceayeT
npeanpuvHATL BO BPEMSA YCTaHOBKM 3allMpoBaHHOro coeanHeHns. Ha akpaHe otobpasnTtcs
LManoroBoe OKHO 414 Bblbopa AeNCTBMSA, B KOTOPOM MOXKHO MPUHATL PeLLUeHne 0 TOM, YTOo criegyeT
chenaTb: MOMETUTb CEPTUPUKAT KakK LOBEPEHHbIV UM KaK UCKIOYEHHbIN. Ecnn cepTudukaT
OTCYTCTBYeT B CMUCKE XpPaHUIULLA LLOBEPEHHbIX KOPHEBLIX CEPTUPMUKATOB CEPTUPULMPYIOLLNX
opraHoB, Ans 0HOpMIEHNS OKHa NCMONb3yeTCs KpacHbI UBeT. Ec/in XXe cepTudumkaT eCTb B 3TOM
CNucke, okHO byneT 0hOpMJIEHO 3e/1eHbIM LIBETOM.

Mo>xHO BbibpaTb BapMaHT BIOKMpPOBaTb NOAKJIIOYEHUA, UCNOJb3YIOLME AaHHbIN cepTudukar,
4yTObObI BCErfa pa3pbiBaTh 3aWNGPOBaHHbIE COEANHEHNS C CANTOM, NCMONb3YIOLWUM HELOBEPEHHbIN
cepTndumkar.

BnokupoBaTb Tpacduk, 3aumppoBaHHbIA YCTapeBLUUM NPOTOKOJIOM SSL2: 06MeH AaHHbIMM C
ncrnosnb3oBaHneM bonee paHHen Bepcmm NPoToKoa SSL byaeT aBToMaThyecky 6,10KMpOBaTLCS.

JencTeue ANA NOBpPEXAEHHbIX CEPTUDUKATOB: NOBPEXAEHHbIV CEPTUDMKAT 03HAYaeT, YTo
cepTuduKaT Ucnonb3lyeT HopMaT, KOTOPbIA He pacno3HaeTCcs pewweHneM ESET Smart Security Premium,
nnn cepTudukaT 6bin NONYyYeH NOBpeXXAeHHbIM (HanpuMep, nepesanucaH ciy4anHbiMK faHHbIMK). B
3TOM C/ly4ae Mbl PeKOMeHyeM 0CTaBUTb BbiIOpaHHbIM NapamMeTp BnokuposaTb NOAKAIOYEHUS,
Mcnosnb3ylowme AaHHbIK cepTudukart. Eciv BoibpaH napameTp 3anpawiMBaTbh CPOK AEUCTBUSA
ceptudukarta, nonb3osaTtenio OyaeT npeanoxeHo BoibpaTb AeNCcTBME, KOTOpoe cneayeT
npeanpuvHATL NPY YCTaHOBKE 3allU{POBAHHOIo COeANHEHNS.
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[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

NpaBuia CKaHMPOBAHUA NPUIJIOXKEHUHN

MapameTp MpaBusia cKaHUPOBAHUA NPUOXKEHUN MOXET NCMONb30BaTLCA AJ19 HACTPONKN
nosefieHuns ESET Smart Security Premium B OTHOLLEHWMW ONPefeNieHHbIX MPUI0XKEHUI, a TaKXe ANd
3anoMuHaHWA BbibpaHHbIX AeNCTBUIA, ecnn AN napameTpa Pe>xum SSL/TLS BbIOpaH MHTEPaKTUBHbLIN
peXum. Cnncok MOXKHO NMPOCMOTPETb U U3MEHUTb B pa3fene PaclunpeHHsle napaMeTpsl > 3awuTa >
SSL/TLS > MpaBusa CKaHUPOBAHUA NPUNOXKEHUN > U3SMEHUTD.

OkHO MpaBuna ckaHUpOBaHUA I'Ipl/lﬂO)KeHlllﬁ COCTOUT U3 ciepyromnx a1eMeHTOB.

Cton6bubl

MpunoxeHue: BbIbEPUTE NCMONHAEMbIN (halin B lepeEBE KAaTaIoroB UM HAXXMUTE KHOMKY ..., YTOObI
BPYYHYI BBECTYU MNyTh.

JeicTBMe CKaHUpoOBaHUA: BbibepuTe CKaHupoBaTb Wy MponycTUTb, 4TOOLI CKAHMPOBATL UK
NrHOpPUpoBaTb 0OMeH AaHHbIMK. YTOObI CKAHMPOBATL B @aBTOMAaTUYECKOM PEXMME 1 3anpalunBaTb
LEeVCTBNA B UIHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4Yecku. Boibepute 3anpawumBars,
4yTo6bI BCErAa 3anpalimBaTh AENCTBUS NOSb30BaTENS.

dNeMeHTbl ynpaBJieHuA

[obaBuTb: fob6aBeHME HUAbTPOBAHHBLIX MPUIOXKEHWIA.
N3MeHUTb: BbibepnTe NPUNOXKEHNE, KOTOPOE HY)KHO HAaCTPOUTb, U HAXKMUTE KHOMKY U3MEHUTD.
Ypanute: BoibepnTe NpnaoXKeHne, KOTOPOE HYXHO YAaANTb, N HAXXMUTE KHOMKY Y BaNuTb.

MMnopT/3KCcnopT: MMMNOPT NPUIOXKEHWUI U3 (aisia NN COXPaHEHUe TeKyLLero Crmncka npuioXeHum
B tham.

OK/OTMeHa: HaxxmuTe KHonky OK 015 COXpaHeHMs n3MeHeHUn nav OTMeHa o1 UX OTMEHHbI.

Npasuna cepTudpukara

MapameTp NMpaBuna cepTudukaTa MOXXeT UCNOb30BATHCA AJ19 HACTPONKN NoBegeHUs ESET Smart
Security Premium B OTHOLLUEHWUN onpefesieHHbIX CEPTUMUKATOB SSL, a TakXKe 4J19 3anoMMUHaHNA
BbIOpaHHbIX 4ENCTBUIA, ecnn gns napameTpa PexxuM SSL/TLS BbibpaH MHTE@PAKTUBHBIA PEXUM.
Cnncok MOXKHO NPOCMOTPETb N U3MEHUTbL B pa3aene PaclunpeHHsble napaMeTpsl > 3awuTa > SSL/TLS >
Mpasuna ceptudukaTta > U3SMeHUTD.

OKHoO npaBuna cepTucbuKaTa COCTOUT M3 cieayroLmnx 3JIEMEHTOB.
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Ctonoupbl

NUmsa : uma ceptTndukaTa.
N3paTenb ceptudumkara : nMa cosgatena cepTugmkara.

CybbekT cepTudukaTta : 3T0 Nose yKkasblBaeT Ha CyObeKT, KOTOPOMY NMPUHALNEXUT OTKPbLITbIN
K04, CoAepXXaLluincs B none OTKPbITOro Kiwva cybbekTa.

[ocTyn: B Ka4yecTBe 3Ha4yeHMa napameTpa [lencrteme poctyna BbibepnTe PaspewmnTb nin
3abnokupoBatb, 4T0bbI pa3pewnTb UK 3a610KMPOBaTh 0OOMEH AaHHLIMU, 3aLUNLLEHHbIA 3TUM
CepPTUGMKATOM, HE3aBUCMMO OT ero HafeXXHoCTW. BoibepnTe ABTOMaTUYECKM, 4TOObI pa3peLlaTb
LOBEpPEHHbIe CepTMdUKaTbI 1 NpeanaraTb BapuaHTbl 4ENCTBMI 419 HEHAAEXHbIX. BoibepuTe
3anpawmBaTthb, 4T0ObI BCErga 3anpallnsaTb AENCTBMA NOJIb30BaTENS.

CKaHuMpoBaThb: B KayeCTBe 3Ha4yeHNs NapaMeTpa JlencTBue CKaHMpoBaHUA BbibepuTte
CkaHupoBaTtb v MponycTuTb, 4T0OLI CKAHNPOBATL UM NFTHOPUPOBATL OOMEH AaHHbIMY,
3alMLLEHHbIA 3TUM CepTUGUKATOM. YTOObl CKaHMPOBaTL B aBTOMATUYECKOM pPeXUMe 1 3anpalinsaTb
LEeNCTBNS B UHTEPAKTUBHOM, BblibepuTe 3nieMeHT ABTOMaTH4YecKu. Buibepute 3anpawumsaTh,
4yT0bbl BCErfa 3anpalinmBaTh LENCTBUS NONb30BaATENS.

dneMeHTbl ynpaBJieHUus

[ o6aBuTb — BLIGOP HOBOro CepTUdMKaTa 1 HACTPONKA ero NapaMeTpoB, CBA3AHHbLIX C AOCTYMNOM U
CKQHUPOBAHWEM.

N3MeHUTDb: BbibepuTe CepTUDMKAT, KOTOPbIA HYXXHO HACTPOUTb, U HAXXMUTE KHOMKY U3MEeHUTD.
YaanuTtb: BbibepuTe cepTUMKaT, KOTOPbIA HYXXHO YAaNUTb, U WeNKHUTE Y RaNuThb.

OK/OTMeHa : HaxxMunTe KHonKy OK ons coxpaHeHust UsMeHeHun nam OTMeHa 4/ UX OTMEHbI.

3awundpoBaHHbIK ceTeBOU TpaduK

Ecnm B cnctemMe HaCTPOEHO CKaHMPOBaHME NPOTOKOMa SSL/TLS, AnanoroBoe OKHO € 3anpoCoM Ha
BbIbOp Aenctema bynet oTobpa)aTbCa B ABYX CyvasX.

Bo-nepB.ebix, ecnn Beb-canT NCNoNb3yeT HENPOBEPAEMbIA NN HEAENCTBUTENbHLIN CEPTUGMKAT, a
NPOAYKT ESET Smart Security Premium HaCcTpOeH Ha BblAa4vy 3arnpoCoB NoJib30BaTes0 B TaKMUX CyYaax
(no ymonyaHuto 3anpockl 0TobpaXkaTcsa AN HENPOBEPSEMbIX CEPTURUKATOB, a ANS
HeenCTBUTE/IbHbIX — HeT), NOSBUTCS ANanoroBoe OKHO C 3aNpoCoM Ha pa3peLueHue 1
6nokmpoBaHue noakoyeHns. Ecnm ceptudmkaTta HeT B Trusted Root Certification Authorities store
(TRCA), TO OH CYMTaeTCa HeHa4e)XXHbIM.

Bo-BTOpbIX, €CNKN B Ka4ecTBe SSL/TLS pe>XxuMa BbiOpaH MHTEPAKTUBHBIA PEXMUM, TO Mpu
noakatyYeHnn Kk nobomy seb-canty byaet oTobpakaTbCA 3anpoc Ha CKaHUPOBaHUe N
MrHOpUpoBaHue. HekoTopble NPUI0XKEHNA NPOBEPSAIOT SSL-TpaPuK Ha NpeaMeT U3MEHEHNI 1
MOHMTOPUHIra. B Taknx cnyvyasax Ana coxpaHeHus paboTocnocobHOCTU NPUIOXKEHNS NporpamMmma ESET
Smart Security Premium O0J1XKHa SSL-TpaMK UTHOPUPOBaTh.
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[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

B Ka)KOM MX 3TUX C/lyYaeB NOJIb30BaTE/lb MOXXET COXPaHWUTbL B CMCTEME BbibpaHHOE AeicTBue.
CoxpaHeHHble feNCcTBUS XPaHATCA B pa3gene [pasusia ceptudukaTa.

3almTa NOYTOBOro KJIMeHTa

YT106bI HACTPOUTL 3aLLUTY NOYTOBOIO KJNEHTA, OTKPONTE pasfen PacluvpeHHble napaMeTpbl >
3awuTa > 3awMTa NOYTOBOro KJAMEHTa 1 caenanTe BbIOOp cpean cnefyowmnx onummn
KOH(Urypauuu:

* 3alUnNTa TPAHCMOPTHOrO YPOBHS

¢ 3allMTa NOYTOBOrO SALLMKA

* YnpaBaeHue cnuckaMmn agpecos

* ThreatSense

3aluTa TPAHCNOPTHOIO YPOBHA

IMAP(S) 1 POP3(S) — CaMble pacnpoCTPaHEHHbIE NPOTOKObI, UCNOJIb3YyEMbIA NS NOSy4YEHMA
3JIEKTPOHHOW MOYThI B MOYTOBbIX KAMeHTaxX. OHM NCNOb3YTCA ANd 0bMeHa AaHHbIMK MO
3JIEKTPOHHOW MOYTE C MOMOLLLIO NPUNOXKEHUSA MOYTOBOro KaneHTa. MpoToKoa IMAP — 3TO eLle OAUH
NHTEPHET-NPOTOKO A8 NOJyYeHUS 31EeKTPOHHOM MOYThI, KOTOPLIA UMEET onpefeneHHble
npenMyllecTsa nepep POP3. HanpuMep, cpasy HECKOJIbKO KIIMEHTOB MOryT O4HOBPEMEHHO
NOAKJII04aTbCA K OQHOMY U TOMY XKe MOYTOBOMY ALLUUKY W NepenaBaTb CBEAEHNS O COCTOAHUN
coobLeHmns, B YaCTHOCTM CBEAEHMA O TOM, 4TO coobuieHme BbIN0 NPOYMTaHO, YAa eHO UK Ha Hero
Obln gaH oTBeT. Moaynb 3alWnTbl, 06ecneymBatoLL i TaKON KOHTPOJIb, aBTOMATMUYECKM 3aMyCKaeTCs
npu 3anycke CUCTeMbl U OCTAETCH aKTUBHbLIM B MaMATH.

ESET Smart Security Premium obecrne4ymBaeT 3almTy 3TUX NPOTOKOI0B HE3ABMCMMO OT UCMOJIb3YEMOr0
MOYTOBOrO KJIeHTa 1 6e3 HeobxoAUMOCTIN NepeHacTpanBaTb NOYTOBLIA KANEHT. 10 yMOYaHMIO
CKaHMPYIOTCA BCe AaHHblIe, NepefaBaeMble Mo NMPOTOKO1aM POP3 1 IMAP, He3aBUCNMO OT
NCNOJIb3yeMbIX MO YMOJIHaHNIO HOMEPOB MNOPTOB POP3/IMAP.

,D,aHHbIe, nepenaBaeMblie N0 NPOTOKOJNY MAPI, HE CKaHUPYIOTCSA. Ho cBsA3b C cepsepoM Microsoft
Exchange MOX>XET CKaHNpOoBaThb MOAYJIb UHTErPaL B MOYTOBbLIX KNTMEHTAX, TAKUX KaK Microsoft
Outlook.

ESET Smart Security Premium TakK)Xe NoALEeP>XXUBAET CKaHMPOoOBaHMe NMPoTOKO10B IMAPS (585, 993) 1
POP3S (995), KOTOpble N4 rnepenayn NHopMaumm Mexxay CepBepoM 1 KJIMEHTOM UCMNOJb3YIOT
3alWM@poBaHHbIA KaHan. ESET Smart Security Premium NpoBepSeT COeANHEHNS, UCMOMb3YIoLLNe
MeToAbl WndpoBaHNa SSL 1 TLS.

3almngpoBaHHble COEANHEHNS CKAHUPYIOTCS MO YMOYaHM0. YTobbl MPOCMOTPETL HAaCTPONKM
MOLYNS CKaHUPOBaHWUSA, OTKPONTE pasgen PaclumpeHHsle napaMeTpsl > 3awuTa > SSL/TLS.
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YT106bI HACTPOUTL 3aLUUTY NOYTOBOrO TPAHCMOPTA, OTKPONTE pa3aen PacluypeHHble NapamMeTpbl >
3awuTa > 3awmuTa NOYTOBOro KJIMeHTa > 3alMTa NoYTOBOro TPaHCNopTa.

BKAO4YNTL 3dlUUTY NOYTOBOIo TpaHCNOPTA: €CJZIN 3TOT NMapaMeTpP BKJIOYEH, obmeH OaHHbIMA
NMOYTOBOro TpaHcnopTa byaeT CKaHNPOBATLCS pelleHmneM ESET Smart Security Premium.

Bbl MOXXeTe BblbpaTb, Kakne NpoTOKOJIbl MOYTOBOro TpaHcnopTa byayT CKaHMPOBaTLCS, LEIKHYB
nepeksYyaTesb PALOM CO CIefyoWMMIM ONUUAMM (MO YMONYAHWUIO BKJTIOYEHO CKAHNPOBaHMe BCex
NPOTOKOJI0B):

e CKaHUPOBaTb NOYTOBLIW TPAHCMNOPT IMAP
e CKaHMpOBaTb NOYTOBbLIA TPAHCNOPT IMAPS
e CKaHMpOBaTb NOYTOBLIA TPAHCMNOPT POP3
e CKaHMPOBaTb NOYTOBLIA TPAHCMOPT POP3S

Mo ymonyaHuio ESET Smart Security Premium 6yaeT ckaHnpoBaTb 0OMeH AaHHbLIMK MO MPOTOKO1aM
IMAPS 1 POP3S Ha CTaHAAPTHbIX MOPTax. Y106bl 1062BUTL NONIb30BATENbCKME nopThbl A4NA NPOTOKOJI0B
IMAPS 1 POP3S, nobaBbTe UX B TEKCTOBOE Mose psagom ¢ anemeHToM MopTel, UCnonb3yemblie
NPOTOKOJNIOM IMAPS nau nOprl, ucnoJsibyembie NpoToKoJsioMm POP3S. HOMepa nopToB CnieayeT
pa3fensaTb 3anATown.

/ICKN0YEHHbBIE MPUIOXKEHWS: MO3BONSET UCKIOYNTb ONpeAeneHHbIe NPUI0XKEHNS N3 CKAHWPOBAHUS
(DYHKUMEN 3aLMTbl MOYTOBOro TpaHCNopTa. ITO NONE3HO, KorAa 3alimTa AocTyna B UHTepHeT
BbI3blBaeT NPobsieMbl COBMECTUMOCTH.

VIckt04eHHble IP-aapeca: No3BOASET NCKYUTb ONpefesieHHble yaaNleHHble afpeca 13
CKAHUPOBAHMA (YHKLMEN 3alMTbl MOYTOBOro TPaHCNoOpTa. TO NOJIE3HO, KOra 3alinTa 4ocTyna B
WHTepHeT Bbi3biBAeT NpobieMbl COBMECTUMOCTM!.
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UCKNI0YeHHble NMPUNOXKEeHUA

YT06bl NCKNIOYNTL CKaHMpPOBaHMe obMeHa AaHHbIMU 4S8 ONpedeNeHHbIX NMPUIoXKeHWI, AobaBbTe MX
B cncoK. CoeanHEHNA BbIAENEHHbIX MPUIOXXEHWNA NO NPOTOKONAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NpPoBepATbLCSA Ha Ha/In4Me yrpos. PekomeHOyeTCsA UCMOIb30BaTb 3TY BO3MOXHOCTb TONbLKO A1 TeX
NPUIOXXEHN, KOTOpble paboTaloT HEKOPPEKTHO, €C/IN X COEAUHEHUS MPOBEPAIOTCS.

3anyLeHHbIe NPUN0XEHNUS 1 CyObl By YT NOCTYMNHbI 34eCb aBTOMATUYECKU, KOT1a Bbl LLIENKHUTE
Do6aBuThb. LLleNKHUTE ... 1 NepenanTe K NPUN0XKEHUIO, YTODObI A06ABUTL NCKOYEHME BPYYHYIO.

N3MeHUTb: n3MeHeHmne BblﬁpaHHbIX B CMNCKe 3anuncen.

YpanuTtb: yoaneHue BblﬁpaHHbIX 3anucen 13 crnucka.
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SMART SECURITY EIZEm o X

McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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@EED SMART SECURITY EXzEma o X

McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

3aluTa NoYTOBOro AWMKa

WHTerpaums ESET Smart Security Premium C MOYTOBbIM KIMEHTOM YBENNYMBAET YPOBEHb aKTUBHOW
3allNThl OT BPEAOHOCHOI0 KoZla B COOBLLEHNAX NIEKTPOHHON MOYTHI.

Y10bbI HaCTPOUTb 3alTY NMNOYTOBOIo ALKNKa, 0TKpOI7IT€ pa3nen PaclunpeHHble MapamMeTpsbl >
3awumTa > 3amMTa NOYTOBOro KJIMEeHTa > 3aLliMuTa NOYTOBOrO ALLMKA.

BKno4YuTh 3alUuUTy 3ﬂeKTpOHHOﬁ Mo4YThbl C MOMOLLLIO NOAKNIOYaeMbIX Mop.ynev“l KJINeHTa:
€CJIN 3TOT NapaMeTpP OTKJIOYEH, 3alllNTa 3J'IeKTpOHHOIZ MOYThbl C MOMOLLBLIO NOAKJTIOYAEMbIX Mop,yne|7|
KJIMeHTa BbIKJ/IlO4YEHa.

BbibepuTe NucbMa A5 CKaHUMPOBaAHUS:
¢ Mony4yeHHble coobLeHns

e OTNpaBsieHHble coobLeHnn
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e MMpounTaHHbIE coobweHun

e I3MeHeHHoe coobL,eHne 31IeKTPOHHOMU NOYThI

PekomeHayem 0CTaBUTb MapaMeTp BKNOYUTL 3aLUTy 3JIEKTPOHHOM NOYTHI C MOMOLLbIO
NoOAKJI0YaeMbIX MOAYNEN KJIMEHTA BK/IOYEHHbIM. [la)xxe ecnm nHTerpauuns oTKaYeHa uim
He paboTaeT, nepefaya AaHHbIX NO NEKTPOHHOM NOYTE OCTAETCA 3aLlMLLEHHON MOOYIEM
3allMTa No4YToBOro TpaHcrnopTa (IMAP/IMAPS n POP3/POP3S).

CKaHMpOBaHMe Ha HaJiniue CnaMa

HexenaTenbHble coobLeHNs, Ha3blBaeMble CMNAaMOM, BXOAST B YNCJI0 CaMblX CEPbe3HbIX Npobiem
COBPEMEHHbIX TEIEKOMMYHMKALMOHHbIX TEXHONOrMIA. [lons cnama B 0bwem obbeme nepefaBaeMbix
Mo 3/IEKTPOHHON no4Te coobuieHnin coctaBngeT okono 30 %. 3awmTa NOYTOBOr0 KANEHTa OT Cnama
CNY>XWUT pelleHrnem 3Ton npobaembl. Ucnonb3ys HECKOJIbKO NPUHLNMOB 3aLUNTbl 9/IEKTPOHHOW MOYTHI,
MOAYJb 3alLMTbl MOYTOBOrO KANEHTA OT CNaMa obecneynmBaeT NPEBOCXOAHYIO (UAbTPALMIO N He
NPOMycKaeT B Manky BXOASALLMNX COOBLLEHNIA HexXenaTeNbHY0 NoYTy. OOHUM U3 Ba)KHbIX MPUHLMUMOB
obHapy>XeHuns cnaMa SBAAETCA pacno3HaBaHNe HeXXenaTesbHbIX COOBLLEHN 31EKTPOHHON NOYThI Ha
OCHOBE MpeABapUTENbLHO OMNpPeaeeHHbIX LOBEPEHHbLIX aApeCcOoB (pa3peLleHHbIX) 1 CnaM-alpecoB
(3a610KMPOBAHHBIX).

OCHOBHbIM MeTOL0M 0BHapyXXeHUs CnaMa SBNISeTCS CKaHWPOBaHMe CBOMNCTB CoobLLeHNs
3/1eKTPOHHOM NOYThI. [onyYyeHHble COOBLEHNS CKAHMPYIOTCA Ha OCHOBHbIE KPUTEPUN 3aLLUNTbI OT
cnama (onpepeneHuns coobLieHns, CTaTUCTUYECKME IBPUCTUKM, arOPUTMbl pacno3HaBaHWs U apyrue
YHUKasbHble MeToAbl). Pe3ynbTaToM paboThl 3TUX METOA0B SBNISETCA 3HAYEHME UHAEKCa, MO
KOTOPOMY MO>XHO C BbICOKOW CTEMNeHbo OCTOBEPHOCTU ONPeSenunTh, SBAAeTCs n coobLieHne
cnamom,

BkAIOYMTb 3aLLMTY NOYTOBOrO KJIMEHTa OT CnaMa: ec/iv 3TOT NapaMeTp BKJIIOYEH, MNOJyYEHHbIE
coobuieHmnsa byayT CKaHMPOBATLCA Ha Hann4yne cnama.

Mcnonb3oBaTh pacluMpPeHHbIH CKaHep Ha HasM4YMe cnaMma: nepuoamnyeckn byayT 3arpyxaTbcs
LOMOSHUTENbHbIE faHHbIe A1 3alWMUThl OT CNaMa, YTO pacLUMpsieT BO3MOXXHOCTW 3aLLMTbl OT CNama u
yAyylwaeT pesyabTaThl.

PerucTpaums oueHKN HeXXenaTenbHOCTU: MOY/lb 3alUThl OT crnama ESET Smart Security Premium
MPVUCBANBAET OLIEHKY HEXENATENbHOCTM KaXXIOMY NPOCKaHNpoBaHHOMY cooblieHuto. CooblieHne
OyeT 3anncaHo B XXYPHAJ 3aLUWThlI OT ClaMa (FJ1aBHOe 0KHO MporpaMmsl > CepBUC > Dainbl
)XypHana > 3aliMTa No4TOBOro KJIMeHTa OT cnama).

* HeT: oueHKa, Nony4YeHHas B pe3ysibTaTe CKaHWPOBaHMS Ha NpeaMeT crnama, He BHOCUTCS B
XKYpHan.

* PeknaccucmumMpoBaHO U NOMEYEHO KakK cnaM: e/ BbibpaH 3TOT NapaMeTp, OLEHKN
HeXXeNnaTesbHOCTU BCeX COOBLLIEHNI, MOMEYEHHbIX Kak SPAM, ByyT 3anncbiBaTbCs B XKYpHa.

* Bce: B XXypHan byayT 3anncbiBaTbCs BCE COOOLLEHNS BMECTE C OLEHKON HEXXeNaTeNbHOCTH.
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Ecnu B nanke HexxenatenbHOW NoYTbl BbibpaTh coobuieHne 1 BbIbpaTb KOMaHAy
KnaccucduumnposaTtb BoiOpaHHblie coobuweHna kak HE cnam, BoibpaHHoe coobuieHne
nepeMecTUTCS B Manky BXoAsLen noyTel. ECan B nanke Bxoasawmx coobuieHnin BbibpaTthb
coobuieHne, KOTOpbIe Bbl CHUTAET HEXeNaTesbHbIM, 1 BbibpaTh koMaHay KnaccudpuumpoBaTtb
BbiOpaHHble coobweHus kak HE cnam, BeibpaHHoe coobLLieHne NnepemMecTTCa B Nanky
cnama. Bbl MoXxxeTe BbIbpaTb HECKOMLKO Co0bLLeHMI 1 paboTaTb CO BCEMU MU OLHOBPEMEHHO.

onTuMmmsaumsa paGOTbI C BJIOXKE@HUAMM: eC/i ONTUMUN3aLnA OTKIIOYEHa, BCE BJZIOXKEHUA
CKaHNpPYTCA He3aMeINTeIbHO. BO3MOXHO CHUXXEHMEe NPOU3BOANTENIbBHOCTU MOYTOBOr0 KJIMEHTa.

MHTerpaumm: no3soaseT MHTErpUpoBaTh 3aLLUNTY NOYTOBOrO fALLNKA B NOYTOBbIN KJINEHT.
HononHnTtenebHble CBegeHNSA CM. B pasgene ViHTerpauuu.

PearupoBaHue: no3BosiseT HacTpPouTb 06paboTky cnam-coobLueHnit. JonoAHUTENbHbIE CBEAEHNS
CM. B pa3gene PearvpoBaHue.

NHTerpauuu

NHTerpauns ESET Smart Security Premium C NOYTOBbIM KJIMEHTOM YBEIMYNBAET YPOBEHb aKTUBHOW
3alMTbl OT BPEAOHOCHOr0 KoAa B COOBLEHNAX 3NEKTPOHHOM NOYThI. ECAM Ball NOYTOBLIA KINEHT
noanepxmnBaeTcs, B ESET Smart Security Premium MOXHO BKIOYUTb UHTErpaumto. Mpn 3ToM NaHesb
WHCTPYMEHTOB ESET Smart Security Premium BCTaBASIETCA HENOCPEACTBEHHO B NMOYTOBbIN K/INEHT,
obecneynsasn 6onee 3hHeKTUBHYIO 3aLUUTY INEKTPOHHOM NOYTbI. YTOObI M3MEHUTL HAaCTPONKN
WHTErpauumn, oTKponTe pasfen PacluvpeHHble napameTpsl > 3aWwmuTa > 3awuTa no4ToOBOro
K/IMeHTa > 3alwuTa NoYTOBOro fwuKa > UHTterpaums.

NHerpaumsa ¢ Microsoft Outlook: B HacTosLLee BpeMs e MHCTBEHHBLIM NOAAEPKNBAEMbLIM NMOYTOBLIM
KJIMEHTOM ABNISeTCS Microsoft Outlook. 3alinTa 3NEKTPOHHON NOYTbl paboTaeT Kak naaruH. MnaBHoe
NpenMMyLecTBO NOAKJIIOYAaEMOro MOAY1S 3aK/N04aeTCS B TOM, YTO OH He 3aBMCUT OT MCMOJIb3YEMOr0
npoTokona. Mpu NoAy4eHUN NOYTOBLIM KAMEHTOM 3alINGPOBAHHOIO CO0BLLEHNS OHO
pacWndpPoBbLIBAETCA 1 NepesaeTcs MOAYN0 CKaHUPOBaHUS. MOMHbIA CANCOK NOALEPKUBAEMbIX
BEPCUIN Microsoft Outlook CM. B 3TOW CTaTbe 6a3bl 3HaHWM ESET.

PacwumpeHHas obpaboTka nouToBOro knameHTta: 06paboTka 4ONONHUTENBHbIX COOLITUI Outlook
Messaging APl (MAPI) — «OB6BbeKT naMeHeH» (fnevobjectModified) n «O6beKT co3gaH»
(fnevObjectCreated). Ecnu npu paboTe ¢ NOYTOBLIM KNMEHTOM HabnlofaeTcs CHUXKeHne
ObICTPOOENCTBUSA CUCTEMbI, OTKJIOYUTE 3TOT NapameTp.

NaHeNnb MHCTPYMEHTOB Microsoft Outlook

3awmTa Microsoft Outlook paboTaeT B BUAe nnarunHa. Nocne ycTaHoBKM ESET Smart Security Premium 3Ta
naHeslb MHCTPYMEHTOB, CoLep Kallas onunum 3allnThl OT BUPYCOB M 3aLUNTLI MOYTOBOIr0 KIMeHTa oT
cnamMa, nobasngaeTcs B Microsoft Outlook:

CnaMm: No3Bo/ISET MOMETUTH BbibpaHHble CO0bLLEHNS KaK craM. «OTneYyaToK» NOMEYEHHOro
cooblieHns 6yneT oTnpaB/eH Ha LEHTPaJbHbIA CEPBEP, HA KOTOPOM XPaHSATCA CUrHATYpbl ClaMa.
«0TneyaTok» NoMeyeHHoro cooblueHns 6yaeT oTnpaBieH Ha LEHTPasIbHbIA CepBep, Ha KOTOPOM
XpaHATCA CUrHATYpbl cnama. Ecan Ha cepBep NOCTYMNaeT HECKOJIbKO aHaIorMYHbIX «0TNEYaTKOB» OT
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pPa3HbIX nonb30BaTesien, Takoe coobLleHne B AasbHenLem 6y,u,eT KJ'IaCCI/ICpVILI,I/IpOBaTbCFI KaK CMnaM.
He cnaM: no3BongeT NnomMeTuTb Bbl6paHHbIe Co00LLEeHNA Kak He aBNsLWMECS CNaMOM.

Appec oTnpaBuTensa cnama (3361'IOKV|pOBaHO, CMUCOK paccCblnatowmx cnam an,pecos): nobasnser
HOBBbIN aflpecC OoTNpaBUTENA B CMNCOK alPECOB KaK 386)'IOKI/IpOBaHHbII7I. Bce coobuweHus, NnoJly4yeHHbIE
C BHeCeHHbIX B CMNCOK aapecos, 6yﬂ,yT ABTOMaTUYeCKN KNAaCcCUPULMPOBATLCA Kak Cnam.

A OCTepera|7|Ter nogaenkn agpeca oTnpasnTend, Hal'lpaB)'IEHHOI7I Ha TO, YTOObI 3aCTaBUTb
nosiy4yaTesia rnpo4vecTb coobLLeHne n 0TBETUTb Ha HEro.

JloBepeHHble agpeca (pa3peLleHo, CNUCOK JOBEPEHHbIX apecoB): 106aBNseT HOBbIN aapec
OTNPaBUTENS B CMVCOK a[pECOB KakK pa3pelleHHbIn. Bce coobLieHunst, NnonyyeHHble C pa3peLleHHbIX
aZlpecoB, HMKOr1a He BylyT aBTOMATUYECKM KNAacCUPULIMPOBATLCS Kak CraMm.

ESET Smart Security Premium: [BaXX[bl LLENKHNUTE 3HAYOK, YTODObl OTKPbITb F1aBHOE OKHO ESET Smart
Security Premium.

MoBTOpHOE CKaHMpPOBaHME COOOLLEHMA: NO3BOISET 3aMNyCTUTb MPOBEPKY INEKTPOHHON MOYThI
BPYYHY0. MOXHO yKa3aTb CO0bLLEHNS, KOTopble ByayT NPOBEPSTLCS, U aKTUBMPOBATL NOBTOPHOE
CKaHUPOBAHWE NOJyYEeHHbIX CO0bLEHNIA. [JoNONHUTENbHbIE CBEEHUS CM. B pa3fene 3allnTa
MOYTOBOr0 SILIVKA.

HaCTpOﬁKM MOAYJiIA CKAHUPOBAHUA: OT06pa)KaIOTCFI onuunn onsa HaCTpOVIKM 3allThbl MOYTOBOIr0O
ALLWKa.

HaCTpOﬁKa MOoAYJiA aHTUCNaMa: OT06pa)KaIOTCF| onuwnn onA HaCTpOVIKI/I 3allUnThbl MOYTOBOIro ALLKKaA.

AppecHble KHUIMU: OTKPbIBAeTCA OKHO YnpasieHve CrnMckamy aapecos, Coaepxallee Cnmcku
NCKJTIIOYEHHbIX, JOBEePeHHbIX apPeCOB N aApecoB 0Tr|paB|/|Tene|7| CMaMa.

OKHO noaTBep>XAeHUus

370 yBeaooMsieHne npeaHa3dHa4eHo ojia noaTBepXXaeHnqa Toro, 41o noJjib3oBaTesiio NeCTBUTENbHO
HY>XHO BbIMOJIHNTb BblﬁpaHHoe fencTeme, n ons npenoTBpalleHnda TeM CaMbiM BO3MOXXHbIX oLwnboK.

KpOMe TOro, B OKHE TakKX€ €CTb BO3MOXHOCTb OTKJIOYNUTb NOATBEPXAEHNA.

NMoBTOPHO CKAHMPOBaTb COOOLLEHUA

MaHenb MHCTPYMEHTOB ESET Smart Security Premium, UHTErPUPOBaHHas B NOYTOBbIE KANEHTHI, faeT
NoJIb30BaTEt0 BO3MOXKHOCTb YKa3aTb P NapamMeTpoB A5t MPOBEPKMN 3NEKTPOHHON MOYTHI.
MapameTpom MOBTOPHO CKAHMPOBATb COOOLLEHUA NpeanaraeTcs ABa ONUCAHHbLIX fanee pexumme
CKaHUPOBAHWS.

Bce coobuieHunsa B TeKyLien nanke: CKaHMpyTCs coobleHnsa B 0Tobpa)kaemMon cenyac nanke.
TonbKo BbiOpaHHbIe COOOLEHUA: CKaHNPYIOTCS TONIbKO MOMEYEeHHbIe M0b30BaTeNIEM COOBLLEHNS.

®naxok NoBTOPHO CKaHUpOBaTb YXXe CKaHUPOBaHHbIE coobLweHun naeT nosb3oBaTenNto
BO3MO>XXHOCTb BbIMNOJIHNTL elle 0HO CKaHNPOBaHne coobuieHunn, KOTOpbIE YyXe Bblnn
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MPOCKaHNPOBaHbI paHee.

PearnpoBaHue

Ha ocHoBaHuK Pe3ysibTaTOB CKaHNPOBaHNA coobuieHnn peweHune ESET Smart Security Premium MOXeT
nepemMellaTb NPOCKaHNPOBaAHHbLIE coobLueHnsa nnm nobaBnaTb NONbL30BATENbCKUINA TEKCT B TEMY. Sy
NnapaMeTPbl MOXKHO HAaCTPOWUTb B pa3aene PaclinpeHHble NapaMeTpbl > 3awmMTa > 3almuTa
NOYTOBOrO KJIMEHTa > 3aliUTa NOYTOBOro fALLMKA > PearuposaHue.

3aliMTa NOYTOBOro KAMEHTa OT cnama B ESET Smart Security Premium M03BOJIAET HAaCTPOUTL 414
coobLLeHnn cnegyoLine napaMmeTpsb:

[06aBUTb TEKCT K TeMe coobLeHuns: no3eonseT JobaBNsATb HaCTpaMBaeMyto CTPOKY npedukca B
nosie TeMbl COOBLLEHNIA, KOTOPbIE KNAaCCUPULNPOBaHbLI Kak cnaM. TeKCT No yMoa4aHuio — [SPAM].

MepeMelwiaTb B NanKy Ana cnaMa: ec/iv 3T0T (D1aXKoK YCTaHOBJEH, coobLeHns co cnamom ByayT
nepemelLaTbCs B CTaHAAPTHYIO Nanky ANs HeXXenaTeNbHON NoYTbl, @ COODLLEHNS, MOBTOPHO
KNacCUgUUMPOBaHHbIE Kak He CMaM, — B Marky CO BXOAALLEN No4Ton. Ecnm wenkHyTb coobuieHne
MPaBO KHOMKOW MbILIN 1 BbIOPaTh B KOHTEKCTHOM MEHIO NMyHKT ESET Smart Security Premium, NOSIBUTCS
BO3MOXHOCTb BblOpaTb OfVH U3 HECKOJIbKUX BAPUAHTOB AENCTBUA.

MepemecTuTb B N0JIb30BaTeNbCKYIO NAMNKY: €C/IN 3TOT NapaMeTp BKJIKOYEH, CNaM-coobLieHns
OynyT nepemMeLLaTbCa B Manky, yKa3aHHYo HUXe.

Manka — BbIbOp Nanku, B KOTOPYIO ByayT nepemMellaTbCs 0OHapy>KeHHbIE 3apaXKeHHble coobLuieHmns
3N1EKTPOHHON NOYTHI.

Ecnn ecTb cooblieHne, copepxallee obHapyXeHne, No YMo4aHnio ESET Smart Security Premium
NbITAeTCA 04YMCTUTbL coobLieHne. Ecnm cooblieHne 04nCTUTb He yaaeTCs, C MOMOLLbI0 NapaMeTpa
MpepnpuHuMmaeMoe aoeucTBUE, €CJIM OYUCTKA HEBO3MOXKHA MOXXHO BbiOpaTb HY)KHbIA BapyaHT:

* Huyero He npeanpPUHUMaTL — B 3TOM CJly4ae nporpamma 6yueT BbIAB/IATb 3apa>XeHHble
BNOXXEHWNA, HO He 6yp,eT BbINMONHATb HUKAKUX OENCTBUA C COODLLLEHNAMN 3J'IeKTpOHHOVI MOYThI.

* Ypanutb coobweHne — nporpamma byaet yBeaoMaaTh N0Sb30BaTENSA O 3apaXKeHNAX 1
ypoanaTb coobuieHuns.

* NMepeMecTUTb coobLLLEHME B NaNKy «YaaneHHble» — 3apaXKeHHble coobLleHns byayT
aBTOMATMYECKU NepemMeLLaThCs B Nanky «YaaneHHble».

* NMepeMecTUTb cOObLLLEHME B NANKY (AeNCTBME MO YMOYaHNI0). 3apaXKeHHble coobLleHns
OyoyT aBTOMATMYECKN NepeMeLlaThCs B YKA3aHHYI0 Nanky.

Manka — BbIbop Nanku, B KoTopyto ByayT nepemeLlaTbcs 0bHapyXeHHbIe 3apa’keHHble coobLLeHns
371eKTPOHHOM MOYTHI.

OTMeuyaTb C006I.I.l,eHIMI CO CMaMOM KaK NMpPOYUTaHHblIe: YCTaHOBUTE 3TOT CIZ)J'Ia)KOK, 4yTObbI
aBTOMATMYECKMN NoMeYaTb HexXenaTebHble CO0bLLEHNS KakK NMPOYNTaHHLbIE. 9T0 nomoraet
CoCpedoTo4HNTbCA Ha «HUCTbIX» coobLeHunax.

OTMeyaTb NOBTOPHO KJNaccuMULUMpPOBaHHbIe COOOLLLEHUA KaK HEMPO4YUTAHHbIE: CO0bLLIEeH NS,
nepBoHaYasbHO KNAacCUPULIMPOBAHHbIE KaK CMaM, a 3aTeM MOMEYEHHbIe KakK «4nCTblie», byayT

219



0T06pa)KaTbCFI KaK HENMpo4nTaHHbIE.

Mocne NPoBepPKMN K COOBLLEHNIO 3NEKTPOHHON NMOYThlI MOXET ObITh MPUKPENIEHO YBEOMEHMNE C
pe3ynbTaTaMu CKaHUPOBaHWA. Bbl MoxeTe BbibpaTh [L06aBNATL yBeAOMJIEHME K NOJIY4EHHbIM U
NPO4YUTAHHbLIM COOOLLLEHUAM 31IeKTPOHHOM NOYTLI K [lo6aBNATL yBepoMeHue K
oTNpaBJieHHbIM co0bLWeHnaM. ObpaTnTe BHUMaHNE, YTO B HEKOTOPLIX CyYasix yBeAOMIEHMNS
MOrYT OTCYTCTBOBATb B MP06eMHbIX HTML-COOBLLEHUSAX UK B COOBLLEHNSAX, MOBPEXAEHHbIX
BPE€AOHOCHbLIMI MporpamMMamMu. YeefomseHns MoryT 6blTb 4o6aBNeHbl K BXOAAWMUM N NPOYUTAHHbIM
COOBLEHNAM NN K UCXOASLUM COOBLLEHNAM (MM 1 K TEM, U K ApYruM). LOCTYNHbI cheayoLine
BapWaHTbI:

* Hukorpa: yBEONOMNEHNA HE nobasnsaoTCS.

* Mpu obHapy>XeHuu: OyayT 0TMEeYeHbl TOIbKO COOBLLIEHNS, CofepKaLlne BpeAOHOCHbIe
nporpammbl (Mo yMo4aHuo).

* Onsa BCeW 3N1€KTPOHHOMN NOYTbI NPU CKAHMPOBAHUM: Nporpamma byaet 1o6aBNsATL
YBEOMJIEHUS KO BCEM CKAHVUPYEMbIM COOBLLEHUAM 3NEKTPOHHONM MOYThI.

N3MeHATb TeMy NONIy4EHHbIX U NPOYUTAHHbIX COOOLLLeHNI 3NIEKTPOHHOMN NoYTbl/U3MeHATb
TeMy OTNnpaBJIEHHbIX COOOLLLEHUA INEKTPOHHON NOUTLI: BK/IKYMTE 3Ty ONuuto, 4Tobbl fobaBnaThL
B COODOLLEHMNA NONb30BaTENbCKUA TEKCT, YKa3aHHbIN HUXXE.

TekcT pna pobaBneHus B TeMy 0OHapy>XeHHbIX COOOLLEeHUN 3JIEKTPOHHOM NOYTHI. OTOT
WabsoH MOXKHO N3MEHUTb, €C/IN HYXXKHO OTpeaakKTMpoBaTb hopMaT npedurkca, LobdaBnaeMoro K
3apa)KeHHOMY coobLeHno. ITa PYHKLUUA 3aMeHseT TeMy coobuieHns Hello Ha hopmaT
[0bHapyxeHne %DETECTIONNAME%] Hello. NepemeHHON %DETECTIONNAME% 0603HavaeTca
obHapyXxeHwue.

YnpaBJjieHUe CnMCKaMu agpecoB

CDyHKLl,I/Iﬂ 3alWWTbI MOYTOBOIO KJ/IMEHTa OT CraMa B ESET Smart Security Premium Mo3BossieT
HacTpanBaTb pa3/iMyHble NapamMeTpbl 419 CANCKOB aApecoB. 1S HaCTPOMKM CANCKOB apecoB
OTKp0l7ITe pa3nen PaclinpeHHble NapaMeTphbl > 3aluTa > 3aliuTa NOYTOBOro KJIMeHTa >
VnpaBneHue CNMUCKaMu apgpecos.

BKNIO4YMTb CNUCOK afpecoB NoJsib30BaTeNA — BKJOYMTE 3TY ONUKIO, 4TObbI adKTUBNPOBaATb CMNCOK
alpeCoB MNMoJib3oBaTend.

CnucokK appecoB noJsib3oBaTensa — CyCoK afpecos 3/1EKTPOHHON MOYThI, FAe MOXHO A06aBNATb,
peLakTMpPOBaTb WKW YOANATb afpeca OJ1a onpenesieHnsa npasu 3awmnTbl OT cnama. Mpasunna B 3TOM
Crnncke 6yﬂ,yT NPUMEHATLCA K TEKYLLEMY MNOJIb30BATESIO.

BknO4YnTb rNobasbHbLIA CMUCOK aApPeCcoB — BKJIYNTE 3TY ONuuio, YTOObl aKTUBMPOBATL
rnobanbHbIA CNUCOK aApecoB, 06NN AN19 BCEX NOb30BaTENEN HA 3TOM YCTPOMNCTBE.

FnobanbHbIA CNMCOK appecoB — CMMNCOK alpecoB 3/1EKTPOHHON MOYThI, FAe MOXHO J06aBnsATh,
peLaKTMPOBaTb WKW YOaNATb afpeca 014 onpenesieHnsa npasui 3awmnTbl OT cnama. lMpasuna B 3TOM
cnncke 6y,ﬂ,yT NPUMEHATLCA KO BCEM NOJIb30BaTE/IAM.
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ABTOMAaTUYECKM pa3pellaTtb U po06aBNATL B CNMCOK afipecoB
nosab3oBaTens

CuyuTaTb agpeca U3 aapPecHoOn KHUIM JO0BEepPeHHbIMU — ALlpeca 13 Ballero Crcka KOHTaKToB
OyoyT pacLeHnBaThLCS Kak [oBepeHHble 6e3 106aBfeHns B CMMCOK apecoB Mnosb30BaTens.

hobaButb ajpeca nonyaneneﬁ M3 UcxoaALmMx coodbeHum — nobasbTe allpecCa nonyanenePl
M3 OTNPaBJIEHHbIX Cco0bLwEeHnn B CNNCOK ajpecos rnoJib3oBaTend KakK paspelleHHbIe.

[obaBuTb agpeca u3 coodbweHunn, peknaccupuumnpoBaHHbix Kak HE cnam, — gobaBbTe
agpeca oTnpasuTenen n3 coobeHnn, peknaccmgurumnpoBaHHblx Kak HE cnam, B cnmucok agpecos
Nnosib30BaTesid KaK pa3peLleHHble.

ABTOMaTU4YeECKHU ﬂ,OﬁaBﬂﬂTb B CMUCOK aapecoB noJjibsosartens
KaK UCKTI0O4YeHue
NobaBuTb appeca n3 cO6CTBEHHbIX YY4eTHbIX 3anucei — 06aBbTe CBOU afpeca 13

CYyLWeCTBYOLWNX YH4ETHbIX 3anuncen NoYTOBLIX KIMEHTOB B CMINCOK ajpecos noJib3oBaTend Kak
NCKJTIOYEHNA.

Cnucoku appecos

ONsi 3aWUTbl OT HeXeNaTesbHbIX 3N1EKTPOHHbIX NMUCEM ESET Smart Security Premium no3BonsieT
KNaccMULMPOBaTh afipeca 3NEKTPOHHOM MOYThI B CMCKaX afpecos.

YT106bl K3MEHUTb CMUCKMN aIPECOB, OTKPONTE PacllivpeHHbIe NapaMeTpsl > 3aluTa > 3aluTa
NOYTOBOro KJIMEHTa > YnpaBJieHne CNMcKamum agpecoB 1 LienkHnTe U3MeHUTb psiiom C
snemeHTOM CNMCOK aApecoB nosab3oBaTensa i FnobanbHbIM CNUCOK afpecos.
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(esED) SMART SECURITY EXIETE o X

Cnucok diipecoB Nonb3oBaTena

Appec 3neKTpoOHHOR NoYTb Wma Pazpe.. Bnoku.. Hckn..  TNpumedanne

mary@marymail.com Mary Smith o fAoBaBneHo BpyYHYHD

@address.info John Smith o BECH JOMEH, foGaBNEHD By HHYHD

@verygoodnews.net Mewsletter o BECH JOMEH, JOMEHEI HUAHEMD YPOBHA...
HoGaeuTs

Ctonbubl

Appec 3N1eKTPOHHOM NOUTbl — aJpec, K KOTOPOMy ByaeT NpUMeHATLCS NpaBuio. MoacTaHOBOYHbIE
3HAKV He MoAAEePXKMNBATCA.

NMa — nMa Nonb30BaTENbLCKOro Npasuia.

Paspewutb/3abnokupoBatbe/UcknioueHne — KHOMKK-NEPEKOYATENN, UCMOJb3YEMbIE AN
onpegeneHns LeNCTBUSA, KOTOPOE HYXXHO NPeanpuHATL 419 agpeca 3JIeKTPOHHOW NoYThl (LLeSIKHUTe
nepekoYaTenb B NpeanoyTuTesbHoM cTonbue, 4Tobbl 6bICTPO N3IMEHNTL OeNCTBUE):

* PaspewimTb — agpeca, KOTOpble CHMTAIOTCA 6e3onacHbIMU U C KOTOpPbIX Heobxoanmo
noJiydaTb coobueHus.

* 336ﬂOKHpOBaTb — afjpeca, KOTOpPblE CHNTAIOTCA Hebe3onacHbIMM/CNamMoM 1 C KOTOpPbIX HE
HY>XHO MnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerga npoBepsoTCA Ha Haan4yme crnamMa u KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI NS OTnpaBKK Crnama.

npuMeanue — VIH(*JOpMaLI,I/IH 0 TOM, KaK bbl/10 CO3aaHO npasnno N NpMMeEHAETCA Jin OHO KO BCEMY
OOMeHY NN K JOMeHaM bonee HU3KOro YPOBHA.

YnpaBsieHue appecamMmu

+ No6aBUTb — LieNKHUTE, 4TOObI 106aBMUTb NPABUIO AN HOBOFO ajpeca.
* U3MeHUTb — BbibepuTe 1 LWENKHUTE, YTOObl N3MEHWUTL CYLLECTBYOLLEE NPaBWIO.

o Ypanutb — BbibepuTe 1 WeNKHUTE, YTobbl YAaINTL NPaBUIo U3 CNUCKa aJpecos.
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HNobaBneHue nnm usMeHeHue appeca

B 3TOM OKHe MOXKHO f,06aBUTb AN U3MEHUTL afpec B YrpaBJieHne CNuckammy aapecos u
KOH(UIypupoBaTb NpeanpuHMMaemMble LeNCTBUS:

Ap.pec BﬂeKTpOHHOIﬁ noYTbl — ajpecC, K KOTOPOMY 6yueT NPUMEHATLCA NPaBnNo.
Nma — nmsa Nosb30BaTeNIbCKOrro npasnna.

DencrBme — nencreme, KOTOpoe Heobxoaunmo npeanpuHATbL, eCn aapec 3IEKTPOHHOM NOYTbI
KOHTaKTa coBMajaeT C aipecoM, yKa3aHHbIM B noJsie Appec 3ﬂeKTpOHHOﬁ noYThbl:

* PaspewwmTb — agpeca, KOTOpble CHMTAIOTCA 6e3onacHbIMK U C KOTOPbIX Heobxoanmo
noJiydaTb coobuieHms.

* 3aﬁﬂOKHpOBaTb — ajpeca, KOTOopblE CHNTAIOTCA Hebe3onacHbIMK/CNamMoM 1 C KOTOpPbLIX HE
HY>XHO NnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerna npoBepsoTCA Ha Haan4me crnama n KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI A5 OTnNpaBKK Crnama.

Becb AOMEH: YCTaHOBUTE 3TOT CDJ'Ia)KOK, 4yTObObI NPUMEHNTb NPaBnJ1I0 KO BCEMY OOMEHY KOHTAKTa (He
TONIbKO K agpecy, yKa3aHHOMY B noJsie Agpec 31eKTPOHHOMW NOoYThI, @ KO BCEM agpecam
3JIEKTPOHHOW MOYTbI B IOMEHE address.info).

p,OMeHbI HUW)XHEro ypoBHa: yCTaHOBUTE 3TOT (p}'la)KOK, 4YTOObI npasunno nNpuMeHAanacb K AOMeHaM
HWUXHEro ypoBHSA KOHTaAKTa (address.info npefCcTaBNaeT QOMEH, @ my.address.info — NOAOOMEH).

Pe3ynbTaT 00paboTku appeca

Mpu nobaBneHUN HOBbIX aAPECOB MW N3MEHEHWUV AeCTBUSA, NMPeanpUHATOro Ans aapeca
3/1EKTPOHHON M0YThl, B ESET Smart Security Premium 0Tobpa)katoTcs yBegomaeHns. Cogepxummoe
coobLeHNIn BapbUPYeTCS B 3aBUCMMOCTY OT BbINOJSIHAEMOro AENCTBUS.

Ecnm Hy>XXHO, 4TOObI B AafibHENLLEM KOHKPETHOE AEACTBUE BbIMNOJHANOCH aBTOMaTHNYeCckn be3
BbIBOAA COODLLEHWNIA, yCTaHOBUTE (hnakok Bonblue He 3apaBaTh 3TOT BONPOC.

ThreatSense

ThreatSense — 3TO TEXHOJIOMMSI, COCTOALLAN N3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHapyXeHWs yrpos.
3Ta TEXHONIOrnA ABASETCA YNpexaatoLlen, T. €. OHa 3aliMLWAEeT OT HOBOWM Yrpo3bl yXXe B Havase ee
pacnpocTpaHeHus. Mpu 3TOM UCNONb3YeTCA COYeTaHMe aHasM3a U MOAEeNNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP U CUFHATYpP BMPYCOB, KOTOPbIE COBMECTHO 3HAYUTENIbHO MOBbLILIAIOT YPOBEHb
6e3onacHOCTM KoMnbloTepa. Moayib CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATh HECKOJIbKO NMOTOKOB
AaHHbIX OAHOBPEMEHHO, Y4TO AenaeT 3PPHeKTUBHOCTb 1 KOMYECTBO 06HapyXMBaeMbIX Yrpo3
MaKCMMaJibHbIMW. TeXHONOrns ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYTKUTHI.

Ona monyns ThreatSense MOXXHO HAaCTPOUTb HECKOJIbLKO NapaMeTpPoB CKAaHUPOBAHUSA:
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¢ paclmnpeHna n Tunbl Q)aVIHOB, noasieXXawmnx CKaHMpoBaHUIO,
¢ CO4eTaHNne pa3IM4HbIX METOO0B 06Hapy>KeH|/m;
* YPOBHU OHYUCTKN N T. A.

YT0Obl OTKPLITh OKHO NMapamMeTPoB, LieSKHUTE ThreatSense B OKHE PaCLIMPEHHbIX NapaMeTpoB Ntoboro
MOJly N, UCMOJIb3YIOLLIEr0 TEXHOOMMIO ThreatSense (CM. HUXKe). Pa3Hble cLieHapun obecrneyeHuns
6e30nacHOCTM MOryT TpeboBaTb Pa3fiMyHbIX HACTPOEK. MO3TOMY TEXHOJOT M0 ThreatSense MOXXHO
HAaCTPOUTb OTAENIbHO AN KaXXA0r0 U3 NepeyncieHHbIX gasee Moaynein 3auThbl.

* 3aWMTa B peXXUMe peasibHOro BPEMEHM
* CKaHMpoOBaHWe B COCTOAHUN NPOCTOSA

* CKaHMpOoBaHMe Npu 3anycke

* 3alinTa OOKYMEHTOB

* 3allinTa NOYTOBOrO KJIMEHTa

* 3alMTa OocTyna B MHTepHeT;

* CKaHMpoBaHMe KoMNbOTEpPa

MapaMeTpsbl ThreatSense XOPOLLO ONTUMU3NPOBAHbI AN KaXXLOr0 U3 MOLYEN, a UX U3MEHEHNE
3HAYUTENbHO BAUSIET HA NOBELEHNE CUCTeMbl. Hanprumep, n3MeHeHUe napaMeTpoB CKaHNUPOBaHUS
YNaKOBLUWKOB B PEXXMUME peasibHOro BPEMEHW NN BKJIIOYEHNE PacLUMPEHHOW 3BPUCTUKK B MOLy e
3alWMTbl hallIOBON CUCTEMbI B PEXMME PeasibHOr0 BPEMEHW MOXKET 3aMeanTb paboTy CUCTEMb
(06bI4HO TOJIbKO HOBbIE (halisibl CKAHMPYOTCS C NPUMEHEHNEM 3TUX METOLOB). PEKOMeHAYeTCSs He
N3MeHATb NapaMeTpbl ThreatSense MO YMOYAHMIO HU 151 KAKMX MOZY e, KpoMe MoLy s
«CKaHUpoBaHMe KOMMblOTEPa».

CkaHupyeMbie 00beKTbI

B 3TOM pa3fenie MOXHO yKa3aTb KOMMOHEHTbI 1 (haiiibl KOMMbIOTEPA, KOTOpbIe by ayT
CKAHMPOBATLCS Ha HaMYMe 3aparKeHWN.

OnepaTuBHaA NaMATb: CKaHNPOBaHME Ha Ha/In4Me Yrpos, KOTOPble aTaKyT ornepaTUBHYO NaMATb
CACTEMBDI.

3arpy3so4Hbie CeKTOpbl/UEFI. 3arpy304Hble CEKTOPbI CKAHUPYOTCA Ha HaM4me BPeAOHOCHbIX
NPOrpamMM B OCHOBHOW 3arpy304Hoi 3anncu. JonosHUTe bHbIE CBeeHNs 0 UEFI CM. B r10CCapum.

MouyToBbie pannbl. DBX (Outlook Express) 1 EML

Apxusbl. [TporpamMmma nogaep>XnuBaeT Takue paclunNpeHns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, U MHOTne fpyrue.

CaMopacnakoBbIBalOLLMECA apXMUBbl. TN apXnBOB (SFX), COAEPXKMMOE KOTOPbIX MOXET
N3BNIEKATbCA aBTOMATUYECKN.

MporpaMMbl CXKaTus MCNOJIHAEMbIX (haWoB: B OT/INYNE OT CTaHAAPTHLIX TUMOB apXMBOB,
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NPOrpaMMbl CXKaTUS MCNOJIHAEMbIX (DaN0B NOC/E 3anyCcka pacnakoBbIiBalOTCS B NaMaTu. bnarogaps
3MYNSAUMM KOAA MOAY/lb CKaHMPOBAHMNSA PACcNO3HAET He TONIbKO CTaHA4APTHbIE CTaTUYecKne
yNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXECTBO APYriX TUMOB YMNaKOBLLMNKOB.

NMapaMmeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKaHMPOBaAHUS CUCTEMbI Ha NPeaMeT 3apakeHuid. [JoCTynHbl cieaytoLlme
BapWaHThbI:

IBPUCTUYECKUIA aHANMN3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMM C NOMOLLbIO CneLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeTofa SABASETCS CNOCOBOHOCTb MAEHTUMLMPOBATD
BPEAOHOCHbIE MPOrpamMMbl, CBEIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAoCTaTKOM Xe SBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PaclumMpeHHbI 3BPUCTUHECKUIA aHAIM3/CUTHATYpPbl pacnpeneneHHbIX ceTeBbiX aTak: [/
PACLLUMPEHHOr 0 3BPUCTUYECKOr0 aHaNN3a UCMOJb3yeTCs YHUKabHBIA 3BPUCTUYECKUIA anropuUTM
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH N1 0OHAPY)KEHMUSI KOMMbIOTEPHbLIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbLIX f3blIKax NMPOrpamMMupoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKN 3HAYNTENIbHbIM 06Pa30M yBENMYMBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NOMOLLbI0 CUrHaTYpP OCYLLECTBASETCA TOYHOE 0BHapy>XeHne n
naeHTMhnKaums Bupycos. CucteMa aBToMaTN4eCcKkoro obHoBneHUs obecneynBaeT HaM4Me HOBbIX
CUrHaTYp Yepes HeCKOJIbKO YacoB nocsie 06Hapy>XeHNs yrpo3bl. HeLOCTaTKOM XXe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJNIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBaAHHbIE BEPCUN).

O4yucTkKa

MapameTpbl O4UCTKU OMpeaensoT noseneHne ESET Smart Security Premium Npu 04UCTKE 06EKTOB.
MpeaycMOTPEHO YeTblpe YPOBHS OYUCTKM.

ThreatSense UMeeT TakWe YPOBHU NCMpPaBAEHUs NPOBEM (T. €. O4NCTKN):

UcnpaBsieHue B ESET Smart Security Premium

Bcerpa ucnpaBnftb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06bEeKTOB be3

obHapyXxeHus BMeLlaTeNbCTBa KOHEYHOMO MOJIb30BaTeNs. B HEKOTOPLIX ClyYasx
(Hanpumep, C CUCTEMHbIMK (haiinamu), ecnm obHapy>xeHne He yaaeTcs
NCNPaBnTb, 0BHAPYXKEHHBI 0OBLEKT OCTABAAETCS B UCXOLHOM

PaCnonoXeHUN.

UcnpaBnatb MblTaTbCA MCNPABAATL 0OHAPYXEHUS NPU 04NCTKe 06beKTOB be3

obOHapy>XeHUsA, ec/iu 3TO BMeLlaTebCTBa KOHEYHOrO MO0JiIb30BaTess. B HEKOTOPbIX CyYasnx

6e3onacHo, B Apyrom (HanpuMep, CUCTeMHbIe (halnbl NN apPXMBbI, KOTOPbIE COAEPXAT U

c/lyyae oCTaBMUTb YMCTblEe, U 3apa’KeHHble (haiisibl), ecin obHapy>KeHne He yaaeTcs
NCNpaBuTb, 0BHaPYXEHHbIN 06BEKT OCTAETCA B UCXOAHOM
PaCMOI0XKEHUN.
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Ucnpasnatb MbITaTbCA UCNPaBAATb 0BHaAPY>XXEHUS NpK 04NCTKEe 06BEKTOB. B

OOHapy>XeHUsA, eCaM 3TO HEKOTOPLIX CyYasix, €CIM HN OLHO U3 LENCTBWIA BbINONHUTD

6e3onacHo, B Apyrom HEBO3MOXXHO, KOHEYHbIN NoJib30BaTeslb NoJly4aeT MHTEePaKTUBHOE

cslyyae cnpawimBaTtb npefnynpexaeHvne, B KOTOPOM cefyeT BbibpaTh AENCTBUE MO
ncnpasieHunio (HanpuMep, yaannTb UM NPOUrHOPMPOBaTh). ITOT
napamMeTp pekomeHayeTcs B 60NbLUNHCTBE CyYaes.

Bcerpa cnpawmBatb 'y  KOHEYHOMY MoJ/ib30BaTENO 0TOBPAXKAETCA MHTEPAKTUBHOE OKHO MpK

KOHEYHoro 0YMCTKE 0OBEKTOB, 1 OH A0/HKEH BbIOPaTh AECTBME MO UCMPABIEHMIO

nonb3oBatens (Hanpumep, yAanuTb WK NPOMYCTUTBL). DTOT YPOBEHb NpefiHa3HaYeH
Aans 6onee onbITHLIX MOJIb30BATENEN, KOTOPbIE 3HAIOT, KaKne AeiCTBuS
cneflyeT NpefanpuHsaThL B CJlydae 0bHapyXeHus.

NckniouyeHus

PacluMpeHneM Ha3blBaeTCA YaCTb UMEHU haiina, oTAeNeHHas OT OCHOBHOM YaCTn To4YKoW. OHO
onpenensieT TN ana n ero cogep>xmmoe. IToT pa3aen ThreatSense NO3BONSET ONPEAENTbL TUMbI
halnoB, NoANEXALLUNX CKAaHUPOBAHMUIO.

Apyroe

Mpn HaCTPOKe NapamMeTPOB MOy ThreatSense A1t CKAaHUPOBAHMNA KOMMbOTEPa No TpeboBaHuMIo
TakKXXe AOCTYMHbl ONMCaHHbIE HXXE NapaMeTpbl U3 pasaena Apyroe.

CKaHupoBaTb aJibTepHaTUBHbIE NOTOKMN AaHHbIX (ADS): abTepHaTUBHbIE NMOTOKN AaHHbIX,
ncnonb3yemble pansioBon cucTemon NTFS, — 3TO CBA3W (paisioB 1 Manok, KOTopble He
0bHapyXMBaTCA MPU NCMOb30BaHUN 0BbIYHBIX METOLOB CKaHNPOBaHMA. MHOrMe 3apakeHns
MaCKMPYIOTCS NOA anbTepHaTMBHbIE NMOTOKM AaHHbIX, NblTasaACh n3bexaTb 0OHapyXeHus.

3anyckatb (pOHOBOE CKaHMpPOBaHUE C HU3KUM NPUOPUTETOM: KaXKAbll NPOLLECC CKaHMPOBaHMA
notpebnseT HEKOTOPOE KOIMYECTBO CUCTEMHbIX pecypcoB. Ecam nonb3oBaTtens paboTaeT ¢
pecypcoemMKMMM NporpaMMamm, MOXKHO akTUBUPOBaTb (DOHOBOE CKAHWPOBAHUE C HU3KUM
NPUOPUTETOM N BbICBODOAUTL TEM CaMbIM PECYPChl AN APYTrUX NPUIOXKEHNIA.

JXKypHan Bcex 06beKTOB. )XypHa/l MPOBEPKY 0TOBPAXKAET BCE OTCKAHMPOBAHHbIE (haliibl B
CaMopaCcnaKoBbIBAOLNXCA apXMBaX, AaXKe He3apaXKeHHbIe (MOXET co3aBaTh 60/1bLIOE KOJIMYECTBO
LAHHbIX XXYPHasia CKaHVPOBAHUS 1 YBEIMYMBATL pa3Mep ero ainna).

BKJIIOYUTb ONTUMMU3ALLMIO Smart: NPV BKJILOYEHHON ONTUMK3ALIMMN Smart MCMO/b3Y0TCS
ONTMMalbHblE NapaMeTpbl Ans obecnevyeHns camoro 3PHeKTVBHOMO YPOBHS CKAHMPOBAHWS C
COXPaHEHNEeM MaKC/MaJlbHO BbICOKOW CKOPOCTW. PasHble MOAYN 3aLUMTbI BLINOJHSIOT
NHTENNIEKTYasIbHOE CKaHMPOBAHWE, NPUMEHSS O0TAe/IbHble MeTOAbl A1t PA3/INYHbIX TUMOB (DalIoB.
Ecnn onTMU3aums Smart OTK/O4EHA, MPU CKAaHUPOBAHUM UCMO/b3YIOTCSA TOIbKO MOJIb30BaTE/IbCKME
HaCTPOWKK siapa ThreatSense KaXXA0ro Mogys.

CoxpaHUTb OTMETKY O BpeMeHU NnocJsiegHero focTyna: yCTaHOBUTE 3TOT (P1axKoK, YTobbI
COXPaHWTb UCXOLHOE 3HaYeHNe BpeMeHn A0CTYMNa K CKaHWpyeMbIM alinam, a He 06HOBASATL X
(Hanpumep, AN UCMONb30BaHUS C CUCTEMAMU PE3EPBHOI0 KOMMPOBAHUS AAaHHbIX).

226



OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MaKCMMabHbIA pa3mep 06 beKTOB U YPOBHY
BJIOXKEHHOCTMW apXMBOB /19 CKaHNPOBaHMS.

MapameTpbl 00bLEKTOB

MakcuManbHbIi pa3Mmep obbekTa: onpeaenseT MakCMMabHbIA pa3Mep 06bEeKTOB, NOANEXaLLNX

CKaHUPOBaHWMIO. [laHHbIA MOAYNb 3aLLMTbI OT BUPYCOB ByAeT CKaHMPOBaTb TOIbKO 06BEKTHI MEHbLLIE
yKa3aHHOro pasmepa. OTOT NapaMeTp PEKOMEHAYETCS MEHATb TOJIbKO OMbITHbIM MOJIb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWSA AN18 UCKIOYEHNS 13 CKaHMPOBaHWs 60nblUMX 06bEKTOB. 3HaYeHne
Mo yMOJl4aHUio: He orpaHuyeHo.

MakcuManbHas NPoAoJIKUTENIbHOCTb CKaHMpPOBaHUA obbekTa (C): onpenenseT MakCUMabHoe
3HaYeHMe BpEMEHUN AN19 CKaHUPOBaHWS (hannoB B 06bEKTE-KOHTENHEpe (HanpuMep, B apxuee RAR/ZIP
NN B 3IEKTPOHHOM MNUCbME C HECKOJIbKUMW BJIOXKEHMAMM). ITa HACTPOMKA HE MPUMEHAETCA K
OoTAenNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXKeT COBCTBEHHOE 3HAYEeHNe 1 YKa3aHHOe BpeMs
NcTeyeT, CKaHMpoBaHMe ByaeT 0CTaHOBIEHO KaK MOXHO CKOpee BHE 3aBUCUMMOCTHW OT TOro,
3aBEpLLEHO NN CKaHMPOBaHME KaXxaoro anna B 06beKTe-KOHTeNHepe.

Ecnm peyb naoet 06 apxmee ¢ 60bwMMKM haiamMn, CKaHpoBaHue byaeT npekpaLleHo He paHblue,
4yeM NMpoun3onaeT n3sneyveHune anna n3 apxmea (Hanpumep, Korga nonb3oBaTesb 3a4an 3HaYEeHNE B
3 CEKYHAbI, HO n3BNeYeHmne anna 3aHMMaeT 5 cekyHA). Mo ncTeveHnn 3Toro BpEMEHN oCTallbHble
(hansibl B apxmBe CKaHNPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKaHMPOBaHMWA, B TOM YMcie Aas apxueos 60/bLLO0 pa3mepa,
NCnonb3ynTe NnapameTpbl MakcMManbHbIM pa3sMep obbekTa 1 MakcuManbHbii pasmep ¢gaina B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMU npobnemammn besonacHocTw).

3HaYeHme No yMon4aHuio: He orpaHnyeHo.

HacTpoMKu CKaHUPOBaHUA apXMBOB

ypOBeHb BJIODKEHHOCTU apXUBOB: OonpegendaetT MakCMMalbHYIO F)'Iy6I/IHy NPOBEPKN apPXNBOB.
3HayeHune no yMOJ14aHuto: 10.

MakcuMmanbHbIM pa3Mmep panna B apxmBe: 3TOT NapameTp NO3BONSAET 3a4aTb MaKCMMabHbIN
pa3mMep aisioB B apxmBe (Mpu X U3BNEYEHNN), KOTOPbIE A0/KHbLI CKaHUPOBaATLCA. MakCMasibHOe
3HavyeHue — 3 IB.

He pekoMeHOyeTCca USMEHATb 3HAa4YE€HUA MO YMOJIHaHNIO, TaK KakK 06bIYHO A5 3TOro HeT ocobon
NPUYNHbI.

3awuTa poctyna B UHTepHeT

B pa3nene «3awmTta poctyna B IHTEPHET» MOXXHO HAaCTPOUTL paclUMPEHHbIE NapaMeTpbl MOAY A
3awwmTta MiHTepHeTa. B pa3gene PacluvpeHHble napameTpsl > 3awWuTa > 3aWuMTa aoctyna B
NHTepHeT > 3awmTa goctyna B UHTepHeT LOCTYMHbI CnefytoLlme onumm:

BknouuTb 3amnTy goctyna B UHTepHeT: Korga 3ToT napaMeTp OTKJ0YeH, 3alinTa OCTYyna B
WHTEpHeT 1 3allinTa OT ULLINHIa He OCYLLeCTBAATCA.

227



HacTosaTenbHO PEKOMEHOYEM OCTaBUTb BKJIIOYEHHON 3allnTy A0CTYyMNa B V|HTepHeT n He
NCKJII04aTb HUKaKUE NMPUIoXKEHNSA UK IP-agpeca No yMOJ14aHUIO.

CkaHuMpoBaThb cueHapuu bpaysepa: ecqiv 3TOT NapaMeTp BKJOYEH, MOAY/ b 0OHapyXeHUs
NpoBepPSET BCe MPOrpaMMebl JavaScript, BbINoNHAEMble Be6-6pay3epamu.

BKNOYMUTL 3aLMTY OT (PMLLUMHIA: eC/I 3TOT NapaMeTp BK/OYEH, (DULLIMHIOBbIE BEO-CTPaHMLbI
6nokupytoTcs. g noNyYeHUs [ONOSIHUTENbHLIX CBEAEHWUIA CM. pa3aen 3allimTa oT (hULLKHIa.

VickntoYeHHbIe TMPUI0XKEeHVSA: NMO3BONSET UCKJIYNTL OnpelesieHHble NPUIoXeHNs N3 CKaHUPOBaHUS
(byHKUMeN 3aWwmnThl 4oCTyna B IHTepHeT. 3TO N0Ne3HO, KOorga 3almTa goctyna B UHTepHeT
BbI3blBaeT NpobsiemMbl COBMECTUMOCTH.

/IcKNt0YeHHbIE IP-a1peca: No3BoJISET UCKNOYNTb onpeaesieHHbIe ya/leHHble agpeca U3
CKaHUPOBAHNA (YHKLMEN 3aWnThl OCTYyNa B IHTepHeT. 3To nosie3Ho, Korja 3aluTa 4ocTyrna B
WHTepHeT Bbi3biBaeT NpobsemMbl COBMECTUMOCTMW.

SMART SECURITY EIZED O X
JononHuTeNbHbIE HAaCTPOUKKU “ x|
| Moayne o6Hapyxenns © B zawwuta goctyna B WkTepHet 5
OGHoBNEHME BrntounTe 33Ty AocTyna B MHTepHeT 'D i}
| Jawuta B Crannpoeate cueHapun Bpayzepa m (i}
3awmnTa painnoBon cMcTeMel BKFOUMTE 33LLMTY OT GULLIMHIA 'D (3]
B peanbHOM BpeMeHH
| 3awwTa goctyna k cetn @D
SSL/TLS VIcKAHOYEHHEIE NPUAOKEHIA WizmeruTe L]
3aWMTa NOYTOBOrO
KNWeHTa Wekntouenneie IP-agpeca KMzmeHuTs (3]
3awuTa focTyna B
WHTepHeT | ¥npaenenwe cnnckom URL-agpecos 3
3awmuTa bpay3epa
KouTtpons ycrpoiicte @D
| CrannposaHwne Tpaguka HTTP(S) 5
| Cepanc
ThreatSense 5
MoaxntoyeHne
WuTepdeiic | PoAMTENLCKMA KOHTPONL 5
nonszoeatens &)
| YeegomMaeHMA 5 ]
Mo ymonuanmio I~':|7'l:l|( OTmeHa

3awmTa Beb-goctyna 6ynet otobpaxaTh cneaytollee coobueHne B bpaysepe, korga Bed-canT
3a6,10KNpOBaH:
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«—EI] Mpegynpexaenue! ESET X [—{— RV _ o X

& - O @ A FE =R | = L'

A O6Hapy>xeHa yrposa

371a Beﬁ-CTpaHL‘I Ld COAEPXMWT NOTEHUMANBHO ONacHOE COAEPXKMMOE.

¥rposa: HTML/Scrinject.B TposiHCKaa nporpamma

Bocryn kK Hemy 3a6nokmpoeaH. Baw komneioTep B 6esonacHocTw.

OTKpbITL Basy 3HaHWiA ESET | www.esetnod32.ru

NnnoCcTprupoBaHHbIE MHCTPYKL M

- CnepnytoLine cTaTby 13 6a3bl 3HAHWIN ESET MOryT ObITb AOCTYMHbI TOJIbKO Ha @aHTINACKOM fi3blKe:
* MickntoyeHmne besonacHoro Beb-canta 13 6JIOKMPOBKM 3aLUMTON A0CTYNa B UHTEPHET
* bnokupoBka Beb-caiTa C NOMOLLbI ESET Smart Security Premium

VNCKNIoYeHHble NPUJIoXKEeHHUs

YT106bl NCKNIOYNTb CKaHMPOBaHME 0OMeHa AaHHbIMK 419 OnpeaeseHHbIX NPUIoXKeHU, fobaBbTe nX
B CrncoK. CoeaMHEHNS BbIAENEHHbIX NPUIOXKEHN NO NPOTOKOMAAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NPOBEPATHCA Ha HaMyme yrpo3. PeKoMeHayeTCs UCNO0Ib30BaTh 3TY BO3SMOXHOCTb TOJIbKO A1 Tex
NPWJIOXKEHNIA, KOTopble paboTaloT HEKOPPEKTHO, €C/IN NX COeANHEHUS MPOBEPSIOTCA.

3anyLieHHbIe MPUIoXXeHNs 1 cnyxbbl ByayT [OCTYNHbI 34€Cb aBTOMATUYECKMW, KO Aa Bbl LLENKHUTE
[o6aBuTthb. LLienkHuTe ... 1 NepenanTe K NPUI0KEHNO, 4TOObI 406aBUTb NCKIOYEHNE BPYYHYIO.

N3MeHUTb: n3MeHeHne BbibpaHHbIX B CNUCKE 3amnncei.

Ypanutb: yaaneHune solbpaHHbIX 3anucei N3 Cnmcka.
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SMART SECURITY EIZEm o X

McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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E=ED SMART SECURITY ez O X

McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

YnpaBJjieHUe CNMCKOM URL-appecoB

C nomolblo NapameTpa YnpassiieHne CNMCKOM URL-afpecoB B pa3fesie PacllipeHHbIe NapaMeTpbl
> 3awmTa > 3awmTa goctyna B MHTepHeT MOXHO yKa3aTb ajpeca HTTP, KoTopble ciefyeT
610KMPOBATb, Pa3peLnNTb AN UCKIIOYUTL N3 CKAHUPOBAHNSA COAEPXKMMOTO.

MPOTOKONbI SSL/TLS AOSKHBI ObITh BKAOYEHbI, €CJIN HYXXHO (PUNbTPOBaTb afipeca HTTPS B OMNOJIHEHUE
K HTTP. B npoTuBHOM cJjly4ae B cnncok byayT nobassieHbl TONbKO MoCeLLeHHble BaMU LOMeHbl HTTPS-
CaNToB, @ He NOJIHbIA URL-agpec.

MoceweHne Beb-canToB, L0HaBNEHHBIX B CMUCOK 3a0/I0KMPOBaHHbIX aApPecoB HEBO3MOXXHO, KpoMe
Cny4aes, Korfa nx agpeca Takxe gobassieHbl B CMMCOK pa3peLleHHbIX aapecoB. Beb-canTol u3
CMUCKa appecoB, A1 KOTOPbIX OTKJII04E€HO CKaHMpPOBaHUe COAEePXXUMOro, 3arpyxatoTtca 6e3
NPOBEPKUN Ha BPEAOHOCHbIN KOA.

Ecnn Bbl XoTUTE 3a6/10KMPOBaTh BCe HTTP-aApeca, KPOMe aflpeCcoB, BKIOYEHHbIX B aKTWUBHbIN CNKUCOK
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pa3peLUeHHbIX agpecoB, 1006aBbTE CUMBOJ «*» B aKTUBHbIA CNMCOK 3a0/10KUPOBaHHbIX
afApecos.

B cnmnckax MOXXHO MCN0b30BaTh Takue CreunanbHble CUMBObLI, KaK «*» (3Be3004Ka) U «?»
(BonpocnTenbHbIA 3HaK). CUMBOJ 3BE3404KN 3aMeHAeT Ntobyto nocnefoBaTesIbHOCTb CUMBOJIOB, a
BOMPOCUTENbHBIN 3HAK — Nt060N CMMBON. ByibTe BHUMATENbHbI NPU YKa3aHUN aapecos,
NCKNIOYEHHBIX 13 NMPOBEPKM, MOCKOSIbKY 3TOT CMUCOK O0JKEH BKOYaTb B Ce6S TONIbKO LOBEPEHHbIE
N HagexHble agpeca. TOYHO Tak XXe HYy)KHO ybeanTbCsa B TOM, YTO CUMBOJIbLI WabnoHa * n ? B 3ToM
CMUCKe UCNONb3YTCA NpaBuabHO. CBeAEeHNS 0 TOM, KaK MOXXHO 6e30nacHO 0603HaYMTb LenbIn
[OMEH, BKJIl04asa BCe NOAOOMEHbI, CM. B pa3aene [Jobasnenne HTTP-agpeca Win Macku JOMeHa.
YT0b6bl aKTMBMPOBATbL CANCOK, YCTaHOBMTE (hlaXkOK CNUCOK aKTUBEH. EC/I1 Bbl XOTUTE NnonyyaTb
YBEOOMJ/IEHNS O TOM, YTO B afpEeCHYI0 CTPOKY BBOOAUTCA agpec U3 TeKyLero Cnucka, yCTaHoBuUTe
(hnaxok YBeaoMnATb O NPUMEHEHUN.

Ecnan napaMeTp He CKaHUPOBaTb Tpacbm( C oOMeHaMu, KOTOpbIM goBepseT ESET BKJ1IOYEH
B pa3fgene SSL/TLS, Ha OOMEHbI B benom CMNUCKe, KOTOPbIM ynpaBnseT ESET, He 6y,ueT
paCHpOCTpaHﬂTbCﬂKOH@MprauMﬂpraBﬂeHMﬂCHMCKOMlJRbaﬂpeCO&

E=ED SMART SECURITY Exrmm O X

Cnucok aapecos

Q
Wma cnncka Tune: appecos Onucanne cnncka

Cnucok paspelleHHbx 3pecos Paspeluero

Crnncok 3aBnoKMpoBaHHBI 34PECoE 3aBnokwpoBaHo

Crnncok 3APECOE, NCKMHIYEHHBIX W3 CKAHWMPOBAHWA COAEDMNMOro HargeHHan BEREAOHOCHE ..

NoGaeuTe Mmnopt  3Skcnopt

OoBaeLTe B CNHCOK 3aBN0KMPOEAHHLIX 34PECOE NOACTAHOEOUHIN 3HaK (*), uToBkl GROKMpOEaTE BCe URL-aapeca, KpoMe aapecos,

EKNHOUYEHHELX B CIMCOK pazpelleHHBIX.

DJZ1IeMeHTbl ynpasJjieHusA

[o06aBuTb: CO3aHNe HOBOIro CMMCKa B AOMOJIHEHME K NPeABapuTeNbHO 3aAaHHbIM. 3TO MOXET BbITb
NnoNe3Ho B C/ly4ae, ec/in Bbl XOTUTE NIOrMYECKN pa3fennTh pasHble rpynnbl agpecos. Hanpumep,
OAVH CNNCOK 3ab/10KMPOBaHHbIX aApPecoB MOXET CoAepXXaTb afpeca, NoNyYeHHbIe U3 Kakoro-nnbo
BHeLLHero ny6an4yHoro YepHoOro Cnucka, a BTopon — agpeca, AobasneHHbie Bamu. Takmm obpasom
BHELUHWIA CMNCOK MOXXHO ByaeT nerko 06HOBUTb, HE BHOCA N3MEHEHWIA B BaLL JINYHbIV CMINCOK.

N3MeHUTb: peakTMpOBaHME CYLLECTBYIOLWMX CNINCKOB. ICMoNb3yinTe 3Ty yCTaHOBKY ANs
no6aBneHns v yaaneHns agpecos.

Ypnanutb: yoaneHve CyLwecTBYOLWMNX CMUCKOB. TOIbKO A1 CIUCKOB, CO34aHHbIX MOCpPenCTBOM
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KOM

aHObl ,D,OGaBVITb. YnaneHne cnnckoB no YMOJZTHaHNIO HEBO3MOXXHO.

Cnucok appecoB

B 3TOM pa3fenie MOXHO yKa3aTb CNUCKM HTTP(S)-aapecoB, KoTopble ByayT 6/10KMpoBaThCS,
Pa3peLlaTbCs UIN UCKI0YATHCA U3 MPOBEPKM,

Mo yMOn4aHuo OOCTYMHbI Cnedylowmne Tpu Cnmcka.

* CNMCOK appecoB, UCKJIIOYEHHbIX U3 CKAHUPOBaAHUA copepXXUMoro. [115 Bcex
n,00aBNEHHbIX B 3TOT CMMCOK aipeCOB MPOBEPKA Ha Ha/Myne BPeLOHOCHOM0 KOAA BbIMONHATLCS
He byper.

* CNMCOK paspelueHHbIX agpecoB. Ecnm ycTaHoBNeH (hnaxKoK «MpefoCcTaBnTb AOCTYN TObKO
K pa3peLLeHHbIM HTTP-agpecaM», a B CrMCKe 3abI0KMPOBaHHbIX aflpeCcoB YKa3aH CUMBOJI
3BE3404KM («*» — 610KMpOBaTL BCe aapeca 6e3 UckaYeHnn), noab3osaTento byaer
NpenocTaBfieH AOCTYN TONbKO K pa3peLlleHHbIM agpecaM. Agpeca B 3TOM CMMCKE 0CTaloTCH
LOCTYMHbLIMU, faXKe eC/IN OHW BKJTIOYEHbI B CMNCOK 3ab10KNPOBaHHbIX aipecoB.

* Cnncok 3a6n10KMpoBaHHbIX aapecoB. [10/1b30BaTeNb HE CMOXET MONYHYNTb AOCTYM K
ajpecam 13 3TOro CrnucKa, eCN OHN HE BKJTIOYEHbI B CMUCOK Pa3peLleHHbIX afpecos.

Y7106bI CO3aTb HOBbIV CMNCOK, HAXXMUTE KHOMKY Jlo6aBuTb. [N yLaneHns BblAENEHHbIX CMICKOB
Ha>XMUTE KHOMKY Y BanuThb.

SMART SECURITY EXzED o X

Cnucok aapecos

(@]
.

Wma cnncka Tune: agpecos Onncanme cnncka
Crvcok paspeLueHHbEx 8Apecos Paspeluero
o
Crvcok 3aBnoKMpoBaHHBR 34pecos 3abnoknpoBaHo
Crncok aapecos, NCKIKYEHHBIX M3 CKAHWPOBaHUA cojepxmnmore  HaligeHHan spegoHocHan...
Jo6aeuTs Wmnopt  3kcnopt

NobaesTe B cnvcok 3a6N0KMPOBAHHEX 34pPECOB NOACTAHOEOUHKIN 3HaK (*), utobbl Bnokmpoeats Bce URL-agpeca, Kpome agpecoE,
BK/IHOUYEHHED B CNNCOK Pa3peLlleHHbI.

NnnocTpnpoBaHHbIE MHCTPYKLMN

Cnegnytowmne ctaTbh 13 6a3bl 3HaHWA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHIJIMACKOM SA3bIKE:
* NicknoveHne b6e3onacHoro Beb-canta n3 610KMPOBKM 3aLLMTON AOCTYNA B UHTEPHET

* bIoOKMpoBKa BeO-CalTa C NOMOLLbIO MPOAYKTOB ESET A5 Windows OJ151 JOMALLHEro
MCN01b30BaHNUSA
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LononHnTeNbHbIE CBEAEHNS CM. B pa3nene YnpaBseHue Crnnmckom URL-apecos.

Co3paHue CcnUcCKa agpecoB

B 3TOM AnanoroBomM oKHe MOXHO HaCTPOUTb HOBbIM CNUCOK URL-a1pecoB 1 Macok, KOTopble 6y11yT
6J'IOKVIpOBaTbCFI, pa3pewaTbCAa NN NCKNKYaTbCA U3 NMPOBEPKN.

MO>XXHO KOH(pUTrypnpoBaTh C/iefyoLine onuun.
Tvn cnucka apgpecos. [JOCTYMNHbI TPU TUMa CNUCKOB:

* HanpeHHasa BpepoOHOCHaA NporpaMmMa nponyiueHa. Bce fobaBneHHble B 3TOT CNNCOK
afpeca He 6yoyT NPOBEPATCS Ha HanUyMe BPeAOHOCHOMO Koaa.

 3abnokupoBaHo. [10CTyn K afpecaM, yKa3aHHbIM B 3TOM Crncke, byaeT 3ab610KNPOBaH.

* PaspeweHo. [JocTyn K agpecam, yKka3aHHbIM B 3TOM cnuncke, byaeT paspelueH. Agpeca B 3TOM
CNUCKe pa3peLleHbl, JaXKe eC/I OHWN BKIOYEHbI B CMIMCOK 3ab10KMPOBaHHbIX agpecos.

MMa cnucka: 34ech yKasbiBaeTCA UM CNKUCKa. DT0 nosne byaeT HeLOCTYNHO NpW peaakTUpoBaHUN
OZHOTO U3 NpefBapuUTENibHO 3aAaHHbIX CMINCKOB.

OnucaHue cnucKa: 34ecCb yKa3blBaeTCa KpaTKoe onucaHue cnucka (HeobssaTensbHo). 3TOT
napameTp HefoCTyNneH Npu pefakTMPOBaHUM OAHOMO N3 NpeABapUTebHO 3alaHHbIX CMIUCKOB.

YT106bl aKTMBMPOBATL €ro, PAAOM CO CMUCKOM LLeNKHUTE 31eMeHT CNUCOK aKTuBeH. Ecnn
HeobxoAMMO nosyyaTb YBeAOMJIEHUE, KOrAa NpU foCTyne K Beb-caiTaM 1Cnonb3yeTcs
onpeaeneHHbIN CNnCoK, BoibepnTe YBeAOMAATL O NPUMEHEHUU. Hanpumep, Bbl Noay4nTe
yBeAOMJIEHUNE, KOrja [oCTyn K Be6-canTy 6yaeT 3abn0KMpoBaH NN pa3peLLeH no npuynHe
NPUCYTCTBMS €ro agpeca B CNcke 3abNoKNPOBaHHbIX UM pa3peLleHHbIX agpecoB. Ha paboyem
cToNIe 0TOBPA3NTCA COOTBETCTBYIOLEE YBEAOMIIEHNE.

Cepbe3HOCTb PerucTpupyembix cobbITU. CBeeHNS 0 KOHKPETHOM CMUCKE, UCMO/Ib3YEMOM MpU
[oCTyne K Beb-cariTam, MOryT ObITb 3anncaHbl B halisibl XKypHana.

dneMeHTbl ynpaBJieHUus

Dob6aBuTtb. [JobaBneHne HOBOro URL-agpeca B CNMNCOK (HECKObKO aflpecoB CcnefyeT yKasblBaTb
4yepes 3anaTylo).

N3MeHUTL. /I3MeHeHNne cyLlecTByloLWero agpeca B cnncke. [locTynHo ToJIbKO A5 afpecos,
CO3JaHHbIX C NOMOLWbIO QYHKLMM [LoOaBUTD.

Ypanutb: yoaneHve CcyLwecTBYOLWNX agpecos U3 cnucka. JocTynHo TONbLKO AN afgpecos,
CO3JaHHbIX C MOMOLbIO YHKLMM [LoOaBUTD.

MmnopT. mnopT hanna ¢ URL-agpecamm (B Ka4yecTBe pasgenntens ciefyeT UCNO0JSIb30BaTb pa3pbiB
CTPOKW, HanpuMep TeKCTOBbIN hans C KOAUPOBKOM UTF-8).
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Kak pobaButb MacKky URL-agpeca

I'Ipemue 4eM BBOOUTb Hy)KHbIIh afpec nnm MmaCcKy JOMeEHa O3HAaKOMbTECb C YKa3aHNAMU B 3TOM
ONanoroBoM OKHe.

ESET Smart Security Premium Nno3BosisieT nosib3oBaTenam 6/10KMpoBaTh AOCTYN K YKa3aHHbIM Beb-y3nam
n NpenoTBpawaTb oTobpaxeHne ux cogepxxumoro B Beb-bpaysepe. Monb30BaTelb MOXET yKa3aTb
afpeca, KOTopble He0OX0ANMO UCKMIYNTL M3 NPOBEPKN. ECAM nofHOe nMAa yaaneHHOro cepeepa
HEN3BECTHO UM NOJIb30BaTENb XO4ET YKa3aTb rpynny yAasieHHbIX CEPBEPOB, TO ANS
NOEHTUMUKALUN TaKON rPynbl MOXXHO UCMONb30BaTb TaK Ha3blBAaeMble MacKW. T MaCKu
obo3HayvalTCa cMMBONaMn ? 1 *,

* icnonb3ynTe «?», 41T06bl 3aMeHNTL Nt06ON CUMBOJ.
* icnonb3ynTe «*», 4Tobbl 3aMEHNTbL TEKCTOBYHO CTPOKY.

Hanpumep, Macka *.c?m NpMMeEHSETCSA KO BCEM afpecaM, Y KOTOPbIX NoCaeaHAa YaCTb Ha4YMHaeTCsa C
OYKBbI «c», 3aKaHYMBaAETCA OYKBOM «m» U COAEPXKMNT HEN3BECTHLIN CUMBOJT MEXAY HUMU (.com, .cam U
T. 0.).

HavanbHasa nocnefoBaTenbHOCTL «*.» nepes UMEHEM AOMeHa UHTeprnpeTnpyeTcs ocobbiM obpasom.
Mpexpae Bcero, B JaHHOM CJly4ae NoACTaHOBOYHbIN 3HAK * He COOTBETCTBYET CMMBOJIY KOCOW 4epThl
(«/»). CMbICA 3TOr0 UCKNOYeHNs — n3bexaTb 0b6xoda MacKu, HanpuMep, Macka *.domain.com He
OyneT COOTBETCTBOBATb http.//anydomain.com/anypath#.domain.com (Takon Cy(pdUKC MOXXHO
npucoeanHUTbL K ntobomy URL-agpecy, He BIMAS Ha 3arpysky). Bropas 0ocobeHHOCTb B TOM, 4TO «*.» B
3TOM 0CO60OM Cy4ae Tak)Xe COOTBETCTBYET MyCTOW CTPOKe. IT0 No3BonseT 0603Ha4UTb O4HOM
MaCKOW Lenbli JOMeH, BKJIl04as BO3MOXHbIE NoAA0MeHbl. Hanpumep, Macka *.domain.com Takxe
COOTBETCTBYET http.//domain.com. ICNONb30BaTb Macky *domain.com Bb1n0 6bl HEBEPHO, MOCKOSIbKY
OHa TakK)Xe coBnana bbl C http://anotherdomain.com.

CkaHupoBaHue Tpaduka HTTP(S)

o yMon4aHMIo ESET Smart Security Premium CKaHUpyeT Tpauk HTTP U HTTPS, KOTOPbIA NCMOSb3yeTCs
NHTepHeT-bpay3epamun n Apyrummn npunoxeHnammn. OTKAOYaTb CKaHUPOBaHNE Tpaduka cneayeT
TOJIbKO B TOM CJ1y4ae, ECNIN Y BaC BO3HUKIN I'Ip061'leMbI CO CTOPOHHUM MPOrpaMMHbLIM obecneyeHunem
N BaM HY>XHO 3HaTb, Bbl3BaHa /11 r|p06neMa pewieHneM ESET Smart Security Premium.

BKNOYUTb CKaHUpoBaHue Tpaduka HTTP — HTTP-TpadK OTCEXMBAETCA 419 BCEX MOPTOB U
NPUSIOXKEHNI.

BKJ1IO4UTb CKaHMpOBaHue Tpaduka HTTPS — 415 nepefayn Tpacmka HTTPS Mexay CEPBEPOM U
KJIMEHTOM MCMOJMIb3yeTCs 3alundPOBaHHbIA KaHas. ESET Smart Security Premium npoBepsieT obmeH
JlaHHbIMK C MOMOLLbIO NMPOTOKOJI0B SSL 1 TLS. MporpamMma cKaHUpyeT TpaduK TONbKO Ha Tex nopTax,
KOTOpble yKa3aHbl B napameTpe MopTbl, UCNONb3yeMblie NPOTOKOJIOM HTTPS, BHE 3aBUCMOCTU OT
BEPCUM OMepaLNOHHON CMCTEMbI (Bbl MOXXeTe f06aBUTb MOPThI K MpeABapuTesbHO 3a4aHHbIM 443 1
0-65535).
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ThreatSense

ThreatSense — 3T0 TEXHOJIOT S, COCTOSALAA U3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHAPY)XEHMS Yrpo3.
Ta TeXHOIOrns SABASETCS yNpeXxJatoLlei, T. €. OHa 3aLlMLLAEeT OT HOBOW Yrpo3bl Y)Ke B Havase ee
pacnpocTpaHeHus. Mpn 3TOM UCNOMb3YETCSA COMETaHNe aHan3a 1 MOAENNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
NaHHbIX OAHOBPEMEHHO, YTO AenaeT 3PMEKTUBHOCTL U KOMMYECTBO 0OHAPYXMBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHOOrUs ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYyTKUTbI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpOB CKaHMPOBAHWS:
* pacCLLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYETaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHU OYUCTKN U T. A.

YT106bI OTKPLITH OKHO MAapPaMeTPoB, LLENKHUTE ThreatSense B OKHE pPaCLUVPEHHbIX NapaMeTpoB 1oboro
MOy s, UCNOJIb3YIOLLLEr0 TEXHONOTUIO ThreatSense (CM. HUXKE). Pa3Hble cLieHapun obecnevyeHuns
6e30macHOCTM MoryT TpeboBaTh Pa3IMYHbIX HACTPOEK. MO3TOMY TEXHONOr M0 ThreatSense MOXXHO
HAaCTPOWUTb OTHAENbHO A1 KAXXA0r0 13 NEPEYUCIEHHbIX Janee Moayien 3aLnThI.

* 3alMTa B peXxume peasibHOro BpeMeH!
* CKaHMpoBaHWe B COCTOAHUN NPOCTOA

* CKaHMpOBaHMe Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3almMTa NOYTOBOr0 KJINEHTa

* 3aWmMTa fgocTtyna B IHTepHeT;

* CKaHMpoBaHMe KOMMbIOTEpa

MapameTpbl ThreatSense XOPOLLO ONTUMU3MPOBAHbI 419 KAXXA0r0 U3 MOAYen, a UX U3MeHeHune
3Ha4YNTEesIbHO BANSET Ha NOoBefeHne cucTemsl. Hanpumep, n3MeHeHne napameTpoB CKaHUPOBaHUA
YMaKOBLLMKOB B PeXNMe peanbHOro BpeMeHu 1an BKIYEeHNe paclumpeHHon 3BPUCTUKN B MoAyJie
3aWmnThl hansIoBON CMCTEMbI B pEXMME peasibHOr0 BpeMeHN MOXeT 3aMef/inTb paboTy cMcTeMbl
(0BbI4YHO TOJIbKO HOBbIE (halsibl CKAHUPYTCA C NPUMEHEHUEM 3TUX METOL0B). PEKOMeHAyeTCs He
N3MeHATb NapameTpbl ThreatSense N0 YMOJIHAHUIO HU AN KAKUX MOAYJIEN, KpOMe MOAY A
«CKaHMpOBaHMe KOMMbOTEPa».

CKkaHupyeMbie 00beKTbl

B 3TOM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (haliibl KOMMblOTEPa, KoTopble byayT
CKAHMPOBATLCS Ha HaMYMe 3aparkeHui.

OnepaTuBHaﬂ NnaMATb: CKaHNPOBaHNE Ha HaJIN4YNE YIrpo3, KOTOPbIE aTaKYOT ONepaTUBHYO MNaMATb
CNCTEMBDI.
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3arpy3o04Hble CeKTOpPbI/UEFI. 3arpy304Hble CEKTOPbI CKAHMPYOTCS Ha HanYne BPeLOHOCHbIX
MPOrpaMm B OCHOBHOW 3arpy304HOI 3anucu. [Lono/iHUTe bHble CBeeHns 0 UEFI CM. B I10CCapUN.

MouyToBble pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. MporpamMma NoAAep)XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOTUe apyrue.

CaMOpaCﬂaKOBbIBaIOI.I.I,VIeCﬂ apXxuBbl. TUM apXMBOB (SFX), COLEpPXNMOE KOTOPbIX MOXET
N3BJIEKATbCA aBTOMaTUYECKHN.

MporpaMMbl CKaTUA UCNOJNTHAEMbIX (panIoB: B OT/IMYME OT CTAaHAAPTHBIX TUMOB APXUBOB,
NPOrpaMMbl CXKaTUSI MCNOJIHAEMbIX DaN0B MNOC/E 3anyCcKa pacnakoBbIBaAlOTCS B NaMaTu. bnarogaps
3IMYNSALUMM KOAA MOAY/lb CKaHMPOBAHMNS PACNO3HAET He TONIbKO CTaHAAPTHbIE CTaTUYeCKune
YNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXKECTBO APYriX TUMOB YrNaKOBLLMKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeaMET 3apakeHuid. [JoCTynHbl cneaytoLme
BapWaHThbI:

IBPUCTUYECKUIA aHANMU3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLbIO CNeLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToAa SBASETCS CNOCOOHOCTb MAEHTUMLMPOBATL
BPEAOHOCHbIE MPOrpamMMbl, CBELIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAOCTaTKOM Xe SIBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUrHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: 415
PACLIVPEHHOr 0 3BPUCTNYECKOr0 aHaN3a NCMOb3yeTCs YHUKAbHbIA 3BPUCTUYECKUA afropuTm
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH /1 0OHAPY)KEHMSI KOMMbIOTEPHBIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbIX f3blIKax NMPOrpamMMUpoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKIN 3HAYNTENIbHbIM 06Pa30M YBEIMYNBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NoOMOLLbI0 CUTHATYpP OCYLLECTBASETCA TOYHOE 0bHapyXeHne n
naeHTUnKauns supycos. CuctemMa aBToMaTUYeCKOro 06HOBNEHUS 0becneynBaeT HalM4Me HOBbIX
CUrHaTYyp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCcTaTKoOM Xe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBAHHbIE BEPCUN).

O4yucTkKa

MapaMeTpbl O4UCTKM ONPeAensioT nosefeHne ESET Smart Security Premium Npy 041CTKe 0O6BEKTOB.
MpefyCMOTPEHO YETbIPE YPOBHS O4NCTKMN.

ThreatSense UMeET TakWe YPOBHU NCMPaBAEHUS NPOBEM (T. €. 04NCTKN):

UcnpaBsieHue B ESET Smart Security Premium
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Bcerpa ncnpasnaTtb MblITaTbCA UCNPABASATb 0BHAPYXEHNS Npu 04NCTKe 06beKToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib30BaTeNs. B HEKOTOPbIX Cinyyanx
(Hanpumep, C CMCTEMHbIMK (hanamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAETCS B UCXOLHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3
obHapy>XXeHUs, ecin 3TO BMeLIATeIbCTBa KOHEYHOrO NoJb30BaTeNsA. B HEKOTOPbIX CllyYasnx
6e3onacHo, B apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apXMBbI, KOTOPbIE COAEPXAT U
c/ly4ae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecim 0bHapyXXeHne He yaaeTcs

NCNPaBnTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA NCNPaBASATbL 0OHAPY)KEHUS NPU 04NCTKE 06bEKTOB. B
obOHapy>XeHUs, ecsin 3TO HEKOTOPbIX C/y4asXx, €C/IM HU OAHO W3 AEeNCTBUIA BbIMOJIHATD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0J1b30BaTE/Ib NOJyYaeT NHTEPAKTUBHOE
c/lyyae cnpaliMBaThb npeaynpexaeHue, B KOTOPOM C/ieayeT BbibpaTb Ae/CTBME MO

NCNPaBAEHWIO (HanpyuMep, YAaIUTb AU NPOUrHOPMPOBATL). ITOT
napameTp pekoMeHAyeTCs B 6ONbLUMHCTBE C/y4Yaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesto OT06pa)KaeTCFI NHTEPAKTUNBHOE OKHO Mpwn

KOHe4YHoro 04YNCTKE 0OBLEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpasseHNo

noJib3oBaTtensa (HaanMep, YOoaJlinTb NN I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAgHa3Ha4€H
nns 6onee onbITHLIX NOb30BaTENEN, KOTOpPbIE€ 3HaAlOT, KakKNE NencTBuns
cnepyet npeanpuHATb B Clly4ae 06Hapy>KeH|/|;|.

UcknouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasgen ThreatSense NO3BONSET ONpPeaeNUTb TUMbI
thannos, Nognexawmx CKaHNPOBAHMIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense A1 CKAHUPOBAHUS KOMMbOTEPa Mo TpeboBaHMIo
TakK)XXe LOCTYMHbI ONMCaHHbIE HUXXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/lbTEPHATMBHbLIE NOTOKN AAHHbIX,
ncnosb3yemble (hansioBON CUCTEMON NTFS, — 3TO CBA3M (halnioB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOb30BaHUN 0ObIYHBIX METOA0B CKaHMPOBaHNA. MHOrme 3apaxeHus
MaCKUpyloTCa NOL anbTepHaTUBHbIE NOTOKMN AaHHbIX, MbiITasCb N3bexxaTb 0bHapyKeHus.

3anyckaTb ()OHOBOE CKAaHMPOBaHMWE C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHNPOBaHUSA
noTpebnsieT HEKOTOpPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecnn nonb3oBaTesnb paboTaeT ¢
pPecypCcoemMK1MMu NporpaMMaMm, MOXKHO akTMBMPOBAThL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHan npoBepki 0TobpaxKaeT BCe 0TCKaHMPOBaHHbIe (Dalsibl B
CaMOpaCnakoBbIBAIOLMXCS apXUBaXx, faXke He3apaXkeHHble (MOXeT co3faBaTb 60/bLIOE KONIMYECTBO
LaHHbIX XXYpPHana CKaHMPOBaHWA 1N yBEIMYMBaTbL pa3Mep ero danna).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3YOTCA
ONTUMaJibHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHOIO YPOBHS CKAHMPOBAaHWSA C

238



COXPaHEHNEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSS OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (hakfoB.
Ecnm onTuMmu3aumsa Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOJb3YOTCA TObKO NOJIb30BaTEIbCKNE
HaCTPOVKN Aapa ThreatSense Ka)K10ro Moy ns.

CoXpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOOHOE 3HAYeHNe BPEMEHW A0CTYMNa K CKaHMPYeMbIM halinam, a He 06HOBASATL UX
(HanpuMep, A5 NCNOJSb30BaHNSA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pasnene «OrpaHnyeHns» MOXHO yKa3aTb MaKCMMalbHbIA pa3Mep 06 bEKTOB U YPOBHY
BJIOXKEHHOCTW apXMBOB /1 CKAaHNPOBaHUS.

NMapameTpbl 06bLEKTOB

MakcumanbHbIK pasMmep obbekTa: onpeaensetT MakCMManbHbIN pa3sMep 06bEeKTOB, NoANEeXaLLnX

CKaHMPOBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PpeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIOYEHUS U3 CKaHMpoBaHWA Bonblunx o6 beKToB. 3HaYeHne
no yMoJi4aHuio: He orpaHun4eHo.

MakcuManbHas NPoAOJKUTENIbHOCTb CKAaHMPOBaHUA oObekTa (C): onpenenseT MakCUMasbHoe
3HayYeHVe BpeMeHu N1 CKaHUMpoBaHMA (annoB B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAIMU). ITa HACTPONKa He MPUMEHSETCA K
OTAEeNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXXeT COOCTBEHHOE 3HAYEHNE 1 YKa3aHHOe BpeMs
ncTeveT, CkaHMpoBaHme ByaeT 0CTaHOBIEHO Kak MOXHO CKOpee BHE 3aBUCUMOCTHW OT TOro,
3aBepLUEHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnun peyb npet 06 apxmse ¢ 60sblIMMKM (hasiamMn, CKaHUpoBaHWe byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia U3 apxmea (Hanpumep, Korfaa nosib3oBaTesb 3afan 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHune anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTallbHble
(haninibl B apxvBe CKaHNpPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHMPOBaHMWA, B TOM Yucie Aas apxusos 60SbLLOr0 pa3mepa,
NCnonb3ynTe napameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuMmanbHbiM pasmep cganna B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMKU npobnemammn 6esonacHoCcTw).

3HayeHne no ymoa4aHuto: He orpaHunyeHo.

HacTpoMKu CKaHMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpefenseT MakCuMaabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHne no ymoa4aHumio: 10.

MakcuMmanbHbIA pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONAET 3a4aTb MaKCMMabHbIN
pa3mMep (haisioB B apxmee (Mpu NX U3BeYeHNN), KOTOpbIe A0/KHbI CKaHUPOBaTbLCA. MakCMasibHoe
3HavyeHne — 3 TB.

He pekoMeHayeTCs U3MEHSTb 3HAaYeHMA MO YMOJIYaHUIO, Tak Kak 00bl4HO A5t 3TOr0 HET 0coboi
MPUYUHBI.
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PoouTenbCKUN KOHTPOJIb

MapameTp BKAIOYMTbL POAMUTENIbCKUA KOHTPOJb MO3BO/SIET MHTErPUPOBaTh DYHKLMIO
POAUTENLCKOr0 KOHTPOIS B ESET Smart Security Premium. LLlenkHUTe U3M@HUTBb pALOM C 3/1EMEHTOM
YYeTHble 3anuncy Nosb30BaTeNeN, YTOObI CBA3aTb YYETHbIE 3aNCK NoJib30BaTesein Windows,
NCnosib3yemMble (hyHKLMER POANTENLCKOrO KOHTPONA, C ONpeeneHHbIMU Nob30BaTeNaAMU ANS
OrpaHNYeHUs NX JOCTYNa K HENPUEMIEMOMY W/IN OMACHOMY COLepXXUMOMY B VIHTepHeTe.

Y4yeTHble 3anUcCH NoJib30BaTeJsien

B pa3nene PaclimpeHHsle napameTpsl > 3awWuTa > 3awuta goctyna B UHTepHeT > PoauTtenbckum
KOHTPOJIb > YYeTHbIe 3anucu nosibzoBatenen > UI3SMeHUTb MOXXHO CBA3aTb y4eTHble 3anucu
nosb3oBaTenen Windows, UCMoOJib3yeMble yHKLMEN POAUTENBCKOr0 KOHTPOJIA, C onpegesieHHbIMY
noJib30BaTeNAMN ANA OrpaHNYeHUs NX JOCTYyNa K HenpmemaemMoMy Uiam onacHoOMy COAepXXMMoMy B
NHTepHeTe.

Ctonbubl

Y4yeTHas 3anucb Windows: M4 NONb30BaTENS.

BKNO4YEHOo: Korha 3ToT NapamMeTp BKJIIOYEH, pO,EI,I/ITE)'IbCKVIVI KOHTPOJIb OJ1A KOHKpETHOIZ y‘-IeTHOl7I
3anncu nonb3oBaTena akTUBEH.

JloMeH: M5 JoMeHa, K KOTOPOMY MPUHaLJIeXXunT MnoJib30BaTeb.

[ eHb poXXaeHuA: onpenenseT BO3pacT MoJib30BaTeNsd, KOTOPOMY NPUHALJIEXUT yYeTHas
3anncChb.

DJZ1IeMEeHTbl ynpasJjieHusA

Do6aBuTb: 0TOOpaXKeHNe ANaNoroBoro okHa PaboTa ¢ YHETHON 3aMmnChio MoJIb30BaTENS.

N3MeHnTb: 3Ta KHOMKa faeT BO3MOXXHOCTb U3MEHUTb BblIOpaHHbIE y4eTHbIE 3anncu.
Ypanute: yaoaneHne BblbpaHHON y4ETHOW 3anuncu.

OOGHOBUTDb: €C/n Bbl 106aBWIN YYETHYIO 3aNUCh NOJIb30BaTenNs, ESET Smart Security Premium MOXeT
06HOBMTb CNNCOK YYETHbIX 3anuncei nosib3oBaTenen 6e3 HeobXoANMOCTM NOBTOPHOIO OTKPbLITUS
AAHHOrO OKHa.

HacTpouKM y4yeTHOM 3anucCK noJsib3oBaTens

B 3TOM OKHe Tpu BKNaLKW.

Ooowue

BknounTe nepeknoyaTeNb pagom C 31eMeHToM BKaKUYeHo, 4Tobbl BKIIOYNTL POANTENbCKNN
KOHTPO/Ib ANs BbIOBpaHHON HUXKE YY4ETHOM 3anucy Windows.

MepBbIM AENOM HYXXHO BbIOpPaTh y4eTHYI0 3aNnCb CUCTEMbI Ha CBOEM KoMMbioTepe. OrpaHnyYeHus,

240



YCTaHOBJ/IEHHbIE B pa3jene «PoauTtenbckui KOHTPOJIb», PaCnpPOCTPaHAKTCA TOJIbKO Ha CTaHAAPTHLIE
y4YeTHble 3anncn Windows. A,EI,MI/IHVICTpaTVIBHbIe y4eTHbIE 3anncn No3BoNAlT obxoanTb orpaHn4eHuns.

Ecnn y4€THaA 3anncb NCNoJib3yeTca oAHUM N3 pouMTeneM, Bblﬁepl/ITe BapunaHT Poputenbckas
yuyeTHada 3anuchb.

YKaxuTe paTy poXxpeHus pebeHka nn1a y4eTHOM 3annck, 4Tobbl onpeaennTb ee ypoBeHb A0CTyNa
1 3a4aTb NpaBuaa AOCTyNa K NOAXOAALLMM MO BO3PacTy Beb-CTpaHMLaM.

Cepbe3HOCTb perucTpupyeMbix coobITUM

MepcoHanbHbIN halepBon ESET Smart Security Premium COXpaHSeT faHHble 060 BCeX BaXKHbIX COObITUAX
B (halisie XXypHasa, KOTOPbI MOXHO OTKPbITb U3 F1aBHOr0 MeHio. LLlenkHuTe CepBuc > ®ainbl
)XYPHanoB 1 BbibepnTe B packpbiBatoLiemMcs cncke XKypHan 35eMeHT POANTENIbCKUA KOHTPOb.

» lnarHocTUKa: perucTpmpyeTtcs nHhopmaums, Heobxoanmmas ans TWaTeNbHON HAaCTPONKM
nporpammbI.

* VlHCl')OpMaI.I,IMIZ 3anncbiBatlOTCA I/IHd)OpMaLI,VIOHHbIe coobLeHns, B TOM yncne pa3peLlleHHbIE N
3361'IOKI/IpOBaHHbIe NCKNTIOYEHNA, a TaKXKe BCe NnepevyncieHHble Bbille 3anncu.

* MpepynpexpeHue: 3anncbIBAaeTCs MHGopMaLmns 060 BCEX KPUTUYECKUX OLINOKaxX 1
npeaynpexaeHusx.

* Huyero — XxypHasnbl He co3aatoTcs.

NckniouyeHus

Co3naHue NCKYEHNS NO3BONAET pa3peLlnTb UK 3anpeTuTb N0JIb30BaTENO AOCTYN K Beb-canTam,
OTCYTCTBYIOLLNM B CMINCKE UCKIIOYEHUIA. DTO NONE3HO, eCn TpebyeTCs KOHTPOAMPOBaTb AOCTYN K
onpegeneHHblM Beb-caTamM BMECTO MCMOJIb30BaHNSA KaTeropuit. ICKno4eHns, co3faHHbie 48 04HOM
Y4EeTHOW 3amnmncn, MOXKHO CKOMMPOBATb M MCNONb30BaTb AN APYrOM YY4ETHOM 3anncu. 3TO MOXeT
6bITb NONE3HO, Korga TpebyeTcs co3aaTbh MAEHTUYHBLIE NpaBuna onsa geten 6a1M3Koro Bo3pacTa.

HaxxmnTe kHornky Jlob6aBuTb, 4T0bbI CO34aTb HOBOE UCK/IOYEHMNE. 3aganTe lencTBue (Hanpmumep,
BnokupoBaTb), BbibpaB ero B paCKpbiBaloLeMCs CUCKe, BBeanTe URL-agapec caMTa, K KOTOpoMy
NPUMEHSAETCA AaHHOe UCKIIIYeHne, 1 HaxxMuTe kHonKy OK. Hosoe ncknoyeHme bypet nobasneHo B
CNNUCOK umetowmxcs, rae byaet otobpaxxaTbCsa TakXXe ero COCTOsSHMeE.

[o6aBuUTb: Co30aHMe UCKIOYEeHUS.

N3MeHnTb: KOMaHAa, NO3BONSAOLWANA U3MEHNTL URL-aapec Beb-cauTa nin [leucreme ans
BbIOPAHHOI 0 UCKJIOYEHMS.

YpanuTtb: KOMaHga, yoanawowas BblﬁpaHHoe NCKKOYEHNE.

KonupoBaTb: BbibepnTe Nosib30BaTessl B PACKPbIBAIOLLEMCS MEHIO, 0TKyAa TpebyeTcs CKonupoBaTb
CO3AaHHOE NCKJIIYEHME.
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EsED SMART SECURITY T X

MNameHuTb YHETHYHD 3anUcCb NONb30BaTENA ?

Obwre Mckmodenwna Kateropun

WMcknrmouerna

Deicrene URL-appec se6-caiita

[oGaeuts Kenwpoeats

3a4aHHble UCKI0YEHNS NepeonpeaensaoT KaTeropun, onpeaeseHHble Aas BblbpaHHbIX y4eTHbIX
3anucei. Hanpumep, ecnm ons y4eTHOM 3anuncy 3abnokuposaHa kateropusi HOBOCTH, HO NMpu 3TOM B
KayecTBe NCKJ0YeHWs 3afaHa pa3peLleHHas HOBOCTHas Beb-CTpaHuLa, To faHHas Beb-cTpaHmua
OyneT [ocTymnHa Aas 3ToN y4eTHOW 3anucu. Jllobble caenaHHble 30eCb N3MEHEHUS MOXXHO
MNPOCMOTPETH B pasfese VcknyeHns.

KaTeropum

Ha Bknagke KaTeropum MoXXHO 3afaTb 06Line kateropun Beb-cantos, KOTopble cnenyeT
6710KMpoOBaTb UM pa3peLllaTb A8 KaXXA0W yY4ETHON 3anncn. YTobbl pa3pelmnTb KaTeroputio,
YyCTaHOBUTE PALOM C Hel pnaxok. ECn h1a)KoK He yCTaHOBJIEH, COOTBETCTBYOLLAA KaTeropus ons
[aHHON YY4ETHOM 3anuncuK pa3peLleHa He byaer.

KonupoBaTb: N03B0ISIET CKONMPOBATh CMMCOK 3a6/10KMPOBAHHLIX MW pa3peLleHHbIX KaTeropui n3
CYLLEeCTBYIOLLEN N3MEHEHHOWN YYE€THON 3anuncu.
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SMART SECURITY EXZED x

MNameHuTb YHETHYHD 3anUChb NONb30BaTENA ?

Obwure Wcknouenna  Kateropuu

KaTteropnm
Q
Kareropua Bospacr Brnroueno
AgTomobunn Bce
ArpeccreHbIi 18+
Ankorons w Tabak 18+
Bes kateropun 18+
BuzHec u kapeepa Bce
BpenoHocHoe cogeprumos C orpanm... D
[ Rra m
Konwpoeats

KaTeropum

YcTaHoBMTE (hN1aXxoK B CToN6LEe BKAIOYEHO psifoM C KaTeropuen, 4Tobbl paspelwnTs ee. Ecnm
OCTaBWTb 3TOT (hJ1aXKOK CHATLIM, COOTBETCTBYIOLLAA KaTeropus 414 AaHHOW YHETHON 3anucu
pa3pelueHa He bypert.

SMART SECURITY EXIED X
M2meHMTb y4eTHYH 3anuck NoAb3oBaTens ?

Obwwue McrnroueHns  Kateropuwu

KaTteropnm
Q
Kateropwa Bospacr  Brnwueno
AgTomobunn Bce
ArpeccHeHbId 18+
Ankorons u TaBak 18+
EBes kateropun 18+
BuzHec u kapeepa Bce
BpenoHocHoe cogeprumos Corpanm.. [
[ Pra m
Konupoeats

Huxxe npuBeaeHbl HEKOTOPbIE NMPUMEPb KAaTeropuii (rpynmn), 0 KOTOPbLIX M0JIb30BaTENSAM MOXET OblThb
Hen3BeCTHoO.

* Pa3zHoe: 06bI4HO YacTHbIE (NI0KaNbHbIE) IP-afpeca, HanpuMep agpeca B UHTPaceTun
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(127.0.0.0/8, 192.168.0.0/16 n T. o). Beb-cant, Ha KoTopoM oTOBparkaeTcsa Kog ownbku 403 nnn
404, Tak>Xe nonagaeT B 3Ty KaTeropuio.

* He paspelueHHan: JaHHaa KaTeropus BKAOYaeT BEO-CTPaHULbI, KOTOPbIE HE pa3peLLeHbl 13-
3a BO3HVKHOBEHUS OWNOKM Npu NOAKYEHUN K MOAY 0 6a3bl JaHHbIX POAUTENLCKOrO
KOHTPONS.

* Bbe3 KaTeropum: Hen3BeCTHble BeO-CTpaHWLbl, KOTOPLIX eLle HeT B 6a3e AaHHbIX
POAUNTENIbCKOrO KOHTPOS.

* InHammuyeckan: Beb-CTpaHuLbl, KOTOPbLIE MepeapecoBbIBAOT Ha APYrue CTpaHuLbl Apyrux
Beb-canTos.

3awuTa bpaysepa

Y7061 HAaCTPOUTb 3aWwmnTy Bpay3epa, OTKPONTE pa3fen PaclumperHblie napaMeTpsl > 3awuTa >
3awuTa Opaysepa v caenante Boibop cpean CreayoLwmx onuuin KOHGUrypaumu:

* 3aWnTa 6aHKOBCKOW oNJaThl

3awuta 0aHKOBCKOM onnaThbl

HacTponTb 3amTy HaHKOBCKOWN 0MNiaThl MOXKHO B pa3fene PacluvpeHHble napamMeTpsl > 3augmMTa >
3awmTa Opaysepa > 3awmuta 6aHKOBCKOM onnaThl.

OcHOBHbIe cBeaeHus

BKNo4YMTb 3alUUTy GaHKOBCKOM onnaTbl: KOrAa BKJOYeHa 3alwmnTa 6aHKOBCKOM onnaThl, BCe
nonaepxuneaemole Beb-6paysepbl No YMOJ1HaHWUIO 6y,El,yT 3aMyCKaTbCA B 3alLlNLLIEHHOM peXnmMe.

3awumTa bpaysepa

BkounTe napameTp 3awmTa Bcex bpay3sepoB, 4Tobbl BCe NofepxrBaemble Beb-bpaysepsi
3anycKannch B 6e30MacHOM pexmnme.

PeXX1M yCTaHOBKM pacCLUMPEHUs: B PACKPbLIBAOLLEMCS MEHIO MOXHO BbibpaTh, Kakue paclinpeHmns
pa3peLleHo YCTaHaBIMBaTb B 6pay3epe, KOTOPbIA 3allMLLEH C MOMOLLbIO ESET: U3MEHEHME peXnMa
YCTAHOBKW pacLUMPEHUiA He BAUSET Ha paHee YCTaHOBJIEHHbIE paclunpeHns Bpay3sepa.

* CyLuecTBEeHHbIe pacLUMPEHMA: TOIbKO CaMble CyLLECTBEHHbIE pacLUMpeHns, pa3paboTaHHble
KOHKPETHbIM Npoun3BoanTenem bpaysepa.

* Bce pacCLluunpeHna: BCE pacllnpeHna, nogaepXXxmnBaeMble KOHKPETHBIM 6pay3ep0M.
NepeHanpaBneHue Ha BeO-canTbl

MepeHanpasieHne Ha Be6-CalTbl HELOCTYMHO, €C/IN BKJIIOYEH NapaMeTp 3aluTa Bcex
bpaysepos.
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BknO4MTb NepeHanpaBJ/ieHne Ha 3aluMuLLeHHble BeO-calThl: eCnin 3TOT NapaMeTp BKJIOYEH, BeD-
CalTbl U3 CNUCKA 3aLMLLEHHbIX CANTOB M BHYTPEHHEr0 CUCKa UHTepHeT-6aHKuHra byayT
nepeHanpaBnATbCA B 3allMLLEHHbIA Bpay3ep.

3awmeHHble Be0-calThbl: CNCOK CalTOB, A1 KOTOPbIX MOXHO BbIGMpPaTh, B KakoM bpay3epe
(06bIYHOM MAIM 3aLLMLLEHHOM) OHM By Ay T OTKpbIBaTbLCA. M0 yMon4aHUo oTobpaxkatoTcs
NH(OPMaLMOHHOe yBegomeHne B Bpay3epe n 3eneHas paMka BOKpyr bpay3sepa, coobuias o TomM,
4TO aKTMBEH 3alUNLLEHHbIN pexxum paboTel B MIHTepHeTe. CBeaeHNs 06 M3MEHEHUMN 3TOr0 CrncKa
npvBeneHbl B pasaene 3allinlleHHble Beb-canThl.

MepeHanpasneHue Ha Beb-canTbl HELOCTYMNHO A5 YCTPOMUCTB C NpoLieccopamm ARM.

3awumLeHHbIn Opay3ep

PacluMpeHHas 3awuTa NaMATK: €C/Iv 3TOT NapaMeTp BKJIIOYEH, NaMATb 3aliuLLeHHoro bpay3epa
byneT 3allMLeHa OT UCCNeN0oBaAHNA APYTrUMUK NPOLIECCaMU.

3awumTa KnaBmaTypbl — eC/v 3TOT NapamMeTp BKOYEH, MH(OPMALMS, KOTOPYIO Bbl BBOAUTE C
KNaBMaTypbl B 3aLlMLLeHHOM bpay3epe, BydeT cKpbiTa 0T APYrMX NPUA0XKEHWA. DTO NOBbILIAET
3aLLMTY OT KJaBMATYPHbIX LUIMNOHOB.

3eneHas pamka bpaysepa: ecnm 3T0T NapaMeTp OTKJIIOYEH, MHOPMALMOHHOE YBELOMIEHNE B
bpay3epe n 3eneHas pamka BOKpyr bpay3sepa He oTobpaxkatoTcs.

3almuieHHblie Be0-cauTbl

ESET Smart Security Premium COAEPXXWUT BCTPOEHHbIN CMUCOK NPeLBapuTENbHO 3afaHHbIX Be6-CanToB,
NPU NOMbITKE OTKPLITUS KOTOPbIX ByAeT OTKPbIBAaTbCS 3aLUMLLEHHbIA Bpay3ep. Bbl MoxeTe
nobaBnaThL apyrve Beb-canThl NAN pefakTUPOBaTb 3TOT CMUCOK B KOH(MIypauun NpoayKTa.

Cnuncok 3awmueHHble Beb6-calTbl MOXXHO NPOCMAaTPUBATh U U3MEHSTb B pa3faene PacluypeHHble
napamMeTpbl > 3aWiMTa > 3awmTa Opaysepa > 3awmTa OAHKOBCKOW onsaTthl > 3allULL,EHHbIe
BeO-cauTbl > U3MEHUTD.

C noMoLLbO NPaBK B CMIUCKE 3aLLMLLIEHHbIX BED-CaNTOB MOXKHO yKa3aTb, KaK OTKPbIBATh
onpeaeneHHbI Beb-canT — B 3awmuieHHoM Bpay3epe, B 06bi4HOM Bpay3epe naum cnpawmsaTb Npu
KaXx[0M nocelieHnn Beb-canTta. OnucaHme onuuin cMm. B pasaene [,obaButb Beb-calT HMXe.

DJ1IeMeHThI ynpaBieHus

[obaBuTb: fobaBneHne Beb-caniTa B CMNCOK N3BECTHbLIX BEDO-CaNTOB.
N3MeHUTb: n3MeHeHmne BbibpaHHOro Beb-canTta.

Ypanutb. YaaneHue BolbpaHHbIX 3anuncen.

MMNopT/3KCNOPT: 3KCMOPT CNICKA 3aLUMLLIEHHbIX BEO-CANTOB 1 €ro MMNOPT Ha HOBOE YCTPOWCTBO.
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[N o6aBuTL BeO-cauT

CtpaHuua Beb-canTa: Beb-caiT HTTPS, K KOTOpoMy ByAeT NpUMeHATLCS NPaBUIo.

OTKpbITb 3TO Beb6-calT C NnoMoLLblO: BbIbepuTe NoBeaeHne ans QyHKLMN 3aLlnTbl BAHKOBCKOW
onnaThkl Npy nocelleHun seb-canTa.

* 3awMLLEeHHbIM ODpay3ep: Beb-caT NnepeHanpaB/geTCs B 3alUULLEHHbIN Bpay3ep n
OXpaHAeTCA KOMMOHEHTOM «3almTa 6aHKOBCKOM ONaTbI».

* 3anpawmBaTh paspeLueHue: npy nocewleHnn sedb-canta nonb3oBaTenb BolbnpaeT, rae ero
cnenyeT OTKPbITb — B 06bIYHOM MK 3awuiLeHHOM Bpay3epe. ESET Smart Security Premium MOXeET
3aMOMHUTb Ball BbIGOP, WK Xe Bbl MOXeTe BbibupaTb Bpay3ep Bpy4yHyO.

* OObI4YHbIN Opay3ep: Beb-canT byaeT oTKpbIT B 06bI4HOM Bpay3epe 6e3 4ON0SHUTENbHON
3aLUThI.

KOHTPOIb YCTPOUCTB

ESET Smart Security Premium obecneymnBaeT aBTOMaTUYECKUA KOHTPOJb YCTPOUCTB (KOMMNAKT-AUCKOB,
DVD-AUCKOB, yCTPONCTB USB 1 T. A4.). LlaHHbIN MOAY b N03BOSISAET 6J10KMPOBaTh WM U3MEHSATH
paclMpeHHble PUAbTPLI U pa3peLleHns, a TakXe yKasbiBaTb, MOXET 1 N0Jb30BaTe b NoJy4YaTh
JOCTYN K KOHKPETHOMY YCTPONCTBY U paboTaTb C HAM. DTO MOXET bbITb YA0OHO, ecnn
aOMUHUCTPATOP KOMMbOTEpPa X04eT NPefoTBPaTUTb NCMONb30BaHNE YCTPOUCTB C HEXeNaTeNbHbIM
COOEPXKMMBIM.

MNopaepXxuBaembie BHELLHUE YCTPOMUCTBA:

e [INCKOBbIN HAaKONUTENb (XKECTKUI ANCK, CbEMHbIN USB-OUCK)
* KomMnakT-/DVD-gu1CK

* [lpuHTEp USB

* FireWire XpaHunuiie

* Bluetooth YCTpONCTBO

* YCTPOWNCTBO YTEHMA CMapT-KapT

* YcTponcTBo 06paboTku nsobpaxkeHum

* Mopembl

* LPT/COM nopT

* MopTaTUBHOE YCTPONCTBO (YCTPOMCTBA OT aKKYyMynATOpa, Takne Kak MyJibTUME ANNHbIN
npourpbiBaTeNb, CMapT(OHbI, CAMOHaCTpanBaLmecs yCTponcTea n T. 4.)

* Bce Tunbl yCTpONCTB

MapaMeTpbl KOHTPOIS YCTPOWNCTB MOXHO M3MEHUTL B pasaene [onoJHUTENbHbIE HACTPONKM >
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3awuTbl > KOHTPOJIb YCTPOMUCTB.

LLlenkHWTe nepeknioyaTeNlb BKAKOYNTL KOHTPOJIb YCTPOUCTB, YTOObI BKJIOUNTL (YHKLNIO
KOHTPOJS YCTPOWCTB B ESET Smart Security Premium. YT0Obl 3TO M3MEHEHMe BCTYNU/I0 B CUAY,
HeobxoAMMO nepe3anyCcTUTb KOMMboTep. Mocie BKIOYEHUS KOHTPOJIA YCTPONCTB MOXKHO HAaCTPOUTb
npaBuna B OKHe PelakTop NnpasuJl.

Bbl MOXeTe co3aaTb pa3Hble rpynnbl YCTPONCTB, K KOTOPbLIM ByayT NPUMEHATLCS pa3Hble
npasuna. MoXXHO co3aaTb TOJLKO OAHY rpynny YCTPOMCTB, K KOTOPON NPUMEHSAETCS NPaBuo C
nencrtemem PaspewnTb 1 BnokupoBKa 3anucu. baarogapsa 3ToMy, KOrga K KOMnbloTepy
NoAKJI04ATCA HEPaACMNo3HaHHbIE YCTPONCTBA, DYHKLMA KOHTPONS YCTPONCTB Ux 61oknpyeT.

Mpy NOAKNOYEHUN YCTPONCTBA, 3ab610KMPOBAHHOMO CYLLECTBYIOLUM NpPaBuioM, 0Tobpa3nTca OKHO
OMNOBELLEHNS, N OCTYN K YCTponcTBy byaeT 3ab10kmpoBaH.

PepakTop npaBun AN KOHTPOJIA YCTPOUCTB

B okHe PepakTop npaBun Ans KOHTPOJA YCTPOUCTB 0ToOpaXatoTca cylecTyowme npasuna. C
€ro NMoMoLLbI0 MOXHO KOHTPOJIMPOBATbL BHELLIHNE YCTPONCTBA, KOTOPbIE NMOJIb30BaTEIN MOAKII0YA0T
K KOMMbIOTEPY.

SMART SECURITY EXzEER o X
MpaBwna
Q
Hmn Brato... Tun Onucanmne Dedcrene Monesoeatenn  Cepbesnocmn
HoGaBuTe 3anonHKTE

Bbl MOXKeTe pa3pelmnTb nam 3abnoKmMpoBaTh onpenesieHHble yCTPONCTBA A1 KOHKPETHbIX
Nnofb30BaTeNeN UAN UX FPYNM, @ TaKXXe B COOTBETCTBUN C AOMOJNHUTESIbHbIMW NapamMeTpamu,
KOTOpble 3a4alTCA B KOHpUrypaumum npasui. B cnucke npasun 415 KaXx4oro npasuia
oTobpa)kaeTcs onncaHme, BKAKYaloLLee Ha3BaHMe N TUM BHELLHEro YCTPOWCTBa, OeNCTBME,
BbINOJIHAEMOE MOC/e ero NoAKAOYEHNSA K KOMMbIOTEPY, @ TakXKe Cepbe3HOCTb 411 XypHana. Cwm.
TakxXe cTaTbio [lobassieHne npaBma KOHTPOAS YCTPONCTB.

Ina ynpaBneHns npaBuioM UCNOJb3ynTe KHONKK Jo6aBuTb nnn U3MeHnTb. YTobObI CO30aTh
npaBuIo C NCNOJIb30BaHMEM 3apaHee 3a4aHHbIX NapaMeTpPoB 13 APYroro npasuna, HAXKMUTE KHOMKY
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KonupoBaTb. XML-CTPOKW, KOTOPbIE 0TOOPAXKAOTCA, €CAN WENKHYTb NPABUJIO0, MOXXHO CKOMUPOBATh
B Oychep obMeHa. Kpome Toro, OHU MOryT MOMOYb CUCTEMHBIM aAMUHUCTPATOPaM 3KCMOPTUPOBATL
NN UMNOPTUPOBATL 3TW laHHbIE, @ TakXXe UCMOb30BaTh UX.

YT06bl BbIAENNTb HECKOJIBKO NPaBul, LWEKHUTE UX, YAEPXNBAA Ha)XaTon KnaBuwy CTRL. 3aTeM nX
MOXKHO ByaeT 04HOBPEMEHHO yAanUTb b0 NepeMecTTb K Havyany Wan KOHLY cnncka. C noMoLLbHo
thnaxxka BKAOYEHO MOXXHO OTKJII04aTh M BKJIOYATh NPaBuo. 9Ta PYHKLUNS MOXKET NOHaAobuTbCs,
€C/IN Bbl XOTUTE OCTaBUTb NPaBWJIO.

LLenkHnTe 3anonHUTDb, YTOObLI BbINOJHUTL aBTOMaTUYECKOE 3amnoIHEHNE napaMeTpoB ONA CbEMHbIX
HoCcUTenemn, NOAKAOYEHHbIX K KOMMbIOTEPY.

MpaBuna NpvBeaeHbl B NOPsSAKE UX MPUOPUTETA: MetoLwmne Bosee BbICOKUIA MPUOpUTET NpaBua
pacrnonaratTcsa 6vKe K Havany cnncka. Ons nepeMeleHns oTAeNbHbIX NPaBu UAK rpynn npaBu

NCMONb3yNTE KHOMKMN B Hayano/Beepx/BHu3/B KoHel,.

3anncu XXypHana MOXHO MPOCMOTPETb B [JIaBHOM OKHe rMporpamMmel B pasgesie AHCTPYMeHTbI >
Qanabl XXypHasa.

B XXypHan KOHTPOS YCTPONCTB 3annCbiBalOTCS BCE CyYau, Korga cpabaTbiBaeT PyHKLUMA KOHTPOSIA
YCTPOWCTB.

ObOHapy>XeHHble YCTPOUCTBA

C noMoLLbiO KHOMKN 3anosIHUTb MOXKHO 03HAaKOMUTbLCS CO ClieflytoLLen nHpopmaunen o
NOAK/OYEHHbIX Ha AaHHbIN MOMEHT YCTPOMCTBAaX: TUM YCTPOUCTBA, NPOM3BOAMTESb, MOAESb U
CEepUHbIA HOMep (ecnn ecTb).

BbibepuTe yCcTponcTBO B CMCKE 0OHapYXXEHHbIX YCTPOMCTB 1 HAaXXMUTE KHOMKY OK, 4T0bbl 100aBUTh
NnpaBn0 KOHTPOJIS YCTPOUCTB C NpeABapuUTeNibHO 3alaHHON HgopMaLunen (BCe NnapaMeTpbl MOXHO
HacTpanBaThb).

YCTpONCTBa B peXXNMe HU3KOro 3HepronoTpebneHns (Cnawem pexmMe) oTMeYeHbl 3Ha4YKOM
npegynpexageHusa “ . Ytobbl akTMBMpoBaTb KHOMKY OK 1 o6aBuTbL NpaBuio 418 3TOro yCTPOMNCTBA,
chenanTe cnepywoulee:

* [oBTOPHOE MOAK/0YEHNE YCTPONCTBA

* icnonb3oBaHMe yCTPOMUCTBa (Hanpumep, 3anyck npunoxeHna «Kamepa» B Windows ns
aKTuBauuy Beb-kamepsbl)

IobGaBneHue NpaBuJl KOHTPOJIA YCTPOUCTB

MpaBUIOM KOHTPOS YCTPONCTB ONpefensieTcs AeNCTBIE, BbINONHAEMOE NPU MOLKIIYEHNN K
KOMMbIOTEPY YCTPOWMCTB, KOTOPbIE COOTBETCTBYIOT 3aflaHHbIM KPUTEPUSM.
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YT106bI YyNPOCTUTL NAEHTU(MUKALNIO NPaBuia, BBEAUTE ero onncaHme B nose UMsa. Ytobbl BKIOHUTD
VAN OTKJIKOYUTL 3TO NPABWJIO, LWESIKHUTE MOJI3YHOK PALOM C 3n1emMeHTOM MNMpaBuio BKJAIOYEHO. JT0
MOXXeT BbITb MONE3HO, eC/IM NOSHOCTLIO YAANATb NPABUII0 HE HYXXHO.

Tun ycTpoucTsa

B packpbiBatoLeMCs MeHI0 BbibepuTe TWM BHELIHEro yCTPONCTBa (AUCKOBBIA HAKOMUTE b,
nopTaTUBHOE YCTPONCTBO, Bluetooth, FireWire 1 T. 4.). CBeieHUs 0 TUMe YCTPOMUCTBA NOCTYNatT OT
OnepaunoHHON CUCTEMbI. MIX MOXXHO MPOCMOTPETHL C MOMOLLbIO AUcneTyepa yCTPOWUCTB, eCn
YyCTPONCTBO MNOLK/OYEHO K KOMMbloTepPY. K HaKONUTENSM OTHOCATCA BHELLIHWNE ANCKN U
TPaAULMOHHbIE YCTPONCTBA YTEHUSA KapT NamaTK, NOAKIOYEHHbIE MO NPOTOKOY USB 1K FireWire.
YCTPONCTBa YTEHUA CMApPT-KapT NO3BONSAT YATATb KapTbl CO BCTPOEHHbLIMU MUKPOCXEMaMU, Takue
KaK SIM-KapTbl IV NAEHTUMUKALMOHHbIE KapTO4YKK. MNpumepamm yCTPONCTB A1 06paboTku
n306paXkeHUN cny)KaT CKaHepbl N KaMepbl. Tak Kak 3TW YCTPONCTBa NPeAoCTaBA0T CBEAEHNS
TOJIbKO 0 CBOMX OENCTBUAX, @ HE 0 MoJb30BaTeNaxX, 3absOKMPOBaTb X MOXKHO TOLKO rnobasbHo.

Nencrteue

JocTyn K yCTPOMCTBaM, He NpefHa3HaYeHHbIM A5t XpaHEHUS AaHHbIX, MOXHO TOJIbKO pPa3peLlmnTb
nnm 3abnoknpoBaTb. HanpoTue, NpaBuna Ans YCTPONCTB XPaHEHMSI AaHHbIX NO3BONIAOT BbIOPATh
OZIHO M3 YKa3aHHbIX HMXe Npas.

* Paspewuntb — O6yneT pa3pelleH NoaHbIN AOCTYN K YCTPONCTBY.

* BnokupoBaTb — JOCTYM K YCTPONCTBY byneT 3abn0KknposaH.

* BnokupoBKa 3anucu — ByaeT pa3peLlleHo TONbKO YTEHNE AaHHbIX C YCTPOUCTBA.

* Mpepynpenntb — Npu Ka>x40oM NOAKAOYEHNM YCTPONCTBA NOJIb30BaTE b NOJlyvaeT
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yBeLOMJIEHME, PA3PELLEHO I 3TO YCTPOWCTBO MM 3a6/10KMPOBAHO, 1 NMPU 3TOM CO34aEeTCS
3anncb XypHana. YCTPOWCTBA He 3aNoMIHAOTCS. YBeAOMIEHUS 0TOBpaXatoTCs Npu KaXkaoM
MOBTOPHOM MOAKJIOYEHUN OLHOIO U TOT0 XXe YCTPONCTBA.

ObpaTunTe BHUMaHWE, 4TO NOJIHbIA CNNCOK AeNCTBUN (pa3peLleHnid) LOCTYNeH He AN BCeX TUMNOB
YyCTPONCTB. EC/IM yCTPONCTBO OTHOCMTCA K TUNY XpaHuauw, 6yayT OOCTYMNHbI BCe YeTbipe AeNCTBUSA.
Ecnm ycTponcTBO He NpefHa3Ha4YeHo ANa XpaHeHWsa AaHHbIX, LOCTYMHbl OyayT TONbKO TpU AeACTBUS.
Hanpvmep, npaso BNOKMpoOBKa 3anucKu HernpuMeHUMOo K Bluetooth-yCTponcTeam, No3TOMy AOCTYM K
HUM MOXXHO TOJIbKO pa3peLuunTb, 3ab70KNpoBaTh MW paspeLlnTb C NpeaynpexaeHnem.

Tvn KpuTepues

BbibepnTe 3nemeHT Fpynna ycTpoMncTB v YCTPOUCTBO.

C NOMOLLbIO YKa3aHHbIX HXE AOMNOJHUTENbHbLIX MapaMeTpoB MOXHO TOMHO HacTpauBaTb Npasuia
ONS pa3HblX YCTPOMCTB. Bo Bcex NapaMeTpax yYMTbIBAETCA PErMCTP U NOALEPKNBAKOTCA
MOACTAHOBOYHbIE 3HAKMU (*, ?):

* MpoussoauTenb — GUAbLTPALNSA NO UMEHN UAN NAEHTUDUKATOPY NPOMN3BOANTENS.
* Mopenb — NMA yCTPOUCTBA.

* CepMUHbIN HOMEpP — Y BHELUHNX YCTPONCTB 06bIYHO €CTb CepuinHbIe HoMepa. Koraa peyb
naeT o CD- uan DVD-ANCKE, TO 3TO CEPUNHLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMCKoBoaa CD-
LNCKOB.

Ecnm ang aTux napaMeTpoB He 3afaHbl 3HAYEHUS, BO BPEMS COMOCTaB/IEHMSA NPaBUJIO
NUrHopupyeT 3Tn nons. MNapameTpbl GUAbTPALNN BO BCEX TEKCTOBLIX MOASAX YYNUThIBAOT
pPerncTp u nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbHLIN 3HaK (?) 0603HaYaeT
0OMH CMMBOJ1, @ 3Be3404Ka (*) — CTPOKY ANIMHON HOMb CUMBONOB 1 Bonee).

[ns npocmoTpa cBeaeHui 06 3TOM YCTPOMCTBE CO3AalTe NPaBusIo A1 COOTBETCTBYHIOLLErO
TUNa yCTPOMCTB, MOAK/OYNTE YCTPOMCTBO K KOMMbIOTEPY U 03HAKOMbTECH CO CBeAeHMAMK 06
YCTPOWCTBE B XYPHa e KOHTPOJIA YCTPONCTB.

Cepbe3HOCTb PeruncTpupyeMbix coobITUM

MepcoHanbHbIN hanepBon ESET Smart Security Premium COXpaHAeT AaHHble 060 BCeX BaXKHbIX COBbITMAX
B ddalisie XXypHana, KOTOPbIA MOXXHO OTKPbITb 13 FNaBHOro MeHto. LLenkHuTe Cny>xebHble
nporpaMmbl > ®ansibl XXYPHaNoOB 1 BbibepnTe B packpbiBatoLeMcs cnncke XKypHan 31eMeHT
KOHTpPOIb YCTPOMUCTB.

* Bcerpa — 3anucbiBaloTCA BCe COObITUS.

» AMarHocTUKa: perncTpupyeTcs nHcdopmaums, Heobxoanmas ans TWaTeNbHON HAaCTPONKK
MpPoOrpaMmsi.

* UHdpopMauma — B XXypHa BHOCATCS UHPOPMALIMOHHbIE COOBLLIEHNS, B TOM YnCe coobLieHns
006 yCnewHOM BbIMOJIHEHUM 0OHOBMIEHMS, @ TaKXKe BCe Nepevnc/ieHHble Bbille 3anucu.

* MpepynpexpeHue: 3anncbiBaeTCs MHGopMaL s 060 BCEX KPUTUYECKUX OLINOKax 1
npeaynpexaeHusx.
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* Huyero — XxypHasnbl He co3aatoTcs.

Cnucok nonbn30BaTesiemn

I'Ipanma MO>XXHO Ha3Ha4aTb TOJIbKO A1 HEKOTOPLIX nosib3oBaTeNen nanm nux rpynmn, no6aBneHHbIX B
CNNCOK Nosb30BaTenen, WENKHYB NYHKT N3MeHunTDL paooM C 3/1EMEHTOM Cnucok nonb3oBaTesnien.

° D,o6aBuTb — OTKPbIBAETCA OMNaoroeoe OKHO Tunbl 06bekTOB: Monb3oBaTenu U rpynnsl, B
KOTOPOM MOXXHO Bbl6paTb HYXHbIX nonb30BaTeNen.

* YDanuTob: Bbl6paHHbIVI NOJIb30BaTEJb YAANAETCA U3 (pvmpra.

Cnncok nonb3oBaTeNien HeNb3s onpenennTb ANAa NpaBua C YKa3aHHbIMW TUNaMu YCTPONCTB:
* USB-NpuHTEP

* YCTPOWCTBO Bluetooth

* YCTPOWNCTBO YTEHMSA CMapT-KapT

* YCcTponcTBo 06paboTku nsobpaxkeHni

* Mogembl

* LPT/COM-MOpThl

YBeaoOMUTb NOJIb30BaTeNA — Npu NOAKJIIYEHNN YCTPONCTBA, 3a6/10KMPOBAHHOIO CYLLECTBYOLLMM
NpaBuIOM, 0TOBPA3NTCA OKHO OMOBELLEHNS.

Fpynnbl YCTPOUCTB

IA YCTPOWCTBO, MOAK/IOYEHHOE K KOMMbIOTEPY, MOXKET NpeacTaB/ifaTb yrpo3y 6e30nacHoOCTH.

OKHO rpynn yCTPOWCTB pa3AesieHo Ha [IBe YacTu. B NpaBoi 4YacTy okHa oTobpaXkaeTcs CNNCoK
YCTPOWCTB, BXOAALWMX B BbIOPaHHYIO rpynmny, a B IeBOW YaCTU — CO3[aHHble rpynnbl. Beibepute
rpynny ans oTobpa)keHust yCTPOWCTB Ha NPaBoii NMaHenw.

OTKpbIB OKHO FPpynmn yCTPOWCTB 1 BbiOpaB rpynny, Bbl MOXXeTe 0006aBNSTb YCTPOWCTBA B CMWUCOK WK
yoanaTb UX n3 Hero. [o6aBnsiTb YCTPOWCTBA B FPYNMNY TakXXe MOXHO NOCPeACTBOM MMMOPTa AaHHbIX
06 ycTpoicTBax 13 haina. Mnm xxe MOXHO Ha)kaTb KHOMKY 3anosIHUTb. B 3TOM cnyyae Bce
YCTPOWCTBA, NOAKI/OYEHHbIE K KOMMblOTEPY, 0TO6pa3naTcs B OkHe OBHapy>KeHHble YCTPOUCTBA.
BbibepuTe yCTPOMNCTBaA 13 3TOr0 CNUCKa U HaxxMnTe KHomnky OK, 4Tobbl fo6aBuThL UX B rpynny.

dneMeHTbl ynpaBJieHUus

DobaBuTb. [o3BonseT gobaBnTh rpynny, BBeAsS ee NMs, U yCTPONCTBO B CYLLECTBYHOLLYIO Fpynny
(B 3aBUCUMOCTM OT TOr0, B KaKOW 4YaCTW OKHA Ha)aTa KHOMKA).

N3meHunTb. [103B0SISET N3MEHUTL NMSA BbIOPAHHOW rPynMbl UK NapaMeTpoB YyCTPONCTBA
(npovnssoauTeNb, MOLESb, CEPUNHBIA HOMED).

Ypanutb: yaaneHue solbpaHHON rpynnbl UM yCTPONCTBa (B 3aBUCUMOCTHY OT TOr0, B KAaKOM 4acTu
OKHa Ha)kaTa KHOrKa).

NmnopT. IMnopTupyeT CNMCOK YCTPONCTB 13 TEKCTOBOro (hanna. Ang nmnopTa yCTPONCTB U3
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TekCToBOro taina TpebyeTcs npaBuibHOE HOpPMaTUPOBaHUE:
* KaXx[0€e yCTPOMCTBO A0JKHO BbITh YKa3aHO C HOBOW CTPOKM;

* 11151 KAXXA0ro YCTPONCTBA A0/KHbI ObiTb YKa3aHbl Yepes 3ansTyo CBeAeHNS O
npousBoauMTesne, Moaesin I CEPURHOM HoOMepe.

BoT npumep coaepx1MMoro Takoro TEKCTOBOro ganna:
Kingston,DT 101 G2,001CCEGDGRFC0371
04081-0009432,USB2.0 HD WebCam, 20090101

DKCNOPT. IKCNOPTUPYET CNUCOK YCTPONCTB B (hall.

C NoMOLLbO KHOMKM 3anOaHUTb MOXKHO 03HAaKOMUTLCSA CO Cneayowen nHgpopmaumnen o
NOAK/OYEHHbIX Ha AAHHbLIN MOMEHT YCTPOMCTBAX: TUM YCTPOMCTBA, NMPOM3BOANTESb, MOAEb U
CEepunHbIA HOMep (ecnn ecTb).

[o0aBNTb YCTPOUCTBO

LenkHnTe J,06aBUTb B NPaBOM OKHe, 4T0ObI 106aBMThL YCTPOMCTBO B CyLLeCTBYOLWY rpynny. C
NMOMOLLbIO YKa3aHHbIX HMXXKE A0MN0JIHATENbHbLIX NapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuaa ans
pa3HbIX YCTPOMCTB. BO BCeX NapaMeTpax y4UTbIBAETCA PErNCTP U NOALEPKUBAOTCS
NOACTaHOBOYHbIE 3HAKMK (*, ?):

* NMpoussoaunTenb: GUILTPALMSA MO UMEHW UK ID MPON3BOAUTENS.
* Mogenb — VMsi yCTPOWCTBA.

* CepuMHBbIN HOMEpP — Y BHELLIHNX YCTPONCTB 0ObIYHO €CTb CEPUNHbIE HOMEpa. Koraa peyb
naeT o CD- uav DVD-ANCKE, TO 3TO CEPUNHBLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMCcKoBoAa CD-
LAVCKOB.

* OnucaHue — Ballle OnNMcaHne yCTponcTBa.

Ecnv ang aTux napaMeTpoB He 3afaHbl 3HAYEHUS, BO BPEMS COMOCTaBIEHMSA MPaBUJIO
NrHOpUpPYyeT 3TK nons. MNapameTpbl GUAbTPALNN BO BCEX TEKCTOBLIX MOASX YYNThIBAIOT
pPerncTp u Nnogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbHLIN 3HaK [?] 0603HavaeT
0OMWH CMMBOJ1, @ 3Be3[04Ka [*] — CTPOKY ANMHON HOMb CUMBOOB 1 Bonee).

Ons coxpaHeHns n3MeHeHnn Haxxmute KHonkKy OK. YTobbl 3akpbiTb 0KHO Fpynnbl ycTpoucTs 6e3
COXPaHeHUsa N3MeHeHui, WwenkHuTe OTMeHa.

Mocne co3faHua rpynmnbl yCTPONCTB HEOOX0AUMMO 415 CO3LaHHON rpynnbl YCTPOMUCTB A00aBUTh
HOBOE MNPaBuJI0 KOHTPOJIS YCTPOUCTB U BbIOPaTh BbINOJIHAEMOE AeCTBMe.

ObpaTunTe BHUMaHWE, 4TO NOJIHbLIA CINCOK AEeNCTBUN (pa3peLleHnin) LOCTYNeH He AN BCeX TUMNOB
YyCTPONCTB. ECIn yCTPONCTBO OTHOCUTCS K TUMNY XpaHUAULL, ByayT OOCTYMHbI BCe YeTblpe AenCTBUS.
Ecnnm ycTponcTBO He npefHasHa4YeHo ONs XpaHeHUs AaHHbIX, OCTYMHbI TOJIbKO TPU AeACTBUA.
Hanpumep, feinctsme BNoKMpoOBKa 3anucu HeJOCTYMNHO A4 Bluetooth-yCTPONCTB, NO3TOMY AOCTYN
K HUM MOXXHO TOJIbKO pa3peLUnTb, 3a610KNpoBaTh UK paspewwnTb C NpeaynpexaeHnem.
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3awuTa Beb-Kamepbl

3awuTa Beb-KaMepbl: ONoBeLLaeT 0 TOM, Kakne NPOLEcChl N MPUI0XKEHUS OCYLLECTBASIOT AOCTYN K
NOAK/IOYEHHON K KOMMbloTepy Beb-kamepe. Koraa npuao)KeHne nonbiTaeTcs oCyLwecTBUTb AOCTYN K
BalLei Kamepe, Bbl NOJy4nTE YBEJOMAEHME. B HEM MOXXHO pa3peLwnTb 11bo 3abnokupoBaThb
[oCTyn. LiBeT oOKHa yBELOMAEHUS 3aBUCUT OT PeNyTaLnmn NPUIOXKEHUS.

MapaMeTpbl 3alWMTbl BE6-KamMepbl MOXHO N3MEHUTb B pa3gesie PacluypeHHbie napaMeTpsl > 3auuTa
> KOHTPOJIb YCTPOMUCTB > 3aluuTa Beb-kamepbl.

YT06bl aKTMBMPOBATh (YHKLMIO 3aLLMThl BE6-Kamepbl B ESET Smart Security Premium, BK/O4UTE
MON3YHOK PAAOM C 3/1eMEHTOM BKOYMTb 3almuTy Beb-KaMepbl.

Ecnn 3awmTa BE6-KaMepr BKJ/IlO4YEHa, 3/1IeMEeHT I1paBm1a CTaHOBUTCA aKTUBHbIM, N Bbl MOXKETE
OTKPbITb OKHO PelakTop npasui.

YT106blI OTKNOYUTHL OMOBELLEHNS As NPUSIOXXEHWIA C MPABUIOM, KOTOPbIE BbIN N3MEHEHBI, HO BCE
elle NMeT OeNCTBUTENbHYI0 LUMGPOBYIO NOANMCHL (HanpuMep, 0OHOBAEHME MPUNIOXKEHNS), BKIOYNTE
MOM3YHOK PAAOM C 3/1eMeHTOM OTK/IIOYMTb ONOBELLEHUA O [0CTyne K Beb-kamepe pgns
M3MEHEHHbIX NPUJIOKEHUH.

PepakTop npaBuna 3aliuTbl Beb-KaMepbl

B 3TOM OKHe 0TobpaXkaloTCs UMeloLMecs NpaBmuia U NPeaoCcTaBASeTCS BO3SMOXXHOCTb YNPaBAsATh
NPUNOXKEHUSMI W NPOLIECCAaMU, KOTOPbIE OCYLLLECTBAAIOT AOCTYMN K Beb-KamMepe Ballero KOMMboTepa,
OCHOBbIBasiCb Ha COBEPLLUEHHOM BaMMn AENCTBUM.

[OCTYNHbI NepeYvYncieHHble ganee 4eNCTBUSA.

e PaspewnTtb pocTtyn
e 3abnokuposaTtb pocTyn

e 3anpocCuTh: CNPaLIMBaTh MOJIb30BATENS KaXAblil Pa3, KOr4a NPUIoXKeEHNEe MbITaeTcs
nosly4nTb AOCTYN K Beb-KaMmepe.

Y706l MEepecTaTb NOJlyYaTb YBEAOMIEHUS, KOF4a NPUOXEHUS MOyYatoT AOCTYN K Beb-kamepe,
CHUMUTE (h1aXXoK B CTO6LE «YBEAOMUTD>.

Co3naHune n nsMeHeHune npasua Beb-kaMmepbl B ESET Smart Security Premium.

ThreatSense

ThreatSense — 3TO TEXHOJIOMMSI, COCTOALLAN N3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHapy)XeHWs yrpos.
3Ta TeXHONIOrna ABASETCA YNpexaatoLen, T. €. OHa 3aliMLWAEeT 0T HOBOWM Yrpo3bl yXKe B Havase ee
pacnpocTpaHeHus. Mpu 3TOM UCNONb3YEeTCA COYeTaHMEe aHasIM3a U MOAENNPOBaHNS KOaa,
0606LLEHHbIX CUTHATYP U CUrHATYpP BUPYCOB, KOTOPbIE COBMECTHO 3HAYNTESIbHO MOBLILIAKT YPOBEHb
6e30macHOCTM KoMnbloTepa. Moaynb CKaHUPOBAHNA MOXET KOHTPOIMPOBATb HECKOJIbKO MOTOKOB
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OaHHbIX OAHOBPEMEHHO, YTO AE€Na€ET 3(1)(1)GKTI/IBHOCTb N KOJIN4eCTBO 06Hapy)KVIBaeMbIX yrpos
MaKCUMabHbIMWN, TexHoNormns ThreatSense TakXXe yCcnewHoO YHUYTOXaeT PYTKNThI.

Onsi Monyns ThreatSense MOXXHO HAaCTPOUTb HECKOJIbKO NMapaMeTPOB CKaHMPOBAHUS:
* pacCLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYeTaHWe pa3INyHbIX METOL0B 0BHapPYXeHUS;
* YPOBHW OYUCTKU W T. 4.

YT106bI OTKPLITH OKHO MApPaMeTPOB, LLENKHUTE ThreatSense B OKHE pPaCLUVPEHHbIX NapaMeTpoB toboro
MOAY S, NCMOJb3YIOLWEro TEXHONOI U0 ThreatSense (CM. HUXXE). Pa3Hble cLieHapun obecneyeHns
6e3onacHoCcTM MoryT TpeboBaTb pPa3IMYHbIX HAaCTPOEK. [03TOMY TEXHOJIOr Mo ThreatSense MOXXHO
HAaCTPOWUTb OTHAENbHO A1 KAXXA0r0 13 NEPEYUCTIEHHbIX fanee MOayen 3aLnThI.

* 3al4MTa B peXxume peasibHOro BpeMeH!
* CKaHMpoBaHWe B COCTOAHUN NPOCTOS

* CKaHMpOBaHMeE Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3allMTa NOYTOBOr0O KAMEHTA

* 3alMTa gocTtyna B MHTepHeT;

* CKaHMpoBaHMe KoMnbloTepa

MapameTpbl ThreatSense XOPOLLO ONTUMMU3NPOBAHbI AN KaXXA0ro U3 mogysen, a ux usMeHeHme
3HAYMTESIbHO B/IMAET Ha NoBefeHne cucTeMbl. Hanpumep, n3MeHeHne napaMeTpoB CKaHUPOBaHUA
YNaKOBLLMKOB B PEXMME peasibHOro BpEMEHN NN BKIAOYEHNE PaCLLUMPEHHON 3BPUCTUKN B MOAY e
3aWMThl PanNoBON CUCTEMBI B pEXMME peasibHOr0 BpEMEHN MOXXET 3aMeaInTb paboTy CUCTEMbI
(06bI4HO TONIbKO HOBbIE (halibl CKAHMPYIOTCS C MPUMEHEHNEM 3TUX METOAOB). PEKOMeHAyeTCs He
N3MeHATb NapaMeTpbl ThreatSense MO YMOJIHAHUIO HU N8 KaKUX MOAYNeN, KpoMe Moy
«CKaHMpOBaHMe KOMMbOTEpa».

CkaHupyeMbie 00beKTbI

B 3TOM pa3fene MOXKHO yKa3aTb KOMMOHEHTHI 1 halisibl KOMMbOTEPa, KoTopble ByayT
CKAHMPOBATLCS Ha Ha/IMYMNE 3apaKEHWA.

OnepaTMBHAaA NaMATb: CKaHVPOBaHNE Ha HaJn4yMe yrpo3, KOTOPbIe aTaKyT ONepaTUBHYIO NaMsaThb
CUCTEMBI.

3arpy3ou4Hble CeKTOPbI/UEFI. 3arpy304Hble CEKTOPbI CKAHUPYIOTCS Ha Ha/IMYMe BPELOHOCHbIX
MPOrpaMm B OCHOBHOW 3arpy304HO 3anucu. [LonosIHNTesbHble CBeeHns 0 UEFI CM. B I10CCapUN.

MouTtoBble pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. [[porpamMma NoAnep)XMBAET Takue paclumpeHuns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, U MHOTne apyrue.

254


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi

CaMOpaCﬂaKOBbIBaIOI.IJ,VIECH APXUBbLI. Tun ApPXMBOB (SFX), COAepXXMMOoe KOTOPbIX MOXEeT
n3BJ1IeKaTbCA aBTOMaTNYECKN.

MporpaMMbl CXaTUA UCNOJTHAEMbIX (palNoB: B OT/IMYME OT CTAaHAAPTHbIX TUMOB APXUBOB,
NPOrpaMMbl CXKaTUsi MCNOJIHAEMbIX DaIoB MNOC/e 3anyCcka pacnakoBbIBAOTCS B NaMaTu. bnarogaps
3IMYNIALUMN KOJA MOJYb CKAHUPOBAHUS PACcNO3HAET He TONIbKO CTaHAAPTHbIE CTaTUYeCcKme
YMaKOBLLKMN (UPX, yoda, ASPack, FSG 11 T. [I.), HO U MHOXXeCTBO ApYruX TUMOB YNaKOBLLNKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKaHMPOBaHUS CUCTEMbI Ha NPeaMeT 3apaXkeHui. [JoCTynHbl cneaytoLme
BapUaHTbI:

3BpMCTVI"IECKVII7I dHaJIn3: aHaJln3 Bpe,EI,OHOCHOI7I dKTUBHOCTW NporpamMmm C NoOMoOLbIO CrneynaibHOro
anropuTMa. NnasHbIM LOCTOMHCTBOM 3TOM0 MeToda ABNAETCS cnocobHoCTb naeHTNudnumMpoBaTb
BpeaNOHOCHbIE MporpamMmmMbl, CBEAEHNA O KOTOPbIX OTCYTCTBYIOT B CyLLI,eCTBleLLI,EVI BeEpCnn Moaynsa
obHOBNEHNS. HeOCTaTKOM Xe ABNSeTCS BEPOATHOCTb (04eHb HeboNbLLIAS) NOXKHbIX TpEBOr.

PacluMpeHHbIW 3BPUCTUHECKUI aHAJIM3/CUTHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: A5
PaCLIVPEHHOr0 3BPUCTNYECKOr0 aHaMn3a NCMob3yeTCs YHUKabHbIA 3BPUCTUYECKUA anropuTm
KOMMaHUW ESET, KOTOPbIA ONTUMW3UPOBAH ANS 06HAPY>XEHNS KOMMbIOTEPHbIX YePBEN U TPOSIHCKUX
NporpamMM 1 HamnmcaH Ha BbICOKOYPOBHEBbIX Si3blkax MPOrpaMMmnpoBaHus. icnons3oBaHue
PaCLUMPEHHON 3BPUCTUKIN 3HAYUTENbHBIM 00pa3oM yBeIMYMBaEeT BOSMOXXHOCTW NPOAYKTOB ESET MO
0bHapy>xeHuio yrpo3. C NoMOLLbI0 CUrHATYP OCYLLECTBASETCS TOYHOe 0bHapy>XXeHue u
naeHTunKaunsa supycos. CuctemMa aBToMaTU4eCckoro obHoBaeHUs obecneynBaeT HaM4Me HOBbIX
CUrHaTYp Yepe3 HeCKOJIbKO YacoB nocsie obHapy>XeHns yrpo3bl. HeaoCcTaTKoOM Xe CUrHaTyp
SIBNIIETCS TO, YTO OHU MO3BONAT 0OHAPYXMUBATb TONbKO N3BECTHbIE BUPYChI (M NX HE3HAYNTENbHO
MOAN(ULNPOBAHHbLIE BEPCUN).

Ouucrtka

MapaMeTpbl O4UCTKM ONpeaensioT noseneHne ESET Smart Security Premium Npu 041CTKe 06BHEKTOB.
MpeaycMOTPEHO YeTblpe YPOBHS OYUCTKM.

ThreatSense UMeeT Takue YpPOBHU UCrpaBaeHns npobnem (T. e. 04NCTKN):

NcnpaBneHue B ESET Smart Security Premium

Bcerpa ucnpasnatb MblITaTbCA UCNPABASATb OOHAPYXEHUS Npu 04NCTKe 06bekToB be3

obOHapy>xeHus BMeLLaTeIbCTBa KOHEYHOr 0 NnoJsib3oBaTeNs. B HEKOTOPbIX Cinyvanx
(HanpumMep, C CUCTEMHbIMK (harnnamu), ecniv obHapy>xeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPYXEHHbIN 06 BLEKT OCTaBAAETCS B UCXOLHOM

pPacnosioXKeHuu.

Wcnpasnatb MbITaTbCA CNPABAATb OOHAPYXXEHUS NPU 04NCTKe 00bLeKTOB 6e3

ODOHapy>XeHus, ecnm 3TO BMeLlaTeNbCTBa KOHEYHOr0 NoJIb30BaTeNA. B HEKOTOPLIX C/lyHasx

be3onacHo, B apyrom (HanpumMep, cUCTeMHbIe halibl UM apXmBbl, KOTOPbIE COAEPXAT U

cJslyvyae OCTaBMUTb 4YUCTblE, U 3apaXKeHHble (hannbl), ecim obHapyXeHue He yaaeTcs
NCNpaBuTb, 0OBHAPYXXEHHbIN 0O0BEKT 0CTAETCH B UCXOLAHOM
PacnosioXKeHuu.
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Ucnpasnatb MbITaTbCA UCNPaBAATb 0BHaAPY>XXEHUS NpK 04NCTKEe 06BEKTOB. B

OOHapy>XeHUsA, eCaM 3TO HEKOTOPLIX CyYasix, €CIM HN OLHO U3 LENCTBWIA BbINONHUTD

6e3onacHo, B Apyrom HEBO3MOXXHO, KOHEYHbIN NoJib30BaTeslb NoJly4aeT MHTEePaKTUBHOE

cslyyae cnpawimBaTtb npefnynpexaeHvne, B KOTOPOM cefyeT BbibpaTh AENCTBUE MO
ncnpasieHunio (HanpuMep, yaannTb UM NPOUrHOPMPOBaTh). ITOT
napamMeTp pekomeHayeTcs B 60NbLUNHCTBE CyYaes.

Bcerpa cnpawmBatb 'y  KOHEYHOMY MoJ/ib30BaTENO 0TOBPAXKAETCA MHTEPAKTUBHOE OKHO MpK

KOHEYHoro 0YMCTKE 0OBEKTOB, 1 OH A0/HKEH BbIOPaTh AECTBME MO UCMPABIEHMIO

nonb3oBatens (Hanpumep, yAanuTb WK NPOMYCTUTBL). DTOT YPOBEHb NpefiHa3HaYeH
Aans 6onee onbITHLIX MOJIb30BATENEN, KOTOPbIE 3HAIOT, KaKne AeiCTBuS
cneflyeT NpefanpuHsaThL B CJlydae 0bHapyXeHus.

NckniouyeHus

PacluMpeHneM Ha3blBaeTCA YaCTb UMEHU haiina, oTAeNeHHas OT OCHOBHOM YaCTn To4YKoW. OHO
onpenensieT TN ana n ero cogep>xmmoe. IToT pa3aen ThreatSense NO3BONSET ONPEAENTbL TUMbI
halnoB, NoANEXALLUNX CKAaHUPOBAHMUIO.

Apyroe

Mpn HaCTPOKe NapamMeTPOB MOy ThreatSense A1t CKAaHUPOBAHMNA KOMMbOTEPa No TpeboBaHuMIo
TakKXXe AOCTYMHbl ONMCaHHbIE HXXE NapaMeTpbl U3 pasaena Apyroe.

CKaHupoBaTb aJibTepHaTUBHbIE NOTOKMN AaHHbIX (ADS): abTepHaTUBHbIE NMOTOKN AaHHbIX,
ncnonb3yemble pansioBon cucTemon NTFS, — 3TO CBA3W (paisioB 1 Manok, KOTopble He
0bHapyXMBaTCA MPU NCMOb30BaHUN 0BbIYHBIX METOLOB CKaHNPOBaHMA. MHOrMe 3apakeHns
MaCKMPYIOTCS NOA anbTepHaTMBHbIE NMOTOKM AaHHbIX, NblTasaACh n3bexaTb 0OHapyXeHus.

3anyckatb (pOHOBOE CKaHMpPOBaHUE C HU3KUM NPUOPUTETOM: KaXKAbll NPOLLECC CKaHMPOBaHMA
notpebnseT HEKOTOPOE KOIMYECTBO CUCTEMHbIX pecypcoB. Ecam nonb3oBaTtens paboTaeT ¢
pecypcoemMKMMM NporpaMMamm, MOXKHO akTUBUPOBaTb (DOHOBOE CKAHWPOBAHUE C HU3KUM
NPUOPUTETOM N BbICBODOAUTL TEM CaMbIM PECYPChl AN APYTrUX NPUIOXKEHNIA.

JXKypHan Bcex 06beKTOB. )XypHa/l MPOBEPKY 0TOBPAXKAET BCE OTCKAHMPOBAHHbIE (haliibl B
CaMopaCcnaKoBbIBAOLNXCA apXMBaX, AaXKe He3apaXKeHHbIe (MOXET co3aBaTh 60/1bLIOE KOJIMYECTBO
LAHHbIX XXYPHasia CKaHVPOBAHUS 1 YBEIMYMBATL pa3Mep ero ainna).

BKJIIOYUTb ONTUMMU3ALLMIO Smart: NPV BKJILOYEHHON ONTUMK3ALIMMN Smart MCMO/b3Y0TCS
ONTMMalbHblE NapaMeTpbl Ans obecnevyeHns camoro 3PHeKTVBHOMO YPOBHS CKAHMPOBAHWS C
COXPaHEHNEeM MaKC/MaJlbHO BbICOKOW CKOPOCTW. PasHble MOAYN 3aLUMTbI BLINOJHSIOT
NHTENNIEKTYasIbHOE CKaHMPOBAHWE, NPUMEHSS O0TAe/IbHble MeTOAbl A1t PA3/INYHbIX TUMOB (DalIoB.
Ecnn onTMU3aums Smart OTK/O4EHA, MPU CKAaHUPOBAHUM UCMO/b3YIOTCSA TOIbKO MOJIb30BaTE/IbCKME
HaCTPOWKK siapa ThreatSense KaXXA0ro Mogys.

CoxpaHUTb OTMETKY O BpeMeHU NnocJsiegHero focTyna: yCTaHOBUTE 3TOT (P1axKoK, YTobbI
COXPaHWTb UCXOLHOE 3HaYeHNe BpeMeHn A0CTYMNa K CKaHWpyeMbIM alinam, a He 06HOBASATL X
(Hanpumep, AN UCMONb30BaHUS C CUCTEMAMU PE3EPBHOI0 KOMMPOBAHUS AAaHHbIX).
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OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MaKCMMabHbIA pa3mep 06 beKTOB U YPOBHY
BJIOXKEHHOCTMW apXMBOB /19 CKaHNPOBaHMS.

MapameTpbl 00bLEKTOB

MakcuManbHbIi pa3Mmep obbekTa: onpeaenseT MakCMMabHbIA pa3Mep 06bEeKTOB, NOANEXaLLNX

CKaHUPOBaHWMIO. [laHHbIA MOAYNb 3aLLMTbI OT BUPYCOB ByAeT CKaHMPOBaTb TOIbKO 06BEKTHI MEHbLLIE
yKa3aHHOro pasmepa. OTOT NapaMeTp PEKOMEHAYETCS MEHATb TOJIbKO OMbITHbIM MOJIb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWSA AN18 UCKIOYEHNS 13 CKaHMPOBaHWs 60nblUMX 06bEKTOB. 3HaYeHne
Mo yMOJl4aHUio: He orpaHuyeHo.

MakcuManbHas NPoAoJIKUTENIbHOCTb CKaHMpPOBaHUA obbekTa (C): onpenenseT MakCUMabHoe
3Ha4YeHVe BpeMeHn A9 CKaHMpoBaHMA (hannos B 06beKkTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3/IEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAMM). ITa HAaCTPOMKa He NPUMEHSAETCS K
OTAeNbHbIM (hannam. Ecv nonb3oBaTesb YKaXKeT COOCTBEHHOE 3HaYeHne 1 yKa3aHHOe BpeMs
NCTeYeT, CkaHnpoBaHue byaeT 0CTaHOBIEHO KaK MOXXHO CKOpee BHe 3aBMCMMOCTHK OT TOro,
3aBEpLLEHO NN CKaHMPOBaHME KaXxaoro anna B 06beKTe-KOHTeNHepe.

Ecnm peyb naoet 06 apxmee ¢ 60bwMMKM haiamMn, CKaHpoBaHue byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia n3 apxmea (Hanpumep, Korfha nosib3oBaTesb 3afan 3Ha4YeHne B
3 CeKyH[bl, HO n3BJsievyeHne panna 3aHnMaeT 5 cekyHn). 10 NCTeYeHUN 3TOro BpeMEHU OCTallbHble
(haisibl B apxvBe CKaHUPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKaHMPOBaHMWA, B TOM YMcie Aas apxueos 60/bLLO0 pa3mepa,
NCnonb3ynTe NnapameTpbl MakcMManbHbIM pa3sMep obbekTa 1 MakcuManbHbii pasmep ¢gaina B
apxuBe (He peKoOMeHIyeTCs B CBA3W C BO3MOXHbIMK npobnemamm 6esonacHoOCTw).

3Ha4yeHne No ymosi4aHuio: He orpaHmyeHo.

HacTpoMKu CKaHUPOBaHUA apXMBOB

ypOBeHb BJIODKEHHOCTU apXUBOB: OonpegendaetT MakCMMalbHYIO F)'Iy6I/IHy NPOBEPKN apPXNBOB.
3HayeHune no yMOJ14aHuto: 10.

MakcuMmanbHbIM pa3Mmep panna B apxmBe: 3TOT NapameTp NO3BONSAET 3a4aTb MaKCMMabHbIN
pa3mMep aisioB B apxmBe (Mpu X U3BNEYEHNN), KOTOPbIE A0/KHbLI CKaHUPOBaATLCA. MakCMasibHOe
3HavyeHue — 3 IB.

He pekoMeHOyeTCca USMEHATb 3HAa4YE€HUA MO YMOJIHaHNIO, TaK KakK 06bIYHO A5 3TOro HeT ocobon
NPUYNHbI.

YPOBHU OYUCTKHU

YT106bl N3MEHUTL HACTPONKN YPOBHS OYUCTKU S HYXXHOMO MOAY/A 3alUNTbl, Pa3BEPHUTE INEMEHT
ThreatSense (HanpyMep, 3awuTa PanIoBON CUCTEMb] B peasibHOM BPEeMeHM), a 3aTeM BbibepuTte
B PACKPbIBAIOLLEMCS MEHIO NYHKT YPOBEHb OYUCTKM.

ThreatSense UMEET TaKue YPOBHMN UCMPABNIEHUS NPOBNEM (T. €. 04UCTKN):
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WUcnpaBneHue B ESET Smart Security Premium

Bcerpa ucnpasnatb MblTaTbCA MCNPaBAATL 0OHapyXeHns npu o4ncTke obbvekToBs Hes

obHapy>xeHus BMeLlaTe/IbCTBa KOHEYHOr o MnoJsib30BaTeNs. B HEKOTOPbIX Cinyvasx
(HanpumMep, C cUCTeMHbIMK (hannamu), eciv obHapyxeHue He yaaeTcs
NCnpaBuTb, 0OBHaPY>XEHHbIN 06BEKT OCTABNAETCA B UCXOLHOM

pPacnonoXeHnu.
UcnpaBnaTtb MblITaTbCA NCNPABASATbL 0BHAPYXEHUS Npu 04NCTKe 06bLeKTOB 6e3
oDHapy>XXeHus, ecnm 3TO BMelaTeIbCTBa KOHEYHOr0 NoJib30BaTe A, B HEKOTOPbIX Cay4asax
be3onacHo, B opyrom (HanpuMmep, cucTeMHble haisibl NN apXUBbI, KOTOPbIE COdepXXaT U
cnyyae ocTaBUTh 4YUCThIE, 1 3apakeHHbIe halnnbl), ecim obHapyXeHne He yaaeTcs

NCNpaBuTb, 0OHAPYXEHHbIN 06BEKT 0CTAETCS B UCXOAHOM

PacnonoXeHuu.
Ucnpasnatb MbITaTbCA UCNPaBNATb 0BHaAPY>XXEHUs NPy 04NCTKEe 06BbEKTOB. B
OOHapy>XeHUsA, eCiM 3TO HEKOTOPLIX CyYasix, €CIM HN OLHO U3 LENCTBWIA BbINONHUTD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbIN NOJib30BaTe b NOJly4aeT MHTEePaKTUBHOE
cJslyyae cnpawimBaTtb npegaynpexaneHvne, B KOTOPOM cefyeT BbibpaTh AENCTBUE MO

ncnpaBaeHnio (Hanpumep, yoananTb WX NPOUrHOPMPOBAThL). ITOT
napameTp pekoMeHayeTcst B 60bLUNHCTBE C/lyYaes.

Bcerpa cnpawmBatb 'y  KOHeYHOMY MoJ/ib30BaTeNO 0TOBPAXKAETCA MHTEPAKTUBHOE OKHO MpK

KOHEYHoro 0YMCTKE 0OBEKTOB, 1 OH A0/HKEH BbIOPaTh Ae/CTBME MO UCMPABIEHMIO

nonb3oBatens (Hanpumep, yAanuTb UK NPOMYCTUTL). DTOT YPOBEHb NpefiHa3HaYeH
Ans 6onee onbITHLIX MOJIb30BATENEN, KOTOPbIE 3HAIOT, KaKne AeiCTBuS
cneflyeT NpefanpuHsaThL B CJlydae 0bHapyXeHus.

NcKloYeHHble U3 CKAHUPOBAHUA pacLUUpeHus
¢dannos

cknioveHHble paclumpeHns anioB 0OTHOCATCS K ThreatSense. YTOObI HACTPOUTb UCKJTIOYEHHbIE
paclnpeHus annos, WenkHUTe ThreatSense B OKHe «PacluvpeHHble napamMeTpbl» AN noboro
MOAYNS, KOTOPbIM NCNOAb3YET TEXHONOI N0 ThreatSense.

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasgen ThreatSense NO3BONSET ONpPeaennTb TUMbI
thannos, Nnognexawmx CKaHNPOBAHMIO.

He cnepyeT nyTaTb 3TY MYHKUNIO C APYT MU BO3MOXXHOCTAMU UCKNOYEHNA — VICKIl0YeHns
005 npoLeccos, ickaovyeHns cuctemsl HIPS nnm UcknyeHns danaios/nanok.

Mo yMONYaHUO CKaHMpPYIOTCS BCe daiinbl. Jlloboe paclimpeHne MoXHO A06aBUTb B CNINCOK (haitsios,
NCKJIOYEHHbIX 3 CKaHUPOBAHMS.

NHorpa MoxxeT 6bITb HE0BXO0ANMO UCKNIOYNTD (paI7IJ'IbI, eC/in CKaHNpoBaHME onpenesieHHbIX TUMNOB
cpa|7|nos npenaTCcTBYET HOpMaﬂbHOVI pa60Te nporpamMmsbl, KOTopaa NCMOJIb3YET 3TN paClLUNPEHNA.
Hanpumep, MoxeT BbITb MONE3HO UCKJIIOYUTL pacumpeHmns .edb, .eml n . tmp NPU NCNOJSIb30BAHUN
cepBepoB Microsoft Exchange.
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Ona nobaBneHns B CNMCOK HOBOIO paclumpeHns Haxxmute JLobaBuTb. BBeanTte paclumpeHve B
nycToe nose (HanpumMep, tmp) N HaxxmuTe KHomnky OK. Beibpas BapraHT [1lo00aBMTb HECKONbKO
3HA4YeHMUMU, MOXXHO [06aBNTb HECKO/IbKO PacLUMPEHMIA UMEH (haliioB, pa3aenns Ux CMMBOJIOM
nepeBoda CTPOKW, 3anaTON Ay TOYKOW C 3anaTon (Hanpumep, BbibepnTe ToYKa € 3anATOM U3
PaCKpbIBAOLLEroCs MEHIO B KA4YeCTBE pasgenntens n seeante edb;eml ; tmp).

MO>XHO MCNOJIb30BaTb CreLManbHbI CUMBON «?» (BOMPOCUTENBHbLIN 3HAK). BonpocnTensHbINn
3HaK npeacTasnseT aobon cumson (Hanpumep, ?db).

YT10bbl yBUOETH paclumpeHne anna (Npu Haam4nm pacluMpeHns) B onepaunoHHon cucteme

Windows, He06X0ANMO YCTaHOBUTb (hNa)kKoK PaclumpeHua umeH ¢annoB B NPOBOAHUKE
Windows Ha BKJlagke Bun,.

AdonoJsiHuTeNnbHbIe NapaMeTpbl ThreatSense

YT106bl N3MEHUTbL 3TN HACTPONKN, OTKPOMTE pashen PaclumpeHHbie napameTpsl > 3awmuTa > 3awuTa
¢pannoBomn cucTeMbl B peasibHOM BpeMeHHU > [lonosiHuTenbHble napaMeTpsbl ThreatSense.

[dononHuTenbHbIe NapaMeTpbl ThreatSense ANA TOJILKO YTO
CO3,aHHbIX U U3MEHEeHHbIX ¢hansnos

BeposATHOCTb 3apaeHUst TOJIbKO YTO CO3[aHHbIX WU N3MEHEHHbIX (haiifIoB BbilLe MO CPABHEHMIO C
aHaJIOrMYHbIM MOKa3aTesneM AN CyLWeCcTBYLWMX hannos. IMeHHO NO3TOMy NporpaMMa nNpoBepsieT
3TU (halnbl C NCNONb30BaHNEM LOMOJHUTENbHbLIX NapaMeTPOB CKaHMPOBaHMSA. ESET Smart Security
Premium BMecTe C 00bl4HbIMN MEeTOAaMN CKAHWPOBAHWS, OCHOBAHHbIMY Ha CUFHATypaXx, MPUMeHseT
PACLIMPEHHBIA 3BPUCTUYECKMIA aHANN3, YTO AenaeT BO3MOXHbLIM 06HapyXeHMe HOBbIX Yrpo3 eLle Ao
BblMyCKa 06HOBNIEHWIN MOAY NSt OBHAPYXXEHUS.

B LOMOJIHEHME K TOIbKO Y4TO CO3AaHHBLIM (halinaM BbINONHAETCS Tak)Ke CKaHWpPOBaHMe
CaMopacnakoBbIBAlOLWMXCA apXUBOB (.sfx) 1 MPOrpaMM-ynaKoBLLUKOB Cpefbl BbiNOJIHEHUSA
(McnonHsAeMbIX (haiifIoB C BHYTPEHHUM CKaTueMm). Mo yMoNYaHUo apXmBbl CKaHMpyoTca 1o 10-ro
YPOBHS BJIOXKEHHOCTU HE3ABMCKMO OT UX PaKTUYeCKoro pasmepa. s n3sMeHeHns napamMeTpos
NPOBEPKUN apXnBOB CHUMUTE (hiaxxok MapaMeTpbl CKAHMPOBAHUA AaPXMBOB NO YMOJIHAHMIO.

AdononHuTeNnbHbIe NapaMeTpbl ThreatSense AN UCNOJIHAEMbIX
dannos

PacluMpeHHbIA 3BPUCTUHECKUUA aHaNU3 NpuU 3anycKe ¢ansoBs: No yMoa4aHUIo Npu 3anycke
(haninoB NpUMeEHNETCA pacluvpeHHas 3BpUCTMKa. ECam 3TOT napamMeTp BKAKYEH, HACTOATENBHO
PEKOMEHAYETCH BKAOUYUTb ONTUMM3aLN0 Smart U ESET LiveGrid®, 4TOObI YyMEHbLINTL BO3AENCTBME Ha
NPOV3BOAMNTENIbBHOCTb CUCTEMBI.

PaclumMpeHHbI 3BPUCTUHECKUWA aHAIU3 NpM 3anycKe (hansioB CO CbeMHbIX HOCUTENEH:
npexJe Yem pa3peLllnTb 3anyCcK KoJa CO CbeMHOr0 HOCUTENS, CUCTEMA PACLLIMPEHHOMO
3BPUCTUYECKOr0 aHaNN3a SMYSIMPYET KOJ, B BUPTYasibHON Cpejie U OLEHUBAET ero nosefeHue.
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CnyxebHble nporpamMmmbl

Bbl MOXXeTe HaCTPOUTb LOMONHNUTE/IbHbIE MApaMeTpbl AN8 PYHKLMIA, KOTopble obecneymnBatoT
LOMONHNTENbHYIO 6€30MacHOCTb U YNPOLWaT aAMUHNCTPUPOBaHME ESET Smart Security Premium, B
pasnene PaclivipeHHble napameTpbl > CepBMC.

* LleHTp 06HOBEHUS Microsoft Windows®

e ESET CMD

* Qalnbl XXYpPHana

* iIrpoBON peXxum

* InarHoCTurKa

LLeHTp 0OHOBNEHMA Microsoft Windows®

OyHKUNS 0OHOBNEHNSA Windows SBASETCSH BaXXHOW COCTABIAIOLLEN 3aLLUUTbI NOJb30BaTENEN OT
BPEAOHOCHbIX NporpamMM. Mo 3Ton npmynHe o6HOBEHMA Microsoft Windows CieflyeT yCTaHaB/MBaTb
Cpa3y nocsie ux nossneHus. NporpammHoe obecnevyeHmne ESET Smart Security Premium yBeOMsET
nonb3oBaTens 06 oTCyTCTBYOLWNX 0OHOBAEHNSX B COOTBETCTBUMN C BbiOPaHHbLIM YPOBHEM B
PaclivpeHHble napameTpsl > CepBUC. [OCTYMNHbI Cefyolwmne ypoBHMN:

» be3 0OHOBJIEHMI: 3aNPOChl Ha 3arpy3Ky 0OHOBNEHUIA CUCTEMbI He 0TOBpaXKatoTCA.

* HeobGs3aTenbHble 0OHOBJIEHUA: 0TOOPAXKAIOTCSA 3aNPOChl Ha 3arpy3Ky 0OHOBEHUIA C HU3KIM
1 6onee BbICOKUM YPOBHEM MpPUOPUTETA.

* PekoMeHpayeMble 0OHOBJIEHMA: 0TOOPaXkaloTCA 3anpochl Ha 3arpy3Ky 06HOBAEHMI C
06bI4YHbIM 1 HoNee BLICOKMM YPOBHEM NPUOPUTETA.

* BaxxHble 0OHOBNIeHMA: 0TOOpaXkatoTCA 3anpocChl Ha 3arpy3Ky 0OHOBAEHUIN, MOMEYEHHbIX KakK
BaXKHble U C 60siee BbICOKMM YPOBHEM MpUOpUTETA.

* KputTuyeckme obHOBJIEHMA: N01b30BATEO NpeanaraeTcs 3arpy3nTb TOJIbKO KpUTUYECKUe
obHoBNEHNS.

Auanorosoe OKHO — oOHOB/NIEHUA CUCTEMbI

Mpu Hanu4um o6HOBNEHNI AN BalLen onepaunuoHHON CMCTEeMbI MporpaMMa ESET Smart Security
Premium NOKa)keT yBeLOMJIEHNE B [J1aBHOM OKHe nporpammsl > 0630p. LLenkHuTe
JononHutenbHblie cBeAEeHUsA, YTOObl OTKPbITE OKHO 0BHOBNEHWIN CUCTEMBI.

B okHe «O6HOBIEHUSI CUCTEMbI» NPEeACTaBAEH CMUCOK AOCTYMHbLIX OOHOBMIEHWIA, FOTOBbIX A5
3arpy3kun 1 ycTaHoBKW. Tun 06HOBNEHUS 0TOOPaXKaeTCs PSAAOM C €ro Ha3BaHNEM.

[Baxkabl LWeNKHNTe Nobyto CTPOKY 06HOBNEHMSA, 4TOBbI 0TOBpPa3nTb OKHO VHdopmaLms 06
0bHOBJIEHNSAX, COAepXKaLlee AONONHUTENbHYIO MHGOPMaLLMIO.
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LLlenkHuTe 3anycTuTb 0OHOBNEHUEe CUCTEeMbI, YTOObI 3arpy3uTb U YCTAHOBUTL BCE NEPEYNCTIEHHbIE
06HOBIEHUSI ONEePaALIMOHHON CUCTEMBI.

NHdopmauus 06 oOHoBREHUAX

B okHe «OBHOBNEHMS CUCTEMBI» NPEACTaBEH CMUCOK AOCTYMNHbIX 0OHOBMEHWI, FOTOBbIX As
3arpy3kun 1 ycTaHoBKW. YpOBEHb npropuTeTa 06HOBNEHNS 0ToBpa)KaeTCs cnpaBa OT ero Ha3BaHus.

HaxmMnTe 3anycTtutb 0OHOBNIEHMe cucTeMbI, YTOObI HavyaTb 3arpy3Ky U yCTaHOBKY 0OHOBNEHWNIA
onepaLmnoHHON CUCTEMBI.

LLlenKHWTe NpaBoi KHOMKOW MbILN NtobyI0 CTPOKY 06HOBNEHUS 1 HaxkMmuTe MokasaTb
uHdopMaumio, YToObl BbIBECTU Ha 3KPaH HOBOE OKHO C AOMOJIHUTESbHbIMI CBEAEHUSIMN.

ESET CMD

OTa (hYHKLMA BKIOYAET paclunpeHHble KoMaHabl ecmd. OHa M03BOJIeT 3KCNOPTMPOBATL U
MMOOPTMPOBATh NapaMeTpbl C MOMOLLbID KOMaHOHOW CTPOKY (ecmd.exe). [0 HelaBHEro BpeMeHu
3KCNOPTMPOBaTb NapaMeTpbl MOXHO ObII0 TONBKO Yepes rpadnyeckmnin MHTepmenc nosib3osaTess.
KoHgurypaumio ESET Smart Security Premium MOXXHO 3KCNOPTUPOBaTb B haisi C paclumpeHmem .xmi.

Mpu BKAOYEHHOW (PYHKLMKM ESET CMD AOCTYMHbI ABa METOAA aBTOPM3aLUN:

* Het — 6e3 aBTOpM3aunn. ITOT METOL HE PEKOMEHAYETCH, TakK Kak OH pa3pellaeT UMnopT
nobon HenoANMCaHHOM KOHDUIrypaLmmn, 4To NpeacTaBnseT cobon NoTeHUMabHbIA PUCK.

* Maponb ana pacluMpPeHHON HACTPOUKMU — Naposb TpebyeTcs Ans MMnopTa KOHGUrypauum
13 hanna C paclwmpeHmnem xml. 3TOT pann fosKeH ObITb NOANNCAH (CBEAEHUSA O NOANUCAHNUN
(harna KoOHUrypaLuun ¢ paclumpeHnem .xml npeacrassieHsbl fjanee). HoBY KOH(pUrypawumio
MO>XHO MMMOPTUPOBATb TONLKO MOC/Ie TOro, Kak byaeT yka3aH Napob, 3aflaHHbIN B pa3aene
HacTporka goctyna. ECnvm HacTporKka AOCTyna He BKJIKOYEHa, Naposib He coBrnadaeT uan gainn
KOH(urypauum B popmaTte .xml He NoAnNncaH, KoHDUrypauma He byaet MMNOpTUPOBaHa.

Mocne BKNtOYEHMS ESET CMD MOXKHO UCMOJIb30BaTb KOMAHAHYO CTPOKY A/l UMMOPTa W 3KCMOopTa
KOH(MrypaLumin nporpaMmbl ESET Smart Security Premium. 9TO MOXXHO CA€N1aTb BPYYHYIO UM CO34aThb
CLieHapwWi C LieNbio aBToMaTU3aLmum.

Ons MCNosib30BaHMS PaCLUMPEHHBIX KOMaHA ECMD Heobx0o4MMo 3anyCTUTb UX C NpaBaMu
alMUHNCTPATOPA WS OTKPbITb KOMaHAHY0 CTPOKY Windows (cmd) KOMaHo 3anycK oT
MMEeHM agMUHUCTPATOpPa. B NpoTUBHOM Ciyvae nosBuTcs coobuieHne Error executing
command. Kpome Toro, npu 3KCrnopTe KOHGUrypauum fosKHa CyLeCcTBOBaTb Manka
Ha3HayveHuMsi. KoMaHa 3KcrnopTa paboTaeT Aaxke Npu OTKIOYEHHOM napameTpe ESET CMD.

KomaHza 3KcnopTa napameTpoB:
ecmd /getcfg c:\config\settings.xml

KomaHZa nMnopTa napaMeTpos:
ecmd /setcfg c:\config\settings.xml

PacwunpeHHble KOMaHabl ecmd MOXKHO BbIMOJIHUTbL TOJIbKO JIOKAJIbHO.
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[na nognucaHma anna KoHUrypaumm B oopmMaTte XML (.xm/) BbINOJHUTE Cliefytoline AenCTBUS.
1. 3arpy3uTe ucnonHaemMbln ann XmiSignTool.

2. OTKpONTE KOMaHAHY0 CTPOKY Windows (cmd) C MOMOLLbIO KOMaHbl 3aNyCK OT UMEHM
aAMUHUCTpATOpA.

3. MepengunTe B pacnosioxxeHune anna

4. BbinoNHMTE KOMaHAy A4N4 noannucaHns ganna KoHgurypaumm B oopmate XML (.xml).
cnonb3oBaHue:

3HayeHne napameTpa 3aBMCUT OT YCTAHOBJIEHHOW BepCumM ESET Smart Security Premium.
cnonb3ynTte , eCNIn yCTaHoB/eHa bonee cTapas Bepcus, 4em ESET Smart Security
Premium 11.1. icnonb3ynte L0191 aKTyanbHOW BepCcum ESET Smart Security Premium.

5. BBeguTe naposib A4 AOMOJHUTENIbHBIX HAaCTPOEK, a 3aTeM BBeAUTE ero eLle pas rno 3anpocy
cpencTBa XmiSignTool. Tenepb ann KoHGpUrypaumm B popmMate XML NOAMMNCAH N MOXET
MNCNOJIb30BaTbCA A1 UMMNOPTa B APYroM 3K3eMmnnsape ESET Smart Security Premium € (DyHKUnen ESET
CMD C NOMOLLbI0 MeToAa NaposibHOW aBTopM3aLuun.

KoMaHAa noAnnucaHus 3KCnopTUPOBAHHOMO aitnia KoOHGpUrypawumuu:

e

BN Administrator: CA\Windows\system32\cmd.exe ===l @

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

Ecnn naponb B pasgene HacTporka AoCTyna U3MeHUTCA n noTpebyeTcs MMNopTUpoBaTh
KOH(Mrypaumo, NOANNCaAHHYIO paHee C MOMOLLbI CTaporo naposs, HeobxoaAnmMo noanucaTb
hann KoHurypaumm B gopmaTe .xm/ 3aHOBO C NOMOLLbIO TEKYLLEro napoas. 3To N03BOJNT
NCMNOJIb30BaTb CTapbIil (han KoHDUrypaunn 6e3 HeobxoAnMMOCTH 3KCMOPTUPOBATL €ro Ha
APYrov KomnbloTep ¢ paboTatoLien nporpaMmmon ESET Smart Security Premium nepes MMNopToM.

BkntoyaTb ESET CMD 6€3 aBTOpM3aLmMm He pEKOMEHAYETCS, NOCKOJIbKY 3TO AaCT BO3MOXHOCTb
UMNOPTUPOBaTb Nt0OYI0 HEMNOANUCAHHYO KOHDUrypaumio. YCTaHOBMTE Naposb B pasgene

A JononHnTensHble HacTpoky > UHTepdenc nonb3oBaTtensa > Hactpomuka aocryna, 4tobsl
NoJib30BaTENN He BHOCW/IN HEaBTOPM30BAHHbLIE N3MEHEHNS.
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dannbl XypHana

KoHurypaumo BegeHmns xypHasna ESET Smart Security Premium MOXXHO HalnTu B pa3gene
PacwimpeHHble napameTpsl > CepBuc > @annbl XXypHana. 3T0T pa3fien UcnosiblyeTcs oas
HaCTPOMKK ynpas/ieHns XypHanamu. MporpaMma aBToMaTUYeCKUN yaanseT cTapble (ansibl
XKYPHanoB, 4T06bl CIKOHOMUTbL ANCKOBOE MPOCTPAHCTBO. a5 hanoB KypHasa MOXXHO 3a4aTh
napameTpbl, YKasaHHbIE HUXE.

MuHMManbHasA cTeneHb AeTasiM3aLum XYpPHana: HacTPolika MUHUMAIbHOMO YPOBHS
JeTannsaunm 3anucei o codbbITUAX.

» lMarHoCTUKa: B XXypHa BHOCUTCS UH(OpMauus, Heobxoanmas ANs TWaTebHON HaCTPOVKY
Nporpammbl, U BCE NepevnCIeHHbIE Bbille 3anuncu.

* UHdopmaumsa: B XXypHas BHOCATCS MHDOPMALIMOHHbIE COODBLLEHMS, B TOM YMC/ie coobLLeHns
06 ycrneLwHoM BbINOAHEHUM 0BHOBNEHUS, @ TaKXXe BCe NepeyncsieHHble Bbille 3anuncu.

* MpeaynpeXaeHus: B XXypHaa BHOCUTCS MHopMaLMs 060 BCex KpUTUYECKMX oWnbKax u
npenynpexxaeHusx.

* OWKMOKMK: B XXypHan BHOCUTCS MHGopMaLma 06 owmbkax 3arpy3kun hanioB U KpUTUYECKNX
owwimnbkax.

» KpuTnyeckue oLIMOKM: PErMCTPUPYIOTCS TONbKO KPUTUYECKME ownbKM (oWwnbKM 3anycka
3allMTbl OT BUPYCOB,, hallepBona, UTA).

Ecnu BbIbpaTh ypoBeHb AeTann3aumm «AnarHocTuka», B XXypHan byayT 3anncbiBaTbCS
cBeneHns 060 Bcex 3ab6N0KMPOBaAHHbIX MOAKIOYEHMSAX.

3anuncK B XXypHase, Co3aHHble paHbLLe, YeM yKa3aHO B Nosie ABTOMaTU4YECKMU yaanaTbh 3anucu
cTapuwe, yem X gH., OyayT aBTOMaTUYECKN YAANAThCS.

ABTOMaTH4YeECKU ONTUMMU3UPOBATL (Pansibl XXYPHaANOB: €C/IM 3TOT (PSIaXXOK YCTaHOBJIEH, (hanbl
XypHanos byayT aBTOMaTUYeCKM fedparMeHTMPOBaTbLCA B TeX CyYasx, Korga npoueHT
(hparMeHTauUMM NpeBbILLAET 3Ha4YeHne, yKkasaHHoe B NapameTpe Ecnm konmyecTso
Heucnosib3yeMbix 3anucen npesbiwaet (%).

LLlenkHnTe ONTUMU3MPOBATb, YTOOLI HavYaTb AedparMeHTaunto hannoB XXypHanos. Mpu 3Tom
yOanaoTCsA BCe MYCTble 3aMnCh XXYPHAJIOB, YTO Yy4llaeT NPONU3BOAUTENBHOCTb U CKOPOCTb
06paboTkM xXypHanoB. Takoe yny4ylweHne 0CoO6eHHO 3aMEeTHO, eC/IN B XXYPHaslax COOepXUTCS
60/1bLLIOE KOINYECTBO 3anuncen.

BbibepuTe BKAKOYUTL TEKCTOBbIA MPOTOKOA, YTOObI pa3pellnTb XpaHEHNE )KYPHAOB B PYroM
hopmMaTe OTAENbHO OT (halioB XKypPHaOB.

* LLeneBo# KaTanor: KaTasor, B KOTOPOM OyAyT XpaHUTLCA (haiibl XXYPHaN0B (TONbKO A5
TEKCTOBOro popmaTta 1 hopmaTa CSV). Kaxxabli pasfen XXypHaJsia COXpaHAeTCs B OTAESbHbIN
thann c npegBapuTeNbHO 3a4aHHbLIM UMEeHEM (HanpuMep, B (hain virlog.txt 3aNMCbIBaeTCA pa3aen
OGHapy>xeHusa halina XypHana, ecam ANa XpaHeHus ainoB XXypHana BaMu BbibpaH dhopmaT
0bbI4HOr0 TEeKCTa).

* Tun: ecnu BoibpaTh hopmaT TEKCT, XXypHabl OyayT COXPaHATHCA B TEKCTOBLIN haln, AaHHble
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B KOTOpOM OyayT pa3geneHbl Tabynsaunen. To e kacaeTcs popmaTta CSV. Ecnm BbibpaThb
CoObiTHe, XypHanbl ByayT coxpaHAaTbCA He B (hali, a B XXypHa cobbiTnin Windows (€ro MOXXHO
NPOCMOTPETH Ha NaHeNn ynpasiaeHns B CPeACcTBE NPOCMOTpa cobbiTui).

* Ypanutb Bce ainbl XXypHana: yaanseT BCe COXPaHeHHble XXypHaibl, BbiOpaHHbIe B
packpblBatoLeMcst MeHto Tun. Mocne yaaneHns KypHaaoB NoABUTCS YBEAOMIIEHNE O
3aBepLUEHNM NpoLiecca yaaneHus.

Ons 6onee BbicTporo peweHus npobnem cneumanncTbl ESET MHOrfa MOryT 3anpalinBaTth y
nonb30BaTeNemn XypHasbl C UX KOMMbIOTEPOB. ESET Log Collector 0bnervyaeT cbop Heobxoaumon
nHgopMaunn. JononHNTeNbHbIE CBeAeHMNA 0 ESET Log Collector CM. B 3TOWN CTaTbe Hasbl 3HaHWN
ESET.

NrpoBou pexum

NrpoBoit pexxum — 370 DYHKLUS A5 N0Jb30BaTENEN, KOTOPLIM HY>XXHO 1U36eXaTb NepepbIBOB Npw
CNOJIb30BAHMUM CBOMX NMPOrpaMM U MNOSBAEHUS OTBIEKAOLLMX YBEAOMAEHWUA NV NpeaynpexaeHui,
a TaKXXe CBECTU K MUHMMYMY Harpy3Ky Ha npoueccop (CPU). EFro Tak)ke MOXXHO 1CMoJib30BaTb BO
BPEMS Npe3eHTaL i, KOTOPbIe HENb3s NPEPbIBATb AEATENbHOCTLIO MOAYA 3aLLMTbI OT BMPYCOB. Mpu
BKJIOYEHWM 3TOW PYHKLUN OTKIIOHAOTCA BCE BCMJIbIBAOLLME OKHA, @ paboTa NiaHUPOBLLNKaA
MOMIHOCTbIO OCTaHaBAMBAETCSA. 3alUTa CUCTEMbI NO-NpeXxHeMy paboTaeT B (DOHOBOM peXUMe, HO He
TpebyeT Kakoro-n1mbo BMellaTeIbCTBa CO CTOPOHbI NOJIb30BaTENS.

BKJIlOYEHNE 1 OTKIIOYEHNE UTPOBOr0 PEXNUMa OCYLLLECTBJISETCA B NTaBHOM OKHe NPorpaMmbl B

pa3nene HacTtpouka > 3awmTa KoMnbloTepa, rae HeobxoanMo WEeNKHY Th nnm

PALOM C 3n1eMeHTOM UrpoBoi peXxuM. BkJioyas UrpoBOI PeXMM, Bbl MOABEPraeTe CUCTEMY Yrpo3e,
MO3TOMY 3HAYOK COCTOSAHMSA 3aLUMThI Ha NAaHeNN 3a7ay CTaHeT OpaHXXeBbIM 1 ByaeT oTobpaxkaTh
npenynpexaeHue. Kpome Toro, aHHoe npeaynpexaeHme byaet oTobpakaTbCs B [J1aBHOM OKHE
Nporpammbl, rae OpaHXeBbIM LIBETOM ByaeT HanucaHo UrpoBoM peXxuM aKTUBEH.

AKTUBMPYINTE NapamMeTp ABTOMaTU4YECKMU BKJIIO4aTb UTPOBOM PEXXUM NPU BbINOJIHEHUU
NPUAOXXEHUN B NOJIHO3KPAHHOM peXXuMe B pa3faene PaclunperHble napaMeTpsl > CepBuc >
NrpoBoi pe>xuM, 4ToObl MFPOBOI PEXMM BKJHOHANCA NPU 3anycke Ntoboro NpuaoXxeHus B
MOJIHO3KPAHHOM PEXMME U BbIKJII0YAICSA NPUW BEIXOAE U3 NPUIIOXKEHNS.

BbibepuTe napamMeTp ABTOMaTU4YECKMU OTKJIIOYaTbh MTPOBOM peXXuM Yepes, 4Tobbl 3a4aTh Bpems,
CNyCTs KOTOPOE NrPOBOW PeXMM ByaeT aBTOMAaTUYECKM OTK/OYAThCS.

Ecnu canepson paboTaeT B MHTEPAKTUBHOM PEXMME W BKJIKOYEH UFPOBON PEXXMM, BO3MOXKHbI
npobnembl Npu NOAKAYEHUN K IHTEPHETY. DTO MOXET NpeAcTaBAATb CIOXKHOCTM, eC/K
3anyCcKaeTcs urpa, B KOTOPOW NCMosb3yeTcs noakatoyeHne K UHTepHeTy. O6bI4HO
Nonb30BaTENO NpeanaraeTcs NOATBEPANTb HY)KHOE AeCTBME (EC/IN He 3aaH0 HUKaKMX
NpPaBua WM UCKIOYEHMI ONS NOOK/OYEHUNS), HO B UTPOBOM pPeXMe B3auMOeNncTBume C
Nnosb30BaTeNeM HEBO3MOXKHO. YT0ObI pa3peLlnTb CETEBOE B3aMOAENCTBUE, ONpeaenmTe
NpaBuI0 NOAKOYEHNS AN1F KaXKA0Tr0 MPUI0XKEHNS, KOTOPOE MOXET ero oCyLLeCTBAATb, UK
ncnonb3ynTe apyron Pexum hunstpaunm B hanepBone. Takxxe cnefyeT NOMHUTb O TOM, YTO
NPV BKJILOYEHHOM UFPOBOM peXXmMMe MOXXeT ObiTb 3ab/1I0KMPOBaH Nepexos Ha Beb-CTpaHuLy nau
NCMo/Ib30BaHNE NPUSIOXKEHWNS, KOTOPbIE CNOCOOHBI NPeacTaBNATbL Yrpo3y aAns 6e30nacHoOCTU, HO
MpW 3TOM Ha 3KpaH He 6yaeT BbIBEAEHO HUKAKOr0 NMOSCHEHUS UK NMpenynpeXxaeHns,
MOCKOJIbKY B3aMMOJENCTBME C N0JIb30BaTENIEM OTKIIOYEHO.
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InarHocTuka

CpencTBO AMarHOCTUKKN cobnpaeT aBapuitHble Aamnbl NPoLECccoB ESET (Hanpumep, ekrn). Ecin
nponcxoaonT aBapMVlHoe 3aBeplieHne pa60Tb| npnnoXxeHmsd, Co3gaeTca COOTBeTCTByPOLLI.VIVI namn. C
NMOMOLLbIO TaKUX O0aMMoB p63pa60T‘-II/IKI/I MOTrYT OTJIaXXNBaTb N NCMPaBJIATb Pa3qinyHbIE I'Ip061'leMbI
nporpamMmbl ESET Smart Security Premium.

OTKpOIZTe pacCKpbiBaloLlieeCqd MEHIO PpAAOM C 3J1IEMEHTOM Tvun pamna v Bbl6epI/ITe OOWNH N3 TpeX
OOCTYMNHbIX BApUaHTOB:

* BbibepnTe OTKAKOYUTL, YTOObI OTKOUYNTL 3TY PYHKLMIO.

* MuHM (N0 YMONHAHNIO) — PErncTpUpyeTCs Camblili Manbin 06beM None3Hon NHpopMaLnm,
KOTOpas MOXET NOMOYb ONpefennTb NPUYNHY HeoXXnaaHHOro cbos npunoxxeHus. NMoaobHbIn
han Lamna MOXEeT NpUrognTbCs, eCiv Ha AMcKe Mano MecTa. O4HAKOo orpaHUyYeHHbIn 06bem
BKJIIOYEHHOW B HEro MHopMaLmMm MOXXeT Npy aHann3e He NO3BOANTb 0BHaPYXNTb ownbKY,
KOoTopble He BblIn Bbi3BaHbl HENOCPEACTBEHHO NOTOKOM, BbINOJIHABLLUMMCS B MOMEHT
BO3HUKHOBEHWSA Npobnembl.

* MonHbIK: KOrAa HEOXXMAAHHO NpeKpallaeTcs paboTa NPUIOXKEHNS, PErMCTPUPYETCS BCe
COLePXXMMOe CUCTEMHONM NaMsTKW. MoNHbIA AaMm NaMAT MOXKET COAepPXaTb AaHHbIe NPOLLeCccos,
KOTOPbI€ BbINOJIHAINCh B MOMEHT CO3[aHNa Aamna.

LLeneBou KaTanor — KaTaJor, B KOTOpOM 6y,ﬂ,eT Cco34aBaTbCA AaMm npun cboe.

OTKpbITb NanNKy AMarHOCTUKMU: Ha)XxMuTe KHoMky MNMokasaTb, 4TObbI OTKPbITb 3TOT KaTaJlol' B
HOBOM OKHe NMpoBOAHWKa Windows.

Co3paTb gaMn AUArHOCTUKMU: HaXXMUTe KHOMKy Co3paTb, 4yT0bbl CO3AaTb B LLENEBOM KaTasore
cpa|7|nb| AdaMna onarHoCTuKN.

PacluupeHHoe BeeHUe XXYpPHaJioB

BkniouuTb pacluMpeHHoe BeeHue XXYPHQAJIOB B PeKJ/IaMHbIX CoOOLEeHuaAX: 3annch BCex
CobbITWI, CBA3AHHBIX C pPeKNTaMHbIMN coobuieHmamn B NPOAYKTE.

Bknwouutb pacllnupeHHoe BegeHue XXypHana ana Mmoayna 3alluTbl OT CnaMa: 3aliCb BCEX
cobbiTnn, KOTOpPbIE MPONCXOAAT B Npouecce CKaHNpoBaHNA Ha HaJIM4ne CnaMa. STO0 nomoraeTt
pa3pa60T-||/|KaM BbIABJIATb U NCNPaB/ATb I'IpO6J'I€MbI, CBsA3aHHbIe C MOAYNEeM 3alUUThl OT CNaMa ESET.

BKAOYNTDL pacluupeHHoe BeaeHue XXypHasia ansa Mmoayns AHTHBOpZ 3anuncb Bcex cobbiTun,
KOTOpblE MPONCXOOAT B MOoAyJie AHTI/IBOp, ONAa ANarHOCTUKKN U YCTPpaHEHNA np06neM.

Bk/IO4MTb paclUMpeHHOe BeAeHne XXYPHAJIoB 3awuTbl 0aHKOBCKOM onsaThl: 3anuncb BCEX
CcobbITNI, KOTOPbIE KacaloTCs 3alnTbl 6aHKOBCKOW OnaThl.

BKNIOYMTbL paclUUpPEeHHOe BeAeHne XXYPHAJIoB ANA MOAYNA CKAaHUPOBaHUA KOMMNbiIOTepa:
3anncb Bcex cobbITUN, BO3HMKAOLWMNX B NpoLecce CKaHNPOBaHUSA hanios 1 Nanok yHKumnein
«CKaHnpoBaHMe KoMMbloTepa».
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Bk/loYeHUe pacCLUMPEHHOro BeAeHUA XXYpPHasia KOHTPONAA YCTPOMUCTB: 3anncb BCex CobbITU,
KOTOpbIe MPOUCXOASAT B MOLYJIe KOHTPOS YCTPOMNCTB. TO NOMOraeT pa3paboTynkam BbISBNATH U
NCNPaBAsATb NPO6NeMbl, CBA3aHHbIE C MOAYIEM KOHTPOJIA YCTPOWCTB.

BknouuTb pacluMpeHHoe BeaeHue XypHana Direct Cloud: 3anncb BCcex cobbiTuiA, KOTOpbIE
NPONCXOAAT B ESET LiveGrid®. 9T0O noMoraeT pa3paboTynkaM BbISBAATb U UCNPaBAATb NPobsieMbl,
CBfA3aHHbIe C MoayneM ESET LiveGrid®.

BKIOYMTb paclUMpEeHHOe BeaeHue XXypHana 3aluTbl AOKYMEHTOB: 3anuncb BCex CobbITU,
KOTOPbIE MPOVNCXOAST B MOAYJe 3alUThl JOKYMEHTOB, A1 ANArHOCTUKK 1 YCTpaHeHus npobnem.

BknouuTbh pacluMpeHHoe BeaeHue XXYPHQAJIOB 3alUUTbl NOYTOBOIO KJINEHTa — 3alncb BCEX
cobbiTnn, nponcxonodawmnx B 3alluTe NOYTOBOro KJIMEHTaA U NJlarMHe No4ToBOro KJineHTa, Ana
ONarHoCTuKM N peeHnd npoﬁneM.

BKNOYMUTBL paclUMpeHHoe BeaeHue XXypHana ESET LiveGuard: 3anmncb BCeX COBbITUI, KOTOpble
MPOUCXOANAT B MOAYe ESET LiveGuard, A5 ANArHOCTUKM U yCTPaHEHUS npobnem,

BKnO4YMTb pacluMpeHHOoe BeAeHne XypHasa aapa: 3anvicb Bcex cobbiTUN, KOTOPbIE MPONCXOAAT
B AApe ESET (ekrn).

BKJIIOYUTb pacLLMpeHHOe BefieHue XXypHaa AN JIML,EH3UPOBaHMSA: 3anncCb Bcero obmMeHa
ANaHHbIMU MeXly cepBepaMu ESET License Manager WU PeLLEHNEM ANS aKTMBaLumM ESET.

BKJIIO4UTb TPACCUPOBKY MAMATHU: 3aMnCb BCEX CODLITWIA, KOTOPbIE MOMOryT pa3paboTynkam
BbISIB/IATb YTEYKMN MNAMATH.

BKJIIOYMTb paclUMpeHHOe BeAeHue XXYpPHana 3alMThl CETU: 3aMNNCb BCEX CETEBbLIX JaHHbIX,
npoxoaswux Yyepes ainepsos B hoopMaTe PCAP. ITO NOMOraeT pa3paboTymkaMm BbISBAATL U
YCTPaHATb NpobieMbl, CBA3aHHbIE C (DallepBosIoM.

BK/NIOYUTbL paclLMpeHHOe BefieHue XXypHaia ANf CKaHepa ceTeBoro Tpaduka: 3anncb BCex
LaHHbIX, MPOXOAALLMX Yepe3 CKaHep CeTeBOro Tpadguka B popmaTe PCAP. ITO NoMoraeT
pa3paboTynKaM BbLISBASATb U YCTPAHATb NPobseMbl, CBSA3aHHbIE CO CKAHEPOM CETEBOr0 Tpaduka.

BKno4uMTb pacluMpeHHoe BeAeHue XypHasa onepauuoHHON CUCTEMbI: 3aMnncb
LOMONHNTENbHLIX CBeAeHU 06 onepaunoHHON CUCTEME, HanpruMep O 3anyLLEeHHbIX NpoLeccax,
akTmBHOCTK LIM 1 paboTe AnCKoB. ITO NOMOraeT pa3paboTymkaM AMarHOCTUPOBATb N NCAPaBIATb
npobaembl, CBSi3aHHbIE C MPOAYKTOM ESET B Ballen onepaLoHHON CUCTEME,

BKNIOYMUTbL paclLMpeHHOe BefeHue XXypHaia POAUTENIbCKOro KOHTPOA: 3aMncChb BCEX CODLITUNA,
KOTOPbIE MPOVNCXOAST B MOAYJie POANTENLCKOr0 KOHTPOIS. DTO NMoMoraeT pa3paboTynkaM BbISBASTb
1 MCnpaBasaTb NPobaeMbl, CBSI3aHHbIE C MOAY/IEM POANTENLCKOr0 KOHTPOIS.

BKNIOYUTbL paclUMpeHHoe BefeHue XXYpPHanoB ana obMeHa push-cooOLLEHUAMM: 3annCb BCEX
CobbITWI, NPONCXOAALWMX BO BpeMs 06MeHa push-CoobLLEHNAMM.

BknioyeHue pacLLMPEHHOro BefeHns XYPHaNoB Ans 3awwuTbl (pansioBoOn CUCTEMbI B
peanbHOM BPeMEeHM: 3anncb BCex cobbITu, NPONCXOAALLMX B MPOLLecce CKaHNPOBaHMA alnios n
nanokK pyHKUmen «3aLlimTa anaoBon CUCTEMbI B PeasibHOM BPEMEHN».

BknouuTb pacluMpeHHoOe BeaeHue XypHana aasa Moayns obHoBNEHMA: 3anncb Bcex cobbiTun,
KOTOpPbIE MPONCXOOAT BO BpeMA obHOBNEHNSA. DTO NOMOraeT pa3p360T‘-II/IKaM BbIABATb N UCNPaBAATb
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I'IpOﬁJ'IGMbI, CBA3aHHbIE C MOAYNEM obHoBNIEHNS.

®annbl XXypHana HaxoaaTcs B nanke C:\ProgramData\ESET\ESET Security\Diagnostics).

Cnyxba TexHU4eCKoOn Noa aep>XKKu

Mpw obpalleHnn B cnyx0y TEXHNYECKOM NOAAEPXKKIM ESET U3 NporpaMMbl ESET Smart Security Premium
MO>XHO OTNPaBUTb OaHHbLIE O KOHCDI/II'ypaLI,VIVI CNCTEMBDI. Bb|6ep|/|Te OTnpaBnﬂTb Bcerpa B
pacKpbiBalOLWEMCA MEHIO OTnpaBKa AadHHbIX O KOH(I)Hryan,VIM CUCTEeMbl 0n4 ABTOMaTMN4EeCKON
OTMPaBKN AaHHbIX N BblﬁepI/ITe 3anpau1uBaTb noaTeep>xapeHue nepepn OTnpaBKOIﬁ, 4yTObbI
nosly4aTb 3anpoc nepes 0TNpaBKON AaHHbIX.

NMoaknioyeHue

B oripenesiEHHbIX CETAX NOAKIIOHEHNE KOMIMBbIOTEPOB K |/|HTepHETy MOXXET OCYLUECTBNIATLCA Hepes
npokcu-cepeep. Ecnm Bbl MCNosib3yeTe NPoKCU-cepsep, BaM HeobXoAMMO 3aflaTh cienyolime
HaCTPOMKW. B NPOTMBHOM Cnyvae pelleHune ESET Smart Security Premium 1 €ro MOLY/IN He CMOTyT
0bHOBNIATLCA aBTOMATUYECKW. B ESET Smart Security Premium HacTpoOWKa NPOKCK-CepBepa AOCTYMHa B
OBYX pPa3HbIX pa3genax pacllnpeHHbIX NMapaMeTpoOosB.

nobanbHble HACTPOMKUN NPOKCU-CEPBEPA MOXKHO KOH(PUIypMpoBaTh B pa3aese PaclunpeHHble
napameTpsl > MopgknoyeHue > Mpokcu-cepeep. HacTporka Npokcu-cepeepa Ha 3TOM YpoOBHE
No3BOJISIET 3aflaTb €ro napameTpbl 418 NporpamMmmel ESET Smart Security Premium B Le/1oM. OHK
NCNOJb3YOTCA BCEMM MOAYNSMU NPOrpamMmbl, KOTOPLIM TpebyeTcs noakatoyeHne K IHTepHeTy.

YT06bl 324aTb rN0babHbIe HACTPOMKU NPOKCU-CePBEPa, BKIOYMTE NapamMeTp Mcnonb3oBaTb
NPOKCHU-CepBep 1 BBeaUTe aJpec NPOKCU-CepBepa, a TakXKe ero HoMep nopTa.

Ecnm ons obMeHa JaHHbIMU C NPOKCK-CEPBEPOM TpebyeTcs ayTeHTUMUKaLNs, yCTaHOBUTE (h1aX0K
Mpokcu-cepsep Tpebyet ayTeHTMUKaLMK, a 3aTeM 3anonHUTe nons UMa nonb3osatens v
Mapone. LLienkHTe OBHaAPYXKUTb NPOKCU-cepBep, YTOObI 0OHAPYXNTL N aBTOMATNYECKN
3aMoNHNTb HAaCTPOMKM NPOKCU-CepBepa. ESET Smart Security Premium CKONUpPYyeT napameTpsl,
yKa3aHHble B CBONCTBax obo3pesBaTena 414 Internet Explorer Uan Google Chrome.

B HacTpoiikax NpOKcu-cepBepa MMs NoJb30BaTENS 1 NAaP0Jib HYXKHO BBOAUTL BPYYHYIO.

NUcnonb3oBaTbh NpAMoOe NOAKJIIOYEeHUe, eCJsin NPOKCU-CepBep HeJoCTyNneH: ecsiv B ESET Smart
Security Premium HaCTPOEHO NMOAKJIIOYEHNE Yepe3 NPOKCN-CEPBEP, a OH HEAOCTYNEH, ESET Smart Security
Premium ByaeT 06xoanTb MPOKCK-CEPBEP N MOAKOYATLCA K CepBepaM ESET HanpsiMyio.

MapameTpbl MPOKCU-CepBEPa TaKXXe MOXXHO HAaCTPOUTb B 0bnacTu [LonosiHUTE IbHblE HACTPONKM >
O6HoBneHue > NMpodunmn > ObHoBNEHUA > [TapaMeTpbl NOAKNAIOYEHUSA 1 B PACKPbIBAOLLEMCS
cnucke Pe>xum npokcu-cepsepa Boibepute 3nemeHT MopknioueHue Yyepes npokcu-cepsep). 371a
KOH(Urypaumsa npuMeHaeTCcs ToSbKO 419 0OHOBNEHWI 1 peKoMeHAyeTCa 415 HOyTOyKoB,
nonyvatowmnx obHOBNEHUA MOAYNEN U3 yaaNneHHbIX PaCnoN0OXXeHU . [LonoNHUTE IbHblE CBEAEHNS CM.
B pasfene LoMNoNHUTENbHbIE HACTPOWNKN 0OHOBAEHWS.
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SMART SECURITY Emmmma d

[ONONHUTENbHbIE HACTPONKK - .
| Moayns o6uapyxenns B B npokou-cepeep 5
ObHoBneHne Mcnonezoeate Npokon-cepeep C‘ i}
| 3awmta B (]
| CepeKc
MogknoueHwe
a
WHTepdeiic o
nonL3oBaTens

YeenoMAeHWA (5 ]

Haiitw npokcu-cepeep O6Hapy»WUTb

Hactpo#iku
KOHQWAEHLMANBHOCTK

Mo ymonuanmio -_;DI( OTmenHa

NHTepdenc nonb3oBartens

YT06bl HACTPOUTL NOBEAEHNE Fpadnyeckoro NHTepdenca NPorpaMmmbl, OTKPOUTE pa3aen
PaclwunpeHHsble napameTpsl > UHTepdenc.

B oKHe 31eMeHThl MHTepdenca pacluMPeHHbIX NapaMeTPoB MOXHO HAaCTPOUTb BHELUHUA BUL
nporpaMmmbl U NCNoJsib3yemble 3heKThl.

Y7061 06ECNEeYnTb MaKCMMasbHYIO 3alUMUTY A8 NporpamMMbl 6€30MacHOCTM, MOXXHO 3aMnpeTuTb
ylaneHne NporpaMMbl WU BHECEHNE HECAHKLIMOHWPOBAHHbIX U3MEHEHWIA, 3aLUUTUB NapaMeTpsbl
MapoJieM C NMOMOLLbIO CyXebHON NporpamMMbl HacTporka [ocTyna.

CBefeHUst 0 TOM, KaK HaCTPOUTb CUCTEMHbIE YBEAOMIEHNS, NpeaynpeXxaeHns 06
06HapY>XEHUN 1 COCTOSIHUA NPUIOXKEHUS, CM. B pa3fesie YBeaoMJIEHNS.

dJieMeHTbl UHTepdenca nonb3oBatens

Paboyyto cpepy ESET Smart Security Premium (Frpadpyyecknin nHTepdenc noab3oBaTenst) MOXKHO
HaCTPOUTb B COOTBETCTBMM CO CBOMMMW MPEeANOYTEHNAMN B pasfene PaclliMpeHHsie napameTpsl >
NuTepdenc > IneMeHTbl MHTepdenca.

Pe>Xxum uBeTa: BbibepuTe B paCcKpbiBalOWEMCH MEHIO LIBETOBYIO CXeMY UHTepdenca ESET Smart
Security Premium.
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» COOTBETCTBOBaTb LBETY CUCTEMbI: LIBETOBas CXeMa ESET Smart Security Premium 3a/laeTcs
COrJlaCHO HaCTPOMKAM OMepaLoOHHON CUCTEMBI.

* TeMHasn: BbI6Op TEMHOM LIBETOBOM CXeMbl AN9 ESET Smart Security Premium (TEMHbIN PEXUM).

» CBeTnasn: BbIbOP CTaHAAPTHOM (CBETNON) LLBETOBOMN CXeMbl AN15 ESET Smart Security Premium.

Kpome Toro, LiBETOBYIO CXeMy rpahnyeckoro nHTepdenca ESET Smart Security Premium MOXHO
BbIOpaTh B MPaBOM BEPXHEM YrAly [1aBHOIr0 OKHa NPOrpaMmbl.

Moka3biBaTb 3aCTaBKy NpM 3anycke: BO BpeMs 3anycka byaeT oTobpakaTbCa 3aCTaBKa ESET Smart
Security Premium.

Ncnonb3oBaTb 3BYKM: MporpaMmMa BOCMNPOM3BOAUT 3BYKOBOW CUIHAJ, €C/Iv BO BPEMS CKaHMPOBaHUS
NPONCXOANT Ba)kKHOe CobbITMe, HanpuMep Npu 0bHapyXeHNK Yrpo3bl UK 3aBEPLUEHUN
CKaHMPOBaHWS.

Mpo3payHbiK hOH: BKIOYEHME 3hDeKTa NPO3PaYHOro hoHa ONs r1aBHOr0 OKHa NPOrpammbl.
Mpo3payHbIn POH AOCTYNEH TONLKO A1 NOCAeAHNX BEpPCUn Windows (RS4 1 6onee no3aHux).

MHTerpMPOBaTb C KOHTE@KCTHbIM MEHI0: BO3MOXXHOCTb MHTErpaunm 31eMeHTOoB ynpaBsieHus ESET
Smart Security Premium B KOHTEKCTHOE MEHIO.

SMART SECURITY B o X
JononHuTenbHble HACTPOUKKN QL x|
| Moayns o6Hapyxenns € E  3nementel nuTepdelica nonw3oearens 5
OGHOBNEHWE Pesim LBETa COOTEETCTEOEATL LUEETY CUCT... ~ | &
| 3awura B MokasbIBaTe 3aCTABKY NPW 3aMyCKe m
lcnonesoeate 3ByKN ﬂ
| coponc @ , @
MpospauHblii doH [ @) (1 ]
MogknoyeHre
MHTEFPELI,MH B KOHTEKCTHOE MEHHD m B
WHTepdeiic
nonszoeatens &
Yeegomnenna B HacTpoiika goctyna 5 8
HacTpoiiku
KOHQWAEHLUWANBHOCTH
Mo ymonuanmio GOK OTmeHa
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HacTtpouka pocrtyna

HacTponkun ESET Smart Security Premium SBASIOTCSA BaXXHOW COCTaBHOM YaCTbio BalLEN NOANTUKM
6e3onacHOCTU. HeCaHKLMOHMPOBAHHOE U3MEHEHME MapaMeTPOB MOXKET HapyLWNTb CTabuabHOCTb
paboThbl CUCTEMBI U 0CabnTb ee 3awmnTy. [nd npeaoTBpalLleHns HeCaHKLMOHMPOBAHHOIO N3MEHEHNS
napaMeTpbl HACTPONKK 1 BO3SMOXXHOCTb yAasIeHNa NPUN0XeHNs ESET Smart Security Premium MOXXHO
3aWMTUTB NapoJsieM. [JoCcTyn MOXHO HacTPOMTb B pasfesie PacluvpeHHble napaveTpsl > UHTepdenc
>HacTponka pocrtyna.

Y7106bI YCTAHOBWTbL MNAPOJb 415 3aLUMThl NAaPaMeTPOB HACTPONKMN 1 DYHKLUN YOANEHUS NPUIOXKEHUS
ESET Smart Security Premium, LleJKHUTe 3aAaTh PSAOM C NosieM 3aWMTUTL NapaMeTpbl NapoJsieM.

Korpaa Bbl XOTUTE NMOJIY4YWUTb AOCTYN K 3alLWLLEHHBIM AOMOJIHUTE/bHBIM HAaCTPOMKaM,
OTKPbIBAETCS OKHO [/15 BBOAA Naposisa. Ecnm Bbl 3abyneTte nnm notepsieTe CBOW Naposb,
WeNKHMTe BOCCTAaHOBUTbL NApOib HVXKE 1 BBEAUTE apec 31EKTPOHHOW MOYThI, YKa3aHHbIN
npw perncTpaumm AnLeH3nn. ESET OTNPaBUT BaM COOBLLIEHNE 3NEKTPOHHONM NOYTbI C KOAOM
MPOBEPKN 1 MHCTPYKLMAMK No cbpocy napons.

* Pa36/10KMPOBKA ONOJHUTENbHbLIX HACTPOEK

YT06bl MU3MEHWTb NaPOJb, LLENKHNTE U3MEeHNTb naponb PSAOM C MojeM 3alUTUTL NapaMeTpbl
naponem.

Y1060l yAanuTb Naposib, WesKHUTe Y aanuTb psaoM C nosiem 3aWwmnTuTh napaMeTpbl Nnaposiem.
SMART SECURITY EIZERR O X
JononHutenbHble HaCTPOMKH Q x|

| Mopyns oHapyxenns B 3NEMeHTH MHTepdelica NoAL30BaTeNA 5

OGHOENEHNE

= Hacrpoiika goctyna 5 6

| 3awmta B
3aLMTHTE NapameTpbl Naponem 3agate
| Cepanc

MogkAoYeHne

WHTepdeic
nonb3oeatens B

| YeegomMaeHMA 5 ]

HacTpoiku
KOHPUASHUWANEHOCTI

Mo ymonuanmio GOK OTmeHa
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NMaponb ona pgocrtyna K pacClUMpPEeHHbIM
napamMeTpam

YT106bl 3aLNTUTL pPacCLUMPEHHbIE NapaMeTpbl ESET Smart Security Premium 1 n3bexxatb nx
HeCaHKLMOHMPOBAHHOIO N3MEHeHWs, BBeAMTE HOBbIN Naposb B Nosis HoBbiM naponb v
MopnTeBepauTe naponb. HaxxmnTte KHonky OK.

EC/IM HY>XHO M3MEeHUTb CyLLEeCTBYIOWNIA Naposib, BbINOJHUTE Cliefytowme encTBumA.
1. BBeguTe cTapbli Naponb B none Ctapbli Naposib.
2. BeeanTe HOBbIN Naposib B Nosis HoBbin naponsb 1 MoaTBepanTe naponb.
3. HaxxmuTte kHonky OK.

3T0T naposb byaeT HeobxoAUM An5 AOCTYNa K paclUMPEHHbIM NapameTpam.

Ecnn Bbl 3abyaeTe naponb, CM. pasaen Pa3biokypoBka Naposis A5 HaCTPOeK B NpoayKTax ESET Asis
AOMALLHEro NCMoJib30BaHUS.

YT06bl BOCCTAHOBUTb MOTEPSAHHbLIN IMLLEH3NOHHBIN K04 ESET, laHHbIE O AaTe OKOHYaHMA CPOKa
OEeNCTBMA BalLen NLEH3MM NN Apyrve CBeAeHNs 0 INLEH3MK ESET Smart Security Premium,
O3HaKOMbTEChb C pa3agesioM ﬂ,eI7ICTBI/IFI B C/1yHae NnoTepn JTMUeH3MOHHOIro KJjin4a.

Nopnep)xka cpencTB YTEHUA C IKpaHa

ESET Smart Security Premium MO>XHO MCMNOJIb30BaTb CO CPEACTBAMMN YTEHUS C 3KPaHa, 4TobbI
nonb3oBaTenun ESET C npoﬁnemaMm 3peHNA MO NCNOJIb30BaTh MEHIO NPOAYKTa N HaCTpaunBaTb
napaMeTpPhLI. HOD,,D,ep)KI/IBatOTCFI cnepyloulme cpenctBa YTeHUA € IKpaHa: (JAWS, NVDA, Narrator).

Y1066l 06ECNEYNTL NPaBUIbHYO PaboTy CpeacTBa YTEHMA C rpathnyecknm NHTepdencom ESET Smart
Security Premium, CneaynTe MHCTPYKUMAM B CTaThbe Hallel 6a3bl 3HaHWN.

YBepoMsieHUs

YT00bl YNpaBnsTb yBeAOMAEHMAMI ESET Smart Security Premium, OTKPONTE pa3fen PacluvpeHHble
napaMeTpsl > YBepoMAeHUs. MOXXHO HaCTPOUTb Cleaylowmne TUnbl yBeLOMIEHNIA,

* COCTOSIHMS NPUNOXEHNSA: YBEAOMEHNS, 0TOBpPa)kaeMble B [1aBHOM OKHE MporpaMmbl B
pa3nene 0630p.

* YBegomaeHnsa Ha paboyem cTtone: HebonbLMe OKHa yBeJgomMsieHna pagom C CMCTEMHOM
NaHesblo 3aaa\.

* IHTEepaKTUBHbIE NPeayNPexAeHNs: OKHa U CO0BLLEHMNS C NpeaynpexaAeHNsaIMI, KOTopble
TpebyloT BMelLaTeNbCTBA MOJIb30BaTENS.

* [lepeafpecauns (yBeLOMNAEHNSA NO 3JIEKTPOHHOWN NOYTE): yBeAOMJIEHUS OTMNPaBAATCA Ha
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https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb375
https://support.eset.com/kb7375

YKa3aHHbIN agpec 371eKTPOHHON NOYThI.

SMART SECURITY EXzEm o x
JononHutenbHble HacTPOUKU Q X
| Moayne o6Hapyxenns € B Cocroanma npunoxenna 5
OBHoBNEHME COCTOAHWA NPUICHKEHWA KlameHuTe (1]
3awnTa (5 ]
| YeegomMmneHWa Ha pabouem cTone 5
| Cepenc
WMHTEepaKTUBHEIE NpeAyNpeXaeHUA 5
MoaknoueHre
WHTepdeiic

NoNL20BaTENA 9

yeegomnenna B

Mepeaapecauna

HacTtpoiiku
KOHQWAEHLMANBHOCTK

Mo ymonuanmio oK OTmeHa

CocTosfAHMA NPUNOXKEHUS

COCTOSAHUA NPUNOXKEHMSA: LLeNIKHUTE U3MEeHUTb, 4T0ObI BbIOpPaTh, KAaKNe COCTOSIHUS NPUIOXKEHUS
6ynyT oTobpa)kaTbCs Ha [OMALLUHEN CTPAHULE I1aBHOI0 OKHa rporpaMmsl > 0630p.

Ananorosoe oKHO «COCTOAHUA NMPUNTOIKEHUA»

B 3TOM AnanoroBoM OKHe MOXKHO BbiOpaTb, Kakne COCTOSIHWA NPUAoXeHns byayT oTobparkaTbCs.
Hanpumep, Npy NPMOCTaHOBKE 3alUWTbl OT BUPYCOB W LUMNOHCKUX NPOrpaMm MK Npu BKIKOYEHHOM
NrPOBOM pexxume,

KpOMe TOro, COCToAHNE NPUNOXEHNA 6y)J,€T 0T06pa)KaTbCFI, €C/IN NMPOAYKT HE aKTUBUPOBaAH NN
CPOK NEeNnCTBMA NNLIEH3UN NCTEK.

YBenomsieHusa Ha pabouyem cTtone

YBepnomneHusa Ha paboyem cTosie oTobpaxatoTcs B BUAE HeOONbLLIOr0 OKHa yBELOMAEHUS PSLOM C
naHesbio 3aay cmcTemsbl. Mo yMon4aHuMo oHO oTobpaxkaeTca B TedeHue 10 cekyHA, 3aTeM MeAJIEHHO
ncyesaet. YegomneHus coobwaoT 06 0bHoOBAEHUN NPOorpaMMbl, MOAKJIKOYEHUN HOBbIX YCTPOWCTB,
3aBepLleHnmn 3a4a4 CKaHMPOBaHMA Ha Haan4ne BUPYCcoB 1 06 0bHapy>KEeHUN HOBbIX Yrpo3.
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SMART SECURITY EZmmm o X

>
,ﬂ,OI'IOJ'IHHTEJ'Ibele HacTpOUKH 5 X ?
| ST OﬁHapymEHHﬂ B COCTOAHKMA NMPHACKEHWA 3
OBHoBACHKME
= YBefoMAeHWA Ha paﬁouem cTone ﬁ
| 3aumta B
OTobBpaxaTe yEELOMAEHNA Ha paboden cTone m
1
| Cepeuc [ 1] | ¥eegomnenna Ha pabodem cTone Mamennte (1]
MoaknoueHune He oTobpamate yEeA0MAEHIA NpKH paboTe NpUACKEHKUI B m
NOMHOIKPAHHOM PEXMME
WuTepdeic ) ) A o
nonbzosatens @ pema oToBPakEHNA B CEKyHAaxX 0| .
Eal
| MpospauHocTs o . a
yeegomnenun B
2 0 i ( 10 M hd
Mepeagpecauma (1] MuHnmansHan geTanusauna oToBpaxaembx coBbITnii VIHGOpMaLMA (1 ]
- B mHorononezceatTenscknx cMCTemax oTobpakats S
HacTpoiku Administrator
YEEADMNEHWA HA IKPAHE CNEAYHOLLIEND NONL30BATENA
KOHQWASHLMANLHOCTH
Paspelunte ysegomMneHHAM Nony4aTs Gokyc Ha 3kpaHe i)
VIHTEPaKTUEHBIE NPEAYNPEXAEHWNA 5

Mo ymonyaumo m OTmeHa

OTobpaxaTb yBepoMaeHUsA Ha pabouyeM cTone: peKoOMeHAYEM He BbIKJIO4YaTb 3TOT NapameTp,
4TO6bI NPOAYKT MOr C006LaTh BaM O HOBbIX COBLITUSIX.

YBenoMneHus Ha paﬁoqu cTone: wenkHnTe U3MeHUTb, 4TOObI BKJIOYNTb NN OTKAKOYNTD
ornpepgesieHHble yBeJoMJIEHNA Ha paboyem cTone.

He oTobpaxaTtb yBegomMneHusa npu paborte npuno>KeHu B NOJIHOIKPAHHOM pexume:
CKpbITUE BCEX HEMHTEPAKTMBHbIX YBEAOMIEHWUIA, KOTla 3anyLLeHbl NPUI0XKEHNS B MOJIHOIKPAHHOM
pexume.

BpeMmsa oxupaHus (cek.): HacTporka NPOAO/IKUTENBHOCTU 0TOBpaXKeHns yBeLOMAEHUIA. 3HaYeHne
[0JKHO 6bITb 0T 3 0o 30 cekyHa.

Mpo3pavyHOCTb: HACTPOMKA NPOLLEHTA NPO3PAYHOCTU YBEJOMAEHNI. MNoaaepXNBAOTCA 3HAYEHUSA OT
0 (6e3 npo3payHocTmn) A0 80 (04YeHb BbICOKAsA NPO3PaYHOCTD).

MuHuManbHasa aeTanusauus otodbparkaeMbiX COObITUM: HACTPOKA HAaYalbHOTO YPOBHS
CEepbe3HOCTY YBEAOMEHUIA, KOTOpble CefyeT oTobpaxkaTb. B packpbiBalOLWEMCS MEHIO MOXHO
BbIOpaTh CnefytoLie napamMeTpbl.

olmarHocTuka: otobpakeHune nHpopmaumm, HeobxoanmMon NS TUlaTeNbHON HAaCTPONKN
nporpaMmbl, U BCe NepeyncieHHbIe Bbille 3anucu.

oNHdopMauma: oTobpaxkeHne MHHOPMALIMOHHBIX COOBLLEHNI, HAaNPUMEpP 0 HECTAaHAAPTHbIX
ceTeBblX COOLITUAX, BKJIOYas coobLieHns 06 ycnelwHoM o6HOBIEHNM, a TakXXe BCe
nepeyncsieHHble Bbille 3anuci.
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oMpepynpexpeHusa: oTobpaxxeHne npepynpexaeHun, coobweHunn ob owmnbkax n
KpUTHYeCKUuX owmbkax (Hanpmumep, 0 HeBbIMNOJHEHHOM 0OHOBNEHUN).

oOwWwmnbkK: oTobpaxxeHne coobieHunn 06 owmbkax (Hanpmumep, 0 TOM, Y4TO HE yAan0Ch
3anyCTUTb 3alNTy AOKYMEHTOB) U KPUTUYECKMX OwnbKax.

oKputnuyeckue owmbKM: oTobparkeHme coobLLEHNA TONbKO 0 KPUTUYECKNX ownbKax
(owmnbka 3anycKa 3aWwmTbl OT BUPYCOB UM COOBLLEHNE O 3apaKeHUN CUCTEMbI U T. M.).

B MHOronosib30BaTeNIbCKUX CUCTEMAX OTOOpakaTb yBeAOMJIEHUA HA 3KpaHe c/ieayloLero
noJsib30BaTesNfA: MOXXHO Pa3peLLnTb BbIbpaHHbIM YYeTHbIM 3aMnUCaM NosyYaTh YBEAOMIEHUS Ha
paboyem cTone. Hanpumep, eciv yyeTHas 3anucb aAMUHUCTPATOPA HE NCMOJb3yeTCs, BBEANTE
MOJSIHOE UMS YHETHOW 3anucu, U yBefomneHns Ha paboyem ctone bynyT oTobpaxaTbcs Aas
YKa3aHHOW y4yeTHoW 3anucK. Mony4aTb YBeAOMAEHUS Ha paboyeM CToe MOXKET TOJIbKO Of1Ha
yyeTHas 3anncCb NoJsib3oBaTeNs.

PaspewnTb YBeAOMIEHUAM NONy4YaTh POKYC Ha IKpaHe: MOXXHO Pa3peLlnTb YBeaoMIeHNAM
noJsly4aTb (hOKYC Ha 3KpaHe 1 BbiTb JOCTYMHLIMU B MEHIO ALT + Tab.

Cnucok yBenoMJieHMHU Ha paboyem cTone

YT106bl N3MEHUTL BUAMMOCTb YBEAOMIIEHNI Ha paboyeM cTone (oTobpaxkatoTCs B MPaBOM HVXKHEM
yrny aKpaHa), OTKponTe pasfen PaclunpeHHsle napameTpsl > YBea0M1eHUs > YBeJOMNIeHUS Ha
pabouem ctone. LLienkHnTe U3MEHUTb PSaoM C 3IeMeHTOM YBeaOMJIeHMa Ha pabouem cTtone 1
YyCTAHOBMTE COOTBETCTBYOLWMI (hnaxkok NMokasaTb.

SMART SECURITY EXmEm o X

BbibpaHHble yeeaomneHns Ha pabouem crone byayT otobpaxkaTbea

Hman MNokazwieaTh Ha pabouem cTone

B 3ALLWTA CETH

Mpegynpesxaedna cucTembl 3awutel Wi-Fi
B CBEHOBNEHUE

Mogynn oBHoBNEHE!

Mogyne oBHapysenna oBHosnen

OBHoBNEHME NPUNOKEHNA NOATOTOBNEHD
B OBLUHE
OtobBpaxate YEEAOMNEHWA O HOBLIX BO3MOMHOCTAX

OToBpaxate yeeaomneHuna of oT4eTe no BesonacHoCTH

Dain OTNPaened 4nA aHannia
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Ooowue

OTobpaxaTb yBeaomneHus 06 otyete no 6@30MaCHOCTU: MONyYeHVe YBELOMIEHUS MPW
CO3[laHUV HOBOTO OTHeTa Mo He30MacHOCTH.

OTobpaXxkaTb YBeA,OMJIEHUA O HOBbIX BO3MOXXHOCTAX: YBeOM/IeHNst 060 BCEX HOBbIX M
YyCOBEPLUEHCTBOBAHHbIX OYHKLMAX B MOCNEAHEN BEPCMM NPOAYKTA.

®dain oTnpassieH A aHanu3sa: NnojyyeHue yBeOMIeHNA KaxK bl pa3, Korga ESET Smart Security
Premium OTNpasnseT (hann Ha aHanus.

3awuTa ceTu

MpepynpexaeHusa cuctemMbl 3awWmuTbl Wi-Fi: NoslyvyeHne yBegoMIEHNS NPY NOMNbITKE MNOAKIOYEHNS
K ceTn Wi-Fi co cnabbiMm naponem nnm 6e3 Hero.

OOHOBNeHue

O6OHoOBNEHMe NPUIOXKEHUA NOATOTOBJIEHO: MOJlyYeHNe YBEAOMEHUS, KOr Aa NOArOTOBJIEHO
obHOBMIEHME [0 HOBOWM BepCMM ESET Smart Security Premium.

Moaynb o6Hapy>xeHusa oOHOBNEH: NoslyYeHne yBeAOMEHNS, KOra NPoAYyKT 0OHOBNSET Moy /b
obHapyXeHus.

Mopaynu o6HOBAEHBI: MOJly4eHNe YBEAOMEHUS, KOrAa NPOAYKT 0OHOBNSIET KOMMOHEHTI
nporpammbI.

YT10bbI 32aTb 06LWMe NapameTpbl 419 yBeLOMIeHU Ha paboyeM CcTone (HanpuMep, Bpems
oTobpa)kKeHns CooBLLEHNS NI MUHUMAJIbHYIO AeTann3aumto oTobparkaembix CobbITMI), BbibepuTe
YBegomaeHuns Ha paboyem cTose B pasaene PacluvpeHHble napamMeTpbl > YBeAOMAEHUS.

NHTepaKTUBHbIE NpeaynpeXxXaeHus

* Yrpo3a HanpgeHa

* Aopec 3a610KMpPOBaH

* [lporpaMMa He aKTVBMPOBaHaA

* [lepexof K MCM0JIb30BaHMUIO MPOAYKTa C 60MbLUNM KOJIMYECTBOM (DYHKLMUI
* [lepexo K MCMN0JIb30BaHWUIO MPOAYKTa C MEHbLUMM KOJANYECTBOM (DYHKLIUN
» [locTynHo obHOBAEHUE

» [laHHble 0OHOBJIEHWS HE COrJlacoBaHbl

* YcTpaHeHue ownbku «ObHOBAEHME MOAYJIEN HE BbINOJHEHO»

* YcTpaHeHue owinbok obHoBAEHUA MOAYIEN

e CeTeBad yrpo3a 3ab10KMpoBaHa

* CepTndurkaT Beb-caTa 0TO3BaH

Pasgen NHTepaKTUBHbIE NpeaynpeXxXaeHus, KOTOPbI MOXXHO OTKPbITb, BbibpaB PacluvpeHHblie
napamMeTpbl> YBeAOMAEHUSA, N03BONSET KOHPUrypmposaTb crnocob obpaboTku B nporpamme ESET
Smart Security Premium OKOH C COOBLLEHNAMM N MHTEPAKTUBHbIX NpeaynpexaeHuin 06 obHapyxeHunsax,
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https://support.eset.com/kb2792
https://support.eset.com/kb2850
https://support.eset.com/kb3189
https://support.eset.com/kb6258

B KOTOpPbIX TpebyeTcs NpuHATNE peLleHns Nosib3oBaTeneM (HanpuMep, 0 NOTEHLUNaNbHbIX
(huwmHrosbix Beb-canTax).

=B SMART SECURITY e O X
JononHuTenbHble HACTPOUKKU b x| ?
| Moayns o6Hapyxenns @ COCTOAHMA MPUAOKEHNA 5
OBHoBNEHHE
¥BefomMAeHMA Ha pabouem cTone 5
| 3awmta B
WHTepakTHBHBIE NpeaynpexaeHn
| CepeKc = : b 5
WHTepaKTMBHBIE NpegynpexaeHna
MoaknkoueHre
OroBpamaTe MHTEPAKTUBHBLIE NPEfyNPEXLEHNA m i)

WHTepdeiic
NoNL30BaTeNA

O6men cooblLUIEHMAMK B NporpaMme
YeenomneHnAa (5 ]

P & -
Mepeaapecauua (1] OTobpamare MapKETWHIOBEIE COOBLLEHA ? a
Hactpoiikm
KOHWAEHLUWANBHOCTH Owno coobuienns (1]
ABTOMETMHECKM 33KPBIEATE OKHA COOBLLEHNA m
A
Bpemna oToBpaxeHnA B cexyHgax 20| . (1 ]
MoaTeepHaeHua MameHuTE (1]

Mo ymonyanuio m Otmena

NHTepaKTUBHbIE NpeaynpeXaeHus

Ecnv oTkN04nThL NapamMeTp OToOpaXkaTb MHTEPAKTUBHbIE NPeAynpeXaeHus, OKHa
npeaynpexaeHvnin 1 ananoroBsle 0kHa Bpay3epa BbIBOAWUTHLCS Ha 3KpaH He byayT. Takoi noaxon
cnenyeT UCMoJb30BaTh TOJILKO [J11 OFPAaHUYEHHOI0 KOIMYeCcTBa 0CODbIX CMTyaLuii. PekomeHayem
OCTaBWTb 3TOT NMapameTp BKIIOYEHHbIM.

ObmMeH coobLieHunamMu B nporpamme

OYHKLMA BHYTPUNPOrPaMMHOro obMeHa coobLLeHNsMIN NpefHa3HaYeHa A58 UHGOPMMPOBAHUS
Nosb30BaTesIeNn 0 HOBOCTSX ESET U anst Apyrux coobuweHnin. 0ns oTNpaBKyM MapKeTUHI OBbIX
coobueHnin TpebyeTcsa cornacue nosib3oBaTens. MapKeTUHIoBble COOBLLEHNS MO YMOYaHMIO He
OTNPaBASIOTCA NoJb30BaTeNO (0TOOpaXkaeTCcs Kak BONPOC). BkatoyeHne 3Toro napamMeTpa o3HavaeT
Balle Corfacue Ha noJlyYeHne MapKeTUHIoBbIX CoobLLeHNiA ESET. ECM Bbl HE XOTUTE NOAy4YaTh
MapKeTUHrOBble MaTepuasbl ESET, OTKOUYNTe NapamMeTp OTobpaxkaTb MAapKeTUHIOBble
cooOLLeHus.

OKHO cooOLLeHus

Y706l OKHa COODLLEHNIA 3aKPbIBASINCh aBTOMATUYECKUN MO NCTEYEHUN ONPEdEeNeHHOro BPEMEHHU,
yCTaHoBUTE (plaXxoKk ABTOMaTUYECKM 3aKpbiBaTb OKHA CO0OLEeHUIH. EC/I OKHO NpeaynpexaeHus
He ByaeT 3aKpbiTO NONb30BaTENEM, OHO 3aKPbIBAETCS aBTOMATUYECKM Yepes yKa3aHHbIN
NMPOMEXYTOK BPEMEHM.
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BpeMmsa oxupaHua (cek.): HaCTporKa NPOSO/KMUTENbHOCTM 0TODpaXKeHNsa NpeaynpeXxaeHus.
3Ha4eHune foKHO bbiTh 0T 10 Ao 999 cekyHa.

nOATBep)KAeHIMI: LenkHnTe U3MeHUTb, 4TOobbI OTKPbITb CMNCOK NOATBEPXAEHUN, ANA KOTOPbIX
MO>XHO BKJIIOYUTb NN OTKNKOYUTDb 0T06pa>KeHv|e.

NMNoaTBep>XaeHus

YT06bl HACTPOUTL NOATBEPXKAEHUSA, OTKPONTE pa3gen PaclumpeHHble napaMeTps > YBeOMJIeHUA >
NHTepakTUBHbIE NpeaynpeXpeHus, a 3aTteM LWenkHuTe U3MeHUTb pAaaoM C 3/1eMeHTOM
MopTBEepXpeHus.

SMART SECURITY Iz O X

BeibpaHHble coobuwenns byayT otobpaxatbca

3anpaluveaTe NOATEEPHASHIE Nepe] ECCCTAHOBNEHNEN OOBEKTA N3 KAPaHTHHA

3anpaluveaTs NOATEERMASHUE Nepe] EQCCTAHOENEHNEM OB LEKTOR U3 KAPAHTHHA W NCKAKIUEHWEM WX W3 CKAHWP OBAHNA
3anpaluMEaTs NOATBEPXAEHHE Nepes 3anyckoM 3annaHupoBaHHOR B NAaHUPOBLLMKE 334a4u

D 3anpaluveaTs NOATBEPX#AEHHE Nepes OTMeHON HacTpoek B pasgene "JlononHUTeNbHLIE HACTPOkKkn"
3anpaluveate NOATEEPHASHNE Nepes cOpoCoM CTaTHCTHEN

3anpaluveate NOATEEPHAEHWE Nepes yaaneHnen Bcex ¥ypHanoe ESET Sysinspector

3anpaluvEaTs NOATBEPXAEHHE Nepes yAaneHWem BCEX 3anucei us kypHana

3anpalunears NOATEEpXAEHNE Nepes yaanednen xypHanoe ESET Sysinspector

3anpallneaTs NOATEEDXKAEHUE Nepes yaaneHnenm 2anuc 13 XKypHana

3anpaluveaTe NOATEERMASHUE NEPe] YAANEHWEM 2ANNaHNPOEAHHON B NNAHNP OBLLMKE 23434
3anpaluvBEaTs NOATBEPXAEHHE Neped yaaneHnem obbekTa U3 KapaHTHHa

3EII'I|CIE!LIJI-IBEITI: NOATEEPHAEHNE, ECAN DELUEHO HE YAanATE BCe Haﬁ,ﬂ,EHHbIE YrPO3bl B OKHE NpeaynpexaeHni

B 3TOM AManoroBom okHe OTOﬁpa)KaEOTCFI MOATBEPXKOEHUSA, BbIBOOUMbIE ESET Smart Security Premium
nepen BbiNOJIHEHNEM Kakoro-nnbo fencTemsa. YCTaHOBMTE WU CHAMUTE (hb1@XX0K PALOM C KaXKAbIM
TUNOM NoaTBepPXaoeHnA, 4TOObI BKJIIOYUTb UK OTKIOYUTD €ro.

LononHnTeNbHbIE CBEAEHMNS O q)yHKLI,VIFIX, CBA3aHHbIX C MOATBEPXAEHUAMN:

* 3anpallunBaTh NOATBEPXKAEHME Nepes yaaJJeHNEM XYPHa0B ESET Syslnspector

e 3anpalinBaTh NOATBEPXKAEHNE NMepel YaaaeHNeEM BCEX XYPHaN0B ESET SysInspector

* 3anpalinBaTb NOATBEPXAEHME Nepes YaaneHNneM 06beKTa M3 KapaHTUHA

* 3anpawmnBaTb NOATBEPXAEHME rnepes 0TMEHOW HAcTpoeK B pasaene "[onofHUTeNbHble
HacTponkun"

* 3anpalinBaTh NOATBEPXKAEHME, €CIN PELLIEHO HE YAaNSATh BCE HAaWOEHHbIE YIPO3bl B OKHE
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npeanynpexiaeHnAd

* 3anpalunBaTb NOATBEPXAEHME Nepe YAaJEHNEM 3annUCn U3 XXypHaa

* 3anpalunBaTbh MNOATBEPXKAEHME Nepe YAaJeHNEM 3anJaHUPOBAHHOW B MJaHNPOBLIMKE
3ajavun

* 3anpalunBaTbh NOATBEPXKAEHME Nepes YaAaJJeHNEM BCEX 3aNUCEN N3 XKXYPHAJIa

* 3anpalnBaTb NOATBEPXAEHME neped cOPOCOM CTAaTUCTUKN

* 3anpalnBaTb NOATBEPXAEHME Neped BOCCTAaHOBAEHNEM 06 bEKTA U3 KapaHTUHaA

* 3anpalnBaTb NOATBEPXAEHWE Mepes BOCCTaHOBIEHNEM 06 HbEKTOB U3 KapaHTWUHa U
NCKAKYeHNEM X U3 CKaHpoBaHMA

* 3anpalnBaTb NOATBEPXAEHME Mepes 3anyCKOM 3anJaHNPOBaHHON B NAaHUPOBLUNKE 3a4a4u

* [oKa3blBaTb ONOBELLEHNSA 0 pe3ySibTaTaX PaboTbl MOAYA 3aLUUThLI OT CNama

* [oKa3blBaTb ONOBELLEHNA 0 pe3ySibTaTaxX PaboTbl MOAYA 3aLUUThI OT CNamMa A5 MOYTOBbLIX
KJIMEHTOB

¢ [10Ka3bIBaTh ONaNIOroBble OKHa MOATBEPXXAEeHUSA NPOAYVKTa A4 MOYTOBbLIX KJMEHTOB Outlook
Express U Windows Mail

* [Toka3blBaTb AMaN0Or0OBblIE OKHa MOATBEPXAEHUA NPOoaAYKTa A1 Windows Live Mail

* [ToKa3blBaTb AMANOrOBbLIE OKHa MOATBEPXAEHUA NPOAYKTa A1 MOYTOBOro KJAneHTa Outlook

Nepeaapecauus

ESET Smart Security Premium noggepXXuBaeT 0TNpaBKy COOOLLEHN INEKTPOHHOW MOYTbI Npu
BO3HUKHOBEHUWN COBLITWI C 3alaHHON CTEMNeHbIO AeTaan3aunn. YTobsl aKTUBUPOBATb 3TY (DYHKLMNUIO,
OTKpouTe PaclunpeHHsle napaMeTpsl > YBeaoMneHusn > Mepeagpecaums 1 BKIOYMTE NapameTp
MepecbinaTb yBeA4OMIEHUA HA IJIEKTPOHHYIO MOYUTY.
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EsED SMART SECURITY T o X

JononHuTenbHbIe HACTPOWUKKU Q x| 7
| Moayne o6Hapyxenns € E nNepeceinate Ha 3nekTpoHHyto nouTy 5
ObHoBneHne Mepeceinate YEEAOMAEHHA HA JNEKTPOHHYH NOYTY i}
| 3awmta B
| CepeKc
MoaknkoueHre
WHTepdeiic
nonL3oBaTens
YeenomMaeHWA (5 ]
Nepeagpecauns @ 2
Hactpoikwm
KOHDUAESHUWANBHOCTA SMTP-cepeep
(i}
a
(i}

Mo ymonuaumio m OTmenHa

B packpbiBatolieMcs cncke MMHMManbHas cTeneHb AeTann3auum yBegoMaeHUNn MOXXHO
BbI6paTh HaYaslbHbIA YPOBEHb OTMNPAB/ISEMbIX YBEAOMIEHWIA.

» llMarHocTUKa: B XXypHaa BHOCUTCS UHGOopMauus, Heobxoanmas ANs TWaTebHOW HaCTPOMKY
Nporpammbl, U BCe NepevnCIeHHbIE Bbille 3anuncu.

* UHcdopMaLHMOHHBIEe: 3aMnNCbIBAOTCA MHHOPMALIMOHHbLIE COOBLLEHMS, TaKne Kak
HecTaHAApTHble ceTeBble COObITUSA, BKMOYas cooblieHmns 06 ycnelHon onepaumm obHoBAEHNS,
a TaKXXe BCe NepeynC/eHHbIE BbiLIE 3amnucu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHDopMaLms 060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexaeHusx (Hanpumep, 0 HEBbLINOJIHEHHOM 0OHOBNEHWN).

* OWKMOKM: 3anunCbIBaOTCA OWNOKKN (HE aKTMBMPOBaHA 3allMTa OKYMEHTOB) U KpUTUYECKUE
oLwnoéKN.

* KpuTuyeckune oIMOKHK: 3aNnChb B XXYPHaJ TONIbKO CBEAEHUI O KPUTUYECKMX OLLIMOKax
(Hanpumep, 06 owwnbkax npu 3anycke 3alinTbl OT BUPYCOB Uan 06 obHapyxeHun yrpos).

OTnpaBnATbL yBeAOMJIEHUA B OTAEJIbHbIX COOOLLEeHUAX 3/IEKTPOHHOM MOUTbI: eC/n 3TOT
napamMeTp aKTMBMPOBaH, NoayYyaTenb ByaeT nosyyaTb Kaxaoe yBefoMieHne B coobeHnn. 1o
MOXXET NPMBECTU K MONyYeHUto 60bLIOro KOMYeCcTBa NoYThl 3a KOPOTKUIA MPOMEXYTOK BPEMEHMN.

NHTepBan MeXxay oTNpaBKaMU HOBbIX COOOLLLEHUA IN€KTPOHHOMW NOUThI (MMUH.): Bpems B
MUHYTax, Yepes3 KOTOpOoe Mo 3/IEKTPOHHON no4yTe ByayT oTnpaBfieHbl HOBblE yBeAOMIeHNS. Ecan
3afaTb 3HavyeHue 0, ysegomneHns byayT oTNpaBaaTbCs Cpasy.
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Appec oTnpaBuTens: BbIOOp agpeca oTnpaBuTenNs, KOTopbln 6yaeT oTobpa)kaTbCa B 3arooBKe
COO6LLEHNI 3NEKTPOHHOW MOYThl C YBELOMIEHNEM.

Appeca nonyyaTens: ykasaHue agpecos rnojsy4vatenei, kotopble byayT oTobpaxaTbCa B 3aronoBke
COO0BLLEHNIN 3/IEKTPOHHOM NOYTHI C yBegOMeHnEM. MOXXHO yKa3aTb HECKOJIbKO agpecoB. B kavecTse
pasfennTens UCnoJsibynTe TOYKY C 3ansToNn.

SMTP cepBep

SMTP-cepBep: SMTP-cepBep, NCNONb3yEMbIN AN OTNPaBKK YBEOOMAEHMI (Hanpumep,
smtp.provider.com:587, NpeABapuTesibHO 3afaHHbIN HOMep nopTa — 25).

ESET Smart Security Premium noanep»xvnsaet SMTP-CepBepbl, UCMOb3YyioLne wugposaHme TLS.

NMsa nonb3oBaTens 1 naposab: eCc/in Ha SMTP-cepBepe Tp66yeTCﬂ npoBEPKa NOANTMHHOCTH,
YKaXxxute AeNCTBUTENIbHbIE UMA MOJIb30BaTeNs U naposib Ans [octyna K SMTP cepBepy.

BkniouuTtb WndposaHue TLS: npenynpexneHuns ob yrpose n ypeoMaeHUS C UCMO/b30BaHNEM
LW POBaHMA TLS.

MpoBepuTb SMTP-cOeAMHEHME: Ha afpeC S/IEKTPOHHOM MOYTbI NoNyyYaTens 6yaeT oTnpaBaeHO
MUCbMO A5t NPOBEPKMN. HYy>XXHO yKa3aTb SMTP-cepBep, UMsi NoJib30BaTeNs, Naposb, afpec
OTMNPaBMTENS U afpec nosyyaTens.

dopMaT cooOLLEHNHN

O6MeH faHHbIMY MeX Ay NPorpaMMon 1 yaaneHHbIM Nonb30BaTeNeM UAN CUCTEMHBIM
agMUHUCTPATOPOM OCYLLECTBIAETCA NOCPEACTBOM I/IEKTPOHHOMN MOYThI MK coobLieHni B
NoKanbHoOW ceTu (ucnosbsyeTtcs ciyxba obMeHa cooblyeHnsMm Windows). dopMat
npepynpeXxaeHun u yBeaoOMAEeHUN, YCTAaHOBJIEHHbIV MO yMON4YaHuio, byaeT onTumaneH B
60/bLUIMHCTBE C/ly4aeB. B HEKOTOPLIX Cy4asax MOXeT NOHaAobnThCA N3MEHUTbL (hopMaT CoobLLeHNiA
0 cobbITHAX.

dopmMaTt coobLieHuin o cobbITUAX: hopMaT CoobLLEHUI O COBLITMAX, OTOBPa)kaeMbixX Ha
yZOaneHHbIX KOMMNbloTepax.

dopmaT npeaynpexaeHun o6 yrposax: npenynpexaeHns ob yrpose n ysegomeHns nMeT
npeLBapuTeNnbHO 3aaHHbIA (hopMaT Mo YMONYaHUIO. PEKOMEHLyeM OCTaBUTb NpeaBapuTeNibHO
3a4aHHbIN opmaT. OQHAKO B HEKOTOPLIX Cydasax (Hanpumep, Npu Haan4ymm CUCTEMBI
aBTOMaTU3MPOBaHHON 06PabOTKM 3NEKTPOHHOM MOYTbI) MOXKET NOHAA0OMTLCA U3MEHUTL hopMaT
coobLeHnn.

KoaupoBska: npeobpasoBaHue coobLieHna 3NeKTPOHHOM NOYTbI B KOANUPOBKY CMMBOJIOB ANSI,
OCHOBAHHYIO Ha pernoHasibHbIX HacTponkax Windows (Hanpumep, windows-1250, Unicode (UTF-8), ACSII 7-

bit, UM ANOHCKWUN (1ISO-2022-JP)). B pe3ynbTaTe, "4" OyaeT n3MeHeH Ha "a", a HeM3BECTHbI CMBOJI Ha
II?II

Ncnonb3oBaTb KOAUPOBKY Quoted-printable: coobuieHne byneT npeobpa3zoBaHo B hopmaT Quoted

Printable ((QP)), B KOTOPOM UCMOb3YIOTCA CMMBOJbI ASCII, 4TO NO3BONAET NPaBUJIbHO NepefaBaTh
CMMBOJIbl HALMOHaIbHbIX anaBUTOB MO 3/IEKTPOHHON NoYTe B 8-6UTHOM hopMaTe (4éidu).

280



* %TimeStamp% — faTa 1 Bpems CobbITus.

* %Scanner% — 3a[e€MCTBOBaHHbLIA MOLY/b.

* %ComputerName% — UMS KOMMNbOTEPaA, HA KOTOPOM MOSABMIIOCH OMOBELLEHME.

* %ProgramName% — nporpaMma, Co3aBLlUas OMoBELLEHNE.

* %InfectedObject% — MMA 3apa)keHHOro hanna, coobuieHma n T. .

* %VirusName% — WAeHTUpULMPYOLME OaHHbIE 3apaXKeHus.

* %Action% — [eiCTBMe, NpeanpvH/MaeMoe B Cy4ae 3apaxeHus.

* %ErrorDescription% — onucaHne cobbiTVS, He NMEIOLLEro OTHOLLEHNS K BUpYCaM.

KntoyeBble cnoBa %InfectedObject% 1 %VirusName% VMCMONb3YOTCSA TONbKO B NpeaynpexxaeHnsax ob
yrpo3ax, a %ErrorDescription% — TOJIbKO B CO0BLEHNAX O COBLITMAX.

HacTpouku KoHPpuaeHUNaIbHOCTH

OTKpoWTe PacluvpeHHble napameTpsl > HAaCTPOUKU KOHUAESHLMANBHOCTH.

SMART SECURITY ExzEm o x

je
X
-2

,ﬂ,DI’IOﬂHMTEﬂbeIE HaCTpOFII(M

| S InTE OﬁHapy*EHHﬂ B = Mporpamma yay4dlleHWA NoONL3I0BATENLCKOND ONbITa 3

OBHoBNEHWE ¥4yacTECEaTE B nporpamMmMe yayyLweHA NoNe30EaTENECKOro m B
oneITa

| 3aumta B ) . B
Kakyto undopmaunio mel cobupaem? (7
| CepBuc

MoaknueHUe

WHTepderc
nonst3oeatens B

Yeegomnenun B

Hactpoiku
KOHQWAEHLNANBHOCTH

Mo ymonuanuio f;‘O-K OTmeHa
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Mporpamma yay4LieHUA NoJsib30BaTeJIbCKOro onbiTa

BkntouymMTe NON3YHOK PALOM C 3/1eMEHTOM Y4acTBOBaTh B NporpaMMe yyullueHus
Nosb30BaTesIbCKOro onbITa, 4Tobbl NPUCOEANHUTLCA K AaHHOW nporpamMme. MNprncoeanHMBLUNCD, Bbl
byneTe NpenocTaBNAaTb KOMNAHUMN ESET aHOHMMHbIe cBefeHNs 06 MCMO/Ib30BaHUM HALIMX MNPOAYKTOB.
CobpaHHble AaHHble NOMOryT HaM YNy4YlWnTb YA06CTBO MCMOb30BaHUS MPOrPaMMbl U HI B KOEM
cnyyae He bynyT nepenaBaTbCA TPETbUM CTOPOHAM. Kakune ceefeHns Mbl cobupaem?

BoccTaHOBJIeHUue napaMeTpoB No ymond4aHuio

HaxxmnTe Mo yMO4AHMIO B PACLLIMPEHHbIX MapaMeTpax, YTobbl CKUHYTb BCE€ HAaCTPOVKM NPOrpaMMbl
Anst Bcex Mmopynei. OHM BEPHYTCS K COCTOSIHUIO MOC/1e HOBOW YCTAHOBKMN.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTa.

BoccTaHOBJIeHUe BcexX NapaMeTpoB B 3TOM
paspene

Ha)xmuTe Ha CTpenky C n3rnbom [J, 4Tobbl CKMHYTb BCE HAaCTPOWMKK B 3TOM pa3fesie 40 HAaCTPOeK Mo
yMOJI4aHUIO, onpedesieHHbIX ESET.

ObpaTuTe BHMaHWE, YTO NOC/Ee HaxXaTusi BepHYTb 3Ha4Y€HUA NO YMONYAHUIO BCE CO3JaHHbIE
n3MeHeHus ByayT NoTepsiHbI.

BoccTaHOBUTb cofep>XXuUMoe Tabnuu,: npy akTUBaLMKN 3TON PyHKLMMN BCe NpaBuna, 3alavn u
npocuan, nobaBreHHblE aBTOMATUYECKM MW BPYYHYIO, ByayT yaaneHsl.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTA.

Mpu coxpaHeHuun KoOHdUrypauum npousoLuna
oLubka

370 coobuieHne 06 owmbKe NoKasbIBAET, YTO HACTPONKIN He BbIN KOPPEKTHO COXPaHEHbI 13-3a
oLnOKN.

Ob6bI4HO 3TO 03HAYaeT, YTO MOSIb30BaTENb, MbITABLUMACA N3MEHUTb NnapaMeTpPbI NPpOorpaMmmbl:

* MeeT HeA0CTaTOYHO MpaB AOCTYyMa UK He UMeeT HeoBXOAUMbIX pa3peLLeHnin onepaLMoHHON
CUCTEMbI, HE0BX0ANMBIX A5 N3MEHEHUS (halNIoB KOHUIYypaLMmM 1 CUCTEMHOIO peecTpa.

> [Ins BHECEHUS HEOOXOANMbIX U3MEHEHUI CUCTEMHBIV aIMUHUCTPATOP [O/DKEH
aBTOPM30BaTbCA.

* HeLlaBHO BKOUYUA pexuM «ObyyeHune» B cucteme HIPS nau anepsone 1 NonbiTancs BHECTU
N3MeHeHNs B paCLUMPEHHbIe napaMeTpbl.

> YT106bl COXpaHWUTb KOHPUrypaLmio 1 n3bexaTb KOHDANKTa KOHDUIYpaLum, 3aKponTe
paclMpeHHble napameTpbl 6e3 coxpaHeHMs 1 NOBTOPUTE MOMbITKY BHECTU HEobXoAUMble
N3MEHeHws.
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BTopon Hanbonee pacnpoCTpaHEHHON MPUYNHON MOXET BblTb HenpaBubHas paboTa NnporpamMmel, ee
noBpexzeHne n, COOTBETCTBEHHO, HEODX0ANMMOCTb NepeyCTaHOBKN.

CKkaHep KOMaHOHOWU CTPOKM

MoZzy”nb 3aluThl OT BUPYCOB ESET Smart Security Premium MOXeT ObITb 3anyLieH U3 KOMaHLHON CTPOKM
BPYYHYIO (C MOMOLLbIO KOMaHAbI ecls) MU B MAaKETHOM peXXmMMe (C MoMOLLbIo bat-thaiina).

Ncnonb3oBaHne Moaynst CKaHUPOBaHMA ESET AN KOMaHOHOW CTPOKW:

ecls [OPTIONS..] FILES..

Cnepytolme napamMeTpbl 1 apryMeHTbl MOFYT UCNOJIb30BaTbCA MNPpU 3amnycke cKkaHepa rno TpebosaHuio
N3 KOMaHLHOWN CTPOKMW.

NMapameTpbl

/base-dir=lMAMNKA
/quar-dir=lAINKA
Jexclude=MACKA

3arpysutb moaysu ns MAMKK
MAMNKA KapaHTUHa
NCKNIOYUTb U3 CKaHMPOBaHUA annbl, cooTBeTcTBYlOWME MACKE

/subdir

/no-subdir

/max-subdir-level=YPOBEHb

CKaHMPOBaTb BNOXXEHHbIE NanKu (Mo YMOJ4aHUIO)
HE CKaHMPOBaTb BJIOXKEHHbIE NanKu

MaKCMaJibHada CTeNeHb BIOXKEHHOCTU NamnokK Anaa CKaHUPOBaHUA

/symlink CnefoBaTh MO CUMBOJIMYECKMM CChiNIkaM (Mo YyMONYaHuIo)
/no-symlink MPOnyCcKaTb CUMBOJINYECKNE CCbIIKU

/ads CKaHMpPOoBaTb ADS (M0 yMON4aHUI0)

/no-ads He CKaHmpoBaTb ADS

/log-file=®AWN BbIBOJ, XKypHana B AN/

/log-rewrite nepesanuncbiBaTb BbIXOAHOW hainn (Mo ymonyYaHuo — nobaendThb)
/log-console BbIBOJ XKYpHaJia B OKHO KOHCOJIM (M0 YMOAYaHNI0)

/no-log-console

HEe BbIBOAUTb XXYPHa/1 B KOHCOJ1b

/log-all PErncTpMpoBaTh TaKXXe He3apaKeHHbIe hanbl

/no-log-all He PerncTpupoBaTb He3apa)KeHHble ansbl (Mo yMON4YaHMI)

/aind NMoKa3blBaTb MHAUKATOP paboThl

/auto CKaAHMpPOBaHMe N aBTOMATMYECKAsA 04NCTKA BCEX NIOKAJIbHbIX OUCKOB

MNapameTpbl MOAYNA CKAHUPOBAHUA

[files CKaHWpoBaTb (hansibl (MO YMOJIHaHUIO)

/no-files He CKaHMpoBaTb (haibl

/memory CKaHupoBaTb NaMATb

/boots CKaHMPOBaTb 3arpy304Hble CEKTOPHI

/no-boots He CKaHMpPOoBaTb 3arpy304Hble CEKTOPbI (N0 YMONYaHMIO)
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/arch
/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-timeout=[PELEJ]

/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
Junsafe

/no-unsafe

/unwanted

/no-unwanted

/suspicious

/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

/ext-exclude=PACLUVNPEHWNA
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CKaHMpOBaTb apXmBbl (MO YMONYaHMIO)
He CKaHMpPOBaTb apXMBbl

CKaHMpoBaTb (haisibl, TONILKO €C/iv NX pa3Mep He npesbiwaeT PASMEP B
MmerabanTax (no ymonyaHuto 0 = 6e3 orpaHn4yeHni)

MaKCMMaJibHada CTEMNEHb BIOXEHHOCTU apPXNBOB AJ19 CKaHWNPOBaHUA

CKaHMpOBaTb apxuBbl He 6bonee ykazaHHoro B OFPAHUYEHUN
KOJIMYeCTBa CEKYHL

CKaHMpoBaTb (haifibl B apXmMBax, TONbKO €CN X pa3Mep HE NpeBbilaeT
PA3MEP (no ymonyaHuio 0 = 6e3 orpaHnyeHunin)

CKaHMpoBaTb (palsibl B CAaMOpPaCnakoBbIBAOLWMXCA apXmnBax, TOJIbKO
ecnn ux pasmep He npesbiwaeT PABMEP B merabanTax (no ymon4danuio 0
= 6e3 orpaHnyeHni)

CKaHMpoBaTb (haisibl N1EKTPOHHOW MOYThI (MO YMOYaHMIO)

He CKaHWpoBaTb (halibl INEKTPOHHOM MOYThI

CKaHMpPOBaTb MOYTOBbIE ALLMKN (MO YMOIHAHWUIO)

He CKaHWpPOBaTb MOYTOBbIE ALLUNKM

CKaHMpOoBaTb CaMOpacnakoBbIBaOLWMECS apXmBbl (M0 YMONYaHUIO)
He CKaHWpOoBaTb CaMOpacnakKoBbIBaAOLLNECS apXUBHI

CKaHMpPOBaTb YNaKOBLUMKK (MO YMONYaHNIO)

He CKaHWpPOBaTb YNaKOBLLMKM

CKaHMPOBaTb Ha HasiM4ymMe NOoTEHLUMNaNIbHO ONACHbIX NPUI0XKEHUN

He CKaHMpPOBaTb Ha HaM4YMe NOTEHLMANLHO ONACHbIX NPUNOXEHWUIA (N0
YMONYaHNIO)

CKaHMPOBaATb Ha Ha/M4YNe NOTEHUNA/IbHO HEXXENIATEJIbHbIX I'IpI/IJ'IO)KEHI/IVI

He CKaHWpOBaTb Ha HaJM4Yne NoTeHUMaIbHO HeXenaTesbHbIX
NPUA0XKEHUN (MO YMONHaHMIO)

CKaHMPOBaTb Ha HaJIM4yMe NoAO3PUTENbHbIX MPUI0XKEHUA (MO
YMOJTHaHWNI0)

He CKaHMpPOBaTb Ha HaM4YMe NOAO03PUTENbHBLIX MPUI0XKEHUIA
NCrosib30BaTb CUrHATYPbI (MO YMOIYaHUIO)

He MCMNOJ1b30BaTb CUrHATYpPbI

BKJIOYUTb 3BPUCTMYECKUIN aHanM3 (No ymMoa4yaHuio)
OTKJ/IIOYNTb IBPUCTUHECKNIA aHaNU3

BKIIOYNTb PACLUMPEHHYIO IBPUCTUKY (MO YMONYAHMIO)
OTKJ/IIOYNTb PACLLUMPEHHYIO 3BPUCTUKY

NCKOYUTb U3 ckaHnposaHus PACLUMPEHNA thannos, pasaeneHHble
ABOeTo4nem



/clean-mode=PEXIM ncnosb3oBaTb PEXKUM 04nCTKM NS 3apaxeHHbIX 06 beKTOB.

[OCTynHbI cnefyowme BapuaHThbl:

* none (N0 yMON4aHWIO) aBTOMaTMYeCKas O4MUCTKA He BbIMOJIHAETCS.
* standard — lNMpunoxeHune ecls.exe NOMbITAaETCA aBTOMATUYECKM
OYNCTUTb UK YOANUTb 3apaKeHHble halnbl.

* TuaTensHas: NPUI0XKEeHNe ecls.exe MOMbITAETCA aBTOMAaTUYECKHU
OYUCTUTb UAN YAANUTb 3apakeHHble ansibl 6e3 BMelaTebCTBa
nosib3oBaTens (Bam He 6yaeT NpeasioXeHo NOATBEPANTL YaaleHme
thannos).

* Hanboree TulaTesbHas: NPUNOXKEHNE ecls.exe yaanuT Bce annbl 6e3
npPoBeAeHNa O4NCTKM HE3ABUCMMO OT UX TUMa.

* Vnanexue: NPUI0XKEHNE ecls.exe yaanuT 6e3 npoBefeHNs 04NCTKUN BCE
thainbl, KPOME BaXKHbIX, TAKNX KaK CMCTEMHbIe (hasibl Windows.

/quarantine KOMNMPOBaTb 3apa>Xe€HHbIE q)aVIJ'IbI, €CJIN OHW O4ULLEHBI, B KapaHTUH
(OONONHNTENBHO K OENCTBUIO, BbIMNOJIHAEMOMY TpPU 04YNCTKE)

/no-quarantine He KOMMPOBaTb 3apakeHHble (halsibl B KAPaHTUH

Obwime napameTpsbl

/help rokasaTb CMPaBKY W BbIATK
/version rMoKa3aTb CBEMIEHNS O BEPCUN 1 BbINTHU

/preserve-time COXPaHWUTb NOCAEAHIOD OTMETKY O BpeMeHU J0CTyna

Kopabl 3aBepLueHus

0 yrpo3 He obHapy>XeHo

1 yrpo3sa obHapy)XeHa v o4uLleHa

10 HeKkoTopble (hanfbl He YAaN0Ch MPOCKAHNUPOBATL (MOryT 6bITh Yrpo3amu)
50 yrpo3sa HanieHa

100 owwmbka

3HaveHne Kofa 3aBepweHmns 6onbwe 100 03HavaeT, 4To ann He 6bls1 NMPOCKAHNPOBAH U
MOXXET ObITb 3apaKeH.

HYacTo 3apaBaeMbie BONPOCHI

Hu>xe Bbl MOXKeTe HalTu HEKOTOpbIe U3 Hanbonee YacTo 3a/laBaeMbIX BOMPOCOB M BO3HUKAIOLLMX
npo6aem. Haxmute CChIIKY, ONMUCbIBAIOLLYIO Bally npobnemy.

* BbinosiHeHMe 06HOoBIeHUS ESET Smart Security Premium

* PelleHue ESET Smart Security Premium 0OHapy>Xuio yrposy

* YnaneHue Bupyca C KOMNbloTEpa

* PaspelleHne obMeHa JaHHbLIMU ONpeaeseHHOMY MPUI0XKEHMIO

* BKJIlDYEHME POANTENLCKOrO KOHTPOAS 08 YHETHOM 3anncu
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» Co3flaHune 3a/la4u B NJ1aHMPOBLLNKE

* [1NaHMpOBaHME 3a4a41 CKaHMPOBaHUS (EXXEeHEAEbHO)

* YcTpaHeHume ownbkn «He yaoanock nepeHanpasuTb yHKLUMKO "3awmTa BaHKOBCKOM oniaThl"”
Ha 3aNPOLUEHHYI0 CTPAHULLY».

» Pa3610KMpPOBKA A0NOJAHUTENbHbLIX HACTPOEK

* PewleHne npobaembl geakTUBaLMM NPOAYKTa C NOMOLLbIO ESET HOME

Ecnu Bawen npobnemsl HET B NpUBEAEHHOM BbilLe CIMCKE, NONPobynTe BbINOAHUTL NOUCK B
NHTEPaKTUBHOW CripaBKe ESET Smart Security Premium.

Ecnun He ynaeTcs HalTy pewweHmne Balwen NnpobnemMbl/Bonpoca B UHTEPAKTUBHOW CripaBke ESET Smart
Security Premium, NOCeTUTE Hally peryasapHo 0OHOBASEMYIO MHTEPaKTUBHYIO 0a3y 3HaHW ESET.
CcblIKM Ha caMble nonyaspHble CTaTbW Hawen 6a3bl 3HaHUIA NpUBEAEHbl HUXE:

¢ Kak mpoaanTb JULLEH3UIO?

* Bo BpeMs YyCTaHOBKW NporpamMmMsl ESET nosaBua0Ch coobuieHne ob ownbke. Y1o 3TO 03HaYaeT?

* AKTMBaLMA Windows-NMpoayKTa ESET /19 AOMALIHEr0 UCnoJib30BaHWUSA C MOMOLLIbIO
JINLIEH3NOHHOI0 KJ104a

* YOasieHe uanm noBTOpHaa YCTaHOBKa MOEro npoaykra ESET OJig AoMa.

* Bo Bpemsl yCTaHOBKMW NporpaMmbl ESET N0SBUAOCH coobLleHne, YTO YCTaHOBKA
npexneBpeMeHHO 3aBEPLLUEHA.

* Y10 nenathb nocae 06HOBAEHUA NULIEH3UK? (NONb30BATENN AOMALLHEN BEPCUM)

* Y10 Agenath, e/ MOW apec SNEKTPOHHOM NOYThl USMEHUTCA?

¢ [lepeHoC NpoAyKTa ESET Ha HOBbI KOMMNbIOTEP WU YCTPONCTBO

* 3anyck Windows B 6€301acHOM pexxunme nav B 6e30nacHOM pexxume ¢ Nogaep)XXKomn ceTu

* ickntoyeHne be3onacHoro Beb-canTa 13 6JOKMPOBKMU

* PaspelimnTb AOCTYN CPEACTB YTEHUA C IKPaHa K rpadnyeckoMy nHTepdency noab3oBaTens
ESET

Mpy HeobxoaAMMOCTK € Bonpocamm n npobaeMamm MoXHO 06paTUTLCS B Hally Cy)XOy TEXHUYECKON
NOOAEPXKKMN.

OOHoBNeHue ESET Smart Security Premium

O6HOBNSATL ESET Smart Security Premium MOXKHO BPYYHYO WX aBTOMAaTUYeCKUN. YTobbI 3aMyCTuUTh
06HOB/IEHME, B [JIABHOM OKHE MPorpaMmsl BblbepnTe KoMaHly OBHOBUTB, a 3aTeM LLeNKHUTe
MpoBepuThL HanU4YUue OOHOBNIEHUH.

Mpy YCTAHOBKE NPOrpaMMsbl C NapamMeTpamMm no YMONYaHUIo CO34aeTcs 3aa4a aBTOMAaTUYECKOro
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0b6HoBNeHMs. OHa 3anycKaeTCs KaxAabl Yac. YTobbl N3MEHUTb NHTEpPBas, NOCAeL0BaTENbHO
BbibepuTe Cny>ebHble nporpaMmbl > [11aHNPOBLLNK.

YaaneHue BUpyca C KOMNbloTepa

Ecnn KoMnbloTep NposiBNsieT Kakne-nnbo npusHaky 3apa)keHns BpeAoHOCHOW NporpaMmoi,
Hanpumep paboTaeT MelNleHHee UM YacTo 3aBUCaeT, PEKOMEHAYEeTCSA CAenaTh cefytollee.

1. B rnaBHOM OKHE NMPOrpaMmbl WENKHUTE CKaHupoaaHue KoMMnbloTEepa.

2. WenkHuTe anemMeHT CKaHUpoBaTh KOMMNbIOTEP, 4yTObbI 3anyCTuUTb CKaHMpOBaHKNE
KoOMNbloTEpa.

3. lNocne 3aBepLUEHNS CKAHUPOBAHUA MPOCMOTPUTE XYPHaN Ha NpeaMeT KOJIMYeCTBa
NPOBEPEHHbIX, 3apa>Xe€HHbIX N O4YULLLIEHHBLIX ¢)a|7|)'|08.

4. ECNM HY>XHO MPOCKaHMPOBaTb TOJIbKO OMpeaesieHHYo YacTb ANCKa, BbibepuTe BapnaHT
BbIOOpo4YHOE CKaHMpPOBaHMeE N yKaXNTe 06beKTbI, KOTOPbIE HY)KHO MPOCKAHMPOBATb Ha
Hann4ne BNPYCOB.

[onoNHUTENIbHbIE CBEAEHMNSA CM. B HaLLeW perynisipHo obHoBNsieMon cTaTbe 6a3bl 3HaHW ESET.

PaspeweHue obMeHa BaHHbIMMU
onpenesieHHOMY NPUJIOXKEHUIO

Ecnun B UHTEPAKTMBHOM pexxume 06HapyXMBaAETCs HOBOE MOAKJIOYEHNE, HO COOTBETCTBYHOLLENO
npaBuia He HaAeHo, NOb30BaTE b MOMYYAET 3aMNpocC, Npeanarallni paspewnTb v
3anpeTuTb ero. Ecnm Hy)KHO, 4To6bl NporpamMmma ESET Smart Security Premium BbINOJIHANA O4HO U TO Xe
LeNCTBME MPU KaXKAoW NOMbITKE NPUI0XKEHNS YCTAaHOBUTb NOAKJ/IOYEHNE, YCTAHOBUTE (D1aXOoK
Co3paTh NpPaBUJIoO U 3aNOMHUTbL HaBceraa.
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(es SMART SECURITY I

An application on this computer ( }is trying to communicate
with a remote site { IR

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Local port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Rermember until application quits

Create rule and remember permanently

Learn more about this message ~ Details » Advanced cptions

B HacTponkax thaepBosia MOXKHO CO34aTb HOBbIE NpaBuia hanepsona Aas NPUIOXKEHUN eLLe 40 KX
obHapy»xeHunsa nporpaMMoin ESET Smart Security Premium. OTKPONTE [1aBHOE OKHO NPOrpamMmbl u
BbibepuTe HacTpoMka > 3awmuTa CeTH > LLESIKHUTE 3HaYoK 0 psOom C anemMeHToM Panepson >
HacTtpouTb > lononHutensHo > Mpasuna > U3MeHUTH.

HaxxmuTe KHomnky JLo6aBUTb 11 Ha BKlaake OOLLMe yKaXTe 1UMS, HanpaB/ieHNE U MPOTOKOS
nepeaayv AaHHbIX 4S8 NpaBuia. B 3ToM 0KHe MOXKHO onpenennTb AeNCTBUE, KOTOPOE HY)KHO
BbINOJIHWTbL NPV NPUMEHEHWN NPaBUNa.

BeeauTe nyTb K UCNOJIHAEMOMY (harny NPUIOXKEHNS 1 NOPT Nepeaayun AaHHbIX Ha JI0KaslbHOM
KOMMblOTEpe Ha BKafKe JIoKasbHbIA KOMNblOTep. [epennTe Ha BKNaaky YaaneHHbIn
KOMNbIOTEp ¥ BBEAMTE yAaJIeHHbIN agpec 1 nopT (npu HeobxoanmocTur). HoBoe npaBunsio HavyHeT
LeNCcTBOBaTb HeEMeAIeHHO 1 cpaboTaeT cpasy, Kak TOJIbKO AaHHOe MPUI0XKEeHNe NonbITaeTCs
YyCTaHOBUTb NOAKJIOYEHME.

BkloYeHue poauTesibCKOro KOHTpPoA Ans
Y4eTHOM 3anucu

YT106bl aKTMBMPOBATHL POAUTENBCKNIA KOHTPOb A5 ONPeAeSIeHHOM YYETHON 3anncuy nosib3oBaTens,
BbINOJIHWTE Clefyioline LencTBus.

1. 1o ymon4aHuMio poanTENbCKNA KOHTPOJIb B MPOrpaMme ESET Smart Security Premium OTKJIOYEH.
CyLLl,eCTByeT [Ba cnocoba akTMBaLUmmn poaAnNTENbCKOro KOHTpOA.

* B rN1aBHOM OKHE MPOrpaMmbl WeNKHUTE 3N1eMeHT E n nocnenoBaTesibHO Bbl6epVITe
3J1IEMEHTDI HaCTpOﬁKa > 3awMTa UHTepHeTa > Popgutennckum KOHTPOJ1b, MocCsie 4ero
BKJIIOYNTE (DYHKLMIO POANTENBCKOrO KOHTPOISA.
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» OTKpoONTe pasfen PaclimpeHHble NapaMeTpbl > 3aWguTa > 3alMuTa gocTtyna B MHTepHeT >
PoauTenbCKMM KOHTPOJIb, a 3aTEM BKJIOYUTE NEPEKIOYaTENb PAAOM C 3/IEMEHTOM
BKJIIOYMTb POAUTENILCKUIA KOHTPOIb.

2. B rnaBHOM OkHe nporpaMmel BbibepuTe 3nemMeHTol HacTpouka > 3alimuTa MHTEpHeTa >
PoouTenbCKMi KOHTPONb. XOTA A4 NapameTpa PoanTenbCKM KOHTPONb 1 0TOBpaxaeTcs
3Ha4yeHue BknoyeHo, HeobxoAMMO HAaCTPOUTb POAUTENLCKUA KOHTPOJIb A5 HYXKHOW YYeTHON
3anucu. [na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefytoLLeM OKHe BbibepuTe 31eMeHT
3aWwMnTUTL AETCKYIO YYEeTHYIO 3anuch 1iv Poautenbckas yyeTHasa 3anuck. B cienytoulem
OKHe yKaXxuTe faTy poxxAeHus, 4Tobbl onpefennTb ypoBeHb AOCTYNa U noaxoasiime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaAnTeIbCKUA KOHTPOb BKKOYEH A5 YKa3aHHON Y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncK WeNKHUTe 31eMeHT 3abnoKkupoBaHHbIe NapaMeTpbl
M copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopble TpebyeTca paspewnTs nam 3abnoknMposaTb,
Ha BKJ1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTb onpeaesieHHble Beb-cTpaHuubl,
KOTOpble HE COOTBETCTBYIOT KaTeropuu, OTKPONTE BKAAAKY VCK04YeHN .

(es[3) SMART SECURITY mxzmm o= 3o
Otsop 4 PoauTenbCcKMil KOHTPONb O 7
CraHWpoBaHue
KoMMbIOTEP ! 3awwmrute Bce NapameTpbl Naposem, YTobbl NPeAOTEPAaTUTL HEABETOPU30BAHHLIE M3MEHEHUA.

OBHoBNEHNE

DESKTOP-ILTJID9/Administrator
BriGepuTe TMN YUETHOW 2aNUCK: YYETHAA 3anuch ANA 3aLLMTEI pebeHka.../poanTenscKan YYeTHan

Cepenc
3anMce

@ Hacrpoiika DESKTOP-ILTJIDS/Guest
BhlijpM_E TN }'LIE_HCII.:i 2aNMCK. YYeTHaRA 3ankuck ANA 33Tl pefjeHKa...;'poa,menhcxaﬂ YYeTHaRA

CI'IPEEKE W NognepHKa 3annuce

¥yerHana sanuce ESET DESKTOP-ILTIIDS/User
HOME BrifepuTe TMN YyYETHOR 3aNMCK: YYETHAA 3anMck ANA 3allMTel pebeHKa../poauTensCKan yYeTHan
3annuce

petko-PC/matko (YueTHas 3anuce pebenka 1/1/2010)
3abN10KMPOBaHHbIE NAPaMETPEI U COAEPIKMMOE...

petko-PC/petko (PoguTensckan yyeTHan 3anmck)
3abNoKMPOBaHHbLIE NapaMeTphbl U COAEPIKMMOE...

x © X XX X

% [NoGaBWTb MCKNHOYEHWA ANA Beb-caiTa.. MokazaTk XKypHanb!

Co3paHue 3apa4uM B NJIaHUPOBLLUKE

YT106bI CO34aTb HOBYIO 3aJa4y, BbibepnTe CnyxkebHble nporpaMmMbl > MNaHUPOBLUMK, a 3aTEM
HaXKMUTe KHonky JlobaBuTb 3agavy Ui LWENKHUTE NPaBOM KHOMKOWN MbILWW U B KOHTEKCTHOM MEHI0
BbibepnTe KoMaHay [lo6aBuTb. [JOCTYMNHO NSATb TUMOB 3a4au.

° 3aI'IYCK BHeLUHero npuJjio>xeHua: rnjiaHnMpoBaHMe BbIMOJIHEHNA BHELLHEr0 NPUI0XXeHNA.

* ObcnyXuBaHMe XXypHana: B haniax XypHasa TakXe COAep)KaTCa OCTaTKN yAaleHHbIX
3anucei. ITa 3afa4a perynsapHo onTUMM3MPYeT 3anncKu B hannax XxypHana onsa shekTUBHON
paboThl.
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* NMpoBepkKa ¢ainoB Npu 3arpysKe CUCTEMbI: MPOBEPKa DANIOB, UCMOJIHEHNE KOTOPbIX
pa3peLleHo Npw 3amnycke Win BXo[e NoJib30BaTeNs B CUCTEMY.

* Co3paTb CHUMOK COCTOSSHUA KOMNbIOTEPA: CO3[aHNE CHUMKA COCTOSIHUS KOMMbIOTEPA B
ESET Syslnspector, A/ KOTOPOro cobupatoTca noapobHble CBeAEeHNS 0 KOMMOHEHTAX CUCTEMbI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) N OLLEHMBAETCSA YPOBEHb PUCKA AN1S1 KaXXA0r0 UX HUX.

* CKaHMpoOBaHMe KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 NaMokK Ha
KOMMblOTepe.

* ObHOBNEHMe: NIaHNpPOBaHMeE 3aaa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NeN.

Mockosibky OBHOBAEHME - 0Ha 3 CaMblX YaCTO MCMOJb3YEMbIX 3aMIaHUPOBaHHbIX 3a4a4, HMXeE
onuncaH nopsaok nobasneHns 3agaydn o6HOBAEHNS.

B packpbiBatoLeMca MeHI0 3ansiiaHMpoBaHHaA 3apaya Boibepute nyHKT OOHOBNEHMe. BeeguTe
nMsa 3aga4u B none UMa 3apayum n HaxxmuTe KHornky flanee. Boibeprte 4acTOTy BbIMNOJHEHUS
3aga4n. [JocTynHbl cnegyowme sapnaHTel: OpHokpaTHO, MHOrokpaTHo, ExxepgHeBHO,
ExeHepenbHo 1 Mpu onpepeneHHbIX YCNOBUAX. YCTaHOBUTE (hiaxok MponyckaTb 3apavy,
eCc/iM YCTPOMUCTBO paboTaeT oT akKyMynsTopa, 4Tobbl CBECTU K MUHUMYMY noTpebneHne
CUCTEMHbIX PecypcoB, Korga HoyToyk paboTaeT oT akkymynaTopa. 3agada byaeT BbIMONHATHCA B
LleHb 1 BpeMs, yKa3aHHble B Nonsx 06nacTu BeinosHeHUe 3apa4m. 3aTeM YKaXuTe, Kakoe
LencTsue cnegyeT NpeanpuHUMaTh, eC/iM 3afiava He MOXeT BbiTb BbIMOSIHEHA B YCTAHOBNEHHOE
Bpems. JOCTYMNHbl YKa3aHHbIE HU)XKe BapuaHThl.

* B cnepylouee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HesamepnnuTenbHO, €C/IM C MOMEHTA NOC/AeAHEro 3anycka npowso 6osnblue BpeMeHH,
YeM yKa3aHo (MHTepBas MOXHO yKa3aTb B MoJie BpeMs ¢ MOMeHTa nocnenHero 3anycka

(4)).

Ha cnepyiowem sTane otobpa)kaeTcs OKHO CBOAHOM MHOPMaL MM 0 TEKYLLEe NaHupyemMon 3agade.
Mocne BHeCeHMs BCex HeobxoAnMbIX n3MeHeHun HaxmnTe FoToBo.

Ha 3kpaH 6yaeT BbiBELEHO ANaNOroBoe OKHO, B KOTOPOM MOXKHO BbibpaTb NPonan, MCNosb3yeMble
A5 3anNaHNPOBaHHON 3a4ayn. 34eCb MOXKHO 3aaTb OCHOBHOW U BCOMOraTeNbHbIA Npogun.
BcnomoraTenbHbli NPpoguib UCMONb3yeTCs, eCv 3aAavy HEBO3MOXHO BbIMOJIHUTL C MPUMEHEHNEM
OCHOBHOro0 npocuns. NMoaTBepAnTE BHECEHHbIE N3MEHEHUS, HaXKaB KHOMKY FOTOBO, nocne yero
HOBas 3ajava NOSIBUTCS B CMUCKE CYLLECTBYIOLLMX 3amnjaHNPOBaHHbIX 3a4av.

NMnaHupoBaHUe eXeHeneJsibHOro
CKaHMPOBaHUA KOMMNblOTEpa

YT06bl 3annaHNPOBaTb PEryaspHyio 3adady, OTKPOMTE r1aBHOE OKHO NporpaMmbl 1 Bbibepute
Cepsuc > NMnaHUPOBLUMK. HMXKe NpuBeaEeHO KpaTKoe onucaHme npoueaypsl NIaHUPOBAHUSA 3a4audun,
npenycMaTpuBatoLLLE CKAaHMPOBAHMNE NOKaNbHbIX ANUCKOB Ka)kayto Heaento. MoapobHbie MHCTPYKL MK
CM. B CTaTbe Hawen 6a3bl 3HaAHUN.
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https://support.eset.com/kb3207

0ns Toro 4Tobwl 3allaHNPOBaTb 3a4a4y CKaHNPOBaHWA, BbINOJIHUTE ClieayloLne NencTems.

1. B rnaBHOM OKHe NAaHNPOBLLWKa HaXXMUTE HOGaBMTb.

2. BeennTe nms 3agayn v Boibepnte CKaHUpOBaHUe KOMMNbloTepa no TpebosaHuUio B
packpbiBatoWeMcsi MeHio Tun 3aga4m.

3. N5 4acTOoThl BbINOJIHEHMSA 334341 BbibepuTe EXXeHenenbHO.

4.3apanTe AeHb U BpeMsA BbIMOJIHEHNA 3ada4q .

5. BoibepnTe yCcTaHOBKY BbINONMHUTBL 3apa4y KaK MOXXHO cKopee, 4T00Obl BbINOJHUTL 3a4a4y
no3)xe, B CJlydae ecay 3anaaHnpoBaHHOE BbIMOJIHEHME 3a4a4M He 3anyCTUTCA MO Kakon-1mbo
npuynHe (HanpmMep, ecainm KOMMNbIOTEP BbIKIOYEH).

6. [IpoCMOTpUTE CBOAHYIO MH(OPMALMIO O 3arnjaHMPOBaHHON 3ada4e 1 HaxmuTe FoToBO.

7. B packpbiBatoieMcs MeHto O6beKTbl BbibepuTe NyHKT XKecTKue JUCKM.

8. HaxxmuTte KHOMKY FfotoBoO O/14 NPUMEHEHNA 3ada4ql.

YcTpaHeHue ownbku «<He ypanocob
nepeHanpasuTb yHKUMIO "3aLlUuuUTa
OaHKOBCKOM onJsiaThl" Ha 3anpoLUeHHYI0 Beb-
CTPaHULY>»

Ncnonb3oBaHme onuun «3aliuTa Bcex bpay3epoB» BMECTO

nepeHanpaBsieHns BeO-CanToB

Mo yMoN4aHUIO 3alMLLEHHbIN Bpay3ep, MCNoNb3yeMbln AN PyHKUNN «3awmTa 6aHKOBCKON
onnaTbl», 3aMNyCKaeTCd B UCMOJIb3yEMOM Ha )J,aHHbIVI MOMEHT 6pay3epe nocne noceweHuns
n3BecTHoro Beb-canta VIHTepHeT-GaHKI/IHI'a. BmecTo nepeHanpaBJieHNA Beb-CaliTOB MOXXHO
NCNoJib30BaTb NMapaMeTp <<3au.w|Ta BCeX 6pay3epOB>> 014 3anyCKa BCeX nogaepXmBaembix Beb-
bpay3epos B 6e30MacHOM pexume. 3T0 NO3BOISET NPOCMaTPMBaTb BEB-CallThbl, NCNObL30BaTb
VIHTepHeT-ﬁaHKVIHI' n NpoBoanTb (hMHaHCOBbIe onepaunn B |/|HTepHeTe B OOHOM OKHe
3awmuieHHoro bpay3sepa 6e3 nepeHanpaBieHuUs.

YT106bl NCNONIb30BaTb NapaMeTp «3alnTa Bcex bpay3epoB», OTKPONTE [JIaBHOE OKHO
nporpamMmsl, Boibepute HacTpouka > CpepcrBa 6€30nacHOCTM 11 BKIOYMTE NMOA3YHOK PSAOM
C NapameTpoM 3awuTa Bcex bpaysepos.

YT06bI YCTPAHWTB OLINGKY NepeHanpaBieHns Be6-calToB, BOCMNO/b3yNTECh NPVUBEAEHHbIMY AaNiee
NHCTPYKLMAMM,

Ecnn okHo Bpay3epa Bce paBHO He paboTaeT, BbINONHWUTE CAeAyoLniA Wwar.

1. [lepesanycTute KOMMbIOTEP.
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2.YbeanTech, 4To ncnoJsibsyeTe HoBenLune BepCcnun OI'IepaLI,VIOHHOVI cnuctembl Windows 1 ESET Smart
Security Premium: O6HoBneHMEe NPoaYyKTOB ESET Ana Windows ANs AOMaLLHEro UCN0Ab30BaHMA A0
nocneaHen BEPCUN.

3. BO3MOXXHO, BO3HUK KOH(PIMKT CO CTOPOHHEN nporpamMmmon 6e3onacHocTu, VPN nnm hanepsosiom.
Y1066l NPOCMOTPETL KOHPIUKTLI C (harsiamMu, 3arpy>xeHHbiMun B bpaysepe, oTKponTe Dansibl
XKypHasa > «3awmTa 6aHKOBCKOW ONaThbl» U BPEMEHHO OTKJIYMTE UK yAanuTe nporpaMMHoe
obecneyeHve, cBeeHNsA 0 KOTOPOM 3aHECEHbI B XXypHail.

4. OTKNIOYNTE BCE CTOPOHHME paclumpeHns bpaysepa.

5. 04ncTuTe KaWw bpaysepa. Kak 04nCTUTL K3LW B Firefox UK B Google Chrome?

6.YbeamTech, 4TO Ball UCMOJIb3yeMbI MO yMon4aHuio bpay3sep He fobaBneH B CINCOK
NCKJIOYEHHbIX B pa3fene PaclumpeHHsle napaMeTpsl > 3awuTa > 3awuTa goctyna B UHTepHer
> cKNI04YeHHble NPUIoXKEeHHUs.

7. Ecnn Bbl HEe 06HOBNANM NPOAYKT ESET Ha NpeablAyWwmnx 3Tanax, yaaauTe 1 NoBTOPHO
yCTaHoBMTE ero. Mocne yCTaHOBKY Nepe3anyCcTuTe KOMMbIOTEP.

8. Ecnv npobnema He byneT ycTpaHeHa, MOXHO BKIYMTL ONLMIO «3alinTa Bcex bpay3epos» Uamn
OTKPbITb 3allMLLEHHbIA Bpay3ep C NOMOLLbIO 3Ha4YKa 3awmuTa OaHKOBCKOMW onnaThl Ha paboyem
cTone.

\ = O X
(es[h) SMART SECURITY Z=mmm
L CepBuc ?
CkaHnpoBaHne
KOMRErOTEpa @ Password Manager Secure Data
CozAaHue, Be30NacHOe XPaHeHue i @ LLInGpoBaHie JaHHLIX Ha KOMNEHOTEpE
OBHosneHne YNOPAAOUMEEHIE Naponei 1 USB-HaKonuTenax
—— il 2
E Cprma = I.f‘Ichen(Top CETH E Jawmta 6aHKOB§KOM onnaatel (2
Q\ MNpoeepkTe GezonacHoCTL CBORA CETH ‘-; 3aluuTa Balunx BeO-caiiToB WHTEPHET-
BaHKHHIA M KOLIENLKOE ANA
Hactpoiika KPUMTOBAMKOT
Cnpaeka 1 Noggep:KKa f"_*?._ AHtvBOp
Ei.!)' 3aLMTHTE CEOH KOMMEHTER, YTOBLI B

CAYUYaE KDaKW ero MOoXHO Beino Hai
e nEaeIESEN Cnydae Kpaxd erd MOXHO DblNO HauTH

HOME

X [lononHuTenbHble CpeacTBa

MoZynb 3awmTbl BaHKOBCKOW ONAaThl — 3TO AOMNOJIHATESbHbIA ypoBEHb 6e30MacHOCTM,
pa3paboTaHHbIN ONS 3aLLMThl BallMX (PMHAHCOBbLIX AaHHbIX NPU OCYLLECTBAEHNN (PUHAHCOBBIX
onepauuin B IHTepHeTe.
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Mo ymonyaHuio BCce noaaepxmeaemblie seb-bpaysepbl byayT 3anyCcKaTbCs B 3aLLULLIEHHOM peXuME.
9T0 NO3BOJISET NPOCMaTPMBaATb BED-CalThl, NCNOb30BaTh UHTEPHET-OAHKMHI 1 AeNnaTb OHNANH-
MOKYMKW 1 TPaH3aKLUMM B 04HOM OKHe 3aliuLieHHoro bpay3sepa 6e3 nepeHanpaBieHuns.

Ana npaBusibHON paboThbl 3aLwmTbl BaHKOBCKOW onnaThl LO/KHA ObITh BKIOYEHa (BK/OYEHA MO
YMOJIHaHUIO) cucTemMa penyTaumnm ESET LiveGrid®.

BbibepuTe 0AuH 13 CnefyWwmnx NapaMeTpoB, ONpeaensaoLnX pexnm paboTbl 3aLULLEHHOTO
bpay3epa.

* 3awmuTa Bcex bpay3sepoB (No ymon4yaHuio): BCce noanepxmBaemble Beb-6pay3sepbl 6yayT
3anyCKaTbCs B 3aLMULLEHHOM peXxume. ITO No3BOASET NPOCMaTpUBaThL BEG-CalTh,
NCMNOSIb30BaTb NHTEPHET-0AHKMHI 1 AenaTbh OHMANH-MOKYMNKW U TPAH3aKUMN B 0O4HOM OKHe
3awmueHHoro bpaysepa 6e3 nepeHanpaBieHuUs.

* MNepeHanpaBneHne Ha Beb-calTbl: BeO-CaliThbl M3 CNUCKA 3alMLLEHHbIX BEO-CaiTOB 1
BHYTPEHHEro Crncka nHTepHeT-0aHKMHIa NepeHanpaBAfnTCA B 3allMLeHHbI Bpay3ep. Bbl
Mo)keTe BblbpaTb, Kakon 6pay3ep (CTaHAAPTHbIN UK 3alLNLLEHHbIN) 6yaeT OTKPbIBaTLCS.

MepeHanpaeieHne Ha Be6-CallTbl HEJOCTYMHO ANS YCTPOWUCTB C NPOLLECCOpaMm ARM.

» Oba nNpenblayLLMX NapaMeTpa OTKJOYEHbI: YTOObI MONYYNTb AOCTYM K 3aLUULLEHHOMY
Bpay3epy, B [J1aBHOM OKHe rporpammel B pasgaene 063op wenkHnTe 3awmuta 6aHKOBCKOM

g

onnathbl Un WenkHuTe 3Havok “J 3awmuTa GaHKoBCKOW onnaThkl Ha paboyem cTone. Bpaysep,
3aQaHHbI B Windows KaK UCMOJb3yEeMbI M0 YMOMYaHUIO, 3anyCcTUTCS B 6€30MacHOM pexunme.

CBefeHns 0 HaCTpOWKe 3aluLLeHHoro bpaysepa CM. B pa3aene PaclunmpeHHbie napameTpbl 3aWnThl
6aHKOBCKOW orniaThl. YTobbl BKAOYMTL PYHKLNIO «3almnTa Bcex bpay3epos» B ESET Smart Security
Premium, WwenkH1Te HacTpomka > CpeacTBa 6G@30MacHOCTYM 1 BKJIIOYMTE MON3YHOK 3aliuTa BCex
6pay3epos.

Onsa 3awmnTsl 6pay3epa HeOBXOAMMO MUCMOSb30BaTh WNGPOBAHHbIA 06MeH AaHHbIMK MO MPOTOKOY
HTTPS. 3awmnTy 6aHKOBCKOI ONNaThl MOAAEPXKMBAIOT Criefytoune bpaysepsi:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+

* Firefox 24.0.0.0+

Ha ycTponcTsax ¢ npoueccopamm ARM NogaepXX1BatoTCs TOJIbKO Firefox U Microsoft Edge.

JonoNHUTENbHbIE CBEAEHMUS 0 DYHKLMKN «3aLnTa 6aHKOBCKONM OMIaThl» CM. B CTaTbAX 6a3bl 3HAHWIA
ESET, AOCTYMHbIX HA aHMTMACKOM M HEKOTOPbIX APYruX si3blKax.

* KakK 1cnosib3oBaTh YHKUMIO «3aLlinTa BAHKOBCKOW onfaThl ESET»

* BKJIDYEHME N OTKJIOYEHME 3aLMThl 6AHKOBCKOWM onfaTthl ESET Ana onpeaeneHHoro Beb-canrta
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* [IpMOCTaHOBKA U OTKJKYEHNE PYHKLMK «3auimTa BaHKOBCKOM onaaThbl» B NpoAyKTax ESET ans
Windows 014 AOMaLUHEero ncrnoJjib30BaHunsg

* 3awmTa 6aHKOBCKOW ONnaaThl ESET — pacnpoCTPaHEHHbIE OLLNOKN

* [noccapui ESET | 3awimTa 6aHKOBCKOW onsiaThl

Ecnn Bbl BCe elle He MoXeTe pelwmnTb npobaemy, oTnpaBbTe COObLWEHNe 3/IEKTPOHHON NOYThI B
CNYXXOy TexHMYeCcKon noanepXKum ESET.

Pa3010KUpPOBKa A0NOJIHUTEJIbHbLIX HACTPOEK,
3alLULLUEHHbIX NaposieM

Korfa Bbl XOTUTE MOAYy4YnUTb AOCTYN K 3alUMLWEHHBIM PaCLUMPEHHBIM NapaMeTpaM, OTKPbIBAETCS OKHO
ANna BBOJa naponsi. Ecnm Bbl 3abyaeTe nnm notepsieTe CBOWM Naposib, LWenkKHUTe BOocCTaHOBUTL
naposib 1 BBEANTE aApPeC IEKTPOHHONM NOYThI, YKa3aHHbIA NPV perucTpauny anueH3nn. ESET
OTMNPaBMT BaM CO0DOLLIEHNE 3NEKTPOHHOW MOYThI C KOJAOM MPOBEPKW. BBEAMTE 3TOT KOfI, @ 3aTeM
YKa)XWTE HOBbI Mapo/b U NOATBEPANTE ero. Koa NpoBepKN AeiCTBUTENIEH B TEYEHNE CEMU AHEN.

BoccTtaHoBNIE€HUE NapoJis C NOMOLLbIO Y4€THOM 3anucK ESET HOME: BbibepuTe 3TOT napameTp,
eC/v ILLEH3US, UCMOJIb30BaHHaa ANs aKTUBaLUK, CBA3aHa C Ballen y4eTHOW 3anucbio ESET HOME.
BeenuTe agpec 3N1eKTPOHHOWM NOYThl, KOTOPbIM Bbl MCMOJIb3yeTe A5 aBTOPU3aLny B CBOEN YHeTHOW
3anmcm ESET HOME.

Ecan Bbl HE MOMHMTE CBOWN agpec INEeKTPOHHOM MOYThI UM Y BaC BO3HUKAN TPYAHOCTU C
BOCCTAHOBJIEHMEM MapoA, WeNKHNTe OOpPaTUTLCA B CNIYXKOY TeXHMYECKON NoaaepXXKU. Bol
byneTe nepeHanpassieHbl Ha Beb-canT ESET, re CMO)XeTe CBA3aThCA C Hallen CNyXK60i TEXHNYECKON
noaaepXKu.

Co3spaTb Koa A CNy>XXObl TEXHUYECKOU NOAAEPXKKM: C MOMOLLLIO 3TOrF0 NapamMeTpa MOXXHO
€034aTb KoA Ansa cnyxbbl TEXHUYECKOW NoaaepXKn. CKonupynTe Koa, NpeaoCTaBAeHHbIN Cnyxbon
TEXHNYECKON NOALEPXKKM, U LWenkKHUTe Y MeHA eCTb KOA, NpoBepKKu. BeeanTe Kog NpoBepky, a
3aTEM YKaXXKMUTe HOBbIN Naposib 1 noaTeepanTe ero. Ko NnpoBepku LeNCTBUTENIEH B TEYEHNE CEMU
OHen.

ans nonyyeHmMa OONOJHUTENbHbIX CBEAEHNI CM. pa3gen Pa3610KMPOBKa Napons A5 HaCTPOEK B
Windows-NpoayKTax ESET A1 JoMallHEero UcrnoJsib30BaHuns.

PewieHue npobneMbl geakTuBauum npoaykKra
C noMoLlblo ESET HOME

NporpaMMa He aKTUBUpPOBaHa

370 coobuieHne 06 owmbke NOABAAETCS, KOr4a BAagenel JIMUEH3UN 4eaKTMBMPYET Ball NPOayKT
ESET Smart Security Premium C nopTana ESET HOME nnn Korga nponagaeTt obwmnin 4oCTyn K INLEH3MUN,
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KoTopas bbila 4OCTYNHa 414 Ballei y4eTHON 3annucum ESET HOME. YTobbl pelinTb 3Ty npobnemy,
BbIMOJIHATE CliefyoLme OenCTBuUS.

® L|.|,eJ'IKHI/ITe AKTMBHpOBaTb 7 BOCI'IO}1b3yI7|Ter OOHUM N3 METOAOB aKTUBALINN, 4yTObbI
AKTUBMPOBATb ESET Smart Security Premium.

» ObpaTnTeCh K BNafesbly MULEH3UN 1 COOBLLNTE MY O TOM, YTO OH Jl€aKTMBMPOBaAN Ball
NPOAYKT ESET Smart Security Premium WK Bbl YTpaTUAM 0bLWMiA 0OCTYN K NULeH3un. Bnaneneu
MOXET PeLnTb 3Ty npobnemy Ha ESET HOME.

MpoAyKT neakTUBMPOBAH, YCTPOUCTBO OTKJIIOYEHO

3710 coobuleHne 06 owmnbke NoaBadeTCs Nocse yaaJeHns yCTponcTea ¢ ESET HOME. YTobbl pelwnTb
3Ty npobnemy, BbINOAHUTE Cnefyowmne LeNCTBIS.

e lllenkHuTte AKTMBHpOBaTb 7 BOCI'IO)'IbByVITer OOHWM N3 METOLO0B aKTUBaLWK, 4yTObbI
AKTUBMPOBATb ESET Smart Security Premium.

* CBSXKWUTECH C BNafesbLEM NNLEH3UN U coobLIUTE eMy 0 TOM, YTO Balll NPOAYKT ESET Smart
Security Premium [€aKTWBUPOBaH, a YCTPONCTBO OTK/IOYEHO OT ESET HOME.

* Ecan Bbl Bnageney MNLEH3MM 1 He 3HaeTe 06 3TUX N3MEHEHUAX, MPOCMOTPUTE KaHasl
0eNCTBUM Ha ESET HOME. Mpu 0BHapy>XeHnn Nogo3puTenbHbIX 4eNCTBUNA N3MeHNTE Naposib
yYeTHOM 3anucu ESET HOME 1 obpaTutech B cayX0y TeEXHUYECKOW NoanepXKu ESET.

MPoAYKT feaKTUBMpoOBaH, YCTPOUCTBO
OTKJIIOYEHO

370 coobueHmne 06 owmnbke NosBAAETCA NOCAe yaaNeHnsa YCTPONCTBa C ESET HOME. YTo6bl pewnTb
3Ty nNpobnemy, BLINONHUTE CliefyoLwmne AeNCTBuUS.

® L|.|,eJ'IKHVITe AKTVIBMpOBaTb 7 BOCI'IOJ'IbByVITECb OOHWUM N3 MeTOoO0B aKTUBaLIUN, 4TObBI
aKTMBMPOBATb ESET Smart Security Premium.

o CBSXKMTECH C BNlagesibLeM JINLEH3UN U C006LU,VITe €My O TOM, YTO Ball NPOoAYKT ESET Smart
Security Premium [eaKTVBUPOBaH, @ yCTPONCTBO OTK/IIOYEHO OT ESET HOME.

* Ecan BbI Bnageney NLEH3MN U He 3HaeTe 06 3TUX N3MEHEHMUAX, MPOCMOTPUTE KaHasl
0EeNCTBUM Ha ESET HOME. Mpwn 0bHapy>XeHnn Nogo3puTesbHbIX 4ENCTBUN N3MEHNTE Naposib
YY4E€THOM 3anucm ESET HOME 1 obpatutech B cnyx0y TEXHMYECKON Nnogaep )Xk ESET.

NMporpaMMa He aKTUBUpPOBaHa

370 coobueHme 06 owmnbke NosBNAETCA, KOrAa Bnagenel JMULEH3UN AeakTUBUPYeT Ball NPOaYKT
ESET Smart Security Premium C nopTana ESET HOME nnn Korga nponagaeT obwmnin 4oCcTyn K INLEH3NN,
KoTopas 6bina AOCTYNHa A5 Ballen y4eTHON 3anncu ESET HOME. YTobbl pewnTb 3Ty npobnemy,
BbINOJIHUTE Clieaylolime OencTBurA.

* lLllenkHuTe AKTVIBVIpOBaTb " BOCI'IOJ'Ib3yVIT€Cb OOHWM M3 METOOB aKTUBaALLMN, YTOObI
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aKTMBMPOBATb ESET Smart Security Premium.

» ObpaTnTECh K BNafenbLy MULEH3UN 1 COOOLLNTE MY O TOM, YTO OH J€aKTMBMPOBAN Ball
NPOAYKT ESET Smart Security Premium WK Bbl YTpaTUAN obLWMiA 0OCTYN K NULEeH3nW. Bnaneneu
MOXET PeLnTb 3Ty npobnemy Ha ESET HOME.

NMporpamMMa yny4LueHUs NOJiIb30BaTeJIbCKOro
onbiTa

MpMCoeanHUBLLNCE K MpOrpaMMe yy4lleHUs NoJib30BaTeIbCKOro OnbiTa, Bbl MpeAoCcTaBnseTe
KOMMaHWW ESET aHOHUMHble cBeAeHMs 06 NCNOob30BaHMM HaWMX NPOAYKTOB. [LONOSHUTENbHbIE
cBeneHns 06 06paboTke AaHHbLIX AOCTYMHbI B HaLleN NOANTUKE KOHPUAEHLNANBHOCTH.

Bawue cornacue

YyacTue B nporpamMme aBnseTcs LoOPOBObHLIM M 3aBUCUAT OT Ballero cornacus. MNocne
NpUCoeanHEHNs Bbl MACCMBHO y4YacTBYeTe B NPOrpaMMe, TO eCTb BaM HE HY>XXHO NMpPeAnpuHUMaTh
KaKnx-nnbo ganbHenwmnx aencTenit. B noboit MOMEHT Bbl MOXETE 0TO3BaTb CBOE COrlache, N3MEHUB
HacTpoWkK npoaykTa. Caenas Tak, Bbl 3anpeTnTe Ham 0bpabaTbiBaTb BalUy aHOHUMHbIE AAHHbIE.

B ntobon MOMEHT Bbl MOXKETE 0T0O3BaThb CBOE COrnacue, N3MeHuB HaCTPOMKM NpoayKTa:

e /I3MeHeHVe NnapamMeTpoB NPorpaMmbl yayyLleHns Noab30BaTeIbCKOro OnbiTa B NPOoAYKTax ESET
018 Windows 419 JOMalLHEero McnoJjib308aHuns

Kakue Buabl MHpoOpMaLummu Mbl cobupaem?

[aHHble 0 B3aUMOAENUCTBUM C MPOAYKTOM

DTN CBEEHNS NOKAa3bIBAlOT HaM, KaK MCMOJb3YIOTCS HalLK NPOAYKTbl. Brarogaps 3ToMy Mbl 3HaeM,
Hanpumep, Kakme (PyHKLMN NCNONb3YIOTCS YaCTo, Kakne HaCTPOMKM NoJib30BaTENN U3MEHSAIOT U
CKOJIbKO BPEMEHM OHU TPATHAT Ha UCMO/b30BaHME NPOAYKTaA.

HaHHbIe 006 ycTpoucTBax

Mbl coﬁmpaeM 3TN CBeaeHun4, 4YTObbI MOHATHL, A€ N Ha KaKnx yCTDOIZCTBaX NCNOJIb3yOTCA Halln
NPOAYKThI. TUMWYHbIE MPUMEPbI TAaKMX CBeAeHU: MOAEeNb YCTPONCTBA, CTPaHa, BepCus U nMs
onepaumnoHHON CUCTEMBI.

[laHHble AMarHoCTUKU oLnMOboK

CobupatoTca TakKe CBEAEHUSA 0 BOSHUKHOBEHUN OWNOOK 1 aBapuiiHbIX CUTyauni. HanpruMep, Kakas
owmnbKa Npon3oLna, 1 Kakme 4enCTBMUA NPUBENN K HER.

Mouyemy Mbl cobupaem 3Ty MHPOpMauuio?

9T aHOHUMHbIE CBeAEeHNS Oal0T HaM BO3MOXKHOCTb YJly4llaTb HallW NPoayKThl AN BaC, Hallumx
nonb3oBatenenn. OHM nomoratoT n3baBnTb NPOAYKTbI OT owmnboK 1 caenatb UX MakKCUMaJsibHO
nosie3HbIMn 1N NPOCTbIMN B NCMOJIb30BaHUN.
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KTo KOHTpOoAupyeT 3Ty MHpopMauuio?

KoMnaHus ESET, spol. s r.o. SBNSETCSH € AMHCTBEHHbIM ONepaToOPOM AaHHbIX, COBUpPaeMbIX B paMKax
Mporpammbl. 3TV CBELEHNSA HE NepeaalnTCs TPETbUM MLaM.

JINLEeH3UOHHOoe corJjlalleHue C KOHeYHbIM
noJsib3oBaTesnieM

BctynaeT B cuny ¢ 19 oktabpsa 2021 roaa.

BAXKHO! BHuMaTenbHO NpoYUTanTe N3JI0XKEHHble faJiee yCN0BUSA UCMOJb30BaHUS NPOrpaMMHOro
NPOAYKTA, NMPeXAe YeM 3arpy»aTb, yCTaHaBIMBaTb, KONNPOBATb WU NUCMOJIb30BaTh €ro.
3AIrPYXAf{, YCTAHABJIUBAA, KOMUPYSA WJIN NCNOJIb3YA 3TO NPOrPAMMHOE
OBECINEYEHUE, Bbl BbIPAXXAETE CBOE COIJIACUE C NU3JIOXKEHHBIMU YCNIOBUAMU U C
NOJUTUKON KOH®PUOEHUWAJIBHOCTM.

JInuesnoHHoe cornaweHne ¢ KOHeYHbIM NoJb30BaTESIEM

CornacHo yc/10BUSIM AaHHOro JIMLLEH3MOHHOMO COorJlalleHns C KOHeYHbIM Mosib3oBaTesieM
(«CornaweHune»), 3aKII04EHHOr0 KOMMaHWen ESET, spol. s r. 0., 3aperncTpMpoBaHHON Mo agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHOW B KOMMEPYECKNI PETUCTP OKPY>KHOr0 Ccyaa
Bratislava I, pa3fen Sro, 3anucb Ne 3586/B, BIN 31333532 (ESET unu MoCTaBLLMK) U BaMU, (U3NYECKUM
NN lopUanYeckM nmuoM (Bel nnmn KoHeyHbIn nonb3oBaTesb), Bol nonyyYaeTe npaBo NCNOb30BaTb
MporpammHoe obecneyeHmne, ykasaHHoe B CTaTbe 1 HacToswero CornaweHuns. MNporpaMMmHoe
obecneyeHune, ykaszaHHoe B cTaTbe 1 HacTosAwero CornalweHns, MOXXeT XPaHUTbCA Ha HOCUTEeNsaX
[AaHHbIX, 0OTAPABAATHLCA NO INEKTPOHHON MOYTE, 3arpyXaTbCs Yepe3 NHTepHET, 3arpyxaTbCs C
cepBepoB [MoCTaBLUMKa UK NOYYaTbCs U3 APYrMX NCTOYHNKOB, KOTOPbLIE YOOBNETBOPAIOT
NnepeyYncneHHbIM HUXKe YCIT0BUAM.

3TO COMMNALWEHWE KACAETCA MNPAB KOHEYHOI O MNOJIb30OBATEIA U HE ABNAETCA 4O OBOPOM
MPOOAXW. MocTaBLMK OCTaeTcs BlafenbLeM sk3emnasapa MporpaMmMHoro obecneyveHns n
MaTepurasbHOro HoOCUTenNs, Ha KoTopoM lMporpamMmMHoe obecrneyeHune 66110 NOCTaBAEHO B TOProBOW
yrnakoBKe, a Takxxe Bcex konui MNporpaMmHoro obecnevyeHuns, Ha KOTopble KOHeYHbI Nosib30BaTe b
MMeeT NpaBo B COOTBETCTBMM C HacToAWMUM CorialleHnem.

Bbibop BapuaHTa «lpuHMMato» B NpoLecce YCTAaHOBKMW, 3arpy3Kiu, KOMMPOBAHNSA WU NCMOJb30BaHNSA
3Toro MporpamMmHoro obecneyeHns BoipaxaeT Balle cornacme ¢ yCa0BMSMU HACTOSILLErO
CornawleHns v MoAUTUKN KOHMUAEHLUMANLHOCTW. ECnn Bbl He COrNacHbl C KakM-Nn6o 13 yCoBUiA
HacTosAwero CornaweHns nnm MoMTUKN KOHPUAEHUNANBHOCTYU, HEMEAJIEHHO BbibepnTe BapuaHT
OTMEHbI, OTMEHNTE YCTAaHOBKY WM 3arpy3Ky, YHUYTOXbTE WK BepHUTe MporpaMmMHoe obecrneyeHue,
YCTAHOBOYHbIE HOCUTENN, COMPOBOAUTENbHYIO OKYMEHTALNIO, @ TaKXXe KBUTaHLUMIO 06 onnaTe
MocTaBLUVKY UM B OpraHu3aLmio, B KoTopol Bbio nprobpeTeHo MporpaMmHoe obecneyeHue.

NCMNOJIb3OBAHWNE BAMW 3TOIO NMPOIrPAMMHOIO OBECIEYEHNA O3HAYAET, YTO Bbl MPOYJIA
JAHHOE COTMMNALLEHWE, NOHANN ErO MOJIOXKEHNA N COMJTACHbI CHUTATD VX OBA3bIBAIOLLIMNA.

1. MporpaMmMHoe obecneuyeHue. TepmuH "MporpammHoe obecneyeHne" B HacTosLeM CornalleHnm
03Ha4aeT: (i) KOMMNbIOTEPHYI0 NporpamMmmy, KoTopas ConpoBoXAaeTcs HacTosAwmM CornaweHnem, u
BCE ee KOMMOHEHTHI; (i) BCe COAepPXXMMOe Ha ANCKaX, KOMMNAKT-ANCKaX, DVD-ANCKAX, B 3JIEKTPOHHbIX
CO0BLLEHNAX N KAaKMX-TMOO BNIOXKEHMAX WX Ha APYrUX HOCUTENNAX, KOTOpble BblM NOCTaBEHbI
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BMecCTe C HacTosAwmM CornaleHnem, B TOM Yucne ¢opMy 06beKTHOro koaa MporpamMmHoro
obecneyeHns, NOCTaBASEMYIO Ha HOCMTENE AaHHbIX, MO 3JIEKTPOHHOW MOYTE WK 3arpy>Xaemyto
yepe3 NHTepHeT; (iii) 1tobble MOACHUTENbHLIE MaTepuasbl an Nobyo OPYryo BO3MOXHYIO
J[OKYMEHTaLuo, CBA3aHHYI0 € MporpamMMHbIM obecneyeHnem, rnaBHbiM obpa3om Kakoe-nnbo
onncaHwue MporpamMmMHoro obecneyeHns, ero cneundmkaummn, Kakoe-nmbo onucaHme CBONCTB UK
paboTbl MporpamMmmHoro obecneyeHuns, kakoe-nmbo onncaHne paboyen cpenbl, B KOTOPOR
ncnonb3yetcs NporpamMmmHoe obecneyeHne, MHCTPYKLMMN MO NCMOb30BAHNIO NN YCTaHOBKE
MporpaMMHoro obecneyeHns nam kakoe-nnbo onncaHne NCNoab30BaHUSA NporpamMmMHOro
obecneyeHns (JokymeHTaums); (iv) konum MNporpamMMHoro obecnevyeHuns, NakeTbl NCMPaBAEHNS
BO3MOXXHbIX OWMO0K MporpamMMHoro obecneyeHuns, LonosHeHNs K MporpaMMHoMy obecneyeHuto,
paclimpeHus MNMporpaMmHoro obecneyeHns, n3MeHeHHble Bepcun MporpaMMHoro obecneyeHmns un
0OHOBJIEHUSI KOMMOHEHTOB MporpaMMHoro obecneyeHns (Mpy HaanyuK), Ha KoTopble MocTaBLMUK
npenocTaBus Bam nnueH3nio B COOTBETCTBUM CO CTaTben 3 HacToswero CornaweHus. MporpaMmMHoe
obecneyeHne NpegoCTaBAAETCA UCKITIOYNTESIbHO B POPME UCMOHAEMOro 06bEKTHOro Koaa.

2. YCTAHOBKA, KOMMNbIOTEP U JIMLLEH3UOHHBIN KoY. [IporpaMMHoe obecrneyeHune, nocTaBisemMoe
Ha HoCMTene AaHHbIX, MO 3IEKTPOHHON MOYTe, 3arpy>KeHHoe Yepes IHTepHET un C CepBepPOB
MocTaBLLMKa UKW NOYYEHHOE N3 APYTrX NCTOYHMKOB, MOANEXUT YCTaHOBKE. YCTaHOBKa
MporpamMmmHoro obecrneyeHunst 4oSXKHa NPOUCXOANTb Ha A0JXKHbIM 006pa30oM HaCTPOEHHOM
KOMMbIOTEPE, KOTOPbI OTBEYAET MUHMMAJIbHBIM TPEBOBAHUAM, N3N0XKEHHbLIM B [JOKyMeHTaLuK,
Cnocob yCcTaHOBKM onucaH B [lokyMeHTauun. KomnbloTep, Ha KOTOPOM BbIMOJIHAETCS YCTaHOBKaA, He
LOJIKEH CoflepXXaTb MPorpaMMHOe WK annapaTHoe obecrneyeHne, KOTOPOe MOXKET HEraTUBHO
NoBAMSATL Ha paboTy MporpamMmHoro obecneyeHns. KomnbioTep o3HavaeT 060pyaoBaHMeE, B TOM
yucne, Cpeamn npoYero, NEPCoHasbHblE KOMMbOTEPLI, HOYTOYKM, paboyne cTaHUUN, KapMaHHble
KOMMbIOTEPbI, CMapTEOHbI, KAPMaHHbIE WK APYrue 3NeKTPOHHbIE YCTPONCTBA, 415 KOTOPbIX
pa3pabaTbiBaeTcs MporpamMmHoe obecrneyeHune, Ha KOTOPOM ero byayT yCTaHaBAWBaTb U/Mn
CMOJIb30BaTh. JINLIEH3NOHHBIN K04 03HA4YaeT YHUKA/IbHYIO NOoC/e10BaTelbHOCTL CMBOJIOB, OYKB,
LUndp nan cneumanbHbIX 3HAaKOB, MPENoCTaB/IIEMbIX KOHEYHOMY M0JIb30BATES0, YTOObI Pa3pewnTb
3aKOHHO MCMNO/b30BaTh MporpaMMHoe obecneyeHne Uam ero onpeaesieHHyto Bepcuo anbo NpoaanTb
CPOK AencTBMSA JIMLEH3NN B COOTBETCTBUM C HacToAWwMUM CornalleHnem.

3. Jinuensusa. Ecav Bol npuHAAN BCe yCI0BUA, NpefyCMOTPeHHble B HacTosAweM CorsialieHunu, u
cobnogaete nx, MNMocTaBlMK NpenocTaBnseT Bam cnegytowme npasa (JinueH3uns).

a) YCTaHOBKa M MCNoJib30BaHMe. Bbl Moly4yaeTe HENCKIIYMTEIbHOE He Nnoasiexallee nepenaye
MpPaBo YCTaHOBMUTL MporpaMmMHoe obecneyeHne Ha XXeCTKMIN AUCK KOMMbIOTEPa WK UHON HOCUTENb
ANS XPAHEHUS laHHbIX, YCTAHOBKMN 1 XpaHeHus MporpaMMHoro obecneyeHunst B namMaT KOMMNbOTEPa,
a TakXXe BHeAPWTb, XPaHUTb 1 oTobpaxkaTk MNporpaMmmHoe obecneyeHue.

b) OroBopKa no KoJan4ecTBy NMLEeH3MK. [1paBo Ha ucnosib3oBaHme NMporpaMMHoro obecneyeHuns
OrpaHNYeHo onpefesieHHbIM KONM4YeCcTBOM KoHeYHbIX nosb3oBaTenein. MNog ogHMM KOHEYHbIM
nofb3oBaTenem nogpasyMeBaeTcs (i) ycTaHOBKa lNporpaMMHoOro obecnevyeHms Ha OAUH KOMMbIOTEP
WA (ii) B Cy4ae orpaHnYyeHnsa ULEH3MMN KOIMYECTBOM MOYTOBLIX ALLNKOB MOJIb30BaTENb
KOMMbOTepa, KOTOPbLIN MPUHMMAET 3JIEKTPOHHYIO MOYTY Yepes NoJib30BaTe/IbCKUIA MOYTOBLIA areHT
(«Monb3oBaTeNbCKMI NOYTOBLIN areHT»). Ecnv Monb30BaTeNbCKUA NOYTOBLIN areHT NpuHUMaeT
3NEKTPOHHYIO NOYTY, @ 3aTeM aBTOMaTMYECKN pacnpenenseT ee cpein HeCKOJIbKMX NoNb3oBaTenen,
KONM4eCTBO KOHEYHbIX NOb30BaTENEN AO/KHO ONPeaensaTbCs B COOTBETCTBMM C (haKTUYECKNM
KONNYEeCTBOM MOb30BaTeNIeN, MNONYyHaOLWMX INEKTPOHHYIO NOYTY. ECIM NOYTOBLIA CcepBep
BbIMOJIHAET (PYHKLMM NOYTOBOrO LWJ03a, KOn4ecTBO KOHEYHbIX Nonb30oBaTenen byaeT paBHATLCS
KOMIMYeCTBY MOJIb30BaTeNEN MOYTOBOr0 CepBepa, KOTOpbIX 06CAYXMBAET 3TOT W03, Ecnm oguH
NoSb30BaTe b BNAfeeT HECKOIbKMMMN agpecaMm 3NeKTPOHHOM NMOYThl (Hanpumep, npwu
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MCMNOb30BaHUN NCEBAOHNUMOB) U NPUHUMAET NMOYTY MO HMM, a NOYTa He pacnpenenseTcs
aBTOMaTUYeCKMN KJIMEHTOM ApYyruM noJsib3oBaTesniaM, Heobxoamnma JIMueH3ns ToNbKo A5 O4HOro
KoMmnbtoTepa. OgHy JINueH3no Hesb34 UCNOoJIb30BaTb OA4HOBPEMEHHO Ha HECKOJIbKMX KOMMbIOTEPaX.
KoHe4HbIN Nosib30BaTeb MMeeT NpaBo BBOAUTL JIMLEH3MOHHbIN KoY B [IporpaMmmHoe obecneyeHune
TOJIbKO B TOW CTeneHu, B KOTOPOoW KOHEYHbIN NoJib30BaTeslb MeeT NpaBo UCMoJ1b30BaTh
MporpaMmMHoe obecneyeHne B COOTBETCTBMM C OFPaHUYEHUEM MO KOANYECTBY JINLEH3WI, BbIAAHHbIX
MocTaBLWMKOM. JIMLEH3NOHHbIN K04 CHMTaeTC KOH(pUAEHLUNaNnbHON HopMaLunen. Bbl He LOMXKHbI
nepefasaTb JINLUEH3NIO TPETLUM CTOPOHAM UM pa3pellaTb TPeTbMM CTOPOHAM UCMO0Ib30BaTb
JINLEH3MOHHBIN K04, €CNKN 3TO He pa3pelleHo HacTosAwmm CornaweHneM nnm MNoctaswmkom. Ecnm
Baw JIMLEH3MOHHbBIV K104 B31I0OMaH, HeMeieHHOo coobunTe 06 3ToM MoCTaBLLmMKY.

c) Bbinyck pnsa goma unu ans 6usHeca. Bepcus MNporpaMmMHoro obecnevyeHns ans nomMa A0SKHa
CMOJIb30BATbCSA UCKIOYUTENIbHO B JINYHOW U/WIN HEKOMMEPYECKON cpefax M npefHasHavyeHa
TOJIbKO 4151 JOMALUHEro 1 CeMenHoro NCnosb3oBaHns. Ons ucnosb3oBaHus MporpaMmMHOro
obecrneyeHns B KOMMEPYECKUX CPeflaxX, a TakXKe Ha MOYTOBbIX CEpPBEPAX, CEPBEPAX PETPAHCAALUN
3NEKTPOHHOW NMOYTbI, MOYTOBLIX LUO3aX U Wto3ax MHTepHeTa HeobxoanMMo NpuobpecTn BepCuto
MporpamMmMmHoro obecneyeHms aons busHeca.

d) Cpok JiuueH3uum. Balue npaBo Ha ncnosb3oBaHme MNporpaMMHOro obecnevyeHms orpaHMYeHo
onpenesieHHbLIM CPOKOM.

e) MporpammHoe obecnevyeHue, nosyyaemoe Yepes U3roTtoBuTesiel KOMMNJIEKTHOrO
obopypnoBaHusa. MporpamMmHoe obecrneyeHne, KnaccupuLMpoBaHHoe Kak OEM (pacnpocTpaHseTcs
Yyepes N3roToBUTENEN KOMMIEKTHOro 060pYA0BaHUSA), MOXXHO UCMOJIb30BaTh TOJILKO Ha TOM
KOMMbIOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrneyeHmne Hesb3s
NepeHecTy Ha APYron KoMMbloTep.

f) He npegHa3Ha4YeHHble ANA NPoAaXKU U NpobHble Bepcuu MporpammHoro obecneyeHus.
MporpammHoe obecneveHne, KnaccuPrULMpPoOBaHHOE KaK He NpeAHa3Ha4YeHHas A5 NPOoLaXM UK
NpobHas Bepcus, He MOXET OblTb CBA3AHO C KAaKMM-MO0 NIAaTEXOM U [O/IKHO UCMOJIb30BaThCS
NCKJTIOYUTENBHO AN AEMOHCTPALIMMN UM TECTUPOBAHMS PYHKLMIA MporpamMMHoro obecneyeHus.

g) MpekpaweHue pencteusa JinueHsum. [lencteune JlMLeH3nMN NnpekpaLlaeTcs aBToMaTUYECKM Mo
OKOHYaHWW Nepuoaa, Ha KOTopbI oHa bblna BbligaHa. Ecnum Bel HapylwaeTe noboe nonoxeHue
HacToswero CornaweHus, MNocTaBLWMK NOJly4aeT NpaBo BbIATU U3 HEro0, YTO HUKAK He NOoBAUSeT Ha
€ro BO3MOXXHOCTMW BOCMO/b30BaTbCs Nt0ObIMY NpaBaMu 1 cpeacTBamu cyaebHom 3awnTl,
LOCTYMHbIMU eMy B Takux obcToaTenscTBax. B ciiyqae oTMeHbl JinueH3unn Bbl 0653aHbl
He3amMeaNNTesIbHO 3a COOCTBEHHbIV CHET YAANUTb, YHUYTOXUTb UK BEPHYTb MporpaMMHoe
obecneyeHne 1 BCe ero pes3epsHble KoMK B KOMMaHWo ESET UK B TOYKY NPOLaXKu, B KOTOPOW OHO
Ob1n0 npuobpeTeHo. B criyvae npekpalleHus AencTsus JinueHsum MNocTaBLLMK Tak)Xe MMeeT rnpaso
3anpeTnTb KOHe4YHOMyY Monb30BaTeN0 NCNOJIb30BaTh hyHKLMM MporpaMMHOro obecneyeHuns,
KoTopble TpebyloT NoOAKIYeHNS K cepBepaM MNoCcTaBLiMKa UK cepBepam TPETbUX JINLL.

4. PyHKUMMU, BNA KOTOPbIX Heobxoaum coop paHHbIX M noaknoyYeHue K UHTepHeTy. [1ns
KOPPEeKTHOW paboTbl MporpamMmmHoro obecneyeHuns Heobxoanmo noagknoyeHne K IHTepHeTy,
NOCKONbKY MporpamMmmHoe obecneyvyeHne gOMKHO PeryasapHO NOAKYaTbCA K cepBepaM MoCcTaBLLNKa
NN TPETLUX NNL, @ TakXKe cobupaTb COOTBETCTBYIOLWME AaHHbIE B COOTBETCTBUN C OKYMEHTOM
MonnTuka KoHGUAeHUManbHOCTU. MNogknoyeHne K MHTepHeTy HeobxoamMMo ANS MCMoNb30BaHUS
nepeyncneHHblx ganee pyHKUun MNMporpamMmHoro obecneyeHuns.

a) ObHoBneHue MNMporpamMmHoro obecnevyeHus. MoCTaBLLMK NMEET NMPaBO BPEMSA OT BPEMEHMU
BbiNyCkaTb 06HOBNeHMA MporpaMmMHoro obecneyeHuns (ganee — «O6HOBAEHUS»), HO He 0653aH Ux
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npenocTaBfAThb. ITa PYHKLUNSA BKAKOYEHA NPU NCMOJIb30BAHUN CTaHAAPTHBIX MapaMeTpoB
MporpammHoro obecneyvyeHuns. ITo 3Ha4nT, 4170 OBHOBNEHNS YCTaHABAMBAOTCA aBTOMATUYECKN, €CNn
KOHEYHbIN N0Nb30BaTeb HE OTKJIIYUT UX aBTOMATUYECKYI0 YCTaHOBKY. [Ind npeaocTaBfeHns
obHoBNEHN HeObXoaMMa NPOBEPKa NOAJIMHHOCTY INLEH3UK, BKIOYAA MHDOPMALIMIO O KOMMbIOTEpE
n/mnn nnatdopme, Ha KOTOPOW yCTaHOBNEHO MNporpamMmHoe obecneyeHne, B COOTBETCTBUN C
MoNNTUKON KOHDUAEHLNATBHOCTHN.

MpepocTasneHne nobbix O6BHOBNEHNI MOXET PEryanpoBaTbCs NOUTUKON B OTHOLLEHUN OKOHYaHUS
cpoka cnyxbbl (nanee — «Monntuka OCC»), KoTopasa AOCTYMNHa Mo aapecy

https://go.eset.com/eol home. [10CNe HAaCTYNNEHNSA OaTbl OKOHYAHUA CPOKa CyKObl, KOTOpas
ycTaHassmBaeTcs noamtukon OCC gns MporpammHoro obecneyveHns nnm kakon-nnbo ms ero
yHKumIn, O6HOBNEHMA MPefoCTaBAATLCA He ByayT.

b) OTnpaBKa 3apa>xeHHbix ¢hannos u nHcdopmauum MoctaBLuky. NporpaMmmHoe obecrneyeHune
OCHALLEeHO (hyHKLMAMU, KOTOpble cobupatoT obpa3ubl KOMMbIOTEPHbLIX BUPYCOB U APYTUX
BPELOHOCHbIX MPOrpamMM, a TakXXe NoJo3puTenbHble, NpobaeMHble, NOTEHUNANIbHO HEXeNaTesNbHble
AW NOTEHUMaNbHO OnacHble 06bEeKThI, Takme Kak aibl, URL-agpeca, IP-nakeTbl U Kaapbl Ethernet
(«3apaxeHus»), n oTNPaBaAOT X MNoCTaBLKUKY, B TOM YMC/ie, Cpean Npoyero, MH(opMaLuuio o
npowecce ycTaHoBKMW, 0 KomnbioTepe n/unmn nnatdopme, Ha KOTOPbIX YCTaHOBJIEHO [porpaMmMHoe
obecneyeHune, a Takxxe nHGopMauuio 06 onepaumax n GyHKLMOHaAbHOCTK MNPorpaMMHOro
obecneyeHns («MHpopmaumsa»). MHpopMauma n 3apaxeHns MoryT cogep)xaTb AaHHbIe (B TOM Yucie
CJly4alHO NN HenpeayMbILWJIEHHO NOJyYeHHble NepcoHalsibHble faHHble) 0 KoHeYHOM rnonb3oBaTtese
Unn Opyrux nosb3oBaTesnax KOMMNbTEPa, HA KOTOPOM YCTaHOBEHO MporpaMMHoe obecneyeHune, n o
(harnax, NoOparKeHHbIX 3apaKeHNaMmn C COOTBETCTBYOLWMMUN MeTaaHHbIMU.

NHdopMaumio 1 3apaxkeHns MoryT cobupaTb cneayolme dyHkLMn MporpamMMHoro obecrneyeHns:

i. DYHKLNA LiveGrid Reputation System 0TBe4YaeT 3a cbop 1 oTnpasKy MoCTaBLLMKY B O4HOM
HanpaBAeHUM X3LLel, CBA3aHHbIX C 3apa)eHnsaMu. ITa YHKLMUA BKIOYEHA NPU NCMOJb30BaHNUN
CTaHAAPTHbIX NapamMeTpoB MporpaMMHOro obecrneyeHus.

ii. Cnctema obpaTHOM CBA3M LiveGrid 0oTBeYaeT 3a cOop 1 oTnpaBky MocTaBLWmnKy 3apaxKeHuin co
CBAA3aHHbIMU MeTafaHHbIMU 1 VIHopMaLmn. KOHeYHbIn Nob30BaTelb MOXET akTUBUPOBATb 3TY
(PyHKUMIO B NpoLiecce yCTaHOBKM MporpaMmMHoro obecneyeHus.

MocTaBLMK 006583yeTCs MCNOIb30BaTh NOJyYeHHble 3apakeHns n VIHpopmaLmio ToNbKOo NS aHanu3a
N NccnefoBaHUs 3apa)keHun, ynaydweHus MporpaMmMHoro obecneyeHns 1 ycosepLUeHCTBOBaHUSA
NPOBEPKM MOAJAMHHOCTI JINLLEH3MNW, a TakXe NPUHATL HeobxoanMble Mepbl MPeAoCTOPOXXHOCTM NO
COXPaHEHUIO KOHMAEHUMANbHOCTU NHpopMauum 1 3apakeHnin. AKTUBUPYS 3TY PYHKLMIO
MporpammHoro obecneyeHns, Bbl cornawaeTech Ha 0TNpaBKy 3apakeHnin n ViHgopmaunm
MocTaBLUMKY, @ TaKXe faeTe eMy HeobXo4MMoe paspeLleHmne, peryampyemMoe CoOoTBETCTBYOLWMMM
NpaBoOBbIMU HOPMaMu, Ha 06paboTKy nonyveHHon MHhopMauun. JaHHY0 PYHKLMIO MOXHO
OTKJIIO4UTL B SOOI MOMEHT.

Ona uenen HacTosAwero CornaweHuns Heobxoanmo cobupaTts, 0bpabaTbiBaTb U XpaHUTb AaHHbIE,
nossoJsisowme MNoctaswmKky naeHTMdnumMpoBaTb Bac B COOTBETCTBUM C JOKYMEHTOM [lonnTuka
KOH(MOeHUManbHOCTN. HacToAawmMM Bbl nogTeepxgaeTe, 4To [MoCTaBLWMK C MOMOLLBbI CBOUX CPeacTB
MOXKET MPOBEPSAThb, NCNosb3yeTe im Bol MporpaMmmHoe obecneyeHne B COOTBETCTBMM C NMOJSIOXKEHNAMY
HacToswero CornaweHuns. Bol cornawaeTech Ha nepegadvy uHgopmauum B nporecce obmeHa
AaHHbIMU Mexay MporpaMMHbIM obecrneyeHneM 1 KOMMNbIOTEPHLIMU CUCTEMaMK NoCTaBLUMKa UK ero
KOMMepYeCKnX napTHepPOB, BXOAALLMX B CETb pPacrnpoCTpaHeHns v nogaepxKu MNocraswmka, ¢ Lesblo
obecneyeHns paboTbl 1 NPOBEPKU BO3MOXKHOCTW MCMOb30BaHMS MNporpaMMHoro obecnevyeHuns um
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3allnTbl NpaB MocTaBLKKa.

Mocne 3akntoyeHns atoro CornaweHns MNMocTaBWMK nam ntobon N3 ero KOMMepPYeCKUX NapTHEPOB,
BXOAALMNX B CETb PaCNpoOCTpaHeHNsa n noagepxku MocTasLumnka, NoayyaT npaso nepenasaThb,
obpabaTbiBaTb 1 XPaHUTb Ba)KHblEe AaHHbIE, MO3BOSIAIOWME NAEHTU(MUMPOBATL Bally NTMYHOCTb, B
Lensx onnatel U MCNONHEeHUA HacTosAwero CornaweHns, a Takxe 419 OTNPaBKN yBeJOMAEHUA Ha
Ball koMnbloTEp.

CBeneHns 0 KOH(UAEHLNANbHOCTH, 3aLLMTe NepcoHaNbHbIX AaHHbIX U Bawunx npaBax Kak
CcybbeKTa nepcoHasnbHbIX AaHHbIX NpuBeaeHbl B MonanTuke KOH(UAEHUMANBLHOCTH, KOTOpas
[OCTYnHa Ha Beb-calTe MocTaBLMKa, a TaK)XKe HenocpeacTBeHHO B Npouecce YCTaHOBKM.
Bbl Tak)Xe MoXXeTe OTKPbITb ee U3 cnpaBku MporpaMMHoro obecneuyeHus.

5. UAcnonb3oBaHue npaB KoHeuyHOro nonb3oBatens. [lpaBa KoOHeYHOro nosib3oBaTens
HeobXxoAMMO NCNONb30BaTb JINYHO, MO0 X MOTYT NCNOAb30BaTb Bawwn cOTpyaAHUKN. Bbl nmeeTe
npaBoO Ha MCMNoJib30BaHWe MporpaMMHOro obecnevyeHns ToNbKO ONS 3aWnThl CBOMX AENCTBUI U
KOMMbOTEPOB U KOMIMbIOTEPHbLIX CUCTEM, Ha KOTOpble NpuobpeTeHa JInueHsus.

6. OrpaHu4yeHunsa npas. He pa3peluaeTcs KONMPOBaTb, PacnNpoCTpaHATh [porpamMmmHoe obecneyeHue,
N3BNIEKaTb €ro KOMMOHEHThI U CO34aBaTb NPOM3BOAHbIE PaboTbl Ha ero ocHoBe. MNpu NCNOIb30BaHUK
MporpammHoro obecneyveHuns Bol 0653aHbl CO6NI0AATE NEPEYNCTIEHHbIE AaNlee OrPaHNYEHNS.

a) Bbl MOXXeTe co3[aTb OfIHY pe3epBHYI0 Konuto MporpaMMHOro obecnevyeHns Ha HocuTene
MOCTOSAHHOIO XPaHEHUS [aHHbIX NPU YCIOBUK, YTO 3Ta pe3epBHas KONUs He YCTAaHOBMIEHA 1 He
NCMOb3yeTCs HU Ha KakoM KoMnbtoTepe. Co3aaHue NobbiX MHbIX Konuid MporpaMMHoOro
obecrneyeHuns aBaseTCs HapyleHneM 3Toro CornalieHuns.

b) Bbl HE [OJIXKHbI MCM0/1b30BaTh, U3MEHATb, NEPEBOAUTL UK BOCMPOM3BOAUTL MNporpaMmMHoe
obecneyeHne n nepefaBaThb NpaBa Ha UCMNonb30BaHMe MporpaMMHOro obecneyeHns nanM Konum
MporpammHoro obecneyvyeHuns nobbIM CNOCOOOM, OTANYHBLIM OT ONMUCAHHOMO B HACTOSALLEM
CornatueHun.

c) Bbl He [O/KHbI NPOAAaBaTh, NEPeaBaTh Ha YC/IOBUAX CyBAULEH3NW, CAaBaTh B apeHay Wan
nepenaBaTb BO BPEMEHHOE MoJib30BaHMe MporpaMMHoe obecrneveHne, a TakXKe UCMoJib30BaTb
MporpamMmMHoe obecrneyeHne ans NpenocTaBleHNs KOMMEPYECKMX YCAyT.

d) 3anpeLlaeTcs BCKPbIBaTb TEXHOIOM N0, AEKOMMNUANPOBATL MK pa3bupaTb Ko MporpaMMHOro
obecneyeHns n MHbIMKM cNocobaMm NbITaTbCA NOAYYUTb MCXOAHBIN KOA MporpamMMmHoro obecneyveHus
32 UCKJIDYEHMEM TOr0, B YeM JaHHOE OrpaHUYeHne NPOTUBOPEYNT AEACTBYIOLLIEMY
3aKOHOAATENbCTBY.

e) Bbl cornaluaeTech 1CNob30BaTh MporpamMMHoe obecneyeHune ToabKOo Crnocobom,
COOTBETCTBYIOLLIMM BCEM AEMCTBYIOLLVMM 3aKOHOAATE/IbHbIM HOPMaM CTPaHbl, B KOTOPON
ncnonb3yetcs MporpammHoe obecneyeHne, B TOM YUC/Ie MPUMEHUMBIM OFPaHUYEHNAM OTHOCUTENbHO
aBTOPCKOro NpaBa, APYrux Npas Ha MHTENEKTYabHY0 COBCTBEHHOCTb U Tak Aasee.

f) Bbl cornalwaeTecb Ucnonb3oBaTh [porpamMmmHoe obecneyeHne n ero yHKLUM TObKO CNOCOBOM,
KOTOPbIA HE OrpaHNYMBaET BO3MOXHOCTY AOCTYNa K 3TUM ycnyram apyrux KoHeYHblIx
nosb3oBaTenen. MocTaBLNK OCTaBAAET 3a Co60 MPaBO OrpaHNYMTb 06BEM YCAyT,
npeLocTaB/sSeMbIX OTAENbHbIM KOHEYHbIM Mob30BaTeNaM, 4ToObI 06ecneynTb NCNONb30BaHNE YCayT
MaKCUMasibHO BO3MOXXHbLIM YMCIO0M KOHeYHbIX nosib3oBaTenen. OrpaHmyeHme obbema ycayr 4OKHO
TaKxXe 03Ha4yaTb MOJHOE NpeKpaLleHre BO3MOXXHOCTI NCM0Ab30BaTb 0OYI0 U3 hyHKLNA

301



MporpamMmMHoro obecneyeHus, a Takxe yaaneHne LaHHbIX 1 MHGOPMaL MU Ha cepBepax MocTaBLmMKa
NN CTOPOHHKX CepBEpaXx, OTHOCALWMXCS K onpeneneHHon pyHKumm MporpamMMHoro obecneyeHus.

g) Bbl 0653yeTech He NpeanpuHUMaTh ANCTBUIA, CBA3aHHbIX C MCNOJIb30BaHWEM JIMLLIEH3MOHHOIO
KJtl0Ya, KOTOPbIe MPOTMBOPEYaT YCNOBUSAM HacTosiero CornalieHns unm npuBoasT K
npenocTaBieHnio JIMLIEH3MOHHOIO KloYa WLy, He UMeloLLeMy NpaBa UCMnoab30BaTk MporpaMMHoe
obecneyeHune, Hanpumep nepenayvy UCrNosb30BaHHOI0 UM HENCMOb30BaHHOIO JINLEH3VOHHOIO
KntoYa B toboit hopMe, a TakKe HeCaHKLIMOHUPOBAHHOE BOCNPOM3BEAEHNE UM PACNPOCTPaHEHNE
Ay6NMPOBAHHBIX NN CreHEPUPOBAHHbLIX JIMLEH3MOHHBIX KOYEN UK NCNoSib30BaHme MporpamMMHOro
obecrneyeHns ¢ NomMoLblo JINLIEH3MOHHOI O KJItoYa, Nosy4YeHHOro He oT MNocTaBLuKa.

7. ABTOpCKOe npaBo. [[porpaMMHoe obecneyeHne 1 BCe NpaBa Ha Hero, B TOM 4ucie, cpeaun
npoyero, nNpaBo COBCTBEHHOCTU M NpaBa Ha 06BbEKTLI MHTENNIEKTYasIbHOW COBCTBEHHOCTN,
npuHagnexaT KoMnaHuy ESET n/unn ee nuueH3napam. ITH npasa 3aluLlieHbl MexAyHapo4HbIMY
CorjlalleHnsMu 1 BCeMM NPOYUMN MPUMEHUMBIMU 3aKOHO4ATE/IbHbIMW HOPMaMU CTPaHbl, B KOTOPOW
ncnonb3yetcs MNporpammHoe obecneyeHune. BHYTPeHHSAA CTPYKTYypa, YCTPONCTBO U KOA
MporpaMMHoro obecneyeHns ABNAIOTCA LEHHON KOMMEPYeCKON TaHON 1 KOHMUAEHLa bHON
NHGOPMaLMen, NPUHaANeXallMMy KOMAaHUKM ESET n/unun ee nuueHsnapam. 3anpeLlaeTcs
KonuposaTb MporpaMmHoe obecrneyeHne Kpome ciyvaeBs, ONMCaHHbIX B CTaTbe 6(a). Jllobble konuu,
KOTOpble pa3peLleHo co3aTb B COOTBeTCTBUN ¢ CornalleHneM, L0/ KHbI COAepXaTb OpUrnHanbHble
OTMETKM 0 3aLiuTe aBTOPCKUX MpaB 1 Apyrue yBeLoMIeHNs 0 NpaBaxX MHTeNNeKTYyaIbHOM
COBCTBEHHOCTHW, KOTOPbIE NPUCYTCTBYIOT B cCaMoM lNporpammHom obecnedveHnun. Ecnum Bel BCKpbiBaeTe
TexXHOJI0r N0, AekoMnunaupyeTe, pa3bupaeTe NCXo4HbIN Ko MNporpaMMHoro obecne4yeHns Ui NHbIM
cnocobom nbiTaeTecb NONYYNUTb UCXOAHBIN KOA, [porpaMMHOro obecneyeHuns B HapyLleHne
nonoxeHwit atoro CornaweHus, nobasa nony4yeHHas Takum 06pa3om MHGHOPMaLINA aBTOMATUYECKM 1
6e30roBOpOYHO A0JKHA CHATATLCA NoAsiexallen nepefaye MNocTaBlWKKY U NMpUHagNexallen emy
MOMHOCTbIO C MOMEHTa CO3[aHNS BHE 3aBUCUMOCTM OT npas lMocTaBLLUMKa B OTHOLLEHUN HapyLLUEeHNS
3Toro CornalweHus.

8. CoxpaHeHue npaB. HacTosawwmm MNocTaBLWMK CoOXxpaHseT 3a cobon Bce npaBa Ha MporpammHoe
obecneyeHne, 3a NCKNIOYEHNEM NpPaB, SBHO NpefocTaBAeHHbIX BaM Kak KoHe4YHOMY nonb3oBaTesnto
MporpammHoro obecnevyeHns B COOTBETCTBUN C YCOBUAMU HacToswero CornalleHuns.

9. HeckoNbKO A3bIKOBbLIX BEpCUi, NporpaMMHoe obecneyeHne Ha HOCUTENAX OBYX TUMOB,
HeCKOoJ1IbKO Konui. Ecav MNporpaMmHoe obecneyeHune noaaep>XXMBaeT HECKOILKO NNaTdopM nnm
S13bIKOB W1 €CIV Bbl MONYy4MAM HECKOIBKO 3K3EeMMISPOB NPOrPaMMHOro obecneyeHns, pa3peLlaeTcs
Cnosib30BaTh [porpaMMHoe obecrneyeHmne TOIbKO Ha TOM KOJIMYEeCTBE KOMMbIOTEPOB U B TEX
BEPCUAX, Ha KOoTopble bbina npruobpeTeHa JinueH3us. 3anpeLlaeTcs NpoAaBaTh, NepeaaBaThb Ha
ycnoBusx cybanLeH3nmn, coaBaTb B apeHAay, nepeaaBaTb BO BPEMEHHOE WM NOCTOSHHOE
noJsib30BaHMe BepCcumn nam konuu MporpaMMHoro obecneyeHns, KOTopble He NCNosb3yTcs Bamu.

10. MOMEHT BCTYNNEeHNSA B CUAY U NpekpawieHne aencteusa CornaweHnuns. Hactosuwee
CornaweHune BCTyNaeT B 3aKOHHYIO CUJTy C AHSA, KOrfa Bbl cornacuince € ero ycnosnsaMun. 3aBeplinTb
nencteune CornalleHns MoOXXHO B 060 MOMeHT, HeobpaTMMO yaanumBe, paspyLUMB NN BEPHYB 3a
cBoK cyeT lMporpammHoe obecneyeHne, BCe pe3epBHbIe KONUM 1 obdble 0THOCALLMECS K HEMY
MaTepuasbl, NpefocTaseHHble [ToCTaBLWUKOM UM O4HUM U3 ero KOMMep4YeCcKux napTHepos. Bawe
npaBo Ha ncnosib3oBaHue MNporpaMmHoro obecneveHns n Nbbix ero PyHKLUA MOXeT
peryanpoBaTbCs MNOJUTUKON B OTHOLLEHUN OKOHYaHWA CpoKa CcNyXbbl. [locne HacTynneHnsa fathbl
OKOHYaHUS CpoKa ciyxbbl, KOTOpas yCTaHaB/IMBAETCA MOJUTUKON B OTHOLLEHWUN OKOHYaHNS CPOKa
cny6bl gns MNporpamMMHoro obecrnevyeHus nam Kkakon-nmbo 13 ero PyHKLMIM, BaLle NpaBo Ha
ncnonb3osaHue lNMporpaMmMHoro obecneyeHns npekpaTuTca. Hesasncnmo ot cnocoba npekpaLLeHus
nencteus 3toro CornawleHns nonoxeHus craten 7, 8, 11, 13, 19 n 21 octatoTca 4eNCTBUTESIbHbIMU
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bes OrpaHN4YeEHNA MO BPEMEHMN.

11. TAPAHTUU KOHEYHOI'O MOJIb30OBATEJIA. BbICTYNAA B KAHECTBE KOHEYHOIO
MOJIb30BATEJA, Bbl MOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECMEYEHWNE NOCTABNAETCA HA YCNOBUAX «KAK ECTb» BE3 KAKUX-TNEO MPAMBbIX U
BMEHEHHbIX TAPAHTIWI IKOBEOIO TUMA, HACKOJIbKO 3TO NO3BOIAKOT COOTBETCTBYHOLLME
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLLUWK, H EIO MAPTHEPbI, BbICTYTMNAIOLUME B KAYECTBE
JINLIEH3WAPOB U1 AG®UTNPOBAHHBIX JTNL, HA NMPABOOBJIAOATENIN HE OEJAIOT HUKAKUX
3AABJIEHUIA N HE NPEAOCTABASAIOT HUKAKWNX MPAMbIX WS BMEHEHHbIX OBA3ATE/ILCTB UK
FTAPAHTWW, B YACTHOCTW FAPAHTWI NMPOAAX WA TAPAHTWIA MPUrOAHOCTI ON4
OMPEAENEHHOIO MCMOJIb30BAHNS, A TAKXKE FAPAHTUIA TOrO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWE HE HAPYLUAET HUKAKUX NMATEHTOB, ABTOPCKIWX MPAB, NMPAB HA TOBAPHbIE 3HAKW
W OPYTNX NMPAB TPETbUX JINL,. MOCTABLUNK W NTKOBLIE APYTUE TNLUA HE TAPAHTUPYIOT, 4TO
®YHKLU W MPOTPAMMHOIO OBECMEYEHUA BYAYT COOTBETCTBOBATbL BALLWM TPEEOBAHWAM N1
YTO NMPOrPAMMHOE OBECMNEYEHWE BYAET PABOTATb BE3 CBOEB N OLUMBOK. PUCK MNP BbIEOPE
MPOrPAMMHOIO OBECNEYEHWA ON1A OOCTUXEHUA HYXXHbIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, UCMOJIb30BAHWW N NOJNTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYAETE AOCTUIATb C
MOMOLLbIKO 3TOI0 NPOIrPAMMHOIO OBECMNEYEHUA, NEXIT HA BAC.

12. OTKa3 oT gpyrux obssartenbcTs. HacTosAwee CornaweHme He NpeayCcMaTprBaeT HUKAKUX
obsa3aTenbCcTB ANd MNocTaBLmnKa 1 ero ANLEeH3napoB 3a UCK0YEHNEM TeX, KOTOPbIE U3/I0XKeHbI B
HacToswwem CornalleHumm.

13. OTPAHUYEHWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEHO
MPUMEHWMbBIM 3AKOHOOATEJIbCTBOM, HU MNP KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EF'O
COTPYOHUKW TN NMMUEH3WMAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYIO-JINBO YIMYLWEHHYHO
MPUBbINb, BbIPYYKY, MPOOAXW, OAHHBIE /TN PACXOAbl HA 3AKYMNKY B3AVMO3AMEHAEMbIX
TOBAPOB WK YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXXAEHWNA, MPUOCTAHOBKY
PABOTbI, MOTEPKO KOMMEPYECKOW MHOOPMALIN W 3A KAKUE-NINBEO ®AKTUYECKUE, NMPAMBIE,
HEMPAMBbIE, MOBOYHbIE, 3KOHOMNYECKWNE, KOMMNEHCUPYEMBIE, LUTPA®HbBIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbIE KOCBEHHBIE YBbITKW, HAHECEHHbBIE B PE3YJIbTATE BbIMOJIHEHNS
COMNALLEHWNA, TPAXOAHCKOI O NMPABOHAPYLLUEHNA U HEBPEXXHOCTW, HESABUCUMO OT
MPUYNHBI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCNOJIb3OBAHUA W OTCYTCTBUA BO3MOXXHOCTW NCIOJIb30BAHNA MPOIrPAMMHOIO
OBECIMEYEHNA, OAXKE ECJTN NOCTABLUMK, EIO JIMLEH3WAPBI W AODUJTIMPOBAHHbLIE JTLIA
OCBEAOMJIEHBI O BO3MOXHOCTW BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOOATEJIbCTBO HEKOTOPbIX CTPAH 1 OTAEJIbHBIE 3AKOHbI HE PASPELLAKOT UCKJTKOHATD
TAKYKO OTBETCTBEHHOCTb, HO NMO3BONIAIOT OrPAHU4NBATD EE, B TAKUX CJTYHAAX
OTBETCTBEHHOCTb MOCTABLLUWNKA, EFO COTPYAHWKOB, JINLEH3WAPOB VT AODOUNTMPOBAHHbIX
NL, OFPAHVYNBAETCS CYMMOW, BbIMJIAYEHHOW BAMU 3A JINLIEH3MIO.

14. Hn oHO 13 NonoxxeHnn Hactoswero CornalweHns He 3aTparnBaeT 3aKOHHbIE NpaBa tobon
CTOPOHbI, BbICTYMNatOLEN B Ka4ecTBe nNoTpebuTens, Aa)ke eCan OHW NPOTUBOPEYaT TakUM npaBaM.

15. TexHu4YecKas nogaepxka. ESET v npuBsieYeHHble KoMNaHuen ESET TpeTbn NnLa
NPefoCTaBNAOT TEXHNYECKYIO NOAAEPXKKY N0 COBCTBEHHOMY YCMOTpeHMI0 6e3 Kaknx-nnbo rapaHTuin
nnn 3a8BaeHnn. Nocne HaCTynaeHns 4aTbl OKOHYaHMA Cpoka CnyXbbl, KOTOpas yCTaHaBANBaETCS
nonntukon OCC gnsa MNporpammHoro obecnevyeHnsa nnm Kakon-nnmbo n3 ero QyHKUMM, TEXHNYECKas
noAgep)XKa npefocTaBnaTbCs He byaeT. KoHeYHbIN nosib3oBaTesb 00653aH CO34aTb pe3epBHYIO
KOMWIO BCEX CYLLECTBYOLWMNX fAaHHbIX, MPOrpaMMHOro obecneyvyeHns nam nporpaMMHbIX CPeLCTs,
npexnae 4eM obpaTUTbCA 3a TEXHUYECKON NOALEPXKKOW. ESET U (MN1M) TpeTbW Nuua, NpuBJeYeHHbIe
ESET, He MOTYT MPUHATb Ha cebs 0TBETCTBEHHOCTb 3a MOBPEXAEHNE UM NOTEPIO AaHHBIX,
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CcobCTBEHHOCTKW, MPOrpaMMHOro obecneyeHms naym obopyLoBaHUS, a TakXe 3a YNyLLeHHY0 Npnbbib,
KOTOpble CBSi3aHbl C NPEAOCTABAEHNEM TEXHNYECKON NOAAEPKKW. ESET 1 (MNK) NpuBAeYeHHble ESET
TPEeTbM LA OCTaBASIOT 3a COBOM NPaBO NPUHATL PELLEHNE O TOM, YTO YCTPaHUTb KOHKPETHYIO
npo6sieMy HEBO3MO)XKHO B paMKax TEXHWYECKON Noaaep XK. ESET ocTaBnsieT 3a coboii npaso
0TKa3aTb B NPefoCTaBNeHNN TEXHNYECKON NOALEPXKKW, MPUOCTAHOBUTb WK NPEKpPaTUTb ee
OKa3aHue no cBoeMy cobCcTBeHHOMY yCcMOTpeHUto. CBefeHNs o AnueH3un, UHpopmaums n apyrme
JlaHHblE B COOTBETCTBUM C MONNTUKON KOHUAEHUMNANBHOCTN MOTyT noTpeboBaThCa Ans
NpefoCcTaBNeHNA TEXHUYECKON NOAAEPXKKMN,

16. Mepepayva nuueH3uu. NporpammHoe obecrnevyeHne MoXXeT OblTb NEPEHECEHO C OJIHOTO
KOMMbOTEpPa Ha APYroW, eciv 3TO He NPOTMBOPEYNT yC10BMAM HacToswero Cornawenus. Ecam 3to
He NpoTmBopeYnT ycnoBusaM CornalleHns, KOHeYHbl Nonb30BaTe b MOXKET TOJIbKO MEPMAHEHTHO
nepeaatb JIMUEH3U0 1 BCe NpaBa no HacToswemy CornaweHuto apyroMmy KOHeYHOMY MoJIb30BaTENO
c cornacus MocTaBsluKKa, ecnv cobnoaatoTcs cieayowmne ycnosus: (i) y nepsoro KoHeyHoro
NoJIb30BaTe/Isl HE OCTAETCS HUKAKMX 3K3eMnnsipoB MNporpaMMHoro obecneveHus; (i) nepenada npas
L0/>KHa ObITb HEMOCPEACTBEHHOM, T. €. 0T UCXOHOro KOHEYHOro Nosib30BaTeNs K HOBOMY; (iii) HOBbIN
KoHe4YHbIN Nosib30BaTeNb JO/KEH NPUHATL BCE NpaBa 1 06s3aTeNbcTBa UCXOAHOro KOHeYHOro
nonb3oBaTenNst No HacTosweMy CornaleHunio; (iv) UCX0AHbI KOHEYHbI Nob30BaTe b AOJIKEH
NpefocTaBnTb HOBOMY KOHEYHOMY M0J1b30BaTENI0 JOKYMEHTALMIO, MO3BOSIOLLYIO NPOBEPUTH
NOA/IMHHOCTb MporpaMMHoro obecneyeHns B COOTBETCTBUM CO CTaTben 17.

17. MpoBepkKa noaauHHOCTU MNMporpaMMHoro obecnevyeHunsa. KoHe4YHbI MONb30BaTEb MOXET
NPOAEMOHCTPUPOBATL HaJIMYME Y HEr0 MPaB Ha NCNoab30BaHUe MporpaMMHoOro obecneyeHns 0QHUM
N3 cnepyowmnx cnocobos: (i) C NOMOLLBIO NLEH3MOHHOIO CepTUdMKaTa, BblAAHHOMO MOCTaBLLMKOM
WU TPETbUM NINLLOM, KOTOPOE Ha3Ha4vyeHo MoCcTaBLLMKOM; (i) MMCbMEHHbIM INLEH3UOHHbBIM
cornalleHneMm, ecam TakoBoe BblNI0 3aKYEHO; (iii) NyTeM NpeaoCcTaBNeHNA OTNPABIEHHOIO
MoCTaBLMKOM COOBLLEHNS 3NEKTPOHHOM MOYTLI, B KOTOPOM COAEPXKATCHA CBEAEHMA O INLEH3UN (MMS
nosib3oBaTens n naponb). CBeaeHnsa 0 INLEH3UN N NAEHTU(DUKALMOHHbIE AaHHble KOHEeYHOro
No0SIb30BaTENSA B COOTBETCTBMM C [ONNTUKON KOH(MAEHUNANBLHOCTM MOryT noTpeboBaTbCs ANA
NPOBEPKM MNOAJIMHHOCTU NPOrpaMMHOro obecneyeHus.

18. MpepocTaBseHne nMuUeH3UM opraHam Bnactu u npasutenncTey CLUA. [TporpamMmmHoe
obecneyeHne byneT NpefoCTaB/IEHO OpraHam BNacTu, B TOM Yncie npasuTesbcTBy CoeANHEHHbIX
LLTaToB AMEepuKn, B COOTBETCTBUN C NMPaBaMn N OrpaHNYeHNAMM, ONMUCAHHBIMWU B HACTOALLLEM
CornawweHun.

19. CooTBeTCcTBME HOpPpMaM perysimpoBaHua BHeLUHeNn TOProBJN.

a) Bbl He bypeTe NpAMO MK KOCBEHHO 3KCNOPTUPOBaThL, PEIKCNOPTUPOBATbL, NepenaBaTb UAN UHBIM
obpasom npepoctaBnsaTh MNporpaMmHoe obecrneyeHme Komy-nmbo, a Takxe He byaeTe NCNONb30BaTb
ero Kakum-nnbo obpasom nnMbo MMeTb OTHOLLEHME K KAaKUM-IMD0 eNCTBMAM, B pe3yJibTaTe Yero
KOMMNaHusa ESET Un ee XONAUHIOBble KOMMaHuK, ee punnasbl, puananibl ee XoJNAUHIOBbIX KOMMaHUNR,
npoymne CybbeKThl, HaXoAAWMeCH NOA yrpaBieHNeM ee X0NANHIOBbIX KOMMaHMUI
(«AdbcbnnmpoBaHHbIE NNLA»), MOXET CTaTb HapyLMTeneM 3akoHoAaTeNbCTBa NO PeryJiMpoBaHuIo
BHELUHen Toprosan Anbo Nosy4nTb HEeraTUBHbIE MNOCAEACTBMA B CBA3MN C ero npuMeHeHnem. K
3aKOHOLaTeNbCTBY MO PEryanpoBaHNI0 BHELLHEN TOProBaN OTHOCUTCS:

i. lloboe 3aKoHOAATENBbCTBO, KOTOPOE NpefHa3Ha4yeHo Ans peryanpoBaHuns, orpaHnyeHnsa nnm
BBEOEHUNS NIMLLEH3NOHHBLIX TpeboBaHWI B cchepe IKCNopTa, pedKcnopTa Uan nepefayn ToBapos.,
nporpaMmMHoro obecnevyeHuns, TEXHONOM NI, YCAYr U KOTOPOe NPUHUMaeTCs NtobbiMu
NpPaBUTENIbCTBEHHbLIMU, FOCYAAPCTBEHHBIMU UWN PerynaTUBHbIMK opraHaMmu CoeanHeHHbIX LTaToB
Amepuku, CnHranypa, Bennkobputanum, EBponenckoro Coto3a unm noboro BXxoasLlero B Hero
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rocynapcCTBa, a Takxe fiobon CTpaHbl, B KOTOPOA AOJKHbI BbIMOAHATHCA 0053aTeNbCTBa COrnacHoO
HacToswemy CornalleHnio Uan B KOTOPOW 3aperncTpmupoBaHa nMbo AenCcTBYeT KoMMnaHus ESET nau
Kakune-nmbo ee AdpchnnmpoBaHHble nnua

ii. Jlobble 3KOHOMUMYeCKNe, (PUHAHCOBbIE, TOProBble K MPOYMEe CaHKL MK, OrpaHnYeHns, smbapro,
3anpeTbl Ha UMMOPT WM 3KCMOPT, 3aMNpeThbl Ha NEePeBO AeHEeXHbIX CPeCTB UM aKTUBOB b0 Ha
npenoCcTaBfieHNe YyCNyr, @ TakXXe 3KBMBaNEHTHbIE Mepbl, KOTOpble BBOAATCA B AeCTBUE nobbiMu
NpaBUTENIbCTBEHHbIMMW, FOCYAAPCTBEHHBLIMN U PEryiaTUBHbIMU opradHamn CoeanHeHHbIx LWTaTos
Amepukun, CnHranypa, BennkobputaHun, EBponeickoro Coto3a nam nioboro BXoasLWwero B Hero
rocynapcCTBa, a Takxe filobon CTpaHbl, B KOTOPOWA AOJKHbI BbIMONHATHCA 0053aTeNbCTBa COrnacHoO
HacToswemy CornalleHnio Uan B KOTOPOW 3aperncTpmpoBaHa 1Mbo AenCTBYeT KoMMnaHus ESET nu
Kakune-nmbo ee AdnampoBaHHble nua.

(3akoHoaTesibHble aKTbl, YIOMSAHYTbIE B MYHKTaX i U ii BblLLe, COBMECTHO UMEHYI0TCA
«3aKoHO4AaTeIbCTBO MO PEryJsiMpoBaHuio BHELLHEN TOProBn».)

b) KomnaHms ESET MMeeT NpaBo NPUOCTaHOBUTb BbIMOJIHEHME CBOUX 0043aTeNbCTB COrNacHo
HacToAwMM YcnoBuam nnbo HezameaMTeNbHO NPEKPaTUTb AENCTBME HACTOALLMX YCNOBUIA B
cnepyowmx cayyasx:

i. B cnyyae, ecnvm KoMnaHus ESET yCTaHaB/AMBaET, YTO No ee 060CHOBaHHOMY MHeHWto Monb3oBaTeNb
HapPYLWWS UM MOXET HapyLWNTb NosioXxxeHns CTaTbu 19 a) HacToswero CornaweHus.

ii. B cnyyae, ecnim KoHeYHbI nosib3oBaTenb U/vnn NporpammHoe obecnevyeHme nonagyT nog
AencTere 3akoHo4aTeIbCTBa Mo PeryanpoBaHuio BHELHEN TOProBn, U, Kak pe3ysibTaT, KOMNaHUs
ESET yCT@HOBUT, 4TO Mo ee 060CHOBAHHOMY MHEHUIO MPOAO/IKEHNE BbIMOJIHEHNS CBOMX 0053aTeNbCTB
cornacHo Hactoswemy CorsalleHnio MOXXeT NPUBECTU K TOMY, YTO KOMMNaHUA ESET unu ee

A durnnpoBaHHble nL@ MOXXET CTaTb HapywnTenemMm 3aKoHo4aTeNbCTBa MO PeryampoBaHNio
BHELUHeN Toproean nnbo Nonyy4nTb HeraTUBHbIE NOCNEACTBUS B CBA3U C €r0 NPUMEHEHMNEM.

c) Hn ogHa 4acTb HacTosawero CornalleHns He npefHa3Ha4vYeHa, He MOXXET MHTEepPnpPeTUpoBaThCs UK
NCTOJIKOBbIBATLCA TakK, 4T0Obl NobyxaaTh B0 0653bIBaTh Nt0OYI0 €ro CTOPOHY AeCTBOBaTb UK
BO34EPXMBATbLCA OT AENCTBMM (MM COrNacUTbCs AeNCTBOBaTb UM BO34EPXKUBATLCA OT AENCTBUN)
Kakum-nn6o 0bpasom, KOTOPLIN MPOTUBOPEYUT N06OMY MPUMEHUMOMY 3aKOHOAATENbCTBY MO
peryanpoBaHuIO BHELLHEN TOProBau, NpecnefyeTcs uav 3anpewaeTcs uM.

20. YBepomneHus. Bce yBegomneHuns, Bo3spalaembie NporpaMmHoe obecrneyeHmne n JOKyMeHTauus
[OJKHbI ObITh AOCTaBNAEHbI MO agpecy: ESET, spol. s r. 0., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO He orpaHnyYmBaeT Npaso ESET coobwaTe Bam o0 nobbix n3meHeHnax B HacToswem CornawieHun,
NOJIMTMKAX KOHDUAEHLMNANBbHOCTH, MOJIMTMKE B OTHOLLIEHNN OKOHYaHNS CPOKa CYXObl 1
JOKYMEHTaLNN B COOTBETCTBUM CO CTaTbeln 22 HacToswero CornalieHuns. ESET MOXXeT OTNpPaBNAaTb
Bam nncbMa no 371eKTPOHHOM NoYTe 1 yBenoMaeHns B NporpaMmMHoM obecneyeHnn, a Takxe
nybankoBaTb coobLieHNs Ha HaweMm Beb-canTe. Bbl cornawaetech NoayyYaTh OPUANYECKN 3HAYMMbIE
coobLleHnsa oT KoMMaHmm ESET B 31€KTPOHHON hopMe, B TOM Yuncae ntobble cooblieHns 06 nameHeHnn
Ycnosuin, CneunanbHbiX YCA0BUA UK TTOANTUK KOHPUAEHLMANBHOCTK, Ntobble NPpeaNoXeHUs 1
NPVHATWE YCOBMIA 4OrOBOPOB, NPUralLleHNsl BECTU NePEroBopbl 0 3ak/Il0YEHMN L0rOBOpa,
YyBELOMJIEHUS NN APYrMe IOPUANYECKN 3HaYUMble CO0bLweHNs. Takne 31eKTPOHHbIE CO0bLLEeHNS
CYNTAOTCSA NOJTYHYEHHbIMU B MUCbMEHHOWN (hOpMe, eCN TOJIbKO AENCTBYOLLEE 3aKOHOAATENbCTBO HE
TpebyeT apyroro popmMaTa KOMMYHMKALUN.

21. MpuMeHuMoOe 3aKOHOAaTeNbCTBO. [laHHOe CornalleHve peryampyeTcs u TOJIKyeTCs B
COOTBETCTBUM C 3aKOHOAATENbCTBOM CrnoBaukon Pecnybnvku. KOHeYHbIN NOb30BaTENb U
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MoCTaBLWMK COrNACHbI, YTO NMPUHLMMbLI KOJIM3NOHHOIO NpaBa U KoHBeHUMs OpraHu3auum
ObbeanHeHHbIX Hauuii 0 LOroBopax MeXAyHapo4HON Kyrin-NpoLa)ku TOBAPOB HE NMPUMEHSIOTCS.
Bbl sIBHbIM 06pa30M coriallaeTech C TEM, YTO IKCKJIIO3UBHAS OPUCAUKLNS MO PeLLEHUIO NH06bIX
CMopoB 1 BOMPOCOB ¢ M0oCTaBLWMKOM UM OTHOCUTE/IbHO cnocoba ncnosib3oBaHus MporpamMMHoOro
obecneyeHns NpuHaaNeXunT OKPY>XHOMY cyay | B BpaTucnase.

22. 06wme nonoxenus. Ecnm noboe nonoxxeHune Hactosiwero CornalleHns okasbiBaeTCs
He4eNCTBUTESIbHbIM UM HEBLIMOJIHUMbIM, 3TO HE OTPaXKaeTCsa Ha AENCTBUTESIbHOCTU OCTalIbHbIX
nonoxxexHnn CornaweHns, KOTopble No-npexHemy byayT AeNCTBUTENbHLIMA U BbINOJHUMbLIMUN B
COOTBETCTBUM C YKa3aHHbIMK 34ecCb ycsioBuamMun. Hactoswee CornalleHme CocTaB/IeHO Ha
aHrINACKOM A3blke. B cnyyYae noaroToBky nepesofa Hactoswero CornaweHns ans yagobcrea nnm
nobon nHom uenn nnbo Npu Hann4um NBbIX PACXOXKAEHUA MEXAY Pa3HbIMU A3bIKOBbIMW BEPCUSMU
HacTosiwero CornaweHns npemmyLLecTsoM obnanaeT BEPCUSA Ha aHT IMACKOM S3bIKE.

KomnaHmsa ESET ocTaBAsieT 3a cobol npaBo BHOCUTb M3MeHeHus B [porpamMmHoe obecneyeHune n
nepecmMaTpuBaTh YCN0BMA HacTosAwero CornalleHns, NPUI0XKeHNN N [ONOHEHUA K HeMy, MOANTHKK
KOH(wmaeHunanbHocTy, Moantukm OCC n foKyMeHTaunm nam Kakon-nnbo nx 4actu B noboe spems
nyTeM 06HOBJIEHNSA COOTBETCTBYIOLLEr0 AOKYMeHTa (a) AN oTobparkeHns N3MEHEHNI B
MporpammHom obecnevyeHnn nnbo B cnocobe ocyLlecTBEHNS AeATEeNbHOCTU KOMMNaHuen ESET, (6) ans
cobnogeHns HopMaTUBHO-MPABOBLIX HOPM WK U3 coobparkeHnin besonacHoCcTn nMbo (B) ons
HeJOoMNyLWeHNsa HapyLWeHn WK HaHeceHus Bpefa. B cnyvae nameHeHuns Hactoswero CornaweHuns
Bbl byneTe yBe4oMsIEHbI C MOMOLLLIO /IEKTPOHHON NMOYThI, YBEAOMJIEHNSA B NPUIOKEHUN NN
LPYTMMU 31eKTPOHHbIMK cpeacTBaMun. Ecam Bel He cornacHbl C NpeasiaraeMbiMn N3MEHEHUSMU K
HacTosAwemy CornaweHunto, Bbl MOXKeTe pacTOpPrHyTb ero B COOTBETCTBMM CO CTaTben 10 B TeveHme
30 gHen nocne nony4yeHns ysegomneHuns ob nameHeHunn. Ecam Bol He pacToprHeTe HacTosLLee
CornalweHune B Te4eHMe 3TOro Cpoka, npegaraemMble naMeHeHnsa byayT CHUTaTbCA NPUHATLIMU U
BCTYNSAT B CUJy B OTHOLIEHUN Bac ¢ gatel nony4yeHns Bamu ysegomneHns o6 nameHeHmm.

3710 nonHoe CornaweHne mexay NoctaBWMKOM 1 BaMn OTHOCUTENBbHO MCMNOJIb30BaHMUA
MporpammHoro obecneyeHuns, KOTOPoe 3aMeHseT BCe NnpeabiayLine 3aBepeHuns, 06cyxaeHuns,
rapaHTUM NN yBEAOMJIEHUSA UAN PEKNAMHbIE MaTepuabl B OTHOWEHWN MporpaMMHOro
obecnevyeHus.

AONOJIHEHUE K COMNIALUEHUIO

OueHka 6e30nMacHOCTU NOAKJIIOYEHHbIX K CETU YCTPOMCTB. B 0THOLWEHNM oLeHKr 6e3onacHoCTy
MOAKJ/IOYEHHBIX K CETU YCTPOWUCTB NPUMEHSAOTCA CieayoLne AOMNOSHUTENbHbIE MOS0XEHNS.

MporpaMmMHoe obecneyeHne oCHaLEeHo PyHKLMENn NpoBepky 6€30MacHOCTN I0KanbHON ceTu
KoHe4Horo nosib3oBatens n 6€30nacHOCTY YyCTPONCTB B HEN, 419 KOTopon TpebyoTcs nma
NOKasbHOW CETU 1 CBefleHMs 00 yCTPOMCTBaxX B HeW, Takne Kak NpucyTCTBme, Tun, nms, IP- n MAC-
afpec yCTPOWCTBa B JIOKAJIbHOW CETU B COMETaHMM C UHopMaLmnen o anueHsnn. K nHgpopmaumnm
Takxe oTHocATcA Tun 6esonacHocTn 6ecnpoBOAHON CETK 1 TN WKngpoBaHMsa B 6ecnpoBoaHOM CeTu
A5 MapLIpyTM3aToOpPOB. KpoMe TOoro, 3Ta PyHKLUA MOXKET NpefoCcTaB/AaATb CBEAEHUS O HaN4nmn
nporpaMmbl 6€30NacHOCTY A5 3aWMThl YCTPONCTB B JIOKAJIbHON CETMW.

3awmMTa OT HenpaBUJILHOIrO UCMOJIb30BAaHUA AaHHbIX. B OTHOLIEHWN 3alLUTbI OT HENPABUJILHOIO
NCNoJib30BaHUA AaHHbLIX MPUMEHAIOTCA cnenyrowmne JONoJIHNTEJIbHbIE NMOJIOXKEHUA.

MporpamMmmHoe obecneyeHne BkOYaET B cebsi yHKUUIO, MPeaoTBPaLLatoLLy0 NOTEPO UK
HeHaanexXallee 1Cnosib30BaHNe BaXKHbIX AaHHbIX B CBA3M C KPaXXel KOMMNbloTepa. 3Ta PyHKLMS
MporpaMMHoro obecneyeHns OTKAYEHa NO YMOAYaHuIo. [na ee akTuBaLum fokHa ObITh CO3aHa
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Y4yeTHas 3anucb ESET HOME, C NOMOLLbIO KOTOPOMW (PYHKLMA akTUBMpPYeT cOOp AaHHbIX B C/lyHae
KpaXku komnbloTepa. Ecnm Bel akTuBupyeTe 3Ty pyHKLMIO MNporpaMmHoro obecneyveHus, Bl
cornawaeTecb co cbopom 1 oTrnpaBkow MocTaBLWMKY AaHHbIX 06 YKpafeHHOM KOMMbOTEpPe, KOTopbIe
MOryT BKJ/IO4aTb B ceb5 faHHbIe 0 CETEBOM PaCnoSIOXKEHNN KOMMbOTEPA, AaHHbIE 0 COAEPXKMMOM,
KOoTopoe oTobpaxaeTcsa Ha 3KpaHe KOMMboTepa, AaHHbIe 0 KOHUIypaLuuy KoMnbloTepa nim
[laHHble, 3anMCcaHHble NOLK/IOYEHHON K KOMMbIOTEPY Kamepon (fanee — «[JaHHble»). KOHeYHbIN
Nnosib30BaTe/lb UMeeT MPaBo UCM0JIb30BaTb JaHHbIe, NOSyYEeHHbIE 3TON (YHKLNEN 1
npeLoCTaBJIeHHble C MOMOLLbIO Y4ETHON 3anucm ESET HOME, UCKJTIOYUTESIbHO AN15 peLleHuns Bornpoca C
Kpaken komnbtoTepa. VicknoyntensHo B Lenax paboTbl AaHHON dyHKUMKM MNocTaBwumk obpabaTeiBaeT
[laHHble cornacHo NoanTuke KOHPUAEHLUNAILHOCTM U COOTBETCTBYIOLLMM MPaBOBbLIM HOPMaM.
MocTaBLKK pa3pellaeT KoHeYHOMY MoJib30BaTesto NoJly4yaTb A4OCTYN K [JaHHbIM B Te4eHWe nepunoaa,
HeobxoauMoro gns LOCTVXXKEHUA uenu, ons Kotopon [aHHble bbin nonyyeHbl. OQHAKO TakKow
nepuoa He MOXET NpeBbllaTh CPOK XPAHEHUS, yKa3aHHbIA B [10IMTUKe KOH(DUOEHLNATbHOCTN.
®OYHKUNSA 3alUNTbI OT HEHaAIeXKALLero UCnoJsib30BaHWA AaHHbIX L0JIKHa UCM0JIb30BaTbCA
NCKNIOYNTENBHO C KOMMbIOTEPAMM N YHETHBIMU 3annUCAMU, K KOTOPbIM KOHEYHbLIN NoJib30BaTeSlb
MMeeT 3aKOHHbIM focTyn. 060 BCex cnyyasx ee He3aKOHHOro NCnosb3oBaHna byaeT coobllaTbca B
KOMMeTeHTHble opraHbl. [locTaBLwuk 0b6s3yeTca cobnogaTe COOTBETCTBYHOLLNE 3aKOHbI U OKa3blBaTb
COAeNcTBME NPAaBOOXPaHUTE/IbHBIM OpraHaM B Cjly4yae HeHaanexallero ncnosib3oBaHus. Bol
NnoATBEpPXXAaeTe 1 Npu3HaeTe, 4YTO Bbl HECETe OTBETCTBEHHOCTb 3a COXPaHHOCTbL Napons oas
L0CTyna K Y4eTHOW 3anuncy ESET HOME, 1 0653yeTecb He pa3riallaTb CBON Naposb KakuM Bbl TO HU
661710 TPETHUM NIMLAM. KOHEYHbI Mo/ib30BaTe/lb HECET 0TBETCTBEHHOCTL 3a Ntobble AeNCTBUA
(pa3peLLeHHble UK HeT), OCYLLLeCTBASEMbIE C UCMONb30BaHNEM PYHKLMMW 3aWnTbl OT
HeHanexxallero ncnosb3oBaHWA faHHbIX U Y4eTHOM 3anucy ESET HOME. Ecniv Y4yeTHas 3anuck ESET
HOME B3/I0MaHa, cnefyeT HemeOJleHHO yBeAOMUTb [MocTaBLunka. [ononHMTe NIbHbIe NOJI0XKEHUS Mo
3aWKMTe OT HeMNpPaBUIbLHOIO0 UCMOJIb30BaHUA LAHHbIX MPUMEHATCA UCKIIIOYUTESIbHO K KOHEYHbIM
MoJIb30BaTeNAM ESET Internet Security U ESET Smart Security Premium.

ESET Secure Data. B OTHOLLUEeHWM ESET Secure Data NPUMEHATCA cnegytowmne oonoaHNTENbHbIE
NnoJIOXKeHNA.

1. Onpeﬂeneva. B HacToAWMX LONONHUTENbHBLIX NOJIOXKEHUAX ON4 ESET Secure Data YyKa3aHHbIe HUXKe
C/i0Ba MMEIOT cnepyouine sHa4eHns.

a) «MHdpopmauma»— nobble cBegeHNS NN OaHHbIe, 3alNMPOBaHHbIE NN pacLIN(POBaHHbIE C
MCMoJIb30BaHMEM NPOrpaMMHOro obecneyeHuns.

b) «MpofyKTbI»— NporpaMMHoe obecneyeHne ESET Secure Data 1 COOTBETCTBYIOLLAA AOKYMEHTaLNS.

c) «ESET Secure Data»— nporpaMMHoe obecneyeHne, NCNoab3yemMoe Ans WngpoBaHnsa 1 paclungpoBKiM
3/1EKTPOHHbIX AAHHbIX.

Bce ynoMmHaHMs BO MHOXXECTBEHHOM YUMCSIe OTHOCATCS TakXe K eJMHCTBEHHOMY 4YUCAY, a BCe
YNOMUHaHNS B My>KCKOM pPOAe TakXe OTHOCATCS K XXEHCKOMY 1 cpeaHeMy pogaM n HaobopoT. Cnosa
be3 onpepeneHunsa cnegyeTt UCNOJb30BaTb B COOTBETCTBMM C ONpeaeneHnsMu, npuseaeHHbIMA B
CornatueHun.

2. [lonosiHNTe IbHbIe 3aBepeHns KOHeYHOro nosib3osaTtens. Bol Nnpu3HaeTe v NpuHMMaeTe
nepevyncineHHoe gasnee.

a) Bbl HeceTe 0TBETCTBEHHOCTb 3a obecneyeHne 3aWwmnThl, NOALEPKKMN U Pe3EePBHOI0 KOMMPOBaHMA
NHopmaumn.
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b) Bbl 0643yeTecb co3haTh NOJHYI0 Pe3epPBHYI0 KOMUIO BCel MH(POPMaLMM U faHHbIX (B TOM Yucne,
cpenu npo4yero, N0dON KPUTUYECKM BaXXHON MHDOPMaLUKN 1N AaHHbIX) Ha KoMnbioTepe, npexae 4yem
yCTaHaB/AMBaTb NporpaMMHoe obecneyeHune ESET Secure Data.

c) Bbl 0653yeTech xpaHUTb B 6e30nacHOM MecCTe BCe Maposiv U Apyrue cBefeHUs, KoTopble
TpebyloTCa ANg HAaCTPOMKM U UCMOJIb30BaHMA NPorpaMMbl ESET Secure Data, @ Takxke 006sa3yeTech
€034aTb Ha OTAEeJIbHOM HOCUTENe AaHHbIX Pe3epBHble KONUM BCex Kven WnpoBaHns, KoLoB
NNUEH3UN, PansioB KOYEN N APYrnx Co3faBaeMblX AaHHbIX.

d) Bbl 6epeTe Ha cebst 0TBETCTBEHHOCTb 3a MCMNOJIb30BaHUe MNpoaykToB. MOCTaBLMUK He HeCceT
OTBETCTBEHHOCTM 3a Ntobble yObITKY, ylepb nnm npeTeH3nmn, BO3HNKaLNe B pe3ynbTaTe Ntoboro
HeCaHKLMOHMPOBAHHOIO UM BbINMOJIHEHHOMO MO oWwmnbKe WndgposaHns NMbo paclnpoBKM
NHdopMaumm nnm apyrmux gaHHbIX, BHE 3aBUCUMOCTW OT MeCTa U YC/I0BUIN XPaHEHWSA TaKoW
NHGOPMaLUN NI APYTUX OAHHBIX.

e) HeB3upas Ha T0o, 4T0 MNOCTaBLWMKOM NPUHATLI BCE 060CHOBaHHbIE Mepbl A5 obecneyveHns
LenoCcTHOCTM 1 6e30nacHOCTM NporpaMMmbl ESET Secure Data, [poAyKThl (BMECTe WA N0 OTAENbHOCTN)
He O0JIKHbI NCN0Nb30BaTbCA B 061acTAX, Tpebyowmnx MakCMMaabHON 0TKa30yCTONYNBOCTY NN
ABNIAOLMXCA NOTEHLUMNANbHO ONACHbIMK, B TOM YUCE, CPeaun NpoYero, Ha aTOMHbIX
3/IEKTPOCTAHUMAX, B CUCTEMAX a3pOHaBUraLUnn, CUCTEMAX YNPaBEHNA N KOMMYHUKaLIWUIA, CUCTEMAX
060POHHO-MPOMBILLNEHHOIO KOMMJIEKCA, @ TaK)Xe B CUCTEMaX NOAAEPKKMN XKN3HEOEATENIbHOCTMN U
MeOULMHCKOr0 MOHUTOPUHTa.

f) Bbl 06513yeTech yA0CTOBEPUTLCS, YTO 0becneynBaeMsblii NPoAyKTaMun ypoBeHb He3onacHoCTY U
LWNPOBAHNSA COOTBETCTBYET Bawwnm TpeboBaHMAM.

g) Bbl HeceTe OTBETCTBEHHOCTb 3a UCMNOJIb30BaHMe Bamu MpoayKToB (BMeCTe uam rno oTAeSIbHOCTK), B
TOM Yyucne, cpeln npoyero, Bol 0683yeTech yAOCTOBEPUTBLCS, YTO TaKoe UCNOJIb30BaHMe
OCYLLEeCTBNAETCS B paMKax LeNCTBYIOLLEro 3aKoHoAaTeIbCTBa M HOPMaTUBHO-NPaBOBbLIX aKTOB
CnoBaukon Pecny6ankun nnm gpyroro rocyaapCTea, permoHa niam wraTa, B KOTOPOM UCMONb3yeTCs
MponykT. Mepen nobbiM ncnonb3oBaHneM MpoayKToB Bbl A40/1KHbBI YAOCTOBEPUTLCSA, YTO Takoe
NCMO0JIb30BaHNE He HapyLlaeT Kaknx-nmbo npaBUTENbCTBEHHBIX 3aNPeTOB (Ha TeppuTopuin
Cnosavukon Pecnybnvkun nnu gpyroro rocygapcraa).

h) nporpamma ESET Secure Data MOXXET BpeMs OT BpeMeHU obpallaTbCa K cepBepaM lNocTaBLUMKa B
Lenax yToMHeHUs CBeAEHUN 0 INLLEH3UK, @ TakXXe 4J15 MPOBEPKM Ha Han4yme NcrpaBiaeHnin, NakeTos
06HOBNEHNI N NPOYMX OOHOBNEHWIA, KOTOPbLIE MOIYT UCMOb30BaTLCA NS YAYHLIEHNS, NOALEPKKN,
N3MEHEHNS UM YCOBEPLLUEHCTBOBaHMA paboTbl NporpamMMbl ESET Secure Data. [lporpamma MoxeT
0TNPaBAsATb 06LINe CBEAEHMSA O KOMMbIOTEPE, CBA3aHHbIE C paboToM NPOrpamMMbl B COOTBETCTBUN C
OOKYMeHTOM [MoNnTnka KoOHPMOeHUMaNbHOCTN.

i) MOCTaBLMK He HECET OTBETCTBEHHOCTM 3a Kakme-nnbo ybbiTku, ywepb, 3aTpaThl Uan NpeTeH3unn,
BO3HMKaloLWMe B pe3ybTaTe NOTEPU, KpaXku, HEHAAIEXALLEro NCMOob30BaHNS, NOBPEXAEHNS UK
YHUHTOXEHNS Naponen, MHPopMaLMm 0 HaCTPONKe, KKYen LWNGPOoBaHNS, KOLOB aKTUBaL MUK
NNLEH3WUN N OPYrUX AaHHbIX, KOTOpble Bbin CO3AaHbl AN COXPaHEHbI B NPOLLEeCcCe NCNOJb30BaHMA
nporpamMHoro obecneyeHus.

HononHNTEeNbHLIE NONOXXEHNA AN ESET Secure Data NPUMEHATCA NCKJTIOYNTENIbHO B OTHOLLIEHWN
KOHEYHbIX Mosb30BaTeIert NporpamMmmbl ESET Smart Security Premium.

Password Manager lfporpaMMHoe obecne4yeHue. B 0THOLLIEHUN NporpaMMbl Password Manager
NMPUMEHATCA cneayowne nonoJIHUTENIbHbIE NMOJTIOXKEHNSA:
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1. lononHnTENbHbIE 3aBepPEHNA KOHEYHOI 0 NOJiIb30BaTEJIA. Bbl Nnpu3HaeTe N NPpUHNMaeTE
nepevyncieHHoe ganee.

a) NPUMeHATb NporpamMmmy Password Manager A1 UCNOJIb30BaHUA KaKMUX-NMB0 KPUTUYECKN BaXKHbIX
NPWJIOXKEHWU, OT KOTOPbIX 3aBUCUT YesloBeYeCKas XM3Hb UM UMYLLECTBO. Bbl MOHUMaeTe, 4To
nporpaMma Password Manager He NpefHa3Ha4yeHa A5 Takux uesien, 4To B Takux csiydasx cbon B
paboTe NporpaMMbl MOXXET NPUBECTU K CMEPTU WM TPaBMUPOBAHUIO YeN0BEKa U MOXeT
MPUYMHUTBL Cepbe3HbIn yulepb nMyLLecTBy Uy okpyXxatwen cpefe u 4To MocTaBLMK He HeceT
OTBETCTBEHHOCTU 3a Takue NocaencTBuA.

MPOrPAMMA PASSWORD MANAGER HE PACCHUTAHA, HE NMPEAHA3ZHAYEHA N HE MPEOOCTABJIAETCA
HA MPABAX JIMUEH3WW ONA NCMNOJIb30BAHWA B OMACHbBIX CPEOAX, TPEBYHOLLUUX HAJTMYINSA
OTKA30YCTOMNYNBOI CUCTEMbI YNPABJIEHWS, B TOM YCIIE, CPEAM NPOYErO, N4
NCMNOJIb30BAHNA B CUCTEMAX MPOEKTUPOBAHUA, CTPOUTEJIbCTBA, OBCJTY KUBAHUSA NN
PABOTbI ATOMHbIX /IEKTPOCTAHLIAIA, CUCTEMAX ASPOHABUT ALY WA KOMMYHUKALNRA,
ASPOAVNCNETHEPCKUX CNYXXBAX, A TAKXXE B CUCTEMAX NOAAEPXXKWN XKUSHEOEATEJIbHOCTU U
CNCTEMAX OBOPOHHO-MNMPOMbILLJTIEHHOIO KOMIMJTIEKCA. NMOCTABLLUMK HAMPAMYIO
OTKA3bIBAETCA OT KAKUX Bbl TO HW Bbl1O ABHO BbIPAXKEHHbBIX W1 NOAPA3YMEBAEMbIX
FTAPAHTWW B OTHOLLUEHWUW NMPUrOAHOCTI NPOOYKTOB 019 TAKUX LENEN;

b) icnonb3oBaTb NporpaMmy Password Manager TakKuM crocoboM, KOTOpbIN HapyLlaeT yC/I0BUS
HacToswero CornaweHus, 3akoHbl CnoBaukon Pecnybnnkm nnum 3akoHbl Bawwei opucamkuun. B
4aCTHOCTMW, 3aMpeLLeHo 1CMNoJb30BaTb NPorpaMmy Password Manager /151 COBEPLUEHNS HE3aKOHHbIX
LEeNCTBUA NN COAENCTBUS UM, B TOM YMC/Ie BbIrpy>XaTb AaHHble BPELOHOCHOr0 COA4EPXXUMOro Uu
COAEPXXUMOro, KOTOPOE MOXKET MCMO/b30BaTbCA A8 HE3AKOHHbLIX AENCTBUN NN KakuM Bbl TO HK
66110 06pa3oM HapyLlaeT 3aKOH 1AW NpaBa Kakon-nnmbo TpeTber CTOPOHLI (B TOM Y1cie Kakue-nnbo
npaBa Ha 00bEKTbI UHTENNEKTYaNbHON COBDCTBEHHOCTM), B TOM YUCAe, Cpeamn npoYvero, 3anpeLleHo
OCYLLEeCTBAATb Kakue 6bl TO HX Bb110 NONBITKU NOJTyYeHUs OCTYMNa K Y4eTHbIM 3annMcaM XpaHunuiia
(B HACTOALWLMX AONOJHUTENbHbIX YCOBUAX AN NPOrpamMmmbl Password Manager TEPMUH «XpPaHUANULLLE»
03Ha4aeT NPOCTPAHCTBO XPaHEeHUs AaHHbIX Nog ynpasaeHneM MMocTaBLnKa N TpeTben CTOPOHDI,
He aBnsoLWencs MocTaBLLNKOM UK NONb30BaTesIEM, KOTOPOE UCMONb3YeTCAa B LiesiaxX
CUHXPOHU3ALMN N Pe3ePBHOI0 KOMMPOBAHUS NMOJIb30BaTENIbCKUX AaHHbIX) MO0 K Nt0ObIM y4eTHbIM
3anncam Unn AaHHbIM Apyrux nosib3oBaTesiet nporpaMmbl Password Manager an XpaHuauwa. B
cnyvae HapyLleHus Bamun kaknx-nmbo n3 ykasaHHbIX NoaoxeHuUi MocTasBLukK nMeeT npaso
He3amMel/nTesIbHO pacToOPrHyThb HacToswee CornaweHre n NnpeabasuTb Bam cyeT Ha onnaTty CyMMbl
noHeceHHOoro yuiepba, a TakXXe NPUHATbL BCe HeobXxoanMble Mepbl, 4TObObl MPeaoTBPaTUTb
LanbHenwee NCnonb3oBaHne Bamm nporpamMmbl Password Manager 6€3 BO3MOXHOCTMW BO3MELLEHNS
pPacxoLo0B.

2. OTPAHNYEHWE OTBETCTBEHHOCTW. NMPOIPAMMA PASSWORD MANAGER MPEAOCTABJIAETCA HA
YCNOBUW «KAK ECTb». HUKAKUE ABHO BbIPAXKEHHbLIE NI MPEAMNOJIATAEMBIE TAPAHTUW HE
NPELOCTABNAOTCS. Bbl MPUHUMAETE HA CEBSl BECb PUCK, CBA3AHHBI C NCMOJIb30BAHNEM
MPOrPAMMBI. MPON3BOAWNTEJIb HE HECET OTBETCTBEHHOCTW 3A MOTEPKO OAHHbIX, YBbITKH,
OrPAHWYEHWE OOCTYMNHOCTW YCAYT, B TOM YXACIE B OTHOWEHUWN KAKUX-JTNBO OAHHbIX,
OTMNPABJISAEMbIX MPOrPAMMOW PASSWORD MANAGER B AJPEC BHELLIHEIO XPAHW/IALLIA B LLEENSAX
CUNHXPOHU3ALNN N PESEPBHOIO KOMWPOBAHUA JAHHbBIX. LUW®POBAHNE OAHHbLIX C MOMOLLBIO
MPOIrPAMMbI PASSWORD MANAGER HE MPEAMOJIATAET, YTO MOCTABLUWK HECET KAKYHO Bbl TO HI
bblJ10 OTBETCTBEHHOCTb 3A BE3OMACHOCTb TAKUX OAHHbBIX. Bbl MPAMO COINALLAETECH, 4YTO
JAHHBIE, NMOJIYHAEMBIE, NCMOJIb3YEMbIE, LUN®PYEMbBIE, COXPAHAEMBIE, CUHXPOHN3NPYEMBbIE
W OTNPABJIAEMBIE C MOMOLLIO NMPOIPAMMbl PASSWORD MANAGER, MOT'YT TAK)XKE XPAHUTbCA
HA CTOPOHHUX CEPBEPAX (3TO KACAETCA TOJIbKO TEX CJIYHAEB UCMNOJIb30BAHUA MPOIPAMMBI
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PASSWORD MANAGER, KOT' JA BKJTKOYEHbI CJTY>KBbl CUHXPOHU3ALWN N PE3EPBHOIO
KOMWPOBAHUSA). ECNN MOCTABLLUWK MO CBOEMY COBCTBEHHOMY YCMOTPEHWIO PELLIAET
NCNONb30BATb TAKOE CTOPOHHEE XPAHWJ/INLLIE, BEE-CAWNT, BEB-MOPTAJ, CEPBEP U CNTYXKBY,
MOCTABLUMNK HE HECET OTBETCTBEHHOCTW 3A KAYECTBO, BE3OMNACHOCTb W OOCTYMHOCTb
TAKOW CTOPOHHEW CNY>KBbl. KPOME TOIO, MOCTABLLUWK HW B KOE MEPE HE HECET MEPE[ BAMU
OTBETCTBEHHOCTM 3A KAKOE-/INEO HAPYLLEHWE TPETLEA CTOPOHOW JOrOBOPHbIX LN
FOPUONYECKUX OBA3ATENLCTB, WX 3A YLWEPB, YIYLWWEHHYIO BbIrOY, MATEPUAJIbHBIE VJTA
HEMATEPWAJIbHBIE YBbITKW, NN 3A OPYTUE YBEbITKWN JIFOBOIO XAPAKTEPA, MOHECEHHBIE
BCNEOCTBUE NCNOJIb3OBAHNA NMPOIPAMMBI. MOCTABLUWK HE HECET OTBETCTBEHHOCTW 3A
COLOEPXKMMOE KAKUX bbl TO HW bblJIO JAHHbIX, MOJTYHAEMbIX, UCIMOJIb3YEMbIX, LUN®PYEMBIX,
COXPAHAEMBbIX, CUHXPOHWU3UPYEMbIX W1 OTMPABNSEMbIX C UCMOJIb3OBAHWEM MPOIPAMMBI
PASSWORD MANAGER NJIN XPAHWJTALLIA. Bbl MPU3HAETE, YTO NOCTABLUWK HE MUMEET OOCTYNA K
COLAEPXKMNMOMY COXPAHEHHbLIX OAHHbIX, A TAK)XXE HE HECET OTBETCTBEHHOCTW 3A
MOHWUTOPWHI TAKUX OAHHbBIX 1 HE UMEET BO3MOXHOCTW OCYLLEECTBAATL TAKOW MOHUTOPUHI
JINBO YOANATb HE3AKOHHOE WJT ONACHOE COOEPXXUMOE.

MocTaBLKUKY NpMHaANeXaT BCe Nnpasa Ha yJly4ylweHns, 0OHOBNEHUSA 1 NCNPaBAEeHUS NPOrpamMmbl
Password MANAGER (ganee — «YnydleHus»), gaxe ecaum Takue YnydweHns co3faloTcsa Ha OCHOBaHUN
Balumx 0T3bIBOB, MAEN UM NPEANIOKEHNIA, NPeaoCTaB/IeHHbIX B Ntobon hopme. Y Bac HET npaBa Ha
KaKyto-11nbo KOMMNeHCaLMIo, B TOM YMCe Ha POSINTK, B CBA3M C TaKMMM Yy4yLLEeHNAMN.

KOMNAHUN N TMLEH3WAPLI MOCTABLLWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW B CBA3W C
KAKUMW Bbl TO HW BbIJTO MPETEH3UAMUN U OBA3ATEJIbCTBAMW, TAK WJTN NHAYE
BO3HUKAKOLWWMW BCIEACTBUE NN B OTHOLLUEHWN MCNOJIb3OBAHUA BAMW NN TPETBUMN
CTOPOHAMW MPOIPAMMbI PASSWORD MANAGER, NCIMOJIb30BAHNA TN HEUCMNOJIb30BAHUA
KAKOW-NTMBEO EPOKEPCKOW ®UPMbI (I ATEHTA) U MPOOAXN (U MPUOBPETEHNS) KAKWNX-
JINBO LUEHHbBIX BYMAT', BHE 3ABUCUMOCTW OT TOro, HA HEM OCHOBAHbI TAKWE MPETEH3N,
byb TO FOPUANYECKWE HOPMbI WA NMPUHLWIMBI CIIPABEAJINBOCTN.

KOMNAHUWN N TNLEH3WAPBI MOCTABLLWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW 3A KAKUE-
JINBO 1 BCE NPAMBIE, HENPEOHAMEPEHHbBIE, ®PAKTUYECKWNE, KOCBEHHbIE W1 NMPEAOCKA3YEMbIE
KOCBEHHbBIE YBbITKW, BOSHUKAIOLWMWE BCNEACTBUE WA B OTHOLWEHUW NCMNOJIb30BAHWA
KAKOTI'O-JINBO CTOPOHHEIO MPOIrPAMMHOIO OBECNEYEHNA, KAKUX-INBO OAHHbBIX, OOCTYM K
KOTOPbIM BblJ1 MOJIYHEH C MOMOLLBIO MPOIPAMMbI PASSWORD MANAGER, CIMOJIb30BAHUA WA
HEBO3MO>XHOCTW NCMOJIb30BAHWA BAMIW MPOIPAMMbI PASSWORD MANAGER (UJ1W MOJTYHEHUS
LNOCTYNA K HEWN) NN KAKWX-JIMBO JAHHbBIX, MPELOCTABASEMbIX C MOMOLLIbKO MPOrPAMMbI
PASSWORD MANAGER, BHE 3ABUCUMOCTW OT TOIO, HA YEM OCHOBAHbI TAKUE CBA3AHHbBIE C
MOHECEHHbBIM YLLEPBEOM MPETEH3UW, BYAb TO FOPUAWYECKWE HOPMbI T NPUHLIAMBI
CMPABEOJINBOCTW. K YLLEPBY, NCKJZTKOYHAEMOMY HACTOSALLWM NONOXEHWEM, CPEAW MPOYETO,
OTHOCWTCS NOTEPA LEJIOBLIX BO3MOXHOCTEW, ®U3NYECKNIA NN MATEPUANBHbIN YLLEPS,
MPUOCTAHOBKA XO3NCTBEHHOW AEATENLHOCTW, NOTEPSA LEJIOBOWN W NINYHOW
WHOOPMALNN. B HEKOTOPbLIX OPUCONKLUNAX 3AMNPELLEHO OrPAHWHEHWE OTBETCTBEHHOCTI 3A
MPUYNHEHWE HENPEOHAMEPEHHBIX NI MPEACKA3YEMbIX KOCBEHHbIX YEBITKOB, MO3TOMY
HACTOSLLEEE OrPAHWYEHWE MOXXET HE PACIMPOCTPAHATLCA HA BAC. B TAKOM CJTYHAE
OTBETCTBEHHOCTb MOCTABLUNKA O PAHU4UBAETCA MUHWUMAJIbHBIM OB BEMOM,
MPELYCMOTPEHHbBIM LENCTBYIOLLM 3AKOHOOATE/IbCTBOM.

NHPOPMALNA, NPEOOCTABNIAEMASA C NCMOJIb3OBAHWEM MPOIPAMMbI PASSWORD MANAGER, B
TOM YNCIE BUPXKEBbBIE CBOAKW, OAHHBIE AHANTN3A, UHOOPMALINA O COCTOAHUN PbIHKA,
HOBOCTU N ®UHAHCOBbLIE MOKA3ATEJIA, MOXXET MPEQOCTABNATLCA C 3ALEPXKKOWN,
COLEPXATb HETOYHOCTW, OUWBKW NN NMPONYCKW, NP 3TOM KOMNAHUWN W TMLEEH3WAPGI
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MOCTABLUMNKA HE HECYT OTBETCTBEHHOCTW B CBA3W C 3TUM. NMOCTABLUNK MOXET NUSMEHATb
W YOANATb NNOBLIE ACMEKTbBI AT ®YHKUWW MPOTPAMMbI PASSWORD MANAGER, A TAKXKE
MOXXET B JIOBOE BPEMA BE3 MPEABAPUTEJIbHOI O YBEJOMJIEHUA NCMNOJ1Ib3OBATb B NMPOIPAMME
PASSWORD MANAGER BCE WM NNIOBbIE ®YHKUWUWN WA TEXHOJIOT UNA.

EC/IN NOJIOXXEHNS HACTOSALLIEFO PA3AEJIA NO KAKOW-NNEO NPUYNHE YTPAYUBAIKOT CBOIO
FOPUONYECKYIO CJTY i ECJTN NOCTABLUUK NMPU3HAH OTBETCTBEHHbBIM 3A HAHECEHWE
YLLEPBA, YEbITKOB U T. [l. B PAMKAX LEACTBYIOLLEMO 3AKOHOOATE/IbCTBA, CTOPOHb
COMNALLIAIKOTCS, YTO OTBETCTBEHHOCTb MOCTABLLKA NEPEZ BAMW OFPAHUYMBAETCS OBLLIEN
CYMMOW, YNJIAYEHHOW BAMW B KAYECTBE JINLEEH3MOHHOIO CEOPA.

Bbl COIMTALLAETECb TAPAHTUPOBATb HEOBXOAMMBIE BbIMNJIATHI 1 OBECMNEYUTL NMPABOBYHO
SALINTY, C TEM HYTOBbI OrPAANTb NOCTABLUVKA, EFO COTPYAHWKOB, JOYEPHUE KOMMAHWW,
CBA3AHHbIE CYBBEKTHI, MAPTHEPOB MO BOMNPOCAM PEEPEHAVHIA U B APYTNX OBJIACTAX OT
KAKWX Bbl TO H BbIS10 1 BCEX MPETEH3WIA TPETbUX CTOPOH (B TOM YNCJIE BNALEJIbLIEB
YCTPOWCTBA U AL, YbW NMPABA 3ATPATMBAKOT LAHHBIE, UCMOJIb3YEMbLIE B MPOrPAMME
PASSWORD MANAGER V1N B XPAHWJINLLIE) N OBA3ATE/IbCTB NEPEA HUMW, A TAKXKE OT YLLEPBA,
YBbITKOB, 3ATPAT, BbIMJIAT 1 PACXOJ0B, KOTOPbIE TAKUE CTOPOHbI MOT'YT NMOHECTW B
PE3YJIbTATE NCMNOJIb30BAHWA BAMI MPOIPAMMbI PASSWORD MANAGER.

3. [laHHble B nporpamme Password Manager. ECv fpyroe He npefyCMOTPEHO M NPSMO He YKa3aHo
Bamu, BCe maHHble, BBOANMbIE BaMu 1 coxpaHseMble B 6a3e faHHbIX NporpaMmbl Password Manager,
COXPaHSAITCA B 3aINMGPOBAaHHOM BUAE Ha Baluem KOMNbIOTEPe WK Ha OPYroM yKa3aHHOM Bamu
YyCTPONCTBE XpaHeHUs. Bbl MOHMMaeTe, YTO B C/ly4ae yaaneHns uin nospexaeHms 6asbl 4aHHbIX
NnbO MHbIX haitNoB NPOrpamMmsbl Password Manager BCE COAEPXKALLUNECS B HUX AaHHble ByayT
6e3B03BpaTHO NOTEPSAHLI. Bbl TakXXe MOHMMaeTe U NPMHUMaeTe Ha cebs puck Takon notepu. ToT
(hakT, 4To Bawm nepcoHasbHble AaHHbIE XPAHATCS Ha KOMMblOTEpPe B 3alUN(POBAHHOM BUAE, HE
03HaYaeT, 4YTO MHopMaLMa He MOXeT BbITb MOXMLLEHA NN HEHaAIeXallM 06pa3oM MCnob3oBaHa
KEM-TO, Y KOro eCTb OCHOBHOW Maposib UAK AOCTYN K ONpeaensieMoMy MnoJib30BaTeneM yCTPOUCTBY
aKTMBaUWW, NS TOro 41obbl OTKPbITb 6a3y AaHHbLIX. Bbl HeCeTe 0TBETCTBEHHOCTL 3a obecnevyeHune
6e30macHOCTM BCex CNocoboB NonyyYeHns gocTyna.

4. MNepefada nepcoHasbHbIX AaHHbIX MOCTABLUUKY WM B XpaHunuuie. No Bawwemy xenaHuto n
NCKNIOYUTENBHO B LeNX CBOEBPEMEHHOM O BbIMOJIHEHNA CUHXPOHM3aLMN 1 Pe3epPBHOIro KONMpoBaHua
LaHHbIX NporpaMMa Password Manager nepefaeT Win oTNpaBaseT NepCcoHasbHble AaHHble 13 6a3bl
LaHHbIX NporpaMMbl Password Manager — B YaCTHOCTM, Napon, y4eTHble faHHble, cBeeHus 06
y4YeTHbIX 3anucsx 1 yaoCTOBEPEHUAX — NocpencTBOM VIHTepHeTa B XpaHunuiie. JaHHble
nepenatTCs UCKJYNTENIbHO B 3alUMpoBaHHOM BuAe. cnonb3oBaHWe NporpamMmbl Password
Manager A5 3anosHeHns Be6-hopM C NOMOLLIbIO Mapoien, YHETHbIX WM UHbIX AaHHbIX MOXET
TpeboBaTb OTNPaBKM HEOOXOAMMbIX CBEAEHUI N0 WHTEpHETY Ha yKa3aHHbIN Bamn Beb-canT. Takas
nepegaya AaHHbIX HE NHULUMPYETCSA NporpamMmmon Password Manager, 1, CTano BbiTb, MOCTaBLUNK He
MOXKET HeCTM OTBETCTBEHHOCTb 3a 6€30MacHOCTb TaKoro B3anMOLENCTBUSA C KakuM Bbl TO HM BbINo
Beb-canToM, NnogaepXXnMBaeMbiM pas3nyHbIMK NOCTaBLLMKaMK. JTiobble TpaH3akuumy,
ocyLlecTBasemMble C NMoMoLbio HTepHeTa, BHe 3aBUCMMOCTHY OT TOrO, UCMOJIb3YeTCH UK He
NCNoJsb3yeTcs NporpamMmma Password Manager, OCYLLECTBASIOTCS Mo Bawemy eguHONNYHOMY
yCMOTpeHuto, 1 Bbl 6epeTe Ha cebs BeCb PUCK 1 BCO OTBETCTBEHHOCTb 3a Kakow Bbl TO HX ObINO
ywepb, cBsizaHHbIN C paboTon KOMNbOTEPa WK NOTEPEN LaHHbIX B pe3ybTaTe 3arpy3ku u/nam
NCNOJIb30BaHMA Kakux-nnbo nogobHbix maTepunanos nam ycayr. YTobbl MUHUMU3NPOBATb PUCK
noTepu BaXKHbIX AaHHbIX, [TOCTaBLUNK PEKOMEHAYET KANEHTAM BPEMSA OT BPEMEHU BbINOJHATb
pe3epBHOe KonmnpoBaHue 6a3bl AaHHbIX U APYrux annos, COAePXKaLLMX KOHPUAEHLMAIbHYO
NH(OPMALIMIO, Ha BHELLHME YyCTPONCTBA. NOCTaBLLMK HE NMEEeT BO3MOXKHOCTM KakuM-nnbo cnocobom
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nMomMoyb BaM BOCCTAHOBMTbL MOTEPSIHHbLIE UM MOBPEXXAEHHbIE faHHble. Ecan MocTaBWwuK
NpeaoCcTaBNseT YCyrn pe3epBHOro KONMPoBaHNA Aast hanioB Nosib30BaTeIbCKOW 6a3bl JaHHbIX B
CnyYae NoBpeXAeHUs Un yaaneHns ¢aiioB Ha KOMMNbIOTEPE NONb30BaTENS, TakMe YCyri
pPe3epBHOIr0 KOMMPOBAHWS NPeaoCcTaBnsoTCs 6e3 Kakon-1mbo rapaHTM U He JaloT OCHOBAHUS
noslaraTb, 4TO MOCTaBLUMK HECET Kakyto 6bl TO HI BbI1I0 0TBETCTBEHHOCTL Nepen Bamu.

cnonb3ys nporpaMMy Password Manager, Bbl cornawaetech, 4T0 NporpaMmMma MoXXeT BpeMs oT
BpeMeHu obpalaTbCs K cepepaM MoCcTaBLUNKa B LENSX YTOYHEHUSA CBEAEHNI O JINLEH3MM, A TaKXe
ANS NPOBEPKN Ha HaMyYne NcnpaBaeHnin, NnakeToB 0OHOBAEHUI 1 NPOYNX 0OHOBNEHUI, KOTOPbIE
MOrYT UCMO0JIb30BaTbCA ANS YAYHLIEHNS, NOAAEPKKMN, U3MEHEHUSA NN YCOBEPLUEHCTBOBAHNS paboThl
nporpammbl Password Manager. [fporpamMmMHoe obecrneyeHne MoXXeT OTNPaBaAaTb 0bLwme cBeeHns o
KOMMblOTEpPE, CBA3aHHbIe C paboTon NporpaMmbl Password Manager B COOTBETCTBMM C JOKYMEHTOM
MonnTrkKa KOH(MNAEHUNANBLHOCTHN.

5. CBeAeHUs N MHCTPYKLMK Mo yaaneHuto. Jliobyio nHgpopmaumio, KOTopyto Bbl XoTuTe nonyy4nTb 13
6a3bl AaHHbIX, HE06X0AMMO 3KCNOPTUPOBATD, MPEXAe YeM yaanaTb NporpaMmy Password Manager.

ID,OI'IOJ'IHVITeJ'IbeIe MnoNoXKeHNA Ana nporpamMmmel Password Manager MPUMEHATCA NCKTIOYNTEJIbHO B
OTHOLLUEHNN KOHEYHbIX N0Jib30BaTeNen Nporpammbl ESET Smart Security Premium.

ESET LiveGuard. B OTHOLIEHNN ESET LiveGuard NPMMEHATCA cheayowne OonoJIHNTENbHbIE
noJioXKeHn4.

MporpaMMHoe obecneyvyeHne CoaepXnT PyHKLMIO AONOSIHUTENLHOIO aHann3a anios,
0TNpaBaeHHbIX KOHEeYHbIM Nonb3oBaTeneM. MoCTaBLLUMK AOJIKEH NCMO0/Ib30BaTh (haliibl,
oTnpasneHHble KOHeYHbIM NOJIb30BaTENIEM, U Pe3yNbTaTbl aHaNN3a UCKOYUTENIBHO B COOTBETCTBUN
¢ MonUTUKON KOHPUAEHLMANBHOCTM U COOTBETCTBYIOLUMI MPABOBLIMK HOPMaMMU.

[ononHnTeNbHbIE NONOXXEHNA AN ESET LiveGuard NPUMEHATCA NCKJTIOYNTENIBHO B OTHOLLEHWN
KOHEYHbIX MoJib30BaTeNen NporpamMmmbl ESET Smart Security Premium.

EULAID: EULA-PRODUCT-LG-EHSW; 3537.0

NonnTuka KOH(pPUAEHUNANILHOCTH

KoMnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHasn no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHas B peecTp IopUANYeCcKMX nnL, OKPYXXHOro cyfa | B bpatucnase, pasgen Sro, 3anncb
3586/B, perncTpaunoHHbin Homep npeanpuatnsa 31333532, Kak KOHTPOJIEP AaHHbIX (fanee — «ESET»
nnn «Mel») yoenset ocoboe BHMMaHMe 3alLmTe NepcoHabHbIX AaHHbIX. Mbl cTpemumcs cobnogaTb
TpeboBaHMA K NPO3pavyHOCTK, yCTaHaBmMBaeMble ObwmM pernameHToM EC no 3awimnTe gaHHbIX
(GDPR). [Mo3TOMY MbI NybAukyem 3Ty MNMoANTUKY KOHPUAEHLNANBHOCTU, UCKIOYNTENIbHO YTOObI
YyBeLOMUTb KJIMEHTA, KOTOPbIN ABNSETCSH CYObEeKTOM AaHHbIX (fanee — «KOHeYHbIN NoSb30BaTeNb»
nnn «Bbl»), 0 CnefyoWmMx acnekTax 3alnTbl NepCoOHaNbHbIX AaHHbIX:

* [lpaBoBble OCHOBaHMA Aa5 06paboTKM NepCOHasbHbLIX AaHHbIX.
* [lepefaya OAaHHbIX TPETbUM NNLAM N KOHPUOEHUNANBHOCT.
* 3alUMTa AAHHbIX.

* Baww npaBa Kak cybbekTa AaHHbIX.
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* ObpaboTKa NepCcoHaNbHbIX OAHHbIX.

* KoHTaKTHasa nHgopmauus.

NMpaBoBble OCHOBaHUA AN 00pPabOTKM NepPCOHaNbHbIX
BaHHbIX

Y Hac ecTb NLWb HECKObKO MPaBOBbIX OCHOBaHUN Ans 06paboTKM AaHHbIX, KOTOpble Mbl
NCMNOSb3yeM B COOTBETCTBMM C 3aKOHOAaTeNbHbIMU TpeboBaHNAMU, NPefyCMOTPEHHbBIMU 3aLLUTON
NINYHBIX AaHHbIX. ESET 0bpabaTbiBaeT nepcoHasibHble AaHHbIe rNaBHbIM 06pa3oM Ans Toro, 4Tobsbl
BbINOJIHUTb JIMLIEH3NOHHOE cornallenne («JIMLEeH3MOHHOoe cornaleHne») ¢ KoHeYHbIM
nofib3oBaTenem (CTaTbs 6 (1) (b) GDPR), KOTOPOE NPUMEHAETCA Npu NpenocTasaeHnmn MpoayKToB 1
Cny»6 ESET, eC/iv NpsIMO He yKa3aHHO MHOoe, HanpuMep:

* 3aKOHHbIE UHTEpEeChbl — 3TO NPaBOBOE OCHOBaHMeE (CTaTbA 6 (1) (f) GDPR) Ans 06paboTKM faHHbIX O
TOM, KaK HalW KJIMEHTbl NCMONb3YIOT Hawwm Cnyx0bbl U HACKOJIbKO OHU UMUK YA0BJIETBOPEHbLI. ITO
No3BO/ISIET HAaM MNOCTOSAHHO MOBbLILATL YPOBEHb 6€30NaCHOCTM M NOAAEPXKN AN1S HALLMX
nonb3oBaTesien 1 yay4laTb NpeaocTaBasgeMble NPOAYyKThl U yCyru. B npuMmeHnmMom
3aKOHOATeNbCTBE faXe pekjlama Npu3HaeTCs 3aKOHHbIM MHTEPeCcoM, NMo3TOMY, Kak npasnio, Ml
PYKOBOACTBYEMCS 3TUM MPU OCYLLECTBAEHUN MAPKETUHIOBON KOMMYHUKALMN C KIMEHTaMMU.

« Cornacue (cTaTbs 6 (1) (a) GDPR), KOTOPOe Mbl MOXXEM 3aMpocuTh ¥ Bac B 0CobbIX CUTYyaLUsX,
Koraa Mbl cYMTaeM 3TO MPaBOBOE OCHOBaHME Haubonee NoAXoAALMM U eCin 3TO HeobxoarMo
M0 3aKOHY.

» CobnopeHne npaBoBbix 0643aTeNbCTB (CTaThs 6 (1) (c) GDPR), HanpuMep TpeboBaHM B
OTHOLLEHWW 3NIEKTPOHHON NEPENNCKN N XPaHEHNS LOKYMEHTOB, CBSA3aHHbIX C BbICTaB/IEHNEM
CYETOB UM HaKNaAHbIX.

Nepepaya AaHHbIX TPETbUM JIMLAM U KOH(PUAEHLMNANBHOCTb

Mbl He nepenaem Baliv gaHHble TpeTbuM Anuam. OgHaKo ESET — 3TO KOMMaHUs, BeayLlas
NeaTeNbHOCTb B rNobanbHbIX MacliTabax Yepes ceTb PacnpOCTPAHEHNs, 06CYXUBAHUS U
noaaepXKu, KoTopasi COCTOUT 13 aphUANPOBAHHBIX KOMMAHUA U MapTHEPOB. B Liensix BbIMNOJIHEHMS
JINLLEH3MOHHOr 0 COrNalleHns, HanpuMep Ans NpeaoCTaBAeHNs YCAyr Uan noaaep>XXku, Mol MoXxem
0bMeHMBaTbLCA C adhUIMPOBAHHBIMI KOMMAAHUAMMW U NapTHEPaMM MHGOPMaLMEN O NNLEH3USIX,
onnaTe y TEXHUYECKON NoAdepKKe, KOTOopYto obpabaTbiBaeT KOMMNaHUS ESET.

KomnaHus ESET obpabaTbiBaeT AaHHblE NPeMMYLLLECTBEHHO B CTpaHax EBponenckoro Coto3a (EC).
OfZHaKo B 3aBUCMMOCTM OT Baluero MecToHaxoXaeHus (Npy NCnonb30BaHUN HALLUX NPOLYKTOB U/uau
cnyx6 3a npepenamu EC) n/unu soibpaHHon Bamu cnyxbbl HaM MoXXeT NoHaLobuTbCca nepefaTb
Baww faHHble B CTpaHy 3a npefgenamu EC. Hanpumep, Mbl NCMO/Ib3yeM CTOPOHHME CyXObl
061a4HbIX BbIYUCEHNI. B Takmx cnyvasax Mbl TWaTeNbHO BbibrpaeM NOCTaBLUMKOB TakKnx ciyx6 un
obecneymBaeM Hagnexallmin ypoBeHb 3alnTbl AaHHbIX C MOMOLLbIO LOrOBOPHbIX, @ TakXe
TEXHUYECKMX 1 OpraHM3aunoHHbIX Mep. Kak npaBnio, Mbl NpyMeHseM CTaHLapPTHbIE AOrOBOPHbIE
ycnosusa, genctaytowme B EC. MNpn HeobXoANMMOCTH OHM MOTFYT LONOSIHATLCS APYrMMU YCIOBUAMMN.

B HekoTopbIX cTpaHax 3a npeaenamu EC, Taknx kak BenmkobputaHus v LLBenuapus, CONOCTaBUMBIiA
YPOBEHb 3aLLMTbI laHHbIX Y)Ke onpeaeneH 3akoHoaaTenscTeoM EC. B cBs3M ¢ 3TUM nepefada
JlaHHbIX B 3TW CTPaHbl He TpebyeT cneunanbHOro pa3peLleHns Unn CornalleHus.
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3awmuTa AaHHbIX

ESET NPOBOAMT COOTBETCTBYIOLLME TEXHUYECKNE N OPraHN3aLIMOHHbIE MEPOMPUATUS, YTOObI
rapaHTNPOBaTb YPOBEHb 6&30MacHOCTM COrIAaCHO BO3MOXXHBLIM pCKaM. Mbl Mpuiaraem Bce yCuauns,
4TObbl 06ECNeYNTb HEMPEpPbLIBHYI KOHMUAEHLUNANBHOCTb, LIeIOCTHOCTb, AOCTYNHOCTb U HAJEXHOCTb
obpabaTbiBatoLLmx cNyxb 1 cucteM. OQHAKO ecnv NPOU3oNAET yTeuka AaHHbIX, KoTopas byaeT
YyrpoxaTb Baluum npaBam 1 cBob60oaamM, Mbl FOTOBbI YBEAOMUTb 00 3TOM Hal30PHbIE OPraHbl, @ TAKXe
3aTPOHYThbIX KOHEYHbIX NoJib30BaTeseil Kak CyObeKToB AaHHbIX.

NMpaBa cybbekTa paHHbIX

MpaBa Kaxxaoro KoHe4YyHOro nosib30BaTenNs BaXkHbl, M03TOMY Mbl xoTenu 6bl pacckasaTb Bam o
npaBax, KOTopble ESET rapaHTUpyeT BceM KOHeYHbIM M0Jib30BaTeIIM HE3aBMCUMO OT TOrO,
Haxo4ATCA M OHM B cTpaHax EC nnum HeT. 3TK npasa onucaHbl HUxXe. YTobbl BOCN01b30BaTbCA
CBOUMYM NpaBaMu cybbekTa AaHHbIX, Bbl MOXXeTe 06paTuTbCA K HaM Yyepe3 hopMy A5 CBA3M CO
cnyxbom noagepXxKu nan No agpecy 31eKTPOHHON NoYThl dpo@eset.sk. B Lenax naeHTupmKaumm
npocum Bac npefocTaBuTh CneayloLlyo MHMOPMaLMo: UMA, alpec 3NEKTPOHHOM NOYThI U
NNUEH3NOHHbIN KoY (eCnn eCTb) UM HOMep KJIMEeHTa U Ha3BaHWe KOMMNaHuW. He oTnpasnsanTe
Lpyrve nepcoHasbHble AaHHble, TaKMe Kak aaTa poxaeHus. YTobbl paccmoTpeTh Bawe obpalueHue,
a Takxe B Lenax ngeHtngpukaumm Mel obpabotaem Bawum nepcoHanbHbie AaHHbIE.

MpaBo oTo3BaTb cornacue. [paBo 0TO3BaTh COrjlacue AeNCTBYET TOJIbKO B TOM Ciyvae, eciu
LlaHHble 06pabaTbiBAOTCA UCKJTIIOYMUTENIBHO NO cornacuio. Ecam Mel obpabaTeiBaem Balum
nepcoHaNbHble faHHble Ha OCHOBaHWUW Balwero cornacus, Bel nMeeTe npaso B Ntoboe Bpems 0TO3BaTb
ero 6e3 ykasaHus npuynH. OT3bIB COriacus KacaeTcsa ToNbKo 06paboTKu AaHHbIX B Byayliem n He
B/NSET Ha 3aKOHHOCTb NX 06paboTKM, BbINOJHABLUENCA A0 3TOrO.

MpaBo Ha Bo3pa>keHue. [1paBo BO3pa3nTb NPoTMB 06paboTKM AaHHbLIX LENCTBYET B TOM Cy4yae,
ecnn aaHHble 06pabaTbiBalOTCSA Ha OCHOBAHUMN 3aKOHHOIO MHTepeca ESET v TPeTbel CTOPOHbI. Ecnn
Mbl 06pabaTbiBaeM Balum nepcoHaNbHble AaHHbIE B CBOMX 3aKOHHbIX MHTEpecax, Bbl Kak CybbekT
LaHHbIX MOXeTe B /itoboe BpeMs BO3pa3uTb MPOTMB 3TOr0. Balue Bo3paxeHne KacaeTcs TOJIbKO
06paboTkn gaHHbIX B ByayLieM 1 He BANSIET Ha 3aKOHHOCTb UX 06paboTKK, BbIMONHABLUENCS A0
3T0oro. Ecnm Mul obpabaTbiBaeM Balum nepcoHanbHble AaHHbIE B LIENSX NPSIMOro MapkeTuHra, Bam He
HY>XHO YKa3blBaTb MPUYMHY BO3PAXKEHMNSA. ITO TaKXKe OTHOCMTCA K COCTaB/IEHNIO Npohnis B TOMN
Mepe, HAaCKOJIbKO 3TO CBSA3@HO C MPAMbIM MapKeTUHroM. Bo Bcex ocTanbHbIX C/lydasix Mbl npocum Bac
KpaTKO onncaTb, NoyeMy Bbl Bo3parkaeTe NpOTMB 3aKOHHbIX MHTEPECOB KOMMaHUM ESET
obpabaTbiBaTh Baluy nepcoHanbHble faHHbIe.

ObpaTnTe BHNUMAHMWE, YTO B HEKOTOPLIX CJlyYasx, HECMOTPSA Ha Bal oT3bIB cornacus, Mbl MOXeEM
npofo/xnTb 0bpabaTbiBaTb Baly nepcoHabHble AaHHbIE Ha APYrOM NPaBOBOM OCHOBAHMWU,
HanpuMep AN BbINOJHEHWS AOr0BOPa.

MpaBo poctyna. Kak cybbekT aaHHbIX Bbl uMeeTe npaBo B toboe BpeMs 6ecnnaTHO Noay4nTb
MHDOPMaLIMIO O CBOMX AaHHbIX, KOTOPblE XPaHATCA B ESET.

MpaBo Ha ucnpasneHue. Ecam Mel HenpegHamepeHHo obpabaTbiBaeM HeBepHble NepcoHasbHbIe
JlaHHble 0 Bac, Bbl nMeeTe npaBo TpeboBaTb NX MCNPaBAEHNUS.

MpaBo Ha yaaneHue u NpaBo Ha orpaHu4YeHne obpaboTku. Kak cybbekT AaHHbIX Bbl nmeeTe
npaBo TpeboBaTb yaaNeHUs Uan orpaHnYeHunst 06paboTkm Balumx nepcoHanbHbIX AaHHbIX. ECau
nepcoHasibHble AaHHble obpabaTbiBaloTCs C Ballero cornacus, Bbl MOXKeTe 0TO3BaTb €ro U, eC/in HeT
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WHbIX NPaBOBbIX OCHOBaHUIN ANs 06paboTKM JaHHbIX, HANPUMEpP B LENSX BbINOJHEHUS Aorosopa, Ml
HeMeJ/IeHHO UX yaanuMm. Balim nepcoHanbHble AaHHbIE Takxe ByayT yaaseHbl M0 OKOHYaHUN
Hallero nepnoaa XxpaHeHus, ecnm oHn 6onblue He TPebyloTCa A8 YKa3aHHbIX B UX OTHOLLEHUN
uenen.

Ecnm Mbl ucnonb3yem Baluy nepcoHasibHble faHHbIe NCKAYUTENBHO B LEASX NPSAMOro MapKeTUHra,
a Bbl 0TO3Banu CBOE cornacue Wiy BbiABUHYIN BO3PaXKEHME NPOTUB 3aKOHHbIX MHTEPecoB ESET Ha
cbop Takmx AaHHbIX, Mbl OrpaHnynMM nx 0bpaboTKy ciepytolmm 06pa3oM: Ballm KOHTaKTHbIE AaHHbIE
6yoyT BHECEHbI B HaLll BHYTPEHHWIA YEPHBIA CNINCOK, YTOBbI HE A0MYCKaTh HeXeNnaTebHbIX
KOHTaKTOB. B NpoTUBHOM c/iy4yae Balum nepcoHasnbHble faHHble BynyT yaaneHsbl.

ObpaTuTe BHUMaHME, YTO MO 3aKOHY MW NPEeAnMCaHNio Ha30PHOM0 OpraHa OT Hac MOXeT
TpeboBaTbCA XPaHUTb NEePCOHasIbHbLIE JaHHblE B Te4YeHne onpeaeneHHoro nepuoaa. Obs3aTeNbLCTBa
MO XPAaHEHUIO 1 NEPUObl XPaHEHUS MOTYT TakXKe PeryaMpoBaThbCsa 3aKOHOAATENbCTBOM ClI0BakKuu.
Mo OKOHYaHUM TAaKOro Nepuoaa NepcoHasbHble AaHHbIe YAaNaTCS.

3anpocuTb NEePeHOCUMOCTb AaHHbIX. Kak CyObeKkT AaHHbIX Bbl MOXKETE NOSly4nTb NepPCOHasbHbIE
JlaHHble, KoTopble obpabaTbiBaeT ESET, B (hansie hopmaTa XLS.

MpaBo Ha nopavy Xanobbl. Kak cybbekT gaHHbIX Bbl nMeeTe nNpaBo B /itoboe BpemMs nofatb
»anoby B HaA30pHbLIN OpraH. ESET 4eNCTBYET COrlacHO C/I0BALKMM 3aKOHAM M 3aKOHaM 0 3aliuTe
AaHHbIX EC. Hag3opHbIM opraHoM asnseTca Oguc no 3alimnTte nepcoHanbHbiX gaHHbIx CroBauKom
Pecnybnnkun, pacnonoXXeHHbln Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

ObpaboTKka nepcoHaNbHbIX AAHHBIX

Ycnyrn, npefocTasiseMble ESET U peasin30BaHHbIe B HaLleM NpoayKTe, NpefoCTaBNATCS B
COOTBETCTBMU C Aorosopom, nMmeHyembiM JIVMLLEH3VOHHOE COIJIALLEHWE, HeKoTOpble YC10BUS
KOTOPOro 3aC/y»XnBakT 0Co60ro BHUMaHUA. Mbl XOTUM pacCka3aTb Bam noapobHee o cbope AaHHbIX,
CBSI3@HHbIX C NPeAoCTaBAEHNEM HalmnX cy>Xb. Mbl NpefocTaBisSeM pasfinyHbIe YCayrin,
nepevncneHHole B JINLEH3NOHHOM COrnalleHnm 1 ONMcaHMm BO3MOXKHOCTEN NPOAYKTa, MIMEHYEMOM
nokymMmeHTauus. Ytobel Bce 370 paboTano, Ham Heobxoammo cobnpaTh CreayoLLy0 NHPOoPMaLIUIO.

[aHHble NULEeH3MPOBaHUA U BbICTABJIEHUSA CYETOB. TakM JaHHble, KaK UMS, afpecC 3IeKTPOHHON
NOYThI, IMUEH3NOHHbLIN KoY 1 aapec (ecam TpebyeTcs), Ha3BaHNE KOMMAHUN U NNaTEXHbIE OaHHbIE,
cobupatotcs n obpabaTbiBalOTCS KOMNaHMeN ESET 415 YNPOLEHUSA aKTUBALUKN NNLEH3MMN, 0OCTaBKM
NINLLEH3MOHHOTO KJIl04a, OTNPaBKM HaNnoOMUHaHUI 06 nCTe4yeHnn Cpoka AeNCTBUSA 1 3anpocoB B
CNy0by noaaepxKun, NPoBepKN NOAAMHHOCTM IMLLEH3UW, NPEAOCTABEHNSA HALWNX YCAYT 1 pacCbINKn
yBE€LOMNIEHUIN, B TOM YMNCJI€ MAaPKETUHIOBbIX COOOLLEHNIA, B COOTBETCTBUMN C AEACTBYIOLLNM
3aKOHOAATeNbCTBOM UK Bawmm cornacnem. KomnaHus ESET No 3akKoHY 0bs3aHa XpaHuUTb
NHOPMALINIO O BbICTAB/IEHHbIX CHETaX B TeyeHne 10 neT, 04HaKo CBEAEHMSA O NTNLEH3NPOBAHUN
CTaHOBATCSA aHOHMMHBLIMU He NO34Hee YeM Yyepes 12 MecaLeB NoC/e OKOHYaHUS CPOKa OeNCTBUS
JINLEH3UN.

CBepeHus 06 obHoBNeHUM M gpyras cTaTucTUKa. Mol Takxxe obpabaTbiBaeM MHDoOpMaL IO,
KacalLlytoca npouecca yCTaHOBKM 1 Bawero komnbloTepa, BKOYaa cBegeHns o naaTtgopme, Ha
KOTOPOW YCTaHOBEH Hall NPOAYKT, U MHDopMaL Mo 06 onepaunsax n QyHKLMAX HaWnX NpoayKTOB,
TaKyto Kak ceefeHuns 06 onepaunoHHom cucteme n ob6opynoBaHUN, MAEHTURONKATOPbI YCTaHOBKM,
NOEHTUUKATOPbLI ILLEH3WIA, IP-agpec, MAC-afpec, HaCTPOMKKN KOHGUIypauumn npoaykTa. 3To
AenaeTtcs Ana 17oro, 4Tobbl Mbl MOriM 06HOBAATL MPOAYKTHI C Liesiblo 06CY>XMBAHUS, NOBbILLEHNS
ypoBHA 6€30MacHOCTM U ONTUMM3ALMN CEPBEPHON NHDPACTPYKTYPSI.
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STW AaHHble N30JIMPOBaHbI OT NAEHTUMUKALMOHHON MHopMaLuKn, Heobxoaumon ans
NNLLEH3MPOBAHNA U BbICTaBIEHNS CHETOB, MOCKOJIbKY A5 HUX He TpebyeTca ngeHTuhunkaums
KoHe4Horo rnosib3oeatens. lNepnog xpaHeHUa cocTaBnseT Ao 4 ner.

Cuctema penytaumm ESET LiveGrid®. OJHOHanNpaB/IeHHbIE XELLW, CBS3aHHbIE C 3apaXKEHUEM,
obpabaTbiBatoTCA B LeNAX paboTbl CMCTEeMbI penyTauum ESET LiveGrid®, KOTOpas NoBbILLaeT

3 (PEKTUBHOCTb HALLIMX PELLUEHWIA A5 3alWUTbl OT BPEAOHOCHbLIX MPOrpamMMm, CpaBHUBas
NPOCKaHUPOBaHHbIEe (haitfbl C 3neMeHTaMy 6enoro n YepHoro cnnckos B 0b61avyHon 6ase AaHHbIX. Bo
BPEMS 3TOro npotecca KoHeYHbI Nofb30BaTeNb HE UAEHTUGULMPYETCS.

CucteMa obpaTHOM CBA3M ESET LiveGrid®. [ofo3pnTeNbHble 06pa3Lbl METaAaHHbIX U3 BHELIHUX
NCTOYHWUKOB B paMKax CUCTeMbl 06paTHON CBA3M ESET LiveGrid®, 61arofaps KOTopoi ESET MOXeT
MIHOBEHHO pearnpoBaTb Ha HYXXAbl MONb30BaTeNEN U CBOEBPEMEHHO afanTMPOBaTLCS NOL,
HoBeWLWMe Yyrpo3bl. Mbl pacCHNTbIBAEM Ha TO, YTO Bbl ByeTe NpucbiaTh HaMm:

* 3apa)KeHHble 31eMEHTbI, TaKne Kak NoTeHuMnanbHble 06pa3Libl BUPYCOB 1 NMPOYUX BPEAOHOCHbBIX
nporpamm; Nofo3puTeNnbHble, NPobieMHble, MOTEHUMANbHO HeXenaTesbHble N Hebe3onacHble
06beKTbI, Takne Kak NCnosHsemble (aisibl, COOBLLEHNS 31EKTPOHHO NMOYTLI, PO KOTOPbIE
CoobLWMNM Bbl Kak MPO CMaM UM KOTOpPbIEe BbISBU HaLL NPOLYKT;

* CBegeHus o0 Nosib3oBaHMM NHTepHETOM, HanpuMep IP-aapec, reorpauyeckoe pacnonoXeHue,
nakeThbl IP, URL-agpeca 1 Kagpbl Ethernet;

* ®annbl aBapuUNHbIX 4aMMOB U UX COAEPXMMOE.

Mbl He cTpeMuMCs cobupaTh Kakne-nnbo JaHHbIe, KpoMe 0603HAYEHHbIX BbILLIE, HO MHOTAa 3TOro
HEBO3MOXHO M36exaTb. CNy4YailHo cobpaHHble AaHHbIe MOryT BXOAWUTbL B COCTaB BPEAOHOCHbIX
nporpamm (byay4n cobpaHHbIMK 6e3 Ballero BegomMa 1 ogobpeHuns) nmbo BXoanTb B UMeHa haiinos U
URL-agpeca, U Mbl He HaMepeHbl AeNaTh UX YacTblo HALIMX CUCTEM U 06pabaThiBaTh UX A0S Lenei,
yKa3aHHbIX B HacTosALeln MonnTrke KOHPUAEHUNANbHOCTU.

Bcsa nHdopmauus, nonyyaemas n obpabaTbiBaeMas C NMoMOLLbI0 CMCTeMbl 06paTHOW CBS3M ESET
LiveGrid®, He COAEPXUT JaHHbIX, MAEHTUMOULUPYIOLLMX KOHEYHOr0 Nob30BaTesNs.

OueHka 6e30NacHOCTU NOAKJIOYEHHbIX K CETU YCTPOMUCTB. YT0ObI (PYHKLNS OLIEHKM
6e3onacHocTy paboTana, Mbl obpabaTbiBaeM Takme faHHbIe, Kak MMS IOKaNbHON CETU N CBEAEHMSA
06 ycTporcTBax B Hel (MpuUCyTCTBUE, TUM, UMS, IP- U MAC-agpec YCTPOMUCTBA B JIOKAJIbHOW CETH,
CBA3aHHblE C MH(hOpMaL el 0 nueH3nmn). K nHdopmaumnm Takxxe 0THOCATCS Tun 6e3onacHoCcTu
H6ecnpoBogHoON ceT 1 TN WundpoBaHMa B becnpoBogHoM CeTK NS MapwpyTu3aTopos. CBeaeHns o
NNUEH3UN, naeHTuguumnpyowme KOHeYHOro nosib3oBaTens, CTaHyT aHOHMMHbIMUW He MNO034Hee YeM
yepes 12 MecsALEeB NOC/Ie OKOHYaHUS CPOKa AENCTBUS NULEH3UN.

TexHuyeckasa nopgpepxxka. [11a 06cnyKnBaHMa U NpefoCcTaBieHUS NOALEPXKKA MOXKET
noTpeboBaTbCA KOHTAKTHas MHOPMaLUA, CBEAEHMSA O NTNLEH3UN N faHHble, YKa3aHHble B Balumx
3anpocax Ha noagepxky. cxoaa us BoibpaHHoro cnocoba obweHuns, Mbl Moxxem hukcupoBaTb Balu
3JIEKTPOHHbLIN afpec, HoMep TenedoHa, MHPOPMaLMIO O TINLEH3NN, CBEAEHNS O NPOrpaMMax u
onuncaHue Bawero nHumaeHTa. Mol MOXXeM 3anpocuTb y Bac cBefgeHus, 4Tobbl ycKopuTb
npegocTassieHne nogaepXXku. aHHble, NCNosib3yeMble ONA OKa3aHUs TEXHUYECKON NogLaepKKMY,
XPaHATCA B TeyeHue 4 neT.

3awmTa OT HeNpPaBUJIbHOrO UCNOJIb30BaHUA AaHHbIX. Ecnn YyeTHada 3anucb ESET HOME Ha canTe
https://home.eset.com co3faHa N KOHEYHbIN NONb30BaTeSlb aKTUBUPOBA 3TY (PYHKLUMIO B CBA3N C
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Kpa)Xkeln komnbtoTepa, byaet cobnpaTbcs 1 obpabaThiBaThCs Cneayolas UHGOPMaLUUs: JaHHbIE O
MECTOMONOXKEHUN, CHAMKMN 3KpaHa, CBEIEHUSI 0 KOH(PUrypaLMM KOMMNbIOTEPA W 3aNuncK, Noy4YeHHble
C Kamepsbl. CobpaHHble AaHHble XPaHATCA Ha HaLIMX CepBepax Uan Ha cepBepax HallMX NOCTABLLMKOB
yCnyr B Te4yeHne 3 MecsiLeB.

Password Manager. EC/in Bbl akTUBMpoOBanu PyHKLMIO ucrneTyepa naposien Password Manager,
CBeLleHMnd, CBA3aHHble C BallMMN AaHHLIMW AN BXOAA, XPAHATCA TOJIbKO B 3alLUM(POBAHHOM BUAE Ha
Balem KoMnbloTEpe UM Apyrom npefHasHa4yeHHoOM And 3Toro yctponcrtse. Ecam Bel akTuBupyeTte
cnyxby CMHXPOHM3aumMK, 3anppPoBaHHbIE AAaHHbIE XPaHATCA Ha HALLUX CepBepax Win Ha cepeepax
HaLMX NOCTaBLUMKOB ycayr ans obecneyveHns paboTbl Takon cnyxbbl. HUW KOMNaHus ESET, HK
NOCTaBLLMKN YCNYr He UMEIT AO0CTYyNa K 3aWwngpoBaHHbIM AaHHbIM. TONbKO y Bac ecTb ko4 ans
pacwmnppoBKY AaHHbIX. [laHHble ByayT yaaneHbl Nocsie AeakTuBaumm QyHKLMN.

ESET LiveGuard. EC/iv Bbl akTUBMpyeTe PyHKUMIO ESET LiveGuard, ons ee paboTbl noTpebyeTcs
oTnpaBka obpa3Lo., Hanpumep anioB, KOTOpbIE NpeaBapuTeSibHO 0TOMpatoTCAa KOHEYHbIM
nonb3osateneM. Obpasubl, KoTopble Bl BbibepeTe 4514 yaaneHHOro aHanmsa, byayT nepefaHsl B
cnyby ESET, a pe3ynbTaTbl aHann3a byayT oTnpasfieHbl Ha Baw koMnbioTep. Bce nofo3puTensHble
obpa3subl obpabaTbiBalOTCA Tak Xe, Kak MHGopMaumsa, cobnpaemas cnctemon obpaTHON CBA3M ESET
LiveGrid®.

MporpaMMa yny4ylleHUs NOJb30BaTeNIbCKOro onbiTa. EC/M Bbl pelunan akTUBMPOBaTb
[porpamMma yayylleHnsa Noab30BaTeIbCKOro onbiTa , B COOTBETCTBMM C Bawmm cornacuem byayT
cobunpaTbCs M MCMONb30BaTbCS AaHOHUMHbIE faHHble TeJleMeTPUn, KacatoLmecs NCrnoab30BaHns
Hawwunx npoOykKToB.

ObpaTnTe BHUMaHWE, 4TO €CAN INLLO, UCNOJIb3YIOLLIEE HAWM NPOAYKTbI 1 YCAYTU, HE ABJIAETCS
KoHe4YHbIM Nosib30BaTeNEM, KOTOPLIA Npuobpen NpoaykKT Uan yCcayry u 3aknyun JIMLEeH3MoHHoe
cornaweHue ¢ Hamun (Hanpumep, 3To COTPYAHNK KOHEYHOro noJsib30BaTens, YeH ero CeMbn NN
NNLLO, KOTOPOE UHbIM CNOCOBOM NOYYMNI0 NPaBO UCMOJIb30BaTb NPOAYKT WK YCAYyry oT KOHeYHoro
Nnofib30BaTeNs B COOTBETCTBUM C JIMLLEH3MOHHBIM COrnaweHnem), To 0bpaboTka OaHHbIX
OCYLLEeCTBNAETCA B 3aKOHHbIX MHTepecax ESET B COOTBETCTBUM CO CTaTben 6 (1) (f) pernameHTa GDPR B
Lensix Toro, 4Tobbl NONb30BaTE b, YNOJHOMOYEHHbIN KOHEYHbIM NONb30BaTENIEM, MOI UCMOJ1b30BaTh
NPOAYKTbI U yCNyru, npenoctasiseMble Hamu, B COOTBETCTBUN C JIMLLEH3VMOHHbBIM COrJlalleHneM.

KoHTakTHasa uHopmauumsa

Ecnm Bbl xoTUTE BOCNO/Ib30BaTbCA CBOMMU NpaBaMu CybbekTa AaHHbIX UK Y Bac BO3HUMKHET BOMPOC
nnu npobsema, 0TNPaBbTE HaM MUCbMO MO afpecy:

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk
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