ESET LiveGuard Advanced
PyKOBOJJ,CTBO MnoJib30BaTeNd

LLenkHuTe 34eck 4Tobbl 0TOOPA3nThb 3TOr0 AOKYMeHTa (OHAaNH-

cnpaBska)

®
@ e -I- Digital Security
Progress. Protected.


https://help.eset.com/elga/ru-RU/
https://help.eset.com/elga/ru-RU/

ABTOpCKOe NpaBo ©2024 ESET, spol. sr.o.
ESET LiveGuard Advanced pa3paboTaHO KOMMNaHuewn ESET, spol. s r.o.
[ONoNHUTESNIbHbIE CBEAEHUS MOXHO MONYYUTb Ha CalTe https://www.eset.com.

Bce npaBa 3awueHbl. HM oiHa YacTb 3TOW LOKYMEHTaLUN HE MOXET BOCMPON3BOAMTLCS,
XPaHUTbLCS B CUCTEME NOJIyYEHUS 1 nepefaBaTbcs B ftoboi hopme nam nobbiMu CpeacTBamu, B TOM
4ncne 3NEeKTPOHHBIMU 1 MEXaHUYeCKMMK cnocobamm, C NOMOLLbI0 (DOTOKOMMPOBAHMS, 3amnucK,
CKQHUPOBAHWMA, a TakxXe NbdbiMK Apyrumn cnocobamm 6e3 NMCbMEHHOro pa3peLleHunst aBTopa.

ESET, spol. s r.0. 0CTaBnseT 3a coboi NpaBo N3MeHATL Nitoboe onNncaHHOe NpUKIagHOe NPorpaMMHoOe
obecneyeHune 6e3 npeaBapnUTENLHONO YBEAOMIEHNS.

Cnyxb6a TexHn4eckom NnoaaepXKu: https://support.eset.com

MPOB. 12.04.2024



1 [LOOPO MOMKAIIOBATD  +eveeeeisurrrereeessiurreeesessaurseeaesssassrseeaessasssseeaaessasssseeaaessssbseeaessassbbeeeeesanssbanaaeessnnnnneess 1

2 OBOLUME CBEAEHMA O MPOLYKTE  uuuurrrrrrrrrerrttteeeessasssisssssssssssesststeseesssssnmmmssssrrrreteateeeneen . 2
2.1 KaK paboTaloT YPOBHM OOHAPYMKEHMSA  ....vuviininininiinesssssssssnsssssssssstsssssssssssnsnssnssnmsnsmmmnnns 4

2.2 TpeboBaHUA U NOAAEPIKUBACMBIE MPOBYKTDBI  ..uvititiuisitititraststrararestrnrererrerererrererererereiesnanmane 10

2.3 Ucnonb3oBaHue npokcu-cepBepa ¢ ESET LiveGuard Advanced ..............cccoiviiiiiiiiiiiiiiininnnnsnenenans 13

20 B I 1o To T el R 1= o =T I A o =Tl < o I 14

2.3 KOH(UrypaLmns MPOKCU-CEPBEPA LINUX  wuuuuiviiiiiassnnsssssssisiaassssssssssssnnnnmsssssssssiaannmmessmssssninmsssemasianinnnns 15

2.3 KoHUrypaums MPoKCU-CEPBEPA WINAOWS  1.uuuuussssnessssssssssnesssssssssssssnsssssssssssssneesessssssssssnmmessmssssssnnnness 17

3 TTPMOBPETEHUE CIIYMOBI 1oiiiviiiiie i ittt e e s sttt e e e e s st e e e s st e e e s s bt e e e e st b e e e e s s e bb e e e e e e s sabeaeeaesnnnnees 19
4 AKkTBaUMs ESET LivEGUArd AAVANCEA ...vveiiiiiii ittt r e s e e ab s 20
4.1 UMNOPT NMLEH3UM B EBA ... s s s et s e r s e r e s s e a e e e e 21

4.2 CuHxpoHn3auns EBA ESET PROTECT ON-Pre@M ..........cuiiiiiiiiiiiiiiaeiieeniinaeeseesrtiseeseesninnsaeseesnsnnnneens 23

4.3 N06aBUTb NULLEH3MI0 B ESET MSP AdMINIStrator .........covveviiiniiiiiiiiiieiiesisiireesetneesesnsssneensssnsenneenns 26

4.4 Cunxponusauusa ESET MSP Administrator ESET PROTECT ON-Prem ........cccccoviiiniiiiiiiiiiiiiiieiinieninennnn 31

4.5 AKTUBALLMA TPYMIbl KOMIBIOTEPOB  ...tuueutueiseiueisessessenssssesssssesnssnmsnmnmemeiriettterenaannins 34

4.6 AKTMBALUA BbIOPAHHBIX KOMIBIOTEPOB  ....cuitueuiuissenssassasssenssssssasssentssssensssemmnsesenmssemmnmssenmmsensrenmns 39

4.7 YAQNEHHAS YCTAHOBKA M @KTUBALIMI  ...ocuuirnittienitnertesneeteanetneetsesnsetenneetneetsesnsessesnsesneetsesnsesnasnnes 41

5 BkntoyeHme n HacTponka cny6bl ESET LiveGuard Advanced ......ccccccvvveeeeerereeeeeee s ccccennnvnnnneeees 44
5.1 Konurypauusa npoaykta ESET o1 06€CNEUEHNA BEBOMACHOCTI ...ceevvvvererenerersierernnrererrersrnnreernnnn 44

5.2 YNIPABIIEHNE MOSIUTUKAMM  ..ooovueivnnitssertnsstnsesssesssessassstnsssssesssessssstnssstsessstessntesttnestierssoestonernnees 47

6 Vicnonb3oBaHme ESET LiveGuard AdVANCEA ...uiiiiiiiiiiiiiiiiiii i n e 50
3 O ] o g T Y=Y 1] o1 SRR 52

6.2 ESET Endpoint Security B ESET SErver SECUNItY ...........coiiiiiiiiiiiiiiiiiiiinneiiiinneesiins s ssninesssinsesenans 56

6.3 ESET Cloud OffiC@ SECUIILY .....vvuiiiiriiiereriiiiretserrstieesstrerestrererrerett e eratnrerstrerrstrerertrerernrrerernns 60

6.4 TTPOAKTHUBHAN BALLLUTA ...evvvneirrnsirssnsressssessrsstessssssesssassssssasesssssessssstersssssessssseesstsreessteresssnnesernn 62

6.5 CIMCOK OTMPABIICHHBIX QIAMIMOB  ....uuievtuseiiiunerettneeretneerstneeestneesttnreestreretnteretaresatnseerstnseresnnnens 66

Lol T -0 K e L= 69

6.7 PE3YJIBTATBE @HAMMBA .eevuuueiirunetsiusetsttseeestnstestaetestnesettseeett e tetisesettseestt s reestasseestreesstaseesrtnnns 74

6.7 OTYET O MOBELEHMM MANJITA  4uuusssssssssssnnnnnnnnnsnsssssssssssssssssssnnnnnnssssssssssssmmmmmeeemmmm 76

6.8 OTnpaBKa (PaNsIOB AJIA @HAMM3A BPYHHYHEO  ..ovviuieieininieieiesnieieressssiesesessneseseneneiestsensntmmnmnnsmmnnrmsnmnmns 77

6.8 OTrnpaBka anna 13 ESET PROTECT ON-PremM  .uuusussseeisisnnssnneessssianissssesesssmsanissnnnesssassnnneesnanisnnnns 78

6.8 OTrnpaBka anna 13 ESET ENdpoint SECUMLY  vuiiisssssessiiiiiiiisninsssssssiissssssssssisssssssssaasssssessaraannnnes 79

6.8 OTrnpaBKa amia N3 ESET SEerver SECUTLY  vuiuuuusssrisiissiiiinnnssssssssiisanssiesssssiiiasssssssssiannsssssssniasnnsniis 80

6.8 OTnpaBka anna U3 ESET Mail SECUTILY  vuuevviussurnnssrsnnssnnnss st aanssins 82

6.9 JLOBABUTD NCKITIOUEHME ...euneneneenesenensensen e e se s e esseaseasensea s e s e s e se e et e s s easensensen s e eaeeesn et sensensenrens 83
6.10 MoBbileHNe NPOU3BOAUTESIbHOCTU C MOMOLLLBIO MCKJTIOUEHMM ...ovivivinininiiiniiiintisssisrasasisasasasasaes 86

6.10 N3yyeHne CNnCKa OTMPABAEHHBIX DAMTOB  wuuussssssssssssnsssssssssssssssnssssssssssssssssssnssessssssssssnsesessimessssnnnessns 87

6.10 VICKITHIOUEHIIE MAMOK 4 s s s sssssnnnnsnnnssssssssssssnsssssssssssssssssssssssssssssnssnsssssssssssssssssssssseeenennsssissssssssssinins 93

6.10 VICKJTIOHEHME MPOLIECCOB  wauussuusssssssssssssssnssnsssssssssssssssnssssssssssssnnssssssssssssstnmeesssrsssssnnnneemssssttinmmnnin 97

6.10 MNpoBepKa KONNYECTBA OTMPABIEHHDBIX (DAMIIOB  «asttstsuususssseessssssssssnsssssssssssssssneessssssssssssnneessssssssssnnneess 100

6.11 YBeLOMNEHUE 00 OBHAPYIKEHHDBIX YIPOBAX  1evvurerrrussersnnssererneresnnserrsnnserestnieresnierernrereinrernirere 104

A= oL a] oo Te = o =T = PP PPPPPTT 107
8 TectmpoBaHue paboTbl ESET LiveGuard AAVaNCEA ........ccveeeeiiiiiiiiiee et 111
O YCTPAHEHME HEMOMALOK  tevvverrrrrrrunnnnnnnsssssssssesesssssssssssssssssssssssssnsssssaseeeeeessssesseeesssnnnnmnssssnnnnnneeeees 115
.0 JLM@EHOCTUKA  «.euvnernisnennensensensensensensssssensensessensensensens e ssssssensensensensenssnssnsessssensensensensensssennennenses 122

9.2 YcTpaHeHue Henonaaok npokcu-cepBepa Apache HTTP ... 126

10 Be3onacHOCTb A5 ESET LiveGuard AdVanCed ......cviiiiiiiiiiiiicie st e 128
11 MNMOANTNKE HECTHOTO NUCTIOMB30BAHMS eevuvuueeeieeiiiineeeeeestinseeseeartin s eeesessbnsaeaseessaasaeeeeesnnnsaeeasesnnes 133

12 MNOMNTNKE KOHPUOEHLMATTBHOCTY  ceeiiiiitnieeeeeetiisseeseeattnseeesesstnnsaaeeeestnnnsaeereessnnnsaeeseesnenseeeeennnnnns 134



13 YCIOBUMA NCTIOSIB30BAHMS  1iiiiiieieiiiiiieeeeeessssssssbsisiss s s s s s s e e e e e eaaaaaeeeese s ss e bbb bbb rn s s s e e e e eeeeaaesaeeenesnrres
13.1 JiuuensnoHHoe cornaweHne ESET Management Agent ............cccoiiiiiiiini i,
13.2 CornaweHme 00 0OPABOTKE BAHHBIX ......iuiuieiuiuinititiissststrsssststrnsstrtrsrerarrrarererererererrreseseneannennns
13.3 CTAaHBAPTHDLIE JOTOBOPHDBIE YCIIOBMA  ...uvueiuinesssintsnntsesasaesassssesssntesssstnetnsnesesenesesimnemmienemirimnnms



Nobpo noXxanosaTb

Ho6po noxanoBaTb B pyKOBOACTBO NOJIb30BaTENS MO ESET LiveGuard Advanced. /13 3TOro LoKyMeHTa
Bbl y3HaeTe, Kak UCMo/b30BaTh pelleHmne ESET LiveGuard Advanced 1 ynpaBnaTh UM. B Hem Takxke
cofep)xaTcs CBEEHNS 0 NOAKIIIOYEHUN ESET LiveGuard Advanced K Apyrum 6rusHec-npoaykTam ESET.

0c060 MHTEPECHbIE NJIN BAXXHble TEMbI BblAeNeHbI CNELVaNbHbIMU CUMBOIAMU. TEMbI 3TOT0O
PYKOBOZCTBA NOAPa3AeNAt0TCS Ha rnaBbl 1 noarnasbl. HeobxoanMble CBeEHUS MOXKHO HAaX0A4MUTb B
nose Monck B BEPXHEN YacTu CTPAHULbI.

OHJlaliH-CrpaBka — OCHOBHOM UCTOYHUK CMPaBOYHOM UHGopMaLmn. MNpy Hann4ny NOLKIYEHNS K
WHTepHeTy aBTOMaTUYeCKN 0TOBpa)KaeTca NoCNeAHAS BEPCUSA OHNANH-CNPaBKM.

» 5a3a 3HaHW ESET COAEpP>XXUT OTBETbI Ha BONbLINMHCTBO YaCTO 3aaBaeMblX BOMPOCOB, a TakxXe
PEKOMEHA0BaHHbIE peLleHns pa3nyHbix npobnem. basa 3HaHWI, perynspHo obHoBAsSieMas
TEXHNYECKMMU CneLmanmcTamm ESET, — 3TO CaMoe MOLLHOE CPeACTBO A/151 PELLUEHNS MHOXECTBA
npobnem.

» ®opyM ESET NpefoCTaBAseT NoJib30BaTeNsIM NPOAYKTOB ESET y00HbIA cnocob nomoyb cebe u
ApYyruM. Bel MoxxeTe 3aaTb Ntoboi BONPOC 1M NONPOCKTL O MOMOLLM B pelleHun nioboin
npo6aembl, 0THOCSILLLENCS K NpoAyKTaMm ESET.

B 5TOM PYKOBOACTBE MCNOJb3YIOTCA Clieayiowue
MH(pOpPMaLMOHHbIE NONS:

MprMeYyaHna cogep)xaT pasmyHble LeHHble CBeAeHWs, HanpuMmep NosiCHeHWS onpeaesieHHbIX
(OYHKUMIA NN CChINIKN HA KOHKPETHbIE TEMBbI.

3T cBefeHns TpebyloT Ballero BHUMaHMWS, UX HEJb3sl UTHOPUPOBaTL. Kak npasusio, 3To He
KPUTWYECKMN BaXKHas, HO 0CTAaTOYHO 3Ha4YMMas MHGopMaLs.

KpuTuyeckun Ba>kHas MHDOpPMaLMs, K KOTOPOW HY>KHO OTHECTUCH C NOBbILUEHHBIM BHUMAHMNEM.
MpenynpexaeHns NoMoryT Bam n3bexxaTb onacHbIX OWNBoK. O3HAKOMbTECH C BblAEEHHbIM

A TEKCTOM NpeaynpeXxa4eHnin — OH OTHOCUTCS K 0C060 BaXKHbIM HAaCTPOMKAM CUCTEMbI UK K
BO3MOXXHbIM PUCKAM.

MpuMep CMTyaumm, ONUCLIBAIOLNIA XapaKTepHble A8 4aHHOW TeMbl acnekTbl. Mpumepb!
MOSICHSIOT C/IOXKHbIE TEMBbI.

Ncnonb3oBaHHbIe CTUJIN TEKCTa

Bold type Ha3BaHWs 31eMeHTOB NHTepdenca, Hanpumep Nos U KHOMKK NapaMeTposB.

Code O6pasubl Koga Uan KOMaHA.

Hyperlink MpepocTaBnseT ObICTPbIA 1 yAO0BHBIA OOCTYN K MepeKPECTHbIM CCbIIKaM UK
BHELWHNM Beb-canTam. MMNepcchiIKN BblAENSIOTCH CUHUM LLBETOM W MOTYT
nogyepKMBaTbLCA.
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%ProgramFiles% CnCTeMHbIN KaTanor Windows, B KOTOPOM XPaHATCA NPOrpaMMbl,
ycTaHoBneHHble B OC Windows.

Obwimue cBepeHns 0 NPOAYKTeE

CBepeHuna o cnyxbe

ESET LiveGuard Advanced 3T0 nsiaTHas cnyxba, npefocrasnsemas KoMmnaHuen ESET. OHa fobasnsaeT
eLle 0AnH YPOBEHb 3aLL1Thl, CNeLunasbHO pa3paboTaHHbIi 415 60pbObl C HOBLIMK Yrpo3amu.

N3MeHeHne MMeHM CayXObl

23 mapTa 2022 roga pelleHune ESET Dynamic Threat Defense 66110 NnepenMeHoBaHoO B ESET LiveGuard
Advanced. B npoykTax ESET ans 6u3Heca OHO TakXXe HOCUT Ha3BaHwWe ESET LiveGuard. Oba Ha3BaHuA
OTHOCATCA K OJHOW 1 TOW xe cnyxbe.

JOCTYNHOCTb CYXObI

[opTan coCToAHUS ESET NpefoCTaBAseT aKTyaslbHble AaHHble 0 OCTYNHOCTU CyX0 ESET. Ha HeM
MOXHO yBuaeTb 0630p cyX6 ESET M OTYETbI O COCTOSHUMN CNYXKO, B TOM YKCJie O C/TyHMBLUNXCA
MHUMpeHTax. Ecnam y Bac Kak y nonb3oBaTens ESET BO3HMKAN nNpobnembl co cyxbon ESET, a Ha
nopTasie COCTOAHMSA ESET OHM He oTobparkatoTcs, obpaTuTech B Cy)XOy TeXHNYECKON MOAAEPKKN
ESET.

Mpouepypa

Mono3putenbHble 06pa3Lbl, BPEAOHOCHOCTb KOTOPbIX eLe He NOATBEP)KAEeHA, HO KOTOPbIE MOryT
HecTn B cebe Bpe4OHOCHbIE NPOrpaMMbl, aBTOMaTMYeCKN NepepatoTcs B 061ako ESET. NpucnaHHbie
obpasubl 3aNyCcKalTCa B M30JIMPOBAHHON NPOrpaMMHON Cpefe U OLEHNBAOTCS C MOMOLLbIO
NPOABUHYTHIX MOAYJIen 0bHapyXeHns BpeA0HOCHbIX NporpamMmM. BpeaoHocHble 0bpa3subl 1
co0bLLEeHNA INEKTPOHHOM MOYTbI C MOAO3PEHMEM Ha CNaM nepenatoTcs B ESET LiveGrid®. BnoxxeHus B
coobLeHnsa SINeKTPOHHOM NoYThl 06pabaTbiBalOTCA OTAESIbHO 1 OTNPaBAATCA B ESET LiveGuard
Advanced. ADMUHUCTPATOPbI 1 NOb30BaTENN MOTYT onpefenaTb 06bem oTnpasasgeMbix annos, a
TaKXXe CPpoK XpaHeHus anna B obnake ESET. [loKyMeHTbI U PDF (haliibl C aKTUBHbBIM COLEPXXNMbIM
(MaKpochl, javascript) N0 yMOn4aHWIO He oTnpasasoTca. CM. noapobHoe onncaHne paboThl YPOBHEN

o0bHapy>XeHus.

B pa3nene OTnpaBneHHble ¢haiibl KOHCON YAANEHHOMO YNPaBeHNs COLEPXKUTCA KPAaTKUIA O0TYeT
L5 aAMUHUCTPATOPOB O NoBefeHnn Habnaaemoro obpasua Ans KaxAoro 0TnpasieHHoro gaiina.
Ecnn ainn okasbiBaeTCs BPeAOHOCHbIM, OH 6J10KMPYeTCs Kak NoL03puTeNbHbIN 06bEKT ANa BCeX
nosib30BaTeseN, y4acCTBYIOLLMX B ESET LiveGrid®. ECM (haiin OLleHEeH Kak NOA03pUTENbHbINA, OH
6NOKMpYeTCS Ha BCEX KOMMbIOTEPaX B OPraHM3aLuny noab3oBaTesNs C y4eTOM NOPOroBOro 3Ha4YeHus
YYBCTBUTENbHOCTH.

®ainibl MOXHO OTMPABAATb BPYYHYIO UM aBTOMATUYECKM Ha OCHOBE KOHDUrypaLIMmn NoanTuki. B
BeO-KOHCO/IM ESET PROTECT M0/1b30BaTE/Ib MOXKET OTNPAaBAATL EXE-haliibl, MOJyYEHHbIE C KINEHTCKUX
KOMMbIOTEPOB.
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B yeM cocTouT pa3HuMLLa Mex AV ESET LiveGuard Advanced, ESET LiveGrid® 1 ESET Threat Intelligence?

ApxuTekTypa

MpoAayKThl ESET ans obecneyeHus 6e30NaCHOCTU U KOHCOJIb ynpasJjieHus

Bcakunn pa3, Korga 06pa3eu 3alrpy>XaeTca B ESET LiveGuard Advanced 14 aHann3a, MeTagaHHble 3TOro
06pa3ua 3alpy>XatoTCqa B KOHCOJ1b YrpaBneHund, eCnm KIIMEHT MMEET BO3MOXXHOCTb NMOAKIHOYUTBCA K
cepsepy. Taknm 06pa3oM aAMUHUCTPATOP KOHCOIM NOJIy4aeT CnMCOK 06pa3L 0B, 3arpy>XeHHbIX B
obnako ESET.

MpoaykTbl ESET Nno ob6ecnevyeHunio 6e3onacHoCTu M ESET LiveGuard Advanced

Bcskum pas, Korga akTMBUPOBAHHbLIA U HACTPOEHHbIN NPOAYKT ESET Ana obecneyveHns 6e3onacHOCTM
onpegenseT, 4To obpaseL, Hy>XHO NPOaHaNn3npoBaThb, OH 3arpyxaeT obpasew B ESET LiveGuard
Advanced. [ocne Toro Kak pelueHmne ESET LiveGuard Advanced NpoaHann3npyeT obpaseL, OHO nepenaeTt
pe3ynbTaT Ha BCE KOMMbIOTEPbLI B 3TON KOMMaHUW (MK KINMEHTY MSP), a Tak)XXe BCEM KOMMaHUAM,
KOTopble Korga-nmbo oTnpasnsanv 3ToT ¢ann. 3aTemM NnpoayKT obecneyveHns 6e3onacHOCTM
BbIMOJIHAET COOTBETCTBYIOLLEE AENCTBME HA OCHOBE HAaCTPOEHHOW MNOANTUKN. B ESET NpofyKTax
Endpoint 1 Server Bepcumn 7.2 n 6onee no3gHMX BEPCUIN MOXHO BbibpaTh AenCTBME, KOTOpoe byneT
BbIMNOJIHATLCA C NOAO3PUTENbHBIMU (DaiaMu, 3arpy>XeHHbIMK Bpay3epaMu N KIMEHTaMM
3/IEKTPOHHOW MOYThI.

ESET NOANUCLIBAET BCE NepefaBaemMble NakeTbl, YTOObl yMEHbLWNTb PUCK aTaku. ECM Bo BHYTPEHHeN
CeTM NCnosb3yeTcs HTTP-NOLKIII0YEHNE, NPOAYKT BCErha npoBepseT, HaYMHaAEeT I UCMOJIb30BaThCA
MPOTOKOA HTTPS Moc/ie NPoKCK-cepBepa. Ecnm npokcu-cepBep HacTPOeH HenpaBwnibHO, HTTPS-
NOAKJIYEHNE TaKXXe UCMOJb3yeTCs BO BHYTPEHHE CETU.

KoHconu ynpassieHus ESET U ESET LiveGuard Advanced

N4 ESET LiveGuard Advanced fOCTYMHbI IOKafbHaa 1 061avyHas KOHCONW ynpaBaeHmns (ESET PROTECT
On-Prem, ESET PROTECT). lNocne Toro Kak cnyxba ESET LiveGuard Advanced nonyyaeTt obpa3sey oT
npoAayKTa ESET ona obecneyeHms 6e30macHOCTM, OHa aBTOMaTUYECKMN YBEAOMJIAET KOHCOJb
yrnpaBJieHUs1 0 CTaTyCe aHasm3a. [locne 3aBepLUeHNst aHasM3a pe3ysibTaTbl OTNPABASIOTCA B KOHCOJIb
ynpaBJieHns.

KoHe4Hble TOYKM POYMUHra M ESET LiveGuard Advanced

KOHeYHOM TOYKOWN poyMUHra siBnseTcs lobon KANeHT ¢ NpoAYKTOM ESET Ania obecneyeHuns
6e30macHOCTH, KOTOpPLIA paboTaeT 3a NpefenamMm Ballen KOMMaHUM U He UMeeT NOAKN0YEHMA K ESET
PROTECT On-Prem. OBbI4HO 3TO KOMMblOTEP 6e3 NoAKNYeHUs VPN, UCNOoJIb3yeMbln JOMa UK B
KOMaHAUPOBKe. KIMEeHT poyMUHra B NMOAHON Mepe NCMosb3yeT npenMyLecTsa ESET LiveGuard
Advanced. TeM He MeHee OH He yBefoMseT ESET PROTECT On-Prem 06 OTNpaBfieHHbIX ANs aHanmn3a
obpa3suax. Korga kimeHT Bo3BpallaeTcs B 061acTb Ballero nepumeTpa v NOAKJYaeTCs K ESET
PROTECT On-Prem, MeTaaHHble CUHXPOHU3MPYIOTCSH, @ CIMCOK OTMpPaB/IeHHbIX (hainoB obHoBASETCSA.
Apyrve KAneHTbl B Ballen CeTU MOryT nojsyvyaTb 0OHOBNEHWS, BO3HUKLUME B pe3ynbTaTe yrpos,
0bHapy>XeHHbIX, MOKa KJNEHT HaXO4WJICA B POYMUHTe, flaxKe A0 TOro, Kak OH CUHXPOHU3UPYeTCSH C
ESET PROTECT On-Prem.
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ESET Cloud Office Security U ESET LiveGuard Advanced

ESET LiveGuard Advanced aHafIM3npyeT OTrpaBfieHHbIe (halsibl, BbIMNOAHAS NOAO3PUTENbHbLIA KOA B
N30/IMPOBaHHOMN cpefe, Y4Tobbl OLEHUTL ero noseneHue. ESET Cloud Office Security OTnNpaBaseT B ESET
LiveGuard Advanced Ha aHann3 NOAO03PUTENbHbLIE BIOXKEHNSA INEKTPOHHOM MOYTHI U halsibl U3 Cyx6
Microsoft Exchange Online, OneDrive, Fpynn Teams W CAaNTOB SharePoint. [1ns ESET Cloud Office Security He
TpebyeTca 06MeH AaHHbIMK C KOHCONbIO yrpaBneHuns ESET. IHGopMmauns 06 oTrnpaBnaeHHbIX aiiax u
nX pesynbTaTax NpUCyTCTBYeT B ESET Cloud Office Security.

FnobanbHas 6a3a paHHbIX

ESET LiveGuard Advanced UCNoJib3yeT ABa LleHTpa 06paboTkn fAaHHbIX Azure (B CLLUA 1 B EBpone) ana
XpaHeHns xawen ansios 1 pe3ynbTaToB X aHanusa. LleHTpbl 06paboTKu faHHbIX MO3BONSIOT
BbiCTpee NoNy4YMTb pe3ynbTaTbl ANS YXKe NPoaHaNn3npoBaHHbIX Gansos. B wrab-kBapTupe ESET (B
CnoBakun) XpaHATCS BCE OTMNPaB/IeHHble (haiibl U BbIMNOJHAETCA aHann3. [laHHble KaXXA0ro KAneHTa
(MM KOMNaHWMKW) XPaHATCA NO OTAENILHOCTU B 04HON rnobanbHon 6a3e faHHbIX. ESET HanpasnseT
NOAKNOYEHNS Nosib3oBaTeNien B bavxanwnin LeHTp 06paboTkn faHHbIX.

HacTosTeNbHO peKoMeHAyeM UCNOJIb30BaTb NPOKCU-CepBep ANA KILWMPOBAHUS OTBETOB OT
cepBepoB ESET, 0cobeHHO noJsib3oBaTesiaM C 60/1bLUMM KOIMYECTBOM KJIMEHTCKMUX MalUWH
(HeckonbKo coTeH u bonee), MOCKOJIbKY 3TO MOXET 3HaYUTEIbHO C3KOHOMUTL CETEBOW TpaguK.
MOXHO UCKJIYNTE HEKOTOPLIE Manky 1 MpoLeccsl, YTobbl yMEeHbLINTb KOIMYEeCTBO
oTnpasaseMbiX anios U yay4wnTb ObICTPOAENCTBUE CUCTEMBI.

Kak paboTaloT ypoBHU ODHapyXeHus

Ons obecneyeHns BbICOKON 3PHEKTUBHOCTN 0BHapyXeHns ESET LiveGuard Advanced MCNOJb3yeT
YyeTblpe OTAEe/bHbIX YPOBHS 0OHapy>XeHns. Ha Ka)k10M YPOBHE UCMOJIb3YIOTCA pPa3Hble MoAX0on4bl 1
BbIHOCUTCS OTAE/IbHOE peLleHne 0THOCUTENbHO 0bpa3ua. OKOHYaTeNbHas OLEHKa OCHOBbLIBAETCS Ha
COBOKYMHOCTU UHopmaLuum 0b obpasue. O630p npouecca NokasaH Ha CXEME HUXE.
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LLlenkHUTe n3obpakeHne ans oTobpa)keHnsi NoSHOPa3MEPHON KapTUHKM,

YpoBeHb 1: pacliMpeHHana pacnakoBKa U CKaHUpOBaHUue

Mpr NOCTYNJIEHUN Ha HaYaNbHbIA YPOBEHb ESET LiveGuard Advanced, TaK Ha3blBaeMbll YPOBEHb
pacLIMPeHHON pacnakoBKM U CKaHWPOBaHMA, CTaTu4eckme obpasubl conocTasnaoTca ¢ b6ason
LaHHbIX yrpo3 ESET, KOTOpas COAEPXKMNT IKCMEPUMEHTalIbHbIE U eLle He paclpoCTPaHEHHbIe
obHapyXXeHus, a TakKe C 0BLLUMPHBIM CIMCKOM 6e30nacHbIX, MOTEHLMaNbHO HeXXenaTenbHbIX (PUA) 1
noTeHumnanbHo Hebe3onacHbIX (PUsA) 371eMeHTOB. BpeloHOCHbIe NPOorpaMMbl HYacTo MbITAOTCA
nomMeLlaTb 0BHapy>XXeHWIo, CKpbiBasi BpeAOHOCHOE AP0 3a PALOM YPOBHEN YNaKOBKMW, NO3TOMY ANS
HaZl/iexallero aHanamnsa Heobxo4MMo 3Ty MacKMPOBKY yAanuTb. s 3TOro ESET LiveGuard Advanced
MCMNONb3yeT paclUMPEeHHYI0 PacrnakoBKY U CKaHMPOBaHME C NpUMeHeHneM
BbICOKOCNEeLNan3MpoBaHHbIX CPeACTB Ha OCHOBE YMNAaKOBLLMKOB, KOTOPble CreLmanncTbl ESET
0bHapy>Xusin BO BPeLJOHOCHOM KoAe. ITU CneLmanm3npoBaHHble pacnakoBLLMKY YAANAT 3aWwuTy
BPeLOHOCHbIX MporpaMM, no3sonas ESET LiveGuard Advanced eLlie pa3 cornocTaBnTb obpasLbl ¢ 6a3on
LlaHHbIX yrpo3. YpoBeHb paclUMpeHHON pacnakoBKN U CKaHMPOBaHMA KnaccuguunpyeTt obpasel, Kak
BPeLOHOCHbIN, Be3onacHbIn, PUA nnMPUsA. B ¢BA3K ¢ yrpo3amu 6e3onacHoCTU 1 TpeboBaHUAMU K
obopynoBaHuMio, CBA3aHHBLIMU C PaCMakOoBLUMKAMM, @ TakXXe C APYrMM UCMONb3YEeMbIMU
npoueaypamu, Heobxoamma BbICOKONPOU3BOANTENbHAA U Be3onacHas cpefa. Ta yHUKaNbHasa cpena
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obecneynBaeTCs HageXHOM M OTKA30yCTOMYMBON 061a4HON NHADPACTPYKTY PO ESET LiveGuard
Advanced.

S
STATE-OF-THE-ART
UNPACKING

r 0
L J

SCANNING WITH
EXPERIMENTAL
DETECTIONS

LAYER 1 ADVANCED UNPACKING AND SCANNING

VERDICT

YpoBeHb 2: 0OHapy>KeHue C NOMOLLbIO PACLLUPEHHOro
MaLLUMHHOro oby4yeHus

KaXkbli U3 3JIEMEHTOB, OTNPaB/IeHHbIX Ha aHaNn3 B ESET LiveGuard Advanced, Takxe nogsepraeTrcs
CTaTM4YeCKOMy aHanu3y. [Jng 3Toro ncnosb3yetcs obHapy>XxeHne ¢ MOMOLLbI0 PacLLUMPEHHOr0
MaLUMHHOIro oby4eHuns, no3sonsioLlee onpenennTs Has3oBble xapakTepucTmnkn obpasua. MNocKkosbKy
aHaNn3 CKaToro nam 3awndgpoBaHHoro koaa 6e3 ganbHenwen obpaboTkn He MEET CMbICNa,
obpaseL oHOBpeMeHHO noasepraeTcsa gpyromy bonee AnHaMn4eckoMy aHanm3y, Npu KOTOPOM
N3BNIEKAKTCHA UHCTPYKLMM N CTPYKTYpa. Ha 0CHOBE OnuncaHus akTUBHbIX (OYHKLNA 1 NMOBEAEeHUS
yMaKOBaHHbIX UM 3aMaCKMPOBAHHbIX 3/1IEMEHTOB MOXHO BbIABUTb BPEAOHOCHbIE XapaKTEPUCTUKN
[laXKe He BbINOJIHASA 3TN 3/1eMeHTbl. 3aTeM M3BIe4YeHHas Ha NpeablayLmx 3Tanax nHopmaumsa
obpabaTbiBaeTCs pALOM TWaTebHO N0A0OPaHHbIX MoLenen KnacCurKaumm n anropuTMoB
rnybokoro obyyeHuns. HakoHel, BCO 3Ty nHgopmaumuio obpabaTbiBaeT HENPOCETL, KOTOpas
BO3BpaLLaeT OAVH U3 YeTbIpex YPOBHeN BEPOSATHOCTA — BPELOHOCHbIN, O4eHb NOLO3PUTENbHbIN,
NoA03pUTEbHbIN 1 6e30nacHbIn. ECan 3TOT namn Kakon-nmbo Apyrovt ypoBeHb He UCNonb3yeTcs, ESET
LiveGuard Advanced oTobpaxxaeT coobuieHne o0 TOM, YTO aHann3 He TpebyeTca. B ¢Bs3m co
CNOXXHOCTBIO 3TUX Npoueayp v BolIcOKuMK TpeboBaHnsMmM K 0bopyaoBaHnio Heobxoamma
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3Ha4YnTeNbHO boslee MoLHas HPACTPYKTYpa, YeM Ta, KOTopas NpefoCcTaBAseTCss KOHEYHON TOYKOW
nonb3osaTtens. Ana 06paboTky CNOXKHbBIX BbIYUCIEHNIA UHXEHepbl ESET co3fanu 3M(eKTUBHBIA 1
CNOXHbIN Habop cucTem — ESET LiveGuard Advanced.
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ARMY OF DEEP LEARNING
CLASSIFICATION MODELS
MODES

LAYER 2: ADVANCED MACHINE LEARNING DETECTION

VERDICT

YpoBeHb 3: MOAYJIb 3KCMEePMMEHTAaNIbHOro oOHapyXXeHun

Ina nanbHenwen npoBepkun obpasLia Nosy4yeHHbIe paHee pe3ybTaTbl HE06X0AMMO OOMONHUTD
6onee rnyboknM aHanM30M, OPUEHTUPOBAHHbLIM Ha noBeaeHne. YTobbl NoNyYnTb Takne cBeaeHus ob
yrpo3ax, NpMMeHSeTCA eLle 0OAUH YPOBEeHb ESET LiveGuard Advanced — MOAY1b 3KCNEPUMEHTA/IbHOI 0
obHapy>xeHuns. OH NoMeLLaeT NOA03PUTENbHbIN 3/IEMEHT B Habop TOYHO HAaCTPOEHHbIX CUCTEM,
KOTOpbleé MaKC/MMaJlbHO TOYHO BOCCO34at0T MOJIHOLEHHbIE KOMMbIOTEPbI C Pa3/INYHbLIMM
OnepaunoHHbIMI CUCTEMaMKN — Takas cebe «necovyHuLa Ha cTepomax». 3T TLLATENbHO
KOHTPOJIPYEMbIE Cpelbl UCMOJIb3YIOTCA B Ka4eCTBe A4€eK, HaMMYKaHHbIX OFPOMHbIM KOJINYECTBOM
anropuTMoB 0b6HapyXeHus ESET 1 3aNMCbIBAOLWMX KaXKaoe AencTBme. YTobbl 06HapyXNUTb CKPbITOE



BPEAOHOCHOE NOoBeAEeHNE, MOAYJIb IKCNEPUMEHTAIbHOr0 0BHaPY )XeHNS TakXe reHepupyeT bonbLioe
KOJIMYECTBO AaMMNOB NaMATK. BnocneacTBMM OHN CKAHUPYETCS M CONMOCTaBASAIOTCA C 630/ AaHHbIX
Yyrpo3 ESET, KOTOpas COAEPXUT HeonybMKoBaHHbIE N SKCMEPUMEHTaIbHbIE 0BHAPYXXEHNS, 4TO
obecneynBaeT 04eHb TOYHbIE pe3ynbTaThl 0OHAPYXKEHNA U KPpallHE HU3KOe KOJIMYECTBO JIOXKHbIX
cpabaTbiBaHWU. AHANNTUYECKME AaHHble, COBpaHHbIE MOAYNEM 3KCNEPMMEHTANIbHOrO 0OHapyXeHuns,
TaK)Xe BKJIYATCSA B KOMMEKCHbIN CANCOK COBbITUIA, 0OHaPY>XXEHHbIX MECOYHULIEN, KOTOPLIN 3aTEM
NCNob3yeTcsa ANd AajibHENLEro aHaans3a Ha nocnegHem ypoBHe obHapyXeHus ESET LiveGuard
Advanced — yrnybneHHOM aHann3e NoBeaeHMs.
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YpoBeHb 4: yrnybsieHHbIN aHANU3 NOBegeHunA

VERDICT

Ha nocnepnHeM ypoBHe ESET LiveGuard Advanced, M3BECTHOM KaK yrnybneHHbIn aHanm3 noBefeHns, Bce
BbIXOAHbIE AaHHblIE NeCOYHMLbI, BKAOYaA (haisibl, CO3AaHHbIE U YAaNIeHHbIE Ha XXECTKOM OUCKe,
3anncuy, fobaBneHHbIe B CUCTEMHbIV peecTp Windows U yAa/leHHbIE N3 HEro, BCe MOMbITKN BHELLIHUX
B3aMMOOENCTBUI N 3anyCKa CLUEeHapueB, NOABEPraloTCs TWaTe/bHOMY aHann3y noseaeHuns. Ha atom
3Tane ESET LiveGuard Advanced yoendaeT oCHOBHOe BHUMaHWe Bpe4OHOCHbLIM U MoA03PUTEJIbHbIM
LEeNCTBMAM, HanpuMep NonbiTKam NoAKAOYeHUs K Beb-canTaM C NoXon penyTaumnen,
MNCNOJIb30BaHMNIO N3BECTHbLIX BPEAOHOCHbLIX 06bEKTOB, a TaKXXe NCNOJIb30BaHMNIO YHUKANbHbLIX CTPOK,
C03[,@aBaeMbIX KOHKPETHbIMI CEMENCTBaMM BPEOOHOCHbLIX NporpamMmm. Kpome Toro, yrinybneHHbIn
aHanu3 noeefeHns pa3brBaeT BbIXO4HbIE AaHHbIE NMECOYHNULBI Ha JIornyeckme 610KK, KOTopble 3aTeM
COMNOCTaBNATCS € 6onbLIOn 1 perynspHo obHoBnsieMon 6a30M AaHHbIX paHee NpoaHaN3NPOBaHHbIX
WabsoHOB 1 LEenoYeK AeNCTBUN, NO KOTOPbIM MOXXHO BbISIBUTbL AaXXe CaMbll Masio3aMEeTHbIN NPU3HaK
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BPEOOHOCHOIo noseaeHus.
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OKOHYaTeNbHbIW pe3ynbTaT

ESET LiveGuard Advanced COBMeLL@eT BCe AOCTYMHbIE pe3y/bTaTbl YPOBHER 0OHAPYXEHNS U OLIeHBAeT
cocTosHMe obpa3ua. Pe3ynbTaT CHavana nepefaeTcs B Nosb30BaTeNbCKUA NPOAYKT ESET Ans
obecneyeHuns 6e30NacHOCTU 1 B MHGPACTPYKTYPY KOMMAHUK, B KOTOPOW paboTaeT nosb3oBaTeb.
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TpeboBaHusa  noppep>XuBaeMblie NPOAYKTHI

TpeboBaHusa ansa nonb3oBaTesied NPOAYKTOB, UCNOJIb3YyeMbIX
NIOKaNbHO

Bawa cpepa Ao/mKHa MMEeTb cnegytowme 06a3aTelbHble KOMMNOHEHTbI A5 Hag eXallero
hbyHKUMOHNPOBaHMA ESET LiveGuard Advanced:
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* AKTUBHas y4yeTHas 3anuncb ESET Business Account Ui ESET MSP Administrator,
CUHXPOHMN3UPOBAHHAA C KOHCOJIbIO yrpaB/ieHns ESET

* [MopoepXxrBaeMas KOHCOJb yrpaBieHns ESET
* YCTaHoBNEHHasa Bepcua 7.x (Unn 6onee No3LHAA) COBMeCTUMbIX MPOAYKTOB 6e30nacHOCTM ESET

¢ lenCcTBUTENbHAS NNLLEH3UsS ANsa ESET LiveGuard Advanced.

* AKTUBMPOBAHHbLIE NPOAYKTLI 0becrneyeHns 6e30nacHOCTY C NnLLeH3nen ESET LiveGuard Advanced.

» Cny»xba ESET LiveGuard Advanced, BKJItOYEHHAs! B MOJIMTUKAX COBMECTUMBbIX MPOAYKTOB
obecrneyeHns be3onacHOCTN.

* TpeboBaHUS K CETW A1 OTKPLITLIX MOPTOB TE XKe, YTO U ANs ESET LiveGrid®.

* Ecnim Bbl ncnonb3yeTe Apache HTTP Proxy Wau ESET Bridge, TpeboBaHNS K CETU ON5 OTKPbITbIX
MOPTOB Te Xe, YTO N 4S5 ESET LiveGrid®. B NpOTMBHOM CJly4ae NCnonb3yeTcs nopt 443.

olocTyn K UHTEpHET-cepBepam ESET LiveGuard Advanced.



https://support.eset.com/kb332/#EDTD

TpeboBaHua gna nonb3oBaTenen ESET Cloud Office Security

Y106bl NCNONb30BaTh ESET LiveGuard Advanced B ESET Cloud Office Security, N0fib30BaTento Heobxoanmo
cnepytlouliee:

* PaboTatowasa y4eTHas 3anucb ESET Business Account UK ESET MSP Administrator, NOAK/IIOYEHHAA K
ESET Cloud Office Security

o lencTBuTenbHas AMLIEH3MS A9 ESET LiveGuard Advanced

ESET Cloud Office Security He 0OMEeHNBAETCA HUKAKMMMN AaHHLIMW 06 OTNPABAEHHbIX (halinax ¢
KOHCOMSIMU ynpaBfieHns ESET.

MpaBa pocTyna B KOHCONAX YNpPaBJieHUA

B Beb6-kKoHCO/IM OTNpaBneHHbIe (halibl 1 pe3ynbTaThl aHasM3a 0TobparkaloTCs TONbKO ANA
nosb3oBaTenen C npaBamMy A0CTYMNa K YCTPOMNCTBAM, C KOTOPbIX 3TW (haiibl Oblnn oTnpasneHsl. Bbl
MOXXeTe BPYYHYI0 OTNPaBUTb NCMNONHSAEMbIN (haiif, OTYET 0 KOTOPOM Bbin MoyYeH OT ESET Inspect,
yepes Beb-koHCONb. Heobxoanmo nMeTb paspelleHme Ha Mcnosiib3oBaHUe Ha KOMMbIOTEPE, KOTOPGLIN
coobwwmn 06 obHapyxeHun, N paspeLlleHns Ha 3anucb B CBOEN fOMALUHeN rpynne Ana GyHKUUm
oTnpaBku ¢panna B ESET LiveGuard.

KOHeYHble TOYKM POYMUHIa: eCNn YCTPOMNCTBO HE MOXXET CBA3aTbCs C cepBepoM ESET PROTECT, HO
NnoAKo4aeTcs K cepepam obnaka ESET, haisibl, OTNPaBAEHHbIe 3TUM YCTPONCTBOM, ByayT BUANMBI
TOJIbKO MOC/e TOro, Kak yCTPOMCTBO CHOBa MOAKJ/IOYUTCA K CepBepy.

NMpou3BOAUTENbHOCTDb

Ons K3WMpPoBaHMS pe3ynbTaToB, MOCTYNAOWMX OT ESET LiveGuard Advanced, MOXXHO MCM0/1b30BaTh
ESET Bridge. K3LUMpoOBaHME MOXKET 3HAYNTENbHO YMEHbLUNTL MHTEPHET-TPAMK B Ballen CeTu.

B kKopriopaTueHbIX cpepax (6onee 1000 ynpaBisieMbiXx KOMMNbIOTEPOB) PEKOMEHAYEM WCMO/b30BaTh
Bble/IeHHbIN cepBep ESET Bridge. KawwmpoBaHme 60/1bLIOr0 KOSIMYecTBa hanioB yxXyawmnT
ObICTPOAENCTBIE CepBepa. B cpefiax C BbICOKOW AOCTYMHOCTLIO PEKOMEHAYEM YCTaHaBANBATh
KaXKObliAi KOMMOHEHT Ha OTAENbHbI KOMMNbIOTEpP (CepBep ESET PROTECT, ESET Bridge, cepBep 6a3bl
AaHHbIX). Tak)Ke He peKOMeHyeM 3anyckaTb ApYrme pecypcoeMKue NpuUIoXeHns Ha KOMNbloTepe,
Ha KOTOpoM paboTaeT ESET PROTECT On-Prem.

Ewe oanH cnocob ynyywnTb obuiee 6ICTPOLEACTBME — YMEHBLUNTL KOJIMYECTBO OTNPaBASEMbIX
alinoB. Bbl MOXXeTe NCK0YaTb (halsibl, Nanky U NpoLecchl, YTobbl He OTNPaBAATb
KOH(UAEHUMaNbHbIE (haifibl Ha aHaIM3 NN YMEHbLWNTb HAarpy3Ky Ha cucTemy. [1ns nonyyveHus
LOMNOJIHATENbHBIX CBEAEHUI CM. [10BbILLIEHVE NPOU3BOANTENILHOCTY C MOMOLLBIO NCKJIYEHNNA.

nop,p,ep)Ku BaeéMblie JIMLLEH3UN

ESET LiveGuard Advanced MOXXHO aKTUBMPOBaTb C MOMOLLbIO:
* JINLUEH3UIN Ha OOWUH, ABa WUAW TPU roga n ANLEH3MM Ha NOAMUCKY N3 EBA;

* JlnueH3nm MSP, KoTopast oencTeyeT nogobHo noanucke, n3 pelieHnsa ESET MSP Administrator.
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http://help.eset.com/getHelp?product=protect_admin&version=latest&lang=ru-RU&topic=admin_access_rights
https://help.eset.com/getHelp?product=ebe&version=latest&lang=ru-RU&topic=caching_of_downloads_and_updates
https://help.eset.com/getHelp?product=ebe&version=latest&lang=ru-RU&topic=caching_of_downloads_and_updates

MNoppnep)xuBaemblie NPoOrpamMmmbl

OTnpaBKa hainnoB ANs aHanu3a B ESET LiveGuard Advanced BO3MOXXHa TOJIbKO M3 OnpeaeneHHbIX
nporpamMm. CrMcok oTnpaB/eHHbIX (haiiioB OCTYMNEH TObKO B MOAAEPXKMBAEMbIX BEPCUSX KOHCON
yrnpaBieHus.

MporpaMMbl o6ecnevyeHus 6esonacHOCTM

ESET Endpoint Antivirus Ana Windows* Bepcusa 7 n bonee no3aHne Bepcun
ESET Endpoint Security ona Windows

ESET Mail Security o9 Microsoft Exchange Bepcusa 7 n bonee nosgHve Bepcumn
ESET File Security s Windows Server BEpCcus 7.x

ESET Server Security 4191 Windows Server Bepcus 8 u bonee nNo3gHe BepCum
(paHee ESET File Security gna Windows Server)

ESET Endpoint Antivirus g4 Linux Bepcus 8.1 n bonee no3aHne Bepcun
ESET Server Security A1 Linux Bepcus 8.1 n bonee no3agHune Bepcun
ESET Cloud Office Security (c nekabpsa 2021 roaa)

* @YHKUMW ESET LiveGuard Advanced 0ANHAKOBbI )18 ESET Endpoint Antivirus U ESET Endpoint Security. B
3TOM PYKOBOJCTBE Mbl FOBOPUM TOJIbKO O ESET Endpoint Security, 4TOObI aHHbIN TEKCT ObI1 NOHATEH.
Monb3oBaTenn ESET Endpoint Antivirus LOJIKHbI CNefoBaTb MHCTPYKLMAM 015 ESET Endpoint Security,
npneeneHHbLIM B 3TOM PYKOBOACTBE.

KoHconu ynpasneHus

ESET PROTECT On-Prem 8 1 6onee no3aHunx BEPCUAX

ESET Security Management Center 7.0 1 7.1 = Mogaep»xKa KOHCOJIen 3aBepLUeHa.
ESET Security Management Center 7.2 =]

ESET Remote Administrator, BEpCUs 6.x U 6osiee paHHNe &

ESET PROTECT

ESET LiveGuard Advanced He NOAAEPKMBAETCA Ha KJIMEHTCKMX KOMMbloTEpPax nog ynpasiaeHnem
OC Windows XP 1 Microsoft Windows Server 2003. 3TN CUCTEMbI HE NMOOAEPXKNBAIOT NPOTOKOJ TLS
1.2, KOTOpbI Heobxoanm gna 6esonacHon nepenayn obpasLos hansios.

NMoppnep>xuBaeMbin NPOKCU-CepBep

PeweHne ESET Bridge 6b110 BbINYLLEHO C KOMNOHEHTOM ESET PROTECT On-Prem 10.0 B Ka4eCTBE 3aMEeHbI
ona Apache HTTP Proxy U BKJ1IOYEHO B COCTaB KOMIMJIEKCHOI0 YCTAaHOBLLVKA KOHCON yrpaBneHuA.
Kpome TOro, Bbl MOXXeTe 3arpy3nTb 3TO peLleHne B BUAE aBTOHOMHOMO YCTaHOBLUMKA C CalTa
3arpy3ku ESET. PelueHune Apache HTTP Proxy 6yneT paboTaTb 1 fanee, HO Mbl PEKOMEHAYEM
ncnosib3oBaTb ESET Bridge.
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https://help.eset.com/getHelp?product=ebe&version=latest&lang=ru-RU
https://help.eset.com/getHelp?product=ebe&version=latest&lang=ru-RU&topic=comparison_with_apache_http_proxy
https://www.eset.com/int/business/download/eset-protect/#all-in-one
https://www.eset.com/int/business/download/eset-protect/#standalone

Ncnosnb30BaHUe NPOKCU-CcepBepa C ESET
LiveGuard Advanced

ESET LiveGuard Advanced MOXET NUCMOJIb30BaTb ESET Bridge AJ19 NepeHanpas/ieHns noakJln4YeHns Ha
cepBepbl ESET 1 K3LWIMPOBaHNSA nNepeaaBaeMblX AaHHbIX. K3WMpoBaHME NO3BONSET YMEHbLWNTL 06beM
ceTeBoro Tpa(i)I/IKa. Ncnonb3oBaTb NPOKCnN-cepBep H€06X0}J,I/IMO TOJIbKO B TOM CJ1y4ae, eC/In Mexnay
KIMEHTCKNUM KOMIMbIOTEPOM N CEPBEPaAMU ESET OTCYTCTBYET CeETEBAA BUANMOCTb. Ecnn aonsa
nepeHanpaBJIEHNA obMeHa OaHHBIMN MeX Yy CEPBEPOM ESET PROTECT 1 areHTaMum ESET Management
NCNOJIb3yeTCs pelleHne ESET Bridge, €r0 MOXXHO MCMOJIb30BaTb AJ19 KILWMPOBAHNA pe3ynbTaTos,
noJslydaeMbix OT ESET LiveGuard Advanced. Kpome Toro, ESET Bridge nogfepxuBaeT obbeanHeHve
MPOKCUN-CEPBEPOB B LIEMNOYKN.

HacTponkn Npokcu-cepBepa Ha KINEHTCKNX KOMMbOTEPaX

Heobx0aMMO HaCTPOUTL NapaMeTpsl NPOKCcK-cepeepa (HacTponku > Cepsuc > Mpokcu-
cepBep) B NpoaykTe 6e30MacHOCTY ESET Ha KJIMEHTCKOM KOMMbloTepe. Bbl MoXeTe caenatb
3TO Y[1a/IEHHO C MOMOLLIbIO MOUTUKN.

Monb3oBaTenu ESET PROTECT

Mpu HaNMYMU Kak MUHUMYM 10 KOMNbIOTEPOB B OAHOWM CETU, HanpuMep B oguce, ANs KILLNPOBAHUS
pe3ynbTaToB 0OHapy>XeHNs cnefyeT MCNob30BaTh ESET Bridge. ECM KNMEHTCKME KOMMbIOTEPbI
COBMECTHO HEe MCMOJIb3YI0T BHYTPEHHIOW CETb UK VPN, He NCMOJIb3YINTe NPOKCK-CEPBEP.
[lononHTEeNbHbIE CBeAEHUS O ESET Bridge CM. B AOKYMEHTaLIMMN ESET PROTECT.

Ha4ynHasa ¢ ESET PROTECT 4.0 1 ESET PROTECT On-Prem 10.0 (BaTa BbiNycka — Hosbpb 2022 roaa),
pelleHune ESET Bridge 3aMeHseT NMpPoKCu-cepsep Apache HTTP. [1pokcu-cepeep Apache HTTP focTur
CTaunn orpaHnMyeHHoOn noanepxKun. Ecam el nCcnosb3yeTe NpoKcu-cepeep Apache HTTP,
pekoMeHayeM repenTu Ha ESET Bridge.

MNonb3oBaTenu BUPTYasIbHOrO YCTPOMCTBA ESET PROTECT

JlaHHOe yCTpoicTBO paboTaeT Ha OCHOBE CMCTEMbI CentOS 7, KOTOpast He NOAAEPXKMBAETCS
pelleHneM ESET Bridge. M0/1b30BaTeNM BUPTYaSIbHOr0 YCTPOWCTBA ESET PROTECT MOTyT BblbpaTh 0HO
N3 CnefyoWwmnx peLleHuni.

* icnonb3oBaTb peLleHne ESET Bridge, yCTaHOB/IEHHOE Ha OTAE/bHOM KOMMbIOTEPE (CM. CNMCOK
TpeboBaHW ESET Bridge).

* Vicnonb3oBaTb NPOKCU-cepBep Apache HTTP, BCTPOEHHbLIN B YCTPOMCTBO.

YcTaHoBKa ESET Bridge

YCTaHOBUTL ESET Bridge MOXHO HECKONbKMMK criocobamum. PeKOMEH,D,yeM NCNoJib30BaTb NMNOC/IEAHIOIO
BEPCUIO KOMIMJIEKCHOr0 YCTaHOBLUWKA ESET PROTECT.
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K3wupoBaHue pe3ynbTaToB, NOJIy4aeMblX OT ESET LiveGuard
Advanced

ESET Bridge M0 yMOMYaHUIO UMEET NpaBu/IbHY0 KOHPUIYpaLMIO 415 KIWNPOBAHUS pe3ybTaToB.
KawwmnpoBaHue pe3ynbTaTOB HAYHETCS MOC/Ie TOro, Kak nosib30BaTesb HaCTPOUT B ESET Bridge
NCNOJIb30BaHNE NPOKCU-CepBEPa ANS KILLMPOBAHMSA U BKIOYUT ESET LiveGuard Advanced.

NMpokcu-cepsep Apache HTTP

PekoMeHpauus

Mpokcu-cepsep Apache HTTP paboTaeT, HO AOCTWI CTaAuV OrPaHNYEHHON NOAAEPXKKN. BMECTo Hero
PEKOMEHAYEM UCMOb30BaTh ESET Bridge.

dann KoHdUrypauum npokcu-cepeepa

B OC Linux 1 Windows (halinibl KOHUrypauum cepeepa Apache XpaHATCS B pa3HblX Nankax. CeefeHns
06 06bIYHOM pacnosioXKeHUn CM. B Tabnaunue Hmxe.

Windows C:\Program Files\Apache HTTP Proxy\conf\httpd.conf
Linux (Ha OCHOBe /etc/apache2/mods-available/proxy.conf

Debian)

BupTyansHoe /etc/httpd/conf.d/proxy.conf

YCTPOMNCTBO (Linux)

Lleno4yka npoKcU-cepBepoB

Bbl MOXXeTe HacTpouTb 60JblLe NoAAepXXUBaAEMbIX NMPOKCU-CEPBEPOB Nepeaspecaunn ans paboTsl B
uenoyke. [lobaBbTe B KOH(UIYypaLMIO NPOKCU-CepBepa CTPOKY ProxyRemote *
AddressOfNextProxy. Bce npokcn-cepsepbl, NOAKM0YaeMble K CledyoLleMy npokcu-cepeepy,
LOJDKHbI UMeTb COOTBETCTBYIOLLYIO HAaCTPOWKY.

CM. npumep, B koTopoMm 10.1.1.2 — 3TO agpec creyowero npokCu-cepeepa:
ProxyRemote * http://10.1.1.2:3128

YT106bl MPUMEHNTL HOBYIO KOH(MIypaLuto, mepesanyctuTe cinyxby npokcu-cepsepa.

CTopoHHUe npokKcu-cepBepbl (He Apache)

Jpyrue npokcu-cepBepbl Nepeaapecauny He NOAAEPXKNBAOTCS pelleHnsMm ESET. B onpeaeneHHbIX
CUTYyaumsix apyrue npokcu-cepeepbl MoryT paboTaTh, HO ESET He NPefoCTaBASET KOHMUIypauum nim
NOALEPXKY ONS TaKUX CLEHAPUEB.
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YcTpaHeHMe Henonapok

Ins nonyyeHms NnoapobHbIX XKYPHaJIOB C NMPOKCK-CepBEPA M3MEHUTE nan fobaBbTe NapaMeTp
LogLevel debug B KOHUIrypaLum NPoKCH-CEpBEpa 1 NepesanycTnTe cyxby npokcu-cepsepa. Bbl
MOXXEeTe WCMOJb30BaTb XYpPHasbl, 4ToObl HAWTK Npobnemy, UM NPefoCcTaBUTb NX B CNYXOy
noaaep K ESET ANs fajsbHeAWwen nomMoLum.

Ecnn ESET LiveGuard Advanced UCMNOJIb3yeTCS B Cpefie KOPnopaTUBHOIO YPOBHS (COTHU
KOMMbOTEPOB 1 BoNbLUe), peKoMeHAyeM pa3BePHYTb MPOKCU-CepBep HTTP Ha OTAENbHOM
cepsepe. Ecnin cnyxba npokcu-cepsepa HTTP byneT paboTaTb Ha 3arpy>xeHHOM cepsepe
(HampuMmep, Ha KOTOPOM TaKXXe 3anyLleH cepsep ESET PROTECT nnu pa3mMelleHa 6a3a faHHbIX),
BO3MOXHbI NpobieMbl ¢ NogkAYeHneM K ESET LiveGuard Advanced.

MOXXHO UCKJIYMTE HEKOTOPLIE Manky 1 NpoLeccsl, YTobbl yMeHbLINTb KOIMYEeCTBO
oTnpasaseMbiX anaos n yayqywnTb ObICTPOLENCTBNE CUCTEMBI.

KoHdurypauusa npokcu-cepsepa Linux

dTa KOHUrypaums npegHasHavyeHa TONbKO 419 pelleHns Apache HTTP Proxy. ECiv Bbl
NCrnosib3yeTe pelueHne ESET Bridge, HACTPOWTE €ro C NomoLLb Beb-KOHCoAM ESET PROTECT.

MpoBepbTe, COAEPXKUT NN haital KOHUrypaunm Ballero npokcu-cepeepa ciefyowmne CTpoku, n
nobaBbTe UX, €CNN He COQEPKUT.

1. BKNIlo4MTE K3LLIMPOBAHME, NOAKJIIOYEHNE K aFreHTY 1 NOAKAOYEHNE K HTTPS, HacTponTe dainn
XKYpHana.

CacheEnable disk http://
CacheDirlLevels 4
CacheDirLength 2
CacheDefaultExpire 3600
CacheMaxFileSize 500000000
CacheMaxExpire 604800
CacheQuickHandler Off

CacheRoot /var/cache/httpd/proxy

Al1lowCONNECT 443 2222 53535

ProxyRequests 0On

ProxyVia On
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CachelLock on
CachelLockMaxAge 10
ProxyTimeOut 900

SetEnv proxy-initial-not-pooled 1

ErrorLog "|/usr/sbin/rotatelogs -n 10 /var/log/httpd/error log 1M"

Mpy HeobxoAMMOCTK NapameTpbl CacheRoot M ErrorlLog MOXHO HACTPOWUTL A5 BalLEl CUCTEMBI,

2. lobaBbTe CneayoWM CErMEHT KoAa Nocne NocnegHen CTPOKN KOAa, MpUBEAEHHON BbILLe.
STWUM Bbl BKAOYUTE KILWIMPOBaHMeE ESET LiveGuard Advanced Ha CBOEM MPOKCU-CEPBEpE:

<VirtualHost *:3128>

ProxyRequests On

</VirtualHost>

<VirtualHost *:3128>

ServerName r.edtd.eset.com

<If "%{REQUEST METHOD} == 'CONNECT'">
Require all denied

</If>

ProxyRequests Off
CacheEnable disk /

SSLProxyEngine On

RequestHeader set Front-End-Https "On"

ProxyPass / https://r.edtd.eset.com/ timeout=300 keepalive=0n tt1=100 max=10
0 smax=10

ProxyPassReverse / http://r.edtd.eset.com/ keepalive=0n

</VirtualHost>
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3. CoxpaHnTe KOHpUrypauuto 1 nepesanyctute cnyxxby npokcu-cepeepa.

[pwn ncnonb30BaHNUM HAaCTPaNBaEMOro NPoKCcu-cepsBepa Linux Apache € ESET LiveGuard Advanced
ybeanTech, 4TO BKJIIOYEHBI Cnegyoume pexumsl: headers ssl alias.
Hanpumep, ans anctpmbyTMBOB Ha OCHOBE Debian UCMONb3YNTE CleayioLLee.

1.3arpy3ka Moaynen:
sudo a2enmod headers ssl alias

2.Mepe3anyck cnyxoebi:
service apache2 restart

KoHdurypauusa npokcu-cepsepa Windows

3Ta KOHUrypaLms npegHasHavyeHa To/bKo A1S pelleHuns Apache HTTP Proxy. EC/iv Bbl
NCnosb3yeTe peLleHne ESET Bridge, HACTPONTE €ro C MoMOLLbI BEH-KOHCONM ESET PROTECT.

Ecnun Bbl ncnosb3yete COOCTBEHHbLIN MPOKCM-CepBEP Apache HTTP 418 KILWMPOBaHUSA (ainnos ESET
LiveGuard Advanced, He06x04MMO U3MeHUTb hann httpd.conf. OBLIYHO OH PACMONOXEH B Apache B
nanke conf.

lobaBbTe cerMeHTbl KOHPUrypaLMM B yKa3aHHOM HUXE NMOPSAKeE.

4. ns ESET LiveGuard Advanced TpebyeTcs MpoTOKO SSL, 3ar0JIOBKM 1 MOZY N NCEBLOHVMOB,
LOCTYMHbIE W BKJIOYEHHbIE Ha BalleM NpoKcu-cepeepe. MpoBepbTe Hamyme Mogynen n ans
3arpy3ku HeobxoaumMbix Mofynen fobaBbTe B haiin KOHDUrypaLumm cnesyolne CTPOKK:

LoadModule alias module ..\modules\mod alias.dll
LoadModule ssl module ..\modules\mod ssl.dll

LoadModule headers module ..\modules\mod headers.dll

<IfModule ssl module>
SSLRandomSeed startup builtin
SSLRandomSeed connect builtin

</IfModule>

LoadModule proxy module ..\modules\mod proxy.dll
LoadModule proxy http module ..\modules\mod proxy http.dll
LoadModule proxy connect module ..\modules\mod proxy connect.dll
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LoadModule cache module ..\modules\mod cache.dll

LoadModule cache disk module ..\modules\mod cache disk.dll

5. BK/II0YMTE K3LWMPOBaHMNE, NOAKIIIOYEHNE K areHTY 1 MNOAKJYEHNe K HTTPS, HacTpoinTe thaiin
XypHana.

CacheEnable disk http://
CacheDirlLevels 4
CacheDirLength 2
CacheDefaultExpire 3600
CacheMaxFileSize 200000000
CacheMaxExpire 604800

CacheQuickHandler Off

AllowCONNECT 443 563 2222 8883

ProxyRequests 0On
ProxyVia On

SetEnv proxy-initial-not-pooled 1

ErrorLog "logs/error.log"

LogLevel warn

Mpu HeobxoAMMOCTU NapaMeTpbl ErrorLog U Loglevel MOXXHO HAaCTPOWUTb AN BalLe CUCTEMBI.

6. [lJobaBbTe CielyOWMA CErMeHT Koga nocne nocnegHen CTPOKN KOAa, NpUBeAEeHHON BbiLLe.
DTVM Bbl BKJIIOUYUTE K3LLMPOBaHNE faHHbIX ESET LiveGuard Advanced Ha CBOEM MPOKCU-CEPBeEpE:

AcceptFilter https none
AcceptFilter http none
EnableSendfile Off

EnableMMAP off
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<VirtualHost *:3128>
ProxyRequests On

</VirtualHost>

<VirtualHost *:3128>

ServerName r.edtd.eset.com

<If "%{REQUEST METHOD} == 'CONNECT'">
Require all denied

</If>

ProxyRequests Off
CacheEnable disk /

SSLProxyEngine On

RequestHeader set Front-End-Https "On"

ProxyPass / https://r.edtd.eset.com/ timeout=300 keepalive=0n ttl1=100 max=10
0 smax=10

ProxyPassReverse / http://r.edtd.eset.com/ keepalive=0n

</VirtualHost>

7. CoxpaHuTe hatn KoHdUrypauum n nepesanyctute ciyxby npokcum-cepeepa.

MpuobpeteHune cnyXxobl

Monb3oBaTenun VISP

MprobpecTn nnueH3nto ESET LiveGuard Advanced MOXXHO C MOMOLLbIO NPOrpaMmbl ESET MSP.
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ESET MSP Administrator Bepcuu 1 He nogaep>xnBaeTcs

Ecnun Bbl ucnonb3yeTe ESET MSP Administrator, ybeamTech, 4TO NCNOSb3yeTe Bepcuto 2 (LOCTYMNHa
no agpecy msp.eset.com). PelleHne ESET MSP Administrator Bepcum 1 paHee 66110 LOCTYNHO MO
ajipecy ema.eset.com. Tenepb 3TOT afpec nepeHanpasiseT Ha ESET MSP Administrator 2.

Bepcus 1 He nopgaepxuBaeT ESET LiveGuard Advanced.

ESET Business Account NOJib30BaTeNu

MpurobpeTnTe NNLLEH3UIO Y CBOErO NMOCPELHMKA U UMMOPTUPYNTE ee B CBOK YHETHYIO 3aMnCb ESET
Business Account. Balue peweHune ESET PROTECT On-Prem CUHXPOHV3VPYET UMMOPTUPOBAHHYIO
JINUEH3UNI0 N CTaHET NoTOBbIM K UCMOJ1Ib30BaHMIO.

ESET Cloud Office Security nosib30BaTeJu

KOMNOHEeHT ESET LiveGuard Advanced BKJ1l04EH BO BCe YPOBHEBbIe NnLeH3un ESET Cloud Office Security.
MeTka ESET LiveGuard 0TOBparkaeTcs pAAOM C MAEHTUHOUKATOPOM nnLeH3un. Ecamn y Bac ecTb
ABTOHOMHas nuueH3nsa ESET Cloud Office Security, ESET nepeHeceT ee aBTOMaTUYeCKu.

BecnnaTtHoe NpobHoe ucnosnb3oBaHue ESET LiveGuard Advanced B
ESET PROTECT

Monb3oBaTenun ESET PROTECT MOryT 3anpocuTb becnaTHyo 30-AHEBHYIO IMLIEH3UO Ha NMpobHoe
NCNoJib30BaHMe ans ESET LiveGuard Advanced U3 cBoel 06/1a4HON KOHCOIN.

CBsA)XuTecCb C HaMMm

HanouTte napTHepa ESET ANS peweHmns ntobbix BONPOCOB, CBA3aHHbLIX C INLEH3NPOBAHNEM U
NOKYNKON CNyXbbl. Bbl MoXXeTe 06paTnTbCs B Cnyxby noanep>XKu ESET C MOMOLLbIO 3N1EKTPOHHOM
MoYThI, Yepes YaT uan no TenedoHy. [lonoNHMTENbHbIE CBEAEHUSA CM. Ha CTPaHULE C KOHTAKTHON
NHMOPMaLINEN.

AKTUBauus ESET LiveGuard Advanced

ESET Cloud Office Security noJsib30BaTeNu

KoMMNOHEeHT ESET LiveGuard Advanced BXOAUT B COCTaB JMLLeH3UM ESET Cloud Office Security. YT0bbI
BKJ1IOYUTb ESET LiveGuard Advanced, CO3D,aI7ITe M Ha3Ha4vbTe NOJNINTUKN.

NMonb3oBaTenu ESET PROTECT On-Prem U ESET PROTECT

B 3aBMCUMOCTY OT Cpefbl pa3BepHYTb ESET LiveGuard Advanced B CETU MOXHO pa3/iNyHbIMM
cnocobamu. CneflynTte yKasaHHbIM HUXE UHCTPYKLUUSAM.

I. MonyyeHune nuueH3nm ESET LiveGuard Advanced

¢ ESET Business Account N0Ab30BaTENN: NOJYYUTE JINLEH3NO ESET LiveGuard Advanced. Bbl
nonyynTte J'II/ILI,eH3VIOHHbII7I KJ1K04 MO 3J'IeKTpOHHOIZ no4yTe.
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* ESET MSP Administrator nonb3oBatenu: JobasbTe NMLEH3NIO ESET LiveGuard Advanced CBOEMY
3aKa34uKy B ESET MSP Administrator.

Il. AMNOPT NULEH3Un

* ESET Business Account MoJib3oBaTenn: CUHXPOHU3NPYNTE ESET PROTECT On-Prem CO CBOEN
yYEeTHOW 3anunchbio EBA.

* ESET MSP Administrator Mosb3oBaTenn: CUHXPOHU3MPYATE ESET PROTECT On-Prem CO CBOEW
YYETHOIN 3anucbto ESET MSP Administrator. (Y nonb3oBaTenein ESET PROTECT 06/1a4Hble NULEH3MK
CUHXPOHM3NPYOTCA aBTOMATUYECKN.)

AKTMBMpPOBaTb NPOAYKT ESET LiveGuard Advanced MOXKHO TO/IbKO C MOMOLLbIO JINLLEH3UMN U3 EBA
N ESET MSP Administrator.

ll. YcTaHOBKA NpoAyKTa 6e3onacHoCTH ESET

BbibepuTe CBOM CLEHapWiA 1 BbINOJIHATE yKa3aHHbIE HXKE AENCTBUS.

N\ Ha MOuX yCTPOMCTBax YCTAHOBAEH W aKTMBUPOBAH COBMECTUMbIN NPoAYKT 6e3onacHOCTM ESET

1. 3anyCcTUTE 3334y aKTUBALMN C BbIDpaHHOW AnLLeH3nen ESET LiveGuard Advanced.
2. Co3panTe N Ha3HaybTe MOJNTUKN, YTODbI BKIOYMTh ESET LiveGuard Advanced.

N\ Ha MouX yCTPONCTBAxX YCTAaHOBJEH TOJIbKO areHT ESET Management Agent

CnefynTe MHCTPYKLMSAM B pa3gene YaanieHHas YCTaHOBKA U aKTUBaLLUS.

N\ A ncnosb3yto ESET PROTECT, M Ha MOUX YCTPONCTBAX HE YCTAHOBJIEH NPOAYKT ESET

1.4706bl YCTAHOBUTb areHT 1 NPOoAYKT 6e30MacHOCTM Ha KOHEYHbIX TOYKax, cleaymnTe
WHCTPYKLMSM B PYKOBOJCTBE M0 JIOKaJIbHOMY Pa3BEpPThIBAHNIO.

2.3anycTuTe 3a7a4y akTMBaLLMK C BbIOPaHHON NnLIeH3nen ESET LiveGuard Advanced.
3.Co3panTe U Ha3HaYybTe NOANTUKM, YTOBbI BKJIIOYNTh ESET LiveGuard Advanced.

N\ A ncnonb3yo ESET PROTECT On-Prem, U Ha MOMX YCTPOMCTBAX He YCTAaHOBJIEH NPOAYKT ESET

1.4706bl YCTAHOBUTb areHT 1 NPOAYKTbl 6€30MaCcHOCTN Ha KOHEYHbIX TOYKaXx, clieaynTe
WHCTPYKLMSAM B PYKOBOJCTBE M0 JIOKaJIbHOMY Pa3BepThbIBAHUIO.

2.3anycTuTe 3a4a4y aKTMBaLUW C BbibpaHHOW AnLieH3men ESET LiveGuard Advanced.
3.Co3paNTe U Ha3HaYybTe NOANTUKM, YTOBbI BKJIIOYNTh ESET LiveGuard Advanced.

NMnopT nuueH3un B EBA

HeobxoauMblie ycnosus

* Y4yeTHas 3anuncb Nosib3oBaTens B EBA.

e JlnueH3ns ESET LiveGuard Advanced
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NUMnopT
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1.BonanTe B y4eTHy!0 3anucb EBA.

2.BbibepuTe JinueHsum > lo6aBUTL NNLLEH3UIO > JINLLEH3UOHHDbIN KJIIOM.

Licenses STaTUS |~ @ A

LICENSE FRODUCT

ESET PROTECT Enterprize

ESET PROTECT Elite

m
(]
m

3.BBeanTe CBOW JIMLEH3MOHHbIN KoY ESET LiveGuard Advanced 1 WwenkHuTe Lo6aBUTh
JINLEH3MI0, 4TOObI MMNOPTMPOBATL JINLIEH3NIO.


https://eba.eset.com

Add License

The License Key is in the confirmation email you received after buying it
online. If you bought it in a store you can find the key on the license card.

License key

If you have an existing Username and Password for your EST product, you
can 1en

4.MpuMnTe NNLLEH3MOHHOE CorflalleHne, ecain CornacHel € ero ycnosusamu. Ecnm nmnopt
npotues ycnewHo, B Crnncke JINLEH3UIN NOSIBUTCS HOBAs JINLIEH3NS.

JInueH3mns ESET LiveGuard Advanced MOXXET 00beANHATLCSA B NaKeTe C APYrUMM NpoayKTamMu Uan C
paboynMm MecTaMu ESET LiveGuard Advanced AN5t pa3IMyHbIX NPOAYKTOB ESET:

* ESET LiveGuard Advanced 0ns ESET Endpoint Security
* ESET LiveGuard Advanced 14 ESET Server Security

* ESET LiveGuard Advanced gn4 ESET Mail Security

CuHXxpoHu3auusa EBA ESET PROTECT On-Prem

HeobxoauMblie ycnosus

* JlnueH3uns ESET LiveGuard Advanced, UMNOPTMPOBaHHasA B Y4ETHYIO 3annchb EBA.
* pa3BepHyTas cnyxba ESET PROTECT On-Prem.

* AKTUBHOE NOAKJ/IOYEHME MEX Y CepBepoM ESET PROTECT 1 nopTasiom EBA.
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Ecnu Bbl y)Ke UMNOPTUPOBAAN CBOK YHETHYIO 3annCb EBA B Be6-KOHCOb ESET PROTECT,
BblbepuTe KoMaHay CUHXPOHU3MPOBATL B pa3aesie YNpaBJsieHne NNLEeH3UAMM, 4ToObI
NPVUHYANTENbHO 0OHOBMTbL CBELAEHUS O IMLEH3MMN B BeB-KOHCONN. [TOBTOPHO 106aBNATL CBOU
y4yeTHble AaHHble EBA He TpebyeTcs.

CuHXpoOHM3aLuSA

1.BongunTe B Be6-KOHCONb ESET PROTECT C npaBaMm agMMHNUCTPATOPa Win gpyroro
nosib30BaTesNA, UMELWEero 40CTaTOYHO pPaspeLleHuia.

2.BbibepuTe JONOIHUTENLHO > YNIpaBaieHne NULEeH3uAMM > [ledcTBus > lobaBuTh
JINLLEH3UIO.

License Management @ a0 v

Tags o
4 TLICENSE USER 22PUBLIC ID

@ EsET
ESET
ESET

License Management @ @ ESET

B EsET

This is where you can see the list of your

applied tags and quickly filter them.

(]

5 Synchronize Licenses

Synchronization successful (December

3.BbibepunTe NyHKT Bxon B y4€THYIO 3anucb ESET Business Account MM ESET MSP Administrator
M BBEAMTE [laHHble CBOEW Y4EeTHOWN 3anncm EBA.

4. Haxxmute KHornky flobaBuTb nuueHsum, 4Tobbl 106aBNTb NMLEH3NN U3 CBOEN y4ETHON
3anncun B ESET PROTECT On-Prem.

24



25

Add License

You can add your license using one of the following options:

o |ESET PROTECT HURB, ESET Business Account or ESET MSP Administrator

License Key e

‘N Offline License File

ESET PROTECT HUB, ESET Business Account or ESET MSP Administrator login

A

Password

Show password

ADD LICENSES ‘ CANCEL ‘




ECAv AMUEH3NOHHBI KoY ESET LiveGuard Advanced UMMNOpTUPYETCA HEMOCPeACTBEHHO B BED-
KOHCOJIb, 0TOBpa3unTca cneayowias owmnbka:

«He yaanocb fo06aBnTb MMLEH3MNIO C MOMOLLBIO JIMLEH3NOHHOMO KNoYa: JILEeH3ns BbigaHa ans
NPOAYKTa, KOTOPbIM HE MOXKET YNPaBNATb pelleHmne ESET PROTECT On-Prem. BBeaute apyryto
JNLEH3MI0. »

0na nMnopTa AnueH3um ESET LiveGuard Advanced BCcerga UCnob3ynTe YH4EeTHYIO 3annCb EBA nan
ESET MSP Administrator.

NobaBuTb NULEH3UI0 B ESET MSP Administrator

ESET MSP Administrator npeoCcTaBngeT ANUeH3uto ESET LiveGuard Advanced, KOTOpas COAEPXUT
paboyne mecTta ans:

* ESET LiveGuard Advanced 014 Endpoint Security U Server Security

* ESET LiveGuard Advanced g4 Mail Security

CyLeCcTBYIOT TaK)Xe JIMLLEH3UN C YPOBHAMM ANs ESET PROTECT, KOTOpble cogepxaT paboyune
MecTa ONn4d ESET LiveGuard Advanced:

* ESET PROTECT Complete

* ESET PROTECT Mail Plus

* ESET PROTECT Advanced

NMpoBepkKa AOCTYNHOCTU NpoAYyKTa ESET LiveGuard Advanced

26

1.BongmnTe B y4eTHYI0 3anuncb ESET MSP Administrator.

2.lLlenkHnTe KomnaHum > Boibepute knneHTa > MoppobHOCTM.

3.B pa3fene locTynHble NPOAYKTbI HallguTe ESET LiveGuard Advanced Vv YPOBEHB,
cofep»alimm ESET LiveGuard Advanced.

Mepen pobaBneHmem AMLEH3UN Bbl AOJHKHbI MPUHATL YCNOBUSA UCMOb30BaHNA (15 ESET
LiveGuard Advanced) Ha nopTane ESET MSP Administrator. ECIn 3TOT napameTp HeLOCTYNeEH,
YyCNOBUSA UCNOJIb30BAHNA AO/DKEH MPUHATL NPeACTaBUTE b Ballen MaTEPUHCKON KOMMaHUMK,
pykoBoAuTenb MSP UK NMoJsib30BaTesb C pa3peLleHnemM Ha 3anuchb B Bally KOPHEBYIO
KOMMaHuo.



My Second

Details
Company
@ LICense usage
My Second Company
E LICEenses
ab Activated units Email
Address Slovakia
£ Access rights VatID

o e Custom identifier
1 Letalls

@ Available products

ESET Endpoint Antivirus for Windows
ESET Endpoint Security for Windows

ESET Cloud Office Security (component)

m
m

SET LiveGuard Advanced

SET PROTECT Complete e

ESET PROTECT Enterprise

m

ESET Cloud Office Security

Ecnn y Bawero kiveHTa B pasfesie JoCTynHble NPOAYKTbl HET OLHOI0 U3 YPOBHEN,
COOTBETCTBYOLWMX TpeboBaHMAM, foDaBbTE ero B CBOK YHETHYIO 3aMnCb C NOMOLLbIO CBOEro
ANCTprnbbloTOpa (MNN MeHe)Kepa NoCTaBLLMKa ynpaBaseMbiX YCIyr).

NobaBneHue npoaykTa ESET LiveGuard Advanced

Ecnv npoaykT ESET LiveGuard Advanced He foCcTyneH B pa3aene MoapoOHOCTH BalLero KINeHTa,
nonpocuTe CBOEro ,EI,VICTpI/IﬁbiOTOpa nnn gncneT4yepa MSP ,D,OﬁaBI/ITb 3TOT NPOAOYKT B Bally YH4ETHYIO
3anncb ESET MSP Administrator.

Y7066l 406ABUTL MPOAYKT B pa3aen JoCTynHble NPOAYKTbI 3 Y4EeTHONW 3anucu AucTpubbloTopa,
BbIMOJIHATE ClefyloLune AencTaus.

1.Bonante B Y4eTHY 3anmncb ESET MSP Administrator.

2.UlenkHnTe anemeHT KoMmnaHum, BbibepnTe KaneHTa MSP 1 WwenkHuTe MoapobHble
cCBeAeHus.

3.HaxmMute KHonky A3MeHuUTb.
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Details

® License usage

B Licenses

an  Activated units Email
Address

£ Access rights Vat ID

i s

] Custom identifier
Details

@ Available products

ESET Endpoint Antivirus for Windows

4.UlenkHuTe danee v Ha 3kpaHe «Bblbop NpoaykToB» BbibepuTe ESET LiveGuard Advanced 1Unu
LAPYrYI0 INLEH3MI0, KOTOpPas COOTBETCTBYET TpeboBaHUAM.

5.HaxmuTe KHOMky [lanee.

6.llpocmMoTpuTe N3MeHeHUd B pasgene Ceoaka U LWesiKHUTe COXpPaHUTb.



Edit MSP Customer

Select products

Order preducts that best suits your customer needs

Select products

PRODUCT PLATFORM & E4 - ) R
COMPONENTS L

Bundled solutions  Standalone solutions  All solutions

PRODUCT QUANTITY

o IEI ESET PROTECT Enterprise t 1 -

Extended detection and response (XDR) that delivers enterpsise-grade visibility,
threat hunting and response options. ¥

Included salutions

Platforms

HEO )

o (7]

NobaBneHue nuueH3nm ESET LiveGuard Advanced KIMEHTY MSP

Ecnn y knneHTa umeeTcsa nnueH3ns ESET LiveGuard Advanced, Bbl MOXXeTe 0006aBUTb 3Ty NLEH3NIO AN1A
Hero.
1.Bonaunte B Y4eTHY0 3anncb ESET MSP Administrator.
2.lLlenkHnTe anemeHT KoMnaHum, BbibepuTte KnneHTa MSP 1 WenkHUTe JIMLeH3uM.
3.lLenkHnTe J,06aBUTL NULLEH3MIO (/11 3aNPOCUTL JIMLLEH3UIO).

4.YCcTaHoBUTE (PN1aXKoK pPsSiAOM C nosieM ESET LiveGuard Advanced 11 3aaliTe KOJIMYECTBO € AUHUL,.

5.HaxmnTe KHonky JLo6aBuTb.
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Add license

Order products that best suits your customer needs

el 9 PRODUCT PLATFORM 58 E4 PR 3%

. COMPOMNENTS = (=4 3 Bundled solutions  Standalone solutions Al solutions
PRODUCT 1 QUANTITY
i ESET P nterprise > det \’ 0
ESET LiveGuard Advanced t :

ESET LiveGuard Advanced provides another layer of security for ESET products like Mail Security and
Endpoint products by utilizing cloud-based sandboxing technology to detect new, never-before-seen
type of threats.

Included solutions

Platforms

=a

ESET LiveGuard Advanced MH(pOpMaLUA O JIMLLEH3UHN

JInueH3uns ESET LiveGuard Advanced SIBISETCSA NIMLEH3MEN C ypoBHAMM. MoapobHble CBeAEHUS MOXKHO
yBMAETb B Ballen Y4eTHOW 3anncu ESET MSP Administrator.
1.BonanTte B Y4eTHyt0 3anumcb ESET MSP Administrator.

2.llenkHnTe anemeHT KoMnaHum, Bbibepute KaneHTa MSP 1 WeNKHUTE JIMLLeH3uM.

3.llenkHnTe &l 3HAYOK PSAOM C NMUEH3MEN ESET LiveGuard Advanced, 4TO6bl pa3BepHYTb 3Ty

NINLUEH3NLO.
My Second . i
Cc:‘rnpan Licenses = LICENSETYPE = Alltypes ~ PRODUCT STATUS A v
r ).‘
®  License usage Licenses  License reguests
B Licenses 9 LICENSE PRODUCT CHANGE  cpppy)q UNITS
— OPTIONS
4 Activated units 02 333 3 ESET Endpoint Antivirus for Windows T 01
= 33 EESET LiveGuard Advanced on
2 Accessn ghts
ESET LiveGuard Advanced for ESET Cloud Office Security 02
i Details ES eGuard Advanced for Endpoint Security + Server -
ESET LiveGuard Advanced for Mail Security 072
B 333 FULL d Office Security 01
= JEEE] FULL ESET PROTECT Complete 4 0/3

Mocne ESET LiveGuard Advanced [00aB/IeHUS IMLEH3UUN CUHXPOHU3MPYNTE NINLLEH3MI0 C ESET PROTECT
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On-Prem.
Moaynu u nogMoAynum

Konm4yecTBo Moaynein — 3T0 KOMYECTBO pabounx MecT IMLEH3UM (YPOBHS), 151 KOTOPbIX pa3MeLleH
3aKa3 U BbICTaBAeH cyeT. KaXkablil yPOBEHb JIMLIEH3UN MOXKET UMETb Pa3/IM4YHOE COOTHOLIEHME
MoAyNien 1 NoAMoaynen AN Kaxxaoro BKJIOYEHHOr0 B HEr0 NPOAYKTa.

LICENSE PRODUCT S~ STATUS UNITS
J FULL ESET Endpaint Antivirus for Windows T 01
om “ULL B ESET LiveGuard Advanced Tier unit 01

ESET LiveGuard Advanced for ESET Cloud Office Security Subunit 0/2
ESET I__weGuarc Advanced for Endpoint Security + Server Subunit o1
Security
ESET LiveGuard Advanced for Mail Security Subunit
Mpumep pacnpeneneHns nogMonynen
YDOBeHb NMLEeH31n ESET PROTECT Complete:
. COMPANY LICENSE TYPE @ All types
License
|§| management PRODUCT STATUS | A v
LICENSE PRODUCT g;‘#gzg STATUS UNITS
=4 -FKR  FULL B ESET PROTECT Complete T 0/10
v ESET Endpoi ity ; ity /10 /
point Security + ESET Server Security 0/10
ESET LiveGuard Advanced for Endpoint Security + Server 0/10
Security -
ESET Full Disk Encryption 0/10
ESET Cloud Office Security (compaonent] 0/12
ESET Mail Security 012
‘_| ESET LiveGuard Advanced for Mail Security 0/12
N ESET LiveGuard Acdvanced for Cloud Office Security 012
ESET Vulnerability & Patch Management 0/10

CuHXxpoHu3aumnsa ESET MSP Administrator ESET
PROTECT On-Prem
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HeobxoauMblie ycnosus

* JInueH3ns ESET LiveGuard Advanced B Ballei y4eTHOW 3anuncu ESET MSP Administrator
* pa3BepHyTan cnyxba ESET PROTECT On-Prem.

* Heobxoanmo paboTatoLlee coeaUHEHNE MeXAay CepBepoM ESET PROTECT 1 NopTasioM ESET MSP
Administrator

Ecnn Bbl y>Xe MMNOPTMPOBAAN CBOK YHETHYIO 3anncb EBA B BE6-KOHCONb ESET PROTECT,
BbIbepuTe KOMaHAy CUHXPOHM3MPOBATDb B pa3jesie YnpaBaeHue ML EeH3UAMMU, 4ToObI
NPUHYAMTENbHO 0OHOBUTL CBELEHMNS O NNLEH3UN B BED-KOHCOW. MOBTOPHO f06aBNSTL CBOM
y4yeTHble faHHble ESET MSP Administrator He TpebyeTcs.

CUHXpOHM3aLuA

32

1.Bongute B BE6-KOHCOb ESET PROTECT C MpaBaMu aAMUHUCTPATOPa MU APYroro
NoJIb30BaTENS, UMEIOLLErO LOCTATOYHO Pa3peLleHnii.

2.lLlenkHnTe anemMeHT [loNONHUTENbHO > YNpaBJsieHUe MU eH3uAMM > lencTema >
Jlo6aBUTb NIMLLEH3UIO.

License Management & A O v

Tags
2 'LICENSE USER 22PUBLIC ID

B EsET
ESET

ESET

License Management B EsET

B ESET

{3 Synchronize Licenses

Synchronization successful (December

3.BbibepnTe NyHKT Bxom B y4€THYIO 3anucb ESET Business Account Maum ESET MSP Administrator
1 BBEAMTE [laHHble CBOEeW Y4eTHOWN 3anmcum ESET MSP Administrator.

4. Haxmute KHornky flobaBuTb nuueHsum, 4Tobbl 06aBNTb NNLEH3NN U3 CBOEN Y4ETHON
3anncm B ESET PROTECT On-Prem.
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Add License

You can add your license using one of the following options:

o |ESET PROTECT HUB, ESET Business Account or ESET MSP Administrator

License Key e

‘N Offline License File

ESET PROTECT HUB, ESET Business Account or ESET MSP Administrator login

A

Password

Show password

ADD LICENSES ‘ CANCEL ‘




ECAv AMUEH3NOHHBI KoY ESET LiveGuard Advanced UMMNOpTUPYETCA HEMOCPeACTBEHHO B BED-
KOHCOJIb, 0TOBpa3unTca cneayowias owmnbka:

«He yaanocb fo06aBnTb MMLEH3MNIO C MOMOLLBIO JIMLEH3NOHHOMO KNoYa: JILEeH3ns BbigaHa ans
NPOAYKTa, KOTOPbIM HE MOXKET YNPaBNATb pelleHmne ESET PROTECT On-Prem. BBeaute apyryto
JNLEH3MI0. »

0na nMnopTa AnueH3um ESET LiveGuard Advanced BCcerga UCnob3ynTe YH4EeTHYIO 3annCb EBA nan
ESET MSP Administrator.

AKTUBaLMA rpynnbl KOMNbIOTEPOB

|-|pl/l aKTMBaLUWMN HECKOJIbKUX KOMMbIOTEPOB B ESET PROTECT On-Prem unn ESET PROTECT VICFIOﬂb3thTe
YNPOLLEHHbIN MPOLECC aKTUBALIUN.

MpepBapuTenbHbie TpeOoBaHMA ona nonb3oBaTenem ESET
PROTECT On-Prem

* JInueHsna ESET LiveGuard Advanced, UMMNOPTUPOBaHHAsA B ESET PROTECT On-Prem.
* KNnMeHTCKMe KOMMbIOTEpPLI C Bepcmen ESET Management Agent HE paHee Bepcun cepaepa.

* AKTUBUPOBaHHbIA NPOAYKT 6€30MacHOCTM ESET C NoAAep»XKOW ESET LiveGuard Advanced.

MpeaBapuTenbHblie TpeboBaHMA pnA nonb3oBaTenen ESET
PROTECT

* JInueH3ns ESET LiveGuard Advanced, UMNOPTUPOBaHHas B EBA.
* AreHT ESET Management Agent Noc/ieiHE BEPCUM Ha BCEX KIIMEHTCKUX KOMMbIOTEPAX.

* [lpoOyKThl Ans obecneyeHns 6€30MacHOCTUN ESET Ha KNMEHTCKMX KoMMbloTepax (C noaaep)xKom
ESET LiveGuard Advanced)) YCTaHaBJINBAOTCA N aKTUBUPYHOTCA.

3apgavya aKTUBaL UM

1.Bonante B BeH-KOHCO/Ib.

2.llenkHuTe 3apaum > Co3paTth > KnmeHTckan 3apaya.
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https://support.eset.com/en/kb7695
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/9 ucnonb3yto ESET PROTECT

Tasks

Task Types

/[ Client Tasks
~ [&] ESET Security Product
~ [ ESET PROTECT
~ [B] Operating System
~ B Mobile
~ [&] Full Disk Encryption
“~ [B] Server Tasks
[ Static Group Synchronization
[ Agent Deployment
[ User Synchronization
[ Generate Report
[ Rename Computers

[F] Delete Mot Connecting Computers

Tags

0

‘ (5] Client Tasks (13) ‘

NAME

Mad...
activ..,
Upd...
Upd..,
Exp..
Upd...
Reb...
Soft...
Exp..

Prod

nt 3K

r
m

+
+ Server Task

Client Task

TAGS PR...

TYPE

Mod...
Prod..
Ope..,
Ope..
Exp...
Ope..,
Shut..,
Soft...
Sysl..
Prod...

Ope..



Tasks : o> 0O v

Task Types pel NAME

A B Client Tasks Stop managing - via context menu

~ [E] ESET Security Product

Product Activation (Enable Vulnerability & Patch Management) - via...

~ [&) ESETPROTECT

Update Operating System - via context menu
~ [E] Operating System
Modules Update

~ [E Mobile
~ F5] Full Disk Encryption Product Activation (Enable Vulnerability & Patch Management) - via...
[ Server Tasks Product Activation (Enable Vulnerability & Patch Management) - via...

() Generate Report Product activation - via ESET LiveGuard

51 Rename Computers
Product activation - via ESET LiveGuard

[] Delete Mot Connecting Computers
Product activation - via ESET LiveGuard
Product Activation (Enable Vulnerability & Patch Management) - via...
act
Reboot Computer - via context menu

Tags L

Bratislava

HybridResellerdDemo X

= AC

3.BeeguTe nm4 3agadn aktmBaumm u Bbl6epI/ITe AKTHUBaUMA NMPOAYKTa B Ka4eCTBeE TWMNa
3apgavnm.

4.HaxmunTe KHoMky MpoaosiKuTh.
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Mew Client Task

Tazks 2 Mew Chent Tazk

Basic

Tags 0

Description

Task Category

Tasks w

Task

5.LUlenkHUTE NnLeH3MI0, 4TOObI OTKPbLITh CMIMCOK NNLEH3WIA, 1 BbibepuTe AnueH3nto ESET
LiveGuard Advanced.

6.JlnLLeH31s ESET LiveGuard Advanced SIBSIETCS HYaCTbl0 YPOBHS. Pa3BepHUTE YPOBEHb U
BbIGEPUTE IMLLEH3MIO Ha MPOAYKT, KOTOPYIO HY>KHO MCMOJb30BaTh.

7.Haxkxmute kHonky OK.
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Please select license

Tags 0 A @

OWNER NAME CONTACT PRODUCT NAME UNITS SUBUNI

ESET LiveGuard Advanced for En.. 05
ESET Inspect
ESET Full Disk Encryptior

ESET LiveGuard Advanced for Ma... Q/2 I3 o6

ET LiveGuard Advanced for En.,

8.lLenkHuTe CBOAKa, 4TOObI OTKPLITL 0630p NapaMeTpoB 3a4auu.

9.Ecnu 3apayva npaBuibHag, HaXMUTe KHornky FoToso.

10. MNocsie co3paHna 3afa4m BaM HY)XHO 3aniaHnpoBaTh ee. LLenkHnte Co3paTb TpuUrrep B
OKHe npepynpexaeHus.

11. BBeanTe onucaHue Tpurrepa v HaxmuTe KHornky MpomonXuTb.

12. WenkHnTe [lo6aBuTb KOMNbIOTEpPbI 1M [Lo6aBUTbL rpynnel, 4ToObl 106aBUTH
KOMMbIOTEPLI AN19 aKTUBaUMn. YoeaunTech, 4TO NPOAYKTbl Ha BbiIOPaHHbIX KJIMEHTaX
COBMECTUMbI C ILLeH3MEN, BbibpaHHOM Ha ware 6. Haxxmnte kKHonky OK, a 3aTeM —
MpoaoMKUTSL.

13. Bbl MoXXeTe BbibpaTb TUN TpUrrepa. PekoMeHayeM UCMosb30BaTb NapaMeTp no
yMonyaHuio: Kak MOXXHO cKopee, KOTOpbIi 3anycKaeT 3ajady cpasy e nocsie Tpurrepa.
Ecnm Bbl BbibepeTe apyroii napameTp, NyHKT LLONOJIHUTENIbHbIE NapaMeTpbl —
peryniuMpoBaHue CTaHeT AOCTYMHbIM.



http://help.eset.com/getHelp?product=protect_admin&version=latest&lang=ru-RU&topic=admin_st_throttling
http://help.eset.com/getHelp?product=protect_admin&version=latest&lang=ru-RU&topic=admin_st_throttling

14. Haxxmute KHOMKY FotoBO, 4TOOLI 3alNlaHNPOBaTb 3a4a4vy aKTUBaLUN.

Mocne 3aBepLUEHNS aKTUBALIMM ILIEH3USI NOSBMTCA B pa3fesie NnoapobHoCTen komnbioTepa. B Beb-
KOHCONM NepeiauTe B pasfen KoMnbloTepsl, BoibeprTe KOMMbOTEP 1 WenkHuTe 1 MokasaTb
noppodbHocTu > MoapobHocTn > MPOAYKTbI U JINLLEH3UMN.

Used Licenses El

ESET LiveGuard Adva "ce:IIf:r Endpoint Security + Server Security

ESET Endpeint Secunity for Windows

AKTUBaUuUA Bbl6paHHbIX KOMNbIOTEpPOB

NMpepBapuTesbHble TpEGOBaHMH ANA nonb3oBatenen ESET
PROTECT On-Prem n ESET PROTECT

* JInueH3na nnn ypoBeHb 3allUunTbl ESET LiveGuard Advanced, UMNOPTUPOBaHHbIE B ESET PROTECT On-
Prem.

* KNiMeHTCKMe KoMnbloTepbl C Bepcuein ESET Management Agent, COBMECTMMOWN C BEPCMEN CEpBEpa.

* AKTUBUPOBaHHbIA NPOAYKT 6€30NacHOCTW ESET C NoAAep)XKol ESET LiveGuard Advanced.

NMpenBapuTenbHble Tpeb6OBaHUA ONA NoJsib3oBaTesien ESET
PROTECT

* JINueHsna nam ypoBeHb 3allnTbl ESET LiveGuard Advanced, MMNOPTUPOBAHHbIE B EBA.
* AreHT ESET Management Agent NOCNeQHEN BEPCUM Ha BCEX KJIMEHTCKNX KOMMbIOTEPAX.

* [MpoayKThl ons obecnevyeHns 6e30NacHOCTN ESET Ha KJIMEHTCKMX KOMMbloTepax (C NoAaepxxKon
ESET LiveGuard Advanced)) yCTaHaBJINBatOTCA N aKTUBUPYIOTCH.

* Hukora He ncnonb3ynTe NnLEeH3Mio ESET LiveGuard Advanced, UMAIOPTVMPOBAHHYI0 B KOHCOJIb
yOaJieHHOro ynpasjeHna ¢ NOMOLbIO JINLLEH3NOHHOI O KJ1l04a. Ecnm Y BaC eCTb TakKad
NNLeH3nd, yoananTte ee, a 3aTeM |/|Mr|0pT|/|py|7|Te eLle pa3_C ncnosib3oBaHMeM YYETHOW 3amnmcu
EBA nnun ESET MSP Administrator.

* MNepen UCNonb30BaHMEM NULLEH3MN ESET LiveGuard Advanced BCerga npoBepsnTe, akTUBMPOBAH
JIN NOO0EPXKMBAEMbIA MPOAYKT Ha LlESIEBOM KOMMbIOTEPE.

AKTUBaLUA U BKJIlOYEeHUe ESET LiveGuard Advanced B ESET PROTECT
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On-Prem WU ESET PROTECT

B ESET PROTECT On-Prem 11 ESET PROTECT NpeflyCMOTPEHa yrNpoLLIeHHAs akTUBaLus.

1.Bongute B Be6-KOHCOJIb.

2.lLlenkHMTe 3Ha40K MeHi0 KoMnbloTepbl.

3.YcTaHoBMTE (h1aXKOK PSAAOM C KOMMbOTEPAMU, KOTOPbIE HYXHO aKTUBUPOBATb, U LLENKHUATE

Hencteunsa > BKAOYUTb ESET LiveGuard.
et T

Computers : A O v
COMPUTERS
Groups =
A [ Al {1}

~ é8 Companies (0)

B3 Lest & found (2)

" Windows computers
e Linux computers
e Mac computers
Devices with outdated modules
Devices with an outdated operating system e
Tags ol

SHOW SUBGROUPS DAl 2

= < COMPUTER NAME IPA... TAGS STA.. LAST CONNECTED

December 20, 2023

December 20, 2023

Compiuter

i

%a o

Details

Scan

Metwork lsolation

? Connect via ROP

Power

. s Update

Q

This is where you can see the list of your
applied tags and quickly filter them

4.BbibepuTe Mex1y onTMManbHOM 11 6a30BOM 3aLLMTON.

t I Solutions
L
Tasks E

Send Wake-Up Call L == — I
(& Enable ESETINSPECT an-prem
e P

Manage
(" Deactivate Products
Tags..

Mute

Audit Log

5.MpoBepbTe KOMMbIOTEP, Ha KOTOPOM 6yeT aKTUBMPOBAHO peLleHmne ESET LiveGuard Advanced, B

paspene «O6beKThI».

6.LLlenkHnTe BKNOYUTDb, 4TOObLI BINOJHUTD 3adady.
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https://support.eset.com/en/kb7695

Enable ESET LiveGuard Advanced K

Select the computers on which you want to enable ESET LiveGuard Advanced. A
license and a policy will be assigned automatically. If no paid license is available, a
trial license will be used.

How is a license selected? (2

o Optimal protection BT LT

At-risk files, including document types that support macros, will be sent to a
secure ESET server for automated scanning and behavioral analysis. Access 1o
the files will be limited until they've been evaluated as safe. The ESET LiveGrid ®
feedback system will be enabled.

Basic protection

This provides a basic level of security where only a limited set of files will be
scanned. The protection is limited compared to the recommended setting. The
ESET LiveGrid ® feedback system will be enabled.

® Targets

A ik :

KoHcob yrpaBneHna oTnpaBJIAET 3a4a4vy aKTUBaLLMWN U NOJINTUKY Ha BbI6paHHbIl7I KOMMbIOTEP. ESET
LiveGuard Advanced BKJIl04aeTCA nocJsie cnepyowero nogkno4eHns areHta ESET Management Agent
(0BbIYHO B TEYEHME HECKOJIbKUX MUHYT).

YaaneHHasa YCTAaHOBKA U aKTUBaLUuA

C MOMOLLbIO 3a4a4 YCTAHOBKN ESET PROTECT On-Prem nnun ESET PROTECT MO>XHO B 0OHO ,D,eVICTBVIe
YCTaHOBMTb NPOAYKT 6e30MacHOCTM ESET, @ Tak)Xe aKTMBUPOBATb 1 BKAOYMTb ESET LiveGuard
Advanced.

1.BongunTe B ESET PROTECT BeO-KOHCOb.

2.lllenkHnTe 3apaum > Cospatbh > KnueHTcKas 3apava.

3.Beeaute ons 3agayun nmsa n BoibepnTe YcTaHOBKA NporpaMMHOro obecneyeHus B
pacKpblBalOLWLEMCSA MeHI0 3apada.

4.HaxmunTe KHOMkKy NMpoaosiKuTh.
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5.lLlenkHnTEe <Choose package> 1 BbibepuTe NoaxoaaLwmMi NpoayKT ESET.

6.Bb|6ep|/|Te JNINLUEH3MIO0 ESET, 4TObbI dKTUBNPOBATb NMPOAYKT.

7.YcTaHOoBUTE (pNlaxOK AKTUBUPOBaTb ESET LiveGuard.

8.BbibepnTe NoaAX0OAALLYI0 NMLEH3MIO ESET LiveGuard Advanced.

9.YcTaHoBMTE qZ)J'Ia)KOK anHMMaIO, €CJ1N Bbl COrJlaCHbI C ycJsioBUAMA NTNLEH3NOHHOIO
corjflawleHna n NoanTuKn KOHCpI/Iﬂ,eHLI,VIaJ'IbHOCTI/I NnPoAyKTa 6esonacHocTw.

10. Ha)xmMnTe KHOMKY 3aBepLUMTD.
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New Client Task

Tasks » Software install Task

Software installation settings

Package to install

Settings © Install package from repository

Install by direct package URL

Choose operating system

D Windows
Linux
mac0s
Android

Choose package from repository

Install the latest version

Allow to install the latest product version for which the EULA is accepted

ESET license

o | |Activate ESET LiveGuard

ESET LiveGuard will be activated with the license below on the computers targeted by this task.

Important: To enable and use the functionality, it has to be switched on in the computer's configuration. For example, by
assigning the "ESET LiveGuard - Enable” policy to those computers.

Protection settings

1 The ESET LiveGrid® feedback system

Enable The ESET LiveGrid ® feedback system (recommended)

1 Detection of Potentially Unwanted Applications

Enable detection of potentially unwanted applications

11. WenkHuTe Co3paTh TpUrrep.

12. Beegute pna Tpurrepa umMsa u wenkHute MpoaosXuTb.

13. WenkHnTe [Lo6aBUTbL 06BbEKTHI 1 BbIGEPUTE HYXHbIE KOMMbIOTEPBI AN FPYMMbl. HaxMuTe
KHoMky OK.

14. WenkHnte FoToBO, 4TObObLI HE3AMEANNTENBHO BbINOJHUTb 3afa4vy YCTaHOBKMW.



BkJ1l0O4eHUe U HAaCTPOoMKa cny)K6b| ESET
LiveGuard Advanced

NMpepBapuTenbHble TPeOOBaHMA AN aKTUBALUU

¢ YyeTHasa 3annck ESET Business Account UM ESET MISP Administrator, CBA3aHHas C
I'IO,EI,,EI,GD)KVIBaeMOVI KOHCOJ1bKO ynpaBJiIeHNdA

* YCcTaHOBNEHHAsA nnn pa3BepHyTaAa nogaepxvieaemad KOHCOJ1b YrpaBJeHNA

* YCTaHOBNEHHbIEe COBMECTMMbIE NPOAYKThLI be3onacHOCTN ESET

» [leicTBUTENbHASA NULEH3US ESET LiveGuard Advanced

* AKTUBMPOBAHHbIE NPOAYKTbI obecnevyeHns 6€30NacHOCTM C NULLeH3nen ESET LiveGuard Advanced

» Cny»x6a ESET LiveGuard Advanced, BKJIlOYEHHAs B MOUTUKAX COBMECTUMbIX MPOAYKTOB
obecneyeHns besonacHoOCTH

BkniovyeHue ESET LiveGuard Advanced B npoaykTe obecneyeHus
©e3sonacHocTH

¢ ESET Endpoint Security

» Kak co3aBaTh NOJUTUKMN U KaK OHU paboTatoT?

BknroyeHue ESET LiveGuard Advanced B ESET Cloud Office Security

CM. oHNanH-cnpaBKy ESET Cloud Office Security WM NOLWLAroBoe pykoBOACTBO.

KoHdurypauusa npoaykTta ESET ans
obecneyeHus 0e3onacHOCTH

ESET Cloud Office Security nonib30BaTesn

Y106kl NCNONB30BaTb ESET LiveGuard Advanced B ESET Cloud Office Security, CO3JalTe HOBYIO NOJIUTUKY
NN HaCTPONTE CyLLeCcTBYOLWY0. Mosib30BaTeNN UK TPYNNbl, KOTOPbIM Ha3Ha4YeHa 3Ta NOJINTUKA,
6yoyT UMeTb OONONHUTENbHYIO 3aWMTYy. 1S NONYyYeHUs OOMNOJHUTENbHbIX CBEAEHUIN CM. pa3gen
MNapameTpbl 3aLUThl A1 ESET LiveGuard Advanced.

/\. HacTpolika noJanTukn ESET Cloud Office Security
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1.ABTOpU3ynTECH B ESET Cloud Office Security.

2.WlenkHnte MonnTukm, Boibepnte NOANTUKY N HAXMUTE U3SMEHUTD.
3.lLlenkHnTe HacTPOMKM.

4.Pa3BepHUTE pa3fen ESET LiveGuard.

5.lenkHnTe nepeknoyaTesb ESET LiveGuard.

6.HaxxmuTte KHonky danee.

Policies » Create new policy > MNew policy

EXCHANGE ONLINE GENERAL

[ 1@

= 1 EXCHANGE ONMLINE ANTI-MALWARE
= 1 EXCHANGE ONLINE ANTI-SPAM

= 1 EXCHANGE ONLINE ANTI-PHISHING
=aN ONEDRIVE GENERAL

=3 ] ONEDRIVE ANTI-MALWARE

o I =l ESET LIVEGUARD |-"- e —

8

(5]

able LiveGrid feedback system.

8848

-~
|JI

[ o=

MNonb3oBaTenun KOHCONM ynpaBsieHus ESET

YT106bI BKOYNTL CYX0Y ESET LiveGuard Advanced Ha KJIMEHTCKOM KOMMbIOTEPE, N0Jb30BaTe b
L0JKEH BbIMOJIHUTbL HEOOX0AVMbIE YC/IOBMSA U CO3AATh MNOJUTUKY ANS HACTPOVKIK CyXKObl.

B Be6-KOHCOAM ESET PROTECT CO34aNTe HOBYIO MOANTUKY UAN U3MEHNTE CYLLECTBYIOLLYIO U Ha3Ha4ybTe
€e Ha KoMMbloTepax, rae Hy)>KHO UCNoJib30BaTb ESET LiveGuard Advanced.

Ecnn Bbl BKOYMTE ESET LiveGuard Advanced Ha KOMMNbOTeEpe, rae cnyxxba He akTBMpPOBaHa No
JIMLIEH3MN, HAaCTPOMKa He ByaeT NnpuMeHaTbCA. [ipyrne napameTpbl B N0OAUTUKe byayT
NPUMEHEHbI.

MapamMeTpbl ESET LiveGuard Advanced

1.ABTOPU3YNTECH B BED-KOHCO/IM Balle KOHCOMN yrnpaBieHns ESET, @ 3aTeM CO3[alTe uam
N3MEHUTE NOJIUTUKY.
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2.B pasnene MapameTpbl BbIbEpPUTE MPOAYKT M NeperanTe K:

ESET Endpoint 814 Windows Mogaynb obHapyxeHusa > ObnayHas 3aWwuTa
ESET Mail Security o151 Microsoft Exchange (Bepcusi 6 n KomnbtoTep > ObnayHas 3awmTta

BbILLE)

ESET Server Security AN Microsoft Server (Bepcmsa 6 n Mogynb obHapyxeHusa > ObnayHasa 3awuTa
BbiLLE)

ESET Endpoint for Linux (V7+) Mogaynb obHapyxeHus > ObnayHasa 3awmTa
ESET Server/File Security for Linux (V7+) Mogaynb obHapyxeHusa > ObnayHasa 3aWwmuTa

3.47106bI BKNOYNTB ESET LiveGuard Advanced, He06X04MMO aKTMBMPOBaTL BCe 3 NapaMeTpa B
pasgene ObnavyHas 3awmTa.

| | CLOUD-BASED PROTECTION @ o4

[ ] Enzble ESET LiveGrid ® reputation system {recommended)

[ ] Enzble ESET LiveGnd ® feedback system

L Enzble ESET LiveGuard

. HayunHas ¢ ESET Endpoint a1 Windows Bepcuun 10.1 1 6onee no3gHMX, oTNpaBka JOKYMEHTOB
BKJIlOYEHa NOo YMOJIHaHWUIO.

BKAOYUTb CMCTEMY penyTaunm ESET LiveGrid® icnonb3oBaHne cBeAEHUN O penyTaunm oT
(pekomeHpyeTcs) ESET LiveGrid®.

BknounTb cuctemy obpaTHOM CBA3W ESET LiveGrid®  OTnpaBka hainnos B 061aKo ESET.

BkNto4nTb ESET LiveGuard Advanced OTnpaBKa hanioB ons aHanu3a B ESET
LiveGuard Advanced.

4.Bbl MOXXeTe YTOYHUTb, Kakue thaiinbl cneayeT oTnpaBasTb B 061aKo ESET, eCav OHK
obHapy>XeHbl UK onpeaeneHbl Kak NoL03pUTENbHbIE.

OTnpaska 06pa3L0B BPY4HYIO ObecnevynBaeT BO3MOXHOCTb BPYYHYIO OTNPaBaATL 0bpa3ubl
B ESET (TO/IbKO B NpOAYyKTax Ansa Windows)

ABTOMaTU4eCKas OTrNpaBKa BbibepuTe, Kakne obpasubl cnegyeT aBTOMaTUYECKN

obHapy>xeHHbIx 06pa3LoB OTNPaBAATb B ESET 415 aHaM3a Npu UX BbIABJAEHUN MOAYIEM
obHapyxeHus.

NcnonHsemble daisibl, apxmBsbl, BuibepuTe TuNbl hannos, KOTOpbIE CnefyeT aBTOMATUYECKHN

cueHapuu, gpyroe oTnpaBasaTb B 06,1aK0 ESET 419 aHaNn3a, eCn JIOKasbHbIN

MoAaynb 0bHapyXeHus nx He obHapyxnBaeT. PekomeHayeM
paspewnTb OTNPaBKYy BCEX TUMOB (halisIoB.

CoobLieHns 3NEeKTPOHHOM MOYThI C OTnpaBKa COOBLEHNI 3TEKTPOHHOWN MOYTbI C BO3MOXXHbIM
BO3MOXHbIM CMlaMOM cnamoM. (TonbkKo A4 ESET Endpoint 415 Windows)
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Ypanatb ucnosiHaemble ansbl, JencTsre nocsie BbINOJIHEHUS aHasM3a.
apXxuBbl, CLLeHapuu, npoyune obpasLbl
N BO3MOXXHbIV Cram C cepBepoB ESET

JOKyMEHTbI OTnpaBKa OOKYMEHTOB. 3TOT MapamMeTp BKJIIOYEH MO
YMOJIHaHWUIO.

YOanaTb OKYMEHTbI C CepBepoB ESET  [lecTBME Nocsie BbIMOJHEHNS aHaIn3a.

NcknovyeHns CnncoK paclumpeHnii hannos, Ons KOTOPbIX HE BbIMOJIHAETCS
oTnpaBkKa. PacwmpeHns nobaensoTca B hopmaTe *.ext?,
roe:

* 0603HavaeT nms hanna;

ext ob03HaYaeT paclmpeHne Tnuna ganna;

? 0b03HaYaeT oAnH Heobsi3aTesNbHbIA CUMBOJI. 3TO
Heoba3aTeNbHO.

MakcuMManbHbIN pa3mep obpasLos MaKcMManbHbIN pa3Mep O0TNpaBieHHOro dainna.
(MB)

5.HacTporiTe nopor obHapyXeHns n AencTBUS, KoTopble ByayT NpeAnpUHUMAaTLCS NOC/e TOoro,
Kak ona danna byneTt onpeneneH NON0XKUTENbHbIA pe3ynbTaT Bhille NOPOroBOro 3Ha4eHus.

Paap.en: ESET LiveGuard onucaHuve u peKoMeHpauus
Advanced

Mopor obHapyxeHwus CraTtyc pe3ynbTaTa aHann3a, KOTOPbIA aKTUBUPYET BencTBue
nocne obHapy>XeHus.

LeincTBue npy obHapy>xeHun [leiicTBUE, KOTOPOE BhIMOSHAET NPOAYKT ESET AN obecneyeHus
6e30MacHOCTK, ecnu pesynbTaT aHann3upyemoro daina paBeH
nopory obHapy>xeHus 11 BbliLE ero.

MakcuMManbHoe BpeMs MakcrMManbHOe BpeMs OXXMAaHUS pe3ysibTaToB aHaan3a Ao

OXWAaHUs aHanmn3a (MUH.) L0OCTABKMN COOBLLEHNSA NN NONYYEHNS [OCTYNA K 3arpy>XeHHOMY
canny.

MpoakTMBHaA 3aWuUTa HacTponka yrnpexaatolien 3aumnThl. Bbl MOXXeTe BKIOYNTb

BbIMOJIHEHWE (hal/IOB, aHAIN3 KOTOPLIX eLLEe HE 3aKOHYEH.

6.3aBepLUNTE HACTPONKY MOJINTUKM, BbIBPaB KOMMbIOTEPLI UM FPYMMbI, A5 KOTOPbIX OHa
OyneT Ha3HavyeHa. HoBble NapaMeTpbl NPUMEHSAIOTCSA NOC/E CeAYIOWEN pernankauum Mexxay
CepBepoOM N areHTamm (06bIYHO 3TO 3aHMMAET HECKOJIbKO MUHYT).

YnpaBJsieHue noJIMTUKaMu

MoNMTMKKM NO3BONSAIOT NMPUMEHATb K KIIMEHTCKNUM KOMMNbOTEPAM HEKOTOPbLIE U1K BCE NMapaMeTpbl
K/IneHTa yaaneHHO N3 KOHCOJIN YyNpaBJIEHNA. Ka)kpas nosmTtuka OTHOCUTCA K OOHOMY MPOAYKTY ESET
ona bnsHeca, n Bbl MOXeTe NPUMEHATL €€ K rpynnamM nian oTaeNbHbIM KIINEHTCKUM KOMIMbIOTEPAM.
EC/in HECKOJIBKO MOJINTUK NPUMEHAIOTCA K O4HOMY KOMIMbIOTEPY, OHU obbeanHATCS Ans
COBMECTHOro npuMeHeHn4.

YT06bI NONUTUKM BCTYNWUAN B CUNY ONA KNINEHTOB, ESET Management Agent 00J1)KEH ObITb YCTaHOBJ1€EH
N HaCTPOEH ONnAa NogKAn4YeHNA K KOHCOIN ynpaBiieHNA.
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Co3paHue NnoJIMTUKHU

1.Bonaute B BeH6-KOHCOb.

2.lLlenkHnTe Monutukm > Cozpath NOJINTUKY.

es|:

Policies i ||| ACCESS Select M
-
Policies L
7 Al NAME  POLI..
¢ Custom Policies
. HTTP ... ESETEm
ESET Management Agent
A (@) Built-in Policies HTTR .. ESETEn:
Auto-updates HTTP.. ESETEm
l. o i i i
ESET Endpoint for Linw: (V7+) HTTP .. ESETM:
ESET Endpoint for macOS (VE) and Lin...
HTTP ...  ESET Ser
Tags jol HTTP.. ESETShi
Appli..  ESETM:
(] Conn. ESETM:
) Conn..  ESETMz
Conn... ESET Mz
This is where you can see the list of yi
Gener..  ESET Vir

applied tags and quickly filter them.

ACTIONS =

/N 9 ucnonb3yio ESET PROTECT
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Policies

Policies

(& ESETINSPECT Connector
A (@) Built-in Policies
Common features

ESET Endpoint for Linux (V7+)

ESET Endpoint for macQS (V7+)
[5) ESET Endpoint for Windows
ESET Endpoint Security for Android

[5] ESET Full Disk Encryption

ESET MDM for 105 & iPad05

Tags

Bratislava X

HybridResellerdDemo <

[&] ESET Endpoint for macOS (VB) and Lin...

ESET Mail Security for IBM Domino (V6.

[5) ESET Mail Security for Microsoft Excha...

[8] ESET Security for Microsoft SharePoint ...

Jol

t W

NAME

Device contrel - ...

Device control - ...

Firewall - Block al...
Legging - Full dia...
Legging - Log im...

Antivirus - Balanc...

Antivirus - Maxi...

Visibility - Balanc...

Visibility - Invisibl...

Visibility - Reduc...

Cloud-based rep...

@ ESET LiveGuar...

ESET LiveGuard - ...

ESET Endpoint fo...(15)

POLICY FRODUCT

ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpaint for V
ESET Endpoint for V
ESET Endpoint for V
ESET Endpaint for V

ESET Endpoint for V

FOFT P s =lat a2

3.BBeguTe nma n onncaHume noJINTUKN U LWeNKHUTe npOﬂ,OJI)KHTb.

4.Bbl6epV|Te COOTBETCTBYIOLLNA NPOAYKT ESET N4 obecneyeHns 6€30MacHOCTU 4S8 NOANTUKA 1

HaXXMuTe KHOMKY MpoaosIXuTb.

TAGS

5.Bbl6epVITe COOTBETCTBYHOLLNE KOMMbIOTEPLI WK rpynnbl KOMMbIOTEPOB, A4 KOTOPbIX HY>KHO

Ha3Ha4YnTb NOJINTUKY, N LLEJNIKHNTE npOp,Oﬂ)KlﬂTb.

6.B paznene CeBopka npenacTassieH 0630p napaMeTpoB NOAUTUKN. HaxxmuTe KHOMKY FoToBO,

4yTObbI NMPUMEHUTb NMOJINTUKY.

KaK HacTpouTb NOJANTUKY ESET LiveGuard Advanced?

MpuHUMN AEHCTBUSA NOJINTUKHM

B MacTepe nosnTukin BblﬁepI/ITe NPOoAYKT ESET, A8 KOTOPOro Bbl XOTUTE CO34aTh MOJIUTUKY.

Ka)xabl napaMeTp (CTpoKa) COCTOUT U3 Cieaywmx KOMNOHEHTOB:
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* OrpaHu4yeHme no Bepcum (Heoba3zaTensbHO)
* 3HayeHne NapameTpa
* Moacka3ska (AOCTYMNHO He ANd BCeX NapameTpoB)

Enable ESET LiveGuard

CTaTyc napameTpa 0Tobpa)KaeTcs, ec/in 3TOT NapaMeTp onpenesieH B NOJNTUKE U €C/IN OH
NMPUMEHEH K APYrUM NOAUTUKAM. HuxXe NpuBeaeHsbl MPUMeEpPsl MHANKATOPOB CTaTyCOB NapaMeTpoB.

— napaMeTp He aKTMBMPOBaH.

— napaMeTp BKJIOYEH.

4
— MapaMeTp NPUHYANTENbHO MPUMEHEH.,

Ec/in Ha 0AHOM KOMMbIOTEPE NPUMEHAETCH HECKOJIbKO MOJINTUK U UX NapaMeTpbl HacaeayTcs,
NoONNTUKN 06BbeanHATCA (Mo I'IOpﬂ)J,Ky). HononHnTenbHble CBEeAEHNSA O NONUTUKAX CM. B
OOKyMeHTaLun ESET PROTECT On-Prem.

NUcnonb3oBaHuUe ESET LiveGuard Advanced

Pabouun npouecc ESET LiveGuard Advanced ansa ESET Mail Security

Kaxxpoe coobueHne, nony4yeHHoe n obHapy>xeHHoe cny»x6o ESET Mail Security, CKaHUpyeTCa u
poctasnaeTcs. Ecam coobuieHne pacueHnBaeTCs Kak NoA03pUTENbHOE, OHO YAEPXXMUBAETCS Ha
npeLBapuTenbHO 3aaHHbI MEPUOS BPEMEHUN U OTMNPaBAAETCSA Ha aHaNU3 C UCMOJSIb30BaHNEM
YPOBHe 06HapyXeHWS.

ESET LiveGuard Advanced aHanu3upyeT (aisibl U BO3BPALLAET pe3yibTaTbl B NPOAYKT 6e30MacHoCTK
ESET. MPOAYKT BbINOJHAET JIOKabHYI0 04NCTKY Ha OCHOBAHWUW Pe3ybTaToB aHan3a U HaCTPoeK
MNOJSIMTUKN KaXK[I0r0 KOMMblOTepa.

MoapobHoe onvcaHue paboyero npouecca A5 ESET Mail Security CM. HUXe.
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Hold email
Deliver email

O

. Cloud Analysis Clean
Email
Local cleaning

Processing and @5@
scanning @
I’ i  Result: action

x_/ . ", Maliciouis o “

...........

Synchronize
with PROTECT

Pabouun npouecc ESET LiveGuard Advanced gnsa ESET Endpoint
Security/ESET Server Security

Hosble nin Bxoasime dainsibl BbIbpaHHbIX POPMaTOB, KOTOPblE 0BHAPYXMBAKOTCA peLlleHnaMu ESET
Endpoint Security/ESET Server Security, CKAHUPYIOTCS 1 OTKPbIBaOTCA. ECnun hann pacno3HaH Kak
NoL03pUTENbHbIN, OH OTMPAaBAAETCSA A8 aHain3a. 3TO YaCTb NNPOaKTUBHON 3aLuNThl. Bl MOXeTe
HaCTpPOWTb MEepPUOL 0XXnaaHus, B Te4eHue Kotoporo ann byaet 3abnokmposaH, a Nonb3oBaTesb
BbIHY>KJeH byaeT xaaTb pe3ynbTaTa aHasm3a. Pe3ynbTaTbl aHanM3a coxpaHaoTcs B 0bnayHyto 6asy
LaHHbIX B 0bnake ESET. MpoAyKT ESET ana obecneyveHns 6esonacHocTu OyneT BbIMOAHATb JIOKabHYO
O4YUCTKY Ha OCHOBE pe3ysibTaTOB aHasiM3a U napaMeTpoB MOJIUTUKN KaXXA0ro KoMnbloTepa (npowecc
HeMeaNIeHHO YHUYTOXAeTCs AN Npu CefyoLeM BbiMOSIHEHUN).

MoapobHoe onncaHne paboyero npouecca ESET Endpoint Security/ESET Server Security CM. HUXe.

Hold file
)

Result: @
p Fil Cloud Analysis Clean
ile
Processing and a@
scanning @ * Result:

* Maliciouis Local Cl_ea”'ﬁg
Y, I e action

= A

Execute file

Synchronize
with PROTECT
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Pabouun npouecc ESET LiveGuard Advanced ans ESET Cloud Office
Security

Kaxxablin thann, obHapy>XxeHHbIN ESET Cloud Office Security, CKaHMPYEeTCS U OTKpbIBaeTCA. Ecam moaynb
CKaHUPOBAHMA CHUTAET hann NOLO3PUTENbHBIM, OH OTAPABASET ero Ha aHanu3. PesynbTaThl
aHann3a coxpaHaloTcs B 0bnayHyto 6a3y faHHbIX B 06nake ESET. ESET Cloud Office Security BbINOAHSAET
LEeNCTBMA MO 04NCTKe COrJlacHO pe3ynbTaTaM aHasM3a U HaCcTporKaM nosnmTuky besonacHocTy. Ons
Nony4YeHNs AONONHUTENbHbIX CBEAEHUA 0 NOANTUKaX ESET Cloud Office Security cM. pa3gen [NapameTpsl
3alUNThl N4 ESET LiveGuard Advanced.

Clean:

No action

Malicious:

User can run the file

ESET Mail Security

Kaxpoe cooblieHne, obHapy»eHHoe ESET Mail Security C akTUBMPOBaHHOW CNy>X601 ESET LiveGuard
Advanced, NPOXOAMT NPOLLECC OTMPaBKK, NOKa3aHHbIN HUXe. [lapaMeTpbl NOANTUK ONpeaensoT
cnepyoulee:

* BpeMS yAep>XaHUs (TONIbKO A5 3alUWThl MOYTOBLIX ALWUKOB);
* onpefiesieHHbIe YPOBHU 6€30MacHOCTY;

* [encTBMe nocsie obHapyxeHus (ToNbKO A1 3alUnTbl XOCT-CepBepa).

ESET Mail Security C ESET LiveGuard Advanced o6ecneymBaeT 3aluTy MOYTOBbIX ALLNKOB, KakK
OMNCaHO HUXe. 3aLLI,VITa XOCT-KOMMbIOTEPa OCYLECTBNAAETCA TaK XE, KakK ONMMcaHo aoaA ESET

Server Security.
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]

1

1

: ESET Mail Security
i for Exchange
1

1

]

]

\

Company Perimeter

4

How ESET LiveGuard Advanced works

for Mail Security for Exchange

TN

¢

Scanning

Processing of
email

Save result to ESET
Azure DB

Internet )
%
‘/._,_/ Upload sample

Sample s being
analyzed

ESET Azwre Cloud

[uulu]
Egg Database

Results
Update Return update to
Email sent Result Resul r rr|i® products

S o o o o o o o o B i s

Upload

Re-checki
Sample status e-checking

||h| and information

shawed

metadata, for new results

Hold email for
pre-configured
time

s Delivers to user

0O S

Al company machings
with ESET LiveGuard

Check Threshold
2Z) policy

Checking timer

Scanner decides if

scanning in ESET

UveGuard |s required

Email queued

for delivery

AHanu3 coobuieHns npeacTaBnseT coboit YeTbipeXx3TanHbIiA NpoLecc:

1. CkaHupoBaHue coodLieHus

CoobuieHune 3arpy>xaeTtcst U3 IHTepHeTa nan gpyroro HENPOBEPEHHOI0 UCTOYHMKA. MpoayKT ESET
ans obecnevyeHuns 6esonacHocTn obpabaTbiBaeT N CKaHMpyeT coobLieHme.

Internet

ESET Mail Security

--
]
4

Mail processing
and scanning

<

2. AHanus3 coodLLeHun U g ocTaBKa

Ecnm Baw NPOOYKT obecneyeHns 6e30MacHOCTN NOYTLI NOMeYaeT coobLleHne ons npoesegeHnsa

aHa/M3a, OHO YAEePXXMBAETCS B TEYEHME 3alaHHOro Nepuoma BpemMeHu. Moka cooblieHne yaep»aHo,
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cny»xb6a ESET LiveGuard Advanced aHanM3npyeT BAoXeHWe. ECnu pe3ynbTaT aHasin3a YUCTBIN,
coobllieHne cpa3y Xe JocTaBnseTcs. Ecnm coobuieHne SBAsSeTcs BPeAOHOCHbIM, BbIMOJIHAETCS
CTaHIapTHas 04UCTKa. B cnyyae, ecnm pesynbTaT aHa/M3a He FOTOB B TEYEHME 3apaHee

onpenesieHHOro BPEMEHUN 0XXUAAHUS, MPoayKT obecneyeHns 6€30nacHOCTU OTNpaBaseT coobuieHmne

nony4datento. Ecnn pesynbTtaTt 6y,D,ET [OCTYMNEH Mo3)e, B Te4YeHne 2 MUHYT, BCE KOMIMbIOTEPHI

HEMEOJIEHHO 3a6n0K|/|pyr0T 3TO BJIOXKEHUE.

* YaepXXaHHble coobuieHmns rnepevyuncneHsbl B Cnncke ESET Mail Security. Bb|6ep|/|Te ESET Mail Security

> CepBMC > ESET LiveGuard Advanced, 4T0Obl YBUAETb CNNCOK YAEPXKAHHbIX COOBLLEHNIA.

s B I

Tools
Running processes
Reputation information powered by ESET
LiveGrid®

Gy Cluster
B Mot used

{—3 ESET LiveGuard guarantine
) Emails being analyzed by ESET LiveGuard

@ ESET Sysinspector
Tool to collect detailed information about system

Submit sample for analysis
Send file to ESET Research Lab

4 ESET LiveGuard quarantine

—1] Protection statistics
-' Threat and spam statistics

El ESET Shell
Command-line user interface

® Scheduler
Manage and schedule tasks

Quarantine
Safe storage of infected files

o=
=1

Time Estimated finish time  Envelope sender Recipients Subject

* MakCuMasibHOe BpeMs 0XXMUOaHUA BbIMOJSIHEHWS aHan3a HacTpanBaeTCsa B NOJAUTUKe ESET Mail

Security B pa3gene Komnbtotep > ObnayHas 3awmTa > ESET LiveGuard > MakCMManbHOe BpeMs

OXnoaHna pe3ynbTaToB aHa/n3a.

54



Local mailbox ESET Mail Security ESET Cloud ESET PROTECT

Analysis
needed?

®

R aat

Hold email

— Report
O — status

3. MpepnocTtaBneHune obwiero pocryna K pesysbTaTam
aHanu3a

ESET LiveGuard Advanced UCMONIb3YET YeTbIpe OTAENbHbIX YPOBHSA 00Hapy>xeHus. Pe3ynbTaTbl aHann3a

coxpaHaTcs B 6a3e aaHHbIX B 06n1ake ESET. ba3a AaHHbIX KaXXAyl MUHYTY CUHXPOHM3NPYETCS C ESET
PROTECT On-Prem. Bce KOMMbIOTEPBLI, Ha KOTOPbIX aKTWBMPOBaHbI NPOrpaMMa ESET LiveGuard Advanced 1
NpoayKT 6e30nacHOCTY ESET, TakXXe CUHXPOHMU3UPYIOTCA C 0671aKoM ESET KaXKAble 2 MUHYThI.

ESET Cloud ESET PROTECT

All company
machines with
ESET LiveGuard
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4. OueHKa M OYUCTKA

Pe3ynbTaTbl aHaM3a TakXxe oTrnpaBnasaoTcsa obpaTHO B NPoAYKT ESET ans obecneyveHuns
6e3onacHoCTK, a coobLLeHne CHoBa CKaHupyeTcs. Ecnm cooblueHne He 3apakeHo, OHO AOCTaBNAETCA
(ecnn nepuop yaepxaHus yxxe NUCTeK).

HacTponkn ons oencTenii 04NCTKM 1 0bHapy XeHUs HaCcTpanBaloTCsa B KaTeropun Cepep noMTHUKK
ESET Mail Security.

Local mailbox ESET Mail Security

Policy

Threshold
check
|

v

: : Is the
Deliver email @

email clean?

NGO
N}

-
Cleaning action

A

ESET Endpoint Security U ESET Server Security

Ina Ka)xgoro ¢anna, obHapy>XeHHOro nocpeacTBoOM ESET LiveGuard Advanced npu nomoLyn ESET
Endpoint Security WK ESET Server Security, BbIMOJIHAETCSA NPOLECC OTNPAaBKMW, MOKa3aHHbIN HXE.
icnonb3ynTe napaMeTpbl CBOEN NOANTUKIN AN ONpedeneHns ypoBHen 6e30nacHOCTM U 4eNCTBUIA N0
OYUCTKEe ONS rpynn uan oTAeNbHbIX KOMMNbIOTEPOB.
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How ESET LiveGuard Advanced works

for Endpoint or Server Security

File created
Save result to ESET

Azure DB

Q00 gSET Azure Cloud

Return
Result

o o e g, WSy Y

! . Sample status
||Land information
showed

! -

| ¢

|

I Malicious
| ESET security

| product a
|

|

|

|

|

1

@F“" edm[g:;:mreshm I ; Ched:lclmn
proactively ¥
Scanning

ESET LiveGuard

blocked wntil
scanned
Cle
-
is required

o T o B i o B P B S

Company Perimeter

Scanner decides

if scanning in

All company machings
with ESET LiveGuard

AHanus3 canna npeactasnaseT cobon YeTbipexaTanHbI NpoLecc.

1. CKkaHupoBaHue danna

®ann 3arpyxaeTtcs u3 VIHTepHeTa, KONMPYeTCa Ha KOMMbOTep Uan cozgaeTcs. MpoayKT ESET ans
obecneyeHns 6esonacHocTn obpabaTbiBaeT 1 CKaHMpyeT dai.

Internet
Local machine

ESET Endpoint
ESET Server Security

@ File

Processing and
scanning
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2. AHanu3 canna

Ecnu npopyKT ESET onpefenseT, 4To (ann Heo6xoaumMo npoaHann3mpoBaTb, aisl OTNPaBASeTCA Ha
aHanun3. ®ann obpabaTbiBaeTCA Ha YeTbIpeX OTAENbHbIX YPOBHAX 0OHapyXeHuns, Nocse Yero
npenocTaBsifeTca pe3ynbTaT. Pe3ynbTaThl NepeaatoTcs B ESET PROTECT On-Prem. ECn aHanns He
HY>XeH, NpoLlecc 3aKaH4MBaeTCA.

ESET Endpoint

) ESET Cloud ESET PROTECT
ESET Server Security ou

Analysis
needed?

®

8 — Report
8= status

END | |

O, o

3. MpepocTaBneHue obLero pocryna K pesyabTatam
aHanu3a

Pe3ynbTaTbl aHa/M3a COXpaHsTCs B 6a3e AaHHbIX B obnake ESET. ba3a AaHHbIX CUHXPOHU3MPYETCS C
ESET PROTECT On-Prem Ka)kZble B€ MUHYTbI. Bce KOMMNbIOTEPbI C aKTUBNPOBaAHHbLIM ESET LiveGuard
Advanced nony4yaloT 06HOBNEHHYO MHDOpPMaumMio n3 obnaka ESET.
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ESET Cloud ESET PROTECT

\ 4 All company
ESET cloud machines with
database ESET LiveGuard

*— -
p— —b— =

! T

|

, K/ '

.~ e

4. OueHKa NNOKAJIbHOWU NOJINTUKMU

Pe3ynbTaTbl aHa/M3a TakXKe OTNPaBAsoTCS 06paTHO B NpoAyKT ESET ans obecneveHuns
6e3onacHocTn. Ha oCHOBE MapaMeTpoB O4YUCTKM, ONpefeNieHHbIX B Ballen NOANTNKE, NPOAYKT ESET
onpenensieT, Kakoe AeNCTBME HY)KHO NPeANPUHATL: HUKaKoe, O4UCTUTb UIN YAANUTb.

* Mopor obHapyxeHns HacTpamnBaeTCsa B Ballen NOANTUKe ESET Endpoint Security / ESET Server
Security B pa3gesie Mopaynb obHapy>xeHusa > ObnavyHas 3awmTta > ESET LiveGuard Advanced >
Mopor obHapyXxeHus.

* [lencTBue, KOTOPOE HEOOXOAMMO BbIMONHUTL NOCAe 0OHAPY)KEHNS YrPO3bl, HACTPaNBAETCA B
NoNNTUKe ESET Endpoint Security / ESET Server Security B pa3gene Moaynb 06Hapy)Ke|-|m1 >
OGnayHan 3awmTa > ESET LiveGuard Advanced > [leicTBue nNo oGHapy>XeHuu.
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Internet ESET Endpoint
Local machine ESET Server Security

-
Policy

Threshold
check
[
{

@ s the
=" file clean?

| ®
|
|
I |
| Q)
. |
;7 END -
\ (D " Process
A /’j the file

[pymep yBeLoMIeHNS

Ecnn pelueHne ESET LiveGuard Advanced OLeHMBAET (halsl Kak HeYUCTbIN, ESET Endpoint Security
BbIMOJIHSAET AENCTBUE MO 04nCTKe. MNocne yaaneHus gaina cnctema otobpakaeT Ans
nonb30BaTeNs Clelylolee yBeaoMIeHNe:

er

A Threat removed

A threat | 1 was found in a file that
m Windows Explorer tried to access.

The file has been deleted.

Learn more about this message

ESET Cloud Office Security

PelleHwe ESET Cloud Office Security MCM0Jib3yeT ESET LiveGuard Advanced AJ19 aHaJin3a HOBbIX Yrpo3. Emy
He Hy>KHa KOHCOJ1b yrpaBieHns ESET (ESET PROTECT On-Prem / ESET PROTECT ). Takne cBefeHunsd, Kak
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CMUCOK BCEX OTNPABEHHbIX PaIoB N UX pe3ynbTaTbl, NPUCYTCTBYIOT TONLKO B ESET Cloud Office
Security.

* ESET Cloud Office Security He NnepefaeT 0TYEThbl B KOHCONM YNpaBJsieHUs ESET, fa)Xe eC/ KOHCOb
NOLKJ/OYEHA K TOW e YY4EeTHOWN 3anuncu INLeH3nu.

* ESET Cloud Office Security nepefaeT AaHHble 06 06HapyXXeHMAX Ha KOHEYHbIE TOYKMN,
NOOKJIIOYEHHbIE K TOW XK€ YH4E€THON 3arnncu AnULEeH3NN.

* ESET Cloud Office Security MOXXET OTNPaBAATb NOLO3PUTENbHbLIE BNOXKEHUS 3JIEKTPOHHOWN MOYThI
1 0bpasubl, K KOTOPbIM NpPefocTaBneH obLWMin [OCTyN B Microsoft SharePoint, Teams U Apyrux
KoMnoHeHTax Office 365.

How ESET LiveGuard Advanced works
for ESET Cloud Office Security

) Results update

to products
Q Sample is being
anatyzec

Save result to ESET

Azure D8

000 ESET Azure Cloud
D00 Database

Motification about

' new email, file,

SharePoint site,

Al company machines

with ESET LiveGuard

_l(_.—\‘:
g
£f
Zg
-
.

) _/". \_ Conversation...

Scanning

ESTE Cloud Office Security actions

AHann3 anna n3 ESET Cloud Office Security npeacTaBnseT cobon YeTbipexaTanHbI NpoLecc.

1. CkaHupoBaHue canna

B obnayHoM xpaHunuile obHapyXnBaeTcs HOBbIN hai. Moayib CKaHUPOBaHUA ESET obpabaTbiBaeT
N CKaHWpyeT 3TOT han.

2. AHanu3 ¢anna

Ecnn ckaHep ESET onpegenseT, 4To ann HeobxoamMo npoaHann3npoBaTh, hann oTNpaBaseTcs Ha
aHann3. Pann obpabaTbiBaeTCA Ha YeTbIpeX pa3HbIX YPOBHAX 0bHapyXeHuns, nocse Yyero
NnoJly4YeHHbIN pe3ynbTaT nepenaeTcs B ESET Cloud Office Security. EC/IM aHann3 He Hy»XeH, npouecc
3aKaH4YMBaeTCH.

3. MpepnocTtaBneHune obuwero pocryna K pesynbTatam
aHanusa

Pe3ynbTaTbl aHaM3a COXPaHAOTCA B 6a3e faHHbIX B 061ake ESET. PesynbTaTbl HeMeaneHHO
nepenarnTCca Ha BCe KOMMbIOTEPDLI, KOTOPbIE Obln adKTNBNPOBaHbI C MOMOLLbIO TOW Xe y‘-lGTHOI?I
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3annUCcn INLEH3MN N Ha KOTOPbIX aKTUBHO peLleHne ESET LiveGuard Advanced.

4. OnpepeneHue nencTBUA NOJIMTUKOM ESET Cloud Office Security

Pe3ynbTaTbl aHaM3a OTNPaBAAOTCA Ha3a B Balle pelleHue ESET Cloud Office Security. OHO BbIGUpaerT,
KakKoe OeNCTBUE HYXXHO NPeanpuHAaTb (HUKaKoe, 04UCTUTb AN YOanuTb), B COOTBETCTBUN C
napaMeTpaMm O4YNCTKKN, 3aaHHbIMWX B MNOJINTUKE. ,D,J'IFI nonyyeHma oonoJHNTENbHbLIX CBe,EI,EHVIl7I CM.
pa3zaen NapaMeTpbl 3alMUThl 414 ESET LiveGuard Advanced.

NMpoakTUBHaA 3alUMUTa

MpoakTuBHaA 3aLmnTa 06HapyXMBAET (Daiibl 13 CNefyoLNX UCTOYHNKOB:
* 3arpy>XeHHble C MOMOLLbIO NMoaAepX1Baemoro Beb-bpaysepa;
* 3arpy>KeHHble 13 NOYTOBOr0 KNNEHTa;

* N3BJ1e4eHHbIE N3 He3aLLII/ICt)DOBaHHOFO nnn 3aLIJI/IqI)DOBaHHOFO apXuBa C NMOMOLLbIO 04HON 13
noaaep>XmBaeMbixX NporpamMm apxmesauni,

* NCMNOJHAEMbIE N OTKPbIBaeMble halisibl, PaCnoioXeHHbIE Ha CbeMHOM YCTPONCTBE.

Ecnn cpa|7|r| noaoo3puTeneH, NpPoakTMBHaA 3alllTa 6}'IOKVIpyeT €ro BbINOJIHEHNE 00 3aBepLUEHNA
aHanM3a Ha YPoBHAX 0bHapy XeHus.

nop,p,ep)Ku BaéMbie NPUN0oKEeHUNA " YCTPOﬁCTBa
ITa (hyHKUNS JOCTYMHA A NPOLYKTOB M YCTPOMCTB C:

* Windows — BCe nogaepxunsaemMble NpoayKThel ESET Endpoint, ESET Server Security Ha4uHas C
Bepcum 7.2, ESET Mail Security HauymMHasa ¢ Bepcum 7.2.

* Linux — BCe NognepXmBaemble NPOaYKThI.

MNoapep>xuBaeMbie NPUNOXKEHUA B Windows

Internet Explorer Microsoft Outlook WinRAR USB-HakonuTesb
Microsoft Edge Mozilla Thunderbird WinZIP MeCcTKnn gucK ¢ NoOKJ4YeHnem
yepe3 USB
Chrome Microsoft Mail BCTpoeHHbIn CD/DVD
pacnaKoBLUUK
NPoBOAHWKa Microsoft
Firefox 7zip AnckeTa
Opera BCcTpoeHHOe yCTPONCTBO YTEHNS

KapT NaMATn
bpaysep Brave
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http://help.eset.com/getHelp?product=ecos&lang=ru-RU&topic=policy_edtd
http://help.eset.com/getHelp?product=ecos&lang=ru-RU&topic=policy_edtd

®annbl, CKONMMPOBaHHbIE C MOMOLLbIO [IPOBOAHMKA Microsoft U3 NCKJTIOYEHHOIO PaCcnoJIOKEHNS B
1 3almieHHoe, 6J10KMPYIOTCA NPOAaKTUBHON 3aLLMTON, NOCKOJbKY peLleHune ESET LiveGuard
Advanced pacno3HaeT explorer.exe Kak NporpamMmy Ans apxmsauuu.

Moppep>xuBaeMblie NPUIOXKEHUS B Linux

Beb6-6pay3sepbl| Mo4TOBbLIE KIMEHTDI MporpaMMbl CbeMHble HoCcUTenmn
apxuBauum

Chrome Mozilla Thunderbird He nopoepxvBaeTci B USB-HakonuTesb
Linux
Firefox Evolution MXecTkun OUCK C NOOKNKYEHNEM
yepes USB
Opera Mailspring CD/DVD
Brave Browser KMail dunckeTa
Vivaldi Geary BcTpoeHHOe yCTPONCTBO YTEHMA
KapT namaTtu
Mutt
claws mail
Alpine

ESET Cloud Office Security nonb30BaTeJin

[MpoaKTMBHAA 3aLMTa He4OCTyMnHa B ESET Cloud Office Security.

KoHdurypauumsa ESET Endpoint Antivirus

HacTponTe napaMeTpbl NPOAKTUBHOW 3aLLMTbl, MCMOb3YS NOJUTUKY.

B Beb6-KOHCONM nepenanTe K NoanNTNKaM, CO34alNTe HOBYIO UM N3MEHUTE CYLLECTBYIOLLYIO MONUTUKY,
BbibepuTe LieneBo NPoayKT ESET, Bbibepute Mopynb obHapy>xeHusa > O6navyHas 3awmrta > ESET
LiveGuard Advanced > lI[poakTuBHas 3aLumTa.

* PaspelunTb BbINOJIHEHME HEMeAJIeHHO — M0J1b30BaTeslb MOXET BbINOJHUTL (haiin, aaxe
€C/IN ero aHaAu3 eLle He 3aBepLueH. Mpu nosyyYeHun pesyabTaTa aHasn3a NpoayKT ESET
npeAnpuyMET COOTBETCTBYOLLNE LeACTBUS.

i BJ'IOKVIpOBaTb BbiMOJIHEHUE A0 NOoJZIYyYeHUA pe3ynbTaToB aHAJIU3a — M0J/Ib30BaTEJlb
OOJIKEH 00XOaTbCA 3aBepLUeHnAa aHan3a q)a|7u1a, 4T06bl BLINOJIHATL 3TOT (pa|7|n.

| DETECTION ENGINE (s ) ‘ CLOUD-BASED PROTECTION o oe 4
-
val-time file system :_--:-.-_-'-'-/f B eseT LiveEGUARD I © oe 4
| I Cloud-based protection I [ 2 ]
[ Detection threshold ol =7.0 | Highly Suspicious w
HIPS ® Action after detection o) =70, Kill running process and clean i
IPDATE ® Proactive protection Bl =72 Allow execution immediately v
]
METWORK PROTECTION

WEB AND EMAIL
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Ncnonb3oBaHUe NPOAaKTUBHOM 3aLLMUTDI

Mpn 0bHapy>XeHnn NoA03PMTENLHOrO (haiia onepaunoHHasa CUCTEMA MOXXET BbIBECTH
npeaynpexaeHune, ecny gain 3anyckaeTtcs Bnepsble. [poayKT ESET oTobpakaeT cBeaeHns ob
aHanu3smpyemom anne. Ecnm aHann3 3aBepllaeTcs 40 NepBoro 3anycka gawnna, ysegomsaeHme
dann Ha aHanu3se He oTobpakaeTcs.

Monb3oBaTenu Windows

B 3aBMCMMOCTM OT NapaMeTpoB KOHMOUrypaLmmn Windows MOXXET pa3pellnTb UK 3anpeTuTb
BbINOJIHATL 3TOT (Paiia BO BPEMS aHasn3a.

QOpen File - Security Warning ¥
The publisher could not be verified. Are you sure you want to run this | C\Users\Administrator, Downloads\testfile(9) bat X
software?

(& | MName:  CA\Users\Administrator\ Downloads\testfile(9).bat 9 Windows cannot access the specified device, path, or file. You may not have the appropriate
Publicher: Uni Publish permissions to access the item.
Type: Windows Batch File

From: C\Users\Administrator\ Downloads\testfile(9).bat - |

I Run I I Cancel esfl) ENDPOINT ANTIVIRUS

b Always ask before opening this file ) )
File blocked due to analysis

E This file does not have a valid digital signature that verifies its

lisher. ¥ houl software f lish ’ - - . ¥ 2 X .
B e fhon CLORY I a0 A fom pEaScA yod thi ESET LiveGuard is analyzing the file to ensure it's safe to

use. We will notify you in a few minutes.
Learn more about this message

Monb3oBaTenm Linux

MpoAyKTbl ESET Server Security AN Linux He 0Tobpar)kaloT npeaynpexaeHue o BbINoJHALWeMCs
aHanuse. Mpu nonbITKe 3aNycTUTb (hans, 3a610KMPOBaHHbIA MPOAKTUBHOMN 3aLLUTON:

* cucTema Linux 0To6pa3unT coobuieHme 06 oTkase B JOCTYNeE;
* TepMUHanN Linux 0Tobpa3nt coobuieHne Operation not permitted.

ESET Endpoint Security oTobpa)kaeT rpacdmyeckoe npeaynpexaeHue, ecnm ncnosb3yetcs B OC Linux €
rpau4eckum NHTepgencom:

@ Fileinanalysis
"bash” tried to access the file ("izevHXNEFo.sh"), which is being

analyzed for malware. This can take several minutes. You will be
notified when the file is ready.

Pe3synbTaTbl aHaNn3a

PEByJ‘I bTaT AOCTaBJifeTCAa BOBpeMA

B KOH(UrypaLum MoXXHO HAaCTPOUTbL MaKCKMaslbHOE BPeMS 0XXMAAHUS aHann3a. PesynbTaThl,
LOCTaBNIEHHbIE 3@ 3TO BPeMSsi, 0TOOparkatoTCs Ha 3KpaHe.
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* ®ann be3onaceH:

esy

File safe to use

ESET LiveGuard has analyzed a file. It is safe to use.

Learn more about this message

» ®ain Npu3HaH BPpeAOHOCHbIM 1 3a6/10KMpPOBaH:

les[:y

A Threat removed

A threat ( ) was found in a file that
i Windows Explorer tried to access.

The file has been deleted.

Learn more about this message

He yaAanocCb foCtaBuUTh pe3yinbTaT BOBpeMA

Ecnn aHanns onanTca fosblie MakCuMalslbHOro BpeMEHN OXXnaaHn4, (pa|7|n ocBoboxpaeTcs ans
NCrosib30BaHWA, a Bbl NoJly4aeTe yBeJoMJieHNE O NMpoao/KaloLweMca aHalnse.

(es[
File still in analysis

ESET LiveGuard needs more time to analyze the file.
Please wait a few more minutes. You can also use
the file if needed, but we don't recommend it.

Learn more about this message

Ecnn aHann3 noaTBep)XAaeT, YTo (haiiNl SBNSETCS BPeAOHOCHbIM, MPOAYKT ESET BbIBOAWNT
npefynpexaeHne u NnpuHMMaeT COOTBETCTBYIOLME [EeACTBUSA.
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NMpocMOTp cnNUcCKa oTnpaBJsieHHbIX hanusioB

B pa3gene OTI'IpaBneHHbIe (baﬁnbl Bbl MOXKETE NPOCMOTPETHL CMNCOK q)a|7|nos, OTMNpaB/1EHHbLIX B ESET
ONnd aHann3a ¢ NOMOLLbIO ESET LiveGuard Advanced, ESET LiveGrid® WM Bo BpeMSA CKaHUPOBaHUA
3NEKTPOHHOM NOYThbI. MOAHBIN CANCOK OTNPaBAEHHbIX (haiIoB BUAEH aMUHUCTPATOPY BEB-KOHCON.
STa yHKUMA Takxe paboTaeT, Koraa nosib3oBaTeNb He aKTUBUPOBaN ESET LiveGuard Advanced. Mo
YMOM4aHMIO AOCTYMHbI TONIbKO OTAPaBKU panioB 13 ESET LiveGrid®.

B meHio OTnpaBneHHble dainibl NoJSib30BaTENIO BUAHbI TONbKO (Dalisibl, OTNPaBIEHHbIE C
KOMMbIOTEPOB, Ha KOTOPLIX Y M0JIb30BaTENS €CTh Kak MUHUMYM pa3peLleHne Ha YTEHUe.

* MepBas oTnpaska: B 3ToM cTonbue oTobpakaeTcs BpeMs, Koraa rnosb3oBaTeNb BNepsbie
oTnpasua hann.

* NMocnepHan obpaboTka: thait1 MoXeT OblTb OTMNPaABNEH A1 aHaM3a MHOFOKPATHO CO
MHOMMX KOMMbIOTEPOB M OT pa3HbIX KOMNaHWiA. B 3ToM cTonbue oTobpaxkaeTcs BpeMsi, Korga
KOMMaHUs B NOCAeAHWUIA pa3 oTnpaBuaa gai.

/N 9 ucnonb3yio ESET PROTECT On-Prem

Submitted Files SHOW SUBGROUPS

Groups 2 FILE HASH STA.. STATE ~ FIRSTSENTON
A B A @ @) ©  December1s 202311
~ & Companies
3 Lost & found
v Windows computers
N Linux computers
License Management v Mac computers
Devices with outdated modules
Devices with an outdated operating system
Tans o

/N 9 ucnonb3yio ESET PROTECT
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Submitted Files : A O v SHOW SUBGROUPS ()
Submitted Files
G-"CL;;JS o FILE HASH STA.. STATE = SENT ON
~ B an ) file/.. 8E52. @ December 12, 2023 17:2...
v &l ies =
&I Companie file/.. TB1.. | @ December 12, 2023 17:2...
£ Lost & found
file:/... 4E45.. O] Mevember 20, 2023 16:1...
' Windows computers
filez/... E4T2.. ®© Movember 20, 2023 16:1...
s Linux computers
o Mac computers file:/... FBFA... O] Movember 15, 2023 14:5...

Devices with outdated modules

Devices with an outdated operating system

Tags <

Bratislava X
HybridResellerdDeme

MSP Customner 1 X

MSP Custorner 2 X

MSP Custorner 3 X

Scan logs

& = OCCURRED OWNER OBJECT DATA SOURCE

[ testomg

! 9127202 = ange Online
912, 4 hange Online
) A ange Online
L] 40 hange Online:
/124202 4:16 hange Online
9127202 416 hange Onling
19 4 ange Online
8 38 o ]

MoppoOHble cBeaeHUsa 0 NPOaHaNUu3MpPOBaHHbIX hannax

CBefieHnsa 0 NpoaHaAn3npPoBaHHOM (haiie OCTYMNHbl B BE6-KOHCONM B pa3aesie OTnpaBJsieHHble
hannol.

Monb3oBaTenu KOHCONM ynpaBJsieHus (ESET PROTECT On-Prem)

BeibepuTte hann n wenkHnTe NMokasaTb NOAPOOHOCTH.
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files/ £/ Ce/Wind ows/n... SBOAGSBAT...

file/ 7/ G Windows/In 'Cad..,
. — J2FA..
8= View Behavior

% Create Exclusion 13CH...
Computers > BB

ESET Cloud Office Security nosib30BaTeJin

Ha akpaHe «OTnpaBieHHble aisibl» WEeNKHUTE CUHUIA 3HAYOK B CTPOKe hanna, 4Tobsl 0TobpasnTb
cBefeHus o hanne Ha 6OKOBOW NaHenu.

Details

Basic information

ol =

Date

From

Hame
Location
Sire

Hash
Owner
lenand
Data source

[_.-u'l-_-r_p;,r-;

Monb3oBaTenm Linux

ESET Server Security Anf Linux

MpMBMNErMPOBaHHbIE MNOJb30BATENN MOTYT CO34aBaTb CNUCOK OTMNPABAEHHbIX (haiiIoB C MOMOLLbHO
cnefyloWwmnx KOMaH/, B OKHe TepMUHANa:

/opt/eset/efs/bin/lslog -n

nan
/opt/eset/efs/bin/1lslog --sent-files

LOoMoNHNTENbHbIE CBEAEHMNS CM. B OOKYMeHTauuun ESET Server Security.
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Mpu ncnonb3oBaHMK Beb-nHTEPhenca:

1.ABTOpM3ynTECH B BED-UHTEpPDeENcCe.

2.HaxxmnTe KHONKy OTnpaBseHHble pannbl.
ESET Endpoint Antivirus g s Linux

MpuBUNErMPOBaHHbIE MOJIb30BATEIM MOTYT CO3AaBaTb CMUCOK OTMPaB/IEHHbIX (DaNI0B C MOMOLLbIO
cneayoLmx KOMaHa B OKHe TepMUHana:

/opt/eset/eea/sbin/lslog -n

nnn

/opt/eset/eea/sbin/lslog --sent-files

Co3paTthb oTUyeT

B KOHCOMWM yaaneHHOro ynpaBieHUst MOXXHO CO34aTb OTYET MO AaHHbIM ESET LiveGuard Advanced.
MO>XXHO MCMNOJIb30BaTh OAMNH M3 FOTOBbIX OTYETOB UM CO34aTb MOJIb30BATENbCKUNA.

Cnepylowas npouenypa 4encTeuTeNibHa AN ESET PROTECT On-Prem 1 ESET PROTECT.

BcTpoeHHbIe oTYeThl

1.BongnTe B B€6-KOHCO/Ib.
2.lLlenkHnTe OTYeTbl > ESET LiveGuard.

3.BbibepunTe HYXXHbIN OTYET, LWENIKHUTE 3HAYOK LIeCTepeHKN 1 BbibepuTe NnyHKT Co3paTb
cenyac.
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ESET LiveGuard

"3 @
Files analyzed by ESET LiveGuard

% in last 30 days grouped by the
resulting score

New Report Template

Files submitted to ESET LiveGuard an...
B ( & Dow

Generate Now

) @
A

Files submitted to ESET
LiveGuard and ESET LiveGrid & in
last 30 days grouped by ...

Co3paHue NoJsib30BaTeNIbCKOro oTyeTa

Files submitted to ESET
LiveGuard and ESET LiveGrid & in
last 30 days

Files submitted to ESET
LiveGuard and ESET LiveGrid ® in
last 30 days grouped by ...

YT106bI CO34aTb NOJIb30BATENLCKUNA OTHET, B KOTOpPOM OTO6pa)KaIOTCF| OLleHKa, Ha3Ha4YeHne n Tun

OTNpaBfieHHbIX (PaNIoB, BbINMONHNTE YKAa3aHHbIE HUXE OeNCTBUS.

1.BongnTe B BE6-KOHCOJIb.

2.lLlenkHnTe OTYeThl > HOBLIN LLAOIOH OoTYETAa.

Scheduled Reports

ESET LiveGuard

[ NEW REPORT TEMPLATE l

T A

ESET LiveGuard

®

Files analyzed

% LiveGuard in |

days grouped

New Report Template

3.BBegnTe uMsa wabnoHa v BbibepnTe NyHKT ESET LiveGuard B none KaTteropms.
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New Report Template

Reports > Score report

Basic Basic

Name

Score report

Description

Tags

Category

4.HaxmunTe KHOMKy MpoaosiXuTh.

5.BbibepuTe NnyHKT OTOOpa3uTb TabnuMuy 1 HaxxMuTe KHonky fanee.



72

New Report Template
Reports » Mew Report Template

Jese Table
Chart

Display Table

A Data

Sorting

Chart
Filter
Summ ary DlEPIEy‘ Chart

Chart Type

m
%)

r Chart b

Title for X axis

Title for Y axis

< /

‘ BACK ‘ CONTINUE ‘ FINISH H CAN

EL‘

6.lLlenkHuTe Jo6aBuTb ctonbey, 1 BoibepuTe NyHKT ESET LiveGuard > OueHKa > OueHKa.
Y1066l NOATBEPANTDL, HAXMUTE KHOMKY OK.



| Please select item
New Report Template |

Reports > Score report

W ESET Inspect alerts

A Table Columns

a [ ]

Preview

™ ESET LiveGuard
|£ ~* [ Destination of stmission

" [ File category

B File content was sen

~ B File size

v [ Hash

~ [l Hash of analysed fj
~ [l Object URI
~ [ Reason of supfnission

Ex e N

B Score

B Group by (Score)

B Count (Score)

B Minimum (Score)

B Maximum (Score)
~ B Severity

v [ State of analysis

7.lLenkHnTe fo6aBuTb cTonbew, 1 BoibepuTe NyHKT ESET LiveGuard > KaTteropusa ¢gpanna.
Y1066l NOATBEPANTDL, HAXXMUTE KHOMKY OK.

8.lLlenkHuTe Jo6aBuTb cTtonbey, 1 BoibepuTe NyHKT ESET LiveGuard > Ha3HayeHue ans
oTnpaBkK. YTobbl NoaATBEPAUTL, HAXMUTE KHOMNKY OK.

9.HaxxmnTe KHonky FoToBO, 4TOOLI COXPaHWUTL LWAbOH.

10. YT06bI 3anNyCTUTb OTYET, BblibepnTe NyHKT OTYETHI, LESKHUTE 3HA4YO0K LeCTEPEHKMN HOBOIO
wabnoH oTyeTOB 1 BbIbEpUTE KOMaHAY Co3paTh cenyac.



ESET LiveGuard

ESET LiveGuard %

New Report Template

(Q @
(S

Files submitted to ESET
LiveGuard and ESET
LiveGrid® in last 30 days
Seguped by ...

Samples manually
submitted to ESET
LiveGuard and ESET
LiveGrid® in last 30 days

| U | I ——

Pe3ynbTaTbl aHaJ/iu3a

(B ©

9

Files analyzed by ESET
LiveGuard in last 30 days
grouped by the resulting
score

(B

Files submitted to ESET
LiveGuard and ESET
LiveGrid® in last 30 days
grouped by ...

Score report

)

Files submitted to ESET
LiveGuard and ESET
LiveGrid® in last 30 days

m

&

Files submitted to ESET
LiveGuard and ESET
LiveGrid® in last 30 days
grouped by ...

Score report

BB % E

Edit &

& with fil
ET
ET

Mocne aHanv3a aitna 061ako ESET OTNPABASET €ro B KOHCO/b YrpaBiaeHus ESET (Mawn ESET Cloud Office

Security), FAe CTaTyC aHaAM3Mpyemoro aina n3MeHseTcs ¢ Hen3BeCTHO Ha OfMH U3

nepeyncyieHHbIX HKe cTaTycoB. CBeaeHns o daiie n KpaTKue pesybTaThl aHam3a oTobparkatoTcs

B OKHe CBepeHus o panne.

Monb3oBaTenu ESET Cloud Office Security MOFYT HalNTW CNINCOK OTNPABJIEHHbIX (DAI0B U UX Pe3Y/ibTaThbl

B pa3fene XKypHasbl.

V Clean

D file:///C:fwork/em001_s4.dll

Status v Clean Computer ESET Endpoint Security

State @ Finished User EDTDPM\Adrinistrator

Last processed on Reason Automatic

Sent on Sent to ESET LiveGuard

Behaviors Hash C1092A9ACOD334BAFE1E35A14CT343546CA99284
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Mapamerpeipaitna | Omecamwe

KoMnbloTep iMs KomnbloTepa, oTNpaBumBLLEro (ai.

Monb3oBaTens Monb3oBaTeNb Ha NCXOAHOM KOMMbIOTEPE, OTNPaBuBLLMIA (aisl. B
HEKOTOPbIX C/ly4asix 3TO MOXeT BbITb CUCTEMHbIN NOJIb30BaTEb.

MpuunHa MpuymHa oTNpaBKKN (aBTOMATUYECKM, BPYYHYIO).

OTnpaBrsieHO YacTb obnaka ESET, nonyymsLias dann.

Xew X3l SHA-1 1 SHA-256 0TnpaB/aeHHOro ainna.

Nmsa dauna msa thanna n ero NonHbIA NyThb B (hanioBor CUCTEME OTNpaBUTESNEN.

Pa3smep Pa3smep tainna.

KaTteropms KaTeropus panna (Tun anna). Kateropus ncnosib3yeTcs B

KOHUrypaLmm OTnpaBKN.

Kaxablih 06pa3seL, MMeeT ABa rnaBHbIX NapameTpa: CocTtosHue n CraTtyc.

CocTosiHMe 03Ha4aeT TeKylee COCTosHME (hanna B nNpouecce BbINOJHEHUS aHan3a.

OTnpasneHo LiveGrid(R) ®ann 6bin oTnpasneH B 061aKo ESET, HO pe3ynbTaTbl OyayT
HEeLOCTYMHbI.

OTnpaBneHo K ESET ®ann 6bn oTnNpasneH B 06n1ako ESET ans aHaam3a ESET LiveGuard

LiveGuard Advanced.

BbinonHeHue aHan"Baﬁ:’E AHann3 BbINONHAETCS.
Foroso™ ®aiin ycnewHo npoaHann3npoBaH.

MoBTOPHbLIK aHANU3 [locTyneH npeablayLWwmin pesynbTaT, HO (halnsl CHOBa aHaIM3UPYeTCS.

CTaTyc 03HayaeT pe3y/bTaT aHann3a NnoBefleHns UM oTCyTCTBUE pe3ybTaTa.

m Cocromme | Ouewca | ____ ___________________ Omcamee

HemnssecTHo ®alin He BbIN NPOaHaNN3MPOBaH.
He 3apaxeHo 1-74 Moaynu obHapyXxeHuns He NAEHTUHULMPYIOT 0bpa3eL; Kak BPpeJOHOCHbIN.

Mopo3putenbHbI 75-89 Mogaynb 06HapyxeHus onpefenns nosefeHne haina Kak NoA03pUTENbHOE, HO HE BPEAOHOCHOE.
OuyeHb 90-99
NoAO03pPUTENbHbIA

L | 1}
[ | 1] BpenoHOCHbIH 100 MoBeneHwe aiisia CYMTAETCS BPELOHOCHBIM.

PekoMeHaauuu oNs nosib3oBaTesien C NOA03pPUTEsIbHbIMU
obpasuamm

Ecnn chaiin oueHeH Kak NoAo3puTesNbHbIA UK 04eHb NMOA03PUTENbHLINA, CefyeT yYnThiBaTb
cnepyollee.

* MpocMoTpMTE NOAPOOHBLIE CBEAEHMSA O LENCTBUAX C (haiislaMn B OTHETE 0 MOBELEHUM, €CIN
NNLLEH3MSA NPeayCMaTPUBAET TaKylo BOSMOXXHOCTb.

* [MpoBepbTe UCTOYHMK (harna (0TKyda NocTynun ais), nosepseTe Jiv Bbl eMy?
* 3arpysuTe aiial Ha BHELLIHUA NHCTPYMEHT aHafn3a BUPYCOB (Hanpumep, VirusTotal).

* ECv Bbl CHMTAETE, YTO OPraHu3aLms NoABEPraeTCs NoBbILUIEHHOMY PUCKY aTakW, YCTAaHOBUTE
Ans napameTpa [opor obHapyxeHus 3HavyeHne Mo/o03pUTEeNbHbIN.
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OTyeT 0 NOBeAEcHUM

B Beb-koHCcoNM nepenanTe B pasfen OrnpasneHHblie dausnbl. BoilbepuTte hann n WenkHnTe
MokasaTtb nopgpobHoCTM > NpocMoTpeTb NoBeAeHne, 4ToObl MPOCMOTPETH OTYET O NOBEAEHUN
danuna. B 5ToM oTHeTE COLEPXKATCA BaXKHble AaHHbIE 0 MPOBEpPeHHOM (aisie n HabnogaeMom
NnoBeAEeHNN Ha OCHOBE aHasv3a MecoyHuLbl. Kaxabin obpasel, MoOXXeT cofepxaTb HECKOJIbKO
HabnogaeMbix noseaeHUNn.

OTYeT 0 NoBeAEHUN MOXHO 3alrpy3nTb, Ha>XaB KHOMKY 3arpy3uTb PDF.

OTYeT COCTOWT M3 CAefyLWnx pa3aenos.
1.Pe3ynbTaT: OKOHYaTe/IbHas oLeHKa ainna.
2.X31 SHA-1: COLEePXUT CCbIIKY Ha VirusTotal.
3.X31 SHA-256.
4.CBepeHms o hanmne: pesynbTaThl C YPOBHSA CKAHUPOBAHUS.
5.CBeAeHUA O NecoYHuLe: pe3ybTaThl C YPOBHA MNOBEAEHMS.

6.AHanu3Mpyemoe noBegeHue: Crmcok ciyvyaeB obHapyXeHHOro NOBeAEHNS U pe3ybTaTbl.
Ins HaBMrauuy no CBeAEHUSIM NOC/e aHaNn3a MOXXHO UCMOJb30BaTb CTPOKY MOMCKA.
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MpuMep oT4YeTa o nosBeaeHUm
LIVEGUARD Thursdsy, December 21, 2023

v’ No threats found

5HA- a3415e12db99e3d5b6fbed3bebi17292c702bbd2
SHA-256 67933b617b3029844db5ccff4cBfeebfadcdbde58c77bbod2d0d 1 270f384eb17

Category Script

D File 7] ~~" Sandbox
wuils il zewns
Filz nams Ravens fugmeaa e T g aeeCieal At
EHA-T 234156 T I A e B b6 T 1 TIS2T00READ [
SHA-254 ;;'ia,_i:ﬁ'l'.'ﬁ(‘iwfﬁ1lﬂamﬂ6€?mﬁ'ﬂﬁ?(‘3ﬂlﬂ R.epl' fon was not perfmmed.
Catagory e
Sma 415 s

Analyzed behaviors

LiveGuard doesn't detect any suspicious behavior.

Pencgs O BT Loz

Mo logged proceszes are availzble

OTnpaBka ¢ansioB AJiI1 aHaJIM3a BPYYHYIO

Mopo3puTesbHble (haiiibl 3arpy>atoTcs B 06/1ako ESET aBTOMATUYECKM Ha OCHOBE KOHMUrypaLmim
NoJIMTUKY NPOAYKTa ESET Ans obecrneyeHns 6e3onacHocTy. Mosb30BaTeslb TaKXXe MOXET OTMNPaBnTb
calin BpyyHyto 13 ntoboro npoaykTa ESET ansi obecneyeHns 6€30MacHOCTU C BKJIOYEHHON Ciy»X601
ESET LiveGuard Advanced. MpeianTe no NpMBefeHHbIM HIKE CCblIKaM, 4TOObl MPOCMOTPETH
VHCTPYKLMMW ON8 CBOEro NpoAyKTa.

e OTnpaBKa U3 ESET PROTECT On-Prem

* OTnpaBKa M3 ESET Endpoint Security

¢ OTnpaBKa U3 ESET Server Security

¢ OTnpaBKa M3 ESET Mail Security
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Cnncok nokanbHO OTNpPaBJsiIeHHbIX (pannos

Bbl MOXXeTe NMpoCMOTPETb CNUCOK (hansoB, OTNPABJIEHHbIX C KJIMEHTCKOrO KOMMbioTepa B NPOAYKT
ESET ons obecnevyeHns 6e30nacHOCTU, COBMECTUMBbIN C ESET LiveGuard Advanced.

Y1066l NpOCMOTPETHL (haisibl B ESET Server Security 1 ESET Mail Security, LeNKHUTE Paisibl XXypHana v
B PaCKpbIBaloLLEMCS MeHI0 BbibepnTe OTNpaBneHHble hannbl.

Y1066l NpOCMOTPETHL (haisibl B ESET Endpoint Security, LenKHUTe CepBUC > Paisibl XXypHana 1 B
pacKpbIiBalOLWEeMCs MeHto BoibepuTe OTnpaBseHHblie dansbl.

vie 328 M AR '

Log files 20 7

Log files Detections {0) |

Detections

Action  User Information  Hash First...
Events

Computer scan

Isent files I

Blocked files

Audit

HIPS

Metwork protection
Filtered websites
Device control

Mailbox database scan
SMTP protection

Mail server protection

() Filtering

OTnpaBka panna u3 ESET PROTECT On-Prem

B ESET PROTECT On-Prem MOXHO OTMNPaB/isTb 3abNokupoBaHHble paisibl, 0 KOTOPbIX coobLlaeT
pelleHune ESET Inspect On-Prem. YT06bl 0OTNPaBMTb haitibl Ha aHaNN3, BbIMONHUTE YKa3aHHbIE HXKE
OencTeus.

1.BongnTe B B€6-KOHCO/Ib.

Mosib30BaTeNM MOTYT Moy4aTh AOCTYM K (painam ¢ 06HapyXEHHbIMI Yrpo3aMiu TOIbKO Ha
KOMMbIOTEPaX, Ha KOTOPbIX Y HUX €CTb HEOBXOAUMbIE Pa3peLLeHNs, U OTNPABASTb 3TW albl
TOJIbKO C TaKMNX KOMMMbOTEPOB.

2.UlenkHnTe anemeHT OOHapy>XeHusa 1 BbibepnTe 06Hapy>XxeHne, KOTOPOE HY>KHO OTMPaBUTb.
OTnpaBnsATb MOXXHO TOJIbKO (hainibl U3 pa3aena KaTteropua obHapyXXeHus:
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3abnokupoBaHHble annbl.

DETECTION C:&TEGOR‘.’| [& Blocked Files x | x| |:>< ‘ | ADD FILTER

3.BbibepuTte ain n wenkHnTe OTNpaBUuTb hain B ESET LiveGuard, 4TOObI 3aMn1aHMPOBaTh
3aflavy KJMeHTa Ana oTnpaBku daina C KJIMEHTCKOro KoMMnbloTepa B 061aKo ESET.

STATU DETECTION CATEG DETECTION TYPE CAUSE ACTION OCCU RESO

Detection

ESET Inspect 1 Details 198 1 0n

Investigate (Inspect)

ESET Inspect @ Investigate (Inspect B 1 on
) Mark as Resclved

ESET Inspect ] D... 1 0
iy -] - e =

p 7 Send File to ESET LiveGuard
B Auditlog
] Computer b

» ObpaseL MOXXHO 0TMNPaBUTL C KOMMNbIOTEPA, HA KOTOPOM He aKTMBMpPOBaHa Ciyxba ESET
LiveGuard Advanced.

* Pe3ynbTaTbl aHanM3a 3TUX (halnoB He LOCTABASAOTCA NONb30BaTENO, OAHAKO OHU
paccblyialoTCs Yepes ESET LiveGrid®.

» OTnpaBka (hannoB A1 aHaM3a BPYYHYIO LOCTYMNHa TOJIbKO B TOM Cjly4ae, ec/n Ha
KoMMbloTepe BKJIlOYeHa cucTema ESET LiveGrid®.

OTnpaBka ¢panna m3 ESET Endpoint Security

YT106bI OTNPABUTL haitl 4S8 aHaAn3a U3 ESET Endpoint Security, BbIMOJIHATE CAeaytoLline aencTBus:

Monb3oBaTenu Windows

1.0TKpownTe ESET Endpoint Security.

2.BbibepuTe CepBuc > OTnpaButb obpasew, Ans aHanusa.
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ES|:

Tools ?
E Log files Running processes
q Information about all important program events Reputation information powered by ESET
LiveGrid®
—1 Security report B MNetwork connections
:’ See how ESET protects you g-ré QOverview of established connections and real
time statistics
= o0
Secure Browser &
Protects your sensitive data while you are
browsing online
@ ESET Sysinspector Scheduler
Tool to collect detailed information about system Manage and schedule tasks
Submit sample for analysis Quarantine
Send file to ESET Research Lab Safe storage of infected files

3.BeeauTte obasaTensHyto nHgopmauumo B hopmy Beibop obpasua ana aHanmsa n HaxMmTe
KHOMKy [fanee.

4.MNpn HeobxoaoumocTn fobaBbTe OOMONHUTENbHbIE CBEAEHUS O (halne, a 3aTEM HaXXMUTE
KHOMKY OTnpaBUTb.

Monb3oBaTenm Linux

Mono3puTesbHble haiibl OTNPABAATCA aBTOMATUYECKU. [10/1b30BaTENN HE MOTYT BPY4HYIO
0TnpaBuTb hana 13 ESET Endpoint Security AN Linux.

» ObpaseL, MOXXHO OTNPaBUTL C KOMMbIOTEPA, HAa KOTOPOM He aKTMBMPOBaHa cy>k6a ESET
LiveGuard Advanced.

* Pe3ynbTaTbl aHaM3a 3TUX (haliIOB He OOCTABASAIOTCA NOb30BATENO, OAHAKO OHU
paccCblnaloTCAa 4Yepes ESET LiveGrid®.

» OTNpaBKa haitioB 419 aHa/M3a BPYYHYIO OCTYMNHA TOJIbKO B TOM C/ly4ae, ec/in Ha
KOMMbOTEPEe BK/OYEHa CMcTeMa ESET LiveGrid®.

OTnpaBka ¢panna m3 ESET Server Security

YT06bl OTNPaBUTL (hann U3 ESET Server Security AN19 aHann3a ESET LiveGuard Advanced, BbINOJHUTE
cnepytouine oencTeus.
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Monb3oBaTenun Windows

1.0TKponTe ESET Server Security.

2.BbibepnTe CepBuc > OTnpaBuTb obpaseu, aonsa aHanusa.

SERVER SECURITY

Tools ?

@ Running processes —1 Protection statistics
Reputation information powered by :. Threat and spam statistics

ESET LiveGrid®

/BN Cluster ESET Shell
El=B Mot used Command-line user interface
ESET Sysinspector Scheduler
Tool to collect detailed information Manage and schedule tasks
about system

ESET SysRescue Live
Malware cleaning tool

Submit sample for analysis Quarantine
Send file to ESET Research Lab Safe storage of infected files

3.BBeguTe 06s3aTenbHy0 UHDOPMaLUio B hopmy Bboibop obpa3ua ana aHanusa 1 HaxmuTe
KHONKy danee.

4.MNpn HeobxoaumocTn fobaBbTe AOMNONHUTENbHBIE CBEAEHUS O (halne N HAXKMUTE KHOMKY
OTnpaBMTb.

Monb3oBaTenm Linux

Y1066l 0OTNPaBNTL 0bpasel Ha aHanu3 n3 Beb-nHTepdenca, BLINOJHUTE CneayoLine 4encTBUs.

1.ABTOpPU3YNTECH B BED-NHTEpPdeNnce.

2.HaxxmuTe KHOoMKy OTnpaBneHHbie pannbl.

3.HaxxmuTe kHonky OTnpaBuTb (han ANA aHanmsa.
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Sent Files

TIME FILE REASON SIZE HASH CATEGORY SENT TO USER

No sent files

4.BbibeprTe npUYMHY oTnpaBku panna.

5.BBefuTe agpec canTa uam nyThb K any.

6.BBeauTe Ball agpec 3N1eKTPOHHONM NOYThl UK BbibepnTe OTNPAaBUTb AHOHUMHO.

7.Haxxmute KHonKy Odanee.

8.BeeaumTe gononHuTeNbHbIE CBEAEHUS.

9.lllenkHnTe OTNPaBUTD.

» OBpaseL, MOXXHO 0TNPaBUTL C KOMMbIOTEPA, HAa KOTOPOM He aKTMBMPOBaHa cy>k6a ESET

LiveGuard Advanced.
* Pe3ynbTaTbl aHanu3a 3TuX GannoB He [OCTABMAATCA NONb30BaTENO, OAHAKO OHM

paccblnatoTca Yepes ESET LiveGrid®.
. OTI'IpaBKa cpa|7|n0|3 019 aHa/M3a BPYYHYIO AOCTYMHa TOJIbKO B TOM CJ/1y4Hae, eC/IN Ha

KOMMblOTepe BKJIlOYEHa CUCTeMa ESET LiveGrid®.

OTnpaBka pauna um3 ESET Mail Security

YT106bl OTAPaBUTbL (hann 13 ESET Mail Security A1 aHanm3a ESET LiveGuard Advanced, BbINOHUTE
cnepyoline oencTBus:
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1.0TkponTe ESET Mail Security.

2.BbibepuTe CepBuc > OTnpaButb obpasew, Ans aHanusa.

MAIL SECURITY

FOR MICROSOFT EXCHANGE SERVER

Tools

Bt

=

Gad

O,

Running processes
Reputation information powered by ESET
LiveGnd®

Cluster
Mot used

ESET LiveGuard quarantine
Emails being analyzed by ESET LiveGuard

ESET Sysinspector
Tool to collect detailed information about system

Submit sample for analysis
Send file to ESET Research Lab

3.BeeauTte oba3aTensHyto nHdopmauumio B hopmy Beibop obpasua ana aHanmsa n HaxxMmTe

KHOMKY Janee.

4.Mpu HeobxoanMocTn AobaBbTE AOMNONHUTENbHBIE CBEAEHUS O halie N HAXMUTE KHOMKY

OTnpaBUTb.

—1] Protection statistics
:. Threat and spam statistics

ESET Shell
Command-line user interface

Scheduler
Manage and schedule tasks

Quarantine
Safe storage of infected files

» Obpazel MOXKHO OTNPaBUTL C KOMMbKOTEPA, Ha KOTOPOM HE aKTUBMNPOBaHa cny>K6a ESET

LiveGuard Advanced.

* Pe3ynbTaTbl aHanm3a 3TUX PannoB He JOCTABJIATCA NOJb30BaTENO, OAHAKO OHU

paccbinatoTca Yepes ESET LiveGrid®.

» OTnpaBka ¢aitaoB 4S9 aHa/M3a BPYYHYO OCTYMNHa TOJIbKO B TOM C/lyYae, eC/in Ha

KOMMNblOTepe BKAOYEHa CUCTeMa ESET LiveGrid®.

NobaBuUTbL UCKJIIOYEHUue
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https://support.eset.com/kb141/

Kak npaBuno, koraa dann aHann3mpyeTcs N OLLEHUBAETCA KaK He SBASIOLWNACS YNCTBIM, MPOAYKT
ESET a5 obecrneyeHns 6e30nacHOCTY aBTOMATUYECKU BbINONHAET AECTBYE, 3alaHHOE B HACTPOMKax
nosnTrKK. ECNn Ha KOMMbloTepe BKIOYEH KapaHTUH, (alin nepemelLaeTcs B KapaHTUH (CepBuc >
KapaHTuH). OfiHaKO Bbl MOXXETe COo3LaTb UCK/OYEHMEe ANa onpefeneHHoro daina, ecim Bbl 3HaeTe,
4TO OH H6e30naceH, Uan HY>XHO, 4Tobbl OH He BblST OYULLLEH MO APYTrUM NPUYUHAM. CKoYeHUs
alinoB, co3aHHble areHTamMn poyMuHra, He 6yayT nobaBneHbl B BE6-KOHCONb A0 TeX rnop, NokKa
areHT He OTMETUTCA Ha CepBepe YIaleHHOr0 YNPaBIEHNS.

MoKa cywecTByeT NOANTUKA UCKIIIOYEHNS, NPOAYKTbI ESET ana obecnevyeHns 6e30nacHOCTA He
OyayT cKaHMpoBaTb hann. byabTe 0CTOPOXXHbLI MPY CO34aHUN UCKITIOYEHNIA.
Heobxoanmele ycnosus ans nobasneHmsa annos B «b6enblil CNNCOK»:
» ®ann oTnpassieH Ona aHanm3a B ESET LiveGuard Advanced.
* 3Ta MH(OPMaALMA CUHXPOHU3MPOBaHA C CEPBEPOM YaJIEHHOr0 YrpaBieHNUS.
NcknioveHne hanna u3 npoLecca CKaHnpoBaHus nytem gobasneHns B «benbii CIMcok»
BbIMNOJIHAETCA OMUCAHHLIM HIKEe 06pa3oM.
1. AAMVHNCTPATOP KOHCOMIM ynpaBneHus nobaBnseT xew ainna B Ka4eCTBe UCKJIYEHNS A5
NOJNTUKMN.
2.MonnTuka npuMeHaeTCcsa K BbibpaHHbIM KoMMbloTepam. Painl MOXXHO CBOHOAHO NCNOb30BaTb Ha
3TUX KOMMblOTEpPAX.
Bbl MOXKeTe co3aaThb OTAENbHYI0 NOANTUKY ANS UCKNOYeHMI. [Tpexae Yem 0o6aBnATb NCKOYEHNE,
Co3[anTe MoNUTHUKY.
Co3fanTe NONTUKY YNPaBAEHMUS.
No0aBUTb B UCKJTIOYEHUA

YT0b6bl CO34aThb UCKNOYEHME 0BHapyXEeHHOro hana, yKka3aHHOro B okHe OTnpaBneHHble ¢annbl B
Beb-KOHCOIN.

1.BonanTte B Be6-KOHCOJIb C MpaBaMn aAMUHNCTPATOPA UM APYroro noJjib30BaTess, MMeLLEero
[OCTATOYHO pa3peLleHnii As LLeNeBoro KoMnbloTepa.

2.Mepengute K pasgeny OTnpaBneHHble daunbl, BoibepuTe xew ganna, 4719 KOTOPOro Bbl
XOTUTE OTMEHUTb CKaHWPOBaHMNE, a 3aTeM HaXXMUTe KHOMKy Co3paTh UCKJIIOYEHUe.
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ECT ON-PREM 22 pe, | QUICK LINKS

SHOW SUBGRO

Submitted Files : A O v O

Submitted Files

Exc - ~
Groups pe

file:///C:fUsers/user/Downloads/3b3fc...

A

. . b
1 Show Details 51
~ & les o— . .
i &l Companies 2= View Behavior
Computer Users be
[ Lost & found Export Report
Dynamic Group Templates = =
e Windows computers
Computers -
v Linuzx computers Create Exclusion
License M v Mac computers
Devices with cutdated modules
Devices with an cutdated operating system
Problematic devices
Unactivated security product
CLOSE ACTIONS =
L . .
L ~ Mohile devices
7\ 9 ucnonb3yio ESET PROTECT
Submitted Files : A O v SHOW SUBGROUPS £ Al (5)
Submitted Files
Groups jol FILE HASH STATUS STATE = FIR:
53 A @ el remar M @ Finis... June 20,
_ file:///C=/Program Files/Apache Softwa...
~ @] Companies i Show Details @ Finis... June 20
O Lost & found = View Behavior
) Finis... June 20,
o Windows computers L Export Report
. (<) Finis... June 20,
W Linux computers
Computers b =
v Mac computers e FIOgiE  SOREC: W () Finis... June 20,

Devices with outdated modules

Devices with an outdated operating system
Problematic devices

Unactivated securty product

w Mobile devices

3.BbibepnTe weneBbie KOMMbOTEPbI 415 UCKAYeHMA. I3HavanbHO BbIOpaHHON Lenbio
asnseTcsa rpynna BCE. NckntoveHne byaeT NpUMeEHSATLCA KO BCEM NOAAEPKMNBAEMbIM
NpoayKTaM ESET Ha LesieBOM KOMIMbloTepe.
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Do not trigger detections for:

A
1

Any file with the SHA-1 hash: 9B4TA4ASEBE1ESY

'®) Path & Detection

. _— a Exact file
Exclusion criteria
O Detection
Auto-resolving Resohve matching alerts
Target

Comment

4.HaxxmMnTe KHoMnky FoToBO, Y4TOObI COXPaHWUTbL M MPUMEHUTL UCKOYEHME. YTODbI UCKIOYEHNS
BCTYMMWAW B CUAY, MOXKET NoTpeboBaTbCs A0 ABYX MHTEPBasOB penankauum. Cnmcok
NCKOYEHMNI MOXHO YBULAETH B MeH0 UcKntoyeHus.

lNMoBbilLeHue NPOU3BOAUTEJSILHOCTHU C
NOMOLLLbIO UCKJTIOYEHUM

ESET LiveGuard Advanced MOXET MPOM3BOANTbL aHa N3 aBTOMATMYeCKW. [onb30BaTeNb MOXET
NCKN0YATb halsibl U PacrosioXXeHNsa U3 NpoLiecca nepefayn Ha aHaaus, HanpuMep, ecsin oHu
coaepxaT KOHMAEHLMaNbHbIE JaHHbIE UIN ABASIOTCS AOBEPEHHBIMU hanaamMm nau
PaCcnonoXeHnsaMu. UCkYmnB (aisibl U pacrosioXeHns, MOXXHO YMEHbLUNTb Harpy3Ky Ha CeTeBble
KOMMOHEHTbI. BosiblIOEe KONIMYECTBO OTMNPABASEMbIX (haliI0B MOXET 3aMenNInTb paboTy ceTeBbIX
KOMMOHEHTOB (HanpuMep, NPOKCU-CEpBEpaA) 1 3alepXXaTb NPeaoCTaB/IeHNE pe3y/ibTaToB aHan3a.
CnenyTe NpuMBeAEHHbIM HUXE UHCTPYKLMAM, COCTOALLMM M3 3 3TanoB, YTo6bl yMeHbLIUTL oblyee
KONIMYECTBO OTNPaBASEMbIX (DAIOB 1 yAyHLWNTb NPOU3BOANTENBHOCTL CUCTEMBI.
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Obsi3aTenbHO 6yﬂ,bTe BHUMaTEJIbHbI NP NCKJTIOYEHUK PaCrON0OXKEHNA N3 OTNPAaBKW Ha aHa/In3
ESET LiveGuard Advanced. [13-3a 3TOro NCKJIOYEHNS MOXKET BO3HUKHYTb Yrpo3a 6e3onacHoCTy
cuctemsbl. Becerpa paCCManl/IBaI7ITe BO3MOXXHbIe nocneacTBna N BEKTOPLI aTak.

I.13y4eHne oTnpaB/ieHHbIX (halioB

ILACKAOYeHME Nanok

./cKatoYeHnEe NpoLeccoB

N3yyeHue cnUCKa oTnpaBJsieHHbIX (hannos

Co3paHue CNUCKa KOMNbIOTEPOB, C KOTOPLIX ObIN0
oTnpaB/ieHo Haubonbluee 4yucno dpannios

1.llenkHnTe OTYeTbl > ESET LiveGuard.

¢ W - | 0
ESEN Inspect detections Inspect detections in last
in last 7 days T days

ESET LiveGuard

=

ESET LiveGuard - list of
files

T

New Report Template

(D @ (D @
- ¥

Files submitted to ESET Files submitted to ESET
LiveGuard and ESET LiveGuard and ESET
LiveGrid® in last 30 days LiveGrid® in last 30 days
grouped by ... grouped by ...

NEW REPORT TEMPLATE

2.Hangnte wabnoH ot4yeTa OCHOBHbIe 10 KOMNbLIOTEPOB, C KOTOPbIX BbINOJIHANACH
oTnpaBka pannoB B ESET LiveGuard U ESET LiveGrid 3a nocnegHue 30 gHeMn.

87



Bbl MOXXeTe CHavasia U3MEeHUTb NnapaMeTpPLI wabnoHa, YCTaHOBUB HY)XXHO€ KOJINYECTBO

KOMMbOTEPOB (M0 yMonyYaHuio 10) nam nHTepsan BpeMeHn (No ymonydaHuio nocnegHue 30
aHen). U3MmeHeHune 3TUX 3Ha4YeHUN MoXXKeT NoHagobuThCA B 3aBUCMMOCTU OT ocobeHHoCcTeN

Ballen ceTu.

3.lLenkHnTe Co3paTb cenyac u COXPaHUTE 0TYET (CNUCOK OCHOBHbLIX KOMMbIOTEPOB).

Co3pnaHue cnucka ¢annos, OTNPaBJ/IeHHbIX C OCHOBHbIX
KOMMNbIOTEPOB

Ins BbINONHEHUS CNefyoWwmnx AeCTBUA BaM NOHAA0bUTCA CMUCOK OCHOBHbLIX KOMMbIOTEPOB, C
KOTOPbIX BbIMOJIHANACH OTNPABKa, MNOJIyYEHHBbI B pe3yibTaTe NPUBEAEHHON BbilLE MPOLEaypbI.
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1.B BeO-koHCONM WenkKHUTe OTYeThl > Co3paTth WabnoH oTyeTa.

Scheduled Reports

@ v P

ESET LiveGuard

New Report Template

ESET LiveGuard

[ MNEW REPORT TEMPLATE l

2.3apanTe ans WwabnoHa Noaxoaslive UMA U KaTeropuio.

3.Mepengute K pasgeny Auarpamma.

®

Files analyzed
LiveGuard in |
days grouped



New Report Template
Reports » ESET LiveGuard - list of files

Basic Basic

A Chart e e
Name

ESET LiveGuard - list of files

Sorting
~ Description
Filter
Summary
Tags
Select tags
Category
ESET LiveGuard

BACK CONTINUE | FINISH H CANCEL |

4.B pasnene lmarpamma yCTaHOBUTE TONbKO hiaxxok OToOpasuTb Tabnuuy 1 nepengute K
pa3neny [laHHble.
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New Report Template

Reports » Mew Report Template

Basic Table

Display Table

A Data — o

Chart

Display Chart

Chart Type

Bar Chart

5.B pa3nene JaHHble WenkHUTe JobaBuTb ctonbew 1 106aBbTE TakMe AAHHbIE:
KoMnbloTep — UM KoMnbloTepa
ESET LiveGuard - URI 06beKkTa

6.lLlenkHTEe PUABLTP.

New Report Template

Reports 2 ESET LiveGuard - list of files

Table Columns

Computer . Computer name | n

ESET LiveGuard . Object UR T

H.—

Preview

7.lLenkHnTe Jlo6aBuTb cTonbewu, BbibepuTe ESET LiveGuard. OTHOCMTENbHbIA MHTEPBanN
BpeMeHu (BpeMs NOBTOPEHMSA).



91

8.B kayecTBe nHTepBana 3afante nocnenHue 30 oHeN Unn apyroe noaxonsuiee 454 Ballewn
CUCTEMbI 3HaYeHue.

Select time interval X
Preset Select
Units Days bt
Start n day(s) ago ¥ | 30
End Mow =
Only whole day(s)

Exarnple: between

9.lUlenkHuTe fo6aBuTb cTonbew, cHoBa 1 fobaBbTe KomnbioTep. UMA KoMnbloTepa.

10. [JobaBbTe UMEHa BCEX OCHOBHbIX KOMMbIOTEPOB M3 NpeabliayLLei npouenypbl (0CHOBHble 10
KOMMbIOTEPOB, C KOTOPbIX BbIMOHANACh OTMNPABKA).

Edit Report Template

Reports » ESET LiveGuard - list of files

Filter by
ESET LiveGuard . Relative = (equal) v 3 ¥
time interval (Time of ]E
soourrence)
Filter Computer . Computer name is one of ¥ | Computer 1
Computer 2 i T

11. HaxxmuTe KHomKy FOTOBO, 4TObbI COXPaHMTL LWabsoH oTyeTa.

12. BbibepuTe HOBbIN WabnoH oT4yeTa KU co3fanTe CSV-hann.




ESET LiveGuard

%

New Report Template

© @

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

AHanu3 paHHbIX

ESET LiveGuard - list of files

Generate Now

Download

>
(%
[+
[¢] ~

ESET LiveGuard - list
of files

E & O

© @

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

Schedule.,
Edit...
Audit Log
Duglicate...
Delete

Export...

© O

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

b IlDownIDad as

L PDF
I 4 CSV [only table data) I

Files subrl C5V (only table data) |

ESET LiveGuard and
ESET LiveGrid® in last
30 days

© ©

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last -

[ns cnepytouleit npouenypsl He06X0AMMO CTOPOHHEE NporpaMMHoe obecnevyeHne (peaakTop
3/IEKTPOHHBIX TabauL) 1 6a30Bble HABbIKM aHANN3a AAHHbIX.
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1.0TKpOMNTE 3KCNOPTMPOBaHHBLIN CSV-(halin B pefakTope 3NeKTPOHHbIX Tabnuu, Hanpumep

Microsoft Excel.

2.Pa3pgennTe oaHHble Ha ABa cTtonbua. B Microsoft Excel BbibepuTe nepsbin ctonbew, nepenante
B MeHi0 JLaHHble 1 BbibepuTe 3n1emMeHT TeKCT no ctonduam.

View

Q' Tell me what you want to do

. [E Querie&Lonnections 4 H Clear ~v
3 . 2l I Ell==
Properties - e acingm
i Z l Sort Filter Text to

Edit Links A Y Advanced
Cueries & Connections Sort & Filter

Data Taols

3.BbibepuTe BapraHT C pa3aenuTensaMum 1 HaxXMnTe KHonky flanee.

4.YCTaHOBWTE TOJIbKO (hlaxxok Touka ¢ 3anaTon B 06nacTu Beibopa pasgenntenen n HaxxMmuTe
KHonKy [lanee, a 3aTeM KHonKy FoToBoO.



Delimiters

[ ]1ab

Semicolon |:| Treat consecutive delimiters as one
Comma

Llc Text gualifier: e

[] space

] ch "

Data preview

Cancel < Back Finish

MNpoaHann3nMpynTe OaHHbIE.

NwmTe 3aKOHOMEpPHOCTb B OTNPaBAEHHbIX Paisiax U UX pacnosioxeHusx. Hangurte
3aKOHOMEPHOCTb — Kak npaBuno, 31o byaeTt nanka, u3 KOTopon oTnpasnseTca 60/bWMHCTBO
thannos. Korga Bbl onpefesnimte 3aKkOHOMEePHOCTb, NOAO3PUTENbHbIA KOMIMbIOTEP UK
NpUIoXKeHne, N3y4YnTe 3Ty 3aKOHOMEPHOCTb.

NwwnTe oTBETHI Ha CiepyloLwme BONpocCh:

* Kakoe npunoxxeHue ncnosb3yeT 3Ty nanky?

* [N 4ero ucrnoJsib3yeTcs 3TOT KOMMbIOTEP, YeM OH OT/IMYaAeTCA OT ApYrux?

* KakoBO MpoucxoxaeHune 3Tux ganios?

KoHe4yHas uenb n3yvyeHus — onpenenTb NPUHLMN UCKJTIYEHNS.

OI'Ipe,D,eJ'IVIB npunHUWN, BbINOJIHATE UCKIKOYEHWE MariokK.

NcKnio4YeHue nanok

UcKniloyeHUe nanok npoeKToB

Monb3oBaTenu, ncnonb3syowme MO ana pa3paboTku (Hanpumep, Visual Studio), MOryT UCKOYATb
Mankuy, B KOTOPbIX OHV KOMMUNPYIOT CBOW NMPOEKTLI. B npoLiecce KOMAMAALKMM CO3LAETCS MHOMO
HOBbIX (palIoB, KOTOpPbIe ESET LiveGuard Advanced MOXKET NnepeaaBaTb Ha aHan3. Bbl MoXxeTe

npenoTBPaTUTb OTNPABKY YPE3MEPHOro KOMYECTBa (haiioB pelleHnem ESET LiveGuard Advanced.
Hanpumep, MOXXHO UCKNHOYNTL Manky npoekToB D:\Projects\*.

NMpouepypa UCKJIOYEHUA NanokK

Mo3BONSIET UCKNIOYNTDL ONpedeneHHble (alibl AW Nankyu U3 oTNpPaBkK B ESET LiveGuard Advanced.
WcknioYveHHble hainbl HUKOT Aa He ByayT oTnpaBnaTLCsA B nabopaTopuio ESET ANs aHanm3a.
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Ob6s3aTenbHO y‘-lMTbIBaI7ITe acnekT 6e3onacHoCcTn npu no6aBNeHUN NCKNOYEHMS. Onpe,u,enVlTe,
A KakKune rnpujiooxxeHna MoryT BbINOJIHATb 3alCb B UCKJTIOYEHHOE PaCrnoJIOXKEHNE N KaK
NCKTHOYEHNEM 3TOIM0 PacnosoXXeHnAa MOryT BOCMNOJZ1b30BaTbCA 3/10YMbILLJTIEHHUKN.

1.BonauTe B Be6-KOHCOb, BbibepuTe KoMaHay MonuTuku > Co3AaaTh NOJIMTUKY.

2.B pasgene OCHOBHOe BBeAUTE Noaxogsliee UMaA 415 NOJNTUKMN.

3.B pa3nene NMapameTpsl BbibepuTe ESET Endpoint Ans Windows (M1 COOTBETCTBYHOLLNNA
COBMECTUMbIN NPOAYKT).

4.Moaynb obHapyXeHusa > ObnayHas 3awuTa

e CLOUD-BASED PROTECTION oe 4

Cloud:based protection

Enable ESET LiveGrd & reputation system (recommended)

Enable ESET LiveGrid & feedback system

Enable ESET LiveGuadd

Submiz crash repons and diagnostics data

l= SUBMISSION OF SAMPLES I (=l I 4

Manual pubmission of samples

areH AUTOMATIC SUBMISSION OF DETECTED SAMPLES

Automatic submission of detected samples All samphes except documents -

5.Bkno4mTe nepeknoyaTenn ESET LiveGrid 1 ESET LiveGuard Advanced.

ESET Endpeint for Windows v Q
DETECTION ENGINE CLOUD-BASED PROTECTION oe 4
Cloud-based protection Enable ESET LiveGrid® reputation system (recommended)

e Enable ESET LiveGrid® feedback system

Enable ESET LiveGuard

UPDATE

PROTECTIONS

TeoLs Submit crash reports and diagnostics data

CONNECTIVITY Submit anonymous statistics

USER INTERFACE Contact email (optional)

MNOTIFICATIONS = SUBMISSION OF SAMPLES oe ¥

OVERRIDE MODE Manual submission of samples

6.B pa3nene UcknioyeHuns BKIOYNTE NnapaMeTp UckniouyeHuna v wenkHute NI3SMeHUTb.
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EXCLUSIONS

Exclusions Edit | &, Replace = [_Replace -

Maximum size of samples (ME) 54 =

7.lWenkHnTe fobaBuTb 1 BBEANTE NCKOYEHNe. YTO6bI NOATBEPANTL AENCTBUE, HAXMUTE
KHONKYy OK > CoxpaHuTb.

MpyMepbl NCKYEHNIA:

C:\MyProjects\*
*\DEVtool\debug\*

* B UCKOYEHUAX MOXHO UCMONb30BaTh 3HaKM * 1 7 (* — ans nobon cTpokn, ? — and noboro
OTAe/bHOro CMMBOJIA)

* B NCKNOYEHMAX PErnCTp HE YyYnTbIBaETCS.

* B NCKNOYEHMAX HENBb3S UCMOb30BaTb CUCTEMHbBIE NEPEMEHHbIE N PErYISPHbIE BbIPaXEHUS.

Exclusion filter

Add

|
(’IIE’ multiple values _m
|

8.llenkHuTe HasHaunTb > Ha3HaYUTb U BbIOEPUTE HY)XXHbIE KOMMbLIOTEPbI UAW FPYMMbI.



New Policy

Policies » Mew Policy

TARGET NAME

9.lllenkHnTe OK > FoToBO, 4T0ObLI COXPaHUTb U MPUMEHUTb MOUTUKY.

Mpouepypa UCKNIOYEHUA NANOK AN ObICTPOAEeuCTBUA

OnpegneneHHble aibl UAK NaNKM MOXXHO UCKOYNTL U3 CKAHMPOBAHWUS WA OTNPaBKM B ESET
LiveGuard Advanced. Ecin Bbl nepemMecTnTe (halisibl 3a Npeaesnbl YKa3aHHOro NyTu AKX Nanku, OHW

6ynyT oTnNpaBnATbLCA B ESET LiveGuard Advanced.

1.Bongute B Be6-KOHCO/b, BbIbepnTE KOMaHAy MonuTukm > Co3paTtb NONINTHUKY.

2.B pasnene OCHOBHOe BBeAMTE NOAXOAALLEE UMA ON1S MNOJNTUKMA,

3.B pa3nene MapameTpsbl BbibepuTe ESET Endpoint Ans Windows (M1 COOTBETCTBYOLLNN

COBMECTUMbIN MPOAYKT).

4.lllenkHnte Mopynb oOHapy>XeHus.

DETECTION ENGINE 9 EXCLUSIONS

I I Performance exchusions
Alow appénding d o Exchusions 15 locally defined kst

ADVANCED OPTIONS

PROTECTIONS NETWORK TRAFFIC SCANNER

SHARED LOCAL CACHE
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5.B pa3gene UckniouyeHnsa BkaoymnTe napametp UcknioyeHusa pns 6bICTpOAeﬁCTBHﬂ n
LWenKHUTe U3MEeHUTD.

6.LLlenkHuTe fobaBuTb 1 BBeAUTE NCKAOYEHNE. YTOOLI NOATBEPAUTL AENCTBME, HAXXMUTE
KHONKYy OK > CoxpaHuTb.

Exclusion filter ? 0O X

Add ? 00X

Enter multiple values :m

7.lLenkHnTe HasHaunTb > HazHaunTb 1 BbibepUTE HY>XHblE KOMMbIOTEPLI UK TPYNMbI.

8.lLlenkHuTe OK > FoToBO, 4T0ObI COXPaHUTbL 1 MPUMEHUTbL MOANTUKY.

KpOMe TOro, Bbl MOXeTe U3y4aTb U UCKJIHOYaThb MPOLEeCChI.

NcKnioyeHue npoueccoB

B HeKOTOpLIX C/ly4Yasx HET BO3MOXHOCTW yKa3aTb HaOeXHbI WwabnoH ons paCI'IOJ'IO)KeHVIVI n NnMeH
cpa|7|nos, HO TOraa MOXXHO UCKOYNTb MMA nNpouecca.

Mpwn ncKAYeHMn Npouecca ansbl, Co3faBaemMble NN OﬁpaﬁaTblBaEMbIe 3TWM rpoLeccom, He
NpPOoBEPATCA Ha Han4ne yrpo3 n He nepenaroTca Ha aHaJin3.

1.BongnTte B Be6-KOHCOb, BbibepuTe KoMaHay MonuTtukm > Co3paatb NONAUTHUKY.
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2.B pasnene OCHOBHOe BBeAMTE MNOAXOAALLEE UMA NS NOJANTUKMN,

3.B pasnene MapameTpbl BbibeprTe ESET Endpoint N8 Windows (U1 COOTBETCTBYOLLNIA
COBMECTUMbIiA NPOAYKT).

4.UlenkHuTe 3awmTa > 3awuta (pansIoBOM CUCTEMbI B peasibHOM BpeMeHHU > 3aluuTa
¢dannoBon cucTteMbl B peasibHOM BpeMeHHu > [Mpouecchbl, KOTOPble HY)XHO UCKJTIOYUTDL U3
CKaHupoBaHuA > U3MeHUTb.

New Policy
Policie HNew Policy

M EMGIN o REAL-TIME FILE SYSTEM PROTECTION (=% I J
ATE Enable Real-time file systern protection
E ) MEDIA TO SCAN

Removable media

Metwork drives

PROCESSES EXCLUSIONS

Processes to be excluded from scanning =]

5.HaxxmuTe KHonky JlobaBuTb, BBEAMTE NMA NpoLecca (NOJIHbIN afpec NCMOHAEMOro (anna),
3aTeM wesikHuTe OK > CoOXpaHUTb.



e

Add exclusion

sses exclusions

99

Select process executable [*.exe):

Specify file path

CA\Program Files,

==

6.lLlenkHnTe HasHaunTb > HasHauuTb 11 BbIOGEPUTE HYXXHbIE KOMMbIOTEPbI WX FPYNMbI.

New Policy
Policies » New Policy

ﬂ UMASSIGN

/’ ASSIGN...

TARGET NAME

7.WenkHuTe OK > FoToBO, 4T0ObLI COXPaHUTbL Y MPUMEHUTb MONTUKY.




NMpoBepKa KoJIMYeCTBa OTNPABJ/IEHHbIX
daunnos

Wcnonb3ynTe cpeacTBO CO3A4aHNA OTHETOB KOHCOJIM yNpaBieHns, 4Tobbl noacymTaTh annbl,
oTnpaB/iseMble Ha cepBepbl ESET LiveGuard Advanced.

I. Co3paHue cnUCKa oTnpaBsieHHbIX (pannos

1.B Beb-KoHCONN OTKponTe pasgen OTyeTsl U WenkHUTe Co3paTthb wabnoH oTyera.

Scheduled Reports

W v | P
ESET LiveGuard

jement
Files analyzed

% LiveGuard in |

days grouped
New Report Template

ESET LiveGuard

[ NEW REPORT TEMPLATE l

2.3apgante ang wabnoHa NoaAxXoAaLINE UMA 1 KaTeropuio.

3.MNMepenante K pasgeny Aumarpamma.
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New Report Template
Reports » ESET LiveGuard - list of files

Basic Basic

A Chart e e
Name

ESET LiveGuard - list of files

Sorting
~ Description
Filter
Summary
Tags
Select tags
Category
ESET LiveGuard

BACK CONTINUE | FINISH H CANCEL |

4.B pasnene lmarpamma yCTaHOBUTE TONbKO hiaxxok OToOpasuTb Tabnuuy 1 nepengute K
pa3neny [laHHble.
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New Report Template

Reports » Mew Report Template

Table

Display Table

Chart

Display Chart

Chart Type

Bar Chart

5.B pa3nene JaHHble WenkHUTe JobaBuTb ctonbew 1 106aBbTE TakMe AAHHbIE:
KoMnbloTep — UM KoMnbloTepa

ESET LiveGuard - URI 06beKkTa

ESET LiveGuard - BpeMs noBTOpeHus

ESET LiveGuard - Copep>xumoe ¢anna ornpaBsieHO

6.Ha>xmuTe kKHonky FOoTOBO, 4TOObLI COXPaHMTL LWabnoH oTYeTa.

7.B MeH10 oTYeTbl NepenanTe K oT4yeTam ESET LiveGuard.

8.BbibepuTe HOBbIN WabnoH oTyeTa K co3gante CSV-ain.
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ESET LiveGuard

%

New Report Template

© @

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

AHanu3 paHHbIX

ESET LiveGuard - list of files

Generate Now

Download

>
(%
[+
[¢] ~

ESET LiveGuard - list
of files

E & O

© @

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

Schedule.,
Edit...
Audit Log
Duglicate...
Delete

Export...

© O

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last

b IlDownIDad as

L PDF
I 4 CSV [only table data) I

Files subrl C5V (only table data) |

ESET LiveGuard and
ESET LiveGrid® in last
30 days

© ©

Files submitted to
ESET LiveGuard and
ESET LiveGrid® in last -

[ns cnepytouleit npouenypsl He06X0AMMO CTOPOHHEE NporpaMMHoe obecnevyeHne (peaakTop
3/IEKTPOHHBIX TabauL) 1 6a30Bble HABbIKM aHANN3a AAHHbIX.
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1.0TKpOMNTE 3KCNOPTMPOBaHHBLIN CSV-(halin B pefakTope 3NeKTPOHHbIX Tabnuu, Hanpumep

Microsoft Excel.

2.Pa3pgennTe oaHHble Ha ABa cTtonbua. B Microsoft Excel BbibepuTe nepsbin ctonbew, nepenante
B MeHi0 JLaHHble 1 BbibepuTe 3n1emMeHT TeKCT no ctonduam.

View

Q' Tell me what you want to do

. [E Querie&Lonnections 4 H Clear ~v
3 . 2l I Ell==
Properties - e acingm
i Z l Sort Filter Text to

Edit Links A Y Advanced
Cueries & Connections Sort & Filter

Data Taols

3.BbibepuTe BapraHT C pa3aenuTensaMum 1 HaxXMnTe KHonky flanee.

4.YCTaHOBWTE TOJIbKO (hlaxxok Touka ¢ 3anaTon B 06nacTu Beibopa pasgenntenen n HaxxMmuTe
KHonKy [lanee, a 3aTeM KHonKy FoToBoO.



Delimiters

[ ]1ab

Semicolon |:| Treat consecutive delimiters as one
Comma

Llc Text gualifier: e

[] space

] ch "

Data preview

Cancel < Back Finish

MNpoaHann3nMpynTe OaHHbIE.
I'Ipep,naraeMble .D,eﬁCTBVISI Mo aHaJIN3y

1.YoanuTe CTPOKW, B KOTOPLIX NoJsie cogepXXumoe cansia oTnpaBsieHo NMeeT 3HavyeHne Her.
2.0TCOpTUpYNTE AaHHbIE MO YObIBAHMIO MO COAEPXXUMOMY CTO/16L,a BpeMss BOSHUKHOBEHMUS.

3.BbibepunTe HyXXHbIN Anana3oH BpeMeHn (Hanpumep, nocnegHue 30 AHEN) U CKONUPYNTe aaTty
Ha CnepyoLwnn JnCT.

4 Ha cnenytolemM nncTe oTCOPTUPYITE AaHHbIe No cTonbuy UMAa KoMnbloTepa.

5.MocYyMTanTe KONMYECTBO CTPOK (OTNpPaB/IEHHbIX (DANN0B) AN KaX10ro KoMnbloTepa.

YBepoMmneHue 06 obHapy>XeHHbIX yrpo3ax

B KOHCO/IM Va/eHHOr 0 YrpaBJeHris MOXHO CO3aTb YBeAOM/IeHNe, KoTopoe ByneT oTobpa)kaTbCs
ANS KaXKAoro gaiina, KoTopbli pelleHune ESET LiveGuard Advanced MOMEYAET KaK yrpo3y.

1.Bonaute B BeH-KOHCOb.

2.UlenkHnTe YBepoMmneHus > Cozpath yBeOMJIeHMe.
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Tal Motifications

3.BBeguTe nma u npu HeobXx0AMMOCTM ONUCaAHNE HOBOMO yBeOooMneHun4.

Motifications

Tags

Q|

NAME

Malware outb...
Network attac...
Computers re...
Qutdated mo...
Expiring CA c...
Expining peer ...
Bxpiring licens...
Overused lice...
License limit a...
ESET Security ...
Managed clie...
QOutdated ESE...
Failing server ...
Malicious file ...
Maotification h...
MNew version o..

Qutdated vers...

TAGS

ENABLED

(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
(O Disabled
() Disabled
(O Disabled
() Disabled
(O Disabled
() Disabled
(O Disabled

(O Disabled

4.llenkHnte nepeknyaTeslb HUXe, 4TObbI BKIOUYNTD yBeaooMmseHne, N HaXXMNUTe KHOMKY

MpoaoIKNUTL.
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New Notification

Motifications » ESET LiveGuard detection
Name
ESET LiveGuard detection
A Description

Tags

Enabled

5.B pazgene KoHndurypauus soibeprte CoObITUS Ha ynpaBasieMbiX KOMNbIOTEpPax B
packpbiBatoLeMcs MeHio CobbiTue, a 3aTeM — OBHapy>XeHMe 3aLLMTON OT BUPYCOB B
packpblBatoLeMcs MeHio KaTteropus.

6.Mpy HEOBXOAMMOCTU Bbl MOXXETE U3MEHNTb OTC/IEXMUBAEMYIO CTAaTUYECKYIO rpynny. Ons
ANAaHHOr0 YBEOMJIEHNS OTC/IEXMBAKOTCA TONILKO KOMMbIOTEPbI B 3TOW rpynne 1 ee Noarpynnax,
B KOTOPbIX M0/Ib30BaTE/lb UMEET Pa3peLLeHuns.

7.0cTaBbTe onepaTop AND, LiefkHUTe [,o6aBuTb punbTp 1 BoibepuTe UMA 0OHapyXXeHus.

8.YCTaHOBMTE A5 orlepaTopa puibTpa 3HaYEHNE ABNAEGTCA OAHUM M3, B TEKCTOBOM MoJie
BBEAUTE CTPOKY ESET LiveGuard N WwenkHUTe NMPoposXuThb.



New Notification

Notifications > New Notification

Event

| Events on managed computers or groups v

Configuration
Category

- Antivirus detection v
A Distribution

{ Meonitored static group

Skip muted devices

Settings

Operator

AND (All conditions have to be true)

Filter By

Antivirus detection . Detection contains v | ESET LiveGuard i
name

| E-,~; CONTINUE | FINISH || CANCEL |

9.B pa3gene flonosHuMTeNbHbIE NAapaMeTpbl — PeryampoBaHue MO)KHO HaCTPOUTb
pacLIMPEeHHbIe NapaMeTpbl BpeMeH s pacnpoCTPaHEHNUS yBeAOMEHNUA.

10. B 0KHe PacnpocTpaHeHne HacTPoNTe Haaexallnid KaHa pacnpoCcTpaHeHus.

11. CoxpaHuTe yBeJOMJIEHME.

ESET File Security 419 nosib3oBaTenen Windows

o nioHa 2021 roga nmsa obHapyXeHus, 0 KOTOPOM Co0bLLLaN0 peLleHne ESET Server Security,
6blno: 3abnokmposaro EDTD. C TeX Nop OHO 6bI10 YHUGULMPOBAHO A0 Dynamic Threat
Defense, a 3aTeM NepemmMeHoBaHo B ESET LiveGuard.

BonpocChbl U OTBEThI

Kakue pansbl MOXXHO OTNPaBAATL B NeCOYHULY?

Ecnn hainn oTnpaBnseTcs BPyYHYIO 415 aHanm3a ESET LiveGuard Advanced, CUCTeMa OTnpasaseT
BblOpaHHbIV hann 6e3 yyeTa Tvna anna. 1na aBTOMaTUY4eCKON OTNPaBKM (hanaoB NPOAYKT ESET Ans
obecneyeHns 6e30NacHOCTY OTMPaBASET TOJIbKO (halibl ONpefeneHHOro Tuna, KoTopble paHee He
6611 CKaHUpOBaHbI. Tun haitna onpefenseTcs Ha OCHOBE ero COAEPXMMOro, a He ero paclnpeHns,
MOCKOJIbKY M0Nb30BaTe b UM BPELOHOCHbIE NPOrpaMMbl MOTYT JIErKO U3MEHUTb paclunpeHune
hanna.
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http://help.eset.com/getHelp?product=protect_admin&version=latest&lang=ru-RU&topic=admin_st_throttling
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MporpamMmbl ESET Mail Security 1 ESET Endpoint Security MICNOJIb3YIOT pa3Hble NoAXoAbl. KaXkaas n3 HUX
no-pasHomMy obpabaTtbiBaeT pa3siMyHble TUMbl hanos.

* ESET Mail Security — 06paboTKa CUHXPOHU3MPOBAHA, CUCTEMA OXMAAET pe3y/bTaTa.

* ESET Endpoint Security 1 ESET Server Security — 06paboTKa acMHXpoHHa. Cnuctema He oxungaeT
pe3ynbTaTa.

Mpu paccMOTPEHUM alina Ha OTNPABKY Y4YUTLIBAETCH €ro UCTOYHUK (IHTepHeT, coobLieHne, HTTPS).

N\ Tabnuua necTeuu no Tuny danaa
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OnucaHue

@ - OTnpasnTb e — HE OTNpPaBATb

Tun dpanna HeunctBue (ESET | Jeucreme (ESET TonbkKo oTnpaBKa
Mail Security) Endpoint Security,
ESET Server
Security)
ApxuBbil (.zip, .rar, @ ® * Ecnm apxuB He 3alwmngpoBaH
.7z, .bzip2 n op.) * Ecnn cogepxunmoe apxusa

OTNpPaB/ISeTCA Ha CKaHMpoBaHue (B
3TOM CJly4ae OTnpaBiseTCs BeCb
apxuB)

Tonbko ansa Mail Security

JOKYMeHTHI @ @ Ecnun akTuBEH (COLEPXUT N1EMEHT
(.docm, .xIsm, .pdf 1 JavaScript nnu ntobown opyromn
ap.) AKTVBHbIN 3/1EMEHT)
JlOKyMeHTbI B H ®
dopmaTe RTF (.rtf)
NcnonHsemble H i * Cnenytouwe opmaTbl haiinos
hannbl (hannbl OTNPaBAAT TONbKO MPOAYKThI A1
.exe, .dll, .sys, .elf, Linux:
.sou ap.) olicnonHsiembln caiin Linux (.elf)
obunbnnoTeku Linux (.so)
Opyrue (jar, Ink, [ s
.reg, .msi, .swf "
npo4me)
CueHapuu (bat, [ s + Cneaywouine gopmaThl Paitsios
.cmd, .js, .vbs, .ps, OTNPaBASIOT TONbKO MPOAYKThI A5
.py, .sh, .pl 1 gp.) Linux:
oCueHapuu Perl (.pl)
oCueHapuu Python (.py)
oCueHapun 060104KH (.sh)
oBce ncnonHsemble TEKCTOBbLIE
(ansibl (NOMEYeHbl 3HAKOM «x»)
N306paxeHus Q Q
Ole2 @ S Ecnu akTuBeH (CooepXuT anemMeHT

JavaScript unun niobon apyrown
AKTUBHbIA 3/1IEMEHT) — TOJIbKO AN
Mail Security

.hta @ @

Kako# MakcuManbHbIM pasmep cdanna onsa oTnpaBku?

MpoayKTbl ESET ons obecneyveHnsa 6e3onacHOCTM MOryT OTNPaBAATb hanibl pa3mepom o 64 Mb.
YKa3aTb MakCMMasbHbIN pa3Mep Aas OTrpPaBKy MOXHO B NONUTUKE ANs ESET LiveGuard Advanced.

4YTO 03HA4YalOT COCTOAHUA aHaNU3a U COCTOAHUA pannos?

CM. COOTBETCTBYIOLLLYIO [N1aBY.
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Kak npenoTBpaTUTb yAaJsieHne NpoAyKToB ESET o
obecneyeHusa 6esonacHocTu onpepeneHHoro ¢anna?

Bbl MoXXeTe [06aBUTb UCKJIIOYEHVIE B Xell (aliia, a Nocae NPUMEHEHUS UCKTIIOYEHNS BOCCTAHOBUTb
taiin. MpoayKT ESET Ans obecneyeHns 6e3onacHoCcTy He ByeT NOBTOPHO CKAHMPOBaTb TaKo ain.

Kak oOHOBUTb ESET LiveGuard Advanced?

ESET LiveGuard Advanced 06HOBNSIETCS yaaneHHo B obnake ESET. BaM He HY>XHO 06HOBAIATL Cnyxby
BpYy4HYt0. OBHOBUTE YCTaHOBJIEHHbIE NPOAYKTbI 0becnevyeHmsa 6e30nacHOCTW, €Cn ANs HUX
LOCTYMHa HOBas Bepcums, 4T0bbl MOJly4MTb HOBbIE (OYHKLINN.

Y10 npounucxoauT C HaCTp0I7IKaMI/I NMPOAYKTa, KOorga CpokK
NEeUCTBUA NIMLeH3UM ESET LiveGuard Advanced ucrekaert?
Bce HacTponkn ocTaHyTcs 6e3 nameHeHnn, a Beb-KoHCo1bL 0TOBpa3nT npeaynpexaeHve 0b

NCTEYEHUN CPOKa AENCTBUS MNLEH3NW. [TpuMeHnTe APYIYI0 NOJUTUKY, YTOBbI BEIKAYNTD
HACTPOMKMN.

CKONIbKO BpeMeHM 3aHMMaeT aHanus3 obpasua?

O6bI4HO aHanM3 obpasua, KOTOpPbIA paHee He aHaNU3MPOBasCs B ESET LiveGuard Advanced, 3aHUMaeT
A0 5 MuHyT. Ecnn obpasel y)xe aHaM3npoBascs, Nosb30BaTeslb NONYYUT pe3ybTaT B ClieyoLeM
LMKJIe 3anpoca NPoAyKTa, YTO 3aHNMAET A0 2 MUHYT.

Mo>XXeT in KOMNbIOTEpP BOCNOJ1b30BaTbCA NPeMMyLLecTBaMm
ESET LiveGuard Advanced 0e3 oTnpasku ¢annos?

Bbl MOXKeTe HaCTpPOUTb OTAENbHYI0 NOUTUKY ANS KOMMbIOTEPa (MM KOMNbIOTEPOB) € bonee
BbICOKMMM TpeboBaHMAMN Be30nacHOCTH, 4TODbI C HEro He OTNPaBAANNCE hannbl. ECnn ans Takoro
KOMMbOTepa akTMBMPOBaHa C/1yK0a ESET LiveGuard Advanced, OH NoJly4aeT NPUOPUTETHbIE
pe3ysibTaTbl aHaM3a Apyrux gannos, OTNpPaBAEHHbIX U3 ero KoMmnaHun. ®annbl, NPU3HaHHbIE
BPELOHOCHbIMM, BMOCNEACTBUN TaKXe 0OHapyXMBalOTCA NPW NOMOLLM ESET LiveGrid®, 4TO nomMoraeT
3aWMTUTL APYre NOAKJIYEHHbIE KOMMbIOTEPSI.

,D,pyrme BOMPOCHI N OTBETbI MOXXHO HanTN B CTaTbe OTBETLI Ha YaCTO 3aJaBaeMble BOMPOChHI.

Aenutca nu ESET LiveGuard Advanced pe3ysibTaTaMM aHaJiu3a C
MOMMMU YHYE€THbLIMU 3aNUCAMUN UIH KJINeHTaMun?

* ESET LiveGuard Advanced He3aMe/INTENIbHO LeNUTCA pe3ybTaTaMy CO BCEMU KOMMbIOTEPaMMU,
aKTVMBMPOBAHHbLIMM C MOMOLLbIO OJHOW Y4EeTHOW 3anucK ESET Business Account, JlaXKe eC/ln OHa
MMeeT HEeCKOJIbKO JINLLEH3NNA.

* Mpy NCNONb30BaHMM YY4ETHOM 3anucK ESET MSP Administrator ESET LiveGuard Advanced
He3amMenJINTeNIbHO AeNNTCA pe3yJsibTaTaMmn TOJIbKO C OAHUM KJIMEHTOM MSP. KJIneHTbl 04HOro
3K3eMniapa MSP He 0eNndaTca CBOUMMK pe3ysibTaTaMu.
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Korpa pe3ynbTaTbhl 0OOHapy>XeHua U3 ESET LiveGuard Advanced
CTAHOBATCA OOCTYNHbIMU B ESET LiveGrid®?

Hanbonee cepbe3Hble 0OHaAPY)KEHUS CTAHOBATCSA AOCTYMHLIMU Yepe3 HECKOJIbKO YacoB rnocsie
NoJiy4YeHns pesyNibTaTa; MeHee cepbesHble 00HaPYKEHNS — MO3XKe.

TecTupoBaHue paboTbl ESET LiveGuard Advanced

YT106bI NPOTECTMPOBATL PaboTy ESET LiveGuard Advanced, BbINOAHUTE Cneayiowmne 1encTems.

/\ Monb3oBaTenu ¢ ESET PROTECT On-Prem
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I. Heobxoaumble ycnosus
Y6e,D,VITer, 4TO pelleHne ESET LiveGuard Advanced aKT/B/POBAHO, BKJIDYEHO 1 pa60TaeT npaBuibHO.

Il. Mloaroroska Tecrtosoro cauna
1.Co3na|7|Te HOBYIO MarnkKy Ha KOMNblOTEpPeE.

2.MickntounTe 3Ty Nanky C MOMOLLbIO UCKAYEHU An5 ObICTPOaENCTBIS.

3.3arpy3unTe TeCToBbIN hana B UCKJHOYEHHYIO NaMKYy:
TecToBbI hann ana Windows
TecToBbIV (hana gas Linux

4.3BNEKMTE 3arpy XeHHbIi apXnB B CKJIIOYEHHYIO Manky. ApXvB 3aLUMLLEH CleAYoWMUM NaposieM: infected

5.Monb3oBaTenu Windows: YTo6bl caenaTb pana yHUKa bHbIM, OTKPOWTE KOMaHAHYO CTPOKY, HaXaB Win+R, 1
BBeanuTe powershell. NepeanTe B Manky C UCKJIIOYEHHLIM TECTOBLIM (haiJioM. BbinonHWTe KOMaHLy Huxe. OHa
nobaBnseT TeKyLlylo MEeTKY BpeMeHW B KoHel, thaina, 1 dain nosyvyaeT HOBbIN X3LU.

Add-Content .\EdtdTestFile.exe $(date)

Monb3oBaTenu Linux: YTobbl caenaTh aifl yHUKabHbIM, OTKPONTE TEPMUHAN, NepeianTe B Nanky C
WCKJIIOYEHHBIM TECTOBLIM (BalioM 1 BBeguTe date >> create eicar.bin (Mpu HeobXo4MMOCTM (haikn MOXHO
nepevMeHoBaThb). 3Ta KOMaHa fobaBnseT TEKYLLYIO METKY BPEMEHU B KOHeL, (haina, 1 ainn noayyaeT HOBLIN
XeL.

lll. TecTupoBaHue ESET LiveGuard Advanced

1.CkonupywTe haiifl, MOArOTOB/IEHHBIV B pa3aene ll, B nanky, KoTopas He UckoYeHa. Painn HeMeaaeHHO
0TnpaBnseTca B ESET LiveGuard Advanced, MOCKOJIbKY 3TO HOBbIN UCMOAHSAEMbIV (hali.

2.Mpu HEOBX0AMMOCTN MOXXHO MPOBEPUTL, BbIN 1M OTNPaBAEH (haiis, BbINMOAHWUB Clefytolwmne OencTBus.
B nponykTe 6e3onacHocTu ESET: LLlenkHnTe Cny>XebHble nporpammel > dainbl XXypHana >
OTnpaBneHHble hpannbl.
B Be6-koHCOMM ESET PROTECT: WeNKHUTE [LonOAHMTENbHO > OTnpaBneHHblie dannbl.

3.Yepes HekoTOpoe BpeMs taitn byaeT yaaneH C KOMMbIOTEPa, U Bbl NOAYyYUTe yBefOMAeHNEe 06 yaaneHum
BPEeLOHOCHOM NporpamMmmMbl. YTobbl NPOCMOTPETL UHGOPMALIMIO, BLINOAHATE CeAyoWwmne feicTBuS.

B nponykTe 6e3onacHocTy ESET: LLenkHnTe Pannbl XXypHana > O6Hapy>XxeHus.

B Be6-KOHCO/M ESET PROTECT: LeNIKHUTE JLONONHUTENbLHO > OTnpaBneHHble hainbl.

4.Ecnv 3anycTuTb TECTOBLIN (haia [0 3aBEpLUEHNS aHaan3a, Bbl NOAy4YMTe COObLLEHME O TOM, YTO TECTOBbLIN
thaiin ESET LiveGuard Advanced bbin1 3anyLueH. TecToBbl hann cbpaceiBaeT haiin Eicar (CTaHAApTHbIA hann ans
TecTupoBaHMs 0bHapyXeHns BPeLOHOCHbLIX MPOrpamMMm), KOTOPbIN HeMeLileHHO yaanseTca. [ocne 3aBepieHus
aHasM3a TeCcToBbIN (haitn oynLLaeTcs.

IV. TecTupoBaHue HECKONbKUX (pannos

Mocne obHapy>XeHWsa TeCTOBOro aina ero Xaw COXpaHAeTCs JI0KaAbHO. ECnn ckonmmpoBaTh ero un3
UCKJIIO4EHHOW nanku, oH ByeT cpa3y e obHapyxeH. Bbl MOXxeTe caenaTh aitfl YHUKabHbIM, MOBTOPUB
,EI,EI7ICTBVIe 1.5, 1 OH 6yp,eT CHOBa OTnpaBJieH Ha aHa/ln3. 3aTeM MO>XHO BbIMOJIHUTb WHCTPYKUMK 13 pa3aena lll.

V. TECTMpOBaHHe MPOAKTUBHOMU 3aLLLATDI

1.YbenuTech, 4TO NPOaKTMBHAs 3alliMTa BKOYeHa. B npogykTe 6e3onacHOCTW ESET HakmMuTe F5 nam BeibepuTe
JononHuTenbHble HAaCTPOMKM > Moaynb o6Hapy>keHuns > O6nayHas 3awwmTa > ESET LiveGuard Advanced >
MpoakTuBHas 3awmTa = «6IOKNPOBaTL NCMOJHEHNE A0 NOJYYEHNS pe3ybTaTa aHausa».

2.YbenmTech, 4TO BK/OYEHbI COOTBETCTBYIOLLME ANANOrOBble OKHa CBA3M. B npoaykTe 6e3onacHOCTM ESET
HaXXMuTe KnaBuwy F5 nau wenkHuTe [LonoNHMTENbHbIE NapaMeTpbl > YBeA0MJIeHUs > YBe40MJIEHUA Ha
paboyem cTone > YBepomneHus Ha paboyem ctone > USMeHUTDb 1 BKIIOYUTE:

®dainn npoaHanu3nMpoBaH

®dann Ha aHanuse

®dann He NpoaHaIM3NPOBaH

3.3arpysuTe BTOPOI TECTOBbLIA (Daltfi B NanKy, KOTOpas He UCKI0YEHa, U BLINONHNUTE 3TOT daiin.

TecToBbI (hana gna Windows
TecToBbIV hann Ans Linux

4.Bbl moNlyyuTe yBEJOMIEeHME O TOM, YTO OMepaLns He paspeLleHa. BeinofHWTL (haiil BO BPEMS aHa/M3a Helb3s.

5.MNocne Toro, Kak aHanu3 6yaeT 3aBeplleH, a hann 6yneT npusHaH 6e30nacHbLIM, ero MoXXHO byaeT BbINOAHNTS.
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A\ ESET Cloud Office Security M0J1b30BaTeAN

I. Heobxopaumsbie ycnosus
YbeOuTechb, YTO BKJIOYEHA NOANTUKA ESET LiveGuard Advanced B ESET Cloud Office Security.

Il. MloaroToBka TectoBoro pauna
1.3arpy3|/|Te TEeCTOBbIN hana B pacnonoXxXeHne nian Ha KOMMNbOTEP, KOTOPbIE HE 3alUNLLIEHDI
NOJIMTUKOM ESET LiveGuard Advanced.

2.M3BNneknTe 3arpyXeHHbln ann. Gann SBnaeTcs apxnsoM M 3alluLLLEH NapoieM. Baw naponb:
infected.

3.4706bI caenaTb hann YHUKaIbHbLIM, OTKPOATE KOMaHAHY0 CTPOKY, Ha)kaB Win+R, N BBeguTe
powershell.

4.NMepenaunTe B NankKy ¢ TECTOBLIM (haiiIoM.

5.BbINOIHUTE YKa3aHHYI0 HMKe KOMaHAy. 3Ta KoMaHAa Ao6aBnseT TeKyLLyo MeTKY BpEMEHM B
KOHeL, (hanna, u ann nonyyaeT HOBbIN X3LU:
Add-Content .\EdtdTestFile.exe $(date)

IIl. TecTupoBaHue ESET LiveGuard Advanced
1.icnonb3yinTe ann n3 oencTens Il O4HUM N3 CedyLWwmnx cnocobos:
MepemecTuTe hann B OneDrive.
Co3panTe YepHOBMK NEKTPOHHOI0 NUCbMa (C NOMOLLbIO Microsoft Outlook) C BIOXKEHHBLIM B
Hero TecToBbIM (halnsioMm.
CoxpaHuTe (haifl B 3alLMLLEHHYIO NanKy B Sharepoint.
2.®ann byneT HemeIeHHO OTNpaBJieH B ESET LiveGuard Advanced.

3.4106bI y6eanTbCs, 4To hann B ESET Cloud Office Security 6bl1 0TpaBneH, WwenkHuTe XKypHanbl
> O0TnpaBneHHble hannbl.

4.Hepe3 HeKOTOpoe BpeMs (hann yganseTtcs. PesynbTaT aHan3a MOXXHO yBUAETb B pasgene
OTnpasBneHHble (hannbl.

Bonpochbl U OTBETHI

3TO HacToALWan BpeaoHOCHaA nporpamma?

HeT, ann EdtdTestFile.exe — 3T0 BCcero nuwwb cbpacoiBaTens anna Eicar (CTaH4APTHOro hamna
LANA TeCTMpoBaHus obHapyXXeHns BPeJOoHOCHBIX NporpamMmm). 3To cobbiTme obHapyxumBaeTca BO
BPEMSA aHaJIM3a B NecoYHuLe ESET LiveGuard Advanced.

Kak MOXXHO B 3TOM ybeauThCA?
Huxe npueeneHbl NCXoAHbIE KOObl TECTOBbIX cpa|7|n03.

* WcnonHsemblin hann Windows

#include <fstream>

#include "tchar.h"
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#include "windows.h"

int main()

{
std::ofstream dropped;
dropped.open( T("eicar.com"));

dropped << "X50!P%@AP[4\\PZX54 (P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H*";

dropped.close();

::MessageBox(nullptr, T("EDTD test file has been executed.\n2020.4.15 10:34"),
_T("EDTD test file"), MB OK);

return 0;

* [1BOMYHbIN hann Linux

#include <fstream>
#include <iostream>

#include <stdio.h>

int main()

{
std::ofstream dropped;
dropped.open("eicar.com");

dropped << "X50!P%@AP[4\\PZX54 (P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H*";

dropped.close();
std::cout << "EDTD test file has been executed." << std::endl;
getchar();

return 0;
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YcTpaHeHUe HenoJsapmok

* Cny)xba He paboTaeT

* KoHUrypaumsa BbinosHeHa, Ho ESET LiveGuard Advanced no-npe)xHemy He paboTaerT.

¢ KaK MoJIyYnTb AaHHbIE )KYPHana?

* 9 He BMXXY HEKOTOPbIE OTNPaBJIEHHbIE B BEH-KOHCOIb ESET PROTECT ¢hal/ibl

* Qnarv nosefeHna HenpasuibHbl

* Kak OTMEHUTb NepemelleHne 0bHapyXeHHOro )ania B KapaHTuH?

* Y10 Oenath, v CPOK AENCTBUA AULIEH3NN UCTEK?

¢ YT0 nenathb, ecqv B okHe «OTnpaBseHHble dhansbl» B nose «CocTogaHMue» He YKa3aHo
3HayeHume?

¢ ESET PROTECT On-Prem He 3arpy>aeT AaHHble ESET LiveGuard Advanced

* [Ing oTNpaBAEHHbIX (DalI0B OTCYTCTBYIOT pe3yabTaThl B Be6-KOHCOM ESET PROTECT

» Y10 menaTthb, ecau ans ganaioB, 0OTNpaBaeHHbIX B ESET LiveGuard Advanced, 0Tobpa)kaeTcs
cocTosHme «OTnpaBaeHo B LiveGrid»?

e [IpOAYKT HE MPUHUMAET MOK JNLLEH3UKO ESET LiveGuard Advanced

* 9 noayyato 04HO U3 caenyowmx coobueHnn 06 ownbke B pazgene «CeegeHuns o
KoMMbloTepe» > «[penynpexxaeHus»

* Qannbl, 0OTNpPaBAeHHble B ESET LiveGuard Advanced HE MOKa3blBaTb B BEH-KOHCO/M

* 4 nonyvato cnenyroulee coobuieHne 06 ownbdbke: Balla AMLUEH3US HE COAEPXUT OTHET O
nosegeHnn anaos

* Y MeHs eCTb N0A03pUTENbHbLIN 06pa3el. YTo MHe aenaTh?

* CObol akTUBaLUM ESET LiveGuard Advanced

Cnyxba He paboTaer

Ybenutech, 4TO cny>K6a ESET LiveGuard Advanced aKTUBMPOBaHa U HaCTpoOeHa.

Tak>xe NpoBepbTe NEPEYNCTIEHHbIE HMXKE MYHKTbI.
* icnonb3yeTcs nn nLeH3nsa ESET LiveGuard Advanced?

* [lpuMeHeHa 1 NoanTKKa ESET LiveGuard Advanced?
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KoHdurypauusa BbinoJsiHeHa, HO ESET LiveGuard Advanced no-
npeXxHeMmy He paboTaer.

YbeauTech B Ha/M4mmn paboTaloLero CeTeBOro NoakanYeHns Mexay ESET Management Agent 1
cepBepoM ESET PROTECT.

MpocMoTpuTe NpobaemMbl NOAKAOHEHUS MEXAY CEPBEPOM YAaNIeHHOr0 yrnpasfeHnsa v ESET LiveGuard
Advanced HenocpeCTBEHHO B Beb-KOHCO/M B pa3gesne MaHenu MoHuTOpUuHra > CepBep ESET
PROTECT > Y3nbl ceTu ESET PROTECT On-Prem ¢ npoSnemMamum.

KpoMe Toro, Bbl MOXXeTe NPOBEPUTHL HACTPOKN NPOKCU-cepBepa HTTP B pa3aene HacTpoiku ESET
PROTECT.

Coop cbannos XypHanos

Bbl MOXXeTe NPoCMOTPETb pa3fen o dainax XypHanoB B CNIPaBoYHOM PYKOBOACTBE Mo ESET PROTECT
On-Prem B VIHTepHeTe.

fl He BUXXY HEKOTOpble OTNpaBJieHHble B BeO-KoOHconb annbl

370 0bbl4Has NpobnemMa NPV UCMOJIb30BAHNUN KOHEYHOW TOYKIM POYMUHTa.

dnarm nopepeHUna HenpaBuJibHbl
Ecnu Bam KaxeTcs, 4T0 dpiarn NoBEeLEHNA HernpaBwibHbl, CAeNnanTe cieayollee.

» CoobwmTte 06 3TOM B C/1yxOy nognepxku ESET uam oTnpasbTe obpaseL rno agpecy
samples@eset.com. [IpocMOTpuUTE Hally cTaTbio 06 oTnpaBke 06pa3LoB.

* [MoceTuTe thopym ro BesonacHOCTM ESET 1 obpaTuTech K coobuiecTBy ESET, 4TOObI NOAYYUTh
NH(OPMaLLMIO 0 BO3MOXHbIX nNpobnemax.

Kak oTMeHUTb nepeMelueHne ooOHapy)xeHHoro ¢anna B
KapaHTUH?

Ecnn Bbl yBepeHbl, 4TO 06HapyXeHHbIN (aiin 6e3onaceH, Bbl MoXXeTe [106aBUTb ero B Hesiblii Crncok.

YTOo pmenatb, €C/iu CPOK OEeNCTBUSA JIMLLEH3UUN UCTEK?

o ncTeyeHnn cpoka OEeNCTBMA NULLEH3UM ESET LiveGuard Advanced Bbl no-npexxHemy Moxxete
OTNPaBJIATL NOOO3PUTEJIbHbIE (baVIJ'IbI O0J14 aHa/1M3a Ha BpeAOHOCHbIE MPOorpamMmMmsl. OpfHaKo Bbl He
NnoJNlyHnTE PE3YJ/IbTATOB aHalJin3a N 0OTHETA O NoBeaeHUN tanna.

Y10 penartb, ecnm B oKHe «OTnpaBsieHHble paunbl» B nosne
«COCTOAHUE» He YKa3aHO 3HauyeHue?
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Bbl nonb3oBaTesib ESET PROTECT?
3T0T cnocob ycTpaHeHMa HENONAAOK NpegHa3HavYeH ANns Noab30BaTeNen 0KaIbHOW KOHCON
yOaNeHHOro ynpasneHuns ESET PROTECT On-Prem.

1. MpoBepbTe NaHesIb MOHUTOPMHIA (B KOHCONN YAANEHHOr0 yNpaBaeHUs), Kak OnmcaHo
30eCb: KOH(Urypaums BbiMoJiHEHa, HO ESET LiveGuard Advanced No-npexxHeMy He paboTaer.

2. WenkHuTe OTYeETHI > AyAUT U ynpaBJieHne nuueH3uamm > XXypHan ayauTta > Co3paTtb u
3arpy3uTb > PDF. Bbl MoXXeTe 006aBUTb 3TOT XXypHan nNpu OTrpaBke 3anpoca B cnyxoby
TEXHNYECKON NoAAepPXKMN ESET nan NPOBEPUTL €ro CaMOCTOATENbHO.

Mpy HanM4mMmn ownboK U nNpobnem, cBA3aHHbIX C ESET LiveGuard Advanced, NOSy4UTE XKYpPHasbl
TPaccMpoBKM U 06paTUTECH B CNYXXBY TEXHUYECKOW NOAAEPXKKM ESET (CM. YKa3aHHbIE HIKe
AeCcTBNSA). B MpoTMBHOM C/lyyae Bbl MOXXETE Mepe3anyCcTuThb NPOLECC NOyYeHUst pe3yibTaToB Ha
cepBepe yAaneHHoro yrnpasiaeHus.

YT106bI MONYYNTb XKYPHAN TPACCUPOBKM, BBIMOJHUTE CeaytoLline OencTBus.

1.4706bl BKJIIOYMTb XYPHaN geTaan3aumm TPacCUPOBKM B BEO-KOHCOMN, WENKHUTE
AononHutenbHo > HacTponku > lonosiHMTeNbHbIE NapaMeTpbl > BepeHune XxXypHana >
[deTanusaumsa XXypHana TpacCMpoBKHM > TpaccupoBKa.

2.Mepe3arpy3uTte cnyxby ESET PROTECT On-Prem UM KOMMNbOTEP 1 NOoA0XANTE 15-20 MUHYT.
3.KypHasbl pacnosioxeHbl Ha KOMMbloTepe cepBepa ESET PROTECT:

I.Windows: C:\ProgramData\ESET\RemoteAdministrator\Server\EraServerApplicationData\Logs

Il.Linux: /var/log/eset/RemoteAdministrator/Server/

Settings @ ?

PRODUCT IMPROVEMENT PROGRAM

Participate in product improvement program

LOGGING

Trace log verbosity

Warning

Information
'L'.'.arning

Error

DATABASE CLEANUP
Fatal

Clean Detection lags older than

Clean Management logs older than 1 Maonths b

Clean Audit logs older than 1 Years i

Clean Monitoring logs older than 1 > Months v

CUSTOMIZATION
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Kak nepe3anyCcTuTb 3arpysky pe3ynbTtaToB ESET LiveGuard
Advanced

Mepe3anycTUTe NPOLLECC NMONYYEHUS faHHbIX Ha cepBepe ESET PROTECT. MNepe3anyck MOXXeT NOMOYb B
cuTyaumsix, korga CepBep He 3arpy>xaeT HoBble laHHble 13 061aka ESET Uan 3arpyska BbINoJHAETCS
CULIKOM Me[JIEHHO.

1.0Tkn04nTe Cnyxby cepeepa ESET PROTECT.

2.BongunTte B 6a3y gaHHbIX ESET PROTECT C NOMOLL b0 SQL Server Management Studio WK €
NCNosb30BaHMEM KJineHTa MySQL Ha KoMmnbtoTepax ¢ OC Linux.

3.M3meHnTE Tabnuuy tbl_key value_pairs B 6a3e gaHHbIX ESET PROTECT:

Ecnm ucnonb3yeTtca SSMS, oTKponTe Tabnvuy n yganuTte CTPOKY, COOEPXKALLY0 Bbipa)keHne
eset-dynamic-threat-detection-customers

Ecnu ncnonb3yerca MySQL, oTkponTe 6a3y AaHHbIX 1 BEINOAHWTE KOMaHAy delete from
tbl key value pairs where pair key = 'eset-dynamic-threat-detection-customers';

Ecnm ncnonb3syetcs BUpTyasibHOE YCTPOUCTBO ESET PROTECT, BbINOJIHUTE CnegyoLwme
nencTeus.

a)BonaunTe B TepMmUHaI Ha BUPTYasibHOM MalUUHE, Ha KOTOPOW 3amnyLleHo YCTPONCTBO.
b)BonauTe B 6a3y gaHHbIX: MySQL-u root-p era db

c)BeBeanTe naposb. O6bIYHO OH COBMAAaeT C NaposieM agMUHUCTPaTopa Beb-KoOHCON.
d)BbINOSHWUTE CNeayoLLyo KoMaHay:

delete from tbl key value pairs where pair key = 'eset-dynamic-threat-
detection-customers';

4.BkntovnTe cepBep ESET PROTECT 1 BO3AEPXKMUTECH OT ero nepesanycka nan oTKII04YeHUs B
TeyeHune 24 4acos.

Onsa oTnpaBJsieHHbIX (pakNoOB OTCYTCTBYIOT pe3ybTaThbl B BeO-
KOHCOJIU ESET PROTECT

Bo3MoXXHble MPUYNHbI:

* poayKT ESET LiveGuard Advanced Bbl21 akTUBMPOBAH C MOMOLLbIO INLEH3MOHHOMO Kt04a BMECTO
Y4E€THOM 3anuncuy EBA

PeweHwne:
1.Ypanute TeKywyo NMUeH3unio U3 ESET PROTECT On-Prem.

2.[o6aBbTe noaxoasaLLyo ANns ELGA nnMUeH3unto B ESET Business Account.

118



3.lo6aBbTe NIMLEH3MIO C MOMOLLIO YHETHON 3anucu EBA B ESET PROTECT On-Prem.

4.NMOBTOPHO aKTMBMPYINTE ESET LiveGuard Advanced 015 KMEHTA.

5.Mepe3anycTute cnyxby cepsepa ESET PROTECT Server.
Y10 Aenartb, ecqin anAa CbailHOB, OTrnpaBJiIeHHbIX B ESET
LiveGuard Advanced, oToOpa>kaeTcsa coctosHue «OTnpaBsieHo B
LiveGrid»?
B0O3MOXXHbIE NPUYUNHBI:

* OTnpaBneHHbI BaMu hainn nam obpasel cnama yxe bbi1 06HapyxeH.

¢ JInueH3nsa ESET LiveGuard Advanced Bblla MMIopTYPOBaHa He C MOMOLLbIO YYETHOW 3anncK EBA, a
HenocpeaCcTBEHHO B NPOAYKT 6€30MacHOCTM MW KOHCOJb YAaNeHHOro ynpaBaeHus.

YT106bI BK/IOYNTL OTMPABKY haitNoB B ESET LiveGuard Advanced, BbINOJIHUTE CAeayoLWne 1encTBus.

1.YpannTte nMueHs3uio B pa3nene <<VnpaBneHue JIMLEH3UAMMN>» peLleHNns.

License Management [

Tags el

License pool

£ PRODUCT NAME

ESET LiveGuard Advanced for Endpoint Security

ESET LiveGuard Advanced for Mail Secunity

License Management

ESET Endpeint Security + ESET Server Security (E...
ESET Full Disk Encryption

ESET Mail Security

2./IMMopTupynTe CBOK NNLLEH3NIO B YHETHYIO 3anuncb EBA.

3.CYHXPOHMN3NPYITE YYETHYIO 3anuncb EBA C BalLlMM CEPBEPOM YOaNIEHHOr0 yrnpaBneHns (ESET
PROTECT On-Prem).

4. HekoTopble MOAYM HEOBX0AMMO NOBTOPHO 3arpy3nTb Ha KJIMEHTCKNX MaLUMHAX.
CywecTByeT aBa cnocoba NOBTOPHOW 3arpy3kn Moaynen.

* NMoJoXANTe HECKOJIbKO YacoB, MOKa MOAY/IM He ByayT 3arpy>XeHbl MOBTOPHO.

* YT06bl MFHOBEHHO BbINOJIHUTL MOBTOPHYIO 3arpy3Ky, MOXXHO rnepe3anyCcTuTb ESET LiveGuard
Advanced Ha KJineHTax. OTnpaBbTe NOJANTUKY AeaKTUBaUUKN Ans ESET LiveGuard Advanced, a
nocne npuMeHeHmsa NoJIMTUKM OTNpPaBbTe ele oaHYy oNnAa akKTuBaLlnin.

119



MPoAyKT He NPUHUMAET MOIO JIMLLeH3MI0 ESET LiveGuard

Advanced

* [locne BBOAA NULEH3MOHHOMO KtoYa ESET LiveGuard Advanced B Be6-KOHCO/Ib 0TOBparkaeTcs

cnepytoulee coobweHune 06 ownbke:

oHe ypanocb A06aBUTb IMLLEH3MIO C MOMOLLbIO JIMLLEH3MOHHOIO KJlo4a: JinueH3us
BblA,aHa AN NPOAYKTa, KOTOPbIM He MOXET YNpaBAATb pelueHue ESET PROTECT On-Prem.

BBeauTte gpyrylo IMLEH3MIO.

* locne BBOAA NMMLEH3MOHHOMO KtoYa ESET LiveGuard Advanced HENOCPEACTBEHHO B MPOAYKT
6e3onacHocTn oTobpaxkaeTca cnegytouiee coobuieHne 06 owwmbke:

oHe ypanocb BbINONAHUTb aKTUBaLMIO. JIMLEH3UA He COOTBETCTBYEeT NPOAYKTY.

JInueH3unio cnenyeT BBOAUTb TOILKO C MOMOLLbIO YH4E€THON 3annucu EBA. CM. [0MO0JHUTENbHbIE

cBefeHnsa ob nMnopTe JNLEH3UN.

1 nony4yalo ooHO M3 caeaylowmx coobweHmn ob owndke B
paspene «CBepeHuna o Komnblotepe» > «MpepynpexapeHusa»

HeT nocTyna K ESET  ESET LiveGuard Advanced He

LiveGuard Advanced paboTaeT. He yaanoch
NOAKJIYNTLCA K CepBepaM
ayTeHTUPUKaLmun.

HeT pocTyna K ESET  ESET LiveGuard Advanced CpoK
LiveGuard Advanced LENCTBUA NNLLEH3NMN UCTEK.
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Cepsepbl MMLEH31A ESET HELOCTYMHbI.

» Ganepson (apyron napameTp) bnokupyet
CBA3b.

* Cnyxxba BpeMeHHO HeOoCTYMHa.
MpoBepbTe NapameTpsl harepsona.

Bawa nnueH3ns ESET LiveGuard Advanced
Oblna 4ENCTBYIOLLEN, HO CENYAC CPOK ee
LENCTBUS UCTEK. Bo306HOBMTE NMLEH3MIO
W OTKJIOYNTE MapameTp ESET LiveGuard
Advanced B NoJIMTUKE.



HeT pocTyna K ESET  HeT focTyn K cepBepam ESET  Balu KOMMbOTEP HE MOXKET CBA3aTbLCA C
LiveGuard Advanced LiveGuard Advanced. lMpninHon  cepsBepamu ESET LiveGuard Advanced. Kak

MOXET ObITb BbIXOA U3 CTPOS  MPaBWJIO, 3TO CBA3AHO C HEMonaaKon

nnn npobnema c cnyx0bl npokcu-cepsepa. MonpobynTte

NOAKJ/IIO4YEHNEM K CETHU. nepesanycTuTb Cnyxby npokcu-cepeepa.
Ecnn npobnema He ncHe3HET, BO3IMOXXHO,
NPOKCK-CepBep neperpy>xeH. Bol MoxeTe:
* PacnpenennTb Harpy3sKy OT areHToB Ha
6onbluee KONNYECTBO MPOKCU-CEPBEPOB;
* YAy4wmnTb annapaTHoe obecneyeHne
KOMMbIOTEPA, Ha KOTOPOM paboTaeT NpoKcu-
cepsep;
* cnonb3oBaTh 64-pa3pagHyto cbopky
NpoKcu-cepBepa Apache HTTP (€C/n A0 3TOr0
NCNoNb30Baan 32-pa3psafHyro Ha
KOMMbIOTEPE C apXUTEKTYPON x64)
* BpeMeHHO NpekpaTuTb NCMOJIb30BaHNE
NpoKcu-cepeepa, 4Tobbl ybeanTbCs, 4To
npnynHa Npobnembl B HEM.
* ECnn Bbl NCMOMb3yeTe NPOKCU-cepBep
Apache HTTP, MO)KHO NepenTn Ha ESET Bridge.

B Be6-KOHCONM He Pe3ynbTaTbl aHa/n3a He Mpokcu-cepBep HTTP MOXET 6bITb
oTobpaxkaloTCs nepenfaloTcs Ha cepBep ESET  meperpyxeH. MonpobyinTe nepemMmecTnTb
pe3y/bTaThbl PROTECT. npoKcu-cepaep HTTP Ha Apyron cepeep

n/Mnn yBennyYnTb KOJIMYECTBO pecypcos. MNpu
nepemeLLeHnsa NpoKcu-cepsepa HTTP Ha
HOBbI afipecC HY>KHO Tak)xe 06HOBUTb
NOJSINTUKY KOHEYHbIX TOYEK.

HeT noctyna K ESET  Owwnbka aBTOHOMHOM ESET LiveGuard Advanced He noagep>XunBaeT

LiveGuard Advanced JINUEH3Mm ESET LiveGuard ABTOHOMHYIO aKTMBaALUMIO JINLEH3NN.
Advanced. MpoBepbTe NMLEH3NIO.

HeT gocTyna K ESET  ESET LiveGuard Advanced He Cepsepbl NpoBepKy MNOANMHHOCTM ESET

LiveGuard Advanced paboTaeT. Hem3ssecTHas HEeLOCTYMNHbI C KIMEHTCKOro KOMNblOTEpPA.
ownbka NpoBepKM YbenunTtech, 4TO y BaC €CTb CBA3b C alpeCOM
MOANUHHOCTMN. edf.eset.com.

daunbl, oTnpasBsieHHble B ESET LiveGuard Advanced He
nokKa3sbiBaTb B Be0-KOHCONMU

* Ecnm Bawa OC (kak npaBuno, Windows Server 6onee paHHUX BEPCUI) HE AOBEpSeET
cepTUUKaTY ts.eset.com, Pansibl He OTNPABAAIOTCA Ha cepBepbl ESET LiveGuard Advanced. YT0Obl
NcnNpaBnTb 3Ty Npobaemy c foBepMEM, UMMOPTUPYNTE KOPHEBLIE CepTUdMKaTbI DigiCert Global
Root G2 N Thawte TLS RSA CA G1 B CBOK OMNEPaLNOHHYI0 CUCTEMY.

* Beb-koHC0/Ib MOXeT 0TobparkaTb OTNpPaB/eHHbIE (halfibl TONLKO B TOM C/ly4ae, eC/in areHT
yrnpaBaeHNs KINEHTOM NOAKNOYAETCA K cepBepy ESET PROTECT (BbIMOJIHAET pernnkaumto).
®ainsibl, 0TNpaBAEHHbIE N3 NEPEMELLGEMbIX KOHEYHbIX TOYEK, 0TOBpaXKatoTCs Nocsie NOBTOPHOro
MOAK/IOYEHNS areHTa K Cepaepy.
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Ecnn ESET LiveGuard Advanced UCMOJIb3YeTCS B Cpefie KOPrnopaTUBHOro YpoBHS (COTHM
KOMMbIOTEPOB 1 60JbLLE), PEKOMEHAYEM Pa3BEPHYTh NMPOKCU-CepBEP HTTP Ha OTAENbLHOM
cepsepe. Ecnn cnyxba npokcu-cepsepa HTTP byaeT paboTaTb Ha 3arpy>XeHHOM CepBepe
(Hanpumep, Ha KOTOPOM Tak)ke 3anyLleH cepBep ESET PROTECT nau pa3sMelleHa 6a3a gaHHbIX),
BO3MOXXHbl NpobaeMbl C MOAKNOYEHNEM K ESET LiveGuard Advanced.

MOXXHO NCKJIYUTh HEKOTOPLIE Manky 1 MpoLLecchl, YTobbl YMEHbLINTbL KOJIMYECTBO
OTNpaBAsSeMbIX PannoB 1 yNy4ywnTb ObICTPOAENCTBNE CUCTEMBI.

1 nony4aio cnepyouwee coodbweHne 06 ounbke: Bawa
JIMLLEH3UA He COAEepPXXUT OTYeT O noBepeHuun pannos

Ecan Bbl ncnonb3yeTe EBA 4119 yNpaBieHNs NuLeH3namMK, a obee Konn4ectTso paboynx mecTt ons
JINLLEH3MI ESET LiveGuard Advanced cocTaBnsieT meHee 100, Bbl HE CMOXXETe MCMNO0b30BaTb OTYET O
noBefeHun. B HeKOTOPbIX BEPCUAX KOHCOJIM YNPaBJeHUA 0TYeT O NoBeAeHUN He NpefoCTaB/IsSeTCs.
YT06bl MONYYNTb OTYET, HYXKHO YBENNYUTL KOIMYeCTBO paboymx mect go 100 nnm 6onee.

Y MeHs eCcTb NOA03pUTENbHbLIA 0Opaseu,. YTo MHe paenaTb?

Cwm. pasnen PekomeHaaLmMmM 0ng Noab30BaTesen C N0A03pMUTENbHbIMK 06pa3LamMu.

COoun akTuBaLU UM ESET LiveGuard Advanced

Ecnm Bbl £o6aBUAN NNLLEH3UIO C MOMOLLLIO JIMLLEH3MOHHOMO KJTI04a, @ 3aTeM NepeLuLv Ha YPOBEHb
06nayHo 3aLMThI, NNLLEH3US ESET LiveGuard Advanced 6yaeT oTobpaxaTbCs B KOHCOMN, HO aKTUBALMS
OyneT 3aBeplaTbCa Heyaayen. Heobxoammo yaannTb YPOBEHb 3alMTbl U3 CPeabl YNpaBaeHUs
NNLEH3MAMMN 1 100aBNTL ero npw nomoLLv EBA.

BbinoJIHeHue AUAarHoCTUKMU

Ecnu ESET LiveGuard Advanced He paboTaeT, BbINOAHUTE CieaytoLline 1encTeus.
* YbeamTech, YTO BbINOJIHATCSA BCe TpeboBaHMs;

* MNepengunTe B BE6-KOHCONb M NONPOBYNTE HAWTK NPUYMHY, BOCMOJIb30BaBLUNCH CIeAYIOWUMM
VHCTPYKLMAMU,

JInueH3us ESET LiveGuard Advanced

1.Bonpgute B BeH-KOHCOb.

2.lUlenkHnTe JlONONAHUTENBHO > YNpaBJieHUe JIMLEeH3UAMM.

3.YbenunTecn, 4TO Balla MLEH3MA ESET LiveGuard Advanced yKa3aHa B Cnucke. Ecav nuueH3uu B
cnucke HeT, nobaBbTe ee ¢ NOMOLLbIO ESET Business Account WK ESET MSP Administrator. Mpw
NONYYeHUW NIMLLEH3UIA 13 ESET Business Account yoeauTech, 4To oTobpaxaeTcs cneayowmnn
3Ha4oK: . ITOT 3Ha4ok 0603HaYaeT y4eTHYI0 3anunch EBA.
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License Management = A @O v
Tags el

OWNER NAME CONTACT & PRODUCT NAME

O ——

veGuard Advanced for Mail Security

ESET Endpaint Secunty + ESET Server Security (ESET File Security)

Monb30BaTenun, CMosb3yloLue NoaaepXKMBaeMble NPOAYKThI A4 Linux, MOTYT JIOKaJIbHO NMPOBEPUTh
CBOIO JINLIEH3UIO U MAEHTUPUKATOP paboyero MecTa C MOMOLLbIO TEPMUHANa Linux.

* [poBEepKa MLLEH3UN B ESET Server Security A5 Linux.

* [lpoBepKa ANLEH3UN B ESET Endpoint Security 415 Linux.

AKTMBaLUA NPOrpaMmbl

1.Mepengnte B MeHi0o KOMNbloTepbl.
2.UlenkHnTe kKomnbioTep, 3aTem Moka3aTb NoppobHOCTM.
3.0TkpowiTe pa3aen MNopapobHoCcTH, NnepenauTe Ha BKNaakKy MPOAYKT U NMLLEH3UM.

4. Hangute nMuUeH3unio ESET LiveGuard Advanced. ECan nnLEH3MM TaM HeT, akTUBUPYIATE NPOAYVKT.
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1.Mepengnte B nanky KoMnbloTepsbl, LLEJIKHATE HY)KHbIA KOMMLIOTEP, NOCNe0BaTeSIbHO
BbibepnTe MokasaTb NoApPOOHOCTH > KOH(pUrypaumsa v LwenkHnTe 3anpocuTb
KOH(uUrypaumio.



Computers » [ G2 desktop-5

COMPUTERS

1 OVERVIEW Configuration Applied Policies Applied Exclusic

{61 CONFIGURATION

PRODUCT w— DATE

@ L0GS
THERE IS NO EXPORTED CONFIGURATION FOR THIS C
[> TASKEXECUTIONS

& INSTALLED APPLICATIONS
A ALERTS

¥ QUESTIONS

& DETECTIONS AND QUARANTIME

* DETAILS

2.Mocne nonyyeHns KOHMUrypaLmm (HaXXMUTE KHOMKY MOBTOPHOM 3arpy3ku ~r, YTobbl
06HOBUTL AaHHbIe) BbibepuTe MpoAyKT Ans obecnevyeHus 6esonacHocTn > OTKPLITh
KOHdUrypaumio, WwenkHute Moaynb obHapyxeHus > O6navHas 3awmra 1 ybenntecs, 4To
ESET LiveGrid® 1 ESET LiveGuard Advanced BKJ/1tO4€HbI. 1715 CEpBEPHbIX MPOAYKTOB LLENKHUTE
KoMnbloTep > O6nauyHas 3awmTa. Mpn HEoOX0AMMOCTU HAaCTPONTE NOJNTUKY O1S BKIIOYEHNS
ESET LiveGuard Advanced Ha BalLleM KOMMbIOTEpPE.
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CLOUD-BASED PROTECTION o ¥

Enable ESET LiveGrid® reputation system (recommended)
Enable ESET LiveGrid & feedback system

Enable ESET LiveGuard

Submit crash reports and diagnostics data

Submet anonymous statistics

Contact email (optional)
= SUBMISSION OF SAMFPLES oe ¥

Manual submission of samples

AUTOMATIC SUBMISS ION OF DETECTED SAMPLES

Automatic submission of detected sarmples All samples except documents w

AUTOMATIC SUBMISSION OF SUSFICIOUS SAMFPLES

Executables
Archivies
Soripts
Other

Passible Spam emais

Delete executables, archives, scripts, other samples and possible spam

Mever w
emails from ESET's servers

3.Ecnn nocne nonyyeHmsa KoHpUrypaunm Ha Bknaike KoHdurypauusa He otobpaxaeTtcs
NPOAYKT 6@30NacHOCTH, YCTAHOBMTE Ha LieSIeBOM KOMMbIOTEPE NoAAEepKMBaEMbIN NPOAYKT
Be3onacHOCTY ESET.

YcTpaHeHue HenoJslapoK NPoKCcUu-cepeepa
Apache HTTP

ESET Bridge — nNpeAnoyTuUTesibHOe peLleHne npokcu-cepeepa osis
NPOAYKTOB ESET
ESET pacnpocTpaHseT ESET Bridge C ESET PROTECT On-Prem 10.0 (1 60/1ee no3gHMX BepCcuii) B

Ka4yeCTBe KOMIMOHEHTa NMPOKCU-CEPBEPaQ, KOTOprI7I 3aMeHWN NPoKCKu-cepeep Apache HTTP. CM.
CpaBHeHwWe ESET Bridge U NPOKCU-cepBep Apache HTTP.

Ecnwn B paboTe ESET LiveGuard Advanced NPONCXOAAT HEMONALKM U MPOKCU-CepBep Apache HTTP
NCNOJSIb3yeTCs ANS KILWMPOBAHUS NepefaBaeMblX AaHHbIX, Bbl MOXKETE BK/OYUTbL BeAeHNe XypHana
ANArHOCTMKM ANS NPOKCK-CepBepa Apache HTTP, 4T0bbl N3y4nTb Npobnemy. Bbl MOXXeTe nepefaTb
XKYpHasbl cnyxxbe TeXHNYEeCKon NoALep XKW ESET ANs AanbHENLEero aHaan3a.

BeneHue XypHana AMarHoCTUKMN 3HAYMTEIbHO Harpy>KaeT CUCTEMY. YUNTbIBATE BO3MOXHOE
yXyALleHne 6bICTPOAENCTBMSA N UCNONb3YIATE 3TY PYHKLMIO TONIbKO BPEMEHHO. BKNtoYanTe BeaeHmne
XKYpHasa ToJIbKo Ha HE06XOANMbIA MepuoL BPEMEHMN.

BknioyeHue BeAeHUA XYPHaJia AUalrHOCTUKM ANnA NPpoKCu-
cepBepa Apache HTTP
1.0cTaHoBUTE CNyXOy nNpokcu-cepsepa Apache HTTP C MOMOLLbIO KOMaH/bI: sc stop
ApacheHttpProxy
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2.Co3panTe pe3epBHY0 KOMUID KOHGUIYpaLMoHHOro arnna httpd.conf. OBbIYHO OH PacnonoXKeH
no agpecy C:\Program Files\Apache HTTP Proxy\conf.

3.M3meHUTE hann KOHUrypaumm, Kak onmcaHo HuXe.

a)PacKOMMeHTUpynTe CTPOKY (yoanuTte CMMBOJ # B Havane):
LoadModule log config module modules/mod log config.dll

b)JobaBbTe HMXeNpPUBEAEHHYIO CTPOKY B Havyane pasfena <IfModule log config modules:

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" \"%{cache-
status}te\"" combined-cache

c)3aKOMMEHTNPYNTe CTPOKY ([06aBbTE CUMBOJ # B Havase):
CustomLog "logs/access.log" common

d)3mMeHunTe CcTpoKy CachelLockMaxAge 10 Ha CacheLockMaxAge 15
e)I3aMeHnTe CTPoKy ProxyTimeOut 900 Ha ProxyTimeOut 1200

f)B pasgene <VirtualHost *:3128> nop cTpokom ServerName r.edtd.eset.com nobaBbTe
TakKune CTPOKN:

<If "%{REQUEST METHOD} == 'CONNECT'">

Require all denied

</If>

g)I3MeHNTe CTPOKY:

ProxyPass / https://r.edtd.eset.com/ timeout=300 keepalive=0n ttl1=100 max=10
smax=10

Ha TaKylo:

ProxyPass / https://r.edtd.eset.com/ timeout=300 enablereuse=0n keepalive=0n
tt1=100 max=100 smax=10

h)[lobaBbTe B KOHeL, hania cnegpytoLimne CTPOKK:

ErrorLog '|"C:/Program Files/Apache HTTP Proxy/bin/rotatelogs.exe"
n 10 "C:/Program Files/Apache HTTP Proxy/logs/error.log" 1M'

CustomLog '|"C:/Program Files/Apache HTTP Proxy/bin/rotatelogs.exe"
n 10 "C:/Program Files/Apache HTTP Proxy/logs/access.log" 100M' combined-cache

4.CoxpaHuTe tainn httpd.conf n 3anyctute cnyxby Apache HTTP Proxy:
sc start ApacheHttpProxy

Cnepyowime nencrems

OcTaBbTe BeAeHUNE XypHaa BK/OYEHHbIM Ha HEOOXOAMMLIA NEPUOL BPEMEHU, @ NOC/E OTKIIOYEHUS
CKOMMPYNTE XYypHanbl. Pacnono)xeHne XypHasios:

C:/Program Files/Apache HTTP Proxy/logs/error.log

C:/Program Files/Apache HTTP Proxy/logs/access.log

YT06bl OTKNIOYNTL BEAEHMNE )XYpPHana OuarHoCTUKK, BbIMOJHUTE crieayowme gencTeus.
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1.0cTaHoBUTE Cnyxby Apache HTTP Proxy.
2.BoccTaHoBUTE UCXOAHBIN haln KOHPUIypaLum n3 pe3epBHOM KONuu.

3.3anycTute cnyxby Apache HTTP Proxy:

be3onacHOCTb AnA ESET LiveGuard Advanced

BBepeHue

HacTosiwmin 0OKyMeHT cogepxuT obumne cBeeHns o MeTogax obecnevyeHns 6e3onacHoOCTM 1 0
CpencTBax ynpassieHns 6€30NacHOCTbIO, KOTOPbIE MPUMEHAOTCA B ESET LiveGuard Advanced. MeToapbl
obecneyeHns 6e30nacHOCTM U CpeacTBa ynpaBneHns 6e30nacHOCTbIO NpefHa3HaYeHbl 415 3alnTh
KOH(OMOEHLUNANBHOCTY, LLeIOCTHOCTU U AOCTYMHOCTY MHopMaummn knmeHTa. ObpaTnTe BHUMaHMe,
4yTO MeToAbl obecneveHns 6e30nacHOCTU U CpeacTBa ynpaBaeHns 6€30MacHOCTbIO MOryT
N3MEHUTbCSH.

ObnacTb

HacTosALWMmMiA [OKYMEHT COoepXMT obLume cBefieHNst 0 MeTofax obecneyeHns 6e30nacHOCTM 1 0
cpencTBax ynpasfieHns 6€30MacHOCTbIO0 AN MHAPACTPYKTYPbI ESET LiveGuard Advanced, opraHu3saumu,
NnepcoHana 1 onepaLmnoHHbIX NpoueccoB. MeToabl obecneyeHns 6€30MacHOCTM 1 CpelcTBa
ynpaeneHns 6e30MacHOCTLIO BKIIOYAOT B Cebs cneayoLmne 31eMeHTHI.

MonnTuKM NHMOpPMaLMoHHOM Be3onacHOCTH

OpraHusaumsa nHgpopmaunoHHon 6e3onacHoCTH

be3sonacHoCTb nepcoHana

YnpaBsieHne akTueamm

YnpasneHne LOCTYNOM

WndpposBaHne

®dusnyeckas 6esonacHoCTb 1 6e3onacHOCTb cpeabl

OnepaumnoHHasa 6e3o0nacHoOCTb

be3onacHocTb 0bMeHa faHHbIMK

MonyyeHwne, paspaboTka n 06CNyXMBaHNE CUCTEMBI

. OTHOWEHNS C NOCTaBLLNKOM

. YrnpaBneHue nHungeHTamm nHgpopmaumoHHon 6e3onacHoOCTM

. AcnekTbl MH(OPMaLMOHHON Be30nacHOCTY B Chepe ynpaBieHUsa HenpepbIBHOCTbIO BrsHec-
npoL,eccos

14. HopMaTUBHO-NPaBOBOE COOTBETCTBME

W NOUL R WNRE

[ S
w N Rk o

KoHuenuusa obecneyeHus besonacHocTu

KomnaHus ESET, spol. s r.o. cepTuuLmnpoBaHa cornacHo ctaHaapTy ISO 27001:2013, a 0bnacTb
LEeNCTBUSA ee MHTEerpMpoOBaHHON CUCTEMbI YNpaBieHUs aBHbIM 06pa3oM pacnpocTpaHAeTCa Ha
CNnyx6bl ESET LiveGuard Advanced.

Mo3TOMY B paMKax KOHLLENLUMM MHGOPMaLMOHHOM 6e30MacHOCTM MCNOJIb3YeTCa MHPPACTPYKTYpa ISO
27001 o5t peannsauuy MHOrOypPOBHEBOW CTPATEr UK 3aLUThI MPU NPUMEHEHNW CPeACTB YNpaBaeHUs
6e30nacHOCTbIO Ha YPOBHE CETHW, ONepaLnoHHbIX cMcTeM, 6a3 AaHHbIX, NMPUI0XKEHWIA, NepcoHana
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onepaLmnoHHbIX NpoueccoB. MpumeHseMble MeToAbl 0becrnevyeHns 6e3onacHOCTN 1 CpeacTBa
yrnpaBieHus 6e30MacHOCTb0 HAMEPEHHO YacTMYHO AyOAMPYIOTCA U AONONHSIOT APYr Apyra.

MeToabl obecneyeHusa 6e3o0nacHOCTU U CpeacTBa
ynpaBJsieHua 6e30nacHOCTbIO

1. MonnTnkun nHpopmMmaumnoHHon 6esonacHOCTH

KomnaHms ESET UCNosib3yeT NOUTUKN MHDOPMaLMOHHON 6e30MacHOCTM 419 COOTBETCTBMS BCEM
acnekTam CTaHAapTa ISO 27001, B TOM Y1C/e B OTHOLIEHWM YNPaBIeHUS MHPOPMaLMOHHON
6e30MacHOCTbI0, @ TakXXe CPeacTB ynpaBaeHns 6e30MacHOCTbIO U MeTOA0B obecnevyeHmns
6e3onacHOCTW. MOANTUKM NEPECMATPUBAIOTCA €XKEroAHO 1 0OHOBASIOTCS NOC/E 3HAYNTENbHbLIX
N3MeHeHu, 4Tobbl 06ecneynTb NX HEMPEPbIBHYO NPUrOAHOCTb, AOCTATOYHOCTb M 3PHEKTUBHOCTb.

KoMnaHus ESET e)KeroflHO nepecMaTpmBaeT AaHHYI0 MNOJUTKKY U MPOBOAWUT BHYTPEHHME NPOBEPKHU
6e3onacHoCcTK, 4Tobbl 0becneynTb COOTBETCTBUE AaHHOW NoAnTKe. HecobnogeHne noanTumk
MHMOPMaLMOHHON 6€30MacHOCTY NPUBOAUT K MPUMEHEHMNIO ANCLUUMANHAPHBIX MEP MO OTHOLIEHNIO K
COTPYZAHMKaM ESET nin NpeflyCMOTPEHHbIX LOrOBOPOM LUTPAPHbLIX CAaHKLMIA MO OTHOLLEHWIO K
NOCTaBLUMKaM BMIOTb 40 NPeKpalleHns AeicTBmA LOroBopa.

2. Opranmsaumsa nigpopmaumoHHon 6esonacHoCcTH

OpraHuszaumns MHHopMaLMOHHOK 6e3onacHOCTY Ans ESET LiveGuard Advanced NpeaycMaTpuBaeT
HECKOJIbKO FPYMM U OTAEbHbIX JIULL, KOTOPbIE 3aHUMAOTCA MHOPMALMOHHOM 6E30MacHOCTLIO 1
MHOPMALMOHHBLIMI TEXHOJIOTUAMK, B TOM YUChe:

¢ Bbicllee pyKOBOACTBO ESET

e OTAenbl BHyTpeHHen 6e30nacHOCTM ESET
e OTpenbl npumeHeHnsa UT B busHece

e [lpyrue BcriomoraTtesibHble OTAENbI

0Ob6sa3aHHOCTK B chepe MHopMaLMOHHON 6e30NacHOCTM pacnpenenstoTcs B COOTBETCTBUN C
LENCTBYIOLWMMY MOANTUKAMUN UHGOPMaLMOHHON 6e3omacHOCTM. BHYyTpeHHMEe npoLecchl
NOEHTUDULUPYIOTCA U OLEHMBAIOTCS Ha NpeaMeT ONaCcHOCTUN HECAHKLMOHUPOBAHHOIO M
HenpeLHaMePEHHOr 0 N3MEHEHUS UM HEHALAIEXALLEr0 NCMOJIb30BaHNS pecypcoB ESET. C Lenbio
CHVXXEHUS pUCKa B OTHOLLEHUN PUCKOBAHHBIX WM KOH(PUAEHUMANbHbIX OEACTBUIA B paMKax
BHYTPEHHMX MNPOLECCOB NPUMEHAETCS NPUHLMN pa3aeneHns obsa3aHHOCTEN.

OTaoen opuanyeckoro obecneyeHns ESET 0TBEYaET 3a KOHTAKTbl C MPaBUTENbCTBEHHbLIMI OpraHamu,
B TOM 4Ymcne ¢ opraHamu CnoBakum, KOTOpble 0TBEYAIOT 3a Knbepbe3onacHOCTb 1 3aWuTy
NepCcoHasibHbIX AaHHbIX. OTAen BHyTpeHHeNn 6e30nacHOCTM ESET OTBEYAET 3a KOHTAKThI CO
crneumnanbHbIMU FpynnaMu, HanpuMep ISACA. KomaHaa nccnenoBatenbCckon nabopatopum ESET
OTBEYaeT 3a B3aMMOAENCTBME C APYrMMM KOMMNaHUsaMK, paboTaowmmn B cchepe 6e3onacHoCcTu, n C
coobuectBom KnbepbesonacHoCcTn B 6osiee LWMPOKOM CMbICAE.

NHdhopmMaLmnoHHas 6e30MacHOCTb YYUTLIBAETCA NPU YNPaBIEHUM NPOEKTaMU C NMOMOLLbIO
npuMeHseMol NIaThopPMbl YrpaBAeHUs NMPOEKTaMI 0T UAEN [0 3aBepLIeHNs NPoeKTa.

YnaneHHas paboTa 3alMileHa 3a CHET NPUMEHEHMNS NMOSINTUKU, PEann30BaHHON Ha MOBUIbHBIX
yCTPOWCTBax, KOTopas NpefyCcMaTpUBaEeT MCMOJIb30BaHNE MOLLHON 3aLUMTbl AaHHbLIX NOCPEACTBOM
WnpoBaHMs Ha MOBUNIbHBIX YCTPOMCTBaxX Npu paboTe B HefoBepPEHHbIX ceTax. CpeacTBa
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yrnpaBieHus 6e30MacHOCTb0 Ha MOBMIbHbBIX YCTPONCTBaX paboTaloT HE3AaBUCKMMO OT BHYTPEHHUX
ceTeln N BHYTPEHHUX CUCTEM ESET.

3. Be3onacHOCTbL NepcoHana

KomnaHms ESET UCNoNb3yeT CTaHAapTHbIE MeToabl paboTbl C NEPCOHANIOM, B TOM YMCJIE NOJINTUKM,
pa3paboTaHHble ons obecneveHns MHMoOpMaLMoHHON 6e30MacHOCTW. 3TN METOAbI
PacnpoOCTPaHATCA Ha BECb XXU3HEHHbIV LUK COTPYAHWKA, N OHW MPUMEHSAIOTCS KO BCEM rpynnam
noNb30BaTeNeN, KOTOpbIe MoyYaloT AOCTYN K cpeae ESET LiveGuard Advanced.

4. YnpaBneHue akTuBamMu

NHppacTpyKTypa ESET LiveGuard Advanced BKJIlOHEHa B PeeCTp aKTUBOB ESET CO CTPOrnm
onpepeneHveM BrafesbLeB U NpaBuiaMm, KOTopble NPUMEHAOTCSA B COOTBETCTBMM C TUMOM Y
YPOBHEM KOH(MUAEHLUNAIbHOCTU aKTUBOB. B ESET onpefesieHa BHYTPEHHAS CXeMa Knaccudpukauum.
Bce naHHbIe N KOHPUrypauum ESET LiveGuard Advanced KN1acCU@PULMPOBaHbl Kak KOH(MMAEHUMANbHbIE.

5. YnpaBneHue nocTtynom

MonnTUKa KOMNaHuM ESET OTHOCUTENbHO YNpPaBiieHNs AOCTYNOM peryimpyeT BCe Cly4an AocTyna B
ESET LiveGuard Advanced. YnpaBneHne AOCTYMNOM NPUMEHSETCS Ha YPOBHE MHADPACTPYKTYPbl, CETEBbIX
cnyx6, onepaumnoHHON cucTemMbl, 6a3bl AaHHbIX U NPUI0XKEHNS. MoNHOEe ynpaBaeHne 0OCTYMNOM
NoJib30BaTesIeN Ha YPOBHE NPUIOXKEHNIA SBNSETCS aBTOHOMHbIM.

JocTyn K cepBepaM ESET CTPOro orpaHnYeH aBTOPM30BaHHLIMU AULL@MW 1 poNaMu. a5 ynpaBieHus
[OCTYMNOM COTPYAHWKOB ESET K MHPPACTPYKTYpe M ceTaM ESET LiveGuard Advanced 1CMOJIb3YHOTCS
CTaHZapTHbIe NpoLuecchl ESET Ans perncTpaumnm (0TMeHbl perncTpaLmm) nosib3oBaTenein, NoaroToBKy
(0OTMeHbl NOArOTOBKM), yNpaB/ieHNs npaBamMu U MPOBEPKU MpaB fOCTYyMNa Nnosb3oBaTenen.

Ons 3aWuUThl 4OCTYMNa KO BCEM AaHHbIM ESET LiveGuard Advanced MPUMEHSETCSA HaAeXHas cMcTema
ayTeHTuduKauuu.

6. LLincdbpoBaHue

Ons 3aWmnTbl AAaHHbIX ESET LiveGuard Advanced NPUMEHSIETCS HafeXHas CMCTeMa LWMAPOBAHNA (SSL),
KOTOopas WndpyeT nepeaaBaeMble faHHbIE.

7. ®usnyeckan besonacHocTb U Oe3onacHOCTb cpeabl

ESET LiveGuard Advanced siBnseTcs o6naqyHon cnyx6om. ESET ucnonb3yeT YacTHoe 06n1ako 1 obnako
Microsoft Azure. LleHTp 06paboTky AaHHbIX YacTHOro obnaka puU3n4eckn pacnonoXxeH
ncknoYnTensHo B EBponenckom cotose (EC). Cnyxba Microsoft Azure He OrpaHN4MBaETCS
Tepputopuen EC, 0gHaKO OHa UCNOJIb3yeTCs TOJIbKO AN XPaHEHUS OQHOCTOPOHHMX X3LLENR,
CO34aHHbIX Ha OCHOBE OTMNPaB/IEHHbIX (hallNOB, KOTOPbLIE HE COAEPXKAT JINYHbIE AaHHble. 114 3alWnThl
LaHHbIX KIMEHTa BO BpeMs nepefayun NnpuMeHAeTCs HagexHas cMcTemMa WndpoBaHus.

8. OnepauunoHHasa 6e3onacHOCTb

Cny»x6a ESET LiveGuard Advanced ynpaBfiseTcs C MOMOLLbI0 aBTOMaTU3MPOBaHHbIX CPeACTB COrNacHo
CTPOruM onepaunoHHbIM Npoleaypam v wabnoHam KoHgUrypauuwn. Mepes pa3sepTbiBaHWEM B
NPOV3BOACTBEHHON Cpefe BCE N3MEHEHUS, B TOM YNCJIE U3MEHEHUS KOHUIYypaLmmn u
pa3BepTbiBaHME HOBOrO NakeTa, YTBEPXKAAIOTCA U TECTUPYIOTCS B BblAENEHHOW Cpeae
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TecTupoBaHus. Cpeaa pa3paboTku, cpefla TECTUPOBAHMSA 1 NPON3BOACTBEHHAN Cpefa OTAeNeHbl
ApYyr oT apyra. [JaHHble ESET LiveGuard Advanced HaX0AATCS TONbKO B MPOM3BOACTBEHHON Cpefe.

Cpepna ESET LiveGuard Advanced KOHTPOIMPYETCA C MOMOLLbIO ONepaLMOHHOro MOHUTOPUHIa NS
ObICTPOro BbiABAEHUSA NpobaeM 1 NpefocTaBNeHNs LOCTaTOYHON eMKOCTI Ans BCex cyxb Ha
YPOBHe CeTu 1 XocTa.

Bce AaHHble KOH(UIypaLuy XpaHATCa B HalUMX PeNo3nTOpPUAX, 419 KOTOPbIX PeryaspHo Co34atoTcs
pe3epBHble Konuu, ¢ Lenbto obecnevyeHns aBTOMaTUYECKOr0 BOCCTAHOBNIEHNSA KOH(MIypauun cpesbl.
Pe3epBHble KOMUW AaHHbIX ESET LiveGuard Advanced XpaHSTCS KaK Ha BHYTPEHHUX, TaK U Ha CTOPOHHUX
nnowanKax.

Pe3epBHble KONUW LIMGPYIOTCS U PErYJIPHO NPOBEPSIOTCS HAa BO3MOXHOCTb BOCCTAaHOB/IEHNS B
paMKax TeCTUPOBaHNA HenpepbIBHOCTY B3HEeC-NpoLeccos.

AyaouT CUCTEM BbINOMHAETCS B COOTBETCTBUM C BHYTPEHHUMW CTaHAAPTaMmn 1 npasuaamun. XXypHasbl
1 COBbITMA N3 NHPPACTPYKTYPbI, ONEepaLMOHHON CUCTEMbI, 6a3bl AaHHbLIX, CEPBEPOB MPUIOXKEHUN U
cpencTs ynpasneHusa 6e3onacHoCTbio cobrpatoTcs HenpepbiBHO. XKXypHanbl 3aTeM obpabaTeiBaoTcs
oTaenamm UT n BHyTpeHHeN 6e30nacHOCTM N4 BbISBAEHNS ONepauUnoHHbIX aHOMaNA 1 aHOMaNun
6e30nacHOCTY, a TakXXe MHUMAEHTOB NHPOPMaLMOHHON 6e30MnacHOCTH.

KomnaHusa ESET ucnosib3yeT obLwuin NnpoLecc yrnpasaeHns TeEXHUYEeCKUMUN YA3BUMOCTAMMU 414
06paboTKu ciy4aeB BO3HUKHOBEHUS YA3BUMOCTEN B MHPPACTPYKType ESET, BKJItOYas ESET LiveGuard
Advanced 1 Apyrve npoayKTbl ESET. 9TOT NpoLecc BKAYaeT B cebs NpoakTUBHOE CKaHUPOBaHME Ha
npeaMeT yS3BMMOCTEN 1 MOBTOPSAIOWEeeCs TeCTMPOBaHNE Ha MPOHNKHOBEHWE 418 MHPACTPYKTYPSI,
NPOAYKTOB Y MPUIOKEHUI.

KomnaHus ESET yTBEpP)XXAAeT BHYTPeHHME npaBuia ansa obecnevyeHmsa 6€30nacHOCTU BHYTPEHHEN
NH(PACTPYKTYpPbI, CETEN, ONepauNoHHbIX cucTeM, 6a3 gaHHbIX, CEPBEPOB MPUIOXKEHNN 1
NPUIOXKEHWUA. TN NPaBUIa NPOBEPSAIOTCSA C MOMOLLLID MOHUTOPUHIA TEXHUYECKOr0 COOTBETCTBUSA U
Hallen BHYTPEHHEN NporpaMMbl ayanTa MHMOPMaLoHHON Be3onacHOCTH.

9. Be3onacHocTb 0OMeHa AaHHbLIMU

Cpepna ESET LiveGuard Advanced CErMeHTUPOBaHa C MOMOLLb0 COBCTBEHHOW 061a4HON CErMeHTaL K.
Mpn 3TOM CETEBON AOCTYMN OrpPaHNYEH TOJIbKO HEObX0ANMbIMUK CyXbaMu Cpeamn CeTeBbIX CErMEHTOB.
JoCTynHOCTb ceTeBbIX CNy>X6 obecneymBaeTCs C NOMOLbIO COBCTBEHHBLIX 061a4HbIX CPeaCTB
yNpaBJIeHUs, TaKNX KaK 30Hbl LOCTYNHOCTK, 6anaHCMpPOBKa Harpy3kn U N3bbITOYHOCTb. BbioeneHHble
KOMMOHEHTbI 6aNaHCMPOBKM Harpy3Kn pa3BepThiBaloTCA, 4TOObl MPeaoCTaBMTb 419 MapLUpyTU3aLmm
3K3eMnNApPoB ESET LiveGuard Advanced ornpeaesieHHble KOHEeYHbIe TOYKU, KoTopble obecneymBatoT
aBTOpM3aLMIo TpadmKka 1 6banaHCMpPOBKY Harpy3sku. CeTeBon TpauK HENPEPLIBHO OTC/IEXMBAETCS
Ha NpeaMeT OnepaunoHHbIX aHOMaNMin U aHoManuin 6e3onacHOCTW. MoTeHUManbHbIe aTakn MOryT
ObITb pa3peLleHbl C MOMOLLbI0 COBCTBEHHbIX 061a4HbIX CPEACTB YNPaBAEHNS NN Pa3BEPHYThIX
peweHnin no obecneyveHmto 6esonacHocTn. CeTeBon 0OMeH AaHHBLIMU NOJIHOCTLIO WNGPYETCA C
NMoMOLLbI0 06LLeA0CTYMHBIX METOA0B, BKOYAs IPsec 1 TLS.

10. Mony4yeHme, pazpabotTka n odcnyxmusaHue cucTemsbl

Pa3paboTka cucTem ESET LiveGuard Advanced BbIMOJIHAETCS B COOTBETCTBMM C NOUTUKON ESET
KacaTenbHo pa3paboTkm 6esonacHoro nporpaMmHoro obecnevyeHms. OTaensl BHyTPEHHEN
6e30MacHOCTM BKJIOYEHbI B MPOEKT pa3paboTku ESET LiveGuard Advanced C CaMOro nepBoro 3Tana u
KOHTPOJIMPYIOT BCe AeNCTBMA N0 pa3paboTke n obcnyxmBaHuio. OTaen BHyTpPeHHeNn 6e30nacHOCTY
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onpenenseT TpeboBaHNs 6€30MacCHOCTY U NPOBEPSET UX COON0AEHME HA Pa3INYHBIX dTanax
pa3paboTKy NporpamMmMHoro obecneyeHuns. be3onacHoCcTb BCex Cy»xb, B TOM YMC/ie HOBbIX CI1yX0,
KOTopble pa3pabaTbiBaloTCs, HEMPEPLIBHO NPOBEPSETCS NOC/E BbIMyCKa.

11. OTHOLIEHUA C NOCTAaBLLUKOM

OTHOLUEHNS C NOCTaBLLMKOM BeayTCs B COOTBETCTBMU C AeACTBYIOLMMMN NpaBunaaMm ESET, KOTopble
MOMIHOCTbIO OXBATLIBAIOT YNPaBAEHNE OTHOLLIEHUAMN U AOFOBOPHbIE TPEOOBAHUS C TOYKN 3PEHUS
NHGOPMaLIMOHHON 6e30MacHOCTM U KOHpUAEHLNANbHOCTU. KayecTBo 1 6€30nacHOCTb YCayr,
NpPeaoCTaB/IiEMbIX MOCTABLLMKOM KPUTUYECKU BaXKHbIX YCAYT, OLEHNBAOTCS PEryNsapHO.

Kpome Toro, ans ESET LiveGuard Advanced KOMMNaHWUs ESET MCNO/b3yeT NPUHLMMN NOPTAaTUBHOCTU, YTOObI
n3bexatb 6/10KMPOBKYM NOCTaBLLMKA.

12. YnpaBneHue uHgopmaumoHHON 6€30nacHOCTbIO

YnpaBneHne nHUMAEHTaMn MHHOPMaLMOHHON 6e30nacHOCTM B ESET LiveGuard Advanced BbIMOJHAETCS
aHasIorMyYHO APYruM MHGPACTPYKTypaMm ESET, 1 NS HErO UCMOb3YIOTCA ONpeae/eHHble MpoLeaypbl
pearnpoBaHUs Ha UHUMAEHTLI. PONM Npu pearnpoBaHMmn Ha MHUNOEHTbI ONPEeaensoTCa 1
pacnpenensioTcsa A MHOXXEeCTBa rpynn noJjib3oBaTenewn, B TOM Yncae ana otgenos UT,
6e3onacHoCTK, lopuamnyeckoro obecnevyeHns, ynpasaeHna Kagpamu, CBsizen ¢ 06LLEeCTBEHHOCTbIO 1
AN19 BbICLLEro pyKoBOACTBa. pynna pearmpoBaHmsa Ha MHLUMAEHT ONpeaenseTcs CoraacHoO AaHHbLIM
PacCMOTPEHNSA NHUMAEHTA, KOTOPOE NPOBOANTCS OTAENIOM BHYTpeHHen 6e3onacHoCTK. ITa rpynna
obecneyvBaeT fasibHENLLYI0 KOOPANHALMIO APYTUX FPYNM, 3aHUMaIOLWKUXCA MHUnAeHTOM. Kpome
TOro, OTAeN BHyTPeHHel 6e30nacHOCTK O0TBeYaeT 3a cOop DaKTUYECKUX AaHHbIX 1 HaKOMIeHne
NpPaKTU4eckoro onbita. O BO3HMKHOBEHMMN U pa3peLleHn MHUNOEHTOB coobuiaeTcs
3aMHTepecoBaHHbIM CTOPOHaM. OTaen puanyeckoro obecneyeHns ESET oTBEYaeT 3a yBeAOMJIEHNE
pPeryiaTUBHbLIX OPraHoOB (€C/n Takoe yBeaoMIeHne SBASeTCq HeobXxoaAnMbIM) B COOTBETCTBMM C
TpeboBaHmammu O6LLero pernamMmeHTa No 3alnTe AaHHbIX (GDPR) 1 3akoHa 0 KnbepbesonacHocTw,
KOTOpbIN Npeobpa3yeT [IMpeKTUBy 0 CETEBOW M MHGOPMaLMOHHOW 6e3onacHoCTH (NIS).

13. AcnekTbl MH(OPMaLUOHHOKU De3onacHOCTH B cchepe ynpaBrieHUs
HenpepbIBHOCTbIO ODU3HEC-NpoLeccoB

HenpepblBHOCTb BU3HEC-NPOLIECCOB AN18 CyXKObl ESET LiveGuard Advanced 3anporpamMMnpoBaHa B
Ha,EI,G)KHOVI ApPXUTEKTYpE, KOTOpPas obecneynBaeT MaKCUMaJibHYIO OOCTYMNMHOCTb NMpeaoCTaBAEMbIX
ycnyr. B cnyvyae kaTacTpoghnyeckoro oTkasa BCex y3/10B U3bbITOYHOCTU AN KOMMOHEHTOB ESET
LiveGuard Advanced nnu cy>6bl ESET LiveGuard Advanced BO3MOXXHO MOJIHOE€ BOCCTaHOB/IEHME C
MOMOLLIbIO AaHHbIX PE3EPBHOIN0 KOMMPOBAHMA MU OaHHbIX KOH(UIypaLunun, HaXoAAWNXCS Ha CTOPOHHMX
niaowankax. lNpouecc BOCCTaHOBJIEHNA PerysisapHO TeCTUpyeTcs.

14. HopMmaTuBHO-NpaBoBOE COOTBETCTBUE

CooTBeTCTBME peLleHuns ESET LiveGuard Advanced HOPMaTUBHbLIM M AOrOBOPHbLIM TpeboBaHMsAM
PErynspHO OLLEHNBAETCA 1 aHaIM3UPYETCS aHaNOrMYHO APYron NHPPaACTPYKType M npoueccam ESET,
a TaK>XXe NOCTOSHHO NPUHUMAOTCA HEOBX0AUMbIE Mepbl Ans CobNoAeHNS COOTBETCTBUS. KoMNaHus
ESET 3aperncTpupoBaHa Kak NoCTaBLLMK LMGPOBLIX YCAYr ANs LUMGPOBONA Cy)bbl 061a4HbIX
BbIYMC/IEHNI, KOTOPAsi OXBaTbIBAET pa3Hble CyX0bl ESET, B TOM Ynce ESET LiveGuard Advanced.
ObpaTnTe BHUMaAHWE, YTO AEATENbHOCTb KOMMaHMK ESET o cobniofeHno HopMaTHBHbIX TpeboBaHMI
He 06s13aTeNbHO 03HaYaeT, 4To ByAyT yAOBNETBOPATLCS KakK TakoBble obwune TpeboBaHMs KIMEHTOB
K HOPMaTWBHO-NPaBOBOMY COOTBETCTBUIO.
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NMoNIMTUKA YeCTHOro UCNoJib30BaHUA

OnucaHue NOJIMTUKU YeCTHOIro UCNOJIb30BaHUA

B nonMTMKe YeCTHOro MCnosb30BaHMs YKa3blBAETCA OFrpaHUYEHME Ha KOMYEeCTBO (halinos,
nepenaBaeMblx OT KAMeHTa. OrpaHuyeHme Ha aiibl NPUMEHAETCS K BbIOpaHHbIM YPOBHAM 3alLUNTb
ESET LiveGuard Advanced. [JONOJIHNTE/bHblE CBELEHNS CM. B MPUBEAEHHON HUXeE Tabnuue.

OrpaHnyeHne Ha annbl: 50 pannos Ha paboyee mecTo B Mecal,. KoimyecTBo (halnioB CHMTaETCH
Ha BCeX KOMMbOTepax BMecTe, N03TOMY eC/In OANH KOMMbIOTEP OTNpaBaseT MeHblle (halsioB, TO
LPYron MOXXeT 0TnpaBnaTb bonbLue.

Hanpumep,
* 3aKa3yuk, umetowmin 500 paboymx mecT MoxeT 3arpy>xaTb 4o 25 000 obpa3LoB B MecaL;

* 3aka3yuk, umetowmin 10 000 paboymx MecT MoXXeT 3arpyxaTb 40 500 000 obpa3uoB B MecsL.

CsBoucTBa ypoBHeM ESET LiveGuard Advanced

Cnncok O0CTYMNHbIX ypOBHEN ESET LiveGuard Advanced 1 UX CBONCTBA CM. B MPUBELEHHON HUXKE
Tabnuue.

Ha3ssaHue | MMHuManbHoe | locTtynHo | locTynHO JinueHsus AocTtynHo B |OrpaHuyeHue
YPOBHSA KONNYeCTBO | AnA ESET | mansa ESET no3BonfeT ESET MSP Ha ¢dannbl
pabouux Mmect| PROTECT | PROTECT |mosb3oBaTento |Administrator

co3A04aThb 2
aK3eMnnap
ESET PROTECT

ESET 5 v v =] v HeT
LiveGuard
Advanced

ESET 5 v v v v Ha
PROTECT
Complete

ESET W v W " a
PROTECT
Mail Plus

ESET 5 W W W W a
PROTECT
Advanced

ESET 5 v @ =] =] Na
Dynamic

Endpoint

Protection
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Ha3sBaHue | MuHumanbHoe | JoctynHo | JocTtynHo| JiMueH3us AocTtynHo B|OrpaHunyeHue

YPOBHA KOJIN4eCTBO ans ESET ansa ESET no3BonfeT ESET MSP Ha Cbaﬁnbl
pa60'mx MecT | PROTECT PROTECT |nmoJsib30oBaTesto | Administrator
co3naThb 2

aK3eMnasp
ESET PROTECT

ESET 5 v =] =] =] Na

Dynamic

Endpoint

Protection -

Antivirus

Level

ESET 250 v =] =] =] Ha

Targeted

Attack

Protection

be3 orpaHuyeHus Ha dannsbl

ObpaTuTech K napTHepy ESET Ana noayyeHns bonee nogpobHom nHhopmaumm 06 ypoBHe 3awuThl 6e3
orpaHu4eHus Ha ansbl.

MpoBepka KonuyecTsa oTnpasnaseMbix hannios

M3 oT4eTa B KOHCOM YyNpaB/IEHNS MOXXHO Y3HaTb KOJINYECTBO rnepeaHHbiX hansios.

NcknoueHne HeKoTopbiX (paioB U3 OTNPABKHK

Ecnv Bbl gOCTUr AN NpeaenbHOro KoMYeCcTBa OTNPaBAseEMbIX (haliioB, MPOBEPbLTE, Kakue daibl
OTNPaBASOTCA, 1 NONPOOYATE NCKMOYNTL MNaNKM C Ype3MEepPHbLIM KOIMYECTBOM OTMNPAB/IEHHbIX
tannos, B 6€30MacHOCTU KOTOPLIX Bbl yBEPEHbI. HEKOTOPbIE NPUIOXKEHNSA N CPeaCcTBa pa3paboTkm
MOryT CO3[aBaTb OFPOMHOE YMC0 (haliIoB, KOTOPbIE HE SABASIOTCA yrpo3amn 1 He TpebyioT
OTNPaBKW. YMEHbLUMTE KONNYECTBO 3arpy>XaeMbixX )annoB, NpoaHaM3MpoBaB CTaTUCTUKY 3arpy3Km
1 1o6aBNB NCKIOYEHMS.

NMonutuka KoHpuaeHu.

KoMnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHas no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHad B peecTp pUANYeCcKX 1L, OKpY>KHOro cyna | B bpaTtucnase, pasaen Sro, 3anunch
3586/B, perncTpaLmnoHHbIn HoMep npeanpuaTtua 31333532, Kak KOHTPOJIep AaHHbIX (fanee — «ESET»
nnm «Mbli») yoenseT ocoboe BH/UMaHWe 3aLiUTe NepCcoHanbHblX AaHHbIX. Mbl cTpeMumca cobnoaaTb
TpeboBaHMA K NPO3paYyHOCTU, ycTaHaBAuBaeMble ObLwmmM pernameHToM EC No 3awwmnte fAaHHbIX
(GDPR). [Mo3TOMY MbI Ny6Ankyem 3Ty MNMoANTUKY KOHGUAEHLNANBHOCTU, UCKIOYNTENBHO YTOObI
YyBELOMUTb KINEHTA, KOTOPbIV ABNSETCA CYyObEKTOM AaHHbIX (anee — «KOHeYHbIN NoJsib30BaTeNb»
nnn «Bbl»), 0 cnepyloWwmMx acneKkTax 3aWwmnTbl NepCOHabHbIX AaHHbIX:

* [NpaBoBble OCHOBaHMA A5 06paboTKN NePCOHasbHbIX AaHHbIX.

* lNepenaya AaHHbLIX TPETBUM IMLAM U KOH(UAEHLMNANBHOCTb.
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* 3alyMTa AaHHbIX.
* Balum npaBa Kak cybbekTa OaHHbIX.
* ObpaboTKa NepCcoHaNbHbIX OAHHbIX.

* KOHTaKTHas MH(opMaLms.

ObpaboTka nepcoHaNnbHbIX JAHHbIX

Cny>6bl ESET, BCTPOEHHbIE B HalW BEO-NPOAYKTbI, MPefoCTaBAATCA COrIAaCHO YCI0BUAM
NCNosb30BaHNA (fanee — «YCNOBMA NCNONb30BaHNA»), OLHAKO HEKOTOPBIE N3 HUX 3aCNy)KMBAIOT
0coboro BHMMaHUs. Mbl X0TUM pacckasaTb Bam nogpobHee 06 06paboTke AaHHbIX, CBA3AHHbIX C
NPeaoCTaBIEHNEM HaLLMX MPOAYKTOB M Cyx6. Mbl NnpefoCcTaBNSEM Pa3/IMYHbIE YCAYTW, ONUCAHHbIE
B C/IeAYIOLNX AOKYMeHTax: YC10Buma U fokyMeHTaumsa. YTobbl Bce 310 paboTano, HaMm Heobxoanmo
cobvpaTb CriefyoLyo MHopMaLumio.

* Ob6pasubl, HaNnpUMep NpeaBapuUTeNbHO onpeneneHHble 1 BbibpaHHble KOHEYHbIM
nosib3oBaTesneM hainbl, 3arpyXxatTcs B Cyx0y ESET Ans aHanun3a, pesyabTaT KOTOPOro
oTnpaBnseTcs obpaTHO BaM. MeTafaHHble cobMpatoTCs Yepes yCTaHOBIEHHYIO Ha JI0KaJIbHOM
YCTPONCTBE KOHCOJIb YNPaBNEHUS, KOTOpast A0JKHa ObITh YKa3aHa Kak noaaepXmBaemasi.

» CBeaeHNs 0 IMLEH3NAX, HAaNpUMep NAEHTUPUKATOPbI JIMLEH3WUIA, U JINYHbIE AAHHbIE,
Hanpumep UMs, GamMUIns, agpec, 3IeKTPOHHAs NoyTa, HeobxoanMble ANst BbICTAB/IEHNS CHETOB,
NPOBEPKMN MOAJIMHHOCTMN NINLEH3UIA N NPeLoCTaBEHNS HaLIUX YCayr.

* [1na obcnyXmnBaHMs U NpefoCcTaBAeHUS NOALEPKKNA MOXET NOTPeboBaTbCS KOHTAKTHaN
NH(OPMaLMA U AaHHblE, YKa3aHHble B Bawnx 3anpocax Ha noanepxky. Mcxons us BeibpaHHOro
cnocoba obuieHns, Mbl MOXXeM (hMKCMPOBaTh Balll 3N1eKTPOHHbLIN agpec, HoMep TenedoHa,
NH(OPMaLMIO O INLLEH3MM, CBEAEHUSA O MPOrpaMMax 1 onncaHve Balwero nHUMAaeHTa.
Bo3moxxHo, cnyxba nogaep XKu NnonpocuT Bac npefoCcTaBnTb AOMOJHUTENbHYIO MHGOPMALINIO,
4yT0bbl YNPOCTUTL peLleHne npobaemsl.

Mbl He cTpeMuMcs cobupaTh Apyrve Balln AaHHbIE CBEPX YKa3aHHOro o6bemMa, Ho MHoraa nsbexaTb
3TOro HeBO3MOXXHO. Ciy4anHo cobpaHHble JaHHbIE MOMYT HaX0AUTLCSA B COCTaBE BPELOHOCHbLIX
nporpamm (cobupatoTcs 6e3 Ballero BelomMa WK paspeLleHns) i MoryT ObiTb YacTbio
NIOKYMEHTOB, MpW 3TOM Mbl He CTPEMUMCS CAENATb UX YacCTblo HALIMX CMCTEM Un 06pabaThiBaThb KX
B LIeNsiX, 3a8BJIEHHbIX B HACTOsLLEN MoNMTUKE KOHWIEHLUNANBHOCTH.

nepe.u,aqa AAdHHbIX TPETbUM JIULLAM U KOH(I)IIIJJ,eHl.IMaﬂbHOCTb

Mbl He nepenaem Bawwy aaHHble TpeTbuM nnuaM. OaHako ESET — 3TO KOMMNaHUs, BeayLuas
AeaTenbHOCTb B rnobanbHbIX MacluTabax Yepes ceTb pacnpocTpaHeHus, 0bCayXnBaHus u
noaaepXKu, KoTopasi COCTOUT 13 aPhUANPOBAHHBIX KOMMAaHWUA N MapTHEPOB. B Liensix BbINOJIHEHMS
JINLLEH3MOHHOr 0 COrNalleHns, HanpuMep Ans NPeaoCTaBAeHNs YCAYr Uan noaaep>XXku, Mol MoXxem
0bMeHMBaTbLCS C adhUIMPOBAHHBIMI KOMMAAHUAMMW U NAapTHEPaMM MHGOPMaLMEN O NLEH3USIX,
onnaTte 1 TeXHUYECKON noaaepxke, KoTopyto obpabaTbiBaeT KOMMNaHUSA ESET.

KoMmnaHus ESET obpabaTbiBaeT AaHHbIE MPeMMYyLLLECTBEHHO B CTpaHax EBponenckoro Coto3a (EC).
OfHako B 3aBMCUMOCTM OT Ballero MecToHaxoXxaeHusa (Mpy NCnosib30BaHUN HaLWKUX NPOAYKTOB U/Unu
cnyx6 3a npenenamm EC) n/vunn BuibpaHHon Bamu cnyxbbl Ham MOXeT NoOHafobuTLCA NnepenaThb
Bawwn paHHble B cTpaHy 3a npegenamm EC. Hanpumep, Mbl NCMONb3yeM CTOPOHHKE CNYXXObI
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061a4HbIX BLIYUCEHWIA. B TakMX Cnyvyasix Mbl TWATENbHO BbiOMPAEM NOCTABLUNKOB TaKUX CyX0 1
obecrneynBaeM Haanexallnin ypoBeHb 3alUTbl AaHHbIX C MOMOLLbIO 10rOBOPHLIX, @ TaKXe

TEXHUYECKMX 1 OpraHn3auUnoHHbIX Mep. Kak NpaBuio, Mbl NPUMEHsieM CTaHAaPTHbIE AO0rOBOPHbIE
ycnosus, aencteytowme B EC. Mpu Heo6X0AMMOCTM OHU MOFYT AOMONHATLCS APYrUMM YCII0BUSIMUA.

B HekoTopbIX CTpaHax 3a npeaenamm EC, Taknx Kak BennkobputaHua u LLiBenuapus, CONnoCcTaBUMbIN
YPOBEHb 3alLNThI AaHHbIX YK€ onpefenieH 3akoHodaTen,cTsom EC. B cBA3M € 3TMM Nepefaya
[laHHbIX B 3TW CTPaHbl He TpebyeT cneunansHOro pa3peLleHns Uan cornaltleHums.

Mbl nonaraeMcs Ha CTOPOHHKE CJ'Iy>K6bI, CBSi3aHHble C 061a4HbIMU BbIMNCIEHNAMN, KOTOpble
npepnocTaBngeT Koprnopauma Microsoft KakK MOCTaBLLUK 06.1a4HbIX ycnyr.

MpaBa cyObekTa AaHHbIX

MpaBa KaXxaoro KoHe4YyHoro nonb30BaTeNs BaXkHbl, N03TOMY Mbl xoTenn 6bl pacckasaTb Bam o
npaBax, KOTopble ESET rapaHTMpyeT BCeM KOHEeYHbIM MoJib30BaTeN1IiM He3aBUCUMO OT TOrO,
Haxo4AaTCA M OHK B cTpaHax EC nnm HeT. 3Tn npaBa onucaHbl HXe. YTobbl BOCN0b30BaTbCA
CBOMMM NpaBaMu CybbekTa AaHHbIX, Bbl MoXeTe 0bpaTnTbCsa K Ham Yyepes hopMy 4SS CBSA3M CO
CNyxbon noaaep>XXKn Uam rno agpecy 3J1eKTPOHHON NoYThl dpo@eset.sk. B uensx ngeHTnhukaumnm
npocum Bac npefocTaBnTb Caedyowyo MHGMOPMaLMIO: UMS, agpec 3N1eKTPOHHOM MNOYTbI U
JINLLEH3NOHHBIN KNK0Y (eCnn eCTb) UAKN HOMEp KMEHTa U Ha3BaHWe KOMMNaHuW. He oTnpasnanTte
Lpyrne nepcoHasbHble AaHHble, Takne Kak gaTa poxaeHus. YTobbl paccmoTpeTh Bawe obpalyeHue,
a TakXXe B Lenax naeHtudukaunmnm Mol obpaboTaem Bawm nepcoHanbHble OaHHbIE.

MpaBo oTo3BaTb cornacue. [IpaBo 0TO3BaTb COrnacue AeNCTBYET TONLKO B TOM Cllyyae, ecsin
AaHHble 06pabaTbiBaAOTCA NCKOYUTENBHO MO cornacuto. Ecam Ml obpabaTbiBaem Balum
nepcoHasibHble AaHHble Ha OCHOBaHWUK Bawero cornacus, Bol uMeeTe npaBo B ntoboe BpeMs 0TO3BaThb
ero 6e3 ykasaHusa npuynH. OT3bIB COrNacua KacaeTcs ToNbKO 06paboTKM AaHHbIX B ByayuieM n He
B/IMSIET HA 3aKOHHOCTb UX 06paboTKM, BbINMOSHSABLUEACS [0 3TOrO.

MpaBo Ha Bo3paxxeHue. [paBo BO3pa3uTb NPoTB 06paboTKM AaHHbIX 4ENCTBYET B TOM C/lyyae,
ec/in faHHble 0bpabaTbiBalOTCA Ha OCHOBAHMMN 3aKOHHOI0 MHTepeca ESET nan TpeTben CTOPOHbI. Ecin
Mbl 0bpabaTbiBaeM Balum nepcoHasibHble faHHble B CBOMX 3aKOHHbIX MHTepecax, Bbl Kak cybbekT
LlaHHbIX MOXeTe B ntoboe BpeMsa BO3pa3nTb NPOTMB 3TOr0. Balle Bo3paKeHune KacaeTcs TOJIbKO
06paboTku faHHbIX B ByayLiem 1 He BAMAET Ha 3aKOHHOCTb UX 06paboTKK, BbIMONHSABLLENCS [0
3TOro. Ecnu Mol obpabaTbiBaeM Balum nepcoHasnbHble faHHbIE B LesxX NpaMoro MapkeTuHra, Bam He
HY>KHO YKa3blBaTb NPUYMHY BO3PaXKEHMUA. ITO TaKXe OTHOCMTCA K COCTaBJIEHNIO NPOnIsA B TOM
Mepe, HaCKONIbKO 3TO CBA3aHO C MPAMbIM MapKeTMHIoM. Bo BCex ocTasibHbIX clydasx Mel npocum Bac
KpaTKo onuncaTb, NoYeMy Bbl BO3pa)kaeTe NpPOTUB 3aKOHHbIX MHTEPeCOB KOMMaHun ESET
obpabaTbiBaTh Bally nepcoHanbHble faHHbIE.

O6paTVITe BHMMaHWeE, YTO B HEKOTOPLIX C/Iydasx, HecMoTpsa Ha Baw oT3bIB cornacusa, Mel MoXXeM
NPOAOJIXNTb OﬁpaﬁaTblBaTb Balun nepcoHanbHble faHHbIe Ha 4PYrOM MpaBoOBOM OCHOBaHUM,
HanpuMmep A4 BbINOJIHEHNA OOroBOpPa.

I1paBo A0CTyna. Kak Cy6'beKT OaHHbIX Bbl nMeeTe npaBo B noboe BpemMA becnnaTHo NnoJlyynTb
ManopMauwo 0 CBOUX AaHHbIX, KOTOPbIE XPaHATCSA B ESET.

MpaBo Ha ucnpasneHue. Ecam Mbl HenpegHamepeHHo obpabaTbiBaeM HeBepHble NepcoHabHbIe
LlaHHble 0 Bac, Bl nMeeTe npaso TpeboBaTb UX UCNIPaBEHUS.

MpaBo Ha yaaneHue M NpaBo Ha orpaHu4YeHne obpaboTkm. Kak cybbekT AaHHbIX Bbl MeeTe
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npaBo TpeboBaTb yaaNeHns uan orpaHnyeHmnst 06paboTkm Balumx nepcoHanbHbIX AaHHbIX. ECau
nepcoHasbHble AaHHble obpabaTbiBalOTCS € Balwero cornacus, Bbl MOXKeTe 0TO3BaTb €ro U, eC/in HeT
MHbIX NPaBOBbLIX OCHOBaHWI An5 06paboTKN fAaHHbIX, HANPUMep B LeNSX BbINOJHEHNS LOroBopa, Mol
HeMeLNEHHO UX yAannuM. Balum nepcoHanbHble fAaHHble TakXe ByayT yaaneHbl M0 OKOHYaHUN
Hallero Nepuoaa XxpaHeHus, ecnym oHn 6onbLue He TPebyTCa AN YKa3aHHbIX B UX OTHOLLIEHWN
Lenen.

Ecnn Mbl ncnonb3yem Balwm nepcoHasibHble aHHbIe UCKNIOYNTENBHO B LEeSIAX NPAMOro MapKeTuHra,
a Bbl 0TO3BaNM CBOE Cornacue Uan BbIABUHYJIM BO3PaXKeHWe NPOTHB 3aKOHHbIX MHTEepecoB ESET Ha
cbop Takmx AaHHbIX, Mbl orpaHm4nM nx obpaboTky cnenyrowmm obpasom: Bally KOHTAaKTHbIE JaHHbIe
OyLyT BHECeHbl B Halll BHYTPEHHWUI YepHbIA CIUCOK, YTODbI He 0NYCKaTb HeXenaTesbHbIX
KOHTaKTOB. B NpoTnBHOM Cily4ae Balwim nepcoHasibHble AaHHble OyayT yaaneHsbl.

ObpaTnTe BHUMAHWE, YTO MO 3aKOHY WAN NPeANUCaHN0 Haf30PHOIr0 OpraHa OT HaC MOXeT
TpeboBaTbCsA XpPaHUTb NEPCOHAsbHbIE JaHHbIE B TEYEHNE onpeaeseHHoro nepuoga. Obs3aTesnbCTBa
MO XPaHEHUIO 1 NepPMoLbl XpaHEeHWS MOTYT TakXXe PeryanpoBaTbCs 3aKoHoAaTeNbCTBOM CrloBaKUW.
Mo OKOHYaHWUM TAaKOro Nepuoja NepcoHasbHbie AaHHbIe YAaNAoTCS.

3anpocuTb NEePeHOCUMOCTb AaHHbIX. Kak CybbekT AaHHbIX Bbl MOXKETE NoSy4nTb NepCoHasbHble
JaHHble, KoTopble obpabaTbiBaeT ESET, B (hansie hopmaTa XLS.

MpaBo Ha nogavy Xanobbl. Kak cybbekT aaHHbIX Bbl MMeeTe npaBo B ntoboe BpeMs noaaTb
Xanoby B HaA30pHbIN opraH. ESET AeCTBYeT COrnacHO C/I0BALKMM 3aKOHAM M 3aKOHaM 0 3aliuTe
AaHHbIX EC. Hap3opHbiM opraHom asnseTca Oduc no 3awmte nepcoHanbHbIX AaHHbIX CnoBaLKown
Pecnybnnku, pacnonoXXeHHbln Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

Mbl cynTaem, 4To BCe o6pa6aTb|BaeMb|e HaMKn CBeAEeHNS ABNSAOTCA LLEHHbIMU 1 HEobX0ANMBIMU ANS
peann3aunmn HallinX 3aKOHHbIX NHTEPECOB, KOTOPbIE 3aK/HHYal0TCA B NpenoCTaBIeHNN YCyTr U
NMPOAYKTOB HallM KJINEHTaM.

KoHTakTHaa uHopmauumsa

Ecnm Bbl XoTUTE BOCNOJIb30BaTbCA CBOMMU NpaBaMu CybbekTa AaHHbIX UK Y Bac BO3HUKHET BOMPOC
nnm npobnema, oTNpaBbTE HaM NMUCbMO MO agpecy:

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk

YCNnoBus MCNoOJib30BaHUA

Bctynaet B cuny ¢ 31 aHBaps 2024 roga.

HacToswme Ycnosumsa ncnonb3oBaHus (fanee — «Ycnosus») npeacrtasnsaioT cobon cneymnasbHoe
cornalleHne Mexay KoMmrnaHuen ESET, spol. s r. 0., 3aperncTpupoBaHHOM Mo agpecy Einsteinova 24, 85101
Bratislava, Slovak Republic, BHECEHHOW B peecTp pMaANYeCKNX JINL, OKPY>XXHOro cyga bpatucnasal,
pa3gen Sro, 3anncb Ne 3586/B, perncTpaLnoHHbIN HoMep npeanpuatTnsa 31333532 (panee — «ESET»
nnun «fNoctaswmKk»), 1 BaMu, uU3nyYecKnm nav lpnanyeckum amuom (ganee — «Bol» nam
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«[Monb3oBaTeNb»), UCNONAb3YIOLWLUM BeO-CNyX0y ESET LiveGuard Advanced, KOTOPOW BlafeeT U
YyNpaBJigaeT U KOTOPYIo NpefocTaBifgeT KoMNaHua ESET (anee — «ESET LiveGuard Advanced»).
Ncnonb3ys cnyx0Oy ESET LiveGuard Advanced OT UMeHW opraHu3auun, Bel npuHumaeTe 311 Ycnosus ot
MMEHMN 3TON OpraHmn3aLmMm n rapaHTMpyeTe Haandmne y Bac nonHOMo4ni CBA3bIBATL 3TY OpraHu3aumio
obsA3aTeNbCTBaMM B paMKax AaHHbIX YCN0BUIA. B TakoM ciydae nof TepMUHOM «[1osib30BaTe N b» UK
«Bbl» cnefyeT NnoHMMaTh 3Ty OpraHu3aunio. BHMMaTeNbHO NpoYnTanTe 3T YCNOBUSA, NOCKObKY OHU
TaKXXe pacnpoCcTpaHATCA Ha YyCayru, npefocTaBasemMble KoMnaHmen ESET B pamMkKax Cny»X6bl ESET
LiveGuard Advanced 1 B CBSi31 C Hel. Ocobble yCnoBMSa MCNOJb30BaHMA OTAE/bHbLIX YCIYT, Ha KOTOpbIE
He pacnpoCTPaHATCA HacToALWMe YCI0B/S, OrOBapmuBaOTCA OTAENbHO A8 KaXX 40N YyCyru, N nx
NPUHATHE ABNAETCA 00583aTeNbHbIM AN aKTUBaLMN.

Bbe30onacHOCTb M 3aLUUTa OAaHHbIX

cny>x6a ESET LiveGuard Advanced obecrneymBaeT fOCTYN K yC/lyraM, KOTOpble NpefocTaBnseT
KOMMaHwWa ESET. [1ns perncTpaumm n ncnosib3oBaHms ciyxbol ESET LiveGuard Advanced, a Takxxe gns
npenocTaBneHna n obecneyeHns ycnyr ¢ NoMoLLbLo cny»xbbl ESET LiveGuard Advanced He06X0aMMO
yKa3aTb NOJIHOE MMA M0JIb30BaTENS, Ha3BaHNe KOMMaHUN, CTPaHy, OEeNCTBYOLWMNA agpec
3NEeKTPOHHON MOYThl, HOMep TenedoHa, CBeAEHUS 0 NLEH3UN U CTAaTUCTUYECKME AAHHbIE.
HacTosawmm Bbl cornawaeTtech Ha cbop u nepefayvy AaHHbIX Ha cepBepbl [oCTaBLWMKa UK ero
MapTHEPOB, LieNbio Yero senseTca obecneynTb PyHKUMOHANLHOCTb MporpamMmHoro obecneyeHns,
aBTOPM3aLMIO ero UCnosib30BaHUA, a Takxe 3awmnTy npas [MocTasLwmka. locne npuHATUS Bamn 3Tunx
Ycnosui MocTaBwnk nnm nobon n3 ero NnapTHEPOB NoayyaT NpaBo nepegasaTh, obpabaTwiBaTh U
XPaHUTb BaXKHble AaHHble, MO3BONAIOLWME NAEHTUDULMPOBaTL Bac, B Lensx ocyLecTBAeHNS
KOMMEPYECKNX PACYETOB W BbIMOJIHEHNSA HACTOALLMX YCOBMIA. Bbl MOXXETe NCMONb30BaTb CyX0Oy
ESET LiveGuard Advanced UCKJTIOYMNTEJIbHO B TaKUX LIENSX U TakMMKU cnocobamm, KoTopble
NpefyCMOTPEHbI A5 Hee B COOTBETCTBMM C HACTOALLMMN YCNOBUAMM, YCIOBUAMWN ONS OTAEbHbIX
yCNyr 1 OKyMeHTauunen.

B uensx npepnoctasneHns cnyxbbl ESET LiveGuard Advanced TpebyeTcs oTrnpaska annios (nanee —
"NaHHble"). [laHHbIe Bbl NpegocTaBaseTe KOMNaHUM ESET UCKNIOYUTESIbHO B LEeNdX NpefocTaBieHuns
CNyx0bl ESET LiveGuard Advanced. [laHHble 06pabaThiBalOTCS U XPaHATCS B COOTBETCTBUN C
NoAMTMKaMm 6e30NacHOCTY 1 peKoMeHAaunsMN KOMNaHuy ESET, a Tak)Ke B COOTBETCTBUM C
NONNTUKON KOHDUAEHLNAIBHOCTHN.

CeepeHus o KOHCIJMﬂeHI.I,VIaanOCTVI, 3alluuTe NnepCoHaJibHbIX AAdHHbIX U BallUX NpaBaX KakK
cy6'beK'ra nepCcoHaJibHbIX AAHHbLIX NPpUBeaeHbl B NMNOJINTUKE KOH(MOEHUNANBHOCTM.

NMoNUTUKa 4YeCTHOro UCNnoJsib30BaHUA

Bbl 0653yeTech cobnogaTh TEXHUYECKME OFPaHUYEHUS, U3/I0XKEHHbIE B JOKYMeHTauun. Bbi
corylalwaeTech MCMOJb30BaTh YYETHYI0 3aNnCh U ee (YHKLIMU TOIbKO CMoCcob0oM, KOTOPbIN He
OrpaHNYMBaET BO3MOXKHOCTU JOCTYNA K 3TUM ycayram ans apyrux Monb3osaTtenei. MocTaBWwumk
ocTaBniseT 3a coboil NpaBo OrpaHNYnTbL 06bEM yCyr, NPefoCTaBASEMbIX OTAE/bHbIM
Monb3oBaTensaMm, 4Tobbl 06ecneynTb NCNosib30BaHNE YCayr A MaKCMMaslbHO BO3MOXKHOMO Y1Ca
Monb3oBaTenei. OrpaHnyeHne obbemMa ycnyr noapasyMeBaeT AnLLIEHE BO3MOXHOCTMN NCMOJb30BaTb
nobyto 13 PyHKLMIA YHYETHON 3anncK, a TakxKe yaasieHne faHHbIX U UHGopMaLuu.

CeeneHus o NonnTuke 4eCTHOro UCNOJZIb30BaHUA MOXKHO HAWUTH 34€eCh.
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MporpamMmHoe obecneyeHue

KoMnaHus ESET nnmn ee COOTBETCTBYIOLLME MOCTaBLLUNKNA MOTYT peasin3oBbiBaTb aBTOPCKOE NMpaBo Ha
BCE NporpaMmHoe obecrnevyeHune, LOCTYMNHOE Ha CalTax, Ha KOTOPbIX AENCTBYET Y4yeTHasd 3anucb
(Danee — «lMporpamMmmHoe obecneyeHme»). NMporpammHoe obecneyveHne paspeLlaeTcsa NCNONb30BaTb
TOJIbKO B COOTBETCTBUU C JINLEH3NOHHbIM COrNalleHneM C KOHeYHbIM rnonb3oBaTtesieM (fanee —
«JINLLEeH3NOHHOe cornatwleHune»). JINueH3noHHoe corflialleHmne nocTaB/sSeTCsa B KOMMJIEKTe C
MporpamMMHbIM obecnevyeHnemM unmn ABNSETCA ero 4acTblo. YTobbl ycTaHOBUTL MporpammHoe
obecneyeHne, B KOMMIEKT KOTOPOro BXOANT JINLLEH3MOHHOE COrJlalleHne, Nosb3oBaTeNb AOJIKEH
NPUHATL YCNoBUA JINLEH3NOHHOrO cornalweHuns. lMpoyas nHpopmMaums, KacaroLwasncs
JIMLLeH3MPOBaHNSA, aBTOPCKOro rnpasa, 4OKYMEHTaLUMN N TOBAPHbLIX 3HAKOB, N3/10)KEHa B
"KOpuanyeckaa nHgpopmauma".

OrpaHuyeHus

KonunpoBaHme, pacnpoCcTpaHeHne, pasgeneHmne Ha 4acTu 1 Co34aHne NPon3BOaHbLIX BEPCUMI YHeTHOM
3anucu 3anpetleHsl. icnonb3oBaHune YyeTHon 3anucu TpebyeT oT Bac cobnogeHns HeEKOTOpbIX
OorpaHNyYeHunn:

(a) 3ar|peLuaeTc9i NCMNoNb30BaTb, U3MEHATb, MepeBOanTb UM BOCNPOM3BOANTL YYETHYIO 3anunch 1
nepenaBaTb NpaBa Ha WUCMOJIb30BaHKE Y4yeTHOM 3anncu nam ee KOMNOHEHTOB NtobbIM crnocobowm,
OT/IMYHBLIM OT MPenyCMOTPEHHOro B HaCToALWMX YCNOBUSAX.

(b) 3anpeLLaeTcs NpoaaBaTh, NepenaBaTh Ha YCA0BUAX CyOMLIEH3NN, CAABATh B apeHay uan
nepefiaBaTb BO BPEMEHHOE M0JIb30BaHNE YYETHYI0 3aMnCb, @ TakXe NCMNob30BaTb YYETHY0 3annchb
AN9 NpefoCTaBNEHNS KOMMEPYECKUX YCAYT.

(c) 3anpeLlaeTca BCKPbIBaTb TEXHONOMMIO, EKOMNUANPOBATL UK pa3brpaTb KO YH4ETHON 3anncu un
WNHbIMW CNocobamMm NbITaTbCA NOJYHYNTb UCXOAHbLIN KO YHETHOW 3anuncK, 3a UCKI0YEHNEM CUTYaLnn,
KOrfa AaHHOE OrpaHNYeHne SIBHO NPOTUBOPEYMT 3aKOHOAATENbLCTBY.

(d) Bbl cornaluaeTech 1 0653yeTech UCMO/Ib30BaTb YYETHYIO 3aMnncb TOIbKO Cocobom,
COOTBETCTBYIOLUM BCEM AECTBYIOLIMM 3aKOHAM CTPaHbl, B KOTOPOM NCNOJb3yeTcs Y4eTHas 3anuch,
B TOM YuUCie, CPeamn NpPoYero, NPMMEHUMbIM OrPaHNYEHNSAM B OTHOLLEHMN aBTOPCKOro rnpaBa U
APYTUX MPaB Ha 00BEKThI UHTENIEKTYalbHON COBCTBEHHOCTH.

OTKa3 OT OTBETCTBEHHOCTM

KAK MOJIb3OBATEJIb HACTOALUMM Bbl NMPU3HAETE, YTO YHETHAA 3AMNUCDH N CITY)XKbb
MOCTABNAKOTCA HA YCNIOBUAX «KAK ECTb», BE3 KAKUX-JINBO MPAMBIX UJTA NOAPA3YMEBAEMbIX
FTAPAHTWI NKOBOr 0 BMUIA, HACKOIbKO 3TO NMO3BOJIAKOT COOTBETCTBYHOLLUME
3AKOHOOATEJIbHbIE HOPMbI. MOCTABLUWK, A TAKXE EIO JINLEH3WAPBI, AOGONJTMPOBAHHbIE
KOMIMAHWW 1 NPABOOBJIALATENN HE MPEQOCTABJIAOT HUKAKX 3ABEPEHWIA, MPAMBIX N
NMOOPA3YMEBAEMbIX FAPAHTUIA, B TOM YNCJIE FAPAHTWIA TOBAPHOW NPUIOLHOCTH,
NPUrOLHOCTW AN ONMPEQENEHHOW LLENN, A TAKXKE FAPAHTUI TOrO, YTO YYETHAS 3AMNCH
W CNY)XKbbl HE HAPYLLUAIOT KAKUX-NTMBO MATEHTOB, ABTOPCKIWX TMPAB, NMPAB HA TOBAPHbIE
3HAKW 1 OPYTUX MPAB TPETbWUX JTNL. NOCTABLUUK W JIFOBbLIE APYTUE NIMUA HE TAPAHTUPYIOT,
YTO GYHKLMW YYETHOW 3AMNNCK WK CNYXKB BYYT COOTBETCTBOBATbH BALLUMM TPEEOBAHUAM
W 4TO YHETHASA 3ANUCH NN CNYXXBbl BYAYT PABOTATb BE3 CBOEB /1 OLLUWBOK. BCA
OTBETCTBEHHOCTb W PUCK MPW BBIEOPE W1 UCMOJIb30BAHWM YHETHOW 3AMUCK 1 CNYXKB 414
AOCTUXEHUA HYXKHbIX PE3YJIbTATOB, A TAK)XXE OTBETCTBEHHOCTb 3A NMOJTIYHEHHBIE C X

139


https://www.eset.com/int/policy-hub/legal-information/

MOMOLLUbBIO PE3YJIBTATHI, TEXXUT HA BAC.

HacTosuwune Ycnosus He npeaycMaTpunBaldT HUKaKnNX 0653aTenbCTB CO CTOpPOHbI lNocTaBLWMWKa 1 ero
JINUEH3MapoB, 3a NCKJTIDYEHNEM N3TOXKEHHBIX B HACTOoALLEM NOKYMEHTE.

Orpa HU4YeHue OoTBEeTCTBEHHOCTH

B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEHO MPUMEHMUMbIM 3AKOHOIATENLCTBOM, HU MPK
KAKUX OBCTOATEJIbCTBAX MOCTABLUMK, EFO COTPY AHUKW NI NOAPAOYNKA HE HECYT
OTBETCTBEHHOCTW 3A KAKYIO-JINBEO YNYLEHHYIO MPUBbLIb, MOTEPKO JOXOO0B WA
CHWXEHWE NPOOAX, 3A YTPATY JAHHBIX TN PACXOAbl HA MPUOBPETEHWUE 3AMEHAOLLMNX
TOBAPOB W YCNYT, 3A NOPYY UMYLLECTBA, BPEL 300POBbIO, MPUOCTAHOBKY PABOTHI,
MOTEPKO KOMMEPYECKOW MHOOPMALIA WA LPYTUE CNTYYAW YLLEEPBA, B TOM YUCNE
®AKTUYECKOI O, NMPAMOI 0, KOCBEHHOIO, NMOBOYHOI O, 3KOHOMUYECKOTI O, MOKPbLIBAEMOT O,
CBSA3AHHOIO C BbIMJATOW LUTPA®A, YMBILLJIEHHOIO WX NOCNEQOBATE/IbHOI O,
NMPOW3OLLEALLIErO KAKUM-NNEO ELLEE CMOCOBOM, BbI3BAHHOIO AENCTBUEM COI JIALLEHNS,
YMBILUNEHHBIMW OENCTBUAMUW, HEBPEXXHOCTbIO U OPYT M ®AKTOPAMIA, KOTOPBIE MOIYT
MPUBECTW K OTBETCTBEHHOCTW, BK/FOYAS YLLEEPE BCNEACTBUE UCMOJIb3OBAHNSA YYETHOW
3ANUCKU NN HEBO3MOXXHOCTW EE NCMNOJ1Ib3OBAHUA, JAXE ECJIN MOCTABLUWK, EFO
noaPAAYNKA NN AGOUTTNPOBAHHBIE JTMUA BblJIN MPEAYMPEXXAEHBI O BO3MOXXHOCTU
BO3HMKHOBEHWNA TAKOIO YLLEPBA. MOCKOJIbKY 3AKOHOOATEJIbCTBO HEKOTOPbBIX CTPAH I
FOPUCAMKLUMIA HE PASPELLAET MCKJTOYATb OTBETCTBEHHOCTb, HO NMO3BOISET OFPAHUYNBATL
EE, B TAKUX C/IYHAAX OTBETCTBEHHOCTb NOCTABLUUKA, EFO COTPYAHUKOB, NOAPAOYNKOB
NN AGOUIMPOBAHHBIX JINLL O PAHUYMBAETCA CYMMOW, BbIMJIAYEHHOW BAMIA 3A
PACCMATPUBAEMYIO CJTYXKBY WJTN YHETHYHO 3AMKCH.

CooTBeTCTBME HOPMAaM peryJimpoBaHus BHeLUHEW TOProBJin

(a) Bbl He ByneTe NpsMO UM KOCBEHHO 3KCMOPTUPOBATb, PEIKCMOPTMPOBaTL, NepefaBaTh UAN NHbIM
obpa3om npepoctaBnaTh MNporpamMmHoe obecrneyeHme Komy-nmbo, a Takxxe He bygeTe NCNONb30BaTb
ero Kakum-nnbo obpasom nMnMbo UMeTb OTHOLLEHME K KaKUM-TMD0 AeNCTBMAM, B pe3yJibTaTe Yero
KOMMNaHus ESET Un ee X0NAUHIOBble KOMMaHuK, ee punnasbl, puananibl ee XoJNAUHIOBbIX KOMMaHUNR,
npoymne CybbeKThl, HaX0AALWMECA MOA YrpaBieHNEM ee XONANHIOBbIX KOMMaHMUN
(«AdbcbnnmpoBaHHbIE NNLA»), MOXET CTaTb HapyLmMTeneM 3akoHo4aTeNbCTBa NO PEryIMpoBaHUI0
BHELUHen Toprosan Anbo Nosy4nTb HeraTUBHbIE MNOCAEACTBMA B CBA3MN C ero npuMeHeHnem. K
3aKOHOLaTeNbCTBY MO PeryanpoBaHNI0 BHELLHEN TOProBaN OTHOCUTCS:

i. lloboe 3aKoHOAATENBbCTBO, KOTOPOE NpefHa3Ha4YeHo Ans peryanpoBaHuns, orpaHuyeHnsa nnm
BBELEHUA NIMLLEH3NOHHBIX TpeboBaHUIN B Chepe 3KCNOpTa, peskcnopTa Uan nepefaym ToBapos,
nporpaMmMHoOro obecneyvyeHuns, TEXHONOMNIA, YCIYr U KOTOPOe NPUHUMaeTCs NtobbiMu
NPaBUTENbCTBEHHbIMUY, TOCYAAaPCTBEHHBLIMU UKW PErynaTUBHbIMU opraHammn CoeguHeHHbIx LLTaTos
Amepuku, CnHranypa, Bennkobputanum, EBponenckoro Coto3a unm nioboro BXxoasLlero B Hero
rocynapcCTBa, a Takxe fitobon CTpaHbl, B KOTOPOW AOJKHbI BbIMOAHATHCA 00653aTeNbCTBa COrnacHo
HacToAWMM YC0BMNAM UM B KOTOPOKW 3apernctpmposaHa nnbo gencreyeT KOMNaHWs ESET MK Kakne-
nnbo ee ApunnmpoBaHHbIe nuLa

i. Jlobble aKOHOMMYeCKMNe, (PUHAHCOBbIE, TOPrOBbIE Y MPOYME CaHKL MK, OrpaHnYeHns, asmbapro,
3anpeTbl Ha UMMNOPT W/ SKCMOPT, 3anNpeTbl Ha NEPEBOL, AEHEXHbIX CPeACTB UM aKTUBOB nbo Ha
npenocTaBsIEHME YCAYT, @ TakKXXe 3KBUBAJIEHTHbIE Mepbl, KOTOPble BBOAATCS B AeNncTBue NtobbiMn
NPaBUTENbCTBEHHbIMW, TOCYAAaPCTBEHHBLIMU UKW PErynaTopHbIMK opraHamu CoeguHeHHbIx LLTaToB
Amepuku, CuHranypa, BennkobputaHum, EBponenckoro Coto3za unm noboro BXxoasLlero B Hero
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rocynapcTBa, a Takxe Niloboi CTpaHbl, B KOTOPOW LOJKHbI BbINOAHATLCA 0043aTenbCTBa COrlacHoO
HacToAWMM YCNOBMAM UM B KOTOPOW 3aperncTpupoBaHa mbo AencTeyeT KOMNaHUs ESET an Kakume-
nnbo ee AdpunmpoBaHHbIE NMLA (3aKOHOAATENbHbIE aKTbl, YNOMSAHYTbIE B MyHKTaX i W ii BbILUE,
COBMECTHO MMEHYI0TCS «3aKOHOAATENbCTBO MO PEryIMPOBaHNI0 BHELIHEN TOPrOBAN»).

(b) KomnaHus ESET UMeeT NnpaBo NPUOCTAHOBUTb BbINOJIHEHNE CBOMX 006513aTeNbCTB COMrIAacHO
HacToALWMM YcnoBusm nnbo HesaMeanTeNbHO NPEKPATUTb AENCTBUE HACTOSALWMUX YCIO0BUA B
cnefylwWwmnx cayvyasx:

i. B cnyvae, ecnm KomnaHus ESET yCTaHaB/IMBAET, YTO Mo ee 060CHOBAaHHOMY MHeHMIo Monb3oBaTesNb
HAPYLLIWA UM MOXXET HapYLLIMTb NOJIOXKEHWs pa3aena (a) aHHOW cTaTbl «COOTBETCTBUE HOPMaM
PErynMpOBaHMNS BHELLHEN TOProBAN» HAaCTOALLMX YCIOBUN.

ii. B cnyyae, ecnn KoHeYHbIn Nonb3oBaTenb U/unn MporpammHoe obecnevyeHme nonagyT nog
fencTBre 3akoHo4aTeIbCTBa MO PerynpoBaHuio BHELHEN TOProBv, U, Kak pe3ysibTaT, KOMNaHUs
ESET YCTAQHOBMT, Y4TO Mo ee 060CHOBAaHHOMY MHEHMIO MPOAO/IKEHME BbINOJHEHNS CBOUX 0653aTeNbCTB
COrJlaCHO HacToALWMM YCNIOBUAM MOXKET NPUBECTU K TOMY, 4TO KOMMaHUsA ESET nnu ee

A urinpoBaHHbIe nLa MOXXeT CTaTb HapywunTenemMm 3aKoHo4aTeIbCTBa MO PerympoBaHNio
BHELLHEeN TOproan Anbo Nosy4nTb HEeraTUBHbIE MNOCAEACTBMA B CBSA3U C €ro NpYMEHEHNEM.

(c) Hn ogHa YacTb HacTOAWMX YCIOBMI HE MpeAHa3HaYeHa, He MOXXET UHTEePNPETUPOBATLCS UK
NCTOJIKOBbIBATLCA TakK, 4T0bbl NobyxaaTb b0 0653biBaTh Nt06YI0 €ro CTOPOHY AENCTBOBATL UK
BO3EepXMBaTbCA OT AENCTBUI (MM COrnacuTbCA OENCTBOBATb UM BO3AEPKUBATLCSA OT AENCTBUN)
KaknM-n1nbo 0b6pa3om, KOTopbI MPOTMBOPEYUT NtoboMy NpUMeHNMOMY 3aKOHOAATeIbCTBY MO
PEryJiMpoBaHno BHELUHEN TOProBAW, NpecefyeTcs UK 3anpeLlaeTcs uM.

NMpuMeHUMoe NpaBo U A3bIK

HacTosiwune YCnoBus peryanpyoTcs 1 TONKYHTCS B COOTBETCTBMM C 3aKOHOAaTeNbCTBOM CrioBaLIKOM
Pecnybnaunkun. KoHeYHbI Nofb3oBaTeNb 1 MOCTaBLWMUK COrNALIATCS, YTO KOSUIM3MOHHBIE MONOXKEHUS
NMPUMEHMMOr0 3aKOHO4aTeNbCTBA 1 KoHBeHUUs OpraHusaummn ObbeanHeHHbIX Haumin o gorosopax
MeXAYHapo4HOWN Kynan-npofaku ToBapoB He npuMeHsoTcs. Ecnm Bol noTpebnTens ¢ NOCTOSHHbIM
MecToM XuTenbcTBa B EC, ong Bac Takxe npefycMOTpPeHa A0MOSHUTENbHANA 3aluTa, KOTOPYHO
obecneynBatloT Bam ob6s3aTenbHblE NONOXKEHNS 3aKOHOAATEbCTBA, MPUMEHKMOro B CTPaHe Ballero
MPOXMBAHWS.

Bbl ABHbIM 06pa30oM cornawaeTech C TeM, YTO UCKJIIOYMUTENbHAA OPUCANKLMSA A5 N0BbIX NCKOB W
Cnopos ¢ MoCTaBLMKOM UAN CNOPoB, KaknM-1nbo 06pa3om KacarLmnxca ncnosib3oBaHus Bamm
MporpamMmMHoro obecneyenHus, Y4aeTHon 3anucu nnu Cnyxo, nnam cnopos, BO3HUKAKOLWMX BCIeACTBME
MCNONb30BaHUA HacToAWwmMX Ycnosuin nnvm CneunanbHbIX YCI0BMIA (B CiydYae Ux NpuUMeHeHus),
NPUHaONEXNT OKpPY>XHOMY cyay bpaTtucnasa | (Cnosakus). NMpu BO3HUKHOBEHWUM TaKMUX UCKOB LN
cnopoB Bbl BHbIM 06pa30oM corfallaeTecb Ha OCYyLLECTBIEHNE NEPCOHANbHON IOPUCANKLAN B
OKpY>XHOM cyae bpaTtucnasa I. Eciv Bbl noTpebutens ¢ NOCTOSHHLIM MECTOM XUTeNbCTBa B EC, Bbl
Takxe MoxeTe B03byanTb UCK O NPUHYAUTEeNbHOM obecneyeHnn CBOMX Npas noTpebutens B mecTe
NCKNIOYNTENBHON IOpUCANKLIMM Unn B cTpaHe EC, B koTopon Bel npoxuneaeTe. Kpome Toro, Bbl
MOXKETe BOCMNOJIb30BaThCA UHTEPHET-MIAaT(POPMON pa3peLleHns Cnopos, KoTopas AOCTYMNHa 34eCh:
https://ec.europa.eu/consumers/odr/. OAHaKO, NpeXxae YeM noaaBaTb OPMLNANbHbBINA UCK,
peKOMeHAyeM CHayana obpaTUTLCS K HaM.

Mpn BO3HUKHOBEHUW PACX0XKAEHUA MeXAY A3bIKOBbIMU BEPCUSMUN HACTOSLLUX YCNOBUIA
npenMyLLecTBOM Bcerga obnamaeTt Bepcus Ha aHMINACKOM A3blKe, KOTopast AOCTYMHa 3[€eCh.
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OOLwue nosoXKeHus

KomnaHusa ESET ocTaBnsieT 3a cobor npaBo nepecMoTpa HaCTOALMX YCII0BUM U LOKYMEHTALUN UK
Kakon-nmbo nx yacTtu B ntoboe Bpems nyteM 06HOBMEHUS COOTBETCTBYIOLWEr0 AOKYMEHTa ANS
0TOBpaXKeHNs U3MEHEHUI B 3aKOHOAATebCTBE UM B YH4eTHOM 3anncu. B ciyvyae nsmeHeHns
HacToAWwmMX Ycnosmin Bel byaete yBeaomieHbl C MOMOLWbIO YH4eTHOM 3anucu. B cnyvyae Hecornacma ¢
N3MEHEHNSIMUN 3TUX YCNOBUIN Bbl MOXXeTe aHHYIMPOBaTb CBO YYeTHYto 3anunce. Ecam nocne
yBefoMneHns 06 nameHeHnsax Bol He aHHyAMpyeTe Y4eTHYI0 3anuch, Bl 0b6583yeTeck cobnogaTb
nobble NonpaBKM UM N3MEHEHNS B HAaCTOALWMX YCNoBUSAX. PekoMeHayeM nepuogunyeckuy nocewaTb
3Ty CTpaHWLY 1 NPOCMaTpUBaTb TeKyLlme YC/I0BMA, KOTOPbIe KacaloTCA NCMoNb30BaHNSA Bamu
YyeTHOM 3anucu.

YBepoMmneHus

Bce yBenomsieHNa LOSKHbI 4OCTaBAATLCA MO afpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava,
Slovak Republic.

MpunoxeHne Ne 1

JINLeH3MOoHHOe corslalleHne ESET Management Agent

MpunoxxeHne Ne 2

CornaweHue 06 0bpaboTke faHHbIX

MpunoxeHne Ne 3

CTaHOapTHbIE OrOBOPHbIE YCI0BUS

JInueH3noHHoe corjialleHue ESET Management
Agent

BcTynaeT B cuny ¢ 19 oktabpsa 2021 roaa.

BAXXHO! BHMMaTeNbHO NPOYMTaNTE N3I0XKEHHbIE Aasiee YCN0BUSA NCNONb30BaHNA NMPOrpaMMHOro
NPoAyKTa, Npexnae Yem 3arpyxaTb, YCTaHaBAMBaTb, KONUPOBaTb WK UCMOJIb30BaTb €ro.
3ATPYXAH{, YCTAHABJINBAA, KOMUPYA UWIN UCNOJIb3YA 3TO NPOrPAMMHOE
OBECMNMEYEHMUE, Bbl BIPAXXAETE CBOE COINACUE C U3JIOXKEHHBIMU YCJZIOBUAMU U C
NOJIMTUKON KOH®UAEHUWANIBHOCTM.

JInuesnoHHoe cornalleHne C KOHeYHbIM MoJib3oBaTenem

CornacHo ycsioBMAM AaHHOro JIMLLEH3MOHHOI0 CornalleHns ¢ KOHeYHbIM NoJib30BaTesieM
(«CornalueHme»), 3aKIl04EHHOr0 KOMMNaHWen ESET, spol. s r. 0., 3aperncTpmupoBaHHoOM No agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHOW B KOMMEPYECKUA PerncTp OKPY>XHOro cyaa
Bratislava I, pa3fen Sro, 3anncb Ne 3586/B, BIN 31333532 (ESET nau [MoCTaBLWMK) U BaMu, PU3NYECKUM
NN lopugnyeckM nmuom (Bel nnmn KoHeyHbln nonb3oBaTesb), Bol nonyyYaeTe npaBo NCNOJIb30BaThb
MporpaMMHoe obecneyeHne, ykasaHHoe B cTaTbe 1 HacToswero CornaweHus. NporpaMMHoe
obecneyeHune, ykaszaHHoe B cTaTbe 1 HacTosAwero CornaleHns, MOXXeT XPaHUTbCA Ha HOCUTEeNsaX

142


/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/elga/ru-RU/privacy_policy.html

OaHHbIX, OTNPaBNATbLCA MO 3J'IeKTpOHHOI7I no4Te, 3arpy>XaThbCsa 4epes V|HTepHET, 3arpy>XathbCi C
cepsepos MocTaBLWwMKa nau noay4yaTbCa U3 ApPpyrnx NCTOHYHMKOB, KOTOPbIE YOOBNETBOPAIOT
nepevyncieHHbIM HU>Xe yCi10BUAM.

9TO COMALWEHNE KACAETCA NMPAB KOHEYHOIO NMOJIb30OBATENIA N HE ABNAETCA 4O OBOPOM
MPOLAXW. MocTaBLNK OCTaeTCs BafenbLeM ak3emnasapa MporpaMmHoro obecneyveHns un
MaTepuanbHOro HoCcMTend, Ha KoTopoM lMporpaMmmHoe obecneyeHne HbI10 NOCTaBAEHO B TOProBoWA
yNaKoBKe, a Takxxe Bcex Konun MporpaMmHoro obecneyveHns, Ha KoTopble KOHeYHbI NoNb30BaTe b
UMeeT NpaBo B COOTBETCTBMU C HacTosawmM CornaweHunem.

Bbibop BapuaHTa «[puHMMato» B Npouecce yCTaHOBKW, 3arpy3Ku, KOMMpOBaHUS U UCNoJib30BaHUA
3Toro MporpammHoro obecnevyeHns BbipaxaeT Balle cornacme € yCnoBMAMU HacTOSALWErO
CornaweHus v MoANTUKN KOHGUAEHUNANbHOCTU. Ecnun Bbl He cornacHbl ¢ KakuM-nnbo 13 ycnosuia
HacToswwero CornaweHns nnm MNoanTukn KOHOUAEHLMANbHOCTW, HEMeAIeHHO BbibepnTe BapuaHT
OTMEHbl, OTMEHUTE YCTAaHOBKY WM 3arpy3ky, YHU4YTOXbTe UK BepHuTe lNMporpaMMHoe obecneyeHve,
yCTaHOBOYHbIE HOCMTENN, CONMPOBOANTESNBbHYIO OKYMEHTALMIO, @ TakXe KBUTaHuuo o6 onnaTe
MocTaBLLMKY UK B OpraHn3aLmio, B KoTopoi bbio npnobpeTeHo MporpamMmHoe obecreyeHue.

NCMOJIb30BAHWE BAMW 3TOIO NMPOTPAMMHOIO OBECIMEYEHUA O3HAYAET, YTO Bbl MPOYJIN
JAHHOE COlMTALWWEHUWE, MOHANN EFO NONNOXKEHUA N COrNACHbBI CHUTATD X OBA3BIBAOLLVMNA.

1. MporpamMHoe obecneuyeHue. TepmuH "lMporpammHoe obecneyeHne" B HacTosLeM CornalleHnm
03Ha4aeT: (i) KOMMbIOTEPHYIO NPOorpamMmMmy, KOTopas CoONpoBoXAaeTcs HacTosAwmM CornalleHnem, u
BCE ee KOMMOHEHTHI; (i) BCe COLEepPXXMMOe Ha ANCKaX, KOMMNAKT-ANCKaX, DVD-ANCKAX, B 3JIEKTPOHHbIX
COO0BLLEHNAX N KAaKMX-TMOO BIOXKEHMAX WM Ha APYrUX HOCUTENSAX, KOTOpble Oblv NOCTaBEHbI
BMeCTe C HacTosAwwmmM CornawieHnem, B TOM ymucne opmy 0b6bekTHOro koga MNporpamMMHOro
obecneyeHns, NOCTaBASEMYIO Ha HOCMTENE AaHHbIX, MO 3IEKTPOHHOW MOYTE WK 3arpy>Xaemyto
yepe3 NHTepHeT; (iii) 1tobble NoACHUTENbHbIE MaTepuasbl an N6y APYry0 BO3MOXHYIO
LOKYMEHTaLM0, CBSA3aHHY10 C MporpaMMHbIM obecneyeHneM, rinaBHbIM 06pa3om Kakoe-nnbo
onuncaHue MporpamMmHoro obecneyveHuns, ero cneuyndukaummn, kakoe-nmbo onncaHme CBONCTB UK
paboTbl MporpamMmHoro obecneyveHuns, kakoe-nmbo onncaHve paboyein cpenbl, B KOTOPOR
ncnonb3yetcs MNporpaMmmHoe obecnevyeHune, MHCTPYKLAM NO NCNOJSIb30BAHUIO NN YCTaHOBKE
MporpaMmMHoro obecneyveHns nam Kakoe-nnbo onncaHne NCNonb3oBaHUSA NMporpamMMHOro
obecneyeHns (JokymeHTaums); (iv) konum MNporpamMMHoro obecnevyeHuns, NnakeTbl NCMPaBAEHNS
BO3MOXHbIX owNBOK MporpaMmMHoOro obecneyeHns, [onoaHeHns K MporpaMMHOMy obecrneyeHuio,
paclwmpeHus MNMporpaMmmHoro obecnevyeHuns, n3MmeHeHHble Bepcum MNporpaMMHoro obecnevyeHuns un
06HOBNEHUS KOMMNOHEHTOB MporpaMMHoro obecneyeHuns (Mpw HanM4mm), Ha KoTopble MocTaBLLMK
npenocTasns Bam nnUeH3uM0 B COOTBETCTBUMN CO CcTaTbel 3 HacTosAwero CornaweHus. MporpaMMHoe
obecneyeHne NpegoCTaBAAETCA UCKITIIOYNTENIbHO B POPME UCMONHAEMOro 06bEKTHOro KoAa.

2. YcTaHOBKa, KOMNbIOTEP M JIMLLEH3MOHHbIA KAto4. [TporpaMMHoe obecneyeHre, nocTaBnsemMoe
Ha HOCWUTeNe AaHHbIX, MO 3NEKTPOHHON MOYTe, 3arpyXeHHoe Yyepe3 IHTepHeT nnau ¢ cepeepos
MocTaBLLMKa UKW NOAYyYEHHOE N3 APYTrUX NCTOYHMKOB, MOANEXUT yCTaHOBKE. YCTaHOBKa
MporpaMmMHoro obecneyeHnsa LOMKHA MPONCXOANTL Ha AOJHKHLIM 06pa30oM HaCTPOEHHOM
KOMMbIOTEPE, KOTOPbIN 0TBEYAET MUHMMANbHLIM TPeboBaHNAM, N310)KEHHBLIM B [lOKyMeHTauuw.
Cnocob ycTaHoBKM onuncaH B JJokymeHTaumm. KoMnboTep, Ha KOTOPOM BbIMO/IHAETCS YCTAaHOBKA, He
LOJDKEH coflep)XaTb NPOrpaMMHOe MK annapaTHoe obecneyeHune, KOTOPOE MOXKET HeraTMBHO
noBAnATb Ha paboTy MporpammHoro obecneyeHns. KomnbloTep o3Ha4yaeT obopyLoBaHMe, B TOM
4ymcne, cpeam NpPoYero, NepCoHasbHblE KOMMNbIOTEPLI, HOYTOYKK, paboyne cTaHUMMW, KapMaHHbIe
KOMMbIOTEPbI, CMapT(OHbI, KAPMaHHbIE NN APYTrUe SNEeKTPOHHbIE YCTPONCTBA, AN KOTOPbIX
pa3pabaTbiBaeTcs MporpamMmHoe obecneyeHune, Ha KOTOPOM ero ByayT ycTaHaBAMBaTbL U/Un
NCMoJsb30BaTb. JIMLEH3NOHHbIN KJII0Y 03HAYaeT YHUKaNbHYI0 NOCNef0BaTeIbHOCTb CUMBOJI0B, OYKB,
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LGP MAK CneuuanbHbIX 3HAaKOB, NPeloCTaB/ISEMbIX KOHEYHOMY M0Jb30BaTesNt0, YTOObLI pa3peLlnTh
3aKOHHO 1CMosb30BaTh MporpaMMHoe obecneyeHmne Wy ero onpeaeseHHylo BepCuio imbo NpoanThb
CPOK AeNCTBUS JINLEH3UN B COOTBETCTBIM C HAacToAWMM CoralleHneM.

3. JiInueHsusa. Ecnv Bbl NpuHAAN BCE YCNOBUSA, NPeayCMOTPeHHbIe B HacTosAweM CornaweHun, n
cobniopgaeTe nx, MocTaBwmK NpenocTasaseT Bam cnepyowme npaea (JlnueHsus).

a) YCTaHOBKa M MCnosib30BaHMe. Bl NonyvyaeTe HENCKYMTENbHOE He Noasexallee nepenaye
NpaBo yCTaHOBMUTb [porpaMmMHoe obecneyeHne Ha XXECTKMIA AUCK KOMMbIOTEpa WU UHOW HOCUTENb
ONst XpaHEHUs1 AaHHbIX, YCTAHOBKMW U XpaHeHus MporpamMMHoro obecneyeHuns B namMsaT KOMMbIOTEPA,
a TakKXXe BHeApWTb, XpaHUTb U 0TobpaxxaTb MporpamMmHoe obecrneyeHme.

b) OroBopKa no KoJIM4ecTBy NMLLEH3MK. [1paBo Ha ucnonb3oBaHme MporpamMmHoro obecneyeHuns
OrpaHVyeHo ornpefesieHHbIM KOnM4eCcTBOM KoHeYHbIX noJsib3oBaTenen. MNog ogHMM KOHeYHbIM
nofb3oBaTeNeM Nnogpa3yMeBaeTcs (i) ycTaHOBKa lNporpaMMHoOro obecnevyeHms Ha OAUH KOMMbIOTEP
WA (ii) B Cy4ae orpaHnUYeHna ULEH3MMN KOIMYECTBOM MOYTOBLIX SLLNKOB NOJIb30BaTENb
KOMMbOTEPa, KOTOPLIN MPUHMMAET 3JIEKTPOHHYIO MOYTY Yepes NoJib30BaTeIbCKMIA MOYTOBLIA areHT
(«Monb30oBaTeNIbCKUIA MOYTOBLIN areHT»). Ecnm MNonb30BaTeNbCKUA NOYTOBLIA areHT NpuHMMaeT
3/IEKTPOHHYIO MOYTY, @ 3aTEM aBTOMaTUYECKN pacrnpelenseT ee cpeimn HeCKoJIbKUX Nosib3oBaTesen,
KONMYeCTBO KOHeYHbIX NoJib30BaTenen f0/KHO onpenensTbCs B COOTBETCTBUM C (haKTUYeCKUM
KONNYEeCTBOM MONb30BaTENEN, MONYHAOLWMX INEKTPOHHYIO NOYTY. ECM NOYTOBLIN CepBep
BbIMNOJIHAET (PYHKLUN NOYTOBOrO LWJ03a, KONNYecTBO KOHEYHbIX Nonb3oBaTenen byaeT paBHATLCA
KONMYeCTBY NOJib30BaTesleN NOYTOBOr0 CepBepa, KOTopbIX 06CayKMBaeT 3TOT W03, Ecam oguH
NnoJib30BaTeNb BNageeT HECKOJIbKUMU aipecaMu 3IeKTPOHHOW NOoYThl (HanpuMep, npu
MNCNOJIb30BaHMM MNCEBAOHUMOB) U NPUHMMAET NOYTY MO HUM, @ NoYTa He pacnpenenseTcs
aBTOMATUYECKN KJIMEHTOM APYruM nonb3oBaTensam, Heobxoganma JIMLEH3nsa TONbKO A8 0AHOro
KoMmnbtoTepa. OgHy JINUEH3UI0 Heb38 UCNOJIb30BaTb OAHOBPEMEHHO Ha HECKONbKMX KOMMbOTEPaAX.
KoHeYHbI Nosib30BaTe b MMEET NpaBo BBOAUTbL JINLEH3NOHHbLIN KoY B MNporpaMmmHoe obecnevyeHune
TOJIbKO B TOW CTerneHun, B KOTOpoit KoHeYHbIN Nosib30BaTe b UMeeT NpaBo MCMOJ1b30BaThb
MporpaMmMHoe obecneyeHne B COOTBETCTBMM C OFPaHNYEHNEM MO KOANYECTBY JINLEH3WIA, BblAAHHbIX
MocTaBLWUKOM. JINLEH3NOHHBIN K04 CYUTAETCA KOH(PMAEHUNaNbHON UHopmaLnen. Bbl He LOJIKHBI
nepefaBaTb JINLEH3NIO TPETLUM CTOPOHAM UM pa3pellaTb TPETbMM CTOPOHAM UCMONb30BaTh
JINLLEH3MOHHbIN KJIK0Y, eCIN 3TO He pa3peLueHo HacToAwmmM CornaweHnem nnm NMoctasLmnKoM. Ecam
Baww JInLueH3MOHHbIN KJTH0Y B3/10MaH, HeMeaneHHo coobwmTe 06 3ToM MocTaBLUMKY.

c) Bbinyck pnsa poma unu ans 6usHeca. Bepcus MporpaMmMHoro obecnevyeHns ansa nomMa A0/KHa
CMOJIb30BATbCSA UCKIOYUTENIBHO B JINYHOW U/UIN HEKOMMEPYECKON cpefax M npefHa3HavyeHa
TOJIbKO 4151 IOMALUHEro 1 CeMeNnHOro NCNosb30BaHus. s uCnosib30BaHuUst MporpaMMHOro
obecneyeHns B KOMMEPYECKNX CpeflaX, @ TaKXXe Ha NMOYTOBbIX CEPBEPAX, CEPBEPAX PETPAHCASALMUN
371eKTPOHHOW MOYTbI, MOYTOBLIX LWJtO3axX U Wo3ax UHTepHeTa Heobxoammo nprnobpecTun Bepcuto
MporpammHoro obecneyeHust ans busHeca.

d) CpokK JiuueH3uun. Bawe npaso Ha ncnosb3oBaHue MNporpaMmmHoOro obecneyeHuns OorpaHM4yeHoO
onpepgeneHHbIM CPOKOM.

e) MporpammHoe obecneyeHune, nosiyyaemoe Yepes U3roToBuTesiel KOMMNJIEKTHOrO
obopypoBaHus. MporpamMmHoe obecneyeHne, KNaccUPULMPOBAHHOE Kak OEM (pacnpoCcTpaHsAeTCs
yepes U3roToBUTENEN KOMMNEKTHOro 060pYyA0BaHNSA), MOXXHO UCMOJIb30BaTh TOILKO Ha TOM
KOMMbIOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrneyeHmne Hesb3s
NepeHecTn Ha PYroi KoMmnbloTep.

f) He npepHa3Ha4YeHHble ANA NPoAaXKU U NpobHblie Bepcuun MporpaMmHoro obecneyeHus.
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MporpaMMHoe obecneyeHne, KNacCMPULNPOBAHHOE KaK He NpeaHa3HavYeHHas as1g Npoaau uan
npobHas Bepcus, He MOXeT ObITb CBA3AHO C KAKMM-NMB0 NNAaTEXOM U A0JIXKHO NCMOJIb30BaThCS
NCKOYNTENbHO ANS AEMOHCTPALMMN UM TECTUPOBAHNA (YHKLMIA MporpaMMHoro obecneyeHus.

g) MpekpaweHune gencteus JinueHsum. [lencteune JlMLeH3NM NpekpaLlaeTcs aBToMaTUYECK Mo
OKOHYaHUW Nepunoa, Ha KoTopblin oHa bbina BelgaHa. Eciv Bel HapywaeTe noboe nonoxeHne
HacToswero CornaweHus, MNocTaBLLKK NOJy4aeT NpaBo BbIATU U3 HEr0, YTO HUKAK He NOoBAUSeT Ha
€ro BO3MOXXHOCTM BOCMO/b30BaTbCA N0ObIMU NMpaBaMun 1 cpeacTsamu cyaebHon 3awnTsl,
LOCTYMNHbIMU eMy B TakuUx 06CToATeNbCTBax. B ciyvyae oTMeHbl JlnueH3un Bol 06a3aHbI
He3amMeNTesIbHO 3a COOCTBEHHbIV CHET YAaNUTb, YHUYTOXUTb UK BEPHYTb MporpaMmMHoe
obecneyeHne 1 BCe ero pes3epsBHbie KoMK B KOMMaHWio ESET UK B TOYKY NPOLAXKW, B KOTOPON OHO
66110 NprobpeTeHo. B cnyyae npekpalweHns AencTensa JinueHsnn MNMocTaBmnK TakXKe nMeeT Npaso
3anpeTnTb KOHe4YHOMyY Monb30BaTeNo UCNOJIb30BaTh hyHKLMM MporpaMMHOro obecneyeHuns,
KoTopble TpebyloT NoaKYeHNs K cepepaM MNocTaBLMKa UK cepBepam TPETbUX JInLL.

4. DYHKL UMK, ANA KOTOPbIX HeoOXoanuM cOop AaHHbIX M noakntoueHue K NHTepHeTy. [ns
KoppekTHon paboTbl MporpaMmHoro obecneyeHns HeobxogmMmo NofkoYeHne K HTepHeTy,
NOCKOJIbKY MporpaMMHoe obecneyeHne LOMKHO perysigapHo NoAKAYaTbCsA K cepeepam ocTaBLymKa
NAW TPETbUX NUL, a Takxe cobmpaTb COOTBETCTBYIOLME faHHbIe B COOTBETCTBUMN C JOKYMEHTOM
MonnTuka KoHuaeHunanbHoCcTH. Ansa paboTsl n 0bHoBNeHMS MporpaMmMHoro obecneyeHus
Heobxoaumbl nogkstodeHne K IHTepHeTy 1 cbop COOTBETCTBYIOWMX AaHHbIX. [10CTaBWMK nmMeeT
npaBo BbiNyckaTb 06HoBNeHMS MNporpamMMHoro obecneveHus (panee — «OBHOBNEHUS»), HO He
06a3aH UXx NpefoCcTaBATb. dTa (PYHKLNA BKOYEHA NPU NCMOSIb30BAaHUN CTaHAAPTHbLIX MapaMeTpoB
MporpaMmMHoro obecneyeHns. 3To 3Ha4UT, 4T0 OBHOBNEHNS YCTaHABAMBAKOTCA aBTOMATUYECKMN, eCn
KOHeYHbIN NoJib30BaTe b HE OTKJIIOYUT X aBTOMATUYECKY0 YCTaHOBKY. 119 npefocTaBieHuns
obHoBNEeHU HeobxoaMMa NPOBEPKa MNOAJAMHHOCTU INLLEH3NW, BKOYAA MH(OPMaLMIO O KOMMbOTEpe
n/mnn nnatdopme, Ha KOTOPOW yCTaHOBNEHO MNporpamMmHoe obecneyeHne, B COOTBETCTBUN C
MoNNTNKON KOHPUOEHUNANBHOCTMW.

MpepocTasneHne nobbix OBHOBNEHNI MOXET PEryINPOBaTLCSA NOANTUKON B OTHOLLEHNN OKOHYaHUS
cpoka cnyxbbl (nanee — «Monutuka OCC»), KoTopas AOCTYMNHa No aapecy

https://go.eset.com/eol business. [locne HaCTynJeHNs AaTbl OKOHYaHWUS CPpoKa CNyXbbl, KOTOopas
ycTaHaBsmBaeTcs noamtukon OCC gns MporpamMmmHoro obecneyveHns nam kakon-nnbo m3 ero
yHKumMIn, OBHOBNEHMA NPefoCTaBNATLCA He byayT.

Ona uenen HacTosAwero CornaweHuns Heobxoanmo cobupatb, 0bpabaTbiBaTb U XpaHUTb AaHHbIE,
nossoJsisowme MNoctaswmky naeHTMnUmMpoBaTb Bac B COOTBETCTBUM C JOKYMEeHTOM [lonnTuka
KOH(MOeHUManbHOCTN. HacToAwmMM Bl nogTeepxgaeTe, 4To [MoCTaBLWMK C MOMOLLBbI CBOUX CPeacCTB
MOXKET MPOBEpsAThb, NCNosb3yeTe in Bol MporpaMmmHoe obecneyeHne B COOTBETCTBMM C NMOJIOXKEHNAMY
HacToswero CornaweHuns. Bol cornawwaeTech Ha nepegadvy uHdopmauum B npouecce obmeHa
AaHHbIMU Mexay MporpaMMHbIM obecrneyeHneM 1 KOMMbIOTEPHLIMU CUCTEMaMK NoCTaBLUMKa UK ero
KOMMepYeCKnX napTHepPOB, BXOAALLMX B CETb PacrnpoCTpaHeHns v nogaepxKu MNocraswmka, ¢ Lesblo
obecneyeHns paboTbl 1 NPOBEPKU BO3MOXKHOCTM MCMOb30BaHNS MNporpamMMHoro obecnevyeHuns m
3aWwmThl Npas lMocTaBWMKa.

Mocne 3aknyeHms aToro Cornawenmns MocTaBwmK nam nobon n3 ero KOMMepPYeCKNx NapTHEPOB,
BXOAALLNX B CETb pacCnpoCTpaHeHnsa n noanepxku NocTtasLunka, NoJyyaT nNpaso nepenasath,
obpabaTbiBaTb M XpaHUTb BaXXHble AaHHbIe, MO3BOASIOLLNE NAEHTU(ULMPOBaTL Bally MMYHOCTD, B
Lensx onnathl U MCNONHEHUA HacTosAwero CornaweHns, a Takxe 419 OTNPaBKN YBEAOMAEHN Ha
Baw komnbloTep.

CeepeHus o KOHd)MAeHI.I,VIaﬂbHOCTVI, 3aluTe NnepCoHaJIbHbIX OAHHbLIX U Bawux npaBax Kak
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cyObekTa nepcoHasbHbIX JaHHbIX NpuBeaeHbl B MonuTUKe KOH(PUACHUUANLHOCTH, KOTOpas
AOCTYNHa Ha Beb-caiTe MocTaBLUMKA, a TaKXKe HENOCPEACTBEHHO B NpoLecce YCTAaHOBKM.
Bbl TaK)Xe MoOXXeTe OTKPbITb ee U3 cnpasBku NMporpaMMHoro obecneyeHus.

5. Acnonb3oBaHue npaB KoHe4yHoro nosb3oBaTtensd. [[paBa KoHeYHOro rnosib3oBatens
Heobx04MMO MCNONb30BaTh JINYHO, B0 NX MOrYT NCMO/b30BaTb Balm coTpyaHUKKM. Bel nmeeTte
npaBo Ha ncnosib3oBaHue NporpaMmMHoro obecne4yeHns TONbKO 415 3aLUNTbl CBOMX LENCTBUN U
KOMMbIOTEPOB MU KOMMbIOTEPHBIX CUCTEM, Ha KOTOpble nprobpeTeHa JlnueH3ns.

6. OrpaHMyYeHuMsa npas. He pa3peLlaeTcs KONMpPoBaTb, PAcNpoCcTPaHATb MporpaMMHoe obecneyeHme,
N3BIEKATb €ro KOMMOHEHTLI U CO3A4aBaTb NPOM3BOAHbLIE PaboTkl Ha ero ocHoBe. MpW UCNONb30BaHUN
MporpammHoro obecrneyeHuns Bol 0653aHbl COOMOAATL NEPeYNCIEHHbIE faiee OrpaHNYeHus.

a) Bbl MoXeTe co34aTb 0fHY pe3epBHY0 Konuto MporpaMmHoro obecrneyeHns Ha HocuTene
MOCTOSIHHOrO0 XPaHEHMA [aHHbIX NPWU YCI0BMM, YTO 3Ta pe3epBHas KOMus He YCTAHOBJMIEHa U He
NCMOJ/Ib3yETCS HN Ha KakoM KoMnbloTepe. Co3aaHune ntobbiX MHbIX KON MporpaMMHOro
obecneyeHuns sBNseTCA HapyleHuem 3Toro CornalwleHus.

b) Bbl HE LOJIXKHbI UCMONb30BaTb, U3MEHSTh, NEPEBOANTL UM BOCMNPOU3BOAMTL MporpaMmMHoe
obecneyeHne n nepefaBaTb NpaBa Ha NCMOb30BaHUe MMporpaMMHOro obecneyeHns nan Konum
MporpammHoro obecneyeHns nobbiM CNOCobOM, OTIMYHBIM OT OMMCAHHOIO B HACTOSALLEM
CornawweHun.

c) Bbl He JO/KHBI MPOAaBaTh, NepeaaBaTh Ha YCIOBUSAX CyBAMLEH3MN, CAaBaTb B apeHay Uin
nepefiaBaTb BO BpEMEHHOE MoJib30BaHue MNporpaMmMHoe obecneyeHmne, a Takxxe UCNosib30BaTh
MporpamMMHoe obecrneyeHne ans NPefoCTaBAEHNS KOMMEPYECKUX YCAYT.

d) 3anpeLlaeTcs BCKPbIBaTb TEXHOOM N0, AEKOMMUANPOBATL WK pa3bupaTb Kog MNporpaMMHOro
obecneyeHns n MHbIMKU cnocobaMm NbITaTbCA NOAYYUTb MCXOAHBIA KoA MporpamMmMHoro obecrneyeHus
32 UCKJIIOYEHNEM TOr0, B YEM AaHHOE OrpaHMYeHNE NPOTUBOPEYUT AEACTBYIOLLEMY
3aKOHO4ATENbCTBY.

e) Bbl cornaluaeTeck MCNonb30BaTh MporpaMmmMHoe obecrneyeHmne TobKO Cnocobom,
COOTBETCTBYIOLLIVM BCEM AENCTBYIOLLVMM 3aKOHOAATEIbHbIM HOPMaM CTPaHbl, B KOTOPOM
ncrnonb3yetca MporpammHoe obecneyeHne, B TOM YC/IE NPUMEHUMBIM OFPaHUYEHNAM OTHOCUTENbHO
aBTOPCKOro npasa, APYrux Npae Ha MHTeNEeKTYyalbHYt0 CODCTBEHHOCTb U Tak Aasee.

f) Bbl cornawaeTech MCnosb3oBaTh [porpamMmHoe obecneyeHme n ero GyHKLUN TOJIbKO CNocobom,
KOTOPbIA He OrpaHnYmMBaeT BO3MOXHOCTY AOCTYNa K 3TUM ycyram gpyrux KoHeYHbIx
nonb3oBaTenen. MocTaBLNK OCTaBNAET 3a CobOM MPaBO OrpaHNYMTb 06BEM YCaYT,
npenocTaBNSeMbIX OTAENbHLIM KOHEYHbIM Monb30BaTeNsaM, 4Tobbl obecneynTb NCNOb30BaHME YCAYyT
MaKCMManbHO BO3MOXXHbLIM Y1CI0M KOHEYHbIX Nonb3oBaTenen. OrpaHmyeHne obbemMa ycayr 4OKHO
Tak)Xe 03Ha4vaTb NOJIHOE NMpeKpaLleHne BO3MOXHOCTY NCNOb30BaTb 06Oy 13 yHKLNIA
MporpaMMHoro obecneyeHns, a Takxe yaaneHne [JaHHbIX 1 MHopMaumm Ha cepBepax lMocTaBLymKa
AN CTOPOHHMX CepBepax, 0THOCALLMUXCA K onpeneneHHon yHKumm MNporpaMMHoro obecneyeHus.

g) Bbl 0653yeTech He NpeAnpuUHMMaThL AENCTBUIN, CBA3AHHbLIX C MCMOJIb30BaHMEM JIMLLEH3MOHHOM O
KJ1to4a, KOTOpble MPOTMBOPEYaT YC/IOBUAM HacTosero CornalieHns uavm NpuBoAsT K
npefocTaBieHnto JIMLEH3NOHHOMO KJtoYa MLy, He UMetoLLLleMy NpaBa UCMosib30BaTb MporpaMMHoe
obecneyeHune, HanpyMep nepenayy NCnosab30BaHHOMO UM HEUCMOJb30BAHHOIO JINLEH3NOHHOTO
K/to4a B 110601 (hopMe, a TakKe HeCaHKLMOHPOBAHHOE BOCMPOU3BEAEHVE UK PAacipoCTPaHeHne
Ay6MPOBaHHBIX UM CreHEPUPOBAHHbIX JIMLEH3VOHHBIX KJIKYEN Ny Ucrnosib3oBaHme MporpaMMHOro
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obecneyeHns C NOMOLLbIO JINLLEH3MOHHOIO KJIH04a, NnoJly4eHHOro He OoT MocTaBLKKa.

7. ABTOpCKOE npaBo. [porpaMmHoe obecneyeHune 1 BCe NpaBa Ha Hero, B TOM 4Ynucne, cpeaun
npoyero, nNpaBo COBCTBEHHOCTU M NpaBa Ha 06BbEKTLI UHTENNIEKTYaIbHON COBCTBEHHOCTN,
npuHagnexaTt KoMnaHum ESET n/unmn ee nuueHsnapam. ITU npasa 3alluLLieHbl MeXayHapo4HbIMU
CornaleHnaMmn n BCeMm NPoYNMn NPUMEHNMbIMU 3aKOHO4ATeSIbHbIMW HOPMaMU CTPaHbl, B KOTOPOK
ncnonb3yetcs NMporpammHoe obecneyvyeHmne. BHyTpeHHAS CTPYKTYypa, YCTPONCTBO M KoL
MporpammHoro obecneyvyeHuns SBASIOTCSA LLEHHON KOMMEPYECKON TalHOM U KOH(UAEHUMANbHON
NHopMaLmen, NpMHagNexawmMmm KoMnaHum ESET n/unmn ee nuueH3snapam. 3anpeLlaeTcs
KonmpoBaTb lNporpaMmHoe obecnevyeHne KpoMe C/ly4aeB, ONUCaHHbLIX B CTaTbe 6(a). Jliobblie konuy,
KOTOpble pa3peLleHo co34aTb B COOTBeTCTBUM ¢ CornalieHnem, LO0JHKHbI COAep)KaTb OPUTrnHaNbHbIe
OTMETKMW 0 3allnTe aBTOPCKMX NpaB 1 Apyrve yBeaoMAEHUs 0 NpaBax UHTENNeKTYyalbHOM
C0BCTBEHHOCTK, KOTOPbIE MPUCYTCTBYIOT B CaMoM MporpammHomM obecnevyeHnn. Ecnm Bbl BCKpbiBaeTe
TEXHONOrN0, AEKOMNUANPYETE, pa3bupaeTte ncxoaHbin Kog MporpamMmMHoro obecneyeHns Nan NHbIM
cnocoboM nblTaeTechb NONYYUTb UCXOAHLIA KO MporpaMMHoro obecneyeHns B HapyLleHne
nonoxxexHun atoro CornaweHus, nobas nony4yeHHas Takum obpa3om UHGOPMaLIMA aBTOMATUYECKMN 1
6e30roBOpPOYHO LOJKHA CHMTATLCA nogsexallen nepefade MoCcTaBLNKY U NpUHAAeXalen emy
NMOJIHOCTbIO C MOMEHTa CO34aHNA BHE 3aBUCUMOCTM OT npas MocTaBLMKa B OTHOLWEHNN HapyLleHNs
3Toro CornalieHuns.

8. CoxpaHeHue npaB. HacTosawwmm lMNocTaBLWmMK cCoOXxpaHseT 3a cobon Bce npaBa Ha MNporpammHoe
obecneyeHune, 3a NCKNOYEHMEM NpPaB, ABHO NPeaoCcTaBieHHbIX Bam Kak KOHeYHOMY Nob30BaTENIO
MporpammHoro obecnevyeHns B COOTBETCTBUN C YCOBUAMU HacToswero CornalleHuns.

9. Hecko1bKO A3bIKOBbLIX BEpCUi, NporpaMMHoe obecneyeHne Ha HOCUTENAX OBYX TUMOB,
HecKoJIbKO Konui. Ecav MNporpamMmHoe obecrneyeHune noaaep>XXMBaeT HECKObKO NAaTgopM nam
13bIKOB W1 €C/IV Bbl MOMYy4YMAN HECKOBKO 3K3EeMMISPOB NPOrpaMMHOro obecrneyeHns, paspeLiaeTcs
Cnosib30BaTh [porpaMMHoe obecrneyeHmne TOIbKO Ha TOM KOIMYeCTBE KOMMbIOTEPOB U B TeX
BEPCUAX, Ha KOTopble bbina nprnobpeTeHa JinueH3us. 3anpellaeTcs NpoAaBaTh, NepeaaBaTh Ha
ycnoBusx cybanLeH3nmn, coaBaTb B apeHAay, NepeaaBaTb BO BPDEMEHHOE WM NOCTOSIHHOE
noJsib30BaHMe BepCcumn nam konum MporpamMMHoro obecneyeHns, KOTopble He NCNosb3yoTcs Bamu.

10. MOMEHT BCTYNNIeHNSA B CUAY U NpekpalieHne pencteusa CornaweHus. Hactosuwee
CornalueHve BCTyNaeT B 3aKOHHYIO CUJY C iHA, KOraa Bbl cornacuancek € ero ycioBusiMun. 3aBepLlunTb
pencteune CornalleHns MoOXXHO B 060 MOMeHT, HeobpaTMMO yaanune, paspyLUMB NN BEPHYB 3a
cBOK cYyeT MporpammHoe obecneyeHne, BCe pe3epBHbIe KONUKM 1 Nobdble 0THOCALLMECS K HEMY
MaTepuasbl, NpefocTasieHHble [TOCTaBLWUKOM UM OLHUM U3 ero KOMMep4YeCcKux napTHepoB. Bawe
NpaBo Ha ncnosib3oBaHue MNporpaMmHoro obecneveHns n NbbIX ero PyHKLUA MOXeT
peryanpoBaTbCs MNOJUTUKON B OTHOLLEHUN OKOHYaHMA CpoKa CNyxbbl. [locne HacTynneHnsa athbl
OKOHYaHUS CpoKa Cnybbl, KOTOpas yCTaHaB/IMBAETCS NOJMTUKON B OTHOLLUEHUW OKOHYaHUS CPOKa
cnyx6bl ons MNporpamMmMHoro obecrnevyeHuns nam Kkakon-nmbo 13 ero PyHKLMIN, Balle Npaso Ha
ncnonb3osaHue lNMporpaMMHoOro obecneyeHns npekpaTuTca. HesasncnMo ot cnocoba npekpaLLleHus
nLencteus 3toro CornawieHns nonoxeHus craten 7, 8, 11, 13, 19 n 21 octaroTca 4elCTBUTESIbHbIMU
6e3 orpaHn4YeHNs No BPEMEHM.

11. TAPAHTUU KOHEYHOTIO MOJIb3OBATEJNA. BbICTYNAA B KAYHECTBE KOHEYHOIO
MOJIb30BATEJA, Bbl NOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECMEYEHWNE NOCTABNAETCA HA YCNOBUAX «KAK ECTb» BE3 KAKUX-TNBEO MPAMBIX U
BMEHEHHbIX FTAPAHTUIA IFOBOI0 TUMA, HACKOJIbKO 3TO NMO3BONAKT COOTBETCTBYIOLUNE
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLUWK, H ETO MAPTHEPbI, BbICTYTMAIOLUME B KAYECTBE
JIMUEH3WAPOB TN AGOUJIMPOBAHHbIX J1NL, HA MPABOOBNIAOATENIN HE OENAKOT HUKAKUX
3AABJIEHWIA N HE NPELOCTABASIOT HUKAKIMX NPAMBIX U1 BMEHEHHbLIX OBA3ATENILCTB WA
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FTAPAHTWW, B YACTHOCTW FAPAHTUI NMPOAAX WA TAPAHTWIA MPUrOAHOCTI ON4
OMPEOENEHHOIO MCMOJIb30BAHNS, A TAKXKE FAPAHTUIA TOrO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWE HE HAPYLLAET HUKAKNX NMATEHTOB, ABTOPCKIX MPAB, NMPAB HA TOBAPHbIE 3HAKU
W OPYTNX NMPAB TPETbUX WL, MOCTABLUNK W NTKOBLIE APYTUE INLA HE TAPAHTUPYIOT, 4TO
®YHKLU W MPOTPAMMHOIO OBECNEYEHUA BYAYT COOTBETCTBOBATbL BALLWM TPEBOBAHWAM UJ1A
YTO NMPOrPAMMHOE OBECMNEYEHWE BYAET PABOTATb BE3 CBOEB N OLUMBOK. PUCK MNP BbIEOPE
MPOrPAMMHOIO OBECMNEYEHWA ON1A OOCTUXEHUA HYXXHBIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, NCMOJIb30BAHWW N NOJNTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYAETE AOCTUIATb C
MOMOLLbKO 3TOI0 NPOrPAMMHOIO OBECMNEYEHUA, NEXIT HA BAC.

12. OTKas oT apyrux obssarenbcTB. HacToswee CornaweHne He NpefycMaTpMBaeT HUKAKNX
obsi3aTenbcTB And MNocTaBLMKa U €ro IMLEH3NapoB 3a UCKJIIYEHNEM TeX, KOTOPbIE N3/10)KEHbI B
HacToswem CornaweHunu,

13. OTPAHUYEHUWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEEHO
MPUMEHUMbBIM 3AKOHOATEJIbCTBOM, HU MNP KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EFO
COTPYOHUKW NN NNLUEH3WAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYHO-JINBO YMYLLEHHYIO
MPUBbIJb, BbIPYYKY, MPOOAXW, OAHHBIE NJTN PACXOAbl HA 3AKYMNKY B3AVMO3AMEHAEMbIX
TOBAPOB WK YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXXAEHWNA, MPUOCTAHOBKY
PABOTbI, MOTEPKO KOMMEPYECKOW MHO®OPMALIN WA 3A KAKUE-TINBEO ®AKTUYECKUE, NMPAMBIE,
HEMNPAMBbIE, MOBOYHbIE, 3DKOHOMNYECKNE, KOMMNEHCUPYEMBIE, LUTPA®HbBIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbIE KOCBEHHBIE YBbITKW, HAHECEHHbIE B PE3YJIbTATE BbIMOJIHEHNS
COMNALLEHWA, TPAXOAHCKOI O NMPABOHAPYLLUEHNA NN HEBPEXHOCTW, HESABUCAMO OT
MPUYNHBI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCMNOJIb3OBAHWA W OTCYTCTBUA BO3SMOXHOCTW NCIOJIb30BAHNA NMPOIrPAMMHOIO
OBECIMEYEHNA, OAXE ECJTN NOCTABLUMK, EIO JIMLEH3WAPBI W ADDPUJTIMPOBAHHbBIE JTLIA
OCBEAOMJIEHBI O BO3MOXHOCTW BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOJATEJIbCTBO HEKOTOPbIX CTPAH U OTAEJIbHbIE 3AKOHbI HE PA3PELLAKOT UCKJIFOYATb
TAKYHO OTBETCTBEHHOCTb, HO MO3BOJIAKOT OrPAHU4YMBATD EE, B TAKUX CJTYHAAX
OTBETCTBEHHOCTb MOCTABLLUWKA, EFO COTPYAHWKOB, JINLUEH3WAPOB VT AODUNTMPOBAHHbIX
NL, OFPAHUYNBAETCS CYMMOW, BBIMJIAYEHHOW BAMU 3A JINLIEH3MIO.

14. Hn 04HO 13 NonoxeHun Hactoswero CornalieHnsa He 3aTparvBaeT 3aKOHHbIE npasa nbon
CTOPOHbI, BbICTYMNAOLWEN B Ka4ecTBe NoTpebuTens, Aa)ke eCan OHW NPOTUBOPEYaT TakUM NpaBaM.

15. TexHu4YecKas nogaepxka. ESET v npuBiievYeHHble KoMNaHuern ESET TpeTbn NnLa
NPefoCTaBNAOT TEXHNYECKYIO NOAAEPXKKY N0 COBCTBEHHOMY YCMOTpeHMI0 6e3 Kaknx-nnbo rapaHTumn
nnn 3a8BaeHnI. Nocne HaCTynaeHns 4aTbl OKOHYaHMA Cpoka CnyXbbl, KOTOpas yCTaHaBANBAETCS
nonntukon OCC gnsa MNporpammHoro obecnevyeHnsa nnm Kakon-nnmbo n3 ero QyHKUMMI, TEXHNYECKas
noagep)xKa npefocTaBnaTbcs He byaeT. KoHeYHbIN Nosib3oBaTe b 0053aH CO34aTb pe3epBHYIO
KOMWIO BCEX CYLLECTBYOLWMNX AaHHbIX, MPOrpaMMHOro obecneyvyeHns nam NnporpaMMHbIX CPeLCTs,
npexnae 4eM obpaTUTbCA 3a TEXHUYECKON NOALEPXKKOW. ESET U (MiM) TpeTbW Nuua, NpuBJeYeHHbIe
ESET, He MOTYT MPUHATb Ha cebs 0TBETCTBEHHOCTb 3a MOBPEXAEHNE UM NMOTEPIO AaHHBIX,
cobcTBEHHOCTK, NporpaMMHoro obecnevyeHns nnm obopygoBaHms, a TakxKe 3a YNyLeHHY npubbinb,
KOTOpble CBSA3aHbl C NPefoCTaBfeHNEM TEXHUYECKON NOAAEPXKKN. ESET 1 (Mn) npuBneyYeHHble ESET
TPeTbU NnLa OCTaBAAT 3@ COBON NPaBo NPUHATH PeLLeHEe 0 TOM, YTO YCTPAHUTb KOHKPETHYIO
npobaemMy HEBO3MOXXHO B paMKax TEXHUYECKON NoAaep»XKKW. ESET ocTaBnseT 3a cobon npaso
0TKa3aTb B NPeOCTaB/IEHNUN TEXHNYECKON NOAAEPXKKN, MPUOCTAHOBUTb UKW NPEKPaTUTL ee
OKa3aHwue no cBoeMy cobCTBEHHOMY yCcMOTpeHuto. CBeaeHna o nnueHsun, MHdopmaumsa n gpyrue
LlaHHble B COOTBETCTBUM C MOANTUKON KOHPUAEHLMANBHOCTN MOryT noTpeboBaThCa Ans
NpeLOCTaB/IEHUSA TEXHNYECKON NOALEPKKM.
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16. Mepepava nuueH3uu. lNporpammHoe obecneyeHne MoXXeT BbITb NepeHeceHo C 04HOro
KOMMbOTEPa Ha APYron, ecaiv 3T0 He NPOTUBOPEYMT YCNI0BUAM HacTosawero CornaweHuns. Ecam ato
He NpoTnBopeYmnT ycnosuaM CornaweHns, KOHeYHbIN Nonb30oBaTeslb MOXET TOJIbKO MEPMAHEHTHO
nepefatb JIueH3no 1 BCce npasa no HacToswemy CornaweHunto gpyromy KoHe4YHOMY MNoJib30BaTeNto
c cornacus MocTasLwuka, ecnm cobnogaoTca cnegyowme ycnosus: (i) y nepsoro KoHe4yHoro
NOSb30BaTENSA HE OCTAETCA HUKaKMX 3K3emnasapos MNporpamMmHoro obecneyeHus; (i) nepenaya npas
[0JKHa 6bITb HEMOCPEACTBEHHOM, T. €. OT NCX0AHOro KOHEeYHOro nosib3oBaTens K HOBOMY; (iii) HOBbIV
KOoHeYHbI Nosib30BaTe b O/DKEH NPUHATL BCE npasa K ob6s3aTensCcTBa MCX04HOro KOHEYHOro
nosib3oBaTens no Hactoawemy CornaweHuto; (iv) MICXoAHbIM KOHEYHbIN Nob30BaTe b OO/IKEH
npenocTaBuTb HOBOMY KOHEYHOMY M0Jib30BaTesl0 JOKYMEHTALMI0, MO3BOJIAIOLLYIO NPOBEPUTL
NOOMHHOCTL MNporpaMmMHoro obecnevyeHms B COOTBETCTBUM CO CTaTben 17.

17. MpoBepkKa noaauHHOCTU MporpaMMHoro obecnevyeHunsa. KoHeYHbI MONb30BaTEb MOXET
NPOAEMOHCTPUPOBATL HAJIMYME Y HEro MPaB Ha NCNoab30oBaHUe MporpaMMHoOro obecneyeHns 0QHUM
n3 cnepyowmnx cnocobos: (i) C NOMOLLBIO NLEH3MOHHOIO CepTUdMKaTa, BblAAHHOMO MOCTaBLLMKOM
WUNN TPETbUM JINLLOM, KOTOPOE Ha3Ha4vyeHo MoCcTaBLMKOM; (i) MMCbMEHHbIM INLEH3UOHHbBIM
cornalleHneMm, ecam TakoBoe BblNI0 3aKIYEHO; (iii) NyTeM NpeaoCcTaBNeHNS OTNPABIEHHOIO
MoCTaBLMKOM COOBLLEHNS SNEKTPOHHOM MOYTLI, B KOTOPOM COAEP)KATCHA CBEAEHMA O INLEH3UN (MMS
nosib3oBaTens n naponb). CBeaeHnsa 0 NLEH3UN N NAEHTU(MUKALMOHHbIE AaHHble KOHEeYHOro
NoSb30BaTENSA B COOTBETCTBMM C [OANTUKON KOHGMAEHUNANBLHOCTM MOryT noTpeboBaTbCs 4NA
NPOBEPKM MOAJIMHHOCTU NPOrpaMMHOro obecneyeHus.

18. MpepocTaBseHne n1MueH3UM opraHam Bnactu u npasutenncTey CLUA. [TporpamMMmHoe
obecneyeHne byneT NpefoCTaB/IEHO OpraHam BNacTu, B TOM Yncie npaBuTesbcTBy CoeANHEHHbIX
LLTtaToB AMEpuKn, B COOTBETCTBUN C NMPaBaMn U OrpaHNYeHNAaMK, ONMUCAHHBIMWU B HACTOALLLEM
CornawweHun.

19. CooTBeTCcTBME HOpPpMaM perysimposaHua BHeLUHeNn TOProBJIN.

a) Bbl He bypeTe NpAMO UK KOCBEHHO 3KCNOPTUPOBaTb, PEIKCNOPTUPOBATbL, NepenaBaTb UM UHBIM
obpa3om npepoctaenaTh MNporpamMmHoe obecneyeHme Komy-nmbo, a Takxxe He byaeTe NCNONb30BaTb
ero Kakum-nnbo obpasom nnMbo MMeTb OTHOLLEHME K KAaKUM-TMO0 OeNCTBMAM, B pe3yJibTaTe Yero
KOMMNaHus ESET un ee X0NAUHIOBble KOMMaHuK, ee punnasbl, puananibl ee XoJNAUHIOBbIX KOMMaHUNI,
npoymne CybbeKkThl, HaX0A4ALWMECA MOA YrPaBieHNEM ee XONANHIOBbIX KOMMaHMUN
(«AdbbnmMpoBaHHbIE NNLA»), MOXET CTaTb HapyLmMTeneMm 3akoHo4aTeNbCTBa NO PEryJIMpoBaHUI0
BHELUHen Toprosan Anbo Nosy4nTb HeraTUBHbIE MNOCAEACTBMA B CBA3UN C ero npuMeHeHnem. K
3aKOHOLaTeNbCTBY MO PeryanpoBaHNI0 BHELLHEN TOProBaN OTHOCUTCS:

i. lloboe 3aKoHOAATENBLCTBO, KOTOPOE NpefHa3Ha4YeHo ANs peryanpoBaHuns, orpaHnyeHnsa nnm
BBELEHUSA NIMLLEH3NOHHBLIX TpeboBaHUI B Chepe 3KCNopTa, pesakcnopTa Uan nepefayv ToBapos,
nporpaMmMHoOro obecneyvyeHuns, TEXHONOMNIA, YCNYr U KOTOPOe NPUHUMaeTCs NtobbiMu
NPaBUTENbCTBEHHbIMUY, TOCYAAaPCTBEHHBIMU UKW PErynaTUBHbIMU opraHammn CoegmHeHHbIx LLTaTos
Amepuku, CuHranypa, Bennkobputanum, EBponenckoro Coto3za unm nioboro BXxoasLlero B Hero
rocynapcCTBa, a Takxe fitobon CTpaHbl, B KOTOPOW AOJKHbI BbIMOAHATHCA 00653aTeNbCTBa COriacHo
HacToswemy CornalleHno Uan B KOTOPOW 3aperncTprupoBaHa 1Mbo AencTByeT KOMMaHUs ESET nau
Kakue-nnbo ee AqpmnmpoBaHHble nuua

i. Jlobble aKOHOMMYeCKne, (PUHAHCOBLIE, TOPrOBbIE Y MPOYME CaHKL MK, OFrpaHnYeHns, asmbapro,
3anpeTbl Ha UMMNOPT WM SKCMOPT, 3anNpeTbl Ha NEPEBOL AEHEXHbIX CPeACcTB UM akTUBOB 1nbo Ha
npenocTaBfIEHME YCIYT, @ TakXXe 3KBUBAJIEHTHbIE Mepbl, KOTOPble BBOAATCS B AeNCTBUE NtobbiMn
NPaBUTENbCTBEHHbIMUY, TOCYAAaPCTBEHHBIMWU UKW PErynaTUBHbIMU opraHammn CoeguHeHHbIx LLTaTos
Amepuku, CnHranypa, Bennkobputanum, EBponenckoro Coto3a unm noboro BXxoasLlero B Hero
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rocynapcCTBa, a Takxe fiobon CTpaHbl, B KOTOPOA AOJKHbI BbIMOAHATHCA 0053aTeNbCTBa COrnacHoO
HacToswemy CornalleHnio Uan B KOTOPOW 3aperncTpmupoBaHa nMbo AenCcTBYeT KoMMnaHus ESET nau
Kakune-nmbo ee ApchnnmpoBaHHble nnua.

(3akoHOoLaTeNbHbIE aKTbl, YIOMSAHYTbIE B MYHKTaX i U ii BbllLE, COBMECTHO MMEHYIOTCS
«3aKoOHO4ATeNbCTBO MO PEryIMPOBAHUIO BHELLHEN TOPrOBAN>».)

b) KomnaHus ESET MMeeT nNpaBo NPUOCTAaHOBUTb BbIMOJIHEHME CBOUX 0043aTeNbCTB COrNacHo
HacToAwMM YcnoBuam nnbo HezameaMTeNbHO NPEKPaTUTL AENCTBME HACTOALLMX YCNOBUIA B
cneayowmx cayyasx:

i. B cnyyae, ecnvm KoMnaHus ESET yCTaHaB/AMBaET, YTO No ee 060CHOBaHHOMY MHeHWUto Monb3oBaTeNb
HapYyLLWA UM MOXXET HapyLWNTb NosioxxeHns CTaTbK 19 a) HacToswero CornalleHums.

ii. B cnyyae, ecniv KoHeYHbI Nosib3oBaTenb U/wnu NporpammHoe obecneyvyeHme nonagyT nog
AencTBne 3akoHo4aTeNIbCTBa MO PeryanpoBaHuio BHELHEN TOProBn, U, Kak pe3yfibTaT, KOMNaHUs
ESET yCT@HOBUT, 4TO Mo ee 060CHOBaHHOMY MHEHUIO MPOAO/IKEHME BbIMOJHEHNS CBOMX 0053aTeNbCTB
corsiacHo Hactoswemy CornalleHunio MOXKeT NPUBECTU K TOMY, YTO KOMMNaHUA ESET nnu ee

A urnnpoBaHHble nL@ MOXXET CTaTb HapyLlwnTenemMm 3aKoHo4aTeNbCTBa MO PeryampoBaHNio
BHELUHeN Toproeav nnbo nNonyy4nTb HeraTUBHbIE NOCNEACTBUS B CBA3UN C €r0 NPUMEHEHMNEM.

c) Hn ogHa 4acTb HacTosawero CornaweHna He NnpeaHa3HavyeHa, He MOXKET UHTEPNPETMPOBATLCA NN
NCTONKOBbLIBATLCA TakK, 4TOObl N06yXAaTb NMBO 0643bIBaTh NI0OYI0 €ro CTOPOHY AENCTBOBATL MK
BO34EPXMBATbCA OT AENCTBMM (MM COrNacUTbCs AeNCTBOBaTb UM BO34EPXKUBATLCA OT AENCTBUN)
KaKuM-n1mbo o6pa3oM, KOTOPbIA MPOTUBOPEYUT IIOOOMY NMPpMMEHMMOMY 3aKOHOAATENbCTBY MO
pPeryanpoBaHunio BHELLHEN TOProBan, NpecnenyeTcs Uam 3anpeLaeTcs um.

20. YBepomneHus. Bce yBegomneHuns, Bo3pallaembie NporpaMmHoe obecrneyeHmne n JOKyMeHTauus
[OJKHbI ObITb AOCTaBNAEHbI MO agpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO He orpaHMyYnBaeT nNpaso ESET coobwaTe Bam o nobbix n3meHeHnax B HacTosAwem CornawieHun,
NONNTUKAX KOHPUAEHUMNANBHOCTN, MOJINTUKE B OTHOLLIEHNN OKOHYaHNS CpoKa CNyX6bl 1
[OKYMEHTaLMUN B COOTBETCTBMM CO CTaTben 22 HacTosAwero CornalieHmns. ESET MOXXET OTNPaBAsATb
Bam nucbma no 371eKTPOHHOM NoYTe 1 yBeaoMaeHus B NporpaMMHoM obecrnedeHnn, a Takxe
nybankoBaTb coobLieHNa Ha HaweMm Beb-canTe. Bbl cornawaetech NoayyYaTh OPUANYECKN 3HAYMMbIE
coobLeHnsa OT KoMMaHmm ESET B 3N1EKTPOHHON hopMe, B TOM Yuce ntobble cooblieHns 06 nameHeHnn
Ycnosuin, CneunanbHbIX YCA0BUA WK TTONNTUK KOHPUAEHUMANBHOCTK, Ntobble NpeanoXeHUs 1
NPUHATUE YCIOBUIA JOrOBOPOB, NPUrialleHNs BECTM NEPErOBOPLI O 3aK/0YEHMIN AOroBopa,
yBEAOMNEHUSA NN SpYrne pUuaNYecKn 3Ha4uMble coobuieHmns. Takne 3NeKTPoHHbIe CoobLLeHns
CYUTAKOTCA NOSYYEHHBIMW B MMCbMEHHON (hopMe, eC/in TOJIbKO AeNCTBYIOLLee 3aKOHO4ATENbCTBO He
TpebyeT Apyroro popMaTa KOMMYHMKALUN.

21. MpuMeHuMoOe 3aKOHOAaTeNbCTBO. [laHHoe CornalleHve peryampyeTcs u TOJKyeTCs B
COOTBETCTBUM C 3aKOHOAATENbCTBOM CrnoBaLkon Pecnybnvku. KOHeYHbIN NoSb30BaTENb U
MoCTaBLWKMK COrflaCHbI, 4TO MPUHLUMNLI KOJIM3NOHHOIO nNpasa 1 KoHeBeHuusa OpraHnsaunm
O6befnHeHHbIX Haumin 0 4oroBopax MexxayHapoaHOM Kynan-npogakn ToBapoB HE NPUMEHSIOTCS.
Bbl sBHbIM 06pa30M cornawaeTech C TEM, YTO IKCKIO3MBHAS IOPUCANKLNSA MO peLleHmnto nobbix
CropoB 1 BOMPOCOB C MOCTaBLUMKOM UM OTHOCUTENLHO cnocoba ncnonb3osaHns MporpaMMHOro
obecneyeHns NpuHaaneXXunT oKpy>XHoOMy cyay | B bpaTtucnase.

22. 06u.|,ue nono>xeHusa. Ecnm noboe nonoxeHme HacToswero CornalleHns okasblBaeTCs
HeQEeNCTBUTENIbHbIM UM HEBbIMNOJIHUMbIM, 3TO He OTpa>XaeTCAa Ha NEeNCTBUTENbHOCTM OCTallbHbIX
nonoxxexHun CornaweHus, KOTOpbIe MNo-NnpexHemy 6yuyT OEeNCTBUTENbHLIMU 1 BbINOJHUMbIMU B
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COOTBETCTBUM C YKa3aHHbIMK 3aeCb ycnoBuamu. Hactoswee CornalleHne COCTaBAEHO Ha

aHT INIACKOM si3blke. B ciyyae noaroToBky nepesofda HacTosuero CornaweHnsa ana ynobctea nam
no60oi MHOM Lenn nnbo Npu HaMYMmn NObIX PACXOXAEHNA MEXAY Pa3HbIMU A3bIKOBLIMU BEPCUSIMU
HacToswero CornaweHns npenmyLLecTBoM ob6lagaeT BEPCUS Ha aHTIMACKOM si3bIKe.

KomnaHmsa ESET ocTaBAsieT 3a cobor npaBo BHOCUTb M3MeHeHus B [porpaMmHoe obecneyeHune n
nepecMaTpuBaTh YCN0BMA HacTosAwero CornalleHns, NpuaoXKeHNN N GONOHEHUA K HeMy, MOANTHKK
KOH(wmaeHunanbHocTy, MoanTtukm OCC n foKyMeHTauum nam Kakom-nnbo nx 4actum B noboe spems
nyTeM 06HOBJIEHNSA COOTBETCTBYIOLLEr0 AOKYMeHTa (a) AN oTobparKeHNs N3MEHEHNIN B
MporpammHom obecnevyeHnn nnbo B cnocobe ocyLlecTBNEHNS AeATEeNbHOCTU KOMMNaHuen ESET, (6) ans
cobnogeHns HopMaTUBHO-MPABOBLIX HOPM WK U3 coobparkeHnin besonacHoCcTn nMbo (B) ons
HeOoNyLWeHNsa HapyLWeH WIn HaHeceHns Bpena. B cnyvae nameHeHuns Hactoswero CornaweHuns
Bbl byneTe yBeAoOMJIEHbI C MOMOLLLIO /IEKTPOHHON NMOYThI, YBEAOMJIEHNSA B NPUIOKEHUN NN
LPYTMMU 31€KTPOHHbIMK cpeacTBaMun. Ecam Bel He cornacHbl C NpeasiaraeMbiMn N3MEHEHUSMU K
HacTosAwemy CornaweHunto, Bbl MoXKeTe pacTOpPrHyTb ero B COOTBETCTBMM CO CTaTben 10 B TeveHme
30 gHen nocne nony4yeHns ysegomneHuns ob nameHeHunn. Ecam Bol He pacToprHeTe HacTosLLee
CornalweHune B Te4eHMe 3TOro CpoKa, npegaraemMble n3MeHeHnsa byayT CHUTaTbCA NPUHATLIMU U
BCTYNSAT B CUJy B OTHOLEHUN Bac ¢ gatbl nony4yeHns Bamu ysegomneHns o6 nameHeHmm.

9710 nosiHoe CornaweHne Mmexay lMocTaBwmkoM n BaMmum 0THOCUTESNIBHO MCMOJIb30BaHUA
MporpammHoro obecneyeHuns, KOTOPOe 3aMeHsAeT BCe NpeabiayLine 3aBepeHuns, 0bcyxaeHuns,
rapaHTUM NN YyBEAOMJIEHUSA UAN PEKNAMHbIe MaTepuasbl B OTHOWEHUN MporpamMMHOro
obecnevyeHus.

AONOJIHEHUE K COIMNJIALUEHUIO

KOMMyHVIKaUMVI U ynpasBJieHue AaHHbIMMU. B oTHOLWweEHNNK KOMMyHVIKaLI,VII7I n ynpasneHna gaHHbIMA
NPUMEHATCA cneaytowmne AoNoJIHATENbHbIE NOOXKEHUA.

MporpamMmMHoe obecneyeHne COaepPXUT YHKLMIO, KOTopas obecneynBaeT nepenayvy AaHHbIX Mexay
KOMMbIOTEPOM 1 NPOrpaMMHbIM obecneyeHnem yaaneHHoro ynpasneHus. MNepenaBaemas
NHGOPMALINA COAEPXKUT CBSA3AHHbIE C YNPaBNIEHNEM AaHHbIE, HanpuMep CBeaeHns 06 annapaTHOM K
nporpamMMHoM obecrneyeHnn ynpasBasemMoro KOMnbTEpPa 1 yNpasBasioLMe NHCTPYKLMKU, NCXoasLLme
0T NpOrpamMMHoOro obecneyeHns yaaneHHoro ynpaeaeHus. VIHole fJaHHble, NepefaBaemble C
KOMMblOTEPA, ONPeaensoTCs HaCTPOMNKAMM NPOrpaMMHOro obecneyeHuns, yCTaHOBNEHHOIO Ha
KoMnbloTepe. Coaep)XXnMMoe MHCTPYKLMIA, NCXOAALMX OT YNpaBAsoLero nporpaMMHOro
obecneyeHus, onpenensieTcs HacTPONKaMu NPorpaMMHoro obecneyeHmns yaaneHHoro yrnpasiaeHus.

EULAID: EULA-PRODUCT-AGENT; 3537.0

CornaweHue 06 obpaboTke paHHbIX

B cooTBeTcTBUYM C TpeboBaHnamn PernameHTa (EC) 2016/679 EBponenckoro napnameHTa n CoeTa
oT 27 anpens 2016 roga o 3awmTe PU3NYECKUX 1L, B OTHOWEHUN 06paboTK NnepCcoHanbHbIX
LaHHbIX 1 0 cBODOAHOM nepeMeLLeHNN TaknX AaHHbIX, aHHYAnpyoLWmx QnupekTusy 95/46/EC (B
JanbHenwem nMmeHyembin «OP3[»), MocTaBwmK (B ganbHenwem nmeHyemoln «OnepaTtop
0bpaboTku») n Bbl (B LanbHenwem nmeHyembln «KOHTposiep») BCTyNatoT B LOrOBOPHbIE OTHOLLEHNS
no obpaboTke AaHHbIX, 4TObbLI oNpenennTb ycnoBma 0bpaboTkm NepCcoHanbHbIX AaHHbLIX, CNOCO6 MX
3alMThl, @ TaKXXe oNpenennTb apyrve npasa u 0b6s3aHHOCTM 06enx CTOpoH npu obpaboTke
NepCcoHasbHbIX AaHHbIX CyObEeKTOB AaHHbLIX OT MMeH KOoHTposiepa B xoAe BeinofHeHus MpegmeTa
HaCToALMX YCOBMI B Ka4eCTBE OCHOBHOIO 0OroBopa.
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1. ObpaboTka nepcoHaNnbHbIX AAHHbIX. YC/yrn, NpeaocTaBAsSeMble B COOTBETCTBUM C HACTOALLUMY
Ycnosusimm, BkOYaloT B ceba 06paboTKy nHpopmaLnm, OTHOCALLENCS K NAEHTU(DULNPOBAHHOMY UK
NaeHTUOULUUPYyeMoMy (PU3NYECKOMY JINLLY U YKa3aHHOW B MOJINTUKE KOH(UOEHLUMaNbHOCTY (fanee —
MNepcoHanbHble AaHHbIE).

2. ABTOpM3auma. KoHTposep ynonHomo4dnaeT OnepaTtopa 0bpaboTkm obpabaTbiBaTh
MepcoHasibHble AaHHble, BKJOYAs CAeayoLIMe MHCTPYKLUNA:

(i) «Lenb obpaboTkmn» 03Ha4YaeT NpenoCcTaBieHne yCayr B COOTBETCTBMM C HACTOSALWMUMN YCIOBUAMMU.
OnepaTop 06paboTkn nMeeT TONbKO NpaBo obpabaThiBaTb [epCoOHaNbHbIE AaHHbIE OT UMEHN
KoHTponepa B OTHOLIEHMN NPeAOoCTaBNEHNS yCAyr, 3anpoLueHHbIX KoHTponepoM. Bcsa nHdopmaums,
cobpaHHan ana OONONHUTENbHbLIX Lienei, obpabaTbiBaeTCs BHE OMOBOPHbIX OTHOLLEHUIA MeXxay
KoHTponepom n OnepatopoM obpaboTku.

(ii) nepuon 06paboTKM 03HAYAET NEPUOL OT BCTYMNIEHUS B COTPYAHNYECTBO, B COOTBETCTBUM C
HACTOSLLMMMN YCIOBUSIMU, [0 NPEKPALLEHNS NPEAOCTaBNEHUS YCAYT;

(iii) O6bem 1 kaTeropun MNepcoHanbHbIX AaHHbIX. YCyru nogpasymeBatoT 06paboTKy TOAbKO
nepCcoHasibHbIX AaHHbIX obuiero Tuna. OaHako KOHTponep caMoCcToATENIbHO OTBEYAET 3a
onpeneneHvne obbeMa NeEPCoOHabHbIX AAHHbIX.

(iv) «CybbeKT AaHHbIX» 03HaYaeT PU3n4eckoe L0 B Ka4eCTBe aBTOPU30BAHHOMO MNONb30BaATENS
ycTponcte KoHTponnepa,

(v) «Onepaunn obpaboTkn» 03Ha4valoT BCe 6e3 UCKNYEeHNsa onepaumm, Heobxoanmble ons
obpaboTKu.

(vi) « JOKYMEHTUPOBAHHbIE UHCTPYKLIMM» 03HAYAIOT UHCTPYKLMK, ONMUCAHHbIE B HACTOALLMX YCN0BUSAX,
MPUNoXKEHNAX K HAM, MOANTUKE KOHPUAEHUMANBHOCTY N OKYMEHTALMM NO 06CNy)KMBAHUIO.
KoHTponep HeceT 0TBETCTBEHHOCTb 3a LPUANYECKYIO AOMYCTUMOCTb 06paboTKmM MepcoHanbHbIX
AaHHbIX OnepaTtopom 06paboTKy B OTHOLLEHMN COOTBETCTBYIOLLMX MPUMEHUMBbIX MOJIOXKEHNI
3aKOHOAATENbCTBA O 3alMTe AaHHbIX.

3. 06a3aHHOCTH OnepaTopa obpaboTku. OnepaTtop 06paboTkm 0bs3aH:

(i) obpabaTbiBaTh MepcoHanbHble AaHHbIE TObKO HA OCHOBAHUN SOKYMEHTUPOBAHHbLIX MHCTPYKLUIA Y
B LeNIaX, onpenesieHHbIX B Ycnosusax, MpunoxxeHnsax K HUM, MoanTtuke KOHQUAEHUMANbHOCTN 1
[OKYMeHTauumn no obcnyxmBaHuio;

(i) NPOMHCTPYKTMPOBATL NNL, YNOJHOMOYEHHbIX 06pabaThiBaTh [lepCcOHaNbHbIE AaHHbIE (Oanee —
YNonHoOMOYeHHble nnua), 06 nx npasax n obs3aHHOCTAX B cooTBeTCTBUM ¢ OP3[ 1 06 nx
OTBETCTBEHHOCTM B C/ly4ae HapyLleHus, a Takxe obecneyntb 06493aTeNbCTBO CO CTOPOHBI
YNONHOMOYEHHbIX 1nL, cobnoaaTbh KOHPUAEHUNANBHOCTb U CNefoBaTh A4OKYMEHTUPOBAHHbLIM
NHCTPYKLNAM;

(iii) BLINONHATL MePbI, ONUCaHHble B YCOBUAX, MPUNOXKEHUAX K HUM, MonnTrke
KOH(MAESHLUNANBHOCTY U LOKYMEHTaUMn Nno 06CnyXXnBaHuio;

(iv) nomoraTb KoHTposiepy oTBe4YaTb Ha 3anpochbl CybbeKToB AaHHbIX, CBA3aHHbIE C UX MpaBaMu.
OnepaTop 06paboTKn He OO/KEH UCNPABAATb, YAANATb UAK OrpaHnyinBaTh 06paboTKy
MepcoHaNbHbIX AaHHbIX 6€3 COOTBETCTBYIOLLEr0 YKa3aHnsa oT KoHTponepa. Bce 3anpockl CybbekToB
LaHHbIX, CBA3aHHble C MepcoHanbHbIMK AaHHbIMK, 0bpabaTbiBaeMbiMy OT MMeHN KOHTpoNEepa,
LOMKHbI 6e3 npomMeaneHnsa nepeHanpasnaTeca KOHTpoNepy.
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(v) copencTBoBaTb KOHTPOJIEPY B yBeAOMJIEHUM HabtogaTensHoro opraHa n CybbekTa AaHHbIX
KacaTesIbHO yTeukun [MepcoHanbHbIX AaHHbIX; OnepaTop 06paboTKM f0/MKEH YBEAOMASATD
KoHTponepa o ntobom HapyweHnn B 06paboTke MepCcoHabHbIX AaHHbIX 1A 6€30nacHOCTH
NepcoHaNbHbIX AaHHbIX HE3aMeaanTeNbHO Noce obHapyxeHus. OnepaTop 06paboTKM [OJIKEH B
Pa3yMHON Mepe NpUHMMaTb Y4acTne B paccieoBaHNM U UCMPABAEHNN TaKOro HapyLLUEHNS, a TakxXe
NPVHATb Pa3yMHbIe Mepbl A5 OFPaHUYEeHUS AalbHENLNX HEraTUBHbIX NOCNEACTBMUA.

(vi) N0 ycMOTpeHnto KoHTponepa yaanuTb Uav BepHYTb BCe NlepCcoHabHble AaHHble KOHTponepy
nocsie okoH4YaHus Meproga obpaboTkn. KoHTponep obaszyetcs nponHdopmuposaTb OnepaTopa
06paboTKM 0 cBOEM pelleHnn B TedeHne gecatu (10) gHen nocne okoH4YaHus MNMepuoga obpaboTku.
3T0 nonoXxeHue He BanseT Ha nNpaso OnepaTopa 06paboTkn xpaHUTL MNepcoHanbHble faHHbIe B
Heobx04MMON CTeNeHN B LeNaxX CO34aHNS apXmMBOB B MHTepecax obLecTBa, B CTaTUCTUYHECKNX
Lenax, a TakXe B Liendx co3faHunsa, 0CyLeCcTBAEHNA NAn 3alLnThl OPUANYECKMX NCKOB.

(vii) BECTW aKTyaJIbHbIN peecTp BCeX KaTeropuin onepaunii 06paboTku, KOTOpbIE OH BbIMOAHAN OT
NMeHn KoHTponepa;

(viii) coenaTb 4OCTYNHOM KOHTponepy BCO MHGOPMaLno, HeobxoanMyto a5 4EMOHCTpaLnn
COOTBETCTBUA B paMKax HacTosawmx Ycnosuia, NMpunoXXeHnn K HAM, NMoanTnkn KoHUaeHUNanbHOCTH
N OOKYMeHTaumm no obcayxmeaHmio. B cnydae HeobxogmmocTn ayamTa unm KoHTpons obpaboTku
MepCcoHanbHbIX AaHHbIX CO CTOPOHLI KoHTponiepa KoHTposep 06s3aH B MMCbMEHHOM Buae
nponHgpopMmpoBaTb OnepaTopa 06paboTkm no KparHen mepe 3a Tpuauath (30) oHen o
3anJ1aHUPOBAHHOIO ayaAnTa UM KOHTPOSIS.

4. MpuBneyeHue apyroro onepartopa obpaborku. Onepatop 06paboTkn nmeeT npaso
npvBAeKaTb APYroro onepatopa 06paboTkn 4514 BbINOJHEHMS ONpeaesieHHbIX onepauni 0bpaboTkuy,
TaKUX Kak npefocTaBfieHne 061a4HOro XxpaHuamLLa n MHPPaCcTPyKTypbl 418 cayxbbl, B
COOTBETCTBUM C HacToAWMMM Ycnosuamu, MpunoxeHnsmm K Hemy, NMoanTukon
KOH(MOEHUNANbHOCTY 1 LOKYMeHTauuen no obcnyxmnBaHuto. B HacToswee BpemMs Koprnopauums
Microsoft NnpegocTaBnsieT 0bsavyHoe XpaHUNLLE N MHPPACTPYKTYPY B paMkax 061a4Hom Cny>KObl
Azure. laxxe B 3TOM c/ly4ae OnepaTtop 06paboTkn oCTaeTcqd e ANHCTBEHHBLIM KOHTAKTHbLIM INLLOM Y
CTOPOHOW, OTBETCTBEHHOM 3a cobnoaeHne cooTseTCcTBMA TpeboBaHuAM. HacTosawmum OnepaTop
obpaboTkn 0ba3zyeTcs nHhopmmpoBaTb KoHTponepa o Nobbix cnyyasx 4obaBneHns nam 3aMeHbl
Apyroro onepatopa 06paboTku, 4Tobbl 06ecnevnTb BO3MOXHOCTb BO3Pa3nTb MPOTUB TaKoro
N3MEHEHNS.

5. Tepputopus obpaboTku. Onepatop 06paboTku rapaHTUpyeT, 4To 06paboTKa NPoONCXoaunT B
EBponenckomM 3KOHOMUYECKOM MPOCTPAHCTBE UK B CTpaHe, 0603HavYeHHON Kak 6e3onacHas no
pelleHunto EBponenckon KoMmMccum Ha 0CHoBaHMK pelleHns KoHTponepa. Mo 3anpocy KoHTposiepa
NPVMEHSATCS CTaHAAPTHbIE A4OrOBOPHbLIE YC/I0BUSA B C/ly4ae nepenaym n obpaboTkn,
OCYyLLLeCTBIAEMbIX 3a Npeaenamm EBponenckoro 3KOHOMMYECKOro MPOCTPAHCTBA UK CTPaHbI,
0603HavyeHHOM Kak be3onacHasa no pelweHnto EBponenckomn KoMmccuu.

6. BesonacHocTb. OnepaTop 06paboTkn cepTUMLUMpOBaH NO CTaHAAPTY ISO 27001:2013 n
NCnosb3yeT nNaaTgopMy ISO 27001 AN peanm3aum MHOrOypOBHEBOW CTPATErMmn 3awnThbl NpK
npyMeHeHnn Mep 6e30MacHOCTM Ha YPOBHE CETU, ONepauNoHHbIX cMCTeM, 6a3 AaHHbIX, MPUAOXKEHNI,
nepcoHasa 1 onepaunoHHbIX npoueccos. COOTBETCTBME HOPMATUBHBLIM U LOrOBOPHbLIM TpeboBaHMAM
perysispHo OLEeHNBAETCA U aHaNU3NPYeTCA aHaIOrMYHO APYron NHPPACTPYKTYpe 1 onepaunmnam
OnepaTopa 06paboTKK, a TakXKe NOCTOAHHO NPUHUMAOTCA HeobxoanMble Mepbl A cobnoneHns
cooTBeTCTBUSA. Onepatop 06paboTKM OpraHM30Ban 3alMTy AaHHbIX C MOMOLLbIO ISMS Ha OCHOBE ISO
27001. lokymeHTauus no 6e3onacHOCTM BKAOYaeT B cebs B OCHOBHOM MPOrpaMMHble LOKYMEHTbI 414
obecneyeHns MHopmaumoHHon BesonacHOCTH, uanyeckon 6e3onacHOCTM 1 3amnThl

153



obopynoBaHusi, ynpaBaeHus MHUMAeHTaMun, 06paboTky yTeyek AaHHbIX, UHLNAEHTOB 6€30MacHOCTY
nT. A

7. TeXHU4ecKue U opraHu3auuoHHbIe Mepbl. OnepaTop 06paboTKy J0MXKEH 3aLNLLATh
MepcoHasibHble AaHHbIE OT CY4aHOrO Y HE3aKOHHOT O MOBPEXAEHNS U YHUHTOXEHNS,
HenpegHaMepPeHHON yTPaTbl, HECAHKLIMOHMPOBAHHOMO AOCTYMNa W packpbiTus. s sToro OnepaTop
06paboTKM AOSIKEH NPUHSATL afEKBATHbIE TEXHUYECKME 1 OPraHN3aALNOHHbIE MEpb,
COOTBETCTBYOLWMNE pexumy 06paboTky 1 pucky, KOTopblil HeceT obpaboTka ans npas Cy6bekToB
NaHHbIX, B COOTBETCTBUM C TpeboaHusmu OP3[. MoapobHoe onucaHne TEXHNYECKUX 1
OpraHU3aLMOHHBLIX Mep NpuBeAeHo B [1onTuke 6e30nacHoCTu.

8. KontakTHasa nHgopmauus Onepatopa obpaboTku. Bce yBegomneHmns, 3anpockl, TpeboBaHns
apyrune COOﬁLLI,EHI/IFI, KacCatlolmnecs 3alThbl MepCoOHasIbHbIX AaHHbLIX, OOJIXXKHbI HANPaBAATbLCA B ESET,
spol. s.r.o., Ha NM4: Data Protection Officer, Einsteinova 24, 85101 Bratislava, Slovak Republic, email:
dpo@eset.sk.

CTaHpapTHbIe A0roBOpPHbIE YCJIOBUA

SECTION |

Clause 1 Purpose and scope

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data (General
Data Protection Regulation) (1) for the transfer of personal data to a third country.

(b) The Parties:

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’)
transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and

(i) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via
another entity also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer’)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B.

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these
Clauses.

Clause 2 Effect and invariability of the Clauses

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant
to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or
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additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation
(EU) 2016/679.

Clause 3 Third-party beneficiaries

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
and/or data importer, with the following exceptions:

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;

(ii) Clause 8 — Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e);
Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and
Clause 8.3(b);

(iii) Clause 9 — Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and (e);
(iv) Clause 12 — Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) and (f);
(v) Clause 13;

(vi) Clause 15.1(c), (d) and (e);

(vii) Clause 16(e);

(viii) Clause 18 — Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18.

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4 Interpretation

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same
meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.

Clause 5 Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the
Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6 Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex I.B.
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Clause 7 — Optional Docking clause

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses
at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex |.A.

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to these
Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation
in Annex LA.

(c) The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to
becoming a Party.

SECTION Il — OBLIGATIONS OF THE PARTIES

Clause 8 Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations under
these Clauses.

MODULE ONE: Transfer controller to controller
8.1 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B. It may only process the personal data for another purpose:

(i) where it has obtained the data subject’s prior consent;

(i) where necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings; or

(iii) where necessary in order to protect the vital interests of the data subject or of another natural person.
8.2 Transparency

(a) In order to enable data subjects to effectively exercise their rights pursuant to Clause 10, the data importer
shall inform them, either directly or through the data exporter:

(i) of its identity and contact details;
(ii) of the categories of personal data processed;
(iii) of the right to obtain a copy of these Clauses;

(iv) where it intends to onward transfer the personal data to any third party/ies, of the recipient or categories of
recipients (as appropriate with a view to providing meaningful information), the purpose of such onward transfer
and the ground therefore pursuant to Clause 8.7.

(b) Paragraph (a) shall not apply where the data subject already has the information, including when such
information has already been provided by the data exporter, or providing the information proves impossible or
would involve a disproportionate effort for the data importer. In the latter case, the data importer shall, to the
extent possible, make the information publicly available.
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(c) On request, the Parties shall make a copy of these Clauses, including the Appendix as completed by them,
available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the Parties may redact part of the text of the Appendix prior to
sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to
understand its content or exercise his/her rights. On request, the Parties shall provide the data subject with the
reasons for the redactions, to the extent possible without revealing the redacted information.

(d) Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under Articles 13 and 14 of
Regulation (EU) 2016/679.

8.3 Accuracy and data minimisation

(a) Each Party shall ensure that the personal data is accurate and, where necessary, kept up to date. The data
importer shall take every reasonable step to ensure that personal data that is inaccurate, having regard to the
purpose(s) of processing, is erased or rectified without delay.

(b) If one of the Parties becomes aware that the personal data it has transferred or received is inaccurate, or has
become outdated, it shall inform the other Party without undue delay.

(c) The data importer shall ensure that the personal data is adequate, relevant and limited to what is necessary in
relation to the purpose(s) of processing.

8.4 Storage limitation

The data importer shall retain the personal data for no longer than necessary for the purpose(s) for which it is
processed. It shall put in place appropriate technical or organisational measures to ensure compliance with this
obligation, including erasure or anonymisation (2) of the data and all back-ups at the end of the retention period.

8.5 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the personal data, including protection against a breach of
security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the
risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner.

(b) The Parties have agreed on the technical and organisational measures set out in Annex Il. The data importer
shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security.

(c) The data importer shall ensure that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

(d) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the personal data breach, including
measures to mitigate its possible adverse effects.

(e) In case of a personal data breach that is likely to result in a risk to the rights and freedoms of natural persons,
the data importer shall without undue delay notify both the data exporter and the competent supervisory
authority pursuant to Clause 13. Such notification shall contain i) a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data records
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concerned), ii) its likely consequences, iii) the measures taken or proposed to address the breach, and iv) the
details of a contact point from whom more information can be obtained. To the extent it is not possible for the
data importer to provide all the information at the same time, it may do so in phases without undue further
delay.

(f) In case of a personal data breach that is likely to result in a high risk to the rights and freedoms of natural
persons, the data importer shall also notify without undue delay the data subjects concerned of the personal data
breach and its nature, if necessary in cooperation with the data exporter, together with the information referred
to in paragraph (e), points ii) to iv), unless the data importer has implemented measures to significantly reduce
the risk to the rights or freedoms of natural persons, or notification would involve disproportionate efforts. In the
latter case, the data importer shall instead issue a public communication or take a similar measure to inform the
public of the personal data breach.

(g) The data importer shall document all relevant facts relating to the personal data breach, including its effects
and any remedial action taken, and keep a record thereof.

8.6 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions or offences (hereinafter ‘sensitive data’), the data importer shall apply specific restrictions
and/or additional safeguards adapted to the specific nature of the data and the risks involved. This may include
restricting the personnel permitted to access the personal data, additional security measures (such as
pseudonymisation) and/or additional restrictions with respect to further disclosure.

8.7 Onward transfers

The data importer shall not disclose the personal data to a third party located outside the European Union (3) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) unless the third
party is or agrees to be bound by these Clauses, under the appropriate Module. Otherwise, an onward transfer by
the data importer may only take place if:

(i) it is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that
covers the onward transfer;

(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU)
2016/679 with respect to the processing in question;

(iii) the third party enters into a binding instrument with the data importer ensuring the same level of data
protection as under these Clauses, and the data importer provides a copy of these safeguards to the data
exporter;

(iv) it is necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings;

(v) it is necessary in order to protect the vital interests of the data subject or of another natural person; or

(vi) where none of the other conditions apply, the data importer has obtained the explicit consent of the data
subject for an onward transfer in a specific situation, after having informed him/her of its purpose(s), the identity
of the recipient and the possible risks of such transfer to him/her due to the lack of appropriate data protection
safeguards. In this case, the data importer shall inform the data exporter and, at the request of the latter, shall
transmit to it a copy of the information provided to the data subject.
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Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.8 Processing under the authority of the data importer

The data importer shall ensure that any person acting under its authority, including a processor, processes the
data only on its instructions.

8.9 Documentation and compliance

(a) Each Party shall be able to demonstrate compliance with its obligations under these Clauses. In particular, the
data importer shall keep appropriate documentation of the processing activities carried out under its
responsibility.

(b) The data importer shall make such documentation available to the competent supervisory authority on
request.

MODULE TWO: Transfer controller to processor
8.1 Instructions

(a) The data importer shall process the personal data only on documented instructions from the data exporter.
The data exporter may give such instructions throughout the duration of the contract.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions.
8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including the measures described in Annex Il and personal data, the data exporter may
redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful
summary where the data subject would otherwise not be able to understand the its content or exercise his/her
rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent
possible without revealing the redacted information. This Clause is without prejudice to the obligations of the
data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
data exporter to erase or rectify the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex |.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the
data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
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returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due
account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider
having recourse to encryption or pseudonymisation, including during transmission, where the purpose of
processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing
the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data
exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the personal data to members of its personnel only to the extent
strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that
persons authorised to process the personal data have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify the data exporter without undue delay after having become
aware of the breach. Such notification shall contain the details of a contact point where more information can be
obtained, a description of the nature of the breach (including, where possible, categories and approximate
number of data subjects and personal data records concerned), its likely consequences and the measures taken or
proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects.
Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall
contain the information then available and further information shall, as it becomes available, subsequently be
provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply
with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority
and the affected data subjects, taking into account the nature of processing and the information available to the
data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
restrictions and/or additional safeguards described in Annex I.B.

8.8 Onward transfers
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The data importer shall only disclose the personal data to a third party on documented instructions from the data
exporter. In addition, the data may only be disclosed to a third party located outside the European Union (4) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party
is or agrees to be bound by these Clauses, under the appropriate Module, or if:

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;

(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU)
2016/679 with respect to the processing in question;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another
natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the
processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall
keep appropriate documentation on the processing activities carried out on behalf of the data exporter.

(c) The data importer shall make available to the data exporter all information necessary to demonstrate
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and
contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there are
indications of non-compliance. In deciding on a review or audit, the data exporter may take into account relevant
certifications held by the data importer.

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

MODULE THREE: Transfer processor to processor
8.1 Instructions

(a) The data exporter has informed the data importer that it acts as processor under the instructions of its
controller(s), which the data exporter shall make available to the data importer prior to processing.

(b) The data importer shall process the personal data only on documented instructions from the controller, as
communicated to the data importer by the data exporter, and any additional documented instructions from the
data exporter. Such additional instructions shall not conflict with the instructions from the controller. The
controller or data exporter may give further documented instructions regarding the data processing throughout
the duration of the contract.
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(c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where
the data importer is unable to follow the instructions from the controller, the data exporter shall immediately
notify the controller.

(d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as
set out in the contract or other legal act under Union or Member State law between the controller and the data
exporter (5).

8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B., unless on further instructions from the controller, as communicated to the data importer by the data
exporter, or from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data exporter may redact part of the text of the Appendix
prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be
able to understand its content or exercise his/her rights. On request, the Parties shall provide the data subject
with the reasons for the redactions, to the extent possible without revealing the redacted information.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
data exporter to rectify or erase the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the controller and certify to the data exporter that it has done so, or return to the
data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the
risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner. In case of pseudonymisation, the additional information for attributing the personal data to a
specific data subject shall, where possible, remain under the exclusive control of the data exporter or the
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controller. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the data to members of its personnel only to the extent strictly
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons
authorised to process the personal data have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify, without undue delay, the data exporter and, where
appropriate and feasible, the controller after having become aware of the breach. Such notification shall contain
the details of a contact point where more information can be obtained, a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data records
concerned), its likely consequences and the measures taken or proposed to address the data breach, including
measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all
information at the same time, the initial notification shall contain the information then available and further
information shall, as it becomes available, subsequently be provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply
with its obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in
turn notify the competent supervisory authority and the affected data subjects, taking into account the nature of
processing and the information available to the data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
restrictions and/or additional safeguards set out in Annex I.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the
controller, as communicated to the data importer by the data exporter. In addition, the data may only be
disclosed to a third party located outside the European Union (6) (in the same country as the data importer or in
another third country, hereinafter ‘onward transfer’) if the third party is or agrees to be bound by these Clauses,
under the appropriate Module, or if:

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU)
2016/679;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another
natural person.
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Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller
that relate to the processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall
keep appropriate documentation on the processing activities carried out on behalf of the controller.

(c) The data importer shall make all information necessary to demonstrate compliance with the obligations set
out in these Clauses available to the data exporter, which shall provide it to the controller.

(d) The data importer shall allow for and contribute to audits by the data exporter of the processing activities

covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall
apply where the data exporter requests an audit on instructions of the controller. In deciding on an audit, the

data exporter may take into account relevant certifications held by the data importer.

(e) Where the audit is carried out on the instructions of the controller, the data exporter shall make the results
available to the controller.

(f) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(g) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

MODULE FOUR: Transfer processor to controller
8.1 Instructions

(a) The data exporter shall process the personal data only on documented instructions from the data importer
acting as its controller.

(b) The data exporter shall immediately inform the data importer if it is unable to follow those instructions,
including if such instructions infringe Regulation (EU) 2016/679 or other Union or Member State data protection
law.

(c) The data importer shall refrain from any action that would prevent the data exporter from fulfilling its
obligations under Regulation (EU) 2016/679, including in the context of sub-processing or as regards cooperation
with competent supervisory authorities.

(d) After the end of the provision of the processing services, the data exporter shall, at the choice of the data
importer, delete all personal data processed on behalf of the data importer and certify to the data importer that it
has done so, or return to the data importer all personal data processed on its behalf and delete existing copies.

8.2 Security of processing

(a) The Parties shall implement appropriate technical and organisational measures to ensure the security of the
data, including during transmission, and protection against a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or access (hereinafter ‘personal data breach’). In assessing
the appropriate level of security, they shall take due account of the state of the art, the costs of implementation,
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the nature of the personal data (7), the nature, scope, context and purpose(s) of processing and the risks involved
in the processing for the data subjects, and in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that
manner.

(b) The data exporter shall assist the data importer in ensuring appropriate security of the data in accordance
with paragraph (a). In case of a personal data breach concerning the personal data processed by the data
exporter under these Clauses, the data exporter shall notify the data importer without undue delay after
becoming aware of it and assist the data importer in addressing the breach.

(c) The data exporter shall ensure that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

8.3 Documentation and compliance
(a) The Parties shall be able to demonstrate compliance with these Clauses.

(b) The data exporter shall make available to the data importer all information necessary to demonstrate
compliance with its obligations under these Clauses and allow for and contribute to audits.

Clause 9 Use of sub-processors

MODULE TWO: Transfer controller to processor

(a) The data importer has the data exporter’s general authorisation for the engagement of sub-processor(s) from
an agreed list. The data importer shall specifically inform the data exporter in writing of any intended changes to
that list through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby
giving the data exporter sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the data exporter with the information necessary to enable the data
exporter to exercise its right to object.

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the
data exporter), it shall do so by way of a written contract that provides for, in substance, the same data
protection obligations as those binding the data importer under these Clauses, including in terms of third-party
beneficiary rights for data subjects. (8) The Parties agree that, by complying with this Clause, the data importer
fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the
obligations to which the data importer is subject pursuant to these Clauses.

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and
any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
of any failure by the sub-processor to fulfil its obligations under that contract.

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the event
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return
the personal data.

MODULE THREE: Transfer processor to processor
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(a) The data importer has the controller’s general authorisation for the engagement of sub-processor(s) from an
agreed list. The data importer shall specifically inform the controller in writing of any intended changes to that list
through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby giving
the controller sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the controller with the information necessary to enable the
controller to exercise its right to object. The data importer shall inform the data exporter of the engagement of
the sub-processor(s).

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary
rights for data subjects. (9) The Parties agree that, by complying with this Clause, the data importer fulfils its
obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations
to which the data importer is subject pursuant to these Clauses.

(c) The data importer shall provide, at the data exporter’s or controller’s request, a copy of such a sub-processor
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
of any failure by the sub-processor to fulfil its obligations under that contract.

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the event
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return
the personal data.

Clause 10 Data subject rights

MODULE ONE: Transfer controller to controller

(a) The data importer, where relevant with the assistance of the data exporter, shall deal with any enquiries and
requests it receives from a data subject relating to the processing of his/her personal data and the exercise of
his/her rights under these Clauses without undue delay and at the latest within one month of the receipt of the
enquiry or request. (10) The data importer shall take appropriate measures to facilitate such enquiries, requests
and the exercise of data subject rights. Any information provided to the data subject shall be in an intelligible and
easily accessible form, using clear and plain language.

(b) In particular, upon request by the data subject the data importer shall, free of charge:

(i) provide confirmation to the data subject as to whether personal data concerning him/her is being processed
and, where this is the case, a copy of the data relating to him/her and the information in Annex |; if personal data
has been or will be onward transferred, provide information on recipients or categories of recipients (as
appropriate with a view to providing meaningful information) to which the personal data has been or will be
onward transferred, the purpose of such onward transfers and their ground pursuant to Clause 8.7; and provide
information on the right to lodge a complaint with a supervisory authority in accordance with Clause 12(c)(i);

(ii) rectify inaccurate or incomplete data concerning the data subject;

(iii) erase personal data concerning the data subject if such data is being or has been processed in violation of any
of these Clauses ensuring third-party beneficiary rights, or if the data subject withdraws the consent on which the
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processing is based.

(c) Where the data importer processes the personal data for direct marketing purposes, it shall cease processing
for such purposes if the data subject objects to it.

(d) The data importer shall not make a decision based solely on the automated processing of the personal data
transferred (hereinafter ‘automated decision’), which would produce legal effects concerning the data subject or
similarly significantly affect him/her, unless with the explicit consent of the data subject or if authorised to do so
under the laws of the country of destination, provided that such laws lays down suitable measures to safeguard
the data subject’s rights and legitimate interests. In this case, the data importer shall, where necessary in
cooperation with the data exporter:

(i) inform the data subject about the envisaged automated decision, the envisaged consequences and the logic
involved; and

(i) implement suitable safeguards, at least by enabling the data subject to contest the decision, express his/her
point of view and obtain review by a human being.

(e) Where requests from a data subject are excessive, in particular because of their repetitive character, the data
importer may either charge a reasonable fee taking into account the administrative costs of granting the request
or refuse to act on the request.

(f) The data importer may refuse a data subject’s request if such refusal is allowed under the laws of the country
of destination and is necessary and proportionate in a democratic society to protect one of the objectives listed in
Article 23(1) of Regulation (EU) 2016/679.

(g) If the data importer intends to refuse a data subject’s request, it shall inform the data subject of the reasons
for the refusal and the possibility of lodging a complaint with the competent supervisory authority and/or seeking
judicial redress.

MODULE TWO: Transfer controller to processor

(a) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It
shall not respond to that request itself unless it has been authorised to do so by the data exporter.

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests
for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex I
the appropriate technical and organisational measures, taking into account the nature of the processing, by which
the assistance shall be provided, as well as the scope and the extent of the assistance required.

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions
from the data exporter.

MODULE THREE: Transfer processor to processor

(a) The data importer shall promptly notify the data exporter and, where appropriate, the controller of any
request it has received from a data subject, without responding to that request unless it has been authorised to
do so by the controller.

(b) The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in
fulfilling its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU)
2016/679 or Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex Il the
appropriate technical and organisational measures, taking into account the nature of the processing, by which the
assistance shall be provided, as well as the scope and the extent of the assistance required.
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(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions
from the controller, as communicated by the data exporter.

MODULE FOUR: Transfer processor to controller

The Parties shall assist each other in responding to enquiries and requests made by data subjects under the local
law applicable to the data importer or, for data processing by the data exporter in the EU, under Regulation (EU)
2016/679.

Clause 11 Redress

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual
notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any
complaints it receives from a data subject.

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each
other informed about such disputes and, where appropriate, cooperate in resolving them.

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall
accept the decision of the data subject to:

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of
work, or the competent supervisory authority pursuant to Clause 13;

(i) refer the dispute to the competent courts within the meaning of Clause 18.

(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or
association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12 Liability

MODULE ONE: Transfer controller to controller
MODULE FOUR: Transfer processor to controller

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.

(b) Each Party shall be liable to the data subject, and the data subject shall be entitled to receive compensation,
for any material or non-material damages that the Party causes the data subject by breaching the third-party
beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter under
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Regulation (EU) 2016/679.

(c) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
action in court against any of these Parties.

(d) The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

(e) The data importer may not invoke the conduct of a processor or sub-processor to avoid its own liability.
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor causes the data
subject by breaching the third-party beneficiary rights under these Clauses.

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall
be entitled to receive compensation, for any material or non-material damages the data exporter or the data
importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation
(EU) 2018/1725, as applicable.

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
action in court against any of these Parties.

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13 Supervision

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a) [Where the data exporter is established in an EU Member State:] The supervisory authority with responsibility
for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
indicated in Annex I.C, shall act as competent supervisory authority.
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[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative
pursuant to Article 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member State in which
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in
Annex I.C, shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a
representative pursuant to Article 27(2) of Regulation (EU) 2016/679:] The supervisory authority of one of the
Member States in which the data subjects whose personal data is transferred under these Clauses in relation to
the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C,
shall act as competent supervisory authority.

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with written
confirmation that the necessary actions have been taken.

SECTION Il = LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

Clause 14 Local laws and practices affecting compliance with the Clauses

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
from the third country-controller with personal data collected by the processor in the EU)

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any requirements to
disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU)
2016/679, are not in contradiction with these Clauses.

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular
of the following elements:

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of
processing; the categories and format of the transferred personal data; the economic sector in which the transfer
occurs; the storage location of the data transferred;

(ii) the laws and practices of the third country of destination— including those requiring the disclosure of data to
public authorities or authorising access by such authorities — relevant in light of the specific circumstances of the
transfer, and the applicable limitations and safeguards (12);
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(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards
under these Clauses, including measures applied during transmission and to the processing of the personal data in
the country of destination.

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best
efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with
the data exporter in ensuring compliance with these Clauses.

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent
supervisory authority on request.

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
line with the requirements under paragraph (a), including following a change in the laws of the third country or a
measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the
requirements in paragraph (a). [For Module Three: The data exporter shall forward the notification to the
controller.]

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that
the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be
adopted by the data exporter and/or data importer to address the situation [for Module Three:, if appropriate in
consultation with the controller]. The data exporter shall suspend the data transfer if it considers that no
appropriate safeguards for such transfer can be ensured, or if instructed by [for Module Three: the controller or]
the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more
than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d)
and (e) shall apply.

Clause 15 Obligations of the data importer in case of access by public
authorities

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
from the third country-controller with personal data collected by the processor in the EU)

15.1 Notification

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the
country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification
shall include information about the personal data requested, the requesting authority, the legal basis for the
request and the response provided; or
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(ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these
Clauses in accordance with the laws of the country of destination; such notification shall include all information
available to the importer.

[For Module Three: The data exporter shall forward the notification to the controller.]

(b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of
the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition,
with a view to communicating as much information as possible, as soon as possible. The data importer agrees to
document its best efforts in order to be able to demonstrate them on request of the data exporter.

(c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on
the requests received (in particular, number of requests, type of data requested, requesting authority/ies,
whether requests have been challenged and the outcome of such challenges, etc.). [For Module Three: The data
exporter shall forward the information to the controller.]

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the
contract and make it available to the competent supervisory authority on request.

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and
Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a
request, the data importer shall seek interim measures with a view to suspending the effects of the request until
the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice to the
obligations of the data importer under Clause 14(e).

(b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the extent permissible under the laws of the country of destination, make the documentation available to
the data exporter. It shall also make it available to the competent supervisory authority on request. [For Module
Three: The data exporter shall make the assessment available to the controller.]

(c) The data importer agrees to provide the minimum amount of information permissible when responding to a
request for disclosure, based on a reasonable interpretation of the request.

SECTION IV — FINAL PROVISIONS

Clause 16 Non-compliance with the Clauses and termination

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for
whatever reason.

(b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the
data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured
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or the contract is terminated. This is without prejudice to Clause 14(f).

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal
data under these Clauses, where:

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b)
and compliance with these Clauses is not restored within a reasonable time and in any event within one month of
suspension;

(ii) the data importer is in substantial or persistent breach of these Clauses; or

(iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority
regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority [for Module Three: and the controller] of such
non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to
termination only with respect to the relevant Party, unless the Parties have agreed otherwise.

(d) [For Modules One, Two and Three: Personal data that has been transferred prior to the termination of the
contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data
exporter or deleted in its entirety. The same shall apply to any copies of the data.] [For Module Four: Personal
data collected by the data exporter in the EU that has been transferred prior to the termination of the contract
pursuant to paragraph (c) shallimmediately be deleted in its entirety, including any copy thereof.] The data
importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data
importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data
importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it
will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long
as required under that local law.

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data
to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country
to which the personal data is transferred. This is without prejudice to other obligations applying to the processing
in question under Regulation (EU) 2016/679.

Clause 17 Governing law

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-
party beneficiary rights. The Parties agree that this shall be the law as defined in Terms.

MODULE FOUR: Transfer processor to controller

These Clauses shall be governed by the law of a country allowing for third-party beneficiary rights. The Parties
agree that this shall be the law as defined in Terms.
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Clause 18 Choice of forum and jurisdiction

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b) The Parties agree that those shall be the courts as defined in Terms.

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her habitual residence.

(d) The Parties agree to submit themselves to the jurisdiction of such courts.
MODULE FOUR: Transfer processor to controller

Any dispute arising from these Clauses shall be resolved by the courts as defined in Terms.

APPENDIX

EXPLANATORY NOTE: It must be possible to clearly distinguish the information applicable to each transfer or
category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s)
and/or data importer(s). This does not necessarily require completing and signing separate appendices for each
transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one
appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.

ANNEX |

A. LIST OF PARTIES

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data
protection officer and/or representative in the European Union]

1. Controller as defined in Data Processing Agreement
2. Processor as defined in Data Processing Agreement
(based on the flow of data)

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with
responsibility for data protection]
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1. Controller as defined in Data Processing Agreement

2. Processor as defined in Data Processing Agreement

(based on the flow of data)

B. DESCRIPTION OF TRANSFER

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller

Categories of data subjects whose personal data is transferred: As defined in Data Processing Agreement.
Categories of personal data transferred: As defined in Data Processing Agreement and Privacy Policy.

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions
(including access only for staff having followed specialised training), keeping a record of access to the data,
restrictions for onward transfers or additional security measures: As defined in Data Processing Agreement and
Privacy Policy.

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): Continuous
basis.

Nature of the processing: Automated.

Purpose(s) of the data transfer and further processing: Provision of service as defined in Terms, its Annexes,
Privacy Policy, and service documentation.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period: As defined in Data Processing Agreement.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: As defined
in Data Processing Agreement.

C. COMPETENT SUPERVISORY AUTHORITY
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

Identify the competent supervisory authority/ies in accordance with Clause 13: As defined in Privacy Policy

ANNEX Il TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING

175



TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY
OF THE DATA

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: The technical and organisational measures must be described in specific (and not generic)
terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly
indicate which measures apply to each transfer/set of transfers.

Description of the technical and organisational measures implemented by the data importer(s) (including any
relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context
and purpose of the processing, and the risks for the rights and freedoms of natural persons: As defined in Security
Policy

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by
the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-
processor, to the data exporter

ANNEX 111 LIST OF SUB-PROCESSORS

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: This Annex must be completed for Modules Two and Three, in case of the specific
authorisation of sub-processors (Clause 9(a), Option 1).

The controller has authorised the use of the following sub-processors: As defined in Data Processing Agreement

References:

(1) Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union
institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not
subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of
the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard
to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract or
other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725
are aligned. This will in particular be the case where the controller and processor rely on the standard contractual
clauses included in Decision 2021/915.

(2) This requires rendering the data anonymous in such a way that the individual is no longer identifiable by
anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible.

(3) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
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Annex XI thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purpose of these Clauses.

(4) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purpose of these Clauses.

(5) See Article 28(4) of Regulation (EU) 2016/679 and, where the controller is an EU institution or body, Article
29(4) of Regulation (EU) 2018/1725.

(6) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purposes of these Clauses.

(7) This includes whether the transfer and further processing involves personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data or biometric
data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or
sexual orientation, or data relating to criminal convictions or offences.

(8) This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate
Module, in accordance with Clause 7.

(9) This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate
Module, in accordance with Clause 7.

(10) That period may be extended by a maximum of two more months, to the extent necessary taking into
account the complexity and number of requests. The data importer shall duly and promptly inform the data
subject of any such extension.

(11) The data importer may offer independent dispute resolution through an arbitration body only if it is
established in a country that has ratified the New York Convention on Enforcement of Arbitration Awards.

(12) As regards the impact of such laws and practices on compliance with these Clauses, different elements may
be considered as part of an overall assessment. Such elements may include relevant and documented practical
experience with prior instances of requests for disclosure from public authorities, or the absence of such
requests, covering a sufficiently representative time-frame. This refers in particular to internal records or other
documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior
management level, provided that this information can be lawfully shared with third parties. Where this practical
experience is relied upon to conclude that the data importer will not be prevented from complying with these
Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to consider
carefully whether these elements together carry sufficient weight, in terms of their reliability and
representativeness, to support this conclusion. In particular, the Parties have to take into account whether their
practical experience is corroborated and not contradicted by publicly available or otherwise accessible, reliable
information on the existence or absence of requests within the same sector and/or the application of the law in
practice, such as case law and reports by independent oversight bodies.
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