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ESET Internet Security

ESET Internet Security NnpeacTaBnseT cobon HOBbIN NOAX0A K CO34aHNI0 AeNCTBUTENbHO KOMMIEKCHON
cucTeMbl 6e30nacHOCTM KoMMNbloTepa. HoBenwas Bepcmsa Moayns CKaHMPOBaHUSA ESET LiveGrid® B
co4yeTaHuUM Co cneunannsnpoBaHHbIMM MOAYNSAMU (harepBosia 1 3almTbl OT cnaMa obecneynsaeT
CKOPOCTb M TOYHOCTb, Heobxoaumble Ans 6e30nacHOCTN KOMMNboTepa. TakuM 0bpa3oMm, NpoayKT
npeacTaBnseT cobon MHTENNEKTYabHYIO CUCTEMY HENPEPLIBHOM 3aLLNTLI OT aTak U BPEAOHOCHbIX
nporpamm, KOTopble MOTryT YrpoXKaTb 6e30MacHOCT KOMMboTEpPa.

ESET Internet Security — 3TO KOMMNJIEKCHOE pelleHne ans obecneyeHuns 6e30nacHOCTH, B KOTOPOM
COYeTaeTCa MakCUMMalbHas CTENEHb 3alUTbl U MUHUMaIbHOE BAWSHUE Ha MPOU3BOANTENbHOCTb
KOMMbloTepa. Halim coBpeMeHHble TEXHOJIOr UM UCMOJb3YIOT UCKYCCTBEHHbIA MHTENNEKT AS
NpeaoTBPALLEHNS 3apaXkeHWUs BUPYCaMu, WMNOHCKUMU, TPOSHCKUMM, PEKIaMHBIMU NPOrpaMMami,
4epBSMU, PYTKUTAMMW 1 APpYruMK yrpo3amu 6e3 BAUSHNSA Ha NPOV3BOANTENBHOCTb CUCTEMBI U
nepepbiBOB B paboTe KOMMbOTEpA.

BO3MOXXHOCTM M NpeuMyLLecTBa

Y nyulleHHbIN
nHTepgenc

TeMHbIN peXxum

3awuTa oT
BMPYCOB U
LUNMUOHCKUX
nporpamMm

PerynspHblie
obHoBnEeHus

ESET LiveGrid®
(penyTauums Ha
ocHoBe obnaka)

KoHTponb
YCTPOMUCTB

NHTepdeic B 3TON BepCUM 3HAYUTENBHO YJyYLUEH U YNPOLLEH C Y4eTOoM
pe3ynbTaToB TeCTUPOBaHWA Ha nNpeamMeT yaobcTBa MCnonb3oBaHuA. Bee
(HOPMYNPOBKY M YBELOMJIEHNS, MPUCYTCTBYIOLME B rpayeckom
NHTepdence nosb3oBaTens, bbiNn TWaTEbHO NPoaHaN3MPOBaHbI, 1 Tenepb
NHTephenc NoALepXnBaeT A3blKK C HanNncaHWeM cnpasa HaneBo, Harnpumep
MBPUT 1 apabckmin. MHTepHeT-cnpaBka Tenepb UHTErpmpoBaHa B ESET Internet
Security 1 COLEPXUT AUHAMUYECKN 0OHOBIIeMble CTaTbW MO NOALEPXKKE.

PaclunpeHne, C MOMOLLbI0O KOTOPOro MOXXHO ObICTPO BKJIOYNTb TEMHYIO TEMY
ANs 3KpaHa. MpeanoynTaemyto LIBETOBYIO CXEMY MOXXHO BbibpaTh B pasnene
DNEMEHTHI UHTEpPdeica.

Ynpexaatoliee obHapyXeHne 1 04nCTKa 60bLIero KoanM4yecTBa N3BECTHbLIX 1
HEeM3BECTHbIX BUPYCOB, YEPBEN, TPOSHCKUX NPOrpaMM 1 pyTKUTOB. MeTon
PaCLLUMPEHHON 3BPUCTUKN MAEHTUDNLMPYET Aa)Ke PaHHEE HEN3BECTHbIE
BPeLOHOCHbIE NPOorpamMMbl, obecneyrBas 3allMTy Ballero KoMnbioTepa oT
HEM3BECTHbIX YrpOo3 U HENTPAIM3YS UX 10 TOr0, KAk OHW MOTYT MPUYNHUTL
Kakon-nnbo Bpen. OYyHKLMK 3aLMTbl AOCTYNa B IHTEPHET 1 3alWnTbl OT
bUWnHra oTcnexmnsatoT 0bMeH AaHHbIMK Mexay Beb-bpay3epamm 1
yOaNleHHbIMK cepBepaMu (B TOM Ymncne SSL). PyHKLMA 3aLlnTbl MOYTOBOr0O
KJIMeHTa obecneynBaeT KOHTPOJIb 0bMeHa Co0bLLEHNAMN Yepe3 NPOTOKObI
POP3(S) 1 IMAP(S).

PerynsapHoe obHoBneHMe Mmoayns obHapyxeHuns (paHee N3BeCTHOro, kak 6a3a
AaHHbIX CUFTHATYpP BUPYCOB) U NPOrpPaMMHbLIX MOAYNEN — NyYLInin cnocob
obecneynTb MakCManbHbI ypoBeHb 6€30MacHOCTM KOMMbIOTEpa.

Bbl MOXXETe NpoBepUTL penyTauunto 3anyLeHHbIX NpoLeccos 1 (annos
HernocpencTBEeHHO C NMOMOLLbLIO ESET Internet Security.

ABTOMaTNYECKUN CKaHUPYET BCe USB-yCTPONCTBA (DI3LL-NaMATH, KapTbl
NaMATK, @ TakXKe KOMMNaKT- 1 DVD-ANCKN. BNOKMPYEeT CbeMHbIE HOCUTENN Ha
OCHOBAHUW TUMa HOCMTENS, MPON3BOANUTENS, Pa3Mepa 1 ApYrunx
XapaKTEePUCTUK.



®yHKUMA HIPS Bbl MOXXeTe 6oniee feTaslbHO HAaCTPOUTL NMOBEAEHNE CUCTEMbI, 3aaTb
npaBuia 4S9 CUCTEMHOI0 PeecTpa, akTUBHbIX MPOLLECCOB U NPOrpamMM, a
TaKXXe TOYHO HAaCTPOUTb NMPOBEPKY COCTOSHUS Be30MacHoOCTW.

Urposown pexxum  OTKNaZblBaeT BCE BCMJIbIBalOLLME OKHA, OOHOBNEHNS UK Apyrue OencTBus,
Tpebytoume 601bLION HAarpy3kn Ha cuctemy, 4Tobbl 06ecnevynTb SIKOHOMUIO
CUCTEMHbIX PECYPCOB AN1A UIP WK APYTrUX NMOJHOSKPAHHbLIX NMPOLECCOB.

B0O3MO)XXHOCTM ESET Internet Security

3awumTa 6aHKOBCKUX
onepaumit u 6paysepa

Mopnep>xkKa ceTeBbIX
nopnuceun

NHTennekTyanbHbIN
danepson

3aliuTa NOYTOBOro
KJINeHTa OoT cnaMa

AHTHMBOP

PoouTenbCKM KOHTPOJb

OyHKUMS 3aWmnThl GaHKOBCKMX onepauuii u bpaysepa npeaniaraeT
3alULLEHHBIN Bpay3ep AN UCNONb30BaHUA MPY AOCTYNE K LLU/03aM
VHTEpHeT-6aHKMHIa WK OHNaNH-NNaTeXel, YTobbl BCe (DUHAHCOBbLIE
onepauuv B IHTEpHETE OCYLLECTBAANNCL B 3aC/y>XMBAOLLEN AOBEPUS
n 6e3onacHol cpege.

CeTeBble nognucu obecneynsaoT BbICTPYIO MAEHTUDUKALMIO U
610KNPYIOT Ha YCTPOMCTBAX MOJb30BaTeNS BPEAOHOCHbIA BXOAALLMIA N
NCXOAAWMIN TPaUK, UMEIOLLNIA OTHOLIEHME K H0TaM 1N NakeTHbIM
cpencTBaM 3KCryaTauum ya3sBuMocTen. 3Ty PYHKLMIO MOXXHO
cyuTaTh yayyweHmem B 06nacTu 3awmuTbl OT HOTHETOB.

MpenoTBpaLlaeT HeCAHKLMOHUPOBAHHLIA JLOCTYN K BaleMy
KOMMbIOTEPY ¥ MCMO/b30BaHME BALLMX JINYHbIX JaHHbIX
No/Ib30BaTENSAMU, HE UMEIOLLIMUN COOTBETCTBYIOLLEr0 pa3peLleHns.

Honsa cnama B obwem obbeme nepefaBaeMbiX MO INEKTPOHHOM MOYTE
coobuieHmn coctaBnseT 0koo 50 %. 3awmTa NOYTOBOro KANEHTa OT
cnama pewaet 3Ty npobnemy.

AHTNBOpP MOBbILLIAET ypoBeHb Be30MacHOCTY NoJb30BaTENIbCKON
NH(OPMaLLMK Ha Ciydan NoTepu Uamn Kpaxkm Komnetotepa. Mocne
YCTaHOBKW NporpaMMbl ESET Internet Security U MOAyNnA AHTUBOP Balle
ycTponcTeo byneTt oTobpaxkaTbca B Beb-uHTepdence. C NoOMOLLbIO
Beb-nHTepdenca MoOXXHO ynpasasTh KOHMUIypaunen Moy nsa AHTUBOP
N aAMUHUCTPUPOBATbL (PYHKLMM AHTUBOP Ha CBOEM YCTPOWCTBE.

ObecneynBaeT 3aLUUTYy CEMbY OT NMOTEHLMANILHO HEXXENAaTeIbHOro
Be6-coaepxnmoro, 610Kknpys Beb-calThbl Pa3NYHbIX KaTeropuil.

YT06bI PyHKLMUM ESET Internet Security paboTanun, nognucka gomkKHa bbiTb akTUBHON. PekomeHayeM
NPOONTb NOAMMUCKY Ha ESET Internet Security 3@ HECKONIbKO HeAeb A0 NCTEYEHMA CPOKa ee OeNCTBUS.

HoBble BO3MO)XHOCTHM

HoBble BO3MOXXHOCTMU B ESET Internet Security Bepcuu 17.1

* Hebonblune ynyyweHns pyHkUnmn «MHCNeKTop cetun»

* Hebonblwune ynyyweHns pyHkunmn «3awmta 6aHKOBCKMX onepaunin n bpaysepa»

¢ ﬂ,pyrme He3Ha4uUTeNbHbIE NCMNPaB/I€EHNA N YTyHLLEHNA



YT0o6bl OTKNIOYNTL YBEAOMJIEHUA O HOBbIX BO3MOXKHOCTAX, BbINONHUTE Cnegyoume
NencTauns.
1. OTKpoWTe PaclumpeHHble NapamMeTpsl > YBeAOMAeHUA > YBeAOoMJIeHUA Ha paboyem

. CcTone.

Lo LlenkHnTe N3MeHUTDb psiiloM C 3/IeMeHTOM YBeA0oMJIeHus Ha pabouem cTone.
3. CHuMuTe hnakok OTobparkaTb yBeAOMJIEHUA O HOBbIX BO3MOXXHOCTAX U LieNnkHUTe OK.
INna nonyyYyeHns OONOJHUTENbHbLIX CBeAEHUN 06 yBEAOMIEHMAX 03HAKOMbTECH C pa3aenioM

YBegomaeHus.

. MoapobHbIn CNUCOK N3MeHeHNI B ESET Internet Security CM. B pa3aene YKypHaslbl U3MeHeHnn ESET
1 Internet Security.

Kakou y MeHfl NpoAYKT

B cBOVX HOBbIX NPOAYKTax ESET peanusyeT cpeacTsa 6€30MacHOCTM Pa3anyYHOro YPOBHS: OT MOLLHOIO
1 BbICTPOr0 aHTMBMPYCa 10 KOMMIEKCHOr0 pelleHns no obecneyeHunto 6€30nacHOCTU, MUHUMASbHO
MCMOMb3YIOLWEro CUCTEMHbIE PECYPChI. BOT 3TN NPOAYKThI:

e ESET NOD32 Antivirus
¢ ESET Internet Security

e ESET Smart Security Premium
e ESET Security Ultimate

YT106bI ONPEAEeNnTb, Kako U3 NPOAYKTOB YCTAHOBJIEH Y BAaC, OTKPONTE [/1aBHOE OKHO MPOrpaMmbl.
BBepxy OKHa Bbl YBUAMTE UMS NPOAYKTa (CM. CTaTblo Ha3bl 3HAHWN).

B npvBeneHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

Moaynb 0bHapyxeHuns v v v v
PaclimpeHHoe MalnHHoe 0byyeHune v v v v
BNOKUPOBLLMK 3KCMIONTOB v v v v
3awmTa OT aTak Ha OCHOBE CLieHapueB v v v v
3aliMTa OT PULLINHIa; v v v v
3awmnTa goctyna B MHTepHeT v v v v
CncteMma HIPS (B TOM Yucne 3alimTa OT NporpamMmm- v v v v
BbIMOraTenen)

3awuTa OT crnamMa v v v
®anepson v v v
WHcnekTop ceTun v v v
3awmTa Beb-kamepbl v v v
3awunTa OT CeTeBbIX aTak v v v
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https://help.eset.com/changelogs/?product=eis
https://help.eset.com/changelogs/?product=eis
https://help.eset.com/changelogs/?product=eis
https://support.eset.com/kb758

ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

v
v
v
v
v

3awwuTta oT 60THETOB

3awmTta 6aHKOBCKMX onepauuin n bpaysepa
KoHgmaeHunanbHOCTb 1 6e3onacHocTb bpaysepa
PoanTenbCKMin KOHTPOb

AHTMBOP

Password Manager

ESET Secure Data

ESET LiveGuard

VPN

Identity Protection

N N N N N 8N SN N
N N N N N N SN N NN

| 1 HekoTopble NpofyKTbl MOTYT BbITb HEAOCTYMHbI Ha BalLEM fi3blKe UAW B BalleM peruoHe.

TpeboBaHUA K cucteme

Ins onTUManbHOro yHKLMOHMPOBAHMSA ESET Internet Security Balla CMCTEMA LOJ)KHA OTBEYaTb
cnenyowum TpeboBaHNAM K annapaTHOMY 1 NporpaMMHoMy obecrneyeHuto:

nop,p,ep)KuBaeMble npoueccopbl:
Mpoueccop Intel KM AMD, 32-pa3psagHbIv (x86) C HABOPOM NMHCTPYKLNIA SSE2 nnn 64-pa3pagHblin (x64),

yactoTon 1 Ty n BbiLe
npoueccop ARM64, 1 I'T'y, 1 Bbilwe

Ol'lepal.lMOHHaﬂ CUCTeéMa nogpep>xvuBaetcs

Microsoft® Windows® 11

Microsoft® Windows® 10

0N ycTaHOBKY 1an 0OHOBNEHUS NPOAYKTOB ESET, BbiMyLLEHHbIX nocse nona 2023 roga, Bo
BCEX ONepauunoHHbIX cMcTeMax Windows AoJKHa BbITb yCTaHOBIEHa NnoaaepxKa
noAnuCbIBaHNA Kofa Azure. [JOMOJIHUTESIbHbIE CBEEHNS.

PerynspHo o6HOBNANTE ONEePaLMOHHYI0 CUCTEMY.

TpeboBaHua pna PyHKUUM ESET Internet Security

B Tabnumue HMXe ykasaHbl TpeboBaHUS K CUCTEMe s onpefeneHHbIX PYHKLMIA ESET Internet Security.

Intel® Threat Detection Technology CM. nHgopMaunio 0 NoAfepKrBaeMbIx NpoLLeccopax.

3awwmTa 6aHKOBCKMX onepauuii n bpaysepa CM. MHGOPMALIMIO O MoAlepKBaeMbix Beb-6pay3epax.
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https://support-eol.eset.com/en/trending_weol2023_10_2022.html
https://support.eset.com/kb8336

Mpo3payHbIn (oH Windows 10 Bepcuu RS4 1 6osiee No3fHNX BEPCUI.
Crneumann3npoBaHHOe CPEACTBO O4UCTKN  [poueccop He Ha apxXuTeKType ARM64.

CpeLCTBO OYUCTKU CUCTEMBI [poueccop He Ha apxXuTekType ARM64.
BNOKMPOBLLMK 3KCNIOATOB lpoLieccop He Ha apxXuUTeKType ARM64.
nybokas noBefeH4Yeckas npoBepka lpoueccop He Ha apXMTeKType ARM64.
Apyroe

Ons akTMBaumm ESET Internet Security U Hagnexatien paboTel 06HOBNEHWI He0BX0AMMO MNOAKIIIOYEHNE
K HTepHeTy.

[lBe nporpamMmbl Mo 3aliMTe OT BUPYCOB, paboTatoLime 04HOBPEMEHHO Ha OHOM YCTPONCTBE,
BbI3bIBAOT HEN36eXKHble KOHMPNKTbI CUCTEMHbIX PECYPCOB, HanpuMep 3aMeansoT paboTy cucTemsl
[0 Hepaboyero coCToAHMS.

YcTapeBLwasa Bepcua Microsoft Windows

Mpobnema

* Bbl xXoTUTE YCTaHOBUTb NOCAE[HIO BEPCUIO ESET Internet Security Ha KOMMbOTEP C Windows 7,
Windows 8 (8.1) nnn Windows Home Server 2011

* Bo Bpems yCTaHOBKM ESET Internet Security 0To6pa>KaeT OLIJI/|6Ky YcTapeBluas onepauuoHHas
CUucTemMa

MoppodbHoCTH

Ina nocnegHen ESET Internet Security TpebyeTcs onepaunoHHas cucteMa Windows 10 Mam Windows 11.

PelwueHue
LlOCTYMHbI CnefyioLLme peLLeHns:
ObHoBneHue f0 Windows 10 nm Windows 11

Mpouecc nepexofa OTHOCUTESIbHO NMPOCT, X BO MHOTMX CyYasax Bbl MOXKeTe caenaTb 3To 6e3 noTepun
hannos. MNepep nepexonomM Ha Windows 10:

1. Pe3epBHOE KOMNPOBAHWE BaXKHbIX OAHHbIX.

2. MNpounTanTe cTatblo MankpocohT ObHOBNEHME 10 Windows 10: BONPOCHI M OTBEThI WK
ObHoBneHVe A0 Windows 11: BONPOCH! 1 OTBETLI U 0OHOBUTE CBOIO OMEPALMOHHYI0 CUCTEMY
Windows.

YcTaHOBKa ESET Internet Security Bepcum 16.0

Ecnm Bbl He MOXXeTe MoBbICUTb BepCUio Windows, yCTaHoBUTE ESET Internet Security Bepcuun 16.0.
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https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation

[lonosIHUTEeNbHbIE CBEAEHNS CM. B UHTEPHET-CNPaBKe No ESET Internet Security Bepcun 16.0.

NMpodunakTuka

Mpn ncnonb30BaHUN KOMMbIOTEPA, ocobeHHO BO BpeMA pa60Tb| B IHTepHeTe, HeobXx0ANMO NOMHUTB,
4TO HM 0AHa CNCTEeMa 3allThbl OT BUPYCOB HE crnocobHa NoNHOCTLIO YCTPaHUTb OMNaCHOCTb
3apaKeHWU 1 yaoaneHHbIX aTak. YTobbl OOCTUMHYTb HauBbICLLEN cTeneHn 6e30MacHOCTU K KomopTa,
Ba>XXHO NCMNOJIb30BaThb pelleHne ond 3allnTbl OT BUPYCOB HadJieXXallnuM o6pa30M n cnenoBaTb
HECKOJIbKUM MoJiIe3HbIM NpaBuiaM.

PerynsapHo obHOBRsAUTE CUCTEMY 3aLLUTbI OT BUPYCOB

CornacHo CTaTUCTUYECKUM [aHHbIM, NOJIyYEeHHbIM OT CUCTeMbl ESET LiveGrid®, eXXxeQHEeBHO
NOSABAAOTCS ThICAYN HOBbIX YHUKAIbHbIX 3apakeHnini. OHM co3faHbl 4n5 06xo4a CyLweCcTBYIOWNX Mep
6e30MacHOCTM 1 NPUHOCAT AOXO4 UX aBTOpaM 3a CYeT Apyrux nosb3osaTtesen. CneunanuncTsl
nccnepoBaTenbckon nabopaTopum ESET eXXeJHEBHO aHaNU3NPYIOT Takue yrpo3bl, MOAr0TaBANBAOT U
BbIMYCKaloT 0OHOBNEHNA AN19 HEMPEPbLIBHOMO NOBbLILIEHNSA YPOBHS 3alLMThl Nosib30BaTenen. na
MaKCUManbHON 3NHEKTUBHOCTY 3TUX OOHOBNEHN BaXXHO HAaCTPOUTb UX HaZnexalwimm obpa3om Ha
KOMMbloTepe nosib3oBaTtesia. [JononHUTebHbIe CBEAEeHUS 0 HaCTponKe 0OHOBMIEHUI CM. B rfaBe
HacTporka obHoBNEHW.

3arpy>xaute naketbl OOHOBNEHUM ONepaLMOHHOU CUCTEMbBI U
APYyrux nporpamMmm

ABTOPbI BP€AOHOCHbIX MPOrpaMM 4acTO MCMOJb3YIOT Pa3IyHble YA3BUMOCTU B CUCTEME A8
yBennyeHnsa 3hheKTUBHOCTM PaCNpOCTPaHEHNS BPeAOHOCHOr0 Koaa. [NpnHnMas 3To BO BHUMaHMe,
KOMMaHWM-NPOU3BOAMTENN NPOrPaMMHOro obecneyeHns BHUMaTENbHO CeAST 3a NOSABIEHNEM
0T4eTOB 0060 BCEX HOBbIX YSI3BMMOCTSAX UX MPUNOXKEHUI U PEFYNSPHO BbINYCKAOT 06HOBAEHNS
6e30nMacHOCTY, CTapasicb YMEHbLUWNTbL KOIMYECTBO NOTEHLUMaNbHbIX Yrpo3. O4eHb Ba)KHO 3arpy>aTb
3Ty obHOBNEHMSA 6e30MacHOCTU cpa3y e nocse ux Bbinycka. OC Microsoft Windows 1 Beb-6pay3epsl,
TaKue Kak Internet Explorer, SBASIOTCA NpMMepaMm NporpamMm, aas KOTOPbIX PEryaspHO BbIMyCKaloTCs
obHoBeHNs 6e3onacHoCTH.

Pe3epBHOE KONUPOBAaHUE BAaXXHbIX AaHHbIX

ABTOPOB BpPefOHOCHbIX NporpaMm obbl4HO He BecrnokoaT NnpobnemMbl NoNb30BaTENEN, @ LENCTBUA NX
NPOAYKTOB 3a4acCTyt0 MPUBOLAT K NOJIHON HepaboTOCNOCOOHOCTN onepaLMoHHON CUCTEMBI U MOTepe
BaXXHOW MHopMaLmn. Heobxoammo perynsapHo co3faBaTb pe3epBHbIe KOMUM BaXKHbIX
KOH(MAEHUMANbHBIX AaHHbIX HA BHELUHWUX HOCUTENNAX, TaknX Kak DVD-ANCKN NN BHELLHWE XeCTKue
AVNCKW. ITO NO3BOSET HAMHOIO npoLe 1 BbicCTpee BOCCTaHOBUTL AaHHbIE B Ciy4ae c60a CUCTeMbl.

PEFYHHpHO CKaHMPYﬁTe KOMNbIOTEP Ha HaJInine BMpycos

MHOrme N3BeCTHbIE N HEU3BECTHbIE BMPYChI, YEPBU, TPOSHCKIE MPOrpamMMbl U PYTKUTI
0b6Hapy>X1BaTCS MOAYNEM 3aLLMTLI (hAIOBON CUCTEMbI B PEXMME peasibHOro BpeMeHu. 3To
03HAYaEeT, YTO MPU KAXKI0M OTKPbITUN (haiina BbINMOJHAETCA €ro CKaHMPOBAHWE Ha HaslMymne
MPU3HAKOB [1€ATEIbHOCTU BPEAOHOCHbLIX NMPOrpaMM. PEKOMEHAYyeM BbIMOJIHATL MOJIHOE
CKAHVPOBaHNEe KOMMbIOTEPA MO KPalHeNn Mepe 0AMH pa3 B MeCsLl, NMOCKOJIbKY BPeAOHOCHbIE
NpOrpamMmbl M3MEHSIOTCS, @ MoayJib 0B6HapyXeHNs 0OHOBNAETCS KaXKAbli I€Hb.
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CnepyiTte OCHOBHbIM NMpaBuiaM 6e30MacHOCTH

970 Hanbonee 3hheKTNBHOE 1 NOJSIe3HOE NpaBuIo — Bcerga dyabTe 0CTOPOXKHbI. Ha AaHHbIN
MOMEHT 411 paboTbl MHOrMX 3apa>KeHnin (MX BbIMOIHEHNS U pacnpocTpaHeHns) HeobxoanmMo
BMeLLaTeNbCTBO NoJsib3oBaTens. Ecnm cobnogatb 0OCTOPOXXHOCTb MPU OTKPbLITUN HOBLIX (Painfios,
MO>XXHO 3HAaYMTESIbHO CIKOHOMMUTb BPEMS U CUJIbI, KOTOPbIE B MPOTMBHOM Cilydae ByayT noTpayeHbl Ha
yCTpaHEeHMe 3apaXKeHn Ha KoMnbloTepe. Hnxe npuBeneHbl HEKOTOPbIE MONE3HbIE PEKOMEHAALNN.

* He nocewanTe nogo3putensHble Be6-CanTbl C MHOXXECTBOM BCMJIbIBAIOLLNX OKOH 1
aHUMUPOBAHHOW PEKNAMON.

* byabTe 0CTOPOXXHbI NMpK YyCTaHOBKe 6ecnnaTHbIX MPOorpamMm, NakeToB KOLEKOB U T. M..
Ncnonb3ynTe Tonbko 6e3onacHbie NporpaMMbl 1 nocewante besonacHsle Beb-canThbl.

* Ey,D,bTe OCTOPOXXHbI, OTKPbIBasd BJIOXXEHNA B coobLueHuns 3ﬂeKTp0HHOIZ noYThl (0COBEHHO 3TO
KacaeTcsa coobLieHunn, paccbllaeMbliX MaCCOBO 1 OTMpPaBJ/ieHHbIX HEN3BECTHbLIMU muamnm).

* He ncnonb3ynTe y4eTHYI0 3anncCb C NPaBaMn aiMMHUCTPATOPA AJs NOBCEAHEBHOW paboThl Ha
KOMMblOTEpE.

CTpaHMLUbl CNPAaBO4YHOW CUCTEMbI

[o6po no)kanoBaTb B PyKOBOACTBO MOJIb30BaTeNs ESET Internet Security. [lpecTaBneHHas 34ecb
NH(OPMaLMS 03HAKOMUT BacC C MPOrPaMMHbIM NPOAYKTOM U CAenaeT NCNob30BaHNEe KOMMbOTepa
b6onee 6e30nacHbIM.

Ha4vano paboTbl

I'Iepe,u MCMoJsib30BaHNEM NporpamMmebl ESET Internet Security Bbl MOXXETE 03HAKOMUTLCSA C Pa3/IN4YHbIMKU
TUNamm obHapYyXEHUN N yOaNeHHbIX aTak, C KOTOPbIMN MOXKET CTOJIKHYTbCA NOJIb30BaTEJ1b
KOMMblOTEpPa. Mbl Tak)Xe COCTaBMIN CMNCOK HOBbIX (DYHKLIIA, MOSABMBLUMXCS B ESET Internet Security.

HayHnTe C yCcTaHoBKW ESET Internet Security. ECAN Bbl YK€ YCTaHOBW/IM ESET Internet Security, CM. pa3fen
PaboTa c ESET Internet Security.

Ncnonb3oBaHMe CTPaHUL, CMIPABOYHOU CUCTEMbI ESET Internet
Security

WHTepHeT-cNpaBKa pa3aefieHa Ha rnaBbl U nofapasaensl. s npocMoTpa MHGOPMaLMM 06 OTKPbITOM
B [laHHbI MOMEHT OKHe B ESET Internet Security HOXXMUTE KNaBuLly F1.

MporpaMMa No3BOJSIET NCKATb TEMY B CMIPABOYHON CUCTEME MO K/OYEBLIM C/IOBAM U BbIMONHATb
MOUCK COOEPXMMOro, BBOAS KOHKPETHbIE C/I0Ba UK dpa3sbl. PasHMUA MeXay 3TUMU ABYMS
cnocobamm COCTOMT B TOM, HTO KJIOYEBOE CJI0BO, XapaKTepu3yoLee COAEPXMMOe CNPaBOYHOW
CTpaHMLbl, MOXXET OTCYTCTBOBAaTb B TEKCTE 3TOW CTpPaHuMUbl. [ToNCK No caioBaM 1 pa3am
OCYLLECTBNIAETCS B COLEPXKMMOM BCEX CTPaHUL,. B pe3ynbTaTe oTobparkaloTcs BCe CTPaHWULbI,
cofiep>xallme MMeHHo 3T CoBa U (pasbl.

15 cornacoBaHHOCTY MHGOPMaLMK 1 BO n3bexxaHue nyTaHMUbl B HACTOSLLEM PYKOBOACTBE
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NCMob3yeTCs TEPMUHOJIONMSA, OCHOBaHHasA Ha UHTepdence nporpaMmbl ESET Internet Security. Kpome
TOro, ANs BblAeNeHNs 0C060 MHTEPECHBIX NN BaXXHbIX TEM B HAaCTOALLEM AOKYMEHTE UCMOb30BaH
eaunHbIA Habop CMMBOJIOB.

MpuMeyaHus cofep)xaT KpaTKne cBefeHns o HabnogeHnsx. Bl MoxxeTe NponyckaTh UX,
OZHaKO B NPVMEYaHNAX COAEPXKMTCS LieHHas nHdopMaLus, HanpuMep CBeAEHUS 0 KOHKPETHbIX
YHKLMUAX NN CCbIIKWM Ha COOTBETCTBYIOLLME MaTepuabl.

JTa I/IHCpOpMaLI,I/IFl Tpe6yeT Ballero BHUMaHMA, TakKk 4HTO PEKOMEHAYEM €€ HE MNMPOonyCcKaThb.
ObbI4yHO Takas I/IHq)OpMaLI,VIFI Ba>XHa, HO HE KPUTUYECKN.

A

3T0 MHopMaumsa o Tom, 4To TpebyeT 0coboro BHUMaHMA U OCTOPOXXHOCTU. OTMETKa
«BHUMAHWE!» ncnonb3syeTtcs ons T1oro, 41obbl yaepxaTb BaC OT NOTEHLUMAIbHO OMaCHbIX
ownbok. MpoymTanTe n NOMMUTE TEKCT NPefynpPeXXaeHNs, NOCKOJbKY OH COLEPXUT CBeAeHus
06 NCKNYNTENBHO BaXKHbIX CUCTEMHbIX HAaCTPONKaXxX UM 0 BO3SMOXHbIX Yrpo3ax.

270 06pa3eu NCMOsb30BaHNS AN NPAKTUYECKUN NPUMep, MOMOratoLWnii NOHATb, KaK MOXXHO
NCNOoNb30BaTb OnpeneneHHy0 MYHKUNIO NN KOMIMOHEHT.

XupHbIK WpudepT Ha3BaHus 31eMeHTOB nHTepdenca, HanpuMmep ia>kkos Un
nepeknoyaTenen.
Kypcus 3anonHuTenn Ans npefocTtasasemMon BaMum HopMauun. Hanpumep, ecnu

TEKCT UMA aiifia Wam NyTb YKa3aH C NCMOJIb30BAaHNEM KYPCUBA, 3TO
03HA4aeT, 4YTO NyTb WK UMSA alina A0KHbI BBECTU Bbl.

Courier New Obpa3ubl koga UM KOMaHg.
[mnepccbinka ObecneymsaeT NPOCTON 1 OLICTPLIN AOCTYM K CBA3AHHBLIM pa3fenam uan

BHELIHNM Beﬁ-CTpaHVILI,aM. rI/II'IepCCbIJ'IKVI BbloendaoTca CMUHMM LiBETOM U
MHOrAa nog4vepkKnBaHmMeM.

%ProgramFiles% CMCTEMHBI KaTanor Windows, B KOTOPOM XPaHATCS MPOrpaMmbl,

yCTaHoBNIeHHbIe B 3TON OC.

NHTepHeT-cnpaBKa — OCHOBHOWM MCTOYHMK CMIPaBOYHbIX CBeAeHW. Ecnm noaknyeHme K
WHTepHeTy yCTaHOBMIEHO, aBTOMAaTUYECKM OTKPbIBAETCS MOCAEAHAS BEPCUS UHTEPHET-CNPaBKMU.

YCcTaHOBKa

CyLLeCcTBYEeT HECKOJIbKO CMocoboB YCTaHOBKM ESET Internet Security Ha KoMmbtoTepe. Crnocobbi
YCTAHOBKM MOTYT OT/IN4ATbCSA B 3aBUCUMOCTM OT CTPaHbl 1 cnocoba NnonyvyeHns npoayKra.

* /IHTEPaKTUBHbLIN YCTAaHOBLLMK: 3arpy>kaeTcs ¢ Beb-canTa ESET Mam KoMNakT-/DVD-ancka. MNakeT
AN9 yCTaHOBKN MOAXOAUT AJ18 BCEX A3bIKOB (BbibepnTe HYXHbIN). IHTEPaKTUBHbLIN YCTaHOBLLMK
npeactasnseT cobon ann HebonbLoro pamepa. Apyrne HeobxoanmMble 4NS yCTaHOBKM ESET
Internet Security bansibl 3arpy>xat0TCA aBTOMaTUYECKN.

* ABTOHOMHas YCTaHOBKA: B PaMKax 3TOr0 TUMa YCTaHOBKU UCMOb3yeTcs (aiin hopmaTa .exe,
pa3Mep KOTOPOro MNpeBbIlaeT pa3Mep daitia MHTEPaAKTUBHOMO YCTaHOBLUVKA. Mpu 3ToM ans
yCTaHOBKM He TpebyeTcsa noakntoyeHne K IHTepHeTy namn AoNoAHUTENbHbIE aibl.




Mepen yCTaHOBKOM ESET Internet Security y6eANTECh, 4TO Ha KOMMbIOTEPE HE YCTaHOBEHbI
Apyrve nporpamMmbl 3aluThbl OT BUPYCOB. ECIM Ha OHOM KOMMbIOTEPE YCTAHOBJIEHO ABa U
bonee pelleHns oas 3aWNThbl OT BUPYCOB, MEXAY HUMU MOXET BO3HUKHYTb KOH(INKT.
PekoMeHayeTCs yAanTb BCE NPoYMe NporpamMmbl 3aLLMThl OT BUPYCOB C KOMMbioTepa. Cnncok
WHCTPYMEHTOB A5 YAANEHWUS MOMYNSPHbIX aHTUBUPYCHBIX NPOrpaMM CM. B CTaThbe Hasbl
3HaHW ESET (LOCTYMHA Ha aHMIMACKOM 1 Ha HECKONbKUX APYrux s3bikax).

NHTepaKTUBHbIW YCTAaHOBLUMK

Mocne 3arpyskn nakerta angd YCTaHOBKY UHTEPAKTUBHOIO YCTAHOBLUMKA ABaXKAbl LLEJIKHUTE (bal7|ﬂ
YCTaHOBKWU U CﬂE)J,yPITe nowaroBbiM MHCTPYKLUMNAM MaCTePa YCTaHOBKW.

IOna ncnonb3oBaHUA 3TOro TUMa yCTaHOBKM HeobXxoANMO NOAKIII0YEHNE K NHTepHeTy.

(es[E) SECURITY

YcraHoBuTb ESET Security

WMecnonszyiite KomnetoTep AnA paboTel, Mrp U oBLWEHMA, a 2awmnTy obecneumt ESET.

Hy»Ha nomoLLE € yCTaHOBKOW?
(2 OTKpBITh MHCTRYKLMKM MO YCTaHOBKE
(2 OTKpbITh PYKOBOACTEO NOML30BaTENA

MpogonxuTe Pyccknii v

1. BbibepuTe HyXXHbI 3blK B PaCKPbIBAIOLLEMCS MEHIO U LenkKHUTe MpoaosIKUTD.

Ecnn Bbl ycTaHaBvBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLE BEPCUM C 3aLLNLLEHHBIMM
NapoJieM HAacTPONKaMK, BBEAUTE CBO Naposib. Bbl MoXXeTe KOHUIypMpPoBaThb Naposib As
HaCTPOeK B pa3aene HacTpolika [ocTyra.

2. BoibepuTe HaCTpONKK ANa cnefyrowmx GyHKLNA, NpoYnTanTe JInLeH3oHHoe corsialleHme ¢
KOHEeYHbIM MN0Jib30BaTeeM U [1oAnTUKY KOHOUAEHUNAILHOCTY U WwenkKHUTE MpoaoKUTb 1u
PaspewwinTb BCe U NPOAOJDKUTD, YTOObI BKJIOYNTL BCE (PYHKLNN:

* Cuctema obpaTHOM cBA3M ESET LiveGrid®

* [ToTeHUMaIbHO HeXeNnaTesbHble NPUI0XKEHNS

* [IporpamMmma yay4lleHns noJib30BaTeNbCKOro OnbITa
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Haxnmas MpoaosmkKuTb i PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHUMaeTe
1 JIMLeH3noHHoe cornalleHne C KOHeYHbIM MoJib30BaTeNeM 1 cornalaeTecs ¢ MonnTuKon
KOH(UAEHUNANLHOCTW.

3. YT0bbl aKTMBMPOBATL 6€30MaCHOCTbL YCTPOWCTBA, YNPaBAATL €0 U MPOCMATPUBATL O HEN
CBEAEHMNS C NOMOLLbIO ESET HOME, MOJKJ/IYNTE YCTPONCTBO K YYEeTHOW 3anuch ESET HOME.,
LWenkHuTe MponycTuTb BXoA, 4T06bI MPOA0/IXNTL 63 NoaKIoYeHNs K ESET HOME. Bbl cMoXeTe
NOAK/YUTb YCTPONCTBO K Y4E€THOW 3anncu ESET HOME Mo3Xe.

4. B cnyyae npoaomkeHus 6e3 nogknodeHns K ESET HOME BbibepuTe om0 akTusauuv. Ecam Bl
yCTaHaBnmMBaeTe 60/1ee HOBYIO BEPCUIO MOBEPX CTAPOiA, Balll K04 aKTUBaU MK OyaeT BBeeH
aBTOMATUYECKU.

5. MacTep yCTaHOBKU onpenensieT, Kako NpoayKT ESET yCTaHaBAMBAETCS, COrlacHO Ballew
noannckn. Bcerpa npefBapuTenbHO BoibpaHa Bepcrsa ¢ MaKCMManbHbIM KOIMYECTBOM (DYHKLMUIA
6e3onacHocTu. LWenkHnTe U3MEHUTb NPOAYKT, €C/IN HYXXHO YCTaHOBUTL APYIYIO BEPCUIO
npoaykTa ESET. LLlenkHnTe MpomaonXuTb, 4Tobbl HaYaTb NPOLLECC YCTaHOBKM. OH MOXXET 3aHATb
HEeKOTOpOe BpeMSi.

Mpy Hann4Mn Kaknx-nmbo ocTaTKoB (hansioB MAM NAMNOK) NPOAYKTOB ESET, KOTOpbIe Oblsn
1 yAaneHbl B MPOLLIOM, BaM byfeT NpefsioxkeHo pa3pewwmnTb Ux yaaneHue. LWenkHnTe
YCcTaHOBUTb, 4TOOLI NPOOOIIKNTD.

6. Haxxmute KHonky FoTtoBo, 4yTO0bbI 3aKpPbITb MaCTeEP YCTaHOBKW.

A YcTpaHeHne Henonatok npu yCTaHOBKE.

MMocne yCTaHOBKM N aKTUBaLUM NPOrpaMMbl HAYHETCS 3arpys3ka Mouynelh. BeinosnHsaeTCA
i MHULMANN3aLmna 3amThl, U 0O 3aBepLIeHNS 3arpy3kn HeKoTopble PYHKLUUN MOTYT eLle He
ObITb NONMHOCTbIO (hyHKLMOHANBHbBIMN.

ABTOHOMHas YCTaHOBKa

3arpy3uTe 1 yCTaHOBMTE NPOAYKT ESET 419 Windows 4151 LOMALLUHEro UCrnonb30BaHNS C MOMOLLbIO
aBTOHOMHOIO YCTaHOBLLMKaA (.exe) HUXe. BuibepuTe, Kakyto Bepcuio NpoaykTa ESET HOME 3arpy3mnTb
(32-pa3psagHyto, 64-pa3psaaHyo UM ARM).

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security ESET Security Ultimate
Premium

3arpysuTb 64- 3arpy3nTtb 64- 3arpysnTtb 64- 3arpysunTtb 64-
pa3psAaHYIO BEPCUIO pPa3psOHYI0 BEPCUIO pPa3psaHYI0 BEPCUIO pa3psaHYI0 BEPCUIO
3arpysuTb 32- 3arpysnTtb 32- 3arpysnTtb 32- 3arpysuntb 32-
pa3psAaHYIO BEPCUIO pPa3psoHYI0 BEPCULO pPa3psaHYI0 BEPCUIO pa3psAaHYI0O BEPCUIO

3arpy3nTb Bepcuio ARM 3arpysuTb BEPCUIO ARM  3arpy3uTb BEPCUIO ARM  3arpy3uTb BEPCUIO ARM

Ecnin y BaC akTMBHOE NoAKJto4yeHne K MHTepHeTy, YCTaHOBUTE MPOAYKT ESET C MOMOLLbIO
NHTEPAKTUBHOIO YCTAaHOBLLIWKA.

Korpa Bbl 3anyCTUTe aBTOHOMHbI YCTAHOBLLVK (.exe), MacTep YyCTaHOBKM MOMOXXET YCTaHOBUTb
nporpammy.
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@er SECURITY

YcraHoBuTb ESET Security

MecnonsayiTe kKomneoTep 4nAa paboTsl, Mrp 1 obuleHKA, a 2awmTy obecnedmt ESET.

HyxHa noMolLLk € YCTaHOBKOW?
(2 OTKpPEITE MHCTRYKUWK N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0OBATENRA

Mpoponxute Pyccrnii w

1. BbibepuTe HyXXHbI A3blK B PaCKPbIBAIOLLEMCS MEHIO U LenkKHUTe MpoaosiKUTb.

Ecnu Bbl ycTaHaBnMBaeTe 6osiee HOBYIO BEPCMIO MOBEPX NPeablayLLei BEPCHM C 3aLULLEHHBIMY
MapoJsieM HAaCTPOKaMK, BBEAMTE CBOW NapoJib. Bbl MOXXeTe KOHPUIrYpUpoBaTb MNaposib ANis
HacTpoeK B pa3aesie HacTpoiika goctyna.

2. BbibepuTe HaCTpONKK ANa cnefyrowmx QyHKUNA, NpoYnTanTe JINLEH3VOHHOe CorlalleHmne ¢
KOHEYHbIM MoJib30BaTesieM M [MOANTUKY KOHDUAEHLMASIEHOCTN U WeNKHUTe Mpo/oXuTb Nin
PaspewwumTb BCe U NPOAOJIKUTD, HTOObI BKIOYNTL BCE PYHKLNN:

* Cuctema obpaTHON cBA3U ESET LiveGrid®

* [ToTeHLUMaIbHO HexXeNaTesibHble MPUI0XKEHMNS

* [IporpamMmma yay4leHns noJib30BaTeNbCKOro OnbiTa

Haxunmas MpoaosmKuTb 1N PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHNUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTuKon
KOH(pMOeHUManbHOCTH.
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3. LWenkHuTe MponycTuTb BXOA,. ECn y BaC eCTb Nogk/toyYeHne K IHTepHeTy, Bbl MOXeTe
NOAKJIIOYUTb YCTPOMCTBO K CBOEW Y4€THOW 3anucu ESET HOME.

4. WenkHute MponycTUTb aKTUBALMIO. 1115 NOJHOLEHHON paboThbl pelleHune ESET Internet Security
L0/KHO ObITh aKTUBUPOBAHO MOC/E YCTAHOBKW. [1Na akTVBaLIMN NporpaMmsl TpebyeTcs akTUBHOE
nofK/YeHne K HTepHeTy.

5. MacTep yCTaHOBKM MOKa3bIBAaET, KAKOW NPoayKT ESET 6yeT YCTaHOBJ/IEH, B 3aBUCMMOCTU OT
3arpy>XeHHOro aBTOHOMHOI0 YCTaHOBLLUMKA. LLienkHnTe MpomonXXuTb, 4Tobbl Ha4YaTb NpoLecc
yCTaHOBKMW. OH MOXET 3aHATb HEKOTOPOE BPEMSI.
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Mpu HanM4Mn Kaknx-nmbo oCcTaTKoB (halnnoB NaM Nanok) NPoayKTOB ESET, KOTOpble Bbinu
1 YAaneHbl B MpoLoM, BaM 6yaeT npeAnoxeHo paspelunTb nx yaaneHue. LLlenkHute
YcTaHOBUTb, 4TOObLI MPOLOIKNTD.

6. HaxxmMmTe KHoMnky FoToBO, 4TOObI 3aKPbITb MacTep YCTaHOBKW.

A YcTpaHeHne Henonafok npu yCTaHOBKE.

MoBbiLLeHue YPOBHA NOANUCKHU

3T0 OKHO yBEAOMJIeHNs NOSBASETCS, Koraa bbiia M3MeHeHa NoAnncka, Mcnosibyemas ans
aKTVBaLMKW BalLero npoaykTa ESET. i3MeHeHHas NoAnNucKa No3BosiseT akTMBUMPOBATbL NPOAYKT,
KOTOpbIA MMeeT Bonblie PyHKUMIA 6e30nacHOCTU. ECAN HUKaKMX U3MEHEHWI cienaHo He 6bino, B
ESET Internet Security 0AVH pa3 0Tob6pasnTCs OKHO NpeaynpexaeHus Mepexomn K UCNONIb30BAHUIO
NPOAYKTa € 60NbWMM KONNYECTBOM (DYHKLUHA.

Da (pekoMmeHpyeTca): 6yneT aBTOMAaTUYECKN YCTAHOBJEH NPOAYKT C AOMOJHUTENbHBIMU
DYyHKLUMAMN 6e30MacHOCTW.

HeT, cnacmbo: HMKaKNX N3MEHEHUI He 6y,D,ET, nysenomneHne 6osibLLe He NOSBUTCS.

CBefieHuns 0 TOM, Kak U3MEHUTb NPOOYKT MO3>XKe, CM. B CTaTbe Da3bl 3HaHU ESET. JONOAHUTENbHbIE
cBefeHns o noanucke ESET cM, B pa3sgene Bonpochkl M OTBETHI 0 NOAMUCKE.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

3) ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

Moaynb obHapyxeHus v v v v
PaclwumnpeHHoe MalnHHoe obyyeHune v v v v
BNOKMPOBLLMK 3KCNAONTOB v v v v
3alWunTa OT aTak Ha OCHOBE CLieHapues v v v v
3alinTa OT PULLNHIa; v v v v
3awmTa goctyna B IHTepHeT v v v v
CucTema HIPS (B TOM Yuce 3awWwumTa oT NporpamMM- v v v v
BbIMOraTesnen)

3awmTa oT cnama v v v
®ariepson v v v
WHcnekTop ceTun v v v
3awuTa Beb-kamepsl v v v
3almnTa OT CceTeBbIX aTak v v v
3awuTa oT 60THETOB v v v
3awmTta 6aHKOBCKMX onepauun n bpaysepa v v v
KoHgmaeHUnansHOCTb 1 6e3onacHocTb bpaysepa v v v
PoONTENbCKUA KOHTPOJIb v v v
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ESET ESET ESET Smart ESET

NOD32 Internet Security Security

Antivirus Security Premium Ultimate
AHTMBOP v v v
Password Manager v v
ESET Secure Data v v
ESET LiveGuard v v
VPN v
v

Identity Protection

lNMoBbilLeHUe YPOBHA NPOAYKTa

Bbl 3arpy3nin yCTaHOBLUMK MO YMOMYAHUIO U PELLNAN N3MEHUTb aKTUBUPYEMbIA MPOAYKT, UIN Bbl
XKenaeTte 3aMEeHUTb YCTaHOBAEHHbIA MPOAYKT Ha NPOAYKT C AOMNOJIHUTENbHLIMUA (PYHKLMAMN
H6e3onacHoCTN.

N3MeHeHMe NpoAyKTa BO BPEMSA YCTaHOBKM.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOB.

ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

Moaynb obHapyxeHus v v v v
PacwmnpeHHoe MalMHHoe oby4yeHne v v v v
BNOKMPOBLLMK 3KCMIONTOB v v v v
3alwunTa OT aTak Ha OCHOBe CLieHapues v v v v
3alnTa OT PULLNHTa; v v v v
3awmnTa goctyna B UHTepHeT v v v v
CucTema HIPS (B TOM Yuce 3awmTa oT NporpamMM- v v v v
BbIMOraTesien)

3awmTa oT cnaMa v v v
®ariepson v v v
NHcnekTop ceTn v v v
3awwuTa Beb-kamepsl v v v
3almnTa OT CeTeBbIX aTakK v v v
3awwuTa oT 6oTHETOB v v v
3awmTta 6aHKOBCKMX onepauui n bpaysepa v v v
KoHhunaeHumnanbHOCTb 1 Be3onacHoCTb bpay3epa v v v
PoauTeNnbCKUn KOHTPOIIb v v v
AHTUMBOp v v v
Password Manager v v
ESET Secure Data v v
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ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

ESET LiveGuard v
VPN

Identity Protection

NMoHU)XeHue YPOBHA NOANMUCKMH

9TO0 AManoroBoe OKHO MNOSBASETCSH, KOrAa Obina n3MeHeHa NOANMCKA, UCNONb3yeMas A8 aKkTUBaLuUK
Balero NpofykTa ESET. 3MeHeHHas NoAMMCKa MOXXET NCMOJIb30BaTbCSA TObKO C APYrM NPOAYKTOM
ESET, KOTOPbIA MMeET MeHblue PyHKLMIA 6e3onacHoCTW. MpoayKT 6bl1 M3MEHEH aBTOMaTUYECKM,
4TO6bI NPEeAOTBPATUTL MOTEPIO 3ALLUNTHI.

JononHuTeNIbHble CBeAeHNsA 0 NoAnncKe ESET CM. B pa3fnene Bonpochkl 1 OTBETHLI 0 MOAMUCKE.

B npuBeneHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

v v
v v
v v
v v
v v
v 4
v 4

Moaynb obHapyxeHus

PaclwmnpeHHoe MalMHHoe oby4yeHne
BNOKMPOBLLMK 3KCMIONTOB

3almMTa OT aTak Ha OCHOBE CLeHapues
3almMTa OT (PULLINHTa;

3awwmTa goctyna B UHTepHeT

N N N N 8N 8N SN
N N N N 8N 8N SN

CncTema HIPS (B TOM Yucne 3awmTa OT NporpamMmm-
BbIMOraTenen)

3awuTa oT crnama

danepson

NHCcneKkTop ceTun

3awunTa Beb-kamepsl

3awuTa OT CceTeBbIX aTak

3awmTa oT 60THETOB

3awmTta 6aHKOBCKMX onepauui n bpaysepa
KoHhumaeHunanbHoCThL 1 6e3onacHocTb bpay3epa
PoanTenbCKUM KOHTPOJIb

N N N N N N N N 8NN

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard
VPN

N N N N N N SN NN NSNS S s
N N N N N N N NSNS S S s

Identity Protection
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NMoHu>XeHue ypoBHA NPOAYKTa

YCTaHOBNEHHbI cenyac NpoayKT umeeT bonblue pyHKUUn no obecneveHuo 6esonacHoCTH, Yem
NPOAYKT, KOTOPbIN Bbl COBMpaeTech akTUBMPOBaTL.Bbl yTpaTnTe 3aLlUNTy OT KpPaXknm 1 JOCTyN K
COOTBETCTBYIOLWNM [aHHbIM, KOTOPbIE XPaHATCS Ha nopTane ESET HOME.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET ESET ESET Smart ESET

NOD32 Internet Security Security
Antivirus Security Premium Ultimate

4 v
4 v
v v
v v
4 4
v 4
'4 v

Mogaynb obHapyXeHuns

PaclwimpeHHoe MalnHHoe obyyeHune
BNOKUPOBLLMK 3KCMIONTOB

3awmnTa OT aTak Ha OCHOBE CLieHapueB
3alMTa OT (PULLNHTa;

3awwmTa goctyna B HTepHeT

N N N N 8N 8N 8N
N N N N 8N 8N SN

CncTema HIPS (B TOM Yucne 3awmTta OT NporpamMmm-
BbIMOraTenen)

3awuTa oT crnama

®ariepson

NHcnekTop ceTtun

3awwnTa Beb-kamepsl

3awunTa OT CeTeBbIX aTak

3awmTa oT 60oTHETOB

3awmTa 6aHKOBCKUX onepauuin n bpaysepa
KoHuaeHumnansHoCcTb 1 6e3onacHocTb Bpay3sepa
PoanTenbCKUN KOHTPOSb

N N N N N SN NSNS S s

AHTMBOP
Password Manager
ESET Secure Data
ESET LiveGuard
VPN

N N N N N N NS NSNS S S sS
N N N N N N N NN SN S S

Identity Protection

YcTpaHeHue HenoJiagoK Npu yCTaHOBKe

Ecnn BO BpeMs yCTaHOBKW BO3HUKAOT I'Ip06J'IEMbI, MacCTep YCTaHOBKW NMpenoCTaBNAET peleHne anq
YCTPaHeHUa HenonagoK, KOTOpoe NOMOXXeT C HUMW CNPaBUTbLCA, eCJZih 3TO BO3MOXXHO.

LLlenkHWTe 3anycTuTb yCTpaHeHUe Henonapok. Koraa pelleHve ansa ycTpaHeHns Hermonaaaok
3aBepLINT paboTy, BbINONHUTE PEKOMEHAYEMbIE NeNCTBMS.

Ecnm npobnema He ByaeT ycTpaHeHa, CM. CMIUCOK PacrpoCTpaHeHHbIX OLLINBOK YCTAHOBKM 1 PELLIEHNI
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ana HUX.

NepBoe cKaHMpOBaHMe NocJsie YCTaHOBKHU

Mocne yCcTaHOBKM ESET Internet Security U NepBOro yCnewHoro 06HOBNEHNS aBTOMATUYECKM
Ha4MHaeTCA CKaHNPOBaHNE KOMMbIOTEPa Ha HaJIn4ne BpeaoHOCHOro Koga.

CKaHMpoBaHMe KOMMbIOTEPA TaKXEe MOXKHO 3aMyCTUTb BPYYHYIO B [JIaBHOM OKHE NMporpaMmbl >
CkaHupoBaHMue KoMMnbloTepa > CKaHMpoBaTb KOMNbIOTEP. /15 NOSyYeHNS LONONHUTENbHbIX
CBeAEHNI 0 CKAHMPOBAHUN KOMMbOTEPA CM. pa3fen CKaHUPoBaHVE KOMMLIOTEPa.

(es[z1) INTERNET SECURITY ® - o X
08 Ofece CkaHupoBaHWe KoMnbroTepa ?
Q CkaHWpoBaHne @

KOMnBtOTEPa PacwwrpeHHoe ckaHMpoBaHue

BhlﬁOpOHHOE CKaHWpOBaHWE M CKaHWDOEaHUE

(™  OBHoOBNEHWE ChHEMHLIX HOCHTENEH
L
E Cepsuc

) MepeTawwTe cioaa Gainel ANA CKaHUPOBaHWA
{0} Hactpoiika

@ Corooanronnpxa Q, CkaHuposatie KoMNbioTEPa 6/30/2023 £:44:09 AM
® L‘g;:;“ S A Mpouzowno o&Hapy:KeHwit: 0
Ch\Program Files (x8&)\WindowsPowerShell\Modules\Pester\3 4.0\Functionsin.Tests.ps1 n u
LR R LN RN
~ bonblue ceegeHWia OTKpbITe OKHO CKaHMPOBaHKUA

3TO MOXKET 38HATE HEKOTOpDOE BPEMA. Mo 33BEPLUEHNA CKaHWPOBaHNA Bbl NOMYHYWTE YEELOMIEHHE,

Progress. Protected. [LeicTEMe nocie ckaH. |HUYEro He npesnpuHUMaTs ~| @

ObHoBNEHMEe B0 HOBOM Bepcum

HoBble BepCMM ESET Internet Security BbIMYCKAOTCA A5 peann3aunm yayyleHnin uan ncnpasneHns
npobsemM, KOTopble He MOryT OblTb YCTPAHEHbI aBTOMATUYECKMM 0OHOBNEHNEM MOAYJIEN NPOrpaMMbl.
O6HoBNEeHMe 00 60Jsiee HOBOW BEPCUM MOXKHO BbIMOJIHUTL OAHUM U3 HECKOJIbKUX CMOCO60B.

1. ABTOMaTMYeCKM nyTeM 06HOBNEHNS NPOrPaMMbl.

MoCKoNbKY 0OHOBNEHUSA NPOrpamMMbl PacnpoCTPaHATCA Cpeamn BCEX NOb30BaTENEN N MOTYT
NOBANATb HAa HEKOTOPbLIE CUCTEMHbIE KOHDUTYPaLMK, OHW BbIMYCKAOTCS TOJIbKO Nnocne
ANNTENbHOro TECTUPOBaHMA C Lenbio obecneveHunsa becnepebonHon paboThl Ha BCEX BO3MOXHbIX
KOH(urypaumsax. YTobbl nepenTn Ha HOBYIO BEPCUIO Cpa3y MOC/IE ee BbiMyCcKa, BOCNO/b3yNTECh
OOHUM M3 MepeYnceHHbIX HUXe cnocobos.

YbeauTech, 4TO BKOYEH NapamMeTp OOHoBNeHne pyHKLMIA NPUIIOKEHUA B pa3aese
PaclumpeHHble napameTpbl > ObHoBReHue > NMpocdunu > O6HOBNEHHUS.
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2. Bpy4YHyto B r1aBHOM OKHE MporpaMmMbl € MOMOLLbIO KHOMKK MpoBepuTb Hanu4yne o6HOBNEHUI
B pa3nene OOHoOBNeHue

3. Bpy4Hyto nyTeM 3arpysku n yCTaHOBKMW HOBOW BEPCUY MOBEPX NPeAblAyLLEe.

HononHnTtenbHble CBEAEHNSA N UIIOCTPUPOBAHHbIE MHCTPYKLUUN CM. B pa3fenax:

» ObHOBJIEHME MPOAYKTOB ESET — NPOBEPKa Ha HaJiM4yme HOBENLIMX BePCUA Moay e NpoayKTa

* PasnnyHble TUNbl BbiINYCKOB M 0OHOBAEHWUN MPOAYKTOB ESET

ABTOMaTU4YeCKOe OOHOBJIEHMe YyCTapeBLueun
BEpPCUM NpPoAYyKTa

Bepcma npoaykTa ESET 6o/blue He noaaepxmnaeTtcs. Baw npoaykT 6bi1 06HOBAEH [0 NOCAeaHeN
BEPCUU.

A PacnpocTpaHeHHble Npobaembl, BO3HUKAKLME MPU YCTAHOBKE

Kaxxaas HoBas BEpCMA NPOAYKTOB ESET COAEPXXUT MHOXKECTBO MCMpaBaeHni ownbok un
ynyyweHun. meowmecs KAMeHTbl C AeACTBYOLWEN NOAMUCKON AN1S NPOoAyKTa ESET MOryT
6ecnnaTHO NepenTn Ha NOCAEOHIO BEPCUIO TOrO XXe NPOoAYyKTa.

Y1060l 3aBepWnNTb YCTAaHOBKY, BbIMOJIHNTE Cieaytolne AencTems.

1. Haxxmure anIHiITb U NPOAOJIKHUTD, 4YTObbI MPUHATDL JINLLEH3NOHHOE cornauleHne ¢ KoHe4YHbIM
NnoJib30BaTesIEM N NOATBEPANTL CBOE Cornacume C NOJNTUKON KOHMAEHUNaNbLHOCTU. ECan Bbl HE
COrJlacHbl C JIMLEH3MOHHbBIM COrflalleHneM, HaxxMuTe Yaanutb. BoCcCTaHOBUTL npeabiayLwyto
BEpPCNO HEBO3MOXXHO.

2. lLlenkHuTe Pa3pewinTb BCe M NPOAJOJIKUTD, 4TOObI paspewnTb Kak Cuctemy obpaTHOM CBA3N
ESET LiveGrid®, Tak u [1porpamMmmy yayyLieHns noJib30BaTesbCKOro OrbiTa, UK HaXxMuTe
MpoAosIXUTb, €C/IN Bbl HE XOTUTE Y4acTBOBaTb.

3. Mocne akTMBaLMyM HOBOIro NPOAYKTa ESET C MOMOLLbIO K/IH04a aKTUBALUN OTKPOETCA CTPaHuLa
«0630p». Ecnmn cBeneHns o Ballen NoaAnncke He ByayT HageHbl, BOCNONb3yTeCh 6ecnnaTHON
npobHon Bepcmen. ECnm noanncka, ncnonb3yemas B NpeabiayLwem npoaykTe, HeAenCTBUTENbHA,
aKTUBMPYNTE NPOAYKT ESET.

4. Ins 3aBepLUEHNS YCTAHOBKN HE06X0AMMO Nepesarpy3nTb YCTPOMCTBO.

bypeT BbiNoJIHEHa YCTaHOBKa ESET Internet
Security

3TO AnanoroBoe OKHO MOXeT 0Tobpa3nTbCA:

* B npouecce yCTaHOBKU — WwenkHuTe MpoaosKuTb, 4Tobbl yCTaHOBUTL ESET Internet Security.
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* I'Ip|/| N3MEHEeHUN NoAMNUCKN B ESET Internet Security — WeNIKHUTE AKTMBVIpOBaTb, 4TOObI
N3MEHUTb MOAMUCKY U aKTUBMPOBATb ESET Internet Security.

C nomolLbto onuuy U3MeHUTb NPOAYKT MOXXHO MEPEKYATLCA MeXay Windows-NpoayKTamu ESET
ANs [IOMaLUHEro UCnonb30BaHMs, 4OCTYMHLIMU B COOTBETCTBUW C Ballei NOANUCKoN ESET. MoapobHee
CM. B cTaTbe Kakol y MeHs MpoayKT.

Nepexon K UCNOJIb30OBAHUIO APYIrON JINMHEUKH
NPOAYKTOB

Bbl MOXKeTe nepeknoyaTbCa Mexay pa3nnyHbiMm Windows-npoayKTamMu ESET AN AOMaLUHEro
NCNOJb30BaHMA, AOCTYMHbLIMA B COOTBETCTBUM C Ballen NOANUCKOW ESET. MoapobHee cM. B CTaTbe
KaKkol y MeHsl MpoayKT.

Perucrpauus

3aperncTpupyinTe NoANUCKY, 3arnosIHUB NoAs PErncTpaLnoHHOR GopMbl U HaXkKaB AKTUBMPOBATD.
06s3aTenbHbl K 3aM0/IHEHWIO MNONS, PSAAOM C KOTOPbIMUM B CKOBKax AaHO COOTBETCTBYIOLLEE YKa3aHMe.
JlaHHas nHhopmaums 6yaeT NCnosib30BaTbCs TObKO B LieNISX, CBSA3aHHbIX C Ballen Noanmnuckomn ESET.

Xopn BbiNOJIHEHUSA aKTUBaL UK

Mpouecc akTuBaLMmM 3aliMeT HECKOJIbKO CeKyHN (Heobxoammoe BpeMsa MOXXeT OT/IM4aThCA B
3aBMCMMOCTW OT CKOPOCTU NOAKJIYEHNS K IHTEpPHETY NN XapakTepuCTUK KOMMboTepa).

AKTUBaLUA BbiNOJIHEHA

Mpouecc akTBaumMm 3aBepLleH. YTobbl 3aBepLUNTbL HACTPOKMKY ESET Internet Security, cnegynTe
yKa3aHWsAM NocsieyCTaHOBOYHOIo MacTepa.

O6HOBNEHNE MOAYNS HAYHETCS Yepe3 HECKOJIbKO CEKYHA. PerynsipHsie 06HOBAEHNS ESET Internet
Security HAYHYTCS Cpa3y Mocsie 3Toro.

lNepBoe CKaHMpOBaHME HaYHeTCs aBTOMATUYECKN B TeYeHue 20 MWHYT nocne obHOBNIEHNS Monoyns.

Mpouecc akTMBaLMKN MOXET BbITb MPepBaH, eC/IM NPEeAI0XKEHNE He CBS3aHO C ESET HOME.
ABTOpM3yNTECH B ESET HOME MM CO3[aiiTe YHETHYIO 3aMKCh.

PYyKOBOACTBO A1 HAYUHAIOLLLUX

B 3ToM pa3gene npuBoasTcs obuine cBeaeHMsa 0 NporpaMMHoM obecneyvyeHmnm ESET Internet Security 1
€ro OCHOBHbIX MapaMeTpax.
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3Ha4YoK Ha naHeNu 3apayd

K HekoTopbIM Hanbosee BaXKHbIM PYHKLMAM U HACTPOMKAM MOXXHO MOJIy4YUTb AOCTYN, LWESKHYB
NPaBoOn KHOMKOW MbILWW 3HA4YOK Ha NaHenn 3anay ).

MpuocTaHOBUTb 3aLUTY. Ha 3KpaH BLIBOAMTCSA AMANOrOBOE OKHO ANs NOATBEPXAEHMS. B HeM
MO>XHO OTKJIOYUTb MOAYJ/1b 0OHAPYXXEHNS, KOTOPbIA KOHTPOJIMPYET 06MeH hainiaMmn 1 aHHbLIMK
yepe3 VIHTEpHEeT 1 3NeKTPOHHYIO MOYTY, NPeA0TBpaLLAs TEM CaMblM aTaky Ha cuctemy. C MOMOLLbIO
packpblBatowerocs MeHio UHTepBan BpeMeHMU MOXXHO yKa3aTb, Ha Kakoe BpeMs OTKJloYaeTcs
3almTa.

A OTK/IHOYNTE 2aWUTY OT BUPYCOB M LUMWOHCKUX Nporpamm?

OTKNHOYEHWE 3aLLMTEl OT EWPYCOE W WUNWOHCKWX Nporpamm NpUEEdET K OTKNHIYEHWHD 3aLUKNTa ltaﬁ.quBClﬁ CUCTEMEI
B peanbHOM BpemMeEHK, 38lLMTel 40CTyNa B HHT:"[}H:"T. 3alWKHTbl MOMTOBOTD KAWEHTa W 3alWWNTel OT I1':!lILI.IlIHI'El. 310
CASNaeT KOMNBHKOTED YAZEWMEIM 4N0A pa3HGG6|’3&3HbI‘-¢ yrpos.

MpuwoctaHoeuTe HA 10 MUHYT @ MpumeHHTE OTtmena

MpuoctaHoBuTL paboTy panepBona (paspewwnTb Becb TpadukK): hanepBon NepeBofnTCA B
HeaKTUBHOE COCTOsHME. N5 Noay4YeHnsa SONONHUTENbHbIX CBeAeHUA CM. pa3gen CeTb.

BnokupoBaTh BeCb ceTeBOM TpadMK: BeCb ceTeBol Tpaguk byneT 3a6710kMpoBaH. YTobbl
pa3610KkMpoBaTh TpaduK, LeNKHUTe OCTaHOBUTb 6I0KMPOBKY BCEro ceTteBoro Tpacduka.

PacwimpeHHble napaMeTpbl: BbI30B PACLUMPEHHbIX NapaMeTpoB ESET Internet Security. 4T0ObI
OTKPbITb pacLUMpPeHHbIE NapaMeTpbl B [1aBHOM OKHE NMPOAYKTa, HaXXMUTE KNaBuLLy F5 Ha
KnaBmaType nnu Bobibepute HacTpouka > PaclumpeHHble napaMeTpbl.

Dannbl xKypHana: Ganibl XypHania cogepXxaT MHPOPMaLMIO O BaXKHbIX NPOrpaMMHbIX COBbITUAX Y
npeLocTaBnaoT oblwune ceeieHns 06 obHapyXeHUsX.

OTKpbITb ESET Internet Security: OTKPbIBaeT [J1aBHOEe OKHO MporpamMmmel ESET Internet Security.

COpoCUTbL HACTPOMKM MaKeTa OKHA: A1 0KHa ESET Internet Security BOCCTaHaB/MBAOTCS pa3Mep U
MOJIOXKEHNE Ha 3KPaHe No YMOJI4YaHWIO.

Pe>XXuM uBeTa: OTKpbIBAeT HacTPONKN nHTepdenca, C NOMOLWbIO KOTOPbIX MOXXHO U3MEHUTb LBET
rpaguyeckoro nHTepdenca.

MpoBepuTb HaNM4YMe 0OHOBAEHUI: 3anyCK 0OHOBNIEHNS NPOrPaMMbl UM MOAYAS, YTOObI
obecneynTb 3aWMUTY. ESET Internet Security aBBTOMaTWYECKU NPOBEPSET HasIM4yme 06HOBNEHWIA
HECKO/bKO pa3 B AEHb.

O nporpammMe: oTobpa)keHne NHHOPMaLMKN 0 CUCTEME, CBEeHN 06 YCTaHOBNIEHHON BepCun ESET
Internet Security ¥ YCTaHOBJIEHHbIX MOAYSIX MPOrPaMMbl, @ TaKXXe AaHHbIX 06 onepaunoHHON cucTeMe
N CUCTEMHBIX pecypcax.
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CoyeTaHua Knasuul

Ina bonee yﬂ,O6HOI7I HaBuUrauum B ESET Internet Security MOXXHO UCMOJIb30BaTb Clefytowne codeTaHus
KNaBULL:

F1 BbI30B CMPaBKMU

F5 BbI30B OKHa PaCLUMPEHHbIX NapaMeTpoB

CTpenka BBEpPX Mau HaBUraLMsA B MyHKTax paCcKpbiBaOLLEroCs MEHIO

CTpesika BHU3

TAB nepexoa K cefyolemy 31eMeHTY rpaduyeckoro nHTepdeica
No/Sb30BaTENS B OKHE

Shift+TAB nepexof K NpefblayLieMy 3NeMEHTY rpadnyeckoro nHTepdenca
No/SIb30BaTeNS B OKHE

ESC 3aKpbITUE aKTUBHOIO ANAIOrOBOr0 OKHa

Ctrl+U oTobpakeHne cBefeHNin 0 NoAnNUcKe ESET 1 BalleM KOMMNblOTEpe

(MHGopMauma ana cnyxbbl TEXHUYECKON NOOAEPIKKM)

Ctrl+R BOCCTaHOBJIEHNE pa3MePOB OKHa NPOAYKTa U €ro noJioxkeEHNA Ha 3KpaHe
no ymosa4aHuoO

ALT + CTpesika B/I€BO nepexof Hasapg
ALT + CTpesiKa BnpaBo nepexon Brnepes
ALT+Home NepexoA Ha LOMaLUHIO CTpaHULY

Ina HaBurauum Tak>Xe MOXXHO MCMNOJIb30BaTb KHOMKW MbILIW Hasag nin Bnepeaj.

Mpodpunu

AncneTyep npodunen NCNoNb3yeTcs B ABYX pa3aenax ESET Internet Security: B pasgene
CkaHupoBaHue no TpedboBaHmio 1 B pa3gese ObHOBNEHMe.

CkaHupoBaHue KOMMNblOTEpa

B ESET Internet Security eCTb HyeTblpe npeaBapuTesibHO 3a4aHHbIX I'IpO(pI/I}'IFI CKaHNPOBaHWA:

* I/IHTenneKTyaanoe CKaHuUpoBaHue — 370 I'IpOCbI/IJ'Ib paclMpeHHOro CKaHnpoBaHu4A no
YMOJTHaHNIO. ansa l'lpO(pI/Iﬂﬂ NHTEeNNEeKTYaJlbHOro CKaHMpPOBaHNA NCMOJIb3yeTCAa TEXHOJIOI A
VIHTeﬂJ'IeKTyaJ'IbHOVI OoNTUMM3aLIUN, NCKTIOYatoLWwas CbaI7IJ'IbI, KOTOpPble BO BpeMA npeabiayLiero
CKaHMpoBaHNA 6bln oripenesieHbl Kak YACTble N C TOFO BpeMeHN HE N3MEHANTNCD. 2T0
obecneuunBaeTr COKpaLlleHne speMeHn CKaHMpoBaHUA nNpn MMHMMaJIbHOM BJIMAHUN Ha
6e30MacHOCTb CUCTEMBI.

* CKaHupoBaHM1e Yyepe3 KOHTEKCTHOE MEeHI0 — Bbl MOXeTe 3aMnyCTUTb B KOHTEKCTHOM MEHH0
CKaHupoBaHue no TpebosaHuio ans noboro danna. Mpodunb «CkaHMpoBaHME Yepes
KOHTEKCTHOE MEeHI0» MO3BONISIET ONPeaenTb KOH(MIypaunio CKaHMpoBaHma, Kotopas byaeT
MCNOJIb30BaTLCA NPU 3aMyCKe CKaHMPOBaHMA TaknuM Cnocobom.

* I'ny60Koe CKaHUpPOBaHUne — ans I'IpOCpI/IJ'IF! FJ'Iy60KOFO CKaHNUPOBaHNA NHTENNEKTYa IbHadA
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ONTMMM3ALNA MO YMOSYAHUIO HE UCMONb3YETCs, MO3TOMY NPW UCNO/Ib30BAHMM 3TOr0 Npoduis
HUKakune paibl N3 CKAHUPOBAHUS HE UCK/OYAIOTCS.

* CKaHHpOBaHVIe KoMnbloTepa — 3TO0T I'IpO(pI/I}'Ib Mo YMOJTHaHUIO NCMOJIb3YeTCA Mpun
CTaHOapPTHOM CKaHMPOBaHNN KOMIMbHOTEPa.

MpennoyTuTeNbHbIE NAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTbL A4J19 UCMONb30BaHNA B
JaNbHenLweM. PekomMeHOyeTCs co34aTb OTAE/bHbIA NPOGWIb 4J19 KaXXA0r0 PerynsapHo
NCMOJIb3yeMOro CKaHNPOBaHUS (C pa3nnyHbiMM 06 beKTaMKn, METOLAMMN CKaHMPOBAHNA U MPOYUNMM
napameTpamu).

YT106bI CO34aTb NPOdUIL, OTKPONTE pa3aen PacluvpeHHble NapaMeTpsl > Moaynb oOHapy>xeHus >
Mpoueccbl CKaHUPOBAHUA BPEOHOCHbIX NporpamMm > CKaHupoBaHue no TpeboBaHuio >
Cnucok npocdunen > U3MeHnTb. B okHe iucnetyep npodunen SOCTYNHO pacKpbiBaloLLeecs
MeH!0 BbiOpaHHbIM NpodUAb CO CMNCKOM CYLLIECTBYIOLINX NPOGUIen CKaHUPOBaHMA 1 onuuen gns
C03[aHu1a HOBOro. [1ns co3haHma Nponas CKAaHMPOBAHNSA B COOTBETCTBUN C KOHKPETHbLIMU
noTpebHOCTAMU CM. pa3fen ThreatSense, FA€ OMNUCLIBAETCS KaXXAblil NapaMeTp, UCMOJIb3yeMbIA N5
HaCTPONKN CKaHUPOBaHUA.

Mpennonoxum, Bam TpebyeTcsa co3faTb COOCTBEHHbIN NPODUIIb CKaHMPOBaHKA. XOT$
KOH(urypauns CKaHUpoBaTb KOMMNbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATb NPOrpaMmbl-
YMaKOBLUMKNA UIW MOTEHLMaJIbHO ONacHble MPUI0XeHUs He TpebyeTca 1 HyXKHO NPUMEHUTb
Bcerpa ucnpaBnsatb oOHapy)xeHue. Beegnte nmsa HOBOro npoduns B okHe [lucnetyep
npocdunen n HaxmMuTe KHONKy JLobaBuTb. BribepnTe HOBLIN MPOGMAbL B paCKpbIBaOLLEMCS
MeHs BbiOpaHHbIN npoduab 1 HaCTPOVTE OCTasIbHbIE MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, @ 3aTEM HAXXMUTE KHOMKY OK, 4TOObI COXPaHUTb HOBbIV MPOGUJSIb.

OOHoBNeHue

PenakTop npoduien, pacnonoXXeHHbI B pa3gene «HacTtpoiika 0bHoBneHW», AaeT Nob30BaTeNsaM
BO3MOXXHOCTb CO3[@aBaTb HOBble Npounan obHoBneHUsA. Co3haBaTb U UCMOIb30BaTb COOCTBEHHbIE
nosib3oBaTeNbCKMUe Npouam (T. e. Npouan, OTANYHbIE OT NPOdUASA Mo yMon4aHno Mon npocduns)
cnepyeT TONIbKO B TOM CJlyvae, eCcn KOMMbIoTep NOLAK0YaeTCs K cepepaM 06HOBIEHUIN pa3HbIMK
cnocobamw.

B KayecTBe npumMepa MOXXHO NPMBECTM HOYTOYK, KOTOPbIN 0BbIYHO NOAK/IOYAETCH K JIOKAJIbBHOMY
cepBepy (3epKasy) B JIOKaNbHON CETU, HO TaKXXe 3arpy>aeT 06HOBNEHNSA HEMNOCPEACTBEHHO C
cepBepoB 06HOBNEHWI ESET, KOrja HaX0AUTCS He B JIOKasibHOW ceTu (Hanpumep, BO BpeMs
KOMaHAMPOBOK). Ha TakoM HOyTOyKe MOXXHO MCNOb30BaTh ABa NPognsia: NepBbll HACTPOEH Ha
NOAKJ/OYEHMEe K JIOKaJIbHOMY CepBepy, a BTOPON — K OAHOMY 13 cepBepoB ESET. [locsie HacTPOorKK
npogunen nepenaute B pasgen Cny>xebHble nporpaMMmbl > MAaHMPOBLUMK 1 N3MEHUTE
napameTpbl 3afa4 0bHoBNeHUSA. Ha3HaybTe 04UH U3 Npodusien B Ka4eCTBE OCHOBHOIO, a Apyron — B
Ka4yeCTBe BCMOMOraTenbHoro.

Mpocdunb oO6HOBREHUA: TeKyLWNA Npoduab 06HOBAEHNS. Ing nameHeHus npodunsa soibepute
HY>XKHbI/ 13 PaCKPbIBAIOLLEr0Cs MEHIO.

Cnucok npocdunen: cozfaHve uiv pegakTuposaHue npopunien obHosneHus.
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ObHOBNEHUA

PerynsapHoe obHoBsIeHMe ESET Internet Security — ny4wnin cnocob obecnevynTb MakCUManbHbIA YPOBEHb
H6e3onacHOCTN KoMMbloTepa. Moaynb 06HOBIEHMA NOAAEPKMBAET aKTYya/lbHOCTb MPOrPaMMHBbIX
MOLYJIEN N KOMMOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBNEHME B [J1aBHOM OKHE MpPOorpamMmmbl, MOXXHO NMPOCMOTPETb MH(OPMALMIO O
TeKyLeM COCTOAHNM 0BHOBNEHUS, B TOM Y1C/1e AaTy U BPeMS NOC/IeAHEro yCneLwHo BbINMOJIHEHHOMO
0OHOBNEHNSA, @ TaKXKe CBefdeHus 0 HeobxoanumMocTn obHoBAEHNS.

KpoMe aBTOMaTN4YeCKOro 06HOBMEHUS, MOXHO BbINMOJIHUTL 0OHOBMIEHME BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNn4Yne OOHOBNEHUN.

: = 0 X
et >
|5 O6aop ObHoBneHune 2
\ CKEHHFIDEEHHE
Y KOMMLHOTEPA ESET Internet Security
CaC IEMET >ECUrity
g OBBGEREIE V TekyLian eepcma: 17.0.15.0
F Cepsuc
MocneaHee yenewHoe oBHOBNEHMWE: 11/17/2023 6:19:35 PM
= 0 . V MocaegHAA yonewHan NpoBepKa Hanmyma 11/17/2023 9:08:04 PM
e R 0BHOBAGHMIA:
) Cnpaska 1 noasepsxka MNokasate Bce Moayamn
YueTtHana sanuce ESET
<% HOME

C MNpoBepuTs Hanuune o6HOBNEHMI

Paspen PaclinpeHHble NapameTpsbl > ObHoBNEeHue COAEPXKUT OOMONIHUTENbHbIE ONMUNIA obHoBNEHUS,
Takune Kak pexxumm obHoBNIEHNS, OOCTYN K MPOKCU-cepBepy N NogKNIOYEHNA K JIOKaNbHOW CeTW.

Ecav npu 06HOBNEHWUN BO3HUKHYT NPo6eMbl, WeNKHUTE OYUCTUTD, YTOObI YAAANTb K3LL
o6HoBNeHMsA. Ecnv 06HOBUTL MOAYAN NPOrpPaMMbl BCE PABHO HE YAeTCs, CM. pa3aen YcTpaHeHme
HenoJsafioK Npu Noay4yeHun coobuieHmns «OBHOBNEHNE MOy Ie HE BbIMNOJHEHO.
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INTERNET SECURITY O x

JononHuTenbHble HACTPOWUKH b x| ?
| Moayne ofHapyxeunn B B obuosnenne 5
| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3amura B ABTOMATUHECKDE NEPEKNHOYEHNE Npo U WMameHuTs (1 ]
OuncTTE K3LW oBHOBNEHWI
| Cepeuc (1]
MoaknkoueHre
Ovkar mogyns (3]
| ::;:EC?LZT;”H Cozaate CHUMKN MOgy e D
| KonuuecTso nokansHo XpaHWMbIX CHHMKOE :
YeenoMAeHWA (5 ]
OTKaT K NPeABIgYLLMM MOSYAAM i)
Hactpo#iku
KOHGUAEHUMaNbHOCTH Mpoduan )

Mo ymonuanmio QOK OTmenHa

HacTpouka 3alumuThbl CeTH

Mo yMon4aHuto ESET Internet Security MICNOJIb3yeT napameTpbl Windows npy 06Hapy>XeHUn HOBOW CETMW.
YT106bI NpY 06Hapy>XxeHnn HOBOW ceTn 0TobparkanoCb AManoroBoe OKHO, yCTaHOBMTE A4J1d NapaMeTpa
HasHavyeHve npodunsa 3amnThel CeTY 3HaYeHne 3anpPoCcuTb. KoHpMrypauus 3awmnThbl CETK
0T06pa)KaETCFI Nnpn Ka>xaoM noakjito4eHn Balllero KOMMbOTEPa K HOBOW CETW.

INTERNET SECURITY %

Hactpoiika sawmtbl cetu
hqg.eset.com

B OOBEpEHHOIl ceTW Ball KOMNEHITER DYAET BMAEH 4NA APYIMX YCTROMCTE,
NoAKNHOYEHHBIX K CETH. PEKOMEHIYEM JENETh 3TO TONLKO B AOBEPEHHON AOMALLHER WK
ofMCHOI CeTH.

BoibepwTe Nnpodwab 4nA 3TOr0 CETEBOrQ NOAKAHUEHWA
® AsTomaTnueckuii

O YacTHeI (A0EEpEHHEI)

O QBLWeaocTyNHEI (HedoBepeHHRI)

O MNonbzoBatensckuii npoguns

% oK

[AonoAHUTENEHBIE CBEAEHHA 08 3ToM COoGLWEHHK ' lNogpoGHocmi
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MO0>XXHO Bbl6paTh OAVH U3 CeayLLNX NPodhuIen CETEBbLIX NOAKIYEHNUN.

ABTOMATHUYECKMM: ESET Internet Security aBTOMaTU4Y€CKU BbI6€p€T Npoduab COriaCcHO akTMBaTOPaM,
HACTPOEHHbLIM A1 Ka)XK40oro npocuns.

KoHduaeHuManbHO — 011 JOBEPEHHOWN CeTU (LOMaLLUHEN Uan opuCHOM ceTn). Baw KoMnbloTep 1
obwme hannbl, XxpaHALLMECSH Ha HEM, BUOHbI AN OPYIMX NOJb30BaTENIEN CETU, @ TaKXe APYrum
NoSib30BaTENAM CETU AOCTYMHbI CUCTEMHbIE pecypchl (AOCTYN K 06WwuM hannam n NnpuHTEpPaM
BKJIIOYEH, BXoAsLLee NoagKAoYeHne RPC BKJIIOYEHO, 0bLWmin JOCTYN K yaaneHHOMY paboyemy cTony
npeLocCTaBsieH). OTOT NapaMeTp PEKOMEHAYETCA UCMOSIb30BaTh NpW AOCTyne K 6e3onacHom
NOKaNbHOW CETW. DTOT NPOdUIb aBTOMATUYECKN HA3HAYaEeTCA CETEBOMY MOAK/IOYEHUNIO, €CAN OHO
HaCTPOEHO KaK AOMEeHHas WaKn YacTHas CeTb B Windows.

ObwepocTynHas — 15 HeOBepPeHHbIX (06LLef0CTYMHbIX) ceTen. Daltbl 1 Nanku B Ballen
CUCTEME He ABNATCA 0bWMMM AN Apyrux nofb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn nux
He BUAAT, @ 06LWMiA OOCTYN K CUCTEMHBLIM pecypcaM OTKYEH. ITOT NapaMeTp PeEKOMEHAYEeTCS
MCNOb30BaTb NPU JOCTYrNe K 6ecnpoBOAHbIM CETSAM. DTOT NPodUIbL aBTOMaTUYECKM Ha3HavYaeTCa
nobomy ceTeBOMy NMOAKJIOYEHMNIO, KOTOPOE HE HACTPOEHO KaK AOMEHHasa uUan YacTHasa CeTb B
Windows.

Monb3oBaTenbCKU NPOGUb: B PACKPbLIBAIOLLEMCS MEHIO MOXKHO BbIOpaTh CO34aHHLIN BaMY
npocuib. ITa onuMs AOCTYNHa TOMbKO B TOM C/lyvae, eC/n Bbl CO34anu XoTs 6bl 0ANH
NoJib30BaTeNbCKUIA NPOdUIIb.

A HenpaBuiibHas KOHUrypaumns CeT MOXXET NPeAcTaBAsTb Yrpo3y 6e30nacHOCTM BaLlero
KOMMblOTepa.

BKNO4YUTb AHTUBOP

MepcoHaNbHble YCTPOMCTBA MOCTOSAHHO MOMABEPralTCA PUCKY MOTEPU UM KPaXK B HALLKX
NMOBCEeAHEBHbIX NMoe3AKax U3 AoMa Ha paboTy nan B apyrue obLiecTBeHHblE MecTa. AHTMBOP — 3TO
YHKUMS, KOTopasi paclumpsieT 6e30nacHOCTb Ha YPOBHE MOJIb30BATENS B C/yHae MNOTEPU MK KPaXKy
yCTPONCTBA. AHTMBOP MO3BOJISET MOHUTOPUTb UCMOb30BaHNE YCTPOWCTBA U OTC/IEXMUBATD Balle
NoTEePsiIHHOE YCTPOWCTBO C MOMOLLbIO SIoKanun3auum no IP-aapecy B ESET HOME, nomoras
BOCCTAHOBUTb YCTPOWCTBO W 3alUTUTb JINYHbIE [aHHbIE.

bnaropaps ncnonb3oBaHMo B Moaysie AHTMBOP TaKMX COBPEMEHHbIX TEXHONOM NI, KaK onpefeneHmne
reorpaM4eckoro MecTononoXXeHns no IP-agpecy, 3axeaT M30bparkeHnin ¢ NoMoLbio Beb-Kamepel,
3alMTa yYeTHOW 3anncu Nosib3oBaTens  MOHUTOPUHIT YCTPOMNCTBA, NONb30BaTENN U
NpaBoOOXpaHUTE/IbHbIE OPraHbl UIMET BO3MOXXHOCTb HAX04UTb NOTEPSAHHbLIE NN YKPAAEHHbIe
KOMMbIOTEPbI NN YCTPONCTBA. B ESET HOME Bbl MOXeTe YBMAETb, KaKne AeNCTBUS BbIMONHATCS Ha
BalLeM KOMMbIOTEPE MU YCTPONCTBE.

HononHuTtenbHble cBegeHNs o AHTUBOP B ESET HOME CM. B NHTEPaKTUBHOW CnpaBke ESET HOME.

AHTVBOpP MOXeT paboTaTb HEMPABU/IbLHO Ha KOMMbIOTEPAX B OMEHAX U3-3a2 OrpPaHNYEHNIA B
yrnpaBAeHUN y4EeTHbIMI 3anNnCaMn Nosb3oBaTeNen.

YT106bI BKIOYNTE AHTUBOP Y 3aLLUTUTbL CBOE YCTPOMNCTBO B CJly4ae NoTepu Uinm Kpaxu, soibepuTte
O4HY M3 CnegyloLmnx onuui:
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* B rnaBHom okHe nporpamMmel B pa3gene 063op wenkHute HACTPOUTD psinom ¢ 3neMeHTOM
AHTHUBOD.

* Ecniv B r1aBHOM OKHe nporpammsl > 0630p 3kpaHe oTobpaxkaeTcs cooblieHne «AHTMBOP
[OCTYNeH», WenkHUTe BkaoyuTb AHTUBOP.

* B r/1aBHOM OKHe rporpamMmsl WenkHuTe HacTpoika > CpeactBa 6e3onacHOCTU. Bkiounte
T o
nepeknoyaTeNb i AHTMBOP U CeflyiiTe UHCTPYKLUMAM Ha KpaHe.

Ecnu Balle yCTPOMCTBO He NOoAK/IKYEHO K ESET HOME, Heobxoaumo caenaTb caenyouee:
1. BonanTte B CBOW YYETHYIO 3annck ESET HOME npu BKJAKYeHUU AHTUBOD.
2.3a0aTb MM YCTPOWNCTBA.

MpunoxeHne AHTUBOP He nogaep>xueaeT Microsoft Windows Home Server.

Mocne BKJKYEHNS AHTMBOP Bbl CMOXKETE ONTUMU3NPOBaTh 6e30NacHOCTL Ballero yCTponcTBa B
r1aBHOM OKHe nporpammebl > MapamMeTpbl > CpeacrBa 6e3onacHOCTU> AHTUBOP.

PoouTenbCKUN KOHTPOb

Ecnu Bbl y)Ke BKIOYMAN DOAUTENLCKNA KOHTPOL B ESET Internet Security, HEO6X0AMMO Takxe
HaCTPOUTb 3Ty (hYHKLMIO A5 BCEX CBA3AHHbIX YYETHbIX 3amnuncei nosib3oBaTens.

Ecnn poanTenbCKmMim KOHTPOb BKJIKOYEH, HO YYETHbIE 3aMnCK NOJIb30BaTENA HE HAaCTPOEHbI, B ESET
Internet Security Ha 3KpaHe 0630p oTobparkaeTcsa yBegomaeHne «PyHKLNSA POANTENbCKOr0 KOHTPOS
He HacTpoeHa». LenkHnTe HacTpouTb NnpaBuaa 1 418 NoJyyYeHUs LOMNOJIHUTENbHbIX CBEAEHNIA
npoYynTanTe pasgen PoanTensCKuii KOHTPOJIb.

AKTUBaL 1A NPOrpamMmbl

CyLLLeCTBYeT HECKOJIbKO CMocoboB akTMBALIMKU NPOrpamMmbl. loCTYNHOCTb TOFO UM UHOFO BapuaHTa B
OKHE aKTUBaLUM MOXXET 3aBUCETb OT CTPaHbl 1 cnocoba Nony4yeHns NporpaMmel (Ha KOMMNAKT- UK
DVD-AUCKe, C BEOG-CTpaHnLbl ESET U T. 4.).

* Ecnm Bbl Nprobpenn po3HNYHY0 KOpoboYHY0 BEPCUIO MPOAYKTA MK NOYYUIN 3NEKTPOHHOE
MMCbMO C MHGOPMaUMen o NOANUCKE, aKTUBUPYNTE NPOAYKT, WenkHyB Ucnonb3oBaThb
npuobpeTeHHbIN K04 aKTUBALMKU. [1/15 YCMELHOro BbINOJIHEHNS aKTUBALMU KJItOY
aKTMBaLUN HeobX0AMMO BBECTW B TOM BUAE, B KOTOPOM OH NpeaocTasieH. Koy akTuBauum —
3TO YHUKaJIbHas CTPOKa B hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX NAn XXXX-XXXXXXXX, KoTopas
NCNob3yeTcs ANs MAEHTUDMKALMM BNajenbla 1 akTuBaLuMm NoaAnUCKN. KNy akTmBauum, Kak
NpaBuI0, PAaCNoJIOXKEH BHYTPY YNaKOBKM NPOAYKTa UN Ha €€ TblIbHON CTOPOHE.

* Mocne Bbibopa napameTpa Vcnosib30BaHMe y4eTHOW 3anucn ESET HOME Bam byneTt
npenioXXeHo aBTOPU30BaTbCA B YH4€THOW 3anncu ESET HOME.

* EC/M Bbl XOTWTE OLLEHWUTb NPOrpamMmy ESET Internet Security, TpeXae YeM rnokynaTb ee,
BbIbepuTe BapuaHT becrnsiaTHas npobHas Bepcus. YKaKMTe CBOM afapec 31eKTPOHHOM NOYTbI U
CTpaHy, 4Tobbl aKTNBMPOBATL ESET Internet Security Ha OrPaHWYEHHbIV NEPUOI BPEMEHMU.
BecnnaTHas npobHas Bepcust ByaeT oTnpaBfiieHa BaM Mo 31eKTPOHHON noyTe. Kaxabii
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NnoJib30BaTeEJIb MOXKET aKTUBUPOBATb TOJZIbKO OQHY 6eCI'IJ'IaTHy}0 I'IpO6HWO BepCHto.

* Ecnm y BaC HET NOAMMWCKM, HO Bbl XOTUTE KYNnUTh ee, WwenkHnTe NMpuodbpectn noanucky. B
pe3sysibTaTe 0TKpoeTca Beb-canT MeCcTHOro auctpubsioTopa ESET. MoANNCKM Ha Windows-
NPOAYKTbI ESET A/19 JOMALLUHEro NCrnonb30BaHUs He becniaTHsbl.

3MeHUTb NOANNCKY Ha NPOAYKT MOXHO B ntoboe Bpems. [ns 370ro wenkHuTe CnpaBka m
noaaep>xka > U3MeHUTb NOANMUCKY B [/1aBHOM OKHe nporpaMmsl. OToOpPasnTCs OTKPbITbIN
NOEHTUUKATOP, NPefHa3HAYeHHbIA NS MAEHTUDMKALUN NOANNCKN B CNy>X6e noaaepxku ESET.

aA He ynasocb akTMBMPOBAThL NporpaMmy?

(es[X) INTERNET SECURITY

BribepuTe BapMaHT aKTMEaLIMM

Mcnoab3zoBaTth yueTHyo 3annck ESET 'Q MpwobpecTtt AMUEH3NIO
oo

HOME AnA npuoGpeTeHuA NHLEHIMY oBpaTHTecE K
ceoeMy AncTpnbeKOTORY. ECAN BRI HE 3HAETE, KTO
Eall AMCTPUOLHTOP,06paTMTECE B HAlWy cayxBy
NOALEPHKN,

AeTopuzyiiTecs B ESET HOME 1 BeibepuTe
NULeH3Nk, uToBbl BKTMEMPOBaTE NpogykT ESET Ha
BalLleM ycTpoiicTee.

p Wcnoab3yite npuobpeTeHHbIA
AMLEH3UOHHBIA KAHOY

CNonb3yiTe NMLEHINKD, KYNIEHHYHD Yepes
VIHTEQHET MW E MarasiHe.

BBOopA KJIlOMA aKTUBALMU BO BpeMA aKTUBALLUM

ABTOMaTUYeCKME 0OHOBNEHMS ABNSIOTCS BaXKHbIM KOMMOHEHTOM Ballel 6e30nacHOCTK. ESET Internet
Security byaeT nony4yaTb 06HOBNEHMSA MOC/IE aKTUBALUN.

Mpu BBOAE KAOYA aKTUBALMMU BaXXKHO YKa3blBaTb €ro MMEHHO B TOM BUE, B KOTOPOM OH MOJIyY€eH.
Knto4 akTUBaLMM — 3TO YHMKasIbHas CTPOKa B (hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX, KoTopas
NCNoNb3yeTcs AN NAEHTU(MMKaLMM BNajenbla 1 akTMBaLMM NOAMUCKN.

Bo nsbexxaHne HeToO4YHOCTEN pekoMeHOoyeTCAa CKONMMpoBaTb KJIIOY aKTBaLUWUN N3 3N1EKTPOHHOIO
NMNCbMa C perncTpaunoHHbIMMN JaHHbIMKA N BCTaBUTb €ro B Hy>KHOeE rnoJse.

Ecnn He BBECTM K/tOY aKTUBALMM NOCSe YCTAHOBKU, NPOAYKT aKTUBMPOBaH He ByaeT. ESET Internet
Security MO>XXHO aKTVBMPOBATb B [J1aBHOM OKHE MporpamMmMbl > CnpaBka u noaaepXxKa >
AKTMBUpPOBATb NOANUCKY.
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Moanuckn Ha Windows-nNpoAyKTbl ESET 419 AoMallHero ncrnoib30oBaHus He becnnaTHbI.

Ncnonb3oBaHMe y4eTHOW 3anucu ESET HOME

MoaKN4YnTE CBOE YCTPOMCTBO K ESET HOME, 4TO6bI MONY4YNTb BO3MOXXHOCTb MPOCMaTpMBaTb BCE
AKTUBUPOBaHHbIE MOAMNUCKM 1 YCTPONCTBA ESET 1 ynpaBnsTb UMK, [TOANMUCKY MOXHO NPO4JINTb,
PacCLMPUTb UK NOBBLICUTL €€ YPOBEHb, @ TaKXe NPOCMOTPETb BaXHble CBeAEHMA 0 Hel. Ha nopTane
ynpasnaeHusa nam B MobuabHOM NPUN0XeHUN ESET HOME MOXKHO 806aB/ATb pa3iniHbie NOAMUCKMN,
3arpy>kaTb NPOAYKTbl Ha CBOW YCTPONCTBA, NPOBEPATb COCTOAHME He30nacHOCTY NPOAYKTa U
AenNTbCA NOANNUCKAMU MO 3NIEKTPOHHON noyTe. [LonoAHUTENIbHbIE CBEAEHNA MOXKHO HaTW Ha
OHJ1anH-cnpaBkKe ESET HOME.

(es[El) INTERNET SECURITY o
5 Ofce ESET HOME ?
™y CKEHHpDEEHHE
- KOoMMNBHOTEPS
; 3T0 YCTRPONCTED HE NOAKIHKUYEHO K YYETHON 2anuck ESET HOME.
™ OBHoBNEHWE 2 P
ESET HOME — 2To MecTo, r4e MOMHO NPOCMAaTPHBaTL BCE BalUK NOANWCKW K
F Cepeuc f L F3LLNLLEHHEIE YCTROMACTES, 8 TAICKE YNPAEAATE MMIL
-
oD L o
(o 1 Hacrtpoiika n@
(?) Cnpaska v nogaep:xka
Yuertan sanuck ESET /o MoakntoueHue kK ESET HOME
¢ HOME -y >

Ha4yHuTe yNpaenaTe NOANHMCKAMK M 3ALLMLLEHHBIMK }'CTpOIﬁCTBEMH

Mocne BbiGopa BapraHTa Mcnonb3oBaHue y4eTHOM 3anucu ESET HOME B KayecTBe crnocoba
aKTMBALIMN WAV NPU NOAKIYEHUN K Y4E€THOW 3anncu ESET HOME BO BpeMsi yCTaHOBKMU:

1. Bxof B y4eTHYI0 ESET HOME 3anuch.

Ecnm y Bac HeT y4eTHON 3anucu ESET HOME, wenkHuTe Co3aaTb Y4€THYIO 3anucChb, 4YTOObI
3aperncTpupoBaThCS, UM 03HAKOMbTECh C MHCTPYKLUMUAMU B OHNANH-CNPaBKe ESET HOME.
Ecnu Bbl 3a6blaK NApob, WENKHUTE  He NOMHIO NAPOJIb U C/ieAyNTe UHCTPYKLMSAM Ha
3KpaHe UM 03HAKOMbTECh C MHCTPYKLMUAMY B OHJANH-CNpaBke ESET HOME,

2.3afanTe UMA YCTPOMUCTBA, KOTOPOe ByaeT MCnosib30BaTbCs BO BCeX CNybax ESET HOME, a
3aTeM wenkHuTe NMpPoaoIXKUTh.

3. BoibepnTe noanucky ans akTueauum nnn gobasbre HoBY noanucky. LWenkHute
MpopomxuTb, 4T0Obl aKTUBMPOBATL ESET Internet Security.
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AKkTuBauua becnnaTtHon Bepcum

YT00bl aKTUBMPOBATL NPOBHYI0 BEPCUIO ESET Internet Security, BBEANTE AACTBUTENbHBIN aapec
3/1eKTPOHHON MOYThbI B M0/ Agpec 3/1IeKTPOHHOM nouThl 1 MoaTBepAUTE afpec 3/1IeKTPOHHOM
nouThl. Mocne akTuBauum byneT co3gaHa v oTnpaBsieHa BaM Mo 3/IEKTPOHHON NoYTe Noanuncka ESET,
HeobxoanMas ons 0BHOBNEHUS . DTOT aApEeC SEKTPOHHOM NMOYThl TakxKe ByAeT UCMN0b30BaTLCSA ANS
OTMPaBKMW yBELOMEHNI 06 OKOHYaHUW CPOKa AENCTBUSA NLIEH3UN Ha NPOAYKT U APYrMX COOBLLEHNI
OT ESET. AKTUBMPOBATb 6ecnnaTHy0 NpobHy0 BEPCUIO MOXKHO TOJIbKO OAVH pas.

BbibepnTe CBOIO CTPaHy B packpbiBatolweMcs MeHo CTpaHa, 4Tobbl 3aperncTpupoBaThb ESET Internet
Security Y MECTHOrO PAcnpoOCTPaHNTENS, KOTOPbLIA 1 ByneT NpeaoCcTaBsTbh TEXHUYECKYIO NOAAEPXKKY.

BecnsaTHbIN KJ1IOY aKTUBALLUM ESET

Moanucka Ha ESET Internet Security He 6ecnnaTHa.

Kntoy akTrBaumu ESET npefcTaBnseT cobon yHUKaIbHYIO NOC/ef0BaTelbHOCTb pa3fe/ieHHbIX
necucamu 6yks 1 ungp. OH NpefoCcTaBNAEeTCA KOMNaHWen ESET n obecneymBaeT neranbHoe
MCNoNb30BaHMe ESET Internet Security B COOTBETCTBUM C JINLLEH3NOHHbLIM COr1alleHemM C KOHEYHbIM
noJib3osatesieM. KaXabll KOHeYHbIV MoJib30BaTe b MMEEeT NpaBo UCM0Nb30BaTb KOY aKTMBaLUK
TOJIbKO B Npefesiax, B KOTOPbIX OH MMEeT NpaBo UCNOJIb30BaThb ESET Internet Security B COOTBETCTBUU C
KOMIMYECTBOM NINLEH3MI, NpefoCTaBeHHbIX KOMNaHWen ESET. KoY akTuBauum cumTaeTcs
KOH(MOEHLUNANbHBIM 1 He MOXeT bbITb NepefiaH TpeTbuM inuaM. OHaKO Bbl MOXKETE NPefoCTaBnTb
06LMA AOCTYN K NOANWCKE C MOMOLLbIO ESET HOME.

HekoTopble UCTOYHMKN B IHTEPHETE MOTYT NPenoCcTaBMTb BaM «becnnaTHbIe» KUY akTUBaLMM
ESET, HO C/lelyeT y4nTbiBaTb CneayioLlee.

* Mepexon No peknamMHom CCbinke «becnnaTHas NoAMMCKa ESET» MOXET NOABEPrHYTb
OMNACHOCTM Ball KOMMbIOTEP UAN YCTPONCTBO U NPUBECTU K 3apa>KeHnio BpeAOHOCHbIMU
nporpamMmamin. BpeLOHOCHbIE MPOrpaMMbl MOIYT CKPbIBaTbCS B HEO(MLMaIbHOM BED-
CoAepXMMOM (Hanpumep, B BUAEOPOMKaX), Ha Beb-canTax, KOTopble 3apabaTbiBalOT AEHbLIN,
noKasblBas peknamy nocetmtensm, n T. 4. OBbI4HO 3TO NIOBYLUKA.

* ESET MMeeT NpaBO OTKJIKOYaTb NUPATCKME NOONNCKN N OENAET 3TO.

* Aicnonb3oBaHue MAPaTCKOro KJj4a aKTUBaLM HapyLlaeT ycaoBuda nmMUeH3MOoHHOro
cornauieHma ¢ KoHeYyHbIM MoJib30BaTeJIEM, KOTOPOE Bbl AO0JIKHbI MPUHATD, 4TObbI YCTaHOBUTb
ESET Internet Security.

* MokynanTe NoANUCKY ESET TONbKO Yepe3 oduLmnanbHble KaHabl, HaNpUMep Ha cante
www.eset.com, Yy ANCTPUOBLIOTOPOB NN NOCPEAHNKOB ESET (He MOKynanTe NOANUCKY Ha
HeouMUMaNbHbIX CTOPOHHUX BeB-CaTax, TakMX Kak eBay, U NOANUCKN C 06LWUM JOCTYMNOM Y
TPeTbuX NnL,).

* 3arpy3ka NpoAayKTa ESET Internet Security ABiseTcs 6ecnnaTHON, HO ANS akTMBaLWW BO BpeEMS
YCTaAHOBKW TpebyeTcs AeNCTBUTENbHBIA K04 akTUBaL MM ESET (Bbl MOXXETE 3arpy3uTb U
YCTAHOBMWTb MPOAYKT, HO 6e3 akTuBauun oH He bygeT paboTaTh).

* He penntecb cBOEN NOANNCKON B MHTepHeTe UK COLManbHbIX CETAX (OHa MOXET CTaTb
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LUMPOKO OOCTYMHON).

Y1060l pacrno3HaTb MUPATCKY NOAMUCKY ESET 1 CoOobLLNTL O HER, BOCI'IO)'Ib3yI7ITer NHCTPYKUNAMMN,
KOTOpbIE NMPUBEAEHBLI B CTATbE Haluen 6a3bl 3HAHWN.

Ecnn Bbl He yBepeHbl B He06X0AMMOCTM NOKyNaTb NPOAYKT 6€30MacHOCTY ESET, ANS NPUHATHS
peLleHnsa MOXKHO BOCMOJIb30BaTbCA NPobHON BEpCUue:

1. AKTUBaLMSA ESET Internet Security C noMoLLbo becnaaTHoOW npobHoW Bepcumn

2. YyacTue B nporpamme beta-TecTmpoBaHus ESET

3. YcTaHoBuTE ESET Mobile Security, €C/iX Bbl UICNOJIb3yeTe MobunbHoe YCTpOVICTBO Android, 3TO
peweHne ABNAETCA yCJ'IOBHO-6eCI'I}'IaTHbIM.

Y1060l NoONY4YNTb CKNAKY UK NPOASIUTL INLEH3UIO, NPOAJINTE NPOAYKT ESET.

AKTUBaLUA He BbINOJIHEHA:
pacnpocTpaHeHHble CLueHapuu

Ecnn akTrBauna ESET Internet Security 3aBepLuniach Heyuaqelh, Hanbonee pacnpoCTpaHEHHbIMA
CUEHapPUAMN ABNAKOTCA:

o KoY aKTMBaLMK y>Ke UCMNOJIb3yeTCs.

* BBeieH HeJoNyCTUMBIN K04 aKTUBaLLUN.

* B (hopMe aKTMBaLWUKN OTCYTCTBYET WM yKa3aHa HegonycTnumasa nHhopmMauus.
* Owmnbka obMeHa faHHbIMK C CEPBEPOM aKTMBALIUN.

* Mogk/o4YeHne K cepBepaM akTMBaLUKM ESET OTCYTCTBYET UM OTKJIOYEHO.

YbeaunTech, 4TO BBEAEH NMPaBUIbHbIN K04 aKTUBALMKN U €CTb NOAKJII0YEHNE K IHTEpHETY.
MonpobyiTe akTUBMPOBATbL ESET Internet Security eLle pa3. Ecam ons akTuBaLum Bbl UCMOJIb3yeTe
YYETHYI0 3anucb ESET HOME, CM. CTaTbto [loanncka ESET HOME 11 yrpaBJieHNe NoANNCKON —
NHTEPHET-CNPaBKa.

Ecnn Bbl nonyynnm coobuwieHmne 06 owmbke (Hanpumep, «MoAnncka NPUOCTAHOBAEHa» WU
«[peBblLLEH NOPOr NCMOJIb30BaHNA NOAMUCKN»), CNeAyNTe MHCTPYKUMUAM B pa3gene CocTosHue

NOoANMUNCKMW.

Ecnm BaM Bce paBHO He yaeTCs BbIMOJHUTL aKTUBALIMIO ESET Internet Security, BOCMOJ/Ib3yNTeCh
CpeaCcTBOM ESET M0 YCTPAHEHWIO HEMONAA0K aKT/BALIMM, KOTOPOE COAEPXMUT OTBEThI Ha 4acTo
3a/laBaeMble BOMpPOChI, CBeAeHNs 06 owmnbkax 1 cnocobbl peLleHns npobnem c akTueaLmen u
NNLLEH3UPOBAHNEM (IOCTYMHO HA aHIIMACKOM N HECKONBbKUX APYrUX A3bIKaXx).
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CocTosiHMe NoaAnNUCKHU

Y noanucky MoryT 6bITb pa3Hble cOCTOSHUSA. COCTOSIHME NOANUCKN MOXHO YBUAETb B ESET HOME.,
Y7066l 4O06ABUTH MOAMMUCKY B YYETHYIO 3anncb ESET HOME, 03HaKOMbTeCh C pa3gesioMm [lobasrieHne

noanncKy.

1 Ecnuy Bac HeT y4eTHOI# 3anucm ESET HOME, MOXHO CO3[1aTh HOBYIO YYETHYIO 3amucCh ESET HOME.

Mpwn noboM COCTOAHUN NOAMNNCKM, KPOME aKTUBHOrO0, 0Tobpa3nTcs cooblieHme 06 owmnbke Bo Bpems
aKTMBaLMWN WM YBELOMJIEHNE B [J1IaBHOM OKHE NporpaMmbl.

YT10bbl OTKNIOYNTL YBELOMNEHNS O COCTOAHUM MOAMUCKN, OTKPOWTE pasgen PaclumpeHHsle
napameTpsl > YBepoMneHus > CoctoaHua npunoxenums. LLienkHnte U3MeHUTb pagom
3/1eMeHTOM COCTOSIHUA NPUJIOXKEHUSA, Pa3BEPHUTE 3/1eMeHT JIuueH3upoBaHUue 1 CHUMUTE (hJ1aXKoK
PSALOM C yBEOMJIEHMEM, KOTOPOE HYXXHO OTKUYNTL. OTKJIl0YEHNE YBELIOMJIEHUSA HEe peLlunT
npobnemy.

B Tabnnue Huxe npueBeLeHbl ONUCaHNS U peKoOMeHLyeMble pelleHns 418 pasHbiX COCTOAHMN
noannCKN.

CocTosiHue PelwieHue
NnoANUCKMU

AKTVBHbIN MoAnnCKa OenCTBUTENbHA, N HUKAKNX
LEenCcTBUI Nonb3oBaTens He TpebyeTcs.
lporpammy ESET Internet Security MOXHO
akTueuposaTb. CBefeHMsa 0 nognucke
MO>XHO HaTW B [J1IaBHOM OKHe
nporpaMmsl > CnpaBKa U nogaepixka.

MpeBbilleH Mopor  3Ta NOAMNMCKa UCMOosb3yeTcs Ha Ons nonyvyeHust AONOAHNTENbHbIX
CNOb30BaHNSA BoSibLIEeM KONIMYECTBE YCTPONCTB, YeM CBEAEHU CM. pa3fen AKTMBaLINS He
OHa npegycmaTtpusaeT. OTobpa3nTcs BbIMOJIHEHA U3-33 NPEBbILIEHNS

coobuieHme 06 ownbke Npy aKTUBALMKN.  MOPOra UCNOJ1b30BaHMA NOANUCKN.
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CocTosiHue PelwleHue
noanucku

MpuocTaHoBNeHa  MoAnuCKa NPUOCTAHOB/IEHA M3-3a YCTaHOBMEHHbIN NPOAYKT: €C/in y
npo6aem c onnaTton. YTobsl BaC eCTb y4eTHas 3anuck ESET HOME,
CMoMb30BaThb MOAMMUCKY, YOeanTech, YTO B yBeJOM/IEHUN, OTODPAXKaeMOM B
B ESET HOME YKa3aHbl Bally aKTyaslbHble [1aBHOM OKHe MporpaMMmsl,
M1aTEXHble aHHbIE, AW 00PaTUTECh K LWENKHUTe YNpaBaATb NOANUCKOW

NocpeaHuKy, y KoToporo bbina B ESET HOME U MpOBEpPLTE CBOV
npuobpeTeHa noAnncka. 3Ta ownbka MJaTexHble JaHHble. B NpoTUBHOM
MOXXeT 0Tobpa3nTbLCS BO BpeMms c/lyyae obpaTnTeCh K NOCPeaHuKky, y
aKTVBALIMN WK B [1IaBHOM OKHE KoToporo 6bina npuobpeTteHa
MpPOrpamMmbl. noAnncka.

Owwnbka Npu akTUBaALMUN: €C/In Y Bac
eCTb y4yeTHas 3anucb ESET HOME, B
OKHe coobueHns 06 owmbke npu
aKTMBaUUN WeNKHNTE OTKPbITb
ESET HOME 1 NpoCMOTpUTE CBOU
nJaTeXHble AaHHble. B NpoTMBHOM
cnyyae obpaTuTech K NoCpefHuky, y
KoToporo bbina npnobpeTeHa

noanuncka.
Cpok pencTeus CpoK OeiCTBUS NOAMUCKN UCTEK, U Bbl HE YCTAHOB/IEHHbIN NPOAYKT: B
NCTeK MOXKeTe aKTUBUPOBATb ESET Internet yBeZloM/IeHUN, 0ToBparkaemMoMm B

Security C MOMOLLbIO 3TO NOAMNWUCKA. 3Ta  /IaBHOM OKHE NPOorpamMmbl,
olnBKa MOXeT 0ToBPa3nTLCA BO BpeMs  WenkHUTe MpoaauTb NOANUCKY U

aKTUBALIMW UMW B [JIaBHOM OKHE cnenynTe MHCTPYKLMAM B pasgene
nporpammbl. ECAM mporpaMma ESET Kak NpoAnnTh NOANUCKY? Win
Internet Security y>Xe YCTaHOBJ/IEH], LeNnKHMTe AKTUBUPOBaTb
KOMMbIOTEP He 3aLUWLLEH U He NPOAYKT 1 BbibepuTe crocob
obHoBNSETCS. aKTUBALIW.

Owwnbka npu akTMBaLMN: B OKHe
«Owwnbka Npn akTMBaLUN»
wenkHuTe NMpopnurte ceolo
NOAMNUCKY N CriefynTe
NHCTPYKUUSAM B pasgene Kak
NPOAJVTb NOANUCKY? UNK BBEAUTE
HOBbIV MO0 NPOASIEHHbIN KHOY
aKTuBaLun n wenkHuTe NMpoanutb

NOANMUCKY.
OTMeHeHa Bawa nognucka 6bina 0TMEHeHa Ecnn oTobpaxxaeTcs coobuieHne 0b
KOMMNaHmen ESET AN NOCPenHNKOM, Y owmnbke «Moanncka OTMEHEHa» B

KOTOporo 6binia NnpnobpeTeHa NOANUCKA. [J1aBHOM OKHE MporpaMMbl U BO
BPEMS aKTVBaLUW, HO Balla
noAnucka aoskHa paboTtaTb
npaBuibHO, obpaTmTech K
NOCPeAHVKY, y KOTOporo bbina
npunobpeTeHa Nnoanncka.
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AKTUBaLUUA He BbiNOJIHEHA U3-3a npeBbilLLUEeHUsA
nopora UcnoJib3oBaHuA NOANMUCKH

Mpobnema

* B0O3MOX>XHO, NpeBbILLEH NOPOr UCNOJb30BaHUA BaLlen NOAMNNCKKA, UK OHa ncnosib3yeTcqa He no
Ha3Ha4eHWUto

* AKTMBaULWA He BbINOJIHEHA U3-3a npesbileHnAa Nopora NCrnoJsib30BaHNA NOANNCKIA

PeweHue

3Ta noAnncKa Ucnonb3yeTcs Ha 6osblueM KOAnYecTBe YCTPOMNCTB, YEM OHa NpedyCcMaTpuBaeT.
B03MOXXHO, Bbl CTanu KepPTBON NMPaTCTBa WM NOAAENKM NPOrpaMMHOro obecneyeHns. dTa
NOAMNMNCKa He MOXeT BbITb UCMOb30BaHa A1 aKTUBALMM Kakoro-nmbo Apyroro npofykTa ESET. Bbl
MOXEeTe pewnTb 3Ty NpobaemMy HeNOCPeACTBEHHO, €C/IN Y BaC eCThb NPaBO Ha yrpaBieHne
MOAMUCKON B y4E€THOW 3anncm ESET HOME nnu ecnu Bel Nnprobpenn noanncky B 3aKOHHOM UCTOYHUKE.
Ecnn y Bac ellle HeT y4eTHOM 3anucu, co3fanTe ee.

Ecnv Bbl aBNgeTeCh BfagesbLeM NoANUCKU U He MoJIy4nsin 3anpoc Ha BBOS afpeca 3J'IeKTpOHHOI7I
NoYThl:

1. YT0ob6bl yNpaBnasaTb NOANUCKON ESET, 0TKponTe Beb-bpay3ep n nepenante Ha Beb-cant
https://home.eset.com. OTKPONTE ESET License Manager 1 yaanute nnbo neaktuenpymnte paboyune
MecTa. bonee nogpobHbie cBeAeHUS CM. B pa3gene YTo fenath B C/1y4ae MPeBbILEeHNS Nopora
NCMOJIb30BaHNS NOAMUCKN.

2. 4T106bI pacno3HaTb NMPATCKYO NOANMUCKY ESET 1 COOBWMNTL O HEN, BOCMO/b3yNTECH
WHCTPYKLMSAMM B HaLLEN CTaThbe.

3. EC/iv Bbl HE YBEPEHbI B TOM, YTO NMPOUCXOANT, HAXXMUTE KHOMNKY «Hasap» 1 CBAXNTECH CO
CAy)XO0M TeXHMYECKON Noaaep XKy ESET M0 3N1€KTPOHHOW MoYTe.

Ecnu Bbl He Bnageney noanucky, coobwmTe Bnaaesnbly 3TON NOAMUCKN O TOM, YTO Bbl HE MOXETE
aKTMBMPOBATb NPOAYKT ESET 13-3a NPEBbILLIEHNS NOPOra NCrnosib30BaHNA NOANUCKW. Bnagenew MoxeT
pewnTb 3Ty npobaemy Ha nopTane ESET HOME.

Ecnn Bbl Nonly4ynTe 3anpoc Ha NOATBEPXKAEHME afpeca 3IeKTPOHHON NoYThl (OH 0TobpaxaeTcs
TOJ/IbKO B HEKOTOPbIX C/y4asix), BBEANTE aApec 3/IEKTPOHHON MOYTbl, KOTOPbIA Bbl M3HAYaSIbHO
MCNoSb30BanV ANs NMOKYMKU WKW akTMBALWMKM ESET Internet Security.

PaboTa ¢ ESET Internet Security

[ NaBHOE OKHO MporpamMmbl ESET Internet Security pa3fiesieHo Ha ABe YacTu. OCHOBHOE OKHO CrpaBa
COLEePXMNT MH(OPMaALMIO, OTHOCALLYIOCS K NapaMeTpy, BbibpaHHOMY B I1aBHOM MEHI0 C/ieBa.
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NnnoCcTpupoBaHHble NHCTPYKLMUK
1 WnniocTpupoBaHHble MHCTPYKLNW Ha aHMIMIACKOM 1 eLlie HECKObKUX A3bIKaxX MOXKHO HalTy B
paspene OTKPbLITVE F1aBHOrO OKHa NPOrpaMMbl B MPOAYKTax ESET s Windows.

LiBeToBYylO CxeMy rpadm4eckoro nHTepgenca ESET Internet Security MOXXHO BblOpaTb B MpaBoOM
BEPXHEM YrJly rMaBHOro OKHa nporpammel. LLleskHMTe 3Ha4yoK LiBeToBasA cxeMa (3Ha4yokK
N3MEHSAETCS B 3aBMCMMOCTM OT BbIOPAHHON B faHHbIN MOMEHT LIBETOBOW CXEMbI) PAAOM CO 3HAYKOM
CBepHyYTb 1 BbibepunTe LIBETOBYIO CXEMY B PACKPbIBAOLLEMCS MEHIO:

* CooTBETCTBOBATb LBETY CUCTEMbI: LiBETOBaA CxeMa ESET Internet Security 3aiaeTca COrnacHoO
HaCTpOMKaM ornepaumoHHON CUCTEMBbI.

* TeMHasn: BbI6Op TEMHOWN LLBETOBON CXEMbI 4119 ESET Internet Security (TEMHBIN PeXUM).

» CBeTnan: Boibop CTaHAapTHOW (CBETJION) LIBETOBOW CXeMbl A8 ESET Internet Security.
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Progress. Protected

Onunn rnaBHoOro MeHio:
0630QZ 3TOT NYHKT NpefocTaBaseT MHPOPMaL MO O COCTOAHMM 3aLnTbl ESET Internet Security.

CkaHMpoBaHMe KOMNbOTEPA: HaCTpOI7IKa 1N 3aMyCK CKaHUpOBaHNA KOMMNbIOTEPa UK CO3OaHNE
Bbl60p0‘-IHOFO CKaHMpOBaHUA.

ObHoBseHne: oTobpa)keHne nHhopMauumn 06 obHoBNEHN MOAY NS U MOaYNsA 0BHapyXeHuns.

Cepsuc: obecneynBaeT AOCTYN K IHCNEKTOPY CETU K APYFrMM YHKLMSAM, KOTOPbIE MOMOratoT
YyNpOCTUTb aAMUHNCTPUPOBAHME NPOrPaMMbl 1 COAEPXKAT AOMNONHUTENbHbLIE BO3MOXXHOCTW A5
OMbITHbIX NOJb30BaTENEN.
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HacTpolka: cogep>XXuT onuum KoOHGUrypaumum ana QyHKUUA 3awmnTel ESET Internet Security («3alimTa
KOMMbloTepa», «3awmTta NHTepHeTa», «3awwmnTa ceTu» n «Cpeactea 6es3onacHoOCTU») n
obecneymBaeT AOCTYN K PACLUIMPEHHbLIM MapaMeTpam.

CnpaBka v Noaiep)xka: MH(opMaLmMs 0 Ballen NoANUCKK, YCTAaHOBIEHHOM NPOAYKTE ESET, @ TakxXe
CCbIIKM Ha NHTepHeT-crnpaBKy, 6a3y 3HaHWI ESET 1 cyXOy TEXHUYECKON NoALEePKKM.

YyeTHas 3anucb ESET HOME: MOAK/0YEHVEe YCTPONCTBA K ESET HOME WA NPOCMOTP COCTOSAHMWS
NOAK/IOYEHNS K YYETHOM 3anncu ESET HOME. icnonb3yinTe ESET HOME A5t NPOCMOTPa HacTpoek
AHTVBOP, aKTUBNPOBAHHON MOANWUCKYM ESET 1 YCTPOWCTB, @ TakXXe yNpaBieHNs NMN.

00630p

B okHe 0630p oTobparkaeTca NHGOPMALINS O TEKYLLEM COCTOSHUN 3aLUUTbI KOMMbOTEPa U BbICTPbIE
CCbIIKM Ha (PyHKLMM Be30nacHOCTKM B ESET Internet Security.

B okHe 0630p oTobparkatoTcsa yBenomaeHmns ¢ nogpobHon nHdopmaumen n peKkoMeHayeMbIMu
peLleHnaMy ans nosbleHnsa 6e30nacHOCTU ESET Internet Security, BKJIOYEHUS LOMOJHUTENbHbIX
hyHKLMI 1 obecneyveHns MakCMMasbHOW 3almnTbl. [Ipy HaAMYUKM LONOAHUTESNbHBLIX YBEAOMJIEHNN
WwenkHuTe Ewe X yBepomneHun, 4Tobbl pasBepHyTb BCe.

NucnekTop cetu — MpoBepbTe 6€30MaCcHOCTb CBOEN CETMW.

3awmnTa OaHKOBCKMX onepauuin n bpaysepa — 3anyckaeT B 3allMLLIEHHOM pexunme bpaysep,
NCMOJIb3yEeMbIV MO YMOSYaHNIO B Windows.

AHTUBOP — 3anyCKaeT HacTpPoky AHTMBOP. EC/IM Bbl y)Ke HacTpousim AHTUBOP, C NOMOLLbIO BbiCTpoW
CCbIJIKW OTKPbIBAETCA CTPaHMUa AHTMBOP.
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v 3eneHbln 3Ha4YOK 1 3eNeHbIn cTaTyc Bl nop 3aLLMTOM CBMAeTeNnbCTBYIOT O MaKCMa/lbHOM
YPOBHE 3allNThbI.

YcTpaHeHue HenonanokK NporpaMmbl

Ecnn moaynb akTUBHOM 3alinThl paboTaeT NpaBuibHO, 3HA4YOK COCTOAHMA 3alLMTbl ByLET 3eNeHbIM.
KpacCHbIN BOCK/IML@TENbHbIV 3HAK UKW OPaHXEBbIA 3HAYOK YBEAOMJIEHUS 03HAYAET, YTO
MaKCUMaJibHas CTeNeHb 3alinTbl He obecneynBaeTcs. [JONONHUTENbHbIE CBEAEHUSA O COCTOSHUN
3alMTbl KaXXA0r0 MOAY/IA, @ TakXXe npeasaraeMble pelleHns 4N BOCCTAaHOBEHMS MOJIHOWN 3aLUNThI
oTobpaXkaloTCa B BUAE YBEAOMJIEHNS B OKHe 0030p. 114 N3MEHEHNS COCTOSHMA OTAENbHOr0 MOAY NS
wenkHuTe Hactpouka 1 Bbibepute HeobXxoanMMbI MOLYIb.
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WMHecnekTop cetn onaartbl AHTUBOP

Progress. Protected.

KpacHbI 3HAaYOK 1 KpacHbIA 3HAYOK OnoBeLLeHUs No 6e30nacHOCTH YKa3biBAOT Ha
KpUTn4yeckune npobnemsi.
Onsi 0To6paXKeHNS TAKOro COCTOSHUS MOXKET OblTb HECKOJIBKO MPUYMH.

* MpoAyKT He aKTUBMPOBAH, W CPOK AeNUCTBUA NOJNUCKU UCTEK — 00 3TOM
CUrHANM3NPYET KPaCHbI 3HAYOK COCTOAHMUS 3alUThI. Mocsie MCTeYeHMs CPOKa AeNCTBuUS
NoANUCKM NporpamMma 60oblie He CMOXET 06HOBNATLCA. 18 NpoaNeHNs NOAMUCKM
cnefynTe UHCTPYKLUMUAM B OKHE MpeaynpexaeHus.

* Moaynb obOHapy)XeHUA ycTapen: 3Ta owmnbKa NosaBASETCS NOC/e HECKONbKINX

HeyAa4HbIX NOMbITOK 06HOBMTbL MOAYb 0BHapyXxeHns. PekoMeHayeTCs NpOBEPUTL
napameTpbl 06HoBNEeHMI. Hanbonee YacTas NpMynHa 3TON OWNOKN — HENPaBUIIbHO
BBEAEHHbIE AaHHbIe ANS ayTEHTUDMKALMN NN HEBEPHO HAaCTPOEHHbIE NapaMeTpsbl

noaKIK4YeHN .

* 3awmTa palnoBOM CUCTEMBI B peasibHOM BPEMEHMU OTKJII0YEHA: 3aLi/Ta B peasbHOM
BpEMEHMN OTKJI0YEeHa NoJib3oBaTeNeM. KoMnbioTep He 3alluLleH OT yrpo3. HaxmuTe
BknounTtb 3aiuty (pansioBOn CUCTEMbI B peasibHOM BPeMeHHU, 4TOObl NOBTOPHO
BKJIOUYUTL 3TY DYHKLMIO.

* Mopynu 3alMUTbl OT BUPYCOB U LLUMMOHCKUX NPOrpaMM OTKJIIOYEHbl: MOXXHO CHOBA
BKJIOYMTb 3aLLMTY OT BMPYCOB U LUMNOHCKMX MPOrpamMm, WenkHyB BKAOYUTL 3aluTy OT
BUPYCOB MU LUMUOHCKUX NPOrpamMMm.

* dauepBon ESET oTKAIOYEH: 06 370N npobneme CUrHann3npyeT yBeAOMJIEHME O 3aLluTe
Ha paboyem cTone paaoM € 3ieMeHTOM CeTb. YTOObI MOBTOPHO BKOYMTD 3aLLUUTY CETH,
LenKHNUTe 3nemMeHT BknouunTtb chanepson.
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OpaH)XeBblIn LBET 3Ha4YKa YKa3blBAaET Ha TO, YTO AENCTBYET OrpaHMYeHHas 3awmnTa. Hanpumep,
cywectsytoT npobnembl ¢ 06HOBNEHMEM MPOrpaMMbl NN 3aKaHYMBAETCA CPOK AENCTBUS
NOAMNUCKN.

Ina oTobparkeHns Takoro COCTOAHUSA MOXET BblTb HECKOJIbKO MPUYUH.

* MpepynpexpaeHue 06 onTuMusauumn Mopynsa «AHTUBOP»: 3TO YCTPONCTBO He
ONTUMM3UPOBAHO AN MoAyNs AHTMBOP. Hanpumep, Ha BalleM KOMMbloTepe MOXeT BbiTb He
co3faHa PaHTOMHadA y4yeTHas 3anncb (hyHKLUMA CUCTEMBI 3aLlLUThl, aBTOMaTUYEeCKN
BKJIlOYaeMas, Korga yCTponCcTBO NoMevyaeTCs Kak OTCYTCTBYoLLee). PaHTOMHYIO Y4ETHYIO
3aMnCb MOXXHO CO34aTb C NOMOLbIO PYHKUUKN OnTrMm3auns B Beb-nHTepdence AHTUBOP.

* UrpoBoM pe>xuMm aKTUBEH: BKJIlOYEHMEe UTPOBOIr0 pexuma npeactasnset
noTeHUManbHbI pUCK ans 6esonacHocTu. Mpu BKAOYEHUN 3TOM PYHKLMM BNOKUPYIOTCS BCe
OKHa yBeLJOMIEHWI NN NpefynpeXAeHNA 1 0CTaHaBANBAKOTCA BCE 3anjaHUPOBaHHbIE
3afaun.

¢ CpoK oelCTBUA NOANUCKU CKOPO ucTe4yeT/CpoK AedCTBUA NOANUCKU UCTEeKaeT
CeropHA: NPU3HakoM Haanyusi 3To NpobnemMbl SBASETCS NOSABAEHNE BOCKINLATENBHOIO
3HaKa B 3HA4YKEe COCTOSHUS 3aLLUUTbl PAAOM C CUCTEMHBLIMM YacaMu. Mocsie OKOHYaHUS CPOKa
AeACTBMS NOAMNUCKU NporpaMMa 60ble HE CMOXXET BbINOJIHATL 0OHOBNIEHNS, @ 3HAY0K
COCTOSIHMSA 3aLLNTbI CTAHET KPACHbIM.,

Ecnn npeanoXeHHble peleHns He No3BONSIOT YyCTPaHUTb npobnemy, Bbibepute 3nemeHT CnpaBka U
noaaep>xKa 1 npocMoTpuTe aisbl CNPaBKM UK NMOULLMTE HY)KHYIO MHAOPMaLnto B 6ase 3HaHui
ESET. ECnm BaM no-npexxHeMy Hy>XHa MOMOLLb, OTMPaBbTe CBOW 3anpocC B CNy>KOy TEXHNYECKON
noafep>XKku ESET. Ee cneumanncTbl onepaTUBHO OTBETST Ha BalLM BOMPOCH! 1 MOMOTYT HAalTK
peLleHue.

CKaHMpoBaHue KOMNblOTEpa

Mopayfib CKaHUPOBaHMNS KOMMblOTEPa No TPeboBaHMIO ABNSAETCA Ba)KHOW YaCTbio pPeLUEHNS,
obecneymnBatoLLero 3awnTy oT BMpPYcoB. OH NCNOSIb3YeTCS AN CKaHMPOBaHUA halnioB 1 Nanok Ha
KoMmnbtoTepe. C TOYKM 3peHuns obecnevyeHms 6e30nacHOCTM NPUHLUNNANLHO BaXXHO BbIMNOJIHATD
CKaHMPOBaHME KOMMNbIOTEPA PErYJIAPHO, @ HE TOJIbKO NPU BO3HUKHOBEHMWM MOLO3PEHUIN O 3aparkeHUMN.
PekoMeHayeTCs perysiipHO BbIMNOJIHATb NOJIHOE CKAHUPOBaHME KOMMNbOTepa AN 0bHapyXeHus
BMPYCOB, KOTOPble He Obl/Iv HanAeHbl 3aLnToN (hanJIoBOW CUCTEMbI B PEXNME PeasibHOro BpeMeHu
npw 3annucn Ha ANCK. 3TO MOXKET NPOU3ONTK, €CN B TOT MOMEHT 3allnTa ansioBo CUCTEMbI B
peXxunume peanbHOro BpeMeHu bbina OTKAYEHa, MOAYNb 0OHapPY )XeHNs Oblfl YCTapeBLUNM UK XKe
thann He Bbln pacno3HaH Kak BUPYC NPU COXPaHEHUN Ha AUCK.
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Tz CkaHnpoBaHWe KoMnbroTepa ?
CI(ﬂHHFCEﬂHHE
Q KOMMAbIOTEpa o Pacu.lnpeuﬂoe CKaHWpOBaHWe v
BoifopoYHOE CKAHWDOBAHWE M CKAHWDOBaHME
OBnoenermne ChEMHBIX HOCHUTENENR

Cepenc

MepeTawmTe cloaa q3a51.-"|:| ANA CKaHWpPOBaHWA
Hactpoiika

Cnpaeka n nogaepxka Q CkaHMpOBaHUe KoMMbloTepa 6/30/2023 4:44:00 AM
L‘:;;:;ﬂ e (B Mpouzowno oBHapyxkeHuii: 0
C\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Functions'in. Tests.ps1 n u
LA R N N RN )
~ bonblue ceeneHWi 0l OTKpbITE OKHO CKaHWPOBaHWA

3TO MOXET 3aHATE HEKOTOpDOE BPEMA. Mo 33BEpLUEHWA CKaHWPOBaHNA Bbl NOMYHWTE YEELOMAEHHWE. X

JeiicTeEme nocae ckad.  Huuero He npeanpuHUMaTe e

JloCTYynHO [1Ba TUMa CKAHMPOBaHUA KOMNbloTepa. CKaHUpOBaHMe KoMnbloTepa ObICTpo
CKaHupyeT cucTemy 6e3 ykasaHus napamMeTpoB CKaHMpoBaHus. BbiIbopoyHoe ckaHMpoBaHue (B
pa3gene «PacluypeHHoe CKaHMPOBaHMe») No3BoSeT BbiOpaTh O4WH U3 NPeaBaPUTESIbHO
onpeaeneHHbIX Npotuien CKaHUPOBaHWS, NPeHa3HAYEHHbIX OS5 ONpeAeNeHHbIX MECTOMO0XEHWIA
1 BbibOpa onpeaeneHHbIX Lenei CKaHUPOBaHMS.

CM. rnaBy X0/ CKaHUPOBaHMA OAs NOJYyYEHUs AONOJHUTENbHBIX CBEAEHMI 0 NpoLecce
CKaHUPOBAHWA.

Mo ymon4aHuio ESET Internet Security NbITa€TCH aBTOMAaTUYECKN O4MLLATL AN yOANATb BCE
OnacHble 3N1eMeHTbI, 0OHapy>XeHHbIE MPY CKaHMPOBaAHMM KOMMbIOTEPa. B HEKOTOpPLIX Cy4yasX,
KOrfa He yaaeTcs BbINOJIHATb HU OHO U3 OENCTBUIA, NOb30BaTe b NOJly4YaeT MHTEPAKTUBHOE
yBEeOMJIEHNE, B KOTOPOM HY>XXHO BblbpaThb AeNCTBUE (Hanpumep, yaanuTb Wam
NPOUrHOPMPOBaTh). I3MEHNTbL YPOBEHb OYUCTKU U NoAyYnTb Bonee noapobHble cBeaeHMA
MOXXHO B pa3gene O4yncTka. MHpopMaumio o npeablayLwmx ceaHcax CKaHUpOBaHNS CM. B
dannax XXypHana.

Q, NMpockaHupoBaTb KOMMNbIOTEP

®yHKUMs MpockaHMpoBaTb KOMNbIOTEP M03BOSET HLICTPO 3aNyCTUTb CKAHUPOBAHME KOMMbIOTEPA
M OMUCTUTb 3apa)keHHble (haiisibl 6e3 BMelwaTeNbCTBa Noab3oBaTeNs. MperMyLLecTBo GyHKLMM
MpockaHMpoBaTb KOMNBLIOTEP 3aK/OHAETCA B TOM, 4TO OHO YA0OHO B BbIMOSHEHUM 1 He TpebyeT
TLLaTeNbHOM HAaCTPOMKN CKaHMPOBaHWMA. Mpn TakoM CKaHMPOBaHWM NPOBEPSIOTCSA BCe (alfibl Ha
NOKAJbHbIX XXECTKNX AMNCKAX, @ TAaKXXe aBTOMATMYECKM OYMLLAIDTCA UK YLANATCS 00Hapy>XeHHble
3apaxkeHus. Mpu 3TOM aBTOMaTUYECKN UCMO/Ib3YETCS YPOBEHb OYNCTKM MO YMOYAHMIO.
JONONHUTENbHYI0 MHGOPMALIMIO O TUMAX OYUCTKM CM. B pa3gene O4ncTka.
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Kpome Toro, MoXHO MUCM0/Ib30BaTh (PYHKLIVIO CKAHUPOBAHUSA C UCNOJIb30BAaHUEM
nepeTackuBaHus, YTOObl BPYYHYIO CKaHUPOBaTb (Daljibl AW NanKW: A5 3TOr0 HaBeaMTe YKa3aTeslb
MbILLIV Ha HY>XXHbI Dalia WK Nanky, WeaKHUTE 1, YOEpXXnBas HaXkaTol KNaBULLY MbILLK,
NepemMecTuTe BblAeNIEHHbIV 3/IEMEHT B OTMEYEHHYI0 06/71aCTb, MOC/E YEro OTNyCTUTE KHOMKY MbILLW.
Mocne 3Toro nNpuioxeHue byaeTt nepeBeaeHo B (hOHOBLIN PEXIM.

B pa3aesie pacluMpeHHbIX NapaMeTPOB CKAHMPOBAHUA JOCTYrMHbI CleaytoLULMe BapuaHTbI
CKaHMPOBaHWs.

e BbiOOpO4YHOE CKaHUupOBaHUue

BbibOpoYHOe CKaHMpOBaHMe NO3BOJISET YKa3aTb NapaMeTpbl CKaHNPOBAHUS, Taknme Kak 00beKThl 1
MeToZabl. [penMyLLecTBO BLIDOPOYHOro CKAHMPOBAHMUA 3aKJTIOYAETCS B TOM, YTO Bbl MOXXETE
AeTanbHO KOH(UIrypMpoBaTh NapamMeTpbl. KOHGMIypaumum MoOXKHO COXPaHATb B NOJIb30BaTENbCKUX
NpoguUNAX CKaHMPOBAHMUS, KOTOPbIE YA0OHO NPUMEHATb, €C/IN PErYNSAPHO BbIMOJHAETCS
CKaHUPOBaHWeE C OOHUMUN 1 TEMU XKe NapameTpamm.

'PO" CKaHMpOBaHMe CbEeMHbIX HOCUTeNneun

MoaobHO CKAHMPOBAHMIO KOMMbIOTEpPA AaHHas PyHKLUMS ObICTPO 3aMyCcKaeT CKaHUMPOBaHMe
CbeMHbIX HoCcuTenel (Hanpumep, CD/DVD/USB-AUCKOB), KOTOPbIE MOAKIOYEHbI K KOMMbIOTEPY B
AaHHbIA MOMEHT. 9T0 MOXET 6bITb YA06HO NPY NOAKIYEHNN K KOMMbIOTEPY USB-yCTPONCTBA (h3LW-
NamMATU, COAEPXKNMOE KOTOPOro HE06X0ANMO MPOCKAHMPOBATh Ha HaNN4Yne BPEAOHOCHbIX MPOrpamMMm
N APYrux NOTEHLMAbHbIX Yrpo3.

ﬂ,aHHbII?I TN CKaHNPOBaHNA TaKXXe MOXXHO 3aMyCTUTb, Bbl6paB BapuaHT BbIGOpO‘-IHoe
CKaHUpPOBaHUe N NyHKT CbeMHble HOCUTEeNHU B packpbiBalOLWLEMCA MEHIO O6beKTbI
CKaQHUPOBaHMA, a 3aTEM Ha>XKaB KHOMKY CKaHMpOBaTb.

CO" nOBTOpMTb nocinegHee CKaHUMpoBaHue

Mo3BoNfeT ObICTPO 3aMyCTUThL NOC/IeAHEE BbINOJHEHHOE CKAHUPOBAHME C UCMOJIb30BAHMEM TeX Xe
HaCTPOEeK.

B packpbiBaiolieMcs MeHio JledcTBMEe Nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAHMPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHWA LENCTBUS NPpeanpuUHNMaTbLCS He ByayT.
* BbIK/IIOYUTB: N0OC/I€ CKAHUPOBAHMUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb OYUCTKY 0BHapYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbLIBAOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHyAUTENbHBbIA Nepe3anyck NpyM He0bXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BHaPY XEHHbIX Yrpos.

* MpuHyauTenbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
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3aKpbIBalOTCA, HE JO0OXNOaACb BMELLATENIbCTBA MNOJIb30BaTEJIA, N KOMIMbBIOTEP NMepe3anyCckaeTcAd
nocne 3aBeplieHna CKaHNpPoBaHUA.

* CNALWMNA PEXUM: CEaHC COXPAHAETCS, N KOMMbIOTEP NEPEXOAUT B PEXXUM NMOHUXKEHHOIO
sHepronoTpebneHmns (T. e. Nosb30BaTENb MOXKET BbICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCcATCs B CneunaibHbIi
alin Ha KeCTKOM aucke. KoMnbloTep BbIKIOYAETCS, U NPU CIeAyOLWEeM BKIIOYEHNN BEPHETCS B
npenblayliee COCTOSHNE.,

JocTynHocTb aencTBuin CoH n TmMbepHaumua 3aBMCMT OT MapaMeTPOB NMUTAHNA U CAALWLENO
peXxnuma onepalmoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTep BbINOMHAET
OCHOBHble PYHKLMM 1 NOTPebNseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobsl
coxpaHuTb Bpems paboTbl baTapeun (Hanpumep, eciv Bbl HAXOAUTECH B MYTUW), PeKOMeHAYeTCA
nepeBecTn KOMMNbIOTEP B peXum rubepHaumm.

BbibpaHHOe pencTBme byaeT 3anyLieHo Nocae Toro, Kak BCe 3anyLeHHble MPoLecChl CKaHMPOBaHMA
6yayT 3aBepuieHsbl. Mpu Boibope 3aBeplieHne pabdboTbl 1 Mepesarpyska B 41MasloroBOM OKHe
noaTBepxaeHus 6ynet otobpakaTbcs 30-CeKyHAHbI 06paTHbIA O0TCYET (WwenkHUTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKe).

CKaHMPOBaHNe KOMMbIOTEPa PEKOMEHAYETCS 3arnyCcKaTb He peXxxe 0AHOro pa3a B MecaLl,. Ero
MOXXHO CKOH(UIYPMPOBaThL B KaYeCTBe 3arJiaHMpoBaHHOM 3a4a4v B pasgene Cepsuc >
MnaHMpoOBLUMKK. [11aHNMPOBAHNE eXEeHeNe/IbHOr0 CKAHVPOBAHUS KOMMbIOTEPA

CpepncTBO 3anycKa BbiIODOpoO4YHOro
CKaHMPOBaHMUA

Bbibopo4HOE CKaHMPOBAHWE MO3BOASET CKAHMPOBATHL ONEPATUBHYIO NaMATh, CETb UMW
onpeaenieHHble YacTu AUCKA (a He AUCK LennkoM). [1ns 3Toro wenkHuTe PacluMpeHHoe
CKaHupoBaHMe > BbiDopouyHoe ckaHupoBaHMUe 1 BbibepnTe KOHKPETHbIE 06BEKTHI CKAHUPOBAaHUS B
L PEBOBUAHON CTPYKTYpe Nnanok.

B packpbiBatoLiemcst MeHto Mpoduab MoXXHO BbibpaTb NPOdUIb, KOTOPLIA ByAET UCMO0Jb30BATLCA
ANSi CKAHMPOBAHWSA YKa3aHHbIX 00beKTOB. [10 YMOYaHWIO NCNOb3yeTCs NPodusib
NHTennekTyanbHoe ckaHupoBaHue. CylllecTBYeT ellle TpY NpeaBapuTeNibHO 3alaHHbIX Npoduns
CKaHupoBaHus: Fnybokoe ckaHupoBaHue, CKaHMpPOBaHUE Yepe3 KOHTEKCTHOe MEeHIo 1
CkaHUpOBaHMe KOMMbloTepa. B 3Tux npodnnisx CKaHNMPOBaHUS UCMOJb3YIOTCS APYrie napaMeTpbl
ThreatSense. YT06bl 03HAKOMUTBLCA C AOCTYMHLIMU NapaMeTpaMu, Nocaea0BaTeNbHO BbibepuTe
Paclu/peHHble NapaMeTpbl > Moaynb o6Hapy>XeHus > CKaHUpOBaHMe HA Hann4yme BpPesoHOCHbIX
nporpamm > CKaHMpoBaHHue No TpeboBaHMUIO > ThreatSense.

CTpyKTypa nanok (AepeBo) TakXe COAEePXMUT onpefeseHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTuBHaA NaMATb: CKaHNPOBAHME BCEX MPOLECCOB N AAHHbIX, KOTOPLIE B JaHHbIN
MOMEHT NCMOJIb3YHOTCA OI'IepaTI/IBHOI7I NaMATbIO.

* 3arpy3o4Hble ceKTopbl/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Haslmyme
BPEAOHOCHbIX NporpamMM. [ononHUTe IbHble CBEAEHNS 0 MOAYJ/1e CKaHMPOoBaHWs UEFI NpuBeaeHbl
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B [JioCCapuu.

* Baza paHHbIX WMI: CKaH1poBaHue Bcen 6a3bl JaHHbIX Windows Management Instrumentation
(WI\/II), BCEX MPOCTPaAHCTB NUMEH, 3K3EMMNAPOB K/1aCCOB N BCEX cBOMCTB. MONCK CCbINOK Ha
3apaKeHHble (paVIJ'IbI nnn BpenoHOCHbIE NMPOorpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHBIA peecTp: CKaHNPOBaHMEe BCEro CUCTEMHOI0 peecTpa, BCex pa3aesioB U
noapa3aenos. MONCK CCbIJIOK Ha 3apa)keHHble albl AN Bpe4OHOCHbIE MPOrpaMMbl,
BHEeJPEHHbIe B BUAE OaHHbIX. [1pn 04ncTKe 0bHapyXeHUI CCbiSIKka OCTAeTCs B peecTpe BO
n3bexxaHne nNOTepm KaknMx-nmbo BaXKHbIX AaHHbIX.

YT106bI 6bICTPO NEpenTn K 06BEKTY CKaHNPOBaHMA (hany nan nanke), BBEAUTE €ro nyTb B
TEKCTOBOM MoJie No4 APEBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C y4e€TOM perncrpa. Ytobeol
BKJIOYNTb 06 BEKT B CKAHUPOBaHMe, yCTaHOBUTE ero (h1laXkoK B APEBOBUAHON CTPYKTYpE.

YT106bI y3HATb, KaK 3aM/laHMPOBATh PErynspHyto 3agavy, CM. pa3aen [1aHypoBaHue
e)XXeHee/IbHOr0 CKaHNPOBaHMS KOMMNbOTEPA.

@sED INTERNET SECURITY o X

CKGHHPOBGH ne KoMnbHOTEPAa

Mpoduas | KIHTeANEKTyaNEHOE CKAHUPO.. ™

v [].®This pc

(18 onepamveran namats
(1O zarpyzounsie cekTopsl/UEF]
DE' Baza ganHe WHI
[ 18 Cuctemubiii peectp

> )Ea

> 18D

> e

> [ P\

[z

> W Network

LonoAHKTENEHEIE napamMeTpel ™

OTmeHa

MapameTpbl O4UCTKU AN CKaHUPOBAHMA MOXKHO HAaCTPOUTb B pa3fese PacluvpeHHble napameTpbl >
Mopaynb obHapy>xeHus > [poueccbl CKAHUPOBAHUA BPeAOHOCHBIX NporpaMm > CKaHupoBaHue
no TpedboBaHuIO > ThreatSense > OumncTKa. YT06bI BLINONHUTL CKaHMPOBaHMe 6e3 04NCTKM,
wenkH1Te JlonosHUTEeNbHbIe NapaMeTpbl 1 BbibepuTe CKaHupoBaTh 6e3 o4ucTKu. Victopus
CKaAHMPOBAHUA COXPaHSETCA B XXYpPHasie CKaHUPOBaHWUS.

Ecnun BbibpaH napameTp MponycTUTb UCKAIOYEHUA, Paitsibl C paHee NCKIYEHHBIMU PacLLUMpPEHNSMU
OynyT NpoCKaHMpoBaHbl 6€3 NCKIYEHUN.
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Haxxmute KHOMKY CKaHMpOBaTb, 4T0bbl BLIMOIHUTB CKaHMpoBaHKMe C BblﬁpaHHbIMl/I NnapaMeTpaMi.

KHonka CKaHMpoBaTb C NpaBaMuU agMMHUCTPATOpPA MNO3BOJISIET BbIMOJIHATbL CKaHUPOBaHUE Noj
YYETHOM 3anncblo afMUHNCTPaTOPa. Bocnonb3ynTech 3TON yHKLMUEN, €CIN Y TEKYLLEro
nosb30BaTesNs HET NPaB Ha AOCTYN K (harnam, KoTopble cnefyeT NPOCKaHMPoBaTh. [laHHas KHOMKa
HeLOCTYMNHa, ECAN TEKYLLMIA NONb30BaTENb HE MOXKET BbI3bIBaTb ONepaLin KOHTPOIS YYETHbIX
3anucei B Ka4yecTBe aAMUHUCTPATOPa.

XypHan CKaHMPOBaHMS MOXHO NPOCMOTPETL MO 3aBEPLUEHNN CKaHUPOBAHWS, HaXKaB KHOMKY
[ToKa3aTb XYpPHaJbl.

Xopn CKaHUPOBaHUA

B OKHe Xx04a CKaHMPOBaHNA 0ToBpaXKaeTcs Tekyllee COCTOSHUE CKaHUPOBAHUS U MH(OpMaLns 0
KONMYecTBe (haiinoB, B KOTOPbIX 0OHAPYXXEH 3/I0HAMEPEHHbIN KoA,.

HopmanbHOM cuTyaumnen ABnsaeTcs HEBO3MOXHOCTb CKaHMPOBAHNSA HEKOTOPLIX (hainios,
HanpuMmep 3alUMLWEHHbIX NaposeM Gannos nan Gannios, NCNOAb3YEMbIX NCKTIOYNTENLHO
onepaunoHHON cncTemon (0bbIYHO pagefile.sys 1 HEKOTOPLIX halnnoB XXypHanos). bonee
noapobHy NHDPOPMALINIO MOXKHO HAWTUN B CTaTkbe Hallen Ba3bl 3HaHWUN.

Y7066l y3HaTb, KaK 3aMJlaHMPOBaTh PEryNAapHYIO 3a4advy, CM. pa3aen [11aHupoBaHue
eXeHeaeNIbHOr0 CKaHNPOBaHUS KOMMNbOTEPa.

XopA, CKAHMPOBAHMA: HANKATOP BbINOJHEHNS MOKA3bIBAET COCTOSHUE TEKYLLIEro CKaHMPOBAHMS.
06beKkT: UMs 06bEKTA, KOTOPLIA CKAHUPYETCS B HACTOSALLMIA MOMEHT, N €ro PacrosoXeHMe.

Mpousownmn obHapy>xeHusa: otTobpakaeTcs obLiee KONMYECTBO MPOCKAHNPOBAHHbIX halnoB U
yrpos, obHapy>XeHHbIX U yAaNeHHbIX BO BPEMS CKaHNPOBAHUS.

LLlenkHnTe aneMeHT «[lonoNHNTENbHbIE CBEAEHNS», 4TOObI 0TOBPa3nTL CeAyoLWYy0 NHHOPMAaLMIO:
* NMonb3oBaTenb: M5 Y4ETHON 3aNnNCK NOJb30BATENS, KOTOPbIN 3anyCTU CKaHNPOBaHWMe.,
* NMpocKkaHUPOBAHO 0O BLEKTOB: KOIMYECTBO Y>KE NPOCKaHNMPOBAHHbIX 0ObEKTOB.
* MpoAoMIKUTENBHOCTD: NpoLlejLIee BPeMS.

3HaYyoK May3bl: NPUOCTAHOBKA CKaHNPOBAHMS.

3Ha4Y0K BO306HOBEHUS: 3Ta ONuUMst 0ToBparkaeTcs, Korfa CKaHMPoBaHME MPUOCTAaHOBIEHO.
LLlenKHWTe 3TOT 3HAYOK, YTOObl MPOAOIKNTL CKAHNPOBaHNE.

3Ha4Y0K OCTAHOBKW: 3aBepLUeHNe CKaHNPOBaHUA.

LlenkHnTe aneMeHT OTKPbITb OKHO CKaHMPOBAHMA, HTOObI OTKPbITh XXYPHAA CKaHMPOBaHMA
KoMmnboTepa ¢ 6onee noapobHoON NHDOPMaLMen 0 CKaAHNPOBAHWN.

MpPOKPYTUTbL XXyPHaN CKAaHUPOBAHMUA: €CJIN 3TOT NapaMeTp aKTUBUPOBAH, XXYPHaJl CKAHWPOBAHWS
OyneT NpoKpy4MBaTbCs aBTOMATUYECKM Npu AobaBNeHUN HOBLIX 3anuceit, 4Tobbl oTobparkannch
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CaMbl€ CBEXUE IJIEMEHTHI.

LLlenkHUTe 3KpaHHYIo Nyny uau CTpesiky, 4Tobbl MPOCMOTPETh CBEAEHUS O TEKYLLEM
CKaHMpoBaHWW. MOXXHO MapasifieslbHO 3anyCTUTbL APYroe CKaHWpPOBaHWe, LLEeSIKHYB
CKaHupoBaTb KOMNbIOTEP 1V PaclumpeHHoe cKaHupoBaHue > BbibopoyHoe

CKaHUpoBaHuUe.

(es[X) INTERNET SECURITY ® - o X
fiaop CkaHupoBaHue KoMnbroTepa ?
C

Q S o Pacu.mpenﬁoe CKaHWpOBaHWe

KOMABHITERS
BhlﬁchHHOE CKaHWPOBaHWE M CKEHWDOEBaHWE

OBHoBNEHNE CBEMHLIX HOCHTENEH

Cepenc

MepeTawwmTe coaa ¢)a;1.-"|3| ANA CKaHWpOBaHWA
Hactpoiika

Cnpaska » nogaepskka Q CKaHWUpOBaHWe KOMMbIOTEPa 6/30/2023 £:44:09 AM
Ll::]e;;:_an ST A Mpouzowno obHapyxkeHuit: 0
Ch\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Functions'in.Tests.ps1 n u
L NN
~ bonblue ceegeHWi OTKpbITE OKHO CKaHMPOBaHKUA

3TO MOXKET 38HATE HEKOTOpOE BpEMA. Mo 33BEPLUEHHN CKaHWPOBAaHWA Bbl NOMYYWTE YEEL0MAEHHE. X

[eiicTBMe nocne ckaH. Hudero He NpeanpUHUMaThL ~

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHMUSA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAaHUPOBaHWS:

* Huyero He npeanNpUHMMaTDb: NOC/e CKAaHNPOBaHWA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0C/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HeO6XOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepPLUNTb OYNCTKY 0OHAPY XEHHbIX Yrpos.

* MpuHyauTeNnbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HE AOXKMAASACH BMeLLaTeNbCTBa MNOJb30BaTeNs, U KOMMNbIOTEP Nepe3anyckaeTcs
nocnie 3aBepLUEHNS CKaHWPOBaHWS.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30OHOBUTL paboTy).
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* Pe)xum rubepHaumm: BCe KOMNOHEHTHI, MCMOoJb3ytoLine O3Y, NepeHocaTCs B CreLvaibHblii
haiin Ha XKeCTKoM aucke. KOMMboTep BbIK/IYAETCS, U Npy CefytoleM BKIOYEHUN BEPHETCS B
npenblayliee COCTOSIHME.

JocTynHocTb aencTBuin Con 1 TmMbepHaumna 3aBMCMT OT NapaMeTPOB MUTAHNSA U CALWLErO
peXxnuma onepaumoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTEp BbINOAHAET
OCHOBHble PYHKLMM 1 NOTPebnseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobel
CcoxpaHuTb BpeMs paboTbl baTapeun (Hanpumep, ecan Bbl HAXOAUTECH B MYTW), PEKOMEHAYeTCA
nepeBecTV KOMMNbIOTEP B peXum rubepHaumu.

BeibpaHHoe pencTeme ByaeT 3anyLLeHo Nocse Toro, Kak BCe 3anyLeHHble NPOLEeCChl CKaHUPOBaHMS
6ynyT 3aBepuieHbl. Mpu Boibope 3aBepLueHme paboTtbl niv NMepesarpyska B 41aOrOBOM OKHE
noaTeepxaeHuns byaet otobpaxatbcs 30-CeKyHAHbIN 06paTHBLIN OTCHET (LWenkHMTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKE).

XKypHan npoBepkKu CKaHMpPOBaHUSA
KoMnbloTepa

B pasgene ®aisibl xXypHasia MOXHO NPOCMOTPETb NoAPO6HY0 NHDOPMaLINIO, CBA3AHHYIO C
KOHKPETHbIM CKaHUPOBaHWeM. XKypHan CKaHUPOBaHWUS COLEPXXUT CnefyoLline cBefeHuns:

* Bepcusa mogynst obHapyxeHus
* laTa 1 BPeMs Havana;
* CMUCOK NPOCKAHMPOBAHHbIX AMUCKOB, MNanok 1 (annos;

* IMSi CKaHMPOBaAHMS MO PACNUCAHWIO (TOSIbKO CKaHMPOBaHMWE MO PACNUCaHNI)

* MONb30BaTEb, 3aMyCTUBLUNIA CKaHNPOBAHWE;
* COCTOSIHME CKaHMPOBaHUS

* YCJI0 NPOCKAHMPOBaHHbIX 00EKTOB;

* KONMYecTBO 0BHapyXeHunn,

* BPEMS 3aBEPLUEHUS;

* obLLee BpeMsa CKaHMPOBaHMA.

HoBbI 3aMyCK 3a/1aHNs CKaHUPOBAHWS KOMMNbITEPA N0 PACNNCAHNI0 NPOMNYCKAETCS, €CN BCe
elle BbINONHSAETCS TO XXe 3aJaHne Mo pacrnmncaHunio, KOTOpoe BbIMONHSANOCL paHee. B cnyyae
NponycKa 3aflaHns CKaHWPOBaHMS MO pacnuncaHuto byaeT co3aH XXypHan NpoBepKu
KOMMbOTEPA C NPOCKAHNPOBAHHbIMK 06beKTaMu B koninyecTse 0 1 ctaTycom CKaHUpoBaHUe
He Ha4yaJloCb, NOCKOJIbKY BCe eLle BbiMOJIHANOChL Npeabiayllee CKAaHMPOBaHue.

YT106bl HANTV NpeablayLine XXyPHaJbl CKAaHUPOBAHWUS, B [JIaBHOM OKHE Mporpammsl Bbibepute
Cepsuc > ®aunnbl XXypHana. B packpoiBatoiemcs MeHio BbibepnTe CKaHMpoOBaHMEe KOMMNblOTEpa 1
ABaXK bl WENIKHUTE HYXXKHYI0 3anuchb.
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INTERNET SECURITY O x

ag
oo
=3

CKEHHPOBEHHE KoMneHOTEPA

JYpPHEN NpOEEPKK

BepcuAa Moayna obHapyseHuA: 27494 (20230630)

Aara: 8/30/2023 Bpema: 4:44:09 AM

MpOCKaHWPOEaHHEIE OUCKK, Nanku 1 Gaine: ONepaTtMEHaA NaMATe;C\3arpy3ouHele cektopsl/UEFLCH,
User: DESKTOP-ILTIDS\User

ChDumpStacklogtmp - He yaaeTcA oTKPLTE [4]

CKAHMPOBAHKE NpEPBAHD MOMLZOBATENEM.

KonuuyecTEO NPOCKaHWPOEaHHLX 0BbekToR: 24159

Konuuecteo oBHapyxeHuii: O

BpemA EcinonHeHuA: 4:44:21 AW OBwee BpemA ckaHWpoeaHua: 12 cek. (00:00:12)

MeUMedaHua:
[4] OBbEKT HEEOZMOXKHO OTKPBITE, OH MCNOAB3YETCA APYTUM NPUAOKEHWEM AW ONEPaUNMOHHOR CMCTEMOR,

(’ @uALTpauMA

. JlononHuTenbHble CBeAEeHUS 0 3anncax «He yaaeTcs oTKPbITb», «OWmnbKa OTKPbITUA» U/Un
«ApPXUB MOBPEXEH» CM. B CTaTbe 6a3bl 3HaHW ESET.

LLlenkHuTe 3Ha4ok nepektodatens CHED dunbTpaums, YTobbl OTKPLITL OKHO DUaLTPaLIMS
XKYPHa/a, rie MOXKHO YTOYHUTb MOWUCK, 3a4aB NoJb30BaTeNbCKMe KpuTepun. YTobsbl NPoCMOTPETh
KOHTEKCTHOE MEHIO, LLENIKHUTE MPaBOo KHOMKOW MbILLK 3aMUCh B XXypHae:

Denucreue Ucnonb3oBaHue

OuNbTPaUNS OMHAKOBLIX  AKTUBMPYET MAbTPaLIMIO XYypHana. B XypHane bynyT oTobpaxaTbCs
3anucen TOJIbKO 3aMMCK TOrO XXe TUMa, YTO Y BbIOPaHHOM 3anucu.

OunbTp Mpw BbiBOpe 3TOro NapamMeTpa 0TobpaxKaeTcs OKHO «DuUnbTpaLns
XKYpPHana», B KOTOPOM MOXXHO 3a[laTb KpUTEpUn nnbTpaumm ans
onpeneneHHbIX 3anuceit xypHana. CoyeTaHme kKnaBuw: Ctri+Shift+F,

Bkto4nTb unbTp AKTUBMpPYeET napameTpbl puabTpa. ECan Bbl akTBUpYeTE (DUILTP B
NnepBbI pa3, HY>KHO YCTAaHOBUTb NapamMeTpbl, 1 OTKPOETCS OKHO
«OuUnbTPaUNS XypHana».

OTKNMOYNTL PUNBLTP Bbiknto4aeT puabTp (TO XKe camMoe, YTO LWeSIKHYTb nepekaoYaTesb
BHU3Y).

KonupoBaTb KonupyeT BblaeneHHble 3anucu B bydep obmeHa. CoveTaHne KnasuL:
Ctri+C.

KonupoBsaTb BCe KonupyeT BCe 3anncu B OKHe.

JKCnopT JKCNopTUpyeT BblAeNIEHHbIE 3annMcK B XML-thann.

DKCnopTMpoBaThb BCe DKCNopTUpyeT BCe 3anncu B OKHe B XML-hai.
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OnucaHune obHapyxeHns  OTKPbIBAET 3HLMKIONEANIO Yrpo3 ESET, KOTOopas COAEPXMUT NoapobHyto
nHGopMaLMto 06 ONACHOCTAX U CUMNTOMAX BblAENIEHHOI O 3aPaXXeHMsI.

ObHoBNEeHue

PerynsapHoe obHoBsIeHMe ESET Internet Security — ny4wnin cnocob obecnevynTb MakCUManbHbIA YPOBEHb
6e30nacHOCTM KoMMbloTepa. Moaynb 0OHOBIEHUS MOALEPKMBAET aKTyasIbHOCTb MPOrPaMMHbIX
MoZynen N KOMMNOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBAEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NPOCMOTPETb UHGOPMALIMIO O
TeKyLLEM COCTOSHUM 0OHOBNIEHMS, B TOM YMC/Ie faTy ¥ BPeEMS NOCAELHEr0 YCMNeLHO BbIMNOJIHEHHOMO
06HOBNIEHMS, @ TakXKe CBeeHNs 0 HeobXoLMMOCTY 0OHOBEHMS.

Kpome aBTOMaTM4eCKOro 06HOBIEHMS, MOXHO BbINOJHUTL 0OHOB/IEHNE BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNM4YMe oOHOBNEHUN. PerynsapHoe 06HOB/IEHNE NPOrPaMMHbIX MOLY e 1
KOMTMOHEHTOB SIBNSIETCS BAaXKHbIM acnekToM obecrneyeHuns NoIHON 3aluTbl OT BPEJOHOCHOI0 KOAa.
Yoenute ocoboe BHUMaHWE KOHUTIYPUPOBaHUIO 1 paboTe NporpaMMHbIX Moayneir. s noayYeHus
06HOBNIEHMI HEOOX0AMMO aKTUBNPOBATL NPOAYKT C MOMOLLbIO BALLEro KJYa akTuBaumm. Ecam ato
He 6bIN10 CAeNaHO BO BPEMS YCTAHOBKM, BaM NOoTpebyeTcs akTMBMPOBATh ESET Internet Security, YTOOBbI
Mosly4nTb AOCTYN K cepBepaM 06HOBNeHWs ESET. KoMMaHus ESET oTApaBuia BaM KJIl0Y akTBaLun no
3/1eKTPOHHOW NoYyTe nocsie npuobpeTeHus ESET Internet Security.

(s

O6szop O6HoBNeHUe 2

CKEHH[JCEEHI-IE
Y KOMMObHITERS cCCT e

V’ ESET Internet Security

e TekylLan BepcMs: 17.0.15.0

Q

Cepeunc
V MocneaHee yenelwHoe oBHOENEHWE! 11T
11

023 6:19:35 PM
MNocnegHAan ycnewHas NpoEepKa HaaM4una 023 9

. 3 9:08:04 PM
HacTpoiika i =
ODHOBAEHWM:

Crpaeka n noggepxKa MNokazate BCe Mogynm

YyeTHan sanuce ESET
HOME

C MNpoBepuTs Hanuune 06HOBAGHMI

Tekywias Bepcus: otobpaxkaeTcsa HOMep TeKyLlen YCTaHOBIEHHOW BEPCUM NPOAYKTa.

MocnepHee ycnewHoe obHoBNeHue: 0T06pa>KaeTc;| [OaTa nocneaHero ycnewHoro obHoBNEHNS.
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Ecnn He 0To6pa>KaeTc9| HEOaBHAA OaTa, BO3MOXHO, Ballk MOAYJIN NPOAYKTa HEaKTYyaJlbHbl.

MocnepHsAs ycnewHasa npoBepKa Ha Hanu4me obOHoBNIeHMI: oToOpa)kaeTcs AaTa nocsiegHen
yCMNeLIHON NPOBEPKN Ha Hasimyine 06HOBIEHMWN.

NMokasaTb Bce MOAYJIN: 0T06pa)KBETCFI CMNCOK YCTaHOBJIEHHbLIX MPOrpaMMHbIX Mouyneﬁ.

LenkHnTe MpoBepuTb Hanu4YMe 0OHOBNEHUI, YTOOLI MPOBEPUTL HaMYME NOCNEOHEN NOCTYNHOW
Bepcun ESET Internet Security.

Mpouecc obHoBNEHUSA

Mocne HaxxaTusi KHonky NMpoBepuTb HanU4Yne oGHOBNEHUI HauyMHAETCA 3arpy3ka. Ha akpaH byayT
BblBEEHbI MHAMKATOP BbINOJHEHNS 3arpy3KM 1 BpeMA 0 ee OKOHYaHus. YTobbl npepBaThb
06HOB/IEHNE, HAXXMUTE KHONKY OTMEHUTb O6GHOBMEHMe.

(es[:3) INTERNET SECURITY - B
O6zo0p O6HoBNeHWe ?
CraHupoBaHue
KomneioTepa , ESET Internet Security

5 Tekyllan Bepcua: 16.0.20.0
S OBHoBnEHNE (1) 2K} epa
Cepeunc
10/
. nmara 10/13/2022 2:59:01 AM
HacTtpoika
Cnpaeka v Nogaepxka MNokasaTe Bce MOAYIMN
Yuernan zanuce ESET
HOME ﬁ OBHoBNEHWE NPOTPaMMbl...
u ssssnee

OTmeHWTL o6HOBNEHWE

O6bl4HO B OKHE OOHOBNEHME 0TOOpa)KaeTCa 3e/1eHblii (PNaXK0oK, YKa3blBaOWMIA Ha TO, Y4TO
yCTaHOBJ/IEHA aKTyasibHasi BEPCUS NporpaMmsbl. ECiv Bbl HE BUAUTE 3TOT h/1aXKoK, NporpamMmma
ycTapesna. Mpu 3TOM NOBbIWAETCA pUCK 3apaxkeHns. OBHOBUTE MOAYAN MPOrpaMMbl Kak MOXHO
ckopee.
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Owunbka oOHOBNEHUA

Ecnn Bbl nonyynnn coobuieHmne o ToM, 4TO 06HOBUTHL MOAYN HE YAAN0Ch, Y 3TOr0 MOXeT bbiTb
HECKOJIbKO MPUYMH.

1. HepencTBuTenbHaA NOANUCKA: UCMONb3yeMan AN19 aKTUBALMM NOANNCKA HEAENCTBUTENbHA,
NN CPOK ee JeNncTBUA UCTeK. B rnaBHom okHe nporpaMmebl WenkHUTe CnpaBka U noaaepixka >
N3MeHUTb NOANUCKY N aKTUBMPYNTE CBOW MPOAYKT.

2. Mpwu 3arpyske pannos 0OHOBNEHUIA NpoM3OLLIA OWMOKA: BO3MOXXHAsA NPUYNHA TOW
ownbKyM — HenpaBuiibHble NapamMeTpbl NOAKM0YeHns K IHTepHeTy. PEKOMeHAyeTCs NPOBEpUTh
Hanu4yune nogkaodeHns K IHTepHeTy (Hanpumep, nonpobynTe oTKPbITh Ntobon Beb-canT B
bpaysepe). Ecnv Beb6-CalT He OTKPbIBAETCS, BO3MOXHO, HE YCTAHOBJIEHO NOAK/IOYEHME K
MHTepHeTy nam Ha KoMMbloTepe BO3HUKIIN Kakue-nnbo npobaembl C NOAKIIOYEHNEM K CETMW.
ObpaTnTech K CBOEMY MOCTaBLUUKY ycnyr UHTepHeTa, 4Tobbl BbIACHUTL, €CTb JIX Y BaC akTUBHOE
noaknoyeHune K IHTepHeTy.

(es[:3) INTERNET SECURITY - = =
I O6HoBneHue 7
CraHupoBaHue
KeMneraTepa , ESET Internet Security

,:; DEROBRACHNE o Tekyllan Bepora: 16.0.20.0
Cepeuc

MocnegHee ycnewHoe obHOBAGHKE! 10/13/2022 2:53:.04 AM
. V MocnegHAR yonewHan npoeepka Hanudma 101
Hactpoiixa 0BHOBASHWIA:
CnpaBka W NogaepkKa MNokazaTe BCe MOAYAMN
¥YuetHan sanuce ESET
HOME . ~
Q CEoM 0BHOBNEHMA MOAYNEW
3arpyska npepeaHa NoNb30BaTeneM.
OBHOBAEHWE NPOrPaMMEl HE BEIMOAHEHO
CepEep He HaligeH.

C MNpoeepnTs HanuuMe oGHOBNEHUIA

Mepe3anycTuTe KOMMbIOTEP Nocae 06HOBNEHUS NPoAYKTa ESET Internet Security 10 60/1€€ HOBOW
Bepcuu, 4Tobbl ybeamnThbCs, 4TO BCe MOAYN MPOrpaMMbl 06HOBNEHBI HagNeXalum 0bpa3om.
Mpu perynspHoM o6HOBNEHUM MOLY el BbINOJIHATL Nepe3arpy3ky HeT HeobxoaMMoCTH.

[lononHUTEeNbHbIE CBEAEHNS MOXXHO HAaTW B CTaTbe YCcTpaHeHne npobsiemMbl € coobLieHneM
«He yoanocb 0OHOBUTb MOLYJIN».

48



https://support.eset.com/kb2850
https://support.eset.com/kb2850

OuanoroBoe OKHO — TpebyeTcsa nepe3anyck

Mocne obHoBNEHMS ESET Internet Security 0 HOBO Bepcun TpebyeTcs nepesanyck KoMnbloTepa.
HoBble Bepcuu ESET Internet Security BbIMYCKalOTCA A8 peann3aumm yaysweHnin nam ncnpasieHns
npo6aem, KoTopble He MOryT ObITb YCTPaHEHbI aBTOMATUYECKUMN OOHOBNEHUSMI MOLYy e
nporpammbi.

HoByto Bepcuto ESET Internet Security MOXXHO YCTaHOBWUTb aBTOMaTUYECKU Ha OCHOBE HacTPOEK
0OHOBNEHNS NPOrpPaMMbl UK BPYYHYO NyTEM 3arpy3Ky 1 YCTaHOBKM Hosiee HOBOV BEPCUM MOBEPX

npeablayLen.

HaxxmnTe KHomky Mepe3anycTuTb ceyac, 4Tobbl NepenycTuTb KOMMbioTep. ECin Bbl MnaHmMpyeTe
nepe3anycTuTb KOMMbIOTEP MO3XKE, HAXXMUTE KHOMKY «HanoMHUTb no3xke». [103)xe MoXXHo byaeT
nepe3anycTuTb KOMMbIOTEP BPYYHYIO U3 pa3aesa O630p B r/1aBHOM OKHE NPOrpaMMmbl.

Co3paHue 3apa4y obHOBNIEeHUA

O6HOB/IEHNE MOXXHO 3aMnyCTUTb BPYYHYt0, Ha)kae MpoBepuTb Han4Yme o6HOBNIEHUI B OCHOBHOM
OKHe, KOTOopoe NnosiBaseTcs nocsie Bbibopa NyHkTa OGHOBJIEHME B M1aBHOM MEHIO.

O6HOBNEHNSA TaK)Xe MOXXHO BbINMOJHATL KAk 3amnjaHMpoBaHHY0 3agady. s KOHpUrypmposaHumsa
3ansaHMpoBaHHON 3a4a4n wenkHMTe CepBuc > MnaHMpoBLUKK. [10 yMONYaHMIO B ESET Internet
Security aKTUBMPOBAHbl YKa3aHHbIe HUXe 3afayn 0OHOBNEeHMS:

e PerynspHoe aBToMaTU4eckoe obHoBneHue
e ABTOMaTM4yeckoe obHOBNEHUE NoCe BXOAa Nonb30BaTens B CUCTEMY

Kaxxayto 3agavy 06HOBNEHNS MOXKHO U3MEHNTb B COOTBETCTBUU C KOHKPETHLIMK TpeboBaHMAMN.
Kpome 3a4ay no yMOJ4aHMIO MOXKHO CO34aTh Apyrue 3agayvn o6HOBNEHNS C NOJIb30BaTEbCKUMMU
HacTponkamun. [JonoAHUTENbHYO MHOPMALMIO O CO3AaHUN N HAaCTPONKe 3aaay 06HOBNEHNA CM. B
pasgene [11aHNPOBLLMK.

CnyxeOHble nporpaMmbil

B MeHi0o MUHCTpYMeHTbI AOCTYMHbI (DYHKLIMK, KOTOPbIe 0becrneynBatoT AONOMHUTENbHYIO 3aLUTY
yNpoLaoT aAMUHUCTPUPOBAHME ESET Internet Security. JOCTYNHbI CleaytoLive CpeacTBa:

Dalnsibl XXYPHaI0B

s 3anyLleHHble npoLecchl (ecam ncnonb3oBaHne cucTeMbl ESET LiveGrid® BKJ1IOYEHO B ESET Internet
Security)

[ ;
(b OTyeT no 6e3o0nacHOCTH

o
9 B CeTepble nofkJlYeHns (ecnm ®aiepBos BKOYEH B MporpaMme ESET Internet Security)
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ESET Syslnspector

® [M1aHMPOBLUNK

+
£+
Q CpeAcCTBO 04YMUCTKM CUCTEMBI

Eﬁ' VIHCNeKTop ceTu

& OTrnpaeka obpasia Ha aHa/n3 (PyHKLMUA MOXeT BbITb

KOH(Urypaumm ESET LiveGrid®).

& KapaHTuH

(@SR INTERNET SECURITY

(8 ©6sop

u

y  CkaHuposahue
% KomnbroTEpa

OBHoBNEHKME

E Cepeuc

{oy Hacrpoiika
(%) Cnpasxan noggepsxa

(a) YyuerHan zannce ESET
‘e HOME

CepBuc

% Dainbl XypHana
o CEEAEHNA 060 BCEX BaXHbIY cOBBITHAX

nporpaMmel

—] Ortuer no 6esonacHOCTU
¥3HaiiTe, kak ESET Bac zallMwasTt

@ ESET SysInspector
Cpeacteo cOopa nogpoOHLX CEEAEHNI O CHCTEME

{%y Cpeacreo OUNCTKM CMCTEMBI
Cpegcrao QUWCTEW CUCTEMBI

OTtnpaeutb Gakn ona aHanwsa
OTpaenTs Gaiin B NCCNE0BaTENLCKYH
nabopatopuko ESET

daunnbl XypHana

®ainbl XypHanoB cofep>xaT UHGPOPMaLMIO 0 BaXKHbIX MPOrpaMMHbIX COBbITUSX N CBOLHbIE CBEAEHUS

HEOOCTYMHa B 3aBUCMMOCTU OT

3anyuweHHble NpoLecchl
CEEJEHWA O PENYTauWn Ha ocHoBe ESET LiveGrid ®

O CereBble NoAKAHOUYEHWA
ﬂl 0630p YCTAHOBNEHHBIX NOAKIHYEHWI 1

CTAaTUCTHKS B PEXUME DEANBHOTO BREMEHN

® MnaHnpoBLmWK
YNpaeneHue 3agaqamu 1 ux NaHnposaHe

=~ WHcnexrop cetn
MpoeepsTe BE0NACHOCTE CEOEN CETH

KapaHtuH
Be30MacHoe XpaHeHUe 3apaxeHHL Gaiinos

06 0bHapy>XeHHbIX yrpo3ax. BegeHune ypHana sBASETCS BaXXHENLWNM 371eMEHTOM aHau3a

CUCTEMbI, 0BHaPYXXEHNSA Yrpo3 1 ycTpaHeHus npobnem. OHO BbINOSHAETCS B POHOBOM pexiume be3
BMeLlaTeNbCTBa NoJib30BaTeNs. [JJaHHble COXPAHAIOTCA B COOTBETCTBUM C TEKYLLMMI NapaMeTpaMm

CTeneHn geTanmsaumm xypHana. lpocMaTprBaTb TEKCTOBbLIE COOOLLEHNSA 1 haiisibl XKYPHANOB, a
TakKXXe apXMBUPOBaTb UX MOXKHO HEMOCPEACTBEHHO B cpefie ESET Internet Security.
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(es[zl) INTERNET SECURITY » - 0O X
Otzop 4 daunbl XypHana e ?
Crannposatine OBHapyxerna (0) v
KOMMBHOTERE Sl L
OBHoenerne Bpema M. T.. OObekt OBHapyxeHue Aeiict.. Monb3.. WHpopmal.. X3w Mep...

Cepenc

Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

@uAbTpauma

Mony4nTb AOCTYN K haiisaM XXypHasia MOXHO W3 [J1aBHOr0 0KHa NpPorpaMMbl C MOMOLLbI KOMaH bl
CnyxxebHble nporpaMmbl > @ainbl XXypHana. Boibepnte HyXXHbI TUM XypHana B
PACKPbIBAIOLLEMCS MEHIO XKypHa.

51

* OGHapy>XeHMUA: 3TOT XXYpPHa/ CoAepPXMT NoapobHy MHpopMaLmio 06 yrposax un
3apakeHnsx, 0bHapy >XeHHbIX NPorpamMmmoi ESET Internet Security. PerncTpupyeTtcs Bpems
obHapy>xeHuns, TMN MOAYNA CKaHMPOBaHMA, TUM 00beKTa, pacnosioXeHne obbekTa, Ha3BaHUe
obHapy>XeHu$, BbINOJIHEHHOE AENCTBUE, UMSA MOb30BaTENS, KOTOPbLIA HAaX0AWCS B CUCTEME
npy 0bHapy>XeHnn 3apakeHus, Xxew 1 nepeoe nossneHne. HeoynweHHble 3apa)keHns Bceraa
OTMeYeHbl KPaCHbIM TEKCTOM Ha p0o30BOM (poHe. OYULLEHHbBIE 3apaXXEHNS OTMEYATCS XKENTbIM
TEeKCTOM Ha benom (oHe. HeoumLleHHble MOTEeHUMaNbHO ONacHbIe MPUN0XKEHNS (PUA)
0TMEYalTCH XKEeNTbIM TEKCTOM Ha 6enoM oHe.

* CobbITHSA: B XXYypHaJie COObITUA PErNCTPUPYIOTCS BCE BaXKHbIE A€ACTBUS, BbIMNOJHAEMbIE
nporpammoi ESET Internet Security. OH COLEPXUT MHGOPMaLMIO 0 COBLITMSAX 1 oWwnbKax, KoTopble
Npon3oLWwan Bo BpeMsi paboTbl NnporpaMmbl. OH AO/KEH NMOMOraTb CUCTEMHbLIM
aZMUHNCTPATOPaM M Nob30BaTENsAM pewaTb NpobiemMbl. 3a4acTyo MHGOPMaLMs, KoTopas
COLePXMNTCS B 3TOM XKYpHase, OKa3blBaeTCst BECbMa MOJIE3HOW Npu peLleHnn npobaem,
BO3HMKalOWMX B paboTe NnporpaMmsi.

* CKaHMpOBaHMe KOMMNblOTepa: B 3TOM OKHe 0ToBpa)katoTCs pe3ynbTaThl BCEX BbIMOJHEHHbIX
onepauuit CKkaHMpoBaHWs. Kaxaas CTpoKa COOTBETCTBYET OAHON NPOBEPKE KOMMblOTEpa.
OBaxabl LWenkHUTe Ntobyto 3annchb, YTobbl NPOCMOTPETb CBEAEHNS O BbIOPAHHOM
CKAHWPOBAHWMN.

* HIPS: 3[€Cb COIEPXKATCS 3aMUCN KOHKPETHbIX NPaBW CUCTEMbI MPEN0TBPALLIEHNS BTOPKEHN
Ha Y3eJl, KOTOpble MoMeYeHbl [N perncTpauumn. B npoTokosie oTobpaxxaeTcs NpuUIoXeHue,
KOTOpOeE 3anyCTuIo onepaLmio, ee pesynbTaT (pa3peLleHne uan 3anpeLleHne Npasnna) u ums




npasunna.

* 3awmuTa bpaysepa: CoLepXUT 3anucu HeNPoOBEPEHHLIX/HEA0BEPEHHbIX (haitNos,
3arpy>xeHHbIx B bpaysepe.

* 3almTa CeTH: B XKYpHasie 3aLNThl CeTy 0ToBpa)KatoTCs BCE NMOMbITKA yaaneHHbIX aTak,
KOTOpble 0B6HapyXunnu anepson, CPeacTBO 3alMThbl OT CETEBbIX aTak (IDS) 1 3alnTbl OT
60THeTOB. B HeM HaxoamnTCca nHGopMauns 0bo BCex aTakax, KOTopble bbin HanpaBaeHbl Ha
KOMMblOTEp Nonb3oBaTens. B ctonbue CobbiTne oTobpaxatoTcs obHapyKeHHbIe aTaku. B
cTonbue CToOYHMK yKa3bIBalOTCA LOMOJIHUTENbHbIE CBEAEHNS O 3/10YMbILLIEHHNKE. B cTonbue
MPOTOKON NEPEYNCAOTCS NPOTOKONbI 06MeHa AaHHbIMK, KOTOPbIE NCMO/b30BaINCL AS aTaKW.
AHanu3 xypHana 3alinTbl CETU MOXXET MOMOYb CBOEBPEMEHHO 0OHAPYXMNTb NOMbITKN
3apaXxeHns KoMnbloTepa, 4Tobbl NPefoTBPaTUTh HECAHKLMOHNPOBAHHbLIA AOCTYM.
[lonoNHMTeNbHbIE CBEEHMS O CETEBbIX aTakax CM. B pa3fene |DS 1 pacllMpeHHbIe MapaMeTpbl.

* OTbunbTPOBaHHbIE BEO-CalThbl: ITOT CMMCOK MOJSIE3€EH, €C/IN Bbl XOTUTE MPOCMOTPETH
CNncoK Beb-canToB, 3a6N10KMPOBAHHbIX 3aLLUNTON A0CTYNa B IHTEPHET WAW POANTENLCKIM
KOHTpOJEM. B Ka)KLOM )KypHane yKa3blBaloTCs BpeMs, URL-aapec, Nob30BaTesb 1 NPUIOXKEHNE,
C MOMOLLbIO KOTOPOro YCTAHOBJIEHO NMOAKIOYEHNE K KOHKPETHOMY BEO-CalTy.

* 3awiMTa NOYTOBOrO KJIMEHTa OT cnaMa: COLEPXKUT 3anuncn, Cea3aHHble C coobweHnamnm
3)'I€KTp0HHOI7I MOYThl, KOTOPbIE OblIM NOMEYEHbI Kak Cnam.

* POOUTENbCKUIA KOHTPOJIb: COAEPXKUT CNINCOK BED-CTPaHNLL, Pa3peLLeHHbIX UK
3a610KMPOBaHHBIX PYHKLIMEN POAUTENLCKOrO KOHTPOSISA. B cTonbuax Tun cooTBETCTBUSA W
3HaYeHns COOTBETCTBMA YKA3bIBAETCA, KakK1e npasuia GuibTpaLuy 6biam npuMeHeHs!.

* KOHTPOJIb YCTPOUCTB: COAEPXKNT CMUCOK NOAKIIIOYEHHBIX K KOMMbIOTEPY ChbeMHbIX
HOCUTENen N yCTPOMUCTB. B XXypHane perncTpmpyoTcs TONbKO T€ YCTPOMCTBA, KOTOPbIE
COOTBETCTBYIOT NPaBUy KOHTPOASA. B NPOTUBHOM CNly4ae B XXypHase He CO34atoTCs 3anncu o
HUX. 30eCb XXe 0Tobpa)katoTca Takne CBeAeHUs, Kak TUN YCTPONCTBA, CEPUAHBLIN HOMEpP, NMS
NocTaBLLUWKa 1 pa3mep HoCcMTens (Npu ero Hann4un).

* 3awumTa Beb-KaMepbl: COOEPXXNT CBEAEHNS O MPUIOXKEHNAX, 3a0IOKMPOBAHHbLIX MOAYJIEM
3aWwunTbl BE6-Kamepbl.

Buioenunte cogepxmmoe ntoboro xypHasaa n HaxxMuTe Knasmwn CTRL + C, 4Tobbl CKONMPOBaTL €ro B
bydep obmeHa. YaepxueanTe knaBuy CTRL nan SHIFT, 4ToObl BbIAENNTb HECKOJIbKO 3anuncen.

LLlenkHnTe anemMeHT dunbTpaums, YTo0bl OTKPbITL OKHO OUbTPaLINS XKYPHAa, Fie MOXHO
3a4aTb KpUTEPUM UAbTPALUN.

LLlenkHWTe NpaBoO KHOMKOW MbILIN ONpPefeneHHyI0 3anuch, YTobbl OTKPbITb KOHTEKCTHOE MeHio. B
KOHTEKCTHOM MEHI0 JOCTYMHbI MEPEYNCTIEHHbIE HIXKE MapaMeTpbl.

* MokasaTtb: NPOCMOTP B HOBOM OKHEe NoAp0obHOI MHGOPMaL MK 0 BbIBpaHHOM XYypHane.

* ®unbTpauma OAMHAKOBBIX 3aNUCEN: NoC/Ie aKTMBaLUM 3Toro punbTpa 6yayT NokKasaHbl
TOJIbKO 3anncy OAHOr0 TUMa (AMarHOCTMYECKUe 3anncu, NpeaynpexxaeHus u T. 4.).

* ®unbTp: Npu BoIbOPE 3TOr0 NapamMeTpa Ha 3KPaH BbIBOAUTCA OKHO DusibTpaLysa XKypHana, B
KOTOPOM MOXXHO 3aaTb KpUTEPUU PUNbTpaLnn ANs ONpefeneHHbIX 3anncen XypHana.
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* BKo4YUTb GUALTP: aKTUBALINS HAaCTPOEK MbTPA.
* OTKNIO4YNTb PUANLTP: YOANATCA BCe NapaMeTpbl PuibTpa (CO3AaHHbIE, KaK OMCAHO BbILLE).
* KonupoBaTb/KONMPOBaTb BCe: KOMUPOBaHME MHPOPMALIAMN O BbIBPAHHbBIX 3aMnnCsX.

* KonupoBaTb iY€MKY: KOMMPOBAHNE COOEPXKXUMOr0 A4ErKKN No ee LWen4Ky npaBon KHOMKOM
MbILLIN.

* Ypanutb/ypanuTb BCe: yaasieHNe BbleNeHHbIX 3anucei uan Bcex oTobpaxaemblx 3anmncen.
Insi 3TOro AencTBUS HY)KHbI NPaBa aAMUHUCTPATOPA.

* JKCNOPT/IKCNOPTUPOBATbL BCE: SKCMNOPT NHDOPMALIMN O BbIBPaHHbLIX 3aNUCAX UK BCEX
3anucsx B hoopmaTe XML.

* Hantu/Hantu cnepyrowee/Hantu paHee: LWeNKHYB 3TOT NapaMmeTp, MOXHO onpenennTb
Kputepun puabTpauny, 4Tobbl BbIAENNTb ONpefeNieHHYI0 3annCb B OKHE «DPunbTpaumsa
XXypHana».

* OnucaHue oOHapy>XeHUA: OTKPbIBAET HLMKIONEANIO Yrpo3 ESET, KoTopas COaepXunT
noapo6bHyto nHGopMaLmo 06 ONACHOCTAX U CUMNTOMAaX 3aPernCTPMPOBAHHOMO 3apaXKeHNs.

» Co3paTb UCKJIIOYEHMEe: CO3[aHNe HOBOro VcknoyeHmns n3 obHapyKeHNS C MOMOLLLIO
MacTepa (HempocTynHo ans obHapy>XeHUs BpeAoHOCHbIX MPOrpaMm).

* p,o6aBuTb B CMUCOK pa3peLlueHHbIX obbekToB anAa 3alluTbl 6pay3epa: OTKPbIBAE€T OKHO
Cnuncok paspeLleHHbIx 06beKToB A4 3alunThl bpay3epa n nobaBNSET 3INEMEHT B CMINCOK.

PunbTpauuma XXypHana

Y106kl YKa3aTb KpUTEPUN PUNbTPaLMK, Bbibepute CepBuc > ®annbl XypHana v WeaKHUTe
dunbTpauus.

C nomoLLbio hYHKLIMN PUNbTPALUM XKYPHANIOB MOXHO HAWTW HYXXHYI0 MHGOPMaLIMIO Cpean
MHOXXECTBA 3anuceir. 3Ta yHKLUMS NMO3BONSAET Cy3UTb KPYr, ECAN Bbl ULLETE 3aMCK XYPHaa no
TUNY COBbLITUS, COCTOSHMIO UK NEPNOaY BPEMEHU. MOXHO OT(UNLTPOBATL 3aMNNCK XYpPHaNa rno
onpeaeneHHbIM NapaMeTpaM Moncka. B okHe «daiinibl XXypHan0B» 0Tobpa3sTCs TONbKO 3amnncu,
KOTOpble COOTBETCTBYIOT 3TUM NMapameTpam.

B none HanTu TeKCT BBEANTE KJIKOHEBOE C/I0BO A5 NOMCKa. icnonb3ynTe packpbiBatoLeecs MeHO
NckaTb B cTtonbuax, 4Tobbl yTOYHMTL YCI0BMA NOMCKa. BoibepnTe 04HY M HECKObKO 3anucei B
packpbiBatoemca MeHio Tunbl 3anucen XXypHana. 3ajaTe nepuop BpeMeHu, pesynbTaThl 3a
KOTOPbIA HY>KHO BbIBECTU Ha 3KpaH. MoXeTe TakXKe UCMoJib30BaThb Apyrve napamMeTpbl NONCKA,
HanpuMmep ToNbKO cnoBa UeNMKoM nin C yuyeTom perucrpa.

Hautu TekcT

BBeanTe CTPOKY (CNOBO LIE/IMKOM WJIM HYaCTWUYHO). MOSBATCA TONbKO 3aMnUCU, B KOTOPbIX
COEPXUTCS 3Ta cTpPoka. OCTaNbHble 3anncKk ByayT OnyLLEHbI.
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Nckatb B cToNnOLax

BbibepuTe, Kakune cTonbubl 6yayT y4nThIBaTLCA NpU NOUCKe. [Nd NCNONb30BaHNSA B MONCKE MOXHO
OTMETUTb OAMH CTONBEL MK Cpa3y HECKOJIbKO.

Tunbl 3anucen

BbibepnTe 04NH NAN HECKONBKO TUMOB 3aMNNCeN XXypHana B PacKpPbIBAOLLEMCS MEHIO.

* IMArHOCTUKA: B XXYPHaNl BHOCUTCS MHGOPMaLMs, Heobxoanmas Ans TWaTeNbHON HAaCTPONKN
NPOrpamMMbl, N BCE NePeYnNCEHHbIE BbILLIE 3aMuncu.

* UHdopmaumsa: B XXypHasl BHOCATCA MHPOPMaALIMOHHbIE COOBLLEHNS, B TOM YnCNe COObLLEHUS
06 ycneLwHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NMepPeYNC/IEHHbIE Bbille 3anncu.

* MpepynpeXxpeHus: B XypHaa BHOCUTCS MHopMaLmMs 0060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexneHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLma 06 owmnbkax 3arpysku anioB U KpUTUYECKUX
owmnbKax.

* Kputnyeckoe: perncTpmpytoTcs TONbKO KpUTUYECKMe owmnbkm (owmnbkm 3anycka 3allunTbl OT
BUPYCOB,

NMepuopn BpeMeHu, C
Mepuopn BpeMeHun: 3aganTe Nepuos BpeMeHu, pesysibTaTbl 38 KOTOPbIA HYXKHO BbIBECTU Ha 3KPaH:

* He ykasaHo (no ymon4yaHuio). Monck no nepmosy BpeMeHu He BbINOJIHAETCS, a BeLeTCs B
XKYpHane LesimKomM.

* Mpownbin peHb
* Mpownasa Hepensa
* Mpownbin Mecay

* NMepuop, BpeMeHn. MOXXHO yKa3aTb onpefiesieHHbI Nepnos BPeMEHU (Havano u KoHel
nepuoaa), YTobbl 0THUNLTPOBATL 3aMNCK MO HEMY.

TONBLKO CJIOBA LEJIMKOM

YCcTaHOBMTE 3TOT (hJIaXKOK, eCNN AN NoslydeHns 6osiee TOUYHbIX pe3y/ibTaTOB HY)KHO UCKaTb
onpefesieHHble CI0Ba LESIMKOM.

C yyeTOM peructpa

BkntouynTe 3TOT NapamMeTp, ecnum npu uabTpauum AOSKEH Y4UTbIBaTbCA pernctp 6yks. Mocne
HaCTPOMKM NapaMeTpoB NOMCKa Unn punbTpaunm Haxmute kHonky OK, 4Tobbl 0Tobpasnanch
OT(UIbTPOBAHHbIE 3aNUCKU XYPHaNa, A HaXXMUTe KHoNkKy HauTu, 41obbl Ha4YaTb NOMCK. MOUCK B
(harsiax XypHasa BefeTcs CBepxy BHM3, HA4YMHaA C TeKyLlen no3nuun (Bol4eIeHHON 3anucK).
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Mounck NpekpaLlaeTcs, Korga HaxoAMTCs nepeBas COOTBETCTBYIOLLANA €ro KpUuTepuam 3anucb. YTobbl
HaTW CRefyoLWyo 3annCb, HAXXMUTE KnasuLy F3. YTo6bl yTOYHUTL KPUTEPUW MOUCKA, LLESIKHUTE
NpaBoW KHOMKON MbIWn 1 BbibepuTe NyHKT HauTh.

3anyLlieHHble npouecchl

B pasgene «3anyLieHHble NPoLEecChi» 0TOOPaXXatoTCs BbINOJIHAEMbIE HA KOMMbIOTEPE NPOrpamMMmbl
UM NpoLecckl. Kpome Toro, oH No3BosieT onepaTUBHO 1 HEMPEPLIBHO YBEAOMASTbL KOMMNaHWIO ESET 0
HOBbIX 3apa)keHusX. ESET Internet Security NpefoCcTaBNSeT NOAPOOHbIE CBEAEHNS O 3aMyLLEHHbIX
npoLeccax Ans 3alinTbl NOJb30BaTENEN C MOMOLLbIO TEXHOMOMMMN ESET LiveGrid®.

o

(es[:}) INTERNET SECURITY ® - o X

5 OBsep 4 3anyleHHble NpoLecchl =2 O 7

~ Ckanuposanme i .

L KOMMBIOTEE B 3tom okHe oTobpaxaeTcA cnucok BulBpaHHelx Gaifinoe 1 AonoAHWTensHan MHGopmaumna uz ESET LiveGrid @ . Ykazwieaetca

penyTauWA Kaxaoro daina, a Takke KoMMUeCTEO NoAL30BATENEH U BPEMA NepBoro oBHapyXeHUA.

G OBHoBENEHNE

E Cepenc ol
PenyTauma Mpouecc PID Konuwuyecteo n..  Bpema oBHa.. MMA NpunoxeHua

@ Hactpoiika M IE smiss.exe BN 7 roga Hazag Microsoft® Windows® Op..
] corss.exe 468 I——— 2 roga Hazag  Microsoft® Windows® Op..

@ Cnpaska n nopjepxka 5] wininit.exe 348 I § MecAUeE H.. Microsoft® Windows® Cp..
L Dwinlogon.exe 620 L 1 mecAu Hazag Microsoft® Windows® Op...

(o) YuetHan zanmce ESET [ services.exe 692 I 3 mecAua Haz.. Microsoft® Windows® Op...

\é. HOME (5] 5355.6x0 700 I 6 mecAlUee H.. Microsoft® Windows® Op...
e [v=] sychost.exe 820 L 1rogHazag  Microsoft® Windows® Op..
[ fontdrvhost.exe 848 I 3 mecAua Haz.. Microsoft® Windows® Cp..,
=] dwm.exe 420 I——— 7 ropa Hazag  Microsoft® Windows® Op..
] wudfhost.exe 1488 I § MecAUeE H.. Microsoft® Windows® Op..
I !'! vboxservice.exe 1580 2 roga Hazag Oracle VM VirtualBox Guest...
] cfwd.exe 1502 3 OHA Hazag  ESET Security
I @A spoolsv.exe 2940 I 3 mecAua Haz.. Microsoft® Windows® Cp..,
5] 5kvcamassistant.exe 31238 2 roga Hazag  AkVCamAssistant
[ sihost.exe 4084 I 7 ropa Hazag  Microsoft® Windows® Op..
(] taskhostw.exe 2708 I 6 mecAlUee H.. Microsoft® Windows® Op...
L ctfmon.exe 5260 I——— 2 roga Hazag  Microsoft® Windows® Op..
=] ryntimebroker.exe 4396 I 2 roga Hazag  Microsoft® Windows® Op..,

: [ searchindexer.exe 5200 L} 1 mecAy Hazag Windows® Search
e et mm— [ securitvhealthsystray.exe 7905 2~ NSNS 2 roga Hazad  Microsoft® Windows® Op..

PenyTtauus: B 60nbLUMHCTBE CnyyaeB ESET Internet Security M TEXHONOrMA ESET LiveGrid® npucBanBatoT
obbekTam (pannam, npoueccam, pasfenam peecTpa 1 T. M.) YpOBHM pUCKa Ha 0OCHoBe Habopos
3BPUCTUYECKMX NPABWJI, KOTOPbIE N3YHalOT XapaKTEPUCTUKIM KaXKAoro obbekTa 1 3aTeM OLEHNBAKOT
BEPOATHOCTb UX BPELOHOCHOW AeATeNIbHOCTW. Ha 0CHOBe Takoro 3BPUCTUYECKOr0 aHan3a
obbekTaM NpPUCBanMBaeTCsA YPOBEHb PUCKa: 0T 1 — 6e30nacHo (3eneHbln) 0o 9 — onacHo (KpacHbIR).

Mpouecc: nms obpasza NporpaMMbl UK NpoLecca, 3anyLUeHHbIX B HACTOALWMNIA MOMEHT Ha
KoMMbloTepe. 115 NpoCcMOTpa BCEX 3aMyLEHHbIX Ha KOMMbIOTEPE NPOLECCOB TakXXe MOXXHO
MCNosib30BaTb AMcrneTyep 3aayd Windows. YToObl OTKPbLITE AUCHeTYep 3a4ad, WeNKHUTE NpaBou
KHOMKOW MbILLX B NYCTON 061acTh Ha NaHenu 3af4ad, nocsie Yyero BoibepuTe NyHKT iucnetyep
3apay. /inm Bocnonb3ynTech CoOMETAHNEM KNaBuLl CTRL + SHIFT + ESC.

MN3BeCTHbIE npunnoXxeHnd, MMeLLNE NMOMETKY be3onacHo (3eneHbin), onpeneneHHo ABNAKTCA
YUCTbIMK (HaxoaAaTCs B 6€10M CNCKE) 1 UCK0YaoTCA 13 CKaHNUpOBaHNA. 3TUM A0CTUraeTca
noBblLLIEHNE NMPON3BOANTENBHOCTHN.
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NpeHTudukaTop npouecca: NaeHTUPUKALMOHHBIA HOMEP NpoLecca MOXXET UCMO0/Ib30BaTbCA B
KayeCTBe MapaMeTpa B BbI30BaX Pa3fiMyHbIX YHKLNUIA, TAKUX KaK M3MEHEHMe NpruopuTeTa npoLecca.

KonuyectBo nonb3oBaTesien: KOANYECTBO NOJb30BaTeNIEN AaHHOI0 NPUNOXKEHNSA. ITa
NHopMaLns cobupaeTcs TexHONOrnemn ESET LiveGrid®.

Bpemsa oOHapyXXeHua: Bpems, NpoLiefLlee C MOMeHTa 06Hapy>XEeHNS MPUNOXKEHUS TEXHONOTMEN
ESET LiveGrid®.

Ecnn npunoxeHne nmeet noMeTky HensBecTHO (OpaH>XeBblI), OHO He 0653aTesNIbHO SBNSETCS
BPeAOHOCHbIM. OBLIYHO 3TO NPOCTO HOBOE NMPUIoXKEHME. ECnun Bbl HE yBepeHbl B He30nacHoOCTH
aisa, ero MOXKHO OTMNPaBNThL Ha aHaJn3 B UCCAefoBaTesbCKYo nabopaTopuio ESET. Ecim dainn
OKaXXeTCs BPeLOHOCHbLIM NPUI0XKEHNEM, TO B cieaytowem 06HOBAeHUM OH BygeT
pacrno3HaBaTbCA.

NMsa npuno>XeHuns: KOHKPETHOe UMS NporpamMmbl UK npouecca.
LlenkHnTe npunoxeHune, 41obbl 0TOOPa3NTb YKa3aHHbIE HUXKE CBELEHUS O HEM.
* MyTb: pacnosioXXeHne NpPUIoXKeHN Ha KOMMboTepe.
* Pasmep: pa3mep anna B Kb (knnobantax) unm Mb (merabantax).
* OnucaHmne: XxapakTepuCTMKKN haia Ha OCHOBE ero OnucaHnsa B onepaLmnoHHON cucTeme.
* KoMnaHusa: Ha3BaHMe NoCTaBLUMKa UK npouecca NPUIoXXeHns.
* Bepcus: nHdopmauns ot nsgaTtens npuioKeHus.
* MpoAyKT: UMSA NPUNOXKEHNA N/ HAUMEHOBaHME KOMMaHWK.

* laTa CO34aHUA WJIN U3MEHeHMA: JaTa " BpemMsA CoO30aHNA (n3MeHeHuns).

Kpome Toro, Bbl MOXKETE NPOBEPUTL penyTauuto haiios, He 4eACTBYOWMUX Kak BbiNOJHAEMbIe
nporpaMmsl 160 NpoLecchl. s 3TOro WeSKHUTE NX NPaBOi KHOMKOW MbILWW B MPOBOAHMKE 1
BblibepuTe 3neMeHThl PacluMpeHHblie napameTpsl > MpoBepuTh penytauuio danna.

@ CraHwpoeate nporpammci ESET Internet Security

Paclumpertele napameTpbl ’ @ CKaHWpoBaTh BE3 OHMCTEMN

WMzonupoeate daiin
Mepeaate dafine 4nA aHanW3a...

MpoeepuTe penyTawWe gaina

OT4yeT No 0e3onacHoOCTHU

3Ta (hyHKUMS NO3BOASET NOJYYNTb 0030p CTAaTUCTUKM A5 CNIeAYIOLNX KaTeropui:

* 3abnoknpoBaHHble Beb-cTpaHuubl: 0TOOpaXkaeT KOMYeCTBO 3a610KNPOBaHHBIX BED-
CTpaHunL (URL-afpec BHECEH B «4ePHbIA» CNNCOK MNOTEHLMAbHO HeXXenaTebHbIX MPUI0XKEHNN,
(PMLWMHIOBLIA CAlT, B3JIOMaHHbLIA MapwpyTn3aTop, IP-agpec nnn cepTudukar).

56



* ObHapy>XeHbl 3apa>keHHble 00bEeKTbl 3/1IeKTPOHHOMW NMOUTbI: 0TOOPaXKAETCA KOIMYECTBO
0bHapy>XeHHbIX 3apa)eHHbIX 00LEKTOB 31EKTPOHHONM MOYThI.

* Bes-CTpaHHI.l,bl B poaAuUTeNIbCKOM KOHTpoOJ1e 336ﬂOKMpOBaHbI: 0T06pa>KaeTc;| KOJIM4eCTBO
3361'IOK|/IpOBaHHbIX BGG-CTpaHI/ILI, B pPOANTEJIbCKOM KOHTPOJIE.

* 06HaPY)KeHO NMOTEHUMAJIbHO HeXeJlaTeJibHOe NPUJIoKEeHuUe: OTOﬁpa)KaETCFI KOJIN4eCTBO
NOTEHUNANBLHO HEXEaTeNbHbIX NPUIOXKEHUN.

* OBHapy>XeH cnaM B 3JIEKTPOHHOM noyTe: 0Tobpa)kaeTcs Konm4ecTso obHapy>KeHHOro
crama B 3JIEKTPOHHOW MoyTe.

» 3abnokupoBaH pocTyn K Beb-kamepe: oTobpaxaeTcs KOAM4ecTBo 3ab0KNPOBaAHHbIX
NonbITOK A0CTyNa K Beb-kamepe.

* NMpocKaHUPOBAHO [,OKYMEHTOB: 0TOOpaXKaeTCs KOIMYECTBO NPOCKAHNPOBAHHbLIX 00BEKTOB
JIOKYMEHTOB.

* NMpockaHupoBaHO NpuNoXKeHUin. OTobpa)kaeTcs KONNYECTBO NPOCKAHNPOBAHHBIX
NCMOHAEMbIX 06 bEKTOB.

* NMpockaHupoBaHO gpyrux o6bekToB. OTOOPaXKAETCSH KONMYECTBO APYruX
NPOCKaHNPOBaHHbIX 06 bEKTOB.

* NMpockaHupoBaHO 0O6BEKTOB Ha Beb-cTpaHuuax. OTobpaxxaeTca KOJIMYECTBO
NPOCKaHNPOBaHHbIX 06 bEKTOB Ha BED-CTpaHMLax.

* NMpockaHUpPOBaHO 0OBEKTOB 3JIEKTPOHHOM NOYTbI: 0TOOPaXKaAETCSH KOJIMYECTBO
NPOCKaHNPOBaHHbLIX 06 bEKTOB 31E€KTPOHHON MOYTHI.

MopanoK pacnosioXXeHNa 3TUX KaTeropuin onpeaenseTcs ux YACJ0BbIMU 3Ha4YeHUs MM — OT BonbLuero
K MeHblUeMy. KaTeropuu ¢ Hy/sieBbIMI 3Ha4YeHnAMN He oTobpaxkatoTcs. LenkHute "Bonblue”, 4TobbI
pa3BEPHYTb N 0TOOPA3NTb CKPbIThIE KAaTEFOPUN.

B 3akn04nTENBHOM YacTK 0TYeTa No 6e30nacHOCTU BaM ByaeT NpeasioxkeHo akTUBMPOBATb
cnepyowme PyHKLUNK:

¢ POANTENLCKUN KOHTPOJIb

* AHTMBOP

Mocne akTuBaUMM 3Ta PyHKUMS Bonblle He ByaeT oTobparkaTbCs B 0TYeTe no 6e30nacHOCTM Kak
HepaboTatoLLas.

B NpaBoOM BEPXHEM Yy LIENKHUTE 3Ha4YOK LeCTepeHKN &, 4ToObI BKIIOYNTbL UM BbIKJIOYUTD
yBepoMJIeHusa oT4yeTa no 6esonacHoCTH nan BbibpaTb, 3a KaKoW Nepmnoa HyXXHO 0Tobpa3nTb
LlaHHble: 3a nocnegHue 30 OHEN UM C MOMEHTa akTMBaUMUM NpoayKTa. Ecim ycTaHoBKa ESET Internet
Security BbIMOAHANACb MeHblue 30 AHEN Ha3ah, Bbl CMOXeETe BblOpaTh TOIbKO KOJIMYECTBO AHEN C
MOMEHTa yCTaHOBKMU. [0 ymonyaHuto BbibpaH nepuon 30 gHen.
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18 O6zcp

CkaHnpoBaHue
KOMMBHOTEPa

OBHoeneHne

E Cepenc

1 Hacrpoiika

;".:'..'._: Cnipaeka 1 nogaepxka

a) YuetHana sanuce ESET
& HOME

< QOrtuet no 6esonacHoCcTK

3Aeck NokazaHbl ceedeHwnA o 3awwTe ESET Security 2a nocnearwe 30 aHeid

I'Ipocmcrrpme Bally 2allMLEHHbIE AaHHBIE

o e

= =,

MpockaHwpoBaHo MNpockaHWposaHo MpockaHKpoBaHo
06BLEKTOB Ha Beb- MPUADXKEHWA ADYrHX OBBLEKTOB
CTpaHwvuax
i 25,251 105,479
26,312

Bratounte 3Tn dyHKUMK BezonacHOCT, YTODbI YCUANTD 2aLLMNTY.

& @

Poawtenbckmia
AHTMBOP
KOHTPO/b

dnemMeHT COPOCUTDb JaHHbIe NMO3BOSET OYNCTUTL CTAaTUCTUKY U YAaNUTb CyLWECTBYIOWMNE AaHHbIE
oT4yeTa no 6e30MacHOCTU. ITO AENCTBME HY)KHO NOATBEPAUTL, ECAN TObKO (DlaXXoK 3anpalwiMBaThb

noaTeBep>XxapeHue nepep C6p0COM CTAaTUCTUKM HE CHAT B MeHI0 PacllpeHHbIe MapamMeTpbl >

YBepoMmneHnus > MHTepakTUBHbLIA pexuM > MoaTeepxaeHus > U3MeHUTD.

CeTeBble NOAKJIIOYEHUSA

B pa3znene «CeTeBble NOAKIOYEHNS» OT06pa)KaETCF| CMNCOK aKTUBHbIX N OTJIOXKEHHbIX COeANHEHW.

3T0 no3eonseT yrnpaBnaTb BCEMU MPUITOXKEHNAMN, KOTOPbIE YCTaHaBNINBAOT NCXxoaduine

coeanHeHun4.
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(es[zl) INTERNET SECURITY » - 0O X
Sy 4 CeTeBble NOAKAHOYEHUA I &2 & ?
CkaHnpoBaHue
KoMnBroTERE Mpunoxenne/fokanbHeli P YaaneuHlii IP Mpoto.. WMcxoga..  Bxogawa.. OmpaeneHo  [onydeHo

> || System 0 B/c 0 B/c 391 Kb 131 Kb
> [®Ewininit.exe 0 B/c 0 B/c 06 0B
Iﬁ Cepanc > [ services.exe 0 B/c 0 E/c 06

> [ME|sass.exe 0 B/c 0 B/c 0B 0B
> [ svchost.exe 0 B/c 0 B/c 0E 0B
> [ svchost.exe 0 B/c 0 B/c 0B 0B
> [ svchost.exe 0 B/c 0 B/c 06 0B
> [ svchost.exe 0 b/t 0 bjc 261 KB 2 MB
> Emspoolsv.exe 0 B/c 0B/t 0B 0

OBHoeneHne

Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME > [ svchost.exe 0 b/c 0 B/c 11 KB

2
> [ ekrn.exe 0 b/fc 0 b/c 34 KB 250 Kb
> [®E]svchost.exe 0 B/c 0 B/c 06 0
> IIISearchApp.exe 0 b/t 0 bjc 47 Kb 1 ME

~MokazaTe NnogpoGHOCTH

LLlenkHMUTe 3Ha4YoK rpauka "—' , 4TOObI OTKpPbIThL pa3faen CeTeBasd akTUBHOCT.

MepBas CTPOKa COAEPXKUT UMS MPUIOXKEHNS U €ro CKOPOCTb Nepefiayn AaHHbIX. s npocMoTpa
CNUCcKa coefuHeHNN OTAEeNbHOro NpunoXeHus (1 bonee NnoApobHON MHDOPMaLUN) LLENKHUTE >.

Ctonoupbl

anﬂO)KEHHE/nOKaﬂbeIﬁ IP-appec: NMs NMPUIoXKeHUs, JJoKasibHble IP-afgpeca N NMopThI obmeHa
OaHHbIMI.

YnaneHHbl# IP-appec: IP-agpec 1 HoMep NopTa COOTBETCTBYIOLLErO YAaIEHHOr0 KOMMbOTEpa.
MpoToKon: NCNosb3yeMblii MPOTOKO Nepefayn faHHbIX.

Ncxopawan ckopocTb/BxoaaLian CKOPOCTb: TeKyLLAs CKOPOCTb 06MeHa faHHbIMU B
COOTBETCTBYIOLLMX HaMNPaBNEHNSAX.

OtnpaBneHo/Mony4yeHo: 06beM nepefaHHbIX AaHHbIX C HaYana CoOeANHEHNS.

Moka3aTb NoapobHOCTU: BbibepuTe 3Ty hyHKUMIO AN18 0TobparkeHust noapobHon nHdopmaumm o
BbIOPAHHOM MOAKIIOYEHUN.

LLlenkH1Te NoaKNYEHNE NPaABOA KHOMKON MbILIK, YTOObI NPOCMOTPETb A0MNOJHUTENbHbIE
napaMeTpbl, CPEAN KOTOPbLIX ECThb CeayoLIneE.

OnpepensaTb UMEHa XOCTOB: BCe CETEBbIe afpeca, ec/in 3T0 BO3MOXHO, 0TobpaxkatoTcs B (hopmaTe
DNS, a He B 41CNOBOM popmaTe IP-apecos.
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Moka3biBaTb TONILKO COeAMHEHUsA NO TCP: B CMMCKe 0TOBPaXKatoTCs TONIbKO NMOAK/YEHNS M0
MpoTOoKOJY TCP.

Moka3biBaTb OXXKUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT (,pJ'Ia)KOK ons OT06pa)KeHVIF| TOJIbKO TeX
NOAKJ/OYEHUI, MO KOTOPbIM B HACTOALNIA MOMEHT He nponcxoaounT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CNCTEMa YXXe OTKPbIJ1a NOPT N 0OXXKNAaeT NoAKII0YEeHNA.

Moka3biBaTb BHYTPEHHME COeAMHEHMA: YCTAaHOBUTE 3TOT (PJIaXKOoK, 4TOObl 0TOOPasnTb TOLKO Te
coefMHEeHNs, B KOTOPbIX yAa/leHHON CTOPOHOW SIBASETCS IOKaJIbHbIA KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OGHOBUTbL CKOPOCTL: BbibepnTE NEPUOANYHOCTL OOHOBNEHUS aKTUBHBIX MOAKOYEHNI.
OOHOBMUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

HDELI,CTaBJ'IeHHbIe HN>Xe BO3MOXXHOCTW OOCTYMHbI, TOJIbKO eC/N LWWENKHYTb NMPpUioXeHne nin
npouecc, a He akTuBHoOE NOoJKJIlo4EHME.

BpeMeHHO 3anpeTuTb OOMeH AaHHBIMM OJIf NPOLECCA:; 3aMpeTuTb TEeKYLLME COeANHEHUS NS
[aHHOro npunoxxeHus. Mpn cozgaHnM HOBOro CoeanMHEHNA daepBos NCNONb3yeT
npegonpeneneHHoe npasnao. OnucaHne HacTpoek CM. B pasgene [pasuia anepsona.

BpeMeHHO pa3peliuTb 0OMeH AaHHbIMM A4S Npouecca: Pa3peLInTb TeKYLINE COeAVHEHNS OS
[OAHHOrO NPUNIoXKeHus. Mpu Co34aHNM HOBOrO COEAMHEHUS (hailepBo NCMOb3YeT
npenonpeaeneHHoe npasunao. OnucaHne HaCTPOEK CM. B pasaesne [pasusa dalepsosa.

CeTeBast aKTUBHOCTb

YT106bI NPOCMOTPETL TEKYLLYIO CETEBYIO aKTUBHOCTb B rpaduyeckom Buae, Bbibepute CepBuc >

CeTeBble MOAKIOHEHUS U LLESKHUTE 3HAYOK rpacdka = . B HUWXHEi 4acTi rpaduka HaXoauTcs
BPEMEHHas LUKasa, Ha KOTOpoi 0TobpaxaeTcs ceTeBas akTUBHOCTb B PEXVME PeasibHOr0 BPEMEHN
3a BbIOPaHHbI BpEMEHHOW MHTEpPBasl. YTOObl MU3MEHUTL BPEMEHHON NHTEpBa, BbibepnTe
HeobxoAnMoe 3HaYeHMe B packpbiBatoLwemMcs MeHio YacTota obHOBNEHMA.
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@3 INTERNETSECURITY o x

CeTeBas aKTMBHOCTb ?

5 Kb
4 KB
3 Kb
2 Kb
1KB
6/30/2023 4:42:53 AM 6/30/2023 4:46:56 AM
KonuuecTeo oTnpaBAeHHbIX 4aHHBIX
25 KB

20 Kb

O

6/30/2023 4:42:53 AM 6/30/2023 4:46:56 AM

m

HacroTa o6GHoEAGHWA |1 cexyHaa ~

JOoCTynHbI CieayoLine BapuaHTbl:

* 1 ceKyHpa: amarpamma obHOBNAETCS KaXX Ay CeKYHAY, BPEMEHHas LUKasia OXBaTbiBaeT
nocnefHue 4 MUHyT.

* 1 MmuHyTa (nocnepHue 24 yaca): gnarpaMmma obHOBASETCS KaXXAY0 MUHYTY, BpEMEHHas
LLUKafia oxBaTblBaeT nocaenHue 24 yaca.

* 1 yac (nocnepHuM MecaL): frarpaMmMma 0OHOBNSETCA KaXK bl Hac, BpeMeHHas LWKasa
0XBaTbIBaeT NOCNefHUN MecAL,.

Ha BepTukanbHoM ocu rpaduka oTobparkaeTcs 06beM NoayHeHHbIX UK OTMPaBEHHbIX AaHHbIX.
HaBenunTe ykasaTenb MbIWW Ha rpadnk, Y4ToObl YBUAETb TOYHbIA 06BEM NOSYYEHHBIX UK
OTNPaB/IeHHbIX AAHHbLIX B KOHKPETHbIA MOMEHT.

ESET Sysinspector

ESET SysInspector — 3T0 MPUIOXEHNE, KOTOPOE TLaTeSIbHO NpoBepsieT KOMNbIOTEP 1 cobupaeT
I'IO)J,pO6HbIe cBeeHNA 0 TaKNX KOMMNOHEHTaX CUCTEMBI, KaK ﬂpaVIBepbl N NPUNOXeHNA, CeTeBble
NnoAOKJII04YEeHNA N BaXXHbl€ 3aMnnCn PpeecCTpa, a TakKXXe OUeHNBAET YPOBEHb PUCKa A4 KaXXA0ro
KOMMOHeHTa. 3Ta NHdopMaLuns cnocobHa Nomoyb onpenennTb NPpNYNHY NOAO3PUTENIBHOIO
noBeneHna CUCTEMbI, KOTOPOE MOXKET ObITb CBA3@HO C HECOBMECTUMOCTbIO nporpamMMHoOro nian
annapaTHoro obecneyeHns Uy 3apa>keHmem BpeoHOCHbIMU NporpaMmMamMu. YTobel y3HaTb, Kak
ncnoJsib3oBaTb ESET Sysinspector, CM. NHTEPAKTUBHYIO CMPaBKY ESET Sysinspector.

B oKHe ESET Syslnspector 0TO6paxaloTCs cneayiolime CBeleHNs 0 XXypHanax:

* BpeMsa: BpeMsi CO3aaHNs XXypHana.

61


https://help.eset.com/getHelp?product=esi&version=latest&lang=ru-RU

* KoMMeHTapui: KpaTKuii KOMMEHTapUiA.
* Monb3oBaTennb: NMA NOSIb30BaTENSA, CO3AABLIEN0 XYpHall.
* COCTOsIHMe: COCTOSAHME CO3aHNA XXypHana.

JOoCTynHbl NepeyYnciieHHble Janee AencTBUS.

* NMokasaTb — OTKPbLIBAET BblIbpPaHHbI XKYypHan B ESET Sysinspector. Bbl TakXXe MOXeTe LLENKHYTb
alin XKypHana npaBovi KHOMKON MbIlWW U BbIBPaTb B KOHTEKCTHOM MeHI0 MyHKT MoKasaTsb.

® COBAaTb: co3faHne XXypHana. HDE)K,EI,E HYEM MbITaTbCA OTKPbLITb XXYPHaJ, NOA0XKAONTE, NOKa He
creHepupyeTcs ESET Sysinspector (CocTosiHUe Co3aaHo). XKypHasi COXPaHAETCs B nanke
C:\ProgramData\ESET\ESET Security\SyslInspector.

* Ypanutb: yaneHue BblAeNEHHbIX XKYPHANO0B 13 CNNCKA.
Ecnu BbIbpaHbl halinbl XXypHana, B KOHTEKCTHOM MEHIO LOCTYMHbI CleAyIoLNe 3/IEMEHTbI:

* MokasaTb: OTKpbITME BbIOBPAaHHOI0 XXYypHasa B ESET Sysinspector (QHaJIOFMYHO OBONHOMY
LLEeNYKY).

* Co3paTtb: CO3[laHne XYpHana. I'Ipemue 4eM MbITaTbCA OTKPbLITh XXYPHaJ, NOA0XAONTE, NOKa He
creHepupyeTcs ESET Sysinspector (CoOcToAHMe Co3paHo).

* YOanuTob: yhaneHne BblaesIeEHHbIX XYPHaJZI0B U3 CMNCKa.
* Ypanutb Bce: yhoalieHne BCEX XYPHaJ0B.

* DKCMOPT: 3KCNOPT XYypPHana B aia uam apxue B hopmaTte XML.

NMNaHUPOBLLUK

MNaHMPOBLLVK YNpaBASET 3arjaHnPOBaHHbIMM 3a4a4aMi U 3anyCKaeT UX C NpeaBapuTesbHO
3aQaHHbIMI NapaMeTpamMu U CBOMCTBAMM.

MNAHNPOBLLMK MOXHO OTKPbITb U3 [J1aBHOr0 OKHA NPOorpamMmsl ESET Internet Security, LENKHYB
3neMeHT CepBuc > MNaHMPOBLUMK. 31eCb NPVBEAEH MOJHbINA CMMCOK 3amniaHMPOBaHHbIX 33434 1
NnapaMeTpbl UX 3aMnycka (4aTa, BPEMS U MCMOMb3YEMbI NPOGUIbL CKAHUPOBaHNS).

MNaHWPOBLLMK NpefHa3HayYeH A5 NAaHWPOBaHUS BbIMOJHEHUS Cneylowmnx 3aaay: obHoBNeHMe
MOAYJNei, CKaHMPOBaHME, NPOBEPKa (PaitsioB, UCMOSHAEMbIX MPU 3aNyCKe CUCTEMbI, U 06CAYXUBAHKE
XypHana. [obaBnaTbh 1 yaanaTb 3a4a4u MOXXHO HEMOCPEACTBEHHO B F1TAaBHOM OKHE MJaHUPOBLLNKA
(HaxxmMuTe KHOMKy Jlo6aBUTL 3apauy Nan YOanuTb B H/XKHEN YacTu OKHa). Bbl MoXxeTe
BOCCTAHOBUTb CMWCOK 3amnjaHMpPOBAHHbIX 3a4a4 MO YMOJIHAHWIO U YAaNUTb BCE N3MEHEHWS, LLIENKHYB
napameTp Mo ymonyaHuio. C NOMOLLbIO KOHTEKCTHOMO MEHIO OKHA MIaHMPOBLLIMKA MOXXHO
BbINOJIHUTL Cleayolme NencTBus: oTobpakeHme noapobHON NHGOPMALIUK, BLINMONHEHME 334341
HemenneHHo, fobaBeHMe HOBOW 3a4a4v W yaaneHune CyLecTByoLLen 3aaayn. icnonb3ynte
NaXKKM B Havane Kaxxaow 3anncu, 4Tobbl akTUBUPOBATh UM OTKJIOYNTL COOTBETCTBYHOLLME 3a4a4ML.

Mo YMOJ1HaHWIO B NJ1IaHUPOBLLUKE OT06pa)Ka}OTCf-I cnepywouine 3arnjiaHMpoBaHHbIE 3a4a4N.
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e O6cny>xmBaHue XXypHana

* PerynspHoe aBToMaTuyeckoe obHoBneHue

e ABTOMaTU4Yeckoe obHoBJIeHUe nocne Bxoga nosib3oBaTens B cucrtemy

e ABTOMaTH4Yeckas nposepka ¢ausoB npu 3anycke cUCTeMbI (Nocsie BXxoa rnosib3osBaTeNa B

cncTemy)

e ABTOMaTH4YecKasa nposepka ¢ansioB Npu 3anycke CUCTEeMbI (Noc/e yCrnewHoro
0bHOBNIEHUS MOAY NS 0BHapYyXeHUs)

YT00Obl U3MEHUTb KOH(UIYPALIMIO UMEIOLLENCS 3aMNaHNPOBAHHON 3a4a4M (KaK 3a4a4u no
YMOJIHaHWIO, TaK W NMOJIb30BAaTENbCKON), LENKHUTE MPaBOi KHOMKOM MbILLN HYXKHYIO 32434y 1

BblbepnTe B KOHTEKCTHOM MeHI0 KoMaHALy U3MeHuTb 1unu BbiaenmTe 3afadvy, KoTopyo Heobxoammo

N3MEHWUTb, a 3aTEM Ha>XMNTE KHOMKY N3MeHUTD.

(eSX) INTERNET SECURITY

OBzop

CkaHnpoBaHue
KOMMBHOTEPS

OBHoBnEHNE

E CepBuc

Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

< [lnaHnpoBLWKK

3afjava
OB CNyHRUEAHUE XYPHANO0E

OB CNyRUEAHWE XYPHANOE
OBHOBNEHNE

CUCTEMATWYECKO & aETOMaTHUecKoe oBHOENE..,
= OBHOBNEHNE

ABTOMaTMUECKOE OBHOBNEHWE NOCNE KOMMY...
0 OBHoBNEHNE

ABTOMaTMUeCKOe OBHOBNEHWE NOCAE BXOAA ..

MpoEepka Gainoe, MCNOAHACMBIX NP 3aMYC..,

AETOMATHUYECKAA NPOEEpPKa (ailnoe npw 2an..

MpoEepka Gainoe, MCNOAHACMBIX NP 3aMYC..,

ABTOMAaTUUYECKaA NPOEEpKa Gailnoe Npw 3an..

AobaewTs 3amauy

[lobaBsieHne HOBOM 3a4a4Mm
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Tpurrepsl

3agaua ByeT BRINOAH..
3agaua By0eT BRINOAH..
MpH KOMMYTHEYEMOM ...
Mocne EX04a NONB3OE...,
Mocne EX04a NONB3OE...

Mocne yenewHoro ab...

1. LLlenkHnTe J,06aBUTb 3apauy B HVXKHEN YacTy OKHa.

2.BBegnte nma 3agayn.

3. BbibepuTe HY)KHYI0 3a4a4y B PaCKPbIBAIOLLEMCS MEHIO.

CRegyroLUumii 2anyck
7172023 2:00:00 AM

6/30/2023 5:17:31 AM

MpW oNpegeneHHLX yC..,

MpW oNpegenerHeRx yc..,

MpW oNpegeneHHeRx Y.,

MpK ONPeAeneHHEDE yC...

%Mo ymonuanmo

MocnegHuii 3amyck
6/30/2023 2:0n55 AM

6/30/2023 £17:31 AM

6/30/2023 440037 AM

6/30/2023 414344 AM

* BaI'IyCK BHELUHero Nnpuio>xXeHus: njiaHnpoBaHmMe BbINMO/JIHEHNA BHELLHEr 0 NPUaoXXeHnA.

» 06cny>XxMBaHue XXypHana - B halinax ypHana Takxe CoLep»XaTCs 0CTaTKN yAaNeHHbIX



3anucen. ITa 3afadva perynspHo onTUMU3UPYET 3anncy B hannax xXypHana Ana 3hPeKTUBHON
paboThl.

* NMpoBepkKa ¢annoB Npu 3arpysKe CMCTEMbI: MPOBEPKa DANIOB, NCMOJIHEHNE KOTOPbIX
pa3peLleHo Npu 3amnycke WM BXo[e NoJib30BaTeNs B CUCTEMY.

* Co3paTbh CHUMOK COCTOSIHUA KOMNbIOTEpA: CO3[aHNE CHUMKA COCTOSIHUS KOMMbIOTEPA B
ESET Syslnspector, AJ19 KOTOPOro cobupatoTca noapobHble CBeAEHNS 0 KOMMOHEHTAX CUCTEMbI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) N OLLEHMBAETCA YPOBEHb PUCKA A5 KaXKA0r0 UX HUX.

* CKaHUpOBaHUe KOMMNbloTepa No TpeboBaHMIO: CKaHMpPOBaHMeE (aiiSIoOB 1 NaMokK Ha
KOMMblOTEpE.

+ ObHOBNEHMe: NNlaHNpOBaHMe 3aaa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NeN.

4. lLlenkHNUTe NoN3YHOK PSAOM C 31eMeHTOM BKao4YeHo, 4TobObl akTUBMPOBaTL 3afavy (370
MOXXHO CllenaThb Mo3xe, yCTaHOBUB/CHSAB (hJ1aXKOK B CMMUCKE 3anlaHNpPOBaHHbIX 3a4ay), HaXXMuTe
Danee v BbibepnTe 0OAUH N3 PEXXMMOB BPEMEHM BbIMOJHEHUS.

* OpHOKpATHO: 3aja4a byaeT BbiNO/HEHA OHOKPATHO B YKa3aHHbIe AaTy U BPeMS.

* MHOrokpaTHO: 3aJia4a 6yaeT BbINONHATHCS PEryAsSPHO Yepes yKa3aHHbIA MPOMEXYTOK
BPEMEHWN.

* E>XxepHeBHO: 3afa4a OyieT MHOrOKPaTHO BbIMOJIHATLCS KaXkAble CYyTKW B YKa3aHHOE BpeMs.
» EXXeHepeNnbHO: 3aa4a OyaeT BbINONHATHCS B BbIOPaHHbIN AeHb HeLeNN B YKa3aHHOE BPeMS.

* Mpu onpepeneHHbIX YCAOBUAX: 3a1a4a OyeT BbiNOJIHEHA NPY BO3HUKHOBEHWM YKAa3aHHOI0
cobbITnA.

5. YcTaHoBUTe (hnaxkok MponyckaTk 3apavy, ecam yCTPOUCTBO paboTaeT oT akKyMmynaTopa,
4TOObI CBECTW K MUHUMYMY NOTpebneHne CUCTEMHBIX PECYPCOB, Kora HoyTOyk paboTaeT oT
akKymynsTopa. 3agada 6yneT BbIMOMHATLCA B A€Hb 1 BPEMS, YKa3aHHbIe B Noasx obnacTu
BbinonHeHue 3apaum. Ecnv 3agadva He Morna BbiTh BbIMNOSIHEHA B 0TBEAEHHOE €/l BPeEMS, MOXXHO
yKa3aTb, Korfa byneT npeanpuHsTa cieayiollas nonbiTka 3anycka 3agadu.

¢ B cnepylouiee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HemepneHHo, ecnu BpeMs C MOMEHTa NocJieiHero 3anycka npesbiiaeT (Yacbl) —
npeacTaBnsieT BPpeMs, npolwejliee C MOMEHTa NepPBOro NPonyLLeHHOro 3anycka 3agaaHus. Ecan
3TO BpeMs MpeBbILIEeHOo, 3aAaHune byaeT 3anyLeHo He3aMeaMTeNbHO. YCTaHOBUTE BPeMS C
MOMOLLLbIO CHETYMKA HIUXKE.

Y7066l MPOCMOTPETHL 3aMIAHMPOBAHHYIO 3a4a4y, WENKHUTE ee NPaBo KHOMKOW MbILLK 1 BbIbepute
MokasaTb MH(opMaLMIO O 3apaye.
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NapaMeTpbl CKAHUPOBAHUA NO PACNUCAHUIO

B 3TOM OKHe MO)XKHO 3aZlaTb pacLUMPEeHHbIe NapaMeTpbl 4S8 3anaaHUPOBaHHbIX 3a4a4 CKaHUPOBaHUS
KOMMblOTepa.

Y706bI BHINOSIHUTL CKAHWPOBaHNE 6€3 OYNCTKM, LLENKHNTE JLONONIHUTEsNIbHbIe NapaMeTpbl U
BbibepnTe CKaHMpoBaTb 6e3 0YMUCTKM. ICTOpMSA CKaHNPOBaHNA COXPaHSAETCS B XXypHane
CKaHMPOBaHWS.

Ecnn BbibpaH napameTp MponycTUTb UCKAKOYEHUA, (haliibl C paCLUMPEHUSMI, KOTOpble paHee Bbinn
NCKJTIOYEHbI U3 CKaHWPOBaHWA, By ayT NPOCKaHMPOBaHbI.

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKN NOC/e 3aBepLleHNs CKAHUPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHNA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0OC/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XXHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BOHaPY XEHHbIX Yrpos.

* anIHyﬂ,HTeanail nepe3sarpy3kKa: BCe OTKPbITbIE NPOrpamMmbl NPUHYONTENIbHO
3aKpbIiBalOoTCA, HE 0OXXNOaACb BMeLWaTe/IbCTBa MOJIb30BaTEJIA, U KOMMbIOTEP Nepe3anyCckaeTcs
nocne 3aBeplieHNa CKaHNpPoOBaHUA.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXIMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30O6HOBUTL paboTy).

* Pexxum rubepHaumm: BCe KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCATCsA B CneunaibHbIi
alin Ha KEeCTKOM aucke. KoMnbloTep BbIKIIOYAETCS, U NPU CIeAYIOWEM BKIIOYEHUN BEPHETCS B
npenblayliee COCTOsHNE.

HocTynHocTb genctenini CoH n FrmbepHauma 3aBNCUT OT NapaMeTPOB MUTaHMA 1 CRALLEro
peXXrMa onepaumnoHHON CUCTEMbI U BO3MOXKHOCTEN Ballero HoyTbyka nan komnbloTepa. He
3abbiBanTe, YTO KOMMbIOTEP B CMSLLEM pexume Bce e paboTaeT. KOMMNbIOTEP BbINOAHAET
OCHOBHble (PyHKLMM 1 NoTpebnseT 31eKTpnyYecTBo, Korga pabotaeT oT akkyMmynaTopa. YTobsl
COXpaHnTb BpeMs paboTbl 6aTapen (Hanpumep, eCan Bbl HAXOAUTECH B MyTW), PEKOMEHAYETCA
nepeBecTn KOMMbIOTEP B peXum rubepHaumm.

BbibpaHHOe fencTeune byaeT 3anyLLeHo Nocae Toro, Kak BCe 3anyLleHHble NPoLecChl CKAaHMPOBAHUS
6yayT 3aBeplieHsbl. Mpu Boibope 3aBeplueHne pabdboTbl 1y Mepesarpyska B 41Mas0oroBoM OKHe
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
LeaKTUBMPOBATb 3anpoLLeHHOe feNCTBME).

BbibepuTe 3neMeHT CKaHMpPOBaHMe He MOXXEeT ObITb 0TMeHeHo, 4To6bl M0/Ib30BaTeNN, He
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obnapatoLime Hy>XHbIMU NpaBaMu, He MOT I OTMEHUTb AENCTBUS, KOTOPbIE BbINMOIHSAOTCS Nocse
CKaHUPOBAHWS.

BkntounTte napameTp CKaHMpoBaHMe MOXET ObiTb NPMOCTAHOBNEHO NOJib30BaTeNeM Ha (MUH.),
4T06bI NONb30BaTENN, 0bNafatoLLMe OrpaHNYEHHBIMU NMPaBaMu, MOMIM NPUOCTaHaBANBaTb
CKaHMPOBaHMe KOMMbIOTEPa Ha ONpeaeNieHHbIN Nepros BPEMEHN.

CM. Takxe X0/ CKaHUpOoBaHMS.

0630p 3anIaHUPOBaHHbIX 3a4a4

B naHHOM amanoroBom okHe oTobparkaeTcs noapobHas nHpopmMauma o BbibpaHHON
3anJaHUpPOBaHHOM 3a4a4e, eC/iM ABaXK bl LWENKHYTb HaCcTpanBaemyto 3afady Wan WeaKHYTb NpaBown
KHOMKOW MbILIW HacTpanBaeMyto 3aga4vy NiaHUpPoBLLNKa 1 BbibpaTb komaHay MokasaTb
mHcdopMaumio O 3apaye.

CBepeHus o 3apaye

BeeauTe uMA 3apaum, BbibepuTte TUN 3apa4m 1 LenkHUTe fanee.
* 3anycK BHELUHEro NPU0XXeHUA: N1aHNPOBaHNE BbINONHEHNS BHELLHENO NPUI0XKEHUS.

* OGcny>XxMBaHue XXypHana - B paninax XypHana Takxe CoLepXXaTCa 0CTaTKW yAaNeHHbIX
3anucen. ITa 3afa4va perynspHo onTUMM3UPYET 3anncy B harnax xXypHana ana 3hPeKTUBHON
paboThbl.

* NMpoBepkKa ¢annoB Npu 3arpysKe CUCTEMbI: MPOBEPKa DANIOB, NCMOJIHEHNE KOTOPbIX
pa3peLleHo Npu 3amnycke WM BXo[e NoJib30BaTeNs B CUCTEMY.

» Co3aaTh CHUMOK COCTOSAHMA KOMMblOTEpa: CO3AaHNe CHUMKa COCTOSIHWA KOMMblOTepa B
ESET Syslnspector, 411 KOTOPOro cobnpatoTcs noapobHbie CBeAEHMS 0 KOMMOHEHTaX CUCTEMBI
(Hanpumep, ApanBepax, NPUIOXKEHNAX) U OLEHMBAETCS YPOBEHb PUCKA AN KaXKA0r0 NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe aliIoB 1 NanokK Ha
KOMMblOTepe.

+ ObHOBNEHME: NSIaHNPOBaHMeE 3afa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NEN.

BpeMsa 3apauu

3anava 6yaeT BbINONHATLCSA PErynsipHO Yepe3 yKa3aHHbI NPOMEXYTOK BpeMeHU. BoibepnTe oauH 13
cnefyowmx napamMeTpoB.

* O.D.HOKpaTHOZ 3aaYa 6y;1eT BbIMNOJIHEHA OJHOKPATHO B YCTAHOBNIEHHbLIE OaATy U BpeEMA.

* MHOrokpaTHo: 3aga4a byaeT BbIMONHATHCA PEryispHO Yepes yKa3aHHbI MPOMeXYTOK
BpEMeHH (B Yacax).

* EXXepHeBHO: 3a/1a4a 6y,ueT BbIMNOJIHATBCA pa3 B CYTKN B YKa3aHHOE BpPEMA.
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* EXXeHepenbHO: 3a7a4a 6y,ueT BbIMNOJIHATLCA OAWNH NN HECKOJIbKO pPa3 B HEAENIO B YKa3aHHbIE
OHW 1N BpeMA.

* Mpu onpepeneHHbIX YCAOBUAX: 3a1a4a OyaeT BbiMOJHEHA NPY BO3HUKHOBEHWM YKAa3aHHOI0
cobbITHS.

MponyckaTb 3agavy, ecnm yCTPOMCTBO paboTaeT oT akKyMynaTopa: 3alava He 3amnycTuTcs,

€C/IN Ha MOMEHT MJIAHUPYEMOro 3anyCka 3afa4yn KOMMbloTep paboTaeT 0T akKyMynsiTopa. ITO TakXe
OTHOCMTCS K KOMMblOTEPaM, paboTaloLlmM 0T UCTOYHNKA BecnepebonHOro nuTaHms.

BpeMs BbINOJIHEHUA 3a4a4YU: OOHOKpPATHO

BbinonHeHMe 3aga4M: ykasaHHas 3aaada OyaeT BbiMOSIHEHA OAHOKPATHO B yKa3aHHbIe AaTy U
BpEMS.

BpeMs BbINOJIHEHUA 3a4a4YU: eXXeaHeBHO

3apaya OyneT BbINONHATLCA pa3 B CYyTKM B YKa3aHHOE BpeMs.

BpEMﬂ BbiNOJIHEHUA 3a4ad4Y . e)XeHepneJibHO

3afava 6y,ueT BbINOJIHATBCA KaXXAYyl0 HEQENIO B YKa3aHHbIE EHL N BPpEMA.

BpeMﬂ BbiMOJIHEHUSA 3a4d4YU: NMPHU
onpeaesiéHHbIX YCNOBUAX

3aflaya 3anyckaeTcs B C/ly4ae BO3HUKHOBEHUS OAHOr0 U3 NnepeyncsieHHbIX ganee cobbiTui.
o KaXxabl pa3 npu 3anycke KoMnbiotepa
o Kaxxable CyTKM Npu NepBOM 3anycKe KoOMmnbioTepa
¢ [lpu KoMMyTUPYEeMOM nopakoyeHun K NutepHety/VPN
e Mocne ycnewHoro obHoBNEeHUA Moayns
¢ Mocne ycnewHoro o6HOBJIEHMA NPOrpaMMbl
e Bxopn nonb3oBatens
e OGHapy>xeHue yrpos

Mpy NNAHMPOBAHMUM 3a4a4mM MO COOLITUIO MNOb30BATE/b MOXKET YKa3aTb MUHMUMAJIbHbIA UHTEPBAN
MEX[y ABYMS OKOHYaAHWUAMM BbINOHEHNS 3a4a4u. HanpumMep, ec/iv nosib30BaTeslb BXOAUT B CUCTEMY
HECKOJIbKO pa3 B [ieHb, BbibepuTe 24 Yaca, 4Tobbl 3a4a4a BbINOHANACL TOILKO MPU NEPBOM BXOAE B
CUCTEMY 3a CYTKU, a 3aTeM TOJIbKO Ha ClefyIoLLNiA feHb.
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NMponyuwieHHaa 3apaYva

3afava MoxeT bbITb NponyLieHa, ecav KOMObIOTEP BbIKJIYEH WK paboTaeT 0T akKyMynaTopa.
BoibepuTe cpeaun 3TMX BapuaHTOB, KOraa AoJ/HKHa ObITh 3anyLleHa NponyLeHHas 3aadya, u
HaXMuUTe KHOMKy fJanee.

* B cnepylowee 3ansnaHMPOBaHHOE BpeMs — 3aflaHve ByneT 3anyLieHo, eCv KOMMboTep
OyneT BK/OYEH B Cliefylollee 3amnjaHnpoBaHHOE BPeMS.

* Kak MOXKHO cKopee — 3afiaHne byaeT 3anycKaTbCs Npu BKIOYEHUN KOMMNbOTEpa.

* HemeaneHHO, ecnn BpeMsi C MOMEHTa nocsieaHero 3anJIaHUPOBaHHOIO 3anycka
npesbiWwaeT (4ackl) — NpecTaBAseT BpeMs, npoliejllee ¢ MOMEHTa NepPBOro NpPomnyLLeHHOro
3anycKa 3afaHus. Ecnm 3To BpeMs npeBbIlLeHo, 3aAaHne byaeT 3anyLeHo He3aMeanTe bHO.

Ana npyMepa 3afaHns HAaCTPOEH NOBTOPHLIN 3aMycK Ka)kabln Yac. BeibpaHa onuus
HemepneHHo, ecnu Bpems, npowiealiee ¢ MOMEHTa NocJsieAHero 3anJlaHupoBaHHOIoO
3anycka, npesbillaeT (Y4achbl), a 4715 NPEBbILLEHHOr0 BpeMeHM YCTaHOBJIEHO ABa Yaca.
3apnaHue 3anyckaeTcs B 13:00, u No ero 3aBepLUeHnr KOMMbOTEP NepexoanT B CrALLNM
pPeXUM:

* KoMnbioTep BbIXOAMT M3 cnswero pexuma B 15:30. MNepBbin NponyLLeHHbIN 3anyck 3agaHns
6bin B 14:00. C 14:00 npowno Bcero 1,5 4aca, noaToMy 3agaHue byaet 3anyuieHo B 16:00.

* KoMMbioTep BbIXOAMT M3 cnswero pexuma B 16:30. MNepBbin NponyLLeHHbIA 3anyCcK 3a4a4m
6611 B 14:00. C 14:00 npowno gBa C NOSOBMHOM Yaca, NO3TOMY 3adaHue byaeT 3anyLieHo
HeMea1eHHO.

CBepeHusa o 3apave: oOHOBNEeHUeE

Ecnm HY>XHO MMeTb BO3MOXHOCTb 0OHOBSATL NPOrpaMMy C ABYX CEPBEPOB 0OHOBJIEHUI, HYXKHO
Co34aTb [iBa Pa3Hbix Npoduna obHoBneHns. Ecnm He yaacTcs 3arpy3nTb aisibl 0OHOBNEHWI C
0QHOro CcepBepa, NMporpaMMa aBTOMaTUYECKMN NEPEKYNTCA Ha APYroi. ITOT BapuaHT NOAXOAMT,
HanpuMmep, a1 HOYyTOYKOB, KOTOpble 06bIYHO OBHOBNAOTCS C cepBepa 0OHOBNEHWIA B IOKaIbHOM
CeTW, HO MPK 3TOM UX BNafeNblibl HaCTO NOAKNOYAOTCS K IHTEPHETY B APYrux CeTaX. Takum
obpa3oM, ecnn C NepBbIM NpPodnSieM BO3HUKHET ownbKa, thainbl 06HOBNEHUIA C CEPBEPOB
0OHOBNIEHWI ESET aBTOMaTUYeCKM By YT 3arpy>XeHbl Yepe3 BTOPON Npodusb.

CBepeHus o 3apave: 3dMyCK NMPUN0>XXeHuns

C NOMOLLbIO 3TOW 3aa4M MOXXHO 3alNaHNPOBaTb BbIMOJIHEHNE BHELLHEr 0 NPUJIOXKEHNA.

NcnonHsembint haun: Boibepute ncnosHaeMbln hann B fepeBe KaTasloroB Ui HaXXMUTE KHOMKY ...,
4TObbI BPYYHYIO BBECTU NYTb.

Pabo4as nanka: 3apante paboynii KaTanor BHELHEro NPUNoXeHus. Bce BpeMeHHble aibl
BbibpaHHOro B none UcnonHsembin hann danina byayT cospgaBaTbCa B 3TOM KaTanore.

MapameTpbl: NapameTpbl KOMaHOHOW CTPOKN 4S8 NPUNOXeHUs (HeobsazaTensbHO).
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Haxxmute KHOMKY FNotoBO A/14 NPUMEHEHNA 3ada4l.

CpeACTBO OYUCTKU CUCTEMDI

Mocne yaaneHust yrpo3bl CPeACTBO OYNCTKM CUCTEMbI MOMOraeT BOCCTAHOBUTb KOMMbIOTEP [0
COCTOSAHMSA, MPUrOAHOM0 K 3KCMyaTauun. BpedoHOCHbIE NPOrpaMMbl MOTYT NPUBECTU K OTKJIOYEHUIO
TaKMX CUCTEMHBIX NPOrpamMMm, Kak peaakTop peectpa nam obHoBaeHNs Windows. CpeicTBO 04NCTKHU
CUCTEMbI OQHUM LLENYKOM BOCCTaHABAMBAET AN AAHHOW CMCTEMbI 3HAYEHWS 1 NapaMeTpbl No
YyMOJIHaHMIO.

CpeacTBO 04YUCTKM CMCTEMbI CO06LLEeT 0 NPoBIeMHbIX MapaMeTpax B NATU KaTeropusx:

* HacTpomnku 6e3onacHOCTMU: N3MEHEHNS B MapaMeTpax, KOTOpble MOryT MPUBECTU K
NOBbIWLEHNIO YA3BUMOCTIW Ballero KOMnbOTEpPa, HanpnmMmep N3MeHEHNA B LI,eHTpe obHoBNEeHUS
Windows.

* CHUCTeMHble NnapaMeTpbl: N3MEHEHNE CUCTEMHbIX MAapPaMeTpPoOB, KOTOPOE MOXKET N3MEHMUTb
noBefeHNe KOMMbIOTEPa, HAaNpPUMep U3MeHeHNe conocTaBneHns ansios.

* BHeLIHWIA BUA CUCTEMbI: NapaMeTpbl, BANSIOWNE HA BHELIHWUIA BUA CUCTEMbI, HanpuMep
(hOHOBBI PUCYHOK paboyero cTona.

* OTKNIOYEHHbIe KOMNOHEHTbI: Ba)XHblE KOMMOHEHThI U NPUNOXeHNA, KOTOPbIE MOTYT ObITb
OTKJIIOYEHHbI.

* BoccTaHoBJsIeHMe cucTeMbl Windows: NapaMeTpbl (YHKLUN BOCCTAHOBNIEHNS CMCTEMbl Windows,
KOTOpas faeT BO3MOXXHOCTb BOCCTAaHOBUTb MPeAblAyLLEE COCTOSHNE CUCTEMBI.

OYUCTKY CUCTEMbI MOXXHO 3aMpoCUTh B CedyoLWmMX Ciayyasx:
* Npu 0bHapPY>XEHUN Yrpo3bl;
* MpY HaxxaTum KHonkn Copoc.

|_|pl/l HeobxoaMMOCTN MOXHO npocMaTpmBaTb N3MEHEHUA U C6paCbIBaTb Ha€Tp0I7IKVI.
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O6zop < CpeacTBO OUMCTKM CUCTEMDbI O ?
CkaHnpoBaHue
KOMMBIOTEpE MameHeHsl Heckonbko HacTpoek Windows No yMOAYaHW, YTo MOXeT MOBAMATL Ha paBoTy

po KOMMBKTepPa. Bo3MOXHO, 3T0 pesybTaT AeficTEMiA BpegoHocHoro MO Ha BalleM KOMMLIOTEPE,

OBHoBnEHNE o . . _ -
HpCICI‘."ICI PHMTE MIMEHEHMA HWAE W MK HeoDxoAMMOCTI CtlpClCh € HacTROMKKH,

E Cepenc
BHewHwWi Bug cuctembl o ~ MMokazats noapobHocTK % Cépoc
Hactpoiika

Cnpaska » nogaepskka

Yuernan sannce ESET
HOME

JencTBus B CPeACcTBE OYUCTKM CUCTEMBI MOXKET BbINOHATL TOJIKO M0J1Ib30BaTE b C NpaBaMu
aAMUHMCTpaTopa.

MHCneKTop ceTu

NHCcnekTop CeTn MoXeT NOMOYb BbISIBUTb YA3BMMOCTU B Ballen [JOBEPEHHOWN (JoOMaLLHEN niu
ohncHoN) ceTn (HanpuMep, OTKPbITbIE MOPThI MM HEHALEXHbIN Naposib MapLLpyTu3aTopa). Kpome
TOro, Bbl MNOJly4aeTe CNNCOK NOAK/OYEHHbIX YCTPONCTB, B KOTOPOM YCTPOWCTBA YNOPSAA0OYEHbI MO
Thnam (Hanpumep, NPUHTEpP, MapLLIpyTU3aTop, MOBUSIbHOE YCTPONCTBO W T. M.) Y KOTOPbIA N03BONIAET
Yy3HaTb, Kakne yCTPONCTBa NOAKIIYEHbI K BalLen ceTu (HanpuMep, NrpoBast KOHCOb, YCTPOMCTBO loT
Unn Apyrue yCcTporncTBa «yMHOro» foma).

|/|HCI'I€KTOp CeTn no3esosigeT O6Hapy)KI/|Tb YA3BUMOCTWU MapLUPYyTU3aTOpPa N NMOBLILLAET YPOBEHDb
3allnThl NPWU NOAOKTIOYEHUN K CETWN.

WHCNeKTop ceTu He BbIMNOJIHAET NMOBTOPHYIO HAaCTPOWMKY MapLupyTn3aTopa BMeCTO Bac. Bbl camu
BHOCUTE U3MEHEHWS MpY NOMOLM CMeLnann3npoBaHHOro MHTepdenca MapLwpyTm3aTopa. [JJoMalHme
MapLUPYyTMU3aTOPbl MOryT ObITb BECbMA YA3BMMbIMU 4151 BPEAOHOCHBIX MPOrpamMM, NCMOsb3yeMblX As
3anycka pacnpefefieHHbIX aTak Tuna «oTka3 B 06cnyxuBaHun» (DDoS). Eciv naposb
MapLIpyTM3aTopa, 3aaHHbIi N0 YMOJIYaHWIO, He Bbll 3MEHEH MoJib30BaTeseM, ANs
3/10yMbILLIIEHHNKOB HEe COCTaBUT Tpyha noaobpaTb Naposb, aBTOPM30BATLCS B BaLLEM
MapLUpyTM3aToOpPe 1 NePEHACTPONTb ero nbo B3/0MaTb Bally CETb.

HacTosaTenbHO PEKOMEHAYETCA CO34aTb HaOEeXHbIA U OJINHHbIR napoJib C NCMoJIb30BaHNEM
A LI,I/ICpp, cneunanbHbIX CUMBOJIOB NJIN 3alr J1laBHbIX 6yKB. Y106bl NOBLICUTb HAZEXXHOCTh napond,
MCHOﬂb3yVITe COoYeTaHnA pa3HbIX CNMBOJIOB.
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Ecnn ceTb, K KOTOPOM Bbl NOAKMOYEHbBI, KOHDUIYPUPOBaHA KaK A0BEPEHHas, CETb MOXKHO NOMETUTb
Kak «Mosi ceTb». LLenkHnTe MoMeTUTb Kak «Mos ceTb», 4T0bbl 106aBUTL K ceTu Ter «Mosi ceTb».
70T Ter byneT oTobparkaTbCA PAAOM C CETbIO BO BCeM ESET Internet Security ANna ayylen
naeHTudunkKauum n o63opa besonacHocTu. LLlenkHute CHATL NnoMeTKy «Mos ceTb», 4TOObI yAaINTb
Ter.

Ka)xaoe yCTpONCTBO, NOAK/OYEHHOE K Ballen ceTn, oTobparkaeTcs C OCHOBHOM MHGOpMaLMeEN B
BUAE cnucka. LLlenkHuTe yCcTponcTBo, YT00bl M3MEHUTL €r0 UK NPOCMOTPETh NOAPOOHLIE CBEAEHNS
0 HeM.

C nomoLLblo packpbiBatoLwerocsa MeHto CeTn MoXXHO (UAbLTPOBATb YCTPONCTBA, OCHOBLIBASACH Ha
TakKuUX KpuTepunax:

* YCTPOWCTBA, NOAK/OYEHHbIE K ONPEEeNeHHO CeTU
* YCTPOWCTBA, NOAK/OYEHHbIE KO BCEM CeTAM
* yCcTponcTBa 6e3 kaTeropuu;

LLlenkH1TE 3HA4YOK YCTPONCTBA, YTOObI M3MEHNTL YCTPONCTBO WV MPOCMOTPETL N0APOOHbIE
cBefeHNs 0 HeM. HeaBHO NOAK/IOYEHHbIE YCTPOWCTBA NOKa3aHbl 6KXe K MapLlpyTM3aTopy, 4Tobbl
BaM bObIN0 NpoLLe nx 06HapyXUTb.

LenkHMTe wecTeperky £ B npaBoM BepxHeM yriy, 4Tobbl BbIOpaTh, HE06X04MMO S YBEAOMIATL 06
0bHapy>XeHMN HOBOro YCTPOWCTBA B CETMW.

LLlenkHnTe CKaHMpPOBaTb CeTb, YTOObI BPY4YHYIO NPOCKAHNPOBATb CETb, K KOTOPOW Bbl MOAKJIOYEHbI.
CKaHUpOBaHMe CeTU [OCTYNHO TOJIbKO A/t AOBEPEHHON ceTu. CBeeHNs 0 MPOCMOTPE W
N3MEHEHUN HAaCTPOEK CETU CM. B pa3aene [1podniv CETEBLIX NOAKIYEHWIA.

JoCTynHbI cnegytowme napaMmeTpbl CKaHUPOBaHWUS.
* CKkaHupoBaTb BCe
* CKaHMpOBaTb TOJIbKO MapLUpyTU3aTop

* CKaHMpoBaTb TOJIbKO YCTPOMCTBA

A BbinonHante CKaHMPOBaHWE CETU TOJIbKO B )J,OBGpEHHOI?I cetun! denaTb 3TO B Heﬂ,OBepeHHOVI
CETK OoMNacHoO.
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O6zop 4 WHcnekTop cetu Cen~ (@ 7

CraHupoBaHue
KOMMbHOTERE CeTb

E —

% MomernTs kak "Mon ceth”

Cep - ~
E Epaue Tun  ma ycTpoicTea Mocraewmk Mogens IP-agpec ObHapyxeHne
Hactpoiika Moil MapLupyTHzaTop
Cnpaeka u nogaepsea | 1 0.0.2.1 0.0.2 cefivac >
Yuethan sanuce ESET
HOME Mo KNKYEHD HEAABHO
E_]DESKTOP-ILTJIDQ cefiuac >
D Samsung Galaxy Pho.. Samsung Galaxy Phone 0.0.2.3 cefiuac >

Mo 3aBepLUEHNN CKAHUPOBaHUS 0TOBPa3UTCS yBELOMIIEHNE, COAEPXKALLEE CChISIKY HAa OCHOBHbIE
cBefeHuns 06 yctpoicTee. Takxe MOXHO NPOCMOTPETb 3TN CBEAEHWSs, ABaXXAbl WENKHYB
MoA03pUTENIbHOE YCTPOMCTBO B CMIUCKE WX NPeACTaBAeHUM noKaTopa. LLlenkHnte YcTpaHuTb
HenonapaKu, 4Tobbl NPOCMOTPETb HEAABHO 3ab10KMPOBaHHbIE COeANHEHUS. [10Ap0OHbIE CBEEHNS
06 ycTpaHeHun Henosafok danepsosa.

Moaynb HCnekTop ceTn oTobpakaeT yBeLOMIEHNS ABYX TUMOB:

* K ceTy noaK/i04eHo HOBOE YCTPOMCTBO: 0TOOPAXKAETCSA, eC/in K CeTU NOAKI0YAETCS He
CMO/b30BaBLLEECA paHee YCTPONCTBO, KOrAa Nosib30BaTe b MOAK/OYEH.

* HanpeHbl HOBbIE ceTeBble YCTPOUCTBA: 0TOOpaXKaeTCa, eCn Bbl 3aHOBO MOAKJ/IIOYAETECH K
CBOEN [OBEPEHHOMN CETU 1 B HEN 0BHapyXMBaeTCS paHee He NCMOoJib30BaBLUeecs YyCTPONCTBO.

Oba Tuna yBefoMaeHnn coobLLatoT BaM, YTO K CETU NbITAETCA MOAKIIIOYNTBLCA
HeaBTOPM30BaHHOE YCTPONCTBO. LLlenkHnTe NMpocMOTp yCTPOUCTBA, 4TOOLI YBUAETH
cBefeHus 0b ycTponcTse.

4YT0 03HaA4YalT 3HA4YKMU Ha yCTpoucTBax B MHCcnekTope ceTu?

3Ha4yoK B BUAE XeNTomn 38e34bl 0603HaYaeT yCTPONCTBA, KOTOPbLIE SABASAIOTCA HOBbIMU A5
ceTV AN KoTopble B NepBbin pa3 bbiin 0bHapy>XeHbl KoMnaHuen ESET.

MKenTbl 3HA4YOK NPeaynpeXxAeHns 03Ha4YaeT, YTO Ball MapLIPYTU3aTOP MOXKET COAEPXKaTb
ys3BMMOCTHW. YT0ObI NpoCcMOTpeThL Boslee NoapobHbIe CBeAeHNS 0 Npobneme, WeNKHUTE
3HAY0K NPOAYKTa.
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A KpacHbI 3Ha40oK npeaynpexaeHns obo3HavyaeT YCTPONCTBA, Ha KOTOPbIX MapLUpyTU3aTop
COAEPXKUT YA3BUMOCTU U MOXET BbITh 3apakeH. YTobbl npocMoTpeTh bonee nogpobHblie
cBefeHus o npobneme, WENKHUTE 3HAYOK MPOAYKTa.

CUHWIA 3HAYOK MOXKET NOSABUTLCH, KOrAa Y NpofyKTa ESET eCTb JOMOIHATEIbHbIE CBEAEHMS
A9 BaLlero MapLupyTU3aTopa, HO HeMeAJleHHOe BMeLIaTesbCTBO He TpebyeTcs, Tak Kak
yrpo3bl 6@30MacHOCTM OTCYTCTBYIOT. YT0ObLI NMpocMOTpeTh Hosiee NoApobHbLIE CBEeAEHNS,
WENKHUTE 3HA4YOK MPOAYKTa.

CeTeBoOe yCTPOUCTBO B MlHCNeKTOpe ceTH

STOT pa3aen coaepXxuT nogpobHele cBefeHna 06 yCTPOMCTBE, B TOM YUChe:
* UMS YCTPONCTBA;
* Tun ycTponcTBa
* NOCNeAHUN KOHTAKT;
* MA ceTu;
* IP-afpec;
* MAC-afpec.
* OnepaumnoHHas cucTema
3HaY0K KapaHgalla 03Ha4aeT, YTO UMS U TUMN YCTPOMCTBA MOXKHO M3MEHUTb.

YAaanutb U3 UCTOPUK: yasieHre YyCTPONCTBA U3 CNINCKa YCTPONUCTB. 3Ta Onuusa AOCTYNHa TOJIbKO
A5 YCTPONCTB, KOTOPbIE HE MOAKJI0YEHbI B JaHHbI MOMEHT K Ballen CeTH.

AN KaXxgoro Tvna yCTponcTBa AOCTYMHbI NEpPeYNCIeHHble fanee LenCcTBUS:

N MapuupyTusaTop

MapamMeTpbl MapLupyTM3aTopa — LOCTYN K MapaMeTpam MapLUpyTU3aTopa BO3MOXEH Yepe3
Beb-mHTepdenc, MobunnbHoe NPUNOXKEHNE NN C MOMOLLbIO KHOMKN OTKPbITb MHTEpdenc
MapuipyTusatopa. Eciv maplwpyTnsaTop NnpefoCcTaBleH BaM NOCTaBLMKOM ycayr VIHTepHeTa,
BO3MOXXHO, BaM HY>XHO ByaeT cBA3aThbCA C ero cayxbor nogaepxXKn nam ¢ Nnpon3BoanTenem
MapLIpyTU3aTopa Aas yCTpaHeHUs BbigBAeHHbIX Npobnem 6e3onacHocTn. Obsa3aTenbHO
cobniofanTe Haanexalune Mepbl NPeLOCTOPOXXHOCTH, KOTOPbIE NMPUBEAEHbI B JOKYMEHTaLUN
MapLupyTu3aTopa.

3awmTa - YT06bl 3aWMTNTL MAapLIPYTN3ATOP U CETb OT KubepaTak, cobnoaante cnepyouwme
obuime pekomeHgaunu.

NV Cetenoe YCTPOWNCTBO
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NpeHTudMKaLMOHHbIe AaHHbIe YCTPOUCTBA — €C/IM Bbl HE 3HAETE, Kakoe YCTPOMCTBO
NOOK/IIOYEHO K Ballen CeTU, HanguTe Ha3BaHMe NOCTaBLLUMKA UK NMPOU3BOANTENS NOL UMEHEM
ycTponcTaa. C noMoLLbIO 3TOM HGopMaumm Bam ByaeT npolie onpenennTb, 4TO 3TO 3a
YCTPOMCTBO. MIMS1 yCTPONCTBA MOXHO U3MEHUTb, 4TOObI B Ala/ibHENLLEM ero 6biJ10 Nerko y3HaTb.
OTKNI04YeHne yCTPOUCTBA — €CJIM Bbl HE YBEPEHbI, YTO MOAKIIIOYEHHOE YCTPONCTBO Be3onacHo
ANS Ballen CeTU UK APYrux yCTPOMNCTB, U3MEHMTE NpaBa A0CTyNa K CeTW A5 3TOro YCTPOMCTBaA
B MapaMeTpax MapLupyTM3aTopa UM U3MEHUTE Naposib CETH.

3awmTa — 4T06bI 3aWMTUTL YCTPONCTBO OT aTakK 1 BPEAOHOCHLIX NPOrpaMM, YCTaHOBUTE
cnctemy obecneyeHuns Knbepbe3onacHOCTM Ha CBOE YCTPOWCTBO 1 CBOEBPEMEHHO 0BHOBNIANTE
OnepaunoHHY0 CMCTEMY K yYcTaHoBeHHOe MO. YTobbl COXpaHUTb 3alKUTy, HE NOAKIOYaNTeE
YCTPOWCTBO K HE3aLULLIEHHbIM CETAM Wi-Fi.

NV 310 YCTPOUCTBO

9T0 YyCTPOMCTBO — Ball KOMMbIOTEpP B CETHU.
CeTeBble apganTepbl — CBELIEHUS O BaLUMX CETEBLIX afanTepax.

YBepomneHusa | UHcneKTop ceTH

Hu>xe noka3aHo HECKOJIbKO BapyaHTOB YBEAOMEHWNIA, KOTOpble MOryT oTobparkaTbCs, Koraa ESET
Internet Security 0OHapy>X1BaeT NpobieMbl C ySI3BMMOCTbIO B BallleM MapLupyTusaTope. Kaxaoe
yBe[OMJIEHNE COAEPXXNT KOPOTKOE OMMCaHNe 1 pelleHne nnbo warv, KoTopblie NoMoryT
MWHUMU3NPOBATL PUCK OT YS3BMMOCTM Ballero MapLlpyTu3aTopa. Ecam y Bac HeT onbiTa B
N3MEHEHMUN HAaCTPOEK MapLLpPyTU3aTopa, PEKOMEHAYEM 06PaTUTLCS K MPOU3BOAMTENIO
MapLipyTn3aTopa Win K CBOeMY MOCTaBLLMKY ycayr MHTepHeTa.

HaipeHa noTeHuuanbHas yA3BUMOCTb
MapLUpyTHN3aTOP MOXET COAEPXKAaTb N3BECTHbIE YS3BUMOCTM, KOTOPLIE MOXXHO JIErKO aTaKoBaTh U
ncnonb3oBaTb. O6HOBUTE BCTPOEeHHOE MO MapLpyTusaTopa.

A HanpeHa ya3BuMOCTb
MapLupyTM3aTop COAEPXKUT U3BECTHbIE YS3BMMOCTU, KOTOPbLIE MOXXHO JIEFrKO aTaKoBaTh U
ncnosb3oBaTb. O6HOBUTE BCTPOEHHOe MO MapLupyTM3aTopa.

Ayrposa HanpeHa
MapLupyT13aTop 3apakeH BpeAoHoCcHbIM M10. MepesanycTuTe MapLipyTM3aToOp U NOBTOPUTE
CKaHMpOBaHWe.

A HenapeXHbli naponb MapLupyTU3aTopa
Maposb Ballero MapLIpyT13aTopa HeHadexeH. Ero erko MoXeT yragaTb Apyroit Yenosek.
/3MeHWTe Naponb B MapLLUpyTM3aTope.

BpepoHocHoe nepeHanpaB/sieHUe B CeTU
KaxeTcs, Ball MHTepHET-TpauK nepeHanpasiseTca Ha BpeAoHOCHbIe Beb-canTbl. BO3MOXHO, BaLl
MapLUpyTU3aTop CKOMMNPOMETMPOBaH. MI3MeHUTe HaCcTPOMKKN DNS-CepBepa B MapLupyTu3aTope.

OTKpbITbie ceTeBble CYXObI
Ball MapLUpyTU3aTOp 3amnyCKaeT CeTeBble CNyXObl, KOTOPbIE MOTYT UCMOJIb30BaTh APYrue Nan. To
MOXXEeT ObITb CBSA3aHO C HEMPABWJ/IbHOK HACTPOWKOMN MW CKOMMPOMETMPOBAHHLIM MAPLLPYTN3aTOPOM,
MpoBepbTe KOHPUrypaLMio MapLLpyT13aTopa.

A KondupeHumnanbHble OTKPLITbIE CETEBLIE CAYXObI

Balu MapLlpyTun3aTop 3anyckaeT KOHDUAEHUMabHbIe CeTeBble CyXXObl, KOTOPbIE MOTYT
NCNOJIb30BaTLCA APYrUMM NIOABMU. ITO MOXET ObITh CBS3aHO C HENPABW/IbHON HAaCTPOMKON 1K
CKOMMPOMETMPOBAHHbLIM MapLIPyTKU3aTopoM. [NpoBepbTe KOHPUIypaLMo MapLLpyTM3aTopa.
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BcTpoeHnHoe MO ycTapeno
BcTpoeHHoe MO Ballero MmapwpyTr3aTopa YCTapesao n MOXeT coaepXaTb ya3Bumoctu. ObHoBuTe
BCTpoeHHoe N0 mapwpyTmnsaTopa.

A BpepoHocHas HacTpoika MapLupyTM3aTopa

3TOT DNS-CepBep, NCMOJIb3YeMblil BalLVIM MApPLLPYTU3aTOPOM, ABAAETCS BPeAOHOCHLIM. OH MOXeT
nepeHanpas/saTh BAaC Ha onacHble Beb6-canTbl. BO3MOXHO, Ball MapLUPYTU3aTOP CKOMMPOMETUPOBAH.
3MeHnTe HaCTPOViKK DNS-CepBepa B MapLUpyTH3aTope.

CeTeBble cNyX0bl
Baw mapLupyTm3aTop 3anyckaeT obwune ceTeBble CyX6bl. OHU HYXXHbI A5 paboTbl B CETU 1,
BEpOsiTHO, 6e30nacHsbl. [poBepbTe KOHGMIypaLMio MapLpyTM3aTopa.

KapaHTUH

naBHaa PyHKUNS KapaHTUHa — Be3onacHoe xpaHeHne obHapyXeHHbIX 06beKTOB (Hanpumep,
BPEAOHOCHbIX NPOrpaMM, 3apaKeHHbIX haioB UM NOTEHLUMANbHO HeXXeNaTesbHbIX MPUI0XKEHNN).

KapaHTWH MOXHO OTKPbITb U3 [JIaBHOrO OKHa NporpamMmsl ESET Internet Security, LLENKHYB 3/IeMeHT
Cepsuc > KapaHTuH.

NHdopmaumio o hannax, NOMELLLEHHbIX Ha KapaHTWUH, MOXXHO NMPOCMOTPETL B BUAe Tabanupbl,
copep)Kallen Takne CBefeHuns:

* [aTy 1 BpeMa nomeLleHns anna Ha KapaHTuH;

* NYTb K NCXOAHOMY PacnonoXeHuto ainna;

* ero pa3mep B banTax;

* NMPUYUHY NoMelLeHns daina Ha KapaHTWUH (Hanpumep, o6bekT fobaBneH nosib3oBaTesnem);

* KOINYeCTBO 06HapyXeHunn (HanpuMep, NoBTopsAoLLMecs 0bHapy>XeHNs OOHOro 1 TOro xe
(hanna nnm apxme, COAEPXKALLNIA HECKOJIbKO 3aparKeHunin).
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0630p < KapaHTuH = 7

CkaHnpoBaHue

Epema VImA oBbekTa Paz.. [lpuduHa Kon.. YJeTHad 2anuce NoNL30EA.
KOMOBHOTERA

OBHoeneHne
E CepBuc
Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

MomeweHue pansioB HA KapaHTUH

Mporpamma ESET Internet Security aBBTOMaTU4YECKMN MOMELLAET yaseHHble (haifibl Ha KapaHTWH (ecan
NoJIb30BaTeslb HE OTKJIIOUU 3TY DYHKLUMIO B OKHE MpeyrnpexaeHns).

JononHuTenbHble daisibl CefyeT NnoMellaTb Ha KapaHTUH, eciu:
a.UX HeNb3$ BbIIEYNTD;
b.nXx Henb3st 6e30MacHo yaanuTh;
C.OHM OTHECEeHbI NPOrpaMMon ESET Internet Security K 3apa>K€HHbIM M0 OLINOKe;
d.chaiin C NOA03PUTENIbHON aKTUBHOCTbIO, HO He onpeaenseTcs 3allnTambl.

YT06bI NOMECTUTL hann Ha KapaHTUH, MOXKHO NCMNOb30BaTb HECKObKO MPUBEAEHHbIX HUXE
BapMaHTOB.

a.icnonb3ynTe hyHKLMIO NepeTacknBaHus, 4Tobbl BPy4HYIO OTAPaBUTb Parn Ha KapaHTuWH.
Ons 3TOro wenkHuTe dans, nepeMecTuTe ykasaTeslb MbILUN B OTMeYeHHYo 061acTb,
yOepXXnBas HaXkaTon KHOMKY MbILWK, MNOCAe Yero OTnyCTUTEe KHOMKY MbIlwn. Mocne 37oro
npuioxeHne dynet nepesefeHO B POHOBLIN PEXUM.

b.LLlenkHUTE hann NpaBon KHOMKOW MbIWN 1 BbibepuTe PacluMpeHHble napaMeTpbl >
MomecTuTb hann B KapaHTUH.

c.llenkHute N3onuposaTb (pann... B okHe KapaHTHH.
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d.[lnsa 3TOro TakXXe MOXXHO BOCMOJIb30BaTbCA KOHTEKCTHLIM MEHI0, HaXKaB MPaBO KHOMKOW
MbILLK B OKHe KapaHTUH 1 BbibpaB nyHKT KapaHTUH

BoccTaHOBJIeHUE U3 KapaHTUHa

®annbl, NOMELLEHHbIE Ha KapaHTWUH, MOXXHO TaK>XXe BOCCTaHOBUTb B UCXOAHOE PacCrnosioXKeEHUE.

* [1nsi 3TOro LWeAHWTe NPaBo KHOMKOW MbILWK (hal, NOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEeHI0 HaXKMNTe KHOMKY BOCCTAaHOBUTD.

* Ecnm haiin NnoMeyeH Kak NMoTeHLIMaNbHO HeXxenaTebHoe NpuioXeHne, napaMmeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHUPOBAHMA BKJIIOYEH. CM. TakxKe VcKaoyeHus.

* KOHTEKCTHOE MEHI0 COLEPXUT Takxe (PyHKLNI0 BOCCTaHOBUTL B, KOTOpPas No3BosseT
BOCCTaHOBUTb (pa|7|n B PacCrosoXeHNe, oTaAN4YHOE OT MCXOOHOTr 0.

* (DyHKLI,I/Iﬂ BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Ciy4adX, HarpumMmep, and d)aﬂ)'IOB,
PacnoJIoXXeHHbIX B CeTeBOW Narke, ﬂ,OCTyI'IHOI7I TOJIbKO OJ1A YTEeHWNA.

YaoaneHue U3 KapaHTUHa

LLlenKHWTe 3/1eMEHT NPaBO KHOMKOW MbIWW 1 BbiIbepuTe KOMaHay YAanuTb U3 KapaHTUHA WK
BbibeprTe 31IEMEHT, KOTOPbIA HYXXHO YAANNTb, N HAXXMUTE KNaBuLy DELETE Ha knaBuaType. Ecan Bl
X0TUTE BblIbpaTh M YAaNNTb BCE 3JIEMEHTHI B KAPaHTUHE, MOXXHO Ha)kaTb KnaBuwmu Ctrl + A, a 3aTeM
K/laBuLY Delete Ha KNaBmaType. YaaneHHble 3n1eMeHTbl 6€3B03BPaTHO YAANAOTCS C BaLLEro
YCTPOMCTBA U U3 KapaHTUHa.

OTnpaBka danna U3 KapaHTUHa

Ecnn Ha KapaHTUH nomeLlleH ains, KOTOPbIN He pacno3HaH NPorpaMMon, uan hann HeBepHo
KBanMMUUMPOBaH Kak 3apaKeHHbI (Hanpumep, B pe3yabTaTe OWnbKM 3BpUCTNYECKOr0 MeToaa
KOAa) U N3011poBaH, NnepefanTe obpasel B nccaenoBaTesckyo nabopatoputo ESET ans
npoeefeHns aHaansa. Ytobbl 0TAPaBUTb hans, WENKHUTE ero NPaBon KHOMKON MbILWKN 1 B
KOHTEKCTHOM MeH1o BblibepnTe NyHKT Mepenatb Ha aHaNMU3.

OnucaHue obHapyXxeHus

LLlenKHUTE 3NeMEHT NPaBO KHOMKOW MbILKN 1 BbibepuTe NyHKT OnncaHne obHapy>xeHus, YToOb
OTKPbITb HLMKIOMNEANO Yyrpo3 ESET, KOTopas COAEPXXUT NoapobHyto MHGopMaLmio 06 onacHOCTAX 1
CUMMTOMaX 3apermcTPMpPOBaHHOMO 3apaXKeHUs.

Cnegnytouwmne ctaTbh 13 6a3bl 3HaHWA ESET MOTyT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* BoccTaHoBsieHUE dalia U3 KapaHTWUHa B ESET Internet Security

* YnaneHue nomMeLLeHHOoro B KapaHTuH dania B ESET Internet Security

* [IpoOyKT ESET yBegomMna MeHst 06 obHapyxeHun. Y1o MHe genats?

He yananocb oTnpaBuTb Ha KapPaHTUH
Huxe YKa3aHbl NMPU4nNHbI, MO KOTOPbIM onpeaeneHHbIE qi)aVIJ'IbI HE MOryT 6bITb nepemMeLlleHbl B
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KapPaHTUH.

* Y BaC HeT pa3peLUeHUN Ha YTeHUe: 3TO 03HAYaeT, YTO Bbl HE MOXEeTe NpocMaTpmBaThb
cogepxunmoe anna.

* Y BacC HeT pa3pelueHMi Ha 3aNuCb: 3TO 03HAYAET, YTO Bbl HE MOXXETE N3MEHSTb COAEPXXNMOE
thanna, T. e. Lo6aBNATL HOBOE COAEPXKMMOE AN YAaNATb CyLLEeCTBYOLEE.

* ®ain, KOTOpPbIXA Bbl NbiTaeTeCb OTNPABUTb HA KapaHTUH, C/IMLLKOM BeNukK: Heobxoanmo
YMeHbLUUTb pa3mep anna.

Ecnm Bbl nony4unu coobuyeHne o6 ownbke «He yaanocb OTAPaBUTb Ha KaPaHTUH», WENKHUTEe
MoppobHee. OTKPOETCA OKHO CO CMUCKOM OLWIMBOK KapaHTWHa, FAe Bbl yBUANTE Ms anna u
NPUYUHY, NO KOTOPOW He yaaeTcs NOMeCTUTb (aisl Ha KapaHTUH.

BbiOop obpasua pna aHanusa

Mpn obHapy>XeHnn NoJ03PUTENBHOrO aiia Ha KOMMbIoTepPe MAN NOAO3PUTENBHOMO CailTa B
NHTepHeTe ero MOXXHO OTNPaBUTb Ha aHaNn3 B MCCNenoBaTeNbCKyto labopaTopuio ESET (MoXeT BbITb
HeLOCTYMNHO B 3aBMCUMOCTU OT KOH(Urypaumnm ESET LiveGrid®).

Bbl MOXKeTe 0TNpaBAATb TONbKO 06pa3ubl, KOTOPbIE COOTBETCTBYIOT MO KPanHen Mepe 04HOMY
N3 Cnepyowmnx KpuTepres:

* Mporpamma ESET He obHapyxuBaeT obpaseL.

» Obpa3zel ownboyHO 0BHapPYKMBAETCA KakK yrposa.

* Mbl He NpUHYMaeM SnYHble hannbl (KOTOPbIE Bbl XOTUTE NPOCKAaHUPOBATb Ha Hanyne
BPEOOHOCHbIX MPOrpaMM C NOMOLLbIO ESET) B KavecTBe 0bpa3sLoB (BUpycHas nabopaTopus ESET
He NPoBOAUT CKaHMPOBAaHMeE Mo 3anpocy noJsib3oBaTtesien).

» TeMa nNucbMa J0J/HKHa ONMUCbIBaThL Npobnemy, a TEKCT LO/KEH coAepXaTb Kak MOXHO bonee
NOJIHY0 MHopMaLKMIo 0 banne (Hanpumep, CHUMOK 3KpaHa Wiamn agpec Beb-canTa, C KOTOPOro
OH OblN1 3arpy>eH).

OTnpasuTb 0bpa3zey (hann nnm Beb-cant) Ha aHaM3 B ESET MOXKHO O4HUM M3 Ceayowmnx cnocobos.

1. Bocnonb3yiiTecb hopMoi oTnpaBku obpasua B CBoeM NpoaykTe. YTobbl OTKPLITL €€, HaXMUTe
Cepsuc > OTnpaeka obpasua Ha aHanu3. MakcMMabHbIN pa3Mep oTrpasasemMoro obpasua —
256 Mb.

2. ®ailn TakXXe MOXXHO OTMNPABUTL MO 3/IEKTPOHHON noyTe. Ecnm 310T cnocob ans Bac yaobHee,
32apXMUBMPYIATE halisbl C MOMOLLbIO MPOrpaMMbl WinRAR/WiInZIP, 3aLLMTUTE apXuB Naposiem
«infected» N OTMPaBbTE €ro rno agpecy samples@eset.com.

3. Y1066l COOBWNTL 0 CName, IOXKHOM 0BHapy>XeHMM CnaMa unmn Beb-canTax, KOTopblie MOAY /b
POANTENLCKOr0 KOHTPOJIA OTHEC HEe K TOM KaTeropun, 03HaKOMbTECb C 3TON cTaThen B Base
3HaHWWM ESET.

B thopme Bbibop obpasua pns aHanusa BbibepnTe packpbiBatolleecs MeHio MpuynHa oTnpaBKu
danna v ykaxxute Hanbonee noagxoasiiee onvcaHme CBOero coobLeHns:

¢ [Nooo3puUTeNbHbIV hann
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* [loAo3puTENLHLIA CanT (BeB-CalT, 3apa’keHHbI BPe4OHOCHOW NPporpamMmon)

* J10)KHO 0OHAPY)XXEHHbIN canT

* JIOXXHO 0BHapy»XeHHbIN hainn (hann obHapyXeH Kak 3apa>keHHbIN, XOTS He ABAseTCs
TAKOBbIM)

* pyroe
dann/canuT: NyTb K OTNPaABASEMOMY Ha aHanu3 danny mnm seb-canTy.

Appec 371IeKTPOHHOM NOYTLI: AJpec OTNPaABAETCS B ESET BMECTe C No403pUTeNbHbIMK daiiamn u
MOXXET UCMO0/Ib30BaTbCA AJ15 3aMnpoca AOMOJHUTENbHOW MHDOPMaLMK, He06X0AMMON ANst aHaNn3a.
YKa3bIBaTb aJipec 3IeKTPOHHON NoYThl Heobs3aTeNnbHO. YTo6blI HE 3aM0NHATL 3TO NoJie, Boibepute
BapMaHT OTNPaBUTb AaHOHUMHO

Bbl MOXeTe He MNOJIY4UTb OTBETa OT ESET

MOCKO/IbKY KaXKAblii fleHb Ha cepBepbl ESET NOCTYNaT AECATKU ThICSY (aitloB, HEBO3MOXXHO
OTNPaBUTb OTBET Ha Ka)KAbli 3aMpoc. Bam 0TBETAT TONLKO B TOM CJ/lyyae, eC/in ANs aHaausa
noTpebyeTcs fLOMNONHUTEIbHAA MHoPMaLus.

Ecnn obpa3seL, oKaxxeTcst BPeAOHOCHbLIM MPUIOXKeHNEM UK Beb-caToM, ero obHapyxeHne
bynet nobasneHo npu cnegpytoweMm o6HOBAEHUM NPOrpaMMbl ESET.

BbiOop obpasua pna aHanumsa —
nonospuTtesibHbin pann

O6Hapy>XeHHble NPU3HAKU U CUMNTOMbI 3apa>keHUs BPefOHOCHON NPOrpaMMoi: BBeANTE
onuncaHve noBefieHNs Nogo3puUTENIbHOro aiina Ha BalleM KOMMbloTepe.

UcTouHMK panna (URL-appec UM noCTaBLUMK): YKAXKNTE UCTOYHUK haina U ONULINTE, KaK OH
nonas Ha Ball KOMMblOTEp.

MpumeyaHusa n pononHuTenbHas UHGOPMaLMUA: 31€Cb MOXXHO BBECTU AOMONHUTENbHYIO
NHGOPMaLIMIO UK ONMCaHNe, KOTopble MOMOryT B 06paboTke nofo3puTensHoro aina.

MepBbiii NapameTp (OBHapy>KeHHbIe MPU3HAKM U CUMMITOMbI 3apa>keHUs BPeAO0HOCHON
nporpaMMon) senseTcs 06s3aTesbHbIM, HO NPeAOoCTaB/IeHNE AONOJIHUTENLHON UH(OPMaLUK
TaKXe 04eHb NOMOXET UAeHTUGMUMpPoBaTh 1 0bpaboTaTb 0bpa3Lbl B 1abopaTopun.

BbiOop obpasua pna aHanusa —
noao3pPUTEJSIbHbIUN CaUT

B packpbiBatowemcs MeHtio NMpobneMa ¢ canToM BbibepuTe 0AHO M3 CREAYIOLLINX 3HAYEHWIA.

» 3apa>keHHbl|: Be6-CalT COAEPXXUT BUPYChl NN ApYriie BPeLOHOCHbIE MPOrpaMMbl, KOTOpPbIE
PACNPOCTPAHATCSA Pa3NYHbIMUK Cnocobamu.

* PULLMHT YaCTO UCNOJIb3YeTCA 419 NONYYEeHNA O0CTYNa K KOH(pULeHUMaIbHbIM CBEAeHNAM,
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TaKNUM KaK HOMeEpPa HaHKOBCKMX CYETOB, PIN-KOAbI U T. 1. ,D,OI'IOJ'IHVITEJ'IbHyPO VIHCpOpMaLI,I/IlO 06
3TOM ThNe aTakn CM. B [J1IOCCapPUN.

* MowweHHUYeCcKun: hanbLUNBLIA NN MOLLEHHNUYECKUI BEO-CanT, CO3AaHHbIN AN ObICTPOro
nony4yeHma npubsinu.

* BoibepuTe [ipyroe, ecnv BhillieyKa3aHHbIE BapnaHTbl HE COOTBETCTBYIOT CaliTy, 0 KOTOPOM Bbl
coobuaeTe.

MpuMmeyaHna u gononHuTeNbHas nHdopMaLmna: MOXXHO BBECTU AOMNOJHUTENbHbLIE CBEAEHUS UK
OnucaHue, KOTopble MOMOryT NPOaHaN3NPOBaTb NOAO3PUTENbHbIN BED-CANT.

BbiOop obpasua pansa aHanusa — JIOXKHO
oOHapy>XeHHbIN hann

Mbl MPOCUM OTNPABAATL (halsibl, KOTOPble 06HAPYKMBAKTCA KakK 3apaxeHHbIe, HO MPU 3TOM He
SIBNISIOTCS TAKOBbIMU, YTOObI Mbl MOTJIN YYYLLNTb Hall MOAY/b 3aLUNTbl OT BUPYCOB U LLIMMOHCKMX
nporpamm n obecneynTb 3alWNUTy APYrMM Mosib3oBaTeNsaM. JIoxHoe obHapy)KeHre BO3MOXHO, KOria
wabnoH hana coBnafaeT C TakUM Xe WabaoHOM, NPUCYTCTBYIOLWMM B MOAYe 0OHapYXeHUS.

NmMsa n Bepcus NpUNoOKEHUA: UM NporpamMmbl U ee Bepcus (Hanpumep, HoMep, NCEBAOHUM UK
KOJ0BOE Ha3BaHue).

NcTouyHuK pauna (URL-appec uamn NoCTaBLLUK): YKaXKNTE UCTOYHUK halnsia U ONULLINTE, KaK OH
nonas Ha Ball KOMMbOTEP.

Lenb npunoXxeHus: 370 obLiee onucaHne NpUIoXKeHNs, ero Tuna (Hanpumep, bpaysep,
NpourpbIBaTeNlb MyibTUMEAMNA U T. M.) U PYHKLMOHATIBLHOCTMN,

NMpuMeyaHusa U AONOJIHUTENbHAA VIHd)OpMaI.I,VIﬂ: 30eCb MOXXHO BBECTU OOMOJIHUTENBHYIO
NHGOPMaLLMIO UM ONKUCAHKE, KOTOPble NOMOryT B 06p360TKe noago3puTESIbHOro ¢)a|7|na.

MepBble TPy NapaMeTpa HY>XXHO YKa3aTb, 4TOObl MAEHTUHOULMPOBATL HOPMaslbHbIE
NPWUNOXKEHUS N OT/IMYNTb X OT BPEAOHOCHOr0 KoZa. MpeaocTaBneHne ONOAHUTENbHOW
NHGOPMaLMK B 3HAYUTENBHON CTEMNEHN NOMoraeT nabopaTopun B NpoLecce naeHTUdUKaLnm n
obpaboTkn 0bpasLos..

BbiOOp oOpa3ua ana aHanusa — JIOXKHO
OOHapy>XeHHbIN CauT

Mbl MPOCKMM OTNPaBASATb HaM CBELEHUS O CaliTax, KOTOPblE ONpPeAeeHbl Kak 3apakeHHble,
MOLLUEHHMNYECKMNE NN DULLNHTOBbIE, HO TAaKOBLIMU He ABASOTCA. JIOXKHOE 0OHapY>XeHe BO3MOXXHO,
Korga wabnoH ganna coBnagaeT C TakMM Xe WabsoHOM, MPUCYTCTBYOWMM B MOAY1e
obHapyxeHus. OTnpaBbTe HaM cBedeHNs 06 3Tom Beb-canTe, YTOObI Mbl MO YAYYLWNTbL HaLl
MOAYJb 3alMTbl OT BUPYCOB U (PULLNHIA 1 06ecneynTb 3auTy APYrux nosib3oBaTenei.

MpuMevyaHna u pononHUTeNbHaa UHPOPMaLMA: 30€Cb MOXXHO BBECTU AOMNOJIHUTESbHYIO
NHDOPMaLIMIO MK ONMUCaHKe, KOTopble MOMOryT B 06paboTke nogo3puTensHoOro seb-canta.
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BbiOOp oOpa3sua pnsa aHanusa — gpyroe

DTOT BapuaHT c/eayeT NCNoJsib30BaTb, eCn hal HEBO3MOXKHO OTHECTU K KaTeropumu
Mopo3putenbpHbin hann nnn JloxkHoe cpabaTbiBaHue.

MpuunHa oTnpaBku anna: BBeanTe NoAPoOHOE onNucaHne 1 NPUYNHY OTNPABKK (haiina.

HacTpouka

[pynnbl AOCTYMHbIX (PYHKLMIA 3aWUTbl MOXKHO HAalTU B F1aBHOM OKHE MporpaMmbl B pa3aene
HacTtpo#mka.

(€S[E) INTERNET SECURITY e

(0§ Otsop Hacrpoiika ?

™y Ckanuposanmne
% KomMmneloTEpa
@ 3alunTa KoMNbloTepa >

OBHoBNEHWE Bce ¢yHKUMM 23LLUWTEI KOMNBHOTEDE GKTHEHL

= Cepsuc

@ Hactpoiika

() Cnpaska m nogaepxka

3awmwta MHTepHeTa >
Bce Tpebyemble GYHKUMY 23LUUTH VIHTEDHETA BKTUEHEI,

@)

3awmTta cetn S
Bce Tpebyemble QyHKLUM 38LUMTEl CETH aKTHEHSI.

(i)

(a) YuetHan sannce ESET
‘CF  HOME

CpeactBa besonacHocTn 5
,ﬂ,OI’IOﬂHl-ITEJ'IthIE CpedcTea 4nA 3alluTel KOMNBHITEDE.

@@}

Progress. Protected T WMmnopt v 3kcnopT napameTpoB {},ﬂononnmenbuble HaCTPOAKK
MeHio HacTpouKa cofepXuT ciefyroLlime pasgiens:

@ 3almMTa KOMNbOTEPA

3aumTa B MHTEpHETE

a
3alinTa CeTun

CpepcTBa 6e30nacHoOCTH

B HUXKHEI 4aCTN OKHa HAaCTPOWKM eCTb AOMNONHUTENbHLIE NapaMeTpbl. YTobbl BLIMOMHUTL Oonee
noApo6HY0 HACTPONKY NapamMeTPoB AN KaXK0ro MOAYNS, WeNKHUTE PacluyipeHHble NapameTpsl.
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Y106kl 3arpy3nMTb NapamMeTpbl HACTPONKK M3 hania KOHUrypauum B hopmaTe .xml UM COXPaHUTb
TeKyLiue napaMeTpbl HACTPOMKMN B (Pail KOH(UrypaLmm, BOCNOb3ynTech PyHKLMEN VIMOopT v
9KCNOPT NapameTpoB.

3awuTa KoMnbloTepa

LLenkHnTe 3neMeHT 3awmMTa KOMNblOTEpa B [J1aBHOM OKHE Nporpammsl B pasgene Hactpouka,
4T06bl NPOCMOTPETL 06LWMe cBeaeHMA 060 BCEX MOAYNSAX 3alMThI.

* 3alinTa haitIoBOV CUCTEMbI B PEXUME PEASIbHOr0 BPEMEHN: NMPU OTKPLITUMW, CO3AAHUN UK
NCMOSHEHUN haSIOB OHM CKAHUPYIOTCA Ha Ha/lM4yMe BPeAOHOCHOr0 Koaa.

* KOHTPOJIb YCTPOWCTB: 3TOT MOAY/b UCMONb3YeTCs ANsi CKAaHMPOBaHMs, 6OKMPOBaHUS U
N3MEHEHUS PaCLUMPEHHbIX (PUNbLTPOB 1 pa3peLleHmnin. C ero MoMOLLbIO N0Jb30BaTElb MOXET
BbIOMpaTb cnocob nonyveHns [oCTyna K KOHKPETHOMY YCTPOMNCTBY (KOMMNAKT- Un DVD-AUCKY,
USB-HaKoMnuTesto U T. A.) 1 paboTbl C HUM.

» Cnuctema HIPS: cucTemMa NpefoTBpaLLeHns BTOPXKEHWIA Ha y3en 0TCexXunBaeT cobbiTns B
OMepaLnoOHHON CUCTEME M pearupyeT Ha HX B COOTBETCTBMU C CYLLECTBYOLLMM HabopoMm
npaswu.

* IrpoBOV peXUM: BKAKOYEHNE NN OTKJIIOYEHME NUrpoBOro pexxuma. rocsie BKAKOYEHNSA UTPOBOr0

pPeXuMa Ha 3KpaH byaeT BbiBefeHo npeaynpexaeHune (0 NoTeHUuanbHo yrpose
6e3onacHoCTK), a Ans 0ChOPMIIEHUS FNABHOr0 OKHa ByAeT NpUMeHeH OpaHXXeBbIN LiBET.

* 3awmTa Beb-Kamepsi: KOHTPOJIMPYET NpoueCChl N MPUN0XKEHUA, oCcyllecTBadowne AoCTyn K
NoOKOYEHHON KaMepe.

Y1060l NMPUOCTaHOBUTb NN OTKNIOYUTbL OTAEJIbHbIE MOAYJIN 3alUThbI, LLUENIKHNTE 3HA4Y0K
nepeknvatens

IA OTKAYeHNe Mo,uyne|7| MOXXET NMPUBECTUN K CHUXKEHUIO YPOBHA 3alllUThl Ballero KOMMboTEpPa.

LLleNKHMTE 3HA4YOK LeCTePEHKM 10 PSAOM C MOAYJIEM 3aLUNTbI, 4TOObI NONYYUTb AOCTYM K €ro
pacCLUMPEHHBIM HAaCTPOMKaM.

[.15 3awwuThl haitIOBOI CUCTEMBI B PeasbHOM BPEMEHHM LLEKHITE 3Ha4YOK LecTepeHku T n
BblbepuTe 0AUH M3 CelyoLIMX BapyaHTOB.

* HacTpouTb: OyayT OTKPbIThI PaclUVPEHHbIE MapaMeTpbl 3alnThl haIoBOM CUCTEMBI B
peasibHOM BPEMEHM.

* U3MeHUTb UCKNIO4EHUA: OyeT OTKPbITO OKHO HACTPOMKIM UCK/IYEHN, B KOTOPOM MOXXHO
NCKNTIOYUTL (haiibl U MAMNKKU U3 CKaHUPOBaHUS.

Onga 3awuThl Bes-KaMepbl LLENKHNTE 3Ha4Y0K LUECTEPEHKN 'ﬁ' n BblﬁepI/ITe OOWNH N3 cnepyrwmnx
BapnaHTOB.

* HacTpouTb: 6yayT OTKPbIThI PACLUVIPEHHbIE MapaMeTPbl 3aLinNThl BEH-KaMepbl.

» 3abnokupoBaTb BCce NONbITKU JOCTYNa A0 nepe3anycka: 6/10KMpoBKa BCEX MOMbITOK
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OOCTYyrMa K Be6-KaMepe [0 nepesanycCcka KOMMbIOTEPa.

* 3ab5n0KMpoOBaTL BCE NONBLITKM A0CTYNa NOCTOSAHHO: 6/10KMPOBKA BCEX MOMbITOK A0CTYMa K
Beb-kamepe 10 OTKJII0YEHMS 3TOro NapameTpa.

* OCTaHOBUTb BIOKMPOBKY BCE€X MOMbITOK AOCTYNA: OTKJIOYEHNE BO3MOXXHOCTM
6n0KMpoBaTb AOCTYN K Beb-kamepe. ITOT NapamMeTp AOCTYMNEH, TO/IbKO eC/in AOCTYyN K Beb-
Kamepe 3ab710KMpoBaH.

(€s[3) INTERNET SECUR ol

J§ Ot=op Hacrtpoiika ?

CKEHHFIDEEHHE
% KomneloTepa
@ 3awwnTa KoMnbioTepa >

OBHoBENEHWE Bce @yHKLUN 38LLUWThI KOMNBHOTEDE KTHEHL

= Cepeuc

3awmra MHTepHeTa >
@ Hactpoiika Bce Tpebyemble GYHKUMM 3aLUNTHI VIHTEPHETA aKTHEHBI,
7Y Cnpaska v nogaep*ka
3awmTa cetn >
- ; = -
5y Yuernansammce ESET Bce Tpefiyemble yHKLNN 3ALLUMTEI CETH AKTMEHI.
® HOME
Cpeactsa besonacHocTh b3
[lONONHUTENLHbIE CPEACTEA ANA 3ALLMTE KOMALIOTEPA.

L Mmnopt 1 akcnopt napametpos £} JlononHutensHble HacTpoiiku

MpPUOCTAaHOBUTL 3aLLUTY OT BUPYCOB U LLUMUOHCKUX NPOrpaMM: OTKJIIOYEHME BCEX MOAYIEN
3alLWTbI OT BUPYCOB W LUMMOHCKUX NporpamMm. MNpu 0TKAYEHUN 3aLUThl 0TOOPaXKaeTcs OKHO, rae
MO>XHO 3aaTb BPEMs, Ha KOTOPOEe OHa byaeT oTK/lo4YeHa, BbIOPAB 3HAaYEHUE B pacKpPbIBAOLLEMCS
MeHio MHTepBan BpeMeHu. crnosib3yinTe 3Ty BO3MOXXHOCTb, TOJIbKO €C/M Bbl OMbITHbLIN
MoJIb30BaTE b WX MOYHNSIN COOTBETCTBYIOLLYIO MHCTPYKLNIO OT CAY>XXObl TEXHNYECKOW NOALEPKKN
ESET.

I.encTBUSA Npu OOHapy>XeHUU 3apa>keHus

3apa)keHnst MOryT nonacTb Ha KOMMbIOTEP M3 Pa3INYHbIX UICTOYHMKOB, TakKUX Kak Beb-canThl, obwune
nanku, 3IEKTPOHHAA NoYTa WM ChEMHbIE HOCUTEIM (HaKoNUTeNn USB, BHELLHWE OUCKMK, KOMMAKT-
nnn DVD-OUCKN N T. AO.).

CtaHpapTHOe noBeaeHue

OO6bI4YHO ESET Internet Security 0OHapy>XMBAET 3apaXKeHNs C NMOMOLLbIO NMePeYNCIEHHbIX HKE MoLyei.

* 3alnTa PanaoBON CUCTEMbI B PEXUME PEasbHOr0 BPEMEHM
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¢ 3alnTa 0oCcTyna B IHTEepHeT

¢ 3allMTa NOYTOBOro KJMEHTa

* CKaHMpPOBaHWE KOMMbOTEPA N0 TpeboBaHWUIO;

Kaxxabli MOAY/ b UCNONb3yeT CTaHAAPTHbLIN YPOBEHb O4YMUCTKM U NbITAaETCA 04NCTUTL hann,
MOMECTUTb ero B KapaHTUH WA NpepBaTb NOAK/OYEHNE. B NpaBOM HKHEM Yriy 3KpaHa
oTobparkaeTcs OKHO yBeaoMaeHui. MoapobHble ceBegeHns 06 0bHapyXEeHHbIX U OYMLLEHHbIX
obbekTax MOXKHO HalTu B hannax xKypHasaa. JononHUTENbHbIE CBeAEHNS 00 YPOBHAX OHUCTKMN 1
noBegeHnn CM. B pasfene YpoBeHb 04UCTKN.

(eslD) INTERMETSECURITY ? cooBueHmni W X

A ¥rposa yganeHa

OBvekT yrpoza (Eicar] Beln HaWgeH, KOT4a NPHUACHKEHNE
';%} Internet Explorer NeiTanoce noay4YuTE 40CTyN K BEG-

canTy (secure.eicar.org).

CKaHupoBaHMe KOMMNbIOTEpPa Ha HaJinume 3apa>keHHbIX
dannos

Ecnv Ha KOMNblOTEpe BO3HMKAM MPU3HAKMN 3apakKeHnst BPe40HOCHON NPOorpaMMon (Hanpumep, oH
CTan MensieHHee paboTaTb, YacTO 3aBMCAET U T. M.), PEKOMEHAYETCA BbIMOJHUTL Clieayowmne
nencTeus.

1.0TKponTe ESET Internet Security ¥ BblbepuTe KoMaHay «CKaHUpOBaHME KOMNbloTepa».

2.BbibepuTe BapmaHT CKaHMpOBaTb KOMNbIOTEP (4OMOSIHUTENBHYIO MHEOPMALIMIO CM. B
pasfene CkaHVpOBaHME KOMMbIOTEPaA).

3.Mo 3aBepLUEHUN CKAHNPOBAHUS MPOCMOTPUTE B XKYPHaJe KOIMYECTBO MPOBEPEHHbIX,
3apaKeHHbIX U 04ULLEHHbIX halIoB.

Ecnn cnenyeTt CKaHMpPOoBaTh TOJIbKO OonpeaeneHHyw 4acTtb ANCKa, BblﬁepI/ITe BapunaHT Bb|60pquoe
CKaHUPOBaHUe N YKaXnte 06beKTHI, KOTOpPble HYy>)KHO CKaHpOBaTb Ha NpeaMeT HaM4na BUpycCcosB.

OuucTtka u yapaneHue

Ecnn gpencteme no yMon4aHuio 4NS MOAYNS 3aluUTbl (hanIoBON CUCTEMbI B PEXUME PeanbHOro
BPEMEHW He onpefesieHo, NoJib30BaTeN0 NpeasaraeTcs BblbpaTh ero B OKHe nNpenynpexaeHus.
O6bI4HO AOCTYMNHbI BapnaHThl O4NMCTUTDL, Y ganuTtb nan Huyero He npegnpuHuMaTth. He
pekoMeHayeTcs BbibpaTbh AencTBue Huuero He npeANPUHUMATDb, MOCKOJLKY NMPU 3TOM
3apaXXeHHble hanbl He 6yayT o4nweHbl. ICKNo4eHne 4oNyCTUMO TOJIbKO B TOM C/ly4ae, eCiu Bbl
yBepeHsl, 4TO (hann 6e3speneH n 6bin 0bHapy>KeH no owwmnbke.
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(=@ INTERNETSECURITY
A O6HapyxeHa yrposal

O@wexT yrpoza (Eicar) HaiiaeH B daiing, K koTopoMy NpunomeHue

5] Microsoft Windows Search Protocol Host nbimaetcs NoAYHUTE JOCTYT.
Mpunosenne: CAWindows\System32\5earchProtocolHost.exe
Komnanna: Micresoft Corporation

Penytaums: i OBHapyxeno T net Hazag

Pain: Ch\Users\Admin\Downloads\eicar.com (1)t
Penytaumsa: A @ OBHapyxeno 5 net Hazag
Obnapymenmne: Eicar Tect daiin

MoasepryyTs Gavn ouncTke?

v CKONWpOBaTh B KApaHTUH
v MNepeaats Ha aHanws
WckntounTs U3 npoBepKi

WeknounTs noANKUCE W3 DEHEP‘JDKEHMH

JononHuTensHele cBegenna of 3Tom cooBwgenun  ~ MogpoBroctn  PaclumpenHele napaMetpel

O4ncTKy cnepyeT NPUMEHATb, ecnun dai bbln aTakoBaH BUPYCOM, KOTOPbIA A06aBua K HEMY
BPEAOHOCHbLIA KOA. B 3TOM cnyyae CHavana nporpaMMa nbiTaeTcs O4UCTUTb 3apakeHHbIn (hain,
4TOObI BOCCTAHOBUTb €ro nepBoHaYasibHoe cocTosHme. Ecnm dann cogepXunT ToSIbKO BPEAOHOCHbIN
Kog, ero cnepyeT yoanuThb.

Ecnn 3apakeHHbIN taitn 3a610KMPOBaH UM UCMONb3YeTCS KAaKUM-IMB0 CUCTEMHBIM MPOLIECCOM,
06bI4HO OH yHansaeTcs TobKo nocne oceoboxaeHms. Kak npaBusio, 3To NPOMCXOANT Nocie
nepesanycka CUCTEMbI.

BoccTaHOBJIeHMe U3 KapaHTUHA

KapaHTUH MOXXHO OTKPbITb U3 [J1aBHOI0 OKHa Nporpammsl ESET Internet Security, LLEJIKHYB /1eMeHT
CepBuc > KapaHTuH.

®ansibl, NOMELEeHHbIE Ha KapaHTUH, MOXXHO Tak)Xe BOCCTAaHOBUTb B MUCXOLHOE PacrosioXeHue.

* 119 3TOro WeNHNUTE NpaBol KHOMKOW MbILLKX (haisl, MOMELLEHHbIAN Ha KapaHTUH, N B
KOHTEKCTHOM MEHI0 HaXKMUTE KHOMKY BOCCTaHOBUTD.

* EC/in chaiin NoMeyeH Kak MoTEHLIMAbHO HEXeNlaTelbHOe MPUJI0XKEHNE, MapaMeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHMPOBAHMA BKJIIOYEH. CM. TakxKe /cKoYeHns.

* KOHTEKCTHOE MEHI0 COOEPXUT Takxe (PyHKLNI0 BOCCTaAaHOBUTBL B, KOTOpPas No3BosseT
BOCCT@HOBUTb (halJl B pacrosioXXeHne, 0T/IMYHOE OT NCXOLHOrO.

* OYHKLMS BOCCTAHOBJIEHMSI HELOCTYMHA B HEKOTOPbIX C/lyYasx, HanpuMep, ans Gainos,
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PacnoJIoXXeHHbIX B CeTeBOW Narke, ﬂ,OCTyI'IHOI7I TOJIbKO OJ1A YTEeHWNA.

MHoO)XXeCTBEeHHbIe Yyrpo3bl

Ecnv npu ckaHMpoOBaHMM KOMMbOTEpPa Kakne-nmbo 3apa)keHHble hansibl He Bbiin o4nLeHbl (nam onsa
napamMeTpaypoBeHb 04MUCTKM BbIN0 YCTAaHOBEHO 3HaYeHne Be3 o4ncTKM), Ha s3KpaHe oTobpasnTcs
OKHO npefynpexaeHns, B KOTOPOM BaM byeT npefsioxeHo BolibpaTb AelCTBME AN TaKuX (ansios.
CnepnyeT BbibpaTb AeNCTBUS 4119 (halnnoB (AenCTBMA BbIOMPAOTCA OTAENbHO NS KaXKAoro ¢aina B
CMuncKe), a 3aTeM Ha)kaTb KHOMKY FoToBO.

YnaneHue pansoB U3 apxmBoB.

B pexxvMe 04MCTKMU N0 YMONYaHUIO apXmB yAanseTcs LeIMKoM TOJIbKO B TOM Cily4ae, ecsiv OH
COOEPXUT TOJIbKO 3apakeHHble hannbl. iHave roBops, apXuBbl, B KOTOPbIX €CTb He3apa>keHHble
annel, He yaansaoTca. O4HaKo cyiegyeT NposiBAATbL OCTOPOXHOCTb MPU CKaHWPOBAHMMN B peXnme
TWATeNbHON 0YUCTKIM, TaK Kak NMpu 3TOM apxmB yLanseTcsa, eCiv COAEePXUT X0Ta Bbl 0aAnH
3apaXeHHbIN (hann, He3aBUCKMMO OT COCTOSAHUS APYrux (hanios B apxmBe.

3awuTta B IHTepHeTe

MoakntoyeHve K IHTepHeTy CTasio CTaHAapTHOW PYHKLMEN NepCcoHasIbHOro KomnbloTepa. K
coxaneHuo, IHTepHeT TakXke CTaJl 1 OCHOBHOW Cpefio pacnpocTpaHeHns BPeLOHOCHOr 0 KOAA.
OTKpoWTe raBHoe 0KHO nporpavmMel > HacTtponka > 3awuta UHTepHeTa, 4Tobbl HAaCTPOUTL
(PyHKUMN ESET Internet Security, NOBbILIAOLLME Bally 3aWwmTy B IHTepHeTe.

YT106bI NPUOCTAHOBUTDL WM OTKOYUTL OTAESIbHbIE MOAYN 3aLUTbI, LLENKHUTE 3HAY0K
nepek4aTens

|A OTKJI0YEHME MOZlyIEN MOXKET NMPUBECTU K CHMXXEHWIO YPOBHS 3alUMThI BalLero KoMnbloTepa.
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(es[E) INTERNET SECURITY ¢ = & X

fis 2% 4 3awmrta MHTepHeTa ?

v CkannposaHne
*  KomnetoTepa Poaurensckuii KOHTpONb

L_Jﬁ:_-—y' OTKNKUEHO NOCTOAHHO: 6J'IOKI.-1pOEKEI EeB-CailTOE C ONacHLIM 1 OCKOp6L1TEﬂhHhIM COAepPAHMBEIM. >
% OBHoenerne 3aluMTUTe Bce NapaMeTpel Naponem, uTo Bkl NpejoTepaTiTe HEGETOPKH30BaHHEIE NEMEHEHKNA,

3awmTa aocTyna B MiHTepHer #
BrmoueHo: ofiHapyxeHne 1 Bnoknpoeka Bef-caiiToB ¢ EpEAOHOCHEIM COLEPKUMBIM.

] Cepsuc

@ Hactpoiika

.':-'-'_; Cnipaska w nogaepsxka

3alMTa oT GULLMHIA
BrAkOUeHO: 06HapyKeHne 1 BNOKMPOEKE MOLLEHHIYE CKMX 1 GULLIMHIOBLIX Be6-CaliToB. £
CoobWwuTh 0 PUIWKHIOBOM caite (3

3aWMTa NOYTOBOTO KAKEeHTa #

Vuernan sanmcs ESET BKAKOUEHO: CKAaHUDOBaHWe COOBLLEHNH, NEPHHUMEEMBLX W OTNPAENAEMBEX NOYTOEEIM KITHEHTOM.

<& HOME

8 8 s 8

3aluMTa NOYTOBONO KIMEHTA OT Crnama _n_ o
BKAKYEHD: OﬁHap}QKEHHE H YaaneHue 3."IeKTp0HHOﬁ NoYTel CO CNEMOm,

' Wmnopr u skcnopt napamerpoe £} flononuurentueie HacTpoiiku

LLleNKHNTE 3HA4YOK LeCTePEHKMN & PSAOM C MOAYJIEM 3aLUNTLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

MoLynb POANTENLCKOr0 KOHTPOJIA obecneynBaeT 3alWnTy Ana aetein, 6nokmpya HexenaTesbHOe Uan
onacHoe cofepxnmoe B IHTepHeTe.

3alumTa focTyna B IHTEPHET CKaHMpyeT 0OMeH AaHHbIMK MO NPOTOKOAY HTTP/HTTPS Ha Hasn4yune
BPEAOHOCHbIX NPOrpaMm 1 puwnHra. OTKA0YaTb 3aWNTy AOCTYNa B UHTEpHET cneayeT TONbKO ANs
yCTpaHeHNs HeMonaaok.

3allyTa 0T MLIVHIa AaeT BO3MOXXHOCTb 6/10KMPOBaTh BEB-CTPaAHULIbI, HA KOTOPbIX €CTb
UWNHroBoe coaepxumoe. HacToaTeNbHO PEKOMEHAYETCS OCTaBMTb BCE OMNUMM 3alUTbl OT
DULLIVHIa BKJTIOYEHHBIMMW.

CoobwuTb 0 PULIMHIOBOM CaMTe: OTNPaBbTE CBEAEHNS O (PULINHIOBOM NN BPEAOHOCHOM Beb-
calnTe B ESET gNd aHanmn3a.

Mpexnae 4yeM oTNpaBAATb agpec Beb-caTa B KOMNaHWIO ESET, ybeamTech B TOM, Y4TO OH
COOTBETCTBYET OAHOMY WU HECKONbKUM U3 CeAYOLWNX KPpUTEPUEB:

* Beb-canT coBceM He obHapyxnBaeTcs.

* Beb-canT HenpaBuibHO 0BHapPYXMBAETCA KaK yrpo3a. B TakoM cny4yae MOXHO CO0BLLNTL O
JIOXKHON MeTKe (PULLMHIOBOro CanTa.

3allliTa NOYTOBOro KaveHTa obecneynBaeT KOHTPOb 06MeHa AaHHbLIMMW MO NPOTOKO1aM POP3(S) 1
IMAP(S). C NOMOLLIbtO NOAKN0YAaEMOro Moay s ANs NOYTOBOr0 KAMEHTa NporpamMMa ESET Internet
Security NO3BONSIET KOHTPOIMPOBATbL BECb 0OMEH AaHHbLIMK, OCYLLECTBJIAEMbIA NOYTOBLIM KIMEHTOM.

3alinTa No4YTOBOro KJNEHTa OT cnama OTqJI/IJ'IprOBbIBaeT HeXxenaTesbHble coobLeHns 3ﬂeKTpOHHOM
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MOYThl.

119 3almMTbl NOYTOBOINO KJIMEHTA OT CnaMa LUE/IKHUTE 3HAYOK LLECTEPEHKN 1y Bbibepute ogHy
N3 cnenyowmx onuun.

* HaCTpouTb: nepexog K pacllnpeHHbIM HaACTPOMKAM 3aLlNThl NOYTOBOr0 KJAMEHTA OT Crama.

* CNMCOK appecoB Nosib3oBaTens (ec/v BKJIOYEH) — OTKPbIBAET [1asIor0BOE OKHO, B
KOTOPOM MOXXHO 106aBNSTb, peAaKTUPOBaTb WA YAANATb aApeca s onpeaeneHns npasmn
3alWmMTbl OT cnama. MNpaBuna B 3TOM cnucke 6yayT NPUMEHATLCS K TEKYLLEMY MO/b30BATESIO.

* FTnobanbHbIN CNMCOK aApPecoB (ec/ BKIOYEHO) — OTKPbLIBAET [1/1a/10r0BOE 0KHO, B KOTOPOM
MOXHO 106aBNATb, PeAaKTMPOBaTb UM YOANATb aApeca ANs onpeaeneHns npasun 3allnTbl OT
cnama. MpaBnna B 3TOM CNUCKe ByayT NPUMEHSTLCS KO BCEM MOJIb30BATENSM,

3awuTa oT PULUMHra

OUWNHI — 3TO NPECTynHasa AeaTeNbHOCTb C UCMOIb30BaHWEM COLMANbHOM NHXXEHepUn
(MaHMNyIMPOBaHME NOJIb30BATENAMM 418 MNOSYYEHNS KOHPMAEHUNANbHOW MHAoPMaL ). PULLNHT
NCNoJsib3yeTcs Aas NoJyYeHUst TakKUX KOHPUAEHUMANbHBIX AaHHbLIX, KaK HOMepa 6aHKOBCKMX CHETOB,
PIN-KOZbl 1 T. . JONONHUTENbHbIE CBEAEHUS MOXHO HalNTWU B rnoccapuu. Mporpamma ESET Internet
Security o6ecneymBaeT 3alnTy OT PULLINHIA, 6NOKUPYS BED-CTPaHULIbl, 0 KOTOPbIX U3BECTHO, YTO OHU
PACNPOCTPAHAOT Takol TUMN COAEPXKMMOrO.

3alMTa 0T (YMLLIMHIa BK/OYEHA MO YMONYAHMIO. TOT NapaMeTp MOXHO HAaCTPOUTL B pasaene
Paclu/peHHble NapaMeTpsbl > 3auuTa > 3alMTa aoctyna B UHTepHer.

[lONONHUTENbHbIE CBEAEHNS O 3aliMTe OT QULLIMHIA B NpOorpamme ESET Internet Security CM. B CTaThe
Halwlen 6a3bl 3HAHUN.

ﬂ,OCTyﬂ K (bVILIJMHrOBOMy BEG-CaﬁTy
Mpw pocTyne K M3BeCcTHOMY ULLMHIOBOMY Beb-caTy B BalleM Beb-6pay3epe oTobpasuTcs

cnepytollee Ananorosoe 0KHo. Ecam Bbl BCe paBHO XOTUTE OTKPbITb 3TOT BEB-CanT, WeNKHUTe
afieMeHT UrHopupoBaTb Yrpo3y (He pekoMeHayeTCs).
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A ﬂoreHu,Maanaﬂ MnornbITKa CI)I!II.UMHTH

37a Beb-cTpaHmua neitaetca 0BMaHyTb NoceTUTeNel, UToBbl OHY yKasanu
KOHOWAEHLMANEHYH WHOOPMALWKS, HAMPWMEP A3HHLIE ANA EXOA3 WU HOMEDA
KPEAWTHBIX KapT.

BepHyTbCA Ha NpeAbIAYLLYIO CTPaHULLy?

Coobuwmntk 0 HenpasunbHO 3a6N10KMpOBaHHON CTpaHuLe [JononHuTenbHble cBeAeHKA o GuwuHre | www.esetnod32.ru

Bpems, B Te4eHMe KOTOPOro MOXHO MOYYUTb AOCTYMN K NOTEHLMaNbHOMY (DULLNHIOBOMY Beb-
CanTy, 3aHeCeHHOMY B «benbln» CANCOK, MO YMOMYAHMNIO NCTEKAET Yepes HeCKOJIbKO HacoB.

. YT106bI pa3pewnTb AOCTYN K BEOG-CAaNTy Ha NOCTOSHHOW OCHOBE, UCMOJIb3YNTE NHCTPYMEHT

1 ynpaBnenve URL-agpecamu. B pasgene LonosHUTEIbHbIE HAaCTPOMKM > 3auMThl > 3aluMUTa
poctyna B UHTepHeT > YnpaBneHue URL-aapecamu > CNUcoOK aapecoB > U3MeHuTb 1
nobaBbTe HEOOX0AMMbIV BEG-CAalT B CANCOK.

cooOWwuTL 0 PULLMHIOBOM CalTe

C nomoLLbio cCbikm COOOLWUTL O HeNpPaBUbLHO 3a610KMPOBAHHOW CTPAHULLE MOXXHO COOBLLNTD
0 Beb-caiTe, KOTOPbIN HEMPABUILHO OMpPEeAENEH Kak yrpo3a.

Nnwn xe agpec Beb-canTa MOXXHO OTNPaBUTb MO INEKTPOHHOM noyTe. OTNpaBbTE NMUCbMO Ha agpec
samples@eset.com. [TOMHUTE, 4TO TeMa NMCbMa AOJHKHA oNuCbIBaTb Npobnemy, a B TeKCTe NUCbMa
cnepyeT yKasaTb MaKCMMabHO MOHYO MHGOpMaLmio o Beb-canTte (Hanpumep, Beb-canT, C KOTOPOro
Bbl MOMaN Ha 3TOT CaWT, KaK Bbl y3Hanu o6 3ToM canTte n T. 4.).
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PoouTenbCKUN KOHTPOJIb

Moaynb POAUTENLCKOrO KOHTPOS NMO3BOJISET HAaCTPauBaTb COOTBETCTBYIOLLME NapaMeTpbl, KOTOpble
[A0T POANTENAM BO3MOXHOCTb MCMOb30BaTb aBTOMATM3NPOBaHHbIE CPeACTBa AN 3aLUUTbl CBOUX
LeTen 1 3aflaBaTb OrpaHNYeHNa ANa yCTPORCTB 1 cnyx6. Llenb 3aknioyaeTcs B NpefoTBPaLLeHNN
[0CTyna AeTei N NOAPOCTKOB K CTPaHULLAM, COAEPXKMMOE KOTOPLIX SIBASETCS ANS HUX
HenpuemMaeMbIM UM BPELOHOCHbIM.

PoanTenbCKUin KOHTPOb N03B0AAET 6/10KMPOBaTh BEO-CTPaHULbl, KOTOPbIE MOFYT COAepXXaTb
NOTEeHUMANbHO HeXXenaTeslbHble MaTepuanbl. Kpome Toro, poauTenu MoryT 3anpewaTb 4OCTYN K
Beb-canTam npeaBapuTeNbHO 3adaHHbIX KaTeropuit (bonee 40) n nogkaTeropuii (bonee 140).

Y1060l dKTUBNUPOBATb pOJJ,I/ITE)'IbCKVIVI KOHTPOJIb ONA onpeueneHHon yquH0|7| 3alncn NoJib30BaTENA,
BbIMONHNTE Cneaytoline LencTBumS.

1. Mo yMONYaHMNIO POANTENBCKUIA KOHTPOb B MPOrpaMme ESET Internet Security OTKJ/IOYEH.
CywecTByeT ABa cnocoba akTUBaLUM POAUTENBCKOrO KOHTPOSIA.

* B r/1aBHOM OKHe MporpaMmbl WEeAKHUTE 3N1eMEHT 1 nocnefoBaTesnbHO BbibepnTe
anemMeHTbl HacTpo#ka > 3awmTa MHTepHeTa > PoauTeIbCKUM KOHTPOJb, NOC/E Yero
BKJIOYNTE (hYHKLIMIO POANTENBCKOr0 KOHTPONS.

» OTKpoWTe pa3fen PaclliMpeHHbIe NapaMeTpsl > 3aluMTa > 3alWmuTa aoctyna B UHTepHeT >
PoouTeNbCKUA KOHTPOJIb, 3 3aTEM BKJOYNTE NEPEK0YaTENb PAAOM C 31EMEHTOM
BKJIIOYUTb POANTENIbCKUA KOHTPOJIb.

2. B rnaBHoM okHe nporpaMmel BbibepuTe 3nemMeHTsl HacTpouKa > 3alimMTa MHTepHeTa >
PoauTtenbCKun KOHTPONL. XOTH A/ NapameTpa PoauTenbCKUM KOHTPOJIbL 1 0TOOpakaeTcs
3Ha4yeHue BkaouyeHo, HeobxoAMMO HAaCTPOUTb POAUTENBLCKUA KOHTPOIb A5 HYXXHOW YHeTHON
3anucu. [1na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefyIoLLeM OKHe BbibepuTe 31eMeHT
3aWwmMTUTL AETCKYIO YYeTHYI0 3anuch Wiy PoauTtenbckas yyeTHas 3anuck. B crepyiowem
OKHe yKa)kuTe faTy poXxaeHus, 4Tobbl onpefennTb ypoBeHb AOCTYNa U noaxoasime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaAnTENbCKUA KOHTPO/b BKKOYEH A5 YKa3aHHON y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncu LWeKHUTE 31eMeHT 3abnoKkupoBaHHbIe NapaMeTpbl
n copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopsle TpebyeTcsa paspewnTs nam 3abnokMpoBaTb,
Ha BKi1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTb onpeaesieHHble Beb-cTpaHuubl,
KOTOpble He COOTBETCTBYIOT KaTeropum, 0OTKPONTe BKNaAKY MckiioyeHus.
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(es[zl) INTERNET SECURITY ® - o X
Cleop 4 PoawuTenbCcKMi KOHTPONb O ?
CkaHnpoBaHue
KEIMHEIEIE pa ! 3awwTuTe BCe NapameTpbl Naposem, 4ToGsl NPeLoTEPaTUTE HEZETOPMZ0BAHHBIE M3KMEHEHWA.

OBHoBnEHKME
DESKTOP-ILTJID9/Administrator
z BribepuTe TMN y4eTHOR 3anMoum: YYeTHaA 3anMce ANA 3allMTel pefeHka../poauTensCcKkan yueTHan R
S 3anuck
{83 Hacrpoiica DESKTOP-ILTJID9/Guest
BribepuTe TUN yU4eTHOR 3anMcK: YYeTHAA 3anMck ANA 3allMTEl pebeHKa../poauTensCcKan yueTHan R
Cnpaska » nogaepskka 3anucb
YuerHan sanuce ESET DESKTOP-ILTJIDS/User
HOME BrifbepuTe TMN yU4eTHOR 3anMcK: YYETHAA 3anMck ANA 3allMTEl pebeHKa../poauTensCKan yueTHan R
2aNUcE
petko-PC/matko (YueTHan 3anuce pebenka 1/1/2010) R
3abNoKMpPOBaHHBIE NAPaMETPEl M COASPKHMMOE...
petko-PC/petko (PoauTensckan yueTHan 3anumck) R
3abnokMpoBaHHble NapaMeTpbl M COAEPKMMOE..,
@ [AoGaBWTe MCKNHOYEHWA AnA Beb-canTa... MokazaTek XKypHanb!

Ecnun B rnaBHOM OKHe nporpamMmsbl ESET Internet Security WeNKHYTb HacTpouka > 3almMTta MHTEepHeTa
>PoauTenbCKUM KOHTPOJIb, Bbl YBUAUTE ONMCAHHOE Janee COAEPXXMMOE M1aBHOMro OKHa.

Y4yeTHble 3anucu nosb3oBaTtesien Windows

Ecan Bbl co3pany posb ANd CyWwecTBYOWEN y4eTHON 3anncu, oHa otobpasnTca 3geck. LenkHute
MOJI3YHOK, 4TObObI PSAOM C NapaMeTPOM POAUTENBCKOr0 KOHTPONA A8 YYETHON 3anmcm

oT0bpa3naca 3eneHbin Gaarkok . B aKTMBHOM y4eTHOM 3anncu WwenkHuTe 3abJI0KMPOBaHHbLIE
napamMeTpbl ¥ COAEePXMUMOe, YTOObI MPOCMOTPETb CANCOK pa3peLleHHbIX 41 3TOW YYETHON 3anmcu
KaTeropun Beb-cTpaHumL, a Takxe 3ab10KMPOBaHHbIX U pa3peLleHHbIX BeEO-CTpaHuL,.

Copep>XxuMmoe HUXKHen 4acTu OKHa

No6aBuTb UCKNIOYEeHUe ANA Beb-calTa : B COOTBETCTBUM C BalUVMUN HACTPONKaMy KOHKPETHBIN
Be6-caT MOXeT ObITb pa3pelleH nan 3abNoKNpoBaH O0TAENbHO ANF KaXK A0/ POANTENbCKON y4eTHOW
3anucum.

MokasaTb XXypHanbl: 35TOT NapamMeTp MNO3BOASET NPOCMOTPETb NOAPOOHLIA XXYpPHaN AENCTBUIA
DYHKUUN POAMTENbCKOro KOHTPOA (3ab10KMPOBaHHbIE CTPaHWMLbI, Y4€THas 3anuch, 415 KOTOPOWA
cTpaHuua bbina 3a610KMpoBaHa, KaTeropus u T. n.). Tak)Ke 3TOT XXypPHas MOXXHO 0T(WIbTPOBaTL Ha

OCHOBE BbIOPaHHbIX KPUTEPUEB, HaXKaAB KHOMKY ‘il @unbTpaLm.

PoaouTenbCKUNU KOHTPOJIb

Mocne oTKNOYEHNS PYHKLUN POAUTENBCKOrO0 KOHTPOIS 0TOOPA3nNTCS OKHO a OTKAIOYMUTb
pPOAMUTEeNbCKUI KOHTPOJIb. C €ro NOMOLLbI MOXHO HAaCTPOUTbL BPEMS, Ha KOTOPOE OTKJIIYaeTCs
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TakKas 3awmTa. locne 3Toro 3HavyeHNe napaMmeTpa N3MeHNTCA Ha NMPUOCTAaHOBAEGHO 1N
MoNHOCTLIO OTKJIIOYEHO.

Ba)xHO 3aLMLLaTh NapaMeTpbl ESET Internet Security maposieM. Takol Naposib 3a4aeTcs B pa3aene
HacTtporika goctyna. Ecnm naposb He 3agaH, 0Tobpa3uTcsa cneayoulee npeaynpexaeHue:
3aWwMTUTL BCe NapaMeTpbl naposieM, YTobbl NpefoTBPaTUTb HECAHKLIMOHUPOBAHHbIE M3MEHEHUS.
OrpaHuYeHns, yCTaHOBJNIEHHbIE B pa3aene «PoAnTeNbCKUn KOHTPOJIb», PACNPOCTPAHAOTCS TONbKO
Ha CTAHAAPTHbIE YYETHbIE 3aMNuUCK NoNb3oBaTenei. MOCKObKY aAMUHUCTPATOP MOXET 060iTK
ntobble orpaHn4yeHns, To OHU He ByayT [einCcTBOBaTb.

0na npaBubHON paboTbl POAUTENBCKOr0 KOHTPONAA AO/KHbI ObITb BKIOYEHbI CKaHED CETEBOIO
Tpaduka, CkaHMpoBaHue Tpaduka HTTP(S) n hariepsos. 1o YMOAYaHUIO OHU BKJIKOYEHbI.

NckniouyeHusa, Kacalouwimecs Beb-cautos

Y106l OOABNTL UCKJIIOYEHNE ONs Beb-calTa, nocnenoBaTeNbHO BoibepuTe anemeHTsl HacTponka >
3awmTa MHTepHeTa > POanTENbCKMA KOHTPOJIb, 3 3aTEM LLENKHUTE 3n1emMeHT JLlobaBuTb
UcKn4YeHue ansa Beb-camTa.

INTERNET SECURITY o 3o
Xeop 4 PoawnTenbCKMi KOHTPONb O 7
CkaHnpoBaHue
KomMnbroTepa ! 3awwurute BCe NapameTpbl NaposieM, YTobbl NPeAoTEPaTUTL HeAETOPU30BAHHLIE M3MEHEHWS.

OBHoeneHne

DESKTOP-ILTJIDS/Administrator
BuibepuTe TN y4eTHOR 3aNMcK: y4eTHaA 3anMchb ANA 3alWTbl pebeHKa../poauTenbckan y4eTHan

Cepenc
2anvucke

@ Hacrpoiika DESKTOP-ILTJIDS/Guest
BblﬁEpHTe TN y‘-lETHCIﬁ 3anwvcK. y4eTHaRn 3ankMck ANA 3aliMThbl |)EﬁEHKa...fi)O,ﬂ,MTEJ"IbCKaH YYeTHanA
Cnpaska » nogaepskka 3anucb

YueTtHana sannce ESET DESKTOP-ILTJIDS/User
HOME BuiBepuTe TMN YUETHOR 3anmcu: YMeTHaA 3anucek ANA 3alUWUTEl pebeHKa..,/poauTenbcKan yYeTHan
3annuckb

petko-PC/matko (YueTHan 3anuce pebenka 1/1/2010)
3ab10KMPOBaHHbIE NaPaMeTPhl U COAEPIKMMOE...

x X X XX X

petko-PC/petko (PoauTensckan yyeTHan 3anmck)
3abnoKMPOBaHHbIE NapaMeTpbl M COAEPIKMMOE...

& [NoGaenTb MCKNHOUEHWA ANA Be6-caiTa... MokazaTk XKypHanb!

BeenunTte URL-agpec B nosie URL-agpec Beb-cauTa, Boibepute (pa3peLueHo) nau @
(3a6110KMPOBAHO) A4S KaX [0 Y4ETHOW 3anncy NoJsib30BaTesNs, Noce Yero HaxxmMmuTe KHonky OK,
4T0ObI 106aBUTb UCK/OYEHNE B CMINCOK.
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NTERNET SECURITY o X

WNcknroueHue, kacarwueecsa seb-canta ?

Ykamute URL-agpec seb-caita v eoifepuTte, ANA KaKMX YYETHLIX 3anWceld nons3oeatenei
OH gonxeH ObiTe 2a010KMPOBAH WAWM PazpeLleH.

URL-aapec eeb-caiita
http://

YueTHble 2anncK NoAsL2oEaTensi
[ DESKTOP-ILTJID9/Administrator
D DESKTOP-ILTJIDS/Guest
D DESKTOP-ILTNIDS/User
[ petko-PC/matko

Il

[ petko-PC/petko

9 (0] 4 OTmeHa

Y1060 yaanuTb URL-afpec N3 CNUCKa, NoC1ef0BaTE/IbHO WENKHUTE SJIEMEHTbI HaCTpOﬁKa >
3awmTa WUHTEepHeTa > Popgutennckumn KOHTPOJIb, 3aTEM LENKHUTE SNEMEHT 336HOKMPOBaHHbIe
napaMeTpbl U copep>Xxummoe 14 Hy)KHOVI yHeTHOIZ 3anuncnm, nepe|7|p,|/|Te Ha BKnanLky UckniouyeHume,
Bbl6epI/ITe NCKJIIOYEHNE U HaXKMUTE KHOMKY Y AaNAuTh.

NTERMET SECURITY X

MzmeHuTb YYETHYH 2anicb MONb30BaTENA

Obwwre WcknoueHna Kateropuu

Mecknroderns

NeAcTEne URL-appec seb-cakita

4

fobapute | Mamenute  ¥aanute | Konupoeats | A A A

Bo Bcex cnuckax URL-aapecoB HeMb3s MCMOMb30BaTh CNeLnanbHble CMMBOJIbI «*» (3B€3404Ka) N «?»
(BONPOCUTENbHBIV 3HAK). Hanpumep, BPy4HYO HY)KHO BBOAUTL aApeca Beb-CTpaHWL, C HECKObKUMY
[OMeHaMW BepxXHero ypoBHS (examplepage.comexamplepage.com, examplepage.skexamplepage.sk U T. 4.).
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Mpwn nobaBneHnn JOMeHa B CMMCOK BCE COAEPXKMMOE, PaCcrnoI0XKEHHOE B HEM 1 BO BCEX MOAAOMEHAX
(HanpmMmep, sub.examplepage.comsub.examplepage.com), byaeT pa3peLweHo nam 3abo0KMpoBaHo B
3aBUCUMOCTW OT BbIBpaHHOr0 BaMu AENCTBMA Ha OCHOBe URL-agpeca.

BnokupoBaHue unn paspeLleHne KOHKPeTHON Beb-cTpaHuLbl MOXeT BbITh Bosiee TOYHbIM, YeM
6noknpoBaHue nam paspelLeHue Kateropuu seb-ctpaHuu. Cnegyet bbiTb 0COBEHHO
BHUMATESIbHbIM NPY N3MEHEHWUW 3TUX NapamMeTpoB 1 AobaBneHun Kateropuu nam seb-
CTPaHuLbl B CMIUCOK.

KO"MpOBaHMe UCKNIOYEeHUA U3 NoJib30BaTed

BblﬁepVITe NnoJib30BaTeEJiA B paCKpbIiBalOLWeEMCA CMNCKE, OTKYOda Tpe6yeTc91 CKOMuMpoBaTb CO34aHHOE
NCcKo4yeHne.

KonupoBaHue KaTeropuu U3 y4yeTHoOM 3anucu

Mo3BONSET CKOMMPOBATb CANCOK 3abS0KNMPOBAHHbBIX MW Pa3pELLUEHHbIX KaTeropun ns
CYLLEeCTBYIOLLEN NU3MEHEHHOW YYE€THOM 3anncu.

3alluTa CeTu

OTKpoWTe r1aBHOe 0KHO NporpaMmMel > HacTponka > 3awmTa ceTu, 4Tobbl HAaCTPOUTb OCHOBHbIE
napameTpbl 3aWnThbl CETU WKW YCTPaHUTb HENOMaAKy CETEBOro NOAKJIIOYEHNS.

Y1060l NPUOCTAaHOBUTb NN OTKNIOYUTL OTAEJIbHble MOAYJIN 3allUThbl, LLEeNIKHNTE 3Ha4Y0K
nepeknvaTena

IA OTK04YEHNE MOAYNEN MOXKET NMPUBECTUN K CHMXXEHUIO YPOBHS 3allMThl Ballero KomnboTepa.
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@e.l. . . : G o = O X

Otop Hacrpoika ?

CKEHHPGEEHHE
" KOMMOBHOTEpA
@ 3awunTa KOMNLIOTEpa >

OBHoeneHNE BCe @yHKLUN 23LLUWTEI KOMNBHOTEDE SKTHEHL

Cepenc

3awuta MHTepHeTa >
@ HacTpoiika Bce TReGyemsle GYHKUMM 3aLMTE VIHTEDHETA BKTHEHEI.
Cnipaska v nogaepska
3awmTa cetTn 5
; ot .
Yuerran sanmnce ESET Bce TpeByemble GyHKLMI 3aLUMTL! CETH AKTHBHBI.
HOME
Cpeactea besonacHocTH >
[OnonHNTENLHEIE CPEACTEA ANA 3aLLMTE KOMMLHOTEPA.

' Wmnopr u skcnopt napamerpoe £} flononuurentueie HacTpoiiku

LLleNKHNTE 3HA4YOK LeCTePEHKMN & PSAOM C MOAYJIEM 3aLUNTLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

danepBon: GUAbLTPYET BeCb CETEBON 0OMEH AaHHbLIMU COrNacHO KOHMUrypaumm ESET Internet
Security.

HacTpounTb: OTKpbLIBAaETCA OKHO «DanepBosi» MeH A0MNOJHUTESbHbLIX HACTPOEK, B KOTOPOM
MOXXHO onpefennTb, KakuM obpasom anepson byaet obpabaThiBaTh ceTeBON 0OMEH JaHHbLIMMU.

MpuoctaHoBuTbL paboTy chanepBona (paspewnTb BeCb TpaguK): B 3TOM pexnme aepson
OTKJI04aeT BCe (PYHKUUM (unbTpaLumM 1 pa3peLlaeT BCe BXoAsALWMe U UCxoasime coeguHeHuns.
LenkHuTe BkniounTtb panepBon, 41066l NOBTOPHO BKIOYNTL (hanepBos, Korga ans
nnbTpaumm ceteBoro Tpadunka BKJOYEH 3TOT pPeEXUM.

BnokupoBaTb BeCb TpaduK: BCe BXOAALME N UCX0oAdALmMe coeanHeHmnsa byayT 61okmpoBaTbCa
thariepsonoM. Mcnonb3ynTe 3TOT NapaMeTp TOJbKO B 0COBbIX CayYasnx, KOraa BO3HWKAET onacHas
KpuTnyeckas cutyaums, Tpebywas HeMeaeHHOr0 OTKJIYEHMA OT CeTu. Ecam gnsa punbTpaumm
ceTeBoro Tpaduka BbibpaHo cocTosiHME BnokupoBaTb BeCb Tpaguk, WenkHnTe OCTaHOBUTD
610KMpOBKY Bcero Tpadumka, 4Tobbl BOCCTaHOBUTbL HOPMaJibHYt0 paboTy dariepsona.

ABTOMaTU4YECKUN PEXXUM (eCsIM BKIIIOYEH OPYron pexuMm uibTpauumn): BOCNOAb3ynTeCh 3TON
KOMaHZoM, 4Tobbl NepeBecTy (hu/bTPaLIVO B aBTOMaTUYECKUA PeXuM (C y4eToM npasuJl,
onpeaenseMbix Nosb3oBaTeNem).

NHTepaKTUBHBLIN PEXUM (eC/I1 BKJIIOYEH APYrOnN pexuM puibTpaumm): BOCNOJSIb3ynTeChk 3TON
KOMaHZoMn, 4Tobbl NnepeBecTy hnabTPALNIO B MHTEPAKTUBHbLIN PEXUM.

3allMTa OT CETEBbLIX aTak (IDS): aHaM3 COAEPXKUMOro CETEBOro Tpadmka 1 3almTa OT CETEBbLIX aTak.
Jliobon TpahmKk, KOTOPLIN ONPenENseTCs Kak «BpeAoHOCHbIN», ByaeT 3ab10KMpoBaH. ESET Internet
Security byaeT MHGOPMMPOBaTbL MPU NOAKIYEHUN K HE3aLULLEHHON BeCNPOBOAHON CETU NN CETH
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co cnabon 3awmTon.
3awmTa oT 6OTHETOB: OLICTPOE N TOYHOE BbISIB/IEHNE BPEAOHOCHbIX MPOrPaMM Ha KOMMbIOTEpPE.

CeTeBble NOAKIOYEHMUS: OT06pa)KeHVIe ceTen, K KOTOPbIM NOAK/IOYEHBbI CETEBbLIE afaNTEpPLI, C
I'IO,D,pOﬁHbIMI/I cBegeHnAaAMN.

YcTpaHuTb npo6nemy 3a6/10KNPOBAHHOIO COeAMHEHUS: MOMOraeT YCTPaHATb NPobeMbl C
NOJKJ/IOYEHNEM, Bbi3BaHHbIE (PaiepBosioM ESET. [115 NMOSyYeHNUs LOMOSHUTESbHbIX CBEAEHWUIA CM.
pa3fen MacTep ycTpaHeHWs HeMnoaaaok.

YcTpaHuTb npo6nemy BpeMeHHO 3ab610KUpPOBaHHbIX IP-aapecoB — [IpOCMOTP Crucka IP-
a[lpecoB, KOTOPble 0OHAPYXEHbl KAK MCTOYHUKM aTak U [106aBaEHbl B YEPHbIA CMINCOK, YTOObI
6/10KMPOBaATL COEANHEHMNE B TEYEHME ONpPeaeeHHOro Nepuoaa BpeMeH!.

Moka3aTb XXyYpHaNbl: OTKPbIBAET hailsl XKypHasa 3allnTbl CETK.

CeTeBble NOAKJIIOYEHUSA

OTobpa)keHne ceTei, K KOTOPbIM NOAKJI04YEHbl CETEBbIE alanTepbl. YToObl MPOCMOTPETH CETEBbLIE
NOAK/IYEHNS, OTKPONTE r/1aBHOE OKHO NporpamMMel > HacTpoika > 3awuTta ceTu > CeTeBble
NoAKNIOYEHHUS.

[dBaxkabl LWENKHUTE NOAKII0YEHNE B CMIUCKE, 4yTObbI 0T06pa3VITb cBeeHNA 0 HEM N O CETEBOM
aflafTepe.

HaBeauTe Kypcop Ha KOHKPeTHOe CeTeBOe NOAK/IOYEHME U LLENKHMUTE 3HAa4YOK MeHI0 * B cToNbue
DoBepeHHoe, 4T0ObI BbIOPaTh OAHY U3 CAEAYIOLLMX OMNLNIA:

* AI3MeHUTb — OTKPbIBAeT OKHO HacTporka 3alnThl CETH, B KOTOPOM MO>XHO Ha3Ha4lNTb
Npoun/ib 3aLLUNTbl ONpeaesIEHHON CEeTW.

* 3a0bITb — C6paCbIBaeT KOH(UIypaLnio CETEBOro NOAK/YEHNSA 00 3HAYEHUI MO YMOSYaHNIO.

* CKaHMpoBaTb ceTb € NoMoLbio MHCNeKTopa ceTu — OTKpPbIBAeT VIHCMEKTOP CeTY N4
3anyCcKa CKaHMpoBaHMA ceTu.

* MomeTuTb KakK «Mos ceTb» — f0baBnseT K ceTu Ter «Mos ceTb». ITOT Ter byaer
oTobpakaTbCa PSLOM C CETbIO B Mporpamme ESET Internet Security 419 yAyHLIEHNS
NoeHTUGMKaLMm n obLwmnx ceegeHunn o 6esonacHoCTL.

* CHATBL nomeTky «Mos ceTb» — yanansaet Ter «Mos ceTb». 70T napaMeTp AOCTYNEH TOJIbKO B
TOM CNly4Hae, eEC/IN CETb YK€ NomMe4eHa Terom.

CBepeHuMa 0 CeTeBOM NOAKJIIOYEHUM

[BaXKAbl LLENKHNTE NOAKJ0YEeHNE B CNUCKe CeTeBble NOAKIYEHNS, YTODSI OT06pa3I/ITb cBeneHna o
HEM 1N O CETEBOM adalTeEpPeE. C nomoLLblo CBELEHNA O CETEBOM NOLKJIOYEHUMN U aflafiTepe MOXXHO
onpenennTb CeETb, KOTOPYIO Bbl MbITAETECH HACTPOWUTL B pa3jene 3awnTa AoCTyna K CeTu.
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CBefieHNs 0 CETEBOM MNOAKJIYEHUN:
* COCTOSIHME CeTEeBOro NoAKIOYEHNS
* [laTa 1 Bpems NepBoro obHapy)XeHUs ceTu
* Bpems nocnefHein akTUBHOCTY CETU
* ObLLee BpeMsa NOAKIOYEHUS K 3TOW CETH

e [Ipodhusib CETEBOr0 NMNOAKJIOYEHUS

* [Mpohnsib CeTEBOro NOAKIOYEHNS, onpefeneHHbln B Windows

» KoHthurypalims 3almnTbl CETU (SBASETCS N CeTb JOBEPEHHON)

CBefeHuna 0 ceTeBOM afjanTepe:
* Tun noakn4YeHns (NposBogHoe, BUPTyanbHoe U T. 4.)
* ima ceTeBoro agantepa
* OnncaHve aganTepa
* IP-afipec n MAC-agpec

* |[Pv4- n IPvb-afpec ceTn C NoaceTbto

DNS-cyhdukc
* IP-agpec DNS-cepBepa

* IP-afipec DHCP-cepBepa

IP- n MAC-agpec W3a rno yMmosa4aHuto

* MAC-agpec aganTepa

YcTpaHeHue HenoJsiapoK C AO0CTYNOM K CeTu

MacTep yCTpaHeHUs HernolafoK NoMoraeT yCTPaHUTb Npobiembl C MOAKIIOYEHUSIMI, BbI3BAHHbIE
danepBonoM. MapameTp YcTpaHeHMe HenoNaaok C AOCTYNOM K CETU MOXKHO HAallTU B [J1aBHOM
OKHe nporpammsl B pa3aene HacTtpouka > 3awuTa ceTu > YCTPaHUTb Nnpobnemy
3a0/10KMPOBAaHHOI0 COeaUHEHUA.

BoibepuTe, 4TO HeobxoAMMO 0TObOPa3nNTL — coefnHeHne, 3ab1I0KMPOBaHHOE 415 IOKANbHbIX
NPUIOXKEHUH, 1N 3a6/10KMPOBaHHbIN 0OMeH aHHbIMY C yAasieHHbIX YCTPOUCTB.

BbibepuTe B pacKpbiBalOWEMCA MEHIO MEPMOL BPEMEHW, B T€YEHE KOTOPOro CBs3b bbina
3abnoknpoBaHa. CNncok HeaaBHO 3ab/10KNPOBaHHbLIX NOAKAYEHNA 0ToBpaXxkaeT obLune AaHHble O
TUNe NPUI0XKEHNS NN YCTPOWCTBA, penyTaunm n obLem Yncae NpuIoKeHNn n yCTPONCTB,
3a610KMPOBaHHbIX B T€4EHME TaKOro nepmnoga spemeHn. Haxmure kHonky MoapodHoCcTH, 4TOOLI
npocMoTpeThb NoAPobHbIE cBEAEHUS 0 3a0N10KMPOBAHHOM NOAKIOYEHUN. 3aTeM pa3baokupynTe
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npunnoXxeHne ninn yCTpOIZCTBO, C KOTOPbIM BO3HUKITN I'IpO6)'I€MbI NMnoAaKJIN4YEeHNA.

Mocne HaXxkaTusi KHOoMKK Pa3bnokupoBaTh paHee 3ab10KMPOBaHHOE NOAKAYeHne byaeT
pa3pelieHo. Ecnm npobnembl ¢ NpuIoXKeHMEM NPOAOIKATCS UM Ballle yCTPOMCTBO He paboTaeT
Haanexalmm obpa3om, LwenkHuTe Co3aaHue ewie OQHOro NpaBuna, U BCe NOAK/IYEHNS, paHee
3a0/10KMPOBaHHbIE A1 3TOr0 YCTPOWUCTBA, OyayT pa3pelleHbl. EC/IM 3TO He MOMOXET, Nepesarpysunte
KOMMblOTEP.

LenkHnTe OTKpbITL NpaBuna panepsona, 4Tobsl NPOCMOTPETL NpaBuaa, CO34aHHbIE MaCTEPOM.
KpomMe Toro, npocMOTpeTh npasusia, Co34aHHble MacTepoM, MOXXHO B pa3aersie PacllunpeHHble
napaMeTpbl > 3awMTa > 3awWmTa aocTtyna K cetu > Pauepson > NMpasuna > U3MeHUTDb.

Ecnn npaBuno He MoXXeT BbITb C03A4aH0, 0Tobpa3uTcs coobueHne 06 ownbke. LLenkHnte
MoBTOPUTbL NONBITKY 1 NMOBTOPUTE 3TOT NpoLecc, 4Tobbl pa3baoknpoBaTb 0OMEH AaHHbLIMMK,
UKW co3falTe elle 0HO NPaBWIO M3 CNNCKa 3a610KNPOBAHHBIX MOAKIOYEHNIA.

BpeMeHHbIN YepPHbIA CNUCOK IP-aapecoB

YT106bl NPOCMOTPETH CMUCOK IP-aAPECoB, KOTOPbIE Obl/In 0OHAPYXKEHbI KaK MCTOYHUKYM aTaK W
n06aBeHbl B YEPHbIA CANCOK AN 610KMPOBKM COEANHEHMIN B TeYEHNE ONpeaeneHHOro nepnoaa
BPEMEHW, OTKPOWTE [1aBHOE OKHO NporpamMmmsl > HacTponka > 3awWuTa ceTu > YCTPaHUTb
npobneMy BpeMeHHO 3a010KMpPOBaHHbLIX IP-appecoB. BpemeHHO 610KMpyeMbie IP-agpeca
6nokupytoTca Ha 1 yac.

Ctonbubl

IP-appec. OTobpa)keHue IP-agpeca, KOTopbi Bbin 3a610KNPOBaH.

MpuunHa 6n0kuMpoBaHuaA: oTobpaxxeHne Tuna aTtaku, KoTopas bbia NpefoTBPalleHa C agpeca
(HanpuMep, aTaka CKaHWPOBaHUS NOPTOB TCP).

Bpemsa oxxugaHua: oTobpaxxeHne BpeMeHn 1 faThbl, Koraa agpec byneT yaaneH u3 «4epHoro»
cnncka.

DJZ1IeMEeHTbIl ynpasJjieHus

Ypanutb. LLlenkHuTe, 4T0bbl YAAAUTL IP-aApec U3 YePHOro CNNCKa 40 TOro, Kak UCTEYeT CPOK
JIeiCTBUSA CMUCKa.

Ypanutb Bce. LLienkHnTe, 4T0ObI HEMEAIEHHO YAaNTh BCE afpeca U3 YEPHOro Crnucka.

HobaBuTb ucknoyeHue. LLlenkHnte, 41066l 06aBUTL NCKOYEHNE (haepBOna B hnabTpaLuto IDS.

98



NTERNET SECURITY o X

YepHbI cnucok BpeMeHHbIX |P-agpecos ?

IP-agpec MpWUYKHE BROKMPOEKK Bpema oxunaaHua

XXypHasbl 3alLUThbl CETHU

®OyHKUMSA 3aLLMThI CETU NPOrpaMmbl ESET Internet Security COXpaHSAET cBefeHns 060 BCEX BaXKHbIX
cobbITusAX B thann XypHana. [1ns npocMoTpa (hanna XXypHasa OTKPONTE J1aBHOE OKHO NPOorpamMmbl >
HacTponka > 3awuTta cetu > MloKasaTb XXypHanbl.

®ainnbl XypHana MOryT UCMOJIb30BaTbCA AN 0O6HapyXeHWs oWnboK 1 BTOPXKEHNIA Ha KOMMNbIOTEP.
YKypHasbl 3aWNTbl CETU COAEPXKAT Ceaylolmne CBeeHNs:

» [laTa 1 Bpems cobbITus.

* MA CobbITHS;

* NCTOYHUK;

* CeTEeBOW agpec Lenesoro 06beKTa;

* CeTEBOW NPOTOKOJ CBA3MW;

* [pyMeHeHHOE NPaBWJIO UK UMS YepBS (eCnn onpeaeneHo).
* [lyTb 1 UMA NPUSIOXKEHNS.

o XoLWw

* [Nonb3oBaTesib.

¢ Jlnuo, nognucasLlee NpuioXeHne (u3gaTesb).
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* iIma nakeTa
* ima cnyxo6obl.

TwaTenbHbIN aHaNn3 NHGOPMaLINK 3HAYNTENBHO obneryaet npouecc onTuMn3aunn 6e3onacHoCcTn
KOMMNbloTepa. MHorne akTopbl ABJASKOTCA NPU3HAaKaMn MNOTEHLUWAJIbHbBIX YTP0o3 1M NO3BONAOT
noJib30BaTesNo CBECTU UX BJINAHNE K MUHNMYMY: YaCTble COeNHEHNA OT HEN3BECTHbIX
KOMMbIOTEPOB, MHOXECTBEHHbIE MOMNbITKN YCTaHOBUTb COeANHEHNE, CeTeBad aKTUBHOCTb
HEN3BeCTHbIX I'IpI/IJ'IO)KeHVIVI nnn ¢ ncnosib3oBaHnemMm Hen3BeCTHbIX HOMEPOB MOPTOB.

cnonb3oBaHue YA3BUMOCTWN B CUCTEME 6e30nacHoOCTU

CoobuieHune 06 NCNoNb30BaHNM YA3BMMOCTM B CUCTeMe 6€30MacHOCTI 3aMnChIBAETCS AaXKe B
TOM CJlyyae, eCM KOHKPETHas YA3BUMOCTb Y>Ke UCMPaBJieHa, Tak Kak MomnbiTKa NCMNoJIb30BaHMA
obHapyXnBaeTcst U 6NOKMPYETCS HAa CETEBOM YPOBHE 10 BO3HUKHOBEHUS (haKTNYeCKoro
NCMo/b30BaHUS.

PeweHue npobnem c panepsosom

Ecnv ESET Internet Security He yAaeTca NOAKNOYUTLCS K CETU, €CTb HECKOJIbKO CNOCOO0B y3HaTb,
obycnosneHbl 1 oHM paboTon harepBosa. Kpome Toro, C NoMoLbio hanepBoia MOXXHO Co34aTb
HOBbIE NMpPaBWJa UK UCKIOYEHUSA AN pelleHns npobaem ¢ NoaKIoHeHNEM.

Ana peweHuns npobsem ¢ hanepsosioM CM. CieflyoLime Temsbl:

* YCTpaHeHne HemnoaaaoK ¢ AOCTYNOM K CEeTH

* BegeHune )XypHasia 1 Co34aHMe NpaBua U UCKJIKYEHUN Ha OCHOBE XKYpPHaa

¢ Co3aHVe NCKJYEHUN Ha OCHOBE YBeAOMAEHUIN halnepBosa

* PacClIMPEHHOE BeAeHWe XKYPHaJ0B A4 3aLllUNThl CEeTU

* PeweHuve npobsieM Co CKaHepoOM CeTeBOro Tpaduka

BepneHue )XXypHaJia U co3gaHue nNpaBua U
UCKJIIOYEHUU Ha OCHOBEe XXYpPHana

Mo ymon4aHuto hanepBon ESET He BHOCUT B XXypHan Bce 6noKupyemble coeanHeHns. ECnm Bbl xotTuTe
BUAETH, 4TO 3ab10KMpoBana PyHKLUMA 3aLUNThl CETW, OTKPOMNTE pa3fen PacluvpeHHble napaMeTpbl >
Cepsuc > [inarHocTtuka > PaclumpeHHoe BegeHue XXYpHasoB 11 BKIOYUTE NapaMeTp BkawouuTb
paclimMpeHHoe BefeHue XYpPHaNoB A 3aluTbl ceTU. ECiM B XXypHane eCTb 31eMeHT, KOTOPbIN
tanepBony He cnepyeT 610KMPOBaTb, MOXXHO CO34aTb NPABWJIO UAN NPaBUIO IDS, LENKHYB 3TOT
3N1eMEHT NPaBoV KHOMKOW Mbiwn 1 Bbibpas He 6nokupoBaTbh Nnopo0HbIE COOLITMA B OyayLiemM.
ObpaTuTe BHUMaHMeE, 4TO XXYpHaJ BCeX 3a0/10KNPOBAHHbIX COEANHEHNA MOXET COAEP)KaTb ThICAYM
3/1EMEHTOB, MO3TOMY HaTU KOHKPETHbLIN 3/1IeMeHT MOXeT bbiTb TPyAHO. MNocne peweHns npobnemsl
BeJeHMne XXypHana MOXXHO BbIKJIOYUTb.

Ins nonyyYyeHnsa OONONHUTENbHBIX CBEAEHUIA 0 XXYpHase CM. pasgen Danbl xypHasa.
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Wcnonb3yinTe XypHan, 4Tobbl y3HaTb, B KAKOM nopsake 3awuta ceTn 61oKnuposana Te nan
NHble coeaMHeHUs. Kpome TOro, npasuia, Co3aHHbIe Ha OCHOBE XXypHana, byayT BbINONHATb
HY>XHble BaM AeNCTBuS.

Co3paHue nMpaBuji Ha OCHOBEe XYPHaJia

B HOBOW Bepcum ESET Internet Security MOXXHO CO3AaBaTb NpaBuia Ha OCHOBE XXypHana. B rnasHom
MEHI0 NocnenoBaTenbHo BoibepnTe UHCTPYMEHTbI > Pannbl XXypHana. B packpbiBaloLLEMCS MEHIO
BbibepuTe NYHKT 3almMTa CeTH, LLENKHNTE HY)KHYIO 3aMnCb )XYpPHaa NpaBoil KHOMKON MbILWN 1 B
KOHTEKCTHOM MeH10 BbibepuTe nyHKT He 6nokupoBaTbh noaobHble cobbiTus B Oyaywem. Hosoe
npaBuao 0Tobpa3nTCsa B OKHE yBEAOMIEHUI.

YT06bI MOXKHO ObIIO CO34aBaTh NMpaBMia Ha OCHOBE XXYPHana, ESET Internet Security cnenyeT
HacTpouUTb cnenyowmm obpasom:

1. YCTaHOBMTE MUHMMAJIbHYIO CTEMNEeHb AeTann3aunm xXypHana JlMarHocTmka, nocsefoBaTeslbHO
BblbpaB [lonosHMTENIbHbLIE HAacTPOVKY > Cny>KebHble nporpaMMel > ®asibl XXypHana.

2. BkntounTe napameTp YBeAOMAATL O BXOAALLMX aTaKaxX, KOTOpble UCMoJb3YIOT Opewum B
cucteme 6e30nNacHOCTM B pasfene PacllivpeHHbie NnapamMeTpsl > 3alWuMTa > 3alWuTa AocTyna K
ceTu > 3aLuuTa OT ceTeBbiX aTak > PaclumpeHHblie napameTpbl > OOHapy>XeHue BTOPXXEHUMN.

Co3paHue UCKNI04YeHUU Ha OCHOBe
yBeaoMJsieHun panepsoJia

Korgna ¢hanepBos ESET 0bHapyXnBaeT BPeAOHOCHYIO CETEBYIO AeATeNbHOCTb, 0TOBpaXaeTcs OKHO
yBEOMIEHUS C ONNCAaHNEM 3TOro CobbITUS. YBEAOMIEHNE COAEPXKUT CCbINIKY, Mepenas no KoTopon
MO>XHO MOJly4YUTb AOMNOJIHATE/IbHbIE CBEAEHNSA O COOLITUM N HACTPOUTL NPABWJIO AN 3TOro cobbiTnA
(ecnn HY>HO).

Ecnn ceTeBOE NpUNOXKEHME UM YCTPOWCTBO He cobnlofaeT ceTeBble CTaHAAPTLI HaA eXalL UM
06pa3oM, BO3MOXXHO, HaYHYT PerynsapHo NosBAATLCS YBeAOMNeHUs IDS (ariepBona. bnarogaps
3TOMy (hanepBon ESET He byaeT 06Hapy)KMBaTb 3TO NPUIOXKEHNE UK YCTPOMCTBO.

PaCLUMpeHHOE BeAeHUue XXKYPHaJioB ans
3dllUTbl CEeTHU

3Ta (hyHKUMA NpefHa3HayYeHa a9 npeaoctasneHns 6onee KOMMNAEKCHbIX HannoB XypHana ons
CnyX0bbl TEXHNYECKON noagep XKy ESET. icnonb3ynTe 3Ty (YHKLMIO TONbKO N0 3aMpocy Cyx0bbl
TeXHUYeCKON Noaaep>XKu ESET, TaK Kak OHa MOXXeT co3[aTb 04eHb B6onbLion ann XXypHana un
3aMennuTb paboTy KoMMNblOTEpa.

1. OTKpoiTe pa3aen PacllimpeHHble napaMeTpbl > CepBUC > iMarHocTuka > PacluMpeHHoe
BeAeHUe XXYPHANOB 1 BKJIKOYMTE NapaMeTp BKAOYMTb pacluMpeHHOe BeAeHUe XXYpPHaNoB
ANA 3alUThl CETH.
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2. MonpobyinTe BOCNPOM3BECTMN TEKYLLYIO Npobnemy.
3. OTKN0YMTE PyHKLMIO «PaclumpeHHoe BeaeHMe KYPHaAIO0B AN 3aLlUUTbl CeTU».

4. ®ann XypHasna PCAP, CO34aHHbIN C MOMOLLbIO (PYHKUMK «PacluMpeHHOe BeeHne XXypHaioB ans
3alNTbI CETU», MOXKHO HAaWTW B Nanke, rae Co34alnTca AaMnbl NAMATU 418 AUarHOCTUKMK:
C:\ProgramData\ESET\ESET Security\Diagnostics)\

PewieHue npobseM co cKaHepoM ceTeBOro
Tpaduka

Ecnv Bo3HUKalOT npobnemsl ¢ bpay3epoM uam No4YTOBLIM KIMEHTOM, CHavasa ciefyeT onpefenunTsb,
He ABNAETCA M NPUYNHOM 3TOMY CKaHep ceTeBOoro Tpaguka. [0ns 3Toro BpeMeHHo OTKYnTe
CKaHep CeTeBOro Tpadumka B pasfese PaclumpeHHble napameTpsl > Moaynb oOHapyXeHus >
CkaHep ceTeBoro Tpaduka (06s3aTesibHO CHOBa BKJIIOYMTE €ro nocsie peweHns npobnembl, MHaye
Bpay3ep 1 NOYTOBLIA KAWEHT ocTaHyTCca 6e3 3awmnThl). ECn nocne oTkOYeHNUs Henoslagka
ncYye3aeT, CM. HUXKEe CMNCOK TUMUYHbIX MpobneM n cnocoboB nx peLueHus.

Mpobnembl c 0OHOBNEHUEM UK OE30MNACHOCTLIO
NOAKNIOYEHUSA

Y npunoxeHns I'IpO6J'IeMbI C 06HOBNEHMEM NN 3aLLUULLEHHOCTbIO KaHana CBS3MN.

* Ecan BkAtOYeH napameTp SSL/TLS, nonpobyinTe BpEMEHHO ero OTKAYUTb. ECKM NOMOrno, 3Ha4umT,
MO>XHO NMPOAOJIKaTb UCMOJIb30BaTb SSL/TLS 1 BbIMOAHATL 0OHOBNEHNS.

OTKNYUTL SSL/TLS 3anycTuTe obHOBNEHME elle pa3. [Jo/KHO NOSBUTLCSA AMAN0r0BOE OKHO C
yBe4OMJIEHMEM O 3alINPOBAHHOM CETEBOM Tpadmke. MpunoxxeHne foMKHO BbITb aHaNOrMYHbIM
TOMY, C KOTOPbIM BO3HMKAN NPobsieMbl, a CepTUGMKAT AOJKEH NCXOANTL U3 CEPBEPA, C KOTOPOro
BbINOHAOTCS 0OHOBNEHUNSA. 3aTEM 3aNOMHUTE AENCTBUS ANS CepTUdMKaTa U HAXXMUTE KHOMKY
«MponycTnTb». ECNn He 0Tobpa3AaTCca COOTBETCTBYIOLLNE ANANOMOBLIE OKHA, NEPEKNIOYNTECD
obpaTHO B aBTOMATUYECKMIN peXxnm unbTpaunn. NMpobnema fomkHa bbiTh peLueHa.

* Ecnn npunoxeHne He siBnseTcs bpay3epoM uanm NOYTOBbLIM KJIMEHTOM, €ro MOXXHO MOJIHOCTbIO
WCKJIIOYNTb U3 3aLLUNTLI 10CTYNa B UHTEPHET (MCKNtoYeHMe Bpay3epa Uan NoYTOBOr0 KJIMEHTA
0CTaBWJ10 6bl BaC He3aluLeHHbIM). Jlloboe npunoXeHne, B OTHOLLEHUM KOTOPOrO BbIMOHANACH B
NPOLLNOM UNbTPALMS COEANHEHUI, LIO/KHO ObITh B CNIUCKE, NPeaoCcTaBaseMoM npu fobaBaeHnm
NCKOYEHWNIA. [T03TOMY He A0JIKHO BO3HUKHYTb HE0BX0AMMOCTY 106aBNATh UCKIOYEHNS BPYYHYIO.

I1p06neMa C AOCTYNOM K yCTpOﬁCTBy B CeTHU
Ecnn He yaaeTcsa MCNofib30BaTh Kakme-nnmbo dyHKLUMM YCTPONCTBA B CETU (HanpuMep, He yaaeTcs
OTKPbITb BEO-CTPaHNLLy CBOE Be6-KaMepbl UK BOCMPOM3BECTMN BUAEO HA AOMALLIHEM

MynbTUMELUAHOM npourpeiBaTene), nobasbTe IPv4- 1 IPv6-aipeca Takoro yCTPOMCTBA B CMUCOK
NCKIOYEHHbIX afipecoB.

Mpobnemsbl c onpepeneHHbIM Be0-CanToM

NckniounTb oripegesieHHble BeO-calTbl U3 3aLLNThLI A0CTYMNa B IHTEPHET MOXHO C MOMOLLbIO
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yrnpasneHus URL-aapecamu. Hanpumep, ecin He yaeTcs nonyYnTs AOCTYM K CTPaHuLe
https://www.gmail.com/intl/en/mail/help/about.html, nonpobynTe fobaBUTb *gmail.com* B CNNCOK
NCKJTIIOYEHHbIX aapecoB.

Owubka «Bce ewe paboTaloT HeKOTOpPbIe NPUJIOIKEHMUSA,
KOTOpble MOryT MMNOPTUPOBAaTb KOPHEBOW cepTUdUKaT»

Mpwv BKAOYEHWM SSL/TLS NporpaMma ESET Internet Security BbINOJHAET (UIbTPALIMIO MPOTOKONA SSL TaK,
YTO YCTAHOBJIEHHbIE MPOrPaMMbl JOBEPSAIOT €€ AeCTBMSAM (MPOMCXOAUT UMMOPT CePTUPUKATA B UX
XpaHuauLLe cepTudrkaTos). s MNopTa CepTUPUKATA HEKOTOPLIM NMPUSIOXKEHNSM MOXXET
notpeboBaTbCa nepe3anyck. Hanpumep, ans 6pay3epos Firefox M Opera. 3aKPOWTE 3TN NPUIOXKEHUSA
(ANs 3TOro pEKOMeHAYeTCs OTKPbLITb ANCNETYEP 3a4a4 M yAaNuTb 3anucu firefox.exe U opera.exe Ha
BKNafke «Mpouecchl»), @ 3aTeM HaXXMUTE KHOMKY «[10OBTOPUTb».

Owubka: HEAOBEpEHHbIﬁ ndpartesnb UJin Heponycrumas
noaonuchb
CKopee BCEero, 3T0 3Ha4YUT, YTO MPU BbILLIEONMCAHHOM MMMOPTE NpousoLuna owmnbka. CHavana

3aKpOWTe BCE YNOMSAHYTbIE NMPUIOXKEHUS. 3aTEM OTKJIOYMNTE NapaMeTp SSL/TLS M CHOBa BKJIOYMTE
ero. byeT BbINOJHEHa NOBTOPHAs MOMbITKA MMMOPTa.

CM. cTaTbto 6a3bl 3HaHM 06 yrpaBJeHNM CKaHepoM ceTeBoro Tpaduka B Windows-npoaykre
ESET OJ18 OMALIHEro UCroJjib30BaHus.

CeTeBas yrposa 3abnokupoBaHa

Takas cMTyaums MOXXeT NPOVU30MTKW, KOr4a, HanpuMep, NPUI0XKEHNE Ha KOMMbIOTEPE MbiTaeTcs
HanpaBUTb BPEAOHOCHbIN TpadVK Ha Apyrue yCTPONCTBO WK CeTb, NCMOJb3ys bpellb B cuctemMe
6e30nacHoOCTW, nau nNpu obHapy>KeHNM NOMbITKN CKAHUPOBAHWSA NOPTOB CUCTEMBbI.

Tun yrpo3sl 1 IP-aapec COOTBETCTBYHIOLLEr0 YCTPONCTBa 0ToOparkatoTCcs B yBeaoMaeHuu. LLlenkHute
N3meHnTb CNOCOb6 0OpaboTKM 3TOM Yrpo3bl, 4ToOLI 0TOOPa3NINCL Cegyowme onunm.

Mpoponmxutb 6N0KMpOBaTh: 0OHaPYXEHHbIe Yrpo3bl 610KMpyoTCA. YTobbI 6oNbLIE HE MonyYaTb
yBefoMieHus 06 yrpo3ax 3Toro Tuna c onpefeneHHoro yaaneHHoro agpeca, soibepute
nepeknoyaTens He yBepoMnaThb, a 3aTeM WenkHnTe MpoaosmxuTb 6nokupoBaTk. [py 3TOM
6yneT co3paHo npaBuao cnyxbbl 0bHapyXeHUsS BTOPXKEHWN (Intrusion Detection Service, IDS) €O
cnepymollen KoHgurypaumein: BnokuposaTb — Mo yMoa4aHuio, YBeBOMUTb — HeT, 3anucaTtb B
)KYPHan — HeT.

PaspeLwwnTb: CO34aeTCa NpaBnio cyx0bbl 06HapyXeHns BTOPXXEHNIA (Intrusion Detection Service, IDS),
pa3speluatoLlee obHapyXeHHy10 yrpo3y. Beibepnte ogHy U3 crenylowmnx onunin, 4Tobbl ykasaTb
HaCTPONKK MpaBuna, N WenkKHUTe PaspewumTs.

* YBenoMATb TONLKO TOrAa, Korga 3ta yrposa 6nokupyerca — KoHhUrypawums npasuia:
BnokupoBaTb — HeT, YBeAOMUTb — HET, 3anucaThb B XKypHan — HeT.

* YBejOMNATb BCcerpa, Koraa 3ta yrposa nosBaseTcsa — KoHhurypauus npasuna:
BnokupoBaTb — HET, YBeAOMUTb — M0 YMOJIYaHUIO, 3anUcaTb B XXYPHaN — MO YMOJYaHWIO.
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* He yBepoMnaTb — KOH(Urypaumsa npasusa: bnokuposatb — HeT, YBeJOMUTb — HET,
3anucaTtb B XXypHan — HeT.

OTobparkaemas B 3TOM OKHe MH(OPMaLMa 3aBUCUT OT TUNa obHapy>XeHHON yrpo3bl.

0na nonyyYyeHns OONOJIHATENbHbIX CBEAEHUI 06 yrpo3ax 1 ApYrux CBA3aHHbIX TEPMUHAX CM.
pa3aen o TMnax yaadaeHHbIX aTak Uan Tunax 0bHapyXKEeHHbIX Yrpo3.

CBefleHNs 0 TOM, KaK pa3pelimnTb cobbiTne lydbnupylowmecs IP-agpeca B C€TU, MOXKHO
HalTWN B CTaTbe Oa3bl 3HaHWN ESET.

ObHapy>xeHa HOBaf ceTb

Mo ymon4aHuio ESET Internet Security UICMONb3yeT NapaMeTpbl Windows Npu 06Hapy>XeHun HOBOWM CETH.
Y1066l NpK 06HapPY>KeHUN HOBOW CeTn 0TobparkasioCb AMaNOroBOE OKHO, YCTAHOBMTE A5 NapaMeTpa
HasHavyeHve npodunsa 3aumnThel CeETY 3HaYeHne 3anpPoCcuTb. KoHpMrypauus 3awmnThbl CETK
0T06pa>KaeTc;| npn Ka>XaoM NoaKNO4YEHNN Ballero KOMMbOTEPa K HOBOW CeTH.

NTERNET SECURITY b

Hactpoiika sawmtbl cetu
hqg.eset.com

B 4OBEpeHHOI ceTw Ball KOMNbHOTER DYAET BMAEH 4NA APYTHX YCTRONCTE,
NoAKNHOYEHHBIX K CETH. PEKOMEHIYEM JENETh 3TO TONLKO B AOBEPEHHON AOMALLHER WK
OfMCHOI CeTH.

BoibepwTe npodwnb 4nA 3TOM0 CETEBOra NOAKAHUEHWA
® Acromatuueckuii

YacTHeI (A0EEpEHHEI)

QBWweaocTynHeIi (HedoBepeHHbIH)

MNonbzoBatensckuii npoguns

% oK

[AonoAHUTENEHBIE CBEAEHHA 08 3ToM COoGLWEHHK ' lNogpoGHocmi

Bbl MoXeTe BblIbpaTh OAUH U3 CAEAYOLWNX NPOhUIEN CETEBLIX MOAKIOYEHNNA.

ABTOMaTUUYECKMMN: ESET Internet Security aBTOMaTU4YeCKM BbibepeT Npognab COrNacHo akTrBaTopam,
HaCTPOEHHbLIM AN1A KaXKA0ro npoduns.

KoHdupeHumanbHo — 015 LOBEPEHHOM CeTU (OMaLUHen Uan opucHom cetu). Baw KomnboTep n
obLme hanbl, XpaHALWMeCs Ha HEM, BUAHbI AN APYruxX nosib3oBaTesnen CeTu, a Takxe Apyrum
Nonb30BaTeNsAM CETU AOCTYMHbI CUCTEMHbIE Pecypchl (AOCTYN K 06WMM (hannam 1 npuHTepam
BKJIIOYEH, BXoAsLlee NoakJYeHne RPC BKIOYeHO, obLwnin LoCTyn K yaaneHHoMy paboyemy cTony
npeLocCTaBsieH). OTOT NapamMeTp PeKOMeHAYeTCA UCNOSIb30BaTh Npu AoCTyne K besonacHom
NOKasbHOW CETU. ITOT NPOPUIb aBTOMATUYECKN HA3HAYaeTCA CeTEBOMY MOAK/IOYEHUIO, €C/IN OHO
HaCTPOEHO KaK AOMEeHHas WaKn YacTHas CeTb B Windows.

Ob6wepnocTtynHaa — 015 HefoBepeHHbIX (00LLef0CTYNHbIX) ceTen. Painbl U Nanku B BalLen
CMCTEME He ABNATCS obWwumMn ons Apyrux nosib3oBaTesnen B CeTU, 1 APyrue nonb3oBaTenn CeTH nx
He BUAAT, @ 06Wwunin [OCTYN K CUCTEMHBIM pecypcaM OTKJIIYEH. ITOT NapaMeTp peKoMeHayeTCs
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NCnoJib3oBaTb MPU OOCTYMNE K 6€CI'IDOBO,D,HbIM ceTsaM. ITOT I'IpO(.bI/IJ'Ib adBTOMaTN4eCKN Ha3Ha4YaeTC4d
J'I}O60My ceTeBOMY NOAKJ/O4YEHNIO, KOTOPOE He HAaCTPOEHO KakK AOMEHHasaA Nian 4YaCTHaa CETb B
Windows.

Monb3oBaTeNnbCKUM NPOPUIL: B PACKPbLIBAIOLLEMCS MEHIO MOXXHO BbIOPATb O[MH U3 CO3aHHbIX
BaMu npodusiein. 9Ta onumus 4OCTyNHa TONbKO B TOM CJlyyYae, eCu Bbl CO3[aan X0Ts 6bl 04UH
MoJIb30BaTENbCKUIA NPOIb.

A HenpaBuibHas KOHUrypaumsa CeT MOXXeT NpeacTaBAsATb yrpo3y 6e30nacHOCTM BaLero
KOMMblOTepa.

YcTaHOBKa coeauHeHus: obHapy>XeHue

®anepBon 06HapyXMBAET KaXK[0e U3 BHOBb CO3aHHbIX CETEBbIX COEANHEHN. AKTUBHBIN PEXUM
nepcoHanbHOro arepBona onpeaenseT, Kakne AencTBMs LO0/KHbI BbINOJHATHCS 419 HOBOMO
npasuna. ECiM akTMBMPOBaH aBTOMAaTU4E€CKUMN PEXMUM 1IN PeXXUM Ha OCHOBE NMOJIMTUKM,
allepBos BLINOAHUT NPeABapUTe/IbHO 3aAaHHble AeiCcTBIS 6e3 BMeLlaTeNbCTBA NOJIb30BaTENS.

B MHTEpPaAKTUBHOM peXXuMe BbIBOANTCH MHHOPMALMOHHOE OKHO C yBefoMieHneM 06 obHapyxeHuu
HOBOIO CETEBOr0 COefMHeHNs. B okHe NpMBOAMTCA AONOJIHUTEIbHAa NH(OPMaLMA O COeANHEHNN.
Bbl MOXeTe PaspewiuTb nan 3anpeTuTb (3abi0kmpoBaThb) coeamHeHne. Ecnm coeanHeHns o4HOro
TUNa BO3HUKAKOT PEryaspHo, U X NPUXOANTCS paspeLlaTb BPYYHYIO, PEKOMEeHAYyeTCs co3haTh ANA
HUX npaBuno. Beibepnte dyHKLMIO Co3paTh NPaBUIO U 3aNOMHUTbL HaBceraa 1 CoOXpaHuTe HOBOe
npasuao ans anepsona. Ecam nepcoHanbHbIN hanepBon 06HapyXMT Takoe CoeHEHNE B
Oyaywiem, oH NPUMEHUT 3TO NPaBUIO.
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(es[03 INTERMWET SECURITY

Inbound network traffic

An application on this computer | ) is trying to communicate
with a remote site | iIB

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently

Learn more about this message ~ Details  ~ Advanced options

Mpwn co34aHNM HOBbIX NPaBWU pa3peLlanTe TONbKO 3allULLEeHHble coeanHeHns. Ecnmn paspewnTs Bce
coefinHeHus, (hanepBosl He CMOXeT obecrneynBaTh 3aWmTy. Hxe nepevncneHsl Hambosiee BaXKHble
napameTpbl COeANHEHNNA.

MpunoXxeHne — pacnosioXXeHne NCNOJHAEMOro anna n naeHTUgUKaTopa npouecca. He
pa3pelanTte CoeANUHEHNS NS HEN3BECTHbIX NPUNOXEHUI 1N NPOLECCOB.

CBepgeHusa 0 NoanucaBLUEM: UMSA 13JaTens npuaoxxeHus. LLenkHnTe TekcT, 4Tobbl NokasaTb
cepTudmkaT 6€30MacHOCTM AJ1s1 KOMMaHUN.

PenyTauusa — ypoBeHb pucka coegmHeHns. CoefMHEHNAM Ha3Ha4YeH YpoBeHb pucka: XopoLo
(3eneHbIn), HenssecTHO (opaHXxeBbln) Manm OnacHo (KpacHbI), C NCNOJIb30BaHNEM psja
3BPUCTUYECKMX MPaBWJI, KOTOPble NCCIeAYIOT XapaKTEPUCTUKN KaXXA0ro COeANHEHNSA, KOJINYECTBO
nonb3oBaTesien n BpeMms obHapyxeHus. 3Ta MHhopMaumnsa cobupaeTcs TeXHONOrnen ESET LiveGrid®.

Cnyx6a — nms cnyxbbl, eciv NnpunoXxeHne aeaseTcs cnyx6oi Windows.

YpaneHHbIH KOMNbIOTEP — aZlpec yaaNeHHOro yCTpoicTBa. Pa3pelwaTb COeANUHEHUS TObKO C
[OBEPEHHBIMU U N3BECTHLIMU aapecami.

YpaneHHbIn NOPT — NoOpT CBA3M. CBA3b Yepe3 0bblYHbIE MOPTLI (HanpuMep, Beb-Tpadmk — HoMep
nopta 80 443) MoxeT bbITb pa3peLleHa B 06bI4HbIX YCNOBUSAX.
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KoMnbloTepHble BUPYCbl 4YacTO UCMONb3YIOT CoeAnHeHNs ¢ IHTEPHETOM UNIN CKPbITble COEANHEHMS,
Yyepes KOTOopble NPOUCXOAMNT 3apaXKeHne ApYyrux KoMnbloTepoB. ECn npaBnna HaCTPOEHbI
NpaBWibHO, haliepBo SBASETCS 3MPEKTNBHLIM CPeACTBOM NPOTUBOAENCTBNA pa3HO0bpa3HbIM
aTakaM C NpMMeHeHNeM BPeLOHOCHOM0 KOAa.

N3MeHeHUue NPUsioXXeHusa

®dariepBon 06HapyXW Ha KOMMbOTEPE MOJIb30BaATENS U3MEHEHMWE MPUTIOXKEHNS, KOTOPOE
NCMob3yeTcs AN NCXOAAWMNX COeANHEHNIA. BO3MOXXHO, NPMI0XKEeHWe NPoCcTo 06HOBNIOCH A0 HOBOWA
Bepcun. C Apyrov CTOPOHbI, M3MEHeHNe MOXET ObITb BbI3BaHO BPELOHOCHLIM NPUIoXKeHeM. Ecnu
NoJIb30BaTE/0 HEM3BECTHA NPUYMHA U3MEHEHUS NMPUIOXKEHUS, PEKOMEHIYeTCs NpepBaTh
COEeAMHEHNE U MNPOCKAHMPOBATL KOMIMbLTED C NOMOLLbIO 00HOBNIEHHON 6a3bl AaHHbLIX CUFHATYP

BNPYCOB.

Bxopsuiee poBepeHHoe coeguHeHue

Mpumep BXOAALLErO COeAUHEHUS B NPefenax AOBEPEHHOW 30HbI:
YaaneHHbIn KOMNbIOTEP, HAXOAALLMACS B Npefenax AOBEPEHHON 30HbI, MbITAeTCSH YCTAaHOBUTb
COeAMHEHNE C MPUIOXKEHNEM, 3aMyLLLEHHOM Ha JIOKaJIbHOM KOMMbIOTEpPE.

(@s[3) INTERNETSECURITY

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:
Company:
Reputation: i Discovered 6 months ago

Service:
Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently

Learn more about this message ~ Details  ~ Advanced options
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MpunoXxeHue: NpuUIoXeHne, C KOTOPbIM CBA3bIBAETCH YAaNEHHO YCTPONCTBO.
MyTb NPUAOIKEHUA: PACMOI0XKEHNE MPUITOIKEHUS.
NMpuno>xeHue Microsoft Store: MS MPUNOXKEHNS B MarasnHe Microsoft Store.

CBepeHusa 0 nopnucasLUueM: MA n3gaTens npuaoxxeHns. LLlenKH1UTe TekcCT, 4yT0bbl MOKa3aTb
cepTndumkaT 6e30nacHOCTY N8 KOMMNAHUN.

PenyTauusa: penytauus npuaoXeHus, nosay4yeHHas c NoMOLLbI0 TEXHOOr UK ESET LiveGrid®.
Cnyx6a: nms cnyx6bl, 3anyLLEHHOW B HACTOALLMA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YAAJIEHHbIA KOMMbIOTEP, KOTOPbIA MbITAETCA YCTAHOBUTb COEMHEHME C
NPUNOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpe.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN A/19 0OOMeHa faHHbIMK.

CnpawuMBaTh KaXKabli pa3: ec/in 415 NpaBua Nno yMoJYaHWI0 YCTaHOBNIEHO AeNCTBUE
3anpalumnBaThb, Npy KaXXA0oM 3anycke npasuia byneTt oTobpa)kaTbCs AMaNOr0BOE OKHO.

3anoMHUTb 0,0 3aKPbITUA NPUIIOXKEHMA: ESET Internet Security 3anoMHUT BbiIOpaHHOe AeCTBUE [0
cnepyollen nepesarpysku.

Co3paTb NpaBUJIo U 3aNOMHUTbL HaBceraa: ecy BbibpaTb 3TOT BapuaHT, NpPeXae YeMm paspewmnTb
WK 3anpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anOMHUT AeicTBrE 1 ByAeT MCnonb30BaTh
€ro, Koraa yAasleHHbI KOMMbIOTEP elle pa3 NoMbITaeTCs YCTAaHOBUTbL COEAUHEHMNE C 3TUM
MPUIOXKEHUEM.

Pa3peLwnTb: pa3peLlinTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MmeHunTHL NpPaBUJIO: MNO3BOJIAET HaCTpanBaTb CBOWCTBA npaBWia C NOMOLWbIO pefakKTopa npaBnJi

harepBona.

Ucxopsuiee noBepeHHoe coeguHeHue

MpuMep UCXOASLLEr0 COEANHEHNS B NPeaeaxX 10BEPEHHON 30HbI:
MpnnoXKeHne Ha NOKaJIbHOM KOMMbIOTEPE MbITAETCA YCTAHOBUTb COEAUHEHUE C APYTUM
KOMMbIOTEPOM B NMpeaenax IokanbHON CETU UK CETU B JOBEPEHHOI 30HE.
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INTERNET SECURITY

MNexopgawmii cetesoil Tpadmk
,ﬂGBEpEHHaH 30Ha

MpWnoH#eHE HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

v| ¥aaneHHbIA KoMNBHOTER: JoeepeHHan 30Ha W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58282

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-|ue: npunoXxeHme, C KOTOpbIM CBA3bIBAETCA YaAa/1eHHO yCTpOI7ICTBO.

MyTb NPUAOKEHUA: PACNOIOXKEHNE MPUSTOXKEHNS.

MpunoxxeHune Microsoft Store: MSA NPUIOXKEHNSA B MarasnHe Microsoft Store.

CeeneHMA 0 nognucaBLUeM: UMSA n3daTens NnpuaoXKeHus. LLlenkHuTe TekcT, 4yT0bbl MOKa3aTb

cepTuduKaT 6€30MacHOCTU AN KOMMAHWK.

PenyTauusa: penyTtauns NpuaoxXeHns, nojiy4eHHas C NOMOLLbIO TeXHOOrum ESET LiveGrid®.

Cny)K6a: nva CJ'Iy)K6bI, 3anyLWweHHON B HAaCTOALLMA MOMEHT Ha KOMMblOTepe.
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YnaneHHbin KoMMNblOTEP: y,D,aJ'IEHHbII7I KOMMbIOTED, KOTOprIh MNblTa€TCA YCTaHOBUTb CoeANHEHNE C
NPUNOXXeHNEM Ha JIOKaJIbHOM KOMNblOTEpPE.

YaaneHHbIW NOPT: NOPT, UCMONb3yeMbli A5t 0bMeHa AaHHbIMU.

CnpalwmBaTh KaXKAbli pa3: ec/v A1 Npasuia no yMoa4aHuio YCTaHOBEHO feiicTBue
3anpawmBaThb, NMpU KaXkJ0M 3anycke npasuna dyneT oTobpa)kaTbCA ANANOroBOe OKHO.

3anoMHUTb A0 3aKPbITUA NPUNIOXKEHURA: ESET Internet Security 3aNOMHUT BbibpaHHOe AencTeue Ao
cnepyoLLen nepesarpysku.

CospaTtb npaBuJiIo U 3alNOMHUTb HaBcerpga: €C/in Bbl6paTb 3TOT BapuaHT, Npexae 4eM pa3pelnTb
nnn 3anNpeTnTb obmeH aaHHbIMK, ESET Internet Security 3aNOMHUT NencTeune un 6y,£|,eT NCNosb30BaTb
€ero, Korga y,El,aJ'leHHbII7I KOMNblOTEP eLle pa3 NnonbiTaeTCd YCTaHOBUTb COeANHEHNE C 3TUM
npunnoXxeHnem.

Pa3speLwunTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHuTL NMPaBMUIIO: MNMO3BOJIAET HAaCTpanBaTb CBOWCTBA npasnia C NOMOLWbIKO PENAKTOPA MPaBuJi

thanepsona.

Bxopsuiee coeaguHeHue

anIMep BXOoOALLEero MHTEpPHET-COeEANHEHNA.
YnaneHHbl KOMMbIOTEP MbITAETCA YCTAHOBUTb COEANHEHNE C MPUITOXKEHNEM, 3aNyLEHHbIM Ha
JIOKaJIbHOM KOMIMblOTEPE.

MpunoXxeHue: NpuUIoXKeHne, C KOTOPbIM CBA3bIBAETCH YAaNEHHO YCTPONCTBO.
MyTb NPUAOIKEHUA: PACMOI0KEHNE MPUITOIKEHUS.
NMpuno>xeHue Microsoft Store: MS MPUNOXKEHNS B Mara3snHe Microsoft Store.

CBepeHusa 0 nopnucasLUueM: MA n3gaTtens npuaoxxeHus. LLlenkKH1UTe TekcCT, 4yTobbl MOKa3aTb
cepTndumkaT 6e30nacHOCTY ONA KOMMNAHUN.

PenyTauusa: penyTauus npuaoXeHus, nosay4yeHHas ¢ NoMOLLbI0 TEXHOOr K ESET LiveGrid®.
Cnyx6a: nms cnyx6bl, 3anyLLEHHOM B HACTOALLMA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YA3JIEHHbIA KOMMbIOTEP, KOTOPbIA MbITAETCA YCTAHOBUTb COEAMNHEHME C
NPUNOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpe.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN 419 0OOMeHa faHHbIMK.

CnpawmBaTh KaXKAblK pa3: ec/v A/ Npasuia no yMoa4aHnio YCTaHOBIEHO LeiCTBMe
3anpawmBaThb, NPy KaXxA0M 3anycke npasuna dyneT oTobparkaTbCs AMANOroBOE OKHO.

3anoMHUTb 0,0 3aKPbITUA NPUIIOXKEHUA: ESET Internet Security 3anoMHUT BbiIBpaHHOE AeCTBUE [0
cnepyollen nepesarpysku.
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Co3paTtb NPaBUJIO M 3aNOMHUTb HaBCerpa: ec/iv BbibpaTb 3TOT BapuaHT, NPEXAe YeM pa3peLllmnTb
NN 3aNpeTnTb 0OMeH faHHbIMUK, ESET Internet Security 3anNOMHUT AencTBune 1 byaeT ncnosb3oBaTb
ero, Korga yaaJleHHbI KOMMboTep eLle pa3 nonbITaeTcs YCTAaHOBUTbL COeAMHEHME C 3TUM
NPUIOXKEHNEM.

PaspewuTb: pa3pellinTb BXOAALLNE COEANHEHNS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHUTb NpaBUNoO: NO3BONAET HAaCcTpPaMBaTb CBOWCTBA npaBWia C NOMOLbIO pefakKTopa MnpaBnJi

darepBona.

Ucxopsawiee coeamHeHue

I'Ipleep ncxoodaulero MHTeEpHET-coeANHEHNA:
I'Ip|/|no>KeHv|e Ha JI0OKaJIbHOM KOMIMblOTEPE MNbiTaeTCA YCTaHOBUTb MHTEPHET-COEANHEHNE.
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INTERNET SECURITY

)

Mcxoaawmii ceTesoi Tpadmk

MpWaoH#eHME HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

¥aaneHHeId KoMNBrOTED: e i W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58278

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-|ue: npunoXxeHme, C KOTOpbIM CBA3bIBAETCA YaAa/1eHHO yCTpOI7ICTBO.

MyTb NPUAOKEHUA: PACNOIOXKEHNE MPUSTOXKEHNS.

MpunoxxeHune Microsoft Store: MSA NPUIOXKEHNSA B MarasnHe Microsoft Store.

CeeneHMA 0 nognucaBLUeM: UMSA n3daTens NnpuaoXKeHus. LLlenkHuTe TekcT, 4yT0bbl MOKa3aTb

cepTuduKaT 6€30MacHOCTU AN KOMMAHWK.

PenyTauusa: penyTtauns NpuaoxXeHns, nojiy4eHHas C NOMOLLbIO TeXHOOrum ESET LiveGrid®.

Cny)K6a: nva CJ'Iy)K6bI, 3anyLWweHHON B HAaCTOALLMA MOMEHT Ha KOMMblOTepe.
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YnaneHHbin KoMMNblOTEP: y,D,aJ'IEHHbII7| KOMMbIOTED, KOTOprVI MNblTa€TCA YCTaHOBUTb CoeANHEHNE C
NPUNOXXeHNEM Ha JIOKaJIbHOM KOMNblOTEpPE.

YpaneHHbl NOPT: NOPT, UCMOJb3YEMbIN A1 0OMeHa faHHbIMK.

CnpalwmBaTh KaXKAbli pa3: ec/v A1 Npasuia no yMoa4aHuio YCTaHOBEHO feiicTBue
3anpawmBaThb, NMpU KaXkJ0M 3anycke npasuna dyneT oTobpa)kaTbCA ANANOroBOe OKHO.

3anoMHUTb A0 3aKPbITUA NPUNIOXKEHURA: ESET Internet Security 3aNOMHUT BbibpaHHOe AencTeue Ao
cnepyoLLen nepesarpysku.

CospaTtb npaBuJiIo U 3alNOMHUTb HaBcerpga: €C/in Bbl6paTb 3TOT BapuaHT, Npexae 4eM pa3pelnTb
nnn 3anNpeTnTb obmeH aaHHbIMK, ESET Internet Security 3aNOMHUT NencTeune un 6y,ueT NCNosb30BaTb
€ero, Korga y,El,aJ'leHHbII7I KOMNblOTEP eLle pa3 NnonbiTaeTCd YCTaHOBUTb COeANHEHNE C 3TUM
npunnoXxeHnem.

Pa3speLwunTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

N3MeHuTL NMPaBMUIIO: MNMO3BOJIAET HAaCTpanBaTb CBOWCTBA npasnia C NOMOLWbIKO PENAKTOPA MPaBuJi

thanepsona.

HacTponka oToOpa)keHusa noaKAIo4YeHUu

LLlenkHUTe noaknoyeHme I'IpaBOI7I KHOMKOW MbILN, 4TOObI NPOCMOTPETb AOMNONHUTEJbHbIE
NnapaMeTpPbl, CPeEAN KOTOPLIX €CTb CJIEAYIOLLUE.

OnpepensaTb MMeHa XOCTOB: BCe CeTEBbIE afpeca, eC/in 3TO BO3MOXHO, oTobparkatoTcs B popmaTe
DNS, a He B Y1C/I0BOM (hopMaTe IP-afpecos.

Moka3biBaTb TOJILKO COeAMHEHUA NO TCP: B CNCKe 0TOOPaXKatoTCs TOIbKO NOAKIIYEHMS NO
NpPoTOKOJy TCP.

Moka3biBaTb OXXUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT CpJ'Ia)KOK ans OT06pa)KeHI/IF| TOJIbKO TeX
NOAK/OYEHNI, MO KOTOPbIM B HACTOALINIA MOMEHT He nponcxoonT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CUCTEMa Y>XKe OTKPblJla MOPT U OXXKNOaeT NOAKIIHYEHNA.

Moka3biBaTb BHYyTPEHHUE COeQMHEHMUA: YCTaHOBUTE 3TOT (P1aXKoK, 4Tobbl 0TOOPa3nTb TONIbKO Te
CoefIHeHs, B KOTOPbIX YAAJIEHHON CTOPOHOW ABSIAETCH JIOKaIbHbIN KOMMbIOTEp (Tak Ha3bliBaeMble
localhost).

OOGHOBUTbL CKOPOCTL: BbibEpPUTE NEPUOANYHOCTL OOHOBNEHUS AaKTUBHbIX MOAKI/IOYEHNI.

OOHOBUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

CpepnctBa O0e30nacHOCTH

OTKpoWnTe rnaBHoe okHO nporpammel > HacTponka > CpeacTea 6e3o0nacHOCTU 415 HAaCTPOWKM
cnefyowmnx Mogynen.
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3awmuTa 6aHKOBCKMX onepauun u bpaysepa: nobaBnseT OOMNONHUTENbHbIA YPOBEHb 3aLLNTHI
bpay3epa, npefHa3Ha4YeHHbIN 419 3alNTbl BalMX (OMHAHCOBLIX AAaHHbIX NPU (PUHAHCOBbIX
onepauusax B MIHTepHeTe. BkaounTte dyHKLNIO 3amMTa Bcex Opay3epoB B pacllVpEHHbIX
napameTpax 3awmnThl 6aHKOBCKMX onepauni n bpaysepa, 4Tobbl BCe NoanepxnBaemble Beb-
Bpaysepsl 3anyckannce B 6€30NacHOM pexume.

KoHndupeHumansHOCTL M Oe3onacHocTb Dpay3sepa: obecneyeHne KOHOUAEHUNATBHOCTY 1
6e30MacHOCTY BaliMx AecTBMIA B VIHTepHeTe 6e3 ocTaBeHNs LMGPOBOro crieaa.

AHTUBOP: BKJIOYMTE MOLYSIb AHTMBOP, YTOObI 3aLLMTUTL KOMMbLIOTEP B C/yYae ero noTepu nim
KPaXxu.

3awuTa 6aHKOBCKUX onepauui u bpaysepa

3awmTa baHKOBCKUX onepauunin n bpaysepa — 3T0 AONOJHUTENbHLIN YPOBEHb Be30nacHoOCTH,
pa3paboTaHHbIA AN 3aLLMTbl BalMX PUHAHCOBbLIX AaHHbLIX NMPW OCYLLECTBAEHUN (PUHAHCOBbIX
onepauun B UHTepHeTe.

Mo yMonyaHuio Bce noamep)xmBaemble Beb-6pay3epsbl OyayT 3anyckaTbCs B 3aLUULLEHHOM PEXUME.
3T0 NO3BONSET NPOCMATPUBATL BEO-CANTLI, UCMOb30BATb UHTEPHET-6AHKUHI U COBEPLLIATh OHMANH-
MOKYMKW 1 TPaH3aKLMN aBTOMAaTUYECKM B OAHOM 3aLluieHHoM Bpay3epe.

Ins npaBuabHOM paboTbl 3aWwnThl BaHKOBCKMX onepaumin n bpaysepa Ao/KHa BbITb BKAKOYEHA
(BKNOYEHA MO YMOSIHAHUIO) CMCTEMa penyTaunn ESET LiveGrid®.

CBefleHNs 0 HAaCTPOIKe 3alMLeHHOro bpay3epa CM. B pasfese PacluypeHHble NapaMeTpbl 3aLlyThl
baHKoBCKMX onepalnii n Bpaysepa. Ecnv napameTp 3awmuTa Bcex Opay3epoB OTKOYEH, AOCTYM K
3alUmMLLEeHHOMY 6pay3epy MOXHO MOYYUTb B [J1aBHOM OKHE MporpammMsl > 0630p > 3awmTta

g

H6aHKOBCKMX onepauui u Bpaysepa, nnu wenkHys 3Ha4ok - 3awmTa GAHKOBCKUX onepaLmii 1
O6paysepa Ha paboyem cTone. bpay3ep, 3aaaHHbI B Windows KakK MCMOJIb3yEMbIA MO YMOHYaHMIO,
3anycTuTcs B 6e30nacHOM pexume.

Insa 3awmnTsl 6pay3epa HeOBXOAMMO UCMOSb30BaTh WNGPOBAHHbIA 06MEH AaHHbIMK MO MPOTOKOY
HTTPS. 3aLmnTy 6aHKOBCKMX onepaumin n bpaysepa noAaepXuBatoT cneayowne bpaysepsi:

* Internet Explorer 8.0.0.0+

Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+

* Firefox 24.0.0.0+

Ha ycTponcTeax ¢ npoueccopamm ARM NoaaepXMBatTCA TONbKO Firefox U Microsoft Edge.

JononHUTEeNbHbIE CBEAEHUS O (hYHKLUUM «3alumMTa HaHKOBCKMX onepauuii n bpaysepa» CM. B CTaTbaX
6a3bl 3HAHWIA ESET, AOCTYMHbIX HA AHTIMACKOM U HEKOTOPbIX APYrnx A3biKax.

* KakK 1cnosib30BaTh 3aWmTy DAaHKOBCKUX onepauun n bpaysepa ESET?

* [pnoCTaHOBKA WM OTKJKYEHME 3alUnTbl BaHKOBCKMX onepauuin n bpaysepa B Windows-
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NpoAyKTax ESET ond AOMALUHEro ncnoJjib30BaHns

* 3awmTa 6aHKOBCKMX onepaunin n bpaysepa ESET — pacnpoCTPaHEHHbIE OWNOKK

* [noccapui ESET | 3awimTa 6aHKOBCKUX onepauun 1 bpaysepa

YBenomneHue B bpaysepe

CBefieHNs 0 TeKyLLeM COCTOSHUM 3aLumLLeHHoro bpaysepa oTobpaxatoTCa C MOMOLLbIO YBEAOMIEHUN
B Bpay3epe 1 uBeTa pamku bpaysepa.

YBenomeHus B Bpay3epe 0ToOpaXkaloTCs Ha BKAaAKe C NPaBoi CTOPOHBI.

)
©

Y7066 pa3BEPHYTH yBEAOMIEHNE B Bpay3epe, LWeNKHNTE 3Ha4O0K ESET (®). Y4robw CBEPHYTb
yBeLOMJIEHMNE, LLENIKHNTE ero TeKCT. YTobbl CKpbITb YBEAOMEHME N 3e/1eHyI0 paMKy bpay3epa,
LLLESKHUTE 3HAYOK «3aKpbiTb» €.

| CKpbITb MOXKHO TOJIbKO MH(hOPMaLIMOHHOE YBEAOMIIEHNE 1 3e/IeHYI0 paMKy bpay3epa.

YBepomneHus B bpaysepe

NHdpopmaLmoHHoe ObecneynBaeTCs MakCMManbHasa 3aWuUTa, 1 yBeaomeHne B bpaysepe

yBeOoMJIeHNE 1 3eeHas CBEPHYTO Mo yMoNYaHuio. Pa3BepHuTe yBegomneHne B bpaysepe u

paMka bpay3epa wenkHnTe HacTponkm, 4Tobbl OTKPLITH pa3aen CpeacTea
be3onacHocCTH.

MpenynpexaeHune n HekpuTtnyeckasa npobnema 3awmweHHoro 6pay3sepa TpebyeT Balwero

opaH)eBas paMka 6pay3epa BHUMaHMSA. [15 NONYyYEHUst 4OMONHUTENbHBIX CBEAEHUIA 0 Npobreme
NN ee peLlleHnn cieaynTe NHCTPYKLMSIM B yBedoMIeHUn B Bpay3sepe.

OnoseLleHmne no Bpay3ep He 3aLmileH GyHKLmen «3awmTa BaHKOBCKUX onepauuii u
6e3onacHOCTM 1 KpacHas Bpay3epa ESET». [epe3anycTuTe bpaysep, 4TobbI aKTMBMPOBATH
pamka bpay3epa 3aWwmnTy. YT0bbI pa3pewnTb KOHMINKT C haniamu, 3arpyxaeMbiMy B

bpay3epe, oTkponTe pasgen Pansibl XypHasa > «3auiMTa
0aHKOBCKMX onepauui n bpaysepa» 1 ybeantecb, Y10 BO BpeEMS
cnepytowlero 3anycka bpaysepa 3aHeCeHHble B XXypHan (anbl
3arpyatbcs He 6yayT. Ecam npobnema nosTopuTcs, obpaTutecs B
CNYX0y TEXHMYECKON NOoALEPXXKW ESET, cnegyst MHCTPYKLUMAM B
CTaTbe Hallen 6a3bl 3HAHWUN.

KoHduaeHUuManbHOCTbL U Oe30nacHOCTb
Opay3epa

OYHKUMIO «KOHGMAEHUMaNbHOCTbL 1 6e30MacHOCTbL Bpay3epa» MOXKHO BKJIKYUTb C MOMOLLbIO
crneunanbHOro paclmpeHns, 4OCTYMHOro B noanepxxusaemblix bpaysepax (ToNbko Google Chrome,
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Mozilla Firefox U Microsoft Edge).

Y10bbI YCTaHOBUTb 1N BKJIOYNTb paClUNpeEHNE, BbIMOMHNTE Cenytoune nencreuns.

1. Y6eanTech, Y4TO Bbl MCMOJIb3yeTe NOC/eAHIO0 BEPCUIO ESET Internet Security, 1 nepe3anycTuTe
KOMMbloTep nocsie 06HOBNEHNS.

2. OTkponTe bpay3ep.
3. PacwmpeHune bynet yctaHoBneHo B Bpay3sepe.

4. BKnounTe paclimpeHne, n B bpaysepe 0TobpasnTCs CTpaHWLA CO CBEAEHUSAMI O PacLUVPEHNN.

naBHOEe MeHto Bpay3epHoro pacwmpeHuns «KoHpuaeHUnansHoCTL 1 6e3onacHocTh Bpay3epa»
pa3fefieHo Ha cnefytowmne pasaens:

0630p

3awuLeHHbIX NOUCK

LLlenkHMTe 3Ha4YOK NnepekYaTens PANOM C 3n1eMeHTOM CKaHMpPOBaTb pe3ynbTaThl
NOMCKa, 4TOObI BKJIIOYNTL 3TY (hYHKLIMIO U BUAETh, KaKne pe3ysibTaThl Noucka 6e3onacHel. OyHKLNS
3alMLLEHHOMO MOMCKa OLleHMBaeT oTobpa)kaemble afpeca CChIJIOK, HO 3TO He 03HaYaeT
06s13aTesIbHO, YTO BeD-CaiT HEe COAEPXXUT BPEAOHOCHLIX NPOrpaMM. 3aTeM Hall MOAY/b
06HapYXXeHUst HaX0AMT BPeAOHOCHbIE MPOrpaMMbl Ha Beb-caiiTe.

Ouunctka Opaysepa

Ypanute gaHHble NMPOCMOTPa BEG-CTpaHML, UM HAaCTPONTE PerysispHyio 04NCTKY. Bbl MoXxeTe
yKa3aTb BeD-CaliThbl, Ha KOTOPbIX ClefyeT NPUHNUMaTb alsibl cookie U HE BbIMOIHATL BbIXOM AaXKe
nocse o4ncTkn bpaysepa, ;ob6aBMB UX B CMUCOK.

* OpHOpa3oBas OMMUCTKA: BbibepnTe B paCKPbIBAOLLEMCS MEHIO NMEPUOS BPEMEHUN U TUM AAHHBIX,
KOTOpPbI€ HY>XHO yaanuTb. C NOMOLLbIO OMLMIA MOXXHO BbibpaTb BCE AaHHbIE, INYHbIE AAHHbIE, A
TakXXe caenaTb NPOn3BOJIbHLINA BbIGOP.

* PerynsapHas O4MCTKA: WENKHUTE 3HA4Y0K NepeksioyaTens PALOM C 31EMEHTOM
PerynsapHasa o4ncTka, 4Tobbl BKIIOYUTL 3TY YHKLMIO. BoibeprTe B pacKpbIBalOLWEMCS MEHIO
nepuoj BpeMEHN 1 TUMN LaHHbIX, KOTOPbIE HYXXHO YAanaTb perynspHo. C MOMOLLbIO OMNLMIA MOXKHO
BbIOpaTb BCE AaHHblE, IMYHbIE JaHHbIE, @ TaKXXe CAeNaTb MPOM3BOJIbHbIA BbIGOP.

Onuwns NMonb3oBaTeNbCKUE JaHHbI€ COAEPXUT CneayloLine KaTeropum:
* XXypHan 6pay3epa;
* icTopus 3arpy3ok
» ®annbl cookie N AaHHbIe Be6-CanToB
* K3WwnpoBaHHble n3obpaxkeHus v dannbl
* Maponn n faHHble AN BXoaa

» [laHHbIE aBTO3aMnoJHEeHNs hoOpPM
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MpoBepKa HacTpoeK pns Beb6-cauToB

MonyyanTe [OCTYN K paspelleHnsm Beb-cainTos n ynpasasinTe umMu, 4Tobbl KOHTPOSIMPOBATb, KaKyto
nHopMaLnto Be6-CalTbl MOTYT UCMO/Ib30BATb.

* YBeOMJIEHUA: NPOBEPbTE, Ha Kaknx Beb-caiTax Bbl XOTMTE pa3peLwiaTb/6N10KMpoBaTh
YyBEAOMEHUS UM XOTUTE, 4TObbI paclumpeHune bpaysepa KaXkabl pa3 cnpaluiMBasno Bac.

PaCll.IVIpeHHble napaMeTpbl
Ouucrtka bpaysepa
JononHuTenbHble NnapaMeTpbl annos cookie

Cnuncok Beb-caiiToB, Ha KOTOPLIX CIeAyeT NPUHUMATL aiiibl cookie I HE BbIMOMHAThL BbIXO AaXKe
nocsie o4nUCTKM bpay3epa. BeeanTe URL-aipec B TEKCTOBOE MNoJjie U LiefkHUTe [Lo6aBuUTb. Bbi

MOXKETE yAaJIMTb ero 13 Cncka B /il060N MOMEHT, LLIENIKHYB 3HA4Y0K MUHYCa ~ PAOOM C KOHKPETHbIM
Beb-canToM.

BHM3Y CTpaHWULbl HAXOAMTCSA CMNCOK PEKOMEHYEMbIX LOMEHOB, KOTOPbIE OTKPbIThI B Jl@aHHbIA
MOMEeHT B bpay3epe. Ec/in Bbl HE BUANTE KOHKPETHBbIN BE6-CaiT, WenkHNTe OOHOBUTbL CANCOK U

[06aBbTe ero B CNMCOK MPUHMMaeMbIX (halnioB cookie, LLENKHYB 3HA4Y0K MaCa
MpoBepka HacTpoek AnA Beb-canToB

MonyyanTe JOCTYN K paspeLleHnaM Beb-CanTos 1 ynpasasanTe nMu, 4Tobbl KOHTPOSMPOBATL, KaKyHo
NH(OpMaLMio BeO-CaTbl MOTYT MCMNOJb30BaTh.

* YBe#OMJIEHUA: MPOBEPbTE, Ha Kakix Beb-CaliTax Bbl XOTMTE pa3peLuaTtb/00KupoBaTh
yBe4OMEHUSA NN XOTUTE, 4TOObI paclumnpeHne bpay3epa KaXKabli pa3 cnpaliuBano Bac.

BHeLwuHu# Bup

HacTpoiTe LUBETOBYIO CXEMY MHTEPdEeca B COOTBETCTBUM CO CBOUMM MpPearnodTeHnsMn. Bel MoxeTe
BbIGpaTh MPeAnoYTUTENbHYIO LIBETOBYIO CXEMY, YCTAHOBUB (hiakok CBeTnas uiv TeMHas.

AHTMBOp

MepcoHasibHble YCTPONCTBA NMOCTOSAHHO MOABEPralTCs PUCKY MOTEPU UK KPaXKW B HALLIWX
MOBCEHEBHbIX Moe3aKax U3 AoMa Ha paboTy nnm B opyrue obuiecTBEHHbIE MecTa. AHTMBOP — 3TO
YHKUMS, KOTopasi paclumpsieT 6e30nacHOCTb Ha YPOBHE MOJIb30BATENS B C/lyYae MNOTEPU MK KpaXKu
YyCTPONCTBA. AHTMBOP MO3BOJIAET MOHUTOPUTL WUCMOJb30BaHNE YCTPONCTBA U OTCIEXUBATL Ballle
noTepsiHHOE YCTPOWMCTBO C MOMOLLbIO JIOKAJIM3aLuun no IP-agpecy B ESET HOME, noMoras
BOCCTAHOBUTb YCTPOMCTBO U 3aLUTUTb JINYHbIE [aHHbIE.

bnaropaps ncnonb3oBaHMO B Moaysie AHTMBOP TakMX COBPEMEHHbLIX TEXHONOM NI, KaK onpefenieHmne
reorpam4eckoro MecTornonoXXeHns no IP-agpecy, 3axeaT M30bpa>keHnin ¢ NoMoLbio Beb-kamepsl,
3alMTa y4eTHOW 3anncy Nosib3oBaTens u MOHUTOPUHT YCTPOMCTBA, NONb30BaTENN U
NpPaBOOXPaHUTESIbHbIE OPraHbl MMET BO3MOXXHOCTb HAaXOAUTb MOTEPSAHHbIE NN YKPALEHHbIE
KOMMbIOTEPbI NN YCTPONCTBA. B ESET HOME Bbl MOXeTe YBUAETb, KaKne AeNCTBUSA BbIMONHATCS Ha
BALLEM KOMMbIOTEPE NN YCTPONCTBE.
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HononHnTeNbHbIE CBEAEHMNS O AHTI/IBOp B ESET HOME CM. B UHTEPaKTUBHOWN CrpaBkKe ESET HOME.

AHTMBOP MOXeT pa6OTaTb HenpaBWJIbHO Ha KOMIMbIOTEPax B JOMEHaX 13-3a OrpaHNyYeHnn B
ynpasJeHUN Y4ETHBLIMW 3anncsaMu Nosib3oBaTenen.

Mocne BkIYeHVS AHTVBOP Bbl CMOXETE ONTUMN3MPOBATb 6€30MacHOCTb BalLero yCTPOMCTBa B
r1aBHOM OKHe nporpamMmsl > MapameTpbl > CpeacrBa 6e3onacHOCTU> AHTUBOP.

(es[=3) INTERNET SECURITY - g &
O3op 4« AuTuUBOp O 7
CraHupoBaHue
KOMMNEBHOTEDE ITO ;-'CT[’JC'“CTBC' JaNLLEHD MOAYNeM AHTHECPD. B Chydae Kpaxu Wau nponaxk ;-'CTr:‘!C'lUICTBa Ebl CMOXETE

NoAYYNTE JOCTYN K erd AaHHbIM W CEEAEHHAM O MECTOHAXOXAEHNH. Ana 3toro HY>KHO 3ETOPKWI0EaTHCA B
OBHoenenne ESET HOME c nomoLLsto yyeTHoit 3anicn ESET HOME.

@ Cepone ONTUMM3aLMA 6e30NacHOCTH YCTpOCTEa

Hactpoiika 1

! YueTHble sanncn Windows He 3allMUieHbl Napoaem

YcTaHoBUTE naponn ana y4eTHbIX zannceid Windows, ytobel 3aWMHMTHTE Balll NWYHbIE AaHHbIE.
Cnpaeka n noagepHka ’

(7 ¥YNpaBnaTe YueTHLIMK 3anucaMi Windows

Yuernan sannce ESET
E. HOME

V’ MaHTOMHanA Y4Y4eTHaA 3annck Co3jfaHa

Korga kTo-nMBo NONBITAETCA MCNONLZ0EATE EALUE ;'CT[JC'IUICTBC' W AaETOPKHZYETCA B ']:aHTC'r-.IHC'rI
;"-IETHC'ﬁ 3aNKCK, Bbl f';',J,'ETE YEE4OMNEHEl O NOA03PHTENLHBIX AeHcTBMAX Ha BalLem KOMNBHITEDE,

Wmsa panToMHOR yueTHOM 2anueu: Alexo

%k HacTpoiiky GpaHTOMHOR YYeTHOR 3anucK

I \/ ARTOMATUUSCKIAA RYNA NNE BCAY VUATHRIY AMUMCSA NTKNHIUSH

OTiniounts Moayns AHTHBOP

Onuuu onTUMM3aL UM

daHTOMHasA y4eTHas 3anuchb He co3aaHa

Co3naHve haHTOMHOMN YY4ETHOM 3anunUcK yBeANYMBAET BEPOATHOCTb OOHaPY)XXEHUSA NOTEPAHHOIO UK
YKpPageHHOro yCcTponcTBa. ECim 0TMEeTMTb YCTPOMCTBO Kak nponaswee, AHTMBOP 3abnokmpyer
LOCTYN K BalM aKTUBHbIM MOJ1b30BaTENbCKMM YHETHBIM 3aMnUCAM, YTOObI 3aUTUTL BaLLK
KOH(mAeHUnanbHble AaHHble. JIloboMy, KTO MonbITaeTCa NCNONb30BaTb YCTPONCTBO, byaeT
pa3peLLeHo UCnonb30BaTh TObKO (PAHTOMHYIO YYETHYIO 3anncb. PaHTOMHas y4eTHasa 3anncb — 3TO
thopma rocTeBon y4eTHOW 3annUCK C OrpaHMYeHHbIMK pa3peweHnaMn. OHa byaeT ncnonb3oBaTbCA B
Ka4yeCTBE CMCTEMHOW Y4ETHOW 3anncy No YMOJIHaHUIO A0 TeX Nop, NoKa Balle YCTPOMCTBO He byaeT
NoMeYeHO KakK BOCCTAHOBJIEHHOE, YTO NPefoTBPaTUT BXOL B Apyrue y4yeTHble 3anuncu
nosib3oBaTeNen Wan AOCTYN K AaHHbIM NOJib30BaTeN .
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Ka)< bl pa3, Korga KTo-To BXOAUT B (paHTOMHyIO YHE€THYIO 3aMnncCb, KOraa Ball KOMMbOTEP
HaXoaouTCAa B HOPMaJiIbHOM COCTOAHUN, BaM 6y,D,€T OTrpaBJ1IEHO yBEOOMJIEHNE MO 3J'IeKTpOHHOIZ
noyrte C I/IH(DOpMaLI,I/IeI7I 0 I'IO,EI,O3pI/ITeJ'IbHOI7I dKTUMBHOCTW Ha BallEM KOMMbIOTEPE. |_|OJ'Iy‘-II/IB
yBeOOMJIEHUE MO 3}'IEKTpOHHOM NOo4YTE, Bbl MOXXETE PELWLNTL, XXE€JTAaETE JIN Bbl MOMETUTb
KOMMbIOTEP KaK I'IpOI'IaBLIJI/IVI.

YT06bl CO34aTh PAHTOMHYIO YYETHYIO 3aNnCb, HAXXMUTE KHOMKY Co3aaTb (PaHTOMHYIO YY4ETHYI0
3anucb, BBeANTe UMA (PAHTOMHOM YYETHOM 3anNUCU B TEKCTOBOM MOJIE N HAXKMUTE KHOMKY
Co3parthb.

Ecnn y Bac ecTb co3gaHHas (haHTOMHas yyeTHas 3anuch, HaxxmMmTe HacTpoku chaHTOMHOM
y4YeTHOM 3anucu, 4Tobbl NneperMeHoBaTb UM YOAANTb YHETHYIO 3amninChb.

3awmTa Y4YeTHbIX 3anucemn Windows napoinemMm

Balla nonb3oBaTesnibCckasa y4eTHas 3anuch He 3aluiieHa naposeM. Bol nonyynte 3710
npepynpexgeHve ob onTuMmU3aLuy, ecam Nno KpanHen Mepe ofiHa y4eTHas 3anucb Nosab3oBaTens He
3awuuieHa naponem. Co3gaHune naponsa ons BCcex nonb3osatene (kpome (paHTOMHOW Y4ETHOM
3anucm) Ha KoOMMbloTepe pewwnT 3Ty npobaemy.

Y7066 CO38aTb NAPOab A5 YYETHON 3aNnUCK NOb30BaTENS, WEeNKHUTE YNpaB/ieHUe Y4eTHbIMU
3anMcAMM Windows 1 N3MEHUTE Naposib UKW CNeaynTe MHCTPYKLUSAM HUXKE:

1. HaxxmuTe coveTaHune kKnasumw CTRL+Alt+Delete Ha KNaBmnaType.
2. WenkHnTe N3MeHUTh Napoib.
3. OcTaBbTe noJsie Ctapbii NApPOJib MyCThIM.

4. BeeanTe naposb B nons Hoebi naponb 1 MoaTBepAUTb NAPOJIb, 3 3aTEM HAXKMUTE KHOMKY
Bsop,.

ABTOMaTU4YeCKUMU BXO [ ONSA Y4YeTHbIX 3anucemn Windows

B Bawwen y4yeTHOW 3anncy NoJsib30BaTesNA BKAIOYEH aBTOMaTUYEeCKMIN BXOA B CUCTEMY, MO3TOMY Balla
y4yeTHas 3anucb He 3allMLieHa OT HeCaHKLMOHUPOBAHHOMO A0CTYyNa. Bbl nonyynTe 3710
npepynpexageHve ob onTuMmU3aLnmM, ecamn no KpamHen Mmepe ons O4HON y4eTHOWN 3anumcu
NnoJsib30BaTeNs BKJIOYEH aBTOMaTUYeCKMI BXO B cuctemy. LLenkHnte OTKNIOYUTD
aBTOMaTU4YeCKuM BXopA, 4To0bl pelnTb 3Ty npobnemy onTrMm3aumm.

ABTOMaTU4YECKUH BXOA ANA (PpaHTOMHOWN Y4eTHOM 3anucu

Ha BalleM yCTpoNCTBE BKIOYEH aBTOMATUYECKNIA BXO/, B (PAHTOMHYIO YY4E€THYIO 3anucb. Mbl He
PEKOMEHIYEM UCMO0/b30BaTb aBTOMATUYECKUIA BXOZ B CUCTEMY, KOra YCTPOMNCTBO HAXOAUTCS B
HOPMasibHOM COCTOSIHWM, TaK KakK 3TO MOXET Bbi3BaTb NPo6eMbl C AOCTYMNOM K Ballei peanbHow
YYETHOW 3anncy nosib3oBaTeNs UM NPUBECTM K OTNPABKE JIOXKHbIX TPEBOI 0 COCTOAHUM «[MOTEepsaH»
Ballero KoMmnbloTepa. Haxxmnte OTKAIOYUTL aBTOMAaTU4ECKUI BXOL, YToObl pewnTb 3Ty npobiemy
onTMMM3aLNK,
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Bxopn B y4eTHYI0 ESET HOME 3anUch.

Y706bI BKIOYNTL MW OTKOYNTL AHTMBOP U MONYYUTb AOCTYN K CBEAEHUSIM O PACMOI0XKEHUN
YCTPOWCTBA 1 MH(OPMALIMM O HEM B ESET HOME, BOWAWNTE B CBOI YHETHYIO 3anncb ESET HOME.

(es[FL) INTERNET SECURITY

x

ESET HOME | AHTvBOp (esid

Afdpec 3NeKTPOHHOI NoYTEI

B cayuae kpaku waw noTepu YCTPOWCTEA Bbl MOXETE
EOCNONbI0EATECA YUETHON 2anucero ESET HOME, utobkl &
NOAYYHTE JOCTYN K CEEAEHMAM O MECTONONOKEHHM W JAHHEIM

yeTpoiicTea. Maponk

BoiiguTe B yueTHyr 3anuce ESET HOME

-,

BoccTaHOBAEHWe Napona

¥ EAc HeT y4eTHOIl 2anucu? Cozaaiite ee

S Mpogonxuts ¢ Google
‘ Mpoacaxute c Apple

girg MpockaHupyiiTe QR-koa

CyLiecTBYyeT HeCKOJ/IbKO CNocoboB aBTOPM3aLMK B YHETHOW 3anucy ESET HOME.

* Acnonb3oBaTth agpec BJ'IeKTpOHHOIﬁ no4Thbl U NapoJib ESET HOME: BBEANTE appec
BﬂeKTpOHHOﬁ noYThl 1 NAPOJNb, KOTOPbIE Bbl UCMOJIb30BaJIN 19 CO34aHNSA YYEeTHOM 3anncu
ESET HOME, a 3aTeM LLe/IkHUTe ABTOPU30OBaThCA.

* Ncnonb3oBaTh y4eTHYIO 3anucb Google/ApplelD: wenkHUTe MPOAOSIXUTbL € Google UK
MpoponXuTtb ¢ Apple N aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. Nocne ycnewHon
aBTOpM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NOATBEPXAEHUS ESET HOME. YT0o6bI
NPOAOJIKUTb, BEPHUTECH B OKHO NPOoAyKTa ESET. [lonosHUTEeNbHbIE CBeAeHUs 06 aBTopum3aumm ¢
NMOMOLLbIO Y4ETHOW 3anucu Google/ApplelD CM. B OHJIalH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNKHUTe MpockaHupyinTe QR-KOA, 4ToObl 0TOOPa3nTL QR-KOJ.
OTKpoViTe MOBUbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WX HAaBeAUTE KaMepy
YyCTPOWCTBA Ha QR-KOA. [lONOSHUTENbHbIE CBEAEHMUS CM. B OHJIalH-CripaBke ESET HOMIE.

A He y[aJ10Cb BOUTU — PaCcnpoCTPaHEHHbIE OLNOKN.

Ecnn y Bac HeT y4yeTHoOI 3anncu ESET HOME, wenkHuTe Co3aaTh YYETHYIO 3anuch, YToObI
3apermcTpuMpoBaThCSs, NN 03HAKOMbTECH C MHCTPYKLMAMUN B OHJIaliH-CripaBke ESET HOME.
Ecnn Bbl 366171 Naponb, WeNKHUTE Sl He MOMHIO NAaPOob U C/iefynTe UHCTPYKLUNAM Ha
3KpaHe NN 03HaKOMbTECh C UHCTPYKLUMAMM B OHJIANH-CripaBke ESET HOMIE.
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| MpunoxxeHne AHTMBOP He noagepxmeaeT Microsoft Windows Home Server.

3apaTthb UMA YCTPOUCTBA

B none UMaA ycTpoMCTBA yKa3biBAaeTCsA MMS KOMMblOTepa (YCTPOCTBa), KoTopoe byneT
oTobparkaTbCs B Ka4yecTBe UAeHTUKaTopa Bo BCcex cnyxbax ESET HOME. Mo yMon4aHuIo
NCNoJIb3yeTCs UMA BalLero KoMnbtoTepa. BBeanTe uMs yCTpOMNCTBa UK MCNOb3yiATe UMS MO
YyMOJI4aHWIO 1 WwenkHnTe MpoponXuTh.

AHTUBOP BKJIIOYEHO UJIU OTKJIIOYEHO

9TO0 OKHO COOEPXUT NOATBEPXKAEHMe BKJIYEHNS UK OTKIYeHNA AHTUBOP:

* BKJIIOYEHO — TEeNnepb Balle yCTDOIZCTBO 3awmneHo AHTI/IBOp, N Bbl MOXKETE yaa/lEHHO
yrnpaBndaTb €ro 6e30nacHOCTbIO Ha NopTase ESET HOME, NCrnosib3ysa CBOKO YHETHYIO 3aMnChb.

* OTKNOYEHO — AHTI/IBOp OTKJ/1IO4E€HO Ha 3TOM yCTpOIZCTBe N BCe OaHHble, OTHOCALINECA K
<%ESET_ANTTHEFT%> o1 3TOro yCTpOIhCTBa, yAaneHbl C nopTasa ESET HOME.

Owubka pobaBneHuns yctponucrea

Mpv aKTUBaLMM AHTMBOP NPOM30LLIA OWNOKa.
Hanbonee pacnpocTpaHeHHbIE CLIeHAPUN:

¢ Owmnbka BXoada B ESET HOME

* OTCyTCTBME NOAKIYEHNA K UHTepHeTy (nin «B faHHbIN MOMeHT UHTepHeT He paboTaeT»)

Ecnn Bam He ypaeTcs pewnTb 3Ty npobnemy, obpaTtutech B C/1y Oy TEXHUYECKOM NOAAEPXKKN ESET.

NIMNOPT M 3KCNOPT NapaMeTpoB

MO>XHO MMNOPTUPOBATb U 3KCMNOPTUPOBATL NOJIb30BaTENLCKUN .xml-(hainn KOHGUrypauum ESET
Internet Security C nomMoLbto MeHl0 HacTpouka.

|/|ﬂJ'HOCTpVIpOBaHHb|e NHCTPYKLINN
NnniocTpupoBaHHbIE MHCTPYKLUMW Ha aHMJIMNCKOM M ele HECKONbKUX A3blKax NpuBeaeHbl B
pasgene UMMopT 1 3KCNOPT KOHMUrypaLnm ESET C MOMOLLLIO XML-thanna.

AMNOPT 1 3KCNOpPT hainioB KOHMUIYPaLMU MOXHO NMPUMEHSTb, EC/IN HY>XXHO CO3[aTb PE3EPBHYIO
KOMUIO TeKYLLEen KOHpUrypaLuuy nporpamMmbl ESET Internet Security A1 MICNOJIb30BaHMs B By nyLiem.
IKCMopT NapaMeTpoB Takxe yaobeH, ecnm He0BX0AMMO NCNOJIb30BaTb NPEANOYNTAEMYIO
KOHUIypaLmMio Ha HECKONbKMX KOMMbloTepax. ®ain .xml MOXKHO MMMOPTMPOBATh AJ1s NepeHoca
HY>KHbIX MapaMeTpOB.

Y706l UMNOPTUPOBATL KOH(MUIYPaLMIO, B F/1IaBHOM OKHE NMporpaMmsbl WenkHuTe HacTpouka >
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MMnopT n 3KcnopT napameTpoB 1 BbibepuTe AMNopTUpOBaThL NapamMeTpbl. BBeante umsa daina
KOHUIypaLmm Nam HaXXM1UTE KHOMKY ..., 4TOObl BbIOpaTh (hain KoHUrypaLmmn, KOTopbin cneayeT
MMMOPTMPOBATD.

YT00bl 3KCMOPTMPOBATL KOHUIypaLMIO, B [1aBHOM OKHE NMpPorpammbl WenkHuTe HacTtpomka >
MMnopT M 3KCnopT napaMeTpoB. BoibepyTe IKCNOPTUPOBATL NAapaMeTpbl U BBEAUTE MOJHbIIA
nyTb K paitny ¢ uMeHeM. LLlenkHuTe ..., 4TOObl NEPENTI B PAaCNONIOXKEHNE Ha BaLeM KOMMbOTEpPE, B
KOTOPOM He0OXO0AMMO COXpPaHWUTb (halil KoHDUIrypaLum.

Mpwn 3KCnopTe NapaMeTpoB MOXXET BO3HUKHYTh OWwKnbKa, ecnm y Bac HeAOCTAaTOYHO NpaB As
3annCcy 3KCNOPTUPYEMOro halsa B yKa3aHHbIN KaTanor.

NTERMET SECURITY X
MMI‘IOpT M 3KCNOPT NapamMeTpoB ?

Tekyllan KoHPUrypauua MoxeT ObiTe coxpaHeda B XML-daiine v npw HeobBxogumocTy
BOCCTAHOBMEHA MO3KE.

® VimnopTupoBaTe NapameTpl

JKCNOPTUPOEATL NApaMETpEI

MonHeld NyTe K Gaiiny ¢ MMeHemM:

3aKpbITh

CnpaBka 1 nogaepXxka

LlenkHnTe CnpaBka 1 noapep>XKa B [/1aBHOM OKHEe NporpaMmbl, 4Tobbl 0TOOpasnTb CBEAEHUS O
noaaepXXKe 1 cpeacTBax yCTPaHEHNSA HEMOTAA0K, KOTOPbIE MOMOryT BaM PeLLNTb BO3MOXHbIE
npobnemsi.

@ NMopnucka

¢ YcTpaHeHve Npobsiem ¢ NOAMUCKON: LWENKHUTE 3Ty CCbIIKY, YTOObl HAWTW pelleHuns ans
npo6siemM C akTUBaUMeN UM U3MEHEHNEM NOAMUCKMN.

* VI3MEHUTbL Noanuncky. LLienkHnTe, 4Tobbl OTKPLITh OKHO aKTWUBALIMM U aKTUBMPOBATb NMPOAYKT.
Ecan ycTpoicTBO NoaKk/04YeHo K ESET HOME, BbIbepUTE MOAMMUCKY B CBOEN YY4ETHON 3anncu ESET
HOME unn gobaBbTe HOBYIO.

(®) ycranosneHHbiit NPoAYyKT

* HoBble BO3MOXHOCTY: WENKHUTE 3TOT 3/IEMEHT, YTODObI OTKPLITH OKHO CBELEHMIA O HOBbIX 1
YNYYLEHHBIX PYHKLUAX.
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* O nporpamme ESET Internet Security: Ha 3KpaH BbIBOAUTCA MHOPMaLIMS O BaLLen KONun
rMporpammbl ESET Internet Security.

* YcTpaHeHve npobnem C NpoAYKTOM: WeNKHUTE 3TY CCbIIKY, YTOObl HANTW peLleHns 4acTo
BCTpeYatoLwmxcs npobnem.

* U3MeHuTb Nporpammy. LLienkHuTe, 4TOObI Y3HATb, MOXKHO NI CMEHUTb ESET Internet Security Ha
LDYIYI0O NMMHENKY NPOAYKTOB B PaMKax TeKyLLen Nnoanucku.

@ CTpaHuu,a CMpPaBKM - HAXXKMUTE 3TY CCbIJIKY, 4yTOObI OTKPbITb pa3fesibl CNpaBKU ESET Internet
Security.

@ Cnyxba TexHu4eckom noanep>XkKu

" Basa swanuit: B 6a3e sHaHuii ESET COlepXKaTCs OTBETHI Ha Haubosiee YacTo 3a/laBaeMble
BOMPOChI, @ TAKXXe PEKOMEHAYeMble PELLEHNS Pa3nyHbIX NpobaeM. ba3za 3HaHUIA PerynspHo
0BHOBNAGTCS TEXHNYECKUMM CMIELMANNCTaMM ESET, 4TO Ae/1aeT ee CaMblM M0JIe3HbIM UHCTPYMEHTOM
L0151 peLleHnst pa3HoobpasHbIX NpobieMm.

O nporpamMmMe ESET Internet Security

B 3TOM OKHe copepxaTcs cBeaeHns 06 yCTaHOBIEHHOW Bepcum ESET Internet Security U 0 BalleM
KOMMbloTEepe.

e e e e & e — O W
B Ofar < O nporpamme 2
(y Cranmposanne ESET Internet Security™, eepcva 17.0.15.0
2 KMibiEpn © 1992-2023 ESET, spol. s r.o. Bee npaea zauyauieqsi.
ToT T 23l Ton oy 3592,
( % Obnosnesme 3TOT NpoAyKT 2awmuleH nateHTom CLUA N2 US§943592
] JInueH3noHHOe COornalleHne ¢ KOHeUHBIM nonk3oBarenem
] Cepeuc MonwThka koHMaeHUMaNLHOCTH (2
(37 Hacrpoiica Mma noaszoeatens: DESKTOP-WIN10\Administratar

WMma ycrpoicrea: DESKTOP-WIN10

VimAa pabouero mecta: bezak-win10-first
@ Cnpaska v NoAaepKKa

o) ¥ueTnas sanuce ESET
% HOME

HPEMI'IPE')KAEHME: 37a Nporpamma 3aLlMLLEHE 3FK0HAMN W MERIYHAPOAHBIMKW COrN3LLEHUAMIA o SETOpCKNX NpaBgax. Monxoe wnn
HaCTUHHOE KOMMPOBAHNE W PACNPOCTPaHEHWE NpogykTa niobbiMn cpegcTeanin Bes cneumansHoro paspelleHna komnanun ESET, spol.
5 r.0. CTPOro 3anpeLleHo u E)f,qET ApPECNER0BATECA B MAKCUMANbBHO BO3MOMHON MO 3TUM 38K0OHAEM CTEMEHN NO BCEMY MHDY.

ESET, norotun ESET, ESET Internet Security, LiveGrid, norotun LiveGrid, Sysinspector ABNAMTCA 3a8perMcTpipoBaHHbIMKY TOBAPHBIMK
3HAKAMW W TOBAPHBIMUW 3HAKaMIK Komnadum ESET, spol. s.r.o. 8 EBponeiickom coroze w/unm apyrux cTpadax. Bce npoune ToeapHeie
3HAKW ABNAKITCA COBCTBEHHOCTRH COOTBETCTEYHOLLIMX BNAACNELIEE.

LenkHnTe MokasaTb MOAYM, 4TOObI MPOCMOTPETL MHHOPMALIMIO O CMUCKE 3arpy>KeHHbIX Mofynei
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nporpammbl.

* Y106bI CKONMPOBaTL MH(OPMaLIMIO 0 MOy NsAX B bydep obmeHa, nCnonb3ynTe KOMaHay
KonupoBaTb. 3T0 MoXeT BbITb M0NE3HO Npu ycTpaHeHun npobnem nnm obpalteHmmn B ciyxby
TeXHUYeCKON NoALEepKKMW.

* LLlenkHnTe Mopynb oOHapy>XeHus B okHe «Moaynn», 4Tobbl OTKPbITb CanT ESET Virus Radar,
KOTOPbIA COAEPXUT NHPOPMaLIMIO 0 KaXX40N Bepcun Moayns obHapyKeHus ESET.

HoBOCTM ESET

B 3TOM OKHe ESET Internet Security peryaspHo 0Tobpa)katoTcsi HOBOCTM KOMMaHWM ESET.

®YHKLMA BHYTPUNPOrpaMMHOro obMeHa coobLLeHnsIMN NpeaHa3HaYeHa 415 MHGOPMMPOBaHUS
noJsib30BaTeNen 0 HOBOCTSX ESET 1 Ansa Apyrux coobuieHnin. ng oTnpaBKn MapKeTUHIOBbIX
coobuieHunn TpebyeTcs cornacue nosb3oBaTens. MapkeTMHroBble CO0OLLEHNS MO YMONYaHUIO HE
OTMPaBASIOTCA NOJiIb30BaTeN0 (0ToOpaKaeTcs Kak BONpocC). BKoyeHne 3Toro napamMmeTpa o3HavyaeT
BalLe cornacue Ha NosyYyeHne MapKeTUHrOBbIX CO06LeHn ESET. ECin Bbl HE XOTUTE NOJTyYaTb
MapKeTUHroBble MaTepuasbl ESET, OTKOUYNTe NapamMeTp OToOpa>kaTb MAapKeTUHIOBble
coobLueHums.

YT06bl BKNOYNTL NN OTKIOHYUTD nonyyeHmne MapKeTUHroBbIX coobLEeHNN B OKHE yBeaoomieHuna,
BbIMNOJIHNTE YKa3aHHbIE€ HNXKE NHCTPYKLUNN.

1. BbI30B OKHa paclUMPEHHbIX NapaMeTpoB.

2. lLlenkHuTe YBepomneHus > UHTepakTUBHbIE NpeaynpexaeHus.

3. 3meHunTe napameTp OTOOpa>kaTb MapKeTUHroBble COOOLLEeHus.
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JononHuTenbHble HACTPOMKK Q X
| MO,IW'J']I: OﬁHapy*EHHﬂ B CocTOAHWA NPHUACKEHWA b
OBHoBNEHNE
YBegoMAeHWA Ha paﬁouem cTone ‘_—,
| awmta B
| Ceponc @ B WutepakTvBHLle npegynpexaeHms 5
WurepaktueHbie npegynpexaeHms
MoaknoueHne
OToBpasaTe MHTEPAKTHEHEIE NPEAYNPEXAEHHA D a

WHTepdeic
nonwsoeatens E

D6men cooblULEHMAMM B NporpaMme
| yeegomaeHua B

Mepeaapecaunn OTobpaxaTe MapKETMHIOBbLIE COOBLLIEHNA a
HacTpoiiku
KOHPUAEHLNANBHOCTH Okmo coobuienmns (3
ABTOMAETHMYECKN 33KPBIBATE CKHA COOBLLIEHNA m
49N Cad
Bpemna oTobpameHna B cekyHaax 20| ., a
MoaTEEpAAEHNA zraeHuTe (i)
Mo ymonyanuio GDK OTtmena

OTnpaBkKa AaHHbIX O KOHPUrypauum CUCTEMbI

YT106bl MMETb BO3MOXXHOCTb MaKCUMaJibHO ObICTPO 1 3h(HEKTUBHO OKa3biBaTb MOJb30BaTENAM
MOMOLLb, KOMMNaHuK ESET TpebyeTca nHpopMaLmns 0 KOHpUrypaLmm ESET Internet Security, N0Ap0oOHbIe
CBeLleHns 0 CMCTeMe MoNb30BaTeNs U 3amnyLleHHbIX B Hel npoueccax (dansi xxypHasia ESET
Syslnspector) U faHHble peecTpa. KoMnaHus ESET UCMONb3YeT 3Ty MHMOPMaLMNIO TOJIbKO ANS
NpenoCTaB/ieHNs KINEHTY TEXHUYECKON NOALEPKKMN.

Mocne oTnpaBku Beb-hopmbl B ESET ByyT OTNPaB/eHbl AaHHbIE 0 KOH(MUIypaLMX Balleid CUCTEMBI.
YcTaHoBUTE (hnaXkok Bcerpa oTnpaBnsATb 3TM CBeA@HMUA, C/IM HY)KHO 3aNOMHUTL AaHHOe
LeiCcTBMe AN Tekylwero npouecca. MNpu otnpaBke Beb-hopmbl 6€3 0TNPaBKMN Kaknx-Nmbo AaHHbIX
WwenkHUTe He oTNPaBAATb AaHHbIe 1 NPOAOSIKUTE.

HacTpouTb OTNPaBKY AaHHbLIX 0 KOHPUIYPaALMI CUCTEMbI MOXXHO B pa3fene PacllypeHHble
napameTpsbl > CepBuc > flnarHocTuka > Cy1y)k6a TeXHUYECKON MOALERXKKN.

Ecnv Bbl pewnnv oTNpaBuTh faHHbIE 0 KOHPUIYypaLUK CUCTEMbI, HE0OXOAMMO 3aMOIHUTL W
0TNpaBuUTb Beb-hopmy. B MpoTMBHOM C/lyyae Balla 3asBKa He ByneT co3naHa, U AaHHbIE O
KOH(MrypaLmm Ballein cuctemsl byayT noTepsHbl. ECN faHHbIE 0 KOHUTYPaLIMM CUCTEMBI
OTNPaBUTb HE YOAETCs, 3aM0NHNTe BeB-PopMy 1 LOXANTECH MHCTPYKLIMA OT Cy>X0bl
TEXHNYECKOW NoAAEPXKKM.
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Cnyxba TexHM4eCKon noanep>xkKu

B rnaBHOM OKHe nporpammsl WenkH1uTe CnpaBka u nogaepxxka > Cny>x6a TexHn4yeckomn
noanepXKu.

OOpaTUTLCA B CNY)XXOY TEXHUYECKOWN NOA A EePXKKHU

3anpoc B cny>X0y noapepXXKu: eciv He yAaeTCa HalTu OTBET Ha BOMPOC, MOXXHO 06paTnTbCS B
CnyXby TeXHMYEeCKon NoALAEPXKM ESET C MOMOLLbIO (hOPMbI, PacnosioKeHHOWN Ha Beb-canTe ESET. B
3aBUCUMOCTY OT HAaCTPOEK Ballero NpoAyKTa nepej 3anonHeHnem Bed-hopMbl MOXET NOSBUTHCA
OKHO ANf OTNpPaBKW AaHHbIX 0 KOHMUIypaLmm CUCTEMBI.

MonyyeHue nHopMmauum gna cnyXXodbl TeXHUYECKON
noapepXxku
MHd)OpMaI.IMH ana Cny)Kﬁbl TexXHU4YecKomn noppnep>XkKu: B OTBET Ha 3amnpoc CKOHMpyﬁTe n

0TNpaBbTe MHGOPMALMIO B CNYXKOY TEXHUYECKON NoaAep KKK ESET (Hanpumep, CBeAEHUS O
NOANNCKe, MMEHN NPOAYKTa, BEPCUM NPOAYKTa, ONepaLMoOHHON CUCTEME N KOMMbOTEpe).

ESET Log Collector — CCblfika Ha CTaTblo B Dase 3HaHWM ESET, OTKYAa MOXXHO 3arpy3nTb NPorpamMmmy
ESET Log Collector, KOTOpasi aBTOMaTUYECKN COBUPaAET MHDOPMALMIO 1 XKYPHabl C KOMMbOTEPA, 4YTOObI
YCKOPUTb peLueHne r|po6neM. ﬂ,OI'IOJ'IHVITeJ'IbeIe cBegeHmsa MOXXHO MPOCMOTPETDL B OHJTaNH-
pyKoBOACTBE MoJsib3oBaTens ESET Log Collector3fech.

BkounTe pacliMpeHHoe BeAEeHNE XXYPHA0B, YTOObl CO34aTb paclUMpPeHHbIE XKYPHabl 415 BCEX
AOCTYMHbIX KOMMOHEHTOB 1 MOMOYb pa3paboTyrkam B ANArHOCTMKE U peweHnn npobnem. Ons
MWHUMaNbHOW CTEeNeHN AeTaau3aunn XypHana yCTaHOB/EH ypoBeHb iMarHocTuKa. PaclumpeHHoe
BeLeHne XXypHanoB byeT aBTOMaTMYECKMN OTKJI0YEHO Yepes ABa Yaca, eC/iM Bbl HE OCTAHOBUTE €ro
paHblle, WenkHyB OCTaHOBUTbL pacluMpeHHoe BegeHue XypHanoB. Korga Bce XypHanbl byayT
Co3AaHbl, 0TOOPa3nTCSH OKHO yBELOMIEHNSA AN NPSAMOro A0CTyNa K narnke AWarHoCTUKK, B KOTOPOM
COLlepXXaTCsi CO3AaHHbIe XYPHaJbl.

YyeTHas 3anucb ESET HOME

CocTosHMe noakveHns y‘-IeTHOI7I 3anncun ESET HOME MO>XHO NPOCMOTPETL B [JTAaBHOM OKHE
nporpaMmbl > YyeTHaa 3anucb ESET HOME.
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OtOp ESET HOME ?
CKEHHPGEEHHE
* KOMMbHOTEpA - ”
3TO YCTROWCTED HE NOAKNKIYEHO K yYeTHOW 3anuck ESET HOME.
OBHoeneHne o L 4
r N, - b ESET HOME — 3To MecTo, rie MOMHO NPOCMaTPUBATE ECE BalUW NOANWCKW W

Cepsuc L 3alUMLLIEHHbIE YCTPOICTBA, a Taloke YNPaBaATh WML

L)

oD L

N
Hactpoiika @
Cnipaeka 1 nogaepxka

@ il';;;';“ sanncs ESET (ay MoaknoueHne kK ESET HOME S

-/ " . N
HauyHuTe ynpaenaTe NOANMCKAMK M 3ALLMLLEHHEIMW YCTPORCTBAMU

9TO YCTPOMUCTBO HEe NOAKJIIOYEHO K Y4eTHOU 3anucu ESET HOME

LWenkHuTe MoaksyeHne K ESET HOME, YTobbl MOAKIOYMTL YCTPOWCTBO K ESET HOME U yNpaBnsTh
CBOVIMU MOAMNUCKAMU N 3aLLMLLEHHBIMI YCTPOWCTBaMK. Bbl MOXXeTe NpoainTb NOAMUCKY, NMOBLICUTb
€e YPOBEHb WV PacLUMpPUTL €€, a TakXXe NPOCMOTPETb BaXKHble CBeAeHUs. Ha nopTane ynpasiaeHus
MY B MOBMIBHOM MPUNOXKEHNUN ESET HOME MOXXHO [06aBNATb pa3iMyHble MOAMUCKU, 3arpyaTb
MPOAYKTbI Ha CBOM YCTPONCTBA, MPOBEPSATb COCTOSiHME 6E30MacHOCTM NPOAYKTa U AENUTLCA
NOAMNCKON MO 3NIEKTPOHHON NoyTe. [onoNHUTENbHbIE CBEAEHUS MOXHO HAaNTU Ha OHJIaiH-CrpaBKe
ESET HOME.

3TO YCTPOMUCTBO NOAKJIIOHEHO K Y4€THOMW 3anucu ESET HOME

Bbl MOXXeTe ynpaBasaTb 6€30MacHOCTbIO YCTPONCTBA YAANEHHO C MOMOLLLID MOBUALHOIO NPUI0XKEHMNS
nnun noptana ESET HOME. LLlenkHuTe App Store nnn Google Play, 4To6bl 0TO6pa3nacs QR-KOA, KOTOPLIN

MO>XHO NMPOCKaHNPOBaTb MOBOUIbHBIM TG)'IECDOHOM 014 3arpy3ku MOBUIbHOIO npunnoXxeHumsa ESET HOME
13 Mara3unHa App Store Ui Google Play.

YyeTHasa 3anucb ESET HOME: nMS Ballen y4eTHOW 3anucu ESET HOME.
NMa ycTpoMCTBA: NMA 3TOr0 YCTPONCTBA, 0Tobparkaemoe B y4eTHOM 3anncu ESET HOME.
OTKpbITb ESET HOME: OTKPbIBaeT NopTas ynpasnaeHns ESET HOME.

YT06bl OTKNIOYNTL YCTPONCTBO OT YH4ETHOW 3anuncuk ESET HOME, WeNKHUTe OTKAIOYUTbLCA OT ESET
HOME > OTKNO4YMTb. [To4NnNCKa, NCMONb30BaHHAA 419 aKTUBALMW, OCTAHETCSA aKTUBHOW, 1 Balle
ycTponcTteo byaeT noa 3awmTon.

127


https://home.eset.com/
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://home.eset.com/
https://home.eset.com/

NMopaknwovyeHue K ESET HOME

MoaKN4YnTE CBOE YCTPONCTBO K ESET HOME, 4TO6bI MONY4NTb BO3MOXXHOCTb NPOCMaTpMBaTb BCE
aKTUBMPOBAHHbIE MOAMUCKN N YCTPOMUCTBA ESET U yNpaBasaTb MMU. [TOANNCKY MOXHO NPOAAUTb,
PacCLMPUTb UK NOBBLICUTL €€ YPOBEHb, @ TaKXe NPOCMOTPETb BaXKHble CBeAeHMA 0 Hel. Ha nopTane
ynpaBneHuns nam B MobnabHOM NPUNOXKeHUN ESET HOME MOXKHO 106aBNATb pa3/iniHbIe MNOANNCKMN,
3arpy>kaTb NPOAYKTbI Ha CBOM YCTPOMCTBA, NPOBEPSAThL COCTOAHME 6e30nacHOCTM NPOAYKTa U
AeNNTbCA NOANUCKAMU MO 3NIeKTPOHHON noYyTe. [JonoNHUTENIbHble CBEAEHUA MOXKHO HAaTW Ha
OHJ1anH-crpaBkKe ESET HOME.

@e‘r NTERNET SECURITY ®» - 0O X

8 Ossop ESET HOME ¢

CKEHHFIDEEHHE

Y KOMMBHOTEPA N "
3TO YCTROWCTED HE NOAKNKIYEHO K yYeTHOW 3anuck ESET HOME.

™ QBHoBneHWE ol L
> 5
ESET HOME — 3To mecTo, rie MoOMHO NPOCMaTPUBaTL ECE BaLUKN NOANUCKN 1
= Cepsuc r b 3alUMLLEHHBIE YCTROMCTBA, @ TakoKe YNPaBATE MMM,
-] LY
” _ﬁﬁ .7’
(51 Hactpoiika @
) Cnipasxa v nogaepska
Yuetran sanmce ESET ra [Moakntouenue k ESET HOME
® HOME - 7

HayHuTe yNpaenaTte NOANMCKAMK M 3ALLMLLEHHBIMI }'CTpOﬁCTBEMH

Moakn4mMTe YCTPOMNCTBO K peLleHnto ESET HOME:

Mpn noakntoYeHnn K ESET HOME BO BpeMsi YCTaHOBKM uau npu Beibope Ucnonb3oBaTb
YUYEeTHYI0 3anucb ESET HOME B KayeCTBe MeTo[a aKTUBaLuUN cnegynTe NHCTPYKUUAM 13
pasgena Mcnosib3oBaHWe y4eTHOW 3anncy ESET HOME.

Ecnn Bbl y)Ke yCTaHOBWW U aKTUBUPOBAN ESET Internet Security C MOMOLLbIO MOAMUCKN,
nobaBneHHOW B Bally y4ETHYH 3anncb ESET HOME, yCTPOMNCTBO MOXHO NOAKMOYNTL K ESET
HOME Ha nopTane ESET HOME. CnefgynTte UHCTPYKUMAM B OHJ1aiH-CripaBke ESET HOME U
pa3pewnTe nogkatyeHme B ESET Internet Security.

1. B r1aBHOM OKHEe NporpaMmbl WEAKHUTE YY4eTHYI0 3anucb ESET HOME > MoaKnlo4YUTbCA K ESET
HOME nnu wenkHnTe MoaknounTbca K ESET HOME B yBegomneHun MopknioyeHue 3Toro
YCTPOMUCTBA K Y4E€THOM 3anucu ESET HOME.

2. Bxona B y4eTHY ESET HOME 3anuchk.
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Ecnu y Bac HeT y4eTHO 3anuncy ESET HOME, wenkHuTe Co3aaTh Y4eTHYIO 3anuchb, 4ToObI
3apEerncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHMNANH-CrIpaBke ESET HOME.
Ecnu Bbl 3abb1a1 NAposb, WENKHUTE | He NOMHIO NAPOJb U C/leyNTe UHCTPYKLMSAM Ha
3KpaHe MM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHJIalH-CripaBke ESET HOME.

3. BBeanTe uMA ycTpoucTBa U LWenkHUTe Mpo/oSIKUTD.

4. MNocne ycnewHoro nogkatnyeHna OTKPOETCA OKHO CO CBEAEHUAMMN. LlenkHnTe Fotoeo.

ABTOpM3auua B ESET HOME

CyLLecTByeT HECKOJIbKO cnocobos aBTopM3aLMn B y4eTHOW 3anncu ESET HOME.

* Ucnonb3oBaTb agpec 3/1IeKTPOHHON NOYThbl U Naponb ESET HOME: BBeAUTe aapec
3/1IeKTPOHHOM MOYTbI 1 MAPOJb, KOTOPbIE Bbl UCMOAL30BAAN A5 CO3LaHNS YYETHOW 3amnncu
ESET HOME, a 3aTeM WeNkHMTe ABTOPU30BaTLCA.

* Acnonb3oBaTb YYETHYIO 3anucCb Google/ApplelD: WwenkHUTe MpPoAonXuTb € Google 1n
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. MNocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NoaTBEPXAeHUS ESET HOME. YT06bI
NPOAO/IKNTb, BEPHUTECH B OKHO NPOAYKTa ESET. [lonofHWTe NbHble CBeAeHMa 06 aBTopmn3aLmm C
MOMOLLIbIO Y4ETHOWN 3anuncn Google/ApplelD CM. B OHJ1aH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNkHUTe MpockaHUupyHTe QR-Kog, 4ToObl 0TOOPa3nTb QR-KOJI.
OTKpoWTe MOBUIbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WU HAaBeaUTE KaMepy
yCTPONCTBA Ha QR-KOA. [lONOSHUTENbHbIE CBEAEHMUS CM. B OHJIaliH-CrpaBke ESET HOMIE.

Ecnn y Bac HeT y4eTHoM 3anucy ESET HOME, WwenkHuTe Co3paTh Y4E€THYIO 3anuch, YTOOb
3apermcTpmMpoBaThCs, NN 03HAKOMbTECH C MHCTPYKLMAMUN B OHJIaliH-CripaBke ESET HOME.
Ecnu Bbl 366111 Naponb, WeNkHUTE Sl He MOMHIO NAaPOob U C/iefynTe UHCTPYKLUNAM Ha
3KpaHe NN 03HaKOMbTECh C MHCTPYKLUMAMMN B OHJIANH-CrIpaBke ESET HOMIE.

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLNBKN.
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|8 ©6sop ESET HOME ?
CKEHHFIDEEHHE
N KOoMNBHOTEPS
£ 3T0 YCTPOWCTED HE NOAKIKYEHO K y4eTHON 3anuckn ESET HOME.
OBHoBnEHME ES P
a J
r M, - ESET HOME — 3To MecTo, rie MOMHO NPOCMaTPUBATE ECE BalUW NOANWCKW W
Cepsuc L 3alUMLLIEHHbIE YCTPOICTBA, a Taloke YNPaBaATh WML
LY
oD L
1 Hacrpoiika ﬂ@
Cnipaeka 1 nogaepxka
Yuetran sanuce ESET 7o~ Moakntouenne k ESET HOME
¥ HOME (&) .

-/ ' ) o
Haunute YNPaenATe NOANUCKAMH W 3aLLWLEHHBIMKW YCTROWCTEAMK

He ypanocb BOUTU — pacnpoCcTpaHeHHble
OLLUUOKM

He ypanocb HaWTHU y4eTHYIO 3anNucb, KOTOpas COOTBETCTBYyeT
BBe,EeHHOMY aZipecy 3JIeKTPOHHOM NOM4THI

BBeneHHbIN afipec 3/1eKTPOHHOW NOYThl He COOTBETCTBYET HI OAHON y4€THOW 3anncu ESET HOME.
WenkHnTe Hasap v BBeAMTE NPaBUIbHbIA afpec 3NEKTPOHHON MOYThLI U Mapoib.

YT0ob6bl aBTOPM30BaTHLCS, HEOOXO0AMMO CO3AaTb YHETHYIO 3anncb ESET HOME. ECm y Bac HET y4eTHON
3anmncu ESET HOME, wenkHuTe Hasap, > Co3paTbh Y4E€THYIO 3anUCb UM 03HAKOMbTECh C pa3aenom
Co34aHMe HOBOW Y4€THOW 3anucu ESET HOME.

IMa nonb3oBaTesia U NapoJib He COOTBETCTBYIOT APYr Apyry

BBeneHHbIN Naposib He COOTBETCTBYET BBEAEHHOMY aApecy 3/IeKTPOHHOMN noyThl. LLenkHnTe Hasap,
BBEAUTE NpaBWJibHLIA Napob 1 ybeanTecb B NpaBUIbHOCTM BBEAEHHOIO afpeca 3IeEKTPOHHON
no4yThl. EC/IM BaM BCe elle He yaaeTcs aBTOPM30BaThCH, LWefkHUTe Hasap > 1 He NOMHIO Naponb,
4T0b6bI COPOCMTL NAPOJIb, @ 3aTEM CIeAyNTE UHCTPYKLMAM Ha IKpaHe WM 03HaKOMbTECh C pa3aesiom
S He NOMHI0 NapoJib ESET HOME.
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BbIOpaHHbLIN BApMAHT BXOAA He COOTBETCTBYET BalUueH
YYEeTHOM 3anucu

Balua y4eTHas 3anncb CBA3aHa C Ballen y4eTHOW 3anucbio B COLMabHOM CeTU. YTobbl
aBTOpPM30BaTbCA B ESET HOME, WwenkHuTe MpoaosXuTb € Google v NMpoaonXuTb € Apple, a 3aTeM
aBTOPM3yNTECh B COOTBETCTBYHOLIEN Y4eTHON 3anuncu. MNocne ycnewHonm asTopmnsaunm Bel bygerte
nepeHanpas/ieHbl Ha Be6-CTpaHULy noaTBepxaeHns ESET HOME. Ha nopTane ESET HOME Bbl MOXKETe
OTKJ/II0YNTb CBOIO YYETHYIO 3aMNnChb B COLMANbHON CETW OT CBOEN Y4eTHOWN 3anncu ESET HOME.

HenpaBunbHbIK NApPOJb

3Ta olwmnbKa MOXET BO3HMKHYTb, €C/IN Ball NPOAYKT ESET Internet Security y>Ke NMOAKJIIOYEH K ESET
HOME 1 Bbl BHOCUTE N3MEHEHUS, KOTOPble TPebyoT aBToOpU3aLUn (Hanpumep, OTK/0YaeTe MOAY b
AHTMBOP), @ BBELEHHbI BaMMW Maposib He COOTBETCTBYET Balleln y4yeTHol 3anucu. LenkHute Hasap,
1 BBEAMTE NpaBubHbIA Naposib. ECNK BaM BCe ellle He yaeTcs aBTOpU30BaThCs, WenkHuTe Hasapg >
fl He NOMHIO NAapPOoJb, YTOOLI COPOCMTL NAPOJIb, @ 3aTEM CNEAYNTE UHCTPYKLIMAM Ha KpaHe uau
03HAKOMbTECH C pa3aesioM f He MoMH Naposib ESET HOME.

HNobaBneHue ycTtpoucrtea B ESET HOME

Ecnm Bbl y)Ke YCTAHOBWIN U aKTUBUPOBAW ESET Internet Security C MOMOLLIbIO NOAMNUCKK, N0H6aBNEHHON
B Bally YYETHYO 3anncb ESET HOME, YCTPOMNCTBO MOXXHO NOAKMOYNTL K ESET HOME Ha nopTasne ESET
HOME.

1. OTnpaBbTe Ha CBOE YCTPOMCTBO 3anpocC Ha NoAKIYEHNE.

2. B ESET Internet Security 0TO6pa3nTcs gnanorosoe okHo NMopaknioyeHue 3Toro yCTponucTea K
y4YeTHOM 3anucu ESET HOME C MMeHeM Ballen y4eTHON 3anncy ESET HOME. LLlenkHuTe
PaspewwunTb, 47066l NOAKIOHUTL YCTPONCTBO K YKA3aHHOM y4eTHOW 3anncu ESET HOME.

Ecnv B3aumogencTeme He NPoOn30MAET, 3anpocC Ha NoAKoYeHe byneT aBToOMaTUYeCKu
OTMeHeH npumepHo Yepes 30 MUHYT.

IononHUTeNbHbIe HAaCTPOUKHU

B pa3aene «PaclumpeHHble napaMeTpbl» MOXXHO AeTaslbHO HACTPOUTb ESET Internet Security B
COOTBETCTBUM C BaWMMU NoTpebHoCcTAMN.

Y7066l MONYYNTH AOCTYMN K PaCLUMPEHHbIM NMapaMeTpaM, OTKPOWTE /1aBHOE OKHO MPOrpamMmbl 1
Ha)XXMUTE KJaBuLLy F5 Ha KlaBuaType uin WenkHuTe HacTponka > PacluMpeHHblie napamMeTpbl.

B 3aBMCKMMOCTM OT HACTPOEK [0CTYMNa BaM MOXET OblTb NMPeasIoXKeHO BBECTN Maposib, YTObbI
OTKPbITb PaCLUMPEHHbIE NMapaMeTpbl.

B paclumpeHHbIx NapamMeTpax AOCTYMHbl HACTPOMKN ONS CNeAYOLNX 31EMEHTOB:

* Moaynb obHapy)XxeHus
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* 0bHOBJIEHUE;

* 3allnTa

* Cny>XebHble nporpamMmmsl

* [TogknyeHne

* IHTepdenc nosb30BaTENS

* YBeIOMJIEHUS

* HacTponKu KoOHDUAEHLNAIbHOCTH

INTERMET SECURITY

JononHutensHsle HaCTPOﬁKH

| Mogyns oGHapyxenns @ B Pearnposanme npn o6HapyxeHnn
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B pa3gene PaclumpeHHble napaMeTpbl > Mogynb 0OHApPY)XeHUs MOXXHO HAaCTPOUTL CleayoLue

onuuu:
e IcKnt4YeHuns
* PacllmpeHHble napaMeTpbl

* CKaHep ceTeBoOro Tpaduka
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NUcKnio4vyeHus

NckniovyeHus no3BosISOT NCKIOYNTL 00bEKTHI U3 MoAyNs 06HapyXeHus. YTobbl obecneunTs
CKaHUpOBaHME BCeX 0OBEKTOB Ha HaMyMe Yyrpo3, PEKOMEHYETCA CO3AaBaTh UCKIOYEHMNS TONBKO B
cnyyvae KpaliHein HeobxoamumocTu. Cnyyaun, B KOTOPbIX MOXKET NMOHaA06UTLCA NCKYNTb 0OBbEKTHI,
BKJIIOYAIOT CKaHMpoBaHMe 6a3 AaHHbIX 60bLLON EMKOCTU, KOTOPbIE 3aMeanseT paboTy uan
nporpamMmmHoe obecrneyeHne, KOTOPOe NPOTUBOPEYNT CKAHNPOBAHNIO.

Vcknoyerns ans ObICTPOAENCTBYSA: UCKIOYEHUE alioB 1 NanoK 13 CKaHWpoBaHus. ckntoueHns
Anst ObICTPOAENCTBUA NONE3HbI AN UCKOYEHNS NP CKAHUPOBAHUM UFPOBLIX MPUIOXEHWUIA Ha
ypoBHe (halinos, HeNpPaBMUIAbLHOM NOBEAEHUN CUCTEMbI UV NOBbILLEHHON NPOU3BOANTENBHOCTH.

Vcknoyenns n3 obHapyxeHrs N03BONIAIT UCKIIOYNTL 06beKTbl U3 0BHapyXeHWs, NCMob3ys UMS
obHapyXxeHus, NyTb Wan xeww. OHWM HEe UCKITIOYAIT (hasibl U ManKM U3 CKaHMPOBAHNA Kak AenaloT
NCKNoYeHns ana beictpogencTemsa. cknoveHns obHapyXeHUs NCK0YalT 06beKTbl TOIbKO NpU nx
obHapy>xeHun Moaynem obHapyXeHns 1 eCiv B CIUCKE NCKOYEHUIA MPUCYTCTBYET
COOTBETCTBYIOLLEe NpaBuJIo.

He cTounTb nyTaTb C APyruMm Tunamun NCKNIOYEHNIA:

* lckNIt0YeHMa 13 orepaLn: BCe onepauun ¢ gannamm, OTHOCSLMECS K UCKIOYEHHbIM 13
CK@HUPOBAHMA NPOLECCaM MPUI0XKEHNS (MOXXET NOHaA0bMTCA 415 NOBbILEHNS CKOPOCTH
pPe3epBHOIr0 KOMMPOBAHWS U AOCTYMHOCTW CyX0).

* IckN04YeHHble paclunpeHns danios

* /ICKJII0YEHUSA CUCTEMbI HIPS

s OunbTp «AckawyeHne» aas 3anThl Ha ocHoBe obnaka

UcknioueHus pnsa oObiCTpooencTBus

NcknoveHnsa ons 6bICTpO)J,el7|CTBVIFI NO3BOJIAIOT UCKIOYNTL (Daitibl U NANKN U3 CKAHWPOBAHUA.

Mbl peKoMeHAyeM C034aBaTh UCKYEHUs A5 ObICTPOLEeNCTBMA TOSIbKO Npu abcontoTHON
HeobxoaMMOoCTH, YTOObl FrapaHTMPOBaTb, YTO BCE 0OBEKThI MPOCKAHWPOBaHbl Ha Han4Ke yrpos.
OfnHako, BCe e MoryT bbITb cUTyaummn, Korga Bam NoHagobunTcs CKNYnTb 06bEKT, Hanpumep,
LlaHHble 6a3bl faHHbIX 60/bLLION EMKOCTU, KOTOPbIE 3aMedNfI0T KOMMbIOTEP BO BPEMS CKaHMPOBAHWS,
nnn MO, KoTopoe co3paeT NPenaTCTBUA 418 CKaHMPOBaHMA.

®aisibl 1 MNanKyM MOXXHO NCK/IOYUTb N3 CKAHUPOBAHUS U MOMECTUTb B MepeYeHb UCKYeHMI, BbiIbpaB
PaclivpeHHble napaMeTpbl > Mogynb oOHapy>xeHus > Uckniouyenus > UcknoueHusa ans
ObicTpopencTeus > U3MeHUTD.

He cnepyet nytaTh 3TY PYHKLUNIO C 4PYTMMU BO3MOXHOCTAMU UCKJIIOYeHNA — VIckYyeHnsa 13
0bHapyxxeHus, Ncka4YyeHHble paclumpeHmns danaos, IcKnnyeHns cuctemsl HIPS nnm
NcknwYvyeHns a5 npoLLeccosB.

YT106bI NCKNYNTL 00BLEKT (NYTh: (halin AN Nanka) U3 CKaHNpoBaHMWs, WenkHuTe Jo6aBuTb 1
BBEAMTE COOTBETCTBYIOLLNA NyTb UV BbliAENNTE ero B APeBOBUAHON CTPYKTYpe.
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NTERNET SECURITY o x

WMcknrouenus ans BeicTpoaeiictema

Wernrounte nyte Kommentapni

Job6aeute | VMamenute = Yaanute Wmnopt | Skcnopt

Yrpo3sa B ¢haiinie He byaeT obHapy)KeHa MoaynemM 3awuTbl (paNOBOW CUCTEMbI B peasibHOM
BPEeMeHM 1M MOJly/leM CKAaHMPOBaHUA KOMMNbIOTepa, ec/in (haiial COOTBETCTBYET KPUTEPUAM
0151 UCKJIOYEHUS 3 CKAHUPOBAHMS.

DJZ1IeMEeHTbl ynpaBieHusx

¢ No6aBUTb: KOMaHAa, UCKOYalOLLAs 00 BEKTI U3 CKAHUMPOBAHNS,
* N3MeHUTb: N3MeHeHne BbigeeHHbIX 3anucen.

* YpanuTb: yaaneHume BbibpaHHbIX 3anmcen (4Tobbl BbibpaTh HECKOILKO 3aMnCeNn, WenkanTe
nX, yOep)XnBas Ha)xaTom Knasuwy CTRL).

HNobaBneHue nan U3sMeHeHme UCKJIDYEeHUHN
ANA ObICTPOAENUCTBUSA

[nanoroBoe OKHO UCKJIOYaET onpedenénHbln NyTb (hana unm KaTanor) 48 3Toro KoMnbloTepa.

BbibepuTe NyTb NAM BBEOAUTE BPYYHYIO
Y1066l BIOPAThL HYXHbIN NYyThb, BbibepuTe ... B nosie MyTb.
Mpun BBOAE BPYYHYIO CM. LONOJIHUTEIbHbIE NPUMepsl (hopMaTa UCKIIYEHNA HUXKE.
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(es[) INTERMET SECURITY

X

JobaButb uckitoueHne ?
MyTe a
KommerTapuii a

Ons ncknoYeHns rpynn ¢annoB MOXXHO NCMOJIb30BaTb CUMBOJIbI MOACTAHOBKU. BonpocuTenbHbIN

3HaK
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(?) obo3HavaeT 0AMH CMMBON, @ 3Be3404Ka (*) — CTpoKy U3 ntoboro KoAn4ecTsa CMMBOJIOB.

e YT06bI MCKOYNTL BCE (Paitsibl 1 BNOXKEHHbIE NAMNKW B ONPeaesIeHHON Nanke, YKaXxnte nyTb K
nanke n ncrnonb3ynte mMacky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuimpeHneM DOC, NCNOJSb3ynTe Macky *.doc

e ECin Ma ncnonHaemoro anna CoaepXuT onpeneneHHoe Yncao CUMBOOB (M CUMBOJIbI
MOryT MEHATbCS), MPUYEM M3BECTHA TOJILKO NnepBas bykBa nMeHU (Hanpumep, D), NCMOb3YyNTe
cnegywowmin opmar:

D????.exe (3HaKM BONPOCA 3aMEHAOT OTCYTCTBYOLLMNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb A0JKEH 3aKaH4YMBaTbCA obpaTHOM Kocon YepTon ((\)) 1 3Be3go4kon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXNMoe KOTopoe (halbl N BAOXKEHHbIE NanKu)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBepneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAy i CKaHUMPOBaHMA Tools
MOXXEeT Takxe bbiTb UMeHeM (aina.

* C:\Tools\*.dat: 3TO NpUMEHAETCA AN19 UCKOYEHUS (halnsioB .dat B Nanke Tools.

* C:\Tools\sg.dat: NPUMEHSAETCHA AN UCKIIOYEHNA OTAESIbHOr0 (hanna, pasMeLleHHOro B TOHHOM
nyTu.



Ona onpeneneHnsa NCKIOYEHNA N3 CKaHWPOBAHUS MOXXHO MCMOb30BaTb CUCTEMHbIE
nepeMeHHble, Hanpumep %PROGRAMFILES%.

* YT106bl NCKNOUYUTL NanKy «Program Files» C MOMOLLbIO TaKOW CUCTEMHOW NMEPEMEHHOWN, YKaXNTe
B MCKJIIOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 006aBUTbL 0OpaTHYIO KOCYIO HYEPTY U
3BE3[04KY B KOHLE MYyTK).

* YT106bI NCKNIOUYUTL BCE halisibl U NaNKU B NogkaTanore %PROGRAMFILES%, yKaXKnTe NyTb
%PROGRAMFILES%\Excluded Directory\*

N Pa3BepHYTb CMNCOK NOAAEPXKNBAEMbBIX CUCTEMHbIX MEPEMEHHbIX

dopmMaT UCKOYEHUSA NYTN NOAAEPKMBAET Cneayolmne nepemMeHHsble:
e %ALLUSERSPROFILE%

e %COMMONPROGRAMFILES%

® %COMMONPROGRAMEFILES(X86)%

e %COMSPEC%

e %PROGRAMFILES%

® %PROGRAMEFILES(X86)%

e %SystemDrive%

e %SystemRoot%

e %WINDIR%

e %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) W
nepeMeHHble cpelbl (HanpuMep, %PATH%) He NOALEPKMNBAKOTCS.

MporpamMmma MHOr i@ MOXXET NMPaBUSIbHO NCKJII0YaTb M3 06paboTKM NyTW C MOACTAHOBOYHbIMU
3HaKaMu B cepeanHe (Hanpumep, C:\Tools\*\Datal\file.dat), HO O(ULMANBHO 3Ta BO3MOXXHOCTb HE
noAdep>XMBaeTCs.

Mpy MCMOJSIb30BAHNN UCKIIYEHUI U3 0BHAPYXEHUS OrPaHUYEHNS HA UCMOJIb30BaHME
CrneunanbHbIX CUMBOJIOB B CEpefiviHe NyTH HE NMPUMEHSATCS.

» HacTpolika ypoBHS NpuopuTeTa As UCKIOYEHWUIA C MOMOLLbIO KHOMOK «B Havyano» n «B
KOHeL» (Kak B pa3mene [pasusa aepsosia, rae Npasuia nocsieoBaTeslbHO BbINMOAHATCA
CBEPXY BHW3) HEe NpefyCcMOTpeHa.

« Korga Moay/ib CKaHWPOBaHUS 0BHapyXMBAET COBMNaeHME C NEePBbIM NPUMEHVMbIM
NpaBuW/IOM, BTOPOE NPUMEHMOE NPaBUIIO He NPOBEPSETCS.

* YeM MeHblLe NpaBusl, TeM BbICTpee NPOUCXOANT CKaHMPOBaHNE.

« He cnefyeT co3faBaTh COBNajatoLlne npasuia.

¢OpMaT UCKJTIOYEeHUA NYTH

08 CKNoYeHna rpynn annos MOXXHO UCMONb30BaTb CUMBOJIbI MOACTAHOBKN. BonpocuTensHbIn
3HaK (?) 0603HavYaeT 0AUH CMMBOJ, a 3Be3[04Ka (*) — CTPOKy M3 ntoboro KoamyecTsa CUMBOJIOB.



e YT00ObI NCKNIOYNTL BCE (halsibl N BNIOXKEHHbIE MaNKK B ONpeaeneHHon Nanke, yKaxuTe nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuinmpeHneM DOC, NCNoJSb3ynTe Macky *.doc

e ECnv Ma ncnonHaemoro danna CoaepXXnT onpeneneHHoe Yncao CUMBOOB (M CUMBObI
MOryT MEHATbLCS), MPMYEM M3BECTHA TOJILKO NepBas bykBa NMeHU (Hanpumep, D), ICMOAb3YyNTe
cnepyowmi hopmar:

D????.exe (3HaKM BONPOCa 3aMEHAOT OTCYTCTBYOLLNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4MBaTbCS 0bpaTHOM Kocon vyepTon ((\)) n 3Be3moykon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXMNMoe KOTopoe (halnbl 1 BAOXKEHHbIE Nanku)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBeneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAYJ i CKaHUPOBaHMA Tools
MOXXET Takxe bbiTb UMeHeM (ainna.

* C:\Tools\*.dat: 3TO NpUMeHAeTCa ANA UCKAOYeHNS halnnoB .dat B nanke Tools.

* C:\Tools\sg.dat: N(PUMEHSAETCSA AN UCKIIOYEHNA OTAEJIbHOr0 (hanna, pasMeLleHHOro B TO4HOM
nyTu.

Ons onpepeneHns NCKM0YEHNN N3 CKaHUPOBAHNA MOXKHO MCMOJIb30BaTb CUCTEMHbIE
nepemMeHHble, HanpuMmep %PROGRAMFILES%.

* YT106bl NCKNOUYUTB NanKy «Program Files» C MOMOLLbI TaKOW CUCTEMHOW MEPEMEHHON, yKaXuTe
B MCKOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 06aBUTbL 0B6paTHYIO KOCYIO HYEPTY U
3BE3404KY B KOHLLE MyTH).

* YT06bI NCKNOYNTL BCE haiibl M Nanky B NogKaTanore %PROGRAMFILES%, yKaXXNTe NyTb
%PROGRAMFILES%\Excluded Directory\*

V Pa3BepHYTb CNMCOK MOAOEPXKNBAEMbIX CUCTEMHBIX MEPEMEHHbIX

®dopMaT UCKJIYeHNsA NyTW NOALEPXKMBAET Cnelylolne nepeMeHHble:
* %ALLUSERSPROFILE?%

* %COMMONPROGRAMFILES%

* %COMMONPROGRAMEFILES(X86)%

* %COMSPEC%

* %PROGRAMFILES%

* %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

e %WINDIR%

* %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) v
nepeMeHHble cpelbl (Hanpumep, %$PATH%) He NOALEPXMBAIOTCA.

UckniouyeHusa U3 obHapy>xeHus

NcknioveHns n3 obHapyXeHUs MNo3BOJNIAIT UCK/IOYUTL 06EKThI U3 CMMCKa 0OHAPYXEHUs NyTem
UNbTPALMM UMEHN 0OHaPYXXeHUs, MyTK 06bEeKTa UK ero xeLla.
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Kak paboTaeT ncknoyeHmne obHapyxxeHus
VckntoyeHns ns obHapyxeHns He UCKN0YatoT alibl 1 Manku n3 CKaHMPOBAHNSA, Kak AenaioT
Vcknovenns ang beicTponencTems. McknoveHnsa obHapyXeHna NCKYaloT 06bEKTbI TONBKO
npw ux obHapy>xeHun Mmoaysnem obHapyXeHNs 1 eCin B CMIUCKE NCKIOYEHWUIA MPUCYTCTBYET

v/ COOTBeTCTBYylOLLEE NPABUIIO.
Hanpumep (cM. nepBbI pag Ha n30bpa)keHun Hxe), Korga obbekT onpefenseTcs Kak
Win32/Adware.Optmedia 1 06Hapy>XeHHbI hainn — C:\Recovery\file.exe. BO BTOPOI CTPOKe,
KaXXAbl (hali, B KOTOPOM eCTb NOAXOAALLMMA Xel SHA-1, Bcerfa byaeT NCKYeH, HECMOTPA Ha
nMsa 0bHapyXeHus.

NTERMET SECURITY o X

Ncknrouenuns nz obHapykeHus

Kpurepun obrextos Hcknrounts obnapyxenne Kommentapmia
C\Recoveny\*.” Win32/Advare.Optmedia
678C1422DEB67141B947EATODESAZDET14AFAEST fMoboe obHapyxeHue SuperApi.exe
fAobaeute  MameHuTe  Ypanute Mmnopt  3kcnopt

YT106bI yOEanTHLCS, 4TO BCE Yrpo3bl 06HapPYXEHbI, Mbl PEKOMEHAYEM CO34aBaTb UCKOYEHNS U3
obHapy>xeHunsa TONbKO Toraa, Koraa 31o abconoTHO Heobxoaumo.

Y1066 LOBaBMTL haisibl U Nanky B CIMCOK UCKNOYEHUNI, BbibepuTe PacluvpeHHble napameTpbl >
Moaynb obHapyxeHus > UcknioueHus > UcknioyeHus u3 obHapy>xeHus > U3SMeHUTb.

He cnepyeT nyTaTh 3Ty (OYHKLUMIO C APYTrMMU BO3MOXXHOCTAMU UCKIHOYEHNA — VICKJIYeH s
Onga bbicTpoaencTeuns, cknoyYeHHble paclumpermns dannos, UCKaYeHns cuctembl HIPS nau
NckaoYeHns as1s npoLeccos.

YT106bI NCKNHYNTE 00BLEKT (M0 Ha3BaHWI 0bHaAPYKEHUS UK Xelly) U3 Moayns 0BHapYXXeHus,
HaXKMUTe KHornky JLo6aBUTb.

Ins noTeHUMaNbHO HeXXenaTelbHbIX U NOTEHLMaIbHO ONaCHbIX MPUI0XKEHN TaKXe MOXXHO CO34aTb
NCKJTIOYEHMNE MO UMEHW 0BHapyXeHUS.

* B okHe npepynpexnaeHus, kotTopoe coobaeT 06 obHapyxeHun (LwenkHnTe MokKasaTtb
pacwmpeHHblie napameTpbl 1 BbibeprTe UCKNIOYUTL U3 0OHapy>XeHus).

* 13 KOHTEKCTHOrO MeHio «daltibl XXypHana» C MOMOLLbi0 MacTepa co3aaHuns UCKII0YEeHNSs 13
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obHapyxxeHus.

* LllenkHyB UHCTPYMeHTbI > KapaHTUH, Noc/ie Yero WenkHyB NpaBoil KHOMKOW MblLLN
HaXoAALLIMINCA Ha KapaHTWHe (haiin 1 BbIbpaB B KOHTEKCTHOM MeHI0 KOMaHy BOCCTaHOBUTL M
MCKJIOYUTbL U3 CKAaHUPOBAHMA.

Kputepum o00beKToB UCK/IIOHYEHUA U3 ODHapyXXeHus

* MyTb. OrpaHnyeHne UCkYeHns N3 obHapyxeHusa oas onpegeneHHoro nytu (nnu nwboro
LpYyroro nyTu).

* Umsa oOHapy>XeHus: ecm psagom C UCKI0YaeMbIM haliioM YKa3zaHo nMs obHapyxeHus,
ans1 MCKDYAeTCa TObKO AJ18 3TOro obHapy>KeHUs, a He MONHOCTLI0. Ecnm 3ToT hann
BMOCNEACTBUN OKaXXETCA 3aparKeHHbIM APYrov BpeaoHOCHOW NporpamMmmon, oH byaeT
obHapyXxeH.

« Xew: chaitn UCKOYAETCA Ha OCHOBAHMMN YKa3aHHOI0 Xella SHA-1 He3aBUCKMMO OT TWNa,
PACMOIOXKEHUS, UMEHN UM PaCLUNPEHMS.

NobaBneHne nau U3sMeHeHue UCKJIIOYEeHUH u3
oOHapy>xeHus

NcKniouuTb OOHapyXeHue

CnepyeT yKa3saTb AeNCTBUTENbHOE UMA Ans obHapyxeHus ESET. YTobbl onpeaennTs umMs
obHapyXxeHus, nepengnte B pasgen Gansl xxypHana n BbibepuTe anemeHT OOHapy>XeHus B
packpbiBaoLWwemMcs MeHto «Daisibl XXypHasia». 9TOT napameTp noneseH npu obHapyxeHun obpasLia
NOXXHOro cpabaTbiBaHMs B ESET Internet Security. 106aBnATb B UCKNIOYEHUSA peasibHble 3apaKeHuns
KpanHe onacHo. PeKoMeHAyeM UCKJII0YaTh TOIbKO 3aTPOHYThle haiibl UW KaTanoru, WeskHyB
3N1eMEHT ... B None Macka nyTtu, nmbo genaTb 3TO TOJIbKO Ha OrPaHUYEHHbIN NEPUOL BPEMEHMN.
NcknioveHns TakKe NPUMEHSIOTCA K NOTEHLMNAIbHO HexXenaTe lbHbIM, MOTEeHLMa bHO ONacHbIM 1
NOL03PUTENIbHBIM NMPUIOXKEHUSM.

CM. TakxKe DopMaT UCKIYEHUS MY TU.

NTERMET SECURITY X
MzmeHWTb UckAoYEeHWE ‘?
MyTe C\Recovery\** i
Kew (3]
Wima oBHapyxeHua Win32/Advare.Optmedia (1]
KormenTapuii a

CM. Takxe [pumMep NCKNYeHNs 13 06HapY)XEHNS, KOTOPbINA NMPUBELEH HIKE.
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NckniouuTb xXeLl

®aln NCKYAETCS HAa OCHOBAHUM YKa3aHHOI 0 Xella SHA-1 HE3aBMCUMO OT TWMa, PacroNoXeHUs,
VMEHN U pacLUUpEeHNs.

NTERNET SECURITY *

MameHWTb MckNoYeHne

MyTe ... @
Kew 678C1422DEBRT141B94TEATO0E | €)
e cBHapyxeHna a
KommerTapuii Superhpi.exe (1]

YT106bI NCKIOYNTL onpepesieHHoe 06Hapy>KeH|/|e no MMeHn, BBEAWNTE MNMpaBuJibHOE NMA
obHapyxeHus:

Win32/Adware.Optmedia

Takxe Ona NCKJIlo4eHun4 O6H8py>KeHVIFI C NOMOLLbIO OKHa npeaynpexaeHnsa ESET Internet Security
MOXHO BOCMOJIb30BaTbCA NPUBEAEHHbLIM Aanee hopMaToM:
@NAME=Win32/Adware.Optmedia@TYPE=ApplicUnwnt
@NAME=Win32/TrojanDownloader.Delf.QQI@TYPE=Trojan

@NAME=Win32/Bagle.D@TYPE=worm

DJZ1IeMEeHTbl ynpasJjieHus

* ﬂ,06aBuTb: KOMaHAa, UCKoYatoLwas 06 beKThbl U3 CKaHMpOBaHUA.
* A3MeHUTb: N3MEeHEeHMe BblAeNEHHbIX 3anncen.

* Ypanutb: yaaneHue BbibpaHHbIX 3anucen (4Tobbl BbiIbpaTh HECKONBKO 3anncen, WwenkanTe
nX, yOoep)XnBas HaxaTomn Knasuwy CTRL).

Co3paHue UCKJIIDYeHUA U3 obHapyXXeHus
MacTepa

NckntoveHne n3 obHapyXeHUs Tak)Ke MOXHO CO3[laTb 13 KOHTEKCTHOrO MeHto Daiisibl XKypHasa
(HemocTynHo Ans obHapy>XeHNs BPeAOHOCHbIX NPOrpaMm):

1. B r/71aBHOM OKHe MporpaMmsl LWenkHUTe UHCTpYMeHThI > ®aiibl XXypHana.

2. lLlenkHnTe NpaBo KHOMKOWM MbIWK 06HapyxeHne B pa3aene XKypHan oOHapy>XeHU#.

3. Boibepute Co3paTb UCKIOYEHUE.

140



YT06bl NCKOYUTL OJIHO AN HECKOJIbKO 06Hapy>KeH|/||7| Ha OCHOBE KPUTEPUU UCKITIOYEHUA,
WeSIKHUTE 31eMeHT U3MeHuUTDb Kputepuu:

* TouHble pannbl: UCKITIDYEHME KAXLO0ro aitia no xewly SHA-1.
* OBGHapy>XeHue: UCKYEHNEe KaXXaoro danna no uMeHn obHapyXeHus.

* MyTb + oOHapyXXeHue: NCKI0YEHNE KaXKA0ro (aiia No MMeHN 1 NyTu 0bHapyXXeHus,
BKJItOYas UMs panna (Hanpumep,
file.///C:/Users/user/AppData/lLocal/Temp/34e1824e/ggdsfdgfd.pdf.exe).

PekoMeHpyeMas onums BbI6VIpaeTCF| npeaBapnTesibHO B 3aBUCMMOCTU OT TWMa 06Hapy)KEHVIFI.

KpoMme Toro, nepep HaxaTMeM Ha 3/1ieMeHT Co3aaTbh UCKJIIOYEHMue Bbl MoXXeTe f00aBUTb
KOMMEHTapuH.

Moaynb oOHapy)>XeHUs pacLUMpPeHHbIX
napaMeTpoB

BknouuTb pacluMpeHHoe CKaHUpOBaHUe € NOMOLLbIO AMSI — 3TO CpeCTBO Microsoft Antimalware
Scan Interface, KOTOpPOE JaeT BO3MOXXHOCTb CKaHUPOBaThb CLeHapumn PowerShell, cLueHapun,
BbiNosiHAeMble cepBepoM Windows Script Host, @ Tak>Xe flaHHble, KOTOPble CKaHUPYKOTCA C MOMOLLbIO
nakeTa SDK AMSI.

CkaHep ceTeBOro tpacpuka

CkaHep ceTeBoro Tpaguka obecneymBaeT AN NPOTOKOJIOB NPUSIOXKEHU 3aUTY OT BPEAOHOCHbIX
nporpamm, Kotopas o6beanHAeT MHOXECTBO NepeoBblX METOL0B CKAHMPOBAHUSA Ha Hann4yune
BPeLOHOCHbIX nporpaMmM. CKaHep CeTeBOro Tpadrka aBTOMaTUYECKN CKaHUPYEeT NPOTOKOJIbl HTTP(S),
POP3(S) 1 IMAP(S) HE3aBMCMMO OT MCMOJIb3YEMOr0 MHTEPHET-6pay3epa nan NOYTOBOro KAneHTa. Bbl
MOXXKETe BK/II0YNTb N OTKJIYNTL CKaHep CeTeBoro Tpaduka B pa3saesie PaclunpeHHsie napamMeTpsbl >
Moaynb obHapyxeHus > CKaHep ceTeBoro Tpadguka.

Bkno4yuTb CKaHep ceTeBOro Tpadumka: ecnm 3Ty onumio OTKAYUTb, NPOTOKObI HTTP(S), POP3(S) 1
IMAP(S) CKaHMpoBaTbCs He ByayT. ObpaTnuTe BHMUMaHUE, YTO NS CNeayowmnx yHKUMA ESET Internet
Security CKaHep CeTeBOro Tpauka f0/KeH ObITb BKIOYEH:

e 3allUMTa O0CTYMNa B VIHTepHeT

¢ POOANTENLCKUN KOHTPOJIb

¢ KoHdhmaeHUManbHOCTL U 6e3onacHOCTb bpay3epa

* 3awnTa baHKOBCKUX onepaunn u bpaysepa

* SSL/TLS

* 3alUNTa OT PULLINHIa

e 3allMTa NOYTOBOr0 KJMEHTa
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3awuMTta Ha ocHoBe obnaka

ESET LiveGrid®(0CHOBaHHas Ha NepeaoBoi CUCTeMe CBOEBPEMEHHOr0 06Hapy»XeHust ESET
ThreatSense.Net) UICNO/b3YeT JaHHbLIE OT NoJib30BaTeNel ESET CO BCEro Myupa 1 oTNpaBnsieT ux B
BUPYCHYIO NlabopaToputo ESET. CeTb ESET LiveGrid® No3B0oJIS€T NOy4aTb NOA03PUTE/bHbIE 006pa3Lbl 1
MeTalaHHbIe, MO3TOMY Mbl MOXKEM He3aMedITeNIbHO pearnpoBaTh Ha NOTPEOHOCTM Nob30BaTENEN
1 obecneynTb rOTOBHOCTb ESET K 06€3BpEeXBaHNI0 HOBEWLLMX Yrpo3.

JOCTYNHbI CnenyoLLne BapuaHThl:

BKNIOYUTbL CUCTEMY penyTauum ESET LiveGrid®

CucTtema penyTtaummn ESET LiveGrid® pa60TaeT Ha ocHOBe 061a4HbIX Benbix 1 HYepPHbIX CMNCKOB.

MpoBepuTe penyTaumnto 3anyLleHHbIX NPoLLeCcCOB U hansioB HEMOCPEACTBEHHO B MHTepdence
NporpaMMbl UN B KOHTEKCTHOM MeHI0, bnarofapsa 4emMy CTaHOBUTCA AOCTYMHA AOMNOJIHUTENbHASA
NH(OopMaLna N3 ESET LiveGrid®.

BKJIOYUTb CUCTeMy OOpaTHOM CBA3M ESET LiveGrid®

Cnctema obpaTHOW CBA3M ESET LiveGrid®, LONOMHSAOWAA CUCTEMY penyTauun ESET LiveGrid®, cobupaeT
MH(OPMaLMIO 0O KOMMNblOTEPE NOb30BaTeNs, KOTOpas CBA3aHa C HOBbIMU 0BHapyXeHHbIMMW yrpo3amMu.
3T0 MOXeT bbITb:

* Obpa3seu nam Konus ¢aina, B KOTOPOM BO3HUKIIA Yrpo3a

* [yTb K hanny

* ima panna

» [laTa n Bpems

* [pouecc, ¢ NOMOL b0 KOTOPOro Yrpo3a nosiBuiachk Ha KOMMbloTepe
* IHhopMauwms 06 onepaumoHHON CMCTEME KOMMblOTEpa

Mo yMon4aHUio Nporpamma ESET Internet Security OTMPaBASIET NOA03PUTENbHbIE (halisibl B BUPYCHYHO
nabopaTopuio ESET A9 TLWATENbHOIr0 aHann3a. Bcerga ncka4vaoTcs daibl ¢ onpeaeeHHbIMI
PACLUMPEHUSIMUN, TAKUMU KaK .doc 1 .x/s. TaK)XXe MOXKHO [00aBUTb Apyrue pacluipeHns, ecau
MONMTUKA BaLLEN OpraHM3aLmm npeanncbiBaeT UCKYEHNE U3 OTNPABKMU.

|_|0£|,p06HbIe cBefeHuns ob OTNpaBKe COOTBETCTBYIOLWNX AaHHbIX NpuBeAeHbl B [10MTUKE
KOHUOEHLMANBLHOCTH.

He BkNAo4YaTh ESET LiveGrid®

®OYHKLUMOHANBLHOCTb NPOrpaMMHOro obecneyeHns Npyu 3TOM He TEPSIETCS, HO B HEKOTOPbIX CyYasx
ESET Internet Security MOXXET BbICTpee pearnpoBaTb Ha HOBbIE Yrpo3bl, KOraa cuctema ESET LiveGrid®
BKJItOYEHA. ECnm cucTema ESET LiveGrid® ncrnosib3oBasnach paHee, HO Oblna OTKOYEHa, MOryT
0CTaBaTbCA HEKOTOPLIE MaKeThl AaHHbLIX, MPEAHAa3HAY€HHbIE OJIA OTMPaBKN. 3TN NaKeThl 6y)1yT
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OTnpaBfieHbl B ESET Aa)ke Nocsie BbIK/OYeHNA CMcTeMbl. Mocnie 0TNpaBKK BCEN TeKYLLe
MHOPMaLMM HOBble MakKeThbl CO3AaBaThCs He byayT.

JononHuTeNnbHY HpopMaLnio o ESET LiveGrid® CM. B [710CCapuu.
CM. HaWwm ntOCTPUPOBaHHbIE UHCTPYKLM HA @HIJIMACKOM U el e HECKOJIbKUX A3blkax no
BKJIIOYEHWIO N OTKJIHOYEHMIO ESET LiveGrid® B ESET Internet Security.

HacTpoika 06n1a4HOM 3aLUThl B OKHE pacCLUMPEHHbIX
napamMeTposB

YT106bI NONYYNTHL [OCTYN K HACTPOMKaM ESET LiveGrid®, OTKpONTE pa3fen PaclunpeHHbie napamMeTpbl >
Moaynb obHapy>xeHus > ObnayHasa 3awmra.

* BKNIO4YMTb CUCTEMY penyTauum ESET LiveGrid® (pekoMeHpayeTca). Cuctema penyTauum ESET
LiveGrid® yBennynBaeT 3hheKTUBHOCTb PELLEHUI ESET 419 3alnTbl OT BPEAOHOCHbIX MPOrpamm,
TaK Kak 6narogaps en CKaHupyemble (aisibl CONOCTaBAATCSA C d1eMeHTaMm «benoro» un
«YEepHOro» CNnMcKkos B obnake.

* BKnioyeHue cpepcTea ESET LiveGrid® CUCTE@Mbl OT3bIBOB — OTMNPAB/IfET COOTBETCTBYIOLMNE
NaHHble 06pa3LoB (onucaHHbIe B pa3aene OTnpaBKa 06pa3LoB) BMecTe C 0TYeTaMu 0 c6osx u
CTAaTUCTUYECKUMUN [aHHbIMK B UCCNeA0BATENbCKYIO abopaToputo ESET AN AasbHENLLEero
aHanm3a.

* OTnpaBnATb 0OTYEeTbl 00 aBapMUHOM 3aBepLUEeHUM U AaHHbIe AUArHOCTUKM: OTMNpPaBKa
OTHOCALLMXCA K ESET LiveGrid® AMAarHOCTUYECKUX OaHHbIX, TaKNX Kak 0T4YeTbl 06 aBapuiHbIX
3aBepLUEHMAX U AaMnbl NaMATU Moaynen. PEKOMEHAYEM He BbIKO4YaTb 3TOT NapaMeTp, Y4Tobbl
NMOMOYb ESET BbISIBNATL NpobAeMbl, COBEPLUEHCTBOBATbL MPOAYKTbI U YAYyHlaTh 3aLNTY KOHEYHbIX
nosib30BaTesNen.

« OTNpaBUTb AaHOHUMHYIO CTAaTUCTUYECKYIO MH(POPMALMIO — C MOMOLLbLIO 3TOr0 NapaMeTpa
MO>XHO pa3peLunTb NPOAYKTY ESET cobupaTh MHGOpMaLuto 0 HelaBHO 06HapYXEHHbIX Yrpo3ax:
MM$ Yyrpo3bl, aTa U BpeMs obHapy>XeHus, cnocob obHapyXeHUs, CBSi3aHHbIE MeTaAaHHbIE,
BEPCUSA 1 KOH(UIypaums npodykTa (BKJloYas MHGOPMaLMIo 0 cucteme).

* KOHTaKTHbIK appec 3/1eKTPOHHOM No4Thl (HeobA3aTenbHO) — BMECTe C
No403pUTENbHbIMK (haklaMn MOXKHO OTNPaBUTb KOHTAKTHbIA aapec 31eKTPOHHON NOYTbI, YTOObI
cneumanncTbl ESET Moram obpaTuTbCA K BaM, eCiv AN aHanu3a notpebyeTca 4ONOSAHUTENbHANA
NHopMauuns. mente B BMAY, YTO KOMMaHWA ESET He OTNpaBAsSeT OTBETbI N0Jib30BaTENAM 6e3
HeobxogumocTu.

OTnpaBka oOpa3uoB

OTﬂpaBKa 06pa3u,03 BPY4YHYIKO — BKJIIO4HEHWNE ONUKNKN OTMPaBKK o6pa3uos B ESET BpYy4HYtO 13
KOHTEKCTHOIro MeHto, KapaHTrHa Uan pa3gena CeQBVIC.

ABTOMaTM4YecKas oTNpaBKa oOHapy>XeHHbIX 06pa3uoB

YKaxunTe, Kakme obpa3subl 6yyT 0TNpaBnsTbCA B ESET 415t aHasIM3a 1 COBEPLUEHCTBOBAHUS
MEXaHN3MOB 0BHapy)XeHUs (MakCMManbHbIA pa3mep obpa3la No yMoa4YaHUto coctaBnseTt 64 Mb).
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ﬂ,OCTyI’IHbI cnepyrowine BapnaHThl:

* Bce obHapy>xeHHble 0Opa3ubl: Bce 00LeKTh, 0OHapYXKEeHHble MoayneM obHapy)xeHus (B
TOM YKCJie NOTEHUNAJIbHO HEXXEeNaTeNbHbIe NMPUI0XKEHMNS, €CIN B HACTPOMKaxX Moay s
CKAHWPOBAHWNSA BKJIIOYEH COOTBETCTBYIOLNA NapaMeTp).

* Bce oOpa3ubl, KpOMe AOKYMEHTOB: BCe 0OHapy)XeHHbIe 06BbEKTbI, KPOME AOKYMEHTOB (CM.
HUXe).

* He otnpaBnaTh: 06Hapy>KeHHble 06bekTbl He ByayT OTNPaBAATLCA B KOMMAHMIO ESET.
ABTOMaTM4YeECKas OTNpaBKa NoAo3puTesbHbIX 06pa3suoB

371 obpasubl Takxe byayT oTNpaBAATbLCA B ESET, eCnn moaynb obHapyxeHnsa nx He obHapyxusaeT.
Hanpumep, 0bpa3ubl, KOTOpble NOYTK M3bexann obHapy>XeHus, Npu3HaHbl NOA03PUTENBHBIMA OOHUM
N3 MoLyJIen 3allunTbl ESET Internet Security MM AEMOHCTPUPYIOT HEOAHO3HAYHOE NOBeAEHNE
(MakcumanbHbI pa3mep obpasua no ymon4yaHuo coctasnseTt 64 Mb).

* UcnonHaemble palnbl: BKIOYAET UCMONHAEMbIE (hallfibl, TaKME KakK .exe, .dll, .sys.

* ApXMBBbI: BKJII0YaeT Takme TUnbl hanios, Kak .zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cab.
* CueHapuMuK: BKJIIOYaeT Takme Tunbl hannoB CLEHAPUEB, Kak .bat, .cmd, .hta, .js, .vbs, .ps1.

* [lpyroe: BKJOYaeT Takue TUMbl hanios, Kak .jar, .reg, .msi, .sfw, .Ink.

* BO3MOXXHbBIX cnaM: 3Ta (hYHKLMS NO3BOJISET OTNPaB/IATb MOTEHUMAbHbLIA CNaM (LLeJIMKOM
AW YaCTUYHO) M BJIOXKEHUS B ESET ANs aHanm3a. Bkoyme ee, Bbl MOMOXeTe TOYHee
obHapyxunBaTb cnam — ansa cebs n ons scero mmpa.

* OKyMEeHTbI: BK/IIOYAET AOKYMEHTbI Microsoft Office U PDF C aKTUBHbIM COAEPXUMbIM 1 6e3
Hero.

V Pa3BepHUTE, 4TOObI OTKPLITh CMUCOK BCEX BKAKYAEMbIX TUMOB (halnJIoB JOKYMEHTOB

ACCDB, ACCDT, DOC, DOC_OLD, DOC_XML, DOCM, DOCX, DWFX, EPS, IWORK_NUMBERS, IWORK_PAGES,
MDB, MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED,
ONE, ONEPKG, PDF, PPT, PPT_XML, PPTM, PPTX, PS, PSD, RTF, SYLK, THMX, VSD, VSD_XML, WPC, WPS, XLS,
XLS_XML, XLSB, XLSM, XLSX, XPS

UcknioyeHus

PuabTP NCKIKYEHNI NO3BOSIAET UCKIYMUTb U3 OTAPaBKN onpeaesieHHble haisibl K nanku
(Hanpmmep, MOXeT NOHaA0bUTLCA NCKYNTL (halsibl, KOTOPbIE MOTYT COAEepXaTb
KOH(MAEHLNANbHYO NHGOPMaLMIO, TaKyo Kak LOKYMEHTbI U 3IEKTPOHHbIE Tabauubl).
MepeyncneHHble B 3TOM CNNUCKe hansibl HUKOrga He ByayT nepefaBaTbCs B ESET Ha aHann3, gaxe
€C/IN OHW codepKaT NoA03pUTENbHbLIN Ko4. Painbl Hanbonee pacnpPoCTPaHEHHbIX TUMOB (.doc K T. M.)
NCKI0YATCA MO YMOAYaHMI0. Tpn XXenaHU MOXKHO LOMNOMHATL CANCOK NCKIOYEHHbIX (haios.

YT106bl NCKNIOYMTL (halsbl, 3arpyXeHHble ¢ agpeca download.domain. com, OTKPONTE pa3aen
PaclumpeHHble napameTpbl > Mopynb oOHapy>XeHusa > ObnavyHas 3awuTta > OTnpaBkKa
0bpas3uoB 1 Ha)XxMnTe KHOMKY U3MeHuTb psagom ¢ nyHkToM UcknioyeHus. [lobasbTe
nckaovyeHue .download.domain. com.
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MakcumanbHbiK pasmep obpasuoB (MB): onpegenseT MakCMMasbHbIA pa3Mep aBTOMaTUYECKM
oTnpasnsiembix 0bpa3uos (1-64 MB).

dunbtp «ACcKnoyeHne» gnsa 3almnThbl Ha
OCHOBe oDslaka

OunbTp «MckntoyeHne» No3BONSAET NCKYNTL 13 OTNPaBKK 06pa3LI0B onpeaeneHHble anbl Uau
nanku. MNepeyncneHHsle B 3TOM CNnUcKe daibl HUKOrAa He ByayT nepefaBaTbCs B ESET Ha aHanums,
LlaXXe eC OHW CofepXXaT Noao3pUTENbHbIA Koa. Paitfibl pacnpoCTPaHEHHbIX TUMOB (DOC U T. 1.)
NCKJIIOYAOTCS MO YMONYaHMIO.

C NoMoLLIbI0 3TON YHKLUM MOXHO UCKOYNTL (Daitsibl, B KOTOPbIX MOXET MPUCYTCTBOBATb
KOH(UAEHUMANbHASA MHGOPMALIMS, HaNnpUMep AOKYMEHTbI U 3NEKTPOHHbIE Tabiunupbl.

YT06bl NCKNOYNTL (halsibl, 3arpy>XeHHble ¢ agpeca download.domain.com, WENKHNUTE
PacluvpeHHble napamMeTpsl > Mogynb obHapy>xeHus > ObnayHas 3awuTta > OTnpaBka
obpasuoB > UcknioveHusa n fobasbTe NCKYeHne *download.domain.com*.

Mpoueccbl CKAHUPOBAHUA BPEAOHOCHbBIX
nporpamMmm

B pa3nene PaclivpeHHble napameTpsl > Moaynb obHapy>xeHus > Mpoueccbl CKAHMPOBaHMUSA
BPeAOHOCHbIX NPOrpaMM MOXXHO HACTPOWTb NapaMeTpbl CKAHMPOBaHNA ANs Npodunen
CKaHUPOBaHW.

CkaHupoBaHue no TpeboBaHuIo

BbiOpaHHbIN NPOP UL - KOHKPETHLIA Habop NapaMeTpPoB, NCMOb3YEMbIX CKAHEPOM MO 3aMpocy.
YT106bI CO34aTb HOBLIN NPOPUNL, HaXXMUTE U3MEHUTDb BO3/e 3ieMeHTa CNUCoK npodunen.
JonosiHuTeNnbHble CBeleHns CM. B pa3sfene [1podniv CKaHUpoBaHNS.

Mocne Bbibopa NPOGNAS CKAHUPOBAHNS MOXKHO HAaCTPOMTb C/ieAyoLLMe Onuun:

O6beKkTbl CKAHMPOBAHMUA: 4TOObI MPOCKAHMPOBATb ONpPeAesieHHbIN 06BEKT UK rpynny 06 bLEKTOB,
wenkHnTe U3MeHuTb psaaom C napameTpoMm OOBbeKTbl CKAaHUPOBAHUA 1 BbibepuTe BapnaHT B
CTPYKTYpe nanok (aepesa). JoNoAHUTENbHbIE CBEAEHUS CM. B pa3fenie O0bekThl CKaHUPOBaHUS.

3awmTa no TpedoBaHUIO U HA OCHOBE MALLUMHHOIO ODYy4YeHMA: MOXXHO HAaCTPOUTb YPOBHM
OTYETHOCTM 1 3aLUUTbI 418 KaXKA0ro Npouns CKaHmpoBaHusa. Mo ymon4aHuio npoguam
CKaAHMPOBaHUA NCMOb3YIOT HACTPOWKMN, YKa3aHHble B pa3gene 3alunta ansioBo CMCTEMbI B
peasibHoM BpeMeHn. OTKAYUTE NepeknoydaTesb PALOM C 31eMeHTOM Mcnonb3oBaTbh HACTPOUKHM
3aWiMThl B peajibHOM BPeMeHM 419 HaCTPONKM N0JIb30BaTENIbCKMUX YPOBHEN OTHETHOCTU U
3aWwmThl. MoapobHble cBeaeHns 06 YPOBHSAX OTHYETHOCTU U 3alLMThl CM. B pasgesne 3aliuTa.

ThreatSense — pacLUMPEHHblE MapamMeTpbl, HaNpUMep paclumpeHns (anios, KOTOPbIE HY>XXHO
KOHTPOJIMPOBaTb, U UCMOJIb3yeMble MeTOLbl 0OHapyXeHus. s noayYeHnsa SONONHUTENbHbIX
CBeLleHMIN CM. pa3fen ThreatSense.
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NMpocdunm ckaHupoBaHus

B ESET Internet Security €CTb YeTbIpe NpeaBapuTeNbHO 3a4aHHbIX MPOMUAS CKAHUPOBAHNS:

* UHTenneKTyanbHoe CKAaHMPOBaHUE — 3TO NPOW/b PACLUIMPEHHOIO CKaHNPOBAHMWS MO
yMoJ4aHuo. Ons npohmns NHTENNEKTYalbHOr0 CKaHUPOBAHUS UCMO/Ib3YEeTCS TEXHONOr A
VHTENNEKTYaNbHOW ONTUMU3aLNW, UCKIIIOYaIOLWasn (haiiibl, KOTOPbIE BO BPpEMS NpeablayLLero
CKaHMpOBaHWA bblan onpefeneHbl Kak YACTbIe U C TOr0 BPEMEHMW HE U3MEHSAIUCH. DTO
obecrneymBaeT COKpaLLEHNE BPEMEHWN CKAHUPOBAHNS NPY MAHUMANbHOM BAUSIHAMN Ha
6e30MacHOCTb CUCTEMBI,

+ CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXKETE 3aMnyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHue no TpebosaHuto ans noboro daina. Mpoduns «CkaHMpoBaHUe Yepes
KOHTEKCTHOE MeHI0» MO3BOJIAET ONpeae/nTb KOHMUIypaLuio CKaHMPoBaHUs, KoTopas byaeT
CMOJIb30BaTLCA MPU 3aMyCKe CKaHMPOBAHWS TaKUM Crocobom.

* Tnybokoe ckaHupoBaHue — [ns npoduns riaybokoro CKaHMpPOBaHNA MHTENNEKTya lbHas
ONTMMM3ALNA MO YMOSYAHUIO HE UCMONb3YETCS, MO3TOMY NPW UCMOIb30BAHMMN 3TOr0 Npoduns
HVUKakKune paibl N3 CKAHUPOBAHUS HE UCK/OYAIOTCS.

* CKaHMpOBaHMe KoMnbloTepa — 3TOT NPOGW/b MO YMOIYAHUIO UCMOb3YETCS Npw
CTaHLAPTHOM CKaHWPOBaHUM KOMMbIOTEpa.

MpennoyTuTeNbHbIE NAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTb AJ19 UCMONb30BaHNA B
JasibHenLweM. PekomMeHOyeTCs co34aTb OTAE/bHbIA NPOGWSIb 419 KaXXA0r0 PerynspHo
MCMOJIb3yeMOro CKaHNPOBaHMS (C pa3nnyHbIMM 06 beKTaMmn, METOLaMMN CKaHMPOBaHMA U MPOYUMU
napameTpamu).

YT106bI CO34aTb NPOdUIL, OTKPONTE pa3fen PacluvpeHHble NapaMeTpsl > Moaynb oOHapyxeHus >
Mpoueccbl CKaHUPOBaAHUA BPEOOHOCHbIX NporpaMm > CKaHupoBaHue no TpeboBaHuio >
Cnucok npocdunein > U3MeHnTb. B 0OKHe ilucnetyep npodunen JOCTYNHO pacKpbiBaoLLeecs
MeH!0 BbiOpaHHbIM NPpOdUAb CO CMNCKOM CYLLECTBYIOLINX NPOGUIEn CKaHUPOBaHMA 1 onuuen gns
CO34aHus HOBOro. 115 co3gaHma nNpoduas CKaHMPOBAHUA B COOTBETCTBUN C KOHKPETHbLIMU
noTpebHOCTAMU CM. pa3fen ThreatSense, FAe OMNUCLIBAETCS KaXXAbli NapaMeTp, UCNOJIb3yeMbIA N5
HaCTPOMKN CKAHNUPOBAHUA.

Mpennonoxum, Bam TpebyeTcsa co3faTb COOCTBEHHbIN NPOMUIIb CKaHMPOBaHKA. XOT$
KOH(Urypauns CKaHupoBaTb KOMNbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATb NPOrpaMmbl-
YNaKOBLUMKNA UW MOTEHLMaJIbHO ONacHble MPUJI0XeHNUS He TpebyeTca n HyXKHO NPUMEHUTb
Bcerpa ucnpaensatb oOHapy>xeHue. Beegnte nmsa HOBOro npoduns B okHe [lucnetyep
npodcdunen n HaxmMuTe KHONKy JLobaBuTb. BribepnTe HOBLIN NPOGMAbL B paCKpPbIBAKOLLEMCS
MeHs BbiOpaHHbIN npoduab 1 HaCTpoVTe OCTasibHbIe MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, @ 3aTEM HaXXMUTE KHOMKY OK, 4TOObl COXPaHUTb HOBbIV MPOGUSIb.

Ob0BbeKkTbl CKAHUPOBAHMUSA

B pacKkpblBalOLLLEMCA MEHIO O6beKTbI CKaHUpoBaHUA MOXXHO BblﬁpaTb npeaBapunTesibHO
onpenesieHHbIe 06beKTHI CKaHWpOBaHUA.

* Mo napameTpaM npoduns: BbIOMPAOTCSH 06EKTI CKAHUPOBAHWS, YKa3aHHbIe B BbIOPAHHOM
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npocuae CKaHMpPoBaHMS.
* CMeHHble HOCUTeNU: BbIbUpatoTCa ANCKeTbl, USB-yCTPOMNCTBA XpaHEHWs, KOMMAKT- U DVD-
LBUCKMN.

* XKecTkue BUCKM: BbIONPAIOTCS BCE XKECTKNE AUCKU CUCTEMDI.
+ CeTeBble AUCKMU: BbIOVPAIOTCS BCE NOAKIIIOYEHHbIE CETEBbLIE ANCKM.
* Monb3oBaTeNbCKMI BbIOOP: 0OTMEHA BCeX NpeablayLLinX BbIOOPOB.
CTpyKTypa Nanok (AepeBo) TakXe COAEePXMUT onpefeseHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTUBHaA NaMATb: CKAHNPOBAHNE BCEX MPOLECCOB N AaHHbIX, KOTOPLIE B LaHHbIN
MOMEHT NCMNOJIb3YHTCA OI'IepaTVIBHOIh namMmATbIo.

* 3arpy3o4Hble CeKTopbI/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hann4yme
BPEAOHOCHbIX MporpamMM. lononHUTE bHbIE CBELEHNS O MOAYe CKaHWPOBaHWs UEFI

npuBeneHbl B r10CCapun.

* Baza paHHbIX WMI: CKaHnpoBaHMe Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WNIl), BCEX MPOCTPaAHCTB NUMEH, 3K3EMMNJIAPOB KJ/1aCCOB N BCEX cBoncTB. MoNCK CCbINIOK Ha
3apaXXeHHble opa|7|nb| nnn BpeagoHOCHbIe NMporpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHbBIA peecTp: CKaHNPOBaHME BCEr0 CUCTEMHOIr0 peecTpa, BCeX pa3fesoB U
noapa3aenos. MoMCK CCbINIOK Ha 3apa)keHHble dalsibl UM BPeAOHOCHbIE MPOrpaMMbl,
BHeApPEHHbIe B BMAE AaHHbIX. [1pn 04ncTKe 06Hapy>XeHMI CCblJIka OCTAeTCs B peecTpe BO
n3bexxaHne NOTepn Kaknx-1mbo BaXKHbIX AaHHbIX.

YT106b1 HBICTPO NEpenTH K 06BEKTY CKaHMpPOBaHMUA (anay nam nanke), BBeAUTe ero nyThb B
TEKCTOBOM Mo/1e NoA APEeBOBUAHOW CTPYKTYpPOW. yTb BBOAUTCSA C y4eTOM pernctpa. Yrobeol
BKJIIOYUTb 0OBEKT B CKaHWpOBaHWe, yCTaHOBUTE ero p1aXkok B ApeBOBUAHON CTPYKTYpe.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

Bbl MOXKeTE pa3pelnTb CKaHUPOBAHNE B COCTOSHMM NPOCTOS, BbIOpaB PacllivipeHHbIe NapaMeTpbl B
MeHio Moaynb o6HapyXXeHus, a 3aTeM Mpoueccbl CKAHMPOBAHUA BPeAOHOCHbIX MPOrpamm >
CKaHUpoBaHMe B COCTOSAHUU NPOCTOA.

CKaHMpOBaHMe B COCTOAHMM NpoOCTOA

Bko4nTe NnepeknoyaTesb PALOM C 3JIEMEHTOM BKAOYUTL CKaAaHUpPOBaHUE B COCTOSHUM NMPOCTOA,
4TObbI BK/IOUYUTD 3TY PYHKUMIO. KOrga KoMnbeloTep Haxo4AnTCA B COCTOAHMN NPOCTOA,
dBTOMaTUYECKWN BbIMNOJIHAETCA CKaHNPOBaHNE KOMIMbIOTEPaA Ha BCEX XECTKUX ANCKaX.

Mo yMOSIYaHMUIO CKAaHUPOBAHWE B COCTOAHMMW NPOCTOS He paboTaeT, ecnu KomnbloTep (HoyTOyK)
paboTaeT oT HaTapen. ITOT NapaMeTp MOXKHO U3MEHUTb, BKJIIOYUB NMOJI3YHOK PSLOM C 3/1IEMEHTOM
CkaHupoBaTb Aax<e B caiyvyae paboTbl KOMNbIOTEPA OT aKKYMYJISTOpa B pasgene
«PaclwimpeHHble MapamMeTpbl».

B mONONHWTENbHbIX HAaCTPOKax BbibepuTe NnapameTp BKAO4YMTbL BegeHue XXypHanoB, 4Tobbl
pe3ynbTaTbl CKAHMPOBAHMA KOMMbOTEPa PErMCTPUPOBANNCE B pa3aene Panbl )KypHasios (B
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r1aBHOM OKHe nporpaMmel nepenante B Cny>xebHble nporpaMMbl > ®aisibl XXYPHaANOB 1
BbibepnTe CKaHMpOBaHWe KOMNbIOTEPA B PACKPbIBAIOLWEMCS MeHIO XKypHan).

CKaHMPOBaHMe B COCTOAHMM NPOCTOA

MoNHbIN CNUCOK yCJ'IOBI/II7I 014 3alyCKa CKaHNPOoBaHUA B COCTOAHUN NPOCTOA CM. B pa3fene
CKaHMpOBaHME B COCTOAHUM NPOCTOS.

ThreatSense — paclUMPeEHHbIE MapaMeTpPbl, HANPUMepP paclUNpPeHna PainioB, KOTOPbIE HYXKHO
KOHTPOJINpPOBaTb, N NCMNOJIb3yeMble MeTOAbl 06Hapy>Keva. [lonosiHuTEeNbHbIE CBEIEHUS CM. B
pa3gene ThreatSense.

CKaHupoBaHUe B COCTOAHUM NPOCTOA

HacTpoKn CKaHNMPOBaHUS B COCTOSIHMM NMPOCTOS MOXHO U3MEHWUTb B MEHI0 PacllimpeHHble
napameTpsl > Moaynb o6HapyxeHus > Mpoueccbl CKaHNPOBaAHUA BPeAO0HOCHbIX MPOrpaMM >
CkaHupoBaHMe B COCTOSSHUMU NPOCTOA > CKaHMpPOBaHUE B COCTOAHMM MPOCTOA. DTN NapamMeTpbl
NO3BONSIOT YKa3aTb YC/I0BME 3anycka 0OHapy)XeHrs B COCTOAHMM NPOCTOS, Hanpumep:

¢ BbIK/1IOYEHHbIN 9KpPaH UK 3acCTaBKa
° 6ﬂOKMpOBKa KOMNblOTEpa,
* Bbixop nonb3oBaTtens

Wcnonb3yinTe hnaxkkn 4Ns KaXK4oro COCTOAHMS, YTOObI BKIIOYUTD UMW OTKJIIOYUTL Pa3finyHble
yCnoBus 0bHapy>XeHns B COCTOSIHUN NPOCTOS.

CKaHUpPOBaHUe Npu 3anycke

Mpw 3arpy3ke KoOMMNbloTepa U 06HOBNEHUN MOAY NS 0BHAPYXXEHNS aBTOMATUYECKMN MPOBEPSIIOTCA
haiinbl, NCNOMHAEMbIE MPU 3aMyCcKe CUCTEMbI. ITO CKAHMPOBAHWE 3aBUCUT OT KOHMUIYPaLLMM 1 3318y
MJaHUPOBLLVKA.

CkaHupoBaHMe hainaoB, UCNOJHAEMbIX MPK 3anyCKe CUCTEMbI, BXOAMT B 3a4a4y NAaHNPOBLLNKA
MpoBepka ¢pannos, UCNONHAEMbIX NPU 3aNyCKe CUCTEMbI. [1/15 NU3MEHEHUS ee HAacTPoeK
nepenanTe B pasaen UHcTpyMeHTbl > MNaHUMPOBLUMK, LLENKHATE 31eMeHT ABTOMaTU4YecKasn
npoBepka (pannoB Npu 3anycke CUCTEMbI, a 3aTeM — U3MeHuTb. Ha nocnenHem sTane
0T0BpPa3nNTCA OKHO ABTOMATUYECKas NPOBepPKa (hanJioB Mpu 3anycke cuctemsl. bonee nogpobHele
WHCTPYKLUW NO CO3LaHMUI0 3aay B MJIaHUPOBLLMKE U ypaBieHNUo UMK CM. B pa3gene Co3aaHue

HOBOW 3aa4u.

ThreatSense — pacCLUMPEHHbIE NAaPaMeTPbl, HANPUMEP PacLLUMpPeHnst PaniioB, KOTOPbIE HY)KHO
KOHTPOJZINPOBaTb, N NCMOJIb3yEMbIE METObI 06Hapy>KeH|/|s=|. ,D,OI'IOJ'IHVITEJ'IbeIe cBegeHunsa CMm. B
pa3pene ThreatSense.
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ABTOMaTHU4YecKan npoBepka pansos npu
3anycke CUCTEMbI

Mpun co3naHuny 3aniaHnpoBaHHoOM 3aga4n «lMpoBepka hanaos, NCMONHAEMbIX MPU 3anyCKe CUCTEMbI»
NpefocTaB/AETCS HECKOIbKO BapvaHTOB HAaCTPOMKM CieayoWmnx napamMeTpoB.

B packpbiBatoLieMcs MeHi0 OB beKTbl CKAHMPOBAHMUA YKa3biBaeTCA rnybrHa CKaHWpOBaHNA (halinos,
NCMOJHAEMbIX NMPW 3anycke cucTeMbl. CKaHMPOBaHME BbIMOJIHAETCS HAa OCHOBE CEKPETHOIO CJI0XKHOIO
anroputMa. ®ainbl ynopanoyeHsl o ybbiBaHNIO B COOTBETCTBUN CO CIEAYIOLLMMU KPUTEPUSMU.

* Bce 3apeructpupoBaHHble Tunbl (hannoB (Hanbosbllee KONYECTBO CKaHMPYEMbIX halnnoB)
* Pegko ucnonbsyembie pansibl

* O6bIYHO ucnonb3yembie hansbl

* YacTo ucnosnbsyembie panbl

* Tonbko Hanbonee yacto ucnonb3lyemsbie hannbl (HaVMeHbLLEE KOIMYECTBO CKaHUPYEMbIX
thannos)

Takxe CyLLecTBYOT Be 0cobble rpynmbl.

» ®annbl, KOTOpble 3aNyCKaloTCA Nnepea BXO40M NOJib30BaTeNA: COAEPXUT alnbl 13
TaKUX Narnok, KOTOpble MOXHO OTKPbLITb 6€3 BXo[a Nosib30BaTeNs B CUCTEMY (B TOM Yucne
60JIbLUMHCTBO 3JIEMEHTOB, NCMOJHAEMbIX MPW 3anyCcke CUCTEMbI: CNTY>Xbbl, 06beKTbI MOAY S
noanepXxku bpaysepa, yBegomaeHus Winlogon, 3afjaH1s B M1aHMPOBLLKKE Windows, NU3BECTHbIE
bubnmoTekn DLL U T. 4.).

* dainbl, 3anycKaloLwmecs nocsie BXoaa Nosib3oBaTeNs: COAEPXKMNT palibl U3 TaKMX Nanok,
KOTOPbIE MOXHO OTKPbITb TOJIbKO NMOC/IE BXOMa MOJIb30BaTENS B CUCTEMY (B TOM Yyucne daibl,
3alyCKaeMble noa KOHKPETHbIMW YYETHLIMIU 3aNNCAMN: 06bIYHO (palhﬂbl M3 Nanku
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnnckmn ¢ainos, KOTOpble HY>XHO MPOCKAHUPOBATb, ABAATCS (UKCUPOBAHHLIMW AN KaXK A0
BbILLENPUBEAEHHON Fpynnbl. ECn BbIBpaTh MeHbLUYO FyBUHY CKaHWpOoBaHUS Ans (aiinos,
NCMOJHAEMbIX NPW 3aMycke CMCTEMbI, aiiibl, KOTOPbIE He OblIM MPOCKAHMPOBaHbI, ByayT
CKAHUPOBATLCS MPU OTKPLITUUN UV UCTIOSIHEHWN,

anOpMTET CKaHUpPOBaHUA: YPOBEHb NMPUOPUTETHOCTHN, I/ICI'IOJ'Ib3yeMbIIZ ONa ornpeneneHns yCJ'IOBI/IVI
Ha4ajla CKaHUpOBaHNA.

* Mpu bespencTBuun: 3a8a4a 6yaeT BbINOMHATLCSA TONLKO Npn 6e34eNCTBUN CUCTEMBI.
* CaMblf HU3KMMU: MUHUMAIbHASA Harpy3ka Ha cCUcTemy.
* Bonee HU3KMM: HM3KaA Harpyska Ha cUCTeMmy.

» CpeAHMH: CpeliHAs Harpy3ka Ha cucTemy.
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CbeMHblIe HOCUTeNM

ESET Internet Security obecneynBaeT aBTOMaTU4YeCKOE CKaHNUPOBaHNE CbeMHbIX HOCUTENlen (KOMNaKT- 1
DVD-AMCKOB, USB-yCTPONCTB 1 T. M.) NPY UX NOAKYEHUN K KOMMbIOTEPY. 9TO MOXET ObITb yA06HO,
ec/ alMMHUCTPATOP KOMMbIOTEPa X04eT NPpefoTBpaTUTb NOAKJIYEHME N0J1b30BaTENAMU CbEMHbIX
HOCUTenen C HexxenaTesibHbIM COAEPKUMbIM.

Ecnn B pa3pene PaclumpenHsie napameTpsl > Moaynb obHapy>xeHus > Mpoueccbl CKAaHUPOBaHUA
BPEeAOHOCHbIX NporpaMm > CbeMHble HOCUTENHM BKJIIoYeH NapameTp MokasaTb napaMeTpbl
CKQHMPOBAaHMA, TO NPU MNOLKIIIOYEHNN CLEMHOMO HOCUTENS 0ToBpaXkaeTcs cnefylolee AMaNOroBoe
OKHO:

(es[l) INTERNET SECURITY

lMapamMeTpbl 3TOro ANAN0OroBOro OKHa:
* CKaHHpOBaTb cenyac: 3alyCK CKaHNpOBaHNA Cb€MHOIo HOCUTENA.
* He ckaHMpoBaTb: CbeMHbIE HOCUTENN CKaHMPOBATLCA He 6y,uyT.

» HacTpo#Ka: Bbi30B PaCLUVIPEHHbIX NapaMeTPbI.

* Bcerpa ucnosb3oBaTb BbiIOpaHHbIA BapMaHT: €C/IM YCTAHOBUTL 3TOT (hJ1aXKoK, BbibpaHHOe
gencTeme 6yneT BbiMOJHATLCA KaXXAblA pa3, KOrja BCTABNASETCH CbEMHbIA HOCUTEND.

Kpome TOro, B ESET Internet Security €CTb MOZYJIb KOHTPOAS YCTPONCTB, AalOLWNA BOSMOXKHOCTb
3a4aBaTb NpaBuW/a UCMOJIb30BaHUS BHELLIHMX YCTPOMNCTB Ha YKa3aHHOM KOMMbIOTEpPE.
JononHuTenbHble cBeAeHUs 06 3ToM Moflysie CM. B pa3fene KoHTPOJb YCTPOMCTB.

Y706bl N3MEHUTb HACTPOMKMN CKaHUPOBAHUS CbEMHbLIX HOCUTENEN, MoCeA0BaTeNbHO Bbibepute
3NeMeHTbI PaclimperHble napaMeTpsl > Mopynb 06HapyxeHus > Mpoueccbl CKAaHMPOBaHUA
BPEeAOHOCHBbIX NPpOorpaMM > CbeMHble HOCUTENM.

[encTeme, KoTopoe cnenyeTt NPeAnpPUHATbL NOCAE NOAKI/IOYEHUA CbeMHOro HocuTens: Boibop
LEeNCTBUSA MO YMOSTYaHNIO, KOTOPOE BbINMOJHAETCSA NPY NOAKJIYEHUN CbEMHOIO HOCUTENS (KOMMaKT-
INCKa, DVD-AnCKa, USB-yCTPONCTBA) K KOMMbIOTEPY. Bbibepnte oencTBme, KOTOPOE HY)KHO
BbIMNOJIHATb NPU NOAKMOYEHNN CHEMHOIO HOCUTENSA K KOMMbIOTEPY.

* He ckaHupoBaTb: feNcTBUS He ByayT BbIMONHATLCSA, OKHO OBDHapy>XKeHO HoBoe YCTPOMUCTBO
OTKPbIBaTbLCSA He byneT.
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* ABTOMaTu4yeckKoe CKaHUpoBaHue YCTpOﬁCTBZ BbIMOJIHAETCA CKaHNPOBaHMNE NOAK/IHOYEHHOI 0
K KOMMbOTEPY CbEMHOI0 HOCUTENA.

* MMokasaTb napaMeTpbl CKAHUPOBaHUA: Nepexon B pasnes, roe HaCtpanmBatoTCA LEencTBmS Co
CbeMHbLIMU HOCUTEJIAMMU.

3awuTa AOKYMEHTOB

OYHKLMA 3aLLMTbl LOKYMEHTOB CKaHUPYET LOKYMEHTbI Microsoft Office mepefs X OTKPLITUEM, @ TakXe
NnpoBeEpPAET Cp8|7|)'|bl, dBTOMATU4YECKWN 3arpy>Xaemsble 6pay3ep0M Internet Explorer, TaKune Kak 3JIeEMEHThI
Microsoft ActiveX. ®yHKLUSA 3aLLUNThl 4OKYMEHTOB 0becneynBaeT 6€30MacHOCTb B AOMOJ/IHEHME K
(OYyHKLMM 3aWwnThbl (halnsioBON CUCTEMbI B peasibHOM BpeMeHU. Ee MOXXHO OTK0UYNTb, 4TOObI
YNYyHWNTb NPON3BOANTENBbHOCTb CUCTEM, KOTOPbIE HE COAEPXKaT 60JibLLIOE KOIMYEeCTBO OOKYMEHTOB
Microsoft Office.

YT106bl aKTMBMPOBATL (PYHKLIMIO 3aLLMThl JOKYMEHTOB, OTKPOMNTE PacluvpeHHble napameTpsl () >
Moaynb o6Hapy>xeHus > NMpoueccbl CKAHUPOBaHUA BPeAO0HOCHbIX NPOrpamMM > 3aluTa
DOKYMEHTOB |1 LLEeJIKHUTE NON3YHOK PSLOM C 3/1IeMeHTOM BKAIOYUTDL 3aLLUTYy AOKYMEHTOB.

ThreatSense — paclUMpeHHbIE NapaMeTpbl, HaNpUMep paclwmnpeHnsa annoB, KOTOPbIE HYXKHO
KOHTPOJINPOBaTb, N NCMOJIb3yeMbIE METObI 06Hapy)KeHI/IF|. [lononHnTenbHble CBEAEHNSA CM. B
pa3pesne ThreatSense.

OTa PYHKUMA aKTUBUPYETCS MPUIOXKEHNAMIU, B KOTOPbIX UCNOb3yeTCsA Microsoft Antivirus API
(Hanpumep, Microsoft Office 2000 1 6onee NO3AHUX BEPCUIN UK Microsoft Internet Explorer 5.0 1
6onee no3gHMX BEPCUN).

Cuctema HIPS

N3mMeHeHMs B NapaMeTpbl CUCTEMbI HIPS AO/IKHBI BHOCUTb TOJIbKO OMbITHbIE NMOJIb30BATESN.
A\ HenpaBunibHas HacTPONKa 3TUX MAPaMETPOB MOXKET NPUBECTU K HeCTabunbHon paboTe
CUCTEMBI,

CucTeMa npenoTBpaLLeHUs BTOPXXEHUI Ha y3en (HIPS) 3alMiaeT 0T BPeLOHOCHbIX MPOorpamMMm u
APYroi HexxenaTeslbHON aKTUBHOCTUW, KOTOPbIE MbITATCSA OTpULLATENbHO MNOBANATL Ha 6e30MacHOCTb
KOMMbloTepa. B cucteme npeaoTBpaLLeHns BTOPXKEHWNIA Ha y3e1 UCNOJb3YEeTCs PAaCLUMPEHHBIV aHaNN3
NOBELEHNSA B COMETAHUN C BO3MOXKHOCTAMM CETEBOW nnbTpaummn no obHapyxeHuto, 6naropaps
4eMy OTC/IEXMBAKOTCA 3anyLeHHble NPOLECChl, haitfibl U pa3aensl peectpa. Cuctema
NpefoTBPaLLEHNS BTOPXKEHMWI Ha y3ea 0TANYAEeTCs OT 3alMThl (hallIoBON CUCTEMbI B pEXNUME
peanbHOro BPEMEHM 1 He ABNSeTCsA (palepBOIOM; OHA TONbKO OTC/EXMBAET NPOLIECCHI, 3anyLeHHble
B OMepaLMoHHON CUCTEME.

MapameTpbl CUCTEMbI HIPS MOXKHO HacTpOUTb B pasfesie PacluvpeHrHble napamMeTpsl > Moaynb
obHapy>xeHus > Cuctema HIPS > CucteMa HIPS. CocTosHMe HIPS (BKJIOYEHO/OTKJTOHEHO)
oTobparkaeTcs B r1aBHOM OKHe NporpamMmsbl ESET Internet Security, B pa3aene Hactpouka > 3awumta
KOMMNbloTEepa.
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Hacrpoiikm cucremm HIPS

Mo ymonuanmio m OTmenHa

Cucrema HIPS

BkIO4MTb cucTeMy HIPS. B ESET Internet Security cucTeMa HIPS BKJIlO4YEHA MO YMOYaHUIO.
OTKJII04eHMe cucTeMbl HIPS MprBefeT K OTKIIOYEHMIO ee (YHKLUNIA, BNOKMPOBLLVKa KCMIOATOB.

BKAOYUTL MOAYJb CaMO3alUTbl — B ESET Internet Security NCMONb3yeTCS BCTPOEHHAs B CUCTEMY
HIPS TEXHOMOT NS CAMO3aLLMUThI, KOTOPas He MNO3BONSET BPELOHOCHLIM NPOrpaMMaM NoBpeanTb NN
OTKJ/IO4MTb 3aLLMTY OT BUPYCOB U LUMMOHCKMX NporpaMm. Moaynb camo3alumTbl obecneynsaeT
3alWMUTY CaMblX BaXKHbIX MPOLECCOB CUCTEMbI 1 NPOrpaMMbl ESET, pa3aenoB peecTpa v ainnos oT
BMeLlaTeNbCTBa.

BKNIO4YMTDb 3aLLMLLEHHYIO CNYXOy — BkatovaeTcs 3awmTta cnyx6bbl ESET (ekrn.exe). ECn napameTp
BKJIIOYEH, Cny>xba 3anyckaeTcs B BUAeE 3alLMLLEHHOro npouecca Windows 411 3alUMTbl OT aTak
BPELOHOCHbLIX NPOrpamMmm.

BKJIIO4YMTb paclUMpPeHHbIA MOAYJIb CKAHUPOBAHMA NaMATU paboTaeT B coYeTaHNM C
6IOKMPOBLLMKOM 3KCMIONTOB 418 YCUIEHWUS 3alLMTbl OT BPELOHOCHBLIX NMPOrpaMM, KOTOpble MOryT
n3beraTb 06HapyXeHMs NPOAYKTaMI 4S8 3aLUMUTbl OT BPEAOHOCHbIX NPOrpaMM 3a cyeT
NCNOJIb30BAHNSA YMbILIEHHOMO 3aMyThiIBaHUS WX LWNGPOBAHNA. PaClUMPEHHbIA MOAY b
CKaQHMPOBAHMA MaMATH MO YMOMYaHMIO BKOYEH. [JoNoNHMTENbHYIO nHopMauuto 06 3Tom Tune
3alWMUTbI CM. B [JI0CCAPUN.

BNOKMPOBLUMK 3KCNIOUTOB NpefHa3HayeH ANs 3alnTbl NPUIOXKEHWIA, KOTOPbIE 0ObIYHO YS3BUMbI
ANsi SKCMIONTOB, Hanpumep 6pay3epos, NporpamMm ajs YTeHus PDF-(paiioB, MOYTOBLIX KIMEHTOB U
KOMMOHEHTOB MS Office. B/IOKMPOBLLMK 3KCMIONTOB MO YMOMYAHUIO BKJOYEH. [LOMOSAHUTENbHYIO
nHopMaLMto 06 3TOM TuMne 3aLlnTbl CM. B [10CCapPUN.
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https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_exploit_blocker

Fnybokas noBepeH4YecKana NnpoBepkKa

BknounTtb rnybokKylo noBegeH4ecKylo NpoBepKy — 3TO eLle OAMH YPOBEHb 3aLLUNTHI,
NCNOJIb3YeMbI CUCTEMOM HIPS. TO paclumnpeHne CUCTeMbl HIPS aHaNn3npyeT NoBedeHne Bcex
nporpamMm, 3anyLLleHHbIX Ha KOMMbOTEpe, 1 NpeaynpeXxaaeT Bac, ecam npouecc Beget cebs, Kak
BPELOHOCHbIN.

icknto4yeHnsa cucteMsl HIPS 13 raybokor noBegeHYeCcKon NPoBEPKY MO3BONAIOT UCKIHOYUTL U3
aHann3a onpegeneHHble npouecchl. YTobbl 0becneynTb CKaHMPOBaAHME BCEX NPOLECCOB Ha Haan4ymne
yrpo3, peKoOMeHAyeTCa C034aBaTbh UCKIOYEHNSA TONLKO B C/lyvae KpanHen HeobxoaumocCTw.

3awuTa OT NporpaMM-LLIaHTa>kKUCTOB

3awumTa OT NPOrpaMM-LLIAHTAXKMUCTOB: 3TO ELlle OANH YPOBEHb 3aLLUTbI, DYHKLIMOHUPYIOLNIA KaK
KOMTMOHEHT cucTeMsI HIPS. 115 paboThl MOy 3aWUThl OT NMPOrPaMM-LLAHTAXXUCTOB HE06X0ANMO,

4yTOObI CCTEMa penyTaLmm ESET LiveGrid® Obila BKAOYeHa. [LonoHUTebHY0 nHdopMaLuo 06 3Tom
TUNe 3aLINThI.

BknioumThb Intel® Threat Detection Technology: nomMmoraeT obHapy>XnBaTb aTakun NporpaMm-
BbIMOraTenen, NCNosb3ys YHUKaJIbHYO TENEMETPUIO NpoLeccopa Intel 4N NOBbILLEHUS
3(pHEKTMBHOCTN 0OHAPYXXEHNS, YMEHbLIEHMNSA KOIMYECTBA JIOXKHbLIX NpeaynpexaeHuin ob yrposax u
pacLUMPEHNS BO3MOXXHOCTEN NPOTMBOLENCTBUS NEPESOBLIM METOAaM YKAOHEHUS OT 0bHapyxeHus.
CM. nHopmMaLmio 0 NogaepxmnBaeMblx NpoLeccopax.

HacTpouku cucteMbl HIPS
Pexum dmanpau,uu MO>XHO BbIMNOJIHATbL B OAHOM U3 CNIEAYOLLNX PEXXMNMOB.
ABTOMaTHU4YECKMH peXxum BkntoveHbl Bce onepaunn 3a NCKIKNYeHneEM Tex, KoTopble

3a6J'IOKV|pOBaHbI npenBapunTesibHO 3a4aHHbIMU NMpPpaBU1aMu,
3alnwatowimMn KoOMnbloTep.

NHTennekTyanbHbINA Monb3oBaTenb byneT nonyyaTb YyBeAOMIEHNS TONbKO 06 04eHb

pexum NO403PUTENbHbBIX COBLITUAX.

NHTepakTUBHBbIK peXuM  [lonb3oBaTesnb byaeT nonyvyaTb 3anpockl Ha NOATBEPXKAEHNE
onepauun.

PeXXuM Ha ocHOBe 610KMpytoTCA BCE ONepaLmm, KpoMe Tex, YTO paspeLleHsl

NONUTUKMU onpeLeneHHbIM NpaBuJIoM.
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PeXxum obyuyeHus Onepaunn BKJIIOYEHbI, U NOCJIE KaXKA0W ornepauun co3faeTcs
npaswso. MpaBwua, co3faBaeMble B TaKOM PeXUME, MOXHO
npocMoTpeTh B pegakTope Mpasuna HIPS, HO UX MPUOPUTET HUXKE,
4yeMm y npasui, CoO3LaBaeMblX BPYYHYIO UM B aBTOMaTUYECKOM
pexume. Mpun Boibope anemeHTa Pexxum ody4yeHus B
packpbiBaoLWwemMcs MeHio Pe)xum punbTpaumum CTaHOBUTCA
LOCTYrMHbIM NapameTp Pe>xum obyuyeHusa 3aBepumntca. Boibepute
LNIMTENbHOCTb ANa pexuma obyyeHuns. MakcumanbHas
LNIMTeNbHOCTb — 14 fHel. Korfa yKasaHHbIN Nepuo, 3aBepLunTcs,
BaM byaeT npeanoXKeHo U3MeHMTb NpaBuia, Co3aaHHbIe CUCTEMOIA
HIPS B pexxume oby4yeHus. Kpome Toro, Bbl MOXKeTe BbiOpaTh Apyron
peXuM punbTpaLmMm UAN OTA0XKNTL peLleHrne U NPOLOIKNTb
MCN0Nb30BaTb peXnM 0byyeHus.

Pe>xum 3apaH nocne 3aBepLUeHUA peXxuMma obyuyeHus. BoibepuTe 3T0T pexum puabTpaumm,
KOTopbin ByaeT 0encTBOBaTb MO OKOHYaHWUM UCMOAb30BaHMA pexnmMa obyyeHns. YTobbl nocne
3aBepLUeHns pexnma oby4eHUs N3MeHUTb pexum uabTpaums HIPS Ha CNIPOCUTb NONb30BaTeNs,
HY>XHbl NpaBa aAMUHUCTPaTOpPA.

CucTema HIPS 0TCNIeXnBaeT CobbITUS B ONEPALIMOHHON CUCTEME 1N PearupyeT Ha HIX
COOTBETCTBYOLLMM 06pa3oM Ha OCHOBE NPaBWJI, KOTOPbIE aHANOrMYHbI NpaBuaaM daiiepBona.
Ha)xmuTe KHomnky HacTpouTb psgomM ¢ anemeHToM MpaBuna, 4Tobbl OTKPLITL PEAAKTOP NPaBu
cucTeMbl HIPS. B 3TOM OKHe MOXXHO BbiOVpaTb, CO3[1aBaThb, U3MEHATb U YOaNATb NpaBuna.
JlonoNHUTENbHbIE CBEAEHUS O CO3AaHMMN MPABWU 1 OMNepaLUsax CUCTEMbI HIPS CM. B pa3aese
3MeHeHMe NpaBuia CUCTEMbl NPEAOTBPALLEHNS BTOPXKEHWIA Ha Y3e.

NcKNIoYeHus cucteMbl HIPS

C NOMOLLbIO NCKTIOYEHNIA MOXKHO UCKOYaTh npouecchl n3 FJ'Iy6OKOI7I noBeeH4Yeckomn NPOBEPKU
CNCTEMBI HIPS.

YT106bl NI3MEHUTb UCKNIOYEHNS CMCTEMbI HIPS, OTKpPOMTE pa3fen PaclivpeHHble napameTpsl > Moaynb
obHapy>xeHus > Cuctema HIPS > Cuctema HIPS > UcknioueHus > U3MeHUTD.

He cnenyeT nyTaTb 3Ty PYHKLMIO C APYTUMIN BO3MOXHOCTAMM NCKOYEHNA — VICKIOYEHHbIE
pacwimpenus dannos, UcknoyeHns n3 obHapyxeHus, ickatovyeHnsa ons bblIcCTpoaeNCTBUSA NN
NcknYyeHus oas npoueccos.

YT00bl UCKNIOYNTL 00BEKT, WenkHUTe [Jo6aBuTb 1 BBEAMTE NYyThb K 00LEKTY UM BLIAENNTE €ro B
APEBOBUAHON CTPYKTYpe. BbibpaHHble 3annch TakXe MOXXHO U3MEHNTb U yAanTb.

PacluupeHHble napaMeTpbl HIPS

lNepeyncnieHHble fdanee napaMeTpbl MNOJE3Hbl 418 OTAaKM N aHa/In3a NOBeAeHNA MPUN0XKEHNS.

[lpaiiBepbl, 3arpy3ka KOTOPbIX pa3pellieHa BCeraa: 3arpy3ka BblbpaHHbIX ApaliBepoB pa3pelleHa
BCerfa, He3aBMUCKMO OT HACTPOEHHOM0 peXnMa PuNbTPALUK, €CIN OHK He 3ab10KMPOBaHbI B IBHOM
BU/Ee MpaBuIOM MoJib30BaTeNs.
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PeructpupoBaTb Bce 3a0/10KMpoBaHHbIe onepaumm: Bce 3a6/10KMpoBaHHbIe onepaumm byayT
3annCbIBaTbCS B XXYPHas HIPS. icnonb3yinTe 3Ty PYHKLNIO TONBKO MPY YCTPAaHEHUN HENONAL0K WK
Mo 3anpocy CNyXObl TEXHMYECKON NOAAEPXKKM ESET, TaK Kak OHa MOXET €034aTb 04eHb 60JbLLOW
thann XypHana n 3ameganTb paboTy KoMNblOTEPA.

Coobwatb 06 U3MEHEHUSAX NPUOXKEHUH, 3arpy>KaeMbiX NPKU 3anycKe CUCTEMbI: Npu
no6aBfeHNN NN yaaneHun NpunoXXeHuns, 3arpy>aemMoro npu 3anycke cMcTeMsl, Ha paboyem ctone
oTobparkaeTcsa yBeLoMIeHme.

IpauBepbl, 3arpy3ka KOoTopbiX pa3peLleHa
Bcerpga

3arpy3ka ApaiiBepoB, 0TOBpaXKEHHbIX B 3TOM CMUCKE, pa3peLleHa BCEraa BHe 3aBUCMMOCTY OT
peXxuma uibTpaLmm HIPS. 3TO He KacaeTcs C/lyyYaeBs, Kora 3arpy3Kka fpaiiBepa sBHbIM 06pa3oMm
3a6/10KMpoOBaHa NPaBWIOM NoJb30BaTENS.

Do6aBuTb: [o6aBNeEHME HOBOrO ApaliBepa.
N3MeHUTb: n3MeHeHue BbibpaHHOro aparBsepa.
YpanuTtb: yoaseHne gpaBepa U3 Crucka.

COpoc: nepesarpyska CUCTEMHbIX ApaiiBEpPOB.

Ecnn wenkHyTb anemeHT COpoOC, ApaiBepsl, fob6aBNEHHbIE BPYYHYIO, OByayT yaaneHsl n3
CNMCKa. DTO MOXKET NPUrOANTLCS, eCnv Bbl f06aBUSIN HECKOJIbLKO APaNBEPOB 1 HE MOXETe
YyLanNTb NX U3 CMIUCKA BPYYHYIO.

Mocne ycTaHOBKM CNMCOK ApalBepoB NYCT. ESET Internet Security 3aN0JIHAET CINCOK
dBTOMaTUYECKKN C TEYEHNEM BPEMEHN.

NHTepaKTUBHOE OKHO HIPS

B okHe yBeOMNEeHMI HIPS MOXKHO CO3L4aTb NPaBUSI0 Ha OCHOBE HOBbLIX AENCTBUIA, 0BHAPYKEHHbIX
cucTemoin HIPS, 1 ONpeaenunTb YCI0BUS, MPU KOTOPbLIX Takoe AeicTBme ByneT pa3peLleHo uam
3anpeLLeHo.

lMpaBuna, co3gaBaeMble B OKHEe yBEﬂ,OMJ'IEHVIVI, CHNTaAOTCA PpaBHO3Ha4YHbIMWU NMPaBWaM, CO3O0aHHbIM
BPY4HY!10. MpaBunno, Co3gaHHOe B OKHe YBe,EI,OMJ'IeHVII7I, MOXeT ObITb MeHee I'IO,EI,pOﬁHbIM, 4eM rpasuo,
KOTOpOE BbI3BaJi0 NMoABIEHNE 3TOIr0 AMNaJiIoOroBOro OKHa. 9TO0 3HAYUT, 4TO NoCae Co34aHNSA Takoro
npaBuia B AMa1OrOBOM OKHE 3Ta »Ke onepauinsa MOXKET Bbl3BaTb NMOABJIEHNE TAaKOro >xe OKHa.
HononHnTenbHble cBegeHNsA CM. B pa3gesie [1prnopuTeTHOCTb A4 NpaBusl HIPS.

Ecnv onsg npaBuna no ymMosi4aHuo YCTaHOBMEHO fAeiicTBMe CnpaluuBaTh KaXKAbli pas, To nNpu
KaXK[oM 3anycke npasuia byaeTt oTobpaxxaTbCs ANANOroBoe OKHO. [11s onepaunmn TakxKe MOXHO
BblIbpaTh Apyrue AencTens: 3anpeTuTb iy PaspewnTb. Ecnv nonb3oBaTeNb He BoIbUpaeT
LEeCTBME B TEYEHNe onpeaesieHHOro BpeMeH, Ha 0OCHOBEe NpaBul BbibpaeTcs HOBOE AENCTBME.

Bbibop napameTpa 3anOMHUTb A,0 3aKPbITUA NPUIOXKEHUA NPUBOAUT K UCMOJIb30BAHNIO AENCTBUS
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(PaspewMTb/3anpeTuTb) 0 TEX NOP, NOKa He ByayT N3MEHeHbI MPaBuia U PeXMUMbI
dunbTpaumm, He byneT 06HOBNEH MOAYb CUCTEMbI HIPS Uin He ByeT BbINOHEHA Nepe3arpyska
KoMnbloTepa. Mocne BbINOSHEHNS I060ro 13 3TUX Tpex LeNCTBUA BPEMEHHbIE MpaBuaa yaaNaoTCs.

Ecan BbibpaTb NnapameTp Co3paTbh NpaBuIO M 3aNOMHUTbL HaBcerpa, byneTt cosgaHo HoBoe
npaBuIo HIPS, KOTOPOE MO3Xe MOXHO U3MEHUTb B pa3aene YrpasseHve rnpasuiamm HIPS (HyXKHbI
npasa aAMUHUCTpPaATOpPA).

BHM3y wenkHnTe CBepeHus, 4Tobbl y3HaTb, Kakoe MPUIoXKeHNe 3anyckaeT onepaLmnio, KakoBa
penyTaums daiiia 1 Kakyto onepaLmnio Hy)KHO pa3peLlnTb UK 3anpeTuTb.

YT106bI YCTAHOBUTHL NapaMeTpbl NpaBuna 6onee aeTanbHO, WENKHNTE PacluMpeHHble napaMeTpbl.
Ecnu BbibpaH napameTp Co3paTh NPaBMIO U 3aNOMHUTbL HaBcerga, JOCTYMNHbI NepevyncieHHbIe
HV)Xe BapWaHTbl.

¢ Co3paTb NPaBuJIO, A,eNCTBUTEJIbHOE TOJIbKO AJA 3TOro NPMAoXKeHus. Ecin ycTaHoBEH
3TOT (hJIaXKOK, NpaBusio ByaeT co3aaHo Ans BCeX UCXOAHbIX NMPUSIOXKEHWNA,

* Tonbko pna onepauuu. BoibepuTte onepauun ana danna, NPUNOKEHNS UK peecTpa npasuna.
CM. onucaHuns Bcex onepawium HIPS.

* Tonbko ana uenu. Boibepute Lenesble 06bEKTHI A5 haitna, NPUIOXKEHNS UK peecTpa
npaswuna.

Y106kl yBEAOMNEHNS HE 0TODPaXKannChb, yCTaHOBATE aBTOMAaTUYECKMUMN PEXUM (UbTpaLnn B
pa3aene PaclimpeHHble napameTpsl > Mopynb oOHapy>xeHusa > Cuctema HIPS > Cuctema HIPS.

(es[) INTERNETSECURITY
Mpunoxenne (BEH Console Window Host ) npoByet nonyunTs A0CTYR K ApYromy NPHAOKEHNHD
(B Windows Com
Mpunomenne: low Hos
Komnannsa: rporatio
Penyrawma: i OBHapyxeno 2 roga Hasag
Twun gocryna: 33BEpLUNTE/NPUOCTAHOBNTE paBoTy ApYTOro NPUCHKEHNA,
MzMEHNTE COCTOAHWE JpyrOre NPUACHKEHNA
O6bekT: CAWindowshSystem32\cmd.exe

Paspewwnts 317y onepauwio?

®) Cnpallmeate Kaxgelid pas
3aNoMHKTE 40 33KPBITUA NPUNOIKEHNSA

CCZ,‘J,ETI: NE3aenNo W 3anoMHITE HaBCErda

JononnutensHele ceegenna ob 3Tom coobwenan A Mogpebroctn v Paclumpendele napaMetpel
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Pe)xum oOyyeHus 3asepLueH

Pexxnm 0by4eHnsa aBToMaTMYeCKM CO34aET U COXPaHSAET npaBuia. MpoBepuTh BCe CO34aHHbIE
npasnJia MOXXHO B HAaCTPOMKax Npasu CUCTeMbI HIPS. ITOT pPeXnMm nyylle BCero NCnoab3oBaTb 41
nepBOHaYaIbHOW HAaCTPOMKK CMCTEMbI HIPS, 1 OH A0JKEeH BbiTb BK/IIOYEH TOJIbKO B TEYEHUNE
KOPOTKOr0 BpeMeHu. Y4acTume nosib3oBaTens He TpebyeTcs, NoToMy 4TO ESET Internet Security
COXpaHsAeT npaBuia COriacHO NpeaBapuTENbHO HAaCTPOEHHbLIM NapamMeTpaM. Bo nibexaHue yrpos
6e3onacHoCTH nepeknto4nTechb Ha MHTepaKTMBHbIﬁ Pe>XXuMm nin pe>xuMm Ha OCHOBE MOJINTUKHU
nocsie Toro, Kak byayT co3aaHbl BCe nNpaBuaa ans HeobxoamMMbIX NMPOLLECCOB, BbIMNOHAEMbIX B
onepaunoHHON cucTeme.

Bbl MOXETe OTNIOXNUTb 3TO pewieHne, ecjin HE XOTUTE MEHATb HaCTpOI7|KI/I.

NMNoTeHuuanbHoe noeepgeHue NMporpaMmm-
BbIMOraTtesien ooOHapy>xeHo

Mpn obHapy>XeHUn NOTEeHLNaIbHOro NOBELEHUSA, XapaKTePHOro 419 NporpaMMbl-LLUaHTaXUCTa,
oTobpa)kaeTca AManoroBoe OKHO. [1ns onepaumm Takxe MOXHO BbibpaTb Apyrue AencTBus:
3anpetuTb 1 Pa3peLwuunTs.

(e[ INTERNETSECURITY

A OBHapy)XeHO NOA03PUTENLHOE NOBEAEHNE

Mpunosenne (B5] hghfghadfg.scr ) nbimaeTca usMeHuTs daiinsl y 8ac Ha KOMMbIOTEpE
NOAo3pUTENBHBIM 0Bpasom.

Ecnu Bkl HE ACBEQAETE ITOMY NPWUNOXEHWHD, CREdyeT ZEE."ICKH[SCEETI: 3Ty NONEBITKY.

Mpunoxenne: [B=] hghfghadfg.scr

Komnanna: HeuzgectHo

Penyrawma: i O6Hapyweno 1 rog Hasag

Onepauus: MoTeHUWanbHOE NOBEAEHME NPOrPaMMbl-LIAHTEXKWCTE

Paspewwts 31y onepaumio?

JononnutensHele ceegenna ob 3tom coobwenan A TMogpobroctn v Paclumpendele napaMetpel

LLenkHnTe CBepmeHus, 4Tobbl MPOCMOTPETb KOHKPETHbIE MapamMeTpbl 0bHapyXeHus. B 3Tom
ANaNoroBoM OKHe MOXXHO BbibpaTh MepeaaTb Ha aHanus 1AM UCKAIOYMTbL M3 NPOBEPKMU.

Ons npaBunbHOM paboTbl MOAYNS 3aLUMThLI OT MNPOrpamMM-BeIMOraTesierl cuctema ESET LiveGrid®
[0JKHa ObITb BKJIOYEHa.
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YnpaBJsieHue npasunaamu HIPS

Cnuncok co3aaHHbIX NoJsib3oBaTenieM U 106aBNEHHbIX aBTOMATUYECKN npaBua U3 CUCTEMBbI HIPS.
HononHnTeNbHbIE CBEAEHNSA O CO34aHUN npaBu 1 onepaunax cucTemMsl HIPS NpuBOAATCS B rnaBe
MNapameTpbl NpaBua HIPS. CM. Takxe Obuine npuHumnbl paboTbl CUCTEMBI HIPS.

Cton6bubl

MpaBuno: yka3aHHOe Nonb3oBaTesieM Uin aBTOMaTUYeCKM Bbl6paHHoe nMAa npaBuna.

BK/IOYEHO: OTKYNTE 3TOT MOJI3YHOK, 4yT0bbl OCTABUTL npasnno B CNNCKe, HO NMPK 3TOM HE
MCnoJsib3oBaTb €ro.

DencTBue: Npasnio 3ajaeT fencTene (PaspewnTtb, Bnokuposatb 1M 3anpocuThb), KOTOpPoe
LLO/MKHO ObIThb BbINOJIHEHO MpK COBAIOAEHUN YCNOBUNA.

UcxopHble 00beKThbI: npasnno 6yueT NCNoJib30BaTbCA TOJIbKO B TOM CJly4ae, eCn cobbiTue
BbI3bIBa€TCA 3TUMUN NPUITOKEHNAMMN.

LeneBble 06beKTbI: NpaBnio byaeT NCNoAb30BaThCs, TOJIbKO €CN Ornepauuns CBs3aHa C
onpeneneHHbIM hainioM, NPUI0XKEHNEM NN 3aMNCbIO peecTpa.

Cepbe3HOCTb PEerucTpupyeMbiX COObITUI: €C/I aKTUBMPOBATL 3TOT NapaMeTp, MHdopMaLms 0b
yKa3aHHOM npaBue ByaeT 3anucbiBaTbCs B XXYpHa HIPS.

YBeaoMMUTb: eCn 3anyckaeTcs cobbiTe, B MPaBOM HUXXHEM Yriy 3KpaHa oTobpaxaeTcs
Heb0/bLLOEe OKHO YBELOMIEHNS.

3J1eMEeHTbl ynpasJjieHus
[o6aBuTb: Co3naHMe npasuna.
N3MeHUTb: N3MeHeHne BblAeNIeHHbIX 3anuncen.

Ypanutb. YaaneHue BbibpaHHbIX 3anuceil.

MpuopuTeTHOCTbL ANA NnpaBus HIPS

HacTponka ypoBHA npuopuTeTa Oa5 NpaBua CUCTeMbl HIPS C MOMOLLbIO KHOMOK «B Havano» un «B
KOHeL» (Kak B pa3gene [Npasuna avepsona, rae npasuia nociaefoBaTesibHO BbINOJHATCA CBEPXY
BHUW3) He npefyCcMOTpeHa.

* Bce npaBuna, KOTOpbIE Bbl CO3AAETE, UMEIOT OJMHAKOBLIV NMPUOPUTET.

* Yem 6onee nogpobHoe npaBmo, TEM BhilE €ro NpuopuTeT (HanpuMep, NpaBuao Ans
KOHKPETHOr0 NpuioXKeHna umeeT 6osiee BbICOKMI MPUOPUTET, YEM NPaBUIIO 418 BCEX
NPUIOXKEHNR).

» CucTeMa HIPS coaep>XXnUT BHyTPEHHME NpaBuia ¢ 6osiee BLICOKUM NPUOPUTETOM, KOTOpPbIE
HeAOCTYMHbI NMOJIb30BaTESI0 (HANpPUMep, HeNb3si NepeonpenennTb NpaBnia CaMo3allnThbl).
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» Co3paHHoOe noJib3oBaTesieM NPaBuio, KOTOPOE MOXKET 3aMOpPO3UTb paboTy onepaunoHHON
CUCTEMbI, He NPUMEHSAETCA (MMeeT CaMblil HU3KUI NPUOPUTET).

N3MeHeHue npaBuna HIPS

CHavasa cM. YnpaBJieHve npasuaamu HIPS.

NMa npaBuna: ykasaHHoOe NoJib30BaTesIeM UM aBTOMaTUYECKN BblﬁpaHHoe nM4 npasuna.

LencrBue: npasuno 3agaet gencrene (Paspewntb, BaokuposaTts 111 3anpoCcUTb), KOTOpoe
LOMKHO BbIThb BbINOJIHEHO MpK COBAIOAEHUN YCNOBUNA.

Onepauuun BAuAHUA: BbibepnTe TN onepaunm, K KoTopoMmy byneT NpMMeHsTbCS NpaBuo. Mpasuno
OyneT Mcnonb3oBaThCS TOJIbKO AJ15 3TOr0 TUMa onepaunmn u ans sbibpaHHoro obbekTa.

BKJIIOYEHO: OTKJII0UNTE 3TOT NepekoyaTesb, eCan NPaBuIo Hy>XHO OCTaBUTb B CNUCKe, HO Mpu
3TOM HE MNMPUMEHATDL €ro.

Cepbe3HOCTb perucTpupyeMbix COObITUI: eC/IV aKTUBMPOBATbL 3TOT NapameTp, UHdopmMaLms 0b
yKa3aHHOM npaBusie byaeT 3anncbiBaTbCs B XKypHasl HIPS.

YBeaoMUTb NONb30BaTEeNA: €C/IN 3aMnyCKaeTCs cobbiTne, B NpaBOM HWKHEM yrny 0T06pa)KaETCﬂ
HeboNbLLOEe OKHO yBEOOMNIEHUA.

MpaBno COCTOMT U3 YaCcTemn, B KOTOPbIX OMUCLIBAOTCS YCI0BUSA BbINMOJIHEHWA NpaBuna.

NcxopHble NpUoXXeHus: npasusio 6yneT ncnosib30BaTbCs TOSILKO B TOM Cay4Yae, ecan cobbiTue
BbI3bIBAETCA 3TUMUN NPUNOXEHUSMI. BbibepnTe NyHKT OnpepeneHHbie NPUI0OXKEHUA B
PACKPbIBAIOLLEMCS MEHIO U HaXXMUTe KHOMKY Jlo6aBuTb, 4To6bl 106aBUTL HOBbIE halnbl, NN
BbibepnTe NyHKT Bce npunoxxeHus, 4tobbl 106aBUTL BCE NMPUIOXKEHNS.

LieneBbie hannbl: 370 Npasuno byaeT UCNosb30BaTbCS, TObKO €C/N onepauns 0OTHOCUTCA K
LlaHHOMY UeneBoMy 00bekTy. BoibepuTe NyHKT OnpeneneHHble palnbl B pacKpbiBaOLLEMCH MEHIO
M wenkHnTe JobaBuTb, 4TOOLI 06aBUTHL HOBbIE (halbl UK Nanku, Waun Beibepute NyHKT Bee
dannbl, 410661 406aBNTL BCE abl.

MpunoxxeHus: 370 Npasuso 6yaeT NCNosb30BaThCs, TONLKO €C/IN OMNepaLmst OTHOCUTCS K AaHHOMY
LieneBoMy 06beKTYy. BeibepuTe NyHKT OnpepneneHHbie NPUN0XKEHUS B PACKPbIBAOLLEMCS MEHIO 1
HaXXMUTe KHOMKy J,06aBuTb, 4TOObLI 106aBNTL HOBbIE (DALl UK NaNKK, UK BbibepuTe NyHKT Bee
NPUAOXKEeHUsA, YTobbl 106aBUTL BCE NMPUIOXKEHNS.

3anucu peecTtpa: 3T0 Npasuio byaeT NCNOAb30BaTLCS, TOJILKO €C/IN OMnepaLns 0OTHOCUTCS K
JlaHHOMY LeneBoMy 06bekTy. BbibepnTe B paCcKpbiBaloWeMCs CMCKe NMyHKT OnpepeneHHble
3anmncK 1 HaXXMnTe KHOMNKy,obaBuTb 419 BBOA4A BPYYHYIO UM KHOMKY OTKPbITh peaakTop
peecTpa 414 Bbibopa napameTpa B peecTpe. MoXXHO TakXe BbibpaTh B PAaCKPbIBAOLLEMCS CMINCKE
nNyHKT Bce 3anucu, 4Tobbl 406aBMTL BCE NPUIOXKEHUS.

HekoTopble onepauun onpegeneHHbIX npasui, NpeaBapuTesibHO 3alaHHbIX CUCTEMOW HIPS,
HEBO3MOXHO 3861'IOKI/IpOBaTb, OHW pa3peLleHbl Mo yMoa4aHuio. KpoMe Toro, He BCe CUCTEMHbIE
onepaunn oTCiexmnBatoTcAd cmcTtemon HIPS. Cuctema HIPS oTCexusaeT onepauunn, KoOTopble
MOTryT CHUTATbCA Hebe3onacHbIMK.
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OnuncaHme BaXKHbIX onepaLu/l|7|

Onepauuu c pannamm

* Ypanutb ban: npuioxeHne 3anpalivBaeT pa3pelleHne Ha yaaneHne Lenesoro tanna.

* BbINosIHUTBL 3anuch B hain: npuioxeHve 3anpalivBaeT pa3peLleHne Ha 3anuch B LieNeBon
thann.

* HenocpepCTBEHHbIA AOCTYN K AUCKY: NPUJIOXKEHNE MbITAETCA BbIMONHUTL YTEHUE C ANCKA
VAN 3aNnCb Ha AWNCK HeCcTaHAapTHbLIM 06pa3oM, B 06x04 CTaHAAPTHbLIX anropuTMoB Windows. 9TO
MOXKET MPUBECTU K U3MEeHeHUto hanios 6e3 NnprMeHeHns COOTBETCTBYIOLLMX NpaBusl. Takas
onepauuns MoXeT BbINOJIHATLCA BPeAOHOCHOW NporpaMMon, neiTatoLencs nibexatb
obHapy>XXeHuUs, Uan e NporpamMMHbIM obecrneyeHnemM ans pe3epBHOro KONMPOBaHNS, KOTOPOe
MblITaeTCsA CO34aTb TOYHYIO KOMUIO ANCKa, 1nbo gucneT4epoM pasfenos, MbiTaLWNMCS
peopraHn3oBaTh TOMa ANUCKa.

* YCTaHOBUTb rNnoGanbHyl0 NOBYLLKY: Bbi30B (DYHKLMM SetWindowsHookEx 13 BrubnnoTekm
MSDN.

* 3arpy3uTb ApauBep: 3arpy3kKa u yCTaHOBKa ApPaNBEPOB B CUCTEME.

Onepauuu C NPUIOKEHUAMHU

* BbINOJIHUTb OTNIAAKY APYroro NPUOXKEHUA: NpuKpenieHne oTaagumnka K npoueccy. Npu
OTNaKe NPUSIOXKEHNSI MOXXHO MPOCMOTPETL 1 M3MEHUTb MHOTME CBELIEHNS O €ro NoBeAEHNN U
NOMyYUTb AOCTYM K €ro AaHHbIM.

* NMepexBaTbiBaTb COOLITUA APYrOro NPMUJIOXKEHUA: NCXOAHOE NPUIOXKEHUE NbITAaeTCs
3anmcaTtb CobbITUSA, HaNpaB/IEHHbIE Ha APYroe NPUI0XKEHNe (HanpyuMep, KNaBMaTypPHbIA LUMWOH,
NblTalLWKUINCA 3anncaTb cobbiTusa bpaysepa).

* 3aBepLUNTL/NPUOCTAHOBUTbL PAabOTy APYroro NPU0>KeHMUA: NPMoCTaHOBKaA,
BO30OHOBJIEHME UK 3aBepLLEHME NpoLiecca (MOXKHO NOAYYUTh JOCTYMN HEMNOCPEACTBEHHO 13
0603peBaTeNst NPOLLECCOB AN NaHenn «MpoLecchl»).

* 3aI1YCTVITb HOBO€ Npuisio>XXeHue: 3aryCckK HOBbIX I'IpVIJ'IO)KeHVIIZ nnan npoueccos.

* I13MeHNTb COCTOSASHUE APYroro NPU0XKEHUSA: NCXOHOE NPUSIOXKEHNE NbITAETCS
OCYLLIECTBUTb 3aMnCb B NaMsATb LENEBOr0 NPUIOXKEHUS UK BbIMONHUTb KOO OT €ro MMeHu. 3Ta
(DYHKLIMOHANbHOCTb MOXET ObITb NOSIE3HA ANS 3aLUUTbl BAXXHOI0 NMPUIOXKEHNS MYTEM €ro
HaCTPOWMKM KaK LieIeBoro B npasuse, 610KMpyOLWEM MCNOJIb30BaHWE AaHHOW OnepaLun.

Onepauum c peecTpom
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* I3MeHMTb NapaMeTpsbl 3anycKa: obble M3MEeHEeHUA NapaMeTpPoB, KOTOPbLIE ONPenensioT,
Kakue npuioxeHus dyayT BeinosiHeHbl npu 3anycke OC Windows. X MOXKHO HaTu, Hanpumep,
BbIMOJIHUB NOUCK pa3aesia Run B peecTtpe Windows.

s YoanuTb U3 peectpa: yaaseHne pa3aena peectpa Wiav ero 3HadeHus.

* MNepenmeHoBaTbL pa3aen peecTpa: NeperMeHoBaHNe pa3aesios peecTpa.



* U3MeHunTb peecTp: Co3aHNe HOBbIX 3HAYEHWI pa3fesnoB peecTpa, NU3MEHeHUe
CYLLECTBYIOLMX 3HAYEHWI, NepeMeLleHne faHHbIX B IPEBOBMAHON CTPYKTYpe 6a3bl AaHHbIX 1K
HaCcTpOWKa NpaB Noab30BaTeNs UK FPYNMbl 415 Pa3LesoB peecTpa.

Mpw BBOOE 06BEKTA MOXKHO MCMOb30BaTh NOACTAHOBOYHbLIE 3HAKMN C ONpeaeneHHbIMM
OrpaHnUYyeHnsaMn. BMeCTo KOHKpPeTHOro pasfesia B NyTn peecTpa MOXKHO UCMO0JIb30BaTb CUMBOJI
3BE3[104KN («*»), Hanpumep, HKEY_ USERS\*\software MOXET 03Ha4aTb
HKEY_USER\.default\software, HO He

HKEY USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software.

HKEY LOCAL_MACHINE\system\|ControlSet* He ABNsSieTCS JONYCTUMbIM NyTeM pa3fiena peecTpa.
nyTb, B KOTOPOM COOEPXKUTCA CO4HeTaHNE CUMBOJ10B «\*», 03HaYaeT «3TOT nyTb Unn nobon
nyTb Ha nobom YPOBHE nocse 3Toro CMMBOJ1a». 310 e,D,I/IHCTBeHHbII7I CI'IOC06, KOTOPbIM MOXXHO
MCNoNb30BaTb NOACTAHOBOYHbIE 3HAKW, ANA 0bbekToB (pal7IJ'IOB. CHavana oueHnBaeTCs TOYHbIN
NnyTb, a 3aTeM NyTb NocJjie NoACTaHOBOYHOI0 3Haka (*)

A Ecnu co3pgaHHoe npaBuio byaeT cMLLIKOM 06LL MM, MOSBUTCS COOTBETCTBYHOLLEE
npeaynpexaeHue.,

B cnepytollem npumepe 6yaeT NokasaHo, Kak OrpaHNYUTb HeXenaTesbHoe NoBeJeHNe KOHKPETHOro
NPUIOXKEHUS.

1. MpuceonTe npasuay umsa n Boibepnte BnokuposaTthb (M1 3anpOCUTb, €C/IN Bbl XOTUTE
BbIOpaTh AENCTBUE MO3XKE) B PacKpbIiBaloLLEMCS MeHIO [leucTBuUe.

2. AKTUBMPYWTE NepeksoyaTeb YBeAOMUTb NoNb30oBaTens, YTobbl yBegoMneHune
oTobparkanocb Npu KaXkAOM NPUMEHEHNN Npasuna.

3. BoibepuTe x0T Obl 04HY onepaumio B pasgesie Onepauuu BAUSAHUA, 1119 KOTOpon byneT
NPUMEHATHLCA NPaBUJIO.

4. llenkHuTe Danee.

5. B okHe UcxopHble npunoXxeHus BoibepnTe B pacKpPbIBAOLLEMCS CMUCKE BapuaHT
OnpepeneHHble NPUAOXeHuA. HoBoe npasuio ByaeT NPUMEHATLCA KO BCEM NPUIOXKEHNSAM,
KoTopble ByayT NbITaTbCA BbINOJHUTL Nt060e 13 BbIBPaHHbIX AENCTBUIA C YKa3aHHbIMY
MPUI0XKEHUSIMNA.

6. HaxxmMnTe KHoMnky JLo06aBUTb 1 ..., 4TOObI BbIOPaTb NYTb K ONPeAeEHHOMY NPUI0XKEHWI0. 3aTeM
Ha>XMUTE KHONMKY OK. anI HEOGXO,EI,VIMOCTI/I D,OGaBbTe AOMNOJIHUTEJIbHbIE NMPUIOXKEHNA.
Hanpumep: C:\Program Files (x86)\Untrusted application\application.exe

7. BoibepuTe onepauunio BeinonHUTbL 3anuck B hann.

8. BibepuTe Bce annbl B paCKpbIBAOLLEMCS MEHIO. DTO NO3BOAUT 3ab710KMPOBaTh BCE MOMbITKY
3anucu B halsibl NPUI0XKEHNaMN, KoTopble Oblan BoibpaHbl Ha NpeablayLleM Lware.

9. HaxxmunTe kKHonky FoToBO, 4TO6LI COXPaHNTL HOBOE MPABWJIO.
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NTERMET SECURITY X

MapameTpbl npasun Cucrtembl HIPS

Mma npaenna Ees UMEHK
JeficTene PazpewuTs ™

OI'IEFIELI,MH ENMAHKA
Ueneseie daine
MpunoxeHna

3anucu peecTpa

8 UU0

BrnroueHo

CepbEIHOCTE PETMCTRNRYEMBIX

. Het e
coBbITHA

C

¥BEA0MKWTE NONB30EATEMA

Hazan HAanee OTmeHa

HobOaBsieHue NyTu K NPUIOIKEHUIO UK
peecTpy oS cucTembl HIPS

BoibepuTe nyTb K hanny NpunoXKeHus, Haxas .... [1pu Bbibope nanku Bce pacnonoXXeHHble B Hen
npunoXxeHns ByayT BKAOYEHDI.

MapameTp OTKpPLITh pepakTop peecTpa 3arnyckaeT peaakTop peectpa Windows (regedit). Mpw
nobaBnieHnn NyTU peecTpa Hy>XXHO NPaBUSIbHO BBECTW PACMo/IoXKEHME B NoJjie 3HA4YEHHe.

MpuMepbl NyTU K hanny nan peectpy:
e C:\Program Files\Internet Explorer\iexplore.exe

* HKEY LOCAL_MACHINE\system\ControlSet

OOHOBJIeHME

OnuMKn HaCTPONKKN 0BHOBNEHNSA [OCTYMHbI B pa3aene PaclinpeHHble napaMeTpsl > OGHoBNeHue. B
3TOM pa3fene yKa3blBaeTcst UHPOopMaLmMs 00 NCTOYHUKAX 0OHOBNIEHWIA, TaKNX KakK CepBepbl
0OHOBNIEHUI 1 AaHHble AyTEHTUDUKALUNA ONF HUX.
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OOHOBJIeHUe

Tekywwmin npogunb 06HOBNEHNS 0ToBpaxxaeTca B pacKpbiBaoLweMcs MeHio BeibpaTe npocdunb
OOHOBNIEHUA NO YMOJIYAHMIO.

YTob6bl Co34aThb Npodunb, CM. CBeAeHMA B pasaene [poduan obHoBeHS.

ABTOMaTHM4YeECKOE NnepeksioyeHue npodusnenn: No3BoseT Ha3HauUTb NpoduibL 06HOBNEHNS
onpeneneHHoMy npodusio CETEBOr0 NOAKIIOYEHNS.

Ecnn Bo BpeMs 3arpy3ku 06HOBNEHUI MOAYNsS 0OHapyXeHNA BO3HMKAN NPobnieMbl, pagoMm ¢
napamMeTpoMm OYMCTUTb K3 OOHOBAEHMM LLENKHNTE OYUCTUTDL, HTODObI yAaNUTb BPEMEHHbIE
hannbl 06HOBNEHNI (0YNCTUTL K3LL).

OTKaT Mmoaynemu

Ecnu Bbl No03peBaeTe, 4TO NnocnenHee 06HOBAEHE MOAY NS 0OHAPYXKEHNS U/UIN NPOTPAMMHbIX
MOAayJNiei NoBpeXxAeHo nan paboTaeT HeCTabubHO, Bbl MOXKETE BhINOJHUTL OTKAT [10 NPeblayiiei
BERCUN U OTKJIOYUTL 0OHOBNEHWS Ha YCTAHOBJIEHHbIV NEPUOA BPEMEHMN.

NTERMET SECURITY O =
JononHuTenbHble HACTPOUKKN QL x|
| Moayns o6uapyxenns B OBHoBREHME 5
OBHoBNEHME
= Mpodgwuan 5
| 3awmta B
Cnucok npodunedd KMzmeHuTs (i)
| Cepsvc @ BeiGepnTe npodune, KoTopeiil HYKHO MEMEHWTE Mol npodmnk ™
MoAKAKYEHHe Mo npogunb
WHTepdeiic . B Obuoenenns 5
nonszoeatens &) _
Tun oBHoBAEHNA PerynapHoe oBHOENEHKME e
| ysenomnernn @ 3anpalunBaTts NOATBERHAEHNE Nepe] 3arpy3koi obHoBNEHMA i}
HacTpoiiku e
KOHQWAEHLUWANBHOCTH
ObroBReHME MOgYAER
BrntounTe Gonee yacTele 0BHOBNEHWUA CHIHATYR
oBHapy#eHnA e o
O6HoBNEHME NPOTPAMME]
Mo ymonuanmio GOK OTmeHa

Ina obecneyeHns nNpaBubHON 3arpy3kn 06HOBAEHNI HEOBXOAMMO KOPPEKTHO 3adaTh BCe
napameTpbl 06HOBNeHMI. Ecnm ncnonb3yeTtcs anepson, NnporpaMmme AO/HKHO ObITh paspeLleHo
obMeHMBaTbLCA AaHHbIMU Yepe3 IHTepHeT (HanpuMep, nepeaaya AaHHbIX N0 MPOTOKOAY HTTP).
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Mpodunu

Mpocmnn 06HOBNEHNA MOXHO CO34aBaTb A5 Pa3NYHbIX KOH(MUIypaunun n 3agay obHoBeHUS.
Co3paHue npogunen obHoBNEHNS 0COOEHHO NOIe3HO A5 NoJsib30BaTesiel MOBUbHbIX YCTPONCTB,
KOTOPbIM He0BX0AMMO CO34aTb BCNIOMOraTesibHbI NPpoduib 411 PErYASPHO MEHAIOWMNXCSA CBONCTB
noAkMoYeHns K HTepHeTy.

B packpbiBatoeMcs MeHio BeibepuTte npocgunb, KOTOPbIA HY>KHO M3MEHUTb 0TObOpaXkaeTcs
Tekywmn npousb. Mo ymonyaHuio ans Hero 3agaHo 3HavyeHne Mou npodunb. YTobbl co3paTh
npognib, PAAOM C 31leMeHTOM CnucoK npodunen wenkHute N3MeHnTb, BBeaMTe MMA npodunsa v
HaXXMnUTe KHoMnky Jlo6aBUTb.

OOHOBJIeHUA

Mo ymon4yaHuio ons napameTpa Tun oOHOBNEHMM 3a4aHO 3Ha4YeHne PerynapHoe oOHoOBnEeHuMe.
9TO 03HAYaeT, 4To (hannbl 0bHOBNEHW ByayT aBTOMaTMYECKMN 3arpy>xaThbCs C cepBepa ESET C
MWHUMaJIbHbIM PacXxoAoM Tpadmka. TecToBble 06HOBNEHNS (NapamMeTp TecToBoe oOHOBNEeHUe) —
3TO 0OHOBNEHUSA, KOTOPbLIE Y>XE NPOLUAN NOSIHOE BHYTPEHHEE TeCTUPOBaHME 1 B banxKanwee Bpems
OyoyT AOCTYMNHbI BCEM NOJb30BaTeNAM. [IpenMyLecTBO NX NCMOJIb30BaHNS 3aK/Il04aeTCA B TOM, YTO
y BaC MOSABASETCA [OCTYN K HOBEMLWNM MeTof4aM obHapyXeHus n ncnpasneHnam. OgHako Takme
obHOBNEHNS MHOTr Aa MOTYT BbITb HEAOCTAaTOYHO cTabunbHbl 1 HE OOJIXKHbI ncnonb3oBaTbCs Ha
MPON3BOACTBEHHLIX CepBepax 1 paboymx CTaHUUsAX, rae HeobxoAnMbl MaKCUManbHbIe
paboTocnocobHOCTb N CTabnNbHOCTb.

3anpawuBaTh NOATBEpXAEHUe nepepn 3arpy3Kou oGHOBJIEHUA: B MporpaMme oTobpasmnTcs
yBe[lOMJIeHNE, B KOTOPOM MOXKHO MOATBEPAUTL WW OTKJIOHUTL 3arpy3Ky daiia obHOBAEHUS.

3anpawuBaTh NOATBEpPXAEHMEe, ecnu pa3mep obHoBneHusa npesbiwaeT (KB): B nporpamme
0T0b6pa3nTCs ANaNoroBoe OKHO MNOATBEPXKAEHUS, eCim pa3mep daitna 06HOBIEHNS NPEBbILAET

3aaHHoe 3HavyeHwne. Ecnv pa3mep ¢anna obHoBneHns 3afaH pasHbiM 0 Kb, Ananorosoe okKHO
NoATBEPXAEHMA B NporpamMme byaeT oTobpakaTbCs B 0OOM Criyyae.

ObHoBNeHus mopyneun
Bknwountb Oonee YacTble 0OHOBNEHUA CUTHATYP OOHapy)XeHus: OyneT yMeHbLUEH UHTepBan

0bHOBNIEHUS CMrHaTyp 0bHapyxeHus. OTKJIIO4YEHME 3TOr0 NapamMeTpa MOXXET HEraTUBHO OTPa3MTbCS
Ha CKOPOCTK 0BHapy»xeHus.

ObHoBNEHMEe NporpaMMbl

OOGHOBNEHUA (PYHKLMWA NPUNOXKEHUA — aBTOMaTMYeCKas yCTaHOBKa HOBbIX BEPCUIA ESET Internet
Security.

NMapaMmeTpbl NOAKIIOYEHUA

YT10bbI NCNONB30BaTb NPOKCU-CEPBEP A1 3arpy3ku 0OHOBMEHMI, CM. pa3fen [lapameTpsl
NOAKIYEHNS.
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OTKaT oOHOBNEeHuUS

Ecnn Bbl Nnofo3peBaeTe, 4TO NocsiefgHee 06HOBNEHME MOy 0OHAPY)KEHNS NN HOBbIE MOAY N
nporpamMmmbl NOBpeXAeHbl Nan paboTaloT HeCTabunbHO, Bbl MOXKETE BbIMOJAHUTL OTKAT A0
npenblayLiei BepCMn 1 BPEMEHHO OTK/IOYNTL 0OHOBNIEHNSA. M )Ke MOXKHO BKJIIOYUTL paHee
OTKJIIOYEHHbIE 0OHOB/IEHNS, EC/IN OHU OT/I0XKEHBI HA HEOMNPeAeeHHbIN NePUOS BPEMEHM.

Mporpamma ESET Internet Security CO34aeT CHUMKM MOLYJA 0OHapyXeHWs 1 MOAYNEeN NPOrpaMMmbl. ITH
CHUMKW MCNoNb3yoTCsa PyHKUMeER oTKaTa. AN co3aaHns CHUMKOB 6a3bl JaHHbIX BUPYCOB OCTaBbTe
thnaxok Co3paTb CHUMKM MOAyNen yCTaHoB/eHHbIM. Koraa dnaxok Co3aaTb CHUMKU Moaynen
YCTaHOBJIEH, NEPBbI CHUMOK CO34aeTCs Npu nepsoM obHoBneHUW. Cnefyoumin CHAMOK Co3aaeTcs
yepes 48 yacoB. B none KonnyecTBo n10KaibHO XPaHMMbIX CHUMKOB YKa3blBAETCS KOJIMYECTBO
XPaHUMbIX CHUMKOB MOZYy N 0OHapyXeHus.

Korfia 4oCTUraeTcs MakCMasibHOE KOJIMYECTBO CHUMKOB (Hanpumep, Tpu), CaMblil CTapbii
CHVMMOK 3aMEeHSIeTCS HOBbIM CHUMKOM Ka)kable 48 4acoB. ESET Internet Security OTKaTbIBAeT
BepcUn 06HOBNEHMS MOLY IS OBHAPYXXEHWs U MOAYS MPOrpaMMbl 10 CaMOro CTaporo CHUMKa.

Mocne HaXxaTnsa KHoMKM OTKaTUTb PaclUMpeHHbIe NapamMeTpsl > ObHoBNeHUue > OCHOBHas
mHdopMaLma HY)XKHO BbiOpaTh B PaCKPbIBAIOLLEMCSA CMUCKE AANTENbHOCTb NeEPNO BPEMEHN, Ha
KOTOpbI ByaeT NnpnocTaHOBAEHO 0OHOBNEHNE MOAY 1S OBHAPYXXEHUSA 1 MPOrPaMMHbIX MOAYNEN.

@S0 INTERNET SECURITY *
OTkat
Mpoacn*UTENEHOCTE Hal2y A i

BbibepuTe BapvaHT [0 0T3bIBaA, YTOOLI OT/IOXUTL peryaspHbie 0OHOBNEHUS Ha HeonpeaeeHHbIN
nepuof, noka yHKLUUs 06HOBIEHUS He ByleT BOCCTAHOBEHA BPYYHYO. MOCKObKY 3TO NoaBepraeT
CUCTEMY OMacHOCTY, ESET HE peKOMEHAYET WCMOJb30BaTh 3TOT NapaMeTp.

Mocne oTKkaTa KHomnka OTKaT 3aMeHseTcsl Ha Pa3pewwmMTb 0OHOBAEHUA. Ha npoTshkeHun neproaa,
BbIGPAHHOr0 B packpbiBatoLeMcsi MeHto MpuMocTaHoBUTL 0OHOBNEHUSA, 06HOBNIEHUS He
npousBoAsTcs. MporpaMma BO3BpaLLAETCs K CaMoi CTapol Bepcumn MoLyns obHapyXeHUs, KoTopast
XPaHUTCS B KAYECTBE CHMMKA B (haliIOBOM CMCTEME JIOKAIbHOr0 KOMMbOTEpa.
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NTERNET SECURITY o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayns o6uapyxenns B B o6uoenenne 5
| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3amura B ABTOMATUHECKDE NEPEKNHOYEHNE Npo U M3meHuTe (i)
OYnCTUTL K3 oBHOBAEHNA
| CepeKc e
MoaknkoueHre
Ovkar mogyns a
| ::;s;?:;i;ﬂﬂ CozaaTe CHAMEN MOgynef 'D
| KonnuecTeo NoKansHo XpaHiMbix CHUMKOE :
YeenoMAeHWA (5 ]
OTkaT K Npeabigy LM MOy ARM i)
Hactpo#iku
KOHPUASHUMANLHOCTK Mpodum 4
Mo ymonuanmio GDK OTmenHa

MpennonoXxum, nocnenHen sepcmm Moaynsa obHapyxeHns npucsoeH Homep 22700. Bepcun
22698 1 22696 XpaHATCS B Ka4eCTBE CHUMKOB MOoaynsa obHapyxeHus. ObpaTnTe BHUMaHMe,
4yTO Bepcus 22697 HenoCTynHa. B 3ToM npumepe KomnbloTep 6biN1 BbIKAOYEH BO BPEMS
obHoBNeHNs 22697, n 6onee HoBast Bepcust 0OHOBNEHUSA CTana AOCTYMHa A0 TOro, Kak bbina

+/ 3arpyxxeHa Bepcusa 22697. Ecnaum B nosie KonnuyecTteo N0KasNbHO XPaHUMbIX CHUMKOB
YyCTaHOB/IEHO 3HaYeHMe 2 1 NoJsib30BaTeNb WenkHeT OTKaT, Moaynb 0bHapyXeHuns (BKoYas
MOy NPOrpamMmbl) BEPHETCSA K BEPCUM 22696. ITO MOXKET 3aHATb HEKOTOpOe Bpems. YTobbl
NpPOBEPUTb, MPOU3BEAEH I OTKAT A0 NpeablayLlen Bepcmm Mogyia 06HapyXeHns, OTKponTe
OKHO ObHoBsIEHME.

NiHTepBan BpeMeHM oTKaTa

Mocne Ha)xaTna KHoMKKM OTKaTUTb PaclUMpeHHbIe napamMeTpsl > OoOHoBAeHUue > OCHOBHas
mHbopMaumna HYy)XHO BbiOpaTb B paCKPbIBAOLWLEMCS CMMCKE AANTENbHOCTb NePNo BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0OHOBNEHNE MOAY 1A OBHAPY>XXEHUSA 1 NPOrpaMMHbIX MOgYNen.

166



NTERMET SECURITY 5

OTtkar

MpogonsuTensHoCTE Hal2 yu = ﬂ'

BbibepuTe BapunaHT [0 0T3bIBa, HTOObLI OT/I0XKNTb perynspHbie 06HOBNEHUS Ha HeONpeaeNeHHbIN
nepuog, noka yHKUUs obHoBIEHUS He ByeT BOCCTAHOBAEHA BPYYHY0. MOCKONbKY 3TO NoaBepraeT
CUCTEMY 0NacHOCTW, ESET He peKOMeHAYEeT UCMNOJb30BaTb 3TOT NapaMeTp.

ObHoBNEHME nNporpaMMbl

B pa3nene O6HOBJIEHMA NPOrpPaMMbl MOXXHO aBTOMATUYECKM YCTaHABAMBATL HOBble 0OHOBIEHNS
YHKLUMIA, €CIN OHW JOCTYMHbI.

O6HOBNEHNS (PYHKLIMIA NPUIOXKEHUS 0OABNSIOT HOBbIE PYHKLIMN WU N3MEHSIOT YXKe
CyLLecTByloLMe U3 Npeablaywmnx sepcuii. OBHOBNEHNE MOXXET BbINONHATLCSA KaK B aBTOMATNYECKOM
pexume 6e3 BMellaTeNbCTBA N0b30BaTENS, TaK U C 0TOOPa)KeHMeM yBelIOMAEHUS A1
nosnb3oBaTens. Mocsie yCTaHOBKU 0OHOBNIEHNS (PYHKLMIA MPUNTOXKEHUS MOXKET NnoTpeboBaThCs
nepesanyck KoMnbloTepa.

OOHOBNEHNA PYHKL A NPUIIOKEHUA — €C/IN 3TOT NapamMeTp BKIOYEH, 06HOBNEHNA PYHKLNIA
NPUIoXKeHNs By YT BbINOJIHATLCA aBTOMATUYECKMW.

NMNapaMeTpbl NoAKNIOYEHUA

Y7061 MONYYNTH AOCTYN K OMLMSAM HACTPOMKIN NPOKCU-CepBepa A5 onpeaeneHHoro npoduns
0b6HOBNEHMS, OTKPOWTE pasfen PacllimpeHHbie napameTpsl > ObHoBneHue > Mpodunm >
O6HoBneHus > MapameTpbl noaknoyeHus. OTKPONTE packpbiBatoLLeecs MeHI0 Pe@XXUM npokcu-
cepBepa v BbibeprTe 04MH 13 Tpex NepeyncneHHbIX Aasiee BapuaHToB.

* He ncnosb30BaTh NPOKCU-CEpBEp
e CoenHeHne Yepe3 rNpokcn-cepBep
* icnonb3oBaTb 0bLmMe napaMeTpbl NPOKCU-CeEpBEPA

BbibepuTe BaprnaHT Ucnonb3oBaTb rnobasnbHbie NapaMmeTpbl NPOKCU-cepBepa, 4ToObI
NCMOJIb30BaTb KOH(MUIypaLMio NPOKCU-cepeepa, y)Ke 3afaHHylo B pa3aesie PacllnpeHHble
napameTpsl > NMNopknioyeHue > Mpokcu-cepeep.

BbibepuTe BapnaHT He ncnonb3oBaTb NPOKCU-CepBeEp, YTOObl YKa3aTb, YTO MPOKCU-CEPBEP HE
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byneT ncnonb3oBaTbCs AN 06HOBMEHUS ESET Internet Security.

dnaxxok MopgkniouyeHne Yyepes NpokKcU-CepBeP LO/KEH ObITb YCTAHOBMIEH B CAEAYIOLLMX CIyYasX.

* [1ns obHOBNEHNS ESET Internet Security MCNOJIb3yeTCA NPOKCU-CEPBEP, OTIMYHBIA OT YKa3aHHOI0
B pa3sfene PaclvpeHHsle napameTpsl > MoakntoyeHue. MNpn Takon KOHPUrypaumum HyXHO
yKa3aTb NapamMeTpbl HOBOr0O NMPOKCU-CepBepa: agpec NPoOKCU-cepBepa, NopT nepepaym
BaHHbIX (N0 yMon4aHuio 3128), a Tak)xe UMA NONb30BaTeNsa M Naposb 419 NPOKCK-CepBepa
(ecnn Heobxogumo).

* Obwme NnapamMeTpbl MPOKCU-CepBeEpa He 3adaHbl r106anbHO, 0OHAKO ESET Internet Security byaeT
NOAKIYaTbCA K MPOKCM-CEPBEPY ANA NONAy4eHNs 0OHOBNEHNI.

* KoMnbloTep noakntodaeTcs K MHTepHeTy Yepes npokcu-cepeep. MNapameTpbl bepyTca us
Internet Explorer B NpoLiecce yCTaHOBKMW MPOrpaMmsbl, HO NPy UX U3MEHEHUN (Hanpumep, Npu
CMeHe MoCTaBLMKa ycnyr HTepHeTa) HY>KHO y6eanTbCsa B TOM, YTO yKa3aHHbIE B 3TOM OKHe
napameTpbl NPOKCU-CepBepa BepHbl. ECIM 3TOro He caenaTb, MPoOrpaMMa He CMOXeT
NOAKN0YaTbCA K cepBepaM 0OHOBEHUNA.

Mo ymMon4YaHuUto ycTaHOB/IEH BapnaHT MUcnonb3oBaTh 06Lime napaMeTpbl NPOKCU-cepBepa.

Wcnonb3oBaTh NpsAMoOe NogKJlO4YeHne, ecsin NPOKCU-CepBep HepoCTyNeH: NPoKCK-CepBeEp He
OyneT ncnonb3oBaTbCs NPU 0OHOBAEHUN, €CIN OH HEJOCTYMEH.

MNons Uma nonb3oBaTtens v Maponb B 3TOM pa3fesie 0THOCATCA TOJIbKO K MPOKCU-CepBepy.
3anonHANTe 3TK NONSA TOJIbKO B TOM C/lyvae, eCcnun gns AoCTyna K Npokcu-cepeepy TpebyoTcs
NMA NONb30BaTesIA U NapoJib. YKasaHHble Nonga ciefyeT 3anojiHATb TOJIbKO B TOM C/ly4ae, ecu
AN5 nogkno4YeHnsa K IHTepHeTy Yyepes NpoKCu-cepsep Hy>KeH napoJib.

3awumTa

3awmTa NnpenoTBpaLlaeT BPeAOHOCHbIE aTakn Ha KOMMbIOTEP MyTEM KOHTPOASA (halnsios,
3N1EKTPOHHONM MOYThI U CBA3W Yepe3 VIHTepHeT. HanpumMep, npu obHapy>xeHnn obbekTa, KOTOPGLIN
KNaccnuunpyeTcs Kak «BpefoHOCHas NporpaMMa» HayHeTCs npoLuecc ncnpasneHns. OyHkumns
3alMTbl MOXET YCTPaHUTbL Yrpo3y, CHavasna 3ab10KMpoBaB ero, a 3aTeM O4UCTUB, YOAJIMB UK
NnepemMecTuB B KapaHTUH.

YT106bl fl€TaIbHO HACTPOUThL 3aLUNUTY, OTKPOMTE pa3faen PacllnmpeHHble NnapamMeTpbl > 3aliMTa.

A

MN3MeHeHns B HaCTpOI7IKI/I 3alWnNTbl AOJ1IX)KHbl BHOCUTb TOJIbKO OMbITHbIE MOJIb30BaTEJA.
HenpaBuibHas HaCTpOI7IKa 3TUX NMapaMeTpoB MOXET NPUBECTN K CHNXEHNIO YPOBHA 3alLNThI.

B 3ToM pasgene:
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PearupoBaHue npu obHapy>XeHuUu

B pa3nene «PearupoBaHue npu 06HapYyXEHUN» MOXHO HACTPOUTb YPOBHN OTYETHOCTM 1 3aLLUUTHI
ONs CAeayoWwmnx KaTeropui:

« ODOHapy>XeHue BpeAOHOCHbIX NpPOrpamMm (Ha OCHOBe MALUMHHOIO oby4yeHusn) -
KoMnbioTepHbIN BUPYC — 3TO (DparMeHT BPeLOHOCHOro KoAa, KOTopbI LobaBaseTcs B HaYa o naw
KoHeL, haliIoB Ha KoMMbloTepe. TeEM He MeHee TEPMUH «BUPYC» YAaCTO UCMOJIb3yeTCs He Mo
Ha3HayeHWo. bosiee TOYHbIN TEPMUH — «BPELIOHOCHas NporpaMmMa» («BpeaoHocHoe MO»).
ObHapy>XeHne BPeAOHOCHbIX MPOrPaMM OCYLLECTBASETCS MOAYIEM 0OHAPYXXEHNS B CONETAHUN C
KOMMOHEHTOM MalUVHHOro 06y4yeHus. JonoNHUTENbHYI0 MHAOPMALIMIO O MPUI0XKEHUSIX 3TOMO TMa

CM. B [J10CCapun.

* MNMoTeHUunanbLHO HeXeNnaTesbHble NPUIoXKEHUS. [oTeHUaNbHO HeXenaTe lbHble
NPUNOXKEHUS NPeACTaBNAAT coboi LOBOBHO LUMPOKYIO KaTeropuio NporpaMMHoOro obecneyeHuns,
3afla4yen KOTOporo He ABSAeTCA 04HO3HAYHO BPeLOHOCHAs AeATeIbHOCTb B OT/IMYME OT APpYruX
TUMNOB BPELOHOCHbIX MPOrpaMMm, TakMX KakK BUPYChl U TPOSHCKME nNporpaMMbl. OQHAKO Takoe
NpuioXKeHne MoXeT YCTaHaB/MBaTb LOMNOJIHUTESIbHOE HeXeaTeslbHoe NporpamMMHoe
obecneyeHve, U3MeHATb NOBeeHMe LM(pPOBOro yCTPONCTBA, @ TakXe BbINOJHATb AencTBus bes
3anpoca Wiu paspeLLeHuns nosb3osaTens. JonoNHUTENbHYIO MH(POPMALMIO O MPUNOXKEHUAX 3TOrO

TWNa CM. B J10CCapuun.

* Knoao3puTesibHbIM NPUSTIOXKEHUAM OTHOCATCS NPOrpaMmbl, CKaTble C MOMOLLLIO MPOrpamm-
YMNaKOBLVKOB WKW CpencTs 3awmTbl. CpeacTBa 3alNTbl TAKOrO TUMNA YacTO UCMONb3YIOTCA
3/10yMbILLUNEHHNKaMK, 4yT0bbI N36eXaThb OﬁHEipY)KeHVIﬂ.

* MNMoTeHUMaNbLHO ONacHbIe NPUJIOXKEHMUA: 3TO ONpefiesIeHNe 0OTHOCUTCS K 3aKOHHOMY
KOMMEepYeCKoMy nporpaMMHoMy obecrneyeHmnto, KOTOpoe MOXET BbITb NCMNOJIb30BAHO As
NPUYMHEHNS Bpeaa. K noTeHuUmanbHO ONnacHbIM MPUIOXKEHNAM OTHOCATCA CPeACTBa yAaleHHOro
L0CTYyNa, MPUNOXXEHNS ANS B3IOMa Naposieit N KnaBnaTypHbIe WNWMOHbI (Mporpammbl,
PErncTpupyloLLmMe Kaxxa0e HaxxaTne NnoJib3oBaTesIeM KaBuLW Ha KnasuaTtype). [LononHUTeNbHY0
MHMOPMaLMIO 0 NPUIOXKEHNAX 3TOr0 TUMA CM. B F10CCapUN.
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YnyylweHHada 3almTa

PacumpeHHoe MallnHHOEe 06y‘-IEHI/Ie - 3TO YaCTb 3allUNT, K Ka4yeCTBe OOMNOJIHNTEJIbHOIro YPOBHA
3alMTbl HA OCHOBE MaLLUMHHOIro 0by4yeHuns, KOTOpbIA yayylwaeT paboTy GyHKUMKM 0OHapyXeHus.
,ﬂ,OI‘IOﬂHVITeJ'IbHy}O I/IH(.bOpMaLI,VHO 06 3TOM TUNE 3alllThl CM. B [J10CCapun.

HacTtpouka oOHapyxeHus

Mpun obHapyXeHUn (Hanpumep, yrposa obHapyXMBaeTCs U KNacCupUUMpyeTcs, Kak BpedoHOCHas
nporpamma) UHcopMaLms nepenaeTcs B XKypHan obHapyXeHrs 1 NosBAATCS YBEAOMIEH NS Ha
paboyem cTone, eCn OHWM HACTPOEHbI B MEHIO ESET Internet Security.

MoporoBoe 3Ha4YeHne 0bHapyXeHNst HaCTPanBaeTCsA ONs KaxA0W KaTeropun (nanee -
«KATETOPUA»):

1.06Hapy>xeHne BpeAoHOCHbIX MPOrpaMm
2.MloTeHUMaNbHO HeXXenaTesNbHble NPUNOXKEHNS
3.MoTeHUMaIbHO ONACHbIN

4.1Nof03pUTENbHbIE NPUNOXKEHNS

O6Hapy)KeHI/Iﬂ BbIMOJIHAOTCA C MOMOLLUbIO MOLOYNA 06Hap)/)KeHVIF|, BKJ/1l0O4aA KOMMNOHEHT MalUMHHOIO
06y‘-IEHI/I9|. MO>XHO YCTaHOBUTb 6onee BbICOKOE noporosoe 3Ha4eHne oT4eTHOCTN NO CPpaBHEHWIO C
TeKyWwnMm 3Ha4eHneM 3allnThl. oTn HaCTDOMKI/I OTYETHOCTW He BNNAKOT Ha 6ﬂ0KVIpOBKy, ovnuieHmne
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nnn yganeHne 0bbekToB.

MNepen M3MeHeHNeM NoporoBoro 3Ha4YyeHus (Mam yposHsa) otyeTHocTn ans KATEFOPUW o3HakoMbTeCh
CO CcliefyoLwmnm:

ArpeccuBHbIN ®yHKumna obHapyxeHns KATETOPUN HacTpoeHa Ha MaKCUMaJIbHY0
4yBCTBUTENbHOCTb. Cy4yaeB obHapyxeHus byanet 6onbLue. MNpn ypoBHe
ArpeccuBHbIN PYHKLMA MOXKET OLIMOOYHO CHUTaTb 06bEKTHI
KATET OPUAMMN,

COanaHcupoBaHHbIM YCTaHOBNEH cbanaHCMPOBAHHBIA YPOBEHb YHKLUN 0BHAPYXEHNS
KATEFOPUW. 3Ta HacTporka AomkHa obecneynBaTb ONTMMasbHbIN BanaHC
NPON3BOANTENILHOCTY, TOYHOCTY 0OHAPY>XEHNA N KOANYECTBA NOXKHbIX
obHapyxeHun.

OCTOPOXXHbIN YpoBeHb hyHKUUK 0bHapyxeHnsa KATEFOPUW HacTpoeH Taknm obpa3om,
4TOObl YMEHbLUNTb KOJIMYECTBO I0OXKHbIX 0OHaPYXEHWIA, HO NP 3TOM
COXPaHWUTb AOCTATO4YHbIA YPOBEHb 3aLNTbl. O6BEKTbI CHATATCS TaKNMU,
TONbKO eC/iv UX NoBefeHne ABHO COOTBETCTBYeT noseneHunio KATEFOPUN.

Bbikn. ®dyHKUNS 0bHapyxeHna ansa KATETOPUN He akTuBHa, 1 06HapyXXeHus
Takoro pofa He 0bHapy>XMBAKOTCH, HE PErUCTPUPYIOTCA U He o4MLatoTcs. B
pe3ynbTaTe, AaHHAsA HAaCTPOMKa OTKJIOYaeT 3almTy OT 3TOro Tuna
obHapyxeHus.
3Ha4veHune «Bblkn» HeJoOCTYNHO A4 OMNOBELLEHNA O Bpe4OHOCHbIX
nporpaMmMax 1 no yMoJI4aHWI0 NCNOJIb3yeTcs A NOTEeHUNaIbHO OnacHbIX
NPUI0XKEHNNA.

NV JoCTYyNHOCTb MOAVAEeN 3aLlnThbl ESET Internet Security

[OCTYNHOCTb (BKAOYEHO UK BLIKJIKOYEHO) MOAYNS 3aLLNTbI AN BbIOBpaHHOMO MOPOroBoro
3Ha4veHnsa KATEFOPUWN BbirnaanT cnegyowmm obpasom:

Moayfb pacliMpeHHoro v v X X
MalUNHHOIro 06y4yeHns  (arpeccuBHbIN (KOHCEepBaTMBHbIN MOAY/Ib)

pPeXnM)
Moaynb obHapyxeHusa v v v X
Opyrue mooynu v v v X
3alWNThl

* He pekoMeHayeTCs.

V OnpegeneHne Bepcum NpoayKTa, BEPCUIN MOAYNS MPOrpaMMbl U AaThl COOPKM

1. WenkHnTe 3nemMeHT CnpaBka U noaaep>Xka > O npoaykTe ESET Internet Security.

2. Ha 3kpaHe O npopyKTe B NepBON CTPOKe TeKCTa oTobpakaeTcs HOMep BepCMM Ballero
npoayKTa ESET.

3. lenkHuTe 3neMeHT YcTaHOBJIEHHbIE KOMMOHEHTbI /11 AOCTYyrna K MHopMaumm o
KOHKPETHbIX MOLYNSX.

KnioyeBble MOME@HTbDI

HeCKoJIbKO KN0YeBbIX MOMEHTOB NpU YCTaHOBKE COOTBETCTBYIOLLEr0 NOPOroBOro 3Ha4YeHus ans
Ballen cpepbl:
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+ COanaHcupoBaHHOe MoporoBoe 3HavyeHne pekoMeHayeTcst ans 60NbWNHCTBA HAaCTPOEK.

* Bonee BbICOKNIA MOPOr OTYETHOCTM — BoJiee BbICOKUIA YPOBEHb 0OHapYXeHus, Ho Bonee
BbICOKUI LLAHC JI0)KHO NAEHTUDULNPOBAHHBIX 0O bEKTOB.

* C peanbHOM TOYKM 3peHusd, HeT rapaHTum 100 % obHapyxeHuns, a Takxe 0 % waHCoB
n3bexxaTb HENPaBWJIbHOWN KacCUPUKaLMM YACTbIX 06 bEKTOB KakK BPEAOHOCHbLIX MPOrpamMm.

* CoxpaHanTe ESET Internet Security U ero MOA4Y/M B aKTyaJlbHOM COCTOAHUM, YTObbl 0obecneynTb

MaKCUMabHbIA BanaHCc Mexay NPoM3BOANTENIbHOCTHIO M TOYHOCTbIO 0BHAPYXXEHMUS 1
KOJINYECTBOM OLUMOOYHO 3aperncTpupoBaHHbIX 06 HEKTOB.

HacTponka 3aluThl

Ecnn 06bekT, KnaccmgurumnpoBaHHbin kKak KATETOPUS, oTobparkaeTcs B 0THETE, NporpaMma
610KnpyeT 06BEKT U 3aTEM 0YMLLAET, YAANAET U NEpPEMELLAET ero B KapaHTyH.

MNepen M3MeHEeHNeM NoporoBoro 3Ha4YeHus (nam yposHa) 3awmTbl s KATEFOPUN o03HakoMbTeCh CO

cnepyrownm:

ArpeccuBHbIN

CbanaHcMpoBaHHbIN

OCTOpPOXXHbIN

Bbikn.

CoobuieHns 06 obHapyXeHUn arpeccmBHoro (nnmn 6osee HU3KOro) ypoBHsA
610KMpYIOTCA, U 3anycKaeTcs aBTOMaTUYeCKoe yCTpaHeHne
HencrnpaBHOCTEN (T. €. 04UCTKA). ITOT NapaMeTp PeKOMeHyeTCs, ecn Bce
KOHEYHble TOYKM OblSIN OTCKAaHMPOBaHbI C arpecCUBHbLIMU HAaCTPOMKaMK 1 B
NCKoYeHNs 0bHapyxeHns bbln gobaBsieHbl 06BEKTHI C IOXKHBLIM
KnaccuguunpoBaHnemM.

O6HapyxxeHuns cbanaHcMpoBaHHOrO (MKn 6osiee HU3KOro) ypoBHSA
610KNpPYIOTCA, MOC/E Yero 3anyCckaeTcss aBTOMaTUYECKOEe NCMpaB/ieHne
(T. e. o4UCTKA).

O6Hapy>XeHns 0CTOPOXKHOI0 YPOBHSA BJIOKMPYIOTCS, U 3anycKaeTcs
aBTOMaTM4YecKoe nucrnpasnieHne (T. €. 04UCTKA).

MonesHo ANa NAEHTUDUKALUN N NCKTIOYEHUS NOXKHbBIX CO0bLLeHNIA 06
obbekTax.

3HayeHne «Bbiki» HeJOCTYMHO ANS 3aLUNTbI BP€AOHOCHbIX NMPOrpaMM 1 no
YMONYaHWNIO UCMOJIb3YeTCs ANS NOTEHUMANbHO ONACHbIX NMPUI0XKEHWUNA.

3awuTta (pannoBOU CUCTEMbI B peXxume
peanbHOro BpeMeHu

3awmTa (hannoBO CUCTEMbI B PEXMME PeasibHOr0 BPEMEHUN KOHTPOMPYET BCe (halibl B CUCTEME Ha
Ha/sn4yne BPeL4OHOCHOro KoAa Npu OTKPLITUM, CO3AAaHUN UK 3anyCKe.
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NTERMNET SECURITY O x

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn o6napyxenns € B 3awura paiinosoii cuctemsl B peanbHOM BpeMeHH 5

ObHoBneHne BrnrounTe 3aLnTy GailnoB0A CHCTEMBI B PEANBHOM BEDEMEHN D o

3awmta B

3awnTa GanNoBOA CUCTEMbI Hocurenmn ans ckanmposanma

B peafbHOM BpeMeHH i

3awmTa goctyna k cetn @D Kectrue gnewn () i)

SSL’IITLS CBEMHBIE HOCUTENK m B

3allMTa NOYTOBOID

wiventa @D CETEBBIE ZUCKK 'D (1]

3awmnTa AocTyna B

Wuteprer B

3awnTa Gpay3epa CranmpoBartb npwr

| KouTpons ycrpoiicts (D

Otepeiman daiina [ @) (1 ]
-
| CepBHC 1] Cozaannm daiina m a
MoaknyeHne WMecnonnenwnn daina 'D (i}
WuTepdeiic AocTyn K 3arpy304HOMY CEKTOPY ChEMHBIX HOCUTENE m (]
nofb3oBaTens
| YeeqoMneHna 5 ] Wewnrouenna gna npoueccos
Mo ymonuanmio GDK Otmena

Mo ymMonyYaHuMio yHKLNA 3awuThl (hanIoBON CUCTEMbI B peasibHOM BPEMEHM 3amnyCKaeTCs npu
3arpyske cuctembl n obecneymBaeT NOCTOSHHOE CKaHWPOBaHMe. Mbl He peKOMeHAYEM OTKIIYaThb
napameTp BKnounTb 3awmty anaioBon CUCTEMbI B peasibHOM BPeMeHM B pa3fese
PaclimpeHHble napameTpsl > 3awuTa > 3awmuTa anioBo CUCTEMb] B peasibHOM BPeMeHM >
3awmTa hannoBOK CUCTEMb] B peasibHOM BPeMEHM.

Hocutenu pns CKaHUpoBaHuA

Mo YMOJ14aHUIO BCE TUMbI HoCuTenemn CKaHMPYIOTCA Ha HaJindne BO3MOXHbIX YIrpo3.

* XKecTkne gUCKn — CKaHMpOBaHME BCEX CUCTEMHbIX U CTaLMOHAPHbIX XXECTKMUX ANCKOB
(Hanpumep: C:\, D:\).

* CbeMHble HOCUTEeJIU: CKaHNPOBaHME CbeMHbIX HOCUTenen CD/DVD, USB-XpaHuauwia, kapt
namMaATn N T A.

* CeTeBble AUCKU: CKAHNPOBAHME NOAKJIIOYEHHbIX CETEBbIX AUCKOB (NpuMep: H:| Kak |\store04)
NN CeTEBbLIX ANCKOB NPSAMOro gocTtyna (npumep: \\storeos).

PekoMeHayeTCs 0CTaBUTb MapaMeTpbl MO YMOSYAHUIO, @ U3MEHATb UX TOJIbKO B 0COOLIX CyYasnx
(Hanpmmep, ecnn CKaHMpPOBaHME onpeneneHHbIX HoCUTeNnen NPUBOANT K 3HAYNTENbHOMY
3aMenneHnto obmMeHa gdaHHbIMK).

CKaHupoBaTb npu

Mo YMOJ1HaHUIO BCE Cbaﬁlﬂbl CKaHNPYIOTCA Npn OTKPbITUKX, CO30aHN U BbIMOJTHEHWN.
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PekoMeHAyeTCst He U3MEHATb HACTPOMKMN MO YMOMYaHUIO, MOCKONIbKY OHU obecneymBatoT
MaKCUMasbHYIO 3aLLMTy KOMMbIOTEPA B PEXMME PeasibHOr0 BPEMEHMU.

* OTKpbITUM panna: CKaHMPOBaHME NpU OTKPbITUK (harna.
* Co3paHum hamna: CKaHNpoBaHME CO34aHHOr0 NN N3MEHEHHOro aina.
* UcnonHeHun dpanna: ckaHMpoBaHMe NPy BbINMOAHEHUN UKW 3anycke darna.

* loCcTyn K 3arpy304HOMY CEKTOPY CbeMHbIX HOCUTEJIEH: CKaHMPOBaHME Cpa3y Npu BCTaBke
CbEMHOI0 HOCUTENSA, COAEPIKALLEro 3arpy304Hbli CEKTOP, B YCTPONCTBO. ITOT NapaMeTp He
BKJ/ItOYAET CKaHMpOBaHMe halnnoB Ha CbeMHbIX HocUTensax. CKaHMpoBaHne (hansioB Ha CbEMHbIX
HOCUTENAX MOXHO BKOYNTL B pasgene Hocutenum pna ckaHupoBaHus > CbeMHble
HocuTenu. YTobbl JOCTYN K 3arpy304HOMY CEKTOPY CbeMHbIX HocuTenen pabotan
KOPPEKTHO, BKJIIOYMTE HAaCTPOMKY 3arpy3ovHble CeKTOpPbl/UEFI B ThreatSense.

UcknioueHua ansa npoueccos

NcknoyeHna ois npoLeccos.

ThreatSense

3awmnTa ansoBoN CUCTEMbI B PEXUME peanbHOro BpeMEHM NpoBepseT BCe TUMbl HOCUTENEN U
3anyckKaeTcs pa3nyHbIMUK COBLITUAMM, TaKMMMK KaK JOCTYN K (hanny. 3a CHeT MCNoJib30BaHMA
MeToA0B 0bHapy>XeHuns ThreatSense (Kak onuncaHo B pasgesne ThreatSense) 3alWnUTy annoBomn
CUCTEMbI B PeXMMe peasibHOro BPEMEHN MOXXHO HaCTPOUTb A9 CO34aBaeMbIX U yXKe CYLLEeCTBYOLNX
thannos no-pasHoMy. Hanpumep, MOXXHO HaCTPOUTb 3aLLUTY (PasIOBON CUCTEMbI B peXmMme
peasbHOro BpeMeHu Tak, 4Tobbl OHa bonee TwaTeNbHO OTC/EXMBaNa BHOBb CO3A4aHHbIE (haisbl.

YT106bl CHN3NTL BAMSHWE Ha NPOM3BOANTESIbHOCTb KOMMbIOTEPA MPU UCMOSIb30BaHMNM 3aLlMThl B
peXnMe peasbHOro BpeMeHW, MOBTOPHOE CKaHMpoBaHMe hanioB, KOTopbie yxke bbian
MPOCKaHMPOBaHbI, He BbINOJHAETCS (ecnn dansbl He BbiNn n3MeHeHbl). Panbl NOBTOPHO
CKaHUPYIOTCS Cpa3y Nocse Kaxxaoro obHoBieHMa moayns obHapyxeHus. YnpaBaeHne 3Tum
PEXMUMOM OCYLLLECTBNSETCS C MOMOLLLIO NapaMeTpa OnTuMU3auma Smart. ECv onTMMMU3auma Smart
OTKJIl04EHA, BCE (hall/ibl CKAaHMPYIOTCA KaXKabIA pa3 Npu NoayYeHnn 4OCTyna K HUM. YTobbl N3MEeHUTb
3TY HAaCTPOMKY, OTKPONTE pa3fen PaclupeHHble napaMeTpsl > 3awuTa > 3awmTta hpannoson
CUCTEMbI B peasibHOM BpeMeHMU. [10C/iejoBaTesIbHO LWeSIKHUTE 3/1eMeHThl ThreatSense > ipyroe u
CHUMUTE UAN YyCTaHOBUTE (h1aXKOK BKJIIOYUTb MHTENNEKTYasIbHYI0 ONTUMU3ALMIO.

3au.u/|Ta q:)a|7|n0|30|7| CNCTEMDbI B p€a/ibHOM BpeEMEHN TaKXXe NO3BONIAET HaCTpPpanBaTb AOMNOJIHUTESIbHbIE
napaMeTpbl ThreatSense.

UcKnioyeHUa ansg npoueccoB

OYHKLMA NCKIIYEHUIA 418 NPOLEeCcCOB NO3BOASET UCK0YATb MPOLLECChl NPUIOXKEHNI 13 3aLUTh
(hannoBON CUCTEMbI B peasibHOM BpeMeHU. HekoTopble METOAUKM, UCMOJIb3yeMble Npu Pe3epBHOM
KOMMPOBaHWN N NPU3BaHHbIE MOBbLICUTb €r0 CKOPOCTb, YAYYLINTb LLeNOCTHOCTb MPOLECCOB U
LOCTYNHOCTb CNYX6, BbI3bIBAIOT KOH(MPINKT C 3aLLUUTON OT BPELOHOCHbIX MPOrpamMm Ha YpoBHeE
(hannnioB. EAMHCTBEHHBIN AeCTBEHHbIN CNocob n3bexaTb Takux npobsieM — OTKIYUTD
aHTmBumpycHoe MMO. MNMpu NCKAYEHUN OTAeNbHbIX NPOLECCOoB (HanpuMep, 0TBeYalLWmX 3a pe3epBHoe
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KOMMpOoBaHMe) BCe onepauun ¢ ainamMm Takmx NPOLLECCOB UFHOPUPYIOTCS U CHUTAOTCA
6e30MacHbIMK, YTO CHUXXAET OTpULATENIbHOE BANSIHNE Ha NPOLIECC Pe3epPBHOM0 KOMMPOBaAHMS.
Co3faBaTb UCKJIIOYEHUS CIeayeT C OCTOPOXHOCTbIO — f0BaBIeHHOE B UCK/IOYEHNE CPeLCTBO
pPe3epBHOr0 KOMMPOBAHMS MOXET MOYYUTb AOCTYM K 3apa)KeHHbIM (haiifiaM, He BblAaB Npu 3TOM
OMOBELLEHNS, MO3TOMY pacLUMPEHHbIE pa3peLleHns AOCTYMHbl TONbKO AN MOAY/S 3alUnTbl B
peasisHOM BPEMEHM.

He cnepyeT nyTaTbh 3Ty yHKLMIO C APYTUMU BO3MOXHOCTSIMU UCKJIKOYEHNUS — VICK0YeHHbIE
paclumperns daitnos, UCKaYeHns cucTeMbl HIPS, CKN04YeHUs U3 06HapyXeHns uan
Ncknoyeruns s 6bICTpoaenCTBUS.

NcknoveHnsa ons npoueccoB NO3BONIAKT CHU3NTb PUCK BOSHUKHOBEHNA KOH(DJ'II/IKTOB N NOBbICUTb
npon3BoaANTEJIbHOCTb NCKJTIOHYEHHbIX I'IpI/IJ'IO)KeHI/II7I, 4TO MOJI0OXKNTENIbHO CKa3bIBAaETCA Ha
npon3BoanNTESIbHOCTUN N cTabunbHOCTK Ol'lepaLl,MOHHOI7I cucTemsl B LenoM. cknoyveHune gng
npouecca nan NpuioXXeHna npegnosiara€T NCKAOYEHNE N A €ro NCNOoJHAEMOr o (pa|7|na (.E'XE).

[06aBnTb ncnosHsemble haiibl B CMMCOK MCKIKOYEHHBIX NPOLLECCOB MOXHO B pa3sfene PaclumpeHHble
napaMeTpsl > 3auiuMTa > 3awmTa ¢annoBoOU CUCTEMbI B peasibHOM BpeMeHM > 3aLiuTa
¢dannoBomn CUCTEMbl B peasibHOM BpeMeHHU > ICKIloueHUsa Ans npoueccos.

ITa (hyHKUMA NpefHa3HavYeHa anst 4obaBneHns B UCKOYEHNS CPELCTB PE3ePBHOM0 KOMMPOBAHMS.
WcknioveHne U3 CkaHMpoBaHNA MPOLLECCOB, BbIMOIHAEMbIX CPEACTBOM PE3ePBHOr0 KOMMPOBaHNS,
obecneynBaeT CTabuAbHOCTL CUCTEMBI 1 CNOCOBCTBYET NyHLIEeNn NPON3BOANTENbHOCTN PE3EPBHOMO
KOMUPOBaHWS, He 3aMefNsis ero.

LWenkHnTe N3MeHUTBb, YTOObI OTKPLITH OKHO yrpaBsieHns UCKAloueHus ansa npoueccoB, B
KOTOPOM MOXXHO [100aBUTb UCKIOYEHMS U BbIOPATb UCNOHAeMble daitibl (Hanpumep Backup-
tool.exe), KOTOPblE BY QYT UCKOYEHBI U3 CKAHWPOBaHWS.

Ecnn daiin .exe nobaBneH B nepeyeHb UCKIOYEHWA, ESET Internet Security HE BbINOMHSET
MOHUTOPWHT €ro AeiCTBUIA, Kak 1 He CKaHUpyoTCcs Ntobble onepaumnm ¢ dainnamu,
BbIMOJIHSIEMbIE 3TUM MPOLLECCOM,

Ecnn ncnonHsembin annn He BoibpaH C MOMOLLbIO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NOJIHBLIN NYyTb K (hanny. NHave ncknoveHne He bynet paboTaTb NpaBuabHO, a cucTema HIPS
MOXXeT BbljaBaTb coobuieHus o6 ownbke.

INa cywecTBYOLWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUNN U3MEHEHUA 1 YaANeHuUsa 13
NCKJTIOYEHUIA.

3awmTa goctyna B IHTEPHET HE MPUHMMAET BO BHUMaHNE Takne UCKIYeHns. Ecnm Bbl
n06aBnIM B NCKIOYEHNE NCMOHAEMBbIN alin cBoero Beb-bpay3epa, ckaynBaemble aisibl No-
npexxHemy 6yayT CKaHUPOBATLCSA. ITO MO3BOANT 0OHAPYXKNTb 3apakeHHble (halbl. ITO
pa3bACHEHWE [aHO B NO3HaBaTE/NbHbIX LENSX, U Mbl He pekoMeHayeM 106aBNsaThb B
nckntoyeHne seb-bpaysep.

NobaBneHue UAU U3SMEHEeHUEe UCKJTIOYEeHUHN
npoLeccoB

B 3TOM onanoroBoM OKHE MOXXHO p,oﬁaamnb npouecchl, NCKAKOYaeEMbIE N3 MOAYNA 06Hapy>KeH|/m.
NcknoyveHnsa ons npoLeccoB No3BoNAOT CHU3UTb PUCK BO3ZHUKHOBEHWNA KOHqJJ'II/IKTOB N NOBBLICUTb
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NPOVU3BOANTENBHOCTb UCKOYEHHbIX MPUNOXEHWI, YTO MONOXKUTENBHO CKa3blBAETCS Ha
NPON3BOANTENBHOCTM U CTAabUNBHOCTY ONepaLnoOHHON CUCTEMbI B LiesoM. VckntoyeHne ans
npoLecca nam NPUIoXKeHNs NpeanonaraeT CKKYEHNE 1 NS ero UCnoJsiHsgemoro gaina (.exe).

BbibepuTe nyTb K hanny NCKIOYEHHOTO MPUIOXKEHNS, LWENKHYB ... (Hanpumep, C:\Program
Files\Firefox\Firefox.exe). HE BBOANTE UMSA NPUIOXKEHNS.

Ecnn chanin .exe nobaBneH B nepevyeHb UCKAOYEHUN, ESET Internet Security HE BbINOJHSAET
MOHUTOPWUHI ero AeNCTBUN, KaK N He CKaHUPYTCS Ntobblie onepaunn ¢ dannamu,
BbINOJIHAEMbIE 3TUM MPOLLEeCCOM.

Ecnmn ncnonHsiembln hann He BbibpaH C MOMOLbO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NONHBLIN NYTb K hanny. NHavye ncknoveHne He bynet paboTaTb NpaBuIbHO, a cucTema HIPS
MOXXET BblgaBaTb coobLieHns 06 ownbke.

INa cywecTBYOWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUUN NU3MEHEHUSA 11 YaANeHusa 13
UCKJTIOYEHUIA.

MoOMEeHT usaMmeHeHus KOHUrypaumm 3aLimTbl B
pe>XuMe peasibHOoro BpeMeHu

3almMTa B pexnme peasibHOro BpeMeHu sBnseTcs Hanbosee CyLeCcTBEHHbIM 31eMEHTOM BCEN
cuctembl obecnevermns 6esonacHocTy. HeobxoanmMo 6bITb BHUMATENbHLIM NPY U3MEHEHNUN ee
napamMeTpoB. PekoMeHIyeTCA N3MEHATb NapaMeTpbl TOJIbKO B 0COBbIX CyYasnX.

Mocne ycTaHOBKM ESET Internet Security BC€ MapaMeTpbl ONTUMU3MPOBaHbI 419 MaKCMMabHON 3aLLMThl
cUCTeMbl. YT0Obl BOCCTAHOBUTL HAaCTPOMKM MO YMOSIYAHUIO, LLENKHUTE =) pALOM C 3/1IEMEHTOM
PaclUV/peHHbIe NapaMeTpsl > 3awuTa > PearupoBaHue npu o6Hapy>XeHUM.

NMpoBepka MoAaynsa 3alLUTbl B peXuMme
peanbHOro BpeMeHwu

Y106kl yOEONTHLCA, 4TO 3alMTa B peasibHOM BpeMeHu paboTaeT 1 obHapyxusaeT BUPYChI,
NCNOMb3YNTE NPOBEPOYHLIN (hansl www.eicar.com. DTOT TECTOBbIN (hann aBnseTcs bes3ppeHbIM, 1 ero
obHapy»XnBalT BCe NporpamMmmebl 3alnTbl OT BUPYCcoB. ®ann co3faH KoMrnaHuen EICAR (European
Institute for Computer Antivirus Research) 419 NpoBepky PyHKLNOHNPOBAHUA MNPOrpamMm 3aLmThbl OT
BMPYCOB.

®ann focTyneH Ans 3arpysku ¢ Beb-canTa http://www.eicar.org/download/eicar.com.
Mocne BBOAa 3TOro URL-agpecca B 6pay3epe Bbl AOJHKHbI yBUAETh coobLieHme 06 yaaneHnn yrpossbi.

PewweHue npobneM, BO3SHUKAIOLLUX MPHU
paboTe 3awwunTbl hannoBomn CUCTEMbLI B
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peXxumMe peasibHOro BpeMeHum

B 3ToM pa3nene onuncaHbl Npobiembl, KOTOPbIE MOTYT BO3HUKHYTb MPY MCMO/b30BaHMNM 3alLMThbl B
peXuMe peasbHOro BpeMEHHU, N Cnocobbl X YCTPaHEHUS.

3awuTta pansiIoBON CUCTEMbI B peXXUMe peasibHOro BpeMeHHu
OTKJIlOYEeHa

Ecnu nonb3oBaTenb HernpeaHaMepeHHO OTK/YNT 3alMTy B peasisHOM BpeMeHu, Heobxoanmo
MOBTOPHO aKTMBMPOBATb 3TY PYHKLMIO. YTOOBI NOBTOPHO aKTUBUPOBATHL 3aLLMTYy B peasibHOM
BpeMeHu, nepenauTe B pa3gen HacTtpomrka B [/1aBHOM OKHE NporpaMmbl U WeNKHUTe 3awmTa
KoMnbloTepa > 3awuTa (pan10BOM CUCTEMBI B peasibHOM BPEMEHMU.

Ecnum 3awmTa hanioBON CUCTEMBI B peXUMe peasibHOro BpeMEHUN He 3amnyCKaeTCa npu 3arpyske
cucTeMbl, 06bIYHO 3TO CBA3AHO C TEM, 4YTO OTKJIOYEH napameTp Bkawountb 3awmty pannoson
CUCTEMbl B peasibHOM BpeMeHU. YTob6bl ybeanTbCs, 4TO 3Ta ONuus BKIKOYEHa, OTKPONTE pa3aen
PacluivpeHHble NapamMeTpsl > 3awuTa > 3awmTta (pansIoBOM CUCTEMbI B peasibHOM BPeMEHM.

3aluTa B pe)XXuMe peasibHOro BpeMeHn He OOHapyXXuBaeT u
He O4YMLLAeT 3apa)keHus

YbeamTecb B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOBJ/IEHbI APYrie NPOrpamMmsbl 3alnUTbl OT BUPYCOB.
Ecnun Ha KoMNbloTepe YCTAaHOBEHO CPa3y ABE aHTMBMPYCHbIX MPOrpaMMbl, OHWU MOTYT
KOH(DIMKTOBAThL Mexay coboit. Mepen ycTaHOBKOMN ESET peKOMeHAyeTCs yAaiMTb C KOMMNbIOTEPa BCE
npoyne Nporpammbl 3aLUnTbl OT BUPYCOB.

3awumTa B pexumMme peaJibHOro speMeHm He 3anyCckaeTcs

Ecnv 3awmTa B peasbHOM BPEMEHM He 3anyCcKaeTcs Npu 3arpyske cMcTembl (HO PyHKLUMS BKAOYUTB
3awumTy (PansIoBOM CMCTEMbI B peasibHOM BPeMeHM BKJI0YEHA), BO3MOXKHO, BO3HMNK KOH(JIMKT C
APYTMU NpUNoXeHusmn. Ytobol pelinTs 3Ty Npobnemy, cozfante )ypHa ESET Sysinspector U
OTNpaBbTe ero B CNyx0y TeXHNYeCKon noaaepxkm ESET ANd aHaau3a.

3awuTa AoCcTyna K CeTu

B pa3nene «3alinTa AOCTYNa K CETU» MOXHO AeTaslbHO HACTPOUTb BCE CETEBbIE MOAKIOYEHNS. Bbl
MOXKETe pa3pewnTb Uan 3anNpeTuTb JOCTYN K KOMMNbIOTEPY B ONpeeneHHbIX CETAX, Pa3peLlnTb Nan
3anpeTuTb AOCTYMN K CETEBLIM YCTPOMNCTBAM C KOMMNbIOTEPA U CAeNaTh MHOroe Apyroe B
COOTBETCTBUN C KOHUrypauuen. Mo yMmonyaHuio B ESET Internet Security eCTb NpeABapuTeNbHO
3aJlaHHble NpaBua haepsBosia 1 BKIOYEH MAaKCUMaslbHbIA YPOBEHb 3allUTbl 4OCTYMNa K CETU.
OpaHaKo ans onpeaenieHHbIX cpea MoXeT NoTpeboBaTbCs NosIb30BaTe/IbCKas HAaCTPOKa. 3MeHsTb
HACTPOWMKM MO YMOMYAHUIO A0JIXKHbI TO/IbKO OMbITHbLIE MOJIb30BATENN.
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NTERMET SECURITY O X

AononHuTeNbHble HACTPOWKMK Q X7

| Mogayne obHapyxenns € | B 3awwra goctyna k cetw 5

| O6HoeneHne D HasHauenne npoduna ceTEBOro NogKNHONEHUA ABETOMATUYECKN ~

@

| 3awmuta B | Mpodnan ceTesrix NogkaoYeHNil Mzmennte

3aWnTa QanNoBon CUCTEMBI Habopei IP-agpecos MamennTs i)
B peanbHOM BpeMeHK

| 3E|I.Ll,|f'|TEl AOCTYNa K CETH
SSL/TLS

3alMTa NOYTOBOTO
kenta @ ®aiiepson 5

3awwTa goctyna 8
WuTepHer E)
3awwta Bpay3epa

WHCNekTop ceT 5

3alIMTa OT CeTeBLIX aTak 5
| KOHTPOAL YCTPORCTE
| Cepsuc

MoaknueHUe

WHTepderc
nons3oeatens &

| YeeqomMmneHna (5 ]

Mo ymonyaumo GOK OTmeHa

B pa3nene PaclivpeHHble napamMeTpsl > 3alWuTa > 3auMTa focTyna K CeTu MOXKHO HaCcTPOUTb
yKa3aHHble HKe napameTpbl. (LLlenkanTe CChlIKN HUXKE A5 noayYyeHus noapobHoro onncaHms
KaXk4ow onuum 3awmTel 4OCTYNa K ceTu.)

3awmMTa gocTyna K cetu

Mpochunan ceTeBbix NOAKIYEHNI: MPOGWIIN MOXKHO UCMOb30BaTb, YTObbLI yNpaBasaTb paboTon
thanepsona ona onpeaenieHHbIX CETEBbIX MOAKIIOYEHWN.

Habopbl IP-aIpECOB: MOXXHO OMpeaesinTb Habopsbl IP-aApecoB, KOTOPbIE CO3A4A0T OMIHY JIOrMYECKYI0
rpynny IP-aApecoB 1 KOTOPbIE MOXKHO MCMO0/Ib30BaTh AJ1S MPaBu (halepBosa.

VIHCNeKTop ceTu

danepson

3allnTa OT CeTeBbIX aTakK

NMpocdunu ceteBbiX NOAKIOYEHUN

C nomoLubo Npogunnen MoXKHO yrnpaBnaTb NoBeAeHNEM PYHKLUNN 3aLLNTLI CETU B ESET Internet Security
ANs onpefeneHHblX CeTeBbIX NOAKM0YeHNIN. [TpK CoO34aHMM WM U3MEHEHUM NpaBuia hanepsona,
npaswusa IDS WAW rpasuia 3allinThl OT aTak MeToaoM nogbopa ero MOXXHO Ha3HaYnTb
onpefeneHHoOMY NpouIo UAn NPUMEHUTb KO BceM npodunsam. Korga onpeneneHHbin npogusib
LEeNCTBYET A1 CETEBOro NOAKIIOYEHNS, K HEMY MPUMEHSAIOTCA TONbKO rnobanbHble npasunia
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(npaBuna 6e3 ykazaHus Npocuas) n npaBunsa, HasHa4YeHHble 3TOMy Npoduo. MoXXHO Co3haTb
HEeCKOJIbKO Npocuaen C pasHbIMK NpaBUIaMu, Ha3Ha4YaeMbIMU CETEBLIM MOAK/OYEHNAM, HYTOObI
Nerko N3MeHsTb NoBeaeHne anepsona.

HacTpouTb Ha3Ha4vyeHns 1 NPodUAN ceTeBbIX MOLKIOYEHN MOXHO B pa3fene PaclumpeHHble
napamMmeTpbl > 3alWUTa > 3aliMTa A0CTyna K ceTH > 3aluuMTa AocTyna K CeTMm.

HasHavyeHue npoduns ceTeBoro NOAKMAIOYEHUA: NO3BOASAET BbIOpaThb, OyaeT v BHOBb
0bHapy>XeHHbIM CETEBbLIM MOAK/IOYEHNAM aBTOMaTNYeCKM (BbibepnTe ABTOMaTUYE€CKM B
PacKpbIBAOLWEMCS MEHIO) Ha3Ha4YaTbCsA NpeaBapUTENbHO 3a4aHHbIN UK NOb30BaTENbCKNIA
npoub COracHO akTMBaTOPaM, HACTPOEHHBIM B MPOMUAAX CETEBLIX NOAKJIIOYEHURA, NN
nporpamma goskHa oTobparkaTb 3anpoc (Bbibepute 3anpPoCUTb B PaCKPbIBAKOLEMCA MEHIO) O
HeobX0ANMMOCTMN HaCTPOUThL 3aLUNTY CETU U HA3HAYMTb NPOMUIL BPYHHYIO MPU KaXX AOM
0bHapy>XeHMN HOBOIO CETEBOr0 NOAKJIIOYEHUS.

Kpome Toro, Bbl MOXETE BPYYHYIO Ha3HaYNTb ONpeaesieHHbIn Npoduib CETEBOr0 NOAKIIOYEHNS B
rJ1aBHOM OKHe MporpaMmel B pasaene HacTpo#ka > 3awuTa cetn > CeTeBble NOAKIOYEHUS.

HaBenuTe Kypcop Ha KOHKPETHOE CETEBOE MOAK/IOYEHNE U LLEJIKHUTE 3HAYOK MeHI0 * > U3MeHuTb,
4TO6bl OTKPbITb OKHO HAacTpoika 3allnThl CETU 1 BbIOpaTh NPOGWIb.

Mpocdunnu ceTteBbiX NOAKAIOYEHUN: LWeNKHUTE U3MeHUTb, 4T0bbl 100aBUTL NN N3MEHUTH
Npoduan ceTeBblX MOAKIYEHNN.

Cnegnytowme npounam npeaBapuTenbHo 3afaHbl U He MOTyT ObITb M3MEHEHbI NN yAaNEHbI:

KoHdupeHumanbHo — 015 LOBEPEHHOW CeTU (OMaLLHen nam opucHom ceTu). Baw KomnboTep 1
obLme hanbl, XpaHALWMeCs Ha HEM, BUAHbI AN APYruX Nosib30BaTenen CeTu, a Takxe Apyrum
Nonb30BaTeNsAM CETU AOCTYMHbI CUCTEMHbIE Pecypchbl (A0CTYN K 06WMM (hannam 1 npuHTepam
BKJIIOYEH, BXoAsLLee NoAKJYeHne RPC BKAOYEHO, 0bLwuin LOCTyN K yaaneHHoMy paboyemy cTony
npepocTassieH). ITOT NapaMeTp peKoMeHAyeTCa UCMo/b30BaTb MPU AOCTyNe K 6esonacHowm
NOKasbHOW CETU. DTOT NPOdUIb aBTOMATUYECKN HAa3HAYaeTCA CeTEBOMY MOAK/IOYEHUNIO, €CNIN OHO
HaCTPOEHO KaK AOMeHHas WM YacTHas CeTb B Windows.

Ob6wepnocTynHaa — 15 HefoBepeHHbIX (06LLef0CTYNHbIX) ceTen. Painbl 1 Nanku B BalLen
CUCTEME He ABNATCA 0bLWMMK AN Apyrux nosfb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn ux
He BNAAT, @ 06Wwunin [OCTYN K CUCTEMHBIM pecypcaM OTKJIIYEH. ITOT NapaMeTp PeEKOMeHayeTCs
MCNob30BaTb NPU A0CTYNe K 6ecnpoBOAHbIM CETSAM. DTOT NPOdPUIbL aBTOMAaTUYECKM Ha3HavYaeTCa
nobomy ceTeBoOMy NOAKIIOHEHNIO, KOTOPOE He HACTPOEHO KaK AOMEHHAas UM YacTHas CeTb B
Windows.

Mpy NepeKkNoYEeHNN CETEBOr0 NOAK/OYEHUS Ha APYroi NPogub B NMPABOM HUXXHEM Yrily 3KpaHa
oTobpaxxaeTcs yBeaoMIeHme.

HNobaBneHme n usMmeHeHue npocunen
ceTeBbIX NOAKJIIO4YEeHUH

[06aBAATb NN M3MEHATb NPOdUIN CETEBLIX MOAKIOYEHN MOXHO B pasfene PaclumpeHHble
napaMeTpbl > 3auiuMTa > 3alMTa A0CTyNna K ceTu > 3awuTa aoctyna K cetu > Mpodunu
ceTeBbIX NOAKJIOYEHUH > U3MeHUTb. YTOObl M3MEHNUTb NPOdUb, ero HeobxoAnMO BbIOpaTh U3
cnucka B okHe Mpocdunnm ceTeBbIX NOAKAIOYEHUHN.
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Cnegnytowme npounm npeaBapuTenbHo 3afaHbl U He MOTyT ObITb M3MEHEHbI NN yAaNeHb:

KoHduaeHuManbHO — 415 JOBEPEHHOWN CETU (LOMALLUHEN Uan oPUCHON ceTn). Baww KoMnbloTep 1
obwme hannbl, XxpaHALMECS Ha HEM, BUOHbI AN OPYIMX NOJb30BaTeNIEN CETU, @ TaKXe APYrum
NnoJib30BaTeNAM CETU AOCTYMHbI CUCTEMHbIE pecypchbl (AOCTYN K 06WKUM hannam n NnpuHTEPaM
BKJIIOYEH, BXOAsLLEee NOAKNOYEHNE RPC BKIIOYEHO, 06WmMiA 0OCTYN K yaaneHHoMy paboyemy cTony
npenocTaBfieH). ITOT NapaMeTp PEKOMEHAYETCS UCNOJIb30BaTb NPy AOCTYNe K 6e3onacHom
JIOKaSIbHOM CeTn. ITOT NPodmnSib aBTOMATUYECKN Ha3HaYaeTCs CEeTEBOMY MOAKJIIOYEHMIO, €C/IN OHO
HACTPOEHO KaK JOMEHHas WUJn YacTHas ceTb B Windows.

ObwepocTynHas — Ans HeOBePeHHbIX (06LLef0CTYMHbIX) ceTen. Palbl 1 Nanku B Ballen
CUCTEME He ABNATCA 0bWMMK AN Apyrux nofb3oBaTenen B CETH, N ApYyrue nonb3oBaTenn CeTn nux
He BUAAT, @ 06LWmin OCTYN K CUCTEMHBLIM pecypcaMm OTKOYEH. ITOT NapaMeTp PeKOMeHAYeTCS
MCNOb30BaTb NPU JOCTYrNe K 6eCcnpoBOAHbIM CETSAM. DTOT NPOodUIbL aBTOMaTUYECKM Ha3HavYaeTCa
nobomy ceTeBOMy NOAKIIOYEHMNIO, KOTOPOE HE HACTPOEHO KaK AOMEHHas uUan YacTHasa CceTb B
Windows.

B Havano/Beepx/BHu3/B KoHel, : MO3BOJIAET HaCTPOUTbL YPOBEHb NpUopuTeTa 414
npounen ceTesblx NOAKAYEHUA. (Mpodnamn ceTeBbiX NOAKNOYEHNA OLLEHNBAIOTCA U MPUMEHSIOTCA
corylacHo nx npuopuTeTy. Bcerna npumeHseTcs nepsbii COOTBETCTBYOLNA NPOdUIb.)

OobaBneHue unu usmMeHeHue npocduns

Monb30BaTeNbCKMIA NPOSIb CETEBOrO MNOAKIIIOYEHNS NO3BONSET NPUMEHSATL NpaBuna arepsona u
YKa3blBaTb [OMNOJIHUTE/IbHbIE HACTPONKM AN ONpeaeeHHbIX CETEBbLIX NMOAKOYEHUA. YKa3aThb,
KaKUM CETEBbIM MOAK/0YEHNAM ByAeT Ha3Ha4YeH N0/Ib30BaTENbCKUA NPOdIb, MOXHO B pa3fene

AKTVBaATOPLI.

Y706l OTKPLITL PEAAKTOP NPodus, B okHe Mpodunu ceTeBbiX NOAKIOYEHUH BbINOJHUTE
cnepyloume aencTeums.

* HaxxmuTe kHomnkKy Jlo6aBuTb.

* BoibepnTe 0anH 13 CyLecTByOLWNX Npoduien n wenkHute N3MeHnTb.

* BoibepuTe 04uH 13 CyLLeCcTBYOLWNX Npodunen n wenkHuTe KonuposaThb.
Nmsa: nonb3oBaTesibCKoe UMA 415 Ballero npouns.
OnucaHwme: onncaHve npoduns, nomMoratLlee ero AeHTUPUUMPOBaTh.

HdononHuTenbHble pOBepeHHble agpeca: aapeca, yKasaHHble 30eCb, 06aBNAIOTCS B JOBEPEHHYIO
30HY CETEBOro NOAKMOYEHMNSA, K KOTOPOMY NPUMEHSAETCS 3TOT Npodunb (He3aBMCMMO OT TUNa
3aLlUNTLI CeTK).

[oBepeHHOEe NOAKJIIOYEHMUE: Ball KOMMbIOTEp 1 0bLume annbl, XpaHALLMECS Ha HEM, BUAHbI ANA
APYrux nosib3oBaTenen CeTU, a TakXXe APYruM nosb30BaTeNs M CETU AOCTYMNHbI CUCTEMHbIE PecypChl
(BocTyn K 06WKMM (harsiam 1 NpUHTEpPaM BKJIIOYEH, BXOASALLEE NOAKII0YEeHME RPC BKIOYEHO, 00LWnin
[OCTYynN K yganeHHoMy paboyeMy CToNy NpefocTassieH). PekoMeHayeM MCMNob30BaThb 3TY HACTPOMKY
npw co3gaHumn npocduns ona 6e3onacHoro NOAKAYEHNS K IOKaIbHOM CeTW. Bce Hanpamyto
NOAK/OYEHHbIE CeTeBble MOACETM TaKXe CHUTAIOTCSA LOBEPEHHbIMU. Hanpumep, ecnn ceTeBon
aganTtep NOAKJIYEH K 3TOM ceTu C IP-agpecom 192.168.1.5 n mackon nogcetun 255.255.255.0,
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noaceTb 192.168.1.0/24 6yneT nobasneHa B LOBEPEHHYIO 30HY TaKon ceTu. Ecam y agantepa ecTb
bonblle afpecos/noaceTeit, Bce oHN ByayT fOBEPEHHbLIMU.

CoobwaTtb 0 cnabom wndpoBaHuMm Wi-Fi: ESET Internet Security 0TOBpa3unT yBegomieHve Ha
paboyem CTONE NPU NOAKIYEHNN K HE3aLLNLWEeHHON 6eCnpOBOAHON CETH ManN CeTn co cnabon
3aLnTOoN.

AKTMBATOPbI: N0JIb30BaTE/IbCKME YCI0BUS, KOTOPbIE AO/KHbI ObiTh BbINOMHEHbI A1 HAa3HAYEHUS
3TOro NPounsa CeTeBOMy MoAkK/to4eHuo. MoapobHoe 0bbACHEHWE CM. B pa3aene AKTVBATOPbI.

AKTUBaATOPbI

AKTVBATOPbl — 3TO MOJIb30BATE/IbCKME YCI0BUS, KOTOPbIE A0/KHbI ObITh BbINOJHEHbI, YTOObI
npodusib CETEBOr0 NOAKOYEHNS Bbl1 HA3HAYEH CETEBOMY MOAKIYEHMIO. ECM aTpubyThi
MOAK/IOYEHHON CeTU COBMadatoT C aTpubyTamu, KOTOpbIE OMpeaesieHbl B akTMBATOpPax A1 Npodus
NOAKIOYEHHON CeTU, Takol Npocnnb ByaeT NpUMeHeH K ceTh. Y Npodnns CEeTeBoro Noaka4eHuns
MOXXeT OblTb OAUH USIN HECKOJIbKO aKTUBATOPOB. MNPy HAaNIMYMKN HECKOJIbKMX aKTUBATOPOB
npumeHsieTcs noruka UK (LomKHO BbITb BbINMOJAHEHO XOTS Bbl 04HO ycioBue). OnpeaensitTs
aKTMBATOPbl MOXHO B peflakTope npoduaen ceTesbix noakaoyeHmnii. Co3gaBaTb NoJib30BaTesbCKME
NPoUAN CETEBLIX MOAKOYEHWNIA AO/KHbBI OMbITHLIE NOb30BATENN,

[OCTynHbI cnegytowme akTueaTopbl (4To6bl NOAYYNTb NOAPOOHbIE CBEAEHNSA O TEKYLLEN CETH, CM.
pasgen CeTeBble MNOAKJIYEHMSA):

VAganTeQ
Tun apantepa: NpyUMeHNTb NPOPWIIb, €CIN CETEBOE NOAKIIIOYEHNE YCTAaHOBIEHO Ha BbIBpaHHOM
Tune aganTepa.
NMa apanTtepa: NnpuMeHNTb NPodunsib, eCciin CoBNajaeT uMa CeTeBoro aganrtepa.
IP-apgpec aganTtepa: NpyMeHnTbL Npotub, eCain coBnagaeT IP-afpec CeTeBoro aganrepa.
 DNs

DNS-cypUKC: NPUMEHUTL NPOGWb, ECN COBMALAET AOMEHHOE UMS.
IP-agpec DNS: NpUMeHNTb NPoduNb, eC/in CoBnaaeT IP-aapec DNS-cepBepa.

IS

MpuMeHnTbL NpPounb, eCNn CoBNagaeT CONoCTaBNEHHbIN IP-agpec Windows Internet Name Service
(WINS).

V bHcp

IP-agpec DHCP: coBnaAeHue IP-afpeca DHCP-cepBepa.

V LLIN03 N0 yMOJ4aHWIO

IP-agpec: NPYMeHNTb NPodnb, €Cn CoBNaaaeT IP-aipec LWo3a N0 YMOJYAHUIO.
MAC-agpec: NpyMeHNTb NPodUb, eCn coBnagaeT MAC-afipec LWJo3a Mo YMONYaHNI.

N Wi-Fi
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SSID: NPUMeHNTb Npodub, eciv coBnagaeT SSID (MMa ceTn Wi-Fi).

Nmsa npodunsa: npumeHnTb NPOUb, €CNn coBnagaeT uma npoduns Wi-Fi.

Tun 3aLWWMTLL: NMPUMEHUTL NPOGWSIb, €CAN TUN 3alMThbl COBNALaeT C TUMOM, KOTOPbIN BbibpaH ¢
MOMOLLbIO packpbiBatoLlerocs MeHt. (Ecam Heobxoanmo coBnageHne ¢ HECKONbKUMU TUNaMmum,
cospanTe 60JblLe aKTMBATOPOB.)

Tun wucdpoBaHuUa: NPUMEHNTL NMPOPUIIb, €CIN TUMN WNGPPOBaAHNSA COBNagaeT C TUMOM, KOTOPbIN
BblOpaH C NOMOLLBIO pacKpbiBaKoLLErocs MeHio. (Eciv HeobxoamMMo coBnajeHne ¢ HeCKOJIbKUMU
Tunamu, co3panTe 6osblue aKkTUBATOPOB.)

Be3onacHOCTb CeTU: NPUMEHUTL NPOMUIIb, €CNIN CETb OTKPbITa/3allyLLeHa.

V [Mpodunab Windows

MMpMMeHNTb Npodub, eC/in CETb HAaCTpPoeHa B Windows Kak
AOMeHHas/4acTHaa/obwepocTynHas.

VAVTeHTI/IdZ)I/IKaLI,I/Iﬂ

B pamkax ayTeHTU(MKaLMUN CETU BbIMOJIHACTCA NOUCK OrnpeaesieHHoro cepsepa B CeTu, a ong
ayTeHTUdUKaLWK CepBepa UCNOoJIb3yeTCa aCMMMeTpuYHoe WwudposaHme (RSA). Mg cetu, ans
KOTOPOW NPOBOANTCH ayTEHTUDUKALNSA, LOMKHO COBMNajaTb C UMEHEM, 3aflaHHbIM B HAaCTPONKax
cepBepa ayTeHTUMKaLmmn. ima BBOAUTCS € y4eTOM pernuctpa. Imsa cepeepa MoxeT ObITb
BBELlEeHO Kak IP-afpec, DNS-MMs naum NetBIOS-uMs.

3arpysnTe cepeep ayTeHTUdUKALINMN ESET.

OTKPbITbIM KNOYOM MOXeT BbITb (ha 0JHOM0 N3 YKa3aHHbIX H/Xe TUMOB.

* OTKPbITBIN KJTH0Y C WNGPOBAHNEM PEM (.pem). DTOT KJIH04 MOXXHO CO34aTb C MOMOLLbIO CepBepa
ayTeHTUdunKaunm ESET.

* 3alWNGPOBAHHBIN OTKPbITBIN KHOY.

* CepTuduKaT OTKPBLITOro KJIto4a (.crt).

Y1066l NPOBEPUTL HACTPONKK, HAXXMUTE KHOMNKY MpoBepuTb. ECNn ayTeHTUdUKaLma npowsia
yCMeLwHo, Ha 3KpaHe nosBuTcs cooblieHne AyTeHTUdUKaLmMa cepeepa 3aBepLueHa. Ecau
ayTeHTUdUKaLMA He HaCTpoeHa AO/KHbIM 06pa3oM, Ha 3KpaHe NOSABUTCSH OAHO U3 YKa3aHHbIX
HXe coobleHnin 06 ownbKe.

Cbown ayTeHTU(MMKaLMmM cepeepa. Heponyctumas unm Hecosnagawowas NoAnNUCh.

MoAnnCb cepBepa He 0TBEYaeT BBEAEHHOMY OTKPbITOMY KJIIOYY.

Cbown ayTeHTU(MKaumMmM cepepa. He COOTBETCTBYET MMS CETHN.

HacTpoeHHoe nMs ceTu He COOTBETCTBYET MMEHU CeTU cepBepa ayTeHTupunkauuu. NMposepbTte
oba umeHu n ybeamTtech, YTO OHU OOUHAKOBBI.

Cbown ayTeHTU(MMKaLMmM cepeepa. HeT oTBeTa OT cepsepa, Wan NoayYeH HeLonyCTUMbIN OTBET.
OTBET OTCYTCTBYET, eC/in cepBep He paboTaeT nam HegocTyneH. HeponyCcTUMbIN OTBET MOXET
ObITb NOJTyYeH B CNyYae, ecav 3anyLueH Apyron HTTP-cepBep C yKa3aHHbIM apecoMm.

YKa3aH Hef,eNCTBUTESIbHbIA OTKPbITbIA KIHOY.

MpoBepbTe, He MoBPeXAeH NN hann OTKPLITOro KYa.

Habopbl IP-appecos

Habop IP-aipecoB — 370 psAf IP-alpecoB, CO3AAIOLLIMX OHY JIOrMYECKYIO Fpynny, KOTopas MoXeT
ObITb NOsIE€3Ha NPU MOBTOPHOM UCMOJIb30BAHUN OJHOIO U TOr0 XXe Habopa alpecoB B HECKOJIbKUX
npaBuiax hanepsoa UM npaBuiax 3allyThl OT aTak MeToaoM nogbopa. Kpome Toro, ESET Internet
Security COAEPXUT NpefiBapuTeNibHO 3aAaHHbIe Habopbl IP-aIpeCcoB, K KOTOPbLIM MPUMEHSIOTCS
BHYTPEHHMe npaBuia. [pumMepoM Takoii rpynnbl ABNSEeTCS AOBepeHHas 30Ha. [loBepeHHas 30Ha
npeacTaBnsieT coboi rpynny CeTeBbIX aAPECcoB, rAe Ball KOMMNboTep U 0bLLMe daiinbl, XpaHsLLMecs
Ha HEM, BUIHbI N9 APYrUX NoJb30BaTeNel ceTu, a TakXKe APYriIM MoJib30BaTesaM CETU AOCTYrMHbI
CUCTEMHBIE PECYpChI.
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YT106bI B06aBNTL HAabOp IP-aapPECcOoB, BLINOJIHUTE CeayioLine AenCTBUS.

1. OTKponTe pasgen PaclumpeHHble napaMeTpsl > 3awWuTa > 3aluTa AocTyna K cetn > Habopbl
IP-appecoB > U3MeHUTD.

2. lWlenkHuTte [lo6aBuTbL, BBEAUTE UMA 11 ONUCAHUE 30HbI U YKaXXuTe yaasieHHbIN IP-agpec B noJe
Appec ypaneHHoro komnboiotepa (IPva4, IPv6, AManasoH, Macka).

3. HaxxmuTte kHonky OK.

HononHuTtenecHble CBeOEeHNA CM. B pasgene ismeHeHmne HabopoB IP-aApeCcoB.

PepakTupoBaHue HabopoB IP-appecos

JononHuTencHble cBeaeHns o Habopax IP-afgpecoB CM. B pa3aene Habopesl IP-aapecos.

Ctonbunbl
NMsa: nmsa rpynnsl yaaneHHbIX KOMMbIOTEPOB.
OnucaHume: obLiee onucaHne rpynneol.

IP-appeca: yaaNieHHble IP-aapeca, KOTopble NpUHaanexaT Habopy IP-aipecos.

DJZ1IeMEeHTbl ynpasJjieHus

Mpv mobGaBneHum 1 u3sMeHeHum Habopa IP-alpecoB LOCTYMHbI Clefylowme nons.
UmMsa: nms rpynnbl yaaneHHbIX KOMMNbIOTEPOB.
OnucaHue: obuiee onucaHme rpynnol.

Anpec yaaneHHOro Komnolotepa (IPv4, IPv6, puana3oH, MackKa): BO3MOXXHOCTb nobasneHuns
yhaneHHOro agpeca, Ahana3oHa anopecoB Ui noaceTy.

Ypanuto: yhaneHne 30Hbl N3 Crncka.

MpenBapuTenbHO 3aAaHHbIe Habopbl IP-aApecoB He MOTyT ObiTb yAaNeHbI.
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[o6aBuTb agpec IPva:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEpPa (Hanpumep, 192.168.0.10).
Ivana3oH agpecoB: BBEANTE HaYaIbHbIN U KOHEYHbIN IP-agpeca, 4Tobbl 3a4aTb Anana3oH IP-
afpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTb: NoACeTb (Fpynna KOMMbIOTEPOB), 3afaHHas IP-agpecomM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu ans noacetn 192.168.1.0. YTobbl MCKNOYNTL BCIO NOACETD,
BBeOUTE 192.168.1.0/24.

[o6aBnTb agpec IPvé:

OpuH appec: nobasnseT IP-agpec OTAENbLHOr0 KOMMbOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:ca5).

MopceTb: NnoaceThb (Fpynna KOMMbOTEpPOB), 3alaHHas IP-af4pecoM U Mackor (Hanpumep,
2002:c0a8:6301:1::1/64).

NHCNeKTOop ceTu

/IHCNEKTOP CETU MOXXET NOMOYb BbISBUTb YA3BMMOCTHW B Ballel JOBEPEHHON (LOMaLUHEeR nnu
0hCHOMN) ceTn (HanprMep, OTKPbITbIE MOPThl AN HEHALEXHbIV MapoJsib MapLipyTusatopa). Kpome
TOro, Bbl NOJly4aeTe CANCOK NOAK/OYEHHbIX YCTPOMUCTB, B KOTOPOM YCTPONCTBA YNopsA0yeHbl Mo
TuUnNam (Hanpumep, NPUHTEpP, MapLLpPyTM3aTop, MOBNNbHOE YCTPOMNCTBO U T. M.) U KOTOPLIN NO3BONSET
Yy3HaTb, Kakne YCTPONCTBa NOAKOYEHbI K BalLEN CETU (HanpuMmep, UrpoBas KOHCOJb, YCTPOWCTBO loT
NN gpyrue yCTPOMNCTBa «yMHOro» AoMa). HacTpouTb cpeacTBo «/HCNEKTOP CETU» MOXHO B
pa3aene PaclumpeHHble NapamMeTpsl > 3awWuTa > 3aluTa AocTyna K cetu > MHcnekTop ceTwm.

BkatounTh MHCnekTop ceTy — UIHCNEKTOp ceTu Nno3BoNSIET BbIABNSATL YS3BMMOCTU B AOMALLHEN
CeTU, HaNpPUMepP OTKPbITbIE MOPThI MM HEHAEXHbIA NapoJib MapLIPYTU3ATOPa, a TakXe
NpeaoCcTaBNseT CUCOK NOAK/YEHHbIX YCTPONCTB, YNOPAA0YEHHbIX MO TUMY YCTPONCTBA.

YBenomMnATb O HOBbIX CETEeBbIX YCTPOMUCTBAX: YBEAOMJISET BacC, Korgaa B ceTu obHapyxumBaeTcs
HOBOE YCTPOWCTBO.

danepBon

®ailepBoN KOHTPOJIMPYET BECb BXOAALLMIA N UCXOAALWMNIA CETEBOW TPaPUK Ha KOMMNbIOTEPE COrnacHo
BHYTPEHHVM MNpaBufiaM 1 NpaBuiaM, KOTOPbIE OnpeaenieHbl Nosib3oBaTeneM. MNpouecc 0CHOBaH Ha
paspeLleHnn unn 3anpeTe 0TAESbHbIX CETEBbIX COeanHeHn. Panepson obecneymBaeT 3alUnTy OT
aTaK CO CTOPOHbI YAa/IeHHbIX YCTPOWCTB 1 MOXET 6710KMPOBaTh MOTEHLMAIbHO OMACHbIe CNTYXXObI.

YT106bI HACTPOUTL (hanepBOn, OTKPONTE pasfden PaclumpeHHsble napameTpsl > 3awmTa > 3awuTa
pocTyna K cetu > ®anepson.
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(@S0 INTERMNETSECURITY O
[ononHWTeNbHbIe HaCcTPOMUKU Q X

| Mogayne obHapyxenns € 3awWmnTa 4OCTYNA K CETH 5

| O6uoeneHne @

WIHCMEKTOp CeTk 5
| 3aumta B
3awmTa (aifnoBoi cHcTeMsl | ®aiiepson 5
B peanbHOM BPeMeHK
| 3awnTa AoCTyna K ceTh Brntounts daiiepson [ @) o
SSL/TLS
Mpaswna MzraeHuTE a
33lNTa NOYTOBOrO
kvmenta @ OuernTe Talcke npasnna gaiiepsona Windows D i)
3awwTa goctyna 8
WuTepHer E) Pesicinm dunsTpaumn ABTOMATHUECKN ~

3awwTta Bpay3epa "
1 paysep ABTOMATUYECKWI PEXUM AKTUEWPOEAH NO YMONYaHWKD. OH NOAX0ANT TEM NONbIOEATENAM, KOTOPLIM

| KoHTponb ycTpoiicTe Hy:HbI NpocToTa W yaoboreo B paboTte c© galiepEoNoM M KOTOPLIE HE XOTAT TRATUTE EQEMA Ha
HACTPOIiKy NPaewn. B 3Tom pexiMe NponyckaeTcA Bech MCXOAALLMIA TPadUK CHCTEMEI, 8 BCe
| Cepsnc HEPACNO3HAHHLIE NOAKNHYEHWA W3 CeT BAOKMPYHOTCA (CNM WHOE HE HACTPOERHO B
NoNb30BaTenbCKkx Npasunax).
MoaknueHUe

WHTepderc
nons3oeatens &

| YeeqomMmneHna (5 ]

B OfHanvkeHWe WIMEHEHWEA NDKUANKEHWIA 9

Mo ymonyaumo GOK OTmeHa

daunepson
Bknioumntb chamepson

PEKOMEHOYETCSA 0CTaBUTb 3TY (PYHKLMIO BKIIOYEHHON, 4TOObLI 06ecneynThb 3alnTy cuctemsl. Mpn
BKJIIOYEHHOM (hariepBosie CETEBOM TPahK CKaHUPYeTCs B 060UX HanpasieHmsaX.

MNpaBuna

B pa3nene HaCTPOWMKM MPaBua MOXXHO MPOCMATPUBATL U M3MEHAThL BCE MpaBuia halepsona,
KOTOPbIE MPUMEHSIOTCA K TpadrKy, CO31aBaeMOMy OTAe/IbHbIMU MPUNOXEHUSMI B Npeaenax
NIOBEPEHHBIX MOAKJIIOYEHUIA U ceTu NHTepHeT.

Bbl MOXXeTe co3aaTb NpaBwIo IDS, Koraa O0THET aTaKyeT Ball KoMnbloTep. [1paBuio MoXXHO
N3MEHNTb B pa3gene PacluypeHHble NapaMeTpsl > 3alWuThl > 3awMTa ceTy > 3aluTa ot
ceTeBbiX aTak > [lpaBuna IDS, wenkHYB U3MEeHUTD.

OueHnTb TakXXe npasuna panepsona Windows

B aBTOMATUYECKOM peXxnMme puabTpaLmm pa3peLllaTb TakKe BXOAALLMA TPadUK, 0NyCKAEMbIN
npasunamm bpaHamayspa Windows 1 He 3a610KMPOBaHHbIN SBHbIM 06pa3oM npaBuiamu ESET.

Pexum ¢punbTpauum

MoBeaeHue thaliepBoa 3aBUCKT OT BbiBpaHHOIO pexuMa punbTpauun. OT HEro TakXKe 3aBUCUT
CTeneHb y4acTus nosb30oBaTens B npouecce.
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Ins caiepBona ESET Internet Security LOCTYMHbI CIeAYIOLLNE PEXUMbI UNbTPALUN:

ABTOMATUYECKUH PeXnm No yMON4aHUIO. ITOT peXxuM NoaxoauT a5 nosib3oBaTenen,

peXum KOTOPbLIM HPABUTCS MPOCTOTa 1 yA06CTBO NCMOb30BaHUSA NEPCOHANILHOMO
hariepBoa, a TakXXe OTCYyTCTBME HEOOXOAMMOCTM Co3AaBaTh Npasuia. B
peXxnume no yMoJ4aHUIO MOXXHO CO34aBaTb NOJib30BaTesIbCKME MpaBua,
OOHAKO 3TO He ABNseTCA HeobxoanuMbIM B ABTOMaTU4E€CKOM peXxum. B
aBTOMaTNYECKOM peXxunmMe paspeLleH BeCb NCX0AAWMN TpauK CUCTEMbI 1
6noknpyeTcs 6osbluas YaCTb BXOAALLEro Tpahika — KPOME HEKOTOPOro
TparKa 13 JOBEPEHHOW 30HbI (KaK yKa3aHo B pa3aene IDS 1 paclupeHHble
napameTpbl/PaspelleHHble cay>KObl) 1 0TBETOB Ha HeJABHUN UCXOAALLMNIA

TpaguK.
NHTepaKTUBHbBIN VHTepaKTUBHbIN peXxuM: No3BoJSAeT Co34aTb COOCTBEHHYIO KOH(MIypaLmio
pexxum (hanepsona. Eciim obHapy>XeHo coeiHeHNe, Ha KOTOpoe He

PacnpOCTPaHAETCS HN OAHO U3 CYLLECTBYIOLLMX NPaBWUI1, Ha 3KpaH
BbIBOAWTCS AMANOr0BOE OKHO C YBEAOMJIEHUEM O HEU3BECTHOM
NoAK0YEHUN. B 3TOM AnanoroBOM OKHE MOXHO pa3pelunTb WU 3anpeTuTb
coefHeHne, a TakXKe Ha OCHOBE 3TOr0 pelleHunst co3aaTh NPaBuUIO ANs
npuMeHeHus B Byayuwiem. ECm npuHMMaeTcs pelleHmne o Co34aHnmM HOBOMO
npaBwia, B COOTBETCTBUM C 3TUM NpPaBuIoM Bce byayLine coeanHeHns 3Toro
Tvna ByayT pa3peLleHbl UK 3anpeLleHb.

Pe>XXuM Ha ocHoBe  bBJIOKMpYyeT BCe COeAUHEHUS, KOTOPbIE HE COOTBETCTBYIOT H OOAHOMY M3

NOJINTUKMU paHee onpenesieHHbIX pa3peLLaloLmnx npasua. TOT PEXNM NpefHa3HayYeH
AN5 ONbITHLIX NOJIb30BaTENEN, KOTOPbIE MOTYT CO34aBaTh NpaBua,
pa3speluatoLimne ToNbKO HYy>XHble 1 Be3onacHble coeamHeHns. Bce npoyne
HeyKa3aHHble coeanHeHns bynyT 610KMpoBaTbCA hanepBoIOM.

Pexxum obyuyeHuns  ABTOMaTUYECKOE CO3[aHMe N COXPaHeHMe npaBuil. ITOT pexum yaobeH ans
nepBOHaYasibHON HAaCTPOMKK haepBosia, HO ero He cneayeT UCNoNb30BaTh
ANVTenbHOe BpeMs. Y4acTune nosib3oBaTensa He TpebyeTcs, MOTOMY YTO ESET
Internet Security COXPaHSIET NpaBuJia COrJ1IacHO NMPeaBapnuTesIbHO
HaCTPOeHHbIM NapamMeTpaM. YTobbl n3bexaTb PUCKOB, pexxnm obyyeHns
PEeKOMEeHAYyeTCs UCNOJIb30BaTh TOILKO 1O MOMEHTa CO34aHWNs Npasua ons
BCEX HEOOXO0AMMbIX COeAIHEHUN.

PeXxuMm oby4yeHUs 3aBepLUMTCA: YCTAHOBUTE AATy U BPEMS, KOrAa PeXuM 0byyYeHns 3aKoHYNTCS
aBTOMaTM4YeCKU. Kpome Toro, pexxuM oby4eHnst MOXKHO B II060 MOMEHT OTKJIIOUYUTL BPYYHYIO.

Pe>XxuM 3apaH nocse 3aBepLUEHUS peXXuMa obyueHus: onpeaennTe pexxum uibTpaumm,
KOTOpbI ByAeT BOCCTAHOBJEH (haliepBOJIOM MPOrpaMMbl MO 3aBEPLUEHNN NeproLa pexuMa
0byyeHus. NMogpobHee 0 pexxmmax puabTpaLun YuTanTe B Tabauue Boille. YTobbl nocne
3aBepLUEHNS peXxuMa 06y4yeHUst U3MEHNTb PeXUM uabTpaunm daepsona Ha CNPoOCUTb
nosnb3oBaTeNs, Hy>XHbl NMpaBa agMUHUCTPaTOPA.

HacTponku pexuma obyyenmns: wenkHnte UI3MeHnTb, 4ToObI HaCTpPOUTb NapaMeTpPbl COXpPaHeHUA
npaBsu, CO30aHHbIX B peXxunme O6y‘-|€HI/IFI.

ObHapy>XxeHne u3MeHeHUA NPUJI0XKEeHUMN

CDyHKLI,I/IFI 06Hapy>XEeHNA N3MEHEHWN NPUIOXKEHWNI 0To6pa>KaeT yBegomaeHuna, ecsin KaAMeHeHHbIe
NPUNOXeHNA, ong KOTOPbIX CyLeCTBYET NMpaBno, NbiITaloTCA YCTAaHOBUTb MOAKIOYEHNS.
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HacTpounku pexxuma odyyeHus

B pexume obyyeHuns npaBuia 4S8 KaXKA0ro CoenuHeHns, yCTaHOBIEHHOr0 CMCTEMO, CO31aloTCs U
COXPaHAOTCA aBTOMaTUYECKU. YYacTue nosib3oBaTens He TpebyeTcs, MOTOMY YTO ESET Internet
Security COXpaHSieT npaBua CorNacHo NpeBapuTebHO HAaCTPOEHHbIM NapamMeTpam.

icnonb3oBaHWe 3TOro pexxrMa MoXXeT NpeAcTaBAAaTb PUCK A8 CUCTEMbI, U €r0 peKoMeHayeTCs
MCMN0Nb30BaTb TOJIbKO A5 MepPBOHAYaibHOM HAaCTPOMKM (hanepsoa.

BbibepnTe OBy4eHue B paCcKpbiBalOLLEMCSA MEHIO B pa3fene PaclumpeHHble NapaMeTpbl > 3awuTa >
3awmTa aoctyna K cetu > ®anepson > Panepson > Pexxum punbTpauum, 4Todbl akTUBUMPOBATH
onuun pexxnma obyyeHns. LLlenkHute U3MeHUTb pAaoM C 3ieMeHTOM HacTPpOUKM peXxuma
oby4eHus, 4TobObl HAaCTPOUTL CreadyoLmMe ONUUN:

A B pexxnme obyyeHus anepBon He punbTpyeT CoeanHEeHNS. Pa3peLleHbl BCE NCXOAALLNE U
BXOASALME CoeaMHEHMA. B 3TOM pexxnme KOMMbOTEp 3alluLLeH hanepBoIoM He MOJIHOCTLIO.

Bxopsawmn TpadmK U3 [o0BePEeHHOMN 30HbI: NPYMEpPOM BXOAALLErO COeANHEHNSA B LOBEPEHHOM
30He ABASIETCA yAaNeHHOe YCTPONCTBO, HaxoAsALWweeca B npeaenax JOBEPEHHON 30HbI, KOTOPOe
NblITaeTCA YCTAHOBUTb COEAUHEHNE C NIOKAJIbHBIM NPUI0XKEHNEM, 3aMnyLLEHHbIM Ha BalLEM
KOMMbOTEpE.

NUcxopawmm Tpapuk B AOBEPEHHYIO 30HY: NPUIOXKEHNE Ha JIOKaJIbHOM KOMMbIOTEPE MbiTaeTcs
YCTAHOBMWTb COEAMHEHME C APYrUM YCTPONCTBOM B Npeaenax JIokasibHOW CeTU UAKN CETU B
[lOBEPEHHOM 30HE.

BxopALWwmni MHTEepHeT-TpaduK: yaaseHHOe YCTPONCTBO MbITAeTCs YCTAaHOBUTL COeAUHEHNE C
NPUI0XXEHUEM, 3aMyLEHHbIM Ha KOMMbIOTEPE.

Ncxopawmin nuTepHeT-TpadmK: NpuIoKeHNe Ha I0KaJbHOM KOMMbIOTEPE MbITaeTcs
YCTaHOBUTb COeANHEHNE C APYriM YCTPONCTBOM.

B Ka)koM pa3aenie onpefensoTcs napameTpbl, KoTopble 6yayT 006aBAATLCSA K HOBLIM NpaBuIaM.

[,06aBUTb NOKaNbHbIN NOPT: BKIOYAET HOMEP JIOKAJIbHOrO NMOpTa CETEBOr0 CoeAUHEHUs . s
NCXOAALLMX COeANHEHN 0ObIYHO CO3at0TCs CayYalHble HoMepa. B CBSA3M C 3TUM pekoMeHayeTCs
BKJIIOYATb 3TY HAaCTPOMNKY TOSIbKO 419 BXOASLUNX MOAKIIOYEHNIA.

[ob6aBuTb NpUNoXKeHUe: BKIIOYAET NMS JIOKAJIbHOr0 NPUIOXKeHNs. [JaHHbIN napameTp
npefHa3HayeH Oas MCnoJsib30BaHMA B Oy AyLIMX NpaBuiax Ha YPOBHE NPUIOXKEHUN (MpaBunax,
onpenensLmnx coeanHeHna onas BCero NpuioxeHuns). Hanpumep, MoXXHO pa3pewnTb COeaNHEHN
ToNbkKo ans Beb-bpaysepa nnm NOYTOBOroO KJANEHTA.

[06aBUTb yaaneHHbIN NOPT: BKIOYAET HOMEP Ya/IeHHOr0 NopTa CETEBOro COeANHEHNS.
Hanpumep, MOXKHO pa3peLlnTb UK 3anpeTuTb NoaKIIOYEHNE onpeaenieHHO Cnyxbbl, CBS3aHHOW CO
CTaHAAPTHbLIM HOMepPOM nopTa (HTTP — 80, POP3 — 110U T. 4.).

N o06aBuTb yaaneHHbIN IP-afapec Mau yaaneHHylo A0BEePeHHYI0 30HY: YAaEHHbIN IP-aapec nau
yZasieHHast 30Ha MOryT UCMO0JIb30BaTbCA B KAYeCTBE NapamMeTpa HOBbIX NPaBWJ, PEryaNpyoWmnX Bce
COeANHEHNs MeXay JIOKaJIbHOM CUCTEMON 1 COOTBETCTBYIOLLMM YAaNeHHbIM afpecoM Uan 30HOW.
ITOT NapaMeTp UCNOJb3yeTCs Npu ONpeaeNeHnn eNCTBUA 419 KOHKPETHOro YCTPOWCTBA UK
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rpynnbel CETEBbIX yCTpOMCTB.

MakcuMManbHOe KOJIMYeCTBO Pa3HbIX NPaBuUAa ANA OAHOIr0 NPUJIOKEHUSA: ECNN NPUNOXKEHNE
MOAKJIOYAETCA K Pa3HbIM IP-aipecaM Yyepes pasHble NopThl, haiepBon B pexume oby4yeHns co3gacT
L7151 3TOr0 NPUSIOXKEHNS COOTBETCTBYOLLIEE KOJIMYECTBO Npasu. [JaHHbIA NapaMeTp No3BoaseT
OrpaHMYNTb YMC0 NPaBWJ, KOTOPbIe MOTyT ObiTb CO3aHbl AN OAHOIO MPUIOXKEHNS.

Npasuna panepsona

MpaBuno aepBosia COAEPXXUT HAabop NapaMeTpPoB 1 YCI0BUIA, KOTOPbIE MO3BONSIOT
LiesIeHanpaBJ/IeHHO NPOBEPSATh CETEBbIE COEAUHEHNS 1 BbINMOHATL HE0OX0AUMbIe AENCTBUS B
COOTBETCTBUM C 3TUMM ycnoBusimiu. C NOMOLLbIO NpaBua panepBosia MOXKHO 3a4aTb AEeNCTBUS,
KOTOPbIE BbIMOJHAOTCSA MNP YCTAHOBKE CETEBbIX COEANHEHNI PA3SINYHbIX TUMOB.

MpaBwnia OLIEHMBAIOTCA CBEPXY BHU3, N UX NpUopuTeT 0TobparkaeTcs B NepBom cTonbue. [ehcTue,
onpenensieMoe nepBbiM COOTBETCTBYHOLLIMM MPABUIOM, UCMOb3YETCA AN KaXXA0ro
obpabaTbiBaEMOro CeETEBOro COEANHEHNS.

MoAKIYEHNS MOXHO pa3fenuTb Ha BXOASLNE U ncxoaawme. Bxoaswee noakoyeHme
NHULMNPYETCS YAANEHHbIM YCTPOWCTBOM, KOTOPbIA MblITAaeTCH YCTAHOBUTbL COEAUHEHME C JIOKAJIbHOM
cuctemoin. Mpu ncxopawlemM coeiMHEHUN N0KasIbHbIN KOMMNbIOTEP MblTaeTCsA NOAKIUYNTLCA K
yZOaJIeHHOMY YCTPONCTBY.

O6HapyX1B HOBOE Heu3BECTHOE MOJK/IIYEeHNEe, XOPOLLIO NoAyManTe, Npexae Yem paspewaTb Uau
3anpeLllaTh ero. HexenatenbHble, Hebe30MacHble NN HEW3BECTHbLIE COANHEHNS HECYT Yrpo3y
6e30nacHOCTM AN KoMnbloTepa. Mpu yCTaHOBEHNN TaKoro COeIHEHUS PEKOMEHIyeTCs 06paTnTh
BHMMaHWE Ha y[a/IeHHOEe YCTPOMCTBO 1 NPUIOXKEHNE, KOTOPbIE MbITATCA NOAK/IIOYUTLCS K BalleMy
KoMMbtoTepy. Mpy MHOrUX BUAAX 3apaXKe€HUiA OCYLLECTBAATCS NOMbITKM NOJYYEHNUS U OTNPABKU
KOHMUAEHLUMANbHBIX AAHHBIX U 3arpy3Ku ApYruX BPeAOHOCHbIX NPUI0XKEHWUI Ha paboymne CTaHLuK,
®dailepBos AAET NOJb30BATEI0 BO3MOXHOCTh 0OHAPYXXUTb 1 Pa30PBaTh TakMe NOAK/I0YEHUS.

Mpaswnna (anepBosia MOXXHO NPOCMaTPMBaThL U U3MEHATL B pa3aese PaclunpeHHble napameTpsl >
3awuTa > 3awmTa AocTyna K cetu > Panepson > Mpasuna > U3SMEHUTD.

Ecnm y Bac MHOro npasun anepsona, C NOMOLLLIO (USIbTPa MOXXHO 0TODBPa3nTb TONIbKO HEKOTOPbIE
13 HUX. YT0bbI OThMNLTPOBATL NpaBuia aepsona, WenkHUTe bonbwe ¢huNbLTPOB HaL CNNCKOM
«[paBuna hanepsosia». PunbTPOBaATb NPaBUSIa MOXHO MO CIEAYIOWMUM KPUTEPUSAM:

* ICTOYHUK
* HanpasneHwne
» [lenctBue
* [1oCTYyNHOCTb

Mo ymMonYaHuUto npeaBapuTenbHO 3aaHHble NpaBuia danepsosia CKpbiTbl. YTo6bl 0TO6Pa3NTL BCE
npefBapuTenbHO 3afaHHble NPaBWa, OTKYUTE NepeKYaTeNb PSLAOM C 31eMeHTOM CKPbITb
BCTPOEHHbIe (NpepBapuTeNbHO 3aaHHblie) NpaBuaa. 3TV NPaBKUIa MOXXHO OTKIOYNTb, HO He
yOanuTb.
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| LLleNKH1UTe 3Ha4y0K noncka O\ B BEPXHEW NpaBov YacTu 3KpaHa, 4yT0bbl NCKATb npasunna.

Cton6bubl

MpuopuTeT: NpaBnIa OLEHNBAIOTCA CBEPXY BHU3, N UX MPUOPUTET 0TOOparkaeTCcs B NEPBOM
cTtonbue.

Bkno4YeHo: CBeeHNs 0 TOM, BKIIOYEHO Sin NpaBuio. YTobbl akTMBUMPOBaTL NPaBuIIo, yCTaHOBUTE
COOTBETCTBYIOLUNIA (hSIaXKOK.

MpunoXxeHue: NpuIoXKeHNe, K KOTOPOMY NMPUMEHSAETCS NpPaBuIIo.

HanpaBneHue: HanpaB/ieHne coeanHeHuns (Bxoasilee/mcxoasilee/oba).

JeicTBMe: CBeLleHNs 0 COCTOSIHUM NOAK0YeHNs (6NOKMPOBaTh/paspeLlaTb/CNpallnBaTh).
WMs: s npasuna. 3HaukoM ESET (B) 0603HavaloTcs npeasapnTensHo 3afaHHbIe Npasuia.
KonuuyecTBo npuMeHeHun: obLiee KOIMYeCTBO pa3, Koraa npasuio 6bi10 NpUMeEHEHO.
LLlenkHuTe 3Ha4ok paclumperns I, 4Tobbl 0TO6pa3nTL cBegeHMs o npasune.

NTERNET SECURITY O x
Mpaewna daepsona

Mpaewna onpegenakoT, Kak qJEﬁEpBOJ'I ofjpafjaTmBaeT EXO4ALME M MCXOAALLNE CETEELIE NOAKNKOYEHWA, [NpaBnna OUSHWEAIDTCA CBEPXY BHW3Z, M MPUMEHAETCA AeiicTEne
NEPEQIo NOAXO4ALLErD Npaenna.

AKTMEHBIA $MALTP: CKDEITE BCTDOEHHBIE (MPEABAPHTENEHO 33aHHLIE) NPABKNa

Bonblue fuasTpos

Qi

Mpuopurer  Braroueno MNpunoxenne Hanpaenenne [leicremne Wmn Konmue

NobBaeuTk

DJZ1IeMEeHTbl ynpasJjieHus

Do6aBuTb: Co3aHMe rnpasua.

N3MeHUTb- 3MeHEeHNE CYLLEeCTBYOLErO NpaBuJa.
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Ypanuto: yOaneHne CylecTByoLwero npasuia.

KOHMPOBaTbZ Co3faHne Konmn Bbl6paHHOFO npasnna.

B Hayano/Beepx/BHu3/B KoHew,: HaCTPONKa NPUOPUTETHOCTM Npasu (nNpasuna
nocnenoBaTesIbHO BbINOJHAKTCA CBEPXY BHU3).

LNobaBneHue n U3sMeHeHue npaBun
danepsona

MpaBuna harepsona NPeacTaBnsAoT cobon yCaoBUs, NCNOSb3yeEMble OS5 LieSIeHanpaBaeHHON
MPOBEPKM BCEX CETEBLIX COEAUHEHUN, N LENCTBUS, Ha3Ha4YaeMble A5 3TUX YCNoBURA. Mpn N3MeHeHUM
HaCTPOeK CeTn (Hanpumep, NpY N3MEHEHNN CETEBOr0 apeca WA HoMepa NopTa Ans yAaneHHOoro
KOMMbOTEPa) MOXET NoTpeboBaTbCA pefakTupoBaHmne nam gobasneHne npasua anepsona, 4Tobbl
obecneynTb NpaBUIbHYIO PaboTy NPUIOKEHMS, Ha KOTOPOE pacnpocTpaHseTca npaBuio. Co3aaBaTth
noJib30BaTeNbCKME Npaswusa aepsosia LOJKHbI OMNbITHbIE NONb30BaTESN.

NNnnioCcTprpoBaHHbIE MHCTPYKLAN

Cnenytowne ctaTben n3 6a3bl 3HaHWU ESET MOoryT ObITb OOCTYMHbI TOJIbKO Ha AQHI JIMACKOM fi3bIKE:
e OTKpPbITUE NN 3aKPbITUE (pa3peLleHmne an 3anpeLleHne) onpeaeneHHoro nopTa ¢ NOMOLLbI

tharepBona

» Co3maHMe npasuia harepBoJsia Ha 0CHOBe haloB XXYpPHaJsa B ESET Internet Security

YT106bl 06ABUTL NN N3MEHUTL NPaBUIO halepBona, OTKPONTE pa3aen PaclumpeHHble napaMeTpbl >
3awmTa > 3awmMTa poctyna K cetu > ®anepson > MMpasuna > U3MeHUTb. B okHe [1pasusia
hanepsona wenkHuTe lodaBuTb NI U3MEHUTD.
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https://support.eset.com/kb3112
https://support.eset.com/kb3112
https://support.eset.com/kb6531
https://support.eset.com/kb6531

NTERNET SECURITY

JdobaBuTb NpaBuno

maa 3abnokMpoBaTe coeguHeHue anA Nwban
BrnwoueHo Q
- or
B JeicTene ElNpasunc ..  BAokupoeka 5
JencTene PaspewmnTh
@ BnoknpoBka
JanpocuTe
Mpaewno xypHana D
CepbEsHOCTE PETMCTRUPYEMBIX COBBITHA OTnagka e
¥BE40MWTE NONL30BATENA
Mpunoxenune Moban 5
Hanpaeneunwne BxoaAwee 5,
IP protocol TCP u UDP 5
NoKaneHbIA XOCT NoGan 5

WUmMsa: BBegnTe nma npasnnia.
BKJNIOYEHO: LWeNIKHUTE nepeksoyaTenb, 4yT0bbI CAENATH NnpaBn10 aKTUBHbLIM.

NobaBneHne oencTBMn 1 yCIOBMIA 419 NpaBua hanepsoa:

v);l,e|7|CTB|/|e

DencrtBue: BbibepnTe BapuaHT PaspewnTtb 1 3abnokupoBaTtb 411 NOAK/OYEHNS, KOTOPOE
COOTBETCTBYET YCJIOBUAM, OMpeLesieHHbIM B 3TOM npasune. Nnn Bbibepnte BapmaHT 3anpocuThb,
4T06bI NPOrpaMMa ESET Internet Security BbIBOAWIIA 3aMpoC NMPU KaXKA0M yCTaHOBIEHNM
NOLKJ/IYEHUS.

MpaBuno XypHana: ecny NPaBwnIo NPUMEHSETCS, CBeAeHUs 06 3TOM 3anNuUCbIBAOTCS B (halisibl

XYpHana.
Cepbe3HOCTb perucTpupyeMbix coObITUM: BbibepnTe A5 3TOr0 NpaBuIa CePbLE3HOCTL 3anmncu

XYpPHana.
YBeaoMuTb NoJsib3oBaTens: OTO6pa)KaET yBeaooMeHne npun npuMeHeEHMN npasunna.

V MpunoxeHune
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YKaXxuTe npuao)eHme, B KOTOpoM ByaeT NpMMeHATHCA 3TO NPaBUJIo.

MyTb NPUIOKEHUA: LLENKHUTE ... N MEPenanTe K NPUI0KEHNIO NN BBEAUTE NOSHbIA NyTb
npunoxeHus (Hanpumep, C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE TONbKO JIULLb UMS
NPUSIOXKEHNS.

Moanucb NPUNOXKEHUA: MPABNI0 MOXXHO NPUMEHUTb K MPUIOXKEHMUAM COrNacHO UX MNOAMMUCAM
(nmeHaM n3gaTenen). B packpbiBatoLLleMca MeHIO BbibepuTe, CnegyeT i NPUMEHATb NPaBUIO K
NPUNOXKEHNSAM C OO0 AeUCTBUTENbHON NOANUCHLIO NN K NMPUIOXKEHNSAM, KOTOPbIE
noanMcaHbl KOHKPETHbIM NAULOM. ECv BbibpaHbl MPUA0XKEHNS, KOTOPbIE MOANMUCAHbI
KOHKPEeTHbIM NULLOM, He0HX0A4MMO yKa3aTb NoAnuckiBatoLLee nnuo B nose Mmsa
nognucaBLUero.

Mpuno>xeHune Microsoft Store: B paCKpbIBalOLLEMCSA MEHI0 BbIbEpUTE MPUNOXKEHNE,
YCTaHOBJIEHHOE U3 Mara3unHa Microsoft Store.

Cnyxba: BMeCcTo Nnpuio)KeHnsa MoXHO BbibpaTb CMCTEMHYIO Cnyxby. YTobbl BbibpaTh Cnyxby,
OTKPOMNTE pacKpbIBalOLWEECS MEHIO.

MpuMeHUTHb K ,0YEePHUM NpoueccaM: HEKOTOPbLIE MPUSIOXKEHNS MOTYT 3anyckaTb bonblue
MPOLLEeCCOB, B TO BPEMS KaK Bbl BUAUTE TOJILKO OAHO OKHO npunoxxexus. LenkHute
nepeksYaTesb, 4TOObl BKAOYUTL MPaBWJIO A5 BCEX MPOLLECCOB B YKa3aHHOM MPUI0KEHUN,

V HanpasJsieHne

BbibepuTe HanpaBneHue ob6MeHa AaHHbLIMK A5 3TOro Npasua.
* 00a: BXxoosALWMA N UCXOoaALWMA 0OMEH AAaHHbIMMU.

* Bxopdliee: TO/IbKO BX0AALWMA 0OMeH AaHHbIMN,

* UcxopaLee: TONbKO NCXOAALWNN 06MeH faHHbIMMW.

Vv MpoToko IP

B packpbiBatoLLeMCs MeHto BbibeprTe NPOTOKOA, eC/Iv 3TO NPaBW0 AOJIKHO NMPUMEHATLCA
TOJIbKO K OMNpeAeneHHOMY NpoTOKOoy.

N JloKanbHbI XOCT

JloKasibHble agpeca, AMana3oH afpecoB v NoaceTb, Fae NPUMEHSEeTCs 3To Npasusio. Ecim
allpec He ykasaH, npaBusio byaeT NPpUMEHSTLCS KO BCEMY 0OMeHY AaHHbIMY C JIOKAJIbHbIMU
X0CTaMu. Bbl MoXxeTe 006aBuTh IP-afpeca, Anana3oHbl aapecoB U NOACETUN HENOCPEACTBEHHO
B TEKCTOBOE roJie IP-agpec v BbibpaTh OAVH U3 CYLLECTBYOLLMX HabOPOB IP-aipECOB, WeNKHYB
N3meHUTb psigom c anemeHToM Habopsl IP-appecos.

N NokanbHblil nopT

MopT: HOMep NoKasIbHOro MopTa (MM HoOMepa HECKONbKMX NOpPTOB). ECnn HoMepa He ykasaHbl,
npaBuno byaeT npuMeHaTbLCS K NtoboMy nopTy. [lobaBbTe 0AMH MOPT CBA3M UM YKAXKUTE UX
LManas3oH.

vy,D,aJ'IeHHbII7I XOCT

YnaneHHbIn agpec, AnanasoH agpecoB Wav NOACETh, FAe NPUMEHAETCA 3TO nNpasuao. Ecnm agpec
He yKa3aH, NpaBuio byaeT NpUMeHATLCS KO BCeMy 0OMeHY AaHHbIMUK C YAaNeHHbIMU XOCTaMu.
Bbl MOXXeTe nobaBuTh IP-agpeca, Anana3oHbl aapecos WK NOACETU HEMOCPEACTBEHHO B
TEKCTOoBOE nose IP-appec 1 BbibpaTb 0O4UH M3 CYLLECTBYOLWNX HabopoB IP-aapecos, WeaKHYB
N3meHnTb pAgom ¢ anemeHToM Habopebl IP-agpecos.

VYuaneHHbu?l nopTt
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MopT: HOMep yaaneHHOro nopTa Wi HOMepa HeCKObKMX MOPTOB. EC/M HOMepa He yKa3aHbl,
npasuio byaeT NnpuMeHATbLCA K Ntobomy nopTy. [lobaBbTe 0AUH MNOPT CBA3M UK YKaXKUTE UX
LManasoH.

V Mpodnnb

MpaBuno alepsosa MOXXET ObITb MPUMEHEHO K ONpPeAeNeHHbIM MPohiaM CETEBbIX

NOAKJIYEHUN.
Jliobomn: npasmno byneT NpUMEHATLCA K N1060My CETEBOMY MOAKJIIOYEHNIO HE3aBUCKMO OT

ncnonb3yemoro npoguns.
BbiOpaHo: Npasuio byaeT NpuMeHATHCA K onpefeneHHOMY CeTEBOMY MOAKJ/IYEHNIO COrIacHO
BblOpaHHOMY NPonI0. YCTaHOBUTE (PNaXKoK pSALOM C NPOPUISMIM, KOTOPbIE HYXKHO BbIOpaTh.

Mbl CO34aeM HOBOE NpaBuo, paspeLuatollee seb-bpaysepy Firefox 4OCTYN K Beb-canTam B CeTH
VIHTEepHET 1 nokKanbHOM CeTH.

1.B pasgene Oeuncreue Bbibepute [lencreme > PaspeLwunTs.

2.B pa3zpene MpunoXxeHue ykaxxmTe nyTb K NPUNOXXeHUI0 Beb-bpay3epa (Hanpumep,
C:\Program Files\Firefox\Firefox.exe). HE BBOOMTE TONbKO JINLLb UMS MPUTIOXKEHWS.

3.B pa3pgene HanpaBneHue Bbibepute HanpaBneHue > Ucxopswee.

4.B pasgene MNMpoTtokon IP BbibepnTe TCP M UDP B pacKpbiBatowemcsi MeHto MpoTokon.

5.B pasfnene YpaneHHbIn nopt fob6aBbTe HOMEpa NOPTOB: 80, 443, 4TOObLI pa3pewnTb
CTaHAapTHOe ncnosib3oBaHne bpaysepa.

OOHapy>XxeHue U3MeHeHUs NPUNoXKeHUU

®OyHKUMA 0BHapy)XeHna N3MEHEHN NPUIOXKEHNA 0TODpakaeT yBeAOMNEHNS, €CIN NU3MEHEHHbIE
NPUNOXKEHUS, AN KOTOPbIX CYLLECTBYET NpaBuio bpaHaMayspa, NbiTaloTCsS YCTAaHOBUTL
NoAKNYEHNS. I3MEHEHNE NPUNOXKEHNIA — 3TO MEXAHW3M BPEMEHHOW WM NOCTOSHHOW 3aMeHbI
NCXOOHOr0 NPUI0XKEHNSA APYTrUM NCMONHAEMbBIM NMPUIOXKEHNEM (3alLMTa OT HAPYLLUEHUS NMpaBu
bpaHgMayapa).

ObpaTnTe BHUMaAHWE, 4TO 3Ta PYHKLUUS He NpeiHa3Ha4YeHa a8 0OHapyXEeHNS N3MEHEHU BO BCEX
npunoxxeHusx. OHa co3aaHa, 4Tobbl He HapyLLannch CYLWECTBYOLME NpaBuaa danepsona, n
OTC/IEXMBAKOTCA TOJIbKO MPUIOXKEHNS, 015 KOTOPbIX 3TV NpaBuia NnpeaHa3HayeHbl.

YT106bI HACTPOUTL OOHapPY>XeHUe N3MEeHEHUN B MPUJIOXKEHUAX, OTKPONTE pasfen PaclumpeHHslie
napameTpsl > 3awWmTa > 3awuTa AocTyna K cetu > ®anepson > ObHapy)XeHue MU3MEeHeHU| B
NPUI0XKEHUAX.

BKJIOYUTb OTCJ/IEeXKMBAHWE U3MEHEeHMIW NPUJIOXKEHUNM: ecn BelibpaH 3TOT NapamMeTp, NporpaMMa
OyneT oTCNeXnBaTb M3MEHEHUS B MPUIOXKEHUSX (0DHOBIEHNS, 3apaXKeHNs 1 ApYrie N3MeHEHUS).
Mpu NONbITKE N3MEHEHHOIO NPUIOXKEHUS YCTAHOBUTb COEANHEHMWE NOJIb30BaTEb NOJYYUT
yBeZloMJIEHUNE 0T hallepBona.

Pa3pewinTb M3MeHeHUA B NOANUCAHHBIX (ﬂ,OBepeHHbIX) NMPUNOXEeHUAX: HE YBeNOM/IATb, €C/in
nocne 3MeHeHNs OencTBUTEsIbHas unpoBas NOANMNCh NPUSIOXKEHNSA OCTaeTCH HEN3MEeHHOM.

Cnucok npunoeruv“l, UCKJTIOYE€HHbIX U3 06Hapy)KeHu;|: B 3TOM OKHE MOXXHO 06aBNsATh 1
YOanATb NPUNOXeEHUA, NpU N3SMEHEHNN KOTOPbLIX HE BbIBOAATCA YBELOMJIEHNA.
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CNUCOK NPUNOXKEHUHN, UCKJTIOHEHHBbIX U3
obHapy>xeHus

®aepBoS B NPOAYKTE ESET Internet Security BbIABNAET U3MEHEHNS B NMPUNOXKEHUSAX, K KOTOPLIM
npuUMeHATCA npasuna (cM. pasgen ObHapy )KeHve 3MeHeHUIN MPUJI0XKEHUI).

B onpepeneHHbIX CayyYasx NPpUXoANTCA OTK0YaTb 3TY PYHKLMIO AN HEKOTOPbLIX NMPUI0XKEHWIA, €C/Nn
HY>XHO UCKJTIOYUTL UX U3 MPOBEPKM (haiepBOIOM.

[,06aBUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO BbIOpaTb NpuioXKeHne n obaBnTb €ro B CNNCOK
MPUNOXEHUIA, UCK/OYEHHBIX U3 0OHAPY)XEeHNS N3MEHEHUIA. Bbl MoXXeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NPUIOXKEHNIA C OTKPLITOM Nepefayveit AaHHbIX N0 CETW, A KOTOPbLIX CyLLeCTByeT
npasuio danepsona, Wi 0ob6aBUTb KOHKPETHOE MPUSIOXKEHNE.,

N3MeHUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO M3MEHUTL PACMONOXKEHNE MPUSIOXKEHUS 13 CMIMCKA
NPUNOXEHUIA, UCKIOYEHHbIX U3 0OHapY)XeHNS N3MEeHeHUIA. Bbl MoXxeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NMPUIOXKEHWIA C OTKPLITOM Nepefayvent AaHHbIX N0 CETW, A KOTOPbIX CyLeCcTByeT
npaBwuo hanepBosia, UM N3MEHNTb PACNoJIOXKEHNE BPYUHY!IO.

YaanuTtb: yaaneHne 3anncei n3 Cnucka NpuioXKeHnn, NCKIYEHHbIX U3 MPOBEPKN.

3alliuTa OT ceTeBbiX aTak (IDS)

3almTa OT CceTeBbIX aTak (IDS) ynydwaeT obHapy)KeHNe 3KCNIONTOB AN N3BECTHbLIX YSA3BUMOCTEN.
[lONONHUTENIbHbIE CBEAEHNS O 3alMTe OT CETEBbLIX aTaK CM. B r10ccapun. YTobbl HACTPOUTDL 3aLLUNUTY
OT CEeTEBbIX aTak, OTKpPOMNTe pasfen PacluvpeHHble NapaMeTpsl > 3aWmuTa > 3awuTa aoctyna K
ceTH > 3alumTa OT CeTeBbIX aTak.

BKNIOYMTDb 3aLLUTY OT CeTeBbIX aTaKk (IDS).AHaIM3 COAEPXKMMOro CeTEBOro Tpadumka u 3awmTta oT
ceTeBbIX aTakK. Jllobo Tpaduk, KOTOPbIA pacLEHNBAETCS KakK OnacHbIn, 6ioknpyeTcs.

Bkno4YMTb 3aWMTy OT 60THEeTOB. O6Hapy>xeHne 1 610KMpoBaHME NOLKIYEHNI K BPEAOHOCHBIM
cepBepaM KOMaHAOBaHWA 1 ynpaBneHus. B ocHoBe PyHKLMMN NEXNT pacno3HaBaHne CTaHAAPTHbLIX
WabnoHOB, C NOMOLLbLI KOTOPLIX 3apaKeHHbIn HOTOM KOMMbIOTEP MblITAETCA NOAKIYATLCS K
onacHbIM cepepam.[JoNoAHNTENbHbIE CBEAEHUS O 3aluTe OT BOTHETOB CM. B [/10CCapUUL.

MpaBwuna IDS: Mo3BONSET HACTPaMBaTh PaclUMPEHHbIE NapaMeTpbl PUbTPaLMM Aas obHapyKeHus
PA3/IMYHbIX TUMOB aTak, KOTOPbIE MOTYT BbITb NPEANPUHATLI, YTOObI HABPEAUTb KOMMbIOTEPY.

NnnoCcTprupoBaHHbIe MHCTPYKL N
Cnegnytouine ctaTbh 13 6a3bl 3HaHWMA ESET MOTYT ObITb AOCTYMHbLI TONLKO Ha aHMIMACKOM SA3bIKE:
* licknoveHue IP-agpeca U3 IDS B ESET Internet Security

Bce BaXkHble cobbITHA, 0OHapYXeHHble 3aLLUTON CETU, COXPAHAIOTCA B (hansie XypHana.
JonosiHuTeNbHbIe CBeleHNS CM. B XXYpHasle 3allnThbl CETHU.
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https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_network_attack_protection
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_botnet_protection
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939

IDS npaBua

B HEKOTOpPLIX Cnyvyasax cucTema 0bHapyXeHns BTOPXKeHUs (Intrusion Detection Service, IDS) MOXET
pacLEeHUTb nepeaayy MHPOPMaLMM MeXAY MapLIpyTU3aTopaMn Ui ApyruMu BHYTPEHHUMN
CeTEeBbIMM YCTPOMCTBAMM Kak MOTEHLUMNANbHYIO aTaKy. Hanprmep, Bbl MoXxeTe 006aBUTb N3BECTHLIN
6e3o0nacHbIN agpec B agpeca, UCKOYEHHbIE U3 CMCTEMbI 0BHaPYXXEeHUS BTOPXKEHWI, 4ToObI 0601TK
IDS.

NnnocTprupoBaHHbIe MHCTPYKL M
Cnegnytouine ctaTbh 13 6a3bl 3HaHWUA ESET MOTYyT ObITb AOCTYMHbLI TONLKO Ha aHMIMACKOM SA3bIKE:
* lickntoveHue IP-agpeca U3 IDS B ESET Internet Security

YnpasneHue npaBunaamu IDS

* No6aBuUTbL: HAXXMNTE A5 CO34aHNS HOBOIO npaswuo IDS.
* A3MeHUTb: HAaXXMUTE 019 U3MEHEeHUS CyLLeCTBYIOLLero npasua IDS.

* Yoanursb: BblﬁepVITe M WeNKHNTe oNng yganaeHunsa npaBuna IDS N3 CNMCKa npasuil.

. B Hayano/BeBepx/BHuU3/B KOHeL,: HaCTPONKa NPUOPUTETHOCTM NpaBu
(ncknoyeHns obpabaTbiBatoTCA CBEPXY BHU3).

NTERMET SECURITY U X
[paswna IDS

Mpaewna IDS oBpabaTelEaHOTCA CEEPXY EHUZ. OHN MOTYT BbiTb HCMONBZOBAHBI ANA HACTROIHKKN NOBEAEHUA daliepEona npw
oGHapYKEHUN PAZNMYHBIX ETOPXKEHWI. MepEOe COOTEETCTEYHOLLEE MCKNKOUEHWE NPUMEHABTCA OTAENBHO ANA KAXA0TO TUNa AedcTENA
(GNOKMPOBKA, YEEAOMNEHNE, 2aNUCk B KYPHAN).

-

O6napymenmne Mpunomenne Ypanennoiit IP-agpec Enokuposate Yeepomute 3anucats B3

LET

s
2l
by
<
<

HoBaeuTe

PepakTop npaBun

O6Hapy>xeHue: TUMN 06HapyXeHUs.
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https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939
https://support.eset.com/kb2939

Nms Yrpo3bl: MOXKHO YKa3aTb UMA Yrpo3bl OJ1A HEKOTOPbIX AOCTYMHbIX o6Hapy>KeH|/||7|.

MpunoxxeHue: BoibepnTe NyTh K hanfly UCKIOHEHHOTO MPUSIOXKEHMS, LWENKHYB ... (HanpumMep,
C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE NMS NPUNOXKEHUS.

YpaneHHbi# IP-appec. CnnCoK yaaneHHbIX aapecoB, ANANa3oHOB WK noaceTew (IPv4 Unu IPve).
HeckonbKo aflpecoB criefyeT pa3aenaTh 3ansaTou.

Mpodunb. MoxHO BbibpaTh NPotnib CETEBOr0 NOAKJIYEHNS, K KOTOPOMY NMPUMEHSAETCS 3TO
npaBwIo.

Deucteue

BnokupoBaTb. KaXxblll CUCTEMHBIN MPOLECC MMeEeT CBOE MoBeAeHMe N0 YMOJHAHWUIO N Ha3HaYeHHoe
nencteme (610KMpoBaTb UK pa3pewwnTb). 1N n3MeHeHnsa nosegeHuns ESET Internet Security Mo
YMONYaHUIO Bbl MOXXETE paspeLnTb uan 3ab10KMpoBaTh ero 3anyck M3 paCKpbiBAOLLEroCsa MEHH.

YBenomutb. BuibepuTe [1a, 4T0bbI 0TOOBpParkaTh yBEAOMIEHMA Ha paboyem CTOJIe Ha CBOEM
KomnbloTepe. Boibepute HeT, 4T0bbl OTKAOUYNTL yBeAOMAEHMA. OCTyNHbIe 3HavYeHus: Mo
yMmosidaHuio, la, Het.

3anucaTtb B XypHan. BuibepuTte fa, 4Tobbl 3anncbiBaTh COOLITUSA B (hall/ibl XXYpHaa. Beibepnte
HeT, 4T06bl OTKOYMTL 3anNnCb. JOCTynNHble 3Ha4YeHns: Mo ymonyanuio, fla, Het.
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NTERMET SECURITY X

JdobasuTtb npasuno IDS

OBHapyxeHne Nwboe obHapyxeHue ~

HanpasneHne Oba ‘*’

Mpunoxedne

¥aanerHHeld IP-agpec: i

Mpodune 1]
AoBaente | ¥oanute

NelcTEne

Bnoknpoeate Mo yMonYaHu ™

Y¥BEaOMUTE Mo yMonYaHuH ™

3anucate B #ypHan Mo yMonYyaHuH >

Ecnmn npun Ka)kgom BO3HUKHOBEHUMN cobbITUS Heobxoammo, 4Tobbl 0TOBpaxanocb yBeAOMIEHNE
1 BbINOJIHANACH 3aMWUCb B XXYypHa:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepuTe Hy>xHOe obHapy>XeHue B pacKpbiBalowemMcs MeHio OBHapyXXeHue.

3.BbibepuTe nyTb NPUNOXKEHUS, LLENKHYB INIEMEHT ..., AN KOTOPOro He06X0ANMO NPUMEHNTL
3TO yBeLOM/eHue.

4.0cTaBbTe 3Ha4vyeHune Mo yMonYaHMIo B packpbiBatowemcs MeHioBoOKMpoBaTb. 3T0
NO3BOJINT YHac/seoBaTb AeNCTBUE MO YMOYaHWUIO, NPUMEHEeHHOoe ESET Internet Security.
5.BbibepuTe B pacKkpbiBalOWMXCA MeEHIO YBeAOMUTb M3anucaTh B XXYpHan 3HavyeHna a.
6.lLenkHnTe OK, 4T0bObI COXPaHUTL 3TO YBEAOMIEHME.

v
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Ecnn Bbl He XO0TUTe 0TOOpaXkaTb MOBTOPSAOLLEECH YBEAOMJIEHNE, KOTOPOE HE CYMTAETE Yrpo30M
onpefeneHHoro Tuna odbHapy>XxeHus:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepuTe Hy>xHOe obHapy>XeHue B pacKpbliBaloweMcs MeHio OBHapy>XeHue, Hanpumep
CeaHc SMB 6e3 pacwumpeHun 6e3onacHocTM 1M ATaka CKaHUPOBaHUA NOPTOB TCP.
3.BbibepuTe B B pacKpbiBalOLWLEMCA MEHIO C HAaNpaBAeHUAMY NS BXOAALWEr0 NOAKJIIYEHNS.
4.BbibepnTe N5 pacKpbiBaOLWLErocs MeHlo YBeaOMUTb 3HavyeHne Her.

5.BbibepuTe N5 packpbiBalOLLEroCs MeHI0 3anMcaTbh B XXYpPHan 3Ha4veHue fa.

6.0cTaBbTe 3Ha4YeHne MpunoXxeHue nyCcTbIM.

7.Ecnmn Bxogawmn Tpadmk NocTynaeT He C onpeneneHHoro IP-agpeca, 0OCTaBbTe 3Ha4YeHNe
YnaneHHble IP-agpeca nycTbiM.

8.lLlenkHuTe OK, 4TO6bI COXpPaHNTbL 3TO YBEAOMJIEHME.

3alwMTa OT aTak MeToaoM nopdbopa

3awumTa oT aTak MeTooM noabopa 610KMPYeT aTaku, KOTOpbIE NPeayCMaTPMBAIOT yrajbiBaHue
naposis U HanpaseHbl Ha CNy>XObl RDP 1iv SMB. ATaka MeTtofoM nogbopa — 3710 crnocob
onpeaeneHns naposs, Npu KOTOPOM NPOMCXOAUT CUCTEMaTUYECKUn nepebop BCex KOMBUHaLMN
6yKB, LMD 1 cCMMBOIOB. YTOOLI HACTPOUTL 3aLLMUTY OT aTak MeTOAOM noabopa, OTKPONTE pasgen
PacluypeHHble napamMeTpsbl > 3awuTa > 3almuTa AocTyna K ceTH > 3aluTa oT ceTeBbIX aTak >
3awuTa oT aTak MeToaoM nopbopa.

BKJ/IIOMMTb 3aLLUTY OT aTaK MeToA0M noabopa: ESET Internet Security NpOBEPSiET COAEPKUMOE
CeTeBOro Tpadurka 1 610KMPYeT NOMNbITKM aTak, KOTOPble NpeayCcMaTPUBaAOT yralbiBaHWe Napons.

MpaBuna: Bbl MOXXeTe CO34aBaTb, U3MEHATb M NPOCMaTPMBaTbL NpPaBUIa 419 BXOAWMX U
NCXOASALLNX CETEBbIX MOAKAYEHUIA, NS noslydeHna nOoNOAHNTEIbHBIX CBEIEHUI CM. rnasy [1pasuna.
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NTERNET SECURITY o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn o6napyxenns € 3awuTa JocTyna K ceTk 5
| O6Hosnenve @
WMHcnekTop cetn 5
| 3awmta B
3awWwnTa GanNoBOA CUCTEMbI ®aiiepson D
B peaNbHOM BpeMeHKn
| 3awmTa gocryna k cetn @D
SSL/TLS B 3awura ot ceteBbix atak 5
3alKTa NouToBOro BrntoumnTe 33Ty oT ceTeebix atak (ID5) m (1]
kaventa @D
3aWwnTa AocTyna B BrntoumnTe 33Ty 0T BOTHETOE m (1]
Wuteprer B
) Mpaewna D5 HzmeHnTs
3awuTa Gpayzepa
| KonTpons yctpoiicre @ B  3awwta ot atak meTogom noabopa 5
| CepBHC BrAtouMTE 3aLUMTY OT aTak MeTogomM nogbopa D i}
MoakntoueHne Mpaenna WzmenuTe i}
(i

WHTepgeiic B PacwupeHHble napameTpel 5
nonL30BaTens

| yeegomnenna B

Mo ymonuanmio GDK OTmenHa

NpaBuna

I'Ipanma: Bbl MOXETe CO034aBaTb, U3MEHATb N MPOCMaTPMBaTb NMpPpaBWa Anda BXOOAWNX N NCXOo4ALWKNX
ceTeBbIX NOOKIOYEHNN. I'Ipe,u,BapMTeano 3aaHHbl€ NMpaBWJia HeNb34 U3MEHUTb NN YOAJINTh.

YnpaBsieHue npaBuiaMM 3alLuTbl OT aTak MeToao0M nopbopa

[obaBuTb: CO3aaHMe npaBuna.
N3MeHUTb- N3MeHeHNe CYLLECTBYHIOLLErO NpaBuna.

Ypanutb: yaajieHne CyLLeCcTBYIOLWEero npasuia U3 Cnmcka npasus.

B Hayano/Beepx/BHU3/B KOHeL,: HACTPOMKa NPUOPUTETHOCTY NpPaBul.

YT106bI 06€CNeYnTb MaKCMMasbHYIO 3aluUTy, NPUMEHSAETCA NPaBuIo 610KNPOBKY C
HauUMeHbLINM 3HaYeHMeM napamMeTpa Makc. Kos-BO NONLITOK, jaXe eC/v 3TO NpaBuIo
HaxXO0AMTCA HUXKE B CNNCKE NMpaBul, KOraa ycioBmaM obHapy>XeHUs COOTBETCTBYET HECKObKO
npasun 610KUPOBKHN.

PepakTop npaBun
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MTERMET SECURITY pid

[obaBuTb Npasuno

W Ee3 umeHun

Brnroyenc D

feiicTene 3anpeTuts s

MpoTokon MpoToKon yaaneHHoro pabodero crona . ¥

Mpodgune (1]
JobaenTe

Makc. kon-eo noneroK 10 | €¥

Mepnog xpaHeHUA YepHoOro CNMCKa R i )

N aug

(rarH)

IP-agpec ncTouHwKa L

Habope IP-agpecos nctouHmka (1 ]
JobaBnTh

NUma: uma npasuna.

BKJIOYEHO: OTKJII0UNTE 3TOT NepekoyaTesb, eCan NPaBuIo Hy>XHO OCTaBUTb B CNUCKe, HO Mpu
3TOM He NPUMEHATH ero.

Hencrsue: BblﬁepVITe, cnepnyeT in 3anpeTuTb Wi pa3pewlnTb NoaK/A04YeEHNE, eCJIN BbINOJIHAOTCA
napaMeTpbl Npashna.

MpoToKon: NPOTOKO CBA3W, KOTOPLIA ByaeT NPOBEPATLCA STUM MPaBUJIOM.

Mpodunb: 0Na KOHKPETHbLIX NPOodUIen MOXHO YCTaHaB/IMBaTb U MPUMEHATb NOJb30BaTe/IbCKUE
npasuna.

Makc. Kon-Bo NonbITOK — MakCMMasibHOE KOIMYECTBO pa3peLLeHHbIX NOMbITOK NMOBTOPEHNS aTaky,
Mo AOCTUXXEHMMN KOTOPOro IP-afpec 6yneT 3a610knpoBaH 1 fo6aBneH B YEPHBIA CANCOK.

Mepuop XxpaHeHUA YEepPHOro cnuckKa (MuUH): YCTaHOBKa BPEMEHU, MO NCTEYEHUIN KOTOPOIro aapec
6y)J,ET NCKTIOYEH N3 YEPHOI o CrNncka.
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IP-appec UCTOYHMKA: CNUCOK IP-afpecoB, AMana3oHoB nan noaceTen. HeCckobKo afpecos cnenyeT
pa3fensaTb 3anATown.

Habopbl IP-appecoB MCTOYHUKA: HAOOP IP-aApecoB, KOTOPLIA Bbl YK 3aAanu B pasaene Habopsl IP-
a[lpecos.

PacluupeHHble napaMeTpbl

B pa3gene PaclimpeHHble napameTpsl > 3alWMTa > 3aluTa AocTyna K ceTy > 3almuTa oT ceTeBbIX
aTak > PaclumpeHHble napaMeTpbl MOXHO BKJIOYNUTb UAN OTKIIOYUTb OOHapYXeHne HeCKONbKNX
TUMOB aTakK W 3KCMNJIOMTOB, KOTOPbIE MOIYT HAaHECTW Bpes KOMMbIOTepy.

B HeKoTOpbIX Cy4asx yBenoMaeHne 0 3abIOKMPOBAaHHOM COeMHEHMMN He 0TobpaxkaeTcs. CM.
pa3fen BeaeHve XXypHaia U co3[laHNe NPaBWU U UCKAOYEHUA HA OCHOBE XKYPHasa, YTobbl
y3HaTb, KaK NPOCMaTpMBaTb 3a0/I0KMPOBAHHLIE COEMHEHNS B XXYpHase (haiepsona.

[OCTYNHOCTb OTAE/bHbIX MapamMeTpPoB B 3TOM OKHe 3aBUCUT OT TuMa Ui BepCum NporpamMmsl
ESET 1 Moayns harepsosa, a TakXKe OT BepCcun onepaLMoHHON CUCTEMBI.

ObHapy>XxeHue BTOp>XeHUS

®OyHKUMNA 0BHapy>XeHNsa BTOPXXEHU 0TC/IeXMBaeT BpeLOHOCHbIe LeNCTBUS npu obMeHe faHHbIMY B
CeTn yCTPOMCTBa.

* MpoTokon SMB: obHapyxusaeT n 6nokmpyeT pasHble npobsemsl ¢ 6e30MaCHOCTbIO B MPOTOKONE
SMB (MoApoBHOCTY yKa3aHbl HUXeE).

* MpoTokon RPC: 06HapyXMBaeT 1 6J0KMPYeT pa3nyHble AeHTUDUKATOPbLI CVE B CUCTEME
yZaNeHHOro Bbl30Ba npoueanyp, paspaboTaHHOW Ans cpelbl pacnpeeNieHHbIX BblYUCAEHNI (DCE).

* MpoTokon RDP: 0b6HapyxnBaeT n 610KMpPYyeT pa3/inyHble naeHTUduKaTopbl CVE B NPOTOKOJ1e RDP
(CcM. BbiLLE).

« ObHapy>xeHUe noapenku 3anucen Kawa ARP: 06Hapy)XeHne Nnoaaenkin 3anucei Kawa ARP,
NPEeAnNPUHATON C NMOMOLLLIO aTakKW «3/I0YMbILLJIEHHUK B CEpeanHe», an obHapyxeHune
CKaHUPOBaHWS CETEBOro KOMMyTaTopa. MPOTOKOA ARP (MPOTOKOJ pa3peLleHns aapeca)
NCNONb3YeTCs CETEBLIM MPUIOXKEHUEM UW YCTPOWCTBOM A8 ONpeaeNieHns agpeca Ethernet.

* ObHapy>xeHue CKaHMpPOBaHUA NOPTOB TCP/UDP: 06HapyxeHmne MO CKaHMPOBaHUS NOPTOB,

T. €. IPUNIOXKEHUS, NMPefHa3HAYeHHOr0 A1 BbISBJIEHUS OTKPbITbIX MOPTOB Ha y3/1e NyTeM
OTNpaBNieHNs KIMEHTCKMX 3aMpoCoB Ha Anana3oH aApecoB MOPTOB U MOWCKA aKTUBHbIX MOPTOB A/
NCMOJIb30BaHUSA YA3BMMOCTU CNY)KObI. [LONONHUTENbHYIO MHOPMaLUuto 06 3TOM Tune aTakn CM. B
r710CCapuu.

* BnokupoBaTb Hebe3onacHbI agpec nocne obHapy>XeHUA aTakum: IP-agpeca, KoTopble Obin
obHapy>eHbl B Ka4eCTBE UCTOYHMKOB aTak, byayT nobasneHbl B «4epHbIN» CUCOK, 4TOObI Ha
HEeKOTOpOoe BpeMs NpefoTBpaTUTb NOAKIIYEHMe. Bbl MOXeTe YCTaHOBUTL CPOK XPaHeHUs
4YepHOro CNMUCKa, KOTOPbI onpeaenseT BpeMs, Ha KoTopoe byaeT 3abnokuposaH agpec nocne
obHapy>XeHus aTakw.

* YBepomnaTb 06 0OHapy>XeHUMU aTaKK: BKJOHYEHNE yBEeLOMIEHWI B 061aCTU yBELOMIEH NI
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Windows B MPaBOM HVKHEM YrJly 3KpaHa.

* Moka3biBaTb yBeAOMJIeHUEe NpU OOHapy>XeHUn aTaku, UCnosab3ylowen bpewwmn B cucteme
Ge30nacHOCTU: MOKa3bIBAET YBEAOMIEHUS, eC/i 0BHapyXMBaeTCA aTaka, MCNoJb3ytolwas bpelun
B cucTeMe 6e30MacHOCTU, UK eCNK OracHbIN 0O BLEKT MbITAETCA BOUTU B CUCTEMY Yepes bpelub.

NMpoBepKa nakeToB

Tun aHann3a NakeTos, KOTOprI?I (pl/ll'lepYET HOaHHbIE, NEepefaBaeEMbIE MO CETH.

* PaspewwunTtb BXxoasliee NoAKAO4YEeHMe K oOWUM pecypcam agMMHUCTpaTopa no
npoTtokoay SMB : obLine pecypCbl agMUHUCTPaTOpPa — 3TO obLLMe ceTeBble pecypchbl No
YMON4aHUI0, KOTOPble COBMECTHO UCMOJb3YIOT pa3fesbl XeCTKoro gucka (Cs, DS, ...) B cucteme
BMeCTe C CUCTeMHOMN nankon (ADMINS). OTK0YeHe coeiHeHns ¢ obwmmm pecypcamm
aAMUHNCTPaTOopa AO/MKHbI YMEHbLINTL BO3MOXHbIE MNOCNeACTBUS yrpo3 be3onacHocTu. Hanpumep,
4yepBb Conficker BbINOSHAET aTaku nepebopom no ciosBapto, 4Tobbl NOAKNOHNTHLCA K 0OLLMM
pecypcaM agMUHUCTpaTopa.

* 3anpeTuTb cTapble (Henogaep>xuBaeMblie) aManekTbl SMB: 3arpeT CeaHCoOB SMB,
NCNONb3YOLWNX CTapbil AManekT SMB, KOTOPbIN He nogaep>xunBaeTcs IDS. COBpeMeHHbIe
onepaunoHHbIe CUCTEMbI Windows NOAAEPKMBAIOT CTapble AnanekTbl SMB 6narogaps obpaTHon
COBMECTUMOCTM CO CTapbIMy OMepPaLMOHHbIMA CUCTEMAMU, TaKUMKN KaK Windows 95.
3N0YMbILLSIEHHMK MOXXET MCMOb30BaTh CTapPbIN AMaNeKT B CeaHce SMB, 4Tobbl n36exaTb KOHTPONS
Tpaduka. 3anpeTuTe CTapble ANaNeKTbl SMB, eC/n BalleMy KOMMbIOTEPY HE HYXKHO 0OMeHMNBaTbLCA
danamm (nnm BoobLue ocywecTBAATbL 0OMeH AaHHbIMK SMB) C KOMMNbIOTEPOM MOA YNpPaBJieHNEM
OC Windows CTapon Bepcuu.

* 3anpeTuTb ceaHCbl SMB 6e3 paclumpeHHOU Oe3onacHOCTKU: paclnpeHHas 6e30nacHoOCTb
MOXXeT 6bITb MCNOJIb30BaHa BO BPEMS COrJlacoBaHMs ceaHca SMB, 4Tobbl obecneynTb bonee
6e30nacHbIn MeXaHU3M ayTeHTUDUKaLNN, Yem ayTeHTUduKaumns LAN Manager Challenge/Response
(LM). CxeMa LM cynTaeTcs cnaboin n He peKoMeHayeTCsa Ana UCNoJib30BaHMUS.

* 3anpeTuTb OTKpbITUE UCNOJIHAEMbIX (halIOB Ha cepBepe 3a npeaesnaMmm J0BEPEHHON
30Hbl B NPOTOKOJ1e SMB: pa3pbiBaeT CoeANHEHNe NPy MonbITKe 3anycka UCNoaHaemMoro danna
(.exe, .dll v Oop.) 3 obLLen Nankn Ha cepeepe, KOTOPbLIA HE OTHOCUTCS K LLOBEPEHHOWN 30He
thanepsona. ObpaTmTe BHUMaHUE, 4TO KOMMPOBAHME NCMONHAEMbIX (hatfIoB U3 HaJEXHbIX
NCTOYHNKOB MOXET BbITb 3aKOHHbIM. OBpaTuUTe BHUMaHUe, YTO KONMPOBaHME NCMOHAEMbIX
(hannoB N3 HafleXKHbIX UCTOYHMKOB MOXXET ObITb fonycTuMo. C Apyroi CTOPOHbI, 3TO 0BHapyXxeHwue
LO/MKHO YMEHbLUNTb PUCKM HEXENAaTeNbHOro OTKPbLITUA (halia Ha Bpe4OHOCHOM cepBepe
(Hanpumep, ecv Nob30BaTeNlb OTKPbI (Pais, LWEeSIKHYB FMNepcchiiky Ha 0bLwmMin Bpe4OHOCHbI
ncnosiHaeMbl Gainn).

+ 3anpeTuTtb ayTeHTUUKaLUIO NTLM B NpoTOKOJie SMB Npy NOAK/IOYEHUM K cepBepy B
[OBEepPeHHOW 30He WM 3a ee npegesiaMu: NPOTOKOJIbl, KOTOPbLIE UCMOJIb3YIOT CXEMbI
ayTeHTudmKauum NTLM (obe Bepcum), MOTryT NoABepraThCs aTakaMm C MOMbITKOW NEPECHIIKM
YYETHbIX AaHHbIX (M3BECTHbI KakK aTaku SMB Relay, €C/N peyb UAET 0 NPOTOKOJIe SMB). Ecnu
3anpeTuTb ayTeHTUGMKaUMO NTLM C UCMOSIb30BaHUEM CepBepa, KOTOPbIA HAX0AMTCS 3a
npefenamu 10BePeHHON 30Hbl, 3TO NMOMOXET CHU3UTb PUCKU MNEPECHIIKM YYETHbIX AaHHbIX
BPEAOHOCHBLIM CEPBEPOM, KOTOPLI HAXOAUTCS 3a NpefenaMun 10BepeHHOI 30Hbl. Kpome Toro,
MOXXHO 3anpeTuTb ayTeHTUMbMKaLN NTLM C NCNOJIb30BaHNEM CepBepa 13 JOBEPEHHON 30HbI.
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* PaspewunTb NoaKknoueHue K cnyxbe aucnetyepa y4yeTHbixX 3anucen 6esonacHocTu: ans
noJiydMeHns LONoJSHUTENbHbIX CBefleHnin 06 3Ton cnyxbe cM. pa3gen [MS-SAMR].

* PaspewwunTb NnoaknoueHue K cnyxbe noKasnbHOW cuCTeMbl 6e€30NacHOCTU: 415 NONYYEHUS
LONOJIHUTENbHbIX CBefleHnIn 06 3Ton cnyxbe cM. pa3gensl [MS-LSAD] 1 [MS-LSAT].

* PaspewwunTb NnoaKAoueHue K cnyxbe yaaneHHOro ynpaBJsieHa peecTpoMm: /14 NojyvyeHuns
LONOJIHUTESIbHbIX CBefleHnin 06 3Ton cnyxbe cm. pa3gen [MS-RRP].

* PaspewunTtb noaknioueHme K cnyxbe gucnetyepa cnyxob: nna nonyyeHus
LONOJIHUTESIbHbIX CBefleHnin 06 3Ton cnyxbe cm. pa3gen [MS-SCMR].

* PaspewwunTb NnoaknoueHme K cnyxbe cepBepa: 414 NONAyYEHNS [OMNONHUTENbHbIX CBEAEHNIA
06 3Tomn cnyxxbe cm. pa3gen [MS-SRVS].

* PaspewwunTb NogKJO4YeHUe K Apyrum cnyxoam: gpyrve cnyxbsl MSRPC. MSRPC — 3T0
peanu3aumsa Microsoft MexaHu3ma DCE RPC. Kpome Toro, MSRPC MOXET UCM0JIb30BaTb MMEHOBAHHbIE
KaHanbl, NepeHeceHHble B MPOTOKO SMB (MpoToKoa obwero AocTyna K annam cetun) ons
TpaHcnopTa (TpaHcnopT ncacn_np). Cny>x6bl MSRPC MpefoCTaBAAOT NHTEPgENncol A8 yaaneHHoro
LOCTYyMNa K onepaunoHHoON cncteme Windows 1 yaaseHHOr0 ynpaB/ieHUs €t0. 3a nocnefHne roabl
0bHapy>XeHO HECKOJIbKO YA3BUMOCTEN, KOTOPbIE NCMOJIb3YI0TCA B cpefe cmcTeMbl Windows MSRPC
(4epBb Conficker, 4epBb Sasser 1 Ap.). OTKAYNTE 0OMEH AaHHbIMK CO CyXbamu MSRPC, KOTOpbIe He
HY>XHO NPenoCTaBNATb 419 YMEHbLUEHMNA NOCAeACTBMI Yrpo3 6e3onacHoOCTH (Hanpumep,
yAaneHHoe BbIMONHEHNE KOA4a WK aTakn Tuna «OTKa3 B 00CNyXUBAHN»).

SSL/TLS

ESET Internet Security MOXXET BbIMONHATL NPOBEPKY Ha Ha/Mymne yrpo3 npyn obMeHe gaHHbIMU, KOTOPbIE
NCNOJIb3YIOT NPOTOKON SSL. MOXKHO MCMO0J1Ib30BaTb Pa3/iIMyHbIE PEXUMbI UNbTPaLMK ONs
3alMLLEHHbIX SSL-COeANHEHNIA, ONA KOTOPbIX UCMONb3YIOTCA AOBEPEHHbIE CEPTUGDUKATHI,
Hen3BeCTHble CepTUDUKATLI AN CEPTUPUKATLI, NCKIIOYEHHbIE N3 NPOBEPKM 3aLLMLLEHHBLIX SSL-
coegmHeHun. YTobbl N3MEHUTb HACTPOMKK SSL/TLS, OTKPONTE pa3aen PacluvpeHHble napameTpbl >
3awiuTa > SSL/TLS.
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INTERMET SECURITY O x

JononHutenbHble HACTPOMKHK Q X7
| Moayns obHapyxeuns B B ssuTis H

O6HOBNEHNE BraroumTs SSL/TLS [ @) i}
| 3aumta @ Pesxam SSL/TLS ABTOMATHUYECKK ~

3awnTa GarnoBoi cMcTeMsl
B peanbHOM BPeMeHK

E aETOMAETMYECKOM PEXHME WCNONbIOEaHKE SSL/TLS aKTMEWDOEBAHO TONLKS ANA NPHACHKEHWI,
EbIGUpaENMBIX 3ETOMATHYECKH, HANPUMED ANA BEef-Gpay2epoB U NOYTOELIX KIMEHTOE. MNOBEgEHUE

3aWKnTa 4OCTYNA K CETH MOXKET BHITE NepeonpefeneHo ANA Ka¥A0ro NPUNCKEHUA K CepTHdUKATA CEpEEpa.
SSL/TLS :
3alnTa NOYTOBCIO
kvmenta @ Mpaewnna cKaHWPOBAHWA NPUIOHKEH W Mamennts i)
3awwTa goctyna 8
WMHTepHeT a Mpaeuna cepTndukara MamennTe a
ST SR He ckaHWpoBaTe Tpaduk C 4oMEHMN, KOTOpbIM goBepAeT ESET D 3]
| KOHTPOAL YCTPORCTE
WHTterpupoeate kopresoi ceptidgkar ESET & m e
| Cepsuc D NoAAERHHBAEMBIE MPHACHKEHHA
MpocmoTtpets ceprudurkar MpocmoTpets ceprudurar
MoaknueHUe P P pTId P P pd
JefcTBME, £CNW HE YAETCA YCTAHOBHTE A0BEPUE CEpTUdMKATE 3anpaluneats cpok AedCTE.. v
WHTepderc
nonssosatens B Bnokuposats Tpadmk, 3aWMGPOBaHHBIR YCTApEBLLIAM D

npoTokonom 5502

Yeenomnenus B ;
| o e cTENE ANA NOBPEXKAEHHBL CEPTURMKATOE BENOKHPOBAT NOAKNKYEHNA, ... >

Mo ymonyaumo EPOI( OTmeHa

BKJIIO4MTb SSL/TLS: €CnK 3TOT NapamMeTp OTKIIIOYeEH, ESET Internet Security He OyieT CKaHMPOBaTb
0bMeH AaHHbIMK N0 NPOTOKOY SSL/TLS.

PeXXuM SSL/TLS [OCTyNeH COo cefyoLMMn NapaMeTpaMu:

Pexam gunirpain ———————omcame

ABTOMaTUYECKUHN icnonb3yeMblin N0 yMONYAHUIO PEXMM, B KOTOPOM CKaHUPYIOTCA TONbKO
COOTBETCTBYHOLWME NMPUJTOXKEHUA, TAKNE KaK Be6-6pay3epbl N NOYTOBLIE
KJINeHThl. Bbl MOXKeTe nepeonpenesnTb ero, Bbl6paB NPUIoXXeHUA, B
KOTOPbIX CJieAyeT CKaHNPOBaATb obMeH AaHHbIMN.

WHTepakKTUBHO Mpw BbINOJIHEHMM BXOLa Ha HOBbIN 3aLLMLEHHbIN SSL-CAllT (C HEM3BECTHbLIM
CepTMdMKATOM) Ha 3KpPaH BbIBOAUTCA AMaJ0roBoe 0KHO Buibopa AencTBumS.
STOT peXxnM rno3BoaSeT Co34aBaTb CMMCOK CEPTUDUKATOB SSL 1
NPUNOXXEHWNI, NCKIOYAEMBIX N3 CKAHUPOBAHMUS.

Ha ocHoBe Bbibepute 3TOT BapuaHT, 4T0bbl CKaHMPOBaTb BCE 3aLUMLLEHHbIE SSL-

NOJNIUTUKMH coefVHeHns, KpoMe Tex, KOTopble 3aLluLeHbl UCKTIYEHHbIMU U3 NPOBEPKU
cepTudukaTamu. Ecnm ycTaHaBNMBaeTCSA HOBOE COeMHEHMe,
NCMNOJb3YtoLLee HEN3BECTHbIV 3aBEPEHHbI CEPTUMUKAT, NOJb30BaTeSb He
NoNy4uT yBe4OMJIEHUS, a CaMO CoefiIHeHNe aBToMaTn4Yeckun byner
punbTpoBaThLCA. [1pM JOCTYyMNe K cepBepy C HEHaLEXHbIM CEPTUDUKATOM,
KOTOPbIN NMOMEeYeH noJib30BaTesieM Kak LOBEpPeHHbIN (LobaBneH B CNNCOK
LIOBEPEHHbIX CEPTUPUKATOB), COEIMHEHNE C 3TUM CepBEPOM pa3peLlaeTcs,
a cogep>xmmoe KaHana CBA3N uabTpyeTCs.

I1paBm1a CKaHUpPOBaHuA annO)KeHVIﬁ: MO3BOJISET HACTPOUTbL nMoBefeHne ESET Internet Security Ans
onpeneneHHbIX I'Ipl/l)'lO)KQHI/IVI.

204



MpaBuna cepTudmukKaTa: No3BONAAET HACTPOUTb NOBeAEHME ESET Internet Security 419 KOHKPETHbIX
cepTndUnKaToB SSL.

He ckaHupoBaTb Tpachuk C ,OMEHaMH, KOTOPbIM AoBepseT ESET: eC/iv 3TOT NapaMeTp BKJIOYEH,
06MeH AaHHbIMK C LOBEPEHHbLIMU LOMeHaMU ByLeT NCKIIIOYEH U3 CKaHMPOBaHNA. HaleXHOCTb
LOMEeHa onpeaenseTcs BCTPOEHHbIM 6eibiM CMMCKOM, KOTOPLIM YNpaBfiseT KoMNnaHus ESET.

NHTerpupoBaTb KOpHEBOMW cepTUUKAT ESET B noaaep>XuBaeMbie NpunoXxXeHus — [1na
HOpManbHoOM paboTsl SSL-MOAK0YEeHNI B Bpay3epax U NOYTOBbIX KNMeHTax Heobxoanmo fobasntb
KOPHEBOW cepTuduKaT ESET B CMNCOK M3BECTHbIX KOPHEBBLIX CEPTUMUKATOB (n3paTenen). Mpu
BKJIIOYEHWM 3TOr0 napameTpa ESET Internet Security aBTOMaTn4eckn fobasnseT cepTudukaT ESET SSL
Filter CA B U3BeCTHble bpay3epbl (Hanpumep, Opera). 1na 6pay3epos, NCNOJIb3YIOLNX CUCTEMHOE
XpaHunuLLe cepTuukaTos, cepTugurkaTt gobasnseTcs asToMmaTuyeckn. Hanpumep, Firefox
aBTOMaTUYeCKN HACTPOEH A1 LOBEPUS KOPHEBLIM LleHTPaM B XpaHWuLLe CEPTUPUKATOB CUCTEMBI.

[na yCcTaHOBKYK cepTuduKaTa B Henoaaep>xnpaemble bpayseps! Bbibepute MpocMoTpeTb
cepTudukar > [lononHutenbHO > KonupoBaTb B pal..., a 3aTEM BPYYHYIO UMMNOPTUPYATE €ro B
bpay3ep.

[enAcTBUe, €C/IN He yaaeTCs YCTaHOBUTb AoBepue cepTudmkaTta: B HEKOTOPbIX C/IyYasx
cepTuuKaT Beb-canTa He MOXeT BbITb NMPOBEPEH C NOMOLLbIO XPaHUINLLA OOBEPEHHbBIX KOPHEBbIX
LEeHTPOoB cepTudmkaumm (TRCA) (Hanpumep, CepTUROUKAT C UCTEKLLMM CPOKOM AeNCTBUS,
HeloBepeHHbIN cepTUMUMKaT, CeEPTUPUKAT, HELENCTBUTENbHLIN 41 ONpefesIeHHOro JoOMeHa, Uan
NOAMWUCb, KOTOPYIO MOXKHO NPOoaHan3MpoBaTb, HO KOTOPas HerpaBuIbLHO NOAMNUCLIBAET
cepTuUKaT). 3aKOHHbIN BeO-CalnT BCerfga UcnosiblyeT AOBEPEHHbIA CepTuduKaT. ECam oH ero He
npeLoCTaBAeT, 3TO MOXET 03Ha4aTb, YTO 3/10YMbILLJIEHHUK pacluMdpoBbIiBaeT Ball 06MeH faHHbIMU
nnv Be6-canT UCNbITbIBAET TEXHUYECKUE TPYAHOCTMW.

Ecnn ycTaHoBNEH (h1la)KOK 3anpalumMBaTh CPOK AeUCTBUA cepTudukaTta (OH yCTaHOBAEH MO
yMO4aHUi0), Nosb3oBaTesto byaeT npennoxeHo BbiIbpaTh AENCTBUE, KOTOPOE CrieayeT
nNpeanpuHATbL BO BPEMS YCTAHOBKM 3alLM(pOBaHHOIr0 coeanHeHns. Ha akpaHe oTobpasmnTcs
LVanorosoe 0KHO A4 Bbibopa AeNCTBUSA, B KOTOPOM MOXKHO MPUHATbL PELLUEHME O TOM, 4TO cneayeT
chenaTb: MOMETUTb CEPTUGUKAT KakK LOBEPEHHLIN NN KaK UCKOYEHHbIN. ECnn cepTudunkaT
OTCYTCTBYET B CMINUCKE XPaHUINLLA LOBEPEHHbLIX KOPHEBLIX CEPTUPMKATOB CEPTUPULNPYIOLLNX
OpraHoB, Ana opopMAEHNSA OKHA NCMNOJIb3YeTCA KPaCHbIN LBET. ECin XXe cepTUnkKaT eCTb B 3TOM
Cnucke, okHO ByaeT 0hopMIEHO 3e/IEHbIM LLBETOM.

Mo>XHO BblbpaTb BapuaHT BAoKMpoBaTh NOAKAIOYEHUA, UCNOJIb3YIOLLMEe AaHHbIW cepTUdUKaT,
4yTObObI BCErAa pa3pbiBaTh 3aWNGPOBAHHbIE COEANHEHNS C CANTOM, NCMONb3YIOLWUM HELOBEPEHHbIN
cepTndumkar.

BnokuposaTb Tpaduk, 3awimdpoBaHHbIK YCTapeBLUUM MPOTOKOJIOM SSL2: 0OMEH faHHbIMU C
NCcnosib3oBaHMeM H6onee paHHel BepCUN NPOTOKONa SSL ByaeT aBTOMaTU4YeCKN B10KMPOBATLCS.

JencTeue ANA NOBPEXAEHHbIX CEPTUDUKATOB: NOBPEXAEHHbIA CEPTUDMKAT 03HAYaeT, YTo
cepTudukaT ucnonb3lyeT HopMaT, KOTOPbIA HE pacno3HaeTCs peweHneM ESET Internet Security, an
cepTudukaT Bbl NoyYeH NoBpeXXAeHHbIM (Hanpumep, nepesanncaH c/ly4yaHbiMU faHHbIMK). B
3TOM C/ly4ae Mbl PeKOMeHyeM 0CTaBUTb BbiIOpaHHbIM NapamMeTp BnokupoBaTb NOAKAIOYEHUS,
Mcnonb3ylowme AaHHbIK cepTudukaTt. Ecv BoibpaH napameTp 3anpawiMBaTbh CPOK AeUCTBUSA
cepTudukarta, nonb3osatenio byaeT npennoxeHo BoibpaTb AeNCTBME, KOTOpOe cneayeT
nNpeanpuvHATL NPY YCTaHOBKE 3allM{POBAHHOI0 COeANHEHNS.
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[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

NpaBuia CKaHMPOBAHUA NPUIJIOXKEHUHN

MapameTp MpaBusia cKaHUPOBAHUA NPUOXKEHUN MOXET NCMONb30BaTLCA AJ19 HACTPONKN
rnosefeHuns ESET Internet Security B OTHOLLEHWW ONPefesieHHbIX MPUN0XKEHNI, a TakXe 4A
3anoMuHaHWA BbibpaHHbIX AeNCTBUIA, ecnn AN napameTpa Pe>xum SSL/TLS BbIOpaH MHTEPaKTUBHbLIN
peXum. Cnncok MOXKHO NMPOCMOTPETb U U3MEHUTb B pa3fene PaclunpeHHsle napaMeTpsl > 3awuTa >
SSL/TLS > MpaBusa CKaHUPOBAHUA NPUNOXKEHUN > U3SMEHUTD.

OkHO MpaBuna ckaHUpOBaHUA I'Ipl/lﬂO)KeHlllﬁ COCTOUT U3 ciepyromnx a1eMeHTOB.

Cton6bubl

MpunoxeHue: BbIbEPUTE NCMONHAEMbIN (halin B lepeEBE KAaTaIoroB UM HAXXMUTE KHOMKY ..., YTOObI
BPYYHYI BBECTYU MNyTh.

JeicTBMe CKaHUpoOBaHUA: BbibepuTe CKaHupoBaTb Wy MponycTUTb, 4TOOLI CKAHMPOBATL UK
NrHOpPUpoBaTb 0OMeH AaHHbIMK. YTOObI CKAHMPOBATL B @aBTOMAaTUYECKOM PEXMME 1 3anpalunBaTb
LEeVCTBNA B UIHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4Yecku. Boibepute 3anpawumBars,
4yTo6bI BCErAa 3anpalimBaTh AENCTBUS NOSb30BaTENS.

dNeMeHTbl ynpaBJieHuA

[obaBuTb: fob6aBeHME HUAbTPOBAHHBLIX MPUIOXKEHWIA.
N3MeHUTb: BbibepnTe NPUNOXKEHNE, KOTOPOE HY)KHO HAaCTPOUTb, U HAXKMUTE KHOMKY U3MEHUTD.
Ypanute: BoibepnTe NpnaoXKeHne, KOTOPOE HYXHO YAaANTb, N HAXXMUTE KHOMKY Y BaNuTb.

MMnopT/3KCcnopT: MMMNOPT NPUIOXKEHWUI U3 (aisia NN COXPaHEHUe TeKyLLero Crmncka npuioXeHum
B tham.

OK/OTMeHa: HaxxmuTe KHonky OK 015 COXpaHeHMs n3MeHeHUn nav OTMeHa o1 UX OTMEHHbI.

Npasuna cepTudpukara

MNapameTp MpaBuna cepTudmuKaTa MOXET UCMOJIb30BATLCSA N9 HACTPOMKM NOBeAEHNS ESET Internet
Security B OTHOLLEHMM ONpeAeneHHbIX CepTUPMKATOB SSL, @ TakXe AN11 3anoMUHaHNS BbibpaHHbIX
NenCcTBU, ecnn ons napameTpa PeXXum SSL/TLS BbIbpaH MHTEPAKTUBHbIN PeXXuM. Cnncok MOXKHO
NPOCMOTPETb M U3MEHUTb B pa3fene PacluvpeHHble napameTpsl > 3ausMTa > SSL/TLS > Mpasuna
ceptucdmukaTa > I3MeHUTD.

OKHoO npaBuna cepTucbuKaTa COCTOUT M3 cieayroLmnx 3JIEMEHTOB.
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Ctonoupbl

NUmsa : uma ceptTndukaTa.
N3paTenb ceptudumkara : nMa cosgatena cepTugmkara.

CybbekT cepTudukaTta : 3T0 Nose yKkasblBaeT Ha CyObeKT, KOTOPOMY NMPUHALNEXUT OTKPbLITbIN
K04, CoAepXXaLluincs B none OTKPbITOro Kiwva cybbekTa.

[ocTyn: B Ka4yecTBe 3Ha4yeHMa napameTpa [lencrteme poctyna BbibepnTe PaspewmnTb nin
3abnokupoBatb, 4T0bbI pa3pewnTb UK 3a610KMPOBaTh 0OOMEH AaHHLIMU, 3aLUNLLEHHbIA 3TUM
CepPTUGMKATOM, HE3aBUCMMO OT ero HafeXXHoCTW. BoibepnTe ABTOMaTUYECKM, 4TOObI pa3peLlaTb
LOBEpPEHHbIe CepTMdUKaTbI 1 NpeanaraTb BapuaHTbl 4ENCTBMI 419 HEHAAEXHbIX. BoibepuTe
3anpawmBaTthb, 4T0ObI BCErga 3anpallnsaTb AENCTBMA NOJIb30BaTENS.

CKaHuMpoBaThb: B KayeCTBe 3Ha4yeHNs NapaMeTpa JlencTBue CKaHMpoBaHUA BbibepuTte
CkaHupoBaTtb v MponycTuTb, 4T0OLI CKAHNPOBATL UM NFTHOPUPOBATL OOMEH AaHHbIMY,
3alMLLEHHbIA 3TUM CepTUGUKATOM. YTOObl CKaHMPOBaTL B aBTOMATUYECKOM pPeXUMe 1 3anpalinsaTb
LEeNCTBNS B UHTEPAKTUBHOM, BblibepuTe 3nieMeHT ABTOMaTH4YecKu. Buibepute 3anpawumsaTh,
4yT0bbl BCErfa 3anpalinmBaTh LENCTBUS NONb30BaATENS.

dneMeHTbl ynpaBJieHUus

[ o6aBuTb — BLIGOP HOBOro CepTUdMKaTa 1 HACTPONKA ero NapaMeTpoB, CBA3AHHbLIX C AOCTYMNOM U
CKQHUPOBAHWEM.

N3MeHUTDb: BbibepuTe CepTUDMKAT, KOTOPbIA HYXXHO HACTPOUTb, U HAXXMUTE KHOMKY U3MEeHUTD.
YaanuTtb: BbibepuTe cepTUMKaT, KOTOPbIA HYXXHO YAaNUTb, U WeNKHUTE Y RaNuThb.

OK/OTMeHa : HaxxMunTe KHonKy OK ons coxpaHeHust UsMeHeHun nam OTMeHa 4/ UX OTMEHbI.

3awundpoBaHHbIK ceTeBOU TpaduK

Ecnm B cnctemMe HaCTPOEHO CKaHMPOBaHME NPOTOKOMa SSL/TLS, AnanoroBoe OKHO € 3anpoCoM Ha
BbIbOp Aenctema bynet oTobpa)aTbCa B ABYX CyvasX.

Bo-nepB.ebix, ecnn Beb-canT NCNoNb3yeT HENPOBEPAEMbIA NN HEAENCTBUTENbHLIN CEPTUGMKAT, a
NPOAYKT ESET Internet Security HACTPOEH Ha Bbl4a4vy 3anpoCoB MOJIb30BaTENO B TaKUX Cydasx (no
YMON4aHNIO 3anpockl 0TobparkatoTCa AN HENPOBepsSeMbIX CEpTUGRMKATOB, a ANA
HeenCTBUTE/IbHbIX — HeT), NOSBUTCS ANanoroBoe OKHO C 3aNpoCoM Ha pa3peLueHue 1
6nokmpoBaHue noakoyeHns. Ecnm ceptudmkaTta HeT B Trusted Root Certification Authorities store
(TRCA), TO OH CYMTaeTCa HeHa4e)XXHbIM.

Bo-BTOpbIX, €CNKN B Ka4ecTBe SSL/TLS pe>XxuMa BbiOpaH MHTEPAKTUBHBIA PEXMUM, TO Mpu
noakatyYeHnn Kk nobomy seb-canty byaet oTobpakaTbCA 3anpoc Ha CKaHUPOBaHUe N
MrHOpUpoBaHue. HekoTopble NPUI0XKEHNA NPOBEPSAIOT SSL-TpaPuK Ha NpeaMeT U3MEHEHNI 1
MOHMTOPUHIra. B Taknx cnyvyasax Ana coxpaHeHus paboTocnocobHOCTU NPUIOXKEHNS NporpamMmma ESET
Internet Security f0J)KHa SSL-Tpa)uK MTHOPUPOBATH.
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[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

B Ka)KOM MX 3TUX C/lyYaeB NOJIb30BaTE/lb MOXXET COXPaHWUTbL B CMCTEME BbibpaHHOE AeicTBue.
CoxpaHeHHble feNCcTBUS XPaHATCA B pa3gene [pasusia ceptudukaTa.

3almTa NOYTOBOro KJIMeHTa

YT106bI HACTPOUTL 3aLLUTY NOYTOBOIO KJNEHTA, OTKPONTE pasfen PacluvpeHHble napaMeTpbl >
3awuTa > 3awMTa NOYTOBOro KJAMEHTa 1 caenanTe BbIOOp cpean cnefyowmnx onummn
KOH(Urypauuu:

* 3alUnNTa TPAHCMOPTHOrO YPOBHS

¢ 3allMTa NOYTOBOrO SALLMKA

* YnpaBaeHue cnuckaMmn agpecos

* ThreatSense

3aluTa TPAHCNOPTHOIO YPOBHA

IMAP(S) 1 POP3(S) — CaMble pacnpoCTPaHEHHbIE NPOTOKObI, UCNOJIb3YyEMbIA NS NOSy4YEHMA
3JIEKTPOHHOW MOYThI B MOYTOBbIX KAMeHTaxX. OHM NCNOb3YTCA ANd 0bMeHa AaHHbIMK MO
3JIEKTPOHHOW MOYTE C MOMOLLLIO NPUNOXKEHUSA MOYTOBOro KaneHTa. MpoToKoa IMAP — 3TO eLle OAUH
NHTEPHET-NPOTOKO A8 NOJyYeHUS 31EeKTPOHHOM MOYThI, KOTOPLIA UMEET onpefeneHHble
npenMyllecTsa nepep POP3. HanpuMep, cpasy HECKOJIbKO KIIMEHTOB MOryT O4HOBPEMEHHO
NOAKJII04aTbCA K OQHOMY U TOMY XKe MOYTOBOMY ALLUUKY W NepenaBaTb CBEAEHNS O COCTOAHUN
coobLeHmns, B YaCTHOCTM CBEAEHMA O TOM, 4TO coobuieHme BbIN0 NPOYMTaHO, YAa eHO UK Ha Hero
Obln gaH oTBeT. Moaynb 3alWnTbl, 06ecneymBatoLL i TaKON KOHTPOJIb, aBTOMATMUYECKM 3aMyCKaeTCs
npu 3anycke CUCTeMbl U OCTAETCH aKTUBHbLIM B MaMATH.

ESET Internet Security obecneymBaeT 3alNTY 3TUX NPOTOKOJIOB HE3aBUCUMO OT UCMOJIb3yeMOro
MOYTOBOrO KJIeHTa 1 6e3 HeobxoAUMOCTIN NepeHacTpanBaTb NOYTOBLIA KANEHT. 10 yMOYaHMIO
CKaHMPYIOTCA BCe AaHHblIe, NepefaBaeMble Mo NMPOTOKO1aM POP3 1 IMAP, He3aBUCNMO OT
NCNOJIb3yeMbIX MO YMOJIHaHNIO HOMEPOB MNOPTOB POP3/IMAP.

,D,aHHbIe, nepenaBaeMblie N0 NPOTOKOJNY MAPI, HE CKaHUPYIOTCSA. Ho cBsA3b C cepsepoM Microsoft
Exchange MOX>XET CKaHNpOoBaThb MOAYJIb UHTErPaL B MOYTOBbLIX KNTMEHTAX, TAKUX KaK Microsoft
Outlook.

ESET Internet Security Tak>Xe nogaep>XXmBaeT CKaHUpOBaHMe NpPoTOKO010B IMAPS (585, 993) n POP3S
(995), KOTOpbIE OJ18 Nepenayn NHPOPMaLUN MeXx 4y CepBepoM U KIIMEHTOM UCMOJIb3YIOT
3alMdpoBaHHbIA KaHan. ESET Internet Security NpoBepsSeT COeANHEHUS, NCMOJIb3YIOWME METOAbI
WngpoeaHMa SSL n TLS.

3almngpoBaHHble COEANHEHNS CKAHUPYIOTCS MO YMOYaHM0. YTobbl MPOCMOTPETL HAaCTPONKM
MOLYNS CKaHUPOBaHWUSA, OTKPONTE pasgen PaclumpeHHsle napaMeTpsl > 3awuTa > SSL/TLS.

208


https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6407
https://support.eset.com/kb6407
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/17/ru-RU/idh_config_emon_protocols.html
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/17/ru-RU/idh_config_emon_clients.html
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/17/ru-RU/idh_config_smon_addrlists.html
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/17/ru-RU/idh_config_threat_sense.html

YT106bI HACTPOUTL 3aLUUTY NOYTOBOrO TPAHCMOPTA, OTKPONTE pa3aen PacluypeHHble NapamMeTpbl >
3awuTa > 3awmuTa NOYTOBOro KJIMeHTa > 3alMTa NoYTOBOro TPaHCNopTa.

BKNIOYMTb 3aLLMTY NOYTOBOro TPAHCMOPTA: €C/IM 3TOT NapaMeTp BKJILOYEH, 0OMEH [aHHbIMU
MOYTOBOr0 TpaHcnopTa byaeT CKaHMPOBATLCS pPeLleHNeM ESET Internet Security.

Bbl MOXXeTe BblbpaTb, Kakne NpoTOKOJIbl MOYTOBOro TpaHcnopTa byayT CKaHMPOBaTLCS, LEIKHYB
nepeksYyaTesb PALOM CO CIefyoWMMIM ONUUAMM (MO YMONYAHWUIO BKJTIOYEHO CKAHNPOBaHMe BCex
NPOTOKOJI0B):

e CKaHUPOBaTb NOYTOBLIW TPAHCMNOPT IMAP
e CKaHMpOBaTb NOYTOBbLIA TPAHCNOPT IMAPS
e CKaHMpOBaTb NOYTOBLIA TPAHCMNOPT POP3
e CKaHMPOBaTb NOYTOBLIA TPAHCMOPT POP3S

Mo ymonyaHuto ESET Internet Security 6y1eT CKaHMPOBaTb 06MeH AaHHbLIMK MO NPOTOKO1aM IMAPS 1
POP3S Ha CTaHAaPTHbIX NopTax. YTobbl [06aBUTL NOSb30BATENLCKME NOPTHI A1 MPOTOKO10B IMAPS 1
POP3S, n06aBbTE UX B TEKCTOBOE MoOJIe PAAOM C 31eMeHTOM MopPThl, UCNOJIb3yeMble NPOTOKOJIOM
IMAPS 11 MopTbl, MCNONb3yeMble NPOTOKOJI0OM POP3S. HomMepa NopToB clieayeT pasfensTb
3ansaTon.

/ICKN0YEHHbBIE MPUIOXKEHWS: MO3BONSET UCKIOYNTb ONpeAeneHHbIe NPUI0XKEHNS N3 CKAHWPOBAHUS
(DYHKUMEN 3aLMTbl MOYTOBOro TpaHCNopTa. ITO NONE3HO, KorAa 3alimTa AocTyna B UHTepHeT
BbI3blBaeT NPobsieMbl COBMECTUMOCTH.

VIckt04eHHble IP-aapeca: No3BOASET NCKYUTb ONpefesieHHble yaaNleHHble afpeca 13
CKAHUPOBAHMA (YHKLMEN 3alMTbl MOYTOBOro TPaHCNoOpTa. TO NOJIE3HO, KOra 3alinTa 4ocTyna B
WHTepHeT Bbi3biBAeT NpobieMbl COBMECTUMOCTM!.
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UCKNI0YeHHble NMPUNOXKEeHUA

YT06bl NCKNIOYNTL CKaHMpPOBaHMe obMeHa AaHHbIMU 4S8 ONpedeNeHHbIX NMPUIoXKeHWI, AobaBbTe MX
B cncoK. CoeanHEHNA BbIAENEHHbIX MPUIOXXEHWNA NO NPOTOKONAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NpPoBepATbLCSA Ha Ha/In4Me yrpos. PekomeHOyeTCsA UCMOIb30BaTb 3TY BO3MOXHOCTb TONbLKO A1 TeX
NPUIOXXEHN, KOTOpble paboTaloT HEKOPPEKTHO, €C/IN X COEAUHEHUS MPOBEPAIOTCS.

3anyLeHHbIe NPUN0XEHNUS 1 CyObl By YT NOCTYMNHbI 34eCb aBTOMATUYECKU, KOT1a Bbl LLIENKHUTE
Do6aBuThb. LLleNKHUTE ... 1 NepenanTe K NPUN0XKEHUIO, YTODObI A06ABUTL NCKOYEHME BPYYHYIO.

N3MeHUTb: n3MeHeHmne BblﬁpaHHbIX B CMNCKe 3anuncen.

YpanuTtb: yoaneHue BblﬁpaHHbIX 3anucen 13 crnucka.
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McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

3aluTa NoYTOBOro AWMKa

NHTerpauns ESET Internet Security C MOYTOBbLIM KJIMEHTOM YBENNYNBAET YPOBEHb aKTUBHOM 3aLUNTbI OT
BPEAOHOCHOI0 KOAa B COOBLLEHNAX 3NIEKTPOHHON NOYThI.

Y10bbI HaCTPOUTb 3alTY NMNOYTOBOIo ALKNKa, 0TKpOI7IT€ pa3nen PaclunpeHHble MapamMeTpsbl >
3awumTa > 3amMTa NOYTOBOro KJIMEeHTa > 3aLliMuTa NOYTOBOrO ALLMKA.

BKno4YuTh 3alUuUTy 3ﬂeKTpOHHOﬁ Mo4YThbl C MOMOLLLIO NOAKNIOYaeMbIX Mop.ynev“l KJINeHTa:
€CJIN 3TOT NapaMeTpP OTKJIOYEH, 3alllNTa 3J'IeKTpOHHOIZ MOYThbl C MOMOLLBLIO NOAKJTIOYAEMbIX Mop,yne|7|
KJIMeHTa BbIKJ/IlO4YEHa.

BbibepuTe NucbMa A5 CKaHUMPOBaAHUS:
¢ Mony4yeHHble coobLeHns

e OTNpaBsieHHble coobLeHnn
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e MMpounTaHHbIE coobweHun

e I3MeHeHHoe coobL,eHne 31IeKTPOHHOMU NOYThI

PekomeHayem 0CTaBUTb MapaMeTp BKNOYUTL 3aLUTy 3JIEKTPOHHOM NOYTHI C MOMOLLbIO
NoOAKJI0YaeMbIX MOAYNEN KJIMEHTA BK/IOYEHHbIM. [la)xxe ecnm nHTerpauuns oTKaYeHa uim
He paboTaeT, nepefaya AaHHbIX NO NEKTPOHHOM NOYTE OCTAETCA 3aLlMLLEHHON MOOYIEM
3allMTa No4YToBOro TpaHcrnopTa (IMAP/IMAPS n POP3/POP3S).

CKaHMpOBaHMe Ha HaJiniue CnaMa

HexenaTenbHble coobLeHNs, Ha3blBaeMble CMNAaMOM, BXOAST B YNCJI0 CaMblX CEPbe3HbIX Npobiem
COBPEMEHHbIX TEIEKOMMYHMKALMOHHbIX TEXHONOrMIA. [lons cnama B 0bwem obbeme nepefaBaeMbix
Mo 3/IEKTPOHHON no4Te coobuieHnin coctaBngeT okono 30 %. 3awmTa NOYTOBOr0 KANEHTa OT Cnama
CNY>XWUT pelleHrnem 3Ton npobaembl. Ucnonb3ys HECKOJIbKO NPUHLNMOB 3aLUNTbl 9/IEKTPOHHOW MOYTHI,
MOAYJb 3alLMTbl MOYTOBOrO KANEHTA OT CNaMa obecneynmBaeT NPEBOCXOAHYIO (UAbTPALMIO N He
NPOMycKaeT B Manky BXOASALLMNX COOBLLEHNIA HexXenaTeNbHY0 NoYTy. OOHUM U3 Ba)KHbIX MPUHLMUMOB
obHapy>XeHuns cnaMa SBAAETCA pacno3HaBaHNe HeXXenaTesbHbIX COOBLLEHN 31EKTPOHHON NOYThI Ha
OCHOBE MpeABapUTENbLHO OMNpPeaeeHHbIX LOBEPEHHbLIX aApeCcOoB (pa3peLleHHbIX) 1 CnaM-alpecoB
(3a610KMPOBAHHBIX).

OCHOBHbIM MeTOL0M 0BHapyXXeHUs CnaMa SBNISeTCS CKaHWPOBaHMe CBOMNCTB CoobLLeHNs
3/1eKTPOHHOM NOYThI. [onyYyeHHble COOBLEHNS CKAHMPYIOTCA Ha OCHOBHbIE KPUTEPUN 3aLLUNTbI OT
cnama (onpepeneHuns coobLieHns, CTaTUCTUYECKME IBPUCTUKM, arOPUTMbl pacno3HaBaHWs U apyrue
YHUKasbHble MeToAbl). Pe3ynbTaToM paboThl 3TUX METOA0B SBNISETCA 3HAYEHME UHAEKCa, MO
KOTOPOMY MO>XHO C BbICOKOW CTEMNeHbo OCTOBEPHOCTU ONPeSenunTh, SBAAeTCs n coobLieHne
cnamom,

BkAIOYMTb 3aLLMTY NOYTOBOrO KJIMEHTa OT CnaMa: ec/iv 3TOT NapaMeTp BKJIIOYEH, MNOJyYEHHbIE
coobuieHmnsa byayT CKaHMPOBATLCA Ha Hann4yne cnama.

Mcnonb3oBaTh pacluMpPeHHbIH CKaHep Ha HasM4YMe cnaMma: nepuoamnyeckn byayT 3arpyxaTbcs
LOMOSHUTENbHbIE faHHbIe A1 3alWMUThl OT CNaMa, YTO pacLUMpsieT BO3MOXXHOCTW 3aLLMTbl OT CNama u
yAyylwaeT pesyabTaThl.

Peructpaums oueHKN HeXXenaTenbHOCTU: MOy b 3alUThl OT Cnama ESET Internet Security
MPVUCBANBAET OLIEHKY HEXENATENbHOCTM KaXXIOMY NPOCKaHNpoBaHHOMY cooblieHuto. CooblieHne
OyeT 3anncaHo B XXYPHAJ 3aLUWThlI OT ClaMa (FJ1aBHOe 0KHO MporpaMmsl > CepBUC > Dainbl
)XypHana > 3aliMTa No4TOBOro KJIMeHTa OT cnama).

* HeT: oueHKa, Nony4YeHHas B pe3ysibTaTe CKaHWPOBaHMS Ha NpeaMeT crnama, He BHOCUTCS B
XKYpHan.

* PeknaccucmumMpoBaHO U NOMEYEHO KakK cnaM: e/ BbibpaH 3TOT NapaMeTp, OLEHKN
HeXXeNnaTesbHOCTU BCeX COOBLLIEHNI, MOMEYEHHbIX Kak SPAM, ByyT 3anncbiBaTbCs B XKYpHa.

* Bce: B XXypHan byayT 3anncbiBaTbCs BCE COOOLLEHNS BMECTE C OLEHKON HEXXeNaTeNbHOCTH.

213



Ecnu B nanke HexxenatenbHOW NoYTbl BbibpaTh coobuieHne 1 BbIbpaTb KOMaHAy
KnaccucduumnposaTtb BoiOpaHHblie coobuweHna kak HE cnam, BoibpaHHoe coobuieHne
nepeMecTUTCS B Manky BXoAsLen noyTel. ECan B nanke Bxoasawmx coobuieHnin BbibpaTthb
coobuieHne, KOTOpbIe Bbl CHUTAET HEXeNaTesbHbIM, 1 BbibpaTh koMaHay KnaccudpuumpoBaTtb
BbiOpaHHble coobweHus kak HE cnam, BeibpaHHoe coobLLieHne NnepemMecTTCa B Nanky
cnama. Bbl MoXxxeTe BbIbpaTb HECKOMLKO Co0bLLeHMI 1 paboTaTb CO BCEMU MU OLHOBPEMEHHO.

onTuMmmsaumsa paGOTbI C BJIOXKE@HUAMM: eC/i ONTUMUN3aLnA OTKIIOYEHa, BCE BJZIOXKEHUA
CKaHNpPYTCA He3aMeINTeIbHO. BO3MOXHO CHUXXEHMEe NPOU3BOANTENIbBHOCTU MOYTOBOr0 KJIMEHTa.

MHTerpaumm: no3soaseT MHTErpUpoBaTh 3aLLUNTY NOYTOBOrO fALLNKA B NOYTOBbIN KJINEHT.
HononHnTtenebHble CBegeHNSA CM. B pasgene ViHTerpauuu.

PearupoBaHue: no3BosiseT HacTpPouTb 06paboTky cnam-coobLueHnit. JonoAHUTENbHbIE CBEAEHNS
CM. B pa3gene PearvpoBaHue.

NHTerpauuu

NHTerpauns ESET Internet Security C MOYTOBbIM KJIMEHTOM YyBEIMYNBAET YPOBEHb aKTUBHOM 3aLLNTbI OT
BPEAOHOCHOI0 KoAa B COOBLLEHMAX 3NEKTPOHHON NOYThI. ECAKM Ball MOYTOBLIN KANEHT
noaep>xmnBaeTcs, B ESET Internet Security MOXXHO BKJIIOYMTb MHTErpauuio. MNpu aTom naHesnb
WHCTPYMEHTOB ESET Internet Security BCTaB/9eTCs HENOCPEeACTBEHHO B MOYTOBbLIN KJINEHT,
obecneynsasn 6onee 3hHeKTUBHYIO 3aLUUTY INEKTPOHHOM NOYTbI. YTOObI M3MEHUTL HAaCTPONKN
WHTErpauumn, oTKponTe pasfen PacluvpeHHble napameTpsl > 3aWwmuTa > 3awuTa no4ToOBOro
K/IMeHTa > 3alwuTa NoYTOBOro fwuKa > UHTterpaums.

NHerpaumsa ¢ Microsoft Outlook: B HacTosLLee BpeMs e MHCTBEHHBLIM NOAAEPKNBAEMbLIM NMOYTOBLIM
KJIMEHTOM ABNISeTCS Microsoft Outlook. 3alinTa 3NEKTPOHHON NOYTbl paboTaeT Kak naaruH. MnaBHoe
NpenMMyLecTBO NOAKJIIOYAaEMOro MOAY1S 3aK/N04aeTCS B TOM, YTO OH He 3aBMCUT OT MCMOJIb3YEMOr0
npoTokona. Mpu NoAy4eHUN NOYTOBLIM KAMEHTOM 3alINGPOBAHHOIO CO0BLLEHNS OHO
pacWndpPoBbLIBAETCA 1 NepesaeTcs MOAYN0 CKaHUPOBaHUS. MOMHbIA CANCOK NOALEPKUBAEMbIX
BEPCUIN Microsoft Outlook CM. B 3TOW CTaTbe 6a3bl 3HaHWM ESET.

PacwumpeHHas obpaboTka nouToBOro knameHTta: 06paboTka 4ONONHUTENBHbIX COOLITUI Outlook
Messaging APl (MAPI) — «OB6BbeKT naMeHeH» (fnevobjectModified) n «O6beKT co3gaH»
(fnevObjectCreated). Ecnu npu paboTe ¢ NOYTOBLIM KNMEHTOM HabnlofaeTcs CHUXKeHne
ObICTPOOENCTBUSA CUCTEMbI, OTKJIOYUTE 3TOT NapameTp.

NaHeNnb MHCTPYMEHTOB Microsoft Outlook

3aLL|,V|Ta Microsoft Outlook pa60TaeT B BUAe njaruHa. Mocne YCTaHOBKMN ESET Internet Security 3Ta
MaHeslb VIHCprMeHTOB, COﬂ,ep)KaLLl,aﬂ onuunn 3alllnTbl OT BVIpyCOB N 3alUTbl MOYTOBOI0 KJINEHTA OT
cnamMa, nobasngaeTcs B Microsoft Outlook:

CnaMm: No3Bo/ISET MOMETUTH BbibpaHHble CO0bLLEHNS KaK craM. «OTneYyaToK» NOMEYEHHOro
cooblieHns 6yneT oTnpaB/eH Ha LEHTPaJbHbIA CEPBEP, HA KOTOPOM XPaHSATCA CUrHATYpbl ClaMa.
«0TneyaTok» NoMeyeHHoro cooblueHns 6yaeT oTnpaBieH Ha LEHTPasIbHbIA CepBep, Ha KOTOPOM
XpaHATCA CUrHATYpbl cnama. Ecan Ha cepBep NOCTYMNaeT HECKOJIbKO aHaIorMYHbIX «0TNEYaTKOB» OT
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pPa3HbIX nonb30BaTesien, Takoe coobLleHne B AasbHenLem 6y,u,eT KJ'IaCCI/ICpVILI,I/IpOBaTbCFI KaK CMnaM.
He cnaM: no3BongeT NnomMeTuTb Bbl6paHHbIe Co00LLEeHNA Kak He aBNsLWMECS CNaMOM.

Appec oTnpaBuTensa cnama (3361'IOKV|pOBaHO, CMUCOK paccCblnatowmx cnam an,pecos): nobasnser
HOBBbIN aflpecC OoTNpaBUTENA B CMNCOK alPECOB KaK 386)'IOKI/IpOBaHHbII7I. Bce coobuweHus, NnoJly4yeHHbIE
C BHeCeHHbIX B CMNCOK aapecos, 6yﬂ,yT ABTOMaTUYeCKN KNAaCcCUPULMPOBATLCA Kak Cnam.

A OCTepera|7|Ter nogaenkn agpeca oTnpasnTend, Hal'lpaB)'IEHHOI7I Ha TO, YTOObI 3aCTaBUTb
nosiy4yaTesia rnpo4vecTb coobLLeHne n 0TBETUTb Ha HEro.

JloBepeHHble agpeca (pa3peLleHo, CNUCOK JOBEPEHHbIX apecoB): 106aBNseT HOBbIN aapec
OTNPaBUTENS B CMVCOK a[pECOB KakK pa3pelleHHbIn. Bce coobLieHunst, NnonyyeHHble C pa3peLleHHbIX
aZlpecoB, HMKOr1a He BylyT aBTOMATUYECKM KNAacCUPULIMPOBATLCS Kak CraMm.

ESET Internet Security: ABa)XAbl LLIEIKHUTE 3HAYOK, 4TOObI OTKPbITb F1aBHOE OKHO ESET Internet Security.

MoBTOpHOE CKaHMpPOBaHME COOOLLEHMA: NO3BOISET 3aNyCTUTb MPOBEPKY INEKTPOHHON NOYThI
BPYYHY0. MOXKHO YKa3aTb CO0DOLLEHNS, KOTOpble ByayT NPOBEPSTLCS, U aKTUBUPOBATL NOBTOPHOE
CK@HUPOBAHWE MOJYYEHHbIX CO0BLLEHNIA. [JONONHUTENbHbIE CBEIEHUS CM. B pa3fene 3allinTa
NMOYTOBOr0 ALLMKA.

HaCTpOﬁKVI MOAYJiIA CKAHUPOBAHUA: 0T06pa)Ka}0TCF| onuunn gnsa HaCTpOVIKM 3allUnThbl MOYTOBOIro
ALLWKa.

HaCTpOﬁKa MOoAYyJiA aHTUCNaMa: 0T06pa)Ka}OTCFI onuunn ons HBCTpOI7IKI/I 3allUThbl MOYTOBOIro ALlKKa.

AppecHble KHUIMU: OTKPbIBAeTCA OKHO YNpaBieHve CrMckamy agpecos, Coaepxallee Cnmcku
NCKJTIIOYEHHbIX, JOBEePeHHbIX apPeCoB 1 anpecoB 0Tr|paB|/|Tene|7| ChMaMa.

OKHO noaTBep>XAeHUus

370 yBeaooMsieHne npeaHa3dHa4eHo ojia noaTBepXXAeHnAa Toro, 41o NoJib3oBaTEsio LeNCTBUTENbHO
HY>XHO BbIMOJIHNTb BblﬁpaHHoe NlencTBme, n ons npegoTeBpaieHNA Te€M CaMblM BO3MOXHbIX OLIMBOK.

Kpome TOoro, B OKHe Tak)Xe eCTb BO3MOXHOCTb OTKJIKYUTb MOLTBEPXKAEHMS.

NMoBTOPHO CKAHMPOBaTb COOOLLEHUsA

laHeNb NHCTPYMEHTOB ESET Internet Security, UHTErPUPOBAHHAA B NOYTOBbIE KJIMEHTI, AaeT
NnoJib30BaTEJII0O BO3SMOXXHOCTb YKa3aTh PA4 NapaMETPOB A4 NPOBEPKU 3J'IEKTpOHHOI7I NOYThI.
MNapameTpomM MOBTOPHO CKaHUpPOBATb coobweHus npegnaraeTcda ABa ONMNCaHHbIX OaJlee peXxmnme
CKaHMpPOBaHNA.

Bce coobLieHus B TeKyLei nanke: CKaHMpyTCs cooblieHns B 0Tobpa)kaeMon cervac narke.
Tonbko BbiIOpaHHbIe COOOLLLEeHUA: CKaHNPYIOTCS TONIbKO NMOMEYEHHbIE M0JIb30BaTeNeM CoobLLeHNS.

®na>xok MOBTOPHO CKAaHMPOBATh Y)Ke CKAHMPOBAaHHbIE COODLLLEeHNA [aeT M0JIb30BaTESIO
BO3MOXHOCTb BbIMOJIHUTb €LLe 0HO CKaHUPOBaHWe COOBLLEHNI, KOTOPbIE YXKe Obln
NMPOCKAHNPOBaHbI PaHee.
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PearupoBaHue

Ha oCHOBaHWM pe3ynbTaTOB CKAaHMPOBAHUA COOBLLIEHNI peLleHmne ESET Internet Security MOXET
nepemellaTb NPOCKAHMPOBAHHbIE CO0DLIEHNS NN 000aBNSATL NOJIb30BATENLCKUI TEKCT B TEMY. ITU
MapaMeTpbl MOXXHO HAaCTPOUTb B pa3fene PacluypeHHble NapaMeTpbl > 3alMuTa > 3aluTa
NOYTOBOro KJIMeHTa > 3alMTa NOYTOBOro Al MKa > PearmpoBaHue.

3almMTa NOYTOBOrO KJIMEHTa OT CNaMa B ESET Internet Security NO3BONISIET HACTPOUTH 1 COOOLLEHWIA
cnefylouive napameTpsl:

[06aBUTb TEKCT K TeMe coobLeHuns: no3eonseT 1obaBNsATb HAaCTPaMBaeMyto CTPOKY npedukca B
nosie TeMbl COOBLLEHNIA, KOTOPbIE KNAaCCUPULNPOBaHbLI Kak cnaM. TeKCT No yMO4aHuio — [SPAM].

MepeMelwaTh B NanKy An8 cnaMa: ec/iv 3TOT (PJIaXXK0K YCTaHOBJIEH, COODOLLEHNS CO craMmoMm ByayT
nepemMeLlaThCs B CTaHAAPTHYO Manky A8 HeXenaTebHON NoYThl, @ CoobLeHns, MOBTOPHO
KNacCMULMPOBAHHBIE KaK He cram, — B Nanky Co BXOAsLLEN NoYTon. Ecnu wenkHyTb cooblieHune
MPaBO KHOMKOW MbILWW 1 BbIOPaTb B KOHTEKCTHOM MEHIO MYHKT ESET Internet Security, NOSABUTCS
BO3MOXXHOCTb BbIOpaTh OJIVH U3 HECKO/IbKUX BAPUAHTOB JENCTBUNA.

MepeMecTuTb B N0JIb30BATEJILCKYIO NAMKY: €C/IM 3TOT NapaMeTp BKJIIOYEH, CMaM-CoobLeHus
OyayT nepemMeLaThCs B Nanky, YKa3aHHY0 HUXE.

Manka — BbIGOp Manku, B KoTopyto ByayT nepemeLlaTbCs 06HapYXEHHbIE 3apaXKeHHble CoobLLeHNs
371EKTPOHHOW MOYThI.

Ecnm ecTb cooblueHune, copepxallee obHapy>XeHne, No yMon4aHuto ESET Internet Security NblITaeTcs
O4UCTUTL coobuieHmne. Ecnm cooblieHmne 0YUCTUTBL He YAaeTCs, C MOMOLLbI0 NapaMeTpa
MpepnpuHMMaeMoe AenUCTBUE, €CJ/IM OYMCTKA HEBO3MOXXHA MOXKHO BbiIOpaThb HY)XXHbI BapunaHT:

* Huyero He npeanpuHUMaTb — B 3TOM C/ly4yae nporpaMma byneT BbISBAATL 3apaXKeHHbIe
BJIOXKEHMSA, HO He ByAeT BbIMNONHATb HUKAKUX AEACTBUA C COOOLLEHNAMU 3NEKTPOHHON NOYThI.

* Ypanutb coobuieHne — nporpamma 6yneTt yBeAOMASATh NOJIb30BaTESA O 3aPaXKEHUNAX U
yhanaTb coobuieHms.

* nepeMeCTMTb COOGLI.I,eHVIe B nanky «YpaneHHble» — 3apa>XeHHble coobLeHns 6yﬂ,yT
dBTOMaTU4YeCKKN nepemMeLllaTbCqa B Nanky «YOaneHHble».

* NepemecTUTb COOOLLLEHME B NaNKYy (4e/CTBYE MO YMOYaHUNIO). 3apaXKeHHble coobLeHmns
OyaoyT aBTOMATUYECKN MEepeMeLLaThCs B YKa3aHHYI0 Marnky.

Manka — BbIbop nNanku, B KoTopyto ByayT nepemelaTbcs 0bHapy>XeHHble 3apaKeHHble coobLLeHNs
3/IEKTPOHHOW MOYThI.

OTMeyaTb coobLLEeHMA CO CNaMOM KaK MpPOoYMTaHHbIe: YCTAaHOBMTE 3TOT (h1aXKOK, 4TObbI
aBTOMaTMYECKN MOMEeYaTb HeXenaTesbHble COObLEHNS KaK NPOYUTaHHbIe. ITO NOMoraeT
COCPeAOTOUNUTBLCS Ha «YUCTbIX» COOBLLEHNMSX.

OTMeyaTb NOBTOPHO KNaccupMULMpPOBaHHbIe COOOLLLEHUA KaK HEMPO4YUTaHHbIE: CO0bLLeH NS,
nepBOHa4YasIbHO KIAaCCUMULMPOBAHHBIE KaK CMaM, a 3aTEM MOMEYEHHbIE KaK «YUCTbie», ByayT
oTobparkaTbCs KakK HEMPOYMTAHHbIE.
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Mocne NpoBepPKN K COOBLLIEHNIO 3IEKTPOHHOWN NMOYTLI MOXET ObITh MPUKPENIEHO YBEAOMIEHME C
pe3ysibTaTaMy CKaHUPOBaHUSA. Bbl MoXkeTe BbibpaTh [L00aBNATL yBeAOMIeHUEe K NONYYEHHbIM U
NPOYMTAHHbLIM COOOLLLEHMAM IIeKTPOHHOM NouThl v [lobaBnATbL yBeaoMseHue K
oTnpaBsieHHbIM coobLwweHuam. ObpaTnTe BHUMAHME, YTO B HEKOTOPLIX C/yYasx yBeAOMSIEHNS
MOryT OTCYTCTBOBaTb B NPO6EMHbLIX HTML-CO0BLLEHNAX NN B COOBLLEHNAX, MOBPEXKAEHHbIX
BPE€AOHOCHbLIMY NporpamMmmamin. YeegomaeHns MoryT bbiTb fobaBneHbl K BXOAAWMM U NPOYNTAHHBLIM
COOBLLEHNAM NN K NCXOAALLNM COOBLLEHNAM (MK K K TEM, U K APYruM). [JOCTYNHbI ciegyowme
BapWaHTbI:

* Hukorpa: ysefiomneHuns He 0obaBnsoTCs.

* Mpun obHapy>xeHuu: OyayT OTMEYEHbI TOJIbKO CO0DLLEHUNS, CoaepKaLlme BpedoHOCHbIE
nporpammbl (Mo yMO4aHuo).

* lns BCcel 3NeKTPOHHOMN NOYThI NPU CKaHUPOBaHMUK: Nporpamma bynet nobaBnaTh
YBEAOM/EHUS KO BCEM CKaHUPYEeMbIM COOBLLEHNAM 3/1EKTPOHHON MOYThI.

N3MeHATb TeMY NMOJIy4EHHbIX U NPOYUTAHHbIX COOOLL,EHNMIA 3 NEKTPOHHOU NoYTbl/I3MEeHATb
TeMy OTNpPaBJ/IeHHbIX COOOLEHUIA 3/IEKTPOHHOM NOYTDI: BK/OYUTE 3Ty ONumio, 4Tobbl 406aBNATbL
B cO0bLLEeHMSA NOb30BaTENbCKUA TEKCT, YKa3aHHbIN HXKeE.

TekcT pna pobaBneHusa B TeMy 0OHapy>XeHHbIX COOOLLLEeHUN 3/IEKTPOHHOM NOYTHI. OTOT
WabsIoOH MOXKHO U3MEHNTb, EC/IN HYXXHO OTPEeAaKTUPOBaTb hopMaT npedukca, 4obaBasemMoro K
3apa>KeHHOMY coobLeHno. ITa PYHKLUA 3aMeHAeT TeMy coobuieHns Hello Ha dhopmaT
[0bHapy>xeHne %DETECTIONNAME%] Hello. MepeMeHHON %DETECTIONNAME% 0603Ha4vaeTcs
obHapyxeHwue.

YnpaBJjieHUe CnMCKaMu agpecoB

OyHKLUMA 3alWMTbl MOYTOBOr0 KJIMEHTA OT CnaMa B ESET Internet Security N03BOJISET HAaCTpPanBaThb
pa3siMyHble NapamMeTpbl 4S5 CNUCKOB aapecos. ng HaCTDOIZKI/I CMNCKOB afpecos 0TKpOI7ITe pa3nen
PacluvpeHHble napamMeTpsl > 3awuTa > 3aumMTa NoYTOBOro KJMeHTa > YnpasneHue cnuckamm
afpecos.

BKNIO4YMTb CMUCOK afpecoB NoJsb30BaTeNA — BKJOYMTE 3TY ONUUIO, 4TObbI adKTUBNPOBATb CrNCOK
alpeECOB MNMoJib30BaTeNd.

CnuCcoK aapecoB NoJsib30BaTeNs — CNVICOK a[pECOB 3/1EKTPOHHOW NOYThI, FAe MOXKHO A06aBNATh,
pefakTUpPoBaTb MW yOaNAaTb alpeca A1s onpeaeneHuns npasu 3aWwnTbl 0T cnama. MpaBuia B 3TOM
cnncke ByayT NPUMEHSATLCA K TEKYLLEMY MOJIb30BaTENIO.

Bkno4nTb rnobasbHbIA CMUCOK aAPEeCcoB — BKJIYNTE 3Ty ONUMi0, YTOObI aKTUBMPOBATL
rnobanbHbIA CNUCOK afpecoB, 0OLWNI 419 BCEX NOJIb30BaTENEN Ha 3TOM YCTPOMNCTBE.

FnobanbHbIA CNIMCOK appecoB — CMMCOoK alpecoB 3JIEKTPOHHOW NOYThl, FAe MOXXHO 000aBNATb,
penaKTmnpoBaTb UWN YOanATh ajpecCa ongd onpeneneHnda npasin 3allinTbl OT CMaMa. I'Ipanma B 3TOM
cnuncke 6YD,YT NMPMUMEHATLCA KO BCEM MNOJIb30BaTE/IAM.
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ABTOMAaTUYECKM pa3pellaTtb U po06aBNATL B CNMCOK afipecoB
nosab3oBaTens

CuyuTaTb agpeca U3 aapPecHoOn KHUIM JO0BEepPeHHbIMU — ALlpeca 13 Ballero Crcka KOHTaKToB
OyoyT pacLeHnBaThLCS Kak [oBepeHHble 6e3 106aBfeHns B CMMCOK apecoB Mnosb30BaTens.

hobaButb ajpeca nonyaneneﬁ M3 UcxoaALmMx coodbeHum — nobasbTe allpecCa nonyanenePl
M3 OTNPaBJIEHHbIX Cco0bLwEeHnn B CNNCOK ajpecos rnoJib3oBaTend KakK paspelleHHbIe.

[obaBuTb agpeca u3 coodbweHunn, peknaccupuumnpoBaHHbix Kak HE cnam, — gobaBbTe
agpeca oTnpasuTenen n3 coobeHnn, peknaccmgurumnpoBaHHblx Kak HE cnam, B cnmucok agpecos
Nnosib30BaTesid KaK pa3peLleHHble.

ABTOMaTU4YeECKHU ﬂ,OﬁaBﬂﬂTb B CMUCOK aapecoB noJjibsosartens
KaK UCKTI0O4YeHue
NobaBuTb appeca n3 cO6CTBEHHbIX YY4eTHbIX 3anucei — 06aBbTe CBOU afpeca 13

CYyLWeCTBYOLWNX YH4ETHbIX 3anuncen NoYTOBLIX KIMEHTOB B CMINCOK ajpecos noJib3oBaTend Kak
NCKJTIOYEHNA.

Cnucoku appecos

Onsi 3aWUTbl OT HeXeNaTeNbHbIX 3/IEKTPOHHBIX NMUCEM ESET Internet Security N03BONsSieT
KNaccMULMPOBaTh afipeca 3NEKTPOHHOM MOYThI B CMCKaX afpecos.

YT106bl K3MEHUTb CMUCKMN aIPECOB, OTKPONTE PacllivpeHHbIe NapaMeTpsl > 3aluTa > 3aluTa
NOYTOBOro KJIMEHTa > YnpaBJieHne CNMcKamum agpecoB 1 LienkHnTe U3MeHUTb psiiom C
snemeHTOM CNMCOK aApecoB nosab3oBaTensa i FnobanbHbIM CNUCOK afpecos.
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(®sED INTERMET SECURITY o X

Cnucok diipecoB Nonb3oBaTena

Appec 3neKTpoOHHOR NoYTb Wma Pazpe.. Bnoku.. Hckn..  TNpumedanne

mary@marymail.com Mary Smith o fAoBaBneHo BpyYHYHD

@address.info John Smith o BECH JOMEH, foGaBNEHD By HHYHD

@verygoodnews.net Mewsletter o BECH JOMEH, JOMEHEI HUAHEMD YPOBHA...
HoGaeuTs

Ctonbubl

Appec 3N1eKTPOHHOM NOUTbl — aJpec, K KOTOPOMy ByaeT NpUMeHATLCS NpaBuio. MoacTaHOBOYHbIE
3HAKV He MoAAEePXKMNBATCA.

NMa — nMa Nonb30BaTENbLCKOro Npasuia.

Paspewutb/3abnokupoBatbe/UcknioueHne — KHOMKK-NEPEKOYATENN, UCMOJb3YEMbIE AN
onpegeneHns LeNCTBUSA, KOTOPOE HYXXHO NPeanpuHATL 419 agpeca 3JIeKTPOHHOW NoYThl (LLeSIKHUTe
nepekoYaTenb B NpeanoyTuTesbHoM cTonbue, 4Tobbl 6bICTPO N3IMEHNTL OeNCTBUE):

* PaspewimTb — agpeca, KOTOpble CHMTAIOTCA 6e3onacHbIMU U C KOTOpPbIX Heobxoanmo
noJiydaTb coobueHus.

* 336ﬂOKHpOBaTb — afjpeca, KOTOpPblE CHNTAIOTCA Hebe3onacHbIMM/CNamMoM 1 C KOTOpPbIX HE
HY>XHO MnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerga npoBepsoTCA Ha Haan4yme crnamMa u KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI NS OTnpaBKK Crnama.

npuMeanue — VIH(*JOpMaLI,I/IH 0 TOM, KaK bbl/10 CO3aaHO npasnno N NpMMeEHAETCA Jin OHO KO BCEMY
OOMeHY NN K JOMeHaM bonee HU3KOro YPOBHA.

YnpaBsieHue appecamMmu

+ No6aBUTb — LieNKHUTE, 4TOObI 106aBMUTb NPABUIO AN HOBOFO ajpeca.
* U3MeHUTb — BbibepuTe 1 LWENKHUTE, YTOObl N3MEHWUTL CYLLECTBYOLLEE NPaBWIO.

o Ypanutb — BbibepuTe 1 WeNKHUTE, YTobbl YAaINTL NPaBUIo U3 CNUCKa aJpecos.
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HNobaBneHue nnm usMeHeHue appeca

B 3TOM OKHe MOXKHO f,06aBUTb AN U3MEHUTL afpec B YrpaBJieHne CNuckammy aapecos u
KOH(UIypupoBaTb NpeanpuHMMaemMble LeNCTBUS:

Ap.pec BﬂeKTpOHHOIﬁ noYTbl — ajpecC, K KOTOPOMY 6yueT NPUMEHATLCA NPaBnNo.
Nma — nmsa Nosb30BaTeNIbCKOrro npasnna.

DencrBme — nencreme, KOTOpoe Heobxoaunmo npeanpuHATbL, eCn aapec 3IEKTPOHHOM NOYTbI
KOHTaKTa coBMajaeT C aipecoM, yKa3aHHbIM B noJsie Appec 3ﬂeKTpOHHOﬁ noYThbl:

* PaspewwmTb — agpeca, KOTOpble CHMTAIOTCA 6e3onacHbIMK U C KOTOPbIX Heobxoanmo
noJiydaTb coobuieHms.

* 3aﬁﬂOKHpOBaTb — ajpeca, KOTOopblE CHNTAIOTCA Hebe3onacHbIMK/CNamMoM 1 C KOTOpPbLIX HE
HY>XHO NnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerna npoBepsoTCA Ha Haan4me crnama n KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI A5 OTnNpaBKK Crnama.

Becb AOMEH: YCTaHOBUTE 3TOT CDJ'Ia)KOK, 4yTObObI NPUMEHNTb NPaBnJ1I0 KO BCEMY OOMEHY KOHTAKTa (He
TONIbKO K agpecy, yKa3aHHOMY B noJsie Agpec 31eKTPOHHOMW NOoYThI, @ KO BCEM agpecam
3JIEKTPOHHOW MOYTbI B IOMEHE address.info).

p,OMeHbI HUW)XHEro ypoBHa: yCTaHOBUTE 3TOT (p}'la)KOK, 4YTOObI npasunno nNpuMeHAanacb K AOMeHaM
HWUXHEro ypoBHSA KOHTaAKTa (address.info npefCcTaBNaeT QOMEH, @ my.address.info — NOAOOMEH).

Pe3ynbTaT 00paboTku appeca

Mpwn no6aBAEHNM HOBbIX AAPECOB UM N3MEHEHNI IENCTBUS, MPEANPUHATOr0 A5 aapeca
3/IEKTPOHHON MOYThI, B ESET Internet Security 0ToBpaxxatloTcs yBeaomneHns. Coaepxxmmoe coobLeHni
BapbVPYETCS B 3aBUCUMOCTY OT BbINOJIHAEMOro [eiCTBuS.

Ecnm Hy>XXHO, 4TOObI B AafibHENLLEM KOHKPETHOE AEACTBUE BbIMNOJHANOCH aBTOMaTHNYeCckn be3
BbIBOAA COODLLEHWNIA, yCTaHOBUTE (hnakok Bonblue He 3apaBaTh 3TOT BONPOC.

ThreatSense

ThreatSense — 3TO TEXHOJIOMMSI, COCTOALLAN N3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHapyXeHWs yrpos.
3Ta TEXHONIOrnA ABASETCA YNpexaatoLlen, T. €. OHa 3aliMLWAEeT OT HOBOWM Yrpo3bl yXXe B Havase ee
pacnpocTpaHeHus. Mpu 3TOM UCNONb3YeTCA COYeTaHMe aHasM3a U MOAEeNNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP U CUFHATYpP BMPYCOB, KOTOPbIE COBMECTHO 3HAYUTENIbHO MOBbLILIAIOT YPOBEHb
6e3onacHOCTM KoMnbloTepa. Moayib CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATh HECKOJIbKO NMOTOKOB
AaHHbIX OAHOBPEMEHHO, Y4TO AenaeT 3PPHeKTUBHOCTb 1 KOMYECTBO 06HapyXMBaeMbIX Yrpo3
MaKCMMaJibHbIMW. TeXHONOrns ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYTKUTHI.

Ona monyns ThreatSense MOXXHO HAaCTPOUTb HECKOJIbLKO NapaMeTpPoB CKAaHUPOBAHUSA:
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¢ paclmnpeHna n Tunbl Q)aVIHOB, noasieXXawmnx CKaHMpoBaHUIO,
¢ CO4eTaHNne pa3IM4HbIX METOO0B 06Hapy>KeH|/m;
* YPOBHU OHYUCTKN N T. A.

YT0Obl OTKPLITh OKHO NMapamMeTPoB, LieSKHUTE ThreatSense B OKHE PaCLIMPEHHbIX NapaMeTpoB Ntoboro
MOJly N, UCMOJIb3YIOLLIEr0 TEXHOOMMIO ThreatSense (CM. HUXKe). Pa3Hble cLieHapun obecrneyeHuns
6e30nacHOCTM MOryT TpeboBaTb Pa3fiMyHbIX HACTPOEK. MO3TOMY TEXHOJOT M0 ThreatSense MOXXHO
HAaCTPOUTb OTAENIbHO AN KaXXA0r0 U3 NepeyncieHHbIX gasee Moaynein 3auThbl.

* 3aWMTa B peXXUMe peasibHOro BPEMEHM
* CKaHMpoOBaHWe B COCTOAHUN NPOCTOSA

* CKaHMpOoBaHMe Npu 3anycke

* 3alinTa OOKYMEHTOB

* 3allinTa NOYTOBOrO KJIMEHTa

* 3alMTa OocTyna B MHTepHeT;

* CKaHMpoBaHMe KoMNbOTEpPa

MapaMeTpsbl ThreatSense XOPOLLO ONTUMU3NPOBAHbI AN KaXXLOr0 U3 MOLYEN, a UX U3MEHEHNE
3HAYUTENbHO BAUSIET HA NOBELEHNE CUCTeMbl. Hanprumep, n3MeHeHUe napaMeTpoB CKaHNUPOBaHUS
YNaKOBLUWKOB B PEXXMUME peasibHOro BPEMEHW NN BKJIIOYEHNE PacLUMPEHHOW 3BPUCTUKK B MOLy e
3alWMTbl hallIOBON CUCTEMbI B PEXMME PeasibHOr0 BPEMEHW MOXKET 3aMeanTb paboTy CUCTEMb
(06bI4HO TOJIbKO HOBbIE (halisibl CKAHMPYOTCS C NPUMEHEHNEM 3TUX METOLOB). PEKOMeHAYeTCSs He
N3MeHATb NapaMeTpbl ThreatSense MO YMOYAHMIO HU 151 KAKMX MOZY e, KpoMe MoLy s
«CKaHUpoBaHMe KOMMblOTEPa».

CkaHupyeMbie 00beKTbI

B 3TOM pa3fenie MOXHO yKa3aTb KOMMOHEHTbI 1 (haiiibl KOMMbIOTEPA, KOTOpbIe by ayT
CKAHMPOBATLCS Ha HaMYMe 3aparKeHWN.

OnepaTuBHaA NaMATb: CKaHNPOBaHME Ha Ha/In4Me Yrpos, KOTOPble aTaKyT ornepaTUBHYO NaMATb
CACTEMBDI.

3arpy3so4Hbie CeKTOpbl/UEFI. 3arpy304Hble CEKTOPbI CKAHUPYOTCA Ha HaM4me BPeAOHOCHbIX
NPOrpamMM B OCHOBHOW 3arpy304Hoi 3anncu. JonosHUTe bHbIE CBeeHNs 0 UEFI CM. B r10CCapum.

MouyToBbie pannbl. DBX (Outlook Express) 1 EML

Apxusbl. [TporpamMmma nogaep>XnuBaeT Takue paclunNpeHns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, U MHOTne fpyrue.

CaMopacnakoBbIBalOLLMECA apXMUBbl. TN apXnBOB (SFX), COAEPXKMMOE KOTOPbIX MOXET
N3BNIEKATbCA aBTOMATUYECKN.

MporpaMMbl CXKaTus MCNOJIHAEMbIX (haWoB: B OT/INYNE OT CTaHAAPTHLIX TUMOB apXMBOB,

221


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_uefi

NPOrpaMMbl CXKaTUS MCNOJIHAEMbIX (DaN0B NOC/E 3anyCcka pacnakoBbIiBalOTCS B NaMaTu. bnarogaps
3MYNSAUMM KOAA MOAY/lb CKaHMPOBAHMNSA PACcNO3HAET He TONIbKO CTaHA4APTHbIE CTaTUYecKne
yNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXECTBO APYriX TUMOB YMNaKOBLLMNKOB.

NMapaMmeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKaHMPOBaAHUS CUCTEMbI Ha NPeaMeT 3apakeHuid. [JoCTynHbl cieaytoLlme
BapWaHThbI:

IBPUCTUYECKUIA aHANMN3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMM C NOMOLLbIO CneLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeTofa SABASETCS CNOCOBOHOCTb MAEHTUMLMPOBATD
BPEAOHOCHbIE MPOrpamMMbl, CBEIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAoCTaTKOM Xe SBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PaclumMpeHHbI 3BPUCTUHECKUIA aHAIM3/CUTHATYpPbl pacnpeneneHHbIX ceTeBbiX aTak: [/
PACLLUMPEHHOr 0 3BPUCTUYECKOr0 aHaNN3a UCMOJb3yeTCs YHUKabHBIA 3BPUCTUYECKUIA anropuUTM
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH N1 0OHAPY)KEHMUSI KOMMbIOTEPHbLIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbLIX f3blIKax NMPOrpamMMupoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKN 3HAYNTENIbHbIM 06Pa30M yBENMYMBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NOMOLLbI0 CUrHaTYpP OCYLLECTBASETCA TOYHOE 0BHapy>XeHne n
naeHTMhnKaums Bupycos. CucteMa aBToMaTN4eCcKkoro obHoBneHUs obecneynBaeT HaM4Me HOBbIX
CUrHaTYp Yepes HeCKOJIbKO YacoB nocsie 06Hapy>XeHNs yrpo3bl. HeLOCTaTKOM XXe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJNIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBaAHHbIE BEPCUN).

O4yucTkKa

MapameTpbl O4UCTKM OMpeaenstoT noseneHmne ESET Internet Security NPW 04NCTKE 0OLEKTOB.
MpeaycMOTPEHO YeTblpe YPOBHS OYUCTKM.

ThreatSense UMeeT TakWe YPOBHU NCMpPaBAEHUs NPOBEM (T. €. O4NCTKN):

NcnpaBneHue B ESET Internet Security

Bcerpa ucnpaBnftb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06bEeKTOB be3

obHapyXxeHus BMeLlaTeNbCTBa KOHEYHOMO MOJIb30BaTeNs. B HEKOTOPLIX ClyYasx
(Hanpumep, C CUCTEMHbIMK (haiinamu), ecnm obHapy>xeHne He yaaeTcs
NCNPaBnTb, 0BHAPYXKEHHBI 0OBLEKT OCTABAAETCS B UCXOLHOM

PaCnonoXeHUN.

UcnpaBnatb MblTaTbCA MCNPABAATL 0OHAPYXEHUS NPU 04NCTKe 06beKTOB be3

obOHapy>XeHUsA, ec/iu 3TO BMeLlaTebCTBa KOHEYHOrO MO0JiIb30BaTess. B HEKOTOPbIX CyYasnx

6e3onacHo, B Apyrom (HanpuMep, CUCTeMHbIe (halnbl NN apPXMBbI, KOTOPbIE COAEPXAT U

c/lyyae oCTaBMUTb YMCTblEe, U 3apa’KeHHble (haiisibl), ecin obHapy>KeHne He yaaeTcs
NCNpaBuTb, 0BHaPYXEHHbIN 06BEKT OCTAETCA B UCXOAHOM
PaCMOI0XKEHUN.
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Ucnpasnatb MbITaTbCA UCNPaBAATb 0BHaAPY>XXEHUS NpK 04NCTKEe 06BEKTOB. B

OOHapy>XeHUsA, eCaM 3TO HEKOTOPLIX CyYasix, €CIM HN OLHO U3 LENCTBWIA BbINONHUTD

6e3onacHo, B Apyrom HEBO3MOXXHO, KOHEYHbIN NoJib30BaTeslb NoJly4aeT MHTEePaKTUBHOE

cslyyae cnpawimBaTtb npefnynpexaeHvne, B KOTOPOM cefyeT BbibpaTh AENCTBUE MO
ncnpasieHunio (HanpuMep, yaannTb UM NPOUrHOPMPOBaTh). ITOT
napamMeTp pekomeHayeTcs B 60NbLUNHCTBE CyYaes.

Bcerpa cnpawmBatb 'y  KOHEYHOMY MoJ/ib30BaTENO 0TOBPAXKAETCA MHTEPAKTUBHOE OKHO MpK

KOHEYHoro 0YMCTKE 0OBEKTOB, 1 OH A0/HKEH BbIOPaTh AECTBME MO UCMPABIEHMIO

nonb3oBatens (Hanpumep, yAanuTb WK NPOMYCTUTBL). DTOT YPOBEHb NpefiHa3HaYeH
Aans 6onee onbITHLIX MOJIb30BATENEN, KOTOPbIE 3HAIOT, KaKne AeiCTBuS
cneflyeT NpefanpuHsaThL B CJlydae 0bHapyXeHus.

NckniouyeHus

PacluMpeHneM Ha3blBaeTCA YaCTb UMEHU haiina, oTAeNeHHas OT OCHOBHOM YaCTn To4YKoW. OHO
onpenensieT TN ana n ero cogep>xmmoe. IToT pa3aen ThreatSense NO3BONSET ONPEAENTbL TUMbI
halnoB, NoANEXALLUNX CKAaHUPOBAHMUIO.

Apyroe

Mpn HaCTPOKe NapamMeTPOB MOy ThreatSense A1t CKAaHUPOBAHMNA KOMMbOTEPa No TpeboBaHuMIo
TakKXXe AOCTYMHbl ONMCaHHbIE HXXE NapaMeTpbl U3 pasaena Apyroe.

CKaHupoBaTb aJibTepHaTUBHbIE NOTOKMN AaHHbIX (ADS): abTepHaTUBHbIE NMOTOKN AaHHbIX,
ncnonb3yemble pansioBon cucTemon NTFS, — 3TO CBA3W (paisioB 1 Manok, KOTopble He
0bHapyXMBaTCA MPU NCMOb30BaHUN 0BbIYHBIX METOLOB CKaHNPOBaHMA. MHOrMe 3apakeHns
MaCKMPYIOTCS NOA anbTepHaTMBHbIE NMOTOKM AaHHbIX, NblTasaACh n3bexaTb 0OHapyXeHus.

3anyckatb (pOHOBOE CKaHMpPOBaHUE C HU3KUM NPUOPUTETOM: KaXKAbll NPOLLECC CKaHMPOBaHMA
notpebnseT HEKOTOPOE KOIMYECTBO CUCTEMHbIX pecypcoB. Ecam nonb3oBaTtens paboTaeT ¢
pecypcoemMKMMM NporpaMMamm, MOXKHO akTUBUPOBaTb (DOHOBOE CKAHWPOBAHUE C HU3KUM
NPUOPUTETOM N BbICBODOAUTL TEM CaMbIM PECYPChl AN APYTrUX NPUIOXKEHNIA.

JXKypHan Bcex 06beKTOB. )XypHa/l MPOBEPKY 0TOBPAXKAET BCE OTCKAHMPOBAHHbIE (haliibl B
CaMopaCcnaKoBbIBAOLNXCA apXMBaX, AaXKe He3apaXKeHHbIe (MOXET co3aBaTh 60/1bLIOE KOJIMYECTBO
LAHHbIX XXYPHasia CKaHVPOBAHUS 1 YBEIMYMBATL pa3Mep ero ainna).

BKJIIOYUTb ONTUMMU3ALLMIO Smart: NPV BKJILOYEHHON ONTUMK3ALIMMN Smart MCMO/b3Y0TCS
ONTMMalbHblE NapaMeTpbl Ans obecnevyeHns camoro 3PHeKTVBHOMO YPOBHS CKAHMPOBAHWS C
COXPaHEHNEeM MaKC/MaJlbHO BbICOKOW CKOPOCTW. PasHble MOAYN 3aLUMTbI BLINOJHSIOT
NHTENNIEKTYasIbHOE CKaHMPOBAHWE, NPUMEHSS O0TAe/IbHble MeTOAbl A1t PA3/INYHbIX TUMOB (DalIoB.
Ecnn onTMU3aums Smart OTK/O4EHA, MPU CKAaHUPOBAHUM UCMO/b3YIOTCSA TOIbKO MOJIb30BaTE/IbCKME
HaCTPOWKK siapa ThreatSense KaXXA0ro Mogys.

CoxpaHUTb OTMETKY O BpeMeHU NnocJsiegHero focTyna: yCTaHOBUTE 3TOT (P1axKoK, YTobbI
COXPaHWTb UCXOLHOE 3HaYeHNe BpeMeHn A0CTYMNa K CKaHWpyeMbIM alinam, a He 06HOBASATL X
(Hanpumep, AN UCMONb30BaHUS C CUCTEMAMU PE3EPBHOI0 KOMMPOBAHUS AAaHHbIX).
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OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MaKCMMabHbIA pa3mep 06 beKTOB U YPOBHY
BJIOXKEHHOCTMW apXMBOB /19 CKaHNPOBaHMS.

MapameTpbl 00bLEKTOB

MakcuManbHbIi pa3Mmep obbekTa: onpeaenseT MakCMMabHbIA pa3Mep 06bEeKTOB, NOANEXaLLNX

CKaHUPOBaHWMIO. [laHHbIA MOAYNb 3aLLMTbI OT BUPYCOB ByAeT CKaHMPOBaTb TOIbKO 06BEKTHI MEHbLLIE
yKa3aHHOro pasmepa. OTOT NapaMeTp PEKOMEHAYETCS MEHATb TOJIbKO OMbITHbIM MOJIb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWSA AN18 UCKIOYEHNS 13 CKaHMPOBaHWs 60nblUMX 06bEKTOB. 3HaYeHne
Mo yMOJl4aHUio: He orpaHuyeHo.

MakcuManbHas NPoAoJIKUTENIbHOCTb CKaHMpPOBaHUA obbekTa (C): onpenenseT MakCUMabHoe
3HaYeHMe BpEMEHUN AN19 CKaHUPOBaHWS (hannoB B 06bEKTE-KOHTENHEpe (HanpuMep, B apxuee RAR/ZIP
NN B 3IEKTPOHHOM MNUCbME C HECKOJIbKUMW BJIOXKEHMAMM). ITa HACTPOMKA HE MPUMEHAETCA K
OoTAenNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXKeT COBCTBEHHOE 3HAYEeHNe 1 YKa3aHHOe BpeMs
NcTeyeT, CKaHMpoBaHMe ByaeT 0CTaHOBIEHO KaK MOXHO CKOpee BHE 3aBUCUMMOCTHW OT TOro,
3aBEpLLEHO NN CKaHMPOBaHME KaXxaoro anna B 06beKTe-KOHTeNHepe.

Ecnm peyb naoet 06 apxmee ¢ 60bwMMKM haiamMn, CKaHpoBaHue byaeT npekpaLleHo He paHblue,
4yeM NMpoun3onaeT n3sneyveHune anna n3 apxmea (Hanpumep, Korga nonb3oBaTesb 3a4an 3HaYEeHNE B
3 CEKYHAbI, HO n3BNeYeHmne anna 3aHMMaeT 5 cekyHA). Mo ncTeveHnn 3Toro BpEMEHN oCTallbHble
(hansibl B apxmBe CKaHNPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKaHMPOBaHMWA, B TOM YMcie Aas apxueos 60/bLLO0 pa3mepa,
NCnonb3ynTe NnapameTpbl MakcMManbHbIM pa3sMep obbekTa 1 MakcuManbHbii pasmep ¢gaina B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMU npobnemammn besonacHocTw).

3HaYeHme No yMon4aHuio: He orpaHnyeHo.

HacTpoMKu CKaHUPOBaHUA apXMBOB

ypOBeHb BJIODKEHHOCTU apXUBOB: OonpegendaetT MakCMMalbHYIO F)'Iy6I/IHy NPOBEPKN apPXNBOB.
3HayeHune no yMOJ14aHuto: 10.

MakcuMmanbHbIM pa3Mmep panna B apxmBe: 3TOT NapameTp NO3BONSAET 3a4aTb MaKCMMabHbIN
pa3mMep aisioB B apxmBe (Mpu X U3BNEYEHNN), KOTOPbIE A0/KHbLI CKaHUPOBaATLCA. MakCMasibHOe
3HavyeHue — 3 IB.

He pekoMeHOyeTCca USMEHATb 3HAa4YE€HUA MO YMOJIHaHNIO, TaK KakK 06bIYHO A5 3TOro HeT ocobon
NPUYNHbI.

3awuTa poctyna B UHTepHeT

B pa3nene «3awmTta poctyna B IHTEPHET» MOXXHO HAaCTPOUTL paclUMPEHHbIE NapaMeTpbl MOAY A
3awwmTta MiHTepHeTa. B pa3gene PacluvpeHHble napameTpsl > 3awWuTa > 3aWuMTa aoctyna B
NHTepHeT > 3awmTa goctyna B UHTepHeT LOCTYMHbI CnefytoLlme onumm:

BknouuTb 3amnTy goctyna B UHTepHeT: Korga 3ToT napaMeTp OTKJ0YeH, 3alinTa OCTYyna B
WHTEpHeT 1 3allinTa OT ULLINHIa He OCYLLeCTBAATCA.
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HacTosaTenbHO PEKOMEHOYEM OCTaBUTb BKJIIOYEHHON 3allnTy A0CTYyMNa B V|HTepHeT n He
NCKJII04aTb HUKaKUE NMPUIoXKEHNSA UK IP-agpeca No yMOJ14aHUIO.

CkaHuMpoBaThb cueHapuu bpaysepa: ecqiv 3TOT NapaMeTp BKJOYEH, MOAY/ b 0OHapyXeHUs
NpoBepPSET BCe MPOrpaMMebl JavaScript, BbINoNHAEMble Be6-6pay3epamu.

BKNOYMUTL 3aLMTY OT (PMLLUMHIA: eC/I 3TOT NapaMeTp BK/OYEH, (DULLIMHIOBbIE BEO-CTPaHMLbI
6nokupytoTcs. g noNyYeHUs [ONOSIHUTENbHLIX CBEAEHWUIA CM. pa3aen 3allimTa oT (hULLKHIa.

VickntoYeHHbIe TMPUI0XKEeHVSA: NMO3BONSET UCKJIYNTL OnpelesieHHble NPUIoXeHNs N3 CKaHUPOBaHUS
(byHKUMeN 3aWwmnThl 4oCTyna B IHTepHeT. 3TO N0Ne3HO, KOorga 3almTa goctyna B UHTepHeT
BbI3blBaeT NpobsiemMbl COBMECTUMOCTH.

/IcKNt0YeHHbIE IP-a1peca: No3BoJISET UCKNOYNTb onpeaesieHHbIe ya/leHHble agpeca U3
CKaHUPOBAHNA (YHKLMEN 3aWnThl OCTYyNa B IHTepHeT. 3To nosie3Ho, Korja 3aluTa 4ocTyrna B
WHTepHeT Bbi3biBaeT NpobsemMbl COBMECTUMOCTMW.

NTERNET SECURITY o X
JononHuTeNbHbIE HAaCTPOUKKU “ x|
| Moayne o6Hapyxenns © B zawwuta goctyna B WkTepHet 5
OGHoBNEHME BrntounTe 33Ty AocTyna B MHTepHeT 'D i}
| Jawuta B Crannpoeate cueHapun Bpayzepa m (i}
3awmnTa painnoBon cMcTeMel BKFOUMTE 33LLMTY OT GULLIMHIA 'D (3]
B peanbHOM BpeMeHH
| 3awwTa goctyna k cetn @D
SSL/TLS VIcKAHOYEHHEIE NPUAOKEHIA WizmeruTe L]
3alMTa NOYTOBOIO
KNWeHTa Wekntouenneie IP-agpeca KMzmeHuTs (3]
3awuTa focTyna B
WHTepHeT | ¥npaenenwe cnnckom URL-agpecos 3
3awmuTa bpay3epa
KouTtpons ycrpoiicte @D
| CrannposaHwne Tpaguka HTTP(S) 5
| Cepanc
ThreatSense 5
MoaxntoyeHne
WuTepdeiic | PoAMTENLCKMA KOHTPONL 5
nonszoeatens &)
| YeegomMaeHMA 5 ]
Mo ymonuanmio I~':|7'l:l|( OTmeHa

3awmTa Beb-goctyna 6ynet otobpaxaTh cneaytollee coobueHne B bpaysepe, korga Bed-canT
3a6,10KNpOBaH:
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«—EI] Mpegynpexaenue! ESET X [—{— RV _ o X

& - O @ A FE =R | = L'

A O6Hapy>xeHa yrposa

371a Beﬁ-CTpaHL‘I Ld COAEPXMWT NOTEHUMANBHO ONacHOE COAEPXKMMOE.

¥rposa: HTML/Scrinject.B TposiHCKaa nporpamma

Bocryn kK Hemy 3a6nokmpoeaH. Baw komneioTep B 6esonacHocTw.

OTKpbITL Basy 3HaHWiA ESET | www.esetnod32.ru

NnnoCcTprupoBaHHbIE MHCTPYKL M

- CnepnytoLine cTaTby 13 6a3bl 3HAHWIN ESET MOryT ObITb AOCTYMHbI TOJIbKO Ha @aHTINACKOM fi3blKe:
* MickntoyeHmne besonacHoro Beb-canta 13 6JIOKMPOBKM 3aLUMTON A0CTYNa B UHTEPHET
* bnoknpoBka Beb-cariTa C NOMOLLbIO ESET Internet Security

VNCKNIoYeHHble NPUJIoXKEeHHUs

YT106bl NCKNIOYNTb CKaHMPOBaHME 0OMeHa AaHHbIMK 419 OnpeaeseHHbIX NPUIoXKeHU, fobaBbTe nX
B CrncoK. CoeaMHEHNS BbIAENEHHbIX NPUIOXKEHN NO NPOTOKOMAAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NPOBEPATHCA Ha HaMyme yrpo3. PeKoMeHayeTCs UCNO0Ib30BaTh 3TY BO3SMOXHOCTb TOJIbKO A1 Tex
NPWJIOXKEHNIA, KOTopble paboTaloT HEKOPPEKTHO, €C/IN NX COeANHEHUS MPOBEPSIOTCA.

3anyLieHHbIe MPUIoXXeHNs 1 cnyxbbl ByayT [OCTYNHbI 34€Cb aBTOMATUYECKMW, KO Aa Bbl LLENKHUTE
[o6aBuTthb. LLienkHuTe ... 1 NepenanTe K NPUI0KEHNO, 4TOObI 406aBUTb NCKIOYEHNE BPYYHYIO.

N3MeHUTb: n3MeHeHne BbibpaHHbIX B CNUCKE 3amnncei.

Ypanutb: yaaneHune solbpaHHbIX 3anucei N3 Cnmcka.
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NTERNETSECURITY O Xx

McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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(@S INTERNET SECURITY o X

McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

YnpaBJjieHUe CNMCKOM URL-appecoB

C nomolblo NapameTpa YnpassiieHne CNMCKOM URL-afpecoB B pa3fesie PacllipeHHbIe NapaMeTpbl
> 3awmTa > 3awmTa goctyna B MHTepHeT MOXHO yKa3aTb ajpeca HTTP, KoTopble ciefyeT
610KMPOBATb, Pa3peLnNTb AN UCKIIOYUTL N3 CKAHUPOBAHNSA COAEPXKMMOTO.

MPOTOKONbI SSL/TLS AOSKHBI ObITh BKAOYEHbI, €CJIN HYXXHO (PUNbTPOBaTb afipeca HTTPS B OMNOJIHEHUE
K HTTP. B npoTuBHOM cJjly4ae B cnncok byayT nobassieHbl TONbKO MoCeLLeHHble BaMU LOMeHbl HTTPS-
CaNToB, @ He NOJIHbIA URL-agpec.

MoceweHne Beb-canToB, L0HaBNEHHBIX B CMUCOK 3a0/I0KMPOBaHHbIX aApPecoB HEBO3MOXXHO, KpoMe
Cny4aes, Korfa nx agpeca Takxe gobassieHbl B CMMCOK pa3peLleHHbIX aapecoB. Beb-canTol u3
CMUCKa appecoB, A1 KOTOPbIX OTKJII04E€HO CKaHMpPOBaHUe COAEePXXUMOro, 3arpyxatoTtca 6e3
NPOBEPKUN Ha BPEAOHOCHbIN KOA.

Ecnn Bbl XoTUTE 3a6/10KMPOBaTh BCe HTTP-aApeca, KPOMe aflpeCcoB, BKIOYEHHbIX B aKTWUBHbIN CNKUCOK
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pa3peLUeHHbIX agpecoB, 1006aBbTE CUMBOJ «*» B aKTUBHbIA CNMCOK 3a0/10KUPOBaHHbIX
afApecos.

B cnmnckax MOXXHO MCN0b30BaTh Takue CreunanbHble CUMBObLI, KaK «*» (3Be3004Ka) U «?»
(BonpocnTenbHbIA 3HaK). CUMBOJ 3BE3404KN 3aMeHAeT Ntobyto nocnefoBaTesIbHOCTb CUMBOJIOB, a
BOMPOCUTENbHBIN 3HAK — Nt060N CMMBON. ByibTe BHUMATENbHbI NPU YKa3aHUN aapecos,
NCKNIOYEHHBIX 13 NMPOBEPKM, MOCKOSIbKY 3TOT CMUCOK O0JKEH BKOYaTb B Ce6S TONIbKO LOBEPEHHbIE
N HagexHble agpeca. TOYHO Tak XXe HYy)KHO ybeanTbCsa B TOM, YTO CUMBOJIbLI WabnoHa * n ? B 3ToM
CMUCKe UCNONb3YTCA NpaBuabHO. CBeAEeHNS 0 TOM, KaK MOXXHO 6e30nacHO 0603HaYMTb LenbIn
[OMEH, BKJIl04asa BCe NOAOOMEHbI, CM. B pa3aene [Jobasnenne HTTP-agpeca Win Macku JOMeHa.
YT0b6bl aKTMBMPOBATbL CANCOK, YCTaHOBMTE (hlaXkOK CNUCOK aKTUBEH. EC/I1 Bbl XOTUTE NnonyyaTb
YBEOOMJ/IEHNS O TOM, YTO B afpEeCHYI0 CTPOKY BBOOAUTCA agpec U3 TeKyLero Cnucka, yCTaHoBuUTe
(hnaxok YBeaoMnATb O NPUMEHEHUN.

Ecnn napameTp He ckaHupoBaTb TpaPuK ¢ JOMeHaMH1, KOTOPbIM aoBepseT ESET BK/OYEH
B pa3gene SSL/TLS, Ha O,OMEeHbI B benom CMNNCKe, KOTOPbIM ynpaBideT ESET, He 6y,ueT
pPacnpoCTPaHATLCSA KOHPUrypauus ynpasieHuns CNMckom URL-afpecoB.

@=Ll INTERNET SECURITY O x

Cnucok aapecos

Q
Wma cnncka Tune: appecos Onucanne cnncka

Cnucok paspelleHHbx 3pecos Paspeluero

Crnncok 3aBnoKMpoBaHHBI 34PECoE 3aBnokwpoBaHo

Crnncok 3APECOE, NCKMHIYEHHBIX W3 CKAHWMPOBAHWA COAEDMNMOro HargeHHan BEREAOHOCHE ..

NoGaeuTe Mmnopt  3Skcnopt

OoBaeLTe B CNHCOK 3aBN0KMPOEAHHLIX 34PECOE NOACTAHOEOUHIN 3HaK (*), uToBkl GROKMpOEaTE BCe URL-aapeca, KpoMe aapecos,

EKNHOUYEHHELX B CIMCOK pazpelleHHBIX.

DJZ1IeMeHTbl ynpasJjieHusA

[o06aBuTb: CO3aHNe HOBOIro CMMCKa B AOMOJIHEHME K NPeABapuTeNbHO 3aAaHHbIM. 3TO MOXET BbITb
NnoNe3Ho B C/ly4ae, ec/in Bbl XOTUTE NIOrMYECKN pa3fennTh pasHble rpynnbl agpecos. Hanpumep,
OAVH CNNCOK 3ab/10KMPOBaHHbIX aApPecoB MOXET CoAepXXaTb afpeca, NoNyYeHHbIe U3 Kakoro-nnbo
BHeLLHero ny6an4yHoro YepHoOro Cnucka, a BTopon — agpeca, AobasneHHbie Bamu. Takmm obpasom
BHELUHWIA CMNCOK MOXXHO ByaeT nerko 06HOBUTb, HE BHOCA N3MEHEHWIA B BaLL JINYHbIV CMINCOK.

N3MeHUTb: peakTMpOBaHME CYLLECTBYIOLWMX CNINCKOB. ICMoNb3yinTe 3Ty yCTaHOBKY ANs
no6aBneHns v yaaneHns agpecos.

Ypnanutb: yoaneHve CyLwecTBYOLWMNX CMUCKOB. TOIbKO A1 CIUCKOB, CO34aHHbIX MOCpPenCTBOM
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KOM

aHObl ,D,OGaBVITb. YnaneHne cnnckoB no YMOJZTHaHNIO HEBO3MOXXHO.

Cnucok appecoB

B 3TOM pa3fenie MOXHO yKa3aTb CNUCKM HTTP(S)-aapecoB, KoTopble ByayT 6/10KMpoBaThCS,
Pa3peLlaTbCs UIN UCKI0YATHCA U3 MPOBEPKM,

Mo yMOn4aHuo OOCTYMHbI Cnedylowmne Tpu Cnmcka.

* CNMCOK appecoB, UCKJIIOYEHHbIX U3 CKAHUPOBaAHUA copepXXUMoro. [115 Bcex
n,00aBNEHHbIX B 3TOT CMMCOK aipeCOB MPOBEPKA Ha Ha/Myne BPeLOHOCHOM0 KOAA BbIMONHATLCS
He byper.

* CNMCOK paspelueHHbIX agpecoB. Ecnm ycTaHoBNeH (hnaxKoK «MpefoCcTaBnTb AOCTYN TObKO
K pa3peLLeHHbIM HTTP-agpecaM», a B CrMCKe 3abI0KMPOBaHHbIX aflpeCcoB YKa3aH CUMBOJI
3BE3404KM («*» — 610KMpOBaTL BCe aapeca 6e3 UckaYeHnn), noab3osaTento byaer
NpenocTaBfieH AOCTYN TONbKO K pa3peLlleHHbIM agpecaM. Agpeca B 3TOM CMMCKE 0CTaloTCH
LOCTYMHbLIMU, faXKe eC/IN OHW BKJTIOYEHbI B CMNCOK 3ab10KNPOBaHHbIX aipecoB.

* Cnncok 3a6n10KMpoBaHHbIX aapecoB. [10/1b30BaTeNb HE CMOXET MONYHYNTb AOCTYM K
ajpecam 13 3TOro CrnucKa, eCN OHN HE BKJTIOYEHbI B CMUCOK Pa3peLleHHbIX afpecos.

Y7106bI CO3aTb HOBbIV CMNCOK, HAXXMUTE KHOMKY Jlo6aBuTb. [N yLaneHns BblAENEHHbIX CMICKOB
Ha>XMUTE KHOMKY Y BanuThb.

NTERMET SECURITY o X

Cnucok aapecos

(@]
.

Wma cnncka Tune: agpecos Onncanme cnncka
Crvcok paspeLueHHbEx 8Apecos Paspeluero
o
Crvcok 3aBnoKMpoBaHHBR 34pecos 3abnoknpoBaHo
Crncok aapecos, NCKIKYEHHBIX M3 CKAHWPOBaHUA cojepxmnmore  HaligeHHan spegoHocHan...
Jo6aeuTs Wmnopt  3kcnopt

NobaesTe B cnvcok 3a6N0KMPOBAHHEX 34pPECOB NOACTAHOEOUHKIN 3HaK (*), utobbl Bnokmpoeats Bce URL-agpeca, Kpome agpecoE,
BK/IHOUYEHHED B CNNCOK Pa3peLlleHHbI.

NnnocTpnpoBaHHbIE MHCTPYKLMN

Cnegnytowmne ctaTbh 13 6a3bl 3HaHWA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHIJIMACKOM SA3bIKE:
* NicknoveHne b6e3onacHoro Beb-canta n3 610KMPOBKM 3aLLMTON AOCTYNA B UHTEPHET

* bIoOKMpoBKa BeO-CalTa C NOMOLLbIO MPOAYKTOB ESET A5 Windows OJ151 JOMALLHEro
MCN01b30BaHNUSA
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LononHnTeNbHbIE CBEAEHNS CM. B pa3nene YnpaBseHue Crnnmckom URL-apecos.

Co3paHue CcnUcCKa agpecoB

B 3TOM AnanoroBomM oKHe MOXHO HaCTPOUTb HOBbIM CNUCOK URL-a1pecoB 1 Macok, KOTopble 6y11yT
6J'IOKVIpOBaTbCFI, pa3pewaTbCAa NN NCKNKYaTbCA U3 NMPOBEPKN.

MO>XXHO KOH(pUTrypnpoBaTh C/iefyoLine onuun.
Tvn cnucka apgpecos. [JOCTYMNHbI TPU TUMa CNUCKOB:

* HanpeHHasa BpepoOHOCHaA NporpaMmMa nponyiueHa. Bce fobaBneHHble B 3TOT CNNCOK
afpeca He 6yoyT NPOBEPATCS Ha HanUyMe BPeAOHOCHOMO Koaa.

 3abnokupoBaHo. [10CTyn K afpecaM, yKa3aHHbIM B 3TOM Crncke, byaeT 3ab610KNPOBaH.

* PaspeweHo. [JocTyn K agpecam, yKka3aHHbIM B 3TOM cnuncke, byaeT paspelueH. Agpeca B 3TOM
CNUCKe pa3peLleHbl, JaXKe eC/I OHWN BKIOYEHbI B CMIMCOK 3ab10KMPOBaHHbIX agpecos.

MMa cnucka: 34ech yKasbiBaeTCA UM CNKUCKa. DT0 nosne byaeT HeLOCTYNHO NpW peaakTUpoBaHUN
OZHOTO U3 NpefBapuUTENibHO 3aAaHHbIX CMINCKOB.

OnucaHue cnucKa: 34ecCb yKa3blBaeTCa KpaTKoe onucaHue cnucka (HeobssaTensbHo). 3TOT
napameTp HefoCTyNneH Npu pefakTMPOBaHUM OAHOMO N3 NpeABapUTebHO 3alaHHbIX CMIUCKOB.

YT106bl aKTMBMPOBATL €ro, PAAOM CO CMUCKOM LLeNKHUTE 31eMeHT CNUCOK aKTuBeH. Ecnn
HeobxoAMMO nosyyaTb YBeAOMJIEHUE, KOrAa NpU foCTyne K Beb-caiTaM 1Cnonb3yeTcs
onpeaeneHHbIN CNnCoK, BoibepnTe YBeAOMAATL O NPUMEHEHUU. Hanpumep, Bbl Noay4nTe
yBeAOMJIEHUNE, KOrja [oCTyn K Be6-canTy 6yaeT 3abn0KMpoBaH NN pa3peLLeH no npuynHe
NPUCYTCTBMS €ro agpeca B CNcke 3abNoKNPOBaHHbIX UM pa3peLleHHbIX agpecoB. Ha paboyem
cToNIe 0TOBPA3NTCA COOTBETCTBYIOLEE YBEAOMIIEHNE.

Cepbe3HOCTb PerucTpupyembix cobbITU. CBeeHNS 0 KOHKPETHOM CMUCKE, UCMO/Ib3YEMOM MpU
[oCTyne K Beb-cariTam, MOryT ObITb 3anncaHbl B halisibl XKypHana.

dneMeHTbl ynpaBJieHUus

Dob6aBuTtb. [JobaBneHne HOBOro URL-agpeca B CNMNCOK (HECKObKO aflpecoB CcnefyeT yKasblBaTb
4yepes 3anaTylo).

N3MeHUTL. /I3MeHeHNne cyLlecTByloLWero agpeca B cnncke. [locTynHo ToJIbKO A5 afpecos,
CO3JaHHbIX C NOMOLWbIO QYHKLMM [LoOaBUTD.

Ypanutb: yoaneHve CcyLwecTBYOLWNX agpecos U3 cnucka. JocTynHo TONbLKO AN afgpecos,
CO3JaHHbIX C MOMOLbIO YHKLMM [LoOaBUTD.

MmnopT. mnopT hanna ¢ URL-agpecamm (B Ka4yecTBe pasgenntens ciefyeT UCNO0JSIb30BaTb pa3pbiB
CTPOKW, HanpuMep TeKCTOBbIN hans C KOAUPOBKOM UTF-8).
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Kak pobaButb MacKky URL-agpeca

I'Ipemue 4eM BBOOUTb Hy)KHbIIh afpec nnm MmaCcKy JOMeEHa O3HAaKOMbTECb C YKa3aHNAMU B 3TOM
ONanoroBoM OKHe.

ESET Internet Security M03BOJIAET NoAb30BaTENAM 6/10KMPOBATHL AOCTYN K YKa3aHHbIM Beb-y3nam u
npefoTBpallaTe oTobpaxkeHne nx cogepxummoro B Beb-dpaysepe. Monb3oBaTeslb MOXET yKa3aTb
afpeca, KoTopble He0bX0AMMO NCKAKYNTL 13 NPOBEPKMN. ECNM NonHOe nMsa yaaneHHoro cepeepa
HEeN3BEeCTHO UM NO/b30BaTENb XO4ET YKa3aTb rpynny yAasaeHHbIX CepBepPOB, TO ANA
NAEHTUMUKaLUM TaKON rPynnbl MOXXHO NCMNOJIb30BaTb TakK Ha3blBaeMble MacKU. DTV MaCKK
ob03HavalTCs cumBonamm ? u *,

* icnonb3ynTe «?», 41T06bl 3aMeHNTL Nt06ON CUMBOJ.
* icnonb3ynTe «*», 4Tobbl 3aMEHNTbL TEKCTOBYHO CTPOKY.

Hanpumep, Macka *.c?m NPUMEHSIETCS KO BCEM aJipecaM, Y KOTOPbIX MNOCAeAHSAA YaCTb HA4YMHAETCS C
OYKBbI «c», 3aKaH4YNBAETCS OYKBOW «m» N COAEPXXUT HEM3BECTHBIN CUMBOJ MEXAY HUMMU (.com, .cam U

T.0.).

HavanbHasa nocnefoBaTenbHOCTL «*.» nepes UMEHEM AOMeHa UHTeprnpeTnpyeTcs ocobbiM obpasom.
Mpexpae Bcero, B JaHHOM CJly4ae NoACTaHOBOYHbIN 3HAK * He COOTBETCTBYET CMMBOJIY KOCOW 4epThl
(«/»). CMbICA 3TOr0 UCKNOYeHNs — n3bexaTb 0b6xoda MacKu, HanpuMep, Macka *.domain.com He
OyneT COOTBETCTBOBATb http.//anydomain.com/anypath#.domain.com (Takon Cy(pdUKC MOXXHO
npucoeanHUTbL K ntobomy URL-agpecy, He BIMAS Ha 3arpysky). Bropas 0ocobeHHOCTb B TOM, 4TO «*.» B
3TOM 0CO60OM Cy4ae Tak)Xe COOTBETCTBYET MyCTOW CTPOKe. IT0 No3BonseT 0603Ha4UTb O4HOM
MaCKOW Lenbli JOMeH, BKJIl04as BO3MOXHbIE NoAA0MeHbl. Hanpumep, Macka *.domain.com Takxe
COOTBETCTBYET http.//domain.com. ICNONb30BaTb Macky *domain.com Bb1n0 6bl HEBEPHO, MOCKOSIbKY
OHa TakK)Xe coBnana bbl C http://anotherdomain.com.

CkaHupoBaHue Tpaduka HTTP(S)

Mo yMOn4YaHuto ESET Internet Security CKaHUpYeT TpaduK HTTP 1 HTTPS, KOTOPbIN 1CMO/b3yeTCs
VHTepHeT-Opay3epamu U ApyruMu NpunoxXeHnaMu. OTKI04YaTb CKaHUPOBaHME TpaduKa cieayeT
TOJIbKO B TOM C/lyYae, eC/v Y BaC BO3HUKAN NpobaemMbl CO CTOPOHHMUM NPOrpaMMHbIM obecrneyeHnem
1 BaM HYXXHO 3HaTb, Bbi3BaHa v npobiema peLueHneM ESET Internet Security.

BKNOYUTb CKaHUpoBaHue Tpaduka HTTP — HTTP-TpadK OTCEXMBAETCA 419 BCEX MOPTOB U
NPUSIOXKEHNI.

BKJ1IO4UTb CKaHMpOBaHue Tpaduka HTTPS — 415 nepefayn Tpacmka HTTPS Mexay CEPBEPOM U
KJMEHTOM MCMOJIb3yeTCs 3alundpPOBaHHbIA KaHa. ESET Internet Security NpoBepsieT 06MeH JaHHbIMU C
MOMOLLbIO MPOTOKOJI0B SSL 11 TLS. MporpamMMa cKaHupyeT TpaduK TONbKO Ha TexX NopTax, KOTopble
yKa3aHbl B NapameTpe MopTbl, MCNOJIb3yeMble NPOTOKOJIOM HTTPS, BHE 3aBMCMMOCTM OT BEPCUM
OnepaLnoHHON cMCTeMbI (Bbl MOXXeTe f06aBUTb MOPTbI K MPeABapuTesbHO 3a4aHHbIM 443 1
0-65535).
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ThreatSense

ThreatSense — 3T0 TEXHOJIOT S, COCTOSALAA U3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHAPY)XEHMS Yrpo3.
Ta TeXHOIOrns SABASETCS yNpeXxJatoLlei, T. €. OHa 3aLlMLLAEeT OT HOBOW Yrpo3bl Y)Ke B Havase ee
pacnpocTpaHeHus. Mpn 3TOM UCNOMb3YETCSA COMETaHNe aHan3a 1 MOAENNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
NaHHbIX OAHOBPEMEHHO, YTO AenaeT 3PMEKTUBHOCTL U KOMMYECTBO 0OHAPYXMBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHOOrUs ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYyTKUTbI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpOB CKaHMPOBAHWS:
* pacCLLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYETaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHU OYUCTKN U T. A.

YT106bI OTKPLITH OKHO MAapPaMeTPoB, LLENKHUTE ThreatSense B OKHE pPaCLUVPEHHbIX NapaMeTpoB 1oboro
MOy s, UCNOJIb3YIOLLLEr0 TEXHONOTUIO ThreatSense (CM. HUXKE). Pa3Hble cLieHapun obecnevyeHuns
6e30macHOCTM MoryT TpeboBaTh Pa3IMYHbIX HACTPOEK. MO3TOMY TEXHONOr M0 ThreatSense MOXXHO
HAaCTPOWUTb OTHAENbHO A1 KAXXA0r0 13 NEPEYUCIEHHbIX Janee Moayien 3aLnThI.

* 3alMTa B peXxume peasibHOro BpeMeH!
* CKaHMpoBaHWe B COCTOAHUN NPOCTOA

* CKaHMpOBaHMe Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3almMTa NOYTOBOr0 KJINEHTa

* 3aWmMTa fgocTtyna B IHTepHeT;

* CKaHMpoBaHMe KOMMbIOTEpa

MapameTpbl ThreatSense XOPOLLO ONTUMU3MPOBAHbI 419 KAXXA0r0 U3 MOAYen, a UX U3MeHeHune
3Ha4YNTEesIbHO BANSET Ha NOoBefeHne cucTemsl. Hanpumep, n3MeHeHne napameTpoB CKaHUPOBaHUA
YMaKOBLLMKOB B PeXNMe peanbHOro BpeMeHu 1an BKIYEeHNe paclumpeHHon 3BPUCTUKN B MoAyJie
3aWmnThl hansIoBON CMCTEMbI B pEXMME peasibHOr0 BpeMeHN MOXeT 3aMef/inTb paboTy cMcTeMbl
(0BbI4YHO TOJIbKO HOBbIE (halsibl CKAHUPYTCA C NPUMEHEHUEM 3TUX METOL0B). PEKOMeHAyeTCs He
N3MeHATb NapameTpbl ThreatSense N0 YMOJIHAHUIO HU AN KAKUX MOAYJIEN, KpOMe MOAY A
«CKaHMpOBaHMe KOMMbOTEPa».

CKkaHupyeMbie 00beKTbl

B 3TOM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (haliibl KOMMblOTEPa, KoTopble byayT
CKAHMPOBATLCS Ha HaMYMe 3aparkeHui.

OnepaTuBHaﬂ NnaMATb: CKaHNPOBaHNE Ha HaJIN4YNE YIrpo3, KOTOPbIE aTaKYOT ONepaTUBHYO MNaMATb
CNCTEMBDI.

233



3arpy3o04Hble CeKTOpPbI/UEFI. 3arpy304Hble CEKTOPbI CKAHMPYOTCS Ha HanYne BPeLOHOCHbIX
MPOrpaMm B OCHOBHOW 3arpy304HOI 3anucu. [Lono/iHUTe bHble CBeeHns 0 UEFI CM. B I10CCapUN.

MouyToBble pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. MporpamMma NoAAep)XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOTUe apyrue.

CaMOpaCﬂaKOBbIBaIOI.I.I,VIeCﬂ apXxuBbl. TUM apXMBOB (SFX), COLEpPXNMOE KOTOPbIX MOXET
N3BJIEKATbCA aBTOMaTUYECKHN.

MporpaMMbl CKaTUA UCNOJNTHAEMbIX (panIoB: B OT/IMYME OT CTAaHAAPTHBIX TUMOB APXUBOB,
NPOrpaMMbl CXKaTUSI MCNOJIHAEMbIX DaN0B MNOC/E 3anyCcKa pacnakoBbIBaAlOTCS B NaMaTu. bnarogaps
3IMYNSALUMM KOAA MOAY/lb CKaHMPOBAHMNS PACNO3HAET He TONIbKO CTaHAAPTHbIE CTaTUYeCKune
YNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXKECTBO APYriX TUMOB YrNaKOBLLMKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeaMET 3apakeHuid. [JoCTynHbl cneaytoLme
BapWaHThbI:

IBPUCTUYECKUIA aHANMU3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLbIO CNeLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToAa SBASETCS CNOCOOHOCTb MAEHTUMLMPOBATL
BPEAOHOCHbIE MPOrpamMMbl, CBELIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAOCTaTKOM Xe SIBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUrHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: 415
PACLIVPEHHOr 0 3BPUCTNYECKOr0 aHaN3a NCMOb3yeTCs YHUKAbHbIA 3BPUCTUYECKUA afropuTm
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH /1 0OHAPY)KEHMSI KOMMbIOTEPHBIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbIX f3blIKax NMPOrpamMMUpoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKIN 3HAYNTENIbHbIM 06Pa30M YBEIMYNBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NoOMOLLbI0 CUTHATYpP OCYLLECTBASETCA TOYHOE 0bHapyXeHne n
naeHTUnKauns supycos. CuctemMa aBToMaTUYeCKOro 06HOBNEHUS 0becneynBaeT HalM4Me HOBbIX
CUrHaTYyp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCcTaTKoOM Xe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBAHHbIE BEPCUN).

O4yucTkKa

MapaMeTpbl O4UCTKM ONpPeaensioT noseneHne ESET Internet Security NPW 04UCTKE 0OBEKTOB.
MpeaycMOTPEHO YeTblpe YPOBHS OYUCTKM.

ThreatSense UMeET TakWe YPOBHU NCMPaBAEHUS NPOBEM (T. €. 04NCTKN):

NcnpaBneHue B ESET Internet Security
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Bcerpa ncnpasnaTtb MblITaTbCA UCNPABASATb 0BHAPYXEHNS Npu 04NCTKe 06beKToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib30BaTeNs. B HEKOTOPbIX Cinyyanx
(Hanpumep, C CMCTEMHbIMK (hanamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAETCS B UCXOLHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3
obHapy>XXeHUs, ecin 3TO BMeLIATeIbCTBa KOHEYHOrO NoJb30BaTeNsA. B HEKOTOPbIX CllyYasnx
6e3onacHo, B apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apXMBbI, KOTOPbIE COAEPXAT U
c/ly4ae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecim 0bHapyXXeHne He yaaeTcs

NCNPaBnTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA NCNPaBASATbL 0OHAPY)KEHUS NPU 04NCTKE 06bEKTOB. B
obOHapy>XeHUs, ecsin 3TO HEKOTOPbIX C/y4asXx, €C/IM HU OAHO W3 AEeNCTBUIA BbIMOJIHATD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0J1b30BaTE/Ib NOJyYaeT NHTEPAKTUBHOE
c/lyyae cnpaliMBaThb npeaynpexaeHue, B KOTOPOM C/ieayeT BbibpaTb Ae/CTBME MO

NCNPaBAEHWIO (HanpyuMep, YAaIUTb AU NPOUrHOPMPOBATL). ITOT
napameTp pekoMeHAyeTCs B 6ONbLUMHCTBE C/y4Yaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesto OT06pa)KaeTCFI NHTEPAKTUNBHOE OKHO Mpwn

KOHe4YHoro 04YNCTKE 0OBLEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpasseHNo

noJib3oBaTtensa (HaanMep, YOoaJlinTb NN I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAgHa3Ha4€H
nns 6onee onbITHLIX NOb30BaTENEN, KOTOpPbIE€ 3HaAlOT, KakKNE NencTBuns
cnepyet npeanpuHATb B Clly4ae 06Hapy>KeH|/|;|.

UcknouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasgen ThreatSense NO3BONSET ONpPeaeNUTb TUMbI
thannos, Nognexawmx CKaHNPOBAHMIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense A1 CKAHUPOBAHUS KOMMbOTEPa Mo TpeboBaHMIo
TakK)XXe LOCTYMHbI ONMCaHHbIE HUXXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/lbTEPHATMBHbLIE NOTOKN AAHHbIX,
ncnosb3yemble (hansioBON CUCTEMON NTFS, — 3TO CBA3M (halnioB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOb30BaHUN 0ObIYHBIX METOA0B CKaHMPOBaHNA. MHOrme 3apaxeHus
MaCKUpyloTCa NOL anbTepHaTUBHbIE NOTOKMN AaHHbIX, MbiITasCb N3bexxaTb 0bHapyKeHus.

3anyckaTb ()OHOBOE CKAaHMPOBaHMWE C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHNPOBaHUSA
noTpebnsieT HEKOTOpPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecnn nonb3oBaTesnb paboTaeT ¢
pPecypCcoemMK1MMu NporpaMMaMm, MOXKHO akTMBMPOBAThL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHan npoBepki 0TobpaxKaeT BCe 0TCKaHMPOBaHHbIe (Dalsibl B
CaMOpaCnakoBbIBAIOLMXCS apXUBaXx, faXke He3apaXkeHHble (MOXeT co3faBaTb 60/bLIOE KONIMYECTBO
LaHHbIX XXYpPHana CKaHMPOBaHWA 1N yBEIMYMBaTbL pa3Mep ero danna).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3YOTCA
ONTUMaJibHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHOIO YPOBHS CKAHMPOBAaHWSA C
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COXPaHEHNEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSS OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (hakfoB.
Ecnm onTuMmu3aumsa Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOJb3YOTCA TObKO NOJIb30BaTEIbCKNE
HaCTPOVKN Aapa ThreatSense Ka)K10ro Moy ns.

CoXpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOOHOE 3HAYeHNe BPEMEHW A0CTYMNa K CKaHMPYeMbIM halinam, a He 06HOBASATL UX
(HanpuMep, A5 NCNOJSb30BaHNSA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pasnene «OrpaHnyeHns» MOXHO yKa3aTb MaKCMMalbHbIA pa3Mep 06 bEKTOB U YPOBHY
BJIOXKEHHOCTW apXMBOB /1 CKAaHNPOBaHUS.

NMapameTpbl 06bLEKTOB

MakcumanbHbIK pasMmep obbekTa: onpeaensetT MakCMManbHbIN pa3sMep 06bEeKTOB, NoANEeXaLLnX

CKaHMPOBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PpeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIOYEHUS U3 CKaHMpoBaHWA Bonblunx o6 beKToB. 3HaYeHne
no yMoJi4aHuio: He orpaHun4eHo.

MakcuManbHas NPoAOJKUTENIbHOCTb CKAaHMPOBaHUA oObekTa (C): onpenenseT MakCUMasbHoe
3HayYeHVe BpeMeHu N1 CKaHUMpoBaHMA (annoB B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAIMU). ITa HACTPONKa He MPUMEHSETCA K
OTAEeNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXXeT COOCTBEHHOE 3HAYEHNE 1 YKa3aHHOe BpeMs
ncTeveT, CkaHMpoBaHme ByaeT 0CTaHOBIEHO Kak MOXHO CKOpee BHE 3aBUCUMOCTHW OT TOro,
3aBepLUEHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnun peyb npet 06 apxmse ¢ 60sblIMMKM (hasiamMn, CKaHUpoBaHWe byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia U3 apxmea (Hanpumep, Korfaa nosib3oBaTesb 3afan 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHune anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTallbHble
(haninibl B apxvBe CKaHNpPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHMPOBaHMWA, B TOM Yucie Aas apxusos 60SbLLOr0 pa3mepa,
NCnonb3ynTe napameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuMmanbHbiM pasmep cganna B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMKU npobnemammn 6esonacHoCcTw).

3HayeHne no ymoa4aHuto: He orpaHunyeHo.

HacTpoMKu CKaHMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpefenseT MakCuMaabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHne no ymoa4aHumio: 10.

MakcuMmanbHbIA pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONAET 3a4aTb MaKCMMabHbIN
pa3mMep (haisioB B apxmee (Mpu NX U3BeYeHNN), KOTOpbIe A0/KHbI CKaHUPOBaTbLCA. MakCMasibHoe
3HavyeHne — 3 TB.

He pekoMeHayeTCs U3MEHSTb 3HAaYeHMA MO YMOJIYaHUIO, Tak Kak 00bl4HO A5t 3TOr0 HET 0coboi
MPUYUHBI.
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PoouTenbCKUN KOHTPOJIb

MapameTp BKAIOYMTbL POAMUTENIbCKUA KOHTPOJb MO3BO/SIET MHTErPUPOBaTh DYHKLMIO
POAUTENLCKOr0 KOHTPOSA B ESET Internet Security. LLlenkKHNTe U3MEHUTB PSLOM C 3/1EMEHTOM YYeTHble
3anucuy nosb3oBaTenen, YTobbl CBS3aTb YYETHbIE 3aMMCK NOJib30BaTeNen Windows, UCMOJIb3yeMble
(DYHKUMEN pOANTENBCKOrO KOHTPOAS, C ONpefeneHHbIMU NoAb30BaTeNIMUN A8 OrPaHNYEHNS NX
[0CTYMNa K HENPYEMIEMOMY WA OMACHOMY COAEPXUMOMY B UIHTEpHeTe.

Y4yeTHble 3anUcCH NoJib30BaTeJsien

B pa3nene PaclimpeHHsle napameTpsl > 3awWuTa > 3awuta goctyna B UHTepHeT > PoauTtenbckum
KOHTPOJIb > YYeTHbIe 3anucu nosibzoBatenen > UI3SMeHUTb MOXXHO CBA3aTb y4eTHble 3anucu
nosb3oBaTenen Windows, UCMoOJib3yeMble yHKLMEN POAUTENBCKOr0 KOHTPOJIA, C onpegesieHHbIMY
noJib30BaTeNAMN ANA OrpaHNYeHUs NX JOCTYyNa K HenpmemaemMoMy Uiam onacHoOMy COAepXXMMoMy B
NHTepHeTe.

Ctonbubl

Y4yeTHas 3anucb Windows: M4 NONb30BaTENS.

BKNO4YEHOo: Korha 3ToT NapamMeTp BKJIIOYEH, pO,EI,I/ITE)'IbCKVIVI KOHTPOJIb OJ1A KOHKpETHOIZ y‘-IeTHOl7I
3anncu nonb3oBaTena akTUBEH.

JloMeH: M5 JoMeHa, K KOTOPOMY MPUHaLJIeXXunT MnoJib30BaTeb.

[ eHb poXXaeHuA: onpenenseT BO3pacT MoJib30BaTeNsd, KOTOPOMY NPUHALJIEXUT yYeTHas
3anncChb.

DJZ1IeMEeHTbl ynpasJjieHusA

Do6aBuTb: 0TOOpaXKeHNe ANaNoroBoro okHa PaboTa ¢ YHETHON 3aMmnChio MoJIb30BaTENS.

N3MeHnTb: 3Ta oNumus 4aeT BO3MOXXHOCTb M3MEHUTL BbIOpaHHbIE y4EeTHbIE 3aMnCK.
Ypanute: yaoaneHne BblbpaHHON y4ETHOW 3anuncu.

OOGHOBUTDb: €C/n Bbl 106aBMIN YYETHYIO 3aNUCh NOJIb30BaTeNs, ESET Internet Security MOXET
06HOBMTb CNNCOK YYETHbIX 3anuncei nosib3oBaTenen 6e3 HeobXoANMOCTM NOBTOPHOIO OTKPbLITUS
AAHHOrO OKHa.

HacTpouKM y4yeTHOM 3anucCK noJsib3oBaTens

B 3TOM OKHe Tpu BKNaLKW.

Ooowue

BknounTe nepeknoyaTeNb pagom C 31eMeHToM BKaKUYeHo, 4Tobbl BKIIOYNTL POANTENbCKNN
KOHTPO/Ib ANs BbIOBpaHHON HUXKE YY4ETHOM 3anucy Windows.

MepBbIM AENOM HYXXHO BbIOpPaTh y4eTHYI0 3aNnCb CUCTEMbI Ha CBOEM KoMMbioTepe. OrpaHnyYeHus,
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YCTaHOBJ/IEHHbIE B pa3jene «PoauTtenbckui KOHTPOJIb», PaCnpPOCTPaHAKTCA TOJIbKO Ha CTaHAAPTHLIE
y4YeTHble 3anncn Windows. A,EI,MI/IHVICTpaTVIBHbIe y4eTHbIE 3anncn No3BoNAlT obxoanTb orpaHn4eHuns.

Ecnn y4€THaA 3anncb NCNoJib3yeTca oAHUM N3 pouMTeneM, Bblﬁepl/ITe BapunaHT Poputenbckas
yuyeTHada 3anuchb.

YKaxuTe paTy poXxpeHus pebeHka nn1a y4eTHOM 3annck, 4Tobbl onpeaennTb ee ypoBeHb A0CTyNa
1 3a4aTb NpaBuaa AOCTyNa K NOAXOAALLMM MO BO3PacTy Beb-CTpaHMLaM.

Cepbe3HOCTb perucTpupyeMbix coobITUM

MepcoHanbHbIN halepBon ESET Internet Security COXpaHsieT faHHble 060 BCEX BaXKHbIX COObITUAX B
aline XypHana, KOTOPbI MOXXHO OTKPbITb 13 M1aBHOIr0 MeHto. LLlenkHnTe CepBuc > ®anbl
>KYPHaNoB 1 BbibepnTe B packpbiBaoLleMcs cnvcke XKypHan 37eMeHT POAUTENbCKUMIA KOHTPOJIb.

» lnarHocTUKa: perucTpmpyeTtcs nHhopmaums, Heobxoanmmas ans TWaTeNbHON HAaCTPONKM
nporpammbI.

* VlHCl')OpMaI.I,IMIZ 3anncbiBatlOTCA I/IHd)OpMaLI,VIOHHbIe coobLeHns, B TOM yncne pa3peLlleHHbIE N
3361'IOKI/IpOBaHHbIe NCKNTIOYEHNA, a TaKXKe BCe NnepevyncieHHble Bbille 3anncu.

* MpepynpexpeHue: 3anncbIBAaeTCs MHGopMaLmns 060 BCEX KPUTUYECKUX OLINOKaxX 1
npeaynpexaeHusx.

* Huyero — XxypHasnbl He co3aatoTcs.

NckniouyeHus

Co3naHue NCKYEHNS NO3BONAET pa3peLlnTb UK 3anpeTuTb N0JIb30BaTENO AOCTYN K Beb-canTam,
OTCYTCTBYIOLLNM B CMINCKE UCKIIOYEHUIA. DTO NONE3HO, eCn TpebyeTCs KOHTPOAMPOBaTb AOCTYN K
onpegeneHHblM Beb-caTamM BMECTO MCMOJIb30BaHNSA KaTeropuit. ICKno4eHns, co3faHHbie 48 04HOM
Y4EeTHOW 3amnmncn, MOXKHO CKOMMPOBATb M MCNONb30BaTb AN APYrOM YY4ETHOM 3anncu. 3TO MOXeT
6bITb NONE3HO, Korga TpebyeTcs co3aaTbh MAEHTUYHBLIE NpaBuna onsa geten 6a1M3Koro Bo3pacTa.

HaxxmnTe kHornky Jlob6aBuTb, 4T0bbI CO34aTb HOBOE UCK/IOYEHMNE. 3aganTe lencTBue (Hanpmumep,
BnokupoBaTb), BbibpaB ero B paCKpbiBaloLeMCs CUCKe, BBeanTe URL-agapec caMTa, K KOTOpoMy
NPUMEHSAETCA AaHHOe UCKIIIYeHne, 1 HaxxMuTe kHonKy OK. Hosoe ncknoyeHme bypet nobasneHo B
CNNUCOK umetowmxcs, rae byaet otobpaxxaTbCsa TakXXe ero COCTOsSHMeE.

[o6aBuUTb: Co30aHMe UCKIOYEeHUS.

N3MeHnTb: KOMaHAa, NO3BONSAOLWANA U3MEHNTL URL-aapec Beb-cauTa nin [leucreme ans
BbIOPAHHOI 0 UCKJIOYEHMS.

YpanuTtb: KOMaHga, yoanawowas BblﬁpaHHoe NCKKOYEHNE.

KonupoBaTb: BbibepnTe Nosib30BaTessl B PACKPbIBAIOLLEMCS MEHIO, 0TKyAa TpebyeTcs CKonupoBaTb
CO3AaHHOE NCKJIIYEHME.
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NTERNET SECURITY x

MNameHuTb YHETHYHD 3anUcCb NONb30BaTENA ?

Obwre Mckmodenwna Kateropun

WMcknrmouerna

Deicrene URL-appec se6-caiita

[oGaeuts Kenwpoeats

3a4aHHble UCKI0YEHNS NepeonpeaensaoT KaTeropun, onpeaeseHHble Aas BblbpaHHbIX y4eTHbIX
3anucei. Hanpumep, ecnm ons y4eTHOM 3anuncy 3abnokuposaHa kateropusi HOBOCTH, HO NMpu 3TOM B
KayecTBe NCKJ0YeHWs 3afaHa pa3peLleHHas HOBOCTHas Beb-CTpaHuLa, To faHHas Beb-cTpaHmua
OyneT [ocTymnHa Aas 3ToN y4eTHOW 3anucu. Jllobble caenaHHble 30eCb N3MEHEHUS MOXXHO
MNPOCMOTPETH B pasfese VcknyeHns.

KaTeropum

Ha Bknagke KaTeropum MoXXHO 3afaTb 06Line kateropun Beb-cantos, KOTopble cnenyeT
6710KMpoOBaTb UM pa3peLllaTb A8 KaXXA0W yY4ETHON 3anncn. YTobbl pa3pelmnTb KaTeroputio,
YyCTaHOBUTE PALOM C Hel pnaxok. ECn h1a)KoK He yCTaHOBJIEH, COOTBETCTBYOLLAA KaTeropus ons
[aHHON YY4ETHOM 3anuncuK pa3peLleHa He byaer.

KonupoBaTb: N03B0ISIET CKONMPOBATh CMMCOK 3a6/10KMPOBAHHLIX MW pa3peLleHHbIX KaTeropui n3
CYLLEeCTBYIOLLEN N3MEHEHHOWN YYE€THON 3anuncu.
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INTERNET SECURITY x

MNameHuTb YHETHYHD 3anUChb NONb30BaTENA ?

Obwure Wcknouenna  Kateropuu

KaTteropnm
Q
Kareropua Bospacr Brnroueno
AgTomobunn Bce
ArpeccreHbIi 18+
Ankorons w Tabak 18+
Bes kateropun 18+
BuzHec u kapeepa Bce
BpenoHocHoe cogeprumos C orpanm... D
[ Rra m
Konwpoeats

KaTeropum

YcTaHoBMTE (hN1aXxoK B CToN6LEe BKAIOYEHO psifoM C KaTeropuen, 4Tobbl paspelwnTs ee. Ecnm
OCTaBWTb 3TOT (hJ1aXKOK CHATLIM, COOTBETCTBYIOLLAA KaTeropus 414 AaHHOW YHETHON 3anucu
pa3pelueHa He bypert.

INTERNET SECURITY e
M2meHMTb y4eTHYH 3anuck NoAb3oBaTens ?

Obwwue McrnroueHns  Kateropuwu

KaTteropnm
Q
Kateropwa Bospacr  Brnwueno
AgTomobunn Bce
ArpeccHeHbId 18+
Ankorons u TaBak 18+
EBes kateropun 18+
BuzHec u kapeepa Bce
BpenoHocHoe cogeprumos Corpanm.. [
[ Pra m
Konupoeats

Huxxe npuBeaeHbl HEKOTOPbIE NMPUMEPb KAaTeropuii (rpynmn), 0 KOTOPbLIX M0JIb30BaTENSAM MOXET OblThb
Hen3BeCTHoO.

* Pa3zHoe: 06bI4HO YacTHbIE (NI0KaNbHbIE) IP-afpeca, HanpuMep agpeca B UHTPaceTun
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(127.0.0.0/8, 192.168.0.0/16 n T. o). Beb-cant, Ha KoTopoM oTOBparkaeTcsa Kog ownbku 403 nnn
404, Tak>Xe nonagaeT B 3Ty KaTeropuio.

* He paspelueHHan: JaHHaa KaTeropus BKAOYaeT BEO-CTPaHULbI, KOTOPbIE HE pa3peLLeHbl 13-
3a BO3HVKHOBEHUS OWNOKM Npu NOAKYEHUN K MOAY 0 6a3bl JaHHbIX POAUTENLCKOrO
KOHTPONS.

* Bbe3 KaTeropum: Hen3BeCTHble BeO-CTpaHWLbl, KOTOPLIX eLle HeT B 6a3e AaHHbIX
POAUNTENIbCKOrO KOHTPOS.

* InHammuyeckan: Beb-CTpaHuLbl, KOTOPbLIE MepeapecoBbIBAOT Ha APYrue CTpaHuLbl Apyrux
Beb-canTos.

3awuTa bpaysepa

3awmTa bpaysepa — 3TO AOMNOJIHATENbHbIA YPOBEHb 3alMThl 415 BawunxX 6€30MacHOCTA 1
KOH(MAEHUMANbHOCTH, KOTOPLIN OrpaxaaeT namMmsaTb 6pay3epa 0T NPOBEPKM APYrMMU NpoLleccamu,
ynyyLwaeT 3aWmTy OT KJaBMaTypPHbIX LWMWOHOB 1 NpefoTBpallaeT BCTaBKy U3 bygepa obmeHa B
3aMLLeHHbIN Bpay3ep NtobbIX CBA3@HHbIX C OHJIANH-NAATEXaMN LaHHbIX, U3MEHEHHbIX
BPELOHOCHbIMM NporpaMMamMu. YTobel HaCTpouTb 3aWwuTy Bpay3epa, OTKponTe pasgen
PaclvpeHHble napamMeTpsl > 3awuTa > 3awmTa bpaysepa v caenante Bbibop cpeamn cnegyolmnx
OnNuUN KOHUrypaLLUK:

* 3aWwnTa baHKOBCKMUX onepaunn n bpaysepa

* CnunCcoK pa3spelleHHbIX 06beKTOB N4 3awmnThl bpay3epa

» Pamka bpay3epa

3awuTa 6aHKOBCKMX onepauui u bpaysepa

OyHKUMIo 3almTa BaHKOBCKMX onepaumni 1 bpay3epa MOXHO HaCTPOUTL B pa3zaene PaclumpeHHble
napameTpsl > 3awmuTa > 3awuTta 6paysepa > 3awuta 6aHKOBCKUX onepauui u bpaysepa.

3awmTa 6aHKOBCKMX onepauuin U Opaysepa

BknwounTb 3aMTy DAaHKOBCKMX onepauun n bpaysepa: Korga 3Ta (pyHKLNA BKOYEHA, BCE
nogaepxueaemsle Beb-bpay3epsl No ymondaHuio 6yayT 3anyckaTbCs B 6e30nacHOM pexxunme.

3awuTa Opay3epa

BkntounTe napameTp 3awmTa Bcex bpay3epoB, 4Tobbl BCce noanepxrpaemslie Beb-6paysepsi
3anyckanuce B 6e30MacHOM pexmme.

Pe>XXuM yCTaHOBKM PAaCLLUMPEHUSA: B PACKPLIBAIOLLEMCS MEHIO MOXHO BbIOpaTh, Kakue paclivpeHus
pa3peLleHo yCTaHaBAMBaTh B Gpay3epe, KOTOPbI 3aLLMLLEH C MOMOLLbIO ESET:

* CyLuecTBEeHHbIe pacLUMPEHMA: TOIbKO CaMble CyLLECTBEHHbIE paclUMpeHns, pa3paboTaHHble
KOHKPETHbIM Npoun3BoanTenem bpaysepa.
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* Bce pacCLluunpeHna: BCe pacllnpeHna, nogaepXXxmnBaeMble€ KOHKPETHbBIM 6pay3ep0M.

/I3MeHeHne pexxnMa yCTaHOBKW pacLUMPEHNIA He BAUSIET Ha paHee YyCTaHOBJIEHHbIE
pacwmpeHuns bpaysepa.

3awmweHHbIN Dpay3ep

PacluMpeHHas 3alMTa NaMATK: €C/IM 3TOT NapaMeTp BKJIIOYEH, NaMATb 3aliuLLeHHoro bpaysepa
OyneT 3aWuLleHa OT UCCNeL0BaHNS APYrMMU MPOLLeCCaMu.

3awumTa KnaBuaTypbl — €C/iv 3TOT NapaMeTp BKJIIOYEH, MHEOPMaLMS, KOTOPYIO Bbl BBOAUTE C
KJaBMaTypbl B 3allMLLIeHHOM 6pay3epe, ByAeT cKpbiTa OT APYrMX NPUI0XKEHWA. DTO NOBbILIAET
3alUUTY OT KJaBMATYPHbIX LUMVOHOB.

3awuTta 6ydepa obMeHa: ecnm 3Ta PyHKLUS BKIKOYEH], ESET Internet Security OyaeT
npeaoTBpaLlaTh BCTaBKY 0ObIX AaHHbIX, KOTOPbLIE CBSA3aHbl C OHNAWH-NAaTeXaMu 1 6blan
N3MeHeHbl Bpe4OHOCHbIMYK NMporpamMmmamm, u3 bycepa obmMeHa B 3aLMLLEHHbIA Bpay3ep. 9T0
obecneymBaeT 3aWUTY OT BO3MOXHbIX N3MEHEHWI, BHOCMMbIX BP€AOHOCHbLIM MPOrPaMMHbIM
obecneyeHvem.

Pamka Opaysepa — epcoHann3npynTe HaCTPOMKN 0TOBParKeHUs paMKy B 3aLLMLLIEHHbIX
bpay3epax.

Cnucok paspelleHHbiX 00BeKTOB ANA 3awWwuTbl Opaysepa — 31eCb MOXHO yrpaBaaTh annamm,
fo6aBneHHbIMY B CMUCOK pa3peLleHHbIX 00beKToB A4 3alnThl bpaysepa.

KoHdupeHUuManbHOCTL M Oe3onacHOCTb Opay3epa

Bkniountb pyHkumio «<KoHpupeHunanbHOCTb M Be3onacHoCcTb Opay3sepa»: ecnum 370T
napaMeTp OTKJ4YEH, paclmpeHne «KoHbuaeHUnanbHoCTb 1 6e3onacHocTb bpaysepa» byaeT
yZaneHo 13 Bcex NoaaepXxmnBaemMbix 6pay3epoB BO BCEX YHETHbIX 3anuncsax Windows.

OTobpaxatb yBepomnenunsa pyHkuum «KoncdpunaeHumanbHOCTL U De3onacHoCTb Dpay3epa»:
€C/IN 3TOT NMapaMeTp BKJIIOYEH, ESET Internet Security 6yaeT oTobpakaTb yBeAOMAEHNS (PYHKLMM
«KOoHnaeHunansHoOCTb 1 6e3onacHoOCTbL Bpay3epa».

CkaHep cueHapueB bpaysepa

BKnO4YMTb pacluMpeHHoe CKaHMpOBaHMue cueHapueB Opaysepa: ec/iv 3TOT NapaMeTp BKJIOYEH,
CKaHep 3alnThbl OT BUPYCOB ByaeT NpoBepsTb BCE NPOrpaMMmbl JavaScript, BbINOSHAEMbIE UHTEPHET-
bpay3epamum.

00

KOHTPOJIb YCTPOUCTB

ESET Internet Security obecrneynBaeT aBTOMaTUYECKUIN KOHTPOJIb YCTPOUCTB (KOMMNAKT-ANCKOB, DVD-
LVCKOB, YCTPONCTB USB U T. A4.). [aHHbIA MOAYb NO3BOJIAET B1I0KMPOBaTh UM U3MEHATb
paclIMpeHHble PUAbTPbLI U pa3peLleHns, a TakXe yKasbiBaTb, MOXET /1 N0Sb30BaTe b NoJy4YaTb
LOCTYMN K KOHKPETHOMY YCTPONCTBY ¥ paboTaTb C HUM. ITO MOXeT bbITb yAobHO, ecnn
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aIMMHUCTPATOP KOMMbIOTEPA XO4ET NPeaoTBPaTUTb UCMO/b30BaHNE YCTPONCTB C HEXENATE bHbIM
COOEPXKMMbIM.

nOﬂ,ﬂ,ep)KMBaeMble BHelLlHue YCTpOﬁCTBa:
o [INCKOBBIN HAKOMUTENb (KECTKUN OUCK, CbEeMHbIA USB-ANCK)
* KoMnakT-/DVD-ANCK
* [pnHTep USB
* FireWire XpaHunuie
* Bluetooth YCTpONCTBO
* YCTPONCTBO YTEHUS CMapT-KapT
* YcTponcTBo 06paboTku nsobpaxkeHui
* Mogewmsl
* LPT/COM nopT

* [NopTaTUBHOE YCTPONCTBO (YCTPOMNCTBA OT aKKYMYNsATOpa, TakKne Kak MyabTUMeONAHbIN
npourpbiBaTeNb, CMapTHOHbI, CAMOHACTPanBatoLWmMecs yCTPONCTea U T. A4.)

* Bce Tmnbl ycTponcTs

MapaMeTpbl KOHTPONSA YCTPONCTB MOXKHO U3MEHUTbL B pasfene [LOornoNHUTeIbHbIE HAaCTPOWKN >
3awuTbl > KOHTPONb YCTPOMUCTB.

LlenkHnTe nepekioydaTeNb BKAIOYUTL KOHTPOJIb YCTPOMUCTB, HTOObI BKJIYNTL OYHKLMIO
KOHTPOJA YCTPOMUCTB B ESET Internet Security. YT0Obl 3TO M3MeHEHMe BCTYNWUAO B cuiy, Heobxoammo
nepesanyCcTuTb KOMMblOTep. MNocne BKAYEHUS KOHTPOS YCTPOMUCTB MOXHO HAaCTPOMThL NpaBuia B
OKHe PefiakTop npasu.

Bbl MOXXeTe co34aTb pa3Hble Fpynnbl YCTPONCTB, K KOTOPbIM By AyT NPUMEHATLCS pa3Hble
npasuna. MoOXXHO co34aTb TOJILKO O4HY rpynny YCTPOUCTB, K KOTOPON NPUMEHSAETCS NpaBuiio C
nenctemem PaspewunTtb nnv BnokupoBka 3anucK. bnarogaps 3ToMy, Korga K KoMnbloTepy
NOAK/0YAOTCA HEpPaCno3HaHHbIE YCTPONCTBA, (YHKLNS KOHTPOASA YCTPONCTB X 610KuMpyeT.

Mpy NOAKYEHNN YCTPONCTBA, 3ab10KNPOBAHHOMO CyLLECTBYIOWMM NPaBUIoM, 0To6pasnTCcs OKHO
OMOBELLEHNS, U JOCTYN K yCTponcTBy byaeT 3abnoknpoBaH.

Pepnaktop npaBun AN KOHTPOJIA YCTPOMUCTB

B okHe PepakTop npaBun A KOHTPOJA YCTPOMUCTB 0TOOparkaloTcs cylecTeytowme npasuna. C
€ro NOMOLLbI MOXKHO KOHTPOJIMPOBaTb BHELLHME YCTPONCTBA, KOTOPbIE NONb30BaTENN NOAKIIYAOT
K KOMMblOTEpY.
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(@S INTERNET SECURITY o X

MNpaBwna
Q
Hmn Brato... Tun Onucanmne Dedcrene Monesoeatenn  Cepbesnocmn
JNoGaBuTe 3anonHKTE

Bbl MOXKeTe pa3pelmnTb nam 3abnokmpoBaTh onpenesieHHble yCTPONCTBA A1 KOHKPETHbIX
nofb30BaTeNEN UAN UX FPYNM, @ TaKXXe B COOTBETCTBUN C AOMOJNHUTESIbHBbIMK NapamMeTpamu,
KOTOpble 3a4alTCa B KOHpUrypaumum npasui. B cnucke npasun 415 KaX4oro npasuia
oTobpa)kaeTcs onncaHme, BKAKYaloLLee Ha3BaHMe 1 TUM BHELLHEro YCTPOWNCTBa, AeNCTBME,
BbINOJIHAEMOE MOC/e ero NoAKAYEHNSA K KOMMbIOTEPY, @ TakXKe Cepbe3HOCTb 418 XypHana. Cwm.
TakxXe cTaTblo [JobaBsieHre npaBua KOHTPOA YCTPOWCTB.

Ina ynpaBaeHnsa NpaBuioM UCNONb3ynTe KHONKK [lo6aBuTb v U3MeHuTb. YT0ObI CO3aaTh
npaBuIo C NCNOJIb30BaHMEM 3apaHee 3aJaHHbIX NapaMeTpPoB 13 APYroro npasuia, HAXKMUTE KHOMKY
KonupoBaTb. XML-CTPOKWN, KOTOPbIE 0TOBpaXkatoTCs, eCn WENKHYTb NPaBuno, MOXKHO CKOMMPOBaTb
B bychep obmeHa. Kpome Toro, oOHuM MOryT NOMOYb CUCTEMHBLIM aAMUHUCTPATOPaM 3KCMOPTUPOBATh
UM MMMNOPTMPOBATb 3TU AaHHbIE, @ TaKXe NCMONb30BaTb UX.

YT106bI BbIAEINTH HECKO/IbKO NPaBul, LLENKHUTE UX, YOAEPXKMBasa HaXkaTon Knasuwy CTRL. 3aTeM Ux
MOXXHO byeT 04HOBPEMEHHO yAanuTb MMb0O nepemMecTuTb K Havany uam KoHUy cnucka. C nomMoLbo
hnakka BK/IIOYE@HO MO)XKHO OTKJII04aTb U BKJIIOYATb NPaBuI0. ITa PYHKUMA MOXKET NOHaZobuTbCs,
€C/IN Bbl XOTUTE OCTaBUTb NPaBuJIo.

LLlenkHnTe 3anonHUTb, YTOObI BbINOJHUTL aBTOMaTUYECKOE 3aMnofIHeEHNE napaMeTpoB ON1a CbEMHbIX
HoCUTenen, NOAKIOYEHHbIX K KOMMbIOTEPY.

MpaBuna NpvBeaeHbl B MOPSAKE UX MPUOPUTETA: UMetoLwne Boee BbICOKUIA MPUOPUTET NpaBuia
pacrnonaratTcsa 6vKe K Havany cnncka. [ns nepeMeleHnst oTAeNbHbIX NPaBu UAW FPynn npaBu

NCNOMb3YNTE KHOMKM B Hauano/Beepx/BHu3/B koHew,.

3anncu XXypHaaa MOXHO MPOCMOTPETb B [JIaBHOM OKHe MporpamMmsl B pasgesie AHCTpyMeHTbI >
Qanabl XXypHaia.

B XypHan KOHTPOJIS YCTPOUCTB 3anuCbiBalOTCA BCE Cyyau, Korfa cpabaTbiBaeT PyHKLMA KOHTPOSIA
YyCTPOWCTB.
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ObOHapy>XeHHble YCTPOUCTBA

C NoMOLLbO KHOMKM 3anOAHUTb MOXKHO 03HAaKOMUTLCSA CO Cneayowen nHgpopmaumnen o
NOOKJIIOYEHHbIX Ha OAHHbI MOMEHT YCTPOMNCTBAX: TUM YCTPONCTBA, NPON3BOAMTESNb, MOLEb U
CEepUIAHBIA HOMep (ecan ecTb). ECnm Bbl XOTUTE MPOCMOTPETH BCE CKPbITbIE YCTPONCTBA, Bbibepute
Moka3biBaTb CKpPbITbie YCTPOUCTBA.

BbibepuTe yCTpONCTBO B CMCKE 0OHAPYXXEHHbIX YCTPOMCTB Y HAaXXMUTE KHOMKY OK, 4T0bbl 100aBUTH
NnpaBno0 KOHTPOJIS YCTPOUCTB C NpeABapuUTeNibHO 3aaHHON MHGopMaLunen (BCe NnapaMeTpbl MOXHO
HacTpanBaThb).

YCTpONCTBa B peXNMe HU3KOro 3HepronoTpebneHns (Cnawem pexmMe) oTMeYeHbl 3Ha4YKOM
npepynpexgeHusa . Ytobbl akTMBupoBaTb KHOMKY OK 1 o6aBuTbL NpaBuio 415 3TOro yCTPONCTBA,
chenanTe cnepywoulee:

* nOBTOpHOG nogkat4yeHmne yCTpOI\ﬂCTBa

* icnonb3oBaHmMe yCTponcTBa (Hanpumep, 3anyck NpuioxxeHns «Kamepa» B Windows Ans
akTuaumm seb-kamepsl)

IobaBneHue NpaBuJl KOHTPOJIA YCTPOUCTB

MpaBUIOM KOHTPOS YCTPONCTB ONpefensieTcs AeNCTBIE, BbINONHAEMOE NPU MOLKIYEHNN K
KOMMbIOTEPY YCTPONCTB, KOTOPbIe COOTBETCTBYIOT 3aJlaHHbIM KPUTEPUSM.

NTERNET SECURITY X

Jo6aBuTb Nnpasuno ?

Vran Bez nmeHu

|_|FIEEI.'1.I10 EKNHIYEHD D

Tun ycrpoicTea JWCKoBRIA HAKONUTE L >

feicTene Pazpewumnts >

Tun KpuTEpHEs YcTpoiicteo e
Mpoussogutens

Meoaens

CepuitHelid HoMep

CepbeEsHOCTb PEFMCTRMEYEM b

CErs ~
coBBITHI Beeraa

Cnwncok none3ceatensi MzmerHnTs

YEEAOMWTE NONL30EATENA D
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Y10bbI YNPOCTUTb I/I)J,eHTI/Iq)I/IKaLI,I/HO npaswuia, BBEOAUTE €ro ornncaHMeE B NnoJie Nma. YTobbl BKIOUYNTD
NN OTKJIIOYUTL 3TO NPaBuo, WeJIKHNTE MNOJ1I3YHOK pAAOM C 3J1EMEHTOM I'Ipanmo BKJ1IOYEHO. JT0
MOXXeT OblTb NONE3HO, €C/IN MOSHOCTbIO Y0aAaATb NPaBU10 HE HYXKHO.

Tun ycTpoucTBa

B packpbliBatoLLeMcs MeHto BbibepuTe TUM BHELIHero ycTponcTea (QUCKOBBIA HAaKOMUTENb,
nopTaTMBHOE YCTPOWCTBO, Bluetooth, FireWire 1 T. A.). CBeieHMs 0 Thne yCTPOMUCTBa NOCTYNalT OT
onepaLnoHHON cUCTeMbI. IX MOXXHO MPOCMOTPETH C MOMOLLbLIO AUCreTyepa YCTPONCTB, ecnu
YyCTPOWCTBO MOAKJIIOYEHO K KOMNbIOTEPY. K HaKoNUTeNM OTHOCATCS BHELLHUE OUCKA W1
TPaAVLMOHHbIE YCTPONCTBA YTEHUS KapT NaMsATH, NOLK/OYEHHbIE MO NPOTOKOY USB uaun FireWire.
YCTponcTBa YTeHMS CMapT-KapT NO3BOJIAOT YMTaTb KapTbl CO BCTPOEHHbIMU MUKPOCXEMaMK, Takue
Kak SIM-KapTbl AN NAEHTUDUKALNOHHbIE KAPTOYKW. MpruMepamu ycTponcTs Ans obpaboTku
n300parkeHnn cny>xaT CKaHepbl N KaMepbl. Tak Kak 3TW YCTPOMUCTBa NPefoCTaBA0T CBeAeHNs
TONbKO O CBOUX AENCTBUSAX, @ HE 0 MoJIb30BaTeNAX, 3a6J10KMPOBaTh X MOXHO TO/bKO r106asbHO.

Nencrteue

JoCTyn K yCTPOWCTBaM, He NpefHa3Ha4YeHHbIM A5 XPaHEHUS AaHHbIX, MOXXHO TOJIbKO pa3peLwnTb
nnm 3abnoknpoBaTb. HanpoTue, NpaBuna Ans YCTPONCTB XPaHEHUSI AaHHbIX NO3BONIAOT BbIOPATh
OZIHO M3 YKa3aHHbIX HMXe Npas.

* Paspewutb — O6yaeT pa3pelleH NoAHbIN 4OCTYMN K YCTPONCTBY.

* BnokupoBaTb — JOCTYM K YCTPONCTBY byneT 3abs0KknpoBaH.

* BnokupoBKa 3anucu — ByaeT pa3peLlleHo TONbKO YTEHNE OaHHbIX C YCTPOMCTBA.

* Mpepynpenntb — Npu KaXx40M NOAKAOYEHNM YCTPONCTBA NOJIb30BaTE b NOJlyvaeT
yBeZlOMJIeHNe, pa3peLleHo Jin 3TO YCTPOMNCTBO nan 3a610KNPOBaHO, 1 MPU 3TOM CO34aeTCs
3anncb XXypHana. YCTPOMCTBa He 3anoMMHaloTCA. YBeAOMeHMa 0TOOparkatoTCa Npy Ka oM
NMOBTOPHOM MOAKJIOYEHUN OJHOI0 1 TOrO e yCTPONCTBa.

ObpaTnTe BHMMaHMWE, YTO NOJIHbIA CMIUCOK OENCTBUN (pa3peLLeHmnin) 4OCTYNEH He 419 BCEX TUMOB
YyCTPONCTB. ECAM yCTPONCTBO OTHOCUTCS K TUNY XpaHMAuL, 6yayT OOCTYMHbI BCe YeTblpe AeNCTBUS.
Ecan yCcTponcTBO He NpegHa3HavYeHOo ANS XPaHEHMA AaHHbIX, 4OCTYMHbI ByAyT TONLKO TPU AENCTBUS.
Hanpumep, npaso BAokupoBKa 3anucu HENPUMEHNMO K Bluetooth-yCTponCTBaM, NO3TOMY AOCTYN K
HUM MOXXHO TOJIbKO pa3pelnTb, 3a010KMPOBaTh UK Pa3peLwlnTb C NpeaynpexaeHnem.

Tun KputTepues

BbibepuTe 3neMeHT Fpynna ycTPpoMUCTB 1 YCTPOUCTBO.

C NOMOLLbIO YKa3aHHbIX HM)XKE A0MN0JIHUTENbHbIX NapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuia
[ANS pa3HblX YCTPOMNCTB. Bo BCex NnapameTpax y4MTbIBAETCSH PErUCTP U NOALEPKMNBAKOTCS
MoACTAaHOBOYHbIE 3HAKKU (*, ?):

* MpousBoauTenb — GUALTPALMSA NO UMEHW U MAEHTUDUKATOPY NPOM3BOAMTENS.
* Mopenb — 1Ms YCTPOWCTBA.

» CepMitHbIA HOMEp — Y BHELLHNX YCTPONCTB 06bIYHO eCThb CepuitHbie HoMepa. Korfa peyb
NaeT o CD- Uin DVD-AUCKE, TO 3TO CEPUINHBLIA HOMEP KOHKPETHOro HOCUTENS, a He ANCKOBOAa CD-
QNCKOB.
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Ecnn gna aTux napaMeTpoB He 3afaHbl 3HaYEeHUS, BO BPEMSA CONOCTaBAEHNSA NPaBuIo
UrHopupyeT 3Tn nong. NapaMeTpbl GUNLTPALINN BO BCEX TEKCTOBLIX MNONAAX Y4YUTbIBAIOT
perncTp n Nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbLHLIN 3HaK (?) 0603HaYaeT
04MH CMMBOJ1, @ 3Be3[04Ka (*) — CTPOKY ANIMHON HOMb CUMBOOB 1 Bonee).

15 npocMoTpa cBefieHnin 06 3TOM YCTPOMCTBE CO3aiiTe NPaBMIO AN COOTBETCTBYIOLLENO
TUMNA YCTPONCTB, MNOAKJIIOYNTE YCTPONCTBO K KOMMbIOTEPY U 03HAKOMbTECH CO CBeEeHMSMU 06
YCTPOWCTBE B )KYPHaJe KOHTPOJIA YCTPONCTB.

Cepbe3HOCTb pPerucTpupyemMbix COObITUMN

MepcoHanbHbIN hanepBo ESET Internet Security COXpaHAeT AaHHble 060 BCEX BaXKHbIX COObITUSAX B
thanine xxypHana, KOTOPbIi MOXHO OTKPbITb U3 FTAaBHOI0 MeH0. LLlenkHnTe CnyxebHble
nporpaMmbl > ®aisibl XXYpPHaNoB 1 BbibepnTe B packpbiBatoLeMcs cnncke XKypHan 31eMeHT
KOHTpPOJIb YCTPOMUCTB.

* Bcerpa — 3anucbiBaloTCA BCe COObITUSA.

* IMarHoOCTUKA: pPerncTpmupyeTcs nHopmaums, Heobxoaumas ansa TUATENbHON HACTPOMKN
NporpamMmbl.

* UHopMaumusa — B XXypHas BHOCATCA MHPOPMALIMOHHbIE COOBLLEHNS, B TOM Yynucie coobuieHns
06 ycneLwHoM BbINOJIHEHU 0OHOBNEHMS, @ TaKXXe BCE NepPeYNC/IEHHbIEe Bbille 3anncu.

* MpeaynpeXxxaeHue: 3anncoiBaeTCs UHGOpMaLmMs 060 BCEX KPUTUYECKUX OLLIMBKaXx
npefynpexxaeHunsx.

* Huyero — XypHanbl He CO34aloTCH.

Cnucok nonb3oBaTesien

[MpaBuia MOXXHO Ha3Ha4vYaTb TOJILKO A/ HEKOTOPbIX nonb30BaTeNen N nx rpynn, nobaBneHHbIX B
CNNCOK NoJib30BaTeNenN, LWeNKHYB NYHKT U3MeHUTb pALOM C 3JIEMEHTOM Cnucok nonb3oBaTenem.

* lobaBuTb — OTKPLIBAETCA AMaN0Orosoe okHo Tunbl 00bekToB: Mosb3oBaTeNU U rpynnsbl, B
KOTOPOM MOXHO BblBpaTb HYyXHbIX NOJIb30BaTesNeN.

* YpanuTtb: BbIOpaHHbI/ NONb30BaTENb YAANAETCA U3 (huabTpa.

Cnncok nonb3oBaTesien Hefb3s ONPeaenTb AN NPaBu C YKa3aHHbIMU TUNamMy YCTPONCTB:
* USB-NpuHTEP

* YCTPOWCTBO Bluetooth

* YCTPOWCTBO YTEHUA CMapT-KapT

* YcTponcTBo 06paboTku n3obpakeHuni

* Mogemsl

* LPT/COM-NOpPTHI

YBeaoMuTb nonb3oBatens — npu noakoyYeHnmn yCTpOI7ICTBa, 3a6J'IOKI/IDOBaHHOFO cywiecTBeytownm
npaBnIoM, 0T06pa3I/ITCF| OKHO OornoseLlleHnA.
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Fpynnbl YCTPOUCTB

|A YCTPONCTBO, MOAK/IOYEHHOE K KOMMbIOTEPY, MOXKET NPEeACTaBAATb yrpo3y 6e3onacHoCTu.

OKHO rpynn yCcTpoWCTB pa3fesieHo Ha ABe YacTu. B npaBon 4acTu OKHa oTobparkaeTcsa Crmncok
YCTPOWCTB, BXOAALMX B BbIbpaHHYIO rpynny, a B 1€BOM YaCTU — CO3aHHbIe rpynnbl. Beibepute
rpynny Ana oTobpa)keHus yCTpouCcTB Ha NpaBon NaHesnu.

OTKpbIB OKHO rpynmn yCTPOMNCTB U BbIOpaB rpynny, Bbl MOXXeTe f006aBNATb YCTPONCTBA B CMUCOK UK
yoansatb ux n3 Hero. Job6aBnaTb yCTPONCTBa B FPYMNny TakXXe MOXKHO MOCPeACTBOM UMMOPTa AaHHbIX
06 ycTponcTBax n3 anna. Mnm xxe MOXKHO HaXkaTb KHOMKY 3anosHUTb. B 3TOM cny4yae Bce
yCTPONCTBA, NOAKI/IOYEHHbIE K KOMMblOTEPY, 0TO6pa3AaTcs B OkHe OBHapy>XeHHble YCTPOUCTBA.
BbibepuTe yCTpONCTBa M3 3TOro CAncKa v HaxxmuTe KHornky OK, 4Tobbl o6aBUTbL 1X B rpynny.

DJZ1IeMEeHTbl ynpasJjieHusA

Do6aBuTb. M03B0NISET A06ABNTL rPYMNy, BBEAS €€ NMS, UMW YCTPOMCTBO B CYLLECTBYIOLLYIO Fpynny
(B 3aBMCMOCTM OT TOr0, B KaKOW YacTV OKHa Ha)kaTa KHOMKa).

N3MeHuTb. [103BONAET N3MEHUTb UMS BbIOPAHHOW FPYNMbl NAX NapaMeTpPoB YCTPOMCTBA
(npoun3BoanTENb, MOAENb, CEPUNHBLIN HOMEP).

Ypanute: ynaneHue BbibpaHHOA rpynnbl AW yCTPOWCTBA (B 3aBUCUMMOCTM OT TOr0, B KaKOW 4acTu
OKHa Ha)KaTa KHOMKa).

MMnopT. IMNoOpTMPYET CNMCOK YCTPOMCTB U3 TEKCTOBOro daina. Ans umMnopTa yCTPOWCTB U3
TekCToBOro taina TpebyeTcs npaBuibHOE HOPMATUPOBAHUE:

* KaX[10€ YCTPONCTBO A0/KHO ObITh YKa3aHO C HOBOW CTPOKM;

* ON151 KaXKO0ro yCTPONCTBA O0/IKHbI ObITb YKa3aHbl YEepe3 3anATyio CBEAEHUA O
npoussoauTtene, MoaeJsin 1 CepMﬁHOM HOMepe.

BoT npumep coaepxmMMoro Takoro TEKCTOBOrro hanna:
Kingston,DT 101 G2,001CCEGDGRFC0371
04081-0009432,USB2.0 HD WebCam,20090101

IKCNOPT. IKCMOPTUPYET CMNCOK YCTPONCTB B hal.

C noMoLL b KHOMKN 3anosIHUTb MOXKHO 03HAaKOMUTbLCS CO C/leflytoLLen nHpopmaLunen o
NOAK/OYEHHbIX Ha AaHHbIN MOMEHT YCTPOMCTBAX: TUM YCTPOWCTBA, NPOM3BOAMUTESb, MOAESb U
CEepuHbIA HOMep (ecnn ecTb).

Aob6aBuTb YCTPOUCTBO

LenkHnTe J06aBUTb B NPaBOM OKHe, 4T0OblI 106aBMThL YCTPOMCTBO B CyLLeCcTBYOLWY rpynny. C
NMOMOLLbIO YKa3aHHbIX HMXKE A0MN0JIHATENbHbIX NapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuaa ans
pa3HbIX YCTPOMCTB. BO BCeX NapaMeTpax y4UTbIBAETCA PErNCTP U NOALEPKUBAOTCS
NOACTaHOBOYHbIE 3HAKMK (*, ?):

* MMpounsBoguTens: GuabTpaLMsa N0 UMEHN UK ID NPON3BOANTENS.
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* Mopenb — 1MsA YCTPOWCTBA.

* CepuiHbIN HOMEp — Y BHELUHMX YCTPONCTB 06bIYHO €CTb CepuitHble HoMepa. Koraa peyb
naeT o CD- uin DVD-AUCKE, TO 3TO CEPUIAHBIA HOMEP KOHKPETHOr0 HOCUTENS, a He ANCKoBoAa CD-
LUCKOB.

* OnucaHue — Balle OnucaHne yCTPOMCTBA.

Ecnm ond 3Tnx napaMeTpoB He 3afaHbl 3HAYEHMS, BO BPEMSA COMOCTAaBJIEHNS NPaBuJIo
UrHopupyeT 37K nosas. NMapameTpbl PuUAbTPaLMUM BO BCEX TEKCTOBLIX MNOAAX YYUTbIBAIOT
perncTp n Nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKWN (BONPOCUTENbLHLIN 3HaK [?] 0603HaYaeT
O04MH CMMBOJ1, @ 3Be3[04Ka [*] — CTPOKY ANMHON HOMb CUMBONOB K Bonee).

[na cCoXxpaHeHns n3MeHeHUNn HaxxmnTe KHonky OK. YTo6bl 3aKpbiTb OKHO Fpynnbl ycTponcTs 6e3
COXPaHeHMNsa N3MeHeHWN, WenkHuTe OTMeHa.

Mocne co3naHnsa rpynnbl YCTPONCTB HEOOXOAUMO AN CO3AaHHOW FPYNMbl YCTPONCTB A00aBUTh
HOBOE MPaBuJI0 KOHTPOS YCTPOMCTB U BbIOpaTh BbINOJHAEMOE OeNCTBME.

ObpaTnTe BHUMaHWE, 4TO MOJIHbIA CINCOK AENCTBUI (pa3peLleHnin) 4OCTYNeH He ANd BCEX TUMOB
yCTPONCTB. ECAIn yCTPONCTBO OTHOCUTCS K TUNY XpaHuAuL, 6yayT AOCTYMHbI BCe YeThipe AeNCTBUS.
ECnv yCTponCTBO He npefHa3Ha4yeHo Aas XpaHEeHUs faHHbIX, OCTYMHbI TOJIbKO TPU AENCTBUA.
Hanpumep, nenctsne BAOKMpPOBKA 3aNUCKU HELOCTYNHO A5 Bluetooth-yCTPOMCTB, MO3TOMY AOCTYN
K HAM MO>XHO TOJIbKO pa3peLumnTsb, 3ab0KMpoBaTb AN pa3pelnTb C NpeaynpeXxaeHnem.

3awuTa Beb-kamepbl

3awuTa Beb-kaMepbl: ONOBELLAET 0 TOM, KaKue MPOLECChHl U MPUSIOXKEHMUS OCYLLECTBASIOT LOCTYN K
NOAKIOYEHHON K KOMMbloTepy Beb-kamepe. Koraa npuno)eHne nonbiTaeTcs oCyLWecTBUTb AOCTYN K
BalLei KaMepe, Bbl NOJy4nTE YBEJOMAEHME. B HEM MOXXHO pa3peLwnTb 11bo 3abnokupoBaTth
nocTyn. LiBeT okHa yBeOMJIEHMSA 3aBUCUT OT penyTauuy NpuaoKeHus.

MapaMeTpbl 3aLLNTbl BEO-KaMepbl MOXHO U3MEHWUTb B pa3fesie PacluyipeHHbIe napaMeTpsl > 3aluTa
> KOHTpONb YCTPOMUCTB > 3awuTa Beb-kamepbl.

Y706bl aKTMBMPOBaTb YHKLMIO 3aLMTbl Be6-Kamepsbl B ESET Internet Security, BKJIOYUTE MOM3YHOK
PALOM C 3/1eMEHTOM BKAIOYMTBb 3aluTy Beb-KaMepbl.

Ecnm 3awumTa BE6-KaMepr BKJ1IOYEHa, 3/1IEMEHT I1paBm1a CTaHOBUTCA aKTUBHbBIM, N Bbl MOXXETE
OTKPbITb OKHO PefnakTop npasu.

YT0bbl OTKNIOYMTb OMOBELLEHMSA A5 MPUNOXKEHUI C NPABUIOM, KOTOpPbIe BblI U3MEHEHbI, HO BCE
eLle UMeT OeACTBUTENbHYIO LGPOBYO NOANUCL (HanpuMep, 0OHOBIEHMEe NPUIOXKEHNUS), BKIIDYNUTE
MON3YHOK PAAOM C 371eMeHTOM OTKI0YUMTb ONOBELLLeHUs 0 focTyne K Beb-kamepe pgns
M3MEHEHHbIX MPUNO0XKEHUHN.

PepakTop npaBuna 3aliuTbl Beb-KaMepbl

B 3TOM OKHe 0TobparkaloTCa MMetoLwMecs nNpaBuia 1 NpefocTaBASeTCS BO3MOXHOCTb YPaBNAThb
NPUNOXKEHUSMI W NPOLLECCaMK, KOTOpble OCYLLECTBAAIT JOCTYN K Beb-KamMepe Ballero KoOMnbloTepa,
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OCHOBbIBadACb Ha coBepLIEHHOM BaMU NEeNCTBUN.
,D,OCTyI'IHbI nepevncsieHHble nanee nencreuns.

e PaspewnTb AocTyn
e 3abnokupoBaTtb gocTyn

e 3anNpoCcuTb: CrpalLMBaTh NOJb30BATENS KaXKAbIi Pa3, KOraa NpuioXeHne nbiTaeTcs
noay4uTb AOCTYN K Beb-kamepe.

YT0ob6bl NepecTaTh NONyYaTb YBEAOMEHNS, KOrAa NPUI0XKEHNS NOAYyYatloT AOCTYN K Beb-kamepe,
CHUMUTE (h1aXKoK B cTonbue «YBeOMUTb>.

Co3fgaHume 1 n3MeHeHue npasua Beb-kamepsbl B ESET Internet Security.

ThreatSense

ThreatSense — 3TO TEXHOJIOMMSI, COCTOALLAN N3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHapy)XeHWs yrpos.
dTa TEeXHONOrns ABNAETCS yNpeXXAatoLen, T. €. OHa 3aluLaeT OT HOBOW Yrpo3bl yKe B Havasle ee
pacnpocTpaHeHuns. Mpu 3TOM NCNOJSIb3YeTCs COYeTaHUe aHaM3a U MoLeNNPOBaHNA Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moayib CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
AaHHbIX OAHOBPEMEHHO, YTO AeNaeT 3PPEKTUBHOCTL U KONMYECTBO 0OHAPYXUBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHONOrMS ThreatSense TakXXe YCMELHO YHUYTOXKAET PYTKUTHI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpPOB CKaHMPOBAHWS:
* PaCLLUMPEHNS 1 TUMbI (hainIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYEeTaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHW OYUCTKU W T. 4.

YT106blI OTKPLITH OKHO MAapPaMeTPOB, LLENKHUTE ThreatSense B OKHE PaCLUVPEHHbIX NapaMeTpoB J1loboro
MOAY /A, NCMOJIb3YIOLLEro TEXHOMOT N0 ThreatSense (CM. HIKe). Pa3Hble cLieHapumn obecneyeHmns
6e3onacHoCTM MoryT TpeboBaTb Pa3IMYHbLIX HACTPOEK. [03TOMY TEXHOJIOr M0 ThreatSense MOXXHO
HAaCTPOUTb OTAE/IbHO AJ1S1 KaXKAO0r0 13 NepevyncIeHHbIX Aanee Moayen 3aWuTbl.

* 3alMTa B pexmme peanbHOro BpeMeHm
* CKaHMpoBaHWe B COCTOAHMM NPOCTOA

* CKaHWpOBaHMe npu 3anycke

* 3almTa JOKYMEHTOB

* 3aluMTa NOYTOBOrO KJIMEHTa

* 3almMTa goctyna B UHTepHeT;

* CKaHMpoBaHMe KOMMbIOTEpPa
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MapameTpbl ThreatSense XOPOLLO ONTUMMN3MPOBAHbI A8 KaXKA0ro U3 MOAY/EN, @ UX N3MEHEHUNE
3HAYUTENbHO BAUSIET Ha NOBELEHNE CUCTEeMb. Hanprumep, n3MeHeHUe napaMeTpPoB CKaHNPOBaHUS
YMNaKOBLUMKOB B PE)XMME peasibHOro BPEMEHW NN BKJIIOYEHNE PaCcLUMPEHHOW 3BPUCTUKK B MOLy e
3aWnThl (HaNIOBON CUCTEMBI B PEXMME peasibHOr0 BPEMEHU MOXKET 3aMeanTb paboTy cucTeMsl
(06bI4HO TONIbKO HOBbIE (hali/ibl CKAHMPYIOTCS C NPUMEHEHNEM 3TUX METOLO0B). PEKOMeHAYeTCSs He
N3MeHSTb NapaMeTpbl ThreatSense MO YMOMYAHUIO HU ANt KAKUX MOAYNEN, KPOME MOAY S
«CKaHUpOBaHMe KOMMbOTEPa».

CkaHupyeMmbie 00beKTbl

B 3TOM pa3pgenie MOXKHO yKa3aTb KOMMOHEHTHI U halisibl KOMMbOTEPa, KOTopble byayT
CKQHUPOBATLCA Ha HaNNYME 3aPaXKEHUN,

OnepaTuBHaﬂ NaMATb: CKaHNPOBaAHNE Ha Haln4ne yrpos, KOTopbl€ aTakKylOT ONEPATUBHYIO MaMATb
CNCTEMBI.

3arpy3ou4Hble CeKTOPbI/UEFI. 3arpy304Hble CEKTOPbI CKaHUPYIOTCS Ha Haanyne BpeaoHOCHbIX
NpPorpamMM B OCHOBHOW 3arpy304Hoi 3annucu. LonosHUTebHbIE CBeeHNns 0 UEFI CM. B I10CCapum.

MouyToBbie pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. [porpaMma NoAAep)XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOTne gpyrue.

CaMopacnakoBbIBalOLLLMECH apXMBbl. TUM apXxnBOB (SFX), COAEPXXMMOE KOTOPbIX MOXXET
N3BNIEKATbCA aBTOMATUYECKMN.

MporpaMMbl CKaTUA UCNOJTHAEMbIX (palNoB: B OT/IMYME OT CTaHAAPTHbIX TUMOB APXUBOB,
NPOrpaMMbl CXKAaTUS MCNOJIHAEMbIX (DaliNoB MNOC/E 3aMyCcKa pacnakoBbIBalOTCS B NaMaTu. bnarogaps
3MYNSALUMM KOAA MOAY/lb CKAaHMPOBAHMS PACNO3HAET HE TONIbKO CTAHAAPTHbIE CTaTUYECKUNe
YMaKOBLLMKMN (UPX, yoda, ASPack, FSG 1 T. I.), HO U MHOXXeCTBO APYruX TUMOB YNaKOBLLMNKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeAMET 3apakeHuid. [JoCTynHbl creayoLme
BapWaHThbI:

IBPUCTUYECKUIA aHANMN3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLLbIO CNeLanbHOro
anropuTtMma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToa SBASETCS CNOCOBHOCTb MAEHTUMLMPOBATD
BPEeLOHOCHbIE MPOrpaMMbl, CBEAEHNS 0 KOTOPbIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCAM MOLY A
06HOBNEHMS.. HeAOCTaTKOM Xe SIBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXKHbLIX TPEBOT.

PacluMpeHHbIW 3BPUCTUHECKUI aHAJIM3/CUrHATYypbl pacnpenesieHHbIX CeTeBbIX aTak: a5
PACLUVPEHHOr 0 3BPUCTNYECKOr0 aHaNN3a NCMOb3yeTCs YHUKAbHbIM 3BPUCTUYECKUA afropuTm
KOMMaHUW ESET, KOTOPbIA ONTUMK3NPOBAH A5 06HAPY>KEHNSI KOMMbIOTEPHBIX YEPBEN U TPOSIHCKUX
NPOrpamMMm 1 HamnmcaH Ha BbICOKOYPOBHEBLIX A3blKaxX NPOrpaMMUpPoBaHus. icnonb3oBaHme
PACLUVPEHHON 3BPUCTUKIM 3HAYUTENbHBIM 00pa30M yBeNYMBaAET BO3MOXXHOCTY NPOAYKTOB ESET MO
obHapy»xeHuio yrpo3. C NOMOLLbI0 CUrHATYpP OCYLLECTBASETCA TOYHOE 0bHapy>XeHne u
naeHTUnKauns supycos. CuctemMa aBToMaTUYECKOro 06HOBNEHUS 06ecneYBaeT HaJIM4yMe HOBbIX
CUrHATYp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCTaTKOM Xe CUrHaTyp
SIBNISIETCS TO, YTO OHU MO3BOAT 06HAPYXMUBATb TONLKO N3BECTHbIE BUPYChI (MM NX HE3HAYNUTENbHO
MOAUMULNPOBAHHbLIE BEPCUN).
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O4yucTka

MapamMeTpbl O4UCTKM ONpeaensoT noBeaeHue ESET Internet Security MPU 04MCTKE 0O6EKTOB.
MpenycMOTPEHO YETbIPE YPOBHS O4NCTKMN.

ThreatSense UMeeT Takue ypoBHU UCrpaBnaeHns npobnem (T. e. 04NCTKN):

NcnpaBneHue B ESET Internet Security

Bcerpa ucnpasnatb MblITaTbCA UCNPABAATb OOHAPYXEHUS NpU 04NCTKe 06bekToB 6e3

obHapy>xeHus BMeLlaTeIbCTBa KOHEYHOr O MoJsib30BaTeNs. B HEKOTOPbIX Cinydasx
(Hanpumep, € CMCTEeMHbIMK hannamun), ecnm obHapyXXeHne He yaaeTcs
NcNpaBnUTb, 0BHapyXKeHHbIN 06 BLEKT OCTaBAAETCS B UCXOLHOM

PacnosioXKeHuu.

WcnpaBnatb MbITaTbCA UCNPABAATb OOHAPYXXEHUS NpU 04NCTKe 00beKToB 6e3

ODOHapy>XeHMs, ecnm 3TO BMeLlaTeNbCTBa KOHEYHOr0 NOJIb30BaTeNA. B HEKOTOPLIX C/lyHasx

be3onacHo, B apyrom (HanpumMep, cUCTeMHble (halibl NN apXMBbl, KOTOPbIE COAEPXAT U

cJslyvyae OoCTaBMUTb 4YUCTblE, U 3apakeHHble annbl), ecim obHapyXeHue He yaaeTcs
NcnNpaBuTb, 0BHAPYXXEHHbIN 0O0BEKT 0CTAaeTCH B UCXOLHOM
PacnosioXKeHunu.

UcnpaBnaTtb MblTaTbCsA NCNPaABAATbL OOHAPYXEeHUS Npu o4UCTKe 06bekToB. B

ODHapy>XeHUs, eCcam 3TO HEKOTOPbIX Cy4asnx, €CM HU OLHO U3 AEeNCTBUIA BbINOJHUTb

be3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0Jib30BaTe b NoJly4aeT UHTEPaKTUBHOE

csly4yae cnpawiuvBaThb npeaynpexaeHue, B KOTOPOM cnefyeT BoibpaTb AencTame no

ncnpaBaeHnio (Hanpumep, yoanauTb WAN MPOUrHOPMPOBaThL). ITOT
napameTp pekoMeHAyeTcs B 60NbLINHCTBE C/Ty4HaEeB.

Bcerpa cnpawmBatby  KOHeYHOMY MoJ/ib30BaTe0 0TOOPaXaeTCs MHTEPAKTUBHOE OKHO Npw

KOHEeYHOoro 04NCTKE 06BLEKTOB, 1 OH A0JIXKEH BbibpaTh AeNCTBME MO UCMPABAEHWIO

nonb3oBaTens (Hanpumep, yAanuTb UK NPONYCTUTbL). ITOT YPOBEHb NpeAHa3HayeH
Ans 6osee onbITHLIX NOJIb30BaTENEN, KOTOPbLIE 3HAIOT, KaKne OenCTBUA
cnefyeT NpeanpuHATh B Ciyvyae obHapyXeHus.

NckniouyeHus

PaclumpeHneM Ha3blBaeTCs YacTb MMeHW (haina, oTAeNleHHas 0T OCHOBHOW 4acTu TOYKoW. OHO
onpenenseT TMn anna n ero cogepXxnumoe. IToT pasaen ThreatSense NO3BONISET ONpenemTb TUMbI
cpa|7|nos, nopnexawnx CKaHMpoBaHMIO.

Apyroe

Mpy HacTpoiKe NapaMeTpPoB Moayns ThreatSense A1 CKAHWPOBAHUS KOMMblOTEPa No TpeboBaHMIo
Tak)e [I0CTYMHbI ONUCAaHHbIE HUXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHMpOBaTb aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/lbTEPHATUBHbIE MOTOKUN LaHHbIX,
ncnosib3yemble hainoBoi cmcTemol NTFS, — 3T0 CBSi3u (haiioB U Nanok, KOTopble He
0b6HapyX1BaTCS NPU NCMOJSIb30BaHUN 0BObIYHbIX METOA0B CKaHUPOBaHMA. MHOrne 3apaeHus
MaCKUPYIOTCS NOJL albTEPHATUBHbIE MOTOKU AaHHbIX, MbiTasicb N3bexaTb 06HapyXeHUs.

3anyckaTtb pOHOBOE CKAaHMPOBaHUE C HU3KUM MPUOPUTETOM: KaXKAbl NPOLLECC CKaHUPOBaHUS
noTpebnseT HEKOTOPOE KOIMYECTBO CUCTEMHbIX pecypcoB. Ecavm nonb3oBaTenb paboTaeT ¢
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pPecypCcoemMKMMu NporpaMMaMm, MOXKHO aKTMBMPOBATbL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKToB. )XypHa/ NpoBepKN 0TobparkaeT BCE 0TCKAaHMPOBAHHLIE (Dalinbl B
CaMOpPaCMNaKOBbIBALLMXCS apXMBax, AaXe He3apa)KeHHble (MOXeT co3aaBaTh 60/bLLIOE KONNYECTBO
JlaHHbIX XXYpHaJla CKaHMPOBaHUS N yBENNYNBATL pa3Mep ero gaina).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3Y0TCA
ONTUMasbHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHONO YPOBHS CKAHMPOBAaHWSA C
COXPaHEHMEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3aWUThl BbIMOJHAOT
NUHTENNEKTYaIbHOE CKaHWPOBaHWE, NPUMEHSS OTAe/bHblIE METObl A5 Pa3/NYHbIX TUMOB (hakNoB.
Ecnum onTuMmM3aLms Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOb3YIOTCA TOIbKO NOJIb30BaTENIbCKNE
HaCTPOVKK aapa ThreatSense Ka)K10ro Moy ns.

COXpaHHTb OTMETKY O BpeMeHUu nocsieaHero pgocrtyna: yCtaHOBUTE 3TOT qJJ'Ia)KOK, 4yTObbI
COXPaHNTb NCXOOHOE 3Ha4YeHNne BpeMeHN AoCTyrna K CKaHNpyeMbIM q3a|7|naM, a He 0B6HOBNATL X
(Hanpmmep, Onga ncnosib3oBaHMA C CUCTEMaMIK PE3EPBHOI0 KOnMnpoBaHUA HaHHbIX).

OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MakCMMabHbIA pa3mep 06 beKTOB U YPOBHM
BJIOXKEHHOCTMW apXMBOB /19 CKaHNPOBaHUS.

MapameTpbl 00bLEKTOB

MakcumanbHbI pa3mep obbekTa: onpefensieT MakCMaslbHbI pa3Mmep 06bEKTOB, NOANIEXKALLMNX

CKaHMPOBaHWI0. [JaHHbIN MOAY b 3alMTbl OT BUPYCOB ByAeT CKaHMPOBATb TONIbKO 00bEKTbI MEHbLLUE
yKa3aHHOro pasmepa. OT0T NapaMeTp PEKOMEHAYETCS MEHATb TOJIbKO OMbITHbIM MOJIb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWSA AN18 UCKIOYEHNS 13 CKaHMPOBaHWS 60nblUMX 06bEKTOB. 3HaYeHne
Mo yMOa4aHUto: He orpaHunyeHo.

MakcuManbHas NPoAoJKUTENIbHOCTb CKaHMPOBaHUA 0bbekTa (C): onpenenseT MakCUMasbHoe
3Ha4YeHVe BpeMeHn ANA CKaHMpoBaHMA (hannos B 06beKTe-KoHTenHepe (HanpuMep, B apxuse RAR/ZIP
NN B 3IEKTPOHHOM MNUCbME C HECKOJIbKUMW BIOXKEHMAMM). ITa HACTPOMKA HE MPUMEHAETCA K
OTAeNbHbIM (hannam. Eciv nonb3oBaTesb YKaXKeT COOCTBEHHOE 3HaYeHne 1 yKa3aHHOe BpeMs
NCTeYeT, CkaHnpoBaHue byaeT 0CTaHOBIEHO KaK MOXXHO CKOpee BHe 3aBMCMMOCTHK OT TOro,
3aBEpLLEHO NN CKaHMPOBaHME KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnn peyb naoet 06 apxmee ¢ 60bwMMKM haiamMn, CKaHpoBaHue byaeT NnpekpaLleHo He paHblue,
4yem npomsongeT nussnedveHve ansa n3 apxmea (HanpuMmep, Korgha nosib3oBaTesb 3afan 3Ha4YeHne B
3 CeKyH[bl, HO n3BJsie4yeHne panna 3aHnMaeT 5 cekyHn). [0 NCTeYeHUN 3TOro BpEMEHU OCTallbHble
(haisibl B apxvBe CKaHUPOBaTbCA He ByayT.

YT106bI OrpaHMYNTL BPEMSA CKAHMPOBAHUS, B TOM YnC/ie A5 apxmMBoB 60NbLIOro pasmepa,
NCcnonb3ynTe NnapameTpbl MakcuManbHbIR pa3Mep obbekTa 1 MakcuManbHbIK pa3mep ¢ainna B
apxuBe (He peKoOMeHAyeTCs B CBA3W C BO3MOXHbIMK npobnemamm 6esonacHoCcTw).

3HayeHne No ymos4aHuio: He orpaHmyeHo.

HacTpoWKu CKaHUPOBaHUA apPXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: ONpefensieT MakCUMabHyo rnybruHy NpoBepKn apXuBOB.
3Ha4yeHve no ymo4aHuio: 10.
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MakcuMmanbHbIA pa3sMmep panna B apxmBe: 3TOT NapamMeTp NO3BONSET 3a4aTb MaKCMMabHbIN
pa3mMep (haisioB B apxmee (Mpu NX U3BNEYeHNN), KOTOPbIE A0/KHbLI CKaHUPOBaTLCA. MakCMasibHOe
3HavyeHune — 3 IB.

He pekoMeHayeTCs U3MEHSTb 3HAYEHMA MO YMOJYAHUIO, Tak Kak 00bI4HO A5t 3STOr0 HET 0coboi
MPUYUHBI.

YPOBHU OYUCTKHU

YT0Obl U3MEHWUTb HACTPONKN YPOBHS OYNCTKUN NS HY>XHOO MOAYNS 3alUUTbI, PA3BEPHUTE INIEMEHT
ThreatSense (Hanpumep, 3awuTa ¢anIoBoN CUCTEMbI B peasibHOM BpeMeHM), a 3aTeM Bbibepute
B PACKPbLIBAIOLLEMCS MEHIO NMYHKT YPOBEHb OYUCTKM.

ThreatSense UMeET Takue YpPOBHU UCMPaB/IeHUSA I'IpO6J'I€M (T. . 04NCTKMK):

UcnpaBnieHUe B ESET Internet Security

Bcerpa ucnpasnstb MblITaTbCA UCNPaBAATb 0OHaPYXXeHUsA Npy 04NCTKe 06beKToB Be3

obHapyXxeHus BMeLlaTesIbCTBa KOHEYHOr 0 NoJib3oBaTens. B HEKOTOpPbIX Ciydasax
(Hanpumep, € CMCTEMHbIMK hannamun), ecnm obHapy>XeHne He yaaeTcs
NCNpaBnTb, 0BHAPYXXEHHbIN 06BEKT 0CTAaBNAETCSH B UCXOOAHOM

PacnonoXeHuu.
UcnpaBnaTtb MbITaTbCA UCNPABAATb OOHAPYXEHUS NpU 04NCTKe 00bekToB 6e3
ODOHapy>XeHMsA, ecnm 3TO BMeLIaTeNbCTBa KOHEYHOr0 NoJIb30BaTeNA. B HEKOTOPLIX C/lyHasx
besonacHo, B ApyroM (HanpumMep, cUCTeMHbIe halibl UM apXmBbl, KOTOPbIE COAEPXAT U
cnyyae ocTaBUThb 4YUCTblE, U 3apaXkeHHble (hannbl), ecim obHapyXeHue He yaaeTcs

ncnpaBuTb, 0BHapyXEeHHbIN 06 BLEKT OCTaeTCs B UCXOLHOM

pPacnonoXeHuu.
UcnpaBnaTtb MblITaTbCA UCNPABAATL OOHAPYXEHUS Npu o4UCTKe 06bekToB. B
ODHapy>XeHUs, eCam 3TO HEKOTOPLIX Cy4asnx, €CM HU OLHO N3 LENCTBUIA BbINOMHUTD
besonacHo, B ApyromM HEBO3MOXHO, KOHEYHbIN N0Jib30BaTe b MNoJjy4YaeT UHTEPAKTUBHOE
cnyvyae cnpaluivBaTtb npefynpexaneHve, B KOTOPOM clieflyeT BbibpaTb LeNCTBUE MO

ncnpaBaeHnio (Hanpumep, yaanauTb WX NPOUrHOPMPOBaThL). ITOT
napameTp pekoMeHAyeTcs B 60MbLINHCTBE C/y4aes.

Bcerpa cnpawmBaThb y KoHe4yHOMY nosib3oBaTento 0Tobpa)kaeTcs MHTEPAKTUBHOE OKHO Mpu

KOHE4YHOro 04MCTKE 06BbEKTOB, M OH A0J1KEH BbiOpaTh AENCTBUE MO NCMPABAEHNIO

nonb3oBaTtens (Hanpumep, yoanuTb UM NPONYCTUTL). ITOT YPOBEHb NpeaHa3Ha4vYeH
Ans 6onee onbITHLIX NOJIb30BaTENEN, KOTOPbIE 3HAIOT, KakMe AencTBma
cnepyeT NpeanpuHsaTb B Clydae obHapyXeHus.

NCKNIOYEeHHbIe U3 CKAaHUPOBAHUA PaCLUUPEHUnA
daunnos

WcknioYeHHble paclunpeHns annoB 0THOCATCS K ThreatSense. YT0Obl HACTPOUTL UCKIOYEHHbIE
pacwupeHmnst ainos, WenkHUTe ThreatSense B OKHE «PaclluvipeHHble NapaMeTpbl» ANs noboro
MOAYJIA, KOTOPbIA NCMOAb3YET TEXHONOI U0 ThreatSense.
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PacClUMpPEHMEM Ha3blBAeTCS YacTb UMEHU (aiina, OTAeNeHHas 0T OCHOBHOW 4acTu Toukoir. OHO
onpeaenseT TN (aiina n ero coaepXxmMmoe. ITOT pasfes ThreatSense MO3BOJSISET ONPEAENUTL TUMbI
haiinoB, NoAeXallMx CKaHPOBAHMIO.

He cnepyeT nyTaTh 3TY (PYHKUWIO C SPYTMMU BO3MOXXHOCTAMU UCKOYEHNA — VIcKioYeHns
onsa npoueccos, cknyeHns cncteMsl HIPS nnm NickawyeHnsa danaios/nanox.

Mo yMONYaHUIO CKaHMPYTCA BCe annbl. JTloboe pacumpeHne MoXXHO 0obaBnTb B CMUCOK (halinos,
NCKOYEHHbIX M3 CKaHUPOBaHMS.

NHoroa moxeTt ObITb H606X0,EI,VIMO NCKJTIOYNTDb q)aI7IJ'IbI, eC/in CKaHNnpoBaHWe onpenesieHHbIX TUMNOB
hannos NpenaTCTBYET HOPMaJibHOM paboTe NporpaMMbl, KOTOPas NCMOb3YEeT 3TN PacCLUMPEHUS.
HarlleMep, MOXET BObITb MN0JIE3HO UCK/IIOYNTb pacwmpeHuna .edb, .eml 1 . tmp NPU UCNOSL30BaHNMK
cepBepoB Microsoft Exchange.

Ons pobaBneHns B CNCOK HOBOMO pacluMpeHmns Haxxmnte JlobaBuTb. Beeaute paclimpeHve B
nycToe nose (Hanpumep, tmp) 1 HaxxmMuTe KHOMKy OK. BbibpaB BapnaHT [L00aBUTb HECKOJIBKO
3Ha4YeHUU, MOXHO 100aBNTb HECKOJIbKO paclUMpeHnin UMeH (hanios, pa3aenns X CUMBOJIOM
nepesoja CTPOKU, 3anaTon Un TOYKOW C 3anaTon (Hanpumep, BolbepuTe ToYKa € 3anATOW U3
PaCKpbIBalOLLEroca MEHIO B Ka4eCTBe pa3fenntens u seeante edb;eml; tmp).

MO>XHO MCNOJIb30BaTh CNeuunasibHbI CUMBOJT «?» (BONPOCUTESbHBLIN 3HaK). BonpocuTebHbIN
3HaK npencTasnseT nbon cumson (Hanpumep, ?db).

Y7066l yBUAETL pacluMpeHune aina (Npy HaanyYMM pacluMpeHns) B onepaLMoHHON cucTeme

Windows, HE06X0ANMO YCTaHOBUTL (hNla)kKoK PaclumpeHus uMmeH ¢annoB B NPOBOAHUKE
Windows Ha BKJlagke Bun,.

HononHuTeNbHble NapaMeTpbl ThreatSense

YT106bl N3MEHUTbL 3TN HACTPOMKN, OTKPOMTE pa3hen PaclumpeHHbie napameTpsl > 3awmuTa > 3awuTa
¢dannoBON CUCTEMbI B peasibHOM BpeMeHHU > [lonosiHuTesibHble napameTpsbl ThreatSense.

OononHUTeNbHble NapaMeTpbl ThreatSense A1 TONBKO 4YTO
CO30,aHHbIX U U3MEHEeHHbIX pannoB

BeposTHOCTb 3apa)keHunst TONbKO YTO CO3AaHHbIX WM U3MEHEHHbIX (PaifIoB BbiLLE MO CPAaBHEHWIO C
aHaNOrMYHbIM NOKa3aTeneM ANa CyWwecTBYWmMX dainnos. IMeHHO No3ToMy NporpamMmma npoeepseT
3TW haisbl C UCNOJSIb30BAHNEM OOMOJHUTENbHbIX MAaPaMeTPOB CKaHMPOBaAHWNS. ESET Internet Security
BMeCTe C 06bIYHbIMY METOAAMWN CKAHUPOBAHMNSA, OCHOBAHHBLIMI Ha CUTHATypax, NPUMeHsAeT
PaCLUMPEHHbIN IBPUCTUYECKMIA aHaNN3, YTO AENaeT BO3MOXHbIM 06Hapy>XeHne HOBbIX Yrpo3 eLle 40
BbIMyCKa 06HOBNEHMI MOAYNSA 0BHapYXeHNS.

B mononHeHMe K TOJIbKO 4TO CO3[aHHbIM haliiaM BbIMOSHAETCS TaKXXe CKaHWpPOBaHue
CaMOopacnaKoBbIBAIOLMUXCA apXUBOB (.sfx) 1 MPOrpPaMM-ynaKoBLLUKOB Cpefbl BbiNOJIHEHUSA
(MCnonHAeMbIX (haiifIoB C BHYTPEHHUM CKaTueMm). Mo yMoNYaHUo apXmBbl CKaHMpyoTca 1o 10-ro
YPOBHS BJIOXXEHHOCTM HE3ABUCMMO OT NX (PAKTMYECKOro pa3mepa. A8 N3MeHeHUs NapaMeTpoB
MPOBEPKM apXnBOB CHUMUTE hNiaXKoK MapaMeTpbl CKAHUPOBAHUA APXUBOB MO YMOJIHAHMUIO.
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AdononHuTeNnbHbIe NapaMeTpbl ThreatSense AN UCNOJIHAEMbIX
dbaunos

PacluMpeHHbIA 3BPUCTUHECKUUA aHaNU3 NpuU 3anycKe ¢ansos: No yMoa4aHUIo Npu 3anycke
(hannoB NpUMeEHSETCA pacluvpeHHas 3BpUCTrKa. ECam 3ToT napameTp BKAKYEH, HACTOATENBHO
PEKOMEHAYETCS BKAOYUTb ONTUMM3ALIMK Smart U ESET LiveGrid®, 4TOBbl yMEHbLUNTL BO3AENCTBUNE Ha
NPOV3BOAMNTENIBHOCTb CUCTEMBI.

PacluMpeHHbIW 3BPUCTUYECKUNA aHaNN3 NpuU 3anycke (ansioB CO Cbe€MHbIX HOCUTENEN:
npexxae 4eM paspeLlmnTb 3anyCk Koda CO CbeMHOr0 HOCUTENS, CMCTEMA PaCLUMPEHHOIO
3BPUCTMYECKOr0 aHasiM3a IMYANPYeT Kog B BUPTYaslbHON Cpefe U OLEHUBAET ero nosegeHue.

CnyxebHble nporpamMmmbl

Bbl MOXXETe HaCTPOUThL AOMOJHUTENIbHbLIE NAPAMETPbI 415 HYHKLMIA, KOTOpble 0becneynsatoT
AOMNONHNUTENbHYI0 6@30MacHOCTb 1 YNPOLLAT aAMUHUCTPUPOBAHME ESET Internet Security, B pa3aene
PaclUMPEHHble NapaMeTpbl > CepBuc.

* LleHTp obHOBAEHUS Microsoft Windows®

* ESET CMD

* Qalbl XXYpPHana

* iIrpoBON peXxum

* [InarHocTumka

LLeHTp 0oOHOBNEHMA Microsoft Windows®

OyHKUNS 0OHOBNEHNSA Windows SBASETCSH BaX>XHOW COCTABIAIOLLEN 3aLLUUTbI NOJb30BaTENEN OT
BPEAOHOCHbIX NporpamMM. Mo 3Ton npmynHe o6HOBIEHMA Microsoft Windows CielyeT yCTaHaB/IMBaTb
cpa3y nocsie ux nossneHus. NporpammHoe obecneyeHne ESET Internet Security yBeJoMAsIeT
nonb3oBaTens 06 oTCyTCTBYOLWNX 0OHOBAEHNSX B COOTBETCTBUMN C BbiOPaHHbLIM YPOBHEM B
PaclwmpeHHble napameTpsl > CepBUC. [OCTYMNHbI Cefyowmne ypoBHMN:

* be3 0OHOBJIEHMI: 3aNPOChl Ha 3arpy3Ky 0OHOBNEHUIA CUCTEMbI He 0TOBpaXKatoTCA.

* HeobGs3aTenbHble 0OHOBIEHUA: 0TOOPAXKAIOTCSA 3aNPOChl Ha 3arpy3Ky 0OHOBIEHUIA C HU3KIM
1 6onee BbICOKMM YPOBHEM MpPUOPUTETA.

* PekoMeHpayeMble OOHOBJIEHMA: 0TOOPaXKaloTCA 3anpochl Ha 3arpy3Ky 06HOBAEHMI C
06bI4YHbIM 1 HoNee BLICOKMM YPOBHEM NPUOpUTETA.

* Ba)xHble 0OHOBNeHUA: 0TOOpaXKaloTCs 3anpochl Ha 3arpy3Ky 06HOBNEHNIA, MOMEYEHHbIX Kak
Ba)KHble 1 C 60s1ee BbICOKMM YPOBHEM MpUopUTETA.

* Kputuyeckne obHOBJNIEHMA: N01b30BATEO NpeanaraeTcs 3arpy3nTb TOJIbKO KpUTUYECKUe
obHoBNEHUS.
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Ouanorosoe OKHO — OOHOBJIEHUSA CUCTEMbl

Mpw Hann4um obHOBNEHWI A5 BalLen onepaLnoHHON CUCTeMbl NporpaMMa ESET Internet Security
noKaXxeT yBeAOMJIEHNE B [J1aBHOM OKHe rnporpaMmbl > 0630p. LenkHnTe [lonosHUTENbHbIE
cBeAeHmsA, 4T0bbl OTKPbITb OKHO 0OHOBIEHNI CUCTEMBI.

B okHe «O6HOBNIEHUSI CUCTEMbI» NPEeACTaBNEH CMUCOK AOCTYMHbLIX OOHOBMEHWIA, FOTOBbIX AJS
3arpy3kun 1 ycTaHoBKW. Tun 06HOBNEHMS 0Tobpa)kaeTcs psAAOM C ero Ha3BaHNEM.

[Baxkabl WenkKHUTe Nobdyto cTpoky 06HoBNEeHMS, 4T0Bbl 0TOOPa3nTb OKHO MHdopmMaLmsa 0b
00HOBNEHUAX, COAEpPKaLLee AOMONHUTENbHYIO UH(OPMaLNIO.

LLlenkHuTe 3anycTuTb 0OOHOBNEHUEe CUCTEeMbI, YTOObI 3arpy3uTb U YCTAaHOBUTL BCE NEPEYNCIEHHbIE
06HOBNIEHUSI ONEPALIMOHHON CUCTEMBI.

NHdopmauus 06 oOHoBREHUAX

B okHe «O6HOBIEHUSI CUCTEMbI» NPEeACTaBNEH CMUCOK AOCTYMHbLIX OOHOBIEHWIA, FOTOBbIX AJS
3arpy3kun 1 ycTaHoOBKW. YpoBeHb npropuTeTa 06HOBNEHNS 0Tobpa)kaeTcs cnpaBa OT ero Ha3BaHus.

HaxmMnTe 3anycTutb 0OHOBNIEHMEe cUCcTeMbI, YTOObI HavyaTb 3arpy3Ky U yCTaHOBKY 0OHOBNEHWNIA
onepaumnoHHON CUCTEMBI.

LLlenkH1Te NpaBon KHONKOW MblLK Nt0Byto CTPOKY 0bHOBNIEHUS 1 HaxxMuTe MokKa3saTb
nHdopmaumio, 4TOObl BbIBECTM Ha 3KPaH HOBOE OKHO C LONOJSIHATESIbHbIMU CBEAEHNSAMMU.

ESET CMD

STa (PYyHKUMS BKIOYAET pacluMpeHHble KoMaHabl ecmd. OHa NO3BOJISIET 3KCNOPTUPOBATH U
MMNOPTUPOBATb NapaMeTpPbl C MOMOLLbIO KOMAaHAHOW CTPOKK (ecmd.exe). [10 HELJAaBHEr O BPEMEHM
3KCMOPTMPOBATb MapaMeTPbl MOXHO ObI1I0 TONBKO Yepe3 rpacnyeckmin MHTepdenc Nosib30BaTens.
KoHurypaumto ESET Internet Security MOXKHO 3KCNOPTMPOBATb B halil C paclUMPeEHNEM .xml.

Mpun BKIOYEHHON (YHKLMM ESET CMD AOCTYMHbI ABa METO4a aBTOPU3aLNN:

* Het — 6e3 aBTopuM3aumn. ITOT METO HE PEKOMEHAYETCH, TakK Kak OH pa3peLllaeT UMNopT
nobon HenoANMCaHHOW KOH(UIypaummn, 4To NpeacTaBaseT cobor NOTEeHUMaNAbHbIN PUCK.

* Maponb anA pacluMpeHHOM HACTPOUKM — Naposib TpebyeTcs Ans umnopTa KoHMUrypauum
13 haina ¢ pacwmpeHnem .xml. ITOT ann 4osHKeH BbiTb MOANMCaH (CBeAEHNS O MOAMMCAHUN
(hanna KoHUrypaumm ¢ paclimpeHunem .xml npefcrasneHsl ganee). HoByO KOHGUrypauuio
MO>XHO UMMOPTMPOBATb TOJIbKO NOC/E TOro, Kak byaeT ykasaH naposb, 3afaHHbI B pa3gene
HacTpovka noctyrna. Ecnm HacTponka OOCTyna He BKJIl0YeHa, Maposib He coBnajaeT uan gann
KOH(hMrypaumm B popmaTe .xml He noanuncaH, KoHgurypauus He byaet nmnopTupoBaHa.

Mocne BKAOYEHUS ESET CMD MOXXHO UCM0/1b30BaTh KOMAHAHY CTPOKY AJ1S UMMOPTa W 3KCNopTa
KOH(UrypaLmin nporpammbl ESET Internet Security. 9TO MOXXHO CAENaTb BPYYHYIO WK CO3AaTh
CLEeHapuii C Liesbio aBToMaTM3aLuu.
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[lns MCnofib30BaHWs paclUMpeHHbIX KOMaHA ECMD Heobx0AMMO 3anyCTUTb UX C NpaBaMu
aZlMUHNCTPATOPaA WJIN OTKPbITb KOMaHAHY0 CTPOKY Windows (cmd) KOMaHZo 3anycK oT
MMEeHM agMMUHUCTPATOpPa. B NpoTUBHOM Ciyvyae NosBuTcs coobuyeHne Error executing
command. Kpome Toro, npu aKCnopTe KOHpUrypauum foKHa CyLLecTBOBaTb Narnka
Ha3HayveHMs. KoMaHa 3KcnopTa paboTaeT Aaxke Npu OTKIOYEHHOM NapamMeTpe ESET CMD.

KomaHa 3KcrnopTa napameTpos:

KomaHpaa umnopTa NapamMeTpoB:

PaCLUI/IpeHHbIe KOMaHIbl ecmd MOXXHO BbIMOJIHUTL TOJIbBKO JIOKaJbHO.

Ons nognucaHuns anna KoHgpuUrypaunm B oopmaTe XML (.xm/) BbINOHUTE criefyowme eNCTBuS.
1. 3arpysuTe ncnoaHsemoln ann XmiSignTool.

2. OTKpONTE KOMaHAHY0 CTPOKY Windows (cmd) C MOMOLLbIO KOMaHbl 3anyCK OT UMEHM
aAMMUHUCTpaTOpa.

3. MepenanTte B pacrnosioxeHue dania

4. BbINOJIHUTE KOMaHAY A5 nognucaHna anna KoHpurypaumum B popmate XML (.xml).
icnonb3oBaHue:

3Ha4veHmne napamMeTpa 3aBMCUT OT YCTAHOBNEHHOW BepCUM ESET Internet Security.
Ncnonb3ynTte , €C/I1 yCTaHoB/IeHa bonee cTapas Bepcus, 4em ESET Internet Security
11.1. icnonb3ynTe ANS aKTyanbHOW BepCUM ESET Internet Security.

5. BBeguTe 1 NOBTOPHO BBEAUTE Maposib )15 PaclUVPeHHbIX MapamMeTpos, Koraa nosasuTCcs 3anpoc
cpefcTBa XmlSignTool. Tenepb ann KoOHUrypauum B hopmaTte XML NoAMUCAH N MOXET
NCrosib30BaTbCA N9 UMMOPTa B APYroM 3K3eMnnspe ESET Internet Security C pyHKLMeEN ESET CMD ¢
NOMOLLbI0 MeTo4a NapobHOM aBTOPMU3aLIUN.

KomaHAa nognncaHmsa 3KCNopTMPOBAHHOMO dhaiisia KoHurypauuu:

i "

EX Administrator: CAWindows\system32\cmd.exe | (== @

C:wAmlSignTool>xmlzigntool sversion 1 ciwconfigwsettings._xml
Enter Advanced Setup Password:

Re—enter Password:

C:wEmlSignTool>_
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Ecnn naponb B pa3gene HacTpovka A0CTYrMa M3MEHUTCS U noTpebyeTcs MMNOpPTUPOBaTb
KOH(Mrypaumo, NOANNCaAHHYIO paHee C MOMOLLbIO CTaporo naposs, HeobxoaAnMmMo noanucaTb
hann KoHpurypaumm B popmaTe .xm/ 3aHOBO C MOMOLLbIO TEKYLLEro naposas. 3To no3soauT
MCMNOJIb30BaTb CTapbI (haln KoHDUrypaunn 6e3 HeobxoanMMOCTH 3KCNOPTUPOBATL €ro Ha
APYron KomnbloTep ¢ paboTatolLien nporpamMmon ESET Internet Security nepeg MMMopToOM.

Bk/to4aTb ESET CMD 6€3 aBTOpM3aLM He pEKOMEHYeTCs, MOCKOJIbKY 3TO JaCT BO3MOXHOCTb
MMMOPTMPOBaTL NtoBY0 HEMOANMCAHHYO KOH(UIypaLmMio. YCTaHOBMTE Naposib B pasaesne
[lonosHnTENbHbLIE HacTpokn > UHTepdeinc nonb3oBaTens > Hactpoitka poctyna, 4Tobbl
NoJIb30BaTeNN He BHOCWUIN HEABTOPW30BAHHbIE U3MEHEHNS.

A

dannbl XypHana

KoHdurypaumio BeaeHust XypHana ESET Internet Security MOXXHO HallTV B pa3aesnie PaclliMpeHHble
napameTpsl > CepBUC > Dansibl XXypPHana. IT0T pa3aes UCNo/b3yeTCs A1 HAaCTPONKM YNpaBaeHUs
XYypHanamu. MporpaMma aBTOMaTUYeCKMN yaanseT cTapble dainibl XypHanoB, 4ToObl COKOHOMUTb
JINCKOBOE MPOCTPAHCTBO. 15 (haiifIoB XXypHasia MOXXHO 3aaTh NAapaMeTPhbl, yKa3aHHbIE HUXeE.

MuHuMManbHasA cTeneHb AeTanau3auum XXypHana: HaCTPONKa MUHMMAJIbHOrO YPOBHS
neTanm3aunm 3anncenm o cobbITUAX.

* InarHoCTUKa: B XXYpPHan BHOCUTCA UHopMaLns, Heobxoanmas Ans TwaTenbHon HaCTp0|7|KVI
nporpaMmsl, 1 BCe NepevncsieHHble Bblile 3anncu.

* UHdopMauuma: B XXypHan BHOCATCA MH(OPMALIMOHHbIE COOOLLEHNS, B TOM YMCE COOOLLEHUS
006 yCnewiHOM BbIMOJIHEHUM 0BHOBMIEHUS, @ TaKXKe BCe NepeYnc/ieHHble Bbille 3anucu.

* MpepynpeXXaeHUs: B XXypHasl BHOCUTCS MHGOPMaLMsa 060 BCEX KPUTUYECKMX OLIMBKax ©
npeaynpexmaeHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLmsa 06 owmnbkax 3arpyskun anioB U KpUTUYECKNX
owwnbkax.

* KpuTuyeckue oWMOKK: perncTpupyoTCs TOJIbKO KpUTMYeckune owmnbky (owmnbkmu 3anycka
3alWMThl OT BUPYCOB,, (harepBosia, Uta).

Ecnn BblﬁpaTb YPOBEHb AETAJIN3aLNN «JlnarHoctuka», B XYpHan 6yﬂ,yT 3anncbiBaTbCA
cBeneHns 060 Bcex 3aGJ'IOKI/IpOBaHHbIX NnoAKIIOYEeHNAX.

3anncy B XXypHase, Co3aHHbIe paHbLUe, YeM yKa3aHo B Nosie ABTOMaTU4ECKU YAANATb 3anucu
cTapue, 4eM X AH., OyayT aBTOMATUYECKN YAANATHCS.

ABTOMaTM4YE€CKN ONTUMU3UPOBaATHL halbl XXYPHANOB: €C/iM 3TOT (h1aXKOK YyCTaHOBNEH, (hanbl
XXypHanos bynyT aBTOMaTUYECKM AedparMeHTMPOBaTbCA B TeX C/lyvasXx, KOrga npoueHT
(bparmeHTauuUM NpeBbILLAET 3Ha4YeHne, yKasaHHoe B napameTpe Ecnm KonnyecTso
Heucnosib3yeMmbix 3anuceu npesbiwaet (%).

LLlenkHuTe ONTUMU3MPOBATDb, YTOOLI HaYaTb AedparMeHTaLUuo dannoB XXypHanos. Mpu 3Tom
yOanstoTCs BCE NYCTbIe 3aNnUCK XXYPHAN0B, YTO YNyYLlaeT NPon3BOANTENBHOCTb U CKOPOCTb
0bpaboTku xypHanoB. Takoe yny4ylieHne 0CO6eHHO 3aMeTHO, eC/IN B XXYPHalax COOepXUTCS
6onbLLIOE KONNYECTBO 3anncen.
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BbibepuTe BKAKOUYNTL TEKCTOBLIA NPOTOKOJ, YTOObI pa3peLllnTb XpaHEHNE XYPHaAN0B B ApYyrom
(hopmaTe OTAESIbHO OT (hanJI0B XKYPHAJIOB.

* LLeneBo# KaTanor: KaTasaor, B KOTOPOM OyAyT XpaHUTLCA haiibl XXYPHaN0B (TONbKO A5
TEKCTOBOro popmaTa v hopmaTa CSV). Kaxkabli pa3fen XXypHaJsia COXpaHAaeTCs B OTAeSbHbIN
(hann ¢ npegBapuTesbHO 3aflaHHbLIM UMEHEM (Hanpumep, B dain virlog.txt 3anncbiBaeTCcs pasgen
OOHapy>XeHusa (aiina XypHana, ecam gnsa XxpaHeHus Gannos XXypHasia BamMu BbibpaH opmaT
0bbI4HOr0 TeKCTa).

* Tun: ecnu BbibpaTh hopmaT TEKCT, XXypHabl OyayT COXPaHATLCA B TEKCTOBLIN haltn, AaHHble
B KOTOpPOM BynyT pa3geneHbl Tabynaumnen. To e KacaeTcs hopmaTta CSV. Ecnm BbibpaTh
CobbiTHe, XXypHasbl OyayT COXpaHATLCS He B halis, a B XXypHan cobbiTnii Windows (€r0 MOXXHO
NPOCMOTPETb Ha NaHenn yrnpaBieHns B CPeACcTBe NPOCMOTPa CobbITHiA).

s Ypanutb Bce ¢ainbl XXypHana: yianseT BCe COXPaHEHHbIe XXYPHasbl, BbIOpaHHbIe B
packpbliBatoLemcs MeHio Tun. Mocne yaaneHuns XXypHasaos NoSBUTCA YBeaOMIIeHME 0
3aBepLUEHUN NpoLecca yaaNeHus.

ns 6onee GbICTPOro pewweHnsa Nnpobnem cneumanncTbl ESET MHOrAa MOryT 3anpallnBaTh Y
NnoJib30BaTeNeN XYPHabl C UX KOMMNbIOTEPOB. ESET Log Collector obnervaet cbop Heobxoammon
NHopMaunn. [lonoNHUTENbHbIE CBeAEeHUS 0 ESET Log Collector CM. B 3T0N CTaTbe 6a3sbl 3HaHUI
ESET.

NrpoBou pexum

NrpoBoi pexxuM — 3To PYHKLWS 415 NOb30BaTeNeN, KOTOPbIM HY>XHO M36eXaTb NepepbIBOB Npu
MCMO/Ib30BaHNM CBOUX MPOrPaMM U MOSIBJEHNS OTBJIEKAIOLLMX YBEAOMIIEHNIA NN NPefynpexXaeHni,
a TaKXXe CBECTU K MUHMMYMY Harpy3Ky Ha npoLeccop (CPU). EFro Tak)ke MOXXHO 1CMoJib30BaTb BO
BPeMSs Npe3eHTaluii, KOTopble HENb3s NPEpPbIBaTb AeSTEIbHOCTbLI0 MOAY S 3alWUThl OT BMPYCOB. Mpu
BKJIOYEHUM 3TON PYHKLUM OTKIIIOHAIOTCS BCE BCM/IbIBAlOLLMNE OKHa, @ paboTa NiaaHMpPOBLLMKA
MOJIHOCTbIO OCTAHABIMBAETCA. 3alMTa CUCTEMbI MO-NPEXHEMY paboTaeT B (hOHOBOM pPeXUME, HO He
TpebyeT Kakoro-nmbo BMewwaTeNbCTBa CO CTOPOHbI MOJIb30BaTENS.

BkntoyeHne n oTKI0YeHne NrpoBOro peXxmMa oCyLLeCTBNAETCA B NNlaBHOM OKHeE MporpaMmsbl B

pa3nene Hactpounka > 3awiuTta KOMNbloTepa, rae HeobxoamMMo LWEeNKHYTb nnm

PALOM C 351eMeHTOM UrpoBoM peXxuM. Bkoyas UrpoBon pexunm, Bbl NogBepraeTe CUCTEMY Yrpose,
MO3TOMY 3HAYOK COCTOSAHMSA 3alLMTbl Ha NaHes M 3aja4y CTaHeT opaHXeBbIM 1 ByaeT oTobpaxaTb
npeaynpexgeHve. Kpome Toro, gaHHoe npenynpexaeHune dyaet otobpaxaTbCs B [71aBHOM OKHE
nporpaMmsl, rae opaHXesbiM LiBeTOM OyaeT HanvcaHo UrpoBOW pe>XuM aKTUBEH.

AKTMBMPYNTe NapameTp ABTOMaTU4YE€CKMU BKJIIOMaTb MTPOBOWU PEXXUM MPU BbINOJIHEHUM
NPUJIOXKEHUN B NOJIHODKPAHHOM peXXuMe B pasfene PaclumpeHHslie napameTpsl > CepBuc >
NrpoBou pexxuM, 4Tobbl NFPOBOM PEXMM BKOHAICA NPY 3anycke Noboro NpuioxeHus B
MOJIHO3KPAHHOM peXuMme 1 BbIKJII0YaNCs MPU BbIXOLE U3 MPUNOXKEHUS.

BbibepuTe napameTp ABTOMaTU4YECKM OTKJIIOYaTh MTPOBOM peXXuUM Yepes, 4Tobbl 3a4aTb Bpems,
CNyCTS KOTOPOE NrPOBO peXxum byaeT aBTOMaTUYECKM OTK/OYaThCS.
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Ecnn haiepBon paboTaeT B UHTEPAKTVBHOM PEXMME U BK/OYEH UIPOBOIN PEXUM, BO3MOXKHbI
npo6aembl Npy NOAKOYEHNN K IHTEPHETY. TO MOXXeT NPeAcTaBAATb COXKHOCTH, eCn
3anycKaeTcs urpa, B KOTOPOW UCNO/b3yeTcs NofkayeHne K UHTepHeTy. O6bIYHO
nosib30BaTes0 NpeasaraeTcs NoOATBEPANTb HY)KHOE AeNCTBME (eC/n He 3alaH0 HUKaKMX
NpPaBW NN UCKJIIOYEHWI NS NOAK/OYEHNS), HO B UTPOBOM PeXMMe B3auMOAENCTBIE C
nosib30BaTesIeM HEBO3MOXKHO. YTobbl pa3pelwnTb CeTEBOE B3aMOLENCTBUE, ONpeaenmnTe
NPaBWJI0 NOAK/OYEHNSA A8 KaXKA0r0 NPUSIOXKEHNS, KOTOPOE MOXKET ero OCYLLEeCTBASATb, UK
NCNoNib3ynTe ApYyron Pexum dunsTpaumnn B hanepsone. Takxe cieayeT NOMHUTbL O TOM, 4TO
NP BKIOYEHHOM UTPOBOM pexnmMe MoXXeT ObITb 3a610KMpoBaH Nepexo Ha BeBb-CTpaHuuy uan
MCNOJIb30BaHMNE NPUIOXKEHUS, KOTOPbIE CNOCOOHbI NPeaCTaBNATL Yyrpo3y Ana 6e3onacHoOCTH, HO
MpW 3TOM Ha 3KpaH He ByaeT BbIBEEHO HNKAKOr0 MOSICHEHUS UKW NPeaynpexXaeHus,
MOCKOJIbKY B3aUMOAENCTBME C MOJIb30BaTENEM OTKIIHOYEHO.

InarHocTuka

CpeancTBo AMArHOCTMKM cobupaeT aBapuiiHble AaMnbl MPOLLECCOB ESET (Hanpumep, ekrn). Ecam
NPONCXOANT aBapuinHoe 3aBepLueHne paboTbl NPUIOXKEHMNS, CO34aeTCa COOTBETCTBYOWMA gamn. C
MOMOLLbI0 TaKUX AaMMNoB pa3paboTynKM MOryT OTNaXXMBaTb U UCNPABAATL pa3inyHble npobnemsl
nporpammebl ESET Internet Security.

OTKpOI7ITe pacKkpbliBatoLLleeca MeH pALoM C 3nemeHToM Tun paMna n Bbl6epVITe OOWNH U3 TpeX
OOCTYNMHbIX BApUaHTOB:

* BbibepuTe OTKAIOYNTD, YTOObI OTKIOYNTL 3TY PYHKLMUIO.

* MuH#M (N0 YMONYaHNIO) — PErUCTPUPYETCA CaMbld Manbii 06bEM NONE3HON NHBOPMaLNK,
KOTOpas MOXET MOMOYb ONpPeLennTb NPUYNHY HEOXKMAAHHOrO c60s NpunoxxeHus. NMoaobHbIn
hann pamna MoXXeT NPUroanTbCSA, CAN Ha AUCKe Mano MecTa. OQHAKO OrpaHNYeHHbIN 06beM
BKJIIOYEHHOW B HEr0 MHDOPMaLIM MOXXET NPU aHan3e He No3BoanTb 0BHapyXnTb ownbKn,
KOTOpble He BblnKn Bbi3BaHbl HEMOCPEACTBEHHO MOTOKOM, BbIMOHABLUMMCSA B MOMEHT
BO3HWKHOBEHWS Npobnembl.

* MoNHbIN: KOraa HeOXMAAHHO NpeKpallaeTcs paboTa NPUIOXKEHUS, PEFMCTPUPYETCSA BCE
COepPXMMOe CUCTEMHON NaMATU. MOMHBIA JaMn NAaMATU MOXKET COAEPXaTb AaHHbIE NMPOLECCOoB,
KOTOpbI€ BbINOJIHAINCh B MOMEHT CO3JaHNa Aamna.

LLeneBo# KaTanor — KaTaJior, B KOTOpoM ByaeT co3aaBaTbCs Aamn npu cboe.

OTKpPbITb NANKy AUArHOCTUKMU: HaXXMNTe KHOMKY MoKa3saTb, 4TOObl OTKPbLITL 3TOT KaTaslor B
HOBOM OKHe MPOBOAHWUKA Windows.

Co3paTb paMn AMArHOCTUKM: HaxxMuTe KHonky Co3paTth, 4ToObl CO3/1aTh B LLe1IeBOM KaTasore
dainbl gaMna AnarHoCTUKN.

PacwmpeHHoOe BepeHue XXypHasoB

BKIOYMTb paclUMpeHHOe BeaeHne XXYPHaJoB B PpeKJIaMHbIX COOOLLEeHUAX: 3anncb BCEX
CObbITUIA, CBS3AHHbIX C PEKNAaMHbLIMW COO6LLEHNAMMN B MPOLYKTE.

BkniouuTb pacluMpeHHoe BeieHue XYPpPHania gna Mmoayna 3alluThbl OT CaMa: 3alMncb BCEX
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cobbITUNA, KOTOpPbIE MPONCXOAAT B npouecce CKaHnpoBaHUA Ha HaJlM4ne CnaMa. 9TO0 nomoraet
pa3pa60Tw|KaM BbIAB/ATb N NCMNPaBJIATb ﬂpOGﬂEMbI, CBsA3aHHbIe C MOAYNEM 3alUUThl OT CNaMa ESET.

BKAO4YNTL pacluupeHHOoe BeaeHue XXypHasia ansa Mmoayns AHTMBOpZ 3anuncb Bcex cobbiTun,
KOTOpble MponcxogAaT B Mmoayne AHTVIBOp, ona ANarHOCTUKN N YCTpaHeHUA I'IpO6J'I€M.

BKNIO4YMTb paclUMpeHHOe BeAeHue XXYPHaAJIoB ANA 3awuTbl Opay3sepa: 3anuncb Bcex cobbiTui,
NPONCXOAALLNX B OYHKLUMM «3alimTa BaHKOBCKUX onepauunin n bpaysepa».

BKNIO4YMTL paclUUpeHHOe BeAeHne XXYPHaJoB ANA MOAYNA CKAaHUPOBaHUA KOMMNbIOTepa:
3anucb BCcex cobbITUN, BO3HMKAOLWMNX B NpoLecce CKaHUPOBaHUSA haioB 1 Nanok yHKumnein
«CKaHMpoBaHMe KoMnbloTepa».

BksiouyeHue paclUMpPEHHOro BefeHUs XXypHasa KOHTPOA YCTPOMUCTB: 3anuncb BCex cobbiTui,
KOTOpble MPOUCXOAAT B MOAYJ/1e KOHTPOJIA YCTPOMCTB. ITO NoMoraeT pa3paboTynkam BbISBAATb U
ncnpaensaTb NpobnemMbl, CBA3aHHbIE C MOAYJIEM KOHTPONS YCTPONCTB.

BKAIOYMUTbL pacluMpeHHoe BeaeHue XXypHana Direct Cloud: 3anuncb Bcex cobbITUiA, KOTOPbIE
MPOMCXOANAT B ESET LiveGrid®. 9T0 MomMoraeT pa3paboTynkam BbISBAATb U UCNPaBAATb Npobnemsi,
CBsi3aHHble C MOAyeM ESET LiveGrid®.

BkniouuTb pacluMpeHHoe BeeHue XYPHaJsia 3alluTbl JOKYMEHTOB: 3allCb BCEX cobbiTnn,
KOTOpble MPONCXoOoAT B MoAdyJie 3allThl AOKYMEHTOB, AJ1A ANAarHOCTUKN N YCTPpaHEHNA r|p06neM.

BkniouuTb paclumpeHHoe BeeHue XXYPHQAJIOB 3alUUThl NOYTOBOIO KJINEHTa — 3alncb BCEX
cobbiTni, NMPONCXoOALWNX B 3alLUTE NMOYTOBOIro KJIMEHTA W NJlarMHe no4ToBOro KJINeHTa, AnAa
ONarHoCTuKM N peeHnd npoﬁneM.

BKnouMTb pacluMpeHHoe BeAeHue XypHana agpa: 3anncb Bcex COObITUN, KOTOpPbIE MPONCXOaAT
B A4pe ESET (ekrn).

BKAOYNTDL pacluupeHHoe BeaeHue XXKypHaJsia anfa JIMUEH3UPOBaHUA: 3arncb BCETO obmeHa
OaHHbIMN MeXAy cepBepaMu ESET License Manager Wn pelleHnem ansg aktusaumm ESET.

BKAIOYNTDL TPACCUPOBKY NMaMATHU:. 3alnNCb BCEX cobbITun, KOTOpbIe MOMOTryT pa3p360T‘-II/IKaM
BbIABJIATb YTEYKWN MaMATH.

BKnounTb pacluMpeHHoe BeAeHue XYpPHana 3aluTbl CeTU: 3aMNnCb BCEX CETEBLIX AaHHbIX,
npoxoaswmx yepes aepson B hopmaTte PCAP. 3TO NoMoraeT pa3paboTynkam BbiABAATb U
YyCTpaHATb Npobnemsbl, CBA3aHHbIE C halnepBOIOM.

BKNIOYUTbL paclLMpeHHOe BefieHue XXypHaia Aia CKaHepa ceTeBoro Tpadmka: 3anncb Bcex
DaHHbIX, MPOXOAALLMX Yepe3 CKaHep CeTeBOro Tpadgurka B hopmaTe PCAP. ITO NoMoraeT
pa3paboTyrKaM BbISBASATb U YCTPaHATb NPobieMbl, CBA3aHHbIE CO CKaHEPOM CETEBOro Tpaduka.

BKJIIOYUTb pacLLUPEHHOEe BefieHMe XXYPHaJia onepaLMoOHHOU CUCTEMbI: 3aM1Ch
LOMOJIHUTENbHBIX CBEAEHUI 06 ONepaLnoHHON CUCTEME, HAaNPUMEp O 3aMnyLLEHHbIX NpoLeccax,
akTuBHoCcTU LIM 1 paboTe ANCKOB. 3TO NOMOraeT pa3paboTymkaM AMarHOCTMPOBATL U MCMPABAATb
npob6siembl, CBSA3aHHbIE C NPOAYKTOM ESET B Ballel onepaunoHHOW CUCTEME.

BKJIIOYUTb pacLLUpPEeHHOe BefieHue XXYpHaJla POAUTENIbCKOro KOHTPOA: 3aMncCh BCEX COBLITUNA,
KOTOpbIEe MPOVNCXOAST B MOAYJle POANTENbCKOr0 KOHTPOIS. DTO NoMoraeT pa3paboTynkaM BbISBASTb
N NCNpPaBnaTb NPobeMbl, CBS3aHHbIE C MOAYJIEM POAUTENILCKOr0 KOHTPONS.
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BknI0O4YMTb paclUMpeHHOoe BeaeHue XXYpPHanoB s odMeHa push-cOOOLLL@HUAMM: 3anncChb BCEX
cobbITHin, NponcxoaaLmnx Bo BpemMs obmeHa push-coobuieHmnamu.

BknioyeHue pacLULMPEHHOro BefeHns XXYPHaNoB AN 3awuTthbl (panoBoOn CUCTEMBI B
peanbHOM BpPeMEeHM: 3anmncb BCEX COObITMI, MPONCXOAALLMX B MPOLECCe CKaHUPOBaHNS (halnioB 1
nanok pyHkuMen «3awmTa ansoBon CUCTEMbI B peasibHOM BPEMEHN».

BK/IO4YMTb paclUMpPeHHOe BeAeHne XypHasa ana Moayna obHoBNeHuA: 3anmcb Bcex cobbiTui,
KOTOpble MPONCX0AAT BO BpeMs 0OHOBAEHNS. ITO NOMOraeT pa3paboTymMKaM BbISBASTbL U NCAPABAATb
npobnemsbl, CBA3aHHbIE C MOAY/IEM 0OHOBNEHNS.

®annbl XXypHana HaxoaaTcs B nanke C:\ProgramData\ESET\ESET Security\Diagnostics).

Cnyx0ba TexHM4YeCcKoun noanep>xkKu

Mpu obpalleHny B cnyx0y TeXHNYECKON noaaep K ESET U3 NporpaMMsbl ESET Internet Security MOXXHO
OTNPaBUTb AaHHbIE O KOH(UrypaLuun cuctemsl. Boibepute OTNpaBnATbL BCerpa B packpbiBatoLLEeMCs
MeHio OTnpaBKa BaHHbIX 0 KOH(Urypaumm CUCTeMbI 415 aBTOMATUYECKON OTMPaBKN AaHHbIX NN
BbibepuTe 3anpawmnBaTh NOATBEPXAEHME nepes OoTNPABKOM, 4TOObI MNOyYaTh 3anNpoc nepes,
OTNPaBKOW AAHHBIX.

NMopoknoyeHue

B onpeneneHHbIX CETAX NOAKOYEHNE KOMMbIOTEPOB K UHTEPHETY MOXET OCYLLECTBASTLCS Yepes
npoKcu-cepBep. Ecam Bbl UCNoNb3yeTe NpokCK-cepBep, BaM HeobxoAMMO 3a4aTb CnegytoLlime
HaCTPOWKK. B NpOTMBHOM clly4ae peLleHue ESET Internet Security M €r0 MOAYJIN HE CMOTYT
06HOBATLCS aBTOMATMYECKM. B ESET Internet Security HACTPOIKa NPOKCK-CEPBEPA AOCTYMHA B IBYX
Pa3HbIX pa3aenax PacllVipEHHbIX NapaMeTpOoB.

nobanbHble HACTPOMKUN NPOKCU-CEPBEPA MOXKHO KOH(DUTYPUPOBaTh B pa3fene PacluvpeHHble
napameTpsl > MoakniouyeHune > Mpokcu-cepsep. HacTponka NPpoKCU-cepeepa Ha 3TOM YPOBHe
Nno3BOJISET 3aaTb ero napameTpbl 4J18 NporpamMmebl ESET Internet Security B LiesioM. OHM NCNONb3YOTCA
BCEMW MOAYNSIMN NPOrpaMMbl, KOTOPbIM TpebyeTca noakatoyeHne K IHTepHeTy.

YT00bl 324aTb rnobasnbHble HACTPOMKIN NPOKCU-CepBepa, BKIOYMTE NapamMeTp Mcnonb3oBaTb
NPOKCHU-CepBep 1 BBeaUTe ajpec NPOKCU-CepBepa, a TakXKe ero HoMep nopTa.

Ecnn pna obMeHa gaHHbIMK C NPOKCK-CcepBepoM TpebyeTcsa ayTeHTunKaums, yCTaHoBMTE (hJlaXoK
Mpokcu-cepsep TpedbyeT ayTeHTUMKALMK, a 3aTeM 3anosHMTe nonsa UMa nonb3oBaTtens u
MNapons. LLlenkHnTe OBHaAPY>XUTb NPOKCU-cepBep, HT0Obl 0OHaAPYXUTb N aBTOMATUYECKU
3aMN0JIHATb HaCTPOMKM NMPOKCU-cepBepa. ESET Internet Security CKONMMPYET napameTpbl, YyKa3aHHbIE B
ceoncTBax obo3peBaTens ons Internet Explorer nin Google Chrome.

B HacTpoiikax NPOKCU-cepBepa 1Ms M0Jib30BaATENS U NMaPO0Jib HYXXHO BBOAUTL BPYYHYIO.

Ucnonb3oBaTb NpAMoOe NOAKJIOYEHUEe, eCqiM NPOKCU-cepeep HepoCTyneH: ec/n B ESET Internet
Security HACTPOEHO MOJK/II4eHUe Yepe3 NPOKCU-CEPBEP, @ OH HeJOCTYNEH, ESET Internet Security 6y,u,eT
obxoanTb MPOKCU-CepBepP N NOAKHYATLCA K cepBepaM ESET Hanpsmyto.
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MapaMeTpbl MPOKCU-CEepBEPA TaKXKE MOXHO HAaCTPOUTL B 061acTn [ONoNHNTESIbHbIE HAaCTPOWKN >
O6HoBneHue > NMpocdunu > O6HoBNEHUs > NMapaMeTpbl NOAKIOYEHUA 11 B PAaCKPbIBAOLWEMCS
cnncke PeXxuM npokcu-cepBepa BbibepuTe anemeHT NMopKnioyeHue yepes nNpokcu-cepsep). 3Ta
KOH(MIypauma NpuMeHAeTCs TONbKO A5 06HOBNEHWI 1 peKOMeHAyeTCa Aas HOyTOyKoB,
nonyvatowmnx 0bHOBNEHUA MOAYNEN U3 yAaNEHHbIX PACNON0OXKeHWU . [LoNONHNUTE NIbHbIE CBEAEHNSA CM.
B pa3sgene LJononHUTEeNbHblE HACTPOMKM 0OHOBAEHUS.

NTERNET SECURITY o X
JononHutenbHble HaCTPOMKH Q x|
| Moayne o6Hapyxennn B B npoxcu-cepeep 5
OBGHoBREHME Wecnonezoeate npokon-cepeep C‘ (i}
| 3awmta B (i)
| Cepanc
MoaknoueHne
a
WHTepdeiic o
nonL3oBaTens

YeegomMaeHMA [ 5 ]

Haiitn npokcn-cepeep OBHapyXHUTk

HacTpoiku
KOH(UAEHLUWANBHOCTH

Mo ymonuanmio GOK OTmena

NHTepdenc nonb3oBartens

YT0b6bl HACTPONTL NOBeAEHME Frparuyeckoro nHTepdenca NporpaMmel, OTKPOUTE pasaen
PaclivpeHrHble napameTpbl > UHTepdenc.

B OkHe 2neMeHThl nHTepdenica pacliMpeHHbIX NapaMeTPOB MOXKHO HAaCTPOUTb BHELUHWUIA BUL
nporpamMmmbl N NCMoJib3yemMble IPPEKThI.

YT06bl 06ECnNeYnTb MakCMMasbHYIO 3alWNUTy A8 NnporpaMMbl 6€30MacHOCTN, MOXHO 3anpeTuTb
yhaneHne nporpamMmmbl UM BHECEHWE HECAHKLMOHNUPOBAHHBIX N3MEHEHWIA, 3alLMTUB NapaMeTpsl
napoJieM C NOMOLLLIO Cy>XebHon nporpamMmbl HacTporka gocTyna.

CBefeHUst 0 TOM, Kak HaCTPOUTbL CUCTEMHbIE YBELOMIEHNS, NpeaynpexaeHns 06
0bHapYXXEHUN U COCTOSIHWSA NPUIIOXKEHNS, CM. B pa3fenie YBeaoMIeHus.
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DN1eMeHTbl MHTepdenca nosib3oBaTens

Pabouyto cpeny ESET Internet Security (Fpanyecknin HTepdenc Noab3oBaTesNa) MOXXHO HAaCTPOUTDL B
COOTBETCTBUM CO CBOMMUN NPeAnoYTeHNs MM B pasgese PacluvperHble napameTpsl > UHTepdenc >
dneMeHTbl UHTEpPdenca.

PeXxum uBeTa: BbibepuTe B pacKpblBaOLWEMCSA MEHIO LIBETOBYIO CXEMY UHTepdenca ESET Internet
Security.

* COOTBETCTBOBaTb LBETY CUCTEMBI: LIBETOBAs CXeMa ESET Internet Security 3ailaeTCs COracHO
HaCTpOMKaM onepaumnoHHON CUCTEMBI.

* TeMHasn: BbI6Op TEMHOM LIBETOBON CXeMbl AN ESET Internet Security (TEMHbIA PEXUM).

» CBeTnasn: BbIOOP CTaHAAPTHOWM (CBETNON) LLBETOBOM CXeMbl AN ESET Internet Security.

Kpome Toro, LiBETOBYIO CXeMY rpacmyeckoro nHTepdeinca ESET Internet Security MOXXHO BblBpaTb
B MPaBOM BEPXHEM YIJly [J1aBHOI0 OKHa NPorpaMmsl.

Moka3biBaTb 3aCTaBKy NPM 3anycke: BO BpeMs 3anycka byaeT otobpa)kaTbCsa 3aCTaBKa ESET
Internet Security.

Ncnonb3oBaTb 3BYKM: NporpaMmMa BOCMNPOM3BOAUT 3BYKOBOW CUIHAJ, €C/IN BO BPEMS CKaHMPOBAHUS
NPOUCXOANT Ba)KHOe CobbITMEe, HanpuMep Npu 0bHapyXeHNK Yrpo3bl UK 3aBEPLIEHUN
CKaHMPOBaHWS.

Mpo3payYHbiK hOH: BKIOYEHME 3hheKTa NPO3pPa4YHOro hoHa ONs r1aBHOr0 OKHa NPOrpamMmmbl.
Mpo3payHbin POH AOCTYNEH TONLKO AN NOCAeAHNX BEPCUn Windows (RS4 1 6onee no3aHux).

MHTerpMPOBaTb C KOHTE@KCTHbIM MEHIO: BO3MOXXHOCTb MHTErpaunuy 3ieMeHTOB ynpaBseHns ESET
Internet Security B KOHTEKCTHOE MEHIO.
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NTERMNET SECURITY O x

,ﬂ,OI‘IOJ’IHHTEﬂbeIe HacTpoOUKH = x| 7
| Moayn o6napyxenns € E 3nementel nuTepdelica nonw3oeatens 5
ObHoBneHne Pexnm LgeTa COOTBETCTEOBATL LBETY CHCT.. ™ (i}
| 3awmta B MokasblBaTk 33CTABKY NPW 3aNYCKE Q
Menonezoeate 38yKN B
| CepeKc ! ‘)
Mpospauneli dox 'D (i)
MoaknkoueHre
MHTErpaLMa B KOHTEKCTHOE MEHHD m (1]
WHTepdeiic
nonL3oBaTens
Yeegomnenna 6 Hacrpoiika noctyna 5 6
Hactpo#iku
KOHQWAEHLUMANBHOCTI
Mo ymonuanmio @DK OTmenHa

HacTpouka pocTtyna

HacTpoinku ESET Internet Security ABASOTCA Ba)KHON COCTaBHOM YaCTblO BalLen NOJNTUKN
6e3onacHOCTU. HeCaHKLMOHMPOBAHHOE U3MEHEHWE MAapPaMeTPOB MOXKET HapYLWNTb CTabuabHOCTb
paboTbl CUCTEMbI 1 0CNabUTL ee 3awnTy. g NpeaoTBpaLleHNs HECAHKLMOHMPOBAHHOMO N3MEHEHMSA
napaMeTpbl HACTPONKN N BO3MOXXHOCTb yAaIeHMA NPUN0XEHNS ESET Internet Security MOXKHO
3aWMTUTL NaposieM. [JoCTyn MOXHO HaCcTPOMThL B pa3fene PacluvpeHHble napamMeTpsl > UHTepdenc
>HacTtpounka pocTtyna.

Y706bl YCTAHOBUTbL MNapOJib A1 3aLUMThl NAaPaMeTPOB HACTPONKMN 1 DYHKUUN YAANEHUS NPUI0XKEHUS
ESET Internet Security, LLeNKHUTe 3aAaTh PSAOM C NosieM 3alWMTUTL NapaMeTpbl NaposieM.

Korfzia Bbl XOTUTE NONYYUTb AOCTYN K 3aLUMULLEHHBIM JOMNOJHUTENbHLIM HACTPONKAM,
OTKPbLIBAETCS OKHO A5t BBOJA Naposid. Ecav Bbl 3abyaeTe nnm notepsieTe CBOW Naposib,
LeNIKHUTE onuuto BOCCTaHOBUTbL MAPO0Jb HMXKE 1 BBEAUTE aAPEC IEKTPOHHONM NOYTHI,
YKa3aHHbIV Npu pernctTpauum noanuckin. ESET oTNpaBmT BaM COOBLLEHNE 3/IEKTPOHHOM MOYThI C
KOLOM NMPOBEPKMN N MHCTPYKUMUSIMM No cbpocy napons.

* Pa36/10KMpPoOBKa AONOJIHUTE/bHbIX HACTPOEK

Y706bI N3MEHUTL MNapPOsb, WEeNKHUTe U3MeHNTb Nnaponb pPsAOM C NoJeM 3alUTUTL NapaMeTpbl
naponem.

Y7066 yOANUTH NApOsb, WEeNKHUTE Y AaAUTb PSAOM C N0oJEM 3allUTUTL NapaMeTpbl NaponieM.
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NTERNET SECURITY o X

JononHuTenbHbIe HACTPOWUKKU Q x| 7

| Moy obHapyxenns € 3nemeHTsl MHTepdelica noab3oBaTens 5

OBHoBAEHME

= Hactpoiika goctyna b B ]

| 3awmta B

3aLWMTNTE NapamMeTPEl NAPoIEM 3agate

| CepeKc
MoaknkoueHre

| WuTepdeiic

NONLIOBATENA
| YeenoMAeHWA (5 ]

Hactpo#iku
KOHQWAEHLMANBHOCTK

Mo ymonuanmio GDK OTmenHa

Maponb ana pocryna K paclUUPEHHbIM
napameTpam

YT106bI 3aWMTUTL pacllpeHHble napaMeTpbl ESET Internet Security M n3bexaTb nx
HeCaHKLMOHMPOBAHHOIO N3MEHEHWS, BBEAUTE HOBbIA Maposib B N0 HOBbIK Naposb 1
MoaTBepauTe naponb. Haxxmute KHonky OK.

EC/IM HY>KHO M3MEHUTb CyLLEeCTBYIOLLNIA Naposib, BbIMOJHUTE Clefytolme encTBuA.
1. BBeguTe cTapblii Naponb B nosie Crapbid Naposb.
2. BBegunTe HOBbIN Naponb B nNosis HoBbi naponb 1 MoaTeepAauTe Napoib.
3. HaxxmuTte kHonKy OK.

370T Naposib byneT HeobxoAmMM ANs [OCTYNa K paclUMpPeHHbIM napamMeTpam.

Ecnn BhI 336YD,ETe napoJib, CM. pa3nen Pa36/10KMPOBKa Napoas Aas HaCTPOEK B NPoayKTax ESET ans
AOMalllHero ncnoJjib30BaHuA.

CBefieHnsa 0 BOCCTAHOBJIEHUN YTEPAHHOI0 KJ1It0Ya aKTuUBauUuKW ESET, AaTe NCTe4YeHU CPOKa NencTBms
MOAMUCKK N Npo4vne cBeaeHna 0 Nnoanncke ESET Internet Security CM. B pa3fene [encTeund B ciyyae
noTepn Kao4a aKTrBaLIN.
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NMoppep)Xxka cpencTB UTEHUA C IKpaHa

ESET Internet Security MOXXHO MCMNOJIb30BaTb CO CPEACTBAMM YTEHUSA C 3KpaHa, 4Tobbl Nosib3oBaTeu
ESET ¢ npobnemMamMu 3peHns MOrJiu UCNOoJIb30BaTbh MEHIO MPOAYKTa 1 HacTpaumsBaTb NapaMeTpbl.
MNopnepxuBaloTCa ciepyoLline cpeacTBa YTeHUA € 3KpaHa: (JAWS, NVDA, Narrator).

YT106bl 06ecneynTb NpaBubHYO paboTy CpeacTBa YTEHMA C rpaduyecknm nHTepencom ESET
Internet Security, ChelynTe MHCTPYKLUNSAM B CTaTbe Halwen 6a3sbl 3HaHWN.

YBepomMmneHus

YT00bl YNPaBNATb YBEAOMEHMSMU ESET Internet Security, OTKPONTE pa3aen PaclumpeHHble napameTpbl
> YBepoMseHus. MOXKHO HAaCTPOUTb CleayioLive TUMbl YBeAOMIEHW,

* COCTOSAHMS NPUIOXKEHNS: YBELOMIEH NS, 0TODparkaeMble B [J1aBHOM OKHE Mporpammbl B
pa3aene 0630p.

* YBegomaeHns Ha paboyem cTone: HebonbLIMe OKHa yBeaooMneHna panom C CUCTEMHON
NMaHeNbo 3adau.

* /IHTEepaKTUBHLIE MPeayrpeXAeHNs: OKHa 1 coobLleHns ¢ npeaynpexageHnamm, Kotopble
Tp66leT BMeELIaTENbCTBa MOJZIb30BaTENA.

* [epeafpecauns (yBeLOMAEHNA NO 3IEKTPOHHON NOYTE): YBEAOMIEHUS OTNPABAATCA Ha
YKa3aHHbIN agpec 371eKTPOHHON NOYThI.
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NTERMNET SECURITY O x

JononHuTenbHble HACTPOWUKH “ x| 7
| Moy obHapyxenns € B cocroanuma npunokenna 5
O6HoBneHMe COCTOAHWA NPUICHKEHNA MzmeHnTe o
3awmta B
| YBEJLOMNEHMA Ha pabouem cTone 5
| CepeKc
WHTepaKTHBHBIE NpeaynpexaeHna 5
MoaknkoueHre
WHTepdeiic

NoNL30BaTenA

YeenomMaeHWA (5 ]

Nepeaapecauns @

HacTpoikn
KOH(UAEHLUWANEHOCTH

Mo ymonuanmio @DK OTmenHa

CocTofAHMA NMPUNO>XXEeHUnA

COCTOSIHUSA NPUIIOXKEHMSA: LiieSIKHUTE U3MEeHUTb, YToObl BbIOPaTh, Kakie COCTOSHNS NPUI0XEHNS
ByayT oTOO6paxaTbCs Ha AOMaLLHER CTPaHWLLE [/1aBHOr0 OKHa nporpaMmsl > 0630p.

Ananorosoe oKHO «COCTOAHUA NPUNTOIKEHUA»

B 3TOM AManoroBoM okHe MOXHO BblOpaTh, KakiMe COCTOSAHUS NPUIoXKeHUs ByayT oTobpa)kaTbCs.
Hanpumep, Npy NPMOCTAaHOBKE 3alUWTbl OT BUPYCOB W LUMMUOHCKUX MPOrpaMm WK Npu BKIKYEHHOM
NrPOBOM pPeXMMme.

Kpome Toro, CoCTosiHUE NpuioxeHust byaeTt oTobpa)kaTbCs, €CIN NPOAYKT HE aKTUBUPOBAH WU
NCTEK CPOK AEACTBUSA MOAMNCKN.

YBenomsieHus Ha pabouyem ctone

YBenomsieHns Ha paboyem cTosie oTobpaxkaloTcs B BUAE HEOONLLLIOMO OKHAa YBEAOMIEHUS PSAOM C
MaHesbio 3afay cucTemsbl. Mo ymonyaHuio oHo oTobpaxkaeTcsi B TedeHne 10 cekyHp, 3aTeM MeaJIeHHO
ncyesaeT. YBenomaeHus coobuiatoT 06 06HOBAEHMN NPOrPaMMbl, NOAKIOYEHNN HOBbIX YCTPOWCTB,
3aBepLUEHMM 3a[la4 CKaHUPOBAHNSA Ha HasM4yne BUPYCOB 1 06 06HAPY>KEHUMN HOBLIX YrPO3.
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NTERMNET SECURITY o x

>
,ﬂ,OI'IOJ'lHHTEJ'IbeIE HacTpOUKH = X ?
| ST OﬁHapymEHHﬂ B COCTOAHKMA NMPHACKEHWA 3
OBHoBACHKME
= YBefoMAeHWA Ha paﬁouem cTone 3
| 3aumta B
OTobBpaxaTe yEELOMAEHNA Ha paboden cTone m
1
| Cepeuc [ 1] | ¥eegomnenna Ha pabodem cTone Mamennte (1]
MoaknoueHune He oTobpamate yEeA0MAEHIA NpKH paboTe NpUACKEHKUI B m
NOMHOIKPAHHOM PEXMME
WuTepdeic ) ) A o
eMA 0TOBPAKEHNA B CEKyHAaxX 0
nonszosatens € ; ; A ~
Eal
| MpospauHocTs o . a
yeegomnenun B
2 0 i ( 10 M hd
Mepeagpecauma (1] MuHnmansHan geTanusauna oToBpaxaembx coBbITnii VIHGOpMaLMA (1 ]
- B mHorononezceatTenscknx cMCTemax oTobpakats a
HacTpoiku Administrator
YEEADMNEHWA HA IKPAHE CNEAYHOLLIEND NONL30BATENA
KOHQWASHLMANLHOCTH
Paspelunte ysegomMneHHAM Nony4aTs Gokyc Ha 3kpaHe i)
VIHTEPaKTUEHBIE NPEAYNPEXAEHWNA 5

Mo ymonyaumo m OTmeHa

OTobpaxaTb yBepoMaeHUsA Ha pabouyeM cTone: peKoOMeHAYEM He BbIKJIO4YaTb 3TOT NapameTp,
4TO6bI NPOAYKT MOr C006LaTh BaM O HOBbIX COBLITUSIX.

YBenoMneHus Ha paﬁoqu cTone: wenkHnTe U3MeHUTb, 4TOObI BKJIOYNTb NN OTKAKOYNTD
ornpepgesieHHble yBeJoMJIEHNA Ha paboyem cTone.

He oTobpaxaTtb yBegomMneHusa npu paborte npuno>KeHu B NOJIHOIKPAHHOM pexume:
CKpbITUE BCEX HEMHTEPAKTMBHbIX YBEAOMIEHWUIA, KOTla 3anyLLeHbl NPUI0XKEHNS B MOJIHOIKPAHHOM
pexume.

Bpemsa oToOpa>keHusa B CeKYHpaX: HaCTPONKa NPoAOIKUTENbHOCTIN 0TObparkeHns yBe4OMEHNIA.
3HayveHmne foMKHO 6bITh OT 3 A0 30 CeKyHa.

Mpo3pavyHOCTb: HACTPOMKA NPOLLEHTA NPO3PAYHOCTU YBEJOMAEHNI. MNoaaepXNBAOTCA 3HAYEHUSA OT
0 (6e3 npo3payHocTmn) A0 80 (04YeHb BbICOKAsA NPO3PaYHOCTD).

MuHuManbHasa aeTanusauus otodbparkaeMbiX COObITUM: HACTPOKA HAaYalbHOTO YPOBHS
CEepbe3HOCTY YBEAOMEHUIA, KOTOpble CefyeT oTobpaxkaTb. B packpbiBalOLWEMCS MEHIO MOXHO
BbIOpaTh CnefytoLie napamMeTpbl.

olmarHocTuka: otobpakeHune nHpopmaumm, HeobxoanmMon NS TUlaTeNbHON HAaCTPONKN
nporpaMmbl, U BCe NepeyncieHHbIe Bbille 3anucu.

oNHdopMauma: oTobpaxkeHne MHHOPMALIMOHHBIX COOBLLEHNI, HAaNPUMEpP 0 HECTAaHAAPTHbIX
ceTeBblX COOLITUAX, BKJIOYas coobLieHns 06 ycnelwHoM o6HOBIEHNM, a TakXXe BCe
nepeyncsieHHble Bbille 3anuci.
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oMpepynpexpeHusa: oTobpaxxeHne npepynpexaeHun, coobweHunn ob owmnbkax n
KpUTHYeCKUuX owmbkax (Hanpmumep, 0 HeBbIMNOJHEHHOM 0OHOBNEHUN).

oOwWwmnbkK: oTobpaxxeHne coobieHunn 06 owmbkax (Hanpmumep, 0 TOM, Y4TO HE yAan0Ch
3anyCTUTb 3alNTy AOKYMEHTOB) U KPUTUYECKMX OwnbKax.

oKputnuyeckue owmbKM: oTobparkeHme coobLLEHNA TONbKO 0 KPUTUYECKNX ownbKax
(owmnbka 3anycKa 3aWwmTbl OT BUPYCOB UM COOBLLEHNE O 3apaKeHUN CUCTEMbI U T. M.).

B MHOronosib30BaTeNIbCKUX CUCTEMAX OTOOpakaTb yBeAOMJIEHUA HA 3KpaHe c/ieayloLero
noJsib30BaTesNfA: MOXXHO Pa3peLLnTb BbIbpaHHbIM YYeTHbIM 3aMnUCaM NosyYaTh YBEAOMIEHUS Ha
paboyem cTone. Hanpumep, eciv yyeTHas 3anucb aAMUHUCTPATOPA HE NCMOJb3yeTCs, BBEANTE
MOJSIHOE UMS YHETHOW 3anucu, U yBefomneHns Ha paboyem ctone bynyT oTobpaxaTbcs Aas
YKa3aHHOW y4yeTHoW 3anucK. Mony4aTb YBeAOMAEHUS Ha paboyeM CToe MOXKET TOJIbKO Of1Ha
yyeTHas 3anncCb NoJsib3oBaTeNs.

PaspewnTb YBeAOMIEHUAM NONy4YaTh POKYC Ha IKpaHe: MOXXHO Pa3peLlnTb YBeaoMIeHNAM
noJsly4aTb (hOKYC Ha 3KpaHe 1 BbiTb JOCTYMHLIMU B MEHIO ALT + Tab.

Cnucok yBenoMJieHMHU Ha paboyem cTone

YT106bl N3MEHUTL BUAMMOCTb YBEAOMIIEHNI Ha paboyeM cTone (oTobpaxkatoTCs B MPaBOM HVXKHEM
yrny aKpaHa), OTKponTe pasfen PaclunpeHHsle napameTpsl > YBea0M1eHUs > YBeJOMNIeHUS Ha
pabouem ctone. LLienkHnTe U3MEHUTb PSaoM C 3IeMeHTOM YBeaOMJIeHMa Ha pabouem cTtone 1
YyCTAHOBMTE COOTBETCTBYOLWMI (hnaxkok NMokasaTb.

NTERNET SECURITY o x

BbibpaHHble yeeaomneHns Ha pabouem crone byayT otobpaxkaTbea

Hman MNokazwieaTh Ha pabouem cTone

B 3ALLWTA CETH

Mpegynpesxaedna cucTembl 3awutel Wi-Fi
B CBEHOBNEHUE

Mogynn oBHoBNEHE!

Mogyne oBHapysenna oBHosnen

OBHoBNEHME NPUNOKEHNA NOATOTOBNEHD
B OBLUHE
OtobBpaxate YEEAOMNEHWA O HOBLIX BO3MOMHOCTAX

OToBpaxate yeeaomneHuna of oT4eTe no BesonacHoCTH

Dain OTNPaened 4nA aHannia
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Ooowue

OTobpaxaTb yBeaomneHus 06 otyete no 6@30MaCHOCTU: MONyYeHVe YBELOMIEHUS MPW
CO3[laHUV HOBOTO OTHeTa Mo He30MacHOCTH.

OTobpaXkaTb yBef,OMJIeHUA O HOBbIX BO3MOXXHOCTAX: YBEOMJIEHNS 060 BCEX HOBbIX 1
YyCOBEPLUEHCTBOBAHHbIX OYHKLMAX B MOCNEAHEN BEPCMM NPOAYKTA.

dann oTnpassieH ANAA aHaNM3a: NosyvyeHne yBeJoMIeHNS KaXX bl pa3, Korga ESET Internet Security
OoTNpaBAseT an Ha aHauns.

MHcneKTOp ceTH

YBenoMnATb 0 HOBbIX CETEBbIX YCTPOUCTBAX: NoJly4eHne yBeLOMAEHUS NPy NOOKIHEHNN
HOBOI0 YCTPOWCTBA K CeTMW.

3awuTa ceTu

Mpodunb ceTn u3MeHeH: NoyYeHne yBefoMaeHuns 06 n3meHeHMn npodunsa ceTu.

MpepynpexaeHua CUCTEeMbl 3alWmUTbl Wi-Fi: NoJly4yeHne yBeJOMIEHNS NpW NOMbITKE MNOAKI0YEHNS
K CeTu Wi-Fi co cniabbiM naponem nnam 6e3 Hero.

OOHoOBNeHue

OOHOBJIEHME NPUNOXKEHUA NOATOTOBJIEHO: MOJyYeHVe YBEAOMJIEHNS, KOr4a NOArOTOBEHO
obHOBNIEHNE [0 HOBOW BepCuu ESET Internet Security.

Mopaynb obHapy>XeHuss OOHOBNEH: Mo/lyYeHNe YBEAOMEHNS, KOrAa NPOAYKT 06HOBASIET MOAY /b
obHapyxeHus.

Mopaynu o6HOBAEHBI: MOJlyYeHNe YBEAOMEHUS, KOrAa NPOAYKT 0OHOBNSIET KOMMOHEHTI
nporpammbi.

Y106kl 32aTh 06LWMe NapameTpbl 4119 yBeLOMAeHU Ha paboyem cTosie (Hanpumep, Bpems
0TobpakeHna coobLLeHNS AN MUHUMaNbHYIO AeTanun3aumnio otobpakaembix cobbiTUN), BbIbepuTE
YBegomsieHuns Ha paboyem CTosie B pasfesie PacluvpeHHble napaMeTpol > YBeOMAEHUS.

NIHTepaKTUBHbIE NpeaynpeXxaeHus
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* Yrpo3sa HangeHa

» Anpec 3a6J10KMpOBaH

* [IlporpaMMa He aKTMBMPOBaHa

* Mlepexof K MCM0Jb30BaHMIO MPOAYKTa C 60MbLUNM KOJIMYECTBOM (DYHKLUI
* [lepexof, K MCMN0JIb30BaHMUIO MPOAYKTa C MEHbLUMM KOJANYECTBOM (DYHKLIUN
» JlocTynHo obHOBAEHUE

» [laHHble 0OHOBJIEHWS HE COrJIacoBaHbl

* YcTpaHeHue ownbku «O6bHOBAEHME MOLYJIEN HE BbIMOJHEHO»

* YcTpaHeHue ownbok 06HOBAEHWUS MOLY e

» CeTeBad yrpo3a 3ab10KMpoBaHa

» CepTucurkat Beb-caiTa 0T03BaH

Paznen MHTepakTUBHbIE NpeaynpeXAaeHUs, KOTOPbIA MOXXHO OTKPbITb, BbIbpaB PacluvipeHHble
napamMeTpbl> YBeOMAEHMUA, N03BONAET KOHpUrypmposaTb cnocob 0bpaboTku B nporpamme ESET
Internet Security OKOH C COOOLLEHNAMY N MHTEPAKTUBHbIX NpeaynpexaeHnin o6 obHapyxeHusax, B
KOTOpbIX TpebyeTca NpuHATHE peLueHns noab3oBaTenemM (HanpuMep, 0 NOTEeHUMaNbHbIX
uwmHrosbix Beb-canTtax).

INTERNET SECURITY O X
JononHutenbHble HacTPOUKU Q X
| MO,IW’J’II: OﬁHapy*EHHﬂ 9 CocToAHKMA npyUnoxeHAa 3
O6HoBNEHME
YBeqoMNEHWA HA paﬁouem CcTone 5
| 3awmta B
| Terrs [ =] WMHTepakTHBHEIE NpeaynpexieHa 5
Wnrepakinenbie npegynpexaenna
MoaknoueHre
OToBpamaTe MHTEPAKTUBHBLIE NPEfyNPEXLEHNA 'D a

WHTepdeiic
nonezosatens &

O6men coobLEHMAMKM B NporpaMme
‘ yeegomnenna B

MNepeaapecauna OrobpaxaTe MAPKETHHIOBBIE COOBLLIEHNA (i)
Hactpo#iku
KOHPUASHUMANLHOCTK Dkno coobuenms o
ABTOMATUHECKM 33KPbIBATE OKHA COOBLLEHWEH Q
Eal
Bpemna oTobpaxeHna B cexyHgax 20| . a
MoaTeep#aeHna MameHuTe (1]
Mo ymonyanuio QOK Otmena

NHTepaKTUBHbIEe NpeaynpeXaeHus

Ecan oTkN04nTbL NapamMeTp OToOpa)kaTb MHTEPAKTUBHBbIE NpeAynpeXaeHus, OKHa
npeaynpexmaeHuin 1 ananorosble 0kHa Bpay3epa BbIBOAUTLCSA Ha 3KpaH He byayT. Takoi noaxon
cnepyeT UCMoJb30BaTh TOJILKO AJ1S OFPaHNYEHHOr0 KOJIMYeCcTBa 0cobbix CUTYyaLMit. PekoMmeHayeMm
OCTaBWTb 3TOT NMapameTp BKIIOYEHHbIM.
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https://support.eset.com/kb2792
https://support.eset.com/kb2850
https://support.eset.com/kb3189
https://support.eset.com/kb6258

ObmMeH coobLwieHuamMu B nporpamMmme

®yHKUUSA BHYTPUMPOrpaMMHOro obmMeHa coobLieHnaMy npegHasHavyeHa ans MHPOPMMPOBAHNS
Nosib30BaTesIeN 0 HOBOCTSX ESET U ans Apyrux coobuweHnin. s oTNpaBKyM MapKeTUHIOBbIX
coobueHnn TpebyeTcs cornacue noab3oBaTens. MapkeTMHroBble COOOLLEHNS MO YMONYAHUIO HE
OTNPaBASATCA NOJb30BaTENO (0TOOpPaXkaeTCs Kak BONPOC). BkAoyeHne 3Toro napamMmeTpa 03HavaeT
BalLe cornacue Ha NoslyYyeHne MapKeTUHrOBbIX CO06LLLeHMI ESET. ECin Bbl HE XOTUTE NOJTyYaTb
MapKeTUHroBble MaTepuabl ESET, OTKOUYNTE NapamMeTp OToOpa>kaTb MAapKeTUHIOBble
coobOLieHums.

OKHO cooOLieHus

YT00bl OKHa COOBLLEHWNIA 3aKPbIBAINCh aBTOMATUYECKN MO UCTEYEHUN ONPEedeNeHHOr0 BPEMEH!,
YCTaHOBUTE (PIaXKOK ABTOMAaTMYECKM 3aKpbiBaTb OKHa coobLieHunin. Eciv okHO npeaynpexaeHus
He ByAeT 3aKpbITO N0JIb30BaTEsIEM, OHO 3aKPbIBAETCH aBTOMAaTUYECKUN Yepes3 YKa3aHHbI
MPOMEXYTOK BPEMEHMU.

Bpemsa oTobOpa>keHusa B CeKyHAaX: HaCTPOKa MPoA0/KUTENbHOCTU 0TOBparkeHns
npenynpexaeHus. 3HaveHne 0oHKHO 6biTb 0T 10 o 999 cekyHA.

HOATBep)KJJ,eHVISI: LenkHnTe U3MeHuTb, 4TOobbI OTKPbITb CMNCOK NOATBEPXAEHUNA, ANS KOTOPbIX
MO>XHO BKJIIOYUTb NN OTKNOYUTDb 0To6pa>KeH|/|e.

NMopTBep>XpeHus

YT06bl HACTPONTL NOATBEPXKAEHUSA, OTKPONTE pa3gen PaclumpeHHsble napaMeTpsl > YBeoOMeHUA >
NHTepakTUBHbIE NpeaynpeXpeHus, a 3aTteM LWenkHuTe U3MeHUTb pAaoM C 3/1eMeHTOM
MopTBepXpeHus.

NTERMET SECURITY o X

BbibpaHHble coobuweHns byayT oTobpaxartbca

3anpalKEaTs NOATEERM#AEHUE Nepes EOCCTAHOBNEHWEM 0BBEKTE M3 KApPaHTUHA

3anpalutEaTe NOATEEPHAEHUE NEPEe] EOCCTAHOENEHNEM OB BLEKTOE U3 KAPAHTUHA W WCKIKIUEHWEM WX U3 CKAHWPOBAHWA

3anpaluneaTs NOATEEP#AEHKUE Nepes 2anyckom 3anaaHinpoBaHHOR B NNGHWPOBLLMKE 33434N
3anpaluvEaTs NOATEEP¥AEHUE Nepes OTMEHOI HACTpOeK B pazgene "JonoNHUTENbHEIE HACTPO KN

3anpaluvEaTs NOATEERXAEHHE Neped cEpOoCOM CTATHCTHEM

3anpawveats NOATESQ#ASHUE Neped yaaneHnem BCex xypHanoe ESET Sysinspector

3anpaluneaTs NOATEEP#AEHHUE Nepes YAaNeHNenM BCeX 3anncel U3 ¥ypHana

3anpaluveaTte NOATEEPXAEHWE Nepes yaaneHnen xypHanoe ESET Sysinspector

3anpalveEaTe NOATEEP#AEHUE NEpe] YAaNEHHENM 2annUck W2 XypHana

3anpallvEaTs NOATEERXAEHUE NEpe] YAANEHWEM 2aNNaHHPOEAHHOR B MNAHHPOBLLMKE 23434K

3anpaluneaTs NOATEEP#AEHHUE Nepes yaaneHnem oDLeKTa W3 KapaHTHHA

3anpaluveate NOATEEPXAEHWE, ECAW PELLEHO HE YAanATh BCe HallgeHHElE Yyro0o3kbl B OKHE NpeaynpexaeHuA
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B 3TOM AManoroBom okHe OTOﬁpa)Ka}OTCFI MOATBEPXKOEHUSA, BbIBOOUMbIE ESET Internet Security nepen
BbIMOJIHEHMNEM KaKoro-nnbo nencTens. YCTaHOBUTE WU CHUMUTE (hNaXxKoK pagoM C KaxxKablM TUMOM
noaTBepXnoeHunA, 4yTOObl BKOYNTb UM OTKJIOYNTb €ro.

JonoNHNTENbHbIE CBEAEHUS 0 (hYHKLUUSX, CBA3AHHbIX C MOATBEPXXAEHNSMMU:

* 3anpalluMBaTbh NOATBEPXKAEHME Nepes yaaJeHNEM XYPHa0B ESET Sysinspector

* 3anpalumBaTb NOATBEPXAEHME Nepes yaaJleHNeM BCeX XXYPHaJioB ESET Sysinspector

* 3anpalunBaTb NOATBEPXAEHME Nepes YaaneHNneM 06beKTa M3 KapaHTUHA

* 3anpalmnBaTb NOATBEPXKAEHME Nepel 0TMEHOM HAaCcTPoeK B pasaene "[onoNHUTESNbHbIe
HacTponkun"

* 3anpalinBaTbh NOATBEPXKAEHME, €CIN PELLIEHO HE YAaNSATh BCE HAaWOEHHbIE YIPO3bl B OKHE
npeaynpexaeHna

* 3anpalumBaTb NOATBEPXAEHME Neped YaaJIeHNEM 3anucn U3 XXypHaa

* 3anpalinBaTh NOATBEPXAEHME Nepe yYAaleHMEM 3anJaHUPOBaHHOM B MNJaHUPOBLLMKE
3afayun

* 3anpaluMBaTbh NOATBEPXAEHME Nepes yYAaNeHNEM BCeX 3aNncen U3 XXypHana

* 3anpalnBaTb NOATBEPXAEHME nepe cOPOCOM CTAaTUCTUKN

* 3anpallunBaTh NOATBEPXXAEHMNE Nepe BOCCTaHOBAEHMEM 06bEKTa N3 KapaHTMHa

* 3anpallinBaTh NOATBEPXAEHME Nepe BOCCTaHOBAEHNEM 0O BEKTOB M3 KapaHTUHA U
NCKJTIOYEHNEM UX N3 CKaHNPOBaHUA

* 3anpallinBaTbh NOATBEPXKAEHME Nepesl 3anyCKOM 3anJaHUPOBaHHOM B MAAHMPOBLIMKE 3a4a4M

* [oKa3blBaTb OMNOBELLEHNA 0 pe3ysibTaTaX PaboTbl MOAYA 3aLUMThI OT CNama

* MoKa3blBaTb ONOBELLEHNS 0 pe3ybTaTax PaboTbl MOAYAA 3aLWMThl OT CraMa A NoYTOBbIX
KJINEHTOB

* [ToKa3bIBaTh ONa1oroBble OKHa NoaTBepXOoeHd NpPpoaoyKTa OJ1d MOYTOBbLIX KJINEHTOB Outlook
Express U Windows Mail

* [Toka3blBaTb ANAI0r0Bble€ OKHa NOATBEPXAEHMA NMPoAYKTa A58 Windows Live Mail

* [Toka3blBaTb AMAJIOr0BblE€ OKHa NOATBEPXXAEHMA NPOAYKTA A1 NOYTOBOro KAmMeHTa Outlook

Nepeappecauus

ESET Internet Security NoAgLepXX1UBaeT 0TNPaBKy COOBLLEHNA 31eKTPOHHOW NOYTbI MPX BO3HUKHOBEHUN
CobbITMI C 3ajaHHON CTENEeHbIo AeTann3auunn. YTobbl akTUBMPOBATb 3TY (YHKLMIO, OTKPOWATE
PaclivpeHHble napameTpsl > YBeaoMmneHusn > NMepeagpecauus 1 BKIKYMTE NnapamMeTp
MepecbinaTbh yBeJOMNIEHUA Ha 3IEKTPOHHYIO MOYTY.
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(@S INTERNET SECURITY o x

JononHuTenbHbIe HACTPOWUKKU Q x| 7
| Moayne o6Hapyxenns € E nNepeceinate Ha 3nekTpoHHyto nouTy 5
ObHoBneHne Mepeceinate YEEAOMAEHHA HA JNEKTPOHHYH NOYTY i}
| 3awmta B
| CepeKc
MoaknkoueHre
WHTepdeiic
nonL3oBaTens
YeenomMaeHWA (5 ]
Nepeagpecauns @ 2
Hactpoikwm
KOHDUAESHUWANBHOCTA SMTP-cepeep
(i}
a
(i}

Mo ymonuaumio m OTmenHa

B packpbiBatolieMcs cncke MMHMManbHas cTeneHb AeTann3auum yBegoMaeHUNn MOXXHO
BbI6paTh HaYaslbHbIA YPOBEHb OTMNPAB/ISEMbIX YBEAOMIEHWIA.

» llMarHocTUKa: B XXypHaa BHOCUTCS UHGOopMauus, Heobxoanmas ANs TWaTebHOW HaCTPOMKY
Nporpammbl, U BCe NepevnCIeHHbIE Bbille 3anuncu.

* UHcdopMaLHMOHHBIEe: 3aMnNCbIBAOTCA MHHOPMALIMOHHbLIE COOBLLEHMS, TaKne Kak
HecTaHAApTHble ceTeBble COObITUSA, BKMOYas cooblieHmns 06 ycnelHon onepaumm obHoBAEHNS,
a TaKXXe BCe NepeynC/eHHbIE BbiLIE 3amnucu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHDopMaLms 060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexaeHusx (Hanpumep, 0 HEBbLINOJIHEHHOM 0OHOBNEHWN).

* OWKMOKM: 3anunCbIBaOTCA OWNOKKN (HE aKTMBMPOBaHA 3allMTa OKYMEHTOB) U KpUTUYECKUE
oLwnoéKN.

* KpuTuyeckune oIMOKHK: 3aNnChb B XXYPHaJ TONIbKO CBEAEHUI O KPUTUYECKMX OLLIMOKax
(Hanpumep, 06 owwnbkax npu 3anycke 3alinTbl OT BUPYCOB Uan 06 obHapyxeHun yrpos).

OTnpaBnATbL yBeAOMJIEHUA B OTAEJIbHbIX COOOLLEeHUAX 3/IEKTPOHHOM MOUTbI: eC/n 3TOT
napamMeTp aKTMBMPOBaH, NoayYyaTenb ByaeT nosyyaTb Kaxaoe yBefoMieHne B coobeHnn. 1o
MOXXET NPMBECTU K MONyYeHUto 60bLIOro KOMYeCcTBa NoYThl 3a KOPOTKUIA MPOMEXYTOK BPEMEHMN.

NHTepBan MeXxay oTNpaBKaMU HOBbIX COOOLLLEHUA IN€KTPOHHOMW NOUThI (MMUH.): Bpems B
MUHYTax, Yepes3 KOTOpOoe Mo 3/IEKTPOHHON no4yTe ByayT oTnpaBfieHbl HOBblE yBeAOMIeHNS. Ecan
3afaTb 3HavyeHue 0, ysegomneHns byayT oTNpaBaaTbCs Cpasy.
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Appec oTnpaBuTens: BbIOOp agpeca oTnpaBuTenNs, KOTopbln 6yaeT oTobpa)kaTbCa B 3arooBKe
COO6LLEHNI 3NEKTPOHHOW MOYThl C YBELOMIEHNEM.

Appeca nonyyaTens: ykasaHue agpecos rnojsy4vatenei, kotopble byayT oTobpaxaTbCa B 3aronoBke
COO0BLLEHNIN 3/IEKTPOHHOM NOYTHI C yBegOMeHnEM. MOXXHO yKa3aTb HECKOJIbKO agpecoB. B kavecTse
pasfennTens UCnoJsibynTe TOYKY C 3ansToNn.

SMTP cepBep

SMTP-cepBep: SMTP-cepBep, NCNONb3yEMbIN AN OTNPaBKK YBEOOMAEHMI (Hanpumep,
smtp.provider.com:587, NpeABapuTesibHO 3afaHHbIN HOMep nopTa — 25).

ESET Internet Security NoAAep>XX1UBAaeT SMTP-CEpPBEPbI, NCNOJb3YOLINE LWNDPOBAHNE TLS.

NMsa nonb3oBaTens 1 naposab: eCc/in Ha SMTP-cepBepe Tp66yeTCﬂ npoBEPKa NOANTMHHOCTH,
YKaXxxute AeNCTBUTENIbHbIE UMA MOJIb30BaTeNs U naposib Ans [octyna K SMTP cepBepy.

BkniouuTtb WndposaHue TLS: npenynpexneHuns ob yrpose n ypeoMaeHUS C UCMO/b30BaHNEM
LW POBaHMA TLS.

MpoBepuTb SMTP-cOeAMHEHME: Ha afpeC S/IEKTPOHHOM MOYTbI NoNyyYaTens 6yaeT oTnpaBaeHO
MUCbMO A5t NPOBEPKMN. HYy>XXHO yKa3aTb SMTP-cepBep, UMsi NoJib30BaTeNs, Naposb, afpec
OTMNPaBMTENS U afpec nosyyaTens.

dopMaT cooOLLEHNHN

O6MeH faHHbIMY MeX Ay NPorpaMMon 1 yaaneHHbIM Nonb30BaTeNeM UAN CUCTEMHBIM
agMUHUCTPATOPOM OCYLLECTBIAETCA NOCPEACTBOM I/IEKTPOHHOMN MOYThI MK coobLieHni B
NoKanbHoOW ceTu (ucnosbsyeTtcs ciyxba obMeHa cooblyeHnsMm Windows). dopMat
npepynpeXxaeHun u yBeaoOMAEeHUN, YCTAaHOBJIEHHbIV MO yMON4YaHuio, byaeT onTumaneH B
60/bLUIMHCTBE C/ly4aeB. B HEKOTOPLIX Cy4asax MOXeT NOHaAobnThCA N3MEHUTbL (hopMaT CoobLLeHNiA
0 cobbITHAX.

dopmMaTt coobLieHuin o cobbITUAX: hopMaT CoobLLEHUI O COBLITMAX, OTOBPa)kaeMbixX Ha
yZOaneHHbIX KOMMNbloTepax.

dopmaT npeaynpexaeHun o6 yrposax: npenynpexaeHns ob yrpose n ysegomeHns nMeT
npeLBapuTeNnbHO 3aaHHbIA (hopMaT Mo YMONYaHUIO. PEKOMEHLyeM OCTaBUTb NpeaBapuTeNibHO
3a4aHHbIN opmaT. OQHAKO B HEKOTOPLIX Cydasax (Hanpumep, Npu Haan4ymm CUCTEMBI
aBTOMaTU3MPOBaHHON 06PabOTKM 3NEKTPOHHOM MOYTbI) MOXKET NOHAA0OMTLCA U3MEHUTL hopMaT
coobLeHnn.

KoaupoBska: npeobpasoBaHue coobLieHna 3NeKTPOHHOM NOYTbI B KOANUPOBKY CMMBOJIOB ANSI,
OCHOBAHHYIO Ha pernoHasibHbIX HacTponkax Windows (Hanpumep, windows-1250, Unicode (UTF-8), ACSII 7-

bit, UM ANOHCKWUN (1ISO-2022-JP)). B pe3ynbTaTe, "4" OyaeT n3MeHeH Ha "a", a HeM3BECTHbI CMBOJI Ha
II?II

Ncnonb3oBaTb KOAUPOBKY Quoted-printable: coobuieHne byneT npeobpa3zoBaHo B hopmaT Quoted

Printable ((QP)), B KOTOPOM UCMOb3YIOTCA CMMBOJbI ASCII, 4TO NO3BONAET NPaBUJIbHO NepefaBaTh
CMMBOJIbl HALMOHaIbHbIX anaBUTOB MO 3/IEKTPOHHON NoYTe B 8-6UTHOM hopMaTe (4éidu).
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* %TimeStamp% — faTa 1 Bpems CobbITus.

* %Scanner% — 3a[e€MCTBOBaHHbLIA MOLY/b.

* %ComputerName% — UMS KOMMNbOTEPaA, HA KOTOPOM MOSABMIIOCH OMOBELLEHME.

* %ProgramName% — nporpaMma, Co3aBLlUas OMoBELLEHNE.

* %InfectedObject% — MMA 3apa)keHHOro hanna, coobuieHma n T. .

* %VirusName% — WAeHTUpULMPYOLME OaHHbIE 3apaXKeHus.

* %Action% — [eiCTBMe, NpeanpvH/MaeMoe B Cy4ae 3apaxeHus.

* %ErrorDescription% — onucaHne cobbiTVS, He NMEIOLLEro OTHOLLEHNS K BUpYCaM.

KntoyeBble cnoBa %InfectedObject% 1 %VirusName% VMCMONb3YOTCSA TONbKO B NpeaynpexxaeHnsax ob
yrpo3ax, a %ErrorDescription% — TOJIbKO B CO0BLEHNAX O COBLITMAX.

HacTpouku KoHPpuaeHUNaIbHOCTH

OTKpoWTe PacluvpeHHble napameTpsl > HAaCTPOUKU KOHUAESHLMANBHOCTH.

NTERMETSECURITY OF s

je
X
-2

,ﬂ,DI’IOﬂHMTEﬂbeIE HaCTpOFII(M

| S InTE OﬁHapy*EHHﬂ B = Mporpamma yay4dlleHWA NoONL3I0BATENLCKOND ONbITa 3

OBHoBNEHWE ¥4yacTECEaTE B nporpamMmMe yayyLweHA NoNe30EaTENECKOro m B
oneITa

| 3aumta B ) . B
Kakyto undopmaunio mel cobupaem? (7
| CepBuc

MoaknueHUe

WHTepderc
nonst3oeatens B

Yeegomnenun B

Hactpoiku
KOHQWAEHLNANBHOCTH

Mo ymonuanuio f;‘O-K OTmeHa
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Mporpamma yay4LieHUA NoJsib30BaTeJIbCKOro onbiTa

BkntouymMTe NON3YHOK PALOM C 3/1eMEHTOM Y4acTBOBaTh B NporpaMMe yyullueHus
Nosb30BaTesIbCKOro onbITa, 4Tobbl NPUCOEANHUTLCA K AaHHOW nporpamMme. MNprncoeanHMBLUNCD, Bbl
byneTe NpenocTaBNAaTb KOMNAHUMN ESET aHOHMMHbIe cBefeHNs 06 MCMO/Ib30BaHUM HALIMX MNPOAYKTOB.
CobpaHHble AaHHble NOMOryT HaM YNy4YlWnTb YA06CTBO MCMOb30BaHUS MPOrPaMMbl U HI B KOEM
cnyyae He bynyT nepenaBaTbCA TPETbUM CTOPOHAM. Kakune ceefeHns Mbl cobupaem?

BoccTaHOBJIeHUue napaMeTpoB No ymond4aHuio

HaxxmnTe Mo yMO4AHMIO B PACLLIMPEHHbIX MapaMeTpax, YTobbl CKUHYTb BCE€ HAaCTPOVKM NPOrpaMMbl
Anst Bcex Mmopynei. OHM BEPHYTCS K COCTOSIHUIO MOC/1e HOBOW YCTAHOBKMN.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTa.

BoccTaHOBJIeHUe BcexX NapaMeTpoB B 3TOM
paspene

Ha)xmuTe Ha CTpenky C n3rnbom [J, 4Tobbl CKMHYTb BCE HAaCTPOWMKK B 3TOM pa3fesie 40 HAaCTPOeK Mo
yMOJI4aHUIO, onpedesieHHbIX ESET.

ObpaTuTe BHMaHWE, YTO NOC/Ee HaxXaTusi BepHYTb 3Ha4Y€HUA NO YMONYAHUIO BCE CO3JaHHbIE
n3MeHeHus ByayT NoTepsiHbI.

BoccTaHOBUTb cofep>XXuUMoe Tabnuu,: npy akTUBaLMKN 3TON PyHKLMMN BCe NpaBuna, 3alavn u
npocuan, nobaBreHHblE aBTOMATUYECKM MW BPYYHYIO, ByayT yaaneHsl.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTA.

Mpu coxpaHeHuun KoOHdUrypauum npousoLuna
oLubka

370 coobuieHne 06 owmbKe NoKasbIBAET, YTO HACTPONKIN He BbIN KOPPEKTHO COXPaHEHbI 13-3a
oLnOKN.

Ob6bI4HO 3TO 03HAYaeT, YTO MOSIb30BaTENb, MbITABLUMACA N3MEHUTb NnapaMeTpPbI NPpOorpaMmmbl:

* MeeT HeA0CTaTOYHO MpaB AOCTYyMa UK He UMeeT HeoBXOAUMbIX pa3peLLeHnin onepaLMoHHON
CUCTEMbI, HE0BX0ANMBIX A5 N3MEHEHUS (halNIoB KOHUIYypaLMmM 1 CUCTEMHOIO peecTpa.

> [Ins BHECEHUS HEOOXOANMbIX U3MEHEHUI CUCTEMHBIV aIMUHUCTPATOP [O/DKEH
aBTOPM30BaTbCA.

* HeLlaBHO BKOUYUA pexuM «ObyyeHune» B cucteme HIPS nau anepsone 1 NonbiTancs BHECTU
N3MeHeHNs B paCLUMPEHHbIe napaMeTpbl.

> YT106bl COXpaHWUTb KOHPUrypaLmio 1 n3bexaTb KOHDANKTa KOHDUIYpaLum, 3aKponTe
paclMpeHHble napameTpbl 6e3 coxpaHeHMs 1 NOBTOPUTE MOMbITKY BHECTU HEobXoAUMble
N3MEHeHws.
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BTopon Hanbonee pacnpoCTpaHEHHON MPUYNHON MOXET BblTb HenpaBubHas paboTa NnporpamMmel, ee
noBpexzeHne n, COOTBETCTBEHHO, HEODX0ANMMOCTb NepeyCTaHOBKN.

CKkaHep KOMaHOHOWU CTPOKM

Mony”nb 3aluThl OT BUPYCOB ESET Internet Security MOXXET OblTb 3anyLLEH 13 KOMAHAHOW CTPOKMU
BPYYHYIO (C MOMOLLbIO KOMaHAbI ecls) X B MAKETHOM PeXXMMe (C NMoMoLLbIo bat-thaiina).

Ncnonb3oBaHne Moaynst CKaHUPOBaHMA ESET AN KOMaHOHOW CTPOKW:

ecls [OPTIONS..] FILES..

Cnepytolme napamMeTpbl 1 apryMeHTbl MOFYT UCNOJIb30BaTbCA MNPpU 3amnycke cKkaHepa rno TpebosaHuio
N3 KOMaHLHOWN CTPOKMW.

NMapameTpbl

/base-dir=lMAMNKA
/quar-dir=lAINKA
Jexclude=MACKA

3arpysutb moaysu ns MAMKK
MAMNKA KapaHTUHa
NCKNIOYUTb U3 CKaHMPOBaHUA annbl, cooTBeTcTBYlOWME MACKE

/subdir

/no-subdir

/max-subdir-level=YPOBEHb

CKaHMPOBaTb BNOXXEHHbIE NanKu (Mo YMOJ4aHUIO)
HE CKaHMPOBaTb BJIOXKEHHbIE NanKu

MaKCMaJibHada CTeNeHb BIOXKEHHOCTU NamnokK Anaa CKaHUPOBaHUA

/symlink CnefoBaTh MO CUMBOJIMYECKMM CChiNIkaM (Mo YyMONYaHuIo)
/no-symlink MPOnyCcKaTb CUMBOJINYECKNE CCbIIKU

/ads CKaHMpPOoBaTb ADS (M0 yMON4aHUI0)

/no-ads He CKaHmpoBaTb ADS

/log-file=®AWN BbIBOJ, XKypHana B AN/

/log-rewrite nepesanuncbiBaTb BbIXOAHOW hainn (Mo ymonyYaHuo — nobaendThb)
/log-console BbIBOJ XKYpHaJia B OKHO KOHCOJIM (M0 YMOAYaHNI0)

/no-log-console

HEe BbIBOAUTb XXYPHa/1 B KOHCOJ1b

/log-all PErncTpMpoBaTh TaKXXe He3apaKeHHbIe hanbl

/no-log-all He PerncTpupoBaTb He3apa)KeHHble ansbl (Mo yMON4YaHMI)

/aind NMoKa3blBaTb MHAUKATOP paboThl

/auto CKaAHMpPOBaHMe N aBTOMATMYECKAsA 04NCTKA BCEX NIOKAJIbHbIX OUCKOB

MNapameTpbl MOAYNA CKAHUPOBAHUA

[files CKaHWpoBaTb (hansibl (MO YMOJIHaHUIO)

/no-files He CKaHMpoBaTb (haibl

/memory CKaHupoBaTb NaMATb

/boots CKaHMPOBaTb 3arpy304Hble CEKTOPHI

/no-boots He CKaHMpPOoBaTb 3arpy304Hble CEKTOPbI (N0 YMONYaHMIO)
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/arch
/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-timeout=[PELEJ]

/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
Junsafe

/no-unsafe

/unwanted

/no-unwanted

/suspicious

/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

/ext-exclude=PACLUVNPEHWNA
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CKaHMpOBaTb apXmBbl (MO YMONYaHMIO)
He CKaHMpPOBaTb apXMBbl

CKaHMpoBaTb (haisibl, TONILKO €C/iv NX pa3Mep He npesbiwaeT PASMEP B
MmerabanTax (no ymonyaHuto 0 = 6e3 orpaHn4yeHni)

MaKCMMaJibHada CTEMNEHb BIOXEHHOCTU apPXNBOB AJ19 CKaHWNPOBaHUA

CKaHMpOBaTb apxuBbl He 6bonee ykazaHHoro B OFPAHUYEHUN
KOJIMYeCTBa CEKYHL

CKaHMpoBaTb (haifibl B apXmMBax, TONbKO €CN X pa3Mep HE NpeBbilaeT
PA3MEP (no ymonyaHuio 0 = 6e3 orpaHnyeHunin)

CKaHMpoBaTb (palsibl B CAaMOpPaCnakoBbIBAOLWMXCA apXmnBax, TOJIbKO
ecnn ux pasmep He npesbiwaeT PABMEP B merabanTax (no ymon4danuio 0
= 6e3 orpaHnyeHni)

CKaHMpoBaTb (haisibl N1EKTPOHHOW MOYThI (MO YMOYaHMIO)

He CKaHWpoBaTb (halibl INEKTPOHHOM MOYThI

CKaHMpPOBaTb MOYTOBbIE ALLMKN (MO YMOIHAHWUIO)

He CKaHWpPOBaTb MOYTOBbIE ALLUNKM

CKaHMpOoBaTb CaMOpacnakoBbIBaOLWMECS apXmBbl (M0 YMONYaHUIO)
He CKaHWpOoBaTb CaMOpacnakKoBbIBaAOLLNECS apXUBHI

CKaHMpPOBaTb YNaKOBLUMKK (MO YMONYaHNIO)

He CKaHWpPOBaTb YNaKOBLLMKM

CKaHMPOBaTb Ha HasiM4ymMe NOoTEHLUMNaNIbHO ONACHbIX NPUI0XKEHUN

He CKaHMpPOBaTb Ha HaM4YMe NOTEHLMANLHO ONACHbIX NPUNOXEHWUIA (N0
YMONYaHNIO)

CKaHMPOBaATb Ha Ha/M4YNe NOTEHUNA/IbHO HEXXENIATEJIbHbIX I'IpI/IJ'IO)KEHI/IVI

He CKaHWpOBaTb Ha HaJM4Yne NoTeHUMaIbHO HeXenaTesbHbIX
NPUA0XKEHUN (MO YMONHaHMIO)

CKaHMPOBaTb Ha HaJIM4yMe NoAO3PUTENbHbIX MPUI0XKEHUA (MO
YMOJTHaHWNI0)

He CKaHMpPOBaTb Ha HaM4YMe NOAO03PUTENbHBLIX MPUI0XKEHUIA
NCrosib30BaTb CUrHATYPbI (MO YMOIYaHUIO)

He MCMNOJ1b30BaTb CUrHATYpPbI

BKJIOYUTb 3BPUCTMYECKUIN aHanM3 (No ymMoa4yaHuio)
OTKJ/IIOYNTb IBPUCTUHECKNIA aHaNU3

BKIIOYNTb PACLUMPEHHYIO IBPUCTUKY (MO YMONYAHMIO)
OTKJ/IIOYNTb PACLLUMPEHHYIO 3BPUCTUKY

NCKOYUTb U3 ckaHnposaHus PACLUMPEHNA thannos, pasaeneHHble
ABOeTo4nem



/clean-mode=PEXIM ncnosb3oBaTb PEXKUM 04nCTKM NS 3apaxeHHbIX 06 beKTOB.

JlOCTYyMHbI CledytoLme BapnaHThl:

* none (N0 yMO/a4aHMIO) aBTOMaTMYeCKas 04MCTKa He BbIMOJIHAETCS.
* standard — MNpunoXeHune ecls.exe NOMNbITAETCSH aBTOMATUYECKN
OYUCTUTb UAN YAANNTb 3apaKeHHbIe alibl.

* TuwatensHas: MPUNOXKEHME ecls.exe MOMbITAETCA aBTOMAaTUYECKM
OYUCTUTb UAN YAANUTb 3apakeHHble ansibl 6e3 BMelaTebCTBa
nosib3oBaTens (Bam He 6yaeT NpeasioXeHo NOATBEPANTL YaaleHme
thannos).

* Hanboree TulaTesbHas: NPUNOXKEHNE ecls.exe yaanuT Bce annbl 6e3
NPOBEEHMNSA 0YNCTKM HE3AaBUCUMO OT UX TuMa.

* Vnanexue: NPUI0XKEHNE ecls.exe yaanuT 6e3 npoBefeHNs 04NCTKUN BCE
alibl, KpOME BaXKHbIX, TAKUX KaK CUCTEMHbIe halbl Windows.

/quarantine KOMNMPOBaTb 3apa>Xe€HHbIE (.baVIJ'IbI, €CJIN OHW O4ULLEHBI, B KapaHTUH
(OONONHNTENBHO K OENCTBUIO, BbIMNOJIHAEMOMY TpPU 04YNCTKE)

/no-quarantine He KOMMPOBaTb 3apakeHHble (halsibl B KAPaHTUH

Obwue napameTpbl

/help rokasaTb CMPaBKY W BbIATK
/version rMoKa3aTb CBEMIEHNS O BEPCUN 1 BbINTHU
/preserve-time COXPaHWUTb NMOCNAEMHIO OTMETKY 0 BpEMeHW A0CTyna

Kopabl 3aBepLueHus

0 yrpo3 He obHapy>XeHo

1 yrpo3sa obHapy)XeHa v o4uLleHa

10 HeKkoTopble (hanfbl He YAaN0Ch MPOCKAHNUPOBATL (MOryT 6bITh Yrpo3amu)
50 yrpo3sa HanieHa

100 owwmbka

3HaveHne Kofa 3aBepweHmns 6onbwe 100 03HavaeT, 4To ann He 6bls1 NMPOCKAHNPOBAH U
MOXXET ObITb 3apaKeH.

BonpocChbl U OTBEThI

Hu>xe Bbl MOXKeTe HalTu HEKOTOpbIe U3 Hanbonee YacTo 3a/laBaeMbIX BOMPOCOB M BO3HUKAIOLLMX
npo6aem. Haxmute CChIIKY, ONMUCbIBAIOLLYIO Bally npobnemy.

* BblnosiHeHMe 06HOBIeHUS ESET Internet Security

* PelleHune ESET Internet Security 06Hapy»Xna0 yrposy

* YnaneHue Bupyca C KOMNbloTEpa

* PaspelleHne obMeHa JaHHbLIMU ONpeaeseHHOMY MPUI0XKEHMIO

* BKJIlDYEHME POANTENLCKOrO KOHTPOAS 08 YHETHOM 3anncu
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» Co3flaHune 3a/la4u B NJ1aHMPOBLLNKE

* [1NaHMpOBaHME 3a4a41 CKaHMPOBaHUS (EXXEeHEAEbHO)

» Pa3610KMpPOBKaA A0MNOJAHUTENbHbLIX HACTPOEK

* PewleHne npobaembl geakTUBaLMM NPOAYKTa C NOMOLLbIO ESET HOME

Ecnv Bawen npobnembl HET B NPUBEAEHHOM BbILLE CANCKE, NONpobynTe BbIMOJHUTL MONCK B
WHTEPaKTUBHOWN CripaBke ESET Internet Security.

Ecnun He ynaeTcs HalTy peweHmne Bawen npobnembl/Bonpoca B UHTEPAKTMBHOW CripaBke ESET Internet
Security, NOCETUTE Haly perynspHo obHOBNAEMYIO MHTEPaKTUBHYIO Oa3y 3HaHui ESET. CCbIIKM Ha
caMble NonysspHble CTaTby Hawen 6a3bl 3HaHWIN NPUBELEHbI HXKE:

¢ Kak mpoaJnTb NOAMNUCKY?

* Bo BpeMs YyCTaHOBKW NporpamMmMsbl ESET nosaBuaoCh coobuleHne ob owmnbke. Y1o 3TO 03HaYaeT?

* AKTMBaLMA Windows-NMpoayKTa ESET 419 AOMALUHEro UCnoJib30BaHMS C MOMOLLbIO KJIO4Ya
dKTuUBaLNn

* YOasieHne uanm noBTopHaa YCTaHOBKa MOEro npoaykra ESET Jig AoMa.

* Bo Bpemsl yCTaHOBKW NporpaMmbl ESET N0SBUAOCH coobLleHne, YTO YCTaHOBKA
npexneBpeMeHHO 3aBEPLLIEHA.

* Y10 genathb nocae 06HOBAEHMA NOANUCKK? (NONb30BATENN AOMALUHEN BEPCUM)

¢ YTO fenaTb, ecqiv MOW agpec 3/1eKTPOHHOW NOYThl U3MEHUTCH?

¢ [lepeHoC NpoAyKTa ESET Ha HOBbI KOMMNbIOTEP WU YCTPOMUCTBO

¢ 3anyck Windows B 6e30MacHOM pexxume nan B 6e30NacHOM pexxmume C NoAAepKKOoM CeTn

* ickntoyeHne 6e3onacHoro Beb-canTa 13 6JOKMPOBKMU

* PaspelinTb AOCTYN CPEACTB YTEHUA C IKPaHa K rpadnyeckoMy nHTepdency noab3oBaTens
ESET

Mpy HeobxoaAMMOCTK € Bonpocamm n npobaeMamm MoXHO 06paTUTLCS B Hally Ciy)XOy TEXHUYECKO
NOOAEPXKKMN.

OOHoOBJIeHMe ESET Internet Security

O6HOBNATH ESET Internet Security MOXXHO BPYYHYIO WM aBTOMATUYeCKK. YTobbl 3anyCcTUTb 0OHOBNIEHNE,
B [J1aBHOM OKHE NporpamMmbl Beibepute komaHay OBHOBUTD, a 3aTeM wwenkHuTe MpoBepuTb
Hann4Yue oOHOBNEHUMN.

Mpy yCTaHOBKE NpOorpaMMsbl C MapamMeTpamMu no yMONYaHUI CO34aeTCs 3a4ava aBTOMAaTUYECKOoro
obHoBeHMs. OHa 3anycKaeTCs KaXKabli Yac. YTobbl MU3MEHUTb MHTEPBAJ, NOCIeA0BaATENbHO
BbibepuTe Cny)ebHble nporpaMmbl > [171aHNPOBLLNK.
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YaaneHue BUpyca C KOMNblOTepa

Ecnn KoMnbloTep nposenaeT Kakune-nnbo NMPU3HaKWN 3apaXXxeHns Bpeﬂ,OHOCHOI7| I'IpOFpaMMOIh,
HanpuMmep pa6OTBET MenneHHee nan 4aCcTto 3aBUCaeT, peKoMeHOYyeTCAa cAenaTb cneagytoilee.

1. B rnaBHOM OKHE MporpaMmbl WeSKHNTe CKaHMPOBaHMe KOoMMNblOoTEpa.

2. lenkHuTe 3nemMeHT CKaHMpPOBaTb KOMNbIOTEP, 4yT0bbI 3anyCTuUTb CKaHMpOBaHKNE
KoMNbloTepa.

3. lNocne 3aBepLUeHNA CKAHUPOBAHUA MPOCMOTPUTE XYPHaN Ha NpeaMeT KOJInyecTBa
NPOBEPEHHDbIX, 3apa>Xe€HHbIX N O4YULLLIEHHBIX cpa|7|n0|3.

4. EC/in HY>XHO NPOCKaHNPOBaTb TOJIbKO ONPeAeeHHYI0 YacTb ANCKa, BbibepuTe BapuaHT
BbiOOpo4YHOE CKAaHMPOBaHMUE N YKaXNTe 06beKTbI, KOTOPbIE HY)KHO MPOCKaHMPOBaTb Ha
Hannyne BUPYCOB.

ans nonyyeHma OONOJHNTENbHbIX CBEAEHUN CM.:

* CTaTbs B 6a3e 3HaHUN ESET

* KapaHTuH

Pa3speweHue obOMeHa BaHHbIMMU
onpepnesieHHOMY NPUJIOXKEHUIO

EC/in B NHTEPaKTUBHOM pexxnme 06Hapy>K|/|BaeTc;| HOBOE NOJK/MKYEHNE, HO COOTBETCTBYIOLLIETO
npasnna HE HanzeHo, Nosb3oBaTeNb nosy4aeT 3arpoc, npeﬂ,nararou_u/uh pa3peLwunTb Nin
3anpeTuTb ero. ECan HyxHo, 4yTObbI nporpamMma ESET Internet Security BbIMOJIHS/1a OAHO U TO Xe
nencTeme npu Ka)>X[0M NonbITKe NPUIOXKEHNA YCTaHOBUTL MNOAKJIOYEHNE, YCTAaHOBUTE (DJ1aXKOoK
CospaTtb npaBuJiIO U 3aNMOMHUTb HaBcerga.
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(e[ INTERNETSECURITY

An application on this computer ( }is trying to communicate
with a remote site { IR

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Local port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Rermember until application quits

Create rule and remember permanently

Learn more about this message ~ Details » Advanced cptions

B HacTponkax thaepBosia MOXKHO CO34aTb HOBbIE NpaBuia hanepsona Aas NPUIOXKEHUN eLLe 40 KX
obHapy>xeHunsa nporpaMMon ESET Internet Security. OTKpOWTE [JlaBHOE 0KHO MporpaMmsl U BoibepuTte
HacTpo#ka > 3awuTa ceTu > LeIKHUTE 3Ha4Y0K 0 psOom c anemeHToM Pauepson > HactpouTnb >
JononHutenbHo > Mpasuna > U3MeHUTS.

HaxxmuTe KHomnky JLo6aBUTb 11 Ha BKlaake OOLLMe yKaXTe 1UMS, HanpaB/ieHNE U MPOTOKOS
nepeaayv AaHHbIX 4S8 NpaBuia. B 3ToM 0KHe MOXKHO onpenennTb AeNCTBUE, KOTOPOE HY)KHO
BbINOJIHWTbL NPV NPUMEHEHWN NPaBUNa.

BeeauTe nyTb K UCNOJIHAEMOMY (harny NPUIOXKEHNS 1 NOPT Nepeaayun AaHHbIX Ha JI0KaslbHOM
KOMMblOTEpe Ha BKafKe JIoKasbHbIA KOMNblOTep. [epennTe Ha BKNaaky YaaneHHbIn
KOMNbIOTEp ¥ BBEAMTE yAaJIeHHbIN agpec 1 nopT (npu HeobxoanmocTur). HoBoe npaBunsio HavyHeT
LeNCcTBOBaTb HeEMeAIeHHO 1 cpaboTaeT cpasy, Kak TOJIbKO AaHHOe MPUI0XKEeHNe NonbITaeTCs
YyCTaHOBUTb NOAKJIOYEHME.

BkloYeHue poauTesibCKOro KOHTpPoA Ans
Y4eTHOM 3anucu

YT106bl aKTMBMPOBATHL POAUTENBCKNIA KOHTPOb A5 ONPeAeSIeHHOM YYETHON 3anncuy nosib3oBaTens,
BbINOJIHWTE Clefyioline LencTBus.

1. Mo yMON4YaHMIO POAUTENBCKUIA KOHTPOJIb B MpOrpaMme ESET Internet Security OTKJTIOYEH.
CyuwiecTByeT ABa crnocoba akTMBaLUM POANTENLCKOrO KOHTPOJIS.

* B rN1aBHOM OKHE MPOrpaMmbl WeNKHUTE 3N1eMeHT E n nocnenoBaTesibHO Bbl6epVITe
3J1IEMEHTDI HaCTpOﬁKa > 3awMTa UHTepHeTa > Popgutennckum KOHTPOJ1b, MocCsie 4ero
BKJIIOYNTE (DYHKLMIO POANTENBCKOrO KOHTPOISA.
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» OTKpoONTe pasfen PaclimpeHHble NapaMeTpbl > 3aWguTa > 3alMuTa gocTtyna B MHTepHeT >
PoauTenbCKMM KOHTPOJIb, a 3aTEM BKJIOYUTE NEPEKIOYaTENb PAAOM C 3/IEMEHTOM
BKJIIOYMTb POAUTENILCKUIA KOHTPOIb.

2. B rnaBHOM OkHe nporpaMmel BbibepuTe 3nemMeHTol HacTpouka > 3alimuTa MHTEpHeTa >
PoouTenbCKMi KOHTPONb. XOTA A4 NapameTpa PoanTenbCKM KOHTPONb 1 0TOBpaxaeTcs
3Ha4yeHue BknoyeHo, HeobxoAMMO HAaCTPOUTb POAUTENLCKUA KOHTPOJIb A5 HYXKHOW YYeTHON
3anucu. [na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefytoLLeM OKHe BbibepuTe 31eMeHT
3aWwMnTUTL AETCKYIO YYEeTHYIO 3anuch 1iv Poautenbckas yyeTHasa 3anuck. B cienytoulem
OKHe yKaXxuTe faTy poxxAeHus, 4Tobbl onpefennTb ypoBeHb AOCTYNa U noaxoasiime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaAnTeIbCKUA KOHTPOb BKKOYEH A5 YKa3aHHON Y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncK WeNKHUTe 31eMeHT 3abnoKkupoBaHHbIe NapaMeTpbl
M copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopble TpebyeTca paspewnTs nam 3abnoknMposaTb,
Ha BKJ1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTb onpeaesieHHble Beb-cTpaHuubl,
KOTOpble HE COOTBETCTBYIOT KaTeropuu, OTKPONTE BKAAAKY VCK04YeHN .

(es[z1) INTERNET SECURITY ® - o X
Otsop 4 PoauTenbCcKMil KOHTPONb O 7
CraHWpoBaHue
KoMMbIOTEP ! 3awwmrute Bce NapameTpbl Naposem, YTobbl NPeAOTEPAaTUTL HEABETOPU30BAHHLIE M3MEHEHUA.

OBHoBNEHNE

DESKTOP-ILTJID9/Administrator
BriGepuTe TMN YUETHOW 2aNUCK: YYETHAA 3anuch ANA 3aLLMTEI pebeHka.../poanTenscKan YYeTHan

Cepenc
3anMce

@ Hacrpoiika DESKTOP-ILTJIDS/Guest
BhlijpM_E TN }'LIE_HCII.:i 2aNMCK. YYeTHaRA 3ankuck ANA 33Tl pefjeHKa...;'poa,menhcxaﬂ YYeTHaRA

CI'IFIEEKE W NognepHKa 3annuce

¥yerHana sanuce ESET DESKTOP-ILTIIDS/User
HOME BrifepuTe TMN YyYETHOR 3aNMCK: YYETHAA 3anMck ANA 3allMTel pebeHKa../poauTensCKan yYeTHan
3annuce

petko-PC/matko (YueTHas 3anuce pebenka 1/1/2010)
3abN10KMPOBaHHbIE NAPaMETPEI U COAEPIKMMOE...

petko-PC/petko (PoguTensckan yyeTHan 3anmck)
3abNoKMPOBaHHbLIE NapaMeTphbl U COAEPIKMMOE...

x © X XX X

% [NoGaBWTb MCKNHOYEHWA ANA Beb-caiTa.. MokazaTk XKypHanb!

Co3paHue 3apa4uM B NJIaHUPOBLLUKE

YT106bI CO34aTb HOBYIO 3aJa4y, BbibepnTe CnyxkebHble nporpaMmMbl > MNaHUPOBLUMK, a 3aTEM
HaXKMUTe KHonky JlobaBuTb 3agavy Ui LWENKHUTE NPaBOM KHOMKOWN MbILWW U B KOHTEKCTHOM MEHI0
BbibepnTe KoMaHay [lo6aBuTb. [JOCTYMNHO NSATb TUMOB 3a4au.

° 3aI'IYCK BHeLUHero npuJjio>xeHua: rnjiaHnMpoBaHMe BbIMOJIHEHNA BHELLHEr0 NPUI0XXeHNA.

* ObcnyXuBaHMe XXypHana: B haniax XypHasa TakXe COAep)KaTCa OCTaTKN yAaleHHbIX
3anucei. ITa 3afa4a perynsapHo onTUMM3MPYeT 3anncKu B hannax XxypHana onsa shekTUBHON
paboThl.
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* NMpoBepkKa ¢ainoB Npu 3arpysKe CUCTEMbI: MPOBEPKa DANIOB, UCMOJIHEHNE KOTOPbIX
pa3peLleHo Npw 3amnycke Win BXo[e NoJib30BaTeNs B CUCTEMY.

* Co3paTb CHUMOK COCTOSSHUA KOMNbIOTEPA: CO3[aHNE CHUMKA COCTOSIHUS KOMMbIOTEPA B
ESET Syslnspector, A/ KOTOPOro cobupatoTca noapobHble CBeAEeHNS 0 KOMMOHEHTAX CUCTEMbI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) N OLLEHMBAETCSA YPOBEHb PUCKA AN1S1 KaXXA0r0 UX HUX.

* CKaHMpoOBaHMe KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 NaMokK Ha
KOMMblOTepe.

* ObHOBNEHMe: NIaHNpPOBaHMeE 3aaa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NeN.

Mockosibky OBHOBAEHME - 0Ha 3 CaMblX YaCTO MCMOJb3YEMbIX 3aMIaHUPOBaHHbIX 3a4a4, HMXeE
onuncaH nopsaok nobasneHns 3agaydn o6HOBAEHNS.

B packpbiBatoLeMca MeHI0 3ansiiaHMpoBaHHaA 3apaya Boibepute nyHKT OOHOBNEHMe. BeeguTe
nMsa 3aga4u B none UMa 3apayum n HaxxmuTe KHornky flanee. Boibeprte 4acTOTy BbIMNOJHEHUS
3aga4n. [JocTynHbl cnegyowme sapnaHTel: OpHokpaTHO, MHOrokpaTHo, ExxepgHeBHO,
ExeHepenbHo 1 Mpu onpepeneHHbIX YCNOBUAX. YCTaHOBUTE (hiaxok MponyckaTb 3apavy,
eCc/iM YCTPOMUCTBO paboTaeT oT akKyMynsTopa, 4Tobbl CBECTU K MUHUMYMY noTpebneHne
CUCTEMHbIX PecypcoB, Korga HoyToyk paboTaeT oT akkymynaTopa. 3agada byaeT BbIMONHATHCA B
LleHb 1 BpeMs, yKa3aHHble B Nonsx 06nacTu BeinosHeHUe 3apa4m. 3aTeM YKaXuTe, Kakoe
LencTsue cnegyeT NpeanpuHUMaTh, eC/iM 3afiava He MOXeT BbiTb BbIMOSIHEHA B YCTAHOBNEHHOE
Bpems. JOCTYMNHbl YKa3aHHbIE HU)XKe BapuaHThl.

* B cnepylouee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HesamepnnuTenbHO, €C/IM C MOMEHTA NOC/AeAHEro 3anycka npowso 6osnblue BpeMeHH,
YeM yKa3aHo (MHTepBas MOXHO yKa3aTb B MoJie BpeMs ¢ MOMeHTa nocnenHero 3anycka

(4)).

Ha cnepyiowem sTane otobpa)kaeTcs OKHO CBOAHOM MHOPMaL MM 0 TEKYLLEe NaHupyemMon 3agade.
Mocne BHeCeHMs BCex HeobxoAnMbIX n3MeHeHun HaxmnTe FoToBo.

Ha 3kpaH 6yaeT BbiBELEHO ANaNOroBoe OKHO, B KOTOPOM MOXKHO BbibpaTb NPonan, MCNosb3yeMble
A5 3anNaHNPOBaHHON 3a4ayn. 34eCb MOXKHO 3aaTb OCHOBHOW U BCOMOraTeNbHbIA Npogun.
BcnomoraTenbHbli NPpoguib UCMONb3yeTCs, eCv 3aAavy HEBO3MOXHO BbIMOJIHUTL C MPUMEHEHNEM
OCHOBHOro0 npocuns. NMoaTBepAnTE BHECEHHbIE N3MEHEHUS, HaXKaB KHOMKY FOTOBO, nocne yero
HOBas 3ajava NOSIBUTCS B CMUCKE CYLLECTBYIOLLMX 3amnjaHNPOBaHHbIX 3a4av.

NMnaHupoBaHUe eXeHeneJsibHOro
CKaHMPOBaHUA KOMMNblOTEpa

YT06bl 3annaHNPOBaTb PEryaspHyio 3adady, OTKPOMTE r1aBHOE OKHO NporpaMmbl 1 Bbibepute
Cepsuc > NMnaHUPOBLUMK. HMXKe NpuBeaEeHO KpaTKoe onucaHme npoueaypsl NIaHUPOBAHUSA 3a4audun,
npenycMaTpuBatoLLLE CKAaHMPOBAHMNE NOKaNbHbIX ANUCKOB Ka)kayto Heaento. MoapobHbie MHCTPYKL MK
CM. B CTaTbe Hawen 6a3bl 3HaAHUN.

287


https://support.eset.com/kb3207

0ns Toro 4Tobwl 3allaHNPOBaTb 3a4a4y CKaHNPOBaHWA, BbINOJIHUTE ClieayloLne NencTems.
1. B rnaBHOM OKHe NAaHNPOBLLWKa HaXXMUTE ﬂOﬁaBHTb.

2. BeennTe nms 3agayn v Boibepnte CKaHUpOBaHUe KOMMNbloTepa no TpebosaHuUio B
packpbiBatoWeMcsi MeHio Tun 3aga4m.

3. N5 4acTOoThl BbINOJIHEHMSA 334341 BbibepuTe EXXeHenenbHO.
4.3apanTe AeHb U BPEMS BbIMNONHEHNS 3aa4u.

5. BoibepnTe yCcTaHOBKY BbINONMHUTBL 3apa4y KaK MOXXHO cKopee, 4T00Obl BbINOJHUTL 3a4a4y
no3)xe, B CJlydae ecay 3anaaHnpoBaHHOE BbIMOJIHEHME 3a4a4M He 3anyCTUTCA MO Kakon-1mbo
npuynHe (HanpmMep, ecainm KOMMNbIOTEP BbIKIOYEH).

6. [lpocMOTpMTE CBOAHYIO MH(DOPMaLMIO O 3anJaHNUPOBAHHOM 3ajade n HaxxmuTte FoToBo.
7. B packpbiBatoleMcs MeHlo O0BbeKTbl BbibepnTe NyHKT XKeCTKue AUCKMU.

8. HaxxmuTte KHOMKY FfotoBoO O/14 NPUMEHEHNA 3ada4ql.

Pa30/10KUpOBKa A0NOJIHUTEJIbHbIX HACTPOEK,
3allULLUEHHbIX NaposieM

Korfa Bbl XOTUTE MNOAYyYUTb AOCTYN K 3alUMLEHHBIM PaCLUVPEHHBIM NapaMeTpaM, OTKPbIBAETCS OKHO
ANs BBOAa napons. Ecnu bl 3abyaeTe nnm notepsieTe CBON Naposb, LWeAKHUTe BOCCTaHOBUTD
napoJb 1 BBEANTE aApecC 3NEeKTPOHHONM NOYTbI, YyKa3aHHbIA NPV perncTpauny noanmncku. ESET
OTMNPaBUT BaM CO0DLLIEHNE 3NEKTPOHHOW MOYThI C KOJAOM MPOBEPKW. BBEAMTE 3TOT KOfI, @ 3aTeM
YKa)WTe HOBbI Mapo/ib U MOATBEPANTE ero. Koa NpoBepKW AeiNCTBUTENIEH B TEYEHNE CEMU AHEN.

BoccTaHoBNIeHME NApoOJis C NOMOLLbIO Y4eTHOM 3anucu ESET HOME: BoibepnTe 3TOT napameTp,
eCnv NOAMNNCKa, CMOSIb30BaHHAA A5 aKTWBALLMK, CBA3aHa C Ballen y4eTHON 3anucbio ESET HOME.
BBennTe agpec 31eKTPOHHON MOYTbI, KOTOPLIA Bbl MCMO/b3yeTe A1 aBTOPM3aLMN B CBOEN YYETHON
3anmcy ESET HOME.

Ecan Bbl HE MOMHWTE CBOW agpec INEKTPOHHOM MOYThI MW Y BaC BO3HUKAN TPYAHOCTU C
BOCCTAHOBJIEHMEM MapoNa, WeNKHNTe OOpaTUTLCA B CNIYXKOY TeXHMYeCKON Noaaep>XKK. Bol
byneTe nepeHanpassieHbl Ha Beb-canT ESET, rae CMOXeTe CBA3aTbCA C Halen CNyX060on TeXHUYEeCKon
noaaepXKu.

Co3spaTb Koa ONif CNy>XXObl TEXHUYECKOU NOAAEPXKKHM: C MOMOLLbIO 3TOF0 NapaMeTpa MOXXHO
€o34aTb KoA ans cnyxbbl TexHM4eckon nogaepxku. CKonnupymnTe Koa, NpeaocTaBaeHHbIA Cyx60m
TEXHNYECKON NOAAEPKKM, U LWenkHUTe Y MeHA eCTb KOA, NpoBepKKu. BeeanTe Kog nNpoBepky, a
3aTeM YKaXXKUTe HOBbIN Naposib U NOATBEPAUTE ero. KoZ NpoBepKn LENCTBUTENIEH B TeYEHNE CEMU
AHen.

Ona nonyyeHns OOMOJIHUTENbHbIX CBeLeHUN CM. pa3gen Pa36710KMpoBKa Napons Aas HaCTPOEK B
Windows-NPoayKTax ESET A9 AOMALIHEero ncnosib30BaHUS.

288


https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915

PeweHne npobneMbl geakTuBauum NpPoayKrTa
C noMoLublO ESET HOME

NMporpaMMa He aKTUBUPOBaHa

370 coobuieHme 06 owmbke NosBAsSETCA, KOraa Baajenewl NoANNCKN AeaKTUBMPYET Ball NPOAYKT
ESET Internet Security Ha nopTane ESET HOME unun Koraa nponagaeT obLmin 4oCTyN K NoAnucke,
KoTopas Oblia AOCTYMNHa AN Balleh y4eTHON 3annucu ESET HOME. YTob6bl pelwnTb 3Ty npobiemy,
BbINOJIHUTE CrieayoLlime OencTBus.

* LLl,e}'IKHI/ITe AKTMBMpOBaTb 7 BOCI'IO}'Ib3yI7ITer OAHUM U3 METOAO0B aKTUBaL K, 4YTOObI
AKTUBUPOBATb ESET Internet Security.

* ObpaTuTtechb K BnagenbLy NOAMNUCKK 1 coobLimMTe eMy 0 TOM, 4TO OH AeaKTMBMPOBa Balll
NPOAYKT ESET Internet Security WK Bbl yTpaTuUAM obwmin [OCTYN K NoAnuncke. Bnagenewu MoxeTt
pewnTb 3Ty Nnpobnemy Ha ESET HOME.

MpoAyKT AeaKTUBUPOBAH, YCTPOUCTBO OTKJIIOYEHO

370 coobuleHne 06 owmnbke noaBaseTCs Nocse yaaJeHns yCTponcTsa ¢ ESET HOME. YTobbl pelwnTb
3Ty npobaemy, BbINOSHUTE CliefyoLme encTBuUA.

* lLlenkHnTe AKTUBMPOBATb 1 BOCMOJIb3yNTECh OAHMM U3 METO0B akTUBaLLMY, YTOObI
AKTUBUPOBATb ESET Internet Security.

» CBSXKUTECh C BNagesbLieM NoANUCKX U COOBLIUTE eMy 0 TOM, YTO Ball NPOAYKT ESET Internet
Security 1IeaKTUBUPOBAH, @ YCTPOMCTBO OTKJ/04EHO OT ESET HOME.

* Ecan Bbl Bnageney NoAnuCKM 1 He 3HaeTe 06 3TUX M3MEHEHUAX, MPOCMOTPUTE KaHa/l
AeNCTBUN ESET HOME. Mpun 06HapyXeHun noAo3puTesbHbIX AENCTBUI M3MEHUTE MapoJb
y4YeTHOM 3anucu ESET HOME 1 obpaTutech B CayX0y TeXHUYECKOW noanepXKu ESET.

MpoAyKT AeaKTUBMPOBaH, YCTPOUCTBO
OTKJIIOYEHO

3710 coobuieHme 06 owmbke NosBAAETCA NOCAe yaaneHnsa YCTPONCTBA C ESET HOME. YTo6bl pewnTb
3Ty npobnemy, BbINOAHUTE Cnefyowmne LeNCTBuS.

e lllenkHuTte AKTHBHpOBaTb 7 BOCI'IOJ'Ib3yVITer OOHUM U3 MeTOoO0B aKTUBaALIUN, 4TOOBI
AKTUBUPOBATbL ESET Internet Security.

* CBSXKUTECH C BNajeNbLeM NoAnMCKM 1 coobLumnTe eMy 0 TOM, 4TO Ball NPOAYKT ESET Internet
Security 1eaKTUBNPOBaH, a YCTPOMCTBO OTK/O4EHO OT ESET HOME.

* Ecniv Bbl Bnagesnew, NoANUCKA U He 3HaeTe 00 3TUX N3MEeHEHUAX, MPOCMOTPUTE KaHal
nencTeui ESET HOME. Mpu obHapyXeHnn nofo3puTesibHbIX 4eNCTBUIA U3MEHUTE MapoJib
y4eTHOW 3anucu ESET HOME 1 obpaTuTech B CNyXOy TexHMYeCcKon NoaaepxKu ESET.

289


https://home.eset.com/
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=remove_device
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=remove_device
https://home.eset.com/activity-feed
https://home.eset.com/activity-feed
https://home.eset.com/activity-feed
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://go.eset.com/supportform
https://go.eset.com/supportform
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=remove_device
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=remove_device
https://home.eset.com/activity-feed
https://home.eset.com/activity-feed
https://home.eset.com/activity-feed
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=my_settings
https://go.eset.com/supportform
https://go.eset.com/supportform

lporpaMMa He aKTUBUPOBaHa

3710 coobuieHne 06 owmnbke noaBaseTCs, Korga Bnagenew noAnuCKN eakTUBMPYeT Ball NPOAYKT
ESET Internet Security Ha nopTane ESET HOME unu Korfa nponafaeT obwun ocTyn K noanuncke,
KoTopas bblla 4OCTYNHa 414 Balleh y4eTHON 3anucu ESET HOME. YTobbl pelinTb 3Ty npobnemy,
BbIMOJIHUTE ClliefytoLme OelCTBuUS.

e lllenkHuTte AKTMBHpOBaTb 7 BOCI'IOJ'IbByVITer OOHWUM U3 MeTOoOO0B aKTUBaALIUN, 4TObBI
AKTUBMPOBATbL ESET Internet Security.

* ObpaTuTech K Blagebly NOAMNUCKU U coobLmMTe eMy O TOM, YTO OH AE€aKTVMBMPOBA Balll
NPOAYKT ESET Internet Security Wan Bbl yTpaTwuam obwuin 4ocTyn K noanuncke. Bnageney moxeTt
pewnTb 3Ty npobnemy Ha ESET HOME.

MporpaMmma yny4LueHua Nosib30BaTesNIbCKOro
onbITa

MNpucoeANHUBLLNCE K MporpaMmMe ynyylleHus rnosb30BaTesIbCKOro onbiTa, Bbl NpefocTaB/sgeTe
KOMMaHWKM ESET aHOHMMHble cBeeHNs 06 NCNOoNb30BaHUMN HaLLNX NpoaykToB. [lononHUTENbHble
cBefeHuns ob 06p860TKe OaHHbIX OOCTYMNHbI B Hallen NoANTUKe KOH(MOEHLUMNANBHOCTN.

Bawue cornacue

YyacTue B nporpaMme aBaseTcs 4obpoBoNbHbLIM 1 3aBUCUT OT Ballero cornacus. Mocne
NPUCOeaNHEHNS Bbl MACCMBHO Y4aCTBYETE B MPOrpamMmme, TO eCTb BaM He HY)KHO NpeanpuHuMaThb
Kakunx-nnbo ganbHeNWmnx oencTemnin. B ntoboin MOMEHT Bbl MOXKETE 0TO3BaTb CBOE COrjlacue, N3MeHuB
HaCTpoOMKK NpodykTa. Caenas Tak, Bbl 3anpeTuTe HaM obpabaTbiBaTb Ball aHOHMMHbIE OAHHbIE.

B ntobon MOMEHT Bbl MO)XeTe 0T03BaTb CBOE COrjacue, U3MeHuB HaCTpOIZKM NPOAYKTa:

o [I3MeHeHVe NnapamMeTpoB NPOrpaMmbl yyyLleHns Noab30BaTe/IbCKOro OMnbiTa B NPOAYKTax ESET
018 Windows A1 [OMalLHEero McnoJjib308aHns

Kakue Buabl MHpopMaummu Mbl cobupaem?

[ aHHble O B3aUMOAEUCTBUM C NPOAYKTOM

3TV CBeAleHNS NOoKa3blBaOT HaM, KaK 1CMO/b3y0TCS Haly NPoayKThl. Bnarogaps aToMy Mbl 3HaeM,
HanpuMep, Kakne yHKLMN NCNO/b3YTCS YacTo, Kakne HaCTPOMKMN NOob30BaTENN N3MEHSIOT U
CKOJIbKO BPEMEHM OHU TPATHAT Ha UCMO/Ib30BaHME NPOAYKTaA.

HaHHble 06 ycTpoucTBax
Mbl c06|/|paeM 3T CBeAeHNA, 4yTObbI MOHATDL, roe N Ha Kaknx yCTpOIZCTBaX NCNOJIb3YyOTCA Hallwn

NPOAYKTbIl. TUNNYHbIE NPUMEpPbI TAaKUX CBEAEHWA: MOLENb YCTPONCTBA, CTPaHa, BEPCUSA N UMS
onepaunoHHON CUCTEMBI.
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[laHHble AMarHoCTUKU oLIMOOK

CobupatoTcsa TakKe CBeAeHMs 0 BO3HUKHOBEHUW OLLIMOOK 1 aBapuiiHbIX CUTyaumnid. Hanpumep, Kakas
owwnbka NpounsoLLa, 1 Kakme LeinCcTBUS NPUBEIN K HEI.

MoyeMy Mbl cobupaem 3Ty uHdopmauuio?

9T aHOHUMHbIE CBeAeHNS Oal0T HaM BO3MOXHOCTb YyJly4llaTb HalW NPoayKThl A1 BaC, Hallmx
nonb3osatenen. OHM nomoratoT n3baBnTb NPOAYKTbI OT owmnboK 1 caenatb UX MaKCUMaJsibHO
noJsie3sHbiIMn 1N NPOCTbIMN B NCMOJIb30OBaHUN.

KTo KOHTponupyeT 3Ty nHopmaumio?

KoMnaHus ESET, spol. s r.o. ABNSAETCA eGUHCTBEHHbLIM 0MNepaToOpPOM AaHHbIX, C06MpaeMbIX B paMKaX
lMporpaMmbil. OTn CBeLeHUs He nepenatTcqa TPETbUM UL aM.

JInueH3noHHOe corsialieHue € KOHe4YHbIM
noJib3oBaTteJieM

Bctynaet B cuny ¢ 19 okTsabps 2021 roaa.

BAXXHO! BHMMaTeNbHO NPOYMTaNTE N3I0XKEHHbIE fasiee YCN0BUSA NCNONb30BaHNA NMPOrpaMMHOro
NPOAYKTA, MPeXAe YeMm 3arpyxaTb, yCTaHaBMBaTb, KONUPOBaTb WM UCMOJIb30BaTb €ro.
3ATPYXAH{, YCTAHABJINBAA, KOMUPYA UWIN UCNOJIb3YA 3TO NPOrPAMMHOE
OBECMEYEHMUE, Bbl BIPAXXAETE CBOE COINJIACUE C U3JIOXKEHHBIMU YCJIOBUAMU U C
NOJIMTUKOU KOHOUAEHUWUAJIBHOCTM.

JInuesnoHHoe cornaweHne ¢ KOHeYHbIM MoJib30BaTesieM

CornacHo ycsioBMAM AaHHOro JIMLLEH3MOHHOro CornalleHns ¢ KOHe4YHbIM NoJib30BaTesieM
(«CornalueHue»), 3aKJIl04EHHOr0 KOMMaHuew ESET, spol. s r. 0., 3aperucTpupoBaHHoOM Mo agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHO B KOMMEPYECKNI PErnMCTP OKPY)KHOro cyaa
Bratislava |, pa3gen Sro, 3anuncb Ne 3586/B, BIN 31333532 (ESET unu lMoCTaBLWMK) U BaMKU, PU3NYECKUM
NN lopugnyeckm nmuom (Bel nnm KoHeyHbln nonb3oBaTesb), Bbl nonyyYaeTe npaBo NCNOJIb30BaTb
MporpamMmHoe obecneyeHne, ykasaHHoe B cTaTbe 1 HacToswero Cornatwenuns. NporpamMMHoe
obecneyeHune, ykaszaHHoe B cTaTbe 1 HacTosAwero CornalleHns, MOXXeT XPaHUTbCA Ha HOCUTEeNaX
LlaHHbIX, OTMPaBAATLCA MO 3/IEKTPOHHOW N0YTeE, 3arpyXaTbCa Yepe3 NHTepHeT, 3arpy>aTbCs C
cepsepoB MocTaBLUMKa UK NOYYaTbCsA U3 APYrUX UCTOYHUKOB, KOTOPbLIE YA0BNETBOPAIOT
nepeyYncneHHbIM HKe YCI0BUAM.

3TO COrMNAWEHWE KACAETCA NPAB KOHEYHOT O MNOJIb30OBATEIA N HE ABNAETCA 4O OBOPOM
MPOOAXW. MocTaBLUMK OCTAaeTCs BNaAenbLeM 3K3emnasapa MNporpaMmHoro obecnevyeHms un
MaTepuasibHOr0 HOCMTENA, Ha KOTopoM lMNporpaMMHoe obecnevyeHmne HbI10 NOCTABIEHO B TOProBOM
ynaKoBKe, a TakXe Bcex Konui NMporpaMmmHoro obecneyveHuns, Ha KotTopble KOHEeYHbIN NoJib30BaTes b
nMeeT NpaBo B COOTBETCTBMY C HacTosawmM CornaweHunem.

Bbibop BapuaHTa «lpunHUMato» B NpoLiecce yCTaHOBKM, 3arpy3Kun, KONMpoBaHMA UK UCMONb30BaHNS
aToro lNporpamMMHoro obecnevyeHnsa Bolpa)kaeT Balue cornacue ¢ yciioBUSIMM HaCTOALLEr O
CornaweHuns n NMoanTMKn KoHGUAEHUManbHOCTU. ECm Bl He cornacHbl ¢ KaknuM-nnbo 13 ycnoBun
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HacToswero CornaweHns nnm MoaMTUKN KOHOUAEHUNANbHOCTN, HEMeOeHHO BbibepuTe BapuaHT
OTMEHbI, OTMEHMTE YCTAaHOBKY MW 3arpy3Ky, YHUYTOXbTE Uan BepHUTe NMporpammHoe obecneyeHue,
YyCTaHOBOYHbIE HOCUTENN, COMPOBOAUTENBbHYIO AOKYMEHTALNIO, @ TaK)Xe KBUTaHUMI0 06 onnaTe
MocTaBLMKY WM B OpraHm3aumio, B Kotopow 6110 npnobpeTeHo MporpammHoe obecneyeHue.

NCMNOJIb3OBAHWNE BAMW 3TOIO NMPOIrPAMMHOIO OBECIEYEHNA O3HAYAET, YTO Bbl MPOYJ1A
JAHHOE COlMMALWEHWE, MOHANN EFO NONOXEHUA N COMNNTACHbI CHUTATD X OBA3bIBAOLLIVIMNA.

1. MporpamMHoe obecnevyeHue. TepMmuH "MporpammHoe obecneyeHne" B HacToswem CornaweHun
O3Hay4aeT: (i) KOMNbIOTEPHYIO NPOrpaMMy, KOTOpas COMPOBOXAaeTcs HacToAwmMM CornalleHnem, n
BCE ee KOMMOHEHTHI; (i) BCE COAepXMMOe Ha ANCKaX, KOMMNAKT-AUCKax, DVD-ANCKaXx, B 9NEKTPOHHbIX
COOBLLEHMAX N KaKNX-TMOO BNIOXKEHUAX UAN Ha APYIrUX HOCUTENAX, KOTOPbIe OblIv NOCTaBEHbI
BMecCTe C HacTosAwmM CornaweHnem, B TOM Yucne opMmy 06beKTHOro koaa MporpamMmHoro
obecneyeHns, NOCTaBASEMYIO Ha HOCMTENE AaHHbIX, MO 3JIEKTPOHHOW NOYTE WK 3arpy>Xaemyto
yepe3 NHTepHeT; (iii) 1tobble MOACHUTENbHLIE MaTepuasbl an Nobyo OPYryo BO3MOXHYIO
[OKYMEHTaLuo, CBA3aHHYI0 € MporpaMMHbIM obecneyeHnem, rnaBHbiM obpa3om Kakoe-nnbo
onuncaHue NMporpammHoro obecneyeHns, ero cneundukaummn, kakoe-nmbo onncaHme CBONCTB UK
paboTbl MporpamMmHoro obecneyeHuns, kakoe-nmbo onncaHne paboyein cpenbl, B KOTOPOR
ncnonb3yetcs NMporpaMmmHoe obecneyeHne, MHCTPYKLMMN MO NCMOb30BAHNIO NN YCTaHOBKE
MporpaMmHoro obecneyeHns uam kakoe-nnbo onncaHne NCNonb3oBaHUsA NMporpamMMHOro
obecneyeHns (JokymeHTaums); (iv) konmm MNporpamMMHoro obecrnevyeHuns, NakeTbl NCMPaBAEHNS
BO3MOXXHbIX ownboK MporpaMmHoro obecneyeHns, [onoaHeHns K MporpaMmMmHoMy obecrneyeHuto,
pacwunpeHus MporpamMmmHoro obecneyeHmns, n3mMmeHeHHble Bepcum MNporpamMMHoro obecneyvyeHuns um
0OHOBJIEHUSI KOMMOHEHTOB lMporpaMmMHoro obecneyeHns (Mpy HaanyuK), Ha KoTopble MocTaBLMK
npenocTaBus Bam nnueH3nio B COOTBETCTBUM CO CTaTben 3 HacToswero CornaweHus. MporpaMmMmHoe
obecneyeHne NpegoCTaBASETCA UCKITIOYNTESIbHO B POPME UCMOHAEMOro 06bEKTHOro Koaa.

2. YCTaHOBKA, KOMMNbIOTEP U JIMLLEH3UOHHBIN KJIOY. porpamMmHoe obecrneyeHne, NocTaBasemoe
Ha HOoCUTene AaHHbIX, MO 3/IEKTPOHHON MOYTe, 3arpy>XeHHoe Yepes IHTepHET MM C CepBEPOB
MocTaBLIVKa UKW NOSYYEHHOE U3 APYTrX NCTOYHMKOB, MOAJEXMUT YCTaHOBKE. YCTaHOBKaA
MporpamMmmHoro obecrneyeHunst 4oSXKHa NPOUCXOANTb Ha A0JKHbIM 06pa3oM HaCTPOEHHOM
KOMMbIOTEPE, KOTOPLI 0TBEYAET MUHKMAJIbHBIM TPEOOBAHUAM, N3N0XKEHHBLIM B [JOKYMEHTALIN,
Cnocob ycTaHOBKM onucaH B [JokyMeHTauun. KoMnbloTep, Ha KOTOPOM BbIMOJIHSIETCSA YCTAHOBKA, He
LOJIKEH Coflep)XaTb MPorpaMMHOe WK annapaTHoe obecrnevyeHne, KOTOPOe MOXKET HEraTUBHO
NoBAMSATL Ha paboTy MporpamMmHoro obecrneyeHns. KomnbioTep o3HavaeT 060pyaoBaHME, B TOM
yucne, Cpeamn nNpoYero, NEPCOHasbHblE KOMMbOTEPLI, HOYTOYKM, paboyne cTaHUUN, KapMaHHble
KOMMbIOTEPbI, CMapPTEOHbI, KAPMaHHbIE WK APYrue 3NeKTPOHHbIE YCTPONCTBA, 418 KOTOPbIX
pa3pabaTbiBaeTcs MporpamMMHoe obecrneyeHune, Ha KOTOPOM ero byayT yCTaHaBAWBaTb U/Mn
CMOJIb30BaTh. JINLIEH3VNOHHBIN K04 03HA4YaeT YHMKAJIbHYIO NoC/e10BaTeIbHOCTL CMBOJIOB, OYKB,
LUndp UK cneumnanbHbIX 3HaKOB, MPENOoCTaB/IIEMbIX KOHEYHOMY MOJIb30BATESO, YTOObI Pa3pewwnTb
3aKOHHO MCMNO/b30BaTh MporpaMMHoe obecneyeHne Uam ero onpeneseHHyo Bepcuo anbo NpoaanTb
CPOK AeicTBUS JIMLEH3NN B COOTBETCTBUM C HacToAWwMUM CornalieHnem.

3. Jinuensua. Ecnv Bol npuHAAN BCe yC/1I0BUA, NpefyCMOTPeHHble B HacTosAwem CorsialweHunu, u
cobnopaeTte nx, MNMocTaBlWMK NpegocTaBnseT Bam cnegyowme npasa (JinueH3uns).

a) YCTaHOBKa M MCNoJib30BaHMe. Bbl Moly4yaeTe HEUCKIIOYMTEIbHOE He Noasiexallee nepeaaye
MpPaBo YCTaHOBMUTL MporpaMmMHoe obecneyeHne Ha XXeCTKMIN AUCK KOMMbIoTEPa WK UHOW HOCUTENb
ANS XPAHEHUS [laHHbIX, YCTAHOBKMN 1 XpaHeHus MporpaMMHoro obecneyeHunst B namMaT KOMMNbOTEP],
a TakXXe BHeAPWTb, XPaHUTb 1 oTobpaxkaTk MNporpaMmmHoe obecneyeHue.

b) OroBopKa no KoJIM4ecTBY JIMLLeH3UN. [paBo Ha NCnosb3oBaHMe MporpamMMHoOro obecrneyvyeHns
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OrpaHNYeHo onpefesieHHbIM KONM4YeCcTBOM KoHeYHbIX nosib3oBaTtenen. MNog ogHMM KOHEYHbIM
nosib3oBaTeNeM nogpasyMeBaeTcs (i) ycTaHOBKa lNporpaMMHoro obecnevyeHms Ha OAUH KOMMbIOTEP
WA (ii) B Cy4ae orpaHn4yeHnsa AULEH3MM KOIMYECTBOM MOYTOBLIX ALLNKOB MOJIb30BaTENb
KOMMbOTEpa, KOTOPbLIN MPUHMMAET 3JIEKTPOHHYIO MOYTY Yepes NoJib30BaTe/IbCKUIA MOYTOBLIA areHT
(«Monb3oBaTeNbCKMIA NOYTOBLIN areHT»). Ecnv Monb30BaTeNbCKUA NOYTOBLIN areHT NpuHUMaeT
3JIEKTPOHHYIO MOYTY, @ 3aTEM aBTOMATMYECKN pacrpelenseT ee cpeamn HeECKOJIbKUX NoJib30BaTeNEN,
KONM4eCTBO KOHEYHbIX NOSb30BaTeNeN A0/KHO ONpeaensaTbCs B COOTBETCTBUM C (haKTUYECKUM
KONNYEeCTBOM MONb30BaTesIeN, MNONYyHaoLWMX INEKTPOHHYIO NOYTY. ECM NOYTOBLIN CepBep
BbIMOJIHAET (PYHKLMM NOYTOBOrO LWJ03a, KOn4ecTBO KOHEYHbIX Monb3oBaTenen byaeT paBHATLCS
KOMIMYeCTBY MOJIb30BaTeNEN MOYTOBOr0 CepBepa, KOTOPbIX 06CAYXMBAET 3TOT W03, Ecnm oguH
NnoJib30BaTeNb BNageeT HeCKOJIbKUMU aipecaMu 3IeKTPOHHOW NoYThl (HanpuMep, npu
MNCNOJIb30BaHMM NCEBAOHUMOB) U NMPUHMMAET MOYTY MO HMM, a NOYTa He pacnpeaenseTcs
aBTOMATUYECKN KJINEHTOM ApPYruM nonb3oBaTenam, Heobxogamma JIMLEH3nsa TONbKO A8 04HOro
KoMmnbtoTepa. OgHy JINUEH3UI0 Heslb38 UCNOJb30BaTb OA4HOBPEMEHHO HA HECKOIbKMX KOMMbOTEPaX.
KOHeYHbI Nob30BaTe b MEeT NPaBo BBOAUTb JIMLLEH3MOHHBIN KoY B MporpaMmmHoe obecneyeHne
TOJIbKO B TOW CTerneHun, B KOTopot KoHeYHbIN Nosib30BaTeslb MMeeT NpaBo UCMOJ1b30BaTb
MporpammHoe obecneyvyeHme B COOTBETCTBMM C OrPaAHNYEHMEM NO KONNYECTBY JIMLEH3MIA, BblAaHHbIX
MocTaBLWMUKOM. JINLLEH3NOHHBIN K04 CYUTAETCA KOH(MAEHLNANLHON HopMaLnen. Bbl He LOSIKHbI
nepefaBaTb JINLEH3MNIO TPETLUM CTOPOHAM UM pa3pellaTb TPETbMM CTOPOHAM UCMONb30BaTh
JINLLEH3MOHHBIN KJTH0Y, eCIN 3TO He pa3pelueHo HacToAwmmM CornaweHnem nnm NMoctasmnkoM. Ecam
Balw JIMLEH3MOHHBIN KNOY B3/IOMaH, HeMeaaeHHO cooblinTe 06 3ToM MoCTaBLUKKY.

c) Boinyck pna poma unmu pna busHeca. Bepcus MporpammHoro obecnevyeHus ana nomMa LO/KHa
MCMN0/b30BaTLCA UCKJIOYUTENIBHO B JINYHOW W/UIN HEKOMMEpPYECKOMW cpedax 1 npefHa3HayveHa
TOJIbKO A1 JOMALLHEero 1 CEMENHOro UCnoJsib3oBaHua. [1ns ncnosib3osaHmsa NporpaMMHOro
obecneyeHns B KOMMEPYECKMX Ccpeflax, a TakXXe Ha NOYTOBbIX CepBepax, cepBepax peTpaHCaaumnm
3NEeKTPOHHOW MOYThI, MOYTOBLIX LUO3aX U W03ax MHTepHeTa HeobxoaAnMo nprobpecTn Bepcuio
MporpammHoro obecneveHns ansa busHeca.

d) Cpok JIuueH3suu. Balle npaBo Ha nCnonb3oBaHue MNporpaMMHoro obecrneyeHuns orpaHnyeHo
onpefesieHHbIM CPOKOM.

e) MporpaMmmMHoe obecneyeHue, nosiyyaeMoe Yyepes U3roToBUTEsIei KOMMJIEKTHOrO
obopypoBaHus. MporpamMmHoe obecrneyeHne, KNaccuPULMPOBaHHOE Kak OEM (pacnpoCcTpaHsAeTCs
Yyepes U3roToBUTENEN KOMMIEKTHORO0 060pYyJ0BaHMS), MOXHO NCMO0JIb30BaTh TOIbKO Ha TOM
KOMMbOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrneyeHmne Hesb3s
NepeHecTn Ha PYroi KoMmnbloTep.

f) He npepHa3HavYeHHble ANA NPoAaXkKu M npobHblie Bepcuu MporpaMmHoro obecneyeHus.
MporpamMmmHoe obecneyeHne, KnaccMULMPOBAHHOE Kak He NpeAHa3HavYeHHas A4as NpoLaXxu nan
npobHas Bepcus, He MOXET ObITb CBA3AHO C KAKMM-NNMB0 NAATEXOM U [0JXKHO NCNOJSIb30BATHLCS
NCKOYUTENBHO ANS AEMOHCTPALMMN UM TECTUPOBAHNA (YHKLMIA MporpaMMHoro obecneyeHms.

g) MpekpaweHue pencTeua JinueHsuu. [lencreme JInueH3nn npekpaLLaeTcs aBTOMaTUYECKN MO
OKOHYaHWW Neproaa, Ha KOTopbIn oHa 6bina BblAaHa. Ecnm Bl HapylwaeTe ntoboe nonoxeHue
HacTosAwero CornaweHuns, MocTaBLMK MOyYaeT NPaBo BbINTW U3 HEr0, YTO HUKAK He MOBANSET Ha
€ro BO3MOXXHOCTW BOCMO0/1b30BaTbCs Nt0bbIMY MpaBamMu 1 CpeacTBamMu CyaebHom 3awmnThl,
LOCTYMHbIMU eMy B Taknx 06cToATeNnbCTBax. B ciyvyae oTMeHbl JlnueH3un Bol 06a3aHbI
He3amMeaNNTeNIbHO 3a COOCTBEHHbIV CHET YAANUTb, YHUYTOXUTL UK BEPHYTb MporpaMMHoe
obecneyeHune 1 BCe ero pesepBHbIe KOMUN B KOMMAHWIO ESET MK B TOYKY NPOL4aXKun, B KOTOPOM OHO
6b110 NnpuobpeTeHo. B cnyvae npekpalleHns aenctens JinueHsnm MNocTaBUK TakXXe NMeeT NpaBo
3anpeTuTb KoHe4YHOMY NoJsib30BaTesl0 MCMONb30BaTh PyHKLUMUKM MNporpaMMHoro obecneyeHuns,
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KOTOpbIE Tpe6yr0T noaKJilo4eHnd K cepeepam MocTaBLWMKa nu cepeepaM TPETbUX L.

4. DyHKUMMU, BNA KOTOPbIX Heobxoaum cbop paHHbIX M nogknioYyeHue K UHTepHeTy. [1ns
KOPPeKTHOM paboTbl MporpamMMHoro obecneyveHns Heobxoanmo nogknoyeHne K IHTepHeTy,
NOCKONbKY MporpammHoe obecnevyeHne fOMKHO peryasapHO NOAKJYaTbCA K cepBepaM MocTaBLLnKa
NN TPETbUX NUL, a TakXe cobmpaTb COOTBETCTBYIOLNE faHHbIE B COOTBETCTBUN C JOKYMEHTOM
MonnTukKa KoHGUAEeHUManbHOCTK. MNMogknoyeHne K MHTepHeTy HeobxoaMMo ANs MCMNoNb30BaHNS
nepeyvncneHHblx ganee yHkumin MNporpamMmmHoro obecneyeHus.

a) ObHoBneHue MporpaMmMHoro obecneyeHus. MocTaBLLVK UMEET NPaBO BPEMS OT BPEMEHMU
BbiNyCcKaTb 06HOBAEeHMA MporpaMmMHoro obecneyeHns (oanee — «0O6HoBNEHNSA»), HO He 0653aH nX
npefocTaBNATb. ITa (PYHKLNSA BKAKOYEHA NPU NCMOJIb30BAHUN CTAaHAAPTHbIX MapaMeTpoB
MporpammHoro obecneyvyeHuns. To 3Ha4ynT, 4170 OBHOBNEHNS YCTaHABAMBAOTCA aBTOMATUYECKN, €C/N
KOHeYHbIN Nosib30BaTe b HE OTKJIIYUT UX aBTOMATMYECKYI0 YCTaHOBKY. [Ina npefocTassieHms
o0bHoBNIEHUI HeobxoAMMa NMpoBepKa NOANMHHOCTM NNLEH3UN, BKJIIOYasA MHPOPMaLMIO O KOMMbloTepe
n/mnn nnaTdopmMe, Ha KOTOPOW yCTaHoBNEHO porpamMmMHoe obecneyeHne, B COOTBETCTBUN C
MoNNTNKON KOHPUOEHUNANBHOCTMW.

MpepocTasneHune nobbix OBHOBNEHNI MOXET PEryanpoBaTbCS NOUTUKON B OTHOLLEHUN OKOHYaHUS
cpoka cnyxbbl (nanee — «Monntuka OCC»), KOTOpasa AOCTYMNHa No aapecy

https://go.eset.com/eol home. [10CNe HAaCTYNNEHNSA OaTbl OKOHYAHUA CPOKa CyKObl, KOTOpas
ycTaHaBsmBaeTcs noamtukon OCC gns MporpaMmmHoro obecnedveHns nam Kakon-nnbo ms ero
yHKumIn, O6HOBNEHMA NPefoCTaBAATLCS He ByayT.

b) OTnpaBkKa 3apa>keHHbiX pannoB u uicpopmauuun NMoctaeBwmky. lNporpammHoe obecrnevyeHne
OCHaLLEeHO PyHKUMAMU, KOTopble cobupatoT 06pa3Libl KOMAbIOTEPHbLIX BUPYCOB 1 APYrnx
BPEAOHOCHbLIX NPOrpaMM, a TakXXe Nogo3puTenbHble, NPobAeMHbIE, NOTEHLMANBLHO HEXXeNaTe bHble
NN NOTEHUMaNbHO OnacHble 06beKThbl, Takne Kak annbl, URL-aapeca, IP-nakeTbl U Kaapbl Ethernet
(«3apakeHunsa»), n oTNpaBAAlOT ux MNocTaBLWMKY, B TOM YACNe, Cpean Npovyero, MHGMopMaumio o
npouecce yCTaHOBKKW, 0 KoMnbioTepe nu/mnmn nnatopMe, Ha KOTOPbIX YCTaHOBIEHO porpamMMHoe
obecneyeHune, a Takxe nHgopmaumnio 06 onepaumnax N PyHKUNOHAIbHOCTK MporpaMMHOro
obecneyenuns («MHMDopmauns»). MHhopMauma n 3apa)keHns MOryT Coaep>XaTb AaHHbIe (B TOM Yucne
C/ly4aHO UK HenpeayMblWIEHHO NOJlyYeHHbIe NepCcoHasbHble AaHHble) 0 KOHeYHOM noJsib3oBaTesne
NN gpyrux nonb30oBaTeNSAX KOMMNbIOTEPA, Ha KOTOPOM YCTaHOB/EHO MNporpammHoe obecnevyeHmne, n o
thannax, nopa>keHHbIX 3apa)keHNaMM C COOTBETCTBYOWMMN MeTadaHHbIMU,

WHopMauumio 1 3apaXkeHns MoryT cobupaTb cneaytolive QyHKUMM MporpaMMHOro obecneyeHus:

i. PyHKLMSA LiveGrid Reputation System oTBe4aeT 3a cbop 1 oTnpasKy MMOCTaBLUNKY B OAHOM
HanpaBlEHNN X3LUEN, CBA3AHHbIX C 3apa)KeHI/I$IMVI. JTa (t)yHKLI,Vlﬂ BKJ/IIO4YEHa NPn NCnoJib30BaHN
CTaHOapTHbIX NapaMeTpos NporpaMMHOro obecneyeHus.

ii. Cnctema obpaTHOM CBA3M LiveGrid oTBeYaeT 3a cOop 1 oTnpaBky MocTaBLwmnKy 3apaxKeHnui co
CBAA3aHHLIMU MeTafaHHbIMU 1 VIHhopMaLnn. KOHeYHbI N0b30BaTeNb MOXXET akTUBUPOBATb 3TY
(byHKUMIO B NpoLiecce yCTaHOBKM lMporpaMMHoro obecneyeHus.

MocTaBLWMK 0643yeTCs MCNOb30BaThb NOJly4YEeHHbIe 3apaxkeHus n MHhopMaLumio TONbKO ANs aHaan3a
N nccnenoBaHna 3apaXkeHui, ynyduweHns MNMporpaMMHoro obecrnevyeHns U yCoBepLLEHCTBOBaHMSA
NPOBEPKM MOANMHHOCTU JIMLLEH3MW, @ TaKXe NPUHATb He0OXoANMble Mepbl NPeOCTOPOXHOCTY MO
COXPaHEHUIO KOHMAeHUMaNbHOCTU NHGopMaLuum 1 3apakeHnin. AKTUBUPYS 3TY PYHKLUMIO
MporpammHoro obecneyeHus, Bol cornalaeTecb Ha 0TNPaBKy 3apakeHuin n VHhopMaunm
MocTaBLUMKY, @ TaKXe faeTe eMy HeobXxo4MMoe paspeLleHmne, peryampyemMmoe CoOOTBETCTBYOLWLMMM
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npaBoBbIMU HOpMaMK, Ha 06paboTKy nonyyveHHon MHpopMaumn. LaHHYO DYHKLNIO MOXKHO
OTKJIIOYUTL B 11060 MOMEHT.

Ana uenen Hactosawero CornawweHuns Heobxoanmo cobupatb, 0bpabaTbiBaTh U XpPaHUTb AaHHbIE,
nossoJsigoLme MNoctasWwmKy naeHTUdnUMpoBaTb Bac B COOTBETCTBUM C JOKYMEHTOM [lonnTuka
KOH(MaeHUnanbHoCTH. HacToawwum Bel noaTeepxgaeTe, 4To [MoCTaBLWMK C MOMOLLbIO CBOMX CPencTB
MOXKET MPOBEpsAThb, NCNosb3yeTe im Bol MporpammHoe obecneyeHne B COOTBETCTBMM C NMOSIOXKEHNAMM
HacToswero CornaweHus. Bbl cornawaeTtech Ha nepeaayy nHgpopmaumm B npouecce obmeHa
AaHHbIMU Mexay MporpaMMHbIM obecrneyeHneM 1 KOMMbIOTEPHLIMU cCUCTEMaMK NoCTaBLLMKA UK ero
KOMMepYeCcKux napTHepoB, BXOAALWMX B CETb PacnpoCTpaHeHns v noanepxku MNocrtaswmka, € Lesblo
obecneyeHns paboTbl 1 NPOBEPKM BO3IMOXHOCTM MCNOJIb30BaHMA MporpaMMHoro obecneyeHmns um
3aWwmThl Npas locTaBWMKa.

Mocne 3akn4eHns 3toro Cornawenuns MNoctaswuk nam nobon N3 ero KOMMep4eckx NapTHEPOB,
BXOOALLMX B CETb PAacnNpoCTpaHeHns 1 noaaepxku MNocTtasLimKa, Nosy4yaT NpaBo NepefaBaTh,
obpabaTbiBaTb U XPaHUTb BaXKHble AaHHbIE, M03BOJIAOLWMNE UAEHTUDULMPOBATL Bally IMYHOCTD, B
Lenax onaathl U UCNONHEeHUS HacToswero CornalleHuns, a Takxxe 419 OTNpaBKM yBeAOMJIEHUIA Ha
Baw komnbloTep.

CBefieHUsl 0 KOH(UAEHUMANBHOCTH, 3aLLMTe NepCcoHasbHbIX JaHHbIX U Baliux npaBax Kak
cybbekTa nepcoHasbHbIX JaHHbIX NpuBeaeHbl B MonuTUKe KOH(PUACHUUANLHOCTH, KOTOpas
AOCTYNHa Ha Beb-caiTe MocTaBLLMKA, a TaKXKe HENOCPEACTBEHHO B Npouecce YCTAaHOBKM.
Bbl TaK)Xe MOXXeTe OTKPbITb ee U3 cnpaBku MporpaMMHoro obecneyeHus.

5. Ucnonb3oBaHue npaB KoHe4yHoro nosb3oBaTtens. [[paBa KoHeYHOro rnosib3oBatens
Heobx04MMO MCNOAb30BaTh JINYHO, B0 MX MOFYT MCMO/b30BaTb Balm coTpyaHUKKN. Bbl nmeeTe
npaBo Ha ncrnosb3oBaHue NporpaMmMHoro obecneyeHns TONbKO 415 3aLUNTbl CBOMX LENCTBUN 1
KOMMbIOTEPOB AN KOMMbIOTEPHBIX CUCTEM, Ha KOTopble nprobpeTeHa JlnueH3ns.

6. OrpaHMyYeHuMsa npas. He pa3peLlaeTcs KONMpPoBaTb, PAaCcNpoCTPaHATb MporpaMMHoe obecneyeHue,
N3BJIEKATb €ro KOMMOHEHTLI 1 CO3A4aBaTb NPOM3BOAHbIE PaboThl Ha ero ocHoBe. MpK UCNONb30BaHUN
MporpammHoro obecrneyeHuns Bol 0653aHbl COOMI0AATL NEPEYNCIEHHbIE aiee OrPaHNYEHUS.

a) Bbl MoXeTe co3aaTh 0fIHY pe3epBHY0 Konuto MporpamMMHOro obecrnevyeHns Ha HocuTene
MOCTOSIHHOr O XPaHEHMA [aHHbIX NPU YCI0BMM, YTO 3Ta pe3epBHas KOMWs He YCTAHOBNIEHA U He
NCMOJ/b3yeTCs HN Ha KakoM KoMnbloTepe. Co3aaHune ntobbiX MHbIX KONuii MporpaMMHOro
obecneyeHns ABnsieTCa HapyLlweHnem 3Toro CornalleHums.

b) Bbl HE LOJIXKHbI NCMONb30BaTb, NU3MEHSTh, NEPEBOANTL UM BOCMNPOU3BOAMTL MporpaMmMHoe
obecneyeHne n nepefaBaTb NpaBa Ha NCMOb30BaHUe MporpaMMHOro obecneyeHns nan Konum
MporpammHoro obecneyeHuns nobbIM cNOCO6OM, OTANYHBLIM OT OMUCAHHOIO B HACTOSLLEM
CornaweHuw.

c) Bbl He JO/KHBI MPOAaBaTh, NepeaaBaTh Ha YCIOBUSX CyBAMLEH3MK, CAaBaTb B apeHay uan
nepefiaBaTb BO BpEMEHHOE MoJib30BaHue MNporpaMmHoe obecneyeHmne, a Takxxe UCNosib30BaTh
MporpamMMHoe obecneyeHne ans NPefoCTaBAEHNS KOMMEPYECKUX YCAYT.

d) 3anpeLlaeTcs BCKPbIBATb TEXHOIOM MO, AEKOMNUANPOBATL UK pa3brpaTb Kog MporpaMMHOro
obecneyeHuns 1 NHbIMU cnocobamu NbITAaTbLCSA NOJYYUTb NCXOAHBIN KOA MporpaMmMHoro obecneyeHus
33 UCKJIIOYEHMEM TOr0, B YeM laHHOE OrpaHUYeHne NPOTMBOPEYNT AENCTBYOLEMY
3aKOHOJaTesNbCTBRY.
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e) Bbl cornaluaeTeck MCnonb30BaTh MporpaMmmHoe obecrneyeHune TobKO Cnocobom,
COOTBETCTBYOLLIVMM BCEM AENCTBYIOLLIVMM 3aKOHOAATEIbHbIM HOPMaM CTPaHbl, B KOTOPON
ncnonb3yetca MporpammHoe obecneyeHne, B TOM YKC/IE NPUMEHUMbIM OFPaHUYEHNAM OTHOCUTENbHO
aBTOPCKOro npasa, APYrux NpaB Ha MHTeNEKTYabHY0 CODCTBEHHOCTb U Tak Aasee.

f) Bbl cornalwaeTech MCnosb3oBaTh [NporpaMmmHoe obecneyeHme n ero GyHKLUM TOJIbKO CNocobom,
KOTOPbIA He OrpaHnYMBaeT BO3MOXHOCTY A0CTYNa K 3TUM ycyram gpyrux KoHeYHblx
nonb3oBaTenen. MocTaBLLNK OCTaBNAET 3a CobOM MPaBO OrpaHNYMTb 06BEM yCayT,
npenocTaBNSeMbIX OTAENbHLIM KOHEYHbIM Monb30oBaTeNsaM, 4Tobsl obecneynTb NCNOb30BaHME YCAyT
MaKCMMabHO BO3MOXXHbLIM Y1CI0M KOHEYHbIX Nonb3oBaTenen. OrpaHmyeHne obbemMa ycayr 4oKHO
Tak)Xe 03Ha4vaTb NOJIHOE NMpeKpaLleHne BO3MOXHOCTY NCNOb30BaTb 06y 13 yHKLNIA
MporpaMMHoro obecneyeHns, a Takxe yaaneHne [JaHHbIX 1 MHpopMaummn Ha cepBepax lMocTaBLymKa
AN CTOPOHHMX CepBepax, 0THOCALLMUXCA K onpeaeneHHon yHKumm MNporpamMmHoro obecneyeHus.

g) Bbl 06513yeTech He NpeAnpuHUMaTh AENCTBUIA, CBA3AHHBIX C UCMO/Ib30BaHMEM JINLEH3MOHHOIO
KJto4a, KOTOpble MPOTMBOPEYaT YC/I0BNAM HacTosero CornalieHns uavm NpuBoAsT K
npefocTaBieHnto JIMLEH3NOHHOMO KJtoYa MLy, He UMetoLLLleMy NpaBa UCMosib30BaTb MporpaMMHoe
obecneyeHune, Hanpumep nepeaady MCNoJsib30BaHHOIO UM HEUCMOIb30BaHHOIO JINLLEH3VOHHOIO
Ktova B Nitobol hopme, a TakKe HeCaHKLMOHMPOBAHHOE BOCNPOU3BEAEHWE UK PacnpOCTPaHeHne
Ay6MpPOBaHHBIX WK CrEHEPUPOBAHHbIX JINLIEH3VOHHbIX KJTIOYEN NN NCMOJb30BaHMe MporpaMMHOro
obecneyeHns ¢ NOMOLLbI0 JIMLEH3NOHHOMO KJto4a, NOJIyYEHHOro He oT MocTaBLLMKa.

7. ABTOpCKOe npaBo. [[porpaMMHoe obecneyeHne n BCe NpaBa Ha Hero, B TOM 4ucse, cpeau
npoyero, nNpaBo COOCTBEHHOCTU M NMpaBa Ha 0O6BEKTLI MHTENNIEKTYaIbHON COBCTBEHHOCTH,
npuHagnexaT KoOMNaHuyM ESET n/unn ee nuueH3napam. 3TN Npasa 3almeHbl MeXxayHapo4HbIMU
cornawweHnaMn n BCeMm nNpoYnMn NPUMeHNMbIMN 3aKOHOLATeSIbHbIMY HOPMaMU CTPaHbl, B KOTOPOU
ncnonb3yetcs MNporpammHoe obecnedyeHne. BHYTpeHHAS CTPYKTYpa, YCTPONCTBO U KOA,
MporpaMmMHoro obecneyeHns ABASIOTCA LEHHON KOMMepPYeCKON TaHON U KOH(UAEHLNAbHON
NH(OopMaLMen, NpUHaanexxalumMy KoMnaHum ESET n/unu ee nuueHsnapam. 3anpeLaeTcs
KonmpoBaTb lporpaMmHoe obecneyeHne KpoMe C/y4aeB, ONUCAHHbLIX B CTaTbe 6(a). Jliobblie Konuy,
KOTOpble pa3peLleHo co3haTb B COOTBETCTBUN € CornalleHnem, f0/MKHbl CogepXaTb OpUrnHasibHble
OTMETKM 0 3aLliuTe aBTOPCKMX MpaB 1 Apyrue yBeLOMIEeHNs 0 NpaBax MHTENNEKTyasIbHOM
CoBCTBEHHOCTN, KOTOPbIE MPUCYTCTBYIOT B caMoM [MporpaMMHoM obecneyveHun. Ecnum Bel BCKpbiBaeTe
TeXHONIorn, AekoMnunaupyeTe, pa3brpaete NCXOAHbIN KoL MporpaMMHOro obecrne4yeHuns nam NHbIM
cnocobom mbiTaeTeCh NOAY4YUTb UCXOAHBIM KO4 MNporpaMMHoro obecneyeHuns B HapyLleHme
nonoxxeHui atoro CornawenHus, nobad nonyyeHHas Takum 06pa3om NHGOPMaLINS aBTOMATUYECKN 1
6e30roBOPOYHO A0/KHA CYATATHCA NoAnexallen nepefaye MNMocTaBLLMKY 1 MPUHagNeXaLlen emy
MOJIHOCTbK C MOMEHTa CO34aHNA BHE 3aBUCUMOCTHY OT npas lNocTaBLLMKaA B OTHOLLEHWUW HapYyLUEHUS
storo CornaweHus.

8. CoxpaHeHue npaB. HacToswum MocTaBLMK COXpaHseT 3a coboin Bce npaBa Ha MporpamMMHoe
obecneyeHue, 3a NCKJIIOYEHNEM MPaB, ABHO NPEAOCTaBEeHHbIX BaM Kak KoHe4YHOMY Nnosib30BaTeNo
MporpamMmMHoro obecrneyeHunsi B COOTBETCTBUM C YCI0BMSIMU HacToswero CornalieHus.

9. HeckonbKO A3bIKOBbLIX BEPCUM, NporpaMMHoe obecneyeHne Ha HOCUTENAX ABYX TUNOB,
HeCKoJ1bKO Konun. Ecnn MporpammHoe obecneyeHre nogaepxusaeT HECKOJIbKO NAaTHopM nin
A3bIKOB MW €CNn Bbl MONYy4YMAN HECKOBbKO 3K3eMMNASPOB NPOrpaMMHOro obecneyeHuns, paspeLllaeTcs
ncnosb3oBaTb MporpaMmMHoe obecneyeHne TOJIbKO Ha TOM KOJIMYeCTBe KOMMbIOTEPOB 1 B TeX
BepcusX, Ha KoTopble bbina npuobpeTeHa JinueH3uns. 3anpewaeTcs npohasaTb, NepefaBaTh Ha
ycnosuax cybnuueHsun, caaBaTh B apeHay, nepefiaBaTb BO BPEMEHHOE WM NOCTOSAHHOe
Nnosib30BaHWe BepCcum nnm konum MporpamMmHoro obecneyveHns, KOTOpble He MCNOJb3YIOTCA Bamu.
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10. MOMEHT BCTYNNEHUA B CUAY U NpeKkpalieHne penctema CornaweHuns. Hactosuwee
CornalweHune BCTYNaeT B 3aKOHHYI0 CUY C OHA, KOraa Bbl cornacmanch € ero yCnoBmamun, 3aBepLlumnTb
aencteune CornaweHns MoOXXHO B 1060 MOMeHT, HeobpaTMMO yaanunB, paspyLUMB NN BEPHYB 3a
cBou cyeT MporpamMmmHoe obecneyeHne, Bce pe3epBHble KOMUK 1 Nobble 0THOCALLINECS K HEMY
MaTepuasbl, NPeaoCcTaB/ieHHble [TOCTaBLUNKOM UM OAHMM U3 ero KOMMepYeCcKux NnapTHepoB. Balwe
npaBoO Ha MCMNOJib30BaHKe MporpaMmMHoOro obecneyveHns n NbbIX ero PyHKLNN MOXeT
pPeryanpoBaTbCs MOJMTUKON B OTHOLLEHNN OKOHYaHMSA CpoKa CNyxbbl. [locne HacTynaeHns aatl
OKOHYaHMS CpoKa CNyX0bl, KOTOpas YCTaHaB/IMBAETCA MNOJIMTUKON B OTHOLLEHUN OKOHYaHWS CPOKa
cnyx6bl gns MNporpamMmMHoro obecnevyeHns nam Kakom-nmbo n3 ero pyHKLMIN, Balle NpaBo Ha
ncnosb3oBaHme MNporpaMmMHoOro obecnevyeHmsa npekpaTuTcs. HesaBncnmo oT cnocoba npekpalleHns
nencteuna storo CornaweHns nonoxeHusa ctaten 7, 8, 11, 13, 19 n 21 ocTaloTCca AeNCTBUTENbHBIMA
6e3 orpaHn4yeHNs No BPEMEHMN.

11. FAPAHTUN KOHEYHOI'O NOJIb30BATEJIA. BbICTYMAA B KAYHECTBE KOHE4YHOIO
MOJIb30BATEA, Bbl MOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECMEYEHWNE NOCTABNAETCA HA YCNOBUAX «KAK ECTb» BE3 KAKUX-TNBEO MPAMBbIX U
BMEHEHHbIX TAPAHTWI NIKOBOIO TUMA, HACKOJIbKO 3TO NO3BOIAOT COOTBETCTBYHOLLUME
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLUWK, H EIO MAPTHEPbLI, BbICTYTMAIOLLUME B KAYECTBE
JIMUEH3WAPOB W AGOUJIMPOBAHHbLIX J1NL, HA MPABOOBJIAOATENIN HE OENAKOT HUKAKWX
3AABJIEHUIA N HE NMPEAOCTABAAIOT HUKAKUX MPAMbIX WM BMEHEHHbIX OBA3ATENLCTB UK
FTAPAHTWW, B YACTHOCTW FAPAHTUI NMPOAAX UM TAPAHTWIA MPUrOAHOCTW ON4
OMPEAENEHHOIO MCMOJIb30BAHNS, A TAKXKE FAPAHTUIA TOrO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWE HE HAPYLLAET HUKAKUX NMATEHTOB, ABTOPCKIWX MPAB, NMPAB HA TOBAPHbIE 3HAKU
W OPYTUX NMPAB TPETbUX JINL,. MOCTABLUNK W NTKOBLIE APYTUE TNLUA HE TAPAHTUPYIOT, 4TO
®YHKLU W MPOTPAMMHOIO OBECNEYEHUA BYAYT COOTBETCTBOBATbL BALLWM TPEEOBAHWAM NJ1A
YTO NMPOrPAMMHOE OBECMNEYEHWE BYAET PABOTATb BE3 CBOEB N OLUMBOK. PUCK MNP BbIEOPE
MPOrPAMMHOIO OBECNEYEHWA ON1A OOCTUXEHUA HYXXHbIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, NCMOJIb30BAHWW N NOJNTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYAETE AOCTUIATb C
MOMOLLbIKO 3TOI0 NPOIrPAMMHOIO OBECMNEYEHUA, NEXIT HA BAC.

12. OTKa3 oT gpyrux obssartenbcTs. HacTosAwee CornaweHme He NpeayCcMaTprBaeT HUKAKUX
obsa3aTenbCcTB ANA MNocTaBwmnKa 1 ero ANLEeH3napoB 3a UCKI0YEHNEM TeX, KOTOPbIE N3/I0XKEHbI B
HacToswwem CornalleHumu.

13. OTPAHUYEHWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEHO
MPUMEHUMbBIM 3AKOHOATEJIbCTBOM, HU MNMPN KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EFO
COTPYOHUKW NN NNLUEH3WAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYHO-JINBO YMYLLUEHHYIO
MPUBLIJb, BEIPYYKY, MPOAAXW, OAHHBIE /TN PACXOAbl HA 3AKYMNKY B3AVMO3AMEHAEMbIX
TOBAPOB WK YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXXAEHWNA, MPUOCTAHOBKY
PABOTbI, MOTEPKO KOMMEPYECKOW MHO®OPMALIN W 3A KAKUE-NINBEO ®AKTUYECKUE, NMPAMBIE,
HEMPAMBbIE, MOBOYHbIE, 3KOHOMNYECKWNE, KOMNEHCUPYEMBIE, LUTPA®HbBIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbIE KOCBEHHBIE YBbITKI, HAHECEHHbLIE B PE3YJIbTATE BbIMOJIHEHNS
COMMNALLEHWNA, TPAXOAHCKOI O NMPABOHAPYLLUEHNA NN HEBPEXHOCTW, HESABUCUMO OT
MPUYNHBI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCNOJIb30BAHUA W OTCYTCTBUA BO3MOXHOCTW NCIOJIb30BAHNA NMPOIrPAMMHOIO
OBECIMEYEHNA, OAXKE ECJTIN NOCTABLUMK, EIO JIMLEH3WAPBI W AODUJTIMPOBAHHbBIE JTLIA
OCBEAOMJIEHBI O BO3MOXHOCTWN BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOJATEJIbCTBO HEKOTOPbIX CTPAH N OTAEJIbHBIE 3AKOHbl HE PA3PELLAKOT UCKJIFOYATb
TAKYHO OTBETCTBEHHOCTb, HO NMO3BOIAKOT Or PAHU4YMBATD EE, B TAKUX CJTYHAAX
OTBETCTBEHHOCTb MOCTABLLUWKA, EFO COTPYAHWKOB, JINLUEH3WAPOB VT AODUTMPOBAHHbIX
NAL, OFPAHUYNBAETCS CYMMOW, BbIMJIAYEHHOW BAMU 3A JINLIEH3MIO.
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14. Hy ofiHO 13 NonoXeHui HacToswuero CornalleHns He 3aTparmBaeT 3aKOHHbIE NpaBsa toboin
CTOPOHbI, BbICTYMAOLLEN B KAYeCTBe NOTpedbuTens, faxxe ecav OHV NPOTUBOPEYaT TakuM npaBam.

15. TexHu4yeckana noapepixka. ESET nam npmBaeyYeHHble KoMNaHmnen ESET TpeTbM anua
NpenoCcTaBNAOT TEXHUYECKYIO NOAAEPXKKY M0 CODCTBEHHOMY YCMOTPEeHM0 6e3 Kakux-nnmbo rapaHTum
nnn 3aaBneHni. Mocne HacTynaeHns OaTbhl OKOHYaHUA CpoKa CyXbbl, KOTOpas ycTaHaBAMBaeTCA
nonutukon OCC gna MNporpammHoro obecnevyeHnsa nnm Kakon-nnbo n3 ero GyHKUMMI, TEXHNYECKas
noagep)xKa npefocTaBnaTbCcs He byaeT. KoOHeYHbIN nofb3oBaTesb 00653aH CO34aTb Pe3epPBHYIO
KOMMIO BCEX CYLLECTBYOLWMX AaHHbIX, MPOrpaMMHoOro obecrneyeHns nam nporpaMMHbIX CPeacTs,
npexae 4yem 06paTUTbCA 3@ TEXHNYECKON NOALEPKKOW. ESET 1 (MNK) TPETbU NnLa, NPUBIEYEHHbIE
ESET, He MOTYT NPUHATbL Ha ceba OTBETCTBEHHOCTb 3a NOBPEXAEHME WM NOTEPIO AaHHbIX,
cobCTBEHHOCTH, MporpaMMHoro obecneyeHns nnm obopyaoBaHNS, a TakXe 3a YNyLLIeHHY0 Npubbinb,
KOTOpble CBSA3aHbl C NPefOoCTaBEHNEM TEXHUYECKON NOAAEPXKKN. ESET 1 (1n) NnpuBneyeHHble ESET
TPeTbU NnLa OCTaBAAT 3@ COBON NPaBo NPUHATL PeLLeHKE 0 TOM, YTO YCTPaAHUTb KOHKPETHYIO
npobsemMy HEBO3MOXXHO B paMKax TEXHUYECKON NoAAep XKW, ESET ocTaBAsAET 3a cobow npaso
0TKa3aTb B NPefOCTaBJIEHNN TEXHNYECKON NOALEPXKKW, MPUOCTAHOBUTb WA NPEKPATUTL ee
OKa3aHue no cBoeMy cobCcTBEHHOMY YCMOTpeHuto. CBeaeHns 0 nnueH3unmn, MHgopmauunsa n gpyrmue
LlaHHble B COOTBETCTBUM C MOANTMKON KOHPUAEHLMANBHOCTN MOryT NnoTpeboBaThCa Ans
NpeLoCTaBIEHUSA TEXHNYECKON NOAAEPKKM.

16. Mepepava nuueHsum. MporpammHoe obecneyeHne MOXXeT BbiTb MepeHeceHo C 0AHOro
KOMMblOTEPA Ha APYrOi, €C/IM 3TO He NMPOTUBOPEYNT YCN0BMUAM HacTosero CornaweHus. Ecnm 3To
He NpoTMBOPEYMT ycnoBusiM CornalleHmns, KoHeYHbIn Nosib30BaTeslb MOXXET TOJIbKO NMePMaHEHTHO
nepenathb JIMLEH3UIO 1 BCe NpaBa Mo HacTosAlleMy CornaleHunto apyroMmy KOHeYHOMY MoJb30BaTeN0
c cornacusa MocTaBlLrKa, ecnv cobnoaaTcs cneayLmne ycnosus: (i) y nepsoro KoHeyHoro
MoJIb30BATENS HE OCTAETCS HUKAKUX 3K3eMnsipoB MporpaMMHoro obecneveHus; (i) nepenaya npas
[0J1)KHa ObITb HEMOCPEACTBEHHOW, T. €. 0T MCXOAHOr0 KOHEYHOr0 M0JIb30BaTENst K HOBOMY; (iii) HOBBbIA
KOHEeYHbIV NONb30BaTE b A0JKEH NPUHSATL BCE NMpaBa 1 0653aTeNbCTBa UCXOAHOr0 KOHEYHOro
nosib30BaTens no HacToswemy CornaleHunto; (iv) NCXOAHbI KOHeYHbI No/ib30BaTe b AO/IKEH
npefocTaBnTb HOBOMY KOHEYHOMY Mosib30BaTesio JOKYMEHTALMIO, MO3BOSIOLLYIO NPOBEPUTH
NOA/IMHHOCTL MporpaMMHoro obecneyeHns B COOTBETCTBUM CO CTaTben 17.

17. MpoBepka nognuHHocTu MporpaMmMHoro obecneyeHunn. KoHeyHbI Nob30BaTENb MOXET
NPOAEMOHCTPUPOBATb HAaIMYME ¥ HEro NpaB Ha UCNoJib30BaHmMe MNporpaMMHOro obecnevyeHms ogHUM
13 cnepyowmx cnocobos: (i) C NOMOLbIO JIMLLEH3NOHHOIO cepTUdmMKaTa, BbiAaHHOMO MOCTaBLLNKOM
N TPeTbUM NINLLOM, KOTOPOEe Ha3HayeHo [MocTaBLMKOM; (i) MTMCbMEHHbIM INLLEeH3NOHHbIM
COrfalleHneMm, ecnm TakoBoe 6blSI0 3aKIYeHO; (i) MyTeM NpefoCTaBNeHUS OTNPaBAEHHOI0
MocTaBLMKOM COOBLLEHNSA 3EKTPOHHON NMOYTbI, B KOTOPOM COAEP)KATCA CBEAEHUSA O MNLEH3UN (MMS
noJsib3oBaTens 1 naponb). CBefeHnsa o NLEH3UN N NAEHTU(MUKALMOHHBbIE AaHHble KOHeYHOoro
Nnofb30BaTeNs B COOTBETCTBUN C MOANTUKON KOH(PUAEHUNANBHOCTM MOrYyT noTpeboBaTbCs ANs
NPOBEPKM MOANMHHOCTIN NporpaMMHoro obecnevyeHus.

18. MpepocTaBsieHne NMUEH3UM OpraHam BnacTtu u npasutenbcTBy CLUA. [TporpamMmmHoe
obecneyeHne bygeT npefoCTaBAEHO OpraHaM BAacTW, B TOM 4ucie npasutensCctey CoeanHEHHbIX
LLTaToB AMepukn, B COOTBETCTBUM C MPaBaMn N OrPaHNYeHNAMM, ONMUCAaHHBIMWU B HACTOALLEM
CornatueHun.

19. CoOoTBeTCTBME HOPMaM PeryJMpoBaHUs BHELLHEW TOProBu.

a) Bbl He 6yeTe NpAMO UM KOCBEHHO 3KCMOPTUPOBATb, PEIKCMOPTUPOBATbL, MepenaBaTb UM UHbIM
obpa3om npepnoctaBnsaTh NporpaMmHoe obecrneyeHme Komy-mbo, a Takxe He BygeTe NCNOAbL30BaTb
€ro Kaknm-nnbo obpasom nmbo NMeTb OTHOLLEHWNE K KakKMM-Nnbo AeNCTBMAM, B pe3ysibTaTe Yero
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KOMMNaHusa ESET uan ee XONLNUHIrOBble KOMMNaHuK, ee punnanbl, puananbl ee XoJNAUHIOBbIX KOMMaHWUNA,
npoyne cybbeKTbl, HaXoAAWMeCs oA ynpassieHNeM ee X0 ANHIOBbIX KOMMNaHUA
(«ApchunnnpoBaHHble NnLa»), MOXeT CTaTb HapyLwmnTeneMm 3akoHohaTesbCTBa Mo PeryanpoBaHuio
BHeLUHen Toproeav nnbo Nony4ynTb HeraTBHbIE NOCEACTBUA B CBA3M C ero npuMeHeHmeMm. K
3aKOHOLaTeNbCTBY MO PEryvpoBaHN0 BHELLHEN TOProBN OTHOCUTCS:

i. Jlloboe 3akoHOAaTeNbCTBO, KOTOPOE NpefHa3HavYeHo ANs peryimpoBaHus, orpaHu4YeHns nim
BBEAEHWSA JIMLLEH3MOHHbIX TpeboBaHUM B chepe 3KCrnopTa, peskcnopTa uan nepefayv ToBapos,
nporpaMMHoOro obecneyveHns, TEXHONOr MM, YCIIYT U KOTOPOE MPUHUMAeTCs NtobbiMu
NpaBUTeNbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU WU perynaTuBHbIMK opraHaMmu CoefnHeHHbIx LUTaToB
Amepuku, CnHranypa, BenvkobputaHum, Eeponeinckoro Coto3a nnm noboro BXoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW LO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COrnacHo
HacTosweMmy CorialleHnio nam B KOTOPOKN 3apernctpuposaHa nnbo AencTByeT KOMNaHusa ESET naun
Kakune-nnbo ee ApcpunmpoBaHHble nnuUa

ii. llobble sKOHOMUYeCcKne, (hMHAHCOBbIE, TOProBble U NPOYMe CaHKLMKW, OrpaHnyeHns, ambapro,
3anpeTbl Ha UMMOPT WJIM 3KCNOPT, 3anpeThl Ha NepeBo AeHEeXHbIX CPeACTB v akTMBoB Nnbo Ha
npeLoCTaBsIeHNe YCyr, a TakXe 3KBMBAJIEHTHbIE Mepbl, KOTOPble BBOAATCS B AeACTBME N0ObIMM
NpaBUTENbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU UK perynaTuBHbIMM opraHaMmu CoenHeHHbIx LUTaToB
Amepuku, CnHranypa, BenukobputaHum, Eeponenckoro Coto3a nam noboro BXoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW AO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COrnacHo
HacTosweMmy CornalleHnio nam B KOTOPOKN 3aperncTpuposaHa nbo AencTByeT KOMNaHusa ESET naun
Kakune-nnbo ee ApcunmpoBaHHbie nmua.

(3akoHopaTeNbHbIE aKTbl, YMNOMAHYTbIE B NYHKTaX i U ii BbllLe, COBMECTHO UMEHYIOTCA
«3aKoHO4aTeNbCTBO MO perynnpoBaHuto BHELUHEN TOpFOB)'IVI».)

b) KoMmnaHus ESET MMeeT NpaBo NPUOCTaHOBUTL BbIMOJIHEHME CBOMX 0643aTeIbCTB COrIacHO
HacTosLWMM YcnoBusim nbo He3aMeanTeNbHO NPEKPATUTb AENCTBUE HACTOSLWMUX YCIOBUA B
cnenyowmnx cnyvyasx:

i. B cnyyae, ecnm KoMnaHMa ESET yCTaHaBAMBAET, YTO MO ee 060CHOBaHHOMy MHeHwu10 MMonb3oBaTesib
Hapywunn nan MOXET HapPyLNTb NOJIOXKEHUA CtaTbu 19 a) HacToAwero CornaweHus.

ii. B cnyvae, ecnv KoHeYHbIn nonb3oBaTenb u/wnam MNporpammHoe obecnevyeHune nonagyT noa
fencTBre 3akoHo4aTeIbCTBa MO PerynpoBaHuio BHELLHEN TOProBv, U, Kak pe3ysibTaT, KOMNaHUs
ESET yCT@HOBUT, 4TO Mo ee 060CHOBaHHOMY MHEHUIO MPOAOIKEHME BbINOJIHEHNS CBOMX 0053aTeNbCTB
cornacHo Hactoswemy CorsalleHnio MOXKeT NPUBECTU K TOMY, YTO KOMMNaHUsA ESET unu ee

A dunnnpoBaHHble 1L MOXET CTaTb HapyLlmnTeseM 3aKoHo4aTeIbCTBa MO PEryanpoBaHnio
BHeLUHen Toproeav nnbo Nony4ynTb HeraTBHbIE NOC/IEACTBMA B CBA3M C €ro NpUMEHEHMWEM.

c) Hn ogHa 4acTb HacToswero CornaweHna He npefHa3HavYeHa, He MOXKeT UHTEePNpPeTMPoBaTLCA NN
NCTONKOBbLIBATHLCA TakK, 4TOObI N06YyXAaTb NMb0 0643bIBaTh NI0OYI0 €ro CTOPOHY AENCTBOBATL MK
BO3[EepXMBaTbCA OT AENCTBUI (MM COrNnacuTbCA AENCTBOBATb UM BO3AEPKUBATLCA OT AENCTBUN)
KaKuM-nmbo o6pa3oM, KOTOPLIN MPOTUBOPEYUT IOOOMY NpMMeHMMOMY 3aKOHOA4ATENbCTBY MO
peryanpoBaHunio BHELLIHEN TOProBAW, NpecnefyeTcs Uamn 3anpeLaeTca um.

20. YBepoMmneHusa. Bce ysegomneHuns, Bo3epallaemble NporpaMmHoe obecnevyeHme n OKyMeHTauus
LOJKHbI ObITh AOCTaBAEHbI MO agpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO He orpaHn4YMBaeT NpaBo ESET coobuiaTe Bam 0 nobbix n3MeHeHMAX B HacTosAweM CornalieHumu,
NONNTUKAX KOHPUAEHUNANBHOCTH, NOJINTUKE B OTHOLLIEHNMN OKOHYaHUS CpoKa CyX0bl 1
[OKYMEeHTaLuMM B COOTBETCTBUM CO CTaTben 22 HacToswero CornalleHns. ESET MOXXeT OTNpPaBifaTb
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Bam nucbma no 371eKTPOHHOM NoYTE M yBeaoMaeHns B NporpaMMHoM obecnedyeHnn, a Takxe
nybankosaTb coobLleHNs Ha HaweMm Beb-canTe. Bbl cornalaetech NoayyaTh OPULANYECKM 3HAYMMbIE
Co06LLeHMsa 0T KOMMaHMKM ESET B 3IEKTPOHHON hopMe, B TOM Yucie nobbie coobuieHns 06 nuameHeHun
Ycnosuir, CneymanbHbIX YCN0BUIA UK MOANTUK KOHGUAEHUMANBHOCTK, Ntobble NpeanoXxeHus n
NPUHATUE YCJIOBU JOrOBOPOB, NPUrialleHns BeCTu neperoBopbl 0 3aK/l04eHUN LOroBopa,
yBEAOMNEHUSA NN OPYrne PUANYECKN 3HaYUMble coobuieHmns. Takne 3NeKTPOoHHbIe CoobLLeHNS
CYMTAKOTCA NOSYYEHHBIMM B MMCbMEHHON (hOpMeE, eCIN TOJIbKO AeNCTBYOLLEE 3aKOHO4ATENbCTBO He
TpebyeT gpyroro hopmMaTa KOMMYHUKALWN.

21. MpuMeHnMoe 3aKoHOAaTeNnbCTBO. [laHHoe CornalleHne peryampyeTcs U TONKyeTCs B
COOTBETCTBUM C 3aKOHOAATeIbcTBOM CrioBaLKon Pecrnybivku. KOHeYHbIN NoJsib30BaTeNb U
MocTaBLMK COrnacHbl, 4TO NPUHLMUMBI KOJJIM3NOHHOMO Npasa 1 KoHeeHuus OpraHusaumm
ObbeanHeHHbIX Haumin 0 foroBopax MeXayHapoLHOW Kynan-npoaaxKu TOBapoB He NPUMEHSAI0OTCS.
Bbl iBHbIM 06pa30M cornallaeTech C TeM, YTO IKCKIIO3UBHAA IOPUCAUKLMSA MO PeLLEeHUIO StoDbIX
CNOPOB 1 BOMPOCOB C MOCTaBLLMKOM AN OTHOCUTENbHO cnocoba ncnonb3oBaHus NporpamMMHOro
obecneyeHns NpuUHanNeXnT OKPY>XHOMY cyay | B bpaTucnase.

22. 06wue nonoxeHus. Ecnum noboe nonoxxeHne HactTosAwero CornalleHns okasbliBaeTcA
HeAeNCTBMTE/IbHBIM UM HEBLIMOHNMbIM, 3TO HE OTPAXXaeTCs Ha AENCTBUTENbHOCTU OCTasIbHbIX
nono)xeHuin CornalieHns, KoTopble No-npexxHemy byayT NeNCTBUTENbHbIMUA 1 BbIMOAHUMbIMU B
COOTBETCTBUM C yKa3aHHbIMU 34ech ycoBmamn. HacTosiwee CornalweHne cocTaBAeHO Ha

aHT INIACKOM si3blKe. B ciyyae noAroToBky nepeBofa HacTosuero CornaweHns ans ynobctea unm
no60oi MHOWM Lenn nnbo Npu HaMYMKM NoOLIX PACXOXAEHU MEXAY Pa3HbIMU A3bIKOBLIMU BEPCUSIMU
HacTosero CornalleHns npenmyLLecTsom obnagaeT BEPCUS Ha aHITMACKOM A3bIKE.

KomnaHusa ESET ocTaBnsieT 3a cobor npaBo BHOCUTL M3MeHeHMs B NporpamMMHoe obecneveHune n
nepecMaTpuBaTb yCI0BUS HacToswero CornaweHmns, NPUN0OXXEHNN N 4ONOAHEHUIA K HeMy, ToANTUKN
KOH(umaeHumnansHocTn, Monntnkm OCC n gokyMeHTaunm nnm kakon-nnbo nx 4actu B noboe Bpems
nyTem 0bHOBNEHNS COOTBETCTBYIOLLEr0 AOKYMEHTa (a) Ans oTobpa)keHns N3MeHEHN B
MporpammHom obecnevyeHnn nnbo B cnocobe oCyLLeCTBNEHNS AeATENbHOCTU KOMNaHnen ESET, (6) ans
cobnogeHns HopMaTUBHO-NPaBOBLIX HOPM MM U3 coobparkeHun 6esonacHocTn nnbo (B) ons

He[ oMyl eHNa HapyLWeHNA U HaHeceHns Bpeda. B cnyyae nsmeHeHmsa Hactoswero CornaweHms
Bbl 6ygeTe yBeaoMAEHbI C MOMOLLLIO 31EKTPOHHOM MNOYTbI, YyBEAOMEHNS B NPUNOXKEHUN NN
APYrMN 3JIEKTPOHHbBIMK CpeacTBaMn. Ecnv Bbl He cornacHbl € npeasiaraeMbiMn U3MEHEHUAMU K
HacToawemy CornaweHuto, Bol Mo)XeTe pacTOPrHyTb ero B COOTBETCTBUM CO CTaTben 10 B TeYeHue
30 gHen nocne nNony4yeHns ysegomneHuns oo nameHennn. Ecam Bol He pacToprHeTe HacTosLlee
CornaweHune B Te4eHMe 3TOr0 CPOKa, Npeasaraemole n3MeHeHna ByayT cYMTaThCA MPUHATHIMU U
BCTYNAT B CUNY B OTHOLWEHMM Bac ¢ gaTbl nony4yeHns Bamum yBenomneHns o6 nameHeHuu.

370 nonHoe CornatweHne Mexay MocTaBLWMKOM 1 BamMu 0THOCUTENBHO UCNOJIb30BAHMSA
MporpaMMHoro obecneyeHns, KOTOPOE 3aMEHSET BCE NPeblayLine 3aBepeHus, obcyXaeHus,
rapaHTUN UK YBEOMJIEHUS UAW PEKIAMHbIE MaTepMasibl B OTHOWEHMMN MPorpaMMHOro
obecneyeHus.

AOMOJIHEHUE K COIMALLUEHMIO

OueHka be3onacHoOCTH MNOAKNIOYEHHbIX K CeTH YCTpOﬁCTB. B oTHOLLEHWN oueHKKn Be3onacHoOCTH
NOoAOKJIIO4YEHHbIX K CeTU yCTpOVICTB NPUMEHATCA cnepyoune OoNOJIHUTENbHbIE MOJIOXKEHUA.

MporpaMMHoe obecreyeHre oCHalLeHo yHKLMeNn NpoBepKy 6e30MacHOCTY IOKaJIbHOW CeTu
KoHe4Horo nosib3osatens u 6€30nacHOCTN yCTPONCTB B HEW, 4S9 KOTOpon TpebytoTcs nma
NOKaNbHOW CeTN 1 cBefeHns 06 yCTPONCTBaxX B HEW, TaKMe Kak NpuCcyTCTBUE, TUM, UMK, IP- 1 MAC-
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agpec yCTpPoMCTBa B JIOKaNbHOM CETU B COYETAHUM C MHGOPMaLMen 0 AnueH3nn. K nHopmaumn
Tak)Xe oTHocATCS Tnn 6e3onacHoCTM 6BecnpoBOAHON CETU U TUN WngpoBaHns B 6eCcnpoBoOaHON CeTH
AN5 MapLIpyTM3aTopoB. KpoMe Toro, 3Ta PyHKLNA MOXKET NpefoCcTaBNAaATb CBEAEHNS O HAaNYnUmn
nporpaMmbl 6€30NacHOCTY 15 3alWMThl YCTPONCTB B JIOKAJIbHON CETMW.

3awuTa oT HenpaBUJIbHOIro UCNOJib30BaHUA AAdHHbIX. B oTHOWeEHMN 3aWNTLI OT HenpaBMabHOIro
NCNoJib30BaHUA AaHHbLIX MPUMEHAIOTCA caenyrowmne JONoJIHNTEJIbHbIE NMOJIOXKEHUA.

MporpaMmMmHoe obecrneyeHre BKAYaeT B ceba yHKLMIO, MpefoTBpaLLaloWwyo NoTepo nin
HeHaa/iexxallee UCrob30BaHNe BaXKHbIX [laHHbIX B CBA3W C KPaXKen KOMMbloTepa. 3Ta QyHKLUNS
MporpaMMHOro obecneyeHns OTKOYEHa NO YMO4aHWo. [11a ee akTuBaumm fosxKHa BbITb co3faHa
Y4yeTHas 3anucb ESET HOME, C NOMOLLbIO KOTOPOMW (PYHKLUMA akTUBMpPYeT cOOp AaHHbIX B C/lyHae
KpaXku komnbloTepa. Ecnm Bel akTuBupyeTe 3Ty pyHKLMIO MNporpamMmHoro obecneyveHus, Bl
cornawaeTecb co cbopom 1 oTnpaBkon MoCTaBLWMKY AaHHbIX 06 yKpaAeHHOM KOMMblOTEPE, KOTOPLIE
MOryT BKJ/IO4aTb B ceb5 faHHbIe 0 CETEBOM PaCnoJIOKEHNN KOMMbOTEPA, AaHHbIE O COAEPXKMMOM,
KOoTopoe oTobpaxxaeTcsa Ha 3KpaHe KOMMboTepa, AaHHbIe 0 KOHUIypaLuuy KoMnbloTepa nam
[laHHble, 3annCcaHHble NOAK/IOYEHHON K KOMMbIOTEPY Kamepon (fanee — «[aHHble»). KOHeYHbIN
Nnosb30BaTe/lb UMeeT MPaBo UCMOJIb30BaTb JaHHbIe, MOSyYEHHbIE 3TON (hYHKLNEN 1
npeLoCTaBJIeHHble C MOMOLLbIO Y4ETHOW 3anucm ESET HOME, UCKJTIOYUTESIbHO AN15 peLleHuns Bornpoca C
Kpaken koMnbtoTepa. VicknountensHo B Lenax paboTel AaHHON dyHKUMKM MNocTaBLwumk obpabaTbiBaeT
JaHHble cornacHo MoanTnke KOHMUAEHUNANLHOCTU 1 COOTBETCTBYIOLUM NPaBOBLIM HOPMaM.
MocTaBLMK pa3pellaeT KoHe4yHOMY Mosib30BaTeso NojlyvyaTb AOCTYN K [laHHbIM B Te4eHne nepnoaa,
HeobxoauMOro ons LOCTVXKEHUA Luenn, Ans Kotopon [laHHble bbin nonyyeHbl. OgHAKO TakKow
nepuog He MOXET NpeBblaTh CPOK XPAHEHWUS, YKa3aHHbIN B [0IMTUKe KOH(UOEHLNAbHOCTH.
OYHKUMUSA 3aLLMThl OT HEHaA1eXaLLEero UCnosib30BaHUA AaHHbIX LOJIKHA UCNOJIb30BaTbCH
NCKNIOYNTENBHO C KOMMbIOTEPAMM N YHETHBIMU 3anncaMu, K KOTOPbIM KOHEYHbIN NoJib30BaTeSlb
MMeeT 3aKOHHbIM focTyn. 060 BCeX Cnyyasnx ee He3aKOHHOro NCnosb3oBaHua byaeT cooblaTbca B
KOMMeTeHTHble opraHbl. NocTaBwuk 06a3yeTca cobnogaTe COOTBETCTBYIOLME 3aKOHbI Y OKa3biBaTb
CoAencTBME NPAaBOOXPaHUTE/IbHBIM OpraHaM B C/ly4yae HeHaanexallero ncnosib3oBaHus. Bol
noATBepXAaeTe U Npu3HaeTe, YTO Bbl HECETE OTBETCTBEHHOCTb 3a COXPaHHOCTb Napons Ans
L0CTyNa K Y4eTHOM 3anncu ESET HOME, 1 obs3yeTech He pa3rnawaTtb CBOW Naposib Kaknum Bbl TO HK
661710 TPETbUM NIMLAM. KOHEYHbI M0/Ib30BaTe/lb HECET OTBETCTBEHHOCTL 3a Ntobble AeNCTBUA
(pa3peLLeHHble UK HET), OCYLLLeCTBASEMbIE C UCMONb30BaHNEM (PYHKLMM 3aWnTbl OT
HeHaa/1exallero ncnosib3o0BaHna AaHHbIX U Y4eTHOW 3anucK ESET HOME. Ecnn Y4yeTHas 3anucek ESET
HOME B3/10MaHa, cfliefyeT HeMeaeHHo yBeAoMUThb NocTaBlmKa. LonoaHUTebHbIE NON0XEHNS MO
3almMTe OT HernpaBUAbHOIO UCMOJIb30BaHNA AAaHHbLIX MPUMEHSIOTCA UCKIIOYNTENBHO K KOHEYHbIM
MoJib30BaTeNAM ESET Internet Security U ESET Smart Security Premium.

ESET Secure Data. B OTHOLLUEHWM ESET Secure Data MPUMEHSATCA ChefyoLwne onoaHUTebHble
NnoJ1I0XKeHNA.

1. Onpeﬂeneva. B HacToAWMX ONONHUTENbHBLIX NOJIOXKEHUAX AN ESET Secure Data YyKa3aHHbIe HUXKe
C/i0Ba MMEIOT cnepyoline sHa4eHns.

a) «MHdpopmauma»— nobble cBegeHNS AN OaHHbIe, 3alLNMPOBaHHbIE NN pacLUN(POBaHHbIE C
MCMoJIb30BaHNEM NPOrpaMMHOro obecneyeHuns.

b) «MpoAyKTbI»— NporpamMmMHoe obecneyeHne ESET Secure Data U COOTBETCTBYIOLLAA AOKYMEHTaLNS.
c) «ESET Secure Data»— nporpaMMHoe obecneyeHne, NCNoab3yemMoe Ans WngpoBaHnsa 1 paclngpoBKi

3/IEKTPOHHbLIX OaHHbIX.
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Bce ynoMmHaHNs BO MHOXXeCTBEHHOM YUMCJIe OTHOCATCS TakXe K eJMHCTBEHHOMY 4Y/Cay, a BCe
YNOMUHAHNS B MYy>KCKOM pPOAe TakXe OTHOCATCA K XXEHCKOMY 1 cpeaHeMy pofaM n HaobopoT. Cnosa
6e3 onpeneneHnsa cnengyeTt UCNob30BaTb B COOTBETCTBMM C ONpeaeneHnsMn, NpuBeaeHHbIMA B
CornatueHun.,

2. [lonosiHNTEe IbHbIe 3aBepeHns KOHeYHOro nosib3osaTtens. Bol Npu3HaeTe v NpuHMMaeTe
nepevyncneHHoe ganee.

a) Bbl HeceTe 0TBETCTBEHHOCTb 3a obecneyeHne 3aWwmnTbl, MOALEPKKN U Pe3EePBHOI0 KOMMPOBaHMA
NHopmaumn.

b) Bbl 0643yeTecb co34aTh NOJHYI0 PE3ePBHYI0 KOMMUIO BCE MH(OPMaLMM U AaHHbIX (B TOM Yucne,
cpeau npoyero, N0H0N KPUTUYECKN BaXKHON MHDOPMaLMKN 1 AaHHbLIX) HAa KoMnbloTepe, npexae 4yem
yCTaHaB/iMBaTb NporpaMMHoe obecneyeHme ESET Secure Data.

c) Bbl 06513yeTecb xpaHuTb B 6e30nacHOM MecTe BCe Maposiv U Apyrue CBeAeHUs, KOTopble
TpebyoTcs Aas HACTPOMKMN M UCMO/Ib30BaHMS NMPOrpaMMbl ESET Secure Data, @ Takxe 06s13yeTech
CO3/[1aTb Ha OTHENbHOM HOCUTENE laHHbIX PE3EPBHbIE KOMUW BCEX K/OYEN LINGPOBAHMS, KOL0B
NNLEH3UK, PaNIOB KJOYEN N APYTrUX CO3[4aBAEMbIX JaHHBbIX.

d) Bbl 6epeTe Ha cebs 0TBETCTBEHHOCTb 3a UCMO/b30BaHMe MpoayKToB. MoCTaBLWMK He HeceT
OTBETCTBEHHOCTU 3a Nitobble yObITKM, yuiepd nam npeTeHsnmn, Bo3HKaloWwme B pesybTaTte ntoboro
HeCaHKLUMOHMPOBAHHOIO WM BbINOJIHEHHOIO MO OLWKNOKe WndpoBaHUs MMbO paclLngPOBKK
WHdopMaumnm nam opyrmux AaHHbIX, BHE 3aBMCMMOCTM OT MeCTa U YCJIOBUA XpPaHEHNS Takon
MHOPMALUM UAN APYTUX OAHHbIX.

e) HeB3upas Ha To, 4TOo lMOCTaBLLMKOM NPUHATLI BCe 060CHOBaHHbIE Mepbl ANa obecneyeHmns
LIeNI0CTHOCTM 1 6e30MacHOCTY NPorpaMMbl ESET Secure Data, [poAyKTbl (BMECTe Wan No 0TAENbHOCTW)
He LOJ/IKHbI NCMOb30BaThCs B 061aCTsX, TPEOYOLWMNX MAaKCUMabHOW 0TKa30yCTONYMBOCTY UK
SBNAOLLMNXCS NOTEHLMANIbHO OMACHBIMI, B TOM YUC/E, CPEAMN NPOYEro, Ha aTOMHbIX
3NEKTPOCTAHLMUSX, B CUCTEMAX Aa3POHABUrALUN, CUCTEMAX YNPABAEHUS U KOMMYHUKALIUIA, CUCTEMAX
060POHHO-MPOMbILLIEHHOr0 KOMMJIEKCA, @ TaKXe B CUCTEMaX NOAAEPXKKN XKU3HEAEATENbHOCTYN U
MeAMNLMNHCKOr0O MOHUTOPWHTa.

f) Bbl 06a3yeTech yA0OCTOBEPUTBLCA, 4TO obecneynmBaembli NpoAyKTaMu ypoBeHb Be3onacHoCcTy n
LWnpoBaHMA COOTBETCTBYET Bawmm TpeboBaHUAM.

g) Bbl HeceTe 0TBETCTBEHHOCTb 3a UCMONb30BaHUe Bamu MNpoayKToB (BMeCTe Uam no oTAesIbHOCTH), B
TOM 4ucse, cpeam npoyero, Bol 0683yeTech yAOCTOBEPUTBLCS, YTO TaKoe NCMOJIb30BaHNe
OCYLLeCTB/IAETCA B paMKax Ae/CTBYIOLLEro 3aKoHoAaTeNbCTBa U HOPMATUBHO-NPABOBbLIX aKTOB
CnoBaukow Pecnyb6avkun nnm gpyroro rocygapctea, permoHa wiam wraTa, B KOTOPOM UCMONb3YyeTCs
MpoaykT. Mepen nobbiM ncnosib3osaHmeM MpoayKTOB Bbl 4O/KHBI YAOCTOBEPUTLCS, YTO Takoe
MCMNOSb30BaHNE He HapyLllaeT Kaknx-nmbo npaBuUTeNbCTBEHHbIX 3aMPeTOB (Ha TeppuTopun
CnoBaukon Pecny6avkun nam gpyroro rocysapcTsa).

h) nporpaMma ESET Secure Data MOXXET BpeMsl 0T BpeMeHu obpalliaTbCs K cepBepam MocTaBluvKa B
Lensix yTOYHEHUSI CBEEHUI O JIMLIEH3NW, @ TaKXXe A5t MPOBEPKM Ha HaMyne NCNpaBIeHWUA, NaKeToB
06HOBNIEHMI 1 NPOYUX 0OHOBMEHUIA, KOTOPbLIE MOTYT UCMO/Ib30BATLCA A5 YYHLLEHWS, MOALEPXKKY,
N3MEHEHUSI UN YCOBEPLUEHCTBOBAHMUS paboTbl MporpaMmbl ESET Secure Data. [porpamMMa MoXxeT
0TNpaBnATh 06LWMe CBELEHNS O KOMMNbIOTEPE, CBS3aHHble C paboTON NPorpaMMbl B COOTBETCTBMU C
NOKYMEHTOM [MoNnTKa KOHPUAEHLNANBHOCTMN.
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i) MoCTaBLLMK HE HECET OTBETCTBEHHOCTY 3a Kakme-nmbo yobITKK, ywepb, 3aTpaTbl UK NPEeTEH3UN,
BO3HMKalOLWMe B pe3ybTaTe NOTEPU, KPaXKW, HEHAANEXaLLEero NCrnosib30BaHUs, MOBPEXAEHNS NN
YHUHYTOXEHNA Naposiei, MHHOPMaLIMM O HACTPONKeE, KJIIoYeN WNGPOBaHNS, KOAOB aKTMBaLUN
NINLEH3UN U OPYTNX AAHHBIX, KOTOpPble BbIIM CO34aHbl UM COXPaHEHbI B MPOLLECCE UCMOJIb30BaHMS
nporpaMmmHoro obecneyeHus.

ﬂ,OI'IOJ'IHVITEJ'IbeIe nonoXxeHusa ong ESET Secure Data NPUMEHAOTCA UCKIIOYUTENIbHO B OTHOLLUEHUN
KOHEYHbIX MoJib30BaTeNen Nporpammbl ESET Smart Security Premium.

Password Manager lIporpaMmMHoe obecneyeHue. B 0THOLLIEHUN NPOrpaMMbl Password Manager
NPUMEHATCA cneanytowmne AoNOJIHUTENbHbIE NMOMOXKEHNA:!

1. lononHuTEeNbHEbIE 3aBepeHNS KOHEYHOr O NoJib30BaTeNs. Bbl Npu3HaeTe U NnpuHNUMaeTe
nepevyncieHHoe ganee.

a) NpMMeHATb Nporpammy Password Manager 4151 UCM0/1b30BaHUS KaKMUX-INO0 KPUTUHECKN BaXKHbIX
MPUNOXKEHWN, OT KOTOPbIX 3aBUCUT YesI0BeYeCKas XU3Hb UM UMYLLECTBO. Bbl MOHUMaeTe, 4To
nporpaMMa Password Manager He NnpefHa3Ha4YeHa 419 Takux Lesien, 4To B Takux cyiyqasx cbon B
paboTe nNporpamMmbl MOXXeT MPUBECTU K CMEPTU UM TPAaBMUPOBAHMIO Yesl0BeKa U MOXeT
NPUYUHUTL Cepbe3HbIN yulepb uMyLLecTBy UK OKpyXatoLlen cpene 1 4To MNocTaBLLmMK He HeceT
OTBETCTBEHHOCTU 3@ Takue NocaeicTBuS.

MPOrPAMMA PASSWORD MANAGER HE PACCHUTAHA, HE NMPEAHA3HAYEHA N HE NMPEAOCTABIIAETCA
HA MPABAX NIMUEH3WW ONA NCMNOJIb3OBAHWA B ONACHbBIX CPEOAX, TPEBYOLLUUX HAJTMYINA
OTKA30YCTOMYNBOW CUCTEMbI YNPABJIEHMS, B TOM YUCIE, CPELW NPOYErO, 414
NCMOJIb30BAHNSA B CUCTEMAX MPOEKTUPOBAHWUA, CTPOUTEJIbCTBA, OBCJTYXKUBAHUA NN
PABOTbI ATOMHbIX 3JIEKTPOCTAHLNIN, CUCTEMAX ASPOHABUIALNN NI KOMMYHUKALIARA,
ASPOAUNCNETHEPCKUX CNYXXBAX, A TAK)XXKE B CUCTEMAX NOAAEPXXKWN XKUSHEOEATEJIbHOCTU U
CNCTEMAX OBOPOHHO-MPOMBbILLUJTIEHHOIO KOMIMJIEKCA. NOCTABLUMK HAMPAMYHO
OTKA3bIBAETCA OT KAKWUX Bbl TO HW Bbl1O ABHO BbIPAXKEHHbBIX W1 NOAPA3YMEBAEMBbIX
FTAPAHTUIA B OTHOLLEEHWW MPUrOAHOCTM NPOLYKTOB AN TAKUX LIEJIEN;

b) icnonb3oBaTb NporpamMmmy Password Manager TakMM Coco60M, KOTOPbIA HapyLlaeT yCioBumA
HacTosiwero CornaweHus, 3akoHbl CnoBaukon Pecnybankn nnn 3akoHsl Bawen opucankuun. B
4aCTHOCTMK, 3anpeLLeHo UCNoab30BaTh NPOrpaMmMy Password Manager 0151 COBEPLUEHUS He3aKOHHbIX
AEeNCTBUA NN COOENCTBUSA UM, B TOM YUCAE BbIFPYXaTb AaHHble BPeAOHOCHOr0 COAEPXKMMOro Uan
COLEPXKMMOro, KOTOPOE MOXXET UCMONb30BaTbCA AN HE3AaKOHHbIX AENCTBUIA NN KakKUM Bbl TO HK
661710 06pa3oM HapyLlaeT 3aKOH 1AW NpaBa Kakon-1nbo TpeTben CTOPOHbI (B TOM Yncsie Kakue-nmbo
npaBa Ha 06bEKTbl UHTENNEKTYaNbHON COBCTBEHHOCTH), B TOM YMC/IE, CPeAN MPOYEro, 3anpeLLeHo
OCYLLEeCTBAATb Kakue 6bl TO HM Bb1J10 NONBITKU NOJYHEeHUS OCTYNa K YY4ETHbLIM 3anmcam XpaHunuwia
(B HACTOALLMX AONONHUTENbHbLIX YCIOBUAX N5 NPOrpamMmmbl Password Manager TEPMUH «XpaHUAULLLE»
03Ha4YaeT NPOCTPAHCTBO XPaHEHUS OaHHbIX Nog ynpasaeHneM MoCTaBLNKa NN TPETbEN CTOPOHBI,
He aBnstoLencs MocTaBLNKOM UK NONb30BaTENIEM, KOTOPOE UCMONb3YeTCs B LieNaX
CMHXPOHU3ALIMM 1 PE3EPBHOI0 KOMMPOBAHMUS MOJIb30BaTENbCKMX AaHHbIX) 60 K Nt06bIM y4E€THBIM
3aNnCAM AW SaHHBLIM OPYrux nosib3oBaTenen nporpaMmbl Password Manager Unn XpaHuauwa. B
Cnyyae HapyLleHns BaMun Kaknx-nmbo n3 ykasaHHbIX N0A0XeHW MOCTaBLUUK MMEeT NpaBo
He3aMeaNnTeNbHO PacTOPrHyTh HacToswee CornalweHne n NpeabsaBuTb BaM cHeT Ha onnaTy CyMMbI
noHeceHHoro yuwepba, a Takxe NPUHATL BCe HEOOX0ANMbIE Mepsbl, 4TOBObI NPeaoTBPaTUTbL
JasibHelLee NCnosib3oBaHMe BaMum nporpaMmel Password Manager 6€3 BO3MOXHOCTW BO3MELLEHMA
pacxo0B.

2. OFPAHNYEHWE OTBETCTBEHHOCTW. NMPOIrPAMMA PASSWORD MANAGER MPEAOCTABJIAETCA HA
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YCNOBWW «KAK ECTb». HUKAKWE AIBHO BbIPAXKEHHBIE WU MPEAMNOJIAIAEMbBIE TAPAHTUW HE
MPELOCTABNIAOTCS. Bbl MPUHUMAETE HA CEBS BECb PUCK, CBA3AHHbIN C NCMOJ/Ib30BAHNEM
MPOrPAMMBI. MPON3BOAWNTEJIb HE HECET OTBETCTBEHHOCTW 3A MOTEPKO OAHHbIX, YBbITKN,
OrPAHWYEHWE OOCTYMNHOCTW YCAYT, B TOM YACJE B OTHOLWEHUWN KAKUX-JTNBO OAHHbIX,
OTMNPABJIAEMbIX MPOrPAMMOW PASSWORD MANAGER B APEC BHELLIHETO XPAHWIALLA B LLEENSAX
CNHXPOHU3ALWNN N PE3EPBHOIO KOMNPOBAHUA JAHHbBIX. LUW®POBAHWNE OAHHbBIX C MOMOLLbBIO
MPOIrPAMMbI PASSWORD MANAGER HE MPELAMOJIAMAET, YTO MOCTABLUMK HECET KAKYHO Bbl TO HUA
bblJ10 OTBETCTBEHHOCTb 3A BE3OMACHOCTb TAKUX OAHHbBIX. Bbl MPAMO COINALLAETECH, 4YTO
JAHHbBIE, MOJIYHAEMBIE, UCMOJIb3YEMbIE, LUN®PYEMbIE, COXPAHAEMBIE, CUHXPOHN3NPYEMbIE
W OTNPABJIAEMBIE C MOMOLLbKO NMPOIPAMMbl PASSWORD MANAGER, MOT'YT TAK)XXE XPAHUTbBCA
HA CTOPOHHUX CEPBEPAX (3TO KACAETCA TOJIbKO TEX CJIYHAEB UCMNOJIb30BAHUA MPOIrPAMMbI
PASSWORD MANAGER, KO JA BKJTKOYEHbI CJTY>KBbl CUHXPOHU3ALWN N PE3EPBHOIO
KOMWPOBAHWA). ECNTN MOCTABLLUWK MO CBOEMY COBCTBEHHOMY YCMOTPEHWIO PELLIAET
NCNONb30BATb TAKOE CTOPOHHEE XPAHWJINLLIE, BEB-CAWNT, BEB-MOPTAJ, CEPBEP UJIN CJTYXKBY,
MOCTABLUMNK HE HECET OTBETCTBEHHOCTW 3A KAYECTBO, BE3OMNACHOCTb W1 OOCTYMHOCTb
TAKOW CTOPOHHEW CNY>KBbl. KPOME TOIO, MOCTABLLUWK HW B KOE MEPE HE HECET MNEPE[ BAMU
OTBETCTBEHHOCTW 3A KAKOE-/INE0 HAPYLLEHWE TPETbE CTOPOHOIA AOr OBOPHbIX MK
FOPUONYECKUX OBA3ATENILCTB, WA 3A YLWWEPB, YIYLWWEHHYIO BbIrOY, MATEPUAJIbHBIE VT
HEMATEPWAJIbHBIE YBbITKW, NN 3A OPYTUE YBEbITKWN JIFOBOIO XAPAKTEPA, MOHECEHHBIE
BCNEOCTBUE NCMNOJIb3OBAHNA NMPOIPAMMBI. MOCTABLUWK HE HECET OTBETCTBEHHOCTW 3A
COLOEPXKMMOE KAKUX bbl TO HW bblJ1IO JAHHbIX, MOJTIYHAEMbIX, UCIMOJIb3YEMbIX, LUN®PYEMBIX,
COXPAHAEMBbIX, CUHXPOHU3WPYEMbIX TN OTMNPABJAEMbBIX C NCIMTOJIb3OBAHWEM MPOIPAMMBI
PASSWORD MANAGER VTN XPAHWJINLLA. Bbl MPU3HAETE, YTO MOCTABLUWK HE UMEET JOCTYNA K
COLEPXKMMOMY COXPAHEHHbBIX OAHHbIX, A TAK)XXE HE HECET OTBETCTBEHHOCTW 3A
MOHWUTOPWHI TAKWUX AAHHbIX I HE UMEET BO3MOXHOCTW OCYLLIECTBNIATb TAKOWN MOHUTOPWUHI
JINBO YOANATb HE3AKOHHOE WJT ONACHOE COAEPXXWMOE.

MocCTaBLKMKY NMpMHaANeXaT BCe NnpaBa Ha yJy4ylweHns, 0OHOBNEHUSA 1 UCNPaBAEHUSA NPOrpamMmbl
Password MANAGER (ganee — «YnydleHns»), faxe ecan Takne YnyylweHna co3fatoTcsa Ha OCHOBaHUN
Balumx 0T3bIBOB, MAEN UM NPEANIOXEHN, NPeaoCTaB/IeHHbIX B Ntobon hopme. Y Bac HET npaBa Ha
KaKyto-11nbo KOMMNeHCaLmMto, B TOM YMC/Ie Ha POSINTK, B CBA3M C TaKMMK Yy4yLLEHNAMN.

KOMNAHUN N TNLEH3WAPBI MOCTABLLWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW B CBA3W C
KAKWMW Bbl TO HW BbIJTO NPETEH3UAMW N OBA3ATE/IbCTBAMU, TAK NN NHAYE
BO3HUKAKOLWWMW BCAEACTBUE NN B OTHOLUEHW MCMNOJIb3OBAHUSA BAMW NN TPETBUMN
CTOPOHAMMW MPOIPAMMbI PASSWORD MANAGER, NCIMOJIb30BAHNA TN HENCMNOJIb30BAHUA
KAKOW-NTMBEO EPOKEPCKOW ®UPMbI (I ATEHTA) U MPOOAXN (U MPUOBPETEHNS) KAKWX-
JINBO LUEHHbIX BYMAT', BHE 3ABUCUMOCTW OT TOIo, HA Y4EM OCHOBAHbI TAKWE MPETEH3WN,
bYb TO FOPUOANYECKUE HOPMbI WA MPUHLIWTMBI CNPABEAJINBOCTN.

KOMNAHUW N TNLEH3WAPBI MOCTABLUWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW 3A KAKUE-
JINBO N BCE MPAMbIE, HEMPEOAHAMEPEHHbIE, PAKTUHECKWE, KOCBEHHbBIE WJT NMPEOCKA3YEMbIE
KOCBEHHbIE YBbITKW, BOSHUKAKOLLIWE BCIIEACTBUE N1 B OTHOLWLEHWI NCMNOJIb30BAHUA
KAKOTI'O-JINBO CTOPOHHEIO NMPOrPAMMHOIO OBECMNEYEHNA, KAKUX-TNBO OAHHbBIX, OOCTYMN K
KOTOPbIM BblJ1 MOJIYHEH C NMOMOLLbBIO MPOIPAMMbI PASSWORD MANAGER, CIMOJIb30BAHNA U
HEBO3MO>XHOCTW NCMOJIb30BAHWA BAMIW MPOIPAMMbI PASSWORD MANAGER (UJ1IW MOJTYHEHUSA
LNOCTYNA K HEN) NN KAKWX-JIMBO JAHHbBIX, MPELOCTABASEMbIX C MOMOLLIbIO MPOrPAMMBI
PASSWORD MANAGER, BHE 3ABUCUMOCTW OT TOIO, HA Y4EM OCHOBAHbI TAKVUE CBA3AHHbBIE C
MOHECEHHbLIM YLLEPEOM NPETEH3WW, BYAb TO OPUONYECKWUE HOPMbI NI MPUHLTbI
CMPABEOJINBOCTW. K YLLEPBY, NCKJTKOYHAEMOMY HACTOSALLWM NONOXEHWEM, CPEAW MPOYETO,
OTHOCWUTCS NOTEPS OENOBbLIX BO3MOXXHOCTEWN, ®U3NYECKNIA NI MATEPUAJIbHBIN YLLEPE,
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NMPUOCTAHOBKA XO3AWCTBEHHOW OEATEJLHOCTW, NOTEPA OAEJOBOIW UIN NNYHOWN
NH®OPMALIUW. B HEKOTOPbBIX FOPUCOUKLUMAX 3ANPELLLEEHO OrPAHUYEHUE OTBETCTBEHHOCTM 3A
NPUYUNHEHWE HENPEOHAMEPEHHbBIX WU NMPEACKA3YEMbIX KOCBEHHbIX YBbITKOB, MO3TOMY
HACTOSLLEE OrPAHUYEHUE MOXXET HE PACTMPOCTPAHATLCHA HA BAC. B TAKOM CJTYYAE
OTBETCTBEHHOCTb NMOCTABLUMKA OrPAHUYNBAETCA MUHVUMAJIbHBIM OB bEMOM,
MPEQYCMOTPEHHbIM OEACTBYHOLLWM 3AKOHOOATENBLCTBOM.

NH®OPMALNSA, NPEOOCTABIAEMAA C NCMOJIb3OBAHWEM MPOIPAMMbI PASSWORD MANAGER, B
TOM YNCIE BUPXKEBbIE CBOAKW, JAHHBIE AHAJTN3A, UHOOPMALINA O COCTOAHUN PbIHKA,
HOBOCTW N ®UHAHCOBBIE MOKA3ATEJIA, MOXXET MPELOCTABJIATLCS C 3ALEPKKOWN,
COLEPXKATb HETOYHOCTW, OLUWNBKW NN MPONYCKW, NP 3TOM KOMNAHUWN U JTMLEEH3WAPHI
MOCTABLUMNKA HE HECYT OTBETCTBEHHOCTW B CBA3W C 3TUM. NMOCTABLUNK MOXXET NU3MEHATb
W YOANATb NNOBbIE ACMEKTbBI AT ®YHKUWW MPOIPAMMbI PASSWORD MANAGER, A TAKXKE
MOXET B JIOBOE BPEMA BE3 MNPEABAPUTEJIbHOIO YBEAOMJTEHNA NCNOJIb30BATb B MPOIrPAMME
PASSWORD MANAGER BCE WJIW JTKOBBIE ®YHKUWWN WA TEXHOJIOT UNA.

ECNN NONIOXKEHNSA HACTOSALLIEFO PA3LEJA NO KAKOW-NNEO NPUYUHE YTPAYUBAKOT CBOIO
FOPUONYECKYIO CJTY i ECITN NOCTABLUUK NMPU3HAH OTBETCTBEHHbBIM 3A HAHECEHWE
YLIEPEBA, YEbITKOB 1 T. [I. B PAMKAX AEWCTBYIOLLErO 3AKOHOAATEJIbCTBA, CTOPOHb

COT NALLAKOTCS, YTO OTBETCTBEHHOCTb MOCTABLLUWKA NEPEQ BAMW OFPAHUYNBAETCS OBLLE
CYMMOW, YNJIAYEHHOW BAMWN B KAYECTBE JINLIEH3VIOHHOIO CBOPA.

Bbl COIMTALLAETECb TAPAHTUPOBATb HEOBXOAUMBIE BbIMJIATHI 1 OBECMNEYUTL NMPABOBYHO
SALINTY, C TEM HYTOBbI OrPAANTb NOCTABLUVKA, EFO COTPYAHUKOB, JOYEPHWUE KOMMAHWW,
CBA3AHHbIE CYBBEKTHI, MAPTHEPOB O BOMNPOCAM PEEPEHAVHIA U B APYTNX OBJIACTAX OT
KAKUX Bbl TO HM BbIJTIO W BCEX MPETEH3UIA TPETbWX CTOPOH (B TOM YUCJIE BJIAOENbLIEB
YCTPOWCTBA U NALL, Ybl NMPABA 3ATPATMBAKOT OAHHBIE, UCMOJIb3YEMBIE B MPOrPAMME
PASSWORD MANAGER V1N B XPAHWJINLLIE) N OBA3ATEJ/IbCTB NEPEA HUMU, A TAKXKE OT YLLEPBA,
YBbITKOB, 3ATPAT, BbIMJIAT 1 PACXOO0B, KOTOPbIE TAKUE CTOPOHbI MOT'YT MNMOHECTW B
PE3YJIbTATE UCIMOJIb30OBAHWA BAMI MNMPOIPAMMbI PASSWORD MANAGER.

3. JaHHble B nporpamme Password Manager. ECin gpyroe He npefyCMOTPEHO M MPAMO He yKa3aHo
Bamu, BCe faHHble, BBOANMbIE BaMu 1 coxpaHaeMble B 6a3e faHHbIX NporpaMmbl Password Manager,
COXpaHATCA B 3alLIN(pOBaHHOM BUAE Ha BalweM KoMnbloTepe Uan Ha ApyroM ykasaHHOM Bamu
YyCTPONCTBE XpaHeHUs. Bbl MOHMMaeTe, YTO B C/ly4ae yaaneHns uim nospexaeHmsa 6asol 4aHHbIX
nnbo MHbIX (hannoB NporpaMmbl Password Manager BCe COAEpXKallmecs B HAX AaHHble OyayT
6e3B03BpaTHO NOTEPSHLI. Bbl TakXXe NOHMMaeTe 1 NpUHUMaeTe Ha cebs puck Takon notepu. ToT
(hakT, 4TO Balm nepcoHasibHble AaHHbIe XPaHATCSA Ha KOMMblOTEpe B 3alU(poOBaHHOM BUAE, HE
03Ha4aeT, 4YTO MHopMaLmMa He MOXeT BbITb MOXMLLEHa NN HEHaexXalimM 0bpa3oM MCnosib3oBaHa
KEM-TO, Y KOro eCTb OCHOBHOW NapoJsib UM JOCTYN K OrnpefesiseMoMy noJjib30BaTesieM YyCTPONCTBY
aKTMBaUWW, ANa Toro 41obbl OTKPbITb 6a3y AaHHbIX. Bbl HeCeTe 0TBETCTBEHHOCTL 3a obecnevyeHune
6e30nacHOCTM BCeX CNOCOOOB NONyYeHNs AocTyna.

4. MNepepaya nepcoHasbHbIX faHHbIX MOCTaBLUMKY UK B XpaHuauwe. Mo Bawwemy xenaHuio n
NCKNIOYNTENBHO B LIENSX CBOEBPEMEHHOI0 BbIMOHEHUS CUHXPOHU3ALMM U PE3EPBHOI0 KOMMPOBAHNS
[laHHbIX NporpamMma Password Manager nepefaeT Win oTnpasaseT nepcoHasbHble AaHHble 13 6a3bl
LaHHbIX NPOrpamMmbl Password Manager — B YaCTHOCTU, Mapon, y4eTHble faHHble, cBeAeHns 06
y4YeTHbIX 3anncsax n yooCTOBepeHnaxX — nocpeacTsoM NHTepHeTa B XpaHuauwe. JaHHble
nepenalTCcs UCKNIOYUTENBHO B 3alndpoBaHHOM Buae. icnoib3oBaHne nporpamMmbl Password
Manager 419 3anoJiHeHns Be6-hopM C MOMOLLLIO Maponen, y4eTHbIX WU UHbIX AaHHbIX MOXET
TpeboBaTb OTNPaBKM HEOOXOAMMbIX CBEAEeHUN NO HTepHeTY Ha yKa3aHHbIN Bamu Beb-canT. Takas
nepegaYa OaHHbIX HE UHULUMPYETCS NporpamMmmon Password Manager, 1, CTas0 BbITb, [OCTaBLUNK He
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MOXKET HeCTM OTBETCTBEHHOCTb 3a 6€30MacHOCTb TaKoro B3anMOLEeNCTBUSA C KakuM Bbl TO HK BbINo
Beb-canToM, nogaepXXnuBaeMbiM pas3nyHbIMK NOCTaBLLMKaMU. JTiobble TpaH3akLuuy,
ocyLlecTBAAeMble C NOMOLLbIO0 IHTepHeTa, BHe 3aBUCUMOCTM OT TOr0, UCMOJIb3YEeTCa Uan He
NCMosib3yeTcs NporpamMmma Password Manager, OCYLLECTBAAIOTCA MO Bawemy eanHOANYHOMY
ycCMOTpeHuto, 1 Bbl bepeTe Ha cebs BeCb pUCK M BCIO OTBETCTBEHHOCTb 3@ Kakomn Bbl TO HU BbIN0
ywepb, cBsizaHHbIA C paboTon KOMNbIOTEPa WK NOTEPEN LaHHbIX B pe3yfbTaTe 3arpy3ku u/nam
MCMNOSb30BaHUSA KakuxX-nnbo nofobHbIX MaTepunanos Uan ycnyr. Ytobbl MUHUMU3NPOBATL PUCK
NnoTepu BaXKHbIX AaHHbIX, [OCTaBLUNK pEKOMEeHYyeT KJIMeHTaM BPeMs OT BPEMEHU BbIMNOHATb
pe3epBHOe KonunposaHue 6a3bl AaHHbIX U APYrux annos, COAEPXKaLLMX KOHPUAEHLUNANbHYO
MH(OPMaLMIO, Ha BHELLHWe YCTPONCTBA. MMOCTaBLLMK HE NMeeT BO3MOXXHOCTU KakMM-1nbo crnocobom
nomMoyb BaM BOCCTaHOBUTbL MOTEPSHHbIE UK NOBPEXAEHHble AaHHble. Ecav MNMocTaBwuk
npeLoCTaBsgeT yCayru pe3epsHOro KONMpoBaHus A8 (hannos NnoJib30BaTeNbCKoW 6a3bl JaHHbIX B
cnyyae NoBpexaeHus unn yaaneHns ansioB Ha KOMMNbOTEpPe NoJsib30BaTenNs, Takme ycnyru
pe3epBHOr0 KOMMPOBaHMA NpefocTaBnAlnTCa 6e3 kakon-nnbo rapaHTUM 1 He AaT OCHOBAHWA
nonaratb, 4TO MOCTaBLUMK HeceT Kakyto bbl TO HI BbIN0 OTBETCTBEHHOCTL Nepen Bamu.

cnonb3ys nporpamMmy Password Manager, Bbl corfiallaetech, 4T0 nporpaMmma MOXXeT BpeMs OT
BpeMeHun obpallaTbCs K cepBepam MocTaBLMKa B LesaX YTOYHEHUS CBEAEHUIN O INLEH3UN, @ TaKxe
L1191 POBEPKM Ha Halnyne ucnpasiaeHnin, NakeToB 0OHOBAEHU 1 NPOYKX 0BHOBNEHWI, KOTOpbIE
MOryT MCM0/Ib30BaTbCA ANA YAYHLWEHUS, NOALEPXKKN, U3MEHEHUS U YyCOBEPLUEHCTBOBAHUSA PaboThbl
nporpamMmmbl Password Manager. [porpamMmMmHoe obecneyeHne MoxeT 0TNPaBasTb 0bLMe CBeleHns 0
KOMMbloTepe, CBA3aHHbIe C paboTon NporpaMmbl Password Manager B COOTBETCTBUM C LOKYMEHTOM
MonMTuKa KOHOUAEHUMAaNLHOCTH.

5. CBefeHUs 1 MHCTPYKLMK Mo yaaneHunto. Jliobyo nHpopmaumio, KOTopyto Bbl xoTuTe Nony4nTb 13
6a3bl JaHHbIX, He0BX04MMO 3KCNOPTUPOBATh, NpeXae YeM yaasaTb NporpaMmy Password Manager.

LononHNTENbHbLIE MONOXXEHNSA 014 nporpamMmbl Password Manager NPUMEHSAIOTCA UCKIOYNTENBHO B
OTHOLLEHUW KOHEeYHbIX MoJib30BaTesien NporpaMmbl ESET Smart Security Premium.

ESET LiveGuard. B OTHOLLIEHWW ESET LiveGuard NPMMEHAIOTCA ciegyolme OMNOJHUTENbHbIe
NnoJ10XKeHNA.

MporpaMMHoe obecrneyeHne CoaepXuT MyHKLMIO AOMOJHUTENBHOrO aHan3a (alnos,
oTnpaBaeHHbIX KOHeYHbIM Nonb3oBaTeneM. MoCcTaBLUMK AOJIKEH NCMOb30BaTb (halibl,
oTnpaBfieHHble KOHEYHbIM M0J1b30BATENEM, 1 Pe3ybTaThl aHaNN3a UCKIOYNTENIBHO B COOTBETCTBUN
¢ MoANTMKOWN KOH(MAEHUMANBHOCTY N COOTBETCTBYIOLLVMU MPaBOBLIMI HOPMaMU.

ﬂ,OI'IOJ'IHVITEJ'IbeIe nosioXXeHna ona ESET LiveGuard NPUMEHATCA UCKNHOYNTE/IbHO B OTHOLLUEHWN
KOHEYHbIX M0Jib30BaTeNen Nporpammbl ESET Smart Security Premium.

EULAID: EULA-PRODUCT-LG-EHSW; 3537.0

NMonutuka KoHpupeHu.

KomnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHas no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHas B peecTp puaNYeCcKnx nnL OKPYXXHOro cyna | B bpatucnase, pasgen Sro, 3anncb
3586/B, perncTpaunoHHbin HoMmep npeanpuaTna 31333532, Kak KOHTposiep AaHHbIX (fafiee — «ESET»
nnn «Mbi») yoenset ocoboe BHMMaHMe 3alLmTe NepCcoHabHbIX AaHHbIX. Mbl cTpemumcs cobnogaTb
TpeboBaHMA K NPO3pavyHOCTK, YCTaHaBAmBaeMble ObwmM pernameHTom EC no 3awwmnTe gaHHbIX
(GDPR). NMo3ToMy Mbl nybnnkyem 3Ty MOANTUKY KOHPMAEHLNANBHOCTY, NCKYNTENBHO YTOObI
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YBEAOMUTb KJINEHTA, KOTOprI7I ABJIAETCA Cy6'beKTOM JNaHHbIX (anee — «KOHeYHbI Nob30BaTENb»
nnun «Bbi»), 0 cnegyrowmnx acnektax 3allnTbl MEPCOHaIbHbIX OaHHbIX:

npaBOBbIe OCHOBaHWMA ONA 06pa6OTKI/I NepPCOHas/IbHbIX AaHHbIX.

* I'Iepep,al-la OaHHbIX TPETbUM JINLGM U KOH(DI/I)J,eHLI,I/IaJ'IbHOCTb.

3awmTa AaHHbIX.
* Baww npaBa Kak CyObekTa AaHHbIX.
* ObpaboTka NepCcoHaNbHbIX OAHHbIX.

* KoHTaKTHaa nHgopmauus.

NpaBoBble OCHOBAHUA ANA 00pabOTKM NnepCcoHaNbHbIX
BaHHbIX

Y Hac eCcTb NLLb HECKOIbKO NPaBOBbIX OCHOBaHMI Ans 06paboTKn AaHHbIX, KOTOopble Mbl
MNCNOJIb3YeM B COOTBETCTBUN C 3aKOHOZATENbHLIMU TPeOOBAHUAMMN, NPeaYCMOTPEHHbLIMUN 3aLLNTON
NINYHBIX OAHHbIX. ESET obpabaTbiBaeT NepcoHasibHble AaHHble F1aBHbIM 0b6pa3om 414 Toro, 4TobbI
BbINOAHNTb JINLLIEH3OHHOE cornalleHne («JIMueH3noHHoe cornawleHne») ¢ KoHeYHbIM
nosib3oBaTesneM (CTaTbs 6 (1) (b) GDPR), KOTOPOE NPUMEHSAETCA NPy NpeaocTasaeHnn MNpoayKToB K
Cny»6 ESET, eCiv NpsiMO He yKa3aHHO MHOe, HanpuMep:

* 3aKOHHbIE UHTEPEChl — 3TO NPaBOBOE OCHOBaHMeE (CTaTbA 6 (1) (f) GDPR) anst 06paboTKM AaHHbIX O
TOM, KaK HallW KIMEHTbl MCMONb3YyIT Hawwm Cnyx0bbl U HACKOIbKO OHW UMUK YAOBIETBOPEHbLI. ITO
NO3BOJISIET HAaM MNOCTOSAHHO MOBbLILATL YPOBEHb 6€30NaCHOCTM 1 NOAAEPXKKN 4SS HALLMX
noJsib30BaTeNen n yny4ywaTb NpefocTaB/seMble NPOAYKThLI U yCAyru. B npuMeHnMom
3aKOHOLATeNbCTBE faXe pekjlamMa Npu3HaeTCs 3aKOHHbLIM MHTEepeCcoMm, No3TOMY, Kak npasnno, Ml
PYKOBOACTBYEMCS 3TUM MPU OCYLLECTBIEHNN MAaPKETUHIOBON KOMMYHUKALUMK C KIIMEHTaMU.

* Cornacue (cTaTbsa 6 (1) (a) GDPR), KOTOpoe Mbl MOXXeM 3anpocuThb Yy Bac B 0cobbix cuTyaunsx,
Korga Mbl cHMTaem 37O MPaBOBOE OCHOBaHMe Hanbonee NOAXOAALLMM UAN eC/IN 3TO HEOBX0AMMO
Nno 3aKOHY.

» CobniogeHne npaBoBbix 0653aTeNbCTB (CTaTbA 6 (1) (c) GDPR), HanpuMep TpeboBaHMi B
OTHOLLEHWN 3N1EKTPOHHON NEPENNCKN N XPaHEHNS IOKYMEHTOB, CBSA3aHHbIX C BbICTaB/IEHNEM
CYETOB WM HaKNAAHbIX.

NMepepaya paHHbLIX TPETbLUM NULAM U KOHd)IMJ,EHUMaﬂbHOCTb

Mbl He nepefaeM Bawm gaHHble TpeTbUM Nuuam. OgHakKo ESET — 3TO KOMMaHUA, BeayLlas
LeATenbHOCTh B rnobanbHbiXx MacwTabax Yyepes ceTb pacnpocTpaHeHuns, 06CayXmBaHma u
noagep>XKu, KoTopas CoCTOUT U3 adhUINPOBAHHbBIX KOMMNAHWI 1 NapTHEPOB. B Lensx BbIMNoJIHEHUS
JIVLUEH3MOHHOro corsialleHuns, HanpuMmep a4 npefocTaBaeHns ycayr nam nognepXxku, Mol Mo)xem
obmeHMBaTbLCA C apPMAMPOBAHHBIMU KOMMAHUAMW U NAapTHEPAMU MHMOPMaLMEN O NNLEH3MNAX,
onyiaTe 1 TeXHMYeCKon noaaepxke, KoTopyto obpabaTbiBaeT KOMNaHMs ESET.

KoMmnaHua ESET obpabaTbiBaeT AaHHblE NpenMyLLeCTBEHHO B CTpaHax EBponenckoro Cotosa (EC).
OZHaKo B 3aBNCMMOCTM OT Baliero MecToHaxoXXaeHuns (Mpy NCnoab30BaHUN HALLIMX NPOAYKTOB U/1an
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cnyx6 3a npenenamm EC) n/vunn BoibpaHHon Bamu cnyxbel Ham MOXeT NoHaaobuTbLCA NnepenaThb
Bawwm paHHble B cTpaHy 3a npegenamm EC. Hanpumep, Mbl UCMONb3yeM CTOPOHHKE CYXXObI
061a4HbIX BbIYUCEHNI. B Takmx cnyvasax Mbl TWwaTebHO BbibrpaeM NOCTaBLUMKOB Taknx ciyx6 un
obecneymBaem HagleXallni YPOBEHb 3aLUNThl AaHHbIX C MOMOLLbIO LOrOBOPHbIX, @ TaKXe
TEXHUYECKMX 1 OpraHM3aunoHHbIX Mep. Kak npaBnfio, Mbl NpyMeHseM CTaH4aPTHbIE AOrOBOPHbIE
ycnosusa, genctaytowme B EC. MNpn He0bXoAUMOCTH OHM MOTYT LONOJIHATLCS APYrMMU YCIIOBUAMMN.

B HEKOTOpbIX CTpaHax 3a npefenamu EC, Takux kak BenukobputaHus u LLBeiiuapus, CONoCTaBnUMbIN
YPOBEHb 3aLLMThI JaHHbIX Y)XXe onpefesieH 3akoHoaaTeNbCcTBoM EC. B cBA3M € 3TUM nepeaaya
NAHHBIX B 3TN CTPaHbl He TpebyeT creunanbHOro paspeLleHns an cornatleHus.

3awuTa gaHHbIX

ESET NPpOBOAMT COOTBETCTBYIOLLNE TEXHNUYECKME U OPraHn3aLMOHHbIE MEPONPUATUSA, YTOObI
rapaHTUPOBaTb YpoBEeHb 6E@30MaCHOCTM COrlaCHO BO3MOXKHbIM pUCKaM. Mbl npuiaraemM Bce ycuams,
4yT06bI 06eCneynTb HeNpepbIBHYO KOHPUAEHLMANBHOCTb, LLeIOCTHOCTb, AOCTYMHOCTb U HAAEXHOCTb
obpabaTbiBatowmx cnyxb n cuctem. OgHaKoO ecnum Npon3ongeT yTevyka AaHHbIX, KoTopas byaeT
yrpoxxaTb Balwmm npaBam 1 cBob6ogam, Mbl rOTOBbI YBEAOMUTL 06 3TOM HaA30pPHbLIE OPraHbl, a TakXxe
3aTPOHYTbIX KOHEYHbIX NOJib30BaTeNe Kak CybbeKkTOB AaHHbIX.

MpaBa cyObekTa AaHHbIX

MpaBa Ka)xaoro KoHe4YHoro nonb3oBaTesst BaXKHbl, N03TOMY Mbl XoTenn bbl pacckasaTb Bam o
npaBax, KoTopble ESET rapaHTupyeT BceM KOHEYHbIM M0b30BaTENSM HE3aBMCUMO OT TOrO,
HaXOOATCS M OHW B CTpaHax EC nnm HeT. 9Tu npaBa onucaHbl HUXe. YTobbl BOCNOJIb30BaTLCA
CBOVIMU NMpaBaMu CybbekTa AaHHbIX, Bbl MOXXeTe 06paTnTbCs K HaM Yepe3 hopMy A5 CBA3M CO
cnyx060 NOALEPXKKU NN MO aApecy 3NeKTPOHHON NoYTbl dpo@eset.sk. B Lenax naeHTngukaumm
npocum Bac npefocTaBuTb CeayOLLY0 MHPOPMALMIO: UMS, aAPEC 3/IEKTPOHHON MOYTbI U
JINLLEH3VOHHbIN KoY (eC/v €CTb) UM HOMEP K/MEeHTa U Ha3BaHWe KoMnaHuu. He oTnpasnsiiTe
Apyrve nepcoHasibHble AaHHble, TaKne Kak AaTa poxxaeHus. YTobbl paccmoTpeTb Bale obpalueHue,
a TakXxe B Lenax naeHTugpukaumm Mol obpabotaem Balum nepcoHasibHble AaHHbIE.

MpaBo oTo3BaTb cornacue. paBo 0TO3BaTh COrflace AENCTBYET TOJIbKO B TOM Cilyyae, eciu
JlaHHble 06pabaTbiBAOTCA UCKITIOYNTESILHO MO cornacuto. Ecam Mel obpabaTbiBaem Balim
nepCcoHaJsibHble AaHHble Ha OCHOBaHUM Bawero cornacus, Bol nMeeTe nNpaBo B itoboe BpeMsa 0TO3BaTh
ero 6e3 ykasaHma npnynH. OT3bIB COrnacua KacaeTcs ToNbKo 06paboTKn gaHHbIX B Byayuiem n He
BANSIET Ha 3aKOHHOCTb X 06pPaboTKM, BINONHSABLUENCS [0 3TOrO.

MpaBo Ha Bo3paxxeHue. [paBo BO3pa3nTb NPoTHB 06paboTKM AaHHbIX 4ENCTBYET B TOM C/lyyae,
ec/in faHHble 0bpabaTbiBalOTCA Ha OCHOBaHMM 3aKOHHOI0 MHTepeca ESET Nan TpeTben CTOPOHbI. Ecin
Mbl 0bpabaTbiBaeM Balun nepcoHasibHble faHHble B CBOMX 3aKOHHbIX MHTepecax, Bbl Kak cybbekT
LlaHHbIX MOXeTe B Nntoboe BpeMsa BO3pa3uTb NPOTMB 3TOr0. Balle Bo3paxeHune KacaeTcs TOJIbKO
06paboTKn gaHHbIX B byayLieM 1 He BANSET Ha 3aKOHHOCTb UX 06paboTKy, BbINONHABLUENCS A0
3Toro. Ecnm Mel obpabaTbiBaem Balum nepcoHasbHble faHHbIe B LIesSX NPSAMOro MapkeTuHra, Bam He
HY>KHO YKa3blBaTb NPUYMHY BO3PaXKEHMNA. ITO TaKKe OTHOCMTCA K COCTaBJIEHNIO NPOnIsA B TOM
Mepe, HaCKOJIbKO 3TO CBA3aHO C MPAMbIM MapKeTUHroM. Bo Bcex ocTasibHbIX ciiydasx Mel npocum Bac
KpaTKo onncaTb, noYemMy Bbl Bo3par)kaeTe NpoTWB 3aKOHHbLIX NUHTEPECOB KOMMaHUM ESET
obpabaTbiBaTh Baluy nepcoHanbHble faHHbIe.

O6paT|/|Te BHUMaHWNE, 4HTO B HEKOTOPLIX C/y4adax, HECMOTPA Ha Baw oT3bIB cornacus, Mbl MoXXeM
NPOAO/IXNTb 06pa6aTbIBaTb Balun NepPCOHaJlbHbIE AaHHbIE Ha APYIrOM NPaBoOBOM OCHOBaHWA,
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HanpuMmep aOJid BbIMOJAHEHNA AOMOBOPa.

MpaBo poctyna. Kak cybbekT AaHHbIX Bbl MeeTe npaBo B ftoboe Bpemsi 6ecnnaTHO NonyynThb
NH(OPMALINIO O CBOMX AHHbIX, KOTOPbIE XPaHSATCA B ESET.

I1paBo Ha UcnpasineHue. Ecnn Ml HenpeaHaMepeHHoO 06pa6aTb|BaeM HEBEPHbIE NMEPCOHaNIbHbIE
OaHHble 0 Bac, Bl umeeTte npaBo TDGGOBaTb nxX ncnpasJieHNA.

MpaBo Ha yaasnieHne M NpaBo Ha orpaHU4eHne obpaboTku. Kak cybbekT AaHHbIX Bbl MeeTe
npaBo TpeboBaTb yaaNeHns uan orpaHnyeHmnst 06paboTkm Balumx nepcoHanbHbIX AaHHbIX. ECan
nepcoHasbHble AaHHble obpabaTbiBalOTCS € Balwero cornacus, Bbl MOXKeTe 0TO3BaTb €ro U, eC/IN HEeT
MHbIX NPaBOBbLIX OCHOBaHWI Ans 06paboTKN AaHHbIX, HANPUMepP B LIeNSX BbINOJAHEHNS LOroBopa, Mol
HeMeLNIEHHO UX yAannuM. Balum nepcoHanbHble fAaHHble TakXe ByayT yaaneHbl M0 OKOHYaHUN
Hallero Nepuoaa XxpaHeHus, ecnym oHn 6onbLue He TPebyoTCa AN YKa3aHHbIX B UX OTHOLLIEHWN
Lenen.

Ecnn Mbl ncnonb3yem Balwm nepcoHasibHble aHHbIe UCKNIOYNTESNIBHO B LEeSiAX NPsAMOro MapKeTuHra,
a Bbl 0TO3BaNM CcBOE Cornacue Uam BbIABUHYJIM BO3PaXKeHWEe NPOTHB 3aKOHHbIX MHTEepeCcoB ESET Ha
cbop Takmx faHHbIX, Mbl orpaHm4nM nx obpaboTky cnenyrowmm obpasom: Bally KOHTaKTHbIE JaHHbIe
OyayT BHECEHbl B Hall BHYTPEHHUIA YepHbIN CANCOK, Y4TOObI HE AOoMyCKaTb HeXenaTesbHbIX
KOHTaKTOB. B MpoTuBHOM Ciy4ae Bawim nepcoHasibHble AaHHble OyayT yaaneHsbl.

ObpaTnTe BHUMAHWE, YTO MO 3aKOHY WK NPEeANUCaHNI0 Ha[30PHOI0 OpraHa OT HaC MOXeT
TpeboBaTbCsA XpPaHWUTb NEPCOHAsbHbIE JaHHbIE B TEYEHMEe onpeaeneHHoro nepuoaa. Obs3aTesnbCTBa
MO XPaHEHUIO 1 NepPMOLbl XpaHEHWS MOTYT TakXXe PeryanpoBaTbCs 3aKoHoAaTeNbCTBOM CrioBaKuW.
Mo OKOHYaHUM TAKOro Nepuoia NepcoHasibHbie AaHHbIe YAaNA0TCS.

3anpocuTb NEePeHOCUMOCTb AaHHbIX. Kak CybbekT AaHHbIX Bbl MOXKETE NoSy4nTb NepCoHasbHble
[aHHble, KoTopble obpabaTbiBaeT ESET, B (hansie hopmaTa XLS.

MpaBo Ha nogayy Xanobbl. Kak cybbekT aaHHbIX Bbl MMeeTe npaBo B ntoboe BpeMs noaaTb
»as100y B HaA30pHLIN opraH. ESET 4eNCTBYET COrJlaCHO CNOBALLKUM 3aKOHAM U 3aKOHaM 0 3aliuTe
AaHHbIX EC. Hap3opHbiM opraHoM asnseTca Oduc no 3awmte nepcoHanbHbIX AaHHbIX CnoBaLKown
Pecnybnnku, pacnonoXXeHHbIn Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

ObpaboTka nepcoHaNnbHbIX BAHHbIX

Ycnyrn, npefocTassiseMble ESET 1 peasin30BaHHbIE B HalleM NpoayKTe, NpefoCTaBNATCS B
COOTBETCTBUMN C foroBopoMm, umeHyemoiM JIVILIEH3VIOHHOE COlJIALLEHWE, HekoTopble ycioBus
KOTOPOro 3ac/yXuBatT 0coboro BHUMaHMA. Mbl XOTUM paccka3aTb Bam nogpobHee o cbope AaHHbIX,
CBSA3@HHbIX C NpeAoCcTaBfeHneM Hawumx cyx6. Mbl npegocTaBniseM pasnyHble yCayriu,
nepeymcneHHsle B JINLEH3MOHHOM COr1lalleHnmn N ONMCaHNN BO3MOXXHOCTEN NPOAYKTa, UMEHYEMOM
[AOKyMeHTaums. Y1obbl Bce 370 paboTano, HaMm Heobxoarmo cobrpaTb cnefyLyo nHPopMaLuumio.

[aHHbIe NULEH3MPOBaHUSA U BbICTABJIEHUA CYETOB. TakWN AaHHbIE, KakK UMS, afipec 3/1eKTPOHHOW
MOYTbI, IMLEH3MOHHbIV K04 1 afapec (ecnn TpebyeTcs), Ha3BaHWE KOMMAHUN 1 NNaTeXHbIe AaHHbIE,
cobupatoTcst n 0bpabaTbiBalOTCA KOMNaHWeR ESET N8 YNPOLLEHUS aKTMBALUMN NINLEH3MW, OCTaBKM
NMLEH3NOHHOMO KJtoYa, OTMNPaBKM HaNoOMUHAHWUIA 06 NCTeYeHUN CPOKa AeNCTBMS 1 3arpoCcoB B
cnyxby noanep>XxKu, NPOBEPKN NOANIMHHOCTY NNLEH3UN, NPeA0CTaBAEHNS HALLUX YCAYT U PACChIIKK
YBEIOMJIEHUI, B TOM YMC/1€ MAPKETUHIOBbLIX COODLLEHNIA, B COOTBETCTBUN C ANCTBYIOLLINM
3aKOHOaTeNbCTBOM UM Bawmnm cornacuem. KomnaHms ESET Mo 3aKoHY 0643aHa XpaHWUTb
NH(OPMALINIO O BbICTAB/IEHHbIX CHeTax B TeyeHne 10 neT, 04HaKO CBeAEHNS O JNLLEH3UPOBAHNN
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CTaHOBATCA aHOHUMHbIMW HE MO3QHEE 4YEM YHepPE3 12 mecsueB nocsie OKOHYaHUA CpOKa NencTBma
NINLEeH3UN.

CBepneHus 06 0OHOBNeHMU M Apyras cTaTucTUKa. Mbl Takxe obpabaTbiBaeM nHdopmaLuto,
KaCaloLLlytoCsl MpoLecca YCTaHOBKY 1 Ballero KoMnbloTepa, BKOYas CBEAEHUS 0 niaTdopmMe, Ha
KOTOPOW YCTaHOBJIEH Hall NPOAYKT, 1 MH(opMaLmio 06 onepaunax 1 PyHKLMSX HaWWX NPOAYKTOB,
TaKylo KaK cBefieHuns 06 onepaunoHHo cucteme n 06opyaoBaHNN, NOAEHTUDNKATOPLI YCTaHOBKMU,
NOEHTUMUKATOPbI IMUEH3NIA, IP-aapec, MAC-afipec, HaCTPONKM KOH(Urypaumm npoaykKTa. 910
[enaeTcs ANs Toro, YTobbl Mbl MOT/IM 0OHOBASATL NPOAYKTHI C LieNIbio 006C/Ty)KMBAHWS, NMOBbILLEHNS
YypPOBHSA 6€30MacHOCTY M ONTUMK3ALIN CEPBEPHON NHADPACTPYKTYPSI.

STW AaHHblE N30JIMPOBaHbI OT NAEHTUMUKALMOHHON MHopMaLuKn, Heobxoaumon gns
NNLLEH3MPOBAHNA U BbICTABIEHNS CHETOB, MOCKOJIbKY ANS HUX He TpebyeTca naeHTuhukaums
KoHe4Horo nonb3osaTesns. [lepuol XxpaHeHUs cocTaBnseT 4o 4 neT.

Cuctema penyTtaumm ESET LiveGrid®. O4HOHaNpaB/ieHHbIE XeLlu, CBSI3aHHbIE C 3apa)XeHnem,
obpabaTbiBaloTCs B Lenax paboTbl CMCTEMbI penyTaumm ESET LiveGrid®, KOTopas NoBbiwaeT
3(h(PEKTUBHOCTb HALLIMX PELLUEHWIA A5 3alWUTbl OT BPEAOHOCHBLIX MPOrpamMMm, CpaBHUBas
NPOCKaHUPOBaHHbIE (haifibl C 3neMeHTaMu 6enoro n YepHoro cnnckos B 061avHoi 6ase AaHHbIX. Bo
BPEMSs 3TOro npouecca KoHeyHbIn Nofb3oBaTeslb He MAeHTUdULpyeTCs.

Cuctema obpaTHOM cBA3M ESET LiveGrid®. [lofo3putesnbHble 06pa3ubl METaAaHHbIX U3 BHELLIHNX
NCTOYHMKOB B PaMKax CUCTEMbl 06paTHOW CBS3M ESET LiveGrid®, 6narofaps KOTopon ESET MOXeT
MFHOBEHHO pearnmpoBaTb Ha HYXXAbl NOJIb30BATENEN N CBOEBPEMEHHO aAanTUPOBATLCS MOA
HoBeWLIne yrpo3bl. Mbl pacCYMTbIBAEM Ha TO, 4YTO Bbl ByeTe NpucbinaTh HaM:

* 3apa)eHHble 3/1eEMEHTbI, TaKne Kak NoTeHuMnanbHble 06pasLbl BUPYCOB 1 NMPOYMX BPEAOHOCHbIX
nporpamm; Nofo3puTeNnbHbIe, NPobieMHble, MOTEHUMANbHO HeXenaTesbHble U Hebe3onacHble
06bEeKTbI, TakMe Kak NCNonHseMble aisibl, COOBLLEHNS 3NEKTPOHHON MOYTLI, MPO KOTOpbIE
CoobLWMNM Bbl Kak MPO CMaM UM KOTOpPbIE BbISBU HaLL NPOLAYKT;

* CBegeHuns o Nosb3oBaHMM NHTepHETOM, Hanpumep IP-aapec, reorpadnyeckoe pacrnonoXeHue,
nakeTbl IP, URL-afpeca 1 Kagpbl Ethernet;

* ®aisibl aBapuUinHbIX AMMOB U UX COA4EPXKMMOE.

Mbl He cTpemumcs cobnpaTb Kakne-nmbo faHHbie, KpoMe 0603HaYeHHbIX BbILLE, HO MHOFAa 3TOro
HEeBO3MOXXHO n3bexaTtb. CiyYantHo cobpaHHble AaHHbIE MOTYT BXOAMTb B COCTaB BPeAOHOCHbIX
nporpamm (byay4n cobpaHHbiMK 6€3 Balwlero seaoMa 1 ogobpeHns) nnbo BXxoanTb B UMeHa (halisioB n
URL-afipeca, U Mbl He HaMepeHbI AenaTh UX YacTblo HalLUMX CUCTEM UK obpabaTbiBaTb NX ANS LeNen,
YKa3aHHbIX B HacToswen NMonnTuke KoHPUAEHUNaNbHOCTH.

Bcsa nHdopmauus, nonyyaemas n obpabaTbiBaeMas C NMoMOLLbI0 CUCTEMbl 0OpaTHOW CBS3U ESET
LiveGrid®, HE COEPXUT JaHHbIX, MAEHTUHOULMPYIOLINX KOHEYHOrO NOb30BaTENS.

OueHka 6e30NacHOCTU NOAKJIOYEHHbIX K CETU YCTPOMUCTB. HT0ObI (PYHKLNS OLIEHKN
6e3onacHocTn paboTana, Mbl obpabaTbiBaeM Takme faHHbIe, Kak MMS IOKaNbHON CETU N CBEAEHMSA
06 ycTponcTBax B Hel (MpucyTCcTBUE, TUM, UMS, IP- 1 MAC-agpec YCTPONCTBA B JIOKaNbHON CETH,
CBSi3aHHble C MH(opMaLumen o anueHsunmn). K nHgpopMaumm TakKe 0THOCATCS Tun 6e30nacHOCTM
H6ecnpoBogHoON ceT 1 TN WndpoBaHMa B becnpoBogHoOM CETK NS MapLlpyTm3aTopos. CBeaeHns o
NNUEH3UN, naeHTuguumnpyowme KOHeYHOro nosib3oBaTens, CTaHyT aHOHUMHbBIMUW He M034Hee YeM
yepes 12 mMecaueB Nocsie OKOHYaHUSA CPoKa AEeNCTBUA NNLEH3NN.
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TexHuuyeckasa nogpepxka. 111 06cnyXKnBaHMa 1 NpefoCTaBIeHUS MOALEPXKKN MOXKET
noTpeboBaTbCA KOHTAKTHasA NH(pOPMaLMS, CBEAEHUS O INLLEH3MM U AaHHbIE, yKa3aHHble B Bawwunx
3anpocax Ha noaaepxky. Mcxoaa us BeibpaHHoOro cnocoba obuweHus, Mbl Moxxem UKCUMpPoOBaTh Balu
3/IEKTPOHHbIN afpec, HoMep TenedoHa, MHPOPMaLMIO 0 TNLEH3NN, CBEAEHNS O NPOrpaMMax n
onucaHue Bawero nHumaeHTa. Mbl MOXKEM 3anpocuTb y Bac cBegeHus, 4Tobbl yCKOPUTb
npenocTaBfieHne Noaaep>XKu. laHHble, UCNOJIb3yeMble A5 OKa3aHNS TEXHNYECKOW NOALEPXKKN,
XpaHATCA B Te4yeHune 4 ner.

3awmTa OT HeNnpPaBUJIbHOrO MCNONIb30BaHUA JaHHbIX. ECin Y4eTHasa 3anucb ESET HOME Ha canTe
https://home.eset.com co3gaHa N KOHEYHbI NOJb30BaTeSlb aKTUBUPOBA 3TY (PYHKLMIO B CBA3M C
Kpaxkei KoMmnbtoTepa, byneT cobupaTbca n obpabaTbiBaThCA Cliefyowas MHpopMaumnsa: gaHHbIe 0
MeCTOMNOJIOXKEHNMN, CHUMKM 3KpaHa, CBeAeHNs 0 KOH(UrypaLmm KoMnboTepa 1 3anucu, nosyveHHole
¢ kamepsbl. CobpaHHble AaHHble XPaHATCA Ha HaLIMX cepBepax Wian Ha cepBepax HalMX NOCTaBLUMKOB
yCNyr B Te4yeHue 3 MecsLes.

Password Manager. EC/in Bbl akTUBMpOBaan PyHKLMIO ucneTyepa naposien Password Manager,
cBegeHNA, CBA3aHHbIE C BallMMW JaHHbIMK N4 BXO0Oa, XPaHATCA TOJIbKO B 3aLL|VICDDOBaHHOM Bnae Ha
Bawem KOMMbOTEPE NN OPYromMm npegHa3Ha4eHHOM AJi4 3TOro yCTpOI?ICTBG. Ecnun Bebl adKTUBUPYETE
cnyx6y CMHXPOHM3aLMK, 3aWNPOBAHHbIE AAaHHbIE XPAHATCSA Ha HaLLUX CepBepax Wiv Ha cepBepax
HaLMX NOCTaBLLMKOB yCNyr Ans obecneyveHuns paboTbl Takow ciyx6bbl. H1 KoMnaHus ESET, HU
MOCTABLLVKN YCYr HE UMEeIOT A0CTYNa K 3alnpPoBaHHbIM AaHHbLIM. TONbKO Yy Bac ecTb KoYy AN
PACLLUNGPOBKN AaHHbIX. [laHHbIe OYAyT yAaneHbl Nociae AeakTUBaLum MyHKLUN.

ESET LiveGuard. EC/iv Bbl akTUBMpyeTe PyHKUMIO ESET LiveGuard, ons ee paboTel noTpebyeTcs
oTnpaBka obpa3Lo., Hanpumep annos, KOTOpbIe NpeaBapuUTesibHO 0TOMpatoTCAa KOHEYHbIM
nonb3osatenemM. Obpasubl, KoTopble Bl BbibepeTe 4514 yAaneHHOro aHanmsa, byayT nepefaHsl B
cnyx6by ESET, a pe3ynbTaTbl aHann3a byayT oTnpasnieHbl Ha Baw komnbloTep. Bce nofosputenbHble
obpa3subl obpabaTbiBalOTCA Tak XXe, Kak MHGopMaums, cobnpaemas cuctemon obpaTHON CBA3M ESET
LiveGrid®.

MporpaMma yny4LieHUs NoJIb30BaTeNIbCKOro onbiTa. EC/N Bbl PeLLnN aKTUBUPOBATh
[porpamma yay4LleHns NoJib30BaTebCKOro OMNbITa , B COOTBETCTBUM C Bawunm cornacuem byayT
cobrpaThbCs U MCNOMIb30BATLCS AaHOHVMHbIE laHHbIE TENEMETPUM, KaCatoLNecs NCrnosb30BaHns
Hawwnx NpoayKToB.

ObpaTnTe BHMMaHME, 4TO €C/IN JILO, UCMOJIb3YIOLWEe HAIN NPOAYKThI U YCAYri, HE ABNAEeTCS
KoHeYHbIM NoJsib30BaTeNEM, KOTOPLIA Npuobpen NpoaykKT Uan ycayry u 3aknyun JIMLEeH3NOoHHOoe
cornaweHue ¢ Hamu (Hanpumep, 3TO COTPYAHUK KOHEYHOro noJsib30BaTesns, YJeH ero CeMbn NN
NNLLO, KOTOPOE UHbIM CNOCOBOM NOYYMI0 NPaBO UCMOJIb30BaTb NPOAYKT WK YCAYyry oT KOHEeYHOoro
NnoJib30BaTeNs B COOTBETCTBUM C JIMLLEH3MOHHBIM CornalweHneM), To 0bpaboTka AaHHbIX
OCYLLLEeCTBNAETCS B 3aKOHHbIX MHTepecax ESET B COOTBETCTBUM CO CTaTbeln 6 (1) (f) pernameHTa GDPR B
Lensx Toro, 4Tobbl NONbL30BaTE b, YNOJHOMOYEHHbIN KOHEYHbIM NOMb30BaTENIEM, MOI UCMOJ1b30BaThb
NPOAYKTbI U yCNyru, npefoctasiseMble Hamu, B COOTBETCTBUN C JIMLLEH3VMOHHbBIM COrflalleHneM.

KoHTaKkTHaa uHgopMmauus

Ecnn Bbl X0TUTE BOCMOJ/Ib30BaTbCS CBOMMM NMpaBaMu CybbekTa AaHHbIX K y Bac BO3HUKHET BOMPOC
nnu npobsema, 0TNPaBbTE HaM MUCbMO MO afpecy:

ESET, spol. sr.o.
Data Protection Officer
Einsteinova 24
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