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ADVANCED SECURITY

ESET Internet Security

ESET Internet Security NnpeacTaBnseT cobon HOBbIN NOAX0A K CO34aHNI0 AeNCTBUTENbHO KOMMIEKCHON
cucTeMbl 6e3onacHoOCTM KoMMNbloTepa. HoBenwas Bepcmsa Moayns CKaHMPOBaHUA ESET LiveGrid® B
co4yeTaHuUM Co cneunann3npoBaHHbIMM MOAYNAMY (harepBosia 1 3alMThl OT cnaMa obecneynsaeT
CKOPOCTb M TOYHOCTb, Heobxoaumble ans 6e30nacHOCT KoMnbloTepa. Takum 0bpa3om, NpoayKT
npencTaBnseT cobon UHTENNEKTYaNbHYO CUCTEMY HENPEPBLIBHOM 3alLNTbI OT aTak U BPEAOHOCHbIX
nporpamm, KOTopble MOryT YrpoXKaTb 6e30MacHOCT KOMMboTEpPa.

ESET Internet Security — 3TO KOMMNJIEKCHOE pelleHne ans obecnevyeHns 6e30nacHOCTH, B KOTOPOM
COYeTaeTCa MakCUMMasibHas CTENEHb 3alUTbl U MUHUMaIbHOE BAMSHUE Ha MPOU3BOANTENIbHOCTb
KOMMbloTepa. Halim coBpeMeHHble TEXHONIOr UM UCMOJb3YIOT UCKYCCTBEHHbIA MHTENNEKT AS
NpPeaoTBPALLEHNS 3apaXkeHUs BUPYCaMu, WMUOHCKUMU, TPOSHCKUMM, PEKSIaMHBIMU NPOrpaMMamMi,
4epBSMU, PYTKUTAMMN 1 APYruMK yrpo3amu 6e3 BANSHNSA Ha NMPOV3BOANTENBHOCTb CUCTEMBI U
nepepbiBOB B paboTe KOMMbOTEPA.

BO3MOXXHOCTM M NpeuMyLLecTBa

Y nyuLleHHbIN
nHTepgenc

TeMHbIN peXxuMm

3awuTa oT
BMPYCOB U
LUNMUOHCKUX
nporpamMm

PerynspHblie
obHoBnEeHus

ESET LiveGrid®
(penyTauums Ha
ocHoBe obnaka)

NHTepcelc B 3TOM BEPCUN 3HAYUTENBHO YAYHLLEH 1 YNPOLLEH C Y4eTOM
pe3yNbTaToOB TECTUPOBAHMS Ha NpeaMeT yaobCcTBa 1CNob30BaHNs. Bce
(hOPMYJ/IMPOBKM 1 YBEAOMJIEHUS, MPUCYTCTBYIOLLNE B FPAatiMyeckoMm
NHTepdeice Nonb3oBaTeNs, ObINN TWATENbHO MPOAHANN3MPOBaHBI, U Tenepb
NHTepdeic NoaaePXXMBAET A3bIKM C HAaNMUCaHWeM CNpaBa HafleBO, HanpuMep
UBPUT 1 apabcknit. IHTepHeT-CNpaBKa Tenepb UHTErpupoBaHa B ESET Internet
Security U COLEPXUT ANHAMUYECK 0OHOB/ISIEMbIE CTAaTbW MO NOAAEPKKE.

PacluMpeHue, C NOMOLLbI0 KOTOPOr0 MOXXHO BbICTPO BKIOYNTL TEMHYO TEMY
AN 9KpaHa. MpeanoynTaemMyto LBETOBYO CXEMY MOXHO BbibpaTh B pasaene
JnemMeHTbl MHTepdeica.

Ynpexnaatowiee obHapyXeHue 1 04MCTKa 6onbLiero Koan4ecTBa U3BECTHbLIX U
Hen3BeCTHbLIX BUPYCOB, YepBeW, TPOAHCKMX MPOrpaMMm n pyTKUToB. MeTon
PacCLUNPEHHOW 3BPUCTUKN NAEHTUDULNPYET AaXKe PaHHEE HEN3BECTHbIE
BPEOOHOCHbIE NPOrpaMMbl, obecneynBas 3alWnTy Ballero KOMMNbTEpa OT
Hen3BeCTHbIX YFPO3 N HENTPaIN3ys NX A0 TOr0, KakK OHU MOTYT NMPUYNHUTD
Kakon-nmbo Bped. PyHKLMM 3aMThl 4OCTYNa B IHTEpHET 1 3awuTbl OT
dbuwmnHra paboTatoT nyTem oTcnexmeaHns obmMeHa AaHHbIMU Mexay Beb-
Bpay3epamu 1 yaasieHHbIMU cepBepaMn (B TOM ynce SSL). PyHKUMSA 3alUnTbl
MOYTOBOr0 KJIeHTa obecneynBaeT KOHTPOSIb 06MeHa coobLLeHnaAMN Yepes
MPOTOKOJ1bl POP3(S) 1 IMAP(S).

PerynapHoe obHoBneHMEe Moayns obHapyXeHuns (paHee N3BecTHOro, kak 6a3a
AaHHbIX CUFHATYpP BUPYCOB) MU MPOrpPaMMHbIX MOAYeNn — Ay4vwnin cnocob
obecneynTb MakKCManbHbI ypoBEHb 6€30MacHOCTN KOMMbIOTEPA.

Bbl MOXXETe NpoBepuTb penyTaumnto 3anyLeHHbIX NpoLeccos 1 (anios
HenocpencTBEHHO C MOMOLLbLIO ESET Internet Security.



KoHTponb ABTOMaTNYECKUN CKaHUPYET BCe USB-yCTPOMCTBA (DI3LLI-NAMATH, KapThbl

YCTPOWCTB NMaMaTK, a TakKXe KOMMNAKT- 1 DVD-ANCKW. BNOKMPYeT CbeMHbIE HOCUTENN Ha
OCHOBaHMWM TWUMa HOCUTENS, MPOU3BOANTENS, Pa3Mepa U APYrux
XapaKTEPUCTUK.

®yHKUMA HIPS Bbl MoXXeTe 6osiee feTaslbHO HACTPOUTL NMOBEAEHNE CUCTEMBI, 3a1aThb

npaBufia ANs CUCTEMHOI0 PeecTpa, akTUBHbIX MPOLIECCOB M MPOrpamm, a
TaKXXe TOYHO HaCTPOMTb NPOBEPKY COCTOAHMS Be3onacHoCTy.

Urposo# pexxum  OTK/afAblBaeT BCE BCMUIbIBAOLLME OKHA, 0OHOBIEHUS UK Apyrie OeiCTBuS,
Tpebytouine 60NbLLON HAarpy3KMU Ha CUCTEMY, 4TOObI 06eCNeYnTb SIKOHOMIIO
CUCTEMHBIX PECYPCOB OIS UIP WU APYrUX NMOJHOIKPAHHBIX MPOLECCOB.

BO3MO>XHOCTM ESET Internet Security

3awuTa OaHKOBCKOM
onnatbl

MopnepixkKa ceTeBbIX
nopnuceun

NHTennekTyanbHbIA
danepson

3awuTa OoT cnama ESET

AHTHBOp

PopuTtenbckui
KOHTpPOJb

OYHKLUMA 3aLMThl BAHKOBCKON oNiaThl NpeaiaraeT 3allinieHHbIN
Opay3ep Ans MCNoSb30BaHMA NPU AOCTYME K LWI03aM UHTEPHET-
BaHKMHra UK OHMaNH-NNaTexeln, YTobbl BCe PUHAHCOBLIE ONepaLnn B
MHTepHeTe oCyLEecTBASANCE B 3aC/Y)KMBAOLLEA 10BEPUS U
6e3onacHoi cpege.

CeTeBble nognucu obecneynsaoT BbICTPYIO MAEHTUMUKALMIO U
610KMPYIOT Ha YCTPOMCTBAX NOJIb30BaTesa BPELOHOCHbBIN BXOAALLUNA 1
NCXOAAWMIN TPaUK, UMEOLLNIA OTHOLEHME K H0TaM M NaKeTHbIM
CcpencTBaM 3KCrlyaTauny ya3BUMOCTEN. ITY DYHKLMUIO MOXHO CYMTaTb
yny4weHvem B 061acTu 3aWwmThbl 0T 60THETOB.

MpenoTBpaLlaeT HeCaHKLMOHMPOBAHHLIA LOCTYN K BalleMy
KOMMbIOTEPY W NCMOb30BaHME BaLLMX JNYHBIX JaHHbIX
No/sb30BaTENSAMU, HE UMEIOLLMMMN COOTBETCTBYIOLLErO pa3peLleHns.

[onsa cnama B obwem obbeme nepefaBaeMbiX MO INEKTPOHHOM NOYTE
coobweHun coctasnseT okosio 50 %. 3awmTa OT CNaMa orpakgaeT oT
3TOoM nNpobiemsl.

AHTVBOP NOBbIWAET YpoBEHb H€30MacHOCTN NO/b30BaTE/IbCKOWA
NH(OPMaLMK Ha Cydan NoTepu UK Kpaxkm Komnetotepa. Mocne
yCTaHOBKMW NporpamMmbl ESET Internet Security 1 MOAy s AHTUBOP Balle
ycTponcTteo byaet otobpaxaTbcs B Beb-nHTepdernce. C nomoubio Beb-
NHTephenca MoOXXHO yrnpaeasaTb KOHUrypaumnen moayns AHTUBOP U
aOAMVHUCTPUPOBaTb (PYHKLUM AHTMBOP Ha CBOEM YCTPOWCTBE.

ObecneymBaeT 3aWMTYy CEMbW OT NOTEHLMANLHO HEXXeNaTeIbHOro Beb-
cogepxmmoro, 61okupysa Beb-canTbl pa3nyHbIX KaTEropuin.

Ona paboTbl yHKLMI ESET Internet Security HEOOX0AMMO UMETb aKTUBHYIO NLLEH3MI0. PeKoMeHayeTCs
npoaneBaTb JNLEH3UI0 ESET Internet Security 3@ HECKOJIbKO Heflesb 0 UCTEYEHUS CPOKa ee AeNCTBuIS.

HoBblie BOSMO)XHOCTHM

HoBble BO3MOXXHOCTM B ESET Internet Security Bepcuu 16

YnyyweHHas 3awmMTa 6aHKOBCKOW onnaThbl

Pexum "3awmTa Bcex bpaysepoB" BK/IOYEH MO YMOMYaHUIO B NoaAepXnBaemMbix bpaysepax,
3aWMLLan Bawm naaTtexu, 6aHKOBCKME onepaumn n KOHOUAEHUNAbHbIE OaHHbIE MpK



MCNoJIb30BaHMM Ballero nbumoro bpaysepa.

Intel® Threat Detection Technology

AnnapaTHas TEXHONOr s, KOTOPas BbISBASET NPOrpamMMbl-BbIMOraTeNN, KOr4a OHU MblTaloTCA
n3bexatb 0bHapyxeHWsa B NamMaTu. IHTerpaumns 3Ton TEXHOOMr MU MOBLILLAET 3alMTy OT MPOrpamm-
BbIMOraTesne 1 NoaaepXMBaeT 06LLy0 MPOM3BOANTENbHOCTL CUCTEMbI Ha BbICOKOM YPOBHE.

TeMHbIA peXxXum

STa yHKLMA NO3BONSAET BbibpaTb CBETYIO UM TEMHYIO LIBETOBYIO CXEMY A5 rpaddn4eckoro
NHTepdenca ESET Internet Security. [pegno4ynTaeMyio LLBETOBYIO CXEMY MOXKHO BbibpaTb B pasgene
neMeHThbl MHTepdenca.

YT106bl OTKNIOYUTL YBEAOMJIEHUA O HOBbIX BO3MOXKHOCTAX, BbibepnTe PacluMpeHHble
napaMeTpbl > YBefOMJIeHUs > YBeaOMIeHUs Ha pabouyem ctone. LLlenkHnTe U3MeHUTDb
1 PSOOM C 3/1eMeHTOM YBeAOMAeHUs Ha paboueM cTone, cHUMUTe hnaxok OTobpaxaTb
yBeAOMJIEHNSA O HOBbIX BO3MOXXHOCTAX N HaXXxMute KHornky OK. [1ns nonyyveHus
LOMNONHUTENbHBIX CBeAeHUN 06 yBeAOMIeHNAX 03HAaKOMbTECh C pa3fenoM YBeLoMIeHus.

Kakou y MeHfl NpoAYKT

B cBOVX HOBbIX NPOAYKTax ESET peanusyeT cpeacTsa 6€30MacHOCTM PasanyYHOro YPOBHS: OT MOLLHOIO
1 BbICTPOr0 aHTMBMPYCa 10 KOMMJIEKCHOI0 pelleHns no obecneyeHunto 6€30nacHOCTU, MUHUMASbLHO
NCMONb3YIOLWEro CUCTEMHbIE PECYPChl. BOT 3TN NPOAYKThI:

e ESET NOD32 Antivirus
¢ ESET Internet Security
e ESET Smart Security Premium

YT0bbl ONpPeaennTb, KAaKoi 13 MPOAYKTOB YCTAHOBJ/IEH Y BAC, OTKPOWTE [/1aBHOE OKHO MPOorpaMmsi.
BBepxy OKHa Bbl yBUANTE UMS MPOAYKTA (CM. CTaTbio a3kl 3HAHWIA).

B npuBeneHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Mogaynb obHapyXeHuns

PaclwimpeHHoe MalnHHoe obyyeHune
BAOKUPOBLLMK 3KCMIOATOB

3almTa OT aTak Ha OCHOBe CLeHapues
3alMTa OT (PULLNHTa;

3awwmTa goctyna B UHTepHeT

N N N N N 8N 8N
N N N N 8N 8N s
N N N N 8N 8N 8N

CncteMa HIPS (B TOM Yncie 3alimTa OT NporpamMm-
BbIMOraTenen)


https://support.eset.com/kb758

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

3awuTa OT crnama

®anepson

NHcnekTop ceTun

3awmTa Beb-kamepbl
3awuTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6aHKOBCKON onJiaThbl
PoaouTenbCKnin KOHTPOJSIb

N N N N N N N 8N SN

AHTMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NN NS

| 1 HekoTopble NpofyKTbl MOTYT BbITb HEAOCTYMHbI Ha BalLEM fi3blKe UAW B BalleM peruoHe.

TpeboBaHusA K cucteme

Ins onTUManbHOro YHKLUMOHMPOBaHNA ESET Internet Security Balla CMCTEMa LOJ)KHa 0TBEYaTb
cnepyowmm TpeboBaHNAM K annapaTHOMY U MPOrpamMMHoMy obecneyeHuto:

NMopaep>XmBaembie NPOLLECCOPbI:

Mpoueccop Intel MM AMD, 32-pa3psagHbIi (x86) C HABOPOM NMHCTPYKLNIA SSE2 nnn 64-pa3paaHblii (x64),
yactoTon 1 Ty n BbiWwe
npoweccop ARM64, 1 [Ty 1 Bbile

Hop.p.ep)Ku BaéMbie onepaunuoHHbie CUCTEMbI:

Microsoft® Windows® 11

Microsoft® Windows® 10

Microsoft® Windows® 8.1

Microsoft® Windows® 8

Microsoft® Windows® 7 ¢ nakeTtoM 06HoBneHUs 1 ¢ nocneaHumm obHoBAeHNSAMU Windows

Microsoft® Windows® Home Server 2011 64-bit

M3-3a TexHN4eCKnx orpaHnyeHnin sepcusa 16.0 nporpammsl ESET Internet Security — 3TO
nocnenHaa Bepcusa, Kotopasa nognepxxunsaeT Windows 7, Windows 8 (8.1) U Windows Home

A\ Server 2011. YT0bbl COXpPaHUTb 3alWMTY M NOJy4aTb nocnenHue obHoBAeHNUA Ans ESET Internet
Security, 0OHOBUTE CBOK OMEPALIMOHHY CMCTEMY A0 Windows 10 namn 6osiee no3gHEN BEPCUN.
JononHUTeNnbHblE CBEAEHMSA CM. B pa3fene YcTapeslwas Bepcus Microsoft Windows.

MpunoxxeHne AHTMBOP He noadep>XnBaeT Microsoft Windows Home Server.


/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/16.0/ru-RU/os_eol.html#upgrade_windows
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/16.0/ru-RU/os_eol.html#upgrade_windows
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/16.0/ru-RU/os_eol.html#upgrade_windows

TpeboBaHua ana GyHKUMK ESET Internet Security

B Tabnuue HUXe yKa3aHbl TpeboBaHUS K CUCTEME ANs onpefeNieHHbIX (hYHKLWIA ESET Internet Security.

Intel® Threat Detection Technology CM. MH(opMaLuIo 0 NoAfepKNBAEMbIX
NpoLLeccopax.

3awmTta 6aHKOBCKOM onsaThbl CM. nHopMaLMIo 0 NoASEPKNBAEMbBIX BED-
bpay3epax.

Mpo3payHblin (HoH Windows 10 Bepcum RS4 1 6onee No3aHUX BEPCUA.

CneunannsnpoBaHHoOe CPeACTBO O4UCTKN Mpoueccop He Ha apxXUTeKType ARM64.

CpefCTBO OYUCTKU CUCTEMBI Mpoueccop He Ha apXUTEeKType ARM64.

BNOKMPOBLLMK 3KCNIOATOB Mpoueccop He Ha apxXUTeKType ARM64.

Fnybokas noBefeH4Yeckas NpoBepka Mpoueccop He Ha apXUTeKType ARM64.

3awmTa 6aHKOBCKOM onnaThl — Mpoueccop He Ha apxMTeKType ARM64.

nepeHanpasfieHne Beb-canToB

Apyroe

INna akTuBauumm ESET Internet Security U Haanexxawen paboTsl 06HOBNEHNI HEOOX0ANMO NOAKIOYEHNE
K IHTepHeTy.

[lBe nporpamMmbl Mo 3aliMTe OT BUPYCOB, paboTatoLime 04HOBPEMEHHO Ha OHOM YCTPONCTBE,
BblI3bIBAOT HEN36eXHble KOHIMKTbI CUCTEMHbIX PECYPCOB, HAaNpUMep 3aMeansaT paboTy cMcTeMbI
[0 Hepaboyero coCcToAHMS.

YcTapesBluaa Bepcusa Microsoft Windows

Mpobnema

* Bbl XOTUTe yCTAHOBUTb ESET Internet Security Ha komnbioTep ¢ OC Windows 7, Windows 8 (8.1) nnu
Windows Home Server 2011

* B ESET Internet Security 0To6pa>KaeTc;| yBeLoM/eHVe YcTapeBLuasa onepauMoHHas cucremMa
BO BPEMA YCTAHOBKW WX B [JITABHOM OKHE MPOorpamMmel

MoppobHoCcTH

CornacHo nocnefHen nHGopMauum ot koprnopaunm MankpocodT, nogaepxka OC Windows 8.1
3aBepwmnack B sHBape 2023 roga. Mopaepxka OC Windows 7 3aBepwnnack 14 aHeapsa 2020 roaa.
INa nonyyYyeHns LONOJIHUTENbHbIX CBEAEHWUA CM. pa3fen 3aBepllenHmne nogaepXkm ans Windows 7 1
Windows 8.1.

N3-3a TexHn4Yeckux orpaHmyeHmnin sepcus 16.0 nporpamMmel ESET Internet Security — 3T0 NOCNegHAA
Bepcua, Kotopasa nognepxmsaet Windows 7, Windows 8 (8.1) u Windows Home Server 2011. B oTHOLWeHWN
ESET Internet Security Bepcumn 16.0 LenCTBUTENbHbI CleayloLine CBeleHuns:


https://support.eset.com/kb8336
https://support.eset.com/kb8336
https://www.microsoft.com/windows/end-of-support
https://www.microsoft.com/windows/end-of-support
https://www.microsoft.com/windows/end-of-support
https://www.microsoft.com/windows/end-of-support

* ESET Internet Security Bepcumn 16.0 bygeT nogaepxmBaTbCsa 1 noay4ate 0OHOBNEHNS B
Windows 7, Windows 8 (8.1) U Windows Home Server 2011 B COOTBETCTBMWM C HaLLEN NOJUTUKOM
KacaTe/lbHO OKOHYaHUSA CPOKa CyXObl.

* B Windows 7, Windows 8 (8.1) U Windows Home Server 2011 HET BO3MO>XHOCTU 0OHOBUTb
nporpammy ESET Internet Security 16.0 40 Bepcun 16.1 n 6onee no3gHNX BEPCUN.

* OBHOBNIATL ONEPALMOHHYIO CUCTEMY BaXKHO C TOYKM 3peHns 6€30nacHOCTA B LLeJIOM, a He
TOJIbKO 0151 TOro, 4Tobbl Ha KoMnbloTepe paboTana nporpaMma ESET Internet Security.

PeweHue

ﬂ,OCTyI'IHbI cnepyrouwne peweHna:
ObHoBneHue A0 Windows 10 uam Windows 11

Mpouecc nepexona OTHOCUTENLHO NPOCT, X BO MHOMMX CAyYasx Bbl MOXeTe caenaTb 3To 6e3 noTepu
thannos. MNepen nepexonom Ha Windows 10:

1. Pe3epBHoe KOnnpoBaHNE Ba>XXHbIX OaHHbIX.

2. MpoynTanTe cTaTbio MankpocodT ObHOBNEHME A0 Windows 10: BOMNPOCKI Y OTBETHI UK
ObHoBneHMe 10 Windows 11: BOMPOCH! 1 OTBETLI M 0BHOBMTE CBOK OMEpPaLNOHHY0 CUCTEMY
Windows.

NMepexop Ha HOBbIN KOMMNbIOTEP U NepeHoC NpPoAyKTa ESET

Ecnn Bbl cobupaeTech UK y)Ke Kynuay HOBbI KOMMbIOTEP UK YCTPOWCTBO, Y3HAWTE, Kak NepeHecTy
VMELMNCA NPOAYKT ESET Ha HOBOE YCTPOWCTBO.

CKpbITb YBegoMsieHUe 00 ycTapeBLien onepaLMoHHOU CUCTEME U NPOAOJIKUTD
Mcnonb3oBaTb Windows 7, Windows 8 nsim Windows 8.1 (He peKoMeHayeTcs)

Ecnn Bbl Npoao/IKNTE NCMOJIb30BaTbh Windows 7, Windows 8 i Windows 8.1, Balll KOMMbOTEp BCe
paBHO ByaeT paboTaTb, HO OH MOXET CTaTb 6osee ya3BMMbIM A1 yrpo3 6e30nacHOCTY 1 BUPYCOB.
Baw komnbloTep 6onblle He ByaeT nonyyvaTb 06HOBNEHMA Windows (B TOM 4nucne obHoBNEHUS
6e30nMacHOCTHK), U Bbl HE CMOXXETe YCTaHOBUTb MOC/EHION BEPCUIO ESET Internet Security. YTobbl
OTKNIO4YUTb yBeooOMJieHNe, BbINOJIHNTE ceayowne ,EI,eI7ICTBVIFI.

1. OTKpoWTe r1aBHOE OKHO Nporpammsl > HacTponka > PacluMpeHHbie napameTpsl (F5) >
YBeaoMneHua 1 LenkHuTe U3MeHUTb psioM C 31eMeHTOM COCTOAHMSA NPUJIOXKEHUS.

2. B rpynne Obwue cHuMnTE haxxok OnepauMoHHas cuctema ycrapena. LenkHnte OK > OK.

Bawua Bepcua Windows 7 ycTapena

Mpobnema

Bbl Mcnosb3yeTe yCTapeBLUYo BEPCUIO ONEePaLNOHHON cUcTeMbl. YTOObl COXpaHnTb 3aliuTy,
peryfisapHo obHOBAANTE ONepaLoOHHYI0 CUCTEMY.


https://support-eol.eset.com/en/policy_home/
https://support-eol.eset.com/en/policy_home/
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.eset.com/kb2213
https://support.eset.com/kb2213
https://support.eset.com/kb2213
https://support.eset.com/kb2213

PewleHue

Bbl ycTaHOBWMAN ESET Internet Security Ha {GET_OSNAME} {GET_BITNESS}.

YbennTtech, 4TO Bbl yCTaHOBUAN NakeT 06HOBAEeHMA 1 (SP1) 418 Windows 7 C NOCNe4HUMN
obHOBNEHNAMY (MO KpanHeN Mepe, KB4474419 1 KB4490628).

Ecnm B OC Windows 7 He HaCTPOEHO aBTOMaTU4eckoe 06HOBEHME, WeNKHUTE MeHIo «IMyck» >
MaHenb ynpasneHus > Cuctema n 6e3onacHocTb > Windows Update > [IpoBepuTb Hannume
OOHOBNEHMMN, 3 3aTeEM LENKHUTE YCTAaHOBUTb OOHOBJIEHHMA.

NMpodunakTuka

Mpn NCNoNb30BaHUKN KOMMbOTEpPa, 0C0beHHO BO BpeMsi paboThl B IHTepHeTe, HE0BX0AMMO MOMHWUTb,
Y4TO HM O[HA CMCTEMA 3aLUNTbl OT BUPYCOB He CNOCOBHA MOSIHOCTbIO YCTPaHUTb OMNAaCHOCTb
3apaxKeHWn N yaasieHHbIX aTak. YTobbl OCTUIHYTb HaMBbICLLEH CTerneHn 6e3onacHoCTK U KoMdopTa,
Ba>XHO MCMO0/1b30BaThb pPeLleHne Aas 3aliUThl OT BUPYCOB Haasexalum obpa3om u cnegoBaTb
HECKOIbKMM MONe3HbIM NpaBuIaM.

PerynsapHo obHoBAANTE CUCTEMY 3ALLUTbLI OT BUPYCOB

CornacHo CTaTUCTMYECKMM OaHHbIM, MOMYYEHHbIM OT CUCTEMBbI ESET LiveGrid®, eXXeqHEBHO
NOSABASIOTCS ThICAYM HOBbIX YHMUKANbHbIX 3apakeHnin. OHM co3aaHbl And 06xoda CyLleCcTBYOLWMNX Mep
6e30MacHOCTM 1 NPUHOCAT AOX04 UX aBTOPaM 3a CYeT Apyrux nonb3osatenen. CneunanncTsbl
nccnenoBaTenbCKon labopaTopum ESET eXXeQHEBHO aHAM3NPYIOT Takne yrpo3bl, MOAr0TaBANBAOT U
BbIMyCKaloT 0OHOBNEHNS ANS HENPEPbLIBHOrO NMOBLILLEHNS YPOBHA 3alLMThl NOAb30BaTeNen. Ans
MaKCMManbHOM 3 EKTUBHOCTM 3TUX OOHOBNEHUIN Ba)KHO HACTPOUTL UX Hagsexalnum obpa3om Ha
KOMMbOTEPE Nosb3oBaTeNns. [JononHNTENIbHbIE CBEAEHNS O HACTPONKe 0OHOBNEHUI CM. B F1aBe
HacTponka obHOBIEHUN.

3arpy>xante naketbl 0OHOBNI€EHUN ONEepPaLMOHHON CUCTEMbBI U
APYrux nporpamm

ABTOpPbI BP€AOHOCHbIX MPOrPamMM YaCTO UCMO/b3YI0T Pa3/INyHbIe YA3BUMOCTM B CUCTEME ANS
yBenn4eHnsa 3hpeKTMBHOCTU pacnpoCTPaHEHNS BPELOHOCHOr0 Koaa. lNpnHMMas 3T0 BO BHUMaHMe,
KOMMaHWW-NPOU3BOANTENN NPOrPaMMHOro obecneyeHns BHUMaTENbHO CeANT 3a NOSABIEHNEM
0T4eTOB 060 BCEX HOBbIX YSI3BMMOCTSAX UX MPUIOXKEHWI U PEFYNSPHO BbIMYCKaloT 06HOBNEHNSA
6e30nMacHOCTY, CTapasiCb yMEHbLUINTb KOJIMYECTBO MNOTEHLUMAaNbHbLIX Yrpo3. O4eHb Ba)KHO 3arpy>kaTb
3T obHoBNEHMA Be30nacHOCTK cpa3y xe nocie nx Boinycka. OC Microsoft Windows 1 Beb-bpay3epbl,
TakKue Kak Internet Explorer, ABNSOTCA MPpUMepaMm Nporpamm, 4N1s KOTOPbIX PEryISPHO BbiNMyCKaoTCS
obHoBNEHNs Be3omacHOCTH.

Pe3epBHOE KONMPOBaHUE BAaXXHbIX AaHHbIX

ABTOPOB BPeLOHOCHbLIX MPOrpaMM 0b6bI4HO He 6eCNOKOST NpobeMbl NoNb30BaTeNENR, @ AENCTBUS X
NMPOAYKTOB 3a4acCTyo NPMBOASAT K MNOJIHON HePaboTOCNOCOBHOCTM ONepaLoOHHON CUCTEMBI U NOTEpe
Ba)KHOW UHGopMaumun. HeobxoanMo perynspHo co3aaBaTb Pe3epBHbIE KOMUM BaXKHbIX
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https://support.microsoft.com/en-us/help/4474419
https://support.microsoft.com/en-us/help/4490628
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks

KOH(DI/I,D,eHLI,VIa)'IbeIX OAHHbIX Ha BHELWHNX HOCUTENAX, TaKUX KaK DVD-ANCKN UK BHELUHUE XXEeCTKue
ANCKKU. DTO MO3BOJISIET HAMHOI0O npowle n 6bICTpee BOCCTaHOBUTb AaHHbIE B C/iy4ae cbos cucTemsl.

PerynsipHo CKaHUpPYyUTe KOMMNbIOTEP Ha HaiM4yme BUPYCOB

MHOrune n3BecTHble 1 HEU3BECTHbIE BUPYChI, YepPBU, TPOSAAHCKME NPOrpaMMbl U PYTKUTI
obHapyXnBalTCAa MoAyeM 3alnTbl PanIoBON CUCTEMbI B pEXUME peasibHOro BpeMeHu. 3To
03Ha4aeT, 4YTO Mpu KaXkKAoM OTKPbITUMN (hansia BbIMNOJHAETCA ero CKaHMpOBaHMe Ha Haan4yue
NMPU3HaKOB AeATeIbHOCTU BPeLOHOCHbIX MporpaMM. PekoMeHayeM BbINOJIHATH NOAHOE
CKaHWpOoBaHVe KOMMboTEPa Mo KpanHen mepe 0A4MH pa3 B MecsL, NOCKOJIbKY BPe4OHOCHbIe
NporpaMMbl U3MEHSIOTCA, @ MoAYJIb 0OHapyXeHns 0OHOBNAETCA KaXKAbIN AeHb.

CnepyiTe OCHOBHbIM NpaBuiaM 6e3onacHOCTH

3To Hambonee 3hheKTUBHOE 1 NONE3HOE NpaBuIo — Bcerga byabTe 0CTOPOXHbI. Ha faHHbINA
MOMEHT /18 paboThbl MHOTUX 3aPaXKeHUii (MX BbIMOJIHEHMS U PACNPOCTPaHeHUs) Heobxoaumo
BMELLATENbCTBO NMOJib30BaTeNs. Eciv cobnofaTbh 0CTOPOXKHOCTL MPU OTKPLITUM HOBLIX (halisoB,
MO>XHO 3HAYUTENIbHO CIKOHOMMUTbL BPEMS 1 CWJIbl, KOTOPbIE B MPOTUBHOM C/ly4ae ByayT noTpayeHsl Ha
yCTpaHEeHWe 3apa)KeHnii Ha KoMnbloTepe. Hke NpuBeeHbl HEKOTOPLIE MOJIE3HbIE PEKOMEHAALNN.

* He nocewanTe nogo3puTeNbHble BE6-CaNTbl C MHOXKECTBOM BCMJIbIBAOLLUX OKOH U
aHMMNPOBAHHOW PeKNaMoNn.

* byabTe 0CTOPOXHbI MpK YCTaHOBKe 6ecniaTHbIX MPOrpamMM, MakeToB KOLEKOB U T. M.,
Ncnonb3ynTe Tonbko 6e3onacHbie NporpaMmbl 1 nocewlante 6esonacHele Be6-CalThbl.

* ByibTe 0OCTOPOXXHbI, OTKPbLIBAA BIIOXKEHUS B COOBLLEHNSA 3NEKTPOHHOM NOYTLI (0COBEHHO 3TO
KacaeTcs CO0bLLEeHNI, pacCbllaeMblX MacCOBO U OTMPaBAEHHbIX HEM3BECTHLIMU ANLL@MM).

* He ncnonb3yinTe y4eTHY0 3anncb C NpaBaMn afMUHUCTPaATOPa A4S NOBCEAHEBHOM paboThbl Ha
KOMMbloTepe.

CTpaHMLbl CNPAaBO4YHOW CUCTEMbI

No6bpo noXxanoBaTb B pyKOBOACTBO MOJIb30BaTeNd ESET Internet Security. [lpecTaBneHHas 34ecb
NHOPMaLIMS 03HAKOMMT BaC C MPOrpaMMHbLIM NPOAYKTOM U CAeNaeT UCNOJb30BaHME KOMMbOTEPaA
6osiee 6e30nacCHbIM.

Hayano paboTbl

MNepen ncnonb3oBaHMEM NporpaMmbl ESET Internet Security Bbl MOXKETE 03HAKOMUTLCA C Pa3SINYHbIMK
TUNamm obHapyXEHWUN N YOANEHHbIX aTak, C KOTOPbIMA MOXET CTOJIKHYTbCA MOJIb30BaTEJ1b
KOMMNbloTepa. Mbl Tak»Xe COCTaBWIN CMNCOK HOBLIX (hyHKLMI, NOSIBUBLLMXCA B ESET Internet Security.

HayHuTe C yCTaHOBKM ESET Internet Security. ECn Bbl yXKe yCTaHOBWN ESET Internet Security, CM. pa3gen
PaboTa C ESET Internet Security.



https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks

Ucnonb3oBaHue CTpPpaHuL cnpaBquoﬁ CUCTEeMbl ESET Internet
Security

WHTepHeT-cnpaBKa pa3aesfieHa Ha rnasbl U Nogpasgensl. s npocMoTpa nHgopMauumn 06 0TKPbITOM
B [aHHbIA MOMEHT OKHe B ESET Internet Security HaXXMUTe KnaBuLuy F1.

MporpaMma Mo3BoJISeT NCKATb TeMY B CMPABOYHON CMCTEME MO KJIH0YEBbIM C/I0BaM WM BbIMOHATb
MOWCK COAEPXKMMOro, BBOAS KOHKPETHbIE C/I0Ba UM (hpa3bl. PasHuLa Mexay 3TUMU ABYMs
cnocobamm COCTOMT B TOM, YTO KJIIOYEBOE CJIOBO, XapaKTepmM3ytoLLee COAEPXKMMOe CrpaBOYHON
CTPaHULbl, MOXXET OTCYTCTBOBATb B TEKCTE 3TON CTPaHMUbI. MOMCK Mo CioBaM 1 ypasam
OCYLLECTB/IAETCA B COAEPXKMMOM BCEX CTPaHWL. B pe3ynbTaTe 0TobpaxxaloTcs BCe CTPAHWLbI,
coaep>xallime UMeHHO 3TK C/1I0Ba U (ppa3sbl.

[lna cornacoBaHHOCTM UHOPMaLUK 1 BO N3bexxaHne NyTaHWLbl B HACTOSLLIEM PYKOBOACTBE
NCMNOJSIb3yeTCs TEPMUHOJIOT NS, OCHOBaHHAs Ha UHTepdence nporpaMmel ESET Internet Security. Kpome
TOro, ons BblgeneHns 0cobo MHTEPECHbIX N BaXKHbIX TEM B HACTOALLEM AOKYMEHTE MCMOJb30BaH
e4M1HbIN Habop CMMBOJIOB.

MpumeyaHus conep>xaT KpaTKne cBefeHns o HabnogeHnsx. Bl MoXxeTe nponyckaTh uX,
OZHAKO B NPUMEYaHNAX COAEPXKMUTCS LieHHas nHopMaLns, HanpuMep CBeAEHUS 0 KOHKPETHbIX
OYHKLMAX NN CCbIIKWM Ha COOTBETCTBYIOLLME MaTepuabl.

JTa I/IHCpOpMaLI,I/Iﬂ Tpe6yeT Ballero BHMMaHUA, TakK 4HTO PEKOMEHAYEM €€ HE MPOonyCcKaThb.
ObbI4yHO Takas I/IHd)OpMaLI,VIFI Ba>XHa, HO HE KPUTUYECKN.

3T0 MHopMaumsa o Tom, 4To TpebyeT 0coboro BHUMaHMA 1 OCTOPOXXHOCTU. OTMETKa
«BHUMAHWE!» ncnonb3yeTca ans Toro, 4Tobbl yaepxaTb BaC OT NOTEHUMANbHO ONACHbIX

A ownbok. MpoymTanTe n NOMMUTE TEKCT NPefynpeXXaeHNs, NOCKOJIbKY OH COLEPXUT CBeAeHuns
06 NCKNYNTENBHO BaXXHbIX CUCTEMHbIX HAaCTPONKaXxX UM 0 BO3SMOXHbIX Yrpo3ax.

270 06pa3eu NCMOSb30BaHNUS AN NPAKTUYECKUN NPUMep, MOMOratoLWnii NOHATb, KaK MOXXHO
NCNoNb30BaTb OnpeneneHHy0 MYHKUNIO NN KOMIMOHEHT.

XupHbIK WpuepT Ha3BaHus 3n1eMeHTOB nHTepdenca, HanpuMmep ia>kkos Un
nepeknoyaTenen.
Kypcus 3anonHuTenn Ans npefocTtaeasemMon BaMum UHMopMauun. Hanpumep, ecnu

TEKCT 1MA aiifia Wam NyTb YKa3aH C NCMOJIb30BAaHNEM KYPCMBA, 3TO
03HAYaeT, 4YTO NyTb WK UMS dalina A0KHbI BBECTU Bbl.

Courier New Obpa3Lbl KoAa UM KOMaHA.
Fmnepcchinka ObecneymsaeT NPOCTON ¥ OLICTPLIN AOCTYM K CBA3AHHBLIM pa3fenam uan

BHELUHNM Beﬁ-CTpaHVILI,aM. rI/II'IepCCbIJ'IKVI BbloendatoTca CMUHMM LBETOM U
MHOr Aa noo4vepkKnBaHmMeEM.

%ProgramFiles% CncTeMHbIA KaTasor Windows, B KOTOPOM XPaHATCS MPOrpammel,
yCTaHoBJIeHHbIe B 3TON OC.

MHTepHeT-cnpaBKa — OCHOBHOWM NCTOYHMK CMIPaBOYHbIX CBeLeHWA. Ecnn nogkntoyeHne K
WHTepHeTy yCTaHOBMIEHO, aBTOMATUYECKM OTKPbIBAETCS MOCAeAHAS BEPCUS UHTEPHET-CNPaBKMU.



YCcTaHOBKa

CyLLI,eCTByeT HeCKoNbKo cnocobos YCTaHOBKW ESET Internet Security Ha KOMMNblOTEpE. Cnocobel
YCTaHOBKW MOI'yT OT/IN4aTbCA B 3aBUCUMOCTU OT CTPaHbI K crnocoba nony4vyeHna npoaykTa.

* /IHTEepaKTMBHbLIVN YCTAaHOBLLMK: 3arpy>aeTcs ¢ Beb-canTa ESET MAn KOMNaKT-/DVD-AuncKa. MNakeT
L7191 YCTaHOBKW NOAXOAUT AN1A BCeX A3bIKOB (BblbepuTe HYXHbIN). IHTEepakTUBHbLIN YCTaHOBLLMK
npeacTasnseT cobon hann HebonbLoro pasmepa. pyrue HeobxoanmMble AN yCTaHOBKM ESET
Internet Security (haifibl 3arpy>xat0TCsA aBTOMaTUYECKN.

* ABTOHOMHa$ YCTAaHOBKA: B paMKax 3TOro TUMa yCTAaHOBKM UCMO/b3yeTcs (ais hopMaTa .exe,
pa3Mep KOTOPOro npeBbillaeT pa3mep daitfla MUHTePaKTUBHOMO YCTaHOBLUMKA. Mpy 3TOM s
YyCTaHOBKM He TpebyeTcsa noakntoyeHne K IHTepHeTy namn SoNoAHUTENbHbIE dalsibl.

Mepen ycTaHOBKOW ESET Internet Security ydbeanTeChb, YTO Ha KOMMNblOTEPE He YCTaHOBJIEHbI
Apyrue nporpammbl 3alUnTbl OT BUPYCOB. EC/IM Ha OAHOM KOMMblOTEPE YCTAaHOB/IEHO ABa U
Bonee pelweHna ons 3alnTbl OT BUPYCOB, MEXAY HUMMUN MOXKET BO3HUKHYTb KOH(IINKT.
PekoMeHAayeTCs yaasnTb BCe NPoYMe NporpamMmMbl 3alnThbl OT BUPYCOB C KOMNbloTepa. Cnncok
WHCTPYMEHTOB A5 yAaneHUs nonyaspHbIX aHTUBUPYCHBIX MPOrpaMM CM. B CTaTbe Dasbl
3HaHWM ESET (BOCTYMHA Ha aHIJIMACKOM N Ha HECKOJIbKUX APYrUX si3blKax).

MHTepaKTUBHbIN YCTAHOBLUMUK

Mocne 3arpy3kun rnakeTa Asd YCTaHOBKU MHTEPAKTUBHOIO YCTAHOBLLUWKA ABaXAbl LWLENKHUTE cpa|7|n
YCTaHOBKWU cneny|7|Te nowaroBbiM MHCTPYKLUMNAM MacCTepa YCTaHOBKWN.
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dna ncnonb3oBaHWA 3TOro TUMa yCTaHOBKM HeobxoanMo NoAKN0YEHNE K NHTepHeTy.

: - X
(es[:3) SECURITY

YctaHoBuTb ESET Security

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET.

HyxHa nomMoLlk ¢ YCTaHOBKOW?
(2 OTKPEITE MHCTRYKLUWKW N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0BATENRA

[MpopomkuTs Pyccrnii v

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAOLLEMCA MEHIO U LeNKHTEe MPoaoIKUTD.


https://support.eset.com/kb146
https://support.eset.com/kb146
https://support.eset.com/kb146
https://download.eset.com/com/eset/tools/installers/live_eis/latest/eset_internet_security_live_installer.exe

Ecnv Bbl ycTaHaBvMBaeTe H6osiee HOBYIO BEPCUIO MOBEPX MpeablayLLei BEPCUMN C 3aLLNLLEHHBIMM
NapoJieM HaCTPONKaMK, BBEAUTE CBOW Naposib. Bbl MOXeTe KOH(UIypMpoBaThb Naposib 418
HacTpoeK B pa3gene HacTpoiika JocTyna.

2. BbibepuTe HaCcTpoOVKK ANs cnepyowmnx GyHKUUA, NpounTanTe JINLEeH3VoHHOe CorlalleHmne ¢
KOHEYHbIM M0J1b30BaTENEM U [10INTUKY KOHDUAEHUNANBHOCTY U WeAKHUTE MPoaoXuUTbL Uin
Pa3spewwuTb BCe U NPOJOSIKUTL, HTOObI BKJIIOUYNTbL BCE DYHKLINK:

¢ Cuctema obpaTtHOM CBA3M ESET LiveGrid®

* [IoTeHUMaIbHO HeXeNnaTe lbHble NPUI0XKEHNS

e [IporpamMmma yay4lleHns noJib30BaTeNbCKOro OnbiTa

Haxxumasa MpoaosxuTb v PaspewwmnTtb Bce U NPOAOJIKUTD, Bbl NPUHMMAETE
JILLeH3MOoHHOoe cornalleHne C KOHeYHbIM MoJib30BaTeNeM 1 cornalwaeTech ¢ MoanTmukon
KOH(MAEHLNANBHOCTH.

3. Y706bI aKTMBMPOBaThL 6€30MaCHOCTb YCTPONCTBA, YNPaBSATb €0 U MPOCMATPMBATh O HEN
CBELEHNS C NOMOLLbI0 ESET HOME, NOAKJ/IYNTE YCTPOUCTBO K YYETHOWN 3annci ESET HOME.
LLlenkHuTe MponycTUTb BXOA, 4TOObI NPOA0/IHXUTL 6€3 noakntyeHns K ESET HOME. Bbl cMOXeTe
NOAKJIYNTL YCTPONCTBO K YYETHOW 3anucu ESET HOME Mo3Xe.

4. B cnyyvae npononxeHns 6e3 noakaoyeHns K ESET HOME BbibepuTe onumvio akTusaLuy. Ecam Bbl
yCTaHaBnuBaeTe 60siee HOBYIO BEPCMIO MOBEPX CTAPOW, Balll INLIEH3UOHHbIN KoY ByneT BBefeH
aBTOMaTUYECKMU,

5. MacTep yCTaHOBKU onpenensieT, Kako NpoAyKT ESET yCTaHaB/AMBAETCS, COrlacHO Ballei
nnueHsnmn. Bcerpa npeaBapuTenbHO BbibpaHa BEPCUS C MAaKCUMalibHbIM KOJIMYECTBOM (PYHKLIMIA
6e3onacHocTu. LWenkHnTe U3MEeHUTb NPOAYKT, €C/IN HYXKHO YCTaHOBUTL APYIYIO BEPCUIO
npoaykTa ESET. LLlenkHuTe MpomonXuTb, 4T0Obl Ha4aTb NPOLECC YCTaHOBKU. OH MOXET 3aHATb
HEeKOTOpOe BpeMSi.

Mpy Hann4Mn Kaknx-nmbo ocTaTKoB (hansoB UAK NANOK) NPOAYKTOB ESET, KOTOpbIe Oblsn
yOaneHbl B NpOLWIoM, BaM byaeT nNpeffioxXeHo paspelunTs ux yaanenuve. WenkHute
YcTaHOBUTb, 4TOObI NPOSOSIKUT.

6. Haxxmute KHonky FoToBo, 4yTObbI 3aKpPbITb MaCTeEP YCTaHOBKW.

A YCTpaHeHMe HenonaaokK npu yCTaHOBKE.

Mocne yCcTaHOBKM N aKTMBaLMK NPOrpaMMbl HAYHETCA 3arpy3ka Moaysen. BelnonHsaeTcs
MHULMaNN3aLmna 3almThl, U 0O 3aBepLUeHNS 3arpy3kn HeKOTopble PYHKLUNN MOTYT elle He
ObITb NOMHOCTbIO hbyHKLMOHANBHbBIMN,

ABTOHOMHas YCTaHOBKa

3arpy3uTe 1 yCTaHOBMTE NPOAYKT ESET 419 Windows 415 LOMALLUHEro UCrnonb30BaHWS C MOMOLLbLIO
aBTOHOMHOrO yCTaHOBLUMKA (.exe) HMXe. BbibepuTe, Kaky Bepcuo NpoayKTa ESET HOME 3arpy3unTb
(32-pa3psagHyto, 64-pa3psagHyo Unm ARM).
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https://support.eset.com/kb5552
https://support.eset.com/kb5552
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=unwanted_application
https://support.eset.com/kb523
https://support.eset.com/kb523
https://support.eset.com/kb523

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security Premium

3arpy3uTb 64-pa3psaaHyto 3arpysunTb 64-pa3psgHyto 3arpysunTb 64-pa3psHyto BEPCULO
BEPCUIO BEPCUIO 3arpysunTb 32-pa3psgHyto BEPCUIO
3arpysuTb 32-pa3psaaHyto 3arpysunTb 32-pa3psgHyto 3arpysunTb Bepcuto ARM

BEPCUIO BEPCUIO

3arpysuTb Bepcuto ARM 3arpysunTb Bepcuto ARM

NHTEPaKTUBHOIO YCTaHOBLLIVKA.

| Ecnin y BaC akTMBHOE NoAKJtoYeHne K HTepHeTy, YCTaHOBUTE MPOAYKT ESET C MOMOLLLIO

Korpaa Bbl 3aMyCTUTe aBTOHOMHbIN YCTAHOBLUMK (.exe), MAacTep yCTaHOBKMN MOMOXXET YCTAaHOBUTb
nporpammy.

@er SECURITY

YcraHoBuTb ESET Security [

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET. “
B T 4

HyxHa noMolLLk € YCTaHOBKON?
(2 OTKpPEITE MHCTRYKUWKM N0 YCTAHOEKE
(7 OTKpEITE PYKOBOACTEC NOALZ0EATENA

Mpopomxuts Pyccrmii v

1. BbibepuTe HyXHbI A3blK B PaCKPbIBAIOLLEMCS MEHIO U LenkKHUTe NMpoaoiKUTb.

Ecnu Bbl ycTaHaBnMBaeTe 6osiee HOBYIO BEPCMIO MOBEPX NPeablAyLiei BEPCHM C 3aLlULLEHHBIMY
1 NapofeM HacTpolikamu, BBeAUTE CBOM Naposib. Bbl MOXXeTe KOH(UrypupoBaTh Naposib ANis
HacTpoeK B pa3aesie HacTpoiika nocTyna.

2. BbibepnTe HaCTPONKK Ons cnenyowmnx GyHKUUN, npovyntanTe JINLEeH3NOHHOE CornalleHmne ¢
KOHEYHbIM MMoJib30BaTeNeM U MNoaUTUKY KOHQUAEHLNANLHOCTU U WenKHUTE MpPoaosIXUTb Uin
PaspewwumTb BCe U NPOAOJIKUTD, HTOObI BKIOYNTL BCE PYHKLNN:

* Cuctema obpaTHON cBA3U ESET LiveGrid®

* [loTeHUMaIbHO HexeNaTesibHble MPUI0XKEHMNS

* [IporpamMmma yay4lleHns noJib30BaTeIbCKOro onbiTa

Haxxumas Mpoponxutb 1 PaspewwinTb BCe U NPOAOJIKUTD, Bbl NPUHMMaeTe
1 JIMLeH3MoHHoe cornalleHmne ¢ KOHeYHbIM MoJb30BaTeNleM 1 cornallaeTeck ¢ MoANTUKOM

KOH(MAEHUNANBHOCTN.
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https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_nt64.exe
https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_nt64.exe
https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_nt32.exe
https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_nt32.exe
https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_arm64.exe
https://download.eset.com/com/eset/apps/home/eav/windows/v16/16.0.26.0/eav_arm64.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_nt64.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_nt64.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_nt32.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_nt32.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_arm64.exe
https://download.eset.com/com/eset/apps/home/eis/windows/v16/16.0.26.0/eis_arm64.exe
https://download.eset.com/com/eset/apps/home/essp/windows/v16/16.0.26.0/essp_nt64.exe
https://download.eset.com/com/eset/apps/home/essp/windows/v16/16.0.26.0/essp_nt32.exe
https://download.eset.com/com/eset/apps/home/essp/windows/v16/16.0.26.0/essp_arm64.exe
https://download.eset.com/com/eset/apps/home/essp/windows/v16/16.0.26.0/essp_arm64.exe
https://support.eset.com/kb5552
https://support.eset.com/kb5552
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=unwanted_application

3. LWenkHuTe MponycTuTb BXOA,. ECn y BaC eCTb Nogk/toyeHne K IHTepHeTy, Bbl MOXeTe
NOAKJ/IIOYUTb YCTPOMCTBO K CBOEW YY4ETHOW 3anucu ESET HOME.

4. lLlenkHnTe MponycTUTb aKTUBaLUMIO. [1719 NOJSHOLLEHHOW paboThl pelleHne ESET Internet Security
LO0J1KHO ObITb aKTUBMPOBAHO MOC/E YCTAHOBKN. [N akTvBaumum nporpaMmmel TpebyeTcs akTuBHoe
nofkn4veHume K IHTepHeTy.

5. MacTep yCTaHOBKM MOKa3bIBaeT, KAKOW NPoayKT ESET 6yeT YyCTaHOB/IEH, B 3aBUCMMOCTN OT
3arpy>XeHHOro aBTOHOMHOI0 YCTaHOBLUMKA. LLlenkHnTe MpomonXuTb, 4Tobbl Ha4YaTb NpoLecc
yCTaHOBKMW. OH MOXET 3aHATb HEKOTOPOE BPEMSI.

Mpy HANMYMKN KaKMX-1nO0 0CTaTKOB (haitIoB UM NanokK) NPoAYKTOB ESET, KOTopble Oblau
yZlaneHbl B MPOLLIOM, BaM ByLeT NpeasioxXeHo paspellnTs nx yaaneHue. LWenkHute
YCTaHOBUTb, YTOObLI NPOLOIKUTH.

6. HaxxmMnTe KHomnky FoTOBO, 4T0ObI 3aKPbITb MAacTEP YCTAaHOBKW.

AyCTDaHeHVIe HENnoNadoK Npn YCTaHOBKE.

AKTUBaLMA NPOrpamMmbl

CylLLLecTByeT HeCKO0JIbKO CNocoboB akTMBALIMKU NPOrpamMmbl. JoCTYNHOCTb TOrO UM UHOTO BapuaHTa B
OKHE aKTUBaLUM MOXXET 3aBUCETb OT CTPaHbl 1 cnocoba Nony4yeHUs NporpaMmbl (Ha KOMMNAKT- UK
DVD-AUCKe, C BEOG-CTpaHMLbl ESET U T. 4.).

* Ec/iv Bbl Nprobpenyt po3HNYHY0 KOPoboYHY0 BEPCUIO MPOAYKTA UN MOYYUIN SNEKTPOHHOE
MUCbMO C MHGOPMaLUMEN O NNLEH3MN, aKTUBUPYATE NPOAYKT, WeskHyB Mcnonb3oBaTb
NPMoOOpeTeHHbIN INLEH3NOHHBbIW KJI04. JIMLIEH3NOHHbBIN K04, KakK NPaBuio, PacrnofioKeH
BHYTPW YNAKOBKW MPOJYKTa UM Ha ee ThiJIbHON CTOPOHE. [1N18 YCMEeLHOro BbiNnoaHEeHNS
aKTUBALMW JIMLLEH3NOHHBIN KoY HE0BX0AMMO BBECTY B TOM BU/E, B KOTOPOM OH NMPeaoCTaBJIEH.
JINLIEH3MOHHBIN K04 — 3TO YHUKaJIbHAs CTPOKA B DOPMATE XXXX-XXXX-XXXX-XXXX-XXXX 1S XXXX-
XXXXXXXX, KOTOpasi MCMo/b3yeTCs AN MAEHTUDUKALMA BNafebla U akTUBALLMK JIMLEH3UN.

* [Mocne Bbibopa NapameTpa Vcnosib30BaHve y4eTHOW 3anucy ESET HOME BaM byneT
NpefsioXKeHOo aBTOPU30BaThCA B Y4E€THOM 3anncu ESET HOME.

* EC/IM Bbl XOTUTE OLEHWTb NPOrpaMmy ESET Internet Security, NpeXae YeM MOKynaTh ee,
BbibepnTe BapuaHT bEecnsiaTHas NpobHas Bepcus. YKaXKUTe CBOM afipec 3/1eKTPOHHON MOYThI 1
CTpaHy, 4Tobbl aKTUBMPOBATL ESET Internet Security Ha OrPaHWYEHHbIV NEPUOI BPEMEHMU.
JInueHsmns Ha 6ecnnaTHyto NpobHyto Bepcuto ByneT oTrnpaBfieHa BaM MO 3JIEKTPOHHON MouyTe.
Ka) b/l NONIb30BaTENb MOXET aKTUBMPOBATL TONILKO OAHY NPOOHYI0 ULIEH3NIO.

» EC/M y BaC HET NINLEH3UM, HO Bbl XOTUTE KYyNnTb ee, BbibepnTe BapuaHT «Mpuobpectu
NIMLLEH3MI0». B pe3ynbTaTe 0TKpoeTcs Be6-CalT MeCTHOro AUCTpubbioTopa ESET. MosHble
NALIEH3MMN NPOJYKTOB ESET AN1st Windows A1 AOMALLUHEr0 UCMOJb30BaHNs He HecrniaTHbl.

M3MeHUTb NMLEH3MI0 Ha NPOAYKT MOXXHO B Nitoboe Bpems. [1Ns 3Toro wenkHuTe CnpaBkKa u
noaaep>xka > U3MeHUTb IMLEH3MIO B [1aBHOM OKHe nporpammbl. OTo6pasnTCs OTKPLITHINA
NOEHTUMDUKATOP NIMUEH3UN, NPeAHa3HaYeHHbIN ANS ee naeHTUdUKaLMmM B cyxbe nognep>xku ESET.

a He ynasnocb akTMBMPOBATL NporpaMmy?
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INTERNET SECURITY

BribepuTe BapmaHT aKTMBaLMK

Mcnoab3yinTe npuobpeTeHHbld U MpwobpecTn AMLEH3MIO
- 0o ) .
AWLIEH3WOHHbINA KAHOY Ana npuoBGpeTeHnA NHLLEH3WN oBpaTHTeck Kk
Wcnons3yiite MMUEH3NIO, KyMIEHHYIO Yepes ceoemy AMCTpHOLIOTOPY. ECN BHl He 3HaeTe, KTO
VIHTEQHET WK B MarasuHe. Ball AWCTpHbsOTOp, 06paTUTeCE B HaWYy caywby
NOALEPHKHN.

® Mcnonb3oBatk yueTHyto 3anuck ESET
HOME

AeTopuzyiiteck B ESET HOME n BeIBepuTe
NMUeHznk, yTobbl aKTHEMPOBATE NPoAykT ESET Ha
BalLeM yCTpoiicTEe,

BBOA, JIMLEH3UOHHOIO KJilo4a NMPU aKTUBaLlUMU

ABTOMaTU4eCKMe 0OHOBNEHMSA ABNSIOTCSA BaXKHbIM KOMMOHEHTOM Ballen 6e30nacHOCTK. ESET Internet
Security 6yaeT nonyy4yaTb 06HOBNEHMSA NOCAE aKTMBaL UK.

Mpwn BBoAe JINLLEH3MOHHOIO KJ1I04a Ba)XHO YKa3blBaTb €r0 MMEHHO B TOM BUAe, B KOTOPOM OH
nosny4yeH.

s JINLUEH3VNOHHBIN K04 — 3TO YHUKAJIbHAs CTPOKA B (hOPMATE XXXX-XXXX-XXXX-XXXX-XXXX,
KOTOPas UCMosb3yeTca AN UAeHTUMUKaALUM BAaAenbLa U akTUBaALUK JINLEH3NN.

Bo nsbe)xaHne HeToO4YHOCTEN pekoMeHOyeTCAa CKOMMpPoBaTb JINLLEH3NOHHBIN KoY 13 3/1EKTPOHHOI 0
NnncbMa C perncTpaumnoHHbIMMN AaHHLIMKU N BCTaBUTb €ro B Hy>XKHOE TNOoJIE.

Ecnun He BBECTM NINLEH3NOHHBIN KJTH0Y nocsie YCTaHOBKW, MPOOYKT aKTUBUPOBaH HE 6y,D,ET. ESET
Internet Security MOXKHO aKTUBWPOBATb B [JITaBHOM OKHE MPorpaMmmsel > CnpaBKa U nopgpepxka >
AKTUBUPOBATb JINLLEH3UIO.

MonHble NNLEH3UM NPOLAYKTOB ESET And Windows 419 JOMaLLHEro Ucrnojib30BaHns He becnnaTHbl.

Micnonb3oBaHue y4yeTHOM 3anucu ESET HOME

MoAkNo4YNTE CBOE YCTPOMCTBO K ESET HOME, 4T0BbI MOJy4NTb BO3MOXHOCTb NMPOCMaTPMBaTh BCE
aKTUBMPOBAHHbIE JINLEH3MWN 1 YCTPONCTBA ESET U yNpaBAsTh UMK, Bbl MOXeTe NPoaaNTb JINLEH3NIO,
MOBLICUTb €€ YPOBEHb UM PACLLMPUTL €€, a TakXXe NPOCMOTPETb BaXKHble CBEAEeHNs 0 nLeH3un. Ha
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https://home.eset.com/

nopTane ynpaBneHus nav B MobnasHOM NpUNoXXeHUn ESET HOME MOXKHO [00aBNATb pa3finyHble
NNLLEH3MW, 3arpy>XaTb NPOAYKTbl Ha CBOWM YCTPOMCTBA, MPOBEPATb COCTOSHME Be30nacHOCTH
NPOAYKTa W AeSIUTbCA IMLEH3NAMUN MO INEKTPOHHOM rnoYyTe. [JonoNHUTENbHbIE CBEAEHNA MOXHO
HaWTW Ha OHJIAMH-CNpaBKe ESET HOME.

(es[X) INTERNET SECURITY

BoiawTe B yueTHyt 3anucs ESET HOME (es

AfpEeC 3NEKTPOHHON NouThl

o~
7 [posom«uts ¢ Google =
Mapons
‘ Mpogonxute ¢ Apple
e
| e
EI,E pockaHwpyiTe QR-kog BoccTaHoBAEHWE NaponA

' ¥ Bac HET y4eTHoIl 2anucn? Co3aaiTe ee

Mocne BbiGopa BapraHTa Mcnonb3oBaHue y4eTHOM 3anucu ESET HOME B KavecTBe crnocoba
aKTMBALIMN WAV NPU NOAKYEHUN K YYE€THOW 3anncu ESET HOME BO BpeMSsi yCTaHOBKMU:

1. Bxof B y4eTHYI0 ESET HOME 3anuch.

Ecnm y Bac HeT y4eTHON 3anucu ESET HOME, wenkHuTe Co3aaTbh Y4€THYIO 3anuchb, 4YToObI
3apPEerncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLUMAMU B OHIANH-CNIPaBKe ESET HOME.
Ecnu Bbl 3abblaK NApob, WENKHUTE  He NOMHIO NAPOJIb U C/ieAyNTe UHCTPYKLMSAM Ha
3KpaHe Un 03HAKOMbTECh C MHCTPYKLMUAMYW B OHNANH-CNpaBke ESET HOME.

2.3afanTe UMA YCTPOMUCTBA, KOTOPOe byaeT MCnosib30BaTbCs BO BCeX CNybax ESET HOME, a
3aTeM wesikHuTe NMpoaoIKUTL.

3. Bb|6ep|/|Te JIMLLEH3MIO 0N aKTMBaLUM Unmn fobaBbTe HOBYIO LeH3nt0. LlenkHuTe
Mpoponxutb, 4Tobbl aKTNBNPOBATH ESET Internet Security.

AKTMBMpPOBATb NPOOHYIO NULLEH3UIO

YT00bl aKTMBMPOBATL NPOBHYI0 BEPCUIO ESET Internet Security, BBEAWTE AEACTBUTENbHBIN aapec
3/1eKTPOHHOW MOYThbl B M0/ Agpec 3/1IeKTPOHHOM nouThl 1 MoaTBepAUTe afpec 3/1IeKTPOHHOM
nouTol. Mocne akTuBauum byneT co3gaHa v oTnpaBsieHa BaM Mo 3/IEKTPOHHON NOYTe ANLEH3Ns ESET,
HeobxoanMas Ans 0OHOBNEHUS . DTOT aApeC 3eKTPOHHOW NOYThl TakKe ByAeT UCMN0b30BaTLCSA ANS
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https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_account
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_account
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=forgotten_password
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=forgotten_password
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=add_license

OTNpPaBKU yBELOMJIEHNIN 06 OKOHYaHWM CPOKa AEeNCTBUS NNLEH3UN Ha MPOAYKT U APYrux coobuieHnin
OT ESET. AKTUBMPOBaTbL NPOOHY0 BEPCUIO MOXHO TOJIbKO OZMH pas.

BbibepuTe CBOK CTPaHy B packpbiBatoLlemMcs MeHto CTpaHa, 4Tobbl 3aperncTpmpoBaTh ESET Internet
Security Y MECTHOI0 pacnpoCTPaHUTENS, KOTOPLIA 1 ByaeT NpefoCcTaBAsTb TEXHUYECKYIO NOAAEPXKKY.

BecnJlaTHbIX JIMLEH3UOHHbIA KNIOY ESET

MonHaa NnMueH3mnsa Ha ESET Internet Security He ABnseTca 6ecnnaTHON.

JINLEH3WOHHBIA KoY ESET NpeacTaBnseT coboit YHUKaNbHY0 NoC/e0BaTeIbHOCTb Pa3aeNieHHbIX
neducamm 6ykB 1 undp. OH NpefoCTaBASeTCs KOMMNaHuel ESET n obecneynBaeT feranibHoe
CNOJIb30BaHMe ESET Internet Security B COOTBETCTBUM C JINLIEH3VIOHHBIM COrJIaLEHNEM C KOHEYHbBIM
noJsib30BaTesieM. Kax bl KOHEYHBIV NOJSb30BaTe b UMEET MPaBO UCMOJb30BaTh JINLIEH3VOHHbIN
KJ104 TOJIbKO B Mpeaesniax, B KOTOPbIX OH MMEET MpaBo NCMOJb30BaTh ESET Internet Security B
COOTBETCTBUM C KOJIMYECTBOM JINLEH3UIA, NPEAOCTABEHHbIX KOMMNaHWEN ESET. JINLEH3UOHHBI KJTHoY
ABNSAETCA KOHPUAEHUNANbHBIM U HE MOXET NPEfoCTaBAATLCA TPETbUM NnuaM. O4HaKo Bbl MOXETe
NoAEeUTHLCSA NNLIEH3NAMMN Ha paboyne MecTa Yepes ESET HOME.

HekoTopble NCTOYHUKN B MHTEpHEeTe MOryT npenocTaBuUTb BaM «becnnaTHble» NNLEH3NOHHbIE KJTHOYUN
ESET, HO cnefyeT y4nTbiBaTb caejytoLlee.

* MNepexop No peknaMHON cCblike «becnnaTHas NMUEeH3us ESET» MOXET NOoABEPrHyTh
OMaCHOCTY Ball KOMMNbIOTEP WU YCTPOWCTBO U MPUBECTMN K 3apaXKEHMI0 BPELOHOCHLIMY
nporpamMMamiu. Bpe,oHOCHbIE NPOrpPaMMbl MOTYT CKPbIBAaTbLCA B HEO(MLIMAIbHOM Beb-
COEPXMMOM (HanpuMmep, B BUIEOPO/INKAX), Ha Beb-calTax, KoTopble 3apabaThiBalOT AEHbIU,
noKa3sblBas peksamy noceTuTensam, n T. A. OBbIYHO 3TO JIOBYLUKA.

* ESET MMeEeT NpaBO OTKJOYaTb NUPaTCKME INLEH3NN N AeNaeT 3TO.

* icnonb3oBaHWe NMPATCKOro AMLEH3MOHHOro KJo4a HapyLlaeT yC10BMA JINLEH3NOHHOI O
CorfalenHns C KOHeYHbIM N0JIb30BaTeNeM, KOTOPOE Bbl AOJKHbI MPUHATL, 4TOObI YCTAHOBUTb
ESET Internet Security.

* MokynanTe NnueH3umn ESET TOIbKO N0 ouLMaibHbIM KaHalaM, Hanpumep Ha canTe
www.eset.com, Yy ANCTPUObLIOTOPOB 1 MOCPEAHNKOB ESET (He NOKynanTe MLEH3NN Ha
HeoduMUMaNbHbIX CTOPOHHUX BeB-CalTax, TakKMX Kak eBay, M TNLEH3UN 0OLWLEro NCNoJib30BaHUA y
TpeTbux nuu).

* 3arpy3ka npoayKTa ESET Internet Security aBiseTCs 6€CnNaTHON, HO ANS aKTMBaLMW BO BPEMS
yCTaHOBKM TpebyeTcs AeNCTBUTENbHbIN MLEH3NOHHbIV KoY ESET (Bbl MOXKETE 3arpy3nTb U
YCTaHOBMUTb NMPOAYKT, HO 6e3 akTuBauun oH He byaeT paboTaTh).

* He nenntechb cBoen NnueH3nen B MHTepHeTe Wan CoumasbHbIX CeTAX (OHa MOXET CTaTb
LUMPOKO AOCTYMHOM).

YT106bI pacno3HaTb NUPATCKYIO NNLEH3NI0 ESET 1 COOBLUTL O HEW, BOCMONb3YNTECh UHCTPYKLUMAMY,
KOTOpbI€ NMpuBeAeHbl B CTaThe Hallen Da3bl 3HaHWUN.
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https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=share_license
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=share_license
https://www.eset.com
https://support.eset.com/kb6980

Ecnv Bbl He yBepeHbl B He0bXoAUMMOCTH NOKyNaTb NPOAYKT 6€30NacHOCTM ESET, ANS NPUHATUSA
peLleHnsa MOXHO BOCMNOJIb30BaTbCsA NPOBHON BepCUue:

1. AKTMBaLMA ESET Internet Security C NoMoLLb0 becnaaTHOM NpobHOM NNLLEH3UN

2. YyacTue B nporpamme berTa-TecTmpoBaHus ESET

3. YcTaHoBUTe ESET Mobile Security, €Cav Bbl UCNO/Ib3yeTe MObUIbHOE YCTPONCTBO Android, 3TO
pelleHmne SBNAETCS YCNOBHO-6ecnnaTHbIM,

Y1060l NOJIYYUTb CKUOKY WU NPOANANTb NNLUEH3WIO, MPOOJINTE MPOAYKT ESET.

AKTUBALUA He BbINOJIHEHA:
pacnpocTpaHeHHble CLueHapum

Ecnn akTmBauwms ESET Internet Security 3aBepLunaach Heyaayein, Hanbonee pacnpocTpPaHEHHbIMY
CUEHapUSIMU ABASIOTCS:

* JINUEH3NOHHbIN KJ0Y Y>XKe UCNOb3YyeTCs.

* Bbl BBE/IM HELOMYCTUMBIN JIMLEH3NOHHbBIV KITHOY.

* B ¢hopme akTMBaLUMKM OTCYTCTBYET WM YKa3aHa HefonycTtuMasa nHgopmauns.
* Owmnbka obMeHa flaHHbIMUK C CepBepOM aKTMBaLUN.

* [ogkoYeHne K cepBepam akTuBaLmm ESET OTCYTCTBYET WU OTKJIIOYEHO.

YbenmTech, 4TO BBELEH NPaBUJIbHbIA NLEH3NOHHbIA K04 U eCTb NOAK/YEHNE K IHTepHeTy.
MonpobyinTe akTMBMPOBATb ESET Internet Security ewe pa3. Ecam 4ns akTuBaLmm Bbl UCNOSb3yeTe
YYETHYI0 3anucb ESET HOME, CM. CTaTbto YrpaBieHne nnueH3namm ESET HOME — oHNlaliH-CripaBKa.

Ecnn 0T06pa>KaeTc9| KOHKPETHaA owwunbka (Hanpleep, «JInueHsns NnpnoCTaHoOB/1EHA» NN
<<r|peBbIUJeH nopor ncrosib30BaHNA JINLEH3UN»), cnep,y|7|Te NHCTPYKUWNAM B pa3fgene CocTosHuMe

JINLIEH3NN.

Ecnv BaM BCe paBHO He yaeTCs BbIMOJAHUTbL aKTUBALMIO ESET Internet Security, BOCMO/Ib3YNTECH
CpencTBOM ESET M0 YCTPaHEHWO HENOJIaA0K aKTUBALIMN, KOTOPOE COAEPXUT OTBETbI Ha YacTo
3aJlaBaeMble BOMpPOChl, cBefeHmMs 06 ownbkax n cnocobel peweHma npobnem c akTueaunen un
NNLLEH3UPOBAHNEM (LOCTYMHO Ha aHIIMACKOM N HECKONbKMX APYrUX A3blKax).

CocTOosilHUEe NULEeH3UHU

Y nuueH3nm MoryT 6biTb pasHble cocTosHMSA. COCTOsSIHME NMLEH3MM oTobpaxxaeTcs B ESET HOME.
YT106bI LOOABMTb IMLEH3MIO B YYETHYIO 3anucb ESET HOME, 03HaKOMbTeCb C pa3aenom [obasieHne
JNLLEH3UN.

Ecnm y BaC HeT y4eTHOW 3anucu ESET HOME, MOXKHO CO3aTb HOBYHK YYETHYI 3anucb ESET HOME.
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https://www.eset.com/int/beta/
https://www.eset.com/int/beta/
https://support.eset.com/kb2997
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https://support.eset.com/dt7664
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https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_account
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Mpwn noboM COCTOAHUN NNLEH3UN, KPOME aKTUBHOIO, 0TObpa3nTcs cooblieHne 06 owmnbke Bo BpeMs
aKTUBALUWN NN yBEAOMJIEHNE B [1aBHOM OKHE MPOrpaMmbl.

YT0b6bl OTKNIOYNTL YBEAOMIEHNSA O COCTOSHUM JINLLEH3UN, OTKPOMTE pa3aen PaclumpeHHblie
napaMeTpsl (F5) > YBegoMmneHus > CoctoaHua npunoxeHus. LLlenkHute N3MeHUTb pagoMm C
3/ieMeHTOM COCTOSIHUA NMPUNOXKEHUSA, pa3BepHUTE 3/1eMeHT JIMueH3upoBaHue 1 CHUMUTE (PJiaXKoK
pAAOM C yBEeAOMJIEHMEM, KOTOPOE HYXHO OTK/OUYMTb. OTK/IIO4EHNE YBEOOMJIEHUSA HE pewwnT

npobnemy.

B Tabnumue HUXe npmBedeHbl ONUCAHNS Y PEKOMEHAYEMbIE PELLEHNS A5 Pa3HbIX COCTOSHU

JINLEH3UN.

AKTUBHbIN

MpeBbileH nopor
NCnoJsib30BaHNA

lprocTaHoBsEHa
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JInueH3ns oencTeuTeNbHaA, U HUKAKUX
LEeNCTBUI NONIb30BaTENS He TpebyeTcs.
lNporpaMmy ESET Internet Security MOXHO
aKTusMpoBaTb. CBeEeHMA 0 NLEH3UN
MO>XHO HaWTWN B [J1IaBHOM OKHE NMporpaMmbl
> CnpaBKa ¥ nogaepxka.

dTa NmueH3uns NCroJib3yeTca Ha bonbwem [Onsa nony4yeHna OonoJIHNTENbHbIX

KOMIMYeCcTBe YCTPONCTB, YEM OHa CBEAEHUIN CM. pa3aen AKTUBaLNS
npeaycmatpusaeT. OTobpasnTcs He BbINOJIHEHA W3-3a NPEBbILLIEHNS
coobweHune 06 ownbke Npu akTUBaLMW. Nopora MCNoab30BaHUA NNLEH3UN.
JInueH3nsa NpnuocTaHoBNEHa M3-3a YCTaHOBNEHHbLIN NPOAYKT: eC/in y

npobnem c onnaToi. YTobbl NCMONL30BATL BAC €CThb yYeTHAN 3anuch ESET
nnueH3mnio, ybeanTech, 4To B ESETHOME ~ HOME, B yBEOMJIEHUN,
YKa3aHbl BallW aKTyaslbHble NJaTexXHble  0TOOpPaXKaeMOM B r/1aBHOM OKHe
AaHHble, K 06paTUTECh K MOCPEAHVKY, Y MPOrpaMMbl, LWEIKHUTE
KoToporo bblna npuobpeTeHa NULEH3MS.  YnpaBAATb JIML,EH3UeNn B ESET

ITa owmnbKa MOXXeT 0Tobpa3nTbCS BO HOME 1 NpocMOTPUTE CBOU

BPEMS aKTMBaLMMN UAN B [1aBHOM OKHE nnaTeXxHble AaHHble. nn

NporpaMmbl. obpaTnTeCh K MOCPEAHUKY, Y
KoToporo bbina npnobpeTeHa
NNLEH3US.

Owwmbka Npu aKkTUBaLUN: €Cn 'y
BaC eCTb yY4eTHas 3anncb ESET
HOME, B OKHe coobLyeHns 06
ownbKe Npy aKTMBaLMU LLENKHUTE
OTKpbITL ESET HOME 1
NPOCMOTPUTE CBOU MN1aTeXHble
LaHHble. nn obpaTuTech K
nocpeaHuKy, y KoToporo belna
npuobpeTeHa NULEH3MS.



Cpok aencTeus CpoK AeACTBUS INLIEH3UN NCTEK, U Bbl HE  YCTAHOBJ/IEHHbIN NPOAYKT: B

ncTeK MOXXeTe aKTMBMPOBaTb ESET Internet Security YBeOMNeHUN, oTobpakaeMoM B
C MOMOLLbIO 3TON NMLEH3MN. IDTa owmbKa  rJIaBHOM OKHe Nporpammbl,
MOXXeT 0T0bpa3nTbCS BO BpeMS WwesnkH1Te MpoanuTb JIMLLEH3UIO
aKTUBaLMW AW B [1aBHOM OKHe n cnegynTe UHCTPYKLUMAM B

nporpamMmel. Ecam nporpaMma ESET Internet  pa3penie Kak npoasinTb

Security y>Ke YCTaQHOBJ/IEHA, KOMMbIOTEP He  JIMLIEH3UNIO? UAWN LENKHUTE

3allmLeH. AKTUBMpPOBaTb NMPOAYKT
BbibepuTe cnocob akTMBaumm.

Owwnbka npu aKTUBaLMN: B OKHE C
coobuieHmem 06 owmnbke npu
aKTuBauun wenkHute NMpopnute
CBOIO JIMLLEH3MIO 1 C/leaynTe
WHCTPYKLNAM B pasgene Kak
NPOAANTb ANLEH3NIO? UK
BBEAMUTE HOBbIN MO0 NPOANIEHHbIN
JINLLEH3VNOHHBIA KJIHOY U LLESIKHUTE
MpoanuTb INLEH3UIO.

AKTUBaLUA He BbiNOJIHEHA U3-3a npeésbilUEeHUuA
nopora ucnoJibsoBaHusA JIMULEH3UN

Mpobnema

* B0O3MOXXHO, NpeBbILLeH NOpPor UCNob30BaHUA BalLLEN IMLLEH3UN, NN OHA NCrnosib3yeTca He Nno
Ha3Ha4eHuto

* AKTMBaLWA He BbINOJIHEHA N3-3a npesBbileHnAa Nopora NCnoJib3oBaHUA INLEH3UNN

PeweHue

3Ta NNLEH3US UCNONb3yeTcs Ha 6oNblueM KONNYECTBE YCTPOMCTB, YEM OHa NpeayCcMaTpuBaeT.
B0O3MOXXHO, Bbl CTa/M XXepTBOM NUPATCTBa MK MNOAAEKN NPOrpaMMHOro obecrneyeHns. 3Ta
NNLEH3USA He MOXeT BblTb NCMOIb30BaHa AN aKTMBaLMMN Kakoro-nnbo apyroro npoaykTta ESET. Bbl
MOXXeTe pewunTb 3Ty NpobnemMy HenoCcpeaCcTBEHHO, €C/IN Y BaC €CTb MPaBO Ha yrnpaB/eHne
NLLEH3MeN B y4eTHON 3anncm ESET HOME nnau ecam Bbl Npuobpeny MnLEeH3NI0 B 3aKOHHOM UCTOYHUKE.
Ecnv y Bac ellle HET y4eTHOW 3anucu, co3fanTe ee.

Ecnu Bbl sBNSieTECH BAA4EbLEM JIMLIEH3UN U HE NOJYYUAN 3anpocC Ha BBOA afpeca 3NeKTPOHHOM
MOYThbI:

1. Y106bI yNpaBnsaTh AMLEH3MEN ESET, OTKponTe Beb-6pay3ep 1 nepengmte Ha Beb-cant
https://home.eset.com. OTKpONTE ESET License Manager 1 yaanute nnbo geaktuenpymnTte paboyune
MecTa. bonee noapobHbie cBeAeHUSA CM. B pa3gene YTo fesiath B CJly4ae NPeBbILEHNS Nopora
NCMO0Jb30BaHUS JINLLEH3UN.

2. 4T106hI pacrno3HaTb MUPATCKYO NNLIEH3UIO ESET 1 CoobLLNTb 0 Hen, BOCI'IOJ'Ib3yIZTer
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NHCTPYKUMAMM B CTaTbe Halleln 6a3bl 3HaHW.

3. Ecnin Bbl He yBepeHbl B TOM, 4TO NMPOUCXOANUT, HaXKMUTe KHOMKy «Hasap» v CBAXUTECH CO
CN1Y)KOOW TeXHW4ECKOWN NOAAEePXKMN ESET MO 3N1E€KTPOHHOW NoYTe.

Ecnn Bbl He Bnageney AnUeH3nmn, coobwnTe Bnagesbly 3TON IMUEH3UN O TOM, YTO Bbl HE MOXETE
aKTUBMPOBATb NPOAYKT ESET M3-3a NPEBbILEHUS MOPOra UCMOb30BaHUS AnLeH3un. Bnageney,
MOXET PeLlnTb 3Ty npobnemy Ha nopTane ESET HOME.

Ecnm Bbl moNy4mTE 3anpoc Ha NOATBEPXAEHNE afpeca IeKTPOHHOM NoYThl (OH 0TobpaxxaeTcs
TOJIbKO B HEKOTOPbIX CNy4asix), BBEANTE afapec 3/IEKTPOHHON MOYTbl, KOTOPbIA Bbl M3HAYasIbHO
MCNOSIb30BaNV A5 NMOKYMNKU WKW akTMBALMKM ESET Internet Security.

MoBbiLLeHue YPOBHSA JINLLEH3UU

3T0 OKHO yBeOMJIeHUS NOSBASETCS, Koraa Obia M3MEHeHa NNLEH3NUs, UCNoSib3yeMas ans
aKTVBaLMM BalLero npoaykTa ESET. i3MeHeHHas N1LeH31s No3BoSISeT akTMBUPOBATbL NPOAYKT,
KOTOPbIA MMeeT Bosblie PyHKUMIA 6€30MacHOCTU. ECIN HUKaKMX U3MEHeHWI cienaHo He 6bino, B
ESET Internet Security 0AVH pa3 0Tob6pasnTCs OKHO nNpeaynpexaeHus Mepexomn K UCNOJIb30BAHUIO
NpPoAyKTa € 60NbLWMM KONNYECTBOM (hYHKLUHA.

Da (pekoMeHpyeTca): 6yneT aBTOMAaTUYECKN YCTAHOBJIEH NMPOAYKT C AOMOJHUTENbHBIMU
DyHKLUMAMN 6e30MacHOCTW.

HeT, cnacmbo: HUKakux n3meHeHun He byneT, 1 yBeaomneHune 6onblue He NOSABUTCS.

CBefieHuns 0 TOM, KaK U3MEHUTb NPOOYKT MO3>)Xe, CM. B CTaTbe 0a3bl 3HaHUN ESET. JONOAHUTENbHbIE
CBefeHuns 0 NnLeH3nax ESET cM. pa3gesie Bornpockl 1 0TBEThI 0 JINLLEeH3NPOBaHUMN.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb 0bHapyxeHus v v v
PaclwumnpeHHoe MallnHHoe obyyeHune v v v
BJIOKMPOBLLMK 3KCMJIONTOB v v v
3almnTa OT aTak Ha OCHOBEe CLeHapues v v v
3aliuTa OT (PULLNHTa; v v v
3awmnTa goctyna B UHTepHeT v v v
Cuctema HIPS (B TOM YMce 3alimTa OT NporpaMm- v v v
BbIMOraTesnen)

3alwmnTa oT cnamMa v v
®ariepson v v
WHcnekTop ceTun v v
3awwuTa Beb-kamepsl v v
3awmnTa OT CceTeBbIX aTak v v
3awwuTa oT 6oTHETOB v v
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

3awwmTa 6aHKOBCKOW OMNaThl
PoanTenbCKuin KOHTPOJIb
AHTMBOP

Password Manager

ESET Secure Data

ESET LiveGuard

N N N N 8N N

lNMoBbilLeHUe YPOBHA NPOAYKTa

Bbl 3arpy3nin yCTaHOBLUMK MO YMOMYAHUIO U PELLNAN N3MEHUTb aKTUBUPYEMbIA MPOAYKT, UIN Bbl
XKenaeTte 3aMEeHUTb YCTaHOBAEHHbIA MPOAYKT Ha NPOAYKT C AOMNOJIHUTENbHLIMUA (PYHKLMAMN
H6e3onacHoCTN.

N3MeHeHMe NpoAyKTa BO BPEMSA YCTaHOBKM.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Mogaynb obHapyxeHuns

PaclwmpeHHoe MalnHHoe obyyeHne
BNOKMPOBLLMK 3KCMIONTOB

3almTa OT aTak Ha OCHOBe CLeHapues
3aliuTa OT (PULIKNHra;

3awwuTa goctyna B UHTepHeT

N N N N N 8N N
N N N N N 8N N
N N N N N 8N 8N

CncTeMa HIPS (B TOM Yncie 3alimTa OT NporpamMm-
BbIMOraTenemn)

3awuTa oT cnama

®ariepson

NHchekTop ceTun

3awwuTa Beb-kamepsl
3awmTa OT ceTeBbIX aTak
3awmTa oT 60THeTOB
3awmTa 6aHKOBCKOW onnaThl
PoanTenbCKMn KOHTPOb

N N N N N N SN SN s

AHTUBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NSNS s


https://support.eset.com/kb6584#install

MoHu)XeHue yPOoBHA JINLLEH3UU

3TO AMANOroBOe OKHO MOSIBNIAETCS, KOrja bblna n3MeHeHa NMULEH3Us, UCNoNb3yeMas ANs akTUBaLUK
BaLLero nNpoaykTa ESET. U3MeHeHHast IMLEH3US MOXKET UCMOJIb30BaThCS TONbKO C APYTrM NPOAYKTOM
ESET, KOTOPbIA UMEEeT MeHblle (yHKLMIA Be3onacHoCcTU. MpoayKT 6bl1 U3MEHEH aBTOMATUYECKM,
4T0ObI MPEAOTBPATUTL MNOTEPIO 3aALUNTHI.

HdononHuTtenbHble CBEAEHNS O JINLIEH3NAX ESET CM. pa3aene BonpocChl M OTBETHI 0 JINLLEH3NUPOBAHWUMN.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKL0ro 13 NpoayKTOoB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb 0bHapyxeHus

PaclwunpeHHoe MallnHHoe obyyeHune
BNOKMPOBLLMK 3KCNIOATOB

3awmnTa OT aTak Ha OCHOBE CLieHapueB
3almMTa OT (PULLINHTa;

3awwmTa goctyna B UHTepHeT

N N N N 8N 8N SN
N N N N N N SN
N N N N 8N 8N SN

CncTema HIPS (B TOM Yucne 3awmTta OT NporpamMmm-
BbIMOraTenen)

3awuTa oT crnama

danepson

NHcnekTop ceTun

3awmTa Beb-kamepbl
3awuTa OT CceTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTta 6aHKOBCKON onsaThbl
PoanTENbCKUIN KOHTPOSb

N N N N N N N 8N~

AHTMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N SN SN NSNS S s

NMoHU)XeHue YPOBHA NPOAYKTa

YCTaHOBNEHHbIV Cenyac NpoaykT umeeT bosblie yHKUun no obecnevyeHunto 6€30nacHOCTU, HYEM
NPOAYKT, KOTOPbIV Bbl COBMpaeTeCb akTUBMPOBATb. Bbl yTpaTuTe 3alMTy OT KpaXku 1 JocTyn K
COOTBETCTBYIOLWMM AaHHbIM, KOTOPbIE XPAHATCS Ha NopTane ESET HOME.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKA0ro 13 NpoayKTOoB.
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Mogaynb obHapyXeHuns

PaclwimpeHHoe MalwnHHoe obyyeHne
BNOKUPOBLLMK 3KCMIONTOB

3awmnTa OT aTak Ha OCHOBE CLieHapueB
3alMTa OT (PULLNHTa;

3awwmTa goctyna B UHTepHeT

N N N N 8N 8N 8N
N N N N 8N N SN
N N N N 8N 8N SN

CncteMa HIPS (B TOM Yncie 3alimTa OT NpPorpamMm-
BbIMOraTesien)

3awuTa oT crnamMa

®ariepson

NHCcnekTop ceTu

3awwnTa Beb-kamepsl
3alunTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6aHKOBCKOW onnaThl
PoAnTEeNbCKUIN KOHTPOSb

N N N N N N N 8N~

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N SN SN NSNS S s

YcTpaHeHue HenoJiagoK Npu yCTaHOBKE

Ecnm BO BpeMA YCTaHOBKW BO3HNKAlOT ﬂpOGJ’IGMbI, MacCTep YCTaHOBKW NpenoCTaB/IAET peleHne on4d
YCTPaHeHNA HeNnoNaaoK, KOTOPOoe NOMOXeT C HUMN CMPaBUTLCA, €CJZ1In 3TO BO3MOXXKHO.

WenkHuTe 3al1yCTVITb yCTpaHeHue HenoJsiaaok. Korgna peweHne ona yctpaHeHna HEMOMa40K
3aBepuwnT pa60Ty, BbINOJIHNTE PEKOMEHAYEMbIE AencTeuns.

Ecnm npobiema He byAeT ycTpaHeHa, CM. CMIMCOK PacrpoCcTpaHeHHbIX OWNBOK YCTaHOBKM 1 PELLIEHWI
A8 HUX.

HacTpouka BonoJsIHUTENbHbIX MHCTPYMEHTOB
0e30nacHOCTHU ESET

Mpexae 4eM HavyaTb UCNOJIb30BaThb ESET Internet Security, Bbl MOXKeTe HAaCTPOUTb LOMOJIHUTESIbHbIE
cpencTBa 6e30MacHOCTM ANA MaKCMManbHOM 3aLUNThI:

¢ POANTENLCKUN KOHTPOJIb
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* AHTUBOP

15 nonyYyeHns OOMNOSHUTENbHbLIX CBEAEHUI 0 HAaCTPoMKe cpeacTs 6@30nacHOCTU B ESET Internet
Security NPOYMTaNTe CNeayioLLy0 CTaThio 6a3bl 3HaHWIA ESET.

NepBoe CKaHUpPOBaHUE NocJie YCTAaHOBKHU

Mocne ycTaHOBKM ESET Internet Security U MePBOro yCreLwHoro 06HOBIEHNS aBTOMATUYECKM
HAYMHAETCS CKaHMPOBaHME KOMMbIOTEPA Ha HaJIM4yMe BpeLOHOCHOro KoAa.

CKaHUpoBaHMe KOMMbIOTEPA TAKXEe MOXKHO 3aMyCTUTb BPYYHYIO B [JIaBHOM OKHE NMporpaMmbl >
CkaHupoBaHMue KoMnbloTepa > CKaHMpoBaTb KOMNbIOTEP. [/15 NOSyYeHNs LONONHUTENbHbIX
CBeAEHNI 0 CKAHMPOBAHUN KOMMbOTEPA CM. pa3fen CKaHUPOBaHVE KOMMLIOTEPA.

(es[z1) INTERNET SECURITY - u =
(8 ©bcr © CkaHupoBaHMe KOMMbOTEPa 7
CkaHupoBaH1e
Q P — @ PacwupeHHoe ckaHMpoBaHue ~
BLIGOPOUHOE CKAHHPOBAHKE i
(™ Obrosnenme CKAHMPOEAHHE ChEMHBIX HOCHTENE
EI Cepeuc
MepeTawmTe croda Painsl ANA CKaHMPOBaHWA
1;(-):} HacTpoiixa
@ Cnpaeka W NoAAEpkKKa Q CkaHWpoBaHWe KoMNbIoTepa 10/13/2022 9:01:23 AM

(&Y Yuetnans sanmce ESET - ) P
(Ee HOME Mpowzowno obHapykeHui: 0
REGISTRY\MACHINE\SOFTWAREClasses\WOW8432Node\ CLSIDY{BFO...: n n
sssese o

~ Bonblue ceeneHWA OTKPEITE OKHO CKAHWMPOBaHMA

3T MOXKET ZaHATE HEKOTODOE BQEMA. Mo 33ABEPLUEHNN CKaHWPOBAIHNA Bbl NOMYHHTE YEELDMNEHNE.

Progress. Protected. [leictere nocae ckad. | Huuero He npeanpunnm... ~ | €D

ObHOoBNIEHUEe 0,0 HOBOW BepCUM

HoBble Bepcum ESET Internet Security BbIMYCKalOTCA A8 peann3aumm yaysweHnin nam ncnpasieHns
npo6aem, KoTopble He MOryT ObITb YCTPaHEHbI aBTOMATUYE€CKUM 0OHOBIEHNEM MOAYJIEN NPOrPaMMBbI.
O6HoBNeHNe o 6onee HOBOM BEPCUM MOXHO BbINOJHUTbL OJHUM U3 HECKONbKMX CNOCO60B.

1. ABTOMaTM4eCKM NyTeM 06HOBNIEHNS NPOrpPaMMbl.

MockonbKy 06HOBNEHMA NPOrpaMMbl PACNPOCTPAHATCA CPeaM BCEX MOb30BaTeNeR N MOTyT
MOBANATb HA HEKOTOPbIE CUCTEMHbIE KOH(UIYPaLUK, OHUN BbINYCKATCS TOJIbKO Nocse
OANTENbHOr0 TECTUPOBAHNSA C Lenbto obecnevyeHns 6ecnepeboitHon paboThl Ha BCEX BO3MOXHbIX
KOHUrypaumsax. Ytobbl nepeiT Ha HOBYIO BEPCUIO CPa3y MOC/e ee BbiMyCKa, BOCMOb3yNTeCh
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OOHUM M3 NepeyvncIeHHbIX Huxe cnocobos.
YbeauTech, 4TO BKAOYEH NapamMeTp OOHOBNEeHne (PyHKLMIA NPUIIOKEHUA B pa3aene
PacwupeHHble napameTpsl (F5) > ObHoBneHue > Mpodunu > ObHOBNEHUA.

2. Bpy4Hyto B r1aBHOM OKHE MporpaMMbl C MOMOLLbIO KHOMKK MpoBepuTb Hann4yme oO6HOBNEHUN
B pa3aene ObHoBneHue

3. Bpy4Hyto nyTeM 3arpysku n yCTaHOBKMW HOBOW BEPCUY MOBEPX NPeablAYyLLEei.

HononHnTeNbHbIE CBEAEHNS N NNMOCTPUPOBaHHbIE MHCTPYKLUWWN CM. B pa3fenax:

» ObHOBIEHME MPOAYKTOB ESET — NPOBEPKa Ha HaJIM4yme HOBENLIMX BEPCUA MoAyaen NpoayKTa

* PasnnyHble TUNbI BbINYCKOB M 0OHOBNEHWUI MPOAYKTOB ESET

ABTOMaTU4YecKoe OOHOBJIeHUe yCcTapeBLUen
BepCUM NpPoAyKTa

Bepcus npoaykTa ESET 6onblue He nogaepxmnaeTcs. Baw npoaykT 6bi1 06HOBNEH A0 NnocnenHen
BEPCUUN.

A PacnpocTpaHeHHble Npobaembl, BO3HUKAKLME MPU YCTAHOBKE

Ka)x[iasi HoBasi BepCUsi NPOAYKTOB ESET COAEPXXUT MHOXXECTBO MCMPABAEHNI OWNOOK 1
yNyylleHuid. IMerowmecs KIMeHTbl C AeNCTBYIOLLEA NULIEeH3Uen ANns NpoayKTa ESET MoryT
BecnnaTHO NeperTi Ha NOCNeAHIO BEPCUIO TOMO Xe MPoAayKTa.

Y706bI 3aBEPLUNTL YCTAHOBKY, BLINOJHUTE Cieayowmne aencTBus.

1. Haxxmnte anIHﬂTb U NPOAOJIKHUTD, 4TOObI MPUHATDL JINLLEH3NOHHOE cornauleHne ¢ KoHe4YHbIM
noJibsoBaresieM N NoATBepPONTb CBOE corjlacmne C NOJINTUKON KOHPUAEHUNaNLHOCTU. ECan Bbl HE
COrflacHbl C JIMLLEH3MOHHbBIM COrJlalleHneM, HaxxMuTe Y aanuTb. BoCcCTaHOBUTL NpeablayLLyo
BEPCNO HEBO3MOXXHO.

2. lenkHnTe Pa3pelumnTb BCe M NPOJOJIKUTb, YTOObLI pa3pelnTb Kak Cuctemy 0bpaTHON CBA3N
ESET LiveGrid®, TaK 1 [lporpammy yay4lieHWs noJib30BaTebCKOr0 OMbITa, WK HaXMUTE
MpPoAoMXKNTB, €C/IN Bbl HE XOTUTE Y4aCTBOBATb.

3. locne akTMBaLMN HOBOIro NPOAYKTa ESET C NOMOLLbIO JINLLEH3UOHHOIO KJto4a OTKPOeTCH
CTpaHuUa <<0630p>>. Ecnn cBefeHnsa o MNLEH3UN He HaOeHbl, Bbl CMOXETE npPoAo/IXKNTL C HOBOW
JIMLEeH3Men Ha I'IpO6H0€ ncnonb3oBaHue. Ecnn nuueHsns, ncnonb3yemas B npelbigyuem
NPOOYyKTeE, HeAenCTBUTENbHA, aKTUBMPYNTE NPOAYKT ESET.

4. lns 3aBepLUEHNS YCTAaHOBKN HE06X0AMMO Nepesarpy3nTb YCTPOMCTBO.

byneT BbiNOoJIHEHA YCTAaHOBKA ESET Internet
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Security

9T0 AMaNOroBoe OKHO MOXKET 0Tobpa3nTbCA:
* B npouecce ycTaHoBKN — wWenkHUTe MpoponKuTb, 4Tobbl YCTaHOBUTL ESET Internet Security.

¢ anI U3MEHEHUN NTNLLEH3NN B ESET Internet Security — LLeNKHUTE AKTHBHPOBaTb, 4TOObI
N3MEHUTb JINLUEH3NIO N aKTUBNPOBATL ESET Internet Security.

C nomoLbto NapameTpa U3MeHUTb NPOAYKT MOXHO NepPEKNoYaTbCs Mexay Windows-npoayKTamu
ESET AN19 OMALUHEro UCnoib30BaHWs, LOCTYMHLIMU B COOTBETCTBUM C BalLeW NMLEH3MEN ESET.
MoapobHee cM. B CTaTbe Kakom y MeHS MPOAYKT.

NMepexon K UCNOJIb30OBAHUIO APYrON JINMHEUKH
NPOAYKTOB

Bbl MOXeTe rnepekaiyaTbCa Mexnay pasinyHbiMn Windows-npoayKTaMn ESET Ang OOMaLLHero
ncnoJib3oBaHnA, 4OCTYMNHbLIMW B COOTBETCTBUN C Ballen nuueH3nen ESET. I'Io,upoﬁHee CM. B CTaTbe
Kakoi y MeHs NpoaYyKT.

Peructpauusa

3aperncTpupynTe NULEH3MI0, 3aM0HIB MO PErUCTPALIMOHHON (hOPMbI U Ha)KaB AKTUBMPOBATL.
06s3aTenbHbl K 3aM0/IHEHWIO MOAS, PAAOM C KOTOPbIMUM B CKOBKax AaHO COOTBETCTBYIOLLEE YKa3aHMe.
JaHHas nHhopMaums 6yaeT MCNoNb30BaThCS TOMbKO B LENAX, CBA3aHHbLIX C Ballen AnLEeH3nen ESET.

Xopn BbINOJIHEHUA aKTUBaL UM

MpoLecc akTMBaLMM 3aiMeT HECKOJIbKO CEKYHJ (HE0BX0ANMOe BPEMSI MOXKET OT/INYaThCA B
3aBMCUMOCTYM OT CKOPOCTMN MNOAKOYEHNS K VIHTEpHETY U XapakTepPUCTUK KOMMbloTepa).

AKTUBaLUA BbINOJIHEHA

Mpouecc akTBaL MK 3aBeplueH. YTobbl 3aBEPLINTL HACTPOIKY ESET Internet Security, CieayiTe
yKa3aHUsAM Moc/ieyCTaHOBOYHOr0 MacTepa.

ObHoBNeHne MOLY/1A HAYHETCH Yepes HeCKOJIbKO CeKyH[. PerynsapHele obHoBNEHNS ESET Internet
Security HQ4YHYTCS Cpa3y Nocjne 3Toro.

MNepBoe CKaHMPOBaHNE HAYHETCS aBTOMATUYECKM B TedeHme 20 MUHYT nocse obHoBNEHNS MoAaynA.
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PyKoBOACTBO OJ11 HAYUHAIOLLUX

B 3ToM pa3fene npnBoasTcs obLime CBeAEHNS O MporpaMMHOM obecrneyeHunm ESET Internet Security 1
€ro OCHOBHbIX NapamMeTpax.

NaBHOE OKHO NpPoOrpaMmbl

[NaBHOE OKHO MporpamMmbl ESET Internet Security pa3fiesieHo Ha ABe YacTu. OCHOBHOE OKHO CrpaBa
CONEPXMNT NHOPMALMIO, OTHOCALLYOCS K MapaMeTpy, BbibpaHHOMY B r1aBHOM MEHIO CleBa.

NnnocTpupoBaHHbIe NHCTPYKLUK
MﬂﬂiOCTpVIpOBaHHbIe NHCTPYKUWWN Ha AHIIMNCKOM 1 eLle HECKOJIbKNX A3blKaX MOXKHO HANTW B
paspene OTKpbITME rNAaBHOI0 OKHa MPorpaMmbl B NPOAYKTax ESET Ana Windows.

Onuwnn rnaBHOro MeHIo:
0630p: 3TOT NYHKT NpenocTaBaseT MHDOPMALINIO O COCTOSIHMM 3alnTbl ESET Internet Security.

CkaHMpoBaHWe KOMNbOTEpPa: HaCTpOI7IKa M 3anyCK CKaHMPOBaHNA KOMMNbIOTEPa WJIN CO30aHNe
BbI60pO‘-IHOFO CKaHMpOBaHUA.

ObHoBsIeHME: oToBparkeHne nHpopMaumm 06 obHoBNEHU MOAY A U MOAYNS 0BHapyXXeHus.

CepBsuc: obecneymBaeT AOCTYN K PyHKUMSAM VIHCnekTop ceTu, 3awmnTa 6aHKOBCKON oniaThl, AHTUBOP
N K ApYruM QyHKLMSAM, KOTOPbIE MOMOraloT YNPOCTMTb NPOLECC aAMUHUCTPUPOBAHUS NMPOrpaMMbl 1
cofepXaT AOMOSHUTENbHbIE BO3MOXXHOCTU A5 OMbITHBLIX NONb30BaTENEN.

HacTpolika: napameTpbl KOHUIypaLuum ans hyHKUWIA 3aWnTbl ESET Internet Security (3aLUuUTbl
KOMMbIOTEPa, 3alUnThl IHTEepHEeTa, 3aluThbl CETU, CPeacTB 6€30MacHOCTH), a TakXKe A0CTYN K
PACLLUMPEHHbIM NapamMeTpam.

CnpaBka 1 nogaepxxka: I/IH(bOpMaLI,I/Iﬂ 0 BalleWn InLEH3UK, yCTaHOBJIEHHOM NPOAYKTe ESET, @ Takxe
CCbIJIKU Ha MHTEepHeT-cnpaBkKy, 6a3y 3HaHWUM ESET 1 cnyX0y TEXHNUYECKOM NOANEPKKMN.

YyeTHas 3anuch ESET HOME: NOAK/04YeHME YCTPONCTBA K ESET HOME WX NPOCMOTP COCTOSHUSA
NOAKIOYEHNS K Y4E€THOM 3anncu ESET HOME. icnonb3yinTe ESET HOME A5t MpOCMOTPa HacTpoek
AHTVBOP U aKTUBMPOBAHHbIX ULEH3WNIA U YCTPONCTB ESET, @ TakXXe yNpaBiaeHUs nMu.

YT106bl N3MEHNTb LBETOBYIO CXEMY rpadn4eckoro nHtepdernca ESET Internet Security,
03HaKOMbTECb C pa3fesioM JJeMeHThl MHTepdenca.

B okHe OB30p oTobparkaeTcs NMHGOPMALINS O TEKYLLLEM COCTOSHUN 3aLLUNTbI KOMMbOTEpa 1 BbICTpbIe
CCbIJIKKN Ha pyHKUMM 6e30nMacHOCTY B ESET Internet Security.

B okHe 0630p oTobpaxkatoTcsa yBenomaeHmns ¢ noapobHon nHdopmaumen n peKkoMeHayeMbIMu
peleHnaMn Ansa nosbiweHns 6e30nacHOCTM ESET Internet Security, BKIIOYEHUS AOMOJHUTENbHbIX
(byHKLMIN 1 obecrneyveHns MakCMMasbHOW 3almnTbl. [Ipy HaAMYUM LONOAHUTESNbHBIX YBEA0MJIEHNN
wenkHnTe Ewe X yBepoMneHun, 4Tobsl pa3BepHyThb BCe.
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@ HacTtpoiika
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@ Cnpaeka u nogaepsea ’:"Q‘ ‘“ @
X J

@ YueTHan zanucs ESET 3awmnTa 6aHKOBCKOW

HOME WHcnekTop cetn onaarbl AHTUBOP

Progress. Protected.

. 3eneHbln 3HA4YOK U 3esieHbIn cTaTyc Bol nop, 3alMTOM CBNOETENLCTBYIOT O MaKCMaJIbHOM
YPOBHE 3allNThbI.

HencTBuA, KOTOpbie cenyeT BbiMOJIHUTL, €C/IM NporpamMMa
He paboTaeT HapneXxawmum obpasom

Ecnv moaynb akTMBHON 3aWnTbl paboTaeT NpaBuibHO, 3HAYOK COCTOSIHMA 3alUTbl Oy AeT 3eNeHbIM.
KpaCHbIN BOCKANLLATENbHbIA 3HAK WU OPaHXXEBbIN 3HAYOK YBEIOM/IEHUSI 03HAYAET, YTO
MaKCUMaJlbHas CTeneHb 3allnThl He obecnevynBaeTcs. JONONHUTENbHbLIE CBEAEHNS O COCTOSHUN
3alUMThI KAXXA0r0 MOAYJIS, @ TaKXXe NpeasiaraeMble peLleHnst Aas BOCCTAHOBIEHNS MOMHON 3aLUUThI
oTobpaXkatoTca B BUAE YBeAOM/IEHNS B OKHe 0030p. 111 N3MEHEHNS COCTOSHUSA OTAE/bHOro Moay s
wenkH1nTe HacTpomka 1 BbibepnTe He0OX0AMMbI MOAY b,
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HacTtpoiika

Cripaeka W NoggepH#Ka A 3awura $aliNoBOR CUCTEMBI B peaflbHOM BpeMeH OTKAKOUEHa

¢|}'HKLI,IIF| OTKAKIYEHA, NO3TOMY Ball KOMNBHOTED HE 3alllHULeH OT HEKOTORBIX TUNOE YTrpaos. 310

| ¥uetnaa 3anuce ESET OUeHb OMACHO: BKIKYNTE 3ALLUMTY KaK MOXHO cKopee,
& HOME

% BrarounTe 3awuTy Baiinosoi CUCTEMBbI B peankHOM BpeMeHM

S = @)
@ U &Y
3awmTa 6aHKOBCKOM
WMHecnekTop cetn onaartbl AHTUBOP

Progress. Protected.

KpacHbI 3HAaYOK 1 KpacHbIA 3HAYOK OnoBeLLeHUs No 6e30nacHOCTH YKa3biBAOT Ha
KpUTn4yeckune npobnemsi.

Ona 0T06pa)KeHI/IF| TaKOro COCTOSIHUSA MOXET BblTb HECKONBKO MPUYnH.
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* MpoAyKT He aKTUBMPOBAH, /1M CPOK AEeACTBUA NIULLEeH3UU UCTEK — 00 3TOM
CUrHANIM3MPYET KPACHbIM 3HAYOK COCTOAHMSA 3auThl. C 3TOro MoMeHTa nporpamma bosbLie
HE CMOXXET BbINOJIHATb 00HOBNEHWA. 15 NPOANEHNS IMLEH3UN CNeayNTe NHCTPYKLMSM B
OKHe MpenynpexaeHus.

* Moaynb obOHapy)XeHUA ycTapen: 3Ta owmnbKa NosaBASETCS NOC/e HECKONbKINX

HeyAa4HbIX NOMbITOK 06HOBMTbL MOAYb 0BHapyXxeHns. PekoMeHayeTCs NpOBEPUTL
napameTpbl 06HoBNEeHMI. Hanbonee YacTas NpMynHa 3TON OWNOKN — HENPaBUIIbHO
BBEAEHHbIE AaHHbIe ANS ayTEHTUDMKALMN NN HEBEPHO HAaCTPOEHHbIE NapaMeTpsbl

noaKIK4YeHN .

* 3awmTa palnoBOM CUCTEMBI B peasibHOM BPEMEHMU OTKJII0YEHA: 3aLi/Ta B peasbHOM
BpEMEHMN OTKJI0YEeHa NoJib3oBaTeNeM. KoMnbioTep He 3alluLleH OT yrpo3. HaxmuTe
BknounTtb 3aiuty (pansioBOn CUCTEMbI B peasibHOM BPeMeHHU, 4TOObl NOBTOPHO
BKJIOUYUTL 3TY DYHKLMIO.

* Mopynu 3alMUTbl OT BUPYCOB U LLUMMOHCKUX NPOrpaMM OTKJIIOYEHbl: MOXXHO CHOBA
BKJIOYMTb 3aLLMTY OT BMPYCOB U LUMNOHCKMX MPOrpamMm, WenkHyB BKAOYUTL 3aluTy OT
BUPYCOB MU LUMUOHCKUX NPOrpamMMm.

* dauepBon ESET oTKAIOYEH: 06 370N npobneme CUrHann3npyeT yBeAOMJIEHME O 3aLluTe
Ha paboyem cTone paaoM € 3ieMeHTOM CeTb. YTOObI MOBTOPHO BKOYMTD 3aLLUUTY CETH,
LenKHNUTe 3nemMeHT BknouunTtb chanepson.



OpaH)XeBblIn LBET 3Ha4YKa YKa3blBAaET Ha TO, YTO AENCTBYET OrpaHMYeHHas 3awmnTa. Hanpumep,
cywectsytoT npobnembl ¢ 06HOBNEHMEM MPOrpaMMbl NN 3aKaHYMBAETCA CPOK AENCTBUS
JIMLLEH3NN.

Ina oTobparkeHns Takoro COCTOAHUSA MOXET BblTb HECKOJIbKO MPUYUH.

* MpepynpexpaeHue 06 onTuMusauumn Mopynsa «AHTUBOP»: 3TO YCTPONCTBO He
ONTUMM3UPOBAHO AN MoAyNs AHTMBOP. Hanpumep, Ha BalleM KOMMbloTepe MOXeT BbiTb He
co3faHa PaHTOMHadA y4yeTHas 3anncb (hyHKLUMA CUCTEMBI 3aLlLUThl, aBTOMaTUYEeCKN
BKJIlOYaeMas, Korga yCTponCcTBO NoMevyaeTCs Kak OTCYTCTBYoLLee). PaHTOMHYIO Y4ETHYIO
3aMnCb MOXXHO CO34aTb C NOMOLbIO PYHKUUKN OnTrMm3auns B Beb-nHTepdence AHTUBOP.

* UrpoBoM pe>xuMm aKTUBEH: BKJIlOYEHMEe UTPOBOIr0 pexuma npeactasnset
noTeHUManbHbI pUCK ans 6esonacHocTu. Mpu BKAOYEHUN 3TOM PYHKLMM BNOKUPYIOTCS BCe
BCM/IbIBAIOLLME OKHA 1 OCTaHaB/IMBAKOTCA BCe 3aniaHWpOBaHHble 3a4a4u.

* CpoK pencTBUA Balleu JIMLLEH3UU CKOPO 3aKOHYUTCA: MPU3HAKOM HaNN4msa 3Toun
npobnembl ABNAETCA NOSBIEHNE BOCKANLATENbHOMO 3HaKa B 3Ha4YKe COCTOAHMSA 3aLLnThbI
PAAOM C CUCTEMHBIMU YacaMu. Mocsie OKOHYaHUS CpoKa AeCTBUSA NNLEH3UN NporpaMMa
6osbLle He CMOXET BbIMONHATL OOHOBNEHNS, @ 3HAYOK COCTOAHNS 3alMThl CTAHET
KPaCHbIM.

Ecnv npennoXeHHble pelleHns He NO3BONSAIT YCTPaHUTb Npobnemy, BbibepnTe 3emMeHT CnpaBka K
nopaepiXkKa v NpocMoTpuTe hafibl CIPaBKU UIN MOULLUTE HYXHYIO MHOopMaumnio B base 3HaHuI
ESET. EC/iv BaM No-npexxHeMy Hy>XHa NoMoOLLb, OTNpaBbTe CBOW 3anpoc B CJ1yXOy TeXHUYeCcKon
noAgep>Xku ESET. Ee cneumanncTel onepaTUBHO OTBETAT Ha BaLUy BOMPOChI U NOMOryT HanTH
peLueHmne.

ObHOBNeHus

PerynsipHoe obHOBMIeHMe ESET Internet Security — NyyLIMI cnocob obecnednTb MakCMMasibHbIA YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb 06HOBNEHUS NoAAEepPXMBAET aKTyasIbHOCTb MNPOrPaMMHbIX
MOAYJiei 1 KOMNOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBNEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NMPOCMOTPETb UHGOPMALMIO O
TEKYLLEM COCTOSIHUM 0OHOBIEHUS, B TOM YC/IE AaTy U BPeMs NOoCieAHero yCrneLwHo BbiMOJHEHHOMO
06HOBNEHMS, @ TaKXe CBeAeHUst 0 He0bXxoaMMOCTI 0BHOBNEHNS.

KpoMe aBTOMaTU4YeCKoro 06HOB/IEHMS, MOXXHO BbINOJHUTL 0OHOBIEHME BPYYHYIO, HAXKaB KHOMKY
MpoBepuTb Hanuuue OOHOBNIEHUH.
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LI © O6HoBneHue ?
CraHupoBaHue
KoMAbraTERS , ESET Internet Security
s O TekylLlan BepCrA: 16.0.20.0
Cepeuc
MNocneaHee yonewHoe oBHOBAEHME! 10413

. V MocneaHAn ycnewHaa npoeepka Hankvaua 10/13,
Hactpoiika 0BHOBAEHWI:
CnpaBka W NogaepkKa MokazaTe BCE MOAYAMN
¥yeTHan 3anuce ESET
HOME

= MpoeepuTs Hanuume OBHOBAGHMI

B okHe «[lononHuTe IbHble HAaCTPONKU» (BbiIbepuTe NYHKT HAacTpoWKa B r/1aBHOM MEHIO, MOC/e Yero
WeNKHUTE 31eMeHT [LONONHUTE IbHbIE HAaCTPOMKM MM HAXXMUTE KNlaBuwy F5) coaepxaTcs
pacWwypeHHble NapaMeTpbl 06HOBAEHMS. 1S HACTPOWKN pacCLUMPEHHbIX MapaMeTpPoB 06HOBNEHMS,
TaKMX Kak pexum obHOBNEHMS, AOCTYN Yepes NPOKCM-CEPBEP W NOAKIIIOYEHUS K JIOKaJIbHOW CeTw,
wenkHMTe O6HOBNEHME B lepeBe pacCLUMPEHHbIX MapaMeTpoB.

Ecan npu obHOBAEHNM BO3HUKHYT Npobnemsl, WenkHUTe O4UCTUTDL, 4TOObI yOannTb KL
obHoBeHUs. Ecnm 06HOBUTL MOAYN MPOrpaMMbl BCE PaBHO He YAAETCH, CM. pa3aen YCTpaHeHne
HenoJ1aJoK Npu nosay4yeHunn coobleHmns «ObHoBEeHNE MOAYJIEN HE BbINOJIHEHO».
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JononHuTenbHbIe HACTPOWUKKU Q x| 7
| Moayne o6uapyxennn ED | B ochosHoe 5
O6HoBneHne BeiGpate npod ik 0BHOBAEHWNA NO YMOAYEHWUID Mol npodmnk e a

3aWuTa ceTH | ABTOMATUHECKDE NEpEKNHOMEHNE Npodunei M3meHuTs (i)

VHTERHET W 3AEKTPOINGE OuncTTE K3LW oBHOBNEHWI (i)

nouta

KoHTponk ycTpoicTe Orxar mopyna (5 ]

Cepanic CozaaTe CHAMEN MOgyned O

KonnuyecTeo nokansHo XPaHHUMBIX CHAMECE

Ortkat k NPeSBIAYLLIMI MOSY NAM ﬂ

WHTepdeiic nons3oeatens

YeegomMaeHMA

Mpodguau 5

Hactpoiku
KOHQWAEHLUMANBHOCTH

Mo ymonuanmio GDK OTmenHa

HacTpouka 3alumuThbl CeTH

Heobx0A4MMO HaCTpOUTb NOAK/OYEHHbIE CETU ANS 3allUThbl KOMMbIOTEPA B CETEBOW Cpee.
HacTpoinka 3awunThbl ceTu Ans paspelleHns obwero 4ocTyna AaeT BO3MOXXHOCTb NPefoCTaBUTb
LOCTYN K KOMMNblOTEPY APYrMM nosb3oBaTensM. MNocnenosaTeslbHO BbIbepUTE 31€MEeHThbI
HacTtpo#ka > 3awumta cetu > MoaKNIOYEHHbIE CETU U LLENKHUTE CCbIIKY PAAOM C MOAK/IOYEHHON
ceTbto. Bo BCnbIBaOLLEM OKHe 0TOOPa3AaTCa onunuy Ans KOHMUrypauum BbiIBpaHHON ceTn Kak
LLOBEPEHHOW.

Mo ymonyaHuto ESET Internet Security UCNONb3yeT NapaMeTpbl Windows Npu 06Hapy>XeHWN HOBOW CETMW.
Ans oTobpaXkeHns AManoroBoro okHa npu obHapy>XeHnn HOBOW CETW, M3MEHWUTE TUM 3aLUNTbl HOBbIX
ceTen, 4Tobbl 0TOOBPaXKaNCs 3anNpoc NoJSIb30BATENIO B V3BECTHLIX CeTAX. KOHpUrypaunsa 3awmuTsl CeTu
BbIMOJIHAETCS MPY KaXK40M MOAKJIOYEHNN BaLLEr0 KOMMbOTEPa K HOBOW CETW. M103TOMY 06bIYHO HET
HY>Xbl ONpefensiTb 10BEPEHHbIE 30HbI.
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NTERNET SECURITY ®

Ceti: hqg.eset.com
Apantep: Ethernet
IP-agpeca: 10.0.2.15, fe80:8c7e:a159:310f:c041

B AoBEpeHHON CeTW Ball KOMNLKTED BYAET BWAEH ANA APYTHX YCTROWCTE,
NOAKNKOYEHHBEX K CETH, PEKOMERAYEM AeNaTh 3TO TONLKO B AOBEDEHHON AoMALLHEN 1an
ofUCHOI CceTi.

HactpowuTs 31y cetb (hq.eset.com) Kak A0BEPEHHYO?

JonoAHMTENEHEE CEEZEHUA OO 3ToM CooBEeHMM # MNogpobGrocmi

B okHe HaCTpOI7IKI/I 3alnTbl CETU MOXXHO BblﬁpaTb OBa peXuMa 3allnThbl CETW.

* la — 0N OOBEPEHHOW CETU (goMalLHen nnm oucHom ceTu). Baw komnbloTep 1 obuwine
thannbl, XpaHALLMECSH HA HEM, BUOAUMbI NS OPYrMX NOMb30BaTENEN CETU, a TaKXe ApYrum
NnoJib30BaTeNAM CETU AOCTYMHbI CUCTEMHbIE PeCypChl. DTOT NapamMeTp peKoMeHayeTCs
NCMNOsIb30BaTb NpY AOCTyne K 6e30MacHON JI0KaIbHOM CeTHu.

* Het — ons HeposepeHHon ceTu (obwenocTynHomn ceTun). Paisbl 1 Nanky B Ballen cucTemMe He
SABNAOTCA 0OLWMMUN ONS APYrux nonb3oBaTenen B CeTU, 1 Apyrvue nNonb30BaTeNn CeTU Ux He
BUAAT, @ 0OLLMIA AOCTYN K CUCTEMHBIM pecypcaM OTKJIIOYEH. DTOT NapaMeTp peKoMeHayeTCs
MCrosib30BaTb NMpu AOCTyNe K 6eCnpoBOAHbIM CETAM.

HenpaBuiibHas KOHUrypaumns CeT MOXXET NpeAcTaBNsTb Yrpo3y 6e30nacHOCTM BaLIero
KOMMblOTepa.

A

Mo ymon4yaHuio paboyne CTaHUMM M3 4OBEPEHHON CETW MONYYaOT AOCTYN K hannam un
NpUHTEpPaM, 15 KOTOPbIX OTKPLIT 06WmMin 4OCTYN, AN HAX Pa3peLleHbl BXOAALWME COeANHEHUS
RPC, @ Takxxe JocTynHa cnyxba ynaneHHoro paboyero ctona.

JononHuTeNbHbIE cBefeHns 06 3TON (hyHKLUUN CM. B CTaTbe 6a3bl 3HAHWI ESET:

* MI3MeHeHne HaCTPOonKKM hanepBoaa CETEBOr0 NOAKAYEHNS B NPOoAYKTax ESET ans Windows Aans
JOMallHero ncnoJib3oBaHuA

BKIIO4YUTL AHTUBOP

MepcoHasibHble YCTPONCTBA NOCTOSAHHO MOABEPralTCs PUCKY MOTEPU UK KPAXKM B HALLWX
MOBCEHEBHbIX MOe3aKax U3 AoMa Ha paboTy nam B Apyrue obuiecTBEHHbIE MeCcTa. AHTMBOP — 3TO
YHKUMS, KOTopast paclumpsieT 6e30nacHOCTb Ha YPOBHE MOJIb30BATENS B C/lyYae NOTEPU NN KPaXKi
YCTPONCTBA. AHTMBOP MO3BOJIAET MOHUTOPUTL WUCMOJIb30BaHNE YCTPONCTBA U OTCIEXUBATL Ballle
noTepsiHHOE YCTPOMCTBO C MOMOLLbIO JIOKAJIM3aLUun no IP-agpecy B ESET HOME, noMoras
BOCCTAHOBUTb YCTPOMCTBO 1 3aLUUTUTb JINYHbIE IaHHbIE.

Enarouapﬂ NCNoJib30BaHUIO B MOoAYye AHTI/IBOp TaKNX COBPEMEHHbIX TEXHONOrni, Kak onpepeneHne
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reorpagu4eckoro MecTononoXXeHns no IP-agpecy, 3axeaT M30bparkeHnin ¢ NoMoLbio Beb-kamepel,
3alMTa yYeTHOW 3anncu Noib3oBaTeNs  MOHUTOPUHT YCTPOMCTBA, NONb30BaTENN U
NpaBoOOXpaHUTE/IbHbIE OPraHbl UIMET BO3MOXXHOCTb HAaX04UTb NOTEPSAHHbLIE UKW YKPAAEHHbIe
KOMMbIOTEPbI NN YCTPONCTBA. B ESET HOME Bbl MOXETe YBUAETb, KaKne AeNCTBUNS BbIMOJHATCS Ha
BalLeM KOMMbIOTEPE AN YCTPONCTBE.

HononHutenbHble cBegeHNs o0 AHTUBOP B ESET HOME CM. B NHTEPaKTUBHOW CnpaBke ESET HOME.

AHTMBOpP MOXeT paboTaTb HEMPaBW/IbHO Ha KOMMbIOTEPAX B JOMEHaX M3-3a OrpPaHNYeHni B
yrnpaB/eHUN YHETHBLIMU 3aMUCAMU MOJIb30BaTENEN.

Y106kl BKIOYNTE AHTUBOP Y 3aLLUTUTbL CBOE YCTPOMNCTBO B CJly4ae NoTepu Uan Kpaxu, soibepuTte
O4HY M3 CnefyoLmnx onuui:

* Mocne ycTaHOBKMU NpoAyKTa B okHe HacTpoWKa AONONIHUTENbHbIX CpencTB 6e3onacHoOCTH
ESET LLEeNKHUTE BKNIOYUTb PSIOM C 3/1eMEHTOM AHTUBOP 11715 aKTUBaLMKM AHTUBOP.

* Ecniv B r1aBHOM OKHe nporpammsl > 0630p 3kpaHe oTobpaxkaeTcs cooblieHne «AHTMBOP
DOCTyneH», WenkHuTe Bkt AHTUBOP.

* B r1aBHOM OKHE MporpamMmsbl WeSKHUTEe CepBuc >AHTVIBOp.

* B rn1aBHOM OKHe mporpammel WenkHnTe Hactpomnka > CpepcrBa 6esonacHocTu. LLenkHuTe
3Ha40K MOoJI3yHKa E AHTMBOP 1 CiefyNTe MHCTPYKLMAM Ha dKpaHe.

Ecnn Bale yCTPOMNCTBO He MOAK/0YEHO K ESET HOME, He0BX0AUMO cienaTb cneayoLlee:
1. BoanTe B CBOW YYETHYIO 3anncb ESET HOME Npu BKIOYEHUN AHTUBOD.
2.3a4aTb MM YCTPOWCTBA.

MpunoxeHne AHTUBOP He Nogaep>XnueaeT Microsoft Windows Home Server.

Mocne BKIOYEHUA AHTMBOP Bbl CMOXKETE ONTUMU3MPOBaTh 0€30MacHOCTL Ballero yCTPouCcTBa B
rJ1aBHOM OKHe rnporpamMmsl > AHCTPYMeHTbI > AHTUBOP.

CpencTBa poAUTesIbCKOro KOHTPONA

Ecnn Bbl y)Ke BKIOYUAN POAUTENLCKNA KOHTPOL B ESET Internet Security, HEO6X0AMMO Takxe
HaCTPOUTbL 3TY (hYHKLMIO A5 BCEX CBA3AHHbIX YYETHbIX 3amnuncei nosib3oBaTens.

Ecnan poanTenbCKmMim KOHTPOIb BKJIKOYEH, HO YYETHbIE 3aMUCK NOSb30BaTENSA HE HACTPOEHbI, B ESET
Internet Security Ha 3KpaHe 0630p oTobpakaeTcsa yBegomneHne «PyHKLUNSA POANTENbCKOrO KOHTPOS
He HacTpoeHa». LenkHnTe HacTpouTb NnpaBuaa 1 419 NoJyyYeHUs LOMNOJIHUTENbHbIX CBEAEHNIA
npoYnTanTe pasfen PoANTebCKUA KOHTPOb.

PaboTa ¢ ESET Internet Security

MapaMeTpbl HACTPOMKM ESET Internet Security 1al0T NOJIb30BaTENO BO3MOXHOCTb HAaCTPaNBaTh YPOBHY
3alUNThl KOMMbIOTEPA U CETW.
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INTERNET SECURITY - B X

Ozap ©® Hacrpoiika ?
CraHupoBaHue
KOMOBHITEDS
@ 3awnTa KOMNbIOTEpPa >
OBHoENEHNE Bce GyHKWW 2aLLMTEl KOMNBKOTERa SKTHEHSI,
Cepeuc
3awuta MHTepHeTa >
@ Hactpoiika Bce TpebByemble yHKUNK 2aLLNTEI MIHTEPHETa SKTMEHEI.

Crnpaeka n nogaepxka

3awunTa ceTn >
Bce TpeByemble gyHKUMM 2aLLWTEI CETH AKTUEHI.

@

¥yeTHan 3anuce ESET
HOME

CpeacTBa be3onacHocTu S
LONONHWTENEHEIE CPEACTEA ANA 3ALUMTH KOMMBHOTERA.

)

T MmnopT u 3kcNopT NapaMeTpoB ".‘}.ﬂ.ononHHTeanble HACcTPoOHKK
MeHio HacTpomrKa cogepXXuT ciegytoline pasgensl.
@ 3awmMTa KoMnbloTepa

3awmTa B UHTepHeTe

=
3alwuTa ceTu

CpencTtBa 6e3onacHoCTH

Bb|6ep|/|Te KOMMOHEHT, 4TOObI HaCTPOUTb OOMONIHUTENbHbIE MapaMeTpPbl ANA COOTBETCTBYIOLENO
3allUTHOro Mmoayns.

B HaCTpOIZKaX 3allnThI KOMI'IbI-OTep MO>XHO BKJ1I0O4aTb N OTKJ1IIO4aTb ClieAyOLLne KOMMOHEHTbI:

* 3awmTa d)aﬁnOBOﬁ CUCTEMBI B PpeXXUMe peasibHOro BpeMeHu: npn oTkpbiThn, CoO3aaHNN
NN NCNoaHeEHUN q:)a|7|nos OHWN CKaHUPYKOTCA Ha Han4yme speJoHOCHOro Koaa.

* KOHTPOJIb YCTPOUCTB: 3TOT MOAY/Ib UCMOJIb3YeTCSA AN5 CKaHMPOBaHWA, 6IOKMPOBaHNS 1
N3MEHEeHNs pacliMpeHHbIX (UIbTPOB U pa3speLleHnid. C ero MOMOLLbIO MOJb30BaTe/lb MOXET
BbIbUpaTb CNocob nosiyvyeHns foCTyna K KOHKPETHOMY YCTPOMUCTBY (KOMMNAKT- 1v DVD-AUCKY,
USB-HakKonuTeno 1 T. A4.) n paboTbl C HUM.

* CucteMa HIPS: ccTeMa NpefoTBpaLleHns BTOPXKEHUI Ha Y3/ OTCAEXUBAET COOLITUSA B
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onepaLnoHHON CMCTEME M pearnupyeT Ha HX B COOTBETCTBMU C CYLLECTBYIOLMM HabopoMm
npasui.

* UIrpoBoM peXunM: BKJIIOYEHNE WM OTKJIIOYEHNE UIPOBOrO pexnma. flocne BKAYeHUS
NUFPOBOIr0 pexnMa Ha 3KpaH byaeT BbiBeAeHO npeaynpexaeHne (0 NoTeHunaabHoN yrpose
6e3onacHoCTK), a 415 0hOPMJIEHMS FTaBHOIrO OKHa ByaeT NnpuMeHeH OpaHXXEeBbIV LIBET.

* 3awmTa Beb-Kamepbl: KOHTPOMPYET NPOLIECCHI U NMPUIOXKEHMNS, OCYLLECTBASIOWME [OCTYN K
NOAK/IOYEHHON K KOMMbIOTEPY KaMepe.

B HaCTpOI7IKaX 3awWwuTbl B UHTepHeTe MOXKHO BKJ/II0YaTb M OTK/OYaTb Cnefyolwmne KOMMOHEHTHI.

* 3awmTa goctyna B MHTepHeT: ec/iv 3TOT NapaMeTp BKJIOYEH, BECb TPahMK Mo NPOTOKONAM
HTTP 1 HTTPS CKaHMPYETCS Ha HaJIm4me BpeLOHOCHbLIX MPOrpamm.

. 3au.|,v|Ta NOYTOBOrO KJIMeHTa: obecneyumBaeT KOHTPOJ1b obmeHa AaHHbIMW MO NMPOTOKOJ1aM
POP3(S) 1 IMAP(S).

* 3awmTa OT cNnaMa: CKaHUPYITCA HexenaTesbHble coobLieHns, T. €. crnaMm.

 3awumTa oT pMIMHra: obecrneynBaeT GpuabTpaLMio Be6-CalnToB, 3aN0A03PEHHbIX B
PaCnNpPOCTPaHEHUN COAEPXKUMOr0, KOTOPOE NpeHa3HAYeHo A1 MaHUMYIMPOBaHWS
nosib3oBaTesieM, YTOObI MOJYYUTb OT HEr0 KOH(MAEHLMANBHYI0 MH(OPMALIKIO.

Pasnen 3awmTta ceTu 1UCrosib3yeTca A5 BKIIOYEHUSA NN OTKIIOYEHUS (hanepsoia, 3alunThl OT
ceTeBbIX aTak (IDS) 1 3aLUNTLI OT HOTHETOB.

MapameTp CpepcTBa 6€30NaCHOCTU MOXXHO MCMOJIb30BaTh A HACTPONKMN CAefyoLWnX MOy Nen.

* 3awumTa OAHKOBCKOM onsaTthl: 1006aBASET AONOJHUTENbHBIN YPOBEHb 3alMThl Opay3epa,
npeAHa3HaYeHHbIN A5 3alMThl BallMX (PMHAHCOBbLIX AaHHbIX NPY (DMHAHCOBbLIX ONepaLunax B
NHTepHeTe. BknoynTe napameTp 3awuTta Bcex bpaysepos, 4Tobbl BCe NoaLepXBaEMbIE
Beb-Opay3epbl 3anyckannce B 6e30nacHoM pexxume. [JonosHUTENbHbIE CBEIEHMS CM. B pa3aene
3awmTa 6aHKOBCKOM ONAaThl.

* AHTMBOP: BKJ/IOYMTE MOLYSIb AHTMBOP, YTOObI 3aLLMTUTL KOMMbLIOTEP B C/lyYae ero noTepu uim
KPaXu.

PoanTenbCKUn KOHTPOIb N03B0ASAEeT 6/10KMPOBaTh BEO-CTPaHULbI, KOTOPbIE MOFYT COAEepXXaTb
NOTEeHUMaNbHO HeXenaTeslbHble MaTepuanbl. KpoMe Toro, poauTteny MoryT 3anpewaTb 4OCTYN K
Beb-canTaM npeaBapuTeNbHO 3adaHHbIX KaTeropuit (bonee 40) n nogkaTeropuii (bonee 140).

Ina NOBTOPHOro BKOYEHNS OTKIHOYEHHOrO KOMMOHEHTA 6e30MacHOCTY WEeNKHUTE I'IOJ'I3yHOK_
[Na BKNIOYEHHOr0 KOMMNOHEeHTa 6e3onacHoCTH 0T06pa>KaeTc9| 3e/1eHbIN NON3YHOK

B HMXXHEW YaCTu OKHa HAaCTPONKM eCTb AOMONHUTENbHbIE NapamMeTpbl. YTobbl BbINOAHUTL Bonee
noApobHYI0 HaCTPONKY NapamMeTpoB A5 KaXXL0ro MOAY NS, NepenanTe no cCblyike
OononHuTeNbHble HACTPOMUKMU. YTOObI 3arpy3nTb NapamMeTpbl HACTPONKM M3 hansia KOHDUrypaLnm
B hopMaTe .xml UM COXPaHUTb TeKyLLMe napamMeTpbl HACTPONKK B (hal KOH(UrypaLunu,
BOCMOJIb3YNTECh PyHKUMEN IMNOPT 1 3KCNOPT NapamMeTpos.

36


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_botnet_protection

3awuMTa KoMnbloTepa

LLlenkHnTe 3awmTa KOMnbloTepa B okHe HacTpomka, 4Ttobsl yBnaeTh 0buine ceeaeHns 060 Bcex
MOAYNAX 3aLUNTBI.

* 3alinTa hana0BON CUCTEMbI B PEXNME PEAJSIbLHOIO BPEMEHM

¢ KOHTPOJIb YCTPONCTB

¢ CucTtema npenoTBpaLlleHnss BTOPXKEHUN Ha y3en (HIPS)

¢ irpoBON peXxum

* 3alinTa Beb-Kamepbl

Y10bbI NMPUOCTAaHOBUTb UJIN OTK/IKOYUTb OTAEIbHblE MOAY/IN 3alUNThbI, LLEJIKHUTE 3HAa4Y0K MOJI3yHKa

|A OTKJIIOYEHNE MOAYNEN MOXKET MPUBECTU K CHVXKEHMIO YPOBHS 3alLMThbl Ballero KOMmnbloTepa.

LLleIKHNTE 3HAYOK LuecTepeHKM Tt pALOM ¢ MogyeM 3aLLUUTbl, YTOBbI MOYYUTE AOCTYM K €ro
PaCLWMPEHHbIM HAaCTPOMKaM.

nga sawuTol ('.I)aﬁJ'IOBOﬁ CUCTEMBLI B peaJZiIbHOM BpPEeMEeHMU LLENKHNTE 3HA4YO0K LIeCTEPEHKN 'ﬂ' n
BblﬁepI/ITe OOWH N3 cneayrnx BapnaHTOB.

» HacTpouTb: OyayT OTKPbITHI PaclUMpPeHHbIE NapaMeTpbl 3aLMTbl PainjioBoON CUCTEMbI B
peasbHOM BpPeMeHMU.

* I3MEeHUTb UCKJTIOYEHMUS: 6y)1eT OTKPbITO OKHO HAaCTPOWKM UCKJIKOYEHUN, B KOTOPOM MOXXHO
NCKJTIOYNTb (balﬁ)'lbl N Nankm n3 CKaHNpPoBaHUA.

Ons 3aWwuTbl Beb-KaMepbl LLENKHUTE 3HAYOK LLIECTEPEHKM to 3y BbiOEpPUTE OAMH U3 CNedyoLLMX
BapMaHTOB.

* HacTpouTb: OyayT OTKPbITbI paclUMpeHHble NapaMeTpbl 3alnTbl Be6-Kamepb!.

» 3a6nokupoBaTh BCe NONLITKM AOCTYNa A0 nepesanycKa: 6/10KMPOBKa BCEX MOMbITOK
[0CTyna K Beb-kamepe [10 Nnepesanycka KoMnbloTepa.

+ 3ab5n0KMpoOBaTL BCe NONBLITKM A0CTYNa NOCTOAHHO: 6/10KMPOBKA BCEX MOMbLITOK A0CTYNa K
Beb-kamepe [0 OTKJII04YEeHMS 3TOro NapameTpa.

* OCTaHOBUTb BJIOKMPOBKY BCEX NONbITOK AOCTYNA: OTKJ/IOYEHNE BO3IMOXKHOCTM
6noKMpoBaTb AOCTYN K Beb-kamepe. ITOT napameTp AOCTYMNEH, TONbKO eCin AOCTYyn K Beb-
Kamepe 3ab/10KnpoBaH.
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O6zop Y 4 3awumta KOMNbIOTEpa ?
CraHupoBaHue
KOMMNBHTEPE 3awmTa $alfinoBoi cMcTeMbl B peanbHOM BPeMEHH

0 Braroueno: HESAMELNNTENBHOE CEHB[‘J:—-’.\‘ZEHHE W yA@NEHWE BPEAOHDCHBIX NpOrpames H3 BaLLEM # .y
OBHOBNEHNE KOMMBHITEDE,
Cepauc Kontpont ycTpoiicTe

0 Brnrouen #
Hactpoika

@ : 0 Cuctema npefoTEpPaLLEHUA BTOPXeHMA Ha y3en (HIPS) .n_

Brnrouena: obHapy:KEHWE W NPEAOTEPALLEHNE HEXENITENBHOTD NOBEAEHNA MPWIOHEHWI,
Crnpaeka n nogaepxka

Wrpoeoid pexum

MpKUOCTaHOBNEHO: ONTUMU3ALNA NPONIBOANTENEHOCTI MID W NPESEHTALINI.
YyeTHan 3anuce ESET P s/ A punp L

HOME
3awuTa Be6-Kamepbl

m Brarouena: 3aLLMTa BEE-KBI.IprI 0T HEHAZNEAALLUEND HCNOAL3I0BAHNA W NONBITOK CNEXRKWN, # e
AKTWEMDOEaH 40CTYN K BE@'KEIME[JE Ha OCHOEE Npaexn

E; nlJIr"ICICTaHOBHTb JAWMWTY OT EMPYCOE M LWNHOHCKHMX Nporpamm

T, Mmnopr u skcnopt napametpoe L} [lononuurencHeie HACTPORKM

MpPUOCTAHOBUTL 3aLUUTY OT BUPYCOB U LLUMUOHCKUX NPOrpaMM: OTKJIIOYEHME BCEX MOAYEN
3alLMTbl OT BUPYCOB W LUMNOHCKUX NporpamMm. MNpn 0TKYEHNM 3alnTbl 0TOBpaXKaeTCs OKHO, rae
MOXHO 3a[aTb BPEMS, Ha KOTOPOE OHa byeT oTKJloYeHa, BbibpaB 3HAYEHNE B PaCKpPbIBAOLLEMCS
MeHio UHTepBan BpeMeHu. Icnonb3yinTe 3Ty BO3MOXHOCTb, TOJIbKO €C/IM Bbl OMbITHbIN
Nonb30BaTE b UM NMONYHUN COOTBETCTBYHIOLLYIO MHCTPYKLNIO OT CNY>XObl TEXHNYECKOWN MOALEPKKM
ESET.

Moaynb oOHapyXxeHus

Mognynb obHapyxxeHus 610KnpyeT BPeAOHOCHbIE aTaKh CUCTEMbI, KOHTPOANPYSA MHDOPMaLMOHHOE
B3aUMOLENCTBME C NOMOLLbIO (halnsiIoB, 3JIEKTPOHHON NoYThl, U MHTepHeTa. Hanpumep, npu
obHapyXeHun obbeKTa, KOTOPbIN KNacCUMLNPYETCS KaK «BpeAOHOCHas NporpaMMa» Ha4yHeTCs
npouecc ucnpasaexHmsa. Mogynb obHapyXeHUs MOXEeT YCTPaHWUTb ero, CHavyasna 3ab10KupoBas ero, a
3aTEM OYUCTUB, YOANNB NN NEPEMECTMB B KapPaHTUH.

Ina neTanbHOM HACTPOWKM NapamMeTPoB MOLY s 0OHAPYKEHUS LWENKHUTE 31eMeHT PacLuMpeHHble
napameTpbl WV HAXXMUTE KNaBuLly F5.

MN3MeHeHNs B napamMeTpbl MOAY /IS 06Hapy)KeHI/|ﬂ OOJIKHbI BHOCUTb TOJIbKO OMbITHbIE
A nonb3oBaTesn. HenpasBusibHaa HAaCTPOMKa 3TMUX NMNapaMeTPOB MOXKET MPUBECTUN K CHMXXEHUIO
YPOBHA 3alLNTHI.

B 3TOM pa3gene:

* 3allNTa B peXNME peasibHOro BDEMEHN U KaTEropmm 3allnTbl MalLMHHOIO 0by4yeHns
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* [IpoLiecChbl CKAHUPOBAHUSA BPEAOHOCHbLIX MPOrpamMm

* HacTpolka o0bHapyxeHus

¢ HacTponKa 3alunThl

3awuTa B pe)XxuMe peasibHOro BpeMeHu U KaTeropmm 3alumThbl
MaLUMHHOro oby4yeHus

3awumTa B peXxume peasbHOro BpeMeHu U Ha OCHOBe MaLLMHHOIO obyu4yeHus a/15 Bcex MoLy el
3alWMTbl (HanpuMep, 3alMTa (alioBON CUCTEMbI B PEXUME peasibHOro BPEMEHMU, 3alnTa Beb-
A0CTYNa W T.4.) NO3BOSIET HAaCTPanBaTb YPOBHM 3aLLMTbl U OTYETHOCTU MO CEAYIOLLNM KaTeropusMm:

* BpenoHocHble nporpaMMmbl — 3TO (hparMeHT BPEAOHOCHOI0 KOAa, KOTopbin aobaBnseTcs B
Ha4vano nan KoHew, hanioB Ha KOMMboTepe. TeM HE MEHEee TEPMUH «BUPYC» 4aCTO UCMOJIb3YyeTCS
He Mo Ha3Ha4yeHuto. bosiee TOYHbIN TEPMUH — «BPEeOOHOCHas nporpaMmmMa» («BpefoHocHoe M0»).
Ob6Hapy»XeHne BpefoHOCHbIX MPOrpamMM OCyLLeCcTBASeTCA MOAyieM 0bHapy)KeHMS B COYeTaHnm C
KOMMOHEHTOM MaLUMHHOro 0byyeHns. JOnoAHUTENbHYO MHDOPMALMIO O NPUIOXKEHMAX 3TOr0 TUNa

CM. B [J10CCapun.

* MoTeHUMaNbHO HeXenaTesibHble NPUIoOXKEHUA. MoTEHLMANIbHO HEeXeNnaTeNbHble
NPUNOXKEHUS NPEACTaBNAT COOOM N0BOBHO LUMPOKYO KAaTEropuIo NporpamMMHoro obecneyeHuns,
3ajla4yeil KOTOpOoro He SIBASIeTCA 0HO3HAYHO BPEAOHOCHAN AEATENbHOCTb B OT/IMYME OT APYruX
TWUMOB BPELOHOCHbIX MPOrpaMM, TakMX Kak BUPYCbl N TPOSHCKUE NporpaMmbl. OQHaKO Takoe
NPUI0XKEHNE MOXKET YCTaHaBANBATbL AOMOJHUTENIbHOE HEXENaTelbHOE NPOrpaMMHoe
obecneyeHne, N3MeEHSATb NoBeeHVEe LNPPOBOro YCTPONCTBA, @ TakXKe BbIMONHATL AeCTBUSA 6e3
3anpoca Uan paspelleHuns nosb3oBaTens. JoNoAHUTENbHYIO MHGOPMALMIO O MPUSTOXKEHWUSAX 3TOr0

TWMNa CM. B rJ10CCapun.

* Knopo3putesibHbIM NPUIOXKEHUAM OTHOCATCS MPOrpamMMmsbl, CKaTble C MOMOLLbIO MPOrpamMm-
VYNaKOBLUVKOB WX CPeacTB 3awmThl. CpeacTBa 3alUThl TaKOro TMna 4acTo UCNOJb3YTCA
3/10yMbILLNEHHNKAMU, YTOObI n3bexaTb 0bHapyXeHUs.

* MoTeHuMaNbLHO ONacHbIe NPUJIOXKEHMUA: 3TO ONpefiesIeHNe OTHOCUTCS K 3aKOHHOMY
KOMMepYeCKoMy nporpaMMHoMy obecrneyeHmnio, KOTOPoe MOXET BbITb NCMOJIb30BaHO ANs
NPUYMHEHNS Bpeaa. K noTeHumnanbHO ONacHbIM MPUIOXKEHNAM OTHOCATCA CPeACTBa yAAIEHHOrO
A0CTYyrMa, MPUNOXXEHUS A5 B3IOMa Naposieil N KnaBMaTypHbIe WMAKOHbI (MporpamMMmbl,
PErncTpupyloLLmMe Kaxxaoe HaxxaTne NnoJib3oBaTesleM KlaBuLW Ha KaaBuaTtype). JonoaHUTENbHYI0
MHMOPMaLMIO 0 NPUIOXKEHNAX 3TOr0 TUMA CM. B F10CCaPUN.
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NTERNET SECURITY o X

,ﬂ,OI'IOJ'IHHTEJ'Ibele HacTpoOUKH = X ?
| Moayns o6Hapyxenns @ B 3zawurae peXMMe peanbHoro BpeMeHW M Ha OCHOBe MaluMHHOro obyJyeHnA 5

3aWnTa GalinoBON CMCTEME
B peaNcHOM BPEMEHK BpE,ﬂ,DHDCHhIE NporpamMMBl Arpeccu... CGananc... Ocropo... B, ﬂ
O6nayHanA 3aWwmTa . .

OBHapyKEHME Q) ® Q a8
Mpoueccs! cKaHMpPoBaHMA
BPELOHOCHLIX NPOrpamMm —

Jawwra @ Q i
Cwcrema HIPS
OBHoBneHNe MoTenumanbHo HeXMeNaTenbHbIE NPUADKEHWA Arpeccu... Coanawc... Ocropo.. B i
3awuTa cetn OBHapyxeHne L’) @ :_} L_:" (1)
WMHTEepHET 1 3neKTPOoHHaA 3awra @ O O (3]
nouta
KoHTponk ycTpoiicTs MopospHTEnbHBIE NPUACKEHUA Arpecci... C6anaHC.. OCTOPO...  Beikn, (1]
Cepanc OBHapyeHue @] @ O O i}
WuTepdeiic nonk3osaTens Jawwa ® @) @) i}
YBEJOMNEHNA

lNoTeHumanbHo onacHwe NPUACKEHWA Arpeccu... CGanaHc... Ocropo..  Benon ﬂ
HacTpoiiku . A A A
KOHOUASHUNANLHOCTI OBHapyxerite | - (o @® o

Mo ymonuanmio -_;DI( OTmenHa

YnyylweHHada 3almTa

PacwunpeHHoe MalunHHoe oby4eHne - 3TO YaCTb MOAYNA 0OHAPY)KEHUS, K KayecTBe
LNOMONHUTE/IbHOr0 YPOBHS 3aLUUTbl Ha OCHOBE MAaLUMHHOIO 00y4YeHNsl, KOTOPbIN yay4yllaeT
paboTy yHKUMM 0BHapyXeHNs. [JoNONHUTENbHYO MHOoPMaLunio 06 3TOM TUne 3aWmnTbl CM. B

rnoccapun.

Mpoueccbl CKAaHUPOBAHUA BPEAOHOCHBIX NPOrpamMMm

MapaMeTpbl MOAYNS CKAHUPOBAHNS MOXKHO HAaCTPOUTb OTHENbHO N1 CKaHepa B PEXMMe peasibHOro
BPEMEHW 1 A5 CKaHepa Mo 3arpocy. Mo yMon4aHuMio, MICMoJsib30BaHUEe HAaCTPOEK 3aluUThl B
peXXuMme peanbHOro BpeMeHM BKJ0YeHO. Mpu BKIOYEHUN 3TON YHKLUM COOTBETCTBYIOLWMNE
HACTPOMKM CKaHMPOBaHUS No TpeboBaHMIO NPOUCXOANT OT pa3fesia 3aluTa B peXXuMe peasibHoro
BPeMeHU M Ha OCHOBE MALLUMHHOro oOy4yeHus. [JoONONHNTENbHbIE CBEIEHUS CM. B pa3aene
MpoLecchl CKAaHMPOBAHWS BPEOHOCHbIX MPOrpaMMm.

HacTtpoika oOHapyxeHus

Mpu 0bHapyXeHnn (HanpumMep, yrpo3a obHapy>XBaAeTCs 1 KNacCMULMPYETCS, KakK BpeoHOCHas
nporpamma) MHdopMaLms nepegaeTca B XKypHaa obHapyKeHns 1 NosBAATCA YBeJoMIeHUs Ha
paboyem CTOJsIE, eC/IN OHW HAaCTPOEHbI B MEHIO ESET Internet Security.

MoporoBoe 3HayYeHne 0bHapPYXEHUsI HACTPaMBAETCS ANs KaXXA0N KaTeropun (oanee -
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«KATETOPUA»):
1.BpeoHOCHbIE NporpamMMbl
2.MoTeHUManbHO HeXXenaTeNbHble NPUNOXKEHUS
3.MloTeHUMaNbHO ONacHbIN
4.Nof03puUTesNbHbIE NPUNOXKEHNS

O6Hapy>XeHNs BbINOJIHAOTCS C MOMOLLbIO MOAYNA 06Hapy>XeHWs, BKI0Yas KOMMNOHEHT MaLlUUHHOMO
0by4eHunsi. Mo>XKHO yCTaHOBUTbL 60s1ee BbICOKOE MOPOroBOE 3HA4YEHME OTHETHOCTU MO CPABHEHNIO C

TEKYLLUM 3HaYEHMEM 3aLLNTLI. DTN HACTPONKN OTHETHOCTU He BAMSAIOT Ha BJI0KMPOBKY, 04MLLEHVE
nnn ynanexHmne obLeKToB.

Mepel N3MeHeHMEM MopPoroBoro 3HavyeHusa (nam yposHa) otyeTHocT ansa KATEFOPUN o3HakoMbTeCh
CO CnefyowmnMm:

ArpeccuBHbIN ®OyHKUNS 0bHapyxeHna KATEFOPUIN HacTpoeHa Ha MakCMMabHYyto
4yBCTBUTENLHOCTb. Cny4yaeB 0bHapyxeHns byneTt 6onbLue. Mpu ypoBHe
ArpeccuBHbIN (hyHKLMNA MOXET OWMOOYHO CHMTaATb 0O BHEKTHI
KATEOPUAMWN.

CbanaHcmpoBaHHbIM YCTaHOBEH CHaNaHCMPOBaAHHbLIN YPOBEHb (PYHKLMM 0BHapyXeHns
KATETOPUWN. 3Ta HacTporka AomkHa obecnednBaTb ONTMMasbHbIN BanaHC
NPON3BOANTENILHOCTU, TOYHOCTU OBHApY>XEHNA 1N KONMYeCTBa JIOXKHbIX
obHapyxeHun.

OCTOPOXHbBIN YpoBeHb (hyHKUUK 0B6HapyxeHnsa KATETOPUN HacTpoeH TakuMm obpasom,
4TOObl YMEHbLUNTb KOJINYECTBO JIOXKHbIX 0OHapYXXeHWU, HO NP 3TOM
COXPaHWUTb AOCTaTO4YHbIA YPOBEHb 3aLNTbl. O6BEKTbI CYATATCS TaKUMU,
TOJIbKO eC/IN X NoBefeHne SBHO COOTBeTCTBYeT noseneHuio KATETOPUN.

Bbikn. ®yHKumnA obHapyxxeHna gna KATEFOPUW He akTnBHa, 1 0bHapyXeHuns
TaKoro pofa He 06Hapy>XMBAKOTCH, HE PErMCTPMPYIOTCA U He oYM atoTCs. B
pe3ynbTaTe, AaHHAA HAaCTPOMKa OTKJOYAeT 3alMTy OT 3TOro Tuna
obHapyxeHus.
3HavyeHue «Bblki1» HeJoCTYMHO AJ15 ONOBEeLLEeHNS 0 BpeLOHOCHbIX
nporpamMmax v no yMoJI4aHuIO NCMONb3yeTCs A4J1S NOTEeHUMasIbHO OMaCHbIX
NPUNOXEHUN.

Vv [JOCTYNHOCTb MOoAyaeln 3aLmnThl ESET Internet Security

[OCTYNHOCTb (BKJIIOYEHO WM BLIKJIOYEHO) MOAY /A 3alnUTbl 4715 BbIOPAHHOr0 MOPOroBoro
3HayveHnsa KATEFOPUW BbirnsanT cnegyowmm obpasom:

Mogay/ib paclIMpPeHHOro v v X X
MalUMHHOro obyyeHns* (arpecCmBHbIN (KOHCepBaTMBHbIN MOLYb)

pPeXunm)
Moaynb obHapyxeHnsa v v v X
Odpyrue mooynu v v v X
3aWmnThI

* [IOCTYNHO B ESET Internet Security Bepcun 13,1 n 6onee no3gHumx.
** He pekOoMeHayeTCs
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V OnpegeneHme BepcuMm NpoayKTa, BEPCUI MOAYNS MPOrpaMMbl U AaThl COOPKM

1. WenkHnTe 3neMeHT CnpaBKa U nopgaep>xka > O npoaykTre ESET Internet Security.

2. Ha 3kpaHe O npopyKTe B MepBON CTPOKEe TekCTa 0TobpaxaeTcs HOMep BEPCUM BaLLEro
npoaykTa ESET.

3. LLlenkHUTe 3/1eMeHT YCcTaHOBJIEHHbIEe KOMMOHEeHTbI 119 40CTyna K MHopMaLum o
KOHKPETHbIX MOLYISX.

KniouyeBble MOMEHTDI

HeCKoNbKO KJI04YEBbIX MOMEHTOB NPU YCTAaHOBKE COOTBETCTBYIOLLEr0 NOPOroBOro 3Ha4YeHns ons
BaLlen cpeabl:

« COanaHcMpoBaHHOeE MOPOroBOE 3HAaYEHNE PEKOMEHAYETCS AN 60bLINHCTBA HACTPOEK.

* OCTOPO>XKHOE MOPOroBoe 3HayYeHne npeacTasnseT cobon ConoCcTaBUMbIA YPOBEHb 3aLLUUTLI MO
CPaBHEHMIO C NpeAblayLWMIN BepCcMaMm ESET Internet Security (Bepcusi 13.0 unu 6onee paHHue).
OT0 pekoMeHZyeTCs ons cpen, rae npuopuTeToM ABNAETCA CBEPTbIBAHUE JIOXKHO
NOEHTUDNLNPOBAHHBIX 0OBEKTOB C MOMOLLLIO 3aLLUTHOO NPOrpaMMHOro obecneveHus.

* bonee BbICOKMI MOPOr OTYETHOCTM — BoNee BbICOKUN YpoBEHb 0BHapyXeHus, Ho bonee
BbICOKUIA LWAHC JI0XKHO NAEHTMDULNPOBAHHBLIX 06 HEKTOB.

* C peanbHOW TOYKM 3peHus, HeT rapaHTum 100 % obHapyxeHuns, a Takxe 0 % LaHCoB
n3bexaTb HenpaBuIbHOM KnacCuguKaLumum YNCTbIX 0OBEKTOB Kak BPELOHOCHbLIX MPOrpamMm.

» CoxpaHanTe ESET Internet Security 1 €ro MOAYAN B aKTYaJIbHOM COCTOSIHUW, 4T0ObI 0b6ecneynTb
MaKCMManbHbIN BanaHc Mexnay npon3soanTeNbHOCTbIO U TOYHOCTbLIO 06Hapy)KEHV|ﬂ n
KONM4eCcTBOM OLWNBOYHO 3aperncTpnpoBaHHbIX 06beKTOB.

HacTpounkKa 3almThl

Ecnam 06bekT, KnaccmguumnpoBaHHbin kak KATEITOPUSA, oTobpaxkaeTcs B 0THETE, NporpaMMa
610KnpyeT 06BEKT U 3aTEM 0YMLLAET, YAANAET U MEPEMELLAET €ro B KapaHTVH.

Mepen n3MeHeHMeM rnoporoBoro 3HavyeHus (1am yposHs) 3awmntel ona KATEFOPUW o3HakoMbTeCh CO
cnepyowmnm:

ArpeccuBHbIN CoobuieHns 06 0bHapyXxeHUn arpeccmBHoro (nnmn 6onee HU3KOro) ypoBHs

610KNPYIOTCS, 1 3aMyCcKaeTCs aBTOMAaTUYeCKOe YyCTPaHeHne
HencrnpaBHOCTEN (T. €. 04UCTKA). ITOT NapaMeTP PEKOMEHYETCS, eCn BCe
KOHEYHbIE TOYKM OblIN OTCKAHMPOBAHbI C arpeCCUBHBLIMU HAaCTPOMKaMK 1 B
NCKNoYeHNs 0bHapyxeHns bbian nobaBneHbl 06BEKTHI C I0XKHBLIM
KJlacCUULMPOBaHMEM.

C6anaHcupoBaHHbiM O6HapyxeHusa cbanaHCMPOBAHHOIO (MK 6onee HU3KOro) YPoBHS

H610KMpPYOTCA, MOCNE Yero 3anyCcKaeTcs aBTOMAaTMYECKOe UCNpaBJieHne
(T. e. oyucTka).

OCTOPOXXHbIN ObHapyXeHNs 0CTOPOXHOr0 YPOBHSA BNOKUPYOTCA, 1 3aMycKaeTcs
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Bbikn. MonesHo Ana nAeHTUGOUKaLMN N NCKITIDYEHNS NOXHbIX coobLeHnn 06
obbekTax.
3Ha4veHune «Bblkn» HeJOCTYNHO AN 3aWMThl BPeAOHOCHbIX MPOrpaMM v no
YMOJITHAHWUIO NCNOJIb3YeTCA AN NOTEHUMANbHO ONACHbIX MPUIOXKEHNIA.

vTa6nv|ua npeobpa3oBaHna 05 ESET Internet Security Bepcun 13.0 nan 6osee paHHen

Mpw obHoBNeHun ¢ Bepcun 13.0 n 6onee paHHen o sepcun 13.1 n 6onee nosgHen, HoBoe
NOporoBoe COCTOAHME byeT BbirnafeTb cnegyowmm obpasom:

MNepeknioyaTtenb Kateropui nepen ooHoBNEHUEM [ @) ()
HoBoe noporosoe 3HayeHne KATEFTOPUWN nocne obHoBneHusa CbHanaHCMPOBAHHbLIA Bbiki.

Moaynb oOHapy>XeHUs pacLllUpPEeHHbIX
napamMeTposB

TexHonorus Anti-Stealth ABSeTCA CJIOXKHOW cUCTeMON, obecnedmnsatoLLen obHapyxeHne onacHbIX
NporpamMM, TaknxX Kak PYTKUTbI, KOTOPbIE MOTYT CKPbIBaTbCSA OT OMepauMoHHON CUCTEMbI. DTO
3HA4YUT, 4YTO 3aLLMTa OT BMPYCOB HE MOXET 0OHAPYXUTb 1X C NOMOLLLIO CTAHAAPTHLIX METOA0B
TeCTUPOBaHUS.

BknouuTb pacluMpeHHoe CKaHUpOBaHUe € NOMOLLbIO AMSI — 3TO CpeCTBO Microsoft Antimalware
Scan Interface, KOTOpPOE 0aeT BO3MOXHOCTb CKaHUPOBaTb CLeHapun PowerShell, CLLeHapuu,
BblNosiHAeMble cepBepoM Windows Script Host, @ Tak>Xe flaHHble, KOTOPble CKaHUPYKTCA C MOMOLLbIO
nakeTa SDK AMSI (TosIbKO An5 Windows 10).

LeAcTBMA Npu OOHApPY>XEeHUU 3aparkeHus

3apa)keHnst MOryT NonacTb Ha KOMMbIOTEP M3 Pa3INYHbIX UICTOYHMKOB, TaKUX Kak Beb-caiThl, obuwune
nanku, 3JIEKTPOHHASA NoYTa WUIN ChbeMHbIE HOCUTENN (HaKoNUTeNn USB, BHELLHME AUCKW, KOMMNAKT-
nan DVD-OUCKK 1 T. 4.).

CTaHpapTHOe noBepeHue

Ob6bI4HO ESET Internet Security 0OHapy>XMBaEeT 3apa)Ke€HNs C MOMOLLbIO NePEeYNCIEHHBIX HXKE MOLYJIEeN.

* 3alinTa hana0BON CUCTEMbI B PEXNME PEAJSILHOIO BPEMEHM

e 3allUMTa O0CTYyMNa B VIHTepHeT

¢ 3allMTa NOYTOBOro KJMEHTa

* CKaHMpOBaHME KOMMbOTEPa N0 TpeboBaHWUIO;

Kaxxablih MOAy b NCMOsb3yeT CTaHLAPTHbIA YPOBEHb OYUCTKM U NbITAETCA O4UCTUTL (halin,
MOMECTUTb €ro B KapaHTUH AW NPepBaTb NOAK/OYEHME. B NpaBOM HXXHEM YTy 3KpaHa
oTobparkaeTcs oKHO yBeaoMneHuit. NMoapobHble cBefeHns 06 06HapyXEHHbIX N 04MLLEHHbIX
06bEKTAX MOXXHO HalTW B thaiifiax XKypHasa. [JononHUTeNbHbIE CBEAEHUS 06 YPOBHSAX OYNCTKM 1
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noBeneHnn CM. B pasgene YpPOBEHb 04UCTKN.

(es[3) INTERMETSECURITY 2 cooBugHni W X

O6wexT yrpoza (Eicar) Bein Halged, Korja NpUNoxKeHE

CkaHMpoBaHMe KOMNbIOTEpa Ha HAaJIMYMue 3apa>kKeHHbIX
daunnos

Ecnv Ha KoMNbloTEepe BO3HMKM MPU3HAKWN 3apakeHnst Bpe0HOCHON NPorpaMMoin (Hanpumep, oH
CTan MenneHHee paboTaTb, YacTO 3aBMCAET U T. M.), PEKOMEHAYETCS BLIMOMAHUTL Clieayowmne
nencTeuns.

1.0TKpoMnTe ESET Internet Security U BbibepuTe KoMaHay «CKaHUpPOBaHUE KOMMbIOTEpa».

2.BbibepuTe BapnaHT CKaHUPOBaTb KOMNbIOTEP (A0MNOJHUTENBHYIO MHDOPMALIMIO CM. B
pa3fene CKaHMPOBaHME KOMMbIOTEPA).

3.MM0 3aBepLUEeHNN CKaHMPOBAHNSA NPOCMOTPUTE B XXYPHaJie KOJINYECTBO NPOBEPEHHbIX,
3apPa>XeHHbIX N O4NLLIEHHbIX (pa|7|n0|3.

Ecnn cnefyeT CKaHMPOBATb TOJILKO OnpefeneHHyo 4YacTb OUCKa, BblﬁepI/ITe BapunaHT Bblﬁopquoe
CKaHUPOBaHUE N YKaXUTe 06beKTHl, KOTOpPbl€ HYXXHO CKaHWPOBaTb Ha NMPeAMET Hann4nga BupycosB.

OuyucTtka u ypaneHue

Ecnun pencTene No ymMony4aHuio 45 MOAYNA 3alMThl haiIoBOM CUCTEMbI B PEXMME peasibHOro
BPEMEHWN He onpenenieHo, NoNb30BaTeN0 NpeanaraeTcs BblbpaTb ero B OKHE NpeaynpexxaeHuns.
O6bI4HO AOCTYMNHbI BapuaHTbl O4NUCTUTDL, Y ganuTtb nan Huyero He npegnpuHuMaTte. He
pekoMeHayeTcs BbibMpaTh AencTBue HU4ero He NnpeANPUHUMATDb, MOCKOJIbKY NMPU 3TOM
3apaXXeHHble hannbl He 6yayT o4nweHbl. ICKno4eHne 4onyCcTUMO TOJIbKO B TOM CJly4ae, eC/u Bbl
yBepeHbl, 4To (ann 6e3speneH n 6l 06Hapy»>KeH no owwmnbke.
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(e[ INTERNETSECURITY
A O6HapyxeHa yrposal

O@wexT yrpoza (Eicar) HaiiaeH B daiing, K koTopoMy NpunomeHue

5] Microsoft Windows Search Protocol Host nbimaetcs NoAYHUTE JOCTYT.
Mpunosenne: CAWindows\System32\5earchProtocolHost.exe
Komnanna: Micresoft Corporation

Penytaums: i OBHapyxeno T net Hazag

Pain: Ch\Users\Admin\Downloads\eicar.com (1)t
Penytaumsa: A @ OBHapyxeno 5 net Hazag
Obnapymenmne: Eicar Tect daiin

MoasepryyTs Gavn ouncTke?

v CKONWpOBaTh B KApaHTUH
v MNepeaats Ha aHanws
WckntounTs U3 npoBepKi

WeknounTs noANKUCE W3 DEHEP‘JDKEHMH

JononHuTensHele cBegenna of 3Tom cooBwgenun  ~ MogpoBroctn  PaclumpenHele napaMetpel

O4ncTKy cnepyeT NPUMEHATb, ecnun dai bbln aTakoBaH BUPYCOM, KOTOPbIA A06aBua K HEMY
BPEAOHOCHbLIA KOA. B 3TOM cnyyae CHavana nporpaMMa nbiTaeTcs O4UCTUTb 3apakeHHbIn (hain,
4TOObI BOCCTAHOBUTb €ro nepBoHaYasibHoe cocTosHme. Ecnm dann cogepXunT ToSIbKO BPEAOHOCHbIN
Kog, ero cnepyeT yoanuThb.

Ecnn 3apakeHHbIN taitn 3a610KMPOBaH UM UCMONb3YeTCS KAaKUM-IMB0 CUCTEMHBIM MPOLIECCOM,
06bI4HO OH yHansaeTcs TobKo nocne oceoboxaeHms. Kak npaBusio, 3To NPOMCXOANT Nocie
nepesanycka CUCTEMbI.

BoccTaHOBJIeHMe U3 KapaHTUHA

KapaHTWH MOXXHO OTKPbITb U3 [1aBHOr0 OKHa MporpamMmmel ESET Internet Security, LUENKHYB 3/IEMEHT
CepBuc > [lonoNnHuTeNbHbIe CpeAcTBa > KapaHTuH.

®annbl, NOMELLEHHbIE Ha KapaHTUH, MOXXHO TaK>XXe BOCCTAHOBUTb B MCXOAHOE pacrnosioxXeHune.

* 119 3TOro WeNHNUTE NpaBol KHOMKOW MbILLKX (haisl, MOMELLEHHbIAN Ha KapaHTUH, N B
KOHTEKCTHOM MEHI0 HaXKMUTE KHOMKY BOCCTaHOBUTD.

* EC/in chaiin NoMeyeH Kak MoTEHLIMAbHO HEXeNlaTelbHOe MPUJI0XKEHNE, MapaMeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHMPOBAHMA BKJIIOYEH. CM. TakxKe /cKoYeHns.

* KOHTEKCTHOE MEHI0 COOEPXUT Takxe (PyHKLNI0 BOCCTaAaHOBUTBL B, KOTOpPas No3BosseT
BOCCT@HOBUTb (halJl B pacrosioXXeHne, 0T/IMYHOE OT NCXOLHOrO.

* OYHKLMS BOCCTAHOBJIEHMSI HELOCTYMHA B HEKOTOPbIX C/lyYasx, HanpuMep, ans Gainos,
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PacnoJIoXXeHHbIX B CeTeBOW Narke, ,EI,OCTyI'IHOI7I TOJIbKO OJ1A YTEeHWNA.

MHoO)XXeCTBEeHHbIe Yyrpo3bl

Ecan npun ckaHMpoBaHMM KOMMNbIOTEPA Kakne-1mbo 3apakeHHble hansibl He 6bIn 04ULLEHBI (MK ONs
napameTpaypoBeHb 04UCTKY BbIIO YCTAaHOBNEHO 3HaYeHe Be3 O4YMCTKHM), Ha 3KpaHe oTobpa3unTcs
OKHO MpefynpexxaeHns, B KOTOPOM BaM ByaeT npeasioxeHo BeibpaTb AeiCTBME AN Takux (annos.
CnepnyeT BbibpaTb AeNCTBUS 4119 (halnnoB (AenCTBMA BbIOMPAOTCA OTAENbHO NS KaXKAoro ¢aina B
CMuncKe), a 3aTeM Ha)kaTb KHOMKY FoToBO.

YnaneHue pansoB U3 apxmBoB.

B pexxvMe 04MCTKMU N0 YMONYaHUIO apXmB yAanseTcs LeIMKoM TOJIbKO B TOM Cily4ae, ecsiv OH
COOEPXUT TOJIbKO 3apakeHHble hannbl. iHave roBops, apXuBbl, B KOTOPbIX €CTb He3apa>keHHble
annel, He yaansaoTca. O4HaKo cyiegyeT NposiBAATbL OCTOPOXHOCTb MPU CKaHWPOBAHMMN B peXnme
TWATeNbHON 0YUCTKIM, TaK Kak NMpu 3TOM apxmB yLanseTcsa, eCiv COAEePXUT X0Ta Bbl 0aAnH
3apaXeHHbIN (hann, He3aBUCKMMO OT COCTOSAHUS APYrux (hanios B apxmBe.

3awuTta (panIoBOU CUCTEMbI B peXxume
peanbHOro BpeMeHu

3awmTa (hannoBO CUCTEMBI B PEXMME PeasibHOr0 BPEMEHUN KOHTPOMPYET BCe (halifibl B CUCTEME Ha
Hasn4yne BPeL4OHOCHOro KOAa Npu OTKPLITUM, CO3AAaHUN NN 3amMyCKe.

NTERMNET SECURITY = =
JononHuTenbHble HaCTPOUKKU i x|
| Moayns o6uapyxennn @D B ochosHoe 5
3awuTa PainoBod cucTeMbl |
| B peanbHOM BpPeMeHW BrntounTe 33Ty GailnoB0A CHCTEMBI B PEANIBHOM BEDEMEHN O a

0BAaYHaA 3aLKMTa
Mpoueccy cKaHMPOBAHWA

BPeAOHOCHEIX NporpamMm Hocurenn pna ckanmposanna
Cucrema HIPS .

Kectkne anckn O (1 ]
OOHOBNEHKE ~ ) ()

L bEMHBIE HOCUTENN ﬂ
3awMTa ceTn CeTeeble guckn D (i)
WMHTEepHET 1 3neKTPOoHHaA
nouta

Cxanmposare npu
KDHTpOIIb !,‘CTpUIF'ICTB OtkpeiTan daiina O ﬂ
CepBic CozaaHnm daiina O a0

B Wenonreruni daiina D (i)

WHTepdeic nons3oBaTenn

JocTyn K 3arpy304HOMY CEKTOPY CBEMHBIX HOCUTENER O (i)

YeeLoMNeHNA

Hactpoiiku

Hoxnrwuenna ANA Npoeccos
KOHWAEHLUWANBHOCTH

Mo ymonyanuio GTDI( Otmena
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Mo ymon4aHuio yHKLMSA 3alinTbl PannoBON CUCTEMbI B peasibHOM BPEMEHM 3amnyCKaeTcsa npu
3arpy3ke cucTembl 1 obecnedynBaeT NOCTOAHHOE CKaHMpOBaHME. Mbl HE peKOMeHAyeM CHUMaTb
(hnaxok BKAo4umTh 3aWimuTy (hansioBOU CUCTEMBI B peasibHOM BpeMeHMU B OkHe PaclumpeHHble
napameTpbl B pasgese Moaynb obHapyXxeHus > 3awuta pannoBom CUCTEMbI B peasibHOM
BpeMeHu > OCHOBHOe.

Hocutenu pnfa cKaHUpoOBaHUA

Mo yMOMYaHUIO BCE TUMbl HOCUTENEN CKaHUPYIOTCS Ha HaJIMYMe BO3MOXKHbIX Yrpo3.

* XKecTkne auckn — CKaHMpoBaHMe BCEX CUCTEMHbIX U CTaLMOHAPHbIX XXECTKMUX AUCKOB
(Hanpumep: C:\, D:\).

* CbeMHble HOCUTEeNM: CKaHMpoBaHWE CbEMHbIX HocuTenen CD/DVD, USB-XpaHunniia, KapT
namMaTn N T 4.

* CeTeBble OAUCKM: CKAHNPOBAHME NOAKJIOYEHHbIX CETEBbLIX AUCKOB (MpuMmep: H:| Kak |\store04)
NN CeTeBbIX ANCKOB NPSAMOro goctyna (npumep: \\storeos).

PekoMeHAyeTCs 0CTaBUTb NapaMeTpbl MO YMOYAHMIO, @ U3MEHATb UX TONIbLKO B 0CODbIX ClyyYasx
(HanpuMep, ecnn CKaHMpPOBaHME ONpPeaeeHHbIX HOCUTENEN NPUBOANT K 3HAYMTEIbHOMY
3amMeaneHunto obMeHa aaHHbIMN).

CkaHuMpoBaTb Npu

Mo yMon4YaHuUto BCe (haltsibl CKAHMPYOTCS NPU OTKPbLITAN, CO3AaHUN NI BbINOJHEHUN.
PeKOMeHAyeTCst He U3MEHATb HACTPOMKMN MO YMOYaHUIO, MOCKOJIbKY OHU obecrneymBatoT
MaKCUMasibHYIO 3alLMTY KOMMbOTEPA B PEXIMME PeasibHOr0 BPEMEHMU.

* OTKpbITUM harna: CKaHMpOBaHME MPU OTKPbITUN hainna.
* Co3paHum panmna: cCKkaHMpoBaHME CO3AaHHOIM0 UK U3MEHEHHOro0 (hainna.
* NcnonHeHun anna: CkaHnpoBaHUe Npu BbINOJIHEHUN UK 3anyCcKe danna.

» LlocTyn K 3arpy304HOMY CeKTOPY CbeMHbIX HOCUTEeJIeH: CKaHMPOBaHWE Cpa3y Npu BCTaBKe
CbE€MHOr0 HOCUTENS, COEPKALLIEr0 3arpy304HbIA CEKTOP, B YCTPOWCTBO. DTOT NapaMeTp He
BKJ/IO4AET CKaHVWPOBaHMUE (halioB Ha CbeMHbIX HoCUTeNsX. CKaHMpPOBaHUE (halioB Ha CbeMHbIX
HOCMTENSIX MOXHO BKJ/IOYUTb B pa3desne Hocutenu pna ckaHupoBaHus > CbeMHble
HocuTenu. YToObl JOCTYN K 3arpy304HOMY CEKTOPY CbeMHbIX HocuTenen paboTan
KOPPEKTHO, BKJIIOYNTE HAaCTPONKY 3arpy3o4Hble ceKTopbl/UEFI B NapaMeTpax ThreatSense.

3awmTa (hansioBon CUCTEMbI B PEXUME PeanbHOro BPEMEHN NPOBEPSET BCE TUMblI HOCUTENEN 1
3anyCKaeTcs pas3/iMyHbIMU COBLITUAMU, TAaKUMU KakK BOCTYN K anny. 3a CHeT UCMnonb30BaHUS
MeTon0B 0bHapyXeHus ThreatSense (Kak ONUCaHO B pasgene [NapameTpbl ThreatSense) 3aWmTy
(hannoBon cUCTEMbI B peXXnMMe peasibHOro BpeMeHN MOXKHO HaCTPOUTb A5 CO34aBaeMbIX U yxe
CYLLEeCTBYOLWNX (hannoB No-pasHoMy. Hanpumep, MOXXHO HAaCTPOUTb 3alUNTy PanioBON CUCTEMbI B
peXnme peasbHOr0 BpeMeHu Tak, 4Tobbl oHa bonee TwaTebHO OTCEXMBaNa BHOBb CO3AaHHbIE
thannbl.

Y706bl CHU3NTb BAMSHME HA NPOU3BOAUTENLHOCTb KOMMbIOTEPA NPU NCNOJIb30BaHNM 3aLUNTLI B
PeXUMe peasibHOro BPeMeHM, MOBTOPHOE CKaHMPOBaHWe (haliioB, KOTopble yxxe Oblan
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NPOCKaHNPOBaHsbI, He BbINOMHAETCS (ecan dalsibl He 6blIn n3MeHeHbI). Palinbl MOBTOPHO
CKaHMPYIOTCA Cpa3y Nocse Kaxxaoro 06HoBAEHMS MOLY A 0OHapyXeHWs. YnpaBaeHue 3Tum
PEXMMOM OCYLLECTBAIAETCS C MOMOLLbIO NapamMeTpa ONTUMM3auma Smart. ECIM onTMMM3auma Smart
OTKJII0YEHa, BCE (hal/ibl CKAHUPYIOTCS KaXKAbliA pa3 Npw noslyyeHnn AocTyna K HAM. 15 n3MeHeHus
3TOro napameTpa OTKPOWTe OKHO PacluMpeHHblie NnapaMeTpbl, Ha)xaB KJaBuLwy F5, 1 nepenauTe K
pasneny Moaynb o6HapyXxeHus > 3awuTa (panioBOM CUCTEMbI B peXXUMe peasibHoro
BpeMeHMU. ocnejoBaTENLHO WeEeNKHUTE 3neMeHTHl HacTpoka napameTpoB Moayns ThreatSense >
Apyroe v CHAMUTE UKW YCTAHOBUTE (HNIaXXOK BKAKOYNTL MHTENNEKTYasIbHYI0 ONTUMU3ALMUIO.

YPOBHU OYUCTKHU

YT106bl NONYYUTL OOCTYM K HACTPONKAM YPOBHSA OYUCTKM A5 HY)KHOr0 MOAY NS 3allMThl, pa3BepHuTe
MapameTpbl ThreatSense (Hanpumep, 3awmuTta PannoBON CUCTEMBI B peasibHOM BPEMEHMU) 1
BbibepuTe OYUCTKA > YPOBEHb OUYUCTKM.

MapamMeTpbl ThreatSense UMEIKOT YKa3aHHbIE HUXKE YPOBHU UCNPaBeHNA Npobaem (T. e. 04UCTKa).

NcnpaBneHue B ESET Internet Security

Bcerpa ucnpasnatb MblITaTbCA UCNPABAATb OOHAPYXXEHUS NpU 04NCTKe 06bekToB be3

obHapy>xeHus BMeLlaTeIbCTBa KOHEYHOr 0 MoJsib30BaTeNs. B HEKOTOPbIX Cinyvanx
(HanpumMep, C CUCTEMHbIMK (harnamu), ecniv obHapy>xeHue He yaaeTcs
NCcNpaBuTb, 0BHaPYXKEeHHbIN 06 BLEKT OCTaBAAETCS B UCXOLAHOM

PacnosioXKeHuu.
WcnpaBnatb MblITaTbCA UCNPABAATb OOHAPYXXEHUS NpU 04NCTKe 00bLeKToB 6e3
ODHapy>XeHus, ecnm 3TO BMeLlaTeNbCTBa KOHEYHOr0 NoJIb30BaTeNA. B HEKOTOPLIX C/lyHasx
6e3onacHo, B Apyrom (HanpumMep, cUCTeMHbIe (halibl NN apXmBbl, KOTOPbIE COAEPXAT U
cJslyvyae oCTaBMUTb 4YUCTblE, U 3apaXKeHHble (hannbl), ecim obHapyXXeHue He yaaeTcs

NCcNpaBuTb, 0BHAPYXXEHHbIN 06BEKT 0CTAETCH B UCXOLAHOM

PacnosioXKeHnu.
UcnpaBnaTtb MblTaTbCA UCNPABAATL OOHAPYXEHUS Npu o4UCTKe 06bekToB. B
ODHapy>XeHUs, eCaM 3TO HEKOTOPbIX Cy4asnx, €CM HU OLHO U3 LEeNCTBUIA BbINOMHUTb
be3onacHo, B gpyrom HEBO3MOXHO, KOHEYHbIN N0Jib30BaTe b MNoJly4aeT UHTEPaKTUBHOE
cslyyae cnpawiuvBaTb npefynpexneHve, B KOTOPOM clieflyeT BblbpaTb AeNCTBUE MO

ncnpaBaeHnio (Hanpumep, YAanauTb WAN MPOUrHOPMPOBaThL). ITOT
napamMeTp pekoMeHAyeTCs B 60NbLUNHCTBE C/Iy4HaeB.

Bcerpa cnpawmBatby  KOHe4YHOMY MoJib30BaTet0 0TOOPaXKaeTCcs MHTEPAKTUBHOE OKHO Npw

KOHEeYHOoro 04NCTKE 06BLEKTOB, 1 OH A0JIXKEH BblbpaTb AeNCTBME MO UCMPABAEHWIO

nonb3oBaTtens (Hanpumep, yAanuTb UM NPONYCTUTb). ITOT YPOBEHb NpeAHa3HayeH
Ans 6osiee onbITHLIX NOJIb30BaTENEN, KOTOPbLIE 3HAIOT, KaKne OeNCTBUA
cnefyeT NpeanpuHATh B Ciyvyae obHapyXeHus.

MoOMEeHT usaMmeHeHus KOHUrypaumm 3aLimTbl B
pe>xuMe peasibHOro BpeMeHu

3aliMTa B pexunMe peasisHoro BpeMeHu aBnsieTcs Hanbonee CylecTBEHHbIM 3/1IEMEHTOM BCeW
cucTembl obecneyeHust 6esonacHocT. HeobxoanmMo 6biTb BHUMATENbHLIM NPU U3MEHEHUN ee
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NnapaMeETpPOB. PeKOMeH)J,yeTCH N3MEHATbL NMapaMeTpPbl TOJIbKO B 0Cobbix cny4vaax.

Mocne ycTaHOBKM ESET Internet Security BCE NapaMeTpbl ONTUMU3UPOBaHbI 419 MaKCMMaslbHOW 3aLUUThbI
cucTeMsbl. 119 BOCCTAHOBAEHWUS MapamMeTpoB Mo YMONYaHUIO WENKHUTE =' BO3Jie Ka)XA0N BKNAAKN B
OkHe (PacwuMpeHHble napameTpbl > Mogynb o6Hapy>xeHus > 3awmTa pannoBON CUCTEMbI B
peXxuMme peanbHOro BpeMeHH).

NMpoBepka Moaynsa 3alLUTbl B peXuMe
peanbHOro BpeMeHwu

YT106bI YOEANTHCSH, YTO 3alinTa B peasibHOM BpeMeHun paboTaeT 1 obHapyXunBaeT BUPYCh,
MCNONb3yNTe NPOBEPOYHbLIN halsl www.eicar.com. ITOT TECTOBbLIN (hann ABnseTCa 6e3BpeHbIM, 1 ero
obHapyXnBalT BCe MPOrpamMmmebl 3alnThbl OT BUPYCcoB. ®ann co3faH KoMnaHuew EICAR (European
Institute for Computer Antivirus Research) 0151 NPOBEPKU (PYHKLMOHMPOBAHMS NPOrpaMM 3alinTel OT
BMPYCOB.

®ann focTyneH Ans 3arpysku ¢ Beb-canTa http://www.eicar.org/download/eicar.com.
Mocne BBOAa 3TOro URL-afpecca B 6pay3epe Bbl AOMKHbI yBUAETH COOBLIEHNE 06 yaaNeHnn yrpo3bl.,

PewwieHue npobneM, BO3SHUKAIOLLMX NPU
paboTe 3awwunTbl hannoBon CUCTEMbI B
pe>XxuMme peasibHOro BpeMeHu

B 3TOM pa3gnene onucaHbl I'Ip06J'IeMbI, KOTOpble MOIyT BO3HUKHYTb MNMpn NCMNOJIb30BaHNW 3alLlUTbI B
pexnMme peasibHOro BpEMEHU, N cnocobbl nx YCTPpaHeHNA.

3awuTta panyioBOU CUCTEMbI B peXXUMe peasibHOro BpeMeHHu
OTKJIlOYEeHa

Ecav nonb3oBaTenb HenpeaHaMePEeHHO OTK/IYUT 3aLUNUTY B peasbHOM BPEMEHU, HeobXoanuMo
MOBTOPHO aKTUBMPOBATbL 3TY PYHKLMIO. YTOOLI NOBTOPHO aKTUBMPOBATL 3aLLMTY B peasibHOM
BpPeMeHH, nepenanTe B pa3aen HacTponka B [/1aBHOM OKHE MporpamMmel U WeAKHUTEe 3awuTa
KoMnbloTepa > 3awuTa (panIoBOW CUCTEMb] B PeasibHOM BPEeMEeHM.

Ecnn 3awmTa hannoBon CUCTEMBI B PEXMME PeasibHOro BPEMEHN He 3anyCKaeTCs Npu 3arpyske
cmMcTeMmsbl, 06bIYHO 3TO CBA3AHO C TEM, YTO OTKJIOYEH NapaMeTp BKAOYUTL 3awuTy hannoBomn
CUCTEMbI B peasibHOM BpeMeHU. YToObl BKJIYNTb 3TOT NapameTp, nepenauTe B pasgen
PacwmupeHHble napameTpsl (F5) 1 nocnenoBaTenbHO BbibepnTe Moaynb oOHapyXXeHus > 3awiuTa
¢pannoBon CUCTEMbl B peasibHOM BPEMEHM.

3aluTa B pe)XXuMe peasibHOro BpeMeHn He OOHapyXXuBaeT u
He O4YMLUaeT 3apa)keHun

YbeamTecb B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOB/IEHbI APYrie NPOrpamMMmsbl 3alUTbl OT BUPYCOB.
Ecnun Ha KoMMNblOTEpe YCTAaHOBEHO CPa3y ABE aHTMBMPYCHbIX MPOrpaMMbl, OHWU MOTYT
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KOH(DJ'II/IKTOBaTb Mexny cobon. I'Iepeu yCTaHOBKOIZ ESET peKoOMeHAYyeTCa YOa/nTb C KOMMNbOTEPaA BCE
npo4yne nporpaMmmbl 3alllnTbl OT BUPYCOB.

3aluTa B pe)XXuMe peasibHOro BpeMeHMu He 3anyckaeTcs

Ecnn 3awmTa B peasibHOM BPEMEHW He 3aMyCKaeTCs Mpu 3arpy3ke CUCTEMbI (HO PYHKUNS BKAOYUTD
3awuTty channoBoM CUCTEMbI B peasibHOM BPEMEHM BKJI0YEHA), BO3MOXHO, BO3HUK KOH(INKT C
APYrMuK npunoxxeHmamn. YTobbl pewmnTb 3Ty Npobnemy, co3nante xypHaa ESET Sysinspector 1
OTNpaBbTe ero B cayxby TexHn4yeckom nogaepXku ESET A aHaamsa.

UcKloYeHua ana npoueccos

OYHKLMA NCKIYEHWUIA NS NPOLLECCOB NO3BOMSET UCKOYATb MPOLLECCHI MPUSIOXXEHNIA U3 3aLLUTHI
(hannoBoN CUCTEMbI B peasibHOM BpeMeHU. HekoTopble METOAUKM, UCMO/b3yEMbIE NPY PE3EPBHOM
KOMMPOBAHWMN U MPU3BAHHbIE MOBLICUTb €ro CKOPOCTb, YAYYLWNTb LEIOCTHOCTb MNPOLIEeCCOB U
JOCTYMHOCTb CAYX0, BbI3bIBAOT KOHMIMKT C 3aLLMUTON OT BPEAOHOCHBIX NMPOrpamMm Ha yPOBHE
annoB. EAMHCTBEHHBIN AENCTBEHHbIN CNocob n3bexaTb Takux NpobaemMm — oTKAYNTb
aHTuBupycHoe MNO. Mpn UCKNOYEHNIN OTAEbHbLIX MPOLLECCOB (HanpuMep, OTBEYAIOLLMX 33 Pe3epBHOE
KOMMpoBaHMe) BCe onepauun ¢ ainamMm Takmx NPoLLECCOB UFHOPUPYHOTCS U CHMTAOTCA
6e30nacHbIMU, YTO CHUXXAET OTPULIATENbHOE BANSIHMNE Ha NMPOLIECC PE3EPBHOr0 KOMMPOBAHMS.
Co3/aBaThb UCK/OYEHUS ClefyeT C OCTOPOXKHOCTbIO — A06aBAEHHOE B UCKIOYEHME CPeCTBO
PEe3epPBHOI0 KOMMPOBAHMSA MOXXET MOSYYMTb AOCTYM K 3apa)KeHHbIM (haiifiam, He BblAaB Npu 3TOM
OMOBELLEHNS, MO3TOMY PACLLUMPEHHbIE Pa3peLleHns AOCTYMNHbI TONbKO AN MOAYAS 3allUTbl B
peasisHOM BPEMEHM.

He cnepyeT nyTaTh 3TY MYHKUNIO C SPYT MU BO3MOXXHOCTAMU UCKAOYEHNA — VICKJIl0YeHHbIe
pacwimpeHus dannos, UCkIOYEHUS cucTeMbl HIPS, UckaoyeHns n3 obHapy)XeHus nnum
NcknoveHna ong OblICTpooeNnCcTBUS.

WckntoyeHns ans npoLLeccoB No3BOJIAT CHU3UTb PUCK BO3HUKHOBEHWS KOH(IMKTOB W MOBLICUTb
NPOVN3BOANTENBHOCTb UCKOYEHHbIX MPUNOXEHWI, YTO MONOXKUTENBHO CKa3blBAETCS Ha
NPON3BOANTENBHOCTI U CTAabUNBHOCTY ONEPaLIMOHHON CUCTEMBI B LiesoM. VckntoyeHne ans
npoLecca nam NPUIoXKeHNs NpeanonaraeT CKKYEHNE 1 NS ero UCnoJsiHsemoro gaina (.exe).

[o6aBnTb ncnonHseMble hanibl B CMMCOK UCKIIK0YaEeMbIX MPOLECCOB MOXHO C MOMOLLbIO KOMaHbl
PacwupeHHble napameTpsl (F5) > Mogynb obHapyXxeHus > 3awuTta ¢anoBoOn CUCTEMbI B
peXxuMme peasibHOro BpeMeHu > IckniovyeHusa pns npoueccos.

ITa (hyHKUMA NpefHa3HavYeHa ans fobaBNeHNs B MCKOYEHNS CPELCTB PE3EPBHOMO KOMMPOBAHMS.
WcknioveHne n3 ckaHNpoBaHMNA NPOLLECCOB, BbIMOHAEMbIX CPEACTBOM Pe3ePBHOr0 KOMMPOBaHNS,
obecneymnBaeT CTabUALHOCTL CUCTEMBI U CMOCOBCTBYET NyYLLEN MPON3BOAUTENBHOCTN PE3EPBHOI0
KOMUPOBaHWS, He 3aMefNss ero.

LLenkHnTe N3MeHUTb, 4TOObl OTKPbLITh OKHO yrpaBsieHns UCKIoYeHUus AN NpoLeccos, B
KOTOPOM MOXXHO [100aBUThL UCKIIOYEHNS 1 BbIBpaTh UCMONHSAEMbIE (halifibl (HanpuMep Backup-
tool.exe), KOTOpble BYAYT UCK/IOYEHbI U3 CKAHWPOBAHNS.

Ecnu cain .exe nobaBneH B nepeveHb UCKIOYEHWI, ESET Internet Security HE BbIMOJHAET
MOHUTOPWHI €ro AelcTBMIi, Kak U He CKaHMpPYoTCa Ntobble onepauunm ¢ annamu,
BbINOJIHAEMbIE 3TUM MPOLECCOM.
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Ecnm ncnonHsiembln hann He BbibpaH € nomMoLblo PyHKUUK 0630pa, HeobX0AMMO yKa3aTb
NONHBIN NYTb K hanny. NHavye ncknoyeHne He bynet paboTaTb NpaBuIbHO, a cucTema HIPS
MOXXET BbldaBaTb coobLeHns 06 owunbdke.

ANa cywecTBYOLWMX NPOLECCOB TakXe AOCTYMHbl (PYHKLUUN U3MEHEHUA 1 yaaNneHus 13
NCKJTIOYEHUI.

3aumTa goctyna B MHTEpPHET He MPUHUMAET BO BHMMaHWNE TakKne NCKIo4YeHNA. Ecnu BbI

n06aBMAM B NCKNOYEHNE NCNONHAEMbIN haln cBoero Beb-bpaysepa, CkavymBaeMble (hasibl No-

npexxHemy 6yayT CKaHUPOBATLCA. ITO MNO3BONT 0OHAPYXUTb 3apakKeHHble daisbl. ITO
pa3bACHeHWe [aHO B NO3HaBaTe/IbHbIX LeNsaX, U Mbl He pekoMeHayeM f06aBnsaTh B
Ncko4eHne seb-bpaysep.

NobaBneHue UauM U3MeHeHUue UCKJTI0YEeHUHN
npoLeccoB

B 3TOM AnanoroBoM OKHe MOXXHO J,00aBAATbL NPOLECCHI, NCKIIIOYAEMbIE 13 MOAYNS 0BHapYXeHUS.
WcknioveHns pns npoLeccoB No3BoJIAT CHU3UTb PUCK BOSHUKHOBEHUS KOH(IMKTOB U MOBLICUTH
NPOV3BOANTENbHOCTb UCK/IOYEHHbIX MPWUIOXKEHWI, YTO NOJIOXKNTESIbHO CKa3blBAETCS Ha
NPOV3BOANTENbHOCTU U CTabUNBLHOCTY ONEePaLMOHHON CMCTEMbI B LesioM. VickntoveHmne ans
npoLecca uam NpuaoXKeHus npeanonaraeT UCKJYEHNE N ANS ero UCNosiHAeMoro daina (.exe).

BbibepuTe nyTb K hanny UCKOYEHHOI O MPUNOXEHNS, LWENKHYB ... (Hanpumep, C:\Program
Files\Firefox\Firefox.exe). HE BBOAMTE UMA NPUSIOXKEHUS.

Ecnn dann .exe pobasneH B nepevyeHb UCKI0YEHWI, ESET Internet Security He BbINOJHAET
MOHUTOPWUHI ero AenCTBUN, KakK 1 He CKaHUPYITCS Nilobble onepaunn ¢ hannamu,
BbIMONIHAEMbIE 3TUM NPOLLECCOM.

Ecnn ncnonHsemelin daiin He BoibpaH C MOMOLLbIO (hyHKLMM 0630pa, HE0OX0AMMO yKa3aTb

NOJIHBLIA Ny Tk K hanny. NHave ncknoveHne He byaet paboTaTb NpaBuabLHO, a cUCTEMA HIPS
MOXXET BbldaBaTb coobLeHns 06 owunbdke.

0Na cyWwecTBYOLWMX NPOLECCOB TakXe AOCTYMHbl (PYHKLUN U3MEHEHUSA 1 yaaneHus 13
NCKJTIOYEHUI.

3awmMTta Ha ocHoBe obnaka

ESET LiveGrid®(0OCHOBaHHas Ha NepeaoBoi CUCTeMe CBOEBPEMEHHOr0 06Hapy»KeHust ESET
ThreatSense.Net) UICMOMb3yeT AaHHbIe OT MOJib30BaTeseit ESET CO BCEro Mupa U OTNPaBASET UX B

BMPYCHYIO labopaToputo ESET. CeTb ESET LiveGrid® NO3BOJISET NOJyYaTh NOA03PUTESbHbIE 006pa3Lbl 1
MeTaAaHHbIe, MO3TOMY Mbl MOXXEM He3aMeaIMTENIbHO PearnpoBaTh Ha NOTPebHOCTH Nosb30BaTeNen

n obecneynTb rOTOBHOCTb ESET K 0663Bpe)KVIBaHI/I}O HOBEWLINX Yyrpo3.

JoCTynHbI Ceaylolme BapuaHThbI:

BKJIIOYUTb CUCTEMY penyTauum ESET LiveGrid®

CucTtema penyTauum ESET LiveGrid® paboTaeT Ha 0CHoBe 0611a4HbIX 6efblX 1 YePHbLIX CMUCKOB.
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MpoBepuTe penyTaLmio 3anyLleHHbIX NPOLLeCcCoB U (hanioB HENOCPEACTBEHHO B UHTepdence
NporpaMMbl UN B KOHTEKCTHOM MeHI0, Biarofapsa 4emMy CTaHOBUTCA AOCTYMHA AOMNOJIHUTENbHAsA
NHMOPMaLns 13 ESET LiveGrid®.

BK/IOYNTb CUCTEMY OOpaTHOM CBA3M ESET LiveGrid®

CucTtema obpaTHOM CBA3M ESET LiveGrid®, AONONHSAOWAA CUCTEMY penyTaumm ESET LiveGrid®, cobupaeT
NHOPMaLIMIO 0 KOMMbIOTEPE NOJIb30BaTENS, KOTOpPas CBA3aHa C HOBbIMU OBHAPYXXEHHbLIMU YrpO3aMMu.
3T0 MOXeT ObIThb:

* ObpaseL nam Konua ¢anna, B KOTOPOM BO3HUKJIIA yrpo3a

* MyTb K panny

* Ima channa

* [laTa n Bpems

* [pouecc, € MOMOLLbIO KOTOPOro yrpo3a nosiBuiacb Ha KOMMblOTEpe
* MIHdopmaLma 06 onepaunMoHHON cucTeMe KoMMbloTepa

Mo ymonyaHuUto nporpamMma ESET Internet Security OTNpPaBAsSeT NOA03PUTENbHbIE (hailsibl B BUPYCHYIO
nabopaTopwuio ESET AN TWaTeNbHOro aHanm3a. Bcerga uckntoyvatotcs daibl ¢ onpeneneHHbIMM
PaCLUMPEHNSMU, TaKUMU KaK .doc 1 .xIs. Takxe MOXHO f06aBNTb Apyrue pacluMpeHuns, ecam
NOSINTMKA BaLLe opraHM3aLmnm NpeanucbiBaeT UCKIIOYEHNE U3 OTMNPaBKM.

MoapobHble cBefeHns 06 0TApaBKe COOTBETCTBYIOLWMX AAHHbIX NpUBeAeHbI B [TonmnTrke
KOHMMOEHUMANIbHOCTMW.

He Bk/O4YaThb ESET LiveGrid®

OYHKLMOHANbHOCTb NPOrpaMMHOro obecneyeHns Npu 3ToM He TEPSIETCS, HO B HEKOTOPbIX ClTyYasx
ESET Internet Security MOXXeT BbICTpee pearmpoBaTh Ha HOBblE YrpO3bl, KOraa cucTema ESET LiveGrid®
BKJtOYeHa. Ecnm cucTema ESET LiveGrid® ncnosib3oBanach paHee, HO bbla OTKJII0YEHa, MOTYT
0CTaBaTbCs HEKOTOpPbIE NAaKeTbl AaHHbIX, NPeAHa3Ha4YeHHbIe AN4 0TNPaBKW. TN NakeTbl byayT
OTNpaBfieHbl B ESET Aa)ke Mocsie BbIK/OYeHN CMCTeMbI. ocsie 0TNPaBKW BCEN TEKYLLEe
MHMOPMaLMM HOBble MakKeTbl CO3AaBaThCs He ByayT.

[ononHuTeNbHY0 MHpOPMaLMIO 0 ESET LiveGrid® CM. B [10CCapuu.
CM. HaWwmn WINKCTPUPOBAHHbLIE NHCTPYKLIAWM Ha AHIJIMACKOM U ewe HeCKONTbKUX A3blKaX Mo
BKJIIOYEHWIO N OTK/IOYEHMIO ESET LiveGrid® B ESET Internet Security.

HacTpoika 06n1a4yHOM 3aLuMThl B OKHE PaCLUMPEHHbIX
napamMeTpoB

0na noctyna K HacTponkaMm ESET LiveGrid®0TKponTe PaclumpeHHble napaMeTpsl (F5) > Moaynb
obHapy>xeHus > Obna4yHana 3awmTa.

52


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_livegrid
https://support.eset.com/kb7109

* BKNIO4YMTb CUCTEMY penyTauum ESET LiveGrid® (pekoMeHpayeTca). Cuctema penyTauum ESET
LiveGrid® yBennynBaeT 3hhEeKTUBHOCTb PELLEHWNI ESET 419 3aLnTbl OT BPEAOHOCHbIX MPOrpamm,
TaK Kak 6bnarogaps en CKaHupyeMmble (aisibl COMOCTaBAATCA C d1eMeHTaMm «6enoro» un
«YEepHOro» CNnMcKos B obnake.

* BKnioyeHue cpepcTea ESET LiveGrid® CMUCTE@Mbl OT3bIBOB — OTMNPAB/IfET COOTBETCTBYIOLMNE
NaHHble 0bpa3LoB (onMcaHHbIe B pa3aene OTnpaBKa 06pa3LoB) BMecTe C oTYeTaMu 0 c6osx U
CTAaTUCTUYECKUMUN [aHHbIMK B UCCNEA0BATENbCKYIO labopaToputo ESET AN fasbHENLLEro
aHanm3a.

* OTnpaBnATb OTYETbl 00 aBapMUHOM 3aBepLUEHUM U AaHHbIe AUArHOCTUKM: OTMNpPaBKa
OTHOCALLMXCA K ESET LiveGrid® AMAarHOCTUYECKUX OaHHbIX, TaKNX Kak 0T4YeTbl 06 aBapuiHbIX
3aBepLUEeHMAX U AaMnbl NaMATU Moayen. PEKOMEHAYEM He BbIK04aTb 3TOT NapaMeTp, YTobbl
NMOMOYb ESET BbISBNATL NPobaeMbl, COBEPLUEHCTBOBATL MPOAYKTbI U YAyYlaTh 3aLNTY KOHEYHbIX
nosib3oBaTesNen.

* OTNPaBUTb AHOHMMHYIO CTaTUCTMYECKYIO MH(OPMALLMIO — C NMOMOLLbLIO 3TOr0 NapaMeTpa
MO>XHO Pa3peLwnTb NPOAYKTY ESET cobmpaTb MHGOPMALIMIO O HeAaBHO 0BHAPY)XEHHbIX Yrpo3ax:
MM$ Yyrpo3bl, JaTa U Bpems obHapy»XeHus, cnocob obHapyXeHUs, CBSi3aHHblE MeTadaHHbIe,
BEPCUSA 1 KOH(UIypauus npodykTa (BKJloYas MHGOPMaLIMIO 0 cucteme).

* KOHTaKTHbIA appec 371eKTPOHHOMU No4Thl (HeobsA3aTeNnbHO) — BMecTe C
No403pUTENbHbIMK (haklaMn MOXKHO OTNPaBUTb KOHTAKTHbIA aapec 31eKTPOHHON NOYTbI, YTOObI
cneunanncTbl ESET Moram obpaTuUTbCa K BaM, eCiv AN aHanu3a notpebyeTca 4ONOAHUTENbHANA
NHopMauns. UmenTe B BUAY, YTO KOMMaHWA ESET He OTNpaBAsSeT OTBETbI N0Jib30BaTeNAM 6e3
HeobxogumocTu.

OTnpaBka obpasuos

OTﬂpaBKa 06pa3u,03 BPY4YHYIO — BKJIlOHEHWNE ONUKUKN OTMPaBKK o6pa3uos B ESET BpYy4HYtO 13
KOHTEKCTHOIro MeHto, KapaHTrHa Uan pa3gena CeQBVIC.

ABTOMaTM4YecKas oTNpaBKa oOHapy>XeHHbIX 06pa3uoB

YKaxunTe, Kakme obpasubl 6yyT 0TNpaBAsTbLCA B ESET 415t aHasIM3a 1 COBEPLUEHCTBOBAHUS
MEXaHN3MOB 0OHapy)XeHUs (MakCMManbHbIA pa3mep obpa3la No yMoaYaHUo cocTaBnseT 64 Mb).
JOoCTynHbI CieayoLine BapuaHTbl:

* Bce oOHapy>xeHHble 0Opa3ubl: BCe 00LeKThl, 0OHapyXeHHble MoayneM obHapyxeHus (B
TOM YUMCSIe NOTEHLMAIbHO HeXXeNaTe IbHbIe NMPUN0XEHUS, eCIN B HAaCTPONKax MoAyNs
CKaAHMPOBaHNA BKJIDYEH COOTBETCTBYIOLWLMI NapameTp).

* Bce obpa3subl, KpOMe O,OKYMEHTOB: BCe 0OHapyXeHHble 06bEKTbI, KPOME BOKYMEHTOB (CM.
HUXe).

* He otnpaBnaTh: 06Hapy>KeHHble 06bekTbl He ByayT OTNPaBAATLCA B KOMMAHMIO ESET.
ABTOMaTM4YeECKas OTNpaBKa NoAao3puTesbHbIX 06pa3suoB

oTn 06pa3ub| TaKXe 6y,£l,yT OTNpPaBNAATbLCA B ESET, eC/qiu Moay/ib 06Hapy)KeHI/IFI NnXx He 06Hapy>K|/|BaeT.
Hanpl/lMep, o6pa3ub|, KOTOpbIE MOYTHN n3bexanu 06Hapy)KeHVIﬂ, MPWU3HaHbl NOA03PUTENIbHBIMWU OHUM
N3 Moaysen 3alunThl ESET Internet Security Uam OEeMOHCTPUPYIOT HEOOHO3HAYHOE NoBegeHNe
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(MakcumanbHbI pa3mep obpasua No ymMon4yaHuo coctaBnseT 64 Mb).
* UcnonHaemble palnbl: BKIOYAET UCMONHAEMbIE (halfibl, TaKMe KakK .exe, .dll, .sys.
* ApXMBBbI: BKJIOYaeT Takme Tunbl hannioB, Kak .zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cab.
* CueHapuum: BKJIlOHaeT Takne Tunbl hannos CLLEeHapueB, Kak .bat, .cmd, .hta, .js, .vbs, .psl.
* [lpyroe: BKJOYaeT Takue TUnbl hanios, Kak .jar, .reg, .msi, .sfw, .Ink.

* BO3MOXXHbBIN cnaM: 3Ta (hyHKLMS NO3BOJIAET OTNPaB/IATb MOTEHUMAbHbIA CNaM (LLeJIMKOM
MM YaCTUYHO) 1 BJIOXKEHUS B ESET Ans aHann3a. Bkoyne ee, Bbl MOMOXeTe TOYHee
obHapymnBaTb cnam — aas cebs n gna scero mmupa.

* lOKyMeHTbI: BKJIO4aeT AOKYMEHTbI Microsoft Office U PDF C aKTUBHbIM COLEPXMMbIM 1 6e3
Hero.

V Pa3BepHUTE, 4TObblI OTKPbITb CMUCOK BCEX BKJKYAEMbIX TUNOB PanIoB JOKYMEHTOB

ACCDB, ACCDT, DOC, DOC_OLD, DOC_XML, DOCM, DOCX, DWFX, EPS, IWORK_NUMBERS, IWORK_PAGES,
MDB, MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED,
ONE, ONEPKG, PDF, PPT, PPT_XML, PPTM, PPTX, PS, PSD, RTF, SYLK, THMX, VSD, VSD_XML, WPC, WPS, XLS,
XLS_XML, XLSB, XLSM, XLSX, XPS

UcknioyeHus

OUILTP NCKIIKYEHMI NO3BONSET UCKIOYNTL U3 OTMPaBKKW onpedeneHHble (anbl UK nanku
(Hanpumep, MOXeT NOHaZA0ObUTLCA NCKIYUTL (haisibl, KOTOPbIE MOTYT COAEpPXKaTb
KOH(hMOEHLNANbHYI0 NH(MOPMALIMIO, TaKylo Kak LOKYMEHTbI U 3N1eKTPOHHbIe Tabnuubl).
MepeyncneHHble B 3TOM CUCKe (halibl HUKOrAa He ByayT nepefaBaTbCs B ESET Ha aHanus, faxe
ec/I OHU coepKaT Nofo3puTesNbHbIN Koa. Painbl Hanbosiee pacnpPoCTPaHeHHbIX TUMNOB (.doc U T. M.)
NCKIOYATCA MO YMOHaHWI0. Tpn XKelaHUM MOXXHO LONOJIHATL CMNCOK UCKIOYEHHbIX (aisios.

YT10bbl NCKNIOYNTB (hansbl, 3arpyXeHHble ¢ agpeca download.domain. com, OTKpPOUTE pa3fen
PacwumupeHHblie napameTpbl > Moaynb obHapyxeHus > ObnayHas 3awumTta > OTnpaBka
obpasuoB 1 HaxxMuTe KHOMKY U3MeHUTb psnom ¢ nyHKkToM Uckniovyenus. [lobasbTe
nckn4veHue .download.domain. com.

MakcuManbHbi pa3mep obpasuoB (MB): onpenenseT MakCManbHbIA pa3mep obpasuos (1-64
MB).

PdunvTp «MICcKNoUYeHUe» And 3aliuThbl Ha
OCHoBe obnaka

OunbTp «MckntoyeHne» No3BONSAET UCKYNTL 13 OTNPaBKK 06pa3LOB onpeaeneHHble aibl Uau
nanku. MNepeyncneHHsle B 3TOM CnnUcke daibl HUKOrga He ByayT nepefaBaTbCs B ESET Ha aHanus,
LlaXXe eC OHW CcomepXXaT Noao3pUTENbHbIN Koa. Paitfibl pacnpoCTPaAHEHHbIX TUMOB (DOC U T. 1.)
NCKJIIOYAOTCS MO YMONYaHMIO.

C NoMOLLIbIO 3TON (YHKLUM MOXHO UCKOYNTL (Daitsibl, B KOTOPbIX MOXET MPUCYTCTBOBATb
KOH(UAEHUNaNbHAsA MHGOPMALIMS, HanpMep AOKYMEHTbI U 3NEKTPOHHbIE Tabimnupbl.
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YT06bl NCKNOYNTL (halsibl, 3arpy>XeHHble ¢ agpeca download.domain.com, WENKHUTE
+ PacwmupeHHble napameTpsbl > Mogynb oOHapy>xeHus > O6navyHan 3awmTa > OTnpaBka
obpas3uoB > UcknioueHus 1 1ob6aBbTe UCKOYEHME *download.domain.com*.

CKaHupoBaHMe KOMMNblOTEpa

MoLynb CKaHMPOBAHMS KOMMbIOTEPa Mo TpeboBaHUIO ABAETCH BaXXHON YacCTbio peLLeHus,
obecneymBalowero 3alwmTy OT BUPYCOB. OH NCMOb3yeTCs ANA CKaHMPOBaHMUS (halioB U Nanok Ha
KomnbtoTepe. C Touky 3peHuns obecneyeHuns 6e30MacHOCTM NPUHLAMWNANBHO BaXXHO BbIMNOJHATb
CKaHWpOBaHWe KOMMbIOTEPa PeryJsispHO, @ He TOJIbKO MPU BO3HUKHOBEHWW MOAO3PEHNI O 3apaeHunun.
PekomeHAayeTCs peryisapHO BbINOJIHATL NOJIHOE CKaHWPOBaHWe KoMMbloTepa AN obHapyxeHus
BMPYCOB, KOTOPbIE He OblNn HaWAeHbl 3aLUNTON (PalIoBON CUCTEMbI B PEXMME PeasibHOr0 BpeMeHM
npwv 3anncmn Ha AUCK. 3TO MOXKET NPOM30MATK, eC/IM B TOT MOMEHT 3aliuTa (hannoBon CUCTEMbI B
pexume peasibHOro BpemeHu bbiia 0TKYEHa, MOAY b 06HapyXeHns Bbi yCTapeBLIUM UK xXe
ann He Bbl pacno3HaH Kak BUPYC NPY COXPaHEHUW Ha ANCK.

(es[:3) INTERNET SECURITY - B =
08 Otsor © CkaHupoBaHuWe KOMMbloTepa 7
Q CrkaHupoBaHue

KoMnbtoTepa @ PacluMpeHHOe CKAHWPOBaHWe

BEIBOpOYHOE CKaHUPOEaHKME W

f': OBHoBNEHKHE CKAHWPOBaHWE ChEeMHBIX HOCHTENRI
"~
E Cepeuc

. MNepeTawmTe croda Painsl ANA CKaHMPOBaHWA
{6} Hacrpoiika
Lo

@ Crpancan moasepuca Q, CxaHuposaHue KomnbioTepa 10/13/2022 %:01:23 AM
/tc' }H‘BE&H;H =ETE BT Mponzowno oBHapyxeHui: 0
REGISTRY\MACHINE\SOFTWARE Classes\WOWe432Maode\ CLSIDNBFO.... n n
L L L] L] L]
~ bofble ceeqeHWiA OTKpPEITE OKHO CKaHWMPOBAHWA

3TO MOXKET ZaHATE HEKOTOPOE B EMA. Mo 33BEPLUEHNN CKaHWMOBEIHWA Bbl NOMYHHTE YEELOMNEHNE.

Progress. Protected. eficTene nocne ckad. |Huuero He npeanpuHnm... ~ | D

[loCTynHoO f1Ba TMa CKAaHMPOBaHUA KoMNbloTepa. CKaHMpoBaHUe KOMMNbloTepa ObICTPo
CKaHupyeT cucTeMy 6e3 ykasaHus napaMeTpoB CKaHMPOBaHWs. BbiDopouyHoe ckaHupoBaHue (B
pa3pene «PaclupeHHoe CKaHUMPOBaHWE») NO3BOSET BbIOPaTb OAMH M3 NpPeaBapUTEsbHO
onpenesnieHHbIX Npodunen CKaHNPOBaHNS, NPeAHa3HAYEHHbIX A5 ONPeLeNeHHbIX MECTOMOJIOXKEHNI
1 BblbOpa onpeneneHHbIX Lieseit CKaHMPOBaHMS.

CM. rnaBy XoZ CKaHMPOBaHMUA AN NOAYYEHUA OONOSHUTENbHbIX cBeleHuin o npowuecce
CKaHMpPOBaHNA.
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Mo ymon4aHuIo ESET Internet Security NbITaeTCA aBTOMaTUYECKN O4MLLATL N yOANATb BCE
OMacHbIe 31eMEHTbI, 0OHapy>XeHHbIe MPU CKaHMPOBaHMM KOMMblOTepa. B HEKOTOpPLIX Cay4YasXx,
KOrfia He yaaeTcs BbIMNOJIHATL HU O4HO U3 OeACTBUN, NOJb30BaTe b NOJly4aeT MHTEePaKTUBHOE
yBe[OMJIEHNE, B KOTOPOM HY>XHO BblbpaTb AencTBME (Hanpumep, yaaanTb nan
NPOUrHOPMPOBaThL). I3MEHUTb ypOBEHb OYUCTKN 1 NONYy4YnTbL Bonee noapobHble cBeaeHNs
MOX>XHO B pa3sgene Ounctka. MHpopmaunio o npeablayLnx ceaHcax CKaHMPOBaHNSA CM. B
thannax xxypHana.

Q NMpocKaHUpOBaTb KOMMNbIOTEP

®yHKUMs MpockaHMpoBaTb KOMNbIOTEP M03BOSET ObICTPO 3aNyCTUTb CKAHMPOBAHME KOMMbIOTEPA
M OMUCTUTb 3apa’keHHble (haiinibl 6e3 BMelwaTeNbCTBa Noab3oBaTens. MpenMyLLecTBO GyHKLMM
MpockaHMpoBaTb KOMNBLIOTEP 3aK/OYAETCA B TOM, YTO OHO YA0OHO B BbIMOJSIHEHUU 1 He TpebyeT
TWaTeNbHOW HAaCTPOMKM CKaHMPOBaHWA. MNpy TakoM CKaHMPOBAHWM NPOBEPSIOTCSA BCE (haiisibl Ha
NOKAJIbHbIX XXECTKMX AUCKAX, @ Tak)Ke aBTOMAaTUYECKM OYULLAITCS UK yAANSTCsS 0OHapyXeHHble
3apaxkeHusi. Mpu 3TOM aBTOMaTUYECKM UCMO/Ib3YETCS YPOBEHb OYNCTKM MO YMOJYAHMIO.
JONONHUTENbHYI0 MHGOPMALIMIO O TUMAX OYUCTKK CM. B pa3gene O4ncTKa.

Kpome Toro, MOXHO MCM0JIb30BaTb (DYHKLUMIO CKAHUPOBAHUA C UCNOJIb30BAaHUEM
nepeTackMBaHUA, 4TOObI BPYYHYIO CKaHMPOBaTb haibl UAK NankKu: Aas 3TOro HaBegMTe yKasaTesb
MbILLIW Ha HY>XXHbIR hata nam nanky, WeSKHUTE 1, YAepXMBas HaXKaToN KJaBuULLy MbILLK,
nepemMecTuTe BblAENEHHLIN /IEMEHT B OTMEYEHHYI0 06/1aCTb, MOCAE Yero OTAYyCTUTE KHOMKY MbILMN.
Mocne 3Toro npunoxeHue bynet nepesefeHo B POHOBLI PEXUM.

B pa3gene paclumMpeHHbIX NapaMeTPoB CKAHMPOBAHMUA OOCTYMHbI CieayoLLe BapuaHThl
CKaHMPOBaHWS.

ey BbiOOpoYHOEe CKaHMpoOBaHue

BbibOpo4YHOe CKaHMpOBaHMe NO3BOJISET YKa3aTb NapaMeTpbl CKaHNPOBAHUS, Takne Kak 00beKTbl 1
MeToAbl. [perMyLLecTBO BLIDOPOYHOro CKaHUPOBAHMUA 3aKJIIOHAETCSA B TOM, YTO Bbl MOXKETE
AeTanbHO KOH(UrypMpoBaTh NapameTpbl. KOHGMIypaumum MoXXHO COXPaHATb B NOJIb30BaTENbCKUX
NpogUNAX CKaHMPOBaHMUS, KOTOPble YA0OHO NPUMEHATb, €C/IN PETYNSAPHO BbIMOJHAETCS
CKaHMPOBaHWe C OAHVMU 1 TEMM XXe NapaMeTpamiu.

O CKaHMpoBaHUe CbEMHbIX HOCUTENIEN

MonobHO CKAaHMPOBaHMIO KOMMbIOTEpPA AaHHaA PyHKLUMA ObICTPO 3aMyCcKaeT CKaHUMpOBaHMe
CbEMHbIX HoCcuTenen (Hanpumep, CD/DVD/USB-AUCKOB), KOTOPbIE MOAK/OYEHbI K KOMMbIOTEPY B
[aHHbIA MOMEHT. 3T0 MOXET ObITb YA06HO NPY NOAK/IIYEHNN K KOMMbIOTEPY USB-yCTPOMNCTBA (h3LL-
NamMaTU, COAEPXXNMOE KOTOPOro Heo6XxoANMO NPOCKAHMPOBaTb Ha HaNUYMe BPeAOHOCHbIX MPOrpamMm
N APYrux NOTEHLMAbHbIX Yrpo3.

J.aHHbIN TUM CKaHUPOBAHMS TaKXXe MOXKHO 3amnyCTuUTb, BbibpaB BapnaHT BoibopouHoe
CKaHMpoBaHUe 1 MyHKT CbeMHble HOCUTEeNM B PACKPbIBAIOLLEMCS MeHI0 OB BbeKTbI
CKQHMPOBaHMUA, a 3aTEM HaXKaB KHOMKY CKaHUpPOBaTh.
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nOBTOpMTb nocinegHee CKaHUMpoBaHue

Mo3BosifeT ObICTPO 3anyCTUThL NOCTeAHEe BbiNOJHEHHOE CKAHUPOBAHME C UCMOJIb30BAHNEM TEX XKe
HaCTPOEeK.

B packpbiBaoLleMcs MeHio leiCcTBMe nocae CKaHUPOBaHUA MOXXHO HAaCTPOUTb JEeNCTBUE, KOTOpoe
OyneT BbIMONHATLCSA aBTOMATUYECKN NMOC/Ie 3aBEPLUEHNS CKAHMPOBAHMS:

* Huyero He npeanNpUHMMATB: NOC/E CKAHUPOBAHNA AEACTBUS NPeANPUHNMATLCA He ByayT.
* BbIKJIIOYUTb: NOCJIe CKAHWPOBAHMNS KOMMbIOTEP OTK/OYAETCS.

* NMepe3anyck Npu HeO6XO04MMOCTH: KOMMbIOTEP Nepe3anyCckaeTcs, TONbKO eC/v HY>XHO
3aBEPLINTb 04NCTKY 0BHAPY>KEHHbIX Yrpo3.

* NMepe3arpysunTb: NoC/ie CKaHNPOBAHUS OTKPbITbIE MPOrpPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpuHyAUTENbHbIA Nepe3anyck NPy HeoB6XoAUMOCTU: KOMMbIOTEP NPUHYANTENbHO
nepesanyckaeTcs, TOJIbKO eC/IN HY>KHO 3aBEPLUNTb 04NCTKY 0BOHapY>KEHHbIX Yrpo3.

* MpuHyauTenbHas nepesarpysKa: BCe OTKPbITbIE MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HE AOXKMAAACH BMeLLaTeNbCTBa MNOb30BaTENs, M KOMNbIOTEP Nepe3anyckaeTcs
nocne 3aBepLUEHUNS CKAHVPOBAHUS,

* CNALWMN PEXUM: CEAHC COXPAHAETCS, U KOMNbIOTEP NEPEXOAMNT B PEXMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0sb30BaTENb MOXET BbICTPO BO30OHOBUTL paboTy).

* Pe>xxum rubepHaumm: Bce KOMMOHEHTHI, ncnosb3ytowme O3Y, nepeHoCcATCs B CneunanbHbIv
(hann Ha xecTKoM gucke. KoMnbioTep BbIKIIOYAETCS, U NPU C/iefyoLWeM BKIIIOYEHUN BEPHETCA B
npegblayLiee COCTOsHME.

JocTynHocTb aencteuii CoH n F’mbepHauma 3aBNCUT OT NAPaMETPOB NMUTAHMSA U CMSLLErO
peXxrMa onepaumnmoHHON CUCTEMbI U BO3MOXKHOCTEN Ballero HoyTbyka nan komnbioTepa. He
3abbiBanTe, YTO KOMMbIOTEP B CASLLEM pexume Bce e paboTaeT. KOMMNbIOTEP BbINOJHAET
OCHOBHbIe PYHKLIMM 1 NoTpebnseT 3nekTpny4ecTso, Korga pabotaeT oT akkymynaTopa. YTobel
CcoxXpaHuTb BpeMs paboTbl baTapeun (Hanpumep, eCan Bbl HAXOAUTECH B MyTW), PEKOMEHAYETCA
nepeBecTn KOMMbIOTEP B peXum rubepHaumm.

BbibpaHHOe pencTeme bygeT 3anyLieHo Nocae TOro, Kak BCe 3anyLeHHble MPoLecChl CKaHMPOBaHMA
6yayT 3aBepuieHbl. Mpu Bbibope 3aBepLueHme paboTtbl nv NMepesarpyska B 41aloroBOM OKHE
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
[leaKTMBMPOBaTb 3aMpoLLIEHHOE AENCTBME).

CKaHMPOBaHWe KOMMblOTEPA PEKOMEHAYETCS 3amnyCKaTb HE peXxxe 0AHOro pa3a B Mecal,. Ero
MOXXHO CKOH(UIYPMPOBaThb B KaYeCTBe 3arlaHMpOBaHHO 3a4a4v B pa3gene CepBuc >
JononHutenbHble cpencTsa > MNAHNMPOBLUMK. [1/1aHNPOBAHVE EXXEHELEILHOMO
CKaHMPOBaHMSA KOMMbOTEPA

GO"
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CpepncTBO 3anycKa BbiIOOpoO4YHOro
CKaHMPOBaHMUA

BbibopoyHOE CKaHMPOBaHME NO3BONSET CKAHNPOBAThL ONEePaTUBHYO NaMATb, CETb UMW
onpeaenieHHble YacTu AUCKA (a He AUCK LennkoM). [1ns 3Toro wenkHuTe PacluMpeHHoe
CKaHMpoBaHMe > BbiDopouyHoe cKaHupoBaHMe 1 BbibepnTe KOHKPETHbIE 06BEKTHI CKAHUPOBAaHUS B
L PEBOBUAHON CTPYKTYpe Nanok.

B packpbiBatoiemcs MeHto Mpodunb MoXXHO BbIGpaTb NPodnib, KOTOPLIA ByAET NCNONb30BaATHLCS
A5 CKaHVPOBAHMS yKa3aHHbIX 06EKTOB. M0 YMONYaHMIO UCNONb3YETCS NPOdUb
MHTennekTyanbHoe ckaHUupoBaHue. CyLecTByeT elle TPy NpeaBapuTeNbHO 3aAaHHbIX Npothus
CKaHupoBaHus: Fnybokoe ckaHupoBaHue, CKaHMpPOBaHUE Yepe3 KOHTEKCTHOE MEeHIo 1
CKaHMpoOBaHMue KoMNbloTepa. B 3Tux Npouasax CKaHNPOBaHUS NCMOMb3YOTCA APYrie napaMeTpsl
ThreatSense. YT06bl 03HAKOMUTLCS C AOCTYMHbIMK NapaMeTpaMm, Noc/iefoBaTeNbHO Bbibepute
PacwiupeHHble napameTpsl (F5) > Moaynb o6HapyXeHus > CKaHUpOBaHMe HA Hau4ue
BPEeOOHOCHbIX NporpaMm > CKaHMpoBaHue no TpeboBaHMIo > [lapameTpsl ThreatSense.

CTpyKTypa nanok (4epeBo) TakxXe COAEPXUT onpedeneHHble 06beKTbl CKAHMPOBAHMS.

* OnepaTuBHaA NaMATb: CKaHNPOBAHME BCEX MPOLECCOB N AaHHbIX, KOTOPLIE B AaHHbIN
MOMEHT NUCMOJIb3YHOTCA OI'IepaTVIBHOI7I NaMATbIO.

* 3arpy3o4Hble ceKTopbl/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hasmyme
BPEAOHOCHbIX NporpamMM. [LononHUTe IbHble CBEAEHNS 0 MOAY/1e CKaHMPOBaHWs UEFI NpuBeaeHbl

B rJioCcapun.

* Basa paHHbIX WMI: CKaHUpoBaHwue Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WMI), BCex NpOoCTPaHCTB UMEH, 3K3eMNAAP0OB KJ1aCcCoB U BCEX CBOMCTB. MONCK CCbINOK Ha
3apa>XXeHHble (pa|7|nb| Nnn BpeaoHOCHbIE MporpamMmmbl, BHEQPEHHbIE B BUAE OaHHbIX.

* CUCTEeMHbIW peecTp: CKaHMPOBaHMe BCEr0 CUCTEMHOIO peecTpa, BCeX pa3fiesos 1
noapa3aenos. MONCK CCbINIOK Ha 3apakeHHble dalibl UM BPeAOHOCHbIE NPOrPaMMmbl,
BHeZIPEeHHbIe B Be AaHHbIX. MPpK 04NCTKe 0OHapYXEHWIA CCbiNIKa OCTAETCS B peecTpe BO
n3bexxaHne NOTepU Kaknx-1mbo BaKHbIX AaHHbIX.

Y106k ObICTPO NepenTn K 06BbEKTY CKaHMPOBaHMUA (haisy nav nanke), BBeAUTe ero nyTb B
TEKCTOBOM MoJie NoA APEeBOBUAHOW CTPYKTYpPOW. [yTb BBOAUTCA C y4eTOM pernctpa. Ytoboi
BKJIIOYUTb 0OBEKT B CKaHNpOBaHWe, yCTaHOBUTE ero p1a)kok B ApeBOBUAHON CTPYKTYpe.

YT10bbl 3aMNaHNPOBATL PEryNIPHYI0 3aJa4y, 03HAKOMbTECH C I1aBoW [11aHMpoBaHMeE
e)XXeHee/lbHOro CKaHWPOBAaHUSI KOMMbOTEpPA.
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MapamMeTpbl O4YNCTKM 41 CKaHMPOBAHMSA MOXKHO HAaCTPOUTb, NOC/IeA0BaTENbHO BbIOPAB 3/1EMEHTDI
PacwuumpeHHble napameTpbl > Mogynb o6Hapy>xeHus > CKaHMpoBaHue no TpedboBaHuio >
MapameTpbl ThreatSense > O4nUCTKA. YTOObI BBINOMHNTL CKaHMPOBaHME 6e3 0YNCTKMU, LWENKHNUTE
OononHutenbHble NapamMeTpsl 1 BbibepuTe CKaHUpoBaTh 6e3 04MCTKU. ICTOpUsA CKaHNPOBaHUS
COXPaHSAETCA B XXYpPHane CKaHNPOBaHWS.

Ecan BbibpaH napameTp MponyCcTUTb UCKAKOYEHUA, Daiibl C paHee NCKJIYEHHLIMU PaCLLUMPEHMAMMN
OyoyT NPoCKaHMpPOBaHbl 6€3 NCKIYEHUN.

Haxxmute KHOMKY CKaHMpOBaTb, 4T06bl BLIMOIHUTD CKaHMpoBaHKMe C BblﬁpaHHbIMl/I NnapaMeTpaMi.

KHonka CKaHuMpoBaTb C NpaBaMuU agMMHUCTPATOpPA MNO3BOJISIET BbIMOJIHATbL CKaHUPOBaHUE Noj
Y4YETHOM 3anncblo afMUHNCTPaTOPa. Bocnonb3yinTeck 3TON yHKLMUENR, €CIN Y TEKYLLEro
No/sb30BaTeNs HET NPaB Ha AOCTYN K (panam, KoTopble cneflyeT NPoCKaHMpoBaTh. [laHHas KHOMKa
HeLOCTYMNHa, ECAN TEKYLLMA NONb30BaTENlb HE MOXKET BbI3bIBaTb ONepaLin KOHTPOIS YYETHbIX
3anncen B Ka4eCcTBe agMUHUCTPaTOpa.

XypHan CKaHNPOBaHMS MOXHO NPOCMOTPETL MO 3aBEPLUEHNN CKaHUPOBAHWS, HaXKaB KHOMKY
[ToKa3aTb XYPHaJbl.

Xopn CKaHUpPOBaHUA

B OKHe X0[a CKaHMPOBaHNA 0TobpaXKaeTcs Tekyllee COCTOSHUE CKaHUPOBAHUS U MH(OpMaLIns 0
KONMYecTBe (hainoB, B KOTOPbIX 0OHAPYXXEH 3/I0HAMEPEHHbIN KoA,.
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HopManbHOM cnuTyaumnen SBNSEeTCS HEBO3MOXHOCTbL CKaHUPOBAHNSA HEKOTOPLIX (halnsios,
HanpuMep 3allULLEHHbIX Naponem (annos nan Gannos, NCNOJb3yEMbIX NCKNHOYUTENBHO
onepaunoHHON cuctemonm (06bIYHO pagefile.sys 1 HEKOTOPLIX (PaiIoOB KYPHAJIOB).
[lONoNHUTENbHbIE CBEAEHNSA MOXKHO HAaNTW B 3TON CTaTbe 0a3bl 3HaHUN.

HﬂaHI/IpOBaHI/Ie exeHepnesibHOro CKaHMpoBaHNA KOMIMbIOTEPaA
YT06bl 3aN1aHMPOBATL PEryNsPHYIO 3alayy, 03HAKOMbTECH C I1aBON [11aHPoBaHME
eXeHe[leIbHOr0 CKaHMPOBaHWS KOMMbOTEPA.

XopA CKaHMPOBAHMA: VHIANKATOP BbINOJIHEHNS MOKA3bIBAET COCTOSIHUE Y)KE MPOCKAHNPOBAHHbIX
06BbEKTOB MO CPaBHEHWIO C OCTaBLIMMKCSA. COCTOAHME BbIMOJHEHNSA CKaHUPOBaHNA (hOPMUPYETCS Ha
OCHOBe 06LLEero KonnyecTsa 06 bEKTOB, BKJIIOYEHHbIX B CKAHMPOBAHME.

O0BbeKT: UMs 06BEKTA, KOTOPbIA CKAHUPYETCS B HACTOSLLNIA MOMEHT, 1 €ro PacnosioXXeHne.

HanpeHbl yrposbl: 0TobpakaeTcs obuiee KOAMYECTBO NPOCKAHMPOBAHHbIX (DaioB 1 yrpos,
0bHapy>XEeHHbIX N yAaneHHbIX BO BPEMS CKaHMPOBAHNS.

May3a: NnpnocTaHOBKa CKaHNPOBaHUA.

B0306HOBUTL: 3Ta BO3MOXHOCTb CTAHOBMTCA AOCTYMNHA NOCAE NPUOCTAHOBKU CKaHWPOBaHMS.
HaxmnTe Bo30OHOBUTDb, 4TOOLI BO30OHOBUTL CKAaHUPOBAHNE.

OCTaHOBMTD: npekpalleHne CKaHnpoBaHNA.

MpOKPYTUTL XXYPHaN CKAHMPOBAHUA: €C/IN 3TOT NapaMeTp akTUBMPOBAH, XXYPHa CKaHWPOBaHMA
byneT NpokKpy4MBaTbCS aBTOMATUYECKN NPU f00aBNEHUN HOBBIX 3anucen, 4Tobbl oTobpaxkanuch
CaMble CBEXWNE 3/IEMEHTHI.

LLlenkHMUTe 3KpaHHY0 Nyny nam CTpenky, 41obbl NPOCMOTPETL CBEAEHNSA O TEKYLLEM
CKaAHMpPOBaHUN. MO>XXHO napasnenbHO 3anyCTUTb APYroe CKaHWpPOBaHWe, LWEeNKHYB
CKkaHupoBaTb KoMNbloTep 1in PaclumpeHHoe CKaHMpoBaHue > Bbibopo4yHoe
CKaHupoBaHMue.
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INTERNET SECURITY - B X

O6zop ©® CkaHupoBaHMe KOMMNbITepa ?

CrkaHupoBaHue

KOMMbHITEDa 0 PaClIJHpEHHOE CKaHWpPOBaHWe
BEIBOPOYHOE CKAHUPOEAHKE W

OBHoBnEHNE CKAHWPOBAHWE ChEMHBIX HOCHTENEH

Cepeuc

MNepeTawmTe croaa Cpa;'l.-"l:-l ANA CKaHWpoOEBaHWA

HacTtpoiika
Crnpaeka n nogaepxka Q CkaHMpoBaHWe KoMMbloTepa 10/13/2022 9:01:23 AM
LBEL'H;R samuce ESET Mpouzowno obHapyxeHui: 0

REGISTRY\MACHINE\SOFTWARE\ ClassesyWOWB432Mode\ CLSIDY {BFO...: n n

(XL LR L] [ ]

~ bofblwe ceegeHwnit OTKpLITE OKHO CKAHWMPOBAHWA

3TO MOKET 3aHATE HEKOTOPOE BPEMA. Mo 33BEPLUEHAN CKAHWPOBEZHWA Bbl MONYHYHTE YEELOMNEHNE.

[eiictene nocne ckaH. |Hudero He npeanpuanm... ~ | D

B packpbiBatoLieMCcs MeHio JledcTBME Nocsie CKAaHUPOBAHUA MOXKHO HAaCTPOUTbL AENCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKM NOC/e 3aBepLUeHNs CKAHUPOBaHWS:
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* Hu4ero He npepnNpUHMMATD: NOC/Ie CKAHNPOBAHWA LEeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKJIIOYMUTb: NOCJIe CKAHWPOBaHMNS KOMMbIOTEP OTK/OYAETCS.

* NMepe3anyck Npu HEO6XOAMMOCTHU: KOMMLIOTEP NEPE3anyCKaeTcs, TONbKO €CJIN HY>XHO
3aBEPLUNTb OYUCTKY 0OHAPYXEHHbIX YIrpo3.

* Mepe3arpysuTb: Nocsie CKaHNPOBAHUS OTKPbITbIE MPOrPaMMbl 3aKPbLIBAKOTCS, @ KOMMNbOTEP
nepesarpy>xaeTcs.

* MpuHyAuTEeNbHLI Nepe3anyck NPy HeoOX0AUMOCTU: KOMMbIOTEP NPUHYANTENbHO
nepe3anyckaeTcs, TOJIbKO eC/IN HY>KHO 3aBEPLUNTb 04UCTKY 0OHapy XeHHbIX Yrpo3.

* MpuHyauTenbHaa nepesarpyska: BCe OTKPbITble NPOrpaMmbl MPUHYAUTENbHO
3aKpbIBAOTCS, HE AOXKMAASACH BMELLATeNbCTBA MNOJIb30BaTE/s, U KOMMbIOTEP Nepe3anyckaeTcs
nocsie 3aBepLUEHMNS CKaHNPOBaHWS.

* CNALWMMA PEXUM: CEaHC COXPAHAETCS, U KOMMbIOTEP NEPEXOANT B PEXMUM MOHUKEHHOO
3HepronoTpebneHuns (T. e. N0sb30BaTes b MOXET ObICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTHI, UCnosib3ytoume O3Y, nepeHocATCs B CNeunanbHbI
(hann Ha »ecTKoM gucke. KoMnbioTep BbIKIOYAETCS, U NPU C/IefyoLWeM BKJIIOYEHUN BEPHETCA B
npegblayLiee COCTOSHME.



JocTynHocTb aencTeuii CoH n F’MbepHauMa 3aBNCUT OT NapaMeTPoB NUTAHMA U CAALLENO
peXxunMa ornepaunoHHON CUCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnstotepa. He
3abbIBaliTe, YTO KOMMbIOTEP B CMSALLEM pexuMe BCe e paboTaeT. KOMMNbioTEp BbIMOSHAET
OCHOBHble (hyHKLIMM 1 NOTPebnseT 3NeKTpNYecTBo, Koraa paboTaeT oT akkymynsTopa. YTobbl
COXpaHuTb BpeMs paboTbl baTapen (Hanpumep, eCau Bbl HAXOAWUTECH B MyTH), PEKOMEHAYeTCS
nepeBecTy KOMMbIOTEP B PeXUM rnbepHaLmu.

BbibpaHHOe pencteme bygeT 3anyLieHo Nocae Toro, Kak Bce 3anyLeHHble MPoLecchl CKaHMpoBaHMA
6ynyT 3aBepueHsbl. Mpu Bbibope 3aBepLueHme paboTtbl niv NMepesarpyska B 41aforoBOM OKHE
noaTeepxaeHna bynet otobpaxaTtbca 30-CeKyHAHbIN 06paTHbIN OTCHET (LWeNKHMTe OTMeHa, 4Tobbl
[leakTBUPOBaTbL 3arpoLLleHHOe AeNncTBune).

XXypHan NnpoBepKU CKaHUPOBaHHUA
KOMNblOoTepa

Mocne 3aBepLleHNs CKaAHNUPOBAHUSA OTKPOETCA XYPHaJl CKaHNMPOBaHNS KOMMNbIOTEPa CO BCEN
NH(OpMaLMen 0 COOTBETCTBYIOLWEM CKaHUPOBaHUN. XKypHaa CKaHMPOBaHWA COAEPXUT CnenyoLyto
NHgopMaLmio.

* Bepcusa mopyns obHapyxeHus
* flaTa W BpeMs Hayana;
* CMUCOK NPOCKAHMPOBAHHbIX AWUCKOB, MNanok 1 (annos;

* IMs CKaHMPOBaAHMS MO PACNUCaHMIO (TOSIbKO CKaHMPOBaHMWE MO PaCUCaHN)

* COCTOAHNE CKaHMpPOBaHMA

* YUCJI0 MPOCKAHMPOBaHHbIX 06 BLEKTOB;
* KOJIM4eCTBO 0OHapyXeHu;

* BPEMS 3aBepLUEHNS;

* 0bLiee BpeMs CKaHMPOBaHUS.

HoBbIl 3aMnyCK 3aaHuns CKaHMPOBaHWs KOMMbIOTEPa M0 PacrnnucaHiio NPOonyCcKaeTcs, ecau Bce
ellle BbIMOJIHAETCS TO XKe 3aJaHue No PacnuncaHnio, KOTOPOe BhIMOJIHANOCH paHee. B ciyvae
NPOMNyCKa 3afaHNs CKaHNPOBaHMWS Mo pacnucaHuio ByaeT co3naH XypHas NPoBepKY
KOMMbOTEPA C MPOCKAHUPOBaHHbIMK 06bekTaMm B KonnyecTse 0 1 cTaTycom CKaHMpOBaHMe
He Ha4yaJNloCb, NOCKOJIbKY BCE eLle BbiMOJIHAJIOChH Npeabiayluee CKaHMpoOBaHMe.

YT106bl HANTV NpeablayLLne XXypPHasbl CKAaHUPOBAHWUS, B [JIaBHOM OKHE Mporpammsl Bbibepute
Cepsuc > [lonosnHuTeNnbHbIE CpeacTBa > Pannbl XypHana. B packpbiBaloLleMcs MeHto Bbibepute
CkaHupoBaHue KOMMbloTepa 1 ABaXKbl LWEeJIKHUTE HY)KHYIO 3amnnch.

62



INTERNET SECURITY O x

CkaHUpoBaHWe KOMMbIOTEpa = 9

AyYpHan npoeepku

BepcuAa moayna oBHapyxeHwA: 26083 (20221013)

fara: 10/13/2022 Bpema: 2:01:23 AM

MpocKaHWPOBaHHEIE AWCKW, nank i dains: OnepatweHan namate,Ch\3arpy304dHele cekTopel/UEFCYBa3a ganHe: WM CueT...
CKaHWpOBaHWe NPEepPEAHO NONbIOEATENEM.

KonWYeCTED NPOCKaHWPOBaHHEIX 0BbeKTOR: 839

KonuyecTeo ofHapyxeHWd: O

Bpema BRINOAHEHKWA: 3:07:35 AM OBLWee EpeMA CKaHWPOEaHKUA: 12 cek. (00:00:12)

G QuALTpauma

. [lononHWTesNbHblE CBEAEHNS O 3anncsax «He yaaeTcs OTKpbITb», «Owmbka OTKPbITUS» 1U/unn
L «ApxvB noBpexaeH» CM. B CTaTbe 6a3bl 3HaHNIA ESET.

LLlenkHnTe 3Ha4ok nepekodatens D dunbTpaums, 4Tobbl OTKPLITL OKHO DuibTpaLus
KYDHanNa, Fe MOXXHO YTOYHUTb MOWUCK, 33A4aB N0Jb30BaTeNbCKNe KpUTepumn. YTo6bl MPoCMOTpeTh
KOHTEKCTHOE MEHIO, LLeNIKHUTE NPaBoii KHOMKOWN MbILLK 3aM1Ch B XKypHase:

IlekcTBUE WUcnonb3oBaHue

®unbTpaumnsa OAMHAKOBbLIX  AKTUBMPYET punbTpaLmio xXypHana. B xxypHane byayT otobpaxaTtbcs
3anuncen TOJIbKO 3aMnunCcK TOro Xe Tuna, 4To Y BbibpaHHOW 3anncu.

dunbTp Mpwn BbIGOPE 3TOr0 NapamMeTpa 0Tobpa)kaeTcs OKHO «PunbTpaums
XXYypHasia», B KOTOPOM MOXHO 3aaTb KpUTepun unbTpaunm ans
onpegeneHHblX 3anucen xypHana. CovyetaHme Knasuw: Ctri+Shift+F.

BKIOUYUTL punbTp AKTMBMpPYeT NapameTpbl puabTpa. ECan Bbl akTMBMpPYyeTe PUNLTP B
nepBbIi pa3, HY>KHO YCTaHOBUTb NapameTpsbl, 1 OTKPOETCH OKHO
«OuUnbTPaUNs XypHana».

OTKNIOYNTL PUNLTP Bbikto4aeT punbTp (TO XKe caMoe, YTO LEeIKHYThb NepeksyaTesib
BHU3Y).

KonupoBaTb KonupyeT BblAesieHHble 3anucu B bydep obmeHa. CoveTaHne KnaBuLL:
Ctri+C.

KonupoBsaTb Bce KonupyeT BCe 3anncu B OKHe.

JKcnopT JKcnopTupyeT BblAeSIeHHble 3anmucK B XML-hain.
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KCNopTMPOBaTb BCE JKCMopTMPYET BCE 3aMnnCh B OKHE B XML-haiin.

OnucaHue obHapyxeHusi  OTKpPbIBAET SHUMKIOMNEANIO Yrpo3 ESET, KOTOpas COAEPXUT NoapobHyto
MHOPMaLMo 06 ONacHOCTSX U CUMMTOMAX BblAE/IEHHOI 0 3apaXKeHus.

Mpoueccbl CKAHUPOBAHUA BPE A OHOCHbBIX
nporpamm

Pa3nen Mpoueccbl CKAHUPOBAHUA BPEO,0HOCHBIX NPOrPaMM HAX0ANTCS B MeHI0 PacLUMpeHHble
napameTpsl (F5) > Mogynb o6Hapy>xeHus > Mpoueccbl CKAHUPOBAHUA BPEAOHOCHbIX NPOrpaMMm
1 COLEPXWUT NapaMeTpbl CKAaHWPOBaHNS. B 3ToM pa3aene npeacTaB/eHbl Cleayolie napameTpsl.

BbiOpaHHbIN NPOPUNb - KOHKPETHLIN Habop NapaMeTpoB, NCMO/b3yEMbIX CKAHEPOM MO 3anpocy.
YT106bI CO34aTh HOBbIN NPOGUIL, HaXXMUTE U3MeHUTBb BO3/ie 3n1eMeHTa Cnucok npodunen.
[lononHnTeNbHbIE CBEAEHMS CM. B pa3gene [1pohuav CKaHUPOBaHNS.

OOBbEeKTbl CKAaHMPOBAHUA: ECJIN HY)KHO MPOCKAHMPOBAaTb ONPeLeeHHbIN LeNeBon 00beKT,
HaxMuTe U3MeHUTb BO3/e 3leMeHTa OBbeKTbl CKAHMPOBaHMUA 11 BbibepyTe OANH M3 BapMaHTOB B
PACKPbIBAOLWEMCS MEHIO MW ONpefeneHHble LieneBble 00BbeKThI B AepeBe nanok. MoapobHocTn cM. B
pasgene O6beKTbl CKAHNUPOBAHWUS.

MapameTpsl ThreatSense. B 3TOM pa3aene AOCTYMHbI paclUMpPeHHbIE MapaMeTpbl, Takne Kak
pacwmpeHmns $alios, KOTOPbIMU HY>XHO YNPaBAsATb, UCMOJIb3yeMble MeTOLbl 0BHapYXeHWs 1 T. M.
LLlenkHnTe, 4TObbl OTKPLITL BKIAAKY C PacUMPEHHbIMI NapaMeTpaMm CKaHUPOBaHMS.

CKaHMpOBaHMe B COCTOAHUU NPOCTOA

Bbl MOXeTe pa3pewinTb CKaHNPOBaHNE B COCTOAHNIN MPOCTOA, Bbl6paB Pacu.mpel-lele napaMeTpbl
B MEHI0 Mop,ynb 06|-|apy)KeHm|, ad 3aTeM I1pou,ecc5| CKaHUpPOBaHUA BPeaOHOCHbIX Nporpamm >
CKaHuposaHue B COCTOAHUM NMPOCTOA.

CKaHMPOBaHMe B COCTOAHMM NPOCTOA

BknoyunTte MOJI3yHOK pAAOM C 3/1IEMEHTOM BKno4nThb CKaHupoBaHue B COCTOAHUM NpPoOCTOA, 4yTObbI
BKJTIOYNTb 3TY prHKLI,I/IIO. Korga KOMMNbOTEP HaxooUTCA B COCTOAHUM NPOCTOA, aBTOMaTUYECKN
BbIMNOJIHAETCA CKaHNPOBaHNE KOMMbIOTEPa Ha BCeX XEeCTKUX ANCKaX.

10 yMOMHaHUIO CKaHMPOBaHME B COCTOSHUM NPOCTOS He paboTaeT, eciv KomnbloTep (HOyTOYK)
paboTaeT oT HaTapen. 3TOT NapaMeTp MOXXHO U3MEHUTb, BKJOYNB MOM3YHOK PSAOM C 3/IEMEHTOM
CkaHupoBaTb gaX<e B cayvyae paboTbl KOMNbIOTEPA OT aKKYMYJSTOpa B pa3gese
«PaclwimpeHHble NapameTpbl».

Bkno4nTe nosi3yHOK pAaoM C 31eMeHTOM BKAOYUMTL BegeHue XXYpHasoB B pasjersne
«PaclwmpeHHble napameTpbl», 4TOObI pe3ynbTaTbl CKAHVPOBAHUS KOMMbOTEPA PErMCTPUPOBASIUCH B
pasgene ®ansibl KypHaia. a5 3TOro B rJ1aBHOM OKHe NporpamMmmbl WenkHUTe AHCTPYMeHTsI >
AdononHutenbHbie cpeacTsa > Pansibl XXYPHANOB, a 3aTEM B PaCKPbIBAOLLEMCA MEHI0O XKypHan
BbibepuTe NyHKT CKaHMpOBaHUe KoMNnbloTepa.
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CKaHMpOBaHMe B COCTOAHMUM NPOCTOA

MONHbIA CAMCOK YCIOBUIA A5 3aMyCKa CKaHMPOBaHUS B COCTOSIHWMM NMPOCTOS CM. B pa3aene
CKaHMpOBaHWe B COCTOSAHWUMN MPOCTOS.

BbibepuTe [apameTpbl ThreatSense AN UBMEHEHMS NMapaMeTPOB CKaHUPOBaHUS (HanpuMep, METOL0B
o0bHapyXeHuns) ANA CKaHNPOBaAHNA B COCTOSHWMM NPOCTOS.

NMpodunu ckaHupoBaHus

B ESET Internet Security eCTb HYeTbIpe npeaBapunTeslbHO 3aJaHHbIX I'IpO(pI/I}'IFI CKaHNPOBaHWA:

* I/IHTenneKTyaanoe CKaHuUpoBaHue — 370 I'IpOCpI/IJ'Ib paclMpeHHOro CKaHnpoBaHn4A no
YMOJTHaHUIO. Ons I'IpOCpI/Iﬂﬂ NHTEeNNEeKTYaJlbHOro CKaHMPOBaHNA NCMOJIb3yeTCAa TEXHOJIOINA
VIHTeJ'IJ'IeKTyaJ'IbHOVI ONTUMM3aLIUN, NCKTIOYatoLWas Cpal7lﬂbl, KOTOpPble BO BpeM4d npeabiayLiero
CKaHMpoBaHNA 6bln orpepnesieHbl Kak YACTble N C TOFO BpeMeHN He N3MEHANTNCD. 370
obecneumnBaeT COKpaLlleHne speMeHn CKaHnpoBaHUA npn MMHMMaJIbHOM BJIIMAHUN Ha
6e30MacHOCTb CUCTEMBI.

» CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXKETE 3aMNyCTUTb B KOHTEKCTHOM MEHI0
CKaHuMpoBaHue no TpebosaHuo ans nboro daina. Mpoduns «CkaHMpoBaHUe Yepes
KOHTEKCTHOE MeHI0» MO3BOJIAET ONpeae/inTb KOHMUIypaLuio CKaHMPoBaHUs, KoTopas byaeT
CMOJIb30BaTLCA MPU 3aMyCKe CKaHMPOBAHWS TaKUM Crnocobom.

* FTnybokoe ckaHupoBaHue — [1511 npoduns rnybokoro CKaHNMPOBAHNA UHTENNEKTYaIbHas
ONTUMM3aLMA N0 YMOHAHUIO HE NCMOJ/Ib3YETCS, MO3TOMY MPW UCMOb30BaHMM 3TOr0 NPoGnAs
HVKaKune ainbl N3 CKaHUPOBAHWUS HE UCKJTHOYAOTCS.

* CKaHMpOBaHMe KoMNbloTepa — 3TOT NPOGW/b MO YMOAYAHUIO NCMOb3YETCS Npw
CTaHLAPTHOM CKaHWPOBaHUM KOMMbIOTEpA.

MpennoyTuTeNbHbIE NAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTb AJ19 UCMONb30BaHNA B
fasibHenLweM. PekoMeHOyeTCs co34aTb OTAE/bHbIA NPOGUIb 419 KaXXA0r0 PerynsapHo
MCMOJIb3yeMOro CKaHNPOBaHUS (C pa3nnyHbiMM 06 beKTaMmn, METOLAMMN CKaHMPOBAHNA U MPOYUMM
napameTpamm).

Ana co3paHna Npognas OTKPOUTEe OKHO «PacluMpeHHble napaMmeTpbl» (F5) U WwWenkHuTe Moaynb
obHapy>xeHus > CKaHMpoBaHUe Ha HaJiMyue BPefoHOCHbIX NporpamMm > CKaHMpoBaHue no
TpeboBaHMio > Cnucok npocdunen. B okHe flucnetyep npodmunen f0CTYNHO pacKpbiBatoLLeecs
MeHi0 BboiOpaHHbIN NpoduMAb CO CMMCKOM CyLLECTBYOLWMUX NPODUIER CKAHMPOBAHUS 1 onumen aAns
co34aHna HoBOro. 1ns co3ganns Npodumna CKAaHNPOBaAHUSA B COOTBETCTBUM C KOHKPETHbIMU
noTpebHoCTAMM CM. pa3fen HacTporka napameTpoB Moy s ThreatSense, FA€ OMNUCbIBAETCSH KaXAbIN
napameTp, UCNOJIb3yeMbIA A5 HACTPONKN CKAHUPOBAHUS.

Mpeanonoxum, Bam TpebyeTcs co3gaTb COBCTBEHHbIN NPO(NIIb CKAHUPOBAHUS. XOTS
KOHpurypauns CkaHMpoBaTb KOMMbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATbL MPOrpamMmmbl-
YMaKOBLUVIKA WKW NOTEHLMNaIbHO ONacHbIe NPUIoXKeHns He TpebyeTcs n HyXXHO NPUMEHNTb
Bcerpa ucnpaBnsatb oOHapy)xeHue. Beegnte nMsa HOBOro Npoduns B okHe [lucnetyep
npodcdunen n HaxmMuTe KHONKy JLobaBuTb. BribeprTe HOBLIN NPOGKAbL B paCKpbIBaOLLEMCS
MeHs BbiOpaHHbIN npodusb 1 HaCTPoWTe OCTaslbHble MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, a 3aTEM HAXXMUTE KHOMKY OK, 4TOOblI COXPaHUTb HOBbIA MPO(UIb.
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O0beKTbl CKAaHUPOBAHUSA

B paCKpbiBalOLWLEMCA MEHIO O06beKThI CKaHUpPOBaHUA MOXXHO BbI6paTb npeaBapunTesibHO
oripepgesieHHbIe 06beKThI CKaHpOBaHUA.

* Mo napameTpam npocdunsa: BbibUpaoTCa 06BEKTHI CKAHUPOBAHWS, YKa3aHHbIE B BbIDpaHHOM
npogune CKaHNMPOBaHMS.

* CMeHHble HoCUTeNMu: BbibnpatoTCa ANCKETbI, USB-yCTPONCTBA XPaHEHMS, KOMMaKT- 1 DVD-
ANCKWN.

* XKecTKuMe OMUCKKU: BbIONPAIOTCS BCE XKECTKME ANCKN CUCTEMDI.
» CeTeBble BUCKM: BLIOMPAIOTCS BCE NOAK/OYEHHbIE CETEBLIE AUCKN.
* NMonb3oBaTeNnbCKUM BbIBOP: 0TMEHa BCeX MpenblayLmnx BbI6OPOB.
CTpyKTypa nanok (4epeBo) TakxXe COAEPXUT onpeaeneHHble 06beKTbl CKAHMPOBAHMS.

* OI'IepaTMBHaﬂ naMATb: CKaHNPOBaHWE BCEX MPOLUECCOB N AaHHbIX, KOTOPbLIE B LaHHbIN
MOMEHT NCMOJIb3YHTCA OI'IepaTVIBHOI7I NamMATbIO.

+ 3arpy3o4Hbie CeKTOpPbI/UEFI: CKaHUPOBAHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hann4yune
BPEMOHOCHbIX MPOrpaMM. [lonoSHUTENbHbIE CBEIEHUS O MOAYJle CKaHMPOBaHUS UEFI

npuseneHbl B r10CCapun.

* baza paHHbIX WMI: CKaHnpoBaHue Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WMI), BCeX MPOCTPAHCTB MMEH, 3K3eMIJIsSipOB KJ1IaCCOB U BCeX CBOMCTB. MOMCK CCbINOK Ha
3apa)XeHHble CbaI7IJ'IbI nnn BpeaoHOCHbIe MPOorpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHbIW peecTp: CKaHNPOBaHME BCEro CUCTEMHOIO PeecTpa, BCEX Pa3iesioB U
noapa3aeno.. MoOUCK CCbIIOK Ha 3apaXKeHHble (halsibl N BPeLAOHOCHbIE MPOrpaMMmbl,
BHeAPEeHHble B BUAE AaHHbIX. [pU 041CTKe 0OHApyXeHUI CCblIKa OCTAETCS B peecTpe BO
n3bexxaHve NoTepu Kakmx-nnbo BaXkKHbIX LaHHbIX.

Y1066l 6LICTPO NEPENTN K 0OBEKTY CKaHMPOBaHMA ((hanny unm nanke), BBeAUTE €ro NyTh B
TEKCTOBOM MoJie No4 APEeBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C y4e€TOM perncrpa. Ytobel
BKJIIO4MTb 06bEKT B CKAHMPOBaHMeE, YCTAaHOBUTE ero (h1la)koK B APEBOBMIAHON CTPYKTYypE.

KOHTPOJIb YCTPOUCTB

ESET Internet Security 06ecrneynBaeT aBTOMATNYECKOE YNpaBieHNe yCTPONCTBAMM (KOMMAKT- U DVD-
ANCKaMK, USB-yCTpOMCTBaMU 1 T. n.). JlaHHbIA MOAY b NO3BOJSISeT 6N10KMPOBATL UM U3MEHSATH
PaCLUMPEHHbIE PUNBLTPbLI U PA3PELLEHNS, @ TaKXe YKa3blBaTb, MOXET /I NOb30BaTENb NOY4YaTh
JLOCTYMN K KOHKPETHOMY YCTPOMCTBY 1 paboTaTb C HUM. 3TO MOXeT ObITb Ya00HO, ecnu
alIMMHUCTPATOP KOMMbIOTEPA X04ET NPeaoTBPaTUTb UCMOb30BaHNE YCTPONCTB C HEXENaTe bHbIM
COOEPXKMMBIM.

nop,p,ep)KuBaeMble BHellHue YCTpOﬁCTBa:
* [INCKOBBLIN HAaKONMUTENb (XKeCTKUI ANCK, CbEMHbIN USB-OUCK)
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* KoMmnakKT-/DVD-gUCK

* [IpnHTep USB

* FireWire XpaHunnuuie

* Bluetooth YCTponcTeo

* YCTPOWNCTBO YTEHMA CMapT-KapT

* YcTponcTBo 06paboTkun nsobparkeHui
e Mopgembl

* LPT/COM nopT

* MopTaTUBHOE YCTPONCTBO

* Bce Tunbl yCTPONCTB

MapaMeTpbl KOHTPONA YCTPONCTB MOXKHO U3MEHUTDL B pa3aesie JLonoIHUTENIbHbIE HACTPOUKM (F5) >
KOHTpPOJIb YCTPOMUCTB.

Bkto4YMTE MNON3YHOK PALOM C 3/1EMEHTOM BKJIIOYMTb KOHTPOb YCTPOUCTB, 4TOObLI aKTUBNPOBATb
(DYHKLMIO KOHTPOIA YCTPOWCTB B MporpamMme ESET Internet Security. YT06bl 3TO N3MeHeHMe BCTYNWO B
cuny, HeobxoanMo nepesanycTUTb KOMMNbOTEP. Koraa KOHTPOJIb YCTPOWCTB BK/OYEH, MpaBuia
MO>XHO HacTpauBaTb B OKHe PefakTop npaBuJi.

Bbl MOXXeTe co34aTb pa3Hble Fpynnbl YCTPONCTB, K KOTOPbIM By AyT NPUMEHATLCS pa3Hblie
npasuna. MoOXXHO co34aTb TOJILKO O4HY rpynny YCTPOUCTB, K KOTOPON NPUMEHSAETCS NpaBuiio C
nenctemem PaspewunTtb nav BnokupoBkKa 3anucK. bnarogaps aToMy, Korga K KoMnbloTepy
NOAK/I0YAOTCA HEpaCno3HaHHbIe YCTPONCTBA, (DYHKLNS KOHTPOAS YCTPOUCTB UX 610KuMpyeT.

Mpn NOAKAYEHNN YCTPONCTBA, 3abJ10KNPOBAHHOMO CyLLECTBYIOWMM NPaBUIoM, 0To6pasnTCs OKHO
OMNOBELLIEHNS, N JOCTYN K YCTpoONcTBy byaeT 3abn0KMpoBaH.

Pepnaktop npaBun A KOHTPOJIA YCTPOMUCTB

B okHe PepakTop npaBus AnA KOHTPOJA YCTPOUCTB 0TOOpaXxKaTcs cyllecTeyowme npasuna. C
€ro NoMOLLbI0 MOXXHO KOHTPO/IMPOBATL BHELLIHME YCTPONCTBA, KOTOPbIE NOJIb30BaTeN NOAKJII0YA0T
K KOMMblOTEpY.
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MNpaBwna
Q
Hmn Brnro... Tun OnucaHme Deiictene Monbzoeatenn CepbesHoCTh Yeegom
NoGaeuTe 3anonHWTE

Bbl MOXKeTe pa3pelmnTb nam 3abnokmpoBaTh onpenesieHHble yCTPONCTBA A1 KOHKPETHbIX
nofb30BaTeNEN UAN UX FPYNM, @ TaKXXe B COOTBETCTBUN C AOMOJNHUTESIbHBbIMK NapamMeTpamu,
KOTOpble 3a4alTCa B KOHpUrypaumum npasui. B cnucke npasun 415 KaX4oro npasuia
oTobpa)kaeTcs onncaHme, BKAKYaloLLee Ha3BaHMe 1 TUM BHELLHEro YCTPOWNCTBa, AeNCTBME,
BbINOJIHAEMOE MOC/e ero NoAKAYEHNSA K KOMMbIOTEPY, @ TakXKe Cepbe3HOCTb 418 XypHana. Cwm.
TakxXe cTaTblo [JobaBsieHre npaBua KOHTPOA YCTPOWCTB.

Ina ynpaBaeHnsa NpaBuioM UCNONb3ynTe KHONKK [lo6aBuTb v U3MeHuTb. YT0ObI CO3aaTh
npaBuIo C NCNOJIb30BaHMEM 3apaHee 3aJaHHbIX NapaMeTpPoB 13 APYroro npasuia, HAXKMUTE KHOMKY
KonupoBaTb. XML-CTPOKWN, KOTOPbIE 0TOBpaXkatoTCs, eCn WENKHYTb NPaBuno, MOXKHO CKOMMPOBaTb
B bychep obmeHa. Kpome Toro, oOHuM MOryT NOMOYb CUCTEMHBLIM aAMUHUCTPATOPaM 3KCMOPTUPOBATh
UM MMMNOPTMPOBATb 3TU AaHHbIE, @ TaKXe NCMONb30BaTb UX.

YT106bI BbIAEINTH HECKO/IbKO NPaBul, LLENKHUTE UX, YOAEPXKMBasa HaXkaTon Knasuwy CTRL. 3aTeM Ux
MOXXHO byeT 04HOBPEMEHHO yAanuTb MMb0O nepemMecTuTb K Havany uam KoHUy cnucka. C nomMoLbo
hnakka BK/IIOYE@HO MO)XKHO OTKJII04aTb U BKJIIOYATb NPaBuI0. ITa PYHKUMA MOXKET NOHaZobuTbCs,
€C/IN Bbl XOTUTE OCTaBUTb NPaBuJIo.

YnpaBfieHe 0CHOBAHO Ha MpaBuiax, KOTOpPble 0TCOPTUPOBaHbI MO NPUOPUTETY: NpaBuna ¢ bonee
BbICOKMM MPUOPUTETOM HAXOAATCA B Havane.

3anuncK XxypHana MOXXHO NMPOCMOTPETL B IN1aBHOM OKHe ESET Internet Security B pa3fene Cny>xebHble
nporpamMmsl > [lonosiHUTesIbHbIe CpeacTBa > Daiibl XKypHana.

B XXypHan KOHTPOS YCTPONCTB 3annCbiBalOTCS BCE CayYau, Korga cpabaTbiBaeT PyHKLMA KOHTPOIA
YCTPOWCTB.
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ObOHapy>XeHHble YCTPOUCTBA

C noMOLL b0 KHOMKN 3anoIHUTb MOXKHO 03HAaKOMUTbLCS CO C/ieflytoLLen nHpopmaLumnen o
NOAK/OYEHHbIX Ha AAaHHbIN MOMEHT YCTPOMCTBAaX: TUM YCTPOUCTBA, NMPOM3BOAMUTESb, MOAEb U
CcepuiiHbIA HoMep (ec/n ecTb).

BbibepuTe yCcTpONCTBO B CIMCKE 0BHAPYXXEHHbIX YCTPOWCTB 1 HAXXMUTE KHOMKY OK, 4T0bbl 100aBUTh
NnpaBn0 KOHTPOIS YCTPONCTB C NpeABapuUTeNbHO 3aaHHON MHGopMaLunen (BCce napaMeTpbl MOXHO
HacTpanBaThb).

YCTpONCTBa B peXXNMe HU3KOro 3HepronoTpebneHns (Cnsawem pexmMe) oTMeYeHbl 3Ha4YKOM
npepynpexgeHusa “ . YTobbl akTuBMpoBaTb KHONMKY OK 1 no6aBuTb NpaBuio 415 3TOro yCTPOMCTBA,
caenanTe cneaytoulee:

* nOBTOpHoe nogknt4yeHmne yCTpOIZCTBa

* icnonb3oBaHWe yCTPOWCTBA (HanpuMmep, 3anyck nNpuioxeHus «Kamepa» B Windows a1
aKTMBaLMKu Beb-kamepbl)

I oGaBneHue NpaBuJl KOHTPOJIA YCTPOUCTB

MpaBWIOM KOHTPOJIS YCTPOWCTB ONpenenseTcs AeNCTBUE, BbINOIHAEMOE NPU NOAKIIOYEHUN K
KOMMbIOTEPY YCTPOMCTB, KOTOPbIe COOTBETCTBYIOT 3a[laHHbIM KPUTEPUSM.

NTERNET SECURITY X
ﬂ,OﬁaBL‘ITb npaesnao 7
Wmaa Bes umenn

|_|[':EE11.-1C EKMHOYEHD n

Tun ycTpoiicTea AWCKoBRIA HAKONUTE L ™
JeicTene Pazpewumnts >
Tun KpuTEpUES YCTpoRcTED ™

MpoussoguTent
Meoaens

CepnilHBliA HOMED

CepbesHOCT PETNCTRHPYEMbIX

c = Bcerga e
CODBITHIA A

Cnwcok none3ceatenei MamenHuTs

¥BE4oMWTE NONE30BATENA o

Y1060 YMNPOCTUTbL NAEHTUUKALMIO NMpaBuia, BBEAMTE ero onncaHne B noae Ums. YT06bl BKIOUYUTL
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NN OTKJIKOYNTL 3TO NPaBuno, WWENIKHNTE NOA3YHOK PAAOM C 3JIEMEHTOM I'IpaBuno BKJIIOYEHO. 3T0
MOXeT bbITb M0JIE3HO, €CIN NONHOCTbIO yOanAaTb NpaBn10 HE HYXXHO.

Tun ycTpoucTBa

B packpbiBaloLLeEMCS MEHI0 BbibepuTe TUN BHELHEr0 YCTPONCTBA (AUCKOBLIM HAaKOMUTENb,
nopTaTUBHOE YCTPONCTBO, Bluetooth, FireWire 1 T. 4.). CBeAeHUs 0 TUMNe YCTPOMNCTBA NOCTYNatT OT
onepaumoHHON CUCTEMbI. X MOXXHO NPOCMOTPETH C MOMOLLLIO AucneT4yepa yCTPOWUCTB, ecn
YyCTPOMNCTBO MOLK/OYEHO K KOMMbIOTEPY. K HAaKONUTENSM OTHOCATCS BHELLUHWNE ANCKN U
TPaAVLMOHHbIE YCTPONCTBA YTEHUS KapT NaMsATH, NOLAKAOYEHHbIE MO NPOTOKOJY USB U FireWire.
YCTPONCTBa YTEHUA CMAPT-KapT NO3BONSAT YATATb KapTbl CO BCTPOEHHBLIMU MUKPOCXEMaMK, TaKune
KakK SIM-KapTbl AN NAEHTUMNKALMOHHbIE KapTo4KK. MNpumepamn yCTPONCTB ans 06paboTku
n306paKeHNI CyXaT CKaHepbl U KaMepbl. Tak Kak 3TU YCTPONCTBa NPefoCTaBAA0T CBeAEeHUS
TOJIbKO O CBOMX OENCTBUAX, @ HE 0 MoJb30BaTeNaX, 3abIOKMPOBaTb X MOXKHO TOJILKO rnobasbHo.

Nencrteue

JoCTyn K yCTPOWCTBaM, He NpefHa3Ha4YeHHbIM A5 XPaHEHUS! AaHHbIX, MOXXHO TOJIbKO pa3peLwnTb
nnm 3abnoknpoBaTb. HanpoTus, npaBuna Ans yCTPONCTB XPAaHEHUS AaHHbIX MO3BONIAOT BbIOpaTh
OZLHO 13 YKa3aHHbIX HVXe MNpas.

* PaspewunTtb — byneT pa3peLleH NoaHbIA 4OCTYN K YCTPONCTBY.

* BnokupoBaTb — OOCTYN K yCTPONCTBY byneT 3abnoKnpoBaH.

* BnokupoBka 3anucu — OyeT pa3peLlleHo TONbKO YTEeHNE faHHbIX C YCTPONCTBA.

* MpepynpeauTb — Npu KaXx0oM NOAKJIOYEHUN YCTPONCTBA MOJb30BaTENb NOJyYaeT
yBelOMJIEHNE, Pa3peLLEHO JIM 3TO YCTPOMNCTBO nan 3a610KNPOBAHO, 1 MPU 3TOM CO3L4aeTCH
3anncb XXypHana. YCTPOMCTBa He 3anoMuHaloTCA. YBeAOMIeHMs 0TOBpaXkatoTCa Npy Ka>4om
NMOBTOPHOM MOAKJIOYEHUN OJHOIO 1 TOrO e yCTPONCTBa.

ObpaTuTe BHUMaHMe, 4TO NOHbLIN CANCOK AeNCTBUI (pa3peLlleHunin) LOCTYNeH He Ans BCeX TUMOB
YyCTPOWNCTB. EC/IM YCTPOMCTBO OTHOCMTCA K TUNY XpaHuauw, 6yayT AOCTYMNHbI BCe YeTbipe AeNCTBUSA.
Ecnm ycTponcTBO He npefHa3HayeHo A9 XpaHeHUa AaHHbIX, LOCTYMHbl OyayT TONbKO TpU AeACTBUS.
Hanpvmep, npaso BAOKMpoBKa 3annucKu HernpuMeHUMOo K Bluetooth-yCTponcTBam, No3TOMy LOCTYM K
HUM MOXXHO TOJIbKO pa3peLlunTb, 3ab710K1poBaTh MW paspeLlnTb C NpeaynpexaeHnem.

Tvn KpuTepues

BbibepnTe 3nemeHT Fpynna ycTpoMucTB v YCTPOUCTBO.

C NOMOLLbIO YKa3aHHbIX HMXKE A0MN0JIHATENbHbIX NAapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuia
[ANS pa3HblX YCTPOMNCTB. Bo BCex NapameTpax y4MTbIBAETCS PErUCTP U NOALEPKMNBAKOTCS
NnoACTaHOBOYHbIE 3HaKW (*, ?):

* MpoussoauTenb — QUILTPALNSA NO UMEHN WU MAEHTUPUKATOPY NPON3BOAUTENS.
* Mogenb — VMs yCTPOWCTBA.

* CepuMHbIN HOMEpP — Y BHELLIHNX YCTPONCTB 00bIYHO €CTb CEpPUNHbLIE HOMepa. Koraa peyb
naeT o CD- uav DVD-ANCKE, TO 3TO CEPUNHBLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMcKoBoaa CD-
LAVCKOB.

70



Ecnn gna aTux napaMeTpoB He 3afaHbl 3HaYEeHUS, BO BPEMSA CONOCTaBAEHNSA NPaBuIo
UrHopupyeT 3Tn nong. NapaMeTpbl GUNLTPALINN BO BCEX TEKCTOBLIX MNONAAX Y4YUTbIBAIOT
perncTp n Nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbLHLIN 3HaK (?) 0603HaYaeT
04MH CMMBOJ1, @ 3Be3[04Ka (*) — CTPOKY ANIMHON HOMb CUMBOOB 1 Bonee).

15 npocMoTpa cBefieHnin 06 3TOM YCTPOMCTBE CO3aiiTe NPaBMIO AN COOTBETCTBYIOLLENO
TUMNA YCTPONCTB, MNOAKJIIOYNTE YCTPONCTBO K KOMMbIOTEPY U 03HAKOMbTECH CO CBeEeHMSMU 06
YCTPOWCTBE B )KYPHaJe KOHTPOJIA YCTPONCTB.

Cepbe3HOCTb pPerucTpupyemMbix COObITUMN

MepcoHanbHbIN hanepBo ESET Internet Security COXpaHAeT AaHHble 060 BCEX BaXKHbIX COObITUSAX B
thanne xxypHasna, KOTOPbIA MOXXHO OTKPbITb 13 F1aBHOr0 MeHi. LenkHnte CepBuc >
[ononHutenbHble cCpencTBa > Pannbl XXYPHaANoB 1 BbibepuTe B paCKpbIBalOLLEMCS CINCKE
XXypHan 351eMeHT KOHTpPONb YCTPOMUCTB.

* Bcerpa — 3anucbiBaloTCA BCe COObITUSA.

* IMAarHOCTUKA: PErNCTPUpPYETCS MHopMaLms, Heobxoaumas AN TUATeNbHON HACTPOMKN
NporpamMmbl.

* UHopmaumusa — B XXypHas BHOCATCA MHDOPMaLIMOHHbIE COODBLLEHNS, B TOM Yynucie coobuieHns
06 ycneLwHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NMePEYNC/IEHHbIE Bbille 3anncu.

* MpeaynpeXxxaeHue: 3anncoiBaeTCs UHGOpPMaLmMs 060 BCEX KPUTUYECKUX OLLIMBKaXx 1
npenynpexxaeHunsx.

* Huyero — XypHanbl He CO34aloTCH.

Cnucok nonb3oBaTesiemn

I'Ipanma MOXXHO Ha3Ha4aTb TOJIbKO OJ11 HEKOTOPbIX nonb30BaTeNen nanm nx rpynmn, nobaBneHHbIX B
CNNCOK NoJib30BaTeNenN, LWeJSIKHYB MYHKT N3MeHunTDL pAanoM C 3JIEMEHTOM Cnucok nonb3oBaTesnen.

* lobaBuTb — OTKPbLIBAETCA AMaNorosoe okHo Tunbl 06bekToB: Mosb3oBaTeNu U rpynnsl, B
KOTOPOM MOXXHO BblBpaTb HYyXKHbIX NOJib30BaTeNeN.

* YpanuTtb: BbiIOpaHHbI/ NONb30BaTENb YAANAETCA U3 (huabTpa.

Cnuncok nonb3oBaTenen Hesb3a ONpeaennTb AN NPaBu C yKa3aHHbIMU TUNaMmn YCTPOUCTB:
* USB-NpuHTEpP

* YCTPOMNCTBO Bluetooth

* YCTPOWNCTBO YTEHMSA CMapT-KapT

* YcTponcTBo 06paboTku n3obpakeHun

* MogeMsl

* LPT/COM-MOpPTHI

YBepoMuTb NoJsib3oBaTesNs — Npu NOAK/OYEHNN YCTPONCTBA, 3a6710KMPOBAHHOMO CYLLECTBYIOLLIM
npaBuoM, 0To6Pa3nTCS OKHO OMOBELLEHUS.
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Fpynnbl YCTPOUCTB

|A YCTPONCTBO, MOAK/IOYEHHOE K KOMMbIOTEPY, MOXKET NPEeACTaBAATb yrpo3y 6e3onacHoCTu.

OKHO rpynn yCcTpoWCTB pa3fesieHo Ha ABe YacTu. B npaBon 4acTu OKHa oTobparkaeTcsa Crmncok
YCTPOWCTB, BXOAALMX B BbIbpaHHYIO rpynny, a B 1€BOM YaCTU — CO3aHHbIe rpynnbl. Beibepute
rpynny Ana oTobpa)keHus yCTpouCcTB Ha NpaBon NaHesnu.

OTKpbIB OKHO rpynmn yCTPOMNCTB U BbIOpaB rpynny, Bbl MOXXeTe f006aBNATb YCTPONCTBA B CMUCOK UK
yoansatb ux n3 Hero. Job6aBnaTb yCTPONCTBa B FPYMNny TakXXe MOXKHO MOCPeACTBOM UMMOPTa AaHHbIX
06 ycTponcTBax n3 anna. Mnm xxe MOXKHO HaXkaTb KHOMKY 3anosHUTb. B 3TOM cny4yae Bce
yCTPONCTBA, NOAKI/IOYEHHbIE K KOMMblOTEPY, 0TO6pa3AaTcs B OkHe OBHapy>XeHHble YCTPOUCTBA.
BbibepuTe yCTpONCTBa M3 3TOro CAncKa v HaxxmuTe KHornky OK, 4Tobbl o6aBUTbL 1X B rpynny.

DJZ1IeMEeHTbl ynpasJjieHusA

Do6aBuTb. M03B0NISET A06ABNTL rPYMNy, BBEAS €€ NMS, UMW YCTPOMCTBO B CYLLECTBYIOLLYIO Fpynny
(B 3aBMCMOCTM OT TOr0, B KaKOW YacTV OKHa Ha)kaTa KHOMKa).

N3MeHuTb. [103BONAET N3MEHUTb UMS BbIOPAHHOW FPYNMbl NAX NapaMeTpPoB YCTPOMCTBA
(npoun3BoanTENb, MOAENb, CEPUNHBLIN HOMEP).

Ypanute: ynaneHue BbibpaHHOA rpynnbl AW yCTPOWCTBA (B 3aBUCUMMOCTM OT TOr0, B KaKOW 4acTu
OKHa Ha)KaTa KHOMKa).

MMnopT. IMNoOpTMPYET CNMCOK YCTPOMCTB U3 TEKCTOBOro daina. Ans umMnopTa yCTPOWCTB U3
TekCToBOro taina TpebyeTcs npaBuibHOE HOPMATUPOBAHUE:

* KaX[10€ YCTPONCTBO A0/KHO ObITh YKa3aHO C HOBOW CTPOKM;

* ON151 KaXKO0ro yCTPONCTBA O0/IKHbI ObITb YKa3aHbl YEepe3 3anATyio CBEAEHUA O
npoussoauTtene, MoaeJsin 1 CepMﬁHOM HOMepe.

BoT npumep coaepxmMMoro Takoro TEKCTOBOrro hanna:
Kingston,DT 101 G2,001CCEGDGRFC0371
04081-0009432,USB2.0 HD WebCam,20090101

IKCNOPT. IKCMOPTUPYET CMNCOK YCTPONCTB B hal.

C noMoLL b KHOMKN 3anosIHUTb MOXKHO 03HAaKOMUTbLCS CO C/leflytoLLen nHpopmaLunen o
NOAK/OYEHHbIX Ha AaHHbIN MOMEHT YCTPOMCTBAX: TUM YCTPOWCTBA, NPOM3BOAMUTESb, MOAESb U
CEepuHbIA HOMep (ecnn ecTb).

Aob6aBuTb YCTPOUCTBO

LenkHnTe J06aBUTb B NPaBOM OKHe, 4T0OblI 106aBMThL YCTPOMCTBO B CyLLeCcTBYOLWY rpynny. C
NMOMOLLbIO YKa3aHHbIX HMXKE A0MN0JIHATENbHbIX NapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuaa ans
pa3HbIX YCTPOMCTB. BO BCeX NapaMeTpax y4UTbIBAETCA PErNCTP U NOALEPKUBAOTCS
NOACTaHOBOYHbIE 3HAKMK (*, ?):

* MMpounsBoguTens: GuabTpaLMsa N0 UMEHN UK ID NPON3BOANTENS.
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* Mopenb — 1MsA YCTPOWCTBA.

* CepuiHbIN HOMEp — Y BHELUHMX YCTPONCTB 06bIYHO €CTb CepuitHble HoMepa. Koraa peyb
naeT o CD- uin DVD-AUCKE, TO 3TO CEPUIAHBIA HOMEP KOHKPETHOr0 HOCUTENS, a He ANCKoBoAa CD-
LUCKOB.

* OnucaHue — Balle OnucaHne yCTPOMCTBA.

Ecnm ond 3Tnx napaMeTpoB He 3afaHbl 3HAYEHMS, BO BPEMSA COMOCTAaBJIEHNS NPaBuJIo
UrHopupyeT 37K nosas. NMapameTpbl PuUAbTPaLMUM BO BCEX TEKCTOBLIX MNOAAX YYUTbIBAIOT
perncTp n Nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKWN (BONPOCUTENbLHLIN 3HaK [?] 0603HaYaeT
O04MH CMMBOJ1, @ 3Be3[04Ka [*] — CTPOKY ANMHON HOMb CUMBONOB K Bonee).

[na cCoXxpaHeHns n3MeHeHUNn HaxxmnTe KHonky OK. YTo6bl 3aKpbiTb OKHO Fpynnbl ycTponcTs 6e3
COXPaHeHMNsa N3MeHeHWN, WenkHuTe OTMeHa.

Mocne co3naHnsa rpynnbl YCTPONCTB HEOOXOAUMO AN CO3AaHHOW FPYNMbl YCTPONCTB A00aBUTh
HOBOE MPaBuJI0 KOHTPOS YCTPOMCTB U BbIOpaTh BbINOJHAEMOE OeNCTBME.

ObpaTnTe BHUMaHWE, 4TO MOJIHbIA CINCOK AENCTBUI (pa3peLleHnin) 4OCTYNeH He ANd BCEX TUMOB
yCTPONCTB. ECAIn yCTPONCTBO OTHOCUTCS K TUNY XpaHuAuL, 6yayT AOCTYMHbI BCe YeThipe AeNCTBUS.
ECnv yCTponCTBO He npefHa3Ha4yeHo Aas XpaHEeHUs faHHbIX, OCTYMHbI TOJIbKO TPU AENCTBUA.
Hanpumep, nenctsne BAOKMpPOBKA 3aNUCKU HELOCTYNHO A5 Bluetooth-yCTPOMCTB, MO3TOMY AOCTYN
K HAM MO>XHO TOJIbKO pa3peLumnTsb, 3ab0KMpoBaTb AN pa3pelnTb C NpeaynpeXxaeHnem.

3awuTa Beb-kamepbl

3awuTa Beb-kaMepbl: ONOBELLAET 0 TOM, KaKue MPOLECChHl U MPUSIOXKEHMUS OCYLLECTBASIOT LOCTYN K
NOAKIOYEHHON K KOMMbloTepy Beb-kamepe. Koraa npuno)eHne nonbiTaeTcs oCyLWecTBUTb AOCTYN K
BalLei KaMepe, Bbl NOJy4nTE YBEJOMAEHME. B HEM MOXXHO pa3peLwnTb 11bo 3abnokupoBaTth
nocTyn. LiBeT okHa yBeOMJIEHMSA 3aBUCUT OT penyTauuy NpuaoKeHus.

HacTponku 3awwmThl Beb-kamepbl MOXXHO U3MEHUTb, BbIOPaB B [1aBHOM OKHe NporpaMmbl pasgen
HacTtpo#ka > PaclumpeHHble napameTpsbl (F5) > KOHTPOJib YCTPOUCTB > 3alimMTa Beb-kamepbl.

Y7066l aKTMBMPOBaTL YHKLMIO 3aLMThl Be6-Kamepsbl B ESET Internet Security, BKJIOYUTE MON3YHOK
PALOM C 3/1eMEHTOM BKAIOYMTBb 3alWmuTy Beb-KaMepbl.

Ecnn 3awmTa BE6-KaMepr BKJ/IlOYEHa, 3/1IeEMEHT Hpasuna CTAaHOBUTCA aKTUBHbLIM, N Bbl MOXKETE
OTKPbITb OKHO PepnakTop npasu.

YT10bbl OTKNIOYMTb OMOBELLEHMSA 15 MPUNOXKEHUI C NPABUIOM, KOTOpPbIe BblI U3MEHEHbI, HO BCE
eLle UMeT OeACTBUTENbHY0 LGPOoBYO NOANUCL (HanpuMep, 0OHOBIEHME NPUIOXKEHNS), BKIIDYNUTE
MON3YHOK PAAOM C 371eMeHTOM OTK/I0YUTb ONOBeLLLeHUA 0 focTyne K Beb-kamepe pgns
M3MEHEHHbIX MPUNO0XKEHUHN.

PepakTop npaBuna 3aliuTbl Beb-KaMepbl

B 3TOM OKHe 0TobparkaloTCa MMetoLwmecs nNpaBuia 1 NpefocTaBAseTCs BO3MOXHOCTb YPaBNAThb
MPUIOXKEHNSAMU U NPOLLECCaMU, KOTOPble OCYLLECTBASAT AOCTYN K Beb-kamepe Ballero KOMmboTepa,
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OCHOBbIBadACb Ha coBepLIEHHOM BaMU NEeNCTBUN.
,D,OCTyI'IHbI nepevncsieHHble nanee nencreuns.

e PaspewnTb AocTyn
e 3abnokupoBaTtb gocTyn

e 3anNpoCcuTb: CrpalLMBaTh NOJb30BATENS KaXKAbIi Pa3, KOraa NpuioXeHne nbiTaeTcs
nony4YnTb AOCTYN K Beb-kamepe.

YT0ob6bl NepecTaTh NONyYaTb YBEAOMEHNS, KOrAa NPUI0XKEHNS NOAYyYatloT AOCTYN K Beb-kamepe,
CHUMUTE (h1aXKoK B cTonbue «YBeOMUTb>.

NnnoCcTpupoBaHHbIe NHCTPYKLUK
Co3faHne n n3aMeHeHne npasu 866-KaMepr B ESET Internet Security.

Cuctema npepoTBpaLl,eHUA BTOP>XXKEHUU Ha
y3en (HIPS)

3mMeHeHMs B NapaMeTpbl CUCTEMbI HIPS AO/IKHBI BHOCUTb TOJIbKO OMbITHbIE NMOIb30BATESN.
A\ HenpaBnibHas HaCTPONKa 3TUX NapaMeTPOB MOXET MPUBECTU K HecTabunbHoi paboTte
CUCTEMBI,

CucTeMa npenoTBpaLLeHUs BTOPXXEHUI Ha y3en (HIPS) 3alMiaeT 0T BPeLOHOCHbIX MPOorpamMM u
APYroi HexxenaTeslbHON aKTUBHOCTUW, KOTOPbIE MbITATCS 0TPULLATENbHO MNOBANATL Ha 6e30MacHOCTb
KoMMbloTepa. B cucteme npeaoTBpaLLeHns BTOPXKEHUIA Ha Y3€/1 UCMOJb3YEeTCs PAaCLUMPEHHbIV aHaNn3
NoOBELEHNS B COMETAHUN C BO3MOXKHOCTAMM CeTEBON nnbTpaummn no obHapyxeHuto, 6naroaaps
4eMy OTC/IEXMBAKOTCA 3anyLeHHble NPOLEeCcChl, (haifibl U pa3aenbl peectpa. Cuctema
NpefoTBPALLEHNS BTOPXKEHWI HA y3ea OTAINYAETCS OT 3alUMThl (hallIoBON CUCTEMbI B pEXIMME
peanbHOro BPEMEHM 1 He ABASeTCs (palepBOSIOM; OHA TONbKO OTC/EXMBAET NPOLLECCHI, 3anyLeHHble
B OMepaLMoHHON CUCTEME.

MapaMeTpbl HIPS BOCTYNHbI B pa3aene PaclumpeHHble napaMeTpbl(F5) > Moaynb obHapyXeHus >
Cucrtema HIPS > OcHoBHan MHpopMauuma. CocTosHne HIPS (BKIIOYEHO/OTKIOYEHO) 0TODparkaeTcs B
rJlaBHOM OKHe rporpammebl ESET Internet Security, B pa3fene HacTtpouka > 3awmuTta KoMnbloTepa.
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NTERNET SECURITY O x

,ﬂ,OI’IOJ’IHHTe.ﬂbeIe HacTpoOUKH - X7
| Moaynk o6Hapyxenna @ | B ocuosoe 5
3aWnTa GalinoBON CMCTEME
B peanbHOM BpeMeHKn Brnrounte cucteny HIPS O 4]
O6nayHan 3aWwmnTa
! - | BrntoMUTE Mogynb CAMO3aLLNTEI [ ] (1 ]
Mpouecckl ckaHMpoBaHWMA
BPeAOHOCHLIX NPOrpamMm (5]
| Cucrema HIPS -
BrnrouuTe PACWUWPEHHBIA MOLYNE CKAHWPOBIHWA NAMATH O 0
OGHOBNEHKE - =
BrnrouunTs BAOKWPOBLLWE 3KCNN0OWTOB 0
3awMTa ceTn
WHTEPHET 1 31eKTPOHHAA InyGokan noBefeHyecKan NpoBEpKa
nouta A
BrnrouuTs ryDOKYHD NOBESEHYECKYH NPOBEDKY O 0
KoHTponk ycTponcTe Wecknrouenuna MzmeHnTE (1]
Cepanc
- Jawmra or I'IpDFFIEMM-EhIMDI’ETEJ'IEIFi
WHTepdenc nofs3oBaTenn
BrnrouunTs 3alWKTa oT I'Ir:CI'[’:ér.lr.l-Eblr.lCI’éTE.-'IEﬁ O 0

YeefoMNeHNA

Hactpolikn
KOH(UAEHLUWANBHOCTH

Mo ymonuanmio m OTmenHa

OcHOBHbIe CcBeaeHus

Hacrpoiikm cucremm HIPS

BknouuTtb cucteMy HIPS. B ESET Internet Security CucTeMa HIPS BKJIlOHEHa N0 YMOJTHaHUIO.
OTKNoYeHNEe cucTeMbl HIPS NpMBeAET K OTK/IIOYEHNIO ee (hyHKLUNIN, BOKMPOBLLMKa KCNIONTOB.

Bknwouutb MOoAyJib CAMO3aALUNUTbI — B ESET Internet Security MICNONb3YyeTCA BCTPOEHHAsA B CUCTEMY
HIPS TeéXHON0rMa caMo3aLiuThbl, KOTOPAsA HE NO3BOJIAET BPe4OHOCHbLIM NPOrpaMmamM noBpeanTb Nan
OTKJIIOYNTb 3aLLUTY OT BUPYCOB M LLUMNOHCKNX nporpamMmm. Mogynb CaMO3alUnThl obecneynBaet
3alUMTY CaMbIX BaXXHbIX NPOLLECCOB CUCTEMBI U NPOrpaMMmsbl ESET, pa3fenoB peecTpa u ¢)a|7|nos oT
BMellaTeNbCTBa.

BKNIOYMTDb 3aLLMLLEHHYI0 CNyXOy — BktovaeTcs 3awmTta ciyxbbl ESET (ekrn.exe). ECn napameTp
BKJIIOYEH, CNy>Xba 3anyckaeTcsa B BUAE 3aLLUMLLIEHHOr0 npoLecca Windows 419 3aLLMTbI OT aTak
BPELAOHOCHbIX MporpaMM. ITOT NapaMeTp AOCTyneH B Windows 8.1 1 6osiee no3aHne BEPCUMN.

BKAIOYUTbL pacLLMPEHHbIA MOAYb CKAHMPOBAaHMA NaMATK paboTaeT B CoYeTaHMM C
6IOKMPOBLLMKOM 3KCMIONTOB 418 YCUIEHUS 3alMTbl OT BPELOHOCHBLIX MPOrpaMM, KOTOpble MOryT
n3beraTb 06HapyXeHMS NPOAYKTaMM AN11 3aLNTbl OT BPEAOHOCHbIX NPOrpaMM 3a cHeT
CNOJIb30BAHNSA YMbILWLIEHHOMO 3aMyThiBaHUS UW LWNGPOBAHNS. PaclLUMPeHHbIA MOaY b
CKaHMPOBAHMA NaMATH MO YMOYAHWIO BKOYEH. [JonoSHUTENbHY nHdopMauuto 06 3Tom Tune
3alLMTbl CM. B [J10CCaPUN.

BNIOKMPOBLLMK IKCNIOWTOB MpejHa3HayvYeH AN 3alUMTbl MPUIOXKEHWNIA, KOTOPbIE 0BbIYHO YS3BUMBI
A5t SKCMIONTOB, Hanpumep 6pay3epos, NporpamMm as YTeHus PDF-(haiioB, MOYTOBLIX KIMEHTOB U
KOMMOHEHTOB MS Office. B/IOKMPOBLLMK 3KCMIONTOB MO YMOMYaHUIO BKJIOYEH. [JONONHUTENbHYIO
nHopPMaLMo 06 3TOM TuMne 3anTbl CM. B [110CCapPUN.
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Fnybokas noBepeH4YecKana NnpoBepkKa

BknounTtb rnybokKylo noBegeH4ecKylo NpoBepKy — 3TO eLle OAMH YPOBEHb 3aLLUNTHI,
NCNOJIb3YeMbI CUCTEMOM HIPS. TO paclumnpeHne CUCTeMbl HIPS aHaNn3npyeT NoBedeHne Bcex
nporpamMm, 3anyLLleHHbIX Ha KOMMbOTEpe, 1 NpeaynpeXxaaeT Bac, ecam npouecc Beget cebs, Kak
BPELOHOCHbIN.

icknto4yeHnsa cucteMsl HIPS 13 raybokor noBegeHYeCcKon NPoBEPKY MO3BONAIOT UCKIHOYUTL U3
aHann3a onpegeneHHble npouecchl. YTobbl 0becneynTb CKaHMPOBaAHME BCEX NPOLECCOB Ha Haan4ymne
yrpo3, peKoOMeHAyeTCa C034aBaTbh UCKIOYEHNSA TONLKO B C/lyvae KpanHen HeobxoaumocCTw.

3awuTa OT NporpaMM-LLIaHTa>kKUCTOB

3awumTa OT NPOrpaMM-LLIAHTAXKMUCTOB: 3TO ELlle OANH YPOBEHb 3aLLUTbI, DYHKLIMOHUPYIOLNIA KaK
KOMTMOHEHT cucTeMsI HIPS. 115 paboThl MOy 3aWUThl OT NMPOrPaMM-LLAHTAXXUCTOB HE06X0ANMO,

4yTOObI CCTEMa penyTaLmm ESET LiveGrid® Obila BKAOYeHa. [LonoHUTebHY0 nHdopMaLuo 06 3Tom
TUNe 3aLINThI.

BknioumThb Intel® Threat Detection Technology: nomMmoraeT obHapy>XnBaTb aTakun NporpaMm-
BbIMOraTenen, NCNosb3ys YHUKaJIbHYO TENEMETPUIO NpoLeccopa Intel 4N NOBbILLEHUS
3(pHEKTMBHOCTN 0OHAPYXXEHNS, YMEHbLIEHMNSA KOIMYECTBA JIOXKHbLIX NpeaynpexaeHuin ob yrposax u
pacLUMPEHNS BO3MOXXHOCTEN NPOTMBOLENCTBUS NEPESOBLIM METOAaM YKAOHEHUS OT 0bHapyxeHus.
CM. nHopmMaLmio 0 NogaepxmnBaeMblx NpoLeccopax.

HacTpouku cucteMbl HIPS
Pexum dmanpau,uu MO>XHO BbIMNOJIHATbL B OAHOM U3 CNIEAYOLLNX PEXXMNMOB.
ABTOMaTHU4YECKMH peXxum BkntoveHbl Bce onepaunn 3a NCKIKNYeHneEM Tex, KoTopble

3a6J'IOKV|pOBaHbI npenBapunTesibHO 3a4aHHbIMU NMpPpaBU1aMu,
3alnwatowimMn KoOMnbloTep.

NHTennekTyanbHbINA Monb3oBaTenb byneT nonyyaTb YyBeAOMIEHNS TONbKO 06 04eHb

pexum NO403PUTENbHbBIX COBLITUAX.

NHTepakTUBHBbIK peXuM  [lonb3oBaTesnb byaeT nonyvyaTb 3anpockl Ha NOATBEPXKAEHNE
onepauun.

PeXXuM Ha ocHOBe 610KMpytoTCA BCE ONepaLmm, KpoMe Tex, YTO paspeLleHsl

NONUTUKMU onpeLeneHHbIM NpaBuJIoM.
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PeXxum obyuyeHus Onepaunn BKJIIOYEHbI, U NOCJIE KaXKA0W ornepauun co3faeTcs
npaswso. MpaBwua, co3faBaeMble B TaKOM PeXUME, MOXHO
npocMoTpeTh B pegakTope Mpasuna HIPS, HO UX MPUOPUTET HUXKE,
4yeMm y npasui, CoO3LaBaeMblX BPYYHYIO UM B aBTOMaTUYECKOM
pexume. Mpun Boibope anemeHTa Pexxum ody4yeHus B
packpbiBaoLWwemMcs MeHio Pe)xum punbTpaumum CTaHOBUTCA
LOCTYrMHbIM NapameTp Pe>xum obyuyeHusa 3aBepumntca. Boibepute
LNITEeNbHOCTb ANs pexuma obyvyeHnsa. MakcumanbHas
LNIMTeNbHOCTb — 14 fHel. Korfa yKasaHHbIN Nepuo, 3aBepLunTcs,
BaM byaeT npeanoXKeHo U3MeHMTb NpaBuia, Co3aaHHbIe CUCTEMOIA
HIPS B pexxume oby4yeHus. Kpome Toro, Bbl MOXKeTe BbiOpaTh Apyron
peXuM punbTpaLmMm UAN OTA0XKNTL peLleHrne U NPOLOIKNTb
MCN0Nb30BaTb peXnM 0byyeHus.

Pe>xum 3apaH nocne 3aBepLUeHUA peXxuMma obyuyeHus. BoibepuTe 3T0T pexum puabTpaumm,
KOTOpbI ByaeT 4encTBOBaTb N0 OKOHYaHUUN UCMOJIb30BaHMA pexuMa obydeHuns. YTobbl nocne
3aBepLUeHns pexnma oby4eHUs N3MeHUTb pexum uabTpaums HIPS Ha CNIPOCUTb NONb30BaTeNs,
HY>XHbl NpaBa aAMUHUCTPaTOpPA.

CucTema HIPS oTCNIeXnBaeT CobbITUS B ONEPALIIOHHON CUCTEME M pearupyeT Ha HuX
COOTBETCTBYOLLMM 06pa3oM Ha OCHOBE NPaBWJI, KOTOPbIE aHANOrMYHbI NpaBuaaM daiiepBona.
Ha)xmuTe KHomnky HacTpouTb psgomM ¢ anemeHToM MpaBuna, 4Tobbl OTKPLITL PEAAKTOP NPaBu
cucTeMbl HIPS. B 3TOM OKHe MOXXHO BbiOVpaTb, CO3[1aBaThb, U3MEHATb U YOaNATb NpaBuna.
JlonoNHUTENbHbIE CBEAEHUS O CO3AaHMMN MPABWU 1 OMNepaLUsax CUCTEMbI HIPS CM. B pa3aese
N3MeHeHWe NpaBuaa CUCTEMbI MPEAOTBPALLEHNS BTOPXKEHUIA Ha y3e.

NHTepaKTUBHOE OKHO HIPS

B okHe yBefOMAEHNI HIPS MOXHO CO3A4aTb NPaBMI0 Ha OCHOBE HOBbIX AENCTBUIN, 0OBHAPYXEHHbIX
CMCTeMon HIPS, n onpenennTb yCI0BUS, NPU KOTOPbLIX Takoe Aenctene byaeT pa3peLleHo uim
3anpeLLeHo.

MpaBuia, Co3aBaeMble B OKHE YBEAOMJIEHWIA, CYATAIOTCS PaBHO3HAYHbLIMUW NpPaBMIaM, CO3aHHbIM
BPYYHYt0. MpaBunio, co3gaHHOEe B OKHE YBELOMIEHUIA, MOXXET OblTb MeHee NoAPOOHLIM, YEM NPaBMUIIO,
KOTOPOE BbI3BaJI0 MOSIBJIEHME 3TOr0 AMANIOFrOBOr0 OKHA. ITO 3HAYMT, YTO MOCJIE CO3aHNS Takoro
npaBufia B AMaJIOFrOBOM OKHE 3Ta XXe onepauns MOXXeT Bbi3BaTb MOSBEHNE TAKOr0 Xe OKHa.
JononHUTeNbHblE CBEAEHUS CM. B pa3aene [1propnuTeTHOCTb A5 npasusl HIPS.

Ecnv png npasBunia no yMoa4YaHuo YCTaHOBMEHO feiicTBMe CnpaluuBaTh KaXXAblA pas, To npu
Ka)k[10M 3arnycke npasuna 6yneT oTobpaxaTbCs ANANOroBoe OKHO. [/ onepauun Takxe MOXXHO
BbIOpaTh Apyrue AencTBMs: 3anpeTuTb Uin PaspewnTsb. Eciv nonb3oBaTeNb He BbibupaeT
LEeVCTBME B TEeYEHNEe ONpeaesieHHOro BpeMEHW, Ha OCHOBE NpaBul BbIbMpaeTCcs HOBOE AENCTBME.

Bbibop napameTpa 3anOMHUTb A0 3aKPbITUA NPUIOXKEHUA MPUBOANT K MCMO/Ib30BAHMIO AeACTBIA
(PaspewuTb/3anpeTuTb) 0 TEX NMOP, NOKa He ByayT N3MEHeHbl MPaBuia U PEXUMbI
dunbTpaumm, He byneT 06HOBNEH MOAYb CUCTEMBI HIPS Uin He ByeT BbINOHEHa Nepe3arpyska
KoMnbtoTepa. Mocne BbINONHEHUS NO60Oro 13 3TUX TPeX AENCTBUI BPEMEHHbIE NPaBKa yaaNfoTCS.

Ecnn BbibpaTh NapameTp Co3pmaTh NPABUIIO U 3aNOMHUTL HaBcerga, OyaeT co3iaHo HOBOE
NpaBuIo HIPS, KOTOPOE NMO3XXe MOXXHO U3MEHUTL B pa3fese YrnpasieHne npasuiamu HIPS (HyXHbI
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npaBa aﬂ,MI/IHI/ICTpaTOpa).

BHU3Y wenkHnTe CBepeHus, 4Tobbl y3HaTb, Kakoe NPUIoXKeHNe 3anyckaeT onepaLmnio, KakoBa
penyTauus danna n Kakyto onepawumnio Hy>XHO pa3peLwnTs UK 3anpeTuTb.

YT06bI YCTAHOBUTL MapaMeTpbl NpaBuia bonee feTanbHo, WenkHUTe PacluMpeHHblie napamMeTpbl.
Ecnn BbIbpaH napameTp Co3aaTbh NPaBUJIO U 3aNOMHUTb HABCErAa, AOCTYMHbI NepPeYnCIeHHbIe
HUXXe BapUaHTbI.

+ Co3paTb NpaBuoO, 0eNCTBUTEJIbHOE TOJIbKO AJA 3TOro NPMAoXXeHua. Ecim yctaHoBNEH
3TOT (hNlaXXOK, NpaBuio ByaeT co3gaHo Ansi BCeX UCXOLHbIX NMPUSIOXKEHWNA,

* Tonbko ansa onepauuu. Boibepute onepaunn ons anna, NPUIoKeHUs M peectpa npasuna.
CM. onuncaHmsa Bcex onepawuunm HIPS.

* Tonbko ansa uenm. Boibepute Lenesble 06bEKTHI A5 haiina, NPUIOXKEHNS NN peecTpa
npasuna.

YTobbl yBEAOMSIEHMA HE 0TOBpaXKanucb, yCTaHOBUTE aBTOMaTUYECKUM PEXUM (pubTpaumu,
nooYepenHo LienkHys PacluMpeHHble napameTpsbl (F5) > Mogynb obHapy>xeHus > HIPS >
OcCHOBHble cBefeHus.

(es[3) INTERNETSECURITY

Mpunomenne:

Komnanna: Microsoft Corporation

Penyrawma: i OBHapyxeno 2 roga Hasag

Twun gocryna: 33BEpLUNTE/NPUOCTAHOBNTE paBoTy ApYTOro NPUCHKEHNA,
MzMEHNTE COCTOAHWE JpyrOre NPUACHKEHNA

O6bekT: CAWindowshSystem32\cmd.exe

Paspewwnts 317y onepauwio?

®) Cnpallmeate Kaxgelid pas
3aNoMHKTE 40 33KPBITUA NPUNOIKEHNSA

CCZ,‘J,ETI: NE3aenNo W 3anoMHITE HaBCErda

JononnutensHele ceegenna ob 3Tom coobwenan A Mogpebroctn v Paclumpendele napaMetpel

NMNoTeHuuanbHoe noeepgeHue NMporpaMmm-
BbIMOraTesien ooOHapy>xeHo

Mpu 0bHapy>XeHNM NOTEHLMANIbHOrO NOBEAEHNS, XapaKTEePHOro ANf NPOorpaMMbl-LIaHTaXUCTa,
oTobparkaeTcsa AManoroBoe okKHo. 45 onepaumm TakKe MOXHO BbibpaTb Apyrue oeicTBus:
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BaHPETHTb nnn Pa3peu1v|Tb.

(e=[X) INTERNET SECURITY

A O6Hapy»eHo Nogo3pUTeNbHOE NoBegeHue

Mpunosxenne (B=] hghfghadfa.scr ) NbITaeTca MSMEeHNTS daiinl y B3c Ha KOMMbIOTEpE
NOAC3PUTENEHBIM 0Bpasom.

Ecnu Bel HE ACEBEQAETE ITOMY NPWNOHEHWHD, CNESYET ZEE_"ICKHPCEBTI: 3Ty NONBITEY.

Mpunomenne: [E2] hghfghadfg.ser

Komnanna: HeuwseectHo

Penyrawma: i OBnapyxeno 1 rog Hasag

Onepaums: MoTeHUMansHoE NOBEAEHME NPOrPaMMBl-LUIAHTEXWCTE

PaspewwTs 31y onepaumio?
—

JononHuTensHele cBegenna of 3Tom cooBwenun  ~ MogpoBroctn v PaclumpenHele napaMetpel

LlenkHnTe CBepeHus, 4Tobbl MPOCMOTPETb KOHKPETHbIE MapaMeTpbl 0OHapyXeHus. B 3Tom
LNaNoroBoM OkKHe MOXXHO BbibpaTb MepepaTb Ha aHanus 1A UCKAIOYMTDL U3 NPOBEPKMU.

[N NpaBuibHON PaboThl MOAYNS 3aLLUNTHI OT MPOrpaMM-BeIMOraTesiell CUcTema ESET LiveGrid®
0O0/MKHA ObITb BKJIIOYEHA.

YnpaBJsieHue npasusiaMu HIPS

CnncoK Co3AaHHbIX MONb30BaTeNEM 1N f00aBNEHHbIX aBTOMaTUYECKN NPaBuUa N3 CUCTEMbI HIPS.
HononHuTtenbHble CBEAEHNSA O CO34aHWUN NPaBW 1 onepaumnax CUCTeMbl HIPS NPUBOASATCS B I1aBe
MapameTpbl Npasua HIPS. CM. Takxe ObLLKMe npuHUKnbl paboThl cucTemsl HIPS.

Ctonoupbl

MpaBuno: ykasaHHOe MNoJib30BaTeeM Ui aBTOMaTUYeCKun Bbl6paHHoe nMa npaBuna.

BKNIOYEHO: OTK/II0UYNTE 3TOT MON3YHOK, 4yTObbl OCTaBUTb npaBno B CMCKe, HO MNP 3TOM He
NCrosib30BaTb €ro.

DencTtBue: npasnio 3agaet gencreme (Paspewnts, Bnokuposatb N 3anpocuTb), KOTOPOE
LO/MKHO BbITb BbIMOJIHEHO MK COBIOAEHUN YCNOBUNA.

NcxopHble 00beKThI: npaBunJio 6yueT MNCMosb30BaTbCA TOJIbKO B TOM CJ/1y4ae, eC/in cobbiTne
BbI3bIBa€TCA 3TUMU NPUNOXKEHNAMN.

LeneBble 06beKTbI: NpaBnsio byaeT NCNonb30BaThCS, TOJIbKO €CAN Onepauuns cBs3aHa C
onpeaeneHHbIM (hainaom, MPUIOXKEHNEM UK 3aNUCbIO peecTpa.

Cepbe3HOCTb PerucTpupyemMbix COObITUI: eC/IM aKTUBMPOBATbL 3TOT NapaMeTp, MHGopMaLums 06
yKa3aHHOM npaBusie byaeT 3anncbiBaTbCs B )KypHasl HIPS.
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YBepoMUTb — ecsn 3alyCKaeTCAa cobbiTue, B NpPaBOM HUXXHEM Yrny 3KpaHa BbIBOOANTCA MaJIEHbKOE
BCNJibiBaloLliee OKHO.

J51IeMeHThbl ynpaBieHusn
[o06aBuTb: Co3aHVe NpaBuna.
N3MeHUTb: N3MEeHeHMe BbiAeSIeHHbIX 3anuncen.

Ypanute. YaaneHue BbibpaHHbIX 3anuceil.

MpuopuTeTHOCTbL ANA NnpaBun HIPS

HacTpoiiKa ypoBHS npuopuTeTa A5 Npasu HIPS C MOMOLLbIO KHOMOK «BBEPX» U «BHU3» (KaK B
pa3pene [pasuia haepBosa, rae npasuaa Nocaea0BaTeNbHO BbIMOHAIOTCA CBEPXY BHU3) He
npeaycMoTpeHa.

* Bce npaBuna, KOTOpbIE Bbl CO3AAETE, UMEIOT OJMHAKOBLIV NMPUOPUTET.

* Yem bonee nogpobHoe npaBmo, TEM BhilE €ro NpUopuUTeT (HanpuMep, NpaBuao ANns
KOHKPETHOr0 NpuioXKeHna umeeT b6osiee BbICOKMI MPUOPUTET, YeM NpPaBuIo 418 BCEX
NPUI0XKEHWNNR).

» CucteMa HIPS Coaep>XXnUT BHYTPEHHME NpaBuia c 6osiee BLICOKUM NPUOPUTETOM, KOTOpbIE
HeLOCTYMHbI NMOJIb30BaTESO (HAaNpUMep, HeNb3s NepeonpenennTb NpaBnia CaMo3allnThbl).

» Co3aaHHOe Nnosib30BaTeNIeM NPaBuIo, KOTOPOE MOXKET 3aMOpO3nTh paboTy onepaunoHHON
CUCTEMBI, HE MPUMEHSETCS (MMeeT CaMbll HA3KWIA NPUOPUTET).

N3MeHeHue npaBuna HIPS

CHavana cM. YnpapseHune npasusamm HIPS.

Nms npaBuJsia: yKa3daHHOe MNoJib3oBaTesieM Ui aBTOMaTUYECKHN BblﬁpaHHoe nM4 npasuna.

DencTBue: Npasmno 3anaeT genctene (PaspewwnTtb, BAOKUpPOBaTh 1M 3aNPOCUTb), KOTOPOE
JI0/PKHO ObIThb BbIMNOJIHEHO NPU COBNIOAEHNN YCNOBUIA.

Onepau,vm BJINAHUNA. Bblﬁepl/ITe TN onepaunmn, K KOToOpomy 6y,ueT NPUMEHATLCA NMPaBKNO. I'Ipanmo
6y)J,ET NCMoJsIb30BaTbCA TOJIbKO A714 3TOr0 Thna onepaunn n gnA Bbl6paHHOr0 obbekTa.

BK/IOYEHO: OTK/YNTE 3TOT MOJI3YHOK, €CJ11 NMPaBnUJI0 HY>XHO OCTaBWUTb B CMUCKE, HO MPW 3TOM He
NCNnoJsib30BaTb ero.

Cepbe3HOCTb PEerucTpupyeMbiX COObITUI: eC/I aKTUBMPOBATL 3TOT NapaMeTp, MHdopMaLms 0b
yKa3aHHOM npaBuie ByaeT 3anucbiBaTbCs B XXYpHa HIPS.

YBenoOMUTb NOJNIb30BaTeNIA: eC/N 3alyCKaeTcd cobbiTne, B NpaBOM HWXKXHEM YrJly 3KpaHa
BbIBOAUTCS HEOO/bLLOE BCMbIBAOLLEE OKHO.

I'Ipanmo COCTOUT M3 YacTen, B KOTOPbIX OMUCbIBaAOTCA YCNOBWUA BbINMOAHEHWNA MpaBUJia.
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NcxopHble NpunoXXeHua: nNpaBuio OyaeT NCcnoib3oBaThCA TObKO B TOM Cyvae, ecyiv cobbiTue
BbI3bIBAETCSA 3TMMUN NPUI0KeHNAMU. BoibepuTte NnyHKT OnpeaeneHHbie NPUJI0XKEHUA B
PaCKPbIBAOLWEMCS MEHIO N HAXXMUTE KHOMKY JLo6aBuTb, 4T06bl 06aBNTL HOBbIE halisibl, NN
BbibepuTe NyHKT Bce npunoXxeHusn, 4Tobbl o6aBUTb BCE NPUNOXKEHUS.

LLeneBble paunbl: 370 NpaBuno ByaeT NCNosib30BaTbCs, TONBKO €C/IN OnepaLuns 0OTHOCUTCS K
JaHHOMY ueneBoMy 06bekTy. Boibepute nyHKT OnpepeneHHbie parnbl B PaCKPbIBAIOLLIEMCS MEHIO
n wenkHuTe [JlobaBuTb, 4TOOLI 106aBUTL HOBbIE (haisibl UK ManKK, Unn BbibepuTe NYHKT Bce
cannbl, 4T06LI H06aBNTL BCE (halnbl.

MpunoxxeHus: 310 npasusio ByaeT NCNosb30BaTbCA, TONLKO €C/IN ornepaumns 0THOCUTCA K JaHHOMY
uenesomy 0b6bekTy. BoibepnTe NyHKT OnpepeseHHble NPUI0KEHUA B PAaCKPbIBAOLLEMCS MEHIO 1
HaXxMuTe KHonky Jlo6aBuTb, 4T0ObI 106aBNTH HOBbIE (halbl UK Nanku, nnn Beibepute NyHKT Bece
npuno>xeHus, 4Tobbl 406aBUTL BCE NPUSIOXKEHMS.

3anucu peecTpa: 3To NpaBusio byaeT NCNob30BaThCs, TOJILKO €C/IN OMNepaLmnst OTHOCUTCS K
OaHHOMY LienieBoMy 06beKTY. BbibepnTe B pacKkpbliBaloLWEMCS CNUCKe NYHKT OnpepeneHHbie
3anmnCK 1 HaXXMNUTe KHOMKYA,00aBUTb 4151 BBOLA BPYYHYIO UM KHOMKY OTKPbITh peaaKTop
peectpa a5 Bbibopa NapameTpa B peecTpe. MOXXHO TakXXe BbibpaTb B PACKPbIBAOLEMCS CMUCKE
NyHKT Bce 3anucu, 4Tobbl 106aBUTL BCE NMPUIOXKEHNS.

HekoTopble onepauumn onpeaesieHHbIX NpaBui, NPeaBapuUTesbHO 3aA4aHHbIX CUCTEMON HIPS,
HEBO3MOXXHO 3a0J10KMPOBATb, OHW Pa3peLLEeHbl MO YMOYaHWI0. KpoMe Toro, He BCe CUCTEMHbIE
onepaunm oTCNeXMBAOTCA cMcTeMoi HIPS. CucTema HIPS 0TCIeXBaeT orepauun, KoTopble
MOryT CYMTaTbCs Hebe3onacHbIMU.

OnucaHne BaXKHbIX onepawLuii

Onepauuu c hannamm
* Ypanutb hann: NnpuioxxeHne 3anpawinBaeT paspelleHne Ha yganeHue Lenesoro anna.

* BoinosiHuTb 3anuchb B haun: npuioxeHne 3anpallimBaeT pas3pelleHne Ha 3annchb B LIeSeBo
thann.

* HenocpepncTBEHHbIM AOCTYN K AUCKY: MPUIOXKEHUE MbITAETCS BbINMOJHUTL YTEHME C AUCKA
WK 3aMWCb Ha AMCK HECTaHOapTHLIM 06pa3oMm, B 06x04 CTaHAAPTHbLIX anropuTMoB Windows. 3TO
MOXXET NPUBECTU K N3MeHeHMIo haitioB 6e3 NprMeHeHNs COOTBETCTBYIOLLMX NpaBus. Takas
onepawuns MOXXeT BbINOJIHATLCS BPeAOHOCHON NPOrpaMMon, NblTalowencs nsbexaTtb
06HaPYXXEHUSI, UJIN XXe NPOrpaMMHbLIM 0becneyYeHnem g pe3epBHOr0 KONMUMPOBaHUS, KOTOpoe
MbITAeTCA CO34aTb TOYHYIO KOMMWIO ANCKA, MO0 AUCNETYEPOM pa3aesioBs, NbiTAoWUMCS
peopraH1M3oBaTb TOMa AWCKa.

* YCTaHOBUTb rNMob6anbHYI0 JIOBYLUKY: Bbi30B (DYHKLMUN SetWindowsHookEx 13 6ubnnoTekn
MSDN.

* 3arpy3uTb gpanBep: 3arpy3ka 1M yCTaHOBKA [1paiBEPOB B CUCTEME.

Onepauum C NPUNOKEeHUAMHU

* BbINOJIHUTBL OTNAAKY APYroro NPUAOXKEHUA: NpUKpernseHne oTnaguvka K npoueccy. Mpu
OTNaKe NPUSIOXKEHNS MOXXHO MPOCMOTPETH 1 M3MEHUTb MHOTME CBELEHNS O €ro NoBeAEHNN U
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noslydnTb AOCTYN K €ro AaHHbIM.

* MepexBaTbiBaTb COOBLITUA APYroro NPUIOXKEHUA: NCXOOQHOE NPUIOXKEHME NbITAETCS
3anncaTb CObbITKA, HaMpaBeHHbIE Ha APYroe NPUIoOXKeHNe (Hanpumep, KNaBnaTypPHBbINA LLTMWOH,
NblTalLWKUNCA 3anncaTb cobbiTusa bpaysepa).

* 3aBepLUNTL/NIPMOCTAHOBUTL PAabOTy APYroro NPU0>KeHMUA: NPMoCTaHOBKA,
BO30OHOBSIEHUE UK 3aBepLLEHME npoLiecca (MOXKHO NONYYUTb LOCTYMN HEMOCPEACTBEHHO 13
o603peBaTeNs NPOLLECCOB MW NaHenn «MpoLecchl»).

* 3anyCcTUTb HOBOE MPUJIOXKEHME: 3aMyCK HOBbIX NMPUI0XKEHWIA NN MPOLLECCOB.

* A3MeHUTb COCTOSIHUE A PYroro NPUJIOXEeHUs: NCXOLHOE MPUIoXKeHne NelTaeTcs
OCYLLECTBUTb 3anncCb B NMNaMATb LIe1eBOIro NpuioXXeHna nin BbiMOJIHUTb KOO OT €ro MMEHMN. dTa
(PYHKUMOHANBHOCTb MOXET ObITb NONE3Ha A15 3aLUNTbI BaXKHOI0 npunoXXeHnd nytem ero
HaCTpOI7IKI/I KaK LieJieBOro B npasune, 6)'IOKI/IpyPOLLI,eM NCnosb30BaHMe OAHHON onepauunn.

Onepauuu c peecTpom

* UI3MeHUTb NapaMeTpbl 3anycKa: Ntobbie N3MeHeHUs NapaMeTPoB, KOTopbIe oNpeaensioT,
Kakune npuioxeHns 6yayT BbINOSHEHbI Npy 3anycke OC Windows. IX MOXXHO HallTu, HanpuMep,
BbIMOJIHNB NMOWCK pa3fena Run B peecTpe Windows.

* YoanuTb U3 peectpa: yaaseHne pa3aena peectpa Wiv ero 3HayeHus.
 NMepeuMeHOBaTL pa3fpen peecTpa: NepeMMeHoBaHNe pPa3aesioB peecTpa.

* U3MeHunTb peecTp: Co3[aHNe HOBbIX 3HAYEHUI Pa3fesioB peecTpa, U3MEHEHUE
CYLLECTBYIOLLMX 3HAYEHMI, NepeMeLleHne JaHHbIX B IPEBOBMAHON CTPYKTYpe 6a3bl AaHHbIX UK
HacTpoWKa NpaB Nosb30BaTeNs UK FPynnbl 415 pa3fesnoB peecTpa.

Mpun BBOAE 06bEKTA MOXHO MCMOJIb30BaTh NOACTAHOBOYHbIE 3HAKW C ONpeAe/ieHHbIMY
orpaHum4yeHnsMn. BMecTo KOHKPETHOro pa3aesia B NyTW peecTpa MOXKHO UCM0J/1b30BaTb CMMBOJI
3Be3404KN («*»). Hanpumep, HKEY_USERS\*\software MOXeT 03Ha4aTb

HKEY USER\.default\software, HO He

HKEY _USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software.
HKEY_LOCAL_MACHINE\system\ControlSet* He ABNAE€TCA AONYCTUMbIM MyTEM pa3fena peecTpa.
MyTb, B KOTOPOM COAEPXKUTCA COHETaHME CUMBOJIOB «\*», 03Ha4YaeT «3TOT NyTb UK Ntobon
nyTb Ha 110BOM ypoBHE NoCse 3TOr0 CMMBOMA». 3TO e AUHCTBEHHbIN CNOCO0D, KOTOPLIM MOXHO
MCMNOJIb30BaTb NOACTAHOBOYHbIE 3HaKW, A9 06BbeKkToB (hansioB. CHavyana oLeHNBAETCS TOYHbIN
nyTb, @ 3aTeM NyTb NOC/Ae NOACTAHOBOYHOIr0 3HaKa (*).

A

Ecnn co3paHHoe npaBuo byaeT CAnLLIKOM 06LWMUM, MOSBUTCA COOTBETCTBYOLLEE
npeaynpexaeHve.

B cnenytoliem npumepe 6yneT nokasaHo, Kak OrpaHWYnNTb HEXeNaTeNlbHOe NoBeAeHNe KOHKPETHOro
NPUNOXEHUS.

1.

MpucBoinTe npasuay nMs 1 BoibepnTe BAOKMPOBATh (1M 3aNPOCUTb, €CJIN Bbl XOTUTE

BbIOpaTh AENCTBUE MO3XKE) B PAaCKPbIBalOLLIEMCS MeHI0 [ledcTBue.

2.

AKTUBUPYITE NepekioyaTeNlb YBeAOMUTb NoJib3oBaTens, 4Tobbl yBeJoMIeHNE

OT06pa)Ka}'IOCb npn Ka>XxaoM npMMeHeHN rpasuia.
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3. BbibepuTe x0T 66l 04HY Onepauuio B pa3aene Onepauum BAUAHUA, 015 KOTOpol byneT
NPUMEHSATLCS NPABUIO.

4. lllenkHnTe Danee.

5. B okHe UcxopHble npusoXXeHus BbibeprTe B paCcKpbIBaOLWEMCS CIMCKE BapuaHT
OnpepeneHHble NpunoXxeHusa. Hosoe Npasunio ByaeT NPMMEHATLCA KO BCEM MPUJIOKEHNAM,
KOTopble ByayT NbITaTbCs BbINOAHUTL Nt06oe 13 BbIbpaHHbIX AENCTBUIA C YKa3aHHbIMU
NPUNOXKEHUAMN.,

6. HaxxmnTe KHonky JLlo6aBUTb 1 ..., 4TOObI BbIOPATb NYTb K ONpPeAesieHHOMY NPUI0XKEHNI0. 3aTeM
HaXXMUTe KHOMKY OK. I'Ip|/| HGO6XO£I,I/IMOCTI/I )J,OGBBbTe AOOMNOJIHUTEJIbHbIE NMPUNIOXKEHNA.
Hanpumep: C:\Program Files (x86)\Untrusted application\application.exe

7. Boibepute onepauuio BeinonHuTb 3anuch B pann.

8. BoibepuTe Bece pannbl B pacKpbIBAOLLEMCA MEHIO. ITO NO3BOJIMT 3a6/10KMPOBaThL BCE MOMbITKU
3anncy B halbl NPUIOXKEHNAMN, KOTOPbIE Obln BbiIbOpaHbl Ha NPeabliAYyLLEM Lare.

9. HaxxmnTe kKHonky FoToBO, 4TOOLI COXPaHUTL HOBOE MPaBWJIO.

NTERMET SECURITY X
MapameTpbl npasun Cucrembl HIPS ?
Mma npaenna Ees MMEHK
JefcTBRE Pazpewmts e

':H'IE[J-EIIJHH ENMAHKWA
Leneesie daine
MpunoxeHnn

3anuck peecTpa

®

®

®
BrnroueHo n

CEpBEIHOCTE PETMCTRHYEMEIX

- . Het e
CODBITHK

¥BEAOMWTE NONB3ICEATENA [ ]

JAanee OTmeHa



NoGaBneHue NyTU K NPUJIOXKEHUIO UK
peecTpy oS cucTeMbl HIPS

Bbibepute nyTb K hanny NpuaoXKeHns, Haxas .... [pn Bbibope nanku BCce pacnosioXKEHHbIE B HEN
NPUIoXKEHNs By ayT BKIOYEHbI.

MapameTp OTKpPLITh pepakTop peecTpa 3arnyckaeT peaakTop peectpa Windows (regedit). Mpw
nobaBfieHn NyTU peecTpa HY>XXHO NPaBUSIbHO BBECTMW PACMO/IOXKEHME B NoJie 3HAYEHHMe.

MpuMepbl NyTU K hanny nam peectpy:
e C:\Program Files\Internet Explorer\iexplore.exe

» HKEY LOCAL_MACHINE\system\ControlSet

PacluupeHHble napaMeTpbl HIPS

lNepeyncinieHHble fdanee napaMeTpbl NOJE3Hbl 414 OTAa4KKM N aHa/I3a NOBeAeHNA MPUN0XKEHNS.

O paiBepbl, 3arpy3Ka KOTOpbIX pa3peLleHa Bcerpa: 3arpy3ka BbibpaHHbIX ApaiiBepoB
pa3pelleHa BCeraa, He3aBnCMMO 0T HACTPOEHHOI0 PeXnMa uabTPaLMK, eCIN OHU He
3a6710KMPOBaHbI B IBHOM BUAE NPABWJIOM NOJb30BaTENS.

PeructpupoBaTtb Bce 3ab610KkMpoBaHHble onepauun: Bce 3a610KMpoBaHHble onepaunn byayT
3annCbIBaTbCA B XYPHan HIPS. MCcnonb3ynTe 3Ty YHKLMIO TONbKO NPU YCTPAHEHUN HEMONaAoK Un
Mo 3anpocy CNyXbbl TEXHMYECKON NOALEPXKN ESET, TaK Kak OHa MOXET C034aTb 04eHb H0sbLLOow
thann XypHana v 3amegnnTb paboTy KOMMNbIOTEPA.

CoobLwaTh 06 M3MeHeHUAX NPUNOXKEHUN, 3arpy>KaeMbiX NPU 3anycke CUCTeMbI: Mpu
[00aBNEHNN UMW YOANEHUN NPUSIOXKEHMS, 3arPy)KAEMOro npu 3anycke CUCTeMsbI, Ha paboyem cTone
oTobparkaeTcs yBeoOMSIEHME.

IpauBepbl, 3arpy3kKka KOTOpPbIX pa3pelueHa
Bcerpa

3arpy3ka ApaiiBepoB, 0TOOpaXKEHHbIX B 3TOM CMUCKE, pa3peLleHa BCeraa BHe 3aBUCMMOCTY OT
peXuma punbTpaLuy HIPS. 3TO He KaCcaeTcs C/lyyaeBs, KOrAa 3arpy3ka apaiBepa siBHbIM 0bpa3om
3ab6710KMpoBaHa NpPaBWIOM NOJb30BaTENS.

Do6aBuTb: [06aBNEHME HOBOrO ApaliBepa.
N3MeHnTb: n3MeHeHne BbIbpaHHOro apaiBepa.
Ypanutb: yoaneHue gpaiiBepa U3 cnucka.

COpoc: nepesarpyska CUCTEMHbIX OPaliBEPOB.

84



Ecnn wenkHyTb anemeHT COpoOC, ApaiBepsl, fobaBAEHHbIE BPYYHYO, OyayT yaaneHbl n3
CNNCKa. DTO MOXKET NPUrOANTLCS, eCan Bbl f06aBUIN HECKOJIbKO APaNBEPOB 1 HE MOXETE
YyOanUTb UX U3 CNUCKA BPYYHYIO.

NrpoBon pexum

WrpoBoit pexxum — 370 QYHKLUS Aas Tex, KTo CTpeMnTcs n3bexaTb nepepbiBoB B paboTe
nporpaMMHoro obecneyeHmns N NOsSIBIEHNS OTBJIEKAIOLLMX BCMJIbIBAOLLMX OKOH, @ TakXe enaeT
CBECTU K MUHUMYMY Harpy3Ky Ha npoueccop (CPU). Ero Tak)e MOXHO UCNoJib30BaTh BO BPEMS
Npe3eHTaLuii, KOTOpble HENb3S NPepbIBaTh AEATENbHOCTLIO MOAYS 3aLUNTLI OT BUPYCOB. Mpu
BKJIOYEHWM 3TOW PYHKLMUN OTKIIOHAKOTCA BCE BCMJIbIBAOLLME OKHA, @ paboTa NiaHUPOBLLNKaA
MOJIHOCTbIO OCTAHaBAMBAETCS. 3allMTa CUCTEMbI NO-NPeXHeEMY paboTaeT B (hOHOBOM peXxunme, HO He
TpebyeT Kakoro-n1mbo BMellaTeIbCTBa CO CTOPOHbI NOJIb30BaTENS.

BkJIlOYEHMNE 1 OTKII0HEHME UTPOBOr0 PeXNMa OCYLLECTBJISETCA B NTaBHOM OKHe NporpaMmbl B

pasnene Hactpo#ka > 3awmTa KOMNbloTepa, rae HeobxoanuMo LWEeNKHYTh nm

PALOM C 3n1eMeHTOM UrpoBoi peXxuM. BkJiioyas UrpoBOI PeXMM, Bbl MOABEPraeTe CUCTEMY Yrpo3e,
MO3TOMY 3HAYOK COCTOSIHMS 3aLLMThI HA NMaHen 3aAa4 CTaHeT OpaHXeBbIM 1 byneT oTobpaxaTb
npeaynpexaeHve. Kpome Toro, faHHoe npeaynpexaeHne 6yaet oTobpaxaTbCs B [J1aBHOM OKHe
Nporpammbl, rae opaHXeBbIM LIBETOM ByAeT HanucaHo UrpoBoM peXxuM aKTUBEH.

AKTUBMPYINTE NapamMeTp ABTOMaTUUYECKMU BKJIOYaTb UTPOBOM PEXXUM NPU BbINOJIHEHUU
NPUAOXXEHUN B NOJIHO3KPAHHOM peXXuMe B pa3gesie PacluMpeHHble napameTpsl (F5) > CepBuc >
NrpoBoi pe>xuM, 4ToObl MFPOBOI PEXIM BKJIIOYAICA NPU 3anycke Ntoboro NpuioxeHus B
MOJSIHO3KPAHHOM PEXMME U BbIK/OYAICS MPU BbIXOAE U3 MPUI0KEHUS.

BbibepuTe napameTp ABTOMaTU4YECKHU OTKJIIOYaTbh MTPOBOM peXXuM Yepes, 4Tobbl 3a4aTh Bpems,
CNyCTs KOTOPOE NrPOBOW peXxum byaeT aBTOMAaTUYECKM OTK/OYATbCS.

Ecnn daniepBon paboTaeT B UHTEPAKTVBHOM PEXMME U BK/OYEH UIPOBON PEXUM, BO3MOXKHbI
npo6aembl Npu NOAKOYEHNN K IHTEpHETY. 3TO MOXeT NPeAcTaBAsTb CIOXKHOCTH, eCn
3anycKaeTcs Urpa, B KOTOPOW UCMO/Ib3yeTcs NoakayeHne K UHTepHeTy. O6bIYHO
MoJib30BaTest0 NpeasiaraeTcs NoATBEPANTb HY)KHOE AeNCTBME (eC/N He 3aaH0 HUKAKMX
NpPaBuJl NN UCKJIOYEHNIA N8 NOAK/OYEHNS), HO B UITPOBOM PeXMME B3aUMOAENCTBIE C
MoJib30BaTe/IEM HEBO3MOXKHO. YT06bl pa3pelnTb CETEBOE B3aMOLENCTBUE, ONpeaenmnTe
NPaBWJI0 NOAK/OYEHNS OIS KaXKA0r0 NPUSIOXKEHNS, KOTOPOE MOXKET €ro OCYLLEeCTBASATb, UK
NCnosib3ynTe ApYyron Pexum dunsTpaumnn B anepsose. Takxe cieayeT NOMHUTb O TOM, 4TO
NP BKIIOYEHHOM UIPOBOM pexxunMe MoXXeT ObITb 3a6710KMpoBaH Nepexo Ha Beb-cTpaHuuy uan
CMOJIb30BaHMNE MPUI0XKEHUS, KOTOPbLIE CNOCOOHbI NPeACTaBAATbL Yrpo3y Ans 6e30nacHOCTH, HO
MpW 3TOM Ha 3KpaH He ByaeT BbIBEEHO HNKAKOr0 MOSICHEHUS UKW NPeaynpeXxaeHus,
MOCKOJIbKY B3aUMOAENCTBME C MOJIb30BATENEM OTKJIOYEHO.

CKaHUpOBaHMe Npu 3anycke

|_|pl/l 3arpy3kKke KoMnbtoTepa n obHoBNEHUN Moaynsa o6Hapy>KeH|/|9| dBTOMaTUYECKKN NPOBEPAIOTCA
CpaVIﬂbI, NCcnosHgaeMble Npu 3anycke CUCTEMBbI. 370 CKaHWnpoBaHWe 3aBUCAT OT KOHUrypaumm 1 3agad
NJaaHNPOBLLUKWKA.
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CKaHupoBaHMe haiioB, NCNOHAEMbIX NPY 3anycke CUCTEMbl, BXOAUT B 3a4avy NAaHMPOBLLMKA
MpoBepka pannoB, MCNONHAEMbIX NPYU 3anyCcKe CUCTEMbI. [ U3MEHEHNs ero HacTpoekK
BbibepnTe KoMaHay Cny>ebHble nporpaMmbl > [lonoNHMTENbHbIE CPpeAcTBa > MNaHUPOBLL MK,
WEeNKHMTE 3N1eMEHT ABTOMATM4YeCKU NpoBepATb haiibl NPU 3anyckKe CUCTEMbI, A 3aTEM
N3MeHUTb. Ha nocnegHeM aTane oTobpasnTCsa AMaNoroBoe 0KHO ABTOMAaTMNYECKas MNPOBepKa
(hali/IoB Mpu 3arycke CUCTeMb! (AOMONHUTENbHbIE CBEAEHUS CM. B CIeAyloLLEeM pa3aene).

Bosnee noapobHbIe MHCTPYKLMM MO CO3AaHUI0 3a4aY B NIaHUPOBLUVKE 1 YNPABIEHNIO UMUN CM. B
pa3gene Co3aaHue HOBOM 3a1ayu.

ABTOMaTM4YecCKana npoBepka pannos npm
3anycKe CUCTeMbl

|-|pl/l COo3aHnn 33I'IJ'IaHI/IpOBaHHOIh 3adayun <<|_|DOBepKa cpa|7|n0|3, NCNOJIHAEMBbIX MPW 3anyCcke CUCTEMbI»
npenoctaBnAaeTCcqa HECKOJZIbKO BapMaHTOB HaCTpOMKM cnegyowmnx napaMeTpos.

B paCKpbiBalOLWLEMCA MEHIO O6beKTbI CKaHUPOBaAHUA YKa3bIBaeTCH rny6|/|Ha CKaHMpOBaHNA q3a|7|n03,
NCMOoJIHAEMbIX Mpn 3anyCcKe CUCTEMBI. CKaHI/IDOBaHI/Ie BbIMO/IHAETCA Ha OCHOBE CEKPETHOI0 CJIOXKHOIro
aJiropnTMma. dannbl ynopAano4eHsbl Nno y6bIBaHVIIO B COOTBETCTBMK CO CheayrownMmnm KputTepmnammn.

* Bce 3apeructpupoBaHHble TUnbl hannoB (HanbosbLiee KONNYECTBO CKaHMpPYyeMbIX halnioB)
* Penko ucnonb3yembie panibl

* O6bIYHO ucnonb3yemblie pansbl

* YacTo ucnonb3yemsbie hannbl

* Tonbko Hanbonee yacto ucnonbayemsbie hpasbl (HaVMEHbLLEE KONMYECTBO CKAaHUPYEMbIX
thannos)

Takxxe CyLlecTBYOT ABe ocobble rpynmbl.

* ®annbl, KOTOpble 3anyCKaloTCA nepea BXOA4O0M NOJib30BaTeNA: COOEPXUT (halbl 13
TaKUX Nanok, KOTOpble MOXHO OTKPbLITb 6€3 BXo[a Nosib30BaTeNs B CUCTEMY (B TOM Yucne
60JIbLUMHCTBO 3/IEMEHTOB, UCMOJHSAEMbIX MPW 3aMyCcKe CUCTEMbI: CNTY»KObl, 06bEeKTbI MOAY A
noanep)xku bpaysepa, yBegomneHus Winlogon, 3afilaHns B N1aHMPOBLLKKE Windows, N3BECTHbIE
bnbnnotekn DLLu T. A4.).

® q)al‘iﬂbl, 3anyckKaluliuecs nocJsie BXoaga nojsib3oBatena: COOAEPXKNT (paIZJ'IbI N3 TaKUX Manok,
KOTOpPble€ MOXXHO OTKPbLITb TOJIbKO NMOCJie BXOOa MNoJib30BaTeNA B CUCTEMY (B TOM 4Yucne CpaVIﬂbl,
3anyCckaemble nog KOHKPETHbIMW YH4ETHBIMW 3annCAMA: 06bI4YHO q:)aﬁlﬂbl M3 Nanku

HKEY _CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnucku ¢annos, KOTOPbIE HY)KHO NPOCKAHMPOBaTb, ABASIOTCSA (DMKCMPOBAHHBLIMU AN1F KaXA0M
BbILLENPUBEAEHHOW rpynnbl. ECnn BbIbpaTh MeHbLIYO ryOUHY CKaHUPOBaHUS A (haliios,
NCMOJIHSIEMbIX NPW 3anyCcke CUCTeMbl, altsibl, KOTOpble He BblIM MPOCKAHNPOBaHbI, byayT
CKaHMPOBATbLCS NPV OTKPbLITAM U UCMIONTHEHWMA.

MpuopuTeT CKaHUPOBAHUA: YPOBEHb NPUOPUTETHOCTW, UCMOJIb3YEMbIV A5 ONpPeaeNieHNs YCI0BUN
Havasla CKaHVpPOBaHMS.

86



* NMpun 6e3percTBUK: 3a1a4a OyaeT BbINONHATLCA TONLKO Npu 6€34eiACTBUN CUCTEMBI.
» CaMblil HU3KMI: MUHUMANbHAs Harpy3ka Ha CUCTeMmy.
* Bonlee HU3KMI: HN3KasA Harpyska Ha CUCTeMy.

» CpeBHMHK: CpeliHAs Harpy3ka Ha cucTemy.

3aluMTa OKYMEHTOB

OyHKLMA 3aLLMTbl LOKYMEHTOB CKaHUPYET AOKYMEHTbI Microsoft Office mepes X OTKPbITUEM, @ TakXe
npoBepseT (aisibl, aBTOMAaTUYECKMN 3arpy>kaemble bpay3epom Internet Explorer, TaKMe KaK 3JIEMEHTHI
Microsoft ActiveX. DyHKLMA 3aWMTbl 4OKYMeHTOB obecneynBaeT 6e30MacHOCTb B AOMOJIHEHME K
DYHKLMM 33Tl halnI0BON CUCTEMBI B PeasibHOM BpeMeHU. Ee MOXXHO OTKOYNTb, 4TOObI
YAYHLWNTb NPON3BOANTENBHOCTb CUCTEM, KOTOPbIE HE COAEPXKAT 60oJibLLIOEe KONNYEeCTBO OOKYMEHTOB
Microsoft Office.

YT00bl aKTUBMPOBATL DYHKLIMIO 3aLLUMTbI JOKYMEHTOB, OTKPONTE PacluMpeHHble napaMeTpbl (F5) >
Mopaynb o6Hapy>xeHus > Mpoueccbl CKAHUPOBAHUSA BPEOOHOCHbIX NPOrpamMM > 3aLLuTa
AOKYMEHTOB | LLIeIKHUTE MOM3YHOK PSAOM C 3/1eMeHTOM BKAOYUTL 3aLLUTY AOKYMEHTOB.

3Ta PYHKUMA aKTUBMPYETCS NPUIOKEHNAMIU, B KOTOPbIX MCNONb3yeTcs Microsoft Antivirus API
(Hanpumep, Microsoft Office 2000 1 6oee NO3AHUX BEPCUIN UK Microsoft Internet Explorer 5.0 1
bonee no3gHMX Bepcun).

NcKnio4vyeHus

NcknioueHuns No3BoNsAT NCKNOYNTL 00bekThl U3 Moayns obHapyxeHms. YTobbl obecneynTb
CKaHMpoBaHue BCex 06bEKTOB Ha HaM4YmMe yrpo3, PeKOMeHAYyeTCs CO3A4aBaTh NCK/OYEHNS TOBKO B
cNlyvae KpanHen HeobxogumocTun. Cnyyaun, B KOTOPbIX MOXKET NMOHaA0OMTLCA UCKOYNTL 06bEKTHI,
BKJ/IIO4AIOT CKaHMpoBaHMe 6a3 faHHbIX BObLION EMKOCTM, KOTOpbIE 3aMeanseT paboty nam
nporpammHoe obecnevyeHme, KOTOpoe NPOTUBOPEYUT CKaHUPOBAHUIO.

NicknoyeHns ona 6bICTPOAENCTBUA: UCKOYEHNE ¢)3I7IJ'IOB N NanokK N3 CKaHpPoBaHUA. NcknioyeHns
ons 6bICTpOD,eI7ICTBI/IF| nosie3Hbl ANna NCKAKYeHNA NP CKaHNPOBaHWUN NTPOBLIX I'IpI/IJ'IO)KeHVIVI Ha
YPOBHE (baVIJ'IOB, HenpaBunibHOM noBeaeHNN CUCTEMbI NN NOBbILLEHHOW npon3BoONTENIbHOCTMN.

Vckno4eHmns n3 obHapyxeHUs No3BOJIAIT UCKYUTb 00bEKTLI U3 0OHAPYXXEHUS, UCMOJIb3YS UMS
o0bHapy>xeHus, NyTb UK xew. OHU He NCKIIOYAIOT (albl 1 Nanky U3 CKAaHVPOBAHNSA KaK AenatoT
NCKNoYeHUst ans BuicTpoaencTens. UcknioyeHns obHapy)XeHNs NCK0YatoT 06bEKTbI TOJIbKO Npu UX
obHapy>XeHnn MoaysiemM 0bHapPYXEHUS 1 €CIN B CMIUCKE UCKOYEHUIA NPUCYTCTBYET
COOTBETCTBYIOLLEE NPABUJSIO.

He cTtouTb nyTaTtb C APyruMn TunamMun NCKJIIOYEHNN:

* VckayeHna U3 onepawnm: Bce onepaumm ¢ hanaamm, OTHOCALLMECS K UCKTIOYEHHbIM 13
CKaHMPOBaHMS NpoLLeccaM MpuIoXKeHMsa (MOXXeT NoHagobnTca AN NoBbILLEHNS CKOPOCTK
pe3epBHOro KOMMPOBaHWS U AOCTYMHOCTU CNyx0b).

* IcknoYeHHble paclunpeHns dhanios
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* CKJII0YEHNSA CUCTEMbI HIPS

o OunbTp «McKawYyeHne» oas 3anThl Ha ocHoBe 0b61aKa

UcknioueHus pnsa obicTponoencTBus

WcknoveHus ans 6bICTPoAenCTBIS MO3BOASIOT NCKOYNTL (haiiibl 1 Nanky U3 CKaHUPOBaHUS.

Mbl peKOMeHAYeM C03[aBaTb UCKIIIOYEHNS ANs BbICTPOAENCTBUSA TONIbKO NPy abCONOTHO
HeobXxoaMMOCTK, 4TOObl FAaPaHTNPOBATb, YTO BCE 06bEKTLI MPOCKAHUPOBaHbI Ha HaMYKe Yrpos.
OpHako, BCe Xe MoryT BbITb CUTyauun, Koraa BaM noHafobuTcs UCKOYMTL 06BEKT, Hanpumep,
AaHHble 6a3bl JaHHbIX BOMbLIOVM EMKOCTM, KOTOPLIE 3aMeANIA0T KOMMbIOTEP BO BPEMS CKAHMPOBaHNS,
nnu MO, KoTopoe co3haeT NPensaTCTBUSA AN CKaHUPOBAHMS.

®ansibl U NankyM MOXHO UCKOYUTb U3 CKAHUPOBAHUSA U NOMECTUTb B MepeyeHb UCKKYeHnI, Bbibpas
PacwumpeHHble napameTpsbl (k1aBuwwa F5) > Mogynb obHapyxeHus > UcknioyeHus >
NckniovyeHnus pns dbbictpopaencTems > U3SMeHUTD.

He cnepyet nytaTh 3TY (PYHKUNIO C 4PYT VMU BO3MOXXHOCTAMU UCKIIIOYEHNA — VICKJI0YeHnsa 13
obHapyxeHus, ckaYeHHble paclumpeHns danaos, IckaYeHns cuctemMsl HIPS nnu
Ncka4YeHus aas npoLeccos.

YT00bl NCKIIOYNTL 00BEKT (MYTh: haitn UM NankKa) U3 CKAHMPOBaHWS, LeNKHUTe J,06aBuTb 1
BBEAMTE COOTBETCTBYIOLIMIA MYTh UM BbIAENNTE €ro B PEBOBUAHON CTPYKTYpE.

NTERNET SECURITY o X

WMcknrouenus ana beicTpoaeiicTemna

Hcknarounte nyte Kommentapui

JoBaeuTs Wmnopt

Yrposa B thanine He 6yneT obHapyxeHa MoaysieM 3awuTbl (PanIoOBON CUCTEMbI B peasibHOM
BPEeMeHMU 1/ MOAY/IEM CKaHMPOBAHUA KOMNbIOTEpPA, eC/N (a1 COOTBETCTBYET KPUTEPUAM
019 NCKIOYEHNS U3 CKAaHUPOBaHMA.
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dNeMeHTbl ynpaBJieHUA

* NoGaBuTb: KOMaHAa, NCKJIOYaloLWas 06bEKTbI U3 CKaHNpoBaHNA.
* N3MeHUTb: N3MEeHEeHMne BblAENEHHbIX 3anncen.

* YpanuTb: yaaneHue BblbpaHHbIX 3anucen (4Tobbl BbibpaTbh HECKO/IbKO 3aMncen, Wwenkante
nX, yOoepXXnBas Ha)xaTtomn Knasuwy CTRL).

NobaBneHue Ujin U3MeHeHue UCKJTIIOYEeHUHN
BN ObICTPOAENUCTBUSA

[lnanoroBoe OKHO UCKJIKDYaeT onpefesi€HHbIN NyTh (hann nam Katanor) a8 3Toro KoMnbloTepa.

BbibepuTe nyTb AN BBEOUTE BPYYHYIO
Y1066l BIOPATHL HYXHLIN NYyThb, BbibepuTe ... B nose MyTb.
Mpwn BBOAE BPYYHYIO CM. OOMOJMHUTENbHbIE NPUMepbl HopMaTa NCKIIIYEHUS HUXKE.

(@D INTERNETSECURITY X
[obaButb uckitoueHne ?
MyTo (i}
KommerTapuii a

Ina ncknoyveHns rpynn ansioB MOXXHO NCMO/b30BaTb CMMBOJIbI MOACTAaHOBKN. BOMpoCUTENbHbIN
3HaK (?) 0603HavYaeT 0AUH CMMBOJI, @ 3Be3[04Ka (*) — CTPOKY M3 ntoboro KoaMYecTsa CUMBOJIOB.
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e YT00ObI NCKNIOYNTL BCE (halsibl N BNIOXKEHHbIE MaNKK B ONpeaeneHHon Nanke, yKaxuTe nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuinmpeHneM DOC, NCNoJSb3ynTe Macky *.doc

e ECnv Ma ncnonHaemoro danna CoaepXXnT onpeneneHHoe Yncao CUMBOOB (M CUMBObI
MOryT MEHATbLCS), MPMYEM M3BECTHA TOJILKO NepBas bykBa NMeHU (Hanpumep, D), ICMOAb3YyNTe
cnepyowmi hopmar:

D????.exe (3HaKM BONPOCa 3aMEHAOT OTCYTCTBYOLLNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4YMBaTbCA obpaTHOM Kocon YepTon ((\)) 1 3Be3g04Kon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXMNMoe KOTopoe (halnbl 1 BAOXKEHHbIE Nanku)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBeneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAYJ i CKaHUPOBaHMA Tools
MOXXET Takxe bbiTb UMeHeM (ainna.

* C:\Tools\*.dat: 3TO NpUMEHAETCA AN UCKIOYEHUA (halnfioB .dat B Nanke Tools.

* C:\Tools\sg.dat: N(PUMEHSAETCSA AN UCKIIOYEHNA OTAEJIbHOr0 (hanna, pasMeLleHHOro B TO4HOM
nyTu.

Ons onpepeneHns NCKM0YEHNN N3 CKaHUPOBAHNA MOXKHO MCMOJIb30BaTb CUCTEMHbIE
nepemMeHHble, HanpuMmep %PROGRAMFILES%.

* YT106bl NCKNOUYUTB NanKy «Program Files» C MOMOLLbI TaKOW CUCTEMHOW MEPEMEHHON, yKaXuTe
B MCKOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 06aBUTbL 0B6paTHYIO KOCYIO HYEPTY U
3BE3404KY B KOHLLE MyTH).

* YT06bI NCKNOYNTL BCE haiibl M Nanky B NogKaTanore %PROGRAMFILES%, yKaXXNTe NyTb
%PROGRAMFILES%\Excluded Directory\*

V Pa3BepHYTb CNMCOK MOAOEPXKNBAEMbIX CUCTEMHBIX MEPEMEHHbIX

®dopMaT UCKJIYeHNsA NyTW NOALEPXKMBAET Cnelylolne nepeMeHHble:
* %ALLUSERSPROFILE?%

* %COMMONPROGRAMFILES%

* %COMMONPROGRAMEFILES(X86)%

* %COMSPEC%

* %PROGRAMFILES%

* %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

e %WINDIR%

* %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) v
nepeMeHHble cpelbl (Hanpumep, %$PATH%) He NOALEPXMBAIOTCA.

MporpaMMa MHOrAa MOXXeT NpaBWJIbHO NCKYaTb 13 06paboTKM NyTK C NOACTAaHOBOYHbLIMM
3HaKaMu B cepefmHe (Hanpumep, C:\Tools| *\Datal\file.dat), HO 0()ULINASIBHO 3Ta BO3MOXXHOCTb He
nogaepXunsaeTcs.

Mpy NCNonb30BaHUN UCKOYEHU 13 0OHapY )KEeHNS OrpaHUYeHns Ha UCMOoJb30BaHNe
cneumanbHbIX CUMBOJIOB B CepeiHe MyTU He MPUMEHSAIOTCS.




* BapnaHTbl HACTPONKM YPOBHSA NpUopMTETa A UCK/IOYEHWIA C MOMOLLbIO KHOMOK «BBEPX» U
«BHUW3» He NpefyCMOTpPeHbl (Kak B pa3aene [1pasusia daviepsona, rae npasunia
nocsiefoBaTeNIbHO BbIMOJHATCS CBEPXY BHW3) HE NPeayCMOTpeHa.

» Korfia Mmoaynb CKaHMpoBaHWs 06HapyXMBaeT COBMNaeHNe C NepBbIM MPUMEHUMbIM
npaBwJioM, BTOPOE NPUMEHNMOE NPaBuUIo He MPOBEPSETCS.

* YeM MeHblUe NpaBui, TeM BbICTpee NPOMCXOANT CKaHUPOBaHWE.

* He cnepyeT co3faBaTb COBNajaloLLmne npasunia.

¢OpMaT UCKJTIOYEeHUA NYTH

Ons ncknYeHus rpynn annoB MOXXHO NCMOJIb30BaTb CUMBOJIbI MOACTAHOBKU. BonpocuTesibHbIN
3Hak (?) 0603HavYaeT oANH CMMBOJ, a 3Be3[04Ka (*) — CTPOKY 13 Ntoboro KoAMYecTBa CIMBOJIOB.
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¢ Y106l MCKNIOYNTL BCE (halsibl 1 BIOXKEHHbIE ManKy B ONpeaeneHHon nanke, yKkaxxmte nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY>)KHO MCKIOYNUTb TONbKO (halnbl C pacuinmpeHmneM DOC, NCNOoSb3ynTe Macky *.doc

e EC/I1 MSA MCnonHaemoro ania CoaepXuT onpeneneHHoe Y0 CUMBOOB (M CUMBOJIbI
MOryT MEHATbLCSA), MPMUYEM N3BECTHA TOJIbKO NepBas bykBa nMeHn (Hanpumep, D), NCNOSIb3yNTe
cnegpyowmn popmMart:

D????.exe (3HaKN BONPOCa 3aMEHAT OTCYTCTBYOLWME NN HEN3BECTHbIE CMMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4MBaTbCS 0bpaTHOM Kocon YepTon ((\)) 1 3Be3404KonM ((*)),
yKa3blBaloLWMMM, YTO 3TO Nanka, BCe COAEPXKMMOe KOTOpoe (hannbl N BNOXKEHHbIE NanKn)
cnefnyeTt UCKIYATB.

* C:\Tools\*.* noBeneHne byaeT aHanoOrnM4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT NCcka4YeHo. C TOYKU 3peHNs MOAYNA CKaHMPOBaHMA Tools
MOXXeT TakXe bblTb UMeHeM (haiina.

* C:\Tools\*.dat: 3TO NpuMeHaeTCca A8 UCKYeHNs hannoB .dat B nanke Tools.

* C:\Tools\sg.dat: NPUMEHSAETCS AN UCKIOYEHNS OTAESIbHOr0 (haina, pa3MeLLeHHOro B TO4HOM
nyTw.



Ona onpeneneHnsa NCKIOYEHNA N3 CKaHWPOBAHUS MOXXHO MCMOb30BaTb CUCTEMHbIE
nepeMeHHble, Hanpumep %PROGRAMFILES%.

* YT106bl NCKNOUYUTL NanKy «Program Files» C MOMOLLbIO TaKOW CUCTEMHOW NMEPEMEHHOWN, YKaXNTe
B MCKJIIOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 006aBUTbL 0OpaTHYIO KOCYIO HYEPTY U
3BE3[04KY B KOHLE MYyTK).

* YT106bI NCKNIOUYUTL BCE halisibl U NaNKU B NogkaTanore %PROGRAMFILES%, yKaXKnTe NyTb
%PROGRAMFILES%\Excluded Directory\*

N Pa3BepHYTb CMNCOK NOAAEPXKNBAEMbBIX CUCTEMHbIX MEPEMEHHbIX

dopmMaT UCKOYEHUSA NYTN NOAAEPKMBAET Cneayolmne nepemMeHHsble:
e %ALLUSERSPROFILE%

e %COMMONPROGRAMFILES%

® %COMMONPROGRAMEFILES(X86)%

e %COMSPEC%

e %PROGRAMFILES%

® %PROGRAMEFILES(X86)%

e %SystemDrive%

e %SystemRoot%

e %WINDIR%

e %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) W
nepeMeHHble cpelbl (HanpuMep, %PATH%) He NOALEPKMNBAKOTCS.

UcknioyeHusa U3 obHapy>xeHus

NcknioveHuns n3 obHapyXeHns No3BONIAT UCKYNTL 06BEKTHI U3 CNINCKa OBHaPYXeHUs NyTeM
hnnbTPaLMmM UMeHN 0bHapyXeHus, NyTn 0bbekTa UK ero xea.

92

VckntoyeHuns ns obHapyxeHnsa He UCKN0YatoT halibl 1 Nankn U3 CKaHMPOBAHMSA, Kak AenaioT
VickntoverHns ans OelcTponencTens. UcknndeHna obHapyXXeHns UCKIo4aloT 00 beKTbl TOSIbKO
npu nx obHapyxeHUn MoaynemMm obHapyXXeHUs 1 ecin B CNUCKE UCKJTIYEHNI NPUCYTCTBYeT
COOTBETCTBYIOLLEE MPaBUJIO.

Hanpumep (cM. nepBbiil pag Ha n306paxeHnmn HXKe), Koraa o6bekT onpeaenseTcs Kak
Win32/Adware.Optmedia 1 06Hapy>XeHHbIN hann — C:\Recovery|file.exe. BO BTOPON CTPOKe,
KaXXAbl (a1, B KOTOPOM eCTb NOAXOAALLMMA Xel SHA-1, Bcerfa byaeT NCK4YeH, HECMOTPS Ha
nMa 0bHapyXeHus.




NTERMET SECURITY o X

Wcknroueruns nz obHapykenus

Kpurepun obrextos Wcknroumte obnapymenne Kommentapmia
C\Recoveny\*.” Win32/Advare.Optmedia
678C1422DES67141 BOATEATODESAZDET 14AFAEST fMroboe obHapyxeHUe Superfpi.exe
[oBaeuts Wmnopt  3kcnopr

YT06bl yOeanTbCs, 4TO BCe Yrpo3bl 0OHAPYXKEHbI, Mbl PEKOMEHAYEM C034aBaTb UCKIOYEHUS U3
06Hapy>XeHNs TONbKO TOrAa, Koraa 3To abcontoTHO HEOOX0AMUMO.

Y1066l £06aBUTL halbl 1 NANKK B CMNCOK UCKOYEHNI, BbibepuTe PacluMpeHHble napaMeTpbl
(knaBuwwa F5) > Moaynb obHapyxeHus > UcknioyeHus > UcknioyeHna u3s obHapyxxeHus >
N3MeHUTL.

He cnepyeT nyTaTh 3TY (MYHKUWIO C SPYTMMU BO3MOXXHOCTAMU UCKOYEHNA — VICKIl4YeHNs
ons bbicTpoaencTems, CKoYeHHbIe paclunperms dannos, IckntoYyeHnsa cuctemMsl HIPS nnu
NcknYyeHusa oas npoueccos.

YT106bl NCKIOYNTL 06BEKT (M0 Ha3BaHMIO 0OHAPYKEHMNS UK XELlY) U3 MOAYAs 0BHapYXeHus,
HaXXMUTe KHoMky Jlo6aBUTb.

ONns noTeHUmasbHO HexxenaTe bHbIX U NOTEHLUMAIbHO 0MacHbIX NPUI0KEHN TaKXXe MOXHO CO34aTb
NCKAK0YEHNE MO NMEHN 06Hapy)KeHV|$|.

* B okHe npeaynpexaeHns, kotopoe coobwaeT 06 06HapyxeHun (WwenkHnTe MokasaTb
pacwumpeHHblie napameTpbl 1 BoibepnTe UCKNIOYUTL M3 0OHapy>XeHus).

* /I3 KOHTEKCTHOr0 MeHio «Pannbl XXypHana» C NOMOLLb MacTepa co3haHns UCKIYEHNS U3
obHapy>XeHus.

* UlenkHnTe CepBucC > lonosiHUTE IbHbIE cpeacTBa > KapaHTUH, NoC/e Yero WesikHuUTe
MPaBON KHOMKON MbILIW HAaXOAALWNACA B KapaHTUHE (halin 1 BbibepnTe B KOHTEKCTHOM MEHIO
KOMaHOy BOCCTaHOBUTb U UCKIOYUTL U3 CKAHUPOBAaHUA.

Kputepumn o0beKkToB UCKNIOYEHUA U3 OOHapy>XeHus
® I1y1'b. OrpaHI/I‘-IEHI/Ie NCKNKYEHNA U3 06Hapy)KeHV|$| ona onpenesieHHoro nyTn (I/IJ'II/I noboro
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LPpYyroro nyTu).

* UMsa oGHapy>XeHus: ecnm psagom C UCKIOYaeMbIM haliioM YKa3zaHo nMs obHapyxeHus,
hann nckNYaeTcsa ToAbKO AN 3TOro 0bHapy>KeHns, a He NOJIHOCTbLI0. ECam 3ToT (hann
BMOC/IeACTBMM OKaXKETCA 3apa’XeHHbIM OPYro BpeLOHOCHOW MporpamMmon, oH bygeT
obHapyXxeH.

* Xew: haitn NCKNOYAETCA Ha OCHOBAHMM YKa3aHHOro xella SHA-1 He3aBUCKMO OT Tuna,
PACMOJIOXKEHUS, UMEHUN UMW PACLLIMPEHWS.

NoGaBneHue naun nsMeHeHue UCKJIIDYEHUN U3
obHapyXXeHus

NckniounTb oOHapyXxeHue

CnepyeTt yka3aTb LeNCTBUTENbHOE MA ans obHapyxeHus ESET. YTobbl onpenennts uMs
obHapyXxeHus, nepengnte B pasgen Ganbl xxypHana u BbibepuTe aneMmeHT OOHapy>XeHus B
packpbiBaloLweMcs MeHo «Dainibl XXypHana». TOT napameTp noseseH npu obHapyxeHumn obpasiia
NOXKHOr0 cpabaTbiBaHMs B ESET Internet Security. 106aBNATb B UCKNIOYEHUS peasibHble 3apakKeHuns
KpanHe onacHo. PeKoMeHAyeM UCKJII0YaTb TOJIbKO 3aTPOHYThle haiibl UK KaTanoru, WeskHyB
3N1eMeHT ... B none Macka nyTtu, nmbo genaTb 3TO TOJIbKO Ha OrPaHNYeHHbIA NePUOL BPEMEHMW.
NcknioveHns Takxe NMPUMEHSIOTCA K NOTEeHLMNAaIbHO HexXenaTe lbHbIM, MOTEeHLMa bHO ONacHbIM 1
NOL03PUTENIbHBIM NMPUIIOXKEHUSM.

CM. TakxKe DopMaT UCKIYEHUS NYTU.

NTERNET SECURITY X
Mz2meHnTb ncknoYyeHue F'J
MMyTo CA\Recavery\*.* (i}
Kew (i)
Wma oBHapyzceHna Win32/Advare.Optmedia (i}
KommerTapuii a

CM. Takxe [prMep UCKIYEHNS 13 06HAPY)KEHS, KOTOPLIA NPUBEAEH HUXE.

UcknouunTtb xXell

®ain UCKYaeTCs Ha OCHOBAHUM YKa3aHHOr0 xella SHA-1 He3aBNCMMO OT TWMa, PACMOI0XKEHUS,
VIMEHU WJIN PacLUMpPeHNS.
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NTERMET SECURITY X
MameHnTb ncknoyeHne ?
MyTo i
Hew 6578C1422DESGRT141B947EATOOE | €D
Mrma cBHapyxeHna (i}
KormmeHTapuii SuperApi.exe &

Y106bI NCKNIOYUTD onpepensieHHoe 06Hapy>KeH|/|e no NMeHW, BBEANTE NMpaBuJibHOE NMA
obHapyxeHus:

Win32/Adware.Optmedia

Takxxe oNna UCKo4YeHUss 0bHapy>XeHns C MOMOLLbIO OKHa nNpeaynpexxaeHus ESET Internet Security
MOXXHO BOCMNOJ1Ib30BaTbCA NPpUBEAEHHbLIM fasiee q)OpMaTOMZ
@NAME=Win32/Adware.Optmedia@TYPE=ApplicUnwnt
@NAME=Win32/TrojanDownloader.Delf.QQI@TYPE=Trojan

@NAME=Win32/Bagle.D@TYPE=worm

dNeMeHTbl ynpaB/ieHuA

* NoGaBuTb: KOMaHAa, NCKIOYatoLWan 06bEeKTbI U3 CKaHMpOBaHUA.
* A3MeHuUTb: N3MEeHEeHMne BblAENEHHbIX 3anucen.

* Ypanutb: yoaneHue BolbpaHHbIx 3anucen (41obbl BbIGpaTh HECKOLKO 3anuncen, Wwenkante
nX, yOoepXKrnBas Ha)xaTtomn Kiasuwy CTRL).

Co3paHue UCKNIo4YeHus u3 obHapyXXeHus
MacTepa

NckntoyeHne n3 0bHapyXeHUs Tak)Ke MOXHO CO3[1aTh 13 KOHTEKCTHOrO MeHto Daiisibl XKypHasa
(HepoCTynHO ANnsg 0bHapYy>XeHNs BPeAOHOCHbLIX MPOrpamMm):

1. B r1aBHOM OKHe nporpammel WwenkHuTe Cepsuc > lononHuTeNbHbIE CpeacTBa > Pannbl
XypHana.

2. LLlenkHnTe NpaBo KHOMKOWM MbiWK 06HapyxeHne B pa3aese XKypHan obHapy>KeHU#.
3. BbibepuTe Co3paTb UCKJIIOYEHUe.

Y706bI NCKNIOYNTD OJHO UM HECKOIbKO 0BHApYXEHWIN Ha OCHOBE KPUTEPUMU UCKIIOHEHMUSA,
WeNKHUTE 3neMeHT U3MeHUTb KpuTepuu:

* TouyHble pannbl: UCKITIDYEHME KaXL0ro aitia no xewly SHA-1.
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* OBGHapy>XeHue: UCKIYEHNE KaXKaoro darna no MMeHn obHapyXeHus.

* MyTb + oOHapy>XeHMe: NCKYEHNE KaXKaA0oro danna no UMeHN 1 NyTn obHapyXeHus,
BKJIO4asA M4 arna (HanpumMep,
file:///C:/Users/user/AppData/local/Temp/34e1824¢e/ggdsfdgfd.pdf.exe).

PEKOMeHﬂ,yeMaﬂ onuuns BbI6VIpaeTCFI npeaBapunTesibHO B 3aBUCMMOCTU OT TWMa o6Hapy>KeH|/|9|.

Kpome Toro, nepef HaxaTueMm Ha 3ieMeHT Co3paTbh UCKJIIOYEHMe Bbl MOXeTe f06aBNTb
KOMMEHTapuM.

NcKnioYeHus cucteMbl HIPS

C NOMOLLBIO NCKITIOYEHNIA MOXHO UCKOYaTb MPoLLecchl 13 I'J'Iy60KOI7I noBeeH4YeCKOWN NpoBepKun
cucTembl HIPS.

YT106bl M3MEHUTb UCKJIIOYEHNSA CUCTEMbI HIPS, BbibepuTe PaclumpeHHble napaMeTpsl (F5) > Moaynb
obHapy>xeHus > Cucrtema HIPS > OcHoBHoe > UcknioyeHus > U3MeHuTb.

He cnepyeT nyTaTbh 3TY MYHKUNIO C SPYT MU BO3MOXXHOCTAMU UCKNOYEHNA — VICKJIl0YeHHbIe
pacwimpeHus dannos, UcknoyeHns u3 obHapyxeHus, MickaovyeHnsa ons dblICTpooeNCTBUSA UK
NcknyYeHusa oas npoueccos.

YT06bl NCKNIOYNTL 00BEKT, WenkHUTe JL,o0aBUTb 1 BBEAMTE NYyTb K 00BEKTY UK BbIAENNTE €r0 B
L PEBOBUIHON CTPYKTYpe. BbIOpaHHbIE 3annCh TaK)XXe MOXXHO U3MEHSITb U YaainThb.

ThreatSense napaMeTpbl

ThreatSense — 3TO TEXHOJIOTMA, COCTOSLLASA N3 MHOXECTBA CJIOXKHbIX METOL0B 0OHAPY>KEHUS Yrpo3.
3Ta TEXHONIOMMs SBNSETCS yrnpeXAatoLlen, T. €. OHa 3aluLWaeT OT HOBOW Yrpo3bl YKe B Havasle ee
pacnpocTpaHeHus. Mpu 3TOM NCNOSb3yeTCs codeTaHUe aHaM3a U MoLeANPOBaHNA Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYpP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHOCTM KoMnbloTepa. Moaynb CKaHMPOBAHNSA MOXKET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
AaHHbIX OAHOBPEMEHHO, Y4TO AenaeT 3PHEKTUBHOCTb N KOIMYECTBO 0BHAPYXMBAEMbIX Yrpo3
MaKCUMasbHbIMU. TEXHONOMMS ThreatSense TakXe YCMELWHO YHUYTOXKAET PYTKUTbI.

Ons Mopyns ThreatSense MOXHO HAaCTPOUTb HECKOJILKO MapaMeTPOB CKaHWPOBAHWS:
* pacCLUMPEHNS 1 TUNbI (hakIoB, NOLNEXALLMX CKAHUPOBAHWIO;
* COYeTaHue pa3INyHbIX METOL0B 0BHapYyXeHNs;
* YPOBHU OYUCTKN U T. A.

YT106bl OTKPLITb OKHO MAapaMeTpoB, LWeskH1Te MapaMeTpbl ThreatSense B OKHE PaCLLUMPEHHbIX
napameTpoB /t0boro Moayns, UCNOJIb3YIOLLEr0o TEXHOIOMMIO ThreatSense (CM. HUXe). PasHble
cueHapum obecneyeHuns 6esonacHoCTU MoryT TpeboBaTb pa3NnYHbIX HACTPOEK. Mo3Tomy
TEXHONOrnto ThreatSense MOXXHO HAaCTPOUTb OTAENLHO AN19 KaXXA0r0 U3 NepevyncsieHHbIX ganee
MOLYJIeN 3aLUNTDI.
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* 3alinTa B pexnme peasibHOro BpeMeHu
* CKaHMpOBaHMe B COCTOSAHMUM NPOCTOA

* CKaHMpOBaHMe Npu 3anycke

* 3alnTa JOKYMEHTOB

* 3allnTa NOYTOBOrO KJIMEHTa

* 3alMTa AocTyna B MHTepHeT;

* CKaHMpoOBaHMe KoMnbloTepa

MapameTpbl ThreatSense XOPOLLO ONTUMMU3MPOBAHbI A8 KaXKA0ro U3 MOAYEN, a UX N3MEHEHUNE
3HAYNUTENbHO BAMSET Ha NoBeAeHNEe CUCTEMbI. HanprumMep, n3MeHeHe NnapaMeTpoB CKaHMPOBAHUS
YMaKOBLLVKOB B PEXUME pPeasibHOro BpeEMEHU NN BKIIOYEHNE PaCLUMPEHHOW 3BPUCTUKN B MOAY e
3alMThl hallIOBON CUCTEMBI B PEXIMME PEASIbHONO BPEMEHW MOXET 3aMeannTb paboTy cUCTeMb
(06bIYHO TOJILKO HOBbIE (haii/ibl CKAHMPYIOTCS C MPUMEHEHMEM 3TUX METOL0B). PekoMeHayeTcs He
N3MeHSTb NapameTpbl ThreatSense MO YMOMYAHUIO HU ANt KAKUX MOAYNEN, KPOME MOAY S
«CKaHMpoBaHME KOMMbOTEPaA».

CKkaHupyeMmbie 00beKTbl

B 3TOM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (haiifibl KOMMbIOTEPA, KOTOpLIE by ayT
CKAHMPOBATLCS Ha HaMYME 3aparKeHW.

OnepaTtuMBHan NaMATb: CKAHNPOBaHME Ha HaN4ymMe yrpos, KOTopble aTakyloT onepaTUBHYO NamMsATb
CACTEMBDI.

3arpy3ou4Hble CeKTOPbI/UEFI. 3arpy304Hble CEKTOPbl CKAHUPYOTCS Ha Han4ne BPeAOHOCHbIX
NPOrpamMM B OCHOBHOW 3arpy304Hoi 3anncu. JonosHUTe bHbIE CBeaeHNs 0 UEFI CM. B F10CCapum.

MouyToBbie pannbl. DBX (Outlook Express) 1 EML

Apxusbl. [TporpamMmma nogaep>XnuBaeT Takue paclunpeHns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, U MHOT1e fpyrue.

CaMopacnakoBbIBalOLLMECs apXMBbl. TUM apXxnBOB (SFX), COAEPXXMMOE KOTOPbIX MOXET
N3BJIEKATbCS aBTOMATUYECKMN.

MporpaMMbl CXKaTus MCNOJHAEMbIX (haoB: B OT/INYNE OT CTaHAAPTHLIX TUMOB AapXVBOB,
NporpamMmmbl CKaTKs NCNONHAEMbIX (aliIoB Noc/ie 3anycka pacnakoBbIBalOTCA B NaMaTu. bnarogaps
3IMYNSLUMM KOAA MOAY/lb CKaHMPOBAHMS PACNO3HAET HE TONIbKO CTAHAAPTHbIE CTAaTUYECKUne
YMaKOBLLMKM (UPX, yoda, ASPack, FSG 1 T. I.), HO U MHOXXECTBO APYruX TUMOB YNaKOBLLNKOB.

NMapaMeTpbl CKAHUPOBaHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeaAMET 3apakeHuid. [JoCTynHbl creaytoLme
BapUaHTbI:

BBPMCTH‘IECKMﬁ aHaJIN3: aHa/n3 Bpe,EI,OHOCHOI7I dKTUBHOCTW NporpamMm C NnomMoLbio cneumnasibHOro
aJlropuTMma. NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToda ABASAETCSH CNOCOBHOCTb I/I,D,GHTI/I(DI/ILI,I/IpOBaTb
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BPeLOHOCHbIE NPOrpaMMbl, CBEAEHNA 0 KOTOPbIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOLY NS
0bHOBNIeHNSA. HeJoCTaTKOM Xe fBSieTCA BEPOATHOCTb (04eHb HebOosbLLas) JIOXKHbIX TPEBOr.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUTHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: A/
PACLUVPEHHOI 0 3BPUCTNYECKOr0 aHaN3a UCMOJb3yeTCs YHUKAbHbI 3BPUCTUYECKUA aNropuTm
KOMMaHUN ESET, KOTOPbIA ONTUMWU3UPOBAH A5 0OHAPY>XEHNS KOMMbIOTEPHBIX YEPBEN U TPOSHCKUX
MpPOrpamMmm 1 HamnmcaH Ha BbICOKOYPOBHEBLIX Si3blKaxX NMPOrpaMMUpoBaHus. icnonb3oBaHme
PaCLIVPEHHON 3BPUCTUKIN 3HAYUTENbHBIM 00pa3oM yBesIMYMBaAET BOIMOXKHOCTW NPOAYKTOB ESET Mo
ob6Hapy>xeHuno yrpo3. C NOMOLLbIO CUrHATYP OCYLLIECTBAIAETCA TOYHOE 0BHapyXeHne n
naeHTUUKaunsa Bupycos. CucTemMa aBTOMaTUYECKOro 0OHOBIEHUS 06ecneyrBaeT HalM4ne HOBbIX
CUrHATYp Yepe3 HeCKOJIbKO YacoB nocsie 0bHapy)XeHUs yrpo3bl. HejoCcTaTKOM XXe CUrHaTyp
SIBJIIETCS TO, YTO OHU MO3BONAIOT 0OHAPYKUBATL TONILKO M3BECTHbIE BUPYCHI (MK NX HE3HAYUTENIbHO
MOAUMULMPOBAHHbLIE BEPCUN).

OuucTka

MapaMeTpbl O4MCTKM ONpeaenstoT noBeaeHne ESET Internet Security NPy 04MCTKE 06 BHEKTOB.
MpenycMOTPEHO YeThbipe YPOBHS O4NCTKN.

MapaMeTpbl ThreatSense UMEKOT YKa3aHHbIE HUXE YPOBHMW UCNPaBAeHUs NPobaem (T. €. 04NCTKa).

NcnpaBneHue B ESET Internet Security

Bcerpa ucnpaBnatb MblITaTbCA NCNPABAATbL OOHAPYXEHUS NpU 04NCTKe 06bekToB be3

obHapy>xeHus BMeLlaTeIbCTBa KOHEYHOr O MnoJjib30BaTeNs. B HEKOTOPbIX Cinyvasx
(HanpumMep, C cUCTeMHbIMK (hannamu), eciv obHapy>xeHue He yaaeTcs
NCcNpaBnTb, 0OBHapyXKeHHbIN 0O BLEKT OCTaBNAAETCS B UICXOLHOM

PacnonoXeHnu.

UcnpaBnaTtb MbITaTbCA UCNPABASATb 06HAPYXEHUS Npu 04NCTKe 06bLeKTOB 6e3

oDHapy>XeHus, ecnm 3TO BMelaTeIbCTBa KOHEYHOrO NoJib30BaTe A, B HEKOTOpPbIX Cay4asax

be3onacHo, B o pyrom (Hanpumep, cMcTeMHbIe (haisibl NN apXUBbI, KOTOPbIE COAepXXaT U

cnyvyae ocTaBUTh YNCThIE, 1 3apakeHHble halbl), ecim obHapy>XeHne He yaaeTcs
NCNpPaBuTb, 0OHAPYXEHHbIN 06BEKT OCTAETCS B UCXOAHOM
PacnonoXeHnu.

Ucnpasnatb MbITaTbCA UCNPaBNAATb 0BHaAPY>XXEHUs NpK 04NCTKEe 06BEKTOB. B

oDHapy>XeHMuA, eCnm 3TO HEKOTOPbIX CTy4asx, €C/IM HU OOHO M3 AENCTBUIA BbINOJHUTb

6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbIN NOoJib30BaTesb NOJly4aeT MHTEePaKTUBHOE

cJslyyae cnpawimBaTtb npegaynpexaneHvne, B KOTOPOM cefyeT BbibpaTbh 4ENCTBUE MO

NCnpaBfeHNo (Hanpumep, YaanauTb WX NPOUrHOPMPOBAThL). ITOT
napamMeTp pekoMeHayeTcst B 60/bLINHCTBE C/ly4aes.

Bcerpa cnpawmBatby  KOHe4YHOMY NoJib30BaTes0 0TOOPaAXKaeTCs MHTEPAKTUBHOE OKHO Mpu

KOHEYHOro 04YNCTKE 0OBEKTOB, N OH AOJ/IKEH BbiOpaTh AENCTBME MO UCMPAB/IEHNIO

nosnb3oBaTens (Hanpumep, yaanuTb UAK NPOMNYCTUTb). ITOT YPOBEHb NPEeAHa3HaYeH
Ansi 6osiee onbITHLIX NOJIb30BaTENEN, KOTOPbLIE 3HAIOT, KaKne AeincTBus
cfieayeT NpeanpuHaTbL B CJlyvae obHapyXeHus.

NckniouyeHus

PacLUMPEHMEM HA3bIBAETCA YacCTb UMEHU (Dainia, OTAeNleHHas OT OCHOBHOWM Y4aCTuW ToYkoir. OHO
onpenenseT TUN aina n ero CoAepXXnUMoe. ITOT pasfeN NapaMeTpoB ThreatSense MO3BONSET
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OonpenesinTb TUMbl (,t)aIZHOB, noasieXxawmnx CKaHMpoBaHUIO.

Apyroe

Mpy HacTpoiKe NapaMeTPoB MoAy s ThreatSense A1 CKAHWPOBAHUS KOMMblOTEPa Mo TpeboBaHMIo
Tak)e [I0CTYMHbI ONCaHHbIE HUXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHVIpOBaTI: aJibTepHaTUBHbIE NOTOKU OaHHbIX (ADS): a/lbTepPHAaTUBHbIE MOTOKN OaHHbIX,
ncnoJibayemble <pa|7|n030|7| CMcTemMon NTFS, — 3TO CBSI3M q)a|7|nos N NarokK, KOTopblE HE
06Hapy)KVIBa}OTCF| npun NCnoJib30BaHUn 0b6bI4HbIX METOO0B CKaHMUpOBaHWA. MHorue 3apaxxeHuA
MaCKNPYIKOTCA NnoA aJibTEPHaTUBHbIE MOTOKW AaHHbIX, MbITadACb n3bexartb O6Hapy)KeHVIﬂ.

3anyckatb (pOHOBOE CKAaHMPOBaHUE C HU3KUM NMPUOPUTETOM: KaXKIbl NPOLLECC CKaHUPOBaHUS
noTpebnseT HEKOTOPOE KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecav nonb3oBaTenb paboTaeT ¢
pecypcoemMKUMu NporpaMMamMm, MOXKHO akTUBMPOBaTb (POHOBOE CKAHWPOBAHME C HU3KUM
NPUOPUTETOM M BbICBODOANTL TEM CaMbIM PECYPChl AN1A APYTUX MPUNOKEHN.

XKypHan Bcex 06beKTOB. )XypHa/l NpoBepky 0TOBpa)kaeT BCE OTCKaHWPOBaHHbIE (alisibl B
CaMopacnakoBbIBAKOLLMXCA apXMBaXx, faXke He3apaXkKeHHbIe (MOXeT co3haBaTh 60/bLIOE KOIMYECTBO
AaHHbIX XYpPHana CKaHWPOBaHWSA 1 yBeIMYMBaTb pa3Mep ero anna).

BKNIOYMTb ONTUMMU3ALLMIO Smart: NPY BKJIOYEHHOW ONTUMM3ALUN Smart UCMOJIb3Y0TCA
ONTUMasbHblE NAapaMeTpbl AN obecneyeHunst camoro 3heKTUBHOIr0 YPOBHS CKaHUPOBAHNSA C
COXPaHEHNEM MaKCUMasbHO BbICOKOW CKOPOCTW. PasHble MOAYM 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSA OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (haifoB.
Ecnm onTuMmu3aums Smart OTKOYEHA, NPY CKAHUPOBAHMMN UCMOJIb3YIOTCA TOIbKO MOJIb30BaTENbCKUNE
HaCTPOVKN aapa ThreatSense Ka)K10ro Moy ns.

CoXxpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOHOE 3HAYeHNe BPeMeHN A0CTYMNa K CKaHMPYeMbIM alinam, a He 06HOBASATL UX
(Hanpumep, 415 NCNOJSIb30BaAHNA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MaKCMMalbHbIA pa3mep 06 bEKTOB U YPOBHM
BJIOXKEHHOCTMW apXMBOB /1 CKaHNPOBaHUS.

MapameTpbl 00BLEKTOB

MakcumanbHbii pa3mep obbekTa: onpefenseT MakCMasbHbIn pa3Mmep 06bEKTOB, NOANEXKALLNX

CKaHMPOoBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIIOYEHUS U3 CKaHMpoBaHWA Bonblunx obbeKTOB. 3HaYeHne
Mo yMOJ14aHUI0: He orpaHum4yeHo.

MakcuManbHas NpPoAoJKUTENIbHOCTb CKaHMPOBaHUA oObekTa (C): onpenenseT MakCUManbHoe
3Ha4YeHVe BpeMeHu N1 CKaHUMpoBaHMA (annos B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAMM). ITa HaCTPOMNKa He NPUMEHSAETCS K
oTAeNbHbIM (hanam. Ecav nonb3oBaTesb YKaXeT COBCTBEHHOE 3Ha4YeHNe 1 yKa3aHHOe BpeMs
NcTeyeT, ckaHnposaHve ByaeT 0CTaHOBIEHO KaK MOXXHO CKOpee BHe 3aBMCMMOCTHM OT TOro,
3aBepLUEeHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTeNHepe.
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Ecnn peyb noet 06 apxmee ¢ 6bonblwnMK hannamm, CKaHnpoBaHne ByaeT npekpaLweHo He paHbLue,
4yeM NMpou3onaeT n3BneyveHue anna n3 apxmea (Hanpumep, Korga nonab3oBaTesb 3a4an 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHmne anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTaslbHble
(hannbl B apxmBe CKaHNpOBaTbCS He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHUPOBaHMWA, B TOM Y1cie Aas apxusos 60NbLLO0 pa3mepa,
NCNonb3ynTe NnapameTpbl MakcuManbHbIN pasMep obbekTa 1 MakcuMmanbHbIA pa3mep ¢anna B
apxuBe (He peKkoMeHAyeTCs B CBA3MN C BO3MOXHbIMKU npobnemamn besonacHoCcTw).

3HayeHne no ymoa4aHuio: He orpaHuyeHo.

HacTpoMKu CKaHUMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpenenseT MakCuMasabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHune no ymoa4aHuio: 10.

MakcuMmanbHbIA pa3sMmep panna B apxmBe: 3TOT NapameTp No3BOAAET 3a4aTb MaKCMMabHbIN
pa3mMep aisioB B apxmee (Mpu NX U3BNEYEHNN), KOTOPbIE A0/KHbLI CKaHUPOBaTbLCA. MakCMasibHOe
3HaveHne — 3 IT'b.

| He pekoMeHayeTCs U3MEHSTb 3HAYEHMA MO YMOYaHUIO, Tak Kak 06bIYHO A5t 3TOr0 HET 0coboi
MPUYUHBI.

NcKloYeHHble U3 CKAaHUPOBAHUA pacLUUpeHus
dannos

NcknioveHHble paclumpeHns anioB OTHOCATCA K NapaMeTpam ThreatSense. YT0Obl HACTPOUTL
NCKNIOYEHHble paclumMpeHns gannos, wenkHuTe MapameTpsbl ThreatSense B OKHE «PaclUMpeHHble
napameTpbl» Ang Moboro MoaAyIa, KOTOPbLIN UCMO0b3YeT TEXHONOr N0 ThreatSense.

PaclwmnpeHneM Ha3blBaeTCA YacTb UMEHU haina, oTaesleHHas 0T OCHOBHOW YacTu To4YKon. OHO
onpegenseT Tun ana n ero COAepXXnumMoe. IToT pa3aes NnapaMeTpoB ThreatSense N03BONSET
onpeLennTb TUMbl Hanios, NoAAEXaLNX CKAHUPOBAHNIO.

He cnepyeT nyTaTb 3TY MYHKUNIO C APYTMMU BO3MOXXHOCTAMU UCKNOYEHNA — VICKIl0YeHns
Onsa npoweccos, ckatoyeHns cncteMsl HIPS nianm VickayeHns danaos/nanok.

Mo yMONYaHUO CKaHMpYoTCs BCe daiinbl. Jlloboe paclimpeHre MoXHo 406aBUTb B CNINCOK (haiisios,
NCKIOYEHHbIX 13 CKaHUPOBAHMS.

NHorpa MoxeT 6bITb HE0BXO0ANMO UCKNIOYNTD (paVIﬂbI, eC/in CKaHNpoBaHME onpenesieHHbIX TUMNOB
cpa|7|nos npenaTCcTBYET HOpMaﬂbHOVI pa60Te nporpamMmsbl, KOTopada NCMOJIb3YET 3T paClLUNPEHNA.
Hanpumep, MoxeT BbITb MONE3HO UCKJIIOYNTL pacumpeHuns .edb, .eml 1 . tmp NPU NCNOSIb30BAHUN
cepBepoB Microsoft Exchange.
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Ona nobaBneHns B CNMCOK HOBOIO paclumpeHns Haxxmute JLobaBuTb. BBeanTte paclumpeHve B
nycToe nose (HanpumMep, tmp) N HaxxmuTe KHomnky OK. Beibpas BapraHT [1lo00aBMTb HECKONbKO
3HA4YeHMUMU, MOXXHO [06aBNTb HECKO/IbKO PacLUMPEHMIA UMEH (haliioB, pa3aenns Ux CMMBOJIOM
nepeBoda CTPOKW, 3anaTON Ay TOYKOW C 3anaTon (Hanpumep, BbibepnTe ToYKa € 3anATOM U3
PaCKpbIBAOLLEroCs MEHIO B KA4YeCTBE pasgenntens n seeante edb;eml ; tmp).

MO>XHO MCNOJIb30BaTb CreLManbHbI CUMBON «?» (BOMPOCUTENBHbLIN 3HAK). BonpocnTensHbINn
3HaK npeacTasnseT aobon cumson (Hanpumep, ?db).

YT06bI pacwvpeHns (ainnos 0TobpaxKaancb B onepaLmoHHoi cucteme Windows, CHAMKTE
(hNaxKoK CKpbIBaTb paclUMpeHus AN 3aperucTpMpoBaHHbIX TUNOB annos., BbLIOPaB
MaHenb ynpaBneHus > CBOMCTBa Nanku > Bua v npumMeHnTe 3TO M3MEHEHME.,

HononHuTesNibHbIe NapaMeTpbl ThreatSense

YT06bl N3MEHUTL 3TN HACTPONKK, BbiIbepuTe PacluMpeHHble napaMeTpsbl (F5) > Moaynb
obHapy>xeHus > 3awuTa pannoBoM CUCTEMBI B peasibHOM BpeMeHHu > [lonosHuTeNbHble
napaMeTpsbl ThreatSense.

AononHuTeNbHbIE NapaMeTpbl ThreatSense AJIA TONbKO 4YTO
CO3AaHHbIX U U3SMEHEeHHbIX (hannos

BeposATHOCTb 3apaXKeHns TO/IbKO YTO CO34aHHbIX U N3MEHEHHbIX (DalJioB Bbille N0 CPaBHEHUIO C
aHasIorMYHbIM NoKasaTesnieM Ans CyLwecTByOWmMX (annos. IMeHHO NO3TOMY NporpaMMa nposepseT
3T halbl C NCMOJIb30BAHNEM AOMOJHUTENbHBIX NapaMeTPOB CKaHUPOBaHWUS. ESET Internet Security
BMecCTe C 00bl4YHbIMY METOAAMWN CKAHUPOBAHUSA, OCHOBAHHBLIMI Ha CUrHATypax, NpUMeHsaeT
pacLUVPEHHbIN 3BPUCTUYECKMIN aHaNU3, YTO AenaeT BO3MOXHbIM 0OHapyXeHne HOBbIX Yrpos3 eLle L0
BbIMyCKa 06HOBNEHWI MOAY 1S OOHAPYXeHUS.

B LOMONHEHME K TOSIbKO YTO CO34aHHbLIM (halnsiaM BbINOJHAETCS TakXe CKaHUpOoBaHue
CaMOpPacnaKoBbIBAIOLLLUXCA apPXUBOB (.sfx) 1 NPOrpaMM-ynakoBLLUKOB Cpeabl BbIMOMIHEHUSA
(ncnosHAeMbiX (halsioB C BHYTPEHHUM OKaTueMm). Mo yMon4aHuo apxmebl CKaHupytoTcs 4o 10-ro
YPOBH$ BNIOXXEHHOCTW HE3aBUCUMO OT UX (PAaKTUYECKOro pasmepa. [19 u3MeHeHUs napameTpoB
NpOBEpPKM apXmnBoOB CHUMUTE (ha)XoK NMapaMeTpbl CKAHUPOBAHMA apPXMBOB NO YMOJTYAHMUIO.

AononHuTeNbHbIe NnapaMeTpbl ThreatSense ANA UCNOJTHAEMbIX
dannos

PacluMpeHHbIW 3BPUCTUHECKUI aHANU3 NpU 3anycke (aisioB: Mo yMONYaHMIO Npu 3anycke
aliIoB NPUMEHSETCA paclupeHHas 3BPpUCTUKa. ECM 3TOT napaMeTp BKJIIOYEH, HACTOATENbHO
PEKOMEHAYETCS BKIOYNTb ONTUMMU3ALIMIO Smart U ESET LiveGrid®, 4TOObl yMEHbLWWTL BO34EACTBME Ha
NPOV3BOANTENbHOCTL CUCTEMBI.

PacLumpeHHbIN 3BPUCTUYECKMIA aHaNU3 NpuU 3anycke ¢GannoB CO CbeMHbIX HOCUTENeH:
npexae YeM paspeLnTb 3anyCcK Kofia CO CbeMHOro HOCUTeNS, CMCTeMa PaCLLUMPEHHOO
3BPUCTUYECKOr0 aHan3a 3MysipyeT KoA B BUPTYaslbHON Cpefe 1 OLeHMBaeT ero nosegeHue.
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3awuTta B MHTepHeTe

Y106l HACTPOUTL 3aWNTY NHTepHeTa (3awmTy AocTyna B IHTepHeT 1 371eKTPOHHON NOYTbI),
wenkHuTe 3awmuTta UHTepHeTa B okHe HacTpoMKa. B 3TOM OKHe npefocTaBaseTcs AOCTYN K
[OMNOJIHUTEIbHBIM MapaMeTpaM NPorpamMmmbl.

Y10bbI NMPUOCTaHOBUTb UJIN OTK/IKOHYUTb OTAEIbHble MOAY/IN 3alUNThbI, LLEJIKHUTE 3HAa4Y0K MOJI3yHKa

|A OTKJIIOYEHNE MOAYNEN MOXKET MPUBECTU K CHVKEHMIO YPOBHS 3alLMTbl Ballero KOMMnbloTepa.

P
— O X
INTERNET SECURITY
08 Obeer 1 4 3awwmrta UHTepHeTa 7
™ CkaHuposaHne
% komnetoTepa PoanTensckmii KOHTPOAb
Omcmtoueno nocroanke: Bnoknpoeka 6eB-CafToB © oNacHBIM W CCKOPBHTENEHEIM
": COBHoBNEHKME C‘ COAEPHMMBIM. >
- 3aWNTHTE BCR napamMeTpel naponem, yTo Gkl NpefoTERaTUTE HESETOPHZ0BAHHEIE
HaMeHeHKA.
E Cepeunc
D 3aLI.|,If'IT3 AoCTyna B MHTEPHET .n.
- Brnoueno: ofHapy#eHne n BNOKWPOBKa BeB-CaifTOE C BPEJOHOCHBIM COBEPHUMEIN,
@ HacTtpoika
e 3awmMTa oT PULLMHIa
N Brmoueno: obHapyxeHre W BROKMPOBKE MOLLEHHHUYECKHX W GHUILWHIOBRX BeB-CcafTos.
@] Crpaeka u nogaepxka
m BELI.I,HTE NoYTOBOID KNWeHTa
(o Yuernan sanncs ESET Brntoueno: ckaHMpoBaHWE cOOBLLEHWIH, NPUHUMAEMBIX W OTNPABAEMBLX NOHTOBLIM KNHEHTOM.
‘Ze HOME
D 3awuTa oT cnama .n_ —
Brntoueno: oBHapy#eHHE 1 yAaneHWE HEXENATENBHBIX COOBLLEHW,
Progress. Protected. 1 WMmnopt u 3kcnopT napaMeTpoB 'C} JononHuTeNBHBIE HACTPORKK

LLleNKHNTE 3HA4YOK LeCTePEHKM 10 PSOOM C MOAYJIEM 3aLUNTbLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

MoZLynb POAUTENLCKOr0 KOHTPOJIA obecneynBaeT 3alWnTy Ana agetein, 6nokmpya HexxenaTesbHOe Uan
onacHoe cofepxunmoe B IHTepHeTe.

MooknoyeHne K MHTepHeTY CTaso CTaHAAPTHON (hYHKLMEN NEePCOHaNbHOIr0 KoMnbloTepa. K
CoXaJieHuno, IHTepHeT Tak)Xe CTas U OCHOBHbLIM CPefCTBOM pacrnpoCTpaHeHs BpeJOHOCHOro KoAa.
Mo3TOMY KparHe BaXKHO yaennTb 0coboe BHUMaHMeE 3almTe oCTyrna B IHTEpHeT.

3almTa OT (PULLIMHIa AaeT BO3MOXHOCTb 6J'IOKI/IpOBaTb Be6-CTpaHVILI,bI, Ha KOTOPbIX eCTb
(pvwmHroesoe cogep)xnumoe. HactoaTelbHO PeKOMeHAYeTCA OCTaBUTb BCE OMUMK 3alnThbl OT
nWnHra BKAKOYEHHbBIMN,
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3alllTa NoYTOBOro KaveHTa obecneynBaeT KOHTPOb 06MeHa AaHHbLIMMW MO NPOTOKO1aM POP3(S) 1
IMAP(S). C NOMOLLIbIO NOAKNI0YAEMOro MoAy s AN MOYTOBOr0 KAMEHTA NporpamMMa ESET Internet
Security NO3BONSIET KOHTPOIMPOBATbL BECb 0OMEH JaHHbLIMW, OCYLLIECTBJIAEMbIA MOYTOBLIM KIMEHTOM.

OYHKUNS 3aLUNTLI OT cnaMa OTGUAbTPOBbLIBAET HEXeslaTesbHble CO0OLLEHNS, MOCTyNatoLwme no
3JIEKTPOHHOW MoYTe.

[N19 3aLMTbl OT cNaMa LLENKHNUTE 3HAYOK LECTEPEHKM Ly BbIOEpUTE OAMH U3 CeayoLnX
BAapPWAHTOB.

¢ HaCTpOVITb: nepexon K pacllmpeHHbIM HaCTPOMKaM 3alliThl MOYTOBOr0 KJAWEHTA OT CNaMma.

* CnNncoK appecoB NoJsib3oBaTens (eC/v BKOYEH) — OTKPbLIBAET AMasIoroBoe OKHO, B
KOTOPOM MOXXHO A00aBNsATbL, peAaKTUPOBaTh MM YAaNsATb aApeca ANa onpeneneHns npasun
3alWMThl OT cNaMa. MNpaBuaa B 3TOM Cnncke byayT NPUMEHATLCS K TEKYLLEMY MONb30BaATENIO.

* FnoGanbHbIM CNUCOK appPecoB (eC/M BKIKOYEHO) — OTKPbIBAET AMalor0BOE OKHO, B KOTOPOM
MOXXHO 006aBNsATb, peaakTMpPoOBaTb UK YAaNATb aApeca 4S8 onpeneneHns npasu 3alinTbl OT
cnama. NpaBuna B 3TOM cnncke ByayT NPUMEHATLCS KO BCEM NOJIb30BATENAM.

PunbTpauua NPoTOKOJIOB

3almTa NPOTOKOI0B NPUIOXKEHNI OT BUPYCOB obecneynBaeTcs MoAyneM CKaHMPOBaHNA ThreatSense,
B KOTOPOM 06befiHeHbl BCe COBPEMEHHbIE METOAbl CKaHNUPOBAHWA OJ15 BbIABAEHUSA BPeAOHOCHbIX
nporpamm. ®yHKUUSA GpunbTpaLmMm NPOTOKON0B paboTaeT aBTOMAaTUYECKM, HE3aBUCUMO OT
MCNONb3yeMbIX KJIMeHTOM Beb-bpay3epa 1 31eKTPOHHOW NOYThI. 115 pelakTUPOBaHUA HaCTPOeK
3aMGPOBaHHbIX (SSL) coenHeHMIn BbibepuTe JONOJIHUTE NIbHbIE HACTPOUKHM (F5) >SUHTepHeT U
3/IeKTPOHHasA noyTa > SSL/TLS.

BKIOYUTb (PUNBTPALUIO COOEPIXKMMOro, NepefaBaeMoro no NPOToKoJIaM NPUJIOKEHUH:
MOXXET MCM0J/Ib30BaTbCA A5 OTKIIIOYEHUS (DUIbTPALIMN MPOTOKOIO0B. MHOrMe KOMMOHEHTbI ESET
Internet Security (3aWIMTa [OCTYNa B UHTEPHET, 3alLMTa NPOTOKOJIOB 3/IeKTPOHHOW MOYThI, 3aWKTa 0T
ULLNHTIA U POAMTENLCKUIA KOHTPOJIb) 3aBUCAT OT 3TOM0 NapaMeTpa 1 He cMoryT paboTaTk B C/lyyae
€ro OTKJII04YEHNUS.

MNcKno4YeHHbIe MPUI0XKEHUS: NO3BONSET UCKIIIOYNTb YKa3aHHble MPUNOXKEHNS U3 rabTpaLnm
NPOTOKOI0B. DTa DYHKLMS None3Ha, ecavm GuibTpaLmns NPOTOKOJOB Bbi3biBaeT Npobnembl
COBMECTVMOCTMW.

NcknioyeHHble IP-agpeca: No3BosiSeT UCK/YMTb YKa3aHHbIe yaaNieHHble agpeca U3 puabTpaumnm
NPOTOKONI0B. DTa DYHKLMUS None3Ha, ecavm GuibTpaLms NPOTOKOJOB Bbi3biBaeT Npobiembl
COBMECTVMOCTMW.

HobasneHune (HanpumMep, 2001:718:1¢01:16:214:22ff:fec9:cab).

MopceTb: NoaceTh (Fpynna KOMMNbOTEPOB), 3aflaHHas IP-aApPecoM 1 Mackol (Hanpumep,
2002:¢0a8:6301:1::1/64).
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IPv4-appeca u Macka:

* 192.168.0.10: nobaBneHne IP-agpeca 0TAEbHOr0 KOMMNbIOTEPa, 415 KOTOPOro A0JKHO bbiThb
npPUMeHeHO NpaBuJIo.

* 192.168.0.1 00 192.168.0.99: BBeAMTE HavyasbHbIN 1 KOHEYHbIN IP-afpeca, 4Tobbl 3apaTb
Ananas3oH IP-aapecos (MM HECKOJIbKO KOMMbIOTEPOB), K KOTOPbIM ClielyeT NPpUMeHUTb
npasuno.

* NoaceTsb (rpynna KOMMNbIOTEPOB), 3aaHHad IP-alpecoM 1 Mackon. Hanpumep,
255.255.255.0 — 3TO MacKa ceTun ons npedukca 192.168.1.0/24, KOTOPbIA 03HaYaeT Auana3oH
aflpecoB OT 192.168.1.1 00 192.168.1.254.

IPv6-appec U Macka:

* 2001:718:1¢01:16:214:22ff:fec9:ca5 — |Pv6-afpec 0TAEJIbHOr0 KOMMbloTepa, A4J19 KOTOPOro
HY>XHO MPUMEHWTb NpPaBuo.

* 2002:c0a8:6301:1::1/64 — |Pv6-afipec C AAnMHON npedukca 64 buta, T. €. oT
2002:¢0a8:6301:0001:0000:0000:0000:0000 b0 2002:c0a8:6301:0001 :ffff:ffff:ffff:ffff.

UCKNIOYeHHble NMPUNOXKEeHUA

INs NCKNIOYEHUS COEAUHEHNIA ONpPeLEeNeHHbIX CETEBbIX MPUI0XKEHNIA N3 GUNbTPALUN COLEPXKUMOTO
BblAeNNTE X B cnucke. CoeiIMHEHNS BblLeNIEHHbIX MPUSIOXKEHWUIA NO NPOTOKOaM HTTP/POP3/IMAP He
OyayT NpoBepsATbLCA Ha Hasnyne yrpo3. PEKOMeHAYeTCs UCMO0/Ib30BaTh 3TY BO3MOXHOCTb TOJIbKO AJ1s
Tex NPUI0XKEHUI, KOTOopble paboTaloT HEKOPPEKTHO, €CJ/IN NX COEANHEHUS MPOBEPSIOTCA.

3anyck NpuaoXeHnn n cnyxb byaet focTyneH aBToMaTM4eckn. Haxxmute KHonky JL06aBUTb, 4TOObI
BPYYHYI0 BbIOpaTb NPUI0XKEHNE, OTCYTCTBYIOLEE B CNUCKE (hMAbTPaLum NPOTOKOIOB.

(s INTERNETSECURITY 0o X

McknroveHHble NPUAOXEHWA

NobaeuTe WMmnopr
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NcKniloyeHHble IP-agpeca

3anncm B cnncke BynyT UCKIOYEHbl U3 DUAbTPALIAN COAEPXKMMOro NpoToko0B. CoeanHEHNs Nno
NpoToKoNaM HTTP/POP3/IMAP, B KOTOPbIX y4aCTBYIOT BbibpaHHble afpeca, He byayT NpoBepsThLCS Ha
Hasn4me yrpo3. TOT NapaMeTp PEKOMEHAYETCS UCMOJIb30BaTb TOIbKO AJ1F 3aCyXUBAOLLMX
[I0BEPUS a[pecoB.

HaxxmuTe KHonky J,ob6aBuTb, 4T0ObI NCKNOYNTL IP-aApec, Anana3oH agpecoB v NoAceTb
yZasieHHOro y3a, He 0Tobpa)xaemMoro B CnmMcke puabTpaLuy NpoToKona.

HaxxmuTe KHOMKY Ypanutb, 4ToObbI yOa/nTb BblAeNEHHbIE 3aNMnCKN N3 CNICKa.

(S INTERNET SECURITY O

WcknroueHHbie IP-agpeca

HobaeuTtk WMmnopt

NobaBuTb appec IPv4

3TOT (hyHKLMS no3sonseT fobaBnTh IP-agpec, Auana3oH afpecoB UM MacKy noaceTn yaaneHHoM
KOHEYHOW TOYKM, K KOTOPOWN AOJ/HKHO ObITh NPUMEHEHO npaBuno. MHTepHeT-NpoTOKON BepCUM 4
(IPv4) — 3TO yCcTapeBLlasa Bepcus, HO OHa [0 CMX MOp LWMPOKO UCMOb3YyeTCs.

OTaenbHbIN appec: fobaBneHune IP-agpeca 0TAE/IbHOr0 KOMMNbIOTEPa, AJ151 KOTOPOro A0/IKHO ObITb
NPUMEHeHO NpaBuIo (Hanpumep, 192.168.0.10).

Aunana3oH appecoB: BBEANTE HaYa lbHbI U KOHEYHbIN IP-aapeca, 4Tobbl 3aaTb Anana3oH IP-
aJlpecoB (UM HECKOJIbKO KOMMbIOTEPOB), K KOTOPLIM CeyeT NPUMEHUTbL NPaBWUIO (Hanpumep, oT
192.168.0.1 0o 192.168.0.99).

MopceTb: NoaceTb (rpynna KOMI'IbiOTepOB), 3ajaHHasa IP-agpecom u MaCKON.

Hanpumep, 255.255.255.0 — 3TO Macka ceTu ans npedmnkca 192.168.1.0/24, KOTOPbIA 03Ha4YaeT
Aana3oH afpecoB OT 192.168.1.1 00 192.168.1.254.
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HNobaBuTb appec IPv6

I3TOT PyHKLUMS No3BonsieT 4o6aBUTb IPv6-apec WM Macky NoaceTn yaaneHHOW KOHEYHOW TOYKM, K
KOTOPOWM A0/MKHO BbITb NPYMEHEHO NPaBWI0. ITO HOBENLAs BEPCUS MHTEPHET-NPOTOKONA, U B
Bynyuiem oHa 3aMeHUT 6onee paHHIOW Bepcuio 4.

OTpenbHbIN appec: fobaBneHune IP-aipeca 0TAe/IbHOr0 KOMMbIOTEPA, A1 KOTOPOro A0/IKHO ObiTb
NPYMEHEHO MPaBWO (HanpuMep, 2001:718:1c01:16:214:22ff-fec9:cas).

MNopceTb: NoaceTb (Fpynna KOMMNbOTEPOB), 3aflaHHas IP-a4pecoM U Mackon (Hanpumep,
2002:¢0a8:6301:1::1/64).

SSL/TLS

ESET Internet SecurityMOXXeT NPOBEPATb 0bMeH AaHHbIX nocpencTBOM NPOTOKOJ1a SSL Ha Han4me
yrpos. MO>XHO UCNoJsib30BaTb pa3nnyHble peXxmnMbl q)manpaLwlm ONS 3alULLEHHbIX SSL-CoeaNHEHNN,
ONA KOTOPbIX NCNMOJIb3YIOTCA AOBEPEeHHbIE CepTVIq)I/IKaTbI, Hen3BeCTHbIe CepTVIqZ)I/IKaTbI nnn
CepTVIqJVIKaTbI, NCKI0YEeHHbIEe N3 NMPOBEPKN 3allULLLEHHbIX SSL-coegMHEHNN.

Bknio4uuTb pUNbTPALUIO NPOTOKONA SSL/TLS: eC/n hnbTPaLUs NPOTOKOIA OTKIOYEH],
nporpaMMa He CKaHMpyeT 0OMeH JaHHbIMK MO NPOTOKONY SSL.

pexum cbuanpau,uu NMPOTOKOJIOB SSL/TLS OOCTYMNeEH Co CcieayrownMn napamMeTpamm:

ABTOMaTU4YECKUN Mcnonb3yeMblil MO yMOMYAHUIO PEXUM, B KOTOPOM CKaHMPYIOTCS TOJIbKO

pexum COOTBETCTBYIOLLME NPUIOXKEHUS, TaKne Kak Beb-bpay3epbl U NOYTOBbLIE
KANeHTbl. Ero MOXXHO nepeonpenennTb, BbIOpaB NpuaoXeHus, ans
KOTOpbIX 6yeT CKaHMPOBATLCS Nnepefaya AaHHbIX.

NHTepakTUBHbLINA Mpw BbINOJSIHEHUN BXOLA HA HOBbI 3aLUMLLEHHbIN SSL-CalT (C HEM3BECTHbLIM

pexxum CepTUMUKaATOM) Ha SKPaH BbIBOAUTCH AMasor0BOE OKHO BblibOpa AeCTBUA.
3TOT peXxxuM No3BonseT Co3[4aBaThb CNNCOK CEPTUDMNKATOB SSL 1
MPUNOXKEHWUIA, CKITIOYAEMbIX U3 CKAHVPOBaHUS.

Pe>XXuM noNUTUKHU PeXxnm nonnTukn: BoibepuTte 3TOT BapMaHT, 4TOObI CKaHNPOBaTb BCE
3alMLLEHHbIE SSL-COeAUHEHNS, KPOME TeX, KOTopble 3aLMLLeHbl
NCKJIIOYEHHbBIMUW 13 MPOBEPKN cepTuduKkaTamn. ECam yctaHaBnnMBaeTCs
HOBOE CoefMHeHWe, NCMOJIb3YIoLLlee HEM3BECTHbI 3aBEPEHHbIN
cepTugUKaT, NoNb30BaTelb HE NOJYYUT YBELOMIEHUS, @ CaMo
coeanHeHne aBToMaTnyYeckmn bynet punbTpoBaThCs. Mpu gocTyne K
cepBepy C HeEHaAeXHbIM CEPTURUKATOM, KOTOPLIN NOMeYeH
NoJib30BaTeNeM KaK AOBEPEHHbIV (006aBNEH B CMMCOK LOBEPEHHbIX
CepTUgMKaTOB), COEQMHEHME C 3TUM CEPBEPOM pa3peLLaeTcs, a
COLEepXXMMOoe KaHaJsla CBA3M PUIbLTPyeTCH.

Cnucok ﬂpMnO)KEHVIﬁ, OTCbVInI:TpOBaHHbIX C MOMOLLLbIO SSL/TLS: MOXET UCMO0JIb30BaTbCA 014
HaCTpOI7IKVI rnoseneHuns ESET Internet Security 419 3a4aHHbIX I'IpVIJ'IO)KeHVIVI.

CnuUCcoK U3BECTHbIX CepTVICIZWIKaTOB: MO3BOJIAET HACTPOUTbL NoBefeHne ESET Internet Security B
OTHOLUEHUNN KOHKPETHbIX CepTUPnKaToB SSL.
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NcKno4YymMTbh cCOegMHeHne C [0BEPEeHHbIMU A OMEeHaMM: KOora 3TOT NapaMeTp BKJIIOYEH,
coeAnHeHVe C fOBEPEHHbIMY fOMeHaMy By AeT NCK0YEHO U3 NPOBEPKU. YPOBEHb AOBEPEHHOCTU
LOMEeHa onpenenseTcs BCTPOEHHbIM «BefbiM» CMUCKOM.

BnokuposaThb WndpPOoBaHHbIE NOAKAIOYEHUSA, UCMOJb3YIOLLLMEe YCTapeBLUUA NPOTOKON SSL
BePCUMU 2: COeVHEHUS, NCNOMb3YIoLLVe 6onee paHHIO BEPCUIO NMPOTOKOoNa SSL, ByayT
aBTOMAaTMN4YecKn 6OKMPOBATHLCS.

KopHeBoM cepTudukart

HobaBuTb KOpHEBOU cepTUdUKAT B M3BeCTHbIe Dpay3epbl: 415 HOpMaabHOW paboTbl SSL-
noakoyYeHn B bpaysepax 1 MOYTOBbLIX KAMEHTax HeobxoanumMo fo6aBMTb KOPHEBON CcepTUgUKaT
ESET B CMMCOK M3BECTHbIX KOPHEBbIX CEPTU(MKATOB (M3naTenewn). Mpy BKAKYEHUN 3TOr0 NapameTpa
ESET Internet Security aBToMaTu4eckn nobasnseTt cepTuduKkaT ESET SSL Filter CA B U3BeCTHble Bpay3epbl
(Hanpumep, Opera). s Bpay3epos, NCMONb3YIOLWNX CUCTEMHOE XPaHWUANULLE CEPTUDNKATOB,
cepTudukaT gobasnseTcs aBToMaTM4eckn. Hanpumep, Firefox aBTOMaTUYeCKN HAaCTPOEH ANA
L0BEPUSA KOPHEBLIM LIEeHTPaM B XpaHuUauLLe cepTUPUKaToB CUCTEMBI.

[na ycTaHOBKYK cepTudukaTa B Henogaepxunsaemole bpaysepol Boibepute MpocMoTpeTb
cepTudukar > lononHuTenbHO > KonuposaTb B pal..., a 3aTeM BPYHYHYIO UMNOPTUPYNTE ero B
bpay3ep.

Cpok peuncteua ceptupukara

Ecnm He ypaeTcs yCTaHOBUTb AoBepue ceptudukarta: B HEKOTOPbIX C/lyvasXx cepTugukaT
HEBO3MOXXHO NPOBEPUTb C MOMOLLbIO XpPaHUINLLA CEPTUNKATOB LOBEPEHHbBIX KOPHEBbIX LLEHTPOB
cepTudmkaumum (TRCA). NMoaToMy KTO-To (Hanpumep, agMMHUCTpaTop Beb-cepeepa nam HebonbLION
KOMMNaHuW) noanuncan cepTuukaT, U NPUHATME pelleHns 0 Boibope Takoro cepTudurkaTa Kak
[LOBEPEHHOr0 He BCerga npeacTtaBnseT onaCHOCTb. BOMbLIMHCTBO KPYMHbLIX KOMNAHWUA (HanpuMmep,
HaHKM) NCroNb3YyT CePTUGUKATLI, NoANUCaHHbIe TRCA. ECm yCTaHOBNEH (h1aXXKOK 3anpaluiuBaTh
CPOK peucTBua ceptudukaTta (OH yCTaHOBJSIEH MO YMOJIHaHUIO), MONb30BaTeNto OyaeT npeanoXKeHo
BbIbpaTh AENCTBME, KOTOPOE CNeayeT NPeanpuHATL BO BPEMS YCTAHOBKM 3alUNGPOBAHHOMO
coeanHeHns. MoxHO BbibpaTb BapuaHT BAIOKMpOBaTb NOAK/IOYEHUSA, UCNONb3YIOLWNE OAaHHbIN
cepTudukaT, 4yTobbl BCerga paspbiBaTh 3alIMPPOBAHHbIE COEAMHEHUS C CANTOM, NCMONb3YOLWUM
HENpPOBEPEHHbIN cepTuduKar.

Ecnm cepTudmnKaT NOBPEXAEH: 3TO 3HAYUT, YTO cepTMdmKaT Obln HENPABWIbLHO NOANUCAH UK
noBpexaeH. B 3Tom cnyyae ESET peKkoMeHAyeT 0CTaBUTb BbibpaHHbIM NapameTp BaokupoBaTh
NOAKJIOYEHUA, UCNOoJIb3YIoWMue AaHHbIK cepTuduUKaT. Ecim BoibpaH napameTp 3anpawumBaTth
CPOK AeUcTBUA cepTudMKaTa, nosb3osaTtesnto byaeT npeanoxxeHo BbibpaTh AENCTBUE, KOTOPOE
cnenyeT NpeanpuHATL NPU yCTaHOBKE 3allMpPOBaHHOIrO COeANHEHNS.

Cneuyrou.wle CTaTby 13 6a3bl 3HAHUIN ESET MOoryT ObITb OOCTYMHbI TOJIbKO Ha AHI IMNCKOM A3bIKe:
* YBeOMJIEHNSA KacaTeJIbHO CEPTUPUNKATOB B NpoayKTax ESET anga Windows 414 AOMaLLIHEro
NCroJib30BaHUA

* «3allMdPOBaHHbIN CETEBON TPadhMK: HEHAAEXKHbIN CEePTURUKAT» 0TobpaKaeTcs nNpu
nocelleHnm Beb-cTpaHuLl
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CepTudukarol

Ana HopManbHOM paboTbl SSL-MOAKNOYEHNI B Bpay3epax 1 MOYTOBbLIX KAneHTax Heobxoanmo
L06aBNTb KOPHEBOWN CepTU(MKAT ESET B CMIMCOK M3BECTHbLIX KOPHEBbIX CEPTU(MMKATOB (M3LaTenen).
MapameTp lobaBUTbL KOPHEBOK cepTU(PUKAT K U3BECTHbLIM bDpay3sepam o/KeH BbiThb
aKTMBMPOBaH. Beibepute 3TOT NnapameTp, 4T0bbI aBTOMaTM4YeCKM f06aBUTbL KOPHEBON CePTUdUKAT
ESET B M3BeCTHble bpay3epbl (Hanpumep, Opera, Firefox). Ansa 6pay3epos, UCMONb3YIOLMX CUCTEMHOE
XpaHuauLLe cepTuduUKaTos, cepTudmkaT fobaBnseTca aBToMaTnydeckn (Hanpumep, Internet Explorer).
[na ycTaHOBKM cepTudukaTa B Henogaepxxunsaemolie bpaysepol Bbibepute MpocMoTpeTb
cepTudukaTt > [lononHuTenbHO > KonupoBaTb B haln, a 3aTeM BPYyYHYIO UMOOPTUPYWTE €ro B
bpay3ep.

B HEKOTOPBIX CNyYasix CePTUEHMKAT HEBO3MOXHO MPOBEPUTH C MOMOLLLI XPaHUINLLA JOBEPEHHbIX
KOPHEBbLIX CEPTU(HMKATOB CEPTUHONLMPYIOLLNX OPraHoB (Hanpumep, VeriSign). 9T0 3HAYUT, 4TO Y
cepTudmKkaTa CylecTByeT cobCcTBEHHAA NOANWUCL Kakoro-nmbo apyroro cybbekTa (Hanpumep,
allMUHMCTpaTopa Beb-cepBepa WA HE6ObLLION KOMMAHNW) U NMPUHSATUE pPeLIeHNs 0 Bbibope Takoro
cepTudmKaTa Kak LOBEPEHHOr0 He BCerfa NpeacTaBiAseT OnacHOCTb. BONbLIMHCTBO KPYMHbIX
KOMMNaHuii (Hanpumep, 6aHKK) MCNOb3YIOT CePTMNKATLI, MOAMMCAHHbIE TRCA.

Ecnn ycTaHoBneH hlaXkok 3anpalumBaTh AeACTBUTEJIbLHOCTb cepTuduKkaTa (No ymMonyaHuo),
nosnb3oBaTento OyaeT npeasoxeHo BeiIbpaTh AeiCcTBUe, KOTOPOe CeayeT NpeanpuHSaTL BO Bpems
YCTaHOBKM 3alLMPOBAHHOI0 coeAnHeHns. Ha skpaHe 0TobpasnTCsa AManoroBoe oKHO A1 Bbibopa
NEeCTBNSA, B KOTOPOM MOXHO MPUHSTb PELLEHNE O TOM, YTO C/elyeT CAeNaTh: MOMETUTb
CEPTUGMKAT KaK AOBEPEHHbIV N KaK UCK/IYEHHbIN. ECM cepTudmKaT OTCYTCTBYET B CMIMCKE
XpaHWNLLA AOBEPEHHbIX KOPHEBbIX CEPTUHNKATOB CEPTUPULMPYIOWNX OPraHoB, A5 0DOPMIIEHMS
OKHa MCMoNib3yeTCst KpacCHbI LBeT. ECnm e cepTudmkaTt ecTb B 3TOM CMUCKE, OKHO byaeT
0(pOPMJIEHO 3€/1EHBIM LIBETOM.

Mo>xHO BbibpaTb BapMaHT BIOKMpOBaTb cOeAMHEHUsA, UCnosb3ylowme cepTudukaT, 4Tobbl
BCerga paspbiBaTb 3alUM{pPOBaHHbIE COEAUHEHNS C CATOM, UCMOJIb3YIOLLMM HENPOBEPEHHbIN
cepTudurKar.

Ecnn 3TOT cepTudUKaT HeAeNCTBUTENEH UV NMOBPEXIEH, 3TO 3HAUYUT, YTO UCTEK CPOK AeicTBUS
cepTudUKaTa UK Xe NCrosb3yeTcs HeBepHoe cobCTBEHHOE 3aBepeHmne. B 3Tom ciyyae
pekoMeHayeTcs 6J10KMPOBaTb COEANHEHUS, UCMOJb3YIOLWME AAaHHbIA cepTudUKar.

3awncdpoBaHHbIK ceTeBOU TpaduK

Ecnn B cucteme HaCTPOEHO CKaHMPOBaHMeE MPOTOKOIa SSL, AnanoroBoe OKHO C 3arnpocoM Ha Bblibop
nencrteusa bynet otobpaxaTbCs B ABYX C/lyHasnX.

Bo-nepB.hbix, ecnn Beb-canT NCMoNb3yeT HENpPOBePSAEMbIA UM HeAeNCTBUTESIbHbLIN CepTU(MKAT, a
NPOAYKT ESET Internet Security HACTPOEH Ha BblAayy 3anpoCcoB NoJib30BaTeSI0 B TaKUX cayvasx (no
YyMOJI4aHMI0 3anpockl 0TobpaXkaloTcsa ANa HENPoBepseMbIX CEPTUHNKATOB, a 414
HeeNCTBUTE/IbHbIX — HET), NOSBUTCH AMAIOr0BOE OKHO C 3aNpoCcoM Ha pa3peLueHue niu
6nokupoBaHue noakoveHus. Ecnm ceptudmkaTta HeT B Trusted Root Certification Authorities store
(TRCA), TO OH CcHUTaeTCd HeHadeXHbIM.

Bo-BTOpbIX, €CNKn B Ka4eCcTBe pexxuMma puabTpauum NpoToKona SSL BbibpaH MHTEPaKTUBHbIN
pPeXuMm, To npu Noaka4YeHnn K niobomy Beb-canty byneT oTobparkaTbCs 3anNpoC Ha CKAaHMpPOBaHUe
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1Y UIrHOpUpoOBaHUe. HeKoTopble NPUIOXKEHUSA NPOBEPSIOT SSL-TpauK Ha NpeaMeT N3MEHEHUI 1
MOHUTOPUHIra. B Taknx cnyyaax Ana coxpaHeHus paboTocnocobHOCTU NPUSIOXKEHUs nporpamMmma ESET
Internet Security O0J/)KHa SSL-Tpathk UITHOPUPOBATh.

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHUS! KacaTeJIbHO CepTUDUKATOB B NpoAyKTax ESET Ana Windows A1 JOMaLLUHEro
MCNO0JIb30BaHUS

* «3allnNdpPoBaHHbIA CeTEBON TPadUK: HEHAAEXKHbBIN CepTUDUKAT» o0TobparkaeTcs npu
noceLleHnn Beb-cTpaHuLL

B KaXxaoMm nx 3aTux C/1y4a€B MNoJib30BaTE/lb MOXET COXPaHUTbL B CUCTEME Bbl6paHHoe nencreue.
COXpaHeHHbIe NencTBuns XPaHATCA B CMMUCKE Crnncok N3BeCTHbIX CepTUMKaTOB.

CnMCcoK n3BeCTHbIX cepTUPUKaToB

CnUCOK U3BECTHbIX cepTudUKaATOB NO3BONISAET HAaCTPOMTL NoBefeHMe ESET Internet Security B
OTHOLUEHMUN KOHKPETHBIX CEPTUPUKATOB SSL, @ TakXXe HaCTPOUTb 3arnoMUHaHNe AeACTBUIA
nosib3oBaTens, ecin B pasgene PeXxum ¢unbTpaumm npoToKosNoB SSL/TLS BbibpaH
NHTepaKTUBHLINA peXXuM. CnCOK MOXHO MPOCMOTPETh 1 OTPEAAKTUPOBATL, MOCAEA0BaATENbHO
BbI6PaB 3/1IeMeHThHI [LONOJNIHUTENIbHbIE HACTPOWKM (F5) > UHTepHeT M 371IeKTPOHHaA noYTa > SSL/TLS
> CNMCOK U3BECTHbIX CEPTU(UKATOB.

OKHO CNUCOK M3BECTHbIX CEPTUPUKATOB COLEPKUT YKa3aHHbIE HUXKE NMYHKThI.

Ctonoupbl

NUmsa : uma cepTndukaTa.
N3paTenb ceptudmkara : nMa cosgatena cepTugmkara.

Cyb6beKkT cepTudmKkaTa : 370 Mnosie yKasblBaeT Ha CyObeKT, KOTOPOMY NPUHALNEXUT OTKPbIThIIA
KJt0Y, COLEp KallMinca B Mosie OTKPLITOrO Kitova cybbekTa.

[ocTyn: B Ka4yecTBe 3Ha4yeHMsa napameTpa [lencrteme poctyna BbibepnTe PaspewmnTb nin
3abnokupoBatb, 4T0ObI pa3pewnTb UK 3a610KMPOBaTh 0OMEH AaHHLIMU, 3aLUNLLEHHbIA 3TUM
CEPTUGMKATOM, HE3AaBUCMMO OT €ro HafeXXHoCTW. BoibepnTe ABTOMaTUYECKM, 4TOObI pa3peLuaTb
LOBEpPEHHbIe CepTUdUKaTbI 1 NpeanaraTb BapuaHTbl 4EACTBMI 4S19 HEHAAEXHbIX. BbibepuTe
3anpawmBaTthb, 4T0ObI BCErga 3anpallinBaTb AENCTBMA NOJb30BaTENS.

CKaHuMpoBaThb: B KayeCTBe 3Ha4YeHNs NapamMeTpa JlencTBue CKaHMpoBaHUA BbibepuTte
CkaHupoBaTtb v MponycTuTb, 4T0ObI CKAHNPOBATL UM NFTHOPUPOBATL 0OMEH AaHHbIMY,
3alMLLEHHbIA 3TUM CepTUUKaATOM. YToObl CKaHMPOBaTL B aBTOMATUYECKOM pPeXuUMe 1 3anpalinsaTb
LEeNCTBNS B UHTEPAKTUBHOM, BbibepuTe 3nieMeHT ABTOMaTn4YecKu. Buibepute 3anpawumsaTh,
4yT0bbl BCErfa 3anpallinmBaTh AeACTBUS NONb30BaTENS.

dneMeHTbl ynpaBJieHUus

[o6aBuTb — BbIGOP HOBOro CepTUtMKaTa 1 HACTPONKA ero NapaMeTpoB, CBA3AHHbLIX C AOCTYMNOM U
CKQHUPOBAHWEM.
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N3MeHnTb: BuibepnTe CEpTUPUKAT, KOTOPbIA HYXKHO HACTPOUTD, Y HAXXMUTE KHOMKY U3MEHUTD.
Ypanutb: BbibepnTe CEpTUPUKAT, KOTOPbIA HYXKHO YAANNUTb, U LLENKHUTE Y AanuThb.

OK/OTMeHa : HaxxmunTe KHonKy OK ons coxpaHeHust U3aMeHeHun nam OTMeHa 4/ UX OTMEHbI.

CnucoK npunoXXeHmu, oTPMiabTPOBAHHDbIX C
NMOMOLLLbIO SSL/TLS

CnucoK NnpunoXXeHuu, oThnMAbLTPOBAHHLIX C MOMOLLLLIO SSL/TLS MOXET MUCMO0J/1b30BaTbhCA AN
HaCTPONKK NoBefeHUs ESET Internet Security B OTHOLUEHMM ONpefeneHHbIX NMPUI0XKEHNI, a Takxe Ans
3arnoMUHaHNA BbIOpaHHbIX LENCTBUIA, ecnun Ans napameTpa PexxuMm punbTpauum npoToKosos
SSL/TLS BblOpaH MHTEPAKTUBHbIA peXXuM. CrNCOK MOXXHO MPOCMOTPETb U OTPEeLaKTUPOBaTh,
nocnefoBaTeNIbHO BbIOpaB 3n1eMeHThl PacluMpeHHble napamMeTpsbl (F5) > UHTepHeT U 3NeKTpoHHas
noyra > SSL/TLS > CNnMCOK NpusiodKeHU, oThUNbTPOBAHHbIX C MOMOLLLbIO SSL/TLS.

OkHO CNMCOK NPUNIOXKEHUN, OT(PUABTPOBAHHLIX C MOMOLLLIO SSL/TLS COAEPXXUT TaKNE SNEMEHTHI:

Ctonoupbl

MpunoxeHue: BLIbepnTe NCNONHAEMbIN (At B AEPEBE KaTalOroB WM HAaXXMUTE KHOMKY ..., YTOObI
BPYYHYIO BBECTU NyTb.

DencTBue ckaHMpoBaHuA: BbibepuTe CKaHupoBaThb 1av MponycTuTb, 4TOObI CKaHMPOBATbL UK
NrHopupoBaTb 0OMeH AaHHbIMK. YTO6bI CKAHMPOBATL B aBTOMAaTUYECKOM PEXIMME 1 3anpallnBaTb
NEeCTBNSA B UHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4YeCcKU. BoibepuTe 3anpawumBatb,
4yT0ObI BCErAa 3anpallnBaTh AENCTBMS NOb30BaTENS.

DJZ1IeMeHTbl ynpasJjieHusA

Ho6aBuTb: fob6aBieHe (hUIbTPOBAHHbLIX MPUI0XKEHWA,
N3MeHUTDb: BbIOEPUTE NPUIOXKEHNE, KOTOPOE HY>XHO HAaCTPOUTb, K HAXKMUTE KHOMKY U3MEHUTD.
Ynanutb: BbibepnTe NpUIoXKeHNe, KOTOPOE HYXXHO YAaNNTb, U HAXKMUTE KHOMKY Y AanuTh.

MMnopT/3KcnopT: MMNOPT NPUSIOXKEHNA U3 paiia UM COXPaHeHne TeKyLLero Crncka NnpuioXKeHun
B (ham.

OK/OTMeHa: HaxMuTe KHornky OK ans coxpaHeHus n3aMeHeHun nam OTMeHa 4515 X OTMEHbI.

3almTa NOYTOBOro KJIMeHTa

CBefleHUs 0 KOHUTYpaLIMW UHTErpaLn CM. B pasfene VIHTerpaLms ESET Internet Security C MOYTOBbLIM
KJAWEHTOM.

lMapaMeTpbl MOYTOBOr0 KJNEHTa AOCTYMHbI B pa3gesie PacluMpeHHble napaMeTpbl (knaBuwwa F5) >
NHTepHeT M 3/1eKTPOHHAaA nouTa > 3awmTa NoYTOBOro KaneHTa > [Mo4YTOBble KJINEHTDI.
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MouyTOBbIE KJINGHTHI

Bkno4uTh 3alUuuTy 3119KTp0HHOI7I Mo4YThbl C MOMOLLLIO NOAKTIOYaeMbIX Mop,ynev"l KJINeHTa:
€CJZIN 3TOT NapaMeTp OTKJ/IIOYEH, 3allnTa 3ﬂeKTpOHHOI7I MOYThbl C MOMOLLLIO NOAKJIIOHaEMbIX Mouyneﬁ
KJIMeHTa BbIKJ/TIOYEHa.

CKaHupyeMaﬂ 9JIEKTPOHHAaA NOo4YTa
BbibepuTe nucbMa ANa CKaHWpPOBaHMS:

e MMony4yeHHble cooOLeHunsn

e OTnpaBsieHHble cooOLeHun

¢ [poyMTaHHbIE COOOLLEHUA

e N3MeHeHHOe coobLLeHUe 3IeKTPOHHOM NOoYThHI

PekoMeHAyeM 0CTaBUTb NapameTp BKAKOYNTDL 3aLlMTY 3/IEKTPOHHOM NOYThbl C MOMOLLLIO
NoAKJIIOYaeMbIX MOAYJIEN KJIMEHTA BK/OYEHHbIM. [laXke eCiv NHTerpauuns oTK4YeHa
nnn He paboTaeT, nepenadya AaHHbIX MO INEKTPOHHOM MOYTE OCTaeTCs 3alMLLEeHHON
mMogynem ®usbTpaLmna NpoToKoa0B (418 NPOTOKOA0B IMAP/IMAPS, POP3/POP3S).

NeicTBUe, NPUMEHSieMOoe K 3apa>keHHOMY CoOobLLeHUIo

Huuyero He npeonpuHUMaTb — B 3TOM CJ/lyHae nporpaMma 6y,D,€T BbIAB/IATb 3apa>XeHHble
B/N1OXKE€HWNA, HO He 6yueT BbINMONHATb HUKAKUX OENCTBUA C COODLLLEHMAMMN 3J'IeKTp0HHOVI MO4YThI.

Ypanutb coobweHue — nporpamMma byaeT yBegoMasaTb NONb30BATENS O 3apPa)XeHNAX U yOanaTb
coobueHuns.

NepemecTuTb cooblieHne B nanky «YpaneHHbie» — 3apaxxeHHble cooblieHns byayT
aBTOMATMYECKU NepeMeLlaThCs B Nanky «YaaneHHble».

MepemecTuTb coobLLEHUE B NANKYy (LeNCTBME MO YMONYaHMI0). 3apakeHHble coobuieHns byayT
aBTOMaTMYeCKUN NepeMeLLaThCs B yKa3aHHY0 nanky.

Manka — BbIbOp Nanku, B KOTOPYIO ByayT nepemellaTbCs 0OHapyKeHHbIE 3apaXKeHHble coobLieHmns
3/IEKTPOHHOW MOYThI.

I/IHTerpau,vm C NOYTOBbLIM KJZINEHTOM

WHTerpaums ESET Internet Security C MOYTOBbIM KJIMEHTOM YBE/IMYMBAET YPOBEHb aKTUBHOW 3aLLUUThLI OT
BPELOHOCHOI0 KOZa B COODOLLIEHNSAX 3NEKTPOHHOM MOYThI. ECM Ball NOYTOBbIA KANEHT
noanepxnBaeTcs, B ESET Internet Security MOXKHO BKJIIOYUTb MHTErpauuto. Mpu 3ToM naHenb
WHCTPYMEHTOB ESET Internet Security BCTAaBASI€TCA HEMNOCPEACTBEHHO B MOYTOBbIN KJIMEHT,
obecneynBas 6onee 3hheKTUBHYIO 3aLLMTY 3IEKTPOHHON NOYThI. [apamMeTpbl UHTErpaunn 4OCTYMHbI
B pa3fese PaclumpeHHble napaMeTpbl (KnaBulia F5) > UHTEpHeT u 3N1eKTPOoHHaA noyTa >
3aluMTa NOYTOBOro KJIMeHTa > HTerpaumsa ¢ NoYTOBbIM KJIMEHTOM.

B HacTosLwee BpeMs e JUHCTBEHHbIM NOAAEPKMNBAEMbIM MOYTOBbLIM KJIMEHTOM ABNAETCA Microsoft
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Outlook. 3aWMTa 3NEKTPOHHON NOYTLlI paboTaeT Kak naaruH. FnaBHoe NpenMyLLeCTBO
NoOKIl04aeMOro MoOAY/1A 3aKJI04aEeTCSA B TOM, YTO OH HE 3aBUCUT OT UCMONAb3yeMOro npoTokoa. MNpu
NoJly4eHUM NOYTOBbIM KJINEHTOM 3aLUNGPOBAHHOI0 COOOLLEHNA OHO PaCLLUN(POBLIBAETCSA U
nepenaeTcs MOAY/MO CKaHUPOBaHMA. MONHbIA CNNCOK NOAAEPXUBAEMbIX BEPCUI Microsoft Outlook CM.
B 3TOW cTaTbe 6a3bl 3HaHWM ESET.

onTuMmmMsaums pBGOTbI C BJIOXKE@HUAMM: eC/i ONTUMN3aLna OTKIIOYEHa, BCe BJZIOXKEHUA
CKaHNpYTCA He3aMeINTeIbHO. BO3MOXHO CHUXXEHMEe NPON3BOANTENIbHOCTU MOYTOBOrO KJIMEHTA.

PacwupeHHas o6paboTka noYTOBOro KAMeHTa: ecsiv npu paboTe C MOYTOBLIM KJIMEHTOM
HabnlofaeTcs CHUXEeHNe BbICTPOAENCTBUS CUCTEMbBI, OTK/OYMNTE 3TOT NapameTp.

NaHesib UHCTPYMEHTOB Microsoft Outlook

3awuTa Microsoft Outlook paboTaeT B BuAe nnarvHa. MNocne ycTaHOBKM ESET Internet Security 3Ta
naHeJsib UHCTPYMEHTOB, B KOTOPOW NPUCYTCTBYIOT BO3MOXHOCTW AJ18 3alMThl OT BUPYCOB NCNaMa,
nobasnseTcs B Microsoft Outlook.

CnaM: no3BonseT NoMeTUTb BbibpaHHble coobLieHns Kak cnam. «OTneYyaTok» NoMeYeHHOro
coobuweHnsa byneTt oTnpasJieH Ha LeHTPasibHbIA CepBep, Ha KOTOPOM XPaHATCSH CUrHATYpPbl CnaMa.
«OTnevaToK» noMeyeHHoro coobuieHuns byaeT oTnpasfieH Ha LLeHTpanbHbIA CEpBEP, Ha KOTOPOM
XPaHATCHA CMrHATypbl cnama. Ecnu Ha cepsep NOCTynaeT HECKOJIbKO aHaNorMyHbIX «0TNe4YaTKoB» OT
pa3HbIX Nonb30BaTeneln, Takoe coobuieHre B fanbHenwem byneT KnaccnupuumpoBaTbCs Kak Cnam.

He cnaM: no3BosiseT NoMeTUTh Bbl6paHHbIe Co0bLLEHMNA KaK He SBASIOLMECS CNaMOoM.

Appec oTnpaButensa cnama (3abJ0KMpoBaHO, CNNCOK paccbiialoWwmnx cnam agpecos): nobasnser
HOBbIV afpec OTNPaBUTENSA B CMMCOK alpecoB Kak 3ab/10KnpoBaHHLIN. Bce coobuieHmns, nonyyYeHHble
C BHECEHHbIX B CMNCOK aApecoB, byayT aBTOMaTUYECKN KNAaCCUPULMPOBATLCS KaK ClaM.

A OcTeperantecb NogAesIKU agpeca OTNpaBUTeNs, HanpaBleHHOW Ha TO, YTOObI 3aCTaBUTb
nosy4yatens npo4yectb coobleHne n 0OTBETUTb Ha HEro.

JloBepeHHble agpeca (paspeLleHo, CNUCOK JOBEPEHHbIX aapecoB): f1obaBnseT HOBbIN aapec
OTNpPaBUTENS B CMNCOK a[pECOB KaK pa3pelleHHbIn. Bce coobuieHuns, nosyYeHHble C pa3peLlleHHbIX
afpecoB, HMKOr Aa He BynyT aBTOMATUYECKMN KIAcCMMLMPOBATHLCS Kak Cra.

ESET Internet Security: ABa)XAbl LLLEIKHUTE 3HAYO0K, 4TOObI OTKPbITb rNaBHOE OKHO ESET Internet Security.

MoBTOpPHOE CKaHMpPOBaHUE COOOLLEeHUA: MO3BONSAET 3aMnyCTUTb MPOBEPKY 3JIEKTPOHHOW MOYTbl

BPYYHY0. MOXXHO yKa3aTb co0bLeHns, KoTopble byayT NpoBepsAThLCA, U aKTUBMPOBATL NOBTOPHOE
CKaHWPOBaHME NOJIy4YeHHbIX coobueHnn. na nonyyYyeHns OON0JIHATENbHbIX CBEAEHU CM. pa3gen
3alimTa No4YTOBOro0 KJAMEHTA.

HaCTpOﬁKM MOAYJIA CKAaHUPOBAHUA: Ha 3KPaH BbIBOAATCA NMNapaMeTpbl 3alL/ThHI MOYTOBOIro
KJINEeHTa.

HaCTpOﬁKa MOAYJIA aHTUCNaMa: Ha 3KPaH BbIBOOATCA NMapaMeETPbl 3allNThbI OT ClaMa.

AppecHble KHUIMU: OTKPLIBAETCS OKHO 3aLLMThl OT CraMa, CoAepKallee CrUCKM UCKITIOYEHHbIX,
NOBEPEHHbIX afipecoB 1 aipecoB OTNPaBUTENEN CraMa.
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OKHO noaTBepXAeHUus

370 yBeaooMsieHnE npeaHa3dHa4eHo oJjia noaTBepXXaeHnda Toro, 41o noJjib3oBaTesiio NeCTBUTENbHO
HY>XHO BbIMOJIHNTb Bbl6paHHoe fencTeme, n ons npenoTBpalleHnda TeM CaMbiM BO3MOXXHbIX oLnboK.

KpOMe TOro, B OKHE TakK)Xe€ €CTb BO3MOXHOCTb OTKJIOYNTb NOATBEPXAEHNA.

NMoBTOPHO CKaAHMpPOBaTb COOOLLEHUA

MaHenb NHCTPYMEHTOB ESET Internet Security, UHTErpUPOBaHHas B MOYTOBbIE KNEHTbI, AaeT
Mo/1b30BaTE/0 BO3MOXHOCTb YKa3aTb P NapaMeTpPoB A1 MPOBEPKU 3IEKTPOHHON MOYThI.
MapameTpom MOBTOPHO CKAHMPOBATb COOOLLEHUA NpeanaraeTca ABa ONUCAHHbLIX fanee pexume
CKQHUPOBAHWS.

Bce coobuieHusa B TeKyLlen nanke: CKaHMpPYyTCS coobLeHnsa B 0Tobpa)kaemMol cenyac nanke.
TonbKo BbiOpaHHbIe COOOLEHUSA: CKaHVPYIOTCS TONIbKO MOMEYEeHHbIe M0b30BaTeNIeM CO0BLLEHNS.

®naxok MoBTOPHO CKAHMPOBATb Y>)Ke CKaHUPOBaHHbIe COOOLLEHUsA NaeT Nob30BaTENIO
BO3MOXXHOCTb BbIMOJIHUTb €llle 0AHO CKaHWPOBAHME COOBLLEHNI, KOTOPbIE YXKe Bblan
MPOCKAHMPOBaHbI paHee.

MpoTOKONbI 3/IEKTPOHHOMN MOYThI

IMAP 11 POP3 — caMble pacnpoCcTpaHeHHbIe MPOTOKOJIbI, MCMO/b3YEMbIA AN1F NOJYYEHUS 3NEKTPOHHON
MOYTbl B MOYTOBbIX KNMEHTaX. OHU NCMOMb3yoTCs ANs 06MeHa AaHHLIMW MO 3NEKTPOHHOW MoYTe C
MOMOLLbIO MPUI0XKEHNS NMOYTOBOr0 KMeHTa. MpoTokoN IMAP — 3TO elle OMH UHTEPHET-NPOTOKO
AN NOJly4eHNS 3N1eKTPOHHON MOYThI, KOTOPLIA NMeeT onpeaesieHHble NpenMyLecTBa nepeq POP3.
Hanpumep, cpa3y HECKOJIbKO KJIMEHTOB MOTYT OAHOBPEMEHHO MOAK/OYATHLCS K OAHOMY 1 TOMY Xe
MOYTOBOMY SILLVKY 1 NepefaBaTh CBEAEHNS O COCTOSHMM COOOLLEHNS, B YAaCTHOCTU CBEAEHMS O TOM,
4TO coobuieHne BbII0 NPOYMTAHO, YAANEHO MK Ha Hero bbii AaH oTBeT. Moay b 3aLUNThI,
obecrneynBaloLWNA TAKOW KOHTPOb, aBTOMATUYECKMN 3anyCKaeTCs Npu 3anycke CUCTEMbI U OCTAETCS
aKTUBHbLIM B MaMsTU.

ESET Internet Security obecneyumBaeT 3allTy 3TUX NPOTOKOJIOB HE3AaBUCAMO OT NCMOJIb3YyEMOT 0
MOYTOBOIrO KJIeHTa 1 6e3 HeobxoAMMOCTIN NepeHacTpanBaTb NOYTOBLIA KANEHT. [10 yMONYaHMIO
CKaHUPYIOTCA BCe OaHHble, NepenaBaeMble MO NMPOTOKOJ1aM POP3 n IMAP, He3aBUCUMO OT
ncnoJibayembix no ymosiHaHMO HOMePOB NOPTOB POP3/||V|AP.

JaHHble, NepefaBaeMble Mo NPOTOKOY IMAP, He CKaHUpytoTcs. Ho CBS3b C cepBepoM Microsoft
Exchange MOX>XET CKaHMpOoBaTb MOAYJIb UHTErPaLN B MOYTOBBLIX KNIMEHTAX, TAKNX KaK Microsoft
Outlook.

PekoMeHlyeM OCTaBUTb NapaMeTp BKAIOYUTL 3aLLUTY 3J1I€KTPOHHOMN NOYThbI C NOMOLLbIO
¢unbTpaumm NPOTOKONOB BKOYEHHBIM. YTOOLI HACTPOUTL NPOBEPKY NMPOTOKO0B IMAP/IMAPS 1
POP3/POP3S, NnocsiefloBaTesIbHO BbibepuTe 3/eMeHThl PacluMpeHHble napaMeTpbl > UHTepHeT u
3/1eKTPOHHAA NouTa > 3alMTa NOYTOBOro KJaueHTa > MIPOTOKObI 3/IEKTPOHHOM MONTHI.

ESET Internet Security Tak)XXe nogaep>XXnBaeT CKaHUpoBaHMe NPOTOKOJI0B IMAPS (585, 993) 1 POP3S (995),
KOTOpble 415 nepefayn MHPopMaLnum Mexay CepBepoM N KIMEeHTOM UCMONb3YIOT 3aLUI/I¢)DOBaHHbIIh
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KaHan. ESET Internet Security NPOBEPSAET COeANHEHNS, MCMOMb3YoLLMe METOAbI LLNGPOBAHNA SSL 1 TLS.
Mporpamma 6yfeT BbINOAHATL CKAHMPOBAHME TOMbKO Tpadhuka Ha MOPTaX, UCNOJIb3yeMbIX
NPOTOKOJIOM IMAPS/POP3S, BHE 3aBUCMMOCTU OT BEPCUM ONEPALMOHHON CUCTEMbI. Mpu
HeobXoAMMOCTN MOXHO A06aBUTbL U Apyrue NopThl. HoMepa NopToB CnefyeT pa3hensiTb 3ansTon.

3alndpoBaHHbIE COEAMHEHNA CKAHMUPYIOTCS MO yMONYaHuio. YTobbl NPOCMOTPETL HACTPONKK
MOAY/S CKAHMPOBAHMS, OTKPONTE pacLUMpPeHHbIe NapamMeTpbl 1 BbibepnTe UHTEpHeT u
3JIeKTPOHHAsA noy4Ta > SSL/TLS.

NTERNET SECURITY O X
[ononHnTenbHble HACTPOUKKM “ x|
| Moaynk o6Hapyxenns & WHTErpauma ¢ NOYTOBLIM KAVMEHTOM 5
| O6Hoenenne @
MouToBble KANEHTRI 5
3awMTa ceTn
: B npotokonul anekTpoRHOI NouTkl 5
WMHTepHeT 1 aneKTpoHHaA
hLzRat BicnrouunTs FALLMTY 3.-1EI'.T|".‘CHHCﬁ NoOMTEl C NOMOLLLBHD O
3aWKMTa NOYTOBOro KAMeHTa UNETPALMI NPOTOKONOB
3awmTa goctyna B MHTepuer
3awmMTa oT GUILKMHIa
3awMTa 6aHKOBCKOR OnnaThl Hacrpoiika mopyna ckanmposanua IMAP
BOAUEERECKHIECHIPCRE BrntounTe nposepry npotokona IMAP O i}
KouTpoae ycrpoiicte @D
CepBic Hactpoiika mogyna ckanmposanua IMAPS
N BrntounTe nposepry npotokona IMAPS D a
WHTepdenc nofs3oBaTenn
MopTel, wcnonesyemMele npotokonom IMAPS 585, 993 i ]

YeeLoMNeHNA

HacTporkmn -
P Hactpoiika mogyna ckanmpoeanua POP3
KOHGUAEHUMaNbHOCTH
BrntouwnTs npoeepky npotokona POP3 ..) (i)
Mo ymonuanuio G’OK OTmeHa

PunbTp POP3, POP3S

MpoTOoKON POP3 AABASIETCA CaMbIM PAcNpPOCTPAHEHHbIM NPOTOKOI0M, UCMOJb3YEMbIM 18 NOJYyHEeHNS
COOBOLLEHMIN B KIIMEHTCKUX MNPUIOXEHUAX 15 paboTbl C 3N1€KTPOHHOW MOYTOM. ESET Internet Security
obecneymBaeT 3alWMTy A5 3TOFO NPOTOKOJIa HE3aBUCMMO OT TOr0, KAKOW KJIMEHT 31eKTPOHHON
MOYTbl NCMOMb3YyeTCs.

Moay b 3aWwmnThl, 06ecnevymBaloWNA TaKoN KOHTPO/Ib, aBTOMATUYECKMN 3anyCKaeTCs Npu 3anycke
CUCTEMbI 1 OCTAETCS aKTMBHbLIM B MaMaTW. MpoBepKa NPoToKo1a POP3 OCyLLECTBASETCS
aBTOMaTU4YeCcKn 6e3 HeobXx0AMMOCTN NEPEHACTPONKN MOYTOBOr0O KANEHTA. Mo yMOYaHUIO
CKQHUPYIOTCA BCE [aHHble, npoxoasaiime Yyepes nopT 110, HO Npu HEOBXOAMMOCTU MOXHO 106aBUTb
n opyrve nopTbl. HoMepa nopToB creayeT pa3aensaTb 3anaTow.

3aluncpoBaHHbIe COEMHEHMNS CKAHMPYIOTCA MO yMOMYaHU0. YTo6bl MPOCMOTPETb HAaCTPOWKM
MOAYNS CKAHMPOBAHMWS, OTKPONTE paclUMPEeHHbIe NapaMeTpbl 1 BbibeprTe UHTEpPHeT u
3JIeKTPOHHAasA noy4Ta > SSL/TLS.
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B 3ToM pa3fgene MoXXHO HaCTPOUTb NPOBEPKY MPOTOKOJ10B POP3 1 POP3S.

BKJ1IO4UTb NPOBEPKY NPOTOKOJ1A POP3: Npy BKJIIOYEHUN 3TOMO NapamMeTpa BECb TpaguK,
NPOXOASLLNIA NO NPOTOKONY POP3, NPOBEPSIETCS HA HANYME BPEAOHOCHbIX NMPOrpamMm.

MopTbl, UCNOJIb3yeMble NPOTOKONO0M POP3: CMMCOK NOPTOB, NCMOJIb3yeMbIX MPOTOKOJIOM POP3 (110
Mo YMOJIHaHUI0).

ESET Internet Security Tak>Xxe NoALep>XMBaeT NPoBepPKYy NpoToKoa POP3S. B 3ToM Tune coenHeHUs
N5 nepefayn MHhopMaLMn Mex iy CEPBEPOM U KIMEHTOM UCMOJb3yeTCs 3allMGPOBaHHbINA KaHa.
ESET Internet Security NPOBEPSIET COEANHEHUS, NCMOMb3YIOLLME METOAbI LUIMGPOBAHMS SSL 1 TLS.

He npoBepaTb NPOTOKON POP3S: 3alLNGPOBAHHbLIE COEAMHEHNS He By YT NPOBEPSATHLCS.

MpoBepAaTb NPOTOKOJ POP3S HA YKa3aHHbIX NOPTaX: YCTAHOBMTE 3TOT (h/1aXKOK, YTOObl BKIOYNTb
MPOBEPKY NMPOTOKOJ1a POP3S Ha NopTax, YKa3aHHbIX B napameTpe MopTbl, UCNONb3yeMbie
NPOTOKOJIOM POP3S.

MopTbl, UCNOJIb3YyeMble NPOTOKOJIOM POP3S: CNUCOK NMOPTOB, NCMO/b3yeMbIX MPOTOKOJIOM POP3S,
KOTOpble cnefyeT npoBepsaTb (995 No ymonyaHuto).

Tern 3/1eKTPOHHOMU NOYThHI

MapaMeTpbl 415 3TON PYHKLUM HAacTpanBatoTCcs B Advanced setup > UIHTepHeT M 371IeKTPOHHaA
nouTa > 3awWuMTa NOYTOBOro KnueHTa > MpegynpexaeHns u yBeaoMneHus.

Mocne NPoBEPKMN K COOBLLEHNIO 3NEKTPOHHON MOYThlI MOXET ObITh MPUKPENIEHO YBEOMIEHUNE C
pe3ynbTaTaMn CKaHUPOBaHWA. Bbl MoxeTe BbibpaTh [L06aBNATL yBeAOMJIEHME K NOJIY4EHHbIM U
NPO4YMUTAHHbLIM COOOLLLEHUAM 31IeKTPOHHOM NOYTLI UK [lo6aBNATL yBepoMeHue K
OTNPaBJIEHHbIM CO0OLWEeHnaAM. ObpaTnTE BHUMAHNE, YTO B HEKOTOPbIX Cy4asix yBeAOMIEHUS
MOTyT OTCYTCTBOBaTb B NPobseMHbIX HTML-CO0BLLEHNSAX UK B COOBLLEHNAX, MOBPEXAEHHbIX
BPELOHOCHBLIMU NporpamMMami. YeefoMneHns MoryT ObiTb 406aBAEHbI K BXOASLUM U NPOYNTAHHbLIM
COOBLEHNAM NN K UCXOASLUM COOBLLEHNAM (UIN 1 K TEM, U K ApYruM). OCTYNHbI cheayoLine
BapWaHTbI:

* Hukorpa: ysefoMneHuns He 0obaBnsoTCS.

* Mpu obHapy>xeHuu: OyayT OTMEYEHbI TOJIbKO CO0DLLEHUS, CoaepKaLlme BpedoHOCHbIE
nporpammbl (Mo yMO4aHuo).

» lns BCcel 3N1eKTPOHHOMN NOYThI MPU CKaHUPOBAHMUK: Nporpamma bynet nobaBnaTh
YBEAOM/IEHUS KO BCEM CKaHUPYEeMbIM COOBLLEHNAM 3/1EKTPOHHON MOYTHI.

TekcT pna pobaBneHus B TeMy 0OHapy>XeHHbIX COOOLLLEeHUN 3JIEKTPOHHOM NOYThI. ITOT
WabsIoH MOXKHO U3MEHWNTb, EC/IN HYXXHO OTPEeAaKTUPOBaTb hopMaT npedukca, 40b6aBNSEMOro K
3apaxeHHoOMy coobLeHnto. 3Ta PyHKLMA 3aMeHseT TeMy coobueHns Hello Ha dhopmaT
[0BbHapy>xeHne %DETECTIONNAME%] Hello. MNepemeHHON %DETECTIONNAME% 0603HavaeTcs
obHapyxeHue.
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3awuTa OoT crnama

HexenaTenbHble coobLleHns, Ha3biBaeMble CMNaMOM, BXOAST B YNCSI0 CaMblX Cepbe3HbIX Npobiem
COBPEMEHHbIX TEIEKOMMYHMKALMOHHbIX TEXHONOr M. [lons cnama B obwem obbeme nepefaBaemMbix
MO 3/IeKTPOHHON NoyTe coobueHn cocTaBnseT 0koo 30 %. 3awmTa OT cnaMa orpa)kaaeT OT 3Ton
npo6aembl. UICNonb3ys HECKOIbKO NMPUHLUMUMOB 3aLLMTbl 3J1€KTPOHHON NOYTbI, MOAY/b 3aLUNTbI OT
cnama obecneyvBaeT NPEBOCXOAHYIO (hMAbTPALMIO U HE MPONYCKaeT B NanKy BXOAALLMX COOBLLEHNI
HeXXenaTesbHy0 NoYTy. YT06bl KOH(MIypUpoBaTh 3almUTy OT CNaMa, OTKporTe PacluMpeHHble
napameTpbl (F5) > UHTEepHeT U 3/1IeKTPOHHAA NouTa > 3alMTa NOYTOBOro KJMEHTa > 3aluTa oT
cnaMma.

NTERNET SECURITY O x
,ﬂ,OI‘IOJ‘IHHTEﬂbeIe HacTpoOUKH = X| 7
LA B PR WHTErpauma ¢ NouToOBbIM KAWEHTOM 5
ObHoBNEHME

MoYTOBbIE KAWEHTHI 5
33LMTa CETH

MpoTOKOALI 3NEKTPOHHOR NOUTHI '
MHTepHET W 3NeKTPOHHAA
nouta
3alMTa NOYTOBOrD KNWEHTa MNapameTpel ThreatSense 5
3aWMTa A0CTYNa B MIHTepHeT
3aumTa or PUIINHIa Terv 3NeKTPOHHOW NOYTEI 5
JawmnTa GaHKOBCKOW onnaThl
PoAWTENbCKMA KOHTPOAR

B 3awwra or cnama 5
KoHTponb ycTpoicTe ’
Brntouuts 3ALLNTY NOYTOBOTD KNWEHTA OT Cnama O

CEpBHC PE—E[JELIJIITI: r:é':LLILIrJEHHbIﬁ NoWncK cnama . 0

WMHTepdeiic NoNL30BaTeNA
D6paboTka coobulenni

JNoBasuTe TEKCT K Teme cooBLyeHna O (1)
HacTporkmn

KOHPMASHUWANBHOCTA Tewkct [SPAM] (i)

Mo ymonuanmio m OTmenHa

OZHMM 13 Ba)KHbIX NPUHLUNOB 06HapYyXeHNs Cnama ABASETCA pacno3HaBaHNE HeXeNnaTebHbIX
COO6LLEHNIN SINEKTPOHHONM MOYTHlI HA OCHOBE NPeABapUTENbHO OnpeaesieHHbIX JOBEPEHHbIX aApecoB
(pa3peLLeHHbIX) 1 cnam-agpecos (3a610KNPOBaAHHbLIX).

YeegomMaeHMA

OCHOBHbIM MeTo40M 06HapyXeHUsi CraMa SBJISeTCS CKaHWPOBaHMe CBOMCTB CcoobLLeHNs
3NEKTPOHHOM NOYThI. NoNyYeHHble COOOLLIEHNS CKAHUPYIOTCS Ha OCHOBHbIE KPUTEPUN 3aLLMTLI OT
cnama (onpenenenHns cooblleHmns, CTaTUCTUYECKME 3BPUCTUKI, aNrOPUTMbl pacno3HaBaHNA 1 apyrue
YHUKaNbHble MeToAbl). Pe3ynbTaToM paboThl 3TUX METOLO0B SBASETCS 3HAYEHNE UHAEKCA, NO
KOTOPOMY MO>XHO C BbICOKOW CTEMEHb0 JOCTOBEPHOCTM ONPEeeNNTb, SBSETCS N cooblieHne
crnamom,

Bknwouutb MOAYJib 3alUUTbl NOYTOBOIO KJINEHTa OoT HeXesaTeJIbHOM NMOoYThbl: eC/iN 3TOT
(b1aXKOK YCTaAHOBEH, 3alLlKTa OT CnamMa 6y)1eT dBTOMAaTU4YECKN aKTUBNPOBATLCA MNMPW 3arpy3ke
KOMMbIOTEPA.

116



PaBPELLIVITb paCLLIHPEHHbIﬁ MOUCK CnaMa: Nnepnoanyeckn 6y,El,yT 3arpy>XaTbCq OOMNOJIHUTEJIbHbIE
OaHHbl€, KOTOpPbI€ MOBbILLAOT BQ)q)eKTVIBHOCTb 3allnThbl OT CNaMa.

3awuTa OT cnaMa B ESET Internet Security MO3BONISIET 3aflaBaTb pPa3/IMYyHbIe NapaMeTpbl AN
coobLeHun.

ObpaboTka coobLeHun

[06aBUTb TeKCT K TeMe coobLueHus: No3eonsieT fo6aBNATbL HACTPaNBAEMYIO CTPOKY Npedukca
B M0J1e TeMbl COOBLLEHNI, KOTOPbIE KNacCU(MLMPOBaHbI Kak cnaM. CTpoKa no yMOMYaHMio —
[SPAM].

MepeMewaTbh cOOOLWEHUA B NANKy AJA cnaMa: ec/v 3TOT (h/1aXKoK YyCTaHOBJIEH, CO0bLLIEHNS CO
cnamom 6ynyT nepemellaThCst B CTaHAAPTHYIO Nanky ANs HeXeNaTebHON NoYThl, a CO0bLLEeHNS,
MOBTOPHO KJlacCUULIMPOBAHHbIE KaK He CraM, — B MankKy CO BXOAsLLEeN noyTon. Ecnum wenkHyTb
coobLLeHVe NPaBoil KHOMKOW MbILIN 1 BbIOPaTh B KOHTEKCTHOM MEHI0 NMyHKT ESET Internet Security,
NOSIBUTCSA BO3MOXXHOCTb BbIOPATh OJIMH 13 HECKOJIbKUX BapUaHTOB IEeNCTBUIA.

Mcnonb3oBaTh Nanky: BbIOOP Nanku, B KOTopyto byayT nepeMeLlaTbCst 0OHapYXEHHbIE
3apakeHHble CO06LLEHNS 3NEKTPOHHOMN MOYTHI.

OTMeuyaTb COOGLIJ,EHMH CO CNMaMOM KakK NMPOo4YUTaHHbIe: YCTaHOBUTE 3TOT (b)'la)KOK, 4YTODOBI
aBTOMATUYECKMN NMOMeYaTb HeXXenaTesbHble CO0DLLEHNS KakK NPOYNTaHHLIE. DTO0 nomoraet
COCpPenoOTOHNTLbCA Ha «HUCTbIX» coobuweHunsx.

OTMeuaTb NOBTOPHO KJaccudMULuMpoBaHHbIe COOOLLEHUA KaK HEeNMpPOYUTaHHbIE: CO0bLLEeHNS,
nepBOHaYabHO KNAaCCUMLMPOBaHHbIE KaK CMaM, @ 3aTEM MOMeYEHHbIE KaK «4UCTbie», ByayT
oTobpaXkaTbCs KaK HEMPOYMTAHHLIE.

Perucrpaumsa oueHKHU HeXXenaTesIbHOCTU: MOAY/b 3alinTbl OT Cnama ESET Internet Security
NPUCBANBAET OLIEHKY HEXeNaTeNbHOCTU KaXA0MYy NPOCKaHMpPOBaHHOMY cooblieHuto. [laHHoe
coobuweHune byneT 3anncaHo B XXYpHaJl 3allUUTLI OT cnama ([ J1aBHOEe 0KHO MporpamMmmel >
Cny>xebHble nporpaMMmbl > flonosiIHUTENbHbIE CpencTBa > Pabl XXypHana > 3awmTa ot
cnama).

* HeT: oueHKa, NoflyyeHHas B pe3ysibTaTe CKaHWPOBaHMSA Ha NpeaMeT crnaMa, He BHOCUTCA B
XKypHan.

* PeknaccucmumMpoBaHO U NOMEYEHO KakK cnaM: ec/u BbibpaH 3TOT NapaMeTp, OLEHKN
HeXXenaTesbHOCTU BCeX COOBLLEHNI, MOMEYEHHbIX Kak SPAM, BylyT 3anncbiBaTbCs B XKYpHa.

* Bce: B XYpHan 6yﬂ,yT 3annCbIBaThCS BCE COODOLLEHNA BMECTE C OLIEHKOW HEXeNnaTelbHOCTH.

Ecnv B Nanke HexxenaTenbHOM NoYThl BbibpaTh coobLEHNE 1 BbIOPaTb KOMaHAy
KnaccudpuuuposaTb BbibpaHHble coobuweHus kak HE cnam, BbibpaHHoe cooblieHne
nepeMecTMTCS B ManKy BXoAasiiei noyTel. ECv B nanke BXxoasaLwmx coobuieHmnii BbibpaThb
coobLLeHNe, KOTOPbIE Bbl CYNTAET HEXENATesbHbIM, 1 BbIbpaTh KoMaHay KnaccudpuuuposaTb
BblOpaHHble coobweHus kak HE cnam, BbibpaHHoe coobLieHne NepeMecTUTCs B Narnky
cnama. Bbl MoXeTe BblbpaTb HECKOIbKO COO0DBLLEHMI N paboTaTb CO BCEMU UMK OLHOBPEMEHHO.

ESET Internet Security o6ecnedynmBaeT 3allnTy OT cnama B Microsoft Outlook, Outlook Express, [Mo4Te
Windows 1 [lo4yTe WindowsLive.
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PesynbTaT 00paboTku appeca

Mpw nobaBneHNN HOBbIX aiPECOB WU N3MEHEHUN AENCTBUA, MPEeANPUHATOr0 A4 afipeca
3/1EKTPOHHOM M04Thl, B ESET Internet Security oTobpaxatoTcs yBegomneHuns. Cogepxmmoe coobLleHnin
BapbUPyeTCs B 3aBUCUMOCTW OT BbINOJIHAEMOr0 AENCTBUS.

Ecnv HY>XHO, 4T0bbl B fa/ibHEWLLEM KOHKPETHOE AeNCTBME BbINOJIHANOCh aBTOMaTUYeCcku be3
BbIBOAA COOBOLLEHN, yCTaHOBUTE (hnakok Bonblue He 3apaBaTh 3TOT BONPOC.

Cnucku appecoB 3alluThl OT cnaMa

B Moayne 3awmTbl OT cnama ESET Internet Security MOXXHO KOH(UIYPMPOBaTb Pa3siMyHble NapaMeTpbl
aJlpeCHbIX CMUCKOB.

BKAKOYNTbL CNNCOK afpecoB noJibdoBaTenda — BKJAKOYUTE 3TY OMNuuio, 4yTObbI dKTUBNPOBATb CrMNCOK
ajpecos noJjib3oBaTend.

CnMUCOK aapecoB Nosib3oBaTens — CNYCOK aIpeCOB 3J1EKTPOHHON NOYThl, FAe MOXHO A06aBNATb,
penakTUpoBaTb MW YAaNATb aipeca ANa onpeaeneHuns npasua 3aWwnTbl 0T cnama. MpaBuia B 3TOM
cnucke ByayT NPUMEHATLCA K TEKYLLEMY MOJIb30BaTENIO.

Bkn104YMTb rNo0anbHbIA CNMCOK aAPECcoB — BKJIIOYMTE 3Ty ONUMIO, 4TOBbI aKTMBMPOBATb
rnobanbHbIA CMMCOK afipecoB, 0bLWuiA ANa BCex NoJib30BaTesIen Ha 3TOM YCTPOMCTBE.

FnoGanbHbIM CNUCOK appecoB — CMNCOK aapecos 3JIEKTPOHHOW NOYThl, FAe MOXXHO 000aBNAT,
penakTnpoBaTb WK yOanATh ajpecCa ongd onpeneneHnd npasin 3allinTbl OT CMaMa. I'Ipanma B 3TOM
cnncke 6YJJ,YT NPUMEHATLCA KO BCEM MNOJIb30BaTEJIAM.

ABTOMaTUYECKM pa3pellaTtb 1 pobaBnATb B CNMCOK afipecoB
nosab3oBaTens

CuuTaTb agpeca U3 agpecHom KHUIM AOBEePEeHHbIMU — Afpeca U3 Ballero Crucka KOHTaKToB
OyoyT pacueHnBaTbCA KakK foBepeHHble 6e3 nobaBneHns B CMMCOK afpecoB NoJib30BaTeNs.

Hob6aBuTb agpeca nonyyaTenen U3 NCXomfALMX coobueHnn — nobaBbTE agpeca nonyvyaTenen
13 OTNPaBAEHHbIX COOBLLEHUNIA B CMNCOK aApecoB N0/b30BaTeNs KaK Pa3peLLleHHbIE.

[ obaBuTb appeca 3 coodbweHunn, peknaccupuumnpoBaHHbix Kak HE cnam, — gobaBbTe
agpeca oTnpasuTenen n3 coobeHnn, peknaccmgurumnpoBaHHblx Kak HE cnam, B cnmucok agpecos
NnoJib30BaTeNs KakK pa3pelleHHble.

ABTOMaTU4YECKM ﬂ,OﬁaBJ'IiITb B CMUCOK aapecoB noJjibsosartens
KaK UCK4YeHue

NobaBuTb appeca n3 coO6CTBEHHbIX Y4eTHbIX 3anucei — 06aBbTe CBOU afpeca 13
CYLLLECTBYIOLLMX YHETHbIX 3aMUCei NOYTOBbLIX KJIWEHTOB B CMICOK aApecoB MoJib30BaTeNs Kak
NCKJI0YEHUS.
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Cnucoku appecos

INs 3alWmnTbl OT HEXeNaTeNlbHbIX 3/IEKTPOHHbIX NMUCEM ESET Internet Security No3BoSiieT
KnaccuguumpoBaTb agpeca 31eKTPOHHONM NOYThbl B CMUCKaxX afapecos.

YT706bI N3MEHUTL CMNCKM aflpecoB, 0TKpolTe PacluMpeHHblie napameTpsl (F5) > UHTepHeT U
3/IeKTPOHHAasA NoY4Ta > 3alMuTa NOYTOBOro KAMeHTa > CMUCKM aApecoB 3aluUTbl OT CnaMa i
wenkHuTe U3MeHnTb psaaoM C anemeHToM CNMCOK appecoB nosb3oBatens v FnobanbHbin
CMUCOK aApecoB.

(®sED INTERMET SECURITY o X
Cnwucok a[pECOB NoOJsib20OBaTENA ?
Q
Appec 3neKTpoHHOM NoYTB Hma Pazpe.. Baokwn.. Hckn.. TNpumeyanwne
mary@maryrnail.com Mary Smith ® AoBABNEHD BRYUHYH
@address.info John Smith ® BECH AOMEH, ACB3BNEHD By UHYHD
@verygoodnews.net Mewsletter ® BECH AOMEH, ACMEHBI HUAHEMD YPOEHA, ..
HoGaeuTs

Ctonbubl
Ap.pec 3ﬂeKTpOHHOﬁ NOYThbI — an,pec, K KOTOpOMy 6y,El,eT I'IpI/IMEHﬂTbCFI npanmo.
Nma — nva nosib30oBaTe/lbCKOro npasnna.

Paspewutb/3abnokupoBatb/UcknioueHne — KHOMKK-NEPEKOYATENN, UCMOSb3YEMbIE ANs
onpegeneHns LeNCTBUSA, KOTOPOE HYXXHO NPeanpuHATL 419 agpeca 3JIeKTPOHHOW NoYThl (LLeSIKHUTe
nepekoYaTenb B NpeanoyTuTesbHoM ctonbue, 4Tobbl 66ICTPO N3IMEHNTL OeNCTBUE):

* PaspewnTb — agpeca, KOTOpble CHMTAKOTCA 6e3onacHbIMA U C KOTOpPbIX Heobxoanmo
noJiydaTb coobueHus.

* 336HOKHPOBaTb — afpeca, KOTOpPbIE CHNTAIOTCA Hebe3onacHbIMM/CNamMoM 1 C KOTOpPbIX HE
HY>XXHO MnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerga npoBepsoTCA Ha Haan4yme cnamMa n KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI A5 OTnpaBKK Crnama.
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MpuMeyaHue — VHMOPMaLMA 0 TOM, KaK bblJ10 CO34aHO NPABMO U MPUMEHSETCS JIN OHO KO BCEMY
LOMEHY UK K foMeHaM Bosiee HU3KOro ypPOBHS.

YnpasneHue agpecamu

+ [NobaBUTb — LIEeNKHUTE, YTOObI 106aBMUTb NPABUIO AN HOBOrO ajpeca.
* U3MeHUTb — BbibepuTe 1 LWENKHUTE, YTOObl N3MEHUTH CYLLECTBYIOLLEE NPABUIO.

* Ypanutb — Bbl6epVITe N WEeNKHUTE, 4TOobbI yOoaJlnTb NMpaBuJio N3 CNinCKa aapecos.

HNobaBneHue nnm usMeHeHue agpeca

B 3TOM OKHe MOXKHO [06aBUTb WM U3MEHUTL afpecC B CNUCKE aipeCOB A5 3allMThl OT Crnama u
KOHUIypupoBaThb NpeanpuHMMaemMble 1enCcTBuUs:

Appec 3/1IeKTPOHHOM NOYTbl — aAPEC, K KOTOPOMY ByeT NMPUMEHSTbCS MPaBUJIO.
NMa — nms Nonb30BaTeNbCKOro Npasuna.

JencTBue — [eNCTBNE, KOTOPOE HEOOXOANMO NPeAnpPUHATL, EC/IN afipec 3NEKTPOHHON NoYThI
KOHTaKTa COBMNajaeT C alpeCcoM, yKa3aHHbIM B nose Appec 3/1IeKTPOHHOM NOYThI:

* PaspewnTb — agpeca, KOTopble CHNTAOTCSA 6€30NacHbIMI 1 C KOTOPbIX HE0H6X0AMMO
nosyyaTb coobLieHuns.

» 3abnokupoBaTb — agpeca, KOTOPbIE CHUTAKTCSH HEOE30MaCHBIMI/CMAaMOM U C KOTOPbIX He
HY>KHO MOJly4aTb COOOLLEHUS.

* UckniovyeHmne — afipeca, KOTopble BCerja NpoBepsoTCs Ha HaJMyme cnaMa U KOTopble MoryT
ObITb NOAAENAHbI U UCMOJIb30BaHbl A8 OTNPABKK CNaMma.

Becb BOMEH: yCTaHOBUTE 3TOT (PJIaXKOK, YTOObI MPUMEHUTL MPaBWUIIO KO BCEMY AOMEHY KOHTaKTa (He
TO/IbKO K agpecy, YKa3zaHHOMY B nojie Appec 3JIeKTPOHHOM NMOYThI, a KO BCEM afpecam
3JIEKTPOHHOW NOYTbl B AOMEHE address.info).

JLoMeHbl HUKHEro ypPoBHA: YCTAaHOBUTE 3TOT h1aXKoK, 4T0bbl MPaBMI0 NPUMEHANACh K AOMEHAM
HUXXHEro YPOBHSA KOHTaKTa (address.info npeACcTaBNseT AOMEH, @ my.address.info — NOAOOMEH).

3awuTa poctyna B UHTepHeT

MooknyeHne K MHTepHeTY CTasio CTaHAAPTHON (hYHKLMEN NepCcoHaNbHOro KoMnbloTepa. K
coxaneHuo, IHTepHeT TakXXe CTaJl U OCHOBHOW Cpefon pacnpoCcTpaHeHns Bpe4oHOCHOr0 KoAa.
®OyHKUMSA 3aMThl 4ocTyna B IHTepHeT ckaHmpyeT 0bMeH faHHbIMUK NO MPOTOKOMAaM HTTP (MPOTOKON
nepegayun runepTekcTa) n HTTPS (3awmnpoBaHHOe coeauHeHNE) Mexay Beb-bpaysepamu 1
yAanleHHbIMU cepBepaMu.

JocTyn K Beb-cTpaHmLaM, KOTopble cogep)xaT 3aBeloMO BPeOHOCHOe cofepxmmoe, 6okmpyeTcs
J10 3arpy3Kun coaep>XnmMoro. Bce ocTanbHble BEO-CTPaHULIbI BO BPEMS 3arpy3Ku CKaHUpyoTCca
aHTUBUPYCHbIM SAPOM ThreatSense 1 6/10KNPYOTCA B Clyvae 06Hapy)XeHUst Bpe4OHOCHOI 0
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cooepXxmmoro. 3awuTa noctyna B MHTepHeT no3sosiset 610KMpoOBaTb UK pa3pellaTb A0CTYN K URL-
alpeCcaM N NCKNKOYaTb aipeECa U3 CKaHWNPOBaHUA.

HacToAaTeNIbHO pekoOMeHAYyeTCa He OTKJYaTh 3awmnTy gocTtyna B MHTepHeT. YTobbl Nnosyy4nThb
LOCTYN K 3TON (PYHKLUMK, B [JIaBHOM OKHe nporpaMmsl > HacTpouka > UIHTepHeT 1 3/1eKTPOHHas
nouTa > 3awuTa pgocrtyna B MHTepHeT.

H - Bwaroueno: CEHEP‘DKEHHE 4] E.ﬂCKMpCEEﬂ BeB-CaToE C EPEACHOCHBIM COJEDHUMBINM.
acTporKa -

3awuTa oT pULLMHra
Brmroueno: cbHapyeHre 1 GNOKMPOBKE MOLLEHHWYECKHY W GHLLWHIOBE Beb-caiTos.

P
(es[:1) INTERNET SECURITY g o
(8 Oesor @ 4 3awwurta UHTepHeTa ?
Q CkaHnpoBaHue
KOMMNBHTEPE PoanTensckmii KOHTPOAbL
Omcntoueno nocroanne: Bnoknpoeka Beb-CafToB © ONacHBIM W OCKOpBHTENBHEIM
g OBHoBNEHNE COAEPHMNMBIN. >
3alWTHTE BCE napamMeTpsl naponem, YT Gkl npefoTERaTUTe HESGETOPHSOBaHHBIE
HaMeHeHKA.
E Cepeunc
3awwuTa goctyna B VinTepHet .n.

Crnpaeka n nogaepxka

BELIJ.HTE NoYTOBOIo KNWeHTa
./':w1 YyeTHan zanuce ESET Bwnroueno: CKaHWpOBaHWE ECCELLI,EHI.-Iﬁ_. NPUHWUMEEMBIX WU OTAP3BNAEMEIX NOYTOBBIM KTHMEHTOM.
[

HOME

3awmMTa oT cnama .n.v
Braroueno: CEHEP‘;-')KEHHE W YAaNEHWE HEXENATENEHBIX ECCELLI,EHHﬁ.

Progress. Protected. T¢ MM[‘IOPT W 3KCNOPT NapamMeTpoB 'ﬁ ﬂOnOﬂHHTE}IbeIE‘ HaCTpOﬁKH

3awmTa Beb-goctyna bynet otobpaxaTh cnegytoulee coobueHne B bpaysepe, Korga Bedb-canT
3ab610KMpoBaH:
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«—EI] Mpegynpexaenue! ESET X l—{— RV _ o X

& - O @ A FE =R | = L'

A O6Hapy>xeHa yrposa

371a Beﬁ-CTpaHL‘I Ld COAEPXMWT NOTEHUMANBHO ONacHOE COAEPXKMMOE.

¥rposa: HTML/Scrinject.B TposiHCKaa nporpamma

Bocryn kK Hemy 3a6nokmpoeaH. Baw komneioTep B 6esonacHocTw.

OTKpbITL Basy 3HaHWiA ESET | www.esetnod32.ru

NnnoCcTprupoBaHHbIE MHCTPYKL M

- CnepnytoLine cTaTby 13 6a3bl 3HAHWIN ESET MOryT ObITb AOCTYMHbI TOJIbKO Ha @aHTINACKOM fi3blKe:
* MickntoyeHmne besonacHoro Beb-canta 13 6JIOKMPOBKM 3aLUMTON A0CTYNa B UHTEPHET
* bnoknpoBka Beb-cariTa C NOMOLLbIO ESET Internet Security

B pa3nene flonosHuTeNbHbIE HaCTPOﬁKM (F5) > UIHTepHeT 1 3N1eKTPOHHaA noyTa > 3almTa
poctyna B UHTepHeT LOCTYNHbl YKa3aHHbIe HM)Ke BapuaHThlI.

5a30BbI — 4TOObI BKIOYUTb UK OTKIOYUTL 3TY PYHKLMIO B pacClLUMPeHHbIX NapamMeTpax.

Beb-npoToKosibl. BO3MOXHOCTb HAaCTPOVKN OTCIEXNBAHUA B CTaHAAPTHbLIX MPOTOKO/1aX, KOTOPble
ncnosb3yoTcs B bonbwnHCTBE 6pay3epos.

YnpaereHue URL-afipecaMu. 31eCb MOXHO 3afiaBaTb URL-afipeca, KoTopble cieflyeT 6JI0KNpoBaTh,
pa3peLlaTh UM UCKIIOYaTb U3 NMPOBEPKMU.

MapameTpbl ThreatSense — paclUMPEHHANA HAaCTPOKa MOLYNA aHTUBMPYCHOIrO CKaHWpOoBaHuA. [aeT
BO3MOXXHOCTb HaCTpanBaTb ONpefeNeHHbIe MapaMeTpbl, HaNnpUMep TUMN CKaHNpyeMbiX 06 beKTOB
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(coobLLeHNsa 3N1eKTPOHHOM NOYThI, apXMBbI U T. 4.), METOAbI 0OOHapy>XXeHna ANs 3alnTel 4OCTYNa B
NHTepHeT 1 T. 4.

NTERMNET SECURITY = =
JononHuTenbHble HACTPOUKKU Q x| 7
| Moayne o6uapyxennn ED B oOchosHoe 5
| O6Hosnenve @D BrntounTe 33Ty AocTyna B FIHTepHeT O o
33L|.|,|."|Ta CeTH BrnrouunTs paclWpeHHoOE CKaHWpOBaHWE CLIEHBPWER E‘[’JE';-'EE[’J‘E O ﬂ
HMHTepHeT 1 aeKTpoOHHaA Be6-npoTokonk '

nouta

3aWKMTa NOYTOBOTO KAWEHTA
| 3awmWTa AocTyna B MIHTepHeT

¥npaenenue URL-aapecamu 5

3awnTa oT GUILMHIA
3awmTa HaHKOBCKOW onnathbl MapameTpel ThreatSense b

PoauTeNLCKMA KOHTPObL
KouTtpons ycrpoiicte @D
Cepanc

WHTepgeiic nonsoBaTena
YeegomMaeHMA
Hactpoiku

KOHOWAEHUWANBHOCTH

Mo ymonyanuio GTDI( Otmena

PacluuMpeHHble napaMeTpbl HACTPOUKM
3alMTbl Joctyna B UHTepHeT

B pa3gene PaclumpeHHbie napaMmeTpsl (F5) > UHTepHeT U 3NeKTPOoHHas noyTa > 3aluTa
poctyna B UHTepHeT > Ba3oBbINA0OCTYMHbI YKa3aHHbIE HUXE BapUAHTHI.

BknounTb 3aWimnTy Aoctyna B UHTepHeT: Korfa 3T0T NapaMeTp OTKJYEH, 3aLlMTa A0CTyna B
MHTEPHEeT W 3alunTa OT (PULINHIE He OCYLLEeCTBAATCA. ITOT NapaMeTp SOCTYMNeH TOJIbKO B TOM
clly4ae, eciv BKJIl0HEHa unbTpaLmna NpoTOKO10B SSL/TLS.

Bkn04YMTb paclUMpeHHOe CKaHMpOBaHue cueHapueB Dpay3sepa: Korga 3ToT napameTp
BKJIIOYEH, BCE UCMOJHSAEMbIE B UHTEpPHET-bpay3epax Nporpammsl JavaScript OyayT NpoBepsATLCS
MoaysieM obHapyxeHus.

| HacTosTeNbHO pEKOMEHAYEeTCS HE OTKJII0YaTh 3alUTy AocTyna B IHTepHeT.

Beb-npoToKoONbI

Mo ymonyaHuio ESET Internet Security HACTPOEH Ha OTC/IEXMBaHWE NPOTOKOa HTTP, NCMOb3YeMOro
60MbLINHCTBOM NHTEPHET-Opay3epoB.
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HacTpo#Ka Mmoaynsa CKaHUPOBaHUSA HTTP

HTTP-TpaduK OTCNEXMUBAETCA A1 BCEX MOPTOB N NMPUJSIOXKEHNNA.

HacTpoika Mmoaynsa cKaHMpoBaHUA HTTPS

ESET Internet Security TakXxe nogep>X1MBaeT MPoBepKy NpoTokKosa HTTPS. B 3Tom Tune coefunHeHUs
ANs nepegayv nHGoOpMaLmMm Mexxay CeEpBepoM M KJMEHTOM UCNOb3YeTCs 3anNpPOBaHHbIA KaHa.
ESET Internet Security NpoBepseT CoOeANHEHNS, NCNONb3YyoWme MeToabl WNpPoBaHMa SSL 1 TLS.
MporpamMma cKaHUpyeT ToNbKo Te nopThl (443, 0-65535), KoTopble yKa3zaHbl B cnucke MopThl,
MCNoJib3yeMble NPOTOKOJIOM HTTPS, BHE 3aBUCMMOCTY OT BEPCUMN OonepaulnoHHON CUCTEMBI.

3aWwndpoBaHHbIe COEAVHEHUS CKAHMPYIOTCS N0 YMONYaHW0. YToObl MPOCMOTPETL HACTPOVKY
MOJly /il CKAHMPOBAHWS, OTKPOWTE pacLUMPEHHbIE MAapaMeTpbl 1 BbibepuTe UHTepHET u
3N1eKTPOHHasA nouTa > SSL/TLS.

YnpassieHue URL-agpecaMm

B pa3gene ynpasneHus URL-aapecamn MOXXHO 3a[laBaTb HTTP-aapeca, KoTopble bynyT
610KMPOBATLCSA, PA3PELIATHCA UK UCKIIOYATLCS U3 CKAHUMPOBAHWS COAEPXKUMOrO.

BKOUNTb (hnIbTPALIMIO MPOTOKOJIOB SSL/TLS — 3T0O YCTaHOBKA, MpeAyCMOTPEHHas Ha CilyyYai, Koraa
KpoMe HTTP-caToB TpebyeTca Takxe puiabTpoBaTb CalTbl, UCNONb3YIOLME NPOTOKOS HTTPS. B
NPOTMBHOM Clydae B CUCoK 6yayT nobasneHsbl TONIbKO NOCeLLeHHble BaMX LOMeHbl HTTPS-CanToB, a
He NoJsHbIN URL-afpec.

MoceweHne Beb-canToB, L0OaBNEHHBLIX B CMUCOK 3a0/I0KMPOBaHHbIX aApPecoB HEBO3MOXXHO, KpOMe
CnyvaeB, Korfa ux agpeca Takxe gobassieHbl B CNMCOK pa3peLlueHHbIX agpecoB. Beb-canTol u3
CNUCKa apapecoB, A KOTOPbIX OTKJIIO4EHO CKaHMpOBaHUe COAEPXXUMOro, 3arpyxatoTtca 6e3
NPOBEPKM Ha BPELOHOCHbLIN KOA,.

Ecnn Bbl XoTUTE 3a6/10KMPOBATh BCe HTTP-apeca, KPOMe aflpeCcoB, BK/IOYEHHbIX B aKTVBHbIN CNMCOK
pa3peLlueHHbIX aapecoB, o06aBbTe CUMBOA «*» B aKTNBHbIA CNUCOK 3a6/10KMPOBaHHbIX
afpecos.

B cnnckax MOXKHO MCM0JIb30BaTb TakMe CreunasibHble CUMBOJIbI, KaK «*» (3Be3404Ka) 1 «?7»
(BonpocuTeNbHbIN 3HAK). CMBOM 3BE3404KMN 3aMeHAeT Ntobyto NociesoBaTebHOCTb CUMBOJIOB, @
BOMPOCUTENbHbIA 3HAaK — Nilobon cMMBON. byabTe BHMMaTE/bHbI MPU YKa3aHUN aapecos,
NCKNOYEHHbIX 13 NPOBEPKM, MOCKOSIbKY 3TOT CMUCOK OOJKEH BKAOYaTb B Ce0S TONbKO LOBEPEHHbIE
N HagexHble agpeca. TOYHO Tak XXe HY)KHO ybeanTbCsa B TOM, YTO CUMBOJIbI WabnoHa * n ? B 3TOM
CMUCKe NCMoJb3yTCA NpaBuibHO. CBeAEHNS 0 TOM, KaK MOXXHO 6e30nacHo 0603Ha4YNTb LiebIN
[LOMeH, BKJl04asa BCe NoAAoMeHbl, CM. B pa3fesne Jobasnernne HTTP-agpeca Win Macku JOMeHa.
YT06bl aKTMBNPOBATL CMNCOK, YCTaHOBMTE (hNa)KOK CNUCOK aKTUBEH. ECn Bbl XOTUTE NnonyyaTb
yBeLOMJIEHNA O TOM, YTO B afPeCHYI0 CTPOKY BBOAUTCA afpec U3 TeKyLero crnicka, yctaHoBuTe
(hnaxok YBeaoMAATbL O NPUMEHEHUN.
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[loBepeHHble OMEHbI

Appeca He byayT oTMALTPOBaHbLI, ecnn NnapameTp UHTEpHeT U 3NeKTPOHHaA no4Ta >
SSL/TLS > UCKNIOYNTb COeAMHEeHne C A, 0BepPeHHbIMU A0OMEeHaMM BK/I0OYEH N [JOMEH
CYNTaAETCA HALEXHbIM.

NTERMET SECURITY O =

Cnucok aapecos

Wma cnucka Tune: appecos Onucanme cnncka
Cnucok paspelleHHbix 3apecos Paspeluero
Cnncok 3aBnoKWpoBaHHEIX 3pecos 3aBnokupoBaHo
CnucoK aApecos, MCKNHYERHB W3 CKAHWPOBAHWA cogepximore  HalfigeHHan speaoHocHan ..
Jo6aeuTs Wmnopt  3kcnopt

NobaesTe B cnvcok 3a6N0KWPOBAHHEX 34PECOB NOACTAHOEOUHKIN 3HaK (*), uTobbl Bnoknpoeats Bce URL-aapeca, kKpome agpecoE,

EKMHKJYEHHEBIX B CNWMCOK paspelleHHbIX.
“ Ommera

dNeMeHTbl yNnpaBJieHUA

[obaBuTb: CO34aHNe HOBOIO CMNCKa B AOMOJIHEHNE K MPEeABapPUTENbHO 3a4aHHbIM. 9TO MOXET
ObITb MONE3HO B C/IyYae, €C/IN Bbl XOTUTE NOTNYECKUN pa3aennTb pa3Hble rpynnbl afpecos.
Hanpumep, oanH CNNCOK 3ab/10KMPOBAHHbIX aApPecoB MOXET COAep)KaTb afpeca, NoyyYeHHble U3
Kakoro-n1mbo BHewHero nyban4yHoro YepHoro Crnvcka, a BTopon — agpeca, gobaBneHHble BaMu.
Takum 06pa3oM BHELLIHWUIA CIINCOK MOXKHO ByaeT nerko o6HOBUTb, HE BHOCA M3MEHEHWI B Ball
JINYHBIA CMUCOK.

N3MeHUTb: pefakTMpOBaHME CYLLECTBYIOLMX CMINCKOB. ICMoNb3yiTe 3Ty YCTAaHOBKY ANs
nobaBneHVa nnn yaoaneHns aLpecos.

Ypanutb: yaasieHne CyLLecTBYOLWMX CNUCKOB. TOJIbKO A5 CMUCKOB, CO34aHHbIX MOCpenCTBOM
KoMaHabl JLobaBuTb. YaaneHme CNMCKoB no YMOJ1HaHNIO HEBO3MOXXHO.

Cnucok URL-agpecoB

B 3ToM pa3pene MOXXHO yKa3aTb CIWUCKM HTTP-aipecoB, KoTopble OyayT 610KnpoBaThCS,
paspeLwaTbCs UK UCKYaTbCSA U3 MPOBEPKW.

Mo ymOn4aHuo OOCTYMHLI Cnefylolmne Tpu Crnmcka.

* CNMCOK appecoB, UCKJTIIOYEHHbIX U3 CKAHMPOBAHUA COmepPXUMOro. [115 BCex
n00aBNEHHbIX B 3TOT CMMCOK aipecoB MPOBEPKA Ha Hanyne BPeLOHOCHOM0 KOAA BbIMONHATLCS
He byper.
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* CNMCOK pa3peLueHHbIX aapecoB. Ecnn ycTaHoBNneH hnaxkok «MpefocTaBnUTb AOCTYN TObKO
K pa3peLleHHbIM HTTP-afpecaM», a B CNUCKe 3ab/1I0KMPOBAHHbIX aipecoB yKa3aH CUMBO
3Be3404KM («*» — BoKMpoBaTb BCe agpeca 6e3 ncknoyeHnin), nonb3osatesnto byaer
npefocTaBfieH JOCTYN TONbKO K pa3pelleHHbIM afpecam. Afpeca B 3TOM CMUCKE 0CTaloTCA
AOCTYMHBLIMU, [aXKe €C/IN OHW BKJIOYEHbI B CMINCOK 3ab/IOKMPOBaHHbLIX apecoB.

* Cnucok 3a610KMpoBaHHbIX aapecoB. [10/1b30BaTesNb HE CMOXET MOJYYNTb AOCTYN K
aZlpecam 13 3TOro CMMCKa, eC/iM OHWU He BKJIOYEHbI B CMIUCOK pPa3peLleHHbIX aflpecoB.

YT106bI CO3/1aTb HOBLIN CMNCOK, HAXXMUTE KHOMKY JLoOaBUTb. [1/19 yAaNeHNs BblAEeNEHHbIX CTMCKOB
HaXXMUTE KHOMKY YaanuThb.

NTERMET SECURITY o X

Cnucok aapecos

Wma cnucka Tunw appecos Onucanme cnncka
Cnucok paspelleHHbix 3apecos Paspeluero
Cnucok 3aBNoKMpoBaHHBIX 3pEecos 3aBnokwpoBaHo

Crnncok BAPECOE, MCKTHOYEHHEBIX W3 CKAHWPOBEHNA COAEpHNMOro HargeHHan BEPESOHTCHEA v

Jobapute  Mamenuts  Ypanuts Wmnopt  3kcnopt

NobaesTe B cnvcoK 3a6N0KNPOBAHHLIX 34PECOE NOACTAHOEOYHLIN 3HaK (*), yTobBul Bnokmpoeats Bce URL-agpeca, kpome agpecos,

EKMHKJYEHHEBIX B CNWMCOK paspelleHHbIX.
“ Ommera

|/|)'IJ'IPOCTpVIpOBaHHbIe NMHCTPYKLUUN

Cnepytowme ctaTb 13 6a3bl 3HaHWUIA ESET MOTYT ObITb JOCTYMNHbI TO/IbKO Ha aHI IMACKOM Si3bIKE:
* ickntoveHne be3onacHoro Beb-canta 13 6JI0KMPOBKM 3aLLIMTON AOCTYNa B UHTEPHET

* 6N0OKMpPOBKa BebH-calTa C MOMOLLbIO NPOAYKTOB ESET A Windows /19 JOMALLHEro
MCNOJb30BaHMUSA

LononHnTeNbHbIE CBEAEHNS CM. B pa3pene YnpaBJsieHue URL-afpecamu.

Co3paHue cnucka URL-appecos

B 3TOM AManoroBOM OKHE MOXXHO HACTPOUTb HOBbIN CMNCOK URL-afipeCcoB 1N Macok, KOTOpbIe 6y11yT
6J'IOKI/IpOBaTbC9|, pa3pewaTbCAa NN NCKNKYaTbCA U3 NMPOBEPKN.

MOXXHO KOH(PUTryprpoBaTh CliefyoLine onuun.
Tvn cnucka apgpecos. [JOCTYyMNHbI TPU TUMa CNUCKOB:

* HapaeHHas BpenoOHOCHas NporpaMma nponylieHa. Bce gobaBneHHble B 3TOT CANCOK
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afpeca He byayT NpoOBEPATCSA Ha HanM4yMe BpefOHOCHOr0 KoAa.
* 3abnokupoBaHo. [1oCcTyn K agpecaMm, yKa3aHHbIM B 3TOM cnncke, byaeT 3a610KMpoOBaH.

» Pa3pelueHo. [loCcTyn K aapecam, yKa3aHHbIM B 3TOM Crincke, byaeT paspelueH. Aipeca B 3TOM
CMnCKe pa3peLleHbl, AaXe eC OHN BKJIYEHbI B CMIUCOK 3a6/10KMPOBaHHbIX aJpecos.

NMAa cnucka: 34echb yKasblBaeTCq MM CrNCKa. 3T0 nosne 6yueT HEOOCTYMHO Npn penakKTUpoBaHNN
OOHOIro N3 npeaBapnTEJyiIbHO 3aaHHbIX CMNCKOB.

OnucaHue cnucka: 3gecb YKa3blBa€TCA KPaTKOE OnncaHmne Crimncka (Heobsi3aTeNbHO). TOT
NnapaMeTpP HeEAOCTYNEH NPU PpefaKTUPOBaHWN OAHOI0 N3 NPEABaPUTENIbHO 3adaHHbIX CMTUCKOB.

YT106bI aKTMBMPOBATbL €0, PALOM CO CMINCKOM LLeNKHMUTE 31eMeHT CRUCOK aKTUBEH. Ecnn
HeobxoAuMO nonyvyaTb YBeOMEHNE, KOr4a nNpu AOCTyne K Be6-calTaM NCNosib3yeTcs
onpefeneHHbIN CNNCOK, BbibepnTe YBeAOMAATb O NPUMMEHeHUU. Hanpumep, Bbl Moay4nTe
yBeOOMJIeHNe, Koraa foCTyn K Beb-canty byaeT 3a610KMpOBaH WAM pa3peLleH No npu4ymHe
NPUCYTCTBMUS €ro afipeca B Crucke 3abN0OKMPOBaHHbIX MK pa3peLleHHbIX aapecoB. Ha paboyem
CTO/1e 0TOOPA3NTCSH COOTBETCTBYIOLLEE YBELOMIIEHME.

Cepbe3HOCTb PerucTpupyemMbix cobbiTU. CBeEHNS 0 KOHKPETHOM CMUCKE, UCMOJIb3YEMOM MpU
AoCTyne K Beb-cainTaM, MoryT 6bITb 3aMmMcaHbl B haii/ibl XKypHaa.

DJZ1IeMeHTbl ynpaBieHusx

DobaButb. [JobaBneHne HOBOro URL-agpeca B CNNCOK (HECKONbKO aApecoB ciefyeT yKa3biBaTb
yepes 3anaTylo).

N3MmeHuUTb. l13MeHeHne CyLlecTBYIOWEro agpeca B cnnucke. OCTynHO TONbKO A1 afpecos,
CO3[aHHbIX C MOMOLbIO (YHKLMMN [LoBaBUTD.

Ypanute: yaaneHne CyweCcTBYOWNX afpecoB U3 cnncka. [LoCTyrnHO TOJIbKO A5 afpecos,
CO3AaHHbIX C MOMOLLbIO QYHKLUN JoOaBUTD.

NUmnopT. MnopT anna ¢ URL-agpecaMu (B Ka4eCTBe pasgenuntens ciegyeTt Ucnosib30BaTb paspbiB
CTPOKW, HanpuMep TEKCTOBbLIN (hall C KOAMPOBKOM UTF-8).

Kak pobaButb Macky URL-appeca

I‘Ipemue 4eM BBOAUTb Hy)KHbII7I ajpec ninm MmaCKy AoMeHa 03HaKOMbTECb C YKa3aHUAMUN B 3TOM
OManoroBoM OKHe.

ESET Internet Security MO3BOISIET NOJIb30BaTeAM 610KMPOBaTh AOCTYN K YKa3aHHbIM Beb-y31aM 1
npenoTBpalaTb oTobpaXkeHne ux coaepxumoro B Beb-bpaysepe. Monb30BaTENb MOXKET yKa3aTb
aflpeca, KoTopble He0BX0AMMO NCKYNTDL 13 NPOBEPKMN. ECNK NonHoe nMsa yaaneHHoro cepeepa
HEen3BEeCTHO WK NOJIb30BaTE b X04ET yKa3aTb rpynny yaaneHHbIX CEpBEPOB, TO A1
NOEHTUDUKALNN TaKON rPynbl MOXXHO MCMO/b30BaTb Tak Ha3blBaeMble MaCKU. ITW MACKK
obo3HayvalTCa cMMBoaMun ? 1 *,

* icnonb3ynTe «?», 4T06bl 3aMEHNTL 060N CUMBOJI.
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* icnonb3yiTe «*», 4TObbl 3aMEHNTb TEKCTOBYIO CTPOKY.

Hanpumep, Macka *.c?m NpUMEHSeTCs KO BCEM afpecaM, Y KOTOPbIX NOC/TeAHss YacTb HaYMHaAeTCs C
OYKBbI «c», 3aKaH4YMBAETCS BYKBOWM «m» U COAEPXXUT HEN3BECTHbIA CUMBOA MEXIY HUMM (.com, .cam W

T.40.).

HavyanbHasa nocnenoBaTeNlbHOCTL «*.» nepes UMEHEM fOMeHa UHTeprnpeTupyeTcs ocobbiM obpasom.
Mpexne BCero, B JAHHOM CJly4ae NoACTaHOBOYHbIN 3HAK * He COOTBETCTBYET CMMBOJY KOCOMN Y4epThl
(«/»). CMbICN 3TOro NckNoYeHns — n3bexxaTb 06xoLa Macku, Harnpumep, Macka *.domain.com He
OyLeT COOTBETCTBOBATb http.//anydomain.com/anypath#.domain.com (Takon CypduKC MOXHO
npucoeamHUTb K tobomy URL-agpecy, He BANAS Ha 3arpy3Ky). BTopas 0C0beHHOCTb B TOM, 4TO «*.» B
3TOM 0COOOM Cily4ae Tak)Xe COOTBETCTBYET MyCTOW CTPOKe. 9T0 No3eonseT 0603Ha4nTb O4HOM
MacCKoW Lenblin LOMEH, BKJI0Yas BO3MOXHbIE NOoAA0MeHbl. HanpuMep, Macka *.domain.com TakxXe
COOTBETCTBYET http.//domain.com. ICNONb30BaTb Macky *domain.com Bb1n0 Obl HEBEPHO, MOCKOJIbKY
OHa TakK)Xe coBnana Obl C http://anotherdomain.com.

3awuTta oT PULLUKHIa

OULWINHI — 3TO NPeCTynHas AesTeNbHOCTb C NCMOJb30BaHNEM COLMANbHOM NHXEHEPU
(MaHUNyMpoBaHMe NoMb30BaTENAMU AN NOAYYEHNS KOHPMAEHUNANBHOW MH(OpMaLMK). OULLINHT
NCNoJSIb3yeTCs ANS NONYYEHUS TaKUX KOHDPUAEHUNANbHbIX AaHHbIX, KaK HOMepa 6aHKOBCKMX CHETOB,
PIN-KOAbI W T. f. [lONOSHUTENbHbIE CBEAEHNS MOXHO HaTK B raoccapuu. MporpamMmma ESET Internet
Security obecneynBaeT 3alWmnTy OT (ULnHra, 6710KUpys Be6-CTPaHMLbl, 0 KOTOPLIX U3BECTHO, YTO OHU
PACNpPOCTPAHSAOT TakoW TUM COAEPXKMMOTO.

3aWwmnTa OT MLUNHIa BKOYEHA MO yMOAYaHM0. [JOCTyn K 3TOMY NapaMeTpy MOXHO MNOYyYnTb U3
rJ1aBHOr0 OKHa rnporpaMvsl: PaclumpeHHblie napaMeTpsl (F5) > AHTepHeT U 3N1IeKTPOHHas noyTa >
3awumTta oT (PULLUUHra.

[lONONHUTENbHbIE CBEAEHNS O 3aliMTe OT ULLIMHIA B NpOorpamme ESET Internet Security CM. B CTaThe
Halwlen 6a3bl 3HAHUN.

OocTyn K (DMLLIMHIOBOMY Beb-cauTy

Mpw gocTyne K n3BecTHOMY (hULLIMHIOBOMY Beb-CcalTy B Ballem Beb-6pay3epe oTobpa3utcs
cnefytolee anManoroBoe OKHO. ECav Bbl BCe paBHO XOTUTE OTKPbITh 3TOT BEB-CalT, WENKHNTE
snemMeHT UrHopupoBaTb yrpo3y (He peKoMeHayeTCs).
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37a Beb-cTpaHmua neitaetca 0BMaHyTb NoceTUTeNel, UToBbl OHY yKasanu
KOHOWAEHLMANEHYH WHOOPMALWKS, HAMPWMEP A3HHLIE ANA EXOA3 WU HOMEDA
KPEAWTHBIX KapT.

BepHyTbCA Ha NpeAbIAYLLYIO CTPaHULLy?

Coobuwmntk 0 HenpasunbHO 3a6N10KMpOBaHHON CTpaHuLe [JononHuTenbHble cBeAeHKA o GuwuHre | www.esetnod32.ru

Bpems, B Te4eHMe KOTOPOro MOXHO MOYYUTb AOCTYMN K NOTEHLMaNbHOMY (DULLNHIOBOMY Beb-
CanTy, 3aHeCeHHOMY B «benbln» CANCOK, MO YMOMYAHMNIO NCTEKAET Yepes HeCKOJIbKO HacoB.

. YT106bI pa3pewnTb AOCTYN K BEOG-CAaNTy Ha NOCTOSHHOW OCHOBE, UCMOJIb3YNTE NHCTPYMEHT

1 ynpasneHue URL-agpecamu. B pa3gene [LonoaHUTENIbHbIE HACTPOUKM (F5) > UHTepHeT K
3NEeKTPOHHaA noyTta > 3awuTa goctyna B MHTepHeT > YnpaBneHue URL-agpecamm >
Cnucok appecoB > U3MeHnTb 1 obaBbTe HeOOX0ANMBIN BEO-CAaNT B CANCOK.

CooOWwuTL 0 PULLMHIOBOM CalTe

Ccbinka CoobwuMTb N03BONSET COOOWUTL O (PULLMHIOBOM WSIM BPELOHOCHOM BEO-CaiiTe B KOMMAHMIO
ESET C UeNblo NPOBEAEHNS ero aHaansa.

Mpexne 4YeM OTNPaBASATb aApec Beb-caniTa B KOMNaHWO ESET, ybeamTeck B TOM, YTO OH
COOTBETCTBYET OAHOMY U HECKONIbKUM U3 CIeAyoWmnX KpUTepreB:

1 * Beb-cainT coBcem He obHapyXunBaeTcs.
* Beb-calT HenpaBubHO 0OHAPY>XXMBAETCS Kak yrpo3a. B TakoM ciyyae MOXXHO Co0bLLINTE 0
JIOXXHOW MeTKe (PULLIMHIOBOro CanTa.

Nnwn e agpec Beb-canTa MOXHO OTMNPaBUTb MO 3J'IEKTp0HHOl7I no4yte. OTnpaBbTe NUCbMO Ha agpec
samples@eset.com. [lOMHUTE, YTO TeMa NMNCbMa LOJIXKHA OMUCbIBaTb npoﬁnemy, a B TeKCTe NncbMa

129


https://phishing.eset.com/remove/rus
https://phishing.eset.com/remove/rus

cnepyeT yKasaTb MakCMMasbHO MOJHY0 MHGopMaumio o Beb-canTe (Hanpumep, Beb-canT, C KOTOPOro
Bbl MOMNaJiM Ha 3TOT CaWT, KaK Bbl y3Haau 06 3ToM cante n 7. 4.).

PoouTenbCKUN KOHTPOJb

Moaynb POAUTENLCKOrO KOHTPOS MO3BOJISET HAaCTPauBaTb COOTBETCTBYIOLLME NapaMeTpbl, KOTOpble
[A0T POANTENAM BO3MOXHOCTb MCMOb30BaTb aBTOMATM3NPOBaHHbIE CPeACTBa AN 3aLUUTbl CBOUX
LeTen 1 3aflaBaTb OrpaHNYeHNs ANa yCTPONCTB 1 cnyx0. Llenb 3aknioyaeTcs B NpefoTBpaLLeHNnN
[OCTyNa AeTen N NOAPOCTKOB K CTPaHULaM, COAEPXXNMOE KOTOPbLIX SBASETCS AN HUX
HenpuemMaeMbIM U BPELOHOCHbIM.

PoanTenbCKU KOHTPOb N03BOASET 610KMPOBaTh BEG-CTPaHMLbI, KOTOPbIE MOTYT COAEPXKaTb
noTeHUNaNbHO HexenaTeNbHble MaTepuasbl. Kpome TOoro, pogutenn MoryT 3anpewaTtbh 4OCTYn K
Beb-canTam npeaBapuTeNbHO 3adaHHbIX KaTeropun (bonee 40) n nogkaTteropuii (bonee 140).

Y1060l dKTUBNUPOBaATb pOJJ,I/ITE)'IbCKI/IVI KOHTPOJIb ONA onpeueneHHon yquH0|7| 3alncn NoJsib3oBaTeENA,
BbIMONHNTE Cnegytoline LencTemns.

1. Mo ymon4aHutio pO}J,I/ITeJ'IbCKI/II7I KOHTPOJIb B NMporpamme ESET Internet Security OTKJ/II04EH.
CyLLI,eCTByET [Ba cnocoba akTuBauumn poaANTENIbCKOIroO KOHTpPONA.

* B r1aBHOM OKHe NMPOrpaMmbl WenKHUTE 31eMeHT n nocnenoBaTesibHO Bblﬁepl/ITe
3J1IEMEHTDHI HaCTpOﬁKa > 3awmTa WHTEepPHEeTa > Poautennckumn KOHTPOJ1Ib, MNocCsie 4ero
BKHOHNTE quHKLI,VI}O poanNTENIbCKOro KOHTpPOA.

* HaxmuTte knasuwly F5, 4Tobbl OTKPbITH AepeBo PacluMpeHHbie napaMeTpsl, Bbibepute
MHTepHeT 1 3/1IeKTPOHHaA NoyTa > PoAUTENbCKUIA KOHTPOJIb 1 BKJIIOYNTE MOJI3YHOK PALOM C
3/1EMEHTOM BKAIOYUTb POAUTENBCKMA KOHTPOJIb.

2. B rnaBHOM OKHe nporpaMmel BbibepuTe 3nemMeHTsl HacTpouka > 3alimuTa MHTepHeTa >
PoauTtenbCKMi KOHTPONb. XOTH AN15 NapameTpa PoauTenbCKUM KOHTPOJIbL 1 0TOOpakaeTcs
3Ha4yeHue BknoyeHo, HeobxoAMMO HAaCTPOUTb POAUTENBLCKUA KOHTPONIb A5 HYXKHOW YHeTHON
3anucu. [1na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefyIoLLLeM OKHe BbibepuTe 31eMeHT
3aWwmMTUTL AETCKYIO YYeTHYIO 3anuch Wiy PoauTtenbckas yuyeTHas 3anuck. B crepyiowem
OKHe YKa)KuTe faTy poXXAeHus, 4Tobbl onpefennTb YPoBEHb AOCTYNa U NOAX0AALLME NS 3TOro
BO3pacTa Beb-cTpaHuubl. Tenepb pOANTENbCKUA KOHTPOJIb BKIOYEH 419 YKA3aHHON Y4YETHOW
3anucu. PALOM C MMEHEM y4eTHOW 3anncCK WeKHUTE 31ieMeHT 3ab10KupoBaHHbIe NapaMeTpbl
u copepxumoe, 4Tobbl 3a4aTb KaTeropun, Kotopbie TpebyeTcsa paspelmnTs nan 3abnoKMpoBaThb,
Ha BKNnagke Kateropuu. Ytobbl paspewmnTs uin 3ab10KnpoBaTh onpeaeneHHble Beb-CTpaHuL b,
KOTOpbIe HE COOTBETCTBYIOT KaTeropuu, OTKPONTE BKAAAKY VCK04YeHN .
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(es[E) INTERNETSECURITY - B X

O6zop Y 4 PoautenbcKMU KOHTPO/b O 7
CraHupoBaHue
KoMnbHTERE § 3alwTuTe BCe NapameTpbl Naponem, 4Tobs NPeLoTEPATUTE HEGETOPMI0EaHHbIE
= namerenns,

OBHoBNEHKME

DESKTOP-ILTJIDS/Ales
Cepeuc o i . ) .

BriGepuTe TMN y4eTHOW 2anMMon: YYeTHanA 3anMck A0A 3aluunTel pebeHka.../

poauTensCcKan yYyeTHan 3anuck

@ Hactpoiika

Cnpaeka n NogLepskKa BoiGepuTe TWN yUETHOM 2aNWMcK: YYeTHaA 3anvck ANA 3aluTel pebeHka.../ R
poaWTeNbLCKan YYeTHaA 3anuch

¥yeTHan 3anuce ESET
HOME

© JNobaeuTe HCKNKOYeHWA AnA Beb-caiTa... [Mokazatk KypHankl

Ecnun B rnaBHOM OKHe nporpamMmsbl ESET Internet Security WeNKHYTb HacTpouka > 3almMTa UHTEepPHeTa
> PoauTenbCKUM KOHTPOJIb, Bbl YBUAUTE ONMCAHHOE fanee COAEPXXMMOE MaBHOIro OKHa.

Y4yeTHble 3anucu nosb3oBaTtesien Windows

Ecnn Bbl cO38ann posb AN CYLWEeCTBYIOLLEN y4eTHOM 3anucK, oHa oTobpasnTcs 3gech. LenkHuTe
MON3YHOK, 4TO6bl PAAOM C MAPaMeTPOM POLANTENbCKOrO KOHTPOS A8 YHETHOW 3anucu

0T0OpPa3nNICa 3eneHbln PNaxxok . B akTMBHOM y4eTHOM 3anncu WwenkHuTe 3abJ1I0KMPoBaHHbLIE
napaMeTpbl 1 COAEPXKMUMOE, YTOObI MPOCMOTPETL CMMCOK Pa3peLleHHbIX A5 3TON YYETHON 3anncu

KaTeropuii Be6-cTpaHuL, a Takxxe 3ab10KMPOBaHHbIX N Pa3peLLeHHbIX BeB-CTpaHuL.
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YT0o6bl CO34aTh HOBYIO YYETHYIO 3anncb (Hanpumep, ons pebeHka), BOCNOAb3yNTECH
npueegeHHbIMK fanee nowarosbiMy NHCTPYKUMAMKU ans OC Windows 7 uin Windows Vista.
1.0TKponTe 3n1eMeHT Y4YeTHble 3anucu nosib3oBatenen. [171a 3Toro HaxxmuTe KHonky Myck
(B 1eBOM HUXXHeM yray paboyero ctona), Bbibepute NyHKT MaHenb ynpaBneHUa 1 LWeNKHUTe
YyeTHble 3anucu Nosib3oBaTeNen.

2.llenkHnTe YnpaBneHue y4eTHOM 3anuchbio nonb3oBaTtena. Ecav notpebyeTtcs BBecTu
naposib aAMUHUCTPATOPa UK ero NoOATBEP)XAEHNe, BBeAUTE Naposib UK NOATBEPXKAEHNME.
3.BbibepuTte Co3paTh YHETHYIO 3aMMUCh.

4.Beeonte nma AN y4eTHON 3anucu, BbibepuTe TUN y4eTHOM 3aMnCh, @ 3aTEM HaXXMUTE
KHOMKy Co3paTb YY4ETHYIO 3aMuch.

5.l1OBTOPHO OTKPOMTE NaHesb POAUTENbCKOrO KOHTPONSA. 1S 3TOro B rJ1aBHOM OKHe
nporpammbl ESET Internet Security BbibepnTe HacTponka > 3aliMTa MHTEepHeTa >
PoauTenbCKUM KOHTPOJb 1 LLENKHNTE 3HAYOK CTPENKMN.



Copep>xuMmoe HUXKHen 4acTu OKHa

[obaBuTb UCKNIOYEHMe ansa Beb-calTa : B COOTBETCTBUM C BAlLMMUN HACTPONKAMM KOHKPETHbIN
Beb-canT MoXeT 6bITb pa3pelleH nan 3abnoKMpoBaH OTAEbHO A1 KaXKA0N POANTENbCKON YHETHOM
3anucum.

MokasaTtb XXypHasabl: 3TOT NapaMeTp NO3BOJISeT NPOCMOTPETh NOAPOOHbLIN XYpPHan A4eNCTBUIA
(PYHKUMN pOANTENBCKOrO KOHTPOAA (3a6N10KMpOBaHHbIE CTPaHULbI, y4€THas 3anncb, AN KOTOPOR
CTpaHuua bbina 3abnokmpoBaHa, KaTeropusa v T. M.). Takxxe 3TOT XXYPHaa MOXXHO OT(UAIbTPOBaTb Ha

oCHOBe Bbl6paHHbIX KPUTEPUEB, Ha)XXaB KHOMKY tbuanpau,vm.

PoouTenbCKUNU KOHTPOJIb

Mocne oTKNOYEHMA DYHKLNN POANTENBCKOrO KOHTPOAS 0TOBPa3nTCa OKHO a OTKNIOUYUTDb
poAMTEeNbCKUN KOHTPONb. C ero noMoLbio MOXKHO HAaCTPOUTbL BPEMS, Ha KOTOPOE OTKJIYaeTCs
TakKasd 3awmTa. locne 3Toro 3HavyeHNe napaMmeTpa N3MeHNTCA Ha NMPUOCTaHOBAEGHO 1N
MONHOCTLIO OTKJIIOYEHO.

Ba)xHO 3awimwaTh NnapaMeTpsbl ESET Internet Security naponem. Tako Naposb 3aaeTcs B pasgene
HacTpovka noctyna. Ecnm naponb He 3afaH, 0Tobpa3nTca cnegyiollee npeaynpexaeHue:
3awWwuMTUTL BCE NapaMeTpbl naponeM, 4Tobbl NpeaoTBPaTUTh HECAHKLMOHUPOBAHHbIE N3MEHEHNS.
OrpaHunyeHns, yCTaHOBJIEHHbIE B pa3aenie «PoANTENbCKUIA KOHTPOb», PACNPOCTPAHATCSA TObKO
Ha CTaHAapPTHbIE YYETHbIE 3anncK Nob3oBaTenien. NoCKOIbKY agMMHUCTPATOP MOXXeT 060nNTH
nobble orpaHMYeHns, To OHM He ByayT AeNCTBOBaTb.

015 npaBuibHON paboTbl POANTENLCKONO KOHTPOS A0/MKHBI BbITh BKAOYEHbI (YHKLK
OuAbTPaLINS COAEPXMMOro, NepelaBaeMoro no NPOTOKOAaM NPUI0XKEHUIA, [TpoBepKa
NpOTOKO0a HTTP 1 ®aiiepsosi. M0 YMOMYAHMIO OHU BKJIKOYEHBI.

NckniovyeHuns, Kacaowmecs Beb-cantos

Y1066l 4O6aBMTL UCKIOYEHNE ONs Beb-canTa, nocnenoBaTenbHO BoibepuTe anemeHTsl HacTponka >
3awmTa MHTepHeTa > PoauTenbCKMA KOHTPOJIb, 3 3aTEM LLENKHUTE 3n1eMeHT JLlob6aBuTb
MCKJloYeHue ans Beb-canTa.
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L3
(es[z}) INTERNET SECURITY o X
[ Qtzop (1] 4 PoauTeNbCKUIA KOHTPOb O 7
Q CraHWpoBaHWE
I DS § 3awwTuTe BCe NapameTpbl Naponem, YT0GbI NPeA0TEPaTMTL HEaBTOPM30BaHHbIe
- ' nameHeHwA,
] OBHoBNEHWE
. DESKTOP-ILTJIDY/Alex
E e m BriGepuTe TWN YyUYETHOW 2anncl: YYeTHaR 3anuck A0A 3alWTel pebeHka.../ R
POAWTENLCKAA YYETHAA 3anuch
@ HacTtpoiika
DESKTOP-ILTJIDS/User
@ Cnpaeka n NoAaepsKKa m BriGepuTe TWN YUYETHOW 2anKci: YYeTHaR 3anuck ANA 3alWTel pebeHkKa../ R

poAMTENBCKaR YYeTHaA 3anMch

Yyernan 3annce ESET

HOME

®

Progress. Protected. (2 [o6aBuTL UCKIOYEHUA AnA Beb-caiiTa.. 1l MoKazaTk XKypHakl

BeeaunTte URL-agpec B nosie URL-agpec Beb-cauTa, Bbibepute v (pa3peLueHo) nam @
(3a610KMPOBAHO) AN KaXX A0 YyYETHOWN 3anncy Nosib30BaTenNs, Noce Yero HaxxmuTe KHonky OK,
4yT0b6bI f,06aBNTL MCKOYEHME B CMINCOK.

INTERNET SECURITY o x
WNcknroueHue, kacarwueecsa seb-canta ?

Ykamute URL-agpec seb-caita v euiBepuTte, ANA KAKMX YYETHLIX 3anvMceld Nons3oeatenei
OH gonxeH ObiTe 2a010KMPOBAH WAWM PazpeLleH.

URL-aapec eeb-caiita
l'ltt[::l:_."’_."l
YUeTHeIE 3aNMCK NONb30BaTENEH

(O DESKTOP-ILTIDY/Alex »

D DESKTOP-ILTIDS/User

% oK OTmeHa
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YT106bI YOanUTb URL-aflpec U3 CNNCKa, NOC/IeA0BaTENbHO LWENKHUTE 31eMeHThl HacTpouka >
3awumTa MHTepHeTa > POaUTeNIbCKUI KOHTPOJIb, 3aTEM LLENKHUTE 31eMeHT 3a6N10KUpPOBaHHbIe
napameTpbl U COAEPXUMOeE 11115 HY>XHON YYETHOW 3anncuy, nepenante Ha Bknaaky UcknroueHue,
BblbepuTE NCKNIIOYEHNE N HAXXMUTE KHOMKY Y AaNUTb.

(®s[ INTERMET SECURITY %
[obaBuTb y4eTHyr 2anncb NoJibzoBaTeNs ?

WMcknroyenna  Kateropui

WMecknueHun

eAcTENE URL-appec geb-caiTta

HdoGaenTh Konupoeatk

Bo Bcex cnuckax URL-afpecoB Hesb3s UCMNOob30BaTh CreumnanbHble CUMBOJIbI «*» (3Be3[04Ka) U «7»
(BONpocuTeNbHbIN 3HAK). HanpuMep, BPy4HYHO HY>XXHO BBOAUTL agpeca Beb-CTpaHuL, C HECKOJIbKUMU
[LOMEHaMWN BEPXHEro YPOBHS (examplepage.comexamplepage.com, examplepage.skexamplepage.sk U T. 1.).
Mpu gobaBneHnn gOMEHa B CMUCOK BCE COAEPXKMMOE, PAaCMOJIOXKEHHOE B HEM 1 BO BCEX MOAAOMEHAX
(Hanpumep, sub.examplepage.comsub.examplepage.com), by neT pa3peLweHo nam 3abaoKMpoBaHo B
3aBMCMMOCTW OT BbIBpaHHOIro BaMn AENCTBMA Ha OCHOBe URL-aapeca.

BnoknpoBaHue namn paspelleHne KOHKPETHON BEB-CTpaHNLbI MOXET BbiTb 6osiee TOYHBbIM, YeM
610KMpoBaHMe unn paspelleHne Kateropun seb-ctpanuu. CneagyeT 6biTb 0COBEHHO
BHUMATE/IbHLIM MPU U3MEHEHUN 3TUX NapaMeTpoB U AobaBAeHUN KaTeropmum unu sebd-
CTPaHMLbl B CMUCOK.

Y4yeTHble 3anUcCuv noJib3oBaTesieun

STa HaCcTpoWKa AOCTyNHa B pa3fesie PaclumpeHHble napaMeTpsl (F5) > AHTepHeT U 3N1IeKTPOHHasA
nouta > PoauTeNnbCKUN KOHTPOb > YYeTHbIe 3anucu nosib3oBatens > I3MeHUTb.

B 3TOM pa3paene MOXKHO CBsi3aThb YYETHbIE 3aNUCK NoJb30BaTeen Windows, UCMONb3yeMble
DyHKLMEN pOaNTENbCKOrO KOHTPOIS, C ONpeAeneHHbIMU N0b30BaTENSIMU C LIE/bI0 OrPaHUYeHNS NX
LOCTyrNa K HEMPUeMIEMOMY WM OMACHOMY COepXXUMoMy Yyepe3 VIHTepHeT.
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Ctonoupbl

Y4yeTHan 3anucb Windows: UM$ N0Jib30BaTeNS.

BKAIOYEHO: KOrAa 3TOT MNapaMeTp BK/OYEH, POANTENLCKUA KOHTPOJb 419 KOHKPETHON Y4YeTHON
3anncu Nosb30BaTeNst aKTUBEH.

L oMeH: nMs IoMeHa, K KOTOPOMY MPUHAANEXUT MOJIb30BaTEJ1b.

JeHb poXXaeHus: onpeaenseT BO3PacT Nosb30BaTeNs, KOTOPOMY MPUHAANEXUT y4eTHas
3anuce.

dNeMeHTbl ynpaBJieHUA

[ o6aBuTb: 0TO6paXKeHNe AManoroBoro okHa PaboTa c y4eTHONM 3anunchblo Nob30BaTens.

N3MeHMUTb: 3Ta KHOMKa faeT BO3MOXXHOCTb U3MEHUTb BblIOpaHHbIe y4eTHbIE 3anucu.
Ypanutb: yaaneHune BolbpaHHON y4eTHON 3anumcu.

O6HOBMUTDL: eC/in Bbl 06aBMAN YHETHYIO 3aNnCb NOAb30BaTeNS, ESET Internet Security MOXXeT
0OHOBMTb CNUCOK YYeTHbIX 3anucei nonb3osaTesnen 6e3 HeobxoAMMOCTM NOBTOPHOIO OTKPLITUSA
[laHHOr 0 OKHa.

KaTeropuu

YcTaHoBUTE (.b}'la)KOK B cTonbue BKaoYeHo pagom C KaTeropme|7|, 4YTOObI pa3pelwnTb ee. Ecnun
OCTaBWUTb 3TOT q:)ﬂa>KOK CHATbIM, COOTBETCTBYOLWaA KaTeropna ona DaHHOW y‘-IeTHOI7I 3anncum
pa3pelueHa He bynerT.

NTERMNET SECURITY e

[obaBuTb yY4ETHYHO 3anNncbk NONb30OBaTeNs

McknkoueHuA  KaTeropuu

Karteropum

0=
g
3
H
]
E
=]

Kareropua Bospacr
ApTomMoBUaKn Bce
ArpeccHBHbIi 18+
Ankorone w TaGak 18+

Bes katercpun 18+

(N NN N

BusHec n kapeepa Bece
BpeaoHocHoe cogeprmoe C orpani...

Jetn Bce

8Q

,.-:|,I-1Ha|'.|l-1‘-lE-_'|-'.CE COAEQHUMOE Bee

Konwpoeatk

Huxe npuneeneHbl HEKOTOPbLIE NPUMEPDI KaTeropvu7| (rpynn), 0 KOTOPbIX MOJZIb30BaATENAM MOXET ObITb
Hen3BeCTHO.
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* Pa3sHoe: 06bI4HO YacCTHbIE (10KaNibHbIE) IP-agpeca, HanpuMep aApeca B MHTPAceTy
(127.0.0.0/8, 192.168.0.0/16 n T. o). Beb-cant, Ha KoTOpoM oTOBparkaeTcs Kog ownbku 403 nnn
404, Tak>Xe nonagaeT B 3Ty KaTeropuio.

* He paspelueHHan: JaHHaa KaTeropus BkAOYaeT BeO-CTPaHNLbI, KOTOPbIE HE pa3peLLeHbl 13-
32 BO3HWKHOBEHUS OWNOKM Npu NOAKAYEHUN K MOAY 0 6a3bl JaHHbIX POAUTENbCKOrO
KOHTPOJIS.

* be3 KaTeropmMm: Hen3BeCTHble BeO-CTPaHNLbl, KOTOPLIX elle HeT B 6a3e AaHHbIX
POAUNTENLCKOrO KOHTPOS.

* IMHaMmnueckasn: Beb-CTpaHuMLbl, KOTOPbIE NepeagpecoBbLIBAOT Ha APYyrne CTPaHULbl APYrmx
Beb-canToB.

PaboTta c yyeTHOM 3anucbio NOJib30BaTeNA

B 3TOM OKHe Tpu BKnagku.

Ooowue

LlenkH1Te NON3YHOK PALOM C 3/IeMeHTOM BknovyeHo, 4ToObl BKIOYUTL POAUTENbCKUN KOHTPOJIb
L0192 BbIOpaHHON HUXe y4eTHOWN 3anmcm Windows.

MepBbiM AENOM HYXXHO BbIOpPaTh y4eTHYI0 3aNnCb CUCTEMbI Ha CBOEM KoMMbtoTepe. OrpaHnYeHus,
yCTaHOBJ/IEHHbIE B pa3faene «PoaNTeNbCKUA KOHTPOJIb», PaCMpOCTPaHATCS TOJIbKO Ha CTaHAAPTHbIE
y4yeTHble 3anucm Windows. ALMUHUCTPATUBHbIE YYETHbIE 3aN1CK NO3BONIAIDT 00X0ANTL OrpPaHNYEHNS.

Ecnn y4eTHas 3anmcb MCNOb3yeTCs OAHWUM 13 poauTenen, BolbepnTe BapnaHT Poautenbckas
y4yeTHas 3anuchb.

YKaxnTe paTy poXXaeHusa pebeHka /11 y4eTHON 3anuncuy, 4Tobbl onpeaennTb ee ypoBeHb 0CTyna
¥ 3a4aTb NpaBufia JOCTyNa K NOAXOAALWMM Mo BO3pacTy Beb-CTpaHMLaM,

Cepbe3HOCTb perucTpupyeMbix coobITuM

MepcoHanbHbIN hanepBo ESET Internet Security COXpaHAeT AaHHble 060 BCEX BaXKHbIX COObITUSAX B
thanne xxypHasna, KOTOPbIA MOXXHO OTKPbITb 13 F1aBHOr0 MeHi. LenkHnte CepBuc >
[ononHuTenbHble cpencTBa > Palnbl XXYPHaNoB 1 BbibepuTe B paCKpbIBalOLLEMCS CNCKE
XXypHan 351emMeHT POOUTENbCKMA KOHTPOJIb.

* IMarHoCTUKA: perncTpupyeTcs nHdopmaums, Heobxoanmasa ons TWATENbHON HACTPONKM
NPOrpamMmbil.

* UHdopmauma: 3anunceiBatoTCs MHPOPMaLMOHHbIE COOBLLEHNS, B TOM YNCE pa3peLLEHHbIE U
3a0/10KMPOBaHHbIE UCKJIOYEHNS, @ TaKXKe BCE NepPeYNC/IEHHbIE BbiLLE 3aMuCu.

* MpepynpexpeHue: 3anncbiBaeTCs MHGopMaLumns 060 BCEX KPUTUYECKUX oLnbKax 1
npenynpexxaeHusx.

* Hu4ero — XxypHasbl He co3aloTcs.
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NckniouyeHus

Co3faHune NCKJIYEHNS NO3BONSET Pa3peLLnTb NN 3anNpPeTUTb N0Jb30BaTEN0 A0CTYN K Beb-canTam,
OTCYTCTBYIOLLMM B CANCKE UCKIOYEHWUA. DTO NOJIE3HO, ecan TpebyeTcs KOHTPOMPOBATL AOCTYN K
onpenesieHHbIM Beb-caliTaM BMECTO UCM0/1b30BaHUS KaTeropuii. ICKntoYeHns, co3faHHble A5 04HOW
YYETHOW 3anncu, MOXXHO CKOMMPOBATL U NCMOMb30BaTh AJ18 APYroi y4eTHOM 3anncu. TO MOXET
6bITb NONE3HO, Koraa TpebyeTcs Co3AaTb UAEHTUYHbIE NPaBWNa ANa aeTen 6an3koro Bo3pacTa.

Ha)xmnTe kHornky Jlo6aBuTb, 4T0ObLI CO34aTb HOBOE UCKJIOYEHMNe. 3aaanTe lencTBue (Hanpumep,
BnokupoBaTb), BbIOpaB ero B pacKpbiBaloLLEMCS CMUCKe, BBeaMTe URL-aapec cauTa, K KOTOpoMy
NPVMEHSAETCS AaHHOe UCKIIYeHMe, 1 HaxxmuTe kHonKy OK. HoBoe ncknoyeHme byget nobasneHo B
CMMCoK umetowmxcs, roe byaert otobpaxkaTbCs Tak)XXe ero CoOCTOsIHMeE.

JlobaBuThL: CO3daHMe NCKITIOYEHUS.

N3MeHUTb: KOMaHAa, N03BONAIOWAA U3MEHUTb URL-appec BebO-cauTa nnn [leucreme ons
Bbl6paHHOFO NCKJTIOYEHNA.

Ypanutb: KoMaHa, yaanaoLwas BbibpaHHOE NCKIYEHNE.

KOﬂMpOBaTbZ BbI6€pVITe NnoJsib30BaTeEJiIA B paCKpbiBalOLWEMCA MEHIO, OTKYa Tpe6yeTc9| CKOMnumpoBaTb
COo3[aHHOE UCKNIoYeHu e.
@SED INTERNETSECURITY X

,ﬂ,OﬁaBMTb YHETHYH 2anicb MOJIb2OBATENA

WMcknouedna  KaTteropum

WMcknrmouerna

Jekcrene URL-appec Bet-caiita

JobaeuTh Konupoeats

3afaHHble UCKJIYEeHNA NepeonpeaensoT KaTeropmu, onpeseneHHsle 45 BblbpaHHbIX Y4EeTHbIX
3anuceil. Hanpnmep, ecnn Ans y4eTHom 3anucuk 3abnokuposaHa kateropus HoBoCTH, HO NMpu 3TOM B
KayecTBe UCKJII0YeHMs 3a/laHa pa3pelleHHas HOBOCTHas Beb-cTpaHumua, To aHHasa Beb-cTpaHuLua
ObyneT [OCTynHa ANs 3TOM y4eTHOW 3anucu. Jliobble caenaHHble 34eCb U3MEHEHUSA MOXXHO
NPOCMOTPETL B pasfene VCka4eHuns.
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KaTeropum

Ha Bknagke KaTteropmm MoXHO 3afaTb 06LLUMe KaTeropumn Beb-calToB, KOTOpbIE CneayeT
6I0KMPOBaTbL WAK pa3pellaTh A1 KaXKA0N y4eTHOW 3anucy. YTobbl pa3pellnTb KaTeroputo,
YyCTaHOBUTE PSAOM C Hell thnaxkok. Ecnm hiiaxxok He yCTaHOBJIEH, COOTBETCTBYIOLLASA KaTeropus As
[aHHOW YYETHON 3anncu paspelleHa He byaerT.

KonupoBaTb: N03B0SIET CKONMPOBATh CMMCOK 3a6/I0KMPOBAHHLIX NN pa3peLleHHbIX KaTeropui n3
CYLLEeCTBYIOLLEN U3MEHEHHOW YYE€THOM 3anncu.
NTERNET SECURITY X

,ﬂ,OﬁaBL‘ITb YHETHYH 2anincb NoJib20BaTenA

WoknioweHna  Kateropum

KaTteropum

[=-]
g
]
H
]
=
]

Kareropua Bozpacr
ApTomMobran Bce
ArpeccuBHbBIR 18+
Ankorone w TaBak 18+

Bes kateropun 18+

(NN NN

EnsHec n kapeepa Bce
BpeaonocHoe cogepnmoe C orpatu...

Jeti Bee

oQ

,':LLIHEI‘.ILIHECKCE COAEpHMOE Bee

Konupoeats

KonupOBaHue UCKJZIIO4YEeHUA U3 NOoJib30BaTeNnA

BbibepnTe NoNb30BaTeNs B PaCKpbIBAOLLIEMCS CNUCKE, OTKYAa TpebyeTcs CKONMMpPoBaTh CO3AaHHOe
NCK0YEHMe.

KonupoBaHue KaTeropuin U3 y4eTHOHW 3anucu

Mo3BONSIET CKONUPOBATb CMNCOK 3ab/0KMPOBAHHbIX UM Pa3peLLEHHbIX KaTeropun us
CYLLECTBYIOLLEN NU3MEHEHHOW YYETHOM 3amnncu.

BK/IO4YUTb POAUTEJNIbCKUMA KOHTPOJIb

MapameTp BKAIOYMTbL POAUTENIbCKUA KOHTPOb MO3BO/ISIET MHTErPUPOBaTh DYHKLMIO
POANTENLCKOr0 KOHTPOSA B ESET Internet Security.
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3aliuTa CeTu

KoHdurypaumio 3aLlinTbl CETU MOXXHO HalTK Ha NaHenn HacTpo#ka B paszese 3awmuTa CeTu.

Y1060l NMPNOCTAaHOBUTb NN OTKNIIOYUTbL OTAEJIbHbIE MOAYIN 3alNThI, LLENKHUTE 3HA4YO0K NOJI3yHKa

IA OTKAYeHNE Mo,uyne|7| MOXXET NMPUBECTUN K CHUXKEHUIO YPOBHA 3alllThl Ballero KOMMbOTEPa.

1 — O X
(es[:}) INTERNET SECURITY
Pt=op (1] 4 3awuTa cetTH ?
CkaHupoBaHue
KOMMEHOTERE Daiiepeon
‘) Brarouena: uNbTpaLMA BXOSALLIEND W MCHOAALLErD CETEBOTD Tpadmea, ﬂ' hd
OBHoBNEHKME ABTOMATUYECKHIA peximM
3awmMTa oT ceTeBblx atak (IDS)
Cepemc () Brntoueno: oBHapykeHWE BXOAALLMX CETEBLIX ATaK. »
@ Hacrpoiika ‘3 3awmTa oT GoTHETOB el
Braroueno: C'EHB[’J;-'.‘{ZEHI.IE GOTHETOE K 'E.-'ICF.II[’JCE‘I'.B COEAMHEHKWA C HHMK.
Cnpaeka n NoALep:kka MoaknoyeHHkle CeTH >
M eTnana e BIESEl YepHeii cnucok BpemenHslx IP-aapecoe >
HOME 3abnokupoBaHHbIe agpeca: 0
L MacTep ycTpaHeHHA HenoAagoK S

HepaeHo zabnokuMpoBaHHbIE NPUNOIKEHUA WK YCTpolicTEa: O

T, Wmnopr 1 akcnopT napametpoe L} [JononHUTeNLHLIE HACTPOIKM

®dauepBos. 34eCb MOXKHO HACTPOUTb PeXXnUM punbTpaumm Ana ganepsona ESET ***. TakKe MOXHO
MOJyYUTb JOCTYM K AOMOIHUTENbHBIM HACTPOMKAM, LLIEJIKHYB 3HAYOK LiecTepeHkn £ > HacTpouTb
PALOM C 3/1eMeHTOM ParnepBON WM HaXaBs KaBuLwy F5, KOTopas Bbi3blBaeT MeHIO PacluMpeHHble
napameTpbl.

HacTpouTb: 0TKpbIBaeTCA OKHO «PanepBosi» B MEHIO AOMNONHUTENbHbIX HACTPOEK, B KOTOPOM
MO>XXHO onpefennTb, Kakum obpasom anepson byaet obpabaThiBaTh CETEBOM 0OMEH AAHHbLIMU.

MpuoctaHoBuTbL paboTy hanepBona (paspewnTb Becb TpauK): nencTene, obpatHoe
610KMPOBAHMIO BCErO CETEBOro Tpaduka. B 3ToM pexume hanepBon OTKOYAET BCe DYHKLUN
(uvnbTpaumm 1 paspeLLaeT BCe BXoAfALWME N ncxogawmne coefuHeHuns. LLenkHute BKaoYmTb
¢danepson, 4T0b6bI MOBTOPHO BKAOYNTL DariepBo, Korga aas uabTpauum ceTeBoro Tpagmka
BKJIIOYEH 3TOT PEXUM,

BnokupoBaTb Becb TpadMK: BCe BXOASLLNE N UCXOaALLME coeanHeHns ByayT 610KMpoBaTLCSA
dalepBosioM. icnonb3yinTe 3TOT NapaMeTp TONbKO B 0COBbLIX C/lyyasix, Korha BO3HMKAET onacHas
KpUTMYeckas cuTyauus, Tpebytolas HeMeaIEHHOr0 OTK/OYeHNS oT ceTu. Ecam ans dunbTpaumm
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ceTeBOro Tpaguka BbibpaHo cocTosiHMe BnokupoBaTb BeCb TpadHuK, LiefKHUTe OCTaHOBUTDb
6n10kuMpoBKy Bcero Tpacmka, 4Tobbl BOCCTaHOBUTHL HOpManbHY0 paboTy (hanepsona.

ABTOMaTH4YECKUN PEXXUM (eCiM BKIIOYEH OPYron pexuMm uibTpauumn): BOCNONb3yNTeCh 3TON
KOMaHAou, 4Tobbl mepeBecTn (uILTPaLMI0 B @BTOMATUYECKUA PEXUM (C y4eTOM npaBuJ,
onpeaenseMbix Nosb3oBaTeNem).

NHTepaKTUBHBLIN PEXUM (eC/I1 BKJIIOYEH APYron pexuM huibTpaumm): BOCNOJSIb3yNTeChk 3TON
KOMaHZoM, 4Tobbl NnepeBecTy hnabTPALNIO B MIHTEPAKTUBHbLIN PEXUM.

3awmTa OT ceTeBbiX aTak (IDS): aHaN3 COAEPXKUMOro CETEBOr0 TpadhrKa 1 3aliMTa OT CETEBbIX
aTak. Jliobon Tpaduk, KOTOPbLIN ONPeaenseTCcs Kak «BpeaoHOCHbIN», byaeT 3abnokmpoBaH. ESET
Internet Security 6yaeT MHGOPMMPOBaTL NPU NOAKIYEHUN K HE3aLLULLEHHON 6eCnpoBOAHON CETH
NN ceTn co cnabonm 3awmnTon.

3awmTa oT OOTHETOB: 6b|CTpO€ N TOYHOE BbiABIEHNE BPEAOHOCHbLIX NMPOrpamMMm Ha KOMMbIOTEPE.

MopkniovyeHHble ceTu: 0TobpaXkeHne ceTen, K KOTOPbIM NOAKOYEHbI CeTeBble aganTepsl. Mocne
rnepexoja rno CCblsKe NoJ UMEHEM CETU NOSIBUTCS BCM/bIBAOLLEE OKHO, B KOTOPOM Bbl CMOXETE
KOHMOUIYPUPOBaTb CEThb KaK AOBEPEHHVIO.

BpeMeHHbIN «4epPHbli» CMUCOK IP-afpecoB: 0TOOPaXKeHne CNcka IP-aipecos, KoTopble bl
06Hapy>XeHbl KaK UCTOYHUKM aTaK 1 [06aBieHbl B «4EpPHbIA» CNUCOK AN1s 6NOKMPOBKM COEANHEHNS B
TeyeHue onpeneseHHoro nepnoaa BpeMeHu. Ytobbl NoNyYMTb AONONHNUTENBHYIO MH(DOPMALMIO,
BbIbEpUTE 3TOT MapaMeTp, a 3aTeM HaxxMuTe F1.

MacTep ycTpaHeHUs HenosapoK: NOMOraeT yCTPaHATb I'Ip06ﬂeMbI C noaKnw4yeHmemM, Bbi3BaHHbIE
q3a|7|epBon0M ESET. Ong nonyvyeHna OonoJIHNTENbHbIX CBeOEeHun CMm. pa3fnen MacTtep ycTpaHeHus

HenosanokK.

PacluupeHHble napaMeTpbl AJ1A 3alUThbl CeTH

B rnaBHOM OKHe MporpamMmmsl WenkHUTe HacTporka > PacluMpeHHblie napameTpsl (F5) > 3awmTa
cetu.
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NTERNETSECURITY o X
AononHuTeNbHble HACTPOWKMK Q X7

Moayne obHapyxeHna | = OCHOBHOE :’

O6HOBAEHWE
| B WM3secTHele ceTk 5 O

| 3awmTa ceTn

B 3oHu 5 @

®akepeon
3awWWTa OT ceTeBbIX aTak

MucnekTop cetn 5
MIHTEPHET WM 3NeKTPOHHAA

nouta
KoHTponb ycTporcTB
Cepenc

WMHTepdelc nons30eatens
YeeqomMmneHna

HacTpoiku
KOHQUAEHLMANBHOCTH

Mo ymonyaumo QDK OTmeHa

OCHOBHbIe cBeaeHuUs

N3BecTHbIe ceTHn

[ononHNTENbHLIE CBEAEHNS CM. B pa3nene 3BeCTHbIE ceTu.

30HbI

30Ha — 3T0 Habop ceTeBbIX aApPecoB, 06beANHEHHbIX B IOrUYeCcKyto rpynny. JonoSHUTENbHbIE
CBEEHUs CM. B pa3fene HacTponka 30H.

MHCcneKTop ceTu

Bkniouutb UHCNneKTOp ceTun

/IHCNEeKTop CeT MNO3BOSET BbISABAATL YSA3BMMOCTW B OMALLUHEN CeTU, HanpuMep OTKPbIThIE NMOPThI
NN HeHAAEXHbIN Maposib MAapLIPYTM3aTopa, @ TakXKe NPefoCcTaBASeT CNNCOK NOAKIIOYEHHbIX
YCTPOWCTB, YNOPSA0YEHHbIX MO TUMY YCTPONCTBA.

YBeaoOMNATb O HOBbIX CeTeBbIX yCTpOﬁCTBaX

YBenomaseT, Korga B ceTu obHapyXMBaeTCa HOBOE YCTPOMCTBO.
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N3BeCTHbIe CeTH

Mpy NCNOb30BaHMM KOMMbIOTEPA, KOTOPLIA YacTO NOAKIOYAETCH K HEJOBEPEHHbIM CETAM UK
CeTAM 3a npefenaMu Ballen LOBEPEHHON (OMaLLUHEN UK ODUCHOWN) CETU, Mbl PEKOMEHAYEM
NpoBepsTb CETEBYIO AOCTOBEPHOCTb HOBbIX CETEN, K KOTOPbLIM Bbl NOAKIO4aeTeCk. [ocne
onpeneneHns cetem ESET Internet Security MOXKET ONpeaenaTh AOBEPEHHbIE (JOMALLUHNE UK OPUCHbIE)
CeTun, UCNOJNIb3ys NapaMeTpbl CETW, 3aAaHHble B pa3aene CeTeBasa npeHtudukaumna. Komnolotepsl
4acTOo BXOAAT B CETU C IP-agpecamn, MOX0XKMMMN Ha apec AO0BEPEHHON ceTu. B Takmx cny4vasax ESET
Internet Security MOXXeT OTHECTW HEN3BECTHYIO CETb K OBEPEHHBIM (AOMALIHUM UK 0UCHBLIM). Bo
n3bexxaHne 3Toro peKoMeHayeTCa UCNonb3oBaTe AyTeHTUdMKaumio cetu. HTobbl NoAy4nTbL [OCTYN
K MapamMeTpaM U3BECTHbIX CeTel, BbibepuTe PacluMpeHHblie napaMeTpsbl (F5) > 3awuTa ceTu >
OcHoBHOe > NI3BecTHbIE CceTu.

Korpa ceTeBor afantep NOAKJIYAETCSA K CETU WM MPOUCXOAUT U3MEHEHME ero napamMeTpoB
CeTeBOWN KOH(MIypaLumm, ESET Internet Security byaeT npoBepaTb Hann4mMe HOBOW CETU B CNCKE
n3BeCTHbIX ceTen. Ecin CeTeBasa npeHTudukaumna n AyteHtucpukauma cetn (HeobszaTenbHbIN
napameTp) coBnagalT, ceTb ByaeT noMeyeHa Kak NoakyYeHHas B AaHHOM uHTepdgence. Ecnm ceTb
He HanAeHa cpean N3BECTHbIX, KOHDUrypaLma CeTeBON MAeHTUMMKaLum co3gaeT HoOBOE CETEBOE
NoOKJl0YEHNE, Ha OCHOBAHMM KOTOPOro onpeaenseTcs 3Ta CeTb NPy CeayoLlem NoaKAYEHUN K
Hel. o yMON4aHUIO A9 HOBOIO CETEBOr0 MOAKAOYEHMNA UCMONb3YETCA TUM 3aLUUTLI, ONpeLesieHHbIN
napameTpamu Windows. B ananorosom okHe OBHapy>xeHO HoOBOe ceTeBoe NoAKJIIYEeHue BaM
byneT npeanoxxeHo BbibpaTb TN 3alNThHI JOBEPEHHaN CeTb, HeA0BepPeHHanA CeTb N
Wcnonb3oBaTh napaMeTp Windows. ECinm ceTeBOM afanTtep NOAK/IOYEH K U3BECTHOW CeTH,
rnoMeyeHHOM Kak JloBepeHHas ceTb, TO JIOKa/lbHble NoAceTn agantepa byayT gobasneHsl B
LLOBEPEHHYIO 30HY.

Tun 3aWMUTbI HOBbIX ceTeM. BbibepuTe 0aMH U3 CeayoLLmMX NapamMeTpoB: [ HOBbIX CETEN Mo
YMOJIHaHMIO NCNONb3YyTCA NapameTpsl Mcnosb3oBaTh NnapaMeTp Windows, CNpocuTb
nonb3oBatens Wiy MoMeTUTb Kak HefLlOBEPEHHYIO.

N3BecTHbIE CETU: 3TOT napaMeTp NOo3BOJIAET HACTPOUTb UMA CETU, CETEBYIO VI)J,eHTI/ICpI/IKaLI,I/HO, TN
3alUNTLI U T. A. YT0ObI OTKPbITb PelakTOp M3BECTHbIX CETEN, HAXKMUTE KHOMKY N3MeHunTD.

Korpa BbibpaHa ycTaHoBKa Ucnonb3oBaTh napaMeTp Windows, 41anoroBoe OKHO He
oTobparkaeTcs U CeTb, K KOTOPOW Bbl MOAKOYEHbI, aBTOMAaTUYECKN NOMEYaeTCs COrnacHo
BalLMM HacTporkaM OC Windows. B pe3ynbTaTe ans HOBbIX ceTen ByayT AOCTYMHbI HEKOTOPbIE
DyHKUUKM (Hanpumep, obMeH hannamn 1 yaaneHHbin paboymin cton).

PepaKkTop U3BeCTHbIX ceTeun

HacTponKy n3BeCTHbIX CETEN MOXXHO BbINOJSIHUTL BPYYHYIO, Bbibpas PacluMpeHHble napaMeTpbl >
3awuTa ceTn > OcHOBHOe > I3BecTHbIe ceTH 1 LwenkHyB I3MeHUTb.

Cton6bunbl

NmMma: uma n3BecTHoOM ceTw.

Tvn 3alLMTbI: NOKA3blBAET, 3a4aHO /I AJ19 CETWN 3HaYeHNe JOBepeHHan, HeJO0BepeHHasa nin
Ucnonb3oBaTb napameTp Windows.
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MNpocdunb hanepsona: suibepnte Npoduab U3 packpbiBatolierocs MeHo NMokasbiBaTb NpaBuna,
Mcnosib3yeMblie B 3TOM npodune, 4Tobbl 0TOOPa3NTb NCNOJIb3YEMbIE B HEM NpaBuKa
(punbTpOBaHMA.

Mpodunb o6HOBNEHUA: N0O3BONSET MPUMEHUTL CO34aHHbIA NPOGNIL 06HOBNEHNS NpK
NOAKMOYEHNN K faHHOW CETH.

dNeMeHTbl ynpaBJieHUA

[obaBuTb. Vicnonb3yeTcsa ons CO34aHNS HOBOW N3BECTHON CETMW.
N3MeHUTb: NCNoSb3yeTCs AN M3MEHEHUS CYLLECTBYIOLWEN N3BECTHOW CETH.
Ypanute: BoibepuTe ceTb 1 WenkHnTe Y aanuTb, 4T0ObI YAanuTb ee N3 CNNCKa M3BECTHbIX CETEN.

Beepx/MoaHATL/ONYCTUTL/BHU3 : N0O3BOJSIIET HACTPOUTL YPOBEHb MPUOPUTETA N3BECTHBIX CETEN
(oueHKa ceTeln OCyLLEeCTBAETCSH CBEPXY BHU3).

MapamMeTpbl KOHpUrypaumm ceTn pacnonoXXeHbl Ha TaknX BKJ1agKax:

CeTb

34eck MOXHO onpenenuts UMa cetu 1 BoibpaTb Tun 3awWwmThl (L0BEPEHHAs, HEL0BEPEHHASA NN
«lcnonb3oBaTb NapaMeTp Windows») ANns ceTu. icnosib3ynTe packpbiBatoweecs MeHio NMpodunb
cpanepBona gns sbibopa Npoduna cetn. ECnm B ceTM MCNONb3yeTCa TUM 3alMThl A OBepPeHHas, Bce
noAceTun, HanpsaMyto CBA3aHHbIe C CETbIO, CHUTAIOTCA AOBEPEHHBIMU. Hanpumep, ecnm ceTesomn
aganTep NOoAK/OYEH K TakoW ceTu C IP-agpecom 192.168.1.5 n mackon noacetun 255.255.255.0,
noacetb 192.168.1.0/24 6ynet nobasneHa B LOBEPEHHYIO 30HY afjanTepa. Ecam y aganTtepa umeetcs
6osblle afpecoB UM NoaceTen, BCe OHM ByayT CHUTATLCS LOBEPEHHBIMU BHE 3aBUCMMOCTM OT
KOH(urypaunm CeTeBon aeHTU(UKaALLMKN N3BECTHON CETN.

Kpome 3T0ro, agpeca, nobaBsieHHble B LonoNHUTE NIbHbIE JOBEepPeHHble agpeca, Bceraa
BKJ/IIOYAIOTCA B AOBEPEHHYIO 30HY afanTepoB, MOACOEANHEHHbIX K CETU (BHE 3aBUCMMOCTHY OT TuUMa
3alUNTbI TAKON ceTn).

Mpenynpexpatb o cnabom wndpoBaHum Wi-Fi. ESET Internet Security COOBLLNT O NOAK/OYEHNN K
He3alwuLleHHon becnpoBOAHOM CETU UK CeTM CO cnabon 3alnTon.

Mpodunb panepsona: suibeprte Npodusb hanepsosia, UCNOJSIb3yeMbl NPY MOLAKIOYEHNUN K 3TOW
ceTum.

Mpodunb o6HOBNEHUA: BbibeprTe Npoduib 06HOBNEHNS, MCNOb3YEMBbIA NPV NOLK/IOYEHNN K 3TON
ceTn.

Anda Toro 4Tobbl ceTb OblNa OTMEYEeHa Kak NoAKIYeHHas, He0bX0ANMO BbIMNOHEHNE YKAa3aHHbIX
HVXXe YCNO0BUNA.

* CeTeBan MAeHTMCbVIKaI.I,MHZ BCe BBENEHHbLIE NMapaMeTPbl O0JIXKHbl OTBEYaTb NMapaMeTpaM
dKTMBHOI0 NOAK/O4YEeHNA.

* AyTeHTU(UMKaLMA CeTU: eC/N BbIbpaH cepBep ayTeHTUMMKaLNK, A0KHa ObITb BbIMOJHEHA
yCrnewHas ayTeHTU(MKaLmsa C NOMOLLbIO CepBepa ayTeHTU(UKaLmMm ESET.
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CeTeBas npeHtupukaumsa

AyTeHTU(MKaLMS BbINONHAETCS Ha OCHOBE NMapaMeTpOB ajanTepa JIoKanbHON ceTu. MNpoucxoant
CpaBHEHMEe BCEX YCTAHOBJ/IEHHbIX MAapaMeTPOB C PaKTUYECKMMMN NapaMeTpaMmn aKTUBHOIO CETEBOr0
NoAK/4YeHNs. Pa3pelleHo Ncrnob30BaHne afpecos IPv4 1 IPve6.

NTERMET SECURITY b4
[lobaBneHue ceT Ky

Cete CeTeBan MASHTMOMKALUMA AYTEHTUHWUKALWA CETH

CeTeBan MAEHTUBHKALIMA

Ecnm ncnonesyetca cnegyrowmi
cydrpukc DNS (Hanpumep,
company.com)

Ecnn cepeep cnywBel WINS umeer ®
cnegyrowni IP-agpec

Ecnn DMNS-cepeep nmeet ®
cnegytowni IP-agpec

Ecnm ncnons3yetca cnegy oL ®
nokaneHeli IP-agpec

AyTeHTU(MKaLUA CeTH

B paMKkax ayTeHTU(MKaLNKN CETN BbINOIHAETCSA NOUCK ONpeneneHHoro cepeepa B CeTn, a A4
ayTeHTUUKaLnn cepBepa NCMosib3yeTca acuMMeTpuryHoe WwiudgpoBaHme (RSA). msa
ayTEHTUOULMPYEMON CETU OOJKHO COBNafaTb C UMEHEM CETU, YKa3aHHbIM B HAaCTPOMKax cepeepa
ayTeHTudukaunn. ims BBOANTCA C y4€TOM pPerncTpa. YKaxute nMmsa cepsepa, ero npocyLmnBatoLni
MOPT N OTKPLITBIA K104, COOTBETCTBYIOLLNA 3aKPLITOMY K04y cepBepa (CM. pasgen
AyTeHTudurkaumns cetn: KoHdurypaumns cepeepa). iMa cepeepa MoXXHO BBECTU B BUAE IP-afpeca,
nMeHn DNS nnm NetBios. [locne nMeHn cepBepa MOXKHO yKa3aTb NyTb K dany KJKYa Ha cepeepe
(HanpumMep, UMA_cepsBepa_/KaTasorl/kaTanor2/ayteHTudukaums). Ha cay4an HegoCTynHOCTM
cepBepa MOXHO yKa3aTb OOMNOJHUTENbHbIE CEPBEPDLI Yepe3 TOYKY C 3ansATomn.

3arpy3nTe cepBep ayTeHTUdUKaLmm ESET.

OTKprTbIM KJI04OM MOXKET ObITb (DaI7IJ'I OOHOro U3 yKa3aHHbIX HN)XXe TUMNOB.

* 3alIMPOBAHHbIA OTKPLITLIA K04 B (hopMaTe PEM (.pem). DTOT KJIHO4 MOXHO CO34aTh C
NMOMOLLLbIO MNPUSIOXKeHUSA ESET Authentication Server (CM. pa3fen AyTeHTudunkaums ceTu:
KOHUrypaLus cepsepa).

* 3alNPPOBAHHbIA OTKPbITHIN KHOY.

* CepTuduMKaT OTKPLITOro KJoYa (.crt).
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NTERNET SECURITY x

NobaBneHue ceTn ?

CeTe CeTeBan MAeHTMHMEAUWA  AyTEHTHWRWKALWMA CeTH

AyTeHTnduKaLMA CETH
WMra cepeepa wnn IP-agpec

MopT cepeepa 80

OTkpeITEIA KoY (KogWpoEKE
basebd)

JobGaeuts [Mpoeeputs

Y106l NPOBEPUTL HACTPONKK, HAXXMUTE KHOMNKY MpoBepuTb. ECNn ayTeHTUdUKaLMA NpoLua
yCreLHo, Ha 3KpaHe NosBuTCs cooblleHne AyTeHTUdUKaLmMa cepeepa 3aBepLueHa. Ecnu
ayTeHTU(MKaLMNSA He HacTpPOeHa A0/KHbIM 06pa3oM, Ha 3KpaHe MNOSBUTCA OLHO U3 YKa3aHHbIX HXKe
coobueHnmn 06 owwnbke.

Cboin ayTeHTUGMKaLmMM cepBepa. HegonycTumas nam HecoBnagarowas noanmuce.
MoAnncb cepBepa He 0TBeYaeT BBEAEHHOMY OTKPbITOMY KJltOYYy.

Cbon ayTeHTudmkauum cepepa. ims cetn He coBnagaeT.
HacTpoeHHOe nMs cepBepa He COOTBETCTBYET 30He cepBepa ayTeHTudgukauun. NMposepsbTe oba
NMeHn 1 ybeamTech, YTO OHU OANHAKOBBI.

Cbolt ayTeHTUMMKaLMM cepBepa. HeT oTBeTa OT cepBepa, Uan NoslyvyeH HeaonyCTUMBbIA OTBET.
OTBET OTCYTCTBYET, €C/IM CepBep He paboTaeT nam HefocTyneH. HeaonyCcTUMBbIA OTBET MOXET
ObITb NONYYEH B C/lyYae, ecau 3anyLleH Apyron HTTP-cepBep C yKa3aHHbIM aipecoMm.

YKa3aH HefenCTBUTENbHbIA OTKPbITbI KIHOY.
MpoBepbTe, He NOBPeXAeH NN (hann OTKPbLITOro KJYa.

AyTeHTUdUKaLUA ceTU: KOHpUrypauus
cepBepa

AyTeHTI/ICbI/IKaLI,I/IIO CeT MOXHO BbINOJIHNTbL C MOMOLLbIO noboro NOAKJIIOYEHHOr 0 K Hel KOMMblOTEPa
nnun cepeepa. g 3TOro Ha KOMMbIOTEP UK CEpBEpP, KOTOPLIN BCerga AoCTyrneH ons
ayTeHTUUKALNKN, KOr4a KAMEHT NbITAaeTCA NOAKMOUYNTECA K CETU, HY)XHO YCTAHOBUTb NPUIIOXKEHNE
ESET Authentication Server. ®ann yCTaHOBKWN NPUNOXeHUS ESET Authentication Server MOXHO 3arpy3uTb C
Beb-canTa ESET.

Mocne yCcTaHOBKM NPUIOXKEHNS ESET Authentication Server OTKPOETCS LMasioroBOe OKHO (MpunoxxeHune

145



MO>XHO 3anyCTUTb, NOC/1e00BaTE/IbHO LWENKHYB 3JIEMEHTDI nycx > nporpaMMbl > ESET > ESET
Authentication Server).

Ina Toro 4Tobbl HACTPOUTL CEPBEP ayTEHTU(MKALMMW, BBEANTE UMS 30HbI ayTEHTUMKAL MK,
npocayLmBaloLWmin NopT cepaepa (No ymonyaHuto 80) n mecTo, B KOTOPOM ByayT XpaHUTLCS
OTKPbITbIN N 3aKPbITbIA KNo4YK. [lanee co34aNnTe OTKPbITHIN U 3aKPbITbIA K/OYK, KOTopble byayT
MCMNO/Ib30BaTbCA NPU ayTEHTUDUKALMIN. 3aKPbITbIA K04 A0/KEH NCMONb30BaTbCA Ha CepBepe, a
OTKPbITbIN — MMNOPTUPOBATLCSA HA CTOPOHY KJMEHTA, YTO MOXKHO CAeNaTh B pasgene
ayTeHTUMUKaLMN 30HbI NPU HAaCTPOWNKe 30HbI B (hanepBoie.

Bosnee noapobHbIe CBEAEHUS MOXKHO HANTK B 3TON CTaThe 6a3bl 3HAHWIA ESET.

KoH(UrypupoBaTb 30HbI

30Ha — 3T0 Habop ceTeBbIX aApecoB, 06beANHEHHbIX B JIOTMYECKYIO Fpynny. Bo3MOXHOCTb CO34aHNA
30H NPeaycMOTpPeHa A5 C/lyYaeB, KOraa OauH 1 TOT )Ke Habop afpecoB He0bXoAMMO UCMOb30BaTb
B HECKOJIbKMX NpaBuiax. Kaxgomy agpecy B rpynne Ha3Ha4valoTCs Noxoxue npasuia,
onpefeneHHble LLEHTPaIM30BaHO s BCen rpynmnbl. [pMMepoM Takon rpynnbl ABASETCA
[oOBepeHHasn 30Ha. [loBepeHHas 30Ha nNpeAcTaBaseT cobon rpynny ceTeBbiX agpecos, He
610KnpyembIx harepBoIOM.

Y1066l 4O6ABMTL AOBEPEHHYIO 30HY, BbIMOJHUTE CAeaylolne 4eNCTBuS.
1. OTKponTe PaclumpeHHblie napaMeTpsbl (F5) > 3awuTa ceTy > OCHOBHOE > 30HbI.
2. lenkHnTe U3ME@HUTb pALoM C 3/1IEMEHTOM 30HBbI.

3. lWenkHnTe Lo6aBUTb, BBEAMTE UMSA 11 ONUCAHME 30HbI U YKaXKUTE yAaneHHbIN IP-aapec B nose
Appec yaaneHHoOro KoMnblotepa (IPv4, IPv6, oMana3oH, Macka).

4. HaxxmunTte KHonky OK.

JlononHNTENbHbIE CBEAEHNS CM. B CTaTbe 30HbI hallepBoia.

30HbI (hanepBoOna

HononHuTenbHble CBeOEeHNA 0 30HaX CM. B pasfene HacTponka 30H.

Cton6bubl

Umsa; nmsa rpynnbl yaaaeHHbIX KOMMbIOTEPOB.

IP-apgpeca: OTHOCALWWECSH K 30HE yAaJ/IeHHbIE IP-aapeca.

DJZ1IeMEeHTbl ynpasJjieHus

Mpw AobaBsieHUM NN U3MEHEHUU 30Hb OOCTYMHbI TakKMe nons.

NmMmsa: nms rpynnbl yaaseHHbIX KOMMbOTEPOB.
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OnucaHue: obLiee onucaHue rpynnsbl.

Appec ypaneHHOro komMnbiotepa (IPv4, IPv6, AManasoH, Macka): BO3MOXXHOCTb AobaBNeHuns
yIaneHHoro afipeca, AMana3oHa aapecos v NoACeTH.

Ypanuto: yhaleHne 30Hbl U3 CMNCKa.

I'Ipe,uBapl/lTeano 3alaHHbIE 30HbI YOaJ/INTb HEBO3MOXXHO.

danepson

danepBon ynpasaseT BCEM BXOAALLNM N UCXOAALLMM CeTeBbIM TpaunKoM KoMnbloTepa. Mpouecc
OCHOBaH Ha 3anpeTe Wan pa3peLleHnn oTAe/bHbIX CeTeBbIX COeMHEHNIN B COOTBETCTBUN C
onpegfeneHHbiMu npasuiamn. Panepsos obecneymBaeT 3alMTy OT aTak CO CTOPOHbI yAaNneHHbIX
YCTPOWCTB U MOXeT 6/10KMpoBaTh NOTEHLUMAIbHO ONacHble CJTyXObl.

OcCHOBHbIEe cBeaeHuUs

Bknioumntb chaepson

PEKOMEHAYETCSA OCTaBUTb 3TY (YHKLMIO BKIOYEHHOW, YTOObI 06ecneynTb 3aWwmuTy cucTemsl. Mpu
BKJIIOYEHHOM (haliepBOoJie CETEBOIN TPaMK CKaHNpyeTCcs B 060MX HamnpaBaeHUsX.

OueHuTb TakXe npasuna cganepsona Windows

B aBTOMaTMYECKOM peXxmMe paspeLlaTh Takxe BXOAALWNNA TpadrK, pa3peLlleHHbIn NpaBuaaMmm
thanepsona Windows 1 He 3ab6710KMpPOBaHHbIN ABHbIM 06pa3oM npasuaamu ESET.

PexuMm dunsTpauumn

lNoBepeHue cpa|7|epBona 3aBUCUT OT BblﬁpaHHOFO pexnmMma (pI/U'IpraLI,I/IVI. OT Hero Takxe 3aBucuT
cTeneHb y4acTua nosib30BaTesiA B NnpoLecce.

Ins caiepBona ESET Internet Security LOCTYMHbI CleAYOLLNE PEXUMbI UNbTPALMK:

ABTOMATU4YECKUH PeXXnm no yMON4aHUI0. ITOT PEXUM NOAXOAMT ONS N0Jib30BaTENEN,

pexxum KOTOPbIM HPABUTCA NPOCTOTa M yA0bCTBO NCMNOJIb30BaHUSA NEPCOHANbHOI0
anepBoNa, a TakXXe OTCYTCTBME HEOBX0AMMOCTM Co3aBaTb NpaBuia. B
peXxnume no yMo4aHUI0 MOXXHO CO34aBaTb NOJb30BaTeIbCKME NPaBuna,
0[HAKO0 3TO He ABNAeTCA HeobXxoAUMbIM B ABTOMaTU4E€CKOM peXxuMm. B
aBTOMaTNYECKOM peXnMe pa3peLleH BeCb UCX0ASAWMA TpadrK CUCTEMBI U
6nokupyeTcs bonbluas 4acTb BXOASLWEro Tpahka — KPOMe HEKOTOPOro
Tpaduka 13 0OBEPEHHOW 30Hbl (KaK YKa3aHO B pa3fesie IDS 1 pacllvipeHHble
napameTpbl/PaspelleHHble cay>KObl) 1 0TBETOB Ha HEJABHUN UCXOAALLMNIA

TpaguK.
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NHTepaKTUBHbLIN
pexum

Pe>XuMm Ha ocHoBe
MOJINTUKMU

PeXxum oby4yeHusn

NHTepaKTUBHbIN PEXUM: NO3BOJIAET CO34aTb COOCTBEHHYIO KOH(MIYypaLmo
tdanepsona. Ecnm obHapy>XeHO CoeauHEHNE, Ha KOTOPOE He
pPacnpoCTPaHAETCA HM OL4HO M3 CYLLEeCTBYIOLWNX NpaBul, Ha 3KpaH
BbIBOAMTCS OMANIOr0OBOE OKHO C YBE,0MJIEHNEM O HEU3BECTHOM
noakKtlo4eHNN. B 3TOM OManoroBOM OKHE MOXKHO pa3peLlmnTb UK 3anpeTuTb
coefuHeHne, a Tak)Xe Ha OCHOBE 3TOro peLlleHns co3aaTb NpaBuIo ons
npuMeHeHns B byayuieM. ECam npnHMMaeTcs pelleHne 0 co3gaHnm HOBOro
npaBwia, B COOTBETCTBUN C 3TUM NpaBunaom Bce byayuime coeguHEHUS 3TOro
Tvna ByayT paspeLLeHbl NN 3anpeLLeHsbl.

BnoknpyeT BCe COeIHEHUS, KOTOPbIE HE COOTBETCTBYIOT HU OAHOMY U3
paHee onpefesieHHbIX Pa3peLLaoWwmnx NpasuI. TOT PEXNUM NpeaHa3HaYeH
A5 OMbITHBIX MOJIb30BaTENEN, KOTOPbIE MOryT CO34aBaTh NpaBuna,
pa3speLllaloLne TobKO HYXXHble U be3omnacHble coeanHeHus. Bce npoyne
HeyKa3aHHble coeanHeHns ByayT 6,10KMpoBaTLCS (haliepBOJIOM,

ABTOMATMYECKOE CO3AaHMNE 1 COXPaHEHWE MpaBusl. ITOT pexuM yaobeH ans
nepBOHAYasIbHOW HACTPOWKYM hailepBosa, HO ero He cneayeT UCMosb30BaTh
AJNTeNbHOE BpeMs. Y4acTue nosib3oBaTens He TpebyeTcs, MOTOMY YTO ESET
Internet Security COXpaHsieT NpaBuia COrlacHO NpPeaBapUTENbHO
HACTPOEHHbIM NapameTpaM. YTobbl M36exaTb PUCKOB, PEXUM 0ByYeHNs
PEKOMEHAYETCS UCMOJIb30BaTh TOJIbKO 10 MOMEHTA CO3AaHUA NpaBua ans
BCEX HEOOXOAUMbIX COENHEHNIA,

JlonosHuTeIbHO

MpaBuna

B pa3gene HaCTPOMKK NpaBul MOXXHO NPOCMOTPETL BCE MPaBuia, KOTOPbIE MPUMEHSIOTCSA K
Tpauky, co3aaBaeMoMy OTAEbHbIMY NPUIOXKEHNSMUN B Npefenax JOBEPEHHbIX 30H 1 CETY

NHTepHerT.
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NTERMET SECURITY O X

AononHuTeNbHble HACTPOWKMK Q X7
Moayne obHapyxeHna B OchoeHoe 5
OBOHOoBNEHKE BrntounTe daiiepson o i
3awwuta cetn D OuernTe Talcke npasnna gaiiepsona Windows D i
Qaiepeo Pexim dmnsTpaumm ABTOMATHUECKNIT pEXkUm =

3aWKnTa OT CEeTeBbIX aTak
ABTOMATHYECKMI PEXUM BKTUEMDOEAH NO YMOAYaHKKD, OH NOAX04UT TEM NONLI0EATENAM, KOTODEIM

WHTEPHET W 3NeKTPOHHARA HY>KHEI NpocToTa U yaobcreo B paboTe c pafiepEonom 1 KOTOPLIE HE XOTAT TPATUTL EPEMA Ha
nouta HaCcTpoiiky npaeun. B 3Tom pexume NponyckaeTcA Beck MCMOAALLMIA Tpadui CUCTeMEI, a Bce
HepacnozHaHHble NOAKNHIMEHNA W3 ceTH BNOKMPYIOTCA (2CIN MHOE HEe HACTPOEHO B

KOHTpOAL yCTPORCTE NoMb30BATENLCKIX NPEBNNEX).

Cepenc

WuTepderc nons30eatens fAononHuTtentHo 5

YeeqomMmneHna _
Mpoguan panepsona 5 e

HacTpoiiku

KOHQUASHLMANLHOCTH - -

puacHL OBHapyXeHNe M3IMEHEHWA NPHUAOKEHMA 5 6
HacTpoikn pexuma obyueHna 5
Mo ymonyaumo -_?OI( OTmeHa

Bbl MOXXeTe co3aaTb NpaBwso IDS, Koraa O0THET aTaKyeT Ball KoMnbioTep. [1paBuio MoXXHO
N3MEeHUTb B pa3fesie PacluMpeHHble napaMeTpsl (F5) > 3awiMTa ceTu > 3alimTa OT CeTeBbIX
atak > Mpasuna IDS, WwenkHYB NI3MeHUTD.

PaspeLueHHble cnyXXObl

HacTpolika gocTyna K obuimm ceTeBbIM CiyxbaM, 3anyLIeHHbIM Ha KOMMbloTepe. [ONONHUTENbHbIE
CBeAeHNs CM. B pa3fene Pa3pellieHHble CnyX0bl.

Mpocdunu chanepsona

Mpochuav hanepeosia MOXKHO UCMOJIb30BaTb A1 HAaCTPONKM NoBeaeHns daepsona ESET Internet
Security, yKa3blBas pa3Hble Habopbl NpaBua A5 pa3HbIX CUTyaUunn.

OOHapy)XxeHue U3MeHEeHUA NPUI0KEeHUN

OYHKUUA 0OHAPYIKEHNS U3MEHEHWI NPUIOXKEHN 0TOBPaXkaeT yBeAOMEHNS, €C/IN U3MEHEHHbIE
NPUNOXKEHUNS, [N KOTOPbIX CYLLLECTBYET NPaBuIo dhaepBoa, NbiTaloTCA YCTAHOBUTL MOAK/IOYEHUS,

149


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_botnet_protection

NMpodunu panepsosna

Mpocunm No3BoNSIOT KOHTPOAUPOBATL NOBeLEHME (hariepBona ESET Internet Security. Mpn co3gaHum
WU N3MEHEHUN NpaBuna aepsosia ero MOXXHO Ha3HaYNTb OTAEIbHOMY MPOMUID AN MPUMEHNTb
Ko BCeM npocunsm. Mpu Bbibope onpefeneHHOro Nnpoguas 4eNCTBYOT TONbKO rnobanbHble npasBuia
(npaBuna 6e3 ykasaHus Nnpoduas) n NpaBuia, Ha3Ha4YeHHbIE 3TOMY NPOcUILD. Bbl MOXXeTe co3faTb
HECKOJIbKO NPpOoguNein C pasHbIMU NPaBUiaMmn LN CETEBLIX afanTepOB NN CETER, KOTopble
MO3BONST JIErKO MEHATb NOBefeHNe (haiepBona.

PsiiOM CO cnUCKOM npodunen wenkHute N3meHnTsb. OTKpoeTcs okHo Mpodunu daepsona, B
KOTOPOM MOXXHO U3MEeHSATb NPodun,

CeTeBOMN aganTep MOXHO HAaCTPOUTb TakUM 06pa3oMm, 4Tobbl Npy NOAKAOYEHUN K KOHKPETHOWN CeTwn
OH MCM0Nb30BaN CKOH(UIYPUPOBAHHbLIN 419 Hee Npoduib. Kpome Toro, MOXXHO YKa3aTb KOHKPETHbIN
npoub, KOTOPLIN ByaeT NCNob30BaThCA ANS ONpefesieHHON CeTu, AN1A Yero cnenyet BolbpaTb
3/ieMeHTbl PacluMpeHHble napamMeTpsl (F5) > 3awmTta ceTn > U3BecTHbIe ceTu > U3MeHuTb.
BbibepuTe ceTb 13 cnnucka U3BecTHble ceTu 1 wenkHuTe U3MeHnTb, 4T06bl Ha3HaYNTbL NPONIIb
(hanepsona 019 KOHKPETHOW CeTU U3 packpbiBatowerocs meHio NMpodunb panepsona.

C ceTamu, ons KOTOpbIX He Bbln Ha3HavyeH Npogub, ByaeT NCNonbL30BaTLCSA NPOGWIbL aganTepa no
yMmon4aHuoo. ECnn agantep He HaCTPOEH Ha MCNoJsib30BaHMe Npoguns cetu, byaeT ncnonb3oBaTbCs
ero Npogusb N0 YMOMYAHMNIO BHE 3aBMCMMOCTU OT TOrO, K KaKov CETW OH NoakYeH. Ecnm B
HaCTPOMKax CETU UK aganTepa He yKasaH npodunb, NpuMeHseTca rnobanbHbIn Npodub Mo
yMoJil4aHM0. YTobbl Ha3Ha4YMTbL NPodUIbL CETEBOMY afanTepy, BbibepuTe 3TOT aganTep U HaXxMuTe
KHOMKY U3MEeHUTb, pacnosioXXeHHY0 psaoM ¢ aneMeHToM Mpodunu, HasHayaeMble ceTeBbIM
apanTtepamM, 3aTeM OTpedaKTMpynTe cBeaeHns 0 BoibpaHHOM afanTepe u BoibepuTe npodunb B
packpbiBatowemcsa cnucke Mpocduns panepsosa No yMonYaHuIo.

Mpy nepeknoyeHnn npodunein hanepsosia B MPaBOM HMXXHEM Yry 3KpaHa oTobpaxkaeTcs
yBeOMIEHME.

Ouanorosoe oKHO «A3MeHeHue npodunen
danepsona»

3pecb MoXXHO JlobaBuTb, U3MeHuTb 1 Yaanutb npodunn. Ytobbl U3MeHuTb NN Y AaNuTL
npocub, ero cHavana Hy>XHo BblibpaTb B cnucke B okHe Mpodunu panepsona.

JlononHUTeNbHbIE CBEAEHUSA CM. B pa3gene [poduan danepsosa.

Mpocdunu, HasHayaeMble ceTeBbIM aganTepam

Mepekntoyas Npodusin, MOXHO BbICTPO U3MEHATbL NoBefeHne harnepsosa. MNpodunb: ana
KOHKPETHbIX Npoduien MOXXHO yCTaHaBANBaTb U NPUMEHATb MN0JIb30BaTeNbCKNE MpaBuia. 3annucu
LN17 BCeX CeTeBblX afanTepoB KOMMNblOTepa aBToMaTUYeckn fobasnawTca B cnncok Cetesble
apanTepsl.
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Ctonoupbl

Nma: nma ceteBoro agantepa.

Mpocdunb chanepsona No ymonyaHuio: nNpoub No yMOa4aHUIO NCNOSb3YEeTCH, KOrga Bbl
nogkJto4aeTechb K CeTu, 15 KOTOPOM OTCYTCTBYET HAaCTPOEHHbIN NPOGUSb UK OTKIIOYEHO
NCMNOJIb30BaHME CETEBOro Npoduas ceTeBbiM aganTepom.

Mpennoyutaembin npopunb ceTu: ecn napameTp Mpepnountaembin npodusb ceTu
BKJIIOYEH, CeTeBOM afdanTep byaeT ncnonb3oBaTb Npodnab anepBona, Ha3HAYeHHbIA Ans
NOAKJIIOYEHHOW CETU, KOrAa 3TO BO3MOXHO.

DJ/1IeMEeHTbI ynpasJjieHus

[o6aBuTb: 106aBNEHE HOBOrO CETEBOr0 afanTepa.
N3MeHUTb: N3MeHeHne CyLLIeCTBYIOLLIEro CeTeBOro aganTepa.

Ypanutb: BbibepnTe CeTEBOWN afanTep U WenkHUTe Y BanuTb, 4ToObl yAannTb BbiOPaHHbI
afanTep n3 Crucka.

OK/OTMeHa : HaxxmunTe OK N5 COXpaHeHMa 3MeHeHUn nav OTMeHa ons UX OTMEHbI.

HacTtpo#ka v ucnosib.3o0BaHme npaBuJ

MpaBuio conepxnT Habop NapaMeTPOB 1 YC/IOBUIA, KOTOPLIE NMO3BONSIOT LEeieHanpaBieHHO
MPOBEPSTb CETEBbLIE COEANHEHUS U BbINOJIHATL HEOOXOAVMbIE AEACTBUS B COOTBETCTBUMN C 3TUMU
ycnosmsMu. C NOMOLLbO MpaBu haiepBosia MOXHO 3aaTh AENCTBUS, KOTOPbIE BbINOJHSAOTCA NpK
YCTAHOBKE CETEBbIX COEAVHEHUIA Pa3IMYHbIX TUMOB. YTOOLI HACTPOUTL NPABUIIO (hUNbTPALINN,
OTKpOWTE OKHO JLONOJIHUTEe IbHbIe HACTPOUKHM (F5) > daepBon > OCHOBHOe. HekoTopble
npeponpeneneHHbIe NpaBuna CBA3aHbl C hlaXKKamiy 13 pa3peLleHHbIX cayX®O (IDS 1 pacllnpeHHble
hyHKLMM) 1 He MOTYT BbITb OTKJIOYEHbI HANPAMY0, BMECTO 3TOr0 ANA UX OTKJIYEeHUs Heobxoanmo
CHSTb CBA3AHHbIE C HUMW (hJIaXKN.

B oTanyne oT npeabiayLLen Bepcum ESET Internet Security, NpaBuia 06pabaTbiBaloTCS CBEPXY BHUS.
JeiicTBre, onpenensieMoe nepBbiM COOTBETCTBYIOLWMUM NPABUIOM, UCMOJb3YETCS A8 KaXA0ro
obpabaTbiBaEMOro CETEBOro COeANHEHNS. DTO BaXXKHOE M3MEHEHVe B MOBELEHNM MO CPABHEHMIO C
npenblayLei Bepcmen, rae npmopuTeT onpenensncs aBToMaTM4eckm 1 6bi Boilwe y bonee
cneumngmnyeckux npasui, 4em y bonee obLmx.

MoOKNYEHNS MOXKHO Pa3fAennTh Ha BXogdlme n ncxogswine. Bxoagsuiee noakaloyeHmne
NHULMNPYETCS yAaNIeHHbIM YCTPOMCTBOM, KOTOPLIN NbITAaeTCA YCTaHOBUTb COEANHEHME C JIOKAIbHON
cucTemon. Mpn ncxopaweM coeauHEHUN NO0KabHbIA KOMMbOTEP MbITAaeTCSA NOAKMOYNUTHCS K
yOaneHHOMY YCTPOUCTBY.

O6Hapy>X1B HOBOE Heun3BECTHOEe MOLKJII0YEHNE, XOPOLLIO NoAYyMaliTe, Npexae Yem paspewaTb nan
3anpellaTb ero. HexxenatenbHble, Hebe30MacHble NN HEN3BECTHbIE COEAUHEHNS HECYT Yrpo3y
6e3onacHOCTM ANns KoMnbloTepa. MNpu yCTaHOBMEHNN TaKoro COeAVHEHUS PEKOMEHAYeTCs 06paTnTb
BHMMaHWe Ha yJaNleHHOe YCTPOMCTBO U NMPUIOXKEHNE, KOTOPbIE NbITATCA NOLK/IIOYNTLCS K BalleMy
KoMMboTepy. Mpy MHOrUX BUAAX 3apaXKe€HUiA OCYLLLECTBAAOTCS NOMbITKM NOJYYEHNS N OTNPABKU
KOH(MAEHUMANbHBIX AAHHBIX U 3arpy3Ky APYruX BPeAOHOCHbIX MPUIOXKEHNA Ha paboymne cTaHumm.
®daiiepB0os AAET NOJIb30BATEII0 BO3MOXKHOCTL 0OHAPYXUTb 1 Pa3opBaTh TakMe NOAK/OYEHUS.
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Cnucok npasun ¢panepsona

Cnuncok npasun hanepsosia MOXHO HaTK B pa3fene PacumpeHHbie napaMeTpsl (F5) > 3awmTa
ceTu > ®anepson > PaclumpeHasa uHdopmauums, LenkHys U3MeHUTb Bo3se 3nieMeHTa Mpasuna.

Cton6bubl

Nma: uma npasuna.

Bknl0O4YeHO: CBeleHNs 0 TOM, BKJIOYEHO 1 NpaBusio. YTobbl akTUBMPOBATbL MPaBuIIo, yCTaHOBUTE
COOTBETCTBYIOLLNIA (hSIAXKOK.

MpoTokon: cBefieHNs 0 MHTepHeT NPOTOKOJe, A1 KOTOPOro UCMoNb3yeTCs YKa3aHHOe npasuio.
Mpodunb: cBegeHNs o npogune hanepsosa, 418 KOTOPOro NCNOb3yeTCsa yKa3aHHOe nNpaBuio.
[encTBue: CBeAEeHUS 0 COCTOAHUN NoaKoYeHUs (6okKnpoBaTh/pa3peLlaTh/CrpallnBaTh).
HanpaBneHue: HanpaBieHue coeanHeHns (Bxoaawee/ncxoasauiee/oba).

JlokanbHbIA: yAaNEHHbIA agpec, Anana3oH aapecoB WK NOACETb B hopMaTe IPv4 Uam IPv6 U NopT
NOKasIbHOr0 KOMMblOTEpa.

YpaneHHbl: yaaneHHbI agpec, Anana3oH agpecoB Wav noaceTb B hopmaTe IPv4 Uam IPv6 U NopT
yOaneHHOro yCTponcTaa.

MpunoxxeHune: NpuIoXKEHNE, K KOTOPOMY NPUMEHAETCS NPaBUIIO.

NTERNET SECURITY o X
MNpaBwna dpaiiepeona

H[‘JEIBII,"IE! ONpeaenALnT, Kak ¢al”|epac-n ClEl[’JE!EIE!TbIBEIET BXOOALWKWE M MCXO4ALWE CeTeBble NOAKNHYEHHA. |-||‘3E!Bl|,"|a COUEHWEaHDTCA
CBEQXY EHM3, H NPHMEHAETCA AE“CTBLIE Nepeora NOAxXoAAlera npaenna.

A,

Hma Braroueno [Mpotokon MNMpodwne  [eicreme Hanpasnenwwe flokanshbie Ypanewnoie [Mpunose
PaspelunTe Beck TpadiK Ha .. Moboi MoBoi n. Paspeww.. OBa NokaneH...

Paspewwmte DHCP gna svcho.., upp Moo N, Pazpewn.. O6a Mopt 67,68 [Mopm 67,68 CAWindo
Pazpewwmnte DHCP ana servic... Upp NwoBoii n... Paspewmw.. OBa MopT 67,68 [Mopm 67,68 CAWindo
Paspewwnte DHCP gna [PvE uop Moo n.  Pazpewn.. O6a MopT: 546,5. IP-agpec: .. CAWindo
PaspelunTe ncxogawme DNS... TCP u UDP /MoGoi n. Paspeww.. WMoowogawee Mopm 533 Windo
PaspelunTs MCXOJALLME MH.., Upp MoGoi n..  Pazpewn.. WMooogawee IP-agpec: 2. C\Windo
PaspelunTs BXOAALLIME MHOT... v upp NMioBoii n... Paspewmw... Brogawee Mopt 5355 Joeepenn..  CA\Windo
Bnoknpoeate BXOAALLNE MH... upp NMwoBoi n..  3anpetnte Bxogawiee MopT: 5355 Ch\Windo

NoGaBuTe ~ . A =

HCKEZETI: BCTROEHHBIE I:I'IpE,EI,EﬂpHT&"II:HC HaETpCEHHbIEJ npasnna

152



dNeMeHTbl ynpaBJieHUA

JNo6aBuTb: Co3aHVe npaBua.

N3MeHUTb- N3MeHeHne cywecTBytoulero npasuna.
Ypanutob: yhoaleHne CyLleCcTBYOLWEro npasuia.
KOﬂMpOBaTb: CO3aaHne Konmn Bbl6paHHOI'0 npasnna.

MokasaTb BCTpOEHHbIe (NpeABapuTesIbHO HACTPOEHHbIE) NpaBua: NpeaBapnUTesIbHO
HaCTPOEHHbIe NpaBuia A5 ESET Internet Security, C MOMOLLbIO KOTOPbIX MOXKHO pa3pellaTh 1an
6710KMpPOBaTb ONpPefeeHHble COeANHEHUS. DTU NPABUIA MOXXHO OTKJIIOYUTL, HO HE YAANNUTb.

B Hayano/Beepx/BHu3/B KoHew,: HaCTPOWKa NPUOPUTETHOCTM Npasu (nNpasuna
nocnenoBaTesIbHO BbINOJIHAKTCA CBEPXY BHU3).

LLlenkHUTe 3Hauok novcka s B BepXHelt NpaBoit YacTu 3KpaHa, 4ToBbI UCKaTb NpaBuaa Mo
MMEHW, MPOTOKOJY WK MOPTY.

HNobaBneHme n UsMeHeHUe npasun
danepBona

Mpu N3MEHEHUN HACTPOEK CeTU (Hanpumep, NPV U3MEHEHNN CETEBOro aapeca Uim HomMepa rnopTa
ONst yOaNeHHOro KoMMbloTepa) MoxeT noTpeboBaThCs peaakTupoBaHue uan gobaeneHve npasun
thaltepBonia, 4Tobbl 06ecneynTb NPaBUIbHYI0 PaboTy MPUOXKEHNUS, HA KOTOPOE PACNPOCTPAHAETCS
npaBuIo.

NnnocTpnpoBaHHbIE MHCTPYKLMN

Cnegnytowmne ctaTbh 13 6a3bl 3HaHWA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHIJIMACKOM S3bIKE:
* OTKPbITUE NN 3aKPbITUE (Pa3peLleHME UK 3anpeLLEeHNE) onpeaeNeHHoro nopTa B
danepBose ESET

* Co3paHue npaBuaa hanepBosa Ha OCHOBE halnaoB XXYpPHasa B ESET Internet Security

BepxHsAs YacTb AManoroBOro OKHa CoOLepXUT TPU BKIaLKMW.

* OBwme: BLIOOP MMEHN NpaBuaa, HanpaBaeHNs NOAKNOYEHNS, LeNCTBUS (Pa3peLuuTb,
3anpeTuTb, 3anNpoCcuThb), NPOTOKOA U NPOGUNS, K KOTOpoMy ByaeT NPUMEHSTLCA NPaBuIo.

* JIoKanbHbIX: NPUBOANTCA NHDOPMALINSA O NOKANbHOM KOMMbIOTEPE, Y4aCTBYIOLLEM B
NOAKJ/IOYEHUI, C YKa3aHUeM HOMepa J1I0KaJIbHOro rnopTa Wan auanasoHa nopToB U UMEHNU
NPWJIOXKEHNS, KOTOPOe YCTaHOBWJIO NOAKJIIOYEHNE. 34eCb MOXXHO A06aBNThL NpeaBapuTebHO
3a[laHHYI0 WK CO34aHHYI0 30HY C ANana3oHOM IP-afpecoB, HaxaB KHomnky "J,06aBuTb".

* YpaneHHbIN: Ha 3TON BKJIagKe NpMBOAMTCA NHopMauumsa 06 yaaneHHOM nopTe (amana3oHe
nopToB). TakXXe 34eCb MOXHO YKa3aTb CMUCOK yAaNneHHbIX IP-afpecoB 1in 30H AN KOHKPETHOro
npasuna. 34ecb MOXXHO f06aBUTb NpeaBapuUTebHO 3a4aHHYI0 UM CO3LaHHYI0 30HY C
Lana3oHOM IP-afpecoB, HaXkaB KHOMKY "[lobaBuTb".
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Mpw co3haHnM HOBOro NpaBuia HeobxoanmMo BBeCTW ero nums B nose UMa. Hanpasnexue
NOAKJ/IOYEHUS, K KOTOPOMY MPUMEHSIETCS NPaBWI0, BbIBMPAETCS B PaCKPbIBAOLLEMCS CMNCKE
HanpasneHue, a JeNCTBUE, KOTOPOE LOJHKHO BbIMOSHATLCS, KOrAa NOAK/0YEeHNE yO0BETBOPSET
napameTpaM npaBusia, — B packpblBaloLleMcs crnicke flencTeme.

MpoTokon: NPOTOKO/ Nepeaayn AaHHbIX, NCNOSb3yeMbIA Ans NpaBuia. BoibepnTte B
PACKPbIBAIOLLEMCS CMNCKE MPOTOKOJ, KOTOPbIA HY>XHO MCMOb30BaThCs A1 ONPenesIeHHOro
npaswuna.

Tun/kop ICMP. Onpegensemoe 4ynucaom coobuieHme ICMP (Hanpumep, 0 03Ha4YaeT OTBET MPOBEPKMU
CBA3N).

Mo yMon4aHUio BCe NpaBuIa BKJIOYEHbLI C CO chepoit NpuMeHeHns JIiobon npodunb. Ecnm
Heobxoaumo, B packpbiBatowemcs cnucke NMpodunm MoxxHo BeibpaTb COOCTBEHHBIN NPOdUIIb
thanepsona.

Ecnn BkNo4MTL NapameTp Cepbe3HOCTb perucTpupyeMbix COObITUM, NeiCTBYSA, CBA3AHHbIE C 3TUM
npaBwusioM, ByyT 3annCbiBaTbCS B XXypHaa. YBeaOMUTb NONb30oBaTeNA: 0TobpakaeT yBefoMNieHNe
Npy NPMMEHeHNN Npasua.

NTERNET SECURITY *

NobaButb npaBuio

Qbwpe JloKaneHele YaaneHHble

Obuwme
Mra Bes umeHu
BrnwoueHo o
Hanpaenexue BxogAwee -
JeiicTamne 3anpetnts ~
MpoTokon TCP u UDP >
a
(i}
Mpoduns Moboil npogune e
CepeesHOCTE PErMCTpHpYEMEDX
- P ; P PHP) AWarHocTea V
coBbITHi
¥BE4OMWTE NONEI0BATENA ®
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Mbl co34aeM HOBOe NpaBuiio, paspellatowee Beb-bpaysepy Firefox 4ocTyn K Beb-canitam B ceTun
NHTepHeT 1 NoKanbHOWN CEeTN.

1.Ha Bknanke Obwime BKIOYMTE NCXOASLIME MOAKIOYEHMS NO NMPOTOKONaM TCP 1 UDP.
2.Mepenante Ha BKNagKy JIoKanbHbIN.

3.BbibepuTe nyTb K hanny ncnoab3yemoro Bamm seb-6paysepa, WENKHYB ... (Hanpumep,
C:\Program Files\Firefox\Firefox.exe). HE BBOAMUTE NMS NPUTOXKEHUS.

4.Ha Bknagke YaaneHHbIn BkAo4nTe nopThl 80 n 443, ecnn cnepyeT pa3pewlnTb
CTaHAapPTHbIE AEeNCTBUA, CBA3aHHbIE C NocelleHnem Beb-cTpaHuL.

BO3MOXXHOCTU M3MeHEeHNS NpeaBapuUTesIbHO 3a4aHHbIX NPaBul OrpaHNyeHbl.

NMpasuno panepsosia — JIOKAJNIbHbIN

YKaXXuTe nMs N0KaJIbHOr0 NPUJIOXKEHMS, @ TaKXXe JIOKaJIbHbIE MOPTbl, K KOTOPLIM ByIeT NPUMEHSATLCS
npaBwuIo.

MopT: HOMep SoKasIbHOro MopTa (MM HoOMepa HECKOJIbKMX NOpTOB). ECnn HoMepa He yKa3aHbl,
npaBuio byaeT NpUMeHaTbLCS KO BCeM nopTaM. [lobaBbTe OAUH NOPT CBSA3U WA YKaXKNTE KX
AManasoH.

IP-apgpec: BO3MOXXHOCTb [06aBNTb OAMH NN HECKOJIbKO JIOKaIbHbIX ajlpecos, Alana30H apecoB
nnn NnoaceTb, K KOTOPbIM MPUMEHAETCA NMpaBunio. Ecnn HOMEpP HE YKa3aH, NMpaBnJio 6y,D,€T
NPUMEHATBLCA KO BCEM NOAK/THIOHEHNAM.

30HbI: CNMCOK f0DaB/I€HHbIX 30H.

JJ,o6aBuTb: nobaBneHme co3gaHHON 30HbI U3 packpbiBatoLeroca MeHo. [1na co3gaHns 30HbI
NCNoJIb3yeTCAd BK1adKa HacTponKka 30Hbl.

YpanuTb: yaaJieHne 30H U3 Cnucka.

MpunoXxxeHune: NMs NPUNOXKEHUS, K KOTOPOMY MPUMEHSeTCs npaBuio. [lobaBbTe pacrnonoxeHne
NPUNOXKEHUS, K KOTOPOMY HY>XXHO NMPUMEHUTL NPaBUIo.

Cnyx06a: B pacKpbIBalOLLEMCS MEHIO 0TODPaXKaTCA UMEHA CUCTEMHBIX CNYXb.

PekoMeHayeTCs CO34aTb NPaBWIO AN 3epKana, NpefocTaBasowero 06HOBNEHNS Yepes nopT
2221, C NOMOLLbI KOMMYHWUKALMOHHON CNy>XX6bl EHttpSrv , KOTOPY MOXXHO BblIOpaThb B
PaCKPbIBAIOLLEMCS CMNCKE.
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NTERMET SECURITY X

[dobaBuTb NpaBuno

Obwwe JflokaneHele YaaneHHble

NokaneHelE
Mopt (1]
IP-agpec i
20HEI

Jobaute | Mamenute  Yaoanwre Mmnopt | 3kcnopt

Mpunoxenne

CyxBa b

NMpasuno panepBosia — yaaNIeHHbIN

MopT: HOMep yAaneHHOro NopTa unmM HoMepa HeCKOJIbKNX NOPTOB. ECNM HOMepa He yKa3aHbl,
npasunno 6y)J,ET NMPUMEHATLCA KO BCEM NMOPTaM. flobaBbTe 0ANH NOpPT CBA3N NN YKaXUTE NX
Onana3oH.

IP-appec: BO3MOXXHOCTb A00aBUTb yAaneHHbI afpec, Anana3oH alpecoB uan NoaceTb. ALpec,
AMana3oH afpecoB, NOACETb WA yAaNeHHas 30Ha, K KOTOPbIM NPUMEHSeTCs npasunio. Ecnm
3HaYeHMe He yKa3aHo, NpaBuio ByaeT NPUMEHATLCA KO BCEM MOAKIIOYEHNSM,

30HbI: CrNCOK A06aBNEHHbIX 30H.

Dob6aBuTtb: f06aBNeHNE 30HbI, BbIOPAHHON B paCKpbIBAOLLEMCS MEHI0. 114 CO34aHMS 30HbI
MCMNONb3yeTCs BKNagKa HacTporka 30Hsbl.

Ypanutb: yaaneHue 30H U3 Crucka.
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NTERMET SECURITY y

lob6aBuTb NnpaBuno

Obwwe JfokaneHele YaaneHHsle

¥paneHHble
Mopt (1]
IP-agpec i
20HEI

Jobaentk Mmnopt

OOHapy)xeHue n3MeHeHUA NPUJI0OKEeHU!

OyYHKLMA 0OHapYXEHNA N3MEHEHWNI MPUNOXKEHNI 0TOBPaXKaeT yBEAOMEHMNS, €CIN U3MEHEHHbIE
NPWIOXKEHNS, AN KOTOPbIX CyLecTByeT npaBunio bpaHaMayspa, NbiTaloTCA YCTAHOBUTb
NOAKMOYEHNS. I3MeHeHne NPUNoXXeHNA — 3TO MEXAHU3M BPEMEHHOW WJIN MOCTOSHHOW 3aMeHbI
NCXOOHOr0 NPUIOXKEHUSA APYTrUM NCMONHAEMbIM NMPUIOXKEHMEM (3alLMTa OT HAPYLLUEHUS NMpaBu
bpaHgmayspa).

ObpaTuTe BHUMaHWUE, 4TO 3Ta hYHKUUS HE NpelHa3Ha4YeHa ans 06HapyXKeHNs N3MEHEHWI BO BCEX
npunoXxeHusx. OHa co3aaHa, 4Tobbl He HapyLLaAnCh CyWEeCcTBYOLME NpaBuaa danepsona, 1
OTC/IEXMBAOTCA TONIbKO MPUNOXKEHNS, A1 KOTOPbIX 3TV NpaBuia npeaHa3HayeHbl.

BKNIOYMTb OTCNE)XXUBAHUE U3MEHEHUN NPUJIOXKEeHUN: eCn BbiIbpaH 3TOT NapaMeTp, NporpaMma
OyLeT OTCNeXMBaTb N3MEHEHNS B MPUNOXKEHNAX (0OHOBNEHNS, 3apaXXeHNs U APYrMe U3MEHEHUS).
Mpy NONbITKE N3MEHEHHOr0 NPUNOXEHUSA YCTAaHOBUTb COEANHEHNE NOJIb30BaTENb NONYYNT
yBefoMeHne oT (harepsona.

Pa3pe|.uuTb U3MeHeHuda B NnoOANUCaHHbIX (AOBGpEHHbIX) NMPUNOXEeHUAX: HE YBENOMNATL, €C/IN
nocne 3MeHeHns 0encTBUTEsNbHas LI,VIq)pOBaFI noanncb NPUIOXKeHNAa oCTaeTCs HEeN3MeHHOMW.
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Cnucok ﬂpMﬂO)KEHMﬁ, UCKJIIOYE€HHbIX U3 06Hapy)KEHIMIZ B 3TOM OKHE MOXXHO 000aBNATh 1
YOanAaTb MPpUNOXeHNA, Npu N3MeHeHUN KOTOPbIX HE BbIBOOATCA YBEAOMIEHUA.

CNUCOK NPUNOXKEHUHN, UCKJTIOYEHHBbIX U3
obHapyXxeHus

®aepBos B NPOAYKTE ESET Internet Security BbIABSAET U3MEHEHNS B NMPUNOXKEHUSAX, K KOTOPbLIM
npuMeHaTCA npasuna (cM. pasgen ObHapy )KeHve N3MeHeHNIN MPUJI0KEHUI).

B onpepeneHHbIX CayyYasx NpUXoANTCA OTK0YaTb 3TY PYHKLMIO AN HEKOTOPbLIX MPUI0XKEHWIA, €C/Nn
HY>XHO UCKJTIOYUTb NX U3 MPOBEPKMN (haiepBOIOM.

N06aBuTb: OTKPbLIBAET OKHO, B KOTOPOM MOXXHO BbibpaThb NpuioxXeHve n Aob6aBuTb ero B CNincok
MPUNOXEHUIA, CK/OYEHHbIX U3 0OHAPY)XEeHNS N3MEHEHUIA. Bbl MoXXeTe BbibpaTb 13 cincKa
3anyLLEeHHbIX MPUIOXKEHWIA C OTKPLITOW NepefaYveit AaHHbIX MO CETW, A KOTOPbLIX CyLLeCTBYeT
npaBwio anepsona, i fobaBNTb KOHKPETHOE NPUIOXKEHNE.

N3MeHUTb: OTKPbLIBAET OKHO, B KOTOPOM MOXXHO M3MEHUTb PACMONOXKEHNE MPUSIOXKEHUS N3 CMIMCKA
MPUIOXKEHWNIA, UCKJTIOYEHHBIX U3 0OHaPY)XeHUSt N3MeHeHNI. Bbl MoXXeTe BbibpaTh M3 Cnncka
3anyLLeHHbIX NPUIOXKEHWIA C OTKPLITOM NepefaYvet AaHHbIX N0 CETW, A KOTOPbIX CyLLeCTByeT
npaBwuo anepBosa, M N3MEeHUTb PACnoJIOXKEHNE BPYUHYIO.

Ypanuto: yhoaleHne 3anuncen U3 cnucka I'IpI/U'IO)KeHI/IVI, NCKTHOYEHHBLIX N3 NMPOBEPKN.

HacTpouku pexxuma obyyeHus

B pexxnme obyyeHns npaBuia ANs KaXXAoro COeAUHEHNs, yCTaHOBIEHHOr0 CUCTEMOW, CO3Aa0TCS U
COXPaHSITCA aBTOMATUYECKN. YHacTne Nnonb3oBaTens He TpebyeTcs, MOTOMY 4TO ESET Internet
Security COXpaHsieT NpaBuia COrfacHo NpeaBapuUTeNibHO HACTPOEHHbIM NapaMeTpaM.

cnonb3oBaHMe 3TOro pexxnMa MoXXeT NPeAcTaBNATb PUCK A1 CUCTEMbI, U ero peKoMeHayeTcs
MCNoJSIb30BaTb TOJIbKO A5t MepPBOHAYa bHON HAaCTPONKK haliepBona.

MocnenoBaTenbHo BoibepuTe PacluMpeHHblie napameTpsl (F5) > ®daepBon > OCHOBHas
uHbopMauusa > PexxuMm unbTpaLmum 1 B PaCKpPbIBAIOLLEMCS MEHIO BbibepuTe NyHKT PeXxum
obyyeHus, 4Tobbl aKTVBMPOBaTL NApaMeTpPbl pe)XxuMa obyuyeHus. B 5ToM pasgene npeacTaBieHbl
cnepytowime napameTpbl.

B pexumMe obyyeHus panepson He PunbTpyeT CoelMHEeHUA. Pa3pelleHbl BCe UCXOAALLNE U
BXOLALLNE CoeMHeHNs. B 3TOM pexxnme KOMMbIOTep 3alluLLeH (hanepBosioM He MONHOCTbLIO.

A

Pe)xxuM 3apaH nocne 3aBepLUeHUA pe)XXuMa odyyeHus: onpenennTe pexnum huiibTpaunu,
KOTOpbI ByaeT BOCCTaHOBJIEH (haepBOIOM NporpamMmsl ESET Internet Security N0 3aBepLUEHUN
nepuoda pexunma obyydeHns. CM. 4ONONHUTENbHbIE CBEAEHUS 0 pexunmax huabTpaumnm. YTobbl nocne
3aBepLleHmns pexxnma 0byyYeHna U3MeHNTb pexxum punbTpaumm daepsona Ha CNPoCcUTb
nosib3oBaTenNs, Hy)XHbl MpaBa afAMUHUCTPaTOpa.

Tun coeaMHEHUA: HAaCTPOWNKA OTAE/bHbIX NAaPaMETPOB CO3AaHMNA NPABUA A8 KAXXA0r0 TUMa
coeanHeHnin. CylecTByeT YeTbipe TUMa CoeanHEHN,
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Bxopsawun Tpacdmuk U3 poBepeHHON 30HbI: NPYMEPOM BXOASALLEro COeANHEHNS B JOBEPEHHON
30He ABNAETCH yAasleHHOe YCTPOMCTBO, HaXoAsALweecs B npefenax 4OBEPEHHOWN 30HbI, KOTOpoe
NblITaeTCA YCTAHOBUTbL COeIHEHWE C JIOKaJIbHbIM MPUI0XKEHNEM, 3aMnyLLEHHbIM Ha BalleM
KOMMbloTepe.

Ucxopawmn Tpacuk B JOBEPEHHYIO 30HY: MPUJIOXKEHNE Ha JIOKaJIbHOM KOMMbIOTEPE MbITAETCS
YCTaHOBUTb COEANHEHME C APYrMM YCTPOMNCTBOM B Npeaenax JIoKaJibHOM CeTU N CETH B
[LOBEPEHHOM 30He.

BxopAawmn nHtepHeT-Tpadmk: yaaseHHoe yCTPONCTBO MblTaeTCa YCTAaHOBUTb COeUHEHMe C
NPWUJIOXKEHNEM, 3aMyLLEHHbIM Ha KOMMNbIOTEPE.

NUcxopawmmn MHTepHeT-Tpad)MK: npunnoXxXeHne Ha 10KaJibHOM KOMMbIOTEPE MNbITAETCA
YCTaHOBUTb COegNHEHNE C OPYTM yCTpOI7ICTBOM.

B Ka)x4oM pa3sfene onpenensaTCcsa napameTpbl, KOTOpble 6yuyT 006aBNATLCSA K HOBbIM npasniaM.

[,06aBUTb NOKaNbHBIN MNOPT: BKIOYAET HOMEP JIOKAJIbHOI0 NMopTa CETEBOro CoeaMHeHUs. ns
NCXOASLUNX COeAMHEHUNIA 0BbIYHO CO34at0TCs CNyYaiiHble HoMepa. B CBA3M C 3TUM pekoMeHayeTCs
BKJIIOYATb 3TY HAaCTPOMKY TOSIbKO AJ18 BXOASLUNX MOAKIOYEHNIA.

N06aB1Tb NPUNIOXKEHUE: BKIIIOYAET MMS JIOKAJIbHOrO NMPUI0XKeHNs. [laHHbIN NapaMeTp
npefHasHayYeH Aas UCnosib3oBaHUs B ByayuUiMx NpaBuiax Ha ypoBHE NPUIOXKEHNIA (NpaBunax,
onpenensioLnx CoOeAMHEHNs ANs BCEro NpuaoXeHns). Hanpumep, MOXHO pa3pellnTb CoeanHeHNs
TONbKO ANs Beb-6pay3epa Uam NOYTOBOro KMEHTA.

[o6aBuTb ypaneHHbIN NOPT: BK/IOYAET HOMEP Ya/NeHHOr0 NopTa CETEBOro COeANHEHUS.
HanprmMep, MOXXHO pa3pelunTb WK 3anpeTuTb NOAK/IYEHNE onpeaeNieHHON cyXbbl, CBA3aHHOWM CO
CTaHAapPTHbLIM HOMEpPOM nopTa (HTTP — 80, POP3 — 110U T. 4.).

N o6aBuTb yaaneHHbIN IP-afapec uamn yaaneHHylo A0BEePeHHYI0 30HY: YAaIeHHbIN IP-aapec nau
yZasieHHasi 30Ha MOryT UCMO0JIb30BaTbCS B KAYECTBE MapaMeTpa HOBbIX NPaBWUI, PEryaNpYOLWNX BCe
COeANHEHNs MeXay JIOKaJIbHOM CUCTEMON 1 COOTBETCTBYIOLLMM YAaNEHHbIM afpecoM Uan 30HOWA.
ITOT NapaMeTp UCNOJSb3yeTCs Npu onNpeaeseHnn eNCTBUA 419 KOHKPETHOro YCTPOWCTBA UK
FPYnMbl CETEBbLIX YCTPOWNCTB.

MakcuMManbHoe KOJIMYeCTBO Pa3HbIX NPaBu AJ1 OAHOr0 NPUJIOXKEHUSA: eC/IN NPUI0XKEHNE
MOJKJ/IOYAETCA K pa3HbIM IP-afpecaM Yyepes pasHble NopThl, hakepBos B pexxume obyyeHns co3aacT
A5 3TOr0 NPUIOXKEHUS COOTBETCTBYIOLLEE KOMYECTBO NpaBuil. laHHbIN NapaMeTp No3BonseT
OrPaHNYMTb YUC0 NPABW, KOTOPbIE MOTYT BbITb CO3AaHbI A1 OHOr0 NPUIOXKEHNS.

3alluTa OT ceTeBbiX aTak (IDS)

3almMTa OT ceTeBbIX aTak (IDS) ynyywaeT obHapyKeHne 3KCNAONTOB AN N3BECTHbLIX YA3BUMOCTEN.
[ONONHUTESIbHbIE CBEAEHUS O 3aliMUTe OT CeTEBbIX aTakK CM. B [JI0CCapumn.

BKno4YMTb 3aWMUTY OT CeTeBbIX aTak (IDS).AHaN3 COOAEPXKMMOro CETEBOr0 TpadmKka 1 3awmTa oT
ceTeBbIX aTak. Jllobon Tpaduk, KOTOPbIA pacLEHNBAETCS KakK OnacHbIn, 6noknpyeTcs.

BknoumMTb 3aWMTy OT 60THETOB. O6HapyXeHne 1 610KMpoBaHME NOLKIIYEHNI K BPEAOHOCHBIM
cepBepaM KOMaHAOBaHWA 1 ynpaBneHus. B ocHoBe yHKLMMN NEXNT pacno3HaBaHne CTaHAAPTHbLIX
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WwabnoHOB, C NOMOLLbIO KOTOPbIX 3apa)KeHHbII7I 6oTOoM KOMMbIOTEP MbITAETCA NMOAKMOYATbCA K
ornacHbIM CepBepaM.ﬂ,Ol'IOﬂHl/lTeﬂbele CcBefeHNns o 3awmTe oT 6OTHETOB CM. B r1occapun.

Mpaeuna IDS: M03BONSAET HACTPaMBaTb PACLUMPEHHbIE MAPaMETPbl PUNbTPALUN AN 0BHaPYXXEHNS
PA3NYHbIX TUMOB aTak, KOTOPblE MOTYT OblTh MPEANPUHATSI, YTOOLI HABPEAUTL KOMMbLIOTEPY.

MﬂﬂfOCTpVIpOBaHHbIe NHCTPYKLUWNN
Cnegnytowme ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHIJIMACKOM SA3bIKE:
* lcknwo4vyeHue IP-agpeca U3 IDS B ESET Internet Security

Bce Ba)xHble COObITUSA, 0OHAPY)KEHHbIE 3aLLUTON CETU, COXPAHAIOTCS B (haline XypHana.
JlonoNHNTENbHbIE CBEAEHUS CM. B XKYPHaJIE 3aLUNThI CETU.

3aliMTa OT aTakK MeToaoM nopbopa

3awumTa oT aTak MeToAoM nonbopa 6710KMPYeT aTakW, KOTOpble NpefyCMaTPUBaIOT yrajbiBaHNe
Naposis U HanpaeJeHbl Ha cNy>Kbbl RDP nan SMB. ATaka MeToLoM noabopa — 3To cnocob
onpeneneHns napons, Npyu KOTOPOM NPOUCXOAMNT CUCTEMATMYECKUA nepebop Bcex KoMBUHaL Ui
OykB, uncp 1 cMMBOOB. YTOOLI HACTPOUTL 3aLLMTY OT aTak MeToLoM noabopa, B [1aBHOM OKHE
nporpaMmel WenkHuTe HacTpoika > PaclumpeHHble napameTpsl (F5) > 3awmTa ceTy > 3awuTa oT
ceTeBbiX aTakK > 3alliuTa OT aTak MeToa0M noabopa.

BKNIO4YMTb 3aLLUTY OT aTaK MEeTOA0M nopbopa: ESET Internet Security NPOBEPSET COAEPXKMMOE
ceTeBoro Tpadumka 1 61OKMPYET NOMNbITKM aTak, KOTOpbIE MPeayCMaTPMBalOT yrafbiBaHne napons.

HpaBuna: Bbl MOXKETe CO3OaBaTb, N3MEHATb N MPOCMaTPMUBaTb NpaBWla AJid BXOOALWNX U
NCXOOALLNX CETEBbLIX NOAKOYEHU. Ons nosyyeHna oonoaHNTENIbHbIX CBeOEeHun CMm. rnasy [1pasusa.
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NTERNET SECURITY o X

,ﬂ,OI'IOJ'IHHTEJ'IbeIE HacTpoOUKH - X7
Moayne ofHapyxeHus B 3awwra or ceteBix atak 5
ObHoBneHMe BrntoumnTe 33Ty oT ceTesbix atak (ID5) O a
3awmTa cetn BrntounTe 3aLuTy oT BOTHETOB O i
daiiepson @ Mpaswna DS MzmeHnTE
3aWKTa OT ceTeBbIX aTak
B 3awwta ot atak meTogom noaBopa 5
WHTepHeT K aNeKTPoOHHAA
nouTa BintouuTs 3aLmTy oT atak mMeToaom noabopa D (1)
- Mpaewnna MameHnTs i}
KoHTpone ycTpoiicTe
CepBnc
P PaclMpeHHkIe NapaMeTpbl 5 o
WHTepdeiic nons30BaTens
YEeL0MNeHUA
Hactpoiiku
KOHDUASHUWANLHOCTK
Mo ymonuanmio @DK OTmenHa

NpaBuna

I'Ipanma: Bbl MOXETe CO034aBaTb, U3MEHATb N MPOCMaTPMBaTb NMpPpaBWa Anda BXOOAWNX N NCXOo4ALWKNX
ceTeBbIX NOOKIOYEHNN. I'Ipe,u,BapMTeano 3aaHHbl€ NMpaBWJia HeNb34 U3MEHUTb NN YOAJINTh.

YnpaBsieHue npaBuiaMM 3alLuTbl OT aTak MeToao0M nopbopa

[obaBuTb: CO3aaHMe npaBuna.
N3MeHUTb- N3MeHeHNe CYLLECTBYHIOLLErO NpaBuna.

Ypanutb: yaajieHne CyLLeCcTBYIOLWEero npasuia U3 Cnmcka npasus.

B Hayano/Beepx/BHU3/B KOHeL,: HACTPOMKa NPUOPUTETHOCTY NpPaBul.

YT106bI 06€CNeYnTb MaKCMMasbHYIO 3aluUTy, NPUMEHSAETCA NPaBuIo 610KNPOBKY C
HauUMeHbLINM 3HaYeHMeM napamMeTpa Makc. Kos-BO NONLITOK, jaXe eC/v 3TO NpaBuIo
HaxXO0AMTCA HUXKE B CNNCKE NMpaBul, KOraa ycioBmaM obHapy>XeHUs COOTBETCTBYET HECKObKO
npasun 610KUPOBKHN.

PepakTop npaBun
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MTERMET SECURITY pid

JobaeuTtb NnpaBuno

Mma Bes umeHn

Brnroveno n

JeficTene 3anpeTuTe >
MpoTokon MpoToKoN yAaneHHoro padoJero cro. ™
Mpoduns Niofoii npodune v | e
Makc. kon-eo nonerok 10 | €

HEFHC,J, XPaHEHHWA HEpHOTD CNHCKA

: 30 €
(MiH)

IP-aapec ncTouHKKa i
3oHBl NCTOYHWKE o

HJobaenTe

NUmMsa: nma npasuna.

BKNIOYEHO: OTKJIIOUYNTE 3TOT MNON3YHOK, €C/IN NMPaBKJI0 HY>XXHO OCTaBUTb B CMNCKE, HO NPK 3TOM He
nCcnoJsib3oBaTb €ro.

DencTBume: BbibepuTe, cneayeT v 3anpPeTUTb Wi paspeLunTb NOAK/IYEHNE, EC/IN BbIMOJHATCA
napameTpbl NpaBuna.

MpoToKon: NPOTOKO/ CBA3W, KOTOPLIA OyaeT NPOBEPATLCS STUM MPABUJIOM.

MNpodunb: 417 KOHKPETHLIX NPOGWIEN MOXXHO YCTaHaBIMBaTb U MPUMEHATL NOb30BaTeNbCKME
npasuna.

Makc. Kos-BO NONbITOK — MaKcManbHOEe KOJIMYeCTBO pPa3peLleHHbIX MOMbITOK MOBTOPEHNS aTaKMy,
Nno OOCTMXXeHUN KOToporo IP-agpec byneTt 3abnoknposaH 1 nobaBneH B YEPHbIA CMINCOK.

Mepuop XxpaHeHUs YepHOro cnucka (MUH): yCTaHOBKa BPEMEHU, MO UCTEYEHUN KOTOPOro apec
OyLeT UCKIIOYEH 13 YEPHOTO CMNCKaA.

IP-appec UCTOYHMKA: CMUCOK IP-apecoB, AMana3oHoB Nan noaceTen. HeCKONbKO aapecos cnegyet
pas3genaTb 3angaTomn.
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30Hbl UCTOYHMKA: 3[1eCb MOXXHO A06aBUTb NPeaBapUTENbHO 3a4aHHYI0 MW CO3AaHHYI0 30HY C
Aana3oHoM IP-aipecoB, HaXkaB KHOMKY JLo6aBUTb.

IDS npaBuna

B HEKOTOpPbIX CNyvYasax CUCTEMaA 0OHapyXeHnsa BTOPXXeHUS (Intrusion Detection Service, IDS) MOXeT
pacLeHUTb nepeaady MHPOPMaLMM MeXAy MapLIpyTU3aTopamMn U ApyruMu BHyTPEHHUMN
CEeTEeBbIMM YCTPOMCTBAMM Kak MOTEHLUMUAaNbHYIO0 aTaKy. Hanprmep, Bbl MoXXeTe 006aBUTb N3BECTHLIN
6e3onacHbIN agpec B agpeca, MCKIYEHHbIE U3 CUCTEMbI 0BHaPYXEHNS BTOPXKEHMI, 4TOObI 060MTK
IDS.

VIJ'IJ'HOCTpI/IpOBaHHbIe NHCTPYKLNN
Cnegnytouwne ctaTbh u3 6a3bl 3HaHWUA ESET MOTyT ObITb AOCTYMHbI TONLKO Ha aHMIMACKOM SA3bIKE:
* lcknwoveHue IP-agpeca U3 IDS B ESET Internet Security

Cton6bubl

* OOHapy>xeHue: Tn obHapyXeHus.

* MpunoxxeHue: BuibepnTe NyTh K hany UCKIIOYEHHOIO MPUIOXKEHMS, LLENKHYB ... (HanpumMep,
C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE NMA NPUNOXKEHUNS.

* YpaneHHbl# IP-agpec. CNVCOK yaneHHbIX aApecoB, AMAaNa3oHOB UKW NOACETEN (IPv4 UK IPv6).
[ns pasneneHns agpecos UCMob3ynTe 3andaTyio.

* BNoKMpoBaThb: KaXK bl CUCTEMHBIN NPOLLECC UMEET CBOE NoBeAEeHMEe Mo YMOHaHUIO 1
Ha3Ha4vyeHHoe fencTeue (6nokKMpoBaTb WK paspelmnTs). YTobbl N3MEHUTbL NOBEeAEHNE MPUIOXKEHNS
ESET Internet Security N0 YMOJI4aHWIO, Bbl MOXKETE BOCMNOJIb30BaThCSA PACKPbIBAKLLNMCSH MEHIO U
pa3pewmnTb nam 3aba0KMpoBaTh ero 3anyck.

* YBepoMuTb: Bbibepute, cnegyeT nm otobparkaTb yBeLoMIeHNA Ha paboyem cTosie
KoMnbloTepa. JocTynHbl 3HavyeHus Mo ymonyauuio, fla, Het.

* XXypHan: 3aHeceHme cobbiTni B thalibl XKYPHaI0B ESET Internet Security. [loCTynHbl 3HaveHns Mo
ymonuasnumio, fla, Het.
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NTERMET SECURITY o X

Mpaswna IDS

Mpaewna IDS o6pabaTelEaroTcA CEEpXY EHMI. OHW MOTYT BbITb MCNONB20EAHLl ANA HACTROHKW NOEEAEHUA daliepEona npw
oGHapYKEHN PAZNHYHBEI ETODXKEHWI. MepEOE COOTEETCTEYHOLLEE MCKNHOUEHUE NPUMEHAETCA OTAENBHO ANA Ka¥A0To TUNAa gefcTENA

(BnoKMpOBKa, YEELOMIEHHE, 3aNice B XypHAN).
e,

Obnapymenmne MNpunoxenne Ypanennoii IP-agpec bnokuposare ¥Yeepomute 3anucath B H

JoGaeute Mzmennts  Ypanwtb

YnpasneHue npaBunaamu IDS

* NobaBuTb: HaXXMUTe ONs CO3aaHNS HOBOrO npaswuo IDS.
* U3MeHUTb: Ha)XXMUTE 014 U3MEeHeHUd CyLeCcTBYIoLLero npasua IDS.

* Yoanutb — Bbl6epI/ITe N WenkKHUTe gng yaganaeHusa npaBnia U3 CNUCKa npasui IDS.

. B Hayano/Beepx/BHuU3/B KOHeL,: HACTPONKa NPUOPUTETHOCTIN NPaBUN
(MpaBmna nocnenoBaTeNbHO BbINMOJHAIOTCSA CBEPXY BHU3).
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fobasutb npasuno ID5

OBHapyxeHme NwBoe obHapyweHne e

HanpasneHne Oba -

HFLI.-'ICZ‘J-ZEHI-IE

¥nanenneli IP-agpec:

Mpoduns NoBoil npodune h
leicTEne

Bnokupoeate Mo ymonyaHu V
¥BEA0MUTL Mo yMonYaHu ™
3anWcaTh B #ypHaN Mo yMonYaHuH e
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Ecnn npun Ka)kgom BO3HUKHOBEHUKN cobbITUS HeobxoganMo, 4Tobbl 0Tobpaxanocb yBeAOMIEHNE
1 BbIMOJIHANACH 3aMNUCb B XXYPHa:

1.lLlenkHnteobaBuTb, 4T0bbLl 06aBUTL HOBOE NPaBUIIO IDS.

2.BbibepuTe Hy)KHOe 0BHapy>XxeHne B pacKpbiBaloWweMcs MeHi0o OOHapyXXeHue.

3.BbibepuTe nyTb NPUNOXKEHWUS, WENKHYB I/IEMEHT ..., 415 KOTOPOro HeobxoAnMMo NpUMEHNTb
3TO yBegOoMJIeHMe.

4.0cTaBbTe 3HavyeHne Mo yMon4aHUIO B packpbiBaloLwemMmcs MeHiobnokuposaTb. 370
NO3BOJINT YHac/NenoBaTb AENCTBUE MO YMOSYAHUIO, NPUMEHEHHOE ESET Internet Security.
5.BbibepnTe B pacKpbiBalOLWUXCA MEHIO YBeAOMUTb N3anucaTb B XXYPHan 3HavyeHnsa Ja.
6.LLenkHnTe OK, 4T06bI COXPaHUTL 3TO YBEAOMIEHME.

Ecnn Bbl He X0TUTe 0TOBpaXkaTb MOBTOPSAOLLEECSH YBEAOMJIEHNE, KOTOPOE HE CYMTAETE Yrpo30M
onpeneneHHOro Tuna obHapy>xeHus:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepunTe Hy>XHOe 0bHapy>XeHue B pacKpbiBaloweMcs MeHio OBHapy>XeHue, Hanpumep
CeaHc SMB 6e3 pacumpeHu 6e30NacHOCTU. aTaka CKaHMPOBaHUA NOPTOB TCP.
3.BbibepuTe B B paCKpbIBaOLLEMCA MEHIO C HaNpaBAEHUAMY NS BXOASALWErO NOAKJIIYEHNS.
4.BbibepuTe Ons packpbiBatoLerocs MeHio YBeaoMUTb 3HaveHre Her.

5.BbibepuTe N5 packpbiBalOLLEr0Csa MeHI0 3anMcaTbh B XXYpPHan 3Ha4veHue fa.

6.0cTaBbTe 3HayeHNe Mpuno>xxeHune nycTbiM.

7.Ecnm Bxogawmi Tpadmk nNocTynaeT He C onpeneneHHoro IP-agpeca, 0OCTaBbTe 3Ha4YeHNe
YnaneHHbie IP-agpeca nycTbiM.

8.lLlenkHnTe OK, 4T0ObI COXPaHWUTb 3TO YBEAOMIEHME.



B/NOKMPOBKa BO3MO>XXHOM Yrpo3bl

Takas cMTyaums MoXXeT NPOVN30MTKW, KOra, HanpuMep, NPUI0XKEHNE Ha KOMMbOTEPE MbiTaeTcs
HanpaBUTb BPeAOHOCHbIN TPadVK Ha Apyrue yCTPONCTBO WK CeTb, NCMOJb3ys Bpellb B cucTemMe
6e30nacHoOCTW, nan nNpu obHapy>KeHNUN NOMbITKN CKAHUPOBAHWSA NOPTOB CUCTEMBbI.

Yrposa: nmsa yrpossi.
YpaneHHbl agpec: yaasieHHbIN IP-afpec.

Pa3peu.|uTb: co3faeTca nNpaBuio cay)XObl 0O0HapYXEeHNA BTOPXXEHUS (Intrusion Detection Service, IDS) €
npeaBapunTenbHO 3agaHHbIM OTCYTCTBUEM ,D,GI7ICTBI/IFI 019 KaXXA0ro Tuna onepaunmn (6)10KI/IpOBKa,
yBeLOMJIEHNE, 3aHECEHMNE B XKYPHa).

MpoponxuTtb 610kMpoBaTb: 06HaPYXeHHbIE Yrpo3bl 6110KMpytoTCA. YToObI CO3aaTh NpaBuo IDS
ONs 3TOW yrpo3bl, ycTaHoBUTE hiiaxxok He yBeAOMAATL MEHA CHOBa, 1 NpaBuo byaet nobasneHo
6e3 yBeJOMNIEHNS N 3aHECEHMNS B XKYPHa.

OTobpaxkaemas B 3TOM OKHE MH(OopMaLMa 3aBUCUT OT TUMa obHapyXEeHHOW yrpo3bl.

ONna nonyyYyeHns OONOJHUTENbHbLIX CBeAeHNn 06 yrpo3ax 1 APYrux CBA3aHHbIX TEPMUHAX CM.
pa3fen o TMnax yaaaeHHbIX aTak Wan Tvnax 0bHapy>XEHHbIX Yrpos.

CBefieHNs 0 TOM, KaK pa3peLlimnTb cobbiTne flydbnupylowmecs IP-agpeca B C€TU, MOXXHO
HaWTW B CTaTbe Ba3bl 3HaHWM ESET.

VCTpaHeHue HEenoJiaaokK 3alluThbl CE€TH

MacTep yCTpaHeHUs HemnolafoK NoMoraeT yCTPaHUTb Npobiembl C MOAKIIOYEHUSIMI, BbI3BAHHbIE
thallepBosioM ESET. BbibepnTe B pacKpbIBalOLWEMCS MEHIO NEPUO] BPEMEHU, B TEYEHNE KOTOPOro
cBA3b ObINa 3a610KMpoBaHa. CNMCOK HeaaBHO 3abN0KMPOBaHHLIX MOAK/OYEHUI 0ToBpaXkaeT obLume
JlaHHbIE O TUME MPUNOXKEHWUS UM YCTPONCTBA, penyTaLum 1 obLLeM YCe NPUIOXKEHNUIA U
YyCTPOWNCTB, 3abJIOKMPOBAHHBIX B TEYEHWNE TAKOr0 Nepunoaa BpeMeHn. HaxXMnTe KHOMKY
MNoapo6HoCTH, YTOOLI NPOCMOTPETL NOAPOOHLIE CBENEHNS 0 3aD/I0OKMPOBAHHOM MOAK/OYEHNN.
3aTeM pa3bnokMpyinTe NPUIOXKEHNE NN YCTPONCTBO, C KOTOPLIM BO3HUKAN NPobieMbl
NOAKOYEHNS.

Mocne HaxkaTusi KHoMKy Pa3bnokupoBaTb paHee 3ab10KMPOBaHHOE NOAKYEHME byaeT
pa3pewleHo. Ecnm Bce e BO3HUKAOT NpobaeMbl C NPUIOXKEHNEM MW Balle YCTPOWCTBO He paboTaeT
Hagnexalum obpasom, WwenkH1Te Mpuno)xeHue Bce ewe He paboTaet, 4To6bI paspewnTb BCe
NOAKOYEHNS, paHee 3abIOKMPOBaHHbIE ANt TAaKOro YCTPOMCTBA. ECaiv 3TO He NOMOXeT,
nepesarpysmTe KOMMboTEp.

LlenkHnTe MoKa3aTb U3MEHEeHMUs, 4ToObl MOCMOTPETb NpaBuia, CO3AaHHbIE C MOMOLLLIO MacTepa.
Kpome Toro, 310 MOXXHO caenaThb, BbibpaB NyHKTHl PacwumMpeHHble napaMeTpsbl > 3aluuTa ceTH >
®danepson > flononHutenbHo > NMpasuna.

HaxxmMnTe KHonky Pa3bnokupoBaTthb ewe , 4Tobbl yCTpaHUTbL NpobaeMbl C NOAKYEHNEM ANS
LPYroro yCTPOMCTBA WAW NPUIOXKEHNS.
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Pa3spelueHHble cny)X0bl U napamMeTpbl

PacluMpeHHble NapamMeTpbl B pasaenax «danepson» n «3alnTa OT CETEBbLIX aTak» NO3BONSIOT
HaCTPOWTb AOCTYN U3 JOBEPEHHON 30HbI K HEKOTOPLIM CyxbaM, 3anyLLeHHbIM Ha KOMMbIOTEPE.

MO>XHO BKJIOYUTb MK OTKIOYNTL 0BHapy)KeHe HECKOIbKMX TUMOB aTak W 3KCMJI0OATOB, KOTOPbIe
MOryT HaBpPeAUTb KOMMbIOTEPY.

B HeKoTOpbIX C/ly4asx yBenoMaeHne 0 3abNOKMPOBAaHHOM COeiMHEHMN He 0TobpakaeTcs. CM.
pa3fen BeaeHve XXypHaia U co3[laHNe NPaBWU U UCKAOYEHWUA HA OCHOBE XKYPHasa, YTobbl
y3HaTb, KaK NPOCMaTpPMBaTb 3a0/I0KMPOBAHHbLIE COEMHEHNS B XXYpHase (aiepsona.

JOCTYNHOCTb OTAE/IbHbIX MapaMeTPoB B 3TOM OKHE 3aBUCUT OT TUMa UM BEPCUN MPOrpaMMbl
ESET 1 Moayns harepsona, a TakXKe OT BepCcun onepaLMoHHON CUCTEMBI.

Pa3spelueHHble CnyXObl

MapaMeTpbl B 3TOM rpynne npefHasHayveHbl 4ns obnerdyeHns HaCTpPoMKK focTtyna K cny>xbam aToro
KOMMbOTEPa U3 LOBEPEHHOM 30HbI. C NOMOLLbIO MHOMMX U3 HUX MOXXHO BKJIKOYUTb UAN OTKIIOHUTD
npefonpeneneHHble npasunnaa darepsona. M3mMeHATb pa3pelleHHble Cny>Xbbl MOXKHO B pa3gene
PacwunpeHHble napameTpsl (F5) > 3awmTta cety > Danepson > [lononHUTeNbHO > PaspelleHHble
CNyXObl.

* PaspewwunTtb 0OWMK goctyn K pansiaM U NPpUHTEpPAM B JOBEPEHHON 30He: N03BOSISET
OTKPbITb OCTYN K (haitiaM 1 npuHTepam obLiero focTyna ¢ yaalleHHbIX KOMMbIOTEPOB,
PacnosIoXKEHHbIX B 4OBEPEHHOW 30HE.

* PaspewwnTtb UPNP 015 CUCTEMHbBIX C/IY>)KO B J,OBEepEeHHOMN 30HEe: pa3peLlaeT NpoToKOo bl UPnP
BXOOALWMX N UCXOOALWLMX 3aNPOCOB ANA CUCTEMHbIX CNyX0. TexHonormsa UPnP (Universal Plug and Play,
Tak)Xe M3BeCTHas Kak Microsoft Network Discovery) UCN0JIb3yeTCs B Windows Vista 1 6onee no3gHux
BEPCMAX ONEPaLNOHHON CUCTEMBI.

* PaspewuTb BXoafAliMe coeauHeHus RPCB AOBepeHHOﬁ 30He: MNMo3BOJIAET YCTaHaB/IMBaTb
TCP-COeANHEHNS U3 LOBEPEHHON 30HbI, MPefOoCTaBAAs AOCTYN K MporpaMMe COnocTaBeHNs
nopToB Microsoft RPC Portmapper 1 ciyx6am RPC/DCOM.

* PaspewnTtb yaaneHHbiM paboyumn cTon B JOBepeHHOMN 30HEe: M03BO/IAET NOAKIOYATHCA MO
NPOTOKOJy yaaneHHOro paboyero cTtosa Microsoft (RDP) M NpefoCTaBASET KOMMNbIOTEPAM B
LOBEPEHHOWN 30HE A0CTYN K BalleMy KOMMbOTEPY C MOMOLLbIO MPOrpaMMbl, KOTOPas UCNOSb3yeT
NPOTOKOJ1 RDP (HanpuMmep, NporpaMmmbl 418 NOAKIIOYEHNS K yaaneHHOMY paboyemy cTony).

* PaspewuTb BXOA4 B MHOroagpecHbie rpynmnbi N0 NPOTOKOAY IGMP: pa3peluaeT BXOAsLLME U
NCXOAALLME MHOrOaPECHbIE MOTOKM IGMP 1 BXOASLLME MHOMOAAPECHbIE MOTOKK UDP, Hanpumep
MOTOKOBYIO Nepefayy BMAEOAAHHbIX, CO3AaHHbIX MPOrpaMMami, KOTOPbIE MCMO/b3YIOT NPOTOKON
IGMP (NPOTOKOA yNpaBieHns rpynnamMu MHTepHeTa).

* Pa3spewnTtb coeaMHeHHble MOCTOM NOAKJIIOYEeHMSA: BbibepnTe 3TOT NapameTp, YTobbI
n3bexaTb NpepbiBaHUSA COEAUHEHHBIX MOCTOM MOAKOYeHNA. CeTEBON MOCT NOAKJIOYaeT
BMPTYaJIbHYI0 MalUVMHY K CETW C MOMOLLbIO afanTepa Ethernet F1aBHOrO KoMMbtoTepa. Mpw
MNCMNOJIb30BaHUMN CETEBbIX MOCTOB BUPTYasibHAs MallMHa MOXET MoJly4yaTb AOCTYM K APYrum
YCTPOMCTBAM B CETU 1 HAa0bOPOT, Kak ecan Bbl 3TO ObIN PU3NYECKMNIA KOMMBIOTEP B CETH.
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* PaspewnTb aBTOMaTHYECKOE OOHapy>XeHue Bed-cnyx06 (WSD) pna cMCTEMHbIX CNyXXO B
AOBEPEHHOMU 30He: pa3peLlaeT BXxoAsLlme 3anpockl 0bHapyxeHns Beb-ciy>Xb 13 JoBepeHHbIX 30H
yepes (haniepsBos. WSD — 3TO NPOTOKOJ1, MCNOJIb3yeMbI AN 06HapyXeHUs cinyb B JI0KanbHOM
ceTw.

* Ncnonb3oBaTh paspelleHue rpynnoBbiX aapecoB B A0BEPEHHOWU 30He (LLMNR): LLMNR (Link-
local Multicast Name Resolution) — 3TO NPOTOKO/1 HA OCHOBE NakeToB DNS, KOTOPbLIV pa3peLlaeT u
y3naM IPv4, 1 y351aMm IPv6 BbINOJIHATb pa3peLleHne MeH 4715 Y3/10B N0 TOW Xe JI0KaNbHOW CCblKe
6e3 Heobxo4MMOCTM B DNS-CEpBepe WM HaCTPOMKe KaneHTa DNS. 3TOT napamMeTp paspellaeT
BXOAALLME MHOroaApecHble DNS-3anpochl M3 LOBEPEHHOWN 30HbI Yepe3 hanepBo.

* NMoppepXxka poMaLllHUX rpynn Windows: BKJIlO4aeT NOAAEPXKKY AOMALUHUX rpynn Ans
Windows 7 1 6071€e NO3LHNX BEPCUN OMepaLMoHHON cucTeMbl. loMalHAs rpynna MoXxeT
obecneymsaTb 00K LOCTYN K panaM U NpUHTEepam B lOMaLLHeN ceTh. 119 HaCTPONKuK
LOMaLUHeN rpynnbl BOCNONb3ynTeCh MeHio Myck > MaHenb ynpasneHus > Cetb u UHTepHeT >
[JoMaluHAA rpynna.

ObOHapy>XxeHune BTOp>XeHUS

®OyHKUMNA 0bHapy>XeHna BTOPXXEHU 0TC/IeXMBaeT BpeOHOCHbIe eNCTBUSA npu obMeHe faHHbIMY B
CeTMn YCTPOMCTBA. DTN HAaCTPOMKN MOXXHO U3MEHUTDL B pasgesie PacluMpeHHble napaMeTpbl (F5) >
3awumTa ceTH > 3aLLMTa OT CeTeBbiX aTak > PaclumpeHHblie napaMeTpbl > OOHapyXeHue
BTOP>XEHUMN.

* MpoTokon SMB: 06HapyX1BaeT 1 6NOKUPYET pa3Hbie Npobaembl ¢ 6€30MacHOCTLI0 B MPOTOKOJE
SMB (NoApPOBHOCTMN YKa3aHbl HUXe).

* MpoTokon RPC: 06HapyXNBAET 1 BNOKUPYET pasanyHble MAEHTUDMKATOPBLI CVE B CUCTEME
yZlaNleHHOr o Bbl30Ba Npoueayp, pa3paboTaHHOR Ans cpelbl pacnpeaeNieHHbIX BblYUCAEHNI (DCE).

* MpoTokon RDP: 0bHapyxmBaeT n 610KMpYyeT pas3sinyHble naeHTUduKaTopbl CVE B NPOTOKOJ1e RDP
(cM™. BbILWE).

* OOHapyxeHue noapenku 3anucen Kawa ARP: obHapyxeHve Nogaenkmn 3anucen Kawa ARP,
NpeanpUHATON C NOMOLLbIO aTaKM «3/10YMbILLSIEHHVK B cepeanHe», unn obHapyxeHuve
CKaHMPOBaHWA CETeBOro KOMMyTaTopa. [IPOTOKO ARP (MPOTOKON pa3peLleHns agpeca)
NCMNOJIb3yeTCs CETEBbIM MPUIOXKEHUEM UM YCTPONCTBOM A4 onpefeneHuns agpeca Ethernet.

* OGHapyXxeHue CKaHMpOBaHUA NOPTOB TCP/UDP: obHapyxeHune MO CKaHMPOBaHUS NOPTOB,

T. €. NPUJIOXKEHUS, NpefHa3Ha4YeHHOro 415 BbISIBIEHMA OTKPbITLIX MOPTOB Ha y3Jie NyTeM
OTMPaBJIEHNS KIIMEHTCKUX 3anpoCoB Ha Anana3oH afpecoB MOPTOB M MONCKa aKTUBHbLIX MOPTOB AJ15
NCMNOJIb30BaHNA YA3BUMOCTHY CNTYyKObl. [LOMNOAHUTENBbHYIO MHDOPMaL Mo 06 3TOM TUMNe aTaky CM. B

rnoccapun.

* BbnokupoBaTb HeOe3onacHbIK apgpec nocne odbHapy>XeHusa aTakum: IP-agpeca, KoTopble bbian
obHapy>XeHbl B Ka4eCTBE NCTOYHMKOB aTak, byayT nobaBneHbl B «4E€PHbIA» CNCOK, YTOObI Ha
HEeKOTOpOoe BPeMs NPeLoTBPaTUTbL NOAKIIOYEHNE.

* YBepomnaTb 06 0OHapy>XeHUM aTaKK: BKJIOYEHNE yBEeLOMIEHNI B 061aCTU yBELOMIIEH WA
Windows B MPaBOM HUXHEM Yy 3KpaHa.

* Moka3biBaTb YBeAOMJIeHMEe NpU 0OHapy>XeHUU aTaku, ucnosb3ylowen Gpewun B cucteme
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Ge30nacHOCTU: NOKa3bIBaEeT YBEAOMIEHUS, eC/i 0BHapyXMBaeTCA aTaka, MCNoJb3ytolwas bpelun
B cucTeMe 6e30MacHOCTU, UK €CNK OracHbIN 0O BLEKT MbITAETCA BOUTU B CUCTEMY HYepes bpelub.

NMpoBepKa nakeToB

Tun aHanu3a NakeToB, KOTOPbIM PUALTPYET AaHHbIE, NepefaBaeMble N0 CeTU. 3TN HACTPONKNY
MOXXHO U3MeHWTb B pa3gene PacluMpeHHble napaMeTpsl (F5) > 3awWuTa ceTu > 3aliuTa oT
ceTeBbIX aTak > PacwiupeHHble napamMeTpsbl > [[poBepKa nakeTos.

* PaspewunTtb BXoasLiee NogKJlO4YeHne K obWmuM pecypcaMm agMMHUCTpPaTopa No
NpPoTOKOoNY SMB : 06LLMe pecypcCbl agMUHUCTPaTOpa — 3TO 06LLMe ceTeBble pecypcChbl No
YMO4aHWI0, KOTOPble COBMECTHO MCMOJb3YIOT pa3fenbl XXEeCTKoro gucka (Cs, DS, ...) B cucteme
BMECTe C CUCTEMHON nankon (ADMINS). OTKOYEHNE COeANHEHUS C 0BLLUMKN pecypcamm
aOMUHUCTPaTOpPa AO/KHbI YMEHbLUNTL BO3MOXHbIE NOCNeACcTBMSA yrpo3 6esonacHocTn. Hanpumep,
4yepBb Conficker BbINOJIHAET aTaky NepebopoM no cnoBapto, 4ToObl NOAKIYNTLCSA K 06 MM
pecypcam agMuUHUCTpaTopa.

* 3anpeTuTb CTapble (Henopaep>XxuBaeMble) AuaneKkTbl SMB: 3arnpeT CeaHCoB SMB,
NCNOJIb3YIOLWMX CTapbI ANaNeKT SMB, KOTOPLIN He nofaepXusaeTcs IDS. CoBpeMeHHble
ornepauunoHHble cMcTeMbl Windows NoAAEPXUBAKOT CTapble AnanekTbl SMB 6narogaps obpaTHom
COBMECTUMOCTW CO CTapbiMM OMNepaunoHHbIMUA CUCTEMaMK, TaKUMUN Kak Windows 95.
3/710yMbILLSIEHHVK MOXKET UCMO0J/Ib30BaTb CTapblil ANanekT B ceaHce SMB, 4Tobbl n3bexxaTb KOHTPOIA
Tpadumka. 3anpeTuTe cTapble AMaNeKTbl SMB, eC/iv BalleMy KOMMbIOTEPY He HY)KHO 0OMeHUBaTbCA
annamm (mnm BoobLle ocywecTBNATL 0OMeH AaHHbIMK SMB) C KOMMNbIOTEPOM MOA, YNpaB/ieHNneM
OC Windows CcTapoi Bepcum.

* 3anpeTuTb ceaHcbl SMB 6e3 paclumpeHHoOn Ge3onacHOCTK: paclunpeHHas 6e3onacHOCTb
MOXXeT ObITb MCNOJIb30BaHa BO BPeMS COrJlacoBaHWs ceaHca SMB, 4Tobbl obecneynTb bonee
Be3onacHbIn MexaH13M ayTeHTUdUKaL MM, 4em ayTeHTUdukaLmsa LAN Manager Challenge/Response
(LM). CxeMma LM cyuTaeTcs cnabon n He pekomMeHyeTCs A5 UCNOJIb30BaHMUA.

* 3anpeTuTb OTKPbITUE UCNONHAEMbIX (pallOB Ha cepBepe 3a npeaesaMu J0BepPeHHON
30HbI B NPOTOKOJ1e SMB: pa3pbiBaeT COeMHEHNE Mpu NonbITKe 3anycka UCMNosHAeMoro anna
(.exe, .dll v Op.) n3 obLien Nankn Ha cepBepe, KOTOPbIA HE OTHOCUTCS K AOBEPEHHON 30HE
tanepsona. ObpaTnTe BHUMaHME, YTO KOMMPOBAHME NUCMOSHAEMbIX (haifioB U3 HaLEXHbIX
NCTOYHUKOB MOXET ObITb 3aKOHHbIM. ObpaTuUTe BHUMaHUe, YTO KONMMPOBaHME NCMOHAEMbIX
(hansioB M3 HaOEXHbIX UCTOYHUKOB MOXeT BbITb fAonycTumo. C Apyron CTOPOHbI, 3TO 06HapyXeHune
LO/MKHO YMEHbLUNTb PUCKM HEXeNlaTeNbHOro OTKPbITUA (halia Ha Bpe4OHOCHOM cepBepe
(HanpuMep, ecim NoNb30BaTeNb OTKPbLIN (haits, LEeNKHYB rMnepCcCbiiky Ha 06Lni Bpe4OHOCHbI
NCrosIHAEMbIN hann).

+ 3anpeTuTtb ayTeHTUUKALUIO NTLM B NPOTOKOJ1e SMB Npy NOAKJIIOYEHUHU K CepBepy B
AOBEpPEeHHOW 30He WM 3a ee npegesiaMu: NPOTOKOJIbl, KOTOPbIE UCMOJIb3YIOT CXEMbI
ayTeHTudmKauum NTLM (obe Bepcum), MOryT NoABepraThCs aTakaM C NOMbITKOW NepPechiKm
YYeTHbIX AaHHbIX (M3BECTHbI KakK aTaku SMB Relay, €C/N peyb UAET 0 NPOTOKoJe SMB). Ecnu
3anpeTuTb ayTeHTUGMKaLMO NTLM C UCMOSIb30BaHUEM CepBepa, KOTOPbIA HaX0aMTCS 3a
npenenamu 10BEPEHHON 30Hbl, 3TO NMOMOXET CHU3UTb PUCKU NEPECHIIKM YYETHbIX AaHHbIX
BPEAOHOCHBIM CEPBEPOM, KOTOPbI HAXOAUTCS 3a NpefenaMun LOBEPEHHOW 30Hbl. Kpome Toro,
MOXXHO 3anpeTuTb ayTeHTUMMKaLMo NTLM C NCNOJSIb30BaHNEM CepBepa 13 AOBEPEHHON 30HbI.

* PaspewuTb NopgkKAlO4eHne K cnyxbe gucneryepa yuyeTHbix 3anucen 6esonacHocTu: s
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nosly4YeHns AOMONHMUTENbHbLIX CBeAeHU 06 3Ton cnyxbe cMm. pasgen [MS-SAMRI.

* PaspewunTb NnoaknoueHme K cnyxbe nokasnbHOW cucTeMbl 6e30NacHOCTU: 415 NONYYEHUS
LONOJIHUTENbHbIX CBefleHMIn 06 3Ton cnyxbe cM. pa3gensl [MS-LSAD] 1 [MS-LSAT].

* PaspewnTtb nogKilo4eHue K cnyxbe yaaneHHoro ynpaBaeHus peecTpoM: 1715 NoJlyYeHns
LOMONHUTENbHbLIX CBeAeHU 06 3Ton cnyxbe cm. pasgen [MS-RRP].

* PaspewnTtb nogKialo4eHue K cnyxbe aucnetryepa cnyx6: ana nonyyeHms
LOMONHUTENbHbLIX cBeAeHU 06 3Ton cnyxbe cMm. pasgen [MS-SCMR].

* PaspewuTb NnopgknloueHue K cnyxbe cepsepa: 415 Nonay4eHUS 4ONONHUTENbHbIX CBEAEHUIA
06 3Ton cnyxbe cm. pa3gen [MS-SRVS].

* PaspewuTb NOAK/IOYEHUE K APYrUM cnyXxbam: npyrue cinyx6bl MSRPC.

Moo KJlo4YeHHblIe CeTu

OTobparkeHune ceTen, K KOTOPbIM MOAK/OYEHbI ceTeBble afanTepbl. MoAKAIOYEHHbIE CeTU MOXHO
YBUOETb B rNaBHOM MeHI0 B pa3gene HacTtporka > 3awuTta ceTu. [locne wenyka no ccoljke,
PacnosioXKEHHOW NOL MMEeHeM CeTuW, BaM ByaeT npeanoXxeHo BbibpaTh TUM 3alnNTbl 4118 CETH, K
KOTOPOW Bbl MOOKJIOYEHbI.

B OKHe HaCTPOMKK 3aLlLNTbl CETU MOXHO BblﬁpaTb OBa peXuMa 3alllnThbl CETHN.

* la — Ons OOBEPEHHOW CETU (goMalLHen nnm oucHom ceTu). Baw komnbloTep n obuwine
hannibl, XxpaHALWMECS Ha HEM, BUAUMbI 411 APYTrUX MONb30BaTeNen CeTU, a Takxe ApYyrum
NoNb30BaTENAM CETU AOCTYMHbI CUCTEMHbIE PECYpPChl. DTOT NapamMeTp PeKOMeHayeTCs
MCNOJb30BaTb NPU AOCTYrNe K 6e30nacHOM SI0KabHON CeTW.

* Het — ond HepoBepeHHoM ceTu (obwenocTynHom ceTun). ®annbl U Nanky B Ballen CUCTEME He
ABNAOTCA 0OLIMMKM ANS APYrUX Nosb30BaTeNen B CETU, U Apyrue nosib3oBaTesn CETU NX He
BMOAT, @ 0OLLMA OCTYN K CUCTEMHBLIM pecypcaM OTKJIOYEH. ITOT NapaMeTp peKoMeHayeTcs
NCNoJb30BaTb NPU A0CTYMNe K 6ecnpoBOAHbIM CETAM.

LLleNIKHUTe 3HAYOK LUeCTepeHKN 'ﬁ' panoMm C CeThbIO, 4yTObbI BblﬁpaTb O4HY 13 cnegyowmnx onumm (ons
He[0BEePEHHbIX CeTell fOCTYMNHa TOJIbKO onuma PepakTupoBaTb CeThb):

* N3MeHUTb ceTb — OTKpbIBaeT CeTeBon peaakTop.

* CKaHMpPOBAaTb CeTb C NOMOLbIO MHCNEeKTopa ceTM — OTKPbIBAET VIHCMEKTOP CETY ANS
3anycka CKaHWpPOBaHUSA CETHU.

* MomeTuTb KakK «Mos ceTb» - fobaBnseT nomeTky «Mos ceTb» K CETU. ITOT Ter byneTt
oTobpaxkaTbCa PSLOM C CETbIO BO BCEM ESET Internet Security A5 NyHLWEN UAEHTUDUKALMMN 1
o0630pa 6e3onacHocTw.

* CHATDb MeTKYy «Mos ceTb» — ynansgeT nomeTky «Mos ceTb». [IOCTYNHO TONIbKO B TOM C/ly4ae,
€C/IN CETb Yy)XXe NomMeYeHa.

15 NpoCMOTpPa KaXk[10ro CETEBOro afjlanTepa U HazHa4yeHHbIX eMy Npoduns anepsona u
[I0BEPEHHON 30HbI, WenKHUTe CeTeBble aganTepbl. /15 NosyYeHNs AONONHUTENbHbBIX CBEAEHUI
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https://msdn.microsoft.com/en-us/library/cc245476.aspx
https://msdn.microsoft.com/en-us/library/cc234225.aspx
https://msdn.microsoft.com/en-us/library/cc234420.aspx
https://msdn.microsoft.com/en-us/library/cc244877.aspx
https://msdn.microsoft.com/en-us/library/cc245832.aspx
https://msdn.microsoft.com/en-us/library/cc247080.aspx

CM. pa3gen CeTeBble afanTepsl.

CeTeBble aganTepbl

B okHe «CeTeBble aganTepbl» 0TobpaxalTcs cneaywmne gaHHble 0 CeTeBbIX afanTepax.
* iMa ceTeBOro agantepa v TN NOAKAOYEHNS (MPOBOAHOE, BUPTYasbHOE U T. 4.)
* IP-agpec n MAC-agpec
* MookntoyeHHas ceTb (0TobpaxxaeT Ter «Mos ceTb»)
* IP-afipec [,OBEPEHHOW 30HbI C MOACETbIO

* AKTUBHbIN Npotunb (CM. [pocnin, HasHavyaemble CeTeBbIM aJanTtepam)

BpeMeHHbIU YepHbIA CMUCOK IP-aapecoB

YT106bI NPOCMOTPETH CMUCOK IP-a4pecoB, KOTOpble Oblin 0B6HaPYXEHbI KaK MCTOYHUKM aTaK U
nob6aBneHbl B YepHbIA CANCOK AN 6N10KMPOBKM COEANHEHMIN B TeYEHME ONpPeaeneHHOro nepunoaa
BpeMeHN, B ESET Internet Security BbibepuTe HacTpouka > 3awmuTta ceTu > BpeMeHHbIW YepHbIn
CNUCOK IP-appecoB. BpeMmeHHO 610Kkupyemeble IP-agpeca 61okmpytoTcs Ha 1 yac.

Ctonbubl

IP-appec. OTobpakeHune IP-agpeca, KOTopbi Bbin 3a610KNPOBaAH.

MpuunHa 6n10KMpoBaHUA: 0TOOpaXKeHUe TUMa aTakm, KoTopas bbina NpefoTBpalleHa C agpeca
(Hanpumep, aTaka CKaHUPOBaHWSA NMopToB TCP).

BpeMs oxxupaHusa: oTobpa)keHne BpeMeHn 1 faThl, Korga agpec byaeT yaaneH us «4epHoro»
cnucka.

SJIeMeHThI ynpasJjieHusA
Ypanutb. LLlenkHuTte, 4T06bl YAANNTL IP-aApeC N3 YEPHOro CNncka A0 TOro, Kak NCTevyeT CPoK
LEeNCTBNS CrnCKa.
Ypanutb Bce. LLlenkHuTe, 4T06bI HEMEANEHHO YAaInTb BCE afipeca 13 YepHOro Crnncka.

No6aBuTb ucknoveHue. LLlenkHnte, 4Tobbl 406aBUTL UCKOYEHME (haliepBoa B (MAbTPALMIO
IDS.
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YepHbI cnucok BpeMeHHbIX |P-agpecos ?

IP-agpec MpWUYKHE BROKMPOEKK Bpema oxunaaHua

XXypHan 3alUThbl CeTHU

CpeacTBo 3alMThl CeTy ESET Internet Security COXpaHSAeT AaHHble 060 BCex BaXKHbIX COOLITUAX B haitne
XKYPHaNa, KOTOPbIA MOXHO OTKPbITb C MOMOLLIbIO FNaBHOro MeHto. LLlenkHnTe CepBuc >
JononHuTenbHble cpencTea > Pannbl XXypHana, a 3aTeM B PacKpbiBatoLLEMCS MeHI0 XKypHan
LEeNKHUTE MYHKT 3alMuTa CeTu.

®aiinbl XKypHasa MOryT UCNOb30BaTLCA 4151 0OHAPYXXEHUS OLUNOOK 1 BTOPXKEHWI Ha KOMMNbIOTEP.
YKypHaibl 3aWKThl CeTU ESET coflepXXaT criefyioline CBeeHuns:

* faTa u Bpems cobbiTus;

* UM$ CobbITUS;

* NUCTOYHUK;

* CEeTeBOM agpec LiesieBoro obbekTa;

* CeTEeBOW NPOTOKOJ CBA3MW;

* [pyMeHeHHOEe NPaBWJIO UK UMS 4epBS (ecn 0BHapy>XeHO)
* UCNOJIb3YEMOE NPUNOXKEHNE;

* [losib30BaTe b,

TwWaTeNbHbIA aHan3 NHPOPMaLIUK 3HAYUTENLHO obieryaeT npoLecc onTuMmnsaumm 6e3onacHoOCcTU
KoMnbtoTepa. MHorune hakTopbl ABASIOTCS NPU3HAKAMMK NOTEHLMAbHBIX YTPO3 1 MO3BOJIAOT
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NnoJib30BaTeJIi0 CBECTU UX BIINAHNE K MUHUMYMY! YaCTble COeANHEHNA OT HEN3BECTHbIX
KOMMbIOTEPOB, MHOXECTBEHHbIE MOMNbITKN YCTaHOBUTL COeANHEHNE, CeTeBad aKTUBHOCTb
HEN3BeCTHbIX I'IpVIJ'IO)KeHI/II7I nnn ¢ ncnosib3oBaHnemM Hen3BeCTHbIX HOMEPOB MOPTOB.

CoobuieHne 06 ncnonb3oBaHUKM YS3BUMOCTM B cucTeMe 6e30nacHOCTY 3anmncbiBaeTCa Aaxe B
TOM C/lyyae, eC/iv KOHKPeTHas yAa3BUMOCTb Y)Ke UCMpaB/ieHa, Tak Kak MomnbiTKa UCMoJib30BaHMA
obHapy»xmnBaeTca 1 610KMPYeTCA Ha CETEBOM YPOBHE A0 BO3HMKHOBEHMSA (haKTUYECKOro
NCMNONb30BaHNS.

YcTaHOBKA coepMHEeHUs: obDHapy)xeHue

danepBon 06HapYKMBAET KaXK[0e U3 BHOBb CO3aHHbIX CETEBbIX COEANHEHNI. AKTUBHBIN PEXUM
MepcoHanbHOro arepBona onpeaenseT, Kakue AencTBMs J0/KHbI BbINOJHATHCS 419 HOBOMO
npasuna. ECIM akTMBMPOBaH aBTOMAaTU4E€CKUMN PEXXMUM 1IN PeXXUM Ha OCHOBE NMOJIMTUKM,
hanepBoN BbINOJHUT NPeABapUTENbHO 3aflaHHble AencTBMSA 6e3 BMellaTeNbCTBa NoJib30BaTeNs.

B MHTepaKTUBHOM peXMUMe BbIBOANTCA NHPOPMALIMOHHOE OKHO C yBefoMaeHeM 06 obHapyxeHuu
HOBOIro CETEBOro coefiMHeHns. B okHe NpUBOANTCA AONOJIHUTENbHAsA MHPOPMaALMA O COeQUHEHNN.
Bbl Mo)XeTe PaspewunTtb nnn 3anpeTuTb (3ab10knmpoBaTh) coeanHeHne. ECnm coegnHeHNs 0gHOro
TUNA BO3HUKAIOT PerynspHo, U X NpUXoaUTCS pa3peLllaTb BPYYHYIO, PEKOMeHAYeTCA co34aTh ANs
HUX npaBuno. Boibepnte dyHKLMIO Co3paTh NPABUIO U 3aNOMHUTbL HaBCceraa 1 CoxpaHuTe HOBOe
npaswuso ans anepsona. ECim nepcoHanbHbIN haepBon 0OHaPYXUT Takoe coelHeHE B
OyayLwiem, oH NPUMEHUT 3TO NpPaBuIo.
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Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently
Learn more about this message ~ Details  ~ Advanced options

Mpw co3aaHNN HOBbIX NPaBWJI pa3peLlanTe TONbKO 3allMLLEHHbIe CoOeanHeHNS. Ecnmn pa3pewnTb BCe
coeaunHeHus, (hanepBos He CMOXXeT obecrneynBaTh 3aWmMTy. Hxe nepedncneHbl Hanbosiee BaXKHble
napameTpbl COeANHEHNNA.

MpunoXxeHne — pacnosioXXeHne NCNOJHAEMOro anna n naeHTUgUKaTopa npouecca. He
pa3pelanTte CoeANUHEHNS NS HEN3BECTHbIX NPUNOXEHUI 1N NPOLECCOB.

KoMnaHua — nms nsgartens NPUNOXeHNA. LLlenkHnTe TekcT, 4Tobbl NOKa3aTb CepTVICpVIKaT
6e30MacHOCTN ANa KOMMaHUK.

PenyTauusa — ypoBeHb pucka coegmHeHns. CoefMHEHNAM Ha3Ha4YeH YpoBeHb pucka: XopoLo
(3eneHbIn), HenssecTHO (opaHXxeBbln) Manm OnacHo (KpacHbI), C NCNOJIb30BaHNEM psja
3BPUCTUYECKMX MPaBWJI, KOTOPble NCCIEAYIOT XapaKTePUCTUKM KaXXA0ro COeAUHEHNS, KOJINYECTBO
nonb3oBaTesien n BpeMms obHapyxeHus. 3Ta MHhopMaumnsa cobupaeTcs TeXHONOrnen ESET LiveGrid®.

Cnyx6a — nms cnyxbbl, eciv NnpunoXxeHne aeaseTcs cnyx6oi Windows.

YpaneHHbIH KOMNbIOTEP — aZlpec yaaNeHHOro yCTpoicTBa. Pa3pelwaTb COeANUHEHUS TObKO C
[OBEPEHHBIMU U N3BECTHLIMU aapecami.

YpaneHHbIn NOPT — NopT cBA3M. CBA3b Yepe3 0bblvHbIE NOPThI (Hanpumep, Beb-Tpadnk — Homep
nopta 80 443) MoxeT bbITb pa3peLleHa B 06bI4HbIX YCNOBUSAX.
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KoMnbloTepHble BUPYChl YaCcTO UCMOJb3YIOT COeANHEHMUS C UHTEPHETOM U/ CKPbITbIE COEAVHEHUS,
yepes KOTOpble MPONCXOAMT 3apa)keHne Apyrmx KOMMnboTepoB. Ecnm npaBunna HaCcTpoeHb!
npaBu/IbHO, haiiepBo SBASETCA 3h(PEKTUBHLIM CPEACTBOM NPOTUBOAENCTBIS pa3HOobpa3HbIM
aTakaM C NMpUMeHeHNeM BPeAOHOCHOro Koaa.

PeweHue npobnem ¢ panepBosiom ESET

Ecnn ESET Internet Security He yaaeTca NOAKIOYNTLCA K CETU, €CTb HECKObKO CNoCOb0B y3HaTb,
obycnoBneHbl 1 oHK paboTon hariepBosia ESET. Kpome TOro, ¢ NoMoLLbo danepBonia ESET MOXXHO
C034aTb HOBbIE NPaBWIa NN UCKJIOYEHNS ANS pelleHns npobaem ¢ NoOAKMOYEHNEM,

Ina peweHuns npobnem c hanepsosioM ESET CM. cneaytoLine TeMb:

* MacTep yCTpaHeHWs HenoaaaoK

* BegeHune )XypHasa 1 Co3iaHMe NPaBua U UCKJKYEHUN Ha OCHOBE XKYpPHaa

¢ Co3laHME NCKJIIDYEHUN Ha OCHOBE YBeAOMJJAEHUN dharepBosia

* PacClUMPEHHOE BEEHME XYPHAIOB 414 3aLUNThI CETU

* PewleHue npobsemM ¢ huabTpaLmen npoToKoI0B

MacTep ycTpaHeHUAa HenoJsiagokK

MacTep ycTpaHeHWs Hemnosafok aBTOMAaTUYECKU OTC/IEXMBAET BCe 3abI0KMPOBAHHbIE COELNHEHNS 1
MOMOraeT YCTPaHsATb HeNonaakKmn Ans ucnpasneHus npobnem ¢ gaiiepsosiom B paboTe
onpeaeneHHbIX NPUI0XKEHNI 1 YCTPONCTB. Mocsie 3Toro MacTep NPeasoXnT HOBbIN Habop Npasu,
KOTOPbI BaM HY>XHO OyAeT noaTBepAuTh. MacTep ycTpaHeHUsA HENoMamoK MOXXHO HalTK B
rNaBHOM MeHI0, NMocsieloBaTeNlbHO BbibpaB HacTpoiku > 3alumTa ceTu.

BepneHue )XXypHaJsia U co3gaHue NpaBua U
UCKJ1I0OYeHUU Ha OCHOBE XYpPHana

Mo ymonyaHuio haepBon ESET HE BHOCUT B XXypHan BCce Bnoknpyemble coeanHeHns. ECnm Bbl xoTute
BUAETb, 4TO BIOKMpPYeT (hyHKLMSA 3alUTbl CETY, BKIOYMTE BEAEHNE XXYyPHasla B pa3gaene
PacwupeHHble napaMeTpbl. YTo6bl ero oTKpbITh, Boibepute MHCTPYMeHThI > inarHocTuka >
PacwumpeHHoe BeaeHUe XXYpPHanoB > BKNIOYUTb pacluMpeHHOe BeeHue XXypHasnoB ans
3awWmThl CeTU. ECIM B XXypHane eCcTb 3/IEMEHT, KOTOPLIN hanepsoy He cnepyeT 610KMpoBaTh,
MO>XHO CO34aTb NPaBuUI0 NAW NPaBuUo IDS, LWENKHYB 3TOT 3/IEMEHT NPaBOM KHOMKOW MbILWK 1 BbibpaB
He 6nokupoBaTb Nog00HbIE COOLITUA B OyayweM. O6paTuTe BHUMaAHME, 4TO XKYPHas BCEX
3a6J10KMPOBAHHbIX COEANHEHNA MOXXET COAEPXKATb ThICAYM 3/IEMEHTOB, MO3TOMY HANTWN KOHKPETHbLIN
3N1eMEeHT MOXET bbITb TPyAHO. MNocne peweHns NpobaemMbl BeAeHME XYPHaaa MOXHO BbIK/IOYNTD.

Ins nonyvyeHns fONONHUTENbHbLIX CBEAEHUI 0 XXypHane CM. pasfaen Pannbl XXypHaa.
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Wcnonb3yinTe XypHan, 4Tobbl y3HaTb, B KAKOM nopsake 3awuta ceTn 61oKnuposana Te nan
NHble coeaMHeHUs. Kpome TOro, npasuia, Co3aHHbIe Ha OCHOBE XXypHana, byayT BbINONHATb
HY>XHble BaM AeNCTBuS.

Co3paHue nMpaBuji Ha OCHOBEe XYPHaJia

B HOBOW Bepcum ESET Internet Security MOXXHO CO3AaBaTb NpaBuia Ha OCHOBE XXypHana. B rnasHom
MEHI0 NociefoBaTeNbHO BbibepuTe Cny)kebHble nporpaMmbl > [LonoNHUTENbHbIE CPeAcTBa >
®dannbl XXYpHanoB. B packpbiBatowemMcs MeHio BoibepnTe NyHKT PanepBoa, WENKHATE HY)KHYIO
3anuncb XypHasia NpaBovi KHOMKOW MbILK N B KOHTEKCTHOM MeHI0 BbibepuTe nyHKT He bnokupoBaTth
nopoObHble cobbiTUA B Oyayuwiem. HoBoe npasnsio 0TobpasnTca B OKHe YBeLOMIIEHUIA.

YT06bI MOXKHO ObIIO CO34aBaTh NMpaBMia Ha OCHOBE XXYPHana, ESET Internet Security cnenyeT
HacTpouUTb cnenyowmm obpasom:

1. YCTaHOBMTE MUHUMAJIbHYIO CTeMNeHb AeTann3aumnmn xypHana JiuarHocTuKa, nocsie[0BaTesNbHO
BbibpaB [lonosHUTEsNbHbIE HACTPOUKHM (F5) > CnyxebHblie nporpamMmsbl > ®annbl XypHana.

2. BknounTe MokasbiBaTh yBeAOMJIeHUe Npu oOHapy)XeHUM aTak, ucnosb3ylowme 6pewim B
cucteMe 6e3onacHOCTU B MeHio PacluMpeHHblie napaMeTpsl (F5) > 3aluTa ceTH > 3alumTa oT
ceTeBbIX aTakK > PacluMpeHHble napaMeTpbl > OOHapy>XeHue BTOPXKEHUH.

Co3paHue UCKNI0YEeHUU Ha OCHOBe
yBeaoMJsieHun panepsoJia

Korgna ¢hanepBos ESET 0bHapyXnBaeT BPeAOHOCHYIO CETEBYIO AeATeNbHOCTb, 0TOBpaXaeTcs OKHO
yBEOMIEHUS C ONNCAaHNEM 3TOro CobbITUS. YBEAOMIEHNE COAEPXKUT CCbINIKY, Mepenas no KoTopon
MO>XHO MOJly4YUTb AOMNOJIHATE/IbHbIE CBEAEHNSA O COOLITUM N HACTPOUTL NPABWJIO AN 3TOro cobbiTnA
(ecnn HY>HO).

Ecnn ceTeBOE NpUNOXKEHME UM YCTPOWCTBO He cobnlofaeT ceTeBble CTaHAAPTLI HaA eXalL UM
06pa3oM, BO3MOXXHO, HaYHYT PerynsapHo NosBAATLCS YBeAOMNeHUs IDS (ariepBona. bnarogaps
3TOMy (hanepBon ESET He byaeT 06Hapy)KMBaTb 3TO NPUIOXKEHNE UK YCTPOMCTBO.

PaCUJMpeHHOE BeAeHUue XXKYPHaJioB ans
3dllUTbl CEeTHU

3Ta (hyHKUMA NpefHa3HayYeHa a9 npeaoctasneHns 6onee KOMMNAEKCHbIX HannoB XypHana ons
CnyX0bbl TEXHNYECKON noagep XKy ESET. icnonb3ynTe 3Ty (YHKLMIO TONbKO N0 3aMpocy Cyx0bbl
TeXHUYeCKON Noaaep>XKu ESET, TaK Kak OHa MOXXeT co3[aTb 04eHb B6onbLion ann XXypHana un
3aMennuTb paboTy KoMMNblOTEpa.

1. NMepenguTe B pasnen PaclumpeHHble napameTpsbl > CepBUC > IMArHOCTUKA 1 BbibepuTe
napameTp BKAIOYUTbL pacLlUMPEHHOEe BeAeHne XXYPHAJIoB ONA 3alLUThbl CEeTH.

2. MonpobyinTe BOCNpPOM3BECTN TEKYLLYIO Npobnemy.
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3. OTKNII04NTE (PYHKLMIO «PacluMpeHHoe BeeHre KYPHaIoB A1 3alUnThl CETU».

4. ®ain xypHana PCAP, CO3[1aHHbIN C MOMOLLIbIO PYHKLUN «PacluMpeHHoe BeieHMe XXYpPHaIoB ans
3aLWMTbl CETU», MOXKHO HAWTW B Manke, rae co3fatoTcs AaMnbl NAMATU 09 ONArHOCTUKN:
C:\ProgramData\ESET\ESET Security\Diagnostics)\

PeweHune npobnem ¢ hpunbrpaumen
NPOTOKOJIOB

Ecnn Bo3HMKaOT NpobnemMbl ¢ Gpay3epoM 1AM NoYTOBLIM KIMEHTOM, CHavana ciefyeT onpeaesnnTh,
HOpMasibHO 1 paboTaeT punbTPaLMS NPOTOKOOB. [151 3TOr0 BPEMEHHO OTKOUMTE UbTPaLINIO
MPOTOKOJIOB MPUI0XKEHUI B LOMONHUTE/bHLIX HAaCTPOMKax (0653aTeNbHO BK/OYMTE ero nocse
peleHus npobaemsl, MHaye Bpay3ep 1 NOYTOBLIA KNMEHT ocTaHyTCs 6e3 3awuTsl). Ecnm nocne
OTKJIIOYEHWS HEMONAAKA NCYE3AET, CM. HVKE CMINCOK TUMNYHBIX NPo6eM 1 CnocoboB X peLLeHus.

Mpobnembl c 0OHOBNEHUEM UK OE30MNACHOCTLIO
NoAKNIOYEeHUSA

Y npunoxeHns I'IpO6J'IeMbI ¢ 0bHOBNEHNEM NN 3aLLMLLEHHOCTbLIO KaHana CBA3N.

* Ecnu BKkAtoYeHa uabTpaumns NpoTOKO0B SSL, MoNpobynTe BpeMeHHO ee OTKM0UYUTb. ECcnu
MOMOIr 0, 3HAYUT, MOXXHO NPOAO/IKATb UCMOb30BaTb (PUALTPALMIO SSL 1 BINOAHATL 0OHOBAEHNS.
MepeBeamnTe UNbTPALNIO NPOTOKOIOB SSL B MHTEPAKTUBHLIN peXxuM. 3anycTuTte obHoBNeHMe eLle
pa3. [JoJHKHO NOABUTLCS ANAJIOroBOE OKHO C YBeAOMJIEHNEM O 3alLUU(POBaHHOM CETEBOM TpaduKe.
MpunoxxeHne LOMKHO BbITb aHANOMMYHBLIM TOMY, C KOTOPbIM BO3HUKIM Npobnemsl, a cepTudukaT
LLO/DKEH NCXOOUTb U3 CepBepa, C KOTOPOro BbIMONHATCA 0OHOBNEHNS. 3aTeM 3aNoMHUTe
LEeNCTBUA ANA cepTudmKaTa n HaxXMUTe KHOMNKY «lMponycTuTb». Ecin He oTobpa3aTcs
COOTBETCTBYIOLLME ANANOroBble OKHA, NepeksIlnYMTeCh 06pPaTHO B @aBTOMATUYECKUA PEXUM
dunbTpaumu. NMpobnema fosxHa b6bITb pelleHa.

« Ecnn npunoxxeHne He sBnsieTcs 6pay3epoM WA NOYTOBLIM KIMEHTOM, Er0 MOXXHO NMOJIHOCTbIO
NCKNIOYNTb U3 MAbTPALLMM MPOTOKOI0B (UCKII0YeHNe Bpay3epa UK NOYTOBOMO KJIMEHTa
0CTaBu10 b6bl BaC He3aLWNLWEHHbIM). JTloboe NpuaoXeHne, B OTHOLEHUI KOTOPOro BbIMNOJIHANACH B
npowsioM ubTpaLnsa COeAMHEHWNIA, OJHKHO BbITb B CMMCKE, NPefoCcTaBAsSeMOM Npy fobaBeHNN
NCKNLOYEHMNI. 103TOMY He LO/MKHO BO3HUKHYTb HE06X0ANMOCTY [00aBNATL UCKIIIOYEHNS BPYYHYIO.

NMpobnema c AOCTYNOM K YCTPOUCTBY B C€TU

Ecnn He ypaeTcs ncnonb3oBaTh Kakme-nnbo pyHKUMM yCTPOMNCTBA B CETU (HanpuMep, He yaaeTcs
OTKPbITb BEO-CTpaHULYy CcBOEN BeH-KamMepbl 1M BOCMPON3BECTN BUAEO HA AOMALLUHEM
MyNbTUMELNAHOM NpourpeiBaTene), nobaBbTe IPv4- 1 IPv6-afpeca Takoro yCTPOMCTBA B CMUCOK
NCKJIOYEHHbIX a4 pecoB.

Mpobnembl c onpepeneHHbIM BeO-canToMm

NckniounTb onpeaeneHHble Beb-canTbl M3 nabTPaLUM NPOTOKOI0B MOXXHO C MOMOLLbIO YMPaBAEHNS
URL-afpecamu. Hanpumep, eciv He yaaeTcs Noay4ynTb AOCTYN K CTpaHULe
https://www.gmail.com/intl/en/mail/help/about.html, nonpobynTe Aob6aBUTb *gmail.com* B CNNCOK
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NCKMHOYEHHbIX aAPECOB.

Owunbka «Bce ewie paboTaloT HEKOTOpPbIE NPUIIOXKEHMUS,
KOTOpble MOryT MMMNOPTUPOBAaTbL KOPHEBOMN cepTudukar»

Mpwy BKOYEHWUU PUNbTPaALMM NPOTOKOJIOB SSL MporpaMma ESET Internet Security BbINOMHSAET
hnnbTPaLMI0 NPOTOKOA SSL TakK, YTO YCTAHOBJIEHHbLIE MPOrPaMMbl LJOBEPSIOT €€ LeiCTBUAM
(NpoucxXoamnT UMNOPT CepTUGMKATa B UX XpaHUIMLLE cepTUdUKaToB). s umMnopTa cepTudukaTa
HEKOTOPbLIM NPUIOXKEHNAM MOXKeT NoTpeboBaTbCs nNepesanyck. Hanpumep, ona 6pay3epos Firefox 1
Opera. 3aKpONTE 3TN NPUNOXKEHUS (415 3TOFO PEKOMEHAYETCS OTKPbITh ANCMETHEp 3a4ay U y4auTb
3anucwm firefox.exe U opera.exe Ha BKNafke «[pouecchl»), a 3aTeM HaXKMUTE KHOMKY «[MOBTOPUTb».

OwubKa: HeaoBepeHHbIN u3paTesb MM HeponycTuMas
nopnuchb
CKopee BCEro, 3To 3Ha4uT, 4TO NMpwn BbiLLEONMNCAHHOM UMMNOPTE rNMpon3oLlia owmnbka. CHavana

3aKpONTE BCE YNMOMSIHYTbIE MPUNOXEHUS. 3aTEM BbIKNOYNTE (UAbTPaALMIO NMPOTOKOI0B SSL 1
BKOYMTE ee 06paTHO. byieT BbINOAHEHa NOBTOPHAsS MOMbITKa MMMNOPTa.

CM. CcTaTbto Halen 6a3bl 3HaHUM 00 yrpaBaeHnn duabTpaLmnen NPoTOKOJ10B SSL/TLS B NPOAYKTe
ESET o014 Windows A1 AOMaLUHEro McnoJjib30BaHUs.

ObHapy>xeHa HOBaf ceTb

Mo ymonyaHuio ESET Internet Security UICNOAb3yeT NapaMeTpbl Windows Npu 0bHapy>XeHUn HOBOWN CETMW.
Ana oTobpa)keHns AnanoroBoro oKHa rnpu obHapyXeHUM HOBOW CETU, U3MEHUTE TUM 3aLLNThl HOBbIX
ceTen, 4Tobbl 0TOBParkaCa 3anNpPoC NOSIb30BATENO B M3BECTHLIX CETAX. 3aTEM Nnpu 0bHapyXeHun
NOAKJ/IOYEHNS K HOBOW CETU NOJIb30BaTE b MOXET BblOpaTb YPOBEHb 3alUNTbl. ITOT NapameTp byneT
NPVMEHATBLCA AN MOAK/OYEHMIN KO BCEM YAAJIEHHbIM KOMMbIOTEPAM U3 AaHHOW CETW.

B okHe HaCTDOMKM 3alTbl CETN MOXXHO BbI6paTb OBa peXWnMa 3allunNTbl CETN.

* la — 0N OOBEPEHHOW CeTU (goMallHen nnm oucHom ceTu). Baw komnbstoTep n obwme
(hannbl, XxpaHALLMECSH HA HEM, BUOAUMbI 1S OPYrMX NOSb30BaTENEN CETU, a TaKXe Apyrum
Nnosib30BaTeNAM CETU AOCTYMNHbI CUCTEMHbIE PECYypChbl. DTOT NapamMeTp PEKOMEHAYEeTCS
MCNob30BaTb NPU A0CTYnNe K 6e30nacHOM NI0KabHON CETW.

* Het — gns HepgoBepeHHON ceTu (0bwepocTynHoOM ceTun). Paisbl 1 Nanky B Ballen CUCTEME He
ABASAIOTCA 00WMMY NS APYrvMX NONb30BaTeNen B CETU, N APYrue Nnosb30BaTeNn CETU UX He
BUAAT, @ 00LWLMI JOCTYN K CUCTEMHBLIM pecypcaM OTK/OYEH. DTOT NapamMeTp peKOMeHayeTCs
MCNOJb30BaTb NPU AOCTYMNe K 6ecnpoBOAHbLIM CETAM.
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INTERNET SECURITY x

Ceth: hqg.eset.com
Apantep: Ethernet
IP-agpeca: 10.0.2.15, fe80:8c7e:al159:310f:c041

B fOEEpeHHOll ceTH Ball KOMNbHOTEP BYAET BUAEH ANA APYTHX YCTPOICTE,
NOAKNHOMEHHKIX K CETW. PeKoMeHayemM Aenatk 3TO TONLKO B A0BEPEHHOR AoMallHel HaK
OQUCHOI ceTw,

Hactpowute 31y ceTb (hg.eset.com) kak AoBEpeHHYHO?

s MNogpobHocT

Ecnmn ceTb HacTpoeHa Kak JOBEepeHHas, HanpsMyto NoAKJIOYEeHHbIe NOACETM aBTOMaTUYECKMN
CHNTaOTCA NOBEPEHHbBIMW.

N3MeHeHue NpPUoXKeHus

®anepBon 06HapyXM Ha KOMMNbIOTEPE MOJIb30BATENA N3MEHEHNE NPUJIOXXEHMS, KOTOPOE
NCMoNb3yeTCs AN NCXOAALWMNX COeANHEHNIA, BO3MOXHO, MPUIOXKEHNE NPOCTO 06HOBWIOCH A0 HOBOWA
Bepcuun. C ApYron CTOPOHBI, N3MEHEHNE MOXET ObiTh BbI3BAaHO BPEAOHOCHBIM MpuioXKeHnem. Ecam
M0/b30BaTE/NO HEN3BECTHA NPUYMHA U3MEHEHUS NPUIOXKEHUS, PEKOMEHIYETCS NPEPBaTh
CoeIMHEeHME N NPOCKAHVPOBAaTh KOMMbLIOTED C MOMOLLbIO 0OHOBNEHHON a3kl AaHHbLIX CUTHATYP

BUPYCOB.

Bxopsuiee poBepeHHoe coeguHeHue

MpumMep BXOASLLEro COeANHEHNS B NpefenaX AOBEPEHHON 30HbI:
YOaneHHbIn KOMMNbOTEP, HAXOASALMACS B Npeaenax LOBEPEHHOW 30Hbl, MbITAETCA YCTaHOBUTb
COeANHEHVE C NPUIOXKEHNEM, 3aMnyLLEHHOM Ha JIOKalbHOM KOMMbIOTEpeE.
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(eslR) INTERNETSECURITY

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:
Company:
Reputation: i Discovered 6 months ago

Service:
Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently
Learn more about this message ~ Details  ~ Advanced options

MpunoxxeHue: NpuIoXeHNEe, C KOTOPLIM CBS3bIBAETCS YAaNEHHbIA KOMMbIOTEP.
KoMnaHusa: nsfatenb NpuioxXeHus.

PenyTauusa: penyTauus npuaoxXeHus, nosay4yeHHas c NoMOLLbI0 TEXHONOr K ESET LiveGrid®.
Cnyx6a: nms ciyx6bl, 3anyLLIeHHOW B HACTOSLLMIA MOMEHT Ha KOMMbOTepe.

YpaneHHbIH KOMNbIOTEP: Ya/IeHHbIN KOMMbIOTEP, KOTOPbIA NbITAETCA YCTaHOBUTb COENHEHNE C
MPUIOXXEHNEM Ha JIOKAJIbHOM KOMMblOTEpE.

JloKanbHbIW NOPT: NOPT, UCMONb3YEMBbIA 15 0OMEeHa AaHHbIMW.

CnpawmBaTh KaXAblA pa3: ecav A Npasuia No yMosYaHu0 YCTaHOBEHO LeiCTBMe
3anpawmBaThb, Npy KaXxA0oM 3anycke npasuna dyneT oTobparkaTbCs ANANOrOBOE OKHO.

3anoOMHUTb A0 3aKPbITUA NPUNOXKEHUNA: ESET Internet Security 3aMOMHUT BbibpaHHOE AeNCTBUE 40
cnefytollen nepesarpysku.

Co3paTb NpaBuJIoO U 3aNOMHUTbL HaBceraa: ec/v BbibpaTb 3TOT BapuaHT, NPeXae YeMm paspewmnTb
WK 3anpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anOMHUT AeicTBME 1 ByaeT MCnonb30BaTh
€ro, KOraa yAasleHHbI KOMMbIOTEP eLle pa3 MoMbITaeTCs yCTaHOBUTb COEAUHEHMWE C 3TUM
MPUIOXKEHUNEM.
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Pa3peLwinTb: pa3pellnTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3anpeTuTb BXOASALWMNE COeANHEHNS.

PacwimpeHHble napaMeTpbl: NCNOb3YeTCs A HACTPONKMN CBOWCTB NpaBul.

Ucxopsuiee poBepeHHoe coeguHeHue

MpuMep UCXoasLLEro COeANHEHNS B Npeaeax L0BEPEHHON 30HbI:

MprnoxxeHne Ha JIOKaJIbHOM KOMIbIOTEPE MblTaeTCA YCTaHOBUTL COeANHEHNE C APYrUM

KOMMbKOTEPOM B NMpenenax NOKaNIbHOW CEeTU UK CETU B )J,OBQpEHHOI?I 30HE.

INTERNET SECURITY

Ncxopawmii ceTeBoil Tpaduk
- ,.-J,C-ElE[‘Z!EHHEIH 30Ha

|_|F|I.-1J'ID:)KEHI.-1E Ha 3TOM KOMMNBHITEDE 4 CT3paEeTCA YCTAHOBWUTE NOJKNHIYEHHME

K YA2NEHHOMY CalTy

Mpunoxenwne:

Komnanwa:

Penyrauma: v i OBnapyxeno 2 roga nasag

YaanenHolf KoMnbHOTEpR:

Ypanenusii nopr: TCPED (HTTH

Paspewmnts coeamHeHue?

Pazpewnts JanpetuTb

CnpawmneaTe KaxabIA pas
3aNoMHUTE 40 3BKPEITHA NEPHAOHEH U

» ':I:Ii,ﬂ,ETb npasyuno KU 3anoMHUTE HABCErAa

| [Nprnomedne:

| ¥paneHHeId KoMNBHOTER: JoeepedHan 2oHa
¥aaneHHeIld nopT: 80
NokaneHeld nopr: 58282

| MNpoTokon: TCP w UDP

MameHnTE nNpasnno Nepes CoXpaHeHWemM

Jononuutenedeie ceegennn of 3tom cooBugennn A MNogpoBroctw  Paclunpendeie napametpel
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MpunoxxeHue: NpUIoXeHNE, C KOTOPLIM CBS3bIBAETCS YAaNEHHbIA KOMMbIOTEP.
KoMnaHusa: nsfatenb NpuioxXeHus.

PenyTauusa: penytauus npuaoxXeHus, nosay4yeHHas c NoMOLLbI0 TEXHONOr UK ESET LiveGrid®.
Cnyx6a: nms ciyx6bl, 3anyLeHHOW B HACTOSLLMIA MOMEHT Ha KOMMblOTepe.

YpaneHHbIH KOMNbIOTEP: YIa/EHHbIA KOMMbIOTEP, KOTOPbIA NbITAaETCA YCTaHOBUTb COENHEHNE C
MPUIOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpE.

JloKanbHbIW NOPT: NMOPT, UCNONb3YEMBIA 15 0OMEeHa AaHHbIMW.

CnpalwmBaTh KaXXAblA pas: ec/v A4J1s NpasBuia No yMos4aHno YCTaHOBIEHO LeiCTBMe
3anpawmBaThb, Npy KaXxAoM 3anycke npasuna dyneT oTobparkaTbCs ANANOrOBOE OKHO.

3anoOMHUTb A0 3aKPbITUA NPUNOXKEHUNA: ESET Internet Security 3aMOMHUT BbibpaHHOe AeNCTBUE 00
cnepytollen nepesarpysku.

Co3paTb NpaBUJIoO U 3aNOMHUTbL HaBceraa: ecv BbIbpaTb 3TOT BapuaHT, NPeXae YeMm paspewmnTb
WA 3anpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anOMHUT AeicTBME 1 ByaeT MCnonb30BaTh
€ro, KOraa yAasleHHbI KOMMbIOTEP elle pa3 NoMbITaeTCs yCTaHOBUTbL COEAUHEHMNE C 3TUM
NPUIOXKEHUEM.

Pa3peLwnTb: pa3peLllnTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3aMNpPeTuTb BXOAALLMNE COeAUHEHUS.

PacluupeHHble napameTpsbl: NCMO/b3yeTCA 419 HAaCTPONKM CBOWCTB NpaBuil.

Bxopsuiee coeaguHeHue

I'Ip|/|Mep BXoOALlero MHTEPHET-COEANHEHNA.
YnaneHHbln KOMMbIOTEP MblTaeTCA YCTAaHOBNTb COeANHEHNE C MPUJTIOXKEHNEM, 3aNyLLlEeHHbIM Ha
JIOKaJIbHOM KOMMblOTEPE.

MpunoxxeHune: NpuIoXKeHNE, C KOTOPLIM CBSA3bIBAETCS YAa/I€HHbI KOMMbIOTEP.
KoMmnaHusa: nsnaTesb NpUIoXKeHus.

PenyTauusa: penyTauus npuaoXeHus, nosay4yeHHas C NOMOLLbI TEXHOOr UK ESET LiveGrid®.
Cnyxb6a: nms cnyXObl, 3aNyLWEHHOR B HACTOSLLMIA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YAaJIEHHbIA KOMMbIOTEP, KOTOPbIN MbITAETCS YCTAHOBUTb COEANHEHME C
NPUIOXXEHNEM Ha JIOKaJIbHOM KOMMblOTEpE.

JlokanbHbIK NOPT: NOPT, UCMOJSIb3YEMbIV A5t 0OMeHa AaHHbIMU.

CnpawuMBaTh KaXkabli pa3: ec/in 415 npaBua no yMoJYaHW0 YCTaHOBNIEHO AeNCTBUE
3anpalwmBaTb, Npy KaXXAoM 3anycke npasuia byneTt otobpa)kaTbCs AMaOr0BOE OKHO.

3anoMHMTb 0,0 3aKPbITUA NMPUNOXKEHUA: ESET Internet Security 3aNOMHUT Bbl6paHHoe OencTeme oo
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cnenyioLen nepesarpysku.

CospaTtb npaBuJiIo U 3aNOMHUTb HaBcerpga: €cC/un Bbl6paTb 3TOT BapuaHT, NpeXxae 4eMm pa3pelnTb
NN 3anNpeTnTb obmeH faHHbIMK, ESET Internet Security 3aNOMHUT e cTBuE 1 6y,ueT nCcnoJib3oBaTb
ero, Kkorpa y,El,aﬂeHHbIVI KOMMNbIOTEP eLle pa3 NnonbiTaeTCcd YCTaHOBUTb COeANHEHNE C 3TUM
npunnoXxeHnem.

Pa3speLwinTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpPeTUTb BXOAALLNE COeQUHEHUS.

PaClI.IVIpeHHbIe napaMeTpbl: NCMONb3YyeTCAa And HaCTpOIZKI/I CBOWCTB npasun.

Ucxopauwiee coeamHeHue

MpuMep UCXOASLLEr0 MHTEPHET-COeANHEHNS:
MpUI0XKEHNE Ha NOKAJIbHOM KOMMbIOTEPE MbITAETCA YCTAHOBUTb MHTEPHET-COEAUHEHME.
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INTERNET SECURITY

)

Mcxoaawmii ceTesoi Tpadmk

MpWaoH#eHME HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

¥aaneHHeId KoMNBrOTED: e i W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58278

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-me: npunoXxeHme, C KOTOpPbIM CBA3bIBAETCA y,[l,afleHHbII7I KOMMbIOTEP.

KoMnaHusa: nsgartesb NPUIoXKeHNA.

PenyTauusa: penyTtauns NpuioxXeHus, nojly4yeHHas C NOMOLLbI TeXHOOrun ESET LiveGrid®.

Cnyxo6a: nMms cnyXObl, 3aNyLWEHHOR B HACTOSALWMIA MOMEHT Ha KOMMbOTEPE.

YpaneHHbIN KOMMbIOTEP: YAaNeHHbIN KOMMbIOTEP, KOTOPbIN NbITaeTCA YCTaHOBUTb COeANHEHNE C

npunnoXXeHnem Ha 10KaJibHOM KOMIMbIOTEPE.

JloKanbHbIN NOPT: NOPT, UCMONb3YEMbIN 415 obMeHa AaHHbIMW.
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CnpawmuBaTh KaXkabli pa3: ecu 41 Npasuia Mo yMoJ4aHUI0 YCTaHOBEHO feiCTBIe
3anpaluMBaTh, NPY KaXXJ0M 3anycke npasuia byaeT oTobpaxkaTbCs AManoroBoe OKHO.

3anoMHUTb 0,0 3aKPbITUA NPUIIOXKEHMA: ESET Internet Security 3anoMHUT BbIBpaHHOE AeNCTBUE [0
cnepyoLlen nepesarpysku.

Co3paTthb NPaBUJIO M 3aNOMHUTb HaBCerpa: ec/iv BbibpaTb 3TOT BapuaHT, NPEXAe YeM pa3peLllmnTb
NN 3aNpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anNOMHUT AencTBue 1 byaeT ncnosb3oBaTb
ero, Korga yaaJleHHbIn KOMMboTep eLle pa3 nonbITaeTcs YCTAaHOBUTbL COeAMHEHME C 3TUM
NPUIOXKEHNEM.

PaspewuTb: pa3pellinTb BXOAALLNE COEANHEHNS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

PacluupeHHble napameTpsbl: NCMNO/b3YeTCA 419 HAaCTPONKM CBOWCTB NpaBuil.

HacTponka oToOpa)keHusa noaKAIo4YeHUu

LLlenkHUTe noaknoyeHme I'IpaBOI7I KHOMKOW MbILN, 4TOObI NPOCMOTPETb AOMNONHUTENbHbIE
NnapaMeTpPbl, CPeEAN KOTOPLIX €CTb CJIEAYIOLLNE.

OnpepensaTb MMeHa XOCTOB: BCe CeTeBbIe afpeca, ec/in 3T0 BO3MOXHO, oTobparkatoTcs B popmaTe
DNS, a He B Y1C/I0BOM (hopMaTe IP-afpecos.

Moka3biBaTb TOJILKO COeAMHEHUA NO TCP: B CNCKe 0TOOPaXKatoTCs TOIbKO NOAK/YEHMS NO
NpoTOKOJy TCP.

NMokKa3biBaTb OXXKUAaHUE COeAUHEHMSA: YCTaHOBUTE 3TOT (PJIaXxKoK ond OTOﬁpa)KeHVIﬂ TOJIbKO TeX
NoOKOYEHNR, NO KOTOPbIM B HaCTOSALWMIA MOMEHT He nponcxoonT obmeHa faHHbIMK, HO ANS
KOTOPbIX CUCTEMa Y>XKe OTKPblJla MOPT U OXXNOaeT NOAKIIHYEHNA.

Moka3biBaTb BHYyTPEHHUE COeQUHEHMUA: YCTaHOBUTE 3TOT (P1aXKoK, 4Tobbl 0TOOPa3nTb TONbKO Te
CcoefiHeHs, B KOTOPbIX YAAJIEHHON CTOPOHOW ABNIAETCH JIOKaIbHbIN KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OOGHOBUTbL CKOPOCTL: BbibEPUTE NEPUOANYHOCTL OOHOBNEHUS AaKTUBHBIX MOAK/IOYEHNI.

OGHOBUTbL ceryac: nepesarpyska okHa «CeTeBble NOOKIOYEHUA>.

CpepnctBa O0e30nacHOCTH

NapameTp CpeacTBa 6@30MaCHOCTU MOXKHO UCMOJb30BaTh A1 HACTPOVKM CeyoLWMX Moy e,

* 3awmuTta OaHKOBCKOM onnaThl: J06aBAseT LONONHUTENbHBIM YPOBEHb 3alLMThl bpay3epa,
npeAHa3HaYeHHbIN ANS 3aWnTbl BallMX (PUHAHCOBBLIX AaHHbLIX NPW (PUHAHCOBbLIX OrnepaLmnsx B
WHTepHeTe. BknounTe napameTp 3awmTa Bcex bpay3sepoB, 4To6bl BCe MOALEDXKBAEMbIE
Beb-bpay3epsl 3anyckanncb B 6e3onacHoM pexume. [JonosHUTENbHbIE CBEleHUS CM. B pa3fene
3awmTa 6aHKOBCKOW OMJIaThl.

* AHTMBOP: BKJ/IOYMTE MOLY/Ib AHTMBOP, YTOObI 3aLLMTUTL KOMMbLIOTEP B C/lyYae ero noTepu uim
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KPaXku.

3awuTta 0aHKOBCKOM onnaThbl

Moay /b 3aWwmnTbl 6aHKOBCKOW OnaThl — 3TO AOMNOAHUTENbHBIA YpoBeHb be3onacHocTy,
pa3paboTaHHbIN ANS 3aLNThl BalLMX (PMHAHCOBbLIX AaHHbLIX NPU OCYLLECTBAEHUN (PUHAHCOBBLIX
onepauun B UHTepHeTe.

Mo ymonyaHuio BCe noaaepxmeaemblie seb-bpaysepbl byayT 3anyCcKaTbCs B 3aLLULLIEHHOM peXuMe.
9T0 NO3BOJISET NPOCMATPMBaATbL BED-CalThl, NCNOb30BaTb MHTEPHET-OAHKMHI 1 AeNnaTb OHNANH-
MOKYMKW 1 TPaH3aKLUMM B 04HOM OKHe 3aliuLLieHHoro bpay3epa 6e3 nepeHanpaBaeHus.

Ana npaBusibHON paboThbl 3aLmThl BaHKOBCKOWM onnaThl LO/KHA ObITh BKAOYEHa (BK/OYEHA NO
YMONYaHMIO) cucTema penyTaumm ESET LiveGrid®.

BbibepnTe 04MH U3 Cefylowmx NapamMeTpoB, ONPeaensoLWwmnX pexxum paboThl 3aLULLIEHHOTO
bpay3epa.

* 3awumTa Bcex bpaysepoB (Mo ymMOn4aHU0): BCe noaaepxmeaemole Beb-bpaysepbl byayT
3aMyCcKaTbCs B 3aLUNLLEHHOM pexxume. DTO NO3BOSET NPOCMATPMBaAThL BED-CANTHI,
NCMNOSIb30BaTb NHTEPHET-0AHKMHI U AenaTb OHMANH-MOKYMNKW U TPAH3aKLMN B O4HOM OKHe
3awmueHHoro bpaysepa 6e3 nepeHanpaBieHuUs.

* MNepeHanpaBneHne Ha Be6-canTbl: BEO-CaliTbl U3 CMIMCKA 3aLLMLLEHHbIX BEO-CATOB 1
BHYTPEHHEro CNncka nHTepHeT-baHKMHIa NepeHanpaBAfnTCA B 3allMLeHHbI Bpay3ep. Bbl
MoXxeTe BblbpaTb, kakon bpay3ep (CTaHAAPTHbLIN WK 3alLULLEHHBIN) ByAeT OTKPbIBATbLCS.

NepeHanpaBieHne Ha Beb-caiiTbl HELOCTYMHO A1 YCTPOMCTB C NpoLIeccopamm ARM.

* Oba npeablayLWwnX napaMmeTpa OTKJIOYEHbI: YTOObI NOMYYNTb AOCTYM K 3aLLULLIEHHOMY
Hpay3epy B ESET Internet Security, BbibepnTe CepBuc .o 3awumTa 6aHKOBCKOM onnaTthbl 1K

LeNIKHATE 3Ha4YoK Ha paboyem cTone =y 3awuTta 6aHKOBCKOM onnaThl. bpay3ep, 3aA4aHHbIN B
Windows KaK MCMOJb3yeMbIA N0 YMOMYaHMIO, 3anyCcTUTCS B 6e30nacHOM pexunme.

CBefeHMsi 0 HaCTpolKe 3almLLeHHOro 6pay3epa CM. B pa3fene PacllimpeHHble napamMeTpbl 3alnThl
BaHKOBCKOW onnathl. YTo6bl BKIOYNTL PYHKLMIO «3aLimTa Bcex bpay3epoB» B ESET Internet Security,
wenkH1nTe HacTpomka > CpepcrTea 6€30NacHOCTM 1 BK/IOYMTE MON3YHOK 3aluMTa BCcex
opaysepos.

Ana 3awmTel bpaysepa HeobxoANMO UCNOIb30BaTh LWMGPOBAHHLIN 0OMEH AaHHbLIMU MO NPOTOKOJY
HTTPS. 3aWwunTy 6aHKOBCKOW ONaThl NOAAEPXKMUBAIOT CielyoLwme bpayseps:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+

* Firefox 24.0.0.0+
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Ha ycTponcreax ¢ npoueccopamm ARM NoaaepXmBatTCsa TONbKO Firefox U Microsoft Edge.

JonoNHNTENbHbIE CBEAEHMS 0 DYHKLUMKN «3aLnuTa 6aHKOBCKONM OMNlaThl» CM. B CTaTbAX 6a3bl 3HAHWIA
ESET, OOCTYMHbIX HA aHMTMACKOM M HEKOTOPbIX APYruX si3blKax.

» Kak 1cnonb30BaTb MYHKLIMIO «3aLimTa BaHKOBCKOM onaaThl ESET»

* BKJIOYEHME M OTKJIOYEHME 3aLMThl 6AHKOBCKOWM onnaTthl ESET Ana onpeaeneHHoro seb-canrta

* [IpMoOCTaHOBKA N OTKJIIOYEHNE PYHKLUMK «3alinTa BaHKOBCKOW onaaThbl» B NPOoAYKTax ESET Asis
Windows AJ19 OMalUHEero McnoJjib308aHuns

» 3almTa 6aHKOBCKOM onaThl ESET — pacnpoCTPaHeHHbIe OWnbKu

e [noccapui ESET | 3awmTa 6aHKOBCKOW ONJ1aThl

PacluupeHHble napaMeTpbl 3allUThl
OaHKOBCKOM onnaTbl

3TN NapaMeTpbl 4OCTYMHbI B pa3aesne PaclumpeHHble napamMeTpsl (F5) > UHTepHeT #
3/IeKTPOHHAaA nouTa > 3awuTa OaHKOBCKOMW onnaThbl.

OcCHOBHbIEe cBeaeHuUs

Bkn04MTb 3aLlMTy 6AaHKOBCKOM OonJaThl: KOrAa BK/OYeHa 3alimTa 6aHKOBCKOW oniaThbl, BCe
noaaepxunesaemblie Beb-6paysepsl No ymonvaHuto 6yayT 3anyCcKaTbCs B 3alULLEHHOM PEXUME.

3awuTta Opay3sepa

BkniounTe napameTp 3awmTa Bcex bpaysepos, 4Tobbl BCe noanepxreaemsie Beb-6paysepsl
3anyckanuce B 6e30macHoOM pexxumme.

PeXXMM yCTaHOBKM pacCLUMPEHUs: B PACKPbLIBAOLLEMCS MEHIO MOXHO BbibpaThb, Kakue paclumpeHuns
pa3peLleHo yCTaHaBANBaTb B 6pay3epe, KOTOPbI 3aLLMLLEH C MOMOLLbIO ESET: U3BMEHEHUE peXxunMa
YCTAHOBKW paclUVpPeEHUIA He BAIMSIET Ha PaHee YCTaHOBJEHHbIE paclumpeHus bpaysepa.

* CyLuecTBEeHHble pacLUMPEHMs: TOIbKO CaMble CYLLECTBEHHbIE paclUMpeHus, pa3paboTaHHble
KOHKPETHbIM npoun3BoauTenem bpaysepa.

» Bce paclumMpeHms: BCe paclunpeHuns, Noaaep>XXMBAEMbIE KOHKPETHbIM Bpay3epoMm.

NepeHanpaBneHue Ha BeO-canTbl

BKJIIOYMUTb NepeHanpaBJ/ieHne Ha 3allULLeHHble Be6-calTbl: eC/in 3TOT NapamMeTp BKOYeH, Beb-
CalTbl U3 CNCKA 3aLLUMLLEHHbIX CAiTOB U BHYTPEHHEro CNucka nHTepHeT-6aHKuHra byayT
nepeHanpaBnsTbLCA B 3alWULLEHHbIA 6pay3ep.

3awmLLeHHble Beb-calTbl: CNUCOK CaiiTOB, /15 KOTOPbIX MOXHO BbIOUPaTh, B KaKoM bpay3epe
(06bIYHOM UM 3aLUMLLIEHHOM) OHM By YT OTKPbIBATLCA. [0 yMon4aHMio oTobpaxxatoTcs
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NMHMOPMaLIMOHHOE YBenoMIeHe B Bpay3epe 1 3eNieHas paMKa BOKpyr bpay3epa, coobLas o ToM,
YTO aKTMBEH 3aLUULLEHHBIA peXxuM paboTebl B UHTepHeTe. CBeaeHns 06 M3MEeHeHNM 3TOro Cnncka
npuBeLEHbl B pasaese 3allimniileHHble Beb-CanThl.

MepeHanpasieHne Ha Be6-CallTbl HEJOCTYMHO ANS YCTPOWUCTB C NPOLIECCOPaMm ARM.

3awuLLeHHbIn Opay3ep

PacluMpeHHas 3alLMTa NAMATU: €C/IM 3TOT NapaMeTp BKJIIOYEH, MaMsATh 3aLuMLleHHoro 6pay3epa
byneT 3awuLieHa oT UCCeAoBaHNS APYrUMU NPOLEeCCamm.

3awmTa KnaBmaTypbl — €C/IM 3TOT NapaMeTp BKJOYEH, MHGOPMaLIMs, KOTOPYIO Bbl BBOAWTE C
KNaBMaTypbl B 3aLiMLLeHHOM bpay3epe, OyaeT ckpbiTa 0T APYrMX NPUAOXKEHWA. DTO NOBbILIAET
3alLUMTY OT KJaBMATYPHbLIX LLIMNOHOB.

3eneHas paMka Opay3epa: ec/iv 3TOT NapaMeTp OTK/OYEH, MH(POPMALMOHHOE YBEIOM/IEHNE B
Bpay3epe n 3eneHas pamMka BOKpyr bpay3epa He oTobpaxatoTcs.

3alluLieHHble Be0-cauTbl

ESET Internet Security COAEPXUT BCTPOEHHbIN CMUCOK NpeaBapuTesibHO 3aflaHHbIX Be6-CanTos, npu
MOMbITKE OTKPbITUA KOTOPbLIX ByAeT OTKPbIBAaThCA 3allMLLEeHHbIN 6pay3ep. Bol MoxeTe fo6aBnsaThb
Apyrue Be6-caTbl NN PefaKTUPOBaTb 3TOT CIMCOK B KOH(UIypaLuuy npoaykTa.

Cnncok 3awmuLeHHble Be0-CauTbl MOXXHO MPOCMATPMBaTb M U3MEHATb C MOMOLLbIO KOMaHAbI
PacwupeHHble napameTpsl (F5) > UHTepHeT U 3N1eKTPOoHHaA noyTa > 3awmuTa 6aHKOBCKOM
onnatbl > OcHoBHas uH¢opMaumsa > 3aluMiLLeHHble BeO-calnTbl > I3MeHUTD.

C noMoLLblo NpaBua B CMMCKE 3allMLEHHbIX BEO-CAaNTOB MOXXHO YKa3aTb, Kak OTKPbIBaTb
onpeneneHHbln Beb-canT — B 3awmiieHHoOM bpay3epe, B 06bl4HOM Bpay3epe uam cnpaluimeaTb Npu
KaXx[oM nocelleHnn Beb-canta. OnucaHve onuuin cMm. B pasaene fLobaButb Beb-calT HMXeE.

DJ/1IeMeHTbl ynpasJjieHus

Do6aBuTtb: fobaBneHne Beb-CaiTa B CMMCOK N3BECTHbIX BEG-CaTOB.
N3MeHUTb: n3meHeHmne BbibpaHHOro Beb-canta.
Ypanutb. YaaneHune BoibpaHHbIX 3anucen.

NMnopT/3KCNOPT: 3KCNOPT CNMCKa 3alMLLEHHbIX BED-CAaNTOB 1 €ro MMMOpPT Ha HOBOE YCTPOMCTBO.

NobaBuTb BeO-cauT

CtpaHuua Beb-canTa: Beb-caiT HTTPS, K KOTOpOoMy ByeT NpUMeHATLCS NPaBUIo.

OTKpbITb 3TO Beb6-calT c NnoMoLblO: BbIbepuTe noBeaeHne ans QyHKLMW 3alnTsl BAaHKOBCKOW
onnaThl NpY NocelleHnn seb-canTa.

* 3awMLLeHHbIM ODpay3ep: Beb-caT NnepeHanpaB/saeTCs B 3alUMLLEHHbIN Bpay3ep u
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OXpaHAeTCA KOMMOHEHTOM «3almTa 6aHKOBCKOM ONaThI».

* 3anpawuBaTbh paspeLlleHune: npu noceweHny seb-canta nosb3osaTtens BolbnpaeT, rae ero
cnenyeT OTKPbITb — B 0ObIYHOM MK 3aluLLeHHOM bpay3epe. ESET Internet Security MOXET
3aMoMHUTb Ball BbIOOP, UK XXe Bbl MOXeTe BblbupaTb Bpaysep Bpy4HYHO.

* O6bI4YHbIN Opay3ep: Beb-canT byaeT oTKpbIT B 06bI4HOM Bpay3epe 6e3 oN0SHUTENbHON
3alWKnThl.

YBepooMneHue B bpaysepe

CBefeHNs 0 TeKyLLEM COCTOSHUM 3aLumLLeHHOro bpay3epa 0TobpaXatoTCa C MOMOLLbIO YBEAOMEHUN
B Opay3epe 1 uBeTa pamku bpaysepa.

YBefomMmneHus B 6paysepe 0oTo6pakatoTCs Ha BKIaZKe C NPaBOA CTOPOHDI.

(%)
®

YT0b6bI pa3BepHyTb yBeaoMeHNe B Bpay3epe, WeNKHUTE 3Ha4Y0K ESET @ YT06bI CBEPHYTH
yBeLOMJIEHUNE, LLENKHUTE ero TekCT. YTobbl CKpbITb YBEAOMAEHME 1 3eNEHYI0 paMKy bpay3epa,
LLENIKHNTE 3HAY0K «3aKpbITb» 1%

CKPbITb MOXHO TOJIbKO MH(OPMaLIMOHHOE YBeAOMIEHNE 1 3eNieHYI0 paMKy bpay3epa.

YBepomneHus B Opaysepe

NHdopmaumoHHoe ObecneynBaeTca MakCMManbHas 3alnTa, 1 yBegomaeHne B bpaysepe

yBeLOMJIeHMe 1 3eseHas CBEPHYTO Mo yMoN4YaHuto. Pa3BepHuTe yeenomneHve B bpaysepe u

pamka bpay3sepa wenkHnTe HacTponkm, 4Tobbl OTKpPLITL pa3fen CpencTea
6e3onacHocTw.

MpepynpexgeHve n Hekputunyeckasa npobnema 3awmweHHoro bpaysepa TpebyeT Baliero

opaH)eBas paMka bpay3epa BHUMaHWA. O NonyvyeHnUs LOMNOAHUTENbHbIX CBeAEHMI 0 Npobneme
NI ee peLleHnn cneaymnTe MHCTPYKLUSM B yBELOMJIEHNM B

bpay3epe.
OnoseLleHune no Bpay3ep He 3aLyMLLeH C MOMOLLbLIO 3aLnTbl 6aHKOBCKOW onnaThbl ESET.
6e3onacHOCTM 1 KpacHas Mepe3anycTute bpay3ep, 4Tobbl aKTUBMPOBATL 3aLUNTY. YTOOLI
pamka bpay3epa pa3pewwnTb KOHMIMKT ¢ dhaiamu, 3arpyxaembiMu B Bpay3epe,

OTKponTe pasnen Pansibl xXypHasa > «3awmnTa 6aHKOBCKON onnaThbl»
n ybegmTech, 4TO BO BpeMS C/ledyloLero 3anycka bpaysepa
3aHeCeHHbIe B XXYpHan annbl 3arpyxaTtbcs He byayT. Ecnm
npobnema NoBTOPUTCS, 0B6paTUTECH B CNYXXOY TEXHUYECKON
noaaepXKu ESET, ciefysa UHCTPYKUMAM B CTaTbe Hallen basbl
3HAHUN.
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AHTUBOP

MepcoHaNbHbIe YCTPOMCTBA MNOCTOSAHHO MOMBEPralTCA PUCKY MNOTEPU UM KPaXKI B HALLKX
NOBCEHEBHbIX MOe3aKax U3 foMa Ha paboTy nam B opyrue obuiecTBeHHblE MeCcTa. AHTMBOP — 3TO
(hyHKUMS, KOTOpas pacumpseT 6e30nacHOCTb Ha YPOBHE NOJb30BATENS B CJIyHae MOTEPU NN KPaXKi
yCTPONCTBA. AHTMBOP MO3BOJIIET MOHUTOPUTb UCMOJb30BaHNE YCTPOWCTBA U OTC/IEXUBATD Balle
noTepsiHHOe YCTPOWCTBO C MOMOLLbIO SIOKaiM3auuu no IP-agpecy B ESET HOME, noMoras
BOCCTAHOBUTb YCTPOWCTBO M 3aLUTUTh JINYHbIE [aHHbIE.

Bnarogaps MCNo/b30BaHMIO B Mofyfle AHTMBOP TaKMX COBPEMEHHbIX TEXHOMOr 1A, Kak onpeaeneHne
reorpacgnyeckoro MecTornosIoXXeHus no IP-afpecy, 3axBaT M306pa>keHnin C NoMoLLblo Beb-Kamepb,
3allMTa YYETHOW 3anncy nosib3oBaTeNs U MOHUTOPUHI YCTPOWCTBA, NOJIb30BaATENMN 1
NPaBOOXPaHUTENbHbIE OPraHbl UMET BO3MOXXHOCTb HAXOAUTb NOTEPSIHHbIE UM YKPAAEHHbIE
KOMMbIOTEPbI NJIN YCTPOMCTBA. B ESET HOME Bbl MOXXETE YBUAETb, Kakne AeiCTBUS BbIMOJHAOTCS Ha
BallleM KOMMbOTEPe WU YyCTPONCTBE.

HdononHnTtenbHble CBEAEHNSA O AHTVIBOp B ESET HOME CM. B UHTEPAKTUBHOW CripaBke ESET HOME.

AHTMBOpP MOXeT paboTaTb HEMPaBW/IbHO Ha KOMMbIOTEPAX B JOMEHAX M3-3a OrPaHNYeHNi B
yrnpaB/eHUN YHETHLIMU 3aMUCSMU MOSIb30BaTENEN.

MNMocne BKJIKYEHUSA AHTUBOP Bbl CMOXKETE ONTUMN3NPOBATb 6e30MacHOCTbL Ballero yCTDOIZCTBa B
J1laBHOM OKHE MporpamMmmsbl > MHCTPYMEHTI:I > AHTMBOp.

INTERNET SECURITY - B X

(g Otsop < AuTUBOpP O 7

) CraHWpoBaHWe

% komnetotepa 370 YCTPOIACTEO 3aLUMLLEHO MOAYNemM AHTMEOP. B ciyyae Kpaxu win Nponaxi ycTpoicTBa Bel CMOXeTe
NoAYYNTE SOCTYN K 8rd JaHHBIM M CEEAEHHAM O MECTOHAXOXOEHNH. ,'J,."l.q 3TOTD HYKHO aETOPHW3I0BATRCA B

*  OBnoenenne ESET HOME ¢ NOMOLLEH y4eTHO 3anucn ESET HOME.
@l Cepone OnTUMKM3aLMA Be3cnacHocTH ycTpoiicTea
13.‘ HacTpoiika 1

! YueTHble 3annck Windows He 3aluMLULeHbl Napoaem

— Y¥CTaHOBUTE napoad 4nAa y4YeTHblx zannceid Windows, ytoGel JAWHUTHTE BallK AWYHBIE AaHHLIE.
(-‘,‘- ) Cnpagka 1 Nnoggepxka

(£ YnpaBnATk y4eTHEIMK 2anMcammn Windows

F‘] YuerHan s3anuce ESET
E. HOME

V’ ®aHTOMHaA YUYETHaA 3annck CO3faHa

Korga kTo-nmbo NoneiTaeTcA MCNoNL30EaTE Balle }'CT[JC'ﬁCTBC' H aETORKHIYETCA B '.T‘..aHTC'r-.IHC'ﬁ
"-"-IETHC'l‘i 2anucK, Bkl E';-',-J,ETE YE24OMNEHEl O NOA0ZPHTENEHBIX LEHCTEMAX HA BaLLEM KOMNEHITEDE,

WNma paHToMHoi yueTHoI 2anueu: Alexo

#¥ HacTpoiiky GpaHTOMHOR Y4eTHOR 3anncK

I \, ARTAMATAUACKIAA R¥NA NG RCAY VUSTHRIY TAMNMCSA ATK AHIUSH

Progress. Protected. OTKNoUNTE MoayAL AHTHEOP
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Onuuu onTUMM3aL UM

daHTOMHas yyeTHas 3anucb He co3aaHa

Co3faHne (haHTOMHOW YYeTHOW 3anucy yBeanynBaeT BEPOSTHOCTb 0OHAPY)XEeHNS MOTEPSHHOrO UK
YKPaLEeHHOro yCTPONCTBA. ECIM 0OTMETUTb YCTPOMCTBO Kak nponasLuee, AHTUBOP 3a0/710KMpyeT
[OCTYM K BaLLWUM aKTWBHbIM M0JIb30BATE/IbCKUM YYETHbBIM 3aMnUCsM, YTOObI 3aLWUTUTL BaLLW
KOH(UIEHUMAbHbIE AaHHble. JToBOMY, KTO MOMNbITAaeTCs UCNO/Ib30BaTb YCTPONCTBO, byneT
Pa3peLlEeHO UCMOJ/Ib30BaTb TOILKO PaHTOMHYIO YH4ETHYIO 3anncb. ®PaHTOMHas y4yeTHas 3anuncb — 3T0
opMa rocTeBOW YYETHOM 3aMnCK C OrpaHnYeHHbIMU pa3peLleHnsaMn. OHa byneT Ucnosib30BaThCs B
KayeCTBe CUCTEMHOM YYETHOIN 3annci Mo yMO4aHUIo 40 TeX nop, Noka Balle YCTPONCTBO He byaeT
NMOMeYeHO KaK BOCCTAHOBJIEHHOE, YTO MPefoTBPATUT BXOA B APYrue YYeTHbIe 3anncu
No/Ib30BaTeNeN AN OOCTYN K AaHHbIM MOJIb30BaTENS.

Ka)< bl pa3, Korga KTo-To BXOAUT B (paHTOMHyIO YHE€THYIO 3aMnncCb, KOraa Ball KOMMbOTEP
HaXoaouTCAa B HOPMaJlIbHOM COCTOAHUN, BaM 6y,ueT OTrpaBJ1IEHO yBENOMJIEHNE MO 3J'IeKTpOHHOIZ
noyrte C I/IHd)OpMaLI,I/IeI7I 0 I'IO,EI,O3pI/ITeJ'IbHOIZ dKTUBHOCTW Ha BallEM KOMMbIOTEPE. |_|OJ'Iy‘-II/IB
yBeOOMJIEHUE MO 3}'IEKTpOHHOM NOo4YTE, Bbl MOXXETE PELWLNTL, XXEJTAaETE JIN Bbl MOMETUTb
KOMMbIOTEP KaK I'IpOI'IaBLIJI/IVI.

YT06bl CO34aTh PAHTOMHYIO YYETHYIO 3aNnCb, HAXXMUTE KHOMKY Co3aaTb (PaHTOMHYIO YY4ETHYIO
3anucb, BBeANTe UMA (PAHTOMHOM YY4ETHOM 3anNUCU B TEKCTOBOM MOJIE N HAXKMUTE KHOMKY
Co3parthb.

Ecnn y Bac ecTb co3aaHHasn (haHTOMHas y4yeTHas 3anuch, HaxxmMmTe HacTpoku chaHTOMHOM
y4YeTHOM 3anucu, 4Tobbl NneperMeHoBaTb UM YAaANTb YHETHYIO 3amnuCh.

3awmTa Y4YeTHbIX 3anucemn Windows napoinemMm

Balwa nonb3oBaTeNbCcKaa y4eTHas 3anncb He 3alMeHa naposem. Bol nony4mnte 3To
npegynpexgeHue o6 onTuMmnsaunm, eCim No KpamHen Mepe ogHa y4eTHas 3anncb Nob30BaTesNs He
3awmueHa naposiem. CosfaHne napons Ans scex nonb3osatenen (kpome paHTOMHOMU YYETHOM
3anmncK) Ha KoMMbloTepe pewunT 3Ty npobnemy.

Y7066 CO34aTb NAPOab A5 YYETHON 3aNnNCK NOb30BaTENS, WEeNKHUTE YNpaBsieHUe y4eTHbIMU
3anMcAMM Windows 1 N3MEHUTE Naposib UKW CNeayNnTe MHCTPYKLUSAM HUXKE:

1. HaxxmnTe coveTaHue Knasuw CTRL+Alt+Delete Ha KNlaBuaType.
2. WenkHnTe N3MeHUTb Napoib.
3. OcTaBbTe noJsie Ctapbii NApPosib MyCThIM.

4. BeeanTe naposb B nons Hoebi naponb 1 MoaTBepAUTb NAPOJIb, 3 3aTEM HAXKMUTE KHOMKY
Bsopn,.

ABTOMaTM4YeCKUMU BXO L ONSA Y4YeTHbIX 3anucemn Windows

B Baluen y4yeTHON 3anncCy Nob30BaTeNA BKOYEH aBTOMATMYECKUA BXOL, B CUCTEMY, MO3TOMY Balla
y4yeTHas 3anucb He 3allMLieHa OT HeCaHKLMOHUPOBAHHOMO A0CTYyNa. Bbl nonyynTe 3710
npepynpexageHve ob onTuMmu3aLnm, ecnmn no KpamHen Mmepe ons O4HON y4eTHOWN 3anuncu
NnoJsib30BaTeNs BKJIOYEH aBTOMaTUYeCKMI BXO B cuctemy. LLlenkHnTe OTKNIOYUTD
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aBTOMAaTUYECKUH BXOA, 4TOObI PEWNTb 3TY r|p06neMy onTnMn3aunin.
ABTOMaTU4Yeckuu Bxopn ans (paHTOMHOM YY4ETHOM 3anucu

Ha BalueM yCTpONCTBE BK/IOYEH aBTOMaTUYECKMIA BXOL B (PAHTOMHYIO Y4€THYI0 3anuchb. Mbl He
PEKOMEHYEM MCMO/Ib30BaTh aBTOMATUYECKNIA BXOS B CUCTEMY, KOrAa YCTPOWCTBO HAaXOANTCS B
HOPMaJslbHOM COCTOSIHUW, TaK Kak 3TO MOXXET Bbi3BaTb NPobaeMbl C 4OCTYNOM K Ballel peasbHOM
Y4YETHOI 3anncu nosib30oBaTeNst UKW NPUBECTY K OTMNPABKE JIOXKHbIX TPEBOT 0 COCTOSHWM «[loTepsiH»
Ballero koMmnbloTepa. Haxxmnte OTKAIOYUTL aBTOMAaTUHECKUI BXOA, Y4T0ObI pewnTb 3Ty npobnemy
onTMMMU3aLnK.

Bxopn B y4eTHYI0 ESET HOME 3anUcCh.

Y706bI BKIOYNTbL MK OTKOYNTL AHTMBOP U MONYYUTb AOCTYMN K CBEAEHUSIM O PACMOI0XKEHUN
YCTPONCTBA M UH(OPMaLMKN 0 HeM B ESET HOME, BOWAMTE B CBOKO YYETHYIO 3anncb ESET HOME.

. x
(es[z1) INTERNET SECURITY

ESET HOME | AxTnBOp (es[Ey

v'—,:J,[’JEC 3.'IEKT[3C'HHCIﬁ MOYTEI
B Chnyyae Kpaxu Wi noTepn ;'crpc-ﬁr_rsa Bbl MOXETE
EOCMNONb30EATECA YUETHON 3anuceko ESET HOMIE, utofkl [l
NoAYYUTE JOCTYN K CEEAEHMAM O MECTONONOXKEHHN W JaHHEIM
yCTpOfcTEa. Mapone
BoiiguTe B yueTHyI0 3anick ESET HOME

BoccranoBneHne napona

¥ Bac HeT yueTHoW 2anuck? Co3paiTe ee

t = = e
glrg pockaHupyiTe QR-koa

CyliecTByeT HECKOJIbKO cnocobos aBToOpM3aLMn B y4eTHOW 3anncu ESET HOME.

* Acnonb3oBaTth agpec BJIEKTpOHHOIﬁ no4Tbl U NapoJib ESET HOME: BBEANTE appec
BﬂeKTpOHHOiI no4YThbl N NapPOJib, KOTOPbIE Bbl NCMNOJZIb30Ba/ N ANnd CoO3aaHUA yquH0|7| 3arnncu
ESET HOME, a 3aTeM LLeIkHUTe ABTOPU30OBaThCH.

* Ncnonb3oBaTh y4eTHYI0 3anucb Google/ApplelD: wenkHUTe MPOAOSIXUTbL € Google UK
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLEN YYETHOW 3anncu. Nocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NoATBEPXAEHNS ESET HOME. YT0o6bI
NPOOOJIKUTb, BEPHUTECH B OKHO NPoAyKTa ESET. [lonosHMTEeNbHbIE CBeAeHUs 06 aBTopum3aumm ¢
NMOMOLLbIO Y4ETHOWM 3anucu Google/ApplelD CM. B OHJIalH-CNpaBke ESET HOME.

* NMpockaHupoBaTb QR-KOA: LienkHMTe MpockaHupyuTe QR-KoA, 4ToObl 0TOOPa3nTb QR-KOA.
192


https://home.eset.com/
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=social_login
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=social_login

OTKpOI7IT€ mMobunbHoe npuno)xeHune ESET HOME 1 HpOCKaHMpyIZTe QR-KOA NNV HaBegouTe KaMepy
yCTDOVICTBa Ha QR-KoA. [OMONHUTENbHbIE CBELIEHNSA CM. B OHJ1aH-CNpaBKe ESET HOME.

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLNBKN.

Ecnu y Bac HeT y4yeTHoI 3anncu ESET HOME, wenkHuTe Co3aaTh Y4ETHYIO 3anuch, YToObI
3apPEerncTpupoBaThCS, NN 03HAKOMbTECh C MHCTPYKLMUAMU B OHIANH-CNpaBke ESET HOME.
Ecnu Bbl 3a6blaK NApob, WENKHUTE  He NOMHIO NAPOJIb U C/leAyNTe UHCTPYKLMSAM Ha
3KpaHe Uan 03HAaKOMbTECh C MHCTPYKLUUSMUN B OHNAMH-CripaBke ESET HOME.

MpunoxeHne AHTUBOP He Nogaep>XueaeT Microsoft Windows Home Server.

3apaTb UMA YCTPOUCTBA

B none UMa yCcTPOMCTBA yKa3bIBAa€TCA UMS KOMMblOTepa (YCTPOMCTBA), KoTopoe byneT
oTobpaXkaTbCA B Ka4eCTBe naeHTUhnKaTopa BO BCex CNyxbax ESET HOME. Mo ymMon4yaHuio
NCMosb3yeTCs UMS BaLLEro KOMMbOTepa. BBeanTe nMsa yCTPOMNCTBa UM UCMOJb3YATE UMS MO
yMOHaHWIO 1 WenkHuTe MpoaoNXKUTL.

AHTMBOp BKJZ1IIOYE€HO UJIN OTKJIIO4YEHO

9TO OKHO COAEPXUT NOATBEPKAEHNE BKIOYEHNSA NN OTKIIOYEHNS AHTUBOP:

* BK/t0YEHO — Tenepb Ballle YCTPOWCTBO 3alluLLeHO AHTMBOP, 1 Bbl MOXXETE YyAaNeHHO
ynpaBnsaTb ero 6e30nacHOCTbO Ha nopTase ESET HOME, MCNOJb3Ys CBOK YYETHYIO 3aMUCh.

¢ OTK/II04EHO — AHTVIBOp OTKJI4YEHO Ha 3TOM YCTpOVICTBe N BCe AaHHble, OTHOCALWMECA K
<%ESET_ANTTHEFT%> 718 3TOr0 YCTPONCTBA, yAaseHbl C nopTana ESET HOME.

Owunbka podaBneHns yCTpoucTea

Mpwn akTMBaLuUM AHTMBOP NPOK30LLa oWwnbKa.
Haunbonee pacnpocTpaHeHHble CLeHapuu:

* Owmnbka BX0oda B ESET HOME

* OTCcyTCTBME NOAKYEHNS K IHTepHETY (nnn «B gaHHbIN MOMEHT IHTepHeT He paboTaeT»)

Ecnv BaM He ypaeTcs pewmnTb 3Ty npobnemy, obpatntech B Ciy)xby TEXHNYECKON NOAAEPKKM ESET.

ObHoBNEeHue nporpamMmmbl

PerynsapHoe obHoBsIeHMe ESET Internet Security — ny4wnin cnocob obecnevynTb MakCUManbHbIA YPOBEHb
6e30nacHOCTM KoMMbloTepa. Moaynb 0OHOBIEHUS MOALEPXKMBAET aKTyasIbHOCTb NMPOrPaMMHbIX
MOZYyJIeN N KOMMOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBAEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NPOCMOTPETL UHGOPMALIMIO O
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TeKyLLEM COCTOSAHMM 0BHOBNEHUS, B TOM YuUCe AaTy 1 BpeMSA NOCNeAHEero yCnewHo BbiNoJHEHHOI0
obHOBIEHNS, a TaK)Xe cBedeHUsa 0 HeobxoanmocTy 0bHOBAEHUS.

Kpome aBTOMaTU4eCKOro 06HOBAEHUS, MOXHO BbIMOJHUTL 0BHOBIEHWE BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb Hanuuue obHoBNEHUN. PerynsipHoe 06HOBIEHE NPOrPaMMHbIX MOAYJIEN W
KOMMOHEHTOB SBASETCA BaXXHbIM acnekToM obecrneyeHns NoaHOM 3alnTel OT BPeAOHOCHOr0 Koaa.
Ypenute ocoboe BHMMaHMe KOHPUryprpoBaHuto 1 paboTe nporpaMMHbIX Mogynen. Ins nonyyYeHus
06HOBIEHN HEOOXOANUMO aKTUBMPOBATb MPOAYKT C MOMOLLbIO BaLlero AMLEH3UOHHOMo Ktoya. Ecm
NNLEH3MOHHbIN KoY He Obln yKasaH B npoLecce YyCTaHOBKK, 3TO Heobxoaumo byneTt caenaTtb ons
aKTMBaLWW NPOAYKTa, 4TOObI NOy4MTb AOCTYN K cepBepam 06HOBAeHWI ESET npu 0bHOBEHUN.

KoMmnaHwns ESET oTnpaswWia BaM J'II/ILI,eH3V|OHHbII7| KJ1I04 Mo 3J'|eKTpOHHO|7| no4yTe nocne
npuobpeTteHmns ESET Internet Security.

(es[z1) INTERNET SECURITY - B =
O6sop © O6HoBneHMe ?
CranupoBaHne
KOMMEHTERE ESET Internet Sec

G DBBOBACHNE v’ Tekylwian eepcuna: 16.0.20.0

CepBuc

HacTpoiika

Crpaska W NOAAEpxEKa MokazaTe BCe MOAYAK

¥ueTHan sanuce ESET
HOME

= MNpoeepnTs HanUuMe oGHOBAGHMA

Tekywian Bepcus: oTobpaxkaeTcsa HOMep TeKyLlen yCTaHOBIEHHON BEPCUM NPOaYKTa.

NMocnepHee ycnewHoe obHoBNeHUe: 0TobpaxxaeTcs faTa NnocsieflHero yCrnewHoro obHoBNEHUS.
Ecnn He oTobparkaeTcs HeAaBHAA AaTa, BO3MOXHO, BalUX MOAYN NPOAYKTA HEAKTYaslbHbI.

MocnepHAs ycnewHaa NnpoBepKa Ha Hasu4me oOHoBNIeHMI: oTobOpaXkaeTcs AaTa nNocsieqHen
yCMneLHON NPOBEPKN Ha Hasimyine 06HOBIEHMNI.

MokasaTb Bce MOAyNMu: 0TOOPaXKAeTCs CMUCOK YCTAaHOBNEHHbIX MPOrPaMMHbIX MOLYEeN.
HaxmuTe MpoBepuTb Hanuuue oOGHOBNIEHMM, YTOOLI HAWTU MNOCNEAHIO AOCTYMHYIO BEPCUIO ESET

Internet Security.
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Mpouecc obHOBNEHUSA

Mocne HaxxaTua KHonky NMpoBepuTb HanU4YMe OOHOBJIEHUI HaYMHAETCS 3arpy3ka. Ha akpaH byayT
BbIBEAE€HbI MHMKATOP BbINOJIHEHWSA 3arPy3KN 1 BPEMS A0 ee OKOHYaHus. YTobbl npepBaTh
06HOB/IEHUNE, HAXXMUTE KHOMKY OTMEeHUTb OOHOBNEeHuUe.

(es[=3) INTERNET SECURITY - B =
Ozop O6HoBNeHMe ?
CranupoBaHne
KomneroTERa , ESET Internet Security

5 TekylLan EEpCUA: 16.0.20.0

S OGHoBAEHME (1) 2K epc

CepBuc

MNocneaHee ycnewHoe oBHOBNEHWE: 10/13/2022 2:53:04 AM

. V MocnegHAn ycnewHan npoeepka Hanwama 10/13/2022 2:59:01 AM

Hactpoiika nBHOBAE e

OURUBAERKIF.
Crnpaeka u nogaepxKa MNokasaTe Bce mogynn
Yuethan sanuce ESET
HOME ("N OBHOBNEHWE NPOTrPamMmbl...

LE R AR NN

OTmennTs 0BHOBNEHWE

O6bl4HO B OKHe OOHOBNEHMe 0TOOpaXKaeTCs 3e/eHbli PNaXKoK, YKa3blBaOLWUIA Ha TO, 4TO
YyCTaHOBJIEHA aKTyasibHaa BepCcus nporpammbl. ECiv Bbl HE BUAUTE 3TOT (DaXKOK, NporpaMma
ycTapena. [1py 3TOM NOBbIWAETCSA PUCK 3apakeHns. ObHOBUTE MoAY M NPOrpamMmMbl Kak MOXKHO
cKopee.

Owmbka oOHOBNEHUA

Ecnu Bbl nonyyYnnm coobueHre o ToM, 4T0 0OHOBUTL MOAYN HE YAaN0Ch, Y 3TOr0 MOXET ObITb
HECKOJIbKO MPUYMH.

1. HepelcTBMTENIbHAA JIMLLEH3UA: UCMO/Ib3yeEMas A8 aKTUBALMMN JINLEH3US SBNISETCS
HeaelCTBUTENbHOW UK CPOK ee AeiCTBUA UCTEK. B r1aBHOM OKHE MPorpamMmbl LLEeNKHUTE
CnpaBka U noaaep>xka > U3MeHUTb JIMLLEeH3MIO V1 aKTUBUPYIATE CBON NPOMYKT.

2. Mpwu 3arpyske ¢annoB o6HOBNAEHUIA NpoM3oLLIA OWKMOKA: BO3MOXXHAs NPUYMHA STOW
OWNBKN — HenpaBWIbHbIE MapaMeTpbl NOAKIYEHNA K UHTepHeTY. PEKOMEeHAyeTCs NpoBepUTh
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Hasmyne noaknayeHuns K MIHTepHeTy (Hanpumep, nonpobynTte oTKpbITh Ntobon Beb-canT B
bpay3epe). Ecnmn Beb-CalT He OTKPbIBAETCH, BO3MOXXHO, HE YCTaHOBJIEHO NMOAKIIOYEHME K
NHTepHeTY nnm Ha KoOMMbloTepe BO3HUKAN Kakue-nmbo npobnemsl C NOAKIIOYEHNEM K CETH.
ObpaTuTech K CBOEMY MOCTaBLUMKY ycayr IHTepHeTa, 4Tobbl BBIACHUTL, €CTb JIX Y BaC akTUBHOE
noAkKa4eHne K NHTepHeTy.

L _ 0 %
(es[=3) INTERNET SECURITY
Ozop O6HoBNEeHMe ?
CranupoBaHne
KomneraTERa , ESET Internet Security
S OBHoBnEHNE (1) TekyLLan EERCUA: 16.0.20.0
CepBuc
MNocneaHee yenewHoe oBHOBNEHKE! 101372022 2:5
. V MocneaHAn yonewHan npoeepka Hanwdwma 10/13,
Hactpoiica 0OHOBARHWA:
Crnpaeka u nogaepxKa MNokaszate Bce mogynm
YueTHan sanuce ESET
HOME e -
Q CB0A 0BHOBNEHKMA MOAYNEN
3arpyska npepeaHa NoNb30BaTenem.
OB6HOBEHWE NPorpaMmMel He BbINOAHEHO
Cepeep He HaligeH.

 MNpoeepnTs Hanuume oBHOBNEHMA

PekomeHayeTCs nepe3anyCTUTb KOMMbOTEP Nocie 06HOBAEHMS NPOAyKTa ESET Internet Security
no 6onee HoBown Bepcuun, 4TobbI ybeanTbCs, 4TO BCe MOAYM NMPOrpaMmMbl 0OOHOBMEHbI
Haanexawum obpa3som. Mpu perynsipHomMm 06HOBNEHNM MOLYEN BLIMOJHATL Nepe3arpysky HeT
HeobxogumocTu.

«He yganock 06HOBUTb MOAYIN».

| [lonoNHUTeNbHbIE CBEAEHNA MOXKHO HAaTK B CTaTbe YcTpaHeHne npobiemsl ¢ coobuieHnem

HacTpouka obHoBNneHuu

MapaMeTpbl 06HOBNEHNSA [OCTYMHbI B lepeBe J,0NoJHUTeNbHbIE HAaCTPOMUKM (F5) B pasaese
O6HoBneHue > OObIYHaA. B 5TOM pa3gene ykasbiBaeTcst MHDOPMaLMs 06 MCTOYHNKaxX 0OHOBNIEHWIA,
TaKUX KaK cepBepbl 0OHOB/IEHWI U AaHHbIE ayTEHTUMDUKALUN A5 HUX.

OcHOBHbIEe cBeaeHuUs
Tekywun npodunnb 06HOBNEHUSA (€CAN TONLKO ONpeaeneHHbIN NPodub HE 3adaH B pa3aene

PacwmpeHHble napameTpsbl > DaiepBon > 3BeCTHbIe CeTU) 0TOOPAXKAETCS B PACKPbIBAOLLEMCS
MeHI0 BbiOpaTh npodunb 06HOBNEHUA NO YMONHAHMUIO.
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YT0b6bl CO34aThb Npodunb, CM. CBeAEHMA B pa3aene [podnan obHoBIeHS.

ABTOMaTH4YecKoe nepekKknvyeHume npocbuneﬁ: NO3BOJIAET USMEHATb I'IpO(pI/U'Ib onsa KOHerTHOIZ
ceTn.

Ecnn Bo BpeMs 3arpy3ku 06HOBNEHUI MOAYNS 0OHapY)XEeHMA UAK MoAy el NPOrpamMmmbl BO3HUKN
npobnemsl, WeAKHUTE OYUCTUTDb, 4TODOLI YOaNNTb BpeMeHHble daisibl 0OHOBAEHU (OYUCTUTL K3LL).

OTKaT Mmopynemu

Ecnu Bbl Nof03peBaeTe, 4TO nocnenHee obHoOBAEHNE MOAY NS 0OHAPYKEHNS U/UIN NPOTrPAMMHbIX
MoAyNiei NoBpeXAeHO Nan paboTaeT HeCTabubHO, Bbl MOXKETE BhINOJHUTL OTKAT [10 NPeblayiei
BEDCUM U OTKJIOYMTb 0OHOBNEHMS HA YCTAHOBJIEHHbIV NEPMNOA BPEMEHMN.

NTERMNET SECURITY O x
[JononHnuTencHblie HaCTPOUKKN “ S
| Moaynt o6Hapyxenna @D OcHoBHOE 5
| O6Hosnenve @
= Mpodgunan 5
3alLMTa CETH
Cnuncok npodneid WMameHuTs (i)
LR TR BribepuTte npoduns, KOTOPBLIA HY#HO H3MEHHTE Mol npodmne ~
nouta
Mo npodunb
KoHTpoak ycTpoicTe : 4
. B O6HoBneHMA 5
CepeHcC - )
Tun oBHoBNEHNA PerynapHoe obHOBNEHWE ™
ViHTeppeic nonb3oearens 3anpaluneaTe NoATEEP¥AEHUE Nepes 3arpy3Koi oGHOBNEHMA [ ]
YeeqomMaeHMA 0

HacTporkmn
KOHQWASHLUWANBHOCTH

ObroBReHnA Mogynen

BrntounTe Gonee yacTele oEHOBAEHNA CHUrHaTyp C'EH&[’J';'.‘{ZEHHFI o 0

DbroBAEHME NPOTPAMME]

Mo ymonyanuio GTDK Otmena

Ina obecnevyeHns nNpaBUAbHON 3arpy3kn 06HOBAEHNIN HEOBXOAMMO KOPPEKTHO 3aAaTh BCE
napameTpbl 06HoBNEHMI. ECnn ncnonb3yeTcs anepBon, NporpamMMe A0JHKHO 6biTb pa3peLleHo
0OMeHMBaTbLCS JaHHbIMK Yepe3 NHTepHeT (Hanpumep, nepefayda AaHHbIX MO NPOTOKOJY HTTP).

Mpocdunu
Mpodunn 06HOBMEHMA MOXHO CO34aBaTh AJ1A pPa3/INYHbIX KOHPUIrypaunui n 3agay obHOBNEHNS.
Co3pnaHue npodunen obHoBneHNs 0cobeHHO NONe3HO ANs Nonb3oBaTenen MobUNbHbLIX YCTPONCTB,
KOTOPbIM H606X0,EI,I/IMO CO3[aTb BCMOMOraTesibHbIN I'IpO(i)I/IJ'Ib ONA PEryAapHO MEHAOLLNXCA CBOWCTB

noaKIt4YeHNA K MHTepHeTy.

B packpbiBatoLieMcst MeHio BbibepuTe npodunab, KOTOPbIA HY)KHO MU3ME@HUTb 0TobpaXkaeTcs

197



TekyLwuii npogmnb. Mo ymMonyaHuMo Aas Hero 3afaHo 3HayeHne Mow npodunb. YTobbl co3aaThb
npogunb, pAaoM ¢ 3nemMeHToM CnMcoK npodunen wenkHuTe U3MeHuTb, BBEANTE MMA Npodunsa v
HaXXMnUTe KHoMnky Jlo6aBuUTh.

OOHoOBNeHus

Mo ymon4yaHuio ons napameTpa Tun oOHOBNEHMM 3a4aHO 3Ha4yeHne PerynapHoe oOHoBNeHMe.
3T0 03Ha4aeT, 4To hanbl 06HOBAEHNI ByAyT aBTOMATUYECKN 3arpy>XaTbCs C cepBepa ESET C
MWHUMaNbHbLIM PacxoaoM Tpaduka. TecToBble 06HOBNEHMS (NapameTp TecTtoBoe oOHOBNEHUe) —
3T0 0BHOBNIEHNS, KOTOPbLIE Y)KE NPOLLIN MONHOE BHYTPEHHEE TeCcTMpoBaHme 1 B banxarilee Bpems
OynyT AOCTYMHbI BCEM NOJb30BaTENAM. [IpenMyLecTBO NX NCMO/Ib30BaHNS 3aK/l04aeTCA B TOM, YTO
y Bac NOSBASETCHA AOCTYN K HOBENLWUM MeToAaM obHapyXeHunsa 1 ncnpasnaeHnam. OgHako Takmne
obHoBNEHNS NHOrAa MOryT BbITb HeAOCTaTOYHO cTabunbHbl 1 HE OOJIXKHbI ncnonb3oBaTbCs Ha
NMPON3BOACTBEHHLIX CepBepax 1 paboymx cTaHUUAX, rae HeobxoAnMbl MaKCMabHble
paboTocnocobHOCTb N CTabnNbHOCTb.

3anpawuBaTbh NOATBEpPXAEHUe nepen 3arpy3Kon o6HOBIEHMSA: B NporpamMmme oTobpasnTcs
yBEeOMJ/IEHNE, B KOTOPOM MOXXHO MOATBEPANTb MM OTKNOHUTL 3arpy3Ky aina 06HoBAEHMS.

3anpawmBaTb NOATBEPXAEHME, eC/in pasMep obHoBneHus npesbiwaeT (KB): B nporpamme
oTobpasnTCsa ANanoroBoe OKHO MOATBEPXKAEHNS, ecv pa3Mep dania 06HOBNEHNS NpeBbILAeT
3aflaHHOoe 3Ha4veHune. Ecnum pasmep danna obHoBneHUs 3agaH pasHbiM 0 Kb, Ananorosoe OKHO
NoaTBEPXAEHMA B NporpamMme byaeT oTobpaxkaTbCs B 1t0bOM cryyae.

OOHOBNEeHuA Mmoaynen

Bknouutb bonee yactbie 06GHOBNEHUA CUTHATYpP OOHapyXXeHua: byLeT yMeHblUeH MHTepBa
obHoBNIeHUS CMrHATYyp obHapyxeHus. OTKJIIYEHWE 3TOro NapamMmeTpa MOXXeT HeraTUBHO OTPa3nTbCH
Ha CKOpOCTM 0bHapyXeHus.

ObHoBNIEHME NPOorpaMMbl

OGHOBNEHUA PYHKLMA NPUOXKEHUA — aBTOMaTUYEeCKasa yCTaHOBKA HOBbIX BEPCUI ESET Internet
Security.

NMapaMeTpbl NOAKI/IOYEHUA

YT106bI MCNONBL30BATL NPOKCU-CEPBEP ANS 3arpy3Ku 0OHOBAEHUI, CM. pa3aen [lapameTpsl
NOAK/IYEHUS.

OTKaT oOHOBNEeHuUS

Ecnvn Bbl Nofo3peBaeTe, 4TO NocneaHee 06HOBEHNE MOAY S OOHAPYXXEHNS UK HOBblE MOAY N
nporpammbl NOBpPeXAeHbl UK paboTaloT HeCTabunbHO, Bbl MOXKETE BbIMOIHUTL O0TKAT A0
npenblayLiei BepCMmn 1 BpEMEHHO OTKOYNTL 0OHOBNIEHMSA. MM )Ke MOXKHO BKJIOYUTL paHee
OTKJ/It04EHHbIe 0OHOBNEHNSA, €C/IN OHU OT/I0XKEHbI HAa HEOMNPELEEHHbI NEPUOS, BPEMEHMU.

Mporpamma ESET Internet Security CO34aeT CHUMKN MOLY/1a 0BHapy>XeHUs n Moaynen nporpaMmbl. ITu
CHUMKW UCMONb3YTCS PYHKLUMEN OTKaTa. [1na co3aaHmsa CHUMKOB 6a3bl AaHHbIX BUPYCOB OCTaBbTe
thnaxxok Co3paTb CHUMKU MOAYIEN YCTaHOBJIEHHbIM. Korga dnaxxok Co3paTb CHUMKU MoAaynen
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YCTaAHOBJIEH, MEPBbIA CHUMOK CO3aeTCsl NPy NepBoM o6HoBAeHUN. CneayoLLniAi CHUMOK CO3AaeTcs
yepe3 48 yacos. B nosie Konn4ecTBo /I0KaJIbHO XPAaHUMbIX CHUMKOB YKa3bIBAa€TCS KOJIMYECTBO
XPaHWMbIX CHUIMKOB MOy 51 OBHapyXeHus.

Korga pocturaeTcs MakcumasabHoe KOJIMYeCTBO CHUMKOB (Hanpumep, Tpu), CaMblil CTapblii
CHUMOK 3aMeHSeTCs HOBbIM CHUMKOM Kaxkable 48 4acoB. ESET Internet Security OTKaTblBaeT
BepCcMmn 0OHOBNIEHNA MOAY 1A 0BHapyXeHs 1 MOAYSA MPorpaMMbl 40 CaMOro CTaporo CHUMKa.

Mocne Ha)kaTna KHONKM OTKaTUTb (PacluMpeHHble napaMeTpsl (F5) > ObHoBneHue > OCHOBHas
nHcpopMaumna) Hy>XHO BbIOpaTb B pacKpbiBaloWeMCs cnucke JANNTeNbHOCTb NEPUOS BPEMEHM, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0BHOBNEHNE MOAY N5 OBHaPY)KEHUSA 1 MPOrPaMMHbIX MOAYNEN.

(sED INTERNET SECURITY .
Orkar 2
Mpoacn*NTENBHOCTE Ha 12 y v o

BbibepuTe BapvaHT JLo 0T3bIBaA, 4TOOLI OTIOXKUTbL perynspHolie 06HOBNEHUS Ha HeoMpeeeHHbIN
nepnog, noka yHKUus obHoBneHUs He ByeT BOCCTaHOBAEHA BPYYHYO. MOCKONLKY 3TO NoaBepraeT
CUCTEMY OMacHOCTW, ESET He peKOMeHAYeT UCMOb30BaTb 3TOT NapaMeTp.

Mocne oTKaTa KHOMKa OTKAaT 3amMeHseTCA Ha Pa3pewnTb 0OHOBNAEHMA. Ha npoTsxeHnn nepnoaa,
BbIOPAaHHOI0 B pacKpbiBatowemcsi MeHto MpuocTtaHoBUTL 0OHOBNEHUA, 0OHOBNEHNS He
npoun3soaaTcs. NporpaMmma BO3BpalLAaeTCs K CaMO CTapoi Bepcun Moayns obHapyXxeHus, KoTopas
XPaHNTCA B Ka4eCTBE CHMMKa B (DalIoOBON CUCTEME IOKAJIbHOrO KOMMblOTEpPa.
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NTERNET SECURITY o X

JononHuTenbHbIe HACTPOWUKKU Q x| 7
| Moayne o6uapyxennn ED | B ochosHoe 5
O6HoBneHne BeiGpate npod ik 0BHOBAEHWNA NO YMOAYEHWUID Mol npodmnk e a

3aWuTa ceTH | ABTOMATUHECKDE NEpEKNHOMEHNE Npodunei M3meHuTs (i)

VHTERHET W 3AEKTPOINGE OuncTTE K3LW oBHOBNEHWI (i)

nouta

KoHTponk ycTpoicTe Orxar mopyna (5 ]

Cepanic CozaaTe CHAMEN MOgyned O

KonnuyecTeo nokansHo XPaHHUMBIX CHAMECE

Ortkat k NPeSBIAYLLIMI MOSY NAM ﬂ

WHTepdeiic nons3oeatens

YeegomMaeHMA

Mpodguau 5

Hactpoiku
KOHQWAEHLUMANBHOCTH

Mo ymonuanmio GDK OTmenHa

MpennonoXxum, nocnenHen sepcmm Moaynsa obHapyxeHns npucsoeH Homep 22700. Bepcun
22698 1 22696 XpaHATCS B Ka4eCTBE CHUMKOB MOoaynsa obHapyxeHus. ObpaTnTe BHUMaHMe,
4yTO Bepcus 22697 HenoCTynHa. B 3ToM npumepe KomnbloTep 6biN1 BbIKAOYEH BO BPEMS
obHoBNeHNs 22697, n 6onee HoBast Bepcust 0OHOBNEHUSA CTana AOCTYMHa A0 TOro, Kak bbina

+/ 3arpyxxeHa Bepcusa 22697. Ecnaum B nosie KonnuyecTteo N0KasNbHO XPaHUMbIX CHUMKOB
YyCTaHOB/IEHO 3HaYeHMe 2 1 NoJsib30BaTeNb WenkHeT OTKaT, Moaynb 0bHapyXeHuns (BKoYas
MOy NPOrpamMmbl) BEPHETCSA K BEPCUM 22696. ITO MOXKET 3aHATb HEKOTOpOe Bpems. YTobbl
NpPOBEPUTb, MPOU3BEAEH I OTKAT A0 NpeablayLlen Bepcmm Mogyia 06HapyXeHns, OTKponTe
OKHO ObHoBsIEHME.

NiHTepBan BpeMeHM oTKaTa

Mocne Ha)kaTua KHOMNKM OTKaTUTb (PaclumMpeHHble napameTpsl (F5) > ObHoBneHue > OCHOBHas
mHdopMauma) HYXHO BblIBpaTb B pacKpbiBalOWEMCS CNUCKEe BANTENbHOCTb NEPNO BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0OHOBNEHNE MOAY 1A OBHAPY>XXEHUSA 1 NPOrpaMMHbIX MOgYNen.
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@sED INTERNETSECURITY 5¢

OTtkar

MpogomsuTensHoCTE Ha 12y v | &

BbibepuTe BapunaHT [0 0T3bIBa, HTOObLI OT/I0XKNTb perynspHbie 06HOBNEHUS Ha HeONpeaeNeHHbIN
nepuog, noka yHKUUs obHoBIEHUS He ByeT BOCCTAHOBAEHA BPYYHY0. MOCKONbKY 3TO NoaBepraeT
CUCTEMY 0NacHOCTW, ESET He peKOMeHAYEeT UCMNOJb30BaTb 3TOT NapaMeTp.

ObHoBNEHME nNporpaMMbl

B pa3nene O6HOBJIEHMA NPOrpPaMMbl MOXXHO aBTOMATUYECKM YCTaHABAMBATL HOBble 0OHOBIEHNS
YHKLUMIA, €CIN OHW JOCTYMHbI.

O6HOBNEHNS (PYHKLIMIA NPUIOXKEHUS 0OABNSIOT HOBbIE PYHKLIMN WU N3MEHSIOT YXKe
CyLLecTByloLMe U3 Npeablaywmnx sepcuii. OBHOBNEHNE MOXXET BbINONHATLCSA KaK B aBTOMATNYECKOM
pexume 6e3 BMellaTeNbCTBA N0b30BaTENS, TaK U C 0TOOPa)KeHMeM yBelIOMAEHUS A1
nosnb3oBaTens. Mocsie yCTaHOBKU 0OHOBNIEHNS (PYHKLMIA MPUNTOXKEHUS MOXKET NnoTpeboBaThCs
nepesanyck KoMnbloTepa.

OOHOBNEHNA PYHKL A NPUIIOKEHUA — €C/IN 3TOT NapamMeTp BKIOYEH, 06HOBNEHNA PYHKLNIA
NPUIoXKeHNs By YT BbINOJIHATLCA aBTOMATUYECKMW.

NMNapaMeTpbl NoAKNIOYEHUA

[na nocTyna K napameTpaM HaCTPOMKM NPOKCU-CepBepa A1 KOHKPETHOro npoguisa 0bHOBAEHUI
WenKHNTe sneMeHT OBHOBNEHMe B fepeBe PacluMpeHHble napaMeTpbl (F5), @ 3aTeM LLEKHUTE
anemeHT Mpocdunu > O6HOBNEeHUs > MapameTpbl noakaoyeHusa. OTKpoTe pacKpbiBatoLLeecs

MeHio PeXXuM npokcu-cepsepa 1 Bbibepute 04NH 13 Tpex nepeyncyieHHbIX ganee BapnuaHToB.

* He ncnosb30BaTh NPOKCU-CEpBEp
e CoenHeHne Yepe3 rNpokcn-cepBep
* icnonb3oBaTb 0bLmMe napaMeTpbl NPOKCU-CeEpBEPA

BbibepnTe BapmaHT Ucnonb3oBaTh 0bLMe NnapaMeTpbl NPOKCU-cepBepa, HToObl MCMO0/Ib30BaTh
napameTpbl KOHUIypPaLMKn MPOKCK-CEPBEPA, YXKe 3aJlaHHble B pa3jesie AepeBa PaclupeHHbIX
napameTpos Cepsuc > Mpokcu-cepsep.

BbibepuTe BapnaHT He ncnonb3oBaTb NPOKCU-CepBeEp, YTOObl YKa3aTb, YTO MPOKCU-CEPBEP HE
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byneT ncnonb3oBaTbCs AN 06HOBMEHUS ESET Internet Security.
dnaxxok MopgkniouyeHne Yyepes NpokKcU-CepBeP LO/KEH ObITb YCTAHOBMIEH B CAEAYIOLLMX CIyYasX.

* [1na obHOBNEHWSA ESET Internet Security UCMO/Ib3yeTCsH NPOKCU-CEPBEP, OTINYHBIA OT YKa3aHHOro
B pa3genie CepBuc > MpokKcu-cepsep. MNpy Takon KOHPUrypaLmm Hy)KHO yKa3aTb NapameTpbl
HOBOIr0 MPOKCU-CepBepa: agpec NPOKCU-cepBepa, NOPT nepepaymn AaHHbIX (N0 YMOAYAHUIO
3128), a Takxxe UMA NoNb30BaTeNIA 1 NAPONb /11 NPOKCU-CepBepa (ecm Heobxoamnmo).

* Obwme NnapamMeTpbl NPOKCU-CepBEpa He 3adaHbl r1obanbHO, 04HAKO ESET Internet Security 6yaeT
NoOKYaTbCSA K NPOKCU-CEPBEPY AN NONYHEHUA 0OHOBNEHWN.

* KoMnboTep noakatoyaeTcs K MHTepHeTy Yepes npokcu-cepeep. MNMapameTpbl bepyTca us
Internet Explorer B NpoLiecce yCTaHOBKMW MPOrpaMmbl, HO NPy UX U3MEHEeHUN (Hanpumep, Npu
CMeHe MoCTaBLNKa ycnyr HTepHeTa) HY>XKHO ybeanTbCsa B TOM, YTO yKa3aHHbIE B 3TOM OKHe
napameTpbl NPOKCU-CepBepa BepHbl. ECI 3TOro He caenaTb, MPorpaMMa He CMOXeT
noaKAlYaTbCsa K cepBepam 06HOBNEHWI.

Mo yMon4YaHUo yCTaHoB/EH BapuaHT Mcnonb3oBaTh 06l Me napaMeTpbl NPOKCU-CEpBepa.

Wcnonb3oBaTh NpsAMoe NogKJlO4YeHne, ecjin NPOKCU-CepBep HeJoCTyNeH: NPOKCK-CEPBEp He
OyneT ncnonb3oBaTbCs NPU 0OHOBAEHUN, €C/IN OH HEJOCTYMEH.

MNMona Uma nonb3oBaTens 1 Maponb B 3TOM pa3fesie 0THOCATCH TONbKO K NPOKCU-CepBepy.
3anonHANTe 3TW NONSA TOJIbKO B TOM C/lyvae, eCaun gns AoCTyna K Npokcu-cepsepy TpebyoTcs
UM NoSib30BaTeNs U Naposb. YKasaHHble Nons cienyeT 3anonHATb TOJIbKO B TOM CJly4vae, ecu
L0015 NOAKMOYEHUA K IHTepHeTY Yyepes NpoKCU-cepeep HY>XXeH naposib.

Co3paHue 3apa4y obHOBJIEeHUA

O6HOBNIEHME MOXHO 3aMnyCTUTb BPYYHYI0, Haxxas MpoBepuTb Hann4Yne 06HOBNEHUN B OCHOBHOM
OKHe, KOTOpOoe NosiBNsieTCs nocse Bbibopa NyHKTa OBGHOBNEHMe B I1aBHOM MEHIO.

O6HOBNEHNSA TaK)Xe MOXXHO BbIMOJHATL KAk 3arnjaHMpoBaHHY0 3afady. a5 KoHpUrypmpoBaHums
3anJaHUpoBaHHOM 3afa4n WenkHUTe CepBuc > lonosHuTeNbHbIE cpeacTBa > MnaHnpoBLKK. 10
YMOJI4aHMIO B ESET Internet Security akTUBMPOBAHbl yKa3aHHbIe HKe 3aaudun.

e PerynspHoe aBToMaTu4eckoe obHoBneHue
e ABTOMaTM4yeckoe o6HOBNIEHUE Noce YCTAaHOBKM MOAEMHOro cCoeauHeHuUs
e ABTOMaTM4Yeckoe obHOBNEHUE Nocne BXoAa Nosnb3oBaTens B CUCTEMY

Kaxxayto 3agavy 06HOBNEHNS MOXKHO U3MEHUTL B COOTBETCTBUU C KOHKPETHbIMK TpeboBaHMaAMMN.
Kpome 3afay no yMon4aHMU MOXKHO CO34aTb Apyrue 3agavn obHOBAEHNS C N0Jib30BaTEbCKUMM
HaCTponKaMmn. [JoNoONHUTENbHYO MHPOPMALMIO O CO3AaHUN 1 HAaCTPONKe 3aaay 06HOBNEHNSA CM. B
pa3sgene [1J1aHVPOBLLMK.

202



OuanoroBoe OKHO — TpebyeTcsa nepe3anyck

Mocne obHoBNEHMS ESET Internet Security 0 HOBO Bepcun TpebyeTcs nepesanyck KoMnbloTepa.
HoBble Bepcuu ESET Internet Security BbIMYCKalOTCA A8 peann3aumm yaysweHnin nam ncnpasieHns
npo6aem, KoTopble He MOryT ObITb YCTPaHEHbI aBTOMATUYECKUMN OOHOBNEHUSMI MOLYy e
nporpammbi.

HoByto Bepcuto ESET Internet Security MOXXHO YCTaHOBWUTb aBTOMaTUYECKU Ha OCHOBE HacTPOEK
0OHOBNEHNS NPOrpPaMMbl UK BPYYHYO NyTEM 3arpy3Ky 1 YCTaHOBKM Hosiee HOBOV BEPCUM MOBEPX

npeablayLen.

HaxxmnTe KHomky Mepe3anycTuTb ceyac, 4Tobbl NepenycTuTb KOMMbioTep. ECin Bbl MnaHmMpyeTe
nepe3anycTuTb KOMMbIOTEP MO3XKE, HAXXMUTE KHOMKY «HanoMHUTb no3xke». [103)xe MoXXHo byaeT
nepe3anycTuTb KOMMbIOTEP BPYYHYIO U3 pa3aesa O630p B r/1aBHOM OKHE NPOrpaMMmbl.

CnyXxebHble nporpaMmMmbl

B meHio CepBMC nepeyncsieHbl Moayin, KOTOPbIe MO3BOSIOT YIPOCTUTL NpoLecc
aAMUHNCTPUPOBAHUS NMPOrPaMMbIl, U TaKXXe COAEPXKMUT A0MOSHUTENbHbIE BO3MOXXHOCTH
aIMVHUCTPUPOBAHNA A5 OMbITHLIX NOJb30BaTENEN.

(es[=1) INTERNET SECURITY - g2
Obsop © Cepsuc ?
CraHnpoBaHwue
KOMMBHOTEpA <= WHcnekTop cetm E 3awmta baHKOBCKOW onnartel (2

Qg MpoeepbTe BE30NACHOCTL CEOEH CETH ‘-,' 3alnTa Balwmx Bef-caiToR MHTEpHET-
OBHoBNEHKME BaHEHHra W KOLIENLKOE N8

EpUNTOEANHOT

E Cepeune
_("\..,_ AHTMBOP
'Ki)‘ 3aLUMTUTE CECH KOMMNBLIOTER, YTObEI B
Hactpoiika CAyYae Kpaxy ero MoXHO BeNo HakiTH

Cnpaeka n noagepHka

Yuernan sannce ESET
HOME

2{ NlononHWTeNLHbIE CPEACTBa

Eﬁ' NHCNEKTOP CETU: CHUXKEHNE PUCKA BO3HUKHOBEHMS Npobaem ¢ 6e3onacHOCTbIO Npu paboTe B
ceTu.
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D 3alnTa HaHKOBCKOW 0MaThl: UCMONb3YEMbI MO YMOHYaHMIO Bpay3ep 3anyckaeTcs B
3alUULLEHHOM peXuMe. ESET Internet Security 3aLUMLLIAET BalW naaTexwu, 6aHKOBCKME ornepaLmnm 1
KOH(UIEHLNabHbIE AaHHbIE B BalleM itobumom bpaysepe.

A

LB o

\‘j!«“ AHTVBOD: onpenenseT MeCTOHaX0XXAeHNe NponaBLlero yCTPONCTBa B Ciyvae NnoTepu Uamn Kpaxu
1 NMOMOraeT ero 3alnTuTb.

LLlenkHWTe aneMeHT [LonosHnTEeNbHbIe CPEACTBA, YTObbI 0TOBPa3nTbL Apyrue CpencTBa 3alnTh
BalLero KoMmnbloTepa (Hanpumep, KapaHTtuH).

MIHCneKTop ceTu

NHCneKTOp CeTM MOXEeT NOMOYb BbIIBUTL YA3BMMOCTU B BalLen LOBEPEHHON (AOMALLUHEN nan
ohnCHON) ceTun (HanpuMep, OTKPbLITbIE MOPTbI MM HEHAAEXKHLIN Napofib MapLUpyTM3aTopa). Kpome
TOro, Bbl NOJly4aeTe CANCOK NOAKMOYEHHbLIX YCTPONCTB, B KOTOPOM YCTPOMNCTBA YNOPAA0YEHbI NO
TUnNam (HanpuMmep, NPUHTEpP, MapLLpyTM3aTop, MOBUIbHOE YCTPOMNCTBO U T. M.) U KOTOPLIN NO3BONSAET
Yy3HaTb, Kakne YCTPONCTBa NOAKJIOYEHbl K Ballen CeTu (Hanpumep, UrpoBas KOHCOJb, YCTPOUCTBO loT
NN apyrue ycTponcTea «yMHOro» goma).

NHcnekTop ceTn No3BonsieT 06HapyXMTb YS3BMMOCTM MapLIPyTU3aToOpPa U MNOBLILIAET YPOBEHb
3alLUMTbI NPY NOAKJIIOYEHUN K CETH.

HCNeKTop ceTu He BbIMOJIHAET NMOBTOPHYIO HAaCTPONKY MapLUpyTU3aTopa BMECTO Bac. Bbl camu
BHOCUTE U3MEHEHWS Mpy NOMOLLM CreLrann3npoBaHHOro MHTepdenca MapLpyTu3aTopa. [JJoMallHme
MapLUPYTM3aToOPbl MOTYT ObITh BECbMA YS3BUMbIMU A1 BPEOHOCHbIX MPOrpaMM, UCMONb3yeMbIX NS
3anycka pacnpefenieHHbIX aTak TUna «0TKa3 B 06CnyXuBaHMM» (DDoS). Eciv naponb
MapLpyTM3aTopa, 3aaHHbIii N0 YMOSYaHWIO, He Bbl1 M3MEHEH Mob30BaTeNeM, ANS
3/10yMbILIIEHHNKOB HE COCTaBUT TpyZa nogobpaTb Naposb, aBTOPM30BaTLCA B BaLLEM
MapLIpyTM3aToOpPe 1 NEPEHACTPONTb ero nbo B3/I0MaTb Bally CETb.

HacToATenbHO peKkoMeHAyeTCs CO34aTb HALEXHbIA U AJIVHHBIA NapoJib C UCMOJIb30BaHUEM
A\ unp, cneunanbHbIX CUMBOJIOB UK 3arnaBHbIX OyKB. YT0ObI MOBLICUTL HALEXHOCTbL Napos,
NCMoJib3yNTe COMETAHNSA Pa3HbliX CUMBOJIOB.

Ecnn ceTb, K KOTOPOM Bbl NOAKNOYEHBI, KOHDUTYPMPOBaHA KaK AOBEPEHHAsA, CETb MOXHO NOMETUTb
KakK «Mosi ceTb». LenkHnTe MoMeTuTb Kak «Mos ceTb», 4ToObl 006aBUTL K ceTn Ter «Mosi ceTb».
S70T Ter bygeT oTobparkaTbCs PAAOM C CETbIO BO BCEM ESET Internet Security ANS nyyLlen
naeHTuunkKauum n o63opa besonacHocTu. LLlenkHute CHATL NnoMeTKy «Mos ceTb», 4TOObI yAaINTb
Ter.

Ka)xaoe yCTpOMCTBO, NOAK/IOYEHHOE K Ballen ceTn, oTobparkaeTcs C OCHOBHOM MHGOpMaLMeEnN B
BUAE cnucka. LLlenkHuTe yCcTponcTBo, YT0Obl M3MEHUTL €ro UK NPOCMOTPEeTh NOAPOOHbLIE CBEAeHNS
0 HeM.

C nomoLwblo packpbiBatoLwerocsa MmeHto CeTn MoXXHO (hUIbTPOBaATb YCTPONCTBA, OCHOBLIBASACH Ha
TakKuUX KpUTepunax:

* YcTpoicTBa, NOAKN0YEHHbIE K OnpeesieHHON ceTu
* YcTpoicTBa, NOAK/04YEHHbIE KO BCeM CeTAM
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* yCTponcTBa b6e3 KaTeropuu;

ans OTOﬁpa)KeHI/Iﬂ BCeX NMNOOKJTIOYEHHbBIX yCTDOMCTB B NMpeancTaBJIEHNN NOKaATOPa, WENKHNTE 3HAYO0K

nokaTopa ®. HaBennTe ykasaTesb MbIWW Ha 3HA4YOK YCTPOMCTBA, 4TOObI 0TOOPa3nTb OCHOBHbIE
CBELEHUS, Takne Kak UMsi CeTW 1 faTa NocNefHero noaKMoYeHNS.

LLlenkH1TE 3HAYOK YCTPONCTBA, YTOObI M3MEHNTL YCTPOWNCTBO WM MPOCMOTPETL MN0APOOHbIE
cBeaeHns o HeM. HepgaBHO MOAKOYEHHbIE YCTPOMCTBA NOKa3aHbl 6anKe K MapLpyTM3aTopy, YTobbl
BaM 6blJ10 NpoLle nX 06HapyXUTb.

LLlenkHnTe CKaHMpoBaTb CeTb, HTOOLI BPYYHYIO MPOCKAHNPOBaTb CETb, K KOTOPOW Bbl MOLKJIOYEHDI.
CKaHMpOBaHMe CeTH LOCTYMHO TObKO ANS [OBEPEHHON ceTu. CM. pa3aen 3BecTHble ceTy, 4TobbI
MPOCMOTPETH WM U3MEHUTb HAaCTPONKM CETH.

[oCTynHbI cnegytowme napaMeTpbl CKAaHMPOBaHUS.
* CKkaHupoBaTb BCe
* CKaHMpoBaTb TOJIbKO MapLUpyTU3aTop

* CKaHMpoBaTb TOJIbKO YCTPOMNCTBA

A BbinonHanTe CKaHMPpOBaHWE CETU TOJIbKO B uosepeHHon cetun! enaTb 3TO B Heﬂ,OBepeHHOM
CETK OonacHoO.

(es[z1) INTERNET SECURITY - B =
O6zop 1] 4 WHcnekTop cetu Cemv (@ 7
CranupoBaHne
KOMMBHTERE CeTe

 —

® MomeTwTs kak "Mos ceth”

C . -
E Fpane Tun  ma ycrpoictea Mocraewmk Mogens IP-aapec ObHapyxeHne

HacTpoiika Moli mapLpyTiIaTop

Cnpaska w NogaepxKa | 1, 0.0.2.1 0.0.2 ceiiyac >
YuetHan sanuce ESET
HOME Mo KNKYEHD HEAGBHO
DDESKTOP-ILTJIDQ ceiivac >
D Samsung Galaxy Pho... Samsung Galaxy Phone 0.0.23 celivac >

Mo 3aBepLUEHNN CKAHNPOBaHMS 0TOBPa3nTCa yBeAOMNEHNE, COAEPIKALLEE CCbIIKY Ha OCHOBHbIE
cBeaeHns 06 ycTponcTee. Tak)Ke MOXKHO MPOCMOTPETb 3TN CBEEHUS, ABAXAbI LLESKHYB
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NoA03pUTENIbHOE YCTPOMCTBO B CMIUCKE WX NPeACTaBAeHUM NoKaTopa. LLlenkHnte YcTpaHuTb
HenonapaKwu, 4Tobbl NPOCMOTPETb HeAABHO 3ab10KMPOBaHHbIE CoeaAnHEHUS. [10ApobHbIE CBEAEHNS
06 YCTpaHeHun HenonafoK anepsona.

Moaynb HCnekTop ceTn oTobpakaeT yBeLOMIEHNS ABYX TUMOB:

* K ceTy noaK/i04eHo HOBOE YCTPOWCTBO: 0TOOPAXKAETCs, eC/in K CeTU NOAKI0YAEeTCs He
CMO/b30BaBLLEECS paHee YCTPOMNCTBO, KOrAa Nnosib30BaTe b MOAK/IOYEH.

* HanaeHbl HOBble ceTeBble YCTPOMUCTBA: 0TOOparkaeTCs, eC/im Bbl 3aHOBO MOLK/OHaeTeCh K
CBOEN [OBEPEHHOMN CETU 1 B HEN 0BHapyXMBaeTCsA paHee He UCMOoJib30BaBLUeecs YyCTPONCTBO.

Oba Tuna yBefoMaeHUn coobLuatoT BaM, YTO K CETU NbITAETCA MOAKIIIOYNTBLCA
HeaBTOPM30BaHHOEe YCTPONCTBO. LLenkHnTe NMpPocMOTp yCTPOUCTBa, Y4TO6LI YBUAETH
csefieHus 06 ycTponcTse.

4YT0 03Ha4aloT 3HA4YKMU Ha yCTpoucTBax B MHCnekTope ceTn?

3Ha4yoK B BUAE XeNTon 38e34bl 0603HavaeT yCTPONCTBA, KOTOPbIE ABASAIOTCA HOBLIMU A5
CceTu AN KoTopble B Nepsbin pa3 bbiin 0bHapy>XeHbl KoMnaHuen ESET.

YKenTbili 3Ha4Y0K NpeaynpexAeHns 03HAYaeT, YTO Balll MApLLPYTMU3aTOP MOXKET COMEPXKATb
ya3BMMOCTU. YT0bbI NpocMoTpeThb 6onee noapobHbie cBeaeHNs 0 npobneme, LWENKHUTE
3HAYOK MpoayKTa.

A\ KpacHbiit 3Ha40K NpedynpexaeHns 0603Ha4aeT yCTPOACTBA, Ha KOTOPbIX MapLLpPyTU3aTop
CONEPXKUT YA3BUMOCTM U MOXET BbITb 3apakeH. YTobbl npocMoTpeTh 6onee noapobHbie
cBefeHns o npobneme, LWENKHUTE 3HAYOK NPOAYKTA.

CVHWI 3HAYOK MOXKET MOSBUTLCSA, KOrfa y npoaykTa ESET eCTb AOMNOJIHUTENbHbIE CBEAEHNSA
ONS BalLero MapLupyTu3aTopa, HO HEMeJIeHHOEe BMELLAaTENbCTBO He TpebyeTcs, Tak Kak
yrpo3bl 6e30nacHOCTM OTCYTCTBYIOT. YT0bLI NpocMOTPeTL Bonee NnoapobHbie cBeAeHUS,
LLLe/IKHUTE 3HAY0K NPOAYKTa.

CeTeBoe ycTpoMUCTBO B IHCNeKTope ceTu

ITOT pa3fen coaepXxuTt noapobHele ceefeHns 06 yCTPONCTBE, B TOM YUCIE:
* UMSA YCTPOMCTBA;
* Tun ycTponcTBa
* NOCNeOHUN KOHTAKT;
* M4 CeTn;
* IP-agpec;
* MAC-aZpec.
* OnepaunoHHas cuctemMa

3Ha4yoK KapaHAalla O3HAYaeT, 4TO UMA 1 TUnN yCTpOVICTBa MO>XHO U3MEHUTD.
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Ypanutb U3 UCTOPUM: YasileHNe YCTPONCTBA U3 CINCKA YCTPONCTB. DTa Onuna AOCTYMNHa TONbKO
L7191 YCTPONCTB, KOTOPbIe He MOAK/0YeHbl B laHHbI MOMEHT K Ballen ceTu.

Ona Kaxgoro Tuna yCTpOI\ﬂCTBa OOCTYNHbI NepevyncineHHble fanee NencTeuns:

Vv MapLupyTmnsaTtop

MapameTpbl MapwpyTU3aTOpa — LOCTYN K NapaMeTpaM MapLipyTM3aTopa BO3MOXEH Yyepe3
Beb-nHTEpec, MOBUNBHOE NMPUIOXKEHWE UK C MOMOLLbIO KHOMKY OTKPbITh MHTEepdenc
MaplpyTusaTopa. Ecaiv MaplupyTusaTop npefocTaB/ieH BaM NOCTaBLUMKOM yCayr VIHTepHeTa,
BO3MOXXHO, BaM HY>KHO By[leT CBA3aTbCA C ero cy>60i noanepXKn i ¢ NpoM3BoauTenem
MapLUpYyTMU3aTOpa A4S YCTPAHEHUS BbISBAEHHbIX Npobiem 6e3onacHocTn. O6s3aTenbHo
cobniofaniTe Hagnexallne Mepbl NPeA0CTOPOXHOCTI, KOTOPbIE NPVBEAEHbI B OKYMEHTALIMM
MapLUpyTH3aTopa.

3awmTa - Y106bl 3aLWNTUTL MAPLLUPYTU3ATOP U CeTb OT KMbepaTak, cobnojaiTe cnenyowme
obwne pekomMeHOaLum.

V Cetesoe YCTPOWNCTBO

NpeHTudmKauMoHHbIe AaHHbIe YCTPOUCTBA — €C/IM Bbl HE 3HAETE, Kakoe YCTPONCTBO
MOAKJ/OYEHO K Ballei CeTW, HAaMAMTe Ha3BaHMe NOCTaBLLMKA UV MPON3BOAUTENS NOL UMEHEM
ycTporcTBa. C NOMOLLbIO 3TON MHGopMauny BaM ByeT NpoLLe onpeaenunTb, YTO 3TO 3a
YyCTPOWCTBO. /IMSl yCTPOMNCTBA MOXHO U3MEHUTb, YTOObI B flasibHeNLeM ero 6bi10 N1erko y3HaTb.
OTKNl04YeHne YyCTPOMUCTBA — €CJIM Bbl HE YBEPEHbI, YTO MOAKJIIOYEHHOE YCTPONCTBO He3onacHo
L0191 Ballen CeTn Wan APYrux yCTPOMCTB, N3MEHUTE NpaBa AO0CTYyMNa K CETU s 3TOro yCTPONCTBa
B NapamMeTpax MapLUpyTU3aTopa Wi U3MeHNTe NapoJib CETH.

3awmTa — 4T0ObI 3aWMTNTbL YCTPOMNCTBO OT aTaK 1 BPEAOHOCHLIX MPOrpamMMm, yCTaHOBUTE
cnctemy obecneyeHns knbepbesonacHOCTM Ha CBOE YCTPOMCTBO 1 CBOEBPEMEHHO 0BHOBANTE
onepauunoHHY cucTemy 1 yctaHoneHHoe MO. YTobbl COXpaHMTb 3alUTy, HEe NOAKIIOYaNTe
YCTPOWCTBO K HE3aLULLEHHbIM CETAM Wi-Fi.

NV 310 YCTPOWNCTBO

3TO YCTPONCTBO — Ball KOMMbIOTEP B CETU.
CeTeBble apganTepbl — CBEAEHNS 0 BALUUX CETEBbIX a[anTepax.

YBepoMmneHusa | UHcnekTop ceTu

Hu>xe Nnoka3aHO HECKOIbKO BapnaHTOB YBEAOMEHWNIA, KOTOPble MOTyT oTobpa)kaTbCs, Koraa ESET
Internet Security 06Hapy>X1BaeT Npobiembl C ys3BMMOCTbIO B BallleM MapLupyTusaTope. Kaxgoe
yBEeOM/IEHNE COAEPXMNT KOPOTKOE OMMcaHue 1 peweHne nmbo wwarun, KoTopbie MoMoryT
MWHUMU3NPOBATb PUCK OT YS3BMMOCTM Ballero MapLwpyTu3aTopa. Ecav y Bac HeT onbiTa B
N3MEHEHUUN HAaCTPOEK MapLLpyTU3aTopa, PeKoOMeHAyeM 06paTUTLCS K NPOU3BOAMTENIO
MapLIpyTM3aTopa Win K CBOEMY MOCTaBLLMKY yciyr MHTepHeTa.

HanpeHa noTeHuManbHas ya3BUMOCTb
MapLpyTnsaTop MOXXeT CoOAepXaTb M3BECTHbIE YA3BMMOCTMW, KOTOPbIE MOXKHO JIErKO aTakoBaTb U
ncnosb3oBaTb. ObHOBMTE BCTpoeHHoe MO mapLupyTu3aTopa.

A Haitpena yasBumocTb
MapLpyTn3aTop COAEPXUT U3BECTHbIE YA3BMMOCTM, KOTOPbIE MOXKHO JIErKO aTakoBaTb U
ncnonb3oBaTb. O6HOBMTE BCTpoeHHOoe MO mMapLipyTu3aTopa.
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Ayrposa HanpeHa
MapLwpyTunsaTop 3apaxkeH BpefoHOCHbIM 10. Mepe3anycTute MapLwpyTM3aTop 1 NoBTOpPUTE
CKaHMpoBaHwe.

A HenapeXHbl naponb MapLupyTU3aTopa
Maposnb Ballero MapLUpyTU3aTopa HeHaaeXeH. Ero nerko MoxeT yrafaTb APYron YenoBek.
N3MeHUTe Naposb B MapLupyTH3aTope.

BpepoHocHOe nepeHanpaBsieHue B CeTH
Ka)keTcs, Ball MHTEPHET-TPanK NepeHanpasBseTCs Ha BpeAOHOCHbIe Beb-canTbl. BO3MOXXHO, Ball
MapLUPyTU3aTOP CKOMMPOMETMPOBAH. MI3MEHNTE HAaCTPONKKN DNS-CepBepa B MapLUpyTU3aTope.

OTKpbITble ceTeBble CNYXObI
Ball mapLipyTum3aTop 3anycKaeT ceTeBble CNyX0bl, KOTOpPble MOrYT UCNOJIb30BaTh ApYyrue No4n. 3To
MOXET ObITb CBA3aHO C HEMPaBWIbHON HACTPONKON UAN CKOMNPOMETUPOBAHHbLIM MapLLPYTU3aTOPOM.
[poBepbTe KOHMUrypaumio MapLlpyTmn3aTopa.

A KondupeHnumnanbHble OTKPLITbIE CETEBLIE CAYXObI

Baw maplipyTum3aTop 3anycKkaeT KOHpUAeHUMaNbHble ceTeBble CyXObl, KOTOPbIE MOryT
MCMN0Nb30BaTbCA APYrUMU NIOABMU. DTO MOXET OblTb CBA3@HO C HEMpPaBUbHON HAaCTPONKOMN 1N
CKOMMPOMETNPOBaHHBIM MapLUPyTM3aTopoM. MpoBepbTe KOHMUIrypaLuio MapLLpyTnusaTopa.

BcTpoeHnHoe MO ycTapeno
BcTpoeHHoe MO Ballero MmapwpyTr3aTopa YCTapesao u MOXeT coaep)kaTb ya3Bumoctu. ObHoBuTe
BCTpoeHHoe N0 mapwpyTmnsaTopa.

A BpepoHocHas HacTpoika MapLupyTM3aTopa

3TOT DNS-CepBep, NCMOJIb3YeMblil BalLIM MApPLLPYTU3aTOPOM, ABAAETCS BPeAOHOCHLIM. OH MOXeT
nepeHanpas/saTh BaC Ha onacHble Beb6-canTbl. BO3MOXHO, Ball MapLUPYTU3aTOP CKOMMPOMETUPOBAH.
3MeHnTe HacTpOViKK DNS-CepBepa B MapLUpyTHU3aTope.

CeTeBble cNyX0bl
Baw mapLupyTm3aTop 3anyckaeT obwune ceTeBble CyX6bl. OHU HYXXHbI A5 paboTbl B CETU 1,
BEpOsiTHO, 6e30nacHsbl. [poBepbTe KOHGMIypaLMio MapLpyTM3aTopa.

CnyXxebHble nporpaMmsbl B ESET Internet Security

B meHio CepBMC nepeyncieHbl MOAY/N, KOTOPbIE MO3BOSIOT YNPOCTUTbL NpoLecc
aAMUHNCTPUPOBAHUS NPOrPaMMbI, U TaKXXe COLEPKMUT AOMOJIHUTENbHbIE BOSMOXHOCTH
aAMUHUCTPUPOBAHUS A5 OMbITHLIX MOJb30BaTENEN. DTU CNyXKebHbIE NPorpaMMbl 0TO6paXKaTCS
TOJIbKO B TOM C/ly4ae, ec/ivi B NPABOM HUXKHEM Yry HaXaTb KHOMKY JLONOJMIHUTesbHble CpeacTBa.

B 3TOM MeHI0 NnpeacTaBneHbl cneayoLlne ciy>xebHble NporpamMmsi.
Qalbl XXYPHaI0B

|5
(b OT14eT no 6e3onacHOCTH

—&,— 3anyLleHHbIe NPoLLecChl (eCJ'IVI NCMoJZib30BaHWe cucTemsbl ESET LiveGrid® BK/1l0YEeHO B ESET Internet
Security)

o
OB CeTenble noakYeHns (ecnmn Paiepsos BKIOYEH B NPOrpamme ESET Internet Security)
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ESET Syslnspector

@ESET SysRescue Live: nepeHanpasasieT Ha Be6-calT ESET SysRescue Live, C KOTOPOr0 MOXHO
3arpy3unTb 06pa3 ESET SysRescue Live C pacCLLUMPEHNEM .iso A1 KOMMAKT- Uan DVD-AUCKA.

® [M1aHMPOBLUNK

+
£+

Q CpeAcTBO 04MCTKM CUCTEMbI: MOC/E YAAIEHNSA Yrpo3bl CPEACTBO O4YUCTKN CUCTEMbI NOMOraeT
BOCCTAHOBUTb KOMIMbOTEP 00 COCTOAHUA, MPUTOAHOI0 K 3KCrJtlyaTalunn.

&OTHDaBKa obpa3siia Ha aHaav3. BO3MOXXHOCTb OTNPaBNTL NOLO3PUTENLHbIA (halla Ha aHann3 B
nccnenoBaTenbCckyo nabopaTopuio ESET (MOXXeT 6biTb HEAOCTYMNHA B 3aBUCUMOCTM OT KOHUrypaLumm
ESET LiveGrid®).

&‘ KapaHTuH
1 = o X
(es[z}) INTERNET SECURITY
g Ofsoe (1] 14 [ononHuteneHsle cpeacTsa ?
™y CkanuposaHme .
i KemnsroTEpa % Qaiinbl XxypHana @ 3anyueHHble NPoLUecchl
o CeeaeHnA 0b0 BCeX BANHL CODLITHAX CeefeHWA O penyTauun Ha ocHoee ESET
:’_; OBHoBNEHNE nporpamMuel LiveGrid®
E e — = OtueT no GezonacHoOCTK | CgTeBble NoAKAHUEHWA
—. Y3HaiTe, Kkak ESET Bac 3awMwast _If; _EI OB30p YCTaHOBNEHHBIX NOAKAHIYEHN h
" CTATUCTHKA E PEXIME DEANBHOTO
{o} Hacrpoiica EpEMEHH
@ Cnpaeka n noagepxka
) ) @ ESET SysInspector ® MnaHWpoBLMK
:&.I }H‘:]EKAH;R S5 AL Cpeacteo cbopa NoapobHEIX CEELEHN YnpaeneHue 3a434amn u ux

Progress. Protected.

0 CHcTeMe

ESET SysRescue Live @
Cpe,ﬂ,CTBO YaaNeHnA BpefOHOCHBEX
nporpammM

OtnpaewTb dakin gna aHanmsa
OTnpaeuTe $ain B nccnedoEaTeNkbokyo
naBopatopuro ESET

daunnbl XypHana

nAaHWpoBaHWe

Cpeﬂ,(TBO OYWCTKW CUCTEMBI
CpeacTED OYHCTEN CHCTEMBI

e

& KapaHTtuH
BezonacHoe XPaHeHHe 2apaKeHHBIX

thalinoe

®ainbl XypHaNoB cofep>aT UHGOPMaLMIO 0 BaXKHbIX MPOrpaMMHbIX COBbITUSIX U CBOAHbIE CBEAEHUS
06 0bHapy>XeHHbIX yrpo3ax. BegeHune xypHana SBNSEeTCS BaXXHENLWMM 31eMEHTOM aHaan3a
cucTeMmbl, 0bHapyXeHns yrpo3 un ycTpaHeHns npobnem. OHO BbINOAHAETCA B POHOBOM pexume be3
BMeLlaTeNbCTBa Nosb30BaTeNs. [JaHHble COXPaHSIOTCSA B COOTBETCTBUM C TEKYLLMMY NapamMeTpaMu
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CTeneHn geTanm3aumm xypHana. MpocMaTpmnBaTb TEKCTOBbIE COOOLLIEHNS U (haiNbl XKYPHANOB, a
TaKXXe apXMBUPOBaTb UX MOXHO HEMOCPEACTBEHHO B cpefie ESET Internet Security.

INTERNET SECURITY — 0O %
Otsop Y < daunnbl XypHana = "
CkaHupoBaHie Obrapysecrian (0 )

KOMMBHOTEPE
OBHoBREHNE Bpema M. T.. ObBbekr O6HapykeHie  feiic.. MM0Mb.. MHPOPMA.. X3 o
E Cepsuc

HacTtpoiika

Crnpaeka n nogaepxka

¥yeTHan 3anuce ESET
HOME

OuUALTPaLUA

MoNy4nTb AOCTYN K haiiaaM XKypHaa MOXHO W3 [1aBHOr0 OKHa NPorpamMmbl, WeEAKHYB dN1eMeHT
CepBuc > lonosiHUTENbHbIe CpeAcTBa > Danbl XXypHana. Beibepute HyXHbI TUMN XypHasa B
PACKPbLIBAIOLLEMCS MEHIO XKYpHaJl.

* OOHapy>XeHMA: 3TOT XXYPHAJI COAEPXUT NoApPobHYI0 MHGopMaLMio 06 yrpo3ax u
3apa)keHunsx, 0bHapyXEHHbIX MPOrpaMmoii ESET Internet Security. PErucTpupyeTcs Bpems
06HapyXXeHUs, TUN MOAYNA CKAHMPOBaHWA, TUN 06bEKTA, PACrosoXeHne 06beKTa, Ha3BaHue
06Hapy>XeHUs, BbIMOJIHEHHOE AENCTBIE, UMS M0Jb30BaTeNs, KOTOPbIA HAaXOAMCSA B CUCTEME
Npu 06HaPYXXEHNU 3apaXKeEHUS, XeLl 1 NepBoe MNosiBNIeHNe. HeounLieHHbIe 3apaXxeHns Bceraa

OTMeYeHbl KpaCcHbIM TEKCTOM Ha p030BOM (poHe. OYMLLEHHbIE 3apaXKeHNs 0TMEYAloTCA KeNTbIM

TEKCTOM Ha benom (poHe. HeounweHHbIe NOTEHLMAIbHO ONacHbIe NPUIOXKeHUS (PUA)
0TMEYaloTCH XKEeNTbIM TEKCTOM Ha Henom ¢hoHe.

» CoObITUA: B XXYpHase CobbITUI PErncTpUpPYOTCS BCE BaXKHbIE AENCTBUS, BbINOJHAEMbIE

nporpammon ESET Internet Security. OH COAepXUT NHGOpMaLmMio 0 cobbiTuaX 1 ownbkax, KoTopble

Npon3oLwaun Bo BpeMsi paboTbl NnporpaMmbl. OH AO/KEH NMOMOraTb CUCTEMHbLIM
aZMUHNCTPATOPaM M NoJb30BaTeNsAM pewaTb NpobnemMbl. 3a4acTyo UHGOPMaLMs, KoTopas
COLEPXNTCA B 3TOM XKYypHane, OKa3blBaeTCs BECbMa MONIE3HOW Npu peleHnn npobnem,
BO3HMKalOWMUX B paboTe NnporpaMmsi.

+ CKaHMpPOBaHMe KOMNblOTepa: B 3TOM OKHe 0T0BpakatoTCs pe3ynbTaThl BCEX BbIMOJIHEHHbIX

onepaLuii CKaHMPOBaHNA. Ka)k1as CTPOKa COOTBETCTBYET 0JHO MPOBEPKE KOMMbIOTEpA.
[BaXKabl WeEeNKHUTE Mtobyto 3annch, YTobbl MPOCMOTPETb CBELEHMS O BbIOPAHHOM
CKaHUPOBAHWM.
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* HIPS: 3[1eCb COAEPXKATCA 3annch KOHKPETHbIX MPaBWUJ CUCTEMbI MPEL0TBPALLEHVS BTORXKEHWIA
Ha Y3eJl, KOTOpble MoMeYeHbl [N perncTpauumn. B npoTokosie oTobpaxxaeTcs NpuioxXeHue,
KOTOpOe 3anyCcTuIo onepaLmio, ee pesynbTaT (pa3peLleHne uamn 3anpeLleHne Npasnia) n uMs
npasuna.

* 3awmTa OAHKOBCKOW onJsaThl: COAEPXMUT 3aMnncu HeMpPoBEPEHHbIX/HELOBEPEHHbIX (haloB,
3arpy>xeHHbIx B bpay3epe.

 3aluMTa CeTH: B XXYpHasie 3allMThl CETM 0TOBpaXKatoTCs BCe MOMbITKN YAANEHHbIX aTak,
KOTopble 06HapyXnnu ¢aiepBos, CPeACTBO 3alUThl OT CETEBbIX aTak (IDS) 1 3alWUTbl OT
6oTHeTOB. B HemM HaxoamnTcs MHGopMaLms 060 Bcex aTakax, KoTopble bbliv HanpaBieHbl Ha
KOMMbtoTep nosb3oBaTens. B ctonbue CobbiTue 0Tobpa)kaoTcs 06Hapy)KEHHbIE aTaku. B
cTonbue CToYHMK YKa3bIBAOTCS [OMNOJIHUTE/IbHbIE CBEAEHNS O 3/10YMbILLIEHHNKE. B cTonbue
MPOTOKON NEPEYNCAAOTCS NPOTOKObI 0OMEHa AaHHbIMK, KOTOPbIE NCMO/b30BaINCE OIS aTaKW.
AHanu3 XypHasna 3aluTbl CETU MOXXET NMOMOYb CBOEBPEMEHHO 0OHAPYXMNTb MOMbITKN
3apakeHust KoMnbloTepa, YTobbl NPeaoTBPaTUTL HECAHKLIMOHMPOBAHHbIA AOCTY.
JonoNHUTeNbHbIE CBEAEHUS O CETEBbIX aTakax CM. B pa3aesie IDS 1 pacluMpeHHble NapaMeTpbl.

* OT(pMNbTPOBaHHbIE BED-CaMTLISTOT CMNCOK MCMOJIb3YETCA A1 NMPOCMOTpPa Crnucka Beb-
CanToB, 3a6/10KMPOBAHHBLIX MPY NOMOLLUN 3aLLUNThl A0CTYNa B IHTEPHET MAN POAUTENILCKOrO
KOHTPOJIA. B KaXX40M XXypHase yKa3biBaloTCa BpeMs, URL-apec, N0Jib30BaTe b U MPUSIOXKEHME,
C MOMOLLIbIO KOTOPOro YCTaHOB/IEHO MOAKOYEHNE K KOHKPETHOMY BeO-CanTy.

* 3awmTa OT cnama: COAEPXKWUT 3alnncun, CBA3aHHbIE C coobLieHnaMn 3J'IeKTp0HHOVI MOo4YThl,
KOTOpbIe OblI NOMEeYEeHbl Kak Cnam.

* PoanTeNnbCKUM KOHTPOJIb: COAEPXKUT CMMCOK BED-CTpaHML, pa3peLlleHHbIX Nan
3a0/10KMPOBaHHbIX (hYHKLMER poaNTENbCKOro KOHTPONS. B cTonbuax Tvn COOTBETCTBUA U
3Ha4YeHns COOTBETCTBUSA YKa3blBAaETCA, Kakne npasuna GuabTpaumm 6biam NnpyMeHeHb!.

* KOHTpPOJIb YCTPOMUCTB: COLEPKUT CMUCOK NOAKOHEHHBIX K KOMNbIOTEPY CbEMHbIX
HOCUTeNen N YCTPOMCTB. B XXypHane perncTpmupyoTca TOIbKO Te YCTPOMUCTBaA, KOTOpbIe
COOTBETCTBYIOT NPaBUy KOHTPOASA. B NPOTUBHOM C/ly4yae B XXypHase He CO34atTCs 3annucu o
HUX. 30eCb XKe 0TobparkatoTCa Takne CBeAeHUA, Kak TUN YCTPONCTBA, CEPUMAHLIN HOMEpP, NMS
NoCTaBLMKa U pa3Mep HOCUTENS (Mpu ero Hannyunm).

* 3awmTa Bes-KaMeprZ COOEPXKNT CBEAEHUNA O MPUNOXEHUAX, 386}'IOKI/IpOBaHHbIX mMoaynem
3allnThbl Beﬁ-KaMepr.

BblonennTe cogepxumoe toboro XypHasna v HaXXMUTe KNaBuLLmM CTRL + C, 4TOObI CKOMMPOBaTL €ro B
bydep obMeHa. YaepxuBaiTe knasuily CTRL Uiy SHIFT, 4TOObI BbIAEUTb HECKOILKO 3amnncei.

LLlenkHWUTe aneMeHT dunbTpauma, 4Tobbl OTKPbITL OKHO OubTpaLmMs XKYpHaa, rae MOXHO
3a4aTb KpUTEPUM UabTPaLMUN.

LLlenkHnte I'IpaBOIZ KHOMKOW MbILLN onpeaneneHHy 3arnncs, 4TObbI OTKPbITb KOHTEKCTHOE MEHTIO. B
KOHTEKCTHOM MEHIO AOCTYMNHbI NepevYncieHHble HNXXe NapaMeTpbl.
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TONbKO 3anncy 0gHOro Tuna (AnarHoCTUYecKmne 3anucuy, npeagynpexageHna n T. a.).



* ®unbTp: Npu BbiIbOpe 3TOr0 NapamMeTpa Ha 3KPaH BbIBOAUTCA OKHO PuiibTpaLys XXypHaa, B
KOTOPOM MOXXHO 3aaTb KpUTEPUU PUNbTPaLUM ANs ONpeLeNeHHbIX 3anucen XXypHana.

* BKNouuTb GUALTP: aKTUBALIMS HAaCTPOEK MbTPA.
* OTKNIO4UTb (PUANBLTP: YOANATCA BCe MapaMeTpbl PuibTpa (CO3AaHHbIE, Kak OMCAHO BbILLE).
* KonupoBaTb/KONMPOBaTb BCE: KOMUPOBaHNE MHPOPMALIAMN O BbIBPAHHbBIX 3aMnnCsX.

* KonupoBaTb iY€MKY: KOMMPOBAHNE COOEPXKUMOr0 A4ErKKN No ee LWen4Ky npaBon KHOMKOM
MbILLIN.

* Ypanutb/ypanuTb BCe: yaasieHNe BbleNEHHbIX 3anncei nan Bcex oTobpaxaemblx 3anmncen.
Insi 3TOro AencTBUS HY)KHbI NPaBa aAMUHUCTPATOPA.

* DKCNOPT/IKCNOPTUPOBATL BCE: SKCMOPT UHDOPMALIMK 0 BbIOPAHHBIX 3aMUCAX WU BCEX
3anncsix B goopMmaTe XML.

* Hantu/Hantu cnepyrowee/Hantu paHee: LWeNKHYB 3TOT NapaMmeTp, MOXHO onpenennTb
Kputepun puabTpauny, 4Tobbl BbILENNTb ONpefeNieHHYI0 3annCb B OKHE «DPunbTpaums
XXypHana».

* OnucaHue oOHapYXXeHUA: OTKPbIBAET HUMKIONEANIO yrpo3 ESET, KOTopas COaepXunT
noapo6bHyt nHGopMaLuto 06 ONACHOCTAX U CUMNTOMAaX 3aPernCTPMPOBAHHOIO 3apaXkeHuns.

* Co3paTh UCKNIOYEHMe: CO3[aHme HOBOro /ckatoyeHnsa 13 obHapyXeHus C NMomMoLLbH
macTepa (HepocTynHo Ana obHapyXeHUs BpeaoHOCHbLIX NPorpamm).

PunbTpauuma XXypHana

LlenkHute dunbTpauma B pasgene Cepsuc > [lonosHUTENbHbIE CpeacTBa > Pannbl
XYpHana o14 ykasaHua Kputepres puibTpauunm.

C nomoLbio YHKLIMM PUNbTPaLUM XKXYPHAJIOB MOXHO HATW HY>KHYI0 MH(OPMaLMIO Cpean
MHOXXECTBA 3anuceir. 3Ta yHKLMS NMO3BONSET Cy3UTb KPYr, ECAN Bbl ULLETE 3aMNCK XYPHaa no
TUNy cobbITUSA, COCTOSIHWIO U Mepuoay BpeMeHn. MOXXHO OTUAbTPOBATbL 3aNnCK XYpHana rno
onpeaeneHHbIM NapaMeTpaM Noncka. B okHe «®aiinibl XXypHan0B» 0Tobpa3sTCs TONbKO 3amnncu,
KOTOpble COOTBETCTBYIOT 3TUM NMapameTpam.

B none HauTu TeKCT BBEANTE KJIKOHEBOE C/I0BO A5 NOMCKa. icnonb3ynTe packpbiBatoLeecs MeHo
NckaTb B cTtonbuax, 41obbl yTOYHNTL YCI0BMA NOMCKa. BoibepnTe 04HY nan HECKObKO 3anucei B
packpbiBatoemca MeHio Tunbl 3anucen XXypHana. 3ajaTe nepuop BpeMeHu, pesynbTaThl 3a
KOTOPbIA HY>KHO BbIBECTU Ha 3KpaH. MoXeTe TakXKe UCMoJib30BaTb Apyrve napamMeTpbl NONCKa,
HanpuMmep TonbKoO cnoBa uenmkKom nin C yueTom perucrpa.

HanuTu TekcT

BeeauTe CTPOKY (C/I0BO LIESIMKOM WUJIM HYAaCTUYHO). MOSBATCA TONbKO 3anncK, B KOTOPbIX
CoOepXuUTCs 3Ta cTpoka. OcTaNbHble 3anncK ByayT OnyLLEHbI.
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WckaTb B cTonObuax

BbibepuTe, Kakune cTonbubl 6yayT y4nThIBaTLCA NpU NONCKe. [Nd NCNONb30BaHNA B MONCKE MOXHO
OTMETUTb 0AMH CTONDEL, NN Cpa3y HECKOJILKO.

Tunbl 3anucen
BbibepuTte 0gnH MM HECKOIbKO TUMOB 3amnunCcen XXypHana B PaCKPbIBalOLWLEMCS MEHIO.

* IMAarHOCTUKA: B XXYpPHasl BHOCUTCS MHGOPMaLms, Heobxoamnmas Ans TWwaTeNbHOW HAaCTPONKN
NpPOrpammbl, U BCE NEPEYNC/IEHHbIE BbILLE 3aMUCH.

* UHdopmaumsa: B XXypHasl BHOCATCA MHPOPMaLMOHHbIE COOBLLEHNS, B TOM YnCe COOBLLEHNS
06 ycrneLwHoM BbIMOHEHUV 0OHOBNEHUS, @ TaKXXe BCE MNepeyncsieHHbIe Bbille 3anucu.

* MpepynpeXxpeHunsa: B XXypHas BHOCUTCS MHGOopPMaLmMsa 0060 BCEX KPUTUYECKUX OWNBOKax
npenynpexxaeHusx.

* OWKMOKM: B XXypHaN BHOCUTCS MHGopMaLma 06 owmbkax 3arpy3kun hanioB U KpUTUYECKNX
owwmnbKax.

* Kputnyeckoe: perucTprpytoTcs ToNbKO KpUTUYECKUe owmnbku (owmnbkm 3anycka 3allinTbl OT
BUPYCOB,

Mepuopn BpeMeHw, €
I'Iepvlop, BpeEMEHN: 3a,ua|7|Te nepnon BpeMeHN, PE3yJibTaTbl 3a KOTOprIZ HY>XXHO BbIBECTW Ha 3KpPaH:

* He yka3saHo (no ymonyaHuio). NMounck no nepruoay BpEMEHM He BbINOJHAETCS, a BeOEeTCS B
XYypHane LeJIMKOM.

* Mpownbii peHb
* Mpownas Hepens
* Mpownbin MecaL,

* NMepunop, BpeMeHn. MOXXHO yKa3aTb ONpeaesieHHbIN Nepnos BpeMeHu (Havaio u KoHel
nepuoaa), Ytobbl 0THUALTPOBATL 3aMNCU MO HEMY.

TonbKoO CNoBa LeJIMKOM

YCTaHOBMTE 3TOT (PJIaXKOK, eC/IN ANs NosaydYeHuns 6onee TOYHbIX Pe3ynbTaToOB HY>XXHO NCKaTb
ornpepnesieHHble CNnoBa LUETNKOM.

C yyeToM perucrpa

C yyeToM perucTpa: ycTaHOBUTE 3TOT (PNaXKoK, eCc/im Npu GuabTpaLny SOJHKEH YHUTbIBATHCA
perncTtp 6yks. [ocne HaCTPOMKM NapamMeTpoB MOUCKa UM GUIbTPaLUN HaXxxMuTe KHornky OK,
4TOObI 0TOOPA3UINCL OT(HUIbTPOBAHHBIE 3aMUCK XYpPHaia, UM HaXKMuUTe KHOMKy Hautu, 4Tobsbl
HavyaTb NOUCK. MNonck B pannax XXypHasia BeAeTCA CBePXY BHU3, Ha4YMHaA C TeKyLen No3numm
(BblAENEHHON 3anucu). Mouck npekpaLlaeTcs, Korha HaxoAUTCa nepBas COOTBETCTBYOLWAA ero
KpUTepumsaM 3anncb. YTobbl HANTU CReayloLLyo 3aMnUCb, HAXXMUTE KasuLly F3. YTobbl yTOYHUTD
KpUTEpUM NonCKa, LeNKHUTE NpaBon KHOMKOW MbiWn 1 BbibepuTe NyHKT HauTwm.

213



HacTpouka BefeHuUA XypHana

HacTponky BefeHuUs XypHana ESET Internet Security MOXKHO OTKPbITb U3 [J1aBHOI0 OKHa NPorpaMmbl.
BribepuTte HacTponku > [lonosnHUTeNbHbIE HACTPOUKHM > Cny)XXeOHble nporpaMmmsbl > annbl
XXypHana. 3T0T pa3fien UCnosib3yeTcs A5 HACTPOMKK yrpasaeHns xypHanamu. MNporpamMma
aBTOMaTUYeCKUN yaanseT cTapble (haiibl XXypHanioB, 4ToObl COKOHOMUTL AUCKOBOE NPOCTPAHCTBO.
Ons hannos XypHana MOXXHO 3afaTb NapaMeTpbl, YKa3aHHbIE HXe.

MuHMManbHasA cTeneHb AeTasiM3aLum XYpPHana: HacTPolika MUHUMAIbHOMO YPOBHS
JeTannsaunm 3anucei o codbbITUAX.

» lMarHoCTUKa: B XXypHa BHOCUTCS UH(OpMauus, Heobxoanmas ANs TWaTebHON HaCTPOVKY
Nporpammbl, U BCE NepevnCIeHHbIE Bbille 3anuncu.

* UHdopmaumsa: B XXypHas BHOCATCS MHDOPMALIMOHHbIE COODBLLEHMS, B TOM YMC/ie coobLLeHns
06 ycrneLwHoM BbINOAHEHUM 0BHOBNEHUS, @ TaKXXe BCe NepeyncsieHHble Bbille 3anuncu.

* MpeaynpeXaeHus: B XXypHaa BHOCUTCS MHopMaLMs 060 BCex KpUTUYECKMX oWnbKax u
npenynpexxaeHusx.

* OWKMOKMK: B XXypHan BHOCUTCS MHGopMaLma 06 owmbkax 3arpy3kun hanioB U KpUTUYECKNX
owwimnbkax.

» KpuTnyeckue oLIMOKM: PErMCTPUPYIOTCS TONbKO KPUTUYECKME ownbKM (oWwnbKM 3anycka
3alLMTbl OT BUPYCOB,(haiepBoian T. n.).

Ecnu BbIbpaTh ypoBeHb AeTann3aumm «AnarHocTuka», B XXypHan byayT 3anncbiBaTbCS
cBeneHns 060 Bcex 3ab6N0KMPOBaAHHbIX MOAKIOYEHMSAX.

3anuncK B XXypHase, Co3aHHble paHbLLe, YeM yKa3aHO B Nosie ABTOMaTU4YECKMU yaanaTbh 3anucu
cTapuwe, yem X gH., OyayT aBTOMaTUYECKN YAANAThCS.

ABTOMaTH4YeECKU ONTUMMU3UPOBATL (Pansibl XXYPHaANOB: €C/IM 3TOT (PSIaXXOK YCTaHOBJIEH, (hanbl
XypHanos byayT aBTOMaTUYeCKM fedparMeHTMPOBaTbLCA B TeX CyYasx, Korga npoueHT
(hparMeHTauUMM NpeBbILLAET 3Ha4YeHne, yKkasaHHoe B NapameTpe Ecnm konmyecTso
Heucnosib3yeMbix 3anucen npesbiwaet (%).

LLlenkHnTe ONTUMU3MPOBATb, YTOOLI HavYaTb AedparMeHTaunto hannoB XXypHanos. Mpu 3Tom
yOanaoTCsA BCe MYCTble 3aMnCh XXYPHAJIOB, YTO Yy4llaeT NPONU3BOAUTENBHOCTb U CKOPOCTb
06paboTkM xXypHanoB. Takoe yny4ylweHne 0CoO6eHHO 3aMEeTHO, eC/IN B XXYPHaslax COOepXUTCS
60/1bLLIOE KOINYECTBO 3anuncen.

BbibepuTe BKAKOYUTL TEKCTOBbIA MPOTOKOA, YTOObI pa3pellnTb XpaHEHNE )KYPHAOB B PYroM
hopmMaTe OTAENbHO OT (halioB XKypPHaOB.

* LLeneBo# KaTanor: KaTasor, B KOTOPOM OyAyT XpaHUTLCA (haiibl XXYPHaN0B (TONbKO A5
TEKCTOBOro popmaTta 1 hopmaTa CSV). Kaxxabli pasfen XXypHaJsia COXpaHAeTCs B OTAESbHbIN
thann c npegBapuTeNbHO 3a4aHHbLIM UMEeHEM (HanpuMep, B (hain virlog.txt 3aNMCbIBaeTCA pa3aen
OGHapy>xeHusa halina XypHana, ecam ANa XpaHeHus ainoB XXypHana BaMu BbibpaH dhopmaT
0bbI4HOr0 TEeKCTa).

* Tun: ecnu BoibpaTh hopmaT TEKCT, XXypHabl OyayT COXPaHATHCA B TEKCTOBLIN haln, AaHHble
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B KOTOpOM OyayT pa3geneHbl Tabynsaunen. To e kacaeTcs popmaTta CSV. Ecnm BbibpaThb
CoObiTHe, XypHanbl ByayT coxpaHAaTbCA He B (hali, a B XXypHa cobbiTnin Windows (€ro MOXXHO
NPOCMOTPETH Ha NaHeNn ynpasiaeHns B CPeACcTBE NPOCMOTpa cobbiTui).

* Ypanutb Bce ainbl XXypHana: yaanseT BCe COXPaHeHHble XXypHaibl, BbiOpaHHbIe B
packpblBatoLeMcst MeHto Tun. Mocne yaaneHns KypHaaoB NoABUTCS YBEAOMIIEHNE O
3aBepLUEHNM NpoLiecca yaaneHus.

Ons 6onee BbicTporo peweHus npobnem cneumanncTbl ESET MHOrfa MOryT 3anpalinBaTth y
nonb30BaTeNemn XypHasbl C UX KOMMbIOTEPOB. ESET Log Collector 0bnervyaeT cbop Heobxoaumon
nHgopMaunn. JoNonHNTENbHbIE CBEAEHMNS 0 ESET Log Collector CM. B 3TOI CTaTbe Ha3bl 3HAHUN
ESET.

3anyLweHHble NpoLecchbl

B pa3aene «3anylleHHble NpoLecchl» 0TOOPaXKatoTCs BbIMOJIHSEMbIE HA KOMMbIOTEPE MPOrpaMMmbl
WA NpoLecchkl. Kpome Toro, oH N03BOJISET ONEPATMBHO U HEMPEPbLIBHO YBEAOMJIATbL KOMMaHUIO ESET 0
HOBbIX 3apa)keHunsiX. ESET Internet Security NpelocTaBNseT noapobHble cBeAeHNs 0 3anyLeHHbIX
npoueccax Ans 3alWunTbl NOJIb30BATENEN C MOMOLLbIO TEXHONOMMN ESET LiveGrid®.

o
(es[=1) INTERNET SECURITY - u =
08 Oor & 4 3anyuieHHble NpoLecchl = 0O 7
~y  CkanupoBaHne ) ) -
— KoMnstoTepa B 3ToM okHe oToBpaXaeTCA CNWCOK ElGpaHHbIX GalaoE W LoNoAHWTENEHAA WHDOpMauWA uz ESET
LiveGrid @, YkazbleaeTcA penyTauma Kaxaoro Gaing, a Tak«e KONMJYeCTED NoONL30BaTENER 1 BpEMA
:::, OBHoBneHne nepeoro oGHapyXeHWA.
IE’ Cepeuc Penytauma Mpouecc PID KonudecTeo ... Bpema ob... KIMA NpUAOXeHUA
I ] smss.exe 368 I 1 rog Hazag Microsoft® Windows® L,
1;(}) HacTpoiika I [ csrss.exe 472 I 7 roga Haz.. Microsoft® Windows® L,
I [w=] wininit.exe 552 I § MecAUeB.. Microsoft® Windows® ..
@ CnpaBka W NoALEpxKa I @winlogon.exe 660 I 1 mecAy H.. Microsoft® Windows® ..,
I (5] services.exe 696 I 1 rog Hazag Microsoft® Windows® L,
':’E' YueTHan 3anuce ESET I (5] [s555.exe 70 L 5 gHell Haz.. Microsoft® Windows® ..
~ RINE [ sychost.exe 832 I 3 MecAua .. Microsoft® Windows® .,
s fontdrvhost.exe 844 I 1 mecay H.. Microsoft® Windows® .,
s dwm.exe 500 IS 1 rog Hazag Microsoft® Windows® .,
3 vhoxservice.exe 1312 2 roga Ha3... Oracle VM VirtualBox G..
[ wudfhost.exe 1557 AN | pmecAd H.. Microsoft® Windows® .,
I Eéa spoolsv.exe 2740 NS 1 mecay H.. Microsoft® Windows® ..,
m——  [w=] akvcamassistant.exe 3080 2 roja Haz... AkvWCamAssistant
I ¥ sihost.exe 5037 NS | rog Hazag Microsoft® Windows®
[ taskhostw.exe 4500 NS | MecAd H.. Microsoft® Windows® .
I ctfmon.exe 515 NN 7 roga Has.. Microsoft® Windows® .,
B = cxnlorer.exe 5306 1 merall H... Microsoft® Windows® ..
Progress. Protected, ~ MNokasatk nogpo6HOCTH

Penytauus: B 6onblUnHCTBE CyyaeB ESET Internet Security M TeXHONOrMA ESET LiveGrid® MpuCBanBatoT
obbekTaMm (hannam, npoueccam, pasfenam peecTpa U T. N.) YPOBHU pUCKa Ha 0CHoBe HabopoB
3BPUCTUYECKMX MPABWJI, KOTOPbIE N3Y4aloT XapaKTEPUCTUKN Ka)Kaoro obbekTa 1 3aTEM OLLEHMBAIOT
BEPOATHOCTb UX BPEAOHOCHOW AeATeNbHOCTW. Ha 0OCHOBE Takoro 3BPUCTUYECKOr0 aHasm3a
obbekTam NpucBanMBaeTCs YPOBEHb PUCKa: 0T 1 — 6e30MnacHo (3eneHbln) 0o 9 — onacHo (KpacHbIR).
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Mpouecc: nmsa obpasa NporpamMmmbl MK NpoLecca, 3anyWweHHbIX B HACTOALWMNIA MOMEHT Ha
KoMMbtoTepe. 115 NpocMOTpa BCEX 3aMyLLEHHbIX Ha KOMMbIOTEPEe NPoLEeCcCoB TakXXe MOXHO
NCNOSb30BaTb AucneTyep 3afday Windows. YTobbl OTKPLITbL AUCNeTYEp 3aday, WeJKHUTE NpPaBou
KHOMKOW MbILLW B NycTON 06nacTn Ha NaHenn 3afad, nocne Yero Boibepnte NyHKT Aucnetyep
3apay. /inm Bocnonb3ynTecb codeTaHneM Knasuil CTRL + SHIFT + ESC.

/I3BeCTHbIE MPUNOXKEHUS, UMetoLL e NOMeTKY be3onacHo (3eneHblit), onpeneneHHo ABNSITCS
YUCTLIMU (HaxoAsTCca B 6&10M CNNCKE) U NCKYATCS U3 CKAHMPOBAaHUS. 3TUM A0CTUrAETCS
MOBbILLEHWE MPOVN3BOANTENBHOCTMW.

NpeHTudukaTop npouecca: NaeHTUPUKALMOHHBIA HOMEP NPoLEecca MOXXET UCMO0/Ib30BaTLCA B
KayecTBe MapaMeTpa B BbI30BaX Pa3fiMYHbIX YHKLWUIA, TAKUX KaK N3MEHEHUWE NPMopUTETa NpoLecca.

KonuyecTBo nonb3oBaTesiet: KOMYECTBO NOJIb30BaTENEN AaHHOMO NPUIOXKEHNS. ITa
nHopmauus cobrnpaeTcs TexHonornei ESET LiveGrid®.

BpeMsa obHapy>xeHus: BpeMs, npoliejluee ¢ MOMeHTa 0bHapy>XeHNs MPUIoXKeHNa TEXHONOr nen
ESET LiveGrid®.

Ecnv npunoxeHne umeeT noMeTky Hem3BecTHO (OpaHXeBbll), OHO He 0ba3aTesibHO ABNSETCA
BPeOOHOCHbIM. OBbIYHO 3TO NPOCTO HOBOE MPUI0XeHWe. ECnn Bbl He yBepeHbl B 6e30nacHOCTM
(hanna, ero MOXHO OTNPaBUTL Ha aHasv3 B MCCaefoBaTeNbCKYo nabopaTopuio ESET. Ecam dainn
OKa)eTCs BPeAOHOCHLIM MPUNOXKEHNEM, TO B ClieaytoliemM obHoBneHnn oH byneT
pacno3HaBaTbCH.

NMa npunoXxeHUs: KOHKpeTHOe UMSA NPorpamMmbl UK rnpoLecca.
LlenkHnTe npunoxeHune, 41066l 0TOOPa3nTb yKa3aHHbIE HMXKE CBEAEHUNSA O HEM.
* MyTb: pacnosioXXeHne NPUIOXKEHNS Ha KOMMbIOTEpE.
* Pasmep: pa3mep danna B Kb (knnobantax) unm Mb (merabantax).
* OnucaHme: xapakTepucTMKKn aiaa Ha OCHOBE ero OnnMcaHmsa B onepaLmnoHHoOn cucTeme.
* KoMnaHusa: Ha3BaHMe NOCTaBLLMKa UK Npouecca NpUIoXXeHns.
* Bepcua: nHhopMaLma oT nsgaTtens npuioxeHus.
* MpoAyKT: UM NPUNOXKEHUSA U/ HAUMEHOBAHNE KOMMaHWUN.

* laTa cO3/aHNA NN U3MEHEHMUA: JaTa U BpeMS CO34aHUA (M3MEHEeHUs).

Kpome Toro, Bbl MOXKETe NPOBEPUTL pPenyTauuto Gannos, He AeACTBYIOLLMNX KaK BbIMOJIHSEMbIe
nporpammbl 16O npouecchl. 115 3TOro WeNKHUTE NX NPaBO KHOMKOW MbILWW B MPOBOAHWKE 1
BblbepnTe 3nemMeHTbl PacluMpeHHble napaMeTpsl > MpoBepuTh penyTauuio gauna.

@ CkaHupoeate nporpammoi ESET Internet Security

Paclunpenteie napamerpel L @ CraHupoBaTe Ges oUMCTEN

Mzonupoeate dain
Mepepate daline 4nA aHanuza...

MpoeepuTe penyTawue gaina
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OT4yeT no De3onacHoOCTH

dTa prHKLI,I/IFI NO3BOJIAET MONYHUTb 0630p CTaTUCTUKN Onga cnegyrowmnx KaTEFOpI/IVIZ

» 3abnokupoBaHHble Beb-cTpaHMULbl: 0TOOpaXkaeT KoNN4ecTBo 3abNoKNpPoBaHHbIX Beb-
CTpaHuy, (URL-agpec BHECEH B «4EPHbIN» CIUCOK MOTEHLMAaNbHO HeXXenaTelbHbIX MPUI0XKEHNH,
(PULLIMHIOBbLIN CAT, B3/IOMaHHbIA MapLUpyTKU3aTop, IP-afpec uin ceptudukaT).

* ObHapy>XeHbl 3apa>keHHble 00bEeKTbl 31I€KTPOHHOMW NMOYTbI: 0TOOPaXKAETCA KOIMYECTBO
0bHapy)XeHHbIX 3apa)eHHbIX 00LEKTOB 3N1EKTPOHHOW MOYThI.

* Be6-CTpa|-mu,b| B POAUTENBCKOM KOHTpPOJIE 3a6110KVIpOBaHbIZ 0To6pa>KaeTc;| KONN4eCTBO
336ﬂ0K|/|pOBaHHbIX BGG-CT[.')aHI/ILI| B pOANTEJIbCKOM KOHTPOJIE.

* 06HaPY)KEHO NMOTEHUMAJIbHO HeXeJlaTeJibHOEe NPUJIoXKEeHuUe: OTOﬁpa)KaETCFI KOJIN4eCTBO
NOTEHLNANBLHO HEXETaTeNbHbIX NPUIOKEHUN.

* OBHapy>XeH cnam B 3JIEKTPOHHOM noyTe: 0Tobpa)kaeTcs Konnm4ecTso obHapy>KeHHOro
crama B 3JIEKTPOHHOW MoYTe.

» 3abnokupoBaH pocTyn K Beb-kamepe: oTobpaxaeTcs KonM4ecTBo 3ab0KNPOBAHHbIX
NonbITOK A0CTyNa K Beb-kamepe.

* 3alUMLLEHHO NOAKJIIOYEHUHN K yCJZlyraM MHTepHeT-0aHKa: oTobpa)kaeTcs KOMM4YeCTBO
3alMLLEHHbIX MONbITOK AOCTYNa K Beb-canTaM C UCNoJib30BaHNEM (hyHKLUMMK 3allinTa
6aHKOBCKOM OMAaThl.

* NMpoBepKa AOKYMEHTOB BbINOJIHEHA: 0TOOPa)KaeTCs KOIMYECTBO NPOCKAHNPOBAHHbIX
06BbEKTOB JOKYMEHTOB.

* NMpockaHupoBaHO NpuNoXXKeHuin. OTobpa)kaeTcs KONMYECTBO NPOCKAHNPOBAHHBIX
NCMosHAEMbIX 06 bEKTOB.

* NMpoBepKa Apyrux o6bLEKTOB BbiNOJIHEHA: 0TOOPaXKaeTCs KOAMYECTBO APYrMX
NPOCKaHNPOBaHHbIX 06 bEKTOB.

* NMpockaHupoBaHO 0O6BEKTOB Ha Beb-cTpaHuuax. OTobpaxxaeTca KOJIMYECTBO
NPOCKAHNPOBaHHbIX 06 bEKTOB Ha BeO-CTpaHMLaXx.

* NMpockaHUpPOBaHO 0O BEKTOB 3JIEKTPOHHOM NOYTbI: 0TOOPaXKAETCSH KOJIMYECTBO
MPOCKAHMPOBaHHbIX 06 bEKTOB 3IEKTPOHHON MOYTHI.

MopsAOoK pacnosoXXeHnsa 3TUX KaTeropuin onpeaensaeTcs ux YNCA0BbIMU 3HAYEHNAMN — OT BoMbLUEro
K MeHblueMy. KaTeropuu C HyieBbIMU 3Ha4YeHMAMUN He oTobpaxatoTcs. LLenkHuTe "Bonblue", 4Tobbl
pa3BEPHYTb N 0TOOPaA3NTb CKPbIThIE KATEFOPUN.

B 3aknt04MTENbHOM YacTu oT4eTa no 6e3onacHoCTM BaM ByneT npeasokeHo akTUBMPOBATh
cnepyowme yHKUUN:

¢ POOANTENLCKUN KOHTPOJIb

* AHTUBOP
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Mocne akTMBaLMK 3Ta PyHKUMA 6onblue He ByaeT oTobparkaTbCsA B 0THeTE N0 6€30NMacHOCTY Kak
HepaboTatoLas.

B npaBoOM BEPXHEM YrJy LENKHUTE 3HAYOK LecTepeHKn £, 4yToObl BKAIOYUTL UK BbIKJTIOYUTD
yBepoMJIeHUs oT4yeTa no 6esonacHOCTU 1y BbibpaTb, 3a KaKoW Nepmnoa HyXXHO 0Tobpa3nTb
AaHHble: 3a nocnegHue 30 gHen nam C MOMeHTa akTuBauumn NpoaykTa. ECnm ycTaHoBKa ESET Internet
Security BbIMOAHAAACh MeHblue 30 AHen Ha3ag, Bbl CMOXXeTe BblbpaTb TO/ILKO KOJIMYECTBO AHEN C
MOMEHTa yCTaHoBKW. [0 yMmonyaHuto BeibpaH nepuog 30 gHewn.

(es[=3) INTERNET SECURITY = O
g ©Osor il 4 OtuyeT no 6eszonacHocTH O 7
™ CkaHuposaHne
b KOMMNBHOTERE JAeck NOKazaHel CE€ASHWA O 2awmTe ESET Security 2a nocnedHue 2 AHA #V
i:; OBHOBNEHKME
[MpocMoTpUTE EALLM 2aLUMLLEHHEIE A3HHEIE
E Cepsuc
——— o ]
{JS) Hactpoiika o/
) L) . <
Cnpaexa n noagepHKa
@ F F [MpockaHWpoBaHo MNpoOCKaHWPOEAHO [MpockaHWpOBaHO
NPWUACKEHWH 06bLeKTOB Ha Beb- 1pYrMx OB bLEKTOB
::'E“\I YyuetHaa sanuce ESET CTDANMLEY APY
L ]
O 901 74 4,271
BrtoumTe 3T dyHKUMKM Ge30nacHoCTK, YTOOL! YCUAWMTE 3aLLLATY.
( .; o)
Progress. Protected. :'O,L WMTENBCKWMIA

AHTWMBOP

KOHTpONb

dnemeHT COpPOCUTbL AaHHbIe M03BONSET OYNCTUTb CTAaTUCTUKY N YAANNTb CYLLECTBYIOLINE AaHHbIE
oT4yeTa no 6€30MacHOCTU. ITO AENCTBMNE HY)XHO MOATBEPANTL, €CAN TONbKO h1a)KOK 3anpalumBaTh
nopTeBep>XxXaeHue nepen cOPOCOM CTaTUCTUKM He CHAT B MeHio PacluMpeHHble napaMeTpbl >
YBepomneHun > UHTepakTUBHbIA peXuM > MopTeepXpeHus > U3MeHnTsb.

CeTeBble NOAKJIIOYEHUA

B pasgene «CeTeBble NOAKIIOYEHNS» 0TOBPAXKAETCA CMNCOK aKTUBHBIX U OT/IOXKEHHbIX COEANHEHWIA.
3T0 NO3BONSET YNPaBAATb BCEMU MPUIOXKEHNAMI, KOTOPbIE YCTaHaBMBAT UCXoasLLMe
coeaunHeHus.
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(es[E) INTERNETSECURITY - B X

Loz i) 4 CeTeBble MNOAKAOYEHUA = = O 7
CraHupoBaHue
KoMnbHTERE Mpunoxerue,/NokansHell 1P YaaneHHsi [P Mpot.. WMoooga.. Bxoga..  Omnpaen. MNodydedo
OBHoBnEHe > [ system 0B/c  0B/c  163KE  36KE
> [Ewininit.exe 0 B/c 0 E/c 0B 0B
E e > [ zervices.exe 0 B/c 0B/c 0B OB
> [E]sass.exe 0 B/c 0 B/c 0B 0B
. » [ svchost.exe 0 B/c 0 E/c 06 0B
HacTtpoiika
» [ svchost.exe 0 B/c 0 E/c 06 0B
> [ svchost.exe 0 B/c 0 EB/c 0B 0B
Cnpaeka u nogaepsea
> [ sychost.exe 0 B/c 0 Bfc 143 KB 364 KB
> o f\ 0 0 0 i\
¥yetHana sanuce ESET P EET B/ B/c B
HOME > [ sychost.exe 0 B/c 0 B/c 4 KB 7 KB
» [ svchost.exe 0 B/c 0 EB/c 0 0B
> [ ekrn.exe 0 B/C 0 EB/cC 49 KE 326 KB

~MNokazate nogpoGHOCTH

LLleNIKHUTE 3Ha4oK rpaduka =, 4To6bl OTKPbITL pasaen CeTeBasi akTMBHOCTb.

MepBas CTPOKa COAEPXKUT UMS MPUIOXKEHNS U €ro CKOPOCTb Nepefiayn AaHHbIX. s npocMoTpa
CNUcKa coeauHeHNN OTAEeNbHOr0 NpunoXXeHus (1 bonee NnoApobHON MHDOPMaLUN) LLENIKHUTE >.

Ctonoupbl

anﬂO)KeHMe/nOKaﬂbelﬁ IP-appec: NMs NMPUNoXKeHUs, JJoKasibHblE IP-afgpeca N MopThI obmeHa
OaHHbIMI.

YaaneHHbI# IP-agpec: IP-alpec 1 HOMep NopTa COOTBETCTBYIOLLEr0 YAaIEHHOr0 KOMMboTepa.
MpoToKon: NCMOo/Ib3yeMbIii MPOTOKON Nepeaayn faHHbIX.

Ncxopsawan ckopocTb/Bxoaawian CKOPOCTb: TeKYLLAs CKOPOCTb 06MeHa faHHbIMU B
COOTBETCTBYHIOLLMX HAMNPaBNEHNSAX.

OTnpaBneHo/I'Ionyquo: obbem nepenaHHbIX JaHHbIX C Ha4aJ/la CoOeANHEHNA.

Moka3aTb noapobHOCTU: BbibepuTe 3Ty hyHKUMNIO AN18 0ToOparkeHust noapobHon nHdopmaLmm o
BbIOPAHHOM MOAKIIOYEHUN.

LLlenkH1Te NoaKYeHNE NPaBOA KHOMKOW MbILIK, YTOObI MPOCMOTPETb A0MNOJHUTENbHbLIE
napaMeTpbl, CPEAN KOTOPbLIX ECThb CAeaytoLIne.

OnpepensaTb UMEHa XOCTOB: BCe CETEBble afpeca, ec/in 3T0 BO3MOXHO, 0TobpaxkatoTcs B (hopmaTe
DNS, a He B 41CNOBOM (hopmaTe IP-apecos.
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Moka3biBaTb TONILKO COeAMHEHUsA NO TCP: B CMMCKe 0TOBPaXKatoTCs TONIbKO NMOAK/YEHNS M0
MpoTOoKOJY TCP.

Moka3biBaTb OXXKUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT (,pJ'Ia)KOK ons OT06pa)KeHVIF| TOJIbKO TeX
NOAKJ/OYEHUI, MO KOTOPbIM B HACTOALNIA MOMEHT He nponcxoaounT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CNCTEMa YXXe OTKPbIJ1a NOPT N 0OXXKNAaeT NoAKII0YEeHNA.

Moka3biBaTb BHYTPEHHME COeAMHEHMA: YCTAaHOBUTE 3TOT (PJIaXKOoK, 4TOObl 0TOOPasnTb TOLKO Te
coefMHEeHNs, B KOTOPbIX yAa/leHHON CTOPOHOW SIBASETCS IOKaJIbHbIA KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OGHOBUTbL CKOPOCTL: BbibepnTE NEPUOANYHOCTL OOHOBNEHUS aKTUBHBIX MOAKOYEHNI.
OOHOBMUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

HDELI,CTaBJ'IeHHbIe HN>Xe BO3MOXXHOCTW OOCTYMHbI, TOJIbKO eC/N LWWENKHYTb NMPpUioXeHne nin
npouecc, a He akTuBHoOE NOoJKJIlo4EHME.

BpeMeHHO 3anpeTuTb OOMeH AaHHbLIMKU ANA Npouecca: 3anpeTuTb TeKyLLMe COeANHEHNS ANS
LaHHOro NpunoXeHus. Mpy co3haHnM HOBOTro CoeaMHeHNs daiepBo UCMOSb3yeT
npenonpeaeneHHoe npasuno. OnucaHne napaMeTpoB CM. B pa3aene HacTporika 1 1cnosb3oBaHmne

npasuna.

BpeMeHHO pa3pelunTb 0OMeH AaHHbIMM ANA Npouecca: PaspellnTb TEKYLLME COEANHEHNS ANS
AAHHOrO NpUNoXXeHus. Mpu co34aHNM HOBOrO COeANHEHUS (hailepBO NCNONb3YeT
npenonpeaeneHHoe npaeuio. OnncaHne NapamMeTPoB CM. B pa3aesie HacTporika v NCnosb30BaHme

npasuna.

CeTeBasi aKTUBHOCTb

YT106bl MPOCMOTPETL TEKYLLYIO CETEBYI0 aKTMBHOCTb B rpaduyeckom Buae, Bbibepute CepBuc >

JononHutenbHble cpencTea > CeTeBble NOAKAIOYEHMUA U LLESIKHATE 3HAYO0K rpadurka B
HVXKHEN YacTu rpadmka HaxoANTCA BPEMEHHas LWKasa, Ha KOTopon oTobpaxkaeTcsa ceTesas
aKTMBHOCTb B peXUMe peasibHOro BpeMeHu 3a BblbpaHHbIN BpeMeHHON UHTepBa. YTobbl N3MEeHUTb
BpeMeHHOW nHTepBas, BbibepuTe HeobxoAnMoe 3HaYeHne B pacKpblBaoLLeMcs MeHio YacToTa
obHOBNEHMA.
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CeTeBas aKTMBHOCTb ?

10/13/2022 9:00:27 AM e e

0/13/2022 90027 0/13/2022 2:04:30 AM
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0/13/2022 9:04.30 AM

HacroTa oBHoEAEHWA |1 cexyHaa ~

JOoCTynHbI CieayoLine BapuaHTbl:

* 1 ceKyHpa: amarpamma obHOBNAETCS KaXX Ay CeKYHAY, BPEMEHHas LUKasia OXBaTbiBaeT
nocnefHue 4 MUHyT.

* 1 MmuHyTa (nocnepHue 24 yaca): gnarpaMmma obHOBASETCS KaXXAY0 MUHYTY, BpEMEHHas
LLUKafia oxBaTblBaeT nocaenHue 24 yaca.

* 1 yac (nocnepHuM MecaL): frarpaMmMma 0OHOBNSETCA KaXK bl Hac, BpeMeHHas LWKasa
0XBaTbIBaeT NOCNefHUN MecAL,.

Ha BepTukanbHoM ocu rpaduka oTobparkaeTcs 06beM NoayHeHHbIX UK OTMPaBEHHbIX AaHHbIX.
HaBenunTe ykasaTenb MbIWW Ha rpadnk, Y4ToObl YBUAETb TOYHbIA 06BEM NOSYYEHHBIX UK
OTNPaB/IeHHbIX AAHHbLIX B KOHKPETHbIA MOMEHT.

ESET Sysinspector

ESET SysInspector — 3T0 MPUIOXEHNE, KOTOPOE TLaTeSIbHO NpoBepsieT KOMNbIOTEP 1 cobupaeT
I'IO)J,pO6HbIe cBeeHNA 0 TaKNX KOMMNOHEHTaX CUCTEMBI, KaK ﬂpaVIBepbl N NPUNOXeHNA, CeTeBble
NnoAOKJII04YEeHNA N BaXXHbl€ 3aMnnCn PpeecCTpa, a TakKXXe OUeHNBAET YPOBEHb PUCKa A4 KaXXA0ro
KOMMOHeHTa. 3Ta NHdopMaLuns cnocobHa Nomoyb onpenennTb NPpNYNHY NOAO3PUTENIBHOIO
noBeneHna CUCTEMbI, KOTOPOE MOXKET ObITb CBA3@HO C HECOBMECTUMOCTbIO nporpamMMHoOro nian
annapaTHoro obecneyeHns Uy 3apa>keHmem BpeoHOCHbIMU NporpaMmMamMu. YTobel y3HaTb, Kak
ncnoJsib3oBaTb ESET Sysinspector, CM. NHTEPAKTUBHYIO CMPaBKY ESET Sysinspector.

B oKHe ESET Syslnspector 0TO6paxaloTCs cneayiolime CBeleHNs 0 XXypHanax:

* BpeMsa: BpeMsi CO3aaHNs XXypHana.
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* KoMMeHTapui: KpaTKuii KOMMEHTapUiA.
* Monb3oBaTennb: NMA NOSIb30BaTENSA, CO3AABLIEN0 XYpHall.
* COCTOsIHMe: COCTOSAHME CO3aHNA XXypHana.

JOoCTynHbl NepeyYnciieHHble Janee AencTBUS.

* NMokasaTb — OTKPbLIBAET BblIbpPaHHbI XKYypHan B ESET Sysinspector. Bbl TakXXe MOXeTe LLENKHYTb
alin XKypHana npaBovi KHOMKON MbIlWW U BbIBPaTb B KOHTEKCTHOM MeHI0 MyHKT MoKasaTsb.

* Co3paTb: Co3faHNe XypHana. MNpexae 4yem NbiTaTbCA OTKPbITb XYPHa, MNOLOXANTE, MOKa He
CreHepupyeTcs ESET Sysinspector (cocTosiHMe Co3paHo).

* YRanuTb: yaaneHne BblAeNEeHHbIX XKYPHaAN0B M3 CMMCKa.
Ecnu BbIbpaHbI haiinbl XXypHana, B KOHTEKCTHOM MEHIO AOCTYMHbI CleAyIoLNe 31IEMEHTHI:

* MokasaTb: OTKpbITME BbIBPAaHHOI0 XXYypHana B ESET Sysinspector (QHaJIOrMYHO OBONHOMY
LLENYKY).

* Co3paTb: co3faHne XypHana. MNpexae 4eMm NblTaTbCA OTKPbITb XYPHas, NOLOXANTE, MOKa He
creHepupyeTcs ESET Sysinspector (CocToAHMe Co3paHo).

* YOanuTb: yOaJieHNe BblAEJNIEHHbIX XXYPHa/I0B N3 CMNKCKa.
* Ypanutb Bce: yhaJieHne BCEX XYPHa0B.

¢ DKCNOPT: SKCMOPT XKYpHana B haitn v apxms B popmMaTe XML. XXypHan 3KCnopTupyeTcs B
nanky C:\ProgramData\ESET\ESET Security\SysInspector.

NMAaHUPOBLLUK

MNaHMPOBLLVK YMpaBASET 3arjaHnPOBaHHbIMM 3a4a4aMi U 3anyCKaeT UX C NpeaBapuTesbHO
3afaHHbIMI NapaMeTpamMu U CBOMCTBAMM.

MNaHNPOBLLMK MOXHO OTKPbITb U3 [1aBHOI0 OKHa Nporpammel ESET Internet Security, LLLENTKHYB
aneMeHT CepBUC > [lonoNHUTENbHbIE cpeacTBa > MNaHUPOBLUKMK. 34eCh NPUBELEH NOJHbIN
CMWCOK 3anjlaHpoBaHHbIX 3aflay 1 NnapaMeTpbl UX 3anycka (aaTta, BpeMsa 1n Ucnob3yembln Npopuib
CKaHWPOBaHUS).

MNaHMPOBLLMK NPeAHAa3Ha4YeH A8 NNaHUPOBAHMUS BLINOJIHEHUS CleayLWnX 3aaa4: 0bHoBNeHNe
MOAY/EeN, CKaHUPOBaHWE, MPOBEPKA (PaliNoB, UCMONHAEMBIX MPU 3aMyCKe CUCTEMBI, U 06CYXIBaHME
XypHana. [1o6aBnsTb M yaanaTh 3a4a4v MOXHO HEMOCPENCTBEHHO B MTAaBHOM OKHE MIaHUPOBLLMKA
(HaXXMUTe KHOMKY JLo6aBuUTbL 3apauy v YAaNuUTb B HUXKHEN YacTu 0KHa). Bbl MoxeTe
BOCCTAHOBUTb CMUCOK 3aMfaHNPOBAHHbIX 3274 MO YMOJYAHWIO U YAAUTb BCE U3MEHEHUS, LLLENKHYB
napameTp Mo yMmonyaHuio. C MOMOLLbI0 KOHTEKCTHOrO MEHIO OKHa MJIaHNPOBLLNKA MOXHO
BbINOJIHUTL CNefytolline NencTBus: otobpaxeHne noapobHon nHopMaLun, BLINOJIHEHNE 3a4a4K
HemMeaJ/1eHHo, fobaBfeHne HOBOW 3a4a4M U yAaNeHune CyLlecTByoLLe 3aga4qu. Ncnonb3ynte
IAXKKKN B HaYae Kaxxaow 3anucuy, 4Tobbl akTUBMPOBATL MM OTK/IOYMTL COOTBETCTBYIOLIME 3a4a4U.

Mo yMONYaHUO B NAQHUPOBLLMKE 0TOoOpaXkatoTCs cnelyioLue 3anJaHnpoBaHHbIe 3a4a4u.
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e O6cny>xmBaHue XXypHana

e PerynspHoe aBToMaTu4eckoe obHoBNeHue

e ABTOMaTM4yeckoe 06HOBJIEHUE NOCsie YCTAHOBKM MOAEMHOro CoeaUuHEeHUs
e ABTOMaTH4yeckoe oGHoOBNIEHUE NOCse BXoAa Nosib3oBaTesns B CUCTEMY

e ABTOMaTH4YecKas nposepka ¢ausioB npu 3anycke CUCTEMbI (Nocsie BXxoa rnosib3oBaTeNa B
cncTemy)

e ABTOMaTH4Yeckas nposepka ausioB npu 3anycke CUCTEMbI (Nocsie yCrneLwHoro
obHoBNEHNS MOAYNA 0BHAPYKEHNS)

YT06bl N3MEHUTb KOHMUIYPaLMIO UMEIOLLIENCA 3amnaHNPOBaHHONM 3a4a4n (Kak 3a4ayn no
YMONYaHWUIO, TaK 1 M0JIb30BaTENbCKOM), LLENKHUTE MPaBOA KHOMKOW MbILLM HY>XHYIO 3ajady U
BbibepuTe B KOHTEKCTHOM MEHI0 KOMaHAy U3MeHnTb nan BbigennTe 3agady, KoTopyt Heobxoanmo
N3MEHWTb, @ 3aTEM HaXXMUTE KHOMKY U3MEHUTD.

' - o X
(es[:}) INTERNET SECURITY
Otsap (1) 4 TnaHnpoBWMK =
CraHupoBaHue . .
’ r A7 r 10 r
N —— 3ajava mA Tpurrepsl Cnegyrwowi zanyck NocnegHnia 3anyce
OBcnykueanue.. OBonyxnBarue xg.. 3adada BydeT ewin., 10/14/2022 2:00:0... 10/13/2022 2:56:2..,
ZbuocEpne OBHOBNEHKE CucTematuyeckoe ... 3agada Bydet ewin... 10/13/2022 9:59:5... 10/13/2022 8:59:5
OBHOBNEHME ApTomaTndeckoe ... Mpu kKoMmyTHpye... TpW onpegenenH..
If“l Cepeuc [J oBHoBneHue  ApTomaTMueckoe .. TOCNE BXOAa NOM.. TIPW ONPEAENEHH..
Mpoeepka Gai... AETOMaTHYeCKaA N.. MNocne Exo4a non.. Mpw onpedengHH.. 10/13/2022 8:57:5
Hactpoiika Mpoeepka ¢ai... AETOMaTUYECKaA M. Mocne ycnewHoro.., MNpw onpegenenH..  10/13/2022 9:00:2..

Crnpaeka n nogaepxka

¥yeTHan 3anuce ESET
HOME

JoGaeuTtk 3agauy

[NlobaBsieHne HOBOM 3a4a4Mm

1. WenkHnTe [o6aBUTb 3apayy B H/XKHEN YaCTU OKHa.

2. BBegute nm4a 3agayn.

3. Bb|6ep|/|Te HY>XHYI0 3a4a4y B paCKpbiBaloLLeMCAa MEHIO.
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* 3aI1yCK BHELWWHEro npuJyio>XxeHua: rnjiaHMpoBaHWe BbINMOJIHEHNA BHELLHEN O NMPUJIOXKEHNA.

* O6cny>XmMBaHMe XypHana - B (hainax XXypHana TakKe CoOAepXaTCs 0CTaTKN yaaNeHHbIX
3anucen. ITa 3afadva peryaspHo onTUMM3NPYeT 3anncy B harnax xXypHana Ana 3hPeKTUBHON
paboThl.

* MpoBepka ¢annos npu 3arpyskKe CUCTEMbI: NPoBEpPKa PannoB, NCMOHEHNE KOTOPbIX
pa3peLleHo Npu 3anycke uian Bxohe nosib3oBaTens B CUCTEMY.

* Co3paTb CHUMOK COCTOSIHUA KOMNbIOTEpA: CO3[aHNE CHUMKA COCTOSIHUS KOMMbIOTEPA B
ESET Syslnspector, AJ1 KOTOPOro cobnpatoTca noapobHble CBEAEHNS 0 KOMMOHEHTAX CUCTEMBI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) N OLLEHUBAETCA YPOBEHb PUCKA A5 KaXKA0r0 UX HUX.

* CKaHUpOBaHUe KOMNbloTepa No TpeboBaHMIO: CKaHMpPOBaHMeE (aiiSIoB 1 NaMnokK Ha
KOMMblOTEPE.

* OGHOBNEHMeE: NNaHNPOBaHNe 3afa4n 06HOBNEHNSA NyTeM 0OHOBNEHNSA MOLYNei.

4. lLlenkHWTe NoN3YHOK PSiAoM C 31eMeHTOM BKaloYeHo, 4TobObl akTUBMPOBaTL 3afavy (370
MOXXHO CLlenaThb Mo3Xe, yCTaHOBUB/CHSAB (hJ1TaXKOK B CMMCKe 3anflaHNpPOBaHHbIX 3a4ay), HaXXMUTe
Danee v BbibepnTe OAUH U3 PEXMMOB BPEMEHW BbINMOJIHEHUS.

* OQHOKpATHO: 3aja4a byaeT BbINO/HEHA OHOKPATHO B YKa3aHHbIe AaTy U BPeMS.

* MHOrokpaTHO: 3ajia4a 6yaeT BbINOMHATHCS PEryAsSPHO Yepes yKasaHHbIA MPOMEeXYTOK
BPEMEHMN.

* E>XxepHeBHO: 3afa4a OyieT MHOrOKPaTHO BbIMOJHATLCS KaXkAble CYyTKM B YKa3aHHOE BpeMs.
* EXXxeHepenbHO: 3aa4a 6yaeT BbINONHATHCS B BbIOPaHHbIN AeHb HeLeNN B YyKa3aHHOE BpeMs.

* Mpu onpepeneHHbIX YCAOBUAX: 3ala4a OyeT BbiNOJHEHA NPY BO3HUKHOBEHWW YKAa3aHHOI0
cobbITHS.

5. YcTaHoBUTe (hnaxkok MponyckaTk 3apavy, ecam yCTPOUCTBO paboTaeT oT akKymynsaTopa,
4TOObl CBECTW K MUHUMYMY NOTpebneHne CUCTEMHBIX PECYPCOB, Korfa HoyTbyk paboTaeT oT
akKymynsTopa. 3agada 6yneT BbIMOMHATLCA B A€Hb 1 BPEMS, YKa3aHHbIe B Noasx obnacTtu
BbinonHeHue 3apaum. Ecnv 3agadva He Morna BbiTh BbIMNOSIHEHA B 0TBEAEHHOE €/l BPEMS, MOXKHO
yKa3aTb, Korfa byneT npeanpuHsTa cieayiollas nonbiTka 3anycka 3agadn.

¢ B cnepylouee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HemepneHHO, ecnu BpeMs C MOMEHTa NocJieHero 3anycka npesbiliaeT (Yacbl) —
npeacTaBnsieT BpeMs, Npolwlejliee C MOMEHTa NePBOro NPonyLLeHHOro 3anycka 3agaaHus. Ecan
3TO BpeMsi NpeBbILLEHO, 3aaaHne byaeT 3anyLLeHo He3aMeaIMTeNbHO. YCTaHOBUTE BPeMs C
MOMOLLbIO CHETHYMKA HUXKE.

Y7066l MPOCMOTPETH 3aMIAHMPOBAHHYIO 3a4a4y, WENKHUTE ee NPaBo KHOMKOW MbIlLK 1 BbIbepute
MokasaTb MH(opMaLMIoO O 3apaye.
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NapaMeTpbl CKAHUPOBAHUA NO PACNUCAHUIO

B 3TOM OKHe MO)XKHO 3aZlaTb pacLUMPEeHHbIe NapaMeTpbl 4S8 3anaaHUPOBaHHbIX 3a4a4 CKaHUPOBaHUS
KOMMblOTepa.

Y706bI BHINOSIHUTL CKAHWPOBaHNE 6€3 OYNCTKM, LLENKHNTE JLONONIHUTEsNIbHbIe NapaMeTpbl U
BbibepnTe CKaHMpoBaTb 6e3 0YMUCTKM. ICTOpMSA CKaHNPOBaHNA COXPaHSAETCS B XXypHane
CKaHMPOBaHWS.

Ecnn BbibpaH napameTp MponycTUTb UCKAKOYEHUA, (haliibl C paCLUMPEHUSMI, KOTOpble paHee Bbinn
NCKJTIOYEHbI U3 CKaHWPOBaHWA, By ayT NPOCKaHMPOBaHbI.

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKN NOC/e 3aBepLleHNs CKAHUPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHNA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0OC/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XXHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BOHaPY XEHHbIX Yrpos.

* anIHyﬂ,HTeanail nepe3sarpy3kKa: BCe OTKPbITbIE NPOrpamMmbl NPUHYONTENIbHO
3aKpbIiBalOoTCA, HE 0OXXNOaACb BMeLWaTe/IbCTBa MOJIb30BaTEJIA, U KOMMbIOTEP Nepe3anyCckaeTcs
nocne 3aBeplieHNa CKaHNpPoOBaHUA.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXIMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30O6HOBUTL paboTy).

* Pexxum rubepHaumm: BCe KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCATCsA B CneunaibHbIi
alin Ha KEeCTKOM aucke. KoMnbloTep BbIKIIOYAETCS, U NPU CIeAYIOWEM BKIIOYEHUN BEPHETCS B
npenblayliee COCTOsHNE.

HocTynHocTb genctenini CoH n FrmbepHauma 3aBNCUT OT NapaMeTPOB MUTaHMA 1 CRALLEro
peXXrMa onepaumnoHHON CUCTEMbI U BO3MOXKHOCTEN Ballero HoyTbyka nan komnbloTepa. He
3abbiBanTe, YTO KOMMbIOTEP B CMSLLEM pexume Bce e paboTaeT. KOMMNbIOTEP BbINOAHAET
OCHOBHble (PyHKLMM 1 NoTpebnseT 31eKTpnyYecTBo, Korga pabotaeT oT akkyMmynaTopa. YTobsl
COXpaHnTb BpeMs paboTbl 6aTapen (Hanpumep, eCan Bbl HAXOAUTECH B MyTW), PEKOMEHAYETCA
nepeBecTn KOMMbIOTEP B peXum rubepHaumm.

BbibpaHHOe fencTeune byaeT 3anyLLeHo Nocae Toro, Kak BCe 3anyLleHHble NPoLecChl CKAaHMPOBAHUS
6yayT 3aBeplieHsbl. Mpu Boibope 3aBeplueHne pabdboTbl 1y Mepesarpyska B 41Mas0oroBoM OKHe
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
LeaKTUBMPOBATb 3anpoLLeHHOe feNCTBME).

BbibepuTe 3neMeHT CKaHMpPOBaHMe He MOXXEeT ObITb 0TMeHeHo, 4To6bl M0/Ib30BaTeNN, He
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obnapatoLime Hy>XHbIMU NpaBaMu, He MOT I OTMEHUTb AENCTBUS, KOTOPbIE BbINMOIHSAOTCS Nocse
CKaHUPOBAHWS.

BkntounTte napameTp CKaHMpoBaHMe MOXET ObiTb NPMOCTAHOBNEHO NOJib30BaTeNeM Ha (MUH.),
4T06bI NONb30BaTENN, 0bNafatoLLMe OrpaHNYEHHBIMU NMPaBaMu, MOMIM NPUOCTaHaBANBaTb
CKaHMPOBaHMe KOMMbIOTEPa Ha ONpeaeNieHHbIN Nepros BPEMEHN.

CM. Takxe X0/ CKaHUpOoBaHMS.

0630p 3anIaHUPOBaHHbIX 3a4a4

B naHHOM amanoroBom okHe oTobparkaeTcs noapobHas nHpopmMauma o BbibpaHHON
3anJaHUpPOBaHHOM 3a4a4e, eC/iM ABaXK bl LWENKHYTb HaCcTpanBaemyto 3afady Wan WeaKHYTb NpaBown
KHOMKOW MbILIW HacTpanBaeMyto 3aga4vy NiaHUpPoBLLNKa 1 BbibpaTb komaHay MokasaTb
mHcdopMaumio O 3apaye.

CBepeHus o 3apaye

BeeauTe uMA 3apaum, BbibepuTte TUN 3apa4m 1 LenkHUTe fanee.
* 3anycK BHELUHEro NPU0XXeHUA: N1aHNPOBaHNE BbINONHEHNS BHELLHENO NPUI0XKEHUS.

* OGcny>XxMBaHue XXypHana - B paninax XypHana Takxe CoLepXXaTCa 0CTaTKW yAaNeHHbIX
3anucen. ITa 3afa4va perynspHo onTUMM3UPYET 3anncy B harnax xXypHana ana 3hPeKTUBHON
paboThbl.

* NMpoBepkKa ¢annoB Npu 3arpysKe CUCTEMbI: MPOBEPKa DANIOB, NCMOJIHEHNE KOTOPbIX
pa3peLleHo Npu 3amnycke WM BXo[e NoJib30BaTeNs B CUCTEMY.

» Co3aaTh CHUMOK COCTOSAHMA KOMMblOTEpa: CO3AaHNe CHUMKa COCTOSIHWA KOMMblOTepa B
ESET Syslnspector, 411 KOTOPOro cobnpatoTcs noapobHbie CBeAEHMS 0 KOMMOHEHTaX CUCTEMBI
(Hanpumep, ApanBepax, NPUIOXKEHNAX) U OLEHMBAETCS YPOBEHb PUCKA AN KaXKA0r0 NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe aliIoB 1 NanokK Ha
KOMMblOTepe.

+ ObHOBNEHME: NSIaHNPOBaHMeE 3afa4u 06HOBAEHNA NyTeM 0BOHOBAEHUS MOy NEN.

BpeMsa 3apauu

3anava 6yaeT BbINONHATLCSA PErynsipHO Yepe3 yKa3aHHbI NPOMEXYTOK BpeMeHU. BoibepnTe oauH 13
cnefyowmx napamMeTpoB.

* O.D.HOKpaTHOZ 3aaYa 6y;1eT BbIMNOJIHEHA OJHOKPATHO B YCTAHOBNIEHHbLIE OaATy U BpeEMA.

* MHOrokpaTHo: 3aga4a byaeT BbIMONHATHCA PEryispHO Yepes yKa3aHHbI MPOMeXYTOK
BpEMeHH (B Yacax).

* EXXepHeBHO: 3a/1a4a 6y,ueT BbIMNOJIHATBCA pa3 B CYTKN B YKa3aHHOE BpPEMA.
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* EXXeHepenbHO: 3a7a4a 6y,ueT BbIMNOJIHATLCA OAWNH NN HECKOJIbKO pPa3 B HEAENIO B YKa3aHHbIE
OHW 1N BpeMA.

* Mpu onpepeneHHbIX YCAOBUAX: 3a1a4a OyaeT BbiMOJHEHA NPY BO3HUKHOBEHWM YKAa3aHHOI0
cobbITHS.

MponyckaTb 3agavy, ecnm yCTPOMCTBO paboTaeT oT akKyMynaTopa: 3alava He 3amnycTuTcs,

€C/IN Ha MOMEHT MJIAHUPYEMOro 3anyCka 3afa4yn KOMMbloTep paboTaeT 0T akKyMynsiTopa. ITO TakXe
OTHOCMTCS K KOMMblOTEPaM, paboTaloLlmM 0T UCTOYHNKA BecnepebonHOro nuTaHms.

BpeMs BbINOJIHEHUA 3a4a4YU: OOHOKpPATHO

BbinonHeHMe 3aga4M: ykasaHHas 3aaada OyaeT BbiMOSIHEHA OAHOKPATHO B yKa3aHHbIe AaTy U
BpEMS.

BpeMs BbINOJIHEHUA 3a4a4YU: eXXeaHeBHO

3apaya OyneT BbINONHATLCA pa3 B CYyTKM B YKa3aHHOE BpeMs.

BpEMﬂ BbiNOJIHEHUA 3a4ad4Y . e)XeHepneJibHO

3afava 6y,ueT BbINOJIHATBCA KaXXAYyl0 HEQENIO B YKa3aHHbIE EHL N BPpEMA.

BpeMﬂ BbiMOJIHEHUSA 3a4d4YU: NMPHU
onpeaesiéHHbIX YCNOBUAX

3aflaya 3anyckaeTcs B C/ly4ae BO3HUKHOBEHUS OAHOr0 U3 NnepeyncsieHHbIX ganee cobbiTui.
o KaXxabl pa3 npu 3anycke KoMnbiotepa
o Kaxxable CyTKM Npu NepBOM 3anycKe KoOMmnbioTepa
¢ [lpu KoMMyTUPYEeMOM nopakoyeHun K NutepHety/VPN
e Mocne ycnewHoro obHoBNEeHUA Moayns
¢ Mocne ycnewHoro o6HOBJIEHMA NPOrpaMMbl
e Bxopn nonb3oBatens
e OGHapy>xeHue yrpos

Mpy NNAHMPOBAHMUM 3a4a4mM MO COOLITUIO MNOb30BATE/b MOXKET YKa3aTb MUHMUMAJIbHbIA UHTEPBAN
MEX[y ABYMS OKOHYaAHWUAMM BbINOHEHNS 3a4a4u. HanpumMep, ec/iv nosib30BaTeslb BXOAUT B CUCTEMY
HECKOJIbKO pa3 B [ieHb, BbibepuTe 24 Yaca, 4Tobbl 3a4a4a BbINOHANACL TOILKO MPU NEPBOM BXOAE B
CUCTEMY 3a CYTKU, a 3aTeM TOJIbKO Ha ClefyIoLLNiA feHb.
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NMponyuwieHHaa 3apaYva

3afava MoxeT bbITb NponyLieHa, ecav KOMObIOTEP BbIKJIYEH WK paboTaeT 0T akKyMynaTopa.
BoibepuTe cpeaun 3TMX BapuaHTOB, KOraa AoJ/HKHa ObITh 3anyLleHa NponyLeHHas 3aadya, u
HaXMuUTe KHOMKy fJanee.

* B cnepylowee 3ansnaHMPOBaHHOE BpeMs — 3aflaHve ByneT 3anyLieHo, eCv KOMMboTep
OyneT BK/OYEH B Cliefylollee 3amnjaHnpoBaHHOE BPeMS.

* Kak MOXKHO cKopee — 3afiaHne byaeT 3anycKaTbCs Npu BKIOYEHUN KOMMNbOTEpa.

* HemeaneHHO, ecnn BpeMsi C MOMEHTa nocsieaHero 3anJIaHUPOBaHHOIO 3anycka
npesbiWwaeT (4ackl) — NpecTaBAseT BpeMs, npoliejllee ¢ MOMEHTa NepPBOro NpPomnyLLeHHOro
3anycKa 3afaHus. Ecnm 3To BpeMs npeBbIlLeHo, 3aAaHne byaeT 3anyLeHo He3aMeanTe bHO.

Ana npyMepa 3afaHns HAaCTPOEH NOBTOPHLIN 3aMycK Ka)kabln Yac. BeibpaHa onuus
HemepneHHo, ecnu Bpems, npowiealiee ¢ MOMEHTa NocJsieAHero 3anJlaHupoBaHHOIoO
3anycka, npesbillaeT (Y4achbl), a 4715 NPEBbILLEHHOr0 BpeMeHM YCTaHOBJIEHO ABa Yaca.
3apnaHue 3anyckaeTcs B 13:00, u No ero 3aBepLUeHnr KOMMbOTEP NepexoanT B CrALLNM
pPeXUM:

* KoMnbioTep BbIXOAMT M3 cnswero pexuma B 15:30. MNepBbin NponyLLeHHbIN 3anyck 3agaHns
6bin B 14:00. C 14:00 npowno Bcero 1,5 4aca, noaToMy 3agaHue byaet 3anyuieHo B 16:00.

* KoMMbioTep BbIXOAMT M3 cnswero pexuma B 16:30. MNepBbin NponyLLeHHbIA 3anyCcK 3a4a4m
6611 B 14:00. C 14:00 npowno gBa C NOSOBMHOM Yaca, NO3TOMY 3adaHue byaeT 3anyLieHo
HeMea1eHHO.

CBepeHusa o 3apave: oOHOBNEeHUeE

Ecnm HY>XHO MMeTb BO3MOXHOCTb 0OHOBSATL NPOrpaMMy C ABYX CEPBEPOB 0OHOBJIEHUI, HYXKHO
Co34aTb [iBa Pa3Hbix Npoduna obHoBneHns. Ecnm He yaacTcs 3arpy3nTb aisibl 0OHOBNEHWI C
0QHOro CcepBepa, NMporpaMMa aBTOMaTUYECKMN NEPEKYNTCA Ha APYroi. ITOT BapuaHT NOAXOAMT,
HanpuMmep, a1 HOYyTOYKOB, KOTOpble 06bIYHO OBHOBNAOTCS C cepBepa 0OHOBNEHWIA B IOKaIbHOM
CeTW, HO MPK 3TOM UX BNafeNblibl HaCTO NOAKNOYAOTCS K IHTEPHETY B APYrux CeTaX. Takum
obpa3oM, ecnn C NepBbIM NpPodnSieM BO3HUKHET ownbKa, thainbl 06HOBNEHUIA C CEPBEPOB
0OHOBNIEHWI ESET aBTOMaTUYeCKM By YT 3arpy>XeHbl Yepe3 BTOPON Npodusb.

CBepeHus o 3apave: 3dMyCK NMPUN0>XXeHuns

C NOMOLLbIO 3TOW 3aa4M MOXXHO 3alNaHNPOBaTb BbIMOJIHEHNE BHELLHEr 0 NPUJIOXKEHNA.

NcnonHsembint haun: Boibepute ncnosHaeMbln hann B fepeBe KaTasloroB Ui HaXXMUTE KHOMKY ...,
4TObbI BPYYHYIO BBECTU NYTb.

Pabo4as nanka: 3apante paboynii KaTanor BHELHEro NPUNoXeHus. Bce BpeMeHHble aibl
BbibpaHHOro B none UcnonHsembin hann danina byayT cospgaBaTbCa B 3TOM KaTanore.

MapameTpbl: NapameTpbl KOMaHOHOW CTPOKN 4S8 NPUNOXeHUs (HeobsazaTensbHO).
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Haxxmute KHOMKY FNotoBO A/14 NPUMEHEHNA 3ada4l.

CpeACTBO OYUCTKU CUCTEMDI

Mocne yaaneHust yrpo3bl CPeACTBO OYNCTKM CUCTEMbI MOMOraeT BOCCTAHOBUTb KOMMbIOTEP [0
COCTOSAHMSA, MPUrOAHOM0 K 3KCMyaTauun. BpedoHOCHbIE NPOrpaMMbl MOTYT NPUBECTU K OTKJIOYEHUIO
TaKMX CUCTEMHBIX NPOrpamMMm, Kak peaakTop peectpa nam obHoBaeHNs Windows. CpeicTBO 04NCTKHU
CUCTEMbI OQHUM LLENYKOM BOCCTaHABAMBAET AN AAHHOW CMCTEMbI 3HAYEHWS 1 NapaMeTpbl No
YyMOJIHaHMIO.

CpeacTBO 04YUCTKM CMCTEMbI CO06LLEeT 0 NPoBIeMHbIX MapaMeTpax B NATU KaTeropusx:

* HacTpomnku 6e3onacHOCTMU: N3MEHEHNS B MapaMeTpax, KOTOpble MOryT MPUBECTU K
NOBbIWLEHNIO YA3BUMOCTIW Ballero KOMnbOTEpPa, HanpnmMmep N3MeHEHNA B LI,eHTpe obHoBNEeHUS
Windows.

* CHUCTeMHble NnapaMeTpbl: N3MEHEHNE CUCTEMHbIX MAapPaMeTpPoOB, KOTOPOE MOXKET N3MEHMUTb
noBefeHNe KOMMbIOTEPa, HAaNpPUMep U3MeHeHNe conocTaBneHns ansios.

* BHeLIHWIA BUA CUCTEMbI: NapaMeTpbl, BANSIOWNE HA BHELIHWUIA BUA CUCTEMbI, HanpuMep
(hOHOBBI PUCYHOK paboyero cTona.

* OTKNIOYEHHbIe KOMNOHEHTbI: Ba)XHblE KOMMOHEHThI U NPUNOXeHNA, KOTOPbIE MOTYT ObITb
OTKJIIOYEHHbI.

* BoccTaHoBJsIeHMe cucTeMbl Windows: NapaMeTpbl (YHKLUN BOCCTAHOBNIEHNS CMCTEMbl Windows,
KOTOpas faeT BO3MOXXHOCTb BOCCTAaHOBUTb MPeAblAyLLEE COCTOSHNE CUCTEMBI.

OYUCTKY CUCTEMbI MOXXHO 3aMpoCUTh B CedyoLWmMX Ciayyasx:
* Npu 0bHapPY>XEHUN Yrpo3bl;
* MpY HaxxaTum KHonkn Copoc.

|_|pl/l HeobxoaMMOCTN MOXHO npocMaTpmBaTb N3MEHEHUA U C6paCbIBaTb Ha€Tp0I7IKVI.
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INTERNET SECURITY - B X

(0§ Otsor Y 4 CpeAcTBO OYMCTKM CUCTEMbI O 7
~ CraHupoeaHWne
% kounerotepa MzmeHeHb! Heckonsko HacTpoek Windows No YyMOAYaHWH, YTO MOXET
G‘ CbBpocuTe Bee __ - -
~ o6 NOEAWATE Ha paboTy koMnstoTepa. BoamoxHO, 3TO pezynsTaT AeAcTEMHA
r= HOBNEHWE
() spegoHocHoro MO Ha eawem komneroTepe. [TpocMOTPUTE M3MEHEHNA HUXe

M Npv HeobxoAMMOCTH COPOCETE HACTPOMKM.

E CepBuc

{61 Hacrpoiika BHeWwHWA BUA CUCTEMBI e v lNokazate nogpobHocTi % Copoc
L

@'] Cnpaeka u nogaepsea

(oY Yuetnansanuce ESET
'Ze HOME

Progress. Protected.

JencTBus B CpeacTBE OYUCTKM CUCTEMBI MOXKET BbINOJHATL TOJILKO M0JIb30BaTE b C NpaBaMu
aAMUHMCTpaTOpa.

ESET SysRescue Live

ESET SysRescue Live — 370 6ecnnaTHasa cnyxebHas nporpaMMa, KOTopas No3BoJISET Co34aTb
3arpy304HbIi BOCCTAHOBUTEJSIbHbIN CD/DVD- nan USB-ANCK. Bbl MOXXETe 3anyCTUTb 3apa’KeHHbI
KOMMbIOTEP C MOMOLLbIO TaKOr0 HOCUTENS, MPOCKAHNPOBATb €ro Ha Han4yMe BPeAOHOCHbIX
NPOrpaMM N OYNCTUTL 3apa>KeHHble (aibl.

OCHOBHOE MPenMyLLEeCTBO Cy>XebHOM NporpamMmbl ESET SysRescue Live 3aK/Il04aeTCA B TOM, YTO OHa
BbIMOJ/IHAETCA HE3aBMCMMO OT OCHOBHOW ONepaLMOHHON CUCTEMbI, HO UMEET NMPAMON AOCTYN K ANCKY
1 hannnoBom cucTeme. ITO NO3BOSAET YAANATb YrpO3bl, KOTOPbIE B 0ObIYHBIX YCNOBUSAX YCTPAHUTb
HEBO3MOXXHO (HanpuMmep, Npu 3anyLweHHON onepaLoHHON CMCTEME U T. 4.).

¢ OHNanH-cnpaBKa no ESET SysRescue Live

KapaHTUH

naBHaa PYHKUNS KapaHTUHa — Be3onacHoe xpaHeHne 0bHapyXeHHbIX 06bEKTOB (Hanpumep,
BPELOHOCHbIX MPOrpaMM, 3apa>KeHHbIX halnaoB AN NOTEHLNANLHO HEXENAaTENbHbIX MPUIOXKEHWN).

KapaHTVH MOXXHO OTKPbITb U3 [1aBHOr0 OKHa MporpamMmel ESET Internet Security, LLENKHYB 3/IEMEHT
CepBuc > lonosiHUTeNbHbIe CPpeACcTBa > KapaHTuH.
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NHdopmaumio o hannax, NOMeLLLEHHbIX Ha KapaHTWUH, MOXXHO NMPOCMOTPETL B BUAe Tabanupbl,
copepKallen Takne CBefeHUs:

* 0aTy 1 BpeMsi noMeweHns dansia Ha KapaHTUH;

* MyTb K UCXOAHOMY PacrnonoXXeHuto danna;

* ero pa3mep B banTax;

* NPUYMHY NOMeLLeHna danna Ha KapaHTWH (Hanpumep, 06bekT gobaBneH Nosib3oBaTENEM);

* KOINYeCTBO 0bHapyXeHun (HanpuMep, NoBTopsAloLWMecs 0bHapy>XeHNs OOHOro 1 TOro xe
hanna nnm apxme, COAEPXKALLUIN HECKOJIbKO 3aparKeHuni).

(esX) INTERNETSECURITY

O6zop 1] 4 KapaHTuH = 7

CranupoBaHne

Bpema ma obbekTa Paz.. TpwunHa Kon., ¥uetH
KOMMBHITEDS

OBHoBneHne

E Cepsuc

HacTpoiika

Crnpaeka n nogaepxka

YueTHan sanuce ESET

HOME

MomeweHne pannioB Ha KapaHTUH

MporpaMma ESET Internet Security aBBTOMaTUYECKMN MOMELLAET YAaNeHHbIe (haitsibl Ha KAapaHTUH (ecnn
Mo/Ib30BaTE b HE OTKJIIOUMUA 3TY (YHKLMIO B OKHE NPEeayrnpexaeHuns).

JononHuTeNbHbIE (halbl ceayeT noMeLaTh Ha KapaHTUH, ecnu:
a.MX HeNb35 BblNEYUTD;
b.1X Henb3s 6e30MacHo yaanuTh;

C.OHM OTHeCeHbI MporpaMMon ESET Internet Security K 3apa>keHHbIM Mo oLwmnbKe;
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d.q)a|7|n C |'|O,D,O3pI/ITeJ'IbHOI7I dKTUBHOCTbLIO, HO HE OornpenenaeTca Mmoaysaem CKaHMpOBaHWA.

Y106bl NOMECTUTH cpa|7|n Ha KapaHTWH, MOXXHO NCMNOJIb30BaTb HECKOJIbKO NMPUBEAEHHbIX HNXE
BapMaHTOB.

a.llcnonb3yiTe PyHKUUIO NepeTacknBaHns, YToObl BPYYHYIO OTMPaBUTL (halia Ha KapaHTUH.
[lns 3TOro WwenkHuTe aiin, nepeMecTuTe ykasaTeslb MbILLN B OTMEYEHHYI0 06/1aCTb,
YOAEPXMBas HAaXXaTON KHOMKY MbILL, MOC/E Yero oTNyCTUTE KHOMKY Mbilu. Mocie 3Toro
npunoxxeHue 6yaeT nepeBefeHo B (YOHOBLIN PEXIM.

b.LLlenkHUTE hann NpaBon KHOMKOM MbIWN 1 BbibepuTe PacluMpeHHble napaMeTpbl >
MomecTuTb hann B KapaHTHUH.

c.llenkHute N3onuposaThb pann... B OkHe KapaHTHH.

d.[lns 3TOro TakXKe MOXXHO BOCMOJIb30BaTbCA KOHTEKCTHLIM MEHI0, HaXKaB MPaBO KHOMKOW
MbILLN B OKHe KapaHTUH 1 BbibpaB nyHKT KapaHTUH

BoccTaHOBJ/IeHMe U3 KapaHTUHA

®annbl, NOMELLEHHbIE Ha KapaHTWUH, MOXXHO TaK>XXe BOCCTaHOBUTb B UCXOAHOE PacCrnosioKeEHUE.

115 3TOrO LWeNHUTE NPaBol KHOMKOW MbILLIX (halin, MOMELLEHHbIA Ha KAPaHTUH, U B
KOHTEKCTHOM MEHI0 Ha)KMUTE KHOMKY BOCCTAaHOBUTD.

* Ecnm haiin NnoMeyeH Kak NMoTeHLIMaNbHO HeXXenaTebHoe NPuIoXeHne, napaMmeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAaHMPOBAHUA BKJIIOYEH. CM. TakxKe /CKoYeHns.

* KOHTEKCTHOE MEHI0 COLEPXUT TakXe (PyHKLMI0 BOCCTaHOBUTL B, KOTOpPas No3BosseT
BOCCTaHOBUTb (pa|7|n B PacCroioKeHNE, OTANYHOE OT MCXOOHOTr 0.

* OYHKLWA BOCCTAHOBJIEHNSA HEAOCTYMNHA B HEKOTOPLIX C/y4aax, Hanpumep, 4ns cpa|7|nos,
PacnoJzIoXXeHHbIX B ceTeBou Narke, JJ,OCTyI'IHOI7I TOJIbKO OJ1A YTeHWNA.

YaoaneHue U3 KapaHTUHa

LLleNnKHWTE 3NEMEHT NPaBO KHOMKO MbILLK 1 BbibepuTe KoMaHay Y aanuTbh U3 KapaHTUHA UK
Bbl6epUTE 3NEMEHT, KOTOPbIN HY)KHO YAaNUTb, U HAXKMUTE KaBuLLy DELETE Ha KlaBuaType. Bbl
TaKXXe MOXXeTe BblbpaTh 1 YIaIUTb HECKOJIbKO 3/IEMEHTOB OJIHOBPEMEHHO. Y1aleHHbIE 3/IEMEHTI
6€3B03BPATHO YAANAOTCSA C BALLEro YCTPOCTBA U U3 KapaHTKHa.

OTnpaBka anna U3 KapaHTUHa

Ecnn Ha KapaHTUH nomeLleH ¢ains, KOTOPbIN He pacno3HaH NPorpaMMon, an ann HeBepHo
KBaIMMPULMPOBAH KaK 3apaeHHbI (Hanpumep, B pe3ybTaTe oWnbKM 3BPUCTNYECKOr0 MeToAa
KoZa) 1 N30MpoBaH, Nnepenante obpasel B nccaenoBaTenbCkyo JabopaTopmto ESET Ans
nposeneHns aHaavsa. YTobel oTNpaBuUTh hain, LWENKHUTE ero NpaBon KHOMKON MbILLW 1 B
KOHTEKCTHOM MeHI0 BbibepuTe nyHKT MepeaaTb Ha aHaNMs.
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OnucaHne oOHapyXeHus

LLlenkHUTe 3n1eMeHT NpPaBoO KHOMKOW MbIlK 1 BbibepuTe NyHKT OnucaHne obHapy>xeHus, 4Tobbl
OTKPbITb 3HUMKIONEANIO Yyrpo3 ESET, KOTOpas COAepPXMT noapobHyo nHhopmaLmio 06 onacHOCTAX 1
CUMMTOMAX 3aperncTprpoBaHHOIO 3apa>keHus.

Cnegnytoune ctaTbh 13 6a3bl 3HaHWMA ESET MOTyT ObITb AOCTYMHbI TONLKO Ha aHMIMACKOM SA3bIKE:
* BoccTaHoBAeHME halia U3 KapaHTUHA B ESET Internet Security

* YnaneHne NoMeLLEeHHOro B KapaHTuH dania B ESET Internet Security

* [lpoOyKT ESET yBegomMma meHst 06 obHapyxeHun. Y1o mHe genatb?

He yaanocb oTnpaBuTb Ha KapaHTUH

Huxe yKasaHbl NMPUYMHBbI, M0 KOTOPbLIM OnpeaenieHHble aibl He MOryT 6blTb NEPEMELLLEHbI B
KapaHTWH.

* Y BaC HeT pa3peLUeHUN Ha YTeHUe: 3TO 03HAYaeT, YTO Bbl HE MOXeTe NpocMaTpmBaTh
cogepxumoe hanna.

* Y BacC HeT pa3peLUueHMi Ha 3anmuCb: 3TO 03HAYAET, YTO Bbl HE MOXXETE N3MEHATL COAEPKMMOE
danna, T. e. 106aBNATb HOBOE COAEPXXMMOE AN YAANATb CYLLEeCTBYHOLLEE.

* ®ain, KOTOpPbIXA Bbl NbiTaeTeCb OTNPABUTb HA KapaHTUH, C/IMLLKOM BeNuK: Heobxoanmo
YMeHbLUUTb pa3mep anna.

Ecan Bbl nony4mnnm coobuieHne 06 ownbke «He yaanocb 0TAPaBUTb Ha KapaHTUH», WEeNKHUTe
MoppobHee. OTKPOETCA OKHO CO CMMCKOM OWMNBOK KapaHTWHa, rAe Bbl yBUANTE UMA (haina v
MNPUYNHY, NO KOTOPOWN He yaaeTCs NOMeCTUTb (haitl Ha KapaHTUH.

NMpokcu-cepsep

B 60/1bLLNX NOKaNbHbIX CETAX (LAN) NOAK/OYEHNE KOMMbIOTEPOB K UHTEPHETY MOXET
OCYLLECTBNATLCS Yepe3 Npokcu-cepsep. OpUeHTMPYACh Ha 3TY KOHPUIypaLmnio, HY>KHO 3afaTb
OMWCAHHbIE HUXXE NMapaMeTpbl. ECM 3TOro He caenaTb, MporpaMMa He CMOXXeT 0OHOBNATLCS
aBTOMATU4YeCKW. B ESET Internet Security HACTPOWKY NPOKCU-CEPBEPA MOXKHO BbINOJIHUTL B [IBYX
Pa3HbIX pa3aenax AepeBa PaCLLUMPEHHbIX HACTPOEK.

Bo-nepBbIX, MapameTpbl MPOKCU-CEPBEPA MOXHO KOH(PUIypnpoBaTh B pasgesie [LonosHUTEIbHbIE
HaACTPOMKM, JOCTYNHOM Yyepe3 CnyxebHble nporpammel > NMpokcu-cepBep. HacTpolika Npokcu-
cepBepa Ha 3TOM ypOBHe MO3BOJISET 3a4aTb €ro napameTpbl 415 MporpaMmebl ESET Internet Security B
uenoM. OHU UCNONb3YIOTCA BCEMM MOAYNAMU NPOrpamMMbl, KOTOPLIM TpebyeTcs NoAK/II0YeHNE K
NHTepHeTy.

019 HAaCTPOMKM NapaMeTpPOB NPOKCU-CepBEpPa Ha 3TOM YPOBHe yCTaHOBUTE (hnaxok Ucnonb3oBaThb
NpokKcu-cepBep, a 3aTeM BBEAUTE agpec Npokcu-cepsepa B nosie MpokKcu-cepeep, a Takxe
YKa)X1UTe HOMep ero nopTa B COOTBETCTBYIOLLEM MOJIe.

Ecnu gns obMeHa oaHHbLIMU C MPOKCU-CEPBEPOM TpebyeTcs ayTeHTUGMKaLmMs, yCTaHOBUTE (harkok
Mpokcu-cepBep Tpebyet ayTeHTUUKALMUM, a 3aTEM 3anoiHUTe Nosis UMA nonb3oBaTens U
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Maponb. HaxmMuTe KHOMKy HauTn npokKcu-cepeep, 4ToObI aBTOMATUYECKN ONpefeSiuTb napameTpsbl
NpoKCU-cepBepa 1 NOACTaBUTbL UX. ByyT ckonnpoBaHbl NapamMeTpbl NOAKIYEHUS K IHTepHeTYy,
YKa3aHHble B Internet Explorer nin Google Chrome.

B HacTpoiikax NpPOKcu-cepBepa MMs NoJb30BaTeNS 1 NAapP0Jib HYXKHO BBOAUTL BPYYHYIO.

Mcnonb3oBaTb NpsAMOe NOAKJIOYEHUe, eC/iu NPOKCU-CepBep HeAOCTYNeH: ecsin B ESET Internet
Security HACTPOEHO MOAKJIYEHNE YEPE3 NPOKCM-CEPBEP, @ OH HeOCTYMEH, ESET Internet Security 6yaeT
06X0ANTb NMPOKCU-CEPBEP M MOAKNIOYATLCS K cepBepaM ESET HamnpsMyto.

MapaMeTpbl NPOKCU-CepBEPA TaKXKe MOXHO HAaCTPOUTL B 061aCTW AOMNOHUTENBbHBIX HACTPOEK
obHoBNIEHUS (NOCNefoBaTENbHO OTKPOVTE [LONONHUTENIbHbIE HACTPOUKK > OOHOBNEHME >
Mpodunu > O6HoBNeHUA > MapaMeTpbl NOAKIOYEHUSA N B PACKPbIBAIOLLIEMCS CNCKe Pexxum
NpoKcu-cepBepa BbibepuTe anemMeHT MogKnoyeHne yepes Npokcu-cepeBep). TU NapameTpsbl
NPUMEHSIOTCSA K KOHKPETHOMY Npodunto 06HOBAEHNS U PEKOMEHAYIOTCS AN HOYTOYKOB, KOTOpble
4acTo nonyYaloT 06HOBNEHUS CUFHATYpP BUPYCOB M3 Pa3HbIX UCTOYHUKOB. N4 nosny4yeHms
LOMOJIHUTESIbHBIX CBeAeHMIn 06 3TNX NapameTpax CM. pasgen [LonoJHUTEbHbIE HACTPONKY
obHoBNEHNUS.

NTERNET SECURITY 0 x

JononHutenbHble HacTPOUKU Q X
| Moaynt o6Hapyxenna @B = Mpokcn-cepeep 9
| O6Hoenexne @D Menone3oeate NpoKcU-cepeep @ i

3aWMTS CETH i

WMHTEPHET W 3NeKTPOHHARA

nouta

KOHTpOAb YCTPOWCTE i

CepBKc o

®aiinel XypHana i}

.. [poKken-cepaep Haiittn npokcu-cepeep O6HapyXHUTb

WUrpoeoid pexum

AnarHocTMea

WHTepdeiic Nnons3oBaTena
YBefoMNeHNA

HacTpolikun
KOH(UAEHLUWANBHOCTH

Mo ymonuanmio m Otmena

BbiOop obpasua ana aHanusa

Mpy 06HapPYyXXeHUI NOA03PUTENLHOrO (aiiNa Ha KOMMbOTEPE UM MOA03PUTENBHOMO CaliTa B
WHTepHeTe ero MoXXHO OTMPaBMTb Ha aHa/IN3 B UCCNIE0BaTENbCKYIO NabopaToputo ESET (MOXET ObITb
HeOOoCTYMHO B 3aBUCMMOCTM OT KOH(UrypaLum ESET LiveGrid®).
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Bbl MOXXeTe 0TNpaBAATb TONbKO 06pa3Libl, KOTOPbIE COOTBETCTBYIOT MO KpaHeN Mepe 04HOMY
N3 Cneaywmnx KpUTepres:

* Mporpamma ESET He obHapyxunBaeT obpasel.

» Obpa3zel ownboYHO 0OHaPYKMBAETCS KakK yrposa.

* Mbl He NPUHMMAEM NNYHbIe Palnbl (KOTOPbLIE Bbl XOTUTE NPOCKAHMPOBATb Ha Haanyne
BPEOOHOCHbIX MPOrpaMM C NMoMoLLblo ESET) B KayecTBe 06pa3LoB (BUpycHas nabopatopus ESET
He MPOBOAMUT CKaHMPOBAHME MO 3anpocy NnoJsib3oBaTesnen).

» Tema NUCbMa A0/KHA OMUCLIBaTbL NPO6aeMy, a TEKCT AO/KEH COEPXKaTb Kak MOXXHO bonee

NOJIHYIO MHpopMaLMIo O paine (Hanpumep, CHUMOK 3KpaHa nnu agpec Beb-canTta, C KOTOPOro
OH OblN 3arpy>eH).

OTnpasuTb 0bpa3zey (hann nnm seb-cant) Ha aHaM3 B ESET MOXKHO OAHUM W13 Cieayowmnx cnocobos.

1. Bocnonb3ynTtecb hopmon oTrnpaski obpasua B cBOEM NpoaykTe. YTobbl OTKPLITb €€, HAXXMUTE

CepBuc > OTnpaBka obpa3ua Ha aHaNu3. MakCUMMasbHbIA pa3Mep oTnpasnsemMoro obpasua —
256 MB.

2. ®ann TakxXe MOXXHO OTMPaBUTb MO 3/IEKTPOHHOW noyTe. Ecnm 370T cnocob ans Bac yaobHee,
3aapXuBMpPynTE (Panbl C MOMOLLLIO NPOrpaMMbl WinRAR/WiInZIP, 3alLMTUTE apXxunB naposem
«infected» 1 OTMPaBbTE €ro rno agpecy samples@eset.com.

3. Y106kl COOBWMNTL 0 CName, IOXKHOM 0BHapYy>XXeHMK cnaMa unmn Beb-canTax, KOTopble MOAY /b
POONTENLCKOr0 KOHTPOJIA OTHEC HEe K TOM KaTeropun, 03HaKOMbTECb C 3TON CcTaThen B Hase
3HaHWW ESET.

B thopme Bbibop obpasua pns aHanusa BbibepnTe packpbiBatolleecs MeHio MpuyunHa oTnpaBKu
cdanna 1 ykaxxute Hanbonee noaxoasiiee onvcaHMe CBOero coobLleHns:

¢ [Nooo3pUTENbHLIV hann

* [1oA03pUTENLHLIA CanT (BeB-CalT, 3apa’KeHHbI BPe4OHOCHOW NPOrpamMmon)

* J1o)KHO 0OHapPY)XEeHHbLIN cCanT

* JIOXKHO 0BHapy >XeHHbIN hainn (hann obHapyXeH Kak 3apa>keHHbIN, XOTS He ABASeTCA
TaKOBbIM)

 [lpyroe
danun/caT: NyTb K OTNPaABASEMOMY Ha aHanu3 anny mnm seb-canTy.

Appec 371eKTPOHHOM NOYTbI: aapec OTNPaBAseTCsa B ESET BMECTe C NoA03pUTe/bHbIMK (hainamm 1
MOXXET 1CMO0/Ib30BaTbCA A5 3anpoca AOMNOJHUTENbHONW MHGOoPMaL MK, HeobXx0aMMON Ans aHanmnsa.
YKa3biBaTb aflpec 31eKTPOHHOM NoYTbl Heobsi3aTeNbHO. YT0bbI HE 3aN0NHATL 3TO NoJie, Bbibepute
BapuaHT OTNPaBUTb AaHOHUMHO

MOCKONIbKY KaXXAbl/i IeHb Ha cepBepbl ESET NOCTYyMaloT AECATKM ThiCAY (halnoB, HEBO3MOXHO
OTNPaBUTb OTBET Ha Ka)kAbl 3aMpoc. Bam 0TBETAT TOJIbLKO B TOM C/ly4ae, ec/iv 4N aHaan3a
notpebyeTca OONONHUTENbHAsA MHDOPMaLMS.

Ecnn obpasel, oKaXKeTCs BPeAOHOCHbLIM NMPUI0XKEHNEM Unn Beb-CanToM, ero obHapyxeHune
bynet nobasneHo npu cneapyowem obHOBNEHNN NPOrpamMmsbl ESET.
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BbiOop obpasua pnsa aHanusa —
nono3puTtesibHbin pann

O6Hapy>XeHHble NPU3HAKU U CUMNTOMbI 3apa>keHUsA BpeJOHOCHOW NPOrpaMMON: BBEANTE
onucaHne NoBefeHNs NoL03PUTENLHOIO (haiiia Ha BalLleM KOMMbOTEpE.

NcTo4yHuK channa (URL-aapec Uam NoCTaBLLUK): YKaXKNTE UCTOYHUK haisia u onuwnTe, Kak OH
nonaJs Ha Ball KOMMbOTEp.

MpumeyaHusa n gononHuTenbHas MHGOPMaALMA: 34eCb MOXKHO BBECTU AOMONHUTENbHYIO
MHMOPMALNIO USIN ONUCAHNE, KOTOopble MOMOryT B 06paboTke Nofo3puTeNnbLHOro daina.

MepBbin NapameTp (OOHapy>XeHHbIe NPU3HAKKU U CUMNTOMbI 3apa>keHUsA BPeJOHOCHOM
nporpaMMon) sensetcs 0bs3aTeNbHbIM, HO NMPeaoCTaBAeHE AONOSHUTEIbHON HOPMaLUN
TaKXXe 04eHb MOMOXeT nageHTudnumnpoBaTh 1 obpaboTaTh 06pa3ubl B NabopaTopun.

BbiOOp oOpa3ua pnsa aHanumsa —
nopno3pUTesibHbIN CauT

B packpbiBatoLieMcsi MmeHto NMpodbnema ¢ cauTom BbibepnTe 04HO U3 CNeayoLWmX 3Ha4YEHUNA.

* 3apa>keHHbl|: Be6-CalT COAEPXXUT BUPYChl NN ApYriie BPeLOHOCHbIE MPOrpaMMbl, KOTOpPbIE
PACNpPOCTPAHSATCSA pa3IMyHbIMUK cnocobamu.

* GULLIMHI YaCTO NCMOJIb3YETCH ANS NOJYYEHMS OOCTYNa K KOHDUAEHUMANbHbIM CBEEHUNAM,
TaKMM Kak HoMepa 6aHKOBCKMX CHETOB, PIN-KOAbI U T. N. [ONONHUTENbHYIO0 MH(OopMaLuunto 06
3TOM TUME aTaKMN CM. B [JI0CCapUN.

* MowweHHUYeCKMI: DasbLUMBBIA NN MOLLEHHNYECKMI BEO-CallT, Co3AaHHbIA a5 ObICTPOro
nosyyveHns npubbian.

* BoibepuTe [ipyroe, eciv BhilLeyKa3aHHbIE BapnaHTbl HE COOTBETCTBYIOT CaliTy, 0 KOTOPOM Bbl
coobLaeTe.

NMpuMeyaHusa U AONOJIHUTENbHAA VIHCbOpMaLI,VISI: MO>XHO BBECTU OONOJIHATEJ/IbHbIE CBEAEHUA NN
OonncaHmMe, KOTOpblE NOMOTYT MPOaHaAIN3NPOBATb I'IOlJ,O3pI/ITeJ'IbeIIZ Beb-canT.

BbiOOp oOpa3ua ana aHanusa — JIOXKHO
oOHapy>XeHHbIN hann

Mbl NPOCM OTMPaBAATb (habl, KOTOPble 06HAPYXMBAIOTCA KaK 3apa>keHHbIe, HO MpK 3TOM He
SBNAOTCA TAKOBLIMW, YTOOLI Mbl MOT/IN YIYHLIUTb Hall MOAYJb 3alMTbl OT BUPYCOB W LUMMOHCKUX
nporpamMm 1 obecneymnTb 3aWwmnTy APYrMM nonb3oBaTensaM. JIoxkHoe obHapy>KeHne BO3MOXHO, KOraa
wabnoH thanna coBnafaeT C TakuM xe wabaoHoM, NPUCYTCTBYIOLUM B MOAY e 0BHapyXeHus.

NMsa n Bepcus NpUIOKEHUSA: MM MPOrpamMmMbl U ee Bepcus (Hanpumep, HoMep, NCEBLOHVM U
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KOZ,0BOE Ha3BaHwue).

NUcTouHMK panna (URL-appec Uam NoCTaBLUMK): YKAXKNTE UCTOYHUK haina U oNULINTE, KaK OH
nonas Ha Ball KOMMbloTEp.

Lenb npunoXeHus: 370 obLiee onucaHne NpuioxXeHus, ero Tuna (Hanpumep, Gpaysep,
npourpeiBaTeNb MyibTUMEANA U T. M.) N PYHKLMOHATBHOCTMW,

MpumeyaHusa n pononHuTenbHas MHGOPMaALMUA: 3€Cb MOXXHO BBECTU AOMONHUTENbHYIO
NHGOPMaLIMIO UK ONMCaHNE, KOTopble MOMOryT B 06paboTke Noao3puTensHOro daina.

MepBble TPy NapaMeTpa HYXXHO YKa3aTb, 4TOObl NAEHTUHONLMPOBATL HOPMasbHbIE
NPWUNOXKEHUS N OT/IMYNTL NX OT BPEAOHOCHOr0 KoZa. MpeaocTaBneHne ONOAHUTENbHOW
NHGOPMaLMK B 3HAYUTENBHON CTENEHN NoMoraeT nabopaTopun B Npouecce naeHTuduKaunum n
0bpaboTkn 0bpasLos.

BbiOop obpasua pna aHannsa — JIOXKHO
OOHapy>XeHHbIN CaNUT

Mbl NPOCKMM OTNPaBAATb HaM CBELEHMSA O CalTax, KOTOPbIE ONpeAesieHbl Kak 3apa’keHHble,
MOLLUEHHMNYECKNE NN DULLNHTOBbIE, HO TaKOBbIMU He ABASAIOTCA. JIOXKHOE 0OHapy>XeHe BO3MOXXHO,
Korga wabnoH ganna coBnagaeT C TakMM Xe WabsoHOM, NPpUCYTCTBYOWMM B MOAY1e
obHapyxeHunsa. OTnpaBbTe HaM cBegeHus 06 3ToM Beb-canTe, 4TOObI Mbl MOMIN YAYHLWNTL Hal
MOAYJb 3alMTbl OT BUPYCOB U (PULLNHIA 1 06ecneynTb 3awuTy ApYrux nosib3oBaTenei.

MpuMevaHusa u gononHuTesNbHasA UHPOPMaLUA: 3[eCb MOXXHO BBECTY AOMNONHUTESNbHYIO
VHOPMaLMIO UK OMUCaHKe, KoTopble MOMOryT B 0bpaboTke Noao3puTeNbHOro Bed-canTa.

BbiOOp oOpa3ua pnsa aHanumsa — gpyroe

DTOT BapuaHT ciedyeT NUCNoJib30BaTb, €C/N (hanl HEBO3MOXKHO OTHECTU K KaTeropumu
Mopo3putenbHbin hann nnn JlokHoe cpabaTbiBaHue.

MpuunHa oTnpaBku danuna: sBegnTe nogpobHoe onucaHne n NPUYMHY OTNpaBkK anna.

LLeHTp 0OHOBNEHMA Microsoft Windows®

OyHKUNS 0OHOBNEHNSA Windows SBASETCSH BaXXHOW COCTABMIAIOLLEN 3aLLUUTbI NOJIb30BaTENEN OT
BPEAOHOCHbIX NporpamMM. Mo 3Ton npmynHe o6HOBEHMA Microsoft Windows cielyeT yCTaHaB/IMBaTb
cpa3y nocse ux nossneHus. NporpammHoe obecneveHmne ESET Internet Security yBeJoOMAsIET
nonb3oBaTens 06 oTCyTCTBYOLWNX 0OHOBAEHNSX B COOTBETCTBUMN C BbiOpaHHLIM YPOBHEM. [1OCTYMHbI
cnenyowme ypoBHU:

» be3 0OHOBJIEHMIA: 3aNPOChl Ha 3arpy3Ky 0OHOBNEHUIA CUCTEMbI He 0TOBpaXKatoTCA.
* HeobsA3aTenbHble 0OHOBNEHUA: 0TOOPAXKAOTCSA 3aMNPOCh Ha 3arpy3Ky 0OHOBIEHMNIA C HU3KUM

1 60s1ee BbICOKMM YPOBHEM MpUOPUTETA.
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* PekomeHayeMble OOHOBNEHUA: 0TOOPaXKaloTCS 3anpochl Ha 3arpy3Ky 06HOBNEHUIA C
06bI4HbIM 1 BOoNee BbICOKUM YPOBHEM MPUOPUTETA.

* BaxkHble 06HOBNEHUA: 0TOOPaXKaloTCA 3aNpoChl Ha 3arpy3Ky 06HOBMEHNIA, MOMEYEHHbIX Kak
Ba)KHble 1 C 60s1ee BbICOKMM YPOBHEM MpuopuTeTa.

* Kputnyeckne o6HOBNEHMSA: N0/1b30BATENO NPeaiaraeTcs 3arpy3nTb TONbKO KpUTUYECKME
obHoBMEHUS.

[nsa coxpaHeHns namMeHeHUN HaxxmuTe KHornky OK. [Mocne npoBepkmu cTaTyca cepsepa 0bHOBIEHUN
Ha 3KpaH byaeT BbiBeeHO OKHO «O6HOBNEHMSA cUCTeMbI». [103TOMY faHHble 06 06HOBAEHUN CUCTEMBI
MOryT ObITb HEAOCTYMHbI HENOCPEACTBEHHO NOC/AE COXPAHEHNS U3MEHEHUN.

Ounanorosoe OKHO — OOHOBJIEHUA CUCTEMbI

Mpn Hann4um obHOBNEHNI A5 BalLen onepaLnoHHON CUCTeMbl NporpaMMa ESET Internet Security
noKaXkeT yBeAOMJIEHNE B [J1aBHOM OKHe rnporpaMmbl > 0630p. LenkHnte [JlonosHUTE NbHbIE
cBeAeHms, 4T0bbl OTKPbITb OKHO 0OHOBIEHNI CUCTEMBI.

B okHe «O6HOBNEHUSI CUCTEMbI» NPEeACTaBAEH CMUCOK AOCTYMHbIX OOHOBMIEHNIA, FOTOBbIX AJS
3arpy3Ku 1 yCTaHOBKU. Tun 06HOBNAEHMSI 0TOBparkaeTcs psioM C ero Ha3BaHNEM.

[BaXkObl WeNKHUTE Nobyto CTpoky 06HoBAEHMS, 4T0Bbl 0TOBPa3nTb OKHO HdopmMaLmsa 06
0bHOBJIEHNSAX, CoAepXKallee AONONHUTENbHYO MHGOPMaLLMIO.

LLlenkHuTe 3anycTuTb OOHOBNEHUEe CUCTEeMbI, HTOObI 3arpy3uTb U YCTAaHOBUTL BCE NEPEeYNCIEHHbIE
06HOBNIEHMSI OMEePaALIMOHHON CUCTEMBI.

NHdopmaumnsa o6 obHoBneHusax

B okHe «O6HOBIEHUSI CUCTEMbI» NPEeACTaBAEH CMUCOK AOCTYMHbIX OOHOBMEHWIA, TOTOBbIX AJS
3arpy3Ku 1 yCTaHoBKW. YpoBeHb NprnopuTteTa 06HOBNEHMS 0TODBpa)kaeTCsa cnpaBa OT ero Ha3BaHus.

HaxmMnTe 3anycTutb 0OOHOBNIEHME CUCTEMBI, YTOObI HavyaTb 3arpy3Ky U yCTaHOBKY 0OHOBNEHNIA
onepaunoHHON CUCTEMBI.

LLlenkH1Te NpaBon KHOMKOW Mbiwy Nt06yo CTPOKY 06HOBREHNS 1 HaxxmuTe MokasaTtb
nHdopmaumio, 4Tobbl BLIBECTY Ha 3KPaH BCMNJIbIBAOLLEE OKHO C AOMOJHUTEIbHON UH(OPMaLnen.

CnpaBka 1 nogaepXxka

B ESET Internet Security €CTb CpeACTBa A5 YCTpaHeHUs npobnem n nHhopmaums no noanepxke,
KOTOpble MOMOryT pewwnTb NPo6aeMbI, €CIN OHU BO3HUKHYT.

@ JiInueH3us

* YcTpaHeHue npobsieM c NMLEH3UEN: LLENKHUTE 3TY CCbIIKY, YTOObI HANTK peLleHuns
npobsem c akTUBaLMER NN U3MEHEHNEM NINLLEH3NN,
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* N3MeHunTb NnueHsuio. LLlenkHuTe, 4Tobbl OTKPbITh OKHO aKTMBaLWW 1 aKTUBMPOBaTb
NPOAYKT. ECM yCTPONCTBO MOLAKNOYEHO K ESET HOME, BblbepuTe MnUeH3no B CBOEN YHETHOM
3anucu ESET HOME unu fobaBbTe HOBYIO.

(8) yctanoBneHHbIit NPOAYKT

* HoBbie BO3MOXXHOCTH: LLENIKHUTE 3TOT 3/IEMEHT, YTOObl OTKPbITb OKHO CBEZIEHWIA O HOBbIX U
YNYYLIEHHbIX PYHKLMSIX.

* O nporpaMmMe ESET Internet Security: Ha 3KpPaH BbIBOONTCA VIH(pOpMaLI,I/IFl 0 BaLlen Konuun
nporpammbl ESET Internet Security.

* YcTpaHeHue npobnem ¢ npoAyKTOM: WENKHUTE 3TY CCbINKY, YTOOblI HAWTK peLleHns 4acTo
BCTpeyvatowmxca npobnem.

* U3MeHUTb Nnporpammy. LLleskHNTE, 4TOObI y3HaTb, MOXXHO JIN CMEHWTb ESET Internet Security Ha
APYIYI0 NMHENKY NPOAYKTOB B paMKax TEKYLLEN JIMLEH3NN.

@ CTpaHMua CNpPaBKM - HAXXMUTE 3TY CCbISIKY, YTOObI OTKPbLITL pa3genbl CpaBku ESET Internet
Security.

@ Cny)x6a TeXHu4eckom noanep>XXKu

O ba3a 3HaHuWK: B Ha3e 3HaHWI ESET coaep»XaTcs 0TBeThl Ha Hanmbonee 4acTo 3aflaBaeMble
BOMPOChI, @ TAKXXE PEKOMEHLYEMble peLleHns pa3inyHbix npobnem. basa 3HaHWMI perynspHo
0bHOBNAETCH TEXHMYECKMMUM CNeunanncTamm ESET, 4TO AenaeT ee CaMbIM M0JIE3HbIM UHCTPYMEHTOM
ANs peleHmnsa pasHoobpasHbix npobnem.

O nporpamMme ESET Internet Security

B 3TOM OKHe cofep>XaTcs cBefeHuns 06 YCTaHOBJIEHHOW BEPCUN ESET Internet Security 1 0 BalleM
KOMMbloTEpe.
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(es[3) INTERNET SECURITY

Obsop (1 4 O nporpamme ?
CkaHHpoBaHme ESET Internet Security™, eepcva 16.0.20.0
KoMneraTERa Hoeoe nokoneHwe TexHonorma NOD32,
( 022 ESET, spol. s r.o. Bce npaga 3awmueHsl.
OBHoBNEHNE _ P ’r T
3TOT NPOAYKT 2auMuied nateHtom CLUA N2 US8343592.
Cepenc JIueHIMoOHHOE CorAalleHne ¢ KOHeYHEIM Nonk2oearenam (2
MonuTtuka koHbaesHUMaNbHOCTH (2
HacTtpoiika

Mima nonszoeatend: DESKTOP-ILTJID9User
WMma yerpoicrea: DESKTOP-ILTIIDS
I:I'I dEKa W No EPHKa a ) = CovTMD -
® P DRIED WMima pabouero mecta: DESKTOP-ILTJID9-1

Yyetnan 3annce ESET

Mpegynpexgenmne: 31a NporpamMMa 3alLMLLEHE 3AKOHAMM W MEXAYHIPOLHEIMI COMNALLEHHAMK 06
aBTopCknx npaeax. [oAHoE WK Y3CTUHMHOE KOMMPOBAHWE W PACMPOCTPaHEHNE NPOgYKTa AHoGbIMMN
cpeacTeamu Ges cneunaneHoro paspewwerna komnanim ESET, spol. s r.o. cTpore sanpeweno n Byaer
NPEeCnesoBaTboA B MaKCUMANEHO EO3MOMXHOM N0 3TUM 33KOHAM CTEMNEHW N0 BCEMY MUY,

ESET, norotwun ESET, ESET Internet Security, LiveGrid, norotun LiveGrid, Sysinspector asnatoTca
33pErMCTPMPOBAHHEIMN TOBAHEIMMW JHAKAMKM WIW TOBAPHLIMUN 3HAKAMK komnannm ESET, spol. s.rno. B
Esponeiickom cot3e u/wnn gpyrux cTpaHax. Bee npoune ToBapHbIE 3HAKN ABNAKOTCA COBCTBEHHOCTEIO
COOTEETCTBYHILLMK ENAJENBLEE.

LenkHnTe MokasaTb MOAYAM, 4TOObI MPOCMOTPETL MHHOPMALIMIO O CMUCKE 3arpy>KeHHbIX Mofy e
nporpammbi.

* YT06bI CKONMPOBaTb UHDOPMaLMo 0 Moaynsax B bydep obmeHa, NCNOSIb3ynTe KOMaHAy
KonupoBaTb. 3T0 MoxeT bbiTb M0Ne3HO Npu yCcTpaHeHnn npobaem nam obpalieHmm B cyxby
TEXHNYECKOWN NOOAEPIKKN.

* LLlenkHnTe Moaynb obHapy>XeHus B okHe «Mogysin», 4Tobbl OTKPbITL CalT ESET Virus Radar,
KOTOPbIA COOEPXUT NHGOPMaLIMIO 0 KaXX40N Bepcun Moaynst obHapyxeHms ESET.

HoBOCTM ESET

B 3TOM OKHe ESET Internet Security peryiispHo 0To6pa)katoTcsi HOBOCTM KOMMaHWK ESET.

OYHKLMSA BHYTPUNPOrpPaMMHOro obMeHa coobLLeHNsMIN NpefHa3HaYeHa a5 UHGOPMMPOBAHUS
Nosb30BaTesNIeN 0 HOBOCTSX ESET U Anst Apyrux coobuweHnin. 0ns oTpaBKyM MapKeTUHIOBbIX
coobueHnin TpebyeTcsa cornacue nosib3oBaTens. MapKeTUHIoBble COOBLLEHNS MO YMOYaHMIO He
OTNPaBASAIOTCA MNOJb30BaTeN0 (0TOOPaXKaeTCs Kak BONpoc). BkaoyeHne 3Toro napamMeTpa 03HavaeT
Balle corfiacue Ha noJlydYeHne MapKeTUHIoBbIX CoobLeHni ESET. ECM Bbl HE XOTUTE NOay4YaTh
MapKeTUHroBble MaTepuasbl ESET, 0TKO4YNTE NnapameTp OTobpakaTb MAapKeTUHIOBble
coobLieHun.

YT06bl BKNKOYUTL UAN OTKOHYUTD noslyvyeHne MapKETUHIOBbIX Co06LEeHNIN BO BCMNbIBAKOLLEM OKHE,
cnen,y|7|Te NHCTPYKUUNAM, KOTOPbIE NMPUBELEHbI HNXE.

1. OTKpOMITE rNaBHOE OKHO CBOEro NpoaykTa ESET.
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2. HaxxmuTe knasuwly F5, 4Tobbl NepeiTn K pa3aeny PacluMpeHHblie napaMeTpbl.
3. LLlenkHUTe YBeaoMneHus > UHTepaKTUBHbIE NpeaynpeXxaeHus.

4. 3mMeHnTe napameTp OTOOpaxkaTb MApPKeTUHIroBble COODLLeHus.

NTERMET SECURITY o e
JononHutensHble HaCTpPOUKHU Q X
| Moaynk 0bHapyxeHua COCTOAHMA NPUACKEHWUA 5
| O6HoBAEHNE
YBegomMAeHWA Ha paﬁouem crone b
3ALNATA CETH
n
e e T B WHTepakTMBHEIE NpeaynpexaeHns 5

nouta
WnTepakTBHbIE NpegynpexaeHms

KoHTpone ycTpoiicte OTobpaxaTe MHTEPAKTMBHBIE NP ELyNPEALEHNA n i)

Cepeic

~ O6men coobULEHMAMM B Mporpamme
WuTepgeic noab3osatens

':}TC'E[’:E.\HETI: MApKETUHIOBBIE -:CCELLI'EHLIF! 0 0
YBeAoMASHWA
Mepeagpecauwna

Oxno coobugenmna [ ]
HacTpoiikun
KOHqJH,:lE'HLI,MaﬂbHOCTH ABTOMAETHYECKIW 33KPEBIEATE OKHA -:CC'ELLI,EHHH D

- a4 Cad
EFEI’.IFI OTODPAXEHNA B CEKYHAAX 2U o G
MogTeepxgeHnn MzmerHuTe a
Mo ymonuanmo G‘DK OtmeHa

OTnpaBKa AaHHbIX O KOH(MUrypauum cCucTeMmbl

Y706bI IMETb BO3MOXHOCTb MakKCMManbHO BbICTPO M 3h(PEKTNBHO OKa3biBaTb NOJIb30BaATENAM
MOMOLLLb, KOMMaHWKM ESET TpebyeTcs nHdopMauus o KOHGUrypaumm ESET Internet Security, Noapo6Hble
CBEEHUS 0 CUCTEME MOJb30BaTENS U 3aMyLEHHbIX B HEN npoLeccax (than xypHasa ESET
SysInspector) 1 faHHble peecTpa. KoMnaHus ESET NCNONb3yeT 3Ty MHOPMaLIMIO TONbKO ANs
NpefoCcTaBNeHNS KIIMEHTY TEXHUYECKON MNOAAEPKKM.

Mpu oTnpaeke Beb-thopmMbl B ESET 6yayT OTNpaB/eHbl 1 AaHHbIE 0 KOHUIYypaLMmn CUCTEMBI.
YcTaHoBUTE (hnaXkok Bcerpa oTnpaBaATb 3TU CBeAeHUA, €C/I HY)KHO 3aNOMHUTb AaHHoe
LEeiCTBME ANA TeKyLwero npouecca. Ytobbl 0TNPaBUTb hOpPMyY, HE OTNPaBANAA AaHHbIE, LeNKHUTe
3neMeHT He oTnpaBnATb paHHble. B 5TOM ciyyvae ana obpalleHus B cnyxby TEXHNYECKOW
noaaepXKu ESET cneflyeT MCMO0/Ib30BaTbh COOTBETCTBYIOLLYIO OHANH-GOpMY.

HacTpouTb 3TOT NapameTp MOXHO 1 MO-APYroMy: Nnocsie0BaTe/IbHO WENKHUTE 3/IeMEHTHI
PacwunpeHHble napameTpsbl > CepBuUC > IMArHoCTUKa > TexHnyeckas nogaepxkKa.

Ecnv Bbl pewnan oTnpaBuTb AaHHbIE 0 CUCTEME, HYXXHO 3aMoJIHATL U OTNPaBuThL Beb-hopmy. B
NMPOTMBHOM CJlydae 3anpoc co3haH He ByaeT n faHHble 0 cucTeme ByayT NoTepsiHbl.
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Cnyxba TexHM4eCKon noanep>xkKu

B rnaBHOM OKHe nporpammsl WenkH1uTe CnpaBka u nogaepxxka > Cny>x6a TexHn4yeckomn
noanepXKu.

OOpaTUTLCA B CNY)XXOY TEXHUYECKOWN NOA A EePXKKHU

3anpoc B cny>X0y noapepXXKu: eciv He yAaeTCa HalTu OTBET Ha BOMPOC, MOXXHO 06paTnTbCS B
CnyXby TeXHMYEeCKon NoALAEPXKM ESET C MOMOLLbIO (hOPMbI, PacnosioKeHHOWN Ha Beb-canTe ESET. B
3aBUCUMOCTY OT HAaCTPOEK Ballero NpoAyKTa nepej 3anonHeHnem Bed-hopMbl MOXET NOSBUTHCA
OKHO ANf OTNpPaBKW AaHHbIX 0 KOHMUIypaLmm CUCTEMBI.

MonyyeHue nHopMmauum gna cnyXXodbl TeXHUYECKON
noapepXxku
MHd)OpMaI.IMH ana Cny)Kﬁbl TexXHU4YecKomn noppnep>XkKu: B OTBET Ha 3amnpoc CKOHMpyﬁTe n

0TNpaBbTe MHHOPMALMIO B CY>XXOY TEXHNYECKON NOALEPXKM ESET (HanpuMep, CBelEHUS 0
NNLEH3UN, UMEHW NPOAYKTA, BEPCMU NPOAYKTa, ONEPaLMOHHON CUCTEME 1 KOMMbloTepe).

ESET Log Collector — CCblfika Ha CTaTblo B Dase 3HaHWM ESET, OTKYAa MOXXHO 3arpy3nTb NPorpamMmmy
ESET Log Collector, KOTOpasi aBTOMaTUYECKN COBUPaAET MHDOPMALMIO 1 XKYPHabl C KOMMbOTEPA, 4YTOObI
YCKOPUTb peLueHne r|po6neM. ﬂ,OI'IOJ'IHVITeJ'IbeIe cBegeHmsa MOXXHO MPOCMOTPETDL B OHJTaNH-
pyKoBOACTBE MoJsib3oBaTens ESET Log Collector3fech.

BkatounTe paclivpeHHoe BeeHe )KYPHAJI0B, YTobbl CO34aTh pacLUMPEHHbIE XYPHasbl A5 BCEX
AOCTYMHbIX KOMMOHEHTOB 1 MOMOYb pa3paboTyrkam B ANArHOCTMKE U peweHnn npobnem. Ons
MWHUMaNbHOW CTEeNeHN AeTaan3aunun ypHana yCTaHOB/EH ypoBeHb [lMarHocTuKa. PaclumpeHHoe
BeleHMe XypHanoB OyaeT aBTOMAaTMYECKM OTKJIIOYEHO Yepes [IBa Yaca, €C/IM Bbl HE OCTAHOBUTE €ro
paHblue, WwenkHyB OCTaHOBUTL paclLUMpPeHHOe BeaeHne XypHanoB. Korga Bce XypHanbl 6yayT
Co3[laHbl, 0TOOPA3NTCA OKHO YBEAOMIEHUS ANsi NPSIMOro AOCTYNa K Nanke AnarHOCTUKK, B KOTOPOM
COLlepXXaTCsi CO3AaHHbIe XYPHaJbl.

YyeTHas 3anucb ESET HOME

CocTosHMe noakveHns y‘-IeTHOI7I 3anncun ESET HOME MO>XHO NPOCMOTPETL B [JTAaBHOM OKHE
nporpaMmbl > YyeTHaa 3anucb ESET HOME.
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(es[E) INTERNETSECURITY - B X

Ofop © ESET HOME 7
CraHupoBaHue
KOMAbHTEDE ~ ~
3TO YCTPOWCTED HE NOAKNKOYEHO K yYeTHOW 3annck ESET
TS o " q HOME.
s J

Cepeuc f e L ESET HOME — aT0 MecTo, rie MOMHO NPOCMaTPHBaTL BCE

‘(‘1] - EaLLK JMLEHINN W 2aLLMLLIEHHBIE YETPORCTEE, 8 TakoKe

ﬂ@ yNpaenATe UMK,

HacTtpoiika
CnpaBka W noggepxka

YuetHan sanmuce ESET vy Moawnouenne kK ESET HOME S

HOME () }
- HauHWuTe YyNpaenATs CEQHMN NHUEHZMAMK W 33LUMLLEHHEIMK YCTROHCTEAMA

9TO YCTPOMUCTBO HEe NOAKJIIOYEHO K Y4eTHOU 3anucu ESET HOME

LenkHuTe MoaknyeHrie K ESET HOME, YTOObl MOAKMOYNTL YCTPONCTBO K ESET HOME U YNpaBNsATh
CBOUMU NIMLEH3NSIMUN U 3ALLMLLIEHHBIMU YCTPONCTBAMU. Bbl MOXETE NPOANINTD JIMLEH3IO, MOBLICUTb
€€ YPOBEHb WM PaCLLMPUTL €€, @ TaKXXe NPOCMOTPETb BaXKHble CBeAeHNs. Ha nopTane ynpaBieHus
AN B MOBUIBHOM MPUSIOXKEHWUW ESET HOME MOXXHO [06aBNsiTb pa3anyHble IMUEH3UN, 3arpy>KaTb
NPOAYKTbl Ha CBOW YCTPOMCTBA, NPOBEPSATHL COCTOsIHME 6€30MacHOCTY NPOAYKTa U AeNNTbCS
NNLEH3USIMUN M0 3NEKTPOHHON NoyTe. [ONONHUTESNbHbIE CBEAEHNS MOXXHO HAWTW Ha OHJ1IaNH-CNPaBKe
ESET HOME.

3TO YCTPOMUCTBO NOAKJIIOHEHO K Y4eTHOW 3anucu ESET HOME

Bbl MoXeTe ynpaBnsaTb 6€30nacHOCTbIO YCTPONCTBA YAaIEHHO C MOMOLLbI MOBUIBHOrO NPUIOIKEHNS
nnu nopTasa ESET HOME. LLlenkHuTe App Store nnn Google Play, 4T06bl 0TOBpa3nncs QrR-KOA, KOTOPbIV

MO>XHO NMPOCKaHNPOBaTb MOBUNbHbIM Te}'IECDOHOM ON1A 3arpy3kun mMobunbHOro npunnoxxeHumsa ESET HOME
13 Mara3unHa App Store Ui Google Play.

YyeTHasa 3anucb ESET HOME: M5 Ballel y4eTHOW 3anucu ESET HOME.
NMa ycTpoOMCTBA: NMA 3TOr0 YCTPONCTBA, 0ToOparkaemMoe B y4eTHOM 3anncu ESET HOME.
OTKpbITb ESET HOME: OTKPbIBaET NopTas ynpasneHns ESET HOME.

YT06bl OTKNIOYNTL YCTPONCTBO OT YH4ETHOWN 3anuck ESET HOME, WeNkHUTe OTKAIOYUTLCA OT ESET
HOME > OTKNIO4YUTD. JIMLIEH31S, NCMONb30BaHHAA 419 aKTUBALMW, OCTAHETCSA aKTUBHOW, U Balle
yCcTponcTeo byaeT noa 3awmTomn.
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NMopaknwovyeHue K ESET HOME

MoaKN4YMTE CBOE YCTPOMCTBO K ESET HOME, 4TOObI MOMY4YNTb BO3MOXXHOCTb MPOCMATPUBAThL BCE
aKTUBMPOBAHHbIE MLEH3MMN 1 YCTPONCTBA ESET 1 yNPaBAsiTh UMW, Bbl MOXXeTe NpoaanTb JNLIEH3NIO,
MOBbLICUTb €€ YPOBEHb UM PaCLUMPUTL €€, a TaKXXe NPOCMOTPETb Ba)KHble CBEAEHMS 0 NnLeH3nn. Ha
nopTasie ynpasJeHns nam B MOBUIbHOM NPUIOXKEHUN ESET HOME MOXXHO A06aBNsATb pa3/inyHble
NNLLEH3MK, 3arpyXaTb NPOAYKTbl Ha CBOW YCTPOMNCTBA, NPOBEPSATL COCTOsIHME 6e30MacHOCTH
NpoAyKTa N AeNUTbCS ULEH3NSMMN MO 3N1eKTPOHHOIN noyTe. [LonosHWTeNbHbIe CBeAEHNS MOXXHO
HaWTW Ha oHJIaH-cripaBke ESET HOME.

(es[EL) INTERNET SECURITY

BoiawnTte B yueTHyro sannce ESET HOME (esial

Adpec 3."IEKT|’3C'HHC'[1 NoqThI

~ o -
W [Mposomxute c Google =

‘ Mpoaonxute c Apple

| - i
SIIE pockaHwpyidTe QR-kog BoCCTaHOBNEHWE NaponA

' ¥ BAC HET yyeTHoH 2anucu? Co3gaiTe ee

MoAkNoYNTE YCTPONCTBO K peLleHnto ESET HOME:

Mpu noaknto4eHnn K ESET HOME BO BpeMs yCTaHOBKM nan npu Bbibope Ucnonb3oBaTb
Y4YETHYI0 3anucb ESET HOME B Ka4yeCTBE MeTO[a aKTUBaLUN cnegynTe UHCTPYKLUUAM 13
pasgena Ucnonb3oBaHuWe y4eTHOW 3anucu ESET HOME.

Ecnn Bbl y)Ke yCTaHOBWIM 1 aKTUBUPOBaN ESET Internet Security C MOMOLLbIO JIMLLEH3UN,
nobaBneHHOW B Bally y4E€THYH 3anucb ESET HOME, yCTPOMCTBO MOXHO NOAKMOYNTL K ESET
HOME Ha nopTasie ESET HOME. CnefynTe UHCTPYKLUAM B OHJ1aH-CnpaBke ESET HOME 1
pa3pewnTe nogkayeHme B ESET Internet Security.

1. B rnaBHOM OKHe NporpaMmbl WEeAKHUTE YY4€THYI0 3anucb ESET HOME > MoaKNI04YUTLCA K ESET
HOME nnn wenkHuTe NMopaKNo4YnTbCA K ESET HOME B yBeaoMmneHun MopaknioyeHune 3Toro
YCTPOMUCTBA K Y4E€THOM 3anucu ESET HOME.

2. Bxon B y4eTHY ESET HOME 3anuchb.
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Ecnu y Bac HeT y4eTHO 3anuncy ESET HOME, wenkHuTe Co3aaTh Y4eTHYIO 3anuchb, 4ToObI
3apEerncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHMNANH-CrIpaBke ESET HOME.
Ecnu Bbl 3abb1a1 NAposb, WENKHUTE | He NOMHIO NAPOJb U C/leyNTe UHCTPYKLMSAM Ha
3KpaHe MM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHJIalH-CripaBke ESET HOME.

3. BBeanTe uMA ycTpoucTBa U LWenkHUTe Mpo/oSIKUTD.

4. MNocne ycnewHoro nogkatnyeHna OTKPOETCA OKHO CO CBEAEHUAMMN. LlenkHnTe Fotoeo.

ABTOpM3auua B ESET HOME

CyLLecTByeT HECKOJIbKO cnocobos aBTopM3aLMn B y4eTHOW 3anncu ESET HOME.

* Ucnonb3oBaTb agpec 3/1IeKTPOHHON NOYThbl U Naponb ESET HOME: BBeAUTe aapec
3/1IeKTPOHHOM MOYTbI 1 MAPOJb, KOTOPbIE Bbl UCMOAL30BAAN A5 CO3LaHNS YYETHOW 3amnncu
ESET HOME, a 3aTeM WeNkHMTe ABTOPU30BaTLCA.

* Acnonb3oBaTb YYETHYIO 3anucCb Google/ApplelD: WwenkHUTe MpPoAonXuTb € Google 1n
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. MNocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NoaTBEPXAeHUS ESET HOME. YT06bI
NPOAO/IKNTb, BEPHUTECH B OKHO NPOAYKTa ESET. [lonofHWTe NbHble CBeAeHMa 06 aBTopmn3aLmm C
MOMOLLIbIO Y4ETHOWN 3anuncn Google/ApplelD CM. B OHJ1aH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNkHUTe MpockaHUupyHTe QR-Kog, 4ToObl 0TOOPa3nTb QR-KOJI.
OTKpoWTe MOBUIbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WU HAaBeaUTE KaMepy
yCTPONCTBA Ha QR-KOA. [lONOSHUTENbHbIE CBEAEHMUS CM. B OHJIaliH-CrpaBke ESET HOMIE.

Ecnn y Bac HeT y4eTHoM 3anucy ESET HOME, WwenkHuTe Co3paTh Y4E€THYIO 3anuch, YTOOb
3apermcTpmMpoBaThCs, NN 03HAKOMbTECH C MHCTPYKLMAMUN B OHJIaliH-CripaBke ESET HOME.
Ecnu Bbl 366111 Naponb, WeNkHUTE Sl He MOMHIO NAaPOob U C/iefynTe UHCTPYKLUNAM Ha
3KpaHe NN 03HaKOMbTECh C MHCTPYKLUMAMMN B OHJIANH-CrIpaBke ESET HOMIE.

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLNBKN.
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INTERNET SECURITY

BoiianTe B yueTHyto 3anuce ESET HOME (es[2y

Agpec 3."|:"KT|'3C'HHC'H NoYThI
fr

7 [pogom«uie ¢ Google =
MNapons
‘ MpogonxuTte c Apple
S
i Mianae e IR -wan
H POCKaHWpyWTe LIR-KOZ BocctaHoBAEHKME NaponA

’ ¥ BAC HET yUeTHoH 2anucu? Co3paiiTe ee

He ypanocb BOUTU — pacnpocTpaHeHHble
OLIUNOKM

He ypanocb HauTu y4eTHYIO 3anucb, KOTOpas COOTBETCTBYeT
BBEeAEHHOMY aZipecy 3JIeKTPOHHOW NO4ThI

BBeneHHbIN agpec 3/IeKTPOHHOM MOYThl HE COOTBETCTBYET HM OAHON YY4E€THOM 3anucu ESET HOME.
LUlenkHnte Hasap v BBegMTE NpaBuibHbIA afpec 3J1eKTPOHHON NOYThl U Naposb.

YT0ob6bl aBTOPM30BaTLCS, HEOOXOAMMO CO3AaTh YHETHYIO 3anncb ESET HOME. ECnm y Bac HET y4eTHON
3anmncu ESET HOME, wenkHuTe Hasap > Co3paTbh Y4€THYIO 3anUCb WM 03HAKOMbTECh C pa3fesnom
Co3naHne HOBOW y4eTHOM 3anucu ESET HOME.

NMa nonb3oBaTesif M NapoJsib He COOTBETCTBYIOT APYr APYry

BBeneHHbIN Naposib He CoBMafaeT C BBEAEHHbLIM agpecoM 3/IeKTPOHHON noYTel. LLlenkHnTe Hasaa,
BBEAMTE MPaBU/bHbIV Maposib 1 ybeanTech, YTO BBEAEH MPaBUbHbIA afpec 31eKTPOHHON MOYThI.
Ecnn BaM BCe elle He yaaeTCs aBTOpPU30BaThCA, WenkHMTe Hasap > 1 He MOMHIO Napob, 4TOObI
cbpoCnTb Naposb, a 3aTEM CeAyNTE UHCTPYKLUMAM Ha IKpaHe M 03HaKOMbTECh C pa3fesioM A He
NOMHIO NMapoJsib ESET HOME.
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BbIOpaHHbLIN BApMAHT BXOAA He COOTBETCTBYET BalUueH
YYEeTHOM 3anucu

Balua y4eTHas 3anncb CBA3aHa C Ballen y4eTHOW 3anucbio B COLMabHOM CeTU. YTobbl
aBTOpPM30BaTbCA B ESET HOME, WwenkHuTe MpoaosXuTb € Google v NMpoaonXuTb € Apple, a 3aTeM
aBTOPM3yNTECh B COOTBETCTBYHOLIEN Y4eTHON 3anuncu. MNocne ycnewHonm asTopmnsaunm Bel bygerte
nepeHanpas/ieHbl Ha Be6-CTpaHULy noaTBepxaeHns ESET HOME. Ha nopTane ESET HOME Bbl MOXKETe
OTKJ/II0YNTb CBOIO YYETHYIO 3aMNnChb B COLMANbHON CETW OT CBOEN Y4eTHOWN 3anncu ESET HOME.

HenpaBunbHbIK NApPOJb

3Ta olwmnbKa MOXET BO3HMKHYTb, €C/IN Ball NPOAYKT ESET Internet Security y>Ke NMOAKJIIOYEH K ESET
HOME 1 Bbl BHOCUTE N3MEHEHUS, KOTOPble TPebyoT aBToOpU3aLUn (Hanpumep, OTK/0YaeTe MOAY b
AHTMBOP), @ BBELEHHbI BaMMW Maposib He COOTBETCTBYET Balleln y4yeTHol 3anucu. LenkHute Hasap,
1 BBEAMTE NpaBubHbIA Naposib. ECNK BaM BCe ellle He yaeTcs aBTOpU30BaThCs, WenkHuTe Hasapg >
fl He NOMHIO NAapPOoJb, YTOOLI COPOCMTL NAPOJIb, @ 3aTEM CNEAYNTE UHCTPYKLIMAM Ha KpaHe uau
03HAKOMbTECH C pa3aesioM f He MoMH Naposib ESET HOME.

HNobaBneHue ycTtpoucrtea B ESET HOME

Ecnu Bbl y)Ke YCTAHOBWIN U aKTUBUPOBAW ESET Internet Security C MOMOLLIbIO ULIEH3MK, [0OABNEHHON
B Bally YYETHYO 3anncb ESET HOME, YCTPOMNCTBO MOXXHO NOAKMOYNTL K ESET HOME Ha nopTasne ESET
HOME:

1. OTnpaBbTe Ha CBOE YCTPOMCTBO 3anpocC Ha NoAKIYEHNE.

2. B ESET Internet Security 0TO6pa3nTcs gnanorosoe okHo NMopaknioyeHue 3Toro yCTponucTea K
y4YeTHOM 3anucu ESET HOME C MMeHeM Ballen y4eTHON 3anncy ESET HOME. LLlenkHuTe
PaspewwunTb, 47066l NOAKIOHUTL YCTPONCTBO K YKA3aHHOM y4eTHOW 3anncu ESET HOME.

Ecnv B3aumogencTeme He NPoOn30MAET, 3anpocC Ha NoAKoYeHe byneT aBToOMaTUYeCKu
OTMeHeH npumepHo Yepes 30 MUHYT.

NHTepdenc nonb3oBartens

YT00Obl HACTPOWTL NOBEMEHNE FPACNYECKOro MHTEPdENCA NPOrPaMMBbI, B [/1aBHOM OKHE NMPorpamMmbi
wenkH1Te HacTpoika > PacluMpeHHblie napaMeTpsl (F5) > UHTepdgeinc.

B okHe 3nieMeHThl MHTepdenca pacluMPeHHbIX NapaMeTPoB MOXXHO HAaCTPOUTb BHELLHWUIA BN
Nporpammbl U UCMOJSib3yeMble 3DEKTHI.

Y7061 06eCNeYnTb MaKCMMasbHYI0 3alUMUTY A8 NporpamMMbl 6€30MacHOCTM, MOXXHO 3aMnpeTuTb
yZasieHne nporpamMmmbl UV BHECEHNE HECAaHKLMOHMPOBAHHbIX M3MEHEHWI, 3aLLMTUB NapaMeTpsbl
MaposeM C NoOMoLLb ciyxebHol nporpaMmsl HacTporika aoctyna.

CeefieHns 0 TOM, Kak HaCTpPpOUTb CNCTEMHbIE YBEOOMIEHNA, MPeanynpexaneHna 06
06Hapy>KeHv|v| N COCTOAHUSA NPUIIOXKEHUSA, CM. B pasaenie YsenoMeHns.
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DN1eMeHTbl MHTepdenca nosib3oBaTens

Pabouyto cpeny ESET Internet Security (Fpanyecknin HTepdenc Noab3oBaTesNa) MOXXHO HAaCTPOUTDL B
COOTBETCTBUMN CO CBOMMM MPeLnoyYTeHMaMN B pa3aesne PacluMpeHHble napaMeTpsl (F5) >
Nutepdenc > InemeHTbl MHTEpdeunca.

PeXxum uBeTa: BbibepuTe B pacKpblBaOLWEMCSA MEHIO LIBETOBYIO CXEMY UHTepdenca ESET Internet
Security.

* COOTBETCTBOBaTb LBETY CUCTEMBI: LIBETOBAs CXeMa ESET Internet Security 3ailaeTCs COracHO
HaCTpoOMKaM onepaLnoHHON CUCTEMBI.

* TeMHasn: BbI6Op TEMHOM LIBETOBON CXeMbl AN ESET Internet Security (TEMHbIA PEXUM).
» CBeTnasn: BbIOOP CTaHAAPTHOWM (CBETNON) LLBETOBOM CXeMbl AN ESET Internet Security.

MokasbiBaTb 3aCTaBKy NpPM 3anycke: BO BpeMs 3anycka byaeT oTobpakaTbCa 3aCTaBKa ESET
Internet Security.

Mcnonb3oBaTh 3BYKK: MPOrpaMma BOCNPOM3BOAUT 3BYKOBOW CUTHAJ, €C/IN BO BPEMS CKaHWPOBaHUA
MPOMCXOAUT BaxKHOE CoBbITME, HanpuMep Npu 06HAPY>XXEHNUU YrpPOo3bl MW 3aBEPLUEHNM
CKAHMPOBaAHWS.

Mpo3pavHbiK POH: BKOYEHNE 3heKTa NPO3PaYHOro PoHa AN F1aBHOI0 OKHa MNPorpaMmsi.
Mpo3payHbIn YOH AOCTYNEH TONLKO A4S NOCAeHMX BepCUin Windows (RS4 1 6onee no3gHux).

MHTerpMPOBaTb C KOHTEKCTHbIM MEeHI0: BO3MOXXHOCTb MHTEerpaunn 31eMeHToB ynpaBieHnsa ESET
Internet Security B KOHTEKCTHOE MEHIO.
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Mo ymonuanmio GDK OTmenHa

HacTpouka pocTtyna

HacTpoinku ESET Internet Security ABASOTCA Ba)KHON COCTaBHOM YaCTblO BalLen NOJNTUKN
6e3onacHOCTU. HeCaHKLMOHMPOBAHHOE U3MEHEHWE MAapPaMeTPOB MOXKET HapYLWNTb CTabuabHOCTb
paboTbl CUCTEMbI 1 0CNabUTL ee 3awnTy. g NpeaoTBpaLleHNs HECAHKLMOHMPOBAHHOMO N3MEHEHMSA
napaMeTpbl HACTPONKN N BO3MOXXHOCTb yAaIeHMA NPUN0XEHNS ESET Internet Security MOXKHO
3alWMTUTL NApPOJIEM.

Y7106bl YCTAHOBWTbL MNApOJib A1 3aLUMThl NAapaMeTPOB HACTPONKMN 1 DYHKUUN YOANEHUS NPUII0XKEHUS
ESET Internet Security, LLeNKHUTe 3aAaTh PSAOM C NoJieM 3alMTUTL NapaMeTpbl NaposieM.

Korpaa Bbl XOTUTE NOJIYYNUTb AOCTYN K 3alLMLLEHHbIM AOMOJIHUTENbHBIM HAaCTPOMKaM,
OTKPbIBAETCS OKHO A1 BBOAA Naponis. Ecnm Bbl 3abyneTte nnm notepsieTe CBOW Naposb,
WenkKHMTe BOCCTAaHOBUTbL Maposib HVXKE 1 BBEAUTE aipec 3NEeKTPOHHOM MOYThI, YKa3aHHbIN
Npu perncTpauumn nMueH3nn. ESET OTNpaBnUT BaM CO0BLLEHME 31eKTPOHHONM NOYThI C KOAOM
MPOBEPKMN 1 MHCTPYKLUMAMHK Nno cbpocy napons.

* Pa3610KMPOBKA JOMOJIHUTE/IbHbIX HACTPOEK

Y706bI N3MEHUTL MapPOsb, WEeNKHUTe U3MeHTb Nnaponb pPsSiAOM C NoJeM 3alUTUTL NapaMeTpbl
naponem.

Y706b1 yAANUTH NAPOsb, WENKHUTE Y AaAUTb PSAOM C NOJEM 3allUTUTL NapaMeTpbl NaponeM.
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3aWnTa CeTK
BELLI,HTHTI: napgamMeTpel Naponem BE,EI,ETI:

HHTE‘pHE‘T W 3NeKTpOoHHAaA
nouTta

KouTtpons ycrpoiicte @D
CepBKC

WHTepdeiic nonk3oeatens
YeegomMaeHMA

Hactpoiku
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Mo ymonuanmio GDK OTmenHa

Maponb ana pocryna K paclUUPEHHbIM
napameTpam

YT106bI 3aWMTUTL pacllpeHHble napaMeTpbl ESET Internet Security M n3bexaTb nx
HeCaHKLMOHMPOBAHHOIO N3MEHEHWS, BBEAUTE HOBbIA Maposib B N0 HOBbIK Naposb 1
MoaTBepauTe naponb. Haxxmute KHonky OK.

EC/IM HY>KHO M3MEHUTb CyLLEeCTBYIOLLNIA Naposib, BbIMOJHUTE Clefytolme encTBuA.
1. BBeguTe cTapblii Naponb B nosie Crapbid Naposb.
2. BBegunTe HOBbIN Naponb B nNosis HoBbi naponb 1 MoaTeepAauTe Napoib.
3. HaxxmuTte kHonKy OK.

370T Naposib byneT HeobxoAmMM ANs [OCTYNa K paclUMpPeHHbIM napamMeTpam.

Ecnn BhI 336YD,ETe napoJib, CM. pa3nen Pa36/10KMPOBKa Napoas Aas HaCTPOEK B NPoayKTax ESET ans
AJOMalllHEero ncnoJb30BaHUA.

YT106bI BOCCTAHOBUTb MNOTEPSAHHBIM NNLEH3NOHHbIN K104 ESET, laHHbIE 0 AATEe OKOHYaHWUs CPOKa
LeNCTBMS BalLen NNLEeH3UN UK Apyrue CBeEeHUs 0 IMLEH3MM ESET Internet Security, 03HAKOMbTECH C
pasgenom [encTeums B cJiyNae NoTepu JIMLLEH3WOHHOIO KJItoYa.
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3Ha4YoK Ha naHeNu 3apayd

K HekoTopbIM Hanbosee BaXKHbIM PYHKLMAM U HACTPOMKAM MOXXHO MOJIy4YUTb AOCTYN, LWESKHYB
NPaBoOn KHOMKOW MbILWW 3HA4YOK Ha NaHenn 3anay ).

MpuocTaHOBUTb 3aLUTY. Ha 3KpaH BLIBOAMTCSA AMANOrOBOE OKHO ANs NOATBEPXAEHMS. B HeM
MO>XHO OTKJIOYUTb MOAYJ/1b 0OHAPYXXEHNS, KOTOPbIA KOHTPOJIMPYET 06MeH hainiaMmn 1 aHHbLIMK
yepe3 VIHTEpHEeT 1 3NeKTPOHHYIO MOYTY, NPeA0TBpaLLAs TEM CaMblM aTaky Ha cuctemy. C MOMOLLbIO
packpblBatowerocs MeHio UHTepBan BpeMeHMU MOXXHO yKa3aTb, Ha Kakoe BpeMs OTKJloYaeTcs
3almTa.

A OTK/IHOYNTE 2aWUTY OT BUPYCOB M LUMWOHCKUX Nporpamm?

OTKNHOYEHWE 3aLLMTEl OT EWPYCOE W WUNWOHCKWX Nporpamm NpUEEdET K OTKNHIYEHWHD 3aLUKNTa ltaﬁ.ﬂClBClﬁ CUCTEMEI
B peanbHOM BpemMeEHK, 38lLMTel 40CTyNa B HHTE[}HET 3alWKHTbl MOMTOBOTD KAWEHTa W 3alWWNTel OT I1':!IILI.IlIHI'El. 310
CASNaeT KOMNBHKOTED YAZEWMEIM 4N0A pach-c-t'-pa3Hb|'-' yrpos.

MpuwoctaHoeuTe HA 10 MUHYT @ MpumeHHTE OTtmena

MpuoctaHoBuTL paboTy panepBona (paspewwnTb Becb TpadukK): hanepBon NepeBofnTCA B
HeaKTUBHOE COCTOsHME. N5 Noay4YeHnsa SONONHUTENbHbIX CBeAeHUA CM. pa3gen CeTb.

BnokupoBaTh BeCb ceTeBOM TpadMK: BeCb ceTeBol Tpaguk byneT 3a6710kMpoBaH. YTobbl
pa3610KkMpoBaTh TpaduK, LeNKHUTe OCTaHOBUTb 6I0KMPOBKY BCEro ceTteBoro Tpacduka.

PacwimpeHHble NapaMeTpbl: BbI30B PACLUMPEHHbLIX MapaMeTpoB ESET Internet Security. 4T0ObI
OTKPbITb pacLUMpPeHHbIE NapaMeTpbl B [1aBHOM OKHE NMPOAYKTa, HaXXMUTE KNaBuLLy F5 Ha
KnaBmaType nnu Bobibepute HacTpouka > PaclumpeHHble napaMeTpbl.

Dannbl xKypHana: Ganibl XypHania cogepXxaT MHPOPMaLMIO O BaXKHbIX NPOrpaMMHbIX COBbITUAX Y
npeLocTaBnaoT oblwune ceeieHns 06 obHapyXeHUsX.

OTKpbITb ESET Internet Security: OTKPbIBaeT [J1aBHOEe OKHO MporpamMmmel ESET Internet Security.

COpoCUTbL HACTPOMKM MaKeTa OKHA: A1 0KHa ESET Internet Security BOCCTaHaB/MBAOTCS pa3Mep U
MOJIOXKEHNE Ha 3KPaHe No YMOJI4YaHWIO.

Pe>XXuM uBeTa: OTKpbIBAeT HacTPONKN nHTepdenca, C NOMOLWbIO KOTOPbIX MOXXHO U3MEHUTb LBET
rpaguyeckoro nHTepdenca.

MpoBepuTb HaNM4YMe 0OHOBAEHUI: 3anyCK 0OHOBNIEHNS NPOrPaMMbl UM MOAYAS, YTOObI
obecneynTb 3aWMUTY. ESET Internet Security aBBTOMaTWYECKU NPOBEPSET HasIM4yme 06HOBNEHWIA
HECKO/bKO pa3 B AEHb.

O nporpammMe: oTobpa)keHne NHHOPMaLMKN 0 CUCTEME, CBEeHN 06 YCTaHOBNIEHHON BepCun ESET
Internet Security ¥ YCTaHOBJIEHHbIX MOAYSIX MPOrPaMMbl, @ TaKXXe AaHHbIX 06 onepaunoHHON cucTeMe
N CUCTEMHBIX pecypcax.
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NMNoppep)xka cpencTB UTEHUA C IKpaHa

ESET Internet Security MOXHO UCMONb30BaTh CO CPEACTBAMM YTEHUA C 3KPaHa, 4Tobbl Nosib30BaTENN
ESET ¢ npobaieMaMmn 3peHNSA MOriM UCMOJ1b30BaTb MEHIO NMPOAYKTA M HAaCTpamMBaTb NapaMeTpbl.
MNopopepxuBaloTca chepylolime cpeacTea YTeHUs € 3KpaHa: (JAWS, NVDA, Narrator).

YT106bl 06ecneynTb NpaBubHYO paboTy CpeacTBa YTEHMA C rpaduyecknm nHTepencom ESET
Internet Security, ChelynTe MHCTPYKLUNSAM B CTaTbe Halwen 6a3sbl 3HaHWN.

YBepomMmneHus

YT00Obl HACTPOUTL YBEAOMJIEHUS B ESET Internet Security, 0OTKpOiTe PacluMpeHHble napaMeTpbl (F5) >
YBenoMmseHusi. MOXKHO HAaCTPOUTL CeayioLine TUMbl YBeAOMIIEHWIA.

* COCTOSIHUS NPUNOXEHNSA: YBEAOMEHNS, 0TOBpPa)KaeMble B I1aBHOM OKHE MporpaMmel B
pa3aene 0630p.

* YBegomaeHns Ha paboyem CTos1e: MaJIeHbKME BCMJbIBAOLLME OKHA pPAOOM C NMaHENbIO 3adad.

* /IHTEepakTUBHLIE MPeayNpPeXAeHNS: OKHa 1 coobLleHns ¢ npeagynpexageHnamm, Kotopble
TDGGYPOT BMELLIATENbCTBa MOJZIb30BaTENA.

* [lepeagpecauns (yBeLOMIEHUS NO 3N1EKTPOHHOW MOYTE): yBeLOMJIEHUS OTNPaBAATCA Ha
YKa3aHHbIN agpec 3/1eKTPOHHON MOYThI.
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Mo ymonuanmio @DK OTmenHa

CocTofAHMA NMPUNO>XXEeHUnA

COCTOSIHUSA NPUIIOXKEHMSA: LiieSIKHUTE U3MEeHUTb, YToObl BbIOPaTh, Kakie COCTOSHNS NPUI0XEHNS
ByayT oTOO6paxaTbCs Ha AOMaLLHER CTPaHWLLE [/1aBHOr0 OKHa nporpaMmsl > 0630p.

Ananorosoe oKHO «COCTOAHUA NPUNTOIKEHUA»

B 3TOM AManoroBoM okHe MOXHO BblOpaTh, KakiMe COCTOSAHUS NPUIoXKeHUs ByayT oTobpa)kaTbCs.
Hanpumep, Npy NPMOCTAaHOBKE 3alUWTbl OT BUPYCOB W LUMMUOHCKUX MPOrpaMm WK Npu BKIKYEHHOM
NrPOBOM pPeXMMme.

Kpome Toro, CoCTosiHUE NpuioxeHust byaeTt oTobpa)kaTbCs, €CIN NPOAYKT HE aKTUBUPOBAH WU
CPOK AeCTBUSA JIMLEH3NN UCTEK.

YBenomsieHus Ha pabouyem ctone

YBenomneHus Ha paboyem cTtone oTobparkatoTcs B BUAe HeEOONbLIOrO BCNbIBAKOLWEr0 OKHa BO3/e
naHenu 3afay. Mo ymonyaHmio oHo oTobparkaeTcs B TeveHne 10 cekyHA, 3aTEM MeLJIEHHO NCHe3aeT.
YBegomneHnsa coobuiaoT 06 06HOBAEHUN NPOrpaMMbl, MOAKIIOYEHNIN HOBbIX YCTPONCTB, 3aBEpLUEHNN
3a/lay CKaHUPOBaHMA Ha Hannyne BUPYCoB 1 06 06HapyXEHUN HOBBIX YrPo3.
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Mo ymonyaumo QDK OTmeHa

OTobpaxaTb yBepoMaeHUsA Ha pabouyeM cTone: peKoOMeHAYEM He BbIKJIO4YaTb 3TOT NapameTp,
4TO6bI NPOAYKT MOr C006LaTh BaM O HOBbIX COBLITUSIX.

YBenoMneHus Ha paﬁoqu cTone: wenkHnTe U3MeHUTb, 4TOObI BKJIOYNTb NN OTKAKOYNTD
ornpepgesieHHble yBeJoMJIEHNA Ha paboyem cTone.

He oTobpaxaTtb yBegomMneHusa npu paborte npuno>KeHu B NOJIHOIKPAHHOM pexume:
CKpbITUE BCEX HEMHTEPAKTMBHbIX YBEAOMIEHWUIA, KOTla 3anyLLeHbl NPUI0XKEHNS B MOJIHOIKPAHHOM
pexume.

BpeMmsa oxupaHus (cek.): HacTporka NPOAO/IKUTENBHOCTU 0TOBpaXKeHns yBeLOMAEHUIA. 3HaYeHne
[0JKHO 6bITb 0T 3 0o 30 cekyHa.

Mpo3pavyHOCTb: HACTPOMKA NPOLLEHTA NPO3PAYHOCTU YBEJOMAEHNI. MNoaaepXNBAOTCA 3HAYEHUSA OT
0 (6e3 npo3payHocTmn) A0 80 (04YeHb BbICOKAsA NPO3PaYHOCTD).

MuHuManbHasa aeTanusauus otodbparkaeMbiX COObITUM: HACTPOKA HAaYalbHOTO YPOBHS
CEepbe3HOCTY YBEAOMEHUIA, KOTOpble CefyeT oTobpaxkaTb. B packpbiBalOLWEMCS MEHIO MOXHO
BbIOpaTh CnefytoLie napamMeTpbl.

olmarHocTuka: otobpakeHune nHpopmaumm, HeobxoanmMon NS TUlaTeNbHON HAaCTPONKN
nporpaMmbl, U BCe NepeyncieHHbIe Bbille 3anucu.

oNHdopMauma: oTobpaxkeHne MHHOPMALIMOHHBIX COOBLLEHNI, HAaNPUMEpP 0 HECTAaHAAPTHbIX

ceTeBbIX COObITUAX, BKIOYan coobLieHns o6 ycnewHom obHOBNEHUN, @ TaKXXe BCE
nepevyncieHHble BbilLe 3arncu.
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oMpepynpexpeHusa: oTobpaxxeHne npepynpexaeHun, coobweHunn ob owmnbkax n
KpUTMYeCKUX owmbkax (Hanpumep, 0 TOM, 4TO CUCTEMa Antistealth paboTaeT HenpaBWJIbHO UK
He yaanocCb BbINOAHUTL 0BHOBIEHME).

oOwmbkK: oTobparkeHne coobuieHmin 0b owmbkax (Hanpumep, 0 TOM, YTO He yaanochb
3anyCTUTb 3aWMUTy JOKYMEHTOB) U KPUTUYECKUX OLLIMOKaX.

oKputnuyeckue owmbKuK: oTobparkeHne coobLLEeHNN TONbKO 0 KPUTUYECKNX ownbkax
(owmnbka 3anycKa 3aWwmThbl OT BUPYCOB UK COOBLLEHNE O 3apaKeHUN CUCTEMbI U T. M.).

B MHOronoJsib30BaTeNIbCKUX CUCTEMAX OTOOpa)kaTb yBeAOMJIEHUA HA 3KpaHe c/ieaylolero
noJsib30BaTesNA: MOXXHO Pa3peLLNTb BbIbpaHHbIM YYETHbIM 3aMnUCaM NoslyYyaThb YBEAOMIEHNS Ha
paboyem cTone. Hanpumep, ecnm yyeTHas 3anucb aAMUHUCTPATOPA He NCNOJb3yeTCs, BBEANTE
MOJSIHOE UMS YHETHOW 3anucu, 1 yBefomneHns Ha paboyem ctone bynyT oTobpaxaTbcs Ans
YKa3aHHOW y4yeTHoW 3anucK. Mony4aTb YBEAOMEHUS Ha paboyeM CTO/Ie MOXKET TOJIbKO OflHa
yyeTHas 3anucb NoJsib30BaTeNs.

Pa3pewwinTb yBeOOMIEHUAM NONy4YaTbh (POKYC Ha IKpPaHe: MOXXHO Pa3peLLnTb YBEAOMIEHNSAM
nony4yaTb POKYC Ha 3KpaHe M ObITb AOCTYMNHLIMU B MEHIO ALT + Tab.

Cnucok yBeaoMJieHUMHU Ha paboyem cTone

YT106bl N3MEHUTb BUAMMOCTb YyBEAOMJIEHUI Ha paboyeM cTone (0TobpaxkatoTcs B MPaBOM HVXXHEM
yrny 3KpaHa), OTKponTe pa3aen PacwumpeHHblie napaMeTpsbl (F5) > YBeaoMeHus > YBefoMJeHUs
Ha paboyem cTone. LLlenkHnTe U3MEeHUTb PALOM C 31eMEHTOM YBeOMJIeHna Ha pabouem
cTone ¥ yCTaHOBUTE COOTBETCTBYIOWMUN hnaxxok MokasaTk.

NTERNET SECURITY o X
BbibpaHHble yeeaomneHns Ha pabouem crone byayT otobpaxkaTbea ?
Q

Hmsa MNokazwieats Ha pabouem crone

B OBEHOBNEHME
Mogynn oBHoBNEHB
Mogyne oBHapyseHna oBHOBNEH
OBHOBNEHME NPUNOXEHNA NOATOTOBNEHD
B OBLLME

':)TC'E[‘:B.‘{&TI: YEEAOMAEHWA O HOBbIX BO3MOMHOCTAX

(< N3

OroBpaxate yEeaoMNeHUA of oTYETE No BE3ONACHOCTY

Qain oTNpaBNed ANA aHANW33
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Ooowue

OTobpaxaTb yBeaomneHus 06 otyete no 6@30MaCHOCTU: MONyYeHVe YBELOMIEHUS MPW
CO3[laHUV HOBOTO OTHeTa Mo He30MacHOCTH.

OTobpaXxkaTb YBeA,OMJIEHUA O HOBbIX BO3MOXXHOCTAX: YBeOM/IeHNst 060 BCEX HOBbIX M
YyCOBEPLUEHCTBOBAHHbIX OYHKLMAX B MOCNEAHEN BEPCMM NPOAYKTA.

dann oTnpassieH ANAA aHaNM3a: NosyvyeHne yBeJoMIeHNS KaXX bl pa3, Korga ESET Internet Security
OoTNpaBAseT an Ha aHauns.

OOHOBJIeHue

O6OHoOBNEHMe NPUIO>KEHUA NOATOTOBJIEHO: MOJlyYeHNe YBEAOMIEHUS, KOrAa NOArOTOBJIEHO
obHOBIEHME [0 HOBOW BepCUU ESET Internet Security.

Moaynb o6Hapy>xeHusa oOHOBNEH: NoJslyYeHne yBeAOMEHNS, KOr4a NpoayKT 0OHOBNSET Moay/b
obHapyxeHus.

Mopaynu o6HOBAEHBI: MOJly4eHNe YBEAOMIEHUS, KOrAa NPOAYKT 0OHOBNSET KOMMOHEHTI
nporpammbi.

YT106bI 3a8aTb 06WMe NnapamMeTpbl 419 yBeAOMAEHMI Ha paboyem cTone (Hanpumep, BpeMs
oTobpaXkeHns CoobLLEHNSA NN MUHUMAJIbHYIO AeTann3aumnto oTobparkaembix CobbiTnI), BbibepuTe
YBepnomneHus Ha paboyem cTone B pasgene PaclumpeHHbie napaMeTpsl (F5) > YBeAOMJIEHUA.

NHTepaKTUBHbIe NnpeaynpeXxXaneHus

* Yrpo3a HanpgeHa

» Aopec 3ab510KMpOBaH

* [lporpaMMa He aKTVBMPOBaAHA

* [lepexof K MCMN0JIb30BaHMUIO MPOAYKTa C 60MbLUNM KOJINYECTBOM (BYHKLMI
* [lepexof K MCM0JIb30BaHMUIO MPOAYKTa C MEHbLUMM KOJANYECTBOM (DYHKLIUN
» locTynHo obHOBAEHME

» JlaHHble 0OHOBJIEHWS HE COrJIacoBaHbI

* YcTpaHeHue ownbku «ObHOBAEHME MOLYJIEN HE BbIMOJHEHO»

* YcTpaHeHue owinbok obHoBAEHUS MOAYIEN

» CeTeBas yrpo3sa 3ab10KMpoBaHa

* CepTndurkaT Beb-caTa 0TO3BaH

Pasznen MHTepakTUBHbIE NpeAynpeXaeHUs, KOTOPbI MOXXHO OTKPbITb, BbibpaB PacluMpeHHbie
napameTpbl (F5) > YBeAOMJIEHUA, N03BONSET KOHGUIypupoBaTb cnocob obpaboTku B nporpamme
ESET Internet Security OKOH C COOBLLEHUSMUN N MHTEPAKTUBHBIX NpeaynpexaeHnit 06 obHapyXeHusx, B
KOTOpbIX TpebyeTcsa NpMHATUE peLleHns Nob3oBaTeNeM (Hanpumep, 0 MOTEHLMANbHbIX
pnwnHrosbix Beb-canTtax).
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MoaTeepHaeHua WMzmeHnTE i)

Mo ymonuanmio m OTmenHa

MHTepaKTUBHbIE N peaynpexageHus

Ecnv oTkNo4nTbL NapameTp OToOpakaTb MUHTEPAKTUBHbIE NPeAynpeXaeHus, OKHa
npeaynpexaeHnin 1 ananoroBsle okHa Bpay3epa BbIBOAUTHLCS Ha 3KpaH He byayT. Takoi noaxon
cneayeT UCMOJb30BaThb TOJILKO A1 OFPaHUYEHHOr0 KOMYEeCTBa 0CODbIX CUTYyaLuid. ESET
PEKOMEHIYeT OCTaBUTb 3TOT NAapaMeTP BKJIOYEHHbIM.

ObmMeH coobLieHuamMu B nporpamme

®YHKLMA BHYTPUNPOrpaMMHOro obMeHa coobLieHnsIMN NpeaHa3HavyeHa 415 MHGOPMMPOBaHUS
noJsib30BaTenNen 0 HOBOCTAX ESET 1 gns Apyrux coobuieHnin. ns oTnpaBKn MapKeTWUHIOBbIX
coobuieHmn TpebyeTcs cornacme nosib3oBatens. MapkeTMHIroBble COOBLLEHUS MO YMOHAHNIO HE
OTNPaBASAIOTCA NOJib30BaTeN0 (0TOOpaKaeTcs Kak BONpocC). BKaoyeHne 3Toro napamMmeTpa o3HavyaeT
BalLe cornacue Ha noJlydYeHne MapKeTUHIoBbIX coobLeHnin ESET. ECnn Bbl HE XOTUTE Noy4YaTb
MapKeTMHroBble MaTepurasbl ESET, OTKIO4MTE NapameTp OToOOpa>kaTb MapKeTUHIoBble
coobLweHus.

OKHO cooOLLeHus

YT106bl OKHa COODLLEHNI 3aKPbIBASINCh aBTOMATUYECKU MO NCTEYEHUN ONPEAENEHHOrO BPEMEHMU,
yCTaHoBUTE (p/laXxok ABTOMaTUYECKM 3aKpbiBaTb OKHA CO0OLEHUIH. EC/I OKHO NpeaynpexaeHus
He ByaeT 3aKpbiTO NONIb30BaTENEM, OHO 3aKPbIBAETCS aBTOMAaTUYECKM Yepes3 yKa3aHHbIN
NMPOMEXYTOK BPEMEHM.

BpeMsa oxxupaHua (cek.): HaCTpoOrKa NPOAOIKUTENBHOCTU 0TOBpaXKeHNa NpeaynpexxaeHuns.
3HavyeHne fo/mKHO 6bITh 0T 10 o 999 cekyHA.
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HOATBep)KAeHIMI: LenkHnTe U3MeHUTb, 4TOobbI OTKPbITb CMNCOK NOATBEPXAEHUN, ANSA KOTOPbIX
MO>XHO BKJIIOYUTb NN OTKNKOYUTDb 0To6pa>KeHv|e.

NMNoaTBep>XaeHus

YT106bI HACTPOUTL NOATBEPXKAEHUSA, NepenanTe B pasgen PacluMpeHHble napameTpsl (F5) >
YBepomneHus > UHTepaKTUBHbIE NpeaynpeXxaeHus, a 3aTeM WweskHuTe U3MeHuTb paaoMm C
3neMeHTOM MNoAaTBEepXXAEHUSA.

INTERNET SECURITY O x

BeibpaHHble coobuweHma byayT otobpaxaTbca

3anpaluveaTe NOATEEPHASHIE Nepe] ECCCTAHOBNEHNEN OOBEKTA N3 KAPaHTHHA

3anpaluveaTe NOATEERMASHUE NePe] EQCCTAHOENEHNEM OB LEKTOR U3 KAPAHTHHA W WCKAKIUEHWEM WX W3 CKAHWP OBAHNA
3anpaluveaTe NOATEERHASHIE NEPe] 2anyckomM 2annaHnPOBaHHON B NNAHNPOBLLMKE 23434n

D 3anpaluveaTs NOATBEPX#AEHHE Nepes OTMeHON HacTpoek B pasgene "JlononHUTeNbHLIE HACTPOkKkn"
3anpaluveate NOATEEPHASHNE Nepes cOpoCoM CTaTHCTHEN

3anpaluveate NOATEEPHAEHWE Nepes yaaneHnen Bcex ¥ypHanoe ESET Sysinspector

3anpaluveaTe NOATEERHASHNE NEPe] YAaNeHHeM BCEX aNNCel N2 XypHana

3anpalunears NOATEEpXAEHNE Nepes yaanednen xypHanoe ESET Sysinspector

3anpallneaTs NOATEEDXKAEHUE Nepes yaaneHnenm 2anuc 13 XKypHana

3anpaluveaTe NOATEERMASHIE NEPe] YAANEHWEM 2ANNaHNPOEAHHON B NNAHUP OBLLMKE 23434
3anpaluveaTe NOATEERHASHIE Nepes yaaneHnem oObeKTa 12 KapaHTHHa

3EII'I|CIE!LIJI-IBEITI: NOATEEPHAEHNE, ECAN DELUEHO HE YAanATE BCe Haﬁ,ﬂ,EHHbIE YrPO3bl B OKHE NpeaynpexaeHni

B 3TOM AManoroBoM oKHe OT06pa)KalOTCFI nogTBep>XXaeHus, BblIBOgUMbIE ESET Internet Security nepen
BbIMNOJIHEHMEM KaKoro-nnbo oencTens. YCTaHOBUTE AN CHUMUTE (hNaXxKoK pagoM C KaxxK4blM TUMOM
noaTBepXnoeHuA, 4TODObI BKIIOYNTb UK OTKJIOYUTL €ro.

JONoONHUTENbHbIE CBEAEHUS 0 (DYHKLUUSX, CBA3AHHbIX C MOATBEPXKAEHNSMU:

* 3anpallunBaTh MNOATBEPXKAEHME Nepe YaaJJeHNEM XYPHa10B ESET Sysinspector

* 3anpalunBaTb NOATBEPXAEHME Nepel yaaJleHNEM BCeX XXYPHaJioB ESET Sysinspector

* 3anpalunBaTb NOATBEPXAEHME Nepes YaaneHnem 06beKTa M3 KapaHTUHA

* 3anpawmnBaTb NOATBEPXAEHME nepe 0TMEHOW HAcTPoeK B pasaene "[onofHUTeNbHble
HaCTpomnKmn"

* 3anpalinBaTh NOATBEPXKAEHME, €CIN PELLIEHO HE YAaNSATh BCE HAaWOEHHbIE YIPO3bl B OKHE
npeaynpexaeHnsa

* 3anpalumBaTb NOATBEPXAEHME Nepe YAaJIeHUEM 3anucn U3 XypHaa
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* 3anpalinBaTh NOATBEPXAEHME Nepen yaaNeHNEM 3anJ1aHUPOBaHHOM B MAaHUPOBLIMKE
3afayun

* 3anpallunBaTh NOATBEPXKAEHME Nepe yAaNeHMEM BCeX 3aNnCen U3 XXypHana

* 3anpalunBaTh NOATBEPXAEHME Nepen cOPOCOM CTAaTUCTUKM

* 3anpalunBaTh NOATBEPXKAEHMNE Nepe BOCCTaHOBAEHMEM 06bEKTa N3 KapaHTMHaA

* 3anpalnBaTb NOATBEPXAEHNE Nepea BOCCTAHOBAEHNEM 0O LEKTOB U3 KapaHTUHA U
NCKJIIDYeHNneM NX N3 CKaHnpoBaHUA

* 3anpalnBaTbh NOATBEPXAEHME Nepes 3anyCKOM 3anJaHMPOBAHHON B MJaHUPOBLLMKE 3a4a4u

* [oKa3blBaTh ONOBELLEHNS 0 pe3yibTaTax PaboThl MOAYASA 3aLMThl OT CMaMa

* [oka3blBaTb ONOBELLEHNSA 0 pe3ySibTaTaxX PaboTbl MOAY/IA 3aLUUThI OT CNamMa A5 MOYTOBbLIX
KJIMEHTOB

¢ [10Ka3bIBaTh ONaJlIoOroBble OKHa MOATBEPXXAEeHUA NPOAYKTa A4 MOYTOBbLIX KJIMEeHTOB Outlook
Express U Windows Mail

* [Toka3blBaTb AMa/N0Or0Bble OKHa MOATBEPXAEHNA NPoaYyKTa A1 Windows Live Mail

* [Toka3blBaTb AMANOrOBbIE OKHa MOATBEPXAEHUA NPOAYKTa A8 MOYTOBOro KJAneHTa Outlook

CbeMHble HOCUTeNu

ESET Internet Security 06ecne4ymBaeT aBTOMaTUYECKOE CKAHNPOBAHME CbEMHbIX HOCUTEeR (KOMMAKT- U
DVD-AUCKOB, USB-YCTPOMCTB 1 T. M.) NMPU NX NOAKOYEHNMN K KOMMbIOTEPY. ITO MOXET ObITb YI06HO,
eCy aIMUHNCTPATOP KOMMbIOTEPA XOYET NPeAoTBPATUTL MOAK/YEHNE M0JIb30BATENAMN ChEMHbIX
HOCUTENEN C HEXENATENIbHbIM COEePXUMbIM.

Ecnm B ESET Internet Security BK/lto4eH napameTp Moka3aTb napaMeTpbl CKAaHUPOBAHMUSA, TO NpK
MOAK/IYEHUN CbEMHOTO HOCUTENS 0TOOPaXKaeTCsa CrefyloLlee AaNoroBoe OKHO:

INTERNET SECURITY v

() O6HapyXeHO HOBOE YCTPOWCTBO
~  CD/DVD (CCCOMA_X64FRE_EN-US_DVI (D)
CraHupoBaTe cefvac

He ckanmposate
Hactpoiika...

Bceraa ucnonssceats epiGpadHelil BapWanT

JonoAHHTEAEHEE CESZEHMR O 3ToM COOGLLEHHK

MapamMeTpbl 3TOr0 ANANOrOBOro OKHa:
* CKaHMpoBaTb ceryac: 3anyCck CKaHMpPOBaHNA CbEMHOr0 HOCUTENS.

* He ckaHMpoBaTb: CbeMHble HOCUTENN CKaHUPOBATLCA He By ayT.
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° HaCTPOIﬁKaZ BbI30B pa3fea PaCLI.IVIpeHHbIe napaMeTpbl.

* Bcerpa ncnosib3oBaThb BblapaHHblﬁ BAPUAHT: €CJ/iN YCTAaHOBUTb 3TOT Cb)'la)KOK, BblﬁpaHHoe
nencTeme 6yﬂ,€T BbINMONHATLCA KaXX bl pa3, Korga BCTaBNdeTCA CbEMHbIN HOCUTENb.

Kpome Toro, B ESET Internet Security €CTb MOL4YJIb KOHTPONS YCTpOV'ICTB, AatoLWMin BO3MOXXHOCTb
3aaBaTb MpaBuJia NCMOJ1Ib30BaHWNA BHELLIHNX yCTpOIZCTB Ha YKa3aHHOM KOMMbIOTEPE.
[lononHuTeNbHblE cBeAeHNs 06 3TOM MofyJfie cM. B pasgesie KOHTPOJb YCTPOWCTB.

YT106bl MU3MEHUTb HAaCTPONKMN CKaHNPOBAHNA CbEMHbIX HOCUTENEeN, NoCcefoBaTeNbHO BolibepuTe
anemeHThl PacwmnpeHHsle napameTpsl (F5) > Moaynb obHapy>xeHus > Mpoueccbl CKaHMPOBaHUA
BPeAOHOCHbIX NPOrpamMm > CbeMHble HOCUTENMN.

JeicTBMe, KOTOpOe caeayeT NpeanpPUHATL NOCJe NOAKJ/IIOYEeHUs CbeMHOro HocuTens: Bbibop
AEeACTBUSA MO YMOJHaHMIO, KOTOPOE BbIMOJIHAETCS NPU NOAKIOYEHUN CbEMHOM0 HOCUTENS (KOMMAKT-
ANCKa, DVD-AMCKa, USB-yCTPONCTBA) K KOMNbIOTEPY. BbibepnTe aeincTBme, KOTOPoe HY>XHO
BbINOJIHATH NPY NOAKIOYEHNN CbEMHOI0 HOCUTENS K KOMMbIOTEPY.

* He ckaHupoBaThb: 1eNncTBMA He ByayT BbINONHATLCS, OKHO OBOHapy>KeHO HOBOe YCTPOMUCTBO
OTKpbIBaTbCA He byneT.

* ABTOMaTu4yeckKoe CKaHUpoBaHue YCTPOﬁCTBZ BbIMNOJIHAETCA CKaHNPOBaHMNE NOAK/IHOYEHHOI O
K KOMMbOTEPY CbEMHOI0 HOCUTENA.

* MTokasaTb napaMeTpPbl CKAHUPOBaAHUA: Nnepexon B pasnen, roe HaCtpanBarTCA JNleNCTBMA CO
CbeMHbLIMU HOCUTEJIAMMU.

Nepeapopecauus

ESET Internet Security NoOALepXXMBaeT OTNPaBKy COOBLLEHNA 31eKTPOHHOW NOYTbI MPX BO3HUKHOBEHUN
cobbITUN C 3alaHHON CTeneHbto AeTanu3saunn. YTobbl akTUBMPOBaTL 3TY MYHKLMUIO, OTKPONTE
PacwiupeHHble napamMeTpsl (F5) > YBeaoMmneHus > MNepeappecauus 1 BKIKOYNTE NapaMeTp
MepecbiniaTb yBeAOMJIEHUA HA IJIEKTPOHHYIO NOUTY.
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@[3 INTERNETSECURITY B

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn. o6uapyxenms €D E nNepeceinate Ha 3nekTpoHHyto nouTy 5
| O6Hosnesne @D Mepeceinate YEEAOMAEHHA HA JNEKTPOHHYH NOUTY [ ] a

3aWnTa ceTH

i
WMIHTEPHET 1 31EKTPOHHAA
nouta
i
Koutpons ycrpoiicts D
i
CepBuC
i
WHTepdeic noaL3oBaTena
i
yeegomnenna E
Mepeagpecauns
SMTP-cepeep
HacTtponkw
KOHQWAEHLUMANBHOCTK o
i
i

Mo ymonuaumio m OTmenHa

B packpbiBatolieMcs cncke MMHMManbHas cTeneHb AeTann3auum yBegoMaeHUNn MOXXHO
BbI6paTh HaYaslbHbIA YPOBEHb OTMNPAB/ISEMbIX YBEAOMIEHWIA.

» llMarHocTUKa: B XXypHaa BHOCUTCS UHGOopMauus, Heobxoanmas ANs TWaTebHOW HaCTPOMKY
Nporpammbl, U BCe NepevnCIeHHbIE Bbille 3anuncu.

* UHcdopMaLHMOHHBIEe: 3aMnNCbIBAOTCA MHHOPMALIMOHHbLIE COOBLLEHMS, TaKne Kak
HecTaHAApTHble ceTeBble COObITUSA, BKMOYas cooblieHmns 06 ycnelHon onepaumm obHoBAEHNS,
a TaKXXe BCe NepeynC/eHHbIE BbiLIE 3amnucu.

* npep,ynpe)Kp,eHuﬂ: 3alnCbiBatoTCA KPUTUYHECKNE oLNBKN 1 npeaynpexageHns (HaanlMep,
HE yAanocCb BbIMOMHUTb obHOBNEHME NN CUCTEMA Antistealth pa60TaeT Hel'lpaBI/IJ'IbHO).

* OWKMOKM: 3anNnCbIBalOTCA OWNOKKN (HE aKTMBMPOBaHA 3allMTa AOKYMEHTOB) U KpUTUYECKUE
oLwnoéKn.

* KpuTuyeckue owIMOKHK: 3aNnChb B XXYPHaJ TONbKO CBEAEHUI O KPUTUYECKMX OLLIMBKax
(Hanpumep, 06 owwnbkax npu 3anycke 3alinTbl OT BUPYCOB U 06 0bHapyxeHun yrpos).

OTnpaBnATbL yBeAOMJIEHUA B OTAEJIbHbIX COOOLLEeHUAX 3/IEKTPOHHOM MOYTbI: eC/In 3TOT
napamMeTp aKTMBMPOBaH, NoayYyaTenb ByaeT nosyyaTb Kaxxaoe yBeLoMieHne B coobeHnn. 3To
MOXXET NPMBECTU K MNoNyYeHUto 60bLIOro KOMYeCTBa NoYThl 3a KOPOTKUIA MPOMEXYTOK BPEMEHMN.

NHTepBan MeXxay oTnpaBKaMU HOBbIX COOOLLLEHUA INI€KTPOHHOMW NOUThI (MMUH.): Bpems B
MWHYTax, Yepe3 KOTopoe Mo 3N1eKTPOHHOM rnoYyTe ByayT OTnpasieHbl HOBble yBefoMaeHus. Ecnu
3afaTb 3HavyeHue 0, ysegomaeHns byayT oTNpaBaaTbCsA Cpasy.
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Appec oTnpaBuTens: BbIOOp agpeca oTnpaBuTenNs, KOTopbln 6yaeT oTobpa)kaTbCa B 3arooBKe
COO6LLEHNI 3NEKTPOHHOW MOYThl C YBELOMIEHNEM.

Appeca nonyyaTens: ykasaHue agpecos rnojsy4vatenei, kotopble byayT oTobpaxaTbCa B 3aronoBke
COO0BLLEHNIN 3/IEKTPOHHOM NOYTHI C yBegOMeHnEM. MOXXHO yKa3aTb HECKOJIbKO agpecoB. B kavecTse
pasfennTens UCnoJsibynTe TOYKY C 3ansToNn.

SMTP cepBep

SMTP-cepBep: SMTP-cepBep, NCNONb3yEMbIN AN OTNPaBKK YBEOOMAEHMI (Hanpumep,
smtp.provider.com:587, NpeABapuTesibHO 3afaHHbIN HOMep nopTa — 25).

ESET Internet Security NoAAep>XX1UBAaeT SMTP-CEpPBEPbI, NCNOJb3YOLINE LWNDPOBAHNE TLS.

NMsa nonb3oBaTens 1 naposab: eCc/in Ha SMTP-cepBepe Tp66yeTCﬂ npoBEPKa NOANTMHHOCTH,
YKaXxxute AeNCTBUTENIbHbIE UMA MOJIb30BaTeNs U naposib Ans [octyna K SMTP cepBepy.

BkniouuTtb WndposaHue TLS: npenynpexneHuns ob yrpose n ypeoMaeHUS C UCMO/b30BaHNEM
LW POBaHMA TLS.

MpoBepuTb SMTP-cOeAMHEHME: Ha afpeC S/IEKTPOHHOM MOYTbI NoNyyYaTens 6yaeT oTnpaBaeHO
MUCbMO A5t NPOBEPKMN. HYy>XXHO yKa3aTb SMTP-cepBep, UMsi NoJib30BaTeNs, Naposb, afpec
OTMNPaBMTENS U afpec nosyyaTens.

dopMaT cooOLLEHNHN

O6MeH faHHbIMY MeX Ay NPorpaMMon 1 yaaneHHbIM Nonb30BaTeNeM UAN CUCTEMHBIM
agMUHUCTPATOPOM OCYLLECTBIAETCA NOCPEACTBOM I/IEKTPOHHOMN MOYThI MK coobLieHni B
NoKanbHoOW ceTu (ucnosbsyeTtcs ciyxba obMeHa cooblyeHnsMm Windows). dopMat
npepynpeXxaeHun u yBeaoOMAEeHUN, YCTAaHOBJIEHHbIV MO yMON4YaHuio, byaeT onTumaneH B
60/bLUIMHCTBE C/ly4aeB. B HEKOTOPLIX Cy4asax MOXeT NOHaAobnThCA N3MEHUTbL (hopMaT CoobLLeHNiA
0 cobbITHAX.

dopmMaTt coobLieHuin o cobbITUAX: hopMaT CoobLLEHUI O COBLITMAX, OTOBPa)kaeMbixX Ha
yZOaneHHbIX KOMMNbloTepax.

dopmaT npeaynpexaeHun o6 yrposax: npenynpexaeHns ob yrpose n ysegomeHns nMeT
npeLBapuTenbHO 3afaHHbIA hopMaT MO YMOMYaHMIO. ESET peKoMeHAyeT 0CTaBUTb NpeaBapuUTenbHO
3a4aHHbIN opmaT. OQHAKO B HEKOTOPLIX CyYasax (Hanpumep, Npu Haan4ymm CUCTEMBI
aBTOMaTU3MPOBaHHON 06PabOTKN 3NEKTPOHHOM MOYTbI) MOXKET NOHAA0OMTLCA U3MEHUTL hopMaT
coobLeHnn.

Koguposka: npeobpasosaHue coobLieHNs 3NeKTPOHHOM NOYThl B KOAUPOBKY CMMBOOB ANSI,
OCHOBaHHYIO Ha permoHaJsibHbIX HacTporkax Windows (Hanpumep, windows-1250, Unicode (UTF-8), ACSII 7-

bit, WM ANOHCKUN (1ISO-2022-JP)). B pe3ynbTaTe, "4" ByaeT n3MeHeH Ha "a", a HEM3BECTHbI CMMBOJI Ha
II?II

Ncnonb3oBaTb KOAUPOBKY Quoted-printable: coobuieHne byneT npeobpa3oBaHo B hopmaT Quoted

Printable ((QP)), B KOTOPOM UCMOb3YIOTCA CMMBOJbI ASCII, 4TO NO3BONAET NPaBUJIbHO NepefaBaTh
CMMBOJIbl HALMOHabHbIX anaBUTOB MO 3/IEKTPOHHON NoYTe B 8-6UTHOM hopMaTe (4éidu).
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* %TimeStamp% — faTa 1 Bpems CobbITus.

* %Scanner% — 3a[e€MCTBOBaHHbLIA MOLY/b.

* %ComputerName% — UMS KOMMNbOTEPaA, HA KOTOPOM MOSABMIIOCH OMOBELLEHME.

* %ProgramName% — nporpaMma, Co3aBLlUas OMoBELLEHNE.

* %InfectedObject% — MMA 3apa)keHHOro hanna, coobuieHma n T. .

* %VirusName% — WAeHTUpULMPYOLME OaHHbIE 3apaXKeHus.

* %Action% — [eiCTBMe, NpeanpvH/MaeMoe B Cy4ae 3apaxeHus.

* %ErrorDescription% — onucaHne cobbiTVS, He NMEIOLLEro OTHOLLEHNS K BUpYCaM.

KntoyeBble cnoBa %InfectedObject% 1 %VirusName% VMCMONb3YOTCSA TONbKO B NpeaynpexxaeHnsax ob
yrpo3ax, a %ErrorDescription% — TOJIbKO B CO0BLEHNAX O COBLITMAX.

HacTpouku KoHPpuaeHUNaIbHOCTH

B rnaBHoM okHe nporpamMmsl WwWenkHMTe HacTpouka > PacluMpeHHble napameTpbl (F5) >
HacTponku KoHhMaEeHUNaNbHOCTH.

NTERMETSECURITY o X
JononHuTeNbHble HaCTPOWKM Q X7
| Moayne oBHapyseHWa E nPOrpPAMMA YNYULWEHWA NOML30BATENLCKOMO OMBITA 5
| OBHoBNEHKWE o ¥yacTECEaTE B nporpamMmMe yaydLleHa NoNe30eaTeneCKoro o
o . - - P ¥y - J = J (.. G

onelTa

3awKnTa cetH _ B ~
Kakyro undropraumie Mbl cobupaem?

WMHTEpHET U 3NeKTPOHHAA
nouTa

Koutpons ycrpoiicte B
Cepenc
WHTepdeic nons3oeatens

YeeqomMmneHna [ 2 ]

| HacTpoiiku
| KOHPWAESHUMANLHOCTH

Mo ymonuanwo QDK OTtmeHa
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Mporpamma yay4LieHUA NoJsib30BaTeJIbCKOro onbiTa

BkntouymMTe NON3YHOK PALOM C 3/1eMEHTOM Y4acTBOBaTh B NporpaMMe yyullueHus
Nosb30BaTesIbCKOro onbITa, 4Tobbl NPUCOEANHUTLCA K AaHHOW nporpamMme. MNprncoeanHMBLUNCD, Bbl
byneTe NpefocTaBNsATb KOMMaHWW ESET aHOHUMHbIE CBeAEHUS 06 MCMOb30BAHUM HALLUX MPOAYKTOB.
CobpaHHble AaHHbIe MOMOryT HaM YAy4LlnTb YA0BCTBO NCMOb30BaHNSA NPOrPaMMbl 1 HI B KOEM
cnyyae He bynyT nepenaBaTbCA TPETbUM CTOPOHAM. Kakune ceefeHns Mbl cobupaem?

Mpocdpunu

AuncneTtyep npodunen ncnonb3lyeTca B ABYX pa3aenax ESET Internet Security: B pa3gene
CkaHuMpoBaHue KoMMnbloTepa no TpeboBaHuio 1 B pa3gene ObHOBNEHuMe.

CKaHMpOBaHMe KOMMbIOTEpPa

B ESET Internet Security eCTb YeTblpe NpeABapUTebHO 3a4aHHbIX NPODNIS CKAaHVPOBAHNS:

* MHTennekTtyanbHoe CKaHMPOBaHUE — 3TO NMNPOWJib PACLUIMPEHHOrO CKaHMPOBaHMA MO
yMon4aHuo. ns npoduns MHTENNEKTYaIbHOr0 CKAaHUPOBAHMSA NCMONb3YeTCs TEXHONOMnA
NHTENNEeKTYaNbHOM ONTUMM3aLUKN, UCKTIOYaloWwas (aibl, KOTopble BO BPeEMS NpeablayLLero
CKaHMpoBaHWS BblM onpeaeneHbl Kak YACTbIE U C TOrO0 BPEMEHUN HEe U3MEHSINCL. ITO
obecneymBaeT COKpaLleHNe BPEMEHN CKAHNUPOBAHUSA MNP MUHUMAJIbHOM BJIUSIHUN Ha
6€30MacHOCTb CUCTEMBI.

* CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXeTe 3aMyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHwue no TpebosaHuio ans noboro danna. Mpodunb «CkaHMpoBaHME Yepes
KOHTEKCTHOE MeHI0» MO3BONSAET ONpenesiMTb KOHPUrypaLnto CKaHNPOBaHNUS, KoTopas byaeT
MCMONb30BaTbCA NMPU 3aMyCcKe CKaHMPOBaHMA TakKMM CNocobom.

* FTnybokoe ckaHupoBaHue — [1ns npodus riaybokoro CKaHVPOBaHNSA MHTENNEKTyallbHas
ONTMMMU3ALNS MO YMOSYAHUIO HE UCMOMb3YETCs, MO3TOMY NPW UCNOJIb30BAaHMK 3TOr0 Npoduss
HUKaKune dainbl N3 CKaHUPOBAHWUS HE UCKJTIOYAOTCS.

* CKaHMpoBaHMe KoMnbloTepa — 3TOT Npodusib Mo yMOJYaHUIO UCMOJIb3YETCA Npu
CTaHAapPTHOM CKaHNPOBaHUK KOMIbIOTEPA.

MpeanoyTuTeNibHble NapaMeTpbl CKAHMPOBAHUSA MOXXHO COXPaHUTb AN UCMOJIb30BaHWA B
LanbHenwem. PekomeHayeTCa co34aTb OTAEMbHbIN NPOGWb A5 KaXKA0ro perysispHo
MCMNOJIb3yeMOro CKaHUpPOBaHUS (C pa3nnyHbIMM 06 beKTaMmn, MeToaMmn CKaHMPOBaHWA 1 NPOYUMU
napameTpamu).

Anda co3faHus npounaa oTKponTe OKHO «PaclumpeHHble napaMeTpbl» (F5) 1 WenkHnTe Moaynb
obHapy>xeHus > CKaHMpOBaHME Ha Hainime BpeAOHOCHbIX MporpaMm > CKaHMpoBaHue no
TpeboBaHuio > Cnucok npocunen. B okHe [iucneTyep npodpunen 4OCTYNHO pacKpbiBatoLLleecs
MeH0 BbiOpaHHbIN NPOPUAb CO CNNCKOM CYLLECTBYOLLNX NPOdUNERn CKaHNPOBAHMNSA 1 ONUMEN ANS
C034aHuna HoBOro. [Ins co3faHma Nponas CKAaHMPOBAHUSA B COOTBETCTBUN C KOHKPETHbLIMU
noTpebHOCTAMM CM. pa3fen HacTponka napameTpoB Moayns ThreatSense, FAe OMUCbIBAETCS KaXkabIN
napameTp, UCNoJsib3yeMbl 419 HACTPONKN CKaHUPOBAHUS.
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Mpennonoxum, Bam TpebyeTcs co34aTh COBCTBEHHBIA NPODUIL CKAHNPOBAaHKSA. XOTS
KOHurypaums CKaHMpoBaTb KOMNbIOTEP YaCTUYHO NOAXOAMNT, CKAHUPOBATb MPOrpamMmbl-
YMNaKOBLUVKNA WK NOTEHLMANLHO ONacHble NPUI0XKeHVs He TpebyeTcst U HY>KHO MPUMEHNTb
Bcerpa ucnpaBnatb obHapy)xeHue. BeanTe nMsa HOBOro npogmis B okHe fiucneryep
npodunen 1 HaxxmuTe KHonky JLob6aBuTb. BoibeprTe HOBLIN NPodKIb B paCcKpbiBatoLLEMCS
MeHs BbIOpaHHbIN Npoduab 11 HACTPONTE OCTaslbHble NapaMeTpbl B COOTBETCTBUN CO CBOUMM
TpeboBaHMAMM, @ 3aTEM HaXXMUTE KHOMKY OK, 4TOObl COXPaHNTb HOBbLIA NPOdUb.

OOHOBJIeHue

PepnakTop npodunei, pacnonoXeHHbI B pasgene «HacTponka 06HOBNEHNIN», aeT NONb30BaATENSAM
BO3MOXXHOCTb CO3[aBaTb HOBble Npocunan obHoeneHns. Co3haBaTb U UCMOb30BaTb COOCTBEHHbIE
noNb3oBaTeNbCKME Npodunan (T. e. Npoduan, OTAINYHbIE OT Npodund No ymonydaHuio Mown npodunb)
cnepyeT TOJIbKO B TOM C/lyyae, eCin KOMMbITEP NOAKI0YaEeTCA K cepBepaM 0OHOBAEHNA pa3HbIMK
cnocobamu.

B KayecTBe npyMepa MOXHO NPUBECTUN HOYTOYK, KOTOPbLIN 0OLIYHO MOAK/IIOYAETCS K JIOKaSIbHOMY
cepsepy (3epkasy) B JIOKaSbHOW CETU, HO TaKXe 3arpy>xaeT 0OHOBNEHUA HENOCPEeACTBEHHO C
cepBepoB 06HOBAEHWUI ESET, KOrAa HaX0ANTCS HE B JIOKaIbHOW CeTK (HanpuMmep, BO BpeMS
KOMaHANPOBOK). Ha TakoM HOyTOyKe MO)XHO MCNOb30BaTh ABa NPOGWIS: NepPBbIN HAaCTPOEH Ha
NOAK/OYEHME K JIOKasIbHOMY CEPBEPY, @ BTOPON — K 0AHOMY 13 cepBepoB ESET. [loc/ie HacTPOMKM
npognnen nepenaute B pasgen Cny>xebHble nporpaMMmbl > MAaHMPOBLUMK 1 N3MEHUTE
napameTpbl 3agay obHoBAeHNS. Ha3HaybTe 04MH U3 Npoduien B Ka4eCcTBe OCHOBHOMO, a ApYron — B
Ka4yeCcTBe BCNOMOraTesibHOro.

Mpocdunb oO6HOBAEHUA: TeKyLWNA Npoduab 06HOBNEHNS. Ing nameHeHus npodunsa suibepute
HY>XKHbI/ 13 PaCKPbIBAIOLLEroCs MEHIO.

Cnucok npocdunen: cosfaHme niv pefakTuposaHue npoguien obHOBNEHNS.

CoyeTaHua Knasuul

Ina 6onee yD,O6HOl7I HaBuUrauum B ESET Internet Security MOXXHO UCMOJIb30BaThb clefylowmne codeTaHus
KNaBuULU:

F1 BbI30B CMPABKU

F5 BbI30B OKHa PaCLUMPEHHbIX MNapaMeTpoB

CTpenka BBEPX MW HaBUraLMsA B MyHKTax PaCcKpbiBAOLLEroCs MEHIO

CTpesika BHU3

TAB nepexof K cieflyloLlemMy 31eMeHTy rpaduyeckoro nHTepderca
NoJib30BaTest B OKHE

Shift+TAB nepexof K NpefbliayLieMy 3N1eMEHTY rpadnyeckoro nHTepdenca
No/Sb30BaTENS B OKHE

ESC 3aKpbITUE aKTUBHOIO ANAIOr0BOr0 OKHa

Ctrl+U oTobparkeHne cBefeHNI O NNLLEH3MMN ESET 1 BalLeM KoMMbloTepe

(MHGopMauma ana cnyxbbl TEXHUYECKON NOOAEPIKKM)

Ctrl+R BOCCTaHOBJIEHNE pa3MepPOB OKHa NPOAYKTa U €ro noJiooxkeHNda Ha 3KpaHe
no ymoa4aHuio
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ALT + CTpesika BNeBO nepexoa Haszan
ALT + CTpesiKa BMpaBo nepexon Brepes
ALT+Home nepexoa Ha [OMALUHIOW CTPaHULy

s HaBUraumm Tak>Xe MOXKHO UCMOJIb30BaTb KHOMKW MbILLW Ha3and Uian Brnepea.

InarHocTuka

CpencTBO AMarHOCTUKN cobnpaeT aBapuitHbie Aamnbl NpoLEccoB ESET (Hanpumep, ekrn). Ecnn
nponcxoonT aBale|7|Hoe 3aBepuieHne pa60TbI npnnoXxeHnsd, Co3gaeTca COOTBeTCTByPOLLI,I/II7I Oamrn. C
NMOMOLLbIO TaKUX AaMMNoB pa3pa60Tl-|v|K|/| MOTYT OTJ1TaXXNBaTb N UCMPaB/IATb pPa3indHbIE I'Ip06ﬂeMbI
nMporpammbl ESET Internet Security.

OTKpONTE pacKkpbIBaOLLEECS MEHIO PSAAOM C 31eMeHTOM Tun gamna v BbibepnTe 0NH U3 Tpex
LOCTYMHbIX BAPUAHTOB:

* BbibepuTe OTKAOUYUTB, YTOOLI OTKOYNTD 3TY (PYHKLMIO.

* MuHM (N0 YMONHAHNIO) — PErncTpUpyeTCs camblili Manbin 06 beM None3Hon NHpopMaLnm,
KOTOpas MOXET NOMOYb ONpefennTb NPUYNHY HeOXXAaHHOro cbos npunoxxeHus. NMoaobHbIn
ann gamna MoOXXeT NPUroAnTbCH, eC/IM Ha AMCKe Mano MecTa. O4HaKO OrpaHUYeHHbIN 06beM
BKJIIOYEHHOW B HEro MHopMaLmm MOXXeT Npy aHann3e He NO3BOANTb 0BHaPYXNTb ownbKY,
KoTopble He Bblin Bbi3BaHbl HENOCPEACTBEHHO NOTOKOM, BbINOJIHABLLUMMCS B MOMEHT
BO3HWKHOBEHUS Npobnembl.

* MoNHbIKA: KOrla HEOXWAAHHO NPeKpaLlaeTcs paboTa NPUNOXKEHNs, PErMCTPUpPyeTCs Bce
COAEPXMNMOoe CUCTEMHON NamMATK. MOSHbIA 4aMMn NaMAT MOXKET COepPXaTh JaHHble NPOLIeccos,
KOTOpPbIE BbIMOJHANNCL B MOMEHT CO3JaHUs Aamna.

LLeneBo# KaTanor — Katasior, B KOTOpoM byeT co3gasaThcs Aamn npm cboe.

OTKpbITb NANKY AUAarHOCTUKMU: HaXXMUTe KHOMNKY MokasaTtb, 4Tobbl OTKPbLITbL 3TOT KaTanor B
HOBOM OKHe NMpoBOAHWKa Windows.

Co3paTb paMn AUArHOCTUKMU: HaXXMUTe KHOMKY Co3patb, 4Tobbl CO34aTh B LLeNIEBOM KaTasore
cpa|7|nb| AdaMna AnarHoCTuKN.

PaclumpeHHoe BegeHue XXYpPHaJioB

BknouuTb pacluMpeHHoe BeaeHue )XYPHaJZIoB B peKJlaMHbIX CoOoOLEeHuaxX: 3anncb BCex
CobbITNI, CBA3AHHBIX C pPeKNIaMHbIMN coobuieHnamn B NPOAYKTE.

BknouuTb pacluMpeHHOe BeaeHue XypHana Asa MOAYAA 3aluMUThl OT cnaMa: 3anmncb BCex
cobbiTnn, KOTOpPbIE MPONCXOAAT B Npouecce CKaHNpoBaHNA Ha HaJlM4ne CnaMa. STO0 nomoraet
pa3pa60T-||/|KaM BbIAB/ATb N NCMNPaBJATb ﬂpOﬁﬂE‘Mbl, CBsA3aHHbIe C MOAYNEM 3alUUThl OT CNaMa ESET.

BKAIOYNTDL pacluupeHHOoe BeaeHue XXypHasia ansa Mmoayns AHTMBOpZ 3anuncb Bcex cobbiTun,
KOTOpble MponcxogAaT B Moayne AHTVIBOp, ona ANarHOCTUKN N yCTpaHeHUA I'IpO6)'I€M.
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BKNIO4YMTbL paclUMpeHHOe BeAeHne XXYPHAJoB 3aluTbl 0aHKOBCKOM onaaThl: 3anNuncCb BCEX
cobbITNI, KOTOPbIE KacaloTCs 3alnTbl BaHKOBCKOW OnaThl.

BKNIO4YMTbL paclUUpeHHOe BeAeHne XXYPHaJoB ANA MOAYNA CKAaHUPOBaHUA KOMMNbIOTepa:
3anuncb Bcex cobbITUN, BO3HMUKAOLWMNX B NpoLecce CKaHNPOBaHUSA (haiioB 1 Nanok yHKumnen
«CKaHMpoBaHMe KoMnboTepa».

BkniouyeHue pacLUMpPEHHOro BefeHUs XXypHasa KOHTPOA YCTPOMUCTB: 3anuncb BCex cobbIThi,
KOTOpble MPOUCXOAAT B MOAYJ/1e KOHTPOJIA YCTPOMCTB. 9TO NoMoraeT pa3paboTynkam BbISBAATb U
ncnpasnsaTb NpobnemMbl, CBA3aHHbIE C MOAYJIEM KOHTPONS YCTPONCTB.

BKNIOYMTbL pacluMpeHHoe BeaeHue XXypHana Direct Cloud: 3anuncb Bcex cobbITuiA, KOTOpble
NPONCXoasT B ESET LiveGrid®. 3TO MoMoraeT pa3paboTymkam BbISIBASATb U NCNPABASTL Npobriemsl,
CBsI3aHHble C MoayJieM ESET LiveGrid®.

BkniouuTb paclimpeHHoe BeieHue XYPHaJsia 3alluTbl JOKYMEHTOB: 3allCb BCEX cobbiTnn,
KOTOpble NMPONCXOOAT B MOoAyJie 3allThl AOKYMEHTOB, AJ1A ANAarHOCTUKN N YCTPpaHEHNA r|p06neM.

BkaouuTh pacluMpeHHoe BeaeHUe XXYPHanoB 3aLllUTbl NOYTOBOIro KJAMEHTa — 3anuncb BCex
cobbiTni, NMPONCXooALWmnX B 3allUTE NMOYTOBOIro KJIMEHTA U NJlarMHe Nno4ToBOro KJINeHTa, AnAa
ONarHoCTuKM N peLlleHnsa np06neM.

BKnouuTb pacluMpeHHoe BeAeHue XXYpHana agpa: 3anncb Bcex CobbITUN, KOTOpbIE MPONCXOaAT
B A4pe ESET (ekrn).

BKAIOYNTDL pacluupeHHOoe BeaeHue XXypHaJsia anfa JIMUEH3UPOBaHUA: 3arnncb BCETO obmeHa
OaHHbIMN MeXAy cepBepaMu ESET License Manager Wn pelleHnem ansg aktusaumm ESET.

BKAIOYNTDL TPACCUPOBKY MaMATHU:. 3alnNCb BCEX cobbITun, KOTOpble NMOMOryT pa3pa60Tq|/|KaM
BbIABJIATb YTEYKWN MaMATH.

BKno4uMTb pacluMpeHHoe BeAeHue XYpPHana 3aluTbl CeTU: 3aMNnCb BCEX CETEBLIX AAHHbIX,
npoxoaswmx Yyepes aepson B hopmaTte PCAP. TO NoMoraeT pa3paboTynkam BbiABAATb U
YyCTpaHATb Npobnemsbl, CBA3aHHbIE C halnepBOIOM.

BKno4YMTb pacluMpeHHoe BeseHue XypHasa onepauuoHHON CUCTEMbI: 3anncb
LOMONHUTESNIbHLIX CBeAeHU 06 onepaunoHHON CUCTEME, HanpruMep 0 3anyLLUeHHbIX npoLeccax,
akTmBHOCTK LIM 1 paboTe anCKoB. ITO NOMOraeT pa3paboTymkamM AMarHOCTUPOBATb M NCAPaBIATb
npobaembl, CBSi3aHHbIE C MPOAYKTOM ESET B Ballel onepaLMoHHON CUCTEME,

BKNIOYMTb paclUMpEeHHOe BeaeHue XXypHasa poanTeNbCKOro KOHTPOA: 3anuch Bcex CobbiTui,
KOTOPbIE MPOVNCXOAST B MOAYJie POANTENLCKOr0 KOHTPOIS. DTO NMoMoraeT pa3paboTynkaM BbiSBASTb
1 MCNpaBnaTb NPobaeMbl, CBSi3aHHbIE C MOAYJ/IEM POANTENbCKOr0 KOHTPOS.

BKJIIOYMTb paclUMpeHHoe BeAeHue XXYpHana ¢punbTpaLmm NPpoTOKOJIOB: 3aMnCb BCEX aHHbIX,
NPOXOAALMX Yepe3 MOAY b UbTPALMIN NPOTOKOIOB B hopMaTe PCAP. 3TO NoMoraeT
Pa3paboTyMKaM BbISBASATL U YCTPAHATb NPobieMbl, CBA3aHHbIE C DUIbTPALIME NPOTOKOIOB.

BKNIO4YMTb paclUMpeHHOe BeAeHne XYPHaJoB ANnA obMeHa push-COOOLLLEHMAMM: 3aMnCb BCEX
cobbITHin, NponcxoaaLLnx Bo BpemMs obmMeHa push-coobuieHmnamu.

BknioyeHue pacluUMpPeHHOro BeAeHnA XXYpPHaJioB AJA 3alLUThbI d)av“lnosoﬁ CUCTEMLI B
peasibHOM BpPeMeHMN: 3alnncb BCEX cobbiTnn, nponcxogdalinx B npouecce CKaHnpoBaHUA q)a|7|nos n
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nanok yHKLUMen «3alinTa (anIoBON CUCTEMbI B peasibHOM BPEMEHM».

BK/NIOYUTbL paclLMpeHHOoe BefieHue XXypHana ans Moayns oOHOBAEHMA: 3anncb BCex CobbITui,
KOTOPble MPOVNCXOASAT BO BpeMsi 06HOBAEHNSA. DTO NoMoraeT pa3paboTynkaM BbISBASTb U UCNPaBAATh
npobnemsbl, CBA3aHHbIE C MOLYyieM 0OHOBNIEHMS.

®ainbl XypHana HaxoaaTcsa B Nanke C:\ProgramData\ESET\ESET Security\Diagnostics).

Cnyxba TexHu4eCKoMn noanep>xKu

Mpw obpalleHny B cnyxby TEXHNYECKON Noaaep XKy ESET U3 Nporpammebl ESET Internet Security MOXHO
OTNpPaBUTb OaHHbIE 0 KOHUrypaunm cuctemsl. Boibepnte OTNpaBnATbL BCeraa B pacKpbiBaloLLEMCS
MeH0 OTnpaBKa AaHHbIX 0 KOH(Urypaumm cucteMbl /19 aBTOMaTUYECKON OTMPaBKK AaHHbIX UK
BbibeprTe 3anpawimBaTh NOATBEPXAEeHUe nepen oTNPaBKOM, 4Tobbl MONyYaTh 3aNpocC nepeq
OTMNPaBKOWN AaHHbIX.

NIMNoOPT M 3KCNOPT NapaMeTpoB

MO>XXHO UMNOPTUPOBATb U 3KCNMOPTUPOBATHL MOJIb30BATENbCKUNA .xml-hann KOHpUrypaLmum ESET
Internet Security C nomMoLbio MeHi0 HacTponka.

NnnocTpnpoBaHHbIe MHCTPYKLMN
NnnoCcTpupoBaHHbIE MHCTPYKLUMW Ha aHT IMNCKOM U eLle HECKOIbKMX A3blKax NpUBEAEHbI B
pasgene MNopT M 3KCAOPT KOHMUrypaLmm ESET C NOMOLLbIO XML-hanna.

AMMopT 1 3KCNopT (hansioB KOH(pUIypaLmm MOXXHO NMPUMEHATb, €CJIN HY)XHO CO34aTb Pe3epBHYI0
KOMKWIO TeKyLLen KOHpUrypauuy nporpaMmmel ESET Internet Security A1 MCMNOb30BaHNA B ByayLiem.
JKCMNopT napaMeTpoB Takxe yaobeH, ecnim HeobxoaMMO UCNOJIb30BaThb NPEANOoYUTaEMYIO
KOH(UIypaLmnio Ha HECKOJIbKMX KoMMbloTepax. ®Paisl .xml MOXXHO UMNOPTUPOBATL A5 NepeHoca
HY>KHbIX NMapaMeTpoB.

Y706l MIMNOPTUPOBATL KOH(MUIYPaLMIO, B F1IaBHOM OKHE NporpaMmsl WenkHuTe HacTponka >
MMnopT 1 3KcnopT napaMeTpoB 1 BbibepnTe UMNopTupoBaTh NapameTpsbl. Beeaute nms daiina
KOH(UIYpPaLMU NV HAXKMUTE KHOMKY ..., 4TOObI BbIOPaTh (a1l KOHMUIrypaLmmu, KOTopbii cnenyeT
MMMOPTMPOBATD.

YT00bl 3KCMOPTMPOBATL KOHMUIypaLWIO, B [1aBHOM OKHE NMpPorpammbl WenkH1uTe Hactpomnka >
MMnopT 1 3KCnopT napaMeTpoB. BoibepTe IKCNOPTUPOBATL NAapaMeTpbl 1 BBEAUTE MOJHbI
nyTb K painy ¢ uMeHeM. LLienkHuTe ..., 4Tobbl NEPENTI B PACNONIOXKEHNE Ha BalleM KOMMbOTepe, B
KOTOPOM HeobXxo4MMOo COXpaHMTb alt KOHUIypauuu.

Mpwn 3KCNopTe NapaMeTpoB MOXXET BO3HMKHYTh owunbKa, ecnm y Bac HeAO0CTAaTOYHO NpaB As
3anncy 3KCNOPTUPYEMOro ainia B yKa3aHHbIN KaTanor.
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NTERNET SECURITY x
MMHOpT M 3KCNOpPT NapamMeTpoB ?

Tekylwlan KoHpUrypauua MoxeT Obib coxpaHeHa B XML-daiine v npw HeobBxogumocty
EOQCCTAHOBMEHA NO3KE,

@ MiMnopTHpOBaTe NapameTphl

SKCNOPTUPOEaTL NapaMeTPLl

MoAHkIH NyTe K @aiiny c MMeHem:

3aKpLITE

BoccTaHOBJIeHUe BceX MapaMeTpoB B 3TOM
paspene

Ha)xmuTe Ha CTpenky n3rnbom [J, 4Tobbl CKMHYTb BCE HAaCTPOWMKK B 3TOM pa3fesie 40 HAaCTPOeK Mo
YyMOJI4aHUIO, onpedesieHHbIX ESET.

ObpaTuTe BHMaHWE, YTO NOC/Ee HaxXaTusi BepHYTb 3Ha4Y€HUA MO YMONYAHUIO BCE CO3JaHHbIE
n3MeHeHuns ByayT NoTepsiHbI.

BoccTaHOBUTb coaep>XuMoe Tabnuu,: npy akTUBaLMKU 3TON PyHKLMM BCe NpaBuna, 3aavn u
npocunun, nobaBfeHHblE aBTOMATUYECKN MW BPYYHYIO, ByayT yaaneHsl.

Cm. TakxXe [NapaMeTpbl UMMOPTa N IKCNOPTA.

BoccTaHOBJIeHUue napaMeTpoB No ymon4aHuio

HaxxmuTe Mo yMon4YaHMIO B pacLlUMpeHHbIX napaMeTpax (F5), 4ToObl CKUHYTb BCE HACTPOMKM
nporpammbl Ans Bcex Moaynein. OHM BEPHYTCS K COCTOSIHMIO NOC/1e HOBOW YCTaHOBKM.

CM. TakXe [lapamMeTpbl MMMNOpPTa 1 3KCMNopTa.

NMpu coxpaHeHUn KOHPUrypauum npousoLuna
owimOKa

370 coobuieHne 06 owmbKe NoOKasbIBAET, YTO HACTPONKIN He BblIN KOPPEKTHO COXPaHEHbI 13-3a
oLwImnbKM.

O6bI4HO 3TO O3HAYAET, YTO MOJIb30BATESb, MbITABLLMACS N3MEHUTH NMapPaMeTpPbl NPOrpPaMMmbI:
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* MeeT HeA0CTaTOYHO NMpaB fOCTYyMNa UK He UMeeT HeOBXOAUMbIX pa3peLLeHin onepaLMoHHON
CUCTEMbI, HE0BX0AMMbIX A8 N3MEHEHUS (haltIoB KOHUIypaLMmM 1 CUCTEMHOTO peecTpa.
> [1ns BHECEHUst He06XO0ANMbIX U3MEHEHWNI CUCTEMHBIV aAMUHUCTPATOP LO/KEH

dBTOpPM30BaTbCA.

* HeQlaBHO BKJIIOYMA pexum «ObyyeHune» B cucteme HIPS nnu daitepBosie 1 NonbITaNCs BHECTU
N3MEHeHNs B pacLUMpPeHHbIE NapaMeTpbl.

> YT06bl COXPaHNTb KOHPUIYpaLUIo 1 M36exaTb KOH(INKTA KOHPUIYpaLUK, 3aKpoiTe
pacLUMpeHHble NapameTpbl 63 coxpaHeHns 1 MOBTOPUTE MOMbITKY BHECTW HEOBXOANMbIE

N3MeHeHun4.

BTopon Hanbonee pacnpoCTpaHEHHON MPUYNHON MOXET BblTb HenpaBuabHas paboTa NnporpamMmel, ee
noBpexaeHne n, COOTBETCTBEHHO, HEOOX0ANMOCTb NepeyCTaHOBKMN.

CKkaHep KOMaHOHOWU CTPOKM

MonyNb 3aluThl OT BUPYCOB ESET Internet Security MOXXET OblTb 3aMyLLEH U3 KOMAHAHOW CTPOKMU
BPYYHYIO (C MOMOLLbIO KOMaHbl ecls) Uy B MaKETHOM peXxuMe (C MoMOLLbio bat-haina).

Mcrnonb3oBaHWe MOy NS CKAaHUPOBaHWA ESET 11 KOMaHAHOW CTPOKM:

ecls [OPTIONS..] FILES.

Cnepytowime napameTpbl U aprymeHTbl MOryT MCNOb30BaTbCA NPKW 3anyCcke CKaHepa no TDGGOBaHVHO

n3 KOMaHﬂ,HOVI CTPOKMWN.
NMapaMeTpbl

/base-dir=lNAMNKA
/quar-dir=l1AlMKA
/exclude=MACKA
/subdir
/no-subdir
/max-subdir-level=YPOBEHb
/symlink
/no-symlink

/ads

/no-ads
/log-file=®AWNJT
/log-rewrite
/log-console
/no-log-console
/log-all

/no-log-all
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3arpy3ntb moaynu ns MAMKN

MAMKA KapaHTWHa

NCKNOYNTB U3 CKaHUpoBaHWS hannel, cooTBeTcTBYOWMEe MACKE
CKaHMPOBaTb BNOXXEHHbIE NANKK (Mo YMOJIHaHWMIO)

He CKaHMpPOBaTb BIOXKEHHbIE NaMKK

MaKCMMaJslbHaa CTeneHb BJOXKEHHOCTM NanoK AJ19 CKaHUPOBaHUS
CnenoBaTh MO CUMBOJIMYECKMM CChiNIKaM (MO YMONYaHMIO)
nponyckaTb CUMBOJINYECKMNE CCbITKK

CKaHMpoBaTb ADS (M0 YMOA4aHNIO)

He CKaHMpoBaTb ADS

BbIBOJ XKypHana B GANJ]

nepes3anuncbiBaTb BbIXOAHOW hain (Mo ymonyaHuo — nobaBndaThb)
BbIBOA, XXYpHana B OKHO KOHCOJIM (MO YMONYaHMIO)

He BbIBOAMTbL XKYPHa B KOHCOJIb

pPerncTpupoBaTb TakXe He3apaKeHHble (annbl

He PerncTpupoBaThb He3apaXKeHHble aisbl (Mo YMONYaHMIO)



/aind

/auto

noka3sblBaTb MHAMKATOP paboThl
CKaHMPOBAHME 1 aBTOMAaTMYeCKas 04MCTKA BCEX JIOKASIbHbIX ANCKOB

MNapameTpbl MOAYNA CKAHMPOBAHUSA

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-timeout=[PEJEJI

/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
Junsafe

/no-unsafe

Junwanted

/no-unwanted

/suspicious

/no-suspicious
/pattern
/no-pattern
/heur

/no-heur
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CKaHMpoBaTb (Paisibl (N0 yMOSHAHWUIO)

He CKaHWpoBaTb (halbl

CKaHMpoBaTb NaMATb

CKaHMPOBaTb 3arpy304Hble CEKTOPbI

He CKaHWpOoBaTb 3arpy304Hble CEKTOPbI (N0 YMOIYaHMIO)
CKaHMpPOBaTb apXuBbl (MO yMOJIHAHMIO)

He CKaHWpOBaTb apXmBbl

CKaHMpoBaTb (haisibl, TOJILKO eC/in UX pa3Mep He npesbiwaeT PASMEP B
MerabanTax (no ymonyaHuio 0 = 6e3 orpaHu4eHun)

MaKCMaJibHaa CTeneHb BJIOXKEHHOCTW apXBOB AOJ19 CKaHNPOBaHUA

CKaHMpOBaTb apxmBbl He 6bonee ykazaHHoro 8 OFPAHNYEHUN
KO/IM4yeCcTBa CEKyH[

CKaHMpoBaTb (halsibl B apXMBax, TONbKO eCIN UX pa3Mep He MpeBbIaeT
PA3MEP (no ymonyaHuio 0 = 6e3 orpaHnyeHunin)

CKaHMpoBaTb (Paisibl B CAMOPACMNaKOoBbIBAIOLLMXCSH apXMBaX, TObKO
ecn nx pasmep He npesbliwaeT PASMEP B merabantax (no ymonyanuio 0
= 6e3 orpaHnyeHui)

CKaHMpoBaTb (Paisibl 31EKTPOHHON NOYTbI (N0 YMOJIHaHMIO)

He CKaHWpoBaTb (halsibl INEKTPOHHOM MOYThI

CKaHMPOBaTb MOYTOBbIE ALLMUKN (MO YMOJIHaHUIO)

He CKaHWpOoBaTb NOYTOBbLIE ALK

CKaHMpOBaTb CaMOPACMNaKOBbIBAOLLMECSH apXMBbI (MO YMONYaHWIO)
He CKaHMpoBaTb CAMOPACMNaKOBbIBAOLLMECSH apXUBbI

CKaHMpPOBaTb YNaKOBLLMKM (MO YMOHAHWUIO)

He CKaHWpPOBaTb YNaKOBLLNKM

CKaHMPOBaTb Ha HasM4yme NOoTeHLUMNasIbHO ONACHbIX NPUIOXKEHUN

He CKaHWPOBaTb Ha Ha/JM4Yne NOTEHLMAbHO OMACHbLIX MPUAOXKEHWI (NO
YMOJTHaHWNIO)

CKaHMpPOBaTb Ha HaJn4yne NoTeHUa/IbHO HeXXeJlaTeJIbHbIX I'IpVIJ'IO)KeHI/II7I

He CKaHWPOBaTb Ha HaJM4Yne NOTEHLUMANbHO HeXenaTeNlbHbIX
NPUI0XKEHUIN (N0 YMONYaHWUIO)

CKaHMPOBaTb Ha HasM4ymMe NOAO3PUTENbHBIX NMPUIOXKEHUI (MO
YMOYaHNI0)

He CKaHWpPOoBaTb Ha HaJMyne NoLO3PUTENbHbIX MPUI0XKEHNN
MNCNOJIb30BaTb CUrHATYpPbI (MO YMOAYaHUIO)

He UCMoNb30BaTb CUrHATYPbI

BKJIOYUTb 3BPUCTUYECKMI aHasM3 (MO YMONYaHUIO)
OTKJIOYUTb IBPUCTUYECKMNI aHaNN3



/adv-heur BKJILOYUTb PaCLUMPEHHYI0 3BPUCTUKY (MO YMOHaHUIO)

/no-adv-heur OTKJIO4YUTb PaCLUMPEHHYI0 3BPUCTUKY

/ext-exclude=PACLUMNPEHNA ncknoumnTb U3 ckaHnposaHus PACLUIMPEHNA thannos, pasaeneHHble
LBOETO4MEM

/clean-mode=PEXXM ncnosib3oBaTb PEXKUIM 04nCTKM 419 3apaKeHHbIX 06 beKTOB.

JOCTyMHbI Cefytolme BapnaHThl:

* none (N0 yMO/M4aHWIO) aBTOMaTUYeCKas 04MCTKA He BbIMOJIHAETCS.
* standard — MpuaoXeHune ecls.exe MNOMNbITAETCA aBTOMATUYECKM
OYUCTUTb UK YOANUTb 3apaKeHHble anbl.

* TuwatensHas: MPUNOXKEHME ecls.exe MOMNbITAETCA aBTOMAaTUYECKM
OYUCTUTb UAN YAANUTb 3aparkeHHble ansibl 6e3 BMellaTebCTBa
nosib3oBaTens (Bam He byaeT NpefsioKeHo NOATBEPANTL YAaneHme
thannos).

* Hanbonee TulaTensHas: MPUNOXKEHME ecls.exe yAannuT Bce annbl 6e3
npoBeAeHNa O4NUCTKM HE3aBUCMMO OT UX TuMa.

* VYnanexve: NPUN0OXKEHNE ecls.exe yaanuT 6e3 npoBefeHNs 04NCTKUN BCE
(hainbl, KPOME BaXKHbIX, TAKNX KaK CMCTEMHbIE (haisibl Windows.

/quarantine KOMMUPOBaTb 3apa)KeHHble hasibl, eCIN OHU OYULLLEHBI, B KAPaHTUH
(0ONOSIHATENBHO K OENCTBUIO, BbINMOJIHAEMOMY MPU O4UCTKE)

/no-quarantine He KOMMPOBaTb 3apa>keHHble (haisibl B KApaHTUH

Obwue napameTpbl

/help NnoKasaTb CNpaBKYy Y BbINTK
/version NnokasaTb CBeleHWNs 0 BepCUU 1 BbINTK
/preserve-time COXPaHUTb NOC/EAHIO OTMETKY O BpEMEHU A0CTyrna

Kopabl 3aBepLUeHuUs

0 yrpos He obHapy»xeHo

1 yrpo3a obHapyXeHa ¥ o4uLLeHa

10 HeKkoTopble (hanfbl He YAaN0Ch MPOCKAHNPOBaTL (MOryT 6bITh Yyrpo3amu)
50 Yrposa HaigeHa

100 owwnbka

3HavyeHne Kofa 3aBepeHuns 6onble 100 03HavaeT, 4TO ann He Obll NPOCKAHNPOBAH U
MOXET ObITb 3apaKeH.

ESET CMD

3Ta (hyHKUMS BK/OYAET paclUMpPeHHble KoMaHabl ecmd. OHa NO3BOJMISIET 3KCMOPTUPOBATD U
MMMOPTUPOBATL MapaMeTpbl C NMOMOLLbIO KOMAaHAHOWN CTPOKM (ecmd.exe). 1o HEAABHErO BPEMEHM
3KCMOPTUPOBATb MapaMeTpPbl MOXKHO bbls10 TONIbLKO Yepe3 rpadnyecknii HTepMenc nosib3oBaTes.
KoHdurypaumio ESET Internet Security MOXHO 3KCMOPTUPOBATL B PaiiN C paclMPEHUEM .xm.

Mpy BKOYEHHOW (YHKLMK ESET CMD AOCTYMHbI 1Ba METOA aBTOPU3aLINK:
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* Het — 6e3 aBTOpM3aunn. ITOT METO HE PEKOMEHAYETCH, TakK Kak OH pa3pellaeT UMnopT
nobon HenoANMCaHHOM KOHDUIypaLmmn, 4To nNpeacTaBnseT cobon NoTeHUMa bHbIN PUCK.

* Maponb anA pacluMpeHHOM HACTPOUKMU — Naposib TpebyeTcs Ans umnopTa KoHMUrypauum
13 panna ¢ pacwmpeHmem .xml. ITOT ans fLosxKeH bbiTb NoANMCaH (CBeAeHNA 0 NoANMCaHUN
(harina KoOHUrypauun ¢ paclumpeHnem .xml npeacrassieHsbl ganee). HoBy KOH(pUrypaumio
MOXHO MMMOPTMPOBaTb TONbKO NOC/e TOro, Kak byeT ykasaH naponb, 3aflaHHbli B pa3gene
HacTponka nocrtyna. Ecnm HacTponka LOCTYNa He BKJOYEHa, Naposib He CoBnadaeT uan damnn
KOH(Urypaumm B popmaTe .xml He NoAnucaH, KoHpuUrypaums He bynet uMnopTMpoBaHa.

Mocne BKNOYEHMS ESET CMD MOXKHO UCMOJIb30BaTb KOMAHAHYO CTPOKY AJs1 UMMOPTa W 3KCMOopTa
KOH(Mrypaumin nporpaMmbl ESET Internet Security. 9TO MOXXHO CAENATb BPYYHYO UM CO3AaTb
CLIeHapwWi C LieNbio aBToMaTU3aLmum.

NS NCnosib30BaHUS paclUNPEHHbIX KOMaH ECMD HeobxoaMMo 3anyCTUTb UX C MpaBamy
aAMUHUCTPATOPA WM OTKPbITh KOMaHAHY0 CTPOKY Windows (cmd) KOMaHAo 3anyck oT
MMEeHM agMUHUCTPaTOpa. B NpoTuBHOM c/lyyae nosBUTCS coobleHne Error executing
command. Kpome Toro, npu 3KCnopTe KOHUrypauun AoKHa CyLLecTBOBaTb Nanka
Ha3HavyeHus. KoMmaHAaa akcnopTa paboTaeT faXke Npu OTK/IYEHHOM NapameTpe ESET CMD.

KomaHza 3KcnopTa napameTpoB:
ecmd /getcfg c:\config\settings.xml

KomaHZa nMnopTa napaMeTpos:
ecmd /setcfg c:\config\settings.xml

PaCLLII/IpeHHbIe KOMaHbl ecmd MOXXHO BbINOJIHUTL TOJIbBKO JIOKasbHO.

Ons nognucaHunsa anna KoHpUrypaunm B oopmaTe XML (.xm/) BbINOAHUTE cneayoume encTeus.
1. 3arpy3uTe nucnosiHgemMbl ann XmlSignTool.

2. OTKpONTE KOMaHAHY0 CTPOKY Windows (cmd) C MOMOLLbIO KOMaHAbl 3anyCK OT UMEHU
aAMMHUCTpaTopa.

3. MepengunTte B pacnonoxeHue anna xmlsigntool.exe.

4. BbINOSIHUTE KOMaHAY A5 nognucaHna annia KoHpurypaumum B oopmate XML (.xm).
Ncnonb3oBaHue: xmlsigntool /version 1|2 <xml file path>

3HayeHne napameTpa /version 3aBUCUT OT YCTAHOBJIEHHOW BEPCUN ESET Internet Security.
Ncnonb3ynTe /version 1, eCnv yCTaHOBNEHa bonee cTapas Bepcus, Yem ESET Internet Security
11.1. icnonb3ynTe /version 2 ANS aKTyalbHOW BEPCUN ESET Internet Security.

5. BBeguTe naposib 415 AOMOJIHATE IbHBIX HACTPOEK, a 3aTeEM BBeAUTe ero eLle pa3 rno 3anpocy
cpencTBa XmlSignTool. Tenepb ann KoOHDUrypauum B opmaTte XML NoANMUCAH N MOXET
NCNoNb30BaTbLCA A4J19 UMMNOPTa B APYroM 3K3eMmnnspe ESET Internet Security C (hyHKUMEN ESET CMD ¢
NMOMOLLIbIO MeToAa NaposibHOW aBTopU3aL N,
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

KoMaHAaa noanucaHnsa 3KCNopTMPOBaHHOMO (haiia KOHUrypauum:

i "

EX Administrator: CAWindows\system32\cmd.exe EI@

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

Ecnm naponb B pa3aene HacTpovika AOCTYrNa U3MEHUTCS U noTpebyeTca MMNopTUpoBaTb
KOH(hMrypaumo, NoANNUCaHHYI0 paHee C NOMOLLbIO CTaporo napons, HeobxogmMmo nognmcaTb
hann KoHpurypauum B popmaTe .xm/ 3aHOBO C MOMOLLbIO TEKYyLLero naposs. 3To No3BoauT
NCNOb30BaTb CTapblil hans KOHpUrypaumm 6e3 HeobxoANMMOCTM IKCNOPTMPOBATL €ro Ha
LApYyron KkomnbloTep ¢ paboTatowlen nporpamMmmon ESET Internet Security nepes MMMNopTOM.

BkntoyaTb ESET CMD 6€3 aBTOpM3aLmMm HE PEKOMEHAYETCS, NOCKOJbKY 3TO AaCT BO3MOXHOCTb
NMNOPTUPOBaTb Nt0OYI0 HEMOANUCAHHYO KOHDUrypaumio. YCTaHOBMUTE Naposb B pasgene

A JononHutenbHble HACTPOUKM > UHTepdenc nonb3oBaTtens > HacTtponka pgocrtyna, 4Tobbl
No0JIb30BaTEIN HE BHOCWJIN HEABTOPM30BAHHbLIE N3MEHEHNS.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

HaCTponKn CKaHMPOBAHUA B COCTOSAHUMN NPOCTOSA MOXXHO U3MEHUTb B MeHI0 PacluMpeHHble
napameTpbl B pa3gesie Moaynb obHapy>xeHus > Mpoueccbl CKAHUPOBAHUA BPEAOHOCHBIX
nporpamm > CKaHMpoBaHue B COCTOSSHUM NPoCcTOoA > CKaHMpoBaHUe B COCTOSSHUM NPOCTOA. DT
napameTpbl NO3BOJIAIOT YKa3aTb YCI0BME 3anycka 0OHapy )XeHMa B COCTOAHMM NPOCTOSA, HanpuMmep:

 BbIK/1IO4EHHbIA 3KpaH UM 3acTaBKa
* 6/10KMpPOBKa KOMNbIOTEPA;
 Bbixop, nonb3oBatens

Wcnonb3yinTe NOA3yHKU NS KaXKA0r0 COCTOAHMS, YTOObI BKJTIOYUTb WKW OTKJIIOYUTL Pa3/InyHble
Tpurrepbl aas obHapy>XeHUs B COCTOSAHMM NPOCTOS.
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HYacTo 3apaBaeMbie BONPOCHI

Huxe Bbl MOXXeTe HalTN HEKOTOpbIe U3 Hanbonee YacTo 3alaBaeMbIX BOMPOCOB M BO3HUKAIOLLMX
npo6aem. Haxmute CChIIKY, ONMUCbIBaIOLLYIO Bally npobnemy.

* BbinosiHeHMe 06HOBJIeHUS ESET Internet Security

* YoaneHue BMpyca C KoMMblTEpa

* Pa3pelieHme obMeHa AaHHbIMU ONpeaeNeHHOMY NPUIOXKEHNIO

* BKJIlOYEHME POANTENLCKOrO KOHTPOASA A8 YHETHOW 3anNucu

* Co3faHuMe 3aa4M B NJAHUPOBLUMKE

¢ [11aHMpoOBaHMe 3a4a4M CKaHMPOBaHUS (exxeHenesIbHO)

* YcTpaHeHue ownbkn «He yaanock nepeHanpaBuTb QYHKLMIO "3awmTa OaHKOBCKOW oniaThl
Ha 3aNPOLUEHHYI0 CTPAHULLY».

* Pa3610KMpPOBKa A0MNOAHUTENbHbIX HACTPOEK

¢ PelueHve npobsieMbl feaKTUBALIMN NMPOAYKTa C MOMOLLbIO ESET HOME

Ecnn Bawen I'IpOﬁﬂEMbI HET B NnpmBeneHHOM BbllLe CrMNCKE, r|or|po6y|7|Te BbIMOJIHNTbL NMONCK B
NHTEPaKTUBHOWN CripaBKe ESET Internet Security.

Ecnn He ypaeTcs HanTu pelweHne Bawen npobnembl/Bonpoca B UHTEPAKTUBHOM CNpaBKe ESET Internet
Security, NOCETMUTE Hally PeryisapHo 06HOBASAEMYIO MHTEPAKTMBHYIO Da3y 3HaHMM ESET. CCbIIKK Ha
caMble NonynspHble CTaTbh Hawewn 6a3bl 3HaHWU NPUBEAEHbI HUXKE:

¢ Kak npoaaunThb JINLEH3U0?

* Bo BpeMs YCTAHOBKW NMporpaMmbl ESET nosiBUI0CH coobuieHmne 06 ownbke. YT1o 370 03HavYaeT?

* AKTuBauUMa Windows-NpoayKTa ESET A1 AoMaLlHEero UCrnoJjib30BaHsA C MOMOLLBI
JINLIEH3NOHHOIO KJt04a

* YoaneHve nav NoBTopHasg yCTaHOBKA MOEro NpoaykTa ESET 14 Aoma.

* Bo Bpem4 yCTaHOBKM NporpamMmsbl ESET NOSBUAOCHL coobLleHmne, 4TO YCTaHOBKA
npexnespemMeHHO 3aBepLlieHa.

* Y10 nenaTb nocae obHOBAEHUS AnNLLEeH3UKN? (N0JIb30BaTeAM AOMaLlUHEN Bepcum)

* YTo nenath, €CIN MO aapec 3NEKTPOHHOW MOYTbl M3MEHUTCA?

* [lepeHoC NpoayKTa ESET Ha HOBbIM KOMMNbLIOTEP UK YCTPOMNCTBO

* 3anyck Windows B 6€301acHOM pexxunme nav B 6e30nacHOM pexxume ¢ Nogaep)XXKom ceTu

* [ickaoYyeHune be3onacHoro Beb-canTa 13 6J0KMPOBKHU
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* Pa3pelinTb AOCTYN CPEACTB YTEHUS C IKpPaHa K rpadimyeckoMy MHTepdENCY Noab30BaTens
ESET

|-|pl/l HeobxoanmocTun C BOMpoCaMun n I'Ip06}'IEMaMI/I MOXHO 00pPaTUTbLCA B HaLlly CAYXOy TEXHMUYECKOW
noanepXXKu.

OOHoBNeHue ESET Internet Security

O6HOBNATH ESET Internet Security MOXXHO BPYYHYIO WM aBTOMaTUYeCKW. YTobbl 3anyCcTUTh 0OHOBNIEHNME,
B [J1aBHOM OKHE NporpamMmbl Beibepute komaHaoy OBHOBMUTD, a 3aTeM LenkHuTe MpoBepuTb
HaJimvuue oOHOBNEHUMN.

Mpu yCTaHOBKe NPOrpaMMbl C NapaMeTpamu Nno yMO4aHMIO CO34aeTCs 3aiavya aBTOMaTUYeCKOro
0bHoBNeHMS. OHa 3anycKaeTCs KaxAabl Yac. YTobbl N3MEHUTb NHTEPBas, NOCNeL0BaATENbHO
BblibepTe MHCTPYMeHTbI > lononHuTenbHble cpencTBa > M1aHMPOBLLMK,.

YaaneHue BUpyca C KOMNbloTepa

Ecnn KoMMbloTep NPosABAAET Kakne-nnbo Npu3HaKy 3apakeHns BpeJoHOCHON MPorpaMMmoi,
Hanpumep paboTaeT MeASIEHHEe WK YacTo 3aBUCAET, PEKOMEHAYETCS CAeNaTh CliefyloLlee.

1. B rnaBHOM OKHE MpPOrpaMmbl WeSKHUTEe CKaHupoaal-me KoMMnblOoTEepa.

2. lLlenkHNTe 3nemMeHT CKaHMpOBaTb KoMnbloTEp, 4TOObI 3alyCTuUTb CKaHMpPOBaHKNE
KOMMbIOTEPA.

3. lNocne 3aBepLUeHNA CKAHUPOBAHUA MPOCMOTPUTE XYPHaN Ha NpeaMeT KoJInyecTBa
NPOBEPEHHDbIX, 3apa>XE€HHbIX N O4YULLIEHHBLIX (,bal7|1'|08.

4. EC/in HY>XHO NPOCKaHMpPOBaTb TOJIbKO ONPeAeseHHYI0 YacTb ANCKa, BbibepuTe BapuaHT
BbIOOpoYHOE CKaHMpPOBaHMUE N yKaXNTe 06beKTbI, KOTOPbIE HY>KHO MPOCKAHMPOBaTb Ha
Hann4ne BUPYCOB.

[ononHNTeNbHbIE CBEAEHNS CM. B Haluen perynapHo obHoBNsieMon cTaTbe 6a3bl 3HaHWIA ESET.

Pa3pelLueHme ooOMeHa fAaHHbIMMU
onpepaesieHHOMY NPUJI0XKEHUIO

Ecnun B UHTEPAKTMBHOM pexume 0bHapyXMBaeTCs HOBOE MOAKJIYEHNE, HO COOTBETCTBYHIOLLENO
npaBuia He HandeHo, NOJb30BaTe b NOMYYAET 3aMNpoc, Npeanarallni paspewmnTb Ui
3anpeTuTb ero. Ecnm Hy)KHO, 4To6bl Nporpamma ESET Internet Security BbINMOJIHSMA OAHO U TO XXe
AEeCTBME MPU KaXK 40 NOMbITKE NPUI0XKEHUS YCTAHOBUTb NMOAKJIOYEHME, YCTAHOBUTE D1aXK0K
Co3paTb NpaBUJIoO U 3aNOMHUTbL HaBceraa.
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(e[ INTERNETSECURITY

An application on this computer ( }is trying to communicate
with a remote site { IR

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Local port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Rermember until application quits

Create rule and remember permanently

Learn more about this message ~ Details » Advanced cptions

B HacTponkax thaepBosia MOXKHO CO34aTb HOBbIE NpaBuia hanepsona Aas NPUIOXKEHUN eLLe 40 KX
obHapy>xeHunsa nporpaMMon ESET Internet Security. OTKpOWTE [JlaBHOE 0KHO MporpaMmsl U BoibepuTte
HacTpo#ka > 3awuTa ceTu > LeIKHUTE 3Ha4Y0K 0 psOom c anemeHToM Pauepson > HactpouTnb >
JononHutenbHo > Mpasuna > U3MeHUTS.

HaxxmuTe KHomnky JLo6aBUTb 11 Ha BKlaake OOLLMe yKaXTe 1UMS, HanpaB/ieHNE U MPOTOKOS
nepeaayv AaHHbIX 4S8 NpaBuia. B 3ToM 0KHe MOXKHO onpenennTb AeNCTBUE, KOTOPOE HY)KHO
BbINOJIHWTbL NPV NPUMEHEHWN NPaBUNa.

BeeauTe nyTb K UCNOJIHAEMOMY (harny NPUIOXKEHNS 1 NOPT Nepeaayun AaHHbIX Ha JI0KaslbHOM
KOMMblOTEpe Ha BKafKe JIoKasbHbIA KOMNblOTep. [epennTe Ha BKNaaky YaaneHHbIn
KOMNbIOTEp ¥ BBEAMTE yAaJIeHHbIN agpec 1 nopT (npu HeobxoanmocTur). HoBoe npaBunsio HavyHeT
LeNCcTBOBaTb HeEMeAIeHHO 1 cpaboTaeT cpasy, Kak TOJIbKO AaHHOe MPUI0XKEeHNe NonbITaeTCs
YyCTaHOBUTb NOAKJIOYEHME.

BkloYeHue poauTesibCKOro KOHTpPoA Ans
Y4eTHOM 3anucu

YT106bl aKTMBMPOBATHL POAUTENBCKNIA KOHTPOb A5 ONPeAeSIeHHOM YYETHON 3anncuy nosib3oBaTens,
BbINOJIHWTE Clefyioline LencTBus.

1. Mo yMON4YaHMIO POAUTENBCKUIA KOHTPOJIb B MpOrpaMme ESET Internet Security OTKJTIOYEH.
CyuwiecTByeT ABa crnocoba akTMBaLUM POANTENLCKOrO KOHTPOJIS.

* B rN1aBHOM OKHE MPOrpaMmbl WeNKHUTE 3N1eMeHT E n nocnenoBaTesibHO Bbl6epVITe
3J1IEMEHTDI HaCTpOﬁKa > 3awMTa UHTepHeTa > Popgutennckum KOHTPOJ1b, MocCsie 4ero
BKJIIOYNTE (DYHKLMIO POANTENBCKOrO KOHTPOISA.

277



* Ha)xmuTe knaBuwly F5, 4Tobbl OTKPbLITH AepeBo PacluMpeHHbie napaMeTpsl, Bbibepute
MHTepHeT n 3/1IeKTPOHHaA NoyTa > PoAUTENbCKUIA KOHTPOJIb 1 BKJIKOYNTE MOJI3YHOK PALOM C
3/1EMEHTOM BKAIOYUTb POAUTENBCKMA KOHTPOJIb.

2. B rnaBHOM OKHe nporpaMmel BbibepuTe 3nemMeHTsl HacTpouKa > 3alimMTa MHTepHeTa >
PoouTenbCKM KOHTPONb. XOTA A4 NapameTpa PoanTenbCKMin KOHTPONb 1 0TobpaxkaeTcs
3Ha4yeHue BknoyeHo, HeobxoAMMO HAaCTPOUTb POAUTENLCKUA KOHTPOIb A5 HYXKHOW YHeTHON
3anucu. [1na 3Toro WenkHUTE 3Ha4Y0K CTPeSIKK, a B C/IefytoLLeM OKHe BbibepuTe 31eMeHT
3aWwmnTUTL AETCKYIO YYEeTHYIO 3anuch 1iv PoauTenbckas yyeTHas 3anuck. B crenyiollem
OKHe yKaXxuTe faTy poxxAeHus, 4Tobbl onpefennTb ypoBeHb AOCTYMNa U noaxoasime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaAnTeNbCKUA KOHTPOb BKKOYEH A5 YKa3aHHON y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncK WeNKHUTe 31eMeHT 3abnoKkupoBaHHbIe NapaMeTpbl
n copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopble TpebyeTcsa paspewnTs nam 3abnokmposaTb,
Ha BKi1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTb onpeaesieHHble Beb-cTpaHuubl,
KOTOpble HE COOTBETCTBYIOT KaTeropuu, OTKPONTE BKAAAKY VICKI0HeHN .

(es[z1) INTERNET SECURITY - B =
O6zop 1] 4 PoautenbcKMy KOHTPOb O 7
CranupoBaHne
KOMMBOTERa ) 3aMTWUTe BCe NapaMeTpel Naponem, YTo6kl NPeAoTEPATUTE HEAETOPU30EAHHEIE

= uameHeHus.
OBHoBNEHKME
DESKTOP-ILTNIDS/Ale;
Cepeuc oo ) . i , R
BriBepuTe TMM yUETHOR 2aMMcK: YYeTHaA 3anMck AR 3alUTEl pebeHka...
POAMTENECKARA YYETHAA 3aNKCh
@ Hactpoiika
se
Cnpag[a W NoALepHxKa Ol 2anmncK: YUYeTHaA 2anuck 407 3allnTEI peEiEHKa..._-’ R
POAMTENLCKAA YUETHARA 3aNWUCh
YuetHan sanuce ESET
HOME
(& [o6GaBuTb MCKNKOUEHWA AnA Be6-caTa.. -l [Nokazath KypHankl

Co3paHue 3apa4M B NJIAaHUPOBLLUKE

Ons co3paHus 3aa4yv nocnenoBaTenbHo BoibepuTe CepBuc > [lonosiHUTeNbHbIE CpeacTBa >
MnaHMpOBLUMK, a 3aTEM HAXKMUTE KHOMKY JL06aBUTb MU LENKHUTE NPABON KHOMKOW MbILLN U
BbibepnTe KOMaHAy J,00aBUTb... B KOHTEKCTHOM MeHt0. [IoCTYMNHO NATb TUMOB 3aay.

¢ 3anycx BHELUHEero Nnpuno>XeHus: njiaHnpoBaHmMe BbINMO/JIHEHNA BHELIHEr O NPUJI0XKEHNA.

* O6cny>XuBaHMe XypHana: B hannax XXypHana TakKe COLEepXKaTCsa 0CTaTKN yAaNIEHHbIX
3anucen. JTa 3ajava perynspHo onTUMU3MPYeT 3anucKn B hannax XXypHania ansa speKTnsHom
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paboThl.

* NMpoBepka pannoB Nnpu 3arpyskKe cUCTeMbl: NpoBepka alaoB, MCNOJIHEHNE KOTOPbIX
pa3peLLeHo Npu 3anycke Wan BXoAe Nosib30BaTeNs B CUCTEMY.

» Co3aaTb CHUMOK COCTOSAHMA KOMMblOTEpa: CO3[aHNe CHIUMKa COCTOSIHMSA KOMMbloTepa B
ESET Syslnspector, 4151 KOTOPOro cobupatoTcs noapobHble CBeaeHNs 0 KOMMOHEHTaX CUCTEMb
(Hanpumep, ApanBepax, NPUIOXKEHNAX) U OLEHNBAETCS YPOBEHb PUCKA AN1A KaXKA0ro NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 Nanok Ha
KOMMblOTEpe.

* ObHOBNEHMe: NNaHNPOBaHNE 3a4a4m 0OHOBEHNS NyTeM 06HOBNEHUSA MOaYNEN.

Mockonbky OBHOBAIEHME - 0Ha M3 CaMblX YAaCTO MCMOJb3YEMbIX 3aMIaHNPOBAHHbIX 3a4a4, HMXe
ONucaH Nopsaok fobasneHns 3agayvn obHoOBAEHNUS.

B packpbiBatoLeMcs MeHI0 3aniiaHMpoBaHHaA 3aAaya Boibepute nyHKT OOHOBNEHMe. BeguTe
M8 3aga4n B nosie UM 3apaum n HaXXxMUTe KHoMky fanee. BoibepnTe 4acToTy BbIMONHEHNS
3aga4un. [locTynHbl cnepyowme sapaHTol: OaHOKpaTHO, MHOrokpaTHo, ExXxegHeBHO,
ExeHepenbHo 1 Mpu onpeaeneHHbIX YCNOBUAX. YCTaHOBUTE (hiaxxok MponyckaTb 3apavy,
eC/iM YCTPOMUCTBO paboTaeT oT akKyMynsTopa, 4Tobbl CBECTU K MUHUMYMY noTpebneHne
CUCTEMHbIX pecypcoB, Korga HoyTobyk paboTaeT oT akkymynaTopa. 3agada byaeT BbIMONHATHCA B
LleHb 1 BpeMs, yKa3aHHble B Nonsx 06nacTu BeinosHeHUe 3apa4m. 3aTeM YKaXuTe, Kakoe
LeNncTBune cnenyeT nNpeanpuHUMaTh, ecv 3agada He MoxXXeT BbITb BbINOJSIHEHA B YCTAHOBJIEHHOE
Bpem4. [IoCTYMHbl YKa3aHHbIE HUXKE BapuaHThl.

e B cnepyowee 3annaHupoBaHHOe BpeMs
e Kak MOXHO ckopee

* HesamepnuTenbHO, €C/IN C MOMEHTA NOC/NeAHEro 3anycka npowso 6onblue BpeMeHH,
YeM yKa3aHo (MHTepBa/ MOXHO yKa3aTb B MoJie BpeMs ¢ MOMeHTa nocnenHero 3anycka

(4)).

Ha cnepytouiem 3Tane oTobpa)kaeTcsi OKHO CBOLHOM MHGOPMaLMM 0 TEKYLLEN NIAHNPYEeMON 3a4avde.
Mocne BHECEHNS BCEX HEOBXOAMMbIX U3MEHEHUIA HaxxMKTe FOTOBO.

Ha 3kpaH byneT BbiBejeHO AnafioroBoe OKHO, B KOTOPOM MOXXHO BblbpaTb Npoduan, NCrnob3yemble
L5191 3annaHNpoBaHHOM 3afa4un. 34eCb MOXHO 3a/laTb OCHOBHOW 1 BCMOMOraTesIbHbI NPOQUIn.
BcnomoraTenbHbI NPoduib NCMO0b3yeTCs, eCn 3afa4y HEBO3MOXXHO BbIMOJHUTbL C MPUMEHEHNEM
OCHOBHOI0 Npoguns. NMoaTeepanTe BHECEHHbIE N3MEHEHUS, Ha)kaB KHOMKY FOToBO, rnocsie Yyero
HOBas 3afla4ya NOSIBUTCS B CMMNCKE CYLLECTBYIOLMX 3arnjlaHMPOBaHHbIX 3a4au.

I'InaHupOBaHue eéXxeHeaneJsibHoOro
CKaHUPOBaHUA KOMNbIOTEPA

Y106kl 32aNNaHNPOBaTL PErynsapHyio 3afa4y, OTKPOWTE [/1aBHOEe OKHO NporpaMmsl U Belbepute
Cepsuc > [lononHuTenbHblie cpeacTea > MnaHnpoBLWMK. HKe NprBefeHOo KpaTKoe onvcaHmne
npoLeaypbl NiaHMpoBaHWA 3afiaqyn, NnpeaycMaTprBaloLLLen CKaHMPOBaHME TIOKaslbHbIX UCKOB
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Kaxkayto Hepento. MoapobHble MHCTPYKLMKU CM. B CTaThe Hallen 6a3bl 3HaHUN.

Onsa Toro 4yTObbI 3alNaHNPOBaTb 3a4a4y CKaHNPOBaHWA, BbINOJIHUTE Clieaylolmne nencrTeuns.

1. B rnaBHOM OKHe NaaHMpPOBLUMKA HaxMnTe [LoOaBUTD.

2. BBeguTe nma 3agayn n BoibepnTe CKAaHMpOBaHME KOMNbioTepa no TpeboBaHuUIo B
packpblBaloWEMCst MeHio TUn 3aga4m.

3. [1n9 4aCTOTbl BbINOJIHEHNSA 3a4a4K Bbl6epVITe ExeHepenbHoO.

4.3apganTe AeHb U BpeMsa BbINOJIHEHNA 3aa4l.

5. BbibepuTe ycTaHOBKY BbINOJIHUTL 3aAa4y KaK MOXHO cKopee, 4T0Obl BbINOSHUTL 3a4a4y
no3xxe, B C/lydae ecav 3aniaHnpoBaHHOE BbINOJIHEHME 334341 He 3anyCTUTCS Mo Kakomn-mbo
npuyYnHe (HanpuMep, ecin KOMMNbIOTEP BbIK/IOYEH).

6. poCMOTPUTE CBOAHYIO MHDOPMALMIO O 3aMnIaHUPOBAHHON 3aAay4e U HaxxMuTe FoToBO.

7.B pacCKpbiBalOLWEMCA MEHIO 00beKThI BblﬁepI/ITe NYHKT XecTKue OUCKMU.

8. HaxxmunTe KHonky FOTOBO /15 MPUMEHeHMNs 3a4a4uun.

YcTpaHeHue ownbku «He ypanocob
nepeHanpaBuTb PyHKUUIO "3alumTa
0aHKOBCKOM onsiaTbl" Ha 3anNpoLUEeHHYI0 BeD-
CTPaHULY>»

Ncnonb3oBaHme onuun «3aluTa Bcex bpay3epoB» BMECTO

nepeHanpaBsieHns BeO-CanToB

Mo yMOIYaHUIO 3aLULLEHHBIA Bpay3ep, NCNOJb3yeMbI AN QYHKLUMM «3almTa 6aHKOBCKOW
onnaTbl», 3aMyCKaeTCs B UCMOJIb3yEMOM Ha AaHHbIA MOMEHT Bpay3epe nocsie NoceLeHns
N3BECTHOro Beb-canTa NHTEPHeT-6aHKNHIra. BMeCcTo nepeHanpasfieHns Beb-CalnToOB MOXXHO
1CNosb30BaTb NapaMeTp «3alinTa Bcex Bpay3epoB» 414 3aMnyCKa BCEX NOALEPXKMBAEMbIX BED-
bpay3epos B 6e30MacHOM pexume. 3T0 NO3BOASET NPOCMaTPMBaTb BEB-CallThl, NCNOb30BaThb
NHTEpPHeT-0aHKMHI 1 NPOBOAMTbL (hMHAHCOBbLIE onepauun B IHTepHeTe B 0JHOM OKHe
3awmuieHHoro bpay3sepa 6e3 nepeHanpaBaeHuUs.

YT106bI MCNONL30BaTL NapaMeTp «3aliuTa Bcex bpay3epoB», OTKPONTE [1aBHOE OKHO
nporpamMmel, Bbibepnte HacTponka > CpepcTBa 6@30nacHOCTM 1 BKIIOYUTE MON3YHOK PALOM
C NapameTpoM 3awuTa Bcex bpaysepos.

Y7106bI YCTPaHNTD OINOKY NepeHanpaBieHns Be6-CanToB, BOCNOb3yATECh NPUBEAEHHLIMY faNee
VHCTPYKLMAMU,
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https://support.eset.com/kb3207

1. Mepe3anycTuTe KOMMNbIOTEP.

2.YbeouTech, 4TO NCMOJIb3yeTE HOBENLINE BEPCUMN ONEPALIMOHHON CUCTEMbI Windows 1 ESET
Internet Security: ObHOBEHME NPOAYKTOB ESET Ana Windows A5 AOMaLLIHEro UCnojb30BaHNs 40
nocaegHen Bepcuu.

3. BO3MOXXHO, BO3HUK KOH(PINKT CO CTOPOHHEN nporpamMmmon 6e3onacHocTy, VPN nnm hanepsosiom.
Y1066l NPOCMOTPETL KOHPAUKTLI C (harniamu, 3arpyeHHbIMn B bpaysepe, oTKponTe Dansbl
XypHana > «3alnTta 6aHKOBCKOW ONNaThl» Y BPEMEHHO OTKJIYUTE WK YOaauTe nporpaMmMHoe
obecneyeHve, cBegeHNSA 0 KOTOPOM 3aHECEHbI B XXYypHail.

4. OTK/IIOMUTE BCE CTOPOHHME paclumpeHus bpaysepa.

5. 04ncTuTe KaWw bpaysepa. Kak 04nCTUTL K3LW B Firefox AN B Google Chrome?

6. MpoBepbTe, He fobaBneH v Ball Bpay3ep B CNUCOK NCKOYEHHBIX B pa3aesne PacluMpeHHble
napameTpbl > UHTepHeT M 371IeKTPOHHasA NoYTa > DUnbTpaums NPOTOKONOB > NCKIoYeHHble
NPUAOXKEHMA. [1epexo/l K pacluVipeHHbIM NapaMeTpam.

7. ECv Bbl He 0GHOBAANN MPOAYKT ESET Ha NpeAblAyLWuUx 3Tanax, YaaJuTe 1 NoBTOPHO
yCTaHoBMTE ero. Mocsie yCTaHOBKU nepe3anycTuTe KoMMbTep.

8. Ecniv npobniemMa He 6yleT yCTPaHEHA, MOXXHO BKJIYMTL NapaMeTp «3alluTa Bcex bpay3epos»
NN OTKPbITb 3aLUMLLEHHbIN Bpay3ep, Nepenas B r1laBHOE OKHO Nporpammsl 1 Beibpas CepBUc >
3awuTa 6aHKOBCKOM onjaThbl.

INTERNET SECURITY - B
Ozop ©® Cepsuc ?
CkaHWpoBaHne .

KoMnEroTEpa — WHcnekTop cetn 3aumTa 6aHKOBCKOW onnatel (2
v MpoeepbTe GesonacHoCTs CEOE ceT G 3alwTa Baluny BeB-caliToB WHTEPHET-
CBHOBNEHNE GaHKiHra 1 KoLWenLkoE 4nq
KpUNTOESNHT
a Cepsuc
(7an AHTMBOP

&y . -
'ﬁi’)‘ 3almTuTe CBO KOMNbOTEp, 4TODL B
Hactpoiika CAyUaE KPaku ero MoxHo BeUo Haiiti

Cnpaexa u nojaepsxka

¥ueTHan zanuce ESET
HOME

4 [lononHuTenbHble cpeicTBa

MO)J,yJ'Ib 3aLKUTbl BAHKOBCKOWM OMaThl — 3TO AONOJAHUTENbHbIN YPOBEHb H6e3onacHoCTy,
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pa3paboTaHHbIN ANS 3aLLNThl BalLMX (PMHAHCOBbLIX AaHHbLIX NPU OCYLLECTBAEHUN (PUHAHCOBBIX
onepauun B UHTepHeTe.

Mo ymonyaHuio BCce nogaepxmeaemblie seb-bpaysepbl OyayT 3anyCcKaTbCs B 3aLLULLIEHHOM peXxuMe.
9T0 NO3BOJISET NPOCMaTPMBaATb BED-CalThl, NCNOb30BaTb MHTEPHET-OAHKMHI 1 AeNnaTb OHNANH-
MOKYMKW 1 TPaH3aKLUMM B 04HOM OKHe 3aluLieHHoro bpay3sepa 6e3 nepeHanpaBieHus.

Ana npaBusibHON paboThbl 3awmTbl BaHKOBCKOWM onnaThl LO/KHA ObITh BKIOYEHa (BK/OYEHA MO
YMOJIHaHUI0) cucTemMa penyTraumnm ESET LiveGrid®.

BbibepuTe 0AnH 13 CnefyWwmnx NapaMeTpoB, ONpeaenaoLnX pexmm paboTbl 3alULLEHHOTO
bpay3epa.

* 3awmuTa Bcex bpay3sepoB (No ymMon4yaHuio): BCce noanepxmBaemble Beb-6pay3sepbl 6yayT
3anyCKaTbCs B 3aLULLEHHOM peXxume. ITO No3BOASET NPOCMaTpUBaThL BEB-CalThl,
NCMNOSIb30BaTb NHTEPHET-0AHKMHI U AenaTbh OHMANH-MOKYMNKW U TPaH3aKUMN B 0O4HOM OKHe
3awmueHHoro bpaysepa 6e3 nepeHanpasieHuUs.

* MepeHanpaBneHne Ha Beb-calTbl: BeO-CaliThbl M3 CNUCKA 3alLMLLEHHbIX BEO-CaiTOB U
BHYTPEHHEro Cnncka nHTepHeT-baHKMHIa NepeHanpaBafnTCA B 3allMLeHHbI Bpay3ep. Bbl
Mo)KeTe BblbpaTb, Kakon 6pay3ep (CTaHAAPTHLIN UK 3alLNLLEHHbIN) ByaeT OTKPbIBaTLCS.

MepeHanpaBieHve Ha Be6-CallTbl HELOCTYMHO ANS YCTPOWUCTB C NPOLLECCOpaMm ARM.

* Oba NpelblAyLnX NapameTpa OTKAYEHbl: 4TOObI NONYYNTb AOCTYN K 3alMLLEHHOMY
bpay3epy B ESET Internet Security, Bbibepute CepBuc >Ff.l 3awmuTta 6aHKOBCKOM onaaThbl 1n

LeNIKHWTE 3HAYOK Ha paboyem cTone =] 3awmTa 6aHKOBCKOM onnaTtbl. Bpay3ep, 3afaHHbI B
Windows KaK MCMoJib3yeMblil MO YMOMYaHMI0, 3anycTUTCs B 6e30nacHOM pexmnme.

CBefeHmnsa o0 HaCcTpowKe 3alumuieHHoro bpaysepa cM. B pa3fesie PaclumperHble napaMeTpbl 3anThl
BaHKOBCKOW oniaThl. YTO6bI BKAOYMTL YHKLNIO «3almnTa BCex bpay3epoB» B ESET Internet Security,
wenkHuTe Hactpomka > CpepcTtBa 6@30nacHOCTM 11 BK/IOYUTE NMOM3YHOK 3alimTa Bcex
©6paysepos.

Ons 3awmTsl 6pay3epa HeobX0AMMO UCMO/Ib30BaATh WNPPOBAHHbIN 06MeH AaHHBLIMU MO MPOTOKOJY
HTTPS. 3aWwmnTy 6AHKOBCKOI oMnJsiaThl MOAAEPXKMBAIOT Cieayowmne bpaysepbl:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+

* Firefox 24.0.0.0+
Ha ycTpoicTBax ¢ npoueccopamm ARM NoaaepXMBatoTCs TOJSIbKO Firefox U Microsoft Edge.

HononHuTtenbHble CBeAeHNSA 0 PYHKUNKN «3allnTa 6aHKOBCKOW onnaThl» CM. B CTaTbsAX Da3bl 3HaAHWN
ESET, LOCTYMHbIX Ha @aHMJIMNCKOM M HEKOTOPBIX OPYrnX i3blKax.
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» Kak 1cnonb30BaTb MYHKLIMIO «3aLimTa BaHKOBCKOM onaaThl ESET»

* BKJIOYEHME M OTKJIOYEHME 3alnMThl BAHKOBCKOWM onnaTthl ESET Ana onpeaeneHHoro seb-canrta

* [IpnocTaHOBKa 1 OTKJOYEeHUEe PYHKLUMN «3almTa BaHKOBCKOW onaaThbl» B NPoAYyKTax ESET 014
Windows 019 OMalUHEero McnoJjib308aHus

» 3almTa 6aHKOBCKOM onaThl ESET — pacnpoCcTPaHeHHble OWnbKu

e [noccapui ESET | 3awmTa 6aHKOBCKOW ONJ1aThl

Ecnu Bbl BCe ellle He MOXXeTe pewwnTb NpobieMy, oTnpaBbTe CO0bLEHMe I1EKTPOHHON NOYThI B
cnyx0by TEXHUYECKON NOAAEPXKKM ESET.

PaBGJ'IOKI/IpOBKa AONOJIHUTEJIbHbIX HACTpPOeEK,
3allULLeHHbIX NaponeMm

Korfa Bbl XOTUTE MOAYYUTb AOCTYN K 3alUNLEHHBIM PACLUMPEHHBLIM NapaMeTpPaM, OTKPbIBAETCS OKHO
ANs BBOAa napons. Ecnm Bbl 3abyaeTe nnm notepseTe CBON Napob, LWEeAKHUTE BOCCTaHOBUTD
naposb 1 BBEAUTE aApecC 3NEKTPOHHONM NOYTbI, YKa3aHHbIA NPV perncTpauny aMueH3nn., ESET
OTMNPaBMT BaM CO0DbLLIEHNE 3NEKTPOHHOM MOYTbI C KOAOM NPOBEPKW. BBeanTe 3TOT Kof, a 3aTeM
YKa)WTe HOBbI Mapo/ib U NOATBEPANTE ero. Koj NpoBepKn AeinCTBUTENIEH B TEYEHNE CEMU AHEN.

BoccTaHoBNIeHME NApPOJIA C NOMOLLbIO Y4eTHOM 3anucu ESET HOME: BbibepnTe 3TOT napameTp,
€CNV NNLEH3MS, UCMONIb30BaHHasA A5 aKTMBALLMK, CBSA3aHa C Ballel y4eTHON 3anucbio ESET HOME.
BBeauTe afpec 3N1eKTPOHHON MOYThI, KOTOPbIN Bbl MCMOb3YyeTe A8 aBTOPU3aLMUN B CBOEN YYETHOM
3anmcy ESET HOME.

Ecnv Bbl HE MOMHUTE CBOW afpec INEKTPOHHON NOYThI UM Y BaC BO3HUKAN TPYLHOCTYU C
BOCCTAHOBJIEHMEM MapONA, WeNKHUTe OOpPaTUTLCA B CNIYXKOY TeXHM4YeCKON Nnoaaep>XKu. Bol
byneTe nepeHanpassieHbl Ha Beb-canT ESET, rae CMOXeTe CBA3aTbCA C Halen CNyX60on TeXHNYECKon
noaaepXKHK.

Co3paTtb KoA ANA CNy>XObl TEXHUYECKON NOAAEPIXKKKU: C MOMOLLLIO 3TOro NapamMeTpa MOXHO
co3faTb KoA Ana cnyxbbl TexHnyeckon nogaepxkn. CKonupynte Koa, NpefocTaBAeHHbIN Cyx6on
TeXHUYeCKON NoAAEepXKK, U LWenkHUTe Y MeHsl eCTb KoA, NpoBepKU. Beeante Kog nposepky, a
3aTeM yKaxxuTe HOBbIN Naposib U noaTeepanTe ero. Koa npoBepKu LeNCTBUTENEH B TEYEHNe CeMM
LHeNn.

Ona nonyyeHma OonoJHUTENbHbIX CBeAEHUN CM. pa3gen Pa36/10KMPOBKa Napoas 4SS HAaCTPOEK B
Windows-NpoayKTaX ESET A1a AOMaLIHEro ncnosb30BaHus.

PelwueHue I1p061'leMbl A€adKTUBaLUUMN NPOAYKTa
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C noMoLublo ESET HOME

NporpaMMa He aKTUBUpPOBaHa

3710 coobuieHmne 06 owmnbke NOABNAETCA, KOrAa BAajenew IMUEH3UN LeakKTUBUPYET Ball NPOAYKT
ESET Internet Security C mopTana ESET HOME nnu Korga nponagaeT obwuin JoCTyn K IMLEH3UN, KoTopas
Oblna LOCTYNHa A5 Ballel y4eTHOW 3anucy ESET HOME. YTobbl pelwmnTb 3Ty npobnemy, BbINOJHUTE
cnepyowme nencTeums.

® UJ,EJ'IKHVITe AKTVIBVIpOBaTb n BOCI'IOJ'Ib3yI7IT€Cb OOHUM U3 MeTOod0B aKTUBaLINN, 4yTObBI
aKTMBMPOBATHL ESET Internet Security.

» ObpaTnTECh K BNafenbLy JULEH3UN 1 COOOLLMTE eMy O TOM, YTO OH J€aKTUBMPOBaA Ball
MPOAYKT ESET Internet Security AW Bbl yTpaTUAM 06LLMIA JOCTYN K IMLEH3MK, Bnagenew moxeT
peLmnTb 3Ty nNpobnemy Ha ESET HOME.

MpoAyKT neakKTUBMPOBAH, YCTPOUCTBO OTKJIIOYEHO

370 coobuieHne 06 owmbke NoaBAAeTCA Noc/e yaaleHns YCTPOMNCTBa ¢ ESET HOME. YTobbl pewnTb
3Ty npobnemy, BbINONAHUTE Cnefyowmne LeENCTBIS.

® UJ,EJ'IKHVITe AKTVIBVIpOBaTb " BOCI'IOJ'Ib3yI7IT€Cb OOHUM U3 MeTOod0B aKTUBaLIWN, 4yTObBI
aKTMBMPOBATb ESET Internet Security.

* CBSXMTECh C BNAaAeSbLIEM NNLEH3UN N COOBLLUTE eMy 0 TOM, YTO Balll MPOAYKT ESET Internet
Security €aKTUBMPOBAH, @ YCTPOWCTBO OTKJIOYEHO OT ESET HOME.

* Ecnin Bbl BNageney MMUEH3nn 1 He 3HaeTe 06 3TUX N3MEHEHUSX, MPOCMOTPUTE KaHa
NEeNCTBUM Ha ESET HOME. Mpu obHapy>XeHUn noao3puUTenbHbIX 4ENCTBUN N3MEHNTE Napo/ib
YY€THOM 3anucm ESET HOME 1 obpatuTech B cnyx0y TEXHMYECKON Nnogaep)XKu ESET.

MpoAyKT AeaKTUBMPOBaH, YCTPOUCTBO
OTKJIIOYEHO

370 coobuieHne 06 owmnbke NoaBadeTCs Nocse yaaJeHns yCTponcTsea ¢ ESET HOME. YTobbl pelwnTb
3Ty npobnemy, BbINOAHUTE Cnelyowmne LENCTBIS.

e lllenkHuTE AKTMBMpOBaTb 7 BOCI'IO}1b3yI7|Ter OOHUM N3 MeTOA0B aKTUBaLINN, 4yTObbI
aKTUBMPOBATb ESET Internet Security.

* CBSXXUTECH C BNagenbLem AnUeH3num n coobwmre €My 0 TOM, YTO Ball NMPOAYKT ESET Internet
Security J€aKTUBMPOBAH, a YCTpOIzCTBO OTK/It0O4YEHO OT ESET HOME.

 Ecnv Bbl BNagenew, IMLEH3NN 1 He 3HaeTe 06 3TUX N3MeHeHNsX, MPOCMOTPUTE KaHal
AENCTBUIN Ha ESET HOME. Mpu 06Hapy>XeHWn Noa03pUTesbHbIX AENCTBUIA M3MEHUTE Naposb
y4YeTHOW 3anuncm ESET HOME 1 obpaTuTech B cy>kby TEXHUYECKOW NOALEePKKM ESET.
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lporpaMMa He aKTUBUPOBaHa

370 coobuieHne 06 owmbke NoABASETCA, KOrAa BAadenew MMUEH3nn 4eakTUBMPyeT Ball NPoayKT
ESET Internet Security C nopTana ESET HOME unu Koraa nponagaeT obwmin ocTyn K NLEH3UN, KOTOpas
6blna 0OCTyMNHa A5 Ballen Y4eTHOW 3anucu ESET HOME. YTobbl pelwnTb 3Ty Nnpobaemy, BbINOJHNTE
cnegpywouwme oencTeums.

e lllenkHuTte AKTMBHpOBaTb 7 BOCI'IOJ'IbByVITer OOHWUM U3 MeTOoOO0B aKTUBaALIUN, 4TObBI
AKTUBMPOBATbL ESET Internet Security.

* ObpaTunTeCh K BJlagesbly NMLEH3MM U COOOLLMTE eMy O TOM, YTO OH AEaKTMBUPOBAJI Balll
NPOAYKT ESET Internet Security WX Bbl yTpaTWAK 06LWNIA OOCTYN K AnLeH3MK. Bnagenewy moxeT
pewnTb 3Ty npobnemy Ha ESET HOME.

I'Iporpamma yny4yllieHunsa nojsib3oBaTtesibCKoro
onbiTa

MPUCOeaNHUBLLNCH K MPOrpaMMe yay4lleHUs NoJib30BaTeIbCKOro OnbiTa, Bbl MPeAoCcTaBNseTe
KOMMaHWW ESET aHOHUMHbIE cBefieHns 06 NCNoJIb30BaHMM HAWUX NPOAYKTOB. [lONOSHUTENbHbIE
cBeaeHns 06 0bpaboTke AaHHbIX AOCTYMHbI B HALLEN NOANTUKE KOHPUAEHLNANBHOCTY.

Bawue cornacue

YyacTue B nporpaMme aBaseTcs 4obpoBoabHbLIM 1 3aBUCUT OT Ballero cornacus. Mocne
nNpUcoeanHEeHns Bbl MACCUBHO y4aCTBYEeTE B MPOrpamMmme, TO eCTb BaM He HY)KHO NpeanpuHuUMaThb
Kakunx-nmbo ganbHeNWmnx oencTemnin. B ntoboin MOMEHT Bbl MOXKETE 0TO3BaTb CBOE COrjlacue, N3MEHUB
HaCTponKK NpoaykTa. Caoenas Tak, Bbl 3anpeTuTe Ham obpabaThiBaTb Balln aHOHUMHbIE AaHHbIE.

B ntoboin MOMEHT Bbl MOXKETE 0T03BaThb CBOE COrnacue, M3MeHNB HAaCTPOMKN NPOAYKTa:

¢ /I3MeHeHMe NapamMeTpoB NporpamMmmbl yayyLleHWs N0Jb30BaTeIbCKOro OnbiTa B NpoAyKTax ESET
019 Windows /19 JOMALLIHEro ucnojib3oBaHug

Kakue Buabl mHpopMauum Mbl cobupaem?

[ aHHbIe O B3aUMOAEUCTBUM C NPOAYKTOM

3TN CBeAEeHNS NOoKa3blBalOT HaM, KaK 1CMO/b3yOTCS Haly NPoayKThl. Bnarogaps 3ToMy Mbl 3HaeM,
HanpuMep, Kakme GyHKLMN NCNOJb3YIOTCS HYacTo, Kakne HAaCTPOMKM NoJib30BaTeNIN U3MEHSIOT U
CKOJIbKO BPEMEHMW OHU TPATHAT Ha MCMO/Ib30BaHME NPOAYKTa.

HaHHble 00 ycTpomncTBax

Mbl cobupaeM 3T cBefeHns, 4Tobbl MOHATL, FAe U Ha KaKuUX YCTPOMNCTBAX MCMOJb3YOTCSA HaK
NPOAYKTbIl. TUNNYHbIE NPUMEpPbI TAaKUX CBEAEHWA: MOAEeNb YCTPOMCTBA, CTPaHa, BEPCUa 1 nMs
onepaunoHHON CUCTEMBI.
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[laHHble AMarHoCTUKU oLIMOOK

CobupatoTcsa TakKe CBeAeHMs 0 BO3HUKHOBEHUW OLLIMOOK 1 aBapuiiHbIX CUTyaumnid. Hanpumep, Kakas
owwnbka NpounsoLLa, 1 Kakme LeinCcTBUS NPUBEIN K HEI.

MoyeMy Mbl cobupaem 3Ty uHdopmauuio?

9T aHOHUMHbIE CBeAeHNS Oal0T HaM BO3MOXHOCTb YyJly4llaTb HalW NPoayKThl A1 BaC, Hallmx
nonb3osatenen. OHM nomoratoT n3baBnTb NPOAYKTbI OT owmnboK 1 caenatb UX MaKCUMaJsibHO
noJsie3sHbiIMn 1N NPOCTbIMN B NCMOJIb30OBaHUN.

KTo KOHTponupyeT 3Ty nHopmaumio?

KoMnaHus ESET, spol. s r.o. ABNSAETCA eGUHCTBEHHbLIM 0MNepaToOpPOM AaHHbIX, C06MpaeMbIX B paMKaX
lMporpaMmbil. OTn CBeLeHUs He nepenatTcqa TPETbUM UL aM.

JInueH3noHHOe corsialieHue € KOHe4YHbIM
noJib3oBaTteJieM

Bctynaet B cuny ¢ 19 okTsabps 2021 roaa.

BAXXHO! BHMMaTeNbHO NPOYMTaNTE N3I0XKEHHbIE fasiee YCN0BUSA NCNONb30BaHNA NMPOrpaMMHOro
NPOAYKTA, MPeXAe YeMm 3arpyxaTb, yCTaHaBMBaTb, KONUPOBaTb WM UCMOJIb30BaTb €ro.
3ATPYXAH{, YCTAHABJINBAA, KOMUPYA UWIN UCNOJIb3YA 3TO NPOrPAMMHOE
OBECMEYEHMUE, Bbl BIPAXXAETE CBOE COINJIACUE C U3JIOXKEHHBIMU YCJIOBUAMU U C
NOJIMTUKOU KOHOUAEHUWUAJIBHOCTM.

JInuesnoHHoe cornaweHne ¢ KOHeYHbIM MoJib30BaTesieM

CornacHo ycsioBMAM AaHHOro JIMLLEH3MOHHOro CornalleHns ¢ KOHe4YHbIM NoJib30BaTesieM
(«CornalueHue»), 3aKJIl04EHHOr0 KOMMaHuew ESET, spol. s r. 0., 3aperucTpupoBaHHoOM Mo agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHO B KOMMEPYECKNI PErnMCTP OKPY)KHOro cyaa
Bratislava |, pa3gen Sro, 3anuncb Ne 3586/B, BIN 31333532 (ESET unu lMoCTaBLWMK) U BaMKU, PU3NYECKUM
NN lopugnyeckm nmuom (Bel nnm KoHeyHbln nonb3oBaTesb), Bbl nonyyYaeTe npaBo NCNOJIb30BaTb
MporpamMmHoe obecneyeHne, ykasaHHoe B cTaTbe 1 HacToswero Cornatwenuns. NporpamMMHoe
obecneyeHune, ykaszaHHoe B cTaTbe 1 HacTosAwero CornalleHns, MOXXeT XPaHUTbCA Ha HOCUTEeNaX
LlaHHbIX, OTMPaBAATLCA MO 3/IEKTPOHHOW N0YTeE, 3arpyXaTbCa Yepe3 NHTepHeT, 3arpy>aTbCs C
cepsepoB MocTaBLUMKa UK NOYYaTbCsA U3 APYrUX UCTOYHUKOB, KOTOPbLIE YA0BNETBOPAIOT
nepeyYncneHHbIM HKe YCI0BUAM.

3TO COrMNAWEHWE KACAETCA NPAB KOHEYHOT O MNOJIb30OBATEIA N HE ABNAETCA 4O OBOPOM
MPOOAXW. MocTaBLUMK OCTAaeTCs BNaAenbLeM 3K3emnasapa MNporpaMmHoro obecnevyeHms un
MaTepuasibHOr0 HOCMTENA, Ha KOTopoM lMNporpaMMHoe obecnevyeHmne HbI10 NOCTABIEHO B TOProBOM
ynaKoBKe, a TakXe Bcex Konui NMporpaMmmHoro obecneyveHuns, Ha KotTopble KOHEeYHbIN NoJib30BaTes b
nMeeT NpaBo B COOTBETCTBMY C HacTosawmM CornaweHunem.

Bbibop BapuaHTa «lpunHUMato» B NpoLiecce yCTaHOBKM, 3arpy3Kun, KONMpoBaHMA UK UCMONb30BaHNS
aToro lNporpamMMHoro obecnevyeHnsa Bolpa)kaeT Balue cornacue ¢ yciioBUSIMM HaCTOALLEr O
CornaweHuns n NMoanTMKn KoHGUAEHUManbHOCTU. ECm Bl He cornacHbl ¢ KaknuM-nnbo 13 ycnoBun
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HacToswero CornaweHns nnm MoaMTUKN KOHOUAEHUNANbHOCTN, HEMeOeHHO BbibepuTe BapuaHT
OTMEHbI, OTMEHMTE YCTAaHOBKY MW 3arpy3Ky, YHUYTOXbTE Uan BepHUTe NMporpammHoe obecneyeHue,
YyCTaHOBOYHbIE HOCUTENN, COMPOBOAUTENBbHYIO AOKYMEHTALNIO, @ TaK)Xe KBUTaHUMI0 06 onnaTe
MocTaBLMKY WM B OpraHm3aumio, B Kotopow 6110 npnobpeTeHo MporpammHoe obecneyeHue.

NCMNOJIb3OBAHWNE BAMW 3TOIO NMPOIrPAMMHOIO OBECIEYEHNA O3HAYAET, YTO Bbl MPOYJ1A
JAHHOE COlMMALWEHWE, MOHANN EFO NONOXEHUA N COMNNTACHbI CHUTATD X OBA3bIBAOLLIVIMNA.

1. MporpamMHoe obecnevyeHue. TepMmuH "MporpammHoe obecneyeHne" B HacToswem CornaweHun
O3Hay4aeT: (i) KOMNbIOTEPHYIO NPOrpaMMy, KOTOpas COMPOBOXAaeTcs HacToAwmMM CornalleHnem, n
BCE ee KOMMOHEHTHI; (i) BCE COAepXMMOe Ha ANCKaX, KOMMNAKT-AUCKax, DVD-ANCKaXx, B 9NEKTPOHHbIX
COOBLLEHMAX N KaKNX-TMOO BNIOXKEHUAX UAN Ha APYIrUX HOCUTENAX, KOTOPbIe OblIv NOCTaBEHbI
BMecCTe C HacTosAwmM CornaweHnem, B TOM Yucne opMmy 06beKTHOro koaa MporpamMmHoro
obecneyeHns, NOCTaBASEMYIO Ha HOCMTENE AaHHbIX, MO 3JIEKTPOHHOW NOYTE WK 3arpy>Xaemyto
yepe3 NHTepHeT; (iii) 1tobble MOACHUTENbHLIE MaTepuasbl an Nobyo OPYryo BO3MOXHYIO
[OKYMEHTaLuo, CBA3aHHYI0 € MporpaMMHbIM obecneyeHnem, rnaBHbiM obpa3om Kakoe-nnbo
onuncaHue NMporpammHoro obecneyeHns, ero cneundukaummn, kakoe-nmbo onncaHme CBONCTB UK
paboTbl MporpamMmHoro obecneyeHuns, kakoe-nmbo onncaHne paboyein cpenbl, B KOTOPOR
ncnonb3yetcs NMporpaMmmHoe obecneyeHne, MHCTPYKLMMN MO NCMOb30BAHNIO NN YCTaHOBKE
MporpaMmHoro obecneyeHns uam kakoe-nnbo onncaHne NCNonb3oBaHUsA NMporpamMMHOro
obecneyeHns (JokymeHTaums); (iv) konmm MNporpamMMHoro obecrnevyeHuns, NakeTbl NCMPaBAEHNS
BO3MOXXHbIX ownboK MporpaMmHoro obecneyeHns, [onoaHeHns K MporpaMmMmHoMy obecrneyeHuto,
pacwunpeHus MporpamMmmHoro obecneyeHmns, n3mMmeHeHHble Bepcum MNporpamMMHoro obecneyvyeHuns um
0OHOBJIEHUSI KOMMOHEHTOB lMporpaMmMHoro obecneyeHns (Mpy HaanyuK), Ha KoTopble MocTaBLMK
npenocTaBus Bam nnueH3nio B COOTBETCTBUM CO CTaTben 3 HacToswero CornaweHus. MporpaMmMmHoe
obecneyeHne NpegoCTaBASETCA UCKITIOYNTESIbHO B POPME UCMOHAEMOro 06bEKTHOro Koaa.

2. YCTaHOBKA, KOMMNbIOTEP U JIMLLEH3UOHHBIN KJIOY. porpamMmHoe obecrneyeHne, NocTaBasemoe
Ha HOoCUTene AaHHbIX, MO 3/IEKTPOHHON MOYTe, 3arpy>XeHHoe Yepes IHTepHET MM C CepBEPOB
MocTaBLIVKa UKW NOSYYEHHOE U3 APYTrX NCTOYHMKOB, MOAJEXMUT YCTaHOBKE. YCTaHOBKaA
MporpamMmmHoro obecrneyeHunst 4oSXKHa NPOUCXOANTb Ha A0JKHbIM 06pa3oM HaCTPOEHHOM
KOMMbIOTEPE, KOTOPLI 0TBEYAET MUHKMAJIbHBIM TPEOOBAHUAM, N3N0XKEHHBLIM B [JOKYMEHTALIN,
Cnocob ycTaHOBKM onucaH B [JokyMeHTauun. KoMnbloTep, Ha KOTOPOM BbIMOJIHSIETCSA YCTAHOBKA, He
LOJIKEH Coflep)XaTb MPorpaMMHOe WK annapaTHoe obecrnevyeHne, KOTOPOe MOXKET HEraTUBHO
NoBAMSATL Ha paboTy MporpamMmHoro obecrneyeHns. KomnbioTep o3HavaeT 060pyaoBaHME, B TOM
yucne, Cpeamn nNpoYero, NEPCOHasbHblE KOMMbOTEPLI, HOYTOYKM, paboyne cTaHUUN, KapMaHHble
KOMMbIOTEPbI, CMapPTEOHbI, KAPMaHHbIE WK APYrue 3NeKTPOHHbIE YCTPONCTBA, 418 KOTOPbIX
pa3pabaTbiBaeTcs MporpamMMHoe obecrneyeHune, Ha KOTOPOM ero byayT yCTaHaBAWBaTb U/Mn
CMOJIb30BaTh. JINLIEH3VNOHHBIN K04 03HA4YaeT YHMKAJIbHYIO NoC/e10BaTeIbHOCTL CMBOJIOB, OYKB,
LUndp UK cneumnanbHbIX 3HaKOB, MPENOoCTaB/IIEMbIX KOHEYHOMY MOJIb30BATESO, YTOObI Pa3pewwnTb
3aKOHHO MCMNO/b30BaTh MporpaMMHoe obecneyeHne Uam ero onpeneseHHyo Bepcuo anbo NpoaanTb
CPOK AeicTBUS JIMLEH3NN B COOTBETCTBUM C HacToAWwMUM CornalieHnem.

3. Jinuensua. Ecnv Bol npuHAAN BCe yC/1I0BUA, NpefyCMOTPeHHble B HacTosAwem CorsialweHunu, u
cobnopaeTte nx, MNMocTaBlWMK NpegocTaBnseT Bam cnegyowme npasa (JinueH3uns).

a) YCTaHOBKa M MCNoJib30BaHMe. Bbl Moly4yaeTe HEUCKIIOYMTEIbHOE He Noasiexallee nepeaaye
MpPaBo YCTaHOBMUTL MporpaMmMHoe obecneyeHne Ha XXeCTKMIN AUCK KOMMbIoTEPa WK UHOW HOCUTENb
ANS XPAHEHUS [laHHbIX, YCTAHOBKMN 1 XpaHeHus MporpaMMHoro obecneyeHunst B namMaT KOMMNbOTEP],
a TakXXe BHeAPWTb, XPaHUTb 1 oTobpaxkaTk MNporpaMmmHoe obecneyeHue.

b) OroBopKa no KoJIM4ecTBY JIMLLeH3UN. [paBo Ha NCnosb3oBaHMe MporpamMMHoOro obecrneyvyeHns
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OrpaHNYeHo onpefesieHHbIM KONM4YeCcTBOM KoHeYHbIX nosib3oBaTtenen. MNog ogHMM KOHEYHbIM
nosib3oBaTeNeM nogpasyMeBaeTcs (i) ycTaHOBKa lNporpaMMHoro obecnevyeHms Ha OAUH KOMMbIOTEP
WA (ii) B Cy4ae orpaHn4yeHnsa AULEH3MM KOIMYECTBOM MOYTOBLIX ALLNKOB MOJIb30BaTENb
KOMMbOTEpa, KOTOPbLIN MPUHMMAET 3JIEKTPOHHYIO MOYTY Yepes NoJib30BaTe/IbCKUIA MOYTOBLIA areHT
(«Monb3oBaTeNbCKMIA NOYTOBLIN areHT»). Ecnv Monb30BaTeNbCKUA NOYTOBLIN areHT NpuHUMaeT
3JIEKTPOHHYIO MOYTY, @ 3aTEM aBTOMATMYECKN pacrpelenseT ee cpeamn HeECKOJIbKUX NoJib30BaTeNEN,
KONM4eCTBO KOHEYHbIX NOSb30BaTeNeN A0/KHO ONpeaensaTbCs B COOTBETCTBUM C (haKTUYECKUM
KONNYEeCTBOM MONb30BaTesIeN, MNONYyHaoLWMX INEKTPOHHYIO NOYTY. ECM NOYTOBLIN CepBep
BbIMOJIHAET (PYHKLMM NOYTOBOrO LWJ03a, KOn4ecTBO KOHEYHbIX Monb3oBaTenen byaeT paBHATLCS
KOMIMYeCTBY MOJIb30BaTeNEN MOYTOBOr0 CepBepa, KOTOPbIX 06CAYXMBAET 3TOT W03, Ecnm oguH
NnoJib30BaTeNb BNageeT HeCKOJIbKUMU aipecaMu 3IeKTPOHHOW NoYThl (HanpuMep, npu
MNCNOJIb30BaHMM NCEBAOHUMOB) U NMPUHMMAET MOYTY MO HMM, a NOYTa He pacnpeaenseTcs
aBTOMATUYECKN KJINEHTOM ApPYruM nonb3oBaTenam, Heobxogamma JIMLEH3nsa TONbKO A8 04HOro
KoMmnbtoTepa. OgHy JINUEH3UI0 Heslb38 UCNOJb30BaTb OA4HOBPEMEHHO HA HECKOIbKMX KOMMbOTEPaX.
KOHeYHbI Nob30BaTe b MEeT NPaBo BBOAUTb JIMLLEH3MOHHBIN KoY B MporpaMmmHoe obecneyeHne
TOJIbKO B TOW CTerneHun, B KOTopot KoHeYHbIN Nosib30BaTeslb MMeeT NpaBo UCMOJ1b30BaTb
MporpammHoe obecneyvyeHme B COOTBETCTBMM C OrPaAHNYEHMEM NO KONNYECTBY JIMLEH3MIA, BblAaHHbIX
MocTaBLWMUKOM. JINLLEH3NOHHBIN K04 CYUTAETCA KOH(MAEHLNANLHON HopMaLnen. Bbl He LOSIKHbI
nepefaBaTb JINLEH3MNIO TPETLUM CTOPOHAM UM pa3pellaTb TPETbMM CTOPOHAM UCMONb30BaTh
JINLLEH3MOHHBIN KJTH0Y, eCIN 3TO He pa3pelueHo HacToAwmmM CornaweHnem nnm NMoctasmnkoM. Ecam
Balw JIMLEH3MOHHBIN KNOY B3/IOMaH, HeMeaaeHHO cooblinTe 06 3ToM MoCTaBLUKKY.

c) Boinyck pna poma unmu pna busHeca. Bepcus MporpammHoro obecnevyeHus ana nomMa LO/KHa
MCMN0/b30BaTLCA UCKJIOYUTENIBHO B JINYHOW W/UIN HEKOMMEpPYECKOMW cpedax 1 npefHa3HayveHa
TOJIbKO A1 JOMALLHEero 1 CEMENHOro UCnoJsib3oBaHua. [1ns ncnosib3osaHmsa NporpaMMHOro
obecneyeHns B KOMMEPYECKMX Ccpeflax, a TakXXe Ha NOYTOBbIX CepBepax, cepBepax peTpaHCaaumnm
3NEeKTPOHHOW MOYThI, MOYTOBLIX LUO3aX U W03ax MHTepHeTa HeobxoaAnMo nprobpecTn Bepcuio
MporpammHoro obecneveHns ansa busHeca.

d) Cpok JIuueH3suu. Balle npaBo Ha nCnonb3oBaHue MNporpaMMHoro obecrneyeHuns orpaHnyeHo
onpefesieHHbIM CPOKOM.

e) MporpaMmmMHoe obecneyeHue, nosiyyaeMoe Yyepes U3roToBUTEsIei KOMMJIEKTHOrO
obopypoBaHus. MporpamMmHoe obecrneyeHne, KNaccuPULMPOBaHHOE Kak OEM (pacnpoCcTpaHsAeTCs
Yyepes U3roToBUTENEN KOMMIEKTHORO0 060pYyJ0BaHMS), MOXHO NCMO0JIb30BaTh TOIbKO Ha TOM
KOMMbOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrneyeHmne Hesb3s
NepeHecTn Ha PYroi KoMmnbloTep.

f) He npepHa3HavYeHHble ANA NPoAaXkKu M npobHblie Bepcuu MporpaMmHoro obecneyeHus.
MporpamMmmHoe obecneyeHne, KnaccMULMPOBAHHOE Kak He NpeAHa3HavYeHHas A4as NpoLaXxu nan
npobHas Bepcus, He MOXET ObITb CBA3AHO C KAKMM-NNMB0 NAATEXOM U [0JXKHO NCNOJSIb30BATHLCS
NCKOYUTENBHO ANS AEMOHCTPALMMN UM TECTUPOBAHNA (YHKLMIA MporpaMMHoro obecneyeHms.

g) MpekpaweHue pencTeua JinueHsuu. [lencreme JInueH3nn npekpaLLaeTcs aBTOMaTUYECKN MO
OKOHYaHWW Neproaa, Ha KOTopbIn oHa 6bina BblAaHa. Ecnm Bl HapylwaeTe ntoboe nonoxeHue
HacTosAwero CornaweHuns, MocTaBLMK MOyYaeT NPaBo BbINTW U3 HEr0, YTO HUKAK He MOBANSET Ha
€ro BO3MOXXHOCTW BOCMO0/1b30BaTbCs Nt0bbIMY MpaBamMu 1 CpeacTBamMu CyaebHom 3awmnThl,
LOCTYMHbIMU eMy B Taknx 06cToATeNnbCTBax. B ciyvyae oTMeHbl JlnueH3un Bol 06a3aHbI
He3amMeaNNTeNIbHO 3a COOCTBEHHbIV CHET YAANUTb, YHUYTOXUTL UK BEPHYTb MporpaMMHoe
obecneyeHune 1 BCe ero pesepBHbIe KOMUN B KOMMAHWIO ESET MK B TOYKY NPOL4aXKun, B KOTOPOM OHO
6b110 NnpuobpeTeHo. B cnyvae npekpalleHns aenctens JinueHsnm MNocTaBUK TakXXe NMeeT NpaBo
3anpeTuTb KoHe4YHOMY NoJsib30BaTesl0 MCMONb30BaTh PyHKLUMUKM MNporpaMMHoro obecneyeHuns,
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KOTOpbIE Tpe6yr0T noaKJilo4eHnd K cepeepam MocTaBLWMKa nu cepeepaM TPETbUX L.

4. DyHKUMMU, BNA KOTOPbIX Heobxoaum cbop paHHbIX M nogknioYyeHue K UHTepHeTy. [1ns
KOPPeKTHOM paboTbl MporpamMMHoro obecneyveHns Heobxoanmo nogknoyeHne K IHTepHeTy,
NOCKONbKY MporpammHoe obecnevyeHne fOMKHO peryasapHO NOAKJYaTbCA K cepBepaM MocTaBLLnKa
NN TPETbUX NUL, a TakXe cobmpaTb COOTBETCTBYIOLNE faHHbIE B COOTBETCTBUN C JOKYMEHTOM
MonnTukKa KoHGUAEeHUManbHOCTK. MNMogknoyeHne K MHTepHeTy HeobxoaMMo ANs MCMNoNb30BaHNS
nepeyvncneHHblx ganee yHkumin MNporpamMmmHoro obecneyeHus.

a) ObHoBneHue MporpaMmMHoro obecneyeHus. MocTaBLLVK UMEET NPaBO BPEMS OT BPEMEHMU
BbiNyCcKaTb 06HOBAEeHMA MporpaMmMHoro obecneyeHns (oanee — «0O6HoBNEHNSA»), HO He 0653aH nX
npefocTaBNATb. ITa (PYHKLNSA BKAKOYEHA NPU NCMOJIb30BAHUN CTAaHAAPTHbIX MapaMeTpoB
MporpammHoro obecneyvyeHuns. To 3Ha4ynT, 4170 OBHOBNEHNS YCTaHABAMBAOTCA aBTOMATUYECKN, €C/N
KOHeYHbIN Nosib30BaTe b HE OTKJIIYUT UX aBTOMATMYECKYI0 YCTaHOBKY. [Ina npefocTassieHms
o0bHoBNIEHUI HeobxoAMMa NMpoBepKa NOANMHHOCTM NNLEH3UN, BKJIIOYasA MHPOPMaLMIO O KOMMbloTepe
n/mnn nnaTdopmMe, Ha KOTOPOW yCTaHoBNEHO porpamMmMHoe obecneyeHne, B COOTBETCTBUN C
MoNNTNKON KOHPUOEHUNANBHOCTMW.

MpepocTasneHune nobbix OBHOBNEHNI MOXET PEryanpoBaTbCS NOUTUKON B OTHOLLEHUN OKOHYaHUS
cpoka cnyxbbl (nanee — «Monntuka OCC»), KOTOpasa AOCTYMNHa No aapecy

https://go.eset.com/eol home. [10CNe HAaCTYNNEHNSA OaTbl OKOHYAHUA CPOKa CyKObl, KOTOpas
ycTaHaBsmBaeTcs noamtukon OCC gns MporpaMmmHoro obecnedveHns nam Kakon-nnbo ms ero
yHKumIn, O6HOBNEHMA NPefoCTaBAATLCS He ByayT.

b) OTnpaBkKa 3apa>keHHbiX pannoB u uicpopmauuun NMoctaeBwmky. lNporpammHoe obecrnevyeHne
OCHaLLEeHO PyHKUMAMU, KOTopble cobupatoT 06pa3Libl KOMAbIOTEPHbLIX BUPYCOB 1 APYrnx
BPEAOHOCHbLIX NPOrpaMM, a TakXXe Nogo3puTenbHble, NPobAeMHbIE, NOTEHLMANBLHO HEXXeNaTe bHble
NN NOTEHUMaNbHO OnacHble 06beKThbl, Takne Kak annbl, URL-aapeca, IP-nakeTbl U Kaapbl Ethernet
(«3apakeHunsa»), n oTNpaBAAlOT ux MNocTaBLWMKY, B TOM YACNe, Cpean Npovyero, MHGMopMaumio o
npouecce yCTaHOBKKW, 0 KoMnbioTepe nu/mnmn nnatopMe, Ha KOTOPbIX YCTaHOBIEHO porpamMMHoe
obecneyeHune, a Takxe nHgopmaumnio 06 onepaumnax N PyHKUNOHAIbHOCTK MporpaMMHOro
obecneyenuns («MHMDopmauns»). MHhopMauma n 3apa)keHns MOryT Coaep>XaTb AaHHbIe (B TOM Yucne
C/ly4aHO UK HenpeayMblWIEHHO NOJlyYeHHbIe NepCcoHasbHble AaHHble) 0 KOHeYHOM noJsib3oBaTesne
NN gpyrux nonb30oBaTeNSAX KOMMNbIOTEPA, Ha KOTOPOM YCTaHOB/EHO MNporpammHoe obecnevyeHmne, n o
thannax, nopa>keHHbIX 3apa)keHNaMM C COOTBETCTBYOWMMN MeTadaHHbIMU,

WHopMauumio 1 3apaXkeHns MoryT cobupaTb cneaytolive QyHKUMM MporpaMMHOro obecneyeHus:

i. PyHKLMSA LiveGrid Reputation System oTBe4aeT 3a cbop 1 oTnpasKy MMOCTaBLUNKY B OAHOM
HanpaBlEHNN X3LUEN, CBA3AHHbIX C 3apa)KeHI/I$IMVI. JTa (t)yHKLI,Vlﬂ BKJ/IIO4YEHa NPn NCnoJib30BaHN
CTaHOapTHbIX NapaMeTpos NporpaMMHOro obecneyeHus.

ii. Cnctema obpaTHOM CBA3M LiveGrid oTBeYaeT 3a cOop 1 oTnpaBky MocTaBLwmnKy 3apaxKeHnui co
CBAA3aHHLIMU MeTafaHHbIMU 1 VIHhopMaLnn. KOHeYHbI N0b30BaTeNb MOXXET akTUBUPOBATb 3TY
(byHKUMIO B NpoLiecce yCTaHOBKM lMporpaMMHoro obecneyeHus.

MocTaBLWMK 0643yeTCs MCNOb30BaThb NOJly4YEeHHbIe 3apaxkeHus n MHhopMaLumio TONbKO ANs aHaan3a
N nccnenoBaHna 3apaXkeHui, ynyduweHns MNMporpaMMHoro obecrnevyeHns U yCoBepLLEHCTBOBaHMSA
NPOBEPKM MOANMHHOCTU JIMLLEH3MW, @ TaKXe NPUHATb He0OXoANMble Mepbl NPeOCTOPOXHOCTY MO
COXPaHEHUIO KOHMAeHUMaNbHOCTU NHGopMaLuum 1 3apakeHnin. AKTUBUPYS 3TY PYHKLUMIO
MporpammHoro obecneyeHus, Bol cornalaeTecb Ha 0TNPaBKy 3apakeHuin n VHhopMaunm
MocTaBLUMKY, @ TaKXe faeTe eMy HeobXxo4MMoe paspeLleHmne, peryampyemMmoe CoOOTBETCTBYOLWLMMM
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npaBoBbIMU HOpMaMK, Ha 06paboTKy nonyyveHHon MHpopMaumn. LaHHYO DYHKLNIO MOXKHO
OTKJIIOYUTL B 11060 MOMEHT.

Ana uenen Hactosawero CornawweHuns Heobxoanmo cobupatb, 0bpabaTbiBaTh U XpPaHUTb AaHHbIE,
nossoJsigoLme MNoctasWwmKy naeHTUdnUMpoBaTb Bac B COOTBETCTBUM C JOKYMEHTOM [lonnTuka
KOH(MaeHUnanbHoCTH. HacToawwum Bel noaTeepxgaeTe, 4To [MoCTaBLWMK C MOMOLLbIO CBOMX CPencTB
MOXKET MPOBEpsAThb, NCNosb3yeTe im Bol MporpammHoe obecneyeHne B COOTBETCTBMM C NMOSIOXKEHNAMM
HacToswero CornaweHus. Bbl cornawaeTtech Ha nepeaayy nHgpopmaumm B npouecce obmeHa
AaHHbIMU Mexay MporpaMMHbIM obecrneyeHneM 1 KOMMbIOTEPHLIMU cCUCTEMaMK NoCTaBLLMKA UK ero
KOMMepYeCcKux napTHepoB, BXOAALWMX B CETb PacnpoCTpaHeHns v noanepxku MNocrtaswmka, € Lesblo
obecneyeHns paboTbl 1 NPOBEPKM BO3IMOXHOCTM MCNOJIb30BaHMA MporpaMMHoro obecneyeHmns um
3aWwmThl Npas locTaBWMKa.

Mocne 3akn4eHns 3toro Cornawenuns MNoctaswuk nam nobon N3 ero KOMMep4eckx NapTHEPOB,
BXOOALLMX B CETb PAacnNpoCTpaHeHns 1 noaaepxku MNocTtasLimKa, Nosy4yaT NpaBo NepefaBaTh,
obpabaTbiBaTb U XPaHUTb BaXKHble AaHHbIE, M03BOJIAOLWMNE UAEHTUDULMPOBATL Bally IMYHOCTD, B
Lenax onaathl U UCNONHEeHUS HacToswero CornalleHuns, a Takxxe 419 OTNpaBKM yBeAOMJIEHUIA Ha
Baw komnbloTep.

CBefieHUsl 0 KOH(UAEHUMANBHOCTH, 3aLLMTe NepCcoHasbHbIX JaHHbIX U Baliux npaBax Kak
cybbekTa nepcoHasbHbIX JaHHbIX NpuBeaeHbl B MonuTUKe KOH(PUACHUUANLHOCTH, KOTOpas
AOCTYNHa Ha Beb-caiTe MocTaBLLMKA, a TaKXKe HENOCPEACTBEHHO B Npouecce YCTAaHOBKM.
Bbl TaK)Xe MOXXeTe OTKPbITb ee U3 cnpaBku MporpaMMHoro obecneyeHus.

5. Ucnonb3oBaHue npaB KoHe4yHoro nosb3oBaTtens. [[paBa KoHeYHOro rnosib3oBatens
Heobx04MMO MCNOAb30BaTh JINYHO, B0 MX MOFYT MCMO/b30BaTb Balm coTpyaHUKKN. Bbl nmeeTe
npaBo Ha ncrnosb3oBaHue NporpaMmMHoro obecneyeHns TONbKO 415 3aLUNTbl CBOMX LENCTBUN 1
KOMMbIOTEPOB AN KOMMbIOTEPHBIX CUCTEM, Ha KOTopble nprobpeTeHa JlnueH3ns.

6. OrpaHMyYeHuMsa npas. He pa3peLlaeTcs KONMpPoBaTb, PAaCcNpoCTPaHATb MporpaMMHoe obecneyeHue,
N3BJIEKATb €ro KOMMOHEHTLI 1 CO3A4aBaTb NPOM3BOAHbIE PaboThl Ha ero ocHoBe. MpK UCNONb30BaHUN
MporpammHoro obecrneyeHuns Bol 0653aHbl COOMI0AATL NEPEYNCIEHHbIE aiee OrPaHNYEHUS.

a) Bbl MoXeTe co3aaTh 0fIHY pe3epBHY0 Konuto MporpamMMHOro obecrnevyeHns Ha HocuTene
MOCTOSIHHOr O XPaHEHMA [aHHbIX NPU YCI0BMM, YTO 3Ta pe3epBHas KOMWs He YCTAHOBNIEHA U He
NCMOJ/b3yeTCs HN Ha KakoM KoMnbloTepe. Co3aaHune ntobbiX MHbIX KONuii MporpaMMHOro
obecneyeHns ABnsieTCa HapyLlweHnem 3Toro CornalleHums.

b) Bbl HE LOJIXKHbI NCMONb30BaTb, NU3MEHSTh, NEPEBOANTL UM BOCMNPOU3BOAMTL MporpaMmMHoe
obecneyeHne n nepefaBaTb NpaBa Ha NCMOb30BaHUe MporpaMMHOro obecneyeHns nan Konum
MporpammHoro obecneyeHuns nobbIM cNOCO6OM, OTANYHBLIM OT OMUCAHHOIO B HACTOSLLEM
CornaweHuw.

c) Bbl He JO/KHBI MPOAaBaTh, NepeaaBaTh Ha YCIOBUSX CyBAMLEH3MK, CAaBaTb B apeHay uan
nepefiaBaTb BO BpEMEHHOE MoJib30BaHue MNporpaMmHoe obecneyeHmne, a Takxxe UCNosib30BaTh
MporpamMMHoe obecneyeHne ans NPefoCTaBAEHNS KOMMEPYECKUX YCAYT.

d) 3anpeLlaeTcs BCKPbIBATb TEXHOIOM MO, AEKOMNUANPOBATL UK pa3brpaTb Kog MporpaMMHOro
obecneyeHuns 1 NHbIMU cnocobamu NbITAaTbLCSA NOJYYUTb NCXOAHBIN KOA MporpaMmMHoro obecneyeHus
33 UCKJIIOYEHMEM TOr0, B YeM laHHOE OrpaHUYeHne NPOTMBOPEYNT AENCTBYOLEMY
3aKOHOJaTesNbCTBRY.
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e) Bbl cornaluaeTeck MCnonb30BaTh MporpaMmmHoe obecrneyeHune TobKO Cnocobom,
COOTBETCTBYOLLIVMM BCEM AENCTBYIOLLIVMM 3aKOHOAATEIbHbIM HOPMaM CTPaHbl, B KOTOPON
ncnonb3yetca MporpammHoe obecneyeHne, B TOM YKC/IE NPUMEHUMbIM OFPaHUYEHNAM OTHOCUTENbHO
aBTOPCKOro npasa, APYrux NpaB Ha MHTeNEKTYabHY0 CODCTBEHHOCTb U Tak Aasee.

f) Bbl cornalwaeTech MCnosb3oBaTh [NporpaMmmHoe obecneyeHme n ero GyHKLUM TOJIbKO CNocobom,
KOTOPbIA He OrpaHnYMBaeT BO3MOXHOCTY A0CTYNa K 3TUM ycyram gpyrux KoHeYHblx
nonb3oBaTenen. MocTaBLLNK OCTaBNAET 3a CobOM MPaBO OrpaHNYMTb 06BEM yCayT,
npenocTaBNSeMbIX OTAENbHLIM KOHEYHbIM Monb30oBaTeNsaM, 4Tobsl obecneynTb NCNOb30BaHME YCAyT
MaKCMMabHO BO3MOXXHbLIM Y1CI0M KOHEYHbIX Nonb3oBaTenen. OrpaHmyeHne obbemMa ycayr 4oKHO
Tak)Xe 03Ha4vaTb NOJIHOE NMpeKpaLleHne BO3MOXHOCTY NCNOb30BaTb 06y 13 yHKLNIA
MporpaMMHoro obecneyeHns, a Takxe yaaneHne [JaHHbIX 1 MHpopMaummn Ha cepBepax lMocTaBLymKa
AN CTOPOHHMX CepBepax, 0THOCALLMUXCA K onpeaeneHHon yHKumm MNporpamMmHoro obecneyeHus.

g) Bbl 06513yeTech He NpeAnpuHUMaTh AENCTBUIA, CBA3AHHBIX C UCMO/Ib30BaHMEM JINLEH3MOHHOIO
KJto4a, KOTOpble MPOTMBOPEYaT YC/I0BNAM HacTosero CornalieHns uavm NpuBoAsT K
npefocTaBieHnto JIMLEH3NOHHOMO KJtoYa MLy, He UMetoLLLleMy NpaBa UCMosib30BaTb MporpaMMHoe
obecneyeHune, Hanpumep nepeaady MCNoJsib30BaHHOIO UM HEUCMOIb30BaHHOIO JINLLEH3VOHHOIO
Ktova B Nitobol hopme, a TakKe HeCaHKLMOHMPOBAHHOE BOCNPOU3BEAEHWE UK PacnpOCTPaHeHne
Ay6MpPOBaHHBIX WK CrEHEPUPOBAHHbIX JINLIEH3VOHHbIX KJTIOYEN NN NCMOJb30BaHMe MporpaMMHOro
obecneyeHns ¢ NOMOLLbI0 JIMLEH3NOHHOMO KJto4a, NOJIyYEHHOro He oT MocTaBLLMKa.

7. ABTOpCKOe npaBo. [[porpaMMHoe obecneyeHne n BCe NpaBa Ha Hero, B TOM 4ucse, cpeau
npoyero, nNpaBo COOCTBEHHOCTU M NMpaBa Ha 0O6BEKTLI MHTENNIEKTYaIbHON COBCTBEHHOCTH,
npuHagnexaT KoOMNaHuyM ESET n/unn ee nuueH3napam. 3TN Npasa 3almeHbl MeXxayHapo4HbIMU
cornawweHnaMn n BCeMm nNpoYnMn NPUMeHNMbIMN 3aKOHOLATeSIbHbIMY HOPMaMU CTPaHbl, B KOTOPOU
ncnonb3yetcs MNporpammHoe obecnedyeHne. BHYTpeHHAS CTPYKTYpa, YCTPONCTBO U KOA,
MporpaMmMHoro obecneyeHns ABASIOTCA LEHHON KOMMepPYeCKON TaHON U KOH(UAEHLNAbHON
NH(OopMaLMen, NpUHaanexxalumMy KoMnaHum ESET n/unu ee nuueHsnapam. 3anpeLaeTcs
KonmpoBaTb lporpaMmHoe obecneyeHne KpoMe C/y4aeB, ONUCAHHbLIX B CTaTbe 6(a). Jliobblie Konuy,
KOTOpble pa3peLleHo co3haTb B COOTBETCTBUN € CornalleHnem, f0/MKHbl CogepXaTb OpUrnHasibHble
OTMETKM 0 3aLliuTe aBTOPCKMX MpaB 1 Apyrue yBeLOMIEeHNs 0 NpaBax MHTENNEKTyasIbHOM
CoBCTBEHHOCTN, KOTOPbIE MPUCYTCTBYIOT B caMoM [MporpaMMHoM obecneyveHun. Ecnum Bel BCKpbiBaeTe
TeXHONIorn, AekoMnunaupyeTe, pa3brpaete NCXOAHbIN KoL MporpaMMHOro obecrne4yeHuns nam NHbIM
cnocobom mbiTaeTeCh NOAY4YUTb UCXOAHBIM KO4 MNporpaMMHoro obecneyeHuns B HapyLleHme
nonoxxeHui atoro CornawenHus, nobad nonyyeHHas Takum 06pa3om NHGOPMaLINS aBTOMATUYECKN 1
6e30roBOPOYHO A0/KHA CYATATHCA NoAnexallen nepefaye MNMocTaBLLMKY 1 MPUHagNeXaLlen emy
MOJIHOCTbK C MOMEHTa CO34aHNA BHE 3aBUCUMOCTHY OT npas lNocTaBLLMKaA B OTHOLLEHWUW HapYyLUEHUS
storo CornaweHus.

8. CoxpaHeHue npaB. HacToswum MocTaBLMK COXpaHseT 3a coboin Bce npaBa Ha MporpamMMHoe
obecneyeHue, 3a NCKJIIOYEHNEM MPaB, ABHO NPEAOCTaBEeHHbIX BaM Kak KoHe4YHOMY Nnosib30BaTeNo
MporpamMmMHoro obecrneyeHunsi B COOTBETCTBUM C YCI0BMSIMU HacToswero CornalieHus.

9. HeckonbKO A3bIKOBbLIX BEPCUM, NporpaMMHoe obecneyeHne Ha HOCUTENAX ABYX TUNOB,
HeCKoJ1bKO Konun. Ecnn MporpammHoe obecneyeHre nogaepxusaeT HECKOJIbKO NAaTHopM nin
A3bIKOB MW €CNn Bbl MONYy4YMAN HECKOBbKO 3K3eMMNASPOB NPOrpaMMHOro obecneyeHuns, paspeLllaeTcs
ncnosb3oBaTb MporpaMmMHoe obecneyeHne TOJIbKO Ha TOM KOJIMYeCTBe KOMMbIOTEPOB 1 B TeX
BepcusX, Ha KoTopble bbina npuobpeTeHa JinueH3uns. 3anpewaeTcs npohasaTb, NepefaBaTh Ha
ycnosuax cybnuueHsun, caaBaTh B apeHay, nepefiaBaTb BO BPEMEHHOE WM NOCTOSAHHOe
Nnosib30BaHWe BepCcum nnm konum MporpamMmHoro obecneyveHns, KOTOpble He MCNOJb3YIOTCA Bamu.
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10. MOMEHT BCTYNNEHUA B CUAY U NpeKkpalieHne penctema CornaweHuns. Hactosuwee
CornalweHune BCTYNaeT B 3aKOHHYI0 CUY C OHA, KOraa Bbl cornacmanch € ero yCnoBmamun, 3aBepLlumnTb
aencteune CornaweHns MoOXXHO B 1060 MOMeHT, HeobpaTMMO yaanunB, paspyLUMB NN BEPHYB 3a
cBou cyeT MporpamMmmHoe obecneyeHne, Bce pe3epBHble KOMUK 1 Nobble 0THOCALLINECS K HEMY
MaTepuasbl, NPeaoCcTaB/ieHHble [TOCTaBLUNKOM UM OAHMM U3 ero KOMMepYeCcKux NnapTHepoB. Balwe
npaBoO Ha MCMNOJib30BaHKe MporpaMmMHoOro obecneyveHns n NbbIX ero PyHKLNN MOXeT
pPeryanpoBaTbCs MOJMTUKON B OTHOLLEHNN OKOHYaHMSA CpoKa CNyxbbl. [locne HacTynaeHns aatl
OKOHYaHMS CpoKa CNyX0bl, KOTOpas YCTaHaB/IMBAETCA MNOJIMTUKON B OTHOLLEHUN OKOHYaHWS CPOKa
cnyx6bl gns MNporpamMmMHoro obecnevyeHns nam Kakom-nmbo n3 ero pyHKLMIN, Balle NpaBo Ha
ncnosb3oBaHme MNporpaMmMHoOro obecnevyeHmsa npekpaTuTcs. HesaBncnmo oT cnocoba npekpalleHns
nencteuna storo CornaweHns nonoxeHusa ctaten 7, 8, 11, 13, 19 n 21 ocTaloTCca AeNCTBUTENbHBIMA
6e3 orpaHn4yeHNs No BPEMEHMN.

11. FAPAHTUN KOHEYHOI'O NOJIb30BATEJIA. BbICTYMAA B KAYHECTBE KOHE4YHOIO
MOJIb30BATEA, Bbl MOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECMEYEHWNE NOCTABNAETCA HA YCNOBUAX «KAK ECTb» BE3 KAKUX-TNBEO MPAMBbIX U
BMEHEHHbIX TAPAHTWI NIKOBOIO TUMA, HACKOJIbKO 3TO NO3BOIAOT COOTBETCTBYHOLLUME
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLUWK, H EIO MAPTHEPbLI, BbICTYTMAIOLLUME B KAYECTBE
JIMUEH3WAPOB W AGOUJIMPOBAHHbLIX J1NL, HA MPABOOBJIAOATENIN HE OENAKOT HUKAKWX
3AABJIEHUIA N HE NMPEAOCTABAAIOT HUKAKUX MPAMbIX WM BMEHEHHbIX OBA3ATENLCTB UK
FTAPAHTWW, B YACTHOCTW FAPAHTUI NMPOAAX UM TAPAHTWIA MPUrOAHOCTW ON4
OMPEAENEHHOIO MCMOJIb30BAHNS, A TAKXKE FAPAHTUIA TOrO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWE HE HAPYLLAET HUKAKUX NMATEHTOB, ABTOPCKIWX MPAB, NMPAB HA TOBAPHbIE 3HAKU
W OPYTUX NMPAB TPETbUX JINL,. MOCTABLUNK W NTKOBLIE APYTUE TNLUA HE TAPAHTUPYIOT, 4TO
®YHKLU W MPOTPAMMHOIO OBECNEYEHUA BYAYT COOTBETCTBOBATbL BALLWM TPEEOBAHWAM NJ1A
YTO NMPOrPAMMHOE OBECMNEYEHWE BYAET PABOTATb BE3 CBOEB N OLUMBOK. PUCK MNP BbIEOPE
MPOrPAMMHOIO OBECNEYEHWA ON1A OOCTUXEHUA HYXXHbIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, NCMOJIb30BAHWW N NOJNTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYAETE AOCTUIATb C
MOMOLLbIKO 3TOI0 NPOIrPAMMHOIO OBECMNEYEHUA, NEXIT HA BAC.

12. OTKa3 oT gpyrux obssartenbcTs. HacTosAwee CornaweHme He NpeayCcMaTprBaeT HUKAKUX
obsa3aTenbCcTB ANA MNocTaBwmnKa 1 ero ANLEeH3napoB 3a UCKI0YEHNEM TeX, KOTOPbIE N3/I0XKEHbI B
HacToswwem CornalleHumu.

13. OTPAHUYEHWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEHO
MPUMEHUMbBIM 3AKOHOATEJIbCTBOM, HU MNMPN KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EFO
COTPYOHUKW NN NNLUEH3WAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYHO-JINBO YMYLLUEHHYIO
MPUBLIJb, BEIPYYKY, MPOAAXW, OAHHBIE /TN PACXOAbl HA 3AKYMNKY B3AVMO3AMEHAEMbIX
TOBAPOB WK YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXXAEHWNA, MPUOCTAHOBKY
PABOTbI, MOTEPKO KOMMEPYECKOW MHO®OPMALIN W 3A KAKUE-NINBEO ®AKTUYECKUE, NMPAMBIE,
HEMPAMBbIE, MOBOYHbIE, 3KOHOMNYECKWNE, KOMNEHCUPYEMBIE, LUTPA®HbBIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbIE KOCBEHHBIE YBbITKI, HAHECEHHbLIE B PE3YJIbTATE BbIMOJIHEHNS
COMMNALLEHWNA, TPAXOAHCKOI O NMPABOHAPYLLUEHNA NN HEBPEXHOCTW, HESABUCUMO OT
MPUYNHBI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCNOJIb30BAHUA W OTCYTCTBUA BO3MOXHOCTW NCIOJIb30BAHNA NMPOIrPAMMHOIO
OBECIMEYEHNA, OAXKE ECJTIN NOCTABLUMK, EIO JIMLEH3WAPBI W AODUJTIMPOBAHHbBIE JTLIA
OCBEAOMJIEHBI O BO3MOXHOCTWN BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOJATEJIbCTBO HEKOTOPbIX CTPAH N OTAEJIbHBIE 3AKOHbl HE PA3PELLAKOT UCKJIFOYATb
TAKYHO OTBETCTBEHHOCTb, HO NMO3BOIAKOT Or PAHU4YMBATD EE, B TAKUX CJTYHAAX
OTBETCTBEHHOCTb MOCTABLLUWKA, EFO COTPYAHWKOB, JINLUEH3WAPOB VT AODUTMPOBAHHbIX
NAL, OFPAHUYNBAETCS CYMMOW, BbIMJIAYEHHOW BAMU 3A JINLIEH3MIO.
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14. Hy ofiHO 13 NonoXeHui HacToswuero CornalleHns He 3aTparmBaeT 3aKOHHbIE NpaBsa toboin
CTOPOHbI, BbICTYMAOLLEN B KAYeCTBe NOTpedbuTens, faxxe ecav OHV NPOTUBOPEYaT TakuM npaBam.

15. TexHu4yeckana noapepixka. ESET nam npmBaeyYeHHble KoMNaHmnen ESET TpeTbM anua
NpenoCcTaBNAOT TEXHUYECKYIO NOAAEPXKKY M0 CODCTBEHHOMY YCMOTPEeHM0 6e3 Kakux-nnmbo rapaHTum
nnn 3aaBneHni. Mocne HacTynaeHns OaTbhl OKOHYaHUA CpoKa CyXbbl, KOTOpas ycTaHaBAMBaeTCA
nonutukon OCC gna MNporpammHoro obecnevyeHnsa nnm Kakon-nnbo n3 ero GyHKUMMI, TEXHNYECKas
noagep)xKa npefocTaBnaTbCcs He byaeT. KoOHeYHbIN nofb3oBaTesb 00653aH CO34aTb Pe3epPBHYIO
KOMMIO BCEX CYLLECTBYOLWMX AaHHbIX, MPOrpaMMHoOro obecrneyeHns nam nporpaMMHbIX CPeacTs,
npexae 4yem 06paTUTbCA 3@ TEXHNYECKON NOALEPKKOW. ESET 1 (MNK) TPETbU NnLa, NPUBIEYEHHbIE
ESET, He MOTYT NPUHATbL Ha ceba OTBETCTBEHHOCTb 3a NOBPEXAEHME WM NOTEPIO AaHHbIX,
cobCTBEHHOCTH, MporpaMMHoro obecneyeHns nnm obopyaoBaHNS, a TakXe 3a YNyLLIeHHY0 Npubbinb,
KOTOpble CBSA3aHbl C NPefOoCTaBEHNEM TEXHUYECKON NOAAEPXKKN. ESET 1 (1n) NnpuBneyeHHble ESET
TPeTbU NnLa OCTaBAAT 3@ COBON NPaBo NPUHATL PeLLeHKE 0 TOM, YTO YCTPaAHUTb KOHKPETHYIO
npobsemMy HEBO3MOXXHO B paMKax TEXHUYECKON NoAAep XKW, ESET ocTaBAsAET 3a cobow npaso
0TKa3aTb B NPefOCTaBJIEHNN TEXHNYECKON NOALEPXKKW, MPUOCTAHOBUTb WA NPEKPATUTL ee
OKa3aHue no cBoeMy cobCcTBEHHOMY YCMOTpeHuto. CBeaeHns 0 nnueH3unmn, MHgopmauunsa n gpyrmue
LlaHHble B COOTBETCTBUM C MOANTMKON KOHPUAEHLMANBHOCTN MOryT NnoTpeboBaThCa Ans
NpeLoCTaBIEHUSA TEXHNYECKON NOAAEPKKM.

16. Mepepava nuueHsum. MporpammHoe obecneyeHne MOXXeT BbiTb MepeHeceHo C 0AHOro
KOMMblOTEPA Ha APYrOi, €C/IM 3TO He NMPOTUBOPEYNT YCN0BMUAM HacTosero CornaweHus. Ecnm 3To
He NpoTMBOPEYMT ycnoBusiM CornalleHmns, KoHeYHbIn Nosib30BaTeslb MOXXET TOJIbKO NMePMaHEHTHO
nepenathb JIMLEH3UIO 1 BCe NpaBa Mo HacTosAlleMy CornaleHunto apyroMmy KOHeYHOMY MoJb30BaTeN0
c cornacusa MocTaBlLrKa, ecnv cobnoaaTcs cneayLmne ycnosus: (i) y nepsoro KoHeyHoro
MoJIb30BATENS HE OCTAETCS HUKAKUX 3K3eMnsipoB MporpaMMHoro obecneveHus; (i) nepenaya npas
[0J1)KHa ObITb HEMOCPEACTBEHHOW, T. €. 0T MCXOAHOr0 KOHEYHOr0 M0JIb30BaTENst K HOBOMY; (iii) HOBBbIA
KOHEeYHbIV NONb30BaTE b A0JKEH NPUHSATL BCE NMpaBa 1 0653aTeNbCTBa UCXOAHOr0 KOHEYHOro
nosib30BaTens no HacToswemy CornaleHunto; (iv) NCXOAHbI KOHeYHbI No/ib30BaTe b AO/IKEH
npefocTaBnTb HOBOMY KOHEYHOMY Mosib30BaTesio JOKYMEHTALMIO, MO3BOSIOLLYIO NPOBEPUTH
NOA/IMHHOCTL MporpaMMHoro obecneyeHns B COOTBETCTBUM CO CTaTben 17.

17. MpoBepka nognuHHocTu MporpaMmMHoro obecneyeHunn. KoHeyHbI Nob30BaTENb MOXET
NPOAEMOHCTPUPOBATb HAaIMYME ¥ HEro NpaB Ha UCNoJib30BaHmMe MNporpaMMHOro obecnevyeHms ogHUM
13 cnepyowmx cnocobos: (i) C NOMOLbIO JIMLLEH3NOHHOIO cepTUdmMKaTa, BbiAaHHOMO MOCTaBLLNKOM
N TPeTbUM NINLLOM, KOTOPOEe Ha3HayeHo [MocTaBLMKOM; (i) MTMCbMEHHbIM INLLEeH3NOHHbIM
COrfalleHneMm, ecnm TakoBoe 6blSI0 3aKIYeHO; (i) MyTeM NpefoCTaBNeHUS OTNPaBAEHHOI0
MocTaBLMKOM COOBLLEHNSA 3EKTPOHHON NMOYTbI, B KOTOPOM COAEP)KATCA CBEAEHUSA O MNLEH3UN (MMS
noJsib3oBaTens 1 naponb). CBefeHnsa o NLEH3UN N NAEHTU(MUKALMOHHBbIE AaHHble KOHeYHOoro
Nnofb30BaTeNs B COOTBETCTBUN C MOANTUKON KOH(PUAEHUNANBHOCTM MOrYyT noTpeboBaTbCs ANs
NPOBEPKM MOANMHHOCTIN NporpaMMHoro obecnevyeHus.

18. MpepocTaBsieHne NMUEH3UM OpraHam BnacTtu u npasutenbcTBy CLUA. [TporpamMmmHoe
obecneyeHne bygeT npefoCTaBAEHO OpraHaM BAacTW, B TOM 4ucie npasutensCctey CoeanHEHHbIX
LLTaToB AMepukn, B COOTBETCTBUM C MPaBaMn N OrPaHNYeHNAMM, ONMUCAaHHBIMWU B HACTOALLEM
CornatueHun.

19. CoOoTBeTCTBME HOPMaM PeryJMpoBaHUs BHELLHEW TOProBu.

a) Bbl He 6yeTe NpAMO UM KOCBEHHO 3KCMOPTUPOBATb, PEIKCMOPTUPOBATbL, MepenaBaTb UM UHbIM
obpa3om npepnoctaBnsaTh NporpaMmHoe obecrneyeHme Komy-mbo, a Takxe He BygeTe NCNOAbL30BaTb
€ro Kaknm-nnbo obpasom nmbo NMeTb OTHOLLEHWNE K KakKMM-Nnbo AeNCTBMAM, B pe3ysibTaTe Yero
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KOMMNaHusa ESET uan ee XONLNUHIrOBble KOMMNaHuK, ee punnanbl, puananbl ee XoJNAUHIOBbIX KOMMaHWUNA,
npoyne cybbeKTbl, HaXoAAWMeCs oA ynpassieHNeM ee X0 ANHIOBbIX KOMMNaHUA
(«ApchunnnpoBaHHble NnLa»), MOXeT CTaTb HapyLwmnTeneMm 3akoHohaTesbCTBa Mo PeryanpoBaHuio
BHeLUHen Toproeav nnbo Nony4ynTb HeraTBHbIE NOCEACTBUA B CBA3M C ero npuMeHeHmeMm. K
3aKOHOLaTeNbCTBY MO PEryvpoBaHN0 BHELLHEN TOProBN OTHOCUTCS:

i. Jlloboe 3akoHOAaTeNbCTBO, KOTOPOE NpefHa3HavYeHo ANs peryimpoBaHus, orpaHu4YeHns nim
BBEAEHWSA JIMLLEH3MOHHbIX TpeboBaHUM B chepe 3KCrnopTa, peskcnopTa uan nepefayv ToBapos,
nporpaMMHoOro obecneyveHns, TEXHONOr MM, YCIIYT U KOTOPOE MPUHUMAeTCs NtobbiMu
NpaBUTeNbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU WU perynaTuBHbIMK opraHaMmu CoefnHeHHbIx LUTaToB
Amepuku, CnHranypa, BenvkobputaHum, Eeponeinckoro Coto3a nnm noboro BXoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW LO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COrnacHo
HacTosweMmy CorialleHnio nam B KOTOPOKN 3apernctpuposaHa nnbo AencTByeT KOMNaHusa ESET naun
Kakune-nnbo ee ApcpunmpoBaHHble nnuUa

ii. llobble sKOHOMUYeCcKne, (hMHAHCOBbIE, TOProBble U NPOYMe CaHKLMKW, OrpaHnyeHns, ambapro,
3anpeTbl Ha UMMOPT WJIM 3KCNOPT, 3anpeThl Ha NepeBo AeHEeXHbIX CPeACTB v akTMBoB Nnbo Ha
npeLoCTaBsIeHNe YCyr, a TakXe 3KBMBAJIEHTHbIE Mepbl, KOTOPble BBOAATCS B AeACTBME N0ObIMM
NpaBUTENbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU UK perynaTuBHbIMM opraHaMmu CoenHeHHbIx LUTaToB
Amepuku, CnHranypa, BenukobputaHum, Eeponenckoro Coto3a nam noboro BXoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW AO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COrnacHo
HacTosweMmy CornalleHnio nam B KOTOPOKN 3aperncTpuposaHa nbo AencTByeT KOMNaHusa ESET naun
Kakune-nnbo ee ApcunmpoBaHHbie nmua.

(3akoHopaTeNbHbIE aKTbl, YMNOMAHYTbIE B NYHKTaX i U ii BbllLe, COBMECTHO UMEHYIOTCA
«3aKoHO4aTeNbCTBO MO perynnpoBaHuto BHELUHEN TOpFOB)'IVI».)

b) KoMmnaHus ESET MMeeT NpaBo NPUOCTaHOBUTL BbIMOJIHEHME CBOMX 0643aTeIbCTB COrIacHO
HacTosLWMM YcnoBusim nbo He3aMeanTeNbHO NPEKPATUTb AENCTBUE HACTOSLWMUX YCIOBUA B
cnenyowmnx cnyvyasx:

i. B cnyyae, ecnm KoMnaHMa ESET yCTaHaBAMBAET, YTO MO ee 060CHOBaHHOMy MHeHwu10 MMonb3oBaTesib
Hapywunn nan MOXET HapPyLNTb NOJIOXKEHUA CtaTbu 19 a) HacToAwero CornaweHus.

ii. B cnyvae, ecnv KoHeYHbIn nonb3oBaTenb u/wnam MNporpammHoe obecnevyeHune nonagyT noa
fencTBre 3akoHo4aTeIbCTBa MO PerynpoBaHuio BHELLHEN TOProBv, U, Kak pe3ysibTaT, KOMNaHUs
ESET yCT@HOBUT, 4TO Mo ee 060CHOBaHHOMY MHEHUIO MPOAOIKEHME BbINOJIHEHNS CBOMX 0053aTeNbCTB
cornacHo Hactoswemy CorsalleHnio MOXKeT NPUBECTU K TOMY, YTO KOMMNaHUsA ESET unu ee

A dunnnpoBaHHble 1L MOXET CTaTb HapyLlmnTeseM 3aKoHo4aTeIbCTBa MO PEryanpoBaHnio
BHeLUHen Toproeav nnbo Nony4ynTb HeraTBHbIE NOC/IEACTBMA B CBA3M C €ro NpUMEHEHMWEM.

c) Hn ogHa 4acTb HacToswero CornaweHna He npefHa3HavYeHa, He MOXKeT UHTEePNpPeTMPoBaTLCA NN
NCTONKOBbLIBATHLCA TakK, 4TOObI N06YyXAaTb NMb0 0643bIBaTh NI0OYI0 €ro CTOPOHY AENCTBOBATL MK
BO3[EepXMBaTbCA OT AENCTBUI (MM COrNnacuTbCA AENCTBOBATb UM BO3AEPKUBATLCA OT AENCTBUN)
KaKuM-nmbo o6pa3oM, KOTOPLIN MPOTUBOPEYUT IOOOMY NpMMeHMMOMY 3aKOHOA4ATENbCTBY MO
peryanpoBaHunio BHELLIHEN TOProBAW, NpecnefyeTcs Uamn 3anpeLaeTca um.

20. YBepoMmneHusa. Bce ysegomneHuns, Bo3epallaemble NporpaMmHoe obecnevyeHme n OKyMeHTauus
LOJKHbI ObITh AOCTaBAEHbI MO agpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO He orpaHn4YMBaeT NpaBo ESET coobuiaTe Bam 0 nobbix n3MeHeHMAX B HacTosAweM CornalieHumu,
NONNTUKAX KOHPUAEHUNANBHOCTH, NOJINTUKE B OTHOLLIEHNMN OKOHYaHUS CpoKa CyX0bl 1
[OKYMEeHTaLuMM B COOTBETCTBUM CO CTaTben 22 HacToswero CornalleHns. ESET MOXXeT OTNpPaBifaTb
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Bam nucbma no 371eKTPOHHOM NoYTE M yBeaoMaeHns B NporpaMMHoM obecnedyeHnn, a Takxe
nybankosaTb coobLleHNs Ha HaweMm Beb-canTe. Bbl cornalaetech NoayyaTh OPULANYECKM 3HAYMMbIE
Co06LLeHMsa 0T KOMMaHMKM ESET B 3IEKTPOHHON hopMe, B TOM Yucie nobbie coobuieHns 06 nuameHeHun
Ycnosuir, CneymanbHbIX YCN0BUIA UK MOANTUK KOHGUAEHUMANBHOCTK, Ntobble NpeanoXxeHus n
NPUHATUE YCJIOBU JOrOBOPOB, NPUrialleHns BeCTu neperoBopbl 0 3aK/l04eHUN LOroBopa,
yBEAOMNEHUSA NN OPYrne PUANYECKN 3HaYUMble coobuieHmns. Takne 3NeKTPOoHHbIe CoobLLeHNS
CYMTAKOTCA NOSYYEHHBIMM B MMCbMEHHON (hOpMeE, eCIN TOJIbKO AeNCTBYOLLEE 3aKOHO4ATENbCTBO He
TpebyeT gpyroro hopmMaTa KOMMYHUKALWN.

21. MpuMeHnMoe 3aKoHOAaTeNnbCTBO. [laHHoe CornalleHne peryampyeTcs U TONKyeTCs B
COOTBETCTBUM C 3aKOHOAATeIbcTBOM CrioBaLKon Pecrnybivku. KOHeYHbIN NoJsib30BaTeNb U
MocTaBLMK COrnacHbl, 4TO NPUHLMUMBI KOJJIM3NOHHOMO Npasa 1 KoHeeHuus OpraHusaumm
ObbeanHeHHbIX Haumin 0 foroBopax MeXayHapoLHOW Kynan-npoaaxKu TOBapoB He NPUMEHSAI0OTCS.
Bbl iBHbIM 06pa30M cornallaeTech C TeM, YTO IKCKIIO3UBHAA IOPUCAUKLMSA MO PeLLEeHUIO StoDbIX
CNOPOB 1 BOMPOCOB C MOCTaBLLMKOM AN OTHOCUTENbHO cnocoba ncnonb3oBaHus NporpamMMHOro
obecneyeHns NpuUHanNeXnT OKPY>XHOMY cyay | B bpaTucnase.

22. 06wue nonoxeHus. Ecnum noboe nonoxxeHne HactTosAwero CornalleHns okasbliBaeTcA
HeAeNCTBMTE/IbHBIM UM HEBLIMOHNMbIM, 3TO HE OTPAXXaeTCs Ha AENCTBUTENbHOCTU OCTasIbHbIX
nono)xeHuin CornalieHns, KoTopble No-npexxHemy byayT NeNCTBUTENbHbIMUA 1 BbIMOAHUMbIMU B
COOTBETCTBUM C yKa3aHHbIMU 34ech ycoBmamn. HacTosiwee CornalweHne cocTaBAeHO Ha

aHT INIACKOM si3blKe. B ciyyae noAroToBky nepeBofa HacTosuero CornaweHns ans ynobctea unm
no60oi MHOWM Lenn nnbo Npu HaMYMKM NoOLIX PACXOXAEHU MEXAY Pa3HbIMU A3bIKOBLIMU BEPCUSIMU
HacTosero CornalleHns npenmyLLecTsom obnagaeT BEPCUS Ha aHITMACKOM A3bIKE.

KomnaHusa ESET ocTaBnsieT 3a cobor npaBo BHOCUTL M3MeHeHMs B NporpamMMHoe obecneveHune n
nepecMaTpuBaTb yCI0BUS HacToswero CornaweHmns, NPUN0OXXEHNN N 4ONOAHEHUIA K HeMy, ToANTUKN
KOH(umaeHumnansHocTn, Monntnkm OCC n gokyMeHTaunm nnm kakon-nnbo nx 4actu B noboe Bpems
nyTem 0bHOBNEHNS COOTBETCTBYIOLLEr0 AOKYMEHTa (a) Ans oTobpa)keHns N3MeHEHN B
MporpammHom obecnevyeHnn nnbo B cnocobe oCyLLeCTBNEHNS AeATENbHOCTU KOMNaHnen ESET, (6) ans
cobnogeHns HopMaTUBHO-NPaBOBLIX HOPM MM U3 coobparkeHun 6esonacHocTn nnbo (B) ons

He[ oMyl eHNa HapyLWeHNA U HaHeceHns Bpeda. B cnyyae nsmeHeHmsa Hactoswero CornaweHms
Bbl 6ygeTe yBeaoMAEHbI C MOMOLLLIO 31EKTPOHHOM MNOYTbI, YyBEAOMEHNS B NPUNOXKEHUN NN
APYrMN 3JIEKTPOHHbBIMK CpeacTBaMn. Ecnv Bbl He cornacHbl € npeasiaraeMbiMn U3MEHEHUAMU K
HacToawemy CornaweHuto, Bol Mo)XeTe pacTOPrHyTb ero B COOTBETCTBUM CO CTaTben 10 B TeYeHue
30 gHen nocne nNony4yeHns ysegomneHuns oo nameHennn. Ecam Bol He pacToprHeTe HacTosLlee
CornaweHune B Te4eHMe 3TOr0 CPOKa, Npeasaraemole n3MeHeHna ByayT cYMTaThCA MPUHATHIMU U
BCTYNAT B CUNY B OTHOLWEHMM Bac ¢ gaTbl nony4yeHns Bamum yBenomneHns o6 nameHeHuu.

370 nonHoe CornatweHne Mexay MocTaBLWMKOM 1 BamMu 0THOCUTENBHO UCNOJIb30BAHMSA
MporpaMMHoro obecneyeHns, KOTOPOE 3aMEHSET BCE NPeblayLine 3aBepeHus, obcyXaeHus,
rapaHTUN UK YBEOMJIEHUS UAW PEKIAMHbIE MaTepMasibl B OTHOWEHMMN MPorpaMMHOro
obecneyeHus.

AOMOJIHEHUE K COIMALLUEHMIO

OueHka be3onacHoOCTH MNOAKNIOYEHHbIX K CeTH YCTpOﬁCTB. B oTHOLLEHWN oueHKKn Be3onacHoOCTH
NOoAOKJIIO4YEHHbIX K CeTU yCTpOVICTB NPUMEHATCA cnepyoune OoNOJIHUTENbHbIE MOJIOXKEHUA.

MporpaMMHoe obecreyeHre oCHalLeHo yHKLMeNn NpoBepKy 6e30MacHOCTY IOKaJIbHOW CeTu
KoHe4Horo nosib3osatens u 6€30nacHOCTN yCTPONCTB B HEW, 4S9 KOTOpon TpebytoTcs nma
NOKaNbHOW CeTN 1 cBefeHns 06 yCTPONCTBaxX B HEW, TaKMe Kak NpuCcyTCTBUE, TUM, UMK, IP- 1 MAC-
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agpec yCTpPoMCTBa B JIOKaNbHOM CETU B COYETAHUM C MHGOPMaLMen 0 AnueH3nn. K nHopmaumn
Tak)Xe oTHocATCS Tnn 6e3onacHoCTM 6BecnpoBOAHON CETU U TUN WngpoBaHns B 6eCcnpoBoOaHON CeTH
AN5 MapLIpyTM3aTopoB. KpoMe Toro, 3Ta PyHKLNA MOXKET NpefoCcTaBNAaATb CBEAEHNS O HAaNYnUmn
nporpaMmbl 6€30NacHOCTY 15 3alWMThl YCTPONCTB B JIOKAJIbHON CETMW.

3awuTa oT HenpaBUJIbHOIro UCNOJib30BaHUA AAdHHbIX. B oTHOWeEHMN 3aWNTLI OT HenpaBMabHOIro
NCNoJib30BaHUA AaHHbLIX MPUMEHAIOTCA caenyrowmne JONoJIHNTEJIbHbIE NMOJIOXKEHUA.

MporpaMmMmHoe obecrneyeHre BKAYaeT B ceba yHKLMIO, MpefoTBpaLLaloWwyo NoTepo nin
HeHaa/iexxallee UCrob30BaHNe BaXKHbIX [laHHbIX B CBA3W C KPaXKen KOMMbloTepa. 3Ta QyHKLUNS
MporpaMMHOro obecneyeHns OTKOYEHa NO YMO4aHWo. [11a ee akTuBaumm fosxKHa BbITb co3faHa
Y4yeTHas 3anucb ESET HOME, C NOMOLLbIO KOTOPOMW (PYHKLUMA akTUBMpPYeT cOOp AaHHbIX B C/lyHae
KpaXku komnbloTepa. Ecnm Bel akTuBupyeTe 3Ty pyHKLMIO MNporpamMmHoro obecneyveHus, Bl
cornawaeTecb co cbopom 1 oTnpaBkon MoCTaBLWMKY AaHHbIX 06 yKpaAeHHOM KOMMblOTEPE, KOTOPLIE
MOryT BKJ/IO4aTb B ceb5 faHHbIe 0 CETEBOM PaCnoJIOKEHNN KOMMbOTEPA, AaHHbIE O COAEPXKMMOM,
KOoTopoe oTobpaxxaeTcsa Ha 3KpaHe KOMMboTepa, AaHHbIe 0 KOHUIypaLuuy KoMnbloTepa nam
[laHHble, 3annCcaHHble NOAK/IOYEHHON K KOMMbIOTEPY Kamepon (fanee — «[aHHble»). KOHeYHbIN
Nnosb30BaTe/lb UMeeT MPaBo UCMOJIb30BaTb JaHHbIe, MOSyYEHHbIE 3TON (hYHKLNEN 1
npeLoCTaBJIeHHble C MOMOLLbIO Y4ETHOW 3anucm ESET HOME, UCKJTIOYUTESIbHO AN15 peLleHuns Bornpoca C
Kpaken koMnbtoTepa. VicknountensHo B Lenax paboTel AaHHON dyHKUMKM MNocTaBLwumk obpabaTbiBaeT
JaHHble cornacHo MoanTnke KOHMUAEHUNANLHOCTU 1 COOTBETCTBYIOLUM NPaBOBLIM HOPMaM.
MocTaBLMK pa3pellaeT KoHe4yHOMY Mosib30BaTeso NojlyvyaTb AOCTYN K [laHHbIM B Te4eHne nepnoaa,
HeobxoauMOro ons LOCTVXKEHUA Luenn, Ans Kotopon [laHHble bbin nonyyeHbl. OgHAKO TakKow
nepuog He MOXET NpeBblaTh CPOK XPAHEHWUS, YKa3aHHbIN B [0IMTUKe KOH(UOEHLNAbHOCTH.
OYHKUMUSA 3aLLMThl OT HEHaA1eXaLLEero UCnosib30BaHUA AaHHbIX LOJIKHA UCNOJIb30BaTbCH
NCKNIOYNTENBHO C KOMMbIOTEPAMM N YHETHBIMU 3anncaMu, K KOTOPbIM KOHEYHbIN NoJib30BaTeSlb
MMeeT 3aKOHHbIM focTyn. 060 BCeX Cnyyasnx ee He3aKOHHOro NCnosb3oBaHua byaeT cooblaTbca B
KOMMeTeHTHble opraHbl. NocTaBwuk 06a3yeTca cobnogaTe COOTBETCTBYIOLME 3aKOHbI Y OKa3biBaTb
CoAencTBME NPAaBOOXPaHUTE/IbHBIM OpraHaM B C/ly4yae HeHaanexallero ncnosib3oBaHus. Bol
noATBepXAaeTe U Npu3HaeTe, YTO Bbl HECETE OTBETCTBEHHOCTb 3a COXPaHHOCTb Napons Ans
L0CTyNa K Y4eTHOM 3anncu ESET HOME, 1 obs3yeTech He pa3rnawaTtb CBOW Naposib Kaknum Bbl TO HK
661710 TPETbUM NIMLAM. KOHEYHbI M0/Ib30BaTe/lb HECET OTBETCTBEHHOCTL 3a Ntobble AeNCTBUA
(pa3peLLeHHble UK HET), OCYLLLeCTBASEMbIE C UCMONb30BaHNEM (PYHKLMM 3aWnTbl OT
HeHaa/1exallero ncnosib3o0BaHna AaHHbIX U Y4eTHOW 3anucK ESET HOME. Ecnn Y4yeTHas 3anucek ESET
HOME B3/10MaHa, cfliefyeT HeMeaeHHo yBeAoMUThb NocTaBlmKa. LonoaHUTebHbIE NON0XEHNS MO
3almMTe OT HernpaBUAbHOIO UCMOJIb30BaHNA AAaHHbLIX MPUMEHSIOTCA UCKIIOYNTENBHO K KOHEYHbIM
MoJib30BaTeNAM ESET Internet Security U ESET Smart Security Premium.

ESET Secure Data. B OTHOLLUEHWM ESET Secure Data MPUMEHSATCA ChefyoLwne onoaHUTebHble
NnoJ1I0XKeHNA.

1. Onpeﬂeneva. B HacToAWMX ONONHUTENbHBLIX NOJIOXKEHUAX AN ESET Secure Data YyKa3aHHbIe HUXKe
C/i0Ba MMEIOT cnepyoline sHa4eHns.

a) «MHdpopmauma»— nobble cBegeHNS AN OaHHbIe, 3alLNMPOBaHHbIE NN pacLUN(POBaHHbIE C
MCMoJIb30BaHNEM NPOrpaMMHOro obecneyeHuns.

b) «MpoAyKTbI»— NporpamMmMHoe obecneyeHne ESET Secure Data U COOTBETCTBYIOLLAA AOKYMEHTaLNS.
c) «ESET Secure Data»— nporpaMMHoe obecneyeHne, NCNoab3yemMoe Ans WngpoBaHnsa 1 paclngpoBKi

3/IEKTPOHHbLIX OaHHbIX.
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Bce ynoMmHaHNs BO MHOXXeCTBEHHOM YUMCJIe OTHOCATCS TakXe K eJMHCTBEHHOMY 4Y/Cay, a BCe
YNOMUHAHNS B MYy>KCKOM pPOAe TakXe OTHOCATCA K XXEHCKOMY 1 cpeaHeMy pofaM n HaobopoT. Cnosa
6e3 onpeneneHnsa cnengyeTt UCNob30BaTb B COOTBETCTBMM C ONpeaeneHnsMn, NpuBeaeHHbIMA B
CornatueHun.,

2. [lonosiHNTEe IbHbIe 3aBepeHns KOHeYHOro nosib3osaTtens. Bol Npu3HaeTe v NpuHMMaeTe
nepevyncneHHoe ganee.

a) Bbl HeceTe 0TBETCTBEHHOCTb 3a obecneyeHne 3aWwmnTbl, MOALEPKKN U Pe3EePBHOI0 KOMMPOBaHMA
NHopmaumn.

b) Bbl 0643yeTecb co34aTh NOJHYI0 PE3ePBHYI0 KOMMUIO BCE MH(OPMaLMM U AaHHbIX (B TOM Yucne,
cpeau npoyero, N0H0N KPUTUYECKN BaXKHON MHDOPMaLMKN 1 AaHHbLIX) HAa KoMnbloTepe, npexae 4yem
yCTaHaB/iMBaTb NporpaMMHoe obecneyeHme ESET Secure Data.

c) Bbl 06513yeTecb xpaHuTb B 6e30nacHOM MecTe BCe Maposiv U Apyrue CBeAeHUs, KOTopble
TpebyoTcs Aas HACTPOMKMN M UCMO/Ib30BaHMS NMPOrpaMMbl ESET Secure Data, @ Takxe 06s13yeTech
CO3/[1aTb Ha OTHENbHOM HOCUTENE laHHbIX PE3EPBHbIE KOMUW BCEX K/OYEN LINGPOBAHMS, KOL0B
NNLEH3UK, PaNIOB KJOYEN N APYTrUX CO3[4aBAEMbIX JaHHBbIX.

d) Bbl 6epeTe Ha cebs 0TBETCTBEHHOCTb 3a UCMO/b30BaHMe MpoayKToB. MoCTaBLWMK He HeceT
OTBETCTBEHHOCTU 3a Nitobble yObITKM, yuiepd nam npeTeHsnmn, Bo3HKaloWwme B pesybTaTte ntoboro
HeCaHKLUMOHMPOBAHHOIO WM BbINOJIHEHHOIO MO OLWKNOKe WndpoBaHUs MMbO paclLngPOBKK
WHdopMaumnm nam opyrmux AaHHbIX, BHE 3aBMCMMOCTM OT MeCTa U YCJIOBUA XpPaHEHNS Takon
MHOPMALUM UAN APYTUX OAHHbIX.

e) HeB3upas Ha To, 4TOo lMOCTaBLLMKOM NPUHATLI BCe 060CHOBaHHbIE Mepbl ANa obecneyeHmns
LIeNI0CTHOCTM 1 6e30MacHOCTY NPorpaMMbl ESET Secure Data, [poAyKTbl (BMECTe Wan No 0TAENbHOCTW)
He LOJ/IKHbI NCMOb30BaThCs B 061aCTsX, TPEOYOLWMNX MAaKCUMabHOW 0TKa30yCTONYMBOCTY UK
SBNAOLLMNXCS NOTEHLMANIbHO OMACHBIMI, B TOM YUC/E, CPEAMN NPOYEro, Ha aTOMHbIX
3NEKTPOCTAHLMUSX, B CUCTEMAX Aa3POHABUrALUN, CUCTEMAX YNPABAEHUS U KOMMYHUKALIUIA, CUCTEMAX
060POHHO-MPOMbILLIEHHOr0 KOMMJIEKCA, @ TaKXe B CUCTEMaX NOAAEPXKKN XKU3HEAEATENbHOCTYN U
MeAMNLMNHCKOr0O MOHUTOPWHTa.

f) Bbl 06a3yeTech yA0OCTOBEPUTBLCA, 4TO obecneynmBaembli NpoAyKTaMu ypoBeHb Be3onacHoCcTy n
LWnpoBaHMA COOTBETCTBYET Bawmm TpeboBaHUAM.

g) Bbl HeceTe 0TBETCTBEHHOCTb 3a UCMONb30BaHUe Bamu MNpoayKToB (BMeCTe Uam no oTAesIbHOCTH), B
TOM 4ucse, cpeam npoyero, Bol 0683yeTech yAOCTOBEPUTBLCS, YTO TaKoe NCMOJIb30BaHNe
OCYLLeCTB/IAETCA B paMKax Ae/CTBYIOLLEro 3aKoHoAaTeNbCTBa U HOPMATUBHO-NPABOBbLIX aKTOB
CnoBaukow Pecnyb6avkun nnm gpyroro rocygapctea, permoHa wiam wraTa, B KOTOPOM UCMONb3YyeTCs
MpoaykT. Mepen nobbiM ncnosib3osaHmeM MpoayKTOB Bbl 4O/KHBI YAOCTOBEPUTLCS, YTO Takoe
MCMNOSb30BaHNE He HapyLllaeT Kaknx-nmbo npaBuUTeNbCTBEHHbIX 3aMPeTOB (Ha TeppuTopun
CnoBaukon Pecny6avkun nam gpyroro rocysapcTsa).

h) nporpaMma ESET Secure Data MOXXET BpeMsl 0T BpeMeHu obpalliaTbCs K cepBepam MocTaBluvKa B
Lensix yTOYHEHUSI CBEEHUI O JIMLIEH3NW, @ TaKXXe A5t MPOBEPKM Ha HaMyne NCNpaBIeHWUA, NaKeToB
06HOBNIEHMI 1 NPOYUX 0OHOBMEHUIA, KOTOPbLIE MOTYT UCMO/Ib30BATLCA A5 YYHLLEHWS, MOALEPXKKY,
N3MEHEHUSI UN YCOBEPLUEHCTBOBAHMUS paboTbl MporpaMmbl ESET Secure Data. [porpamMMa MoXxeT
0TNpaBnATh 06LWMe CBELEHNS O KOMMNbIOTEPE, CBS3aHHble C paboTON NPorpaMMbl B COOTBETCTBMU C
NOKYMEHTOM [MoNnTKa KOHPUAEHLNANBHOCTMN.
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i) MoCTaBLLMK HE HECET OTBETCTBEHHOCTY 3a Kakme-nmbo yobITKK, ywepb, 3aTpaTbl UK NPEeTEH3UN,
BO3HMKalOLWMe B pe3ybTaTe NOTEPU, KPaXKW, HEHAANEXaLLEero NCrnosib30BaHUs, MOBPEXAEHNS NN
YHUHYTOXEHNA Naposiei, MHHOPMaLIMM O HACTPONKeE, KJIIoYeN WNGPOBaHNS, KOAOB aKTMBaLUN
NINLEH3UN U OPYTNX AAHHBIX, KOTOpPble BbIIM CO34aHbl UM COXPaHEHbI B MPOLLECCE UCMOJIb30BaHMS
nporpaMmmHoro obecneyeHus.

ﬂ,OI'IOJ'IHVITEJ'IbeIe nonoXxeHusa ong ESET Secure Data NPUMEHAOTCA UCKIIOYUTENIbHO B OTHOLLUEHUN
KOHEYHbIX MoJib30BaTeNen Nporpammbl ESET Smart Security Premium.

Password Manager lIporpaMmMHoe obecneyeHue. B 0THOLLIEHUN NPOrpaMMbl Password Manager
NPUMEHATCA cneanytowmne AoNOJIHUTENbHbIE NMOMOXKEHNA:!

1. lononHuTEeNbHEbIE 3aBepeHNS KOHEYHOr O NoJib30BaTeNs. Bbl Npu3HaeTe U NnpuHNUMaeTe
nepevyncieHHoe ganee.

a) NpMMeHATb Nporpammy Password Manager 4151 UCM0/1b30BaHUS KaKMUX-INO0 KPUTUHECKN BaXKHbIX
MPUNOXKEHWN, OT KOTOPbIX 3aBUCUT YesI0BeYeCKas XU3Hb UM UMYLLECTBO. Bbl MOHUMaeTe, 4To
nporpaMMa Password Manager He NnpefHa3Ha4YeHa 419 Takux Lesien, 4To B Takux cyiyqasx cbon B
paboTe nNporpamMmbl MOXXeT MPUBECTU K CMEPTU UM TPAaBMUPOBAHMIO Yesl0BeKa U MOXeT
NPUYUHUTL Cepbe3HbIN yulepb uMyLLecTBy UK OKpyXatoLlen cpene 1 4To MNocTaBLLmMK He HeceT
OTBETCTBEHHOCTU 3@ Takue NocaeicTBuS.

MPOrPAMMA PASSWORD MANAGER HE PACCHUTAHA, HE NMPEAHA3HAYEHA N HE NMPEAOCTABIIAETCA
HA MPABAX NIMUEH3WW ONA NCMNOJIb3OBAHWA B ONACHbBIX CPEOAX, TPEBYOLLUUX HAJTMYINA
OTKA30YCTOMYNBOW CUCTEMbI YNPABJIEHMS, B TOM YUCIE, CPELW NPOYErO, 414
NCMOJIb30BAHNSA B CUCTEMAX MPOEKTUPOBAHWUA, CTPOUTEJIbCTBA, OBCJTYXKUBAHUA NN
PABOTbI ATOMHbIX 3JIEKTPOCTAHLNIN, CUCTEMAX ASPOHABUIALNN NI KOMMYHUKALIARA,
ASPOAUNCNETHEPCKUX CNYXXBAX, A TAK)XXKE B CUCTEMAX NOAAEPXXKWN XKUSHEOEATEJIbHOCTU U
CNCTEMAX OBOPOHHO-MPOMBbILLUJTIEHHOIO KOMIMJIEKCA. NOCTABLUMK HAMPAMYHO
OTKA3bIBAETCA OT KAKWUX Bbl TO HW Bbl1O ABHO BbIPAXKEHHbBIX W1 NOAPA3YMEBAEMBbIX
FTAPAHTUIA B OTHOLLEEHWW MPUrOAHOCTM NPOLYKTOB AN TAKUX LIEJIEN;

b) icnonb3oBaTb NporpamMmmy Password Manager TakMM Coco60M, KOTOPbIA HapyLlaeT yCioBumA
HacTosiwero CornaweHus, 3akoHbl CnoBaukon Pecnybankn nnn 3akoHsl Bawen opucankuun. B
4aCTHOCTMK, 3anpeLLeHo UCNoab30BaTh NPOrpaMmMy Password Manager 0151 COBEPLUEHUS He3aKOHHbIX
AEeNCTBUA NN COOENCTBUSA UM, B TOM YUCAE BbIFPYXaTb AaHHble BPeAOHOCHOr0 COAEPXKMMOro Uan
COLEPXKMMOro, KOTOPOE MOXXET UCMONb30BaTbCA AN HE3AaKOHHbIX AENCTBUIA NN KakKUM Bbl TO HK
661710 06pa3oM HapyLlaeT 3aKOH 1AW NpaBa Kakon-1nbo TpeTben CTOPOHbI (B TOM Yncsie Kakue-nmbo
npaBa Ha 06bEKTbl UHTENNEKTYaNbHON COBCTBEHHOCTH), B TOM YMC/IE, CPeAN MPOYEro, 3anpeLLeHo
OCYLLEeCTBAATb Kakue 6bl TO HM Bb1J10 NONBITKU NOJYHEeHUS OCTYNa K YY4ETHbLIM 3anmcam XpaHunuwia
(B HACTOALLMX AONONHUTENbHbLIX YCIOBUAX N5 NPOrpamMmmbl Password Manager TEPMUH «XpaHUAULLLE»
03Ha4YaeT NPOCTPAHCTBO XPaHEHUS OaHHbIX Nog ynpasaeHneM MoCTaBLNKa NN TPETbEN CTOPOHBI,
He aBnstoLencs MocTaBLNKOM UK NONb30BaTENIEM, KOTOPOE UCMONb3YeTCs B LieNaX
CMHXPOHU3ALIMM 1 PE3EPBHOI0 KOMMPOBAHMUS MOJIb30BaTENbCKMX AaHHbIX) 60 K Nt06bIM y4E€THBIM
3aNnCAM AW SaHHBLIM OPYrux nosib3oBaTenen nporpaMmbl Password Manager Unn XpaHuauwa. B
Cnyyae HapyLleHns BaMun Kaknx-nmbo n3 ykasaHHbIX N0A0XeHW MOCTaBLUUK MMEeT NpaBo
He3aMeaNnTeNbHO PacTOPrHyTh HacToswee CornalweHne n NpeabsaBuTb BaM cHeT Ha onnaTy CyMMbI
noHeceHHoro yuwepba, a Takxe NPUHATL BCe HEOOX0ANMbIE Mepsbl, 4TOBObI NPeaoTBPaTUTbL
JasibHelLee NCnosib3oBaHMe BaMum nporpaMmel Password Manager 6€3 BO3MOXHOCTW BO3MELLEHMA
pacxo0B.

2. OFPAHNYEHWE OTBETCTBEHHOCTW. NMPOIrPAMMA PASSWORD MANAGER MPEAOCTABJIAETCA HA
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YCNOBWW «KAK ECTb». HUKAKWE AIBHO BbIPAXKEHHBIE WU MPEAMNOJIAIAEMbBIE TAPAHTUW HE
MPELOCTABNIAOTCS. Bbl MPUHUMAETE HA CEBS BECb PUCK, CBA3AHHbIN C NCMOJ/Ib30BAHNEM
MPOrPAMMBI. MPON3BOAWNTEJIb HE HECET OTBETCTBEHHOCTW 3A MOTEPKO OAHHbIX, YBbITKN,
OrPAHWYEHWE OOCTYMNHOCTW YCAYT, B TOM YACJE B OTHOLWEHUWN KAKUX-JTNBO OAHHbIX,
OTMNPABJIAEMbIX MPOrPAMMOW PASSWORD MANAGER B APEC BHELLIHETO XPAHWIALLA B LLEENSAX
CNHXPOHU3ALWNN N PE3EPBHOIO KOMNPOBAHUA JAHHbBIX. LUW®POBAHWNE OAHHbBIX C MOMOLLbBIO
MPOIrPAMMbI PASSWORD MANAGER HE MPELAMOJIAMAET, YTO MOCTABLUMK HECET KAKYHO Bbl TO HUA
bblJ10 OTBETCTBEHHOCTb 3A BE3OMACHOCTb TAKUX OAHHbBIX. Bbl MPAMO COINALLAETECH, 4YTO
JAHHbBIE, MOJIYHAEMBIE, UCMOJIb3YEMbIE, LUN®PYEMbIE, COXPAHAEMBIE, CUHXPOHN3NPYEMbIE
W OTNPABJIAEMBIE C MOMOLLbKO NMPOIPAMMbl PASSWORD MANAGER, MOT'YT TAK)XXE XPAHUTbBCA
HA CTOPOHHUX CEPBEPAX (3TO KACAETCA TOJIbKO TEX CJIYHAEB UCMNOJIb30BAHUA MPOIrPAMMbI
PASSWORD MANAGER, KO JA BKJTKOYEHbI CJTY>KBbl CUHXPOHU3ALWN N PE3EPBHOIO
KOMWPOBAHWA). ECNTN MOCTABLLUWK MO CBOEMY COBCTBEHHOMY YCMOTPEHWIO PELLIAET
NCNONb30BATb TAKOE CTOPOHHEE XPAHWJINLLIE, BEB-CAWNT, BEB-MOPTAJ, CEPBEP UJIN CJTYXKBY,
MOCTABLUMNK HE HECET OTBETCTBEHHOCTW 3A KAYECTBO, BE3OMNACHOCTb W1 OOCTYMHOCTb
TAKOW CTOPOHHEW CNY>KBbl. KPOME TOIO, MOCTABLLUWK HW B KOE MEPE HE HECET MNEPE[ BAMU
OTBETCTBEHHOCTW 3A KAKOE-/INE0 HAPYLLEHWE TPETbE CTOPOHOIA AOr OBOPHbIX MK
FOPUONYECKUX OBA3ATENILCTB, WA 3A YLWWEPB, YIYLWWEHHYIO BbIrOY, MATEPUAJIbHBIE VT
HEMATEPWAJIbHBIE YBbITKW, NN 3A OPYTUE YBEbITKWN JIFOBOIO XAPAKTEPA, MOHECEHHBIE
BCNEOCTBUE NCMNOJIb3OBAHNA NMPOIPAMMBI. MOCTABLUWK HE HECET OTBETCTBEHHOCTW 3A
COLOEPXKMMOE KAKUX bbl TO HW bblJ1IO JAHHbIX, MOJTIYHAEMbIX, UCIMOJIb3YEMbIX, LUN®PYEMBIX,
COXPAHAEMBbIX, CUHXPOHU3WPYEMbIX TN OTMNPABJAEMbBIX C NCIMTOJIb3OBAHWEM MPOIPAMMBI
PASSWORD MANAGER VTN XPAHWJINLLA. Bbl MPU3HAETE, YTO MOCTABLUWK HE UMEET JOCTYNA K
COLEPXKMMOMY COXPAHEHHbBIX OAHHbIX, A TAK)XXE HE HECET OTBETCTBEHHOCTW 3A
MOHWUTOPWHI TAKWUX AAHHbIX I HE UMEET BO3MOXHOCTW OCYLLIECTBNIATb TAKOWN MOHUTOPWUHI
JINBO YOANATb HE3AKOHHOE WJT ONACHOE COAEPXXWMOE.

MocCTaBLKMKY NMpMHaANeXaT BCe NnpaBa Ha yJy4ylweHns, 0OHOBNEHUSA 1 UCNPaBAEHUSA NPOrpamMmbl
Password MANAGER (ganee — «YnydleHns»), faxe ecan Takne YnyylweHna co3fatoTcsa Ha OCHOBaHUN
Balumx 0T3bIBOB, MAEN UM NPEANIOXEHN, NPeaoCTaB/IeHHbIX B Ntobon hopme. Y Bac HET npaBa Ha
KaKyto-11nbo KOMMNeHCaLmMto, B TOM YMC/Ie Ha POSINTK, B CBA3M C TaKMMK Yy4yLLEHNAMN.

KOMNAHUN N TNLEH3WAPBI MOCTABLLWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW B CBA3W C
KAKWMW Bbl TO HW BbIJTO NPETEH3UAMW N OBA3ATE/IbCTBAMU, TAK NN NHAYE
BO3HUKAKOLWWMW BCAEACTBUE NN B OTHOLUEHW MCMNOJIb3OBAHUSA BAMW NN TPETBUMN
CTOPOHAMMW MPOIPAMMbI PASSWORD MANAGER, NCIMOJIb30BAHNA TN HENCMNOJIb30BAHUA
KAKOW-NTMBEO EPOKEPCKOW ®UPMbI (I ATEHTA) U MPOOAXN (U MPUOBPETEHNS) KAKWX-
JINBO LUEHHbIX BYMAT', BHE 3ABUCUMOCTW OT TOIo, HA Y4EM OCHOBAHbI TAKWE MPETEH3WN,
bYb TO FOPUOANYECKUE HOPMbI WA MPUHLIWTMBI CNPABEAJINBOCTN.

KOMNAHUW N TNLEH3WAPBI MOCTABLUWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW 3A KAKUE-
JINBO N BCE MPAMbIE, HEMPEOAHAMEPEHHbIE, PAKTUHECKWE, KOCBEHHbBIE WJT NMPEOCKA3YEMbIE
KOCBEHHbIE YBbITKW, BOSHUKAKOLLIWE BCIIEACTBUE N1 B OTHOLWLEHWI NCMNOJIb30BAHUA
KAKOTI'O-JINBO CTOPOHHEIO NMPOrPAMMHOIO OBECMNEYEHNA, KAKUX-TNBO OAHHbBIX, OOCTYMN K
KOTOPbIM BblJ1 MOJIYHEH C NMOMOLLbBIO MPOIPAMMbI PASSWORD MANAGER, CIMOJIb30BAHNA U
HEBO3MO>XHOCTW NCMOJIb30BAHWA BAMIW MPOIPAMMbI PASSWORD MANAGER (UJ1IW MOJTYHEHUSA
LNOCTYNA K HEN) NN KAKWX-JIMBO JAHHbBIX, MPELOCTABASEMbIX C MOMOLLIbIO MPOrPAMMBI
PASSWORD MANAGER, BHE 3ABUCUMOCTW OT TOIO, HA Y4EM OCHOBAHbI TAKVUE CBA3AHHbBIE C
MOHECEHHbLIM YLLEPEOM NPETEH3WW, BYAb TO OPUONYECKWUE HOPMbI NI MPUHLTbI
CMPABEOJINBOCTW. K YLLEPBY, NCKJTKOYHAEMOMY HACTOSALLWM NONOXEHWEM, CPEAW MPOYETO,
OTHOCWUTCS NOTEPS OENOBbLIX BO3MOXXHOCTEWN, ®U3NYECKNIA NI MATEPUAJIbHBIN YLLEPE,
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NMPUOCTAHOBKA XO3AWCTBEHHOW OEATEJLHOCTW, NOTEPA OAEJOBOIW UIN NNYHOWN
NH®OPMALIUW. B HEKOTOPbBIX FOPUCOUKLUMAX 3ANPELLLEEHO OrPAHUYEHUE OTBETCTBEHHOCTM 3A
NPUYUNHEHWE HENPEOHAMEPEHHbBIX WU NMPEACKA3YEMbIX KOCBEHHbIX YBbITKOB, MO3TOMY
HACTOSLLEE OrPAHUYEHUE MOXXET HE PACTMPOCTPAHATLCHA HA BAC. B TAKOM CJTYYAE
OTBETCTBEHHOCTb NMOCTABLUMKA OrPAHUYNBAETCA MUHVUMAJIbHBIM OB bEMOM,
MPEQYCMOTPEHHbIM OEACTBYHOLLWM 3AKOHOOATENBLCTBOM.

NH®OPMALNSA, NPEOOCTABIAEMAA C NCMOJIb3OBAHWEM MPOIPAMMbI PASSWORD MANAGER, B
TOM YNCIE BUPXKEBbIE CBOAKW, JAHHBIE AHAJTN3A, UHOOPMALINA O COCTOAHUN PbIHKA,
HOBOCTW N ®UHAHCOBBIE MOKA3ATEJIA, MOXXET MPELOCTABJIATLCS C 3ALEPKKOWN,
COLEPXKATb HETOYHOCTW, OLUWNBKW NN MPONYCKW, NP 3TOM KOMNAHUWN U JTMLEEH3WAPHI
MOCTABLUMNKA HE HECYT OTBETCTBEHHOCTW B CBA3W C 3TUM. NMOCTABLUNK MOXXET NU3MEHATb
W YOANATb NNOBbIE ACMEKTbBI AT ®YHKUWW MPOIPAMMbI PASSWORD MANAGER, A TAKXKE
MOXET B JIOBOE BPEMA BE3 MNPEABAPUTEJIbHOIO YBEAOMJTEHNA NCNOJIb30BATb B MPOIrPAMME
PASSWORD MANAGER BCE WJIW JTKOBBIE ®YHKUWWN WA TEXHOJIOT UNA.

ECNN NONIOXKEHNSA HACTOSALLIEFO PA3LEJA NO KAKOW-NNEO NPUYUHE YTPAYUBAKOT CBOIO
FOPUONYECKYIO CJTY i ECITN NOCTABLUUK NMPU3HAH OTBETCTBEHHbBIM 3A HAHECEHWE
YLIEPEBA, YEbITKOB 1 T. [I. B PAMKAX AEWCTBYIOLLErO 3AKOHOAATEJIbCTBA, CTOPOHb

COT NALLAKOTCS, YTO OTBETCTBEHHOCTb MOCTABLLUWKA NEPEQ BAMW OFPAHUYNBAETCS OBLLE
CYMMOW, YNJIAYEHHOW BAMWN B KAYECTBE JINLIEH3VIOHHOIO CBOPA.

Bbl COIMTALLAETECb TAPAHTUPOBATb HEOBXOAUMBIE BbIMJIATHI 1 OBECMNEYUTL NMPABOBYHO
SALINTY, C TEM HYTOBbI OrPAANTb NOCTABLUVKA, EFO COTPYAHUKOB, JOYEPHWUE KOMMAHWW,
CBA3AHHbIE CYBBEKTHI, MAPTHEPOB O BOMNPOCAM PEEPEHAVHIA U B APYTNX OBJIACTAX OT
KAKUX Bbl TO HM BbIJTIO W BCEX MPETEH3UIA TPETbWX CTOPOH (B TOM YUCJIE BJIAOENbLIEB
YCTPOWCTBA U NALL, Ybl NMPABA 3ATPATMBAKOT OAHHBIE, UCMOJIb3YEMBIE B MPOrPAMME
PASSWORD MANAGER V1N B XPAHWJINLLIE) N OBA3ATEJ/IbCTB NEPEA HUMU, A TAKXKE OT YLLEPBA,
YBbITKOB, 3ATPAT, BbIMJIAT 1 PACXOO0B, KOTOPbIE TAKUE CTOPOHbI MOT'YT MNMOHECTW B
PE3YJIbTATE UCIMOJIb30OBAHWA BAMI MNMPOIPAMMbI PASSWORD MANAGER.

3. JaHHble B nporpamme Password Manager. ECin gpyroe He npefyCMOTPEHO M MPAMO He yKa3aHo
Bamu, BCe faHHble, BBOANMbIE BaMu 1 coxpaHaeMble B 6a3e faHHbIX NporpaMmbl Password Manager,
COXpaHATCA B 3alLIN(pOBaHHOM BUAE Ha BalweM KoMnbloTepe Uan Ha ApyroM ykasaHHOM Bamu
YyCTPONCTBE XpaHeHUs. Bbl MOHMMaeTe, YTO B C/ly4ae yaaneHns uim nospexaeHmsa 6asol 4aHHbIX
nnbo MHbIX (hannoB NporpaMmbl Password Manager BCe COAEpXKallmecs B HAX AaHHble OyayT
6e3B03BpaTHO NOTEPSHLI. Bbl TakXXe NOHMMaeTe 1 NpUHUMaeTe Ha cebs puck Takon notepu. ToT
(hakT, 4TO Balm nepcoHasibHble AaHHbIe XPaHATCSA Ha KOMMblOTEpe B 3alU(poOBaHHOM BUAE, HE
03Ha4aeT, 4YTO MHopMaLmMa He MOXeT BbITb MOXMLLEHa NN HEHaexXalimM 0bpa3oM MCnosib3oBaHa
KEM-TO, Y KOro eCTb OCHOBHOW NapoJsib UM JOCTYN K OrnpefesiseMoMy noJjib30BaTesieM YyCTPONCTBY
aKTMBaUWW, ANa Toro 41obbl OTKPbITb 6a3y AaHHbIX. Bbl HeCeTe 0TBETCTBEHHOCTL 3a obecnevyeHune
6e30nacHOCTM BCeX CNOCOOOB NONyYeHNs AocTyna.

4. MNepepaya nepcoHasbHbIX faHHbIX MOCTaBLUMKY UK B XpaHuauwe. Mo Bawwemy xenaHuio n
NCKNIOYNTENBHO B LIENSX CBOEBPEMEHHOI0 BbIMOHEHUS CUHXPOHU3ALMM U PE3EPBHOI0 KOMMPOBAHNS
[laHHbIX NporpamMma Password Manager nepefaeT Win oTnpasaseT nepcoHasbHble AaHHble 13 6a3bl
LaHHbIX NPOrpamMmbl Password Manager — B YaCTHOCTU, Mapon, y4eTHble faHHble, cBeAeHns 06
y4YeTHbIX 3anncsax n yooCTOBepeHnaxX — nocpeacTsoM NHTepHeTa B XpaHuauwe. JaHHble
nepenalTCcs UCKNIOYUTENBHO B 3alndpoBaHHOM Buae. icnoib3oBaHne nporpamMmbl Password
Manager 419 3anoJiHeHns Be6-hopM C MOMOLLLIO Maponen, y4eTHbIX WU UHbIX AaHHbIX MOXET
TpeboBaTb OTNPaBKM HEOOXOAMMbIX CBEAEeHUN NO HTepHeTY Ha yKa3aHHbIN Bamu Beb-canT. Takas
nepegaYa OaHHbIX HE UHULUMPYETCS NporpamMmmon Password Manager, 1, CTas0 BbITb, [OCTaBLUNK He
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MOXKET HeCTM OTBETCTBEHHOCTb 3a 6€30MacHOCTb TaKoro B3anMOLEeNCTBUSA C KakuM Bbl TO HK BbINo
Beb-canToM, nogaepXXnuBaeMbiM pas3nyHbIMK NOCTaBLLMKaMU. JTiobble TpaH3akLuuy,
ocyLlecTBAAeMble C NOMOLLbIO0 IHTepHeTa, BHe 3aBUCUMOCTM OT TOr0, UCMOJIb3YEeTCa Uan He
NCMosib3yeTcs NporpamMmma Password Manager, OCYLLECTBAAIOTCA MO Bawemy eanHOANYHOMY
ycCMOTpeHuto, 1 Bbl bepeTe Ha cebs BeCb pUCK M BCIO OTBETCTBEHHOCTb 3@ Kakomn Bbl TO HU BbIN0
ywepb, cBsizaHHbIA C paboTon KOMNbIOTEPa WK NOTEPEN LaHHbIX B pe3yfbTaTe 3arpy3ku u/nam
MCMNOSb30BaHUSA KakuxX-nnbo nofobHbIX MaTepunanos Uan ycnyr. Ytobbl MUHUMU3NPOBATL PUCK
NnoTepu BaXKHbIX AaHHbIX, [OCTaBLUNK pEKOMEeHYyeT KJIMeHTaM BPeMs OT BPEMEHU BbIMNOHATb
pe3epBHOe KonunposaHue 6a3bl AaHHbIX U APYrux annos, COAEPXKaLLMX KOHPUAEHLUNANbHYO
MH(OPMaLMIO, Ha BHELLHWe YCTPONCTBA. MMOCTaBLLMK HE NMeeT BO3MOXXHOCTU KakMM-1nbo crnocobom
nomMoyb BaM BOCCTaHOBUTbL MOTEPSHHbIE UK NOBPEXAEHHble AaHHble. Ecav MNMocTaBwuk
npeLoCTaBsgeT yCayru pe3epsHOro KONMpoBaHus A8 (hannos NnoJib30BaTeNbCKoW 6a3bl JaHHbIX B
cnyyae NoBpexaeHus unn yaaneHns ansioB Ha KOMMNbOTEpPe NoJsib30BaTenNs, Takme ycnyru
pe3epBHOr0 KOMMPOBaHMA NpefocTaBnAlnTCa 6e3 kakon-nnbo rapaHTUM 1 He AaT OCHOBAHWA
nonaratb, 4TO MOCTaBLUMK HeceT Kakyto bbl TO HI BbIN0 OTBETCTBEHHOCTL Nepen Bamu.

cnonb3ys nporpamMmy Password Manager, Bbl corfiallaetech, 4T0 nporpaMmma MOXXeT BpeMs OT
BpeMeHun obpallaTbCs K cepBepam MocTaBLMKa B LesaX YTOYHEHUS CBEAEHUIN O INLEH3UN, @ TaKxe
L1191 POBEPKM Ha Halnyne ucnpasiaeHnin, NakeToB 0OHOBAEHU 1 NPOYKX 0BHOBNEHWI, KOTOpbIE
MOryT MCM0/Ib30BaTbCA ANA YAYHLWEHUS, NOALEPXKKN, U3MEHEHUS U YyCOBEPLUEHCTBOBAHUSA PaboThbl
nporpamMmmbl Password Manager. [porpamMmMmHoe obecneyeHne MoxeT 0TNPaBasTb 0bLMe CBeleHns 0
KOMMbloTepe, CBA3aHHbIe C paboTon NporpaMmbl Password Manager B COOTBETCTBUM C LOKYMEHTOM
MonMTuKa KOHOUAEHUMAaNLHOCTH.

5. CBefeHUs 1 MHCTPYKLMK Mo yaaneHunto. Jliobyo nHpopmaumio, KOTopyto Bbl xoTuTe Nony4nTb 13
6a3bl 4aHHbIX, HE06X0AMMO 3KCMOPTUPOBATL, MPEXAE YeM yAanATb NporpamMmmy Password Manager.

LononHNTENbHbLIE MONOXXEHNSA 014 nporpamMmbl Password Manager NPUMEHSAIOTCA UCKIOYNTENBHO B
OTHOLLEHUW KOHEeYHbIX MoJib30BaTesien NporpaMmbl ESET Smart Security Premium.

ESET LiveGuard. B OTHOLLIEHWW ESET LiveGuard NPMMEHAIOTCA ciegyolme OMNOJHUTENbHbIe
NnoJ10XKeHNA.

MporpaMMHoe obecrneyeHne CoaepXuT MyHKLMIO AOMOJHUTENBHOrO aHan3a (alnos,
oTnpaBaeHHbIX KOHeYHbIM Nonb3oBaTeneM. MoCcTaBLUMK AOJIKEH NCMOb30BaTb (halibl,
oTnpaBfieHHble KOHEYHbIM M0J1b30BATENEM, 1 Pe3ybTaThl aHaNN3a UCKIOYNTENIBHO B COOTBETCTBUN
¢ MoANTMKOWN KOH(MAEHUMANBHOCTY N COOTBETCTBYIOLLVMU MPaBOBLIMI HOPMaMU.

ﬂ,OI'IOJ'IHVITEJ'IbeIe nosioXXeHna ona ESET LiveGuard NPUMEHATCA UCKNHOYNTE/IbHO B OTHOLLUEHWN
KOHEYHbIX M0Jib30BaTeNen Nporpammbl ESET Smart Security Premium.

EULAID: EULA-PRODUCT-LG-EHSW; 3537.0

NonnTuka KoOH(pUAEHLHNANILHOCTHU

KomnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHas no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHas B peecTp puaNYeCcKnx nnL OKPYXXHOro cyna | B bpatucnase, pasgen Sro, 3anncb
3586/B, perncTpaunoHHbin HoMmep npeanpuaTna 31333532, Kak KOHTposiep AaHHbIX (fafiee — «ESET»
nnn «Mbi») yoenset ocoboe BHMMaHMe 3alLmTe NepCcoHabHbIX AaHHbIX. Mbl cTpemumcs cobnogaTb
TpeboBaHMA K NPO3pavyHOCTK, YCTaHaBAmBaeMble ObwmM pernameHTom EC no 3awwmnTe gaHHbIX
(GDPR). NMo3ToMy Mbl nybnnkyem 3Ty MOANTUKY KOHPMAEHLNANBHOCTY, NCKYNTENBHO YTOObI
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YBEAOMUTb KJINEHTA, KOTOprI7I ABJIAETCA Cy6'beKTOM JNaHHbIX (anee — «KOHeYHbI Nob30BaTENb»
nnun «Bbi»), 0 cnegyrowmnx acnektax 3allnTbl MEPCOHaIbHbIX OaHHbIX:

npaBOBbIe OCHOBaHWMA ONA 06pa6OTKI/I NepPCOHas/IbHbIX AaHHbIX.

* I'Iepep,al-la OaHHbIX TPETbUM JINLGM U KOH(DI/I)J,eHLI,I/IaJ'IbHOCTb.

3awmTa AaHHbIX.
* Baww npaBa Kak CyObekTa AaHHbIX.
* ObpaboTka NepCcoHaNbHbIX OAHHbIX.

* KoHTaKTHaa nHgopmauus.

NpaBoBble OCHOBAHUA ANA 00pabOTKM NnepCcoHaNbHbIX
BaHHbIX

Y Hac eCcTb NLLb HECKOIbKO NPaBOBbIX OCHOBaHMI Ans 06paboTKn AaHHbIX, KOTOopble Mbl
MNCNOJIb3YeM B COOTBETCTBUN C 3aKOHOZATENbHLIMU TPeOOBAHUAMMN, NPeaYCMOTPEHHbLIMUN 3aLLNTON
NINYHBIX OAHHbIX. ESET obpabaTbiBaeT NepcoHasibHble AaHHble F1aBHbIM 0b6pa3om 414 Toro, 4TobbI
BbINOAHNTb JINLLIEH3OHHOE cornalleHne («JIMueH3noHHoe cornawleHne») ¢ KoHeYHbIM
nosib3oBaTesneM (CTaTbs 6 (1) (b) GDPR), KOTOPOE NPUMEHSAETCA NPy NpeaocTasaeHnn MNpoayKToB K
Cny»6 ESET, eCiv NpsiMO He yKa3aHHO MHOe, HanpuMep:

* 3aKOHHbIE UHTEPEChl — 3TO NPaBOBOE OCHOBaHMeE (CTaTbA 6 (1) (f) GDPR) anst 06paboTKM AaHHbIX O
TOM, KaK HallW KIMEHTbl MCMONb3YyIT Hawwm Cnyx0bbl U HACKOIbKO OHW UMUK YAOBIETBOPEHbLI. ITO
NO3BOJISIET HAaM MNOCTOSAHHO MOBbLILATL YPOBEHb 6€30NaCHOCTM 1 NOAAEPXKKN 4SS HALLMX
noJsib30BaTeNen n yny4ywaTb NpefocTaB/seMble NPOAYKThLI U yCAyru. B npuMeHnMom
3aKOHOLATeNbCTBE faXe pekjlamMa Npu3HaeTCs 3aKOHHbLIM MHTEepeCcoMm, No3TOMY, Kak npasnno, Ml
PYKOBOACTBYEMCS 3TUM MPU OCYLLECTBIEHNN MAaPKETUHIOBON KOMMYHUKALUMK C KIIMEHTaMU.

* Cornacue (cTaTbsa 6 (1) (a) GDPR), KOTOpoe Mbl MOXXeM 3anpocuThb Yy Bac B 0cobbix cuTyaunsx,
Korga Mbl cHMTaem 37O MPaBOBOE OCHOBaHMe Hanbonee NOAXOAALLMM UAN eC/IN 3TO HEOBX0AMMO
Nno 3aKOHY.

» CobniogeHne npaBoBbix 0653aTeNbCTB (CTaTbA 6 (1) (c) GDPR), HanpuMep TpeboBaHMi B
OTHOLLEHWN 3N1EKTPOHHON NEPENNCKN N XPaHEHNS IOKYMEHTOB, CBSA3aHHbIX C BbICTaB/IEHNEM
CYETOB WM HaKNAAHbIX.

NMepepaya paHHbLIX TPETbLUM NULAM U KOHd)IMJ,EHUMaﬂbHOCTb

Mbl He nepefaeM Bawm gaHHble TpeTbUM Nuuam. OgHakKo ESET — 3TO KOMMaHUA, BeayLlas
LeATenbHOCTh B rnobanbHbiXx MacwTabax Yyepes ceTb pacnpocTpaHeHuns, 06CayXmBaHma u
noagep>XKu, KoTopas CoCTOUT U3 adhUINPOBAHHbBIX KOMMNAHWI 1 NapTHEPOB. B Lensx BbIMNoJIHEHUS
JIVLUEH3MOHHOro corsialleHuns, HanpuMmep a4 npefocTaBaeHns ycayr nam nognepXxku, Mol Mo)xem
obmeHMBaTbLCA C apPMAMPOBAHHBIMU KOMMAHUAMW U NAapTHEPAMU MHMOPMaLMEN O NNLEH3MNAX,
onyiaTe 1 TeXHMYeCKon noaaepxke, KoTopyto obpabaTbiBaeT KOMNaHMs ESET.

KoMmnaHua ESET obpabaTbiBaeT AaHHblE NpenMyLLeCTBEHHO B CTpaHax EBponenckoro Cotosa (EC).
OZHaKo B 3aBNCMMOCTM OT Baliero MecToHaxoXXaeHuns (Mpy NCnoab30BaHUN HALLIMX NPOAYKTOB U/1an
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cnyx6 3a npenenamm EC) n/vunn BoibpaHHon Bamu cnyxbel Ham MOXeT NoHaaobuTbLCA NnepenaThb
Bawwm paHHble B cTpaHy 3a npegenamm EC. Hanpumep, Mbl UCMONb3yeM CTOPOHHKE CYXXObI
061a4HbIX BbIYUCEHNI. B Takmx cnyvasax Mbl TWwaTebHO BbibrpaeM NOCTaBLUMKOB Taknx ciyx6 un
obecneymBaem HagleXallni YPOBEHb 3aLUNThl AaHHbIX C MOMOLLbIO LOrOBOPHbIX, @ TaKXe
TEXHUYECKMX 1 OpraHM3aunoHHbIX Mep. Kak npaBnfio, Mbl NpyMeHseM CTaH4aPTHbIE AOrOBOPHbIE
ycnosusa, genctaytowme B EC. MNpn He0bXoAUMOCTH OHM MOTYT LONOJIHATLCS APYrMMU YCIIOBUAMMN.

B HEKOTOpbIX CTpaHax 3a npefenamu EC, Takux kak BenukobputaHus u LLBeiiuapus, CONoCTaBnUMbIN
YPOBEHb 3aLLMThI JaHHbIX Y)XXe onpefesieH 3akoHoaaTeNbCcTBoM EC. B cBA3M € 3TUM nepeaaya
NAHHBIX B 3TN CTPaHbl He TpebyeT creunanbHOro paspeLleHns an cornatleHus.

3awuTa gaHHbIX

ESET NPpOBOAMT COOTBETCTBYIOLLNE TEXHNUYECKME U OPraHn3aLMOHHbIE MEPONPUATUSA, YTOObI
rapaHTUPOBaTb YpoBEeHb 6E@30MaCHOCTM COrlaCHO BO3MOXKHbIM pUCKaM. Mbl npuiaraemM Bce ycuams,
4yT06bI 06eCneynTb HeNpepbIBHYO KOHPUAEHLMANBHOCTb, LLeIOCTHOCTb, AOCTYMHOCTb U HAAEXHOCTb
obpabaTbiBatowmx cnyxb n cuctem. OgHaKoO ecnum Npon3ongeT yTevyka AaHHbIX, KoTopas byaeT
yrpoxxaTb Balwmm npaBam 1 cBob6ogam, Mbl rOTOBbI YBEAOMUTL 06 3TOM HaA30pPHbLIE OPraHbl, a TakXxe
3aTPOHYTbIX KOHEYHbIX NOJib30BaTeNe Kak CybbeKkTOB AaHHbIX.

MpaBa cyObekTa AaHHbIX

MpaBa Ka)xaoro KoHe4YHoro nonb3oBaTesst BaXKHbl, N03TOMY Mbl XoTenn bbl pacckasaTb Bam o
npaBax, KoTopble ESET rapaHTupyeT BceM KOHEYHbIM M0b30BaTENSM HE3aBMCUMO OT TOrO,
HaXOOATCS M OHW B CTpaHax EC nnm HeT. 9Tu npaBa onucaHbl HUXe. YTobbl BOCNOJIb30BaTLCA
CBOVIMU NMpaBaMu CybbekTa AaHHbIX, Bbl MOXXeTe 06paTnTbCs K HaM Yepe3 hopMy A5 CBA3M CO
cnyx060 NOALEPXKKU NN MO aApecy 3NeKTPOHHON NoYTbl dpo@eset.sk. B Lenax naeHTngukaumm
npocum Bac npefocTaBuTb CeayOLLY0 MHPOPMALMIO: UMS, aAPEC 3/IEKTPOHHON MOYTbI U
JINLLEH3VOHHbIN KoY (eC/v €CTb) UM HOMEP K/MEeHTa U Ha3BaHWe KoMnaHuu. He oTnpasnsiiTe
Apyrve nepcoHasibHble AaHHble, TaKne Kak AaTa poxxaeHus. YTobbl paccmoTpeTb Bale obpalueHue,
a TakXxe B Lenax naeHTugpukaumm Mol obpabotaem Balum nepcoHasibHble AaHHbIE.

MpaBo oTo3BaTb cornacue. paBo 0TO3BaTh COrflace AENCTBYET TOJIbKO B TOM Cilyyae, eciu
JlaHHble 06pabaTbiBAOTCA UCKITIOYNTESILHO MO cornacuto. Ecam Mel obpabaTbiBaem Balim
nepCcoHaJsibHble AaHHble Ha OCHOBaHUM Bawero cornacus, Bol nMeeTe nNpaBo B itoboe BpeMsa 0TO3BaTh
ero 6e3 ykasaHma npnynH. OT3bIB COrnacua KacaeTcs ToNbKo 06paboTKn gaHHbIX B Byayuiem n He
BANSIET Ha 3aKOHHOCTb X 06pPaboTKM, BINONHSABLUENCS [0 3TOrO.

MpaBo Ha Bo3paxxeHue. [paBo BO3pa3nTb NPoTHB 06paboTKM AaHHbIX 4ENCTBYET B TOM C/lyyae,
ec/in faHHble 0bpabaTbiBalOTCA Ha OCHOBaHMM 3aKOHHOI0 MHTepeca ESET Nan TpeTben CTOPOHbI. Ecin
Mbl 0bpabaTbiBaeM Balun nepcoHasibHble faHHble B CBOMX 3aKOHHbIX MHTepecax, Bbl Kak cybbekT
LlaHHbIX MOXeTe B Nntoboe BpeMsa BO3pa3uTb NPOTMB 3TOr0. Balle Bo3paxeHune KacaeTcs TOJIbKO
06paboTKn gaHHbIX B byayLieM 1 He BANSET Ha 3aKOHHOCTb UX 06paboTKy, BbINONHABLUENCS A0
3Toro. Ecnm Mel obpabaTbiBaem Balum nepcoHasbHble faHHbIe B LIesSX NPSAMOro MapkeTuHra, Bam He
HY>KHO YKa3blBaTb NPUYMHY BO3PaXKEHMNA. ITO TaKKe OTHOCMTCA K COCTaBJIEHNIO NPOnIsA B TOM
Mepe, HaCKOJIbKO 3TO CBA3aHO C MPAMbIM MapKeTUHroM. Bo Bcex ocTasibHbIX ciiydasx Mel npocum Bac
KpaTKo onncaTb, noYemMy Bbl Bo3par)kaeTe NpoTWB 3aKOHHbLIX NUHTEPECOB KOMMaHUM ESET
obpabaTbiBaTh Baluy nepcoHanbHble faHHbIe.

O6paT|/|Te BHUMaHWNE, 4HTO B HEKOTOPLIX C/y4adax, HECMOTPA Ha Baw oT3bIB cornacus, Mbl MoXXeM
NPOAO/IXNTb 06pa6aTbIBaTb Balun NepPCOHaJlbHbIE AaHHbIE Ha APYIrOM NPaBoOBOM OCHOBaHWA,
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HanpuMmep aOJid BbIMOJAHEHNA AOMOBOPa.

MpaBo poctyna. Kak cybbekT AaHHbIX Bbl MeeTe npaBo B ftoboe Bpemsi 6ecnnaTHO NonyynThb
NH(OPMALINIO O CBOMX AHHbIX, KOTOPbIE XPaHSATCA B ESET.

I1paBo Ha UcnpasineHue. Ecnn Ml HenpeaHaMepeHHoO 06pa6aTb|BaeM HEBEPHbIE NMEPCOHaNIbHbIE
OaHHble 0 Bac, Bl umeeTte npaBo TDGGOBaTb nxX ncnpasJieHNA.

MpaBo Ha yaasnieHne M NpaBo Ha orpaHU4eHne obpaboTku. Kak cybbekT AaHHbIX Bbl MeeTe
npaBo TpeboBaTb yaaNeHns uan orpaHnyeHmnst 06paboTkm Balumx nepcoHanbHbIX AaHHbIX. ECan
nepcoHasbHble AaHHble obpabaTbiBalOTCS € Balwero cornacus, Bbl MOXKeTe 0TO3BaTb €ro U, eC/IN HEeT
MHbIX NPaBOBbLIX OCHOBaHWI Ans 06paboTKN AaHHbIX, HANPUMepP B LIeNSX BbINOJAHEHNS LOroBopa, Mol
HeMeLNIEHHO UX yAannuM. Balum nepcoHanbHble fAaHHble TakXe ByayT yaaneHbl M0 OKOHYaHUN
Hallero Nepuoaa XxpaHeHus, ecnym oHn 6onbLue He TPebyoTCa AN YKa3aHHbIX B UX OTHOLLIEHWN
Lenen.

Ecnn Mbl ncnonb3yem Balwm nepcoHasibHble aHHbIe UCKNIOYNTESNIBHO B LEeSiAX NPsAMOro MapKeTuHra,
a Bbl 0TO3BaNM CcBOE Cornacue Uam BbIABUHYJIM BO3PaXKeHWEe NPOTHB 3aKOHHbIX MHTEepeCcoB ESET Ha
cbop Takmx faHHbIX, Mbl orpaHm4nM nx obpaboTky cnenyrowmm obpasom: Bally KOHTaKTHbIE JaHHbIe
OyayT BHECEHbl B Hall BHYTPEHHUIA YepHbIN CANCOK, Y4TOObI HE AOoMyCKaTb HeXenaTesbHbIX
KOHTaKTOB. B MpoTuBHOM Ciy4ae Bawim nepcoHasibHble AaHHble OyayT yaaneHsbl.

ObpaTnTe BHUMAHWE, YTO MO 3aKOHY WK NPEeANUCaHNI0 Ha[30PHOI0 OpraHa OT HaC MOXeT
TpeboBaTbCsA XpPaHWUTb NEPCOHAsbHbIE JaHHbIE B TEYEHMEe onpeaeneHHoro nepuoaa. Obs3aTesnbCTBa
MO XPaHEHUIO 1 NepPMOLbl XpaHEHWS MOTYT TakXXe PeryanpoBaTbCs 3aKoHoAaTeNbCTBOM CrioBaKuW.
Mo OKOHYaHUM TAKOro Nepuoia NepcoHasibHbie AaHHbIe YAaNA0TCS.

3anpocuTb NEePeHOCUMOCTb AaHHbIX. Kak CybbekT AaHHbIX Bbl MOXKETE NoSy4nTb NepCoHasbHble
[aHHble, KoTopble obpabaTbiBaeT ESET, B (hansie hopmaTa XLS.

MpaBo Ha nogayy Xanobbl. Kak cybbekT aaHHbIX Bbl MMeeTe npaBo B ntoboe BpeMs noaaTb
»as100y B HaA30pHLIN opraH. ESET 4eNCTBYET COrJlaCHO CNOBALLKUM 3aKOHAM U 3aKOHaM 0 3aliuTe
AaHHbIX EC. Hap3opHbiM opraHoM asnseTca Oduc no 3awmte nepcoHanbHbIX AaHHbIX CnoBaLKown
Pecnybnnku, pacnonoXXeHHbIn Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

ObpaboTka nepcoHaNnbHbIX BAHHbIX

Ycnyrn, npefocTassiseMble ESET 1 peasin30BaHHbIE B HalleM NpoayKTe, NpefoCTaBNATCS B
COOTBETCTBUMN C foroBopoMm, umeHyemoiM JIVILIEH3VIOHHOE COlJIALLEHWE, HekoTopble ycioBus
KOTOPOro 3ac/yXuBatT 0coboro BHUMaHMA. Mbl XOTUM paccka3aTb Bam nogpobHee o cbope AaHHbIX,
CBSA3@HHbIX C NpeAoCcTaBfeHneM Hawumx cyx6. Mbl npegocTaBniseM pasnyHble yCayriu,
nepeymcneHHsle B JINLEH3MOHHOM COr1lalleHnmn N ONMCaHNN BO3MOXXHOCTEN NPOAYKTa, UMEHYEMOM
[AOKyMeHTaums. Y1obbl Bce 370 paboTano, HaMm Heobxoarmo cobrpaTb cnefyLyo nHPopMaLuumio.

[aHHbIe NULEH3MPOBaHUSA U BbICTABJIEHUA CYETOB. TakWN AaHHbIE, KakK UMS, afipec 3/1eKTPOHHOW
MOYTbI, IMLEH3MOHHbIV K04 1 afapec (ecnn TpebyeTcs), Ha3BaHWE KOMMAHUN 1 NNaTeXHbIe AaHHbIE,
cobupatoTcst n 0bpabaTbiBalOTCA KOMNaHWeR ESET N8 YNPOLLEHUS aKTMBALUMN NINLEH3MW, OCTaBKM
NMLEH3NOHHOMO KJtoYa, OTMNPaBKM HaNoOMUHAHWUIA 06 NCTeYeHUN CPOKa AeNCTBMS 1 3arpoCcoB B
cnyxby noanep>XxKu, NPOBEPKN NOANIMHHOCTY NNLEH3UN, NPeA0CTaBAEHNS HALLUX YCAYT U PACChIIKK
YBEIOMJIEHUI, B TOM YMC/1€ MAPKETUHIOBbLIX COODLLEHNIA, B COOTBETCTBUN C ANCTBYIOLLINM
3aKOHOaTeNbCTBOM UM Bawmnm cornacuem. KomnaHms ESET Mo 3aKoHY 0643aHa XpaHWUTb
NH(OPMALINIO O BbICTAB/IEHHbIX CHeTax B TeyeHne 10 neT, 04HaKO CBeAEHNS O JNLLEH3UPOBAHNN
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CTaHOBATCA aHOHUMHbIMW HE MO3QHEE 4YEM YHepPE3 12 mecsueB nocsie OKOHYaHUA CpOKa NencTBma
NINLEeH3UN.

CBepneHus 06 0OHOBNeHMU M Apyras cTaTucTUKa. Mbl Takxe obpabaTbiBaeM nHdopmaLuto,
KaCaloLLlytoCsl MpoLecca YCTaHOBKY 1 Ballero KoMnbloTepa, BKOYas CBEAEHUS 0 niaTdopmMe, Ha
KOTOPOW YCTaHOBJIEH Hall NPOAYKT, 1 MH(opMaLmio 06 onepaunax 1 PyHKLMSX HaWWX NPOAYKTOB,
TaKylo KaK cBefieHuns 06 onepaunoHHo cucteme n 06opyaoBaHNN, NOAEHTUDNKATOPLI YCTaHOBKMU,
NOEHTUMUKATOPbI IMUEH3NIA, IP-aapec, MAC-afipec, HaCTPONKM KOH(Urypaumm npoaykKTa. 910
[enaeTcs ANs Toro, YTobbl Mbl MOT/IM 0OHOBASATL NPOAYKTHI C LieNIbio 006C/Ty)KMBAHWS, NMOBbILLEHNS
YypPOBHSA 6€30MacHOCTY M ONTUMK3ALIN CEPBEPHON NHADPACTPYKTYPSI.

STW AaHHblE N30JIMPOBaHbI OT NAEHTUMUKALMOHHON MHopMaLuKn, Heobxoaumon gns
NNLLEH3MPOBAHNA U BbICTABIEHNS CHETOB, MOCKOJIbKY ANS HUX He TpebyeTca naeHTuhukaums
KoHe4Horo nonb3osaTesns. [lepuol XxpaHeHUs cocTaBnseT 4o 4 neT.

Cuctema penyTtaumm ESET LiveGrid®. O4HOHaNpaB/ieHHbIE XeLlu, CBSI3aHHbIE C 3apa)XeHnem,
obpabaTbiBaloTCs B Lenax paboTbl CMCTEMbI penyTaumm ESET LiveGrid®, KOTopas NoBbiwaeT
3(h(PEKTUBHOCTb HALLIMX PELLUEHWIA A5 3alWUTbl OT BPEAOHOCHBLIX MPOrpamMMm, CpaBHUBas
NPOCKaHUPOBaHHbIE (haifibl C 3neMeHTaMu 6enoro n YepHoro cnnckos B 061avHoi 6ase AaHHbIX. Bo
BPEMSs 3TOro npouecca KoHeyHbIn Nofb3oBaTeslb He MAeHTUdULpyeTCs.

Cuctema obpaTHOM cBA3M ESET LiveGrid®. [lofo3putesnbHble 06pa3ubl METaAaHHbIX U3 BHELLIHNX
NCTOYHMKOB B PaMKax CUCTEMbl 06paTHOW CBS3M ESET LiveGrid®, 6narofaps KOTopon ESET MOXeT
MFHOBEHHO pearnmpoBaTb Ha HYXXAbl NOJIb30BATENEN N CBOEBPEMEHHO aAanTUPOBATLCS MOA
HoBeWLIne yrpo3bl. Mbl pacCYMTbIBAEM Ha TO, 4YTO Bbl ByeTe NpucbinaTh HaM:

* 3apa)eHHble 3/1eEMEHTbI, TaKne Kak NoTeHuMnanbHble 06pasLbl BUPYCOB 1 NMPOYMX BPEAOHOCHbIX
nporpamm; Nofo3puTeNnbHbIe, NPobieMHble, MOTEHUMANbHO HeXenaTesbHble U Hebe3onacHble
06bEeKTbI, TakMe Kak NCNonHseMble aisibl, COOBLLEHNS 3NEKTPOHHON MOYTLI, MPO KOTOpbIE
CoobLWMNM Bbl Kak MPO CMaM UM KOTOpPbIE BbISBU HaLL NPOLAYKT;

* CBegeHuns o Nosb3oBaHMM NHTepHETOM, Hanpumep IP-aapec, reorpadnyeckoe pacrnonoXeHue,
nakeTbl IP, URL-afpeca 1 Kagpbl Ethernet;

* ®aisibl aBapuUinHbIX AMMOB U UX COA4EPXKMMOE.

Mbl He cTpemumcs cobnpaTb Kakne-nmbo faHHbie, KpoMe 0603HaYeHHbIX BbILLE, HO MHOFAa 3TOro
HEeBO3MOXXHO n3bexaTtb. CiyYantHo cobpaHHble AaHHbIE MOTYT BXOAMTb B COCTaB BPeAOHOCHbIX
nporpamm (byay4n cobpaHHbiMK 6€3 Balwlero seaoMa 1 ogobpeHns) nnbo BXxoanTb B UMeHa (halisioB n
URL-afipeca, U Mbl He HaMepeHbI AenaTh UX YacTblo HalLUMX CUCTEM UK obpabaTbiBaTb NX ANS LeNen,
YKa3aHHbIX B HacToswen NMonnTuke KoHPUAEHUNaNbHOCTH.

Bcsa nHdopmauus, nonyyaemas n obpabaTbiBaeMas C NMoMOLLbI0 CUCTEMbl 0OpaTHOW CBS3U ESET
LiveGrid®, HE COEPXUT JaHHbIX, MAEHTUHOULMPYIOLINX KOHEYHOrO NOb30BaTENS.

OueHka 6e30NacHOCTU NOAKJIOYEHHbIX K CETU YCTPOMUCTB. HT0ObI (PYHKLNS OLIEHKN
6e3onacHocTn paboTana, Mbl obpabaTbiBaeM Takme faHHbIe, Kak MMS IOKaNbHON CETU N CBEAEHMSA
06 ycTponcTBax B Hel (MpucyTCcTBUE, TUM, UMS, IP- 1 MAC-agpec YCTPONCTBA B JIOKaNbHON CETH,
CBSi3aHHble C MH(opMaLumen o anueHsunmn). K nHgpopMaumm TakKe 0THOCATCS Tun 6e30nacHOCTM
H6ecnpoBogHoON ceT 1 TN WndpoBaHMa B becnpoBogHoOM CETK NS MapLlpyTm3aTopos. CBeaeHns o
NNUEH3UN, naeHTuguumnpyowme KOHeYHOro nosib3oBaTens, CTaHyT aHOHUMHbBIMUW He M034Hee YeM
yepes 12 mMecaueB Nocsie OKOHYaHUSA CPoKa AEeNCTBUA NNLEH3NN.
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TexHuuyeckasa nogpepxka. 111 06cnyXKnBaHMa 1 NpefoCTaBIeHUS MOALEPXKKN MOXKET
noTpeboBaTbCA KOHTAKTHasA NH(pOPMaLMS, CBEAEHUS O INLLEH3MM U AaHHbIE, yKa3aHHble B Bawwunx
3anpocax Ha noaaepxky. Mcxoaa us BeibpaHHoOro cnocoba obuweHus, Mbl Moxxem UKCUMpPoOBaTh Balu
3/IEKTPOHHbIN afpec, HoMep TenedoHa, MHPOPMaLMIO 0 TNLEH3NN, CBEAEHNS O NPOrpaMMax n
onucaHue Bawero nHumaeHTa. Mbl MOXKEM 3anpocuTb y Bac cBegeHus, 4Tobbl yCKOPUTb
npenocTaBfieHne Noaaep>XKu. laHHble, UCNOJIb3yeMble A5 OKa3aHNS TEXHNYECKOW NOALEPXKKN,
XpaHATCA B Te4yeHune 4 ner.

3awmTa OT HeNnpPaBUJIbHOrO MCNONIb30BaHUA JaHHbIX. ECin Y4eTHasa 3anucb ESET HOME Ha canTe
https://home.eset.com co3gaHa N KOHEYHbI NOJb30BaTeSlb aKTUBUPOBA 3TY (PYHKLMIO B CBA3M C
Kpaxkei KoMmnbtoTepa, byneT cobupaTbca n obpabaTbiBaThCA Cliefyowas MHpopMaumnsa: gaHHbIe 0
MeCTOMNOJIOXKEHNMN, CHUMKM 3KpaHa, CBeAeHNs 0 KOH(UrypaLmm KoMnboTepa 1 3anucu, nosyveHHole
¢ kamepsbl. CobpaHHble AaHHble XPaHATCA Ha HaLIMX cepBepax Wian Ha cepBepax HalMX NOCTaBLUMKOB
yCNyr B Te4yeHue 3 MecsLes.

Password Manager. EC/in Bbl akTUBMpOBaan PyHKLMIO ucneTyepa naposien Password Manager,
cBegeHNA, CBA3aHHbIE C BallMMW JaHHbIMK N4 BXO0Oa, XPaHATCA TOJIbKO B 3aLL|VICDDOBaHHOM Bnae Ha
Bawem KOMMbOTEPE NN OPYromMm npegHa3Ha4eHHOM AJi4 3TOro yCTpOI?ICTBG. Ecnun Bebl adKTUBUPYETE
cnyx6y CMHXPOHM3aLMK, 3aWNPOBAHHbIE AAaHHbIE XPAHATCSA Ha HaLLUX CepBepax Wiv Ha cepBepax
HaLMX NOCTaBLLMKOB yCNyr Ans obecneyveHuns paboTbl Takow ciyx6bbl. H1 KoMnaHus ESET, HU
MOCTABLLVKN YCYr HE UMEeIOT A0CTYNa K 3alnpPoBaHHbIM AaHHbLIM. TONbKO Yy Bac ecTb KoYy AN
PACLLUNGPOBKN AaHHbIX. [laHHbIe OYAyT yAaneHbl Nociae AeakTUBaLum MyHKLUN.

ESET LiveGuard. EC/iv Bbl akTUBMpyeTe PyHKUMIO ESET LiveGuard, ons ee paboTel noTpebyeTcs
oTnpaBka obpa3Lo., Hanpumep annos, KOTOpbIe NpeaBapuUTesibHO 0TOMpatoTCAa KOHEYHbIM
nonb3osatenemM. Obpasubl, KoTopble Bl BbibepeTe 4514 yAaneHHOro aHanmsa, byayT nepefaHsl B
cnyx6by ESET, a pe3ynbTaTbl aHann3a byayT oTnpasnieHbl Ha Baw komnbloTep. Bce nofosputenbHble
obpa3subl obpabaTbiBalOTCA Tak XXe, Kak MHGopMaums, cobnpaemas cuctemon obpaTHON CBA3M ESET
LiveGrid®.

MporpaMma yny4LieHUs NoJIb30BaTeNIbCKOro onbiTa. EC/N Bbl PeLLnN aKTUBUPOBATh
[porpamma yay4LleHns NoJib30BaTebCKOro OMNbITa , B COOTBETCTBUM C Bawunm cornacuem byayT
cobrpaThbCs U MCNOMIb30BATLCS AaHOHVMHbIE laHHbIE TENEMETPUM, KaCatoLNecs NCrnosb30BaHns
Hawwnx NpoayKToB.

ObpaTnTe BHMMaHME, 4TO €C/IN JILO, UCMOJIb3YIOLWEe HAIN NPOAYKThI U YCAYri, HE ABNAEeTCS
KoHeYHbIM NoJsib30BaTeNEM, KOTOPLIA Npuobpen NpoaykKT Uan ycayry u 3aknyun JIMLEeH3NOoHHOoe
cornaweHue ¢ Hamu (Hanpumep, 3TO COTPYAHUK KOHEYHOro noJsib30BaTesns, YJeH ero CeMbn NN
NNLLO, KOTOPOE UHbIM CNOCOBOM NOYYMI0 NPaBO UCMOJIb30BaTb NPOAYKT WK YCAYyry oT KOHEeYHOoro
NnoJib30BaTeNs B COOTBETCTBUM C JIMLLEH3MOHHBIM CornalweHneM), To 0bpaboTka AaHHbIX
OCYLLLEeCTBNAETCS B 3aKOHHbIX MHTepecax ESET B COOTBETCTBUM CO CTaTbeln 6 (1) (f) pernameHTa GDPR B
Lensx Toro, 4Tobbl NONbL30BaTE b, YNOJHOMOYEHHbIN KOHEYHbIM NOMb30BaTENIEM, MOI UCMOJ1b30BaThb
NPOAYKTbI U yCNyru, npefoctasiseMble Hamu, B COOTBETCTBUN C JIMLLEH3VMOHHbBIM COrflalleHneM.

KoHTaKkTHaa uHgopMmauus

Ecnn Bbl X0TUTE BOCMOJ/Ib30BaTbCS CBOMMM NMpaBaMu CybbekTa AaHHbIX K y Bac BO3HUKHET BOMPOC
nnu npobsema, 0TNPaBbTE HaM MUCbMO MO afpecy:

ESET, spol. sr.o.
Data Protection Officer
Einsteinova 24
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https://home.eset.com
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/16.0/ru-RU/ceip.html

85101 Bratislava
Slovak Republic
dpo@eset.sk
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