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ESET Internet Security

ESET Internet Security NnpeacTaBnseT cobon HOBbIN NOAX0A K CO34aHNI0 AeNCTBUTENbHO KOMMIEKCHON
cucTeMbl 6e30nacHOCTM KoMMNbloTepa. HoBenwas Bepcmsa Moayns CKaHMPOBaHUSA ESET LiveGrid® B
co4yeTaHuUM Co cneunannsnpoBaHHbIMM MOAYNSAMU (harepBosia 1 3almTbl OT cnaMa obecneynsaeT
CKOPOCTb M TOYHOCTb, Heobxoaumble ans 6e3onacHOCTN KoMMNbloTepa. TakuM 06pa3om, NPoayKT
npeacTaBnseT cobon MHTENNEKTYabHYIO CUCTEMY HENPEPLIBHOM 3aLLNTLI OT aTak U BPEAOHOCHbIX
nporpamm, KOTopble MOTryT YrpoXKaTb 6e30MacHOCT KOMMboTEpPa.

ESET Internet Security — 3TO KOMMNJIEKCHOE pelleHne ans obecneyeHuns 6e30nacHOCTH, B KOTOPOM
COYeTaeTCa MakCUMMalbHas CTENEHb 3alUTbl U MUHUMaIbHOE BAWSHUE Ha MPOU3BOANTENbHOCTb
KOMMbloTepa. Halim coBpeMeHHble TEXHOJIOr UM UCMOJb3YIOT UCKYCCTBEHHbIA MHTENNEKT AS
NpeaoTBPALLEHNS 3apaXkeHWUs BUPYCaMu, WMNOHCKUMU, TPOSHCKUMM, PEKIaMHBIMU NPOrpaMMami,
4epBSMU, PYTKUTAMMW 1 APpYruMK yrpo3amu 6e3 BAUSHNSA Ha NPOV3BOANTENBHOCTb CUCTEMBI U
nepepbiBOB B paboTe KOMMbOTEpA.

BO3MOXXHOCTM M NpeuMyLLecTBa

Y nyulueHHbI# NHTepchelc B 3TOM BEPCUM 3HAYUTENBHO YAYHLLEH U YNPOLLEH C Y4eTOM

uHTepdeic pe3yNbTaToOB TECTUPOBAHMS Ha NpeaMeT yaobCcTBa NCNoNb30BaHUs. Bce
(hOPMYJ/IMPOBKM 11 YBEAOMJIEHUS, MPUCYTCTBYIOLMNE B FrPatinyeckom
NHTepdeiice Nonb3oBaTeNs, ObiNN TWATENbHO MPOAHANN3MPOBaHBI, U Ternepb
NHTepdeic NoaaEPXXMBAET A3bIKM C HANMUCaHNEM CrpaBa HafleBo, HanpuMep
NBPUT 1 apabcknit. IHTepHeT-CNpaBKa Tenepb UHTErpupoBaHa B ESET Internet
Security U COLEPXUT ANHAMUYECK 0OHOB/ISIEMbIE CTaTbU MO NOAAEPKKE.

3awuTa oT YnpexnaatoLliee obHapyXeHne 1 04nCTKa 60osiblIero Koam4yecTBa M3BECTHbLIX 1
BUPYCOB M HEeN3BEeCTHbIX BUPYCOB, YEPBEW, TPOSHCKMX NPOrpaMM 1 pyTK1TOB. MeTon
LUMMOHCKUX PacLINPEHHON 3BPUCTUKN MAEHTUADULMPYET faxe paHHee HeN3BECTHbIE
nporpamm BPeAOHOCHbIe MporpamMmbl, obecneyrBas 3alUMTy BalLEro KoMnboTepa oT

HEN3BECTHbIX YrpPo3 U HENTPAJIM3YS UX 10 TOF0, KAK OHW MOTYT MPUYNHUTL
Kakon-nnbo Bped. OYHKLMKN 3alUnTbl AOCTYMNa B MIHTEPHET U 3alMThl OT
duwmHra paboTaloT NyTEM OTCNEXUBAHNA 0OMeHa JaHHbIMK Mexay Beb-
Bpay3epamu 1 yaaneHHbIMU cepBepamMit (B TOM Yncae SSL). PyHKLUMUS 3aLunThl
MOYTOBOr0 K/MeHTa obecneynBaeT KOHTPOJb 06MeHa coobLieHnaMn Yepes
MPOTOKOJ1bl POP3(S) 1 IMAP(S).

PerynsapHbie PerynapHoe obHoBeHMe Moayns obHapyXeHus (paHee n3BeCcTHOro, kak 6asa

obHoBNEeHMsA AaHHbIX CUFTHATYpP BUPYCOB) MU NPOrpPaMMHbIX MOAYeNn — Ay4wnin cnocob
obecneynTb MakCMManbHbIN YpoBEHb BE30MAaCHOCTN KOMMbIOTEPA.

ESET LiveGrid® Bbl MOXKETe NpoBEpPUTL penyTaumnio 3anyLeHHbIX NPOLLEeCcCcoB 1 (annos

(penyTauumsa Ha HenocpeacTBEHHO C NOMOLLLIO ESET Internet Security.

OCHOBe obnaka)

KoHTponb ABTOMaTUYECKUN CKaHNPYET BCe USB-yCTPONCTBA (h3LL-NaMATU, KapTbl

YCTPOMUCTB NaMaTK, a TakXe KOMNaKT- U DVD-OUCKU. BNOKUpyeT CbeMHble HOCUTenNun Ha
OCHOBaHWUW TUNa HOCUTENSA, NPON3BOAUTENSA, pa3Mepa N opyrux
XapaKTEPUCTUK.

PyHKUMA HIPS Bbl MOXeTe 6onee feTasbHO HACTPOUTb NOBEAEHME CUCTEMBI, 3a4aTb

npaBuia AJs CUCTEMHOI0 PeecTpa, akTUBHBIX NMPOLIECCOB 1 NMPorpamMm, a
TaK>XXe TOYHO HaCTPOUTb NPOBEPKY COCTOSHUA 6e30MacHOCTH.



WrpoBom pexxum  OTk/aZblBaeT BCe BCMbIBAOLLME OKHA, 0OHOBNEHWS UK Apyrue OencTBus,
Tpebytowme 60bLION HAarpy3kn Ha cucTemy, 4Tobbl 06ecnevynTb 3IKOHOMUIO
CUCTEMHbIX PECYPCOB AN UFP UK APYrUX MONHO3KPAHHbLIX NMPOLIECCOB.

B0O3MO)XXHOCTM ESET Internet Security

3awumTa 6aHKOBCKOM ®yHKUMA 3aLmMTbl 6aHKOBCKOM OMNNaTbl NpeAfiaraeT 3allWLLIEHHbINA

onnaTbl Opay3ep Ans MCNosb30BaHMA MPU AOCTYNE K LWI03aM UHTEPHET-
BaHKMHra uan oHNaNH-NNaTexewn, YTobbl BCe PUHAHCOBLIE ONeEpaLnn B
HTepHeTe oCyLWweCcTBASANCE B 3aC/y)KMBAKOLLEA LOBEPUS U
6e3onacHon cpege.

MoppepXka ceTeBbiX CeTeBble Noanucy obecneynBatoT ObICTPYIO AEHTUDUKALMIO 1

nognucemu BN0KMPYIOT Ha YCTPOMNCTBAX MOJb30BaTENS BPEAOHOCHbIV BXOAALWNIA U
NCXOAAWNIA TPAMUK, UMEIOLLNIA OTHOLLEHUE K 60TaM U NAaKETHbLIM
CpefCcTBaM 3KCMyaTauun ysa3BUMOCTER. ITY (YHKLMIO MOXXHO CYMTATb
ynyylleHneM B 061acT 3aLnTbl 0T 60THETOB.

MHTenneKTyaﬂbelﬁ HDED,OTBan_laeT HecaHKLI.I/IOHI/IpOBaHHbIIZ OOCTyMN K BalleEMY
cbaﬁepson KOMMbOTEPY N NCNOJIb30BaHNE BallX JINYHbIX OaHHbIX
nosib3oBaTenaAMn, HE UMELLIMMIN COOTBETCTBYHOLLENO pa3peLlleHns.

3awmTa oT cnama ESET [onsa cnama B obwem obbeme nepefaBaeMbIX MO INEKTPOHHOM NOYTE
coobuieHmnn coctaBnseT 0kono 50 %. 3awmTa OT Crnama orpakaaeT oT
3TOon npobaemsl.

AHTHBOp AHTNBOpP MNOBbILLAET YpoBeHb Be30MacHOCTY MNoJb30BaTE/IbCKON
NH(OPMaLLMK Ha CiyYar NoTepu UM Kpaxkm KomnetoTepa. Mocne
YyCTaHOBKW MN0OJ1b30BaTe/ieM NporpamMmsbl ESET Internet Security n moayns
AHTVBOpP COOTBETCTBYIOLLEE YCTPONCTBO ByaeT oTobpakaTbCs B BED-
nHTepdence. C nomolbio Beb-HTepdenca nonb3oBaTenn MoryT
ynpaensATb KOHUrypaumen Mmoayns AHTUBOP Y adMUHNUCTPUPOBATL
napameTpbl PYHKLNUN «AHTUBOP» HA CBOUX YCTPONCTBAX.

PoauTtenbcKum ObecneymBaeT 3aLlNTY CEMbMU OT MOTEHLMANBLHO HEXeNaTeNbHOro Beb-
KOHTPOJIb coaepXXunmoro, 6,10KMpys Be6-CanTbl Pa3nyHbIX KaTeropuii.

Onsi paboTbl hYHKLWNIA ESET Internet Security HE0OX0AMMO MMETb aKTUBHYIO NLIEH3UD. PekoMeHayeTcs
NpoAaneBaTb JIMLEH3MIO ESET Internet Security 38 HECKOJIbKO HELle/lb 10 UCTEYEHUSI CPOKA ee AeNCTBuS.

HoBble BO3MO)XHOCTHM

HoBble BO3MOXXHOCTMU B ESET Internet Security Bepcuu 15

YnydyweHHbIin "UHcnekTop ceTn" (paHee "JloMawlHAA ceTb")

MomoraeT 3alMTUTb BalUKM CETb U YCTPOWCTBA loT, @ TakXKe 0TobpaxxaeT NOAKIIIOYEHHbIE K
MapLIpyTM3aTopy YCTPONCTBA. Y3HaTe, Kak NPOBEPUTL CETU, KOTOPLIE Bbl UCMOJIb3YETE, U Y3HaTh,
Kakune YCTPOWCTBA MNOAKJIYEHbI.

ESET HOME (paHee myESET)

ObecneynBaeTt yydleHHble BO3SMOXHOCTW HarnaaHoro npeactaBieHna OaHHbIX 1 KOHTPOA Haf
6e30nacHOCTbI0. YCTaHOBUTE 3allnTy Angd HOBbIX yCTpOIZCTB, nobaBbTe NMULIEH3UN U NOAENNTECH
nMn n nonyqa|7|Te Ba>XHblE€ YBEOMIEHNA YEPES MobunbHoe NPUJIOXXEHNE " Be6-nopTan. ana



MoJly4eHns LOMOJSIHUTESbHbIX CBEAEHWNA BOCMO/Ib3YATECh OHJ1IaNH-CNPaBKon ESET HOME.
YnyyweHHas cucteMa npenoTBpaLleHus BTOp)KEHVIﬁ Ha OCHOBe XOCTOB (HIPS)

CkaHupyeT 0611acTi NaMsaTK, KOTOpble MOryT 6bITb MOANDULNPOBAHbI C MOMOLLbIO CNIOXKHbIX
MeTO/[l0B BHEPEHMNS BPELOHOCHBLIX MPOrpamMMm. YyylleHns paclumnpsoT TEXHONOrnYeckune
BO3MOXXHOCTM N0 06Hapy>XeHUto Hanbonee C0XHbLIX BTOPXEHMWI BPeAOHOCHbIX NPOrpaMMm,

YT106bI NMPOCMOTPETb |/|3o6pa>Keva N NONYHYNTb OONOJIHUTENbHbIE CBEeAEHNA O HOBbIX beHKLI,I/IﬂX B
ESET Internet Security, 03HaKOMbTeCb C pa3fenoM HoBble BO3MOXXHOCTY B nocaefiHen BEpCUn
MPOAYKTOB ESET ANng AoMa.

YT0Obl OTK/IIOYNTL YBEAOMJIEHUS O HOBbIX BO3MOXHOCTAX, BbibepuTe PacluMpeHHble
napameTpbl > YBeOoMNeHUs > YBeAOMJIEHUA Ha paboyem cTone. LLlenkHnTe U3MeHUTb

1 PpALOM C 3/eMeHTOM YBeAOMIeHUA Ha paboyeM cTone 1 cHuMKTe bnakok OTobpaxkaThb
yBeA,0MJIEHUSI O HOBbIX BO3MOXXHOCTAX. [115 MoSly4YeHnst AONONHUTENbHBIX CBeAEHUI 06
yBe[OMJIEHMAX 03HAKOMbTECh C Pa3AesioM YBeJ0oMIEHNS.

Kakou y MeHfl NpoAYKT

B cBOMX HOBbIX MPOAYKTax ESET peannsyeT cpecTBa 6€30MacHOCTM Pa3IMYHOr0 YPOBHS: OT MOLLHOMO
1 BbICTPOro aHTMBUPYCaA 10 KOMIJIEKCHOTO PeLLEHNS No obecneyeHnto 6e30MacHOCTW, MUHUMALHO
MCMOJIb3YIOLLEr0 CUCTEMHbIE PECYPChI. BOT 3TV NPoayKThI:

e ESET NOD32 Antivirus
¢ ESET Internet Security
e ESET Smart Security Premium

YT0Obl ONpeaennTb, KaKo N3 NPOAYKTOB YCTAHOBJ/IEH Y BAaC, OTKPONTE [J1laBHOE OKHO MPOorpaMmsil.
BBepxy OKHa Bbl yBUANTE UMS MPOAYKTa (CM. CTaTbio a3kl 3HAHWI).

B npvBefeHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

Moaynb 0bHapyxeHuns v v v
PaclunpeHHoe MallnHHoe obyyeHne v v v
BAIOKMPOBLLMK 3KCMIONTOB v v v
3almMTa OT aTak Ha OCHOBE CLieHapueB v v v
3alMTa OT (PULLNHIa; v v v
3awmTa pgocTtyna B HTepHeT v v v
CucTema HIPS (B TOM Yucie 3awmuTa OT Nporpamm- v v v
BbIMOraTesnen)

3almTa OT CcNama v v

3


https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU
https://support.eset.com/WHATS_NEW_15
https://support.eset.com/WHATS_NEW_15
https://support.eset.com/WHATS_NEW_15
https://support.eset.com/WHATS_NEW_15
https://support.eset.com/kb758

ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

v
v
v
v
v
v
v
v
v
v
v

thanepson;

NHcnekTop ceTun

3awmnTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa ot 60THeTOB
3awmTa 6aHKOBCKON onJaThbl
PoaouTenbCKnin KOHTPOJIb

N N N N N N 8N SN

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

| 1 HekoTopble NpofyKTbl MOTYT ObITb HEAOCTYMHbI Ha BalLEM fi3blKe MW B BalleM peruoHe.

CucreMHble TpeboBaHus

[nsa onTuManbHOro PYHKLNOHMPOBAHNA ESET Internet Security Ballla CUCTEMa A0J)KHa O0TBeYaTb
cnegyowum TpeboBaHNAM K annapaTHOMY 1M NPOrpaMMHoOMy obecneyeHuto:

NMopaep>XmBaembie NPOLLECCOPbI:

Mpoueccop Intel nAnM AMD, 32-pa3psagHbIv (x86) C HABOPOM NMHCTPYKLNIA SSE2 nnn 64-pa3paaHblii (x64),
yactoTon 1 Ty n BbiWwe
Mpoueccop ARM64, 1 [Ty 1 Bbiwe

NMoppep>xuBaeMblie onepauuoHHble CUCTEMbI*:

Microsoft® Windows® 11

Microsoft® Windows® 10

Microsoft® Windows® 8.1

Microsoft® Windows® 8

Microsoft® Windows® 7 ¢ nakeTtoM 06HoBaeHUs 1 ¢ nocneaHumm obHoBaeHNSIMU Windows
Microsoft® Windows® Home Server 2011 64-bit

I PerynspHo 0bHOBNSINTE ONEPaLMOHHYIO CUCTEMY.

MpunoxeHne AHTUBOP He Nogaep>XueaeT Microsoft Windows Home Server.

Apyroe

[na akTuBaumm ESET Internet Security 1 Hagnexxawien paboTbl 06HOBAEHMI HEOOXOAMMO MOLKOHEHNE
K UHTepHeTy.



[1Be nporpamMmbl Mo 3allnTe OT BUPYCOB, paboTatoLime 04HOBPEMEHHO Ha OJIHOM YCTPOWCTBE,
BblI3bIBAOT HEN36EXHble KOHIMKTbl CUCTEMHbIX PECYPCOB, HAaNpUMep 3amMennsaT paboTy CMCTEMbI
110 Hepaboyero cocToAHuMS.

* ESET He CMOXKeT obecneymBaTb 3alMTy 415 HENOALEPXKUBAEMbIX ONepaLMOHHbIX CUCTEM Noce
hespang 2021 ropaa.

Balua Bepcua Windows 7 ycTapena

Mpobnema

Bbl ncnonb3yeTe yCTapeBLUYO BEPCUIO ONEPaLMOHHON CUCTEMbI. YTOObI COXPaHUTL 3aLLMTY,
perynspHo obHOBAANTE ONepaLMOHHYI0 CUCTEMY.

PeweHue

Bbl ycTaHOBWMAN ESET Internet Security Ha {GET_OSNAME} {GET_BITNESS}.

YbenuTech, 4TO Bbl YCTaHOBMAM NakeT 0bHOBAEHNS 1 (SP1) AN Windows 7 C nocnegHUMun
o0bHOBNEHNAMY (MO KpalHEN Mepe, KB4474419 1 KB4490628).

Ecnm B OC Windows 7 He HaCTpOEeHO aBToMaTu4eckoe 0bHoBeHME, WeNKHUTE MeHIo «IMyck» >
MaHenb ynpasneHus > Cuctema n 6e3onacHocTb > Windows Update > [IpoBepuTb Hannume
0DOHOBNEHMHN, a 3aTEM LeNKHNTE YCTAaHOBUTb OOHOBJIEHUS.

CM. Takxe Koprnopaumns MankpocodT bosiblie He noagepxmnBaeT Windows 7.

Kopnopauusa MaukpocodT dbonbLue He
nogaep>xuBaet Windows 7

Mpobnema

Kopnopauus MankpocogT npekpaTunia nogaepxkKy Windows 7 14 sHBaps 2020 roga. 4710 370 3Ha4nT?

Ecnun Bbl Npoa0/IKMTE MCNOIb30BaTh Windows 7 NOC/1e 3aBepLUEHNS NOAAEPXKKM, Balll KOMMbIOTEP BCE
paBHO byaeT paboTaTb, HO OH MOXET CTaTb Bonee ys3BMMbIM A5 Yrpo3 6€30MacHOCTU 1 BUPYCOB.
Baw komnbloTep bonblie He ByaeT nonyvyaTb 06HOBNEHMSA Windows (BKt0Yasi 0OHOBEHNS
b6e3onacHocTK).

PeweHue

NMepexopuTte ¢ Windows 7 Ha Windows 10? O6HOBUTe CBOWM NPOAYKT ESET

Mpouecc nepexofa 0THOCUMTE/IbHO NPOCT, U BO MHOMMX C/yYasax Bbl MOXeTe caenatb 3To 6e3 notepu
tannos. MNepepn nepexofoM Ha Windows 10:
1. [MpoBepbTe 1 06HOBUTE CBOW NPOAYKT ESET.



https://support.microsoft.com/en-us/help/4474419
https://support.microsoft.com/en-us/help/4490628
https://www.microsoft.com/en-us/windows/windows-7-end-of-life-support-information
https://support.eset.com/kb85
https://support.eset.com/kb85

2. Pe3epBHOE KOMMPOBAHMNE BaXKHbIX AaHHbIX
3. MpoynTanTe cTaTbio MankpocoT ObHOBNEHME [0 Windows 10: BONPOCKI 1 OTBETHLI U 0B6HOBUTE
cBoto OC Windows.

HauuHaeTe UCNosb30BaTb HOBbIM KOMNbIOTEP MM YCTPOUCTBO? MepeHecuTe
NPOAYKT ESET

Ecnu BhI coﬁmpaeTer Nnn yxxe Kynmnm HOBbIN KOMMbOTEP NN yCTpOIzCTBO, y3Ha|7|Te, KaK rnepeHecTun
UMEKLLINNCSA NPOAYKT ESET Ha HOBOE YCTPOMCTRBO.

| Cm. Takxe MNoaaep)xka Windows 7 OKOHY€EHa.

OC Windows Vista 0onbLUe He noanep>XMBaeTcs

Mpobnema

N3-3a TexHnyeckmnx orpaHnydeHunin OC Windows Vista ESET Internet Security He CMOXKeT obecneynTb
3awuTy nocne ¢espana 2021 ropa. MpoaykT ESET nepecTtaHeT paboTaTb, 4TO MOXET cAenaTb
BalLy CUCTEMY YS3BUMOWM K 3apa>KeHnto. ITO MOXET cAenaTh Bally CUCTEMY YA3BMMOMN K 3apakeHuHo.

Kopnopauns MankpocodT npekpaTuia nogaep>xkKy Windows Vista 11 anpena 2017 roga. 41o 310
3HaYuUT?

Ecnv Bbl Npoao/mKMTE MCNOb30BaTh Windows Vista Noc/ie 3aBepLUeHNs NOAAEPXKKW, Ball KOMMbOTEP
BCe paBHO byaeT paboTaTb, HO OH MOXET CTaTb Bonee ys3BMMbIM A5 Yrpo3 6€30MacHOCTA 1
BMPYCOB. Baww KoMmnbloTep 6onblue He ByaeT nonyyaTe 06HOBAEHNS Windows (BKIO4Yas 06HOBAEHMSA
6e3onacHocTn).

PeweHue

Mepexoaute ¢ OC Windows Vista Ha Windows 10? lMMony4yuTe HOBbIX KOMNbIOTEP
MU YCTPOUCTBO U NepeHecuTe NPoayKT ESET

MNepen nepexodom Ha Windows 10:
1. Pe3epBHOE KOMMPOBaHWE BaXXHbIX AaHHbIX
2. Mpoyntante cTaTblo MankpocohT ObHOBNEHME 10 Windows 10: BONPOCHI U 0TBETLI U 06HOBUTE
cBoto OC Windows.
3. YCTaHOBUTE UM NepeHecuTe NMELWNNCA NPOAYKT ESET Ha HOBOe YCTPOWCTBO.

I CMm. Takxe lMoanep)xka Windows Vista OKOHYEHa.

NMpodunakTuka

Mpn NCNonb30BaHUN KOMMbOTEpPa, 0C0beHHO BO BpeMsi paboThl B IHTepHeTe, HE0BX0AMMO MOMHUTb,
YTO HM OJHA CMCTEMA 3aLUNTbl OT BUPYCOB He CNOCOBHA MOSIHOCTbIO YCTPaHUTb ONAaCHOCTb
3apakKeHWn N yaaseHHbIX aTak. YTobbl OCTUIHYTb HaMBbICLLEH CTerneHn 6e3onacHoCTY U KoMdopTa,



https://support.microsoft.com/en-us/help/12435/windows-10-upgrade-faq
https://support.microsoft.com/en-us/help/12435/windows-10-upgrade-faq
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Ba>XHO NCMOJIb30BaTh pelleHne gnda 3alluTbl OT BUPYCOB HadJieXallnuM o6pa30M n cnegoBaTb
HEeCKOJIbK/M MNoJ1Ie3HbIM MpaBkJ1aM.

PerynsapHo oOHoBAsAIWTE CMCTEMY 3aLUuUThi OT BUPYCOB

CornacHo CTaTUCTUYECKUM LaHHbIM, NOJIyYEeHHbIM OT CUCTEMbI ESET LiveGrid®, eXXefJHEBHO
NOSABASIOTCS ThICAYM HOBbIX YHMUKANbHbIX 3apa)keHnin. OHK co3aaHbl And 0bxoa CyLleCcTBYOLWMUX Mep
6e30MacHOCTM N NPUHOCAT AOX04 MX aBTOpPaM 3a CYeT Apyrux nonb3osatenen. CneunanncTobl
nccnenoBaTesibCkom abopaTopum ESET eXXeHEBHO aHaNN3NPYIOT Takmne yrpo3bl, NoAroTaBAMBaOT U
BbIMyCKaloT 0OHOBNEHNS ANS HENPEPLIBHOIO NMOBLILLEHNSA YPOBHA 3alLMThl NONb30BaTeNen. Ans
MaKCMManbHOM 3 EKTUBHOCTM 3TUX 0OHOBNEHUIN Ba)KHO HACTPOUTL UX Hagsiexalnum obpa3om Ha
KOMMbOTEpPEe Nosb3oBaTens. [JononHUTESNIbHbIE CBEAEHNS O HACTPONKe 0OHOBNEHUI CM. B FaBe
HacTponka 06HOBIEHUN.

3arpy>xante naketbl 0OHOBN€HUN ONEepPaLMOHHON CUCTEMbBI U
APYrux nporpamm

ABTOpPbI BPEAOHOCHbIX MPOrpPaMM YacCTO NCMOMb3YI0T Pa3INyHbIe YA3BUMOCTM B CUCTEME ANS
yBennyeHns 3hheKTUBHOCTM PaCNpOCTPaHEHNS BPeAOHOCHOr0 Koaa. lNpnH1Mas 3To BO BHUMaHMe,
KOMMaHWW-NPON3BOANTENN NPOrPaMMHOro obecneyvyeHns BHUMaTENbHO CIeANT 3a NOSABIEHNEM
0T4eTOB 060 BCEX HOBbIX YSI3BMMOCTAX UX MPUIOXKEHWI U PErYASPHO BbiMyCKaloT 06HOBAEHNS
6e30MacHOCTK, CTapasiCb YMEHbLINTb KOJIMYECTBO NOTEHLUMabHbIX Yyrpo3. O4eHb Ba)KHO 3arpy»aTb
3Tn obHoBNEHMA Be30nacHOCTK cpa3y xe nocae nx Boinycka. OC Microsoft Windows 1 Beb-bpay3epbl,
TakKue Kak Internet Explorer, ABNAIOTCA MPUMepPaMmn NporpamMm, 48 KOTOPbIX PEryIApHO BbiNMyCKaoTCS
obHoBNEHNS Be3omacHOCTH.

Pe3epBHOe KONUPOBAaHUE BAaXXHbIX AaHHbIX

ABTOPOB BPeOHOCHbIX MporpaMm 06bIYHO He 6ecnokosT Npobnembl Noab3oBaTENEN, @ AEACTBUS KX
NPOAYKTOB 3a4acTYy0 NPMBOAAT K NOJIHOM HEPAboTOCNOCOBHOCTY ONePaLIOHHON CUCTEMBI U NOTepe
Ba>XHON nHGopMauun. Heobxoamnmo perynspHo co3faBaTbh Pe3epPBHbIE KOMUN BaXKHbIX
KOH(UIEHUMANbHBIX JaHHbIX Ha BHELLIHUX HOCUTENNAX, TAKUX Kak DVD-ANCKM UV BHELLHME XKECTKUe
ANCKKN. DTO NMO3BOJIIET HAMHOMO MPOLLE U 6bICTPee BOCCTAHOBUTL [laHHbIE B C/lyyae c60s CUCTEMBI.

PerynsipHo CKaHUpyWUTe KOMNbIOTEP Ha HaJiMiue BUPYCOB

MHoOrme n3BecTHble N HEM3BECTHbIE BUPYChI, YepPBU, TPOSHCKUE NPOrpaMMbl U PYTKUTBI
o0bHapyXMBaTCA MOAYIEM 3aLUNTbI (PaIOBON CUCTEMBI B PEXUME PeasibHOro BpeMEHU. 3TO
O3HaYyaeT, 4YTO MpU KaXKAOM OTKPbITUMN (hania BbIMNOJHAETCA ero CKaHMpOBaHMe Ha Haanyune
NPU3HAKOB OEeATENIbHOCTM BPEAOHOCHbLIX MPOorpamMm. PekoMeHayeM BbINOJHATL MNOAHOE
CKaHMPOBaHMe KOMMNbIOTEPA MO KPanlHEeNn Mepe 0ANH pa3 B MecsL, NOCKONbKY BPeAOHOCHbIE
nporpamMmMmbl U3MEHAIOTCA, @ MOAYJIb 0BHapyXeHNs 0OHOBAAETCA KaXKabl OeHb.

CnepyuTe OCHOBHbLIM NpaBuaaM 6e3onacHOCTH

970 Hanbonee 3hheKTUBHOE 1 NOSIE3HOE NpaBuIo — Bcerfa byabTe 0OCTOPOXKHbI. Ha AaHHbIN
MOMEHT A1 paboTbl MHOrMX 3apa>keHuin (MX BbIMONHEHNS U pacrnpocTpaHeHuns) HeobxoamMmMo
BMeLlaTeNbCTBO Nonb3oBaTens. Ecim cobnofaTb 0CTOPOXKHOCTb MPU OTKPLITUN HOBbIX (haiifos,
MOXHO 3Ha4YNTESIbHO CIKOHOMUTb BPEMS U CUbl, KOTOPbIEe B MPOTUBHOM Ciyvae byayT noTpayeHsl Ha



YCTpaHeHne 3apa>KeHv||7| Ha KOMIMbIOTEPE. Huxe npneefeHbl HEKOTOPbIE MNOJIE3HbIE PEKOMEHOALNN.

* He nocewanTe nofo3puTesbHble BEO-CaNThl C MHOXXECTBOM BCMJIbIBAOLLUX OKOH U
aHVMMPOBAHHOW peKNamon.

* byabTe 0CTOPOXXHbI NMpK YyCTaHOBKe 6ecnnaTHbIX Mporpamm, NakeToB KOAEKOB U T. M..
Ncnonb3ynTe Tonbko 6e3onacHble NporpaMMbl 1 nocewante besonacHsle Beb-canThbl.

* ByabTe 0CTOPOXXHbI, OTKPbIBas BAOXEHNS B COOOLLEHNS 3NEKTPOHHOW NOYThl (0COBEHHO 3TO
KacaeTcst coobLeHNI, pacChblNaeMblX MaCCOBO M OTMPABAEHHbIX HEUM3BECTHBLIMM NLIAMN).

* He ncnonb3ynTe y4eTHYI0 3anncCb C NpaBaMn aiMMHUCTPATOPA As NOBCEAHEBHOM paboThbl Ha
KOMMblOTEpE.

CTpaHMLUbl CNPAaBO4YHOW CUCTEMbI

[lobpo no)kanoBaTb B PyKOBOACTBO MOJib30BaTeNs ESET Internet Security. [lpeicTaBneHHas 34ecb
NH(OPMaLMS 03HAKOMMT BacC C MPOrPaMMHbIM NPOAYKTOM U CAeNaeT NCNob30BaHNE KOMMbOTEPa
b6onee Hes3onacHbIM.

Hayano pab6oTbl

I'Iepe,u MCNoJsib30BaHNEM NpPOorpamMmsbl ESET Internet Security pEKOMEHAYETCHA 03HAKOMUTBLCSA C
pa3nnvHbIMN TUMNaMU 0bHapy>XEeHU N yaaneHHbIMU aTakaMu, € KOTOPbIMN MOXET CTOJIKHYTbCA
NnoJib30BaTeJ/lb KOMIMbOTEPA.

Mbl Tak)Ke COCTaBWAN CNINCOK HOBbIX (DYHKLIVI, NOABUBLUMXCS B ESET Internet Security, U PYKOBOACTBO,
KOTOPOE MOMOXKET BaM HacTpouTb Ga3oBble NapameTpbl.

Ucnonb3oBaHue CTpaHuL cnpaBquoﬁ CUCTeMbl ESET Internet
Security

CnpaBo4Haa cuCTeMa pasfeneHa Ha pasfesbl 1 nogpasgens.. HaxxmuTe Knasuwly F1, 4TObbI
03HAKOMUTBLCA CO cBeAeHMAMMN 06 OKHe, B KOTOPOM HaxoaunTecChb.

MporpaMma No3BONSET UCKaTb TEMY B CMPABOYHON CUCTEME MO KJIKOYEBbLIM C/I0BaM UM BbIMOJHATD
MOWCK COLEepPXXMMOro, BBOAS KOHKPeTHble CJIoBa Uan (passl. PasHuua mexay Asyms cnocobamu
COCTOWT B TOM, YTO KJIHOYEBOE CJI0BO, XapakKTepusytoLLee cofepXXrnMoe CrpaBo4yHON CTpaHULbI,
MOXKET OTCYTCTBOBaTb B TEKCTE 3TON CTPaHuLbl. MOMCK MO c/loBaM U hpasaM OCYLLECTBNAETCA B
cofepXXMMOM BCex CTpaHuu. B pesynbTaTe oTobpaXkaloTcs BCe CTpaHuULbl, cofepxalime UMeHHO 3TH
c/ioBa 1 ppasbl.

15 cornacoBaHHOCTY MHGOPMaLMK 1 BO n3bexxaHne nyTaHMUbl B HACTOSLWEM PYKOBOACTBE
NCNoJib3yeTCs TEPMUHOJIONMS, OCHOBAHHas Ha MMeHax NnapaMeTpoB NporpamMmbl ESET Internet Security.
Kpome TOro, ans BblaeneHns 0cobo MHTEPECHbIX NN BaXKHbIX TEM B HACTOALWEM AOKYMEHTE
MCNOJIb30BaH eAMnHbIA Habop CMBOJIOB.

MpumMeyaHus cofep)xaT KpaTKne ceefeHns o HabnogeHnsx. Bl MoxxeTe NponyckaTh uX,
OZHaKO B NPVMEYaHNAX COAEPXKMTCS LieHHas nHopMaLus, HanpuMep CBeAEHUS 0 KOHKPETHbIX
YHKLMUAX UKW CCbIIKM Ha COOTBETCTBYIOLLNE MaTepuabl.
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oTa VIHCpOpMaLI,I/IFI Tpe6yeT Ballero BHUMaHUA, TakK 4HTO PEKOMEHAYEM €€ HE MPOonyCcKaThb.
ObbI4yHO Takas I/IHd)OpMaLI,VIFI HE ABNAETCA KPUTUYHECKU Ba)KHOW, 0HAaKO OHa 3Ha4yMMma.

3T0 MHopMaumsa o Tom, 4To TpebyeT 0coboro BHUMaHMA U OCTOPOXXHOCTU. OTMEeTKa
«BHUMAHWE!» ncnonb3syeTtcs ons Toro, 41obbl yaepxaTb BaC OT NOTEHLUMAIbHO OMaCHbIX

A\ owmnbok. MNMpoynTanTe TEKCT TaKoro npeaynpexneHns u BHUKHUTE B HEro, NOCKOJIbKY OHO
CcoOepXnT cBefeHUs 06 NCKNOYNTENBHO BaXXHbIX CUCTEMHBIX HACTPOMKaX U O BO3MOXKHbIX
yrposax.

270 06pa3eu NCMOsb30BaHNS AN NPAKTUYECKUN NpUMep, NMOMOratoLWmii NOHATb, KaK MOXXHO
NCNONb30BaTb ONpefeneHHy0 MYHKUNIO NN KOMIMOHEHT.

XupHbIK WpudepT Ha3BaHus 3n1eMeHTOB nHTepdenca, HanpuMmep (ia)kkos Un
nepeknoyaTenen.
Kypcus 3anonHuTenu ans npefocTtasasemMon BaMum MHGopMauun. Hanpumep, ecnu

TEKCT nMA aiifia Wam NyTb YKa3aH C NUCMOJIb30BAaHNEM KYPCUBA, 3TO
O3HA4aeT, 4YTo NyTb WK UMSA dalina A0KHbI BBECTU Bbl.

Courier New Obpa3Lbl koga UM KOMaHg.
[mnepccbinka ObecneymsaeT NPOCTON 1 OLICTPLIN AOCTYM K CBA3AHHBLIM pa3fenam uan

BHELIHNM Beﬁ-CTpaHVILI,aM. rI/II'IepCCbIJ'IKVI BbloendaoTca CMHMM LiBETOM U
MHOr Aa nog4vepkKnBaHmMeM.

%ProgramFiles% CncTeMHbIN KaTanor Windows, B KOTOPOM XPaHATCA NPOrpaMMbl,
yCTaHoBNIeHHbIe B 3TON OC.

MHTepHeT-cnpaBKa — OCHOBHOWM NCTOYHMK CMPaBOYHbIX CBeAeHM. Ecnm noaknyeHme K
WHTepHeTy yCTaHOBMIEHO, aBTOMAaTUYECKM OTKPbLIBAETCS MOC/IEeAHSAS BEPCUS UHTEPAKTNBHOW
CrpaBKM.

YCcTaHOBKa

CyLecTBYeT HECKOJIbKO CrocoboB yCTaHOBKM ESET Internet Security Ha KoMnbtoTepe. Cnocobbl
YCTaHOBKM MOTYT OT/IM4ATbCS B 3aBMCUMOCTYW OT CTPaHbl U crocoba noslyyeHus npoaykTa.

* /IHTEPaKTMBHbLIN YCTAaHOBLLMK: 3arpy>kaeTcs ¢ Beb-canTa ESET Mam KOMNakT-/DVD-ancka. MNakeT
ON9 YCTaHOBKM NOAXOAUT ANt BCEX A3bIKOB (BbIOEpUTE HYXHbIN). IHTEPaKTUBHbINA YCTaHOBLLMK
npencTtasnseT cobon ann HebonbLWOro pasmepa. [pyrne Heobxoanmble Ans yCTaHOBKM ESET
Internet Security (haibl 3arpy>xatoTCa aBTOMaTUYECKN.

* ABTOHOMHa$ YCTAHOBKA: B paMKax 3TOro TUMa YCTaHOBKM UCMNob3yeTca daitn hopMaTa .exe,
pa3Mep KOTOPOro MpeBbillaeT pa3mep daitna MHTePaKTUBHOMO YCTAHOBLUMKA. Mpy 3TOM A4S
YCTAHOBKYW He TpebyeTcsa nofkoyeHne K UHTepHeTY nan AoNoAHUTENbHbIE daibl.

Mepen yCcTaHOBKOW ESET Internet Security ybeamuTech, 4TO Ha KOMNbIOTEPE HE YCTAHOBJIEHbI
ApYyrue Nporpammebl 3alUTbl OT BUPYCOB. ECM Ha 0OAHOM KOMMbOTEPE YCTAaHOBMIEHO ABa U
bonee peleHnsa ond 3aWwnThl OT BUPYCOB, MEXAY HAMU MOXXET BO3HUKHYTb KOH(INKT.
PekomeHayeTCs yaanuTb BCE NMpo4yme nporpaMmbl 3alMTbl OT BUPYCOB C KOMMboTepa. CNncok
WHCTPYMEHTOB ON5 YAaNEeHUA NONyNApHbIX aHTUBMPYCHBIX NPOrpaMM CM. B CTaThe 6asbl
3HaHWM ESET (AOCTYMNHa Ha aHrIMMCKOM N Ha HECKOJIbKUX OPYrnX A3blKax).



https://support.eset.com/kb146
https://support.eset.com/kb146
https://support.eset.com/kb146

NHTepaKTUBHbIA YCTAaHOBLU MUK

MNocne 3arpy3kKun rnakeTa Asd YCTaHOBKU MHTEPAKTUBHOIO YCTAHOBLLUWKA ABaXXAbl LWLENKHUTE Cp&l7|1'|
YCTaHOBKWU cnep,y|7|Te nowaroBbiM MHCTPYKLUMNAM MacCTepPa YCTaHOBKW.

dna ncnonb3o0BaHMA 3TOro0 TUMa yCTaHOBKM HeobxoanMo NoAKN0YEHNE K NHTepHeTy.

- X

(s} SECURITY

YctaHoBuTb ESET Security |

Wecnonsayiite kKomnetoTep AnA paboTsl, Mrp U oBLLEHMA, 3 33KTy obecnedmT
ESET.

HyxHa noMolLLk € yCTaHOBKOW?
# OTKPBITE UHCTPYKUMM NO YCTAHOBKE

® OTKpbITE PYKOEOACTEC MOML20EATENA

Pyccrumi ~

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAIOLWLEMCA MEHIO U LeNKHTe MPoaoIKUTL.

Ecnn Bbl ycTaHaBMBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLe BEPCHMN C 3aLLMLLEHHBIMM
napoJieM HacTPOMNKaMK, BBEAUTE CBOW Naposib. Bbl MoXXeTe KOHUIypMpoBaThb Naposib 4s
HacTpoek B pa3aene HacTporika focTyra.

2. BbibepuTe HacTpoOViKK ANst Caeayrowmnx GyHKLUUA, NpoYnTanTe JINLEH3VOHHOE COrlalleHmne ¢
KOHEYHbIM M0J1b30BaTENEM WU [10IMTUKY KOH(DUAEHLIMAALHOCTY U WenKHUTe MpoaosKUTbL UK
Pa3spewuunTb BCe M NPOAOJSIKUTD, HTOObI BKOYNTL BCE (hYHKLMN:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTebHble NPUI0XKEHNSA

* [IporpamMmma yay4lleHns noJib30BaTeNbCKOro onbiTa

Haxnmas MpoaosmKuTb 1N Pa3peLwuuTb BCe U NPOAOJIXKUTDL, Bbl NPUHUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTnKon
KOH(pMOeHUMabHOCTN.
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3. Y106bl aKTMBMPOBATHL 6€30MaCHOCTL YCTPOMCTBA, YNPaBATh €0 U MPOCMATPUBATL O HeWl
CBEAEHNS C MOMOLLIbIO ESET HOME, NOAK/OYUTE YCTPONCTBO K YYETHOW 3anucy ESET HOME.
LLlenkHuTe MponycTuTb BXOA, 4TOObI NPOA0/IXUTL 6€3 NoakNtYeHns K ESET HOME. Bbl cMOXeTe
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NOAKIOYNTL YCTPOMNCTBO K YYETHOW 3anmncm ESET HOME No3Xe.

4. B cnyyae npooosiKeHus 6e3 noaknyeHns K ESET HOME Bbl6epVITe oMM akTuBaLumn. Ecnu Bbl

yCTaHaBnnBaeTe H6onee HOBYIO BEPCUIO MOBEPX CTAPON, Ball JMLEH3NOHHbBIN KoY ByaeT BBefieH
aBTOMaTUYECKMW.

5. MacTep yCTaHOBKM onpenensieT, Kakoi NpoAyKT ESET yCTaHaBANBAETCS, COMIaCHO BalLel
nuueH3un. Bcerga npeasapuTesibHO BbibpaHa BEPCUS C MaKCUMasibHbIM KOJIMYECTBOM (hYHKLMIA
6esonacHocTu. LLenkHTe UI3ME@HUTb NPOAYKT, €C/IN HY)KHO YCTAaHOBUTL APYIYI0 BEPCUIO

npoaykTa ESET. WenkHnte npOAOH)KVITb, 4TObObI HaYaTb npouecc yCtaHOBKN. OH MOXeT 3aHATb
HEKOTOPOE BPEMA.

Mpu HaNMYMM KaknMx-nmbo oCTaTKoB (hanioB NAM NanoK) NPoAYyKTOB ESET, KOTOpbIE Oblan

1 YyZaneHbl B NpoLuioM, BaM 6yfeT npeasioxkeHo paspewmnTb Ux yaanexHue. LWenkHnTe
YCTaHOBUTD, YTOObI MPOLOSIKUT.

6. Haxxmute KHomnky FoTtoBo, 4yTObbI 3aKpPbITb MaCTepP YCTaHOBKW.

AVCTpaHeHme HEMOJ1IaOK MNPn YCTaHOBKE.

Mocne yCcTaHOBKM N akTMBaL MK NPOrpaMMbl HAYHETCA 3arpy3ka Moaysien. BoinonHsaeTcs

i MHULMANN3aLmna 3aWnThl, U 0O 3aBepLIeHNS 3arpy3kn HeKOTopble PYHKLUNKN MOTYT elle He
ObITb NOMHOCTbIO hyHKLMOHANBHbBIMN.

ABTOHOMHaA yCTaHOBKa

3arpysnTe n yCTaHOBUTE NPOAYKT ESET A4 Windows 419 LOMALUHEro UCnoJib30BaHWA C MOMOLLbIO
aBTOHOMHOIO YCTaHOBLLMKa (.exe) HWXe. BuibeprTe, Kakyo Bepcuo NnpoaykTa ESET HOME 3arpy3nTh
(32-pa3pagHyto, 64-pa3pagHyto uam ARM).

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security Premium.

3arpy3uTb 64-pa3psaaHyto 3arpysnTtb 64-pa3psgHyto 3arpysunTtb 64-pa3psaoHyt0 BEPCUIO
BEPCUI0 BEpPCUto 3arpysunTtb 32-pa3psaHy0 BEPCUIO
3arpysuTb 32-pa3psaaHyto 3arpysnTb 32-pa3psgHyto 3arpy3unTb BEpCcUto ARM

BEPCUIO BEPCUIO

3arpysuTb Bepcuto ARM 3arpysunTb BEpPCuto ARM

Ecnm Y BaC aKTUBHOE NOAKIYEHNE K MHTepHeTy, YCTAHOBUTE NMPOAYKT ESET C NOMOLLbKO
MHTEPaKTUBHOIO YCTAHOBLLIWKA.

Korpa Bbl 3aMyCTUTE aBTOHOMHBI YCTAHOBLUVK (.exe), MAaCTep YCTAaHOBKM MOMOXET YCTAaHOBUTb
nporpammy.
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(es[3P) SECURITY

YcraHoBuTb ESET Security |

Wecnonszyiite kKomnetoTep AnA paboTsl, Urp U oBLEHMA, 3 2aLKTY oBecnedmT
ESET.

HyxHa noMolLLk € yCTaHOBKOW?
# OTKPBITE UHCTPYKUMM NO YCTAHOBKE

® OTKpbITE PYKOEOACTEC MOL20EATENA

Pyccrumi ~

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAIOLWLEMCA MEHIO U LeNKHUTe MPoaoIKUTD.

Ecnn Bbl ycTaHaBvBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLe BEPCHMN C 3aLLMLLEHHBIMM
napoJieM HacTPOMKaMK, BBEAWUTE CBOW Naposib. Bbl MoXeTe KOHUIypMpPoBaThb Naposib 4s
HaCcTpoeK B pa3aene HacTporika focTyra.

2. BbibepuTe HacTPOVKK ANst caeayowmnx GyHKUUIA, NpoYnTanTe JINLEH3VOHHOE COralleHmne ¢
KOHEYHbIM M0J1b30BaTeNEM WU [10IMTUKY KOH(DUAEHLIMAALHOCTY U WenKHUTe MpoaosKUTbL UK
Pa3spewunTb BCe M NPOAOJSIKUTD, HTOObI BKOYNTL BCE (hYHKLMN:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTe bHble NPUI0KEHNS

* [IporpamMmma yay4leHns noJib30BaTeNbCKOro OnbiTa

Haxunmas MpoaosmKuTb 1N PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHNUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTuKon
KOH(pMOEeHUMabHOCTN.
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3. LWenkHuTe MponycTuTb BXOA,. ECn y BaC eCTb Nogk/toyYeHne K IHTepHeTy, Bbl MOXeTe
NOAKJIIOYUTb YCTPOMCTBO K CBOEW Y4€THOW 3anucu ESET HOME.

4. WenkHute MponycTUTb aKTUBALMIO. 1115 NOJHOLEHHON paboThbl pelleHune ESET Internet Security
L0/KHO ObITh aKTUBUPOBAHO MOC/E YCTAHOBKW. [1Na akTVBaLIMN NporpaMmsl TpebyeTcs akTUBHOE
nofK/YeHne K HTepHeTy.

5. MacTep yCTaHOBKM MOKa3bIBAaET, KAKOW NPoayKT ESET 6yeT YCTaHOBJ/IEH, B 3aBUCMMOCTU OT
3arpy>XeHHOro aBTOHOMHOI0 YCTaHOBLLUMKA. LLienkHnTe MpomonXXuTb, 4Tobbl Ha4YaTb NpoLecc
yCTaHOBKMW. OH MOXET 3aHATb HEKOTOPOE BPEMSI.
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Mpu HaNM4MKM Kaknx-nmbo ocTaTkoB (haltoB UM Namnok) NPoayKToB ESET, KOTopble Bbinu
yZajieHbl B MPoOLWWJIOM, BaM ByAeT NpeasioxkeHo pa3peLmnTb ux yaaneHuve. LWenkHuTe
YCTaHOBUTb, YTOObI MPOLO/IKNTB.

6. HaxxmMmTe KHoMnky FoToBO, 4TOObI 3aKPbITb MacTep YCTaHOBKW.

AyCTDaHEHVIe HEenoJ1aAoK Npn yCTaHOBKE.

AKTUBaLUA NporpaMmbl

CyLlecTBYeT HECKOJIbKO CrocoboB akTMBaLMK NPOrpaMmMbl. JOCTYNHOCTb TOFO UM UHOTO BapuaHTa B
OKHE aKTMBaLMN MOXET 3aBNCETb OT CTPaHbl U cnocoba nonyvyeHns NporpamMmmbl (Ha KOMMNAKT- UK
DVD-AMUCKe, C Beb-CTpaHMUbl ESET U T. 4.).

* Ecnin Bbl Npnobpenyt po3HMYHY0 KOPOBOYHY0 BEPCUIO MPOAYKTA UIN NOYYUIN INEKTPOHHOE
MUCbMO C MHOPMaLMEN O NNLEH3UN, aKTUBUPYATE NPOAYKT, WenkHyB Ucnonb3oBaTb
NpMobpeTeHHbIN IMLEH3NOHHBbINA KJI04. JIMLIEH3NOHHBIN K04, KaK NPaBuio, PacrofioXKeH
BHYTPW YNaKOBKW MNPOAYKTa UM Ha ee TblJIbHON CTOPOHe. [118 yCrewHOoro BbinoaHeHNs
aKTUBALMWN IMLLEH3NOHHBINA KoY HE0BX0AMMO BBECTM B TOM BMAE, B KOTOPOM OH NPeaoCTaBJIeH.
JINLIEH3VOHHBIN K04 — 3TO YHUKAJIbHAsA CTPOKA B DOPMATE XXXX-XXXX-XXXX-XXXX-XXXX 1IN XXXX-
XXXXXXXX, KOTOpas UCnonb3yeTcs ANs MAeHTUGUKaLUUM Bnaaenbla U akTUBaLunum JnLEH3NN.

* Mocne BbiboOpa NapameTpa Vcnonb3oBaHne y4eTHON 3anucy ESET HOME Bam ByneT
NpeasoXeHo aBTOPM30BaTLCSA B Y4€THOW 3anncu ESET HOME.

* EC/in Bbl XOTUTE OLIEHUTb NPOrpaMmy ESET Internet Security, MpeXxae 4em nokynaThb ee,
BbibepuTe BapuaHT becnnatHaa npobHas Bepcus. YKaxute CBOU afipec 3NEKTPOHHON MOYTbI U
CTpaHy, 4Tobbl aKTUBMPOBATHL ESET Internet Security Ha OrpaHMYEeHHbI NEPUOS BPEMEHM.
JInueH3ns Ha becnnaTHyto NpobHyto Bepcuto ByaeT oTnpaB/ieHa BaM MO /IEKTPOHHON NMOYTeE.
Ka>xablll Nonb30BaTEb MOXKET aKTUBMPOBATb TOIbKO OAHY NPOOHY0 NULLEH3NIO.

* EC/IM y BaC HET JIMLIEH3UW, HO Bbl XOTUTE KYNUTb ee, BbibepuTe BapraHT «Mpuodbpectu
NINLLEH3MIO». B pe3ynbTaTe 0TKpoeTCs Beb-callT MecTHoro auctpmbbioTopa ESET. MosiHble
NNLLEH3MN NPOAYKTOB ESET Anst Windows A1t AOMALLHEro UCNoJb30BaHNs He HecniaTHbl.

3MeHUTb NLEH3MI0 Ha NPOAYKT MOXXHO B Nitoboe Bpems. [1Nis 3TOro wenkHuTe CnpaBkKa u
nogaep>xka > U3MeHUTb IMLEH3MIO B [/1aBHOM OKHe rporpammbl. OTo6pa3nTcs OTKPbIThINA
NOEHTUDUKATOP NNLLEH3UN, NPENHA3HAYEHHbIN AN5 ee naeHTuduKauum B cnyxxbe noanepxku ESET.

Ecnn y BaC eCTb MMA NMoJsib30BaTeNs 1 MNaposb 418 aKTUBaL MM NMPOoayKTOB ESET npeablgywmx Bepcvn7|,
HO Bbl HE 3HAeTe, KaK aKTUBMPOBATb ESET Internet Security, npeobpasynTte ycTapeBLUNE YYETHbIE
LaHHbIE B JIMLIEH3NOHHbIN KJH0Y.

A He ynasioCb akTMBMPOBAThL NpPorpaMmy?
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INTERNET SECURITY

BribepuTe BapmaHT aKTMBaLMK

Wcnonssyiite npuobpeTeHHbIi U MprobpecTy AMLEH3WID
- [-J-}
MALLEH3MOHHBIWA KNKY Ana npuoBpeTeHna NHUeH3uY oBpaTHTecs K
MCHOHEE}'ﬁTE NULEHZNHD, KYMNEHHYHD Yepes CBOEMY ,£l,|r1t‘rp|r1r5h+0T0p_}'. ECnu Bbl HE 2HaeTe, KTO
IHTEPHET AW E MarasuHe. Ball AMCTPUOLIOTOP,08paTuTeck B HaLly cmywby
NoOAAE PHEN.
® ACNONb30BaTh YUeTHYO 3anucs ESET
HOME

AeTopuzyiiTecs B ESET HOME u BRIGRpUTE
NMUeHzMk, yTobbl aKTHENPOBATE NPodykT ESET Ha
BalLeM YCTpoicTEE,

BBOA, JIMLEH3UOHHOIO KJilo4a NMPU aKTUBaLlUMU

ABTOMaTU4eCKMe 0OHOBNEHMSA ABNSIOTCSA BaXKHbIM KOMMOHEHTOM Ballen 6e30nacHOCTK. ESET Internet
Security 6yaeT nonyy4yaTb 06HOBNEHMSA NOCAE aKTMBaL UK.

Mpwn BBoAe JINLLEH3MOHHOIO KJ1I04a Ba)XHO YKa3blBaTb €r0 MMEHHO B TOM BUAe, B KOTOPOM OH
nosny4yeH.

s JINLUEH3VNOHHBIN K04 — 3TO YHUKAJIbHAs CTPOKA B (hOPMATE XXXX-XXXX-XXXX-XXXX-XXXX,
KOTOPas UCMosb3yeTca AN UAeHTUMUKaALUM BAaAenbLa U akTUBaALUK JINLEH3NN.

Bo nsbe)xaHne HeToO4YHOCTEN pekoMeHOyeTCAa CKOMMpPoBaTb JINLLEH3NOHHBIN KoY 13 3/1EKTPOHHOI 0
NnncbMa C perncTpaumnoHHbIMMN AaHHLIMKU N BCTaBUTb €ro B Hy>XKHOE TNOoJIE.

Ecnun He BBECTM NINLEH3NOHHBIN KJTH0Y nocsie YCTaHOBKW, MPOOYKT aKTUBUPOBaH HE 6y,u,eT. ESET
Internet Security MOXKHO aKTUBWPOBATb B [JITaBHOM OKHE MPorpaMmmsel > CnpaBKa U nopgpepxka >
AKTUBUPOBATb JINLLEH3UIO.

MonHble NNLEH3UM NPOLAYKTOB ESET And Windows 419 JOMaLLHEro Ucrnojib30BaHns He becnnaTHbl.

Micnonb3oBaHue y4yeTHOM 3anucu ESET HOME

MoAkNo4YNTE CBOE YCTPOMCTBO K ESET HOME, 4T0BbI MOJy4NTb BO3MOXHOCTb NMPOCMaTPMBaTh BCE
aKTUBMPOBAHHbIE JINLEH3MWN 1 YCTPONCTBA ESET U yNpaBAsTh UMK, Bbl MOXeTe NPoaaNTb JINLEH3NIO,
MOBLICUTb €€ YPOBEHb UM PACLLMPUTL €€, a TakXXe NPOCMOTPETb BaXKHble CBEAEeHNs 0 nLeH3un. Ha

14


https://home.eset.com/

nopTase ynpasaeHUs uam B MobMabHOM NpUNoXXeHun ESET HOME MOXXHO U3MEHSATb HaCTPOWMKM
Moayns AHTUBOP, f00aBNATL Pa3IMYHbIE ULEH3NW, 3arpy>KaTb NPOAYKTbI Ha CBOW YCTPOWCTBA,
NPOBEpPSTb COCTOSHNE 6e30NacHOCTM NPOAYKTa U AENNTLCA IMLEH3NAMMN N0 3NEKTPOHHON NoYTe.
JonoNHUTENbHbIE CBEAEHUS MOXHO HATU Ha CTPaHMLLAaX OHJIaH-CnpaBky ESET HOME.

(es[X) INTERNET SECURITY

BoiawTe B yueTHyt 3anucs ESET HOME (es

AJpEC INEKTPOHHON NOYTHI

-~
7 MpogonxuTte c Google =1

Mapons
‘ Mpogonxute c Apple

H -
SI,E Mpockanmpyiite QR-koa BOCCTAHOENEHHE NapONA

’ ¥ Bac HeT yueTHo# 2anucn? CozpaiTe ee

Mocne BbiGopa BapraHTa Mcnonb3oBaHue y4eTHOM 3anucu ESET HOME B KavecTBe crnocoba
aKTMBALIMN WAV NPU NOAKYEHUN K YYE€THOW 3anncu ESET HOME BO BpeMSsi yCTaHOBKMU:

1. Bxof B y4eTHYI0 ESET HOME 3anuch.

Ecnm y Bac HeT y4eTHON 3anucu ESET HOME, wenkHuTe Co3aaTbh Y4€THYIO 3anuchb, 4YToObI
3apPEerncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLUMAMU B OHIANH-CNIPaBKe ESET HOME.
Ecnu Bbl 3abblaK NApob, WENKHUTE  He NOMHIO NAPOJIb U C/ieAyNTe UHCTPYKLMSAM Ha
3KpaHe Un 03HAKOMbTECh C MHCTPYKLMUAMYW B OHNANH-CNpaBke ESET HOME.

2.3afanTe UMA YCTPOMUCTBA, KOTOPOe byaeT MCnosib30BaTbCs BO BCeX CNybax ESET HOME, a
3aTeM wesikHuTe NMpoaoIKUTL.

3. Bb|6ep|/|Te JIMLLEH3MIO 0N aKTMBaLUM Unmn fobaBbTe HOBYIO LeH3nt0. LlenkHuTe
Mpoponxutb, 4Tobbl aKTNBNPOBATH ESET Internet Security.

AKTMBMpPOBATb NPOOHYIO NULLEH3UIO

YT00bl aKTMBMPOBATL NPOBHYI0 BEPCUIO ESET Internet Security, BBEAWTE AEACTBUTENbHBIN aapec
3/1eKTPOHHOW MOYThbl B M0/ Agpec 3/1IeKTPOHHOM nouThl 1 MoaTBepAUTe afpec 3/1IeKTPOHHOM
nouTol. Mocne akTuBauum byneT co3gaHa v oTnpaBsieHa BaM Mo 3/IEKTPOHHON NOYTe ANLEH3Ns ESET,
HeobxoanMas Ans 0OHOBNEHUS . DTOT aApeC 3eKTPOHHOW NOYThl TakKe ByAeT UCMN0b30BaTLCSA ANS
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OTNpPaBKU yBELOMJIEHNIN 06 OKOHYaHWM CPOKa AEeNCTBUS NNLEH3UN Ha MPOAYKT U APYrux coobuieHnin
OT ESET. AKTUBMPOBaTbL NPOOHY0 BEPCUIO MOXHO TOJIbKO OZMH pas.

BbibepuTe CBOK CTPaHy B packpbiBatoLlemMcs MeHto CTpaHa, 4Tobbl 3aperncTpmpoBaTh ESET Internet
Security Y MECTHOI0 pacnpoCTPaHUTENS, KOTOPLIA 1 ByaeT NpefoCcTaBAsTb TEXHUYECKYIO NOAAEPXKKY.

BecnJlaTHbIX JIMLEH3UOHHbIA KNIOY ESET

MonHaa NnMueH3mnsa Ha ESET Internet Security He ABnseTca 6ecnnaTHON.

JINLEH3WOHHBIA KoY ESET NpeacTaBnseT coboit YHUKaNbHY0 NoC/e0BaTeIbHOCTb Pa3aeNieHHbIX
neducamm 6ykB 1 undp. OH NpefoCTaBASeTCs KOMMNaHuel ESET n obecneynBaeT feranibHoe
CNOJIb30BaHMe ESET Internet Security B COOTBETCTBUM C JINLIEH3VIOHHBIM COrJIaLEHNEM C KOHEYHbBIM
noJsib30BaTesieM. Kax bl KOHEYHBIV NOJSb30BaTe b UMEET MPaBO UCMOJb30BaTh JINLIEH3VOHHbIN
KJ104 TOJIbKO B Mpeaesniax, B KOTOPbIX OH MMEET MpaBo NCMOJb30BaTh ESET Internet Security B
COOTBETCTBUM C KOJIMYECTBOM JINLEH3UIA, NPEAOCTABEHHbIX KOMMNaHWEN ESET. JINLEH3UOHHBI KJTHoY
ABNSAETCA KOHPUAEHUNANbHBIM U HE MOXET NPEfoCTaBAATLCA TPETbUM NnuaM. O4HaKo Bbl MOXETe
NoAEeUTHLCSA NNLIEH3NAMMN Ha paboyne MecTa Yepes ESET HOME.

HekoTopble NCTOYHUKN B MHTEpHEeTe MOryT npenocTaBuUTb BaM «becnnaTHble» NNLEH3NOHHbIE KJTHOYUN
ESET, HO cnefyeT y4nTbiBaTb caejytoLlee.

* MNepexop No peknaMHON cCblike «becnnaTHas NMUEeH3us ESET» MOXET NOoABEPrHyTh
OMaCHOCTY Ball KOMMNbIOTEP WU YCTPOWCTBO U MPUBECTMN K 3apaXKEHMI0 BPELOHOCHLIMY
nporpamMMamiu. Bpe,oHOCHbIE NPOrpPaMMbl MOTYT CKPbIBAaTbLCA B HEO(MLIMAIbHOM Beb-
COEPXMMOM (HanpuMmep, B BUIEOPO/INKAX), Ha Beb-calTax, KoTopble 3apabaThiBalOT AEHbIU,
noKa3sblBas peksamy noceTuTensam, n T. A. OBbIYHO 3TO JIOBYLUKA.

* ESET MMeEeT NpaBO OTKJOYaTb NUPaTCKME INLEH3NN N AeNaeT 3TO.

* icnonb3oBaHWe NMPATCKOro AMLEH3MOHHOro KJo4a HapyLlaeT yC10BMA JINLEH3NOHHOI O
CorfalenHns C KOHeYHbIM N0JIb30BaTeNeM, KOTOPOE Bbl AOJKHbI MPUHATL, 4TOObI YCTAHOBUTb
ESET Internet Security.

* MokynanTe NnueH3umn ESET TOIbKO N0 ouLMaibHbIM KaHalaM, Hanpumep Ha canTe
www.eset.com, Yy ANCTPUObLIOTOPOB 1 MOCPEAHNKOB ESET (He NOKynanTe MLEH3NN Ha
HeouMLUMaNbHbIX CTOPOHHUX Beb-CcalTax, TaKMX KaK eBay, U IMLLEH3MUN 0OLLEr0 NCMONb30BaHNS Y
TpeTbux nuu).

* 3arpy3ka npoayKTa ESET Internet Security aBiseTCs 6€CnNaTHON, HO ANS aKTMBaLMW BO BPEMS
yCTaHOBKM TpebyeTcs AeNCTBUTENbHbIN MLEH3NOHHbIV KoY ESET (Bbl MOXKETE 3arpy3nTb U
YCTaHOBMUTb NMPOAYKT, HO 6e3 akTuBauun oH He byaeT paboTaTh).

* He nenntechb cBoen NnueH3nen B MHTepHeTe Wan CoumasbHbIX CeTAX (OHa MOXET CTaTb
LUMPOKO AOCTYMHOM).

YT106bI pacno3HaTb NUPATCKYIO NNLEH3NI0 ESET 1 COOBLUTL O HEW, BOCMONb3YNTECh UHCTPYKLUMAMY,
KOTOpbI€ NMpuBeAeHbl B CTaThe Hallen Da3bl 3HaHWUN.
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Ecnv Bbl He yBepeHbl B He0bXoAUMMOCTH NOKyNaTb NPOAYKT 6€30NacHOCTM ESET, ANS NPUHATUSA
peLleHnsa MOXHO BOCMNOJIb30BaTbCsA NPOBHON BepCUue:

1. AKTMBaLMA ESET Internet Security C NoMoLLb0 becnaaTHOM NpobHOM NNLLEH3UN

2. YyacTue B nporpamme berTa-TecTmpoBaHus ESET

3. YcTaHoBUTe ESET Mobile Security, €Cav Bbl UCNO/Ib3yeTe MObUIbHOE YCTPONCTBO Android, 3TO
pelleHmne SBNAETCS YCNOBHO-6ecnnaTHbIM,

YT106bI NONYYUTL CKUAKY WA NPOASNTL NINLIEH3NIO:

* MOPEKOMEHOYNTE ESET Internet Security APYTY;

* NpoaanTe NPOAYKT ESET (ecqn y BacC Oblla akTUBHAA NULEH3MA paHbLLE) AN aKTUBUPYNTE ero
Ha 6onee OANTENbHbLIN NEPUOA.

AKTUBALMA He BbINOJIHEHA:
pacnpocTpaHeHHble CLueHapum

Ecnn akTuBaums ESET Internet Security 3aBepLUXIACk Heynayen, Hambonee pacnpoCTPaHEHHbLIMM
CLEeHapusMU ABNAITCA:

* JINLEH3MOHHbBIN KNOY Y>Ke NCMOoJb3yeTCs
* HeleCTBUTENbHBIA NMNLEH3NOHHBIA KoY. Owmnbka B (hopMe akTMBaALLMM NPOAYKTa.

* lononHUTENbHasa MHopMauns, Heobxoammasa ona akTuBaLumm, OTCYTCTBYET UM ABNSETCA
HegonyCTUMOW.

* Ownbka obMeHa fAaHHbIMU € 63301 AaHHbIX akTMBaLMK. MOBTOPMTE NOMbLITKY aKTMBaL MK
yepes 15 MUHyT.

* [logkno4yeHne K cepeepam aKTuBaLm ESET OTCYTCTBYET WIN OTKJIIOHEHO

Ybenntech, 4To BBEAEH npanmbelM JINLLEH3NOHHBIN KNOY, 1 nonp06y|7|Te BbIMOJIHNTb aKTUBaLU WO
eLle pas. Ecnwn pnga akTneauuu Bbl ncnosiblyeTte y4eTHY 3anncb ESET HOME, CM. CTaTbto YnpasJsieHue
JIMLEH3MAMM ESET HOME — OH1aH-CNpaBKa.

Ecnv BaM BCe paBHO He yaeTCs BbIMOJAHUTL aKTUBALMIO, BOCMONb3YATECh CPEACTBOM ESET M0
YCTPaHeHNo Hernonafok akTuBaLlv, KOTOPOe COAEPXXUT OTBETbI Ha 4acTO 3aJlaBaeMble BOMPOCHI,
cBefeHmns 06 ownbkax n cnocobel peweHnsa Npobaem ¢ akTuBaunen n AMLEH3NPOBaHNEM (AOCTYMHO
Ha aHIIMACKOM N HECKObKMX OPYruX A3blKax).

AKTUBaLUA He BbiNOJIHEHa U3-3a npeésbilLUEeHUA
nopora nCnoJib30BaHusA JINMULEH3IUN
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Mpobnema

* BO3MOXXHO, NpeBbILLeH NOpor UCNoab30BaHUA BalLLEN IMLLEH3UN, NN OHA NCrosib3yeTca He Nno
Ha3Ha4eHuto

* AKTMBaLWA He BbINOJIHEHA N3-3a npesBbileHnA nNopora NCnoJib3o0BaHUA INLEH3NN

PeweHue

3Ta NNLEH3Us UCNONb3yeTCs Ha 6oNblueM KONNYECTBE YCTPOMCTB, YEM OHa NpedyCcMaTpuBaeT.
B0o3MOXXHO, Bbl CTa/M XXepTBOM NUPATCTBa MW MNOAAEKN NPOrpaMMHOro obecrneyeHns. 3Ta
NNLEH3USA He MOXeT BblTb NCMOb30BaHa ANA aKTMBaLMMN Kakoro-nnbo Apyroro npoaykTta ESET. Bbl
MOXXeTe pewunTb 3Ty NpobaemMy HenocpeaCcTBEHHO, €C/IN Y BaC €CTb MPaBO Ha yrnpaB/eHne
NLLEH3MeN B y4eTHON 3anncm ESET HOME nnau ecnm Bbl Npuobpeny AnLEeH3NI0 B 3aKOHHOM NCTOYHUKE.
Ecnv y Bac ellle HET y4eTHOW 3anucu, cosfanTe ee.

Ecnu Bbl sBNSieTECH BAIAAEbLEM JIMLIEH3UN U HE NOJYYUAM 3anpocC Ha BBOA afpeca 31eKTPOHHOM
MOYThbl:

1. YT0o6bI yNpaBnaTb NMLEH3NeN ESET, oTKponTe Beb-bpay3ep n nepenante Ha Beb-cant
https://home.eset.com. OTKpONTe ESET License Manager 1 yaanute nnbo geaktuenpymnTte paboyune
mecTa. bonee ﬂO,D,pOﬁHbIe cBefeHunda CM. B pasgene Y10 genaTh B C/lyyae NpeBbILIeHNs rnopora
NCMoJ1b30BaHUA JTULIEH3UN.

2. Y706bI pacno3HaTb NMPATCKYO ANLLEH3MI0 ESET 1 COOBLNTL O HEl, BOCMONb3yNTeCh
VHCTPYKUMAMU B CTaTbe Hallen 6asbl 3HaHWN.

3. Ecnu BbI He YBE€PEHbI B TOM, 4TO NMPOUCXOONT, HAXXMUNTE KHOMKY «Hasap» 1 CBAXXUTECH CO
cny>xbor TeXHU4eCKoM Noaaep»XKun ESET Mo 3JIEKTPOHHOWN NoYTe.

Ecnu Bbl He Bnageneu ANLEH3UN, coobLmTe BRaaebly 3TON NNLEH3NN O TOM, YTO Bbl HE MOXETE
aKTUBMPOBATb NPOAYKT ESET 13-3a NPEBbILLIEHNS NOPOra NCMnosb30BaHNa NnuLEeH3nN. Bnagenel,
MOXET PeLlnTb 3Ty npobnemy Ha nopTane ESET HOME.

Ecnv Bbl Nosly4nTe 3anpoc Ha NOATBEPXXAEHME agpeca 3N1eKTPOHHOM NoYThl (OH oTobparkaeTca
TONBbKO B HEKOTOPbIX Cy4asx), BBEAUTE aipec 3/IEKTPOHHON NOYThI, KOTOPLIN Bbl U3HA4YaIbHO
MCMosIb30Banu AN9 NOKYMNKN UM aKTMBaLUK ESET Internet Security.

lNoBbilLeHUue YPOBHA JIMLLEH3UHU

3TO OKHO yBeOMJIeHNs NOSBASETCS, KOraa bbila MU3MEHEHa NMLEH3NS, UCMOJb3yeMas ans
aKTVBALMK Ballero npofykTa ESET. U3MeHeHHas NnLeH3Ms No3B0oJISeT akTUBUPOBATL MPOAYKT,
KOTOpbIA MMeeT Bosblie PyHKUMIA 6e30NacHOCTU. ECAN HUKaKMX U3MEHEHWI cieNaHo He 6bino, B
ESET Internet Security 0WH pa3 0TobpasnTcs OKHO npeaynpexaeHus NMepexomn K MCNONb30BaHUIO
npoaykKTa ¢ 60sbLIKMM KONMYECTBOM (DYHKLMHN.

Da (pekoMeHpyeTca): byaeT aBTOMAaTUYECKM YCTAHOBEH NPOAYKT C AOMNOJIHUTENbHBIMY
DyHKLUMAMN 6e30MacHOCTW.

HeT, cnacmbo: HUKaKNX N3MeHeHnn He ByaeT, n yBegomaeHune 60sblie He NOSBUTCS.
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CBefieHNs 0 TOM, KaK U3MEHUTb NPOOYKT MNO3>Xe, CM. B CTaTbe 0a3bl 3HaHUN ESET. JONONHUTENbHbIE
CBeleHuns 0 NnueH3nax ESET cM. pasgesnie Bonpochl 1 0TBEThI 0 JINLLEeH3NPOBaHUMN.

B npuBeneHHON HKe Tabauue onncaHbl YHKLMN KaX40ro U3 NPoayKTOoB.

ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

v v v
4 v v
v v v
v v v
v v v
v v v
v v v

Moaynb obHapyxeHus

PacwmnpeHHoe MalnMHHoe oby4yeHne
BNOKMPOBLLMK 3KCMJIONTOB

3almTa OT aTak Ha OCHOBE CLeHapues
3almMTa OT PULLNHTa;

3awwmTa goctyna B UHTepHeT

CncTema HIPS (B TOM Yucne 3awmTta OT NporpamMmm-
BbIMOraTesnen)

3awuTa oT crnama
thanepson;

NHCcneKkTop ceTun

3awmTa Beb-kamepbl
3awuTa OT CceTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6aHKOBCKOM oniaThbl
PoanTenbCKun KOHTPOJIb

N N N N N N N 8N~

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N NS N N N N SN 8N SN NSNS s

lNMoBbilLeHUe YPOBHA NPOAYKTa

Bbl 3arpy3unsin yCTaHOBLLMK MO YMONYAHWUIO U PELLUUAN N3MEHUTb aKTUBUPYEMbIA NPOAYKT, U Bbl
XKesaeTe 3aMeHNTb YCTAHOB/IEHHbIA NPOAYKT Ha NPOAYKT C AOMOAHUTENbHBIMU (YHKLMNSMM
H6e3onacHoCTW.

i3mMeHeHVe NpoAyKTa BO BpeMs YCTAHOBKMU.

B npuBeneHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

Moaynb 06HapyXeHus v v v
PacluMpeHHoe MalluHHOoe 0by4yeHne
BNIOKMPOBLLMK 3KCMNIONTOB v v v
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ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

v
v
v
v

3aWwunTa OT aTaK Ha OCHOBE CLieHapneB
3alMTa OT IULLKHTa;
3awmTa gocTtyna B HTEpHET

N N N N
N N N SN

CncTema HIPS (B TOM YMCe 3alimTa OT NporpamMm-
BbIMOraTesnen)

3awmTa oT cnama
thanepson;

MNHCneKkTop ceTun

3awmTa Beb-kamepbl
3awuTa OT CeTeBbIX aTak
3awmTa oT 60THETOB
3awmTa 6aHKOBCKON onJaThbl
PoanTenbCKUm KOHTPOJIb

N N N N N N N 8N SN

AHTUMBOp
Password Manager
ESET Secure Data
ESET LiveGuard

N NS N SN N S N NS S N s s

MoHu>XeHue yPOBHSA JINLLEH3UU

TO0 AManoroBoe OKHO MOSBASETCS, KOrAa bblia N3MeHeHa JIMLEH3NS, NCMOb3yeMas A1S aKTUBaLNN
BaLLero NpofykTa ESET. 3MeHeHHas NMNLLEH3MA MOXKET NCMOJIb30BaTbCA TOMbKO C APYTrM NPOAYKTOM
ESET, KOTOpPbIA MMeET MeHbLUe PYyHKLMIA 6e3onacHOCTW. MpoayKT Hbl1 M3MEHEH aBTOMaTUYECKMN,
4T06bI NPEeAOTBPATUTL MOTEPIO 3ALLUNTHI.

HdononHuTtenbHble CBEAEHNS O JIMLLEH3NAX ESET CM. paspene Bonpochkl M OTBETHI 0 JIMLEH3NUPOBAHWUMN.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKL0ro 13 NpoayKTOB.

ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

Mogaynb obHapyxeHuns v v v
PaclwmpeHHoe MalnHHoe obyyeHne v v v
BNOKMPOBLLMK 3KCMIONTOB v v v
3awuTa OT aTak Ha OCHOBE CL,eHapueB v v v
3aliuTa OT (PULLNHTa; v v v
3awmTa goctyna B UHTepHeT v v v
CucTtema HIPS (B TOM Yucsie 3aWwmTa OT nporpamm- v v v
BbIMOraTenen)

3awuTa oT crnama v v
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ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

v
v
v
v
v
v
v
v
v
v
v

thanepson;

MNHCneKTop ceTun

3awmnTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa ot 60THeTOB
3awmTa 6aHKOBCKOW oniaThl
PoanTenbCKUm KOHTPOJIb

N N N N N N 8N SN

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

NMoHu>XeHue ypoBHA NPOAYKTa

YCTaHOB/IEHHbIN cenvac NPoAyKT umeeT bonblue QPyHKLNN No obecnevyeHmnto 6e30MacHOCTH, YeM
NPOAYKT, KOTOPbIV Bbl COBMpaeTeCb akTUBMPOBATb. Bbl yTpaTuTe 3alMTy OT KpaXku 1 JOCTym K
COOTBETCTBYIOLNM AaHHbIM, KOTOPbIE XPAHATCS Ha NopTane ESET HOME.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKTOoB.

ESET NOD32 ESET ESET Smart
Antivirus Internet Security
Security Premium.

Moaynb obHapyxeHus v v v
PaclwmpeHHoe MalwnHHoe obyyeHne v v v
BJIOKMPOBLUMK 3KCNIONTOB v v v
3awuTa OT aTak Ha OCHOBE CL,eHapueB v v v
3almMTa OT (PULLNHTa; v v v
3awwmTa goctyna B UHTepHeT v v v
CucTtema HIPS (B TOM 4Yucsie 3aWwmTa OT nporpamm- v v v
BbIMOraTenen)

3awuTa oT crnama v v
thanepson; v v
NHchekTop ceTun v v
3awunTa Beb-kamepsl v v
3awuTa OT CeTeBbIX aTak v v
3awmTa oT 6oTHETOB v v
3awmTta 6aHKOBCKON onsaThbl v v
PoonTenbCKMm KOHTPOJb v v
AHTMBOP v v
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ESET NOD32 ESET ESET Smart

Antivirus Internet Security
Security Premium.

Password Manager
ESET Secure Data
ESET LiveGuard

YcTpaHeHue HenoJsiafgoK Npu yCTaHOBKe

Ecav BO BpeMs yCTAHOBKM BO3HMKAOT NpobneMbl, MacTep YCTAaHOBKM NPeaoCcTaBNseT pelleHme ans
YCTPaHeHNs HEMoNaLoK, KOTOPOe NMOMOXKET C HUMW CMIPaBUTLCS, €C/IN 3TO BO3MOXHO.

LLlenkH1Te 3anycTUTb yCTPpaHeHne Henonapaok. Korfa pelleHne ans ycTpaHeHUs Henoiamok
3aBepLINT paboTy, BLINOJHATE PEKOMEHIyEMbIE NEeNCTBUS.

Ecnn npobnema He byneT ycTpaHeHa, CM. CMNCOK PacnpoCTpaHeHHbIX OWNOOK YCTaHOBKM 1 PeLLeHIi
LN15 HUX.

NMepBoe ckaHUpPOBaHMe NMocJie YCTaHOBKMY

lNocne yCTaHOBKM ESET Internet Security U NepBOro yCnewHoro 0bHOBNEHNS aBTOMATUYECKM
Ha4ynHaeTCAa CKaHNpoBaHKWe KOMMNbOTEPA Ha Haan4dme speJoHOCHOro Koaa.

CKaHI/IpOBaHVIe KOMMbIOTEPA TaKXeE MOXHO 3anyCTUTb BPYYHYIO B JlaBHOM OKHE MporpamMmesl, Bbl6paB
CKaHMPOBaHMe KoMnbloTepa > CKaHMpOBaTb KoMnbloTep. 15 nonyvyeHnsa LONONHUTESIbHbIX
CBEOEHUN 0 CKaHpOBaHUN KOMNblOTEPa CM. pa3nen CkaHVpoBaHMe KoMnbTepa.
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(es[ED) INTERNETSECURITY i - O X

CKaHHpOBaHHE KOMnNbHOTEpPa ®

‘[',:D [ OMALUHAR CTPaHNLA

OMNBHOTED FaClUMPEHHOE CKaHWPOBaHMWE
MEHEX SMCKOE K BriBopoyHoe CKAHMPOBAHME W CKAHWPOBIHME
CBEMHBIX HOCHTENER

Q CKEHHPOEIEHHE‘ KOMMNBHOTEDA (@

O OBHOBNEHNE

E Cepenc
133 HacTpoiika

@ CNpaeka W NoALepxKa
Q CKaHWpOEBaHWe KOMMLHTepPa

Mpowscwno oGrapyxenni: 0
\REGISTRY\MACHINE\SOFTWARE\ Classes\WOWB432Node\ CLSIDV BFOACS3F-...:

~ boAblue CEEAEHMIA [ OTKpbITs OKHO CKaHWPOBaHWA

[lefcTBMe nocne ckad. | HUYero He NpeanpuH.. %

ObHOBNIEHME B0 HOBOM Bepcum

HoBble Bepcuu ESET Internet Security BbIMYCKAIOTCSA A8 peann3aumm yaysleHnin uam ncnpasieHns
npo6siem, KoTopble He MOryT OblTb YCTPaHEHbl aBTOMATUYeCKUM 06HOBIEHWEM MOAY el NMPOrPaMMbl.
O6HoBJ/IEHNE [0 HOBOW BEPCMMN MOXXHO BbIMOJAHUTb OAHUM U3 HECKOJIbKMX CNOCO60B.

1. ABTOMaTM4eCKN nyTemM 0bHOBEHNS NPOrPaMMbl.

Mockonbky 06HOBAEHUSA NPOrpaMMbl PACAPOCTPAHSAIOTCA Cpean BCeX NoJib30BaTeNen n MoryT
NOBANATb HAa HEKOTOPbLIE CUCTEMHbIE KOHDUTYPaLMK, OHW BbIMYCKAOTCS TOJIbKO Nnocne
ANNTENbHOro TECTUPOBaHMA C Lenbio obecneyveHmnsa becnepebornHon paboThl Ha BCEX BO3MOXHbIX
KOHUrypaumsax. YTobbl nepenTn Ha HOBYIO BEPCUIO Cpa3y MoC/e ee BbiMyCcKa, BOCNOJIb3yNTECh
OOHUM N3 MepPeYnCIeHHbIX HUXe cnocobos.

YbeauTech, 4TO BKIOYEH NapamMeTp OOHOBIeHMe (PyHKLMIA NPUIIOKEHUA B pa3aene
PacwumpeHHble napameTpsbl (F5) > ObHoBneHue > NMpodunu > O6HOBNEHUSA.

2. Bpy4Hyto B r1aBHOM OKHE MporpaMmbl C MOMOLLbIO KHOMKK MpoBepuTb Hann4yme ob6HoBNEHUI
B pasnene OBbHoBNeHue

3. Bpy4Hyto nyTeMm 3arpysku U yCTaHOBKMW HOBOV BEPCUY MOBEPX NPenblayLLei.

HononHnTtenbHble CBEAEHNSA 1 NNNOCTPUPOBaHHbIE MHCTPYKLUWN CM. B pPa3genax:

¢ ObHOBJIEHME NPOAYKTOB ESET — NPOBEPKA Ha HaJIM4ymMe HOBENLIMX BepCUA MoayJ1en NPoaYKTa

* PasnnyHble TUNbl BbINYCKOB M 0OHOBAEHWUN MPOAYKTOB ESET
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ABTOMaTU4YecKoe oOHOBJIeHMe yCcTapeBLUe#n
BEpPCUU NPOAYKTa

Bepcnsa npoaykTa ESET 6o/blUe He noanepxmnaeTtcs. Baw npoaykT 6bi1 06HOBAEH [0 NOCeaHeN
BEPCUN.

A PacnpocTpaHeHHble NpobaemMbl, BO3HUKAKLLME NPU YCTAaHOBKE

Kaxxaas HoBasi Bepcus NpoAyKTOB ESET COAEPXXUT MHOXECTBO UCNpPaBsieHU ownboK 1
1 YAyuleHwnid. mMetowmecs KNeHTbl ¢ 4eNCTBYIOLWEN NNLeH3neln AN npoaykTa ESET MoryT
6ecnnaTHO NepenTn Ha NOCNEAHIO BEPCUIO TOrO0 XXe NPoAyKTa.

YT106bI 3aBEPLLNTL YCTAHOBKY, BbINMOJHUTE CleayoLime 0enCTBuUS.

1. Haxxmunte anIHﬂTb U NPOAOJIKHUTD, 4YTOObI NPUHATDL JINLLEH3OHHOE cornauledHne ¢ KoHe4YHbIM
noJib30BaTesieM N NOATBEPANTL CBOE Ccornacume C NOJINTUKON KOHMAEHLUNaNLHOCTU. ECnn Bbl He
COrflacHbl C JIMUEH3MOHHbBIM COrflalleHneM, HaxxmMuTe Yaanutb. BoCcCTaHOBUTL npenbiayLyo
BEPCUIO HEBO3MOXHO.

2. WenkHnTe PaspewwinTb BCe U NPOAOJDKUTD, YTOOLI pa3pewnTb Kak Cuctemy obpaTHOM CBA3M
ESET LiveGrid®, Tak u [1porpamMmmy yay4yLieHns noJib30BaTesIbCKOro OrnbiTa, Uan HaxxMuTe
MpopoMXKNTL, €C/IN Bbl HE XOTUTE Y4aCTBOBATb.

3. Mocne akTMBaLMM HOBOIO MPOAYKTa ESET C NMOMOLLbIO IMLIEH3MOHHOMO KJl04a 0TKPOETCS
AOMalLHAS CTpaHuua. Ecan cBeaeHns o IMLEH3NUN He HAaWAEHbI, Bbl CMOXXETE NMPOA0IKMNTb C
HOBOI NIMLIEH3MEN Ha NpobHoe ncnosb3oBaHne. Ecnm nuueH3us, ucnosb3yemas B NpeablayLem
NPoOAyKTe, HeleCTBUTEIbHA, aKTVBUPYNTE NPOAYKT ESET.

4. Ins 3aBepLUEHNS YCTAHOBKM HEOBXOAMMO Nepe3arpy3nTb YCTPONCTBO.

PekoMeHpauusa npoaykra ESET gpyry

B 3Ton Bepcum ESET Internet Security npeaycMOTpeHbl pedepasibHble BOHYCbl 38 peKoMeHAaLmMIo
NPOAYKTOB ESET 4/leHaM CeMbM 1 ApY3bsM. Tenepb peKoMeHAaLmMm MOXXHO OTMPaBNATbL faxe U3 Tex
nporpamMM, KOTOpPble aKTUBMPOBaHbI B paMkax NPobHON anueH3nn. Ecan y Bac nnueH3ns Ha npobHyto
BEPCUIO NPOrpaMMbl, 38 KaXXAYyI0 OTNPaB/eHHY0 BaMU PeKOMeHOALU M0, KoTopas npuBefeT K
aKTMBaLWV Nporpammel, 1 Bbl, U Ball Apyr nojyyYaeTe LOMNOJHUTENIbHOE BpeMs AeNCTBUS NPOOHOM
NNLLEH3UW.

PekoMeHAaUnn MOXXHO OTMNPABASATb C MOMOLLIbIO YCTAHOBAEHHOrO NPOAYKTa ESET Internet Security.
MpoAyKT, KOTOPbIA Bbl MOXXETE PEKOMEHA0BATL, 3aBUCUT OT TOr0, U3 Kakoro NpoayKTa Bbl
oTnpaBasieTe pekomeHaaunto. CM. Tabanuy Hxe.

MpoAayKT, yCTaHOBNEHHbIA Ha BalueM MpoAayKT, KOTOpPbIN Bbl MOXeETe
yCTponcTBe peKoMeHpoBaThb

ESET NOD32 Antivirus ESET Internet Security
ESET Internet Security ESET Internet Security
ESET Smart Security Premium ESET Smart Security Premium
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PekoMeHaauma npoaykTra

YT0b6bl OTNPaBUTbL pedepasibHyo CCbISIKY, B F1aBHOM MEHI0 ESET Internet Security LLeNKHUTE
PexkoMmeHpauusa ppyry. Boibepnte Nopenutech pedepanbHON CCbINKOW. Ball npoayKT co3pacT
pedepanbHyo CCbIIKY, KOTopas 0Tobpa3nTcsa B HOBOM OKHe. CKOMMpynTe CCbIIKY U OTNpaBbTe ee
ysieHaMm ceMby 1 py3bsaM. OTrpaBuUTb pedepasibHY0 CCbIIKY MOXKHO HENnocpenCcTBEHHO 13 Ballero
npoAaykTa ESET C nomoLbto BapnaHToB NMopaenutbca B Facebook, MopekoMeHayuTe CBOUM
KOHTaKTaM B Gmail 1 NMopenutbca B Twitter.

Korpga Bawn Apy3bs WESKHYT NoJyYeHHYI0 0T BaC pedepanbHyto CChinKy, byaeT BbINOJHEHA
nepeagpecaumsa Ha Beb-cTpaHuLy 3arpy3ku NpoaykTa, ¥ OHW NoayYaT AOMNOJHUTENbHbIN MecaL,
3awuTbl BECTMJIATHO. Kak nonb3oBaTesib NpobHoM Bepcun, Bbl byaeTe noayvyaTb yBeAOMIEHNE O
KaXk[oi1 yCNeLHoN akTMBaLmMn pedepanbHoii CCbIKM, U Balla AnLeH3ns BMecTe ¢ BECMIATHON
3awmTon byaeT aBToMaTMYeCKM NPOASiIeBaThLCA elle Ha mecsu. MNMpoannte BECMJIATHYHO 3awuTy
MOXHO Ha CPOK 0 5 mecsueB. MNpoBepnTb KOIMYECTBO aKTMBUPOBAHHbLIX pedepasibHbIX CCbIIOK
MOXXHO B OKHe NMopeKkoMeHAyUTe HAC A pyry Ballero npoaykTa ESET.

CDyHKLI,I/IF! peKoOMeHOaLNN MOXET ObITh HENOCTYrMHa ANngd Ballero A3blka UJin pernoHa.

bypeT BbiNoJIHEHa YCTaHOBKa ESET Internet
Security

3TO AnanoroBoe OKHO MOXeT 0Tobpa3nTbCA:
* B npouecce ycTtaHoBKM — WwenkHUTE MpoaonKuTb, 4ToObl yCTaHOBUTb ESET Internet Security.

* an N3MEHEHUN NNLEH3MN B ESET Internet Security — WeNIKHUTE AKTMBMpOBaTb, 4yTObbI
W3MEHNTb JIMLLEH3NIO N aKTUBUPOBATHL ESET Internet Security.

C nomouwbto napameTpa U3MeHUTb NPOAYKT MOXHO NepeksinyaTbCa Mexay Windows-npoayKTamum
ESET 4N15 AOMALLHEro Ucnonb30BaHWs, 4OCTYMHLIMA B COOTBETCTBMUM C BalLEn AMLEH3nen ESET.
MoopobHee cM. B CTaTbe Kakown y MeHS MPOAYKT.

CMeHMUTb JIMHEUKY NPOAYKTOB

Bbl MOXXETe NepeksyaTbCa Mexay pas3anyHbiMn Windows-npoayKTamu ESET 419 LOMaLUHero
NCNOJIb30BaHMA, 4OCTYMNHbLIMA B COOTBETCTBUMN C Ballen nnueH3nein ESET. NMogpobHee cM. B cTaTbe
Kakon y MeHs NpoayKT.

Peructpauusa

3aperncTpupynTe NULEH3U0, 3aMnoJHMB Mo PErMCTPALLMOHHOR DOPMbI U HaXXaB AKTUBUPOBATS.
06s3aTeNIbHbl K 3aM0JIHEHUIO MO0, PALOM C KOTOPbIMY B CKOBKaxX AaHO COOTBETCTBYIOLLEE YKa3aHue.
JlaHHas nHhopMaLms byaeT NCnob30BaThCA TOLKO B LIEISAX, CBA3AHHbIX C Ballei nuLeH3nen ESET.
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Xopn BbiNOJIHEHUSA aKTUBaL UK

HDOLLECC aKTUBaLMM 3aMMET HECKOJIbKO CeEKYHA (Heobxogmmoe BPEMA MOXET OTJ/IN4ATbCA B
3aBUCUMOCTW OT CKOPOCTU NOAKMHYEHNA K V|HTepHeTy NN XapaKTepUCTmnkK KOMI'Ib}OTepa).

AKTUBaLUA BbINOJIHEHA

Mpouecc akTUBaL MK 3aBeplueH. YTobbl 3aBEPLINTL HACTPOIKY ESET Internet Security, CieayiTe
yKa3aHUsAM MocsieyCTaHOBOYHOr0 MacTepa.

ObHoBNeHne MOLY/1A HAYHETCH Yepes HeCKOJIbKO CeKyHp. PerynsapHele obHoBNEHNS ESET Internet
Security HQ4YHYTCS Cpa3y Nocjne 3Toro.

MNepBoe CKaHMPOBaHME HAYHETCS aBTOMATUYECKM B TedeHme 20 MUHYT nocse obHOBNEHNS MoAaynA.

PYKOBOACTBO A1 HAYUHAIOLLLUX

B 3ToM pa3gene npuBoasTcs obine cBeaeHMsa 0 NporpaMMHoM obecneyvyeHmnm ESET Internet Security 1
€ro OCHOBHbIX MapaMeTpax.

NMoaknio4yeHue K ESET HOME

MoakNo4MTe CBOE YCTPONCTBO K ESET HOME, YTOObI MOSTy4NTb BO3MOXXHOCTbL NPOCMaTpMBaTh BCE
aKTVMBMPOBaHHbIE IMLLEH3UW 1 YCTPONCTBA ESET M yNpaBAsTb UMU. Bbl MOXXeTe NPOLNUTL JIMLLEH3MIO,
MOBbLICUTb €€ YPOBEHb W/ PaCLUMPUTL €€, a TaKXXe NMPOCMOTPETb BaXKHble CBEAEHUS O IMLEH3MM. Ha
nopTasie ynpasaeHns Uam B MOOUILHOM NPUA0XeHUN ESET HOME MOXXHO U3MEHSATb HaCTPOVKY
Moayns AHTUBOP, f0BaBAATL Pa3IMYHbIE ULLEH3NW, 3arpy>KaTb NPOAYKTbI Ha CBOW YCTPOWCTBA,
NPOBEPSTb COCTOSIHNE 6e30NMacHOCTM NPOAYKTa U AeNNTLCA IMLEH3NAMMW N0 3NEKTPOHHON NoYTe,
[ononHNTENbHbIE CBEAEHUSI MOXKHO HATW Ha CTPaHMLLaX OHJIalH-CrpaBky ESET HOME.
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INTERNET SECURITY

BoiiauTe B yueTHyto sanmcs ESET HOME (es[
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MoaKN4MTe YCTPOWUCTBO K peLleHunto ESET HOME:

Mpn noakntoyYeHnn K ESET HOME BO BpeMsi YCTaHOBKUW unu npu Boibope Ucnonb3oBaTb
Y4YeTHYI0 3anucb ESET HOME B Ka4yeCTBe MeTOAa akTMBaLMK CefynTe MHCTPYKLNUAM U3
pa3aena Wcnonb3oBaHuWe y4eTHOW 3annucu ESET HOME.

Ecnn Bbl y)Ke yCTaHOBWIW 1 aKTUBUPOBAN ESET Internet Security C MOMOLLbIO JIMLLEH3UN,
n06aBneHHOW B Bally y4eTHYIO 3anucb ESET HOME, yCTPOMCTBO MOXXHO NMOAK/OUNTL K ESET
HOME Ha nopTane ESET HOME. CnefynTe NHCTPYKUUAM B OHNaVH-CNpaBke ESET HOME ©
pa3pewinTe Nnogka4YeHne B ESET Internet Security.

1. B r/1aBHOM OKHEe MporpamMmsl WwenkHuTe ESET HOME > MoaKAo4uThCa K ESET HOME nan
wenkHuTe MoaKnUYnTbCA K ESET HOME B yBegomieHU MoaKaloYeHne 3Toro yCTpomucTea K
YYeTHOW 3anucu ESET HOME.

2. Bxon B y4eTHY0 ESET HOME 3anuce.

Ecnn y Bac HeT y4eTHoI 3anucu ESET HOME, WwenkHuTe Co3aaTh Y4E€THYIO 3anuch, YToOb
3aperncTpupoBaThCs, NN 03HAKOMbTECh C MHCTPYKLUMAMU B OHJIalH-CripaBke ESET HOME.
Ecnwn Bbl 33661111 Naponb, WeNKHUTE S He MOMHIO NapPONb U CNefyATe NHCTPYKLUMAM Ha
3KpaHe WM 03HaKOMbTECh C MHCTPYKUMUAMMN B OHJIAaNH-CripaBke ESET HOMIE.

3. BBeagnTe uMA yCTPOUCTBA U LeSIKHUTE MpoaonKUTh.

4. ocne ycnewHoro noAgkJao4YeHna 0TKPOeTCs OKHO Co cBefieHnamu. LLlenkHute NoToBo.
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ABTOpM3auua B ESET HOME

CyliecTByeT HeCKOJIbKO cnocoboB aBTOpM3aLIMN B Y4ETHOM 3anncu ESET HOME.

* Ucnonb3oBaTb agpec 3J1IeKTPOHHOM NOYTbI U Napob ESET HOME: BBeAUTE aapec
3J1IeKTPOHHOM NOYTbI 1 MAPO0Jb, KOTOPLIE Bbl UCMOMb30BAAN A1 CO3AaHNSA YYETHON 3anncu
ESET HOME, a 3aTeM LieNKHUTe ABTOPU30BaTbCA.

* Ucnonb3oBaTh Y4eTHYIO 3anucb Google/ApplelD: LenkH1Te MPOAONXUTb C Google NN
MpoposmxuTb € Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLLEN YH4E€THOW 3anucu. Mocne ycnewHom
aBTOpM3aLmm Bbl BygeTe nepeHanpaBieHbl Ha BeO-CTpaHULY NOATBEPXXAEHUSA ESET HOME. YT06bl
NPOAOJIKNTb, BEPHUTECH B OKHO NPOAYKTa ESET. [loNoNHNTENbHbIE CBeAeHUst 06 aBTOpM3aLmm C
MOMOLLbIO Y4E€THOWM 3anncu Google/ApplelD CM. B OHJ1aiH-CripaBke ESET HOME.

* NMpockaHupoBaTb QR-KOA;: LieKHUTe MpockaHupyuTe QR-KOA, 4ToObl 0TOOPa3nTb QR-KOA,.
OTKpoinTe MOBUNIbHOE NPUNOXEHNE ESET HOME 1 NPOCKaHMPYNTe QR-KOA WK HaBeanTe Kamepy
YCTPOWCTBA Ha QR-KOA. [JONONHNTENbHbIE CBEAEHUS CM. B OHJIaliH-CrIpaBKe ESET HOME.,

Ecnm y Bac HeT y4eTHOM 3anucu ESET HOME, wenkHuTe Co3aaTbh YY4€THYIO 3anucChb, YToObI
3aperncTpupoBaThbCs, NN 03HAKOMbTECh C MHCTPYKLMSMU B OHJIaH-CripaBke ESET HOME.
Ecnu Bbl 3a6blaM Naposb, WENKHUTE Sl HEe MOMHIO NAPOJIb U C/iefynTe UHCTPYKLNAM Ha
3KpaHe UM 03HAaKOMbTECh C MHCTPYKLUUSIMU B OHNAMH-CripaBke ESET HOME,

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLINBKN.
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He ypanocb BOUTU — pacnpocTpaHeHHble
OLUUOKMU

He yananocb HaUTHU y4eTHYIO 3aNUCb, KOTOpas COOTBETCTBYeT
BBeA,eHHOMY aZipecy 3JIeKTPOHHOW NOYThI

BBefeHHbIN agpec 3/IeKTPOHHOW NOYTbl HE COOTBETCTBYET HN OAHON YY4EeTHOM 3anmncu ESET HOME.
LWenkHnTe Hasap v BBeaUTe NpaBWibHbIN aApec 3N1eKTPOHHOW MoYThl U Naposib.

YT0ob6bl @aBTOPM30BaTHLCSA, HEOOXOAMMO CO3AaTh YHETHYIO 3anncb ESET HOME. ECnm y Bac HET y4eTHON
3anmMcu ESET HOME, wenkHuTe Hasap > Co3paTbh Y4€THYIO 3anucb 1IN 03HAKOMbTECh C pa3fenom
Co3naHue HOBOW Y4eTHOW 3anucu ESET HOME.

NMA nonb3oBaTens U NapoJib He COOTBETCTBYIOT APYr Apyry

BBeAeHHbIN Naposib He COBMaAaeT C BBEAEHHbLIM aipeCOM 3/IEKTPOHHOM noYThl. LLlenkHnTe Hasagp,
BBEAWTE NPaBWbHbLIN Naposib 1 ybeamTech, YTO BBEAEH NPABWUJIbHbIA aapec 3/1eKTPOHHON MOYTHI.
Ecnun BaM BCe eLle He yaaeTCs aBTOPU30BaThCA, WenkHUTe Hasad > 1 He NOMHIO naponb, 4TOObI
cObpocuTb Naposb, a 3aTeM C/ieAyNTe UHCTPYKLMAM Ha SKPaHe UK 03HAKOMbTECh C Pa3aesioM A He
MOMHI0 Naposb ESET HOME.

BbiOpaHHbIN BAapMAHT BXO4a He COOTBETCTBYET Baluen
YYEeTHOM 3anucu

Balua y4yeTHas 3anncb CBsi3aHa C Ballen YYETHOW 3anucbio B COLMabHOM ceTU. YTobbl
aBTOPM30BaTbCA B ESET HOME, wenkHuTe MpoaosmxuTb € Google niv NMpoponXuTb € Apple, a 3aTeM
aBTOPU3yNTeChb B COOTBETCTBYIOLLEN y4eTHON 3anucK. MNocne ycnewHon asTopmnsaumm Bel bygeTte
nepeHanpas/ieHbl Ha BeO-CTpaHuLy NoATBEepXAeHUs ESET HOME. Ha nopTane ESET HOME Bbl MOXeTe
OTKJIYNUTb CBOIO YYETHYIO 3anuncb B COLMANbHON CETU OT CBOEN Y4eTHOW 3anucu ESET HOME.

HeBepHbIX Naponb

OTa owmnbKa MOXXeT BO3HWKHYTb, eC/ii Ball NPOAYKT ESET Internet Security y>Ke NOAK/OYEH K ESET
HOME ¥ Bbl BHOCUTE U3MEHEHUS, KoTopble TpebyoT aBTopm3aumm (Hanpumep, oTKJ4YaeTe MOLY /b
AHTUBOp), a BBELlEeHHbIN BaMU NapoJib He COOTBETCTBYET Ballen y4eTHon 3anucu. LenkHute Hasap,
1 BBEAWTE NpaBWibHbIA Naposb. ECNn BaM BCe eLle He yaaeTCa aBToOpn3oBaThCA, WwenkHuTe Hasap >
fl He NOMHI0 Naponb, 4ToObI COPOCMTL MapPob, a 3aTeM CnefynTe NHCTPYKLUMUAM Ha 3KpaHe nau
03HaKOMbTeCb C pa3fenoM f He MoMH Naposib ESET HOME.

I obaBneHue ycTponucrTasa B ESET HOME

ECnin Bbl y>Ke YCTaHOBUAM N aKTUBUPOBAJIN ESET Internet Security C NMOMOLLbIO JINLLEH3UW, nobaBneHHON
B Ballly Y4E€THY0 3anncb ESET HOME, yCTPONCTBO MOXXHO NMOAKJIOYNTL K ESET HOME Ha nopTane ESET
HOME:

1. OTnpaBbTE Ha CBOE YCTPOMCTBO 3anNpocC Ha MNOAKIYEHNE.
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2. B ESET Internet Security 0TO6pa3nTcs ananorosoe okHo NMopaknioYyeHue 3Toro yCTponucTea K
Y4eTHOM 3anucu ESET HOME C MMeHeM Ballen Yy4eTHON 3anucu ESET HOME. LLlenkHuTe
PaspewmTb, 4TOObI NOAKIIIOYNTL YCTPONCTBO K YKa3aHHOW y4€THOWN 3anucu ESET HOME.

Ecnn B3aumMoaencTeme He Npon3onaeT, 3anpoc Ha NoagKoYeHme byaet aBToMaTUYECKHN
OTMeHeH npumepHo Yepes 30 MUHYT.

NaBHOE OKHO NpoOrpaMmbl

NaBHOE OKHO ESET Internet Security pa3fefeHo Ha [iIBe OCHOBHble YacTn. OCHOBHOE OKHO CrpaBa
COOEPXMNT NHOPMALLNIO, OTHOCALLYOCS K MapaMeTpy, BbibpaHHOMY B r1aBHOM MEHIO CleBa.

NnnocTpupoBaHHble NHCTPYKLMUK
MﬂﬂiOCTpl/IpOBaHHbIe NHCTPYKLUWN Ha AHFNIMACKOM W eLLle HECKOJIbKMX A3blKaX MOXXHO HalTW B
paspene OTKpbITME rNAaBHOI0 OKHa MPorpaMmbl B NPOAYKTax ESET Ana Windows.

ESET HOME: No1K/ll04€eHVE Ballero YCTPONCTBa K ESET HOME. Mcnonb3yiiTe ESET HOME ANsi NpocMoTpa
HaCcTpoeK Moay s AHTUBOP M aKTUBUPOBAHHbIX JINLEH3NIA 1 YCTPOWCTB ESET, @ TakXXe yrpaB/eHus
nMu.

Hw>xe onncaHbl MYHKTbI rNaBHOIro MeHI0.

JoMalluHAA CTpaHULA: 3TOT NYHKT NpefocTaBiseT NHPOPMaL MO O COCTOAHMN 3aLMThbl ESET Internet
Security.

CKaHupoBaHMe KOMMNbIOTEpa: HAaCTPOMKa ¥ 3anyCK CKaHMPOBaHMA KOMMbIOTEpPa MU Cco3[aHune
BbIOOPOYHOIr0 CKaHMPOBAHMS.

O6HoBneHue: oTobparkeHne nHhopmaumn 06 obHoBNEHNAX MOLY NS 0BHapY XEeHNS.

Cepsuc: obecneymnBaeT 40CTYN K PYHKUMAM VIHCNEKTOP ceTu, 3alimnTa BaHKOBCKOW onaaThkl, AHTMBOPD
N K OPYyrum MoaynsiM, KOTOpbIe MOMOratT YNPOCTUTb NMPOoLecc afMUHUCTPUPOBAHNSA NPOrpaMmbl 1
copepaT AOMNOJSHUTENbHbIE BO3MOXHOCTMW A1 OMbITHbIX NOJib30BaTeNen. g nonyvyeHns
LOMONHUTESNIbHbIX CBeAeHU CM. pa3fen Cepsuc B ESET Internet Security.

HacTpoiKka: C MoMOLLb 3TOro napaMeTpa MOXXHO HAaCTPOUTb YPOBEHb 6e30MacHOCTY ANs
KoMnbloTepa, IHTepHeTa, 3aLinTbl CETU 1 CPeacTB 6e30MacHOCTH.

CnpaBka M noagepxka: obecneynaeT 4OCTYN K hannam cnpaBku, base 3HaHW ESET, Beb-CanTy
ESET 1 CCblIKaM A5 OTNPaBKM 3amnpoCcoB B CNy>X0y noaaepxku.
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WHcnekTop cetn 3awmTa bBaHKOBCKOMR OtueT no besonacHocT
MpoEepbTe Ge20NaCcHOCTE CBOEN onaaTbl ¥3HaiiTe, kak ESET Bac 3aWUMLLEET
CETH 3aluKTa EalLny Eeb-caiToR

l-IHTEF]HET'EjaHKl-IHFa W KOLWenbKOB
ANA KpUNTOEaNKOT

] ESET Internet Security

a 12/31/2021

Ha rnaBHOM 3KpaHe 0T06paXkaloTCs BaXKHble CBEEHMS O TEKYLLEM YPOBHE 3aLUNTbI KOMMblOTEpPa. B
OKHE COCTOSIHMS 0TOBPaXKaTCA YacTo UCMNosb3yeMble (PYHKLMM ESET Internet Security. 34€Ch TakXe
yKa3aHbl CBeJleHNs 06 YCTaHOBIEHHOM NPOJIYKTE U laTa OKOHYaHWS CPOKa AeNCTBUS JINLIEH3NN.
LLlenkHUTe ESET Internet Security, 4TOObl YCTaHOBUTb APYryt0 BEPCUO NPOayKTa ESET.
[OoNoNHNTENbHbIE CBEAEHUS 0 DYHKLIMAX B KaXK0M NPOAYKTE.

i,i 3esieHbl 3HAa4Y0K U 3eeHbln cTaTyc Bbl noA, 3alMTON CBUAETENbCTBYIOT O MakKCMaibHOM
YPOBHE 3aLMThl.

NecTBMA, KOTOpPbIe cyieayeT BbiNOJIHUTb, €C/IM NporpamMMa
He paboTaeT Hagnexawum obpasom

Ecnv Moaysib akTUMBHOM 3awuTbl paboTaeT NpaBuiibHO, 3HAYOK COCTOSHUA 3alnTbl OyAeT 3eNeHbIM.
KpacCHbI BOCKMLLATENbHbIA 3HAK UIN OPaHXeBbI 3HAYOK YBEeAOMJIEHUS 03HA4YaeT, YTo
MakKCMMasibHas CTeneHb 3almnTbl He obecneynBaeTcs. B FnaBHOM MeHIo ByayT oTobpaxaTbca
LOMNONHUTESIbHbIE CBEAEHMSA O COCTOSHUN 3aLUNTbI KaXXA0ro MOAYNSA U NPeASIOKeHbl peLleHns ans
BOCCT@HOBJIEHUS NOJIHOW 3aWUTbl. NS U3MEHEeHNsA COCTOAHUS OTAENIbHOr0 MOAYNA LWeSKHUTe
HacTtpouka v BbibepnTe HeoOX0AMMbIA MOAY N1b.
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A 3awnTa ¢aiNoBOl CUCTEMBI B peanbHOM BPeMEHN OTKIOUEHa

m}'HKLI,HH OTKNHOYEHE, NO3TOMY Ball KOMNBHITED HE 3alUMLLEH OT HEKOTOPbIX TUNOE Yrpo3. 3TO OMEHb
ONacHO. EKNHUYNTE 3aLLWTY Kak MOXHO CKOpee,

© BKOUMTE 3aLLKTY GafincEQii CHCTEMEI B peankHOM BREMEHH

%) ESET Internet Security
X 12/31/202

KpacHbI 3HAaYOK 1 KpacHbIA 3HAYOK OnoBeLLeHUs No 6e30nacHOCTH YKa3biBAOT Ha
KpUTn4yeckune npobnemsi.

Ona 0T06pa)KeHI/IF| TaKOro COCTOSIHUSA MOXET BblTb HECKONBKO MPUYnH.
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* MpoAyKT He aKTUBMPOBAH, /1M CPOK AEeACTBUA NIULLEeH3UU UCTEK — 00 3TOM
CUrHANIM3MPYET KPACHbIM 3HAYOK COCTOAHMSA 3auThl. C 3TOro MoMeHTa nporpamma bosbLie
HE CMOXXET BbINOJIHATb 00HOBNEHWA. 15 NPOANEHNS IMLEH3UN CNeayNTe NHCTPYKLMSM B
OKHe MpenynpexaeHus.

* Moaynb obOHapy)XeHUA ycTapen: 3Ta owmnbKa NosaBASETCS NOC/e HECKONbKINX

HeyAa4HbIX NOMbITOK 06HOBMTbL MOAYb 0BHapyXxeHns. PekoMeHayeTCs NpOBEPUTL
napameTpbl 06HoBNEeHMI. Hanbonee YacTas NpMynHa 3TON OWNOKN — HENPaBUIIbHO
BBEAEHHbIE AaHHbIe ANS ayTEHTUDMKALMN NN HEBEPHO HAaCTPOEHHbIE NapaMeTpsbl

noaKIK4YeHN .

* 3awmTa palnoBOM CUCTEMBI B peasibHOM BPEMEHMU OTKJII0YEHA: 3aLi/Ta B peasbHOM
BpEMEHMN OTKJI0YEeHa NoJib3oBaTeNeM. KoMnbioTep He 3alluLleH OT yrpo3. HaxmuTe
BknounTtb 3aiuty (pansioBOn CUCTEMbI B peasibHOM BPeMeHHU, 4TOObl NOBTOPHO
BKJIOUYUTL 3TY DYHKLMIO.

* Mopynu 3alMUTbl OT BUPYCOB U LLUMMOHCKUX NPOrpaMM OTKJIIOYEHbl: MOXXHO CHOBA
BKJIOYMTb 3aLLMTY OT BMPYCOB U LUMNOHCKMX MPOrpamMm, WenkHyB BKAOYUTL 3aluTy OT
BUPYCOB MU LUMUOHCKUX NPOrpamMMm.

* dauepBon ESET oTKAIOYEH: 06 370N npobneme CUrHann3npyeT yBeAOMJIEHME O 3aLluTe
Ha paboyem cTone paaoM € 3ieMeHTOM CeTb. YTOObI MOBTOPHO BKOYMTD 3aLLUUTY CETH,
LenKHNUTe 3nemMeHT BknouunTtb chanepson.



OpaH)XeBblIn LBET 3Ha4YKa YKa3blBAaET Ha TO, YTO AENCTBYET OrpaHMYeHHas 3awmnTa. Hanpumep,
cywectsytoT npobnembl ¢ 06HOBNEHMEM MPOrpaMMbl NN 3aKaHYMBAETCA CPOK AENCTBUS
JIMLLEH3NN.

Ina oTobparkeHns Takoro COCTOAHUSA MOXET BblTb HECKOJIbKO MPUYUH.

* MpepynpexpaeHue 06 onTuMusauumn Mopynsa «AHTUBOP»: 3TO YCTPONCTBO He
ONTUMM3UPOBAHO AN MoAyNs AHTMBOP. Hanpumep, Ha BalleM KOMMbloTepe MOXeT BbiTb He
co3faHa PaHTOMHadA y4yeTHas 3anncb (hyHKLUMA CUCTEMBI 3aLlLUThl, aBTOMaTUYEeCKN
BKJIlOYaeMas, Korga yCTponCcTBO NoMevyaeTCs Kak OTCYTCTBYoLLee). PaHTOMHYIO Y4ETHYIO
3aMnCb MOXXHO CO34aTb C NOMOLbIO PYHKUUKN OnTrMm3auns B Beb-nHTepdence AHTUBOP.

* UrpoBoM pe>xuMm aKTUBEH: BKJIlOYEHMEe UTPOBOIr0 pexuma npeactasnset
noTeHUManbHbI pUCK ans 6esonacHocTu. Mpu BKAOYEHUN 3TOM PYHKLMM BNOKUPYIOTCS BCe
BCM/IbIBAIOLLME OKHA 1 OCTaHaB/IMBAKOTCA BCe 3aniaHWpOBaHHble 3a4a4u.

* CpoK pencTBUA Balleu JIMLLEH3UU CKOPO 3aKOHYUTCA: MPU3HAKOM HaNN4msa 3Toun
npobnembl ABNAETCA NOSBIEHNE BOCKANLATENbHOMO 3HaKa B 3Ha4YKe COCTOAHMSA 3aLLnThbI
PAAOM C CUCTEMHBIMU YacaMu. Mocsie OKOHYaHUS CpoKa AeCTBUSA NNLEH3UN NporpaMMa
6osbLle He CMOXET BbIMONHATL OOHOBNEHNS, @ 3HAYOK COCTOAHNS 3alMThl CTAHET
KPaCHbIM.

Ecnv npennoXeHHble pelleHns He NO3BONSAIT YCTPaHUTb Npobnemy, BbibepnTe 3emMeHT CnpaBka K
nopaepiXkKa v NpocMoTpuTe hafibl CIPaBKU UIN MOULLUTE HYXHYIO MHOopMaumnio B base 3HaHuI
ESET. EC/iv BaM No-npexxHeMy Hy>XHa NoMoOLLb, OTNpaBbTe CBOW 3anpoc B CJ1yXOy TeXHUYeCcKon
noAgep>Xku ESET. Ee cneumanncTel onepaTUBHO OTBETAT Ha BaLUy BOMPOChI U NOMOryT HanTH
peLueHmne.

ObHOBNeHus

PerynsipHoe obHOBMIeHMe ESET Internet Security — NyyLIMI cnocob obecnednTb MakCMMasibHbIA YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb 06HOBNEHUS NoAAEepPXMBAET aKTyasIbHOCTb MNPOrPaMMHbIX
MOAYJiei 1 KOMNOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBNEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NMPOCMOTPETb UHGOPMALMIO O
TEKYLLEM COCTOSIHUM 0OHOBIEHUS, B TOM YC/IE AaTy U BPeMs NOoCieAHero yCrneLwHo BbiMOJHEHHOMO
06HOBNEHMS, @ TaKXe CBeAeHUst 0 He0bXxoaMMOCTI 0BHOBNEHNS.

KpoMe aBTOMaTU4YeCKoro 06HOB/IEHMS, MOXXHO BbINOJHUTL 0OHOBIEHME BPYYHYIO, HAXKaB KHOMKY
MpoBepuTb Hanuuue OOHOBNIEHUH.
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MpoeepuTs HaAKWYWe OBHOEAEHMIA

B okHe «[lononHuTe IbHble HAaCTPONKU» (BbiIbepuTe NYHKT HAacTpoWKa B r/1aBHOM MEHIO, MOC/e Yero
WeNKHUTE 31eMeHT [LONONHUTE IbHbIE HAaCTPOMKM MM HAXXMUTE KNlaBuwy F5) coaepxaTcs
pacWwypeHHble NapaMeTpbl 06HOBAEHMS. 1S HACTPOWKN pacCLUMPEHHbIX MapaMeTpPoB 06HOBNEHMS,
TaKMX Kak pexum obHOBNEHMS, AOCTYN Yepes NPOKCM-CEPBEP W NOAKIIIOYEHUS K JIOKaJIbHOW CeTw,
wenkHMTe O6HOBNEHME B lepeBe pacCLUMPEHHbIX MapaMeTpoB.

Ecan npu obHOBAEHNM BO3HUKHYT Npobnemsl, WenkHUTe O4UCTUTDL, 4TOObI yOannTb KL
obHoBeHUs. Ecnm 06HOBUTL MOAYN MPOrpaMMbl BCE PaBHO He YAAETCH, CM. pa3aen YCTpaHeHne
HenoJ1aJoK Npu nosay4yeHunn coobleHmns «ObHoBEeHNE MOAYJIEN HE BbINOJIHEHO».
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INTERNET SECURITY O x
JononHuTenbHble HACTPOWUKH Q - @
MOAYNE OBHAPYKEHINA OCHOBHOE
OEHOBMEHME BeiBpate npodunt 0BHOBNEHNA MO YMONYZHWID Maoii npodune v | D
3ALLIVITA CETI ABTOMaTHUECKDE NEperntodeHne npodunei MzmeHnTs [ ]
OuncTTe KW 0BHOBAEHK m (i ]
WMHTEPHET 1 3NEKTPOHHAR
NOYTA
KOHTPOJIb YCTPOWACTE OTKAT MOAYNA o
- Co3aaTh CHUMKN MOgy el
Konn4ecTBo NoKansHo XpaHuMBR CHIUMECE 1
WHTEP®EC MOJL30BATENA
OTKAT K NpesbIAyLLIARM MOy 1AM OTmear 'ﬂ
YBEQOMIMEHINA
= nPO®UAN
HACTPOMKIN
KOHQMAEHLMANBHOCTIA

HacTponKa AonosIHUTEeNbHbIX UHCTPYMEHTOB
0e30nacHOCTHU ESET

Mpexae YeM HavyaTb UCMOJIb30BaTh ESET Internet Security, Bbl MOXXETE HACTPOUTb AOMONHUTESbHbIE
cpencTBa 6€30MacHOCTY AN MAaKCMMaJlbHOW 3aLLNThI:

* POOANTENLCKUN KOHTPOJIb

* AHTUBOpP

Ins nonyYyeHns 4ONOSHUTENbHBIX CBEAEHUI 0 HACTPOKe cpeacTB 6e3onacHOCTM B ESET Internet
Security MPOYUTaTe CNeayoLY0 CTaThblo Oa3bl 3HaHWN ESET.

HacTpouka 3awuTbl ceTu

HeobxoanMo HacTpoOUTb MNOAKIYEHHbIE CETU A1 3alLNTbI KOMMbIOTEPa B CETEBOW Cpeae.
HacTponka 3awmnTbl CeTn Aas paspelieHns obwero 4ocTyna AaeT BO3MOXXHOCTb NpeaoCcTaBUTb
LOCTYN K KOMMbOTEPY APYruM nosb3oBaTensM. NocnenosaTensHO BbibepnTe 31eMeHTI
HacTtpouka > 3awmta cetu > MoaKNIOYEHHbIE CETU U LLENKHUTE CCbIIKY PAAOM C MOAKIOYEHHON
ceTblo. Bo BCnAbIBaloWeEM OKHe 0Tobpa3ATca onuum ana KoHgurypauum sbibpaHHON CETU Kak
LLOBEPEHHON.

Mo ymonyaHuio ESET Internet Security UICNOAb3YyeT NapaMeTpbl Windows Npu 0bHapy>XeHUn HOBOWN CETMW.
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Ons oTobpakeHns AManoroBoro OkHa npy 06Hapy>XeHUN HOBOWM CETW, U3MEHUTE TUM 3aLLUTbl HOBbLIX
ceTen, 4T0bbl 0OTOOParkanca 3anpoc Nonb30BaTeO B U3BECTHbLIX CeTaX. KoH(Urypauus 3awmTsl ceTu
BbINOJIHAETCA MPU KaXXA0M NOAK/IOYEHMMN BaLLero KOMMbTepa K HOBOW ceTu. [103ToMy 06bI4HO HeT
HY>XXAbl ONpeAensiTb JOBEPEHHbIE 30HbI.

NTERNET SECURITY 2

Ceth: hg.eset.com
Apantep: Ethernet
IP-appeca: 10.0.2.15, fe80:8cTe:a15%:310f.c041

B AOBEpEHHOI ceTW BEall KOMNBHOTED BYAET BMAEH AR APYTHX YCTPONCTE,
NOAKTHYEHHED K CETH. PEKOMEHIYEM AENaTh 3TO TOMBKO B AOBEPEHHON AOMALLHEN WK
OGHCHOR CETH.

HactpowTe 31y ceTb (hg.eset.com) Kak A0BepeHHy0?

JoNoAHKMTENEHEE CEEIEHUR OO 3ToM CoDBIEHMM # MogpotHocTi

B okHe HaCTpOI7IKI/I 3alTbl CETN MOXXHO Bbl6paTb OBa pPeXWnMa 3allnTbl CETU.

* la — 0N OOBEPEHHOW CeTU (goMaluHen nnm oucHom ceTu). Baw komnbstoTep n obwme
(hannbl, XxpaHALLMECSH HA HEM, BUOAUMbI 158 OPYrMX NOJb30BaTeNeN CeTH, a TakxXe Apyrum
NoNb30BaTENAM CETU AOCTYMHblI CUCTEMHbIE PECYPChl. DTOT NapamMeTp PEKOMEHAYeTCA
MCNoJb30BaTb NPU AOCTYnNe K 6e30nacHoOM SI0KaAbHON CETW.

* Het — aons HepoBepeHHOM ceTu (0bwwenocTynHom ceTun). ®annbl U Nanky B Ballen CUCTEME He
ABASAIOTCA 00WMMY NS ApYrMX NONb30BaTeNen B CETU, U ApYyrue Nosb30BaTeNim CeTU UX He
BMAAT, @ 06LLMA OCTYN K CUCTEMHBLIM pecypcaM OTKOYEH. ITOT NapaMeTp pekoMeHayeTCs
MCNOJb30BaTb NPU AOCTYNe K 6ecnpoBOAHbLIM CETAM.

HenpaanbHaﬂ KOHCpI/IpraLI,VIFI CETN MOXET NpeacTaBiAaATh yrpo3y 6e30nacHOCTM BalLero
KOMMbKOTEPA.

A

Mo ymonyaHuto paboyme CTaHUUN 13 LOBEPEHHON CETY NOYHalOT AOCTYN K (hainam u
NpUHTEPaM, NS KOTOPbIX OTKPLIT 0OWMIA AOCTYN, ANS HAX pa3peLLeHbl BXOASLWNE COeANHEHMS
RPC, a TakXe JOCTynHa cnyxba yaaneHHoro paboyero ctona.

JonosnHuTenbHble cBeeHnsa 06 3TON yHKLUN CM. B CTaTbe 6a3bl 3HaHWIA ESET:

* I3MeHeHne HacTpPoMKK hanepBosia CETEBOro NOAKJIYEHMS B NpoayKTax ESET ans Windows s
JOMALUHEro UCrnojb30BaHus

BKIO4YUTbL AHTUBOP

MepcoHasibHble YCTPONCTBA NOCTOSAHHO MOABEPraloTCs PUCKY MNOTEPU WK KPaXKM B HALLIMX
NoOBCEHEBHbIX Noe3aKax U3 AoMa Ha paboTy nnm B opyrue obuiecTBeHHble MecTa. AHTMBOP — 3TO
DYHKLMA, KOTopas paclumpseT 6€30nacHOCTb Ha YPOBHE MOJIb30BaTENS B CyYae NOTEPU UK KPaXku
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yCTDOVICTBa. AHTI/IBOp No3BOJIAET MOHUTOPUTbL NCMOJIb30BaHNE yCTpOVICTBa N OTCNEeXNBaTb Balle
noTepsaHHoe yCTpOVICTBO C NOMOLLbIO JIOKaNM3aumu no IP-agpecy B ESET HOME, nomoras
BOCCTAHOBUTb yCTpOI7ICTBO N 3allUTUTb JINYHbIE OaHHbIE.

Bnarogapsi MCNO/Ib30BaHMIO B MOZlysie AHTVBOP TaKUX COBPEMEHHbIX TEXHOOTUIA, Kak onpeaeneHne
reorpanyeckoro MecTomnosI0XXeHus Mo IP-aipecy, 3axXBaT M300pa)keHnii C MOMOLLbIO BEO-Kamepb,
3allMTa YYETHOW 3anuncK Nosib30BaTeNs U MOHUTOPWHI YCTPOMCTBA, NMOJb30BaATENN U
NPaBOOXPaHNTE/IbHbIE OpPraHbl UMET BO3MOXHOCTb HAXOAUTb NOTEPSHHbIE MW YKPAAEHHbIE
KOMMbIOTEPbI MK YCTPOWCTBA. B ESET HOME Bbl MOXeTe YBUAETb, Kakne AeNCTBMS BbINOJIHATCA Ha
BallleM KOMMbOTepe WaKN yCTPONCTBeE.

JononHuTenbHble cBeaeHns 0 AHTMBOP B ESET HOME CM. B UHTEPaKTUBHOW CripaBke ESET HOME.

Y1066l BKAOYNTL AHTUBOP Y 3aLLNTUTbL CBOE YCTPOMNCTBO B C/ly4ae NOTepu UM Kpaxku, BbibepnTte
OLHY M3 CnefyroLmnx onumm:

* [locne yCTaHOBKU NPOAYKTA LUeSKHUTE BKNOYUTb AHTUBOP, 4YTOObI aKTUBUPOBaTL AHTMBOP.

* Ecnn B rnaBHOM OKHe nporpaMmsl > FnaBHOM 3kpaHe oTobpaxkaeTcs coobuweHne «AHTUBOP
0OCTYyneH», WeNkHUTe BKAio4YuTbs AHTUBOP.

* B r1aBHOM OKHe nporpammel wenkHnTe CepBuc > AHTUBOP.

* B rnaBHoM okHe nporpammsl WwenkH1uTe Hactpomnka > Cpepcrtea 6esonacHocTu. LLenkHute
3HA4OK MOJI3yHKa E}Aumsop N cnefynTe MHCTPYKLUMAM Ha 3KpaHe.

Ecnn Bale yCTPONCTBO He NOAK/IKYEHO K ESET HOME, Heobxoaumo caenaTb cienylouee:
1. BonanTte B CBO YYETHYI0 3anncb ESET HOME npu BKJAKYeHUU AHTUBOD.
2.3a0aTb UM$S YCTPOWCTBA.

MpunoxeHne AHTUBOP He Nogaep>XueaeT Microsoft Windows Home Server.

Mocne BkJIKYEHNSs AHTMBOP Bbl CMOXKETEe ONTUMU3NPOBaTh Be30NacHOCTL Ballero YCTPOUCTBa B
rJ1aBHOM OKHe nporpaMmsl > AHCTPYMEHTbI > AHTUBOP.

CpencTBa poAUTENIbCKOro KOHTPONSA

Ecnn Bbl y)Xe BKIOYMUIN DOANTENLCKNA KOHTPOb B ESET Internet Security, HEO6X0ANMO TakxXe
HAaCTPOUTb 3TY (DYHKLMIO OS5 BCEX CBSA3aHHbIX YYETHbIX 3amnuncei nosib3oBaTens.

Ecnm poamTenbCKmini KOHTPOb BKJIOYEH, HO YYETHbIE 3aMnncy NoJib30BaTeNA HE HACTPOEHbI, Ha
rnaBHOM 3KpaHe 0Tobpa3nTcs coobuieHne «OYyHKLNSA POAUTENBCKOrO KOHTPOJIS HE HACTPOEHa».
LLlenkHnTe HacTpouTb NpaBuna 1 415 NoJyYeHUs OMOSIHUTENbHbIX CBEAEHWUI NPOYMTaNTe pa3aen
POANTENLCKUA KOHTPOIb.

PaboTa ¢ ESET Internet Security

MapameTpbl HACTPOWKM ESET Internet Security AalOT MOJIb30BATENO BO3MOXXHOCTb HAacTPamnBaTb YPOBHY
3alLMTbl KOMMbIOTEPA U CETHU.
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Hacrpouka ©)

‘GD‘ [ OMALUHAR CTPaHNLA
Q CKaHUpOBaHMe KOMMbHITEPa Bce dyHKLMM 3ALLMTEI KOMMEBHOTEPE BKTUBHGI. ?
O OBHoBNEHKE
B cepeuc
IEE HacTpotika Bee TpeByemble dyHELMI 3aLLMTE MIHTEpHETE BKTHEHEL. )
@ Cnpaeka 1 NOANERKKA

Bce Tpefyemble GyHKLMK 3ALLWTEI CETH BKTHEHL. )

?

,'J,CI'IC.HHLITF_HI:HbIE CPEACTEE ANA 33LLNTEI KOMOBHOTERE.

1} WmnopT v 3kcnopT napameTpor £ NononHuTensHee HACTPORKK
MeHio HacTpomrKa cogepXXuT ciegytoline pasgensl.
@ 3awmMTa KoMnbloTepa

3awmTa B UHTepHeTe

=
3alwuTa ceTu

CpencTtBa 6e3onacHoCTH

Bb|6ep|/|Te KOMMOHEHT, 4TOObI HaCTPOUTb OOMONIHUTENbHbIE MapaMeTpPbl ANA COOTBETCTBYIOLENO
3allUTHOro Mmoayns.

B HaCTpOIZKaX 3allnThI KOMI'IbI-OTep MO>XHO BKJ1I0O4aTb N OTKJ1IIO4aTb ClieAyOLLne KOMMOHEHTbI:

* 3awmTa d)aﬁJ'IOBOﬁ CUCTEMBI B PpeXXUMe peasibHOro BpeMeHu: npn oTkpbiThn, CoO3aaHNN
NN NCNoaHeEHUN CbaVIﬂOB OHWN CKaHUPYKOTCA Ha Han4yme speJoHOCHOro Koaa.

* KOHTPOJIb YCTPOUCTB: 3TOT MOAY/Ib UCMOJIb3YeTCSA AN5 CKaHMPOBaHWA, 6IOKMPOBaHNS 1
N3MEHEeHNs pacliMpeHHbIX (UIbTPOB U pa3speLleHnid. C ero MOMOLLbIO MOJb30BaTe/lb MOXET
BbIbUpaTb CNocob nosiyyeHns [oCTyna K KOHKPETHOMY YCTPONCTBY (KOMMNAKT- nav DVD-AUCKY,
USB-HakonuTento u T. 4.) n paboTbl C HUM.

* CucteMa HIPS: ccTeMa NpefoTBpaLleHns BTOPXKEHUI Ha Y3/ OTCAEXUBAET COOLITUSA B
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onepaLnoHHON CMCTEME M pearnupyeT Ha HX B COOTBETCTBMU C CYLLECTBYIOLMM HabopoMm
npasui.

* UIrpoBoM peXunM: BKJIIOYEHNE WM OTKJIIOYEHNE UIPOBOrO pexnma. flocne BKAYeHUS
NUFPOBOIr0 pexnMa Ha 3KpaH byaeT BbiBeAeHO npeaynpexaeHne (0 NoTeHunaabHoN yrpose
6e3onacHoCTK), a 415 0hOPMJIEHMS FTaBHOIrO OKHa ByaeT NnpuMeHeH OpaHXXEeBbIV LIBET.

* 3awmTa Beb-Kamepbl: KOHTPOMPYET NPOLIECCHI U NMPUIOXKEHMNS, OCYLLECTBASIOWME [OCTYN K
NOAK/IOYEHHON K KOMMbIOTEPY KaMepe.

B HaCTpOI7IKaX 3awWwuTbl B UHTepHeTe MOXKHO BKJ/II0YaTb M OTK/OYaTb Cnefyolwmne KOMMOHEHTHI.

* 3awmTa goctyna B MHTepHeT: ec/iv 3TOT NapaMeTp BKJIOYEH, BECb TPahMK Mo NPOTOKONAM
HTTP 1 HTTPS CKaHMPYeTCA Ha Ham4yme BPeLOHOCHbLIX MPOrpaMm.

. 3au.|,v|Ta NOYTOBOrO KJIMeHTa: obecneyumBaeT KOHTPOJ1b obmeHa AaHHbIMW MO NMPOTOKOJ1aM
POP3(S) 1 IMAP(S).

* 3awmTa OT cNnaMa: CKaHUPYITCA HexenaTesbHble coobLieHns, T. €. crnaMm.

 3awumTa oT pMIMHra: obecrneynBaeT GpuabTpaLMio Be6-CalnToB, 3aN0A03PEHHbIX B
PaCnNpPOCTPaHEHUN COAEPXKUMOr0, KOTOPOE NpeHa3HAYeHo A1 MaHUMYIMPOBaHWS
nosib3oBaTesieM, YTOObI MOJYYUTb OT HEr0 KOH(MAEHLMANBHYI0 MH(OPMALIKIO.

Pasnen 3awmTta ceTu 1UCrosib3yeTca A5 BKIIOYEHUSA NN OTKIIOYEHUS (hanepsoia, 3alunThl OT
ceTeBbIX aTak (IDS) 1 3aLUNTLI OT HOTHETOB.

MapameTp CpepcTBa 6€30NaCHOCTU MOXXHO MCMOJIb30BaTh A HACTPONKMN CAefyoLWnX MOy Nen.

* 3awumTa OAHKOBCKOM onsaTthl: 1006aBASET AONOJHUTENbHBIN YPOBEHb 3alMThl Opay3epa,
npeAHa3HaYeHHbIN A5 3alMThl BallMX (PMHAHCOBbLIX AaHHbIX NPY (DMHAHCOBbLIX ONepaLunax B
NHTepHeTe. BknoynTe napameTp 3awuTta Bcex bpaysepos, 4Tobbl BCe NoaLepXBaEMbIE
Beb-Opay3epbl 3anyckannce B 6e30nacHoM pexxume. [JonosHUTENbHbIE CBEIEHMS CM. B pa3aene
3awmTa 6aHKOBCKOM ONAaThl.

* PoAUTENbCKUI KOHTPOJIb: MOy b POANTENLCKOIrO KOHTPOIS obecneynBaeT 3alinTy s
neTein, 610KMpysa HexenaTeNbHOe UK OMacHoe coaepXXumoe B IHTepHeTe.

* AHTMBOP: BKJ/IOYMTE MOLYJ/Ib AHTMBOP, 4TOObI 3aLLMTUTL KOMMbLIOTEP B C/lyYae ero noTepu uim
KPaXxu.

PoanTenbCKUn KOHTPONb N03B0AAET 610KMPOBaTh BEO-CTPaHULbl, KOTOPbIE MOFYT COAEpXXaTb
NOTEeHUMaNbHO HeXXenaTeslbHble MaTepuanbl. KpoMe Toro, poauTeny MoryT 3anpewaTb 4OCTYN K
Beb-canTam npeaBapuTeNbHO 3adaHHbIX KaTeropun (bonee 40) n nogkaTteropuii (bonee 140).

Ilna NOBTOPHOIro BKOYEHUS OTKIHOYEHHOrO0 KOMMOHEHTA 6e30MacHOCTY WEeNKHUTE NMON3YHOK _
TaknMm 06pa30M, 4TObbI OTO6p63I/IJ'IaCb 3e/ieHad rasioyvka

Mpy OTKIKOYEHNN 3aLLNTEl TAKUM crnocoboM BCe OTKNOYEHHbIE MOAYJIN 3alUNThI 6y11yT
NMOBTOPHO BKJIKOYEHbI MOCJIE NePE3arpy3kmn KOMMblOTEpPa.

B HUXKHEI 4aCTN OKHa HAaCTPOWKM eCTb AOMNONHUTENbHLIE NapaMeTpbl. YTobbl BLINONHUTL Oonee
noApo6HY0 HACTPONKY NapamMeTPoB [N KaXXA0ro MOAys, MepeianTe no cChbijke
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OononHuTeNbHble HACTPOUKMU. YT0ObI 3arpy3nTb NapamMeTpbl HACTPONKK M3 hasia KOHDUrypaLum
B hopMaTe .xml UM COXPaHUTb TeKyLLMe napamMeTpbl HACTPONKK B (hal KOH(UIypaLnu,
BOCMOJIb3ynTeChb pyHKUMe MIMNOPT U 3KCNOPT NnapaMeTpoB..

3awuTa KoMnbloTepa

LLlenkHnTe 3awmTa KOMnbloTepa B okHe HacTpomka, 4Ttobsl yBnaeTh 0buine ceeaeHns 060 Bcex
MOAYNAX 3aLUNTBI.

* 3alinTa hana0BON CUCTEMbI B PEXNME PEAJSIbHOIO BPEMEHM

¢ KOHTPOJIb YCTPOWNCTB

¢ CucTtema npenoTBpaLlleHnss BTOPXKEHUN Ha y3en (HIPS)

¢ iIrpoBON pexxum

¢ 3alinTa Beb-Kamepbl

Y10bbI NMPUOCTaHOBUTb UJIN OTK/IKOYUTb OTAEIbHble MOAY/IN 3alUNThbI, WLEJIKHUTE 3HAa4Y0K MOJI3yHKa

|A OTKJII0YEHNE MOAYNEN MOXKET MPUBECTU K CHVKEHMIO YPOBHS 3alLMThl Ballero KOMMnbloTepa.

LLleIKHNTE 3HAYOK LecTepeHKm T psaoM ¢ Mogynem 3aLuTbl, YTO6bI MOAYYUTE AOCTYM K €ro
PaCLWPEHHbIM HAaCTPOMKaM.

nga sawuTel (I)aﬁﬂOBOﬁ CUCTEMBLI B peaJZiIbHOM BpPeMEeHMU LLENKHNTE 3HA4YOK LUeCTEPEHKN 'ﬂ' n
BbI6epI/ITe OOWH N3 cneayrunx BapnaHTOB.

* HaCTpOHTbZ 6yﬂ,yT OTKPbITbl paClUMPEHHbIE NMapaMEeTpPbI 3allNThI q)a|7|n030|7| CUCTEMDbI B
peaJjibHOM BpEMEHN.

* U3MeHUTb UCKAIOYEeHUA: OyaeT OTKPbITO OKHO HACTPOMKIM UCK/IYEHNI, B KOTOPOM MOXXHO
NCKITIOYUTL (haiifibl U ManKyM U3 CKaHUPOBaHUS.

Ins 3aWuTbl Beb-KaMepbl LLENKHUTE 3HAYOK LLIECTEPEHKM T BbibEpUTE OAMH U3 CNedyroLmX
BapMaHTOB.

* HacTpoutb: OyayT OTKPbITbI paclUMpeHHble NapaMeTpbl 3alMTbl BeG-Kamepb!.

+ 3abnokupoBaTh BCe NONbITKM A0CTYNa A0 nepesanycka: 6/10KMpoBKa BCEX MOMbITOK
[0CTyna K Beb-kamepe [0 nepesarnycka KoMmbloTepa.

* 3abn0KMpoOBaTL BCe NONLITKM A0CTYNa NOCTOAHHO: 6/10KMPOBKA BCEX MOMbITOK A0CTYNa K
Beb-kamepe [0 OTKJ/II0YEHMS 3TOro NnapameTpa.

* OCTaHOBUTb BJIOKMPOBKY BCEX MONbITOK AOCTYNA: OTKJ/IDYEHNE BO3IMOXKHOCTM
6710KMpoBaTb AOCTYN K Beb-Kamepe. ITOT NapaMeTp AOCTYMNEH, TOJIbKO eC/in AOCTYynN K Beb-
Kamepe 3ab10KMpoBaH.
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@ 3au.|,nra KOMnNbHOTEpPa ®

m HomaliHAR CTpaHiLa SawwTa dalinoeol cMcTeMsl B pRAALHOM BREMEHN
Braroueno: HEIAMELNWUTENBHOE DEHEF])OKEHHE W yAanEHWE BPESOHOCHBIX NPpOrpamms Ha BaLlem .# .y

Q CKaHWPOBaHWE KOMMNBHOTEPA KOMMEHTEPE.
O OGHoBNEHME

@ KoHTponke ycTpoicTe L
E CepEIHC OTKAKYEH NOCTOAHHD
133 e CucTema NpefoTERALLEHMA BETOPXEHWA Ha yaen (HIPS) #

Brarouena: DﬁHEp}OKEHInE W NPELOTERALLIEHNE HEXENITENBHOMD NOBELEHNA npmnoxemnﬁ.

@ Cnpaeka U NoAdepkKa

@ Wrpoeoid pexim

anGCI’aHOBJ’IEHO: ONTUMHIZLNA NPOUSB0IWTENEHDCTA UFD W I'Ip&’-EHTELI,Mﬁ.

3awmTa eeb-kameps
BIU]IDHEHB:SELLI,HTE EE6'KEMprI OT HEHAAMNEXKELLUETD MCMNONB30E3IHNA M NONBITOK CNEMKN, # hal
AKTHEMpOBaH JOCTyN K BeG-KaMepe HA3 CCHOBE NPaBMA

@ MpMOCTAHOBWMTE 33WMTY OT BUPYCOE M LUMNWOHCKKMX NPOrgamMm

1} WmnopT v 3kcnopT napameTpor £ NononHuTensHee HACTPORKK

MpPUOCTAHOBUTL 3aLUUTY OT BUPYCOB U LLUMUOHCKUX NPOrpaMM: OTKJIIOYEHME BCEX MOAYEN
3alLMTbl OT BUPYCOB W LUMNOHCKUX NporpamMm. MNpn 0TKYEHNM 3alnTbl 0TOBpaXKaeTCs OKHO, rae
MOXHO 3a[aTb BPEMS, Ha KOTOPOE OHa byeT oTKJloYeHa, BbibpaB 3HAYEHNE B PaCKpPbIBAOLLEMCS
MeHio UHTepBan BpeMeHu. Icnonb3yinTe 3Ty BO3MOXHOCTb, TOJIbKO €C/IM Bbl OMbITHbIN
Nonb30BaTE b UM NMONYHUN COOTBETCTBYHIOLLYIO MHCTPYKLNIO OT CNY>XObl TEXHNYECKOWN MOALEPKKM
ESET.

Moaynb oOHapyXxeHus

Mognynb obHapyxxeHus 610KnpyeT BPeAOHOCHbIE aTaKh CUCTEMbI, KOHTPOANPYSA MHDOPMaLMOHHOE
B3aUMOLENCTBME C NOMOLLbIO (halnsiIoB, 3JIEKTPOHHON NoYThl, U MHTepHeTa. Hanpumep, npu
obHapyXeHun obbeKTa, KOTOPbIN KNacCUMLNPYETCS KaK «BpeAOHOCHas NporpaMMa» Ha4yHeTCs
npouecc ucnpasaexHmsa. Mogynb obHapyXeHUs MOXEeT YCTPaHWUTb ero, CHavyasna 3ab10KupoBas ero, a
3aTEM OYUCTUB, YOANNB NN NEPEMECTMB B KapPaHTUH.

Ina neTanbHOM HACTPOWKM NapamMeTPoB MOLY s 0OHAPYKEHUS LWENKHUTE 31eMeHT PacLuMpeHHble
napameTpbl WV HAXXMUTE KNaBuLly F5.

MN3MeHeHNs B napamMeTpbl MOAY /IS O6Hapy)KeHI/|ﬂ OOJIKHbI BHOCUTb TOJIbKO OMbITHbIE
A nonb3oBaTesn. HenpasBusibHaa HAaCTPOMKa 3TMUX NMNapaMeTPOB MOXKET MPUBECTUN K CHMXXEHUIO
YPOBHA 3alLNTHI.

B 3TOM pa3gene:

* 3allNTa B peXNME peasibHOro BDEMEHN U KaTEropmm 3allnTbl MalLMHHOIO 0by4yeHns
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* [IpoLiecChbl CKAHUPOBAHUSA BPEAOHOCHbLIX MPOrpamMm

* HacTpolka o0bHapyxeHus

¢ HacTponKa 3alunThl

3awuTa B pe)XxuMe peasibHOro BpeMeHu U KaTeropmm 3alumThbl
MaLUMHHOro oby4yeHus

3awumTa B peXxume peasbHOro BpeMeHu U Ha OCHOBe MaLLMHHOIO obyu4yeHus a/15 Bcex MoLy el
3alWMTbl (HanpuMep, 3alMTa (alioBON CUCTEMbI B PEXUME peasibHOro BPEMEHMU, 3alnTa Beb-
A0CTYNa W T.4.) NO3BOSIET HAaCTPanBaTb YPOBHM 3aLLMTbl U OTYETHOCTU MO CEAYIOLLNM KaTeropusMm:

* BpenoHocHble nporpaMMmbl — 3TO (hparMeHT BPEAOHOCHOI0 KOAa, KOTopbin aobaBnseTcs B
Ha4vano nan KoHew, hanioB Ha KOMMboTepe. TeM HE MEHEee TEPMUH «BUPYC» 4aCTO UCMOJIb3YyeTCS
He Mo Ha3Ha4yeHuto. bosiee TOYHbIN TEPMUH — «BPEeOOHOCHas nporpaMmmMa» («BpefoHocHoe M0»).
Ob6Hapy»XeHne BpefoHOCHbIX MPOrpamMM OCyLLeCcTBASeTCA MOAyieM 0bHapy)KeHMS B COYeTaHnm C
KOMMOHEHTOM MaLUMHHOro 0byyeHns. JOnoAHUTENbHYO MHDOPMALMIO O NPUIOXKEHMAX 3TOr0 TUNa

CM. B [J10CCapun.

* MoTeHUMaNbHO HeXenaTesibHble NPUIoOXKEHUA. MoTEHLMANIbHO HEeXeNnaTeNbHble
NPUNOXKEHUS NPEACTaBNAT COOOM N0BOBHO LUMPOKYO KAaTEropuIo NporpamMMHoro obecneyeHuns,
3ajla4yeil KOTOpOoro He SIBASIeTCA 0HO3HAYHO BPEAOHOCHAN AEATENbHOCTb B OT/IMYME OT APYruX
TWUMOB BPELOHOCHbIX MPOrpaMM, TakMX Kak BUPYCbl N TPOSHCKUE NporpaMmbl. OQHaKO Takoe
NPUI0XKEHNE MOXKET YCTaHaBANBATbL AOMOJHUTENIbHOE HEXENaTelbHOE NPOrpaMMHoe
obecneyeHne, N3MeEHSATb NoBeeHVEe LNPPOBOro YCTPONCTBA, @ TakXKe BbIMONHATL AeCTBUSA 6e3
3anpoca Uan paspelleHuns nosb3oBaTens. JoNoAHUTENbHYIO MHGOPMALMIO O MPUSTOXKEHWUSAX 3TOr0

TWMNa CM. B rJ10CCapun.

* Mopo3spuTtesbHbIe NPUIIOXKEHUSA: K HUM OTHOCATCA NPOrpaMMbl, COKaTble Mpu NOMOLLY
VYNaKOBLUVKOB WX CPeacTB 3awmThl. CpeacTBa 3alUThl TaKOro TMna 4acTo UCNOJb3YTCA
3/10yMbILLNEHHNKAMU, YTOObI n3bexaTb 0bHapyXeHUs.

* MoTeHuMaNbLHO ONacHbIe NPUJIOXKEHMUA: 3TO ONpefiesIeHNe OTHOCUTCS K 3aKOHHOMY
KOMMepYeCKoMy nporpaMMHoMy obecrneyeHmnio, KOTOPoe MOXET BbITb NCMOJIb30BaHO ANs
NPUYMHEHNS Bpeaa. K noTeHumnanbHO ONacHbIM MPUIOXKEHNAM OTHOCATCA CPeACTBa yAAIEHHOrO
A0CTYyrMa, MPUNOXXEHUS A5 B3IOMa Naposieil N KnaBMaTypHbIe WMAKOHbI (MporpamMMmbl,
PErncTpupyloLLmMe Kaxxaoe HaxxaTne NnoJib3oBaTesleM KlaBuLW Ha KaaBuaTtype). JonoaHUTENbHYI0
MHMOPMaLMIO 0 NPUIOXKEHNAX 3TOr0 TUMA CM. B F10CCaPUN.
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INTERNET SECURITY O X

[lononHUTeNbHbIE HACTPOUKM Q - @
MOAY/Ib OEHAPYXXEHWA 3ALUMTA B PEXXWIME PEANBHOTO BPEMEHW M HA OCHOBE MALUMHHOFO OBYUEHWA
3awmTa QainoBoi cMcTemel B BpeoHOCHBIE NPOrpaMMb: Arpeccd... CBaNaHC.. OCTOPO..  Bhikm. (i ]
peansHOM EpeMEHN
OBnavHan 3aLmTa OBHapyeHne J
Mpouecckl CKaHWPOEaHHA
EPEAOHOCHBIX NPOrpaMm 3awuTa .
Cucrema HIPS
OBHOBMEHIE "OTEHI.LMBJ’II:HO HEMENITENLHBIE NPUAOKEHMA Arpeccu... CBananc.. Ocropo... Bk, 0
OBHapyxeHne .
3ALATA CETIN
JawmnTa .
WIHTEPHET 11 2/IEKTPOHHAA
MOYTA
. "OAOSPM'IEJ‘H:HI:IE NpUACHEHWA Arpeccn... CGanavc.. Ocropo... Bk, o
KOHTPOJIb ¥CTPOWICTE
OBHapyxeHne .
CEPEINC
3awuTta ®
WHTEP®ENC MNOML30OBATENA
YEEAOMIEHIAA MoTeHunansHo ONacHblE NPUAOKEHUA Arpecci.. C6aNaHC.. OCTOPO.. Bk, o
HACTPORKM ObiapERetne . o

LAl LAl AT W ULAL P s TA

YnyylweHHada 3almTa

PacwunpeHHoe MalunHHoe oby4eHne - 3TO YaCTb MOAYNA 0OHAPY)KEHUS, K KayecTBe
[OMOSIHUTENBHOMO YPOBHS 3aLLMThl HA OCHOBE MALLWHHOIO 06yYeHUs, KOTOPbLIN YayyllaeT
paboTy yHKUMM 0BHapyXeHNs. [JoNONHUTENbHYO MHOoPMaLunio 06 3TOM TUne 3aWmnTbl CM. B

rnoccapun.

Mpoueccbl CKAaHUPOBAHUA BPEAOHOCHBIX NPOrpamMMm

MapaMeTpbl MOAYNS CKAHUPOBAHNS MOXKHO HAaCTPOUTb OTHENbHO N1 CKaHepa B PEXMMe peasibHOro
BPEMEHW 1 A5 CKaHepa Mo 3arpocy. Mo yMon4aHuMio, MICMoJsib30BaHUEe HAaCTPOEK 3aluUThl B
peXXuMme peanbHOro BpeMeHM BKJ0YeHO. Mpu BKIOYEHUN 3TON YHKLUM COOTBETCTBYIOLWMNE
HACTPOMKM CKaHMPOBaHUS No TpeboBaHMIO NPOUCXOANT OT pa3fesia 3aluTa B peXXuMe peasibHoro
BPeMeHU M Ha OCHOBE MALLUMHHOro oOy4yeHus. [JoONONHNTENbHbIE CBEIEHUS CM. B pa3aene
MpoLecchl CKaHMPOBAHWS BPEIOHOCHbIX MPOrpaMm.

HacTtpoika oOHapyxeHus

Mpu 0bHapyXeHnn (HanpumMep, yrpo3a obHapy>XBaAeTCs 1 KNacCMULMPYETCS, KakK BpeoHOCHas
nporpamma) MHdopMaLms nepegaeTca B XKypHaa obHapyKeHns 1 NosBAATCA YBeJoMIeHUs Ha
paboyem CTOJsIE, eC/IN OHW HAaCTPOEHbI B MEHIO ESET Internet Security.

MoporoBoe 3HayYeHne 0bHapPYXEHUsI HACTPaMBAETCS ANs KaXXA0N KaTeropun (oanee -
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«KATETOPUA»):
1.BpeoHOCHbIE NporpamMMbl
2.MoTeHUManbHO HeXXenaTeNbHble NPUNOXKEHUS
3.MloTeHUMaNbHO ONacHbIN
4.Nof03puUTesNbHbIE NPUNOXKEHNS

O6Hapy>XeHNs BbINOJIHAOTCS C MOMOLLbIO MOAYNA 06Hapy>XeHWs, BKI0Yas KOMMNOHEHT MaLlUUHHOMO
0by4eHunsi. Mo>XKHO yCTaHOBUTbL 60s1ee BbICOKOE MOPOroBOE 3HA4YEHME OTHETHOCTU MO CPABHEHNIO C

TEKYLLUM 3HaYEHMEM 3aLLNTLI. DTN HACTPONKN OTHETHOCTU He BAMSAIOT Ha BJI0KMPOBKY, 04MLLEHVE
nnn ynanexHmne obLeKToB.

Mepel N3MeHeHMEM MopPoroBoro 3HavyeHusa (nam yposHa) otyeTHocT ansa KATEFOPUN o3HakoMbTeCh
CO CnefyowmnMm:

ArpeccuBHbIN ®OyHKUNS 0bHapyxeHna KATEFOPUIN HacTpoeHa Ha MakCMMabHYyto
4yBCTBUTENLHOCTb. Cny4yaeB 0bHapyxeHns byneTt 6onbLue. Mpu ypoBHe
ArpeccuBHbIN (hyHKLMNA MOXET OWMOOYHO CHMTaATb 0O BHEKTHI
KATEIOPUAMWN.

COanaHcupoBaHHbIM YCTaHOBNEH cbaNaHCMPOBAHHBLIN YpOBEHb YHKLUN 0BHAPYXeHNS
KATEFOPUW. 3Ta HacTporka AomkHa obecneynBaTb ONTMMasbHbIN BanaHC
NPON3BOANTENILHOCTY, TOYHOCTY OBHapPY>XeHNA 1N KOIMYECTBA JI0XKHbIX
obHapyxeHun.

OCTOpPOXXHbIN YpoBeHb hyHKUUKM 0bHapyxeHns KATEFOPUW HacTpoeH Taknm obpa3om,
4TOObl YMEHbLUNTb KOJIMYECTBO IOXKHbIX 0OHAPYXEHWA, HO NP 3TOM
COXPaHWUTb AOCTATO4YHbIA YPOBEHb 3aLnTbl. O6BEKTbI CHATATCS TaKNMU,
TOJIbKO €C/IN X NoBefeHne SBHO COOTBeTCTBYeT noseneHuio KATETOPUN.

Bbikn. ®yHKUMA 0bHapyxeHns ans KATETOPUWN He akTuBHa, n 0bHapyxeHuns
TakKoro pofa He obHapy>XnBalOTCH, HE PErMCTPUPYIOTCS U He oYnwatoTcs. B
pesysibTaTe, aHHaa HaCTPOMKa OTKJIl0YaeT 3aluTy OT 3TOro Tuna
obHapyXeHus.

3HavyeHne «Bblkn» HegOCTYNHO 419 ONOBELLEHUS O BPEAOHOCHbIX

nporpaMMax 1 no yMoJiHaHMIO UCNOJIb3yeTCs A5 NOTEeHLUNaIbHO ONaCHbIX
NPUSIOXKEHUN.

Vv JOCTYNHOCTb MoAyaeln 3almnThl ESET Internet Security

[OCTYNHOCTb (BKAOYEHO UK BLIK/IKOYEHO) MOAYNS 3aLUNTLI AN BbIOBpaHHOrO NOPOroBOro 3Ha4YeHns
KATEFOPUW BbIrnsanT cnegyowmm obpasom:

Moaynb paclmMpeHHOro v v X X
MalUMHHOro obyyeHmnsa* (arpeccmBHbIN (KoHCepBaTMBHLIN MOAY/b)

pPeXMM)
Monaynb obHapyXxeHus v v

Opyrne moaynu 3alinThbl v

44



* [JOCTYNHO B ESET Internet Security Bepcumn 13,1 n 6bonee no3gHux.
** He pekomeHpyeTCA

V OnpepeneHme BepcuMm NpoayKTa, BEPCUI MOAYNS MPOrpaMMmbl U AaThl COOPKM

1. LLlenkHuTe 3nemMeHT CnpaBKa M noapepXxka > O npopykTe ESET Internet Security.

2. Ha 3kpaHe O npogyKTe B NepBoii CTPOKE TeKCTa 0Tobpa)kaeTcsl HOMep BEPCUU BaLLEro
NpoayKTa ESET.

3. lLlenkHnTe 371eMeHT YCTaHOBJIEHHble KOMMOHEeHTbI 414 OOCTYyrMa K I/IHdJOpMaLI,VII/I (0]
KOHKPEeTHbIX Mooy nsaX.

KniouyeBblie MOMEHTbI

HeCKoJIbKO KN0YeBbIX MOMEHTOB NpU YCTaHOBKe COOTBETCTBYIOLLEr0 MOPOrOBOro 3Ha4YeHUs ans
Ballen cpefbl:

+ CbanaHcMpoBaHHOE MOPOroBOe 3HaYEeHVe PeKOMeHyeTcs Ans 60/bLIMHCTBA HACTPOEK.

* OCTOPO>XHOE MOPOroBoe 3Ha4YeHne NpeacTaBnseT cobon ConoCTaBUMbIA YPOBEHb 3aLLUUTLI MO
CPaBHEHMIO C NpeablAyLWNMIN BepcrMamm ESET Internet Security (Bepcusa 13.0 nnn bonee paHHue).
OT0 pekoMeHAyeTCs Ans cpen, rae npuopuTeTOM ABNSETCA CBEPTbIBAHUE JIOXKHO
NOEHTUDNLNPOBAHHBLIX 0OBEKTOB C MOMOLLLIO 3aLLUTHOO NPOrpaMMHOro obecneyeHus.

* bonee BbICOKMI NOPOr OTYETHOCTM — Bonee BbICOKUIN YypoBEHb 0BHapyXeHus, Ho bonee
BbICOKMI LWAHC JIOXXHO MAEHTU(MNLNPOBAHHbIX 0OHEKTOB.

* C peanbHOW TOYKM 3peHns, HeT rapaHTum 100 % obHapyxeHus, a Takxe 0 % waHCoB
n3bexaTb HeNpPaBMIbHOM KNacCUgmrKaLumm YNCTbIX 06BEKTOB KaK BPEAOHOCHbLIX MPOrpamMm.

» CoxpaHsnTe ESET Internet Security U €ro MOAY/N B aKTYaJlbHOM COCTOSHMU, YTOObI 06ecrneynTs
MaKCUMasibHbI BanaHc MeXxay NpoM3BOANTEIbHOCTBIO M TOYHOCTbIO 0BHAPYXEHMUS 1
KOJIMY4ECTBOM OLLUMBOYHO 3aperncTpupoBaHHbIX 06LEKTOB.

HacTponka 3awuThl

Ecam 06bekT, KnaccmguumnpoBaHHbin kak KATETOPUSA, oTobparxkaeTcs B 0THETE, NporpaMma
6noKMpyeT 06BEKT 1 3aTEM 04MLLAET, yAANAET UIK NepeMeLlaeT ero B KapaHTyH.

Mepel n3MeHeHMEM NMoporoBoro 3HavyeHmsa (nam yposHa) 3awmnTbl a1 KATEFOPUN o3HakoMbTeCh CO
cnefyowmnm:
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ArpeccuBHbIN CoobuieHns 06 0bHapy>XeHUn arpeccmBHoro (unmn 6onee HU3KOro) ypoBHs
610KMpYIOTCA, U 3aNyCKaeTCa aBTOMaTUYeCKoe yCTpaHeHne
HencrnpaBHOCTEN (T. €. 04NCTKA). ITOT NapaMeTp PeKOMeHOYyeTCs, ec/in Bce
KOHEYHbIE TOYKM BblIN OTCKaHMPOBaHbI C arpeCcCMBHbLIMU HAaCTPOMKaMK 1 B
NCKOYeHNs 06HapyXeHns bbiin 0ob6aBieHbl 06BEKTHI C IOXKHBIM
KnaccuumumpoBaHmnem.

C6anaHcupoBaHHbIM O6HapyxeHusa cbanaHCMpPOBAHHOIO (MK 6onee HU3KOro) YPoBHSA
610KMpPYOTCA, MOCNE Yero 3anyCcKaeTcs aBTOMaATMYECKOE UCNPaBIEHME
(T. €. o4MCTKA).

OCTOPOXHbBIN OBHapy>XeHNs 0CTOPOXHOI0 YPOBHSA BJIOKMPYIOTCS, U 3anycKaeTcs
aBTOMaTU4YeCKoe NCrnpaBsieHne (T. €. 04NCTKaA).

Bbikn. MonesHo ANna NAEHTUDNKALUN N NCKIIOYEHNUS NOXKHbBIX CoobLleHni 06
obbekTax.

3HavyeHune «Bblkn» HEONOCTYMNHO ANnd 3allnTbl Bp€AOHOCHbLIX NMPOorpamMm u rno
YMOJIHaHUIO NCMOJIb3YETCA ANA NOTEHUMAIbHO OMaCHbIX I'IpI/IJ'IO)KeHI/IVI.

VTa6nV|LLa npeobpa3oBaHus 0ns ESET Internet Security Bepcuun 13.0 nnm 6onee paHHemn

Mpw obHoBNeHuK ¢ Bepcun 13.0 n bonee paHHen oo sepcun 13.1 n bonee no3aHen, HOBOE NOPOroBoe
cocTosHue ByneT BhIrNaaeTh caegyowmm obpasom:

Mepeknioyatenb KaTeropun nepen obHoBneHneM X
HoBoe noporosoe 3HaveHue KATEFTOPUU nocne obHoBneHua CHanaHCMpOBaHHbLIN Bbik.

Moaynb oOHapy>XeHUsa pacLlUpPEeHHbIX
napaMeTposB

TexHonorus Anti-Stealth SB19eTCA CIOXHON CUCTEMON, obecnevmnsaroLLen obHapyXeHne onacHbIX
NporpamMM, TakMxX Kak PYTKUTbI, KOTOPbIE MOTYT CKPbIBaTbCA OT OMepauMoHHON CUCTEMbI. DTO
3HAYMT, YTO TakKme NPorpaMMbl HEBO3MOXXHO 0OHAPYXNTb C MOMOLLbIO 0BbIYHBIX METOA40B NPOBEPKU.

Bkao4YuTh pacluMpeHHoe CKaHUpoBaHUe C NOMOLUbIO AMSI: NHCTPYMEHT Microsoft Antimalware
Scan Interface, N03BONAOLWNIA pa3paboTymkam NPUNOXKEHU Co34aBaTb HOBblE CPEACTBA 3aLlluUThl OT
BpenoHocHoro MO (Tosibko Windows 10).

ILencTBUA Npu OOHapPy>XeHUU 3apa’keHus

3apakeHnst MOryT NonacTb Ha KOMMbIOTEP M3 Pa3INYHbIX UICTOYHMKOB, TakKUX Kak Beb-caiThl, 0buwne
nanku, 3IEKTPOHHAS NOYTa WU ChEMHLIE HOCUTENN (HAaKONUTENN USB, BHELLHWE ANCKW, KOMMNAKT-
nnn DVD-OUCKN N T. A.).

CtaHpapTHOe noBepeHue

OO6bIYHO ESET Internet Security 0OHapyXMBAET 3apaKe€HWs C NMOMOLLbIO NMEPEYNCIEHHBIX HMXXE MoLy e,
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* 3alinTa hana0BON CUCTEMbI B PEXNME PEAJSIbHOIrO BPEMEHM

e 3alluMTa A0CTYyMNa B VIHTepHeT

¢ 3allMTa NOYTOBOro KJMEHTa

* CKaHMpOBaHME KOMMbOTEPa N0 TpeboBaHWUIO;

KaXabli MOAY/lb UCMO/Ib3YET CTaHAAPTHbLIN YPOBEHb OYUCTKU U NbITAETCSH OYUCTUTL (aiin,
MOMECTUTb €ro B KapaHTUH UK NPepBaTb NOAK/OYEHME. B NpaBOM HXXHEM YTy 3KpaHa
oTobparkaeTcs oKHO yBeaoMneHuit. NMoapobHble cBefeHNs 06 06HapyXEHHbIX N 04MLLEHHbIX
06bEeKTaxX MOXXHO HaTK B haltiax xypHaia. JonoaHUTeNbHbIe cBefleHNs 00 YPOBHSAX O4NCTKM U
noBelleHUn CM. B pa3aesie YPOBEHbL OYUCTKU.

(es[) INTERMET SECURITY 2 coobuenuin v X

O6wekT yrpoza (Eicar) Bein Halged, KorAa NPUAOHEHNE

@:f—' =

CKaHuMpoBaHMe KOMMNbIOTEPA HAa HaJIMYMe 3apa>kKeHHbIX
dannos

Ecnv Ha KoMNblOTEpe BO3HMKM MPU3HAKWN 3apakKeHnst Bpe0HOCHON NPOorpaMMoin (Hanpumep, oH
cTan meaneHHee paboTtaTb, 4YaCTO 3aBUCAET U T. M.), PEKOMEHAYETCA BbINOJIHUTL Cheaytoline
nencTeus.

1.0TKpoWTe ESET Internet Security 1 BbibepnTe KOMaHAy «CKaHMpPOBaHUe KOMNbIOTepa».

2.Bb|6ep|/|Te BapuaHT CKaHMpOBaTb KoMnbloTEpP (,EI,OI'IO)'IHI/ITeJ'IbHyFO VIH(pOpMaLI,I/HO CM. B
pa3nene CkaHVpoBaHMe KoMNboTEpPa).

3.MM0 3aBepLUEHNN CKaHMPOBAHNSA NPOCMOTPUTE B XXYPHaJie KOJINYECTBO NPOBEPEHHbIX,
3apPa>Xe€HHbIX N O4NLLIEHHbIX q)a|7|nos.

Ecnn cneflyeT CKaHMpPOBATb TOJILKO OnpefeneHHyo YacTb OUCKa, BblﬁepI/ITe BapunaHT Bblﬁopquoe
CKaHUPOBaHUE N YKaXUTe 06beKTHl, KOTOpPbl€ HYXXHO CKaHWPOBaTb Ha NMPeAMET Haln4nga BupyCcosB.

OuucTtka u ypaneHue.

Ecnn pencTere no yMonYaHuUio ANs MOAYNS 3aWwnThl (DaiiIoBOA CUCTEMbI B PEXMME peasibHOro
BPEMEHW He onpeneneHo, Noab30BaTesNo NpeanaraeTcs BbibpaTh ero B OKHe npeaynpexaeHus.
O6bI4HO AOCTYMHbI BapuaHTbl O4UCTUTD, Y BanuTb i Huyero He npegnpmHuMaTth. He
pekomeHayeTcs BbibupaTh AencTBMe HU4ero He npeanNpPUHUMATDb, NMOCKOJIbKY NMPU 3TOM
3apa)keHHble aitnbl He 6yayT oumnweHbl. ICKYeHne AonyCcTUMO TONbKO B TOM CJlyyae, ecin Bbl
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yBepeHsbl, 4To hann b6e3speneH n bbi1 06HapyxeH no owunbke.

(es[3) INTERNETSECURITY
A OB6HapyxeHa yrposal!

O6wexT yrposa (Eicar) Hafged B daine, K KOTOPOMY NPWIDHEHHE

=] Microsoft Windows Search Protocel Host neraerca MOAYYHHTE JOCTYTL
Mpunonenne: ChAWindows\System32\5earchProtocolHost.exe
Komnanua: Microsoft Corporation

Penyrawma: i OBHapyxeno T ner Hazag

Pain: Ch\Users\Admin\Downloadsh\eicar.com (1).bd
Penyrawma: A @ O6napyxeno 5 net Hazag
Obnapymenmne: Eicar Tect daiin

[MoasepryyTe dawn ouncTke?

v CKONUpOBaTh B KAPaHTUH
v Mepeaats Ha aHanws
WckntounTs U3 npoBepKi

HekntounTe NoANKce K3 DEHEP:,DKEHMH

JononHnTensHele cBeaeHna of 3Tom coobuiennn A MoapoBHoctn # PaclumpeHHBIE NapaMeTphl

O4ncTKy cnepyeT NPUMeEHATb, ecnun ann Obln aTakoBaH BUPYCOM, KOTOPbIA L0OaBua K HemMy
BPELOHOCHbIN KoA. B 3TOM c/lyyae CHavana nporpamma MbiTaeTCs O4UCTUTL 3apaKeHHbIN han,
4T0bbl BOCCTAHOBUTL €ro NepBoHaYalsibHoe COCToAHMe. Ecnn han CoaepXXnUT TONbKO BPeAOHOCHbI
Ko, OH byneT yaaneH.

Ecnu 3apa)keHHblin ¢haitn 3a610KNPOBaH MU NCMOb3YETCS KaKUM-TMBO CUCTEMHbBIM MPOLLECCOM,
06bI4HO OH yJanseTcs TobKo nocne oceoboxaeHms. Kak npaBusio, 3To NPOMCXOANT Nocne
nepesanycka CUCTEMbI.

BoccTaHOBJIeHMe U3 KapaHTUHa

KapaHTVH MOXXHO OTKPbITb U3 [1aBHOI0 OKHa MporpamMmsbl ESET Internet Security, LENKHYB 3/IEMEHT
CepBuc > lonosiHUTENbHbIe CPeACcTBa > KapaHTuH.

®annbl, NOMELLEHHbIE Ha KapaHTWH, MOXXHO TaK>Xe BOCCTaHOBUTb B NCXOAHOE PaCnosio)KeHUeE.

* 1N 3TOro WeaHUTe NpaBon KHOMKOW MbILWK hait, MOMELEeHHbI Ha KapaHTWUH, 1 B
KOHTEKCTHOM MEHI0 HaXKMUTE KHOMKY BOCCTaHOBUTb.

* EC/in (haiin NoMeYeH Kak MoTEHLIMAbHO HEXEeaTelbHOe MPUJI0XKEHNE, MapPaMeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHUPOBAHMA BKJIIOYEH. CM. TakxKe /CKo4YeHns.

* KOHTEKCTHOE MEHI0 COLEPXUT Takxe PyHKUNIO BoccTaHOBUTBL B, KOTOpPas Nno3BoJiseT
BOCCT@HOBUTb (halJ1 B pacnosioXXeHne, 0T/IMYHOE OT UCXOLHOrO.
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* (DyHKLI,I/IFl BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Clly4YadX, HaripumMmep, and q3a|7|n03,
pacnoJioXXeHHbIX B CEeTeBOW narke, ,EI,OCTyFIHOI7I TOJIbKO OJ14 YHTeHu4.

MHOXXeCTBEeHHbIe Yyrpo3bl

Ecan npu ckaHMpoOBaHMM KOMMNbIOTEPA Kakne-1mbo 3apakeHHble (hasibl He ObIIn 04ULLEHBI (MK ONs
napameTpaypoBeHb 04UCTKY BbII0 YCTAaHOBNEHO 3HaYeHe Be3 O4YMCTKHM), Ha 3KpaHe oTobpa3unTcs
OKHO MpefynpexxaeHns, B KOTOPOM BaM ByaeT npeasioxeHo BoibpaTb AeicTBME AN Takux (annos.
Cnepnyert BbibpaTb AencTBusa gnsa annos (AenCcTBUS BbIOUPAOTCA OTAENLHO ANS KaXkAoro danna B
CNucKe), a 3aTeM Ha)kaTb KHOMKY FoToBO.

YpaneHue ¢pannoB U3 apxuBOB.

B pexxume 04UCTKM NO YMOMYAHMWIO apXUB YOANAETCs LeNNMKOM TONIbKO B TOM Cllyyae, ecu OH
COOEPXUT TOJIbKO 3apakeHHble annbl. IHave roBops, apxXmBbl, B KOTOPbIX €CTb He3apa>keHHble
thannbl, He ypansawTcsa. OfgHaKo cneayeT NposiBASTb OCTOPOXHOCTb MPU CKaHMPOBAHWUW B peXunme
TLWATENbHON 0YUCTKIM, TaK Kak Npu 3TOM apxvB yAanseTcs, ec/iv COAePXUT X0Ta bbl 0AnH
3apaXeHHbIn hann, He3aBUCKMMO OT COCTOAHUSA APYruX (hanioB B apxmBe.

3awuTta pansIoBOU CUCTEMbI B peXXume
peanbHOro BpeMeHu

3awmTa (hannoBo CUCTEMbI B PEXMME PeasIbHOr0 BPEMEHUN KOHTPOMPYET BCe (halifibl B CUCTEME Ha
Hain4ne BPeLOHOCHOM0 KOAa NMPU OTKPbLITAMW, CO3AaHUN UKW 3anyCKe.,

NTERNET SECURITY o X
[lonoAHUTEeNbHbIE HAaCTPOUKHK Q X @
MOAYE OBHAPYKEHIAA OCHOBHOE

3awmTa daiinoBol cucTEMbI B
peansHOM EPeMeHH

BrntounTe 3aluTy dainoecii CMCTEMBI B pEANIEHOM BREMEHN

HOCWTENW ANA CKAHWPOBAHWA

HecTkne gncKn

ChEMHBIE HOCHTENN
OBHOBMNEHKE

CeTesble AWNCEKN

SALLNTA CETI

WHTEPHET W1 3/IEKTPOHHAR
NOYTA

CKAHWFPOBATH NPU

~ Otkpeman daina
KOHTPOJ/b ¥CTPOWCTE
Cozaannm daiina

CEPBINC
WMecnonnenun daina

WMHTEPGEC NONB30BATENA HocTyn K 3arpyz04HOMY CEKTOPY CBEMHBIX HOCHTENENR

YBEAOMIEHIA

Ly
HACTPORK M WCKNHYEHWA 4NA NPOLECCOB

L LAl ARET W AL AL ST A

QOK
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Mo ymon4aHuio yHKLMSA 3alinTbl PannoBON CUCTEMbI B peasibHOM BPEMEHM 3amnyCKaeTcsa npu
3arpy3ke cucTembl 1 obecnedynBaeT NOCTOAHHOE CKaHMpOBaHME. Mbl HE peKOMeHAyeM CHUMaTb
(hnaxok BKAo4umTh 3aWimuTy (hansioBOU CUCTEMBI B peasibHOM BpeMeHMU B OkHe PaclumpeHHble
napameTpbl B pasgese Moaynb obHapyXxeHus > 3awuta pannoBom CUCTEMbI B peasibHOM
BpeMeHu > OCHOBHOe.

Hocutenu pnfa cKaHUpoOBaHUA

Mo yMOMYaHUIO BCE TUMbl HOCUTENEN CKaHUPYIOTCS Ha HaJIMYMe BO3MOXKHbIX Yrpo3.

* XKecTkne auckn — CKaHMpoBaHMe BCEX CUCTEMHbIX U CTaLMOHAPHbIX XXECTKMUX AUCKOB
(Hanpumep: C:\, D:\).

* CbeMHble HOCUTEeNM: CKaHMpoBaHWE CbEMHbIX HocuTenen CD/DVD, USB-XpaHunniia, KapT
namMaTn N T 4.

* CeTeBble OAUCKM: CKAHNPOBAHME NOAKJIOYEHHbIX CETEBbLIX AUCKOB (MpuMmep: H:| Kak |\store04)
NN CeTeBbIX ANCKOB NPSAMOro goctyna (npumep: \\storeos).

PekoMeHAyeTCs 0CTaBUTb NapaMeTpbl MO YMOYAHMIO, @ U3MEHATb UX TONIbLKO B 0CODbIX ClyyYasx
(HanpuMep, ecnn CKaHMpPOBaHME ONpPeaeeHHbIX HOCUTENEN NPUBOANT K 3HAYMTEIbHOMY
3amMeaneHunto obMeHa aaHHbIMN).

CkaHuMpoBaTb Npu

Mo yMoN4YaHMto BCe (haltsibl CKAHMPYOTCS NP OTKPBLITAK, CO34AHUN NN UCMONHEHUN.
PeKOMeHAyeTCst He U3MEHATb HACTPOMKMN MO YMOYaHUIO, MOCKOJIbKY OHU obecrneymBatoT
MaKCUMasibHYIO 3alLMTY KOMMbOTEPA B PEXIMME PeasibHOr0 BPEMEHMU.

* OTKpbITUM harna: CKaHMpOBaHME MPU OTKPbITUN hainna.
* Co3paHum panmna: cCKkaHMpoBaHME CO3AaHHOIM0 UK U3MEHEHHOro0 (hainna.
* NcnonHeHun anna: CkaHnpoBaHUe Npu BbINOJIHEHUN UK 3anyCcKe danna.

» LlocTyn K 3arpy304HOMY CeKTOPY CbeMHbIX HOCUTEeJIeH: CKaHMPOBaHWE Cpa3y Npu BCTaBKe
CbE€MHOr0 HOCUTENS, COEPKALLIEr0 3arpy304HbIA CEKTOP, B YCTPOWCTBO. DTOT NapaMeTp He
BKJ/IO4AET CKaHVWPOBaHMUE (halioB Ha CbeMHbIX HoCUTeNsX. CKaHMpPOBaHUE (halioB Ha CbeMHbIX
HOCMTENSIX MOXHO BKJ/IOYUTb B pa3desne Hocutenu pna ckaHupoBaHus > CbeMHble
HocuTenu. YToObl JOCTYN K 3arpy304HOMY CEKTOPY CbeMHbIX HocuTenen paboTan
KOPPEKTHO, BKJIIOYNTE HAaCTPONKY 3arpy3o4Hble ceKTopbl/UEFI B NapaMeTpax ThreatSense.

3awmTa (hansioBon CUCTEMbI B PEXUME PeanbHOro BPEMEHN NPOBEPSET BCE TUMblI HOCUTENEN 1
3anyCKaeTcs pas3/iMyHbIMU COBLITUAMU, TAaKUMU KakK BOCTYN K anny. 3a CHeT UCMnonb30BaHUS
MeTon0B 0bHapyXeHus ThreatSense (Kak ONUCaHO B pasgene [NapameTpbl ThreatSense) 3aWmTy
(hannoBon cUCTEMbI B peXXnMMe peasibHOro BpeMeHN MOXKHO HaCTPOUTb A5 CO34aBaeMbIX U yxe
CYLLEeCTBYOLWNX (hannoB No-pasHoMy. Hanpumep, MOXXHO HAaCTPOUTb 3alUNTy PanioBON CUCTEMbI B
peXnme peasbHOr0 BpeMeHu Tak, 4Tobbl oHa bonee TwaTebHO OTCEXMBaNa BHOBb CO3AaHHbIE
thannbl.

Y706bl CHU3NTb BAMSHME HA NPOU3BOAUTENLHOCTb KOMMbIOTEPA NPU NCNOJIb30BaHNM 3aLUNTLI B
PeXUMe peasibHOro BPeMeHM, MOBTOPHOE CKaHMPOBaHWe (haliioB, KOTopble yxxe Oblan
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NPOCKaHNPOBaHsbI, He BbINOMHAETCS (ecan dalsibl He 6blIn n3MeHeHbI). Palinbl MOBTOPHO
CKaHMPYIOTCA Cpa3y Nocse Kaxxaoro 06HoBAEHMS MOLY A 0OHapyXeHWs. YnpaBaeHue 3Tum
PEXMMOM OCYLLECTBAIAETCS C MOMOLLbIO NapamMeTpa ONTUMM3auma Smart. ECIM onTMMM3auma Smart
OTKJII0YEHa, BCE (hal/ibl CKAHUPYIOTCS KaXKAbliA pa3 Npw noslyyeHnn AocTyna K HAM. 15 n3MeHeHus
3TOro napameTpa OTKPOWTe OKHO PacluMpeHHblie NnapaMeTpbl, Ha)xaB KJaBuLwy F5, 1 nepenauTe K
pasneny Moaynb o6HapyXxeHus > 3awuTa (panioBOM CUCTEMbI B peXXUMe peasibHoro
BpeMeHMU. ocnejoBaTENLHO WeEeNKHUTE 3neMeHTHl HacTpoka napameTpoB Moayns ThreatSense >
Apyroe v CHAMUTE UKW YCTAHOBUTE (HNIaXXOK BKAKOYNTL MHTENNEKTYasIbHYI0 ONTUMU3ALMUIO.

YPOBHU OYUCTKHU

YT106bl NONYYUTL OOCTYM K HACTPONKAM YPOBHSA OYUCTKM A5 HY)KHOr0 MOAY NS 3allMThl, pa3BepHuTe
MapameTpbl ThreatSense (Hanpumep, 3awmuTta PannoBON CUCTEMBI B peasibHOM BPEMEHMU) 1
BbibepuTe OYUCTKA > YPOBEHb OUYUCTKM.

MapamMeTpbl ThreatSense UMEIKOT YKa3aHHbIE HUXKE YPOBHU UCNPaBeHNA Npobaem (T. e. 04UCTKa).

NcnpaBneHue B ESET Internet Security

Bcerpa ucnpasnatb MblITaTbCA UCNPABAATb OOHAPYXXEHUS NpU 04NCTKe 06bekToB be3

obHapy>xeHus BMeLlaTeIbCTBa KOHEYHOr 0 MoJsib30BaTeNs. B HEKOTOPbIX Cinyvanx
(HanpumMep, C CUCTEMHbIMK (harnamu), ecniv obHapy>xeHue He yaaeTcs
NCcNpaBuTb, 0BHaPYXKEeHHbIN 06 BLEKT OCTaBAAETCS B UCXOLAHOM

PacnosioXKeHuu.
WcnpaBnatb MblITaTbCA UCNPABAATb OOHAPYXXEHUS NpU 04NCTKe 00bLeKToB 6e3
ODHapy>XeHus, ecnm 3TO BMeLlaTeNbCTBa KOHEYHOr0 NoJIb30BaTeNA. B HEKOTOPLIX C/lyHasx
6e3onacHo, B Apyrom (HanpumMep, cUCTeMHbIe (halibl NN apXmBbl, KOTOPbIE COAEPXAT U
cJslyvyae oCTaBMUTb 4YUCTblE, U 3apaXKeHHble (hannbl), ecim obHapyXXeHue He yaaeTcs

NCcNpaBuTb, 0BHAPYXXEHHbIN 06BEKT 0CTAETCH B UCXOLAHOM

PacnosioXKeHnu.
UcnpaBnaTtb MblTaTbCA UCNPABAATL OOHAPYXEHUS Npu o4UCTKe 06bekToB. B
ODHapy>XeHUs, eCaM 3TO HEKOTOPbIX Cy4asnx, €CM HU OLHO U3 LEeNCTBUIA BbINOMHUTb
be3onacHo, B gpyrom HEBO3MOXHO, KOHEYHbIN N0Jib30BaTe b MNoJly4aeT UHTEPaKTUBHOE
cslyyae cnpawiuvBaTb npefynpexneHve, B KOTOPOM clieflyeT BblbpaTb AeNCTBUE MO

ncnpaBaeHnio (Hanpumep, YAanauTb WAN MPOUrHOPMPOBaThL). ITOT
napamMeTp pekoMeHAyeTCs B 60NbLUNHCTBE C/Iy4HaeB.

Bcerpa cnpawmBatby  KOHe4YHOMY MoJib30BaTet0 0TOOPaXKaeTCcs MHTEPAKTUBHOE OKHO Npw

KOHEeYHOoro 04NCTKE 06BLEKTOB, 1 OH A0JIXKEH BblbpaTb AeNCTBME MO UCMPABAEHWIO

nonb3oBaTtens (Hanpumep, yAanuTb UM NPONYCTUTb). ITOT YPOBEHb NpeAHa3HayeH
Ans 6osiee onbITHLIX NOJIb30BaTENEN, KOTOPbLIE 3HAIOT, KaKne OeNCTBUA
cnefyeT NpeanpuHATh B Ciyvyae obHapyXeHus.

MoOMEeHT usaMmeHeHus KOHUrypaumm 3aLimTbl B
pe>xuMe peasibHOro BpeMeHu

3aliMTa B pexunMe peasisHoro BpeMeHu aBnsieTcs Hanbonee CylecTBEHHbIM 3/1IEMEHTOM BCeW
cucTembl obecneyeHust 6esonacHocT. HeobxoanmMo 6biTb BHUMATENbHLIM NPU U3MEHEHUN ee
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NnapaMeETpPOB. PeKOMeH)J,yeTCH N3MEHATbL NMapaMeTpPbl TOJIbKO B 0Cobbix cny4vaax.

Mocne ycTaHOBKM ESET Internet Security BCE NapaMeTpbl ONTUMU3UPOBaHbI 419 MaKCMMaslbHOW 3aLUUThbI
cucTeMsbl. 119 BOCCTAHOBAEHWUS MapamMeTpoB Mo YMONYaHUIO WENKHUTE =' BO3Jie Ka)XA0N BKNAAKN B
OkHe (PacwuMpeHHble napameTpbl > Mogynb o6Hapy>xeHus > 3awmTa pannoBON CUCTEMbI B
peXxuMme peanbHOro BpeMeHH).

NMpoBepka Moaynsa 3alLUTbl B peXuMe
peanbHOro BpeMeHwu

YT106bI YOEANTHCSH, YTO 3alinTa B peasibHOM BpeMeHun paboTaeT 1 obHapyXunBaeT BUPYCh,
MCNONb3yNTe NPOBEPOYHbLIN halsl www.eicar.com. ITOT TECTOBbLIN (hann ABnseTCa 6e3BpeHbIM, 1 ero
obHapyXnBalT BCe MPOrpamMmmebl 3alnThbl OT BUPYCcoB. ®ann co3faH KoMnaHuew EICAR (European
Institute for Computer Antivirus Research) 0151 NPOBEPKU (PYHKLMOHMPOBAHMS NPOrpaMM 3alinTel OT
BMPYCOB.

®ann focTyneH Ans 3arpysku ¢ Beb-canTa http://www.eicar.org/download/eicar.com.
Mocne BBOAa 3TOro URL-afpecca B 6pay3epe Bbl AOMKHbI yBUAETH COOBLIEHNE 06 yaaNeHnn yrpo3bl.,

PewwieHue npobneM, BO3SHUKAIOLLMX NPU
paboTe 3awwunTbl hannoBon CUCTEMbI B
pe>XxuMme peasibHOro BpeMeHu

B 3TOM pa3gnene onucaHbl I'Ip06J'IeMbI, KOTOpble MOIyT BO3HUKHYTb MNMpn NCMNOJIb30BaHNW 3alLlUTbI B
pexnMme peasibHOro BpEMEHU, N cnocobbl nx YCTPpaHeHNA.

3awuTta panyioBOU CUCTEMbI B peXXUMe peasibHOro BpeMeHHu
OTKJIlOYEeHa

Ecav nonb3oBaTenb HenpeaHaMePEeHHO OTK/IYUT 3aLUNUTY B peasbHOM BPEMEHU, HeobXoanuMo
MOBTOPHO aKTUBMPOBATbL 3TY PYHKLMIO. YTOOLI NOBTOPHO aKTUBMPOBATL 3aLLMTY B peasibHOM
BpPeMeHH, nepenanTe B pa3aen HacTponka B [/1aBHOM OKHE MporpamMmel U WeAKHUTEe 3awuTa
KoMnbloTepa > 3awuTa (panIoBOW CUCTEMb] B PeasibHOM BPEeMEeHM.

Ecnn 3awmTa hannoBon CUCTEMBI B PEXMME PeasibHOro BPEMEHN He 3anyCKaeTCs Npu 3arpyske
cmMcTeMmsbl, 06bIYHO 3TO CBA3AHO C TEM, YTO OTKJIOYEH NapaMeTp BKAOYUTL 3awuTy hannoBomn
CUCTEMbI B peasibHOM BpeMeHU. YToObl BKJIYNTb 3TOT NapameTp, nepenauTe B pasgen
PacwmupeHHble napameTpsl (F5) 1 nocnenoBaTenbHO BbibepnTe Moaynb oOHapyXXeHus > 3awiuTa
¢pannoBon CUCTEMbl B peasibHOM BPEMEHM.

3aluTa B pe)XXuMe peasibHOro BpeMeHn He OOHapyXXuBaeT u
He O4YMLUaeT 3apa)keHun

YbeamTecb B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOB/IEHbI APYrie NPOrpamMMmsbl 3alUTbl OT BUPYCOB.
Ecnun Ha KoMMNblOTEpe YCTAaHOBEHO CPa3y ABE aHTMBMPYCHbIX MPOrpaMMbl, OHWU MOTYT
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KOH(DJ'II/IKTOBaTb Mexny cobon. I'Iepeu yCTaHOBKOIZ ESET peKoOMeHAYyeTCa YOa/nTb C KOMMNbOTEPaA BCE
npo4yne nporpaMmmbl 3alllnTbl OT BUPYCOB.

3aluTa B pe)XXuMe peasibHOro BpeMeHMu He 3anyckaeTcs

Ecnn 3awmTa B peasibHOM BPEMEHW He 3aMyCKaeTCs Mpu 3arpy3ke CUCTEMbI (HO PYHKUNS BKAOYUTD
3awuTty channoBoM CUCTEMbI B peasibHOM BPEMEHM BKJI0YEHA), BO3MOXHO, BO3HUK KOH(INKT C
APYrMK npunoXxeHmamn. YTobbl pelwnTs 3Ty Npobaemy, co3aanTe xypHan Sysinspector ¥ OTMAPaBbTE
ero B cnyxby TexHn4yeckom nogaepxkmn ESET A aHasm3a.

UcKloYeHua ana npoueccos

OYHKLMA NCKIYEHWUIA NS NPOLLECCOB NO3BOMSET UCKOYATb MPOLLECCHI MPUSIOXXEHNIA U3 3aLLUTHI
(hannoBoN CUCTEMbI B peasibHOM BpeMeHU. HekoTopble METOAUKM, UCMO/b3yEMbIE NPY PE3EPBHOM
KOMMPOBAHWMN U MPU3BAHHbIE MOBLICUTb €ro CKOPOCTb, YAYYLWNTb LEIOCTHOCTb MNPOLIEeCCOB U
JOCTYMHOCTb CAYX0, BbI3bIBAOT KOHMIMKT C 3aLLMUTON OT BPEAOHOCHBIX NMPOrpamMm Ha yPOBHE
annoB. EAMHCTBEHHBIN AENCTBEHHbIN CNocob n3bexaTb Takux NpobaemMm — oTKAYNTb
aHTuBupycHoe MNO. Mpn UCKNOYEHNIN OTAEbHbLIX MPOLLECCOB (HanpuMep, OTBEYAIOLLMX 33 Pe3epBHOE
KOMMpoBaHMe) BCe onepauun ¢ ainamMm Takmx NPoLLECCOB UFHOPUPYHOTCS U CHMTAOTCA
6e30nacHbIMU, YTO CHUXXAET OTPULIATENbHOE BANSIHMNE Ha NMPOLIECC PE3EPBHOr0 KOMMPOBAHMS.
Co3/aBaThb UCK/OYEHUS ClefyeT C OCTOPOXKHOCTbIO — A06aBAEHHOE B UCKIOYEHME CPeCTBO
PEe3epPBHOI0 KOMMPOBAHMSA MOXXET MOSYYMTb AOCTYM K 3apa)KeHHbIM (haiifiam, He BblAaB Npu 3TOM
OMOBELLEHNS, MO3TOMY PACLLUMPEHHbIE Pa3peLleHns AOCTYMNHbI TONbKO AN MOAYAS 3allUTbl B
peasisHOM BPEMEHM.

He cnepyeT nyTaTh 3TY MYHKUNIO C SPYT MU BO3MOXXHOCTAMU UCKAOYEHNA — VICKJIl0YeHHbIe
pacwimpeHus dannos, UCkIOYEHUS cucTeMbl HIPS, UckaoyeHns n3 obHapy)XeHus nnum
NcknoveHna ong OblICTpooeNnCcTBUS.

WckntoyeHns ans npoLLeccoB No3BOJIAT CHU3UTb PUCK BO3HUKHOBEHWS KOH(IMKTOB W MOBLICUTb
NPOVN3BOANTENBHOCTb UCKOYEHHbIX MPUNOXEHWI, YTO MONOXKUTENBHO CKa3blBAETCS Ha
NPON3BOANTENBHOCTI U CTAabUNBHOCTY ONEPaLIMOHHON CUCTEMBI B LiesoM. VckntoyeHne ans
npoLecca nam NPUIoXKeHNs NpeanonaraeT CKKYEHNE 1 NS ero UCnoJsiHsemoro gaina (.exe).

[o6aBnTb ncnonHseMble hanibl B CMMCOK UCKIIK0YaEeMbIX MPOLECCOB MOXHO C MOMOLLbIO KOMaHbl
PacwupeHHble napameTpsl (F5) > Mogynb obHapyXxeHus > 3awuTta ¢anoBoOn CUCTEMbI B
peXxuMme peasibHOro BpeMeHu > IckniovyeHusa pns npoueccos.

ITa (hyHKUMA NpefHa3HavYeHa ans fobaBNeHNs B MCKOYEHNS CPELCTB PE3EPBHOMO KOMMPOBAHMS.
WcknioveHne n3 ckaHNpoBaHMNA NPOLLECCOB, BbIMOHAEMbIX CPEACTBOM Pe3ePBHOr0 KOMMPOBaHNS,
obecneymnBaeT CTabUALHOCTL CUCTEMBI U CMOCOBCTBYET NyYLLEN MPON3BOAUTENBHOCTN PE3EPBHOI0
KOMUPOBaHWS, He 3aMefNss ero.

LLenkHnTe N3MeHUTb, 4TOObl OTKPbLITh OKHO yrpaBsieHns UCKIoYeHUus AN NpoLeccos, B
KOTOPOM MOXXHO [100aBUThL UCKIIOYEHNS 1 BbIBpaTh UCMONHSAEMbIE (halifibl (HanpuMep Backup-
tool.exe), KOTOpble BYAYT UCK/IOYEHbI U3 CKAHWPOBAHNS.

Ecnu cain .exe nobaBneH B nepeveHb UCKIOYEHWI, ESET Internet Security HE BbIMOJHAET
MOHUTOPWHI €ro AelcTBMIi, Kak U He CKaHMpPYoTCa Ntobble onepauunm ¢ annamu,
BbINOJIHAEMbIE 3TUM MPOLECCOM.
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Ecnm ncnonHsiembln hann He BbibpaH € nomMoLblo PyHKUUK 0630pa, HeobX0AMMO yKa3aTb
NONHBIN NYTb K hanny. NHavye ncknoyeHne He bynet paboTaTb NpaBuIbHO, a cucTema HIPS
MOXXET BbldaBaTb coobLeHns 06 owunbdke.

ANa cywecTBYOLWMX NPOLECCOB TakXe AOCTYMHbl (PYHKLUUN U3MEHEHUA 1 yaaNneHus 13
NCKJTIOYEHUI.

3aumTa goctyna B MHTEpPHET He MPUHUMAET BO BHMMaHWNE TakKne NCKIo4YeHNA. Ecnu BbI

n06aBMAM B NCKNOYEHNE NCNONHAEMbIN haln cBoero Beb-bpaysepa, CkavymBaeMble (hasibl No-

npexxHemy 6yayT CKaHUPOBATLCA. ITO MNO3BONT 0OHAPYXUTb 3apakKeHHble daisbl. ITO
pa3bACHeHWe [aHO B NO3HaBaTe/IbHbIX LeNsaX, U Mbl He pekoMeHayeM f06aBnsaTh B
Ncko4eHne seb-bpaysep.

NobaBneHue UauM U3MeHeHUue UCKJTI0YEeHUHN
npoLeccoB

B 3TOM AnanoroBoM OKHe MOXXHO J,00aBAATbL NPOLECCHI, NCKIIIOYAEMbIE 13 MOAYNS 0BHapYXeHUS.
WcknioveHns pns npoLeccoB No3BoJIAT CHU3UTb PUCK BOSHUKHOBEHUS KOH(IMKTOB U MOBLICUTH
NPOV3BOANTENbHOCTb UCK/IOYEHHbIX MPWUIOXKEHWI, YTO NOJIOXKNTESIbHO CKa3blBAETCS Ha
NPOV3BOANTENbHOCTU U CTabUNBLHOCTY ONEePaLMOHHON CMCTEMbI B LesioM. VickntoveHmne ans
npoLecca uam NpuaoXKeHus npeanonaraeT UCKJYEHNE N ANS ero UCNosiHAeMoro daina (.exe).

BbibepuTe nyTb K hanny UCKOYEHHOI O MPUNOXEHNS, LWENKHYB ... (Hanpumep, C:\Program
Files\Firefox\Firefox.exe). HE BBOAMTE UMA NPUSIOXKEHUS.

Ecnn dann .exe pobasneH B nepevyeHb UCKI0YEHWI, ESET Internet Security He BbINOJHAET
MOHUTOPWUHI ero AenCTBUN, KakK 1 He CKaHUPYITCS Nilobble onepaunn ¢ hannamu,
BbIMONIHAEMbIE 3TUM NPOLLECCOM.

Ecnn ncnonHsemelin daiin He BoibpaH C MOMOLLbIO (hyHKLMM 0630pa, HE0OX0AMMO yKa3aTb

NOJIHBLIA Ny Tk K hanny. NHave ncknoveHne He byaet paboTaTb NpaBuabLHO, a cUCTEMA HIPS
MOXXET BbldaBaTb coobLeHns 06 owunbdke.

0Na cyWwecTBYOLWMX NPOLECCOB TakXe AOCTYMHbl (PYHKLUN U3MEHEHUSA 1 yaaneHus 13
NCKJTIOYEHUI.

3awmMTta Ha ocHoBe obnaka

ESET LiveGrid®(0OCHOBaHHas Ha NepeaoBoi CUCTeMe CBOEBPEMEHHOr0 06Hapy»KeHust ESET
ThreatSense.Net) UICMOMb3yeT AaHHbIe OT MOJib30BaTeseit ESET CO BCEro Mupa U OTNPaBASET UX B

BMPYCHYIO labopaToputo ESET. CeTb ESET LiveGrid® NO3BOJISET NOJyYaTh NOA03PUTESbHbIE 006pa3Lbl 1
MeTaAaHHbIe, MO3TOMY Mbl MOXXEM He3aMeaIMTENIbHO PearnpoBaTh Ha NOTPebHOCTH Nosb30BaTeNen

n obecneynTb rOTOBHOCTb ESET K 0663Bpe)KVIBaHI/I}O HOBEWLINX Yyrpo3.

JoCTynHbI Ceaylolme BapuaHThbI:

BKJIIOYUTb CUCTEMY penyTauum ESET LiveGrid®

CucTtema penyTauum ESET LiveGrid® paboTaeT Ha 0CHoBe 0611a4HbIX 6efblX 1 YePHbLIX CMUCKOB.
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MpoBepuTe penyTaLmio 3anyLleHHbIX NPOLLeCcCoB U (hanioB HENOCPEACTBEHHO B UHTepdence
NporpaMMbl UN B KOHTEKCTHOM MeHI0, Biarofapsa 4emMy CTaHOBUTCA AOCTYMHA AOMNOJIHUTENbHAsA
NHMOPMaLns 13 ESET LiveGrid®.

BK/IOYNTb CUCTEMY OOpaTHOM CBA3M ESET LiveGrid®

CucTtema obpaTHOM CBA3M ESET LiveGrid®, AONONHSAOWAA CUCTEMY penyTaumm ESET LiveGrid®, cobupaeT
NHOPMaLIMIO 0 KOMMbIOTEPE NOJIb30BaTENS, KOTOpPas CBA3aHa C HOBbIMU OBHAPYXXEHHbLIMU YrpO3aMMu.
3T0 MOXeT ObIThb:

* ObpaseL nam Konua ¢anna, B KOTOPOM BO3HUKJIIA yrpo3a

* MyTb K panny

* Ima channa

* [laTa n Bpems

* [pouecc, € MOMOLLbIO KOTOPOro yrpo3a nosiBuiacb Ha KOMMblOTEpe
* MIHdopmaLma 06 onepaunMoHHON cucTeMe KoMMbloTepa

Mo ymonyaHuUto nporpamMma ESET Internet Security OTNpPaBAsSeT NOA03PUTENbHbIE (hailsibl B BUPYCHYIO
nabopaTopwuio ESET AN TWaTeNbHOro aHanm3a. Bcerga uckntoyvatotcs daibl ¢ onpeneneHHbIMM
PaCLUMPEHNSMU, TaKUMU KaK .doc 1 .xIs. Takxe MOXHO f06aBNTb Apyrue pacluMpeHuns, ecam
NOSINTMKA BaLLe opraHM3aLmnm NpeanucbiBaeT UCKIIOYEHNE U3 OTMNPaBKM.

MoapobHble cBefeHns 06 0TApaBKe COOTBETCTBYIOLWMX AAHHbIX NpUBeAeHbI B [TonmnTrke
KOHMMOEHUMANIbHOCTMW.

He Bk/O4YaThb ESET LiveGrid®

OYHKLMOHANbHOCTb NPOrpaMMHOro obecneyeHns Npu 3ToM He TEPSIETCS, HO B HEKOTOPbIX ClTyYasx
ESET Internet Security MOXXeT BbICTpee pearmpoBaTh Ha HOBblE YrpO3bl, KOraa cucTema ESET LiveGrid®
BKJtOYeHa. Ecnm cucTema ESET LiveGrid® ncnosib3oBanach paHee, HO bbla OTKJII0YEHa, MOTYT
0CTaBaTbCs HEKOTOpPbIE NAaKeTbl AaHHbIX, NPeAHa3Ha4YeHHbIe AN4 0TNPaBKW. TN NakeTbl byayT
OTNpaBfieHbl B ESET Aa)ke Mocsie BbIK/OYeHN CMCTeMbI. ocsie 0TNPaBKW BCEN TEKYLLEe
MHMOPMaLMM HOBble MakKeTbl CO3AaBaThCs He ByayT.

[ononHuTeNbHY0 MHpOPMaLMIO 0 ESET LiveGrid® CM. B [10CCapuu.
CM. HaWwmn WINKCTPUPOBAHHbLIE NHCTPYKLIAWM Ha AHIJIMACKOM U ewe HeCKONTbKUX A3blKaX Mo
BKJIIOYEHWIO N OTK/IOYEHMIO ESET LiveGrid® B ESET Internet Security.

HacTpoika 06n1a4yHOM 3aLuMThl B OKHE PaCLUMPEHHbIX
napamMeTpoB

0na noctyna K HacTponkaMm ESET LiveGrid®0TKponTe PaclumpeHHble napaMeTpsl (F5) > Moaynb
obHapy>xeHus > Obna4yHana 3awmTa.
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* BKNIO4YMTb CUCTEMY penyTauum ESET LiveGrid® (pekoMeHpayeTca). Cuctema penyTauum ESET
LiveGrid® yBennynBaeT 3hhEeKTUBHOCTb PELLEHWNI ESET 419 3aLnTbl OT BPEAOHOCHbIX MPOrpamm,
TaK Kak 6bnarogaps en CKaHupyeMmble (aisibl COMOCTaBAATCA C d1eMeHTaMm «6enoro» un
«YEepHOro» CNnMcKos B obnake.

* BKnioyeHue cpepcTea ESET LiveGrid® CMUCTE@Mbl OT3bIBOB — OTMNPAB/IfET COOTBETCTBYIOLMNE
NaHHble 0bpa3LoB (onMcaHHbIe B pa3aene OTnpaBKa 06pa3LoB) BMecTe C oTYeTaMu 0 c6osx U
CTAaTUCTUYECKUMUN [aHHbIMK B UCCNEA0BATENbCKYIO labopaToputo ESET AN fasbHENLLEro
aHanm3a.

* OTnpaBnATb OTYETbl 00 aBapMUHOM 3aBepLUEHUM U AaHHbIe AUArHOCTUKM: OTMNpPaBKa
OTHOCALLMXCA K ESET LiveGrid® AMAarHOCTUYECKUX OaHHbIX, TaKNX Kak 0T4YeTbl 06 aBapuiHbIX
3aBepLUEeHMAX U AaMnbl NaMATU Moayen. PEKOMEHAYEM He BbIK04aTb 3TOT NapaMeTp, YTobbl
NMOMOYb ESET BbISBNATL NPobaeMbl, COBEPLUEHCTBOBATL MPOAYKTbI U YAyYlaTh 3aLNTY KOHEYHbIX
nosib3oBaTesNen.

* OTNPaBUTb AHOHMMHYIO CTaTUCTMYECKYIO MH(OPMALLMIO — C NMOMOLLbLIO 3TOr0 NapaMeTpa
MO>XHO Pa3peLwnTb NPOAYKTY ESET cobmpaTb MHGOPMALIMIO O HeAaBHO 0BHAPY)XEHHbIX Yrpo3ax:
MM$ Yyrpo3bl, JaTa U Bpems obHapy»XeHus, cnocob obHapyXeHUs, CBSi3aHHblE MeTadaHHbIe,
BEPCUSA 1 KOH(UIypauus npodykTa (BKJloYas MHGOPMaLIMIO 0 cucteme).

* KOHTaKTHbIA appec 371eKTPOHHOMU No4Thl (HeobsA3aTeNnbHO) — BMecTe C
No403pUTENbHbIMK (haklaMn MOXKHO OTNPaBUTb KOHTAKTHbIA aapec 31eKTPOHHON NOYTbI, YTOObI
cneunanncTbl ESET Moram obpaTuUTbCa K BaM, eCiv AN aHanu3a notpebyeTca 4ONOAHUTENbHANA
NHopMauns. UmenTe B BUAY, YTO KOMMaHWA ESET He OTNpaBAsSeT OTBETbI N0Jib30BaTeNAM 6e3
HeobxogumocTu.

OTnpaBka obpasuos

OTﬂpaBKa 06pa3u,03 BPY4YHYIO — BKJIlOHEHWNE ONUKUKN OTMPaBKK o6pa3uos B ESET BpYy4HYtO 13
KOHTEKCTHOIro MeHto, KapaHTrHa Uan pa3gena CeQBVIC.

ABTOMaTM4YecKas oTNpaBKa oOHapy>XeHHbIX 06pa3uoB

YKaxunTe, Kakme obpasubl 6yyT 0TNpaBAsTbLCA B ESET 415t aHasIM3a 1 COBEPLUEHCTBOBAHUS
MEXaHN3MOB 0OHapy)XeHUs (MakCMManbHbIA pa3mep obpa3la No yMoaYaHUo cocTaBnseT 64 Mb).
JOoCTynHbI CieayoLine BapuaHTbl:

* Bce oOHapy>xeHHble 0Opa3ubl: BCe 00LeKThl, 0OHapyXeHHble MoayneM obHapyxeHus (B
TOM YUMCSIe NOTEHLMAIbHO HeXXeNaTe IbHbIe NMPUN0XEHUS, eCIN B HAaCTPONKax MoAyNs
CKaAHMPOBaHNA BKJIDYEH COOTBETCTBYIOLWLMI NapameTp).

* Bce obpa3subl, KpOMe O,OKYMEHTOB: BCe 0OHapyXeHHble 06bEKTbI, KPOME BOKYMEHTOB (CM.
HUXe).

* He otnpaBnaTh: 06Hapy>KeHHble 06bekTbl He ByayT OTNPaBAATLCA B KOMMAHMIO ESET.
ABTOMaTM4YeECKas OTNpaBKa NoAao3puTesbHbIX 06pa3suoB

oTn 06pa3ub| TaKXe 6y,£l,yT OTNpPaBNAATbLCA B ESET, eC/qiu Moay/ib 06Hapy)KeHI/IFI NnXx He 06Hapy>K|/|BaeT.
Hanpl/lMep, o6pa3ub|, KOTOpbIE MOYTHN n3bexanu 06Hapy)KeHVIﬂ, MPWU3HaHbl NOA03PUTENIbHBIMWU OHUM
N3 Moaysen 3alunThl ESET Internet Security Uam OEeMOHCTPUPYIOT HEOOHO3HAYHOE NoBegeHNe
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(MakcumanbHbI pa3mep obpasua No ymMon4yaHuo coctaBnseT 64 Mb).
* UcnonHaembie palnbl: BKIOYAET UCMONHAEMbIE (halfibl, TaKMe KakK .exe, .dll, .sys.
* ApXMBBbI: BKJI0YaeT Takme Tunbl hannios, Kak .zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cab.
» CueHapuu: BKJIlOHaeT Takne Tunbl hannos CLeHapueB, Kak .bat, .cmd, .hta, .js, .vbs, .ps1.
* [lpyroe: BKJOYaEeT Takune TUnbl anioBs, Kak .jar, .reg, .msi, .sfw, .Ink.

* BO3MOXXHbBIN cnaM: 3Ta (hyHKLMS NO3BOJIAET OTNPaB/IATb MOTEHUMAbHbIA CNaM (LLeJIMKOM
MM YaCTUYHO) 1 BJIOXKEHUS B ESET Ans aHann3a. Bkoyne ee, Bbl MOMOXeTe TOYHee
obHapymnBaTb cnam — aas cebs n gna scero mmupa.

* lOKyMeHTbI: BKJIO4aeT AOKYMEHTbl Microsoft Office U PDF C aKTUBHbIM COLEPXUMbIM 1 6e3
Hero.

V Pa3BepHUTE, 4TObblI OTKPbITb CMUCOK BCEX BKJKYAEMbIX TUNOB PanIoB JOKYMEHTOB

ACCDB, ACCDT, DOC, DOC_OLD, bOC_XML, DOCM, DOCX, DWFX, EPS, IWORK_NUMBERS, IWORK_PAGES, MDB,
MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED, ONE,
ONEPKG, PDF, PPT, PPT_XML, PPTM, PPTX, PS, PSD, RTF, SYLK, THMX, VSD, VSD_XML, WPC, WPS, XLS, XLS_XML,
XLSB, XLSM, XLSX, XPS

UcknioueHus

OUALTP UCKITIOYEHMIN NO3BONISAET UCKOYMTL 13 OTNPABKU onpefeNieHHble (halbl UK Nanku
(HanpyMep, MOXXET NOHAZ0OUTLCA NCKNIYUTL (aitsbl, KOTOPLIE MOTYT COAEPXKaThb
KOH(UAEHUMANbHYIO MH(OPMaLMIO, TaKYH KaK [OKYMEHTbI U 3IeKTPOHHbIE TabanLbl).
MepeyncieHHble B 3TOM CNUCKe (alibl HUKOrda He OyayT nepefaBaTbCs B ESET Ha aHaNuU3, Aaxe
€C/I OHWN COePXKAT NOLO3PUTENbHbIN Koa. Paisbl Hanbonee pacnpPoOCTPaHEHHbIX TUMOB (.doc U T. .)
MCK0YATCS MO YMONYaHMI0. Mpu XXenaHnm MOXXHO AOMOJIHATL CMMCOK UCKJTIOYEHHbIX (haiiioB.

YT06bl NCKAOYNTL (halsibl, 3arpyXeHHble ¢ agpeca download.domain. com, OTKPONTE pa3aen
PacwumpeHHble napameTpbl > Mogynb o6Hapy>xeHus > O6nayHas 3awuTta > OTnpaBka
0obpas3uoB 1 HaXXMNUTe KHOMKY U3MeHUTb psagom ¢ nyHkToM UcknioyeHus. [lobasbTe
ncknoveHue .download.domain. com.

MakcuManbHbi pa3Mmep obpasuoB (MB): onpenenseT MakCUManbHbIA pa3mep obpasuos (1-64
MB).

dunbTp «UcknoyeHue» ong 3almnThbl Ha
OCHOBe obOJnaka

OunbTp «MCcKNoYeHe» NO3BOASET UCKMIOYUTL N3 OTNPaBky 0b6pa3LLoB onpeneneHHble hanbl nan
nanku. MepeyncneHHble B 3TOM CUCKe (ansbl HUKOrga He ByayT nepefiaBaTbCs B ESET Ha aHaus,
[laxke eC/iv OHW cofepxkaT NoAo3puTesbHbIN KoA. Paisibl pacnpoCTPaHeHHbIX TUMOB (DOC K T. n.)
NCKJI04AIOTCH NO YMOSHAHMIO.
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C NoMOLLb0 3TON YHKLUM MOXHO UCKOYMTL (Dalisibl, B KOTOPbIX MOXET MPUCYTCTBOBaTb
KOH(UAEeHUMaNbHasa MHGOPMaLMS, HanpUMep AOKYMEHTbI U 3NEKTPOHHbIe Tabnunupbl.

YT10bbl NCKNIOYNTL (hansibl, 3arpyxeHHble ¢ agpeca download.domain.com, WeNKHUTE
PacwumpeHHble napameTpbl > Mogynb obHapy>xeHus > Ob6nayHan 3awuTta > OTnpaBka
obpasuoB > UckniouyeHus 1 fobaBbTe NCKIOYeHME *download.domain.com*.

CKaHupoBaHMe KOMMNblOTEpa

MoZLynb CKaHMPOBAHMS KOMMbIOTEPa N0 TpeboBaHUIO ABAETCSH BaXXHON YacTbio peLleHus,
obecneymBaloLLero 3aWnTy oT BUPYCOB. OH NCMONb3yeTCs 419 CKAaHUMPOBaHMA (halioB 1 Nanok Ha
KomnbtoTepe. C Touky 3peHuns obecneyeHuns 6e30MacHOCTY NPUHLAMMANBHO BaXXHO BbIMOJHATb
CKaHMpOBaHWe KOMMbOTEepa PeryssapHo, a He TOJIbKO NpU BOSHUKHOBEHUN NOLO3PEHUI O 3apaKeHUN.
PekoMeHAayeTCs perynsapHO BbINOJHATL NOJIHOE CKaHWPOBaHWe KoMMbloTepa AN obHapyxeHus
BMPYCOB, KOTOPbIE He OblNn HaAeHbl 3aLLUNTON (haliIoBON CUCTEMbLI B PEXMME PeasibHOr0 BpeEMEHM
npwv 3anncn Ha AUCK. ITO MOXKET NPOM30MATK, eC/IM B TOT MOMEHT 3aliuTa (hannoBon CUCTEMbI B
pexuMe peasbHOro BpemMeHu bblna OTKIoYeHa, MoayJib 0OHapyXeHWs Bbln yCTapeBLUMM N Xe
tann He Bbl1 pacno3HaH Kak BMPYC NPY COXPaHEHUN Ha ANCK.

(es[FL) INTERNET SECURITY dDESETHOMEY - O X

CKaHHPOBaHHE KOMnNbHOTEpa ®

‘GD [OMalLHAR cTpaHnLa

POCKaHMPOBaTh KOMNBHOTER PaclumpeHHoe CKaHMPOBaHWE
CKaHMpOBaHMe KOMMLIOTEPa (@ ;
. iy CEX NoKanbHbIX JUCKOB BbIECpCHHCE CKAHWPOBAHWE W CKaHWpOBaHWE
AdNEHNE YTP03 CBEMHEIX HOCHUTENER
O CBHoBNeHKE
E Cepeuc
IE,?, HacTpoiika

@ Cnpaeka 1 NoANEPKKA
Q CkaHMpoOBaHWe KoMNbHTepa

Mpowsowno obHapyxerni: 0
\REGISTRY\MACHIMNE\SOFTWARE\ Classes\ WOWB432Nod e\ CLSIDV BFOACS3F-...:

< bonsle ceegeHWi OTKpPEITE OKHO CKaHWPOBAHWA

ﬂEﬁCBME nooie ckad. | Hudero He npeanpyH.. hd

[oCTynHoO f1Ba TNa CKAaHMPOBaHUA KOMNbloTepa. CKaHMpoBaHUe KoMnbloTepa ObICTPo
CKaHupyeT cucTemy 6e3 ykasaHusa napaMeTpoB CKaHMpoBaHWs. BbiIbopoyHoe ckaHMpoBaHue (B
pasnene «PaclumpeHHoe CKaHMpOBaHMe») NO3BONSET BbIOpaTb OAMH U3 NPeABapUTENbHO
onpefeneHHbIX Npodunen CKaHNPOBaHNA, NPefHa3HAYeHHbIX 415 ONpeaeNeHHbIX MECTOMOIOXKEHN
1 BbIbOpa onpefeneHHbIX Lenen CKaHMPoBaHUS.
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CM. rnaBy X0/ CKaHUPOBaHMA AAS NOJYYEHUS AONOJHUTENbHBIX CBEAEHMNI 0 NpoLecce
CKaHUPOBAHWS.

Mo ymon4aHuIo ESET Internet Security NbITaeTCsA aBTOMaTUYECKN O4MLLATL N yOANATb BCE
OMacHbIe 31eMEHTbI, 0OHapy>XeHHbIe MPU CKaHMPOBaHMM KOMMbOTepa. B HEKOTOpPbIX Cay4Yasx,
KOrfa He yaaeTcs BbIMNOJIHATb HU O4HO U3 OeACTBUN, NOJb30BaTe b NOJly4aeT MHTEePaKTUBHOE
yBe[OMJIEHNE, B KOTOPOM HY>XHO BblbpaTb AencTBME (Hanpumep, yaaanTb nan
NPOUrHOPMPOBaThb). I3MEHUTb ypOBEHb OYUCTKN 1 NONYy4YnTbL Bonee noapobHble cBeaeHnA
MOX>XHO B pa3sfene O4unctka. MHpopmaunio o npeablayLnx ceaHcax CKaHMPOBaHNSA CM. B
thannax xxypHana.

Q NMpocKkaHUpoBaTb KOMMNbIOTEP

®yHKUMs MpocKkaHMpoBaTb KOMNbIOTEP M03BOASET HbICTPO 3aNyCTUTb CKAHUMPOBAHME KOMMbIOTEPA
M OMUCTUTb 3apa’keHHble (haiinibl 6e3 BMelwaTeNbCTBa Noab3oBaTens. MperMyLLecTBO GyHKLMM
MpockaHMpoBaTb KOMNBLIOTEP 3aK/OYAETCA B TOM, YTO OHO YA0OHO B BbIMOJSIHEHUM U He TpebyeT
TWaTesIbHOW HAaCTPOVKM CKaHWpPOBaHWS. MNpy TakOM CKaHMPOBAHWMN NMPOBEPSIOTCS BCE (haitsibl Ha
NOKaJIbHbIX XXECTKMX AMCKAX, a TakXKe aBTOMAaTUYECKM OYULLAIOTCS UK yAANsSTCs 0OHapy XeHHble
3apaxkeHus. Mpu 3TOM aBTOMaTUYECKM UCMO/Ib3YETCS YPOBEHb OYMNCTKM MO YMOYAHMIO.
JOnNoNHUTENbHYI0 MHGOPMALIMIO O TUMAX OYUCTKK CM. B pasgene O4ncTKa.

Kpome Toro, MOXHO MCM0JIb30BaTb (OYHKLMIO CKAHUPOBAHUA C UCNOJIb30BAaHUEM
nepeTackMBaHUA, 4TOObI BPYYHYIO CKaHMPOBaTb haiibl UAN Nanku: Aaa 3TOro HaBeguTe yKasaTenb
MbILLIW Ha HY>XXHbIR haiia nam nanky, WeSKHUTE 1, YAepXMBas HaXKaToN KaaBuULLy MbILLK,
nepemMecTuTe BblAENEHHLIN 3/IEMEHT B OTMEYEHHYI0 06/1aCTb, MOCAE Yero OTAYyCTUTE KHOMKY MbILUWN.
Mocne 3Toro npunoxeHue bynet nepesegeHo B POHOBLIV PEXUM.

B pa3gene paclumMpeHHbIX NapaMeTPoB CKAHMPOBAHUA AOCTYMHbI CieayoLLe BapuaHThl
CKAHMPOBaHWS.

ey BbiOOpoYHOe CKaHMpoBaHue

Bbibopo4YHOe CKaHMpOBaHMe MO3BOJISET YKa3aTb NapaMeTpbl CKaHNPOBAHUS, Takme Kak 00beKTbl 1
MeToAbl. [perMyLLEecTBO BBIDOPOYHOro CKaHUPOBAHMUA 3aKJIIOYAETCSA B TOM, YTO Bbl MOXKETE
AeTanbHO KOH(UIrypMpoBaTh NapamMeTpbl. KOHGMIypaumum MoXKHO COXPaHATb B NOJIb30BaTENbCKUX
NpogUNAX CKaHMPOBaHMUS, KOTOpble YA0OHO NPUMEHATb, €C/IN PETYNSAPHO BbIMOJHAETCS
CKaHMPOBaHWe C OAHVMU 1 TEMM XXe NapaMeTpamiu.

O CKaHMpoBaHUe CbEMHbIX HOCUTENIEN

MoaobHO CKAHMPOBAHMIO KOMNbIOTEPa JaHHasA PyHKLUS ObICTPO 3anyCcKaeT CKaHUpoBaHme
CbEMHbIX HOCMTenen (Hanpumep, CD/DVD/USB-AUCKOB), KOTOPbIE NMOAK/OYEHbI K KOMMbIOTEPY B
[aHHbIA MOMEHT. 3T0 MOXET ObITb YA06HO NPY NOAKIYEHUN K KOMMbIOTEPY USB-yCTPOMNCTBA (h3LL-
NamMaTU, COAEPXXNMOE KOTOPOro Heo6XxoANMO NPOCKAHMPOBaTb Ha HaNN4ne BPeAOHOCHbIX MPOrpamMm
N APYrux NOTEHLMAbHbIX Yrpo3.

J.aHHbIN TUM CKaHUPOBAHMS TaKXXe MOXKHO 3amnyCTuUTb, BbibpaB BapuaHT BoibopouHoe
CKaHMpoBaHUe 1 MyHKT CbeMHble HOCUTEeNM B PAaCKPbIBaOLLEMCS MeHI0 OB BbeKTbI
CKQHMPOBaHMUA, a 3aTEM HaXKaB KHOMKY CKaHUpPOBaTh.
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00" nOBTOpMTb nocinegHee CKaHUMpoBaHue

Mo3BosifeT ObICTPO 3anyCTUThL NOCTeAHEe BbiNOJHEHHOE CKAHUPOBAHME C UCMOJIb30BAHNEM TEX XKe
HaCTPOEeK.

B packpbiBaoLleMcs MeHio leiCcTBMe nocae CKaHUPOBaHUA MOXXHO HAaCTPOUTb JEeNCTBUE, KOTOpoe
OyneT BbIMONHATLCSA aBTOMATUYECKN NMOC/Ie 3aBEPLUEHNS CKAHMPOBAHMS:

* Huyero He npeanNpUHMMATB: NOC/E CKAHUPOBAHNA AEACTBUS NPeANPUHNMATLCA He ByayT.
* BbIKJIIOYUTb: NOCJIe CKAHWPOBAHMNS KOMMbIOTEP OTK/OYAETCS.

* NMepe3arpysunTb: NoC/ie CKaHNPOBAHUS OTKPbITbIE MPOrpPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* NMepe3arpyska npu HEOOGXOAMMOCTU: KOMMbIOTEP Nepe3arpyXaeTcs, TOJIbKO €C/IN HY)KHO
3aBEPLNTb O4NCTKY 0BHAPY>KEHHbIX Yrpo3.

* MpuHyauTenbHas nepesarpyskKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HE [OXKMAAACH BMeLLaTeNbCTBa MNOJb30BaTENs, M KOMNbIOTEP Nepe3anyckaeTcs
noc/e 3aBePLUEHUNSI CKAHUPOBAHMUS,

* MpuHyauTenbHaa nepesarpyska Nnpu He06XoAMMOCTHU: KOMMbIOTEP Nepe3arpyxaeTcs,
TOJIbKO €CJIN HY>XHO 3aBEPLLNTb OYNCTKY 0OHAPY>KEHHbIX Yrpo3.

* CNALWMN PEXUM: CEAHC COXPAHAETCS, U KOMNbIOTEP NEPEXOAMNT B PEXMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0sb30BaTENb MOXET BbICTPO BO30OHOBUTL paboTy).

* Pe>xxum rubepHaumm: Bce KOMMOHEHTHI, ncnosb3ytowme O3Y, nepeHoCcATCs B CneunanbHbIv
(hann Ha xecTKoM gucke. KoMnbioTep BbIKIIOYAETCS, U NPU C/iefyoLWeM BKIIIOYEHUN BEPHETCA B
npegblayLiee COCTOsHME.

JocTynHocTb aencteuii CoH n F’mbepHauma 3aBNCUT OT NAPaMETPOB NMUTAHMSA U CMSLLErO
peXxrMa onepaumnmoHHON CUCTEMbI U BO3MOXKHOCTEN Ballero HoyTbyka nan komnbioTepa. He
3abbiBanTe, YTO KOMMbIOTEP B CASLLEM pexume Bce e paboTaeT. KOMMNbIOTEP BbINOJHAET
OCHOBHbIe PYHKLIMM 1 NoTpebnseT 3nekTpny4ecTso, Korga pabotaeT oT akkymynaTopa. YTobel
CcoxXpaHuTb BpeMs paboTbl baTapeun (Hanpumep, eCan Bbl HAXOAUTECH B MyTW), PEKOMEHAYETCA
nepeBecTn KOMMbIOTEP B peXum rubepHaumm.

BbibpaHHOe pencTeme bygeT 3anyLieHo Nocae TOro, Kak BCe 3anyLeHHble MPoLecChl CKaHMPOBaHMA
6yayT 3aBepuieHbl. Mpu Bbibope 3aBepLueHme paboTtbl nv NMepesarpyska B 41aloroBOM OKHE
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
[leaKTMBMPOBaTb 3aMpoLLIEHHOE AENCTBME).

CKaHMPOBaHWe KOMMblOTEPA PEKOMEHAYETCS 3amnyCKaTb HE peXxxe 0AHOro pa3a B Mecal,. Ero
MOXXHO CKOH(UIYPMPOBaThb B KaYeCTBe 3arlaHMpOBaHHO 3a4a4v B pa3gene CepBuc >
JononHutenbHble cpencTsa > MNAHNMPOBLUMK. [1/1aHNPOBAHVE EXXEHELEILHOMO
CKaHMPOBaHMSA KOMMbOTEPA
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CpepncTBO 3anycKa BbiIOOpoO4YHOro
CKaHMPOBaHMUA

BbibopoyHOE CKaHMPOBaHME NO3BONSET CKAHNPOBAThL ONEePaTUBHYO NaMATb, CETb UMW
onpeaenieHHble YacTu AUCKA (a He AUCK LennkoM). [1ns 3Toro wenkHuTe PacluMpeHHoe
CKaHMpoBaHMe > BbiDopouyHoe cKaHupoBaHMe 1 BbibepnTe KOHKPETHbIE 06BEKTHI CKAHUPOBAaHUS B
L PEBOBUAHON CTPYKTYpe Nanok.

B packpbiBatoiemcs MeHto Mpodunb MoXXHO BbIGpaTb NPodnib, KOTOPLIA ByAET NCNONb30BaATHLCS
A5 CKaHVPOBAHMS yKa3aHHbIX 06EKTOB. M0 YMONYaHMIO UCNONb3YETCS NPOdUb
MHTennekTyanbHoe ckaHUupoBaHue. CyLecTByeT elle TPy NpeaBapuTeNbHO 3aAaHHbIX Npothus
CKaHupoBaHus: Fnybokoe ckaHupoBaHue, CKaHMpPOBaHUE Yepe3 KOHTEKCTHOE MEeHIo 1
CKaHMpoOBaHMue KoMNbloTepa. B 3Tux Npouasax CKaHNPOBaHUS NCMOMb3YOTCA APYrie napaMeTpsl
ThreatSense. YT06bl 03HAKOMUTLCS C AOCTYMHbIMK NapaMeTpaMm, Noc/iefoBaTeNbHO Bbibepute
PacwiupeHHble napameTpsl (F5) > Moaynb o6HapyXeHus > CKaHUpOBaHMe HA Hau4ue
BPEeOOHOCHbIX NporpaMm > CKaHMpoBaHue no TpeboBaHMIo > [lapameTpsl ThreatSense.

CTpyKTypa nanok (4epeBo) TakxXe COAEPXUT onpedeneHHble 06beKTbl CKAHMPOBAHMS.

* OnepaTuBHaA NaMATb: CKaHNPOBAHME BCEX MPOLECCOB N AaHHbIX, KOTOPLIE B AaHHbIN
MOMEHT NUCMOJIb3YHOTCA OI'IepaTVIBHOI7I NaMATbIO.

* 3arpy3o4Hble ceKTopbl/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hasmyme
BPEAOHOCHbIX NporpamMM. [LononHUTe IbHble CBEAEHNS 0 MOAY/1e CKaHMPOBaHWs UEFI NpuBeaeHbl

B rJioCcapun.

* Basa paHHbIX WMI: CKaHUpoBaHwue Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WMI), BCex NpOoCTPaHCTB UMEH, 3K3eMNAAP0OB KJ1aCcCoB U BCEX CBOMCTB. MONCK CCbINOK Ha
3apa>XXeHHble (pa|7|nb| Nnn BpeaoHOCHbIE MporpamMmmbl, BHEQPEHHbIE B BUAE OaHHbIX.

* CUCTEeMHbIW peecTp: CKaHMPOBaHMe BCEr0 CUCTEMHOIO peecTpa, BCeX pa3fiesos 1
noapa3aenos. MONCK CCbINIOK Ha 3apakeHHble dalibl UM BPeAOHOCHbIE NPOrPaMMmbl,
BHeZIPEeHHbIe B Be AaHHbIX. MPpK 04NCTKe 0OHapYXEHWIA CCbiNIKa OCTAETCS B peecTpe BO
n3bexxaHne NOTepU Kaknx-1mbo BaKHbIX AaHHbIX.

Y106k ObICTPO NepenTn K 06BbEKTY CKaHMPOBaHMUA (haisy nav nanke), BBeAUTe ero nyTb B
TEKCTOBOM MoJie NoA APEeBOBUAHOW CTPYKTYpPOW. [yTb BBOAUTCA C y4eTOM pernctpa. Ytoboi
BKJIIOYUTb 0OBEKT B CKaHNpOBaHWe, yCTaHOBUTE ero p1a)kok B ApeBOBUAHON CTPYKTYpe.

YT10bbl 3aMNaHNPOBATL PEryNIPHYI0 3aJa4y, 03HAKOMbTECH C I1aBoW [11aHMpoBaHMeE
e)XXeHee/lbHOro CKaHWPOBAaHUSI KOMMbOTEpPA.
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LONOAHWTENBHEIE NAPAMETDb
CraHnpoBaTe BEI OUNCTEM

MponycTuTe NCKAKYEHNA

MapamMeTpbl O4YNCTKM 41 CKaHMPOBAHMSA MOXKHO HAaCTPOUTb, NOC/IeA0BaTENbHO BbIOPAB 3/1EMEHTDI
PacwuumpeHHble napameTpbl > Mogynb o6Hapy>xeHus > CKaHMpoBaHue no TpedboBaHuio >
MapameTpbl ThreatSense > O4nUCTKA. YTOObI BBINOMHNTL CKaHMPOBaHME 6e3 0YNCTKMU, LWENKHNUTE
OononHutenbHble NapamMeTpsl 1 BbibepuTe CKaHUpoBaTh 6e3 04MCTKU. ICTOpUsA CKaHNPOBaHUS
COXPaHSAETCA B XXYpPHane CKaHNPOBaHWS.

Ecan BbibpaH napameTp MponyCcTUTb UCKAKOYEHUA, Daiibl C paHee NCKJIYEHHLIMU PaCLLUMPEHMAMMN
OyoyT NPoCKaHMpPOBaHbl 6€3 NCKIYEHUN.

Haxxmute KHOMKY CKaHMpOBaTb, 4T06bl BLIMOIHUTD CKaHMpoBaHKMe C BblﬁpaHHbIMl/I NnapaMeTpaMi.

KHonka CKaHuMpoBaTb C NpaBaMuU agMMHUCTPATOpPA MNO3BOJISIET BbIMOJIHATbL CKaHUPOBaHUE Noj
Y4YETHOM 3anncblo afMUHNCTPaTOPa. Bocnonb3yinTeck 3TON yHKLMUENR, €CIN Y TEKYLLEro
No/sb30BaTeNs HET NPaB Ha AOCTYN K (panam, KoTopble cneflyeT NPoCKaHMpoBaTh. [laHHas KHOMKa
HeLOCTYMNHa, ECAN TEKYLLMA NONb30BaTENlb HE MOXKET BbI3bIBaTb ONepaLin KOHTPOIS YYETHbIX
3anncen B Ka4eCcTBe agMUHUCTPaTOpa.

XypHan CKaHNPOBaHMS MOXHO NPOCMOTPETL MO 3aBEPLUEHNN CKaHUPOBAHWS, HaXKaB KHOMKY
[ToKa3aTb XYPHaJbl.

Xopn CKaHUpPOBaHUA

B OKHe X0[a CKaHMPOBaHNA 0TobpaXKaeTcs Tekyllee COCTOSHUE CKaHUPOBAHUS U MH(OpMaLIns 0
KONMYecTBe (hainoB, B KOTOPbIX 0OHAPYXXEH 3/I0HAMEPEHHbIN KoA,.
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HopManbHOM cnuTyaumnen SBNSEeTCS HEBO3MOXHOCTbL CKaHUPOBAHNSA HEKOTOPLIX (halnsios,
HanpuMep 3allULLEHHbIX Naponem (annos nan Gannos, NCNOJb3yEMbIX NCKNHOYUTENBHO
onepaunoHHON cuctemonm (06bIYHO pagefile.sys 1 HEKOTOPLIX (PaiIoOB KYPHAJIOB).
[lONoNHUTENbHbIE CBEAEHNSA MOXKHO HAaNTW B 3TON CTaTbe 0a3bl 3HaHUN.

HﬂaHI/IpOBaHI/Ie exeHepnesibHOro CKaHMpoBaHNA KOMIMbIOTEPaA
YT06bl 3aN1aHMPOBATL PEryNsPHYIO 3alayy, 03HAKOMbTECH C I1aBON [11aHPoBaHME
eXeHe[leIbHOr0 CKaHMPOBaHWS KOMMbOTEPA.

XopA CKaHMPOBAHMA: VHIANKATOP BbINOJIHEHNS MOKA3bIBAET COCTOSIHUE Y)KE MPOCKAHNPOBAHHbIX
06BbEKTOB MO CPaBHEHWIO C OCTaBLIMMKCSA. COCTOAHME BbIMOJHEHNSA CKaHUPOBaHNA (hOPMUPYETCS Ha
OCHOBe 06LLEero KonnyecTsa 06 bEKTOB, BKJIIOYEHHbIX B CKAHMPOBAHME.

O0BbeKT: UMs 06BEKTA, KOTOPbIA CKAHUPYETCS B HACTOSLLNIA MOMEHT, 1 €ro PacnosioXXeHne.

HanpeHbl yrposbl: 0TobpakaeTcs obuiee KOAMYECTBO NPOCKAHMPOBAHHbIX (DaioB 1 yrpos,
0bHapy>XEeHHbIX N yAaneHHbIX BO BPEMS CKaHMPOBAHNS.

May3a: NnpnocTaHOBKa CKaHNPOBaHUA.

B0306HOBUTL: 3Ta BO3MOXHOCTb CTAHOBMTCA AOCTYMNHA NOCAE NPUOCTAHOBKU CKaHWPOBaHMS.
HaxmnTe Bo30OHOBUTDb, 4TOOLI BO30OHOBUTL CKAaHUPOBAHNE.

OCTaHOBMTD: npekpalleHne CKaHnpoBaHNA.

MpOKPYTUTL XXYPHaN CKAHMPOBAHUA: €C/IN 3TOT NapaMeTp akTUBMPOBAH, XXYPHa CKaHWPOBaHMA
byneT NpokKpy4MBaTbCS aBTOMATUYECKN NPU f00aBNEHUN HOBBIX 3anucen, 4Tobbl oTobpaxkanuch
CaMble CBEXWNE 3/IEMEHTHI.

LLlenkHMUTe 3KpaHHY0 Nyny nam CTpenky, 41obbl NPOCMOTPETL CBEAEHNSA O TEKYLLEM
CKaAHMpPOBaHUN. MO>XXHO napasnenbHO 3anyCTUTb APYroe CKaHWpPOBaHWe, LWEeNKHYB
CKkaHupoBaTb KoMNbloTep 1in PaclumpeHHoe CKaHMpoBaHue > Bbibopo4yHoe
CKaHupoBaHMue.
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CKaanosaHne KOMnNbHOTEpPa ®

@ [ OMALUHAR CTPaHNLA

FaClUMPEHHOE CKaHWPOBaHMWE
BriBopoyHoe CKAHMPOBAHME W CKAHWPOBIHME
CBEMHBIX HOCHTENER

Q CKEHHPOEIEHHE KOMMNBHOTEDA (@

G OBHOBNEHNE

B Cepeuc
i::;', HacTpoiika

@ CNpaeka W NoALepxKa
Q CKaHWpOEBaHWe KOMMLHTepPa

Mpowscwno oGHapyxenui: 0
\REGISTRY\MACHINE\SOFTWARE\ Classes\WOWB432Node\ CLSIDV BFOACS3F-...:

[lefcTBMe nocne ckad. | HUYero He NpeanpuH.. %

B packpbiBatoLieMCcs MeHio JledcTBME Nocsie CKAaHUPOBAHUA MOXKHO HAaCTPOUTbL AENCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKM NOC/e 3aBepLUeHNs CKAHUPOBaHWS:

* Hu4ero He npepnNpUHMMATD: NOC/Ie CKAHNPOBAHWA LEeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKJIIOYMUTb: NOCJIe CKAHWPOBaHMNS KOMMbIOTEP OTK/OYAETCS.

* Mepe3arpysuTb: Nocsie CKaHNPOBAHUS OTKPbITbIE MPOrPaMMbl 3aKPbLIBAKOTCS, @ KOMMNbIOTEP
nepesarpy>xaeTcs.

* NMepe3arpyska npu HEOOGXOAMMOCTU: KOMMbIOTEP Nepe3arpyXaeTcs, TOJIbKO eC/IN HY)KHO
3aBEPLUINTb OYUCTKY 0BHapPY>XEHHbIX Yrpo3.

* MpuHyauTenbHas nepesarpysKa: BCe OTKPbITbIE MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HEe LOXMAAACh BMeLIAaTebCTBa NOb30BaTeNs, N KOMMbIOTEP Nepe3anyckaeTcs
noc/ie 3aBepLUEHUNSI CKAHUPOBAHUS,

* MpuHyaUTeNbLHAA nepesarpys3ka Npu HeobXoAUMOCTH: KOMMbIOTEP Mepe3arpy>xaeTcs,
TOJIbKO €CJIN HY)KHO 3aBEPLUNTb OYUCTKY 0OHAPY XEHHBIX Yrpo3.

* CNALWMMA PEXUM: CEaHC COXPAHAETCS, U KOMMbIOTEP NEPEXOANT B PEXMUM MOHUKEHHOO
3HepronoTpebneHuns (T. e. N0sb30BaTes b MOXET ObICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTHI, UCnosib3ytoume O3Y, nepeHocATCs B CNeunanbHbI
(hann Ha »ecTKoM gucke. KoMnbioTep BbIKIOYAETCS, U NPU C/IefyoLWeM BKJIIOYEHUN BEPHETCA B
npegblayLiee COCTOSHME.
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JocTynHocTb aencTeuii CoH n F’MbepHauMa 3aBNCUT OT NapaMeTPoB NUTAHMA U CAALLENO
peXxunMa ornepaunoHHON CUCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnstotepa. He
3abbIBaliTe, YTO KOMMbIOTEP B CMSALLEM pexuMe BCe e paboTaeT. KOMMNbioTEp BbIMOSHAET
OCHOBHble (hyHKLIMM 1 NOTPebnseT 3NeKTpNYecTBo, Koraa paboTaeT oT akkymynsTopa. YTobbl
COXpaHuTb BpeMs paboTbl baTapen (Hanpumep, eCau Bbl HAXOAWUTECH B MyTH), PEKOMEHAYeTCS
nepeBecTy KOMMbIOTEP B PeXUM rnbepHaLmu.

BbibpaHHOe pencteme bygeT 3anyLieHo Nocae Toro, Kak Bce 3anyLeHHble MPoLecchl CKaHMpoBaHMA
6ynyT 3aBepueHsbl. Mpu Bbibope 3aBepLueHme paboTtbl niv NMepesarpyska B 41aforoBOM OKHE
noaTeepxaeHna bynet otobpaxaTtbca 30-CeKyHAHbIN 06paTHbIN OTCHET (LWeNKHMTe OTMeHa, 4Tobbl
[leakTBUPOBaTbL 3arpoLLleHHOe AeNncTBune).

XXypHan NnpoBepKU CKaHUPOBaHHUA
KOMNblOoTepa

Mocne 3aBepLleHNs CKaAHNUPOBAHUSA OTKPOETCA XYPHaJl CKaHNMPOBaHNS KOMMNbIOTEPa CO BCEN
NH(OpMaLMen 0 COOTBETCTBYIOLWEM CKaHUPOBaHUN. XKypHaa CKaHMPOBaHWA COAEPXUT CnenyoLyto
NHgopMaLmio.

* Bepcusa mopyns obHapyxeHus
* flaTa W BpeMs Hayana;
* CMUCOK NPOCKAHMPOBAHHbIX AWUCKOB, MNanok 1 (annos;

* IMs CKaHMPOBaAHMS MO PACNUCaHMIO (TOSIbKO CKaHMPOBaHMWE MO PaCUCaHN)

* COCTOAHNE CKaHMpPOBaHMA

* YUCJI0 MPOCKAHMPOBaHHbIX 06 BLEKTOB;
* KOJIM4eCTBO 0OHapyXeHu;

* BPEMS 3aBepLUEHNS;

* 0bLiee BpeMs CKaHMPOBaHUS.

HoBbIl 3aMnyCK 3aaHuns CKaHMPOBaHWs KOMMbIOTEPa M0 PacrnnucaHiio NPOonyCcKaeTcs, ecau Bce
ellle BbIMOJIHAETCS TO XKe 3aJaHue No PacnuncaHnio, KOTOPOe BhIMOJIHANOCH paHee. B ciyvae
NPOMNyCKa 3afaHNs CKaHNPOBaHMWS Mo pacnucaHuio ByaeT co3naH XypHas NPoBepKY
KOMMbOTEPA C MPOCKAHUPOBaHHbIMK 06bekTaMm B KonnyecTse 0 1 cTaTycom CKaHMpOBaHMe
He Ha4yaJNloCb, NOCKOJIbKY BCE eLle BbiMOJIHAJIOChH Npeabiayluee CKaHMpoOBaHMe.

YT106bl HANTV NpeablayLLne XXypPHasbl CKAaHUPOBAHWUS, B [JIaBHOM OKHE Mporpammsl Bbibepute
Cepsuc > [lonosnHuTeNnbHbIE CpeacTBa > Pannbl XypHana. B packpbiBaloLleMcs MeHto Bbibepute
CkaHupoBaHue KOMMbloTepa 1 ABaXKbl LWEeJIKHUTE HY)KHYIO 3amnnch.
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JKypHan NnpoEepkn

BeponAa mogyna oBHapyxeHna: 22233 (20201029)

Hdata: 10/29/2020 Bpema: 6:35:50 PM

MpockaHWpOEaHHBEIE SUCKK, NankW W Gaine: OnepaTueHan namate: Ch3arpysoyHee cekToprl/UEFI; G Baza gaHHbx WML CHcTeMHBIA peecTp
CraHWpOBaHWE NpepBaHo NoNB3I0EATENEM,

Konn4ecTeo NpoCkaHWpOBaHHEX obbekToE 1164

KonuuecTeo obGHapy#eHna: 0

Bpema suinonHeHWa: 6:36:02 PM Obwee spema ckaHnpoBadng: 12 cek, (00:00:12)

{' PruabTpayma

. JlonosHUTenNbHble CBEAEHNS 0 3anucax «He yaaeTcs OTKPbITb», «OWmnbKa OTKPbLITUS» 1/Uin
«ApXVB NOBPEXAEH» CM. B CTaThe Ha3bl 3HaHWMN ESET.

LLlenkHuTe 3Ha4ok nepektodatens CHED dunbTpaums, YTobbl OTKPLITL OKHO DUabTPaLIMS
XKYPHa/a, rie MOXKHO YTOYHUTL MOWUCK, 3a4aB NoJb30BaTeNIbCKMe KpuTepun. YTobbl NPoCMOTPETh
KOHTEKCTHOE MEHIO, LLENKHWUTE MPaBOoi KHOMKOW MbILLK 3aMUCh B XXypHae:

Deucreue Ucnonb3oBaHue

OUNbTPALNS OMHAKOBLIX  AKTUBMPYET MAbTPALIMIO XYpHaNa. B XypHane bynyT oTobpaxaTbCs
3anucen TOJIbKO 3aMMCK TOrO XXe TUMa, 4YTO Y BbIOPaHHOMN 3anucu.

OunbTp Mpw BbiBOpe 3TOro NapamMeTpa oTobpaxKaeTcs OKHO «DUbTPaLUs
XKYpPHana», B KOTOPOM MOXXHO 3aflaTb KpUTEpUn dunbTpaumm ans
onpeneneHHbIX 3anuceit xypHana. CoyeTaHme KnaBuw: Ctri+Shift+F,

Bkto4nTb unbTp AKTUBMpPYeT napameTpbl puabTpa. ECanm Bbl akTBUpYeTE (DUSILTP B
nepBblil pa3, Hy>KHO YCTAaHOBUTb NapamMeTpbl, 1 OTKPOETCH OKHO
«OuUnbTPaUNS XypHana».

OTKNIOYNTL QUALTP Bbik/o4aeT punbTp (TO XKe caMoe, YTO LWeSIKHYTb NepeksoyaTesb
BHU3Y).

KonupoBsaTb KonupyeT BblaeneHHble 3anucy B bydep obmeHa. CoveTaHue KnaBuLL:
Ctri+C.

KonupoBsaTb BCe KonupyeT BCe 3anuncu B OKHe.

JKCnopT JKCNopTUPYyeT BblAesIeHHble 3anncK B XML-haisi.

JKCropTnpoBaTh BCe JKCnopTupyeT BCE 3anucu B OKHe B XML-thain .
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OnucaHune obHapyxeHns  OTKPbIBAET 3HLMKIONEANIO Yrpo3 ESET, KOTOopas COAEPXMUT NoapobHyto
nHGopMaLMto 06 ONACHOCTAX U CUMNTOMAX BblAENIEHHOI O 3aPaXXeHMsI.

Npoueccbl CKAHUPOBAHUA BPEOOHOCHbIX
nporpamMm

Pa3gen Mpoueccbl CKaHUPOBAHUA BPEAOHOCHBIX NPOrpaMM HaxoaUTCA B MeHI0 PacLUMpeHHble
napaMeTpbl (F5) > Moaynb o6Hapy>XeHus > Mpoueccbl CKAHUPOBAHUA BPEeAOHOCHbIX NporpamMM
I COIEPXXWT NapaMeTpbl CKaHWPOBaHNA. B 3ToM pa3aene npeacTaB/eHsl cieayoLlive napameTpsi.

BbiOpaHHbIN Npodunb: onpeneseHHblii Habop NapamMeTPoB, KOTOPLIA UCMOb3YyEeTCS MOAYIEM
CKaHMpoBaHus no TpebosaHuo. YTobbl CO34aTh HOBLIN NPOMUIbL, HAXXMUTE U3MEHUTB BO3/e
3neMeHTa Cnucok npocdunenn. [onosHUTEbHbIE CBEEHNSA CM. B pa3aene [1poduin CKaHWpoBaHms.

06beKThI CKAHUPOBaAHUA: €CJZIN HY)XHO NMPOCKaHNPOBaThb OI'IpeLI,EJ'IeHHbIIh Leneson 0bbeKT,
Ha>xmuTe U3MeHnTb Bo3/e 3eMeHTa OO beKTbI CKaHUpPOBaHHNA " Bbl6epI/ITe OOWH N3 BapnaHTOB B
pacKpbiBatoLeMca MeHIO UK onpenesieHHble UefieBble 0b6beKThbl B nepese rnarnok. nOD,p06HOCTI/I CM. B
pasgene Ob6bEeKTbl CKAHUPOBAHWUS.

MapaMeTpbl ThreatSense. B 35TOM pa3aesne LOCTYMHbI paclUMpPeHHbIe MapaMeTpbl, Takne Kak
paclumpeHnuns annos, KOTOPLIMU HY>XHO YNpPaBAsATb, MCNOJb3yeMble METObl 0OHaAPYXXEHNA 1 T. M.
LLlenkHWTe, 4Tobbl OTKPbLITh BKAAKY C PaclUMPEHHbIMI NapaMeTpaMn CKaHMPOBaHWS.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

Bbl MOXKeTE pa3pellnTb CKaHUPOBAHME B COCTOSHMM NPOCTOS, BbibpaB PacluMpeHHble napaMeTpbl
B MeHi0 Mogynb obHapy>xeHus, a 3aTem Mpoueccbl CKAHNPOBAHUA BPEeA0HOCHbIX NPOrpamMm >
CKaHUpOBaHMe B COCTOSAHUU NPOCTOA.

CKaHMpOBaHMe B COCTOAHMM NPOCTOA

BknoynTe nosi3yHoOK psgoM C 3/1eMeHTOM BKAIOUYUTL CKaHMpOBaHUe B COCTOSHUM NPOCTOS, 4TO6bI
BKJIIOYNTL 3TY (PpyHKUMIO. Korga KoOMMblOTEP HAaX0OAUTCA B COCTOAHUN MPOCTOS, aBTOMATUYECKN
BbIMNOJIHAETCA CKaHNPOBaHNE KOMMbIOTEPa Ha BCEX XECTKUX ANCKaX.

Mo yMOSIYaHUIO CKAaHUPOBAHWE B COCTOAHMMW NPOCTOS He paboTaeT, ecnu KoMnbloTep (HoyTOyK)
paboTaeT oT BaTapen. STOT NapaMeTp MOXXHO U3MEHUTb, BKJIOYMB MOJI3YHOK PALOM C 3JIeMEHTOM
CkaHupoBaTb gaxke B cayvyae paboTbl KOMNbIOTEPA OT aKKYMYJISTOpa B pa3gene
«PaclwimpeHHble MapameTpbl».

BkntoynTe nosi3yHOK psanaoM C aneMeHTOM BKAouYuTh BegeHne XXYpHasnoB B pasjese
«PaclmpeHHble NapaMeTpbl», 4TOObI pe3ysibTaTbl CKaHMPOBAHMA KOMMbIOTEPaA PErncTpMpoBaancs B
pasfene ®annbl )KypHana. g 3TOro B r1aBHOM OKHE NporpamMmmebl WenkHUTe WHCTPYMEeHTbI >
AdononHutenbHblie cpeacTsa > Pansibl XXYpPHaANOB, a 3aTEM B PaCKPbIBAOLLEMCA MeHI0 XKypHan
BbibepnTe NyHKT CKaHMpoOBaHUe KoOMNbloTepa.
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CKaHMpOBaHMe B COCTOAHMUM NPOCTOA

MONHbIA CAMCOK YCIOBUIA A5 3aMyCKa CKaHMPOBaHUS B COCTOSIHWMM NMPOCTOS CM. B pa3aene
CKaHMpOBaHWe B COCTOSAHWUMN MPOCTOS.

BbibepuTe [apameTpbl ThreatSense AN UBMEHEHMS NMapaMeTPOB CKaHUPOBaHUS (HanpuMep, METOL0B
o0bHapyXeHuns) ANA CKaHNPOBaAHNA B COCTOSHWMM NPOCTOS.

NMpodunu ckaHupoBaHus

B ESET Internet Security eCTb HYeTbIpe npeaBapunTeslbHO 3aJaHHbIX I'IpO(pI/I}'IFI CKaHNPOBaHWA:

* I/IHTenneKTyaanoe CKaHuUpoBaHue — 370 I'IpOCpI/IJ'Ib paclMpeHHOro CKaHnpoBaHn4A no
YMOJTHaHUIO. Ons I'IpOCpI/Iﬂﬂ NHTEeNNEeKTYaJlbHOro CKaHMPOBaHNA NCMOJIb3yeTCAa TEXHOJIOINA
VIHTeJ'IJ'IeKTyaJ'IbHOVI ONTUMM3aLIUN, NCKTIOYatoLWas Cpal7lﬂbl, KOTOpPble BO BpeM4d npeabiayLiero
CKaHMpoBaHNA 6bln orpepnesieHbl Kak YACTble N C TOFO BpeMeHN He N3MEHANTNCD. 370
obecneumnBaeT COKpaLlleHne speMeHn CKaHnpoBaHUA npn MMHMMaJIbHOM BJIIMAHUN Ha
6e30MacHOCTb CUCTEMBI.

» CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXKETE 3aMNyCTUTb B KOHTEKCTHOM MEHI0
CKaHuMpoBaHue no TpebosaHuo ans nboro daina. Mpoduns «CkaHMpoBaHUe Yepes
KOHTEKCTHOE MeHI0» MO3BOJIAET ONpeae/inTb KOHMUIypaLuio CKaHMPoBaHUs, KoTopas byaeT
CMOJIb30BaTLCA MPU 3aMyCKe CKaHMPOBAHWS TaKUM Crnocobom.

* FTnybokoe ckaHupoBaHue — [1511 npoduns rnybokoro CKaHNMPOBAHNA UHTENNEKTYaIbHas
ONTUMM3aLMA N0 YMOHAHUIO HE NCMOJ/Ib3YETCS, MO3TOMY MPW UCMOb30BaHMM 3TOr0 NPoGnAs
HVKaKune ainbl N3 CKaHUPOBAHWUS HE UCKJTHOYAOTCS.

* CKaHMpOBaHMe KoMNbloTepa — 3TOT NPOGW/b MO YMOAYAHUIO NCMOb3YETCS Npw
CTaHLAPTHOM CKaHWPOBaHUM KOMMbIOTEpA.

MpennoyTuTeNbHbIE NAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTb AJ19 UCMONb30BaHNA B
fasibHenLweM. PekoMeHOyeTCs co34aTb OTAE/bHbIA NPOGUIb 419 KaXXA0r0 PerynsapHo
MCMOJIb3yeMOro CKaHNPOBaHUS (C pa3nnyHbiMM 06 beKTaMmn, METOLAMMN CKaHMPOBAHNA U MPOYUMM
napameTpamm).

Ana co3paHna Npognas OTKPOUTEe OKHO «PacluMpeHHble napaMmeTpbl» (F5) U WwWenkHuTe Moaynb
obHapy>xeHus > CKaHMpoBaHUe Ha HaJiMyue BPefoHOCHbIX NporpamMm > CKaHMpoBaHue no
TpeboBaHMio > Cnucok npocdunen. B okHe flucnetyep npodmunen f0CTYNHO pacKpbiBatoLLeecs
MeHi0 BboiOpaHHbIN NpoduMAb CO CMMCKOM CyLLECTBYOLWMUX NPODUIER CKAHMPOBAHUS 1 onumen aAns
co34aHna HoBOro. 1ns co3ganns Npodumna CKAaHNPOBaAHUSA B COOTBETCTBUM C KOHKPETHbIMU
noTpebHoCTAMM CM. pa3fen HacTporka napameTpoB Moy s ThreatSense, FA€ OMNUCbIBAETCSH KaXAbIN
napameTp, UCNOJIb3yeMbIA A5 HACTPONKN CKAHUPOBAHUS.

Mpeanonoxum, Bam TpebyeTcs co3gaTb COBCTBEHHbIN NPO(NIIb CKAHUPOBAHUS. XOTS
KOHpurypauns CkaHMpoBaTb KOMMbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATbL MPOrpamMmmbl-
YMaKOBLUVIKA WKW NOTEHLMNaIbHO ONacHbIe NPUIoXKeHns He TpebyeTcs n HyXXHO NPUMEHNTb
Bcerpa ucnpaBnsatb oOHapy)xeHue. Beegnte nMsa HOBOro Npoduns B okHe [lucnetyep
npodcdunen n HaxmMuTe KHONKy JLobaBuTb. BribeprTe HOBLIN NPOGKAbL B paCKpbIBaOLLEMCS
MeHs BbiOpaHHbIN npodusb 1 HaCTPoWTe OCTaslbHble MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, a 3aTEM HAXXMUTE KHOMKY OK, 4TOOblI COXPaHUTb HOBbIA MPO(UIb.
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O0beKTbl CKAaHUPOBAHUSA

B paCKpbiBalOLWLEMCA MEHIO O06beKThI CKaHUpPOBaHUA MOXXHO BbI6paTb npeaBapunTesibHO
oripepgesieHHbIe 06beKThI CKaHpOBaHUA.

* Mo napameTpam npocdunsa: BbibUpaoTCa 06BEKTHI CKAHUPOBAHWS, YKa3aHHbIE B BbIDpaHHOM
npogune CKaHNMPOBaHMS.

* CMeHHble HoCUTeNMu: BbibnpatoTCa ANCKETbI, USB-yCTPONCTBA XPaHEHMS, KOMMaKT- 1 DVD-
ANCKWN.

* XKecTKuMe OMUCKKU: BbIONPAIOTCS BCE XKECTKME ANCKN CUCTEMDI.
» CeTeBble BUCKM: BLIOMPAIOTCS BCE NOAK/OYEHHbIE CETEBLIE AUCKN.
* NMonb3oBaTeNnbCKUM BbIBOP: 0TMEHa BCeX MpenblayLmnx BbI6OPOB.
CTpyKTypa nanok (4epeBo) TakxXe COAEPXUT onpeaeneHHble 06beKTbl CKAHMPOBAHMS.

* OI'IepaTMBHaﬂ naMATb: CKaHNPOBaHWE BCEX MPOLUECCOB N AaHHbIX, KOTOPbLIE B LaHHbIN
MOMEHT NCMOJIb3YHTCA OI'IepaTVIBHOI7I NamMATbIO.

+ 3arpy3o4Hbie CeKTOpPbI/UEFI: CKaHUPOBAHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hann4yune
BPEMOHOCHbIX MPOrpaMM. [lonoSHUTENbHbIE CBEIEHUS O MOAYJle CKaHMPOBaHUS UEFI

npuseneHbl B r10CCapun.

* baza paHHbIX WMI: CKaHnpoBaHue Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WMI), BCeX MPOCTPAHCTB MMEH, 3K3eMIJIsSipOB KJ1IaCCOB U BCeX CBOMCTB. MOMCK CCbINOK Ha
3apa)XeHHble CbaI7IJ'IbI nnn BpeaoHOCHbIe MPOorpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHbIW peecTp: CKaHNPOBaHME BCEro CUCTEMHOIO PeecTpa, BCEX Pa3iesioB U
noapa3aeno.. MoOUCK CCbIIOK Ha 3apaXKeHHble (halsibl N BPeLAOHOCHbIE MPOrpaMMmbl,
BHeAPEeHHble B BUAE AaHHbIX. [pU 041CTKe 0OHApyXeHUI CCblIKa OCTAETCS B peecTpe BO
n3bexxaHve NoTepu Kakmx-nnbo BaXkKHbIX LaHHbIX.

Y1066l 6LICTPO NEPENTN K 0OBEKTY CKaHMPOBaHMA ((hanny unm nanke), BBeAUTE €ro NyTh B
TEKCTOBOM MoJie No4 APEeBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C y4e€TOM perncrpa. Ytobel
BKJIIO4MTb 06bEKT B CKAHMPOBaHMeE, YCTAaHOBUTE ero (h1la)koK B APEBOBMIAHON CTPYKTYypE.

KOHTPOJIb YCTPOUCTB

ESET Internet Security 06ecrneynBaeT aBTOMATNYECKOE YNpaBieHNe yCTPONCTBAMM (KOMMAKT- U DVD-
ANCKaMK, USB-yCTpOMCTBaMU 1 T. n.). JlaHHbIA MOAY b NO3BOJSISeT 6N10KMPOBATL UM U3MEHSATH
PaCLUMPEHHbIE PUNBLTPbLI U PA3PELLEHNS, @ TaKXe YKa3blBaTb, MOXET /I NOb30BaTENb NOY4YaTh
JLOCTYMN K KOHKPETHOMY YCTPOMCTBY 1 paboTaTb C HUM. 3TO MOXeT ObITb Ya00HO, ecnu
alIMMHUCTPATOP KOMMbIOTEPA X04ET NPeaoTBPaTUTb UCMOb30BaHNE YCTPONCTB C HEXENaTe bHbIM
COOEPXKMMBIM.

nop,p,ep)KuBaeMble BHellHue YCTpOﬁCTBa:
* [INCKOBBLIN HAaKOMUTENb (XKECTKUI ANCK, CbeMHbINA USB-OUCK)
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* KoMmnakKT-/DVD-gUCK

* [pnHTep USB

* FireWire XpaHuauiie

* Bluetooth YCTponcTBO

* YCTPOWNCTBO YTEHMA CMapT-KapT

* YcTponcTBo 06paboTkun nsobparkeHui
e Mopgembl

* LPT/COM nopT

* MopTaTUBHOE YCTPONCTBO

* Bce Tunbl yCTPONCTB

MapaMeTpbl KOHTPONA YCTPONCTB MOXKHO U3MEHUTDL B pa3aesie JLonoIHUTENIbHbIE HACTPOUKM (F5) >
KOHTpPOJIb YCTPOMUCTB.

Bkto4YMTE MNON3YHOK PALOM C 3/1EMEHTOM BKJIIOYMTb KOHTPOb YCTPOUCTB, 4TOObLI aKTUBNPOBATb
(DYHKLMIO KOHTPOIA YCTPOWCTB B MporpamMme ESET Internet Security. YT06bl 3TO N3MeHeHMe BCTYNWO B
cuny, HeobxoauMo nepesanycTuUTb KOMMbloTep. Mocsie BKAYEHNS KOHTPOS YCTPONCTB 31eMeHT
MpaBuna CTaHeT aKTUBHBIM, U Bbl CMOXKETE OTKPbITb OKHO PeakTop npasul.

Bbl MOXXeTe co3aTb pa3Hble rPynmbl YCTPONCTB, K KOTOPbIM ByAyT NPUMEHSTLCS pa3Hble
npasuna. Fpynny, K KOTOPON NPUMEHSETCS NPaBWUIO C AENCTBMEM YTEeHUe U 3anucb LK
TonbKo ANA YTEHUSA, MOXXHO CO34aTb TO/ILKO 0AHY. Biarogaps 3ToMy, Korfa K KOMMblOTEPY
MOAK/0YAl0TCS HepaCno3HaHHbIE YCTPONCTBA, (hYHKLMS KOHTPOS YCTPOMNCTB UX 610KMpyeT.

Mpn NOAKAYEHNN YCTPONCTBA, 3abJ10KNPOBAHHOMO CyLLECTBYIOWMM NPaBUIoM, 0To6pasnTCs OKHO
OMNOBELLIEHNS, N JOCTYN K YCTpoONcTBy byaeT 3abn0KMpoBaH.

Pepnaktop npaBun A KOHTPOJIA YCTPOMUCTB

B okHe PepakTop npaBus AnA KOHTPOJA YCTPOUCTB 0TOOpaXxKaTcs cyllecTeyowme npasuna. C
€ro NoMOLLbI0 MOXXHO KOHTPO/IMPOBATL BHELLIHME YCTPONCTBA, KOTOPbIE NOJIb30BaTeN NOAKJII0YA0T
K KOMMblOTEpY.
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[Mpaswuna ?

Aran Brn.. Tun OnucaHue Jefcterne Monesceatenn  CepbesHocTb Yeea...

Block USB for User o JWCKOBEIA Ha... Brnokmpoeate Bece Beerga o

Rule o Yerpoicreo B... Yrenue u 3an.. Bee Beeraa hd

Bbl MOXKeTe pa3pewnTb uan 3abnoKMpoBaTh ONpeaesieHHble YCTPONCTBA A151 KOHKPETHbIX
NoJsib30BaTeNeN AN UX TPy, @ TakXe B COOTBETCTBUM C AOMOJHUTENbHBLIMI NapaMeTpamu,
KOTOpble 3a4al0TCs B KOHPUIypaLumm npasun. B cnncke npaBun 4as Kax4oro npasuia
0TobpaXkaeTcs onucaHne, BKIOYaloLLee Ha3BaHMe 1 TUMN BHELLHEro yCTPOMNCTBa, AENCTBUE,
BbINOJIHAEMOE MOC/1e ero NoAK/IYEHUS K KOMMbIOTEPY, @ TaKXXe Cepbe3HOCTb As XypHana. CMm.
TakxXe cTaTblo [lobaBsieHre NpaBu KOHTPOJIS YCTPOMCTB.

Ons ynpaBneHus npaBuioM NCNoJib3ynTe KHONKK Jlo6aBuTb nan U3MeHnTb. YT06bI CO38aTh
npaBuJo C NCMOJIb30BaHWEM 3apaHee 3alaHHbIX MapaMeTpPoB U3 APYroro Npasuia, HaXXMUTE KHOMKY
KonupoBaTb. XML-CTPOKYW, KOTOPble 0TOOPaXKatoTCa, eCn WeNKHYTb NPaBnio, MOXXHO CKONUPOBaTb
B Bydhep obmeHa. Kpome TOro, OHU MOryT NOMOYb CUCTEMHBIM aAMUHUCTPATOPaM 3KCMOPTUPOBaTb
VAN UMMNOPTMPOBATbL 3TU AAHHbIE, @ TaKXe UCMNOoNb30BaTb UX.

YT106bI BbIAENUTL HECKOJIKO MPaBW, LLENKHUTE X, YAEPXKNBAs HaXXaTol Knasuwy CTRL. 3aTeM nX
MOXHO OyeT 0JHOBPEMEHHO YAanUTb MO0 NepeMecTuTb K Havyany Wamn KOHLY crincka. ®naxok
BKJ1IOYEHO M03BOJIAET BKOUYNTb UM OTKJIIOYUTL NPaBUII0. DTO MOXXET OblTb MOSIE3HO, EC/IN Bbl HE
XOTUTE MNOMIHOCTbIO YAANsATb NPaBuMo, 4Tobbl BOCMOb30BaTLCSA M NO3AHEE.

YnpaBneHne 0CHOBAHO Ha NpaBuWiax, KOTOPblE OTCOPTMPOBAHbLI MO NPUOPUTETY: NpaBuia ¢ bonee
BbICOKUM MPUOPUTETOM HaXOASATCA B Havae.

3anncm XXypHasa MOXXHO NMPOCMOTPETh B MTaBHOM OKHe ESET Internet Security B pa3faene CnyxebHble
nporpamMmmsbl > lONOJIHUTENIbHbIE CPencTBa > Daisibi XXypHana.

B >XypHan KOHTPO/1s YCTPOMCTB 3anunCbiBalOTCA BCE CyYau, Korga cpabaTbiBaeT PyHKLMA KOHTPOSIA
YyCTPOWCTB.

ObOHapy>XeHHble YCTPOUCTBA

C noMOoLL b0 KHOMKY 3anoIHUTb MOXKHO 03HAaKOMUTbLCS CO C/ieflytoLLen nHpopmaLmnen o
NOAK/OYEHHbIX Ha AAaHHbIN MOMEHT YCTPOMCTBAX: TUM YCTPOWCTBA, NPOM3BOAMTESb, MOAEIb U
CcepuiHbIA HoMep (ecn ecTb).
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BbibepuTe yCcTpoONCTBO B CUCKE 0BHAPYXXEHHbIX YCTPOWCTB Y HAaXXMUTE KHOMKY OK, 4T0bbl 1006aBUTH
NpaBnI0 KOHTPOJIA YCTPOMCTB C NpeABapuUTesbHO 3a4aHHON MHgopMaumen (Bce napaMeTpbl MOXHO
HacTpanBaThb).

YCTpOWNCTBa B peXXUMe HU3KOro aHepronoTpebaeHmns (Cnawem pexxmMe) 0TMeYeHbl 3Ha4YKOM
npepynpexageHna . YTobel akTnenpoBaTb KHOMKY OK 1 fobaBnTb Npasunio 4Jig 3T0ro yCTPOMCTBA,
chenanTe cnepywoulee:

* [ToBTOPHOE NOAK/0YEHME YCTPONCTBA

* icnonb3oBaHMe YCTPOWCTBA (HanpuMep, 3amnyck npuioxeHus «Kamepa» B Windows /st
aKTuBaLun Beb-kamepbl)

Fpynnbl YCTPOUCTB

|A YCTPONCTBO, NOAK/IOYEHHOE K KOMMbIOTEPY, MOXXET NPeacTaBnsATh yrpo3y 6e3onacHocTw.

OKHO rpynn yCTPOWCTB pa3aesfieHo Ha [IBe YacTu. B npaBoi 4acTy oKHa oTobpaXkaeTcst CNnCoK
YCTPOWCTB, BXOAALWMX B BbIOPaHHYIO rpynmny, a B I€BOW YaCTU — CO3[aHHble rpynnbl. Beibepute
rpynmny CO CMUCKOM YCTPOWCTB, KOTOPYHO HY>XXHO 0TOBpa3uTh Ha NpaBon NaHenu.

OTKPbIB OKHO Fpynn yCTPOWCTB 1 BbIOpaB rpynny, Bbl MoOXKeTe 100aBNATb YCTPOMNCTBA B CMUCOK UK
yAanaTb ux n3 Hero. [Jo6aBnsTL yCTPOWCTBA B IPYNMy TakXe MOXHO MOCPeACTBOM MMMOPTa AaHHbIX
06 ycTpoicTBax 13 haina. Mnm xxe MOXHO Ha)kaTb KHOMKY 3anosIHUTb. B 3TOM cnyyae Bce
YyCTPONCTBA, NOAK/IOYEHHbIE K KOMMbIOTEPY, 0TO6pa3faTCcs B OkHe OBHapy>KeHHble YCTPOUCTBA.
BbibepuTe yCTPOMNCTBaA 13 3TOr0 CNNCKa U HaxxMnTe KHomnky OK, 4Tobbl fobaBUTL UX B rpynny.

dN1IeMeHTbl ynpaBJieHUA

[obaBuTb. [03BONSET CO3AaTh HOBYIO rpynmny nan 4ob6aBnTb YCTPOWCTBO B CYLLECTBYOLLYIO (B
3aBUCUMOCTW OT TOro, rAe HaXkaTa KHOMKa). Mpn HeobXx0AMMOCTM MOXXHO YKa3aTb Takne CBEAEHUS,
Kak MM$ NoCTaBLUMKa, MOOENb N CEPUNHBIN HOMED.

N3meHunTb. [103B0SISET N3MEHUTL NMSA BbIOPAHHOW rpynnbl AKX NapaMeTpoB YCTPONCTBA
(NpounsBoauTenb, Moaeb, CEPUNHBIA HOMEP).

Ypanute: yganeHune BbibpaHHOM Fpynnbl AW YCTPONCTBA (B 3aBUCMMOCTU OT TOr0, B KaKOW 4acTu
OKHa Ha)kaTa KHonMkKa).

MMnopT. IMNOpTMPYET CNMCOK YCTPOWCTB U3 TEKCTOBOro dhaina. [ns uMnopTa yCTPOWCTB U3
TeKCToBOro thaina TpebyeTcs NnpaBuibHOE HOPMATUPOBAHUE:

* KaX[10€e YCTPOWCTBO [0JIKHO BbiTh YKa3aHO C HOBON CTPOKMY;

* 015 KQXXKA0r0 YCTPOMCTBA A0/KHbI ObITh YKa3aHbl Yepes 3ansaTyo CBeAeHUs 0
npousBoauMTesnie, MOAEJIN 1 CEPUMUHOM HOMepe.

BoT npumep coaepxmMMoro Takoro TEKCTOBOro anna:
Kingston,DT 101 G2,001CCEODGRFC0371
04081-0009432,USB2.0 HD WebCam,20090101

SKCNOPT. IKCNOPTUPYET CANCOK YCTPONCTB B (han.
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C NoMoLbO KHOMKM 3an0AHUTb MOXKHO 03HAaKOMUTLCSA CO Cneayowen nHgpopmaumnen o
NOOKJIIOYEHHbIX Ha OAHHbI MOMEHT YCTPONCTBAX: TUM YCTPONCTBA, NPON3BOAMTESNb, MOLEb U
CEPUNHbLIA HOMEp (ecn eCTb).

3aBepLunB HAaCTPOMKN, HaXxxMuTe KHonKy OK. YTobbl 3aKpbiTb OKHO Fpynnbl yCTPOMUCTB Oe3
COXPaHeHUs N3MEeHEeHW, HaXKxMuTe KHoNKy OTMeHa.

Bbl MOXeTe co34aTb pa3Hble rpynmnbl YCTPONCTB, K KOTOPbIM By iy T NPUMEHATLCA pasHble
npasuna. Fpynny, K KOTOPO MPUMEHSAETCA NPaBuIo C AencTeneM YTeHue U 3anuchb 1Uin
TonbKo ANA YTEHUA, MOXXHO CO3[aTb TONILKO OAHY. Bnarogapsa 3ToMy, KOrga K KoMnbTepy
NOAKNI0YATCSA Hepacrno3HaHHbIe YCTPOUCTBA, (DYHKLNSA KOHTPONSA YCTPOUCTB UX 610KUpyeT.

ObpaTunTe BHUMaHWE, 4TO NMOJIHbLIA CANCOK AEeACTBUIN (pa3peLleHnid) LOCTYNeH He AN BCeX TUMOB
YCTPONCTB. ECNM yCTPONCTBO OTHOCUTCA K TUNY XpaHuauL, byayT OOCTYMHbI BCe YeTbipe AeNCTBUS.
Ecnm ycTponcTBO He NpefHa3Ha4YeHo ANa XpaHeHWsa AaHHbIX, OyaAyT AOCTYMNHbI TOJIbKO TPU AENCTBUS.
Hanpumep, pa3peweHune ToNbKO YT€HNe HeENPUMEHMMO K Bluetooth-yCTpPONCTBaM, MO3TOMY AOCTYM K
HVM MO>XHO TOJIbKO pa3peLwnTb, 3ab6J10KMpoBaTh WK pa3peLumnTb C npeaynpexneHuem.

IoGaBneHue NpaBuJl KOHTPOJIA YCTPOUCTB

MpaBKIO KOHTPONA YCTPOWCTB onpeaenseT AeNCTBME, BLINOJHSEMOE NPU NOAKIOYEHUN K
KOMMbIOTEPY YCTPONCTB, KOTOPbIE COOTBETCTBYIOT 3afaHHbIM KPUTEPUSM.

M3meHWUTs NpaBuno ?

Wnaa Block USB for User

I'Ipasn_nc BEAHIYEHD

Tun ycTpofcTea AunckoBbli HaKoNUTENL w

feiictene Bnoknposate A"

Tun KpuTEpUER YcTpolicTeo A"
MpoussoguTent

Moaens

CepwilHelid HoMep

CepbesHOCT pEFMCTRHEYEMbI

- Beeraa v
coBBITHA b

Cnwcok none3ceatenci WzmeHnTe

¥BEAOMWTE NONE3IOBATENA

Y7106bI YNPOCTUTL MAEHTUPUKALMIO NPaBKAa, BBEAUTE ero onucaHume B nose UMaA. YTobbl BKIOUNTD
NN OTKJIIONUTL 3TO NPABUIIO, LLLEJKHUTE NMON3YHOK PSAOM C 3neMeHToM MpaBuo BKAIOYEHO. IT0
MOXXeT ObITb MONE3HO, €C/IN NOHOCTLIO YAANSATb NPABUIIO HE HY>XXHO.
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Tun ycTpoucTsa

B packpblBatoLLemMcs Crivcke BolbepuTe TUM BHELIHEro yCTponcTBa (OUCKOBBIA HAaKOMUTENb,
nopTaTUBHOE YCTPOWNCTBO, Bluetooth, FireWire 1 T. 4.). CBeeHUs 0 TUMNe YCTPOMNCTBA NOCTYNaKT OT
onepaLnoHHON cUCTeMbl. IX MOXHO MPOCMOTPETH C MOMOLLLIO AUCneTyepa YCTPONCTB, ecau
YyCTPOWCTBO MOAKJIIOYEHO K KOMMNbIOTEPY. K HakoNnTeNnAM OTHOCATCS BHELLHUE OUCKA W1
TPaAVLMOHHbIE YCTPONCTBA YTEHUS KapT NaMsATH, NOLK/OYEHHbIE MO NPOTOKOY USB uan FireWire.
YCTponcTBa YTeHMS CMapT-KapT NO3BOJIAIOT YMTaTb KapTbl CO BCTPOEHHBLIMU MUKPOCXEMaMK, Takue
Kak SIM-KapTbl AN NAEHTUDUKALNOHHbIE KAPTOYKKW. MpruMepamu yCcTponcTs Ans obpaboTku
n30bpa>keHnn cnyxxaT CKaHepbl U Kamepbl. Tak Kak 3T YCTPOMCTBa NPefoCTaBAAOT CBeAEeHUS
TONbKO O CBOUX AENCTBUSAX, @ HE 0 MoJib30BaTeNAX, 3a610KMPOBaTb X MOXHO TO/bKO r106as1bHO.

Nencrteue

JocTyn K yCTPOMCTBaM, He NpefHa3HaYeHHbIM A5t XPaHEHWUS AaHHbIX, MOXHO TOJIbKO pPa3peLlmnTb
nnm 3abnoknpoBaTb. HanpoTue, NpaBuna Ans YCTPONCTB XPaHEHUSI AaHHbIX NO3BONIAOT BbIOPATh
OZIHO M3 YKa3aHHbIX HMXe Npas.

* YrteHue u 3anucb — b6yeT paspeLleH NosHbIA LOCTYMN K YCTPONCTBY.

* BnokupoBaTb — [0OCTYN K yCTponcTBY byaeT 3a6710KMpoBaH.

¢ TonbKo YTeHue — OyaeT pa3pelleHo TONbKO YTeHMe JaHHbIX C YCTPOMCTBA.

* MpepynpeaunTb — NPy KaXxK0M MOAKJIOYEHUN YCTPONCTBA MO/b30BATENb NOJyYaeT
yBEe[OMJIEHUE, PA3PELLEHO I 3TO YCTPONCTBO UM 3abNOKNPOBAHO, U MPK 3TOM CO34aeTCs
3anncb XXypHana. YCTPOWNCTBA He 3anoMIHaOTCS. YBeAOMAEHUs 0ToBpaXatoTCs Npu Kaxk4oM
MOBTOPHOM MOAKJIOYEHUN OLHOIO U TOT0 XXe YCTPONCTBA.

ObpaTnTe BHMMaHMWE, 4TO NOJIHbIA CMIUCOK OENCTBUN (pa3peLLeHnin) 4OCTYNEH He A1 BCEX TUMOB
YyCTPONCTB. ECAM yCTPONCTBO OTHOCUTCS K TUNY XpaHMAuL, 6yayT AOCTYMHbI BCe YeTblpe AeNCTBUS.
Ecan yCcTponcTBO He NpegHa3HavyeHo ANS XPaHEHMA AaHHbIX, OByayT AOCTYNHbI TONLKO TPU AENCTBUS.
Hanpumep, pa3pelwleHne ToNbKO YTeHUe HENPUMEHMMO K Bluetooth-yCTPONCTBAM, NO3TOMY AOCTYN K
HUM MOXXHO TOJIbKO pa3pelnTb, 3a0N10KMPOBaTb UK Pa3peLllnTb C NpeaynpexaeHnem.

Tun KputTepues

BbibepuTe 3nemeHT Fpynna ycTPpoOMUCTB 1 YCTPOUCTBO.

C nomMoLubto YKa3aHHbIX HXKE OOMOJIHUTEJIbHLIX NapaMeTPOB MOXXHO TOYHO HaCTpanBaTb N USMEHATD
npasnia ANg KOHKPETHbIX yCTpOVICTB. Bce NapaMEeTpPblI HE 3aBUCAT OT PErncCTpa.

* MpoussoauTeNb: GUILTPALMS N0 UMEHW UK ID NPON3BOAUTENS.
* Mogenb — VMsi yCTPOWCTBA.

* CepuMHbIN HOMEp — Y BHELLIHNX YCTPONCTB 00bIYHO €CTb CepUNHbLIE HOMepa. Koraa peyb
naeT o CD- uav DVD-ANCKE, TO 3TO CEPUNHBLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMCcKoBoAa CD-
LAVCKOB.

Ecnm ons 3Tux napaMeTpoB He 3afaHbl 3HAYEHUS, BO BPEMS COMOCTABJIEHMS NMPABUIIO
NrHOPUPYET 3TU Nnons. s napaMeTpoB pUNbTPaLIMM BO BCEX TEKCTOBbIX MOJISX HE
YUYNTLIBAETCS PEFNCTP U HE NOALEPXKMBAIOTCA MNOACTAHOBOYHbIE 3HAKW (*, ?).
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Ins npocMoTpa cBefieHnin 06 3TOM YCTPOMCTBE CO3aiiTe NPaBMIO 4SS COOTBETCTBYIOLLENO
TUMNa YCTPONCTB, MNOAKJIOYNTE YCTPONCTBO K KOMMbIOTEPY U 03HAKOMbTECH CO CBeieHUsMU 06
YCTPOWCTBE B )KYPHaJIe KOHTPOJIS YCTPONCTB.

Cepbe3HOCTb perucTpupyemMbix COObITUN

MepcoHanbHbIN hanepBo ESET Internet Security COXpaHAeT AaHHble 060 BCEX BaXKHbIX COObITUSAX B
(hanne XxypHana, KOTOpPbI MOXHO OTKPbITb U3 F1aBHOr0 MeHto. LLlenkHnTe CepBuc >
[ononHutenbHble cpencTBa > Pannbl XXYPHaANOB 1 BbibepuTe B paCKpbIBaOLLEMCS CNCKE
XXypHan 351eMeHT KOHTPONb YCTPOMUCTB.

* Bcerpa — 3amnucbiBalOTCA BCE COOBLITUSA.

* IMarHoCTUKA: PernucTpupyeTcs nHopmaums, Heobxoaumas aNnsa TUATENbHON HACTPOMKMN
Nporpammbi.

* UHcdopmauusa — B XXypHaa BHOCATCH UH(OPMALMOHHbIE COOBLLEHNS, B TOM Yncae coobLieHns
06 yCneLwHoM BbINOJIHEHUM 0OHOBNIEHUS, @ TaKXKe BCE NEPEYUCSIEHHbIE BhiLUe 3amuncu.

* MpepynpexpeHune: 3anncbiBaeTCs MHGopMaumns 060 BCEX KPUTUYECKUX oLnbKax 1
npenynpexxaeHusx.

* Huuero — XXypHasnbl He CO34al0TCH.

Cnucok nonb30oBaTeNnemn

[MpaBuia MOXXHO Ha3Ha4yaTb TOJIbKO 4151 HEKOTOPbIX nonb30BaTeNen Nan nux rpynn, no6aBneHHbIX B
CANCOK NoJib30BaTeNEN, WEeJIKHYB MYHKT N3meHnTDL pAanoM C 3JIEMEHTOM Cnucok nonb3oBaTenem.

* lo6aBUTb — OTKPbLIBAETCS ANaNoroBoe okHO Tunbl 06bekToB: Monb3oBaTenu u rpynnsl, B
KOTOPOM MO>XHO BbIBpaTb HY)KHbIX NONb30BaTENEN.

* YpanuTtb: BbIOpaHHbIf NONb30BaTENb YAANAETCA U3 (huabTpa.

Cnncok nonb3oBaTesien Hefb3s ONpesennTb AN NPaBua C YyKa3aHHbIMU TUNamMy YCTPOUCTB:
* USB-NpUHTEP

* YCTPOMCTBO Bluetooth

* YCTPOMCTBO YTEHUSA CMapPT-KapT

* YcTponcTBo 06paboTku n3obpaxkeHni

* Mogembl

* LPT/COM-NoOpPTHI

YBeaoMuTb nonb3oBaTenss — npu noakoyYeHnmn yCTpOVICTBa, 3a6}'IOKVIDOBaHHOI'O cyuwiecTeytownm
npaBnIoM, OTO6paBI/ITCF| OKHO OonoBeLlleHnA.

3awuTta Beb-kamepbl

3awumTa Beﬁ-KaMepr: onoBeLlaeT 0 TOM, KaKhe NpoueCChbl N NMPUNIOXKEHNA OCYLLECTBAAOT AOCTYN K
NOAKJIIOYEHHONM K KOMMbOTEPY Be6-KaMepe. Korna npunnoXxeHne nNonbITaeTCA OCYLECTBUTL AOCTYMN K
BalUewn KaMepe, Bbl NONYHYNTE yBELOMIIEHNE. B HemMm MOXXHO pa3peLluTb nmbo BaGHOKMpOBaTb
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OOCTYyIr. LiBeT OKHa yBEAOMNEHUNA 3aBUCUT OT penyTalnn NPpUIoXXeHnA.

MapameTpbl 3aWnUThl BeH-KaMepbl MOXHO M3MeHUTb B pa3aene PacluMpeHHblie napameTpsl (F5) >
KoHTponb ycTpoicTB > 3awuTta Beb-kamepbl.

YT0Obl aKTUBMPOBATL DYHKLIMIO 3aLLMThl BED-KaMepbl B ESET Internet Security, BK/ILOYUTE MNOS3YHOK
PALOM C 3/1IEMEHTOM BKJIIOYMUTL 3aLLUTY Beb-KaMepbl.

Ecnu 3awwimTa Beb-kamepsbl BKIOYEHA, 31eMeHT MpaBuia CTaHOBUTCS aKTUBHbLIM, U Bbl MOXETE
OTKPbITb OKHO PelakTop npasuJ.

YT06bl OTKNIOYNTL OMOBELLEHNS NS |'|p|/|J10>KeHV||7| C NMpaBuJiOM, KOTOpPbIE OblNN M3MEHEHBI, HO BCE
euie NnMeT JJ,EMCTBI/ITGJ'IbHyI'O LMPOBYIO NOANKCH (Hanpleep, obHoBNEHNE I'IpI/IJ'IO)KeHI/IFI), BKIOHNTE
MOJ1I3yHOK pAOOM C 3J1EMEHTOM OTKNI0O4YUTH ONMOBELLEHUA O gocTtyne K Be6-Kamepe ansa
U3MEeHEeHHbIX anIﬂO)KEHHﬁ.

PepakTop npaBun 3awiuTbl Bed-Kamepbl

B 3TOM OKHe OT06pa)KaPOTCF| nMerneca npasnia N NpPenoCTaBNAETCA BO3SMOXHOCTb YNpPaBiATb
NPUNOXeHNAMN N NpouecCaMin, KOTOPbIE OCYLLECTBAAKT AOCTYN K Be6—KaMepe Balllero KomMnbloTepa,
OCHOBbIBadACb Ha coBepLUEHHOM BaMi LEeNCTBUN.

JOCTyNHbI NEpeYnCIEHHblE fanee AeNCTBUS.

e PaspewuTtb gocTyn
e 3abnokupoBaTtb pocCTyn

e 3anpocuTb: CNpaLrBaTh MNOJIb30BATENS KaXAbIA pa3, KOr4a NPUI0XKeEHNE MbiTaeTcs
noay4uThb BOCTYN K Beb-kamepe.

YT0obbl NepecTaTh NoyyYaTb yBEAOMEHUS, KOrAa NPUI0XKEHNS NOAYyYaloT AOCTYN K Beb-kamepe,
CHUMUTE (h1aXXoK B cToNbue «YBeJOMUTDb>.

|/|J'IJ'IfOCTpI/IpOBaHHbIe NHCTPYKLUWNN
Co3faHune N usmeHeHue npasus Beb-kaMepbl B ESET Internet Security.

CucteMa npepnoTBpalleHNs BTOP)KEHUN Ha
y3en (HIPS)

i3MeHeHMs B napaMeTpbl CUCTEMbI HIPS fO/IKHbI BHOCUTb TOJIbKO OMbITHbIE NOJIb30BaTENN.
A\ HenpasunbHas HacTpoWKa 3TUX MapaMeTPOB MOXeT NpuBecTn K HecTabunbHom paboTe
CUCTEMBI.

CucTeMa npenoTBpaLLEHUsA BTOPXKEHUN Ha y3en (HIPS) 3aluLaeT OT BPEeAOHOCHbLIX NMPOrpamMm 1
LPYroi HeXxenaTeslbHON akTUBHOCTW, KOTOPbIE MbITATCS OTpULLATENbHO MNOBANATL Ha 6e30MacHOCTb
KOMMbloTepa. B cncteme npefoTBpaLLEHNS BTOPXKEHUI Ha y3€ NCNONb3yeTCs paClUMPEHHbIA aHann3
NOBELEHNSA B COMETAHUN C BO3MOXKHOCTAMM CETEBOM mnbTpaummn no obHapyxeHuto, 6naropaps
4yeMy OTC/IEXMBAKOTCA 3anyLLEeHHble NPOLECcCHl, (aifibl U pa3aensl peectpa. Cuctema
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npenoTBpaLLEHNS BTOPXKEHWI Ha Y3eNn 0TAIMYaeTCs OT 3alnThl PannoBoON CUCTEMBI B peXnMe
peanbHOro BPEMEHU N He ABNAETCA (halepBOJIOM; OHa TOJIbKO OTC/IEXXMUBAET MPOLLECCHI, 3anyLLEeHHble
B ONepaLnoHHON cucTeme.

MapameTpbl HIPS BOCTYMNHbI B pa3genie PaclumpeHHbie napaMeTpbi(F5) > Moaynb obHapyXeHus >
Cucrtema HIPS > OcHoBHas nHpopmMauuma. CocTosHMe HIPS (BKIIOYEHO/OTKIIIOHEHO) 0ToBparkaeTcs B
rJ1aBHOM OKHe nporpamMMmbl ESET Internet Security, B pa3aene Hactponka > 3awiMta KoMnbloTepa.

@sED INTERNETSECURITY o X

JlononHUTeNbHbIE HACTPOUKMK Q X @

ey T

A0A0YNe OBHAPYKEHINA OCHOBHOE
Brnrounte cuctemy HIPS

Brnrounte MOgyNb CAMOZALLNTEI

BrAM4NTE 3aLLMLLEEHHYHY ChysBy

e40HO CHb Darp

Cucrema HIPS BrnounTe pacluMpeHHbIR Mogynb CKAaHWPOBIHMA NAMATH

FroTs S TR
OBHOBJIEHIME Brnrounte NOKWQOELLME IKCNACWTOE

SAULNTA CETK
TNYBOKAA NOBEAEHYECKAA MNMPOBEPKA

WMHTEPHET 11 3MEKTPOHHARA

- BrnwounTe rayBokyo NOBEAEHYECKYHD NPOBEPKY
MouTA YERIYID MIDREASHHECKYID MpoREpiy

~ Wcknrouennn MzmeHnTE
KOHTPONE ¥CTPOWCTE

CEPBINC =
3ALWTA OT MPOTPAMM-BbIMOTATENEN

WMHTERGENC NONB30OBATENA BrnrounTe 2awmTa ot I'IpCrpEI".II".I'EbII".ICFET&"IEﬁ

YBEAOMIEHIA

HACTPORK M HACTPOMKH CUCTEMEI HIPS

L LRl ARET I AL PSS T A

OcCHOBHble cBeaeHus

BknouuTb cuctemy HIPS. B ESET Internet Security CUCTeMa HIPS BKJIlOYEHA MO YMOJIHaHMIO.
OTKNOYeHNe cUCTEeMbI HIPS NpUBEAET K OTK/IIOYEHUIO ee PYHKLUIA, BIOKMPOBLLMKA SKCNIONTOB.

BKJIIOYMTb MOAYJIb CaMO3aLLMUTbl — B ESET Internet Security CMO/Ib3yeTCs BCTPOEHHAsA B CUCTEMY
HIPS TEXHONOT s CAaMO3aLLMUTbl, KOTOPasi HE NMO3BOJIET BPEAOHOCHBIM MPOrpaMmMam NoBpeanTs Uan
OTKJIIOYUTb 3aLUMTY OT BUPYCOB W LUMMOHCKUX MporpamMm. Moayb camo3alinTbl obecneynsaeT
3alWMUTY CaMblX BaXKHbIX MPOLECCOB CUCTEMbI 1 NPOrpaMMbl ESET, pa3aenoB peecTpa v ¢ainnos oT
BMeLlaTeNbCTBa.

BKNIOYMTb 3alLULLLEHHYI0 CNYyXO0y — BkovaeTcsa 3awmTa ciyxbbl ESET (ekrn.exe). ECn napameTp
BKJIIOYEH, Cny>ba 3anyckaeTcsa B BUAE 3alLMLLEHHOro npouecca Windows AN18 3alLMThl OT aTak
BPEeLOHOCHbIX MporpaMM. ITOT NnapaMeTp AOCTyrneH B Windows 8.1 1 6osiee no3aHme Bepcuu.

BKJIOYUTb paCLUMPEHHbIA MOAY/Ib CKAHUPOBAHUA NaMATK paboTaeT B COMETAHUM C
6IOKMPOBLLMKOM 3KCMIONTOB 418 YCUIEHUS 3aLLMTbl OT BPEAOHOCHBLIX NMPOrpaMM, KOTOPble MOryT
n3beraTb 06HapyXeHMs NPOAYKTaMU AN 3aLiNTbl OT BPEAOHOCHbIX NPOrpaMM 3a cyeT
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MCNOJIb30BAHNA YMbILIEHHOMO 3aMyThiBaHUS UAW LWNGPOBAHNS. PacluMpPeHHbIA MOAY b
CKaHMPOBaHMA MNaMATH MO YMOYAHMIO BKOYEH. [JoNoNHUTENbHYIO nHopMauuto 06 3Tom Tune
3aWMUTbI CM. B [JI0CCAPUN.

BNOKUPOBLLMK 3KCNJIOUTOB NpefHa3HayYeH ANs 3anTbl NPUIOXKEHWIA, KOTOPbIE 0ObIYHO YS3BUMBI
LN15 3KCMIONTOB, HanpuMmep 6pay3epoBs, NPorpamMmm 4Ns YTeHUs PDF-hainoB, MOYTOBbIX KJVEHTOB U
KOMMOHEHTOB MS Office. B/IOKMPOBLLVK 3KCMONTOB MO YMOMYAHUIO BKJIOYEH. [LONOJHNTENbHYIO
nHdopMaLMo 06 3TOM TuMne 3aLlnTbl CM. B [J10CCaAPUN.

Fnybokas noBepeH4YecKkana NnpoBepkKa

Bkno4nTb rnyboKyio noBeaeH4ecKylo NPOBepPKy — 3TO elle 0OAVH YPOBEHb 3aLLUMThI,
NCMO/b3yeMblii CUCTEMOW HIPS. 3TO paclUMpeHne CUCTEMbI HIPS aHaNn3npyeT NnoBeeHne Bcex

nporpamm, 3anyLeHHbIX Ha KOMMNbIOTEPE, N NpeaynpeXxaaeT Bac, ecn npouecc Beget cebs, Kak
BPEAOHOCHbLIN.

ickto4eHnsa cncteMsl HIPS n3 rnybokor noBefeHYeckor NpoBEPKM NO3BOAAIOT UCKJOYNTbL U3
aHann3a onpegeneHHble npouecchl. YTobbl 0becneynTb CKaHMPOBaHME BCEX NPOLECCOB Ha Haan4ymne
yrpo3, peKoMeHayeTCa C034aBaTbh UCKIOYEHNSA TONbKO B C/ly4ae KpanHen HeobxoaumocCTw.

3awuTa OT NporpaMM-LLIaHTa>kKMCTOB

3awumTa OT NPOrpaMM-LLIAHTAXKUCTOB: 3TO €Llle 0JMH YPOBEHb 3aLLNTbI, PYHKLIMOHUPYIOLINIA Kak
KOMMOHEHT cMcTeMbl HIPS. Ansi paboThl MOAY/IA 3aLMTbI OT NPOrpPaMM-LLAHTAXMNCTOB He0bX0aMMO,

4yTObbI CUCTEMA penyTaumm ESET LiveGrid® 6biia BKAOYEHa. [onoaHUTeNbHY0 nHdopMaLuno 06 3Tom
TUMNE 3alUNThI.

HacTpouku cuctemsol HIPS
PeXxum q)uanpau,uu MO>XHO BbINOJIHATL B OAHOM U3 CieaYyOLWNX PEXNMOB:
ABTOMaTU4YeCKUN pexum Bknto4veHbl Bce ornepaunn 3a NCKIO4YeHNeM TeX, KOTopble

3a0/10KMpOBaHbI NpeABapUTENbHO 3a4aHHbIMU NMpaBUaaMu,
3aLLMLLAIOLLIMMU KOMMbIOTEP.

NHTennekTyanbHbIN Monb3oBaTens OygeT nonyyYaTb yBeAOMIIEHNS TOJIbKO 06 04eHb

peXxum NnoAo03pUTENbHBLIX CODLITUAX.

NHTepakTuBHBbIK peXXuM  [lonb3oBaTenb OyaeT nonyvyaTb 3anpockl Ha MOATBEPXKAEHNE
onepauuin.

Pe>XuM Ha ocHoBe 610KMpytOTCA BCE ONepaLmm, KpoMe Tex, YTO pa3peLLeHbl

NOJINTUKMU onpeneneHHbIM NpasusioM.
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PeXxum obyuyeHus Onepaunn BKJIIOYEHbI, U NOCJIE KaXKA0W ornepauun co3faeTcs
npaswso. MpaBwua, co3faBaeMble B TaKOM PeXUME, MOXHO
npocMoTpeTh B pegakTope Mpasuna HIPS, HO UX MPUOPUTET HUXKE,
4yeMm y npasui, CoO3LaBaeMblX BPYYHYIO UM B aBTOMaTUYECKOM
pexume. Mpun Boibope anemeHTa Pexxum ody4yeHus B
packpbiBaoLWwemMcs MeHio Pe)xum punbTpaumum CTaHOBUTCA
LOCTYrMHbIM NapameTp Pe>xum obyuyeHusa 3aBepumntca. Boibepute
LNITEeNbHOCTb ANs pexuma obyvyeHnsa. MakcumanbHas
LNIMTeNbHOCTb — 14 fHel. Korfa yKasaHHbIN Nepuo, 3aBepLunTcs,
BaM byaeT npeanoXKeHo U3MeHMTb NpaBuia, Co3aaHHbIe CUCTEMOIA
HIPS B pexxume oby4yeHus. Kpome Toro, Bbl MOXKeTe BbiOpaTh Apyron
peXuM punbTpaLmMm UAN OTA0XKNTL peLleHrne U NPOLOIKNTb
MCN0Nb30BaTb peXnM 0byyeHus.

Pe>xum 3apaH nocne 3aBepLUeHUA peXxuMma obyuyeHus. BoibepuTe 3T0T pexum puabTpaumm,
KOTOpbI ByaeT 4encTBOBaTb N0 OKOHYaHUUN UCMOJIb30BaHMA pexuMa obydeHuns. YTobbl nocne
3aBepLUeHns pexnma oby4eHUs N3MeHUTb pexum uabTpaums HIPS Ha CNIPOCUTb NONb30BaTeNs,
HY>XHbl NpaBa aAMUHUCTPaTOpPA.

CucTema HIPS oTCNIeXnBaeT CobbITUS B ONEPALIIOHHON CUCTEME M pearupyeT Ha HuX
COOTBETCTBYOLLMM 06pa3oM Ha OCHOBE NPaBWJI, KOTOPbIE aHANOrMYHbI NpaBuaaM daiiepBona.
Ha)xmuTe KHomnky HacTpouTb psgomM ¢ anemeHToM MpaBuna, 4Tobbl OTKPLITL PEAAKTOP NPaBu
cucTeMbl HIPS. B 3TOM OKHe MOXXHO BbiOVpaTb, CO3[1aBaThb, U3MEHATb U YOaNATb NpaBuna.
JlonoNHUTENbHbIE CBEAEHUS O CO3AaHMMN MPABWU 1 OMNepaLUsax CUCTEMbI HIPS CM. B pa3aese
N3MeHeHWe NpaBuaa CUCTEMbI MPEAOTBPALLEHNS BTOPXKEHUIA Ha y3e.

NHTepaKTUBHOE OKHO HIPS

B okHe yBefOMAEHNI HIPS MOXHO CO3A4aTb NPaBMI0 Ha OCHOBE HOBbIX AENCTBUIN, 0OBHAPYXEHHbIX
CMCTeMon HIPS, n onpenennTb yCI0BUS, NPU KOTOPbLIX Takoe Aenctene byaeT pa3peLleHo uim
3anpeLLeHo.

MpaBuia, Co3aBaeMble B OKHE YBEAOMJIEHWIA, CYATAIOTCS PaBHO3HAYHbLIMUW NpPaBMIaM, CO3aHHbIM
BPYYHYt0. MpaBunio, co3gaHHOEe B OKHE YBELOMIEHUIA, MOXXET OblTb MeHee NoAPOOHLIM, YEM NPaBMUIIO,
KOTOPOE BbI3BaJI0 MOSIBJIEHME 3TOr0 AMANIOFrOBOr0 OKHA. ITO 3HAYMT, YTO MOCJIE CO3aHNS Takoro
npaBufia B AMaJIOFrOBOM OKHE 3Ta XXe onepauns MOXXeT Bbi3BaTb MOSBEHNE TAKOr0 Xe OKHa.
JononHUTeNbHblE CBEAEHUS CM. B pa3aene [1propnuTeTHOCTb A5 npasusl HIPS.

Ecnv png npasBunia no yMoa4YaHuo YCTaHOBMEHO feiicTBMe CnpaluuBaTh KaXXAblA pas, To npu
Ka)k[10M 3arnycke npasuna 6yneT oTobpaxaTbCs ANANOroBoe OKHO. [/ onepauun Takxe MOXXHO
BbIOpaTh Apyrue AencTBMs: 3anpeTuTb Uin PaspewnTsb. Eciv nonb3oBaTeNb He BbibupaeT
LEeVCTBME B TEeYEHNEe ONpeaesieHHOro BpeMEHW, Ha OCHOBE NpaBul BbIbMpaeTCcs HOBOE AENCTBME.

Bbibop napameTpa 3anOMHUTb A0 3aKPbITUA NPUIOXKEHUA MPUBOANT K MCMO/Ib30BAHMIO AeACTBIA
(PaspewuTb/3anpeTuTb) 0 TEX NMOP, NOKa He ByayT N3MEHeHbl MPaBuia U PEXUMbI
dunbTpaumm, He byneT 06HOBNEH MOAYb CUCTEMBI HIPS Uin He ByeT BbINOHEHa Nepe3arpyska
KoMnbtoTepa. Mocne BbINONHEHUS NO60Oro 13 3TUX TPeX AENCTBUI BPEMEHHbIE NPaBKa yaaNfoTCS.

Ecnn BbibpaTh NapameTp Co3pmaTh NPABUIIO U 3aNOMHUTL HaBcerga, OyaeT co3iaHo HOBOE
NpaBuIo HIPS, KOTOPOE NMO3XXe MOXXHO U3MEHUTL B pa3fese YrnpasieHne npasuiamu HIPS (HyXHbI
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npaBa aﬂ,MI/IHI/ICTpaTOpa).

BHU3Y wenkHnTe CBepeHus, 4Tobbl y3HaTb, Kakoe NPUIoXKeHNe 3anyckaeT onepaLmnio, KakoBa
penyTauus danna n Kakyto onepawumnio Hy>XHO pa3peLwnTs UK 3anpeTuTb.

YT06bI YCTAHOBUTL MapaMeTpbl NpaBuia bonee feTanbHo, WenkHUTe PacluMpeHHblie napamMeTpbl.
Ecnn BbIbpaH napameTp Co3aaTbh NPaBUJIO U 3aNOMHUTb HABCErAa, AOCTYMHbI NepPeYnCIeHHbIe
HUXXe BapUaHTbI.

+ Co3paTb NpaBuoO, 0eNCTBUTEJIbHOE TOJIbKO AJA 3TOro NPMAoXXeHua. Ecim yctaHoBNEH
3TOT (hNlaXXOK, NpaBuio ByaeT co3gaHo Ansi BCeX UCXOLHbIX NMPUSIOXKEHWNA,

* Tonbko ansa onepauuu. Boibepute onepaunn ons anna, NPUIoKeHUs M peectpa npasuna.
CM. onuncaHmsa Bcex onepawuunm HIPS.

* Tonbko ansa uenm. Boibepute Lenesble 06bEKTHI A5 haiina, NPUIOXKEHNS NN peecTpa
npasuna.

YTobbl yBEAOMSIEHMA HE 0TOBpaXKanucb, yCTaHOBUTE aBTOMaTUYECKUM PEXUM (pubTpaumu,
nooYepenHo LienkHys PacluMpeHHble napameTpsbl (F5) > Mogynb obHapy>xeHus > HIPS >
OcCHOBHble cBefeHus.

(es[3) INTERNETSECURITY

Mpunomenne:

Komnanna: Microsoft Corporation

Penyrawma: i OBHapyxeno 2 roga Hasag

Twun gocryna: 33BEpLUNTE/NPUOCTAHOBNTE paBoTy ApYTOro NPUCHKEHNA,
MzMEHNTE COCTOAHWE JpyrOre NPUACHKEHNA

O6bekT: CAWindowshSystem32\cmd.exe

Paspewwnts 317y onepauwio?

®) Cnpallmeate Kaxgelid pas
3aNoMHKTE 40 33KPBITUA NPUNOIKEHNSA

CCZ,‘J,ETI: NE3aenNo W 3anoMHITE HaBCErda

JononnutensHele ceegenna ob 3Tom coobwenan A Mogpebroctn v Paclumpendele napaMetpel

NMNoTeHuuanbHoe noeepgeHue NMporpaMmm-
BbIMOraTesien ooOHapy>xeHo

Mpu 0bHapy>XeHNM NOTEHLMANIbHOrO NOBEAEHNS, XapaKTEePHOro ANf NPOorpaMMbl-LIaHTaXUCTa,
oTobparkaeTcsa AManoroBoe okKHo. 45 onepaumm TakKe MOXHO BbibpaTb Apyrue oeicTBus:
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BaHPETHTb nnn Pa3peu1v|Tb.

(e=[X) INTERNET SECURITY

A O6Hapy»eHo Nogo3pUTeNbHOE NoBegeHue

Mpunosxenne (B=] hghfghadfa.scr ) NbITaeTca MSMEeHNTS daiinl y B3c Ha KOMMbIOTEpE
NOAC3PUTENEHBIM 0Bpasom.

Ecnu Bel HE ACEBEQAETE ITOMY NPWNOHEHWHD, CNESYET ZEE_"ICKHPCEBTI: 3Ty NONBITEY.

Mpunomenne: [E2] hghfghadfg.ser

Komnanna: HeuwseectHo

Penyrawma: i OBnapyxeno 1 rog Hasag

Onepaums: MoTeHUMansHoE NOBEAEHME NPOrPaMMBl-LUIAHTEXWCTE

PaspewwTs 31y onepaumio?
—

JononHuTensHele cBegenna of 3Tom cooBwenun  ~ MogpoBroctn v PaclumpenHele napaMetpel

LlenkHnTe CBepeHus, 4Tobbl MPOCMOTPETb KOHKPETHbIE MapaMeTpbl 0OHapyXeHus. B 3Tom
LNaNoroBoM OkKHe MOXXHO BbibpaTb MepepaTb Ha aHanus 1A UCKAIOYMTDL U3 NPOBEPKMU.

[N NpaBuibHON PaboThl MOAYNS 3aLLUNTHI OT MPOrpaMM-BeIMOraTesiell CUcTema ESET LiveGrid®
0O0/MKHA ObITb BKJIIOYEHA.

YnpaBJsieHue npasusiaMu HIPS

CnncoK Co3AaHHbIX MONb30BaTeNEM 1N f00aBNEHHbIX aBTOMaTUYECKN NPaBuUa N3 CUCTEMbI HIPS.
HononHuTtenbHble CBEAEHNSA O CO34aHWUN NPaBW 1 onepaumnax CUCTeMbl HIPS NPUBOASATCS B I1aBe
MapameTpbl Npasua HIPS. CM. Takxe ObLLKMe npuHUKnbl paboThl cucTemsl HIPS.

Ctonoupbl

MpaBuno: ykasaHHOe MNoJib30BaTeeM Ui aBTOMaTUYeCKun Bbl6paHHoe nMa npaBuna.

BKNIOYEHO: OTK/II0UYNTE 3TOT MON3YHOK, 4yTObbl OCTaBUTb npaBno B CMCKe, HO MNP 3TOM He
NCrosib30BaTb €ro.

DencTtBue: npasnio 3agaet gencreme (Paspewnts, Bnokuposatb N 3anpocuTb), KOTOPOE
LO/MKHO BbITb BbIMOJIHEHO MK COBIOAEHUN YCNOBUNA.

NcxopHble 00beKThI: npaBunJio 6yueT MNCMosb30BaTbCA TOJIbKO B TOM CJ/1y4ae, eC/in cobbiTne
BbI3bIBa€TCA 3TUMU NPUNOXKEHNAMN.

LeneBble 06beKTbI: NpaBnsio byaeT NCNonb30BaThCS, TOJIbKO €CAN Onepauuns cBs3aHa C
onpeaeneHHbIM (hainaom, MPUIOXKEHNEM UK 3aNUCbIO peecTpa.

Cepbe3HOCTb PerucTpupyemMbix COObITUI: eC/IM aKTUBMPOBATbL 3TOT NapaMeTp, MHGopMaLums 06
yKa3aHHOM npaBusie byaeT 3anncbiBaTbCs B )KypHasl HIPS.
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YBepoMUTb — ecsn 3alyCKaeTCAa cobbiTue, B NpPaBOM HUXXHEM Yrny 3KpaHa BbIBOOANTCA MaJIEHbKOE
BCNJibiBaloLliee OKHO.

J51IeMeHThbl ynpaBieHusn
[o06aBuTb: Co3aHVe NpaBuna.
N3MeHUTb: N3MEeHeHMe BbiAeSIeHHbIX 3anuncen.

Ypanute. YaaneHue BbibpaHHbIX 3anuceil.

MpuopuTeTHOCTbL ANA NnpaBun HIPS

HacTpoiiKa ypoBHS npuopuTeTa A5 Npasu HIPS C MOMOLLbIO KHOMOK «BBEPX» U «BHU3» (KaK B
pa3pene [pasuia haepBosa, rae npasuaa Nocaea0BaTeNbHO BbIMOHAIOTCA CBEPXY BHU3) He
npeaycMoTpeHa.

* Bce npaBuna, KOTOpbIE Bbl CO3AAETE, UMEIOT OJMHAKOBLIV NMPUOPUTET.

* Yem bonee nogpobHoe npaBmo, TEM BhilE €ro NpUopuUTeT (HanpuMep, NpaBuao ANns
KOHKPETHOr0 NpuioXKeHna umeeT b6osiee BbICOKMI MPUOPUTET, YeM NpPaBuIo 418 BCEX
NPUI0XKEHWNNR).

» CucteMa HIPS Coaep>XXnUT BHYTPEHHME NpaBuia c 6osiee BLICOKUM NPUOPUTETOM, KOTOpbIE
HeLOCTYMHbI NMOJIb30BaTESO (HAaNpUMep, HeNb3s NepeonpenennTb NpaBnia CaMo3allnThbl).

» Co3aaHHOe Nnosib30BaTeNIeM NPaBuIo, KOTOPOE MOXKET 3aMOpO3nTh paboTy onepaunoHHON
CUCTEMBI, HE MPUMEHSETCS (MMeeT CaMbll HA3KWIA NPUOPUTET).

N3MeHeHue npaBuna HIPS

CHavana cM. YnpapseHune npasusamm HIPS.

Nms npaBuJsia: yKa3daHHOe MNoJib3oBaTesieM Ui aBTOMaTUYECKHN BblﬁpaHHoe nM4 npasuna.

DencTBue: Npasmno 3anaeT genctene (PaspewwnTtb, BAOKUpPOBaTh 1M 3aNPOCUTb), KOTOPOE
JI0/PKHO ObIThb BbIMNOJIHEHO NPU COBNIOAEHNN YCNOBUIA.

Onepau,vm BJINAHUNA. Bblﬁepl/ITe TN onepaunmn, K KOToOpomy 6y,ueT NPUMEHATLCA NMPaBKNO. I'Ipanmo
6y)J,ET NCMoJsIb30BaTbCA TOJIbKO A714 3TOr0 Thna onepaunn n gnA Bbl6paHHOr0 obbekTa.

BK/IOYEHO: OTK/YNTE 3TOT MOJI3YHOK, €CJ11 NMPaBnUJI0 HY>XHO OCTaBWUTb B CMUCKE, HO MPW 3TOM He
NCNnoJsib30BaTb ero.

Cepbe3HOCTb PEerucTpupyeMbiX COObITUI: eC/I aKTUBMPOBATL 3TOT NapaMeTp, MHdopMaLms 0b
yKa3aHHOM npaBuie ByaeT 3anucbiBaTbCs B XXYpHa HIPS.

YBenoOMUTb NOJNIb30BaTeNIA: eC/N 3alyCKaeTcd cobbiTne, B NpaBOM HWXKXHEM YrJly 3KpaHa
BbIBOAUTCS HEOO/bLLOE BCMbIBAOLLEE OKHO.

I'Ipanmo COCTOUT M3 YacTen, B KOTOPbIX OMUCbIBaAOTCA YCNOBWUA BbINMOAHEHWNA MpaBUJia.
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NcxopHble NpunoXXeHua: nNpaBuio OyaeT NCcnoib3oBaThCA TObKO B TOM Cyvae, ecyiv cobbiTue
BbI3bIBAETCSA 3TMMUN NPUI0KeHNAMU. BoibepuTte NnyHKT OnpeaeneHHbie NPUJI0XKEHUA B
PaCKPbIBAOLWEMCS MEHIO N HAXXMUTE KHOMKY JLo6aBuTb, 4T06bl 06aBNTL HOBbIE halisibl, NN
BbibepuTe NyHKT Bce npunoXxeHusn, 4Tobbl o6aBUTb BCE NPUNOXKEHUS.

LLeneBble paunbl: 370 NpaBuno ByaeT NCNosib30BaTbCs, TONBKO €C/IN OnepaLuns 0OTHOCUTCS K
JaHHOMY ueneBoMy 06bekTy. Boibepute nyHKT OnpepeneHHbie parnbl B PaCKPbIBAIOLLIEMCS MEHIO
n wenkHuTe [JlobaBuTb, 4TOOLI 106aBUTL HOBbIE (haisibl UK ManKK, Unn BbibepuTe NYHKT Bce
cannbl, 4T06LI H06aBNTL BCE (halnbl.

MpunoxxeHus: 310 npasusio ByaeT NCNosb30BaTbCA, TONLKO €C/IN ornepaumns 0THOCUTCA K JaHHOMY
uenesomy 0b6bekTy. BoibepnTe NyHKT OnpepeseHHble NPUI0KEHUA B PAaCKPbIBAOLLEMCS MEHIO 1
HaXxMuTe KHonky Jlo6aBuTb, 4T0ObI 106aBNTH HOBbIE (halbl UK Nanku, nnn Beibepute NyHKT Bece
npuno>xeHus, 4Tobbl 406aBUTL BCE NPUSIOXKEHMS.

3anucu peecTpa: 3To NpaBusio byaeT NCNob30BaThCs, TOJILKO €C/IN OMNepaLmnst OTHOCUTCS K
OaHHOMY LienieBoMy 06beKTY. BbibepnTe B pacKkpbliBaloLWEMCS CNUCKe NYHKT OnpepeneHHbie
3anmnCK 1 HaXXMNUTe KHOMKYA,00aBUTb 4151 BBOLA BPYYHYIO UM KHOMKY OTKPbITh peaaKTop
peectpa a5 Bbibopa NapameTpa B peecTpe. MOXXHO TakXXe BbibpaTb B PACKPbIBAOLEMCS CMUCKE
NyHKT Bce 3anucu, 4Tobbl 106aBUTL BCE NMPUIOXKEHNS.

HekoTopble onepauumn onpeaesieHHbIX NpaBui, NPeaBapuUTesbHO 3aA4aHHbIX CUCTEMON HIPS,
HEBO3MOXXHO 3a0J10KMPOBATb, OHW Pa3peLLEeHbl MO YMOYaHWI0. KpoMe Toro, He BCe CUCTEMHbIE
onepaunm oTCNeXMBAOTCA cMcTeMoi HIPS. CucTema HIPS 0TCIeXBaeT orepauun, KoTopble
MOryT CYMTaTbCs Hebe3onacHbIMU.

OnucaHne BaXKHbIX onepawLuii

Onepauuu c hannamm
* Ypanutb hann: NnpuioxxeHne 3anpawinBaeT paspelleHne Ha yganeHue Lenesoro anna.

* BoinosiHuTb 3anuchb B haun: npuioxeHne 3anpallimBaeT pas3pelleHne Ha 3annchb B LIeSeBo
thann.

* HenocpepncTBEHHbIM AOCTYN K AUCKY: MPUIOXKEHUE MbITAETCS BbINMOJHUTL YTEHME C AUCKA
WM 3aMnCb Ha AWCK HeCTaHAapTHbIM 06pa3oM, B 06X04 CTaHAAPTHbIX anropnTMoB Windows.
3TO MOXXET NPUBECTU K N3MEHEHMIO haltio 6e3 NprMeHeHNs COOTBETCTBYIOLLMX NpaBus. Takas
onepawuns MOXXeT BbINOJIHATLCS BPeAOHOCHON NPOrpaMMon, NblTalowencs nsbexaTtb
0BHapY>XXeHUs, AN XKe NPorpamMMHbIM obecreYeHNeM ansi pe3epPBHOro KONMUPOBAHNS, KOTOPOE
MbITAeTCA CO34aTb TOYHYIO KOMMWIO ANCKA, MO0 AUCNETYEPOM pa3aesioBs, NbiTAoWUMCS
peopraH1M3oBaTb TOMa AWCKa.

* YCTaHOBUTb rNMob6anbHYI0 JIOBYLUKY: Bbi30B (DYHKLMUN SetWindowsHookEx 13 6ubnnoTekn
MSDN.

* 3arpy3uTb gpanBep: 3arpy3ka 1M yCTaHOBKA [1paiBEPOB B CUCTEME.

Onepauum C NPUNOKEeHUAMHU

* BbINOJIHUTBL OTNAAKY APYroro NPUAOXKEHUA: NpUKpernseHne oTnaguvka K npoueccy. Mpu
OTNaKe NPUSIOXKEHNS MOXXHO MPOCMOTPETH 1 M3MEHUTb MHOTME CBELEHNS O €ro NoBeAEHNN U
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noslydnTb AOCTYN K €ro AaHHbIM.

* MepexBaTbiBaTb COOBLITUA APYroro NPUIOXKEHUA: NCXOOQHOE NPUIOXKEHME NbITAETCS
3anncaTb CObbITKA, HaMpaBeHHbIE Ha APYroe NPUIoOXKeHNe (Hanpumep, KNaBnaTypPHBbINA LLTMWOH,
NblTalLWKUNCA 3anncaTb cobbiTusa bpaysepa).

* 3aBepLUNTL/NIPMOCTAHOBUTL PAabOTy APYroro NPU0>KeHMUA: NPMoCTaHOBKA,
BO30OHOBSIEHUE UK 3aBepLLEHME npoLiecca (MOXKHO NONYYUTb LOCTYMN HEMOCPEACTBEHHO 13
o603peBaTeNs NPOLLECCOB MW NaHenn «MpoLecchl»).

* 3anyCcTUTb HOBOE MPUJIOXKEHME: 3aMyCK HOBbIX NMPUI0XKEHWIA NN MPOLLECCOB.

* A3MeHUTb COCTOSIHUE A PYroro NPUJIOXEeHUs: NCXOLHOE MPUIoXKeHne NelTaeTcs
OCYLLECTBUTb 3anncCb B NMNaMATb LIe1eBOIro NpuioXXeHna nin BbiMOJIHUTb KOO OT €ro MMEHMN. dTa
(PYHKUMOHANBHOCTb MOXET ObITb NONE3Ha A15 3aLUNTbI BaXKHOI0 npunoXXeHnd nytem ero
HaCTpOI7IKI/I KaK LieJieBOro B npasune, 6)'IOKI/IpyPOLLI,eM NCnosb30BaHMe OAHHON onepauunn.

B 64-pa3paaHbix Bepcusax Windows XP HEBO3MOXXHO MepexBaThiBaTh OMepaL/Mmn NpoLLeccos.

Onepauuu c peecTpom

* U13MeHUTb NapaMeTpbl 3anycKa: Ntobbie N3MeHeHUs NapaMeTPoB, KOTopbIe onpeaensioT,
Kakune NpuioxeHns 6yayT BbiNoNHEHbI Npy 3anycke OC Windows. VIX MOXHO HaiTu, Hanpumep,
BbIMOJIHNB NMOWCK pa3fenia Run B peecTpe Windows.

* YoanuTb U3 peectpa: yaaseHne pa3aena peectpa Wiv ero 3HayeHus.
 MepeMMeHOBaTbL pa3fpen peecTpa: NepeMMeHoBaHNe pPa3aesioB peecTpa.

* U3MeHuTb peecTp: Co3[aHNe HOBbIX 3HAYEHUI Pa3hesoB peecTpa, U3MEHEHUE
CYLLECTBYIOLLMX 3HAYEHMI, NepeMeLleHne JaHHbIX B IPEBOBMAHON CTPYKTYpe 6a3bl AaHHbIX UK
HacTpoWKa NpaB Nosb30BaTeNs UAW FPYNMbl 415 pa3fesoB peecTpa.

Mpun BBOAE 06bEKTA MOXHO MCMOJIb30BaTh NOACTAHOBOYHbIE 3HAKW C ONpeAe/ieHHbIMY
orpaHum4yeHnsMn. BMecTo KOHKPETHOro pa3aesia B NyTW peecTpa MOXKHO UCM0J/1b30BaTb CMMBOJI
3Be3404KNM («*»). Hanpumep, HKEY_USERS\*\software MOXeT 03Ha4aTb

HKEY USER\.default\software, HO He

HKEY _USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software.
HKEY_LOCAL_MACHINE\system\ControlSet* He ABNAE€TCA AONYCTUMbIM NyTeM pa3fena peecTpa.
MyTb, B KOTOPOM COAEPXKUTCA COHETaHME CUMBOJIOB «\*», 03Ha4YaeT «3TOT NyTb UK Ntobon
nyTb Ha 1l0BOM ypoBHE NoCse 3TOr0 CMMBOAA». 3TO e AUHCTBEHHbIN CNOCO0D, KOTOPLIM MOXHO
MCMNOJIb30BaTb NOACTAHOBOYHbIE 3HAKKW, A9 06BbeKkToB (hansios. CHavyana oLeHUBAETCS TOYHbIN
nyTb, @ 3aTeM NyTb NOC/Ae NOACTAHOBOYHOI0 3HaKa (*).

A

Ecnn co3paHHoe npaBuio byaeT CAnLLKOM 06LWKUM, MOSBUTCA COOTBETCTBYOLLEE
npeaynpexaeHve.

B cnenytoliem npumepe 6yneT nokasaHo, Kak OrpaHNYnNTb HEXeNaTeNlbHOe NoBeAeHNe KOHKPETHOrro
NPUNOXEHUS.

1.

MpucBoinTe npasuay nMs 1 BoibepnTe BAOKMPOBATh (1M 3aNPOCUTb, €CJIN Bbl XOTUTE

BbIOpaTh AENCTBUE MO3)XKE) B PAaCKPbIBAOLLIEMCS MeHI0 ledcTBue.
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2. AKTUBMPYITE NepeksoyaTelb YBeaOMUTb Nob3oBaTens, YTobbl yBeaoMneHune
oTobparkasoch Npu Ka)kAOM NpUMEHeHNN nNpasuna.

3. BuibepuTe x014 66l 04HY OMNepauuvio B pa3aene Onepauum BAMAHUA, 015 KoTopon byaeT
NPUMEHSATBLCS NPaBUo.

4. lllenkHnTe Danee.

5. B okHe UcxopHble NpunoXXeHus BbibepuTe B packpbiBalOLWEMCSA CINCKE BapuaHT
OnpepneneHHble NnpunoXXeHusa. Hosoe npasunio ByLeT NPUMEHSATLCSA KO BCEM MPUNOXKEHUAM,
KOTOpble OyayT MblITaTbCA BbIMOAHUTL J1060€ 13 BbIOpaHHbIX LENCTBUIA C yKa3aHHbIMU
NPUSIOKEHNAMMN.

6. HaxxmnTe KHonky JLo6aBUTb 1 ..., 4TOObI BbIOPATb NYyTb K ONpPeAesieHHOMY NPUI0XKEHNI0. 3aTeM
HaXXMUTe KHOMKY OK. I'Ip|/| HGO6XOLI,I/IMOCTI/I )J,O6aBbTe AONOJIHUTEJIbHbIE NMPUIOXKEHNA.
Hanpumep: C:\Program Files (x86)\Untrusted application\application.exe

7. Boibepute onepauuio BeinonHuTbL 3anuch B pann.

8. BoibepuTe Bece pannbl B paCKpbIBAOLLEMCA MEHIO. ITO NO3BOSIMT 3a0/10KMPOBaThL BCE MOMbITKU
3anuncu B hansibl NpUNoXKeHNsIMU, KoTopble Bbln BbibpaHbl Ha NpeablayLeM Lware.

9. HaxxmnTe KHonky FoToBo, 4TOOLI COXPaHUTL HOBOE MPaBWJIO.

(=3 INTERNET SECURITY x
[NapameTpbl npasmn Cuctembr HIPS ?
Mrmna npaewna Bes umenn

Jefictene Pazpelunts W
Onepayni EAMAHKWA

Ueneebie daine X

MpunoxeHns X

3anucw peecTpa b

Binrouero

CEpI:EEHvCI:TI: PEMMCTRUPYEMBIX Her y
CcoBBITHA

¥BEAOMKMTE NONBI0EATENA x



NoGaBneHue NyTU K NPUJIOXKEHUIO UK
peecTpy oS cucTeMbl HIPS

Bbibepute nyTb K hanny NpuaoXKeHns, Haxas .... [pn Bbibope nanku BCce pacnosioXKEHHbIE B HEN
NPUIoXKEHNs By ayT BKIOYEHbI.

MapameTp OTKpPLITh pepakTop peecTpa 3arnyckaeT peaakTop peectpa Windows (regedit). Mpw
nobaBfieHn NyTU peecTpa HY>XXHO NPaBUSIbHO BBECTMW PACMO/IOXKEHME B NoJie 3HAYEHHMe.

MpuMepbl NyTU K hanny nam peectpy:
e C:\Program Files\Internet Explorer\iexplore.exe

» HKEY LOCAL_MACHINE\system\ControlSet

PacluupeHHble napaMeTpbl HIPS

lNepeyncinieHHble fdanee napaMeTpbl NOJE3Hbl 414 OTAa4KKM N aHa/I3a NOBeAeHNA MPUN0XKEHNS.

O paiBepbl, 3arpy3Ka KOTOpbIX pa3peLleHa Bcerpa: 3arpy3ka BbibpaHHbIX ApaiiBepoB
pa3pelleHa BCeraa, He3aBnCMMO 0T HACTPOEHHOI0 PeXnMa uabTPaLMK, eCIN OHU He
3a6710KMPOBaHbI B IBHOM BUAE NPABWJIOM NOJb30BaTENS.

PeructpupoBaTtb Bce 3ab610KkMpoBaHHble onepauun: Bce 3a610KMpoBaHHble onepaunn byayT
3annCbIBaTbCA B XYPHan HIPS. MCcnonb3ynTe 3Ty YHKLMIO TONbKO NPU YCTPAHEHUN HEMONaAoK Un
Mo 3anpocy CNyXbbl TEXHMYECKON NOALEPXKN ESET, TaK Kak OHa MOXET C034aTb 04eHb H0sbLLOow
thann XypHana v 3amegnnTb paboTy KOMMNbIOTEPA.

CoobLwaTh 06 M3MeHeHUAX NPUNOXKEHUN, 3arpy>KaeMbiX NPU 3anycke CUCTeMbI: Mpu
[00aBNEHNN UMW YOANEHUN NPUSIOXKEHMS, 3arPy)KAEMOro npu 3anycke CUCTeMsbI, Ha paboyem cTone
oTobparkaeTcs yBeoOMSIEHME.

IpauBepbl, 3arpy3kKka KOTOpPbIX pa3pelueHa
Bcerpa

3arpy3ka ApaiiBepoB, 0TOOpaXKEHHbIX B 3TOM CMUCKE, pa3peLleHa BCeraa BHe 3aBUCMMOCTY OT
peXuma punbTpaLuy HIPS. 3TO He KaCcaeTcs C/lyyaeBs, KOrAa 3arpy3ka apaiBepa siBHbIM 0bpa3om
3ab6710KMpoBaHa NpPaBWIOM NOJb30BaTENS.

Do6aBuTb: [06aBNEHME HOBOrO ApaliBepa.
N3MeHnTb: n3MeHeHne BbIbpaHHOro apaiBepa.
Ypanutb: yoaneHue gpaiiBepa U3 cnucka.

COpoc: nepesarpyska CUCTEMHbIX OPaliBEPOB.
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Ecnn wenkHyTb anemeHT COpoOC, ApaiBepsl, fobaBAEHHbIE BPYYHYO, OyayT yaaneHbl n3
CNNCKa. DTO MOXKET NPUrOANTLCS, eCan Bbl f06aBUIN HECKOJIbKO APaNBEPOB 1 HE MOXETE
YyOanUTb UX U3 CNUCKA BPYYHYIO.

NrpoBon pexum

WrpoBoit pexxum — 370 QYHKLUS Aas Tex, KTo CTpeMnTcs n3bexaTb nepepbiBoB B paboTe
nporpaMMHoro obecneyeHmns N NOsSIBIEHNS OTBJIEKAIOLLMX BCMJIbIBAOLLMX OKOH, @ TakXe enaeT
CBECTU K MUHUMYMY Harpy3Ky Ha npoueccop (CPU). Ero Tak)e MOXHO UCNoJib30BaTh BO BPEMS
Npe3eHTaLuii, KOTOpble HENb3S NPepbIBaTh AEATENbHOCTLIO MOAYS 3aLUNTLI OT BUPYCOB. Mpu
BKJIOYEHWM 3TOW PYHKLMUN OTKIIOHAKOTCA BCE BCMJIbIBAOLLME OKHA, @ paboTa NiaHUPOBLLNKaA
MOJIHOCTbIO OCTAHaBAMBAETCS. 3allMTa CUCTEMbI NO-NPeXHeEMY paboTaeT B (hOHOBOM peXxunme, HO He
TpebyeT Kakoro-n1mbo BMellaTeIbCTBa CO CTOPOHbI NOJIb30BaTENS.

BkJIlOYEHMNE 1 OTKII0HEHME UTPOBOr0 PeXNMa OCYLLECTBJISETCA B NTaBHOM OKHe NporpaMmbl B

pasnene Hactpo#ka > 3awmTa KOMNbloTepa, rae HeobxoanuMo LWEeNKHYTh nm

PALOM C 3n1eMeHTOM UrpoBoi peXxuM. BkJiioyas UrpoBOI PeXMM, Bbl MOABEPraeTe CUCTEMY Yrpo3e,
MO3TOMY 3HAYOK COCTOSIHMS 3aLLMThI HA NMaHen 3aAa4 CTaHeT OpaHXeBbIM 1 byneT oTobpaxaTb
npeaynpexaeHve. Kpome Toro, faHHoe npeaynpexaeHne 6yaet oTobpaxaTbCs B [J1aBHOM OKHe
Nporpammbl, rae opaHXeBbIM LIBETOM ByAeT HanucaHo UrpoBoM peXxuM aKTUBEH.

AKTUBMPYINTE NapamMeTp ABTOMaTUUYECKMU BKJIOYaTb UTPOBOM PEXXUM NPU BbINOJIHEHUU
NPUAOXXEHUN B NOJIHO3KPAHHOM peXXuMe B pa3gesie PacluMpeHHble napameTpsl (F5) > CepBuc >
NrpoBoi pe>xuM, 4ToObl MFPOBOI PEXIM BKJIIOYAICA NPU 3anycke Ntoboro NpuioxeHus B
MOJSIHO3KPAHHOM PEXMME U BbIK/OYAICS MPU BbIXOAE U3 MPUI0KEHUS.

BbibepuTe napameTp ABTOMaTU4YECKHU OTKJIIOYaTbh MTPOBOM peXXuM Yepes, 4Tobbl 3a4aTh Bpems,
CNyCTs KOTOPOE NrPOBOW peXxum byaeT aBTOMAaTUYECKM OTK/OYATbCS.

Ecnn daniepBon paboTaeT B UHTEPAKTVBHOM PEXMME U BK/OYEH UIPOBON PEXUM, BO3MOXKHbI
npo6aembl Npu NOAKOYEHNN K IHTEpHETY. 3TO MOXeT NPeAcTaBAsTb CIOXKHOCTH, eCn
3anycKaeTcs Urpa, B KOTOPOW UCMO/Ib3yeTcs NoakayeHne K UHTepHeTy. O6bIYHO
MoJib30BaTest0 NpeasiaraeTcs NoATBEPANTb HY)KHOE AeNCTBME (eC/N He 3aaH0 HUKAKMX
NpPaBuJl NN UCKJIOYEHNIA N8 NOAK/OYEHNS), HO B UITPOBOM PeXMME B3aUMOAENCTBIE C
MoJib30BaTe/IEM HEBO3MOXKHO. YT06bl pa3pelnTb CETEBOE B3aMOLENCTBUE, ONpeaenmnTe
NPaBWJI0 NOAK/OYEHNS OIS KaXKA0r0 NPUSIOXKEHNS, KOTOPOE MOXKET €ro OCYLLEeCTBASATb, UK
NCnosib3ynTe ApYyron Pexum dunsTpaumnn B anepsose. Takxe cieayeT NOMHUTb O TOM, 4TO
NP BKIIOYEHHOM UIPOBOM pexxunMe MoXXeT ObITb 3a6710KMpoBaH Nepexo Ha Beb-cTpaHuuy uan
CMOJIb30BaHMNE MPUI0XKEHUS, KOTOPbLIE CNOCOOHbI NPeACTaBAATbL Yrpo3y Ans 6e30nacHOCTH, HO
MpW 3TOM Ha 3KpaH He ByaeT BbIBEEHO HNKAKOr0 MOSICHEHUS UKW NPeaynpeXxaeHus,
MOCKOJIbKY B3aUMOAENCTBME C MOJIb30BATENEM OTKJIOYEHO.

CKaHUpOBaHMe Npu 3anycke

|_|pl/l 3arpy3kKke KoMnbtoTepa n obHoBNEHUN Moaynsa o6Hapy>KeH|/|9| dBTOMaTUYECKKN NPOBEPAIOTCA
CpaVIﬂbI, NCcnosHgaeMble Npu 3anycke CUCTEMBbI. 370 CKaHWnpoBaHWe 3aBUCAT OT KOHUrypaumm 1 3agad
NJaaHNPOBLLUKWKA.
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CKaHupoBaHMe haiioB, NCNOHAEMbIX NPY 3anycke CUCTEMbl, BXOAUT B 3a4avy NAaHMPOBLLMKA
MpoBepka pannoB, MCNONHAEMbIX NPYU 3anyCcKe CUCTEMbI. [ U3MEHEHNs ero HacTpoekK
BbibepnTe KoMaHay Cny>ebHble nporpaMmbl > [lonoNHMTENbHbIE CPpeAcTBa > MNaHUPOBLL MK,
WEeNKHMTE 3N1eMEHT ABTOMATM4YeCKU NpoBepATb haiibl NPU 3anyckKe CUCTEMbI, A 3aTEM
N3MeHUTb. Ha nocnegHeM aTane oTobpasnTCsa AMaNoroBoe 0KHO ABTOMAaTMNYECKas MNPOBepKa
(hali/IoB Mpu 3arycke CUCTeMb! (AOMONHUTENbHbIE CBEAEHUS CM. B CIeAyloLLEeM pa3aene).

Bosnee noapobHbIe MHCTPYKLMM MO CO3AaHUI0 3a4aY B NIaHUPOBLUVKE 1 YNPABIEHNIO UMUN CM. B
pa3gene Co3aaHue HOBOM 3a1ayu.

ABTOMaTM4YecCKana npoBepka pannos npm
3anycKe CUCTeMbl

|-|pl/l COo3aHnn 33I'IJ'IaHI/IpOBaHHOIh 3adayun <<|_|DOBepKa cpa|7|n0|3, NCNOJIHAEMBbIX MPW 3anyCcke CUCTEMbI»
npenoctaBnAaeTCcqa HECKOJZIbKO BapMaHTOB HaCTpOMKM cnegyowmnx napaMeTpos.

B paCKpbiBalOLWLEMCA MEHIO O6beKTbI CKaHUPOBaAHUA YKa3bIBaeTCH rny6|/|Ha CKaHMpOBaHNA q3a|7|n03,
NCMOoJIHAEMbIX Mpn 3anyCcKe CUCTEMBI. CKaHI/IDOBaHI/Ie BbIMO/IHAETCA Ha OCHOBE CEKPETHOI0 CJIOXKHOIro
aJiropnTMma. dannbl ynopAano4eHsbl Nno y6bIBaHVIIO B COOTBETCTBMK CO CheayrownMmnm KputTepmnammn.

* Bce 3apeructpupoBaHHble TUnbl hannoB (HanbosbLiee KONNYECTBO CKaHMpPYyeMbIX halnioB)
* Penko ucnonb3yembie panibl

* O6bIYHO ucnonb3yemblie pansbl

* YacTo ucnonb3yemsbie hannbl

* Tonbko Hanbonee yacto ucnonbayemsbie hpasbl (HaVMEHbLLEE KONMYECTBO CKAaHUPYEMbIX
thannos)

Takxxe CyLlecTBYOT ABe ocobble rpynmbl.

* ®annbl, KOTOpble 3anyCKaloTCA nepea BXOA4O0M NOJib30BaTeNA: COOEPXUT (halbl 13
TaKUX Nanok, KOTOpble MOXHO OTKPbLITb 6€3 BXo[a Nosib30BaTeNs B CUCTEMY (B TOM Yucne
60JIbLUMHCTBO 3/IEMEHTOB, UCMOJHSAEMbIX MPW 3aMyCcKe CUCTEMbI: CNTY»KObl, 06bEeKTbI MOAY A
noanep)xku bpaysepa, yBegomneHus Winlogon, 3afilaHns B N1aHMPOBLLKKE Windows, N3BECTHbIE
bnbnnotekn DLLu T. A4.).

® q)al‘iﬂbl, 3anyckKaluliuecs nocJsie BXoaga nojsib3oBatena: COOAEPXKNT (paIZJ'IbI N3 TaKUX Manok,
KOTOpPble€ MOXXHO OTKPbLITb TOJIbKO NMOCJie BXOOa MNoJib30BaTeNA B CUCTEMY (B TOM 4Yucne CpaVIﬂbl,
3anyCckaemble nog KOHKPETHbIMW YH4ETHBIMW 3annCAMA: 06bI4YHO q:)aﬁlﬂbl M3 Nanku

HKEY _CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnucku ¢annos, KOTOPbIE HY)KHO NPOCKAHMPOBaTb, ABASIOTCSA (DMKCMPOBAHHBLIMU AN1F KaXA0M
BbILLENPUBEAEHHOW rpynnbl. ECnn BbIbpaTh MeHbLIYO ryOUHY CKaHUPOBaHUS A (haliios,
NCMOJIHSIEMbIX NPW 3anyCcke CUCTeMbl, altsibl, KOTOpble He BblIM MPOCKAHNPOBaHbI, byayT
CKaHMPOBATbLCS NPV OTKPbLITAM U UCMIONTHEHWMA.

MpuopuTeT CKaHUPOBAHUA: YPOBEHb NPUOPUTETHOCTW, UCMOJIb3YEMbIV A5 ONpPeaeNieHNs YCI0BUN
Havasla CKaHVpPOBaHMS.
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* NMpun 6e3percTBUK: 3a1a4a OyaeT BbINONHATLCA TONLKO Npu 6€34eiACTBUN CUCTEMBI.
» CaMblil HU3KMI: MUHUMANbHAs Harpy3ka Ha CUCTeMmy.
* Bonlee HU3KMI: HN3KasA Harpyska Ha CUCTeMy.

» CpeBHMHK: CpeliHAs Harpy3ka Ha cucTemy.

3aluMTa OKYMEHTOB

OyHKLMA 3aLLMTbl LOKYMEHTOB CKaHUPYET AOKYMEHTbI Microsoft Office mepes X OTKPbITUEM, @ TakXe
npoBepseT (aisibl, aBTOMAaTUYECKMN 3arpy>kaemble bpay3epom Internet Explorer, TaKMe KaK 3JIEMEHTHI
Microsoft ActiveX. DyHKLMA 3aWMTbl 4OKYMeHTOB obecneynBaeT 6e30MacHOCTb B AOMOJIHEHME K
DYHKLMM 33Tl halnI0BON CUCTEMBI B PeasibHOM BpeMeHU. Ee MOXXHO OTKOYNTb, 4TOObI
YAYHLWNTb NPON3BOANTENBHOCTb CUCTEM, KOTOPbIE HE COAEPXKAT 60oJibLLIOEe KONNYEeCTBO OOKYMEHTOB
Microsoft Office.

YT00bl aKTUBMPOBATL DYHKLIMIO 3aLLUMTbI JOKYMEHTOB, OTKPONTE PacluMpeHHble napaMeTpbl (F5) >
Mopaynb o6Hapy>xeHus > Mpoueccbl CKAHUPOBAHUSA BPEOOHOCHbIX NPOrpamMM > 3aLLuTa
AOKYMEHTOB | LLIeIKHUTE MOM3YHOK PSAOM C 3/1eMeHTOM BKAOYUTL 3aLLUTY AOKYMEHTOB.

3Ta PYHKUMA aKTUBMPYETCS NPUIOKEHNAMIU, B KOTOPbIX MCNONb3yeTcs Microsoft Antivirus API
(Hanpumep, Microsoft Office 2000 1 6onee No3gHMe BepCMmM UK Microsoft Internet Explorer 5.0 1
6onee no3gHue Bepcum).

NcKnio4vyeHus

NcknioueHuns No3BoNsAT NCKNOYNTL 00bekThl U3 Moayns obHapyxeHms. YTobbl obecneynTb
CKaHMpoBaHue BCex 06bEKTOB Ha HaM4YmMe yrpo3, PeKOMeHAYyeTCs CO3A4aBaTh NCK/OYEHNS TOBKO B
cNlyvae KpanHen HeobxogumocTun. Cnyyaun, B KOTOPbIX MOXKET NMOHaA0OMTLCA UCKOYNTL 06bEKTHI,
BKJ/IIO4AIOT CKaHMpoBaHMe 6a3 faHHbIX BObLION EMKOCTM, KOTOpbIE 3aMeanseT paboty nam
nporpammHoe obecnevyeHme, KOTOpoe NPOTUBOPEYUT CKaHUPOBAHUIO.

Vickntoyenns ans 6bICTPOAENCTBIA NO3BONIAOT NCKIIYNTL U3 CKAHUPOBAHWA (hainbl 1 Nanku.
WcknoveHns ans 6bICTpoAeNCTBMS NONE3Hbl AN UCKIOYEHNS MPU CKAHMPOBAHUN NI POBbIX
NPUIOXKEHWU Ha YpoBHE (haliioB, HEMPABWJILHOM NMOBEAEHUW CUCTEMbI WA NOBLILIEHHON
MPON3BOANTENBHOCTH.

VicknyerHns n3 obHapyXeHns No3BONAT UCKIOYNTL 06bEKTbI 13 06Hapy>KeHv|$-|, ncnosibsya nMa
06HaDY)|(EHI/Iﬂ, NyTb UM Xew. OHU He UCKJTKYAloT Cbal7|1'|b| N Nanknm n3 CKaHNpoBaHNA KaK OeslaloT
NCKJTIOYEeHNA Ons 6bICTp0}J,eVICTBI/IF|. NcknioyeHns 06Hapy>KeH|/|$-| NCKNI0YaOT 00BbEKTbI TObKO npn nx
06Hapy>KeHv||/| Moaynem 06Hapy)KEHI/If-I N ecnun B CINCKE NCKII0YEHNIA NPUCYTCTBYET
COOTBETCTBYlOLLEee npasno.

He cTtouTb nyTaTb C APYyruMn TunamMun NCKNIOYEHNNA:

* /Icka04eHNs 13 onepaLun: BCe onepaunmn ¢ hannamm, OTHOCALLMECS K MCKIOYEHHBIM 13
CKaHMPOBaHMSA NpoLeccaM NpuaoXKeHnsa (MoXXeT NoHagobnTca onsa NoBbILEHNS CKOPOCTK
pe3epBHOro KOMMPOBaHUS U AOCTYMHOCTU CyxDb).
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¢ cKJIl0OYEeHHbIEe paclunpeHns danios

e IcKNYeHns cuctemMsl HIPS

o OunbTp «McKawYyeHne» oasg 3alnThl Ha ocHoBe obaKa

UcknioueHus pansa obicTpooencTBus

NcknoveHnsa ons 6bICTp0,EI,eI7ICTBI/IF| NOo3BOJIAIOT UCKJTIOYUTDb Cbal7lflbl N Nankn n3 CKaHMpoBaHUA.

Mbl pekoMeHayeM co34aBaTh UCKOYEHUA Ans ObICTPOAENCTBUSA TONLKO Npu abCcontoTHOM
HeobxoaMMoCTH, 4TOObl FapaHTMPOBaTb, YTO BCE 0OBEKThLI MPOCKAHMPOBaHbl Ha HanM4Ke yrpos.
OfHako, BCe Xe MOryT BbiTb CMTyauuu, Korga BaM NoHagobuTca NCKAYUTb 06bEKT, Hanpumep,
LaHHble 6a3bl AaHHbIX 60/1bLLON eMKOCTH, KOTOPbIe 3aMedIftioT KOMMbIOTEP BO BPEMSA CKaHWPOBaHMS,
nnu NO, KoTopoe Co3aaeT NPenaTCTBUS AN19 CKAaHUPOBaHMA.

®ainibl U NANKN MOXXHO NCKIOYUTL U3 CKAHMPOBAHWA U MOMECTUTb B NepevyeHb NCKIIIYEHNI, BbIOpaB
PacwumpeHHble napameTpsbl (k1aBuwa F5) > Mogynb obHapyxeHus > UcknioyeHus >
NckniovyeHuns pns dbbictpopaencTems > U3SMeHUTD.

He cnepyeT nyTaTh 3TY (PYHKUNIO C 4PYT MU BO3MOXXHOCTAMU UCKOYEHNA — VICKJIl0YeHnsa 13
0bHapyxeHus, ckatoYyeHHble paclunpeHns danaos, IcKaYeHns cucTteMsl HIPS nan
NcknyeHusa oas npoueccos.

YT00bl NCKIIOYNTL 00BEKT (MYTh: haitn UM Nanka) U3 CKAHMPOBaHWS, LLeNKHUTe J,06aBUTb 1
BBEAMTE COOTBETCTBYIOLIMIA MYTh UV BbIAENNTE €ro B PEBOBUAHON CTPYKTYpE.

HcknroueHwna ana BeICTpOAERCTEMA ?
Wekntounte nyTe KommenTapuii
Ch\Backup\*

Ch\pagefile.sys

Yrpo3sa B thannie He byneT obHapyxeHa moaysiemM 3awuThbl hanOBON CUCTEMb] B peasibHOM
BPeMEeHM 1M MOJy/IeM CKAaHUPOBAaHUA KOMMNbIOTEpa, eC/ aiisl COOTBETCTBYET KPUTEPUAM
LS9 NCKNTIOYEHNS N3 CKaHUPOBaHNS.
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dNeMeHTbl ynpaBJieHUA

* NoGaBuTb: KOMaHAa, NCKJIOYaloLWas 06bEKTbI U3 CKaHNpoBaHNA.

* N3MeHUTb: N3MEeHEeHMne BblAENEHHbIX 3anncen.

* YpanuTb: yaaneHue BblbpaHHbIX 3anucen (4Tobbl BbibpaTbh HECKO/IbKO 3aMncen, Wwenkante
nX, yOoepXXnBas Ha)xaTtomn Knasuwy CTRL).

NobaBneHue Ujin U3MeHeHue UCKJTIIOYEeHUHN
BN ObICTPOAENUCTBUSA

[lnanoroBoe OKHO UCKJIKDYaeT onpefesi€HHbIN NyTh (hann nam Katanor) a8 3Toro KoMnbloTepa.

BbibepuTe nyTb AN BBEOUTE BPYYHYIO
Y1066l BIOPATHL HYXHLIN NYyThb, BbibepuTe ... B nose MyTb.
Mpn py4HOM BBOAE CM. MpMMeEpLI hopMaTa NCKIOYEHNUS HUXKE.

M3zmeHnTE MCKNHYEHKWE ?

MyTo CABackup\®

KommeHTapuii

0na ncknoyveHns rpynn ansioB MOXXHO NCMO/b30BaTb CMMBOJIbI MOACTAaHOBKN. BONMpoCUTENbHbIN
3HaK (?) 0603HavYaeT 0AUH CMMBOJI, @ 3Be3[04Ka (*) — CTPOKY M3 ntoboro KoaMYecTsa CUMBOJIOB.
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92

e YT00ObI NCKNIOYNTL BCE (halsibl N BNIOXKEHHbIE MaNKK B ONpeaeneHHon Nanke, yKaxuTe nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuinmpeHneM DOC, NCNoJSb3ynTe Macky *.doc

e ECnv Ma ncnonHaemoro danna CoaepXXnT onpeneneHHoe Yncao CUMBOOB (M CUMBObI
MOryT MEHATbLCS), MPMYEM M3BECTHA TOJILKO NepBas bykBa NMeHU (Hanpumep, D), ICMOAb3YyNTe
cnepyowmi hopmar:

D????.exe (3HaKM BONPOCa 3aMEHAOT OTCYTCTBYOLLNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4YMBaTbCA obpaTHOM Kocon YepTon ((\)) 1 3Be3g04Kon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXMNMoe KOTopoe (halnbl 1 BAOXKEHHbIE Nanku)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBeneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAYJ i CKaHUPOBaHMA Tools
MOXXET Takxe bbiTb UMeHeM (ainna.

* C:\Tools\*.dat: 3TO NpUMEHAETCA AN UCKIOYEHUA (halnfioB .dat B Nanke Tools.

* C:\Tools\sg.dat: N(PUMEHSAETCSA AN UCKIIOYEHNA OTAEJIbHOr0 (hanna, pasMeLleHHOro B TO4HOM
nyTu.

Ons onpepeneHns NCKM0YEHNN N3 CKaHUPOBAHNA MOXKHO MCMOJIb30BaTb CUCTEMHbIE
nepemMeHHble, HanpuMmep %PROGRAMFILES%.

* YT106bl NCKNOUYUTB NanKy «Program Files» C MOMOLLbI TaKOW CUCTEMHOW MEPEMEHHON, yKaXuTe
B MCKOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 06aBUTbL 0B6paTHYIO KOCYIO HYEPTY U
3BE3404KY B KOHLLE MyTH).

* YT06bI NCKNOYNTL BCE haiibl M Nanky B NogKaTanore %PROGRAMFILES%, yKaXXNTe NyTb
%PROGRAMFILES%\Excluded Directory\*

" Pa3BepHyTb CMIMCOK MOAAEPKMBAEMbIX CUCTEMHBIX MEPEMEHHBIX
dopMaT UCKAKYEHNA NyTW NOALEPXKMBAET CnedyloLine nepeMeHHsble:
® %ALLUSERSPROFILE%

® %COMMONPROGRAMEFILES%

* %COMMONPROGRAMEFILES(X86)%

® %COMSPEC%

® %PROGRAMFILES%

* %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

* %WINDIR%

® %PUBLIC%

Monb3oBaTeNbCKNE CUCTEMHbIE NepeMeHHble (Hanpumep, $TEMP% W %USERPROFILE%) v
nepemMeHHble cpenbl (Hanpumep, %PATH%) He NOALEPXKMNBAIOTCA.

MporpaMMa MHOrAa MOXXeT NpaBWJIbHO NCKYaTb 13 06paboTKM NyTK C NOACTAaHOBOYHbLIMM
3HaKaMu B cepefmHe (Hanpumep, C:\Tools| *\Datal\file.dat), HO 0()ULINASIBHO 3Ta BO3MOXXHOCTb He
nopnepxusaetcs. [lononHUTENbHbIE CBEAEHUA CM. B cinefytowen ctaTbe 6a3bl 3HaHuN.

Mpn UCNONb30BAHUN UCKIOYEHWI 13 0OHAPY )XeHUs OrpaHUYEeHUs Ha UCNOJIb30BaHMe
cneunasibHbIX CUMBOJIOB B CEpefnHe NYyTN He MPUMEHSIOTCS.



https://support.eset.com/WILDCARD_INSIDE

* BapnaHTbl HACTPONKM YPOBHSA NpUopMTETa A UCK/IOYEHWIA C MOMOLLbIO KHOMOK «BBEPX» U
«BHUW3» He NpefyCMOTpPeHbl (Kak B pa3aene [1pasusia daviepsona, rae npasunia
nocsiefoBaTeNIbHO BbIMOJHATCS CBEPXY BHW3) HE NPeayCMOTpeHa.

» Korfia Mmoaynb CKaHMpoBaHWs 06HapyXMBaeT COBMNaeHNe C NepBbIM MPUMEHUMbIM
npaBwJioM, BTOPOE NPUMEHNMOE NPaBuUIo He MPOBEPSETCS.

* YeM MeHblUe NpaBui, TeM BbICTpee NPOMCXOANT CKaHUPOBaHWE.

* He cnepyeT co3faBaTb COBNajaloLLmne npasunia.

¢OpMaT UCKJTIOYEeHUA NYTH

Ons ncknYeHus rpynn annoB MOXXHO NCMOJIb30BaTb CUMBOJIbI MOACTAHOBKU. BonpocuTesibHbIN
3Hak (?) 0603HavYaeT oANH CMMBOJ, a 3Be3[04Ka (*) — CTPOKY 13 Ntoboro KoAMYecTBa CIMBOJIOB.
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¢ Y106l MCKNIOYNTL BCE (halsibl 1 BIOXKEHHbIE ManKy B ONpeaeneHHon nanke, yKkaxxmte nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY>)KHO MCKIOYNUTb TONbKO (halnbl C pacuinmpeHmneM DOC, NCNOoSb3ynTe Macky *.doc

e EC/I1 MSA MCnonHaemoro ania CoaepXuT onpeneneHHoe Y0 CUMBOOB (M CUMBOJIbI
MOryT MEHATbLCSA), MPMUYEM N3BECTHA TOJIbKO NepBas bykBa nMeHn (Hanpumep, D), NCNOSIb3yNTe
cnegpyowmn popmMart:

D????.exe (3HaKN BONPOCa 3aMEHAT OTCYTCTBYOLWME NN HEN3BECTHbIE CMMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4MBaTbLCA obpaTHOM Kocon YepTon ((\)) 1 3Be3g04Kon ((*)),
yKa3blBaloLWMMM, YTO 3TO Nanka, BCe COAEPXKMMOe KOTOpoe (hannbl N BNOXKEHHbIE NanKn)
cnefnyeTt UCKIYATB.

* C:\Tools\*.* noBeneHne byaeT aHanoOrnM4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT NCcka4YeHo. C TOYKU 3peHNs MOAYNA CKaHMPOBaHMA Tools
MOXXeT TakXe bblTb UMeHeM (haiina.

* C:\Tools\*.dat: 3TO NpUMeHAeTCa AJ19 UCK0YEeHUS (halnsioB .dat B Nanke Tools.

* C:\Tools\sg.dat: NPUMEHSAETCS AN UCKIOYEHNS OTAESIbHOr0 (haina, pa3MeLLeHHOro B TO4HOM
nyTw.



Ona onpeneneHnsa NCKIOYEHNA N3 CKaHWPOBAHUS MOXXHO MCMOb30BaTb CUCTEMHbIE
nepeMeHHble, Hanpumep %PROGRAMFILES%.

* YT106bl NCKNOUYUTL NanKy «Program Files» C MOMOLLbIO TaKOW CUCTEMHOW NMEPEMEHHOWN, YKaXNTe
B MCKJIIOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 006aBUTbL 0OpaTHYIO KOCYIO HYEPTY U
3BE3[04KY B KOHLE MYyTK).

* YT106bI NCKNIOUYUTL BCE halisibl U NaNKU B NogkaTanore %PROGRAMFILES%, yKaXKnTe NyTb
%PROGRAMFILES%\Excluded Directory\*

" Pa3sBepHYTb CMIMCOK MOAAEPKMBAEMbIX CUCTEMHBIX MEpEMEHHbIX
dopmaT UCKIOYEeHUS NyTU NOAAEPXKMBAET Clefyolme nepeMeHHble:
o BALLUSERSPROFILE%

® %COMMONPROGRAMEFILES%

* %COMMONPROGRAMEFILES(X86)%

® %COMSPEC%

® %PROGRAMFILES%

e %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

e %WINDIR%

® %PUBLIC%

Monb3oBaTeNbCKME CUCTEMHbIE NEPEMEHHbIE (HanpuMmep, %TEMP% WN %USERPROFILE%) W
nepemMeHHble cpeabl (Hanpumep, %PATH%) He NOOAEPXKMNBAIOTCS.

UcknioyeHusa U3 obHapy>xeHus

NcknioveHuns n3 obHapyXeHns No3BONIAT UCKYNTL 06BEKTHI U3 CNINCKa OBHaPYXeHUs NyTeM
hnnbTPaLMmM UMeHN 0bHapyXeHus, NyTn 0bbekTa UK ero xea.
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VckntoyeHuns ns obHapyxeHns He UCKN0YatoT halibl 1 Nanku U3 CKaHMPOBAHMSA, Kak AenaioT
VickntoveHns ans OelcTponenctens. UcknodyeHna obHapyXXeHns UCKIo4YaloT 00 beKTbl TOSIbKO
npu nx obHapyxeHUn MoayneMm obHapyXXeHUs 1 ecin B CNUCKE UCKJTIYEHNI NPUCYTCTBYeT
COOTBETCTBYIOLLEE MPaBUJIO.

Hanpumep (cM. nepBbIil pag Ha n306paxeHnn HXKe), Koraa o6bekT onpeaenseTcs Kak
Win32/Adware.Optmedia 1 06Hapy>XeHHbIN hann — C:\Recovery|\file.exe. BO BTOPON CTPOKe,
KaXXAbl (a1, B KOTOPOM eCTb NOAXOAALLMMA Xel SHA-1, Bcerfa byaeT NCK4YeH, HECMOTPS Ha
nMa 0bHapyXeHus.




WcknroueHns U3 obHapyKeHWA ?

Kputepun obrexTos Weckntounte oBHapyserne Kommentapuii
C:\Recoveny\*.* Win32/Advare.Optmedia
678C1422DEB6T141BA4TEATODEBAZDET14AFAEST fMoBoe obHapyxeHue Superfpi.exe

Y7066 yOEOANTLCS, YTO BCE YrPpo3bl 0OHAPY KEHbI, Mbl PEKOMEHAYEM CO3A4aBaTb UCKIIOYEHNS 13
obHapy>XeHust TONIbKO TorAa, Korga 3To abcontoTHO Heobxoammo.

Y1066 06aBUTL halbl 1 NANKK B CMINCOK UCKOYEHWI, BbibepuTe PacluMpeHHble napaMeTpbl
(knaBuwwa F5) > Moaynb obHapyXxeHus > UcknioyeHus > UcknioyeHna u3s obHapyxxeHus >
N3MeHuUTL.

He cnepyeT nyTaTbh 3TY (MYHKUNIO C SPYT MU BO3MOXXHOCTAMU UCKOYEHNA — VICKIl0YeHns
ons bbicTpoaencTems, CKoYeHHbIe paclunperms dannos, ckntoYyeHnsa cuctemMsl HIPS nnu
NcknyeHusa oas npoueccos.

HT106bl NCKNOYNTL 00BLEKT (M0 Ha3BaHMK 0OHaPY KEeHNs UK XeLly) U3 MoayJia 0bHapyXeHus,
HaXKMUTe KHornky JLo6aBuTb.

Ins noTeHUna bHO HeXXenaTelbHbIX U NOTEHLIMAaIbHO 0MaCHbIX MPUI0XKEHU TaKXe MOXXHO C03aTb
NCKJIIOYEHMNE MO UMEHW 0BHapyXeHMs.

* B okHe npeaynpexaeHuns, kotTopoe coobwaeT 06 obHapyxeHun (wenkHnTe MokasaTtb
pacwmpeHHblie napameTpbl 1 BbibepnTe UCKNIOYUTL U3 0OHapy>XeHus).

* 13 KOHTEKCTHOro MeHto «Palnbl XXypHana» C MOMOLb MacTepa Co34aHNA UCKIKYEHNS 13
o0bHapy>XeHuUs.

* UlenkHnte CepBuc > lonosiHUTE IbHbIE cpeacTBa > KapaHTUH, NoC/e Yero WesikHUTe
NPaBoW KHOMKOW MbILLW HAaXoAAWNACS B KapaHTuHE ainn n BbibepuTe B KOHTEKCTHOM MEHIO
KOMaHAy BOCCTaHOBUTb U UCKIOYUTb U3 CKAHUPOBAHMS.

Kputepum 001BbEeKTOB UCK/IIOYEHUA U3 OGH&pY)KEHMﬂ

* MyTb. OrpaHnyeHne Uckno4eHns n3 obHapyxeHunsa oas onpegeneHHoro nytm (nnw nboro
Apyroro nyTu).
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* NUmsa oOHapy>XeHus: ecm psaaoM C UCKIOYaeMbIM (haliioM YKa3zaHo nMs 0bHapyxeHus,
ans1 MCKOYAETCA TObKO AJ18 3TOro 0bHapy>KeHUs, a He MONHOCTLI0. Ecnm 3ToT hann
BMOCNEACTBUN OKaXXETCA 3aparKeHHbIM APYrov BpeaoHOCHOW NporpamMmmoi, oH byaeT
obHapyXxeH.

* Xew: haitn NCKNIOYAETCA Ha OCHOBAHMM YKa3aHHOr0 xella SHA-1 He3aBUCKMO OT Tuna,
PACMOJIOXKEHUS, UMEHUN U PACLLIVPEHWS.

NobaBneHne nau u3MeHeHue UCKJIIOYEeHUH u3
oOHapy>xeHus

NckniounTb oOOHapyXxeHue

CnepyeT yka3aTb OeACTBUTENbHOE UMA Ans obHapyXeHus ESET. YTobbl onpegennts uMs
obHapyxeHud, nepenante B pasaen Panbl XKypHasa u Bbibepnte anemeHT OOHapy>XeHus B
pacKpbIiBaOLWEMCS MeHto «Daisibl XXypHasia». 9TOT NapamMeTp noneseH npu obHapyxeHun obpasua
NOXXHOro cpabaTtbiBaHMs B ESET Internet Security. [l06aBAsATb B UCKNIIOYEHUSA peasibHblE 3apaXKeHuns
KpanHe onacHo. PEKOMeHAyEeM NCKJII0YaTh TOJIbKO 3aTPOHYThIE haibl AW KaTanoru, WenkHyB
3/1EMEHT ... B nosie Macka nytu, cmbo fenatb 3TO TONIbKO Ha OrpaHUYeHHbIN Nepuos BpEMEHMW.
Nckno4eHns Takxxe NPUMEHSAIOTCA K NOTEHLNAJILHO HeXXeNaTe bHbIM, MOTEHLUMa bHO OMAaCHbIM 1
NOA03PUTENbHBIM MPUNOXKEHNAM.

CM. Takxe PopMaT UCKIYEHUS MY TU.

W3mMeHWTL McktoueHne ?
MyTo CARecoven\*.*

Kew

Mma cBHapyxeHna Win32/Advare.Optrmedia
KommeHTapuii

CM. Takxe [prMep UCKI0YEHNS 13 06HAPY)KEHMS, KOTOPLIA NPUBEAEH HUXE.

UcknouunTtb xell

®ain UCK0YaeTCs Ha OCHOBAHUM YKa3aHHOI0 xella SHA-1 He3aBNCMMO OT TUMa, PACMOI0XKEHUS,
VIMEHU WJIN pacLUMpPeHNs.
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N2MEHWTE MCKAKYEHME ?

MyTe
Xew 678C1422DEB67141BO4TEATOOESA:
Mma cBHapyxeHna

KommenTtapnii SuperApi.exe

Y106bI NCKNIOYUTD onpepensieHHoe 06Hapy>KeH|/|e no NMeHW, BBEANTE NMpaBuJibHOE NMA
obHapyxeHus:

Win32/Adware.Optmedia

Takxxe ONna UCKo4eHUss 0bHapy>XeHns C MOMOLLbIO OKHa npeaynpexaeHus ESET Internet Security
MOXHO BOCMOJIb30BaTbCA MPUBEAEHHBIM fanee hopMaToM:
@NAME=Win32/Adware.Optmedia@TYPE=ApplicUnwnt
@NAME=Win32/TrojanDownloader.Delf.QQI@TYPE=Trojan

@NAME=Win32/Bagle.D@TYPE=worm

dNeMeHTbl ynpaB/ieHuA

* NobaBuTb: KOMaHa, UCKOYaloLWan 06beKkTbl U3 CKaHMpOBaHUA.
* A3MeHuUTb: N3MEeHEeHMne BblAENEHHbIX 3anucen.

* Ypanutb: yoaneHue BolbpaHHbIx 3anucen (41obbl BbIGpaTh HECKOLKO 3anuncen, Wwenkante
nX, yOoepXKrnBas Ha)xaTtomn Kiasuwy CTRL).

Co3paHue UCKNIo4YeHus u3 obHapyXXeHus
MacTepa

NckntoyeHne n3 06HapyXeHUS Tak)Ke MOXHO CO3[1aTh 13 KOHTEKCTHOrO MeHto Daiisibl XKypHasa
(HepoCTynHO ANnsg 0bHapy>XeHNs BPeAOHOCHbLIX MPOrpamMm):

1. B rnaBHOM OKHe nporpammsl WwenkHuTe CepBuc > LonosHUTE IbHbIE cpeacTBa > ®albl
XXypHana.

2. LLlenkHMTe NpaBon KHOMKOW MbiWwn 06HapyxeHne B pa3gese XKypHan oOHapy>XeHUH.
3. BoibepnTe Co3paTb UCKNIOYEHMUE.

Y706bI NCKNIOYNTD OJHO UM HECKOIbKO 0BHApYXEHWIN Ha OCHOBE KPUTEPUMU UCKIIOHEHMUSA,
WeNKHUTE 3neMeHT U3MeHUTb KpuTepuu:

* TouHble pannbl: UCKIIOYEHME KaXXO0ro aiia no xewly SHA-1.

* OBGHapy>XXeHue: UCKIIYEHNE KaXKaoro darina no uMeHn obHapyxeHus.
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* MyTb + oOHapyXXeHMne: NCKIIoYEHNE KaXXA0ro (aiiia Mo UMEHU 1 NyTU oBHapyXeHus,
BKJIOYasA M4 harna (HanpumMep,
file:///C:/Users/user/AppData/local/Temp/34e1824¢e/ggdsfdgfd.pdf.exe).

PekoMeHayeMas onuus BbibrpaeTcs NpeaBapuTeNbHO B 3aBUCMMOCTU OT TUMa 0bHapy>XeHus.

Kpome Toro, nepefi HaxxaTueM Ha 3sieMeHT Co3paTbh UCKAIIOYEeHUe Bbl MoXeTe f00aBNTb
KOMMEHTapuMu.

NTERNET SECURITY - O X

Co3faTtb UCKNKYeHne

He wHMUMMpoBaTh 0bHapyeHne Ana:

Mobele dains c SHA-1: 00117F70CE6ADBOF979021391A8AEAA49TC2CEDF

KpuTepuu UCKAKOUYEHUA

Tounwie daiinb
Wecknrouate kaxasld @ain no xewry SHA-1

Obnapyxenne
WckntodaTe kaxaeld ¢aitn no nmenn oBHapy:enna

MyTe + obnapyxenne
Wecknroyate kaxasld Gain no MMeHn n nyTn oBHapy#eHna

KommeHTapuii (Ana BCex nCkNHYEHIA)

NcKnioYeHus cucteMbl HIPS

C NOMOLLbIO UCK/TIOYEHWIN MOXXHO UCKJIK0YaTb MPOLIECCh U3 FyboKo NoBeAeHYeCKOM NPOBEPKY
cucTeMmsl HIPS.

YT106bl N3MEHUTb NCKIOYEHUS CMCTEMbI HIPS, BbibepuTe PaclumMpeHHble napameTpsl (F5) > Moaynb
obHapy>xeHus > Cuctema HIPS > OcHoBHOe > UckniouyeHus > U3MeHUTb.

He cnepyeT nyTaTh 3TY PYHKUNIO C SPYTMMU BO3MOXXHOCTAMU UCKOYEHNA — VICK/IloYeHHbIe
paclwimpeHus gannos, UckodeHns u3 obHapyxeHus, VicknoveHnsa onsg obiICTPOOENCTBUSA N
NcknwvyeHns a5 npoLLeccos.

YT106bI MCKNIOYUTL 00BEKT, WeNKHUTE [LoO6aBUTbL 11 BBEANTE NYyTb K 00BbEKTY UM BbIAENUTE €ro B
L PEBOBUAHON CTPYKTYpe. BbibpaHHble 3aMnCK Tak)Ke MOXHO U3MEHATb U yaaNnTb.
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ThreatSense napaMeTpbl

ThreatSense — 3T0 TEXHOJIOT S, COCTOSALAA U3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHAPY)XEHMS Yrpo3.
Ta TeXHOIOrns SABASETCS yNpeXxJatoLlei, T. €. OHa 3aLlMLLAEeT OT HOBOW Yrpo3bl Y)Ke B Havase ee
pacnpocTpaHeHus. Mpn 3TOM UCNOMb3YETCSA COMETaHNe aHan3a 1 MOAENNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
NaHHbIX OAHOBPEMEHHO, YTO AenaeT 3PMEKTUBHOCTL U KOMMYECTBO 0OHAPYXMBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHOOrUs ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYyTKUTbI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpOB CKaHMPOBAHWS:
* pacCLLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYETaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHU OYUCTKN U T. A.

YT106bl OTKPLITb OKHO MAapPaMeTpoB, LWeskHUTe MapaMeTpbl ThreatSense B OKHE PaCLLUMPEHHbIX
napameTpoB Jitoboro Moayns, UCNOJIb3YHOLLEro TEXHOJIOMMIO ThreatSense (CM. HUXKeE). Pa3Hble
cueHapum obecneyeHuns 6e3onacHoCTU MoryT TpeboBaTb pa3NnYHbIX HACTPOeEK. Mo3Tomy
TEXHOJIOrnto ThreatSense MOXXHO HAaCTPOUTb OTAEJIbHO A1 KaXKAOr0 U3 NepeynciieHHbX ganee
Moaynen 3alnThbl.

* 3awmTa hannoBoON CMCTEMbI B PEXMME PeasibHOro BpeMeHu
* CKaHMpoBaHMe B COCTOSAHUN NPOCTOS

* CKaHMpOBaHMe Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3alinTa NOYTOBOr0 KJIMEHTA

* 3alMTa gocTtyna B MHTepHeT;

* CKaHMpoBaHMe KoMnbloTepa

MapaMeTpbl ThreatSense XOPOLLO ONTUMU3NPOBaHbI AN KaXKLOr0 U3 MOLYJEN, @ UX U3MEHEHME
3HaYUTENbHO BANSET Ha NOBEAEHUNE CUCTEMBI. Hanpumep, n3MeHeHre napaMeTpoB CKaHUPOBaHWS
YNaKOBLUWKOB B PEXXMUME peasibHOro BPEMEHW UKW BKJIIOYEHNE PacLUMPEHHOW 3BPUCTUKK B MOgy e
3alWMTbl hallI0OBON CUCTEMbI B PEXMME PeasibHOr0 BPEMEHW MOXKEeT 3aMeannTb paboTy CUCTEMb
(06bIYHO TONILKO HOBbIE (haiiibl CKAHMPYIOTCA C MPUMEHEHMEM 3TUX METOLO0B). PekoMeHayeTCs He
N3MeHATb NapaMeTpbl ThreatSense MO YMOYAHMIO HU AJ1S1 KAKMX MOZY e, KpoMe MoLy s
«CKaHMpoBaHNe KOMMbOTEPa».

CkaHupyeMble 00beKTbl

B 3ToM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (halifibl KOMMbOTEPA, KOTopble byayT
CKAHMPOBATLCS Ha HaIMYME 3apaKeHWIA.

OnepaTMBHAaA NaMATb: CKAaHVPOBaHNE Ha HaJM4yme yrpo3, KOTOPbIe aTaKyT ONepaTUBHYIO NaMsaThb
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CUCTEMBDI.

3arpy3ou4Hble CEKTOPbI/UEFI. 3arpy304Hble CEKTOPbI CKaHUPYIOTCS Ha Hannyne BpeaoHOCHbIX
NpPOrpamMM B OCHOBHOW 3arpy304Hoi 3anncu. LonosHUTebHbIE CBeaeHNns 0 UEFI CM. B F10CCapun.

MouyToBbie pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. [porpamMma noAep>XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, U MHOT e fpyrue.

CaMopacnakoBbIBalOLLLMECH apXMBbl. TUM apXxnBOB (SFX), COAEPXXMMOE KOTOPbIX MOXXET
N3BNIEKATLCA aBTOMATUYECKMN.

MporpaMMbl CXKaTusa MCNOJHAEMbIX (haloB: B OT/INYNE OT CTaHAAPTHbIX TUMOB apXVBOB,
NporpamMmmbl CKaTKsa NCNONHAEMbIX (allIoB NoC/ie 3amnycka pacnakoBbIBalOTCA B NaMaTu. bnarogaps
3MYNSALUMM KOAA MOAY/lb CKAaHMPOBAHMNS PACNO3HAET HE TONIbKO CTAHAAPTHbIE CTAaTUYECKUE
YMaKOBLLMKM (UPX, yoda, ASPack, FSG 1 T. I.), HO U MHOXXECTBO APYruX TUMOB YNaKOBLLNKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeAMET 3apakeHuid. [oCTynHbl creayoLme
BapUaHTbI:

IBPUCTUYECKMUWA aHANM3: aHaN3 BPEAOHOCHOW aKTMBHOCTM NPOrpaMM C NOMOLLbIO CNeLMabHOro
anropuTMa. [NaBHbIM JOCTOMHCTBOM 3TOr0 MeToAa SBNAETCSH CNOCOOHOCTb UAEHTUHNLMPOBATD
BPEAOHOCHbIE MPOrpaMMbl, CBEEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEA BEPCUN MOAY S
obHoBEeHMS. HeloCTaTKOM Xe SBNSETCS BEPOATHOCTb (04eHb HeboMbLIas) NOXHbIX TPEBOT,

PaclumMpeHHbI 3BPUCTUHECKUIA aHAJIM3/CUTHATYpPbl pacnpenesieHHbIX CeTeBbIX aTak: /15
PACLUVPEHHOr 0 3BPUCTNYECKOr0 aHaN3a NCMOb3yeTCs YHUKAbHbIA 3BPUCTUYECKUA afropuTm
KOMMaHUW ESET, KOTOPbIA ONTUMWU3NPOBaH A5 06HAPY>KEHNSI KOMMbIOTEPHBIX YEPBEN U TPOSAHCKUX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbIX f3blKax NMPOrpamMMUpoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKM 3HAYNTENIbHBIM 06Pa30M YBEIMYMBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
o0bHapy>xeHuto yrpo3. C NoMOLLbI0 CUrHATYpP OCYLLECTBASETCA TOYHOE 0bHapy>XeHue u
naeHTuhnKaums Bupycos. CucteMa aBToMaTN4eCckoro obHoBNeHUS obecneynBaeT HaMyme HOBbIX
CUrHATYp Yepe3 HeCKOJIbKO YacoB nocsie obHapy>XeHns yrpo3bl. HegoCcTaTKOM Xe CUrHaTyp
SIBNIIETCS TO, YTO OHU MO3BOAIOT 06HAPYXKUBATb TONLKO N3BECTHbIE BUPYChI (MM NX HE3HAYUTENIbHO
MOANDULMPOBAHHbIE BEPCUN).

O4yucTka

MapaMeTpbl O4NCTKM ONPeAensioT noseneHme ESET Internet Security NPW 04UCTKE 06HEKTOB.
MpefyCMOTPEHO YeTbIpe YPOBHS O4YNCTKMN.

MapaMeTpbl ThreatSense UMEIOT YKa3aHHbIE HUXKE YPOBHMW UCMPABeHUs NPobieM (T. e. 04UCTKa).

NcnpaBneHue B ESET Internet Security
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Bcerpa ncnpasnaTtb MblITaTbCA UCNPABASATb 0BHAPYXEHNS Npu 04NCTKe 06beKToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib30BaTeNs. B HEKOTOPbIX Cinyyanx
(Hanpumep, C CMCTEMHbIMK (hanamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAETCS B UCXOLHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3
obHapy>XXeHUs, ecin 3TO BMeLIATeIbCTBa KOHEYHOrO NoJb30BaTeNsA. B HEKOTOPbIX CllyYasnx
6e3onacHo, B apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apXMBbI, KOTOPbIE COAEPXAT U
c/ly4ae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecim 0bHapyXXeHne He yaaeTcs

NCNPaBnTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA NCNPaBASATbL 0OHAPY)KEHUS NPU 04NCTKE 06bEKTOB. B
obOHapy>XeHUs, ecsin 3TO HEKOTOPbIX C/y4asXx, €C/IM HU OAHO W3 AEeNCTBUIA BbIMOJIHATD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0J1b30BaTE/Ib NOJyYaeT NHTEPAKTUBHOE
c/lyyae cnpaliMBaThb npeaynpexaeHue, B KOTOPOM C/ieayeT BbibpaTb Ae/CTBME MO

NCNPaBAEHWIO (HanpyuMep, YAaIUTb AU NPOUrHOPMPOBATL). ITOT
napameTp pekoMeHAyeTCs B 6ONbLUMHCTBE C/y4Yaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesto OT06pa)KaeTCFI NHTEPAKTUNBHOE OKHO Mpwn

KOHe4YHoro 04YNCTKE 0OBLEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpasseHNo

noJib3oBaTtensa (HaanMep, YOoaJlinTb NN I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAgHa3Ha4€H
nns 6onee onbITHLIX NOb30BaTENEN, KOTOpPbIE€ 3HaAlOT, KakKNE NencTBuns
cnepyet npeanpuHATb B Clly4ae 06Hapy>KeH|/|;|.

UcknouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. AToT pasfes napaMeTpoB ThreatSense NO3BONSET
onpeLennTb TUMbl ManoB, NOANAEXALLNX CKAHNPOBAHNIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense A1 CKAHUPOBAHUS KOMMbOTEPa Mo TpeboBaHMIo
TakK)XXe LOCTYMHbI ONMCaHHbIE HUXXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/ibTEPHATMUBHbLIE NOTOKW OAHHbIX,
ncnosb3yemble (hansioBON CUCTEMON NTFS, — 3TO CBA3M (halnioB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOb30BaHUN 0ObIYHBIX METOA0B CKaHMPOBaHNA. MHOrme 3apaxeHus
MaCKUpyloTCa NOL anbTepHaTUBHbIE NOTOKMN AaHHbIX, MbiITasCb N3bexxaTb 0bHapyKeHus.

3anyckaTb ()OHOBOE CKAaHMPOBaHMWE C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHNPOBaHUSA
noTpebnsieT HEKOTOpPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecnn nonb3oBaTesnb paboTaeT ¢
pPecypCcoemMK1MMu NporpaMMaMm, MOXKHO akTMBMPOBAThL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHan npoBepki 0TobpaxKaeT BCe 0TCKaHMPOBaHHbIe (Dalsibl B
CaMOpaCnakoBbIBAIOLMXCS apXUBaXx, faXke He3apaXkeHHble (MOXeT co3faBaTb 60/bLIOE KONIMYECTBO
LaHHbIX XXYpPHana CKaHMPOBaHWA 1N yBEIMYMBaTbL pa3Mep ero danna).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3YOTCA
ONTUMaJibHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHOIO YPOBHS CKAHMPOBAaHWSA C
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COXPaHEHNEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSS OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (hakfoB.
Ecnm onTuMmu3aumsa Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOJb3YOTCA TObKO NOJIb30BaTEIbCKNE
HaCTPOVKN Aapa ThreatSense Ka)K10ro Moy ns.

CoXpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOOHOE 3HAYeHNe BPEMEHW A0CTYMNa K CKaHMPYeMbIM halinam, a He 06HOBASATL UX
(HanpuMep, A5 NCNOJSb30BaHNSA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pasnene «OrpaHnyeHns» MOXHO yKa3aTb MaKCMMalbHbIA pa3Mep 06 bEKTOB U YPOBHY
BJIOXKEHHOCTW apXMBOB /1 CKAaHNPOBaHUS.

NMapameTpbl 06bLEKTOB

MakcumanbHbIK pasMmep obbekTa: onpeaensetT MakCMManbHbIN pa3sMep 06bEeKTOB, NoANEeXaLLnX

CKaHMPOBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PpeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIOYEHUS U3 CKaHMpoBaHWA Bonblunx o6 beKToB. 3HaYeHne
no yMoJi4aHuio: He orpaHun4eHo.

MakcuManbHas NPoAOJKUTENIbHOCTb CKAaHMPOBaHUA oObekTa (C): onpenenseT MakCUMasbHoe
3HayYeHVe BpeMeHu N1 CKaHUMpoBaHMA (annoB B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAIMU). ITa HACTPONKa He MPUMEHSETCA K
OTAEeNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXXeT COOCTBEHHOE 3HAYEHNE 1 YKa3aHHOe BpeMs
ncTeveT, CkaHMpoBaHme ByaeT 0CTaHOBIEHO Kak MOXHO CKOpee BHE 3aBUCUMOCTHW OT TOro,
3aBepLUEHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnun peyb npet 06 apxmse ¢ 60sblIMMKM (hasiamMn, CKaHUpoBaHWe byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia U3 apxmea (Hanpumep, Korfaa nosib3oBaTesb 3afan 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHune anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTallbHble
(haninibl B apxvBe CKaHNpPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHMPOBaHMWA, B TOM Yucie Aas apxusos 60SbLLOr0 pa3mepa,
NCnonb3ynTe napameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuMmanbHbiM pasmep cganna B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMKU npobnemammn 6esonacHoCcTw).

3HayeHne no ymoa4aHuto: He orpaHunyeHo.

HacTpoMKu CKaHMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpefenseT MakCuMaabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHne no ymoa4aHumio: 10.

MakcuMmanbHbIA pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONAET 3a4aTb MaKCMMabHbIN
pa3mMep (hainsioB B apxmee (KOrga OHW U3BJIeYEHbI), KOTOPbIE A0/KHbI CKaHUPOBATLCS.
MakcumanbHoe 3HavyeHne — 3 Ib.

He pekoMeHayeTCs U3MEHSTb 3HAaYeHMA MO YMOJIYaHUIO, Tak Kak 00bl4HO A5t 3TOr0 HET 0coboi
MPUYUHBI.
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NcKnioYyeHHble U3 CKAaHUPOBaHUA pacCLUMpPEHUs
daunnos

cknioveHHble paclumpeHns ansioB 0OTHOCATCA K NapaMeTpam ThreatSense. YT0Obl HACTPOUTL
NCKNIOYeHHble pacluMpeHuns gannos, wenkHuTe MapameTpsbl ThreatSense B OKHe «PaclUMpeHHble
napameTpbl» Ang Noboro MoayIa, KOTOPbIN UCMO0b3YeT TEXHONOr N0 ThreatSense.

PaclimpeHneM Ha3blBaeTCs YaCTb MMeHW daina, oTAeNIeHHas 0T OCHOBHOWM 4YacTu TOYKON. OHO
onpegenseT TUn anna n ero COaepXxnumoe. IToT pa3ges NnapaMeTpoB ThreatSense N03BONSAET
onpeLennTb TUMbl Ganos, NoAAEXaLNX CKAHUPOBAHNIO.

He cnepyeT nyTaTbh 3TY (MYHKUNIO C SPYT MU BO3MOXXHOCTAMU UCKOYEHNA — VICKIl0YeHns
Onsa npoweccos, ckatoYyeHns cuctemMsl HIPS nian VickaoyeHns danaos/nanok.

Mo yMOJIYAHUIO CKaHUPYOTCA BCe dhaitnbl. JIloboe paclumpeHmne MOXXHO 106aBUTb B CMUCOK (DaoB.,
NCK/IOYEHHBIX N3 CKaHWPOBaHMSI.

NHorpa moxeT 6bITb He06X0£I,I/IMO NCKNKYUTb ¢)al7lﬂbl, €C/In CKaHNpoBaHME onpenesieHHbIX TUMNOB
(hannos NpenaTCTBYET HOPMaJibHOM paboTe NporpaMMbl, KOTOPas MCMOb3yeT 3TN paclUMPEHUS.
Hanpumep, MoxeT BbITb MONE3HO UCKJIIOYUTL pacumpermns .edb, .eml 1 . tmp NPU NCNOSIb30BAHUN
cepBepoB Microsoft Exchange.

Onsa nobaBneHns B CNCOK HOBOro paclunpeHns HaxxmmTe flobaBuTb. BBegnTe paclimpeHue B
nycToe nose (Hanpumep, tmp) N HaxmMnTe KHonky OK. Beibpas BapnaHT [Ll06aBMTb HECKONbKO
3HaYeHMNU, MOXXHO [06aBUTb HECKOJIbKO pacLUMPEHNA MeH (haisioB, pa3fesiue X CUMBOJIOM
nepeeofia CTPOKW, 3aMATOM UM TOYKOW C 3anaTomn (Hanpumep, BbibepnTe ToYKa € 3ansToOMn 13
pacKpbIBaOLLErocs MEHIO B Ka4eCTBe pa3fenntens u seeante edb;eml; tmp).

MO>XHO UCNOJIb30BaTh CNeuunasibHbIN CUMBOI «?» (BONPOCUTESbHBIN 3HAK). BonpocuTebHbIN
3HaK npeacTasnseT nwbon cumeon (Hanpumep, ?db).

YT106bl pacwmpeHns annos oTobparkanncb B onepaLmoHHON cncteme Windows, CHAMUTE
naxxok CKpbiBaTh pacLUMpPEHNs ANA 3aperncTpMpoBaHHbIX TUNoB ¢annos, BLIbpas
MaHenb ynpasneHus > CBOUCTBA nanku > Bua v npyuMeHnTe 3T0 U3MeHeHue.

HonosHuUTeNbHbIe NapaMeTpbl ThreatSense

YT10bbl NI3MEHUTb 3TN HACTPOMKHN, BbibepnTe PacluMpeHHble napaMeTpsl (F5) > Moaynb
obHapy>xeHus > 3awmta PannoBON CUCTEMbBI B peasibHOM BPEMEHHU > [lonoNHUTE NIbHbIE
napaMeTpbl ThreatSense.

OononHuTenbHble NapaMeTpsbl ThreatSense OJ1I TONBLKO 4TO
CO3AaHHbIX U U3MEHEeHHbIX (paisioB

BepoATHOCTb 3apa)eHns TOIbKO YTO CO3AaHHbIX UM U3MEHEHHbIX (PaiioB BbilLe N0 CPABHEHWUIO C
aHasIorMYHbIM NokasaTesnieM Ans CyLwecTByoWmX (annos. iIMeHHO NO3TOMY NporpaMMa nposepseT
3TV aitsibl C UCNOSb30BAHNEM AOMONHUTENbHBIX MAapaMeTPOB CKaHMPOBAHWS. ESET Internet Security
BMecTe C 00bl4YHbIMY METOAaMN CKAHUPOBAHUSA, OCHOBAHHBLIMI Ha CUrHATypax, NpUuMeHsaeT
pacLUMPeHHbIN 3BPUCTUYECKMI aHaNU3, YTO AeNaeT BO3MOXHbIM 0OHapyXeHne HOBbIX Yrpos3 elle [0
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BbIMyCKa 0OHOBNEHWI MOAY NS OOHApYXeHUS.

B nononHeHue K TONIbKO 4TO CO3AaHHbIM halifiaM BbIMONHAETCS TakXXe CKaHWpPOBaHme
CaMopacnaKoBbIBAIOLWMXCA apXUBOB (.sfx) 1 MPOrpaMM-yNnaKoBLLUKOB Cpefbl BbINOJIHEHUSA
(McnonHsAeMbIX (haitfIoB C BHYTPEHHUM CKaTuneMm). Mo yMoNYaHUo apXxmBbl CKaHMpyTCa 1o 10-ro
YPOBHS BJIOXKEHHOCTU HE3ABUCKMO OT UX PaKTUYeCKoro pasmepa. [Ans naMeHeHs napameTpos
NPOBEPKMN apXnBOB CHUMUTE (hNiaXkKoK MapaMeTpbl CKAHUPOBAHUA APXUBOB NO YMOMYAHMUIO.

AdononHuTeNnbHbIe NapaMeTpbl ThreatSense AN UCNOJIHAEMbIX
dbaunos

PaclumMpeHHbI# 3BPUCTUHECKUIA aHaIU3 Npu 3anycKe ¢aisioB: Mo YMOYaHMIO NPU 3anycke
haiiIoB NPUMEHSETCS pacllvpeHHas 3BpUCTMKA. ECAK 3TOT napaMeTp BKJIIOYEH, HACTOATE/IbHO
PEKOMEH1YeTCs BKMOYUTb ONTUMMU3ALINIO Smart U ESET LiveGrid®, 4TOBbl yMEeHbLINTL BO34ECTBME Ha
MPOM3BOAUTENILHOCTb CUCTEMBI.

PacluMpeHHbIA 3BPUCTUYECKUNA aHaNN3 NpU 3anycKe (ansioB CO CbeMHbIX HOCUTENEN:
npexae 4eM paspeLlmnTb 3anyCk Koda CO CbeMHOro HOCUTENS, CMCTEMA PaCLUMPEHHOIO
3BPUCTMYECKOr0 aHasm3a IMyANpyeT Kog B BUPTYaslbHON Cpefe U OLEeHUBAET ero nosegeHune.

3awuTa B MHTepHeTe

YT06bl KOHOUIYPUPOBATL 3aLUUTY AOCTYNA B UHTEPHET 1 3IEKTPOHHON MOYThI, WENKHUTE 3aluMTa
NHTepHeTa B okHe HacTpoMkKa. B 35TOM OKHe NpefoCcTaBASeTCs 4OCTYMN K AOMOJIHUTENbHbIM
napamMeTpaM Nporpammbi.

Y10bbI NMPUOCTaHOBUTb UJIN OTK/IIOYNTb OTAEIbHblE MOAY/IN 3alUNThbI, LLEJIKHUTE 3HAa4Y0K MOJI3yHKa

|A OTKNOYEHNE MOAYJIEN MOXKET NPUBECTU K CHUXKEHWUIO YPOBHS 3aLLMThl BalLEr0 KOMMbIOTEPA.
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(es[ED) INTERNETSECURITY i - O X

@ 3awwuta MHTEepHeTa

OMALUHAA CTpaHuLa
ﬁh A Fann SJawwTa goctyna e VIHTepHeT

Brmoueno: cGHapyseHue n Gnoknpoeka Be-cafiToB C BPEADHOCHBIM COAEMHMMEIM,
Q CKEIHI.-IpOEIEIHI.-IE KOMNBHITERS

Bal_u,n'ra NoYTOBOrO KNWeHTa

8RO

O OBHoBNEHNE Braroueno: ckaHuposaHie cooBLIEHHA, NPUHAMAEMBIX M OTNPAENAEMBIX NOYTOBBIM
KJIMEHTOM,
B cepeuc
3awmTa oT cnama ﬂ-v
. Brnwoueno: oBHa EHWE W YAANEHWE HEXENATENEHBIX COOBLLEHMIA.
IEZ Hactponka Py v =
3awmTa oT GMWKHra
@ CNpaeka 1 NoAepkka w ¢ . £
Braroueno: obHapy#eHre n BNOKMPOBKE MOLLEHHWYECKHX W GULLWHIOBbX BeB-caifTos,

1} WmnopT v 3kcnopT napameTpor £ NononHuTensHee HACTPORKK

LLlenkHNTe 3Ha4yoK LeCTEPEHKN 'ﬁ', 4TObbI OTKPbITb Beb-canT, SNIEKTPOHHYIO MOYTY UK 3alUNTY OT
(pI/ILLII/IHFa./3aLLI,VITbI OT CfnaMa B pa3pene «JlonoNHNTENbHbIE HaCTDOMKVI».

MoakntoyeHne K MHTepHEeTY CTano CTaHAapTHOM PyHKLMUEN NEPCOHANbHOIo KoMnbloTepa. K
coXaneHuto, IHTepHeT Tak)Xe CTasl U OCHOBHbIM CPeACTBOM PaCcnpOCTPaHEHNS BPEAOHOCHOMO KOAa.
Mo3TOMY KpalHe BaXKHO yAeNnnTb 0cob0e BHUMaHMWe 3alimTe A0CTyna B UIHTEPHET.

3allliTa NoYTOBOro KAveHTa obecneynBaeT KOHTPOb 06MeHa AaHHbLIMMK MO NPOTOKO1aM POP3(S) 1
IMAP(S). C NOMOLLIbIO NOAKN0YAEMOro MoAy s AN MOYTOBOr0 KAMEHTA NporpamMMa ESET Internet
Security NO3BONSIET KOHTPOIMPOBATbL BECb 0OMEH JaHHbLIMW, OCYLLIECTBJIAEMbIA NOYTOBLIM KIMEHTOM.

OYHKUMS 3aLUNTLI OT CnaMa OTGUAbTPOBLIBAET HEXeslaTesbHble CO0OLLEHNS, MOCTYNatoLwme no
3/IeKTPOHHOW NoyTe.

[N9 3aMTbl OT cNaMa LLENKHNUTE 3HAYOK LECTEPEHKM Ly BbIOEpUTE OAMH U3 CReayoLLnX
BApPWAHTOB.

* HacTpouTtb: nepexol K pacluMpeHHbIM HaCTPOMKaM 3alliThl MOYTOBOr0 KJAWEHTA OT CNaMma.

* CnN1coK appecoB NoJsib3oBaTens (ec/v BKIOYEH) — OTKPbLIBAET AMasIoroBoe OKHO, B
KOTOPOM MOXXHO A00aBNsATb, peAaKTUPOBaTh MM YOaNsATb aApeca ANa onpeneneHns npasun
3alWMThl OT cnaMa. MNpaBuaa B 3TOM cnncke 6yayT NPUMEHATLCS K TEKYLLEMY MONb30BaATENIO.

* FnoGanbHbIM CNUCOK appPecoB (eC/v BKIKOYEHO) — OTKPbIBAET AMalor0BOE OKHO, B KOTOPOM
MOXXHO 006aBNsATb, peaakTMpPOoBaTb UK YAaNATb aapeca 4S8 onpeneneHns npasu 3alinTbl OT
cnama. NpaBuna B 3TOM cnncke ByayT NPUMEHATLCS KO BCEM NOJIb30BaTENAM.
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3alnTa OT (PULUIMHIa AaeT BO3MOXHOCTb 6J'IOKI/IpOBaTb BE6-CTpaHI/ILI,bI, Ha KOTOPbIX €CTb
CDI/ILIJVIHFOBOQ cooepxunmoe. HacTosaTenbHO pekoMeHaOyeTCAa OCTaBUTb BCe OMUUK 3alLUNTbI OT
qJI/ILIJVIHFa BK/1IOYEHHbIMN.

PdunbTpaLUA NPOTOKONOB

3allUmMTa NPOTOKOJIOB MPUSTOXKEHUIA OT BUPYCOB obecnevymBaeTcst MOAyJIeM CKaHMPOBaHWA ThreatSense,
B KOTOPOM 06beNHEHbI BCE COBPEMEHHbIE METOAbI CKAHMPOBAHMUS /151 BbISBNIEHNS BPEAOHOCHbIX
nporpamMmm. OyHKUUS (UAbTPALMKN MPOTOKOJI0B paboTaeT aBTOMATUYECKM, HE3aBUCUMO OT
NCMO/b3yeMbIX KIMEHTOM Beb-Opay3epa 1 3N1EeKTPOHHOW MOYThl. N5 pefakTUPOBaHNA HAaCTPOEK
3alUMdPOBaHHBIX (SSL) coeanHeHW BbIbepuTe JONONHUTENbHbIE HACTPONKHU (F5) >SUIHTepHeT M
3J1IeKTPOHHasA nouTa > SSL/TLS.

BKIIO4YMTb (PUNbTPALUIO COAEPXKMMOro, NepefaBaeMoro no NpPoToKoJsiaM NPUJIOXKEeHUH:
MOXKET WCMO0JIb30BaThCs A5 OTK/OYEHUS PUNLTPALIUN NPOTOKOI0B. MHOr1e KOMMOHEHTbI ESET
Internet Security (3aLMTa JOCTYNa B UHTEPHET, 3aLLMTa NPOTOKOJIOB 3/1eKTPOHHOW MOYThI, 3aLWuTa 0T
ULLNHTA U POAMTENLCKUIA KOHTPOJIb) 3aBUCAT OT 3TOMO NapaMeTpa 1 He cMoryT paboTaTk B C/lyyae
€ro OTKJII0YEHNS.

NcknioYeHHble NPUI0XKEHUA: MO3BOSET UCKIIIOYNTL YKa3aHHbIE NPUIOXKEHNS U3 (huabTpaLun
NMPOTOKOJIOB. 3Ta (hYHKUMUS NoSie3Ha, eCnn hUnbTPaLns NPOTOKOOB Bbi3biBaeT Npobniembl
COBMECTVMOCTMW.

NcknioYeHHble IP-aapeca: No3BoiseT UCKI0YNTb YKa3aHHble Yaa/leHHble aapeca 13 huibTpaLum
MPOTOKOJI0B. 3Ta (hYHKLMS NONe3Ha, eciv hubTpaLms NPOTOKOJI0B Bbi3biBAaeT Npobiemb
COBMECTUMOCTM.

NobasneHune (HanpumMep, 2001:718:1c01:16:214:22ff:fec9:ca5).

MopceTb: NoACETL (Fpynna KOMMbIOTEPOB), 3a4aHHas IP-aapecom 1 Mackon (Hanpumep,
2002:¢0a8:6301:1::1/64).

IPv4-apgpeca u Macka:

* 192.168.0.10. pobaBneHune IP-agpeca OTAENLHOr0 KOMMbIOTEPA, A8 KOTOPOro A0JIKHO BbITb
NPUMEHEHO NpaBuJIo.

* 192.168.0.1 0o 192.168.0.99. BBEAUTE Ha4asibHbIN M KOHEYHbIV IP-agpeca, 4Tobbl 3a4aTb
Anana3oH IP-aapecoB (MM HECKOJIbKO KOMMbIOTEPOB), K KOTOPbLIM cliegyeT NPUMEHUTb
npaswno.

* [MoaceTb (Frpynna KOMMNbIOTEPOB), 3af4aHHas IP-agpecoM 1 Mackon. Hanpumep,
255.255.255.0 — 3TO MacKa ceTu ona npedukca 192.168.1.0/24, KOTOPbLIA 03Ha4YaeT AMana3oH
afpecoB OT 192.168.1.1 [0 192.168.1.254.

IPv6-appec u Macka:

* 2001:718:1¢c01:16:214:22ff:fec9:ca5 — IPv6-afpec OTAEeJIbHOr0 KOMMbloTepa, 4519 KOTOPOro
HY>XHO MPUMEHUTb NpaBuKIo.

* 2002:c0a8:6301:1::1/64 — |Pv6-afipec C AanMHon npedukca 64 buta, T. €. oT
2002:c0a8:6301:0001:0000:0000:0000:0000 [0 2002:c0a8:6301:0001:ffff:ffff:ffff:ffff.
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VcknlovyeHHble NPUuNoXeHus

ONsi UCKNIOYEHNSA COEANHEHWNI ONPEAENEHHbIX CETEBbLIX NMPUJIOXXEHNIA N3 PUNbTPALIMN COLEPKUMOTO
BblAennTe ux B cnucke. CoeanHeHNs BblAENEHHbIX MPUIOXKEHWI N0 NPOTOKOMAM HTTP/POP3/IMAP He
6yayT NpoBepATbLCA Ha HanMyue yrpo3. PeKkoMeHayeTCs NCMnosib30BaTb 3TY BO3MOXXHOCTb TONIbKO AN
TeX NPUI0XKEHUN, KOTopble paboTaloT HEKOPPEKTHO, ECJIN NX COEAMHEHUS NMPOBEPSIOTCS.

3anyck NpunoXeHun n cnyxb byaet LocTyneH aBToMaTu4yeckn. Haxmute kHonky J,06aBuTb, 4TOObI
BPYYHYO BbIOpaTh MNPUIOXKEHUE, OTCYTCTBYIOLLEE B CMUCKE (MbTPaLLIMM MPOTOKOJIOB.

MCKNHYeHHBIE MPUNOXKEHWA ?

CWindows\System32\svchost.exe
C\Program Files\MNotepad++‘\notepad++.exe

UcKnloUveHHble IP-aapeca

3anucm B cnncke 6ynyT NCKNOYEHb! U3 DUIbTPALIAM COAEPXKMMOro NpoTokooB. CoeanHeHNs no
NpoToKoNam HTTP/POP3/IMAP, B KOTOPbIX y4acTBYIOT BbibpaHHbIe afpeca, He byayT NpoBepsaThLCS Ha
Hasn4me yrpo3. TOT NapaMeTp PEKOMEHAYETCS UCMOJIb30BaTb TOIbKO A/ 3aCyKUBAOLLMX
L0BEPUS afpecoB.

HaxxmMuTe KHomnky JLo06aBUTb, YTOOLI MCKNIOYNTL IP-aApec, Anana3oH aapecoB WK NoMCeTh
yZaseHHOro y3/a, He 0Tobpa)xaemMoro B CnmMcke puabTpaLuy NpoToKoNa.

Haxxmunte KHOMKY Ypnanutb, 4Tobbl YyOa/nTb BblAeNeHHblIe 3anMnCn N3 CNCKa.
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WMcknroueHHele IP-agpeca ?

10.1.2.3

10.2.1.1-10.2.1.10
192.168.1.0/255.255.255.0
fed0::b434:b801:e878:5975
2001:21:420::/64

HDobaButb appec IPv4

ITOT yHKUMS no3sonseT fobaBnTh IP-agpec, Anana3oH af4pecoB UM MacKy NoaceTn yaaaeHHON
KOHEYHOW TOYKM, K KOTOPOWN JOJIKHO ObITb MPUMEHEHO NMpaBuio. MHTepHEeT-NPoTOKON BEPCUM 4
(IPv4) — 3TO yCTapeBLUas Bepcus, HO OHa [0 CUX MOp LLUMPOKO NUCNOJSIb3YeTCA.

OTpenbHbIN agpec: nobaBneHne IP-agpeca 0TAENbHOr0 KOMMbIOTEPA, A5 KOTOPOro A0KHO ObIThb
NPUMEHeHO NpaBusio (Hanpumep, 192.168.0.10).

Ovana3oH appecoB: BBEANTE HaYaslbHbI U KOHEYHbIN IP-agpeca, 4Tobbl 3aaTb Anana3oH IP-
aZlpecoB (MM HECKO/IbKO KOMMbIOTEPOB), K KOTOPLIM C/ieflyeT NPUMEHMTbL NPaBUIo (HanpuMep, oT
192.168.0.1 po 192.168.0.99).

MopceTb: NoaceTb (Fpynna KOMMNbOTEPOB), 3afaHHas IP-afpecomM U MacKoMN.

Hanpumep, 255.255.255.0 — 3TO MackKa ceTu Ans npedukca 192.168.1.0/24, KOTOPbIA 03Ha4yaeT
Anana3oH aapecos OT 192.168.1.1 [0 192.168.1.254.

NobaBuTb appec IPv6

ITOT hyHKUMS no3BonseT fobaBuTh IPv6-agpec Nanm Macky NOACETW YAAIEHHON KOHEYHOM TOYKM, K
KOTOPOWN AO/MKHO BbITb MPUMEHEHO MPaBWJI0. ITO HOBENMLIAA BEPCUS MHTEPHET-NPOTOKONA, U B
bynyuem oHa 3aMeHUT bonee cTapyto Bepcuio 4.

OTpenbHbIM appec: nobasneHne IP-agpeca 0TAENbLHOr0 KOMMbOTEPA, AN KOTOPOro AO/KHO BbiTb
NpUMeHeHOo Npasuao (Hanpumep, 2001:718:1¢01:16:214:22ff:fec9:ca5).

MNopceTs: NnofceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-apecoM 1 MacKon (HanpumMep,
2002:c0a8:6301:1::1/64).

108



SSL/TLS

ESET Internet SecurityMOXXeT NPOBePsiTb 0OMEH AaHHbIX MOCPEACTBOM NPOTOKOA SSL Ha Hannyne
yrpo3. Mo)KHO NCMoIb30BaTb Pa3/INYHbIE PEXUMbI PUAbTPALIUM ANS 3aLMLLIEHHbIX SSL-COeAUHEHWN,
AN15 KOTOPbIX UCMONb3YITCSA 10BEPEHHbIE CEPTUGDMKATBI, HEN3BECTHbIE CEPTUDUKATHI NN
CepTUPUKATLI, UCKIIOYEHHbIE 13 MPOBEPKMN 3aLUNLLEHHbIX SSL-COEANHEHNIA.

Bkno4MTb pUNbTPALMUIO NPOTOKONA SSL/TLS: eCnu hmnbTpaLms NPOTOKONA OTKIIOYEH],
nporpaMMa He CKaHMpyeT 0OMeH JaHHbLIMK MO NPOTOKONY SSL.

peXxum dmanpau,uu NMPOTOKOJIOB SSL/TLS OOCTYMNeEH Co CieayrownMn napamMeTpamm:

ABTOMATU4YECKUH Nicnonb3yeMbli Mo yMONYaHUIO PEXKM, B KOTOPOM CKaHUPYKOTCA TOJIbKO

pexxum COOTBETCTBYWOLLNE MPUITOXKEHNA, TaKNE KaK Be6-6pay3epbl N NOYTOBLIE
KAneHTbl. Ero MOXXHO nepeonpenennTs, BblﬁpaB npunnoXxeHns, onA
KOTOPbIX 6y,EI,ET CKaHMpOBaTbCA Nepenada gaHHbIX.

NHTepaKTUBHbLINA Mpw BbINOJIHEHUN BXOLA Ha HOBbI 3aLUULLEHHbIN SSL-CalT (C HEM3BECTHbIM

pexxum CepTUMUKaATOM) Ha 3KPaH BbIBOAUTCH AMasIor0BOe OKHO BblibOpa AeCTBuUA.
3TOT pexxvM No3BonseT Co3[4aBaThb CNNCOK CEPTUMMNKATOB SSL 1
MPUNOXKEHWNIA, NCKITIOYAEMbIX U3 CKaHVPOBaHMS.

Pe>XXuM noNUTUKHU PeXxnm NonnTukn: BoibepuTte 3TOT BapuaHT, 4TOObI CKaHNMPOBaTb BCE
3alUNLLEHHbIE SSL-COeANHEHMSA, KPOME TeX, KOTOPbIE 3allULLEHbI
NCKNOYEHHBLIMU N3 MPOBEPKK cepTudmnkaTamun. ECim yctaHaBInBaeTCs
HOBOE COeAVHEHMNE, NCMOJb3YIoLLEee HEN3BECTHLIN 3aBEPEHHbIN
cepTumrkaT, NoSb30BaTENb HE NOAYYUT YBEAOMSIEHNS, @ CaMO
coegnHeHne aBToMaTnyeckn byaet hmnnbTpoBaThCa. MNpu gocTyne K
cepBepy C HEHaAEXHbIM CEPTURNKATOM, KOTOPbIA NOMeYeH
Nofib30BaTENEM KaK AOBEPEHHbIN (A06aBeH B CMNCOK 10BEPEHHbIX
cepTumrkaTos), coegmHeHNe C 3TUM CEPBEPOM pa3peLlaeTcs, a
CoLlep>XMMoe KaHana CBA3N unbTpyeTCs.

Cnucok ﬂpMnO)KEHVIﬁ, OTqJVIanpOBaHHbIX C MOMOLLLbIO SSL/TLS: MOXET UCMO0JIb30BaTbCA 414
HaCTpOVIKVI rnoseadeHns ESET Internet Security 419 3a4aHHbIX I'IpVIJ'IO)KGHVIVI.

CnMUCoK U3BECTHbIX CepTVI(.bVIKaTOB: MO3BONIAET HACTPOUTbL NoBefeHne ESET Internet Security B
OTHOLUEHWNN KOHKPETHbIX CepTUPnKaToB SSL.

UcknioumTb coeauHeHue € A OBEepPEeHHbIMU A OMeHaMM: Kora 3TOT NapamMeTp BKJIIOYEH,
coeanHeHne C JoBEPEHHbLIMKN AOMEHAMU 6yueT NCKJII04YEHO 13 NpoBepKU. YpoBEHb 00BEPEHHOCTH
OOMeHa onpenendaeTca BCTPOEHHLIM «benbiM» CNNCKOM.

BnokupoBaTh WM POBaHHbIE NOAK/IOYEHUS, UCNOJb3YIOLLME YCTapeBLUMI NPOTOKOJ SSL
BePCUM 2: COeAVHEHUS, NCNoNb3yoLne 6onee paHHIOW BEPCKIO MPOTOKONa SSL, ByayT
aBTOMaTMYeCKU 6JI0KMPOBATHLCS.

KopHeBoM cepTudukart

[ o6aBuTb KOpHEBOM cepTUdMUKaT B M3BeCTHbIe Opay3epbl: 415 HOpMaabHOW paboTbl SSL-
NoAKto4eHnin B Bpay3epax 1 NOYTOBbIX KNNeHTax Heobxoaumo 1ob6aBUTbL KOPHEBON CepTURUKAT
ESET B CNUCOK U3BECTHbIX KOPHEBbLIX CepTuukaTos (nsgatenen). Mpu BKAOYEHUM 3TOro napaMeTpa
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ESET Internet Security aBTOMaTu4ecku fobanseT cepTuduKkaT ESET SSL Filter CA B U3BECTHble Bpay3epbl
(Hanpumep, Opera). Ans Bpay3epoB, NCNONb3YIOLWNX CUCTEMHOE XPaHUAULLE CEPTUDNKATOB,
cepTugmkaT pobaBnseTcs aBToMaTM4eCcku. Hanpumep, Firefox aBTOMaTUYECKM HAaCTPOEH ANs
L0BEPUS KOPHEBBLIM LLIEHTPaAM B XpaHUIMLLE CEPTUPUKATOB CUCTEMBI.

[na yCTaHOBKM cepTudukaTa B Henoaaep>xnsaemolie bpaysepol Bbibepute MpocMmoTpeTb
ceptucdukaTr > flononHuTenbHO > KonuposaTtb B pau..., a 3aTeM BPYYHYIO UMNOPTUPYATE €ro B
bpay3ep.

Cpok peuncteua ceptupukara

Ecnu poBepue cepTucmnkata He YCTAHOBJIEHO: B HEKOTOPLIX C/lyYasax cepTudukaT Beb-canta
HEBO3MO>XHO MPOBEPUTL C MOMOLLbI XPaHUANLLA CEPTUINKATOB AOBEPEHHbBIX KOPHEBLIX LIEHTPOB
cepTudmkaumm (TRCA). Mo3TOMy KTO-TO (HanpuMep, agMUHUCTpaTop Beb-cepBepa unmn HebonbLLON
KOMMaHWK) nognucan cepTudmrkaT, U NPUHATME peLLeHns 0 Bbibope Takoro cepTudmkaTa Kak
[lOBEPEHHOr0 He BCerga npeacTtaBnseT onaCHOCTb. BObLWMHCTBO KPYMHbLIX KOMNAHUA (HanpuMmep,
DaHKM) NCroNb3yT CePTUGUKATLI, NoANUCaHHbIe TRCA. ECn yCTaHOBNEH (h1aXXKOK 3anpawliuBaTh
CPOK peucTBuA cepTudukaTta (OH yCTaHOBMIEH MO YMOJIYaHUIO), MONb30BaTeNtO ByaeT npeanoXKeHo
BbiIOpaTb AENCTBME, KOTOPOE CneayeT NPeanpuHATbL BO BPEMS YCTAHOBKM 3allMPOBAHHOMO
coegmHeHmns. MoxHo BbibpaTb BapMaHT BNOKMpoBaTh NOAKAIOYEHUA, UCNOJIb3YIOLLMEe OAHHbIK
ceptudukaT, 4Tobbl BCeraa paspbiBaTbh 3aIMMPOBAHHLIE COEANHEHNSA C CANTOM, NCMONb3YIOWNM
HernpoBepeHHbIN cepTuduKar.

Ecnm cepTudmnKaT NOBPEXAEH: 3TO 3HAYUT, 4TO cepTMdmMKaT Obl HENPABWJIbLHO NOANUCAH UK
noBpexzeH. B 3ToM cnyyae ESET peKkoMeHAyeT 0CTaBUTb BbIbpaHHbIM NapamMeTp BnokupoBaTh
NoAKJIO4YeHUA, UCNOJIb3yloLWMe aaHHbIN cepTudukar. Ecnm BoibpaH NnapameTp 3anpawmBaThb
CpOK peucTBuA cepTudukara, nosb3oBaTesnto byaet npeanoxeHo BoibpaTb 4ENCTBME, KOTOPOE
cnepyeT NpeanpuHATL NPU yCTaHOBKE 3allMpPOBaHHOrO COeANHEHNS.

Cnegnytouine ctaTbh 13 6a3bl 3HaHWUA ESET MOTYT BbITb AOCTYMHbI TONLKO Ha aHMIMACKOM SA3bIKE:
* YBeJOMJIEHNSA KacaTelbHO cepTUdMKATOB B NPOAYKTax ESET Ans Windows A1 JOMALUHEr 0
1CMOJb30BaHUSA

* «3alINPOBAHHBLIA CETEBON TPadMK: HEHAAEXKHbLIN CepTUDUKAT» 0TobparkaeTcsa npu
noceweHnn Beb-cTpaHuLL

Ceptudukarnl

Ana HopMmasibHOM paboTbl SSL-MoAKM04eHNA B Bpay3epax 1 MOYTOBbLIX KneHTax Heobxoanmo
L06aBNTb KOPHEBOWN CePTU(MKAT ESET B CMIMCOK M3BECTHbLIX KOPHEBbIX CEPTU(MKATOB (M3naTenen).
MapameTp lo6aBuTbL KOPHEBOM cepTUdMKAT K M3BECTHbIM Dpay3sepaM [osKeH ObITb
aKTMBMPOBaH. Beibepute 3TOT NnapameTp, 4T0bbLI aBTOMaTM4YeCKM f06aBUTbL KOPHEBON CepTUdUKAT
ESET B M3BeCTHble bpay3epbl (Hanpumep, Opera, Firefox). Ans 6pay3epos, MCMONb3YIOLMX CUCTEMHOE
XpaHunuLLe cepTnrKaTos (Hanpumep, Internet Explorer), cepTudukaTt fobaBnseTcsa aBTOMaTUYECKM.
[N ycTaHOBKM cepTudukaTa B Henogaepxunsaemole bpaysepol Boibepute MpocMoTpeTb
cepTudukar > [lononHuTenbHO > KonuposaTb B haln, a 3aTeM BPYYHYIO UMMOPTUPYWTE €ro B
bpay3ep.

B HekoTOpbIX C/iyvasax cepTUdrKaT HEBO3MOXKHO MPOBEPUTL C MOMOLLBIO XPaHUINLLA SOBEPEHHbIX
KOPHEBbIX CepTUMUKATOB CepPTUDULMNPYIOLLNX OPraHoB (Hanpumep, VeriSign). 3TO 3HAYUT, 4TO Y
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cepTudgmKaTa cywecTsyeT cobcTBeHHas NoAnNuUCb Kakoro-nnbo apyroro cybbekTa (Hanpumep,
agMuHUCTpaTopa Beb-cepeepa nav HeboNbLION KOMMaHUN) U NPUHATUE peLleHns 0 Bblbope Takoro
cepTuMKaTa Kak JOBEPEHHOro He Bcerga npencTaBnseT onacHOCTb. BOSbLLIMHCTBO KPYMHbIX
KOMMaHUN (Hanpumep, 6aHKK) NCNONbL3YIOT CEPTUGUKATLI, NOANMUCaHHbIe TRCA.

Ecnn ycTaHoBneH (hia)kok 3anpawumMBaTh A,eUCTBUTENIbHOCTb cepTudukaTta (no ymMon4yaHuio),
nonb3oBaTento byaeT NnpeanoxeHo BbibpaTb AENCTBME, KOTOPOE CneayeT NpeanpuHsaTL BO BpeEMS
YyCTaHOBKM 3allMpPOBaHHOr0 coefnHeHuns. Ha akpaHe oTobpa3uTca gnanorosoe okHO ans seibopa
LEeNCTBUS, B KOTOPOM MOXXHO MPUHSATb PELLEHME O TOM, 4YTO C/leayeT caenaTb: MOMETUTb
CEPTUGUKAT KaK LOBEPEHHBIN NN KaK UCKIIIOYEHHbIN. ECn cepTudnKaT OTCYTCTBYET B CMUCKE
XpaHWnLa LO0BEPEHHbIX KOPHEBbLIX CEPTUDUNKATOB CEPTUPULNPYIOLLNX OPraHoB, A8 0hOpMIEeHUS
OKHa MCMOJIb3yeTCs KpacCHbI UBeT. Ecan e cepTudukaT ecTb B 3TOM CMNCKE, OKHO byneT
0(POPMNEHO 3e/IeHbIM LIBETOM.

Mo>xHo BblbpaTb BapnaHT BnokupoBaTb coeanHeHus, ucnonb3ylowme ceptudukar, 4Tobbl
BCera pa3pbiBaTb 3allMdpoBaHHbIE COEANHEHNSA C CAUTOM, UCMOJIb3YIOLLMM HENPOBEPEHHbIN
cepTumKar.

Ecnn 3ToT cepTudukaT HeLeNCTBUTENEH MW NOBPEXIEH, 3TO 3HAUYUT, YTO UCTEK CPOK AeACTBUA
cepTudmKaTa Uan Xe NCNonb3yeTcs HeBepHoe COBCTBEHHOE 3aBepeHne. B 3ToM ciyyae
pekoMeHayeTcs 610KMPOBaTb COEAMHEHUS, UCMOJb3YIOWME AaHHbIA CepTugUKar.

3awuncdpoBaHHbIK ceTeBOU TpaduK

Ecnn B cucTeMe HaCTPOEHO CKaHMpPOBaHWeE NPOTOKOa SSL, ANanoroBoe OKHO C 3anpoCcoM Ha BbIbop
nencTensa bynet oTobpaxaTbCs B ABYX Cy4vasX.

Bo-neps.bix, ecnu Beb-canT NCNonb3yeT HENPOBEPAEMbIA N HEAENCTBUTENbHLIN CepTUGMKAT, a
NPOAYKT ESET Internet Security HACTPOEH Ha Bbl4ayy 3arnpoCoB MoJb30BaTeN0 B TaKMUX Cyyvasx (no
YMOJIHaHMIO 3anpockl 0TOOpaxaloTCa 419 HENPOBEPSEMbIX CEPTU(MKATOB, a 4114
HeOeNCTBUTENbHbBIX — HET), MOSBUTCA AMANOrOBOE OKHO C 3aMpoCOM Ha pa3peLueHue niu
6nokupoBaHue noaksodeHus. Ecnm ceptugmkata HeT B Trusted Root Certification Authorities store
(TRCA), TO OH CHYMUTaeTCA HeHaaeXXHbIM.

Bo-BTOpbIX, €CNN B KaYeCcTBe pexxuMa puabTpaLMm NPpoToKoNaA SSL BbiOpaH MHTEPAaKTUBHbIN
peXuMm, To nNpu NoakI4YeHnn K ntobomy Beb-canty byaeT oTobparkaTbCs 3anNpoC Ha CKAaHUMpPOBaHUe
AV UITHOpUpOBaHUe. HeKoTopble NPUIOXKEHNSA NPOBEPSIOT SSL-TpauK Ha NpeaMeT N3MEHEHUI 1
MOHMTOPUHIra. B Takux cnyvyasax aAna coxpaHeHus paboTocnocobHOCTU NPUIOXKEHUS NporpamMmma ESET
Internet Security [,0J1)KHa SSL-Tpa)uk MTHOPUPOBATh.

Cnepytowme ctatbmn 13 6a3bl 3HaHWUIA ESET MOTYT 6bITb 4OCTYMNHbI TO/IbKO Ha aHIJIMACKOM S3bIKE:
* YBeOMJIEHNSA KacaTeNbHO cepTUdMKATOB B NPOAYKTax ESET Ans Windows A1 JOMALLIHEro
1CMOJb30BaHUSA

* «3allndpoBaHHbIA ceTeBON TPaUK: HEHaAEKHbBIAN cepTUdUKaT» oTobpa)kaeTcs npu
nocewleHnmn Beb-cTpaHmL

B Ka)A0M KX 3TUX CJly4aeB MoJib30BaTe/lb MOXKET COXPaHUTb B CUCTeMe Bbl6paHHOE nencrtaue.
COXpaHEHHbIe nencTems XpaHATCa B cnncke CrivCoK M3BECTHbLIX CePTUdUKATOB.
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CnUCOK M3BeCTHbIX CepTU(PUKaToB

CnMCOK M3BeCTHbIX CepTU(MUKATOB N0O3BOSET HACTPOUTL NoBedeHMe ESET Internet Security B
OTHOLUEHUN KOHKPETHbIX CEPTUHNKATOB SSL, @ TaKXXe HaCTPOUTb 3aMOMUHaHNe AeNCTBUI
nosb30oBaTeNs, ecv B pasaese Pexxum cunbTpaumm npoToKonoB SSL/TLS BhibpaH
NHTepakTUBHbIA peXXUM. CNINCOK MOXHO NPOCMOTPETb U OTPeAaKTMPOBaThb, MOC/eA0BaTENbHO
BbI6paB 3/1eMeHThl JLONOJNIHUTENbHbIE HACTPOWKM (F5) > UHTEpHeT M 3N1eKTPOHHaA noyTa > SSL/TLS
> CNUCOK U3BECTHbIX CEPTU(UKATOB.

OKHO CNMCOK U3BECTHbIX CePTUUKATOB COLEPKMNT YKa3aHHbIE HIKE MYHKTI.

Ctonbubl

NUmMmsa : nma ceptudgukaTa.
N3paTenb ceptudmkara : nMa cosgartenia cepTugpmkara.

CybbekT cepTudukaTta : 370 Nose yKkasbiBaeT Ha CyObeKT, KOTOPOMY MPUHALNEXMUT OTKPbLITbIN
K04, COAEPKALLMNCA B MOJIe OTKPLITOrO K/toYa CybbekTa.

JocTyn: B Ka4eCcTBe 3HaYeHNs NapameTpa JlencTBUe AocTyna BbibepuTe PaspewunTsb nim
3abnokupoBaTb, 4T0ObI paspewnTb Uan 3abN0KMpPoBaTb 0OMEH AaHHbLIMW, 3aLULLEHHbIA 3TUM
CEpPTUEMKATOM, HE3ABMCUMO OT Ero HafleXXHOCTU. Boibepute ABTOMAaTM4YECKHM, YTOObI pa3pellaTs
LIOBEPEHHbIE CEPTUGMKATLI U NpeanaraTh BapuaHTbl AENCTBUIA NS HEHaAeXHbIX. BbibepuTe
3anpawuBaTthb, 4T00bl BCErAa 3anpalnBaTh AEWCTBUS NOSb30BATENS.

CKaHMpOBaTb: B Ka4YeCTBe 3Ha4YeHNsa NapamMeTpa JleucTBMe CKAaHMpPOBaHUA Bbibepute
CkaHupoBaTtb v NMponycTuTb, 4TObbI CKAHMPOBATL WU UTHOPUPOBATL 0OMEH AaHHbLIMY,
3alLUMLLEHHbIA 3TUM cepTUdmMKaToM. YTOObI CKAHMPOBATb B aBTOMAaTUYECKOM PEXMME U 3anpallnBaTb
LEeCTBNSA B UIHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4Yecku. Boibepute 3anpawmBars,
4TO6bI BCErAa 3anpalnBaTh LeCTBNS NOAb30BaTENS.

dNeMeHTbl yNnpaBJieHUA

N o6aBuTb — BLIGOP HOBOrO CepTUMKaTa U HAaCTPOWKa ero NnapaMeTpPoB, CBSI3aHHbIX C LOCTYMNOM 1
CKaHUPOBaHWEM.

N3MeHUTb: BbIbepuTe CEPTUGDMKAT, KOTOPbIA HYXXHO HAaCTPOUTb, N HAXKMUTE KHOMKY U3MEeHUTb.
Ypanutb: BbibepuTe cepTUMKaT, KOTOPbIA HYXXHO YAaNTb, U WeNKHUTE Y RanuThb.

OK/OTMeHa : HaxmuTe KHonky OK [/15 COXpaHeHUs U3MeHeHU i OTMeHa A5t UX OTMEHbI.

CnUCoK Npuno>XXeHuu, oTPUAbTPOBAHHDIX C
NMOMOLLLLIO SSL/TLS

Cnucok ﬂpMnO)KeHVIﬁ, OTdJVIﬂprOBaHHbIX C NOMOLLbIO SSL/TLS MOXET UCMO0JIb30BaTbCA 414
HaCTpOI7IKI/I rnoBeneHuns ESET Internet Security B OTHOLLEHUW onpeaeneHHbIX I'IpVIJ'IO)KeHI/IVI, a TakKXe on4d
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3anoMunHaHNs BbiIbpaHHbIX AENCTBUIA, eCn ANa NapaMeTpa Pe)xuMm punbTpauumn npoToKooB
SSL/TLS BbIOpaH MHTEPAKTUBHBIA peXXuM. CNMCOK MOXXHO MPOCMOTPETbL 1 OTPEeAaKTUPOBaTb,
nocnenoBaTeNibHO BbibpaB 371eMeHThl PaclumpeHHbie napamMeTpsl (F5) > UHTepHeT U d1eKTPOHHasn
nouyTa > SSL/TLS > CNnMCOK NpMao>KeHUH, OTUALTPOBAHHbIX C MOMOLLbIO SSL/TLS.

OkHO CNMCOK NPUNIOXKEHUN, OT(PUNABTPOBAHHbIX C MOMOLLbIO SSL/TLS COAEPXXUT TaKNE SNEMEHTHI:

Ctonoupbl

MpunoxxeHue: BbIbepnTE UCMONHSEMbIV (haliNl B lepPEBE KAaTaIOr0B MU HAXKMUTE KHOMKY ..., YTOObI
BPYYHY!0 BBECTU MyThb.

JeicTBMe cKaHupoBaHUA: BbibepuTe CkaHupoBaTb Wy MponycTuTb, 4TOObI CKAHMPOBATL NN
NrHOpUpoBaTb 0OMeH AaHHbIMK. YTO6bI CKAHMPOBATL B aBTOMATUYECKOM PEXIMME 1 3anpallnBaTb
LEeCTBNSA B UHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4YeCcKU. BuibepuTe 3anpawumBarb,
4yTO6bI BCErAa 3anpalmBaTh AENCTBUSA NOSb30BaTENS.

DJZ1IeMEeHTbI ynpasJjieHus

Ho6aBuTb: fo6aBieHe (hUIbTPOBAHHbLIX NPUI0XKEHWNA,
N3MeHUTDb: BbIOEpPUTE NPUIOXKEHNE, KOTOPOE HY>XHO HAaCTPOUTb, Y HAXKMUTE KHOMKY U3MEHUTD.
Ynanutb: BbibepnTe NpUIoXKeHne, KOTOPOE HYXXHO YAaNNTb, U HAXKMUTE KHOMKY Y AanuTh.

NMnopT/3KcnopT: UMNOPT NPUSIOXKEHNA N3 Paiia Uan COXpaHeHne TeKyLLero Crnnucka NnpuioXXeHun
B (ham.

OK/OTMeHa: HaxMuTe KHornky OK ans coxpaHeHus n3MeHeHuin nam OTMeHa 4515 UX OTMEHbI.

3almTa NOYTOBOro KJIMeHTa

CBefeHUs 0 KOHUTYpaLMKM UHTErpaLy CM. B pasfene VIHTerpaLms ESET Internet Security C MOYTOBbLIM
KJAWEHTOM.

lMapaMeTpbl MOYTOBOr0 KJNEHTa LOCTYMHbI B pa3gesie PacluMpeHHble napaMeTphbl (knaBuLwa F5) >
NHTepHeT M 31eKTPOHHAaA nouTa > 3awmTa NoYTOBOro KameHTa > [Mo4YTOBble KJIMEHTDI.

MouyToOBbLIE KJINEHTDI

BknwouuThb 3aluTy 311eKTp0HHOﬁ no4YThbl C NOMOLLbLIO NOAKJTIO4YaeMbIX Mop.ynev“l KJIUeHTa:
eCqin 3TO0T napaMeTp OTKJIKOYEH, 3alWUTa 3J'IeKTpOHHOI7I MOYThbl C NOMOLWbLI NOAKJTHOHaeEMbIX Mouyneﬁ
KJINeHTa BbIKJIDYEeHa.

CKaHupyemaﬂ BneKTpOHHaSI noyTa

BbibepuTe nucbMa ANs CKaHUPOBaHMS:

e Mony4yeHHble coobLieHns
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e OTnpaBneHHble coobLeHuns
e MpounTaHHbIe cCOOOLLEeHUsA

e I3MeHeHHoe coobLeHne 31eKTPOHHOMU NOYThI

PekoMmeHayeM 0CTaBUTb NapameTp BKAKOYUTDL 3alUTY 3JIEKTPOHHOM NOUYTbI C MOMOLLLIO
noAKJIIoYaeMbiX MOAYJIeN KJIMeHTa BK/OYEHHbIM. [laxke eCiv UHTerpauns oTKJ4YeHa
U He paboTaeT, nepenaya AaHHbIX MO NEKTPOHHOM NOYTE OCTAETCA 3aLMLLEHHON
mMoayseM OuabLTpaumns NpoToKON0B (418 NPOTOKON0B IMAP/IMAPS, POP3/POP3S).

DeicTBue, NpUMEeHseMoe K 3apa>KeHHOMY CoobLLeHuIo

Huyero He npeanpuMHUMATL — B 3TOM CJly4ae NporpaMmMa 6yneT BbiSBNATh 3apa’KeHHble
BNIOXKEHWS, HO He ByaeT BbINOHATh HUKAKUX JENCTBUA C COOBLLEHNSIMN SNEKTPOHHONM MOYThI.

Ypanutb coobweHune — nporpamMma byneTt yBeAOMASTb NOJb30BATENS O 3aPaXKEHUAX U yAaNaTb
coobweHus.

MepeMecTuTb coobLLEHME B NanKy «YpaneHHble» — 3apaxeHHble coobLieHns bynyT
aBTOMaTMYECKN NepeMeLLaThCs B Nanky «YaaneHHble»,

MepemecTuTb COOOLLLEHME B NANKY (4eNCTBME NO YMOSYaHWIO). 3apakeHHble coobuieHns byayT
aBTOMaTU4YeCKMN NepeMeLLaTbCsa B yKa3aHHYI0 nanky.

Manka — BbIbop nNanku, B KOoTopyto byayT nepemelaTbCcst 06Hapy>XeHHbIe 3apaKeHHble CO0bLeHNS
3JIEKTPOHHOW NOYThI.

I/IHTerpau,vm C NO4YTOBbLIM KJIUEHTOM

WHTerpauus ESET Internet Security C MOYTOBLIM KJIMEHTOM YBE/IMYMBAET YPOBEHb aKTUBHOW 3alUNTbI OT
BPeLOHOCHOr0 KoAa B COOOLLEHNAX INEKTPOHHOM NOYThI. ECIM MCNONb3yeMblil MOYTOBbIN KJIMEHT
NoALepXMnBaeTCs, B ESET Internet Security MOXXHO HaCTPOUTb MHTerpauuto. MNpy 3ToM naHenb
WHCTPYMEHTOB ESET Internet Security BCTaB/ASETCA HENOCPEACTBEHHO B NOYTOBbIN KINEHT,
obecneymBas 6osee 3hHeKTUBHYIO 3aLLMTY 3EKTPOHHOWN MoYThl. [lapamMeTpbl UHTErpaunm LOCTYMHbI
B pa3fene PacwimpeHHble napaMeTpsbl (kiaBuwa F5) > UHTepHeT U d1IeKTPOHHasA noyTa >
3awmTa NO4TOBOro KAueHTa > IHTerpauusa ¢ NOYTOBbLIM KJIMEHTOM.

B HacTosALWMIA MOMEHT NOALEPKMBAOTCS CefytoLMe NOYTOBbIe KANEHTbI: Microsoft Outlook, Outlook
Express, [1o4Ta Windows 1 Windows Live Mail. 3aliuTa 31€KTPOHHON NoYThl paboTaeT Kak nnaruH ans
3TUX Nporpamm. [NaBHOE NPenMMyLLEeCTBO NOAKIIOHAEMOr0 MOAY S 3aK/I04AETCA B TOM, YTO OH He
3aBMCUT OT UCMOJIb3YeMOro nNpoTokoa. Mpu Nosly4eHnn NOYTOBLIM KJNEHTOM 3alUNGPOBAHHOMO
CO06LLEHNS OHO PACLLUMGPOBLIBAETCSA U NEPeAaeTCs MOAY/I0 CKaHUPOBaHWS. MONHbIA CNNCOK
noaaepXMBaeMbIX MOYTOBbLIX KJMEHTOB U X BEPCUIA CM. B CTaTbe Ha3bl 3HAHWIA ESET.

OTknto4MTe PyHKUMM OnTUMU3aumua paboTbl ¢ BNoXXeHuasMU 1 PaclumpeHHas obpaboTka
NOYTOBOIO KJIMEHTA, eC/iv HabnogaeTcs CHKeHne BbICTPOAENCTBMA CUCTEMBI MPY MONYYEHNM
nucem.
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NMaHeNnb MHCTPYMEHTOB Microsoft Outlook

3awmTa Microsoft Outlook paboTaeT B Buae nogkno4aemMoro Mmoayns. focne ycTaHoBKM ESET Internet
Security 3Ta NaHeslb UHCTPYMEHTOB, B KOTOPOW NPUCYTCTBYIOT BO3MOXHOCTW AJ11 3alMThl OT BUPYCOB
ncnama, nobasnseTcs B Microsoft Outlook.

CnaMm: No3Bo/ISET MOMETUTL BbibpaHHble CO0bLIEHNS KaK craM. «OTrneYyaToK» NOMEYEeHHOro
coobleHns byneT oTnpaB/eH Ha LEHTPaJbHbIA CEpBEP, HA KOTOPOM XPaHSATCS CUrHATYpbl ClaMa.
«0TneyaTok» NoMeyeHHoro coobleHns 6yaeT oTnpaBeH Ha LEHTPaJIbHbIA CEpBEP, HAa KOTOPOM
XPAHATCSA CUrHATYpbl cnama. Ecnv Ha cepBep NoCTynaeT HECKOIbKO aHANOrNYHbIX «OTMEeYaTKOB» OT
Pa3HbIX NoNb30BaTeNel, Takoe coobLieHne B AanbHeNleM by1eT KNacCuhnLMPoBaTbCS Kak Cnam.

He cnaM: no3BosiseT NnoMeTUTb Bbl6paHHbIe Co0bLLEHMNA KaK He SBASIOLMNECS CNaMOM.

Appec oTnpaBuTensa cnama («4epHbIn» CNNCOK, CMMCOK pacChinatoLmx cnam agpecos): gobasnser
HOBLIN afpec OTNPaBUTENS B «4EPHbLIN CNNCOK». Bce coobLyeHns, NoNy4YeHHble C BHECEHHbIX B
CMWCOK agpecos, byayT aBTOMaTMYECKM KNAacCUPULMPOBATLCA KaK Cnam.

OcTeperantecb Nogaenkn agpeca oTnpaBuTens, HanpaBaeHHOM Ha To, 4TObbI 3aCTaBUTH
nony4vyatesia npo4ecTb coobueHne n 0OTBETUTb Ha Hero.

A

HoBepeHHble appeca («benbii» CNNCOK, CMMCOK AOBEPEHHbIX agpecoB): AobaBNAeT HOBbIN afapec
oTnpasuTens B «benbin» cnUcok. Bce coobuieHns, nonyyeHHblie ¢ agpecos M3 «benoro» Cnmcka,
HUKOr fa He ByayT aBTOMaTUYECKN KNacCMpMUMPOBaTLCS Kak CraMm.

ESET Internet Security: Ba>Xbl LLIEJIKHUTE 3HAYOK, 4TOObI OTKPbITb FTaBHOE OKHO ESET Internet Security.

MoBTOpHOE CKaHUpPOBaHME COOOLLLEHUA: NO3BOISET 3aMNyCTUThb NPOBEPKY 3IEKTPOHHON MOYThI

BPYYHYI0. MOXXHO yKa3aTb COOOLLEHUNS, KOTOPbIE By Ay T NPOBEPATHLCS, U aKTUBMPOBATbL NMOBTOPHOE
CKAHVPOBaHMe MOoJTyYeHHbIX CO06LLEeHNA. 018 NoyYeHUs OONONHUTENbHbLIX CBEeHWUIA CM. pa3fen
3alliMTa NOYTOBOr0 KJUEHTA.

HaCTpOﬁKM MoAyNA CKAaHUPOBAHUA: Ha 3KPaH BbIBOOATCA MapaMeTpPbl 3aLlNThl MOYTOBOIO
KJINEHTa.

HaCTpOﬁKa MOAYNIA aHTUCNAMaA: Ha 3KPaH BbIBOOATCA NapaMeTpPbl 3aLllThl OT CraMa.

AppecHble KHUIU: OTKPbIBAETCS OKHO 3aLUMTbl OT CMaMa, COAEep Kalllee CUCKN NCKITIOYEHHBIX,
JIOBEPEHHbIX aIpecoB 1 afpPeCcoB OTNPaBUTENEN cnama.

NaHeNnb MHCTPYMEHTOB Outlook Express U NMouUTbI
Windows

3awmTa ans Outlook Express 1 Mo4Tbl Windows (DYHKLMOHUPYET B KA4eCTBE NOAKJII0YaEMOr0 MOAY NS,
Mocne ycTaHOBKM ESET Internet Security 3Ta NaHelb UHCTPYMEHTOB, B KOTOPON MPUCYTCTBYIOT
BO3MOXXHOCTM A5 3alUTbl OT BUPYCOB UCNaMa, AobaBnseTcs B Outlook Express nan MoyvTy Windows.

CnaM: No3BOJISET NMOMETUTh BbiOpaHHble COOOLLEHUS KaK cnaM. «OTne4YaTok» NoOMe4YeHHOro
coobLleHns byaeT oTNpaBeH Ha LieHTPaslbHbIA CepBep, Ha KOTOPOM XPaHATCA CUFHATYpbl Cnama.
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«0TneYyaToK» NomMe4yeHHoro coobuieHns byaeT OTNpaB/eH Ha LieHTPabHbIA cepBep, Ha KOTOPOM
XPaAHATCA CUrHATYpPbl CNaMa. ECnm Ha cepBep NOCTynaeT HECKOIbKO aHaMorMYHbIX «0TNeYaTKOB» OT
Pa3HbIX M0Jib30BaTeseil, Takoe CoobLleHNe B fabHellleM byeT KNacCupuLMpoBaThCA Kak Cnam.

He cnaM: no3BosiseT NnoMeTuTh Bbl6paHHbIe CcoobLLEeHMNA KaK He aBASIOLLMeCs CNaMoM.

Appec oTnpaBuTensa cnama: no6aBNseT HOBbIN afpec OTNPABUTENSA B «4EPHbIN CMMCOK». Bce
Co00LLIEeHNS, MNOSTyYeHHble C BHECEHHbIX B CMUCOK aapecos, byayT aBTOMaTUYeCKM
KNnaccnguumnpoBaTbCa Kak Cnam.,

A OcTeperanTtecb Nogaesiku agpeca oTnpaBuTenNsa, HanpaBaeHHOW Ha TO, YTOObI 3aCTaBUTb
nosy4yatens Npo4ecTb coobueHne n OTBETUTb Ha Hero.

[oBepeHHbIN agpec: obaBNseT HOBLIN agpec oTrnpasuTens B «6enbin» cnmucok. Bce coobuweHus,
nosly4yeHHble C aapecos 13 «benoro» cnuncka, HUKorpa He ByayT aBTOMaTUYECKM
KNacCnpmumnpoBaTbCs Kak cnam.

ESET Internet Security: ABa>XAbl LUEJIKHUTE 3HAYO0K, 4yTObbI OTKPbITb rNaBHOE OKHO ESET Internet Security.

MoBTOpPHOE CKaHMpPOBaHUE COOOLLEeHUA: MO3BONSAET 3aNyCTUTb NMPOBEPKY 3JIEKTPOHHOW MOYThI

BPYYHY0. MOXXHO yKa3aTb coobLeHuns, KoTopble byayT NpoBepsAThLCA, U aKTUBMPOBATL NOBTOPHOE
CKaHWPOBaHME NOJIy4YEeHHbIX CoobLeHnn. 1N NonyYeHns AONOJIHATENbHbIX CBEAEHWU CM. pa3gen
3almTa NoYTOBOr0 KJAMEHTA.

HacTpoiku Moayns CKAaHMPOBAHMUA: Ha SKPaH BbIBOAATCS NMapaMeTPbl 3aLLNThI MOYTOBOr0
KJUEHTA.

HacTpo#ka Mogyna aHTUCNAMa: Ha 3KPaH BbIBOASTCA NapaMeTpbl 33Tl OT Cnama.

NHTepdenc

HacTpouTb BuA: No3BONSET U3MEHUTb BHELUHWUA BUA NAaHENN NHCTPYMEHTOB B MOYTOBOM KJIMEHTE.
Ina Toro 4Tobbl HACTPOUTL BHELIHMI BUA HE3ABMCMMO OT MapaMeTPOB NOYTOBOI0 KANEHTA, CHUMUTE
3TOT (PJIaXKOK.

Moka3biBaTb HAANUCK: 0TOOPaXKEHNE OMUCAHNIA 3HAYKOB.
TeKCT cnpaBa: oN1caHUs pa3MeLLalTCs He CHM3Y, a CnpaBa OT 3HAYKOB.

BonbLiMe 3HAYKKU: 0TOOPaXKeHNe B MEHIO 3HAYKOB KPYMHOro pa3mepa.

OKHO noaTBep>XAeHUus

370 yBeaooMJieHNE npeaHa3dHa4eHo ojia noaTBepPXXAeHNA TOro, 410 NOJIb30BaTEJIIO NeNnCTBUTENbHO
HY>KHO BbIMOJIHUTb BblﬁpaHHoe NlencTeme, n ons npenoTBpalleHna TeM CaMbiM BO3MOXXHbIX oLnboK.

KpOMe TOro, B OKHE TakK)X€ €CTb BO3MOXHOCTb OTKJIOYNTb NOATBEPXAEHNA.
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MoBTOPHO CKaHUpOBaTb COOOLLEHMSA

MaHeNb MHCTPYMEHTOB ESET Internet Security, UHTEFPUPOBAHHAA B MOYTOBbIE KJIMEHTHI, AaeT
Mo/sb30BaTE0 BO3MOXHOCTb YKa3aTb P NapaMeTpoB A1 MPOBEPKU 3NEKTPOHHON MOYThI.
MapameTpom MOBTOPHO CKAHMPOBATb COOOLLEHUA NpeanaraeTcs ABa ONUCAHHbLIX Janee pexume
CKAHMPOBaHWS.

Bce coobuieHunsa B TeKyLLen Nanke: CKaHMpyTCs coobLieHns B oTobpa)kaemon cenyac namnke.
TonbKo BbiOpaHHbIe COOOLEHUA: CKaHPYIOTCS TOIbKO MOMEYEHHbIE MOb30BaTeNeM CO0BLLEHNS.

®naxok MOBTOPHO CKAHUPOBATb Y)Ke€ CKAHMPOBaHHble COOOLEeHUA NaeT Mosb30BaTENO
BO3MOXXHOCTb BbINOJHUTb eLe 04HO CKaHMpoBaHMe coobLLeHnin, KoTopble y)xe Obian
NPOCKaHNPOBaHbI paHee.

NMpPOTOKOJIbI 3JIEKTPOHHOMU NMOYThI

IMAP 1 POP3 — CaMble PacnpoCTPaHEHHbIE MPOTOKObI, UCMOJb3YEMbIV 418 MOSYYEHUS 3NEKTPOHHOM
MOYTbI B MOYTOBbIX KAMeHTaxX. OHU NCnonb3ytoTcs Ans obMeHa AaHHbIMW MO 3NEKTPOHHOW MoYTe C
MOMOLLbIO MPUI0XKEHNS NMOYTOBOr0 KMeHTa. MpoTokoN IMAP — 3TO elle OANH UHTEPHET-NPOTOKO
AN NMONyYeHNs SNEKTPOHHOW NMOYThI, KOTOPLIA UMEET OnpeaesieHHbIe NpenMyLLiecTBa nepen POP3.
Hanpumep, cpa3y HECKOJIbKO KJIMEHTOB MOrYT OAHOBPEMEHHO NOAK/IYATHCS K OLHOMY 1 TOMY Xe
MOYTOBOMY SILLMKY W NepenaBaTb CBEAEHUS 0 COCTOAHUN COOBLLEHNS, B YACTHOCTW CBEAEHNS O TOM,
4TO coobLieHme 6bI10 NPOYNTAHO, YAANEHO UK Ha Hero Bbin AaH oTBET. Moy /b 3alUNThI,
obecneynBaloWMNA TAKOW KOHTPOb, aBTOMATUYECKM 3anyCKaeTCs Npu 3anycke CUCTEMbI U OCTaeTCS
aKTUBHbIM B MaMsTL.

ESET Internet Security obecnevymBaeT 3alNTY 3TKUX NPOTOKOJIOB HE3aBUCUMO OT MCMOJIb3yEMOro
NOYTOBOro KneHTa 1 6e3 HeobxoaMMOCTM NepeHacTpanBaTh MNOYTOBLIA KIMEHT. 10 YMOIHaHNIO
CKaHMpPYIOTCA BCe AaHHble, nepefaBaeMble Mo npoTokoaam POP3 1 IMAP, He3aBUCMMO OT
ncnoJibayembix no ymosiHaHMO HOMEPOB MNOPTOB POP3/IMAP.

ﬂ,aHHbIe, nepenaBaeMblie N0 NPOTOKONY IMAP, HE CKaHUPYOTCS. Ho cBAA3b C cepsepoM Microsoft
Exchange MOXXET CKaHMUpPOBaTb MOAVYJIb MHTErpaLuy B MOYTOBLIX KJIMEHTaX, TakKnX Kak Microsoft
Outlook.

PekoMeHAyeM 0CTaBMTb NapaMeTp BKAOYNTb 3aLLMUTY 3/IEKTPOHHOMW NOYTHI C MOMOLLbIO
¢dunbTpaL MM NPOTOKONOB BKJIIOYEHHLIM. YTOObI HACTPOMTL NPOBEPKY MPOTOKOJI0B IMAP/IMAPS 1
POP3/POP3S, NnocnenoBaTeNbHO BhibepuTe 3n1eMeHTHl PacluMpeHHble napaMeTpbl > UHTepHeT M
3/IeKTPOHHAasA noyTa > 3alMuTa NOYTOBOro KAueHTa > MpoTOKOJIbl 3/IEKTPOHHOM NMOYTI.

ESET Internet Security Tak>Xe nogaep>XXnBaeT CKaHUpPOBaHWEe NPOTOKO0J10B IMAPS (585, 993) 1 POP3S (995),
KOTOpble A5 nepegayvn nHGopMaLmm Mexxay CepBepoM 1 KIMEHTOM UCMONb3YIOT 3aliMgPOBaHHbIN
KaHaJl. ESET Internet Security NpoBepseT COeANHEHMS, UCMOJb3YyoLne MeTodbl WngpPoBaHmMa SSL 1 TLS.
Mporpamma byaeT BbINONHATL CKaHMPOBAHME TONbKO Tpaduka Ha NOpTax, MCNONb3yeMbIX
NPOTOKOJIOM IMAPS/POP3S, BHE 3aBUCUMOCTM OT BEPCUN ONepaLMoOHHON cucTemsl. MNpn
HeobXxoANMMOCTN MOXHO A00aBMTL U Apyrue nopTel. HOMepa NopToB CienyeT pa3fenaTb 3anaTomn.

3aluncpoBaHHbIe COEMHEHMNS CKAHMPYIOTCA MO YMOMYaHU0. YTo6bl MPOCMOTPETb HACTPOWKM
MOAYNS CKAHMPOBAHMWS, OTKPONTE paclUMPeHHbIe NapaMeTpbl 1 BbibepnTe UHTEpPHeT u
3N1eKTPOHHasA nouTa > SSL/TLS.

117



NTERNET SECURITY O x

[lononHUTeNbHbIE HACTPOUKM Q - ®
MOAYNb OBHAPYKEHA WHTETPALIMA C MOYTOBLIM KAMEHTOM
OBHOBMEHIME

MOYTOBLIE KNWEHTEI
3ALLMTA CETIM
MPOTOKOALI 3NEKTPOHHOM MOUTHI

Brnrounte AL ITY 3.'1EF.TpCHHCﬁ MoYTEl € MOMOLLLBHD

3alUTa NOUTOBOro KNMeHTa (aapa i pIo eI

HACTPOVIKA MOAYNA CKAHWPOBAHUA IMAP

L= B ¥ S R WS R ¥
o =i} o W
=1} W o
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HACTPOVIKA MOAYNA CKAHUPOBAHUA IMAPS
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Brntounte npoeepky npotokona IMAPS
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YBEAOMIEHIA
HACTPOPKM HACTPOMKA MOAYNA CKAHUFOBAHWA POP3

bl Qb e B Brnwounte npoeepky npotokona POP3

@ OK

PunbTp POP3, POP3S

MpOTOKOM POP3 ABNISIETCA CaMblM PACNpPOCTPAHEHHbIM MPOTOKOJIOM, UCMOJIb3yEeMbIM A5 MNOSy4eHUs
COO0BLLEHNIN B KJINEHTCKMUX NPUNOXKEHUAX ANS paboTbl C 31EKTPOHHOM NOYTON. ESET Internet Security
obecneymBaeT 3aWUTy A0S 3TOro0 NPOTOKONA HE3AaBUCUMO OT TOr0, KAKOW KJIMEHT 371eEKTPOHHOMN
NOYTbl UCNOMb3YETCA.

MoZynb 3awmThl, 0becne4ynBatoLLNin TAaKON KOHTPOJIb, aBTOMAaTMYECKUN 3anyCcKaeTcs Npu 3anycke
CUCTEMbI N OCTAETCA aKTUBHBLIM B MaMATKW. [TpoBepka NPOTOKO1a POP3 OCyLLECTBAAETCS
aBToOMaTnyeckn 6e3 HeobxoaMMOCTN NEePEHACTPONKIN NOYTOBOr0 KaneHTa. Mo ymon4aHuio
CKaHMPYIOTCA BCE AaHHble, Npoxoasawime yepes nopT 110, HO npy HeobXoANMOCTH MOXHO A06aBNTb
n gpyrve nopTbl. HOMepa NnopToB CriefyeT pa3fensdTb 3anaTon.

3alncpoBaHHbIe COEANHEHMNS CKAHMPYIOTCA MO YMONYaHU0. YTo6bl MPOCMOTPETb HAaCTPOWNKM
MOJLYNIs CKAHMPOBaHWS, OTKPOWTE paclUMPEHHbIE MapaMeTpbl 1 BbibepuTe UHTepHET K
3/1eKTPOHHAsA nouTta > SSL/TLS.

B 3TOM pa3nesnie MOXHO HaCTPOMTbL NMPOBEPKY MPOTOKO10B POP3 11 POP3S.

BK/IOYUTb NPOBEPKY NPOTOKOAA POP3: Npun BKJIOYEHUN 3TOMO NapamMeTpa BECb Tpaguk,
NPOXOASALLNIA MO NPOTOKOY POP3, MPOBEPSETCSA HA HAIMYME BPELOHOCHBIX MPOrpaMM.

MopTbl, UCNONb3yeMble NPOTOKOJIOM POP3: CMMCOK NOPTOB, MCMOJIb3yEMbIX NMPOTOKOAOM POP3 (110
Nno YMOJIHaHMIO).

ESET Internet Security Tak>xe NoALep>XMBaeT NPOBEPKY NPOTOKONa POP3S. B 3ToM Tune coefnHeHus
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ONs nepefayn nHhopMaLnm Mexay CEPBEPOM M KJIMEHTOM UCMOJIb3yeTCs 3allMGPOBaHHbIA KaHa.
ESET Internet Security NpOBEPSi€T COEANHEHUS, UCMOJb3YIOLWME METOAbI WGPoBaHMS SSL 1 TLS.

He npoBepATb NPOTOKON POP3S: 3alLMGPOBAHHbLIE COEAMHEHNS He By YT NPOBEPSATHLCS.

MpoBepATb NPOTOKOJ POP3S Ha YKa3aHHbIX NOPTaX: YCTAHOBMTE 3TOT (h/1aXKOK, YTOObI BKIOYNTb
MPOBEPKY NMPOTOKOJ1a POP3S Ha NopTax, YKa3aHHbIX B napameTpe MopTbl, UCNONb3yeMbie
NPOTOKOJIOM POP3S.

MopTbl, UCNOJIb3yeMble NPOTOKOJIOM POP3S: CNNUCOK NMOPTOB, NCMO/b3yeMbIX MPOTOKOJIOM POP3S,
KOTOpble cregyeT npoBepsaTb (995 no ymonyaHuto).

Tern 3/1eKTPOHHOMU NOYThI

MapaMeTpbl 415 3TON PYHKLMUM HAacTpanBatoTCcs B Advanced setup > UIHTepHeT M 3/1IeKTPOHHaA
nouTa > 3awWuMTa NOYTOBOro KnueHTa > MpegynpexaeHns u yBeaoMneHus.

Mocne NPoBEPKMN K COOBLLEHNIO 3NEKTPOHHON MOYThlI MOXET ObITh MPUKPENIEHO YBEOMEHUNE C
pe3ynbTaTaMu CKaHUPOBaHWA. Bbl MoxeTe BbibpaTh [L06aBNATL yBeAOMJIEHME K NOJIY4EHHbIM U
NPO4YUTAHHbLIM COOOLLLEHUAM 31IeKTPOHHOM NOYTLI UK [lo6aBNATL yBepoMeHue K
OTNPaBJIEHHbIM CO0OLWEeHnaAM. ObpaTnTe BHUMAHNE, YTO B HEKOTOPbIX Cy4asix yBeAOMIEHNS
MOryT OTCYTCTBOBaTb B NPobseMHbIX HTML-CO0BLLEHNSAX UK B COODLLEHNAX, MOBPEXAEHHbIX
BPEOHOCHBLIMU NporpamMMami. YeefoMneHns MoryT ObiTb 406aBAEHbI K BXOASLUM U NPOYUTAHHbLIM
COOBLEHNAM NN K UCXOASLUM COOBLLEHNAM (UM 1 K TEM, U K ApYruM). JOCTYNHbI caeayoLine
BapWaHThbI:

* Hukorpa: ysefoMneHuns He 0obaBnsoTCS.

* Mpun obHapy>xeHuu: OyayT OTMEYEHbI TOJIbKO CO0DLLEHNS, coaepKallme BpedoHOCHbIe
nporpammbl (Mo yMo4aHuo).

» lns BCcel 3N1eKTPOHHOMN NOYThI NPU CKaHUPOBAHMUK: Nporpamma bynet nobaBnaTh
YBEAOMJ/IEHUS KO BCEM CKaHUPYEeMbIM COOBLLEHNAM 3N1EKTPOHHON MOYTHI.

TekcT pna pobaBneHus B TeMy 0OHapy>XeHHbIX COOOLLLEeHUN 3JIEKTPOHHOM NOYThI. ITOT
WabsIoOH MOXKHO U3MEHWNTb, EC/IN HYXXHO OTPEeAaKTUPOBaTb hopMaT npedukca, 4ob6aBNSEMOro K
3apaxeHHoMy coobLeHnto. 3Ta PyHKLMA 3aMeHseT TeMy coobueHns Hello Ha dhopmaT
[0BbHapy>xeHne %DETECTIONNAME%] Hello. MNepemeHHON %DETECTIONNAME% 0603HavaeTca
obHapyxxeHwue.

3aliuTa OoT cnama

HexxenatenbHble co0bLLEHMSA, HAa3blBaeMble CTIAaMOM, BXOAAT B YNCI0 CaMblX CEPbe3HbIX Npobnem
COBPEMEHHbIX TENIEKOMMYHUKALNOHHbLIX TeXHONOrMin. lons cnama B obuiem obbeme nepegaBaeMbix
MO 3N1EeKTPOHHOW NoYyTe coobuieHni cocTasnseT okoso 30 %. 3awmuTa OT cNaMa orpakaaeT OT 3TOn
npobnembl. UCNonb3ys HECKONbKO NPUHLMMOB 3alMThl 3N1EKTPOHHOM NOYTbI, MOAY/b 3aWMUThl OT
crnama obecneynBaeT NPEBOCXOAHYIO (PMUAbLTPALMIO U HE NPOMYCKAeT B Manky BXOAALLMUX COobLLeHNIA
HeXxenaTesbHY No4TY. YToObl KOHDUIYpPMpPOBaThL 3alLUMUTY OT Cnama, OTKponTe PacluMpeHHble
napaMeTpsbl (F5) > UHTepHeT U 3/1IeKTPOHHasA nouTa > 3aluTa NoYTOBOro KJiMeHTa > 3alura oT
cnama.
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NTERNET SECURITY O X

[lononHUTeNbHbIE HACTPOUKM Q - @
MOAYNb OBHAPYKEHA WHTETPALIMA C MOYTOBLIM KAMEHTOM
OBHOBMEHIME

NOYTOBLIE KNWUEHTEI
3ALLMTA CETIM

MPOTOKOALI 3NEKTPOHHOM MOUTHI

NAPAMETPbI THREATSENSE

e, AT [ [ e e
d BV S0HE

SaLLATA OT PHLLIMKTA TETW 3NEKTPOHHOW MOUTBI

3ALLWTA OT CMAMA

KQHTPO/Ib ¥CTPOMCTE BrnrounTte 3L ATY NOYTOECTD KAWEHTE OT CNama

CEPBIAC PaspelwnTe paclunperHbIi nonck cnama X

WHTEPGEMC MOMb30OBATENA

OBPABOTKA COOBLUEHWIA
YBEAOMIEHIA

JoBaenTe TEKCT K TEME CO0BLLEHNA
HACTPOIKIA

KOHOWAEHLIMANBHOCTIA Tekcr [SPAM]

@ OK

OZHMM 13 Ba)KHbIX NPUHLMUNOB 06HapYyXeHNs Cnama ABASETCA pacrno3HaBaHNE HeXeNnaTe bHbIX
COO6LLEHNIN SNEKTPOHHONM MOYTHlI HA OCHOBE NPeABapUTENbHO ONpeaesieHHbIX 4OBEPEHHbIX aApecoB
(pa3peLLeHHbIX) 1 cnaM-agpecos (3a610KNPOBaAHHbLIX).

OCHOBHbIM MeTo40M 06HapyXeHUsi CraMa SBNIIeTCS CKaHWPOBaHMe CBOMNCTB CoobLLeHNs
3NEKTPOHHOM NOYThbI. MoNyYeHHble COOOLLIEHNS CKAHUPYIOTCS Ha OCHOBHbIE KPUTEPUN 3aLLMUTLI OT
cnama (onpeneneHns cooblleHmns, CTaTUCTUYECKME 3BPUCTUKI, aNrOPUTMbl pacno3HaBaHNa u apyrue
YHUKaNbHble MeToAbl). Pe3ynbTaToM paboThl 3TUX METOLO0B SBASETCS 3HAYEHNE UHAEKCA, NO
KOTOPOMY MO>XHO C BbICOKOW CTEMEHbI0 JOCTOBEPHOCTM ONPEeeNNTb, SBSETCS N cooblieHne
crnamom,

Bknwouutb MOAYJib 3alUUThbl NOYTOBOIO KJINEHTa OT HeXeslaTesIbHOM NMOoYThbl: eC/in 3TOT
(b1aXKoOK YCTaHOBMEH, 3alLlKTa OT CnamMa 6y)1eT dBTOMAaTU4YECKN aKTUBNPOBATLCA MNMPU 3arpy3ke
KOMMbIOTEPA.

Pa3pewuntb paCI.I.IMpeHHbIﬁ NMOUCK CnaMa: Nepnoanyeckun 6y,EI,YT 3arpy>XatbCq AOMNOJIHUTEJIbHbIE
OAHHble, KOTOpble NOoBbIWAT 3h(PEeKTUBHOCTb 3aLlLNTLI OT Chama.

3alWmnTa OT cnaMa B ESET Internet Security NO3BONISIET 3a/laBaTb pPa3/IMYHbIE NapaMeTpbl AN
coobLeHun.

ObpaboTka coobLeHun

Do6aBuTb TEKCT K TeMe coobLieHus: nNo3sosiseT 106aBNATbL HAaCTPaUBaeMyto CTPOKY npedukca
B M0Jie TeMbl COOBLLEHNI, KOTOPbIE KNacCUMULMPOBaHbI Kak craM. CTPOKa Mo yMOYaHWo —
[SPAM].
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MepemewaTb coobLLEHUA B NAaNKy ANA cnaMa: e/ 3TOT (h1aXK0K YCTaHOBEH, COODLLEHNS CO
cnamom B6yayT nepeMelLaTbCa B CTaHAAPTHYIO Nanky A5 HeXXenaTeslbHOW NoYThl, a coobleHuns,
NMOBTOPHO KJIAaCCU(MLIMPOBAHHbIE KaK He CNaM, — B Manky CO BXOAALLER NOYTON. Ecan WwenkHyTb
coobuieHre NpaBot KHOMKOWN MbIlWW 1 BbIOPaTbh B KOHTEKCTHOM MEHIO MYHKT ESET Internet Security,
NoSIBUTCS BO3MOXKHOCTb BbIOPaTb 0O[IMH U3 HECKOJIbKUX BapnaHTOB AEACTBUI.

Mcnonb3oBaTh nanky: Bbibop nanku, B KOTopyto ByayT nepemellatbCs 0bHapy>KeHHbIe
3apakeHHble CO0DLLEHNS 3N1eKTPOHHON MOYThI.

OTMeuaTb co0OLLEHUA CO CNAaMOM KakK MPOYMUTAHHbBIE; YCTAHOBUTE 3TOT (PJIAaXKOK, 4yTObbI
aBTOMATUYECKN NOMeYaTb HexxenaTeNbHble Co0bLLEeHNS Kak NPO4YNTaHHbIE. 9T0 nomoraet
COCpenoToHNTbCA Ha «HUCTbIX» coobLeHnax.

OTMeuaTtb NMOBTOPHO KnaCCMd)MLI,MpOBaHHbIe COOGI.I.I,EHMH KaK Henpo4uTaHHbIe: coobLeHns,
nepBoHa4aJibHO KﬂaCCI/ICpI/ILJ,VIpOBaHHbIe KaK ChaM, a 3aTeM NoMeYeHHbIe KaK «4UCTbIE>, 6yﬂ,yT
OTO6pa)KaTbCF| KaK Hernpo4nTaHHbIE.

Perucrpauus oueHKHU HeXXenaTesIbHOCTU: MOAY/lb 3allWThl OT cnaMa ESET Internet Security
MPUCBANBAET OLIEHKY HEXENAaTeNIbHOCTM KaXXAOMY NMPOCKaHMPOBaHHOMY coobLieHuto. JaHHoe
cooblueHre byneT 3anncaHo B XXypHasl 3aliUThl 0T crama ([ J1aBHOE OKHO NMporpamMmsl >
CnyxebHble nporpaMMbl > lonosiIHUTeNbHbIE CcpencTBa > dainbl XXypHana > 3awiuTa oT
cnama).

* HeT: oLeHKa, NONyYyeHHas B pe3yfibTaTe CKaHNPOBaHUS Ha NPeaMeT cnaMa, He BHOCUTCS B
XKypHan.

* PeKnaccuqmu.uposaHo U NMOMEe4YeHO KaK ClnaM: eC/n Bbl6paH 3TOT NapaMeTp, OUEHKN
HeXXenaTeNbHOCTU BCeX CO0BLLEHNI, MOMEYEHHBIX Kak SPAM, 6yﬂ,yT 3afncbliBaTbCA B XYpPHall.

* Bce: B XypHan 6y,uyT 3aMNnCbIBaTbCS BCe COODOLLIEHNS BMECTE C OLLEHKON HEXenaTenbHOCTH.

Ecnn B nanke He)xenaTeNibHOW NoYThl BbibpaTb coobleHune n BbibpaTb KOMaHay
KnaccudpuumnpoBathb BbibpaHHble coobweHuns kak HE cnaM, BbibpaHHoe coobuieHne
nepemMecTUTCA B Nanky BXoAsAwen noyTbl. ECan B nanke BXoAALWMX coobuieHnn BbibpaTb
coobLeHmne, KOTopble Bbl CHUTAET HEXeNaTenbHbIM, U BbibpaTb KoMaHAy KnaccudpuumnposaTtb
BbiOpaHHble coobweHus kak HE cnam, BbibpaHHoe coobLLEHNE NEPEMECTMTCS B Nanky
cnama. Bbl MoXxeTe BbibpaTb HECKONLKO CO0BLLEHN 1 paboTaTb CO BCEMU MU OIHOBPEMEHHO.

ESET Internet Security o6ecnedymBaeT 3allnTy OT cnama B Microsoft Outlook, Outlook Express, [o4Te
Windows 1 [1o4Te WindowsLive.

Pe3ynbTaT 00paboTku appeca

Mpwn nobaBneHNN HOBbIX aAPECOB WU U3MEHEHUN AENCTBUA, MPeANPUHATOr0 A4 afipeca
3/1EKTPOHHON M04Thl, B ESET Internet Security oTobpaxkatoTcs yBegomneHuns. Cogepxmmoe coobLleHni
BapbUPyeTCS B 3aBUCUMOCTY OT BbIMOJIHAEMOr 0 AENCTBUS.

Ecniv HY>XHO, 4T0bbl B fafibHeWLLEeM KOHKPETHOE AeNCTBMe BbINOJIHANOCh aBTOMaTUYecku be3
BbIBOAA COODOLLEHN, yCTaHOBUTE (hnakok Bonblue He 3apaBaTh 3TOT BONPOC.
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Cnucku apgpecoB 3alluThl OT CnaMa

B Moayne 3awmTbl OT cnama ESET Internet Security MOXXHO KOH(UIYPMPOBaTb Pa3fiMyHble NapaMeTpbl
allpeCHbIX CMUCKOB.

BKAIOYNTb CMNUCOK afpecoB noJibdoBaTenda — BKJAKOYUTE 3TY OMNuuto, 4YTObBI dKTUBNPOBATb CrNCOK
ajpecos noJjib3oBaTtend.

CnMCOK aapecoB Nosib3oBaTens — CNYCOK aIpeCOB 3J1EKTPOHHON MOYThl, FAe MOXHO A06aBNATb,
penakTUpoBaTb MW YAaNATb aipeca ANa onpeaeneHuns npasu 3aWwnTbl 0T cnama. MpaBuia B 3TOM
cnucke ByayT NPUMEHATLCA K TEKYLLEMY MOJIb30BaTENIO.

Bkn104nTb rnodanbHbIN CNMCOK aAPECcoB — BKJIIOYMTE 3TY ONUMIO, 4TOBbI aKTMBMPOBATb
rnobanbHbIA CMIMCOK afpecoB, obLWuiA ANa BCex NoJb30BaTesIeNn Ha 3TOM YCTPOMCTBE.

FnoGanbHbIM CNUCOK appecoB — CMCOK aapecos 3JIEKTPOHHOW NOYThl, FAe MOXXHO 000aBNAT,
penaKTmnpoBaTb WK yOanATb ajpecCa ongd onpeneneHnd npasin 3allinTbl OT ClaMa. I'Ipanma B 3TOM
cnncke 6YD,YT NPUMEHATLCA KO BCEM MNOJIb30BaTEJIAM.

ABTOMaTUYECKM pa3pellatb 1 pob6aBNATb B CNMCOK afipecoB
nosab3oBaTens

CuyMTaTh agpeca U3 afPeCcHOM KHUTU AOBepPeHHbIMU — Aflpeca 13 Ballero CNMcka KOHTAKTOoB
OyayT pacUeHMBATLCS KAk AOBepeHHble 6e3 f1obaBeHns B CNMCOK afpecoB Nnosib30BaTens.

HobaBuTb agpeca nonyyaTtenen U3 NCXomfALMX coobueHnn — nobaBbTE agpeca nonyvyaTenen
13 OTMNPaBEHHbIX COOBLLEHUNIA B CMNCOK aApecoB N0/b30BaTeNs KaK Pa3peLLeHHbIE.

[ obaBuTb agpeca 3 coodbweHunn, peknaccupuumnpoBaHHbix Kak HE cnam, — gobaBbTe
agpeca oTnpasuTenen n3 coobeHnn, peknaccmgurumnpoBaHHblx Kak HE cnam, B cnmucok agpecos
NnoJib30BaTeNs KakK pa3pelleHHble.

ABTOMaTU4YECKM ﬂ,OﬁaBnﬂTb B CNMUCOK aapecoB noJjibdosartrens
KaK UCKTI04YeHue
No6aBuTb appeca n3 cO6CTBEHHbIX Y4eTHbIX 3anucei — 06aBbTe CBOU afpeca 13

CyLWeCTBYOLWNX YH4ETHbIX 3anuncemn NoYTOBbIX KJIMEHTOB B CANCOK ajpecos noJib3oBaTend Kak
NCKJTIOYEHNA.

Cnucoku appecos

ONs 3aWmnTbl OT HEXeNaTeNlbHbIX 3/IEKTPOHHbIX NCEM ESET Internet Security MNo3BoSISeT
KnaccuguumnpoBaTb agpeca 31eKTPOHHONM NOYThbl B CMIUCKAX afapecos.

YT706bl N3MEHUTH CMNCKM aflpecoB, 0TKpolTe PacluMpeHHblie napameTpsl (F5) > UHTepHeT u
3/IeKTPOHHAasA Noy4Ta > 3alMuTa NOYTOBOro KAMeHTa > CNMUCKM aApecoB 3aluUTbl OT CnaMa i
wenkHuTe U3MeHuTb psaaoM C anemeHToM CNMCOK appecoB nosib3oBatens v FnobanbHbin
CMUCOK afpecoB.
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(@=L INTERNET SECURITY o X

CNWcoK agpecoB NOAb30BaTens

Appec 3neKTpoHHOR NoYTH Wma Pazpe.. Bnoku.. Wckn.. Tpumedanne
test@email.com test @ fAoBaBneHo BpyYHYHD

Appec 3N1eKTPOHHOM NOUTbl — aJpec, K KOTOpPoMy OyAeT NPUMEHATLCS NPaBuIIo.
NMa — 1Ms Nonb30BaTENLCKOr0 NpaBua.

Paspewntb/3abnokupoBatb/MIcknoueHue — KHOMKM-NepekyaTenn, ucnonb3yemole 4as
onpepeneHns 4eNCTBUS, KOTOPOE HY)XHO NpeanpuHATL AN afpeca 3JIEKTPOHHOWN NoYThl (LLenKHUTe
nepeksYaTesb B NpeanoyTuTelbHoM cTonbue, 4Tobbl ObICTPO N3MEHUTb AENCTBUE):

* PaspewuTb — afpeca, KoTopble cynTaloTcs 6e30MacHbLIMU 1 C KOTOPbLIX HeobXoanMo
nosly4aTb coobLeHus.

» 3abnokupoBaTb — agpeca, KOTOpble CHUTATCSH HeHBEe30MNaCHbIMI/CNAaMOM U C KOTOPbIX He
HY>XHO MoJly4aTb coobLleHus.

* UckniovyeHune — agpeca, KOTopble BCerfa NpoBepsoTCS Ha Hanyve cnaMa u KoTopble MoryT
6bITb NOAAENAHbI U UCNOJIb30BaHbI A1 OTNPABKM Clama.

NMpuMmeyaHune — NHpopMaLmsa 0 TOM, Kak 66110 CO34aHO npasnno N NpMMeEHAETCA Jin OHO KO BCEMY
OOMEHY NN K JOMEHaM 6onee HM3KOro YPOBHA.

YnpaBseHue agpecamMu

+ No6aBuTb — LeKHNTE, YTOObI L06aBUTL NPaBUIO ANS HOBOroO aapeca.
* N3MeHnTb — BbIbEPUTE U LWENKHUTE, 4TOOLI M3MEHNTb CYLLECTBYIOLLIEE NPABMUIIO.

* Ypanutb — BbibepuTe 1 WenkKHUTE, 4Tobbl yAannTb NPaBuIo 13 CNUCKa afpecos.
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HNobaBneHue nnm usMeHeHue appeca

B 3TOM OKHe MO)KHO [06aBUTb WM N3MEHUTb afpec B CNMCKe alpeCcoB A5 3alMThl OT Crnama u
KOH(UIypupoBaTb NpeanpuHMMaemMble LeNCTBUS:

Ap.pec BﬂeKTpOHHOIﬁ noYTbl — ajpecC, K KOTOPOMY 6yueT NPUMEHATLCA NPaBnNo.
Nma — nmsa Nosb30BaTeNIbCKOrro npasnna.

DencrBme — nencreme, KOTOpoe Heobxoaunmo npeanpuHATbL, eCn aapec 3IEKTPOHHOM NOYTbI
KOHTaKTa coBMajaeT C aipecoM, yKa3aHHbIM B noJsie Appec 3ﬂeKTpOHHOﬁ noYThbl:

* PaspewwmTb — agpeca, KOTOpble CHMTAIOTCA 6e3onacHbIMK U C KOTOPbIX Heobxoanmo
noJiydaTb coobuieHms.

* 3aﬁﬂOKHpOBaTb — ajpeca, KOTOopblE CHNTAIOTCA Hebe3onacHbIMK/CNaMoM 1 C KOTOpPbLIX HE
HY>XHO NnoJiy4aTb coobueHus.

* UcknioyeHue — afpeca, KOTopble BCerna npoBepsoTCA Ha Haan4me crnama n KoTopble MoryT
ObITb NOAAENAHbI U UCNOJIb30BaHbI A5 OTnNpaBKK Crnama.

Becb AOMEH: YCTaHOBUTE 3TOT CbJ'Ia)KOK, 4yTObObI NPUMEHNTb NPaBnJ1I0 KO BCEMY OOMEHY KOHTAKTa (He
TONIbKO K agpecy, yKa3aHHOMY B noJsie Agpec 31eKTPOHHOMW NOoYThI, @ KO BCEM agpecam
3JIEKTPOHHOW MOYTbI B IOMEHE address.info).

p,OMeHbI HUW)XHEro ypoBHa: yCTaHOBUTE 3TOT (p}'la)KOK, 4yTOObI npasunno nNpuMeHAanacb K AOMeHaM
HWUXHEro ypoBHSA KOHTaAKTa (address.info npefCcTaBNaeT QOMEH, @ my.address.info — NOAOOMEH).

3awuTa goctyna B UHTepHeT

MoaknoyeHne K MHTepHeTy CTano cTaHA4apTHOW PyHKLUMEN nepcoHasbHOro KomnetoTepa. K
coXaneHuo, IHTepHeT TakXke CTaJl 1 OCHOBHOW Cpefio pacnpocTpaHeHns BPeLOHOCHOr 0 KOAA.
3awuTa gocTtyna B HTepHeT paboTaeT nyTem OTC/eXMBaHWUA COeIMHEHUN Mexay Beb-bpay3epamu
M yoaneHHbIMU CepBepamMm B COOTBETCTBUUN C NPaBuMiaMmn NPOTOKOJI0B HTTP 1 HTTPS.

JocTyn K Beb-cTpaHMLaM, KOTOpble COAepXKaT 3aBElOMO BPeOHOCHOe coep)xmumoe, bokupyeTcs
[0 €ro 3arpysku. Bce ocTanbHble BEO-CTpaHMLbI NPY 3arpy3Ke CKaHUPYOTCS MoLyIeM
CKaHUPOBaHWs ThreatSense 1 BNOKMPYOTCS B C/ly4yae 0OHapy>XeHns BPeLOHOCHOr0 COAEPXXMMOTO.
3awuTa gocTyna B IHTepHeT npeanonaraeT ABa YPOBHS: 6/10KMPOBKA Ha OCHOBAHUM «4E€PHOr0»
CnncKa n 6J10KMPOBKa Ha OCHOBAHUW COAEPXKIMOTO.

HacTosaTeNnbHO PEKOMEHAYETCS He OTK0YaTh 3aWNUTy A0CTyna B MHTepHeT. YTobbl Nony4nTh
[OCTYN K 3TOM (PYHKLIMK, B [1aBHOM OKHE rporpamMsl > HacTpoika > UHTEepHeT u 3N1eKTPpoHHas
nouTa > 3awWuTa gocTyna B MHTepHer.

124



INTERNET SECURITY

ﬂh JoMaLLHAA CTRaHuLa

Q CKaHUPOBaHUE KOMMBHOTERA
G QBHOBNEHNE

E CepeWc

3 HacTpoika

@ Cnpaeka U NoAdepkKa

@ 3awwuta MHTEepHeTa

Q0 ESET HOME v - O X

SJawwTa goctyna e VIHTepHeT
Brmoueno: cGHapyseHue n Gnoknpoeka Be-cafiToB C BPEADHOCHBIM COAEMHMMEIM,

33U.lHTE No4JYTOBOrc KAWeHTa
Brarwueno: CKaHWpOoEaHWE cooBLYEHWE, MNEVMHNUMEEMBIX U OTNPAENAEMEIX MOYTOBBIM
KITHEHTOM.

8RO

3awmTa oT cnama
Brnroueno: oGHapyeEHWE U YAANEHHE HEXENATENBHBIX cooBLLEHN.

L3
<

3awmTa oT GMWKHra
Braroueno: obHapy#eHre n BNOKMPOBKE MOLLEHHWYECKHX W GULLWHIOBbX BeB-caifTos,

£

1} Vmnopt u skcnopt napametpoe XE JlononHuTensHele HACTPOTKK

3awmTa Beb-goctyna 6ynet otobpaxaTh cnegytoulee coobueHne B bpaysepe, Korga Bedb-canT

3ab610KMpoBaH:
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A O6Hapy>xeHa yrposa

371a Beﬁ-CTpaHL‘I Ld COAEPXMWT NOTEHUMANBHO ONacHOE COAEPXKMMOE.

¥rposa: HTML/Scrinject.B TposiHCKaa nporpamma

Bocryn kK Hemy 3a6nokmpoeaH. Baw komneioTep B 6esonacHocTw.

OTKpbITL Basy 3HaHWiA ESET | www.esetnod32.ru

NnnoCcTprupoBaHHbIE MHCTPYKL M

- CnepnytoLine cTaTby 13 6a3bl 3HAHWIN ESET MOryT ObITb AOCTYMHbI TOJIbKO Ha @aHTINACKOM fi3blKe:
* MickntoyeHmne besonacHoro Beb-canta 13 6JIOKMPOBKM 3aLUMTON A0CTYNa B UHTEPHET
* bnoknpoBka Beb-cariTa C NOMOLLbIO ESET Internet Security

B pa3nene flonosHuTeNbHbIE HaCTPOﬁKM (F5) > UIHTepHeT 1 3N1eKTPOHHaA noyTa > 3almTa
poctyna B UHTepHeT LOCTYNHbl YKa3aHHbIe HM)Ke BapuaHThlI.

5a30BbI — 4TOObI BKIOYUTb UK OTKIOYUTL 3TY PYHKLMIO B pacClLUMPeHHbIX NapamMeTpax.

Beb-npoToKosibl. BO3MOXHOCTb HAaCTPOVKN OTCIEXNBAHUA B CTaHAAPTHbLIX MPOTOKO/1aX, KOTOPble
ncnosb3yoTcs B bonbwnHCTBE 6pay3epos.

YnpaereHue URL-afipecaMu. 31eCb MOXHO 3afiaBaTb URL-afipeca, KoTopble cieflyeT 6JI0KNpoBaTh,
pa3peLlaTh UM UCKIIOYaTb U3 NMPOBEPKMU.

MapameTpbl ThreatSense — paclUMPEHHANA HAaCTPOKa MOLYNA aHTUBMPYCHOIrO CKaHWpOoBaHuA. [aeT
BO3MOXXHOCTb HaCTpanBaTb ONpefeNeHHbIe MapaMeTpbl, HaNnpUMep TUMN CKaHNpyeMbiX 06 beKTOB
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(coobLLeHNsa 3N1eKTPOHHOM NOYThI, apXMBbI U T. 4.), METOAbI 0OOHapy>XXeHna ANs 3alnTel 4OCTYNa B
NHTepHeT 1 T. 4.

PacluuMpeHHble napaMeTpbl HACTPOUKM

INTERNET SECURITY

JononHUuTeNbHbIe HaCTPOFIKH

MOAYNb OBHAPYKEHIA
OBHOBMNEHE
3ALLMTA CETW

WMIHTEPHET 1 3NEKTPOHHAR
MOYTA

3aLUMTa NOYTOBOrD KAHEHTa
3awmuTa gocryna E MnTeprer
3aLMTa OT QULLIKHIE

3awmTa GaHKOBCKOR onnatel
PoauTenk kWil KOHTPOb

KOHTPOJIb ¥CTPOIACTE
CEPBIC

WHTEPGEMC MOMb30OBATENA
YBEAOMEHIA

HACTPORKIA
KOH®AEHLMANEHOCTIA

Mo ymonuaHwo

OCHOEHOE

BrntounTe 3Lty AocTyna B MHTepHer

BrnkunTe pacluMpeHHOE CKAaHWPOBAHWE CUEHapues Dpaysepa

BEB-MPOTOKONLI

YNPABJ/IEHWE URL-AOPECAMW

MAPAMETPbI THREATSENSE

3allUThbl AOCTYyMNa B NHTepHeT

W OK

o X

X @

2 @

B pa3gene PaclumpeHHbie napaMmeTpsl (F5) > UHTepHeT U 3NeKTPOoHHas noyTa > 3aluTa

Ao0CTyna B MHTepHeT> BaBOBbII‘i)J,OCTyI'IHbI YKa3aHHbIE HNXXE BapPUaHThHI.

BknouuTb 3almnTy gocrtyna B UHTepHeT: Korga 3ToT napaMmeTp OTKJII0YeH, 3allnTa AOCTYNa B
WHTEPHET W 3allinTa OT ULINHIa He OCYLLeCTBAATCA. oT0T NapaMeTpP OOCTYNEH TOJIbKO B TOM

clly4ae, eciv BKJIl0HEHa unbTpaLmna NpoTOKO10B SSL/TLS.

BK/AO4YUTbL pacluMpeHHOoe CKaHUpOoBaHMe cueHapueB bpay3sepa: Korga 3ToT napameTp
BKJIIOYEH, BCE NCMOJIHSIEMblE B MHTEpHEeT-bpay3epax nporpaMmbl JavaScript 6y 1yT NpoOBEPSATLCA

MoaysieM obHapyxeHus.

HacTosTeNbHO pEKOMEHAYEeTCS HE OTKJII0YaTh 3alUTy AocTyna B IHTepHeT.

Beb-npoTokKosnbl

Mo ymonyaHuio ESET Internet Security HACTPOEH Ha OTC/IEXMBaHWE NPOTOKOa HTTP, NCMOb3YeMOro
60MbLINHCTBOM NHTEPHET-Opay3epoB.
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HacTpo#Ka Mmoaynsa CKaHUPOBaHUSA HTTP

HTTP-TpaduK OTCNEXMUBAETCA A1 BCEX MOPTOB N NMPUJSIOXKEHNNA.

HacTpoika Mmoaynsa cKaHMpoBaHUA HTTPS

ESET Internet Security TakXxe nogep>X1MBaeT MPoBepKy NpoTokKosa HTTPS. B 3Tom Tune coefunHeHUs
ANs nepegayv nHGoOpMaLmMm Mexxay CeEpBepoM M KJMEHTOM UCNOb3YeTCs 3anNpPOBaHHbIA KaHa.
ESET Internet Security NpoBepseT CoOeANHEHNS, NCNONb3YyoWme MeToabl WNpPoBaHMa SSL 1 TLS.
MporpamMma cKaHUpyeT ToNbKo Te nopThl (443, 0-65535), KoTopble yKa3zaHbl B cnucke MopThl,
MCNoJib3yeMble NPOTOKOJIOM HTTPS, BHE 3aBUCMMOCTY OT BEPCUMN OonepaulnoHHON CUCTEMBI.

3aWwndpoBaHHbIe COEAVHEHUS CKAHMPYIOTCS N0 YMONYaHW0. YToObl MPOCMOTPETL HACTPOVKY
MOJly /il CKAHMPOBAHWS, OTKPOWTE pacLUMPEHHbIE MAapaMeTpbl 1 BbibepuTe UHTepHET u
3N1eKTPOHHasA nouTa > SSL/TLS.

YnpassieHue URL-agpecaMm

B pa3gene ynpasneHus URL-aapecamn MOXXHO 3a[laBaTb HTTP-aapeca, KoTopble bynyT
610KMPOBATLCSA, PA3PELIATHCA UK UCKIIOYATLCS U3 CKAHUMPOBAHWS COAEPXKUMOrO.

BKOUNTb (hnIbTPALIMIO MPOTOKOJIOB SSL/TLS — 3T0O YCTaHOBKA, MpeAyCMOTPEHHas Ha CilyyYai, Koraa
KpoMe HTTP-caToB TpebyeTca Takxe puiabTpoBaTb CalTbl, UCNONb3YIOLME NPOTOKOS HTTPS. B
NPOTMBHOM Clydae B CUCoK 6yayT nobasneHsbl TONIbKO NOCeLLeHHble BaMX LOMeHbl HTTPS-CanToB, a
He NoJsHbIN URL-afpec.

MoceweHne Beb-canToB, L0OaBNEHHBLIX B CMUCOK 3a0/I0KMPOBaHHbIX aApPecoB HEBO3MOXXHO, KpOMe
CnyvaeB, Korfa ux agpeca Takxe gobassieHbl B CNMCOK pa3peLlueHHbIX agpecoB. Beb-canTol u3
CNUCKa apapecoB, A KOTOPbIX OTKJIIO4EHO CKaHMpOBaHUe COAEPXXUMOro, 3arpyxatoTtca 6e3
NPOBEPKM Ha BPELOHOCHbLIN KOA,.

Ecnn Bbl XoTUTE 3a6/10KMPOBATh BCe HTTP-apeca, KPOMe aflpeCcoB, BK/IOYEHHbIX B aKTVBHbIN CNMCOK
pa3peLlueHHbIX aapecoB, o06aBbTe CUMBOA «*» B aKTNBHbIA CNUCOK 3a6/10KMPOBaHHbIX
afpecos.

B cnnckax MOXKHO MCM0JIb30BaTb TakMe CreunasibHble CUMBOJIbI, KaK «*» (3Be3404Ka) 1 «?7»
(BonpocuTeNbHbIN 3HAK). CMBOM 3BE3404KMN 3aMeHAeT Ntobyto NociesoBaTebHOCTb CUMBOJIOB, @
BOMPOCUTENbHbIA 3HaK — fitobon cumon. Ocoboe BHUMaHMe cnefyeT yAeNnTb yKa3aHuo agpecos,
NCKIOYEHHbIX U3 MPOBEPKMN, MOCKOJIbKY B 3TOT CMUCOK AOJIKHbI BXOAUTb TOJIbKO JOBEPEHHbIE U
HaOeXHble agpeca. TOYHO Tak »Xe HYy)KHO ybeanTbCsa B TOM, YTO CUMBOJIbI WabnoHa * n ? B 3TOM
CMUCKe NCMoJb3yTCA NpaBuibHO. CBeAEHNS 0 TOM, KaK MOXXHO 6e30nacHo 0603Ha4YNTb LiebIN
[LOMeH, BKJl04asa BCe NoAAoMeHbl, CM. B pa3fesne Jobasnernne HTTP-agpeca Win Macku JOMeHa.
YT06bl aKTMBNPOBATL CMNCOK, YCTaHOBMTE (hNa)KOK CNUCOK aKTUBEH. ECn Bbl XOTUTE NnonyyaTb
yBeLOMJIEHNA O TOM, YTO B afPeCHYI0 CTPOKY BBOAUTCA afpec U3 TeKyLero crnicka, yctaHoBuTe
(hnaxok YBeaoMAATbL O NPUMEHEHUN.
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Apnpeca He byayT oT(WIbTPOBaHbI, ecnn napameTp MHTepHeT u 3neKTpoOHHaA nouTa >
SSL/TLS > UCKNIOYNTb COeAMHEeHne C A, 0BepPeHHbIMU A0OMEeHaMM BK/I0OYEH N [JOMEH
CYNTAETCA HageXHbIM.

Cnucok aapecoB ?

Wma cnucka Tunel agpecos Onucanme cnucka

Cnucok paspelleHHBIX 3pecos Paspewuero
Cnucok 3a6NoKMpoBaHHER 3ApECoE 3abnokupoeaHo

Crncok 3ApEeCoE, NCKNHIYEHHBIX U3 CKaHW... HEﬁAEHHﬂﬂ EPEACHOCHAA NPOrpamMmMa Npony...

DJZ1IeMEeHTbl ynpasJjieHusA

[obaBuTb: CO3aHNe HOBOIO CNUCKa B AOMOJIHEHNE K MPeABapUTENbHO 3aaHHbIM. 9TO MOXET
6bITb MONIE3HO B CJyYae, €C/IN Bbl XOTUTE JIOTMYECKN Pa3fesiTb pa3Hblie rpynnbl agpecos.
Hanpumep, 0anH CNUCcok 3a610KMPOBaHHbLIX aApPecoB MOXKET COAEPXaTb agpeca, NoJly4YeHHble 13
Kakoro-nmbo BHeLWHero nyban4yHoro 4epHoro Crnvucka, a BTopon — agpeca, nobaBneHHble BaMu.
Takmum 06pa3oM BHELIHWI CMNCOK MOXHO ByaeT nerko 06HOBWUTb, HE BHOCS M3MEHEHMWI B BaLl
JINYHBIN CMNCOK.

N3MeHnTb: peaKTPOBaHME CYLLECTBYIOWMUX CMUCKOB. ICNoNb3yinTe 3Ty YCTAHOBKY ANs
n06aBneHNs UK yaaNeHns aapecos.

Ypanutb: yaaneHne CyLecTBYOLWNX CINCKOB. TObKO AJ1F CMMCKOB, CO3[aHHbIX NOCPEACTBOM
KoMaHAabl JLo6aBUTb. YaaneHne CNCKOB MO YMONYAHNIO HEBO3MOXKHO.

Cnucok URL-appecoB

B 3TOM pa3fenie MOXHO yKa3aTb CNUCKM HTTP-aApecoB, KoTopble byayT 610KMpoBaThLCS,
Pa3peLlaTbCs UM UCKIOYATHCA U3 MPOBEPKM.

1o yMON4YaHMO OOCTYMHbI Chedylowmne Tpu Cnmcka.

* CNMCOK appecoB, UCKJTIIOYEHHbIX U3 CKAHUPOBAHUA copepPXXUMOro. [115 Bcex
[06aBNEHHbIX B 3TOT CMMUCOK afpecoB NPOBEPKa Ha Hann4ymne BpeaoHOCHOI0 KOJia BbIMOJIHATLCS
He byper.

* Cnucok Ppa3peLlleHHbIX agpecos. Ecnn YCTaHOBJ1€H Cpﬂa)KOK <<|-|pe,£I,OCTaBI/ITb OOCTYN TONbKO
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K pa3peLLeHHbIM HTTP-agpecaM», a B CMCKe 3abI0KMPOBaHHbIX afipeCOB YKa3aH CUMBOJI
3BE3404KM («*» — 610KMpOBaTL BCe aapeca 6e3 UckaYeHnn), noab3oaTento byger
npenocTaBfieH AOCTYN TONbKO K pa3pelleHHbIM agpecaM. Agpeca B 3TOM CMMCKE 0CTaloTCH
LOCTYMHbIMU, [a)Ke eC/IN OHN BKJIOYEHbI B CMINCOK 3a6/10KMPOBaHHBIX a4 pecos.

* CnMcok 3a6710KMpPOBaHHbIX aApecoB. [10/1b30BaTe/lb HE CMOXKET NOJYYUTb AOCTYMN K
aZlpecam 13 3TOro CMMCKa, €C/IN OHU He BKJIOYEHbI B CMIUCOK pPa3peLleHHbIX aflpecoB.

YT106bI CO34aTb HOBbIN CMNCOK, HAXXMUTE KHOMKY Jlo6aBUTb. [114 yaaneHns BblAENEHHbIX CTMCKOB
HaXXMUTE KHOMKY Y BasIUTb.

CnMcok agpecos ?

Vima cnucka Twnel agpecos Onucanue cnuecka

Cnucok paspeLUeHHEIX 3ApecoB PaspelleHo
Cnncok 3aBnoKMpoBaHHBI 34peccs 3aBnoKWpOBaHD

Crncok 3ApEeCoE, NCKNHIYEHHBIX U3 CKaHW... HEﬁ,ﬂ,EHHEH EPEACHOCHAA NPOrpamMmMa Npony...

[foBaeeTe B cnmcok 3aGN0KMPOBAHHBR 3APECoE NOACTAHOBOYHEIA 3HaK (), yTobBel BhoknposaTe Bce URL-agpeca, kpome agpecos,
BKMHOYEHHBIX B CMUMCOK PaspeLleHHEIX.

nntocTpupoBaHHbIE MHCTPYKLNK

Cnepytowme ctaTby 13 6a3bl 3HaHWUIA ESET MOryT 6bITb AOCTYMHbI TOIBKO HA aHMJIMNCKOM A3bIKE:
* VickntoyeHne 6e3onacHoro Beb-canta n3 6J10KMPOBKM 3aLLMTON AOCTYNa B UHTEPHET

* biokMpoBKa Beb-canTa C NOMOLLbIO NPOAYKTOB ESET An1a Windows A5 AOMaLLHEro
NCMoJIb30BaHUS

HononHuTtenbHble CBEAEHNSA CM. B pasfene YnpasieHue URL-agpecamu.

Co3paHue cnucka URL-aapecoB

B 3TOM pa3fenie MOXXHO yKa3aTb CMUCKM URL-aIpeCOB 1 MAaCcOK, KoTopble 6yayT 6710KMpOBaThLCS,
pa3peLlaTbCs UIN UCKIIIOYATLCS U3 MPOBEPKU.

Mpwn co3paHnn CNCKa MOXXHO HaCTPOUTL CliedytoLne napamMmeTpbl.
Tun cnucka appecos. [JOCTYMNHbI TPY TUMa CANCKOB:

+ CNUCOK appecoB, O KOTOPbIX OTKJIIOMEeHa NpoBepKa. Bce f06aBneHHbIe B 3TOT CMCOK
agpeca He 6yayT NPoBEPATCSA Ha HasMYMe BPeAOHOCHOIr0 KOAa.

* 3a6n0Kup03aHo. lMonb30oBaTeslb HE CMOXET nonyynTb AOCTYN K agpecaM U3 3Toro Crincka.
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* PaspeweHo. Eciin ycTaHoBNEH (hnaXkoK «Pa3pelunTb 40CTYN TOJIbKO K pa3peLlleHHbIM HTTP-
afipecam», a B CNCKe 3a610KMPOBAHHBIX alp€COB YKa3aH CUMBO 3BE3[04KN («*» —
610KknpoBaTh BCe aapeca 6e3 nckoyeHun), nons3oatento byaeT npeaocTaBaeH AOCTYN
TOMbKO K agpecaM M3 3TOro cnmcka. Aapeca B 3TOM CNUCKE OCTalOTCA AOCTYMHLIMU, faXe ecu
OHW BKJIOYEHbI B CMUCOK 3a0/10KMPOBaHHbIX alpecos.

NMa cnucka: 34ecb yKa3biBAeTCs UMs CNNCKa. Mpu N3MEHEHUN OLHOI0 U3 TPEX NPeaBapUTesbHO
3aQlaHHbIX CMCKOB 3TO noJsie 6yaeT HeaKTUBHO.

OnucaHue cnucka: 3/ecb YKa3blBaeTCs KPaTKOE onucaHmne cnucka (HeobszatensHo). Mpw
N3MEHEHUN OHOMO 13 TPEX NPeaBapuTeNbHO 3aAaHHbIX CMUCKOB MnoJsie ByaeT HeaKTUBHO.

YT106bl aKTMBMPOBATL €0, PSAAOM CO CMUCKOM LUENKHUTE 371eMeHT CNMCOK aKTUBEH. YTobbI
noJslyvaTb YBELOMJIEHNS, KOTla KOHKPETHbIV CNCOK ByAeT MCno/ib30BaTbCs NpU oLeHKe HTTP-calTa,
yCTaHOBMTE (DlaXKOK YBeAOMAATbL O NPUMEHEHUU. Hanpumep, Korga AocTyn K Beb-canTty bynet
3a0/10KMPOBaH WM paspeLleH Mo NpUYnHe NPUCYTCTBUS €ro agpeca B CNicke 3abIOKMPOBaHHbIX 1N
pa3peLleHHbIX agpecoB. Ha paboyem cTone 0To6pasnTCa COOTBETCTBYIOLLEE YBEAOMIIEHNE, Fae
OyneT yka3aHo UMs CNnCKa, B KOTOPOM (pUrypupyeT 3ToT Beb-canT.

dNeMeHTbl ynpaBJieHuA

HobaBuTb. [JobaBneHne HOBOro URL-agpeca B CNNCOK (HECKObKO apecoB ciefyeT yKa3biBaTb
yepes 3angaTylo).

N3MeHunTDb. I3MeHeHMne CyLLecTBYIOLLIEro aapeca B cnucke. JJoCTynHO TONbKO A5 alpecos,
CO3[aHHbIX C MOMOLLbIO KOMaHbl [LobaBuUTh.

YaanuTtb: yaaseHne CyLecTBYOWNX aapecoB U3 Cnncka. [JoCTynHO TONbKO AS1S aApecos,
CO3[aHHbIX C MOMOLLbIO KOMaHAbl [L06aBUTD.

UmnopTt. IMnopT channa c URL-agpecamMun (B Ka4ecTBe pa3dennTtens cneayeTt Ucnosb3oBaTb
pa3pblB CTPOKMW, HaNpUmep TEKCTOBbIN haln C KOANPOBKOWN UTF-8).

Kak pobaButb Macky URL-appeca

HDE)K,D,G 4eM BBOAUTb Hy)KHbII7I ajpec ninm MmacKy AoMeHa 03HaKOMbTECb C YKa3aHUAMN B 3TOM
O1anoroBoM OKHe.

ESET Internet Security MO3BOISIET NOJIb30BaTeAM 610KMPOBaTh AOCTYN K YKa3aHHbIM Beb-y31aM 1
npenoTBpalwaTb oTobpaXkeHne ux coagepxmumoro B Beb-bpaysepe. Monb3oBaTelb MOXKET yKa3aTb
aflpeca, KoTopble HeE0BX0AMMO NCKIYMTDL 13 NPOBEPKM. ECNn NonHoe nMsa yaaneHHoro cepeepa
HEen3BEeCTHO WK NOJIb30BaTE b X04YET yKa3aTb rpynny yaaneHHbIX CEPBEPOB, TO AN
NOEHTUDUKALNN TaKON rPynbl MOXXHO MCMO/b30BaTb Tak Ha3blBa€Mble MAaCKU. ITW MACKM
obo3HavalTCa cuMBoaMn ? n *,

* icnonb3ynTe «?», 4T06bl 3aMEHNTL 060N CUMBOJI.
* icnonb3ynTe «*», 4TObbl 3aMEHNTbL TEKCTOBYIO CTPOKY.

HanpuMep, Macka *.c?m MPYMEHSETCA KO BCEM afipecaM, y KOTOPbIX MOCNeHSAS YaCTb HAYMHAETCSA C
OYKBbI «c», 3aKaH4YMBaAETCs BYKBOW «m» U COAEPXXUT HEN3BECTHbIA CUMBO MEXIY HUMM (.com, .cam W

T.40.).

131



HavyanbHasa nocnefoBaTeNlbHOCTh «*.» nepes UMEHEM fOMeHa UHTeprnpeTupyeTcs ocobbiM obpasom.
Mpexne BCero, B JaHHOM CJly4ae NoACTaHOBOYHbIN 3HAK * He COOTBETCTBYET CMMBOJY KOCOMN Y4epThl
(«/»). CMbICN 3TOro NckNoYeHns — n3bexxaTb 06xof4a Macku, Harnpumep, Macka *.domain.com He
O6yneT COOTBETCTBOBATb http.//anydomain.com/anypath#.domain.com (Takon Cy(pUKC MOXXHO
npucoeamHUTL K Ntobomy URL-agpecy, He BANAS Ha 3arpy3Ky). BTopas 0C0beHHOCTb B TOM, 4TO «*.» B
3TOM 0COOOM Ciy4yae Tak)Xe COOTBETCTBYET MyCTOW CTPOKe. IT0 No3eonseT 0603Ha4nTb O4HOM
MacCKoW Lienbl LOMEH, BKJIIOYas BO3MOXHbIE NOAA0MEHbl. HanpuMep, Macka *.domain.com TakxXe
COOTBETCTBYET http.//domain.com. ICNONb30BaTb Macky *domain.com Bbln0 Obl HEBEPHO, MOCKOJIbKY
OHa TakKxXe coBnana bbl C http://anotherdomain.com.

3awuTa oT pMLLIMHra

TepMUH «PULLINHM» 0603HaYaeT NPECTYNHYO AeSTENbHOCTb, B paMKaxX KOTOPOW NCMO/b3yeTcs
coumanbHan UHXeHepus (MaHUNYyIMPOBAHME NOb30BaTENSMMU, HAaNpPaBIeHHOE Ha NoyYeHne
KOH(MAEHLUMANbHOW MHOoPMaLmMK). PULLNHT YacTO NCMOb3yeTCs ANs NOJNyYeHUsa 0oCTyna K
KOH(MAEHLUMNANbHBIM CBEAEHMAM, TAaKUM Kak HOMepa BaHKOBCKMX CYETOB, PIN-KOAbI 1 T. M.
JononHuTeNbHblE CBeAEeHUs 06 3TON AesATeNbHOCTU NpUBELEHbI B rnoccapuy. MNporpamma ESET
Internet Security 06ecneymBaeT 3alnTy OT GULLIMHIA: BEO-CTPaHNLIbI, KOTOPblE 3aBEA0MO
PACNPOCTPAHAOT TaKoN TUM COAEPXXMMOr0, MOryT BbiTh 3a6/10KMPOBAHDI.

HacTtoATeNlbHO peKOMeHAYeTCH BKJIKYMTb 3alWMTy OT QULLMHIA B NporpaMmMe ESET Internet Security.
Ina 3TOro Hy>KHO B OKHe JLoNOJIHUTEJIbHbIe HaCTpOﬁKM (F5) nochenoBaTeNbHO LWENKHYTb
a5leMeHTbl UHTepHeT U 31eKTPOHHasA nouTa > 3awmTa oT cbuumura.

[lONONHUTENbHbIE CBEAEHNS O 3aliMTe OT QULLIMHIA B Nporpamme ESET Internet Security CM. B CTaThe
Halwlen 6a3bl 3HAHUN.

DocTtyn K ¢hmwimHrosomy Beb-canty

Korpa oTKpblBaeTca PULLIMHIOBLIN BeO-caiT, B Be6-Opay3epe oTobpaXkaeTcs cnepyoliee
[NanoroBoe OKHO. EC/n Bbl BCE PAaBHO XOTUTE OTKPbITh 3TOT BEO-CANT, LENKHUTE 31eMeHT
WrHopupoBaTb yrpo3sy (He pekoMeHayeTcs).
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37a Beb-cTpaHmua neitaetca 0BMaHyTb NoceTUTeNel, UToBbl OHY yKasanu
KOHOWAEHLMANEHYH WHOOPMALWKS, HAMPWMEP A3HHLIE ANA EXOA3 WU HOMEDA
KPEAWTHBIX KapT.

BepHyTbCA Ha NpeAbIAYLLYIO CTPaHULLy?

Coobuwmntk 0 HenpasunbHO 3a6N10KMpOBaHHON CTpaHuLe [JononHuTenbHble cBeAeHKA o GuwuHre | www.esetnod32.ru

Bpems, B Te4eHMe KOTOPOro MOXHO MOYYUTb AOCTYMN K NOTEHLMaNbHOMY (DULLNHIOBOMY Beb-
CanTy, 3aHeCeHHOMY B «benbln» CANCOK, MO YMOMYAHMNIO NCTEKAET Yepes HeCKOJIbKO HacoB.

. YT106bI pa3pewnTb AOCTYN K BEOG-CAaNTy Ha NOCTOSHHOW OCHOBE, UCMOJIb3YNTE NHCTPYMEHT

1 ynpasneHue URL-agpecamu. B pa3gene [LonoaHUTENIbHbIE HACTPOUKM (F5) > UHTepHeT K
3NEeKTPOHHaA noyTta > 3awuTa goctyna B MHTepHeT > YnpaBneHue URL-agpecamm >
Cnucok appecoB > U3MeHnTb 1 obaBbTe HeOOX0ANMBIN BEO-CAaNT B CANCOK.

CoobLieHune o hULLMHIOBOM cauTe

Ccbinka CoobwmTb N03B0OSIAET COOOLLNTL O (PNWNHrOBOM NN BPELOHOCHOM Beb-canTe B KOMNaHMIO
ESET C Uenibto NpoBeaeHNsa ero aHaan3sa.

Mpexae 4eM 0TNpPaBAAThL afgpec Beb-canTa B KOMMNaHuWIO ESET, ybeauTecb B TOM, Y4TO OH
COOTBETCTBYET OOHOMY WU HECKONIbKUM U3 CNIeYI0LWNX KPpUTEPUEB:

1 * Beb-canT coBcem He 0bHapyKMBaeTCs.
* Beb-canT HenpaBuibHO 0OHapyXXMBaeTCs Kak yrpo3a. B TakoM cinyyae MOXHO Co0BLLNTL 0
JIOXKHOW MeTKe (WMLIVHIOBOro canTa.

Wnun xe agpec Beb-caiTa MOXHO OTNPaBUTL MO 3EKTPOHHONM NoyTe. OTNpaBbTe NMUCbMO Ha agpec
samples@eset.com. [TOMHUTE, YTO TEMA NUCbMa [OJKHA ONWUCbIBaTb NPobseMy, a B TEKCTE NUCbMa
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cnepyeT yKasaTb MakCMMasbHO MOJHY0 MHGopMaumio o Beb-canTe (Hanpumep, Beb-canT, C KOTOPOro
Bbl MOMNaJiM Ha 3TOT CaWT, KaK Bbl y3Haau 06 3ToM cante n 7. 4.).

3aluTa cetu

KoHdurypaumio 3aLlimThl CETU MOXXHO HalTK Ha NaHenn HacTpoWka B pa3zese 3almuTa CeTu.

Y1060l NPNOCTAaHOBUTb NN OTKJIIOYUTbL OTAEJIbHbIE MOAYIN 3alUNThI, LUENKHUTE 3HA4YO0K MNOJZI3yHKa

|A OTKN04YeHNE MOgYNEN MOXKET NMPUBECTUN K CHMXXEHUIO YPOBHS 3aLlMThl Ballero KoMmnboTepa.

! o _
(es[EX) INTERNET SECURITY s EERELE T
@ 3almTa cetm @
ﬁ:t[‘ [ omallHAA CTpaHnLa Oaiiepeaon
Brrouena: UNLTPALMA BXOSALLIEND W MCXOAALLIErD CETEBOrD Tpaduika. ﬂ' b
Q CraHMpoBaHWe KOMNLIOTEDA ABTOMATUYECKMI PEKNM
O OBHOENEHNE 3awwuTa ot ceteeslx atak (IDS) 2
Braroueno: DE-HEFI)OKEHHE EXOOALLMY CETEBbIX ATaK.
E Cepenc
JawmTta oT BOTHeTOR #
fsl HacTporika Braroueno: oGHapyxeHne GoTHETOE M GNOKMPOBKE COBAMHEHNA C HAMM,
@ Crpaska u NoAdepXKa MoakntoueHHble ceTk ?
HepHeId cnvcok EpemeHHslx IP-aipecoe >
3atnokupoBanHble agpeca: 0
@ Macrep ycTpaHeHuWs HemonagokK >

Hepaeno sabnokmposantbie npuioxenma wnm yorporcrsa:

1} VmnopT v 3kcnopT napameTpor ¥ NononHuTensHse HaCTpoRKK

®dauepBos. 34eCb MOXHO HACTPOUTb PeXUM punbTpaLmm 459 ganepsosia ESET ***. TakKe MOXHO
MOJyYUTb JOCTYM K AOMOJIHUTE/bHBIM HACTPOMKAM, LLIEJIKHYB 3HAYOK LiecTepeHkn £ > HacTpouTb
PALOM C 371eMeHTOM ParnepBOoN WM HaXaBs KaBuLy F5, KOTopas Bbi3blBaeT MeHIO PacluMpeHHble
napameTpbl.

HacTpouTb: 0TKPLIBAETCS OKHO «DanepBos» B MEHIO JOMOJIHUTE/bHbIX HACTPOEK, B KOTOPOM
MO>XHO OMpeaennTb, KakuMm obpasom tariepson byaet obpabaTbiBaTh CETEBOV 0OMEH AAHHBIMM.

MpuoctaHoBuTbL paboTy chanepBona (paspewnTb Becb TpauK): nencTene, obpatHoe
610KMpPOBaHMIO BCEr0 CETEBOro Tpaduka. B 3ToM pexmume anepBon OTKOYAET BCe DYHKLUN
(hmnbTpaumm 1 paspeLLaeT BCe BXoAAWME N ncxogawmne coefuHeHuns. LLenkHute BkaoymTb
¢danepson, 4T0b6bI MOBTOPHO BKAYNTL DaiepBo, Koraa aas uabTpauumn ceTeBoro Tpagmrka
BKJIIOYEH 3TOT peXxum.
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BnokupoBaTb BeCb TpaPmK: BCe BXOAALLME N ncxoadwme coegmHeHma byayt 6,10KnpoBaThCs
thanepsosoM. icnosib3ynTe 3TOT NapamMeTp TONbKO B 0COBbIX Cly4asX, KOrga BO3HMKAET ornacHas
KpUTMYeckas cutyaums, Tpebyowas HeMe4IeHHOr0 OTKJIIYEHMA OT ceTu. Ecam gnsa punbTpaumm
ceTeBOro Tpaduka BbibpaHo CoCTosiHME BnokupoBaTb BeCb Tpaguk, WenkHnTe OCTAaHOBUTDb
6n10kMpoBKy Bcero Tpacdmka, 4Tobbl BOCCTaHOBUTHL HOpMasbHY0 paboTy hanepsona.

ABTOMaTUYECKUW PeXUM (eC/IN BKIOYEH APYrON PeXxnm GuabTpaLumn): BOCNOAb3YATECH ITON
KOMaHAo0M, 4yTobbl nepeBecTu (hrIbTPALMI B aBTOMATUYECKUIA PeXUM (C y4eToM Npasu,
onpeaensemMblx NoJib30BaTeseM).

MNHTepaKTUBHLIA PEXUM (€C/IM BKJIIOYEH APYION peXXuM punbTpaLmMm): BOCNOJSIb3yNTECh 3TOM
KOMaHZoMn, 4Tobbl NepeBecTy (UAbTPALUIO B MHTEPAKTUBHbLIN PEXUM.

3awumTa OT ceTeBbIX aTak (IDS): aHaJIM3 COAEPXMMOro CEeTEBOro TpaduKka 1 3aLimMTa OT CeTeBbIX
aTak. Jllobon Tpauk, KOTOPbIA ONpefensaeTcs Kak «BpefoHOCHbIN», byaeT 3a6n0kupoBaH. ESET
Internet Security byaeT nHOpMMpPoOBaTb NpU NOAKIYEHUN K He3alwuLweHHon 6ecnpoBogHON ceTH
nnm cetn co cnabon 3awmTon.

3awuTa oT 60THETOB: 6LICTPOE M TOYHOE BbISBIEHNE BPEAOHOCHbIX MPOrpaMM Ha KOMMbIOTEpeE.

MoakniouyeHHblIe CeTH: 0To6pa>KeHv|e ceten, K KOTOpPbLIM MOAKJIOYEeHbl CeTeBble aganTepsl. [Tocne
nepexoda no CCblsike Nog nMeHeM CeTh NoABUTCA BCMJibiBatoLLlee OKHO, B KOTOPOM Bbl CMOXKETE
KOH(pUTYPUPOBATL CETb KaK [J0BEPEHHYIO.

BpeMeHHbIN «4epHbIA» CMUCOK IP-appecoB: 0TobpaXkeHne cnucka IP-agpecos, KoTopble bbiin
obHapy>XXeHbl Kak UCTOYHUKM aTak 1 fobaBneHbl B «4epHbIA» CINCOK 4S8 610KNPOBKM COeMHEHNS B
TeyeHue onpeaesieHHoro nepuoaa BpemMeHun. Y1obbl NoayYnTh 4ONONHUTENBHYIO MHGOPMaLNIO,
BbibepnTe 3TOT NapaMeTp, a 3aTeM HaXXMuTe F1.

MacTtep YCTpaHeHUa HenonapokK: NnoMoraeT yCTpaHATb I'IpOGJ'IeMbI C NoAKNKO4YeHNEM, Bbl3BaHHbIE
dpa|7|epBon0M ESET. N5 nony4eHna LONONHUTESNbHbIX CBeJEeHun CM. pa3gen MacTtep yCcTpaHeHus

HEMOJ1aoK.

PaCUJVIPEHHbIe NnapaMeTpbl AN 3alllUTbl CETU

B rs1aBHOM OKHE rporpamMmsl WenkHuTe HacTpoika > PaclumpeHHble napameTpsl (F5) > 3awuTa
ceTm.
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INTERMET SECURITY O x

JononHutenbHble HACTPOMKHK Q X @
MOZAYb OBHAPYXEHIAA OCHOBHOE
OBHOBNEHME B W3BECTHBLIE CETH i
3ALLWTA CETW B 20HbI o
Daiiepeon

WHCMEKTOP CETW

3awnTa oT CeTeBblx aTak

WMHTEPHET 1 3/IEKTPOHHAR
NOYTA

KOHTPOMb YCTPOWCTE
CEPBINC

WHTEP®EINC MOJ/Ib30BATENA
YBEAOMEHINA

HACTPOMKIA
KOHOMAEHUMANBHOCTIA

OCHOBHbIe cBeaeHuUs

N3BecTHbIe ceTHn

HononHunTenebHble CBeOeHNA CM. B pasfene I3BecTHble ceTu.

30HbI

30Ha — 370 Ha6op CeTeBblX ajpecosB, 06beaNHEHHbIX B Jsiornyeckyto rpynny. lononHnTesnbHble
CBefeHNS CM. B pasfene HacTporka 30H.

NHcnekTOp ceTH

Bkniouutb UHCNneKTOp ceTun

/IHCMEKTOP CeTV NO3BONAET BbIBNSAThL YS3BMMOCTYN B JOMaLLUHER CETW, HanpyMep OTKPbITbIE MNOPThI
VAW HEHAZEXHbI Naposib MapLUPYTU3aTOPa, a TakXKe NPeaoCTaBNseT CrUCOK MNOAK/IYEHHbIX
YCTPOWCTB, YNOPSAA0YEHHbIX MO TUMY YCTPOWCTBA.

YBeaoOMNATb O HOBbIX CeTeBbIX yCTpOﬁCTBaX

YBenomaseT, Korga B ceTu obHapyXMBaeTCa HOBOE YCTPOMCTBO.
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N3BeCTHbIe CeTH

Mpy NCNOb30BaHMM KOMMbIOTEPA, KOTOPLIA YacTO NOAKIOYAETCH K HEJOBEPEHHbIM CETAM UK
CeTAM 3a npefenaMu Ballen LOBEPEHHON (OMaLLUHEN UK ODUCHOWN) CETU, Mbl PEKOMEHAYEM
NpoBepsTb CETEBYIO AOCTOBEPHOCTb HOBbIX CETEN, K KOTOPbLIM Bbl NOAKIO4aeTeCk. [ocne
onpeneneHns cetem ESET Internet Security MOXKET ONpeaenaTh AOBEPEHHbIE (JOMALLUHNE UK OPUCHbIE)
CeTun, UCNOJNIb3ys NapaMeTpbl CETW, 3aAaHHble B pa3aene CeTeBasa npeHtudukaumna. Komnolotepsl
4acTOo BXOAAT B CETU C IP-agpecamn, MOX0XKMMMN Ha apec AO0BEPEHHON ceTu. B Takmx cny4vasax ESET
Internet Security MOXXeT OTHECTW HEN3BECTHYIO CETb K OBEPEHHBIM (AOMALIHUM UK 0UCHBLIM). Bo
n3bexxaHne 3Toro peKoMeHayeTCa UCNonb3oBaTe AyTeHTUdMKaumio cetu. HTobbl NoAy4nTbL [OCTYN
K MapamMeTpaM U3BECTHbIX CeTel, BbibepuTe PacluMpeHHblie napaMeTpsbl (F5) > 3awuTa ceTu >
OcHoBHOe > NI3BecTHbIE CceTu.

Korpa ceTeBor afantep NOAKJIYAETCSA K CETU WM MPOUCXOAUT U3MEHEHME ero napamMeTpoB
CeTeBOWN KOH(MIypaLumm, ESET Internet Security byaeT npoBepaTb Hann4mMe HOBOW CETU B CNCKE
n3BeCTHbIX ceTen. Ecin CeTeBasa npeHTudukaumna n AyteHtucpukauma cetn (HeobszaTenbHbIN
napameTp) coBnagalT, ceTb ByaeT noMeyeHa Kak NoakyYeHHas B AaHHOM uHTepdgence. Ecnm ceTb
He HanAeHa cpean N3BECTHbIX, KOHDUrypaLma CeTeBON MAeHTUMMKaLum co3gaeT HoOBOE CETEBOE
NoOKJl0YEHNE, Ha OCHOBAHMM KOTOPOro onpeaenseTcs 3Ta CeTb NPy CeayoLlem NoaKAYEHUN K
Hel. o yMON4aHUIO A9 HOBOIO CETEBOr0 MOAKAOYEHMNA UCMONb3YETCA TUM 3aLUUTLI, ONpeLesieHHbIN
napameTpamu Windows. B ananorosom okHe OBHapy>xeHO HoOBOe ceTeBoe NoAKJIIYEeHue BaM
byneT npeanoxxeHo BbibpaTb TN 3alNThHI JOBEPEHHaN CeTb, HeA0BepPeHHanA CeTb N
Wcnonb3oBaTh napaMeTp Windows. ECinm ceTeBOM afanTtep NOAK/IOYEH K U3BECTHOW CeTH,
rnoMeyeHHOM Kak JloBepeHHas ceTb, TO JIOKa/lbHble NoAceTn agantepa byayT gobasneHsl B
LLOBEPEHHYIO 30HY.

Tun 3aWMUTbI HOBbIX ceTeM. BbibepuTe 0aMH U3 CeayoLLmMX NapamMeTpoB: [ HOBbIX CETEN Mo
YMOJIHaHMIO NCNONb3YyTCA NapameTpsl Mcnosb3oBaTh NnapaMeTp Windows, CNpocuTb
nonb3oBatens Wiy MoMeTUTb Kak HefLlOBEPEHHYIO.

N3BecTHbIE CETU: 3TOT napaMeTp NOo3BOJIAET HACTPOUTb UMA CETU, CETEBYIO VI)J,eHTI/ICpI/IKaLI,I/HO, TN
3alUNTLI U T. A. YT0ObI OTKPbITb PelakTOp M3BECTHbIX CETEN, HAXKMUTE KHOMKY N3MeHunTD.

Korpa BbibpaHa ycTaHoBKa Ucnonb3oBaTh napaMeTp Windows, 41anoroBoe OKHO He
oTobparkaeTcs U CeTb, K KOTOPOW Bbl MOAKOYEHbI, aBTOMAaTUYECKN NOMEYaeTCs COrnacHo
BalLMM HacTporkaM OC Windows. B pe3ynbTaTe ans HOBbIX ceTen ByayT AOCTYMHbI HEKOTOPbIE
DyHKUUKM (Hanpumep, obMeH hannamn 1 yaaneHHbin paboymin cton).

PepaKkTop U3BeCTHbIX ceTeun

HacTponKy n3BeCTHbIX CETEN MOXXHO BbINOJSIHUTL BPYYHYIO, Bbibpas PacluMpeHHble napaMeTpbl >
3awuTa ceTn > OcHOBHOe > I3BecTHbIe ceTH 1 LwenkHyB I3MeHUTb.

Cton6bunbl

NmMma: uma n3BecTHoOM ceTw.

Tvn 3alLMTbI: NOKA3blBAET, 3a4aHO /I AJ19 CETWN 3HaYeHNe JOBepeHHan, HeJO0BepeHHasa nin
Ucnonb3oBaTb napameTp Windows.
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MNpocdunb hanepsona: suibepnte Npoduab U3 packpbiBatolierocs MeHo NMokasbiBaTb NpaBuna,
Mcnosib3yeMblie B 3TOM npodune, 4Tobbl 0TOOPa3NTb NCNOJIb3YEMbIE B HEM NpaBuKa
(punbTpOBaHMA.

Mpodunb o6HOBNEHUA: N0O3BONSET MPUMEHUTL CO34aHHbIA NPOGNIL 06HOBNEHNS NpK
NOAKMOYEHNN K faHHOW CETH.

dNeMeHTbl ynpaBJieHUA

[obaBuTb. Vicnonb3yeTcsa ons CO34aHNS HOBOW N3BECTHON CETMW.
N3MeHUTb: NCNoSb3yeTCs AN M3MEHEHUS CYLLECTBYIOLWEN N3BECTHOW CETH.
Ypanute: BoibepuTe ceTb 1 WenkHnTe Y aanuTb, 4T0ObI YAanuTb ee N3 CNNCKa M3BECTHbIX CETEN.

Beepx/MoaHATL/ONYCTUTL/BHU3 : N0O3BOJSIIET HACTPOUTL YPOBEHb MPUOPUTETA N3BECTHBIX CETEN
(oueHKa ceTeln OCyLLEeCTBAETCSH CBEPXY BHU3).

MapamMeTpbl KOHpUrypaumm ceTn pacnonoXXeHbl Ha TaknX BKJ1agKax:

CeTb

34eck MOXHO onpenenuts UMa cetu 1 BoibpaTb Tun 3awWwmThl (L0BEPEHHAs, HEL0BEPEHHASA NN
«lcnonb3oBaTb NapaMeTp Windows») ANns ceTu. icnosib3ynTe packpbiBatoweecs MeHio NMpodunb
cpanepBona gns sbibopa Npoduna cetn. ECnm B ceTM MCNONb3yeTCa TUM 3alMThl A OBepPeHHas, Bce
noAceTun, HanpsaMyto CBA3aHHbIe C CETbIO, CHUTAIOTCA AOBEPEHHBIMU. Hanpumep, ecnm ceTesomn
aganTep NOoAK/OYEH K TakoW ceTu C IP-agpecom 192.168.1.5 n mackon noacetun 255.255.255.0,
noacetb 192.168.1.0/24 6ynet nobasneHa B LOBEPEHHYIO 30HY afjanTepa. Ecam y aganTtepa umeetcs
6osblle afpecoB UM NoaceTen, BCe OHM ByayT CHUTATLCS LOBEPEHHBIMU BHE 3aBUCMMOCTM OT
KOH(urypaunm CeTeBon aeHTU(UKaALLMKN N3BECTHON CETN.

Kpome 3T0ro, agpeca, nobaBsieHHble B LonoNHUTE NIbHbIE JOBEepPeHHble agpeca, Bceraa
BKJ/IIOYAIOTCA B AOBEPEHHYIO 30HY afanTepoB, MOACOEANHEHHbIX K CETU (BHE 3aBUCMMOCTHY OT TuUMa
3alUNTbI TAKON ceTn).

Mpenynpexpatb o cnabom wndpoBaHum Wi-Fi. ESET Internet Security COOBLLNT O NOAK/OYEHNN K
He3alwuLleHHon becnpoBOAHOM CETU UK CeTM CO cnabon 3alnTon.

Mpodunb panepsona: suibeprte Npodusb hanepsosia, UCNOJSIb3yeMbl NPY MOLAKIOYEHNUN K 3TOW
ceTum.

Mpodunb o6HOBNEHUA: BbibeprTe Npoduib 06HOBNEHNS, MCNOb3YEMBbIA NPV NOLK/IOYEHNN K 3TON
ceTn.

Anda Toro 4Tobbl ceTb OblNa OTMEYEeHa Kak NoAKIYeHHas, He0bX0ANMO BbIMNOHEHNE YKAa3aHHbIX
HVXXe YCNO0BUNA.

* CeTeBan MAeHTMCbVIKaI.I,MHZ BCe BBENEHHbLIE NMapaMeTPbl O0JIXKHbl OTBEYaTb NMapaMeTpaM
dKTMBHOI0 NOAK/O4YEeHNA.

* AyTeHTU(UMKaLMA CeTU: eC/N BbIbpaH cepBep ayTeHTUMMKaLNK, A0KHa ObITb BbIMOJHEHA
yCrnewHas ayTeHTU(MKaLmsa C NOMOLLbIO CepBepa ayTeHTU(UKaLmMm ESET.
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CeTeBas npeHtupukaumsa

AyTeHTU(MKaLMS BbINONHAETCS Ha OCHOBE NMapaMeTpOB ajanTepa JIoKanbHON ceTu. MNpoucxoant
CpaBHEHMEe BCEX YCTAHOBJ/IEHHbIX MAapaMeTPOB C PaKTUYECKMMMN NapaMeTpaMmn aKTUBHOIO CETEBOr0
NoAK/4YeHNs. Pa3pelleHo Ncrnob30BaHne afpecos IPv4 1 IPve6.

M3MEHEHVE HACTDOEK CETH ?

CeTe =~ CETEEAA MOBHTUQUKAUWA  AyTeHTMOMKAUWA CeTH
Ecnu wcnonesyerca cnegyrowmi cydrdmkc

DMNS (Hanpumep, company.com)

hqg.eset.com

Ecnu cepeep cayswBel WINS umeer x
cnegyrowynii IP-agpec

Ecnu DMNS-cepeep nmeeT cnegyrowmii IP-
agpec

10196106

Ecnu mcnonesyeTca cnefyoluid NokaneHbId
IP-aapec

feb0::d20:3796: ddab: 767

Fraw MHCP-renren wmeet cneavinimii 1P-

AyTeHTU(MKaLUA CceTU

B pamkax ayTeHTUUKaLMK CETUN BbINMOJHAEGTCA NOUCK ONpefesieHHOro cepeepa B CceTu, a AiA
ayTeHTUMUKaLnm cepsepa NCMoJib3yeTcs aCMMMETPUYHOEe WndposaHue (RSA). ims
ayTeHTUdUUMpYyeMor CeTK LO/KHO CoBNajaTh C UMEHEM CeTU, YKa3aHHbIM B HACTPOMKax cepeepa
ayTeHTuUduKaLmmn. IMs BBOOUTCA C y4ETOM pernuctpa. YKaxuTe nMsa cepeepa, ero npocayLinsaowmnm
NMOPT M OTKPbITbIN KJIK0Y, COOTBETCTBYIOLLMIA 3aKPbITOMY K04y cepBepa (CM. pa3aen
AyTeHTUnKaLma ceTn: KoHdurypaums cepeepa). ms cepsepa MoOXXHO BBECTU B BUAE IP-afgpeca,
MMeHMN DNS nnu NetBios. [Tocne MeHN cepBepa MOXHO YKa3aTb MyTb K (Paisly KnoYa Ha cepsepe
(HanpumMep, UMs_cepBepa_/kaTanorl/kaTanor2/ayteHTudukaumsa). Ha cay4yan HegoCTynHOCTM
cepBepa MOXXHO YKa3aTb LOMNOJIHUTESIbHble CepBepbl Yepes TOYKY C 3anATon.

3arpysnTe cepsep ayTeHTudmnKaLmm ESET.

OTKpbITbIM KJIIO4OM MOXXET ObITb (hann 0OHOro 13 yKasaHHbIX HUXKE TUMOB.

* 3alWnpPoBaHHLIN OTKPLITLIN K04 B hopMaTe PEM (.pem). ITOT KJHOY MOXHO CO34aTb C
NOMOLLbIO NPUJIOXKEHNA ESET Authentication Server (CM. pa3faen AyTeHTUdnKaums ceTu:
KOH(pMrypaumsa cepsepa).

* 3alWnNPOBaAHHBLIN OTKPBITHIN KtOY.

* CepTuurKaT OTKPbLITOro Kjto4a (.crt).
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M3meHeHwe HacTpoek ceTu ?

CeTb  CeTeBad waeHTMGUKauna — AYTEHTMOUKALNA CeTH

Wmna cepeepa wnu IP-agpec 101.1.24
MopT cepeepa 80

OtepriTeii knrod (Kognpoeka basehd)

Y106l NPOBEPUTL HACTPONKK, HaXXMUTE KHOMKY MpoBepuTb. ECAn ayTeHTMdUKaLMA NpoLwa
YCMNELLHO, Ha 3KpaHe NosiBUTcs coobueHne AyTeHTUGKaLmMa cepBepa 3aBeplueHa. Ecnn
ayTeHTU(PUKaLMA He HAaCcTpoeHa AO/KHbIM 06pa3oM, Ha IKpaHe NOSABUTCSH OAHO U3 YKa3aHHbIX HUXE
coobuieHunn o6 owmnbke.

Cboit ayTeHTUMKaLuUn cepeepa. HegonycTumas nam HecoBnaatoLLas noanuch.
MoAnucb cepBepa He 0TBEYaeT BBEAEHHOMY OTKPLITOMY KJtOYY.

C6on ayTeHTUmKauum cepepa. ims cetn He coBnagaeT.
HacTpoeHHOe uMs cepBepa He COOTBETCTBYET 30HE CcepBepa ayTeHTudhunkaumm. NMposepbTe 0ba
NMeHMn 1 ybeamnTechb, YTO OHN OAUHAKOBSI.

Cboln ayTeHTU(MKALMK cepBepa. HeT oTBeTa OT cepBepa, Wy NnoJly4eH HeAonyCTUMBbIA OTBET.
OTBEeT OTCYTCTBYET, €C/In cepBep He paboTaeT nan HepocTyneH. HegonyCcTUMbIA 0TBET MOXET
ObITb NONYYEH B C/ly4ae, eC/n 3anyleH apyroit HTTP-cepBep C yKa3aHHbIM apecom.

YKa3aH HeeNCTBUTENbHbIN OTKPbITbIN KItOY.
MpoBepbTe, HE MOBPEXAEH NN (hann OTKPLITOro KJYa.

AyTeHTUUKaALUA CceTU: KOHDUrypauua
cepBepa

AYTEHTUMMKALNIO CETU MOXKHO BbIMNOJIHUTL C MOMOLLbIO noboro NOAKMOYEHHOI O K HEN KOMMbOTEPa
nnn cepeepa. na aToro Ha KOMMbOTEP NN CEPBED, KOTOprVI BCerna AOCTyneH onsa
ayTeHTVICpVIKaLl,I/II/I, KOroa KJINeHT NblTaeTCA NOAKIIYNTLCA K CETU, HYX)KHO YCTAHOBUTb NMPUJIOXKEHNE
ESET Authentication Server. ®aiifl yCTaHOBKMW NPUIOXKEHUA ESET Authentication Server MOXHO 3arpy3uTb C
Beb-canTa ESET.

Mocne yCTaHOBKW MPUSIOXKEHNS ESET Authentication Server OTKPOETCS AMaAJIOr0BOE OKHO (MPUIoXXeHne

MOXHO 3aMyCTUTb, NOC/I€A0BATENLHO LWeNIKHYB 31eMeHThl Myck > MporpaMmel > ESET > ESET
Authentication Server).
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Ina Toro 4Tobbl HACTPOUTL CEPBEP ayTEHTU(MKALMMW, BBEANTE UMS 30HbI ayTEHTUMKAL MK,
nNpocayLmBatloLWmin NopT cepaepa (no ymonyaHuto 80) n mecTo, B KOTOPOM ByayT XpaHUTLCS
OTKPbITbIN 1 3aKPbITbIA KOYK. [lanee co3ganTe OTKPbIThINA U 3aKPbITbIA KHOYK, KOTOPbIE ByayT
NCNOJIb30BaTbLCA NPU ayTEHTUDUKALUNN. 3aKPbITbIN K04 A0/)KEH NCMOJIb30BaTbCS Ha CEPBEPE, a
OTKPbITbIN — MMNOPTUPOBATLCS Ha CTOPOHY KJMEHTa, YTO MOXXHO CAenaTb B pasgene
ayTeHTUMUKaLMN 30HbI NPU HAaCTPOWNKe 30HbI B (halepBoie.

Bosnee noapobHble CBEAEHUS MOXKHO HANTV B 3TON CTaThbe 6a3bl 3HaHWIA ESET.

KOoH(pUrypupoBaTb 30HbI

30Ha — 3T0 Habop ceTeBbIX afpecoB, 06beANHEHHbIX B JIOrTMYECKYI0 Fpynny. BO3MOXHOCTb CO34aHNA
30H NpeaycMoTpeHa AN1a C/lyvyaes, KOraa OauH 1 TOT e Habop afpecoB HeobXoAMMO UCMOb30BaTb
B HECKONbKMX NpaBuiax. Kaxxnomy afpecy B rpynne Ha3Ha4valTCsa MoXoxune npasmna,
onpefeneHHble LLeHTpann3oBaHo Ans Bcen rpynnbl. [pMMepoM Takon rpynnbl ABASETCA
AoBepeHHas 30Ha. [loBepeHHas 30Ha npeAcTasaseT cobon rpynny ceTeBbiX afpecos, He
610KnpyembIx harepBoIOM.

Y106l 06aBUTHL OBEPEHHYIO 30HY, BbINOJHUTE Celyolne LencTBuS.
1. OTKponTe PaclumpeHHblie napaMeTpsbl (F5) > 3awuTa ceTy > OCHOBHOE > 30HbI.
2. WenkHuTe U3MEHUTb PALOM C 3JIEMEHTOM 3OHBL.

3. WenkHnTe J06aBuTb, BBEAMTE UMSA 1 ONMUCAHMUE 30HbI 1 YKAXNTE YaleHHbIN IP-afpec B noJe
Appec ynaneHHOro komMnbiorepa (IPv4, IPv6, AManasoH, Macka).

4. HaxxmunTte KHornky OK.

JlonoNHNTEeNbHbIE CBEAEHNS CM. B CTaTbe 30HbI haliepBoa.

30Hbl (panepBona

JlononHNTENbHbIE CBEAEHUS O 30HAX CM. B pa3fese HacTpoika 30H.

Cton6bubl

Umsa: nmsa rpynnbl yaaaeHHbIX KOMMbIOTEPOB.

IP-agpeca: OTHOCALWMWECH K 30HE yAaJ/IeHHbIE IP-aApeca.

DJ/1IeMEeHTbI ynpasJjieHus

Mpv moBGaBNEHUM VN1 U3SMEHEHMUM 30HbI JOCTYMHbI Takue Noss.

NmMsa: nmsa rpynnbl yAaneHHbIX KOMMbOTEPOB.

OnucaHue: obuiee onucaHme rpynnol.

Appec ynaneHHoro komnbiotepa (IPv4, IPv6, AuanasoH, MackKa): BO3MOXHOCTb fobaBneHuns
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yOaneHHOoro agpeca, AMana3oHa agpecos nnm noaceTun.

Ypanutb: yaaneHne 30HbI U3 CNKnCKa.

| i Y4TuTe, 4TO 3apaHee onpeneseHHble 30Hbl Y4aJIMTb HEBO3MOXHO.

danepson;

®dailepBon ynNpaBaseT BCEM BXOASLLMM 1N UCXOAAWMUM CETEBLIM TPAPUKOM KoMMbloTepa. Mpouecc
OCHOBAH Ha 3anpeTe WUan paspeLLleHnn OTAe/bHbIX CETEBbIX COeANHEHWNIA B COOTBETCTBUN C
onpeaeneHHbIMU Npasuiamu. MNepcoHanbHbl atepBon obecneymBaeT 3aLinUTy OT aTak CO CTOPOHbI
yIaNeHHbIX KOMMbIOTEPOB U MOXET BJIOKNPOBATH MNOTEHLIMALHO OMacHbIe CyX0bbl.

OcCHOBHbIEe cBeaeHuUs

BxknounTtb hanepson

PEKOMEHIYETCSA OCTaBMTb 3TY (DYHKLMIO BKJIOYEHHON, 4TOObI 06ecneymnTb 3alnTy cucTemsl. Mpu
BKJIIOYEHHOM (haiepBOsie CETEBON TpadhnK CKaHUpyeTCs B 060MX HanpaBaeHUsX.

OueHnTb TakXXe npasuna panepsona Windows

B aBTOMaTN4YECKOM peXxmMme paspeLlaTh TakxXe BXOAALWNNA TpadrK, pa3peLlleHHbIn npaBmuaaMm
thanepBona Windows 1 He 3ab6710KMPOBaHHbIN ABHbIM 06pa3oM npaBuaamu ESET.

PexuMm dunsTpauumn

MoBefeHune (hanepBosia 3aBUCUT OT BbIOPaAHHOIrO pexuma puabTpaunn. OT Hero TakXxe 3aBuUcuT
CTeneHb y4acTuns Nosib30BaTend B npouecce.

Ona danepsona ESET Internet Security 4OCTYMHbI CAeAyOLWME PeXUMbI UbTPaLNN:

Pexxum
punbTpauum

ABTOMaTH4YECKUH PeXX1uM no ymMosi4aHuIo. ITOT peXMM NoAXOAMT A5 NOSb30BaTesNen,

pexum KOTOPbLIM HPABUTCS MPOCTOTa 1 yA0bCTBO NCMONb30BaHUSA MEPCOHANILHOMO
hariepBoa, a TakXXe OTCYyTCTBME HEOOXOAMMOCTM Co3AaBaTh Npasuia. B
peXXrMe no yMOJIYaHMI0 MOXKHO CO34aBaTh MOJIb30BaTE/IbCKME NPaBua,
OOHAKO 3TO He HeobxoaMMo. B aBTOMaTNYECKOM peXxnMe pa3peLleH Becb
NCXoAAWMIN Tpadmk cucTembl 1 6noknpyeTcs 6oMbluas YaCTb BXOASLLENO
Tpauka — KpoMe HEKOTOPOro Tpadmka 13 LOBEPEHHOMN 30HbI (KaK yYKa3aHo
B pa3aene IDS 1 pacluMpeHHble NapaMeTpbl/PaspelleHHble cyXX0bbl) 1
OTBETOB Ha HEJABHUIA NCXOAALLMIA TPaUK.
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NHTepaKTUBHbLIN
pexum

Pe>XuMm Ha ocHoBe
MOJINTUKMU

PeXxum oby4yeHusn

Mo3BonsieT co3aaTh COOCTBEHHYIO KOHGUIYypaumnto danepsona. Ecam
obHapy>XeHo coeaMHEHNE, Ha KOTOPOE He PacipOCTPAHAETCA HM O4HO 13
CYLLEeCTBYIOLWMX NPABWJI, Ha 3KPaH BbIBOAUTCS ANANIOrOBOE OKHO C
yBeLOMJIeHNEM O HEN3BECTHOM MOAKOYEHMN. B 3TOM AManoroBoM OKHe
MOXXHO pa3pelnTb WK 3anpeTuTb CoefMHEHNE, a TakXXe Ha OCHOBE 3TOro
pelleHmnsa co3gaTbh NpaBuIo AN NnpuMeHeHns B byaywem. Ecan
NPUHUMAETCA peLleHne 0 CO34aHuM HOBOrro Npasusa, B COOTBETCTBUM C 3TUM
npasuiom Bce byayuime coegnHeHns 3Toro Tuna byayT pa3peLleHbl Uam
3anpeLeHsl.

BnoknpyeT BCce COeIHEHUS, KOTOPbIE HE COOTBETCTBYIOT HU OAHOMY U3
paHee onpefeseHHbIX Pa3peLLaoWwmnX NpasuI. TOT PEXIM NpeaHa3HaYeH
A5 OMbITHBIX MOJIb30BaTENEN, KOTOPbIE MOryT CO34aBaTh NpaBua,
pa3peLlaloLne ToNbKO HY>XHble U 6e3onacHble coeanHeHus. Bce npoyne
HeyKa3aHHble coeanHeHns ByayT 6/10KMpoBaThLCS (haliepBOJIOM,

ABTOMAaTMYECKOE CO3AaHMNE 1 COXPAaHEHWE MpaBusl. ITOT pexuM yaobeH ans
nepBOHAYasIbHOW HACTPOWKYK hailepBoNa, HO ero He cneayeT UCMosb30BaTh
AJMTeNbHOE BpeMs. Y4acTue nosib3oBaTens He TpebyeTcs, MOTOMY YTO ESET
Internet Security COXpaHsSieT NpaBuia COrNacHoO NpeaBapUTENbHO
HACTPOEHHbIM NapamMeTpaM. YTobbl n36exaTb PUCKOB, PEXUM 0ByYeHNs
PEKOMEHAYETCS UCMOJIb30BaTh TOJIbKO 10 MOMEHTA CO3AaHUA NpaBua ans
BCEX HEOOXOAUMbIX COENHEHNIA,

JlonosHuTeIbHO

MpaBuna

B pa3gene HaCTPOMKK NpaBul MOXXHO NPOCMOTPETL BCE MPaBuia, KOTOPbIE MPUMEHSIOTCSA K
Tpauky, co3aaBaeMoMy OTAEbHbIMY NPUIOXKEHNSMUN B Npefenax JOBEPEHHbIX 30H 1 CETY

NHTepHerT.
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INTERNET SECURITY O x

JononHutenbHble HACTPOMKHK Q x @
MOAY b OEHAPYKEHIA OCHOBHOE

OBHOBNEHVIE BrntoumTs daiiepson i
SALLIWTA CETK OueHUTE Takoke npasuna baitepsona Windows i
Gaiiepeon Peskimt uALTpaLmmn ABTOMATUHECKNIA PEXMM A

3 e - =
SR B EEEE e BTz ABTOMATUHECKHN PEXHMM SKTHEWZOBAH MO YMONYaHWHD. OH NoOLoANT TEM MNONB30BEATENAM, KOTODBEIM HYHHEI

npocToTa u yaoboreo B paboTe ¢ dalfiepBoaom W KOTOPbIE HE XOTAT TPaTUTh BPEMA Ha HacTpolky npasun. B 3tom
PEXNME NPOMYCKAETCA BECH NCXOAALLMA TPahKMK CUCTEMBI, 3 BCE HEPACNOZHAHHEIE NOAKMIOYEHNA M3 CETH

WMHTEPHET 1 3NTEKTPOHHAR & ) 5
BACKMPYOTCA (ECAM MHOE HE HACTPOEHO B NOJE30BATENBCKMX NMpPaBMAax).

NOYTA

KOHTPOMb YCTPOWCTE

CEPBMC AONONAHWUTENEHO
WHTEP®EINC NOJB30BATENA MPODWAN ©AAEPEONA 0
YEEN OMIEHIAA

OEHAPYXXEHWE W3MEHEHWIA MPUAOXKEHWIA o
HACTPOKI
KOHOMAEHUWMANBHOCTIA

Bbl MOXXeTe co3aaTb NpaBwso IDS, Koraa O0THET aTaKyeT Ball KoMnbioTep. [1paBuio MoXXHO
N3MEeHUTb B pa3fesie PacluMpeHHble napaMeTpsl (F5) > 3awiMTa ceTu > 3alimTa OT CeTeBbIX
atak > lpasuna IDS, WenkKHyB U3MEHUTD.

PaspeLueHHble cnyXXObl

HacTpolika gocTyna K obuimm ceTeBbIM CiyxbaM, 3anyLIeHHbIM Ha KOMMbloTepe. [ONONHUTENbHbIE
CBeAeHNs CM. B pa3fene Pa3pellieHHble CnyX0bl.

Mpocunu hbanepsona

[Mpodwnan hanepsosia MOXXHO UCNOJb30BaTb 419 HACTPONKN NoBeaeHns arepsosia ESET Internet
Security, yKa3blBas pa3Hble Habopbl MpaBua Ans pa3HbIX CUTYaLWUiA.

OOHapy)XxeHue U3MeHEeHUA NPUI0KEeHUN

OYHKUUA 0OHAPYIKEHNS U3MEHEHWI NPUIOXKEHN 0TOBPaXkaeT yBeAOMEHNS, €C/IN U3MEHEHHbIE
NPUNOXKEHMS, [N KOTOPbIX CYLLECTBYET NPaBuIo aepBosa, NbiTaloTCs YCTaHOBUTb MOAK/OYEHUS,
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NMpodunu panepsosna

Mpocunm No3BoNSIOT KOHTPOAUPOBATL NOBeLEHME (hariepBona ESET Internet Security. Mpn co3gaHum
WU N3MEHEHUN NpaBuna aepsosia ero MOXXHO Ha3HaYNTb OTAEIbHOMY MPOMUID AN MPUMEHNTb
Ko BCeM npocunsm. Mpu Bbibope onpefeneHHOro Nnpoguas 4eNCTBYOT TONbKO rnobanbHble npasBuia
(npaBuna 6e3 ykasaHus Nnpoduas) n NpaBuia, Ha3Ha4YeHHbIE 3TOMY NPOcUILD. Bbl MOXXeTe co3faTb
HECKOJIbKO NPpOoguNein C pasHbIMU NPaBUiaMmn LN CETEBLIX afanTepOB NN CETER, KOTopble
MO3BONST JIErKO MEHATb NOBefeHNe (haiepBona.

PsiiOM CO cnUCKOM npodunen wenkHute N3meHnTsb. OTKpoeTcs okHo Mpodunu daepsona, B
KOTOPOM MOXXHO U3MEeHSATb NPodun,

CeTeBOMN aganTep MOXHO HAaCTPOUTb TakUM 06pa3oMm, 4Tobbl Npy NOAKAOYEHUN K KOHKPETHOWN CeTwn
OH MCM0Nb30BaN CKOH(UIYPUPOBAHHbLIN 419 Hee Npoduib. Kpome Toro, MOXXHO YKa3aTb KOHKPETHbIN
npoub, KOTOPLIN ByaeT NCNob30BaThCA ANS ONpefesieHHON CeTu, AN1A Yero cnenyet BolbpaTb
3/ieMeHTbl PacluMpeHHble napamMeTpsl (F5) > 3awmTta ceTn > U3BecTHbIe ceTu > U3MeHuTb.
BbibepuTe ceTb 13 cnnucka U3BecTHble ceTu 1 wenkHuTe U3MeHnTb, 4T06bl Ha3HaYNTbL NPONIIb
(hanepsona 019 KOHKPETHOW CeTU U3 packpbiBatowerocs meHio NMpodunb panepsona.

C ceTamu, ons KOTOpbIX He Bbln Ha3HavyeH Npogub, ByaeT NCNonbL30BaTLCSA NPOGWIbL aganTepa no
yMmon4aHuoo. ECnn agantep He HaCTPOEH Ha MCNoJsib30BaHMe Npoguns cetu, byaeT ncnonb3oBaTbCs
ero Npogusb N0 YMOMYAHMNIO BHE 3aBMCMMOCTU OT TOrO, K KaKov CETW OH NoakYeH. Ecnm B
HaCTPOMKax CETU UK aganTepa He yKasaH npodunb, NpuMeHseTca rnobanbHbIn Npodub Mo
yMoJil4aHM0. YTobbl Ha3Ha4YMTbL NPodUIbL CETEBOMY afanTepy, BbibepuTe 3TOT aganTep U HaXxMuTe
KHOMKY U3MEeHUTb, pacnosioXXeHHY0 psaoM ¢ aneMeHToM Mpodunu, HasHayaeMble ceTeBbIM
apanTtepamM, 3aTeM OTpedaKTMpynTe cBeaeHns 0 BoibpaHHOM afanTepe u BoibepuTe npodunb B
packpbiBatowemcsa cnucke Mpocduns panepsosa No yMonYaHuIo.

Mpwn nepektoyeHUn npocmneln anepsosna B MPaBOM HUXHEM YTy psiAOM C CUCTEMHBIMW YacaMm
NosIBNISIETCS COOTBETCTBYIOLLEE YBELOMJIEHME.

Ouanorosoe oKHO «A3MeHeHue npodunen
danepsona»

3pecb MoXXHO JlobaBuTb, U3MeHuTb 1 Yaanutb npodunn. Ytobbl U3MeHuTb NN Y AaNuTL
npodusb, ero cCHavyana Hy>KHo BblIbpaTb B cnncke B okHe Mpodunu dpanepsona.

JlononHUTeNbHbIE CBEAEHUSA CM. B pa3gene [poduan danepsosa.

Mpocdunu, HasHayaeMble ceTeBbIM aganTepam

Mepeknoyas Npodusin, MOXHO BbICTPO U3MEHATbL NoBefeHne hanepsosia. Ans onpefeneHHbIX
npogunenr MoryT BbiTb YCTaHOBMIEHbI Y MPUMEHATLCS NOJIb30BaTEIbCKUE NpaBua. 3annucu Ans Bcex
ceTeBbIX aflanTepoB KOMMblOTEpPa aBToOMaThYecky LobaBnATCA B CNcok CeTeBble apganTepbl.
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Ctonoupbl

Nma: nma ceteBoro agantepa.

Mpocdunb chanepsona No ymonyaHuio: nNpoub No yMOa4aHUIO NCNOSb3YEeTCH, KOrga Bbl
nogkJto4aeTechb K CeTu, 15 KOTOPOM OTCYTCTBYET HAaCTPOEHHbIN NPOGUSb UK OTKIIOYEHO
NCMNOJIb30BaHME CETEBOro Npoduas ceTeBbiM aganTepom.

Mpennoyutaembin npopunb ceTu: ecn napameTp Mpepnountaembin npodusb ceTu
BKJIIOYEH, CeTeBOM afdanTep byaeT ncnonb3oBaTb Npodnab anepBona, Ha3HAYeHHbIA Ans
NOAKJIIOYEHHOW CETU, KOrAa 3TO BO3MOXHO.

DJ/1IeMEeHTbI ynpasJjieHus

[o6aBuTb: 106aBNEHE HOBOrO CETEBOr0 afanTepa.
N3MeHUTb: N3MeHeHne CyLLIeCTBYIOLLIEro CeTeBOro aganTepa.

Ypanutb: BbibepnTe CeTEBOWN afanTep U WenkHUTe Y BanuTb, 4ToObl yAannTb BbiOPaHHbI
afanTep n3 Crucka.

OK/OTMeHa : HaxxmunTe OK N5 COXpaHeHMa 3MeHeHUn nav OTMeHa ons UX OTMEHbI.

HacTtpo#ka v ucnosib.3o0BaHme npaBuJ

MpaBuio conepxnT Habop NapaMeTPOB 1 YC/IOBUIA, KOTOPLIE NMO3BONSIOT LEeieHanpaBieHHO
MPOBEPSTb CETEBbLIE COEANHEHUS U BbINOJIHATL HEOOXOAVMbIE AEACTBUS B COOTBETCTBUMN C 3TUMU
ycnosmsMu. C NOMOLLbO MpaBu haiepBosia MOXHO 3aaTh AENCTBUS, KOTOPbIE BbINOJHSAOTCA NpK
YCTAHOBKE CETEBbIX COEAVHEHUIA Pa3IMYHbIX TUMOB. YTOOLI HACTPOUTL NPABUIIO (hUNbTPALINN,
OTKpOWTE OKHO JLONOJIHUTEe IbHbIe HACTPOUKHM (F5) > daepBon > OCHOBHOe. HekoTopble
npeponpeneneHHbIe NpaBuna CBA3aHbl C hlaXKKamiy 13 pa3peLleHHbIX cayX®O (IDS 1 pacllnpeHHble
hyHKLMM) 1 He MOTYT BbITb OTKJIOYEHbI HANPAMY0, BMECTO 3TOr0 ANA UX OTKJIYEeHUs Heobxoanmo
CHSTb CBA3AHHbIE C HUMW (hJIaXKN.

B oTanyne oT npeabiayLLen Bepcum ESET Internet Security, NpaBuia 06pabaTbiBaloTCS CBEPXY BHUS.
JeiicTBre, onpenensieMoe nepBbiM COOTBETCTBYIOLWMUM NPABUIOM, UCMOJb3YETCS A8 KaXA0ro
obpabaTbiBaEMOro CETEBOro COeANHEHNS. DTO BaXXKHOE M3MEHEHVe B MOBELEHNM MO CPABHEHMIO C
npenblayLei Bepcmen, rae npmopuTeT onpenensncs aBToMaTM4eckm 1 6bi Boilwe y bonee
cneumngmnyeckux npasui, 4em y bonee obLmx.

MoOK/IIOYEHNS MOXHO Pa3aeNnuTb Ha BXOAALLME U ncxoasLive. Bxoaaime noakao4eHns
VHULIMMPYIOTCA YAaNEHHLIM KOMMbIOTEPOM, KOTOPbIN MbITAETCA MNOAKYUTLCA K JIOKAbHOW
cucteme. Mpu NCxoaaemM CoeAUHEHNI NOKaSbHbIA KOMMbIOTEP MbITAETCA NOAKMOYNTHLCS K
yaaNlEHHOMY.

O6Hapy>X1B HOBOE Heun3BECTHOEe MOLKJII0YEHNE, XOPOLLIO NoAYyMaliTe, Npexae Yem paspewaTb nan
3anpeLlaTb ero. HesanpolweHHoe, He3aLWNLLEHHOE AN HEW3BECTHOE NMOAKIOYEHNE MOXET
NOABEPrHYTb CUCTEMY ONacHOCTW. ECnm Takoe NoakaoyeHne YCTaHOBNIEHO, PeKOMeHAYeM 00paTuTh
0coboe BHUMaHMWe Ha yAaneHHbIN KOMMbIOTEP W NPUIOXKEHNE, KOTOPOE MbITAaeTCs NOAK/OYUTHCS K
BalLleMy KOMMbtoTepy. Mpy MHOMMX BUAAX 3apaXKE€HMWIA OCYLLECTBASAOTCS NOMbITKYA NMOAYYEHUS U
OTMNPaBKN KOH(MAEHUMANBHBIX AAHHbIX U 3arpy3Kn ApYrux BPeAOHOCHbLIX NPUI0XKEHNUI Ha paboyne
CTaHuun. danepBon faeT Nosib30BaTEN0 BO3MOXHOCTb 0OHAPYXXMUTb U pa3opBaTh Takue
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noaKJI4YeHNA.

Cnucok npasun ¢panepBona

Cnuncok npasun aitepBosia MOXHO HakTK B pa3aene PacluMpeHHble napaMeTpbl (F5) > 3alMTa
ceTun > ®aiepBon > PaclumpeHas nHpopmauus, wenkHys U3MeHUTb Bo3ne anemeHTa Mpasuna.

Ctonbunbl

NUmMsa: nma npasuna.

BKJIIO4EHO: CBEIEHNS O TOM, BKJILOYEHO SN NpaBus1o. YTobbl aKTUBNPOBATL NPaBMIIO, YCTAHOBUTE
COOTBETCTBYHOLMIA (P1AXKOK.

MpoTokKon: cBefeHns 0 VIHTepHeT NpoTOKONE, A1 KOTOPOro NUCMoJib3yeTCs yKa3aHHOe NpasBuio.
Mpodunb: cBeaeHns o npogune anepsosa, A1 KOTOPOro NCNOJb3yeTCs yKa3aHHOe NpaBuio.
DencrTBue: cBeeHNA 0 COCTOAHUMN NOAKA4YEeHNS (610KnpoBaTh/pa3peLlaTb/CnpallnBaTh).
HanpaBneHue: HanpaB/ieHne coefnHeHns (Bxoasllee/ucxonsauee/oba).

JIoKanbHbIW: Ya/IEHHBIN afpec, Anana3oH apecoB Uan NOACETb B hopMaTe IPv4 UK IPv6 1 NopT
NOKaNbHOr0 KOMMbOTEPA.

YpaneHHbIW: yaaNeHHbIn agpec, Anana3oH aApecoB an NoAceTb B hopmaTe IPv4 uau IPv6 1 NopT
yZaneHHOro KoMMbloTepa.

MpunoxxeHue: NPUIOKeHNe, K KOTOPOMY MPUMEHSeTCa npasuo.
lNpaewna daiepeona ?

|_||‘33E'I.I.-1a ONPEJENAHIT, Kk -"T,"BI-IEFEC.-'I C'E[’JB'EETbIEaET BXOAALLME M MCXOJALUNWE CETEBBIE NOAKAHIYEHWA. I'Ipeeuna CQUEHWBAHITCA HAYWMHAEA C
BEQXHEND W 3dKaHYWEIA HUHHWM, NPHW 3TOM NPUMEHAETCA AENCTENE MNEQECIo NOAXCAALLErD NpaBnna.

Q
[ALE] Brnwodeno Mpotokon [Mpodwne [deiicteme  Hanpasnenwe [flokaneHble  Yaaneddoie  [punomedue
PaspelunTe Beck Tpadmk .. w Mo.. [MoBod np..  Pas.. Ota JNokaneHble agpeca
Paspewwte DHCP gna svch...  |v UDP Mwo6oii np... Pas.. OBa [Mopm 67,68 MopT: 67,68 CAWindows\syste...
Paspewwte DHCP gna servi., |« UDP JflwoBod np.. Paz.. O6a [opm 67,68 Mopm: 67,68 CAWindows'syste...

Paspeuwte DHCP ann IPvE v UDP  wobBoii np... Pas.. OBa Mopm 546,547 :Elé?sip;clbfi-l:r CAWindows\syste...
PaspewmnTe nexogawme D v T..  [loBoi np.. Paz.. Wc. Mopm 33 CAWindows'syste...
PaspewnTe ncxogawme M., v UDP foBoi np..  Paz.. Wc. IP—ap,p?c:_%"' 002 CAWindows\syste...
MopT: 33535
PazpewwTe exogawme muo.. v UDP  Mioboi np... Pas.. Bx.. [Mopm 5333 JoeeperHan soHa CAWindows\syste...
| MokasaTe BCTpOEHHbIE (MPEABAPUTENEHO HACTPOEHHBIE) NPaBUAa
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dNeMeHTbl ynpaBJieHUA

JNo6aBuTb: Co3aHVe npaBua.

N3MeHUTb- N3MeHeHne cywecTBytoulero npasuna.
Ypanutob: yhoaleHne CyLleCcTBYOLWEro npasuia.
KOﬂMpOBaTb: CO3aaHne Konmn Bbl6paHHOI'0 npasnna.

MokasaTb BCTpOEHHbIe (NpeABapuTesIbHO HACTPOEHHbIE) NpaBua: NpeaBapnUTesIbHO
HaCTPOEHHbIe NpaBuia A5 ESET Internet Security, C MOMOLLbIO KOTOPbIX MOXKHO pa3pellaTh 1an
6710KMpPOBaTb ONpPefeeHHble COeANHEHUS. DTU NPABUIA MOXXHO OTKJIIOYUTL, HO HE YAANNUTb.

B Hayano/Beepx/BHu3/B KoHew,: HaCTPOWKa NPUOPUTETHOCTM Npasu (nNpasuna
nocnenoBaTesIbHO BbINOJIHAKTCA CBEPXY BHU3).

LLlenkHUTe 3Hauok novcka s B BepXHelt NpaBoit YacTu 3KpaHa, 4ToBbI UCKaTb NpaBuaa Mo
MMEHW, MPOTOKOJY WK MOPTY.

HNobaBneHme n UsMeHeHUe npasun
danepBona

Mocne Ka)xoro N3MEeHEHUst OTC/IEXMBAEMbIX NMapaMeTpoB Heobxoammo o6HOBUTL NpaBuna. Ecan
nocsie BHECEHUSI U3MEHEHWIA MPaBWJI0 HE MOXKET 0TBeYaTb TpeboBaHUSM 1 YKa3aHHOe AeCTBUE He
MOXXET BbIMOJIHATHLCS, B MOAKI/IIOYEHNN MOXET BblTb 0TKa3aHO. ITO MOXKET NPMBECTM K Npobremam B
paboTe NpUIoXKeHNs, AN KOTOPOro CO34aBasioCk Npasuo. MprMepoM MoXeT bbITb N3MeHeHNe
CeTeBOro agpeca Wi HoMepa NopTa yAaJeHHOro KoOMMnbloTepa.

NnniocTprupoBaHHbIE MHCTPYKL NN

Cnegnytowme ctaTbh 13 6a3bl 3HaHWUA ESET MOTYyT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
o OTKpPbITUE WK 3aKpbITME (pa3peLleHne uan 3anpeLleHme) onpeaesieHHoro nopTa B
danepBone ESET

» Co3gaHue nNpaBuia hanepBosia Ha 0CHOBE (halioB XYPHaNa B ESET Internet Security

BepxHAS YaCcTb ANANOroBOro OKHa COOEPXUT TPW BKIAAKMW.

» O6bwme: BLIGOP MMEHN NMpaBuaa, HanpaBieHNa NOAKYEHNS, AeNCTBUS (PaspewmTs,
3anpeTuTb, 3anpoCcuThb), NPOTOKONA U NPODWIIA, K KOTOpOMY ByeT NpUMeHATbLCS NpaBuo.

* JloKanbHbIA: NPVBOANTCS MHPOPMALIASA O IOKAJIbHOM KOMMbIOTEPE, YHAaCTBYIOLLEM B
NOAKOYEHNN, C yKa3aHWEM HOMepa JIOKasIbHOr0 NopTa UK AMana3oHa NOPTOB U MEHU
NPUIOXKEHUS, KOTOPOE YCTAHOBWIO NOAK0YEHME. M03BONISET TakXXe C MOMOLLbIO KHOMKM
Ho6aBuTb [06aBNATL ClO4a NPeABaPUTENbHO 3a4aHHYI0 UM CO34aHHYI0 30HY C AMamna3oHOM IP-
afpecos.

* YaaneHHbli: Ha 3TON BKIaaKe NpuBoANTCS MHGopMaums 06 yaaneHHOM nopTe (AnanasoHe
nopToB). TakXe 3[1eCb MOXXHO yKa3aTb CNUCOK YAaNeHHbIX IP-apecoB UK 30H A1 KOHKPETHOro
npaBuaa. Mo3BosISEeT TakXXe C MOMOLLbIO KHOMKM JL,o06aBUTb 106aBNATh Clofla NpeaBapuTebHO
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3aJaHHYIO WK CO34AaHHYIO0 30HY C AMWamnMa30HOM IP-apecoB.

Mpw co3aaHnM HOBOro NpaBuia HeobxoAnMo BBECTH ero ums B nose UMs. Hanpasnexue
NOAKJ/IOYEHNS, K KOTOPOMY MPUMEHSETCS NPaBWI0, BbIOMPAETCS B PACKPLIBAOLLEMCS CMIUCKE
HanpasneHue, a 1eliCTBME, KOTOPOE [10JIKHO BbIMOJHATLCS, KOrAa NoaK/lo4YeHne ya0BeTBopseT
napameTpaM npasBuia, — B PackpblBaloLleMcs crncke flencTeme.

MpoTokon: NPoTOKON Nepeaayn AaHHbIX, UCMONb3yeMblii ANs NpaBuna. Boibepute B
PaCKPbIBAIOLLEMCS CNUCKE NPOTOKOJ, KOTOPbIA HY>XHO NCMONb30BaTbCA AN ONPeLeIeHHOro
npasuna.

Tun/Kop, ICMP: onpenensemMoe Yncaom coobuieHune ICMP (Hanpumep, 0 03HaYaeT OTBET NPOBEPKU
CcBA3MN).

Mo yMON4aHUIO BCe MpaBua BKJIKOYEHbI C CO chepoit MpuMeHeHns JTiobon npodunb. Mpu
HeobxoaMMOCTN MOXXHO BbibpaTb B packpbiBatowemcs cnucke NMpodunnm nosb3oBaTeNbCKMM
npocunb hanepsona.

Ecnun sknounTh napameTp Cepbe3HOCTb PerucTpupyeMmbix COObITUM, 1ECTBMSA, CBA3AHHbIE C 3TUM
npaBnIoM, 6y,EI,YT 3aMnCbiBaTbCA B XYypHaa. YBeAOMUTb NOsib30OBaTeN : 0T06pa>KaeT yBeaoomsieHne
npun npuMeHeHMN npasunna.

N3meHWMTE NpaBMao ?

OBume fokansHble Y¥aaneHHele

Knan Deny IE

BrnrodeHo

Hanpaenexne OBa A4
JefcTene Janpetute A
MpoTtokon TCP w UDP v
Mpodwune NwoBoi npodgune W
CEpl:E-H::l:Tl: PErMCTRUPYEMEBIX Her y
coBBITH

¥BEg0MWTE NONB3Z0BATENA X
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Mbl co34aeM HOBOe NpaBuiio, paspellatowee Beb-bpaysepy Firefox 4ocTyn K Beb-canitam B ceTun
Internet 1 JIOKaJIbHON CeTU. B JaHHOM NpuMepe HeobX0AMMO HAaCTPOMTb CeaytoLLme
napameTpbl.

1.Ha Bknaake Obwme BKAOYMTE NCXOASLLME MOAKIOYEHMA MO NMPOTOKOAaM TCP 1 UDP.
2.Mepenante Ha BKNagKy JIoOKanbHbIN.

3.BbibepuTe nyTh K (hanny ncnoablyemoro sBamu Beb-bpaysepa, WeNKHYB ... (Hanpumep,
C:\Program Files\Firefox\Firefox.exe). HE BBOOMUTE UMS NPUJIOXKEHUS.

4.Ha BkslagKe Y paneHHbIW BKo4MTe nopThl 80 1 443, ecnu cnefyeT paspewumnTb
CTaHAapPTHbIE AEeNCTBUA, CBA3aHHbIE C NOCeLleHeM BeB-CTpaHuL,.

O6paT|/|Te BHUMaHWE, 4TO BO3MOXHOCTW U3MEHEHNA NMPENBAPUTENIbHO 3aaHHbIX MPaBu
OrpaHNY€EHbI.

NMpasuno panepBosia — NIOKaJNIbHbIN

YKa)KuTe uMs JIOKaJIbHOrO NPUJIOXKEHNS, @ TakXXe JIOKaJibHble MOPThl, K KOTOPbIM 6yueT NPUMEHATBLCA
npasuno.

MopT: HoMep SI0KaIbHOro MopTa (MK HOMEpPa HECKOJIbKUX MOPTOB). ECIM HOMEpa He yKa3aHsl,
npaBu/o byaeT NPUMEHATLCSA KO BCeM rnopTaM. [Jo6aBbTe 0AUH MOPT CBA3M UK YKaXKUTE NX
ANanasoH.

IP-aApec: BO3MOXHOCTb A06aBUTb OAUH WU HECKOBLKO Ya/IeHHbIX afpecoB, ANana3oH aapecos
NN NOJLICETb, K KOTOPbIM NPUMEHSAETCA NpaBmio. ECiv HoMep He ykasaH, npasuio byaeT
NMPUMEHATHLCA KO BCEM MOAKI/IOYEHNAM.

30HbI: CNNCOK N0DAaB/I@HHbIX 30H.

Do6aBuTb: n06aBNEHNE CO3AHHON 30HbI U3 PACKPbLIBAOLLIEr0CA MEHI0. 115 CO31aHUs 30Hbl
NCNOJIb3yeTCs BKNaZlKa HacTpolika 30HbI.

Ypanuto: yhaJlleHne 30H U3 Crncka.

MpunoxxeHue: NMA NPUIIOXKEHNSA, K KOTOPOMY NPUMeHAeTCs npasuJio. llobaBbTe pacnoszioxxeHne
NPUNOXeHnsA, K KOTOPOMY HYXXHO NPUMEHUTb MNMpaBuJio.

Cnyxba: B pacKpbIBalOLLEMCS MEHIO 0TOOPaXKalOTCS UMEHA CUCTEMHbIX CNYX0.

PekomeHayeTCs co34aTh NpaBuIo ANS 3epKana, NpefocTaBnsaoLero o6HoBAeHNS Yepes nopT
2221, C NOMOLLbIO KOMMYHMKALMOHHOW CNyXObl EHttpSrv , KOTOPYIO MOXXHO BblbpaTh B
pacKpblBaOLLEMCS CNUCKeE.
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WN3meHuTL npasuno ?

Ofwme  fIOKaNBHBIE  YaaneHHbIE

Mopt a0, 443

IP-agpec

30HbI

Mpunomxedne (& C:\Program Files\Internet Explorer,i =

CysBa A

NMpasuno chanepBosia — yaasieHHbIN

MopT: HOMep yaaneHHOro NopTa uUaM HoMepa HeCKOIbKNX NOPTOB. ECNM HOMepa He yKa3aHbl,
npasunno 6y)J,eT NPUMEHATLCA KO BCEM MNOPTaM. flobaBbTe 0ANH NOpPT CBA3N NN YKaXUTE NX
Onana3oH.

IP-aApec: BO3MOXHOCTb A00aBUTb YaNneHHbI afpec, ANana3oH aJpecos uan noaceTb. Agpec,
[Mana3oH afpecos, NoACeTb UK yaaNieHHas 30Ha, K KOTOPbIM NpUMeHsieTcs npasuio. Ecan
3HaYeHue He yKa3aHo, NpaBnao byaeT NPUMEHSTbLCS KO BCEM NMOAKOYEHNSM.

30HbI: CNNCOK N0DAaB/I@HHbIX 30H.

D,oﬁaBuTb: nobaBneHne 30HbI, Bbl6paHHOVI B paCKpbiBalOWLEMCA MEHIO. Ina co3gaHns 30HbI
NCMNosib3yeTCAa BKJlaOKa HacTponKka 30HHbl.

Ypanuto: yhaJieHNne 30H U3 Crncka.
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N3mMeHWTE NpaBuAo ?

Ofwme | NMokansHele | YAaNeHHbIE

Mopt a0, 443

IP-agpec

30HbI

OOHapy>XeHue U3MeHeHUs NPUNoXKEeHUU

OYHKLMA 0OHaPYXEHUA N3MEHEHWU MPUNOXKEHUI 0TODPaXKaeT yBEAOMIEHUS, €CIN U3MEHEHHbIE
MPUNOXKEHUS, AN KOTOPbIX CYLLIECTBYET NpaBusio bpaHamayspa, NbiTaloTCsH YCTAaHOBUTH
NoAKAYEeHNUS. I3MEHEHNE NPUNOXEHNIA — 3TO MEXaHW3M BPEMEHHOW UMW NOCTOSIHHOW 3aMeHbl
NCXOZHOr0 NPWJIOXKEHNS APYrMM UCMONHAEMbIM NPUIOXKEHMEM (3aLUMNTa OT HaPYLLUEHWUS NpPaBu
bpaHamayspa).

ObpaTnTe BHUMaHWUE, 4TO 3Ta PYHKUUS HE NpeHa3HavYeHa aNns 06HapyXeHNs N3MEHEHUI BO BCEX
npunoxxeHusx. OHa co3gaHa, 4Tobbl He HapyLLaanchb CYLWEeCTBYOLWME NpaBkia danepsona, 1
OTCJIEXXMBAIOTCS TOSIbKO MPUSTOXKEHNS, [N KOTOPbIX 3TW NpaBusia npefHa3HayeHbl.

BKJIIOYUTb OTCJ/IE)XMBAHNE U3MEHEHUN NPUJIOKEHUIH: ec/i BbIOpaH 3TOT NapamMeTp, NporpamMma
OyneT oTCNeXnBaTb M3MEHEHUS B MPUIOXEHUSX (0OHOBIEHNS, 3apaXKeHns 1 Apyre N3MeHeHus).
Mpu NONbITKE N3MEHEHHOIO NPUIOXKEHUS YCTAHOBUTb COEAMHEHME NOJIb30BaTENb NOJYYUT
yBeZloMJIEHUNE 0T hallepBona.

Pa3peu.|v|Tb U3MeHeHuda B NnoANUCaHHbIX (AOBepeHHbIX) NMPUNOXEeHUAX: HE YBENOMNATL, €C/IN
nocne n3MeHeHns encTBUTENbHas u,mq)posaﬂ noanncb NMpuUIoXXeHNa oCTaeTcAd HEeNn3MEeHHOMN.

Cnucok ﬂpMnO)KeHMﬁ, UCKJIIOYE€HHbIX U3 o6Hapy)KeHm|: B 3TOM OKHE MOXXHO 000aBNATh 1
YOanAaTb MNpUNOXeHUs, Npn UsMeHeHN KOTOPbIX HE BbIBOOATCA YBEAOMIEHUA.
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CNUCOK NPUNOXKEHUHN, UCKJTIOHEHHBbIX U3
obHapy>xeHus

®aepBoS B NPOAYKTE ESET Internet Security BbIABNAET U3MEHEHNS B NMPUNOXKEHUSAX, K KOTOPLIM
npuUMeHATCA npasuna (cM. pasgen ObHapy )KeHve 3MeHeHUIN MPUJI0XKEHUI).

B onpepeneHHbIX CayyYasx NPpUXoANTCA OTK0YaTb 3TY PYHKLMIO AN HEKOTOPbLIX NMPUI0XKEHWIA, €C/Nn
HY>XHO UCKJTIOYUTL UX U3 MPOBEPKM (haiepBOIOM.

[,06aBUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO BbIOpaTb NpuioXKeHne n obaBnTb €ro B CNNCOK
MPUNOXEHUIA, UCK/OYEHHBIX U3 0OHAPY)XEeHNS N3MEHEHUIA. Bbl MoXXeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NPUIOXKEHNIA C OTKPLITOM Nepefayveit AaHHbIX N0 CETW, A KOTOPbLIX CyLLeCTByeT
npasuio danepsona, Wi 0ob6aBUTb KOHKPETHOE MPUSIOXKEHNE.,

N3MeHUTb: OTKPbIBAET OKHO, B KOTOPOM MOXXHO M3MEHUTL PACMONOXKEHNE MPUSIOXKEHUS 13 CMIMCKA
NPUNOXEHUIA, UCKIOYEHHbIX U3 0OHapY)XeHNS N3MEeHeHUIA. Bbl MoXxeTe BbibpaTb 13 cincKa
3anyLLeHHbIX NMPUIOXKEHWIA C OTKPLITOM Nepefayvent AaHHbIX N0 CETW, A KOTOPbIX CyLeCcTByeT
npaBwuo hanepBosia, UM N3MEHNTb PACNoJIOXKEHNE BPYUHY!IO.

YaanuTtb: yaaneHne 3anncei n3 Cnucka NpuioXKeHnn, NCKIYEHHbIX U3 MPOBEPKN.

HacTponku pe>xuma obyvyeHus

B pexxnme obyyeHns npaBuia ANs KaXXAoro COeAUHEHNs, yCTaHOBIEHHOr0 CUCTEMOW, CO3Aa0TCS U
COXPAHATCA aBTOMATUYECKM. YYacTre Nob30oBaTens He TpebyeTcs, NoTOMyY 4TO ESET Internet
Security COXpaHSeT NpaBuia CorjacHo NpeaBapuTebHO HAaCTPOEHHBLIM NapaMeTpaM.

icmonb30BaHWe 3TOro pexxrMa MoXXeT NpeACcTaBAAaTb PUCK A8 CUCTEMbI, U €r0 peKoMeHayeTCs
MCN0Nb30BaTb TOJIbKO A1 MEePBOHAYasIbHOM HAaCTPOMKK hanepsona.

NMocnenoBaTensHo BoibepuTe PacluMpeHHblie napameTpsl (F5) > ®daepBos > OCHOBHas
uHbopMauua > PexkuM unbTpaLmum 1 B PaCKpPbIBAOLLEMCS MEHIO BbibepnTe NyHKT Pe)xum
obyyeHus, 4Tobbl aKTVBMPOBaTL NApaMeTpPbl peXxuMa obyuyeHus. B 5ToM pasgene npeacTaBieHbl
cnepylowime napameTpbl.

A B pexume oby4eHns hanepBon He UNbTPYET coegnmHeHMs. Pa3pelleHbl BCe ncxoasawme n
BXOAALLME COeAMHEHMA. B 3TOM pexxnme KOMNbIOTEp 3aluuLLeH hanepBOIOM He NOJIHOCTLIO.

Pe)xxuM 3apaH nocne 3aBepLUeHUs pe)XXuMa odyuyeHus: onpenenmte pexnm huiibTpaunu,
KOTOpbI ByaeT BOCCTaHOBJIEH (haepBOIOM NporpamMmsl ESET Internet Security N0 3aBepLUEHNN
nepuoga pexuma obyyeHns. CM. JONOSIHUTENbHbIE CBEAEHMA 0 pexnmax huabTpaunn. YTobbl nocne
3aBepLUEHMA pexuma 0by4eHnsa N3MeHNTb pexxnum dunbTpaunn daepsona Ha CnpocuTb
nosib3oBaTenNs, Hy)XHbl MpaBa aAMUHUCTPaTOpa.

Tun coeaMHEHUsA: HaCTPONKA OTAE/bHbIX NAaPAaMETPOB CO3AaHMNA NPABUA A KAXXA0r0 TUMa
coeanHeHuin. CywecTByeT YeTbipe TUMa CoeAnHEHNI.

Bxopawiun TpaCbVIK n3 AOBepEHHOﬁ 3O0HBbI: NMPpMEpPOM BXoAALEro CoeaAnNHeEHNA B ,D,OBepeHHOIZ
30HE ABNAeTCA y,ﬂ,a)'IEHHbIIZ KOMMbIOTEDP, HaxoasLWMACS B npeapenax )J,OBepeHHOI7I 30HHl, KOTOprVI
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MNblTa€TCA YCTaHOBUTb CoeaANHEHNE C NPpUJIoXXeHNEM, 3anyLEHHbIM Ha JIOKa/lbHOM KOMIMbIOTEPE.

NUcxopawmm Tpapuk B AOBEPEHHYIO 30HY: NPUIOXKEHNE Ha JIOKaJIbHOM KOMMNbIOTEPE MbiTaeTcs
YCTAHOBWTb COEAMHEHME C APYrUM KOMMbIOTEPOM B NMpefesnax JIoKaJIbHOW CeTU UK CETU B
[OBEPEHHOM 30HE.

BxopALWwmnin MHTEpPHeT-TpaduK: yaaIeHHbI KOMMbIOTEP MbITAETCA YCTAHOBUTb COEANHEHME C
NPUI0XKEHUEM, 3aMNyLEHHbIM Ha KOMMbIOTEpPE.

Ncxopawmin nHTepHeT-TpadmK: NpuaoKeHe Ha I0KaJlbHOM KOMMbIOTEPE MbITaeTcs
YCTaHOBUTb COEANHEHNE C APYrM KOMMbIOTEPOM.

B Ka)k4oM pa3gesie onpefensoTcs napameTpbl, KoTopble 6yayT 006aBASATLCA K HOBLIM NpaBuIaM.

[,06aBUTb NOKaNbHbIN NOPT: BKIOYAET HOMEP JIOKAJIbHOIO NMopTa CETEBOr0 COeAUHEHUS. s
NCXOAALLMX COeANHEHUIA 0ObIYHO CO3at0TCs CayYalHble HOMepa. B CBSA3M C 3TUM pekoMeHayeTCs
BKJIIOYATb 3TY HAaCTPOMKY TOSIbKO AJ18 BXOASLUNX MOAKIIOYEHNIA.

[ob6aBuTb NpUNoXKeHUe: BKIIOYAET NMS JIOKAJIbHOr0 NPUIOXKEeHNSs. [JaHHbIN napameTp
npefHa3HayYeH Oas MCnoJsib30BaHMA B Oy AyLIMX NpaBuiax Ha YPOBHE NPUIOXKEHUN (MpaBunax,
onpenensLmnx coeanHeHna gas BCero NpuioxxeHuns). Hanpumep, MoXXHO pa3pewnTb COeaNHEHNS
ToNbKo ans Beb-bpaysepa nnm NOYTOBOroO KJANEHTA.

[o6aBuTb ypaneHHbIN NOPT: BK/IOYAET HOMEP YaNeHHOr0 NopTa CETEBOr0 COeANHEHUS.
Hanpumep, MOXKHO pa3peLunTb UK 3anpeTuTb NoAKIIOYEHNE OnpeaeieHHO Cnyx0bl, CBS3aHHOW CO
CTaHAapPTHbLIM HOMEpPOM nopTa (HTTP — 80, POP3 — 110U T. 4.).

[ o06aBuTb yaaneHHbIN IP-aapec Mamn yaaneHHylo A0BEePeHHYI0 30HY: YAaleHHbIN IP-aapec nau
yAaNileHHas 30Ha MOryT MCMOJ1b30BaTbCA B Ka4ECTBE MNapaMeTpa HOBbLIX MPaBuJl, PEryMpyoLWmnxX Bce
COeANHEHNs MeXay JIOKaJIbHOM CUCTEMON 1 COOTBETCTBYIOLLMM YAaNEHHbIM afpPecoM Uan 30HOWA.
ITOT NapaMeTp UCNOJb3YTCA NPU ONpeaeseHnn AeNCTBUS AN KOHKPETHOrO KOMMboTEpa Un
FPYNMbl CETEBbLIX KOMMbIOTEPOB.

MakcuMasnbHOe KOJIMYeCTBO pa3HbIX NPABUA AJ11 O4HOI0 NPUJIOXKEHUSA: eC/IV NPUI0XKEHNE
MOAK/I0YAETCS K Pa3HbIM IP-apecaM Yyepes pa3Hblie NopThl, haiepBos B pexmme obyyeHuns co3gacTt
ANsi 3TOr0 NPWIOXKEHNS COOTBETCTBYIOLLIEE KOIMYECTBO NpaBui. [JaHHbIA NapamMeTp No3BoASET
OrpPaHUYUTb YUCNIO MPaBWA, KOTOPbIe MOrYT BblTb CO3AaHblI A1t OLHOMO MPUNTOXKEHNS.

3aliuTa OT ceTeBbiX aTak (IDS)

3almMTa OT CeTeBbIX aTak (IDS) ynyywwaeT obHapy>XeHne 3KCNIOATOB A5 U3BECTHBLIX YSA3BMMOCTEN.
LononHNTENbHbIE CBEAEHUS O 3aLUMTE OT CETEBbIX aTak CM. B [J10CCapUN.

BKNo4YMTb 3aLMUTY OT CeTeBbIX aTak (IDS).AHaN3 COOEPXKMMOro CETEBOr0 Tpadmka 1 3awmTa oT
ceTeBblx aTak. Jltobon Tpadhmk, KOTOPLIN PaCLEHNBAETCA Kak OnacHbln, 6nokmupyeTcs.

Bkno4nTb 3aWMTy OT 60THEeTOB. O6Hapy)XeHune 1 6NOKMPOBaHNE NOAKIOYEHUA K BPELOHOCHbIM
cepBepaM KOMaHLOBaHWSA 1 yNpaBaeHus. B ocHoBe yHKLMMN NeXNUT pacrno3HaBaHne CTaHAaPTHbIX
WabnoHOB, C MOMOLLbIO KOTOPbIX 3apakeHHbI BOTOM KOMMNbIOTEP MbITAETCS NOAKOYATHLCS K
oMacHbIM cepepam.[lonosIHUTENbHbIE CBEAEHNSA O 3aLiuTe OT BOTHETOB CM. B [/10CCapuN.
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Mpaeuna IDS: M03BONSAET HACTPaMBaTb PACLUMPEHHbIE MAPaMETPbl PUIbTPALUN AN 0BHAPYXXEHNS
PA3NYHbIX TUMOB aTak, KOTOPblE MOTYT OblTh MPEANPUHATBI, YTOOLI HABPEAUTL KOMMbLIOTEPY.

Cnepytolime cTaTby U3 6asbl 3HaHWA ESET MOTYT BbiTb AOCTYMHbI TOJIbKO HA aHTJIMACKOM A3bIKE:
* lickntovyeHue IP-agpeca U3 IDS B ESET Internet Security

Bce Ba)xHble COObITUSA, 0OHAPY)KEHHbIE 3aLLUTON CETU, COXPAHAIOTCS B (haline XypHana.
JloNoNHNTENbHbIE CBEAEHUS CM. B XKYPHaJIE 3aLUNThI CETU.

3aliMTa OT aTakK MeToaoM nopbopa

3awumTa oT aTak MeToAoM nonbopa 610KMPYyeT aTaky, KOTOpble NPeAyCMaTPUBaIOT yrajbiBaHue
Naposis U HanpaeJeHbl Ha cNy>Kbbl RDP nan SMB. ATaka MeTooM noabopa — 3To cnocob
onpegneneHns napons, Npyu KOTOPOM NPOUCXOAMNT CUCTEMaTMYeCKUiA nepebop Bcex KoMBUHaL WA
OYKB, LUMGP 1 CUMBOJIOB. YTOObI HACTPOUTD 3aLUMTY OT aTak MeToaoM noabopa, B r1aBHOM OKHe
nporpaMmel WenkHuTe HacTpoika > PaclumpeHHble napameTpsl (F5) > 3awmTa ceTy > 3awuTa oT
ceTeBbIX aTakK > 3alluuTa OT aTak MeToao0M noabopa.

BKNIO4YMTDb 3aLLUTY OT aTaK MeTOA0M nopbopa: ESET Internet Security NPOBEPSAET COAEPXKMMOE
ceTeBoro Tpadumka 1 61OKMPYET NOMNbITKM aTak, KOTOPbIE MPeayCMaTpPMBalOT yrafbiBaHne Napons.

HpaBuna: Bbl MOXKETe CO30aBaTb, N3MEHATb N MPOCMaTPMUBATb NMpaBWla AJid BXOOALWNX U
NCXOOALLNX CETEBbLIX NOAKOYEHU. Ons nosiydyeHna oonoaHNTEIbHbIX CBedeHuin CMm. rnasy [lpasusa.

NpaBuna

I'Ipanma: Bbl MOXXETe CO34aBaTb, MU3MEHATb U MPOCMaTPMUBaTL NMpaBWia AJia BXOOAWNX N NCXO4ALLNX
CeTeBbIX NOOKMOYEHNN. I'IpeuBapMTeano 3alaHHble NMpaBWa Heb34 U3MEHUTb WK YO/ IUThb.

YnpasJsieHMe npaBuiaMM 3alLUTbl OT aTak MeToaoM nopbdbopa
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INTERNET SECURITY

MNpaewnna

OI'IFE,EI,E"IHTE EXOAALUNE W MCXOAALLIME CETEERIE NOJKNHIYEHWA, MCNONbIYEMBIE ZELLI,HTCﬁ OT aTdK METOLOM I'IC,.'J,EC[JE. ﬂ[‘)ﬂEH."Iﬂ OUEHWEBAHITCA
CEEQXY BEHW3, M NPAMEHAETCH ,U'EﬁETBHE NEQEOrc NOAYCAALLEND NP3Enaa.

I E] Brnto... lNpotokon

Bnokupoeate aTaky MeTOAD..  |¥ MpoTokon ..
Bnokupoeats ataky METOAD..  |v MpoTokon ..
MrHopupoBaTte NONBITKY BX0..  |v MpoTokon ..
Bnokupoearts ataky MeToOgO..  |¥ MpoTokon ..

Do6aBuTb: Co3aHVe NpaBuna.

ledcrene  [podunn 3OHBI MCTO...

3anpetute  /MwoGoli npodune  flokansHeie ...

3anpetute  /MoGoii npodune

Pazpewnte  /MoGodl npodgune  flokansHeie ..

3anpetnte  /oGoi npodune

N3MeHUTb: N3MeHeHMe CyLLeCTBYIOLLEro npasuna.

YpanuTb: yaaJieHne CyLeCcTBYIOWEro npasuia U3 Cnmcka npasu.

Makc. kon-.. [epuop xpanenm
12 10
10 10
a0 10

uunn B Hayano/BeBepx/BHu3/B KOHew,: HaCTPONKa NPUOPUTETHOCTM NpaBul.

npaBua 6JOKNPOBKK.

YTob6bl 06ecneynTb MaKCUMaJIbHYIO 3alUNTY, MPUMEHAETCA NMPaBNIOo 6)'IOKI/IDOBKI/I C
. HaMMeHbLUMM 3HayeHneM napamMeTpa MakKc. KoJs-BO NONLITOK, [a)Xe eC/in 3TO NpaBuio
HaXoOWUTCA HUXeE B CMNCKE MNMpaBuJi1, Koraa yCci0BUAM 06Hapy)KEHVIFI COOTBETCTBYET HECKOJIbKO

PepakTop npaBun
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(s INTERNET SECURITY x

JobaeuTe Npasuno ?
WMran Bes umenn

Brnroveno

JelicTene 3anpetuTe W
MpoTokon MpoTokon yaanedHoro pabodero cTona.. W
Mpodune MroGoi npodune A
Makc, kon-so NonemoK 10

I'IEpnc:,u, XPaHEHWA YepHOTD CNWCKE

: 30
(MH)

IP-agpec ncToUHMEKE

30HBI MCTOYHWES

NUmMsa: nma npasuna.

BKNIOYEHO: OTKJIIOUYNTE 3TOT MNON3YHOK, €C/IN NMPaBKJI0 HY>XXHO OCTaBUTb B CMNCKE, HO NPK 3TOM He
nCcnoJsib3oBaTb €ro.

DencTBume: BbibepuTe, cneayeT v 3anpPeTUTb Wi paspeLunTb NOAK/IYEHNE, EC/IN BbIMOJHATCA
napameTpbl NpaBuna.

MpoToKon: NPOTOKO/ CBA3W, KOTOPLIA OyaeT NPOBEPATLCS STUM MPABUJIOM.

MNpodunb: 417 KOHKPETHLIX NPOGWIEN MOXXHO YCTaHaBIMBaTb U MPUMEHATL NOb30BaTeNbCKME
npasuna.

Makc. Kos-BO NONbITOK — MaKcManbHOEe KOJIMYeCTBO pPa3peLleHHbIX MOMbITOK MOBTOPEHNS aTaKMy,
Nno OOCTMXXeHUN KOToporo IP-agpec byneTt 3abnoknposaH 1 nobaBneH B YEPHbIA CMINCOK.

Mepuop XpaHeHUs 4YepHOro CNUCKa (MMH): yCTaHOBKA BPEMEHMU, MO NCTEYEHUN KOTOPOro aapec
OyOeT UCKI0YEH 13 YEePHOro Cnncka. Mepnol BpeMeHu, KOTOPbIA UCMO/b3yeTCs A8 NoACYeTa
KOJIMYECTBa MOMbITOK, M0 YMOMYaHNO cocTaBnseT 30 MUHYT.

IP-appec UCTOYHUKA: CMUCOK IP-agpecoB, ANana3oHoB Nan noaceTen. HeCKoNbLKO ajpecos cnepyet
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pa3fenaTb 3anATown.

30Hbl ICTOYHUKA: 3[1€Cb MOXXHO 000aBUTbL NPeABaPUTE/IbHO 3alaHHYI0 WM CO3[aHHYI0 30HY C
[Mana3oHOM IP-afipecoB, Ha)kxaB KHOMKY JLo00aBUTb.

IDS npaBuna

B HekoTopbIX CnyYasax cuctema 0bHapy )KeHMUs BTOPXXEHUS (Intrusion Detection Service, IDS) MOXET
pacLeHUTb nepegayy MHPOPMaLMM MeXAy MapLipyTU3aTopamMmn U ApyruMu BHyTPEHHUMNA
CceTeBbIMU YCTPOMCTBAMM KaK NOTEHUMAIbHYIO aTaky. Hanprumep, Bbl MoXeTe 000aBUTb N3BECTHbIN
Be3onacHbIN afipec B agpeca, UCKJIKYEHHbIE U3 CUCTeMbl 0OHaPYXXeHUS BTOPXKEHMI, 4ToObI 060MTK
IDS.

MﬂﬂPOCTpI/IpOBaHHbIe NHCTPYKLUWNN
Cne,uyrou.l,vle cTaTbu 13 6a3bl 3HaHWUN ESET MOryT ObITb OOCTYMHbI TOJIbKO Ha AHTIMNCKOM fA3bIKe:
* llcknwovyeHue IP-aapeca U3 IDS B ESET Internet Security

Cton6bubl

* OOHapy>xeHwue: Tn obHapyXeHus.

* MpunoxeHue: BbibepuTe NyTh K Panay NCKIOYEHHOTO MPUIOXKEHUS, LLEJKHYB ... (HanpuMep,
C:\Program Files\Firefox\Firefox.exe). HE BBOAUTE NMSA NPUNOXKEHNS.

* YpaneHHbi# IP-appec. CNUCOK YaasIeHHbIX afipecoB, ANana30oHoB Uan NoaceTen (IPv4 nu IPve).
Insi pa3fgeneHuns agpecoB NUCMNob3yinTe 3ansaTyto.

* BNoKMpoBaTb: KaXXAblii CUCTEMHBI NMPOLLECC MMEET CBOE MOBELEHNE MO YMOSTHAHUIO 1
Ha3HavyeHHoe aencTBme (6710KMpoBaTh UM pa3pewnTb). YTobbl N3MEHUTL NOBEAEHNE NMPUI0XKEHNS
ESET Internet Security M0 YMOM4aHWIO, Bbl MOXETE BOCMOJIb30BaTbCA PACKPbIBAIOLLMMCS MEHIO 1
paspewnTb 1A 3ab10KMpoBaTh €ro 3anyck.

* YBepoMuTb: Bbibepute, cnegyeT nm otobparkaTb yBeaoMIeHNA Ha paboyem cTose
KoMmnbloTepa. [locTynHbl 3HavyeHus Mo ymonyaHnumio, fla, Her.

* XKypHan: 3aHeceHune cobbiTui B tha/ibl XKYPHasI0B ESET Internet Security. [JOCTYyMHbI 3Ha4eHUs Mo
yMmonyasumio, fla, Hert.
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[paewnna IDS ?

MNpaewnna |DS obpabateiBatoToA ceepxy BHWE. JHKW MoryT BoITE MCNOAL3CBAHE! 4NA HACTPOAKKW NOBELEHNA Gafepeona npn obHapyseHnn
pasnn4Hblx BTOpa#eHWi. [epBoe COOTBETCTEYHOLLIEE MCKAMIMEHWE NPUMEHAETCA OTAENEHD ANA KaXAOTD TN AeAcTenA (Bnokmposka,
YBEAOMNEHMNE, 3AMUCE B ¥YPHAN).

OBHapyxeHne Mpunoxerwne ¥aanenHed [P-agpec Bnokwpoeate Yeegomute | 3anwucate B AypHan
IMoBoe oBHapyxeHne C:\Program Files\Intern.., Mo ymony.. fa Mo ymony..

o o

YnpaBsieHue npaBusiaMum IDS

+ [No6aBUTbL: HaXXMUTE N8 CO3AaHMNS HOBOIO NPaBmo IDS.
* U3MeHMTb: HaXXMUTE O/15 U3MEHEHUS CYLLECTBYOLLEro npaBmna IDS.

* Ypanutb — Bbl6epI/ITe N WenkKHUTe gng ygasaeHusa npaBnia U3 CNUCKa npasui IDS.

. unnn B Hayano/Beepx/BHU3/B KOHeL,: HAaCTPONKa NPUOPUTETHOCTIN NPaBuU
(MpaBuna nocnefoBaTeslbHO BbIMOMHAOTCS CBEPXY BHU3).

159



@sED INTERNET SECURITY X

N3meHuTs npaguno IDS ?
OBHapyxeHne MoBoe oBHapyxeHne S
HanpaeneHne O6a b
Mpwunoxedne (£ C:\Program Files\Internet Exploreriiex) =

¥aanennwid IP-agpec:

Mpodune MwoBoi npodgune w4
JEACTBHE

Bnokwpoeate Mo ymondaHum A
YEE0MNTE da LY
3anucate B ¥ypHan Mo ymondaum A
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Ecnn npun Ka)kgom BO3HUKHOBEHUKN cobbITUS HeobxoganMo, 4Tobbl 0Tobpaxanocb yBeAOMIEHNE
1 BbIMOJIHANACH 3aMNUCb B XXYPHa:

1.lLlenkHnteobaBuTb, 4T0bbLl 06aBUTL HOBOE NPaBUIIO IDS.

2.BbibepuTe Hy)KHOe 0BHapy>XxeHne B pacKpbiBaloWweMcs MeHi0o OOHapyXXeHue.

3.BbibepuTe nyTb NPUNOXKEHWUS, WENKHYB I/IEMEHT ..., 415 KOTOPOro HeobxoAnMMo NpUMEHNTb
3TO yBegOoMJIeHMe.

4.0cTaBbTe 3HavyeHne Mo yMon4YaHMIO B pacKkpbiBaloLemca MeHiobiokupoBaTb. JT0
NO3BOJINT YHac/NenoBaTb AENCTBUE MO YMOSYAHUIO, NPUMEHEHHOE ESET Internet Security.
5.BbibepnTe B pacKpbiBalOLWUXCA MEHIO YBeAOMUTb N3anucaTb B XXYPHan 3HavyeHnsa Ja.
6.LLenkHnTe OK, 4T06bI COXPaHUTL 3TO YBEAOMIEHME.

Ecnn Bbl He X0TUTe 0TOBpaXkaTb MOBTOPSAOLLEECSH YBEAOMJIEHNE, KOTOPOE HE CYMTAETE Yrpo30M
onpeneneHHOro Tuna obHapy>xeHus:

1.lLenkHnTelobaBuTb, 4TOOLI 4OOABMTHL HOBOE NMpaBuo IDS.

2.BbibepunTe Hy>XHOe 0bHapy>XeHue B pacKpbiBaloweMcs MeHio OBHapy>XeHue, Hanpumep
CeaHc SMB 6e3 pacumpeHu 6e30NacHOCTU. aTaka CKaHMPOBaHUA NOPTOB TCP.
3.BbibepuTe B B paCKpbIBaOLLEMCA MEHIO C HaNpaBAEHUAMY NS BXOASALWErO NOAKJIIYEHNS.
4.BblbepnTe N5 pacKpbIBaOLWLErocs MeHl0 YBeaOMUTb 3HavyeHne Her.

5.BbibepuTe N5 packpbiBalOLLEr0Csa MeHI0 3anMcaTbh B XXYpPHan 3Ha4veHue fa.

6.0cTaBbTe 3HayeHNe Mpuno>xxeHune nycTbiM.

7.Ecnm Bxogawmi Tpadmk nNocTynaeT He C onpeneneHHoro IP-agpeca, 0OCTaBbTe 3Ha4YeHNe
YnaneHHbie IP-agpeca nycTbiM.

8.lLlenkHuTe OK, 4TO6bI COXPaHNTbL 3TO YBEAOMJIEHME.



B/NOKMPOBKa BO3MO>XXHOM Yrpo3bl

Takas cMTyaums MoXXeT NPOVN30MTKW, KOra, HanpuMep, NPUI0XKEHNE Ha KOMMbOTEPE MbiTaeTcs
HanpaBUTb BPEAOHOCHbLIN TPadVK Ha Apyrue KOMMbOTEP UK CETb, MCNO/b3ys BpeLlb B cMcTeMe
6e30nacHoOCTW, nan nNpu obHapy>KeHNUN NOMbITKN CKAHUPOBAHWSA NOPTOB CUCTEMBbI.

Yrposa: nmsa yrpossi.
YpaneHHbl agpec: yaasieHHbIN IP-afpec.

Pa3peu.|uTb: co3faeTca nNpaBuio cay)XObl 0O0HapYXEeHNA BTOPXXEHUS (Intrusion Detection Service, IDS) €
npeaBapunTenbHO 3agaHHbIM OTCYTCTBUEM ,D,GI7ICTBI/IFI 019 KaXXA0ro Tuna onepaunmn (6)10KI/IpOBKa,
yBeLOMJIEHNE, 3aHECEHMNE B XKYPHa).

MpoponxuTtb 610kMpoBaTb: 06HaPYXeHHbIE Yrpo3bl 6110KMpytoTCA. YToObI CO3aaTh NpaBuo IDS
ONs 3TOW yrpo3bl, ycTaHoBUTE hiiaxxok He yBeAOMAATL MEHA CHOBa, 1 NpaBuo byaet nobasneHo
6e3 yBeJOMNIEHNS N 3aHECEHMNS B XKYPHa.

OTobpaxkaemas B 3TOM OKHE MH(OopMaLMa 3aBUCUT OT TUMa obHapyXEeHHOW yrpo3bl.

ONna nonyyYyeHns OONOJHUTENbHbLIX CBeAeHNn 06 yrpo3ax 1 APYrux CBA3aHHbIX TEPMUHAX CM.
pa3fen o TMnax yaaaeHHbIX aTak Wan Tvnax 0bHapy>XEHHbIX Yrpos.

CBefieHNs 0 TOM, KaK pa3peLlimnTb cobbiTne flydbnupylowmecs IP-agpeca B C€TU, MOXXHO
HaWTW B CTaTbe Ba3bl 3HaHWM ESET.

VCTpaHeHue HEenoJiaaokK 3alluThbl CE€TH

MacTep yCTpaHeHUs HemnolafoK NoMoraeT yCTPaHUTb Npobiembl C MOAKIIOYEHUSIMI, BbI3BAHHbIE
thallepBosioM ESET. BbibepnTe B pacKpbIBalOLWEMCS MEHIO NEPUO] BPEMEHU, B TEYEHNE KOTOPOro
cBA3b ObINa 3a610KMpoBaHa. CNMCOK HeaaBHO 3abN0KMPOBaHHLIX MOAK/OYEHUI 0ToBpaXkaeT obLume
JlaHHbIE O TUME MPUNOXKEHWUS UM YCTPONCTBA, penyTaLum 1 obLLeM YCe NPUIOXKEHNUIA U
YyCTPOWNCTB, 3abJIOKMPOBAHHBIX B TEYEHWNE TAKOr0 Nepunoaa BpeMeHn. HaxXMnTe KHOMKY
MNoapo6HoCTH, YTOOLI NPOCMOTPETL NOAPOOHLIE CBENEHNS 0 3aD/I0OKMPOBAHHOM MOAK/OYEHNN.
3aTeM pa3bnokMpyinTe NPUIOXKEHNE NN YCTPONCTBO, C KOTOPLIM BO3HUKAN NPobieMbl
NOAKOYEHNS.

Mocne HaxkaTusi KHoMKy Pa3bnokupoBaTb paHee 3ab10KMPOBaHHOE NOAKYEHME byaeT
pa3pewleHo. Ecnm Bce e BO3HUKAOT NpobaeMbl C NPUIOXKEHNEM MW Balle YCTPOWCTBO He paboTaeT
Hagnexalum obpasom, WwenkH1Te Mpuno)xeHue Bce ewe He paboTaet, 4To6bI paspewnTb BCe
NOAKOYEHNS, paHee 3abIOKMPOBaHHbIE ANt TAaKOro YCTPOMCTBA. ECaiv 3TO He NOMOXeT,
nepesarpysmTe KOMMboTEp.

LlenkHnTe MoKa3aTb U3MEHEeHMUs, 4ToObl MOCMOTPETb NpaBuia, CO3AaHHbIE C MOMOLLLIO MacTepa.
Kpome Toro, 310 MOXXHO caenaThb, BbibpaB NyHKTHl PacwumMpeHHble napaMeTpsbl > 3aluuTa ceTH >
®danepson > flononHutenbHo > NMpasuna.

HaxxmMnTe KHonky Pa3bnokupoBaTthb ewe , 4Tobbl yCTpaHUTbL NpobaeMbl C NOAKYEHNEM ANS
LPYroro yCTPOMCTBA WAW NPUIOXKEHNS.

161


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://support.eset.com/kb3430
https://support.eset.com/kb3430

Pa3spelueHHble cny)X0bl U napamMeTpbl

PacluMpeHHble NapamMeTpbl B pasaenax «danepson» n «3alnTa OT CETEBbLIX aTak» NO3BONSIOT
HaCTPOWTb AOCTYN U3 JOBEPEHHON 30HbI K HEKOTOPLIM CyxbaM, 3anyLLeHHbIM Ha KOMMbIOTEPE.

MO>XHO BKJIOYUTb MK OTKIOYNTL 0BHapy)KeHe HECKOIbKMX TUMOB aTak W 3KCMJI0OATOB, KOTOPbIe
MOryT HaBpPeAUTb KOMMbIOTEPY.

B HeKoTOpbIX C/ly4asx yBenoMaeHne 0 3abNOKMPOBAaHHOM COeiMHEHMN He 0TobpakaeTcs. CM.
pa3fen BeaeHve XXypHaia U co3[laHNe NPaBWU U UCKAOYEHWUA HA OCHOBE XKYPHasa, YTobbl
y3HaTb, KaK NPOCMaTpPMBaTb 3a0/I0KMPOBAHHbLIE COEMHEHNS B XXYpHase (aiepsona.

JOCTYNHOCTb OTAE/IbHbIX MapaMeTPoB B 3TOM OKHE 3aBUCUT OT TUMa UM BEPCUN MPOrpaMMbl
ESET 1 Moayns harepsona, a TakXKe OT BepCcun onepaLMoHHON CUCTEMBI.

Pa3spelueHHble CnyXObl

MapaMeTpbl B 3TOM rpynne npefHasHayveHbl 4ns obnerdyeHns HaCTpPoMKK focTtyna K cny>xbam aToro
KOMMbOTEPa U3 LOBEPEHHOM 30HbI. C NOMOLLbIO MHOMMX U3 HUX MOXXHO BKJIKOYUTb UAN OTKIIOHUTD
npefonpeneneHHble npasunnaa darepsona. M3mMeHATb pa3pelleHHble Cny>Xbbl MOXKHO B pa3gene
PacwunpeHHble napameTpsl (F5) > 3awmTta cety > Danepson > [lononHUTeNbHO > PaspelleHHble
CNyXObl.

* PaspewwunTtb 0OWMK goctyn K pansiaM U NPpUHTEpPAM B JOBEPEHHON 30He: N03BOSISET
OTKPbITb OCTYN K (haitiaM 1 npuHTepam obLiero focTyna ¢ yaalleHHbIX KOMMbIOTEPOB,
PacnosIoXKEHHbIX B 4OBEPEHHOW 30HE.

* PaspewwnTtb UPNP AN CUCTEMHbIX CNY>XO B LOBEepeHHOM 30He: pa3pellaeT NPOTOKOJbl UPnP
BXOOALWMX N UCXOOALWLMX 3aNPOCOB ANA CUCTEMHbIX CNyX0. TexHonormsa UPnP (Universal Plug and Play,
Tak)Xe M3BeCTHas Kak Microsoft Network Discovery) UCN0JIb3yeTCs B Windows Vista 1 6onee no3gHux
BEPCMAX ONEPaLNOHHON CUCTEMBI.

* Pa3pe|.uuTb Bxopswue coeguHeHua RPC B ﬂ,OBepeHHOﬁ 30He: MNMo3BOJIAET YCTaHaB/IMBaTb
TCP-COEAUHEHNS U3 [OBEPEHHON 30HbI, NPELOCTaBAAA AOCTYM K MPOrpaMMe COMoCTaBEHNS
nopToB MS RPC Portmapper 1 ciyxx6am RPC/DCOM.

* PaspewnTtb yaaneHHbiM paboyumn cTon B JOBepeHHOMN 30HEe: M03BO/IAET NOAKIOYATHCA MO
NPOTOKOJy yaaneHHOro paboyero cTtosa Microsoft (RDP) M NpefoCTaBASET KOMMNbIOTEPAM B
LOBEPEHHOWN 30HE A0CTYN K BalleMy KOMMbOTEPY C MOMOLLbIO MPOrpaMMbl, KOTOPas UCNOSb3yeT
NPOTOKOJ1 RDP (HanpuMmep, NporpaMmmbl 418 NOAKIIOYEHNS K yaaneHHOMY paboyemy cTony).

* PaspewuTb BXOA, B MHOroagpecHbie rpynnbi N0 NPOTOKoAY IGMP: pa3peluaeT BXOAsLLME U
NCXOAALLME MHOrOaPECHbIE MOTOKM IGMP 1 BXOASLLME MHOMOAAPECHbIE MOTOKK UDP, Hanpumep
MOTOKOBYIO Nepefayy BMAEOAAHHbIX, CO3AaHHbIX MPOrpaMMami, KOTOPbIE MCMO/b3YIOT NPOTOKON
IGMP (NPOTOKOA yNpaBieHns rpynnamMu MHTepHeTa).

* Pa3spewnTtb coeaMHeHHble MOCTOM NOAKJIIOYEeHMSA: BbibepnTe 3TOT NapameTp, YTobbI
n3bexaTb NpepbiBaHUSA COEAUHEHHBIX MOCTOM MOAKOYeHNA. CeTEBON MOCT NOAKJIOYaeT
BMPTYaJIbHYI0 MalUVMHY K CETW C MOMOLLbIO afanTepa Ethernet F1aBHOrO KoMMbtoTepa. Mpw
MNCMNOJIb30BaHUMN CETEBbIX MOCTOB BUPTYasibHAs MallMHa MOXET MoJly4yaTb AOCTYM K APYrum
YCTPOMCTBAM B CETU 1 HAa0bOPOT, Kak ecan Bbl 3TO ObIN PU3NYECKMNIA KOMMBIOTEP B CETH.
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* PaspewuTb aBTOMaTHYECKOE OOHapy>xeHue Beb-cnyx6 (WSD) ans cucTeMHbIX cnyXxb B
AOBEPEHHOMU 30He: pa3peLlaeT BXxoAsLlme 3anpockl 0bHapyxeHns Beb-ciy>Xb 13 JoBepeHHbIX 30H
yepes (haniepsBos. WSD — 3TO NPOTOKOJ1, MCNOJIb3yeMbI AN 06HapyXeHUs cinyb B JI0KanbHOM
ceTw.

* Ncnonb3oBaTh paspelieHue rpynnoBbiX agpecoB B JOBEePEeHHON 30He (LLMNR): LLMNR (Link-
local Multicast Name Resolution) — 3TO NPOTOKO/1 HA OCHOBE NakeToB DNS, KOTOPbLIV pa3peLlaeT u
y3naM IPv4, 1 y351aMm IPv6 BbINOJIHATb pa3peLleHne MeH 4715 Y3/10B N0 TOW Xe JI0KaNbHOW CCblKe
6e3 Heobxo4MMOCTM B DNS-CEpBepe WM HaCTPOMKe KaneHTa DNS. 3TOT napamMeTp paspellaeT
BXOAALLME MHOroaApecHble DNS-3anpochl M3 LOBEPEHHOWN 30HbI Yepe3 hanepBo.

* NMoppepXxka poMaLllHUX rpynn Windows: BKJIlO4aeT NOAAEPXKKY AOMALUHUX rpynn Ans
Windows 7 1 6071€e NO3LHNX BEPCUN OMepaLMoHHON cucTeMbl. loMalHAs rpynna MoXxeT
obecneymsaTb 00K LOCTYN K panaM U NpUHTEepam B lOMaLLHeN ceTh. 119 HaCTPONKuK
LOMaLUHeN rpynnbl BOCNONb3ynTeCh MeHio Myck > MaHenb ynpasneHus > Cetb u UHTepHeT >
[JoMaluHAA rpynna.

ObOHapy>XxeHune BTOp>XeHUS

®OyHKUMNA 0bHapy>XeHna BTOPXXEHU 0TC/IeXMBaeT BpeOHOCHbIe eNCTBUSA npu obMeHe faHHbIMY B
CeTMn YCTPOMCTBA. DTN HAaCTPOMKN MOXXHO U3MEHUTDL B pasgesie PacluMpeHHble napaMeTpbl (F5) >
3awumTa ceTH > 3aLLMTa OT CeTeBbiX aTak > PaclumpeHHblie napaMeTpbl > OOHapyXeHue
BTOP>XEHUMN.

* MpoTokon SMB: 06HapyXnBaeT 1 6OKUPYET pasHblie NpobaeMbl ¢ 6€30MacHOCTbIO B MPOTOKOJ1E
SMB (NoApPOBHOCTMN YKa3aHbl HUXe).

* MpoTokon RPC: 06HapyXMNBaeT 1 BIOKUPYET pas3/nyHble MAEHTUDNKATOPBI CVE B CUCTEME
yZlaNleHHOr o Bbl30Ba Npoueayp, pa3paboTaHHOR Ans cpelbl pacnpeaeNieHHbIX BblYUCAEHNI (DCE).

* MpoTokon RDP: obHapyxmBaeT n 6NOKUPYET pas3nunyHble NAEHTUGUKATOPLI CVE B MPOTOKOJIE
RDP (CM. BblILLE).

* OOHapy)xeHue noapenku 3anucen Kawa ARP: obHapyxeHne Noaaenkmn 3anucen Kawa ARP,
NpeanpUHATON C NOMOLLbIO aTaKM «3/10YMbILLSIEHHVK B cepeanHe», unn obHapyxeHuve
CKaHMPOBaHWA CETeBOro KOMMyTaTopa. [IPOTOKO ARP (MPOTOKON pa3peLleHns agpeca)
NCMNOJIb3yeTCs CETEBbIM MPUIOXKEHUEM UM YCTPONCTBOM A4 onpefeneHuns agpeca Ethernet.

* OGHapyXeHue CKaHMpPOBaHMA NOPTOB TCP/UDP: 0bHapyxeHne MO CKaHMPOBaHUS NOPTOB,

T. €. NPUJIOXKEHUS, NpefHa3Ha4YeHHOro 415 BbISIBIEHMA OTKPbITLIX MOPTOB Ha y3Jie NyTeM
OTMPaBJIEHNS KIIMEHTCKUX 3anpoCoB Ha Anana3oH afpecoB MOPTOB M MONCKa aKTUBHbLIX MOPTOB AJ15
NCMNOJIb30BaHNA YA3BUMOCTHY CNTYyKObl. [LOMNOAHUTENBbHYIO MHDOPMaL Mo 06 3TOM TUMNe aTaky CM. B

rnoccapun.

* BbnokupoBaTb HeOe3onacHbIK apgpec nocne odbHapy>XeHusa aTakum: IP-agpeca, KoTopble bbian
obHapy>XeHbl B Ka4eCTBE NCTOYHMKOB aTak, byayT nobaBneHbl B «4E€PHbIA» CNCOK, YTOObI Ha
HEeKOTOpOoe BPeMs NPeLoTBPaTUTbL NOAKIIOYEHNE.

* NMoka3bIiBaTb yBeaoMmJsieHue npu 06|-|apy)Ke|-mu aTaKM: BKJ/IIOYaeT yBeAOMJIEHNA Ha NaHeNn
3aa4 B NMPaBOM HUXXHEM YyIray 3KpaHa.

* Moka3biBaTb YBeAOMJIeHME NpU 0OHapy>XeHUn aTaku, ucnosb3ylowwen Gpewun B cucteme
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Ge30nacHOCTU: NOKa3bIBaEeT YBEAOMIEHUS, eC/i 0BHapyXMBaeTCA aTaka, MCNoJb3ytolwas bpelun
B cucTeMe 6e30MacHOCTU, UK €CNK OracHbIN 0O BLEKT MbITAETCA BOUTU B CUCTEMY HYepes bpelub.

NMpoBepKa nakeToB

Tun aHanu3a NakeToB, KOTOPbIM PUALTPYET AaHHbIE, NepefaBaeMble N0 CeTU. 3TN HACTPONKNY
MOXXHO U3MeHWTb B pa3gene PacluMpeHHble napaMeTpsl (F5) > 3awWuTa ceTu > 3aliuTa oT
ceTeBbIX aTak > PacwiupeHHble napamMeTpsbl > [[poBepKa nakeTos.

* PaspewunTtb BXoasLiee NogKJlO4YeHne K obWmuM pecypcaMm agMMHUCTpPaTopa No
npoToKony SMB : 06Lre pecypCbl agMUHUCTPaTopa — 3TO 06LLMe ceTeBble pecypchbl No
YMO4aHWI0, KOTOPble COBMECTHO MCMOJb3YIOT pa3fenbl XXEeCTKoro gucka (Cs, DS, ...) B cucteme
BMECTe C CUCTEMHON nankon (ADMINS). OTKOYEHNE COeANHEHUS C 0BLLUMKN pecypcamm
aOMUHUCTPaTOpPa AO/KHbI YMEHbLUNTL BO3MOXHbIE NOCNeACcTBMSA yrpo3 6esonacHocTn. Hanpumep,
4yepBb Conficker BbINOJIHAET aTaky NepebopoM no cnoBapto, 4ToObl NOAKIYNTLCSA K 06 MM
pecypcam agMuUHUCTpaTopa.

* 3anpeTuTb CTapble (Henoppep>XxuBaeMble) AuanekTbl SMB: 3arnpeT CeaHCoB SMB,
NCNOJIb3YIOLWMX CTapbI ANaNeKT SMB, KOTOPLIN He nofaepXusaeTcs IDS. CoBpeMeHHble
ornepauunoHHble cMcTeMbl Windows NoAAEPXUBAKOT CTapble AnanekTbl SMB 6narogaps obpaTHom
COBMECTUMOCTW CO CTapbiMM OMNepaunoHHbIMUA CUCTEMaMK, TaKUMUN Kak Windows 95.
3/710yMbILLSIEHHVK MOXKET UCMO0J/Ib30BaTb CTapblil ANanekT B ceaHce SMB, 4Tobbl n3bexxaTb KOHTPOIA
Tpadumka. 3anpeTuTe cTapble AMaNeKTbl SMB, eC/iv BalleMy KOMMbIOTEPY He HY)KHO 0OMeHUBaTbCA
annamm (mnm BoobLle ocywecTBNATL 0OMeH AaHHbIMK SMB) C KOMMNbIOTEPOM MOA, YNpaB/ieHNneM
OC Windows CcTapoi Bepcum.

* 3anpeTuTb ceaHcbl SMB 6e3 pacluMpeHHOM Be3onacHOCTU: paclpeHHas 6e30MacHOCTb
MOXXeT ObITb MCNOJIb30BaHa BO BPeMS COrJlacoBaHWs ceaHca SMB, 4Tobbl obecneynTb bonee
Be3onacHbIn MexaH13M ayTeHTUdUKaL MM, 4em ayTeHTUdukaLmsa LAN Manager Challenge/Response
(LM). CxeMma LM cyuTaeTcs cnabon n He pekomMeHyeTCs A5 UCNOJIb30BaHMUA.

* 3anpeTuTb OTKPbITUE UCNONHAEMbIX (pallOB Ha cepBepe 3a npeaesaMu J0BepPeHHON
30HbI B NPOTOKOJIe SMB: pa3pbiBaeT COeAMHEHMNe Mpu NonbITKe 3anycka UCMNosHAeMoro (anna
(.exe, .dll v Op.) n3 obLien Nankn Ha cepBepe, KOTOPbIA HE OTHOCUTCS K AOBEPEHHON 30HE
tanepsona. ObpaTnTe BHUMaHME, YTO KOMMPOBAHME NUCMOSHAEMbIX (haifioB U3 HaLEXHbIX
NCTOYHUKOB MOXET ObITb 3aKOHHbIM. ObpaTuUTe BHUMaHUe, YTO KONMMPOBaHME NCMOHAEMbIX
(hansioB M3 HaOEXHbIX UCTOYHUKOB MOXeT BbITb fAonycTumo. C Apyron CTOPOHbI, 3TO 06HapyXeHune
LO/MKHO YMEHbLUNTb PUCKM HEXeNlaTeNbHOro OTKPbITUA (halia Ha Bpe4OHOCHOM cepBepe
(HanpuMep, ecim NoNb30BaTeNb OTKPbLIN (haits, LEeNKHYB rMnepCcCbiiky Ha 06Lni Bpe4OHOCHbI
NCrosIHAEMbIN hann).

+ 3anpeTuTtb ayTeHTU(UKaLUIO NTLM B NpOoTOKOsie SMB NpU NOAKJIIOYEHUU K CepBepy B
AOBEpPEeHHOW 30He WM 3a ee npegesiaMu: NPOTOKOJIbl, KOTOPbIE UCMOJIb3YIOT CXEMbI
ayTeHTudmKauum NTLM (obe Bepcum), MOryT NoABepraThCs aTakaM C NOMbITKOW NepPechiKm
YYeTHbIX AaHHbIX (M3BECTHbI KakK aTaku SMB Relay, €C/N peyb UAET 0 NPOTOKoJe SMB). Ecnu
3anpeTuTb ayTeHTUGMKaLMO NTLM C UCMOSIb30BaHUEM CepBepa, KOTOPbIA HaX0aMTCS 3a
npenenamu 10BEPEHHON 30Hbl, 3TO NMOMOXET CHU3UTb PUCKU NEPECHIIKM YYETHbIX AaHHbIX
BPEAOHOCHBIM CEPBEPOM, KOTOPbI HAXOAUTCS 3a NpefenaMun LOBEPEHHOW 30Hbl. Kpome Toro,
MOXXHO 3anpeTuTb ayTeHTUMMKaLMo NTLM C NCNOJSIb30BaHNEM CepBepa 13 AOBEPEHHON 30HbI.

* PaspewuTb NopgkKAlO4eHne K cnyxbe gucneryepa yuyeTHbix 3anucen 6esonacHocTu: s
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nosly4YeHns AOMONHMUTENbHbLIX CBeAeHU 06 3Ton cnyxbe cMm. pasgen [MS-SAMRI.

* PaspewunTb NnoaknoueHme K cnyxbe nokasnbHOW cucTeMbl 6e30NacHOCTU: 415 NONYYEHUS
LONOJIHUTENbHbIX CBefleHMIn 06 3Ton cnyxbe cM. pa3gensl [MS-LSAD] 1 [MS-LSAT].

* PaspewnTtb nogKilo4eHue K cnyxbe yaaneHHoro ynpaBaeHus peecTpoM: 1715 NoJlyYeHns
LOMONHUTENbHbLIX CBeAeHU 06 3Ton cnyxbe cm. pasgen [MS-RRP].

* PaspewnTtb nogKialo4eHue K cnyxbe aucnetryepa cnyx6: ana nonyyeHms
LOMONHUTENbHbLIX cBeAeHU 06 3Ton cnyxbe cMm. pasgen [MS-SCMR].

* PaspewuTb NnopgknloueHue K cnyxbe cepsepa: 415 Nonay4eHUS 4ONONHUTENbHbIX CBEAEHUIA
06 3Ton cnyxbe cm. pa3gen [MS-SRVS].

* PaspewuTb NOAK/IOYEHUE K APYrUM cnyXxbam: npyrue cinyx6bl MSRPC.

Moo KJlo4YeHHblIe CeTu

OTobparkeHune ceTen, K KOTOPbIM MOAK/OYEHbI ceTeBble afanTepbl. MoAKAIOYEHHbIE CeTU MOXHO
YBUOETb B rNaBHOM MeHI0 B pa3gene HacTtporka > 3awuTta ceTu. [locne wenyka no ccoljke,
PacnosioXKEHHOW NOL MMEeHeM CeTuW, BaM ByaeT npeanoXxeHo BbibpaTh TUM 3alnNTbl 4118 CETH, K
KOTOPOW Bbl MOOKJIOYEHbI.

B OKHe HaCTPOMKK 3aLlLNTbl CETU MOXHO BblﬁpaTb OBa peXuMa 3alllnThbl CETHN.

* la — Ons OOBEPEHHOW CETU (goMalLHen nnm oucHom ceTu). Baw komnbloTep n obuwine
hannibl, XxpaHALWMECS Ha HEM, BUAUMbI 411 APYTrUX MONb30BaTeNen CeTU, a Takxe ApYyrum
NoNb30BaTENAM CETU AOCTYMHbI CUCTEMHbIE PECYpPChl. DTOT NapamMeTp PeKOMeHayeTCs
MCNOJb30BaTb NPU AOCTYrNe K 6e30nacHOM SI0KabHON CeTW.

* Het — ond HepoBepeHHoM ceTu (obwenocTynHom ceTun). ®annbl U Nanky B Ballen CUCTEME He
ABNAOTCA 0OLIMMKM ANS APYrUX Nosb30BaTeNen B CETU, U Apyrue nosib3oBaTesn CETU NX He
BMOAT, @ 0OLLMA OCTYN K CUCTEMHBLIM pecypcaM OTKJIOYEH. ITOT NapaMeTp peKoMeHayeTcs
NCNoJb30BaTb NPU A0CTYMNe K 6ecnpoBOAHbIM CETAM.

LLleNIKHUTe 3HAYOK LUeCTepeHKN 'ﬁ' panoMm C CeThbIO, 4yTObbI BblﬁpaTb O4HY 13 cnegyowmnx onumm (ons
He[0BEePEHHbIX CeTell fOCTYMNHa TOJIbKO onuma PepakTupoBaTb CeThb):

* N3MeHUTb ceTb — OTKpbIBaeT CeTeBon peaakTop.

* CKaHMpPOBAaTb CeTb C NOMOLbIO MHCNEeKTopa ceTM — OTKPbIBAET VIHCMEKTOP CETY ANS
3anycka CKaHWpPOBaHUSA CETHU.

* MomeTuTb KakK «Mos ceTb» - fobaBnseT nomeTky «Mos ceTb» K CETU. ITOT Ter byneTt
oTobpaxkaTbCa PSLOM C CETbIO BO BCEM ESET Internet Security A5 NyHLWEN UAEHTUDUKALMMN 1
o0630pa 6e3onacHocTw.

* CHATDb MeTKYy «Mos ceTb» — ynansgeT nomeTky «Mos ceTb». [IOCTYNHO TONIbKO B TOM C/ly4ae,
€C/IN CETb Yy)XXe NomMeYeHa.

15 NpoCMOTpPa KaXk[10ro CETEBOro afjlanTepa U HazHa4yeHHbIX eMy Npoduns anepsona u
[I0BEPEHHON 30HbI, WenKHUTe CeTeBble aganTepbl. /15 NosyYeHNs AONONHUTENbHbBIX CBEAEHUI
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https://msdn.microsoft.com/en-us/library/cc245476.aspx
https://msdn.microsoft.com/en-us/library/cc234225.aspx
https://msdn.microsoft.com/en-us/library/cc234420.aspx
https://msdn.microsoft.com/en-us/library/cc244877.aspx
https://msdn.microsoft.com/en-us/library/cc245832.aspx
https://msdn.microsoft.com/en-us/library/cc247080.aspx

CM. pa3gen CeTeBble afanTepsl.

CeTeBble aganTepbl

B okHe «CeTeBble aganTepbl» 0TobpaxalTcs cneaywmne gaHHble 0 CeTeBbIX afanTepax.
* iMa ceTeBOro agantepa v TN NOAKAOYEHNS (MPOBOAHOE, BUPTYasbHOE U T. 4.)
* IP-agpec n MAC-agpec
* MookntoyeHHas ceTb (0TobpaxxaeT Ter «Mos ceTb»)
* IP-afipec [,OBEPEHHOW 30HbI C MOACETbIO

* AKTUBHbIN Npotunb (CM. [pocnin, HasHavyaemble CeTeBbIM aJanTtepam)

BpeMeHHbIU YepHbIA CMUCOK IP-aapecoB

YT106bI NPOCMOTPETH CMUCOK IP-a4pecoB, KOTOpble Oblin 0B6HaPYXEHbI KaK MCTOYHUKM aTaK U
nob6aBneHbl B YepHbIA CANCOK AN 6N10KMPOBKM COEANHEHMIN B TeYEHME ONpPeaeneHHOro nepunoaa
BpeMeHN, B ESET Internet Security BbibepuTe HacTpouka > 3awmuTta ceTu > BpeMeHHbIW YepHbIn
CNUCOK IP-appecoB. BpeMmeHHO 610Kkupyemeble IP-agpeca 61okmpytoTcs Ha 1 yac.

Ctonbubl

IP-appec. OTobpakeHune IP-agpeca, KOTopbi Bbin 3a610KNPOBaAH.

MpuunHa 6n10KMpoBaHUA: 0TOOpaXKeHUe TUMa aTakm, KoTopas bbina NpefoTBpalleHa C agpeca
(Hanpumep, aTaka CKaHUPOBaHWSA NMopToB TCP).

BpeMs oxxupaHusa: oTobpa)keHne BpeMeHn 1 faThl, Korga agpec byaeT yaaneH us «4epHoro»
cnucka.

SJIeMeHThI ynpasJjieHusA
Ypanutb. LLlenkHuTte, 4T06bl YAANNTL IP-aApeC N3 YEPHOro CNncka A0 TOro, Kak NCTevyeT CPoK
LEeNCTBNS CrnCKa.
Ypanutb Bce. LLlenkHuTe, 4T06bI HEMEANEHHO YAaInTb BCE afipeca 13 YepHOro Crnncka.

No6aBuTb ucknoveHue. LLlenkHnte, 4Tobbl 406aBUTL UCKOYEHME (haliepBoa B (MAbTPALMIO
IDS.
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(®sED INTERMET SECURITY o X
YepHbiK cnucok BpeMeHHbIX |P-agpecos

IP-appec MprUyKrHa BNOKWPOEEW Bpema oxKWAaHWA

XXypHan 3alUThbl CeTHU

CpeacTBo 3alMThl CeTy ESET Internet Security COXpaHSAeT AaHHble 060 BCex BaXKHbIX COOLITUAX B haitne
XKYPHaNa, KOTOPbIA MOXHO OTKPbITb C MOMOLLIbIO FNaBHOro MeHto. LLlenkHnTe CepBuc >
JononHuTenbHble cpencTea > Pannbl XXypHana, a 3aTeM B PacKpbiBatoLLEMCS MeHI0 XKypHan
LEeNKHUTE MYHKT 3alMuTa CeTu.

®aiinbl XKypHasa MOryT UCNOb30BaTLCA 4151 0OHAPYXXEHUS OLUNOOK 1 BTOPXKEHWI Ha KOMMNbIOTEP.
YKypHaibl 3aWKThl CeTU ESET coflepXXaT criefyioline CBeeHuns:

* faTa 1 BpeMs cobbiTns;

* UM$ CobbITUS;

* NCTOYHUK;

* CEeTeBOM agpec LiesieBoro obbekTa;

* CeTEeBOW NPOTOKOJ CBA3MW;

* [pMeHeHHOE NPaBWJIO UK NMS YepBs (ecain 06Hapy>KeHo)
* ICNO/Nb3YEMOE MPUIOXKEHNE;

* M0JIb30BaTEb.

TwWaTeNbHbIA aHan3 NHPOPMaLIUK 3HAYUTENLHO obieryaeT npoLecc onTuMmnsaumm 6e3onacHoOCcTU
KoMnbtoTepa. MHorune hakTopbl ABASIOTCS NPU3HAKAMMK NOTEHLMAbHBIX YTPO3 1 MO3BOJIAOT
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NnoJib30BaTeJIi0 CBECTU UX BIINAHNE K MUHUMYMY! YaCTble COeANHEHNA OT HEN3BECTHbIX
KOMMbIOTEPOB, MHOXECTBEHHbIE MOMNbITKN YCTaHOBUTL COeANHEHNE, CeTeBad aKTUBHOCTb
HEN3BeCTHbIX I'IpVIJ'IO)KeHI/II7I nnn ¢ ncnosib3oBaHnemM Hen3BeCTHbIX HOMEPOB MOPTOB.

CoobuieHne 06 ncnonb3oBaHUKM YS3BUMOCTM B cucTeMe 6e30nacHOCTY 3anmncbiBaeTCa Aaxe B
TOM C/lyyae, eC/iv KOHKPeTHas yAa3BUMOCTb Y)Ke UCMpaB/ieHa, Tak Kak MomnbiTKa UCMoJib30BaHMA
obHapy»xmnBaeTca 1 610KMPYeTCA Ha CETEBOM YPOBHE A0 BO3HMKHOBEHMSA (haKTUYECKOro
NCMNONb30BaHNS.

YcTaHOBKA coepMHEeHUs: obDHapy)xeHue

danepBon 06HapYKMBAET KaXK[0e U3 BHOBb CO3aHHbIX CETEBbIX COEANHEHNI. AKTUBHBIN PEXUM
MepcoHanbHOro arepBona onpeaenseT, Kakue AencTBMs J0/KHbI BbINOJHATHCS 419 HOBOMO
npasuna. ECIM akTMBMPOBaH aBTOMAaTU4E€CKUMN PEXXMUM 1IN PeXXUM Ha OCHOBE NMOJIMTUKM,
hanepBoN BbINOJHUT NPeABapUTENbHO 3aflaHHble AencTBMSA 6e3 BMellaTeNbCTBa NoJib30BaTeNs.

B MHTepaKTUBHOM peXMUMe BbIBOANTCA NHPOPMALIMOHHOE OKHO C yBefoMaeHeM 06 obHapyxeHuu
HOBOIro CETEBOro coefiMHeHns. B okHe NpUBOANTCA AONOJIHUTENbHAsA MHPOPMaALMA O COeQUHEHNN.
Bbl Mo)XeTe PaspewunTtb nnn 3anpeTuTb (3ab10knmpoBaTh) coeanHeHne. ECnm coegnHeHNs 0gHOro
TUNA BO3HUKAIOT PerynspHo, U X NpUXoaUTCS pa3peLllaTb BPYYHYIO, PEKOMeHAYeTCA co34aTh ANs
HUX npaBuno. Boibepnte dyHKLMIO Co3paTh NPABUIO U 3aNOMHUTbL HaBCceraa 1 CoxpaHuTe HOBOe
npaswuso ans anepsona. ECim nepcoHanbHbIN haepBon 0OHaPYXUT Takoe coelHeHE B
OyayLwiem, oH NPUMEHUT 3TO NpPaBuIo.
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(eslR) INTERNETSECURITY

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently
Learn more about this message ~ Details  ~ Advanced options

Mpw co3aaHNN HOBbIX NPaBWJI pa3peLlanTe TONbKO 3allMLLEHHbIe CoOeanHeHNS. Ecnmn pa3pewnTb BCe
coeaunHeHus, (hanepBos He CMOXXeT obecrneynBaTh 3aWmMTy. Hxe nepedncneHbl Hanbosiee BaXKHble
napameTpbl COeANHEHNNA.

MpunoXxeHne — pacnosioXXeHne NCNOJHAEMOro anna n naeHTUgUKaTopa npouecca. He
pa3pelanTte CoeANUHEHNS NS HEN3BECTHbIX NPUNOXEHUI 1N NPOLECCOB.

KoMnaHua — nms nsgartens NPUNOXeHNA. LLlenkHnTe TekcT, 4Tobbl NOKa3aTb CepTVICpVIKaT
6e30MacHOCTN ANa KOMMaHUK.

PenyTauusa — ypoBeHb pucka coegmHeHns. CoefMHEHNAM Ha3Ha4YeH YpoBeHb pucka: XopoLo
(3eneHbIn), HenssecTHO (opaHXxeBbln) Manm OnacHo (KpacHbI), C NCNOJIb30BaHNEM psja
3BPUCTUYECKMX MPaBWJI, KOTOPble NCCIEAYIOT XapaKTePUCTUKM KaXXA0ro COeAUHEHNS, KOJINYECTBO
nonb3oBaTesien n BpeMms obHapyxeHus. 3Ta MHhopMaumnsa cobupaeTcs TeXHONOrnen ESET LiveGrid®.

Cnyx6a — nms cnyxbbl, eciv NnpunoXxeHne aeaseTcs cnyx6oi Windows.

YpaneHHbIH KOMNbIOTEP — aZlpec yaaNeHHOro yCTpoicTBa. Pa3pelwaTb COeANUHEHUS TObKO C
[OBEPEHHBIMU U N3BECTHLIMU aapecami.

YpaneHHbIn NOPT — NopT cBA3M. CBA3b Yepe3 0bblvHbIE NOPThI (Hanpumep, Beb-Tpadnk — Homep
nopta 80 443) MoxeT bbITb pa3peLleHa B 06bI4HbIX YCNOBUSAX.
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KoMnbloTepHble BUPYChl YaCcTO UCMOJb3YIOT COeANHEHMUS C UHTEPHETOM U/ CKPbITbIE COEAVHEHUS,
yepes KOTOpble MPONCXOAMT 3apa)keHne Apyrmx KOMMnboTepoB. Ecnm npaBunna HaCcTpoeHb!
npaBu/IbHO, haiiepBo SBASETCA 3h(PEKTUBHLIM CPEACTBOM NPOTUBOAENCTBIS pa3HOobpa3HbIM
aTakaM C NMpUMeHeHNeM BPeAOHOCHOro Koaa.

PeweHue npobnem ¢ panepBosiom ESET

Ecnn ESET Internet Security He yaaeTca NOAKIOYNTLCA K CETU, €CTb HECKObKO CNoCOb0B y3HaTb,
obycnoBneHbl 1 oHK paboTon hariepBosia ESET. Kpome TOro, ¢ NoMoLLbo danepBonia ESET MOXXHO
C034aTb HOBbIE NPaBWIa NN UCKJIOYEHNS ANS pelleHns npobaem ¢ NoOAKMOYEHNEM,

Ina peweHuns npobnem c hanepsosioM ESET CM. cneaytoLine TeMb:

* MacTep yCTpaHeHWs HenoaaaoK

* BegeHune )XypHasa 1 Co3iaHMe NPaBua U UCKJKYEHUN Ha OCHOBE XKYpPHaa

¢ Co3laHME NCKJIIDYEHUN Ha OCHOBE YBeAOMJJAEHUN dharepBosia

* PacClUMPEHHOE BEEHME XYPHAIOB 414 3aLUNThI CETU

* PewleHue npobsemM ¢ huabTpaLmen npoToKoI0B

MacTep ycTpaHeHUAa HenoJsiagokK

MacTep ycTpaHeHWs Hemnosafok aBTOMAaTUYECKU OTC/IEXMBAET BCe 3abI0KMPOBAHHbIE COELNHEHNS 1
MOMOraeT YCTPaHsATb HeNonaakKmn Ans ucnpasneHus npobnem ¢ gaiiepsosiom B paboTe
onpeaeneHHbIX NPUI0XKEHNI 1 YCTPONCTB. Mocsie 3Toro MacTep NPeasoXnT HOBbIN Habop Npasu,
KOTOPbI BaM HY>XHO OyAeT noaTBepAuTh. MacTep ycTpaHeHUsA HENoMamoK MOXXHO HalTK B
rNaBHOM MeHI0, NMocsieloBaTeNlbHO BbibpaB HacTpoiku > 3alumTa ceTu.

BepneHue )XXypHaJsia U co3gaHue NpaBua U
UCKJ1I0OYeHUU Ha OCHOBE XYpPHana

Mo ymonyaHuio haepBon ESET HE BHOCUT B XXypHan BCce Bnoknpyemble coeanHeHns. ECnm Bbl xoTute
BUAETb, 4TO BIOKMpPYeT (hyHKLMSA 3alUTbl CETY, BKIOYMTE BEAEHNE XXYyPHasla B pa3gaene
PacwupeHHble napaMeTpbl. YTo6bl ero oTKpbITh, Boibepute MHCTPYMeHThI > inarHocTuka >
PacwumpeHHoe BeaeHUe XXYpPHanoB > BKNIOYUTb pacluMpeHHOe BeeHue XXypHasnoB ans
3awWmThl CeTU. ECIM B XXypHane eCcTb 3/IEMEHT, KOTOPLIN hanepsoy He cnepyeT 610KMpoBaTh,
MO>XHO CO34aTb NPaBuUI0 NAW NPaBuUo IDS, LWENKHYB 3TOT 3/IEMEHT NPaBOM KHOMKOW MbILWK 1 BbibpaB
He 6nokupoBaTb Nog00HbIE COOLITUA B OyayweM. O6paTuTe BHUMaAHME, 4TO XKYPHas BCEX
3a6J10KMPOBAHHbIX COEANHEHNA MOXXET COAEPXKATb ThICAYM 3/IEMEHTOB, MO3TOMY HANTWN KOHKPETHbLIN
3N1eMEeHT MOXET bbITb TPyAHO. MNocne peweHns NpobaemMbl BeAeHME XYPHaaa MOXHO BbIK/IOYNTD.

Ins nonyvyeHns fONONHUTENbHbLIX CBEAEHUI 0 XXypHane CM. pasfaen Pannbl XXypHaa.
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Wcnonb3yinTe XypHan, 4Tobbl y3HaTb, B KAKOM nopsake 3awuta ceTn 61oKnuposana Te nan
NHble coeaMHeHUs. Kpome TOro, npasuia, Co3aHHbIe Ha OCHOBE XXypHana, byayT BbINONHATb
HY>XHble BaM AeNCTBuS.

Co3paHue nMpaBuji Ha OCHOBEe XYPHaJia

B HOBOW Bepcum ESET Internet Security MOXXHO CO3AaBaTb NpaBuia Ha OCHOBE XXypHana. B rnasHom
MEHI0 NociefoBaTeNbHO BbibepuTe Cny)kebHble nporpaMmbl > [LonoNHUTENbHbIE CPeAcTBa >
®dannbl XXYpHanoB. B packpbiBatowemMcs MeHio BoibepnTe NyHKT PanepBoa, WENKHATE HY)KHYIO
3anuncb XypHasia NpaBovi KHOMKOW MbILK N B KOHTEKCTHOM MeHI0 BbibepuTe nyHKT He bnokupoBaTth
nopoObHble cobbiTUA B Oyayuwiem. HoBoe npasnsio 0TobpasnTca B OKHe YBeLOMIIEHUIA.

YT06bI MOXKHO ObIIO CO34aBaTh NMpaBMia Ha OCHOBE XXYPHana, ESET Internet Security cnenyeT
HacTpouUTb cnenyowmm obpasom:

1. YCTaHOBMTE MUHUMAJIbHYIO CTeMNeHb AeTann3aumnmn xypHana JiuarHocTuKa, nocsie[0BaTesNbHO
BbibpaB [lonosHUTEsNbHbIE HACTPOUKHM (F5) > CnyxebHblie nporpamMmsbl > ®annbl XypHana.

2. BknounTe MokasbiBaTh yBeAOMJIeHUe Npu oOHapy)XeHUM aTak, ucnosb3ylowme 6pewim B
cucteMe 6e3onacHOCTU B MeHio PacluMpeHHblie napaMeTpsl (F5) > 3aluTa ceTH > 3alumTa oT
ceTeBbIX aTakK > PacluMpeHHble napaMeTpbl > OOHapy>XeHue BTOPXKEHUH.

Co3paHue UCKNI0YEeHUU Ha OCHOBe
yBeaoMJsieHun panepsoJia

Korgna ¢hanepBos ESET 0bHapyXnBaeT BPeAOHOCHYIO CETEBYIO AeATeNbHOCTb, 0TOBpaXaeTcs OKHO
yBEOMIEHUS C ONNCAaHNEM 3TOro CobbITUS. YBEAOMIEHNE COAEPXKUT CCbINIKY, Mepenas no KoTopon
MO>XHO MOJly4YUTb AOMNOJIHATE/IbHbIE CBEAEHNSA O COOLITUM N HACTPOUTL NPABWJIO AN 3TOro cobbiTnA
(ecnn HY>HO).

Ecnn ceTeBOE NpUNOXKEHME UM YCTPOWCTBO He cobnlofaeT ceTeBble CTaHAAPTLI HaA eXalL UM
06pa3oM, BO3MOXXHO, HaYHYT PerynsapHo NosBAATLCS YBeAOMNeHUs IDS (ariepBona. bnarogaps
3TOMy (hanepBon ESET He byaeT 06Hapy)KMBaTb 3TO NPUIOXKEHNE UK YCTPOMCTBO.

PaCUJMpeHHOE BeAeHUue XXKYPHaJioB ans
3dllUTbl CEeTHU

3Ta (hyHKUMA NpefHa3HayYeHa a9 npeaoctasneHns 6onee KOMMNAEKCHbIX HannoB XypHana ons
CnyX0bbl TEXHNYECKON noagep XKy ESET. icnonb3ynTe 3Ty (YHKLMIO TONbKO N0 3aMpocy Cyx0bbl
TeXHUYeCKON Noaaep>XKu ESET, TaK Kak OHa MOXXeT co3[aTb 04eHb B6onbLion ann XXypHana un
3aMennuTb paboTy KoMMNblOTEpa.

1. NMepenguTe B pasnen PaclumpeHHble napameTpsbl > CepBUC > IMArHOCTUKA 1 BbibepuTe
napameTp BKAIOYUTbL pacLlUMPEHHOEe BeAeHne XXYPHAJIoB ONA 3alLUThbl CEeTH.

2. MonpobyinTe BOCNpPOM3BECTN TEKYLLYIO Npobnemy.
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3. OTKNII04NTE (PYHKLMIO «PacluMpeHHoe BeeHre KYPHaIoB A1 3alUnThl CETU».

4. ®ain xypHana PCAP, CO3[1aHHbIN C MOMOLLIbIO PYHKLUN «PacluMpeHHoe BeieHMe XXYpPHaIoB ans
3aLWMTbl CETU», MOXKHO HAWTW B Manke, rae co3fatoTcs AaMnbl NAMATU 09 ONArHOCTUKN:
C:\ProgramData\ESET\ESET Security\Diagnostics)\

PeweHune npobnem ¢ hpunbrpaumen
NPOTOKOJIOB

Ecnn Bo3HMKaOT NpobnemMbl ¢ Gpay3epoM 1AM NoYTOBLIM KIMEHTOM, CHavana ciefyeT onpeaesnnTh,
HOpMasibHO 1 paboTaeT punbTPaLMS NPOTOKOOB. [151 3TOr0 BPEMEHHO OTKOUMTE UbTPaLINIO
MPOTOKOJIOB MPUI0XKEHUI B LOMONHUTE/bHLIX HAaCTPOMKax (0653aTeNbHO BK/OYMTE ero nocse
peleHus npobaemsl, MHaye Bpay3ep 1 NOYTOBLIA KNMEHT ocTaHyTCs 6e3 3awuTsl). Ecnm nocne
OTKJIIOYEHWS HEMONAAKA NCYE3AET, CM. HVKE CMINCOK TUMNYHBIX NPo6eM 1 CnocoboB X peLLeHus.

Mpobnembl c 0OHOBNEHUEM UK OE30MNACHOCTLIO
NoAKNIOYEeHUSA

Y npunoxeHns I'IpO6J'IeMbI ¢ 0bHOBNEHNEM NN 3aLLMLLEHHOCTbLIO KaHana CBA3N.

* Ecnu BKkAtoYeHa uabTpaumns NpoTOKO0B SSL, MoNpobynTe BpeMeHHO ee OTKM0UYUTb. ECcnu
MOMOIr 0, 3HAYUT, MOXXHO NPOAO/IKATb UCMOb30BaTb (PUALTPALMIO SSL 1 BINOAHATL 0OHOBAEHNS.
MepeBeamnTe UNbTPALNIO NPOTOKOIOB SSL B MHTEPAKTUBHLIN peXxuM. 3anycTuTte obHoBNeHMe eLle
pa3. [JoJHKHO NOABUTLCS ANAJIOroBOE OKHO C YBeAOMJIEHNEM O 3alLUU(POBaHHOM CETEBOM TpaduKe.
MpunoxxeHne LOMKHO BbITb aHANOMMYHBLIM TOMY, C KOTOPbIM BO3HUKIM Npobnemsl, a cepTudukaT
LLO/DKEH NCXOOUTb U3 CepBepa, C KOTOPOro BbIMONHATCA 0OHOBNEHNS. 3aTeM 3aNoMHUTe
LEeNCTBUA ANA cepTudmKaTa n HaxXMUTe KHOMNKY «lMponycTuTb». Ecin He oTobpa3aTcs
COOTBETCTBYIOLLME ANANOroBble OKHA, NepeksIlnYMTeCh 06pPaTHO B @aBTOMATUYECKUA PEXUM
dunbTpaumu. NMpobnema fosxHa b6bITb pelleHa.

« Ecnn npunoxxeHne He sBnsieTcs 6pay3epoM WA NOYTOBLIM KIMEHTOM, Er0 MOXXHO NMOJIHOCTbIO
NCKNIOYNTb U3 MAbTPALLMM MPOTOKOI0B (UCKII0YeHNe Bpay3epa UK NOYTOBOMO KJIMEHTa
0CTaBu10 b6bl BaC He3aLWNLWEHHbIM). JTloboe NpuaoXeHne, B OTHOLEHUI KOTOPOro BbIMNOJIHANACH B
npowsioM ubTpaLnsa COeAMHEHWNIA, OJHKHO BbITb B CMMCKE, NPefoCcTaBAsSeMOM Npy fobaBeHNN
NCKNLOYEHMNI. 103TOMY He LO/MKHO BO3HUKHYTb HE06X0ANMOCTY [00aBNATL UCKIIIOYEHNS BPYYHYIO.

NMpobnema c AOCTYNOM K YCTPOUCTBY B C€TU

Ecnn He ypaeTcs ncnonb3oBaTb Kakme-nmbo hyHKLUMM YCTPOMNCTBA B CETU (Hanpumep, He yaaeTcs
OTKPbITb BEO-CTPaHMLy C hoTorpadusmmn Beb-kamepbl UM BOCNPOU3BECTN BUAEO HA LOMALLHEM
MyNIbTUMELVNHOM NpounrpbiBaTene), nobaBbTe IPv4- 1 IPv6-afipeca B CMMCOK NCKIOYEHHbIX aapecoB.

Mpobnembl c onpepeneHHbIM BeO-canTom

Nckno4nTb oripegesieHHble Beb-canThl 13 Cpl/lﬂpraLl,I/lVl MPOTOKOJIOB MOXXHO C MOMOLL IO ynpaBieHNA
URL-afpecamu. Hanpumep, ecav He yAaeTcs NosyyuTb AOCTYN K CTPaHULE
https://www.gmail.com/intl/en/mail/help/about.html, nonpobynTe nob6aBUTb *gmail.com* B CNNCOK
NCKMOYEHHbIX aApPECOB.
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Owunbka «Bce ewie paboTaloT HEKOTOpPbIE NPUIIOXKEHMUS,
KOTOpble MOryT UMMNOPTUPOBATbL KOPHEBOMN cepTudukar»

Mpwy BKIOYEHWUMN PUNbTPALUM NMPOTOKOJIOB SSL MporpaMma ESET Internet Security BbINOSHAET
UNbTPaALIMIO MPOTOKOA SSL TaK, YTO YCTAHOBJIEHHbIE NPOrPaMMbl AOBEPSAIOT €e AeNCTBUAM
(NpONCXOAMT UMMOPT CEPTUCDUKATA B UX XPAHWNLLE CEPTUHMNKATOB). N5 HEKOTOPbIX NPUI0XKEHUI
3TO HEBO3MOXXHO, €C/IM OHW 3anyLueHbl. Hanpumep, ona 6pay3epos Firefox 1 Opera. 3aKponTe 3TU
NPUNOXEHUS (ON15 3TOF0 PEKOMEHAYETCS OTKPbITh ANCNETHYEP 3a4a4y U yAaNAnTb 3anucu firefox.exe 1
opera.exe Ha BKJlagke «lpoLecchl»), a 3aTEM HaXXMUTE KHOMKY «[OBTOPUTb>.

Owubka: HEAOBEpEHHbIﬁ ndpartenb UJin Heponycrumas
noaonuchb
CKopee BCEero, 3T0 3Ha4YUT, YTO MPU BbILLIEONMCAHHOM MMMOPTE NpousoLua owmnbka. CHavana

3aKpOWTE BCE YNOMSAHYTbIE NPUIOXKEHUS. 3aTEM BbIK/IIOYMTE (UAbTPALMIO NPOTOKO0B SSL 1
BKJIIOYMTE ee 0bpaTHO. ByAeT BbINONHEHA NOBTOPHASA MOMbITKA UMMOPTa.

CM. cTaTbto Hawen 6a3bl 3HaHWN 06 yrpaBaeHUM huabTpaLnen NPoTOKON0B SSL/TLS B NpoayKTe
ESET 0218 Windows /18 JOMALIHEro UCMoJib30BaHMUs.

ObHapy>xeHa HOBas CeTb

Mo yMosYaHUto ESET Internet Security MCNOJSIb3YeT NapamMeTpbl Windows npy 06Hapy>XeHMN HOBOW CETMW.
Onsi oTobparkeHns AnanoroBOro OKHa npu 06Hapy>XeHUN HOBOWM CETU, U3MEHUTE TUM 3aLlUTbl HOBbLIX
ceTen, 4Tobbl 0TOOparkancs 3anpoc Nosib30BaTENI0 B M3BECTHbLIX CETAX. 3aTEM NpK 06Hapy>XeHUK
MOAK/IOYEHNS K HOBOW CETY NOJIb30BaTESNlb MOXKET BblOpaTh YPOBEHb 3alUMTbl. ITOT NapameTp byneT
NPUMEHNTLCSA AN18 NOAKJ/IYEHNIA KO BCEM YasieHHbIM KOMMbOTEPaM U3 JaHHOW CeTH.

B OKHe HaCTPOWKM 3aLLMTbl CETU MOXHO BblIOpaTh [1Ba PeXMUMa 3aLlUThl CETH.

* la — 0n14 OOBEPEHHOW CeTu (AoMaLlHen nam onucHoOM ceTn). Baw kKomnbioTep n obwue
thannbl, XxpaHALWMECS Ha HEM, BUAUMbI 411 APYTrUX MONb30BaTeNeN CETU, @ TaKXe APYrum
NoNb30BaTENAM CETM LOCTYMNHbI CUCTEMHbIE PECYPChl. DTOT NapamMeTp PeKOMeHAyeTCs
MCNOJb30BaTb NPU AOCTYnNe K 6e30nacHOM SI0KabLHON CEeTW.

* Het — ans HepoBepeHHoM ceTu (0bwenocTynHom ceTun). ®annbl U Nanky B Ballen CUCTEME He
ABNATCA 06LMMKM ANS APYrUuX NOAb30BaTeNEeN B CETU, U APYrue nosib30BaTeNn CETU NX He
BMOAT, @ 0OLLMIA OCTYN K CUCTEMHBLIM pecypcaM OTKJIOYEH. ITOT NapaMeTp pekoMeHayeTCs
MCMNOSIb30BaTb NpY AOCTyne K 6ecnpoBoAHbIM CETAM.
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INTERNET SECURITY x

Ceth: hqg.eset.com
Apantep: Ethernet
IP-agpeca: 10.0.2.15, fe80:8c7e:al159:310f:c041

B fOEEpeHHOll ceTH Ball KOMNbHOTEP BYAET BUAEH ANA APYTHX YCTPOICTE,
NOAKNHOMEHHKIX K CETW. PeKoMeHayemM Aenatk 3TO TONLKO B A0BEPEHHOR AoMallHel HaK
OQUCHOI ceTw,

Hactpowute 31y ceTb (hg.eset.com) kak AoBEpeHHYHO?

s MNogpobHocT

Ecnmn ceTb HacTpoeHa Kak JOBEepeHHas, HanpsMyto NoAKJIOYEeHHbIe NOACETM aBTOMaTUYECKMN
CHNTaOTCA NOBEPEHHbBIMW.

N3MeHeHue NpPUoXKeHus

®anepBon 06HapyXM Ha KOMMNbIOTEPE MOJIb30BATENA N3MEHEHNE NPUJIOXXEHMS, KOTOPOE
NCMoNb3yeTCs AN NCXOAALWMNX COeANHEHNIA, BO3MOXHO, MPUIOXKEHNE NPOCTO 06HOBWIOCH A0 HOBOWA
Bepcuun. C ApYron CTOPOHBI, N3MEHEHNE MOXET ObiTh BbI3BAaHO BPEAOHOCHBIM MpuioXKeHnem. Ecam
M0/b30BaTE/NO HEN3BECTHA NPUYMHA U3MEHEHUS NPUIOXKEHUS, PEKOMEHIYETCS NPEPBaTh
CoeIMHEeHME N NPOCKAHVPOBAaTh KOMMbLIOTED C MOMOLLbIO 0OHOBNEHHON a3kl AaHHbLIX CUTHATYP

BUPYCOB.

Bxopsuiee poBepeHHoe coeguHeHue

MpumMep BXOASLLEro COeANHEHNS B NpefenaX AOBEPEHHON 30HbI:
YOaneHHbIn KOMMNbOTEP, HAXOASALMACS B Npeaenax LOBEPEHHOW 30Hbl, MbITAETCA YCTaHOBUTb
COeANHEHVE C NPUIOXKEHNEM, 3aMnyLLEHHOM Ha JIOKalbHOM KOMMbIOTEpeE.

174



(eslR) INTERNETSECURITY

Inbound network traffic

An application on this computer [ 8 ) is trying to communicate
with a remote site | iIB

Application:
Company:
Reputation: i Discovered 6 months ago

Service:
Remote computer:

Lacal port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Remermnber until application quits

Create rule and remember permanently
Learn more about this message ~ Details  ~ Advanced options

MpunoxxeHue: NpuIoXeHNEe, C KOTOPLIM CBS3bIBAETCS YAaNEHHbIA KOMMbIOTEP.
KoMnaHusa: nsfatenb NpuioxXeHus.

PenyTauusa: penyTauus npuaoxXeHus, nosay4yeHHas c NoMOLLbI0 TEXHONOr K ESET LiveGrid®.
Cnyx6a: nms ciyx6bl, 3anyLLIeHHOW B HACTOSLLMIA MOMEHT Ha KOMMbOTepe.

YpaneHHbIH KOMNbIOTEP: Ya/IeHHbIN KOMMbIOTEP, KOTOPbIA NbITAETCA YCTaHOBUTb COENHEHNE C
MPUIOXXEHNEM Ha JIOKAJIbHOM KOMMblOTEpE.

JloKanbHbIW NOPT: NOPT, UCMONb3YEMBbIA 15 0OMEeHa AaHHbIMW.

CnpawmBaTh KaXAblA pa3: ecav A Npasuia No yMosYaHu0 YCTaHOBEHO LeiCTBMe
3anpawmBaThb, Npy KaXxA0oM 3anycke npasuna dyneT oTobparkaTbCs ANANOrOBOE OKHO.

3anoOMHUTb A0 3aKPbITUA NPUNOXKEHUNA: ESET Internet Security 3aMOMHUT BbibpaHHOE AeNCTBUE 40
cnefytollen nepesarpysku.

Co3paTb NpaBuJIoO U 3aNOMHUTbL HaBceraa: ec/v BbibpaTb 3TOT BapuaHT, NPeXae YeMm paspewmnTb
WK 3anpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anOMHUT AeicTBME 1 ByaeT MCnonb30BaTh
€ro, KOraa yAasleHHbI KOMMbIOTEP eLle pa3 MoMbITaeTCs yCTaHOBUTb COEAUHEHMWE C 3TUM
MPUIOXKEHUNEM.
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Pa3peLwinTb: pa3pellnTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3anpeTuTb BXOASALWMNE COeANHEHNS.

PacwimpeHHble napaMeTpbl: NCNOb3YeTCs A HACTPONKMN CBOWCTB NpaBul.

Ucxopsuiee poBepeHHoe coeguHeHue

MpuMep UCXoasLLEro COeANHEHNS B Npeaeax L0BEPEHHON 30HbI:

MprnoxxeHne Ha JIOKaJIbHOM KOMIbIOTEPE MblTaeTCA YCTaHOBUTL COeANHEHNE C APYrUM

KOMMbKOTEPOM B NMpenenax NOKaNIbHOW CEeTU UK CETU B )J,OBQpEHHOI?I 30HE.

INTERNET SECURITY

Ncxopawmii ceTeBoil Tpaduk
- ,.-J,C-ElE[‘Z!EHHEIH 30Ha

|_|F|I.-1J'ID:)KEHI.-1E Ha 3TOM KOMMNBHITEDE 4 CT3paEeTCA YCTAHOBWUTE NOJKNHIYEHHME

K YA2NEHHOMY CalTy

Mpunoxenwne:

Komnanwa:

Penyrauma: v i OBnapyxeno 2 roga nasag

YaanenHolf KoMnbHOTEpR:

Ypanenusii nopr: TCPED (HTTH

Paspewmnts coeamHeHue?

Pazpewnts JanpetuTb

CnpawmneaTe KaxabIA pas
3aNoMHUTE 40 3BKPEITHA NEPHAOHEH U

» ':I:Ii,ﬂ,ETb npasyuno KU 3anoMHUTE HABCErAa

| [Nprnomedne:

| ¥paneHHeId KoMNBHOTER: JoeepedHan 2oHa
¥aaneHHeIld nopT: 80
NokaneHeld nopr: 58282

| MNpoTokon: TCP w UDP

MameHnTE nNpasnno Nepes CoXpaHeHWemM

Jononuutenedeie ceegennn of 3tom cooBugennn A MNogpoBroctw  Paclunpendeie napametpel
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MpunoxxeHue: NpUIoXeHNE, C KOTOPLIM CBS3bIBAETCS YAaNEHHbIA KOMMbIOTEP.
KoMnaHusa: nsfatenb NpuioxXeHus.

PenyTauusa: penytauus npuaoxXeHus, nosay4yeHHas c NoMOLLbI0 TEXHONOr UK ESET LiveGrid®.
Cnyx6a: nms ciyx6bl, 3anyLeHHOW B HACTOSLLMIA MOMEHT Ha KOMMblOTepe.

YpaneHHbIH KOMNbIOTEP: YIa/EHHbIA KOMMbIOTEP, KOTOPbIA NbITAaETCA YCTaHOBUTb COENHEHNE C
MPUIOXXEHUEM Ha JIOKAJIbHOM KOMMblOTEpE.

JloKanbHbIW NOPT: NMOPT, UCNONb3YEMBIA 15 0OMEeHa AaHHbIMW.

CnpalwmBaTh KaXXAblA pas: ec/v A4J1s NpasBuia No yMos4aHno YCTaHOBIEHO LeiCTBMe
3anpawmBaThb, Npy KaXxAoM 3anycke npasuna dyneT oTobparkaTbCs ANANOrOBOE OKHO.

3anoOMHUTb A0 3aKPbITUA NPUNOXKEHUNA: ESET Internet Security 3aMOMHUT BbibpaHHOe AeNCTBUE 00
cnepytollen nepesarpysku.

Co3paTb NpaBUJIoO U 3aNOMHUTbL HaBceraa: ecv BbIbpaTb 3TOT BapuaHT, NPeXae YeMm paspewmnTb
WA 3anpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anOMHUT AeicTBME 1 ByaeT MCnonb30BaTh
€ro, KOraa yAasleHHbI KOMMbIOTEP elle pa3 NoMbITaeTCs yCTaHOBUTbL COEAUHEHMNE C 3TUM
NPUIOXKEHUEM.

Pa3peLwnTb: pa3peLllnTb BXOASLINE COeANHEHMS.
3anpeTuTb: 3aMNpPeTuTb BXOAALLMNE COeAUHEHUS.

PacluupeHHble napameTpsbl: NCMO/b3yeTCA 419 HAaCTPONKM CBOWCTB NpaBuil.

Bxopsuiee coeaguHeHue

I'Ip|/|Mep BXoOALlero MHTEPHET-COEANHEHNA.
YnaneHHbln KOMMbIOTEP MblTaeTCA YCTAaHOBNTb COeANHEHNE C MPUJTIOXKEHNEM, 3aNyLLlEeHHbIM Ha
JIOKaJIbHOM KOMMblOTEPE.

MpunoxxeHune: NpuIoXKeHNE, C KOTOPLIM CBSA3bIBAETCS YAa/I€HHbI KOMMbIOTEP.
KoMmnaHusa: nsnaTesb NpUIoXKeHus.

PenyTauusa: penyTauus npuaoXeHus, nosay4yeHHas C NOMOLLbI TEXHOOr UK ESET LiveGrid®.
Cnyxb6a: nms cnyXObl, 3aNyLWEHHOR B HACTOSLLMIA MOMEHT Ha KOMMbIOTEPE.

YaaneHHbIH KOMNbIOTEP: YAaJIEHHbIA KOMMbIOTEP, KOTOPbIN MbITAETCS YCTAHOBUTb COEANHEHME C
NPUIOXXEHNEM Ha JIOKaJIbHOM KOMMblOTEpE.

JlokanbHbIK NOPT: NOPT, UCMOJSIb3YEMbIV A5t 0OMeHa AaHHbIMU.

CnpawuMBaTh KaXkabli pa3: ec/in 415 npaBua no yMoJYaHW0 YCTaHOBNIEHO AeNCTBUE
3anpalwmBaTb, Npy KaXXAoM 3anycke npasuia byneTt otobpa)kaTbCs AMaOr0BOE OKHO.

3anoMHMTb 0,0 3aKPbITUA NMPUNOXKEHUA: ESET Internet Security 3aNOMHUT Bbl6paHHoe OencTeme oo
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cnenyioLen nepesarpysku.

CospaTtb npaBuJiIo U 3aNOMHUTb HaBcerpga: €cC/un Bbl6paTb 3TOT BapuaHT, NpeXxae 4eMm pa3pelnTb
NN 3anNpeTnTb obmeH faHHbIMK, ESET Internet Security 3aNOMHUT e cTBuE 1 6y,ueT nCcnoJib3oBaTb
ero, Kkorpa y,El,aﬂeHHbIVI KOMMNbIOTEP eLle pa3 NnonbiTaeTCcd YCTaHOBUTb COeANHEHNE C 3TUM
npunnoXxeHnem.

Pa3speLwinTb: pa3pellnTb BXOASLLINE COeANHEHMS.
3anpeTuTb: 3aNpPeTUTb BXOAALLNE COeQUHEHUS.

PaClI.IVIpeHHbIe napaMeTpbl: NCMONb3YyeTCAa And HaCTpOIZKI/I CBOWCTB npasun.

Ucxopauwiee coeamHeHue

MpuMep UCXOASLLEr0 MHTEPHET-COeANHEHNS:
MpUI0XKEHNE Ha NOKAJIbHOM KOMMbIOTEPE MbITAETCA YCTAHOBUTb MHTEPHET-COEAUHEHME.
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INTERNET SECURITY

)

Mcxoaawmii ceTesoi Tpadmk

MpWaoH#eHME HE 3TOM KOMMBIOTERE 8 CTAPAETCA YCTAHOBMTE MOAKMHIYEHHE
K yAZNEHHOMY CaiRTy

Mpunoxcenne:
Komnanwna:
Penytauma: v [ OBHapyweno 2 roga Hazag

YpaneHHblA KOMNbBIOTEP:

Ypanennsi nopt: TCPED (HTTR)

Paspewwnts coeguHeHue?

Pazpewvts Janpetutb

CnpalwueaTe kaxaelid pas
JaNCMHWTE 40 33KPEITHA NPUACHEH A

L ':I:I_’-,B,ETI: npagyuno KU 3anoMHWTeE HABCERAA

v| Mprnoxedne

¥aaneHHeId KoMNBrOTED: e i W
¥aaneHHeId nopT: a0
NokaneHeId NnopT: 58278

| MpoTokon: TCP w UDP W

MameHnTe npasnno Nepes CoxXpaHeHEM

JononHuTeneHele cBegeHna of 3Tom cooBwednn MogpobHoctn #~ PacluMpeHHsIe NapaMeTpel

I1pm10)Ke|-me: npunoXxeHme, C KOTOpPbIM CBA3bIBAETCA y,[l,afleHHbII7I KOMMbIOTEP.

KoMnaHusa: nsgartesb NPUIoXKeHNA.

PenyTauusa: penyTtauns NpuioxXeHus, nojly4yeHHas C NOMOLLbI TeXHOOrun ESET LiveGrid®.

Cnyxo6a: nMms cnyXObl, 3aNyLWEHHOR B HACTOSALWMIA MOMEHT Ha KOMMbOTEPE.

YpaneHHbIN KOMMbIOTEP: YAaNeHHbIN KOMMbIOTEP, KOTOPbIN NbITaeTCA YCTaHOBUTb COeANHEHNE C

npunnoXXeHnem Ha 10KaJibHOM KOMIMbIOTEPE.

JloKanbHbIN NOPT: NOPT, UCMONb3YEMbIN 415 obMeHa AaHHbIMW.
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CnpawmuBaTh KaXkabli pa3: ecu 41 Npasuia Mo yMoJ4aHUI0 YCTaHOBEHO feiCTBIe
3anpaluMBaTh, NPY KaXXJ0M 3anycke npasuia byaeT oTobpaxkaTbCs AManoroBoe OKHO.

3anoMHUTb 0,0 3aKPbITUA NPUIIOXKEHMA: ESET Internet Security 3anoMHUT BbIBpaHHOE AeNCTBUE [0
cnepyoLlen nepesarpysku.

Co3paTthb NPaBUJIO M 3aNOMHUTb HaBCerpa: ec/iv BbibpaTb 3TOT BapuaHT, NPEXAe YeM pa3peLllmnTb
NN 3aNpeTnTb 0OMeH faHHbIMK, ESET Internet Security 3anNOMHUT AencTBue 1 byaeT ncnosb3oBaTb
ero, Korga yaaJleHHbIn KOMMboTep eLle pa3 nonbITaeTcs YCTAaHOBUTbL COeAMHEHME C 3TUM
NPUIOXKEHNEM.

PaspewuTb: pa3pellinTb BXOAALLNE COEANHEHNS.
3anpeTuTb: 3aNpeTUTb BXOAALLNE COeQUHEHUS.

PacluupeHHble napameTpsbl: NCMNO/b3YeTCA 419 HAaCTPONKM CBOWCTB NpaBuil.

HacTponka oToOpa)keHusa noaKAIo4YeHUu

LLlenkHUTe noaknoyeHme I'IpaBOI7I KHOMKOW MbILN, 4TOObI NPOCMOTPETb AOMNONHUTENbHbIE
NnapaMeTpPbl, CPeEAN KOTOPLIX €CTb CJIEAYIOLLNE.

OnpepensaTb MMeHa XOCTOB: BCe CeTeBbIe afpeca, ec/in 3T0 BO3MOXHO, oTobparkatoTcs B popmaTe
DNS, a He B Y1C/I0BOM (hopMaTe IP-afpecos.

Moka3biBaTb TOJILKO COeAMHEHUA NO TCP: B CNCKe 0TOOPaXKatoTCs TOIbKO NOAK/YEHMS NO
NpoTOKOJy TCP.

NMokKa3biBaTb OXXKUAaHUE COeAUHEHMSA: YCTaHOBUTE 3TOT (PJIaXxKoK ond OTOﬁpa)KeHVIﬂ TOJIbKO TeX
NoOKOYEHNR, NO KOTOPbIM B HaCTOSALWMIA MOMEHT He nponcxoonT obmeHa faHHbIMK, HO ANS
KOTOPbIX CUCTEMa Y>XKe OTKPblJla MOPT U OXXNOaeT NOAKIIHYEHNA.

Moka3biBaTb BHYyTPEHHUE COeQUHEHMUA: YCTaHOBUTE 3TOT (P1aXKoK, 4Tobbl 0TOOPa3nTb TONbKO Te
CcoefiHeHs, B KOTOPbIX YAAJIEHHON CTOPOHOW ABNIAETCH JIOKaIbHbIN KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OOGHOBUTbL CKOPOCTL: BbibEPUTE NEPUOANYHOCTL OOHOBNEHUS AaKTUBHBIX MOAK/IOYEHNI.

OGHOBUTbL ceryac: nepesarpyska okHa «CeTeBble NOOKIOYEHUA>.

CpepnctBa O0e30nacHOCTH

NapameTp CpeacTBa 6@30MaCHOCTU MOXKHO UCMOJb30BaTh A1 HACTPOVKM CeyoLWMX Moy e,

* 3awmuTta OaHKOBCKOM onnaThl: J06aBAseT LONONHUTENbHBIM YPOBEHb 3alLMThl bpay3epa,
npeAHa3HaYeHHbIN ANS 3aWnTbl BallMX (PUHAHCOBBLIX AaHHbLIX NPW (PUHAHCOBbLIX OrnepaLmnsx B
WHTepHeTe. BknounTe napameTp 3awmTa Bcex bpay3sepoB, 4To6bl BCe MOALEDXKBAEMbIE
Beb-bpay3epsl 3anyckanncb B 6e3onacHoM pexume. [JonosHUTENbHbIE CBEleHUS CM. B pa3fene
3awmTa 6aHKOBCKOW OMJIaThl.

* PoouTtenbCcKkun KOHTPOJIb: MOAYJIb POONTESIbLCKOIO KOHTPOJIA obecneynBaeT 3alnTy anA

180



neten, 6J'IOKI/Ipy9| HEXeNaTeJIbHOE UJI ONnaCcHoOE CoOAePXXMNMOE B MHTepHeTe.

* AHTMBOP: BKJ/IO4MTE MOLYSIb AHTMBOP, YTOObI 3aLLMTUTL KOMMbLIOTEP B C/lyYae ero noTepu uim
KPaXu.

3awuTta 0aHKOBCKOM onnaThbl

Moay /b 3aWwmnTbl 6aHKOBCKOMW OMaThl — 3TO AOMNOJHUTESNbHBIA YpoBeHb be3onacHocTy,
pa3paboTaHHbIN ANS 3aLUNThl BalLMX (PMHAHCOBbLIX AAHHbLIX NPU OCYLLECTBAEHUN (PUHAHCOBBIX
onepauun B UHTepHeTe.

B 6onblUNHCTBE CnyYyaeB 3alUMLeHHbIN Bpay3ep GhyHKUMM «3awmnTa 6aHKOBCKOWM onnaThbi»
3aMnyCKaeTcs B MCMONb3yeEMOM Ha AaHHbLIN MOMEHT Bpay3epe nocse NoceLLeHna N3BeCTHOro Beb-
CalTa nHTepHeT-baHKMHra.

BbibepuTe 0AuH 13 CneayoWwmnx napaMeTpoB, onpeaenaoLlnx pexmm paboTsl 3alULLEHHOTO
bpay3epa.

* 3awmuTa Bcex Opay3epoB: eCcnu BKJIIOYEH 3TOT NapamMeTp, BCe NOAAepKBaeMble Beb-
bpay3epbl OyayT 3anyckaTbcs B 6€30NacHOM peXxunme. ITO NO3BOASET NPOCMaTPUBaTb BED-
CaWTbl, NCMOMIb30BaTh MHTEPHET-0AaHKUHT U AeNaTh OHMANH-MOKYMNKW U TPAH3aKLUUN B 0JJHOM
OKHe 3aluLLeHHoro bpay3epa 6e3 nepeHanpaBeHus.

* MepeHanpaBneHne Ha BebO-calTbl (N0 YMONYaHWUIO): BEO-CAlThl N3 CNUCKA 3aLLMLLEHHbIX
Be6-CaTOB 1 BHYTPEHHEro Crncka MHTepHeT-0aHKHra nepeHanpaBasioTCs B 3aLULLEHHDbI
bpaysep. Bol MoXxeTe BbibpaTh, Kakon bpay3sep (CTaHLapPTHbIM WK 3allMLLeHHbIA) ByneT
OTKpPbIBaTLCA.

* O6a npeablayLWnx napaMmeTpa OTKOYEHbI: YTOObI NOMYYNTb AOCTYN K 3aLLULLIEHHOMY
Hpay3epy B ESET Internet Security, BbibepnTe CepBuc -0 3awumTa 6aHKOBCKOM onnaTthbl 1K

3

LLeSIKHNTE 3Ha4YoK Ha paboyem cTone -B 3awmra GaHKOBCKOI onnaThl. bpaysep, 3a4aHHbI B
Windows KaK MCMOJib3yeMblA MO YMOIYaHMIO, 3anyCcTUTCS B 6e30nacHOM pexunme.

CBefeHMsi 0 HaCTpoliKe 3aLumLLeHHOro 6pay3epa CM. B pa3aene PacllimpeHHble napameTpbl 3alnThl
BaHKOBCKOW onnathl. YT06bl BKIOYNTL PYHKLMIO «3aLmMTa Bcex bpay3epoB» B ESET Internet Security,
wenkH1Te HacTpomka > CpepcrTBa 6€30NacHOCTM 1 BK/IOYMTE MON3YHOK 3aluMTa BCcex
opaysepos.

Ana 3awmTel bpaysepa HeobxoAMMO UCNOIb30BaTh LWNGPPOBAHHLIN 0OMEH AaHHbIMY MO NPOTOKOJY
HTTPS. 3awunTy 6aHKOBCKOW ONNaThl NOAAEPXKMUBAIOT CielyoLlme bpayseps:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+
* Firefox 24.0.0.0+

JononHNTeNbHbIe CBEAEHMS 0 YHKUMKN «3amnTa 6aHKOBCKOWM OMlaThl» CM. B CTaTbaX 6a3bl 3HAHWIA
ESET, AOCTYMHbLIX Ha AHMJTMACKOM U HEKOTOPbIX APYruX f3blKax.
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» Kak 1cnonb30BaTb MYHKLIMIO «3aLimTa BaHKOBCKOM onaaThl ESET»

* BKJIOYEHME M OTKJIOYEHME 3alnMThl BAHKOBCKOWM onnaTthl ESET Ana onpeaeneHHoro seb-canrta

* [IpnocTaHOBKa 1 OTKJOYEeHUEe PYHKLUMN «3almTa BaHKOBCKOW onaaThbl» B NPoAYyKTax ESET 014
Windows 019 OMalUHEero McnoJjib308aHus

» 3almTa 6aHKOBCKOM onaThl ESET — pacnpoCcTPaHeHHble OWnbKu

e [noccapui ESET | 3awmTa 6aHKOBCKOW ONJ1aThl

PacluupeHHble napaMeTpbl 3allUThl
OaHKOBCKOM onnaThbl

3TN NapaMeTpbl AOCTYMNHbI B pa3aene PacluMpeHHble napaMeTpsbl (F5) > UHTepHeT M
3N1eKTPOHHaA no4Ta > 3awuTta 6AaHKOBCKOW onnaThl.

OcCHOBHbIEe cBeaeHuUs
Bkno4nThb 3alMTy DAaHKOBCKMX onepaLui U naaTexen: nocie BKAYeHUs PyHKUNM «3awmTa

6aHKOBCKMX OnepaLuin 1 nnaTexen» akTUBMPYETCS CMUCOK 3aLLMLIEHHbIX BED-CATOB, U Bbl CMOXETE
N3MEHATb CMUCOK 3allMLLEeHHbIX Beb-CaliToB.

3awmuTta Opaysepa

3awuTa Bcex bpaysepoB: BK/IOYNTE 3TOT NapaMeTp, 4Tobbl 3aNyCcKkaTb BCe MOALEpXMBaAEMbIE BED-
bpay3epbl B 6630MaCHOM pexunme.

Pe>XX1M yCTaHOBKM pacLLUMPEHMs: B PACKPbIBAIOLLEMCS MEHIO MOXHO BbIOpaTh, Kakne paclupeHus
pa3peLleHo yCcTaHaBAMBaTbL B bpay3epe, KOTOPbIV 3aLUMLLEH C MOMOLbIO ESET: I3MeHeHne pexuma
YCTaHOBKM pPacLUMPEHNIA He BANSET Ha paHee YyCTaHOBMIeHHbIe paclunpeHus bpaysepa:

* CyLuecTBeHHble pacLUMPEHms: TOIbKO CaMble CyLLEeCTBEHHbIE paclUMpeHuns, pa3paboTaHHble
KOHKPETHbLIM Npoun3soanTenem bpaysepa.

* Bce paclumMpeHus: BCe pacluMpeHmns, Noaaep>XKBaeMble KOHKPETHbIM 6pay3epom.

NepeHanpaBsieHue Ha BeO-canThbl

BKJ1IO4UTb NepeHanpaBJ/ieHne Ha 3allULLeHHble Be6-calTbl : ec/iv 3TOT NapaMeTp BKIIOYEH,
Be6-CalTbl U3 CNCKA 3alLMLLEHHbIX CAaiTOB U BHYTPEHHEro Cnnucka nHTepHeT-6aHkuHra byayT
nepeHanpaBnsTLCA B 3alULLEHHbIA Bpay3ep.

3awmIeHHble Beb-calTbl: CNUCOK CaToB, A5 KOTOPbIX MOXHO BblIbMpaThb, B KakoM bpay3epe
(0bbIYHOM MW 3aLMLLEHHOM) OHK By YT OTKpbIBaTbCA. Ha pamke 6pay3epa byaeTt oTobpaxaTbCs
NOroTUn ESET, YKa3bIBalOLWMIA, YTO aKTUBEH 3alLUULLEHHBIN pexinM rnpocMoTpa. CeegeHuns ob
N3MEHEHNN 3TOr0 CANCKa NpuBeLeHbl B pasfesie 3allniieHHble Beb-canThl.
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3awuiLLeHHbIn Opay3ep

BKIOYMTb PACLUMPEHHYIO 3aLLUTY NaMATU: €C/I 3TOT NapaMeTp BKJIKOYEH, MAMATb 3aLLMLLIEHHOTO
bpay3epa bygeT 3aliuLLeHa OT UCCIe0BaHUSA APYrMMK NpoLIeCCaMMu.

BKNOYUTL 3aLUTY KJAABUATYPbl — €C/IN 3TOT NapaMeTp BKJIKOYEH, NH(POPMaLUS, KOTOPYIO Bbl
BBOAWTE C KNaBMaTypbl B 3aLLmMLLeHHOM bpay3epe, ByLeT CKpbiTa OT APYrux NPUIOKEHUA. ITO
MOBbILLAET 3aLUNTY OT KJaBMATYPHbIX LUMNOHOB.

3eneHas paMka Bpaysepa: ecnv 3TOT NapameTp OTKJIIOYEH, BO BpeMsi 3anycka bpay3epa
KPaTKOBPEMEHHO 0TOBpaXkaeTcs ysejomMieHvie B bpay3epe n 3efieHas paMmka BOKpyr bpaysepa.

3alluLieHHblie Be0-cauTbl

ESET Internet Security COAEPXUT BCTPOEHHbIN CMUCOK NpeaBapuTesibHO 3aflaHHbIX Be6-CanTos, nNpu
MOMbITKE OTKPbITUA KOTOPLIX ByAeT OTKPbIBAaThCA 3allMLLeHHbI 6pay3ep. Bol MoxeTe fo6aBnsaTh
Apyrue Be6-caTbl NN PefaKTUPOBaTb 3TOT CIMCOK B KOH(UIypaLuuy npoaykTa.

Crnncok 3awmuLeHHble Be0-cauTbl MOXXHO MPOCMATPMBaTb M U3MEHATb C MOMOLLbIO KOMaHAbI
PacwupeHHble napameTpsl (F5) > UHTepHeT U 3N1eKTPOoHHaA noyTa > 3awmuTa 6aHKOBCKOM
onnatbl > OcCHOBHas MH¢opMauumsa > 3aluMLLeHHble Beb-calTbl > U3MeHUTb. OKHO COLepXUT
Takue pasgens.

Ctonbubl
Beb-caulT: 3alLMLLEHHbIN Beb-calT.

3awmIeHHbIM Opay3ep: B 3aLULLEHHOM pPeXMMe NPOCMOTPa BAOJIb FpaHuLbl OKHa bpay3epa
b6yneT oTobparkaTbCs noroTun ESET.

3anpawuMBaTh pa3peLueHune: Korga 3ToT napaMeTp BKJIKOYEH, NPU KaXA0M NOCELLEHNN
3awmuieHHoro Beb-canta otobparkaeTcs AnManoroBoe OKHO NapaMeTpoB NPOCMOTpPa. ESET Internet
Security MOXKET 3aMOMHUTbL Balle AEeNCTBME. Bbl Takxe MoXxeTe BblibnpaTb AanbHeNLWne 4eNCTBMA

BPY4HYIO.

OObI4YHbIK Opay3ep: BoibepnTe 3TOT NapaMeTp, 4Tobbl NPOAOIKUTL BaHKOBCKYIO TpaH3akuuio 6e3
LOMONHUTENbHON 3aLLMNThI.

JJIEMEeHThI ynpasJjieHuA

DobaBuTtb: nobasneHne Beb-caliTa B CMNCOK N3BECTHbLIX BEO-CalTOB.
N3MeHUTb: n3MeHeHmne BbibpaHHbIX 3anuncen.

Ypanute. YoaneHne BbibpaHHbIX 3anncen.

MMNopT/3KCNOPT: 3KCNOPT CAMNCKA 3aLUNLLEHHbIX BE6-CANTOB 1 €ro MMMNOPT Ha HOBOE YCTPOWMCTBO.
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YBenooMneHue B bpaysepe

CBefeHNs 0 TeKyLLEM COCTOSHUN 3aLumLLeHHOro bpaysepa 0TobpaXkatoTCa C MOMOLLbIO YBEAOMEHUN
B Opay3epe 1 uBeTa pamku bpaysepa.

YBefomneHus B 6paysepe 0To6pa)katoTCs Ha BKIaZKe C NPaBOA CTOPOHDI.

(%)
®

YT0Obl pa3BepHYTL yBedoMIeHNe B Bpay3epe, LieSKHUTE 3Ha40oK ESET (®). Y4706 CBEPHYTb
yBe[OMJIEHUE, LLEJIKHUTE ero TeKCT. YTobbl 3aKPpbiTh YBEAOMSIEHWNE, LLEJKHUTE 3HAYOK «3aKPbiTb»

0.

YBepomneHus B Opaysepe

NHdopmaumoHHoe ObecneymBaeTCs MakCMManbHasa 3aWmnTa, U yBeAOMIEHNE B
yBeLlOMJIeHMe U 3efieHas Bpay3epe CBepHYTO MO YMONYaHUO. Pa3BepHMTE yBEeAOMIEHNE B
paMka bpay3epa bpay3epe, 4T0bblI 0TOOPA3MTL NAapaMeTpPbl KOHGUIrypaLun.

* CKpbITb 3e/IeHyI0 paMKy bpay3epa: yCTaHOB/TE 3TOT (hJIaXOK,
4yTobbl 3eN1€Has paMKa BOKpPYr Bpay3epa ncyesana npu 3akpbiTUm
yBegomneHus. MIHhopMaunoHHoe yBegomieHne B bpaysepe u
3e/IeHYI0 paMKy BOKpyr Bpay3epa MOXXHO OTK/OYUTb Ha MOCTOSHHOW
OCHOBE B OKHe PacCluMpeHHble napameTpbl 3amnTbl 6aHKOBCKOM
onaatbl.

* HacTpouku: oTKpbITUE HAacTpoek CpeacTtea 6e30MacHOCTW.

MpeaynpexnaeHve n HekpuTuyeckas npobnema 3awuieHHoro bpaysepa TpebyeT Ballero
opaH)XeBas paMka bpay3epa BHUMaHUSA. 015 NonyyYeHUs AONOJHUTENbHLIX CBEAEHUI 0 Npobneme
WK ee pelleHnn cnesynTe MHCTPYKLMSAM B YBEAOMIEHUN B

bpay3epe.
OnoseLLleHmne no Bpay3ep He 3almLLeH ¢ NoOMOLbI0 3awwmnThl 6aHKOBCKOW onniaThl ESET.
6e30MacHOCTM 1 KpacHas Mepe3anycTute 6paysep, 4Tobbl aKTMBMPOBATL 3aLLNTY. YTO6LI
pamka bpay3epa pa3pewwnTb KOHMIMKT C hariamu, 3arpy>XeHHbiMmn B bpaysepe,

obpaTuTech B CNy)KOy TeXHMYECKOW MOAAEePKKWN ESET, BbIMNOSHNB
WHCTPYKLUUKN, KOTOPbIE YKa3aHbl B CTaTbe Hallel 6a3bl 3HaHUN.

PoouTenbCKUN KOHTPOJb

Moaynb poOonTenbCKOro KOHTPOJIA NO3BOJISET HAaCTpanBaTb COOTBETCTBYIOLLME NapaMeTpbl, KOTOpble
OatloT poanTenamMm BO3MOXHOCTb NCMOJZIb30BaTb aBTOMaTU3NPOBaHHbIE CpeaACTBa A4 3allnThbl CBOUX
feTen v 3afaBaTb orpaHmM4eHna onqa yCTpOVICTB n cny>+<6. Lenb 3aKk/104aeTca B NpefoTBpaLLeHnm
OOoCTyrMa aeten n NOAPOCTKOB K CTpaHULUaM, COOEPXKMNMOE KOTOPbLIX ABNAETCA OJIA HUX
HenpuneMsieMbiM N1 BpeJOHOCHbIM.

PoanTenbCKUn KOHTPOIb NO3BOIAET 6/10KMPOBaTh BEO-CTPaHULbI, KOTOPbIE MOFYT COAEPXXaTb
NOTEHUMANbHO HeXXelaTeslbHble MaTepuaabl. KpoMe TOro, poauTenn MoryT 3anpewaTb AOCTYM K
Beb-canTam npeaBapuTenbHO 3adaHHbIX KaTeropun (bonee 40) n nogkaTteropuii (bonee 140).
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YT106bl aKTMBMPOBATL POANTENLCKMIA KOHTPOb ANsi ONPeAeNIeHHON YYETHOW 3anncuy NoJsib30BaTens,
BbINOJIHUTE Clieaylolime OencTBus.

1. Mo yMON4aHMIO POAMTENLCKMNIA KOHTPOb B MPOrpaMMe ESET Internet Security OTK/IIOYEH,
CyLiecTByeT ABa crnocoba akTBaLMU POANTENBCKOTO KOHTPOIS.

* B r/1aBHOM OKHe MporpamMmmel LEeSIKHUTE 31eMeHT 1 nocnenoBaTesibHO Bblibepute
anemeHThl HacTponka > CpencrBa 6e3onacHOCTH > POAUTENbCKMNA KOHTPOJIb, NMOC/E Yero
BKJIOYUTE (PYHKLMIO POAUTENIbCKOr0 KOHTPOJIA.

* Ha)xmute knaBuwly F5, 4ToObl OTKPbITH AepeBo PaclumpeHHbie napamMeTpsl, Bbibepute
MHTepHeT n 3/1eKTPOHHaA NoyTa > PoAUTENbCKUIA KOHTPOJIb 1 BKJIKOYNTE MOJI3YHOK PALOM C
3/1eMEeHTOM BKAIOYMTbL POAUTENIbLCKUA KOHTPOb.

2. B rnaBHOM OKHe nporpaMmbl BeibepuTe anemMeHTsl HacTpouka > CpepcrTBa 6esonacHocTm >
PoauTenbCKMi KOHTPOAb. XOTS 414 NnapameTpa PoauTenbCKUM KOHTPOJIb 1 0TobparkaeTca
3Ha4YeHVe BkniovyeHo, HeoHX04MMO HAaCTPOUTb POANTENLCKUA KOHTPOIb AN HYXXHOW Y4E€THON
3annucn. [na 3Toro WenkKHUTE 3HAY0K CTPesiKK, a B C/iefytoleM OKHe BbibepuTe afeMeHT
3alWMnTUTL OEeTCKYIO YYETHYIO 3anuchb Wi PoauTenbCcKas yuyeTHas 3anuck. B cnepyiouem
OKHE YKaXnTe gaTy poXAeHus, 4Tobbl onpenennTb YpoBeHb AOCTYNa U NOAXOAALMeE NS 3TOr0
BO3pacTa Beb-CTpaHuubl. Tenepb poaAnTENbCKUA KOHTPO/Ib BKIOYEH A YKa3aHHON yYeTHOM
3anncu. PSoM C MIMEHEM yYEeTHOW 3anncK WENKHUTE 3n1eMeHT 3ab0KupoBaHHbIe NapaMeTpbl
n copep>xumoe, 4Tobbl 3aaThb KaTeropum, Kotopble TpebyeTcs paspewmnTb nan 3abnoknposaThb,
Ha Bkiagke Kateropuu. Y1obbl paspewnTb nnmn 3abnoknpoBaTb onpeaeneHHbie Be6-CTpaHuLbl,
KOTOpble HE COOTBETCTBYIOT KaTEropmn, OTKPOMNTE BKNALKY VICKYeHNs.

(es[EX) INTERNET SECURITY L -~ O X

@ PoAUTeNbCKUIA KOHTPOb @ @

ﬁ LOMALUHAA CTPaHNLA ; R
3alMTHTE ECE NapamMeTpel Napoaen, YTobbl NPeLoTEPaTUTE HEAETOPUZ0BAHHEIE M3MEHEHWA.

Q CKaHWpOBaHNe KOMMNbIOTEpPa
DESKTOP-ILTJIDS/User
G OGHoBNEHME BriBepuTe TN YYETHOR 2aMWcK: YUETHAA 2aMMcE ANA 2aLUMTEl pefeHKa.../ R

E Cepeunc
[33 HacTpoiika

@ Cnpaeka U NoAdepxKa

DOAMTENBCKEA YYETHAA 3ankib

@ [oBaeWTs MCKNKUeHMA AnA eeb-caidTa... B Mokazate xypHank

Ecnn B rnaBHOM OKHe nporpaMmsbl ESET Internet Security WenkHyTe HacTpouka > CpepctBa
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6e3onacHocTH > Poautennckumn KOHTPOJ1Ib, Bbl YBNANTE ONNCaHHOE AaJiee COAEPKNMOE JTaBHOIo
OKHa.

Y4yeTHble 3anucu nosb3oBaTtesien Windows

Ecnu Bbl CO30anM pofib A5 CYLLECTBYIOLWEN YYETHON 3anncu, oHa otobpasntcs 3geck. LLlenkHuTe
MON3YHOK, 4TOObI PSAOM C MAPaMETPOM POANTENLCKOIO KOHTPOS A4St YHETHON 3anucu

0T0Bpa3nNCa 3eneHbIn hnaxxok . B aKTUBHOM y4eTHOM 3anucu wenkHuTe 3ab10KMpoBaHHbLIE
napamMeTpbl 1 COAEPXMUMOE, YTOObI MPOCMOTPETL CMMUCOK pPa3peLleHHbIX a8 3TON yYEeTHON 3anncu
KaTeropun Bedb-cTpaHul, a Takxxe 3abN0KMPOBaHHbIX U pa3peLleHHbIX BeD-CTpaHuL,.

YTob6bl CO34aTb HOBYIO YHETHYIO 3anncb (Hanpumep, ons pebeHka), BOCNOAb3ynTeCh
npvBeAeHHbIMY fafiee NowarosbiMn HCTPYKUMAMK a5 OC Windows 7 nim Windows Vista.
1.0TKponTe 371eMeHT Y4eTHble 3anncu nosib3oBaTtenen. [115 3Toro HaxxmumTe KHonky Myck
(B neBOM HUXHEM yry paboyero ctona), Bbibepute NnyHKT MaHenb ynpaBAeHUA 1 LWENKHNUTE
YyeTHble 3an1cu nosib3oBaTesNen.

2.llenkHnTe YnpaBneHue y4eTHOMN 3anucbio nonb3oBatens. Eciv notpebyeTtcs BBecTu
napoJib adMUHUCTPATOPa UK ero NOATBEPXAEHMNe, BBeAUTE Naposib UM NOATBEPXKAEHME.
3.BbibepnTe Co3paTh y4ETHYIO 3aMUCh.

4.BBefnTe UMA ONS yH4EeTHOW 3anucK, BbibepuTe TUMN y4ETHOM 3anucK, a 3aTEM HaXXMnUTe
KHOMNKY Co3AaTb Y4€THYIO 3anucCh.

5.NTOBTOPHO OTKPOWTE MaHes b POANTENbCKOr0o KOHTPOA. 115 3TOro B [/1aBHOM OKHe
nporpammel ESET Internet Security BoibepnTe HacTpomnka > CpeacrBa 6e3onacHocTu >
PoauTenbCKMM KOHTPOb 1 LLEJKHNTE 3HAYOK CTPESKM.

Copep>xuMmoe HUXKHen 4acTu OKHa

[obaBuTb UCKNIOYEHMe ansa Beb-calTa : B COOTBETCTBUN C BAlLMMUN HACTPONKAMM KOHKPETHbIN
Beb-canT MoXeT 6bITb pa3peLleH nam 3abnoKMpoBaH OTAEbHO 419 KaXK 40N POANTENbCKON YHETHOM
3anmcum.

MokasaTtb XXypHasabl: 3TOT NapaMeTp NO3BOJISET NPOCMOTPETh NOAPOOHbLIN XYpPHan A4eNCTBUIA
(PYHKUMN pOANTENBCKOrO KOHTPOAA (3a6N10KMpOBaHHbIE CTPaHULbI, y4€THas 3anncb, AN KOTOPOR
CTpaHuua bbina 3abnokmpoBaHa, KaTeropusa v T. M.). TakXe 3TOT XXYpPHaa MOXXHO OT(UAbTPOBaTb Ha

oCHOBe Bbl6paHHbIX KPUTEPKUEB, Ha)XXaB KHOMKY tbuanpau,vm.

PoouTenbCKUNU KOHTPOJIb

Mocne oTKMOYEHMA DYHKLNN POANTENBCKONO KOHTPOASA 0TOBPa3nTCA OKHO a OTKNIOYUTDb
poAMTEeNbCKUN KOHTPONL. C ero NnoMoLbio MOXKHO HAaCTPOUTbL BPEMS, Ha KOTOPOE OTKJIYaeTCs
Takas 3awwuTa. ocne 3Toro 3HayeHne napameTpa N3MeHnTCa Ha NMpPuoCcTaHOBIEHO WK
MONHOCTLIO OTKJIIOYEHO.

Ba)xHO 3awimwaTh NapaMeTpsbl ESET Internet Security naponem. Takow naposb 3aaeTcs B pasgene
HacTporka goctyna. Ecam naponb He 3afaH, 0TobpasnTca cnegytowiee npeaynpexaeHue:
3awWwuMTUTL BCE NapaMeTpbl naponeM, 4Tobbl NpeaoTBPaTUTh HECAHKLMOHUPOBAHHbIE N3MEHEHNS.
OrpaHunyeHns, yCTaHOBJIEHHbIE B pa3aenie «PoaNTEeNbCKUIA KOHTPOb», PACNPOCTPAHATCSA TObKO
Ha CTaHAaPTHbIE YYETHbIE 3anncK Nob3oBaTenen. NoCKOIbKY agMMHUCTPATOP MOXXeT 060nTH
nobble orpaHMYeHns, To OHM He ByayT AeNCcTBOBaTb.
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Ons npaBuNbHOM PaboTbl POANTENBCKONO KOHTPOS A0JKHbI ObITb BKOYEHbI (DYHKLMK
duabTpaLmns COAEPXKMMOro, NepeilaBaeMoro no NPOTOKoAaM NPUIoXKeHUI, MpoBepka
NpoToKoIa HTTP 1 ®anepsosi. Mo yMOAYaHMIO OHN BKJIIOYEHBI.

NckniouyeHusa, Kacalouwimecs Beb-cautos

Y1066l B06aBUTL NCKNOYeHNe ans Beb-canTa, NnocnenoBaTenbHO BoibepnTe anemeHThl HacTpouka >
CpeactBa 6e3onacHOCTU > PoaunTenbCKUI KOHTPOJb, @ 3aTEM LWENKHNTE 31eMeHT lobaBuTb
MCKJIloYeHue ansa Beb-canTa.

(esX) INTERNET SECURITY GDEETHOMENV  — O X
(© PoauTensckuii KOHTPO/b © @
ﬁ 'ﬂ'OMaLUHHH CTpaxhua 3awmMTuTe BCe napamMeTpsl Naponem, yTobbI NpesoTERaTUTL HEAETOPWUI0EAHHBIE UIMEHEHIMA.

Q CKaHNpOBaHMe KOMMLIOTEPa
DESKTOP-ILTJIDS/User
&3 O6Hoenenme (D  BuiSepure TN yueTHOM 3aNNCK: YUeTHAA 3aMMCE ATA 33UMTEI PEBEHKa../ ,Q\

POAMTENLCKARA YYeTHaA 3arnmch
E Cepeuc

IEI HacTpoiika

@ Cnpaeka W nogaepxka

[# NoBaeuTe McKNKYeHWA AnA Befi-caiTa.. B Mokazate xypHansl

BeenunTte URL-agpec B nosie URL-agpec Beb-cauTa, Bbibepute (pa3pelueHo) nan @
(3ab610KMpOBaHO) AN KaXXA0M YYETHOM 3anncy N0Jib30BaTeNs, MOCE Yero HaxxMmTe KHonky OK,
4yTO0b6bI 06ABNTHL NCKIIIOYEHME B CMMCOK.
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NcknroveHue, Kacaroweeca seb-canta ®

Ykamute URL-agpec seb-calita v BeifiepuTte, AnA KakKMX y4eTHLIX 3anced
NoAbL20EATENel OH AoAxeH ObiTe 2aBA0KWPOEAH MAW PAZpELLEH.

URL-aapec eef-caiita
http:/ fwww.examplepage.com

YUyeTHele 3annck NoAL30BaTENer

«  ADMIN-PC/David

ADMIN-PC/lohn

Y706bI yAanUTh URL-aflpeC M3 CUCKa, NOCAe40BaTe/IbHO WENKHMTE 3n1eMeHTHl HacTpoika >
CpeancTtBa 6e3onacHoCcTH > PoauTeNbCKUM KOHTPOJIb, 3aTEM LLIEJIKHUTE 3/IEMEHT
3abn0kupoBaHHbIE NapaMeTpbl U COAEPXKMMOe /15 HY)KHOW YYETHON 3anucu, nepenguTe Ha
BKNaaky UcknioueHue, BoibepnTe NCKIOYEHNE N HAXXMUTE KHOMKY Y BaNUTb.

HM3mennTb YUETHYHD 3aNWCh NONL3I0OEATENA ?

Ofwwe | VICKNHOUYEHWA  Kareropuu

JencTene URL-appec eef-caiita

bnokmposate  www.examplepage.com

Bo Bcex cnuckax URL-aapecoB HeMb3s MCMOb30BaTh CheLnanbHble CMMBOJIbI «*» (3B€3404Ka) U «?»
(BONpoCKTENbHbIN 3HAK). HanpuMep, BPyYHYO HY>XXHO BBOAUTL agpeca Be6-CTpaHuL, C HECKOJIbKUMU
[OMeHaMW BepXHEero ypoBHS (examplepage.comexamplepage.com, examplepage.skexamplepage.sk U T. 0.).
|-|pl/| ,D,OﬁaBJ'IEHVII/I OOMeHa B CMNCOK BCE COAEPXKMMOE, pacCnoloXXeHHOE B HEM U BO BCEX NMOAJ0OMEHAX
(Hanpumep, sub.examplepage.comsub.examplepage.com), byeT pa3peLeHo nam 3abao0KMpoBaHo B
3aBUCUMOCTWN OT BbI6paHHOF0 BaMM ﬂeﬁCTBMH Ha oCHoBe URL-agpeca.
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BrokmpoBaHue nnn paspelleHne KOHKPeTHOM BeB-CTpaHULbl MOXET BbiTb 60siee TOYHBbIM, YeM
610KMpoBaHMe UK paspelleHne kateropun Beb-ctpanuy. CneayeT 6biITb 0COBEHHO
BHUMATEsIbHbIM NPV U3MEHEHNW 3TUX NapaMeTPoB 1 AobaBNeHUN KaTeropumn nam seb-
CTPaHWLbl B CMINCOK.

YyeTHble 3anucH NoJsib30BaTeJsIen

3Ta

HaCTPOMKa JOCTYMHa B pa3fesie PaclumpeHHble napaMeTpsl (F5) > UHTEpPHeT U 3N1IeKTPoHHas

nouta > PoauTenbCKun KOHTPONb > YYeTHbIe 3anucu nosibzoBatens > NI3MeHUTDb.

B 3ToM pa3fenie MOXXHO CBSi3aTb YYETHbIE 3aMMCK NoJib30BaTes1eit Windows, UCMOJSIb3yeMble
YHKUMEN POAUTENBCKOIO KOHTPOS, C ONpeAeNeHHbIMI Nob30BaTEeNSMU C LIeNIbI0 OrPaHNYeHNs NX

noc

Tyna K HenpmuemiemMomy Ui onacHoOMy CoaepXXnMomy yepes NHTepHeT.

Ctonbubl

Y4yeTHas 3anucb Windows:; M4 N0Nb30BaTENS.

BKNIOYEHOo: Korha 3ToT NapamMeTp BKJIOYEH, pO,EI,I/ITE)'IbCKVIVI KOHTPOJIb OJid KOHerTHOIZ yquHon
3anncu nonb3oBaTena akTUBEH.

JloMeH: M5 JoMeHa, K KOTOPOMY MPUHaLJIeXMnT MnoJib30BaTeb.

[ eHb poXXaeHua: onpenenseT BO3pacT MoJib30BaTeNsd, KOTOPOMY NPUHALJIEXUT yYeTHas
3anncChb.

DJZ1IeMeHTbl ynpasJjieHusA

Do6aBuTb: 0ToOpaXKeHNe ANanoroBoro okHa PaboTa ¢ YHETHON 3aMmnChio MoJIb30BaTENS.

N3MeHnTb: 3Ta KHOMKa faeT BO3MOXXHOCTb U3MEHUTb BbibpaHHbIE y4EeTHbIE 3annCu.
YpanuTte: yaoaneHne BblbpaHHON y4ETHOW 3anuncu.

OOGHOBUTDb: €C/n Bbl 106aBMIN YYETHYIO 3aNUCh NOJIb30BaTeNs, ESET Internet Security MOXeET
06HOBMTb CNNCOK YYETHbIX 3anuncei nosib3oBaTenen 6e3 HeobXoANMOCTM NOBTOPHOIO OTKPbLITUS
LNAHHOrO OKHa.

KaTeropum

YeT
ocT
pa3

189

aHoBMTe (h/1laXKoK B CTON6LIEe BKAIOYEHO pagom C KaTeropuen, 4tobbl paspewnTs ee. Ecam
aBUTb 3TOT (PJIAXKOK CHATBLIM, COOTBETCTBYIOLLAA KaTeropusa gaa JaHHOW y4eTHOW 3anuncu
pelleHa He bygeT.



M3meHuTb YUETHYH 3annCb NOAB30BATENA ?

OBume  Wcknouenna — Kareropuu

Jna ezpocnex ®
15+
ArpeccHEHOE COAEPXKUMOR b
18+
Ankorons 1 Tabak x
15+
Cny#5kl aHOHUMHOTO 4OCTYNa b

18+

WckyccTeo
Bee

AETOMOG KN

Hv>xe nprBeaeHbl HEKOTOPbIE NMPUMEPbI KAaTEropuia (rpynmn), 0 KOTOPbIX NOJb30BaTENSIM MOXXET ObITh
Hen3BeCcTHO.

* Pa3Hoe: 06bI14HO YacTHbIe (JIoKasibHbIE) IP-aApeca, Hanpumep agpeca B MHTPaceTw
(127.0.0.0/8, 192.168.0.0/16 n T. g). Beb-cant, Ha KoTopoM oTobBparkaeTcsa Ko ownbku 403 nnn
404, Tak)Xe nonagaeT B 3Ty KaTeropuio.

* He pa3pelueHHasn: JaHHas KaTeropus BKJloYaeT BeO-CTpaHULbl, KOTOPbIE HE pa3peLLeHbl 13-
32 BO3HUKHOBEHMSA OWNGKIM NpW NOAKIIOYEHUN K Moyt 6a3bl AaHHbIX POAMTENLCKOMO
KOHTPONS.

* be3s KaTeropumn: HeEN3BECTHbIE Beﬁ-CTpaHI/ILI,bI, KOTOpPbIX €LLIE HET B 6a3e gaHHbIX
poanNTEeNIbCKOro KOHTpPOA.

* InHaMmmueckan: Beb-CTpaHuLbl, KOTOPbIE MepeapecoBbLIBAOT Ha APYrue CTpaHuLbl Apyrux
Beb-canToB.

PaboTa ¢ y4yeTHOU 3anNuUCbi0 NOJib30BaTeNsA

B 3TOM OKHe Tpu BKNIALKW.

Ooowue

LLleNKHUTe NoN3YHOK PSLOM C 3N1eMEHTOM BKo4yeHo, 4Tobbl BKJIIOYNTb POAUTENLCKMIA KOHTPOb
ANt BbIOPAHHOW HXKE YYeTHOIN 3annc Windows.

MepBbiM AEIOM HYXXHO BbIOpaTh y4eTHYI0 3anNncb CUCTEMbI Ha CBOEM KoMMbioTepe. OrpaHUYeHus,
yCTaHOBJ/IEHHbIE B pa3fene «PoanTeNbCKU KOHTPOJIb», PACpPOCTPaHSATCS TOJIbKO Ha CTaHAAPTHbIE
yyeTHble 3anucu Windows. AIMUHUCTPATUBHbIE YYETHbIE 3aMNNCK NO3BONSIOT 06X0ANTL OrPaHNYEHMS.

Ecnm yvyeTHas 3anncb NCrosib3yeTca OA4HUM U3 poanTEeNEeN, BblﬁepVITe BapunaHT PoauTennckKas
yuyeTHaa 3anuchb.
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YKaxuTe paTy poXxpeHus pedbeHka nn1a y4eTHONM 3annck, 4Tobbl onpeaennTb ee ypoBeHb A0CTyNna
1 3a4aTb NpaBuaa AOCTyNa K NOAXOAALLMM MO BO3pacTy Beb-CTpaHMLaM.

Cepbe3HOCTb perucTpupyeMbix coobiTuM

MepcoHanbHbIN hanepBon ESET Internet Security COXpaHAET AaHHble 060 BCEX BaXKHbIX COObITUSAX B
(hanne xxypHana, KOTOpPbI MOXHO OTKPbITb U3 F1aBHOr0 MeHto. LLlenkHnTe CepBuc >
HdononHutenbHbie cpeacTsa > Pansibl XXYPHaNoB 1 BoibepnTe B pacKpbIBalOLLEMCS CMUCKE
XypHan 3nemMeHT PoanTeNIbCKUA KOHTPOJIb.

* IMArHOCTUKA: PETNCTPUPYETCS MHAOpMaLMs, Heobxoaumas AN TUATENbHON HACTPOMKN
NpPorpamMmbl.

* UHdopmauma: 3anuncbiBatoTCs MHPOPMaLMOHHbIE COOOLLEHNS, B TOM YNCE pa3peLleHHbIe 1
3a6/10KMPOBaHHbIE NCKIYEHNS, @ TaKXKe BCE NepevYnNCIeEHHbIE BbilLe 3amnucu.

* MpeaynpeXxxaeHue: 3anncbiBaeTCs UHGOpPMaL s 060 BCEX KPUTUYECKUX OLLIMBKaXx 1
npefynpexaeHunsx.

* Huyero — XXypHasbl He CO34aloTCA.

UcknoyeHus

Co3faHne NCKIIYEHNS NO3BONSET PA3PELLNTb UAKN 3anNpPeTUTb N0Jb30BaTEN0 A0CTYN K Beb-canTam,
OTCYTCTBYIOLLMM B CMINCKE UCKJIOYEHNIA. TO NOSE3HO, eCn TpebyeTcs KOHTPOAMPOBATb AOCTYN K
onpeneneHHbIM Beb-caiTaM BMECTO UCMO0/Ib30BaHUS KaTeropuii. ICKntoYeHns, Co3faHHble 415 04HOWA
Y4YETHON 3anncu, MOXXHO CKOMUPOBAaTb 1 UCMO/Ib30BaTb OS5 APYroi Y4eTHON 3anncu. 3T0 MoXeT
6bITb NoMe3HO, Koraa TpebyeTcs co3faTb MAEHTUYHbIE NPaBuUna Ans aetein 6a13Koro Bo3pacTa.

Ha)xmuTte kHonky Jlo6aBuTb, 4T0ObLI CO3aTb HOBOE UCKJIIOYEHUE. 3aaanTe lencTBue (Hanpumep,
BnokupoBaTb), BbibpaB ero B paCcKpbiBaloLeMcs CNMCKe, BBeanTe URL-agpec cauTa, K KOTOpoMy
NPUMEHSETCS AaHHOE UCKOYEHMe, N HaxxMuTe KHonkKy OK. HoBoe nckno4veHmne bynet nobasneHo B
CMUCOK umetowmxcs, rae bynet otobpaxaTbCs TakXe ero CoOCTosHue.

[No6aBuUTb: CO3[aHMe UCKJIIYEHMS.

N3MeHnTb: KOMaH1a, N03BO/AOWaAN N3MeHNTL URL-appec Be6-canTa nin flencreme ass
BbIOPAHHOI 0 UCKJIOYEHMS.

YBanutb: KOMaHaa, yhoanawowan Bbl6paHHoe NCKN4YeHne.

KonupoBaTtb: BblﬁepVITe Nnosib30BaTesiIA B paCKpbiBalOLWEMCA MEHIO, OTKYa Tp66yeTCﬂ CKOMnnpoBaThb
CO3aHHOE NCKJTIDYEHNE.
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M3meHuTb YUETHYH 3annCb NOAB30BATENA ?

Obuwe =~ MEKNHOUYEHWA  Kateropuw

JeficTene URL-appec seb-caiTa

Bnokwpoeate  www.examplepage.com

3aflaHHble UCKJTIOYEHNS NepeonpeaensaioT KaTeropun, onpeaeseHHble A1 BblbpaHHbIX YYETHbIX
3anucein. Hanpumep, ecam ons y4eTHoM 3anncu 3abnokupoBaHa kateropust HOBOCTH, HO Npu 3TOM B
KayecTBe UCKJIIOYEHUSs 3afaHa pa3peLleHHas HOBOCTHas Be6-CTpaHuULa, TO AaHHas Beb-cTpaHuua
OyneT OOCTyNHa 4S9 3TON y4YeTHOW 3anucu. Jltobble caenaHHble 3€Cb M3MEHEHNS MOXHO
NPOCMOTPETHL B pa3aesne VcknyeHns.

KaTeropum

Ha Bknagke KaTteropum MoXHO 3afiaTb 06Line KaTeropuu Beb-cantos, KoTopble cnegyeT
6710KMpoBaTh MW paspeLlaTh AN KaXXA0A y4eTHOW 3annucu. YTobbl paspelumnTb KaTeropuio,
yCTaHOBUTE PAAOM C HeN hnaxkoK. ECnm hna)kok He yCTaHOBJIEH, COOTBETCTBYOLLAA KaTeropus Ans
JlaHHOM YY4ETHON 3anuncun pa3peLleHa He byaer.

KonupoBaTb: N03B0ISIET CKOMMPOBATh CMMCOK 3a6/I0KMPOBAHHbIX MW pa3peLleHHbIX KaTeropui n3
CYLLECTBYIOLLEN NU3MEHEHHOW YYETHOM 3amnncu.
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Hamennto YUETHYH 3aNnCh NONB30BaTENA ?

OBume  Wcknouenna — Kareropuu

Jna ezpocnex ®
15+
ArpeccHEHOR COAEpPKMMOe b
18+
Ankorons 1 Tabak x
15+
Cny#5kl aHOHUMHOTO 4OCTYNa b

18+

WckyccTeo
Bee

AETOMOBKHAN

KOﬂMpOBaHMe UCKJZIIO4YEeHUA U3 NOoJib30BaTeNnA

BbibepnTe Nosb30BaTeNs B PaCKpbIBAOLLIEMCS CNUCKE, OTKYAa TpebyeTcs CKONMMpPOoBaTh CO3AaHHOE
NCK0YEHMe.

KonupoBaHue KaTeropuin U3 y4eTHOHW 3anucu

Mo3BONSIET CKONUPOBATbL CNNCOK 3ab/0KMPOBAHHbIX UM Pa3peLLEHHbIX KaTeropun us
CYLLECTBYIOLLENA NU3MEHEHHOW YYETHON 3aMnncu.

BK/IO4YUTb POAUTEJNIbCKUMA KOHTPOJIb

MapameTp BKAIOYNUTL POAUTENBLCKUMA KOHTPOJIb M03BOJISET MHTErpMpoBaTh PYHKLNIO
POANTENLCKOr0 KOHTPONSA B ESET Internet Security. Pazgen PoanTenbCknin KOHTPOJIb 0TobparkaeTcs B
rNlaBHOM OKHe B pa3aene Hactponka > CpeacrtBa 6ezonacHOCTH > POAUTENbCKUA KOHTPOJIb.

AHTUBOP

MepcoHaNbHble YCTPOMCTBA MOCTOSAHHO MOMBEPralTCA PUCKY MOTEPU UM KPaX B HALLKX
MoOBCEeAHEBHbIX Noe3aKax 13 AoMa Ha paboTy nan B apyrue obLiecTBeHHble MecTa. AHTMBOP — 3TO
(DyHKLMA, KOTOpas paclumpseT 6€30nacHOCTb Ha YPOBHE MOJIb30BaTENS B CyYae NOTEPU UK KPaXku
YCTPONCTBA. AHTUBOP MO3BOASET MOHUTOPUTbL UCMOJIb30BAHME YCTPOWCTBA M OTC/IEXUBATH Balle
NoTEepPsiIHHOE YCTPOWCTBO C MOMOLLbIO SIoKanAn3auum no IP-aapecy B ESET HOME, momoras
BOCCTAHOBUTb YCTPOWCTBO W 3aLUTUTh JINYHbIE [aHHbIE.

Brnarogaps Mcnosib30BaHMIO B MOAyle AHTMBOP TaKUX COBPEMEHHbIX TEXHOOMMIA, KaK onpefesneHne
reorpauyeckoro MecTonoIoXeHNs No IP-afipecy, 3axXBaT U306paXKeHN C NOMOLLIbIO Be6-KaMepl,
3alMTa yY4eTHOWM 3annucK Noab30BaTeNs U MOHUTOPVHI YCTPOMCTBA, MOJb30BaTeNn U
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NPaBOOXPaHNTENIbHbIE OPraHbl UMET BO3MOXHOCTb HAXOAUTb NOTEPSHHbIE MW YKPAaAEHHbIE
KOMMbIOTEPbI NN YCTPOWCTBA. B ESET HOME Bbl MOXETe YBUAETb, Kakne AeNCTBUS BbINOJIHATCS Ha
BaLLeM KOMMbOTEpe NAN YyCTPOWNCTBE.

HononHunTtenobHble cBegeHnsa o AHTUBOP B ESET HOME CM. B NHTEPaKTUBHOW CnpaBke ESET HOME.

Mocne BKJIKYEHNSA AHTUBOP Bbl CMOXKETE ONTUMN3NPOBATb 6e30MacHOCTL Bawero yCTDOMCTBa B
J1laBHOM OKHE MporpamMmmsbl > VlHCprMEHTbI > AHTMBOp.

x o _
(es[EY) INTERNET SECURITY ESET HOME g
© Autusop ©@®
ﬁ AOMALLHARA CTRaHILA 370 YCTPORCTED 3ALUMLLEHT MogyneM AHTHEOR. B cnyyae kpamu WK Nponasku ycTpoicTEa Bbl CMOMETE NOMYUHTE
ACCTYN K €r0 43HHBIM W CBEJEHMAM O MECTOHAaX oxAeHN, [lnA 3Toro HyskHo aeTopu3ceaTeca B ESET HOME ¢ nomowero
Q CKaHWPOBAHWE KOMNBKTEPa y4eTHoi sanuck ESET HOME.
O OBHOENEHME
; : OI'ITl"IMIr‘IBaLLl"IH BbezonacHocTn YCTPOWUCTEA
B cepeuc :
ﬁ] HacTpoiika

Bce EALUW yYeTHBIE 2aNWCH NoNbI0EaTeNel Windows 2alUMLLEHE! NapoNeM.
@ Cnpaeka W NoALepxKa

Karaa K'I'G'.I'Il_-ll_flO NONbITAeTCA UCNONB30EATL Balle ',"CTpCIﬁCTBCI W aBTOPU3YETCA B l.T‘..aHTOMHOﬁ ',"'-IETHGH
3anKucK, Bel BydeTe yEeaoMaeHsl O NOA03PHTENLHLEK JeHCTEMAX HA BaLLEM KOMNLHOTEpE,

Wmsa dpanTomHoi yueTHoW 3anueu: Alex

£ HacTpoiikin GaHToMHOI yYeTHOI 3anmc

BaLum YHETHBIE 3ankcKh nonb3oBaTened FALWLLEHBl OT HECAHKUWOHHPOBaHHOTO A0CTyNa.

Onuuu onTUMM3aALMUMN

daHTOMHas yyeTHas 3anucb He co3aaHa

Co3naHue (haHTOMHOW YYETHOW 3anucy yBeanynBaeT BEPOSTHOCTb 0OHAPY)KEHNS MOTEPSIHHOIO UK
YKpPaLeHHOro yCcTponcTBa. ECiM 0oTMETUTb YCTPOMCTBO Kak nponasLuee, AHTUBOP 3ab/0kmpyeT
J0CTYN K BaLLWUM aKTWUBHbIM M0JIb30BATEIbCKUM YYETHbIM 3aMUCsAM, YTOObI 3aLUTUTL BaLLW
KOH(UIEHLUNabHbIE AaHHble. JTIoBOMY, KTO MOMbITAaETCS UCMO/Ib30BaTh YCTPONCTBO, byneT
Pa3peLleHo UCMOIb30BaTh TOILKO PAaHTOMHYIO YY4ETHYIO 3anncb. PaHTOMHas y4yeTHas 3anncb — 3TO
opMa roCcTeBOW YYETHOWM 3aMnCK C OrpaHNYeHHbIMU pa3peLleHnsaMn. OHa byneT Ucrnosib30BaThCs B
KayecTBe CUCTEMHOW Y4eTHOM 3anncu No yMos4aHWio A0 TexX nop, Noka Balle YCTPONCTBO He byneT
NMOMeYeHO Kak BOCCTAaHOBJIEHHOE, YTO NPefoTBPATUT BXOA B APYrMe YYeTHbIe 3anncu
No/sb30BaTeNeN AN JOCTYN K AaHHbIM MOJIb30BaTENS.
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Ka)< bl pa3, Korga KTo-To BXOAUT B (paHTOMHyIO YHE€THYIO 3aMnncCb, KOraa Ball KOMMbOTEP
HaXoaouTCAa B HOPMaJiIbHOM COCTOAHUN, BaM 6y,D,€T OTrpaBJ1IEHO yBEOOMJIEHNE MO 3J'IeKTpOHHOIZ
noyrte C I/IH(DOpMaLI,I/IeI7I 0 I'IO,EI,O3pI/ITeJ'IbHOI7I dKTUMBHOCTW Ha BallEM KOMMbIOTEPE. |_|OJ'Iy‘-II/IB
yBeOOMJIEHUE MO 3}'IEKTpOHHOM NOo4YTE, Bbl MOXXETE PELWLNTL, XXE€JTAaETE JIN Bbl MOMETUTb
KOMMbIOTEP KaK I'IpOI'IaBLIJI/IVI.

YT06bl CO34aTh PAHTOMHYIO YYETHYIO 3aNnCb, HAXXMUTE KHOMKY Co3aaTb (PaHTOMHYIO YY4ETHYI0
3anucb, BBeANTe UMA (PAHTOMHOM YYETHOM 3anNUCU B TEKCTOBOM MOJIE N HAXKMUTE KHOMKY
Co3parthb.

Ecnn y Bac ecTb co3gaHHas (haHTOMHas yyeTHas 3anuch, HaxxmMmTe HacTpoku chaHTOMHOM
y4YeTHOM 3anucu, 4Tobbl NneperMeHoBaTb UM YOAANTb YHETHYIO 3amninChb.

3awmTa Y4YeTHbIX 3anucen Windows napoinemMm

Balla nonb3oBaTesnibCckasa y4eTHas 3anuch He 3aluiieHa naposeM. Bol nonyynte 3710
npepynpexgeHve ob onTuMmU3aLuy, ecam Nno KpanHen Mepe ofiHa y4eTHas 3anucb Nosab3oBaTens He
3awuuieHa naponem. Co3gaHune naponsa ons BCcex nonb3osatene (kpome (paHTOMHOW Y4ETHOM
3anucm) Ha KoOMMbloTepe pewwnT 3Ty npobaemy.

Y7066 CO38aTb NAPOab A5 YYETHON 3aNnUCK NOb30BaTENS, WEeNKHUTE YNpaB/ieHUe Y4eTHbIMU
3anMcAMM Windows 1 3MEHUTE Napo/b UK CNeaynTe MHCTPYKUUAM HUXKE:

1. HaxxmuTe coveTaHune kKnasumw CTRL+Alt+Delete Ha KNaBmnaType.
2. WenkHnTe N3MeHUTh Napoib.
3. OcTaBbTe noJsie Ctapbii NApPOJib MyCThIM.

4. BeeanTe naposb B nons Hoebi naponb 1 MoaTBepAUTb NAPOJIb, 3 3aTEM HAXKMUTE KHOMKY
Bsop,.

ABTOMaTU4YeCKUMU BXO [ ONSA Y4YeTHbIX 3anucen Windows

B Bawwen y4yeTHOW 3anncy NoJsib30BaTesNA BKAIOYEH aBTOMaTUYEeCKMIN BXOA B CUCTEMY, MO3TOMY Balla
y4yeTHas 3anucb He 3allMLieHa OT HeCaHKLMOHUPOBAHHOMO A0CTYyNa. Bbl nonyynTe 3710
npepynpexageHve ob onTuMmU3aLnmM, ecamn no KpamHen Mmepe ons O4HON y4eTHOWN 3anumcu
NnoJsib30BaTeNs BKJIOYEH aBTOMaTUYeCKMI BXO B cuctemy. LLenkHnte OTKNIOYUTD
aBTOMaTU4YeCKuM BXopA, 4To0bl pelnTb 3Ty npobnemy onTrMm3aumm.

ABTOMaTU4YECKUH BXOA ANA (PpaHTOMHOWN Y4eTHOM 3anucu

Ha BalleM yCTpoNCTBE BKIOYEH aBTOMATUYECKNIA BXO/, B (PAHTOMHYIO YY4E€THYIO 3anucb. Mbl He
PEKOMEHIYEM UCMO0/b30BaTb aBTOMATUYECKUIA BXOZ B CUCTEMY, KOra YCTPOMNCTBO HAXOAUTCS B
HOPMasibHOM COCTOSIHWM, TaK KakK 3TO MOXET Bbi3BaTb NPo6eMbl C AOCTYMNOM K Ballei peanbHow
YYETHOW 3anncy nosib3oBaTeNs UM NPUBECTM K OTNPABKE JIOXKHbIX TPEBOI 0 COCTOAHUM «[MOTEepsaH»
Ballero KoMmnbloTepa. Haxxmnte OTKAIOYUTL aBTOMAaTU4ECKUI BXOL, YToObl pewnTb 3Ty npobiemy
onTMMM3aLNK,
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Bxopn B y4eTHYI0 ESET HOME 3anUch.

Y706bI BKIOYNTL MW OTKOYNTL AHTMBOP U MONYYUTb AOCTYN K CBEAEHUSIM O PACMOI0XKEHUN
YCTPOWCTBA 1 MH(OPMALIMM O HEM B ESET HOME, BOWAWNTE B CBOI YHETHYIO 3anncb ESET HOME.

(es[FL) INTERNET SECURITY

a X

myESET | AHTMBOp ABTOpW3aLWA B YUeTHOMR 3anuck myESET

B cyuyae Kpaxu WK NOTEpW YCTPORCTBA Bl MOXETE AApEC 3NEKTPOHHOI NoUTH!
EOCNONL30BATECA YUETHON 3anucerd myESET, utobkl

NOAYHUTE JOCTYN K CEEAEHUAM O MeCTONONOMEHHN U JaHHEIM =

yCTpOWCTEa.

Maponk

CozAaTe YUETHYK 2aNKcs

A

BoccraHoBNeHMe napana

ol SR
L ]
f L

CyLiecTBYyeT HeCKOJ/IbKO CNocoboB aBTOPM3aLMK B YHETHOW 3anucy ESET HOME.

* Acnonb3oBaTth agpec BJ'IeKTPOHHOIﬁ no4Thbl U NapoJib ESET HOME: BBEANTE appec
BﬂeKTpOHHOﬁ noYThl 1 NAPOJNb, KOTOPbIE Bbl UCMOJIb30BaJIN 19 CO34aHNSA YYEeTHOM 3anncu
ESET HOME, a 3aTeM LLe/IkHUTe ABTOPU30OBaThCA.

* Ncnonb3oBaTh y4eTHYIO 3anucb Google/ApplelD: wenkHUTe MPOAOSIXUTbL € Google UK
MpoponXuTtb ¢ Apple N aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. Nocne ycnewHon
aBTOpM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NOATBEPXAEHUS ESET HOME. YT0o6bI
NPOAOJIKUTb, BEPHUTECH B OKHO NPOoAyKTa ESET. [lonosHUTEeNbHbIE CBeAeHUs 06 aBTopum3aumm ¢
NMOMOLLbIO Y4ETHOW 3anucu Google/ApplelD CM. B OHJIalH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNKHUTe MpockaHupyinTe QR-KOA, 4ToObl 0TOOPa3nTL QR-KOJ.
OTKpoViTe MOBUbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WX HAaBeAUTE KaMepy
YyCTPOWCTBA Ha QR-KOA. [lONOSHUTENbHbIE CBEAEHMUS CM. B OHJIalH-CripaBke ESET HOMIE.

A He y[aJ10Cb BOUTU — PaCcnpoCTPaHEHHbIE OLNOKN.

Ecnn y Bac HeT y4yeTHoOI 3anncu ESET HOME, wenkHuTe Co3aaTh YYETHYIO 3anuch, YToObI
3apermcTpuMpoBaThCSs, NN 03HAKOMbTECH C MHCTPYKLMAMUN B OHJIaliH-CripaBke ESET HOME.
Ecnn Bbl 366171 Naponb, WeNKHUTE Sl He MOMHIO NAaPOob U C/iefynTe UHCTPYKLUNAM Ha
3KpaHe NN 03HaKOMbTECh C UHCTPYKLUMAMM B OHJIANH-CripaBke ESET HOMIE.

196



https://home.eset.com/
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=social_login
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=social_login
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_device
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_device
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_account
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=new_account
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=forgotten_password
https://help.eset.com/getHelp?product=home_eset&lang=ru-RU&topic=forgotten_password

| MpunoxxeHne AHTMBOP He noagepxmeaeT Microsoft Windows Home Server.

3apaTthb UMA YCTPOUCTBA

B none UMaA ycTpoMCTBA yKa3biBAaeTCsA MMS KOMMblOTepa (YCTPOCTBa), KoTopoe byneT
oTobparkaTbCs B Ka4yecTBe UAeHTUKaTopa Bo BCcex cnyxbax ESET HOME. Mo yMon4aHuIo
NCNoJIb3yeTCs UMA BalLero KoMnbtoTepa. BBeanTe uMs yCTpOMNCTBa UK MCNOb3yiATe UMS MO
YyMOJI4aHWIO 1 WwenkHnTe MpoponXuTh.

AHTUBOP BKJIIOYEHO UJIU OTKJIIOYEHO

9TO0 OKHO COOEPXUT NOATBEPXKAEHMe BKJIYEHNS UK OTKIYeHNA AHTUBOP:

* BKJIIOYEHO — TEeNnepb Balle yCTDOIZCTBO 3awmneHo AHTI/IBOp, N Bbl MOXKETE yaa/lEHHO
yrnpaBndaTb €ro 6e30nacHOCTbIO Ha NopTase ESET HOME, NCrnosib3ysa CBOKO YHETHYIO 3aMnChb.

* OTKNOYEHO — AHTI/IBOp OTKJ/1IO4E€HO Ha 3TOM yCTpOI7|CTBe N BCe OaHHble, OTHOCALINECA K
<%ESET_ANTTHEFT%> o1 3TOro yCTDOIZCTBa, yAaneHbl C nopTasa ESET HOME.

Owubka pobaBneHuns yctponucrea

Mpv aKTUBaLMM AHTMBOP NPOM30LLIA OWNOKa.
Hanbonee pacnpocTpaHeHHbIE CLIeHAPUN:

¢ Owmnbka BXoada B ESET HOME

* OTCyTCTBME NOAKIYEHNA K UHTepHeTy (nin «B faHHbIN MOMeHT UHTepHeT He paboTaeT»)

Ecnn Bam He ypaeTcs pewnTb 3Ty npobnemy, obpaTtutech B C/1y Oy TEXHUYECKOM NOAAEPXKKN ESET.

ObHoBNEeHMe nporpamMmmbl

PerynspHoe 06HOBEHWeE ESET Internet Security — Jly4LLMiA cnocob o6ecnevynTb MakcUMasbHbIA YPOBEHb
6e30nacHOCTM KoMMbloTepa. Moy b 06HOBEHUS NOAAEPXKMBAET aKTyasIbHOCTb NMPOrPaMMHbIX
MOJZlyfiell U KOMMOHEHTOB CUCTEMBI.

BblﬁpaB NYHKT OOGHoBNEeHMe B [/1aBHOM OKHE MPOrpaMmbl, MOXXHO MPOCMOTPETb I/IH(DOpMaLI,I/I}O 0o
TeKyLieM CoOCToAHUNN obHOBNEHNS, B TOM Yncie AaTy 1 BpeMa nocsieaHero ycnewHo BbiMnoJIHEHHOI 0
0OHOBJIEHUS, a TaKXXe CBeAeHNSA 0 HeobxoaMMoCTN 06HOBNEHNS.

Kpome aBTOMaTM4eCKOro 06HOBIEHMS, MOXHO BbINOJIHUTL 0OHOB/IEHNE BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNM4YMe oOHOBNEHUI. PerynsapHoe 0OHOBIEHNE NPOrPaMMHBIX MOLY/IEN 1
KOMMOHEHTOB SIBJISIETCS Ba)KHbIM acnekToM obecrneyeHmnst NoHON 3alnTbl OT BPELOHOCHOI0 KOAa.
Yoenute ocoboe BHUMaHWE KOHUIYPUPOBaHMIO 1 paboTe NporpaMMHbIX Mogyneir. s noayYeHus
06HOBNIEHNI HEOOX0AMMO aKTUBUPOBATbL NPOAYKT C MOMOLLbIO BALLEro JIMLEH3NOHHOMO KtoYa. Ecnn
NALIEH3VOHHbIN KoY He OblN1 yKa3aH B NpoLiecce yCTaHOBKM, 3TO Heobxoaumo byaeT caenaTb Ans
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aKTuBaUUK NPOAYKTa, 4yTObbI nonyynTb AOCTYN K CepBEpPam obHOBNEHWI ESET npu obHoBNEHUN.

KomnaHusa ESET oTnpaBunia BaM JIMLEH3VMOHHbLIN K04 MO 3NEKTPOHHONM MoYTe nocje
npuobpeTeHmns ESET Internet Security.

(esER) INTERNET SECURITY pEl LAl - D X
ObHoBAEHME ®
ﬁ;} [oMalLHAR CTpaHnLa
Q CKAHUPOBAHWE KOMMNLHOTEDA TekyLllan EepouUa: 15.0.15.0
O OBHoBNEHWE
MocneaHee ycnewHoe 0BHOBNEHWE:
B3 cepenc MocneaHAR yCrewHan NPpoBEpPKa HaNWYWA
. oBHOENEHWIA:
I:;:?, Hactpoiika

OKaz2aTe BCE MOAYN

@ Cnpaeka 1 NoAdepixka

MNpoeeprTs HanKM4ue oBHOEAEHIIA

Tekywian Bepcus: oTobpaxkaeTcsa HOMep TeKyLen yCTaHOBIEHHON BEPCUM NPOAYKTa.

MNocnepHee ycnewHoe obHoBNeHue: oTobpaxxaeTca faTa Noc/eHEro yCrnewHoro obHoBneHUS.
Ecnn He oTobpakaeTcs HeaaBHAS AaTa, BO3MOXHO, Ballu MOAYN MPOAYKTa HEAKTYyaslbHbI.

MocnepHsAs ycnewHaa NpoBepKa Ha Hanu4me oOHoBNIeHMI: 0ToOpa)kaeTcs AaTa nocsiegHen
YyCMNeLIHON NPOBEPKN Ha Hasimyine 06HOBIEHMNI.

MokasaTb Bce MOAYNU: 0TOOPaXaeTCs CNUCOK YCTAaHOBMIEHHbIX MPOrPaMMHbIX MOAYEN.

HaxmnTe NMpoBepuTb Hanu4Yme oOHOBJIEHUH, 4TOObI HAMTU NOC/IEAHIO AOCTYMHYIO BEPCUIO ESET
Internet Security.

Mpouecc obHoBNEHUSA

Mocne Ha)xxaTus KHonky NMpoBepuTb HaNM4YMe oOHOBNEHMI HaYMHAETCA 3arpy3ka. Ha akpaH byayT
BblBEAEHbI MHAMKATOP BbINOJIHEHWSA 3arpy3Kn 1 BpeMs A0 ee OKOHYaHWs. YTobbl NnpepBaTh
06HOBNEHME, HAXKMUTE KHOMKY OTMEeHUTb 06HOBNEHue.
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(es[ED) INTERNETSECURITY QD ESETHOMEN  — O X

O6HoBAEHME @

‘GD‘ JoMaLLHAA CTRaHuLa
Q CKAHWPOBAHWE KOMNLHOTERA TeKkyLLaA BEQCWA: 15.0.15.0
O OBGHOBAEHWE | @

MocnegHee yenelwHoe oBHOBAEHKME: 1041472021 12:05:12 PM
E EEpEG MocnegHAn yonewHan npoeepka Haamdma  10/14/2021 12:05:15 PM

. oBHOBAEHWMIA:

133 Hactpoiika

Mokas T

d3dTh BCE MOOYAK

@ Cnpaeka U NoAdepkKa

OTmeHKTe 0OHOBNEHKE

O6bl4HO B OKHe OOHOBREHMe 0ToOpaXKaeTCs 3e/eHbI PNaXKOK, YKa3bIBAOLWUA Ha TO, 4TO
yCTaHOBJIEHA aKTyasibHaa Bepcus nporpammel. ECiv Bbl HE BUAUTE 3TOT (D1aXKOK, NporpaMMa
ycTapena. Mpun 3TOM NOBbILWAETCA pUCK 3apakeHns. OBHOBMTE MOAY M MPOrpaMMbl KakK MOXKHO
cKopee.

Owunbka odbHoOBNEeHUA

Ecnu BbI nonyymnnn coobLieHne o ToM, 4To 0OHOBUTL MOAYyJIn HE YNaNnoCb, Y 3TOr0 MOXET ObITh
HECKOJIbKO MPUYNH.

1. HepencTBuTenbHaA NULUEH3UA: NCMNOJIb3yeMas AN aKTUBALUN NNLEH3NSA SBNSETCS
He4eNCTBUTENIbHOM NN CPOK ee AeNCTBUSA UCTEK. B r1aBHOM OKHE NporpamMmmbl NOCAeA0BaTENbHO
BbibepuTe NyHKTbl MeH0 CnpaBkKa U noaaep>xka > I3MeHUTb JILLEeH3UIO 1 BBEAUTE HOBbI
JINLLEH3NOHHbIN KJTt0Y.

2. Mpwu 3arpyske pannoB 0OHOBNEHUA NpPoOM30LLIA OWMOKA: BO3MOXXHAsA NPUYNHA TOW
ownbKyM — HenpaBubHbIE NapaMeTpbl NOAKM0YeHNs K IHTepHeTy. PEKOMeHAyeTCs NPOBEPUTh
Hannyme nogknoyeHnsa Kk MHTepHeTy (Hanpumep, NnonpobynTe OTKPbITL Ntobon Be6-canT B
bpay3epe). Ecnv Beb6-CalT He OTKPbIBAETCA, BO3MOXKHO, HE YCTAHOB/IEHO MOAKIOYEHME K
WHTEepHETY namn Ha KOMMNbIOTEPE BO3HUKAN Kakue-nmbo npobnemsl C NOAKIIOYEHNEM K CETH.
ObpaTuTech K CBOEMY MOCTaBLUMKY ycayr MIHTepHeTa, 4Tobbl BbISCHUTL, €CTb 1N Y BaC aKTUBHOE
noAKa4YeHne K NHTepHeTy.
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(es[ED) INTERNETSECURITY i - O X

O6HoBAEHME ®
‘[',:D [oMaLIHAA CTRaHNLa
Q CKaHWpOBaHUe KOMMEHOTEpa TexyLLaA BEpCAA: 15.0.15.0
O OﬁHOEIJ’]E.‘HHE.‘
MocnegHee yenelwHoe oBHOBAEHKME: 1041472021 12:05:12 PM
E EEpEG MocnegHAn yonewHan npoeepka Haamdma  10/14/2021 12:05:15 PM

oBHOBAEHWMIA:

133 HacTpoiika

@ Cnpaeka U NoAdepkKa

OKa2aTe BCE MOAYN

A CHOR 0BHOBAEHWA MOAYNEN

3arpyzka NpepEaHa NoNb30EATENEM,
OBHOBAEHME NPOTrPaMMel HE BRIMOAHEHO
CepEep He HalgeH.

MpoeepuTs HaAKWYWe OBHOEAEHMIA

PekomeHOyeTCa nepe3anycTUTb KOMMbIOTEP Nocse 06HOBAEHNS NPOoAYKTa ESET Internet Security
no 6onee HoBow Bepcuu, 4TObbI ybeanTbCs, YTO BCE MOAYAN NPOrpaMMbl 0OHOBJEHDI
Haanexawmm obpaszom. Mpun perynsipHoM 06HOBNEHUN MOLYNEN BbINMOMHATL Nepe3arpy3sky HeT
HeobxoaMMOoCTN.

[ononHuTenbHbIe CBEAEHNS MOXKHO HallTW B CTaTbe YCTpaHeHue npobnemsbl ¢ coobuieHnem
«He ynanocb 06HOBUTb MOAYIN».

HacTponka obHOBNEHUHN

MapameTpbl 0OHOBNEHMA OOCTYMHbI B AepeBe [LloNONHUTENbHbIE HACTPOMUKM (F5) B pa3aene
O6HoBneHue > OObIYHasA. B 3TOM pasfene ykasbiBaeTca MHopMaumsa 06 NcToyHmkax obHoBNEHUNA,
TaKMX Kak cepBepbl 0OHOBNEHWI N AaHHblEe ayTEHTUMUKALUN 4N1A HUX.

OCHOBHbIe cBeaeHuUs

Tekywun npounab 06HOBNEHUSA (€CAN TONLKO onpeaeieHHbIN Npouib He 3a4aH B pa3aene
PacwupeHHble napamMeTpsbl > PauepBos > U3BeCTHbIe ceTn) 0ToOparkaeTCa B paCKpbIBaloLLEMCS
MeH10 BbibpaTb npocdhunb 0OHOBNEHUA NO YMONYAHMIO.

YT0b6bl Co34aThb Npodunb, CM. CBeAEeHMA B pasaene [podnan obHoBeHUS.

ABTOMaTH4YeckKoe nepeknveHume npocbunel?l: MO3BOJIAET NSMEHATb I'IpO(pVIJ'Ib ons KOHerTHOVI
ceTn.
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Ecnn Bo BpeMs 3arpy3ku 06HOBAEHUI MOAYNS OOHapy)KeHMS UAK Moaynen NporpamMmmbl BO3HUKIIN
npobnemsl, WeakKHUTe OYUCTUTDb, HTODOLI YOaNTb BpeMeHHble haisibl 0OHOBAEHU (OYUCTUTL K3LL).

OTKaT Mmoaynemu

Ecnu Bbl No03peBaeTe, 4YTO NnocneaHee 06HOBAEHNE MOAY NS 0OHAPYXKEHNS U/UIN NPOTrPAMMHbIX
MOAyJSiei NoBpeXAeHOo nan paboTaeT HeCTabubHO, Bbl MOXKETE BhINOJHUTL OTKAT [10 NPeblayiiei
BEPCUN N OTKJIOYNTb 0OHOBNEHMS Ha YCTAHOBJIEHHbIV NEPUNOL BPEMEHMN.

NTERMNET SECURITY O x
[lonoAHUTEeNbHbIE HAaCTPOUKHK Q X @
MOOY¥NE OBHAPYKEHINA OCHOBHOE
OBHOBNEHME

nrPo®UAK
3ALLITA CETW

Cnucok npoduned ETRTT

WMHTEPHET 11 3MEKTPOHHARA

noyTs BriBepute npodmne, KOTOPBIA HYKHO H3MEHWTE Moii npodune w
A

_ Mo# npodunb
KOHTPOJTb ¥CTPOIACTE
B OBHOBAEHWA

CEPBIC Tm s F o PerynapHoe oBHoBAEHME v

WHTEP®EIAC MOb3OBATENA 3anpaluneaTe NOATEEPHAEHHE Nepey 3arpy3koil oBHoBNEHNA X
YBEOOMIEHINA 0

HACTPOKIA
KOH®WMAEHLMANBHOCTIA
OBHOBMEHWA MOAYNER

Brnrounte Bonee yacTeie 0BHOBNEHHA CUMHaTY P oBHapyxeHnA

OBHOB/EHWE NPOTPAMMEI

QOK

Insa obecneyeHns NpaBUIbHOM 3arpy3kn 0OHOBNEHUA HEOHX0AMMO KOPPEKTHO 3aLaTh BCE
napameTpbl 06HOBNEHWIA. ECIM MCnonb3yeTcs haiepsos, NporpaMmme [0/HKHO BbiTb pa3peLleHo
0bMeHMBaTbCA AaHHbIMK Yepe3 UHTepHeT (HanpuMep, nepenaya AaHHbIX MO NPOTOKOJY HTTP).

Mpocdunu

Mpodnny 06HOBNEHMSI MOXXHO CO3AaBaTh AN PA3/IMYHbIX KOH(UIYpaLMiA 1 3a1a4 0OHOBNEHUS.
Co3paHue npodunen obHOBNEHUS 0CODEHHO NOME3HO A5 NoJb30BaTeNeit MobUIbHbLIX YCTPOMCTB,
KOTOPbIM HEO6X0AMMO CO3aTb BCMOMOraTe bHblA NPOMUIbL A5 PErYNSPHO MEHSIOLLMXCS CBONCTB
NOAK/YEHUA K UHTepHeTY.

B packpbiBatoLleMcs MeHio BbibepuTe npodusib, KOTOPbIA HY>XHO U3MEHUTb 0TObpaXKaeTcs
TekyLwuin npogmnb. Mo ymMonyaHuo Aas Hero 3afaHo 3HavyeHne Mow npodunb. YTobbl co3aaThb
npogunb, pAaoM ¢ anemMeHToM CNMcoK npodunen wenkHuTe U3MeHuTb, BBEANTE MMA Npodunsa v
HaXXMnUTe KHoMky Jlo6aBuUTb.
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OOHOBJIeHUA

Mo ymon4yaHuio ons napameTpa Tun oOHOBNEHMM 3a4aHO 3Ha4yeHne PerynapHoe obHoBNeHMe.
9T0 03HaAYaeT, 4To hannbl 06HOBNEHN ByayT aBTOMaTMYECKMN 3arpy>kaThCs C cepBepa ESET C
MWHMMaNbHbLIM PacxoaoM Tpagduka. TecToBble 06HOBNEHMA (NapameTp TecTtoBoe oOHOoBNEHUe) —
3T0 0BHOBNIEHNS, KOTOPbLIE Y>)KE NPOLLN MONHOE BHYTPEHHEE TeCTMpoBaHme 1 B banxanilee Bpems
OynyT AOCTYMNHbI BCEM NOJb30BaTeNAM. [IpenMyLecTBO NX MCMOb30BaHNS 3aK/l04aeTCA B TOM, YTO
y BaC NOSBAAETCHA AOCTYN K HOBENLWUM MeToAaM obHapyXeHunsa n ncnpasnaeHnam. Og4Hako Takmne
0OHOBNIEHUS MHOrAa MOTyT ObITb HEAOCTAaTOYHO CTabunbHbl 1 HE JOJIKHbI ncnonb3oBaTbCs Ha
MPON3BOACTBEHHLIX CepBepax 1 paboymx CTaHUUAX, rae HeobxoAnMbl MaKCMabHbIe
paboTocnocobHOCTb N CTabnNbHOCTb.

3anpawmuBaTh NOoATBEpPXAEHUe nepepn 3arpy3Koun oOHOBJIEHUA: B NporpamMme 0TobpasnTcs
yBEeOM/IEHNE, B KOTOPOM MOXXHO MOATBEPANTb MW OTKIOHUTL 3arpy3Ky daina obHoBAEHMS.

3anpawuBaTh NoAaTBEpPXAeHUe, ecnu pasmep ooHoBneHusa npesbiwaeTt (KB): B nporpamme
oTobpasnTCcs ANanoroBoe OKHO MNOATBEPXKAEHUS, eCn pa3Mep dansia 06HOBNEHNS NpeBbILAeT
3aaHHoe 3HavyeHwne. Ecnm pa3mep ¢anna obHoBneHns 3agaH pasHbiM 0 Kb, Ananorosoe oKHO
NoaTBEPXAEHMA B NporpamMme byaeT oTobpaxkaTbCs B 1t06OM cryyae.

OTK/I04YUTb onoBeLieHue 06 ycnelwnHOM OOHOBNIEHMMU: OTKJIIOYAET YBEAOMJIEHUS Ha MAHENN
3a/iay4 B NMPABOM HVKHEM Yy 3KpaHa. ITOT napameTp yAobHO UCMOob30BaThb, ECAN Kakoe-1nmbo
NpunoXKeHne unu nrpa paboTaeT B NOAHOIKPAHHOM pexxume. ObpaTuTe BHUMaHWUE, YTO B UTPOBOM
peXmme BCe yBELOMIIEHNS OTKIIIOYEHBI.

ObHoBNeHus mopyneun

Bknwountb Oonee yactTble 0OHOBNEHNA CUTHATYP OOHapy)XeHus: OyneT yMeHbLUEH UHTepBan
0bHOBNIEHUS CMrHaTYyp 0bHapyxeHus. OTKIIO4YEHME 3TOr0 NapamMeTpa MOXXET HEraTUBHO OTPa3nTbCH
Ha CKOPOCTM 0BHapyXeHus.

ObHOBNEHMEe NporpaMmbl

OOGHOBNEHUA (PYHKLMWA NPUNOXKEHUA — aBTOMaTMYEeCKas yCTaHOBKa HOBbIX BEPCUIA ESET Internet
Security.

NMapameTpbl NOAKIIOYEHUA

YT106bI MCNONBL30BATL NPOKCU-CEPBEP ANS 3arpy3ku 0OHOBAEHUI, CM. pa3aen [lapameTpbl
NOAKIYEHUS.

OTkaT obHOBNEeHuA

Ecnn Bbl Nnofo3peBaeTe, 4TO NocsieaHee 06HOBNEHNE MOy NS OOHAPY)KEHNS NN HOBbIE MOLY /N
nporpamMmmbl NOBPEXAeHbl UK paboTaloT HeCTabnnbHO, Bbl MOXETE BbINOAHUTL O0TKAT A0
npenblayLiei BepCMmn 1 BPEMEHHO OTKIOYNTL 0OHOBNIEHWS. VM XKe MOXKHO BKJIYUTL paHee
OTKJIt04EHHble 0OHOBNIEHNS, €C/IN OHU OT/I0XKEHbI Ha HEOMPELENEHHbI NEPUO] BPEMEHMU.

Mporpamma ESET Internet Security CO34aeT CHUMKK MOAy s 0OHapyXeHWs 1 MOAYNeN NPOrpaMmbl. ITH
CHUMKM UCMONb3YOTCS DYHKLUMEN o0TKaTa. [1s co3aaHust CHUMKOB 6a3bl JaHHbIX BUPYCOB OCTaBbTE
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thnaxxok CozpaTb CHUMKU MOAYIEN YCTaHOBNEHHbIM. Korga dhnaxxok Co3paTh CHUMKK MoAynen
YCTaHOBJIEH, NEPBbIA CHUMOK CO3L4aeTCs npu nepsoM obHoBneHUN. CnefyoWmnin CHUMOK CO34aeTcs
yepes 48 4acos. B nosie KonnuyecTteo I0OKasNIbHO XPaHUMbIX CHUMKOB YKa3blBAaETCSH KOJIMYECTBO
XPaHUMbIX CHUMKOB MOy 06Hapy>XeHus.

Korga pocTuraeTcs MakcumasibHoe KOJIM4eCTBO CHUMKOB (Hanpumep, Tpu), CaMblil CTapblii
CHUMOK 3aMeHSeTCs HOBbIM CHUMKOM KaxkAable 48 4acoB. ESET Internet Security OTKaTblBaeT
Bepcun 0bHOBNEHMA MOy NS 0BHapY )KeHUSA 1 MOA4Y NS NPOrpaMMbl 4O CaMOro CTaporo CHUMKaA.

Mocne Ha)kaTua KHONKM OTKaTUTb (PaclumMpeHHble napameTpsl (F5) > ObHoBneHue > OCHOBHas
MHdopMauLma) HYXHO BbIBpaTb B paCcKpbiBalOWEMCS CNUCKe BANTENbHOCTb NEPNO BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0BHOBNEHNE MOAY 1A 0BHAPYXXEHUSA 1 NPOrpaMMHbIX MOgYNen.

Otkat ?
Mpoacn#UTENEHDCTE Hal2u W
Ha2d y
Ha 36 4
Ha 48 y
Ao oT3keiBa

BbibepnTe BapnaHT [0 0T3bIBa, YTOObI OTNI0XUTL PEryaspHble 0OHOBIEHUS Ha HEOMNpPeLeeHHbIi
nepuoa, noka yHKLMs 06HOBNeHUs He ByaeT BOCCTaHOB/IEHa BPY4HY10. MOCKO/bKY 3TO NoABepraeT
CUCTEMY OMacHOCTU, ESET He peKOMeHAyeT UCMO0/b30BaTh 3TOT NapameTp.

Mocne oTKaTa KHoMKa OTKaT 3amMeHseTcs Ha Pa3pewnTb 0OHOBRAEeHMA. Ha npoTsxeHnn nepnoaa,
BbIOPAaHHOI0 B packpbiBatowemcsi MeHio MpuocTtaHoBUTL 0OHOBNEHMSA, OOHOBNEHNS HE
nponseogaTca. NporpaMmMa BO3BpaLLaeTCa K CaMON CTapon BepcMm Moayns obHapyXeHns, KoTopas
XPaHUTCA B Ka4yeCTBe CHUMKa B (halJIoBON CUCTEME JIOKAJIbHOr0 KOMMbloTepa.
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INTERNET SECURITY O x
[lononHUTeNbHbIE HACTPOUKM Q - @
MOAYNE OBHAPYKEHINA OCHOBHOE
OEHOBMEHME BeiBpate npodunt 0BHOBNEHNA MO YMONYZHWID Maoii npodune v | D
3ALLIVITA CETI ABTOMaTHUECKDE NEperntodeHne npodunei MzmeHnTs [ ]
OuncTTe KW 0BHOBAEHK m (i ]
WMHTEPHET 1 3NEKTPOHHAR
NOYTA
KOHTPOJIb YCTPOWACTE OTKAT MOAYNA o
- Co3aaTh CHUMKN MOgy el
Konn4ecTBo NoKansHo XpaHuMBR CHIUMECE 1
WHTEP®EC MOJL30BATENA
OTKAT K NpesbIAyLLIARM MOy 1AM OTmear ﬂ
YBEQOMIMEHINA
- nPO®UAN
HACTPOMKIN
KOHQMAEHLMANBHOCTIA

MpennonoXxum, nocnenHen sepcmm Moaynsa obHapyxeHns npucsoeH Homep 22700. Bepcun
22698 1 22696 XpaHATCS B Ka4eCTBE CHUMKOB MOoaynsa obHapyxeHus. ObpaTnTe BHUMaHMe,
4yTO Bepcus 22697 HenoCTynHa. B 3ToM npumepe KomnbloTep 6biN1 BbIKAOYEH BO BPEMS
obHoBNeHNs 22697, n 6onee HoBast Bepcust 0OHOBNEHUSA CTana AOCTYMHa A0 TOro, Kak bbina

+/ 3arpyxxeHa Bepcusa 22697. Ecnaum B nosie KonnuyecTteo N0KasNbHO XPaHUMbIX CHUMKOB
YyCTaHOB/IEHO 3HaYeHMe 2 1 NoJsib30BaTeNb WenkHeT OTKaT, Moaynb 0bHapyXeHuns (BKoYas
MOy NPOrpamMmbl) BEPHETCSA K BEPCUM 22696. ITO MOXKET 3aHATb HEKOTOpOe Bpems. YTobbl
NpPOBEPUTb, MPOU3BEAEH I OTKAT A0 NpeablayLlen Bepcmm Mogyia 06HapyXeHns, OTKponTe
OKHO ObHoBsIEHME.

NiHTepBan BpeMeHM oTKaTa

Mocne Ha)kaTua KHOMNKM OTKaTUTb (PaclumMpeHHble napameTpsl (F5) > ObHoBneHue > OCHOBHas
mHdopMauma) HYXHO BblIBpaTb B pacKpbiBalOWEMCS CNUCKEe BANTENbHOCTb NEPNO BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0OHOBNEHNE MOAY 1A OBHAPY>XXEHUSA 1 NPOrpaMMHbIX MOgYNen.
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OTkat ?

MpogomsUTENEHOCTE HalZwu W

Ha2d y
Ha3gy
Had8 y

Ao otseiea

BbibepuTe BapunaHT [0 0T3bIBA, HTOObLI OT/I0XKNTb PerynspHbie 06HOBMEHUSI HA HeonpeaeneHHbIN
nepuoa, noka pyHKLUns obHOBNEeHNS He ByaeT BOCCTaHOB/EHA BPYYHYIO. MOCKObKY 3TO NoABepraeT
CUCTEMY ONaCcHOCTW, ESET HE peKOMeHAYEeT UCM0b30BaTb 3TOT NapaMeTp.

ObHoBNEHMe nporpamMmmsl

B pa3nene O6HOBIEHUA NpPOrpaMMbl MOXKHO aBTOMATNYeCKM YCTaHaBAMBaTb HOBble 0OHOBEHNA
YHKUWIA, €CIN OHWN JOCTYMHbI.

O6HOBNEHNSA YHKLIMIA NPUI0XKEHUS [0OABNAIOT HOBbIE (PYHKLIMN NN N3MEHSIOT YXKe
CyLLecTByloLWMe 13 npeablaywmnx sepcuii. OBHOBNEHNE MOXXET BbINONHATLCA Kak B aBTOMATUYECKOM
pexume 6e3 BMelLaTeNbCTBa NOJIb30BaTENS, Tak U C 0TOOpa)keHneM yBeLoOMIEHNS ONS
nonb3oBaTens. Mocae ycTaHOBKMN 0OHOBNEHUS (hYHKLMUIA MPUIOXKEHNS MOXET NoTpeboBaThbCS
nepesanyck KoMnbloTepa.

O6HoBNeHUA (PYHKUMHA NPUIIOXKEHUA — EC/IN 3TOT NapaMeTp BKJOYEH, 0OHOBEHNS YHKLMIA
NpUNoXeHns ByayT BbINONHATLCS aBTOMATUYECKM.

NMapaMmeTpbl NOAKNAIOYEHUA

Ins 0ocTyna K napamMeTpaM HacTPOWMKU MPOKCK-CepBepa A5 KOHKPETHOro nNpocuis obHOBAEHNI
WenkHUTe 3nemMeHT OBGHOBNEHMe B fepeBe PacluMpeHHble napaMeTpbl (F5), a 3aTEM LWENKHUTE
anemeHT Mpodcdunu > O6HoBNEHUA > MapamMeTpbl NnogkAo4YeHusa. OTKPOTe pacKpbiBatoLLeecs

MeHI0 Pe)XXuM NpoKcu-cepeepa 1 BbibepnTe 0MH 13 TPex NepevyncieHHbIX Aanee BapuaHToB.

* He 1Cnonb30BaTh NMPOKCU-CEPBEP
o CoenHeHne Yepe3 MNpokKch-cepBep
* icnonb3oBaTh 06LLME NapaMeTpbl MPOKCU-CepBepa

BbibepuTe BapuaHT Mcnonb3oBaTbh 00O Me NnapaMeTpbl NPOKCU-CepBepa, HToObl MCNOSIb30BaThb
napameTpbl KOHUrypaLum NPoKCK-cepBepa, y>Ke 3afaHHble B pa3fesie epeBa pacliMpeHHbIX
napameTtpos Cepsuc > Mpokcu-cepeep.

Bbibepute BapmaHT He ncnonb3oBaTb NPOKCU-CepBep, YTOObl YKa3aTb, YTO MPOKCU-CEPBEP HE
6yneT ncnonb3oBaThCa AN 06HOBNEHNS ESET Internet Security.
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dnaxok NMoaknioyeHne Yyepes nNpoKcu-cepBep L0JKEH ObITb YCTaHOBJIEH B CieAyOLWmnX ciydaax.

* [1na obHOBNEHWA ESET Internet Security UCMO/b3yeTCs NPOKCU-CEPBEP, OT/INYHBIA OT YKa3aHHOro
B pa3zene Cepsuc > Mpokcu-cepsep. [pn Takon KOHPUIrypaLMmM HYXXKHO yKa3aTb NapaMeTpbl
HOBOI0 MPOKCU-CepBepa: afpec NPOKCU-cepBepa, NOPT nepepayvmn AaHHbIX (N0 YMOAYaHUIO
3128), a Takxe UMA NoNb30BaTeNIA 1 NapPoNb A1 NPOKCU-CepBepa (ecm Heobxoamnmo).

* Obwme NnapamMeTpbl MPOKCU-CepBepa He 3adaHbl r106anbHO, 04HAKO ESET Internet Security byaeT
NOAKIYaTLCA K MPOKCM-CepBEPY ANA NOoNAy4eHNs 0OHOBNEHNI.

* KomnbloTep noaknoyaeTcs K MHTepHeTy Yepe3 npokcu-cepeep. MNapameTpbl bepyTca us
Internet Explorer B NpoLlecce yCTaHOBKMN NPOrpaMMbl, HO Npu UX N3MEHeHUN (HanpuMep, npu
CMeHe NocTaBLUMKa ycnyr MHTepHeTa) Hy)XKHO ybeanTbCa B TOM, YTO YKa3aHHbIe B 3TOM OKHe
napameTpbl MPOKCU-CepBepa BepHbI. ECIM 3TOro He caenath, NporpaMMa He CMOXeT
NOAKN0YaTbCA K cepBepaM 0OHOBIEHUN.

Mo yMOJIYaHUIO YCTaHOB/IEH BapuaHT Mcnonb3oBaTh 0OWMe napaMeTpbl NPOKCU-CepBepa.

Acnonb3oBaTb NpAMOEe NOAKIIOYEHUE, eC/IM NPOKCU-CepBep HeJoCTYNeH: NPOKCU-CepBep He
6y)J,ET NCcnoJib3oBaTbCA MNpn obHOBNEHMN, €CNN OH HENOCTYIMEH.

Mons UMa nonb3oBaTens v Maponb B 3TOM pa3fene 0THOCATCS TOJbKO K NPOKCU-CepBepY.
3anoNHsANTE 3TU NONS TOSILKO B TOM C/lyvae, ec/iv ANs A0CTyna K NpoKcu-cepeepy TpebytoTcs
MSsi NMO/Ib30BATENS U Naposib. YKa3aHHbIE NONS CieflyeT 3ano/IHATb TOJIbKO B TOM CJly4ae, ecsiu
ONS NOAKI0YEHNS K IHTepHETY Yepes NpoKCK-CEPBEP HYXKEH Maposib.

Co3paHue 3apa4y obHoOBNIEeHUA

O6HOBNIEHNE MOXHO 3aMnyCTUTb BPYYHYI0, Haxxas MpoBepuTb Hann4ne o6HOBNEHUN B OCHOBHOM
OKHe, KOTopoe nosiBNiseTca nocse Boibopa NyHKTa OOHOBNEHMe B 1aBHOM MEHIO.

O6HOBNEHNSA TaK)Xe MOXXHO BbINMOJHATL KAk 3amjaHMpOBaHHYI0 3agady. a5 KOHpUrypmposaHumsa
3anJaHMpoBaHHON 3afa4un wenkHMTe CepBuc > lonosiHUTeNIbHbIE cpencTBa > MnaHuposBLuK. 10
YMOJI4aHMIO B ESET Internet Security aKkTUBMPOBAHbl yKa3aHHbIe HKe 3aaudun.

e PerynspHoe aBToMaTu4eckoe obHoBneHue
e ABTOMaTM4yeckoe o6HOBNIEHUE Nocsie YCTAHOBKM MOAEMHOro CoeauHEeHUs
e ABTOMaTM4yeckoe obHoBNEeHUe Nocne BXoAa Nosnb30oBaTens B CUCTEMY

Kaxxayto 3aga4y 06HOBNEHNS MOXKHO U3MEHUTL B COOTBETCTBUU C KOHKPETHbIMK TpeboBaHMaMU.
Kpome 3a4ay no yMO4aHMI0O MOXXHO CO034aTb Apyrue 3agadn obHOBAEHMS C NOJIb30BaTEbCKUMMU
HacTponkamun. [JonoAHUTENbHYO MHOPMALMIO O CO3AaHUN 1 HACTPONKe 3aaay 06HOBNEHNSA CM. B
pasgene [1J1aHNPOBLLMK.

InanoroBoe oOKHO — TpebyeTcs nepe3anyck

Mocne obHoBNEHNS ESET Internet Security 0 HOBO Bepcun TpebyeTcs nepesanyck KOMMbTepa.
HoBble BepCuu ESET Internet Security BbIMYCKAIOTCA AN18 peann3aumm yayyleHnin nam ncnpasieHns
npo6sieM, KoTopble He MOryT 6blTb YCTPaHEHbI aBTOMATUYECKUMN 0OHOBNEHUSMI MOLYy el
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nporpammbl.

HOByIO BepCUio ESET Internet Security MOXXHO YCTAaHOBUTb aBTOMAaTU4Y€CKN Ha OCHOBE HaCTPOEK
0bHOBIEHMS NPOrpPaMMbl UK BPY4YHYIO NMYyTEM 3alrpy3Kn N YCTaHOBKNU 6onee HOBOW BEpCUM noBepx

npeablayLen.

HaxxmMuTe KHonky Mepe3anycTuTb cenyac, 4Tobbl NepenycTuTb KOMMbloTep. ECin Bbl NnaHmpyeTe
nepe3anyCcTuUTb KOMMbIOTEP MO3XKe, HAXXMUTE KHOMKY «HanoMHUTb no3xke». [103)xe MoXXHO byaeT
nepe3anyCcTUTb KOMMbIOTEP BPYYHYIO M3 pa3fena JLoMaluHAA CTPaHULA B [J1aBHOM OKHE

nporpamMmesl.

CnyXxebHble nporpaMmmbl

B meHio CepBuC nepeyncieHbl MOAY/IN, KOTOPbIE MO3BOASIOT YNPOCTUTbL NPoLecc
aAMUHUCTPUPOBAHUS NMPOrPaMMbI, U TaKXXe COLEPXKUT AOMOSHUTENbHbIE BOSMOXHOCTH
aAMVHUCTPUPOBAHNSA A5 OMbITHBIX NMOSb30BaTENEN.

(es[EL) INTERNET SECURITY dD ESETHOMEY — O X

Cepsuc @

ﬁ JomallHAA cTpaHuua
~— WHcnekTop cetm ™ 3awmTa BaHKOBCKOW onAaThl

ONACHOCTE CBOER CETH G _-.:__ a i'-_ B

Q CKEIHI.-1|CIOEIEIHI.-1E KoMNBHOTEDE

O OBHOBNEHKWE

E CepBunc
ﬁ'j HacTpoiika

@ Cnpaeka W Nogaepxka

¥ NononHWTensHble CPEACTEA

CI:' MHcneKTOop CeTu: CHNXEHNEe PUCKA BO3SHUKHOBEHNS npoﬁneM ¢ 6e30MacHOCTLI0 npun pa60Te B
ceTun. JononHUTeNbHbIE CBeLEeHNA CM. B pa3fee VIHCNeKTop ceTu.

F[.,3au.|,V|Ta DaHKOBCKMX naTexxem: ESET Internet Security 3alLMLLAET HOMEPA KPeAUTHbIX KapT U

Apyrve KoHDUAEeHUMabHbIE SINYHbIE JaHHbIE MPU NCNOb30BaHNN BE6-CAaTOB NHTEPHET-BaHKUHIa
nnu Beb-canToB onnaThl B IHTepHeTe. ByaeT 3anyuleH 3awwmiieHHbIn Bpay3ep, 4Tobbl obecneynTb

LOMONHUTENBHYIO 3aWUTY A5 BAHKOBCKMX OrnepaLuii.
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\‘i'i AHTUBOP: BbISB/ISET MECTOHAX0XKAEHME NPONaBLUEro yCTPONCTBA B C/ly4ae NOTEPU UK KpaXkn
1 MOMOraeT ero HamTu.

LLlenkHnTe aneMeHT [lononHnTEeNbHbIE CPEACTBA, YTObObI 0TOOpPa3nTbL Apyrne CpencTBa 3alnTh
BaLLero KoMmnbloTepa (Hanpumep, KapaHTtuH).

MIHCneKTop ceTu

VIHCNeKTop CeTn MoXXeT NOMOYb BbISIBUTb YA3BMMOCTW B Ballel LOBEPEHHOW (LOMaLUHeR nnu
0(hMCHOMN) ceTn (HanpruMep, OTKPbITbIE MOPThl AN HEHALEXHbIV MapoJib MapLipyTusatopa). Kpome
TOro, Bbl NOJly4aeTe CANCOK NOAKMOYEHHbIX YCTPONCTB, B KOTOPOM YCTPOMNCTBA YNOPAA0YEHbI NO
TuUNam (Hanpumep, NPUHTEpP, MapLLpPyTM3aTop, MOBMNbHOE YCTPOMNCTBO U T. M.) U KOTOPLIN NO3BONSET
Y3HaTb, Kakne yCTPONCTBA NOAKJIOYEHBI K Ballen ceTu (Hanpumep, UrpoBas KOHCOJb, YCTPOWCTBO loT
Unn pyrue yCTponcTBa «yMHOro» foma).

WHcnekTop ceTn no3BoaseT 06HapyXMTb YA3BMMOCTM MapLUPYTN3aToOpa U MOBLILLAET YPOBEHb
3alLUMTbI NPY NOAKJIIOYEHUN K CETH.

WHCNEeKTOop CeTn He BbIMOHSET NOBTOPHYIO HACTPOWKY MapLUpyTHU3aTopa BMECTO Bac. Bbl camu
BHOCUTE U3MEHEHVS NPy NOMOLLM CMeLann3npoBaHHOro MHTepdeica MapLipyTu3aTopa. JoMallHue
MapLIPYyTM3aTOPbl MOTYT ObITh BECbMA YA3BUMbIMU 19 BPEIOHOCHBLIX MPOrPaMMm, UCMO/b3yeMbIX AS
3anycka pacnpefenieHHbIX aTak TUMa «0TKa3 B 06CnyxuBaHMn» (DDoS). ECiv naposb
MapLIpyTM3aTopa, 3aaHHbIi MO YMOJIYAHWIO, He Obl1 MU3MEHEH MOoJSIb30BaTeNIeM, AS
3/10YMbILLIEHHUKOB He COCTaBMUT Tpyaa nofobpaTk Naposib, aBTOPU30BaATLCS B BaLLEM
MapLUPYTN3aTOPE M NEePEHACTPOUTL ero iMbo B3/oMaTh Ballly CETb.

HacTosTeNlbHO peKOMeHAYeTCA CO34aTb HAAEXHbIA U OJNHHBIA Napo/b C UCNOJIb30BaHNEM
A\ umndp, cneunanbHbIX CUMBOJIOB UK 3arnaBHbIX OyKB. YT06bl NOBLICUTL HAAEXHOCTb Napons,
NCNOJb3YNTE COYETaHMA Pa3HbIX CUMBOJIOB.

Ecnn ceTb, K KOTOPOM Bbl NOAKNOYEHBI, KOHDUTYPMUPOBaHA KaK AOBEPEHHAs, CETb MOXKHO NOMETUTb
Kak «Mosi ceTb». LLenkHnTe MoMeTUTb Kak «Mosl ceTb», 4T0ObI f00aBUTL K ceTu Ter «Mos ceTb».
S70T Ter bygeT oTobparkaTbCs PAAOM C CETbIO BO BCEM ESET Internet Security ANS nyyLlen
naeHTuKaumm n o63opa besonacHocTu. LenkHnte CHATbL NnoMeTKY «Mos ceTb», 4T0Obl yaanuTb
Ter.

Ka)xgoe yCTpONCTBO, NOAK/OYEHHOE K Ballen ceTn, oTobparkaeTcs C OCHOBHOM MHGOpMaLMeEN B
BMIe cnucka. LLlenkHuTe yCTponCcTBO, YTOObI M3MEHUTL €ro Uav NPOCMOTPETh MNOAPODHLIE CBEAEHNS
0 HeM.

C noMoLLbio packpbliBatoLLerocs MeHto CeTu MOXXHO (hUbTPOBATb YCTPOMCTBA, OCHOBbLIBAsACh Ha
TaKNX KpUTEPUSAX:

* YCTpONCTBa, NOAK/IIOYEHHbIE K OMPeae/ieHHON ceTu
* YCTpONCTBa, NOAK/IIOYEHHbIE KO BCEM CeTAM
* yCTpoOiCcTBa 6e3 KaTeropuu;

Ins oTobpaxkeHns BCeX NMOAKJOYEHHbIX YCTPOWCTB B MPeACTaBAEHUN IOKATOPA, LENKHUTE 3HAY0K
nokaTopa ®, HaBennTe yka3aTesb MbIlW Ha 3HAYOK YCTPOMCTBA, 4T0Obl 0TOOPa3nTb OCHOBHbIE
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cBefleHnsA, TakKne Kak MMa CETU U OaTa nocnegHero nogkatoyeHns.

LLlenkH1TEe 3Ha4YOK YCTPONCTBA, YTOObI M3MEHUTL YCTPOWUCTBO WV NMPOCMOTPETL NOAPODOHbIE
cBefeHns 0 HeM. HefaBHO MOAKMOYEHHbIE YCTPOMCTBA NOKa3aHbl bavxe K MapLipyTu3aTopy, 4Tobbl
BaM OblJ10 NpoLle X 06HapYXUTb.

LLlenkHnTe CKaHMpOBaTb CeTb, HTOOLI BPYYHYIO NPOCKAHMPOBaTb CETb, K KOTOPOW Bbl MOLKJIOYEHDI.
CkaHupoBaHMe CeTH LOCTYNHO TOJIbKO A5t AOBEPEHHON ceTu. CM. pasgen /I3BecTHbIe CeTu, YTobbI
MPOCMOTPETH NN N3MEHUTbL HAaCTPONKMN CETHU.

[OoCTynHbI Cnepyowme napaMeTpbl CKAaHMPOBaHUA.
* CKaHupoBaTb BCe
* CKaHMpoBaTb TOJIbKO MapLUpyTn3aTop

* CKaHMpoBaTb TOJIbKO YCTPONCTBA

A BbINONHANTE CKaHMPOBaHME CETU TOJIbKO B AoBepeHHOM ceTu! [lenaTb 3TO B HELOBEPEHHON
ceTun onacHo.

(es[Y) INTERNET SECURITY dDESETHOMEN~ — 0O X

(© WHcnexTop cetn sl ©)

ﬂh [OMaLLHAR cTpaHnLa

CeTb

Q CKaHWPOEAHWE KOMNEKITEDE networkl
O OBHoBNEHKE
Tun  MIMA yeTpoicTea MocTaswme Mogene IP-agpec OBHapyxeHWe
E Cepenc
MogrnoyeHo HegaeHo
$ HacTpoiika

D 10.0.2.2 10.0.2.2, ... cefiyac )

D Android Mobile PCS Systemtechnik ... 10.0.2.3 ceryac

@ Cnpaeka 1 NoAdepixka

~

MogrnoYeHo E NpoWAomM

D Android Mobile PCS Systemtechnik ... 10.0.2.3 1 AeHb Ha3ag )
D DESKTOP-ACT2IF4 Samsung Galaxy Phone 10.0.2.6, ... 22 aHA Ha3ag )
D Android Mobile PCS Systemtechnik ... 10.0.2.15, ... 22 AHA Ha3ag )
D Samsung Galaxy Phone Samsung (zalaxy Phone 10.0.2.3 22 pHA Ha3ap )
[nhalinie |

3 ? E 08:00:27:35:2D:6F PCS Systemtechnik ... 50 gHel Hasag )
D Samsung Galaxy 5 Samsung Galaxy 5 62 AHA Ha3ag )

Mo 3aBepLUEHNN CKAHNPOBaHMS 0TOBPa3nTCa yBeAOMNEHNE, COAEPIKALLEE CCbISIKY Ha OCHOBHbIE
cBeaeHns 06 ycTponcTee. Tak)Ke MOXKHO MPOCMOTPETb 3TU CBEIEHUS, ABAX b LLENKHYB
NoA03puTeslbHOe YCTPOMCTBO B CMIMCKE WX NPeACTaB/eHnn nokaTopa. LlenkHnte YcTpaHuTb
HenonapakKu, 4Tobbl NPOCMOTPETh HEAaBHO 3a0/10KMPOBaHHbIE coeanHeHUs. [104pobHbIE CBEJEHNS
06 yCTpaHeHUN HenonaJoK hanepsosa.
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MO)J,yJ'Ib V|HCI'IeKTOp ceTun OT06pa)KaET yBeooOMNeEHNA ABYX TUIMOB:

* K ceTu noaKJilo4eHO HOBOE yCTpOﬁCTBOZ 0To6pa>KaeTc9|, €C/IN K CETU NMOJKMOYaETCA HE
NCrnoJsib3oBaBLLUeeCAa paHee yCTpOMCTBO, Korpna noJib3oBaTesJlb NOOKJ/IIOYEH.

* HanpeHbl HOBbIE ceTeBble YCTPOMUCTBA: 0TOOpaXKaeTCsa, eCan Bbl 3aHOBO MOAKJ/IIOYAETECH K
CBOEN [OBEPEHHOMN CETU 1 B HEN 0BHapyXMBaeTCSA paHee He NCMOoJib30BaBLUeecs YyCTPONCTBO.

Oba Tuna yBefoMAeHUn coobLLaloT BaM, YTO K CETU NbITAETCA MOAKIIIOYNTLCA
HeaBTOPM30BaHHOE YCTPONCTBO. LLlenkHnTe MpPOoCcMOTp yCTPOUCTBA, 4TOOLI YBUAETH
cBefeHus 06 yctponcTse.

4YTO 03HaA4alT 3HA4YKMU Ha YCTpoUcTBax B MHCnekTope ceTn?

3Ha4yoK B BUAE XenTon 38e3abl 0603HavYaeT yCTPOMNCTBA, KOTOPbIE ABNSIOTCS HOBLIMU A1
CeTU U KoTopble B NepBblil pa3 bbiin 0bHapy>XeHbl KOMNaHMen ESET.

YKenTbl 3HA4YOK NpeaynpeXxAeHns 03Ha4YaeT, YTO Ball MapLIPYTU3aTOp MOXKET COAEPXKaTb
ys3BMMOCTW. YT0ObI NpoCcMOTPeThL Boslee NoApobHbIe CBeAeHNS 0 Npobneme, WeNKHUTE
3HAYOK NPOAYKTa.

A\ KpacHbIit 3Ha4OK NpesynpexaeHns 0603HavaeT yCTPONCTBA, Ha KOTOPLIX MapLUPYTU3aTop
COOEPXUT YA3BMMOCTM U MOXKET ObITb 3apaxkeH. YTobbl NpocMoTpeTh bonee noapobHbie
cBefieHusi 0 NpobnemMe, LWEeNKHUTE 3HAY0K NPOaYKTa.

CVIHUI 3HAYOK MOXKET MOABUTBLCS, KOrJa y NpoaykTa ESET eCTb [OMNOJIHUTENbHbIE CBEAEHNS
A5 BalLero MapLUpyTu3aTopa, HO HeMeJIeHHOe BMEeLLaTeNbCTBO He TpebyeTcs, Tak Kak
yrpo3bl 6e30MacHOCTM OTCYTCTBYIOT. YTOOLI NPOCMOTPETL 6oJiee NoapobHbIe CBeAEHMS,
LLLe/IKHUTE 3HAYOK NPOAYKTa.

CeTeBoe ycTpoucTBo B IHCneKkTOpe ceTu

STOT pa3aen coaepXuT nogpobHele cBeaeHns 06 yCTPONCTBE, B TOM YUCTE:
* UMSA YCTPOWCTBA;
* Tvn ycTponcTea
* NOCNEeAHNN KOHTAKT;
* UMA ceTu;
* IP-agpec;
* MAC-agpec.
* OnepaunoHHas cuctemMa
3HA4Y0K KapaHgalla 03Ha4aeT, 4TO UMS U TUMN YCTPOMCTBA MOXKHO U3MEHUTb.

Ypanutb U3 UCTOPUM: Y[asieHNe YCTPONCTBA U3 CINCKA YCTPONCTB. Ta Onunua AOCTYMNHa TONbKO
L7191 YCTPONCTB, KOTOPbIe He MOAK/0YeHbl B laHHbI MOMEHT K BalLen ceTu.

Insi KaXK4oro TMna yCTponcTBa AOCTYMHbI MEPeYnNC/IeHHbIe Aanee NencTBuN:
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vV MapLupyTmnsaTtop

MapameTpbl MapLupyTU3aTOpa — LOCTYN K MapaMeTpam MapLupyTu3aTopa BO3MOXEH Yyepes Beb-
nHTepgenc, MobrnnbHoe NPUNOXKEHNE NN C MOMOLLBIO KHOMKN OTKPbITb MHTEpdenc
MapLipyTusaTopa. Eciv mapwpyTmsaTop npefocTaBieH BaM NoCTaBWMKOM ycayr NHTepHeTa,
BO3MOXXHO, BaM HY>XHO ByaeT cBA3aTbCs C ero cyxbon nognepxku uiay ¢ nponssognTenem
MapLlupyTu3aTopa aas ycTpaHeHus BbliaBaeHHbIX Npobnem 6esonacHocTu. Obsa3zaTenbHo cobnojante
HaZiexalume Mepbl NPefoCTOPOXXHOCTH, KOTOPbIE NPUBEAEHbl B JOKYMEHTaLUM MapLipyTusaTtopa.

3awmTa - YT00b! 3aWMTUTL MapLUPYTMU3aTOP U CETb OT KubepaTak, cobnogante cnepyoume obwme
peKkoMeHaauuu.

INTERNET SECURITY ke - - *
@ CeTeBoe yCTPOﬁCTBO ®
1R} Aomawnan cipaHnua )
10022 & MocnegHee o6HapyxeHWe: 18 MUHYT Hazaa
Q CKaHWpOBaHWE KOMNLHTEDa | | MaprupyTusarop
G O6HoBnexne
G L

E s 1 CeepfieHun o6 ycTpoiicTBe ‘j PexkomeHpgaumm
@ Hactpoiika Cemn: Mapawmer aplwpyTuzatopa

IP-appec: 3T
@ Cnpaeka W no4Anepxka MAC-aapec: 0 awuTa

Onepauymonxan
cucTema:

V CeTesoe YCTPOWNCTBO

NpeHTU(DMKALMOHHBbIE JaHHble YCTPONUCTBA — €C/IN Bbl HE 3HAaEeTe, Kakoe YCTPONCTBO
NOOKJIIOYEHO K Ballen CeTU, HANAMTE Ha3BaHMe NOCTaBLLNKa WX MPOU3BOANTENSA NOL UMEHEM
ycTponcTtea. C NOMOLLbIO 3TON MHopMauumn BaM byaeT npoLle onpeaennTb, YTO 3TO 3a YCTPOMCTBO.
M8 yCcTponcTBa MOXXHO N3MEHUTb, 4TO0bbI B fanbHenwem ero 6110 1erko ysHaTb.

OTK/II04EeHMe YCTPOMUCTBA — €CJIN Bbl HE YBEPEHbI, YTO MNOAKJIOYEHHOE YCTPOMNCTBO Be3onacHo Ans
BaLLen CeTu WK APYrux yCTPOMCTB, N3MEHUTE NpaBa A0CTYMNa K CETW A5 3TOro YCTPOWCTBA B
napamMeTpax MapLupyTU3aTopa Wi U3MeHUTe Naposib CeTH.

3awmuTta — 4T06bl 3aLMTUTL YCTPOMNCTBO OT aTak M BPEAOHOCHLIX NPOrpaMM, yCTaHOBUTE CUCTEMY
obecneyeHuns kmbepbe3onacHOCTM Ha CBOE YCTPOMNCTBO M CBOEBPEMEHHO 0OHOBASANTE ONEepPaLMOHHY0
cucTemy U yctaHossieHHoe MO. YTobbl COXPaHUTL 3alLMTY, He NOJKYaNTe YCTPOMCTBO K
He3allWLLEeHHbIM ceTaM Wi-Fi.
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INTERNET SECURITY

© Cetesoe YCTPOWCTBO

‘m JoMalHAR cTpaHuua
---a Samsung Galaxy S €

? : Samsung

Q CKEHMPOESHME KOMMEHTEDA

* 1 HeunseectHoe ycTpoiicteo v
03 06 T
J HOBNEHWE
Cepeurc L

E = 1 CeBegeHun o6 ycTpoicTBe

(;:3 Hactpoiika Cetn: netwark
IP-agpec: 10023

(@ cnpaeka n nogaepxxa MAC-agpec: 08-00-27-D0-40-7D
Onepauymonnan Android
cucTema:

NV 310 YCTPOWNCTBO

9T0 YyCTPOMCTBO — Ball KOMMbIOTEP B CETHU.

QD ESET HOME v = o X

®

lMNocneaHee obHapyxeHuWe: cefuac

U PexomeHgaymmn

WaeHTUdMKaLMOHHBIE AaHHble YCTPORCTEa
OTkAKUeHKWe YCTPORCTEA

CeTeBble apanTtepbl — CBEAEHNA O BallX CETEBbLIX afanTepax.

INTERNET SECURITY

© Cetesoe YCTPOWCTBO

‘m [lOMALLHAA CTRaHULA

DESKTOP-ILTJIDS
Q CKaHWpOBaHWE KOMMNEKTEPa D 370 ycTpoiicTeo

G OfHoBnexne

€ Ld
B cepauc 1 CeepeHuna of ycTpoiicTee

QD ESET HOME v = o X

®

Cetegble aja nrepbl

(;:3 Hactpoiika CoepmHenmne: Ethernet
Cemn: network
(@ cnpaeka n nogaepxxa IP-anpec: 10025
felBl:feef:61bb:dcd3:4636
MAC-agpec: 08-00-27-02-02-32
Coepmnenne: Loopback Pseudo-Interface 1
IP-agpec: 127.0.0.1

H
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YBepoMmneHus | UHcneKTop ceTtu

Hu>xe Noka3aHO HECKOIbKO BapnaHTOB YBEJOMJIEHMIA, KOTOPbIE MOrYT 0TOOpaXkaThCs, Koraa ESET
Internet Security 06Hapy>XnBaeT nNpobieMbl C yS3BMMOCTLIO B BallleM MapLupyTusaTope. Kaxpaoe
yBEe[OMJIEHUE COLEPXNT KOPOTKOE OMMCaHUe 1 pelleHne nnbo Lwaru, KoTopbie MoMoryT
MWHUMU3NPOBATL PUCK OT YS3BMMOCTM Ballero MapLwpyTu3aTopa. Ecav y Bac HeT onbiTa B
N3MEHEHMUN HAaCTPOEK MapLLpyTU3aTopa, PEKOMEHAYEM 06paTUTLCS K NPOU3BOAMNTENIO
MapLIpyTM3aTopa Win K CBOeMY MOCTaBLLMKY yciyr MHTepHeTa.

HaWpeHa noTeHUManbHasA YA3BUMOCTb
MapLupyTM3aToOP MOXET COAEPXKAaTb U3BECTHbIE YS3BMMOCTU, KOTOPLIE MOXXHO JIEFrKO aTaKoBaTh U
ncnosnb3oBaTb. O6HOBUTE BCTPOeHHOe MO MapLupyTM3aTopa.

A HanpeHa ya3BuMoCTb
MapLupyTM3aTop COAEPXKUT U3BECTHbIE YS3BMMOCTU, KOTOPLIE MOXXHO JIEFrKO aTakoBaTh U
ncnosb3oBaTb. O6HOBUTE BCTPOeHHOe MO MapLupyTM3aTopa.

Ayrposa HanpeHa
MapLupyT13aTop 3apakeH BpeAoHoCHbIM M10. Mepe3anycTuTe MapLipyTM3aTop U NOBTOpUTE
CKaHMpOBaHWe.

A HenapeXHbl naponb MapLupyTM3aTopa
Maposb Ballero MapLIpyT13aTopa HeHaexeH. Ero erko MoXeT yragaTb Apyroit Yenosek.
3MeHWTe Naponb B MapLLUpyTM3aTope.

BpepoHocHoe nepeHanpaBsieHUe B CE€TH
KaxxeTcd, Bal MHTEPHET-TPaghMK NepeHanpaBaseTCcs Ha BpeAOHOCHble Beb-canThl. Bo3MoXHO, Balu
MapLUpyTU3aToOp CKOMMNPOMETMPOBaH. MI3MeHUTe HaCcTPOMKN DNS-CepBepa B MapLupyTu3aTope.

OTKpbITble ceTeBble CNYXObI
Balu MapLupyTun3aTop 3anyckaeT ceTeBble CyX0bl, KOTOPbIE MOTYT UCMO/Ib30BaTb ApPYyrue aoamn. 370
MOXXeT ObITb CBSI3aHO C HEMPaBUJIbHOW HAaCTPOMKON NN CKOMMPOMETUPOBAHHbLIM MapLUPYTU3aTOPOM,
MpoBepbTe KOHMIypaLuo MapLipyTn3aTopa.

A KondupeHumnanbHble OTKPLITbIE CETEBLIE CAYXKObI

Balu MapLpyTun3aTop 3anyckaeT KOHDUAEHUMabHbIe CeTeBble CyXXObl, KOTOPbIE MOTYT
MCNOJIb30BaTLCA APYrUMM NIOABMU. ITO MOXET ObITh CBS3aHO C HENPaBW/IbHON HAaCTPOMKON 1K
CKOMMPOMETMPOBAHHbLIM MapLUPyTKU3aTopoM. [poBepbTe KOHPUrypaLMo MapLLpyTM3aTopa.

BcTpoeHHoe MO ycTapeno
BcTpoeHHoe MO Bawero MapLupyTM3aTopa yCTapeso U MOXET coaep)xaTb ya3BumocTu. ObHoBuTE
BCTpoeHHoe N0 mapwpyTmnsaTopa.

A BpepoHocHas HacTpoiika MapLupyTM3aTopa

3TOT DNS-CepBEp, NCMOIb3YEMbI BalLM MApPLLPYTN3aTOPOM, ABNSETCS BPeAOHOCHbIM. OH MOXeT
nepeHanpaBasTh BaC Ha onacHble Beb6-canTbl. BO3MOXHO, Ball MapLUPYyTW3aTOP CKOMMPOMETUPOBAH.
N3MeHNTe HaCTPOMKM DNS-CepBepa B MapLUpyTM3aTope.

CeTeBble CNyXObl
Baw mapwpyTusaTtop 3anyckaeT obwme ceTeBble CNyX6bl. OHN HYXHbI 415 paboThl B CETU U,
BeposiTHO, 6e3onacHbl. MpoBepbTe KOHUrypaLumnio MapLipyTusaTopa.
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CnyXxebHble nporpaMmsbl B ESET Internet Security

B meHio CepBMC nepeyncsieHbl MOay M, KOTOPbIE MO3BONAIOT YNPOCTUTb MPOLIECC
alMVHUCTPUPOBAHNSA NPOrPaMMbl, U TaKXKe COAEPXXUT AOMOSHUTENbHbIE BO3MOXXHOCTU
alMVHUCTPUPOBAHNA A5 OMbITHLIX NONb30BaTeNeN. ITU CNyKebHble NporpamMMbl 0TobparkatoTCs
TOJIbKO B TOM C/ly4ae, eC/i B MPABOM HUXKHEM YTy HaXaTb KHOMKY JLOMOJMIHMTEe IbHbIe CpeacCTBa.

B 3TOM MeH10 npeacTaBaeHbl cegytowme ciyxebHsle Mporpammei.
Qannbl XXYPHaI0B

| 1
(b OT4eT Nno 6e3onacHOCTH

s 3anyLleHHble NpoLIecchl (ecam ncnoab3oBaHne cucTembl ESET LiveGrid® BKJIIOYEHO B ESET Internet
Security)

o
OB CeTenble noakatoyeHus (ecnm daiepsos BKIOYEH B NporpamMme ESET Internet Security)

ESET SysInspector

@ESET SysRescue Live: nepeHanpaBnseT Ha Beb-calT ESET SysRescue Live, C KOTOPOr0 MOXHO
3arpy3nTb 06pa3 ESET SysRescue Live C paClLMPEHNEM .iso AJ19 KOMNAKT- Uan DVD-AUNCKa.

® [MJ1aHMPOBLUNK

+
++

\a CpeZiCTBO 04YMCTKM CUCTEMBI: NOC/e YAaneHns yrpo3bl CpefcTBO OYUCTKM CUCTEMBI MOMOraeT
BOCCTAHOBUTb KOMMbIOTEP A0 COCTOAHUA, MPUTrOAHOI0 K 3KCMayaTaunn.

& OTnpaBka obpasua Ha aHau3. BO3MOXHOCTb OTNPaBUTb NOA03PUTENbHBIN halii Ha aHan3 B
nccnenoBaTenbCkyto nabopaTopuio ESET (MOXXET ObiTb HEAOCTYMNHA B 3aBUCUMOCTM OT KOHUrypaLmm
ESET LiveGrid®).

&' KapaHTuH
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(es[EX) INTERNET SECURITY ADESETHOMENS — O X

@ ,ﬂ,OI'IOJ'IHHTEJ'IbeIe cpeacTBa ®

ﬂh A OMaLLHAR CTPaHULA

Marnsl XypHana 3anyweHHble Npouecchl
Q CKaHWPOEAHKE KOMMNEHKTERS 5 CeegeHnA 060 BCEX BaXHbIX coBBITHAX CeegeHua o penyTaumi Ha ocHose ESET

nporpamMmMel LiveGrid ®
O OBHOENEHME

—1 O7TueT no 6e30MacHoCTH O CeTeBble NOAKAKIYEHWA
E Cepeunc = ¥3naiiTe, kaw ESET sac zawmwaer ﬂ OB30p yCTaHOBNEHHBIX NOGKTHIYEHNA 1
CTATUCTMKE B PEXWUME PEANBHOTD BPEMEHN

ﬁ] HacTpoiika

Cnpaeka w Nnoggepxxa

ESET Sysinspector

Cpeacteo cGopa nogpoBHbIX CBEAEHWI O
CUCTEME

[MnaHWpPOBLLMK
:"I'I|3-EE-'IEHLIE 3agadami KW ux I'I-'IéHlI|ZCEéHlIE

@
©

# ESET SysRescue Live
=:|:E,J,':TEC YAANEHWA BPEA0OHOCHEIX MPOrpanm

CpeacTeo OUMCTKW CUCTEMBI
CpeacTeo oUNCTEN CUCTEMBI

OtnpaewnTe Gain ANA aHanmsa KapaHTiH
OTnpaenTs $aiin B MCCNELDBATENBCKYHD 3apaxerHble Gainel, XpaHALLMECs B
nabopatopuio ESET GE30NACHOM MECTE

B @

2

daunnbl XypHana

dannbl XXYpHanoB coaepxat I/IHCbOpMaLI,I/HO 0 Ba>XHbIX MPOrpaMMHbIX cobbITUAX U CBOOHbIE CBeaeHuA
06 0bHapy>XeHHbIX yrpo3ax. BefeHue xypHana ABNSETCA BaXXHENLWLUM 3/1IeMeHTOM aHansa
cucTembl, 0bHapyXeHns yrpo3 un ycTpaHeHus npobaem. OHO BbINOJHAETCA B (DOHOBOM pexxmme 6e3
BMellaTe/IbCTBa NOJ1Ib30BaTeE 1A, ﬂ,aHHbIe COXpPaHAKTCA B COOTBETCTBUN C TEKYLWLUMWN NapaMeTpPaMin
CTeNneHn getTanamn3salnmn XXypHana. np0CManMBaTb TEeKCTOBbIE C006LLI,EHI/IF| n (baI7IJ'IbI XYpPHaJioB, a
TaKXe apXMBMUPOBATb NUX MOXXHO HEMOCPeCTBEHHO B cpefe ESET Internet Security.
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(es[ED) INTERNETSECURITY g ~ ° X

ﬁh [ OMALUHAR CTPaHNLA

© oaiinsl XKypHana ©) @

OtHapyxenuna (0) '
Q CrkaHMpOBaHWe KOMNLIOTERA
Epema M... T.. O&bekr O6Hapy#eHWe Aedcr,.. Mones.. HMugopmauma ¥sw Mep...
O QBHOBNEHNE
E Cepeuc
i::;', HacTpoiika
@ CNpaeka W NoALepxKa
PunbTpayma

MonyunTb AOCTYN K (haiiiiam XypHasia MOXKHO W3 [J1IaBHOI0 OKHa NporpaMmbl, WeSKHYB 3/1IeMEHT
CepBuc > [lononHuTeNbHbIE CpeAcTBa > Pannbl XypHana. Boibepnte HYy)XHbIA TUMN XKXypHana B
PacKpbIBaloLWEMCS MeHI0 XKypHan. [oCTynHbl YKa3aHHbIE HKE XKYPHabI.
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* OOHapy>XeHMA: STOT XXYPHAJI COAEPXXUT NoAPoBHYI0 MHGOopMaLMio 06 yrpo3ax u
3apaXkeHunsix, 0bHapyXEHHbIX MPOrpaMmoii ESET Internet Security. PErucTpupyeTcs Bpems
06Hapy>XeHUs, TUM MOZYNA CKAaHUPOBAHUSA, TUM 00bEKTA, pacrnonoXxeHne 06beKTa, Ha3BaHue
06Hapy>XeHUsi, BbINMOJIHEHHOE NeCTBIE, UMS MOJb30BaTeNs, KOTOPbIA HAX04M/CS B CUCTEME
Npu oBHaPY)XEHNN 3apaKeHusi, Xell 1 NepeBoe NosiBieHMe. HeounleHHbIe 3apaXkeHuns Bceraa
O0TMeYeHbl KpaCHbIM TEKCTOM Ha P030BOM (hoHe. OUMLLEHHbIE 3aPaXKEHNSI OTMEYAOTCS XKENTbIM
TEKCTOM Ha 6esioM dhoHe. HeounieHHble NOTEHLMAILHO OMACHbIE NPUIoXKeHUs (PUA)
OTMEYATCS XKENTbIM TEKCTOM Ha 6esloM ¢oHe.

* CobbITHA: B XXypHaJie COObITUA PErNCTPUPYIOTCS BCE BaXKHbIE AENCTBUS, BbIMOJHAEMbIE
nporpammon ESET Internet Security. OH COAEPXUT NMHGOPMaLMIo 0 cobbiTMAX 1 ownbkax, KoTopble
npon3soLwan Bo BpeMs paboTbl Nporpammbl. OH JO/KEH NOMOraTh CUCTEMHbLIM
agMUHUCTpaTopaM 1 NoJsib3oBaTeNsaM pewaTtb npobaemsl. 3a4acTyo MHGOPMaLKs, KoTopas
COAEPXXUTCA B 3TOM XXYpHasie, OKa3biBaeTCA BECbMa MOMAE3HON Npu pelueHun npobnem,
BO3HUMKatoWwmx B paboTe nporpammsl.

+ CKaHMpPOBaHMe KOMNblOTepa: B 3TOM OKHe 0T0BpakatoTCs pe3ynbTaThl BCEX BbIMOJIHEHHbIX
onepauuit CKaHMpoBaHWsA. Kaxaas CTpoka COOTBETCTBYET OAHON NPOBEPKE KOMMbOTEpa.
OBaxabl LenkHuTe Ntobyto 3annch, 4To0bbl NPOCMOTPETh CBEAEHNSA O BbIOPAHHOM
CKAHWPOBAHWMN.

* HIPS: 34€Cb CcOAep>XaTcCsa 3anuCh KOHKPETHbIX NMPaBua CUCTEMbI MPeaoTBPaLlEeHnNs BTOPXXEHUM
Ha Y3€eJl, KOTOPblE€ NMOMEYEHbI ANA PeErncTpaunn. B NpPoOTOKOJ1E 0To6pa>KaeTcs'-| npunnoxexHune,




KOTOpPOe 3anyCTWI0 onepaLmio, ee pe3ynbTaT (pa3peLleHne nan 3anpeLleHne npasuia) u ums
npasuna.

* 3alMTa CeTH: B XXYpHasie 3aliNThl CeTy 0TOBpa)KaloTCs BCE NMOMbITKA yAaneHHbIX aTak,
KOTOpble 0bHapyXunnu (anepsos, CPeaCcTBO 3alWMThbl OT CETEBbIX aTak (IDS) 1 3alnThl OT
60THeTOB. B HeM HaxoamnTCca nHhopMauns 0b6o BCex aTakax, KoTopblie bbin HanpaBaeHbl Ha
KOMMNbOTEp Nosib3oBaTens. B ctonbue CobbiTne oTobpaxatoTcsa obHapyXeHHbIe aTaku. B
cTonbue CToOYHMK yKa3biBalOTCA LOMOJIHUTENbHbIE CBEAEHNS O 3/10YMbILLNIEHHNKE. B cTonbue
MPOTOKON NEPEYNCNAITCS NPOTOKObI 0OMeHa AaHHbIMU, KOTOPbIE NCMONb30BaNCh A9 aTakKW.
AHanu3 xypHana 3alinTbl CETU MOXXET MOMOYb CBOEBPEMEHHO 0OHAPYXMNTb MOMbITKK
3apaXxeHns KoMnbloTepa, 4Tobbl NPefoTBPaTUTh HECAHKLMOHNPOBAHHbLIN AOCTYM.
[lononHMTeNbHbIE CBEAEHMS O CETEBbIX aTakax CM. B pa3fene |DS 1 paclumpeHHbIe NapaMeTpbl.

* OT(pMNbTPOBaHHbIE BED-CaMTbl: 3TOT CNMNCOK UCMOJIb3YETCA A1 NPOCMOTpPa Cnvcka Beb-
canToB, 3a6/10KMPOBAHHBIX MPW MOMOLLM 3aLLUNTLI A0CTYNa B UHTEPHET AWM POANTESNILCKOTO
KOHTPOJIS. B KaXX[10M )XypHaJsie yKa3blBaloTCs BpeMs, URL-afipec, Nob30BaTe b U MPUNOXEHUE,
C MOMOLLLbIO KOTOPOr0 YCTAHOB/IEHO MOAKJIOYEHNE K KOHKPETHOMY Beb-canTy.

* 3aWMTa OT CnaMa: COIEPXXUT 3anuncK, CBA3aHHbIE C COOOLLIEHNSMUN 3IEKTPOHHON MOYThI,
KOTOpble 6bINN MOMeYeHbI Kak Cram.

* POOMTENbCKUIA KOHTPOJIb: COAEPXKUT CMNINCOK BED-CTPaHNLL, Pa3peLLEHHbIX UK
3a610KMPOBaHHbIX PYHKLMEN POANTENLCKOrO KOHTPOJISA. B cTonbuax Tun coOTBETCTBUSA W
3Ha4YeHns COOTBETCTBMUA YKA3bIBAETCA, KaK1e npasuia GuabTpaLuy 6biam npuMeHeHs!.

* KOHTpONb YCTPOMNCTB: COLEPKUT CMINCOK NOAKOYEHHBIX K KOMMNbIOTEPY CbEMHbIX
HOCUTEeNen n yCTponCTB. B XXypHane perncTpmpyoTca TONbKO Te YCTPONCTBA, KOTOPbIE
COOTBETCTBYIOT NPaBUy KOHTPOASA. B NPOTUBHOM C/ly4ae B XXypHasie He CO34atTCs 3anncu o
HUX. 30eCb XKe 0Tobpa)katoTCa Takne CBeAeHUs, Kak TUMN YCTPONCTBaA, CEPUAHBIA HOMEpP, NMS
NoCTaBLLUWKa 1 pa3mep HocMTens (Npu ero Haan4mun).

* 3awumTa Beb-KaMepbl: COOEPXXNT CBEAEHNS O MPUIOXKEHNAX, 3a6TIOKMPOBAHHLIX MOAYIEM
3aWmnThl Be6-Kamepsl.

BoinenuTe copoepxnmoe noboro xxypHana n HaXXMUTe Knasuwm CTRL + C, 4ToObI CKONUPOBaTHL €ro B
bydep obmeHa. YaepxuBanTe knasuly CTRL nan SHIFT, 4To6bl BblAENNTb HECKO/IbKO 3aMuncen.

LLlenKHUTe 3NeMEHT dunbTpaums, YTobbl OTKPbITh OKHO OUbLTPaLIVS XKYPHEE, F1e MOXHO
3a4aTb KpUTEPUU PUNbTPaLUN.

LLlesIKHUTe NPaBoOi KHOMKOW MbILLW ONPEeAEeNeHHYI0 3aMuch, YTOObl OTKPbITL KOHTEKCTHOE MEHI0. B
KOHTEKCTHOM MEeHI0 AOCTYMHbI NEPeYNCIEHHbIE HXKE MapaMeTpsbl.

* NMokasaTb: NPOCMOTP B HOBOM OKHe MoAPOoBHOM MH(OPMaLMK O BbIDpaHHOM XXypHarse.

* dunbTpaums OAMHAKOBbIX 3aNMUCeN: Nocsie akTUBaLMm 3Toro uabTpa byayT NokasaHsl
TOJIbKO 3aMuncy 0AHOro TUMa (AMarHOCTMYECKUE 3amnncuy, NpeaynpexxaeHus u T. a.).

* dunbTpP: Npu BoIbOPE 3TOro NapamMeTpa Ha 3KpaH BbIBOAUTCA OKHO OuibTpalins )KypHasa, B
KOTOPOM MOXXHO 3aaTb KpUTEPUU PUIbTPaLUM ANs ONpeaesieHHbIX 3aMncen XXypHasa.

* BknounTtb hUAbTP: aKTMBALNA HACTPOEK DUNbTPA.
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* OTKNOYUTb UABLTP: YOANAOTCA BCE NapaMeTpbl (huabTpa (Co34aHHbIE, Kak OMMCAHO Bbile).
» KonupoBaTb/KOnMpoBaTb BCE: KONUPOBaHNE NH(OPMaLMK O BbIOpaHHbIX 3anNmncsax B OKHE.

* yﬂ,aJWITb/y.D,aJWITb BCe: yaJiIeHNE BblAENEHHbIX 3anucen nam Bcex OTOﬁpa)KaeMbIX 3anucen.
Ins 3Toro AencTema HY>XXHbI NMpaBa aAMUHNCTPaTOpPAa.

* IKCNOPT/IKCNOPTUPOBATL BCE: KCMOPT UHGOPMALMN O BbIBPaHHbIX 3aNnCAX Nan BCeX
3anncax B popmaTte XML.

* Hantu/Hantu cnepylowee/Hantu paHee: LWENKHYB 3TOT NapamMeTp, MOXXHO ONpeaennTb
KpuTepun unbTpaunmn, 4Tobbl BblAEINTL ONPeaeneHHyo 3anncb B okHe «PunbTpauuns
XXypHana».

« OnucaHue obHapy>KeHUA: OTKPLIBAET SHLMKIONEANIO Yrpo3 ESET, KOTOPas COAepXunT
noApo6HY0 MHOPMaLMIO 06 ONACHOCTSAX U CUMMTOMAX 3apPerucTPYPOBAHHOIO 3apaXkeHus.

* Co3paTb UCKJIIOYEHMUEe: CO34aHne HOBOro VICKYenns 13 obHapyXeHuns ¢ NoMoLLbH
mMacTepa (HegocTynHo ans obHapyXeHns Bpe4OHOCHbIX NPOrpaMm).

PunbTpauuma XXypHana

LenkHuTe dunbTpauus B pasgene Cepuc > flononHuTeNbHbIe CPpeAcTBa > ®abl
XXYpPHana 51 yKasaHus Kputepmes uabTpaLmm.

C nomoLbio YHKLIMM pUNbTPaLUM XXYPHAJIOB MOXHO HATW HY>KHYI0 MH(OPMaLLMIO Cpean
MHOXXECTBA 3anuceir. 3Ta yHKLUMS NMO3BONSET Cy3UTb KPYr, ECAN Bbl ULLETE 3aMCK XXYPHaa no
TUNy cobbITUSA, COCTOSIHWIO UM Nepuoay BpeMeHn. MOXXHO OT(UAbTPOBATbL 3aNnCK XypHana rno
onpeaeneHHbIM NapaMeTpaM Noncka. B okHe «daiinibl XXypHanoB» 0Tobpa3sTCs TONbKO 3amnncu,
KOTOpble COOTBETCTBYIOT 3TUM NMapamMeTpam.

B none HanTmn TeKCT BBEOUTE KJIIOYEBOE CI0BO AJ15 MOMCKa. Cnonb3ynTe packpbiBaloLLEecs MEHIO
NckaTb B cTtonbuax, 4Tobbl yTOYHUTbL YCI0BMSA NOMCKa. BbibepuTe 04HY UM HECKOSIbKO 3anucei B
packpblBatoLWeMca MeHio Tunbl 3anucen XXypHana. 3afaTe nepuop BpeMeHHU, pesynbTaThl 3a
KOTOPbIA HY>KHO BbIBECTU Ha 3KpaH. MoXKeTe Tak)Ke UCN0Jib30BaTb APYyrue napaMmeTpbl NONCKaA,
HanpuMmep TonbKO cnoBa uenauMKom nin C yueTom perucrpa.

HanuTu TekcT

BeeauTe CTPOKY (C/I0BO LIESIMKOM WJIM HYAaCTUYHO). MOSBATCA TONbKO 3anncK, B KOTOPbIX
coaepXunTcs 3Ta cTpoka. OcTanbHble 3anucy byayT onyLLeHbl.

WckaTb B cTonObuax

BbibepuTe, Kakme cTonbubl ByayT yunThiBaTLCA NPK Noncke. Ons Ncnosb30BaHUS B MOUCKE MOXXHO
OTMEeTUTb OAMH CTON6EL MK Cpa3y HECKOJIbKO.

Tunbl 3anucen
BbibepuTte 0gnH MM HECKOIbKO TUMOB 3amnunCcen XXypHaia B PaCKpbIBalOLWLEMCS MEHIO.

» llMarHoCcTUKa: B XXypHa BHOCUTCS UH(OpMauus, Heobxoanmas ANs TWaTebHOW HaCTPOVKY
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nporpaMmel, n BCe NnepevncsieHHble Bbile 3anncu.

* UHdopmaumsa: B XXypHasl BHOCATCA MHPOPMALIMOHHbIE COOOLLEHNS, B TOM YMC/e COOOLLIEHUS
06 ycneLwHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NEPEYUCTIEHHbIE Bbille 3anncu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHopMaLms 060 BCEX KPUTUYECKUX oLINBKax 1
npeaynpexaeHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLma 06 owmnbkax 3arpyskun anioB U KpUTUYECKNX
owwnbkax.

» KpuTnueckoe: perucTpmpyoTcs TONbKO KpUTUYeCKre owmnbKm (owmnbKky 3anycka 3aluTbl oT
BMPYCOB,

NMepuop BpeMeHu,
Mepuopn BpeMeHu: 3aganTe Nepuos BpeMeHu, pesysibTaTbl 38 KOTOPbIA HYXKHO BbIBECTU Ha 3KPaH:

* He ykasaHo (no ymonyaHuio). Monck no nepmosy BpeMeHu He BbINOJIHAETCS, a BeAEeTCS B
XKYpHane LesImKomM.

* Mpownbin peHb
* Mpownasn Hepensa
* Mpownbin Mecay

* NMepuop, BpeMeHn. MOXXHO yKa3aTb OnpefesieHHbll NepUos BPeMeHU (Havano u KoHel
nepuoaa), YTobbl OTHUALTPOBATL 3aMUCK MO HEMY.

TONIbKO CNOBA LEeJIMKOM

YCTaHOBMTE 3TOT (PJIaXKOK, eCc/iv ANs NosayyeHus 6onee TOYHbIX pe3ynbTaToB HY>KHO NUCKaTb
onpepaesieHHble C/10Ba LUEJINKOM.

C yyeToM perucrtpa

C y4yeToM perucTpa: yCTaHOBUTE 3TOT (P/IaXKOK, eC/iv Npu PuibTpauum SOSHKEH YYNTbIBATLCA
perncTp 6ykBs. [locne HaCTPONKK NapaMeTpPoB MOMCKa NN GUAbTPaLNN HaxXxMuTe KHonky OK,
4T06blI 0TOOPa3NINCL OTWIbTPOBAHHBIE 3aMNCK XYPHaNa, UM HaXKxMUTe KHOMKy HanuTu, 4Tobsbl
Ha4vaTb NoucK. MNMonck B hanmnax XxypHasia BefeTca CBepXY BHWU3, HAYMHASA C TEKYLLEeN No3numm
(BblAeneHHom 3anuck). Nonck npekpawaeTcs, Korga HaxoAnTCa nepBas COOTBETCTBYOLWANA ero
KpUTepmsaM 3anuncb. YTobbl HANTK CnenyoLwyo 3annucb, HaXXMUTe Knasuwy F3. YTobbl yTOYHUTL
KpUTEPUMN NONCKa, LLENKHUTE NPaBoOn KHOMKOW MbiWwn 1 BbibepuTe NyHKT HauTw.

HacTpouka BegeHus XXypHana

HacTponky BefeHuUs XypHana ESET Internet Security MOXKHO OTKPbITb U3 [J1aBHOI0 OKHa NporpaMmbl.
Bribepute HacTponku > [lonosiHUTENbHbIE HACTPOUKHM > Cny>XXeOHblie nporpamMmmsbl > annbl
XXypHana. 3T0T pa3fien UCnoJsib3yeTcs A1 HAaCTPOMKK yrnpasaeHns xypHanamu. MNporpamMma
aBTOMaTUYeCKUN yaanseT cTapble (haisibl XXypHaoB, 4ToObl COKOHOMUTL AUCKOBOE NPOCTPAHCTBO.
Ons annos XypHana MOXXHO 3afiaTb NapamMeTpbl, YKa3aHHbIe HXe.
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MuHuMManbHasA cTeneHb AeTanau3auum XypHana: HaCcTPoNKa MUHUMAJIbHOrO YPOBHS
JgeTanusauum 3anncen o cobbiTusax.

* InarHocTmka: B XYpPHaJi BHOCUTCA VIH(pOpMaLI,I/IH, Heobxoaumas onsa TwaTenbHON HaCTDOVIKI/I
nporpamMmsbl, N BCe NnepevncsieHHble Bbllle 3anncu.

* UHdpopmaumsa: B XXypHasl BHOCATCA MHPOPMALIMOHHbIE COOBLLEHNS, B TOM YnUCNe COObLLEHUS
06 ycnewHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NepPeYnC/IEHHble Bbille 3anucu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHGopMaLmMs 0060 BCEX KPUTUYECKUX oLINBKaxX 1
npeaynpexaeHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLmsa 06 owmnbkax 3arpysku anioB U KpUTUYECKUX
ownbkax.

* Kputnyeckue oWMOKK: perncTpupyoTcsa TONbKO KpuTnyeckme owmbkm (owmnbkn 3anycka
3almnTbl OT BUPYCOB,(hanepsoiam T. .).

Ecnu BbibpaTb ypoBeHb AeTann3aumm «AnarHocTuka», B XKypHan 6yayT 3anucbiBaTbCs
cBefeHns 060 Bcex 3ab610KMPOBaHHbIX NOOKOYEHMUSX.

3anuncu B XXypHane, Co3MlaHHble paHbLle, YEM YKa3aHO B Nnose ABTOMAaTUYECKMU yaanaTb 3anucu
cTapuwe, 4em X gH., OyayT aBTOMaTUYECKN YOANAThCS.

ABTOMaTU4YECKU ONTUMMU3UPOBaATL (Pasibl XXYPHANOB: €C/IM 3TOT (PJIAXKOK YCTAHOBJIEH, (hanbl
XYypHanoBs byyT aBTOMaTUYECKN fedparMeHTMPOBaTbCA B TeX C/lyvasx, Korga npoueHT
(pparmeHTauuUM NpesbILLAET 3Ha4YeHne, yKasaHHoe B napameTpe Ecnm KonnyecTso
Heucnosib3yeMmbix 3anucen npesbiwaet (%).

LlenkHnTe ONTMMM3NpPOBaTh, 4TOOLI HaYaTb AedparMeHTauunio hanaoB XXypHanos. Mpu 3Tom
YyLANAnTCA BCe NyCTble 3anncu XypHasoB, 4TO yayyllaeT NpoM3BOAUTENIbHOCTb U CKOPOCTb
06paboTKu xypHano.. Takoe yny4yweHne oCobeHHO 3aMEeTHO, eC/IN B XXYpHalax COAEPXMUTCA
60/1bLLIOE KONIMYECTBO 3aMnuncen.

BoibepnTe BKNIOYUTL TEKCTOBbLIN NPOTOKOJ, 4TOObI pa3peLlnTb XpaHEHNE XYPHAJIOB B APYroM
(hopmaTe O0TAENIbHO OT (hanJI0B XKYPHAJIOB.
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* LLeneBo# KaTanor: Katasaor, B KOTOPOM OyayT XpaHUTLCA (aiibl XYPHaN0B (TONbKO AN
TEKCTOBOro popMata n popmaTta CSV). Kaxkabln pa3fen XxypHana COXpPaHAETCs B OTAE/bHbIN
thann ¢ npegBapuTeNbHO 3aflaHHBIM UMEHEM (Hanpumep, B ain virlog.txt 3anncbiBaeTCs pasgen
OGHapy>xeHusa alina XypHana, ecam ANa XxpaHeHnsa (hainnoB XXypHana BaMu BbibpaH hopmaT
06bIYHOr0 TeKCTa).

* Tun: ecnu BoibpaTh popmaT TeKCT, XXypHasbl OyayT COXPaHATLCS B TEKCTOBbIVA (paitf, AaHHbIe
B KOTOpPOM byayT pasgeneHsl Tabynaumen. To e KacaeTcsa hopmaTa CSV. Ecam BbibpaTb
CobbiTHe, XypHanbl ByayT COXpaHATLCS He B (halin, a B XypHan cobbiTnin Windows (€ro MOXHO
NPOCMOTpPETb Ha NaHen ynpasBiaeHusa B CpeAcTBe NpocMoTpa cobbiTui).

* Ypanutb Bce hannbl XXypHana: yaanseT BCe COXPaHEHHbIE XYpPHasbl, BbIOpaHHbIE B
packpbiBatoweMcst MeHto Tun. Moce yaaneHns KypHaaoB NosSBUTCS YBeAOMJIEHNE O
3aBepLUEHNM NpoLiecca yaaneHus.



Ona 6onee 6uicTporo peweHna npobaem cneymanncTol ESET MHOMrAa MOTyT 3anpalnBaTh Y
NnoJsib30BaTeNeN XYPHabl C UX KOMMNbIOTEPOB. ESET Log Collector 0bneryaeTt cbop Heobxoammon
NHopMaunn. JononHUTENbHbIE CBEAEeHMA O ESET Log Collector CM. B 3TOVM CTaTbe 0a3bl 3HaHUN
ESET.

3anyLieHHble npouecchl

B pasgene «3anyLeHHble NPoLEecChi» 0TOOPaXXatTCA BbINOJIHAEMbIE HA KOMMbIOTEPE NPOrpPaMMbl
UM NpoLecckl. Kpome Toro, oH No3BosieT OnepaTUBHO 1 HEMPEPbLIBHO YBEAOMASTbL KOMMNaHWIO ESET 0
HOBbIX 3apa)keHusX. ESET Internet Security NpefoCcTaBNseT NoAPO6HbIE CBEAEHWNS O 3aMyLLEHHbIX
npoLeccax Ans 3alinTbl NOJb30BaTENEN C MOMOLLbIO TEXHOMOMMMN ESET LiveGrid®.

=
ESET HOME — O X
(esY) INTERNET SECURITY ab
@ 3anyueHHble npoueccsl @ @ @
ﬁ [loMaLLIHAR cTpaHula B 3ToMm okHe oToBpaxaeTca cncok BelBpaHHblx GdaMnoe ¥ 4AONOAHWTEAEHAA MHdopmMauma ns ESET
LiveGrid @. YkazbleaeTcA penyTauna Kaxaoro Gaina, a TakKe KoAWJecTEo NoNb20EaTENEld W EpeMA
Q CKaanoEaHne KOMNBHOTERA nepeoro UfjHap},.'){EHMH.
™ 06
HOENEHKe
r PenyTayna Mpouecc FID Konuyecreo no... Bpema o6Ha.. Fma npunoxeHna
E Cepeuc NN [ smss.exe R - ccaua Hasag Microsoft® Windows® Oper...
[85] csrss.exe 452 1 rog Hazag, Microsoft® Windows & Oper...
133 Hactpoilka [®E] wininit.exe 524 1 mecay Hasag Microsoft® Windows® Oper...
® Crpaska u noAdepxKa @3] services.exe 572 & mecaues Ha... Microsoft® Windows® Oper...
[m=] winlogon.exe 616 1 mecay Hazag Microsoft® Windows® Oper...
[ 1sass.exe 660 & mecaues Ha... Microsoft® Windows® Oper...
[®E] swehost. exe 743 1 rog Hasag Microsoft® Windows & Oper...
[ fontdrvhost.exe 760 1 mecay Hazag Microsoft® Windows® Oper...
=] dwm.exe 980 & mecaues Ha... Microsoft® Windows® Oper...
'.l? vboxservice, exe 1412 1 rog Hazag Cracle WM VirtualBox Guest A...
[35] wudfhost.exe 1472 1 rog Hazag, Microsoft® Windows & Oper...
MyTe: chwindows\system32\smss.exe
Pazmep: 152.3 Kb
Onucadne: Windows Session Manager
KomnaHwa: Microsoft Corporation
Bepcna: 10.0.19041.1 (WinBuild.160101.0800)
MpoayeT: Microsoft® Windows & Operating System

Mata cozganna: 5/12/2021 12:02:49 AM
Aata msmedHenna:  5/12/2021 12:02:49 AM

+ CKpBITe NogpobHocTk

PenyTtauus: B 60nbLUMHCTBE CnyyaeB ESET Internet Security M TEXHONOrMA ESET LiveGrid® npucBanBatoT
obbekTam (pannam, npoueccam, pasfenam peecTpa 1 T. M.) YPOBHM pUCKa Ha 0CHoBe Habopos
3BPUCTUYECKMX MPaBWJI, KOTOPbIE N3y4aloT XapakKTepUCTUKN KaXX4oro obbekTa 1 3aTeM OLeHMBaIT
BEPOATHOCTb UX BPELOHOCHOW AeATeNIbHOCTU. Ha 0CHOBE Takoro 3BPUCTUYECKOr0o aHan3a
obbekTaM NPUCBanMBaETCS YPOBEHb PUCKa: 0T 1 — 6e30nacHo (3eneHblin) 0o 9 — onacHo (KpacHbIR).

Mpouecc: nms obpasa NporpaMMbl UK NpoLecca, 3anyLUeHHbIX B HACTOSALWMNIA MOMEHT Ha
KoMMbloTepe. [ NpoCcMOTpa BCEX 3aMyLEHHbIX Ha KOMMbIOTEPE NPOLECCOB TakXXe MOXXHO
1CNosib30BaTb AMcreTyep 3a4ay Windows. YTobbl OTKPbLITh AUCHeTYEp 3a4ad, WeNKHUTE NpaBou
KHOMKOW MbILLKX B NYCTON 061acTh Ha NaHenn 3afad, nocsie Yyero Buibepute NyHKT Aiucnetyep
3apay. /inm Bocnonb3ynTech codeTaHneM KnaBuw CTRL + SHIFT + ESC.
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https://support.eset.com/kb3466
https://support.eset.com/kb3466
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=technology_livegrid

N3BeCTHbIE npunnoXxeHnd, MMeLLNE NMOMETKY bBe3onacHo (3eneHbin), orpeneneHHo ABNATCA
YUCTbIMK (HaxoaAaTCs B 6€N0M CNCKE) 1 NCK0YaoTCA 13 CKaHMpOBaHUA. 3TUM A0oCTUraeTca
noBblLLIEHNE NMPON3BOANTENBHOCTHN.

MAEHTMd)HKaTOp npouecca: VIJJ,eHTVICbVIKaLI,VIOHHbIVI HOMep rnpouecCa MOXKET UCMOJIb30BaTbCA B
Ka4yeCTBE NMapaMeTpa B Bbl30BaX pPa3/IN4HbIX (byHKLI,I/IIZ, TaKNUX KaK N3MEHEHWNE NMPUOPUTETa NpPoLECCa.

KonuuyectBo nonb3oBaTeneun: KOJM4eCTBO NoSib30BaTeNe JaHHOMO NPUIoXKeHNS. ITa
NHopMauns cobupaeTcsa TexHonormnem ESET LiveGrid®.

BpeMs oOHapy>XxeHus: BpeMsi, NpoLlejlliee ¢ MOMEeHTa 0BOHAPYXXeHMS MPUI0XEHNS TEXHONOT Ne
ESET LiveGrid®.

Ecnn npunoxxeHne nmeeT noMeTKy HensBecTHO (OpaH>XeBbiil), OHO He 0653aTeNbHO SBNSETCS
BPEeAOHOCHbIM. O6bI4HO 3TO NPOCTO HOBOE MpPUJIOXKEHMEe. ECan Bbl He yBepeHbl B 6e30MacHoCTU
(haiina, ero MOXXHO OTNPaBUTL Ha aHasu3 B UCCNefoBaTeNbCKyo NnabopaToputo ESET. Ecnm chann
OKa)XKeTCs BPeAOHOCHbLIM MPUIOXKEHUEM, TO B Cieaytowem obHoBNeHUN OH byaeT
pacno3HaBaTbCA.

NMA NnpunoXXeHUA: KOHKPETHOE UMSA NPOrpamMmbl UK npoLecca.
LLlenkHnTe npunoxxeHune, 4Tobbl 0TOOPaA3NTb YKa3aHHbIE HMXKE CBEAEHMNSA O HEM.
* MyTb: pacnosioXXeHne NPUJIoOXKEHNS Ha KOMMbloTepe.
* Pasmep: pa3mep anna B Kb (knnobantax) unm Mb (merabantax).
* OnucaHme: xapakTepuCTMKKN haia Ha OCHOBE ero OnuMcaHnsa B onepaunoHHON cucTeme.
* KoMnaHusa: Ha3BaHMe NOCTaBLUMKA UK Npouecca NPUIoXKeHNs.
* Bepcua: nHhopMaLma oT nsgatens npuioxeHuns.
* MpoAyKT: UMSA NPUNOXKEHUSA U/ HAUMEHOBAHNE KOMMAHWUN.

* laTa co3paHUA UM U3MEHEHMUA: JaTa U BpeMs Cco3faHns (M3MeHeHNs).

Kpome TOro, Bbl MOXXeTe NpoBepUTL penyTauunio hannos, He LENCTBYIOWNX KaK BbIMOJHSAEMblE
nporpammbl 6o npouecchl. a8 3TOro WeaKHUTE UX MPaBO KHOMKOWM MbILLW B MPOBOAHMKE 1
BbibepuTe 3neMeHThl PacluMpeHHble napamMeTpbl > NMpoBepuTb penytauuio panna.

@ CraHwpoeate nporpammci ESET Internet Security

PaclumperHele NapameTpb r @ CKaHWpOEaTE BE3 OUMCTEMN

Mzonwposate gain
Mepeaate dafine 4nA aHanuza...

Mpoeepute penyTaume gaiina

OT4eT No 0e3onacHoOCTHU

ITa (hyHKLMA NO3BONSAET NOJYYNUTb 0030p CTATUCTUKM NS CEAYIOLNX KaTeropui:
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* 3abnoknpoBaHHble Beb-cTpaHuubl: 0TOOpa)KaeT KONNYECTBO 3a610KNPOBAHHBIX BED-
CTpaHuy, (URL-agpec BHECEH B «4ePHbIN» CIUCOK MOTEHLMaNbHO HeXXenaTelbHbIX MPUI0XKEHNUH,
(PULLMHIOBbLIN CAT, B3/IOMaHHbIA MapLIpyTHU3aTop, IP-afpec uin ceptudukar).

* OOGHapy>XeHbl 3apa>keHHble 00BbEKTbI 3/IEKTPOHHOM MOYTbI: 0TOOPaXXaeTCs KOIMYECTBO
0b6HapyXeHHbIX 3apaXKeHHbIX 0OBLEKTOB 3IEKTPOHHOW MOYThI.

* Beb-cTpaHULbl B POAUTENILCKOM KOHTPOJIe 3abN10KMpOBaHbIL: 0TOOpaXKaeTcs KOMYeCTBO
3a0/10KMPOBaHHbIX BEO-CTPAHULL B POANTEILCKOM KOHTPOJIE.

° 06Hapy)Ke|-|o nOoTeHUMUaNIbHO He)XXeJiaTeJ/ibHOe NPUJiIo>KeHue: 0T06pa>KaeTcs1 KOJIN4eCTBO
NOTEHUMNANbHO HEXeNaTeNbHbIX MPUN0XKEHUA.

* ObHapy>XeH cnaMm B 3JIEKTPOHHOM noyTe: 0Tobpa)kaeTcs Konn4ecTso obHapy>KeHHOro
criama B 3JIEKTPOHHOW MoyTe.

* 3abnokupoBaH pocTtyn K Beb-kamepe: oTobpaxaeTcs KOaM4ecTBo 3ab0KNPOBaAHHbIX
MONbITOK A0CTynNa K Beb-kamepe.

* 3alUMLLEHHO NOAKJIIOYEHUN K yCJ/IyraM MHTepHeT-0aHKa: oTobpa)kaeTcs KONMYeCcTBO
3alUMLLEHHbIX MOMNbITOK AOCTYNa K Beb-CalTaM C NCN0JiIb30BaHNEM (DYyHKLUMMK 3allinTa
OaHKOBCKON onaThl.

* MpoBepkKa BOKYMEHTOB BbiNOJIHEHA: 0TOBpPaXXaeTCs KOJIMYECTBO MPOCKAaHMPOBAHHbIX
06bEKTOB IOKYMEHTOB.

* MpockaHupoBaHO NpuNoXeHUn. OTobparkaeTcs KONNYECTBO NPOCKAHUPOBAHHbIX
NCMOJIHAEMbIX 0O bEKTOB.

* MpoBepka Apyrux o0OHLEKTOB BbiNOJIHEHA: 0TOOpaXKaeTCq KOIMYECTBO APYrux
NPOCKaHMPOBaHHbLIX 06 HLEKTOB.

* MpockaHupoBaHO 0OBEKTOB Ha Beb-cTpaHuuax. OTobpaxxaeTcs KOMYeCTBO
NPOCKaHNPOBaHHbIX 06 bEKTOB Ha BEDO-CTpaHMLIaX.

* NMpocKaHUPOBAHO 0O BHLEKTOB 3JIEKTPOHHOM NMOYTbI: 0TOOPAXKAETCH KOJIMYECTBO
NPOCKAHNPOBaHHbLIX 06 bEKTOB 3/1E€KTPOHHON NOYThI.

MopsaoK pacnonoXXeHnsa 3TUX KaTeropuin onpeaensaeTcs ux YNCA0BbIMU 3HAYEHNAMN — OT BoNbLUEro
K MeHblueMy. KaTeropuu C HyNneBbIMU 3Ha4YeHMAMKN He oTobpaxatoTcs. LLenkHuTe "Bonblue", 41obbl
pa3BepHyTb U 0TOBPa3nNThb CKPLIThIE KaTeropuu.

B 3ak/sil04MTENIBHON YacTK oT4eTa no 6e3onacHocTn BaMm ByLeT NpeasioXeHO akTUBUPOBaTb
cnepyowme pyHKUNN:

* POANTENLCKUN KOHTPOJIb

* AHTUBOP

Mocne akTuBauum 3Ta PyHKUNS Bonblle He ByaeT oTobparkaTbCs B 0THETE Mo 6e30NacHOCTY Kak
HepaboTatoLas.

B NMpaBoM BEPXHEM Yy LIEKHUTE 3HA4YOK LecTepeHKn £, 4ToObI BKIIOYNTL UK BLIKJIIOYUTD
yBefoMJIeHUs oT4yeTa no 6esonacHOCTU 1n BbiIbpaTb, 33 KAKOW Nepunoa Hy>XHO 0Tobpa3nTb
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AaHHble: 3a nocnegHune 30 AHEeN MM C MOMEHTa aKTMBaLUKM NpoaykTa. ECnm ycTaHoBKa ESET Internet
Security BbIMOMHANACL MeHblUe 30 AHel Ha3af, Bbl CMOXeTe BblbpaTb TO/IbKO KOJIMYECTBO AHeN C
MOMEHTa yCTaHOBKMU. [0 ymon4yaHuto BbibpaH nepuog 30 gHen.

INTERNET SECURITY ESETHOMEN — O X

@ OtueT no 6esonacHocTu © ®

‘GD OMaLLHAA CTpaHnLa i . -
A paHi 3aeck NOKazaHe! CEefeHnA 0 2auMTe ESET Security 2a nocnegHue 30 aHei #V

Q CKaHMpOBaHWE KOMNLIOTEDS

nFlCICMCITpHTE BallW FallMUleHHbIE AaHHBIE

O QBHoBNEHNE
o
1= —
- - = —

133 Hactpoiika g - v

@ CNpaeka 1 NoAfepKKa MpockaHUMpoBaHO [pockaHMpoBaHo MpockaHWpoEaHO

MPUNCKEHMIA 06bEeKTOB Ha Beb- APYTUX OBLEKTOB
CTpaHWLax
4,790 21,381

1,563

BraroumTe 311 gyHKUMM BezonacHOCTH, UTODE! YCMAWTE 2aLLMTY.

Poawntennckmia

KOHTpOMb
e %

dnemeHT COPOCUTbL BaHHble M03BOSET OYUCTUTL CTaTUCTUKY M YAAUTL CYyLLECTBYIOWME AaHHble
oTyeTa no 6e3onacHoOCTN. 3TO AEeNCTBME HYXXHO NOATBEPANTb, €C/IN TOJIbKO (Pl1aXkoK 3anpalumBaTth
noaTBepXAaeHue nepen cOPoCOM CTaTUCTUKM He CHAT B MeHI0 PacluMpeHHble napaMeTpsbl >
YBepoMmneHnus > UHTepakTUBHbLIA peXxuM > MoaTeepxaeHus > U3MeHUTD.

CeTeBble NOAKJIIOYEHUSA

B pasgene «CeTeBble NOAKIIOYEHNSA» 0TOOPAXKAETCA CMNCOK AaKTUBHBIX U OT/IOXKEHHbIX COEANHEHWIA.
3T0 NO3BOASET YNPaBAATb BCEMU MPUIOXKEHNAMI, KOTOPbIE YCTAaHABAMBAOT UCXOasLLNeE
coeIMHeHuns.
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@ CeTeBble NOAKAKOUYEHNA @ @ © ®

‘GD JoMaLLHAA CTRaHuLa MNpunoxeHne/NokansHuRA P YaaneHHw i 1P Mpoto.. Woogaw,.. Bxogawa.. OTtnpasneHo [MoaydeHo

> || System 0B/c 0B/c 186 KB 17T KB
Q CKaHWPOBaHWe KOMNLHTERA

> [ wininit. exe 06/c 06/c 06 0B
O OBHOBEHME > [0 services.exe 0 B/c 0 B/c 0E6 0B

> [E]Isass.exe 0 B/c 0 B/c 0E6 0B
3 cepeuc > [EF svchost.exe 0B/ 0B/ 0B 0B

> [EE svchost.exe 0 B/c 0 B/c 06 06
£33 Hacrpoiica > [l svchost.exe 0B/c 0B/c 05 0

rchic 0B/ 0B/ 2 N 582 |

@ Cnpaeka u noasepxxa > [0 svehost.exe 0 B/c 0 B/c 2 MB 582 MB

> My sppolsy,exe 0 B/c 0 B/c 0B 0B

> [ svehost.exe 0 B/e 0 B/e 0E 0B

> [E] ekrn.exe 06/c 06/c 16 KB 108 KB

LLlenkHMTE 3Ha40K rpaduka @ 4T0bbl OTKPLITH pa3gen CeTeBas akTUBHOCTb.

MepBas CTPOKa COAEPXKUT UMS MPUIOXKEHNS U €ro CKOPOCTb Nepefiayn AaHHbIX. s npocMoTpa
CNUcKa coeauHeHNN OTAEeNbHOr0 NpunoXXeHus (1 bonee NnoApobHON MHDOPMaLUN) LLENIKHUTE >.

Ctonoupbl

anﬂO)KeHMe/nOKaﬂbelﬁ IP-appec: NMs NMPUNoXKeHUs, JJoKasibHblE IP-afgpeca N MopThI obmeHa
OaHHbIMI.

YaaneHHbI# IP-agpec: IP-alpec 1 HOMep NopTa COOTBETCTBYIOLLEr0 YAaIEHHOr0 KOMMboTepa.
MpoToKon: NCMOo/Ib3yeMbIii MPOTOKON Nepeaayn faHHbIX.

Ncxopsawan ckopocTb/Bxoaawian CKOPOCTb: TeKYLLAs CKOPOCTb 06MeHa faHHbIMU B
COOTBETCTBYHIOLLMX HAMNPaBNEHNSAX.

OTnpaBneHo/Honyquo: obbem nepenaHHbIX JaHHbIX C Ha4aJ/la CoOeANHEHNA.

Moka3aTb noapobHOCTU: BbibepuTe 3Ty hyHKUMNIO AN18 0ToOparkeHust noapobHon nHdopmaLmm o
BbIOPAHHOM MOAKIIOYEHUN.

LLlenkH1Te NoaKYeHNE NPaBOA KHOMKOW MbILIK, YTOObI MPOCMOTPETb A0MNOJHUTENbHbLIE
napaMeTpbl, CPEAN KOTOPbLIX ECThb CAeaytoLIne.

OnpepensaTb UMEHa XOCTOB: BCe CETEBble afpeca, ec/in 3T0 BO3MOXHO, 0TobpaxkatoTcs B (hopmaTe
DNS, a He B 41CNOBOM (hopmaTe IP-apecos.
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Moka3biBaTb TONILKO COeAMHEHUsA NO TCP: B CMMCKe 0TOBPaXKatoTCs TONIbKO NMOAK/YEHNS M0
MpoTOoKOJY TCP.

Moka3biBaTb OXXKUAAHUE COeAUHEHUS:; YCTaHOBUTE 3TOT (,pJ'Ia)KOK ons OTOﬁpa)KeHVIFl TOJIbKO TeX
NOAKJ/OYEHUI, MO KOTOPbIM B HACTOALNIA MOMEHT He nponcxoaounT obmeHa gaHHbIMK, HO ANS
KOTOPbIX CNCTEMa YXXe OTKPbIJ1a NOPT N 0OXXKNAaeT NoAKII0YEeHNA.

Moka3sbiBaTb BHYyTPEHHNE COeQNHEHMUA: YCTaHOBUTE 3TOT p1aXKoK, 4Tobbl 0TOOPa3nTb TOLKO Te
coefMHEeHNs, B KOTOPbIX yAa/leHHON CTOPOHOW SIBASETCS IOKaJIbHbIA KOMMbIOTEp (Tak Ha3blBaeMble
localhost).

OGHOBUTbL CKOPOCTL: BbibepnTE NEPUOANYHOCTL OOHOBNEHUS aKTUBHBIX MOAKOYEHNI.
OOHOBMUTbL celyac: nepesarpyska okHa «CeTeBble NOAKJIOYEHUS».

HDELI,CTaBJ'IeHHbIe HN>Xe BO3MOXXHOCTW OOCTYMHbI, TOJIbKO eC/N LWWENKHYTb NMPpUioXeHne nin
npouecc, a He akTuBHoOE NOoJKJIlo4EHME.

BpeMeHHO 3anpeTuTb OOMeH AaHHbLIMKU ANA Npouecca: 3anpeTuTb TeKyLLMe COeANHEHNS ANS
LaHHOro NpunoXeHus. Mpy co3haHnM HOBOTro CoeaMHeHNs daiepBo UCMOSb3yeT
npenonpeaeneHHoe npasuno. OnucaHne napaMeTpoB CM. B pa3aene HacTporika 1 1cnosb3oBaHmne

npasuna.

BpeMeHHO pa3pelunTb 0OMeH AaHHbIMM ANA Npouecca: PaspellnTb TEKYLLME COEANHEHNS ANS
AAHHOrO NpUNoXXeHus. Mpu co34aHNM HOBOrO COeANHEHUS (hailepBO NCNONb3YeT
npenonpeaeneHHoe npaeuio. OnncaHne NapamMeTPoB CM. B pa3aesie HacTporika v NCnosb30BaHme

npasuna.

CeTeBasi aKTUBHOCTb

YT106bl MPOCMOTPETL TEKYLLYIO CETEBYI0 aKTMBHOCTb B rpaduyeckom Buae, Bbibepute CepBuc >

JononHutenbHble cpencTea > CeTeBble NOAKAIOYEHMUA U LLESIKHATE 3HAYO0K rpadurka @ B
HVXKHEN YacTu rpadmka HaxoANTCA BPEMEHHas LWKasa, Ha KOTopon oTobpaxkaeTcsa ceTesas
aKTMBHOCTb B peXUMe peasibHOro BpeMeHu 3a BblbpaHHbIN BpeMeHHON UHTepBa. YTobbl N3MEeHUTb
BpeMeHHOW nHTepBas, BbibepuTe HeobxoAnMoe 3HaYeHne B pacKpblBaoLLeMcs MeHio YacToTa
obHOBNEHMA.
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CeTeBas akKTUBHOCTb

80 KB
&4 Kb
48 KE
32 Kb

16 KB

31772022 6:25:52 AM 3/17/2022 6:29:535 AM

KonuuecTeo oTnpaBAeHHbIX 4aHHBIX
5 KB

4 KB
3 KB
2 KB

1KB

3/17/2022 6:25:52 AM 3/17/2022 6:29:55 AM

YacroTa oBHOENEHWMA 1 cekyHaa v

JOoCTynHbI CieayoLine BapuaHTbl:

* 1 ceKyHpa: amarpamma obHOBNAETCS KaXX Ay CeKYHAY, BPEMEHHas LUKasia OXBaTbiBaeT
nocnefHue 4 MUHyT.

* 1 MmuHyTa (nocnepHue 24 yaca): gnarpaMmma obHOBASETCS KaXXAY0 MUHYTY, BpEMEHHas
LLUKafia oxBaTblBaeT nocaenHue 24 yaca.

* 1 yac (nocnepHuM MecaL): frarpaMmMma 0OHOBNSETCA KaXK bl Hac, BpeMeHHas LWKasa
0XBaTbIBaeT NOCNefHUN MecAL,.

Ha BepTukanbHoM ocu rpaduka oTobparkaeTcs 06beM NoayHeHHbIX UK OTMPaBEHHbIX AaHHbIX.
HaBenunTe ykasaTenb MbIWW Ha rpadnk, Y4ToObl YBUAETb TOYHbIA 06BEM NOSYYEHHBIX UK
OTNPaB/IeHHbIX AAHHbLIX B KOHKPETHbIA MOMEHT.

ESET Sysinspector

ESET SysInspector — 3T0 MPUIOXEHNE, KOTOPOE TLaTeSIbHO NpoBepsieT KOMNbIOTEP 1 cobupaeT
I'IO)J,pO6HbIe cBeeHNA 0 TaKNX KOMMNOHEHTaX CUCTEMBI, KaK ﬂpaVIBepbl N NPUNOXeHNA, CeTeBble
NnoAOKJII04YEeHNA N BaXXHbl€ 3aMnnCn PpeecCTpa, a TakKXXe OUeHNBAET YPOBEHb PUCKa A4 KaXXA0ro
KOMMOHeHTa. 3Ta NHdopMaLuns cnocobHa Nomoyb onpenennTb NPpNYNHY NOAO3PUTENIBHOIO
noBeneHna CUCTEMbI, KOTOPOE MOXKET ObITb CBA3@HO C HECOBMECTUMOCTbIO nporpamMMHoOro nian
annapaTHoro obecneyeHns Uy 3apa>keHmem BpeoHOCHbIMU NporpaMmMamMu. YTobel y3HaTb, Kak
ncnoJsib3oBaTb ESET Sysinspector, CM. NHTEPAKTUBHYIO CMPaBKY ESET Sysinspector.

B oKHe ESET Syslnspector 0TO6paxaloTCs cneayiolime CBeleHNs 0 XXypHanax:

* BpeMsa: BpeMsi CO3aaHNs XXypHana.
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* KoMMeHTapui: KpaTKuii KOMMEHTapUiA.
* Monb3oBaTennb: NMA NOSIb30BaTENSA, CO3AABLIEN0 XYpHall.
* COCTOsIHMe: COCTOSAHME CO3aHNA XXypHana.

JOoCTynHbl NepeyYnciieHHble Janee AencTBUS.

* NMokasaTb — OTKPbLIBAET BblIbpPaHHbI XKYypHan B ESET Sysinspector. Bbl TakXXe MOXeTe LLENKHYTb
alin XKypHana npaBovi KHOMKON MbIlWW U BbIBPaTb B KOHTEKCTHOM MeHI0 MyHKT MoKasaTsb.

* CpaBHMUTb: CPaBHEHME [IBYX CYLLECTBYIOLMNX XXYPHANOB.

* Co3paTtb: CO3aHune XYpPHana. I'Ipemue YEM MbITaTbCA OTKPbLITb XXYPHaJ, MOA0XKAONTE, NOKa He
creHepupyeTcs ESET Sysinspector (COCTOAHME Co3paHo).

* YpanuTtob: yhaneHne BblaeJsIEHHbIX XYPHaJZIOB U3 CMNCKa.
Ecnn Bbl6paHbI (pa|7|nb| XYpHana, B KOHTEKCTHOM MEHIO AOCTYMHbI CneayrLine sN1eMEHTHI:

* MokasaTb: OTKpbITME BbIBPAaHHOI0 XXYypHana B ESET Sysinspector (@HaIOrMYHO ABONHOMY
LLEeNYKY).

* CpaBHMTbZ CpaBHEHME ABYX CYLLECTBYHOLLNX XYPHaJIOB.

* Co3paTb: co3faHne xypHana. MNpexage 4eMm NblTaTbCAa OTKPbITb XYPHas, NOLOXANTE, MOKa He
creHepupyeTcs ESET Sysinspector (CocTosHMe Co3paHo).

* YRanuTb: yaasneHne BblaeNeHHbIX XKYPHaN0B 13 CrMCKa.
* YRanuTb BCe: yaJieHNe BCEX KYPHAJIOB.

* IKCNOPT: 3KCMNOPT XKypHana B hana nam apxus B hopmaTte XML. XKypHan 3KCNopTUPYeTCsa B
nanky C:\ProgramData\ESET\ESET Security\SysInspector.

NNaHUPOBLLUK

MNaHMPOBLLMK YNPaBASET 3arnjaHNPOBaHHbIMK 3a4a4aMn U 3anyCcKaeT UX C NpeiBapuTesbHO
3afaHHbIMW NapaMeTpamMu U CBONCTBAMMU.

MNaHMPOBLLMK MOXHO OTKPbITb U3 [J1IaBHOI0 OKHa NporpamMmel ESET Internet Security, LLLENKHYB
3nemeHT CepBuc > [lonosiHuTeNbHbIE cpeacTBa > MnaHnpoBLKK. MNaHUPOBLLMK COOEPXKUT
CMUCOK BCeX 3aniaHnpOoBaHHbIX 3a4a4 U UX NapaMeTpbl 3anycka (AaTy, BPeEMS U UCMOJb3YEMbIN
npouib CKaHMPOBaHWKSA).

MAaHWPOBLLMK NpeAHa3HayYeH 48 NAaHWPOBaHUS BbIMOJHEHUS CneayloWwmnx 3aaay: obHoBNeHne
MOAYJNiei, CKaHMPOBaHWNE, NPOBepPKa PaisioB, NCMOMHAEMbIX MPU 3aNyCKe CUCTEMbI, U 06CIYXUBAHKE
XypHana. [106aBnsTh U yaanaTh 3a4a4v MOXHO HEMOCPENCTBEHHO B MTAaBHOM OKHE MIaHUPOBLLMKA
(HaXXMUTe KHOMKY JLo6aBuUTbL 3apauy Wi YAaAUTb B HUXKHEN YacTu 0KHa). Bbl MoxeTe
BOCCTAHOBUTb CMWCOK 3aM/IaHMPOBAHHbLIX 3a[lay Mo YMOMYaHMWIO U YAANIUTh BCE N3MEHEHUS, LLENKHYB
napameTp Mo ymonuyaHuio. C NOMOLLbIO KOHTEKCTHOMO MEHIO OKHA MJIaHMPOBLLIMKA MOXXHO
BbINOJIHUTL Cleayolme NencTBnsa: oTobpakeHme noapobHON NHGMOPMALIUK, BbINMOIHEHME 3343491
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HeMea/1eHHo, fo6aBeHe HOBOW 3aa4m 1 yaaneHue CyLIecTBYoLe 3aaa4n. Micnonb3ynte
(hNaXKKN B HaYasle KaXko 3anmncu, YTobbl akTUBMPOBATL WM OTKJIIOYNTL COOTBETCTBYIOLLME 3a4a4N.

Mo ymMOoNYaHMo B NIAHUPOBLUMKE 0TOOPaXKaTCa credyloLne 3aniaHnpoBaHHbIe 3a4a4u.
¢ 06cnyxuBaHue XXypHana
* PerynspHoe aBToMaTuyeckoe obHoBneHue
e ABTOMaTn4yeckoe o6HoBNEeHMe nocse yCTaHOBKU MOLEMHOI0o CoOeAUHEeHUsA
¢ ABTOMaTH4yeckoe o6HoBNeHue nocse BXxoaa NoJsib30BaTesis B CUCTEMY

e ABTOMaTH4YecKas nposepka ¢ausoB npu 3anycke CUCTEMbI (Nocsie BXxoa rnosib3oBaTena B
cncTemy)

e ABTOMaTH4Yeckas nposepka ¢ausioB npu 3anycke CUCTEMbI (Nocsie yCrneLwHoro
obHoBNEHNS MOAYNA 0BHAPYXEHNS)

YT06bl N3MEHUTb KOHMUIYPaLMIO UMEIOLLIENCA 3amnaHUPOBAHHONM 3a4a4n (Kak 3a4ayn no
YMONYaHWNIO, TaK 1 M0JIb30BaTENbCKOM), LLENKHUTE MPaBOl KHOMKOW MbILLM HY>KHYIO 3aady U
BbibepuTe B KOHTEKCTHOM MEHI0 KOMaHay U3MeHnTb nan BbigennTe 3agady, KoTopyt Heobxoanmo
N3MEHWTb, @ 3aTEM HaXXMUTE KHOMKY U3MEHUTD.

QD ESET HOME — O X

® 0

(es[EX) INTERNET SECURITY

@ MaaHupoBLUMK

ﬁ::r LOMALUHAA CTPaHNLA

3agaqa

Wma

Tpwurrepsl

Cnegyrowmi sanyck

MocaegHmil sanyck

|*:/ OeonyKUEIHWE ¥... OBy RWEIHWE XYPHa... 3384343 BYAeT BuinonH... 10/15/2021 2:00:00 AM  10/14/2021 2:01:00 AM
Q CKAHUPOBaHWe KOMNLIOTEDa o -
':." JBHOBNEHKWE CWCTemMaTMHYeckoe 3agT... 3agada bygeT sminond... 10/14/2021 %:36:28 AM  10/14/2021 8:3&:28 AM
O OBHOBNEHNE [ O6Hosnerme \ETOMaTHYeckoe 06H.., MpK KomMyTHpyemom ... MNpK onNpegeneHHeX yo..,
[J o6Hosnenme AgTomatuyeckoe 06H.. Mooie Bxoaa nons3osa.. Mpy onpegeneHHEX Y.
E CepBuc |!:/ Mpoeepka Gaino... AETOMATHYeCkan NPoE... Mooe Bxoja NonL30Ea... NpW onpedeneHHbX ye... 10/14/2021 9:11:38 AM
|*:/ MNpoeepka Gaino... AETOMATHYECKad NPOE... Mooe yenewHoro o6H... NMpW onpegeneHHLX yc... 10/14/2021 9:09:49 AM
[33 HacTpoiika

@ Cnpaeka 1 nojdepxka
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[NobaBseHue HOBOM 3a4aum

1. WenkHnTe [o6aBUTb 3apmayy B H/XKHEN YAaCTU OKHa.
2. Beeaute umsa 3agayu.
3. BoibepunTe Hy)XHYI0 3a4a4y B PaCKpPbIBAOLWEMCS MEHIO.
* 3anycK BHeLUHero NPuUJo>XKeHUA: N1aHNPOBaHNE BbIMOIHEHNA BHELUHEr0O NPUI0XKEHUS.

* OOGcny>xMBaHue XXypHana - B harinax KypHana Takxe CofepXXaTCsa 0CTaTKM yAaeHHbIX
3anucei. 3Ta 3aAavya perynapHo oNTUMU3MPYET 3anucK B hannax XypHana ans 3hHeKTUBHON
paboThl.

* NMpoBepka ¢aN0B NpU 3arpy3Ke CUCTEeMbI: NPoBepka (PaisioB, NCNOSHEHNE KOTOPbIX
Pa3peLLeHo Npu 3anycke Uav BXoe rnoJib30BaTess B CUCTEMY.

* Co3paTb CHUMOK COCTOSIHMA KOMMbIOTEPa: CO3AaHNe CHUMKa COCTOSIHWASA KOMMbloTepa B
ESET Syslnspector, AJ11 KOTOPOro cobrpatoTcs noapobHble CBeAeHMS 0 KOMMOHEHTaX CUCTEMDI
(Hanpumep, ApanBepax, NPUIOXKEHNSAX) U OLLEHMBAETCS YPOBEHb PUCKA AN1A KaXA0ro NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 Nanok Ha
KOMMblOTepe.

* OOHOBNEHMe: nJjaHMpoBaHWE 3aJa4l obHOBNIEHNS nyTem obHoBNEHUS Mop,yne|7|.

4. LLlenkH1Te NoN3yHoK psAoM C 31eMeHTOM BknaloveHo, 4Tobbl akTMBMPOBaTL 3a4ady (370
MOXXHO CenaTb MN03)Ke, YCTAaHOBMB/CHSB (PIaXK0K B CMUCKE 3anaaHUPOBaHHbIX 3a4ay), HaXXMUTE
Danee 1 BbibepuTe 0ANH N3 PEXXMMOB BPEMEHM BbINOHEHUS.

* OJJ.HOKpaTHOZ 3aa4a 6y;1eT BbIMNOJIHEHa OAHOKPATHO B YKa3aHHbIE OaTy N BpeEMA.

* MHOrokpaTHO: 3aia4a OyAeT BbINOJHATLCA PErYSPHO YepPe3 yKa3aHHbI NMPOMEXYTOK
BpEMeHMN.

* EXXepHeBHO: 3aa4a 6y,ueT MHOIOKPaTHO BbIMOJIHATBLCA Ka)XXAbl€ CYTKWN B YKa3aHHOE BPEMA.
* EXXeHepenbHO: 33a4a 6y,ueT BbINOJIHATLCA B Bbl6paHHbI|7I OEHb HeAeNN B YKa3aHHOE BpeMA.

* Mpu onpepeneHHbIX YCNOBUAX: 3aAa4a OyAeT BbiMOSIHEHA NPU BO3HUKHOBEHMMN YKa3aHHOMO
cobbiTuS.

5.YcTaHoBuTe haxxok MponyckaTb 3apavy, ec/iv YCTPOUCTBO paboTaeT oT akKyMynaTopa,
4T0bbl CBECTW K MUHUMYMY NOTpebneHne CUCTEMHbIX PeCcypcoB, Koraa HoyTbyk paboTaeT oT
aKKyMmynaTopa. 3agada 6yneT BbIMONHATLCA B A€Hb U BPEMS, YKa3aHHbIe B Noasx obnactu
BoinonHeHue 3apaym. Eciv 3agada He Morna BbITb BbINOJSIHEHA B OTBELLEHHOE e/l BpeMSs, MOXXHO
yKasaTb, Korga byaeT npefnpuHaTa ciefyroLllas nonbiTka 3anycka 3afayw.

* B cnepylowee 3annaHupoBaHHoOe BpeMs
* Kak MOXXHO ckopee

e HeMepgneHHO, eC/in BpeMsA C MOMEHTa NocJiegHero 3anycka npesbiliaeT (Y4acbl) —
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npeacTaBnsieT Bpems, Npolliejllee C MOMEHTa NepPBOro NPOoMyLEHHOro 3anycka 3agaHus. Ecnn
3TO BpeMs NMpeBbILIEeHO, 3aaaHne byaeT 3anyLleHo He3aMeaMTeNbHO. YCTaHOBUTE BPeEMS C
MOMOLLbIO CHETYMKA HIXKeE.

MO>XHO NPOCMOTPETH 3anJaHNUPOBAHHYIO 3a4a4y, LEeNKHYB NMPaBon KHOMKOW MbIlWK 1 Bbibpas
Moka3aTb MH(pOpMaLMIO O 3apa4e.

0O630p 3annaHWpPOBaHHbIX 38434 ?

Wmn sapaumn

OBCnyHNBAHNE HyPHAN0E
Tun zagaun
OBcny#MEIHWE XypHANOE
3anyck 3afaum

33434a ByAeT BbINONHATECA KaxnAblA geHe B 3:00:00 Al

B,EI;IETBME. npeanpUuHUMaemMoe B CIyYae, el 3ajaya HE SanyCTunach B onpejeneHHoe spems

NMNapaMeTpbl CKAHUPOBAHUA MO PACNUCAHUIO

B 3TOM OKHe MO)XKHO 3aZlaTb pacLUMPEeHHbIe NapaMeTpbl 418 3anaaHUPOBaHHbIX 3a4a4 CKaHUPOBaHUS
KOMMblOTepa.

Y706bI BEINOSIHUTL CKaHWPOBaHNE 6€3 OYNCTKY, LLENKHNTE JLONONIHUTEsNIbHbIe NapaMeTpbl U
BbibepnTe CKaHMpoBaTb 6e3 0YMUCTKHM. ICTOpMSA CKaHNPOBaHNA COXPaHAETCS B XXypHane
CKaHMPOBaHWS.

Ecnn BbibpaH napameTp MponycTUTb UCKAIOYEHUA, (haliibl C paCLUMPEHUSMI, KOTOpble paHee Bbinn
NCKJTIOYEHbI U3 CKaHWPOBaHWA, 6y ayT NPOCKaHMPOBaHbI.

[lecTBre, KOTOPOE HY>XXHO aBTOMATMYECKMN BbIMOJIHUTbL MOC/E CKaHUPOBAHMS, MOXHO BbiOpaTh B
PACKPbIBAIOLLEMCS MEHIO.

* Huyero He npeanNpUHMMaTDb: NOC/Ie CKAHWPOBaHWA LeNCTBUS NPpeanpuUHNMaTbLCS He ByayT.
* BbIKJIIOYUTB: N0C/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* NMepe3arpyska npu HEOOXO4MMOCTU: KOMMbLIOTEP Mepe3arpy)XaeTcs, TOJIbKO eC/IN HY)KHO
3aBEPLUMTb OYUCTKY 0BHapYXEHHbIX Yrpos.

* anIHyAHTEHI:HaiI nepe3sarpy3kKa: BCe OTKPbITbIE NPOrpamMmbl NPUHYONTENIbHO
3aKpbIiBalOoTCA, HE 0OXXNOaACb BMeLWlaTe/IbCTBa MOJIb30BaTEJIA, U KOMMbIOTEP Nepe3anyCckaeTCcs
nocne 3aBeplieHNa CKaHNpPoOBaHUA.
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* MpuHyauTenbHas nepesarpyska npyM HeoO6Xo4MMOCTU: KOMMbIOTEP NepesarpyXaeTcs,
TOJIbKO €CJIN HY>XHO 3aBEPLUMTb OYUCTKY 0OHaPY>KEHHbIX Yrpo3.

* CNALWMNA PEXUM: CEaHC COXPAHAETCS, N KOMMbIOTEP NEPEXOAUT B PEXXUM NMOHUXKEHHOIO
sHepronoTpebneHmns (T. e. Nosb30BaTENb MOXKET BbICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCcATCs B CneunaibHbIi
alin Ha KeCTKOM aucke. KoMnbloTep BbIKIOYAETCS, U NPU CIeAyOLWEeM BKIIOYEHNN BEPHETCS B
npenblayliee COCTOSHNE.,

HocTynHocTb aenctenin CoH n FrmbepHauma 3aBNCUT OT NapaMeTPOB NMUTAHMA U CMALLEro
peXxnuma onepalmoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTep BbINOMHAET
OCHOBHble (PYHKLUKN 1 NOTpebnseT aNeKTpMyecTBOo, Korga paboTaeT oT akkymynaTopa. YTobsl
CcoXpaHuTb BpeMa paboTbl baTapen (Hanpumep, eCnimn Bbl HAXOAUTECH B NMYTU), PEKOMEHOYETCS
nepeBecTn KOMMbIOTEP B PeXNUM rnbepHaumm.

Bbibepute 3nemeHT CKaHMpOBaHUe He MOXKeT ObiTb OTMeHeHO, 4ToObl NM0b30BaTeNU, He
obnagatouime Hy>XHbIMU NpaBaMu, He MOT I OTMEHUTb OENCTBUSA, KOTOPbIE BbINMOHSATCS Nocse
CKaHMpPOBAHWS.

BkntounTe napameTp CKaHMpoBaHMe MOXET ObiTb NPUOCTAHOBNEHO NOJib30BaTeNeM Ha (MUH.),
4T06bI NONb30BaTENN, 06NafatOLLME OrPaHNYEHHBIMU MPaBaMu, MOTIM MPUOCTaHaBANBaTb
CKaHUPOBaHWeE KOMMbIOTEPA Ha OMpPeAeNeHHbI Nepnos BPEMEHN.

CM. TakXe Xo[ CKaHUpOoBaHMS.

00630p 3anslaHUPOBaAHHLIX 3a4a4

B naHHOM amanoroBom okHe oTobparkaeTcs noapobHas nHpopmaumsa o BbibpaHHON
3anJaHUPOBaHHOM 3afa4e, eC/iv ABaXK bl LWEeSKHYTb HaCcTpanBaemyto 3afady Wan LWeakKHYTb NpaBown
KHOMKOW MbILLIW HAacTpanBaeMyto 3a4ady NaaHnpoBLMKa 1 BbibpaTb kKoMaHay MokasaTtb
mHdopMauuio 0 3apave.

CBepeHus 0 3apaue

Beeante uma 3apaum, Bbl6epVITe TUN 3a4a4U 1 LWenkHUTe [lanee.
° 3aI'IyCK BHELUHero Nnpuso>xXeHus: njiaHnpoBaHmMe BbINMOJIHEHNA BHELLHEr O NPUI0XXKeHNA.

* O6cny>XmMBaHMe XypHana - B hannax xXypHana TakKe CoOAepXaTCsA 0CTAaTKN yAaNeHHbIX
3anucen. JTa 3ajava perynspHo onTUMU3MPYeT 3anucKn B hannax XxypHana ansa speKTnsHom
paboTbil.

* MpoBepka ¢annos npu 3arpyskKe CUCTEMbI: NPoBepPKa PannoB, NCMOHEHNE KOTOPbIX
pa3peLueHo Npu 3anycke uian Bxoge nosib3oBaTens B CUCTEMY.

* Co3paTb CHUMOK COCTOSSHUA KOMNbIOTEpPA: CO3[aHNe CHUMKA COCTOSIHUS KOMMbIOTEPa B
ESET Syslnspector, AJ19 KOTOPOro cobnpatoTca noapobHble CBEAEHNS 0 KOMMOHEHTAX CUCTEMBI
(HanpuMmep, ApanBepax, NPUIOXKEHNSX) U OLEHMBAETCS YPOBEHb PUCKA AN1A KaXA0r0 UX HUX.
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* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHWe haliIoB 1 NanokK Ha
KOMMblOTepe.

* ObHOBNEHMe: NSIaHNPOBaHMeE 3a4a4un 06HOBAEHNA NyTeM 0OHOBAEHUSA MOAYNEN.

BpeMsa 3apauu

3apava bydeT BbINOMHATLCS PETrYNAPHO Yepes YKa3aHHbIA MPOMEXYTOK BPEMEHU. BbibepuTe 0auH 13
cnepyioLmMx napaMeTpos.

* OpHOKpaTHO: 3aja4a 6y11eT BbIMNOJIHEHa OAHOKPATHO B YCTaHOBNIEHHbLIE AaTy U BpeMA.

* MHOrokpaTHo: 3aga4a byaeT BbIMONHATHCA PEryIAPHO Yepes3 yKa3aHHbIA MPOMEXYTOK
BpeMeHu (B 4Yacax).

* EXXepHeBHO: 3aa4a 6y,EI,ET BbINOJIHATLCA pa3 B CYTKU B YKa3aHHOE BPEMA.

* EXXeHeleNlbHO: 33a4a OyeT BbINONHATLCS OAUH UKW HECKOJ/IbKO Pa3 B HeJe/to B YKa3aHHbIe
IHN N BpeMs.

* Mpu onpepeneHHbIX YCNOBUAX: 3aAa4a Oy4eT BbIMOSIHEHA NMPU BO3HUKHOBEHMMN YKa3aHHOMO
cobbiTuS.

MponyckaTb 3apayy, ecnv yCTPOUCTBO paboTaeT oT akKyMynsaTopa: 3afayvya He 3anycTuTCs,
€C/I Ha MOMEHT MJIaHMPYEMOro 3anycKa 3ajayv KOMNbloTep paboTaeT OT akKKyMynaTopa. ITO Takxe
OTHOCWTCS K KOMMbloTepaM, paboTatoLimMM OT UCTOYHMKA BecnepebonHoro nuTaHus.

BpEMﬂ BbiMNOJIHEHUA 3ad4YU:. OOHOKPATHO

BbinosIHEHMe 3aAa4M: yKa3aHHas 3aaava 6yaeT BbiNoHEHa OAHOKPATHO B YKa3aHHbIe AaTy W
BpeMs.

BpeMﬂ BbiMNOJIHEHUA 3a4Aa4i . e)XXeaHEeBHO

3aaaya OyneT BbINOMHATLCSA pa3 B CYyTKM B YKa3aHHOE BpeMs.

BpeMﬂ BbiMNOJIHEHUA 3a4a'iN. e)XeHeneJibHoO

3apada 6Yﬂ,eT BbIMONIHATBCA KaXAYI0 HeAeNto B YKa3aHHble JE€Hb N BPEMA.

BpeMsA BbINOJIHEHUA 3apauu: npu
onpeaneseHHbIX yCI0BUAX

3afaya 3anycKaeTcs B Cly4ae BOSHUKHOBEHUS OQHOMO 13 MepeyncieHHbIX aanee cobbIThiA.

e Kaxabli pa3 npu 3anycke KoMmnbloTepa
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e Kaxxable CyTKU Npu NepBoOM 3anycke KoMnbiotepa

¢ [Ipu KOMMyTUpPYEMOM noakKJoYeHun K MutepHeTy/VPN
e Mlocne ycnewHoro obHoBNEeHUA Moayns

e Mocne ycnewHoOro o6HOBJIEHMA NPOrpPaMMbl

e Bxon nonb3oBaTens

e ObHapy>xeHue yrpos

Mpn NAAHUPOBAHMM 3a4a4M No COBbITUIO NOJSIb30BaTESIb MOXKET YKa3aTb MUHUMAJIbHbIA NHTEPBa
MeXAy OBYMS OKOHYaHMAMUW BbINOJHEHUS 3a4a4n. Hanpumep, ecam Nonb30BaTe/lb BXOAUT B CUCTEMY
HEeCKOJIbKO pa3 B [ieHb, BbibepuTe 24 Yaca, 4Tobbl 3aa4a BbINOJIHSANACh TOJIbKO NPV NEPBOM BXOAE B
CUCTEMY 3a CyTKM, a 3aTEM TOJIbKO Ha C/IeAyoWnii feHb.

NponylwieHHasa 3aga4a

3agaya MoXeT 6bITb NPonyLeHa, eCAN KOMMbIOTEP BbIKJIKYEH WK PaboTaeT 0T akKYMyaaTopa.
BblﬁepVITe cpean 3TNX BapnaHTOB, KOrAa AO0J/I>XKHa ObITb 3anyuweHa nponylweHHaa 3aaada, U
Ha)XMuTe KHoMky Janee.

*B cneapywouiee 3anjiaHupoeaHHoe BpeMsa — 3alaHuNe 6WJ,ET 3anyLweHo, eCnm KOMNbOTEP
6y)1eT BKJIOYEH B CieaytoLlee 3arnjiaHnpoBaHHOE BpeEMA.

* KaKk MOXXHO cKopee — 3afaHune 6y,EI,ET 3alyCKaTbCA NMPU BKIIOYEHNN KOMMNBIOTEPA.

* HeMegneHHo, ecsin BpeMs C MOMEHTa nocJsiegHero 3anJiaHupPoOBaHHOIo 3anycka
npesbillaeT (yackl) — npencTtaBadeT BpeEMA, npowlegwiee ¢ MOMEHTa NepBoro rnponyweHHoro
3anycka 3agaHus. Ecam 3To Bpema npesBbIleHo, 3ajaHne 6y)1eT 3anyuweHo He3aMenJINTENbHO.

0na npyMepa 3afaHns HaCTPOEH NOBTOPHBLIN 3anMycK KaXkablin Yac. BeibpaHa onuus
HemepnneHHo, ecnu BpeMs, npowlepLiee ¢ MOMEHTa NnocsenHero 3anJaHMpPoBaHHOIo
3anycka, npesbiWwaeT (Yacbl), a 415 NPEBbILEHHOr0 BpeMeHn yCTaHOBEHO ABa Yaca.
3apaHue 3anyckaetcs B 13:00, 1 No ero 3aBepLlleHn KOMMNbOTEP NepexoguT B CRALLINR
peXxum:

* KoMnbloTep BbIXOAUT 13 crnawero pexuma B 15:30. MNepBbi NPOnyLEHHbIN 3anyCcK 3agaHuns
6bin B 14:00. C 14:00 npowno Bcero 1,5 yaca, nosToMy 3agaHue byaet 3anyuieHo B 16:00.

* KoMnbloTep BbIXOAUT 13 crawero pexuma B 16:30. MepBblil NPONYLLEHHbIA 3anyCK 3a4a4un
6bin B 14:00. C 14:00 npowno gBa € NONOBMHOM Yaca, NO3TOMY 3adaHue byaeT 3anyLieHo
HeMe1eHHO.

CBepeHusa o 3apade: oOOHOBNEeHUe

Ecnn HY)KHO MMeTb BO3MOXXHOCTb 0BHOBASATL NPOrpaMMy C ABYX CEPBEPOB 0OHOBNEHUIA, HYXXHO
co3/aTb ABa pa3Hbix Npoduns obHoBeHNs. ECnm He yaacTcs 3arpy3nTb (aitibl 06HOBNEHWIA C
OZLHOTO CepBepa, NPorpaMMa aBTOMATUYECKN NEPEKIYUTCA Ha APYroi. DTOT BapuUaHT NOLXOANT,
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HanpuMep, a1 HoyTOYKoB, KOTopble 06bIMHO 0OHOBAAIOTCS C cepBepa 0OHOBAEHUI B TOKaIbHOM
CeTW, HO NMpX 3TOM UX BRafesblLbl YacTO MNOAKIOYAOTCA K IHTEpPHETY B ApYrux ceTax. Takum
obpa3om, ecan € NepBbIM NPoGnSIEM BO3HUKHET ownbka, annsl 06HOBNEHNI C CEPBEPOB
0bHOBNIEHNI ESET aBTOMaTUYeCKM By Ay T 3arpy>XeHbl Yepes3 BTOPO Npodussb.

CBepeHMusa 0 3apaye: 3anyck NPUIoXKeHus

C NOMOLLbIO 3TOM 3a4a4n MOXKHO 3anJlaHpPoBaTb BbINOJIHEHNE BHELLUHEr 0 NMPUJIOXKEHUA.

CeEeleHWA O 3303ue ?

Janyck NpUACHEHNA

Wenonxaemeii gaiin (3 C:\Program Files\Internet Explorer\iexplore.exe =
PaBouan nanka | Internet Explorer ®
Mapamerpel www.eset.com|

NcnonHsembin pann: soibepute ncnonHaemMbli haina B 4epeBE KaTaIoOroB NN HAXXMUTE KHOMKY ...,
4TO6bl BPYYHYIO BBECTU NYTb.

Pabouas nanka: 3agavite pabo4nii KaTanor BHELIHErO NPUN0XeHNs. Bce BpeMeHHble daiifbl
BbibpaHHOro B none UcnonHsemsbin hann ana byayT cospgaBaTbCsa B 3TOM KaTanore.

MapameTpbl: NapaMeTpbl KOMAHAHOW CTPOKU ANs NPUNoXeHus (Heobs3aTeNbHO).

Ha)xmute KHOMKy FOTOBO 419 MPpUMEHEeHNA 3a4a4u.

CpeACTBO OYUCTKU CUCTEMDI

Mocne yaaneHus yrpo3sbl CPeACTBO O4YUCTKM CUCTEMbI MOMOraeT BOCCTAHOBUTL KOMMbIOTEP L0
COCTOSIHUSA, MPUFOLHOI0 K 3KCrJlyaTaunmn. BpeaoHoCHbIe NporpamMMbl MOTYT MPUBECTU K OTKJIIOYEHNIO
TaAKMX CUCTEMHbIX MPOrpamMM, Kak peaakTop peectpa uan obHoBneHUst Windows. CpeiCTBO OYUCTKU
CUCTEMbI OAHUM LLENYKOM BOCCTAHABAMBAET /1 AAHHOW CMCTEMbI 3HAYEHWS 1 NapaMeTpbl No
YMOJIHaHMIO.

Cpeﬂ,CTBO OYMCTKN CUCTEMbI coobLLaeT o I'Ip06ﬂeMHbIX NapaMeTpPax B NATU KaTEropumnax:
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* HacTpomnku 6e3onacHOCTMU: N3MEHEHNSA B MapaMeTpax, KOTOpble MOryT MPUBECTU K
NOBbILLEHNIO YA3BUMOCTIW Ballero KOMnboTEpPa, HanpnmMmep N3MeHeEHNA B LI,eHTpe obHoBNEeHUS
Windows.

* CucrteMHble napaMmeTpbl: N3MEHEHNE CUNCTEMHbIX NapaMeTPOB, KOTOPOE MOXET USMEHUTb
noeegeHne KoOMnbloTEPA, HAaNpuMep n3MeHeHNMe ConocCTtaBaeHNA q3a|7|n0|3.

* BHeLUHMWA BUA CUCTEMbI: NapaMeTpsbl, BAUAIOLINE Ha BHELLUHWIA BUA CUCTEMbI, HAaNpUMep
(hOHOBbLIV PUCYHOK paboyero cTona.

* OTKNIOYEeHHbIe KOMNOHEHTbI: Ba)XHblE KOMMOHEHTHI U NPUNOXeHNA, KOTOPblE MOTYT ObITb
OTKJIIO4YEHHbI.

* BoccTaHoBsieHUe cucTteMbl Windows: NnapaMeTpPbI (byHKLI,I/IVI BOCCTaHOBJIEHNS CUCTEeMbl Windows,
KOTOpPaA OaeT BO3MOXXHOCTb BOCCTaHOBUTbL npeabigyuee COCToOAHNE CUCTEMBbI.

OYUCTKY CUCTEMbI MOXXHO 3aMpoCUTh B CedyOLWmMX Ciaydasx:
* Npu 0bHapYy>XEHUN Yrpo3bl;
* MpY HaxxaTum KHonku Copoc.

Mpwn HeobXxoANMMOCTN MOXHO npocMaTpmBaTb N3MEHEHUNA U C6paCbIBaTb HaCTPOWMKMW.

(es[ER) INTERNET SECURITY B - O X
@ CPE,EI,CTEO OYMNCTKKN CUCTEMbI @ ®
ﬂ [oMalLHAR CTpaHnLa :
6 MzameHeHsbl Heckonsko HacTpoer Windows No yMOAYaHWm, YTo MOXET
@ C6pocuTb Bee NOEAWATE Ha paboTy KomnerkoTepa. BozmoxHo, 3TO pesyneTaT ASACTEMA

Q CKEIHHpOEIEIHHE KOMNBHOTEDS
EpReA0HOCHOTO MO Ha Bawem KOMOBHTEDE, —||3CICI‘.-1CI_|GP1_E HM3IMEHEHMA HMXE

O QBHOENEHME W NpK HeQDXOAMMOCTH COROCETE HaCTROWKH.

CepBuc - o _
= | BHewHMI BUA, cucTeMsl ~ [lokazate nogpobHocTy @ Cbpoc

133 HacTpoiika

@ Cnpaeka 1 nojdepxka

[encTBnsA B CPeACTBE OYNCTKM CUCTEMbBI MOXKET BbINMOJIHATL TOJIbKO MOJIb30BaTEb C NMpaBaMu
allMUHMCTpaTopa.
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ESET SysRescue Live

ESET SysRescue Live — 3T0 6ecnnaTHas cnyxebHas nporpaMma, KoTopas No3BoseT co34aThb
3arpy304HbIi BOCCTAHOBMTEbHbIN CD/DVD- nan USB-ANCK. Bbl MOXKeTe 3anyCTUTb 3apaXKeHHbIN
KOMMbIOTEP C MOMOLLbIO TAaKOro HOCUTENSA, NPOCKAHMPOBaTb €ro Ha Haau4ne BpefOoHOCHbIX
MPOrpaMMm 1 O4YUCTUTb 3apaKeHHbIe (alsbl.

OCHOBHOE MPenMyLLEeCTBO Cy>XeBHOI NporpaMmbl ESET SysRescue Live 3aKJIl04aeTCS B TOM, YTO OHa
BbIMOJIHSIETCS HE3aBMCKMO OT OCHOBHOW OMepPaLMOHHON CUCTEMBI, HO UMEeT NPSMO JOCTYN K AUCKY
1 hannoBoV cUCTEME. ITO NO3BOMSET YAaANATb Yrpo3bl, KOTOPbIE B 0ObIYHbIX YCNOBUAX YCTPAHNUTD
HEeBO3MO)XHO (Hanpumep, Npu 3anyLLeHHON onepaLVoHHON CUCTEME U T. 4.).

e OHNanH-cnpaBKa Mo ESET SysRescue Live

KapaHTUH

lnaBHas PyHKUMA KapaHTMHa — 6e3onacHoe xpaHeHne obHapy>XxeHHbIX 06BbEKTOB (Hanpumep,
BPELOHOCHbIX MPOrpaMM, 3apa>KeHHbIX hanaoB NAN NOTEHLMNANBHO HEXENaTeNbHbIX MPUI0XKEHWN).

KapaHTUH MOXXHO OTKPbITb U3 [JIaBHOIO OKHa MporpamMmel ESET Internet Security, LUENKHYB 3J1IEMEHT
CepBuc > [lononHuTenbHble cpeacTea > KapaHTUH.

NHpopMaumto o hannax, NOMeLLEHHbIX Ha KapaHTWH, MOXXHO NPOCMOTPEeTh B Buae Tabsimubl,
coepxxallen Takme CBeeHuns:

* [ATy 1 BpeMs NoMeLleHns hansia Ha KapaHTuH;

* NYyTb K NCXOAHOMY PacnosioXXeHuto hanna;

* ero pasmep B banTax;

* NPUYMHY NoMeLLeHnsa ana Ha KapaHTWH (Hanpumep, 06bekT gobaBneH Nosb3oBaTeENEM);

* KONINYeCTBO 0BHapy>XeHunn (HanpuMep, NoBTopsAoLLMEcs 0BHapy>XeHNa OLHOro 1 TOro xe
thanna nnm apxue, CoaepKaLlmin HECKONbKO 3apaKeHunn).
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(es[El) INTERNET SECURITY ESETHOMEY~  — O X

@ KapaHTuH @ @

m JoMaLLHAA CTRaHuLa Epema Mma obbekTa Pazm... MNpuynHa Koaw... YuyetHasa zan
Q ICKEIHI.-IFIOEHEIHI.-IE KOMNBHITERS

G OBHOBNEHNE

E Cepeunc
i::;', HacTpoiika

@ Cnpaeka U NoAdepkKa

NMomeweHue ¢pannoB Ha KAaPaAHTUH

Mporpamma ESET Internet Security aBBTOMaTU4YECKM MOMELLAET YaseHHbIe (hailfibl Ha KapaHTWH (ecn
NoJIb30BaTesb HE OTKJIIOUU 3TY DYHKLUMIO B OKHE MPeyrnpex aeHns).

JononHuTenbHble daisibl CNefyeT NnoMellaTb Ha KapaHTUH, eciu:
a.UX HeNb3$ BbIIEYNTD;
b.nXx Henb3s 6e30MacHo yaanuTh;
C.OHM OTHeCeHbI NPorpaMMol ESET Internet Security K 3apa>K€HHbIM M0 oLnbKe;

d.pann c Nofo03pUTENBLHON aKTUBHOCTLIO, HO HE onpeaenseTca MoayJ/ieM CKaHUPOBaHMS.

Y7066l MOMECTUTHL (haiiSl Ha KAPAHTWH, MOXXHO UCMOJIb30BaTb HECKOJIbKO MPUBELAEHHBIX HUXE
BapUaHTOB.

a.icnonb3ynTe hyHKLMIO NepeTacknBaHus, 4Tobbl BPy4HYIO OTAPaBUTb (Pain Ha KapaHTuWH.
Ons 3TOro wenkHuTe dans, nepeMecTuTe ykasaTeslb MbIlUN B OTMeYeHHyo 061acTb,
YOEpPXMBas HAaXXaTOW KHOMKY MbILLIK, NOC/e Yero OTNyCTUTe KHOMKY MbllwK. Mlocne 3Toro
npuaoxeHne bynet nepesefeHo B POHOBLIN PEXUM.

b.LLlenkHUTE hann NpaBon KHOMKOW MbIWn 1 BbibepuTe PacluMpeHHble napaMeTpbl >
MomecTuTb hann B KapaHTUH.

c.llenkHute N3onuposaTb (pann... B okHe KapaHTuH.
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d.[lnsa 3TOro TakXXe MOXXHO BOCMOJIb30BaTbCA KOHTEKCTHLIM MEHI0, HaXKaB MPaBO KHOMKOW
MbILLK B OKHe KapaHTUH 1 BbibpaB nyHKT KapaHTUH

BoccTaHOBJIeHUE U3 KapaHTUHa

®annbl, NOMELLEHHbIE Ha KapaHTWUH, MOXXHO TaK>XXe BOCCTaHOBUTb B UCXOAHOE PacCrnosioXKeEHUE.

* [1nsi 3TOro LWeAHWTe NPaBo KHOMKOW MbILWK (hal, NOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEeHI0 HaXKMNTe KHOMKY BOCCTAaHOBUTD.

* Ecnm haiin NnoMeyeH Kak NMoTeHLIMaNbHO HeXxenaTebHoe NpuioXeHne, napaMmeTp
BOCCTAaHOBUTb U UCKJIIOYUTb U3 CKAHUPOBAHMA BKJIIOYEH. CM. TakxKe VcKaoyeHus.

* KOHTEKCTHOE MEHI0 COLEPXUT Takxe (PyHKLNI0 BOCCTaHOBUTL B, KOTOpPas No3BosseT
BOCCTaHOBUTb (pa|7|n B PacCrosoXeHNe, oTaAN4YHOE OT MCXOOHOTr 0.

* (DyHKLI,I/Iﬂ BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Ciy4adX, HarpumMmep, and d)aﬂ)'IOB,
PacnoJIoXXeHHbIX B CeTeBOW Narke, ﬂ,OCTyI'IHOI7I TOJIbKO OJ1A YTEeHWNA.

YaoaneHue U3 KapaHTUHa

LLleNnKH1UTE 3N1eMEHT NPaBO KHOMKOW MbILN U BbibepuTe KOMaHAy YAanuTb U3 KapaHTUHA Wy
BblbEpUTE 31EMEHT, KOTOPbIA HYXKHO YAANUTb, U HAXXMUTE KNaBuLly DELETE Ha KnaBuaType. Bl
TaKXXe MoXXeTe BbibpaThb U yAaNTb HECKOJIbKO 3/1IEMEHTOB 0HOBPEMEHHO. Y1a/IeHHblIe 3/IEMEHThI
6e3B03BPaTHO YAANSAOTCA C BaLLEro YyCTPOWCTBA U U3 KapaHTUHa.

OTnpaBka anna U3 KapaHTUHa

Ecnn Ha KapaHTUH nomeLlleH ¢ains, KOTOPbIN He pacno3HaH NPorpaMMon, an ann HeBEpHO
KBanMMULMPOBAH KaK 3apaeHHbI (Hanpumep, B pe3yabTaTe oWmnbKM 3BpMCTNYECKOr0 MeToaa
KOAa) U N30MpOBaH, NepefanTe obpasel B nccaenoBaTenscky nabopatoputo ESET ans
nposefeHmns aHaavsa. Y1obel 0oTNpaBuTh hain, LENKHUTE ero NpaBon KHOMKON MbILLW 1 B
KOHTEKCTHOM MeH1o BblibepnTe NyHKT Mepenatb Ha aHaNMU3.

OnucaHume obHapyXxeHus

LLleNnKHUTE 3N1EMEHT NPaBO KHOMKOW MbILKN 1 BbibepuTe NyHKT OnncaHne obHapy>xeHus, YToOb
OTKPbITb SHLMKJIONEANIO Yrpo3 ESET, KOTOPas COAEPXUT NoApobHY0 nHMOPMaLUo 06 0NacHOCTSAX U
CUMMNTOMAaX 3aperncTPUPOBAHHOIO 3apaKeHus.

Cnepytowme ctatbmn 13 6a3bl 3HaHWUI ESET MOTYT 6bITb 4OCTYMHbI TO/IBKO Ha aHIJIMACKOM S3bIKE:
* BoccTaHoBsieHMe alria U3 KapaHTWUHA B ESET Internet Security

* Yoa/lleHne NOMELLEHHOr0 B KapaHTUH aaa B ESET Internet Security

* MpoAyKT ESET yBeoMWUA MeHst 06 obHapy»xeHun. YTo MHe fenats?

He yAanocCb oTnNpaBuTb Ha KapPaHTUH

Huxxe yKa3aHbl MPUYMHBI, M0 KOTOPbLIM onpeaenieHHble (aibl He MOryT OblTb NEPEMELLEHbI B
KapaHTWH.
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* Y BaC HeT pa3peLUeHUN Ha YTeHUe: 3TO 03HAYaeT, YTO Bbl HE MOXKeTe NpocMaTpmBaTh
cogepxumoe anna.

* Y BacC HeT pa3pelueHMi Ha 3anNuChb: 3TO 03HAYAET, YTO Bbl HE MOXXETE N3MEHSTb COAEPXXNMOE
thanna, T. e. Lo6aBNATL HOBOE COAEPKMMOE AN YAaNATb CyLLECTBYOLLEE.

* ®ain, KOTOPbIXA Bbl NMbiTaeTeCb OTNPABUTb HA KapaHTUH, C/IMLLKOM Benuk: Heobxoanmo
YMeHbLUUTb pa3mep anna.

Ecnuv Bbl nony4unu coobuyeHune o6 ownbke «He yaanocb 0TNPaBUTb Ha KapaHTUH», LWEeNKHUTe
MoppobHee. OTKPOETCA OKHO CO CMUCKOM OLWIMBOK KapaHTWHa, FAe Bbl yBUaNTE uMs anna un
MPUYMHY, NO KOTOPOMN He yAaeTCs NOMEeCTUTb (hailfl Ha KapaHTUH.

Npokcu-cepsep

B 60/1bLLNX NOKaNbHbIX CETAX (LAN) NOAK/OYEHNE KOMMbIOTEPOB K UHTEPHETY MOXET
OCYLLECTBNATLCS Yepe3 Npokcu-cepep. OpUeHTUPYACh Ha 3TY KOHPUIypaLmnio, HY)KHO 3afaTb
OMMWCaHHbIE HXKE MapaMeTpbl. ECaiv 3Toro He caenaTh, NMPOrpaMMa He CMOXXET 06HOBATLCS
aBTOMaTM4YeCKU. B ESET Internet Security HACTPOMKY NMPOKCU-CEPBEPA MOXXHO BbIMOSHUTL B ABYX
pa3HbIX pa3aeniax AepeBa paclpPeHHbIX HaCTPOEK.

Bo-nepsbix, NapameTpbl NPOKCU-CEPBEPA MOXKXHO KOH(UIyprupoBaTh B pa3aese [LonosHUTENbHbIE
HaCTPOMKM, JOCTYNHOM Yepe3 CnyxebHble nporpaMMmbl > Mpokcu-cepBep. HacTporka Npokcu-
cepBepa Ha 3TOM YpPOBHe Mo3B0JiAeT 3a4aTb €ro napamMeTpbl 418 NPorpaMMmbl ESET Internet Security B
uenioM. OHM UCNOJIb3YIOTCA BCEMU MOAYIAMI NPOrpaMMbl, KOTOPbIM TpebyeTcs NoaKoYeHne K
NHTepHeTy.

N9 HAaCTPOMKM NapaMeTPOB NPOKCU-CepBEpPa Ha 3TOM YPOBHe yCTaHOBUTE (hnaxok Ucnonb3oBaThb
NpoKcU-cepBep, a 3aTeM BBEANTE agpec Npokcu-cepsepa B nosie Mpokcu-cepeep, a Takxe
YKa)XUTe HOMep ero nopTa B COOTBETCTBYIOLLEM MOJIe.

Ecnn ona obMeHa faHHbIMK C MPOKCU-CepBepoM TpebyeTca ayTeHTUGMKaLUs, yCTaHOBUTE (PJIaXKOK
Mpokcu-cepsep Tpedbyet ayTeHTUMKaLMKM, a 3aTeM 3anoaHMTe nona UMa nonb3oBaTtena u
Maponb. HaxxmuTte kHOoNKy HanTn npokcu-cepsep, 4Tobbl aBTOMATMYECKM ONPeaennTb NapaMeTpbl
NPOKCU-cepBepa N NoACTaBUTb UX. 5y,D,yT CKOMMpOBaHbI NMapaMeTpbl NOAKIOYEHNA K |/|HTepHeTy,
YKa3aHHbl€e B Internet Explorer i Google Chrome.

B HacTpoiikax NPOKCcU-cepBepa MMs NoJIb30BaTENS 1 NAapP0Jib HYXKHO BBOAUTL BPYYHYIO.

Wcnonb3oBaTb NpsAiMoOe NOAKIIOYEeHMe, eC/IN NPOKCU-CepBepP HEJOCTYNEeH: eC/n B ESET Internet
Security HACTPOEHO MOLKJIIOYEHNE Yepes NPOKCK-CEPBEP, @ OH HELOCTYMeH, ESET Internet Security Oy et
06Xx0ANTb NPOKCK-CEPBEP M MOAKIIIOYATLCA K CepBepaM ESET HanpsiMy|o.

MapameTpbl MPOKCU-CEPBEPA TaKXKE MOXXHO HAaCTPOUTb B 061aCTV SOMONHUTENbHBIX HAaCTPOEK
obHOBNEHUS (MocnefoBaTENbHO OTKPONTE JJONOAHUTENbHbIE HACTPONKMU > OOHOBNEHME >
Mpocdunu > O6HOBNEHUS > MMapaMeTpbl NOAKJIIOYEHUA U B PAaCKPbIBAOLWEMCS CMCKe Pexum
npoKcu-cepsepa BbibepuTe 3nemMeHT MogKnouYeHue Yepes npokcu-cepeep). TN NapameTpsbl
MPUMEHSAIOTCA K KOHKPETHOMY Npoduiio 06HOBNEHNS 1 PeKOMEHAYITCA 415 HOYTOYKOB, KOTOpble
4acTo noJiy4atoT 0bHOBNEHUS CUTHATYpP BUPYCOB U3 Pa3HbIX UCTOYHWUKOB. N5 nosyvyeHuns
LOMNOJIHUTESIbHbIX CBeleHMn 06 3TUX napameTpax CM. pasgen [LonoJHuUTe N bHbIE HaCTPONKM
obHoBNEHNS.
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BbiOOp oOpa3ua pnsa aHanusa

Mpun 0bHapyXeHUn NOA03PUTENBHOIO haina Ha KOMMNbIOTEPE UK NOA03PUTENLHOMO CaiTa B
WHTepHeTe ero Mo)KHO OTNPaBNTb Ha aHaNU3 B UCCNiefoBaTeNbCKYO SlabopaToputo ESET (MOXeT BbiTb
HeAO0CTYMHO B 3aBUCMMOCTMN OT KOH(UrypaLum ESET LiveGrid®).

Bbl MOXXeTe 0TNpaBAATb TONbKO 06pa3Lbl, KOTOPbIE COOTBETCTBYIOT MO KpaHen Mepe 04HOMY
N3 CNepyLwmnx KpuTepres:

* [Mporpamma ESET He obHapy»xunBaeT obpasel.

» Obpa3zey ownbo4YHO 0OHapPYKMBAETCSA KakK yrposa.

* Mbl HE NPUHUMAEM NINYHbIE halinbl (KOTOPbIE Bbl XOTUTE NPOCKaHMPOBaThL Ha Haln4me
BPEOOHOCHbIX MPOrpaMm C NOMOLLbIO ESET) B KavecTBe 06pa3LoB (BupycHas nabopatopus ESET
He NPOBOAUT CKaHMPOBaHMe Mo 3anpocy Nosib3oBaTenen).

» Tema NUCbMa AO/HKHa ONUCbIBaTL NPobaeMy, a TEKCT AO/IKEH COLepXaTb Kak MOXXHO bonee
NOSHYI0 MHopMaLMo 0 hanne (HanpuMmep, CHUMOK 3KpaHa U agpec Beb-canTta, C KOTOPOro
OH Bbln 3arpy>xeH).

OTnpaBuTh 0bpasel (dann nnm Beb-caiT) Ha aHanU3 B ESET MOXKHO O4HMM 13 CAedyoLWmnx cnocobos.

1. Bocnonb3ynTtecb hopmon oTrnpaBki obpasua B CBOEM NpoaykTe. YTobbl OTKPLITb €€, HaXXMUTE
Cepsuc > [lononHuTenbHbie CpeacTBa > OTnpaBka obpasua Ha aHanu3. MakcManbHbI
pa3mep oTnpasnsemoro obpa3sua — 256 Mb.

2. ®aiiN TakXXe MOXHO OTMPaBUTb MO 3JIEKTPOHHOM noyTe. Ecnm 3ToT cnocob ans Bac yaobHee,
3aapXMBMpYyNTe haisbl C MOMOLLbIO NPOrpaMMbl WinRAR/WinZIP, 3aLLUMTUTE apXunB MNaposieM
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«infected» N OTNpPaBbTE €ro No agpecy samples@eset.com.

3. Y1066l COOBLWMNTL 0 CName, IOXKHOM 0BHapYy>XeHMM cnaMa unun Beb-canTax, KOTopble MOAY b
POONTENLCKOr0 KOHTPOJIA OTHEC HEe K TOM KaTeropun, 03HaKOMbTECb C 3TON CcTaThen B Base
3HaHWW ESET.

B thopme Bbibop obpasua pns aHanusa BbibepnTe packpbiBatolleecs MeHio MpuyYuHa oTnpaBKu
cdanna n ykaxxute Hanbonee noaxoasiiee onvcaHme CBOEro coobLleHns:

¢ [Nooo3pUTENbHLIV hann

* [1oA03pUTENLHLIN CanT (BeB-CalT, 3apa’keHHbI BPe4OHOCHOW NPOrpamMmmon)

* J1o)KHO 0OHaPY)XXEHHbLIN CanT

* JIOXXKHO 0BHapy>XeHHbIN hainn (hann obHapyXeH Kak 3apa>keHHbIN, XOTS He ABAseTCs
TaKOBbIM)

» [lpyroe
danun/canT: NyTb K OTNPaABISEMOMY Ha aHanu3 anny mnm seb-canTy.

Appec 3/1IeKTPOHHOM NOYTbI: aZpec OTNpPaBAseTCcs B ESET BMECTe C NoA03pUTENbHbIMU (hatnamn 1
MOXXET 1CMO0JIb30BaTbCA AJ15 3anpoca AOMNOJHUTENbHONW MHGOPMaL MK, HeobX0aMMON Ans aHamn3a.
YKa3biBaTb aflpec 3/1eKTPOHHOM NoYTbl Heobsi3aTeNbHO. YT0bbI HE 3aM0NHATL 3TO NoJie, Bbibepute
BapuaHT OTNPaBUTb AaHOHUMHO

Bbl MOXXeTe He MNONYYUTb OTBETa OT ESET

MOCKONIbKY KaXXAbl/i IeHb Ha cepBepbl ESET NOCTYyMaloT AECATKM ThiCAY (halnoB, HEBO3MOXHO
OTNPaBUTb OTBET Ha Ka)kAblA 3aMpoc. Bam 0TBETAT TO/IbKO B TOM C/ly4ae, ec/iv AN aHaamn3a
notpebyeTca OONONHUTENbHAsA MHPOPMaLMS.

Ecnn obpa3sel, oKaXXeTCs BPeAOHOCHbLIM NMPUI0XEHNEM Unn Beb-canToM, ero obHapyxeHune
bynet nobasneHo npu cneapyowem obHOBNEHNN NPOrpamMmsbl ESET.

BbiOOp oOpa3ua pnsa aHanumsa —
nono3puTtesibHbin pann

OOHapy>XeHHble NPU3HAKN U CUMNTOMbI 3apa>keHUs BpeLOHOCHOW NPOrpaMMoON: BBeANTE
onuncaHue NoBeAeHUs NoAO3PUTENLHOrO (Daliia Ha BalleM KoMMbloTepe.

NcTouyHuK pauna (URL-appec uam NnoCTaBLLUK): YKaXKNTE UCTOYHUK halnsia U ONULLINTE, KaK OH
nonas Ha Ball KOMMblOTEp.

3aMeyaHua M JONOJSIHUTEsIbHaA VIHd)OpMaI.IMﬂI 30eCb MOXXHO BBECTU AOMONHUTENBHYIO
NHOPMALLLIO NN OMNCAHKE, KOTOPOE MOMOXET BbIABUTb I'IO,D,O3pI/ITeJ'IbeIIZ (pa|7|n.

MepBbin napameTp (OBGHapy>XeHHble NPU3HAKU U CUMNTOMbI 3apakeHUs BpesoHOCHOM
nporpaMMoi) sBnseTCs 0053aTeNbHbIM, HO NPeAOCTaBAEHNE AOMNOJIHUTENBHOR MHPOPMALIAK
TaKXXe 04eHb NMOMOXET UAEeHTUPULMPOBaTL U 0bpaboTaTh 0bpa3ubl B nlabopaTopun.
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BbiOop obpasua pnsa aHanusa —
nopno3pUTesSIbHbIN CauT

B packpebiBatowemcsi meHio Mpobnema ¢ cautom BLIbeprTe 04HO N3 CEAYIOWMNX 3HAYEHUNA.

» 3apa>keHHbl|: Be6-CalT COAEPXXUT BUPYChl NN ApYriie BPeLOHOCHbIE MPOrpaMMbl, KOTOpPbIE
PACNpPOCTPAHSATCSA pa3IMYHbIMUK cnocobamu.

* GULLIMHI YaCTO NCMOJIb3YETCS ANS NOJYYEHMS OOCTYNa K KOHDUAEHUMANbHbIM CBEEHNAM,
TaKMM Kak HoMepa 6aHKOBCKMX CHETOB, PIN-KOAbI U T. M. [loNoNHUTENbHbIE CBeAeHNS 06 3TON
NesTeNbHOCTY NPUBEAEHbLI B rioccapun. JonoaHUTeNbHY0 nHdopMauuio 06 3ToM Tune aTaku

CM. B [JIoCCapun.

* MOLWEHHUYECKMUMN: MOLLIEHHNYECKNI BED-CalT, CO3AaHHbIN AN BbICTPOro NosyvyeHms
npunbsinu.

* BuibepuTe ipyroe, ec/in BhbllleyKa3aHHble NapaMeTpbl HE COOTBETCTBYIOT CaiTy, KOTOPbIN Bbl
cobupaeTecb OTNPaBUTb.

NMpuMeyaHusa U AONOJIHUTENbHAA VIHd)OpMaLI,VISI: 30eCb MOXXHO BBECTWU OOMOJIHUTENBbHYIO
NHGOPMALLLIO UIIN OMUCAHKE, KOTOPbIe MOMOryT NMpoaHaan3npoBaThb I'IO,EI,03pI/ITeJ'IbeIl7| CanT.

BbiOOp oOpa3ua ana aHanusa — JIOXKHO
oOHapy>XeHHbIN hann

Mbl MpOCKMM OTNPaBAATL (haiifibl, KOTOPbIE 0OHAPYXXMBAOTCA KaK 3apakeHHbIe, HO NMPW 3TOM He
SBNSIOTCA TAaKOBbIMK, YTOObI Mbl MOT/IA YYYLIUTb Hall MOAYJb 3alUTbl OT BUPYCOB U LUMNOHCKMX
nporpamm 1 obecneynTb 3alNTy APYrM Nonab3oBaTeNsM. JIoxkHoe 0bHapyXeHne BO3MOXXHO, KOraa
wabsoH (hanna coBNafaeT C TakKMM Xe WabsoHOM, MPMCYTCTBYIOLWMM B MOAy e obHapyxeHus.

NMa n Bepcua NPUAOKEHUA: UMS NPorpaMMbl 1 ee Bepcua (HanpuMep, HoMep, NCeBAOHUM UK
KOoJ0BOE Ha3BaHue).

NcTouHMK cdaina (URL-agpec uam NOCTaBLUMK): YKaXXUTE UCTOYHMK haliia 1 ONULLNTE, KaK OH
nonan Ha Ball KOMMblOTEp.

Lenb npunoxxeHus: 37o obuiee onucaHne NpuioXKeHus, ero Tnuna (Hanpumep, bpaysep,
npourpbiBaTeNb MybTUMEAMA U T. N.) U DYHKLMOHANbHOCTH.

MpumeyaHusa n gononHuTenbHas MHGOPMaLMA: 34eCb MOXXHO BBECTU AOMONHUTENbHYIO
MHMOPMALNIO USIN ONUCAHNE, KOTOPbIe MOMOryT B 06paboTke Nofo3puTeNnbLHOro daina.

MepBble TPV NapaMeTpa HY>KHO yKa3aTb, YTOObl NAEHTUPULNPOBATL HOPMasibHbIE
NPUNOXKEHUS U OTANYNUTL UX OT BPEAOHOCHOrO Kofa. NpeaocTaBneHne fonoSHUTENbHON
NHMOPMaLNUM B 3HA4YMTENbHOW CTENeHN NnoMoraeT nabopaTopun B npouecce NAEHTUPUKALNN 1
obpaboTku obpa3sLos.
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BbiOoOp oOpa3sua ana aHanusa — NIOXKHO
OOHapy>XeHHbIN CauT

Mbl MPOCKMM OTNPABASATbL HAaM CBELIEHUS O CallTax, KOTOPbIE ONpeaeseHbl Kak 3apa)keHHble,
MOLLEHHUYECKME N PULLNHTOBbIE, HO TAaKOBLIMI He SBASIOTCS. JIoXHOe 0bHapy)XeHre BO3MOXHO,
Koraa wabnoH taina coBnafgaeT C TakuM e WabaoHOM, MpUCyTCTBYIOWMUM B Moay e
obHapy>xeHusi. OTrnpaBbTe HaM cBefieHMs 06 3ToM Beb-caiTe, 4ToObl Mbl MOFN YAYYLINTb HaLl
MOAYJb 3aLMTbI OT BUPYCOB U PULLNHIA U 0becneynTb 3aluTy ApYrux nosib3oBaTenei.

MpuMevaHusa u gononHuTeNbHas UHPOPMaLMA: 3[eCb MOXKHO BBECTU AONONHUTENbHYIO
VHOPMaLMIO UK OMUCaHKe, KoTopble NOMOryT B 06paboTke Noao3puTeNibHoro Bed-canTa.

BbiOop obpasua pna aHanusa — gpyroe

DTOT BapyaHT c/ieayeT NCNoNb30BaTb, €CN (hanl HEBO3MOXHO OTHECTU K KaTeropum
Mopo3putenbpHbin hann nnn JlokHoe cpabaTbiBaHue.

MpuuunHa oTnpaBku danna: BBeanTe NoapobHOe onuncaHne 1 NPUYMHY 0TNPaBKK (aiina.

LLeHTp 0OHOBNEHMA Microsoft Windows®

OyYHKUMS 06HOBIEHNS Windows SIBJISIETCS Ba)KHOW COCTAB/SAOLLEN 3aLlWUTbI MO/Ib30BaTENEN OT
BPEAOHOCHbIX Nporpamm. Mo 3Toi npuyinHe obHoBNEHNS Microsoft Windows CneflyeT yCTaHaBANBaTb
cpa3sy nocsie nx nossneHus. MporpammHoe obecrneyeHne ESET Internet Security yBejoMNseT
nonb3oBaTenst 06 0OTCYyTCTBYOLWMNX 0OHOBIEHUSIX B COOTBETCTBUM C BbiOPAHHLIM YPOBHEM. [JOCTYMHbI
cnenyowmne ypoBHU:

* be3 oOHOBNEHMM: 3aNpPOChl Ha 3arpy3Ky 0OHOBIEHMIN CUCTEMbI HE 0TODpaXkatoTCA.

* Heobsa3aTenbHble 06HOBNEHUA: 0TOOPaAXKAOTCS 3aMNPOChI Ha 3arpy3Ky 0OHOBEHMIA C HU3KUM
1 60/1ee BbICOKIM YPOBHEM MPUOPUTETA.

* PekomeHpayeMble 0OHOBNEHUA: 0TOOPaXXalOTCS 3anpockl Ha 3arpy3kKy 06HOBAEHMI C
06bl4HbIM 1 BoNlee BLICOKUM YPOBHEM NpuopuTETa.

* BaXkHble 06HOBNEHUA: 0TOOPaXKalOTCA 3aNpPoChl Ha 3arpy3Ky 06HOBAEHUIA, MOMEYEHHbIX Kak
Ba)kKHble 1 C 60s1ee BbICOKMM YPOBHEM MpuopuTeTa.

* Kputuyeckne obHOBJIEHMA: M0Nb30BaTEIO NpeanaraeTcs 3arpy3nTb TOJIbKO KpUTUYECKUe
obHOBNEHUS.

[na coxpaHeHus namMmeHeHnn Haxxmute kHonky OK. Mocne npoBepku cTaTyca cepeepa 0bHOBAEHNI
Ha 3KpaH byaeT BbiBe4EHO OKHO «OBHOBNEHUSA CUCTEMbI». [103TOMY AaHHble 06 0OHOBNIEHMN CUCTEMDI
MOryT ObITb HEAOCTYMHbLI HEMOCPEACTBEHHO MOC/IE COXPAaHEHUS N3MEHEHMNA.
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Ouanorosoe OKHO — OOHOBJIEHUSA CUCTEMbl

Ecnu gns Balle onepaumnoHHON CUCTEMbI JOCTYMHbI Kakne-nnbo 06HOBNEHNS, HA AOMALLHEN
CTpaHuLe ESET Internet Security 0To6pa3uTcs ysenomnenue. LLenkHnte [JLonosHUTEsNIbHbIE
cBeeHms, 4ToObl OTKPbITb OKHO 0OHOBNIEHWIA CUCTEMBI.

B okHe «O6HOBMIEHUSI CUCTEMbI» NPEeACTaBNEH CMUCOK AOCTYMHbLIX OOHOBMIEHWIA, FOTOBbIX AS
3arpy3kun 1 ycTaHoBKW. Tun 06HOBNEHMS 0Tobpa)kaeTcs psAAOM C ero Ha3BaHNEM.

[Baxkabl WeNKHUTe Nlobyto CTPOKY 06HoBNEHMS, 4TObbI 0TOOpPa3nTb OKHO MHdopmaLms 06
00HOBIEHUSX, COAepKaLlee AOMONHNTESNbHYIO MHGOopPMaLMIO.

HaxmMnTe 3anycTutb 0OHOBNIEHME CUCTEeMBI, YTOObI HavyaTb 3arpy3Ky U yCTaHOBKY 0OHOBNEHNIA
onepaunoHHON CUCTEMBI.

NHdopmauus 06 oOHoBNEHUAX

CeeneHuns 06 0bHOBNEHNSAX Windows. B BepxHei 4acTu OKHa oTobpaxkaeTcs Ha3BaHUe U HOMep
0OHOBJIEHUS, @ TaKXKe ero NPUOpPUTET M onncaHme nNpobaemMbl, ycTpaHAEMON ero yCTaHOBKOW.

NHTepdenc

YT106bl HACTPOUTL NOBeLEeHME rpauUYeckoro nHTepderca NPorpaMmsbl, B r1aBHOM OKHE MporpaMmbl
wenkHUTe HacTpouka > PacluMpeHHble napaMeTpsl (F5) > UHTepdenc.

B OKkHe 2n1eMeHThl nHTepdeca pacliMpeHHbIX NapaMeTPoB MOXXHO HAaCTPOUTL BHELLUHWUIA BUL
nporpamMmmsl N NCMoJsib3yemMble IPPeKThI.

Y1066l 06ECNeYnTb MakCMMabHYIO 3aWMTy AN NporpaMMbl 6@30NacHOCTY, MOXHO 3anpeTuTb
yhaJieHne nporpammbl AN BHECEHE HECAHKLNOHUPOBAHHbLIX N3MEHEHWI, 3alLMTNB NnapameTpbl
napoJieM € NOMOLLbIO ciyxebHon nporpamMmmbl HacTponka nocTyna.

CBefeHUst 0 TOM, Kak HaCTPOUTb CUCTEMHbIE YBELOMIEHNS, NpeaynpexaeHns 06
0b6HapYXXEHUN N COCTOSIHWSA NPUIIOXKEHNS, CM. B pa3fenie YBeaoMeHus.

d5ieMeHTbl UHTepdenca nosb3oBaTens

MapameTpbl MHTepdenca Nosb3oBaTeNS B ESET Internet Security MO3BONISIOT HAaCTPOUTL paboyyto cpely
B COOTBETCTBUN C KOHKPETHbIMM TpeboBaHUAMN. DTN NapamMeTpbl KOHOUIYpaLUUy LOCTYMHbI, €CAn
nocnefoBaTesibHO OTKPbITb PaclumpeHHblie napameTpsl (F5) > UHTepdenc > dneMeHTsbl
MHTepdenca.

YT106bl OTKNIOYMTb 3aCTaBKY ESET Internet Security, CHUMUTE (hnaxkok NMokasbiBaTb 3aCTaBKy Npu
3anycke.

Ncnonb3oBaTb 3BYKM: NporpaMma ESET Internet Security BOCMPOW3BOAMT 3BYKOBOW CUTHaJ, €Can BO
BPEMS CKaHMPOBAHMS NPOUCXOANT Ba)KHOE CObbITUE, HanpuMep Npu 0B6HapyXeHNN yrpo3bl Naw
3aBEepLUEHNN CKaHMPOBaHWS.
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NHTerpupoBaTb C KOHTEKCTHbIM MEHIO: BO3MOXXHOCTb UHTErpaLum 3N1eMeHTOB ynpasieHns ESET
Internet Security B KOHTEKCTHOE MEHIO.

NTERNET SECURITY o X
[lononHUTeNbHbIE HACTPOUKM Q - @
MOAYTb OBHAPYKEHA 3NEMEHTEI MHTEP®EACA MONL30BATENA

OBHOBNEHME MokazbiBaTe 33CTAEKY NpK 3aNyCKe

3;':'\|_|_|,|/'|T;:'\ CETIA HMecnone3soeats 3BYKKH

WMHTEPHET W 3MEKTPOHHARA
NoYyTA WMHTErpaLma B KOHTEKCTHOE MEHHD

KQHTPOJIb ¥CTPOWCTE

CEPBMC HACTPOMKA AOCTYNA
WHTEP®ENC NONL3OBATENA

YEEAOMIEHIAA

HACTPOIAKIA
KOHOWAEHLMANBHOCTIA

@ OK

HacTpouka pocTtyna

HacTponku ESET Internet Security ABISIOTCA BaXKHOW COCTAaBHOW YacCTb0 Ballen NOJIMTUKN
6e30nacHOCTW. HeCaHKLMOHNPOBAHHOE N3MEHEHME NapaMeTPOB MOXKET HapPYLWMNTb CTabnIbHOCTb
paboThbl cucTembl 1 0CnabnTh ee 3awmnTy. g npesoTBpaLLeHna HeCaHKLMOHMPOBAHHOIO N3MEHEHNSA
napamMeTpbl HACTPONKIM 1M BO3MOXXHOCTb YAaIeHUS MPUNoXXeHN ESET Internet Security MOXXHO
3aWNTUTb NAPOJIEM.

Y7106bI YCTAHOBWTbL MNApOJib 415 3aLUMThl NAapaMeTPOB HACTPONKMN 1 DYHKUUN YOANEHUS NPUII0XKEHUS
ESET Internet Security, LUeNKHUTe 3aAaTh PSAOM C NoJieM 3alWMTUTL NapaMeTpbl NaposieM.

Korpa Bbl XOTUTE NONYYNTb JOCTYN K 3alLULLEHHBIM LOMOJHUTENbHBIM HAaCTPONKaM,
OTKPbLIBAETCS OKHO AN11 BBOAA Napons. Ecnn Bbl 3abyfeTe nnm notepsieTe CBOW Napoib,
WenkH1Te BOCCTaHOBUTb NApPOb HVKE U BBEAUTE afipec 3/IEKTPOHHON MOYThI, YKa3aHHbIi
Npu perncTpauumn TMLeH3nn. ESET OTNPaBUT BaM COOBLLEHNE 3N1EKTPOHHONM NOYThI C KOAOM
MPOBEPKMN 1 MHCTPYKLUMUAMHK Nno cbpocy napons.

* Pa3610KMPOBKA JOMOJIHUTE/IbHbIX HACTPOEK

Y706bI N3MEHUTH MNapPOJb, WEeNKHUTe U3MeHUTb Nnaponb pPsiA0OM C NoJeM 3alUTUTL NapaMeTpbl
naponem.

YT0bbI YOaJinTb NapoJib, WENKHUTE Ypanutb pAnoM C noJsiem 3aWwmTUTHL napaMeTpbl Nnaponem.
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INTERNET SECURITY O x

JononHuTenbHble HACTPOWUKH Q - @
MOAYNb OBHAPYKEHA 3NEMEHTEI MHTEP®EACA NMOAL3OBATENA
OBHOBMEHIME .

HACTPOWKA AOCTYNA (' |

3ALLATA CETW
33LLNTHTE NAPaMETPEI NaPoIEM 3agate

WMHTEPHET 1 3NEKTPOHHAR
NOYTA

KOHTPOJIb YCTPOIACTE
CEPEMC

WHTEP®EAC MONL3OBATENA
YBEAOMMEHIA

HACTPOIAKIA
KOHOWAEHLMANBHOCTIA

Maponb ana pocryna K paclUUPEHHbIM
napameTpam

Inga 3aWmMTbl paclUMpPeHHbIX NapaMeTpoB ESET Internet Security OT HECAHKLMOHMPOBAHHOIO U3MEHEeHNS
Heobxoanmo YCTaHOBUTb HOBbIN napoJib.

ECNN HY>)XKHO M3MEeHUTb CYLeCTBYIOLWMIA Naposib, BbINOAHUTE Cnefyowmne 4encTBus.
1. BBeguTe CcTapblil naponb B nose Crapbid Nnaposb.
2. BeenuTe HOBbIN Naposib B Nosis HoBbin naponb 1 MoaTBepanTe naponsb.
3. HaxxmuTte kHonky OK.

Tenepb A1 BHECEHUS KaKMUX-TMOO n3MeHeHW B ESET Internet Security HY)XHO ByAeT yKa3aTb 3TOT
naposib.

Ecnn Bbl 3abyaeTe naponb, AOCTYN K OMNOJHUTENbHLIM NapaMeTpaM MOXXHO BO30OHOBUTL C
MOMOLLbIO BOCCTAHOBAEHWUS NapoNs.

YT06bl BOCCTAHOBUTb MOTEPSAHHbLIN INLLEH3NOHHBIN K04 ESET, AaHHbIE O AaTe OKOHYaHMA CpOoKa
LEeNCTBNS Bawen NNLEH3UN UK APpYrie CBEAEHMSA O NNLEH3UN ESET Internet Security, CM. CTaTbO
Hawen 6a3bl 3HAHUN.
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3Ha4YoK Ha naHeNu 3apayd

K HekoTopbIM Hanbosee BaXKHbIM PYHKLMAM U HACTPOMKAM MOXXHO MOJIy4YUTb AOCTYN, LWESKHYB
NPaBoOn KHOMKOW MbILWW 3HA4YOK Ha NaHenn 3anay (e,

) MpuocTaHOBNTE SalWMTY
) MpvocTaHoBMT: pabioTy daiiepsona (paspelwnTs Becs Tpaduk)
= BnoKMpoBaTS BECh CETES0A TRAMMK

[ononHUTENEHEIE HACTPORKK

FaEAnkL KypHaNa

Ompeme ESET Intemet Security

BoccTanoeuTe pacnonoxeqve okoH

MpoBeprTe Hamuke oBHOBNEHWA. ..

O nporparme

MpuocTaHOBUTb 3aLUTY. Ha 3KpaH BLIBOAMTCSA AMANOrOBOE OKHO A NOATBEPXXAEHMSA. B HeM
MOXXHO OTKJIOUUTb MOAY /b 06HaPY)XEHNS, KOTOPbIA KOHTPOSIMPYET 06MeH hainaMmn 1 JaHHbIMK
yepe3 VIHTepHEeT 1 3NeKTPOHHYIO MOYTY, NPeA0TBPaLLAs TEM CaMbIM aTakn Ha CUCTEMY.

B packpbiBatolLeMcsi MeHio BpeMs yKa3biBaeTCs Nepuo BpeMeHu, Ha KoTopbli 3awwuTa byaeT
MOJIHOCTbIO OTKJIOYEHA.

@ MpWocTaHOBNTE aLLMTY @

Bpema: 10 MuHYT - |

MPMOCTEHOEKE 38WMTEl Ha BelBPaHHEN NEPHMOA BPEMEHK,
MOCTOAHHO OTKAKIYMTE 3ELUMTY MOXHO, BOCMONE30BEBEWML
PECLWMPEHHEIMK NEPAMETPAMH,

[ QK ll OTmMeHa |

MpuocTtaHoBuTbL paboTy chanepBona (paspewnTtb Becb TpaPuK): haiepson NepeBoamnTCa B
HeaKTUBHOE COCTOsSHME. [Ns Noay4YeHnsa OOMONHUTENbHbIX CBeAeHUA CM. pa3gen CeTb.

BnokupoBaTb BeCb ceTeBOM TpaduK: BeCb ceTeBon Tpaduk bynet 3abnoknposaH. YTobbl
pa3b10KMpoBaThb TpaduK, LWenkHUTe OCTaHOBUTb 6/I0KMPOBKY BCero ceteBoro Tpacduka.

JononHuTenbHbie HACTPOMKMU: BbibepuTe 3TOT NapameTp, 4ToObl NepenTn K aepesy
JononHuTenbHble HACTPOUKHKU. [lepeBo AOMNONHUTENbHBIX HACTPOEK MOXXHO 0TO6Pa3nNTb 1 APYrMU
cnocobamu, HanpuMep Ha)kaTb KNaBuWLLY F5 WK NCMONb30BaTh MeHi0 HacTpomka >
JononHuTesnbHbie HACTPOUKM.

®dannbl XypHana: Gai/ibl KypHasa cofepxaT MHHOPMaLIMIO 0 BaXKHbIX NPOrpaMMHbIX COBbITUAX U
npeLocTaBnaoT oblwune ceefeHnsa 06 0bHapyXeHUsX.

OTKprTb ESET Internet Security. Ecnn LEeNKHYTb 3TOT 3Ha40K Ha NaHeJIn 3afa4, OTKPOETCA [JlaBHOE
OKHO nporpamMmmsel ESET Internet Security.
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CGPOCMTI: HaCTPOIﬁKM MaKeTa OKHa: 014 OKHa ESET Internet Security BOCCTaHAaB/INBAOTCA Pa3Mep "
nosio)KeHne Ha 3KpaHe Nno yMoJ14aHUto.

MpoBepuTb HaNM4Yne 0OHOBNEHUI: 3anyCcK 0OHOBIEHUSI MOy NS OOHAPY)KEHUS (paHee N3BECTHOMO
Kak 6a3a JaHHbIX CUrHATYp BMPYCOB) AN1A NOAAEP>KaHUS HEOOXOANMOro YPOBHS 3alUNThI OT
BPEAOHOCHOI0 KoJa.

O nporpammMme: oTobpaxeHne NHopMaLnn o CucTeme, cBefeHnin 06 yCTaHOBNEHHOW BEpPCUM ESET
Internet Security M MPOrPaMMHbIX MOAYNAX. Takxe 34eCb 0TOBpa)kaloTCa AaTa OKOHYaHMA CPOKa
LENCTBUS NNLEH3UN N AaHHble 06 onepaLoHHON CUCTEME N CUCTEMHBIX pecypcax.

NMoppep)Xxka cpencTB UTEHUA C IKpaHa

ESET Internet Security MOXXHO UCMONb30BaTh CO CPEACTBAMM YTEHUSA C 3KPaHa, 4Tobbl Nosib30BaTENN
ESET c npobnemamu 3peHnst MOrJiv MCNOJIb30BaTh MEHIO MPOAYKTa 1 HAaCTpanBaTb MapaMeTpbl.
MopoaepxuBatoTca cnegylowme cpeacTsa YTeHNS € 3KpaHa: (JAWS, NVDA, Narrator).

YT06bl 06ecneynTb NpaBuibHYO paboTy CpeacTBa YTEHUA C rpaduyecknMm nHTepencom ESET
Internet Security, CelynTe MHCTPYKUMSAM B CTaTbe Hawel a3kl 3HaHuN.

CnpaBkKa u noaaepxka

B ESET Internet Security €CTb CpeACTBa A5 YCTPaHeHUst Npobaem 1 nHdopmaLms No NoaaepKKe,
KOTOpble€ MOMOrYT pewwnTb NPobaembl, €CN OHU BO3HUKHYT.

i JInueHsus

* YcTpaHeHue npobrsieM C SIMeH3Uen: WeNKHUTE 3TY CCbIKY, YTObbl HANTU peLlleHns
npobsiemM ¢ akTUBaUMen UM USMEHEHNEM JINLIEH3NN.

* N3MeHUTb NiMLeH3mo. LLlenkHnTe, 4ToObl OTKPbLITL OKHO aKTUBALUM 1 aKTUBUPOBATh
NPOAYKT. ECAM YCTPOMCTBO MOAK/IYEHO K ESET HOME, BbibepuTe NNLEH3NI0 B CBOEN YYETHOM
3anucy ESET HOME unmn 1o6aBbTe HOBYIO.

(®) yeTanoBneHHbiif NPoAYyKT

* HoBble BO3MOXXHOCTH: LLENKHUTE 3TOT 3/1eMEHT, YTOObl OTKPbITb OKHO CBELEHWI O HOBbIX U
YNYYLEHHBIX PYHKLUAX.

* O nporpamMmMe ESET Internet Security: Ha 3KpaH BbIBOAUTCS MH(OPMaLMA O Ballen Konuu
nMporpammbl ESET Internet Security.

* YcTpaHeHue npobneM C NpoAyKTOM : LWENKHUTE 3Ty CCbIIKY, 4TOObl HANTUN peLleHns 4acTo
BCTpeYatoLwmxcs npobnem.

* U3MeHuTb Nporpammy. LLienkHuTe, 4ToObI Y3HaTb, MOXKHO NI CMEHUTb ESET Internet Security Ha
APYIY0 NVHENKY MNPOAYKTOB B PaMKax TeKYLLEN MLEH3UN.

@ CTpaHuu,a CMpPaBKM - HAXXKMUTE 3TY CCbIJIKY, 4yTO0bbI OTKPbITb pa3fesbl CNpaBKU ESET Internet
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Security.

@ Cnyxba TexHu4eckom noanep>XkKu

O ba3a 3HaHuu: B Oa3e 3HaHWU ESET COepXXaTcs OTBETHl Ha Hanbonee 4acTo 3ajaBaeMble
BOMPOChI, @ TAaK)Xe PEKOMEHAYEMbIe peLleHNs pa3sinyHbix Npobnem. basa 3HaHWI perynspHo
0OHOBNIAETCS TEXHNYECKMMU CNEeLNasncTaMm ESET, 4TO AenaeT ee CaMbiM MoJIe3HbIM MHCTPYMEHTOM
ANA pelweHmns pa3HoobpasHbix Npobaem.

O nporpamMmMme ESET Internet Security

B 3TOM OKHe conepxxaTcsa cBefeHns 06 ycTaHOBEHHON BePCUM ESET Internet Security 1 0 BalleMm
KOMMbOTEpE.

@er INTERNET SECURITY AD ESETHOMEY — O X

@ O nporpamme @

OOMaLUHAR CTpaHuua

ESET Internet Security™, sepcna 15.0.15.0
CKaHWDOBAHWE KOMMBHOTERA

Hoeoe nokoneHne TexHonorkmn NOD32.
© 1992-2021 ESET, spol. s r.o. Bce npaea zalumuLeHsl.

R 3TOT NpoA4yKT 2awwvuieH nateHTom CLUA N2 US8943592.

Cepeuc _
® NWueHzMOHHOE COrNaLLEHWE C KOHEUHEIM NONLZ0EaTEAENM

i [ AT ne L
HacTpolika A MonwTuka KOHPWASHLUWaNBEHOCTH

Wima nonezoeatens: DESKTOP-ILTJID9User
Mma komnetoTepa: DESKTOR-ILTJIDS
Wma pabouero mecra: DESKTOP-ILTIIDS

EOQ Lo

Cnpaeka W NoJAepxka

Mpepynpexaenne: 3Ta NporpamMma 3aLLMLLEHE 3AKOHAMK W MEXKIYHAPOAHEIMK COTNALLIEHMAMKU 0B aBTopCKNXK
npaeax. MoAHoE WAK Y3CTMYHOE KONWPOBaHWE W PACNPOCTRaHEHWE NpogykTa nrobeimn cpegcTeamm Ges
CREUMaNEHOrD paspeLleHna komnadum ESET, spol. s r.o. cTporo sanpewtedo u ByaeT NpecneaosaTboA B
MAKCMMANBHO BOIMOXHOM MO 3TUM 33KOHAM CTEMEHK MO BCEMY MUY,

ESET, norotun ESET, ESET Internet Security, LiveGrid, norotun LiveGrid, Syslnspector agnarorca
33pErMCTENPOBAHHEIMMN TOEAPHEIMKM 3HAKAMW WK TOBAPHBIMMK 3HaKaMK Komnanuw ESET, spol. s.ro. B
Esponefickom coroze n/win gpyri cTpadax. Bce npodme ToBapHBIE 3HAKW ABNAKTCH COBCTBEHHOCTEHO
COOTEETCTEYHOLLMX BIAAENBLIEE,

LenkHnTe MokasaTb MOoAyAM, 4TOObI MPOCMOTPETL MHHOPMALIMIO O CMNCKE 3arpy>KeHHbIX MoLy e
nporpammbi.

* Y7066l CKONMMpPOBaTL MHGOPMaLMo 0 Moaynsax B Bydep obmeHa, ncnonb3ynte KOMaHay
KonupoBaTb. 2T0 MOXET ObiTb MONE3HO NpW yCTpaHeHUn npobnem nnn obpatlleHnn B cnyxoby
TEXHNYECKOWN NOALEPKKMN.

* LLlenkHnTe Mopynb obHapy>XeHus B oKHe «Moaynn», 4ToObl OTKPbITb CAalT ESET Virus Radar,
KOTOPbIA COOEPXUT NHGOPMALIMIO 0 KaXX40N Bepcun Moayns obHapyKeHms ESET.
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HoBOCTM ESET

B 3TOM OKHe ESET Internet Security peryaspHo oTobpaxatoTcsi HOBOCTU KOMMaHWUW ESET.

OYHKLMA BHYTPUNPOrpaMMHOro obMeHa coobLieHnsIMN NnpegHa3HayveHa 45 MHGOPMMPOBaHUS
NnoJsib30BaTeNel 0 HOBOCTSX ESET 1 ans Apyrux coobuieHnin. ns oTnpaBkn MapKeTWUHIOBbIX
coobueHnn TpebyeTcs cornacue nosab3oBaTens. MapkeTMHroBble COOOLLEHNS MO YMONYaHUIO HE
OTNPaBASAIOTCA NOJib30BaTeN0 (0TOOpaKaeTcs Kak BONpocC). BKaoyeHne 3Toro napamMeTpa o3HavyaeT
BalLe cornacue Ha NosyyeHne MapKeTUHrOBbIX CO06LeHn ESET. ECain Bbl HE XOTUTE NOJlyYaTb
MapKeTUHroBble MaTepurabl ESET, OTKOUNTE NapamMeTp OToOpaxkaTb MAapKeTUHIOBble
coobLweHus.

YT06bl BKNOYNTL UAN OTKOHYUTD nonyyeHmne MapKeTUHroBbIX co0bLEeHNIN BO BCMNJIbIBAKOLLEM OKHE,
cneuyVlTe NHCTPYKUUNAM, KOTOPbIE NMPUBELEHbI HNXKE.

1. OTKponTe rnaBHOE OKHO CBOEro npoaykTa ESET.
2. HaxxmnTe kKnasuLly F5, 4T06bl NepenTn K pasgeny PaclumpeHHble napaMeTpbl.
3. LWenkHnTe YBepoMmneHus > UHTepaKTUBHbIE NpeaynpexXaeHus.

4. 3meHnTe napameTp OToOpa>kaTb MapKeTUHroBblie COOOLLEeHMS.

NTERMET SECURITY O X
JlononHuTeNbHbIE HAaCTPOUKH Q - @
BAOIILIE ELE EREL IV COCTOAHWA MPUAOXKEHWA

OBHOBMNEHME

YBEAOMJIEHWA HA PABOYEM CTONE
3ALLMTA CETIA

WHTEPHET W 3AEKTPOHHAR WHTEPAKTHUBHELIE NPEAYNPEXAEHNA

ModYTA

WHTEPAKTHUEHBIE NMPEAYTIPEXAEHWA
KOHTPOJIb YCTPOWCTE OToBpakaTe MHTEPAKTNEHBIE NPELyNPEKLEHNA
CEPBINC

- OBMEH COOBLLEHWAMMW B NMPOTPAMME
MHTEP®ENC MOMB3CBATENA

OToBpasaTe MapKeTHHIOBEIE COOBLLIEHNA ?

YBEAOMNEHWA
B OKHO COOBLLEHKA
HACTPOKIA ABTOMABTHMUECKM 33KPBIEATE OKHA COOBLLEHNIT
KOHDIAAEHLIMANBHOCTIA
Bpemn oxunaarna (cex.) 120
MogTeepsaeHns MamernTe

Y OK
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OTnpaBka AaHHbIX O KOHPUrypauum CUCTEeMbI

YT706bI UMETb BO3MOXXHOCTb MaKCMMasbHO BbICTPO M 3(h(DEKTNBHO OKa3biBaTb NOJIb30BATENAM
MOMOLLb, KOMMaHWK ESET TpebyeTcs nHdopMaumns o KOHUrypaumm ESET Internet Security, Nogpo6bHble
CBEEHUS 0 CUCTEME MOb30BaTeNS U 3anyLEeHHbIX B HEN npoLeccax (thann xypHasia ESET
SysInspector) n faHHble peecTpa. KoMnaHus ESET MCNONb3YeT 3Ty MHHOPMALMIO TONbKO ANA
NpPefoCTaBNeHNS KINEHTY TEXHUYECKON NOLLEPKKM,

Mpun oTnpaeke Beb-hopMbl B ESET 6yayT oTnpaB/ieHbl U AaHHbIE 0 KOHGUTIYpaLUnn CUCTEMBI.
YcTaHoBUTE (hnaXkok Bcerpa oTnpaBnATb 3TM CBeA€HMUSA, C/IM HY)KHO 3aNOMHUTL AaHHOe
AeCTBMEe AN TekyLwero npouecca. Ytobbl 0TANPaBUTL hOpMyY, HEe OTNPaBASASA AaHHbIE, LEeNKHUTe
sneMeHT He oTnpaBnATb maHHbIe. B 3ToM ciyvae ans obpalleHns B cyXby TexHu4yeckon
noanep»XKu ESET cielyeT UCMNoJib30BaTb COOTBETCTBYIOLLYO OHNAH-(hopMY.

HaCTDOI/ITb 3TOT NapaMeTpP MOXXHO 1 NMO-APYromMy. NocsiegoBaTesiIbHO WWENKHUTE 3JIEMEHTDI
PaCLI.IVIPEHHbIe napaMmeTpbl > CepBuc > [lMarHocTuKa > TexHnyeckasa noaaepxka.

Ecnu Bbl pewnnm oTNpaBUTb AaHHbIE O CUCTEME, HYXKHO 3anoSIHUTL 1 0TNPaBuUTb Beb-thopmy. B
NPOTWBHOM C/ly4ae 3amnpoc co3faH He byaeT n faHHble 0 cucTeme BynyT NOTEPSHbI.

Cnyxba TexHU4eCKOn Noa aep>XKKu

B rnaBHOM OKHe nporpammsl WenkH1uTe CnpaBka u nogaepxxka > Cny)xba TexHn4yeckomn
noanepXKu.

ObOpaTuTbCA B CNY)XOY TEXHUYECKOMN NoA AepXXKu

3anpoc B cny>x0y noapep>XKu: eCn He yOaeTCAa HaWTU OTBET Ha BOMPOC, MOXKHO 06paTuTbLCS B
CNyX0y TEXHMYECKON NOAAEPKKW ESET C MOMOLLbIO (DOPMbI, PaCnofioXKeHHON Ha Beb-canTe ESET. B
3aBUCUMOCTM OT HAaCTPOEK BaLLero NpoAyKTa nepeg 3anonHeHnemM Bed-hopMbl MOXKET NOSBUTHCA
OKHO 019 OTNPaBKW AaHHbLIX 0 KOHGUIrypaLmnm CUCTEMBI.

MonyyeHune nucdopmauum ana cny>Xbbl TEXHNHECKON
noaaepXKu

NHdopmauma pna cnyxObl TeXHUHECKON NoAAEepPXXKKU: B OTBET Ha 3aMpocC CKOMUPYATe 1
OTNpaBbTe MHMOPMaLMIO B CNY)KOY TEXHNMYECKON NOAAEPXKKM ESET (Hanpumep, CBeAeHns 0
NNUEH3UW, UMEHWN NPOLYKTa, BEPCUMN NPOAYKTa, ONepaLMOHHON CUCTEME N KOMMbIOTEPE).

ESET Log Collector — CCblniKa Ha CTaTblo B 6a3e 3HaHMI ESET, OTKyAa MOXHO 3arpy3nTb NporpamMMy
ESET Log Collector, KOTOpPast aBTOMaTUYECKN COBUPAET MHGOPMALIMIO U XKYPHaNbl C KOMMbOTEPa, 4TOObI
YCKOPUTb peLleHne npo6neM. ﬂ,OI'IOJ'IHI/ITeJ'IbeIe CBEAEHNA MOXXHO NMPOCMOTPETDL B OHNaNH-
pPyKOBOACTBE N0Jib30BaTeNdA ESET Log Collector3aecCh.

BknounTte paclumpeHHoe BegeHue XXYPHasnoB, 4Tobbl C034aTh pacClnpeHHbIE XYPHaJlbl And BCeEX
OOCTYMHbIX KOMMOHEHTOB 1 MOMO4Yb pa3p360T‘-IVIKaM B ANarHOCTUKe N peLeHnn npo6neM. ans

MUHUMaNbHOW CTEeNeHn geTannsaumnm XYpPHaJa YCTaHOBJIEH YPOBEHb AunarHocTuka. PaCLIJVIpeHHOE‘
BeJeHne XypHanoB 6yueT dBTOMaTU4YeCKUN OTK/OYEHO Yepe3 ABa Yaca, eCJin Bbl HE OCTaHOBUTE ero
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paHblUe, WenkHyB OCTaHOBUTL pacluMpeHHoe BegeHue XypHanoB. Koraa Bce XypHanbl byayT
Co3AaHbl, 0TOOPa3nTCSH OKHO yBEAOMIEHNS AN1F NPSAMOro A0CTYNa K nanke AWarHoCTUKK, B KOTOPOM
COLepXXaTCs CO3AaHHbIE KYPHabI.

YBepoMneHus

YT106bl HACTPOUTbL YBELOMIEHNSA B ESET Internet Security, OTKpoTe PacluMpeHHble napameTpbl (F5) >
YBepomneHus. MOXXHO HaCTPOUTb Ceaytowmne TUnbl yBeLOMIIEHWA.

* COCTOAHMSA NPUNOXKEHNSA: YBELOMEHUS, 0TOBpa)kaeMble Ha AOMaLLUHEeR CTpaHMLEe [1aBHOro
OKHa MpPOorpammbl.

* YBegomaeHnsa Ha paboyem CTone: ManeHbKme BCMJblBatoLLMe OKHa pAaAaAoOM C NMaHesbio 3a4a.

* IHTEPaKTUBHbIE NPEAYNPEXAEHNS: OKHa U COOBLLEHMNS C NPeaynpexaAeHNaIMI, KOTopble
TpebytoT BMelLlaTeNbCTBA NOJIb30BaTENS.

* [lepeafpecauns (yBeLOMAEHNUA NO 3IEKTPOHHON NOYTE): YBEAOMIEHUS OTNPaBAATCA Ha
YKa3aHHbIN agpec 371eKTPOHHON MOYThI.

INTERNET SECURITY O X
JlononHUTEeNbHbIe HAacCTPOUKHK Q X @
MOAYe OBHAPYKEHA COCTOAHWA NPUAOXKEHWNA

OBHOBNEHWME CoCToAHMA NPWACHKEHNA MameHnTe i ]

SALLIMTA CETK
YBEAOMJIEHWMA HA PABOYEM CTOJE

WHTEPHET 11 3NEKTPOHHAA
NoYTA WHTEPAKTVEHBIE MPELYMPEXAEHWA

KOHTPOJIb ¥CTPOIACTE
CEPBIC
WHTEPGEMC MOMb30OBATENA

YBEAOMAEHWA

Mepeaipecauua

HACTPOAKIA
KOHOWAEHLMANBHOCTIA

CocTosAHMA NPUNOXXEHUS

CocTosAHuA NMPUIIOXKEHUA: LLENKHNTE N3MeHuTb, 4TOObI Bbl6paTb, KakKne COCTOAHNA NMPUIoXKeHNA
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6ynyT oTobpa)kaTbCs Ha AOMaLLUHEN CTPAHULE [1aBHOr0 OKHA NpPorpamMmsi.

Ananorosoe oKHO «COCTOAHUA NMPUNTOIKEHUA»

B 3TOM AnanoroBoM OKHe MOXKHO BblOpaTb, Kakne COCTOSIHWSA NPUAoXeHNs byayT oTobparkaTbCs.
Hanpumep, npy NPMOCTaHOBKE 3alUWTbl OT BUPYCOB W LUMNOHCKUX MPOrpaMM MK Npu BKIKOYEHHOM
NrPOBOM peXxmme.

KpOMe TOro, COCToAHNE NPUNOXXeHNA 6y)J,€T 0T06pa)KaTbCFI, €CJIN NMPOAYKT HE aKTUBUPOBaAH NN
CPOK NEeNCTBMA NNLLEH3UN UCTEK.

YBenomsieHus Ha pabouyem cTtone

YBegomneHus Ha paboyem cTone oTobpaxkatoTcs B BUAE HeOONbLIOro BCM/bIBAOLLEro OKHa BO3/e
naHenu 3afay. Mo ymonyaHuio oHo otobpaxaeTtcs B TedeHne 10 CeKyH[, 3aTeM MeLJIeHHO ncyesaeT.
YBepnomneHusa coobiaoT 06 0bHOBNEHUN NPOrpaMMbl, NOAKIIOYEHMUIN HOBbIX YCTPONCTB, 3aBepLUEeHN
3a/la4 CKaHUPOBAHWA Ha HaslM4me BUPYCcoB 1 06 0BHapy>XeHUn HOBbLIX YrPo3.

INTERNET SECURITY O X
JononHWTeNbHbIE HACTPOUKM Q - @
MOAYNb OBHAPYKEHIAA COCTOAHWA MPUNOXEHWNA

OBHOBNEHWE

YBEAOMJIEHMA HA PABOYEM CTONE

JALLWMTA CETK
OroBpaxarte yeegomneHna Ha pabGouem crone

WMHTEPHET 1 3NTEKTPOHHAR

¥eegomnenna Ha pabouem crone WameHuTs
NOYTA
He oToGpaxate yeesomMaeHnA npu paGoTe NpUnoXeHni B
KOHTPOSb YCTPOWCTE NONHOIKPAHHOM PEXMME
CEPBIAC Bpema oxkuganma (cex.) 10
= MpospayHocTs 20
WMHTEPQEMC MOMB30BATENA
MuHuMansHan geTanuzayns oTobpaxaembx coBbmuii WMHdropmayna k%S
YEEAOMJEHWA
B MHOrononp30BaTENbCKMY CHCTEMEX OTOOPENKATE YEEACMAEHNA Administrator
MepeaapecaLus Ha 3KpaHe CNeyHILLETD NOb30BaTENS
PaspelunTe yBEAOMNEHUAM NONYYaTE GOKYC Ha 3KpaHe X
HACTPOMKW
KOHOMAEHUMANBHOCTIA

WMHTEPAKTUBHBIE NPEAYMPEXAEHNA

OTobpaxaTb yBepoMAeHUsA Ha pabouyeM cTone: peKoOMeHAYEM He BbIKJIO4YaTb 3TOT NapameTp,
4yT0bbl NPOAYKT MOr coobLWaTb BaM 0 HOBbIX COBLITUAX.

YBepoMneHus Ha paﬁoqu cTone: LwenkHuTe U3MeHnTb, 4ToObl BKIYUTL UK OTKIIIOUYUTD
onpenesieHHble yBeaoMJIeHNA Ha paboyem cTone.

He otobpaxaTtb yBegomneHus npu padbote npuno>xxeHni B NOJIHOIKPAHHOM peXxume:
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CKPbITE BCEX HEMHTEPAKTUBHbIX YBEAOMJIEHWIA, KOTAa 3anyLLeHbl MPUI0XKEHWUS B NOJIHO3KPAHHOM
pexume.

BpeMsa oxxupaHua (cek.): HaCTporKa NPOAOIKUTENBHOCTU 0TOBpaKeHs yBeJOMNeHUA. 3HavyeHne
LLO/MKHO 6bITb OT 3 40 30 CekyHA.

Mpo3payvyHOCTb: HACTPOKa NPOLLEHTa MPO3PAYHOCTM YBeAOMAEHUIA. MNoaaepXNBaoTCA 3HAYEeHNS OT
0 (6e3 npo3payHocTm) Ao 80 (04eHb BbICOKAsA NPO3PaYHOCTD).

MuHMManbHasa getanusauma otobparkaeMbix COObITUI: HACTPOKA HAYasIbHOrO YPOBHS
Cepbe3HOCTY YBELOMEHUIA, KOTOPblE CeayeT 0TobpaxaTb. B packpblBaloLLEMCS MEHIO MOXXHO
BbIOpaTh CneaytoLie NapamMeTpsl.

oflmarHocTtuka: otobpa)keHune nHpopMaummn, HeobxoaMMON ANs TWaTeNbHOW HAaCTPONKM
NporpamMmbl, U BCE NepeynCsieHHbIe Bbille 3anmncu.

oHdopmMauma: oTobparkeHne NHHOPMALIMOHHbIX COOBLLEHWNI, HaNpUMep 0 HECTaHAAPTHbIX
CceTeBbIX COOLITUAX, BKOYAA cooblieHns 06 ycnelwHoM 06HOBIEHMM, @ TakXe BCe
nepeyYnCcNeHHbIe BbllLE 3anunucu.

olMpepynpexpeHus: otobpaxxeHne npegynpexaeHnin, coobuieHnin ob owmbkax un
KpUTUYeckux ownbkax (Hanpumep, o TOM, YTO CUCTEMa Antistealth paboTaeT HeNpaBMALHO UK
He yAanocb BbIMOAHUTL 0OHOBNEHME).

oOwmnbKM: oTobpakeHre coobleHnin 06 olmnbKax (Hanpumep, o TOM, YTO He y4aNoCh
3aMnyCTUTb 3aLLMTY AOKYMEHTOB) 1 KPUTUYECKMX OLLIMBKaX.

oKputnueckue ownmbku: otobparkeHne coobLLeHNIN TONbKO 0 KPUTUYECKMX owmnbKax
(owwmbKa 3anycka 3alMTbl OT BUPYCOB UM COODBLLEHNE O 3aPa’KEHUN CUCTEMbI U T. M.).

B MHOronoJsib30BaTeJIbCKMX CUCTEMAX OTOOparkaTb YBeAOMJIeHUSA Ha dKpaHe csiegyioLiero
nosb3oBaTens: MOXXHO Pa3pewnTb BbIOPaHHbIM YYETHbLIM 3aMMCsAM NoJyYaTb yBEAOMIEHNS Ha
paboyem cTone. Hanpumep, ecnm yyeTHas 3anncb agMUHUCTPATOPa He NCMONb3yeTCs, BBEANTE
NOJSIHOE UMSA YHETHOW 3anucu, U yBeloMNieHns Ha paboyem cTtone bynyT oTobpaxaTbcs ans
yKa3aHHOI y4yeTHoI 3anucu. MonyyaTb YyBeAOMIEHUS Ha paboyeM CTosie MOXKET TOIbKO 0[Ha
y4yeTHas 3anucb Nnoab3oBaTens.

PaspeLwunTb yBeAOMJIEHUAM MOJy4aTb (pOKYC Ha IKpaHe: MOXKHO pPa3pellnTb YBeAOMIAEHUAM
nony4yaTb POKYC Ha 3KpaHe M ObITb 4OCTYMHLIMUA B MEHIO ALT + Tab.

Cnucok yBenoMJieHMH Ha paboyem cTone

YT106bI MK3MEHUTHL BUAMMOCTb YBEAOMIEHWNA Ha paboyeM cTone (0TobpaXkaloTCsA B MPABOM HUXKHEM
yrny skpaHa), 0TKponTe pa3gen PaclumpeHHblie napameTpsl (F5) > YBeaoMneHus > YBe AOMJIEHUsA
Ha paboueM ctone. LLienkHuTe U3MeHUTBb PSAoM C 3n1eMeHTOM YBegoMJieHUs Ha paboyeM
CcToNe 1 YCTAaHOBUTE COOTBETCTBYIOLLIMIA daxok MokKasaThb.
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NTERNET SECURITY 0 x

byayT oToBpaxaTbcA EbIbpaHHbIe YEESAOMAEHWA MPUAOKEHWA 7

nan Mokaseieats Ha pabGoyem cTone
B OBHOBAEHWE

Mogynw ocBHOBNEHBI

Mogyne cbHapyxeHna obHoBNEH

CBHOoBNEHNE NPWACHEHWA NOAroTOBNEHD

B OBLME
OToBpaxaTte YEEJ0MNEHNA O HOBBIX EO3MOMHOCTAX d
Otobpaxate yeegomnenna ob oTuete no BesonacHocTw v

Daiin oTNpasned 4NA aHaNWza

Oowue

OTobOpakaTb yBepaoMaeHusa ob otyete no 6e3onacHOCTMU: NosyyeHre yBeLOMIEHNS Npu
CO34aHuM HOBOro oT4eTa no HesonacHocTy.

OToOparkaTb yBeAOMJIEHUSA O HOBbIX BO3MOXXHOCTAX: YBeOMeHMst 060 BCEX HOBbLIX U
yCOBEPLUEHCTBOBAHHbIX OYHKLMAX B MOCAeLHEN BEPCUUN MPOAYKTA.

dain oTNpassieH OJA aHanMsa: NnojyvyeHne yBeLoMIeHNa Kax bl pa3, Korga ESET Internet Security
oTnpaBAseT ana Ha aHanNus.

OOHOBNeHue

OOGHOBNEHME NPUIOXKEHUA NOATOTOBJIEHO: MOJIy4YeHNE YBEAOMEHNS, KOrAa NOAr0OTOBIEHO
obHOBNEHME 00 HOBOW BepCUM ESET Internet Security.

Mopaynb obHapy>XeHuss 0OHOBNEH: NoyYeHVe YBEAOMIEHNS, KOra NpoayKT 06HOBASET MOAY b
obHapyxeHus.

Mopaynu o6HOBNEHbI: NOJlyYeHNe YBEAOMEHUS, KOrAa NPOAYKT 0OHOBNSET KOMMOHEHTI
nporpammbI.

Y106kl 32aTh 06WWMe NapamMeTpbl 4119 yBeLOMIEHU Ha paboyeM CcTone (HanpuMep, Bpems
oTobpaxkeHns coobLLEeHNSA NN MUHUMAJIbHYIO AeTann3aumio otobparkaemelx cobbiTuI), BoibepuTe
YBenomieHusa Ha paboyem cTosie B pa3gesie PacluMpeHHble napaMeTpsl (F5) > YBeaOMeHuUs.
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MHTepaKTuBHbIe npeaynpeXxaeHus

* Yrpo3sa HangeHa

» Anpec 3a6J10KMpOBaH

* [IlporpaMMa He aKTVBMPOBaHa

* [lepexof K MCMN0JIb30BaHWUIO MPOAYKTa C 6OMbLINM KOJIMYECTBOM MYHKLMIA
* [lepexof K MCMNoJIb30BaHMUIO MPOAYKTa C MEHbLUMM KOJANYEeCTBOM (DYHKLINN
» [locTynHo obHOBAEHUE

» [laHHble 06HOBJIEHWS HE COrJIacoBaHbl

* YcTpaHeHue ownbku «O6HOoBAEHME MOLYJIEN HE BbINOJHEHO»

* YcTpaHeHue ownbok 06HOBAEHUSA MOLY e

» CeTeBas yrpo3a 3ab10KMpoBaHa

» CepTuurkaT Beb-caiTa 0TO3BaH

Paznen MHTepakTUBHbIE NpeAynpeXaeHUs, KOTOPbI MOXXHO OTKPbITb, Bbibpas PacluMpeHHbie
napameTpbl (F5) > YBe AOMJIEHMSA, M03BOJISET KOHPUryprpoBaTb cnocob o6paboTku B nporpamMmme
ESET Internet Security OKOH C COOBLLEHNAMYN N MHTEPAKTUBHbIX NpeaynpexaeHuin o6 obHapyxeHusx, B
KOTOpbIX TpebyeTca NpuHATHE peLleHns noab3oBaTenemM (HanpyuMep, 0 NOTEeHUNaNbHbIX
UWNHroBbIX Beb-canTax).

INTERNET SECURITY O X
JlononHuTeNbHbIE HACTPOUKKU Q X @
MOZAYe OBHAPYKEHA COCTOAHWA NPHUAOXEHWA

OBHOB/EHWE
YEEAOMJEHWA HA PABOYEM CTONE

3ALLATA CETK
VITEPHET W SNEKTPOHHAS B WHTEPAKTWBHBIE NPEAYMPEXAEHWA

foHTA WHTEPAKTUBHGIE NMPEAYTIPEX AEHWA

KOHTPOJIb YCTPOWCTE OToBpakaTs MHTEPAKTHEHEIE NPELYTPEKAEHNA Li ]

CEPBMC

- OBMEH COOBLLEHWAMM B MPOTPAMME
MHTEP®EC MOML30OBATENA

OToBpamaTe MapKETUHIOBbIE COOBLLIEHNA ? [ ]
YBEAOMJIEHWA
Mepeagpecaymna
OKHO COOBLEHWA i ]
HACTPOIAKIA ABTOMaTHYECKM 33KPbIBATE OKHA COOBLLEHNH
KOH@MAEHLMANBHOCTIA
Bpema oxuganua (cex.) 120 2| O
MoaTeepxaeHna Vzmernte i ]

NHTepaKTUBHbIE NpeaynpeXaeHus

ECcin oTKNOYNTL NapameTp 0T06pa)KaTb WHTEPaKTUBHbIE npeaynpe>XaeHusa, OkHa
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npeuynpem,ueHMPl N OWanoroBblie OKHa 6pay3epa BbIBOOWNTbHCA Ha 3KpPaH He 6y,EI,YT. Takon noaxopn
cnegyeTt ncnosab3oBaTh TOJIBKO OJ1d OrpaHN4YeHHOro KoJin4ecTBa 0Ccobbix CI/ITyaLI,VIIZ. ESET
pekoMeHOyeT OCTaBUTb 3TOT NMapaMeTpP BKJIIOYEHHbIM.

ObMeH coobLeHnaMM B Nnporpamme

®yHKUUSA BHYTPUMPOrpaMMHOro obmMeHa coobLieHnaMy npegHasHayeHa ans MHPOPMMPOBAHNS
Nosb30BaTesIeN 0 HOBOCTSX ESET M anst Apyrux coobweHnin. ns oTnpaBKM MapKeTUHIOBbIX
coobuieHunn TpebyeTcs cornacue noab3oBaTtens. MapkeTMHroBble COOOLLEHNS MO YMONYAHUIO HE
OTNPaBASATCA NOJb30BaTENO (0TOOpPaXkaeTCs Kak BONPOC). BkaoyeHne 3Toro napamMeTpa o3HavaeT
Balle cornacue Ha NosyYyeHne MapKeTUHrOBbIX CO06LLLeHMI ESET. ECin Bbl HE XOTUTE NOJTyYaTb
MapKeTUHroBble MaTepuasbl ESET, OTKOUYNTE NapamMeTp OToOpaxkaTb MAapKeTUHIOBble
coobLweHus.

OKHO cooOLLeHms

Y706bl OKHa COODLLEHNIA 3aKPbIBASINCb aBTOMATUYECKUN MO NCTEYEHUN ONpPedeNeHHOro BPEMEHHU,
yCTaHoBUTE (h1a)koK ABTOMAaTU4YECKM 3aKpbiBaTb OKHA CO00OLLeHni. Ecn 0KHO npeaynpexaeHus
He ByaeT 3aKpbITO Nosb30BaTENEM, OHO 3aKPbIBAETCS aBTOMAaTUYECKMN Yepe3 yKa3aHHbIN
NPOMEXYTOK BPEMEHM.

BpeMms oxxupaHua (cek.): HaCTpPorKa NPOSO/KMTENIbHOCTM 0TODpaXKeHNs npeaynpeXxaeHus.
3Ha4eHune foKHO bbiTh 0T 10 Ao 999 cekyHa.

HOATBep)K,IJ,eHVISI: LenkHnTe U3MeHuTb, 4TOobbI OTKPbITb CMNCOK NOATBEPXKAEHWUM, ANS KOTOPbIX
MO>XHO BKJIIOYUTb UJIN OTKNOYUTDb 0T06pa)KEHVIe.

NMopTBep>XXpeHus

Y106l HACTPOUTL NOATBEPXKAEHUSA, NepenanTe B pa3fen PaclumpeHHble napamMeTpsl (F5) >
YBenomneHus > UHTepakTUBHbIE NpeaynpeXxXaeHus, a 3aTeMm LWenkHuTe U3MeHUTb psaaom C
3nemeHTOM MoAaTBEpPXAEHMS.
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INTERNET SECURITY O x

BuibpaHHble coobuieHWa ByayT oTobpaxaTbea ?

*| 3anpaluneaTs NoOATEEQXEHE Nepes BOCCTAHOENEeHHeM 0bbeKTa Uz KapaHTUHa

¥ 3anpaluvEaTE NOATEEKAEHWE Nepes BOCCTAHOBNEHNEM 0BBEKTOE M2 KAPaHTHHA W WCKIHIUYEHWEM MX U3 CKAHWPOBaHWA
| 3anpaluvEaTe NOATECEXKAEHHE Nepes 3anyckoM 2anaHupoEaHHoN B NIaHWROBLLMKE 2a83un

3anpaluveaTs NOATEEXKAEHUE NEpes OTMEHON HACTPOEK B pazdene "JonoAHuTeNbHEIE HACTPORKK"

3anpawveaTe NOATEEPXAEHUE Neped cBpOCOM CTAaTUCTHKH

3anpawveaTs NOATELDHAEHWE Neped yaaneHuen BECex KypHanoe ESET Sysinspector

3anpaluvBaTb NOATEEPX¥AEHHE Nepes YAaNeHWeM BCeX 3anucel U3 XypHana

3anpawmueats NOATEEXAEHWE Neped yaaneduen xypHanos ESET Sysinspector

3anpawweaTs NOATEEPXAEHWE Neped yaaneHuen anuck U3 XypHana

Y I N Y O Y Y I Y

3anpawveaTs NOATELDHAEHWE Neped yaaneHuem 3EI'I.HEHIf1pOEiEHHDIFI E NNaHWDOELWHEE 33434k

S

TAAMAIIMAATI MO ATRAFAS IO N A RAn A na ianes @t aeme meo Eamen e

N

B 3TOM AManoroBom oKHe OT06pa)KalOTCFI nogTBep>XXaeHus, BbiIBOgUMbIE ESET Internet Security nepen
BbIMNOJIHEHMEM KaKoro-nnbo oencTens. YCTaHOBUTE AN CHUMUTE hnaXxKoK pagom C KaxxK4blM TUMOM
noaTBepXneHunA, 4TOObI BKOYNTb UM OTK/IOYUTb €ro.

HononHnTeNbHbIE CBEAEHNS O ql)yHKLI,VIFIX, CBA3aHHbIX C MNOATBEPXAEHUAMN:

* 3anpalluMBaTbh NOATBEPXKAEHME Nepel YaaJeHNEM XYPHa10B ESET Sysinspector

e 3anpalinBaTh NOATBEPXKAEHNE NMepel YaaneHNeM BCEX XYPHaN0B ESET SysInspector

* 3anpalunBaTb NOATBEPXAEHME Nepes YaaneHNneM 06beKTa M3 KapaHTUHA

* 3anpawunBaTb NOATBEPXAEHME rnepel 0TMEHOW HACcTpPoeK B pasaene "[onofHUTeNbHble
HacTponkun"

* 3anpalinBaTbh NOATBEPXKAEHME, €CIN PELLIEHO HE YAaNSATh BCE HaWOEHHbIE YIPO3bl B OKHE
npeaynpexaeHna

* 3anpalinBaTb NOATBEPXAEHME Nepes YAaJIeHNEM 3anucn U3 XXypHaa

* 3anpalinBaTh NOATBEPXAEHME Nepen yAaleHMEM 3anJaHUPOBaHHOM B MJaHUPOBLLMKE
3afayun

* 3anpalunBaTh NOATBEPXAEHME Nepes yAaNeHMEM BCEX 3aNUCeN U3 XXYpHana

* 3anpawnBaTb NOATBEPXAEHME neped cOPOCOM CTAaTUCTUKN

* 3anpallinBaTh NOATBEPXAEHME Nepe BOCCTaHOBAEHMEM 06bEKTa N3 KapaHTMHA

* 3anpalunBaTh NOATBEPXKAEHME Nepe BOCCTaHOBAEHNEM 0O BEKTOB M3 KapaHTUHA U
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NCKJIIOYEHNEM UX N3 CKaHNPOBaHUA

* 3anpalunBaTbh MNOATBEPXKAEHME Nepes 3anyCKOM 3anjJaHUPOBaHHOM B MAaHMPOBLLMKE 3a4a4M

* [oKa3blBaTb OMNOBELLEHNSA 0 pe3ysibTaTaxX PaboTbl MOAYIA 3aLUThI OT CNama

* [oKa3blBaTb ONOBELLEHNS 0 pe3yabTaTax PaboTbl MOAYAA 3aLMThl OT CaMa A NOYTOBbIX
KJINEHTOB

¢ [ToKa3blBaTh ONaNIoroBble OKHa NOATBEPXXAEeHUA NPOoAYKTa AN MOYTOBbLIX KJIMEHTOB Outlook
Express U Windows Mail

* [loka3blBaTb AMaN0r0Bble OKHa MOATBEPXAEHNA NPoayKTa A1d Windows Live Mail

* [Tloka3blBaTb AMANOrOBbIE OKHa MOATBEPXXAEHNA NPOAYKTa AJ1A MOYTOBOro KJneHTa Outlook

CbeMHble HOCUTeNu

ESET Internet Security obecneymBaeT aBTOMaTU4YECKOE CKAHUPOBaHME CbeMHbIX HOCUTeNen (KOMNaKkT- u
DVD-AMCKOB, USB-yCTPOUCTB 1 T. M.) NPY UX NOOKJOYEHUN K KOMMbIOTEPY. 9TO MOXET ObITb yA06HO,
ec/I alMMHNUCTPATOP KOMMbIOTEpa X04eT NpefoTBpaTUTh NOAKJII0YEHNE M0Nb30BaTENAMU CbEMHbIX
HOCUTeNen C HexxenaTesibHbIM COLEPKUMbIM.

Ecnn B ESET Internet Security BK/loYeH napameTp NMNokasaTb napaMeTpbl CKAaHUPOBaHUA, TO NMpu
noaoKI4YeHNN CbeMHOIro HOCUTENA 0To6pa>KaeTc;| cnepymouiee onanaorosoe OKHO:
INTERNET SECURITY oK

O6Hapy>KeHO HOBOE YCTPOWCTBO
CD/DVD (CCCOMA_X64FRE_EN-US_DV9

CraHupoBaTe cefvac
He ckanmposarts
Hacrtpoiika...

Beerpa ucnone3oeate BbIGpaHHBIA BApWUaHT

JonoAHHTEAEHEE CESZEHMR O 3ToM COOGLLEHHK

MapameTpbl 3TOr0 AMNANOr0BOr0 OKHa:
* CKaHMpPOBAaTb ceryvac: 3anyCck CKaHNPOBAHNS CbEMHOI0 HOCUTENS.
* He cKaHMpPOBAaTb: CbeMHbIE HOCUTENN CKAHMPOBATLCS He By ayT.
» HacTpoiika: Bbi30B pasfesa PaclumpeHHble napameTpsbl.

* Bcerpa ucnonb3oBaTb BbIOpaHHbIA BapMaHT: €C/1I YCTAaHOBUTb 3TOT (hJ1aXKOK, BbibpaHHOe
nencrene byaeT BbINOJHATLCS KaXX bl pa3, KOrga BCTaBAAETCA CbeMHbIA HOCUTEb.

Kpome Toro, B ESET Internet Security €CTb MOZYJIb KOHTPOAS YCTPONCTB, AalOLWNiA BOSMOXXHOCTb
3afaBaTb NpaBuia UCMOJIb30BaHUS BHELUHMX YCTPONCTB Ha YKa3aHHOM KOMMbOTEpE.
JononHuTencHble cBegeHns 06 3Tom moayne CM. B pasfene KoHTPOJb YCTPOMCTB.
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YT06bl N3MEHUTb HAaCTPOMKUN CKAHNPOBAHNS CbEMHbIX HOCUTENEN, NOCNeaoBaTeNbHO BbibepuTe
anemMeHTbl PaclumpeHHble napameTpsl (F5) > Moaynb obHapyxeHus > Mpoueccbl CKaHUPOBaHUA
BPEAOHOCHbIX NPOrpamMmMm > CbeMHble HOCUTEJN.

JeicTBMe, KOTOpOe caeAyeT NpeanpUHATbL NOCJe NOAKJIIOYEHUAs CbeMHOro HocuTens: Bbibop
JeNCTBMS MO YMONYAHNIO, KOTOPOE BbIMOJHAETCA NPW NOAKIOYEHUN CbEMHOMO HOCUMTENS (KOMMNAKT-
ANCKa, DVD-AMCKa, USB-yCTPONCTBA) K KOMNbIOTEPY. BbibepnTe aeincTBue, KOTOPOE HY>XHO
BbINOJIHATH NPY NOAKIOYEHNN CbEMHOI0 HOCUTENS K KOMMbIOTEPY.

* He ckaHupoBaThb: 1encTBMA He ByayT BbIMONHATLCS, OKHO OBOHapy>KeHO HOBOe YCTPOMUCTBO
OTKPbIBaTbCA He byneT.

* ABTOMaTu4yeckKoe CKaHUpoBaHue YCTpOﬁCTBZ BbIMNOJIHAETCA CKaHNPOBaHWE NOAK/IHOYEHHOI O
K KOMMbOTEPY CbEMHOI0 HOCUTENA.

* NMoka3aTb NapaMeTpbl CKAHUPOBAHMA: NEPEXOS B pa3fes, rae HacTPanBalTCA AeiCcTBUS Co
CbEMHbIMU HOCUTENIAMMU.

Mepeappecauus

ESET Internet Security NOAAEPXXUBAET OTNPABKY COOOLLEHNA SNEKTPOHHON MOYTbI MPY BO3HUKHOBEHUN
CobbITWI C 3afaHHON CTEeNEeHbIO AeTann3aunn. YTobbl akTUBMPOBATL 3TY (YHKLMIO, OTKPONTE
PacwupeHHble napamMeTpsl (F5) > YBepoMmneHus > lNepeappecauus 1 BKIKOYNTE NapaMeTp
MepecbinaTbh yBeJOMNEHUSA Ha dNIEKTPOHHYIO MOYTY.

(s INTERNET SECURITY 0 x
[lononHUTeNbHbIE HACTPOUKMK Q X @
MOAYTb OBHAPYKEHA MEPECBLINATE HA SNEKTPOHHYIO MOYTY

OBHOBNEHKME Mepecbinate yBEAOMAEHHA HA SNEKTPOHHYHD NOYTY X

3ALLIMTA CETK

WMHTEPHET 11 3MEKTPOHHARA
MOYTA

KOHTPOJIb YCTPOIACTE
CEPBMC

WHTEPGEMC NONb30OBATENA

‘BEAO q
YBELOMNU

Nepeaapecayna SMTP-CEPBEP

HACTPORKIA
KOH®AEHLMANEHOCTIA
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B packpebiBatowiemcs cnmcke MUHUManbHas cteneHb geTanusauuu yBeaoMIeHUN MOXHO
BblOpaTb HaYasIbHbIA YPOBEHb OTMPaBASEMbIX YBELOMIIEHUN.

* InarHocTmka: B XYpPHaJi BHOCUTCA MH(pOpMaLLMH, Heobxoaumas onsa TwaTenbHON HaCTDOVIKI/I
nporpamMmsbl, N BCe NnepevncsieHHble Bbllle 3anncu.

* NHdopMauMOHHbIe: 3aNNCbIBAOTCA MHGOPMaLMOHHbIE CO0bLLEHNS, TaKne Kak
HeCTaHAapTHbIE ceTeBble COOLITUSA, BKNOYas coobuieHmsa o6 ycnelwwHon onepaunmn obHoBNEHNS,
a TakXXe BCe NepeynceHHble Bbile 3anunucu.

* Mpeaynpe>XXAaeHUs: 3aNnCbIBAlOTCA KPUTUYECKME OWNOKIN 1 NpeaynpexaeHns (Hanpumep,
He yAaNoCb BbIMONHUTL OOHOBNEHME UK CUCTEMA Antistealth paboTaeT HenpaBWbHO).

* OWKMOKM: 3anunCbIBalOTCA OWNOKM (HE aKTMBMPOBaHa 3alliMTa JOKYMEHTOB) U KpUTUYECKMue
oLmnbKu.

* KpuTuyeckmne oIMOKHK: 3aNnCh B XXYPHaJ TONIbKO CBEAEHUI O KPUTUYECKMX OLMBKax
(Hanpumep, 06 owmnbkax npu 3anycke 3alinTbl OT BUPYCOB U 06 0bHapy>XeHun yrpos).

OTnpaBNATbL YBEOAOMJIEHUSA B OTAesIbHbIX COOOLLEHUAX JIEKTPOHHOM NOYTbI: €C/IN 3TOT
MapamMeTp aKTMBMPOBAH, NoayYaTesb ByAeT nonyyaTb Kaxxaoe yBeloMsieHne B coobweHnn. 3To
MOXXET NPMBECTU K NoSyYeHUto 60/1bLIOro KoM4YecTBa NoYThl 32 KOPOTKUIA NMPOMEXYTOK BPEMEHN.

NHTepBan Mmexay oTnpaBKaMyu HOBbIX COOOLLLEHMUA D NEKTPOHHOW NOYThl (MUH.): Bpems B
MWHYTaX, Yepe3 KoTopoe Mo INEKTPOHHONM no4yTe ByayT oTnpasieHbl HOBble yBeAOMAeHMs. Ecn
3a4aTb 3Ha4YeHne 0, yeaoMneHma byayT oTnNpaBnATLCS Cpasy.

Appec oTnpaBuTens: BbIOOP afpeca OTNPaBUTENS, KOTOPbIA OyaeT 0TobpakaTbCs B 3ar0JIOBKe
COO0BLLEHWNI 3NEKTPOHHOW MOYThI C YBEAOMJIEHNEM.

Appeca nonyyaTens: ykasaHue agpecos rnojsyvyatenew, kotopble byayT oTobpaxaTbCa B 3aronoBke
CO0BLLEHNIN 31IEKTPOHHOM NOYTHI C yBegOMAeHNEM. MOXKHO yKa3aTb HECKO/IbKO agpecoB. B kavecTse
pasfennTens UCnosib3ymTe TOYKY C 3ansTon.

SMTP cepBep

SMTP-cepBep: SMTP-CepBep, UCMOJIb3yEMbIA A4 OTNPaBKWN yBeAOMEHU (Hanpumep,
smtp.provider.com:587, NnpeABapuTebHO 3afaHHbIN HOMep nopTa — 25).

ESET Internet Security NofiIepXXBaeT SMTP-CepBepbl, UCMOJb3YioLLMe WKdPOBaHME TLS.

Nmsa nonb3oBaTens 1 Naposb: eC/iv Ha SMTP-cepBepe TpebyeTcs NpoBepKa NOAJIMHHOCTH,
yKaXKuTe 0eiCTBUTE/IbHbIE UMS MOJIb30BaTENs 1 Naposb A5 AOCTYNa K SMTP cepBepy.

BkniounTtb WwWindpoBaHue TLS: npegynpexaeHusa ob yrpose n ysegoMAeHUs C NCNOJIb30BaHNEM
LWnpoBaHns TLS.

MpoBepuTb SMTP-cOeAMHEHME: Ha a[ipeC SIEKTPOHHOW MOYTbI NoNyyYaTens 6yaeT oTnpaBaeHO
MMCbMO ANsi NpoBepKn. Hy>KHO yKa3aTb SMTP-cepBep, UMs NoJib30BaTeNs, Naposib, aapec
OTNpaBUTENs 1 afpec nosyyaTens.
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dopMaT coobLLEeHnH

O6MeH fAaHHbIMK MeX Ay NPOrpaMMon 1 yaaneHHbIM N0b30BaTENEM MU CUCTEMHBIM
aOMUHNCTPATOPOM OCYLLECTBASETCA NOCPEACTBOM /IEKTPOHHOM MOYThI UAN COOBLLEHNI B
NOKanbHOW ceTu (ncnonb3yetcs cnyxxba obmeHa coobuweHnamn Windows). dopMaTt
npepynpeXxpeHun U yBeJoMAEeHUN, YCTAaHOBJIEHHbIV MO yMONYaHuto, byaeT onTumManeH B
60JIbLUMHCTBE C/lyYaeB. B HEKOTOPLIX CyYasax MOXXeT NoHaaobuTbCA N3MEHUTL (hopMaT CoobLEeHNA
0 cobbITMAX.

dopmMaTt coobLieHuin o cobbITUAX: hopMaT coobLLEHUI 0 COBLITMAX, OTOBParkaeMbixX Ha
yOaneHHbIX KOMMNbOTEPaX.

dopmMat npepynpexaeHun ob yrposax: npeaynpexaeHus ob yrpose 1 ypegomaeHns nMmeT
npefBapuTeNbHO 3aAaHHbI (hOPMaT MO YMOMYAHNIO. ESET peKoMeHyeT 0CTaBUTb NPeABapUTENbHO
3aaHHbI hopmaT. OQHAKO B HEKOTOPBIX CAyYaax (HanmpuMmep, Npu HaANYnun CUCTEMBI
aBTOMaTU3NPOBAHHOW 06PabOTKN SINEKTPOHHON MOYThI) MOXET NOHAA0OUTLCA U3MEHNTL hopMaT
coobLeHunn.

KogupoBska: npeobpasoBaHue coobLieHns INeKTPOHHON MOYThl B KOAUPOBKY CMMBOOB ANSI,
OCHOBAHHYI0 Ha pernoHanbHbIX HACTPOMKax Windows (Hanpumep, windows-1250, Unicode (UTF-8), ACSII 7-
bit, UM ANOHCKUNA (1ISO-2022-JP)). B pe3ynbTaTe, "4" ByaeT n3MeHeH Ha "a", a HEM3BECTHbIM CUMBOJI Ha
II?II.

Ncnonb3oBaTb KOAMPOBKY Quoted-printable: cooblieHne byneTt npeobpa3oBaHo B (hopMaT Quoted
Printable ((QP)), B KOTOPOM MUCMOL3YIOTCA CMMBOLI ASCIIl, 4TO NO3BONAET NPaBUJILHO NepeliaBaTh
CMMBOJIbl HAUMOHAbHbIX andaBUTOB MO 3/IEKTPOHHON NoYTe B 8-6UTHOM hopMaTe (déidu).

* %TimeStamp% — [aTa 1 BpeMs cobbITnS.

* %Scanner% — 3a[e/ICTBOBAHHbLIN MOAY/b.

* %ComputerName% — MM$S KOMMNbIOTEPA, Ha KOTOPOM MOSABMNIOCH OMOBELLEHMNE.

* %ProgramName% — nporpaMmma, Co3aBLUas OMNOBELLEeHKneE.

* %InfectedObject% — MMA 3apa)keHHOro hanna, coobieHma u T. n.

* %VirusName% — NOEHTUPMLNPYIOLLNE OAaHHbIE 3apaXKeHus.

* %Action% — [elCTBMe, NpeAnpuHUMaeMoe B Clyvae 3apakeHus.

* %ErrorDescription% — onncaHne cobbiTVS, He NMEIOLLEro OTHOLLEHNS K BUPYCaM.

KntoyeBble cnoBa %iInfectedObject% 1 %VirusName% NUCNOJb3YOTCA TONLKO B NpeaynpexaeHnax ob
yrpo3ax, a %ErrorDescription% — TOJIbKO B coobLLeHnsax o cobbITnAX.

HacTpouku KoHPuaeHUNaIbHOCTH

B rnaBHoM okHe nporpamMmsl WenkHMTe HacTpouka > PacluMpeHHble napameTpbl (F5) >
HacTponku KoHhMaEeHUNaNbHOCTH.
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(€303 INTERNET SECURITY o X

JononHUTeNbHbIe HAaCTPOWUKM Q o @
MOAY/Te OBHAPYKEHA MPOrPAMMA YYYLIEHWA NONL30BATENLCKOrO OMBITA
QEHOBNEHWME ¥4acTeoBaTe B NpOrpamMmMe yAyUHLIEHUA NOABICEATENLCKOTD
onNkITa
SALLIATA CETK -

FakyHD MHDOPRMALMED Mbl COBHMpasM !

WHTEPHET W 3MEKTPOHHAR
NoYTA

KOHTPOMb YCTPOWCTE
CEPBINC

HTEP®EIAC MOJ/Ib30BATENA
YBEAOMEHINA

HACTPOMKMN
KOHOWAEHLUMANBHOCTH

MporpaMMa yny4LueHUs NoJib30BaTeIbCKOro onbiTa

Bk/Ilo4MUTE MONI3YHOK PALOM C 3/IEMEHTOM Y4YacTBOBaTb B NPpOrpaMme ysy4lueHUs
NoJsb30BaTesIbCKOro onbiTa, YT0bObl NPUCOEANHNTLCS K AaHHOWK NporpammMe. MpucoeanHNBLLNCD, Bbl
byneTe NpefocTaBNATb KOMMNaHWW ESET aHOHUMHbIE CBeAEeHUS 06 MCMOb30BaHUM HALLUX MPOAYKTOB.
CobpaHHble AaHHble MOMOryT HaM YNy4ylWnTb YA06CTBO MCMO/Ib30BaHUS MPOrPaMMbl U HI B KOEM
cnyyae He bynyT nepenaBaTbCa TPETbUM CTOPOHAM. Kakune ceefieHns Mbl cobupaem?

NMpocdunu

AncneTyep npodunen NCNob3yeTcs B ABYX pa3fenax ESET Internet Security: B pasgene
CKkaHupoBaHue KoMnbloTepa no TpeboBaHulo 1 B pa3aene ObHoBNeHuUe.

CkaHupoBaHue KOMMNbloTEpa

B ESET Internet Security eCTb YeTbipe NpeABapuTENbHO 3aAaHHbIX NPOMUAS CKAHNPOBAHUS:

* MHTenneKkTtyanbHoe CKaHMPOBaHUE — 3TO NPOWJIb PACLUIMPEHHOrO CKaHMPOBaHMA MO
ymon4aHuo. Ons npoduna MHTENNEeKTYalbHOr0 CKaHUPOBAHNS UCMOJIb3yEeTCS TEXHOI0r A
NHTENNEeKTYaNbHOW ONTUMM3aLNKN, UCKITIOYaloLWas (aibl, KOTopble BO BPEMS NpeablayLLero
CKaHMpoBaHWS BblM onpeaeneHbl Kak YACTbIE U C TOr0 BPEMEHU He U3MEHSINCL. ITO
obecneymBaeT COKpaLLeHNe BPEMEHN CKAHUPOBAHUSA MNP MUHUMAJIbHOM BJIUSIHUN Ha
6e30MacHOCTb CUCTEMBI.

* CKaHupoaaHue Yyepe3 KOHTEKCTHOE MEeHI0O — Bbl MOXETE 3alyCTUTb B KOHTEKCTHOM MEHIO
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CKaHupoBaHue no TpebosaHuo ans ntoboro danna. NMpodunb «CkaHMpoBaHME Yepe3
KOHTEKCTHOE MEHI0» MO3BOJISIET ONPeAeNTb KOHGUIypaLnio CKaHNPOBaHWA, KoTopas byneT
MCMOJIb30BaTbCA NPW 3aMyCKe CKaHMPOBAHUS TakMM CNocobom.

* FTnybokoe ckaHupoBaHue — [1511 npoduns rnybokoro CKaHNMpPoOBaHNA UHTENEKTYalbHas
ONTUMM3aLMA N0 YMOHAHUIO HE NCMOJIb3YETCS, MO3TOMY MPW UCMOb30BaHMM 3TOr0 NPons
HUKakune aisibl N3 CKAHUPOBAHUS HE UCKJ/IOYAOTCS.

* CKaHMpOBaHMUe KOMMbIOTEpPA — 3TOT NPOGMb MO YMOSYAHMIO NCMOb3YEeTCA Npw
CTaHAAPTHOM CKAHMPOBaHUM KOMMbOTEpA.

MpeanoYyTuTENbHbIE MapaMeTpbl CKAHNPOBAHNSA MOXHO COXPaHUTb A5 NCMONb30BaHNS B
JanbHenwem. PekomeHayeTCa co34aTb OTAEbHbIN NPOGWb A5 KaXKA0ro peryisapHo
NCNOJIb3YEMOro CKaHMPOBaHMA (C pa3InyHbIMKU 06 BbEKTaMM, METOAAMM CKAHNMPOBAHUSA 1 MPOHUMM
napameTpamm).

Ons co3paHus npoduns 0TKPONTe OKHO «PaclumpeHHble napaMmeTpbl» (F5) U WwenkH1uTe Moaynb
obHapy>xeHus > CKaHMpoOBaHMe Ha Hainime BpeAOHOCHbIX NporpamMm > CKaHMpoBaHue no
TpeboBaHuio > Cnucok npocdunen. B okHe [lucnetyep npodmunen fOCTYNHO pacKpbiBatoLLEeCs
MeHi0 BbiOpaHHbIA NpoduMab CO CNMCKOM CyLLECTBYOLWMUX NPODUIEe CKAHNPOBaHUS 1 Onumen aons
co34aHna Hosoro. ins co3gaHns Npodunsg CKAaHNPOBaHUSA B COOTBETCTBUM C KOHKPETHbLIMU
noTpebHoCTAMKU CM. pa3fen HacTporka napamMeTpoB MoAys ThreatSense, FAe OMNUCbIBAETCSH KaXAbIN
napameTp, UCNOJIb3yeMbIN A5 HACTPONKN CKaHWPOBaHUS.

Mpennonoxxum, Bam TpebyeTcs co3aaTbh COOCTBEHHbLIN MPODPUIL CKAaHMPOBaHMA. XOTA
KOH(purypauns CKaHMpoBaTb KOMMbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATb NPOrpamMmMmbl-
YM2aKOBLUMKNA AW NOTEeHLMabHO ONacHbIe MPUI0XKEHNS HE TPebyeTCa 1 HY)KHO NPUMEHUTb
Bcerpa ucnpaBnatb oOHapy)XeHue. Beegnte nMs HOBOro npodunis B okHe iucneryep
npocdunenn n HaxxMnTe KHonky JLob6aBuTb. BribepnTe HOBLIN NPOGNAL B PaCKpPbIBaOLLLEMCS
MeHsl BbiOpaHHbIN Npod Kb 1 HAaCTPOWTE OCTaslbHble MapaMeTpbl B COOTBETCTBUM CO CBOMMY
TpeboBaHMAMYK, @ 3aTEM HAXXMUTE KHOMKY OK, 4TOObI COXPaHUTb HOBbIM MPOGNIIb.

OOHOBNeHue

PepnakTop npoduien, pacrnonoXeHHbI B pasgene «HacTponka 06HOBNEHMIN», faeT NoAb30BaTeNsaM
BO3MOXXHOCTb CO3[aBaTb HOBble Npodunan obHoBneHns. Co3haBaTb U NCMOJIb30BaTb COBCTBEHHbIE
nosib3oBaTesibCckne Npoduan (T. e. Npoduan, OTANYHbIE OT NPoduaa no ymondaHno Mon npocduns)
cnenyeT TONbKO B TOM CJlyvae, eCn KOMMbOTep NOAKI0YaeTCs K cepBepaM 06HOBAEHUIN pa3HbIMM
cnocobamu.

B KayecTBe npmMMepa MOXXHO MpMBECTU HOYTOYK, KOTOPbIN 0BbIYHO MOAKNOYAETCS K IOKaNbHOMY
cepBepy (3epkasy) B JIOKaNbHOWN CETU, HO TaKXXe 3arpy>aeT 06HOBNEHNSA HEMNOCPEACTBEHHO C
cepBepoB 0OHOBNEHUI ESET, KOrAa Haxo4MTCSA He B JIOKaJbHOW ceTu (Hanpumep, BO BpeMs
KOMaHAMPOBOK). Ha TakoM HOoyTOyKe MOXXHO MCMONb30BaTh ABa NPOUANA: NepBbln HACTPOEH Ha
NoOKJIl0YEHNE K JIOKaJIbHOMY CepBepy, a BTOPOM — K OAHOMY 13 cepBepoB ESET. [locne HacTponKu
npocunen nepenante B pasaen Cny>xedbHbie nporpammbl > MNAHUPOBLLUK 1 N3MEHNTE
napameTpbl 3af4a4 0bHoBNEeHUA. Ha3HaybTe 0AUH U3 Npodusien B Ka4eCTBE OCHOBHOIO, a ApYron — B
KayecTBe BCNOMOraTesibHOro.

Mpocdunb o6HOBNEHUA: TeKYLWNI NPodUIL 0OHOBNEHUS. NS N3MeHeHNs Npoguns BuibepnTe
HY>KHbIN 13 PAaCKPbIBAKOLLErOCS MEHIO.
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Cnucok npocdunen: cosfaHme niv pefakTuposaHue npoguien obHOBNEHNS.

CoyeTaHua Knasuul

Ina 6onee y,EI,O6HOI7I HaBUrauumn B ESET Internet Security MOXXHO MCMOJIb30BaTb Cnefyrowmne codeTaHus
KNaBuULU:

F1 BbI30B CMpPaBKM

F5 BbI30B OKHa pacCLUMpPEeHHbIX NapamMeTpoB

CTpenka BBepx uau HaBMraumsa B NyHKTaX packpblBatOLLErOCA MEHIO

CTpesika BHU3

TAB nepexopn K cienyloLwemy 3J1eMeHTy rpatnyeckoro nHTepdenca
noJib30BaTeNs B OKHe

Shift+TAB nepexon K npenblayLleMy 3ieMeHTy rpaduyeckoro nHTepdenca
noJib30BaTeNs B OKHe

ESC 3aKpbITUE aKTUBHOIO AMaNoroBOro OkKHa

Ctrl+U oTobpa)keHne CBEAEHUIN O IMLEH3UN ESET 1 BalLEM KOMMbIOTEPE

(MHMopMauma ana cny>Xbbl TEXHUYECKON NOOAEPXKKM)

Ctrl+R BOCCTaHOBJ/IEHNE pa3MepPoOB OKHa NPOAYKTa N ero noJjioxkeHUA Ha 3KpaHe
no ymo/s4aHuio

ALT + CTpefika BNEBO nepexop Hasap
ALT + CTpenka Bnpaso nepexon Bnepea
ALT+Home nepexos Ha LOMaLUHIOW CTPaHULY

[nsa HaBUraumm Tak>Xe MOXKHO UCMOJIb30BaTb KHOMKW MbILWW Ha3agd uian Bnepea.

I narHocTtuka

CpencTBO AMArHOCTUKKN cobnpaeT aBapuinHble Aamnbl NpoLeccoB ESET (Hanpumep, ekrn). Ecau
NPONCXOAMNT aBapuinHoe 3aBepLueHne paboTbl NPUIOXKEHMS, CO34aeTCa COOTBETCTBYOWMA gamn. C
NMOMOLLbIO TaKMX AAMMNOB pa3paboTynKy MOryT OTJIaXXMBaTb U UCNPaBAATb pa3JsiMyHble Npobniembl
nporpamMmbl ESET Internet Security.

OTKpONTE pacKpbIBalOLLEECS MEHIO PSAAOM C 31eMeHTOM Tun gamna v BbibepnTe 0ANH U3 Tpex
LOCTYMHbIX BAPUAHTOB:

* BuibepuTe OTKAOUYUTB, YTOOLI OTKMOYNTD 3TY (PYHKLMIO.

* MuHM (N0 YyMONHaHNIO) — PErncTpupyeTcs camblili Manbin 06beM NonesHon nHpopmaLum,
KOTOpas MOXET NOMOYb ONpefennTb NPUYNHY HeoXXnaaHHoro cbos npunoxxeHus. NMonobHbIn
hann gamna MOXXeT NPUroAnNTbCS, eC/IN Ha AMCKe Mano MecTta. O4HaKO OrpaHUYeHHbI 06beM
BKJIIOYEHHOW B HEro MHopMaLmMm MoXXeT Npy aHanmnse He NO3BOANTb 0BHaPYXNTb oWwnbKY,
KOTOpble He Bbln Bbi3BaHbl HEMNOCPEACTBEHHO NOTOKOM, BbINOJHABLUMMCS B MOMEHT
BO3HWKHOBEHWS NpPobnemMbl.

* MoNHbIN: KOrAa HEOXMIAHHO NpeKpallaeTcs paboTa NPUIOXKEHUS, PEFMCTPUPYETCSA BCE
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cogepxunmoe CUCTEMHOM NaMATK. MONHbIN AaMn NaMATN MOXET cogepxaTb gaHHbIE MPOLIECCOB,
KOTOpbI€ BbINOJIHAJINCb B MOMEHT CO3JaHNA OaMMa.

LLeneBo# KaTanor — Katasor, B KOTOpoM byeT co3gasaThcs Aamn npu cboe.

OTKprTb nanky AUWarHOCTUKMU: HaXXMUTE KHOMKY Moka3aTb, 4T0bbI OTKPbITb 3TOT KaTaJlol B
HOBOM OKHe NMpPoBOAHWKA Windows.

Co3paTth paMn OMArHOCTUKMU: HAXXMUTE KHOMKY Co3paTth, 4ToObl CO37aTh B LLeJIeBOM KaTasore
dannbl gamna AnarHoCTUKN.

PaclumpeHHoe BeeHue XXYpPHaJioB

BkNI0O4YMTb paclUMpeHHoe BeaeHue XXYPHaJoB B peKJlaMHbIX COOOLLEHNAX: 3anncb BCeX
CobbITUN, CBA3@HHbIX C PeKJIaMHbIMK COOOLLLEHNAMY B NPOLYKTE.

BKNIOYMTb pacLUMpPEHHOe BefeHue XypHania ANs MoAyaa 3aliuThl OT cnaMma: 3anncb BCex
CobbITWI, KOTOPbIE MPOUCXOAAT B MNPOLIECCE CKAHMPOBAHWUS Ha HaNnM4yne cnama. 3To noMmoraeT
pa3paboTynKaM BbISBASATb U UCNPaBAATb NPobieMbl, CBS3aHHbIE C MOAYJIEM 3aLLMTbI OT Crama ESET.

BKNIOYMTb pacLUMpPEHHOe BeaeHue XypHana ansa Mmoayna AHTUBOP: 3anncb BCeEX COOLITUNA,
KOTOpble MPONCXOAAT B MoAye AHTUBOP, NS ANArHOCTUKU 1 YyCTPaHeHus npobnem.

BKnIO4YMTbL paclUMpeHHOe BeAeHne XXYPHAJIoB 3aluTbl 0aHKOBCKOM onaaTthl: 3anuncb BCEX
cobbITNI, KOTOPbIE KacaloTCs 3alnTbl 6aHKOBCKOW OnaThl.

BKNIO4YMTbL paclUMpeHHOe BeAeHue XXYPHaJioB ANA MOAYNA CKAaHUPOBaHUA KOMMNbIOTepa:
3anuncb Bcex cobbITUN, BO3HMKAOLWMNX B NpoLecce CKaHNPOBaHUSA (haioB 1 Nanok yHKumnen
«CKaHMpOBaHMe KOMMbOTEpPa».

BknloYyeHue pacLUMPEHHOro BeAeHUA XXYpPHasia KOHTPONIA YCTPOMCTB: 3anncb BCeX CoObbITHN,
KOTOPbIE MPOVNCXOAST B MOZYJSile KOHTPOISt YCTPOMUCTB. ITO NOMOraeT pa3paboTynmkam BbISBAATL U
NCNpaBAsTb NPobiemMbl, CBS3aHHbIE C MOAYIEM KOHTPOJIA YCTPOWCTB.

BknioumMTb pacluMpeHHoe BeseHue XypHana Direct Cloud: 3anncb Bcex cobbiTuiA, KOTOpbIE
NPONCXOAAT B ESET LiveGrid®. 3TO nomMoraeT pa3paboTymkam BbISBAATb 1 NCAPaBaaTb npobnemsl,
CBfAA3aHHbIe C MoayneM ESET LiveGrid®.

BkniouuTb paclumpeHHoe BeeHue XYPHaJsia 3aluMTbl JOKYMEHTOB: 3allCb BCEX cobbiTnn,
KOTOpble MPONCXOOAT B MOoAyJie 3allNThl AOKYMEHTOB, AJ1A ANAarHOCTUKN N YCTPaHEHNA I'IpO6)'I€M.

BKJIIO4YMTb paclUMpeHHOe BeAeHue XXYPHaANOoB 3alluTbl NOYTOBOIO KJMEHTa — 3aniCb BCEX
CobbITUIA, MPONCXOASALLNX B 3aLLMTE NOYTOBOMO KAWEHTA U NaarnHe No4ToBOro KANeHTa, Ans
ANArHOCTUKMN 1 peLleHns npobnem.

BKno4YuThL pacluupeHHoe BeaeHue XXypHaJsia agpa: 3arfncb BCeEX CO6bITI/IIZ, KOTOpbIe MponcxoaaT
B A4pe ESET (ekrn).

BKAIOYNTDL pacluupeHHOoe BeaeHue XXypHaJsia anfa JIMUEH3UPOBaHUA: 3alncb BCETO obmMeHa
OaHHbIMN MeX Oy cepBepaMu ESET License Manager W pelleHnem Ons aktmsauum ESET.

BKAIOYNTDL TPACCUPOBKY MaMATHU: 3alnNCb BCEX cobbITuR, KOTOpble NMOMOryT pa3pa60Tl-||/|KaM
BbIABNIATb YTEYKUN NaMATHN.
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BKNo4YMTb pacluMpeHHoe BeAeHue XYpHana 3alMuThbl CeTU: 3aMNnCb BCEX CETEBLIX AAaHHbIX,
npoxogswmx Yyepes anepson B hopmaTe PCAP. 3TO NoMoraeT pa3paboTynkam BbiABAATb U
YyCTpaHATb Npobnemsbl, CBA3aHHbIE C hanepBOIOM.

BKJIIOYUTb pacLLUPEHHOEe BefieHNe )XXYPHaJia onepaLMoOHHOU CUCTEMbI: 3aM1Ch
LOMOJIHUTENbHBIX CBEAEHUI 06 ONepaLoHHON CUCTEME, HAaNPUMEP O 3aMnyLLEHHbIX NpoLeccax,
akTuBHoCcTU LIM 1 paboTe ANCKOB. 3TO NOMOraeT pa3paboTymkaM AMarHOCTMPOBATL U MCMPABAATb
npo6siembl, CBSA3aHHbIE C NPOAYKTOM ESET B Ballel onepaunoHHOW CUCTEME.

BKJIIOYUTb pacLLUpPeHHOe BefieHue XXYpPHaJla POAUTENIbCKOro KOHTPOJA: 3aMnCh BCEX COBLITUNA,
KOTOpbIe NMPOVNCXOAST B MOAYJle POANTENbCKOr0 KOHTPOIS. DTO NnoMoraeT pa3paboTynkaM BbISBASTb
N NCNpPaBnaTb NPobeMbl, CBS3aHHbIE C MOAYJIEM POAUTENILCKOrO0 KOHTPONS.

BKJIIO4YMTb pacluMpeHHOe BeAeHue XXypHana unbTpaumm NPoTOKOJIOB: 3aMnCb BCEX AaHHbIX,
NPOXOAsALLNX Yepe3 MOAYb (MAbTPALMU MPOTOKOJIOB B (hopMaTe PCAP. 3TO noMoraeT
pa3paboTynKaM BbISBASTb U YCTPaHATb Npobiembl, CBA3aHHbIe C UIbTpaLMe NPOTOKOOB.

BkI0O4YMTb paclUMpeHHoe BeaeHue XXYpPHasoB ans obMeHa push-cooOLLLeHUAMM: 3aNunCh BCEX
cobbITHin, NponcxoaaLnx Bo BpemMsi obmMeHa push-coobLieHmnamu.

BknioyeHUe pacLlUMpPEHHOro BeAeHUs XXYpPHanoB Ans 3awunTbl (pansioBon CUCTEMbI B
peanibHOM BpeMeHM: 3anncb BCex cobbIT, NPONCXOAALLMX B NpoLLecce CKaHNPOBaHUA anios u
nanok yHkLmen «3awmTa ansioBon CUCTEMbI B peasibHOM BpEMEH».

BKNIO4YMTb paclUMpeHHOe BeAeHne XXypHasa ana Moayna obHoBNeHMA: 3anncb Bcex cobbiTui,
KOTOpble MPONCXoaAT BO BpeMs 0OHOBNEHNS. DTO MOMOraeT pa3paboTymMKaM BbISBASATbL U NCMPABAATb
npobnemsl, CBA3aHHbIE C MOAYJIeM 0OHOBNEHNS.

®ainbl XypHana HaxoaaTcsa B nanke C:\ProgramData\ESET\ESET Security\Diagnostics).

Cnyxba TexHM4YeCcKoMn noanep>xkKu

Mpu obpalleHny B cinyx0y TeXHMYECKo noaaepxKkn ESET U3 NporpaMMsbl ESET Internet Security MOXXHO
OTNPaBWTb AaHHbIe O KOH(UrypaLuum cuctemsl. Boibepute OTNpaBnATbL BCerpa B packpbiBatoLLEMCs
MeHio OTnpaBKa BaHHbIX 0 KOH(Urypaumm CUCTeMbI /15 aBTOMATNYECKON OTMPABKN LaHHbIX NN
BbibepuTe 3anpawmBaTh NOATBEPXAEHME nepes OTNPABKOM, 4TOObI MNOSy4aTh 3aNpoc nepes,
OTMNPaBKOW AAHHbIX.

NMNOPT U 3KCNOPT NapaMeTpoOB

MO>XHO UMMNOPTUPOBATb U S3KCNOPTUPOBATHL MOJIb30BATENbCKUN .xml-hann KOHpUrypaumum ESET
Internet Security C NOMOLLbIO MeHI0 HacTpoukKa.

NnnocTpupoBaHHbIe MHCTPYKLMW Ha aHM IMNCKOM U eLe HECKOJTbKMX A3blKax NpuBeAEHbI B
pasgene MNopT K 3KCNOPT KOHMUrypaumm ESET C NOMOLLbIO XML-hana.

AMnopT 1 3KcnopT haitfioB KOHPUIYpPaLIMM MOXHO NMPUMEHSTb, EC/IN HY>XHO CO3[aTb PE3EPBHYI0
KOMMIO TeKYyLLEeNn KoHUrypaLmm nporpammbl ESET Internet Security A1 UCMOJIb30BaHUSA B By ayLiem.
IKCMOPT NapaMeTPoB TakXe yaobeH, ecnn HeobXxoaMMo 1CMoJb30BaThb NPEANoYUTAEMYIO
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KOH(UIypaLmio Ha HECKONbKMX KoMMbloTepax. Pann .xml MOXKHO MMMNOPTMPOBaTL AJ1s NepeHoca
HY>XHbIX MapaMeTpoB.

Y1066l MMAOPTMPOBATbL KOH(UIypaLmio, B I1aBHOM OKHe NporpaMmsl WwenkHuTe Hacrpouka >
MMnopT u 3KcnopT napaMeTpos 1 BbibepuTe UMNopTupoBaTh NnapameTpsbl. BBegute nms anna
KOH(MrypaLnum A HAXXMUTE KHOMKY ..., 4T0BbI BbIOpaTh hais KOHPUrypauum, KoTopbln cnepyet
MMMNOPTUPOBATb.

YT00bl 3KCNOPTMPOBATL KOHMUIypaLMIo, B [1aBHOM OKHE NpPorpamMmmbl WenkH1uTe HacTtpomka >
MMnopT 1 3KCnopT napameTpoB. BribepnTe IKCNOPTUPOBATL NapaMeTpbl 11 BBEAUTE NOJIHbI
nyTb K hanny ¢ umeHeM. LLlenkHuTe ..., 4TObbI NEPENTN B PaCMoSIOKEHNE Ha BalLeM KOMMbIOTEPE, B
KOTOPOM HeobxoaMMo CoXpaHuTb alta KOHUIypauuu.

Mpwy 3KCNoOpTe NAaPaMeTPOB MOXKET BO3HMKHYTb OWMOKa, €C/iM y BaC HeOCTAaTO4HO NpaB AN
3anucK 3KCNOPTUPYEMOro (halina B yKa3aHHbI KaTasor.

NTERMNET SECURITY b4
MMHOPT M 3KCNOPT NapamMeTpoB ®

Tekywan KoHOUrypauna MoxeT BuTe coxpaHeHa B XML-gaiine v npu HeoOxogumocTi
BOCCTEHOE/MNEHA NO3Xe,

®) IMNopTHPOBaTL NapamMeTphl

IKCNOPTHPOEATE NapaMeTphl

MonHsli MyTe K Gainy ¢ imeHem:

Ch\Backup'settings.xml

BoccTaHOBJIeHMe BCeX NapaMeTpPoB B 3TOM
paspene

Ha)xmuTe Ha cTpenky ¢ n3rnbom [J, 4Tobbl CKUHYTb BCE HACTPOMKK B 3TOM pa3fesie 40 HacTpoekK Mo
YMOJIHaHWIO, OnpefesieHHbIX ESET.

ObpaTnTe BHUMaHWeE, YTO NOC/Ie HaxXaTs BepHyTb 3HAYE€HUA NO YMONYAHMUIO BCE CO3JaHHbIe
n3MeHeHns ByayT NoTepsiHbI.

BoccTaHOBUTb coaep>XuMoe Tabnuu,: npy akTUBaL MM 3TON PyHKLMM BCe NpaBuUna, 3alavm u
npogunmn, nobaBneHHbIE aBTOMATUYECKN WX BPYYHYIO, ByayT yaaneHs..

CM. TakXe [lapamMeTpbl MMMNOPTa 1 IKCMNopTa.
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BoccTaHOBJIeHMe NapaMeTpPoB MO YMOJIHaHUIO

HaxxmnTe Mo yMoON4aHMIO B pacLUMPEHHbIX NapaMeTpax (F5), 4Tobbl CKUHYTb BCE HACTPOMKY
nporpammbl Ans Bcex Moaynen. OHM BEPHYTCSA K COCTOSIHUIO NOC/E HOBOW YCTaHOBKM.

CM. TakXKe [lapaMeTpbl UMNOPTa 1 3KCNopTa.

Mpu coxpaHeHun KoHdUrypauum npomsoLuna
oLMOKa

370 coobuieHne 06 owmbKe NoKasbIBAET, YTO HACTPONKM He BblN KOPPEKTHO COXPaHEHbI 13-3a
owmnbku.

Ob6bI4YHO 3TO 03HaYaeT, YTO MOJIb30BaTe b, NbITABLUNNCA N3MEHUTb NnapaMeTpPbI NPpOrpaMmmsbl:

* IMEET HeJ0CTaTOYHO NpaB A0CTYyMNa UK He NMeeT HeobXO0AUMbIX pPa3peLLeHNiA OnepaLIOHHON
CUCTEMbI, HEOOXOAUMBIX NS U3MEHEHUs paliIoB KOHGUIypaLMKM N CUCTEMHOIO peecTpa.

> [Ins BHECEHUSI HEOOXOANMbIX U3MEHEHWNI CUCTEMHBIV aIMUHUCTPATOP [O/DKEH
aBTOPM30BaTbCA.

* HelaBHO BKIOYUN pexnm «Oby4vyeHne» B cucteme HIPS nan anepsosie 1 nonbiTasacsa BHECTH
N3MEeHeHNs B paclUMpeHHbIe NapaMeTpsl.

> YT106bl COXPaHNUTb KOHGUIYpPaLMIo U n3bexxaTb KOHPANKTa KOH(MIypaunm, 3aKponTe
paclUMpeHHble napamMeTpbl 6€3 COXpaHeHUs N NOBTOPUTE MOMbITKY BHECTU HEOOXOAMMbIE
N3MEeHeHMs.

BTopoit Hanbonee pacnpoCTPaHEHHON NPUYMHON MOXET BbITb HENpPaBUNibHasa paboTa NporpaMmsl, ee
NoBpeXeHne 1, COOTBETCTBEHHO, HEOOXOAUMOCTbL NepPeyCTaHOBKN.

CKkaHep KOMaHOHOWU CTPOKM

MoZynb 3almnTbl OT BUPYCOB ESET Internet Security MOXXeT ObITb 3anyLleH N3 KOMaHAHOW CTPOKK
BPY4HYO (C MOMOLLLIO KOMaHAbI ecls) X B MAKETHOM pexumMe (C MOMOLLbIO bat-thanna).

Wcnonb3oBaHne Moayns CKaHMPOBaHWA ESET ANt KOMaHLHOW CTPOKMK:
ecls [OPTIONS..] FILES..

Cnegnytolive napamMeTpbl U apryMeHTbl MOFYT UCMOb30BaThCs NPY 3anycke ckaHepa no TpeboBaHuio
3 KOMaHIHOW CTPOKMW.

NMapaMeTpbl
/base-dir=[AINKA 3arpy3nTb Mmoaynu ns MAMKN
/quar-dir=lATlTKA MAMNKA KapaHTWHa
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/exclude=MACKA
/subdir

/no-subdir

/max-subdir-level=YPOBEHb

/symlink
/no-symlink
/ads

/no-ads
/log-file=®AWNJT
/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

NCKNOYUTB U3 CKaHUpoBaHUS hannel, cooTBeTCcTBYOWMEe MACKE
CKaHMPOBaTb BNOXXEHHbLIE NaNKK (Mo YMOJ4HaHWMIO)

He CKaHMpPOBaTb BJIOXKEHHbIE NanKu

MaKCMMaJsibHaa CTerneHb BJOXKEHHOCTM NanoK 419 CKaHUPOBaHUS
CnefoBaTh MO CUMBOJIMYECKMM CChiNlkaM (N0 YMONYaHMIO)
nponyckaTb CUMBOJINYECKUNE CCbIJIKU

CKaHMpoBaTb ADS (N0 YMOJIYaHMIO)

He CKaHMpoBaTb ADS

BbIBOJ, XKypHana B AN/

nepesanuncbiBaTb BbIXOAHOW hainn (Mo ymonyaHuo — nobaendaTsb)
BbIBOJ, XKYpPHana B OKHO KOHCOJIM (MO YMONYaHMIO)

He BbIBOAMTb XKYPHa B KOHCOJIb

pPerncTpupoBaTb TakXe He3apaKeHHble (annbl

He PerncTpupoBaThb He3apa)KeHHble ansbl (Mo YMONYaHMIO)
NnoKa3sbiBaTb MHAMKATOP paboThbl

CKaHMpPOBaHME N aBTOMaTUYeCKas 04MCTKA BCEX NIOKASIbHbIX ANCKOB

MNapameTpbl MOAYNA CKAHMPOBAHUSA

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-timeout=[PEJEJI

/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx
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CKaHMpoBaTb (hansibl (MO YMOSIHaHMIO)

He CKaHMpoBaTb (haibl

CKaHMpoBaTb NaMsATb

CKaHMpPOBaTb 3arpy304Hble CEKTOPbI

He CKaHMpPOBaTb 3arpy304Hble CEKTOPbLI (N0 YMONYaHMIO)
CKaHMPOBaTb apXmBbl (N0 YMONYaHUIO)

He CKaHMpOBaTb apXMBbl

CKaHMpoBaTb (paisibl, TOJILKO €C/in UX pa3Mep He npesbiwaeT PASMEP B
MerabanTax (no ymonyaHuio 0 = 6e3 orpaHu4eHun)

MaKCMaJibHasa CTeneHb BJ1IOXXKEHHOCTU apPXMBOB /19 CKaHUPOBaHUA

CKaHMpOBaTb apxuBbl He bonee ykazaHHoro B OFPAHUYEHUN
KONIM4yecTBa CeKYyHL,

CKaHMpoBaTb (halsibl B apXMBax, TONbKO €CIN UX pa3Mep He MpeBbIaeT
PA3MEP (no ymonyaHuto 0 = 6e3 orpaHnyeHunin)

CKaHMpoBaTb (Paisibl B CAMOPACMNaKOoBbIBAIOLLMXCSA apXMBaX, TObKO
ec/n nx pasmep He npesbliwaeT PASMEP B merabanTax (no ymondaxuio 0
= 6e3 orpaHu4yeHunn)

CKaHMpoBaTb (halsibl 3EKTPOHHOW NMOYThbl (N0 YMONYaAHMIO)

He CKaHMpPoBaTb (haisibl 3IEKTPOHHON MOYThI

CKaHMpPOBaTb NOYTOBbIE AWMKK (MO YMONYAHNIO)

He CKaHWPOBaTb MOYTOBbLIE ALLUNKM

CKaHMpPOBaTb CaMOpPaCNaKoBbIBAKOLLNECS apXMBbl (MO YMONYaAHMIO)
He CKaHMpOBaTb CaMOpPaCMNaKoBbIBAKOLLMECS apXUBbI



/rtp
/no-rtp
Junsafe

/no-unsafe

/unwanted

/no-unwanted

/suspicious

/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

Jext-exclude=PACLUNPEHINA

/clean-mode=PEXXM

/quarantine

/no-quarantine

CKaHWPOBaTb YNaKOBLUMKMK (N0 yMONYaHMIO)
He CKaHWpPOBaTb YNAKOBLLMKM
CKaHMpPOBaTb Ha HasiM4ymMe NOTEHLMNANIbHO OMACHbIX NPUI0XKEHUN

He CKaHWpOBaTb Ha HaJM4Yne NOTEHLMAbHO OMACHbLIX MPUAOXKEHUI (No
YMONYaHNIO)

CKaHMPOBaTb Ha Ha/M4YNe NOTEHUNA/IbHO HEXXENIATEJIbHbIX I'IpI/IJ'IO)KEHI/IVI

He CKaHWpOBaTb Ha HaJM4Yne NoTEeHUMaNbHO HeXenaTesbHbIX
NPUIOXKEHUN (MO YMONYAHMIO)

CKaHMPOBaTb Ha HaJIM4yne NoA03PUTENbHbIX MPUI0XKEHUA (MO
YMOJTHaHWNI0)

He CKaHMpPOBaTb Ha HaM4YMe NOA03PUTENbHBLIX MPUI0XKEHUIA
NCMosib30BaTb CUrHATYPbI (MO YMOSIHaHUIO)

He MCMNoJb30BaTb CUrHATYpPbI

BKJILOYUTb 3BPUCTMYECKUIN aHanm3 (Mo yMoa4yaHuio)
OTKJ/IIOYNTb IBPUCTUHECKMIA aHaNU3

BK/IIOYNTb PACLUMPEHHYIO IBPUCTUKY (MO YMONYAHMIO)
OTKJ/IIOYNTb PACLLUMPEHHYIO 3BPUCTUKY

NCKOYNTL U3 ckaHnposaHus PACLUMPEHIA thannos, pasaeneHHble
ABOeTo4YNEM

ncnosib3oBaTb PEXKUM 04ncTKM 419 3apaKeHHbIX 06 beKTOoB.

[OCTynHbI Cnefyrolmne BapuaHThbl:

* none (N0 yMON4aHMIO) aBTOMaTMYeCKas O4NUCTKA HE BbINOJIHAETCS.
* standard — |_|pl/IJ10)KeHVIe ecls.exe MonbiTaeTCcqa aBTOMAaTUYECKN
OYUCTUTb UIN YAANINTb 3apPa>Xe€HHble CbaI7I}'IbI.

* TwaTtensHas: MPUIOXKEHUE ecls.exe MOMbITAETCA aBTOMATUYECKN
OYMCTUTb UK YOANUTb 3apaKeHHble hanbl 6e3 BMelwaTeNbCTBa
nosib3oBaTens (Bam He BygeT NpefaioXKeHo NOATBEPANTL YaAaNeHne
thannos).

* Hanboree TulaTesbHas: NPUNOXKEHNE ecls.exe yaanuT Bce annbl 6e3
nposegeHMA O4NCTKN HE3aBUCUMO OT UX TUMa.

* VianeHue: NPUNOXEHUE ecls.exe yaoanuT 6e3 npoBefeHNs 04NCTKN BCE
hannbl, KPOME BaXKHbIX, TAaKNX KaK CMCTEMHbIe (hansibl Windows.

KOMNMPOBaTb 3apa>Xe€HHbIE (balhﬂbl, €CJIN OHW O4ULLEHBI, B KapaHTUH
(AOMNONHNTENBHO K AENCTBUIO, BbINOJIHAEMOMY TpPU 04YUCTKE)

He KOMMpPOoBaTb 3apaeHHble alisibl B KapaHTUH

O6wue napameTpbl

/help

/version

nokasaTb CNpPaBKY 1 BbINTK
nokasaTb CBEEHUS 0 BEPCUU N BLINTHN

/preserve-time COXPaHWTb MNOC/AEAHIO OTMETKY O BPEMEHMW A0CTYNa

Kopabl 3aBepLueHus

0 yrpo3 He obHapy>XeHo
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1 yrpo3a obHapy>XeHa 1 o4ULLEHA

10 HeKkoTopble (hanfbl He YAan0Ch MPOCKaHNPOBaTL (MOryT 6bITh yrpo3amu)
50 yrposa HanfeHa

100 owmnbka

3HaveHVe Kofa 3aBepeHuns bonblie 100 o3HavaeT, 4To (pann He Obl NPOCKAHUPOBAH U
MOXET ObITb 3apaxeH.

ESET CMD

STa PyHKLMA BKIIOHAET paclumpeHHble KoMaHabl ecmd. OHa N03B0OJISET 3KCMNOPTMPOBATL U
MMAOPTMPOBaTb NapaMeTpbl C MOMOLLbIO KOMaHOHOW CTPOKY (ecmd.exe). 1o HelaBHEro BpeMeHu
3KCNOPTMPOBaTb NapaMeTpbl MOXHO ObII0 TONIbKO Yepes rpadnyeckmnin MHTepmenc nosib3oBaTess.
KoHgurypaumio ESET Internet Security MOXXHO 3KCNOPTUPOBATb B hailsl C paclUMpeHnem .xmi.

Mpu BKAOYEHHOW (PYHKLMKM ESET CMD AOCTYMHbI ABa METOAA aBTOPM3aLUN:

* Het — 6e3 aBTOpU3aLmmn. ITOT METOA HE PEKOMEeHAYeTCs, TakK Kak OH pa3peluaeT
MMOOPTMPOBaThL NI0BYI0 HENOANUCAHHYIO KOH(UIYpaLKMIo, 4TO NpeacTasnseT cobon
NOTeHUMaNbHbIA PUCK.

* Maponb anA pacluMpeHHOM HACTPOUKMU — Naposib TpebyeTcs Ans umnopTa KoHMUrypauum
13 panna ¢ pacwmpeHmem .xml. ITOT pansl Lo/KeH BbITb NoANMCaH (CBeAeHNS 0 MoAMMCaHUN
(harina KOHUrypauun € paclumpeHnem .xml npeacrassieHsl ganee). HoBY KOH(pUrypaumio
MOXHO MMMOPTMPOBaTb TONbKO NOC/E TOro, Kak byeT ykasaH napob, 3aflaHHbI B pasgene
HacTponka nocrtyna. Ecnm HacTponka fOCTYnNa He BK/OYEHa, Naposib He CoBNadaeT uaun damnn
KOH(Mrypaumm B popmaTe .xml He noAnuncaH, KoHurypauus He byaet nmnopTupoBaHa.

Mocne BKNtOYEHMS ESET CMD MOXKHO UCMOJIb30BaTb KOMAHAHYO CTPOKY A/ UMMOPTa W 3KCMOopTa
KOH(Mrypaumin nporpaMmbl ESET Internet Security. 9TO MOXXHO CAENATb BPYYHYO UM CO3AaTb
CLieHapwWi C LieNbio aBToMaTU3aLmum.

NS NCnoNib30BaHUA paclUMPEHHbIX KOMaH ECMD HeobxoaMMo 3anyCTUTb UX C MpaBamu
allMUHNCTPATOPA WS OTKPbITb KOMaHAHY CTPOKY Windows (cmd) KOMaHon 3anycK oT
MMEeHM agMUHUCTPATOpPa. B NpoTUBHOM Ciy4ae NosBuTcs coobuieHne Error executing
command. Kpome Toro, npu aKcnopTe KOHpUrypauum fosKHa CyLecTBOBaTb Nanka
Ha3HavyeHus. KomaHAaa akcnopTa paboTaeT faXke nNpyu OTK/IYEHHOM NapameTpe ESET CMD.

KomaHza 3KcnopTa napameTpoB:
ecmd /getcfg c:\config\settings.xml

KomaHza nmnopTa napaMeTpoB:
ecmd /setcfg c:\config\settings.xml

PaCLLII/IpeHHbIe KOMaHIbl ecmd MOXXHO BbINOJIHUTL TOJIbKO JIOKasbHO.

Ons nognucaHunsa anna KoHpUrypaunm B oopmaTe XML (.xm/) BbINOAHUTE creayoume oencTeus.
1. 3arpy3uTe nucnoJsiHaemMbl ann XmlSignTool.

2. OTKpONTE KOMaHAHY0 CTPOKY Windows (cmd) C MOMOLLbIO KOMaHAbl 3anyCK OT UMEHU
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aAMUHUCTpaTopa.
3. MepengunTte B pacnosioxxeHune anna

4. BbinoNHMTE KOMaHAy 4S9 noannucaHns ganna KoHgurypaumum B oopmate XML (.xml).
Ncnonb3oBaHue:

3Ha4veHune napameTpa 3aBUCUT OT YCTAHOBJIEHHOW Bepcum ESET Internet Security.
Ncnonb3ynte , €C/IN ycTaHoBNeHa bosiee cTapas Bepcus, YeMm ESET Internet Security
11.1. icnonb3ynTte L0119 aKTyanbHOWN BepCumn ESET Internet Security.

5. BBeguTe naposb 414 AOMOJHUTENbHBIX HAaCTPOEK, a 3aTEM BBEAMUTE ero eLle pas rno 3anpocy
cpencTa XmiSignTool. Tenepb (ann KoHpUrypaumm B popmMate XML NOAMNUCAH N MOXET
MCNOJIb30BaTbCA A1 UMMNOPTa B APYroM 3K3eMnnspe ESET Internet Security C (oyHKUMeN ESET CMD €
NMOMOLLIbIO METOLa NapoJIbHON aBTopM3aLuunun.

KoMaHza noAnncaHus 3KCnopTUPOBAHHOMO aitiia KOHGpUrypaLumuu:

e

BN Administrator: CA\Windows\system32\cmd.exe El@

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

Ecnv naponb B pasgene HacTporka A0CTyna U3MEHUTCA U noTpebyeTcs MMNopTMpoBaTh
KOH(Mrypaumo, NOANNCaAHHYIO paHee C MOMOLLbI CTaporo naposs, HeobxoAnMmMo noanucaTb
hann KoHpurypauum B hopmaTe .xm/ 3aHOBO C MOMOLLbIO TEKYLLEro naposs. 3To No3BoANT
MCMNOJSIb30BaTb CTapbIil (hann KoHUrypaunm 6e3 HeobxoAnMMOCTH 3KCNOPTUPOBATL €ro Ha
LPYron KomnbloTep ¢ paboTatoLien nporpaMMon ESET Internet Security nepeg UMMopTOM.

BktoyaTb ESET CMD 6e3 aBTOpM3aLMmn He PEKOMEHIYETCS, MOCKOJIbKY 3TO AAaCT BO3MOXHOCTb
MMNOPTUPOBATL NIt0BYI0 HEMOAMNMUCAHHYO KOH(Urypauuto. YCTaHOBMTE MNaposib B pa3aese

A JononHuTenbHble HACTPOMKM > UHTepdeilic nonb3oBaTens > HacTpoika gocTtyna, 4Tobbl
Nosib30BaTeNN HE BHOCWUIN HEABTOPW30BAHHbIE N3MEHEHUS.

CKaHMPOBaHMe B COCTOAHUMN NPOCTOA

HacTpoiKn CKaHNPOBaHMUS B COCTOSIHMM MPOCTOS MOXHO U3MEHUTbL B MeHI0 PacLuMpeHHble
napameTpsl B pa3gene Moaynb o6Hapy>XeHus > NMpoueccbl CKAHUPOBAHUA BPEA,0HOCHbBIX
nporpaMM > CKaHMpoOBaHUE B COCTOAHUM NPOCTOsA > CKaHMPOBaHUE B COCTOSAHUM NMPOCTOA. DTV
napaMeTpbl MO3BOJIAIOT YKa3aTb YC/I0BMUE 3aMycka 00HAPY)XEeHNSs B COCTOAHUM NPOCTOS, HAaNpUMep:
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e BbIK/1IOYEHHbIW 3KpaH Wau 3acTaBKa
¢ ON10KMpOBKa KOMNbIOTEpPaA;
e Bbixon, nonb3oBaTens

Ncnonb3ynTe NON3yHKN AN KaXKO0ro COCTOSAHNS, 4TOObI BKJIIOYNTb UK OTKOYNTL pa3finyHble
Tpurrepbl onsa 06Hapy)KEHI/IF| B COCTOAHUN NPOCTOA.

YacTo 3apaBaeMbie BONPOCHI

Huxxe Bbl MOXKETE HaTW HEKOTOpPble U3 Hanbosiee YacTo 3a4aBaeMblX BOMPOCOB MU BO3HMKAOLNX
npobnem. HaxmuTe CCbisIKy, ONMCHIBAOLLYIO Ballly npobiemy.

* BhinoJiHeHWe 06HOBEHUS ESET Internet Security

e YnasieHne BUpyca C KOMMNblOTEPa

* Pa3pelwieHne obMeHa faHHbIMKU oNpefeNeHHOMY NPUI0XKEHNIO

* BKJIlOYEHME POANTENLCKOrO KOHTPOAS A8 YH4ETHOW 3anucu

* Co3flaHuMe 3afia4uM B NJAHMPOBLLNKE

¢ [NaHMpoOBaHMe 3a4a4N CKaHUPOBaHUSA (exxeHenenbHo)

* YcTpaHeHue ownbkm «He yaanoch nepeHanpaBuTb MYHKLUNMIO "3aLlimTa 6aHKOBCKOM onsiaTh!"
Ha 3anpPOLUEeHHYI0 CTPAHULLY».

* Pa3610KMpOBKa AONONHUTENLHbLIX HACTPOEK

* PeweHne npobaembl geakTUBaLIMM NPOAYKTa C NOMOLLbIO ESET HOME

Ecnu Bawen npobnemsl HET B NpUBEAEHHOM BbILLE CMIMCKE, MONPOOYNTE BINOAHUTL NOWCK B
WHTEePaKTUBHOW CripaBKe ESET Internet Security.

Ecnun He ynaeTcs HalTy peweHmne Bawen Npobnembl/Bonpoca B UHTEPAKTMBHOW CripaBke ESET Internet
Security, NOCETUTE Haly perynspHo 0bHOBNAEMYIO MHTEPaKTUBHYIO Ha3y 3HaHui ESET. CCbIJIKM Ha
caMble NonysspHble CTaTby Hawen 6a3bl 3HaHWIN NPUBELEHbI HUXKE:

¢ Kak MpoaJnTb JULLEH3MIO?

* Bo BpeMs YCTaHOBKW NporpamMmMsbl ESET nosaBuaoCh coobuleHne ob ownbke. Y1o 3TO 03HaYaeT?

* AKTMBALIMA MOEro NpoaykTa ESET Windows 15 foMa C UCMNOJ1b30BaHUEM MOEr0 UMEHU
noJsib3oBaTesid, Napond nin JMUeH3MOHHOIro Kt4a.

* YOasieHne uanm noBTopHaa YCTaHOBKa MOEro npoaykra ESET AJig AoMa.

* Bo Bpemsl yCTaHOBKM NporpaMmbl ESET N0SBUAOCH coobLleHne, YTO YCTAaHOBKA
npexnespemMeHHO 3aBepPLLIEHa.

* Y10 fenathb nocae 06HOBAEHUA NMLLEH3UK? (NONb30BATENN AOMALUHEN BEPCUM)
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¢ YTO fenaTh, ecqiv MOV afpec 3JIEeKTPOHHOW NOYThl MU3MEHUTCHA?

¢ [lepeHoC NpoAyKTa ESET Ha HOBbLIVM KOMMbKOTEP UM YCTPONCTBO

* 3anyck Windows B 6€301acHOM pexxunme nav B 6e30nacHOM pexxume ¢ Nogaep)KKON CeTu

¢ ickntoyeHne be3onacHoro Beb-canTa 13 6JOKMPOBKMU

¢ Pa3pelnTb OOCTYN CPEACTB YTEHUSA C dKPaHa K rpadn4ecKkomMy nHTepdency nosb3oBaTens
ESET

Mpun HeobxoAMMOCTK C BONPOCaMm 1 NpobneMamm MOXXHO 00paTUTLCS B Hally Cay X0y TeEXHNYECKON
NOALEPXKKMN.

ObHoBNeHue ESET Internet Security

O6HOBNATH ESET Internet Security MOXXHO BPYYHYIO UK aBTOMATUYeCKW. YTobObl 3anycTuTb 06HOBNEHNME,
B [JIaBHOM OKHE MporpamMmbl BbibepuTe koMaHay OOHOBUTD, a 3aTeM LienkHUTe MpoBepuTb
Hanuuue oOHOBNEHUH.

Mpu yCTaHOBKE NMPOrpaMMbl C MapaMeTpamu Mo YMOJIHaHWIO CO34aeTCs 3a1a4a aBTOMAaTUYECKOro
06HoBNeHMsI. OHa 3amnyCcKaeTCs Kaxk Al Yac. YTobbl M3MEHUTb NHTEPBas, NOCAEN0BATENbHO
BbibepnTe Cny>xebHble nporpamMmel > M1aHUPOBLLMK.

YpaneHue BUpyca C KOMNbloTepa

Ecnu komnbtoTep Havyan paboTaTbh MeAJSieHHee, YacTo 3aBMCaTb U NPOSIBNATL APYrue NpusHakm
3apaxKeHunsi BPeOHOCHOM MPorpamMmMoii, PEKOMEHAYETCS BbINOJHUTL Cleaytoline 0encTBus.

1. B r;1aBHOM OKHe MporpamMmmel WeJIKHUTe CKaHupoaaHue KoMNbloTEepa.

2. WenkHnTe anemMeHT CKaHUPOBaTb KOMNbIOTEP, 4TOObI 3aNyCTUTbL CKaHMPOBaHNE
KOMMblOTEpa.

3. Mocne 3aBepLUEHUNSI CKAHMPOBaHMA MPOCMOTPUTE XXYPHa Ha NpeaMeT KOANYecTBa
MPOBEPEHHBIX, 3apa’KeHHbIX 1 OYULLEHHbIX (haNIOB.

4. Ecnv HeobxoanMo NPoBEPUTb TONIbKO ONpPeAeNieHHYI0 YacTb ANCKA, LenkHMTe BbiDopoyHoe
CKaQHMPOBaHMeE N yKaXKmTe 06beKTbI, KOTOPbIE ClelyeT CKaHMPOBaTb Ha Ha/IM4Me BUPYCOB.

[lONONHUTESIbHbIE CBEAEHUS CM. B HalLen perynsapHo obHoBnseMon ctaTbe Hasbl 3HaHU ESET.

Pa3peLueHme ooOMeHa fAaHHbIMMU
onpepaesieHHOMY NPUJI0XKEHUIO

Ecnn B MHTEPAKTUBHOM peXxnMme 06HapyXMBAETCs HOBOE MOAKJIYEHME, HO COOTBETCTBYHOLLEr0
npaBuia He HaleHo, MoJIb30BaTesIb MOJyYaeT 3anpoc, NpeasaratowWwnii pa3peLlnTs UK 3anpeTuThb
ero. Ecnm Hy>xHo, 4Tobbl Mporpamma ESET Internet Security BbIMOJIHSI1a OAHO U TO XXe AENCTBME NpW
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Ka)>X[0M NonbITKe nPUNoXeHna yCTaHOBUTb NMNOAKO4EHNE, YCTAHOBUTE Q)J'Ia)KOK Co3spaTtb npaBunJo
U 3aNOMHUTbL HaBcerpa.

(e[ INTERNETSECURITY

An application on this computer ( }is trying to communicate
with a remote site { IR

Application:

Company:

Reputation: i Discovered 6 months ago
Service:

Remote computer:

Local port: UDP 51173 (51173)

Allow this communication?

®) Ask every time
Rermember until application quits

Create rule and remember permanently

Learn more about this message ~ Details » Advanced cptions

B HacTponkax thanepBosia MOXKHO CO34aTh NpaBuia anepsona aas8 NPUI0KEHUI eLle Ao Ux
obHapy>xeHunsa nporpaMMon ESET Internet Security. [115 3TOr0 OTKPOWTE [J1aBHOE OKHO MPOrpaMmsl 1
BbibepuTe HacTpomKa > 3awmTa CeTH > LLESIKHUTE 3HaYoK 0 psOom c anemMeHToM danepson >
HacTtpouTb > flononHutensHo > Mpasuna > U3MeHUTH.

HaxxmMuTe KHomky JLo6aBUTb 11 Ha BKlaake OOLLMe yKaXXTe UMS, HanpaB/ieHNE U MPOTOKO
nepeaayv AaHHbIX 4S8 NpaBuia. B 3ToM 0KHe MOXKHO onpenennTb AeNCTBUE, KOTOPOE HY)KHO
BbINOJIHWTbL NPV NPUMEHEHW NPaBUNa.

BeeauTe nyTb K MUCNOJIHAEMOMY (harny NPUIOXKEHWS 1 NOPT nepefayun AaHHbIX Ha JI0KajlbHOM
KOMMblOTEpe Ha BKafke JIoKasbHbIW KOMNblOTEp. [epennTe Ha BKNaaky YaaneHHbIn
KOMNbIOTEp ¥ BBEAMTE yYAaNIeHHbIN agpec 1 nopT (Npy HeobxoanMocTur). HoBoe npaBusio HavyHeT
LeNCcTBOBaTb HEMeAIeHHO 1 cpaboTaeT cpasy, Kak TOJIbKO AaHHOe MPUI0XKEHNE NoMbITaeTCs
YyCTaHOBUTb NOAKJIOYEHME.

BkloYeHue poauTesibCKOro KOHTpPoOA Ans
Y4Y4EeTHOMU 3anucu

Y706bl aKTMBMPOBATHL POAUTENLCKNIA KOHTPOIb A5 ONPEeAEeNIEHHOW YYETHON 3amnncuy nosib3oBaTens,
BbINOJIHWTE Clefyioline AencTBus.

1. Mo yMONYaHMIO POAUTENBCKUIA KOHTPOJIb B MPOrpaMme ESET Internet Security OTKJTIOYEH.
CyuwiecTByeT ABa crnocoba akTMBaLUM POANTENLCKOrO KOHTPOJIS.

* B rn1aBHOM OKHE MPOrpaMmbl WeNKHUTE 31eMeHT E n nocnenoBaTesibHO BbI6€pVITe

277



aneMeHTHl HacTpoika > CpeacTBa 6e3onacHocTu > PoauTenbCKMAU KOHTPOJIb, MOC/E Yero
BKJOYNTE (DYHKLIMIO POANTENBCKOrO KOHTPONS.

* Ha)xmuTte knaBuwy F5, 4Tobbl OTKPbITH AepeBo PacluMpeHHbie napaMeTpsl, Bbibepute
MHTepHeT n 3/1IeKTPOHHaA NoyTa > PoAUTENbCKUIA KOHTPOJIb 1 BKJIKOYNTE MOJI3YHOK PALOM C
3/1EMEHTOM BKAIOYUTb POAUTENBCKMA KOHTPOJIb.

2. B rnaBHoM okHe nporpammel BbibepuTe anemMeHTsl HacTpomka > CpeactBa 6esonacHocTu >
PoauTtenbCKMn KOHTPONb. XOTH A/15 NapameTpa PoauTenbCKUM KOHTPOJIbL 1 0TOOpakaeTcs
3Ha4yeHue BknoUyeHo, HeobxoAMMO HAaCTPOUTb POAUTENLCKUA KOHTPOIb A5 HYXXHOW Y4eTHON
3anucu. [1na 3Toro WenkHUTE 3Ha4Y0K CTPeSiKK, a B C/IefytoLLLeM OKHe BbibepuTe 31eMeHT
3aWwmMTUTL AETCKYIO YYETHYIO 3anuch Wiy PoauTenbckas yuyeTHasa 3anuck. B crepyiowem
OKHe yKaXkuTe faTy poxxAeHus, 4Tobbl onpefennTb ypoBeHb AOCTYNa U noaxoasime oas 3Toro
BO3pacTa Beb-cTpaHuubl. Tenepb poaANTENbCKUA KOHTPO/b BKKOYEH A5 YKa3aHHON y4eTHOM
3anucu. PALOM C MMEHEM y4eTHOW 3anncK WeKHUTE 31eMeHT 3abno0KupoBaHHbIe NapaMeTpbl
n copepxxumoe, 4Tobbl 3a4aTb KaTeropuu, Kotopble TpebyeTcsa paspewnTs nam 3abnokmposaTb,
Ha BKi1agke Kateropuu. YTobbl paspewnTs nam 3abnokuposaTh onpeaesieHHble Beb-cTpaHuubl,
KOTOpble He COOTBETCTBYIOT KaTeropum, 0TKPONTe BKNAAKY VckiioyeHus.

(es[EX) INTERNET SECURITY SR el - O X
@ PO,D,HTEﬂbCKHﬁ KOHTPOJb @ @
‘Gﬁ‘ [OMaLLHAR CTpaHnLa . I o _
3aWwWTTe BCce NapaMeTpsl Naponen, YTobkl NpesoTEPaTUTE HeaBTOPMI0BAHHLIE M3MEeHEeHWA,
Q CKaHUPOBaHWE KOMMNbIOTEPa
DESKTOP-ILTJIDS/User
O OBHOENEHNE BriGepuTe TMN y4eTHOW 23aMMCoK: YYeTHanA 3anMck ANA 3aluTel pebeHka../ R
POAMTENLCKAA YYeTHaA 3annce
E Cepenc
131 HacTpoiika

@ Cnpaeka 1 nojdepxka

@ [oBaewTb MckNoueHWA AnA eeb-caiTta... B Mokasate xypHanbl

Co3paHue 3apa4M B NJIAaHUPOBLLUKE

Ina co3pgaHna 3agaym nocnenoBaTesibHO Bblﬁepl/lTe CepBuc > lonosiHuTeNbHbIE cpencTBa >
nnaHHPOBI.I.I,VIK, d 3aTeM HaXXMUTe KHOMKY p,OﬁaBVITb Nnn wenkHnTe npa30|7| KHOMKOM MbILLIN W
BblﬁepI/ITe KOMaHAOyYy .uOGaBVITb... B KOHTEKCTHOM MEHI0. ﬂ,OCTyﬂHO NATb TUMNOB 3a4a\.

° 3anycx BHELUHero Nnpuso>xXeHus: njiaHnpoBaHMe BbINMO/JIHEHNA BHELLHEr O NMPUI0XKEHNA.
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* O6cny>XuBaHMe XypHana: B hannax XXypHana TakXKe COLEPXKaTCsA 0CTaTKN yAaNIEHHbIX
3anucen. JTa 3ajava perynspHo onTUMU3MPYeT 3anucKn B hanniax XxypHania ansa speKkTnsHom
paboThl.

* MpoBepka ¢annos npu 3arpyskKe CUCTEMbI: NPoBepPKa PannoB, NCMOTHEHNE KOTOPbIX
pa3peLlleHo Npu 3anycke uan Bxoge nosib3oBaTens B CUCTEMY.

» Co3aaTh CHUMOK COCTOSSHUA KOMMbIOTEpPA: CO3[aHME CHUMKA COCTOSIHMSA KOMMblOTepa B
ESET Syslnspector, A/1 KOTOPOro cobvpatoTcs noapobHble CBeAeHNSs 0 KOMMOHEHTAX CUCTEMb
(HanpuMmep, ApanBepax, NPUIOXKEHNSX) U OLEHMBAETCS YPOBEHb PUCKA AN1A KaXA0r0 UX HUX.

* CKaHMpoOBaHUe KOMNbloTepa No TpeboBaHMIO: CKaHMpOBaHME (aiiIoB 1 MNaMnokK Ha
KOMMblOTEpeE.

* ObHOBNEHMe: NNaHNPOBaHNE 3a4a4m 0bHOBAEHNS NyTeM 06HOBNEHUSA MOaYNen.

Mockosibky OBHOBAEHME - 04Ha 3 CaMblX YaCTO MCMOJb3YEMbIX 3aMIaHNPOBAHHbIX 3a4a4, HMXE
ONucaH Nopsiaok nobasneHns 3agayn obHOBNEHNS.

B packpbiBatoLeMcs MeHi0 3ansniaHMpoBaHHaA 3apaya Boibepute nyHKT OOHOBNEHMe. BeeguTe
nMa 3aga4u B none UMa 3apaum n HaxxmuTe KHornky flanee. Boibepyte 4acTOTy BbIMNOJHEHNS
3afda4n. JoCcTynHbl cnepylowne sapmaHThl: OaHOKpaTHO, MHOrokpaTHo, EXXeaHeBHO,
ExeHenenbHo v Mpu onpeneneHHbIX yCNoBUAX. YcTaHoBUTE (haxok MponyckaTb 3apauy,
€C/IM YCTPOMUCTBO paboTaeT OoT akKKyMynsaTopa, 4Tobbl CBECTU K MUHUMYMY noTpebneHne
CMCTEMHbIX pecypcoB, Korga HoyToyk paboTaeT oT akkyMynaTopa. 3agada dyaeT BoINONHATLCS B
LeHb 1 BpeM$, YKa3aHHble B Nosigx 061acT BoinonHeHue 3apaumn. 3aTeM yKaxnTe, Kakoe
LencTsue cnegyeT NpeanpuHUMaTh, eC/im 3afada He MoXeT BbiTb BbIMOSIHEHA B YCTAHOBNEHHOE
BpeMs. [IOCTYMHbI yKa3aHHbIE HUXKE BapuaHThI.

* B cnepylouee 3ansaHupoBaHHOe BpeMs
e Kak MOXXHO ckopee

e HesaMmepnuTenbHO, eCNM C MOMEHTa NocnenHero 3anycCkKa npoLwno 6onblie BpeMeHMm,
4YeM yKa3aHo (VIHTepBaJ'I MO>XHO YKa3aTb B MnoJie BpeMiI C MOMEeHTa nocJsiegHero 3anycka

(4)).

Ha cnenytowem sTane otobpaxkaeTcs OKHO CBOAHON MHDOPMaLIUN O TEKYLLIEN NNAaHMPYEMON 3a4ave.
Mocne BHeCeHMA BCeX HEOOXOAMMbIX M3MEHEHU Ha)kMnTe FoToBo.

Ha 3kpaH 6yaeT BbiBEIEHO ANANOr0BOE OKHO, B KOTOPOM MOXKHO BbibpaTb NPOWN, NCMO/b3yEMblE
ANs 3aM1aHNPOBAHHON 3a4a4u. 31eCb MOXXHO 3aA4aTb OCHOBHOW U BCMOMOraTeNbHbIA npodunn.
BcnomoraTenbHbI NPoduib NCNOAb3yeTCs, eC/IN 3324y HEBO3MOXKHO BbIMOSIHUTL C MPUMEHEHNEM
OCHOBHOI0 npocuns. NMoaTeepAnTe BHECEHHbIE N3MEHEHUS, Ha)KaB KHOMKY FOTOBO, nocne Yero
HOBas 3a/la4ya NOSBUTCS B CMMCKE CYLLECTBYOLWMUX 3ana1aHMPOBaHHbIX 3a4av.

NnaHupoBaHue eXxeHepnesibHOro
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CKaHUPOBaHUA KOMNbIOTEPA

Y106kl 32NNaHNPOBATL PErysapHYIo 3afa4y, OTKPOWTE r/1aBHOEe OKHO NporpaMmsl U Belbepute
Cepsuc > [lononHuTenbHblie cpeacTea > MnaHnpoBLWMK. HKe NprBefeHO KpaTKoe onvcaHne

npouenypbl N1aHUPOBaHUSA 3a4a4u, NpeaycMaTpuBaloLLen CKaHMPOBaHME NOKaNbHbIX ANCKOB
Kaxayto Hegento. MoapobHble MHCTPYKLMK CM. B CTaTbe Hallen 6a3bl 3HaHWIA.

Ons Toro 4Tobbl 3anaHNPOBaTh 3aavy CKaHWPOBaHMS, BbIMOJHUTE Cnelyowue 4encTBus.

1. B rnaBHOM OKHe MIaHUPOBLLMKa HaxxmuTe [L06aBUTD.

2. BBeguTe nma 3agayn n BoibepnTe CKAaHMpPOBaHMe KOMNbloTepa no TpeboBaHuUIo B
packpbiBaloLWEMCa MeHio Tun 3apaym.

3. 1na 4acTOThl BbINOJIHEHUA 3a4a4u BblﬁepI/ITe EXXeHepenbHO.

4. 3ajlanTe [eHb 1 BPeMs BbINOJIHEHWS 32434,

5. BoibepuTe ycTaHOBKY BbINOMIHMTL 3apa4y Kak MOXHO cKopee, 4T0Obl BbINOJHUTL 3a4a4y
Mo3»e, B CJly4ae ec/im 3arniaHnpoBaHHOE BbINOJIHEHME 3a[a4M He 3anyCTUTCS Mo Kakon-nnbo
NPUYMHe (HanpuMep, eClN KOMMbIOTEP BbIK/OYEH).

6. [lpocMoTpuTE CBOAHYIO MH(OPMALIMIO O 3anaHMPOBaHHON 3afaye U HaxxmuTe FoToBO.

7. B packpbiBatoLiemMca MeHto O0beKTbl BbibepnTe NyHKT XKeCcTKue AUCKMU.

8. HaxxmMnTe KHonKy FoToBO AJ19 NpUMEHEeHNA 3a8a4u.

YcTpaHeHue ownbku «He ypanocob
nepeHanpasuTb yHKUMIO "3aLluuTa
OaHKOBCKOM onsiaThl" Ha 3anpoLUeHHYI0 BeO-
CTPaHUuUy»

Ncnonb3oBaHme onumn «3aliuTa Bcex bpay3epoB» BMECTO

nepeHanpasJsieHns BeHO-canToB

Mo yMONYaHUIO 3aLULLEHHBIA Bpay3ep, NCNOJIb3yeMbl AN QYHKLUMM «3awwmTa 6aHKOBCKOW
onnaThl», 3aMyCKaeTCsa B UCMOJIb3yEMOM Ha AaHHbLIN MOMEHT Bpay3epe nocsie noceLeHns
N3BEeCTHOro Beb-canTa nHTepHeT-6aHKUHIa. BMecTo nepeHanpaBneHns Be6-CaiTOB MOXXHO
MCNosIb30BaTb NapameTp «3almnTa Bcex bpay3epos» Ans 3anycka BCex noaaepxvnBaemMbix seb-
bpay3epos B 6e30MacHOM pexume. 3T0 NO3BOASET NPoCMaTpMBaTb BEB-CalTbl, NCNObL30BaTb
NHTepPHET-B6aHKMHI 1 NPOBOANTbL (PMHAHCOBLIE onepaunn B IHTepHeTE B 0AHOM OKHEe
3awmuieHHoro bpaysepa 6e3 nepeHanpaBaeHuUs.

YT106bI MCNONBL30BaTHL NAapaMeTp «3alnTa Bcex bpay3epoB», OTKPONTE r1aBHOE OKHO
nporpavmel, Bbibepute Hactponka > CpencrtBa 6@30nacHOCTU 1 BKIOHUTE MOM3YHOK PALOM
C NapameTpoM 3awuTa BCcex bpaysepos.

YT00bl YCTPaHWTL OLIMOKY NepeHanpaBieHnst Be6-canToB, BOCNOb3YNTECh NPUBEAEHHBIMU fajee
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VHCTPYKLUMSMU,

Ecnn okHo Bpay3epa Bce paBHO He paboTaeT, BbINOAHWUTE CAeAyoLWNA Wwar.

1. Mepe3anycTuTe KOMMbOTEP.

2.YbeamTech, 4TO NCMOJIb3yeTe HOBENLLME BEPCUN ONEepPaLMOHHON CuCcTeMbl Windows 1 ESET
Internet Security: ObHOBJIEHNE MPOAYKTOB ESET A1 Windows A1 OMALLHEro UCMNoJib30BaHUS A0
nocnegHen BEPCUN.

3. BO3MO>)XHO, BO3HUK KOH(IMKT CO CTOPOHHEN nporpamMmmon 6e3onacHocTu, VPN nnm anepsosiom.
BpeMeHHO OTKAYNTE AW yaanuTe Takoe nporpaMMHoe obecneyeHue.

4. OTKNIOYMTE BCE CTOPOHHME paclumpeHns bpaysepa.

5. OuncTuTe Kaw bpaysepa. Kak 04nCTnTh KL B Firefox K B Google Chrome?

6. [lpoBepbTe, He fobaBneH nn Balw Bpaysep B CNMUCOK UCKITIOYEHHbIX B pa3fese PaclumpeHHble
napaMeTpbl > UHTEepHET U 3/1IeKTPOHHasA nouTa > PuabTpauusa NPoToKoNoB > UcknioyeHHble
NPUNIOXKEHHUA. [lepexoll K paclluMpeHHbIM NapaMeTpam.

7. Ecnn Bbl He 06HOBNANM NPOAYKT ESET Ha NpeablAywmnx 3Tanax, yaaauTe 1 NoBTOPHO
yCTaHoBuTE ero. Mocne yCTaHOBKYM Nepe3anyCcTuTe KOMMbIOTEP.

8. Ecniv npobnema He 6yeT yCTpaHeHa, MOXXHO BKJIYMTh NapaMeTp «3allnTa Bcex bpay3epos»
NN OTKPbITb 3aLUMLLIEHHbIN Bpay3ep, Nepenas B r/laBHOE OKHO NporpamMsl 1 Boibpas CepBUc >
3awuTa 0aHKOBCKOM onjaThbl.
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(es[E}) INTERNET SECURITY Rl ~ O X

@ JoMalHAR CTPaHWLA

Q CKaHWPOBaHWE KOMNLHOTEPA @ o U
G OfHoBNEHNE

B cepeuc -/

l:;:,l HacTpoiika

@ Cnpaeka u noAgepxka

¥ [lononHWTensHbIE CPEACTEE

MoZynb 3awmTbl BaHKOBCKOW ONAaThl — 3TO AOMNOJIHUTESbHbIA YpOBEHb Be30MacHOCTH,
pa3paboTaHHbIN ONS 3aLLMThl BallMX (PMHAHCOBbLIX AaHHbIX NPU OCYLLECTBEHNN (PUHAHCOBBIX
onepauun B UHTepHeTe.

B bonblunHCTBE CnyvaeBs 3alumieHHbIn bpay3ep dpyHKUMM «3awmnTa 6aHKOBCKOM onnaThbl»
3anyCKaeTCs B UCNOJIb3yeMOM Ha AaHHbIN MOMeEHT Bpay3epe nocne noceLleHns n3BecTHoro seb-
CallTa MHTepHeT-baHKMHra.

BbibepnTe 04MH U3 Cnefylowmx NapamMeTpoB, ONpeaensoWwmnx pexxum paboTsl 3aLULLIEHHOIO
bpay3epa.

* 3awmuTa BCcex bpay3epoB: eCnu BKJIIOYEH 3TOT NapamMeTp, BCe NOAAEpXKBaeMble Beb-
bpay3epbl OyayT 3anyckaTbCs B 6€30NacHOM peXxunme. ITO NO3BONSET NPOCMaTPUBaTb BED-
CaWTbl, NCMONb30BaTb MHTEPHET-6AHKNHI U AeNaTb OHNANH-NOKYMNKW U TPaH3aKLun B 04HOM
OKHe 3almuieHHoro bpay3sepa 6e3 nepeHanpaBneHus.

* NepeHanpaBneHue Ha Be6-cauTbl (N0 yMON4aHWI0): BEG-CaNTbl U3 CNUCKA 3aLLULLEHHbIX
Beb-CalTOB 1 BHYTPEHHEro CNucka MHTepHeT-baHKUHIa NepeHanpaBAfioTCs B 3aLUULLEHHbIN
bpay3sep. Bol MoXxeTe BbibpaTh, Kakon bpay3sep (CTaHLapPTHbIM UK 3allMLLEeHHbIA) ByneT
OTKPbIBaTLCA.

* Oba npenblayLMX NapaMeTpa OTKJIIOYEHbI: YTOObI MONYYNTb AOCTYN K 3alLNLLEHHOMY
bpay3epy B ESET Internet Security, Boibepnte CepBuc >FE.I 3awmuTa 6aHKOBCKOM onaaThbl Nn

F

LLeSIKHMUTE 3Ha4YoK Ha pabodem cTone “B 3awmra GaHkoBCKOIM onnaTtel. bpaysep, 3aaHHbI B
Windows KaK 1CMoJib3yeMblil M0 YMONYaHUIO, 3anyCcTUTCS B 6e3onacHoOM pexume.
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CBefieHVs 0 HaCTPOWKe 3aluLLeHHOro bpaysepa CM. B pa3fene PaclunmpeHHble napameTpbl 3alnThbl
BaHKkoBCKOW oniaThl. YTO6bI BKNOYUTL (YHKLMIO «3almuTa Bcex bpay3epos» B ESET Internet Security,
wenkH1Te HacTponka > Cpepcrtea 6e30nacHOCTM 1 BK/IOYMTE NOMA3YHOK 3alimMTa BCexX
opaysepos.

Ons 3aumTsl 6pay3epa He06X0AMMO UCMOIb30BATh WNPPOBAHHbIN 06MEH AaHHBLIMU MO MPOTOKOJY
HTTPS. 3aWwmuTy 6AHKOBCKOI omnJiaThl MOAAEPXKMBAIOT Ceayowme bpaysepsl:

* Internet Explorer 8.0.0.0+
* Microsoft Edge 83.0.0.0+
* Google Chrome 64.0.0.0+
* Firefox 24.0.0.0+

JOnoNHUTENbHbIE CBEAEHUS 0 (DYHKLMUKN «3aLnuTa 6aHKOBCKOWM OMIaThl» CM. B CTaTbAX 6a3bl 3HaHWIA
ESET, AOCTYMHbIX HA AHMJTMACKOM U HEKOTOPbIX APYruX s3blKax.

¢ KaK 1CnoJsib30BaTh MYHKLUMIO «3aLlinTa BaHKOBCKOW onaThl ESET»

* BKJIIOYEHME N OTKJIKOYEHME 3allnThl OAHKOBCKOW onaaTthl ESET As1a onpeaeneHHoro seb-canrta

* [IpMOCTaHOBKa U OTKJKYEHNE PYHKLUMK «3auimTa BaHKOBCKOM onaaThbl» B NpoAyKTax ESET ans
Windows o4 AOMalUHEero ncrnoJjib30BaHunsg

* 3awnTa 6aHKOBCKOWM onsiaThl ESET — pacnpoCcTpaHeHHble owmnbKu

* [noccapui ESET | 3awimTa 6aHKOBCKOW onsiaThl

Ecnn Bbl BCe elle He MoXeTe pelwmnTb npobaemy, oTnpaBbTe Co0bLEHNe 31EKTPOHHON NOYThI B
CNyXX0y TexHM4YeCcKon noanepXKu ESET.

Pa30s10KMpoBKa A,0N0OJIHUTEJIbHbIX HAaCTPOEK,
3alUMLLEHHbIX NapoJsieM

Korfa Bbl XOTUTE MOMYyYnUTb AOCTYN K 3alUNLWEHHBIM PaCLUMPEHHBIM NapaMeTpaM, OTKPbIBAETCS OKHO
ANna BBOJa naponsi. Ecnm Bbl 3abyaeTe nnm notepsieTe CBOWM Naposib, WenKHUTe BOCcCTaHOBUTL
naposb 1 BBEAUTE aAPeEC INEKTPOHHONM NOYThI, YKa3aHHbIA NPV perucTpauny anueH3nn, ESET
OTMNPaBMT BaM CO0DLLIEHNE 3NEKTPOHHOW MOYThI C KOAOM MPOBEPKU. BBEAMTE 3TOT KOfI, @ 3aTeM
YKa)XWTe HOBbIA Mapob U NOATBEPANTE ero. Koa NpoBepPKN AeNCTBUTENIEH B TEYEHNE CEMU AHEN.

BoccTtaHoBNIEeHUE NapoJis C NOMOLLbIO Y4€THOM 3anucK ESET HOME: BbibepuTe 3TOT NnapameTp,
eCc/v IMLLEH3US, UCMOJb30BaHHaa AN aKTUBaLUK, CBA3aHa C Ballel y4eTHOW 3anucbio ESET HOME.
BeenuTe agpec 371eKTPOHHON NOYThl, KOTOPLIV Bbl MCMOJIb3yeTe A5 aBTOpU3aLny B CBOEN Y4eTHOW
3anmcum ESET HOME.

Ecnn Bbl HE NOMHUTE CBOW aipec 3NEKTPOHHOW MOYThI N Yy BaC BO3HUKAN TPYLHOCTY C
BOCCTAHOBJ/IEHNEM MapoSif, LWeNKHNTe OBpaTUTbCA B CNYXXOY TeXHU4YeCcKou nogaep>xXKu. Bo
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byneTe nepeHanpassieHbl Ha Beb-canT ESET, rae CMOXeTe CBA3aTbCA C Halen CNyXO60oin TeXHNYECKOon
noaaepPXKHK.

Co3paTtb KoA ANA CNyXObl TEXHUYECKON NOAAEPIXKKM: C MOMOLLbIO 3TOro NapamMeTpa MOXHO
€o34aTb KoL Ons cnyxbbl TexHUYeckon nogaepxku. CKonupymnTe Ko, npefocTaBieHHbIn Clyxbom
TEXHUYECKON NoAAEepXKK, U LWenkHUTe Y MeHsl eCTb KoA, NpoBepKKu. Beeante Kog nposepky, a
3aTeM yKaxxuTe HOBbIN Naposib 1 noaTeepanTe ero. Koa npoBepKu LeNCTBUTENEH B TEYEHNE CeMU
LHeNn.

Jnsi noNyyeHns OONOSIHUTENbHBIX CBeAEHWUI CM. pa3aen Pa3bnokupoBka naposis A1 HaCTPOeK B
Windows-nNpoAyKTax ESET 419 JOMaLLUHEero Ucnojb30BaHus.

PelwueHue I1p061'leMbl A€adKTUBaLUUMN NPOAYKTa
C noMoublo ESET HOME

NMporpaMMa He aKTUBMpPOBaHa

370 coobuieHne 06 owmbke NoaBASeTCA, KOr4a Blagenew MMUEeH3nn 4eakTUBMpyeT Bawl NpPoayKT
ESET Internet Security C nopTana ESET HOME unu Koraa nponagaeT obwmin ocTyn K JNLEH3UN, KOTopas
6blna OOCTyMNHa A5 Ballen y4eTHOW 3anucu ESET HOME. YTobbl pewnTs 3Ty Nnpobaemy, BbINOJHUTE
cnegpywuwme oencTaeums.

® L|.|,eJ'IKHVITe AKTVIBMpOBaTb 7 BOCI'IOJ'IbByVITECb OOHWUM U3 MeTOoO0B aKTUBaALIUN, 4TObBI
aKTMBMPOBATHL ESET Internet Security.

* ObpaTunTeCh K Blagebly AMLEH3MM U CO0bLLMTE eMy O TOM, YTO OH AEaKTMBUPOBAJ Balll
NPOAYKT ESET Internet Security Wau Bbl yTpaTuan obLWmiA 4OCTYN K MUeH3nn. Bnagenewy moxeTr
pewnTb 3Ty Nnpobnemy Ha ESET HOME.

MpoayKT peakTUBMPOBAH, YCTPOUCTBO OTKJIIOYEHO

370 coobuieHne 06 owmnbke NoaBAAETCS Nocje yaaJeHuns YCTPonCcTBa ¢ ESET HOME. YTobbl pewnTb
3Ty npobnemy, BLINOJHUTE Cieayowmne aencTBus.

® L|.|,e1'IKHVITe AKTVIBMpOBaTb 7 BOCI'IOJ'Ib3yVIT€Cb OOHUM U3 MeTOod0B aKTUBaLIWMN, 4TObBI
aKTMBMPOBATHL ESET Internet Security.

* CBSXUNTECH C BNlafeSbLIEM INLEH3NM 1N COOBLLNTE eMy O TOM, YTO Balll NPOAYKT ESET Internet
Security IeaKTUBUPOBAH, @ YCTPOMCTBO OTKJ/It04EHO OT ESET HOME.

* Ecniv Bbl BNageney MMUEH3Nn 1 He 3HaeTe 06 3TUX N3MEHEHNSX, MPOCMOTPUTE KaHal
NEeNCTBUI Ha ESET HOME. Mpu obHapy>XeHUn noao3puTenbHbiX OeNCTBUN N3MEHNTE Napo/ib
YyY4€THOM 3anucm ESET HOME 1 obpatuTech B cnyx0y TEXHMYECKON Nnogaep )Xk ESET.

MpoAyKT AeaKTUBMPOBaH, YCTPOUCTBO
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OTKJ1II0O4YEeHO

370 coobuleHne 06 owmnbke noaBaseTCs Nocse yaaJeHns yCTponcTsa ¢ ESET HOME. YTobbl pelwnTb
3Ty npobaemy, BbINONHUTE CliefyoLme encTBuUA.

* LLlenkHnTe AKTUBMPOBATHb 1 BOCMOJIb3yNTECh OAHMM U3 METO0B akTUBaLLMY, YTOObI
AaKTUBUPOBATbL ESET Internet Security.

* CBSXKMTECH C BNAAebLIEM NNLEH3NN N COOBLLUTE eMy O TOM, YTO Balll NPOAYKT ESET Internet
Security €aKTUBMPOBAH, @ YCTPONCTBO OTKJIO4EHO OT ESET HOME.

* Ecan Bbl Bnageney MULEH3MM 1 He 3HaeTe 06 3TUX N3MEHEHMAX, MPOCMOTPUTE KaHa/l
AEeNCTBUIM Ha ESET HOME. MNMpun obHapyXeHUn Noao3puTenbHbIX 4ENCTBUN N3MEHNTE Naposib
y4YeTHOM 3anucu ESET HOME 1 obpaTutech B CayX0y TeXHUYEeCKOW noanep>XKu ESET.

NMporpaMMa He aKTUBUpPOBaHa

370 coobuieHne 06 owmnbke NoaBAdeTCS, KOrga Blagenel JIMLEH3UN eakTMBUPYeT Ball NPOayKT
ESET Internet Security C nopTana ESET HOME unaun Korga nponagaeTt obwuin JoCTynN K JIMLLEH3UKn, KoTopas
Oblna JOCTynNHa N5 Bawen y4eTHOW 3anucu ESET HOME. YTobbl pelunTs 3Ty npobaemy, BbINOSHUTE
cnepyowine OencTeus.

e lllenkHMTE AKTHBHpOBaTb " BOCI'IOJ'Ib3yVITer OAHWM U3 METOA0B aKTUBALINK, YTOObI
aKTMBNPOBaTb ESET Internet Security.

* ObpaTunTeCh K BJlageblly NMLEH3MM U COOOLLMTE eMy O TOM, YTO OH AEaKTMBUPOBAJI Balll
NPOAYKT ESET Internet Security WK Bbl yTpaTWAM 06LWNiA [OCTYN K AnLeH3un. Bnagenewy moxeT
pewnTb 3Ty npobnemy Ha ESET HOME.

MporpaMmma yny4LueHUA NoJib30BaTesNIbCKOro
onbITa

MpPUCOeaNHUBLLNCH K MPOrpaMMe yay4lleHUs NnoJib30BaTeIbCKOro OnbiTa, Bbl MPeAoCcTaBNseTe
KOMMaHWM ESET aHOHUMHbIe cBefieHns 06 NCNoJIb30BaHMM HAWUX NPOAYKTOB. [JONOSHUTENbHbIE
cBeaeHns 06 06paboTke AaHHbIX AOCTYMHbI B HaLLEN NOANTUKE KOHPUAEHLNANBHOCTY.

Bawue cornacue

YyacTue B nporpaMme aBaseTcs 4obpoBoabHbLIM 1 3aBUCUT OT Ballero cornacus. Mocne
NpPUCoeaNHEHNS Bbl MACCMBHO y4aCTBYETE B MPOrpamMmme, TO eCTb BaM He HY)KHO NpeanpuHuMaThb
Kakunx-nmbo ganbHenWmnx gencTemin. B ntobon MOMEHT Bbl MOXKETE 0TO3BaTb CBOE COrjlacue, N3MEHUB
HaCTpoOMKK NpoaykTa. Coenas Tak, Bbl 3anpeTuTe HaM obpabaTbiBaTb Bally aHOHMMHbIE AHHbIE.

B ntobon MOMEHT Bbl MOXKETE 0T03BaThb CBOE COrnacue, M3MeHNB HAaCTPOMKN NPOAYKTa:

¢ /I3MeHeHMEe NapamMeTpoB NPorpamMmmbl yayyLleHWs N0Jb30BaTEIbCKOro OnbiTa B NpoAYyKTax ESET
ONa Windows /19 JOMaLLUHEro ucnojib3oBaHug
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Kakue Buabl MHpOpMauum Mbl cobnpaem?

[ aHHble O B3aUMOAEUCTBUM C NPOAYKTOM

STV CBeAEeHUS NoKa3blBalOT HaM, KaK NCMNONb3YIOTCA HAWW NPOAYKTbl. brarofapsa 3ToMy Mbl 3HaeM,
Hanpumep, Kakme hyHKLUMN NCNONb3YIOTCA YacTo, Kakme HaCTpOIZKI/I Nnosib30BaTEJIN USMEHAIOT U
CKOJIbKO Bpe€MEeHWN OHW TPaTAT Ha UCNOoJib30BaHWE NPOoAYKTa.

HaHHble 00 ycTponcTBax

Mbl cobupaem 3Tu cBeeHNUs, YToObl MOHATL, FIE U Ha KaKMUX YCTPOMCTBAX UCMOJb3YIOTCS HaLLM
NPOAYKTbl. TUNNYHbIE MPUMEPbI TAaKNX CBELEHWIA: MOAENb YCTPOWCTBA, CTPaHa, BEpCUs 1 UMs
onepaunoHHON CUCTEMBI.

JlaHHble AMarHoCTUKU OLLMOOK

CobupatoTca TakKe CBeleHUs 0 BOSHUKHOBEHUN OWNOOK 1 aBapuiHbIX cCUTyaunin. Hanpumep, Kakas
owwnbKa Npon3oLna, n Kakne AeNCTBUS NPUBEIN K HEN.

Mouemy Mbl cobupaem 3Ty MHPopMauuio?

3TN aHOHUMHbIE CBeEeHNS Aal0T HaM BO3MOXHOCTb yny4dlaTb Halln NpoayKThbl And Bac, Hallnx
nonb3oBaTtenen. OHM nomoraT n3baBnTb NPOAYKTbI OT owmnboK 1 caenatb UX MakKCUMaJibHO
nosie3HbIMn 1N NPOCTbIMN B NCMOJIb30BaHUN.

KTo KOHTpOAupyeT 3Ty MHpopmauuio?

KoMnaHus ESET, spol. s r.o. SBNSETCSH € AMHCTBEHHbIM ONepaToOpOM AaHHbIX, COBUpPaeMbIX B paMKax
MporpaMmbl. TN CBELEHNS HE NepeaarTCs TPETbUM NNLLaM.

JInueH3noHHOe corJjialleHue C KOHeYHbIM
noJib3oBaTteJieM

BctynaeT B cuny ¢ 19 oktabpsa 2021 roaa.

BAXXHO! BHMMaTeNbHO NPOYMTaNTE N3MI0XKEHHbIE Aasiee YCN0BUSA NCNONb30BaHNA NPOrpaMMHOro
NPoAYyKTa, NPeXXAe YeMm 3arpyxaTb, yCTaHaB/MBaTb, KOMUPOBaTb WM UCMOJIb30BaTh €ro.
3ATPYXAS, YCTAHABJINBAA, KOMUPYA UWIN UCNOJNIb3YSA 3TO NPOrPAMMHOE
OBECIMNEYEHUE, Bbl BBIPAXXAETE CBOE COIJ1IACUE C U3JTOXKEHHBIMU YCNOBUAMNU U C
NOJINTUKOU KOH®UAEHUMWAJIbLHOCTM.

JInuesnoHHoe cornaweHne C KOHeYHbIM MNoJb30BaTESIEM

CornacHo ycnoBmaM OaHHOro JIMLEH3NOHHOIO CornalleHns C KOHeYHbIM NoJib30BaTesieM
(«CornalueHmne»), 3aK/Il04EHHOr0 KOMMNaHWen ESET, spol. s r. 0., 3aperncTprupoBaHHoOM No agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHOW B KOMMEPYECKNI PETUCTP OKPY>KHOr0 Ccyaa
Bratislava I, pa3fen Sro, 3anncb Ne 3586/B, BIN 31333532 (ESET nau [MoCTaBLWMK) U BaMu, PU3NYECKNM
NN lopuanyYeckM nmuoM (Bel nnmn KoHe4yHbln nonb3oBaTesb), Bol nonyyYaeTe NpaBo NCNOJb30BaTb
MporpammHoe obecneyeHmne, ykasaHHoe B CTaTbe 1 HacTosawero CornaweHuns. MNporpaMMmHoe

286


/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eis/15/ru-RU/privacy_policy.html

obecneyeHue, ykasaHHoe B cTaTbe 1 HacTosllero CornalleHns, MOXXeT XPaHUTbCA Ha HOCUTENaX
JlaHHbIX, OTNPABAATLCA MO /IEKTPOHHONM NOYTE, 3arpy>KaTbCa Yepes NHTepHET, 3arpyxaThbCs C
cepsepoB MMoCTaBLUVKa UKW NOAYyYaTbCA U3 APYTrUX NCTOYHUKOB, KOTOPbIE Y0BJETBOPAIOT
NepeyvyncieHHbIM HIKe YCIOBUAM.

STO COMALWEHNE KACAETCA NMPAB KOHEYHOI O MOJIb30OBATENIA N HE ABNAETCA 4O OBOPOM
MPOOAXW. MocTaBLUMK OCTAeTCs BNaaenbLeM 3Kk3eMnaspa MNporpaMMHoro obecnevyeHms un
MaTepuanbHOro HOCMTeNd, Ha KOTopoM lNMporpaMmmHoe obecneyeHne Bbl10 NOCTaBAEHO B TOProBowA
ynaKoBKe, a TakXe Bcex Konui NMporpaMmmHoro obecneyveHuns, Ha KotTopble KOHEYHbIN Nob30BaTeSb
nMeeT NpaBo B COOTBETCTBMU C HacTosawmM CornaweHuem.

Boibop BapuaHTa «lpuHMMato» B npoLecce yCTaHOBKM, 3arpy3Ku, KOMMPOBaHNUS UM NCMOb30BaHUSA
3Toro MporpammHoro obecneyeHns BblpaxaeT Balle cornacme ¢ yCnoBMAMU HacTosLWEro
CornaweHunsa n NoANTUKN KOHUAEHUNAaNbHOCTW. ECim Bbl HE COrnacHbl C KakKUM-11b0 13 yCnoBui
HacToswwero Cornawenns nam MNoanTukn KoOHOUAEHLMaNbHOCTW, HeMeAJIeHHO BbibepuTe BapuaHT
OTMEeHbl, OTMEHUTE YCTAaHOBKY WJIN 3arpy3ky, YHU4YTOXbTe UAn BepHuTe lNMporpaMMHoe obecneyeHve,
YyCTaHOBOYHbIE HOCUTENN, CONPOBOAUTENBbHYIO LOKYMEHTALMNIO, @ TakXXe KBUTaHUMIo 06 onnaTe
MocCTaBLKMKY WK B OpraHm3aumio, B Kotopow 6110 npnobpeTeHo MporpammHoe obecneyeHue.

NCMNOJIb30OBAHWE BAMW 3TOIO NMPOIrPAMMHOIO OBECIEYEHNA O3HAYAET, YTO Bbl MPOYJIA
JAHHOE COlMTALLEHUE, MOHANN EFO NONOXKEHUA N COrNNACHbBI CHUTATD X OBA3BIBAOLLVMNA.

1. MporpamMHoe obecneuyeHme. TepmuH "lMporpammHoe obecneyeHne" B HacTosLemM CornalleHmm
03HayaerT: (i) KOMMbIOTEPHYIO MPorpaMMy, KOTopas ConpPoBOXXAaETCA HacToAwmMM CornalieHnem, un
BCE ee KOMMOHEHTBI; (i) BCe COAEePXXMUMOe Ha ANCKaX, KOMMaKT-AUCKax, DVD-AUCKAX, B 3JIEKTPOHHbIX
COOBLLEHMAX N KaKNX-TMOO BNOXKEHUAX UAN Ha APYIFMX HOCUTENAX, KOTOPbIE Bbliv MOCTaBEHbI
BMeCTe € HacToawmum CornalleHmem, B TOM yucne popmy ob6bekTHOro koga NporpaMmMHoOro
obecneyeHns, NOCTaBAAEMYIO Ha HOCMTENE AaHHbIX, MO 3IEKTPOHHOW MNOYTE UK 3arpyXaemyto
yepes VIHTepHeT; (iii) ntobble NOSCHUTENbHbIE MaTepuranbl Uan by ApYryto BO3SMOXXHYO
[OKYMeHTaLuo, CBA3aHHYI0 C MporpaMMHbIM obecneyeHnem, rnaBHeiM obpa3om kakoe-nnbo
onucaHue MporpammHoro obecneyveHus, ero cneymdmrkaumm, kKakoe-nmbo onmcaHme CBONCTB UK
paboTbl MporpamMmHoro obecneyeHus, kakoe-nmbo onncaHne paboyen cpenbl, B KOTOPOR
ncnonb3yetcs NporpaMmmHoe obecnedyeHne, MHCTPYKLMMU MO NCMONb30BaHNIO NN YCTaHOBKE
MporpaMMHoro obecneyveHns nam Kakoe-nnbo onncaHne NCNonb3oBaHUs NMporpamMMHOro
obecneyeHns (JokyMeHTauwms); (iv) konum MNporpaMmmMHoro obecneyvyeHuns, NakeTbl UCNPaBAEHUS
BO3MOXHbIX OLIMOOK MporpamMmMHoro obecneyeHns, nonosHeHns K MporpammHoMy obecrneyeHuto,
pacwmpeHuns MporpammHoro obecneyveHns, N3MeHeHHble Bepcun MNporpaMMHOro obecnevyeHmns un
0bHOBSIEHNS KOMMOHEHTOB MporpaMMHoro obecneyeHns (Mpy HaanyYuK), Ha KoTopsle MoCcTaBLUMUK
npenocTasna BamM nnUeH3mno B COOTBETCTBUM CO CTaTbeln 3 HacToswero CornaweHuns. MporpaMMmHoe
obecneyeHne NpefoCTaBAAETCA UCKIIIOYNTENBHO B JOPME UCMOHAEMOro 06bEeKTHOro Koaa.

2. YCTaHOBKA, KOMMNbIOTEP M JIMLLEH3UOHHbBIN KoY. [IporpaMMHoe obecreyeHune, nocTaBsiemoe
Ha HOCUTEese AaHHbIX, MO 3NIeKTPOHHON MoYTe, 3arpyXxeHHoe Yyepes IHTepHeT nau c cepBepos
MocTaBLLUMKa UK MOJyYEeHHOE U3 APYTrUX UCTOYHMKOB, MOASEXUT YCTAHOBKE. YCTAHOBKA
MporpaMMHoro obecneyeHns 0oMXKHa NPOUCXOANTb Ha AOJKHLIM 06pa30M HaCTPOEHHOM
KOMMbOTEPE, KOTOPbI OTBEYAET MUHMMAJIbHLIM TPeBOBAHNAM, N310)KEHHBLIM B [lOKyMeHTaLuu.
Cnocob ycTaHOBKM onucaH B lokyMeHTauun. KomnbloTep, Ha KOTOPOM BbIMOJIHAETCS YCTAHOBKaA, He
L0JKEH Coflep>XaTb NPOrpaMMHoe WK annapaTHoe obecrneyeHne, KOTOPOe MOXKET HeraTMBHO
NoBAMSTb Ha paboTy MporpamMmMHoro obecneyeHns. KomnbloTep o3HavaeT obopyaoBaHue, B TOM
4yncne, cpeamn NPoYero, NeEPCoHasbHbIE KOMMNbIOTEPLI, HOYTOYKK, paboyne cTaHUMM, KapMaHHbIe
KOMMbIOTEPbI, CMapT(OHbI, KAPMaHHbIE NN APYrue 3N1eKTPOHHbIE YCTPONCTBA, AN KOTOPbIX
pa3pabaTbiBaeTcs MporpammHoe obecneyeHne, Ha KOTOPOM ero byayT yCTaHaBAMBaTL U/Uan
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CMO/b30BaTh. JIMLEH3NOHHBIV K04 03HAYaeT YHMKAbHYIO NOoC/eloBaTeIbHOCTb CUMBOJIOB, BYKB,
LUMdp UK cneumnanbHbiX 3HAKOB, NMPELOCTABISEMbIX KOHEYHOMY M0JIb30BaTEs0, YTOObI Pa3peLLmnThb
3aKOHHO 1CNO/b30BaTb MporpamMMHoe obecrneyeHne nam ero onpeaeneHHy Bepcuio Nnbo NpoannTb
CPOK AencTBMS JIMLEH3NN B COOTBETCTBUM C HacToAWwMUM CornalleHnem.

3. Jinuensusa. Ecnv Bol npuHAAN BCe yC/10BUA, NpefyCMOTPeHHble B HacTosAwem CorsiaweHuu, n
cobnogaeTte nx, MocTaBlKK NpenocTaBnseT Bam cnegytowme npasa (JinueH3uns).

a) YCTaHOBKa M Mcnosib3oBaHMe. Bbl NonyvyaeTe HENCKIYMTENbHOE He Noanexallee nepenaye
npaBo yCTaHOBUTL MporpaMmmHoe obecrneyeHne Ha XXeCTKNIN ANCK KOMMbOTepa Wan MHOW HOCUTENb
ONSt XpaHEHUs1 AaHHbIX, YCTAHOBKMW 1 XpaHeHus MporpamMMHoro obecneyeHuns B naMmsaT KOMMbOTEPaA,
a TaKXXe BHeAPUTb, XPaHUTb 1 oTobpaxkaTk MNporpammHoe obecneyeHue.

b) OroBopKa no KoJM4ecTBy NMLEeH3MK. [1paBo Ha ucnosb3oBaHme MporpaMmHoro obecneyeHuns
OrpaHNYeHo onpefesieHHbIM KONM4YeCcTBOM KoHeYHbIX nosb3oBaTtenein. MNog ogHMM KOHEYHbIM
nosib3oBaTenNeM nogpasyMeBaeTcs (i) ycTaHOBKa lNporpaMMHoOro obecnevyeHms Ha OAUH KOMMbIOTEP
WA (ii) B Cy4ae orpaHnYeHnsa ULEH3MM KOIMYECTBOM MOYTOBLIX ALLNKOB MOJIb30BaTENb
KOMMbOTEPa, KOTOPbLIN MPUHMMAET 3JIEKTPOHHYIO MOYTY Yepes NoJib30BaTeIbCKUIA MOYTOBLIA areHT
(«Monb3oBaTeNbCKMI NOYTOBLIN areHT»). Ecnv Monb30BaTeNbCKUA NOYTOBLIN areHT NpuHUMaeT
3/IEKTPOHHYIO MOYTY, @ 3aTEM aBTOMaTUYECKN pacrnpeleniseT ee cpeimn HeCKOJIbKUX Nosib3oBaTesen,
KONM4eCTBO KOHEYHbIX NOb30BaTeNEN A0/KHO ONPeaensaTbCs B COOTBETCTBMM C haKTUYECKUM
KONMYeCTBOM MONb30BaTeNIEN, MONYHAOLWMX INEKTPOHHYIO NOYTY. ECM NOYTOBLIN CcepBep
BbIMOJIHSAET (PYHKLMM NMOYTOBOrO LW03a, KOM4ecTBO KOHEYHbIX Monb30oBaTenen byneT paBHATLCS
KOMIMYEeCTBY MOJIb30BaTeNEN MOYTOBOr0 CepBeEpa, KOTOPbIX 06CAYXMBAET 3TOT W03, Ecim oguH
NnoJib30BaTeNb BageeT HeCKOJIbKUMU aipecaMu 3IeKTPOHHOW NoYThl (HanpuMep, npu
MNCNOJIb30BaHMM NCEBAOHMUMOB) U NPUHMMAET NMOYTY MO HMM, a NOYTa He pacnpeaenseTcs
aBTOMATUYECKN KJIMEHTOM ApPYruM nonb3oBaTensam, Heobxogmma JIMLEH3MA TONbKO A8 0AHOM0
KoMmnbtoTepa. OgHy JINUEH3UI0 Hefb34 UCNOJb30BaTb OA4HOBPEMEHHO HA HECKOIbKMX KOMMbOTEPAX.
KOHeYHbI NoSIb30BaTe b MEEeT NPaBo BBOAUTb JIMLIEH3MOHHBIN KoY B [porpaMmmHoe obecneyeHne
TOJIbKO B TOW CTEMNEHMW, B KOTOPON KOHEYHLIN MoJib30BaTe/lb UMEET MpaBo UCMOJb30BaTh
MporpamMmHoe obecneyeHne B COOTBETCTBMMW C OFPaHNYEHNEM MO KOANYECTBY JINLEH3WI, BbIAAHHbIX
MocTaBLWMUKOM. JINLLEH3NOHHBIN K04 CYUTAETCA KOH(MAEHUNaNLHON MHpopMaLmnen. Bbl He AOSIKHBI
nepenaBaTb JINLEH3MNIO TPETLUM CTOPOHAM UM pa3pellaTb TPETbMM CTOPOHAM UCMONb30BaTh
JINLLEH3MOHHbIN KJIK0Y, eCIN 3TO He pa3peLleHo HacToAwmmM CornaweHnem nnu NMoctasLlmnkoM. Ecam
Baw JINLEH3MOHHbLIN KA0Y B3/10MaH, HeMeaaeHHo coobwmTe 06 3ToM MoCTaBLUUKY.

c) Beinyck pna poma unmu pna busHeca. Bepcusa MporpammHoro obecnevyeHus gna nomMa LO/KHa
MCMN0/1b30BaTbCA UCKJIIOYNTENIBHO B JINYHOW U/UIN HEKOMMEpPYECKOW cpedax 1 npefHa3HayveHa
TOJIbKO A1 JOMALLHEero 1 CeMEeNHoOro UcnoJsib3osaHusa. ns ncnosb3osaHmsa NporpaMMHOro
obecrneyeHns B KOMMepYeCKUX cpeflax, a TakxXe Ha MoYTOBbIX CepBepax, cepeepax peTpaHcaauum
3NEKTPOHHOW MOYThI, MOYTOBLIX LUIO3aX U W03ax NHTepHeTa HeobxoanMo nprobpecTn Bepcuio
MporpammHoro obecnevyeHns ansa busHeca.

d) chK JinueH3uu. Bawe NnpaBo Ha NCMOJIb30BaHNe I'IporpaMMHoro obecneyeHuns OrpaHN4yeHoO
ornpepgeneHHbIM CPOKOM.

e) MporpammHoe obecnevyeHune, nosiyyaemoe Yepes U3roToBuTesIe KOMMNJIEKTHOIO
obopypoBaHusa. MporpamMmHoe obecrneyeHne, KNaccuuLMpoBaHHOe Kak OEM (pacnpocTpaHsaeTcs
Yyepes U3roToBUTENEN KOMMIEKTHON0 060pYy0BaHMS), MOXHO UCMO0JIb30BaTh TOIbKO Ha TOM
KOMMbIOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrneyeHmne Hesb3s
NepeHecTn Ha [PYroi KoMmnbloTep.
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f) He npepHa3Ha4YeHHbIe AN NPOAAXKMK U NpPoOHbIe Bepcuu MporpaMmHoro obecneyeHus.
MporpamMmMmHoe obecneyeHne, KNaccuULIMPOBAHHOE Kak He NpeaHa3HavyeHHas Aas NpoaaXku uan
npobHas Bepcusi, He MOXET OblTb CBA3aHO C KAaKMM-MH0 NIaTeXOM U JO/IKHO UCMOJIb30BaThCA
NCKJTIOYUTENBHO ANt AEMOHCTPALIMMN UK TECTMPOBAHMS PYHKLUMIA MporpamMMHoro obecneyeHus.

g) MpekpaweHune gencteus JinueHsum. [lencteune JiueH3nMmn npekpawaeTcs aBToMaTUYECK no
OKOHYaHUW nepunoa, Ha KoTopblin OHa Bbina BblgaHa. Eciv Bel HapywaeTe ntoboe nonoxeHne
HacToswero CornaweHus, MNocTaBLLMK NOJy4aeT NpaBo BbIATU U3 HEro, YTO HUKAK He MoBAUSeT Ha
€ro BO3MOXXHOCTW BOCMO0/1b30BaTbCs N0ObIMY NpaBamMu 1 cpeacTBamMu cyaebHom 3awmnThl,
LOCTYMNHbIMU €My B TakuUx 06CTOoATENbCTBaX. B ciyvyae oTMeHbl JlnueH3un Bol 06a3aHbI
He3amMe[/INTesIbHO 3a COOCTBEHHbIV CHET yAaNUTb, YHUYTOXUTb UK BEPHYTb MporpaMmMHoe
obecneyeHne 1 BCe ero pe3epBHbIe KOMUW B KOMNaHWIO ESET WM B TOYKY NPOAAXKW, B KOTOPON OHO
66110 NprobpeTeHo. B cnyyae npekpaleHns AencTena JinueHsnn MNMocTaBmnK TakXKe nMeeT nNpaso
3anpeTnTb KoHe4YHOMyY Monb30BaTeN0 UCNOJIb30BaTh yHKLMM MporpaMMHOro obecnevyeHuns,
KOoTopble TpebyloT NoaKAYeHnsa K cepeepam lMNocTaBLLMKa UK cepBepam TPeTbUX JINLL.

4. DYHKL UMK, ANA KOTOPbIX He0OXoauM cOop AaHHbIX M noaknloueHue K MHTepHeTy. [ns
KOPPeKTHoW paboTbl MporpamMMHoro obecneyeHns Heobxoanmo nogkno4eHne K IHTepHeTy,
NOCKONbKY MporpamMmmHoe obecnevyeHne fOMKHO PeryasapHO NOAKIYaTbCA K cepBepaM MocTaBLLnKa
NN TPETbUX NINL, @ TakXKe cobupaTb COOTBETCTBYIOLWME AaHHblE B COOTBETCTBUN C LLOKYMEHTOM
MonuTrka KoHpMAeHUManbHOCTK. MNoakaoyeHne K IHTepHeTy HeobXxo4MMO A5 MCNOJSIb30BaHMA
nepeyvncneHHblx ganee yHkumin MNporpamMmmHoro obecneyeHus.

a) ObHoBneHue MNMporpammHoro obecneyeHmsn. MoCTaBLINK NMEET NPABO BPEMS OT BPEMEHM
BbIMyCcKaTb 06HOBAEeHMA MporpaMMHoro obecneyeHns (oanee — «0O6HoBNEHNA»), HO He 0653aH nX
npefocTaBNATb. ITa (PYHKLUNSA BKAKOYEHA NPU NCMOJIb30BAHUN CTAaHAAPTHbIX MapaMeTpoB
MporpammHoro obecneyvyeHuns. ITo 3Ha4ynT, 4170 OBHOBNEHNS YCTaHABAMBAOTCA aBTOMATUYECKIN, €C/N
KOHeYHbIN Nosib30BaTe b HE OTKJIIYUT UX aBTOMATMYECKYI0 YCTaHOBKY. 14 npefocTaBsieHms
obHoBNIEHU HeobxoAMMa NMpoBepKa NOANMHHOCTY IMLEH3NN, BKJIIOYasA MH(POPMaLMIO O KOMMbloTepe
n/mnn nnatdopme, Ha KOTOPOW yCTaHOBNEHO MNporpamMmHoe obecrneyeHne, B COOTBETCTBUN C
MoNNTNKON KOHPUOEHUNANBHOCTMW.

MpepocTasneHne nobbix O6HOBNEHNI MOXET PEryANPOBaTLCS NOANTUKON B OTHOLLEHNN OKOHYaHUS
cpoka cnyxbbl (nanee — «Monutuka OCC»), KoTopasa AOCTYMNHa No aapecy

https://go.eset.com/eol _home. [oCNe HAaCTyNNEeHUSA AaTbl OKOHYAHUA CPOKa Cy>Kbbl, KOTOpas
ycTaHaBnmBaeTcs noamtukon OCC gns MporpamMmmHoro obecneyveHns nam kakon-nnbo m3 ero
yHKumIn, OBHOBNEHMA NPefoCTaBNATLCA He byayT.

b) OTnpaBKa 3apa>keHHbiX pannoB n uicgopmauum NMoctaeBwmky. MNporpammHoe obecneyeHne
OCHaLLEHO (PYHKLMAMU, KOTopble cobrpatoT 0bpasLbl KOMMALIOTEPHbLIX BUPYCOB U APYruX
BPEOOHOCHbIX MPOrpamMM, a TakXXe Nogo3puTesbHble, NpobaeMHble, NOTEHUNAIbHO HEXeNaTesbHble
AN NOTEHUMaNbHO OnacHble 06bEeKThI, Takme Kak aibl, URL-agpeca, IP-nakeTbl U Kaapbl Ethernet
(«3apaxkeHus»), n oTNpaBnAT KX MOCTaBLLMKY, B TOM 4YMCae, Cpean NpoYero, MHopMaLmnio o
npoLecce ycTaHoBKMK, 0 KomnbioTepe n/unmn nnatdopme, Ha KOTOPLIX YCTaHOBNEHO NporpaMMHoe
obecneyeHune, a Takxe nHgopmauymnio 06 onepaumnax N PyHKUNOHaNIbHOCTK MporpaMMHOro
obecneverns («MHpopmaums»). MHpopMauma n 3apa>keHns MOryT cofepXaTb AaHHble (B TOM Yucne
CJly4alHO UM HenpeayMbILWJIEHHO NOJyYeHHble NepcoHalsibHble faHHble) 0 KoHeYHOM nonb3oBaTtese
AN Opyrux noab3oBaTesax KOMMNbOTEPa, Ha KOTOPOM YCTaHOBAEHO MporpaMmMHoe obecneyeHne, n o
tharnax, Nopa)keHHbIX 3apa)KeHNAaMN C COOTBETCTBYOLWMMUN MeTadaHHbIMU.

WHopMauumio 1 3apa)keHns MoryT cobupaTb cieaytolive QyHKLUMM MporpaMMHOro obecneyeHus:
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i. ®yHKLMA LiveGrid Reputation System 0TBe4YaeT 3a cbop 1 oTnpasKy MoCTaBLLMKY B O4HOM
HanpaBieHNN X3LWeW, CBA3aHHbIX C 3apa)XeHUsMu. ITa (hYHKLMA BKIOYEHA NPU NCMOJb30BaHNN
CTaHZ4apTHbIX NapameTpoB MporpaMmMHoro obecneyeHus.

ii. Cuctema obpaTHoM CBA3M LiveGrid 0TBeYaeT 3a cbop n oTnpaBky MNocTaBWwmMKy 3apaxeHUn co
CBSA3aHHbIMU MeTagaHHbIMU 1 VHpopMaumn. KOHeYHbI NoSib30BaTe b MOXKET aKTUBMPOBATL 3Ty
yHKLMIO B Npouecce yCTaHOBKM MNporpaMmMHoro obecneyeHus.

MocTaBLMK 0653yeTCq MCNOAb30BaTh NONyYeHHble 3apaxkeHnsa 1 NHhopMaLmio TONbKO A8 aHanu3a
N NCCNefoBaHNS 3apa)keHuin, ynydweHns NMporpaMMHoro obecneyveHns 1 ycoBepLUeHCTBOBAHNS
NPOBEPKM MNOAJMHHOCTU JINLLEH3NW, a TaKXe NPUHATL HeobxoArMble Mepbl NPefoCTOPOXXHOCTM MO
COXPaHeHMI0 KOHMAeHUNanbHOCTU NHpopMaLmm n 3apaxKeHnin. AKTUBUPYS 3TY PYHKLMIO
MporpammHoro obecneyeHus, Bol cornawaeTecb Ha 0TApPaBKy 3apakeHu n NHpopmaunm
MocTaBLUMKY, @ TaKXe JaeTe eMy Heobxoa4MMoe paspeLleHmne, peryampyemMmoe CoOoTBeTCTBYOLWMMM
NpaBOBbIMU HOPMaMu, Ha 06paboTKy nosy4yeHHon MHdopMauun. JaHHY0 QYHKLMIO MOXXHO
OTKJIIO4UTL B J1I0OOA MOMEHT.

Ana uenen HacToswero CornaweHuns Heobxoanmo cobupaTtb, 0bpabaTbiBaTb U XPaHUTb AaHHbIE,
nosponstoLne MNMocTaBWUKY MAEHTUHONLMPOBATL Bac B COOTBETCTBMM C AOKYMEHTOM MonnTuka
KOH(MAeHUNanbHoCTN. HacTosiwmum Bl noaTBep)xaaeTe, 4To MoCTaBLIMK C MOMOLLbIO CBOMX CPeAcTB
MOXKET MPOBEpPSATb, NCNOJb3yeTe v Bbl MporpaMmHoe obecneyeHne B COOTBETCTBMM C MOJIOXKEHNAMM
HacTosiwero CornaweHns. Bel cornawaeTtech Ha nepefadvy nHdopmaumm B npouecce obmeHa
AaHHbIMK MexAay MporpaMMHbIM obecneyeHnemM n KOMMNbIOTEPHBIMU CUCTEMaMK NoCTaBLLMKa K ero
KOMMepPYeCKNX NapTHEPOB, BXOASALLMNX B CETb PACNPOCTPAHEHUS U NOALEPXKKM [MOCTaBLLMKa, C LeNbio
obecneyeHns paboTbl N NPOBEPKM BO3IMOXHOCTM MCMNOJIb30BaHMA MporpaMMHoro obecneyeHms um
3aWwmnThl NpaB MocTaBLMKa.

Mocne 3aknyeHms atoro CornaweHmns MocTaBwmK nam nobon n3 ero KOMMepPYeCKNx NapTHEPOB,
BXOAALLMX B CETb PAaCNpPOCTPaHeHNsa 1 noagepxku MocTasLunka, NoayyaT npaso nepenasaThb,
obpabaTbiBaTb 1 XPaHUTb Ba)KHblE AaHHbIE, MO3BOSAIOWMNE NOAEHTU(MUMPOBATL Bally NMMYHOCTL, B
Lensx onnatel U MCNONHEeHUA HacTosAwero CornaweHns, a Takxe 419 OTNPaBKN yBeJOMAEHUA Ha
Bal koMnbloTEp.

CBepeHns 0 KOH(PUAEHUHUANIbHOCTHU, 3alUTe NepCcoHasNbHbIX AaHHbIX M Bawux npaBax Kak
cybbeKTa nepcoHasnbHbIX AaHHbLIX NpuBeaeHbl B MoanTuke KoOHUOEHUUANBLHOCTH, KOTOpas
[OCTYyNHa Ha Beb-cauTe MocTaBLLMKA, @ TaK)XKe HEMOCPEACTBEHHO B NpoLecce YCTAaHOBKM.
Bbl Tak)Xe MoOXXeTe OTKPbITb ee U3 cnpaBku MporpaMMHoro obecneyeHus.

5. Acnonb3oBaHue npas KoHeyHoro nonb3oBaTtens. [1paBa KoOHeYHOro rnosib3oBaTtens
HeobXxo0AMMO NCNONb30BaTb JINYHO, NMBO NX MOrYyT UCMOJIb30BaTb Baln COTPYAHMKN. Bbl nMeeTe
NnpaBo Ha MCNOJIb30BaHMe NPOorpaMMHOro obecnevyeHnss TONbKO ANS 3aLNTbl CBOUX AENCTBUN U
KOMMNbIOTEPOB NJIN KOMMbIOTEPHBLIX CUCTEM, Ha KOTOPbIE np|/|06peTeHa JinueHsuns.

6. OrpaHu4yeHunsa npas. He pa3pellaeTcs KONMPOBaTb, PAacNpoCTpaHATb [porpaMmMHoe obecneyeHue,
N3BNEeKaTb €ro KOMMOHEHThI U CO3aBaTb NPOM3BOAHbIE PaboTbl Ha ero ocHoBe. MNpu NCNoIb30BaHUK
MporpammHoro obecneyeHuns Bol 0653aHbl COBNI0OAATL NEPEYNCTIEHHbIE fafiee OrPaHNYEeHNS.

a) Bbl MOXXeTe co3aaTbh OfHY pe3epBHYto konuio MporpamMMHoro obecnevyeHns Ha HocuTene
MOCTOSAHHOrO XPaHEHWS HaHHbIX MPU YCJIOBUW, YTO 3Ta pe3epBHas KOMWS He YCTAHOBJIEHA U He
NCNOJIb3yeTCs HU Ha KakoM KomnbtoTepe. Co3naHme NobbiX MHbIX KOMuii MporpamMMHoro
obecneyeHuns sBNseTCS HapyLleHmeM 3Toro CornalieHums.
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b) Bbl HE [LOJIKHbI NCMONb30BaTb, U3MEHSTb, NEPEBOANTL UM BOCMPOU3BOAMTL MporpaMmHoe
obecneyeHne n nepenaBaTb NpaBa Ha NCMNOb30BaHUe MporpaMMHOro obecneyeHns nan Konum
MporpammHoro obecneyeHns nobbiM CNOCobOM, OTIMYHBIM OT OMMCAHHOIO B HAaCTOSALLEM
CornaweHun.

c) Bbl He [O/KHbI MPOAaBaTh, MEPeAaBaTh Ha YC/IOBUAX CyBAMLEH3NW, cAaBaTb B apeHay Wan
nepefiaBaTb BO BpEMeHHOE MoJib30BaHue MNporpaMmMHoe obecneyeHmne, a Takxxe UCNosib30BaTh
MporpaMmmMHoe obecneyeHne ans NPefoCTaBAEHNS KOMMEPYECKMX YCAYT.

d) 3anpeLlaeTcs BCKPbIBaTb TEXHOJIOM MO, AEKOMMUANPOBATL WK pa3bupaTb Kog MNporpaMMHOro
obecneyeHuns 1 HbIMK cnocobaMm NbITaTbCs NONYYNUTb MCXOAHBIA KoA MporpamMmMHoro obecrneyeHus
3a UCKJIIOYEHNEM TOr0, B YEM [aHHOE OrpaHMYeHNE NPOTNBOPEYNT AENCTBYOLLEMY
3aKOHOaTeNbCTBY.

e) Bbl cornaluaeTech 1CMosb30BaTh MporpamMmHoe obecrneyeHne TobKO crocobom,
COOTBETCTBYIOLLIVM BCEM AENACTBYIOLLIVM 3aKOHOAATEIbHbIM HOPMaM CTPaHbl, B KOTOPON
ncnonb3yeTca MporpammHoe obecneyeHne, B TOM YC/IE MPUMEHUMbIM OFPaHUYEHNAM OTHOCUTENbHO
aBTOPCKOro NpaBa, APYrux Npae Ha MHTENEKTYalbHY0 COBCTBEHHOCTb U Tak Aasee.

f) Bbl cornalaeTech MCnosib3oBaTh MporpaMMHoe obecrnedyeHme 1 ero yHKLUN TOJIbKO CrNocobom,
KOTOPbIA He OrpaHNYMBaAET BO3MOXHOCTU JOCTYMa K 3TUM ycayram gpyrux KoHeyHbIx
nonb3oBaTesien. MocTaBLLMK OCTaBNAeT 3a cobo NpaBo OrpaHNyYNTbL 06bEM yCayr,
npepocTaBsiseMblX OTAesIbHbIM KOHeYHbIM Nonb3oBaTensaM, 4Tobbl obecneynTb NCMOb30BaHUE yCayr
MaKCUMasibHO BO3MOXXHbIM YMCNOM KOHeYHbIX nosib3oBaTesien. OrpaHuyeHme obbema ycnyr OMKHO
TaKxXe 03Ha4yaTb MOJHOE NpeKpaLleHre BO3MOXHOCTI NCM0b30BaTb JIOYI0 U3 (hyHKLNIA
MporpammMHoro obecneyeHns, a Takxe ypaneHue JaHHbIX U MHoOpMaLmmn Ha cepsepax lMocTasLymKa
NSIM CTOPOHHKX CepBepax, OTHOCALLUXCS K onpefeneHHon yHKuum MNporpaMmHoro obecneyeHus.

g) Bbl 06513yeTech He NpeanpuHUMaTh AENCTBUIA, CBA3aHHbIX C MCNOJIb30BaHWEM JIMLLEH3MOHHOIO
KJt0Ya, KOTOPbIE MPOTMBOPEYaT YCN0BUAM HacTosiero CornalieHns unm npuBoasT K
npefocTaBfieHnto JIMLEH3NOHHOMO KJtoYa MLy, He UMetoLLLeMY MpaBa UCMoJb30BaTb MporpaMMHoe
obecneyeHune, Hanpumep nepeaady MCNosib30BaHHOIO UM HEUCMO/Ib30BAaHHOI O JINLLEH3VOHHOIO
Ktova B Nitobol hopme, a TakKe HeCaHKLMOHMPOBAaHHOE BOCNPOU3BEAEHWE MW PacnpoCTpaHeHne
Ay6NMpPOBaHHbIX NN CreHEePUPOBAHHbIX JIMLEH3MOHHBIX KOYEN UK NCnosib3oBaHme MporpamMMHOro
obecneyeHns ¢ NOMOLbI0 JIMLEH3NOHHOMO K/to4a, NOJlyYeHHOro He oT NocTaBLymKa.

7. ABTOpCKOE npaBo. [[porpaMmmHoe obecneyeHne 1 BCe NpaBa Ha Hero, B TOM 4ucne, cpeaun
npo4yero, NpaBo COBCTBEHHOCTYM M NMpaBa Ha 00bEKTbI MHTENNEKTYalbHOM COBCTBEHHOCTH,
nNpvHagiexaT KoMnaHuy ESET n/unn ee nuueH3napaM. 3TV NpaBa 3aliULLeHbl MEXAYHAPOAHbIMY
COrfalLEeHNAMN 1 BCEMM NPOYUMN MPUMEHUMBIMU 3aKOHOAATENbHbIMW HOPMaMM CTPaHbl, B KOTOPOWA
ncnonb3yetcs NMporpammHoe obecneyvyeHune. BHyTpeHHAs CTPYKTypa, YyCTPONCTBO M KoL
MporpammHoro obecnevyeHns SBASIOTCSA LLEHHON KOMMEPYECKON TaHOM U KOH(UAEHUMAbHON
NHOPMaLmen, NpuHaanexxawmMy KoMmnaHum ESET U/unmn ee nvuueH3napam. 3anpewaeTcs
KonumpoBaTb MNporpaMMHoe obecrneyeHne KpoMe Cly4aeB, ONUCaHHbIX B CTaTbe 6(a). Jliobblie konuw,
KOTOpble pa3peLleHo co34aTb B COOTBETCTBUN ¢ CornalieHneM, 4OHKHbI COAEPXaTb OPUTrNHANbHbIE
OTMETKM 0 3aliMTe aBTOPCKMX MPaB 1 Apyrue yBeLOMIEHNS 0 NpaBaxX MHTENNEKTYaIbHOM
CoBCTBEHHOCTK, KOTOPbIE MPUCYTCTBYIOT B CaMoM MporpammHom obecnevyeHnn. Ecnm Bbl BCKpbiBaeTe
TEXHOOrN0, AeKoMNuanpyeTe, pabupaete ncxogHbin Kog MporpamMmMHoro obecneyeHns an NHbIM
crnocoboM nblTaeTechb NOJY4YUTb UCXOAHBIA KO MporpamMMHoro obecneyeHns B HapyLleHne
nonoxxeHwi 3toro CornawenHus, nobad nonyyeHHasd Takum 06pa3omM NHGOPMaLINS aBTOMATUYECKN 1
6e30roBOpPOYHO A0JKHA CYATATHLCA Noanexallen nepefaye MNocTaBLWNKY 1 MPUHaZNEXaLLen emy
MOJIHOCTbK C MOMEHTa CO34aHNA BHE 3aBUCUMOCTHY OT npas lNocTaBLUMKa B OTHOLIEHWUW HapYyLUEHUS
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3Toro CornaweHus.

8. CoxpaHeHue npaB. HacToawum MocTaBLMK COXpaHseT 3a coboin Bce npaBa Ha MporpamMMHoe
obecneyeHue, 3a NCKJIIOYEHNEM MPaB, ABHO NPefOCTaBNeHHbIX BaM Kak KoHe4YHOMY NnoJib30BaTeNo
MporpamMmMHoro obecrneyeHunsi B COOTBETCTBUM C YCI0BMSIMU HacToswero CornalieHus.

9. HeckonbKoO A3bIKOBbIX BEPCUM, NporpaMMHoe obecneyeHne Ha HOCUTENAX OABYX TUNOB,
HeCKoNbKO Konun. Ecnv MporpammHoe obecneyeHre nogaepxusaeT HECKOJIbKO NAaT(opM niu
A3bIKOB MW eCnn Bbl MONy4YMAN HECKOBbKO 3K3eMMNASPOB NPOrpaMMHOro obecneyeHuns, paspeLllaeTcs
ncnonb3oBaTb MporpaMMHoe obecneyeHne TOJIbKO Ha TOM KOJIMYeCTBe KOMMbIOTEPOB U B TEX
BepcusX, Ha KoTopble bbina npuobpeTeHa JinueH3uns. 3anpeLaeTcs npohasaTb, NepefaBaTh Ha
ycnosuax cybnmueHsun, caaBaTb B apeHay, nepefaBaTbh BO BPEMEHHOE UM NOCTOSAHHOe
Nosib30BaHWe BepCcum nnm konum MporpamMmHoro obecneyveHns, KOTOpble He MCNOJb3YIOTCA Bamu.

10. MOMeHT BCTYNJIEHUA B CUNY U NpeKpalieHue pencteua CornaweHus. Hacrosuwee
CornaweHune BCTynaeT B 3aKOHHYIO CUJTy C OHS, Korfa Bbl cornacnincb € ero ycnoBusiMu. 3aBepLunTb
fLencteune CornalleHns MOXXHO B 1060 MOMeHT, HeobpaTMMO yaanme, paspyLUUB UK BEPHYB 3a
cBoW cyeT MporpaMmmMHoe obecneyeHre, BCce pe3epBHble KONuu 1 niobbie 0THOCALLNECS K HEMY
MaTepuasbl, NpefocTaBeHHble [TOCTaBLWMKOM UM OAHUM U3 ero KOMMep4YecKux napTHepos. Bawe
npaBo Ha ncnosib3oBaHue MNporpaMmmHoro obecrnevyeHns n NbbIX ero PyHKUUA MoXeT
peryampoBaTbCa NOJIMTUKOWN B OTHOLLEHUM OKOHYaHUSA CpoKa ciyXbbl. [locne HacTynneHus fathbl
OKOHYaHUS CpoKa Cciyxbbl, KOTOpas yCTaHaB/IMBAETCA NMOJUTUKON B OTHOLLEHUN OKOHYaHWUS CPOKaA
cnyx6bl gns MporpaMmHOro obecneveHns nnm Kakon-nnbo 13 ero yHKLMN, Balle NpaBo Ha
ncnosnb3oBaHue MNporpaMMHoro obecnevyeHns npekpaTuTcs. HesaBucnumo ot cnocoba npekpalLleHns
nencteusa 3toro CornaweHunsa nonoxxernus ctaten 7, 8, 11, 13, 19 n 21 octatoTca 4eNCTBUTESIbHBIMY
6e3 orpaHM4yeHuns No BpeMeHMu.

11. TAPAHTUU KOHEYHOTI O MNMOJIb3OBATEJSA. BbICTYNAA B KAHECTBE KOHEYHOI O
MOJIb30BATEJA, Bbl MOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECIMNEYEHWE MOCTABNAETCA HA YCJTIOBUAX «KAK ECTb» BE3 KAKUX-JINBO MNPAMbIX AJTA
BMEHEHHbIX TAPAHTWI NIKOBOIO TUMA, HACKOJIbKO 3TO NO3BOIAKOT COOTBETCTBYHOLLME
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLLUWK, H EIO MAPTHEPbI, BbICTYMNAIOLLUME B KAYECTBE
JIMUEH3WAPOB TN AGOUJIMPOBAHHbBIX JINL, HA MPABOOBJIAOATENIN HE OENAKOT HUKAKWX
3AABNEHWNIA N HE NPELOCTABASIOT HUKAKIMX NPAMBIX I BMEHEHHbLIX OBA3ATESIbCTB WA
FTAPAHTWW, B YACTHOCTW FAPAHTUIA NMPOAAX WA TAPAHTWIA MPUrOAHOCTW ON4
OMPELEJIEHHOI O NCMOJIb30BAHMSA, A TAKXKE FAPAHTUIA TOTO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWE HE HAPYLLAET HUKAKUX NMATEHTOB, ABTOPCKIWX MPAB, NMPAB HA TOBAPHbIE 3HAKW
W OPYTUX NMPAB TPETbUX JINL,. MOCTABLLUNK W NTKOBLIE APYTUE INLIA HE TAPAHTWPYIOT, 4TO
OYHKUWW NMPOIrPAMMHOIO OBECIMEYEHWA BYAYT COOTBETCTBOBATb BALLMM TPEBOBAHUAM WA
YTO NMPOrPAMMHOE OBECMNEYEHWE BYOET PABOTATb BE3 CBOEB N OLUMBOK. PUCK MNP BbIEOPE
MPOrPAMMHOIO OBECNEYEHWA ON1A OOCTUXEHUA HYXXHBIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, NCMOJIb30BAHWW N NONTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYAETE OOCTUIATb C
MOMOLLbIKO 3TOI0 NPOrPAMMHOIO OBECMNEYEHWUA, NEXINT HA BAC.

12. OTKa3 oT apyrux obssarenbcTB. HacToswee CornaweHne He NpefycMaTpMBaEeT HUKAKNX
obsizaTenbcTB And MNocTaBLMKa 1 €ro IMLEH3NMapoB 3a UCKJIYEHNEM TeX, KOTOPbIE N3/10)KEHbI B
HacTosweM CornaweHunu,

13. OTPAHUYEHUWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEEHO
MPUMEHUMbBIM 3AKOHOOATEJIbCTBOM, HU MNMPN KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EFO
COTPYOHUKW NN NNLEH3WAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYHO-JINBO YMYLLUEHHYIO
MPUBbIJIb, BbIPYYKY, MPOOAXW, OAHHBIE /TN PACXOAbl HA 3AKYMNKY B3AVMO3AMEHAEMbBIX
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TOBAPOB W YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXAEHWNA, MPUOCTAHOBKY
PABOTbI, MOTEPKO KOMMEPYECKOW MHO®OPMALIN WA 3A KAKUE-TINBEO ®AKTUYECKUE, NMPAMBIE,
HEMNPAMBbIE, MOBOYHbIE, 3KOHOMNYECKWNE, KOMNEHCUPYEMBIE, LUTPA®HbBIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbBIE KOCBEHHbBIE YEbITKW, HAHECEHHBIE B PE3YJIbTATE BbIMNMOJIHEHAA
COMNNALLEHWA, TPAXXOAHCKOI O MPABOHAPYLUEHUA WJTN HEBPEXXHOCTW, HE3ABUCUMO OT
MPUYNHBI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCNOJIb30BAHWA W OTCYTCTBUA BO3MOXHOCTW NCIOJIb30BAHNA NMPOITPAMMHOIO
OBECMEYEHNA, OAXE ECJTI NOCTABLUMK, EIO JIMLEH3WAPBI W ADPUJTMPOBAHHbLIE JTMLIA
OCBEAOMJIEHBI O BO3MOXHOCTWN BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOOATEJIbCTBO HEKOTOPbLIX CTPAH 1 OTAEJIbHbIE 3AKOHbI HE PASPELLAKOT UCKJTKOYATD
TAKYHO OTBETCTBEHHOCTb, HO MO3BOJIAIOT OrPAHU4YMBATD EE, B TAKUX CJTYHAAX
OTBETCTBEHHOCTb MOCTABLLUWKA, EFO COTPYAHWUKOB, JINLEH3WAPOB VTN AODUNJTMPOBAHHbIX
NAL, OFPAHVYNBAETCS CYMMOW, BbIMJIAYEHHOW BAMU 3A JINLIEH3MIO.

14. Hn ofHO 13 NonoxXeHui HacToswero CornalleHns He 3aTparmBaeT 3aKOHHbIE NpaBa tboin
CTOPOHbI, BbICTYMAOLLENA B KAYeCTBe NOTPebnTens, faxxe ecav OHV NPOTUBOPEYaT TakuM npaBam.

15. TexHu4YecKas nogpaepxxka. ESET iy npuBieyYeHHbIe KOMNaHuern ESET TpeTbn NnLa
NpeLoCTaBNA0T TEXHNYECKYI0 NOAAEPXKKY N0 COBCTBEHHOMY yCMOTpeHUIo Be3 Kakux-nmbo rapaHTui
U 3aaBneHunin. Mocne HaCTynNeHNs AaThbl OKOHYAHUS CpoKa Cayxbbl, KOTOpas ycTaHaBAMBaeTCA
nonntukon OCC gna MNporpammHoro obecnevyeHns nnm Kakon-nnbo n3 ero GyHKUMN, TEXHNYECKas
noafep>xkKa NpefocTaBnaTbCsa He byaeT. KoHeYHbl Noib30BaTe b 0053aH CO34aTb Pe3epPBHYIO
KOMWIO BCEX CYLLECTBYOLWMNX AaHHbIX, MPOrpaMMHOro obecneyeHns nam NnporpaMMHbIX CPeLCcTs,
npexnae 4eM obpaTUTbCA 3a TEXHUYECKON NOALEPXKKON. ESET U (MN1M) TpeTbM Nuua, NpuBieYeHHbIe
ESET, He MOTyT NPUHATb Ha cebs OTBETCTBEHHOCTb 3@ MOBPEXAEeHNE WK NOTepo AaHHbIX,
cobCTBEHHOCTH, MporpaMMHoro obecneyeHns nnm obopyaoBaHNS, a TakXKe 3a YNyLIeHHY0 Npubbinb,
KOTOpble CBA3aHbl C NPefoCTaB/IeHNeM TEXHNYECKON NOoAAEPXKKW. ESET 1 (1in) npuBneYeHHble ESET
TpeTbyW NMLa OCTaBAAT 3a COBON NPaBo MPUHATL PeLLeHre 0 TOM, YTO YCTPaHUTb KOHKPETHYIO
npobsemMy HEBO3MOXXHO B paMKax TEXHUYECKON NoAAep>XKKW. ESET ocTaBAsET 3a cobow npaso
O0TKa3aTb B NPeOCTaB/IEHUN TEXHNYECKON NOALAEPXKKN, MPUOCTAHOBUTb UKW NPEKPaTUTL ee
OKa3aHue no ceoeMy cobcTBeHHOMY ycMoTpeHuo. CBefeHns o nuueH3un, MHdopmauma n gpyrue
LlaHHble B COOTBETCTBUM C [NOANTUKON KOH(MAEHUNANBHOCTN MOTyT noTpeboBaTbCa Ans
NpefoCTaB/IeHNs TEXHNYECKON NOALEPKKMN.

16. Mepepava nuueHsuu. MporpammHoe obecneyeHne MOXXeT BbiTb MepeHeceHo C 0AHOro
KOMMblOTEPA Ha APYrOi, €C/IM 3TO He MPOTUBOPEYNT YCN0BMUAM HacToswero CornaweHus. Ecam 3to
He NpoTMBOPEYMT ycnoBusiM CornalleHuns, KoHeYHbl Nosib30BaTeslb MOXXET TOJIbKO NePMaHEHTHO
nepenathb JIMLEH3UIO 1 BCE NpaBa Mo HacTosAlleMy CornaleHunto apyroMmy KoOHe4YHOMyY MoJsib30BaTeso
c cornacusa MocTaBlLMKa, ecnv cobnoaanTcs caeayoLlmne ycnosus: (i) y nepsoro KoHeyHoro
MoJIb30BATENS HE OCTAETCS HUKAKUX 3K3eMnsipoB MporpaMMHoro obecneveHus; (i) nepenaya npas
[0J1)KHa ObITb HEMOCPEACTBEHHOW, T. €. 0T MCXOAHOr0 KOHEYHOr0 M0JIb30BaTENSt K HOBOMY; (iii) HOBBIA
KOHEeYHbIV NoNb30BaTE b AOJKEH NPUHSATL BCE NpaBa M 0653aTeNbCTBa UCXOAHOr0 KOHEYHOro
nosib3oBaTens no HacToswemy CornalleHuto; (iv) UCXOAHbI KOHeYHbI No/ib30BaTe b AO/KEH
NpefocTaBNTb HOBOMY KOHEYHOMY MoJb30BaTeN0 JOKYMEHTALIMIO, MO3BOAIOLLYIO NPOBEPUTH
NOA/IMHHOCTL MporpaMMHoro obecneyeHns B COOTBETCTBUM CO CTaTben 17.

17. MpoBepka nognuHHocTu MporpaMmMHoro obecneyeHuns. KoHeYHbI Nob30BaTENb MOXET
NPOAEMOHCTPUPOBATb HAaMYME ¥ HEro NpaB Ha UCNoJb30BaHmMe MNporpaMMHOro obecnevyeHms ogHUM
13 cnepyowmx cnocobos: (i) C NOMOLbIO IMLLEH3NOHHOIO cepTUdMKaTa, BblAAHHOMO MOCTaBLLNKOM
WNn TPeTbUM NINLLOM, KOTOPOEe Ha3HayeHo [MocTaBLMKOM; (ii) MTMCbMEHHbLIM INLEeH3NOHHbLIM
CornalleHneMm, ecnm TakoBoe 6bisI0 3aKIYeHO; (i) MyTeM NpefoCTaBleHUS OTNPaBAEHHOI0
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MoCTaBLLMKOM COODLLEHMS 3NEKTPOHHOW MOYThI, B KOTOPOM COZIEPXKATCS CBEAEHNS O NLIEH3UN (MMA
Nonb30BaTeNst U Naposb). CBeAEHMS 0 INLEH3UN U UAEHTU(MKALMOHHbIE AaHHble KOHEYHOro
Nonb30BaTeNst B COOTBETCTBUM C [OIMTUKON KOH(MAEHLMANLHOCTU MOryT noTpeboBaThCa AN
MPOBEPKU MOAJSIMHHOCTM NPOrpaMMHOro obecrneyeHus.

18. MpepocTaBsieHne NMUEH3UM opraHam Bsactu u npasutennbcTBy CLUA. [TporpamMmHoe
obecneyeHne byneT NpenoCcTaB/I€HO OpraHam BAacTu, B TOM Yucie npaButensCcTBy CoeanHEHHbIX
LWTaToB AMEprKM, B COOTBETCTBUM C NpaBaMu 1 OrpaHNYeHUAMMN, ONMUCAHHBIMK B HAaCTOSALLEM
CornawweHun.

19. CooTBEeTCTBME HOPMaM perynunpoBaHua BHELUHEeWn TOProBJN.

a) Bbl He 6ypeTe NpAMO MM KOCBEHHO 3KCMOPTUPOBaTbL, PEIKCMOPTUPOBATb, MepenaBaTb UM UHBIM
obpa3om npepoctaensaTh MNporpaMmmHoe obecneyeHme Komy-nmbo, a Takxe He byageTe NCNONb30BaTb
€ro Kaknm-nnbo obpasom nmbo NMeTb OTHOLLEHNE K KaKMM-Nnbo AenCTBMAM, B pe3ysibTaTe Yero
KOMMaHWUA ESET M ee XONAUHIOBblE KOMMaHWKW, ee uananbl, Guananbl ee XoNAUHIOBbIX KOMMAHWN,
npoyune cybbeKTbl, HAXOAALLMECS MOL YNPABIEHNEM ee XONAUHIOBbIX KOMMaHWI
(«AdbpmnmpoBaHHbIE NNLA»), MOXKET CTaTb HapywmnTeneM 3akoHo4aTebCTBa NO peryanpoBaHnio
BHELUHEeN Toprosan Anbo Nosy4nTb HeraTMBHbIE MOCAEACTBMA B CBSA3M C €ro npuMeHeHnem. K
3aKOHO4ATeNbCTBY MO PEryIMpoBaHUIO BHELUHEN TOProBN OTHOCUTCS:

i. Jlloboe 3aKoHOAaTeNbCTBO, KOTOPOE NpefHa3HavYeHo ANs peryimpoBaHus, orpaHuyeHns nim
BBEAEHMWSA JIMLLEH3MOHHbIX TpeboBaHUM B cdhepe 3KCrnopTa, pesakcnopTa uan nepefayv ToBapos,
nporpaMMHoro obecneyveHns, TEXHONOr MM, YCIIYT U KOTOPOE MPUHUMaeTCs NtobbiMu
NpaBUTeNbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU UNWN perynaTuBHbIMM opraHaMmu CoenHeHHbIx LUTaToB
Amepuku, CnHranypa, BenvkobputaHun, Eeponenckoro Coto3a nnm noboro BXoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW LO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COriacHo
HacToswemy CorfialleHnio nam B KOTOPOIN 3apernctpuposaHa nbo AencTByeT KOMMNaHua ESET naun
Kakune-nnbo ee ApcpunmpoBaHHble nnua

ii. llobble s3KoHOMUYeCcKne, (hMHAHCOBbIE, TOProBble U NPOYMe CaHKLMKW, OrpaHnyeHns, ambapro,
3anpeTbl Ha UMMOPT WM 3KCNOPT, 3anpeThl Ha NepeBo AeHeXHbIX CPeCTB 1an akTueoB Nnbo Ha
npeLoCTaBsIeHNe YCyr, @ TakXe 3KBMBAJIEHTHbIE Mepbl, KOTOPble BBOAATCS B AeACTBME N0ObIMM
NpaBUTENbCTBEHHbLIMU, FOCYAAaPCTBEHHLIMU U perynaTuBHbIMM opraHaMmu CoefnHeHHbIx LUTaToB
Amepuku, CnHranypa, BenvkobputaHum, Eeponenckoro Coto3a nam noboro BxoasLwero B Hero
roCyfapCTBa, a Takxe Jilobon CTpaHbl, B KOTOPOW LO/MKHbI BbINOMHATHCA 0653aTeNbCTBa COrnacHo
HacToswemy CornalleHnio nan B KOTOPOKN 3apernctpuposaHa nbo AencTByeT KOMNaHua ESET naun
Kakune-nnbo ee ApcpunmpoBaHHbie nmua.

(3akoHopaTeNbHbIE aKTbl, YMNOMAHYTbIE B NYHKTaAX i W ii BbllLe, COBMECTHO NMEHYIOTCA
«3aKoHO4aTeNbCTBO MO perynnpoBaHuto BHELUHEN TOpFOB)'IVI».)

b) KoMmnaHus ESET UMeeT NpaBo NPUOCTaHOBUTL BbIMOJIHEHME CBOMX 0643aTe/IbCTB COrIacHO
HacTosLWMM Ycnosusim nnbo HeaMeanTeNbHO NPEKPATUTb AENCTBUE HACTOSLWUX YCIOBUA B
cnenyowmnx cnyvyasx:

i. B cnyyae, ecnm KoMnaHma ESET yCTaHaBAMBAET, YTO MO ee 060CHOBaHHOMy MHeHwu10 Monb3oBaTesib
Hapywunn Nan MOXET HapPyLNTb NOJIOXKEHUA CtaTbu 19 a) HacToAwero CornaweHus.

ii. B cniyyae, ecnn KOHeYHbI Nonb3oBaTesb U/nam MporpamMmmHoe obecneyeHne nonaayT nog
AencTBne 3akoHodaTeNbCTBa No perynnpoBaHnto BHELLHEN TOProsJn, N, Kak Ppe3ysbTaT, KOMMaHNA
ESET YCTQHOBUT, 4YTO MO ee 060CHOBaHHOMy MHEHWNIO NMPOoaAoJIKeHNE BbINOJIHEHNA CBOUX obsA3aTenLCTB
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cornacHo Hactoswemy CornaleHnto MoXXeT NPUBECTU K TOMY, YTO KOMMNaHus ESET unn ee
A hnnnpoBaHHble L@ MOXET CTaTb HapywnTenemM 3akKoHOA4ATEbCTBa NO PEryanpoBaHNto
BHELUHeN TOProsaun mbo NoNy4nTb HeraTMBHbIE NOCNELACTBUSA B CBA3W C €ro NPYMEHEHNEM.

c) HM ogHa 4acTb HacTosawero CornaweHna He npefHa3HavYeHa, He MOXKEeT UHTEPNPEeTMPOBaTLCA NN
NCTOJIKOBbIBATLCA TakK, 4T0Obl NobyxaaTb b0 0653biBaTh Nt06YI0 €ro CTOPOHY AENCTBOBATb UK
BO3[EepPXMBATbCA OT AENCTBUI (MM COrNacuTbCA OENCTBOBATb UM BO3AEPKUBATLCSA OT AENCTBUN)
KaknM-n11nbo 0b6pa3om, KOTopbI MPOTMBOPEYUT NtoboMy NpUMeHNMOMY 3aKOHOAATeIbCTBY MO
peryanpoBaHunio BHELLIHEN TOProBAW, NpecnefyeTcs Uamn 3anpeLaeTcs um.

20. yBeAOMneHMﬂ. Bce yBeOoOMJIEHNA, BO3BPallaEMble I'IporpaMMHoe obecrneyeHue n OOKYMEHTauunA
[OJKHbI ObITh AOCTaBNAEHbI MO agpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO HE OrpaHN4MnBaET Npaso ESET C006LI.I,aTb Bam 0 ntobbIX N3MEHEHUSAX B HaCTo4dLleM COFJ'IaLLIeHVII/I,
MONMNTUKAX KOHCpVID,eHLI,VIaJ'IbHOCTI/I, NOJINTNKE B OTHOLLUEHNI OKOHYaHUA CPOKa Cﬂy)K6bI n
JOKYMEHTALNN B COOTBETCTBUM CO CTaTbeln 22 HacToswero CornalieHns. ESET MOXXeT OTNpaBNaTb
Bam nncbMa no 371eKTPOHHOM NoYTe U yBefoMaeHns B [porpaMMHoM obecneyeHnn, a Takxe
nybnmkoBaTb CO0bOLLEHNS Ha HalleM Beb-canTe. Bbl cornaliaeTechb Noay4YaTb OPUANYECKN 3HAYNMBbIE
C006LLI,eHI/IF| OT KOMMaHWW ESET B 3J'IeKTp0HHOIh (popMe, B TOM yucse nobble C006LLI,eHI/I$| 06 n3MeHeHnmn
yCJ'IOBI/IVI, CI'IeLI,VIaJ'IbeIX yCJ'IOBI/II7I nnu NMonnTmnk KOH(DI/I,D,EHLI,VIa}'IbHOCTI/I, nobble npeanoXeHma n
npuHATNE yCJ'IOBI/IVI J0roBopos, NpurnalieHna BeCT NeperoBopbl 0 3aKJIl0O4EHNIN OOIrOBOPa,
yBEOOMJIEHUS WKW APYrMe IOPUANYECKN 3HaYUMble CO0bLeHNs. Takne 31eKTPOHHbIE CO0bLLEeHNS
CYMTAIOTCA NONYYEHHBIMW B MMCbMEHHON POPME, eCIN TONIbKO AENCTBYHOLLEE 3aKOHOAATENLCTBO He
TpebyeT Apyroro hopmMaTa KOMMYHUKALMK,

21. MpuMeHuMoe 3aKoHoaaTeNnbCTBO. [laHHOe CornalleHne peryampyeTcsa N TOJKyeTcsa B
COOTBETCTBUM C 3aKOHOAATEeNbCTBOM CrnoBaukon Pecnybnmku. KOHeYHbIN Nosib30BaTeNb U
MocTaBLWKUK COrnacHbl, YTO NPUHLKUMBLI KOJM3NOHHOIO npasa 1 KoHBeHuns OpraHm3aunm
ObbeamnHeHHbIX Haumin o 4orosopax MexayHapogHON Kynan-npoaakn TOBapoB He MPUMEHSAI0TCS.
Bbl sBHbIM 06pa3oM cornawaeTech C TEM, YTO IKCKJIO3MBHAS IOPUCANKLNSA MO peLleHmnto nobbix
CMOpOB 1 BOMPOCOB C MOCTaBLMKOM AN OTHOCMTENbHO crnocoba ncnonb3oBaHns NporpamMmMHOro
obecneyeHns NpUHaaNEXnT OKPY>XHOMY Ccyay | B bpaTucnase.

22. 06wume nonoxxeHus. Ecnm noboe nonoxeHve HacToswero CornalleHns okasbiBaeTCs
HeLenCTBUTE/IbHbIM MU HEBLINOJIHUMBIM, 3TO HE OTpaXkaeTCs Ha AeNCTBUTENIbHOCTN OCTaslbHbIX
nonoxxeHunn CornalieHns, KoTopble no-npexxHemy byayT LeNCTBUTENbHBIMUA 1 BbIMOAHUMbIMU B
COOTBETCTBUM C yKa3aHHbIMK 34eCb yCnoBmaMn. HacToswee CornalleHne cocTaBAeHO Ha
aHIIMNCKOM fA3blKe. B cnyvyae noAroToBku nepesofa Hactoswero Cornawenuns ona ynobcrea nnm
nobon nHom uenn nnbo nNpu Hann4mm NobbIX PAaCXOXAEHUA MeXY Pa3HbIMU A3bIKOBLIMU BEPCUAMU
HacToswero CornaweHns npenMyLLecTsom obnagaeTt Bepcus Ha aHrIMNCKOM A3bIKe.

KoMmnaHua ESET ocTaBAseT 3a cobon NpaBo BHOCUTb U3MeHeHUs B MNporpaMMHoe obecneyeHme un
nepecMaTpuBaTb yC/I0BUS HacToswero CornaweHmns, NPUNOXXeHNNn N ONOAHEHUA K HeMy, MoanTUKN
KOH(punaeHunansHocTn, Monntnkn OCC n goKyMeHTaunm nnm kakom-nnbo nx yactm B noboe Bpems
nyTem 06HOBNEHNS COOTBETCTBYHIOLLEro AOKYMEHTa (a) Ans oTobpa)keHnsa U3MeHeHN B
MporpammHom obecnevyeHnn nnbo B cnocobe ocyLlecTBNEHNS AeATENbHOCTU KOMMNaHnen ESET, (6) ans
cobnogeHns HopMaTUBHO-MPABOBLIX HOPM KUK U3 coobparkeHnin besonacHocTn nMbo (B) ons
HeJOoNyLWeHNs HapyLWeH WK HaHeceHns Bpeaa. B cnyvae nameHeHuns Hactoswero CornaweHuns
Bbl byneTe yBegoMsIEHbl C MOMOLLLIO /IEKTPOHHON NMOYThI, YyBEAOMJIEHNS B NPUIOKEHUN NN
APYrUMUN 31eKTPOHHbIMUK CpefcTBaMu. Eciv Bel He cornacHbl € npegsaraeMbiMn U3MEHEHUSMU K
HacTosAwemy CornalweHunto, Bbl MoOXKeTe pacTOpPrHyTb ero B COOTBETCTBMM CO cTaTben 10 B TeyeHune
30 gHen nocne nony4yeHns ysegomneHuns oo nameHeHunn. Ecam Bol He pacToprHeTe HacTosLLee
CornaleHune B TeYEHMe 3TOro CPoKa, npegaraemMble n3MeHeHnsa byayT CHUTaTbCA NPUHATLIMU U
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BCTYNAT B CUJTy B OTHOLUEHNN Bac c gathl noJsly“eHuA Bamu yBeooOMNeHUA 06 n3meHeHun.

370 nosHoe CornaweHne mexay MocTaBLWMKOM 1 BamMu 0THOCUTENBHO UCNOJIb30BAHNMSA
MporpaMMHoro obecneyeHns, KOTOPOE 3aMEHSET BCE NPeablayLine 3aBepeHuns, obcyKaeHus,
rapaHTWUN UKW YBELOMIEHUS UW PEKIAMHbIE MaTepmMasibl B OTHOWEHMMU MporpaMMHOro
obecneyeHus.

AOMOJIHEHUE K COIMNALLUEHMIO

OueHka 6e30NacHOCTU NOAKJIOYEHHbIX K CETU YCTPOMCTB. B OTHOLWEHUN oLieHKN 6e30macHOCTH
NOOKJIIOYEHHbIX K CETU YCTPOUCTB NPUMEHSAIOTCS Ciefytoline AON0JHUTENbHbIE MONOXEHUS.

MporpaMmmHoe obecneyeHne OCHaLLeHO PyHKLMeNn NpoBepky 6€30MNacHOCTN JIOKaNbHOW ceTu
KoHe4yHoro nonb3oBatens n 6€30nacHOCTM yCTPOWCTB B HEN, AN KOTOPON TpebytoTcs ums
NOKaNbHOW CeTU 1 cBefeHns 06 yCTPONCTBaxX B HEW, TaKMe Kak NpucyTCTBMe, TUM, UM, IP- 1 MAC-
agpec yCTPONCTBA B JIOKAJIbHOW CETN B COMETaHUKN C MHopMaumen o nnueH3snn. K nihpopmaumm
TakXxe oTHocATcs TN 6e3onacHocTn 6ecnpoBoAHON CeTU U TUN WKhpoBaHUa B becnpoBogHON ceTu
LN19 MapLIpyTU3aTopoB. Kpome Toro, 3Ta (hyHKLNSA MOXeT NpefoCTaB/AaTb CBEAEHNS O HaN4mm
nporpaMmbl 6€30NacHOCTY 15 3aWMThl YCTPONCTB B JIOKAJIbHON CETMW.

3awuTa oT HenpaBUJIbHOIro UCNOJib30BaHUA AAdHHbIX. B oTHOLWEHNN 3aLLMTbl OT HEenpaBuniabHOro
NCMosib30BaHNA JaHHbIX MPUMEHATCA cnenywine gonosHNTEIbHbIE MOJIOXKEHNA.

MporpammHoe obecneyeHmne BkaoYaeT B ceba pyHKLMIO, MPefoTBPaLLAOLLYO MOTEPIO UK
HeHaanexallee NCrnonb3oBaHNe BaXKHbIX AaHHbIX B CBA3MN C Kpa)Xker KOMMbloTepa. 3Ta yHKUMA
MporpammHoro obecneyeHns OTKAYEHa MO YMO4aHuto. [Ins ee akTuBaLmm 00KHa ObiTb Co3aaHa
YyeTHas 3anucb ESET HOME, C MOMOLLbIO KOTOPOW (hyHKLMA akTUBMpPYeT cbop AaHHbIX B CyYae
KpaXku KomnbloTepa. Ecnun Bl akTuBmpyeTe 3Ty yHKUMIO MporpaMmHoro obecneyeHuns, Bel
cornawaeTecb co cbopoM 1 oTnpaBkom MoCTaBLUNKY AaHHbIX 06 yKpaAeHHOM KOMMNbIOTEPE, KOTOpble
MOryT BKJI04aTb B cebs fAaHHble 0 CETEBOM PaCMOIOKEHNM KOMMbIOTEPA, AaHHbIE O COAEPXKMMOM,
KOTOpoe 0Tobpa)KaeTcsa Ha 3KpaHe KOMMboTepa, AaHHbIE 0 KOHUTypaL My KOMNbOTEpPa UK
[laHHble, 3anMcaHHble NOAKJIIYEHHON K KOMMbIOTEPY Kamepon (fanee — «[laHHble»). KOHeYHbIN
nosib30BaTeslb UMEET NPaBo UCMOJIb30BaTb [aHHbIe, NOJyYeHHbIe 3TON (YHKLNEN N
npefocTaBfieHHble C MOMOLLbIO Y4ETHOW 3anucy ESET HOME, UCKIIOYUTENbHO 4151 peLleHns Bonpoca ¢
KpaXken KomnbloTepa. icknountensHo B uensax paboTbl gaHHON hyHKUMK MocTaBwmuK obpabaTeiBaeT
[laHHble cornacHo MNonanTuke KOHMUAEHUNANBHOCTM U COOTBETCTBYIOLLMM MPaBOBbLIM HOPMaM.
MocTaBLWKK pa3pewaeT KoHeYHOMY M0Jb30BaTe0 NoJy4aTb A4OCTYN K [JaHHbIM B Te4YeHMe nepnoaa,
HeobXxoaAMMOro ANs AOCTUXKEHMA Lenn, AN KOTOpon [laHHble 6611 nony4veHbl. OQHaKo Takon
nepuog He MOXXET MNPEBbILWATb CPOK XPaHEHMUS, YKa3aHHbIN B [oNNTUKe KOHPUAEHUNANBHOCTN.
OYHKUNS 3aLUNTbI OT HEHAANEXALLEero NCNob30BaHMA AaHHbIX A0JKHA NCMOb30BaTbCA
NCKNOYNTENBHO C KOMMNbIOTEPAMM M YH4ETHLIMU 3aNNCAMU, K KOTOPbIM KOHEYHLIN NoNb30BaTeNb
MMeeT 3aKOHHbIN focTyn. 060 BCcex Cyyvyasax ee He3aKOHHOro UCnonb3oBaHns byaeT coobwaTbCs B
KOMMETEHTHbIE opraHbl. MocTaBLWKK 06a3yeTca cobnoaaTe COOTBETCTBYIOLLME 3aKOHbI 1 OKa3blBaTb
COOEeNCTBME NMPaBoOOXPaHUTENbHBIM OpraHaM B C/ly4ae HeHaalexallero Ncnosib3oBaHus. Bbl
NoATBEP)XAAETE N NPU3HAETE, YTO Bbl HECETE OTBETCTBEHHOCTb 3@ COXPAHHOCTbL Napoas ons
[0CTyna K Y4eTHOW 3anuncu ESET HOME, n o6s3yeTech He pa3rfalaTh CBOM Naposb KakuM 6bl TO HK
ObI10 TPETHUM NULAM. KOHEYHbIV N0/Ib30BaTe/lb HECET OTBETCTBEHHOCTb 3a /tobble AeNCTBUS
(pa3peLLeHHble NN HET), OCyLecTBASeMble C UCNOJIb30BaHMEM DYHKLUN 3alUThbl OT
HeHaAfieXalllero NCNob30BaHUA AaHHbIX U Y4eTHOW 3anncu ESET HOME. Ecnm Y4eTHas 3anucb ESET
HOME B3/l0MaHa, cinefyeT HeMeOsleHHO yBeAoMUTb ocTaBlmKa. onoNHUTEbHbIE NOSI0XKEHWS MO
3alUnTe OT HENPaBWMIbLHOIO UCMOJIb30BAaHUSA AaHHbIX NMPUMEHSTCA UCKNIOYNTESIbHO K KOHEYHbIM
nonb30BaTeNAM ESET Internet Security U ESET Smart Security Premium.
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ESET Secure Data. B OTHOLLEHWM ESET Secure Data MPUMEHATCA ChefyoLwne 4oNoaHUTEIbHble
NnoJ10XKeHNA.

1. OI'Ipe,EI,eJ'IeHVIFI. B HacToAWMNX OOMOSIHUTENbHLIX MONIOXKEHNAX ANA ESET Secure Data YKa3aHHbIE HNXE
C/i0Ba MMEIT cnepyoline sHa4eHns.

a) «MHdpopmauma»— nobble cBegeHNS NN OaHHbIe, 3alLMMPOBaHHbIE NN pacLLN(POBaHHbIE C
MCMNosb30BaHNEM MPOrpaMMHOro obecneyeHus.

b) «I'Ipo,uyKTu»— nporpamMMHoe obecneyeHwe ESET Secure Data 1 COOTBETCTBYHOLWaA JOKYMEHTaLNA.

c) «ESET Secure Data»— nporpaMmMHoe obecneyeHne, NCNob3yemMoe Ans WngpoBaHusa 1 paclungpoBKiM
3N1EKTPOHHbIX AAHHbIX.

Bce ynoMmHaHMa BO MHOXKECTBEHHOM YUMCJ1e OTHOCATCS TakKXXe K eAUHCTBEHHOMY Y1CAy, a BCe
YNOMUHaHNS B MYy>KCKOM POAE TakXe OTHOCATCS K XXEHCKOMY 1 cpeaHeMy poaaM n HaobopoT. Cnosa
6e3 onpeneneHunsa cnegyeTt UCNoOJb30BaTb B COOTBETCTBMM C ONpeaeneHnsaMu, NpuBeaeHHbIMA B
CornatueHun.

2. [lonosiHUTEe IbHbIEe 3aBepeHns KOHeYHoro nosib3oBaTend. Bol npusHaeTe u npuHnMaeTe
nepe4vyncyieHHoe ganee.

a) Bbl HeceTe 0TBETCTBEHHOCTb 3a obecneyeHne 3aWwmnThl, MOALEPKKN U Pe3EePBHOI0 KOMMPOBaHMWA
NHopmaumn.

b) Bbl 06513yeTech CO3AaTb MOJIHYIO PE3EPBHYIO KOMMWIO BCEA MHGOPMAaLIMM 1 faHHbIX (B TOM Yucne,
cpeau npoyero, b0 KPUTUYECKN BaXKHON MHAOPMALIMK U AaHHbIX) Ha KoMnbloTepe, Npexae Yem
yCTaHaBAMBaTb NporpaMMHoe obecrneyeHme ESET Secure Data.

c) Bbl 06513yeTech XpaHMTb B 6e@30MacHOM MecTe BCe MapoJiv U Apyrue CBeAeHUs, KoTopble
TpebytloTca AN HACTPOWKMN 1 UCMOJSIb30BAHNA NPOrpaMMbl ESET Secure Data, @ Tak)Ke 06s13yeTech
CO3/[1aTb Ha OTHENbHOM HOCUTENE laHHbIX PE3ePBHbLIE KOMUW BCEX K/OYEN LINGPOBAHWS, KOL0B
NNLEH3UN, PaNIOB KJOYEN N APYTrUX CO3[aBAEMbIX JaHHBbIX.

d) Bbl 6epeTe Ha cebs 0TBETCTBEHHOCTb 3a UCNOJb30BaHUe MpoayKToB. MOCTaBLUMK HE HeceT
OTBETCTBEHHOCTU 3a Nitobble YObITKM, yLiepb nam npeTeHsnmn, Bo3HKaloWwme B pesybTaTte ntoboro
HEeCaHKLMOHMPOBAHHOIO MW BbIMOJIHEHHOIO MO oWwnbKe WndpoBaHMs b0 pacLLMGPOBKY
WHhopMaumnm unm gpyrmux faHHbIX, BHE 3aBUCMMOCTM OT MeCTa W YCI0BUIA XPaHEHNS TaKow
VHOPMaLUW UIN APYrX LaHHbIX.

e) HeB3upas Ha To, 4To MOCTaBLLMKOM NPUHATLI BCe 060CHOBaHHbIE Mepbl ANa obecneyeHuns
LLeJIOCTHOCTM 1 6e30nacHOCTU NporpaMMbl ESET Secure Data, lMpoayKTbl (BMECTe WK Mo OTAENbHOCTK)
He LOJ/IKHbI NCMOb30BaThCs B 061aCTsX, TPEOYIOLWMNX MAaKCUMaIbHOW 0TKa30yCTONYMBOCTY UK
SBNSOLWMNXCS NOTEHUMANbHO OMacHbIMK, B TOM YUCSe, CPeamn NPOYero, Ha aTOMHbIX
3NEKTPOCTAHLMSX, B CUCTEMAX A3POHABUrALUN, CUCTEMAX YNPABAEHUS U KOMMYHUKALIMIA, CUCTEMAX
060POHHO-MPOMbILLIEHHOr0 KOMIMJIEKCA, @ TAaKXXe B CUCTEMAX NOAAEPXKKN XKU3HEAEATENbHOCTYN U
MeAMNLMNHCKOrO MOHUTOPWHTa.

f) Bbl 06a3yeTech yo0CTOBEPUTBLCA, 4TO obecneynBaembli NpoAyKTaMmn ypoBeHb 6esonacHoCcTy n
LW poBaHMA COOTBETCTBYET Bawwum TpeboBaHUAM.

g) Bbl HeceTe 0TBETCTBEHHOCTb 3a 1CMO/b30BaHUe Bamu MpoayKToB (BMeCTe uan no oTAeNbHOCTH), B
TOM Yucne, cpeam npoyero, Bol 0653yeTech yA0CTOBEPUTLCS, YTO TaKoe NCMOJIb30BaHNE
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OCYLLECTBNAETCA B paMKax AeNCTBYIOLWEro 3aKoHoAaTebCTBA U HOPMATUBHO-NPABOBbIX aKTOB
CnoBaukon Pecnyb6amkun nnm gpyroro rocyfapCTsa, permoHa nav wraTa, B KOTOPOM UCMNOJb3yeTCs
MpoaykT. Mepen ntobbiM nCNonb3oBaHMeM MPoayKTOB Bbl 4O/KHBI YAOCTOBEPUTLCS, YTO Takoe
NCMOJIb30BaHNE He HapyLlaeT Kaknx-nmbo npaBUTENbCTBEHHbIX 3aMPEeTOB (Ha TeppuTopuin
CnoBaukon Pecnybnmku nnm gpyroro rocyaapcTaa).

h) nporpamma ESET Secure Data MOXXET BpeMs OT BpeMeHu obpallaTbCa K cepBepaM lNocTaBLLMKa B
Lensx yTOMHeHUs CBeAeHW O IMLLIEH3MW, @ TaKXe [J19 NPOBEPKU Ha Hannymne NcnpasiaeHnin, NnakeTos
06HOBNEHNI N NPOYMX OOHOBNEHWIA, KOTOPbLIE MOIYT UCMOb30BAaTLCA ONSA YAYHLIEHNS, NOAOEPKKN,
N3MEHEHNS UM YCOBEPLLUEHCTBOBaHMA paboTbl NporpamMMbl ESET Secure Data. [lporpamma MoxxeT
0TnpaBnaTb obuime cBefeHNs 0 KOMMbIOTEpPE, CBA3aHHble C paboTon NporpaMMbl B COOTBETCTBMM C
[OKYMeHTOM [oNnTnkKa KOHpMAeHUNa IbHOCTH.

i) MocTaBLLMK HEe HECET OTBETCTBEHHOCTU 3a Kakmne-nnbo ybbITKK, yuiep6, 3aTpaThl UK NPETEH3NN,
BO3HMKaloLWMe B pe3ybTaTe NOTEPU, KpaXkn, HEHaA eXXallero UCNob30BaHNs, NOBPEXAEHNS UK
YHUYTOXXEHNS Maposieil, MHHOPMaLIMM O HACTPOINKE, KJTIOYEN LWNGPOBAHNS, KOAO0B aKTMBaLUN
NNLEH3MN 1 APYTrUX OaHHbIX, KOTopble 6blay Co34aHbl MM COXPaHEeHbl B MPOLEeCCe NCNoJb30BaHNA
NporpamMMHoro obecneyeHums.

[ononHNTENbHLIE NONOXXEHNA AN ESET Secure Data NPUMEHATCA NCKTIOYNTENIBHO B OTHOLLIEHWN
KOHEYHbIX MoNb30BaTelen NporpamMmmbl ESET Smart Security Premium.

Password Manager lIporpaMmMmHoe obecneyeHue. B 0THOLIEHUN NpOrpaMMbl Password Manager
NMPUMEHATCA cneaytowmne AoONOJIHUTENbHbIE NMOMOXKEHNA!

1. lononHuTeNbHbIE 3aBepeHNs KOHEYHOr0 NoJsib3oBaTens. Bbl npnusHaeTe n NnpuHNMaeTe
nepevyncsieHHoe ganee.

a) NPUMeHATb NporpamMmmy Password Manager A1 UCNOJIb30BaHNA KaKUX-NNMB0 KPUTUYECKUN BaXKHbIX
NPUIOXXEHWNI, OT KOTOPbIX 3aBUCUT YeSIOBEYECKas XXU3Hb AN UMYLLECTBO. Bbl MOHMMaeTe, 4To
nporpamma Password Manager HE NpeAHa3HavyeHa 419 TakuX Lienen, 4To B Takux ciydasax cbon B
paboTe NporpamMmbl MOXXET MPMBECTN K CMEPTU UM TPAaBMUPOBAHMIO YeSIOBEKA U MOXKET
MNPVYUHUTL CEPbE3HbIN yLlepb nMyLLeCTBY K OKpYXXatoLlen cpeae n 4To MNocTaBLmK He HeceT
OTBETCTBEHHOCTU 3a TaKne nocaeacTsus.

MPOrPAMMA PASSWORD MANAGER HE PACCHUTAHA, HE NMPEAHA3HAYEHA N HE MPEAOCTABIIAETCA
HA MPABAX NIMUEH3W ONA NCMOJIb3OBAHWA B ONACHbBIX CPEOAX, TPEBYOLLUUX HAJTINYINA
OTKA30YCTOMYNBOW CUCTEMbI YNPABJIEHMA, B TOM YNCNE, CPELW NPOYErO, AN
NCMNOJIb30BAHNA B CUCTEMAX MPOEKTUPOBAHUSA, CTPOUTEJIbCTBA, OBCJTY KVBAHUSA NN
PABOTbI ATOMHbIX /IEKTPOCTAHLIAIA, CUCTEMAX ASPOHABUTALIAW TN KOMMYHUKALNRA,
ASPOAVNCNETHEPCKUX CNYXXBAX, A TAKXKE B CUCTEMAX NOAAEPXXKWN XKUSHEOEATEJIbHOCTU U
CNCTEMAX OBOPOHHO-MPOMBbILLJTIEHHOI O KOMIMJIEKCA. NOCTABLUMK HAMPAMYHO
OTKA3bIBAETCA OT KAKUX Bbl TO HW BbIJTIO ABHO BbIPAXKEHHbIX WJTA NMOAPA3YMEBAEMbIX
FAPAHTWW B OTHOLLUEHWUW NMPUrOAHOCTI NPOOYKTOB 015 TAKUX LENEN;

b) icnonb3oBaTb NporpamMmmy Password Manager TakMM CNoCcob0M, KOTOPbIA HapyLLAET YC/I0BUS
HacToswero CornaweHns, 3akoHbl CnoBaLukon Pecnybnnkm nnm 3akoHbl Balwewn opucamkuun., B
4aCTHOCTW, 3aMpeLLEeHO NCMOJIb30BaTb NPOrpaMmy Password Manager 015 COBEPLUEHNSI HE3aKOHHbIX
LENCTBUA NN COAENCTBNS UM, B TOM YMCJIE BbIrPy>KaTb AaHHbIE BPEAOHOCHOIO COAEPXXNMOr0 UK
COAEPXXMMOro, KOTOPOE MOXKET MCMO/b30BaTbCA A8 HE3AaKOHHbLIX AENCTBUN NN KakuM Bbl TO HK
66110 06pa30oM HapyLIAET 3aKOH UK NpaBa Kakon-nnbo TpeTben CTOPOHLI (B TOM YMCae Kakue-nmbo
npaBa Ha 06bEKTbI MHTENNEKTYalbHOW COBCTBEHHOCTU), B TOM YUCNE, CPEAMN NPOYEro, 3amnpeLLeHo
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OCYLLLECTBAIATh Kakune 6bl TO HY ObIJ10 NOMBLITKN NONYYEHUSt AOCTYNA K YYETHBIM 3anucsiMm XpaHuauiwa
(B HACTOALLMX [ONOJIHUTENbHBIX YCNOBUAX A8 MPOrpaMMbl Password Manager TEPMUH «XpaHUANLLE»
03Ha4aeT NPOCTPAHCTBO XPaHEHWS OaHHbIX Mo ynpassieHnem MocTaBLiMKa UK TPEeTbeN CTOPOHDI,
He sBnsitowencs MNocTaBLWMKOM UK NONb30BaTENIEM, KOTOPOE UCMO/b3YeTCs B LIEASX
CUHXPOHM3aLIMKN 1 Pe3ePBHOI0 KOMMPOBAHNSA NOJIb30BaTENbCKUX AaHHbIX) MO0 K NII06bIM YHETHBIM
3aMnCsiM UK JaHHbLIM JPYruX NoJib30BaTeNei NporpaMMbl Password Manager UM XpaHunuiwa. B
Cnyyvae HapyLleHns BaMu Kakux-nmbo 13 ykasaHHbIX NoNoXXeHW MoCTaBLIVK UMEET NPaBo
He3aMeaNTeNbHO PAacTOPrHyTb HacToslee CornalleHne n NpeabaBMTbL Bam cHeT Ha onnaTy CyMMbl
MOHEeCeHHOro yuepba, a Takxxe NPUHATL BCe HeobxoanMble Mepsbl, 4Tobbl NPefoTBPaTUTb
AanbHelilee ncrnosib3oBaHne Bamu nporpaMmel Password Manager 6€3 BO3MOXXHOCT BO3MELLEHUS
PacxooB.

2. OTPAHNYEHWE OTBETCTBEHHOCTW. NMPOIrPAMMA PASSWORD MANAGER MPEAOCTABJIAETCA HA
YCNOBUW «KAK ECTb». HUKAKWE ABHO BblPAXKEHHBIE WJIW MPEAMNOJIAI AEMbIE TAPAHTUW HE
NPELOCTABNAIOTCS. Bbl MPUHUMAETE HA CEBSl BECb PUCK, CBA3AHHBI C NCMOJIb30BAHNEM
MPOrPAMMBI. MPON3BOAWNTEJIb HE HECET OTBETCTBEHHOCTW 3A MOTEPKO OAHHbIX, YBbITKN,
OrPAHWYEHWE OOCTYMNHOCTW YCAYT, B TOM YACIE B OTHOWEHUWN KAKUX-JTNBO OAHHbIX,
OTMNPABJIAEMbIX MPOrPAMMOW PASSWORD MANAGER B APEC BHELLIHEIO XPAHW/IALLA B LLEENSAX
CNHXPOHU3ALNN N PESEPBHOIO KOMWPOBAHUA JAHHbBIX. LUW®POBAHWNE OAHHbBIX C MOMOLLBbIO
MPOIrPAMMbI PASSWORD MANAGER HE MPELAMOJIAMAET, HTO MOCTABLUNK HECET KAKYIO bbl TO HIA
bblJ10 OTBETCTBEHHOCTb 3A BE3OMACHOCTb TAKNX OAHHbBIX. Bbl MPAMO COITALLAETECH, 4YTO
JAHHBIE, MOJTIYHAEMBIE, NCMOJIb3YEMbIE, LUN®PYEMBIE, COXPAHAEMBIE, CUHXPOHN3NPYEMBbIE
W OTNPABJIAEMBIE C MOMOLLBIO NMPOIPAMMbl PASSWORD MANAGER, MOT'YT TAK)XXKE XPAHUTbCA
HA CTOPOHHUX CEPBEPAX (3TO KACAETCA TOJIbKO TEX CJIYHAEB UCMNOJIb30BAHUA MPOIPAMMBI
PASSWORD MANAGER, KOI' 1A BKJTKOYEHbI CJTY>KBbl CUHXPOHU3ALWN N PESEPBHOIO
KOMWPOBAHWUA). ECNN MOCTABLUWK MO CBOEMY COBCTBEHHOMY YCMOTPEHWIO PELLAET
NCMOJIb30BATb TAKOE CTOPOHHEE XPAHWJINLLE, BEG-CAWNT, BEB-MOPTAJ1, CEPBEP UJIN CITYXKBY,
MOCTABLUMNK HE HECET OTBETCTBEHHOCTW 3A KAYECTBO, BE3OMNACHOCTb W OOCTYMHOCTb
TAKOW CTOPOHHEW CNY>KBbl. KPOME TOIO, MOCTABLLWK HW B KOE MEPE HE HECET MNEPE[ BAMU
OTBETCTBEHHOCTW 3A KAKOE-/INE0 HAPYLLEHWE TPETBE CTOPOHOIA AOr OBOPHbIX MK
FOPUONYECKUX OBA3ATENLCTB, WJIN 3A YLWEPB, YITYLWWEHHYIO BbIrOAY, MATEPUAJIbHBLIE VJTA
HEMATEPWAJIbHBIE YBbITKW, N 3A APYTVE YBEbITKW JTKOBOIO XAPAKTEPA, NMOHECEHHbIE
BCNEOCTBUE NCMNOJZIb3OBAHUA NMPOIPAMMBI. MOCTABLUWK HE HECET OTBETCTBEHHOCTW 3A
COLEPXKMMOE KAKUX bbl TO HW BblJ1IO JAHHbIX, MOJTYHYAEMbIX, UCIMOJIb3YEMbIX, LUN®PYEMBIX,
COXPAHAEMBbIX, CUHXPOHU3WNPYEMbIX TN OTMNPABJIAEMbBIX C NCIMTOJIb3OBAHWEM MPOIPAMMBI
PASSWORD MANAGER NJIN XPAHWUJTALLIA. Bbl MPU3HAETE, 4TO NOCTABLLUWK HE UMEET AOCTYNA K
COOEPXKMMOMY COXPAHEHHBIX OAHHbIX, A TAK)XXE HE HECET OTBETCTBEHHOCTW 3A
MOHWUTOPUHI TAKUX OAHHbBIX I HE UMEET BO3MOXHOCTW OCYLLECTBAATb TAKOW MOHUTOPWUHI
JINBO YOANATb HE3AKOHHOE WJT ONACHOE COOEPXXVMOE.

MocTaBLWMKY NpMHaANeXaT BCE NpaBa Ha yJy4yweHns, 06HOBNEHUSA 1 NCNPaBAEHUSA NPOrpaMMbl
Password MANAGER (ganee — «YnyyleHns»), faxe ecan Takne YayylweHns co3atoTCsa Ha OCHOBaHUN
Balumx 0T3bIBOB, MAEN WM NPEANIOXEHN, NpefoCTaB/IeHHbIX B Ntobon hopme. Y Bac HeT npaBa Ha
KaKyto-n11nbo KOMMNeHCaLMIo, B TOM YMC/IE Ha POSIITY, B CBA3M C TaKMMK Yy4LLEHNAMN.

KOMNAHUWN N TNLEH3WAPBI MOCTABLLWKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW B CBA3W C
KAKUMW Bbl TO HW BblJTO MPETEH3NAMMN U OBA3ATEJIbCTBAMU, TAK TN NHAYE
BO3HUKAKOLWWMW BCAEACTBUE NN B OTHOLLUEHWN MCNOJIb3OBAHUA BAMW U TPETbMI
CTOPOHAMMU MPOIPAMMbI PASSWORD MANAGER, NCMOJIb30BAHUA WJTN HENCMNOJIb30BAHUA
KAKOW-NINBEO EPOKEPCKOI ®UPMbI (M ATEHTA) UK NPOOAXKW (WX NMPUOBPETEHNS) KAKMX-
JINBO LUEHHbBIX BYMAT', BHE 3ABUCUMOCTW OT TOIo, HA Y4EM OCHOBAHbI TAKWE MPETEH3UN,
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bYb TO FOPUOANYECKUE HOPMbI V1A MPUHLIWTMBI CNPABEOJINBOCTN.

KOMMAHWW W IMUEH3UAPBI MOCTABLLWNKA HE HECYT MEPEL BAMW OTBETCTBEHHOCTW 3A KAKUE-
JINBO W BCE MPSMbIE, HEMPEAHAMEPEHHbBIE, ®AKTUYECKWE, KOCBEHHbBIE AW MPEOCKA3YEMbIE
KOCBEHHBIE YBbITKW, BO3HUKAKLLME BCEACTBUE U B OTHOLEHWI NCNONb30BAHUS
KAKOTIO-NMBO CTOPOHHEIO NMPOrPAMMHOIO OBECIMEYEHWNS, KAKUX-TMBEO OAHHBIX, AOCTYN K
KOTOPbIM BblJ1 MOJYYEH C MOMOLLIbKO MPOrPAMMbI PASSWORD MANAGER, MCMOJ/Ib30OBAHNS U
HEBO3MO>XHOCTU UCMONb30BAHWSA BAMW NMPOrPAMMbI PASSWORD MANAGER (M1 MOJTYYEHUS
NOCTYNA K HEW) NN KAKUX-NUBO OAHHbIX, MPELOCTABASEMbIX C MOMOLLbKO MPOrPAMMbI
PASSWORD MANAGER, BHE 3ABUCUMOCTW OT TOrO, HA YEM OCHOBAHbI TAKUE CBA3AHHBIE C
NMOHECEHHbBIM YLLIEEPEOM MPETEH3WUW, BYAb TO FOPUOWYECKME HOPMbI WU MPUHLIAMBI
CMPABEIIMBOCTW. K YLWEPBY, UCKNHOYAEMOMY HACTOALLMM NOJIOXEHWEM, CPELN NPOYErO,
OTHOCWUTCS MOTEPS OEJIOBbIX BO3MOXHOCTEN, ®U3NYECKUIA NN MATEPUASIbHBINA YLLIEPE,
NMPVOCTAHOBKA XO34MCTBEHHOW OEATENBHOCTW, NOTEPSA OEJIOBOW U NTUYHOW
NHOOPMALINN. B HEKOTOPbBIX OPUCANKLUMNSAX 3ANPELLLEEHO OrPAHUYEHWUE OTBETCTBEHHOCTM 3A
NPUYUHEHWE HEMPEQHAMEPEHHbBIX WU MPEACKA3YEMbIX KOCBEHHbIX YEBITKOB, MO3TOMY
HACTOSALLEE OrPAHUYEHWUE MOXXET HE PACTMPOCTPAHATLCH HA BAC. B TAKOM CJIYYAE
OTBETCTBEHHOCTb NMOCTABLLMKA OrPAHUYNBAETCA MUHVUMAJIbHBIM OB bEMOM,
NPELYCMOTPEHHbLIM OENCTBYHOLLIUM 3AKOHOOATENLCTBOM.

NHPOPMALNA, NPEOOCTABNAEMASA C NCMOJIb3OBAHWNEM MPOIrPAMMbI PASSWORD MANAGER, B
TOM HYNCNE BUPXKEBbBIE CBOOKW, JAHHBIE AHANTN3A, UHOOPMALINA O COCTOAHUWN PbIHKA,
HOBOCTU N ®UHAHCOBbBIE MOKA3ATEJIN, MOXXET MPEAOCTABNATLCA C 3ALEPXKKON,
COLEPXATb HETOYHOCTW, OLUWNBKW NN NMPONYCKW, NP 3TOM KOMNAHUW U JTMLEEH3WAPHI
MOCTABLUMNKA HE HECYT OTBETCTBEHHOCTW B CBA3W C 3TUM. NMOCTABLUNK MOXXET NUSMEHATb
W YOANATb NNOBLIE ACMEKTLI AT ®YHKUWW MPOIPAMMbI PASSWORD MANAGER, A TAKXKE
MOXXET B JIOBOE BPEMA BE3 MPEABAPUTEJIbHOI O YBEJOMJIEHUA NCMNOJIb3OBATb B NMPOIPAMME
PASSWORD MANAGER BCE WJIW NNKOBbIE ®YHKUWUWN WA TEXHOJIOT UNA.

ECNIN NOJIOXKEHNS HACTOSLLIEFO PA3AEJA NO KAKOW-NNEO NPUYUHE YTPAYUBAIKOT CBOIO
FOPUONYECKYIO CAJTY i ECJTN NOCTABLUMK NMPU3HAH OTBETCTBEHHbBIM 3A HAHECEHWE
YLLIEPBA, YELITKOB 1 T. [I. B PAMKAX AENCTBYIOLLEEFO 3AKOHOAATEJIbCTBA, CTOPOHbI
COrNALLAKOTCS, YTO OTBETCTBEHHOCTb MOCTABLLKA NEPEZ BAMW OFPAHNYMBAETCS OBLLEN
CYMMOW, YNJIAYEHHOW BAMWN B KAYECTBE JINLIEH3VIOHHOIO CEOPA.

Bbl COIMTALLAETECb TAPAHTUPOBATb HEOBXOAUMBIE BbIMNJIATHI 1 OBECMNEYUTL NMPABOBYHO
SALINTY, C TEM HYTOBbI OrPAANTb NOCTABLUVKA, EFO COTPYAHUKOB, JOYEPHUE KOMMAHWW,
CBA3AHHbIE CYBBEKTHI, MAPTHEPOB O BOMNPOCAM PEBEPEHAVHIA U B APYTUX OBJIACTAX OT
KAKWX Bbl TO HM BbIJ10 Y BCEX MPETEH3WIA TPETbX CTOPOH (B TOM YNCJIE BNALEJIbLIEB
YCTPOWCTBA U AL, YbW NMPABA 3ATPATMBAKOT OAHHBIE, UCMOJIb3YEMbIE B MPOrPAMME
PASSWORD MANAGER NJIN B XPAHUJINLLIE) 1 OBA3SATEJIbCTB MEPEL HAMW, A TAKXKE OT YLLIEPBA,
YBbITKOB, 3ATPAT, BbIMJIAT 1 PACXOJ0B, KOTOPbIE TAKUE CTOPOHbI MOT'YT NMOHECTW B
PE3YJIbTATE NCIMNOJIb30BAHWA BAMIW MPOIPAMMbI PASSWORD MANAGER.

3. [laHHble B NporpamMmMe Password Manager. EC/in ipyroe He npefyCMOTPEHO U NPSMO HE YKa3aHo
Bamu, Bce faHHble, BBOAMMbIE Bamu 1 coxpaHsieMble B 6a3e faHHbIX MPorpaMMmsbl Password Manager,
COXPaHSAIOTCS B 3alUNPPOBaHHOM BMAE Ha BalleM KoMMblOTEpe AN Ha APYroM yKa3aHHOM Bamu
YCTPONCTBE XPaHEHUs. Bbl NOHMMaETe, Y4TO B Clyvae yaaNeHns nan noBpexaeHuns 6asbl JaHHbIX
nn60 MHbIX (haioB NPorpamMMbl Password Manager BCE COAEPXKALLMECS B HAX AaHHble byayT
6e3B03BpaTHO NOTEPSIHbLI. Bbl TakXKe NOHMMAETe U NpUHUMaeTe Ha cebs pucK Takoi notepu. ToT
aKT, YTo Balum nepcoHanbHble AaHHblE XPAHATCS Ha KOMMbIOTEPE B 3alLUMGPOBAHHOM BUJIE, HE
03HayaeT, YTO MH(OoPMaLUS He MOXKET ObITb NOXMLLEHA UM HEHAAIeXaLLMM 06pa3oM 1CMosb30BaHa

300



KEM-TO, Y KOro eCTb OCHOBHOW Maposib UK JOCTYMN K ONpeaensieMoMy rnosib30BaTeNeM YCTPONCTBY
aKTMBaLWW, AN18 TOro 4Tobbl OTKPbLITL 6a3y AaHHbLIX. Bbl HECETE OTBETCTBEHHOCTL 3a obecrneyeHune
6e30nacHOCTM BCex cnocoboB MonyyeHns AocTyna.

4. lNepenaya NepcoHasibHbIX AaHHbIX NOCTABLUNKY UK B XpaHunuuie. 1o BawiemMy XenaHuo n
NCKNIOYNTENBHO B LIENAX CBOEBPEMEHHOI0 BbIMOHEHNUS CUHXPOHU3ALMM N PE3EPBHOIO KOMMPOBAHNSA
LaHHbIX NporpamMmMa Password Manager nepefaeT WU OTNpaBAseT NepcoHabHble faHHble U3 6a3bl
LaHHbIX NPOrpamMmbl Password Manager — B YaCTHOCTW, Mapon, y4eTHble JaHHble, cBeaeHns 06
YyYeTHbIX 3anNuUCsAX 1 yL0CTOBEPEHNAX — NOCpPencTBOM VIHTepHeTa B XpaHunuiie. JaHHble
nepenanTCsa UCKYNTENbHO B 3alUM(poBaHHOM BuAe. cnonb30BaHWe NporpamMmsbl Password
Manager 115 3anosiHeHns Beb-(hopM C NOMOLLLIO Maposien, YHeTHbIX UM UHbIX AaHHbIX MOXeT
TpeboBaTb OTNpaBky HEOOXOANMbIX CBeAeHMN No VIHTepHeTy Ha yKa3aHHbIi Bamn Beb-canT. Takas
nepefaya AaHHbIX HE MHULMMPYETCSA NporpaMmon Password Manager, U, CTano 6biTb, MoCTaBWUK He
MOXXeT HeCTW OTBETCTBEHHOCTb 3a 6€30NacHOCTb Takoro B3avMOAeNCTBUS C KaKUM Bbl TO HY Oblo
Beb-caToM, NnoAfepXnMBaeMbIiM pa3nyHbIMK NocTaBWwmnkKamu. Jliobble TpaH3akuuy,
ocyLLecTBASEeMble C NOMOLLbIO IHTepHeTa, BHe 3aBUCUMOCTM OT TOr0, UCMOJb3YEeTCA Un He
ncnonb3yeTcs nporpaMmma Password Manager, OCYLLECTBNAOTCA Mo Bawemy eAnHOINYHOMY
yCMOTpeHuto, 1 Bl bepeTe Ha cebs BeCb PUCK 1 BCIO OTBETCTBEHHOCTb 3a Kakon Bbl TO HM BbIN0
ywepb, cBsizaHHbIN C paboTon KoMNblOTEpa nan NoTepen AaHHbIX B pe3yfbTaTe 3arpy3ku u/unm
NCMoJsb30BaHNS Kaknx-11bo NofobHbIX MaTepnanos nam ycnyr. Y1obbl MUHUMU3NPOBaTL PUCK
NoTepun BaXKHbIX AaHHbIX, [TOCTaBLUNK PEKOMEHAYET KJIMEHTaM BPeMS OT BPEMEHM BbIMNOHATb
pe3epBHOEe KonmpoBaHue 6asbl AaHHbIX 1 APYrux annos, COAEPXKALLUX KOH(PULEHLNANbHYIO
MH(OPMaLIMIO, Ha BHELLHWe YyCTPONCTBA. MoCTaBLLMK HE MeeT BO3MOXHOCTM Kakum-nnbo cnocobom
noMo4b BaM BOCCTaHOBUTbL NOTEPSAHHbIE WM NOBPEXAEHHble AaHHble. Ecnn MocTaBLwmK
npenocTaBfseT yC/yrn pe3epBHOro KONUMPoBaHUA Aas Hannos Nosb30BaTeIbCKon 6a3bl JaHHbIX B
CnyYae NoBpexaeHns Unn yaaneHns ansioB Ha KOMMNbIOTEPE NoJib30BaTesNs, Takme ycnyru
pe3epBHOro KONMPOBaHWA NpefocTaBnsoTca 6e3 Kakon-nnmbo rapaHTUM 1 He JaloT OCHOBaHWA
nonaraTb, 4TO [OCTaBLUMK HECET Kakyto Obl TO HU BbII0 OTBETCTBEHHOCTL Nepes Bamu.

cnonb3ys nporpamMmy Password Manager, Bbl corialiaetech, 4T0 NporpaMmma MoXXeT BpeMs OT
BpeMeHu obpallaTbCs K cepBepaM ocTaBLMKa B LLeNsX YTOYHEHUS CBEAEHUI O JINLEH3MM, a TaKXe
L7191 MPOBEPKM Ha Hanyne UcnpasiaeHnin, NakeToB 06HOBAEHN 1 NPOYMX 0BHOBNEHWI, KOTOpPbIE
MOFYT UCMONb30BaTLCA A1 YYULUEHNS, NOALEPXKKMN, U3MEHEHUS U YCOBEPLLUEHCTBOBaHMSA paboTsl
nporpaMmbl Password Manager. [IporpammHoe obecneyeHne MoXXeT 0TNPaBfATb 0bLKe cBefeHuns 0
KOMMblOTepe, CBA3aHHble ¢ paboTon NporpaMMbl Password Manager B COOTBETCTBUM C JOKYMEHTOM
MonnTrka KOHMUAEHUNANBHOCTHN.

5. CBeLleHNs U MHCTPYKLMK Mo yaaneHuto. Jliobyio MHGopMaLmio, KOTOPYH Bbl XOTUTE NOAYy4UTh 13
6a3bl AaHHbIX, HE06X0AMMO 3KCNOPTUPOBATH, NPEXAE YEM YAANATb NPOrpaMMy Password Manager.

[onoNHNTENbHLIE MONOXKEHNA A4 nporpamMmsbl Password Manager NPUMEHATCA UCKTIOYUTENBHO B
OTHOLLUEHMW KOHEYHbIX MoJib30BaTeNe Nporpammbl ESET Smart Security Premium.

ESET LiveGuard. B 0THOLIEHUN ESET LiveGuard MPUMEHSIOTCS Cneaytoline oMnoHNTENbHbIe
MONOXKEHUS.

MporpammHoe obecneveHne CoaepXUT PYHKLMIO LONOSHUTENBHOMO aHaIn3a (aios,
0TMpaBieHHbIX KOHeYHbIM MoJib3oBaTesieM. MoCTaBLMK AO/DKEH UCMO0Sb30BaTh (aitsbl,
OTnpaB/eHHble KOHEeYHbIM M0JIb30BaTesNIeM, U Pe3y/bTaThl aHaIN3a UCKJIIYNTENIbHO B COOTBETCTBUM
¢ NMoNUTKKOR KOHPUAEHLINANBLHOCTU N COOTBETCTBYIOLLMMI NPABOBLIMU HOPMaMMU.

HononHnTeNbHbIE NONOXXEHNA O ESET LiveGuard NMPUMEHATCA NCKNIOYNTEJIbHO B OTHOLLIEHUNN
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KOHEYHbIX NoJib30BaTeNemn nporpammebl ESET Smart Security Premium.

EULAID: EULA-PRODUCT-LG-EHSW; 3537.0

NonnTuka KOH(PUAEHUNANILHOCTH

KomnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHas no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHAs B peecTp IopUANYEeCKMX NnL, OKPYXXHOro cyfa | B bpatucnase, pasgen Sro, 3anncb
3586/B, perncTpaunoHHbin Homep npeanpuatnsa 31333532, Kak KOHTPOJIep AaHHbIX (fanee — «ESET»
nnn «Mel») yoenset ocoboe BHMMaHMe 3aLLmTe NepcoHasbHbIX AaHHbIX. Mbl cTpemumcs cobnogaTb
TpeboBaHMA K NPO3pavyHOCTK, YyCTaHaBMBaeMble ObwmM pernameHTomM EC no 3awimnTe gaHHbIX
(GDPR). [Mo3TOMY MbI NybAnkKyem 3Ty MNoANTUKY KOHPUAEHLNANBHOCTU, UCKIIIOYNTENIBHO YTOObI
YyBeLOMUTb KJIMEHTA, KOTOPbIN ABNSETCSH CYObEeKTOM AaHHbIX (fanee — «KOHeYHbIN Nosib30BaTeNb»
nnn «Bbl»), 0 CefyoWmMX acnekTax 3alnTbl NepCoHaNbHbIX AaHHbIX:

MpaBoBble OCHOBaHMA AN 06paboTKM NepCcoHabHbIX AaHHbIX.

* lepenaya AaHHbIX TPETBUM IMLAM U KOHGUAEHUMNAIBHOCTb.

3almnTa AaHHbIX.
* Balwm npaBa Kak cybbekTa OaHHbIX.
* ObpaboTKa NepCcoHaNbHbIX OAHHbIX.

* KOHTaKTHas MH(opMaLms.

NpaBoBble OCHOBaHUA ANA 00pabOTKM NepCcCoHaNbHbIX
OaHHbIX

Y Hac ecTb Wb HECKObKO MPaBOBbIX OCHOBaHUN Ans 06paboTKM AaHHbIX, KOTOpble Mbl
NCNOJIb3yeM B COOTBETCTBUN C 3aKOHOAATENbHbIMW TPeOOBAHUAMMN, NPESYCMOTPEHHbLIMUN 3aLLINTON
NINYHBIX OaHHbIX. ESET 0bpabaTbiBaeT NepcoHaNbHbIe AaHHbIe FNaBHbIM 06pa3om Ana Toro, 4Tobbl
BbINOJIHUTb JIMLIEH3NOHHOE cornallerne («JIMLeH3MoHHoe corlalleHne») ¢ KoHeYHbIM
nosib3oBaTeneM (CTaTbs 6 (1) (b) GDPR), KOTOPOE NPUMEHAETCS NPU NPeaoCcTaBNeHUn MNpoayKToB 1
Cny>06 ESET, eCnm NpsiMO He YKa3aHHO NHOe, Hanpumep:

* 3aKOHHble MHTEPEChl — 3TO NPABOBOE OCHOBaHMeE (CTaThbA 6 (1) (f) GDPR) ANna 06paboTKy AaHHbIX O
TOM, KaK HallW KJIMEHTbI NCMO/b3YI0T Halim Cny>6bl U HACKOSBKO OHM UMUK Y0BNETBOPEHbI. 3TO
Nno3BOJINET HAaM MOCTOSIHHO NOBbILLATL YPOBEHb 6€30MaCHOCTU 1 NOAAEPKKN A5 HALLWX
noJib30BaTeNe 1 yay4ywaTh NpefocTaBaAseMble NPOAYKThI U ycayru. B npumeHnMom
3aKOHOATENbCTBE [laXXe PeKaaMa MPU3HaAeTCs 3aKOHHbIM UHTEPECOM, MO3TOMY, KaK NpaBuo, Ml
PYKOBOACTBYEMCS 3TUM MPW OCYLLIECTBIEHNN MAPKETUHIOBON KOMMYHUKALMMN C KIIMEHTAMMW.

» Cornacue (cTaTbsa 6 (1) (a) GDPR), KOTOpoe Mbl MOXXeM 3anpocuThb Yy Bac B 0cobbix cnuTyaumsx,
Korga Mbl c4yMTaeM 3TO NpaBOBOE OCHOBaHME Hanbonee NoAxXoaAWMM NN eCn 3TO HeOBX0ANMO
Mo 3aKOHYy.

« CobntoaeHne nNpaBoBbix 0053aTeNbCTB (CTaTbs 6 (1) (c) GDPR), Hanpumep TpeboBaHMii B
OTHOLLEHWW 3/1eKTPOHHO NEPENUCKN I XPaHEHNS [JOKYMEHTOB, CBA3aHHbIX C BLICTAB/IEHNEM
CYETOB WM HaKNaLHbIX.
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MNepepaya OaHHbIX TPETbUM JIML,AM U KOH(MAEHLUANBHOCTD

Mbl He nepenaeM Bawwm gaHHble TpeTbUM nuaM. OfHaKo ESET — 3TO KOMMNaHWs, BeayLlas
LNesTeNbHOCTb B robanbHbIX MacwTabax Yepes CeTb pacnpoCcTpaHeHus, 06CNyXNBaHUS 1
noaaepXKu, KOTopasi COCTOUT 13 aphUANPOBAHHBIX KOMMAHWUA U NapTHEPOB. B Liensix BbINOJHEHMS
JINLLEH3MOHHOr 0 COrnalleHns, HanpuMep Ans NpeaoCTaBAeHNs yCayr Unn noaaep>Xku, Mol Moxxem
06MeHMBaTLCA C adHUANPOBAHHBIMI KOMMNAHMSAMMW U MapTHEPaAMK MHOPMaLIMEN O NINLEH3NAX,
onslaTe N TeXHUYECKOoW noaaep)XKe, KoTopyto obpabaTbiBaeT KOMMNaHMs ESET.

KomnaHus ESET obpabaTbiBaeT AaHHblE NPenMyLLLECTBEHHO B CTpaHax EBponenckoro Coto3a (EC).
OfZHaKo B 3aBUCMMOCTM OT Baluero MecToHaxoXaeHus (Npy NCrnonb30BaHUN HALLIUX NPOLYKTOB U/uau
cnyx6 3a npepenamu EC) n/unu soibpaHHon Bamu cnyxbbl HaM MoXeT NoHaLobuTbCca nepenaTb
Baww gaHHble B cTpaHy 3a npegenamm EC. Hanprumep, Mbl NCMONAb3yeM CTOPOHHKE Cy>KObI
06/1a4HbIX BbIYUCAEHMI. B Taknx cnyvyasax Mbl TWaTebHO BbibpaeM NOCTaBLUMKOB TaknX CNyxb n
obecneymBaem HaflexXallni YPOBEHb 3aLUNThl AAaHHbIX C MOMOLLbIO LOrOBOPHbIX, @ TaKXe
TeXHUYECKMX 1 OpraHM3aunoHHbIX Mep. Kak npaBuio, Mbl NpyMeHseM CTaHLapTHbIE 4OrOBOPHbIE
ycnosusa, genctsytowme B EC. MNpn HeobxoAMMOCTH OHM MOTFYT LONOJIHATLCS APYrMMU YCI0BUAMMN.

B HekoTopbIX cTpaHax 3a npegenamu EC, Taknx kak Bennkobputanus u LLUBeLapns, CONOCTaBUMBbIN
YPOBEHb 3alLMTbl AaHHbLIX YXKe onpefeneH 3akoHoaaTenbcTBoM EC. B cBA3M C 3TMM Nepepaya
LaHHbIX B 3TU CTPaHbl He TpebyeT cneunanbHOro paspeLleHns namn CornalleHns.

3awmuTa AaHHbIX

ESET NPOBOAMT COOTBETCTBYIOLLME TEXHUYECKNE N OPraHN3aLIMOHHbIE MEPOMPUATUS, YTOObI
rapaHTNPOBaTb YPOBEHb H&30MaCHOCTM COrIAaCHO BO3MOXXHbLIM pCKaM. Mbl mpuiaraem Bce yCcuaums,
4TOObI 06€CNeYnTh HeNPEPbLIBHYIO KOHMUAEHUNANBHOCTb, LENOCTHOCTb, JOCTYMHOCTb U HAZEXXHOCTh
obpabaTbiBatoLMX cNyx6 1 cuctem. OaHAKO €CNu NPOU30MAET yTeYKa AaHHbIX, KoTopas byaeT
YyrpoxaTb Balumm npaBam 1 cBob60aamM, Mbl FOTOBbI YBEAOMUTb 00 3TOM Hal30PHbIE OPraHbl, @ TAKXe
3aTPOHYThbIX KOHEYHbIX NoJib30BaTeseil Kak CyObeKToB AaHHbIX.

NMpaBa cybbekTa JaHHbIX

MpaBa kaxxgoro KOHeYHOro nosib30BaTenNs BaXkHbl, M03TOMY Mbl xoTenu 6bl pacckasaTb Bam o
npaBax, KOTopble ESET rapaHTUpyeT BceM KOHeYHbIM MoJib30BaTeIIM HE3aBMCUMO OT TOrO,
Haxo4ATCA M OHW B cTpaHax EC nnum HeT. 3TK npasa onucaHbl HUxXe. YTobbl BOCN0b30BaTbCA
CBOUMYM NpaBaMu cybbekTa AaHHbIX, Bbl MOXXeTe 06paTnTbCa K HaM Yepe3 hopMy A5 CBA3U CO
cnyx6om noagepXKy an No aapecy 31eKTPOHHON NoYThl dpo@eset.sk. B Lenax naeHTugmKaumm
npocum Bac npefocTaBuTh CnedyoLlyo MHMoPMaLnio: UMA, aipec 3NEKTPOHHOM NOYThI U
NNLLEH3VOHHbIN KJTI0Y (eCnn ecTb) UM HOMep KJIMEHTa 1N Ha3BaHWe KOMNaHun. He oTnpasnanTe
Lpyrvue nepcoHasbHble AaHHble, TaKMe Kak aaTa poxaeHus. YTobbl paccmoTpeTh Bawe obpalleHue,
a Takxe B LUensax ngeHtudgukauum Mol obpabotaem Balum nepcoHanbHble faHHbIe.

MpaBo oTo3BaTh cornacue. [IpaBo 0TO3BaTh COrnacme AENCTBYET TOJIbKO B TOM C/lyyYae, eciu
flaHHble 06pabaTbiBAOTCA UCKJTIIOYMUTESIBHO NO cornacuio. Ecam Mel obpabaTeiBaem Baluu
nepcoHafbHble AaHHble Ha OCHOBaHWW Bawero cornacus, Bel nMeeTe npaso B Ntoboe Bpems 0TO3BaTb
ero 6e3 ykasaHus npmynH. OT3bIB COrlacisa KacaeTcs ToNbKo 06paboTKy AaHHbIX B Byayuiem n He
B/NSET Ha 3aKOHHOCTb NX 06paboTKM, BEINOAHABLUENCA A0 3TOrO.

MpaBo Ha Bo3pa>keHue. [paBo BO3pa3nTb NPoTKB 06paboTKM AaHHLIX AEACTBYET B TOM Cly4ae,
€C/IN faHHble 06pabaThiBalOTCSH HAa OCHOBAHWUM 3aKOHHOMO MHTepeca ESET nn TpeTbel CTOPOHbI. Ecnn
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Mbl 0bpabaTbiBaeM Balum nepcoHaNbHble AaHHbIE B CBOMX 3aKOHHbIX MHTEpecax, Bbl Kak cybbekT
LaHHbIX MOXeTe B /itoboe BpeMs BO3pa3uTb MPOTMB 3TOr0. Balue Bo3paxeHne KacaeTcs TOJIbKO
06paboTkn gaHHbIX B ByayLueM 1 He BANSIET Ha 3aKOHHOCTb MX 06paboTKuK, BbIMONHABLUENCS A0
3Toro. Ecnm Mul obpabaTbiBaeM Balim nepcoHanbHble AaHHbIE B LIENSX NPSIMOro MapkeTuHra, Bam He
HY>XHO YKa3blBaTb MPUYMHY BO3PAXKEHUS. ITO TaKXKe OTHOCMTCA K COCTaB/IEHNIO NPohnis B TOMN
Mepe, HAaCKOJIbKO 3TO CBS3@HO C MPAMbIM MapKeTUHroM. Bo Bcex ocTanbHbIX C/lydasix Mbl npocum Bac
KpaTKO onncaTb, NoyeMy Bbl Bo3parkaeTe NpOTMB 3aKOHHbIX UHTEPECOB KOMMaHUM ESET
obpabaTbiBaTb Baluy nepcoHanbHble faHHbIe.

ObpaTnTe BHUMAHMWE, YTO B HEKOTOPLIX C/lyYasx, HECMOTPSA Ha Bal oT3bIB cornacus, Mbl MOXeEM
npofo/KnUTb 0bpabaTbiBaTb Baliy nepcoHanbHble AaHHbIE Ha APYrOM NPaBOBOM OCHOBAHMWU,
HanpuMep AN BbINOJHEHWS A0r0BOPa.

MpaBo poctyna. Kak cybbekT aaHHbIX Bbl uMeeTe npaBo B Ntoboe BpeMs 6ecnnaTHO Noay4nTb
MHDOPMaLIMIO O CBOMX AaHHbIX, KOTOPblE XPaHATCA B ESET.

MpaBo Ha ucnpasneHue. Ecam Mel HenpegHamepeHHo obpabaTbiBaeM HeBepHble NepcoHasbHbIe
JlaHHble 0 Bac, Bbl nMeeTe npaBo TpeboBaTb NX MCNPaBIEHNUS.

MpaBo Ha yaaneHue u NpaBo Ha orpaHu4YeHne obpaboTkm. Kak cybbekT AaHHbIX Bbl nMmeeTe
npaBo TpeboBaTb yAaNeHUs NN orpaHnyYeHns 06paboTky Balimx nepcoHanbHbIX AaHHbIX. Ecin
nepcoHanbHble faHHble 06pabaTbiBaloTCS C Ballero cornacus, Bbl MOXXETe 0TO3BaTb €ro U, eCiv HET
VHbIX NPaBOBbLIX OCHOBaHWI A5 06paboTKU AaHHbIX, HAaNpUMep B LIeNsX BbIMOJHEHNs 4orosopa, Ml
HemMeaJeHHO UX yaaauM. Bawwy nepcoHasbHble faHHble Takke 6yayT yaaneHbl Mo OKOHYaHWK
Hallero nepuofa XpaHeHus, ecin oHun bosblie He TpebyoTCs AN YKa3aHHbIX B X OTHOLLUEHWK
uenen.

Ecnm Mbl ncnonb3syem Balum nepcoHanbHble AaHHbIE NCKIIOYUTENBHO B LESX MPAMOro MapKeTuHra,
a Bbl 0TO3BanM CBOE COrnacue Uanm BbIABMHYJIM BO3PaXKeHNE NPOTMNB 3aKOHHbIX MHTEepecoB ESET Ha
cbop Takmx AaHHbIX, Mbl orpaHu4mnm nx obpaboTky cneaytowmm obpa3om: Balm KOHTaKTHble AaHHbIE
OyayT BHECEHbI B Halll BHYTPEHHUI YePHbIA CNNCOK, Y4TOOLI HE AOMYCKaTb HEXeNaTesbHbIX
KOHTAKTOB. B NpoTMBHOM Cnyyae Balum nepcoHanbHble AaHHble OyayT yaaneHsbl.

O6paTVITe BHUMaHWE, 4TO MO 3aKOHY N NpeanncaHMo Hag30pPHOIro opraHa OT HaC MOXET
Tpe6OBaTbCFI XPaHUTb NepCOoHalJibHblE AaHHbIE B TEYEHWNE ONPEJENEHHOIO Nepmnoaa. Ob6sa3aTenbCTBa
Mo XPpaHEHUIO N Nepnobl XpaHeEHNA MOTYT TaKXXe peryjimpoBaTbCa 3aKOHO4aTe/IbCTBOM Cnosakuu.
10 OKOHYaHWM Takoro nepunona nepcoHalsibHble AaHHbIE YOaNnAOTCA.

3anpocuTb NePeHOCUMOCTb AaHHbIX. Kak CyObeKT faHHbIX Bbl MOXXeTe Nony4YnTb NepcoHaNbHble
LaHHble, KoTopble obpabaTbiBaeT ESET, B hansie hopmaTa XLS.

MpaBo Ha nogayy Xanodbl. Kak cybbekT aaHHbIX Bbl uMeeTe npaBo B noboe BpeMsa NofaTb
Xanoby B Hal30pHbIN opraH. ESET AeCTBYeT COrnacHO C/I0BaLKMM 3aKOHaM M 3aKOHaM 0 3aliuTe
AaHHbIX EC. Hag3opHbIM opraHoM asaseTca Oguc no 3alimnte nepcoHanbHbiX gaHHbIx CroBauKom
Pecnybnnkun, pacnonoXXeHHbl Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

ObpaboTka nepcoHaNnbHbIX JAHHbIX

Ycnyru, npepoctasnsemble ESET 1 peasin3oBaHHbIe B HalleM MPoAyKTe, NpefoCTaB/IaoTCA B
COOTBETCTBMU C 8oroBopom, nMmeHyembiM JIVMLEH3VNOHHOE COIJIALLEHVE, HeKoTOpble yC10BUS
KOTOPOro 3acny>mBatT 0coboro BHUMaHMA. Mbl XOTUM paccka3aTb Bam nogpobHee o cbope AaHHbIX,
CBSI3@HHbIX C NPeAoCTaBAEHNEM HalmnX cy>K6. Mbl NpefoCcTaBASeM pa3fInyHbIE YCAYrK,
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nepeyncneHHole B JINLEH3NOHHOM COrnalleHMmM 1 ONMCaHUM BO3MOXKHOCTEN NPOAYKTa, MIMEHYEMOM
nokymeHTauns. YTobbl BCe 3T0 paboTano, HaMm HeobxoammMo cobrpaTh CleayoLLyo NHOoPMaLIKIO.

[ aHHble UL EeH3MPOBaHUA U BbICTABNIEHUSA CYETOB. TakM AaHHbIE, KaK UMS, aApecC 3NIeKTPOHHON
MOYThI, JIMUEH3NOHHbLIN KoY 1 agpec (ecan TpebyeTcs), Ha3BaHUE KOMMNAHUN U NAaTEXHble OaHHbIE,
cobupatoTcs n obpabaTbiBalOTCS KOMNaHMen ESET 415 YNPOLLEHUS aKTUBaLUKN NNLEH3MMW, 1OCTaBKN
NNLLEH3MOHHOTO KJl04a, OTNPaBKM HaNnoMUHaHUN 06 ncTevyeHnn Cpoka AeNCTBUS 1 3anpocoB B
Cny0by noaaepXxKun, NPoBePKN NOAIMHHOCTM IMLLEH3UW, NPEAOCTABIEHNSA HALLNX YCAYT 1 PacCbiNKn
yBE€OMNEHUIN, B TOM YNCSIE MAaPKETUHIOBbIX COOBLLEHNIA, B COOTBETCTBUMN C AEACTBYOLLNM
3aKOHOAATeNbCTBOM UM Bawmm cornacnem. KomnaHus ESET No 3akKoHY 0bs3aHa XpaHuUTb
NHMOPMaLIMIO O BbICTaB/IEHHbIX CHEeTax B TedeHune 10 neT, 04HaKo CBEAEHMSA O INLEH3NPOBAHUN
CTaAHOBATCSA aHOHUMHbIMUW He No3aHee YeM Yyepe3 12 MecsueB nocsie OKOHYaHUSA CPOKa OencTBms
JINLLEH3UMN.

CeBepneHusa 06 oOHOBNEeHUM n apyraa ctaTMcTUKa. Mol Takxe obpabaTbiBaeM MHopMaLmio,
KacaloLyocs NpoLecca YCTaHOBKM U Balwlero komnbloTepa, BKIOYas CBeeHUs 0 NaaTdopMe, Ha
KOTOPOW YCTaHOBJ/IEH HaLl MPOAYKT, K MHGOPMaL Mo 06 onepaunax N GyHKLMAX HalLuMX NPOLYKTOB,
TaKylo Kak cBefieHns 06 onepaunoHHON cucteme 1 060pyaoBaHUN, MAEHTU(PUKATOPbI YCTAHOBKM,
NOeHTUONKATOPbI NLLEH3MIA, IP-agpec, MAC-aApec, HaCTPONKK KOHGMIypaumm npoaykTa. 310
AenaeTtcs 4sg 7oro, 4Tobbl Mbl MO 0OHOBIATL MPOAYKTLI C Liesiblo 06C/Ty>XMBAHUS, MOBbILLEHNSA
YPOBHS 6€30MacHOCTM U ONTUMU3ALMN CEPBEPHON NHPPACTPYKTYPHLI.

3TN faHHblE N30AMPOBaHbI OT AEHTUHNKALNOHHON NHOPMaLun, HeobxoanmMon ans
NNLEH3NPOBAHMNS U BbICTABNIEHUS CHETOB, MOCKOJIbKY AJ151 HUX He TpebyeTcs naeHTUduKaumus
KoHeyHoro nosnb3oBaTens. Mepuos xpaHeHWs COCTaBNSET Jo0 4 neT.

Cuctema penyTtaumm ESET LiveGrid®. Of4HOHaNpaB/IeHHbIe XeLUK, CBA3aHHbIE C 3apaKeHMNeM,
obpabaTbiBatoTCs B Lenax paboTbl CMCTEMbI penyTaumm ESET LiveGrid®, KOTOpas NoBbILWAeT
3(p(PEeKTUBHOCTb HALLNX PELUEHU ONA 3alWMThl OT BPEAOHOCHbLIX MPOrpamMM, CpaBHUBas
NPOCKaHNPOBaHHbIE halbl C 3neMeHTaMm 6enoro n YepHoOro CNUCKoB B obnavyHon 6aze fgaHHbIX. Bo
BpeMS 3TOro npowecca KoHeYHbIN Nonb3oBaTeslb He MAEHTUROULMPYETCS.

Cuctema obpaTHOM CBA3M ESET LiveGrid®. Moao3puTenbHble 06pasLibl MeTaAaHHbIX U3 BHELIHNX
MCTOYHUKOB B paMKax CUCTeMbl 0OpaTHOM CBA3M ESET LiveGrid®, bnarogaps KOTopomn ESET MOXeT
MFHOBEHHO pearvpoBaTb Ha HY>XAbl NOJIb30BaTesIeN N CBOEBPEMEHHO afanTMpPOoBaThCA No4
HoBeWnLune yrpo3bl. Mbl paccyMTbiBaeM Ha TO, 4YTO Bbl OyfeTe npuckliaTh HaM:

* 3apaKeHHble 3/IEMEHTbI, TaKNe KaK NoTeHUMaNbHble 06pa3Libl BUPYCOB 1 NMPOYUX BPEAOHOCHbIX
nporpamm; Nofo3puTenbHble, NpobieMHble, NOTEHLUMAbHO HeXenaTesbHble U Hebe3onacHble
06BbEKTHI, TaKNe KaK UCMNOJIHsSeMble (palibl, COOBLLEHNS 3NEKTPOHHOW MOYThI, MPO KOTOPbIE
coobLWwmnan Bbl Kak Npo CraM Uan KOTOPbIE BbISIBU HaLLl NPOAYKT;

» CBefleHUs 0 NoJsib30BaHUN NHTepHETOM, HanpuMep IP-aapec, reorpaduyeckoe pacnosioxXeHue,
nakeThbl IP, URL-agpeca v Kaapbl Ethernet;

* ®annbl aBapuUNHbLIX 4aMMoOB U UX COLEPXMMOE.

Mbl He cTpemumcs cobnpaTb Kakme-nnmbo faHHble, KpoMe 0603HaYeHHbIX BbILLE, HO MHOFAa 3TOro
HEBO3MOXXHO n3bexxaTb. Cnyy4anHo cobpaHHble faHHble MOrYT BXOAUTL B COCTaB BPEAOHOCHLIX
nporpamm (byay4n cobpaHHbiMK 6€3 Ballero segoMa n ogobpeHns) nnbo BXxoanTb B UMEHa (halnsioB n
URL-afpeca, 1 Mbl He HaMepeHbl AeflaTb UX YaCTbio HaWmnx cuctem unm obpabaTbiBaTh X 4NS Lenen,
YyKa3aHHbIX B HacToALwen MoamTuke KOHGUAeHUManbHOCTH.
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Bcs nHdopmauums, nonyyaemas n obpabaTbiBaeMas C NOMOLLbIO CMCTEMbl 06paTHON CBA3W ESET
LiveGrid®, He COLEPXUT AaHHbIX, UAEHTUHOULMPYIOLWNX KOHEYHOrO NOIb30BaTENS.

OueHka 6e30NacHOCTU NOAKIOYEHHbIX K CETU YCTPOUCTB. YT0ObI (PYHKLNS OLIEHKM
6e3onacHocTy paboTana, Mbl obpabaTbiBaeM Takme faHHbIe, Kak UMS IOKaNbHON CETU N CBEAEHMSA
06 yCcTponcTBax B HeN (MpUCyTCTBUE, TUM, UMK, IP- 1 MAC-agpec yCTPOWNCTBA B JIOKAIbHON CeTH,
CBAA3aHHble C MH(OpMaLmeln 0 nueH3nmn). K nHpopmMauny Takxxe 0THOCATCS Tun 6e3onacHoCcTu
6ecnpoBofHOM ceTn 1 TUN WKdpoBaHUs B 6€CnpoBOAHON CeTU AN MapLipyTusaTopos. CBeaeHns o
NNUEH3UN, naeHTudunumpyowmne KoHe4YyHoro nosib3oBaTtens, CTaHyT aHOHUMHBIMU He No34Hee YeM
yepes 12 MecsALEeB NOC/Ie OKOHYaHUS CPOKa AENCTBUS ULEH3UN.

TexHuyeckas nogaepxka. [na obcnyxmBaHns n NnpeaoCTaBNEeHUA NOAAEPKKN MOXET
noTpeboBaTbCA KOHTAKTHAA HOPMaLIUA, CBEAEHNSA O NINLEH3UN N AAaHHbIE, YKa3aHHbIe B Balimx
3anpocax Ha noagepxky. cxopa us BoibpaHHoro cnocoba obweHuns, Mel Moxxem hukcrpoBaThb Balu
3JIEKTPOHHbLIN afpec, HoMep TenedoHa, MHPOPMaLMIO 0 TNLEH3UN, CBEAEHWUS O NporpaMMax u
onucaHue Bawero nHumaeHTa. Mbl MOXKEM 3anpocuTb y Bac ceBegeHus, 4Tobbl yCKOPUTb
npegocTassieHne nognepXXku. aHHble, NCNosib3yeMble ONA OKa3aHUs TEXHUYECKON NogLaepKKMY,
XPaHATCS B Te4yeHme 4 neT.

3awmTa OT HeNnpPaBUJIbHOIO MCNONb30BaHUA JaHHbIX. ECin Y4eTHasa 3anmcb ESET HOME Ha canTe
https://home.eset.com co3aaHa U KOHEYHbIN NOMb30BaTEIb aKTUBMPOBAN 3TY (PYHKLNIO B CBSA3M C
Kpaxken KomnbloTepa, bynet cobupaTtbca n obpabaTeiBaThCa Cnegyowas MHOOPMaLNSA: OaHHbIE O
MeCTOMOJIOXKEHUN, CHUMKIW 3KpaHa, CBEAEHMSA 0 KOH(Urypaunm KOMNboTepa 1 3anucu, noayveHHble
¢ kamepbl. CobpaHHble AaHHbIE XPaHATCSA Ha HALINX CepBepax WM Ha CepBepax HalIMX NOCTABLLNKOB
yCNyr B Te4eHune 3 MecsLes.

Password Manager. EC/iv Bbl akTUBMpPOBaaM PyHKLNIO gucneTyepa naponen Password Manager,
CBeLleHund, CBA3aHHble C BalMMN AaHHLIMW AN BXOAA, XPAHATCA TOJIbKO B 3alLM(POBAHHOM BUAE Ha
Balwem KoMnbloTepe uam opyrom npefHasHayeHHOM Aas 3Toro yctponcTee. Ecam Bel akTuBupyeTte
cnyby CMHXpOHM3aLuMK, 3anPoBaHHbIE AAaHHbIE XPaHATCA Ha HALLUX CepBepax WK Ha cepeepax
HalMX NOCTaBLUMKOB ycayr ans obecneyveHns paboTbl Takon cnyxbbl. HUW KOMNaHus ESET, HK
NOCTaBLLMKN YCNYr He UMEIT AOCTYyNa K 3aWwngpoBaHHbIM AaHHbIM. TONbKO y Bac ecTb koY ans
pacwnppoBKY AaHHbIX. [laHHble byayT yaaneHbl nocse geakTuBaumm MyHKLMK.

ESET LiveGuard. EC/iv Bbl akTUBMpyeTe PyHKUMIO ESET LiveGuard, ons ee paboTbl noTpebyeTcs
oTnpaBka obpa3Lo., Hanpumep anaos, KOTOpbie NpeaBapuTesibHO 0TOMpatoTCa KOHEYHbIM
nonb3oBateneM. Obpasubl, KoTopble Bl BbibepeTe 4514 yaaneHHOro aHanmsa, byayT nepefaHsl B
cnyby ESET, a pe3ynbTaTbl aHanmn3a byayT oTnpassieHbl Ha Baw koMmnbloTep. Bce nofo3puTensHble
obpa3ubl obpabaTbiBalOTCA Tak Xe, Kak MHGopMaumsa, cobnpaemas cuctemonm obpaTHON CBSA3M ESET
LiveGrid®.

MporpaMMa yny4lleHUs NOJIb30BaTeNIbCKOro onbiTa. EC/M Bbl pelunan akTUBMPOBaTb
[porpamMma yayylleHnsa Nnosb30BaTesIbCKOro onbiTa , B COOTBETCTBMM C Bawmm cornacuem byayT
cobrpaTbCs U UCNOJIb30BATLCA aHOHNMHbIE JaHHbIE TENEMETPUM, KacatloWwmecs NCnosib30BaHNA
Hawwunx npoOykKToB.

ObpaTnTe BHMMaHME, 4TO €C/IN JINLO, UCMOJIb3YIOLEee Halln NPOAYKThI U YCAYri, He ABNAeTCS
KoHe4YHbIM Nosib30BaTeNIEM, KOTOPLIA Npuobpen NpoaykKT UM yCcayry n 3aknyun JIMLEH3NOoHHOoe
cornaweHue ¢ Hamun (Hanpumep, 3TO COTPYAHNK KOHEYHOro noJsib30BaTeNs, YJeH ero CeEMbU NN
NNLLO, KOTOPOE UHbLIM CNOCOBOM NOYYMNI0 NPaBO UCMOJIb30BaTb NPOAYKT WK YCAYyry oT KOHeYHoro
Nnosib30BaTeNs B COOTBETCTBUM C JIMLLEH3MOHHBIM COrfnalweHneM), To 0bpaboTka AaHHbIX
OCYLLEeCTBNAETCA B 3aKOHHbIX MHTepecax ESET B COOTBETCTBUM CO CTaTben 6 (1) (f) pernameHTa GDPR B
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Luenax Toro, 4Tobbl N0b30BaTENb, yrIOJ'IHOMO‘-IeHHbIVI KOHeYHbIM MoJsib30BaTeNIeM, MOl UCMNOJIb30BaTb
NPOAYKTbI N yCnyrun, npegoCcTtaBiigeMble Hamu, B cooTBeTCTBUM C JINLEH3NOHHbIM COTJIalleHNeM.

KoHTakTHaa uHopmauums

Ecnm Bbl X0TUTE BOCNOJIb30BaThCA CBOMMU NpaBaMm cybbekTa AaHHbIX UK Y Bac BO3HUKHET BOMPOC
nnm npobnema, oTNpaBbTE HaM NMUCbMO MO agpecy:

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk
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