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Welcome to ESET Server

SERVER Security Setup Wizard
SECURI

FOR b4
The Setup Wizard will install ESET Server Security on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Itis important that you uninstall any other security
applications such as antivirus, antispyware or firewal before
you continue with the installation. They can conflict with this
product, possibly resulting in serious prablems,

Product language:
|Engiish

8.0,12003.0

3.4%—F [F—2], FEREUR [MAERMESL] o MEREEZ TEAERESH] & [FEAREBCE ]
1%, #H—F [F—#le

End User License Agreement

Please read the following license agreement carefully

“MPDRTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation,
copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO
THESE TERMS AND CONDITIONS AND YOU ACKNOWLEDGE PRIVACY
POLICY.

End User License Agreement

() I accept the terms in the License Agreement

(®) I do not accept the termz in the License Agreement

Privacy Policy

4. U b — 8T 0 2 4 GRS B IR 3 AT )
Pt =

AT ESET Server Security ThRE. HREASEHZE, B/ EBM I, HH R Windows Server
201202012 R2E2016F20198Windows Server 2012 Essentials?2012 R2 EssentialsZ2016 Essentials B 2019
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Essentials®

i ESET Server Security Setup -
Setup type @ E'
Choose the setup type that best suits your needs
® Complete All program features will be installed
) Core Core features and command line user interface wil be

installed. Recommended for Server Core Installations.

() Custom Choose which program features wil be installed.
Recommended for advanced users.

[g2]

LAY S 1) ESET Server Security ThRE. i H > 2008 R2 SP1 Fl1 2011,

& ESET File Security Setup X

Setup type
- (es[z
Choose the setup type that best suits your needs
{* Typical Typical program features will be installed.
" Core Core features and command line user interface will be
installed. Recommended for Server Core Installations.
" Custom Choose which program features will be installed.

Recommended for advanced users,

< Back | Mext = I Cancel

& 1|:,\

B2 FERATY 16 FH > Windows Server Core WA, 22 85 D BRELSE B2 66 A [R], (B st i 22 A% O D RE AN T8 2
B E A . BEIRAZ O 22 25 = 4% FHZE Windows Server CoreR&E ATy A] L 22 S /E 42 #E Windows Server I,
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f A 0o 22 2 05 105 22 256 1Y) ESET 22 Ak 2 i AN BT AR GUIRNE AR A I ESET Server Security Iy, f&{E BE 1 H
R HIMEE AN . W EZFEE RN LA B AR R 2B, 2R 0w ie | BB

v INEFEIE IR L TIBATRZ 0224, S LU #6454
msiexec /qn /i efsw nt64.msi ADDLOCAL= Base

HAT

B 5T 22 25 )RR e H 22 25 7F 22475 10 ESET Server Security Dhft. BHG 2025 0E, & WARAHAI D ReiE s &
TN AR ZUAE 818 5 5 5T ESET Server Security H1 75 B2 (1) Jo 44 s AH 8 -

| 7E Windows Server 2008 R2 SP1 |-, FHaX & [4HBgBHEE] Jofhizeds ([HRAB] 24 . mRES
Hep W, R [BET] g,

5. RFG RN IR U E 22 45 ESET Server Security N B . IKTER, FE &3] C:\Program
Files\ESET\ESET Server Security. 1%— & [JI®] S#HE M E (AEH) .

3! ESET Server Security Setup -

Select Installation Folder (es[D)

To install in this folder, dick “Install”, To install to a different folder, enter it below or didk
"Browse",

Product folder:

Program Files\ES SET Securi Browse. ..

Module folder:

|C: \Program Files\ESET\ESET SecurityModules’, Browse...

Data folder:

|C: \ProgramData\ESET\ESET Security, Browse. ..

| < Back | | Install | | Cancel |

6. 45— F [228] DABHUG42Hs, 22852 B RESET GUI RIS Bl ) &R Windows i 415 B .

BE HH R BB R & 25

AT CARE H G REAFRR e, B R g, HENERM, 0] DL AT UG 2 2E AT AT I .msi 2262 X8
4, gz [BRFMIhEE] (AT Windows | G700 , LAV A $#4%— T ESET Server Security i 52 HY
[#E]

& n] LLRE H 1 1Y) ESET Server Security s € BUC 2R (EFR %2 4E) ESET Server Security®



Export settings or remove installation
Select the operation you wish to perform

= Modify
B % Adds or Removes ESET Server Security features,
o

Export

Export and save settings of your ESET Server Security installed on
this computer to reuse them in your new product installation.

Remove
Removes ESET Server Security from your computer,

| <Bak | | Mext> | | Cancel

EAE / HEI®E

HATLL N a4 LB a2 F5E e 4E:  msiexec /i <packagename> /qn /1*xv msi.log

| 1 £ Windows Server 2008 R2 SP1 I, M A€ [HAEBTH] Tk,

25 B E R 22 4 B 2 4 S AR AT AT R, &5 10 Windows St s gy [ERRERNEeR] (ks
TR RC S EMsiinstaller)?

64 {7 F# % L SeE R
v msiexec /i efsw nt64.msi /gn /l*xv msi.log ADDLOCAL=NetworkProtection,RealtimeProtection,”
DeviceControl,DocumentProtection,Cluster,GraphicUserInterface,SysInspector,SysRescue,Rmm,eula

DAFERE S e i (130) -

msiexec /i efsw nt64.msi /qn ADDLOCAL=NetworkProtection,RealtimeProtection,”
+ DeviceControl,DocumentProtection,Cluster,GraphicUserInterface,”

SysInspector,SysRescue,Rmm,eula PRODUCT LANG=1031 PRODUCT LANG CODE=de-de

a2 _[ s | B [REE 28] DIUSIE— DRt il DL & AU IS B

72385 52 IR ISEESET GUI & RIS B () &R Windows 3 15 5 .

fRE REINSTALL SBUN{ER:, BAZEFH WARR ADDLOCAL BY REMOVE ZBUAMILERIIAE.
BREIR AT B BT, R BT IEES) 4 REINSTALLEADDLOCAL FIREMOVE 28UHIMEH.
HIEAE REINSTALL 28, RIATBE % 5D 1 BiFe B o

552 B A v B I B DV sE B ThRE TS B

 TORAE 64 BITTRABER (HEFR 2L -

msiexec /x efsw nt64.msi /qn /1*xv msi.log

1 BRI A%, IR RS & B ) .




sk

PLF 21 8% 12308 FH A 2 A T ) J bt A B A J 4 . G 2B A A B A a2 SR 2 801
msiexec FRAERH .

SRS
APPDIR=<path>

o BRAE — AR H ERERAE

o B R4 H B

o fil4N: efsw nt64.msi /qn APPDIR=C:\ESET\ ADDLOCAL=DocumentProtection
APPDATADIR=<path>

o B - AR H RS

o JERIFE A B H 8%
MODULEDIR=<path>

o BRI - AR H SRR AL

o PEAH 2248 H B
ADDLOCAL=<list>

o b - R BEARE AR R EIIREIE

Bl ESET .msi BF#EEEH: efsw nt64.msi /qn ADDLOCAL=<list>

s WA M ADDLOCAL EMEMFEAEMN, 2k
https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal

* ADDLOCAL JHELR2LUESRTMRREE, a2 23 M ke
o BICE A ThRER, THELL AR S R RS (A LE ThRE
REMOVE=<list>
o b - AR A 2 ) B T RE
Bl ESET .msi EM44EEH: efsw nt64.msi /qn REMOVE=<list>

o INTHFAR REMOVE JBHRIFEAIE, 20

https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal

* REMOVE W BT 2 FIETIREREsRE s B (8, H2ia 280e T RER) .
s AT ZRE LREIIRERI C 2 5. AT BEUEAESRZE B PrA T E D
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https://msdn.microsoft.com/en-us/library/aa367988
https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal
https://docs.microsoft.com/en-gb/windows/desktop/Msi/remove

ADDEXCLUDE=<list>
o ADDEXCLUDE JEHL AT 2245 A Tt 44 75 1Y 12 5% [ FE 7 5.

o B EL AR DRy, BEMEEAE (B, HPrT 7ohee) HARR A AT SR Shae o 20 W A &5 2T
B,

o Bl ESET .msi BAFEEEH: efsw nt64.msi /qn ADDEXCLUDE=<list>

| 1 ADDEXCLUDE ##y%:EL ADDLOCAL —iE&ffiH,

DRI AE
» B - —HEE TR

o A - nTHUHEHZERIYIRE.
o NI - HAhThHeE & IE A 1 5m ) PR e T e .
ESET Server Security ThEETE BL.:

A Thhe LB erlm o K NES, il RealtimeProtection ANZEA REALTIMEPROTECTIONE

ThEesa 8 THRERIFFEE
SERVER WE
RealtimeProtection DAL
WMIProvider DhEL
HIPS W
Updater WhE
eShell JIVA:2
UpdateMirror JIVA:2
DeviceControl SEEE]
DocumentProtection i
WebAndEmail BL=E]
ProtocolFiltering [ 5k
NetworkProtection 12 H
IdsAndBotnetProtection jH
Rmm EH

WebAccessProtection 12
EmailClientProtection j%F

MailPlugins [Z 5K
Cluster M
_Base WL
eula WHBE
ShellExt M

11



ThRE4 R THRERIFFEE

_FeaturesCore DA
GraphicUserInterface #H
SysInspector BL=E]
SysRescue 13

Enterpriselnspector 12 H

ARG BRBR N IE—EThae, RLLZATEE S sz T T DR, DIBSRREE(EREA . SRRSO A&
MERIIRE. B AR (BERARAAR —(EREAD -

GraphicUserInterface,ShellExt

NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,ProtocolFiltering,MailP
lugins,EmailClientProtection

fEF REMOVE 2BUlbETeE LEThae, LMEME s eHib: [49pRpi#] B (B8 NEhhe
msiexec /i efsw nt64.msi /qn ADDLOCAL=ALL REMOVE=NetworkProtection
Vv 83, AT LME A ADDEXCLUDE 28, {BISth/AfsEFTH B thfg
msiexec /i efsw nt64.msi /qn ADDEXCLUDE=NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,”
ProtocolFiltering,MailPlugins,EmailClientProtection

v ik

msiexec /qn /i efsw nt64.msi /1*xv msi.log ADDLOCAL=RealtimeProtection,Rmm

v

N RIS AS BEAE 2 56 2 A% HBREE ESET Server Security@HI W] 7E 22 55 4 N R g AR E 2 80

v 23 ESET Server Security {5 Fi] ESET LiveGrid®®
msiexec /qn /i efsw nt64.msi ADDLOCAL=RealtimeProtection,Rmm,GraphicUserInterface CFG LIVEGRID ENABLED=0

PP i e N AT B

BA &
CFG_POTENTIALLYUNWANTED ENABLED=1/0 0 - {=f, 1 - Bt
CFG_LIVEGRID ENABLED=1/0 0 - &M, 1 - BH
FIRSTSCAN ENABLE=1/0 0 - 15/, 1 - B
CFG_PROXY ENABLED=0/1 0 - f&H, 1 - BH
CFG_PROXY ADDRESS=<ip> Proxy IP fi 1
CFG_PROXY PORT=<port> Proxy JH#% 555
CFG_PROXY_ USERNAME=<user> B 22 ] 3 44 6
CFG_PROXY_ PASSWORD=<pass> i 38 5

s E 2B A E (UL ZATRE M E 280

5 ZiH
PRODUCT_LANG= LCID AT 8l (Hu[E 3% D)@t 1033 83 English - United StatesBit 2 [ 4
SHRSEE ] @
PRODUCT LANG_CODE= [CID S5 (frbliiﬂc%ﬁ), #141 en-us £8F English - United StatesBEg 2B [ f
ARAEIE H | |

12


http://wiki.freepascal.org/Language_Codes
http://wiki.freepascal.org/Language_Codes
http://wiki.freepascal.org/Language_Codes
http://wiki.freepascal.org/Language_Codes

EE it Ul

LHGEINRE,  RBUR S BN B 2 i

® O *
(es[3p SERVER SECURITY
FOR MICROSOFT WINDOWS SERVER
Choose an activation option
p Use a purchased License Key =} @ Offline License
Use a license you purchased online or in a Use an offline license file if this client does not
store. connect to the network.

Qﬁ ESET Business Account
Activate with a license from ESET Business
Account.
You can also enter Security Admin credentials.

Tt m] LAE T SIAEAT— e 77 2 3R FCE) ESET Server Security

LN

PRHAR 2R XXKX-XXXX-XXXK-XXXK-XXXX (I — -8, R] {8 AR G 5 HE T A = RS ) D o
ESET Business Account

W O EL B CUME N ESET Business Account ##82. ESET Server Security (EBA) , #ffi FHtI®RIA ., &4
] DLEg NS FE ESET License Administrator A L1400 FAERR) [ZEEHE] 858,

BRARIZPERE R

HEE LIRS, Hofr i 2] ESET /& i LR S HEA RN . (SR BEARIAERE SO PN 0l 2 4, RS
R T PR QA 2 1 8 P B AN P BB

ARG B 2 E AR S, T HEREHEERIER ESET PROTECT STl H), iH L ESET
PROTECT #%— 1 [FHRBREY] . A RGARZIAAR S RABN LT P o, o m] DU I I

ETATLAE F AR IR (SRR SCIE] > [ FRIRRE], DU RER & B (A HE 0. T 5 L 2
1% ESET SIE A FHFZHE 1D LA FFHES A . BB AT M & e (A ] BB, LA RA
§fie—F Windows S@nE R E R © Byartai.

FE R VI RCE) ESET Server Security 2 4%, TAEAMLEOR GBI 05 B B P RURE H aTAIREE . —Flla
RIREL A INEE R, B, A& RT AE & A ] A2 15 B4y ESET LiveGrid® R -
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https://help.eset.com/eba/zh-TW/index.html
https://ela.eset.com/
https://ela.eset.com/

TR AR B RS B LA IH H A B B8 AN, 30 SR 5T T (Windows Update) B HIGI BE 53T &  2E
BIFAIHA AR %, BOREHe2iaaltin [EOZ2RE] IRE.

AT UE RREARSCER] > [BE@ER] MR Ehnekoirr (B ARG > [EMAREEY] hREhEm

E it o

| ESET PROTECT RJ i 5 ¥ B 42 (L 04 i,  MEAUS s BBl F 2 o o

ESET Business Account

ESET Business Account FJ i I&E H# 2 B0 . 5 18 R ESET Business Account@igi%— & [#ESLMR], #%
E A T L ) 2] ESET Business Account A &8, At b s 74

WA G N, 5526 ESET Business Account &% FERAH.

HEMHZeEH BB AT A SN, i T (RSEEHR], &R0 B E S 3 ESET
License Administrator N &8k, SEH AN E )R FE bk, Wo4%— T [3838] DAWERR. eicts, ik
Bl — 4, & B R A 4R s O B

BB RN

) % DHREESET Server Security Fi7E B RE) . TEIIAEBAUREESET Server Security & Y5 31 52 37 58 57 LA 3 58T 1
B, WhECRERZ R, % — T [5eRk] LASERUE R .

HREN R

BUE) ESET Server Security 2. T 188 CLAS il N\ T8 & 1R RE S8 sl b I BRARTZAE . W RIS HE G A TR O BREAR
B, SBHREA . HEREEMANEESE, % T [ENRERANRESSE] SUa A RKEER

UR SR IR RE, 552 B D e S

e

TR BIT R, BRI BLE 2 ESET Server Security (MRS AHBIRME . #%— T (4] CABRE).

Tt 4K 2 BT h A

W ESET Server Security WRASRE i3 B2 1E B EHAE A AR 0T SRA MR IO IR . THEROT

RES R/ Rk

FHCTE R A, SRR P BT IRAR . Nl ECHT R ESET Server Security@il RIGHERAFACE, SECEIHA
(] ESET Server Security M Hii% i o fifFR 22 %€ ESET Server Security 0 B8 RUEN ] Ak % . [ 18 O R B 0 228&
FERBAT W) 22 25mE )\ DN B IIL & . a0 SR8 4 IEAE 34T ESET Server Security [ B —fa] 2, &AM
RIS PAT AET

14


https://help.eset.com/eba/zh-TW/index.html
https://support.eset.com/en/eset-activation-troubleshooting

i
AR RIA A, NCAERZIA 222887 ESET Server Security I8 775

IRl %5 Windows Update BYHAD R K], 75285 4] Aie i b 0 ZH3 A 4R EL 1) Windows Update® DA 15 A i &

F BT R . G SR B A P B B Windows Update B F 8T RUED A 4T O B8 IR TH4R, 7T B vk
IETERL BR LA WA Y] ESET Server Security@ i S48 2 1% ¥ 2 F-#MI B ESET Server Security [ AT,
TFiER M

ESET Server Security F 4 1 [H] R&UKRF 75 2L 2B R {a] IR 4% -

\

(=%
5

=iE

V
ps

TE R FRIm Tp 4 ], ESET PROTECT ¥, 1BEA L2 —MIEBRAAT v, N IEmiIT . g
Y % S 34T ESET Server Security ) falik#s, R G708 & H .

ESET #EHEK &
WA R —FE AR v . B 3 aiE A v B A B ESET Server Security ) 2 #BLL LRI ARSS . ERA

SRR T, AN ESET AT . — BTSSRI DARREE A ESET s AR AL
:Ejjﬁgo

I & ESET Server Security FF&li1%, @i iE 52l ak e, LU ElC B BN T & 1R K

%18 ESET PROTECT FH&Rk

ESET PROTECT ] 514 T 4] $hAT & A ESET Server Security (22 ¥l R8s o I 7 V% FR 4B B0 A T8RO Bl iR
PEII[EIE, L AERE{R4E{H ESET Server Security AL B 5e 4R BB EK) .

PEAE B 5 R SIS B .

o FEIFRE —SMEARAS, BN 222 EHCHT A Y] ESET Server Security 678 Z A A, DUEREAEH
R, ZMALEMELBEENKTERE. WREB A IE/ESIT ESET Server Security 11 ik #5 A t% L
AT

o LA A ZARA 7.x 1) ESET Server Security BRBCE, UL {E ESET PROTECT H#s#f 25 7 Al . 5Z%Ji
R B H 2T A TR ARES . SERE B LA 21 B B & {8 ESET PROTECT 2 ¥iig 14T o

o TESRAT BERRUAS ESET Server Security BT Al ik - AT BRABARRR 224 115 .
o (ESAR BT BB R A ESET Server Security [( 4 il IR 25 L ST ERBBAR RS 2248 T 1.
o SHBEHRITRGET A ESET Server Security 1 FT il il 23 48 IR AL B JR Ao
BPRERIE:
1. BN AT ESET Server Security IO H i — 3R IR AR, NI 38 AR 22 S W MUAS A 2 BUA iOAR 1 75

ROREAT TR . IR E 2 2 DR . REURETA 22 25 BT O B8 1888 AR ESET Server Security R A R 46
lLE . RHURK A 2245 10 [ 7 B 1585 B ESET Server Security H AT A R 4G & -

2. BB ESET PROTECT[Web Console]@fit [H¥fE | o [EhAE | FEAHNEEH Fimsfls, R%E%— T (B8
~] [FEdIER]e
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PROTECT @ Computer Narl

am
am Computers : A D v

GO compures

Groups k < COMPUTER NAME £ Usncdyte Madules MUTED MODULES LAST CONNECTED
ns Update Modules

Fiy
L

Unknmm

Updated

3.WIBERE [MUE] ROIERE, MG [BERECE] HHARCERITT & B E M E . DUSEE iy
T L. — HECHECEBURIEE b, % [BReER] Wik [FHRmEe

4. Fidi— T [BERRER] Aok T RCE R G EAE [48], KRR T [Ele

PROTECT @~ Computer Nams

L1 a - -
am Policies ; ] 0 A 35

HAME POLICY PRODUCT TAGS DESCRIPTION

5.8 E [APEIAE], RsiE [t ] T, ESIBR e TR, RIMEREEE
BEPUZHOTR (AER HBIER M) Aoiir s, MR EREN RS . — B IT/EE 2R, Bl
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https://help.eset.com/protect_admin/latest/zh-TW/computer_details.html
https://help.eset.com/protect_admin/latest/zh-TW/client_tasks_software_uninstall.html

FiT A 75 200 H R S LA AT o 22 8%

6. WEOR O IIT A H MR R 22 24& ESET Server Security®

7.8 [l se] TAE, DMEAORTAR AR (1] ESET Server Security 2248 £ FiT A 7 2210 HAE.
8. $HHIEAT ESET Server Security BT fil IR A FRIRBCBIR R, Sl R AR A

%8 ESET ZEFAK

ST ESET #5 A AR T4 AT B IUAS ESET Server Security HZ &Rl IR %S . 15/ ESET PROTECT JE44 1) F 4L
I REAEREE T 2 BBLL AR E F ESET Server SecurityBI R FR A A ESET B4 k.

SETHAF T v A A A BE A A IS AT A AE AT ESET 54, DMEAERTA A 2 B By [F 204k ESET Server Security
[

TG LT 2 BR DA Y 5 920 8

1. B NZE AT ESET Server Security A — Al AR &S, NCiFE I T #2228 BB A 2R 78 2 I A A 1) 77
AOREATFHEN . PG E AU . R 2 5 W [ PR BE 18 85 R ESET Server Security AT A TR 46
i

2. AT ESET s fE s, WHriMas By (AR E T4 ESET Server Security Ml R #%) « & AT LATE 06 B HF
G AR R AT ESET Server Security (R s (2240018 Lefi] il ds E3AT) » RAMEREAET 2
CEVRRA 25000 (MR 218 R BB R, EAREIER]) KRB THERIEE -

3. kg [ENESHRERTEECER] Hiin. HesBA P E MR RS, ARG AR (FEHwd) .
TEVR A ESET Server Security (AT HT I Al ikAs L, 1K 22 4E ESET Server Security®
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https://help.eset.com/protect_admin/latest/zh-TW/client_tasks_software_install.html

18

Modes check

Mode checdk log

[12:29:536] Mode chedk started :l
[13:39:36] PING test:

[13:39:36] O

[1=2:29:36] ﬁdmmmtratmn share access test:

[13:39:36] O

[13:29:36] Semce manager access test:

[ 10

[ ]

[

13:39:39

13:39:39 Checkmg installed product version and features:
123947 -2003-SHAREPOIMNT_2: Older wersion of the
product detected, Product will be reinstalled,

[13:39:43] -2003-CLEAN: Install will be perfarmed.
[13:39:45] O

[13:39:45]

[13:39:45] Warning: The product needs to be reinstalled on some

machines before creating the duster, This may cause those
machines to be automatically restarted.

< Previols

Check

"

4. (RS RFNBRME] HIHUR LIGE L. 2RI TSR, 58 A R A ERZ IR -
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Modes install and cluster activation

Product install log

[15:53:58] Generating certificates for cluster nodes... ;l
[15:54:01] All certificates created.

[15:54:01] Copving files to remote machines:

[15:54:05] All files have been copied to remote machines,
[15:54:05] Installing product:

[15:55:00] ESET solutions are installed on all remote machines.
[15:55:00] Enrolling certificates:

[15:55:02] All certificates have been enrolled to remote machines,
[15:55:02] Activating cluster feature:

[15:55:03] Cluster feature has been activated on all machines.
[15:55:03] Pushing license to the nodes:

[15:55:05] License has been successfully pushed to the nodes,
[15:55:05] Synchronizing settings:

[15:55:06] Settings have been synchronized.

A A% B DNS WoR IERERCE, AU e el dor [AEEIE R AR ASENAS BB Token] MSHRRANE . 75
FRCE ST ESET 203 . B S S BGE AR W B o NS SR 2 8 ) » T RSB MR 2 L By R T
el A FRERFEAAAE, SEim B A4 EE A DNS € -
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Modes install and cluster activation ?

Product install log

[18:06:59] Generating certificates for cluster nodes.., ;l
[18:07:01] Al certificates created.

[18:07:01] Copying files to remote machines:

[18:07.01] Al files hawve been copied to remote machines,
[15:07:01] Enrolling certificates:

[18:07:03] Al certificates hawve heen enrolled to rermote machines,
[18:07:.03] Activating cluster feature:

[18:07:04] Cluster feature has been activated on all machines,
[18:07:04] Pushing license to the nodes:

[18:07:04] Failed to ohtain activation token from the server,
[18:07:04] There were errars pushing license to the nodes.
[18:07:.04] Synchronizing settings:

[15:07:05] There were errors synchronizing settings in the cluster,

RRARFRT

&I TE # L IR TH {8 ESET Server Security (Bl U5 s F2 s 4E) . ek IEAE/E I BT RY b 224 ESET
Server Security@ 1% 1% Ff] ESET Server Security [] ESET &5 L2 T B8 B 5 B/ 22 2 AE A Bh AT B |

L A 2l ad

B 1 22 BELLANRESET 5 4R & 24 ESET Server Security BC B ORI S,  DURECR 3 A48 B M) IEREAE SE T 19— k.

A% B A AR A%

R ABAEAE Ay % B 1A AR 23 1Y) Windows Server |22 2% ESET Server Security@## i 2455 F ESET Server Security
F R U T DA G B FH 2 N IR BRI . 55 22 B8 05 HH 2 M Ar) R 5 11 GUI,  DABRE A4 FH 2 0 XA o 1Y

L e P #T

BT ESET Server Security %zﬁﬁéﬁ]ﬁ”ﬁ%%ﬁiﬁﬁ%ﬁﬁégﬂfﬁESET Server Security &[T A 1R Th BEAD
SR 2 BUE FBE R IB1E . 982N IR 225 2 W BT ESET Server Security® PARH 1522 4= P4 55 BE A1 B0

B HAh ESET 2 5 — hlESETServerSecurlty HE A TR R E RS B, WIFRREAE R, AERREA R
JRA (3R
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https://support.eset.com/en/kb3592-is-my-eset-product-supported-eset-end-of-life-policy-business-products
https://support.eset.com/en/kb3592-is-my-eset-product-supported-eset-end-of-life-policy-business-products

HREAPsEE AR E RN, FERIFELL N ESET K10iJHE Y 75 ESET Server Security®

I 3l SR B ORGS0 7 S B e K e VAR e M o I A A e e AR e T T T .

BAZAEH

B 7 I % RE 5 B & B 4G 18 B ESET Server Security®
B
A EIE ST HIAm A ESET Server Security H HIARBERIAEEL. EEZ T, BiaeEH 2 B AT MET EEBEE.

3% 1% ESET PROTECT & FH

40T DA% F ESET PROTECT 1 3 FH ESET Server SecurityB

=& 18 ESET PROTECT B H

ESET PROTECT s& —{REEFFEI, FORF 48— A Je Ay B i 48 i BR 55 45 F ESET /2 Sh@ESET PROTECT LA
FE TR IR A i vy A 22 2 ESET 22 A VEMRVR 7 R N0 BT R RE AT gl 2 B A (e

ESET PROTECT A By AN (i O atk LA By i A8 A 5K, G2 D RE A8 Y P o b 22 2R MY ESET &2 PR TR T S P
Feftto

ESET MR ih ) R & 2T S M (4988 . 14988 7] LA 2 B BT ¥ MicrosoftBLinux@Mac OS X
FATEEE RGN E .

PROTECT @~ Computer Nams
(1]

17 DASHBOARD Dashboard @

Status Overview Secunty Ovenview Server Performance Status Antrdrus detectiors Firewaall detections ESET applicabions Dy b +

Computer name Vs of Severity Source Feature Status Probbem

» OCOurTEnde
L Warring Operating gyst... Update Security notific.. Operating syst
_——— —s

L7 ESET PROTECT MUEFAN I, #522F ESET PROTECT 47 50 0@
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https://support.eset.com/en
https://support.eset.com/en
https://help.eset.com/protect_admin/latest/zh-TW/dashboard.html
https://help.eset.com/protect_admin/latest/zh-TW/dashboard.html

B

SR I B AR B 1A 17 A B i 0 R 4 R K ) T (1 917 i ABESET Server Security 1 3€ IR REHH BB SR
TN B

OB EZEBRE KRR CREOR R H B

A AL R o B B A - REEOR & RS e B OB 7R T RERT IR G RIE B, w2 R[S |
IE&O

P ol /s A s JS I ESET J2E it 75 SV E Rl F i L

(es[}) SERVER SECURITY

FOR MICROSOFT WINDOWS SERWER

MONITORING V YOU are prOtECtEd

License

License validity: 31/12/2021

Modules are up to date

Last update: 27/05,/2021 10:22:41

File System Protection Statistics

_____ Infected: 0
Cleaned: 0
Clean: 4962
Total: 4962

Product version 85.0.12003.0

Server name krc-EFSW

System Windows Server 2012 R2 Standard &4-hit (6.3.9600)

Computer Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz (2597 MHz), 4096 MB RAM
Server uptime 7 minutes
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System updates @ ®

Total number of available updates: 7

Mame Type

' 2019-02 Security Monthly Quality Rollup for Windows Server 2012 R2 for xe4-based Systems (KB4437000) Critical

2018-12 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 for x64-based systems (KB4... Important

Update for Microsoft Silverlight [KB4481252) Important
Windows Malicious Software Removal Tool x&4 - February 2019 (KB290330) Important
2019-02 Security and Quality Rollup for .MET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 47,1, 47.2 for Windows 8.1 a... Important
0 Update for Windows Server 2012 R2 (KB4033428) Recommended
0 Microsoft .NET Framework 4.7.2 for Windows Server 2012 R2 for x64 [KB4054566) Recommended

Run system update

=T [BITRHEEH] FR [Windows BEHT] HLE W EEIET RETEH
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eShell
fE BB A
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5% P 408 ¢ o e

=N ESET Shell

eShell*network advanced
INTRUSION-DETECTION PACKET-INSPECTION STATUS-BOTHET
STATUS-IDS STATUS-ISOLATION

eShell network advanced ..
IDS—-ESCEFT IONS STATUS
EMPORARY-BLACKLIST USE-BOTHET-PROTECTION USE-IDS

eShell network>..
COMPUTER DEVICE GUIDE LICENSE
PASSWORD RUH SCHEDULER SERUVER
SIGH STATUS TOOLS uI
UIRLOG WARNLOG WEB—AND-EMAIL

eShell*network advanced set status—isolation enahle
etwork isolation: Enahled

eShellnetwork advanced set status—isolation disahle
etwork isolation: Dizahled

eShell>
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Hyper-V $g 1

$NAT ESET Server Security [K1{a] Hik 2% 4 2B £ %2 2 Hyper-V Manager@#%s 4 & ££ Ih Rt & v & 3| % TAEHy per-V 7
AT RAE Microsoft Hyper-V Server 0 F I EEHEAE S (VM) BERE, MEZEZEHFE VM E22 88 [ACHRFE] &

OneDrive i

AR R H OneDrive ZE 3 il 4747 W] L A (8 I 5 52
0 MRy €]
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| i e ORI, M3 LRI At

(es[3) SERVER SECURITY

FOR MICROSOFT WINDOWS SERWER

Scan

Storage scan Scan your computer
Shared folder scan Scan all local disks and clean threats
Custom scan Q Removable media scan
Select the scan targets, cleaning level and 0 Scanning of USB, DVD, CD and other
other parameters remnovable media
Q OneDrive scan Hyper-V scan
& * Select OneDrive itemns to scan vm ¥ Select Hyper-V virtual machine disks to

scan

nepeat last scan
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Computer scan ?

O\ Threats found: 0

Ci\install\setup? n n

~ Less info

Objects scanned: 24610
Duration: 0:00:17

Ch\Documents and Settings'All Users
C\Documents and Settings'All Users
C\Documents and Settings'All Users
Ch\Documents and Settings\all Users

o

D

]

]

C:h\Documents and SettingstAll Users

Ch\Documents and Settings'All Users

Ch\Documents and Settings\All Users
o
]
]
D
o
o

T
T
T
T
T
T
Ch\Documents and Settings\All Users
T
T
T
T
T

C\Documents and Settings'All Users
C\Documents and Settings'All Users
ChDocuments and Settingstall Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings'All Users

| Scroll scan log Close

LRI B

HAMLIETRORAFAE AT IRRE, DL A BGEh S e s, I HAndR [Bredncssfd 58] % o i A By e
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Computer scan =) (2

Scan Log
Version of detection engine: 13075 (20130919
Date: 9192018 Time: 10:34:23 AM

Scanned disks, folders and files: C\Program Files\Microsoft

Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
C\UsersiAll Users\Microsoft

(. Filtering
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RQIARF IR NAEE, A GHIERMAE TR P CEIA . St EEME R, flundkE
ML PR, SRR AR RGN (RA) .

Hyper-V #

5 Hyper-V scan &8 RIS B . 420 TAEMIHE,  Dlbai 184l R -
OneDrive ###

f % OneDrive 4% SR B o

(es[}) SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER

Log files = ?
LOG FILES Audit logs (70) hd
Detections
Events
Source User

Computer scan
m Inactive to ... SYSTEM NT AUTHORITVSYSTEM

tive to Disabled SYSTEM  NT AUTHORITY\SYSTEM
Sent files om Inactive to.. SYSTEM  NT AUTHORITY\SYSTEM
hed state from... SYSTEM  NT AUTHORITYSYSTEM

Blocked files

LIPS iveto Active  SYSTEM  NT AUTHORITSYSTEM
hte from Inacti.. SYSTEM  NT AUTHORITASYSTEM
changed stat., SYSTEM  NT AUTHORITASYSTEM
m Inactive to ... SYSTEM  NT AUTHORITASYSTEM
Device control tate from Ina.. SYSTEM  NT AUTHORITA\SYSTEM
Hyper-V scan changed stat... 5YSTEM NT AUTHORITVSYSTEM
L from Inactiv... SYSTEM  NT AUTHORITASYSTEM

MNetwork protection

Filtered websites

OneDrive scan
PIJIETPY | Feature changed Explom Dlocker changed state from Inactive to... SYSTEM MNT AUTHORITYSYSTEM

27/05/202... | Feature changed Advanced memory scanner changed state fro... SYSTEM NT AUTHCRITYSYSTEM
| Feature changed HIFS changed state from Inactive to Active SYSTEM  NT AUTHORITY\SYSTEM
27/05/202... | Feature changed Real-time file system protection changed stat... SYSTEM MNT AUTHORITNSYSTEM
| Feature changed Anti-Phishing changed state from Inactive to ... SYSTEM  NT AUTHORITY\SYSTEM

C. Filtering
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Log filtering (2)

Find text:

Search in columns:
Time: Module: Event: User Ay

Record types:
Diagnostic; Informative; Warnings; Errors; Critical A

Time period:

Mot specified W

From: 05/20/2018 W | 11:00:00 AM =

To: 05/21/2018 % || 11:00:00 AM

Search options
Match whole words only

Case sensitive
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(es[E) SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER

Update ?

Current version: 8.0.12003.0

e’ . e

x_s UPDATE Last successful update: 277052021 10:22:41
Last successful check for updates: 27/05/2021 10:30:52

{23 seTup

Show all modules

Check for updates Change update frequency
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(es[3) SERVER SECURITY

FOR MICROSOFT WINDOWS SERWER

Setup ?
‘_C | = )
Computer >

All required computer protection features are active.

Network S

All required network protection features are active.

Weah 2nd armo
VWED and €ma )
All required internet protection features are active.

Tools >

1} Import/Export settings ¥ Advanced setup
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& W] LLE Microsoft OneDrive L fiff ERHUJH REM ESET OneDrive 47 41 &5 JEE HI A2 X

AR RS RV SRR, S — T PR 55 1 A (i A7 o I8 B PR RS A BT R A

R I A TR I RO, e Rl A s AL g i ORI, (AT TR [ TR
FEAF IR E AT RIS, BEE— T ihEs He

BE N/ BEE 5% 5

A xml BCERE RENGE 28 B0 H TR E 2 807 E B R

[t B 3% 5 |

WRPE 5 7 RAC B P SO AR 27 BRI R iR AF ] ERERR ] &, % FsB

B

ESET Server Security £ T e Z G0, DAREOR B2 56 IEORH [R) J A B 2207 o AR T s A REHT /45 i
BeE T oIt

SR EE N Nk
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PHRC. A7 SRR SR A ST T AR S, S X2 O B k. W (AR R RSP ], B
IR (BCE) 50 [AmEEHERR], ST BaRC [FFER ] SOEid, R 1 HERRIE 28 R

o B Pl
PEAAR T BRI . T S BN T s/ RE R, DA R e Al A A RS B i e 2 E 1 7
EHENAZ TERT AT (HIPS)

A BRSPS, WARYE B RT R RER ST OB EN T

* Advanced memory scanner

i e 2

—IHES BRI AN ] Er (s e . ANERZ BIPREEGL B T4, 10 AR Z5Hs cPU T B iR foe b A A3 FH 5 st
%2%%‘% B [RRpial] 248, Bofla B S e GBEr 2 atbmlby , #%35 EERAN T gms
BERERRREANE

REE G EE R R Deg SRR AR NP el | Ry, E0mT DU T o 2 2h R s S P S DL P e 1 (14 ey ]
§, Wigt—T (BRI RiEMZertott. HEIHHUI®, i1 [BAREXRRERARN
AL R, GE % T P RRAH 55 1 Ak i o 8 B ALK R 11 ol o e

BN P ) 2 A TC AR TR RO s A 5 AT i OO, {5 T I [ RO R
FEAFHUREE AT INRHNE R, SR — P iniE R e

N\ /B H REE

fE xml BCERE REASGE SR BOR A AT S0E 28U E R E R X

[t B |

WRIE H 5 75 R AC B P e Mg, 25 BRI ER iR AA I DERERRE] &1, %~ FsB

A Bt

TE AR AR R, R FC R BAE AR () A A AR T e B A 3 o L T R i o e B 1 BRI R
ST RE 1Y fE B R ES -

(A ] AR T R A O] /45 T A &R 21 e

A U [ 7€ (1DS)

AR N A A BT LR AR AR B . R A E R g I B
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AR R0 3 B D r A M R . R HL YRR A AR AT B SR S
Pkt p A7 it AL B (SRR A k)

AR AR A U ACYR ) WP AL HETE B, S 2 PR 44 B op DL SRS X 300 ) A S A

St L T AP o (o ) I P P s )

o B 5 R R A B AR 9 S ) AR

AU PR BIAAR, S T A 55 AR T AR o 8 B BRI A (1 By R A

B P S A ST AR TN 4 TSR A 5 AL g i OO, {5 T I [ RO R

EE AU 2 AT REIRGE . A T ERET %
A/ 15

i i TEELR AR RGE 20 50K F AT R0 2007 SR E R
L3t 5]

WR¥E 5 7 KBC B P e MNEIH . 25 B NS i Ar i DERERRE] &, #F FsB

A SE RS

S SE HE PR o AR T R S AR, T L8 51 IR AT B S HE AR AR 5 DA BE R i I A 5 B B P AR B
WEETHE . BT AR, AR e R AR AL, IR g IS LR

Web FI & FE 4

Web I 7B ] RO /45 P A BE B R 81 e

Web {7 HY s i

WRHOH, AR HTTP 5 HTTPS B il & LS 3k i il
7 T = 3 7

A B A8 POP3 A IMAP 3 AU 2 Wi 38 3 AR

A g # £ 7

TR 14 O 52 T B 0 TR AR A 5 P B YR AR AR AR IS (R TS . BRAT R R A U B R
IR AR, S E— T AR 55 HO AR Tl AR o 1B PR A A B R

BN T I S A T BT ROT], % s AR s A i i OO, (T e R [l BT R RE
FHEAFRURRE S AT R E, i T iihER Be

BE N/ BEE 3% 5
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] xml BCERE RN OE SR BOR A AT R0E 2 BUHAF 2R E R X
[ FEROE ]

M B B 7RG B PO AT, 7 B SRR P I ERERRE] &, %~ F5B

THE - 2Hlrtss

ﬁn% (7 G ESET Server Security THASZ AT 20 M B ZEAR A (100, BESEHERRES) , 40T CAROT 2
L IR T asE T ¥, BT SRRt £ R ST T 5%

@T%M%E/Jﬁf'aﬁ (10 4r$8. 30 4rfE. 1 /DN 4 /DB 24 /DB, B3N IR IRSS FHT R E) ek A) « B
T EC 8% 2 R BESET Server Security 15 & 1 48 IO 1) T B AR USCEE SR AT B 7 AL 8%

Enable Diagnostic logging?

Enable Diagnostic logging for selected time period.

Enable for 10 minutes

Enable for 10 minutes

Enable for 30 minutes
Enable for 1 hour
Enable for 4 hours
Enable for 24 hours

Enable until restart

Enable permanently

FEWT G P AV REAL, 3% T AR S o e i O . o R0 T S 0 577208 o 40
P T2 A T AR T RTROT 4 R Id A S AL iy OO, {8 T e 0 [ O R 8
FEAFHUREE 2 A UF IR e, Sl — T iaiE . e

BE N\ /B

fEH xml BCERE REARESEG B0 H TS 2 B F SR ER E

B 5 75 K0 B P e eI R AR A ERERRE] &1, %~ Fsa
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B\ B BE YRR e

R AR TR B 4y ESET Server Security I H BTHCE, FEN/FE B EDaEdER EH .. & A LR ESET Server
Security@f FH [E N\ ZhRE R AR IR E e/ EH 2 A A RS . e e HE . xml FER.

(es[}) SERVE

FOR MICROSE

Import and export settings

The current configuration can be saved to an XML file and restored at a later time )
when needed.

e Import settings

Export settings

Full file path with name:

1} Import/Export settings ¥ Advanced setup

| USRS A RERR R BE LR SR NTE € H 8%, FUT RE & 7R BE e R T A B R

TH

N ThRE# F A ESET Server Security & P :

s PUTH IR

o HIEsER 4%

A

S
ﬁf@i

e
i

ESET Shell

® ESET LiveGuard Advanced

* ESET Syslnspector
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* ESET SysRescue Live

o H

it

%%

o JEACHRAS DI

(es[}) SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER

Tools

Running processes —1 Protection statistics
Reputation information powered by ESET = Threat and spam statistics
LiveGrid ®

Watch activity BN Cluster

File systern activity El=E] Mot used

. ESET She
2=] Command-line user interface

B TooLs

o - — =

7) HELP AMD %
ESET Syslnspector Scheduler
Teol to collect detailed information about Manage and schedule tasks
system

# ESET SysRescue Live

Malware cleaning tool

Submit sample for analysis & Quarantine

Send file to ESET Research Lab Safely stored infected files

AT P IR EE P

PUTH EHERE R BN RIS DT R SRR, A ORI AR M I T ESET SHT AR 1 AH B FRESET
Server Security A $2 BT HH R EEAE P IO REAN & A, DABKA ESET LiveGrid® T ARzl & .
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(es[E) SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER
€) Running processes =) (&

This window displays a list of selected files with additional information from ESET LiveGrid®. The
reputation of each is indicated, along with the number of users and time of first discovery.

Reputation Process PID Mumber of users Time of disc... Application name
@ SITS 5. EXE 208 7 years ago Microsoft® Windows & Op...
@ CSr55.8%8 328 7 years ago Microsoft® Windows® Op...
[®=1 wininit.exe 432 2 years ago Microsoft® Windows & Op...
B winlogan.exe 460 1 year ago Microsoft® Windows® Op...
@ services.exe 524 1 year ago Microsoft® Windows & Op...
ELP AMD S oR [2=] 15355, exe 532 5 years ago Microsoft® Windows® Op...
_ _ @ swchost.exe 583 5 years ago Microsoft® Windows® Op...
[m=] logonui.exe 720 5 years ago Microsoft® Windows & Op...
@ dwm.exe 728 5 years ago Microsoft® Windows® Op...
@ ekrn.exe 748 3 days ago ESET Security
c.éa spoolsv.exe 604 3 months ago Microsoft® Windows2 Op..
B\-‘gauthsewice.exe 1140 2 years ago Viware Guest Authenticati...
[®=1] ym3dservice.exe 1228 1 month age  VMware SWGA 3D
ﬁ\-‘mtaalsd.exe 1256 2 years ago Viware Tools
-;Efﬁ Wmiprvse.exe 1596 2 years ago Microsoft® Windows & Op...
[®=T diihast.exe 2032 5 years ago Microsoft® Windows & Op...

~Show details

%?%m&%ﬁ(@é)maﬁﬁﬁﬁﬁ%ﬂfam(E%$%<E%ﬁﬁﬁﬁ%%$2%,M%ﬂu
S T E AR R A 0 R R R 56 AR A A A

B I KE - E I FRESET Server Security F1 ESET LiveGrid® T & il — R RBRE] (BEEE
U (ER. RERERF. BRSNS NS, AMEERESREHEENTTEREE. RiBiEERBER
A, Bt 9 - BEEE (BE) £ 0 - BEBE (6) NEBERBSIBREDME.

R HAr e E A LT iR EUE BRI MR 4R, S EAE RN LA R, ESWnr DA
Windows LAEEH &, &rl UAE THEHYZ AW M RA#EME [T/EEHEE], AR —T
[TAEEHE], 5% F#8 ER Ctri+Shift+Esc $ .

PID f7E Windows {F 3 &% AT T 1DE

ﬁ?/ﬁ%hmﬁﬁﬁﬁ%ﬁ%%ﬁﬁo%%ﬂmﬁE%ﬂMﬁm®ﬁ%W%o
HH

SET TR ESET LiveGrid® F4k7 35 B DA AR R IE ]
Ry [

JEH R T R e e AR .

R

P

ERREAPA S AAY] () Ky, A 28 EiE. el BN, &ESE
FAEE, AT LA P A A DL B DhBE SR 5 IA A S8 55 ESET Wi Bl = . 5 ACa¥ IR, ﬁ%ﬁ%%
(RO AE S, RO AR 0 i 8 380 e — {08030 00 ) 5 S B BT

Bt
LT Je B B DA AL
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« PRAS - IS DR ALE

o K/N — BAIA kB B MB RS R K.

« BT - MRARAE3E R TR W IRE SRR

o AE] - PR EE A R R AR T 1 4 FE

JRA - A AT E R

« AL - BRI R/ S A

o AL HM - AR UL H SRR

« BSE - Rar— R RS S R
B 2 R T HE R

£ DRITREF] BA PR % — T B, R m A FE rh HRR . HEASOR S A TR B
Ho

B iRy 5 3%
FEBAWE, {EEFETEEEE, RREEEI M N TRERIZ:
ERAGIED

FEIECE AN E R . ER R ORI ER (B) KBAWEE (&) .
AHRETEED

Bl EE I E R . ERMEECRERER (8) RMEIEMEER (%)

A 2 1, AARBER R W S0 B AL SR [RE R RSN EY ) MRHIR. [ [FrEsR] Tk
ThRER UL ST .
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(es[}) SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER

€) Watch activity ?
File systern activity A4
MNetwork activity
2 MB
2 MB
1MB
512 kB
A A ‘. A A Y A A ‘. .‘
27/05/2021 10:42:28 2770572021 10:45:44
Amount of written data
3 MB
2 MB
ME
ME '
kB
A & A a L‘ill A a l.nll II
27/05/2021 10:42:28 27/05/2021 10:45:44
Refresh rate  1second v
A RIS TEAN R
1 B REOPESTEFEE, ANMRLSRE 10 4.

1o (il 24 /Ny [ RAF >SN & SO R,  HIRF R B S ol 24 /M.
1N (BaE—fEH) BRSNS R, HRHRO SR —EH .

Uik £

A E AR S ESET Server Security P s A AR B et BOkE, 2 T BNl eI IR H (0B At . iRt &
B S A SR8 e . ERMHEE . CIEERIEEE . A SR Es A EE .

R S AR 5508, [T R S BURRRE VI E R A5 ZEER HATP A AT BRI 4%
— T [ER]. HEEHBEIAEMANER, % T [&FER]D
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(es[39) SERVER SECURITY

FOR MICROSOFT WIN ERVER

<) Protection statistics ?

Antivirus and antispyware protection 4

File systemn protection
Hyper-V protection
Ernail client protection

A ‘Web access and Anti-Phishing protection

6,090

"""" B Number of infected objects 0 0.00%
Mumber of cleaned objects 0 0.00%
Mumber of clean objects 6,090 100.00%

Q, C\Windows\AppCompat\Programs\Amcache.hve,LOG1

@ Statistics started on: 27/05/2021 10:27:44

N %) %5 ESET Server Security 7 )R] F &3 51 & 2% -

i3 K MR b

RER 2 I K O 5 MR (4R
ERALD
EECVNRE EE S ON T E FI itk /10
Hyper-V B

BURSZIEG . OB AA SRR RS ((EIRREA Hyper-v RS -

EFEFR b
(R 761 B P i (38 BB M 1
Web F7EUR A8BE 8 R B i

ERR Web BI5E8S N RI1F

=R

ESET 245 /2 ESET /& /i & 41 i F A Microsoft Windows Server [ P2P I ZI L i 204
RSB LERE V] S ESET £l Iy 22 WA Sk B AR RR DA S S E L, BlanEc EA@E sz, mHTRL , PR
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JEE AT R SRS T IEREVE SE P T O R . B AR A RO BE ) Z9BWindows A SRR | B [ AR ST
fii7 (NLB) 345 | I BT REHEAH, JLELS C2e 80 ESET 2 i, R0 25 A5 75 ZAR R 1) 2 i e B pRESET #48
RE A DR SERAT M8 B T 10— B5dk

ESET sE SR B B 2 TRl AN & [0 A1 o A R 0 T A aesE, B A H .

REHE FE DR RN [TR] > [BHE] AAFIEESET #45E | IR HI, ERAICER, REHES R
Hefg i k-

€ | Cluster e)(?
Name State

W2012R2-MODE1 Online

W2012R2-NODE2 Online

W2012R2-MODE3 Online

W Cluster wizard... W Import certificates.., W Destroy cluster

A ABALE ESET Server Security I ESET File Security (i FJi2 Linux) 2 [H1 & 7RESET 45|

HRCERESET # | Ry, A AR T UBTHE E R

o HEMER - W IEA TA M Windows 85 F2 I35 45 /NLB # 45, B BIEHNME & B Bk B Frig 21
ESET 4.

o WIBE- ST D ARl AR AR A RE AR T EDFTIG ARG (WT LA [ AR ) BUME T4 &)

A0 ol il 8 RS2 8 P T R FIRFRIESET Server Security & ZUB% To: MIME R4 58, [K Ak SR 5 8 2IFEBR A
KA SMTP AR ZEIE RCPT TO: 8BS R a3 Bl I8 kR T i fRIE AR 78 7 )
AU AAF 2 AR A0 I e P R T 1) T A

PG SRESET AL | 18, TP ERETE & B8 %4 ESET Server Security®iE /EPESET #5 4 | &% € AR
B HBTE . 7E L Ath 2 AR T BL I i 22 2% ESET Server Security T 75 2108855

« BEBT - HEEE AR,
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o TAERHEIEUL - (70 SRR A B RG A P AR [R] A A B B B IR P 18

fE TESET s B | ofy, St ml DU 1 B3 o 1) 6T B 2 A A A BWindows A EEM AL AR / NLB #5245 | UK
SOIGFERFRE AR (FEAR 49380 R fit)

MK (A0 EIRRER T ERER ) BNENES &

i FHRESET #E4E | 1Y 59 —(#E5K J& A ZHFEHELE ESET Server Security & [ESET #4E | #IE4AT, 7EEWindows [
o] BOH (R EREIFRBILA]R

AT LAAT 2 R R R T 1 A IRESET 4R | o

PN o4

P HTTPS IRy, & il A I8E DASR L EX T (O PR AR S DR A Bt . SR ESET s SR #A AL IS RS JE . B A
—{EAR H SRS R A — AL A H SRS  3 E BT BS RS . EOL P A BT BSRE AR, (S BOR B SIS R AL
N ROpr B REH I 2R S0, e @SR E . SRR s @RI (R %
W EA) « RIS K% — T (B

SHEB B

FIASFRRESET s 4 | o BRI B AHS & (L S 0F D RO Bk B A\ A 51 ERESET s 4R | MURCER. SERZAR, RHE

fEEWindows Bj kil | FEERATE ESET By KOS HL R . S mr it BT 2L & 0118 2 A IR A, 0 BER n] DALE HoAth
RESET # 4 | FIMEH .

=ERE - RN

A ERESET #e 4 | IUH —E U BR A B0 Rs . T U] [E BRI JRTAs DRI .. ] Aopsaiss. ue
o AT DS i A\ i as A R AR R 1 — T (BTl

HEEH

& H#)7E B{ABEWindows Failover Cluster / Network Load Balancing (NLB) ClusterZi 4 G &l . 4 H 2 2 S/ BESET
A | AR 28 7 Ak BWindows Failover Cluster / NLB ClusterBIf i 8 A 6 [ B 14 B BEERNLE #4E | (428
e LB [RRFEwmEER] it st B RIETR . — B 1R H 6 RhE B

B

A 7EEDomainBE [ WorkgroupBrd S MBI E I . 73k ol -0 0 A2 EmESET 0 | . 33— (s o
BT A G T B R I R RR, Rk T (e

A

(S ESTUNTE
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Select nodes @

Machine to add to the list of cluster nodes

Cluster nodes

ESFW_NODE1 Remove all

ESFW_NODE2
ESFW_MNODE3
Autodetect

Browse...

Load...

HEEMEE R [BREEHR], SHRNEEER RN SRR T (BR], 2L — T [E8BR] %
SEATHIRIEH .

RIS C M B FRESET 4R |, S TTLABEREFTE ARG . D BRI PR A o

I 1 P OR B AR T B T BE06 2H Ay _EAIRRENE HWT LU AR BLocalhost (R TR CRTIY 2 [ 25 | HiEL.

ERNE - 2ERx

JE o i BT SR E AR (I TR D) .

BELR

AN, Wi—T [F—2$].

EiEE R - (RRCEEBIREA 9777)

WA CASE A IR IR P IR 9777, G54 € M A ) FL At I R g%
£ Windows B K i B gL 238

IR & E Windows 7 SRS H SRR
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ERRE - ERTENE

SE P8I RE SR RS 75 A AR R Ry B 2238 dh
B #IA
- HBY JEum - ¥ E BRI

* FE) - T [BA] WENEFAEEEE AR HhaBOEm [ReEHE | 85
ANEEE GRS I8, DI EEOERESET 4 | AR, 7 2t AR L&, %+ [Rle

BHREHAMH R E
* EBYIEN - ESET Server Security 5 & fERHH HTRE L B Bh2ede (1E3E RETRAHFIZEMIN 4 $2408)
« F8) - T84 ESET Server Security (fl, #EFLCHTRL FATAE 1 OS ZLRERY)
AR B HTRS, (B RRENE &
ESET Security & H BE) 2 R AE GBS 1A ESET MRIRTT 5, AT ZAZHE.

| S R A VR RGN (32 MiTTAl 64 f7T) EEVPESET #54E) , 5 ESET Server Security®
T BRI A F R VR 3 R, SR s R B R A

=RRE - TRE

LSRRI AT . TR [RR AR
* WERRSLE A LA R 2y AR A
o AL 25 AT 0 B
 HTBEZ AR
« T4 BV ELIEI
« AL
« VIR HNR (R SR

o AR TR AF AL 1 8
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Modes check

Mode check log

[2:07:55 PM] Mode check started

[2:07:55 PM] PING test:

[2:07:55 PM] OK

[2:07:55 PM] Admininstration share access test:

[2:07:57 PM] OK

[2:07:57 PM] Service manager access test:

[2:08:04 PM] OK

[£:08:04 PM] Checking installed product version and features:
[2:08:04 PM] 0% (W2012R2-NODE1)...

R 2 5 AR TR & 7 B S -

52



"

Modes check

heck

[2:07:55 PM] Mode check started -
[2:07:55 PM] PING test:

[2:07:55 PM] OK

[2:07:55 PM] Admininstration share access test:

[2:07:57 PM] OK

[2:07:57 PM] Service manager access test:

[2:08:04 PM] OK

[£:08:04 PM] Checking installed product version and features:
[2:08:06 PM] W2012R2-NODE3: Remote machine has different
set of ESET product features installed. Product will be reinstalled.
[2:08:07 PM] W2012R2-NODEZ: Install will be performed.
[2:08:08 PM] OK

e e e e e e e b

=RRE - ARE

& [ESET #4E | WAL AR 2R E iR un g b 2e 4G i Ry, K5 &(EH 8% %ProgramData%\ESET\ESET
Security\Installer FEFZIL RN, MRERA B ZHERAEM, RO FEREZLIEELEMN
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Modes install and cluster activation

Insta

<] >

< Previous Einish Cancel

. WFRFEIROSRE (32 fITREL 64 fron) B HUEFETEEE [ B S, RA EEAT R R
L m ey,
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Modes install and cluster activation

Product install log

"

[12:56:34 PM] Generating certificates for cluster nodes...
[12:56:36 PM] All certificates created.

[12:56:536 PM] Copying files to remote machines:

[12:56:41 PM] All files have been copied to remote machines,
[12:56:41 PM] Installing product:

[12:56:42 PM] NMumber of installers started: 2

[12:59:35 PM] ESET product is installed on all remote machines.
[12:59:35 PM] Enrolling certificates:

[12:59:38 PM] All certificates have been enrolled to remote
machines.

[12:59:38 PM] Activating cluster feature:

[12:59:40 PM] ESET cluster feature has been activated on all
machines.

Install

<] >

< Previous Einish Cancel

B IEWERC ERESET %45 | 1RPRESET 4L | o/t [BrE] > (fARa:] ' EnmA.

. InFELLETEL O e SEEEE Y ESET Server SecurityB £ £ & I K148

L % ESET Server Security 1] fg i A% H B EHHTRUE) .

i AR e R R BT R .
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(esf) FILE SECURITY

FOR MICROSOFT WINDDWS SERVER
Setup ?
Server Computer

Automatic Exclusions 'Q'

Cluster 'Q‘

BeAh, R LAGE [#4E] IR E g A B Ak ([TR] > [ZEE])e

ESET Shell

eShell ( ESET Shell [¥Jf§i#%) & ESET Server Security FIar2 5/ 1 . E &2 & T AH H & A1 (GUI) 1245
1EReShell £, GUI — IR AL BT A ) BEAIE THBeShell ] 5314 6 75181 F) GUIRIRN AJ fic B BR A 3 8 A 2

B T AT ERME T GUI KT REELAFE 2 Ah, R THIE T LGRS E BHATINA, PLESIRE . 15000t BT
BEEL T . ek, BRI A A2 1 B GUI B8 31T S BeShell AEH B H

T TN, FRPIAL RIS P DLEE B B4 55 B4 DAL eShellei i3 Windows s 445757 (cmd) #4171 —
A QWL i, (EFT DURFRE B 50T BIMAR R 75, 5 MALVEPEL LS A T 2B e, @A
A5 Z BT LT A &«

eShell 7] 7E A AR 20 14T

1 HEME - E AR EEH] eShell (AN A RBUTHE —rd) AT TARR AT AR, BlinS2 s fe &
WAL BT RC A . AR M AR AR A Ay, R DU BB . B ] fh B A B A R b B
eShell FINZ . B W& & EAERE NA A2

2. B—m< / MR - ARG RTFEPAT —E i ST ZEN eShell HEIFIA, A B,
A1 Windows fit 2478 7 eshell U@ E )28,

+ eshell get status & eshell computer set real-time status disabled 1h

A HROEB AL E, AR/ AR P gUT Kt ar & (Bl B2 — e . &R, &ef
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gl

— A BEBFRAE . BN L

o

SATH R E AL Windows fr 2 B n F ot #i FH eShell fn 4. WFEFEAE N, 528 U H0E 2o
A Wi 7 3] ALE eShell 3N H 855
1. &8 WindowsBBA%E | ThRER: [Bi4n] > [ FExX] > [ESET] > [ESET File Security] > ESET Shell

2. ¥ Windows & #NF ol A 4% F Enter
W R IE B SR , I8
SR 722 25 ESET Server Security 218, RETAENFTH] %iﬁ 2 F'fﬁf'ﬁ i 2 PE N T o0, WE B

F) eShell@i R & A58 28 R EL G ESET Server Security H)41Z/0 2245, &54d H 2@5%{“‘5&%}3 eShell@f &
(1 ’J\M‘/E@Eﬁﬁ 7T, AT REIEAE) .

A — AE HEE A BT eShell B, SEBURVIREHAT (B HiH.

I RIE AL AR MBURYICRAT HIH, S5 iAo ML S HUR — SRR H R, AR an
FRlCEER . ATEE . A S MR, 4% UEH eShellm

T IRIEHAT eShell By, #5 & FE 3| HE 1w

EXN ESET Shell — O X

ESET Shell 2.8 <6.5.120089.1>
opyright <c>» 1992-2817 ESET, spol. = ».o. All rights reserved.

aximum protection

License validity: 12-.38-28021
Last successful update: H-A

Automatic exclusions: Enabhled
Anti—Stealth protection: Enahled
Document protection: Dizabhled
IPS: Enabhled
eal-time file system protection: Enabhled
Device control: Dizahled
ESET Cluster: Dizabhled
Diagnostic logging: Dizahled
Prezentation mode: Pauszed
Anti—Phishing protection: Enahled
Email client protection: Enabhled
Jeh access protection: Enahled

ANTIUIRUS DEUVICE GUIDE LICENSE
RUN SCHEDULER SETTINGS SIGH
TOOLS uI UPDATE UIRLOG
WEB—-AND-EMAIL

e AN R/NE, DRI AR (8 K58 BN S # AT AT 2

n

HET eShell
&y PATE N HET eShell@f&E AT LLAIE A IERCE G4 A, GBS« BT R CARE sy & A
AT HAMEIE
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&

G

F82 2R F IERE I RE R AL 7 BEIEAE, YevT AT &R N, 518 IBIASAH . 18 200 H R
eShell (1] — &Gk

[<prefix>] [ccommand path>] <command> [<arguments>]

# (Hhdn 2 & E SR ) -

SET COMPUTER SCANS DOCUMENT REGISTER ENABLED

SET — RIEF

COMPUTER SCANS DOCUMENT — i€ fir & HIFEAE, JEibn & Prid| i NeE

REGISTER — A &

ENABLED - x4 15| 8K

i 7 MERar M5 80 B BURZR E A MIREE. BN, STATUS 7 & RN STATUS & MIREE:
B

[get] status

==

get — HURHTA B AH IR RE

BaER [get] LUAPTHFEINN. EBEHEAEF get 2 status MLHITARIME. ERREERT
status HARIBEAEMATE IR, A ois i HERNITER SRS get status) . EHMATE

Al {2 AR A IR 8 get RKHR v HOTHACHT ELad, (E2 S 2RI E R 58 A 22 S A
FEVHRCHT B, 10 H i W R BT I a2 .

A AN 73 R/NES, DR A A A P KR BN R R T AT A

B / 1%

AT E s e —TEfE3E. GET A B S IRALE U iC & ESET Server Security € ThREHI & A, BB/ RIIRRE (5
4n GET COMPUTER REAL-TIME STATUS &8 BIRHRAH H AT B RERE) « SET Al E &K i B 2h e
HHYRAE (SET COMPUTER REAL-TIME STATUS ENABLED -&r )Rl o) .

1B LT eShell I HI RO HT BAT . 4 Pl RE BRI SCHR T A A B A7)«

GET &= H A R 2 /R B
SET AEAE/ R TE
SELECT ®&EUIEH
ADD HriEIe H
REMOVE # kI8 H
CLEAR  BRRFrAIHHE /MR
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R[5 B A AR 2 /IR
FECH B BE T i

15 FH B B 1%

B {5 i 5 1

MR R B ik

B R THR e /I /R
LT/ F

TERE RN

(FEES

K SERTE R AT B 2 e SR RCRE A, (HER G4, (Bl ) AN B A .

WK / WA
AL ARG RS HTN b o RRSHIR S A 1 B AR AR . 5 JE AT eShell I, AT AR J 4

TP ERBAT A, BRI N4 R CLEEBHIRG I INBISE. filln, S i NI, &
ﬂﬁ%ﬁT%m r BT N

BN ESET Shell — O >

pShell>tools

ACTIVITY CLUSTER DIAGHOSTICS ECHD

ERA—-TARGETS LIVE-GRID LOG MOTIFICATIONS
PRESENMTATION FROXY QUARANT IHE RUHMHMIMNG-PROCESSES
SERVER-LIST STATISTICS STATUS SUBMIT-FILE
SUBMIT-SITE SYSIMSPECTOR SYSTEM-UPDATES HHMI

efhell tools>

O HRERT LTS, MARKGIEE ZET AN TNE. THNEEEEZmL.
ARG F 2GR P e R A, FH (R fIEEE) o

(AR AL L -
DAY > 2o N )RV B

R AEAELE REHR (A7 & AR A , R fsmA (o fll
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bz, BN W EED o EEPUTIENE, kAR R LR A, MBI AIRIE R M RORAR \
FDEAE A A EL [P 2R H 8%, SR IS N AR IRAE I I IR A T UG AR B BB R e N, W
TG EMNEEEERN . B URERFRNEL, . fl, WREEEDEE=]E, &
R

PASEL H AT N SAE . R ar S O S EBAE NE, BB, B, FEMIT GET COMPUTER
REAL-TIME STATUS, :&5H#éiA:

GET COMPUTER STATUS — WIREAIEMRNEG (fr 25 R eShell>
GET STATUS — HRAEAIAE N%F COMPUTER (i 4 51|87~ eShell computer>)
. GET STATUS — Hn4&474E N 45 COMPUTER REAL-TIME (fir 2 %) 887~ eShell computer real-time>)

ERTLAE B — . GBR) TANBEFI AR .. DA B R R B AR

v GET STATUS - tSRMEAIAENES COMPUTER REAL-TIME (#5458~ eShell computer real-
time>)

518

S8 B A iy 2 T AT B EE 7 vk . B, #y4 CLEAN-LEVEL (fiZjA COMPUTER REAL-TIME
ENGINE) mJEL %I 5] SdE R F :

rigorous — —AHRUE R

safe — # A IRERUAI, 254N 22 4 U 44

normal - #5224 AR RO, 5 A 224 RS

none — —HRHMEH#

R FI R 51 80 ENABLED BX DISABLED, wJ F A& HCHH B FH G 2 Thik o
WREN / BERWS

eShell FIEEEHEREINA . v &A1 G1E0 (B 51 90% 2 Bl AUIRIH) o 8 SEVR A0 e EL g 8 A Wi B ] e 5| B
(Fansey . A REEERAE) o AT CME RIS 1 A1 O AN B F A ) 5

computer set real-time status enabled => com set real stat 1
computer set real-time status disabled = com set real stat 0

v

iy R 2 FE -

computer set real-time status enabled => com set real stat en
+ computer exclusions add detection-excludes object C:\path\file.ext => com excl add det obj C:\path\file.ext
computer exclusions remove detection-excludes 1 => com excl rem det 1

B A i 2 BN 25 DL EAR I 7 R 2 BHEERS - (] sl N ADVANCEDA EZs AUTO-EXCLUSIONS FI A )i 55
4 )BeShell # vk g B EHATHE—H dr &« RGNS & HUREE AU, W HZH DL A 2B SER dy &
JLFELY

eShell>a

The following command is not unique: a
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NFA COMPUTER N AT I T INE:
ADVANCED

AUTO-EXCLUSIONS

FEEHI @R (B, AD MidERJE A) eShell E#I N ADVANCED FNZS, PHZ&HBLTEZME—.
SERREN ) S GE iR

ISR E i 2 R AKIR BT 5 07 sNPUT I, IRAMERREAZ T & 518G, EEH e B,
Ut eShell AR IR G T 507 50T, Mo HAT et G AN ZE SR . b e/ REsCHSC L an .

HE)5ER

IEMEAE eShell 2.0 #EH BT DIRE, B Windows fir 2 #7770 ¥ H B 58 i AR 7 B ABWindows i 2 #7~ 7 70 58
RS RIS, M eShell SE T4 WNREIEELRE. ARG, N4 FE, NN Tab IR 5
FCEAE P A IR V4R . 4T Shift + Tab R VIR . ARG MRS B B E)E k. &
P —{E. #hn, &N computer real-time additional W% T Tab A EH RME. AHRM,
FHEIN com ZRRTE T Tab 5EAK computer, WWHAZAEEM AN real + Tab Al add + TabE4% K Enter@ift A on +
Tab 1% 3% T TabRIE A 7 F 5840 2 FIEERY)¥: on-execute-ahBon-execute-ah-removableBon -
write-ahBon-write-archive-default %%,

hilEA

2 RB AR, THARPITES (BROHEIRNAGHATEL) . A SER 4, W

(global) close - &R

(global) quit — &5

(global) bye - &K

warnlog — L HBhERCExFF

virlog — T HBGFERCEEH

"(global)" Firfin & Al HAEMTALE, M5m B AT NAERT. — a2 HRIRZ M A4, Fland 4 EXIT A1
4 CLOSECLOSEEQUITQUIT Fl BYEBYERH f 4L eShell Ky, AT U] EXITEXIT fn A, SAE—71
%. 4% VIRLOG f&#r4 DETECTIONS M4, Mhan4f0 TOOLS LOG WEH. fnth, ¢ ROOT

N FERIA S, RE SRR (EAFEEN TOOLS, 1% L0G INZ, M HAEEM ROOT
7)o

eShell MBI EFEEH MG A. 4 ALIAS fJA UL ESHELL N%.
FEIERE R E

ESET Server Security i 5E ] & WG R7E . 18 0] DU GUI e 2158k eShell ] R &% E: set ui
access lock-password®

2B R DL H B ) 7 AR Ay A (B8 B R B B R A ) BN IR S . a0 SRS ET B R
M eShell T HANAE BB BN H5, A LUEH set password #74 (H root $4T) £ eShell Z0fF
RS, AR R 7 B S PUT i e B BEN ISR, W RS R eShell BT ACAE S . 18R R1E
1B UHHT TAERE Bl A5 2H eShell LR MRS, W FHEFIRMEH set passwordd
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FH / %

BT GUIDE ol HELP fr W, RHAEH/RS [WIRSATER ] 520 eShellmtbdr 4 R AeTE
ROOT % (eShells) HfdiH.,

W ERE

eShell G {RESEHTCHUT Z @ MIERE. 18 R HATHT eShell HBI TAEFEE . — B eShelB R 4T
HAR S AT SRR . IS BT 173 Up A Down AOBISEIRERE . EBHRFIR KM 218, BT H B
SR SE R ) A A AT R BAT I &, B EAT B

CLs / R ETH

CLS fir & I ARSI . 185 Windows fir 247 - o BB BL ) iy - 5117 T 38 7 UAH TR o

EXIT / CLOSE / QUIT / BYE

27 B P B A R eShell@f&E ml LU NAT — 74 (EXITECLOSEEQUIT X BYE)@

ke

AHEITEF LA eShell dr &N AR B -

| i AT, KL A5 SN HE AT AT 4

e (BEE R WEN) -
)i
FIH R R E . EFEREM, flin.
o SZBER ESET 2 A1 S ot A4 8 S HRBUAS A 5%
o {F 3 RGUMBEA (I BERSREAT B AN
 [EHE AR (BHEHEED) . e ERZ M (FQDNEE & A IR a2 I R R) DL RE R 44 7
o JEI ESET 22 axfh e ih D BTl AR RRE T B RRAS A 55% o

P2 A
root
G

W, HEPATZEE RN AR, RETE AL VEE PR N RS o R A R
BB 78 N n] HERZ 28 ESET Server Security it & 2« REUKAER B UCHATIE 2, o im N &,
SR, A Bl AR R N5, 0] DLUE B ilReShell #5 & 50 F L2350, 1T HAEPUT ZH B R#E ) a4
Re, R H B LES.

T 1 B 15 R 38 P S H ORI eShell BB TAEPSEL . — HAS4ETR eShell, REIGIE R E RN B, HE
TR EE) eShell B, #6555 B FCE BE5HE
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S B TR AE BT K 8 IOV SRR AT T P . 94T B MO VORI, S5ER2. ESET Shell 44
ISR R A T, SR R L

eshell set password plain <yourpassword> "&" computer set real-time status disabled
E AR TEE ) i 4 AL AT

APk A 2l T REAE N LR MO UHE S8 o it — AR S BV RT3 S AE L VRE S b A sl il CE At
M BRI « InFReeiE R, 2RI S/ 150 (B B RHLUOE = —) .

N A
root
EENRE

[get] | restore password

set password [plain <password>]
(=

get — BURE

set — BXOEBURRRES

restore - JERRENS

GILVE

plain — VIHE SN BB RSAE 2 2 81
password — 2§

B

set password plain <yourpassword> — :REN R ZHEREY G %E
restore password — JEFREHE

i f:

get password — A Ar SRS N CREEE (RgBRERE "+, AEdHEBAY), WAH
7 BB SRR RN W AR AR

set password plain <yourpassword> — f§i Iy 4 2% € C € B %5

restore password — HLam2 &5 CE RITED

EIN

HU/RRBATA ESET Server Security H HTRIREP AR E AN, tHAEEREET / B E Rl GuB
N2 B :

computer real-time
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A

[get] status

set status enabled | disabled

restore status

(=3

[ 16m | 30m | 1h | 4h | temporary ]

get - IR[AIHATEE/IRTE

set — RXEMH/IREE

restore — IR THRREE/WE/FE S

S8

enabled — BB/ ThiE

disabled — {5 WiE/ ke

10m - 15/ 10 4
30m - {£H 30 4rdE
1h - f#=H 1 /N

4h - 1SR 4 hEy

temporary — {5 &N IREHT B

R R — Ay A TG B TR . ETTLMER status AR EHT OB AIRAL . A5
L seipe sl Bian #5465 status frd.

fiiH] status arMITIRETEH

ThRe
EEJERES

WAL
COMPUTER AUTO-EXCLUSIONS STATUS

F k& \ {2 FEH &4 (HIPS) COMPUTER HIPS STATUS

R IRF A 2R R &7
S E

ViR Joe A % 1 e

A BUEE P78 (1DS)
A2 i o

ESET £
ZHTRL SR

i AR 2

A i 8 S B

BT ERA P 7
Web 17 H 78

64

COMPUTER REAL-TIME STATUS

DEVICE STATUS

NETWORK ADVANCED STATUS-BOTNET
NETWORK ADVANCED STATUS-IDS
NETWORK ADVANCED STATUS-ISOLATION
TOOLS CLUSTER STATUS

TOOLS DIAGNOSTICS STATUS

TOOLS PRESENTATION STATUS
WEB-AND-EMAIL ANTIPHISHING STATUS
WEB-AND-EMAIL MAIL-CLIENT STATUS
WEB-AND-EMAIL WEB-ACCESS STATUS




VIRLOG
8% DETECTIONS M4 . &R ZAm i B s T SR A, AT T &
WARNLOG

JEAE EVENTS M. BT EAm AR B e 2 M R i B A, R T B 4

MEER / WA

AT LUE A eShell 1E A58 KIOINIA TR LN B BEATESE . 5 ZHEHAC eShell SEFIHLIRRE S, M eShell £
SR R AAEF PR A G L.

+ eshell get computer real-time status

AT DA &, A RS RSB, B AR BEEUS EE CHERR I TAE, S TN
eshell select scheduler task 4 "&" get scheduler action

THHFBER (EARGITh &5 4 98 TAF) JEH(EBATR eShell 19 HBTHUT HEH]. W RECEGIATIE M i
L, RIS T E A w AR SRR [ORIERCTAFSmE RN LA S

Bt t, SR e RSy [FREIRIA ] o SRS eShell R Biis TR, (HA g
B0 ESET Server Security IR . HAE R H G B L E2MNaSPITIA, wiEmpE, Megr (B
EEFN] S, @B OB BRI R, AT a2 EAHRE R 2

WEAT FTE Windows iy 238~ ooHH FEjE A ) H— a2 R H L E, W IHIE T eShell 5ERAHHE (4
AR o A ER TR, I H eShell H 5 HEMEHR ui eshell shell-execution-policy,
BufE [ERERRE] (F5) > [fEFE AT ] > ESET Shell N1 GUI BT,

BRI R

eShell FEIE T FH %5 SR8 — BHLIKBE R (% bat) o & DU 2R B iR FIAH R B i 5 B . A B E T
A0, RS RUH e P . 18R] DL EFE A 5E i, BAE eShell HEH] set ui access lock-

password fin4. WERTEREMER, &l LURE) R E KRR R .

DR SR A T O D R, RS R R A OIS, 1 R BAS (S AR AT L R s R T . 3
FINAHE, T NS EAT A HAR RS N TR S

EEZFBIMIKEE R, 5C eShell FINBFBAT sign <script.bat>, H script.bat J& T2 %5 B8 4H5
PIEEAS . LSS ZETT AR e 5. 3% 5 & DR S UBE LS RAE R R . WR LI A 8% 5,
15 & HHT IO 35 8 B

A 2
EE

i

BEBUERT OB IR RN, A R HR B K,

Fi A Windows i & F27n 7 e BT O a8 2 IO 58, sRUHRRE TAE 07 T, 55060 T o4
eshell run <script.bat>

Horr script.bat &L R EE TS
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eshell run d:\myeshellscript.bat

ESET Sysinspector

ESET Sysinspector s&aiig & B . WERGTLI (Bl 2R BREIFE B, Midisg, oiE
TG SRIAH) AR AL R Al A M8 o 1 e A5 I P A X

U AR T3 B R T B AR AAT A A S DA A R B B AR AT, T

—F [B3r], REE [(REMR] NGRS B rc 8k B f ik . 55 %5:0% B 3 ESET Syslnspector [
ML A GREBEIRA [C&r]) . MR E M RGTE R E, Btk L nl fe T 2 — s .

[

ol

ESET SysInspector 5 7 & &~ 2 37 1B RE R0 S5AH B 11 1 21 & Al

o« R - B eRC SR SLA R o

4

Y

 GEAR - MRERLAR.
« fERE - @SR RCER A A4 R
« ARRB - PR ERE L AR AR
A EIED T R
« BR - BIRCESLIOBTRERC R . TERTRERLER Dk — T RGN R DRI [BUR].

o BB - LREW G BLA PR

B

ol

o BN - FEUHIMIBGERCSE. WA\ B B ARG I A ST PR B, Wi — T [BSL]. sEEIRE T
ESET SysInspector Bir&rc ek e ik GRRRBA L EEar) «

 BiBR - DEIE R BRIZIU BT AT %

AT BRA % — T {8 2 (S D A0 8%, N D RER T R LU TR (A A -
B - fE ESET Sysinspector H1 B U B sErc ik (B4l T B el RO S (K D REAH D)
o BB - LR B B iR

o BRI - FEUHNIBHRERCSE. W\ B BAEARRR I B A ST B e R B, Wi — T [BSL]. sEEIRE T
ESET SysInspector Bis&rC ek ek GRRBA CLEEAr) «

* BiER - D5 R ERIZIU BT AT 8
o EHRMIBR - MR TR PR
« BEH - BT AERCERNE AR xm/ K REURAER) xmi
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ESET SysRescue Live

ESET SysRescue Live /&% & 1AM, "EEE W] PR AIHEE CD/DVD B USB BE Srtle. & mT AGE Rk 4
RN S ALK T, SRR IS AR R, AIEER SR

ESET SysRescue Live [ 2L 2k f& ESET Security iR 7 ML FHEIESE R AT, (B A] BLA7 U
MAERRG . KRR 5R— R VR (B UfEAE 3 RG AT B .

R4S

HEFE 28 SR 4 12 28 10 2 8O B R BBl CHERE I T . 80T LLE JLATE 1 C R TAE LRSI 05 Ak B
HPERBRIBE T2, Bl TAERER N ARG, ROERS A BT . S mT D —F Do
{E] S O TAE . A EAmEIA OHRE T/EMBCE, 5% — T [4mE] %8, S OHER LT
ﬁﬁﬁ%ﬁ%ﬁ%&%,%@*F[ﬁ%@h%ﬁ@g?[ﬁﬁ%ﬁ%ﬁhﬁﬁ%&%%ﬁﬁéﬁ%ﬂ
VERAR

A — R TR E R TR AT
o Byl EC Sk Mk

s EWIAENEY (AL TR %)

o BRORHARTE BB

s EHEBENR B EEH

s HEIHEE e E (EHEEAR)
s HEIHENRE RieE (I B Hr1%)

12 HUIE A% U5 3 AR B4 ] A
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€) Scheduler

Task MName Triggers Mext Run Last run

™ Log maintenance Log maintenance Task will be run every ... 27/05/2021 10:47:39 27/05/2021 02:00:40

Bl.hdﬂe Regular automatic up... Task will be run repea... 27/05/2021 11:30:51
E/Update Automatic update aft

27/05/2021 10:30:51
... Dial-up connection t... Event triggered

E Update Automatic update aft... User logon [once per ... Event triggered
Ef System startup fil... Automatic startup file... User logon Task will ... Event triggered 27/05/2021 10:34:06
™ System startup fil... Automatic startup file... Successful module up... Event triggered 27/05/2021 10:30:25

HEPAT T ANENE, DA RO S — T A

B TEFMEER T, SRR BRARE— T OHENTIER, BriR oHETERFAER.
Sz RIEAT AT I E ) HERR 38 L AE N SZEISAT AR

Wi, .. RRED & B E L i HERE 8 T AEm

ARH. . A (TR AR E ) S HE TR E.
U3 MR B A B TAE.

HFESE - FrITAE

A B STE CHRE I AR
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m
L]
wr

SERVER SECURITY

W MONITORING
& LoGHLEs (e) Scheduler - ESET Server Security M

€) Scheduler =) (?

B TooLs

Last run
Task details ? 27/05/2021 02:00:40

27/05/2021 10:30:51
Task name MName

Task type Run external application v EIEET LS
Log maintenance

System startup file check

Create a computer status snapshot
On-demand computer scan
Update

Hyper-V scan

OneDrive scan

LB TR,
Lo,

g — T [CBAIS R & EAEMREN T, M g ] Bl rgiz i
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P¥ SERVER SECURITY

FOR KMICROSOFT Wik RVER

[~

Scheduler

Scheduler - ESET Server Security I;Ii-
Last run
Task timing 2 27/05/2021 02:00:40
Schedule task to run 8 Once
Repeatedly 27/05/2021 10:34:06
[EZTL5 27/05/2021 10:30:25
Weekly

Event triggered

Skip task when running on battery X
power

N KU

5. M 1 TAE - SR AR SEIRAE YRS 8 AR AT, JmT U e AR (0 BT i [H]

(es[}) SERVER SECURITY

VIR IVER

€) Scheduler =) (2
Scheduler - ESET Server Security I;Ii-
Last run
Skipped task ? 27/05/2021 02:00:40

A task can be skipped if the computer is powered off or running on battery.
27/05/2021 10:34:06
/052021 10:30:25

]

If task was skipped the next run should ® At the next scheduled time 2

occur .
As soon as possible

Imrmediately, if time since last scheduled run
exceeds (hours)
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6. ST IE AT - dn S TAEHRRR R T AR P FE N, S BRI A B2 1 P AT
7. R EMEATEE R, f—F [E—2B] REFTEES BRI S 2.
8.4%— T [S8R] DAL TAFeiEHIs

P CHRE TR & e HERE 2] HilEh .

TiesA

Wic A B B L HERE AR AR LA AR S N AR AR T 4 30T pe s U AR 22 1) TR SRR
s PUT/MRERER - HRE DT SR IE R

o PrRBRCeRMERE — AT B IR AR COMIBREC BRI ER AT 7 o MU AR 05 B s RO A S 1Y
FLERAER e, DAREORA ROEAE

* REMEERBE - 0E RGENECE AR SR AT IR %

« B ERORBIRI — 2 S7ESET Sysinspector FERIE — WARRI A REtctt (BlansEBfE0. EH]
FEZ0) BOREANEEAN, 00 28 T 0 R e A

s SREEREIRH - SHEE I BRSO R T R A
o SEH - HEREEEH AR DLBAT (R 5 SRR SR A ) BE T
* Hyper-V it — 4 Hyper-V WA BERLTHFRE R -

* OneDrive $i##ti — FFRERMfF# /AL OneDrive LRIREZE.

A AR ARSI A, RS R AR, 55— T ERBURS DR . 35 BE 2 B TAF,
TR E P BT . % —T [F—3] DS n

TR

SR Z71 L A A B [ S8R T

s —R - TR EEia e B AT — K. fEIRERH, R$ITT/E—X. £ [TESIT]
HdE g — R B e H ARG ] o

« B - LIBRERERRMERE (i) WNSIT. £ [TERIT] RE R EIUT TR .
« 8H - TSR RIE KR EERAT

« BEH - TARRREMIZEIERBN H AR AT — BB k. £ (BLFEE M H AR B 46R) fR)
R g AT TR A TAEBATIG ] i e PR aG s ] . IR BUBBAT AR & 1 R B
o S SE - TAREAERE R FIFZRIAT

RSN B ST R B TAE £ TAREREINy, R RS T, RIAERE T, fia,
LA UPS AT & 6 -
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HMEE
TEARFE a8 10 TAERE, 80T L8 52 B0 Bl W T8 T A 58 12 [8] it e /D Ta B

AU — A 1 5 A
RS U

o BERE— IR o A

o AR A PRAY S /VPN
o FBLAH Dy SE T IR

o JEE Nt LD BRI

o fi
R

=
J==]

MEEN - HHEGANRGE, FEi&FTE. qRE—RENERKZIK, RITTLLHEE AT
B UG NRN 24/NR NBRAT AF, BB BR R R ARIR £ 10 9T TAE

o B A

AT B ER

SE AR S HERE S I R AU T
o [BUTHE] - JEHSBHRAE R T PUTHE, & T8I (..) BTImARL.

« THEERIAR - &AM ERAR R TAE H k. AR B s b @23 [BATHE] BIAARE 2.
« 28 - EAREA G280 GER) .

i3 ) TAE

IR AR SEVEAE FRSE E SR AT 80T DASR € AR BT iR [l
s RTMRERERRE - TR ERH AT (BInE 24 DIER)
o BR - EFHETAESATIEMEA AR, TR @I .

o WRFERE_EIRPUT IR REIBTIEEE, RISLEIST IR - A LT REBMRR (D) - 3%
HUOHGRIEAR, i) TARR —FRAERr R ] O R LA HUT .

EHERE K TEREE

E eSS E P AR RGN R, DA A S — T CHRE R AR08 (RN TR R
SR AR B B B S SRR AR RER A L
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R TR AL T

ﬁi%i%ﬁﬁ%T%“%ﬁﬂiﬂﬁﬁﬁﬁmﬂuﬁ“ﬁ I RIS AL I T SR BT AT BE AR 5, B
AR A S I AT BERO A, ST DU AR A A ESET W R BB T DAL OB W AR R R A T R B AR
ﬁﬁ%%,%E@%§%%ﬁﬁ%%E%¢o

A ELIE R T E ARG R, S WInRAR B Winzip BRAFRE %2, MAENS [infected ] AARFERAE
fi, R HEIESE samples@eset.com. sElFHRCATERE S, 3] Gz R AR (Bans
) o
FERF A IEAL A ESET AT, af B AE FLAF 5 N 51— B 8 e e«

o SER AR S B

o SHRE A2 58 BUAR il A A B
IR ERESRE T ARG, AERMEE D AR AT, GO A gl B .
it [RABRARIRE] () ek B IR AT & U AR -

* IIGERE S

o PR (52 3R KRR YL R A uk)

o RS (R RGBT B RS2 ISR RE 59)

R/
TP A S8 ARl A
B NETHH

TS A A N P - B B ] SERE 58— DFBUE 2 ESETRNG i HATE 7R Z0E — D AR DL/ R Ak 15 . BN
A% N T ETRIE AR, RN ARMK AR SR GRS T EEEER, TUREREELS
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T R] DAE IS AR 1 FL A S AR B B, B A B ] B RN & R B2 .

oA A

FAMTE R ISR A AR Ry G . 7R B BAR I 5 S (H I R 2 R AR 5 o P RAR il A AR (0 5 e 5 14
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b Bl I 1) BT e B e U A S B R . BN IVETE PR . VA2 M BRei A M bR kg R, 83
ESET Server Security $tnn(E I B AR 2, EZ T UANGRE. &n] DLEIEIR BT RS 2. W SRAE AT Rl 5E,
{H R R i 2 R AR, AU RRIEATRR A . 18 n] SRR Bl RS R IR AC 2 ESET Ji 5 B B = AT 0T

(es[}) SERVER SECURITY

FOR MICROSOFT WP RVER

€) Quarantine =) (2
Time Object name Size Reasaon Count User account
http://2076.eicar.org/downla... 68 B  Eicar test file 2 KRC-EFSW\Administrator

01/02/2019 ... http://2016.eicar.org/downlo... 88 B  Eicar test file 1 KRC-EFSW\Administrator
|W| 20T 6. i a0 T R

[IEEREM | C\Users\Administrator e Administrator
CAUsers\ADMINI~1\Ap hdministrator
C\Users\ADMINI~T\Ap Restore and exclude from scanning hdministrator
C\Users\Administraton Restore to.. Rdministrator
http:/fwww. eicar.org) Delete from Quarantine Del  lpnisysTEM
ChUsers\Administraton Submit for analysis Rdministrator
C\Users\ADMINI~T\AppData\... 184 B Eicar test file 1 KRC-EFSW\Administrator
http:/fwww.eicar.org/downlo... 68 B Eicar test file 1 NT AUTHORITA\SYSTEM

Move to guarantine...
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DI RAHS— M EeEE, I (EFEEE miER], SORDUSEMIBRIEE, Wi NEE R [
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OneDrive JBHis% €

W IhRE ]I IR AR AE Microsoft (575 1] OneDrive 2= ik 17 25 [ A R4 Z2BESET Server Security OneDrive
FAE 8 ] A R AR AR RS, AN e R i AR AR, 0 T BB AFRSharePoint £ 5. AR N BT
HE

PumiEs

o 1 {fff ESET OneDrive FF i 5%

* PUHEEH ESET OneDrive ffifi 4

EEBHAG/E H ESET Server Security OneDrive ¥4, &5 [1 Microsoft OneDrive / Microsoft Office 365 / Microsoft
Azure ST} ESET OneDrive fit 4 % J# F #£ 2U@0neDrive fR i & B M & B ~aEMHIREE; W Ok m, &KE
FIFEMEEANE R (GHLF 102fE FAE 0 I0e 14 1D AUSRETRA0 « AT LL [REM ] 58 [ B R @ESET
OneDrive 17 4% :
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ESET OneDrive scanner £\® Register

not registered Register ESET OneDrive scanner
application into Microsoft QneDrive to
activate OneDrive scan.

Tenant ID
not available

Application ID
not available

. ¢~ Unregister
Object ID X - _
- Unre er ES One Ve e
e Tl U nl’_.f:IIST._I' E_.ET C)n._Drl. e scanner _
application from Microsoft OneDrive, This
Certificate thumbprint procedure will deactivate OneDrive scan.

not available

BNt £ E0neDrive fedfi & M BAAE (o4l ThRESR T, W& B fd 0% B DL K n] s HUBAT Fe i 1 &
R} A4 K FI R ZERESET Server Security OneDrive $7i 4 RJ it 4T fr] {8 FH 3 7% A7 7E 75 75 FH OneDrive 4% % .

ESET Server Security OneDrive 748 & 1 11 5% F OneDrive Z i (745 B T HifE R0 AE A BT IR
— BRI, RO NER . 7€ OneDrive Nl K& &R i S AT M & .

A5 FH HAR MR P B st i 0 BB EE LT Microsoft 7 755 OneDrive / Office 365 1 = 51 fff ESET Server
Security OneDrive fffti#s, WAERR LLE AR aE Mt fdm Ay EIEAT D0 STt ESET OneDrive fiidi
25, LAY Microsoft 7 75 FH OneDrive / Office 365 Mk P #4471 1 @

f& ] LAFE Office 365 11 Azure H'7& %) ESET OneDrive I3 i 28 CL it i A& JE £ 0.

Office 365 N 1494 — #%—F [FMRS] Hil br) [ERRRMER], &% &%F 2 ESET OneDrive i i #%
JE R O .
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7\ App registrations - Micro... > | u Microsoft Office Home

€ | (0 @ | https://portal.office.com/account/Zapps

Office 365

My account

My account

Personal info

criptions

Security & privacy

App permissions

<« H- -¢

Install status

Seftings

@ Details

Security & Compliance

@ Details

Forms

=
[w]

etails

Stream

=
o

a
o

etai

Store

=]

etails

Admin

@ Details

X/r_] My account

x\n s - Gyl x| + =|a

Q, Search wB +§¥ & © 0

PowerApps

® Details

Flow

[i]

[w)

etails

Dynamics 365

O Details

To-Do

[i]

lw)

etails

ESET OneDrive scanner

O Details

Azure - % [Azure Active Directory] > [[EFIRERZEM], 1% — TS ARHER], ST E
ESET OneDrive fitfffias L& T H o 4% — T EHFE R AT &5 FFATE K
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https://portal.azure.com/

;
|

5
J /A App registrations - Micro.., % II\_u Microsoft Office Home X | I My account bt | #@ Files - OneDrive > | + = |

€ B | https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade c Search wB ¥ & & 0 =

Create a resource

+ Mew application registration  *= Endpaints 3§ Troubleshoot

O Overview ~ To view and manage your registrations for converged applications, please visit the Microsoft
T Application Censele,
board i Quick start All apps v
all resources DISPLAY NAME APPLICATION TYPE | APPLICATION ID
MANAGE =
Users EQ ESET OneDrive scanner Web app / API o
Groups
i Enterprise applications
O Devices
i App registrations
' Application proxy
firtual machines .
g Licenzes
" Load balancers Azure AD Connect
B storage accounts i~ Customn domain names
Virtual nety 2 Mobility (MDM and WMAM) v
e Directory | < m >

=} ESET OneDrive FR#i 3%

PLR /&4 ESET OneDrive 7 4 2% & F 72 285+ it 21 Microsoft OneDrive / Office 365 / Azure M2 :

1. 3%—F [EXM] ULBA4E ESET OneDrive iR H 285k 1, 53 1HHKS 35k & B RK
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P SERVER SECURITY

FOR M ICROSOFT Wi D! RVER

ESET OneDrive scanner £\® Register

not registered Register ESET OneDrive scanner
application into Microsoft QneDrive to
activate OneDrive scan.

Tenant ID
not available

Application ID

not available

Object ID C\x U "neg stet .

Unregister ESET OneDrive scanner
application from Microsoft OneDrive, This
Certificate thumbprint procedure will deactivate OneDrive scan.
not available

not available

2. Bt N &) Microsoft OneDrive / Office 365 & ¥ Bk P %% . 2515 EH R 52 il 2 Microsoft
OneDriveld
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(es[}) SERVERSECURITY

FOR MICROSOFT WINDOWS SERVER

Login to Microsoft OneDrive

Enter your Microsoft OneDrive administrator credentials to register ESET OneDrive scanner application.

= Login

Password

Note: The credentials are used only once and will not be stored.

I
¢ |

3. A E BB AR AV B, W& IR Microsoft EEUMR ] Hil. #&— MEEMAKIRS (WRA), 5
it N1& ) Microsoft OneDrive / Office 365 & # B IR 7 ali%, RB1u— T [BAlE

4. ESET OneDrive fmiftfi#s EAFE AT E B A EREZAMEF A H I VUFERER . &54%— T [8%] LR
ESET Server Security OneDrive i #5 /7 U & OneDrive &= i i /7 2= W] _E & #l
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BT Microsoft

ESET OneDrive scanner

Publisher's website:
This app would like to:

. Sign in and read user profile
~ Read all users' full profiles
.~ Read and write files in all site collections

~~ Read and write all applications

This app will be granted the specified application permission(s)
to rescurces belonging to all users in your organization,

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at
https:/myapps.microseft.com. Show details

Cancel Accept
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(es[a) FILESECURITY,

ESET OneDrive scanner application registration

V Registration was successfull

OneDrive scan can now be used from scan menu.

Done

. ESET OneDrive ffffi#8 it MA2)7 vl Re & BV AS A, AP 188 A8 B 8 () 3 AR 5 3R 38 B N AT A
L Microsoft A 1483k (OneDriveEOffice 365BAzure %) . 55L& ST RS & 47 55 2 L 103 m Al A

{114

1 R 4455 ESET OneDrive $7HH Bk I R85 F BT (53
CHVIES

SERAE SERAN S FRAT R
A AETRIASERR . ESET Server Security A RESEAE R/ . SHAH1R AR IR E "A3H4T ESET OneDrive {7 ffi 5 i Ml o
WR R EFF AT AL, S5IEAK ESET Bk 4%,
VLI AR B I B I AR B / AR PR AR BB, IRA% B IRUAT ESET OneDrive fiffi#s sk filto
Microsoft OneDrivel
K F 3 B Microsoft  CUE R HTTP 4xx $5a%, 1M 80 aral 2 B8 HiR A AR . W RFEFREAAE, AR
OneDrive fJAETAM]  ESET B4k 30 4% .
2T

PHAX o

2R 512 B Microsoft OneDrive fal flas & I E4R%, 60 S RFE SRS/ A/, FEfE— T [BURSE

Microsoft OneDrive %],

M, 7HEE RS RE R LU 2 i i

i

B8 R o

RETAECHEM: . ESET OneDrive it ss s ek € TAEZ AR . s5M1% 8 4T ESET OneDrive ¥
PEEEM .

CHUHRE LFE. BOBUHSA TG TFE. R EEEmEEM, 55 X3M4T ESET OneDrive #7125
EE LI

HIERE LS EBAVPITHRIREM T/E. SEEA L —EaF M 5E K.

AT,
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BUJHAE M ESET OneDrive 78

BV 5 RS A ] RE AR 4E Microsoft OneDrive / Office 365 / Azure F1 % /R 1858 FI ESET OneDrive 7 4 2% F 2 20 .
SRR e A R A AR AR, MpAE [ R ) JRTEE T .

1L#%—T [BR{HaEM] LABH4G ESET OneDrive fa i s OHREM /AL BRIE R, BOTH RE MRS SR & B R

(esf) FILESECURITY,

OneDrive scan setup

[ELS |

ESET OneDrive scanner C@. Register

egistered Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Tenant ID

Application ID

Unregister
Object ID CL\X N ]
Unregister ESET OneDrive scanner
application from Microsoft OneDrive. This
Certificate thumbprint procedure will deactivate OneDrive scan.

2. 9% —F [BUHEEM] DARESR G EFLER ESET OneDrive fRffigs .
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ILE SECURTY. ..

ESET OneDrive scanner application unregistration

(LN |

Unregistration confirmation

Unregistering ESET OneDrive scanner application from Microsoft OneDrive will deactivate the OneDrive scan. It will
also remove all registration data from local system.

3. 2151 Microsoft OneDrive T HUH 1 52 o

(@S FILESECURITY

ESET OneDrive scanner application unregistration

[ELS |

Unregistering application from Microsoft OneDrive

This may take a few moments.

4. QR BOHREME 7 R S i, O RE MRS 2 & SO A RS, .
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(Es[D FILESECURITY

ESET OneDrive scanner application unregistration

V Unregistration was successfull

OneDrive scan can no longer be used. In order to use it perform the registration process
again.

WERRE RSE RS (B [HOHEEM RN ), nTRER R &8 A, {51 Microsoft OneDrive 7]
T TR A AR A P A AR [, Bk ESET OneDrive #7128 A2 20 AN T[] Microsoft OneDrive
aEf. FH2 BT R LIS 8 SR ATUEE B D S Al T 2.

SEUL PR EE U7 M T R IR SRR R AR AR ME  GELAR [ EEMicrosoft OneDrive U AAFAE JEHFEAEE) . A E
JAAKEFL KR ESET OneDrive $itfti %, s58UT N AIEI{E:

wiiR (B s g E R AT, 5% T [RAEBER] UEERITIUE MR, BEg&
F% ESET OneDrive fffi 25 A HEAH A 14 o
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(es[3) FILESECY

ESET OneDrive scanner application unregistration

Unregistration failed
Failed to acquire access token

The following error has been received from Microsoft Onedrive:
Show error

It seems the application is no longer registered in Microsoft OneDrive. Please, check the
presence of the application in Microsoft Azure portal, if it doesn't exist, run "Remove locally”
option.

Mote: If you want to proceed with unregistration process regardless of the result of the application removal from Microsoft OneDrive,
click on “Remove locally® button.

Retry Remove locally Back HTTP Status: 400

5.4%—F [R] CAAEETR AHEFEER ESET OneDrive f7i i #5BESET OneDrive ffiii i AL . #7226,
T E A RBUT RE L T

Registration data will be removed locally regardless of the result of the application
removal from Microsoft OneDrive. The application may remain registered in
Microsoft OneDrive unless it was removed from the portal manually before. Are you

sure you want to proceed it now?




FE R AREANMAEAS 5 Azure NIAESE B DEAFEGEM], WASE 5 5E Office 365 A A8 [
B [EFFEURERR ] . G S48 B A Microsoft OneDrive fr] I 25 [t 48 % B A [ RE 11 £F A HEFS % T ESET
OneDrive fAffi#s f2 /7, RIFEEAE Azure 1 [JEFIFEGEM] FFH)FEFR ESET OneDrive f7 i 23 & H £

K. FHZ2HE0NeDrive IEHHER E)

[ 4nfalfE Azure N A5 FEh S 4L ER ESET OneDrive 7

.
IR AEAE ESET OneDrive i a5 HOH R MHYIRIE 2IAEAT T2 SH S, 58 AR S aall S Rl R ADUS
AR HIMRRTT 5

SERRANE SERR AN S AR R
TIETEAR 2 Azure MR AT IS HIARRS /ARG HOH AR, SRE FRREAT OB REME . R IEABAERTE Microsoft

R, ’AH

OneDrive £ [ ESET OneDrive f i B AL AU T B8 ETBUNRE MR, &% —

APEA AR, N AABERRR].

32 B AR A7 HL ESET OneDrive 7 1 4% & I F£ sULLF- AN FEAE Microsoft OneDrive |5 fIEESET OneDrive 47
Token@UX B EH  Hfi#s AR T GE O AF Azure N 4955 8 FEhifhIEs . 558 A Microsoft OneDrive %,
Microsoft Azure A D493k v & &5 /7 1E ESET OneDrive faffi#s EHFE . W HEH R AR H,
gnetDrive WAETE 51— T [REBBR] BEPUTIUHEMET .

HASHER -

L EAF A7 X Microsoft OneDrive TME[E] HTTP 5xx $fiik. H AT L5 UEBUH LM TAE, MR HRE
TokenBIRBIZRH  FREAT B RE M AR

Microsoft

OneDrive HJff] ik

AEHER o

WE AR H Microsoft OneDrive fal ik #3 E RIS ER, M0 EL &€ s arfCHS/ 20, sEi%—F [BUREs
Microsoft =1

OneDrive H85 % o

Ji— HHECE TAE
CAEETH .

— MR E

IEREPUTH RBUH AR LA 555 A b MR IO RE MRS 5 5 Bl o

TT DURRAE B B 75 R AR B R e MBI . 038 M ThRER & N 418

Detection engine

RO BRFEFINAE A 80, e, REI)IE PR 0 S R BT o

O AR ) B B e R 2 M

Bk, e RIS 2 R 45 #BThreatSense 2 8. Zim P57 (ESET LiveGrid®) R Sk péinih (8 & Bl
i 2 HoAh 3R % IE ) BHy per-V #7482 HIPSE

Mo B ROERE . RIS EEER . B F R, ERA . H T BRI

AR /Proxy fAl kg BB

SRR SR AT HUCHERBHTTP ] A ds . AR AR AR A FH 2 MR 5 o ) ) 46 BE RIS TH

Web A17E 1 E{ {1

P RRIS R A b e B %E A HERR CHERR 1) M FH AR 3 &% 1P A7 1k )RSSL/TLS e A\ 1 s i ise I8 TE . &5 B4 P ) g
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BT EEM e B

W H)EWeb 2B (HTTP/HTTPS Web i@ 217 & & URL {7k &
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TE;@” Hel TH, {541 ESET CMDRESET RMMEWMI $24tZHBESET PROTECT 474 H AZBWindows Update i# %1
B 8 SO B REProxy fAI ARSS . B FESE AN, 2l S8,

A A 1
BRI GUIAT & IRREE. BREEGR. 25 Ld A, ZhEP7#ReShell AT I HIEE .

Detection engine
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fou T s BT ) s DAL FRRR R AR AR SR AL Ay 2 &, DAL mDRE fi 00 A5 P B TR B B AR . FRAM e
s/ HERR - CHERRIM 0 TR RO G IRE %, A Sl se s, SR IEENR P
AR SO R4 e PR A B A

FEFFHERR ] A7 B R R AR 5% 010 BB B R I, G5 THHEER BRI AE U Rk RE, DR 36 AR A B AL
SRS E M BAT IR RCR . FEf/ B RE I HERR R AT HUTHE (exe) IHERR.

LliZie [EREEZRE] (F5) > Detection engine > [BIFFE R RGP E] > (] > [BFHERR] si@ M R 2
# [TE] > [$THRBEER] FHPUTH IR TIEE, R12 KT HAT R Er S HERR T .

serhfeaat B EHER O TR . fCmaHRR T O T AR AME R RAE N, 1 AN G B 3L RE
DS R e AR IR, A 0 P50 A kAR -

[
A

1

f&n]
Thfg

%—T1 [4wiB] GARL [FERPHERR] SHE, BT LIifEH T (8] HERRICBIE T Tk ()

v UnEBackup-tool.exe)ErZ A 55 & #l HE b 76 47 4 30 & 41 .
HEHE exe 1 ZRHTHE 2 HEBRRESET Server Security AN & B HERR SLAR 7 0S8, HAS & $H R4 FE 730
AT BT AR AR EPATATAT 47 4

A0 SRS AE IR ST BORE P RS R A AR BE D e, T ZH T Bhil N AT AT RS (0 e BE A . B, HF
PRAETAIEMEESE FL HIPS W RE & ¥R SR -
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Add exclusion ?

Select process executable (*.exe)

[m C:\Program Files\Backup Tool\Backup-teol.exe *

T rTel (48] A KRR BRI L (R ]R

Web FFHUT# A &5 UL AR, B RIEHRER Web BISE 3 HIBATHE, RGTI g N ERE 5.
st 2, R ARIEIAR . RO AR, HIRMAE RS Web BITEAE L HER .

SR

ESET LiveGrid® J2 HEFE I THE 5 R4, 456 2 IR onBiinT. T2 215 h a0 B B g, dbiEisE
4 B O R R A RE . BT B S A e R IR R VB R v, 53 ESET 38 E KRS 70 E B = e K RE Bl I, ICRERE
FAL—S B i E T E BRI T E R BRI RE R, AE AT R ERL T B R, DU

Ko I 4E ESET LiveGrid® BUA5 A HoAth & 31

2745 ESET Server Security FRf, aEi28 LA Hp— 1% 5

o 1&AT LA E A RUH ESET LiveGrid ®@I& K BEAS & 2k AT DN RE, (HAE—L81%H 0 FRESET Server
Security 7] 58 & LU BT A 51 22 k) i TE S B R IR

o 1T LAFC & ESET LiveGrid®mPA$E AT H7 il 7 Bl I 31 8 2 AR A7 B 1 BE 4% &l bR BTk &
ESETEUASLREAN 434 . A 7008 L8 g 2 & 17 Bh ESET B8 3 S @& (a1l sg

ESET LiveGrid® &S AR SR (1 U 21 2 B Al e (0 s B Al e L AU PT E 0458 Hh B R SR B8 ) sl g A L
FERAS. WEEAME. HIELRE R . B IR ERERr, DL SR SR R ST B Al

WK THEXEESET Server Security It & 255 AT 5E kS RIEAC 2 ESET i 2 H B = LA T #1170 .docx Bl .xIsx 250
LERIAE 4 IR S — R HER . W 2R AT I EUIE 1 A0 A L0 o (5 R 2, 18t ] DIOBn 3 A B RS 44

JBCFH ESET LiveGrid® B8 2% (B3)

ESET LiveGrid® 8 2855t nI R 4 il 1R S B 250 1) 1 44 BELRN R A% BRI H BUA,  DATSGE ESET 8 sk by
TR TT S i o

A ESET LiveGrid® & R 2%t

BRI EUX 2 ESET WFJT U1 50 % LA — B 407
RTABIRE T HRE

AR, BIAnESER Y . A BT IR R
RIE LG
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A ESET WOUEA BAFT I B B M A4 Bl (B, e 4 M. (R A H SUTBRIR L A 3R0 7 vk B e M ) o
R . RO SR GEE. WEARM. RSRARVE. EHD . CHEBANEEN URLBZE SRR RS (B
EARSUMHREA) o

HENBETEHA B

(BT AT 58 (10 S PR L [R) A R NP TR — IR . A Wit e ZE AR L b A, ]
FFIE M E TR R SER, BRAFREE A, SRR A e S ESET (AR [l .

VAN N

H B3 Z Bk A

18 &1 A 32 LA A (5% 2 ESETR AL A1 A HE T 2R A A IR

o BT SRS IR A

o XM LAAME BT A BRAR

N

EENESEEIE -2 %S

T W rT B, A/ B SR R AT A 00 8E ), PTHEACE ESET AT 4T .
o ATEATHE - BT HITHER.exe, dl, sys

o BRAGRE - 5 AR RE 28898 zip, rar, .72, .arch, .arj, .bzip2, .gzip, .ace, .arc, .cab
o IRAWE - 5 RARE R FERIE.bat, .cmd, .hta, .js, .vbs, .js, .psl

o HoAth - @5 H RLERID jar, .reg, .msi, .swf, .Ink

o ATRERIILIR B FEME — U A b S B A

o XM - LIS A BUHH N T Microsoft Office SC{45% PDF

HeBR
"N ESET LiveGrid® HFF 55 F i HH88 IH W] R S i B s B2 $ 22 25 ESET 3 5 B B == AT 70 M i %
A K/N LR (MB)

JE FREAR A PIARA KN FIR
ESET LiveGuard Advanced

7E1 F ESET LiveGuard Advanced Web Console ffJF] /7 it 2% - BUH ESET PROTECT HR#%. fE ESET PROTECT
Web &%, ELF A ESET LiveGuard Advanced WSS b 24 v 7 7 Bl sl gl iiE IR A 5 R 30 & AT 48R -

HEbRIB TR

[HERRIEE | W] SR HE BRI A RIS IR SR /R (B, sl P S TR, HERR AT e 5 B A
s, plascrFsalsER. ).

I RS SR AR A X 5 ESET Tl AT 04, R & vy SR A th o it
WIFR, B IR R (doo) PG HEERRAESN. W2, (AT DB B HERR A SRS B

AR AEAE I ESET LiveGrid® (HEL U], RUFTREIEA Rr A B RIEF. RMECEN, OREEH
X3 ESETE— H MR HATE A, A g88E &0,
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Add exclusion ?

Enter a path name and mask that defines the files you want to exclude.

An asterisk ™' denotes any nurnber of any characters whereas ' denotes a
single character, e.g., . TAT means you are selecting all text files of any
name,

RGBT BEAE 2, 1R RS BRI B BB =BT ot . AR AEENERE, AN
TIN5 A A SR

B KRR

U B g I DU HUR 1 2 8

| i e R R R (AR BHyper-V FE R OneDrive fi i

338 F ) R

Y e e F i — A e 2 8. 18] DA e rh — I TR 2 SRR R R e R B ST R e R . fR R e
R & i AN EIf) ThreatSense 5] #2281

BUE R

HEESHSW, %~ . MARERNAARILE T [FE]. B e BN DREREIRGE
&1 T HThRER AL 51 B (AR OE K -

fipdt H AR

PR E AR, EE N (48] W0 T h U RER P IRIRIRIE, SR (BOKE ) Ak
BURFE HAR

ThreatSense 22 #§
1B TE E RS IR A f i 280
15 e M ik a2 E

R A AR 5] EE AR A5 5 TR AT

Hyper-V i 15 & :
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@S SERVERSECLRITY

Scan targets 0 ®

0 ® pending.. Scan targets: By profile settings W

By profile settings

All virtual machines

Powered on virtual machines

Powered off virtual machines

Mo selection

Cancel

Hyper-v THiAAThRERM (IR EAR] W RREOR TS € R A0 H AR

R EERSE RN E R P RUE I B R,
JITAT e 2 BEIUITAT A 25 o
[ PR D8 A B s SR A AR b R BB %
56 AT PR U8 1 B 2 SR P A B AR R BRE PR 5%
AN TR IEE.

Z—F R HHE R e R 2BORPUTR . CRTa R %, ZI [BiBessE=R] >
Hyper-V 1]

A e HHEE

[fmatinc e R ] F RN RERR AT R SR L TR € R O R -

o B RN

o NAEIIRER IR
o TRNIFH
s WA ENE (EHZE Hyper-V i@ E Hia% 1% & OneDrive fifi)

AR AR OE R AR S I EOTER, 2B ThreatSense 5| 22U E — i,  DABUSERE TR
SE S HITEL I o
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& 1E ESET Server Security H 1 = {47 & FH 5 e b & B
e h A, S EE ]

T b At 2 BT A BOR AR R G . M R A ET R A FROER (SE &
M HAR . ik LA 280 .

[ 5% ]

A i A 5 T RS P A LR I SR AR R . R R R T 0 2 R VR AR R SR R e AR e, R
3 ASHES et P

Hyper-V ff i

HSLHTROERE, B [BUEEER] 510 (). e e RS DERABSERE] T haliaekth
AH B B R S OER -

OneDrive JZ i

ENLETAGERE, I [RUEEEER] 5 Rl . e e BstE DERKSUERE] T hXThaggd
M H B B R Rl ROER -

148 H AR

T U € E AR LLEAT NMRTHE o« 2E& 5 R EPTa v H B AR Z BHIRGE IR T GOtaRs . BIME
fG 1 A UEFIRRETRBE . 18 58 S ORI ARBRARRK) o 1% — N 2 A i imlE s LA (IR EE] A1 [Rfskse
] THiThae

SLiR R RCE RS AT (4R ] . Hyper-V #74ii & OneDrive f7 i@

() 4: R E TR SR e R E R .
] 1 1 Jem 4 B B G1S AD UEF) DL 3R 2 B A7 0 i i, S5 2 PR FE R A UEFI JR i 28 R Eal &
5% /UEFI o

WMI & EHE 7% Windows Management Instrumentation (WMI) & R}E . BT A a4 25 [l BT A JE 554
ATERERI AT A B 1 . 18 3 275 B R 52 B GL (1A S BN ik 4 R} ) R = kR

REEEE IR RS . T REASA P AES . 1E 20 BR N 2 G RS RN R A B R B
R, JERRERIR, 2FHEReREEEET, UMERAeEREENE R .

A BRI TE A H AR SR I H AR OB AR B 5, S F AR B Sk A\ B ORI BN 5 A TR
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Profile targets 9 ®

_ D A& This PC Scan targets: Custom selection A
D iﬂperating memary By profile settings
D GEnnt sectors/UEFI R bi gi
emovable media
+ [ e
By
+D"='D" Metwork drives
+ [ e
+ E‘Netwnrk Shared Folders
Custom selection

Enter path to scan

(R BAR] TR ek nl i R IR € S m H F AR

IRk ERE R e BEPTERHS R PR ER BE.

A FERR e JSREUHERLE FrRUSB i 772 B RCD/DVDE

A A TR RIUTH R

A B T TSR ShF HEE P 408 S R

L &Rk UM IR S8 LI T E BRIk .

HeEHUEH JEMRITEIEIUEH . Sk, BeEERERIUEH .

A EPUEBITE R A AR (BRI DR Z MANIRE,  SE AT ARASRE LR (0 S0 7100 (o iy A\ LA
HASTHE &8 0 KN -

(A ] N aUTh R W R AR L TH S 2 0t A e A -
o BRI

Em%u-

o NZETIRER IR

o RN
1B LE IR R e R g AR ThreatSense | ¥ 2
BrmfeE
A R R S R0 AME ] A ERR R H T R, FEEI BRMEAER]. &5 B ER ML Na
2GR TE B 8RB BE SR R A . (), IIhRERTIR S . BT blE—F [EeE] >
[ThreatSense 28] > [JEKk] DAE =FRIERRE A% R I8IE ., St A0 B & & R A7 SR I Dy a0 B b
RBEEHERR

?)
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=

EIE [ZREHRER] Ry, RS IH A] RR AT R N 2N T e e ) 1

pan

Hi 4t H AR

IR A RS E M B AR, T LUER] (BT, AR REEE] ThiThpe R s g, o
PEERLAR (BHIR H85%) &R i ECR 2 HAR.

fm it H AR ROE HE I HUH H I8 T -

o [$RE ]

* Hyper-V {3
* OneDrive Jii

ALY RITE A B AR, BURHE 0 0 AR SRR, S i A\ B RORL SRS BN T I AL [
IR A IR UE T H AR, ELARH B BR ) Rk A A AN IR I 7 T LIS AR A

fESRACiSRE Al EEST R AR R EE PR .

rijﬁﬁﬁ ﬁ%%%ﬁéﬁ@*ﬂ UEFI AR 2 SRR SRS . SEAE 0 b BIRE A Y VBRI fR i 28 IR

i /UEFI Al

WMI &L #7552 4E Windows Management Instrumentation (WMI) &R . BT v 42 25 [l BT 8055k
ITRRSANETA B . 8 3 255 BRI 32 YL R 52 5P R 4 BRI S SRS

REESE IR ARSIE SR AR RS . 188208 B R S BRI R BN R A A R R
RS . TERREMINE, SEERFIRAATSY, DIERATEAEEZNER.

[ B AR T hoaQoh ek T s R O 2 AR # H AR

5 R SERE R 2 BETERHR PR e HE.

AR GRS S UHETR RUSB fi 17 24& B BCD/DVDE

YNGR EIUTE R G .

A I T YT I I AR A

L& Bk AR Meas EIEH M PrE Bk

HEREUAH  EBPrERIUEH . 5% %, Eetie A IEIIEHE .

ERTLAfE [ et | IR pesR st i A A R R P i H AR RUER e . THER IS e 2 [ R AR

. BEWMETE E BRFEER SR, 2o ae DRNER] B2 [NAEIhRERFHE] . ELmus et
EEFASFEIK] ThreatSense 5] 2 8@

ERIEGE AR
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Computer scan ?

—DE&'This PC Scan targets: By profile settings W

D I Operating mel  Scan profile: Smart scan '
D IG'Ei-:u-:ut sectors/L
+[]
+Di'~t:"- Ignore exclusions
+ o
+ [

+ ﬁ MNetwork

Scan without cleaning

Enter path to scan

B iiE R

ap RAE AR AR A A A AR BRE B 5 20, SR (IR EANERR] . HE A HEEEME SH
SR G TH B BOE BUSAT RS LR R R (W), BEhRevT IR EAG. ERTE— T [RBE] >
[ThreatSense 28] > [IERR] DAt =M ERJE 0 HIge s . a5 HAR B S8 A o feff A AE St By R o
BEHERR

R R BT d i L e R e AR A

ELE ]
i IE CROE 1 B 7T 2 BORAT IR -
DAL R 5 )4 d

AR B BIRE TRTIRN . A H AT B IR AL, A IR R B S, SEE— T
THo FHER, WORH TR Mk DUE B8 B i UAC 1E3E, R0 e e

[ B s i

R (A IR RBINE AR T AT AR ARSI T RIS SR At . RS I R R L T ARG, EEUT
ﬁﬁ%%ﬁﬁl

o O P e A DRl A 5
{9HE
o fiHE S

lz

. &
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B B A YRR B B IR B AT
R BN CERCAYEM) R SRR, ] ERER  a A AT .
BRI RT %

A ERU R O R S R BN R i . (E R R AR B T (PR e ] 60 T T
AR FIERDT RO ER Y [ R ]

ThreatSense 22

& 24 A B R B4 1 5 1) 2 80

BB

RIER, ERGE) (BEHEEN) MBI 218, AT RENE R B Iite & . EIam e i
il B )% TAEFTEEil.

MR [REEERRE] A28 T — ).
HEENMERTSCE, SRR [TA] > HHEE], EROLh AL A [BEEREERE] (HHH

BB TR T (AE] . % PRSI ERE WD, fote sk i %
e fr] AIRERIEIH

HEIEIE R E

BN [ ARG b | AR TARRE, A7 BRI ] LR R T S 28

Ut AAR] sl RER A i 5E RAUBUEBIIN BUT IR R RRIRTE . RETEIRIE T 2 e PHE RS I PP HES
GESE

s T ESINRER (RTIRER &%)
o IR AT A %

o HAEH IR R

o KEHEHIIRE

o ERFEMTRES GRS a)

SR e AR ERRE Cm s HAR] Rl
EREZARPATHRRER

WEEMHEAHENN IR BT ESR (BERTFIARBEIME, FlRE. BIE S Helper ¥
{4:BWinlogon i &1EBWindows FEFE 2 IE H . %1 DLL4%) .

EHEFANRIITHESR

WEERAHHESAN A AR ETFESR (B ET R e ESITIRS, — R
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run Ik %) .

BRI LR AL (0 R iR ST B AR T € 1Y
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R EIRT
FRVS TR 5 A B B 63 4 94k 140 1 2P I e o 40 -
« E¥ - FHRGAT,
c B& - IRRS AR
o Bf& - RHAETRERACE
s MER - AAERGIHERA 34T TE.

A B BRI RS

ESET Server Security $&fit H 8 i B BRI 5% (CD/DVD/USB) #t 4l . IARAH il a4 Fl 4 N O BEBE . A IS 1
B AR R A i FH 25 S 2R B AN BH N AR 1 ] RS BRI ey, IS DhREEAE R B H .

T B ERH AR EERE A R T 5
BEIUAESKE AT 7 B R 2 LA\ RIS (CD/DVD/USB) Wy ZEAT I BR R T3 2% -
o N - APATERDEETE, HERM [REEEE] HiE.
« HEMRERHE - K ORI R BREERE R B ST 1 e IR .
s BRHEEIE - PR (TR ERIEREROE] BB
AT BRI BERR & BUR T 5 BEE T
o SCEDSRHE - R el SRR R AT R BRI
o THRRHE - KOER AR AR R A4 .
« RE - PR DERROE] .
o AKIRAEFRENAIRIN - JREUE, 78 H AR ] N\ TR B BERGAR & BT R A B B 5 2

IEAHMRESET Server Security FLA 46 B M ThaE, BE4yREE B4R € B AMBE B RBRI . 72288 50—
IR EIErEHIES ket Ee i Gl

A

AR #E Dy RE AT L Microsoft Office SCAH B RUHT Je AT f 4t SCF, DL F@HH Internet Explorer H & N &1 &
(41 Microsoft ActiveX JTE) » CAFBLFELE RIR 1 R R & D78 < /N5t — B B o, 545 FH ] 38 o S 2H g 71
K& Microsoft Office (A ) RETALHE -

BEZRH

BEIRTERAEE T Microsoft Office UL 78 (TEIEHEM FIWATE) .

ThreatSense 2:#{

BB 1 2 8
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1§ F Microsoft Antivirus API [ JEFFE 20 (11 Microsoft Office 2000 B EE ¥ fi A<, B Microsoft Internet
Explorer 5.0 B BB AS) T BUEN L THEE

Hyper-V f ¥

H BT ARCAS IR Hyper-V 44t 303 E Hyper-V AR fliAR L lBEAR St R ST, LU N BURMRIE L4210 Windows
Hyper-V Z2 %0 B 22 55 (KR B8 BT SR ) 4 FiS R -

F A Hyper-v IRERIEBERS A Lvm B4R vm

Windows Server 2022 Hyper-V 2 MEEE VST
Windows Server 2019 Hyper-V MERE  MERE/ISEE
Windows Server 2016 Hyper-V MERE MESE /e HE
Windows Server 2012 R2 Hyper-V B MEE /TS T
Windows Server 2012 Hyper-V MEFE MERE /i BE

Windows Server 2008 R2 SP1 Hyper-V fE3gidl  MERE /15
EEER

A5 IR M RE MR AT R BB o SRR B 2R A cPU R . AR LR VM ] PR A .
B2 o) /D A 2B R 8 /BRI AT Rl R RGBS P 22 ] Y R 3%

¥ 5 PR

o HRENERIARIAE, IIEASSCIRAE RAID (-2 B . A DFRERRIE AR mA EIEAT IR . L,
WA ATRE, ARG At vV A B BRSO

o R HAT VM BT, WA Z A AL et
* ESET Server Security H H A SCHRAE 4 H 1 4% 34T Hyper-vE

o AT Windows Server 2008 R2 SP1 |2 Hyper-V FHE) iz #khk2s R e LA MEsER BT IR (IR
1), e OAF ThreatSense 22 8IS FETE 4 4 .

BESR ESET Security SCHE 4l ke 5 WA HE: MBRRYH MESE IR M — SCHR M 7k T DIZE [HERFERRE ]
(F5) > Detection engine > [Hyper-V 3§31 > ThreatSense 224 > [FIMSREIR] 55 IR €.

BRI EFRES [HBAKE] - [EHE] AR

ESET Server Security {41 ] Hyper-V & BE 3R fE AT AR 22 i AN . [FI LRESET Server Security A7 3 i HE A
N AH R A7 ERE, HCRE PR AR 40 [R) A7 B A — PO AR b PRy R RO S8 — Bk

RS ERESES (R ERE] - #UTH. OF. HERR

ESET Server Security 1§ ] Hyper-V & ¥ 2 {1 I i B A . M2 B PRI AR 2208 Su it . X H@ESET Server
Security € &V BRSSO ke A B /DU, SRR IEAR S hm A B /DU . RS R, REUE SR AR,/ R
W B RN AT MERESR A, (R A RS es AN 2 imiiin 8 e 2,

ORI % — 4785 LLEE ESET Server Security 7EfmfiRE i3 v R IR Eikm A5 BY . B 18T 570 K i ik 8% LT
Hyper-V fadiifRr, JERS LR RN E & .

wH IR
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Hyper-V $3 i A AH A6 T 51 i 44 18 451«
VirtualMachineName\DiskX\VolumeY

Horn X ZREREAEAR SRRY FU 2 RARRE 15 A 9% o 4512
Computer\DiskO\Volumel

Wer s R BRI B RONE RPN L, LB VMR BE & b i LR P A ] o R4 1) H A A AR A R B
M JEE B FNRT i R Bkl e 0 & o e A AR

AT IR

o JEHRAN - %8 [Hyper-V 33481 LIba 5 e BEpE 5% O35 BURI AT (Ham 4 O AR 15 o IS AR AR i
(RS . LR AR I N 4% — T (R

o FALHE A TAER

* 13 ESET PROTECT A 2/ Ay fril Ml i J7 4 0 FH 5 o Ao

* Hyper-V f#i il i&E i eShell &3 ARE),
AT [ AT 208 Hyper-V @48 39 58 s, 0K U 30 8 M 977 ST B3R 0 T4
AT RE IR RE

o FESATHR LR HERE SR m Ty, 0 JHIE SRR S SR AR A b R /DRI, TR S A G /AR D,
R PR | m {52 FH 9 70 R AR b 2 1) — BB BTV

o O BEAR R R AR IEAEXEAT R, B 2 AR BRI A AR T B R

* Hyper-V Manager RJsg S5 AN [R] 10 4500 25 i 44 A AT TR A0 B, 5 ke B 4 R D v e ik, B okl 7 1R
ey L

Hyper-V A i a5 22 2 [ 5

R T HAR 5] AR A5 52 TR RAT

ThreatSense 22

&2 Hyper-V 47 i i) 37 15 2 8o

OneDrive R

AN EXR

& u] ARG & g By v B R [ .

BRZBERERN A RE A

s NEATHRE - NeERER P IMTMEE,

o MR - F&Z [0 a5 00 A5 HE RAE OneDrive FffIBR . {HA&, & RAITE OneDrive & J& [FIAR

I e 52 IR R O A

?E?)Egﬂqﬂ%, FE 0 2 B R 2R N B B I o 57 BBV I R 3% v DA B B I, B AN & 7 R TR B
&
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e
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438 OneDrive f st MAHRE &l (EAH R 1DBAZUre N &S F R4 IDRISEEFRSD) » & 7T PLAD
L0 R B[R] PRy R R

AN\ BRERE

HEENORECERE, B (RERER] S (Wl A [ReEaB], AT [F¥]. Ik
TEREEHRNE DRI ER] T HahReR e o B A KR e e hE

R EE] FHATheE R TR R I TH G 2 A4 B A

o KELERE - NIRRT R P EOE I B AR

s IREMEHE - EIUTE M HAE.

o NiBE - ERHATHIEDRIEE .

%—F [R#] HHECR e R 2B0RIUTR . CRTa R, Z [BiREessE=R] >
[OneDrive #i i @

ThreatSense 2 i

&4 OneDrive 7 2% I Fi i 2 81

OneDrive 47 4if J2 B 23 5 5 [ 7%

R A AV 5| AR AR 2 T AT

HIPS

EHENAR THBS 25 (HIPS) B i 1 1) R ST S O DUSAR T B Sl S 28 A A RS2 B I A e 200
BIRHIPS FI RS AT 20 M FH N _E A HOEmIE R RIRE 7y, W BERSAT T IRE 7 . A SR g S A rHIpS B
i R AT BN, HANER K, & R BSEE R R SN BUT IR EREFT .

IA HIPS wx e 4 LA T, (ERE i A ACBR A B 04T . R IEHERC B HIPS S T RE S S R AR E

HUR B BB

ESET Server Security /3 W 1) H B PTEST, ) By 1L R ISR B el s F G A ki Py e, [ Re e
FabEr 2 2 fra . [ROH HIPS] AN [RHT SD (1 FkBial) | e 188 B 45 Windows 1 3€ 2 %58 58T LN %
AR 5 FEEE HIPS ZR 40t 5 22 E BT R 7R I

FSCF 52 OR 8 10 AR B

Microsoft & 4% 5| 1 F| FH Microsoft Windows Server 2012 R2 {58 AR 7% B ME & o H ] 418220 H 755 18 3] 58 22 14
BLBESET Server Security [F4% 0 THE & DL 52 ORI %5 T XAT . LEIRERE A 7 Microsoft Windows Server
2012 R2 M B HT AN [P 4r] AR 25 1F 3£ R %

Advanced Memory Scanner f# &

AL R R B, SR RIS, 15 e RS BT H AR 2R R Sk i R R R A 3 S K
B8y v ot MR Th e o RS RCIR BRI SR THR RO o S E - v B R R 2 A B L R e 1 A

B IR By %

et AR A TR AR SRR TR, Bl Web 18188 23@PDF BIREAS . B = 3 A Microsoft
Office JToftFo M RMIRR ISR AIRTERR CROH o S5 72 v B R0 24 A M B2 9y s o el
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B
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Allow this operation?
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(=3 MAIL SECURITY

Encrypted network traffic
Trusted certificate

S application on this computer is trying to cormmunicate over encrypted channel,

Application: (&8 Internet Explorer (2568)
Company:  Cluerying
Reputation: % Discovered 5years ago

Certificate: *.google.com

Scan this communication?

Femember action for this certificate
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Address list ?

List name Address types List description
List of allowed addresses Allowed

List of blocked addresses Blocked

List of addresses excluded from checking Excluded from checking

Add a wildcard (*) to the list of blocked addresses to block all URLs except those included in a list of allowed addresses.

ERTLORHT URL Atk (R3] i H b W CU A CLMT AR R 2 (Mg . 4% —~ [4RE8] Lz
HEAPRBA G, 202 (MBR] 7 OIER. (EREmIBRER (Fri] arfofoht, T Medkml bR E ARkt .

FEPTA S B AR AT DU R R T8+« (5% K 2 (M%) . RIRARAEMET BT, M SR
—F 0. FE CHRBR AL IE R R NG, R AR BB S AR AR g ekt [ABh, A2 E £E
L B AR REGE R T AF o+ B 2.

A BB A RAER T R IER B ] DAY HTTP fzht, S = Brif = EM A B
ISEDALRCR NS

BALHR B

TG O AR A TP HERR A URL Aol /4o 52 . i SR B, SR E LR IR HE -
o PrabiE BRI - 8 TR AR (A PR B B fodp) .
c HERAM - ISR, BIER AL = TES E i AR R K
s FHHEER - i A RBIEATE Y] GEM) . B A= E TR E i B P — R g 2K
« fERREER - AVIRDUEREE . ST DIERMR R RN E .

s BRREER - A AR AR E TS BRET A TSR K HTTP Al Rr S R . 5 At 8 S B el 7Y
AR e SR B AL, AN ES A CHE S E O R AR B B e S BAT TR e A R E AL

o BisRCER R EE - 0 T AUE BURIER RO SRR E M (. B2, BaleEE) . Bf (S]] 5
AR EC 8% 7] B ESET PROTECT Y«

ESET Server Security AT {f Fi 4 B 547 MU e A, S0 ARSI BE B LR LN, S0, JLRTRAE
EARE AR T PR MOALHE . R AR OB 5 8 B, ot 8 P A0 A i (R e
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EFEAR, B B P 55 vl AR Al LSRR A
HERASE 2 [ * FF5E:

o fEH ? ARBUR (AR 5R

o fEH] = ARBUR— 37

*c?m WHRAFTE ML, HAs& s L bE c B, DrtkmaEE, WEF R REE — /AR
HHIFFSE (.comB.cam %4%) .

MR LR [+ | AABAEE, RIFFESRRRER. B, T « Bl AR
gt C /). 1BRA T RAHIEIEE, 0% * domain.com A~ & B
http://anydomain.com/anypath#.domain.com FHFF (GEXT AT AFEA RS2 T HH WL T B DA FE 4T URL
ZAR) . B, ok RURERIE DL TR B AT . 182 A T RS L PR A I, SR B
BRI AEN. Blan, HEE * domain.com LEL http.//domain.com F5F. 1#H *domain.com HI A IE i,
[X A5 'E 1B http://anotherdomain.com FH%% o

Add mask ?

Enter a mask that specifies a URL address

| 0

Enter multiple values m

WA EE

W2 (8 URL Arhik, NZBIRAT. (ERBEZ 98B SRR 2 RIS et . & RO 2 (R TR, A7 bR RS B
R .

EA
MENEL S URL AR SRS R (R AMATRF SR o bR M, lan, (8 F&RAS UTF-8 1) . txt)a

Import ?

File(s) to import (separate values with a line break)
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Web %8 2% 29 F B 8

AR % $ f IS (8 ) o P AGE A AR TR (A 3 DU S A0 ML TRIE B ARBR ST s
A BB S SRAT IR SREPIN A S U B R

ESET Server Security 0 & 4B $Y A 78, H e B8 O M e i b N AR H . o8 F @817 ESET

Server Security HHRCH B A 8 . & A FRAM I A GE L s DLENAS ESET Server Security A AR 6 6% £ B w8 1)
FFATE Ao

A B R ) A s ) S AR i R we I BEAS T & BUR P AIBEE T, WRIEUARAE AR, Sk (8%
BERE] (A .

@ www.phishing.org/phishing-security-test o ©@ | Q Search

R

A Potential phishing attempt

This web page tries to trick visitors to submit sensitive personal information such
as login data or credit card numbers.

Go back to the previous page?

Open ESET Knowledgebase | www.eset.com

Report an incorrectly blocked page

BB N 144 B () Y 1 49 B 579 F A 6 IR TSR E USR8 . 95 B R K A TR IS4, 3518 URL
L Rl T A,

[ P A B %) £ A
W RASAE G DL AT A BE § f S TR T A G AT, R [) ESET [RIRILH LA M. ARG 5 A

% ESET Z AU, anflEsE AT & T 81— B A ik fF
o SERARAHIRZA v
o SRS AR A . AERRRUC T, SERT DAl e P A Y 0 A

o ST DU o T B R AT s A o RS T B A R samples@eset.com. FERCAH I RUA M T
B, AT RESE AL IR R (B0, SR AR R At 2 M SR L S A TS R i A AR
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https://support.eset.com/kb3100/
http://phishing.eset.com/report/enu
http://phishing.eset.com/remove/enu
mailto:samples@eset.com

5 B 1%

ESET Server Security .75 H #)%5 & (CD/DVD/USB/) ¥ il JH, BUARAH vl RIS . S S5 B30 2 0 75 1) a5 /
MR, DA eBMHEAIRAE e EEN . FRNEHEEEERAEHSAANTENFNEE, It
DiRefEAER EH .

4

i [EEZRA] BRIKE, (0 RE) ESET Server Security (126 B = HIThAE. (2 HEE MBI RS,
AL T e e S

PEE R E AR, ARSI SO . IR B B B RLEE, i e U@ A HA
LA B A U R -

A
8B P B o E F AT A R R ) 2 B ) R PR R R PR ) B B TV
RrAH

BT LA Ky, SrTCVEEAEE M. SO R S B BOROR A A, DSOS BRI BR R 4
Ho.

I S on] A AR 7 0 GL SR 2 R ) 3 B AR A Bl e RO SR TR H

FEHA

MR AR, BUEfMT IR REOE hia e (LA 28, RIn) fe s eiE R e R B . HRITHE
S BUE R RERN], Blanms, SMESEE A, DURCE (RS0 5 BAR s AT (X B R 7 10 A0 B o Ao ik il
.

] DABr SR s AT R e . RESRIER MM A2 [78] M6t DUEE D@, %1
(SRR 55 U5 a5 A sl ROt R RSB ZR ARIBR AR, ISR A .

I
oy A L BRSNS iRe B, e BUE & B M I RER
FKEFM

TR Ih R TR SRS B (ARG (745 / T HE S5 B /W F FireWire/ .. B4 B HOSE LR 16 36 2
Sk, H, MPEELEIEN, TERGEETHRE A REE OB, #7505 uss
B FireWire M4 AN RERE SR RAGRIFo . A0 BRI B L35 & REAC A PO IR BB 2 B R (B sim
REERER) MR RS R R, e B SRR U G B AN, T R (B
BEA RO EFRRAR S E N A LA 77 U
BET
AT o P SR AR R A A B O, T T, A B O SO PRI T B eh PR L«

o« BEURN - RS E ST A IR .

o BB - BB E 1 IR .

o MR - ORI E (T HURER.
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c BE - RRUOEARR|E A B Sl A T O S R IGZ A B U A, N N SRR
HH. AGrcHUEE, SRS EIET R ADES R & Bl

ARERD, AR R ERAE A AR GRETR) » WIRREA R, RIw] {8 H oy DU A g 5
o BRAGEAAREE, WA WHEEEE A (B, [MESR] ASEMREST, DIt R RE fo ol e 4
#).

1}

A AT ARG R S 2 B AT SRR A 2 8 Ty 2 8O 0 KN
o BLRERE - KOS 4 AR D IEATIEIE .
s BSR - KEMEE A,
« BRSNS EEE G LB, 2 co/OvDrHIZ T e IR S 795, ik D JerE.

R = AR e A Aa H, R & IS L. A SO AL B I 2 BUO A 2> KR, HASHRE M 7T

*, 2.

& T EVIEREMNSE, W AZSEREE A, BRI EM, R EE R B i AR
SEEFEAE N

e ATk [BrdatsgRE MR
o KB - FiERAETET.
« BET - ORI SR T R RO A
o BA - ACEREAVERS, BE BRI E TR M LR T RT B
o BE - RCERERER B EAE
o & - ARCERAEMTPT AR

HE LA I B Y R I = [ERETE ], RV RDROAR R PR e S oA 2 B B A #2—F
[4REB] & RIS L.

o BT - BHRC DR MR ERHEA] BRI, AR IR BT R A
o PhIBR - DI R A (T 2

JiAT A B AR e 2 2 A AR (B8 R EA e R L F A B A, i A 4 B i
EEARD -

LAR 2R I DR

SikE

AR S EN (BEEERS . SR, P95 MR E RIEBUR R4 R a2 .
wH

TR USRI ) S WO ST R

fil B

AR SIS AR o B, A nT DA R s SR 55 AR O R LIORE LA - i RAEAS IR ZE K AR 4
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Qi DMERRZMEN, BOEIARA M.

A

E%%ﬁﬁwaﬁ%%E%&Fﬂﬁﬁﬁﬂﬁﬁz%Eﬁﬁ\%ﬁﬁﬁ RSRANF9E CEA AT » HiE
BHCKE (¢ [FHARIFRE ] W8 W% T (R, I8 SR AR o458 v 8 B0 3R YRS E 8 2810
Hall (I moE # AR ) -

F R IR S E T ), N e v B e 1 T o A4 AT DGR 2 ([ I 2 FH B, il —F [TH
Y/ b /1T /R ] (R ERASED) . Ate %ﬁ%%ﬁ&ﬁﬁﬁ¢ﬁiﬁﬁ?@@

SRERAH

[%Eﬁﬁ]ﬁﬁﬁﬁﬁﬂﬁ ML A (A ELF5 83 (W AR AR P 2 LR B, A0 e (5 BT R 77 B
BIGHA, Hh & EEEREh WP E.

@ﬂ%@ﬁﬁﬁ%ﬁﬁﬁ,ﬁé%?ﬁﬁ%o“&TULi%EME A, Waoes [FEBU/RA] 5
[MERH] . 3 bk TR ORAE SEVE P ) 2 B e R R MR, 288 B ol ey Lt i

| A e s e 51 5 B T B 3 R 2 AP LG

LR 2 T R D RE
i

I N B A R BT Y A B S B R ﬁﬁﬁ BAERLE N ML T, R SIH R BT
A (B, ERTCRERETE R, pIanfUER AR LSRR IR) .

ke
FRERESE SN (BUERT. SR, PSR IR E MR BURA 4 R B 2 B
fil B

RGN A, MIBRPTIEECRO AN B . B, JEmT DUGE R e 1R R 55 A BT R DAk A5 T
AR IEA B ZRAMIBRALRT, DME FARAEA, MIRIEIRAT .

BEA
R RENRE )T IUE
A

ﬁ%%ﬁEwELE%E%ﬁTﬂﬁ%gﬁ%ﬁ RENM, RERE. MSFE Al .. B
BHCRE (¢ [FRARIMRE ] W5 kT (R, I8 SR AR I e 15 gt 0 SR YRSE 8 2810
Hal (I o # AR ) -

HGSR AR, s T [HERE]. % [BUH] UIBERT [SEERHAH] Hm A e,

ARER, WARPTA R ERAE A AR (REE) o WMARREA R, RIW 8 By DU A g 25
o YHRARGEAAAEE, RPN EITE (a0, [ AR EEY, PR R BE Fo i BRr B T 48
E).
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THREE

R LA N IIH A BT IE R EOE -
o« FPEX

¢ Microsoft Windows® Update

¢ ESET CMD
* ESETRMM
s WMI FE{IEH

o ESET &P L% & a4t H A

i SRS

* Proxy fillk#%

Py Bt

R E PSR NAE PR B, BRI mT 2 IR BR A TR o S N7 By B A 3 1 B i B A A R IR B R B
((EH#M] 280 . EREEERTHNRE (TERHR. BARE) WK EEMEHIRE, mARE
S AR AR T S SR ] R o PRy B2 S RIS ARy ] A B 2 42 1 ) R O A AR B R

Microsoft Windows B 3t

Windows S8 o] $1 5 AR Gl 9 B e gt B BB ERE A, IR A B — e 2% . ik, &
A 0] 1 Microsoft Windows BE#TIRE, 37 R[22 265 B F /2 1R 5 2L [JRESET Server Security & AR 1515 2 1 & 4 8
HIEIEINE E . LA 2R H g4

o MEH - NIRMERGER T

BRI RSSO A B B T IR R

o BEEREHT - TR N RUEEC A — MBI S R SR B

s BEFH - AL T EEEC A H BB T S S IE 7 B R .

« EXEH - HIROE IR M.
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T—T (W] s, 78 B B {m e as AT IR FE Bt 2 4%

&, FTREANE LRI I AR AT R E A

IR

YE%y eShell MBI L, LT LS i & 21 AL 22 AR ecls.exe BLAAT ESET Server

Security $8 € fmfHi a4y -
IAVSES (G IIE b=
BIF:

/base-dir=FOLDER
/quar-dir=FOLDER
/exclude=MASK
/subdir

/no-subdir

/max-subdir-level=LEVEL

/symlink
/no-symlink
/ads

/no-ads
/log-file=FILE
/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

RRHARIE:

/files
/no-files
/memory
/boots
/no-boots
/arch

/no-arch

e TR ] HE N4

R Bl [ Rk

PR R TS [ ] R R
i rERR (FHRAE)
AT T BRI

Frim i ORI AR Hh i f K R AR g A H
PRIGTELS (THRER{H)

LS EERELY

R4t ADS (THRRAH)

AT ADS

i RS [HER
BRI (THRRME - M)
fEEE G sk (FHRRAE)

AN 15 G sk

HEC BRI BR3¢
ARCERFRRE R (FHRAE)
BURTEEN 7~ A

SEGIIRE RN 1730 S AS EUN C ST

RS (FARE)
ARt 5

ECE RISy

el 1A

ANm BRI (PHRCED
B (P (E)
ANt R A

WHEUR [REUEW] W, EREEEL

/max-obj-size=SIZE
/max-arch-level=LEVEL
/scan-timeout=LIMIT

Regfi/ e [RDEMB FIRE S (FRReE 0 = MR

from Al R AR CRUIRIRAERE) P PR d KR A i Al

S EZ e LIS S il

(IR IR R /NS TR/ ] IR SR (FHERAE 0 = MEFRA])

/max-arch-size=SIZE
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/max-sfx-size=SIZE
/mail

/no-mail
/mailbox
/no-mailbox
/sTx

/no-sfx

/rtp

/no-rtp
/unsafe
/no-unsafe
/unwanted
/no-unwanted
/suspicious
/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

/ext-exclude=EXTENSIONS

/clean-mode=MODE

RIRFTE B RS T /NA [T R/NBMB RS (FHRRAE 0 = PR

R R ()

R GEGER e S

fR s (TR0

AR

fmin H AR (FHRAE)

B TEi ISk S
FRIEAT R R A S (FHARAE)

ANE R AT I [ B A
[ kR i fE )

AR EAERN BRI (FHSE)
it [ o] RERC B AR HAL A RE R

AE [TRERE RS IE ] (FARUE)
e E AR (FHRE)

ANEa AT S 1 T AR G

i = (FRE)

At T R

A R (FHRAE)

15 FH R =X

RO E RS RS (FRRLED

15 FHIE & R 5

Pt R DL SR B IOAR 58 [ R 44 ]
ST G TR [

A HBEIEWR -
* none (FARY) - ANEIETHENERR.

* standard — ecls.exe & &k H )75 b 5 Br 52 B gL R %=

* strict - ecls.exe ¥ E &l B #hiE B El Ml bR R Mg R, MEFHEHE NN
(TEMERIE R T, BAEEIRR) .

* rigorous — M & 2y fiBecls.exe FRMFAEANE RTE FRIVIGIL T B MIBRAE
E

¢ delete — ecls.exe K EAE TG BR I IE UL T MIBRAE 2, (E ok G0 ) b fUs%
R, 0 Windows R&ETHE -

ORGSR O CiRR) WRBIRRREE (i 7eim B T 1B i)
AN EAE RS SR Y 52 2 FFa B [

/quarantine

/no-quarantine

—RRIRTH:
/help R &5 R
/version NNy SR 4

/preserve-time fRA7ERA% — K KIAF HUR ) BER
ERANHS:
O HARIEH
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L SR I KRR

10 Ao S ks (FTRERE B )

50 B

100 gEER (BRI RTA 100 Fontl AR, HEIES T

ESET CMD

AR IERS ecmd a2 B DIRE. HATRRIEM A a5 291 (ecmd.exe) [ H A bE NGRE . EEIHAT AL, {£0]
DMER] GUI [ 5% ERESET Server Security Ao & A FE 5] . xm/ FEZR.

AR CRUT ESET CMDEAS Wi I 152 4 7 v v LA F -
o [E] - \ITHE. AEEREMERTE, HALRHENMEMCRZFZNECE, i saE e rEE.

o EREER R BERB] - 4 xml f 0N E FEEN, EXXHRUAKEEE GE2MBEE xml LE
SR DLIE —DHEAR) o W ZHAEFT RIS B RE N2/, R E R 2 BEOE M. W RERA CUT

FIBOE , B AFTE xml BCERE SRR E, EMATEA.

ESET CMD 1%, fsn] DA 454 %1 ME N L RE H ESET Server Security BC B . 48 0] DL F- B lE el i 7 f5 41
PLEAT H B

A EHIERS ecmd 14, EHELVEHBRERPUTENM, SiiH [DARGEEBHHPIT] FR
Windows iy &7~ 7 7C (cmd) a5 A, EE52] SATaSRpHeE AUS. ook, MEHMECER:, Hirth
BRI WAL . RIVMSEAE ESET CMD e B PAIRE, B 145 2 [RIAR & i .

Ve 4
ecmd /getcfg c:\config\settings.xml
V . N
VE NG E 4
ecmd /setcfg c:\config\settings.xml

HEPE ecmd fir 4 R AT AEAHESAAT « {8 F] ESET PROTECT FAAT I P o TAE [$4T 4] A erifE.

%% . xml/ @EE’F%%
1. F# XmlSignTool $ATHE .
2. ffH [CAEHEB H45$4T] BB Windows iy 242 /R FJC (cmd)@

3.2 xmlsigntool.exe MINLE

4. PATHALIEE . xml BEREZR, #H: xnlsigntool /version 1|2 <xml file path>

/version SEUEHU A ] ESET Server Security iiiAS . &1¥ ESET Server Security 7 J% 58 5 iR A~ 18 FH

/version 2B

5. g NI B HT A N XmiSignTool T3 I PE e S G . 181 . xml TCBARE R C SN &, 1M
H AT DL A BE N5 — 1 FL A5 ESET CMD (1] ESET Server Security Bt 45, J5 221 FH 35 A2 HE )7 12
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

Fra CHE A C B AR S 2
. Administrator: Command Prompt

icrosoft Windows [Uerszion 6.3.7680]
(c» 2013 Microsoft Corporation. All rights reserved.

sUserssAdministratorXcd sxmlsigntool

samlsigntool>xmlsigntool.exe Asversion 2 c:isconfighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

wumlsigntool

U SE I £7 UOE SR USRS, i S AR RE N R DL s RS 5 8 (N C L, A8 mT DU A A s i

F oxml IEMHEZR. EiEBMHBRENIERES, AT ELE NFTCE B EE R A — a3
1T ESET Server Security [ 5 fi§ .

ESET RMM

ia i FE AR A E B (RMM) 2 BB AR IS Ry (Blinsi . (AR SSATENR B LN RS 1R, §iE
At 2z e HonT e g B s S 2 A B AR AR S LU AT

B RMM
A RS e v B A S F A & S ZEE R B BRERR A e RMM 2 TR
THERR
ft TR I RER IR AL RMM ) AR
MERERRR - R E R MR SERUE RMM AT
« BrEEE - W RIEA BB T EERUE RMM A
BETTE
it TR IR E RMM FHE TSV
o f —AEPUTIEMAERBCHA, BT UM EHBERBIT ermm.exe
o BABRREER - HHETHIT ermm.exe [EMAFE

THEZ Y] ESET Server Security 22250, & Vi ESET Server Security (THRR 1S c:\Program Files\ESET\ESET Server
Security) Z K& ermm.exe W24, ermm.exe & F1C1H4E 2 RMM fr] R 25 H & Bd RMM A H A2 20 3E A
RMM FMEFE TR E KL .
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* ermm.exe - ESET #i 2 BB 3% (1165 & 51 2 FIRESK, W8 2 Endpoint 72 i UL X SR RMM SMEE )
HHE .

* RMM #M#FERA - 7E Endpoint Windows R4 FANBEIAT 5 =7 JEAHFE . ARG AT B 7 BLER
€ RMM AMEFEZS (B, {EBR Kaseya 4T HIFER) K ermm.exe iR,

o RMM fXEEFEA - 7E Endpoint Windows R F ABESAT I EE =7 EAHFE N (B inEKaseya 51T 1 &
HFER) » ARFEFEA S E RMM ZMEFE A RMM fa] iR 2538 51

* RMM fllllk#s — 7E2E =5 fal Ik #% B DU FITE AT . 52 3CHR I RMM R 4¢84 HH
Kaseya@Labtech@Autotask@Max Focus A Solarwinds N-able fT 3547 .

8 EHFRAM K 155 5 L 2% DAFE ESET Server Security FH U/ A ESET RMM IEEAT & A
77 B RMM R T R ESET BB im B B BAMETER

RMM il Hi &% T im0 e A Bl 2L AT RS . I R AR B 2 AN, RH2 BT 9110 ESET LR AL i Bl A%
EAEA#E R

* ConnectWise Automate [1] ESET B 320 B FH AN FE R

* DattoRMM [f] ESET H #5umBL A B AN AR

* Solarwinds N-Central ff] ESET B % BH 5 FE /M FE N

* NinjaRMM [1] ESET B F:u B 3 AN FE

e

ESET Server Security & &F/NRFEGEAR 1] ESET BMEMI RS ABUTIR . HIRRRESETHREA [(B8)]. W
RIEAE R EREER AR E, SRR EEE S [ZR] B EEIfE R, REmAET
BARAH G R BB R — IR

IRt A [ZFR], FrfaiEi# ESET Server Security 1 ESET MSP & ¥ B & 1] ESET Business Account
S A B A ESE R, AR Re e fE L — RIIRRHI A REEH

WMl 4L

Windows Management Instrumentation (WMI) & Microsoft ¥//A Web-Based Enterprise Management (WBEM)
e, b— A ET B H 2%y 1 B SR ReCE AR SE R 51 i A7 B P B AR AR HE R 4fT

WA B WMl IR G R, RE 2
http://msdn.microsoft.com/en-us/library/windows/desktop/aa384642(v=vs.85).aspx

ESET WMI R fEE

ESET WMI 42 (4t 2 1) H FA 2 2% 1 7 A SEBR BT i iy B 4% ESET /28 v 1T A 7 ZEAE FAL AT ESET 5 2 IS sl T L
FEIE I WMI B F2 B 28 o IRREANERT AR 2R, FRAPHHRS RE K IR IR TH 4036 R A0 B & 4% ESET 28 dh 12K
ﬁEO

B A AIA A wM R R UNE (A28, fe A EE =7 S Bt TH) ARES#% ESET j2E it (171K

o
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https://support.eset.com/en/kb6235
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
http://msdn.microsoft.com/en-us/library/windows/desktop/aa384642(v=vs.85).aspx

B A P RR A AMERE DT sOAF DU A A D2 B8 D e BRI ORAEEARRE L 18 /4 1 4 RO 00 A A 8
By A AT SR %

WMI $2 3 BE 1 AR E Windows WMI JE GRS 8 A1 T B AR SRS At AR BN 8 L 8%

RALHI B R
N
FiT A B ESET 72 5 A B 1) WML JE I B 17 R Broot\ESETRIAN 44 25 ]« H BT CVEF/E T HURF A A (¥ 280071 -
—f
* ESET_Product
* ESET_Features
* ESET_Statistics
il B
* ESET_ThreatlLog
* ESET_EventlLog
* ESET_ODFileScanLogs
* ESET_ODFileScanLogRecords
* ESET_ODServerScanLogs
* ESET_ODServerScanLogRecords
* ESET_HIPSLog
* ESET_URLLog
* ESET_DevCtriLog
* ESET_GreylistLog
* ESET_MailServeg
* ESET_HyperVScanLogs
* ESET HyperVScanLogRecords
ESET_Product 381
ESET_Product B IAAT (888 R BEH — M6l LA AR 1E 8 275 Bl O 22 261 ESET 78 b A B I 2 A AR
* ID - i SR IES, 4] iiEemsi?
o AR - MG, FIUWBESET Mail Security®

o SERLTE - E AR, HIUEIBM Domino i ) ESET Mail Security@
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o JRA - EEmRRCA, #il4n [6. 5. 14003.0)
* VirusDBVersion - Ji 83 &R HERT, 40 [ 14533 (20161201) |

* VirusDBLastUpdate - % & & R} J % 58 35T O BRE R B0 . DA WM 3 PRy ] v 55 PR ] R 38 ) 2 R
filhn [20161201095245. 000000+060 J

* LicenseExpiration - #Z HERIHARE R . LA WM HA B R 4 2060 55 BRG] TS 28k 1) - 3
* KernelRunning - &7~ ekrn IR¥%5 & 75 EBE2% EBAT HOAARAE, 9140 “TRUE”
* StatusCode - R/ i B RER BB BLE: 0 - &kt (IEW), 1 - &6 (BH), 2 - 416 (GER)
* StatusText - &/~ IEFIRBBHS R A RIS, & RILA null
ESET_Features 3585
ESET_Features K345 2 AT #, L& M IhREMEH € . SR BT (H B A5
* Name - DJREMI AR (G4 RBIH BL Q0 R Finidk)
* Status - DOREMTIRAE: 0 - fEAH, 1 - ©FH, 2 - KA
oo H AT ORI i D Re ) - B I B
* CLIENT_FILE_AV - RIIRFi¥ 58 R &0 55 By
 CLIENT_WEB_AV - f /7 %iti Web % 73 B 78
* CLIENT_DOC_AV - FH JF it SC 197 #5 /i e
* CLIENT_NET_FW - A 5 uiigfli A 7 K f
* CLIENT_EMAIL_AV - F J7 ity 78 T TR0 B3 B v
* CLIENT_EMAIL_AS - il J= i 15 3J% 56 5~ B A Bly e

* SERVER_FILE_AV - 2Rz S fal AR gs 22 i b I R BR 4 S0 B2 078, 91 4 ESET Server Security
H1, SharePoint N2 & Kl E FIHE %

* SERVER_EMAIL_AV - 57 {7 5] JiR 25 2 i 1) o F B4 2215 7, %140 Microsoft Exchange 5% 1BM
Domino H [ & T B4

* SERVER_EMAIL_AS - 52 {37 fr] i3 2 i (B0 R 7 #4477, 41401 Microsoft Exchange % 1BM
Domino H [ & T B4

* SERVER_GATEWAY AV - [H]3# I52 {5 748 5% 180 2 17 12 100 2577 v
* SERVER_GATEWAY_AS - ] i | 52 PRt 4 i 38 5 b e 13 3 R4 By
ESET_Statistics 387
ESET_Statistics JH5I47 2 (T MEI Y, Az S b IR 28 8B g o a7 (M 8 0055

o JEHEAY - REERIRAS I EAS, 5] WECLIENT_FILER
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* Total - 474 FIHE RAREYL
* Infected - L35 Hi 2 IR G AOME R B H
* Cleaned - iR AKE REH

* Timestamp - 85 B AT T ROR OIS R B0 DL wimi IR A% Ao, il
[20130118115511. 000000+060 |

* ResetTime - FICE Ak &AT BRI RS B ] B8, L wmil HE IR [T s U3, il
[20130118115511. 000000+060 ]

R H T a2 4 il o 1) - R 77 B
* CLIENT_FILE
* CLIENT_EMAIL
* CLIENT_WEB
* SERVER_FILE
* SERVER_EMAIL
* SERVER_WEB

ESET_ThreatLog %!

ESET_ThreatLog B A7 Z (AT EHE, (ALK —FEBDetected threatsBI Byl sl #k. FHIEAAT (8IS f
A~
=

o ID - AR P AL SR ME— ID
* Timestamp - 237 Bi w8 R0 Sk OB [ B0RE,  (fF 1 wimi H 3 /85 ] % =0)

* Loglevel - LA# [0-8] FoRMIBT &R0 ek i %G 4. ¥HE T 21 B 4 JE 44 1Y) {iBDebugBinfo-Footnote
Infollinfo-ImportantBWarningRErrorSecurityWarningBError-Critical@SecurityWarning-Critical

* Scanner - 57U By RO S5 A I 5 44 7
* ObjectType - /& A= L7 R0 8% FH AR O - HE Y
* ObjectName - & A= LIy R AL S A RO 1 44 il
* Threat - £ ObjectName 1 ObjectType J& P AT i i 414 b S5 B 1) B 22 4 7%
* Action - £ E AR IRAT I B BR J5 5
* User - S0 o8 R0 S 1 8 A I L B IR P
* Information - 24 (11 F b 36 B
* Hash - & 4= JU Bt S0 S S AR A W 1 e v
ESET_EventLog
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ESET_EventLog %/l A ZEAT E Y, FH(EHRE —EREventsBf Fi A0Sk . BT (RIS
* ID - S B RO BRI ME— 1D
* Timestamp - £ 377 e R0 S M IRe [ BORK (1 wmil I 3/ 85 R g =00
* Loglevel - LA#T [0-8] [RGByt AT Sk bk S MR g 4. 38 N %) 244 8 4L {E D ebugBinfo-

FootnotelRlInfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical
* Module - 37 1 5 6 RT3 S A RO RS 20 44 6
* Event - SAFHIER B .
* User - S B e S5 3 0 a8 A B A I 2 bR 5
ESET_ODFileScanlLogs

ESET_ODFileScanLogs ¥l 7 2 {E AT MEIfE, HR(FARACER — 24 E M SRamFi A RC B . 1855 AL B s AC 8% 11
GUIBHR & S fiHm it | 58, BHEPUTIE# 0.

* 1D - Shdm A B R SR K ME— 1D

* Timestamp - £ 3757 R R0 S M IRe [ BORK (FF 1 wmil H 3/ 5 R g =00

* Targets - Jm i ) H AR RL /P 1F

* TotalScanned - ffifi 7 {1 4885

* Infected - S I ARG H

* Cleaned - CiERRIIITHH

* Status - ffifi 5 P ARG
ESET_ODFileScanLogRecords
ESET_ODFileScanLogRecords i1 2 [H#AT(E#E, FHEAICK LD #ECEk, 18 LLRUERARNIR
ESET_ODFileScanLogs KF i AT (Il fir 27 (1 Fe b — (I R s s S0 S b o SRR IR AT (8 R L BT A i 2§
il /OB DT RERC B QR I SRR H T R A SR K T (7, RULAZH R LogID B PRI . AR T
{[EEESSERE

* LogID - PLRC &% T /88 I 7 )5 5% 5 8% 1D (ESET_ODFileScanLogs H8 ] () 3 f — {351 T I 8% 1) 1D)

* ID - LR AL SR (K ME— 1D

* Timestamp - £ 327 7R S IRe [ BORK (1 wml H 3/ IRs Rl s =0

* Loglevel - A7 [0-8] ORI Wi wdac Sk fig FME S 4l 338 1 HL 44 8 4 1) {EBDebugRlinfo-Footnotel
Infollinfo-Important@WarningRErrorESecurityWarningBError-Critical@SecurityWarning-Critical

* Log - EEFEMIBT # AT skaTl S
ESET_ODServerScanlLogs

ESET_ODServerScanLogsfll 47 2 {8 BT #E, AR CRIAT — AR & Al edsdmati . SRIEBAT IR A5
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* ID - LI BT A0 S (1) #E— 1D

* Timestamp - £ 57 B RO o5 A IRs R BORE (R wmi H 391 /ikg 4% 50)

* Targets - f@ i 1) H AR & RS/ ) 4F

* TotalScanned - fiifi ()14 BL

* Infected - $E A 32 G H H

* Cleaned - CLiE R} AFHH

* RuleHits - #i Fil iy ofr 485

* Status - #7 i 57 IR B8
ESET_ODServerScanLogRecords
ESET_ODServerScanLogRecords S A 2 (E AT (A, SHEMAR —EPERCsk, BLREMALR
ESET_ODServerScanLog $H | 44T i 8 Pl & s i) e rp — ARt By e ac s h o ORI RGBT R BEIR BLPT A 4R
fafh/FCER BT RO Bk A0 SR BRI R S BT R RO SR AT Y, RILAZH N LogID B PEIBIE . BE(EETIIEA
AT B A

* LogID - MEC 8% T 47 1B # 50 8% 1D (ESET_ ODServerScanLogs K851 1) 3 i — 3447 (H B4 1 1D)

* |D - LI BT RO Sk 1 #fE— 1D
* Timestamp - £ 327 R0 S K IRF [ BORK (f A wmil 3/ R il g =0

* Loglevel - DA [0-8] R RaZ R OB i aC $5 ik LG & . BT 51 B 44 JE 81 {EEDebugBinfo-
FootnotellIinfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical

* Log - EHIEMIBT R8N B
ESET_SmtpProtectionLog

ESET_SmtpProtectionLog S A 2 (E AT (A, EHEAMNK —FErSmtp BivE | RIBERCER. SEBATE R
/—J/\

* ID - Utd A P AR Bk (1 ME— 1D
* Timestamp - 2237 [y 78 A0 85 1) R5 ) R (56 F WMl H 3 /B Fr 4 =)

* Loglevel - LLE7 [0-8] FINMIPTFERCHk B I 4l . HHE T 51| A 4 Jg 4 1) {EEDebugfinfo-Footnoteld
InfoRlInfo-Important@WarningRError@SecurityWarning@Error-Critical@SecurityWarning-Critical

* HELODomain - HELO 4835 1) 4% %
o IP - AR 1P frhk

* Sender - & T B FF1FF

* Recipient - F T ES{ RIS 1

* ProtectionType - AT FH 1y 78 5 7Y
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* Action - $AAT I BE T
o SRR - BRI 5
* TimeToAccept - Fl#A 252 78 7~ B2 HT ) 73 S K
ESET_HIPSLog
ESET_HIPSLog $55!H 2 E$AAT E B, AHEACR —HRHIPSERI BT sk . BHEPUTIERE 05
* ID - MBI ME— 1D
* Timestamp - £ 327 /R0 S X IRe [ BORK (f A wml I 3/ R il s =)

* Loglevel - DA [0-8] R RAZ APl ac S5 ik L & BT 51 B 44 J 81 {EEDebugRinfo-
FootnotelRlinfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical

* Application - A U5 JEH A2 X
* Target - {E3E R
* Action - HIPS SREXIU SR BET7 7%, 40, foir. 455,
* Rule - & B rZBEFE 7 V2 LRI 4% 7
* Additionalinfo
ESET_URLLog
ESET_URLLog JHiI A7 ZMHSAT 6188, AHE#AAR —2F TR0 | MpaEacsk. ST M85 .
* ID - BLBi A R R KIME— 1D
* Timestamp - £ 377 R0 85 (1 Re T B (R FH wmn H /1 [ 4% 20

* Loglevel - LA# [0-8] FoRMIB R0 ek E %G 4. ¥HE T 71 B 4 JE 4 ¥ {iBDebuglinfo-Footnoted
Infollinfo-ImportantBWarningRErrorSecurityWarningBError-Critical@SecurityWarning-Critical

* URL - URL
* Status - URL S5AEAHEEEY, 0 T Hi Web #4585 |
* Application - B & f£HLE% URL [ JE A2 X
* User - i FI A2 07 H g7 i F A IR P

ESET_DevCtrlLog

ESET_DevCtrlLog 5l A Z HBIT S, FRMEHNAE 2 [HEEEH ] KP#s. ST as.
* ID - BBy RL SR ME— 1D
* Timestamp - £ 57 78 50 Sk (1 Re [ R (156 - wMil [ 33/ 1R3 [l A =20)

* Loglevel - LISy [0-8] FoRiPaErc ik EPE g . BT T 51 44 J& 4 1) {EDebugPlinfo-Footnoteld
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Infollinfo-Important@WarningBError@SecurityWarning@Error-Critical@SecurityWarning-Critical
* Device - %¢ & 4
* User - fifl i &R 5 44 7
* UserSID - ff &Mk = SID
* Group - fifl Fl & 4H 44 il
* GroupSID - fif Jj # H&H SID
* Status - %% B P AEAEAED, G [N B ]
* DeviceDetails - il /4 1t 4 B 1 A & 51
* EventDetails - [5 /7 JHL 25 F) A 34 A
ESET_MailServerLog

ESET_MailServerLog MU/ % (BT (A, & (A#BCE 4 [BAFRE | mpIMcss. MBI HEY
el

* ID - LB RCER I ME— 1D
* Timestamp - £ 37 Byl e % X IRe ) BOEK (8 wmi 3 /185 ] % 50

* Loglevel - LA# [0-8] F/RMIBGAERCek A EIE G 4. ¥HE T 71 R4 JE 4 ¥ {EPDebuglinfo-Footnoted
Infollinfo-Important@WarningRErrorESecurityWarningBError-Critical@SecurityWarning-Critical

* IPAddr - 2 1P izt

* HELODomain - HELO 4d35 1) 4 %
* Sender - & T B fF A 1

* Recipient - &1 B IS

s EEH -ETEMAER

* ProtectionType - 447 H APy aEacsx (a0, HEikEepwE. BOREFRTRESOR RN Frid s 217 % 1)
By AR

* Action - ST I BE B 7 V%
* Reason - 15 i€ By i AR EAEY) M AT BE BTV R BR A o
ESET_HyperVScanlLogs

ESET_HyperVScanLogs $8 A 2 ##4T F#E, RHEHACEK —2F Hyper-V HE RiafGCEE. 185 FABT AL 8%
(1] GUIBHyper-V f7 | J5 8. SHEBPUTHEBSHE S

* ID - WL TSR ME— ID
* Timestamp - 2B A0 Sk IR [ BB (fFFH wmi H #1 /85 [ % =0
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* Targets - f7 i 1) F AR S /AR / LA 15

* TotalScanned - fififi ) 11 4895

* Infected - L1 2 BG4 E H

* Cleaned - CI&ERR IV H

* Status - fi i 5 P AR 8
ESET_HyperVScanLogRecords

ESET_HyperVScanLogRecords $ji|H Z (HBATE#E, REAAER —EP#a0eR, 18 Al sRiian
ESET_HyperVScanLogs A7 AT 18 8 Fir 7 1 H b — (R R B sr s b o 0800 BT (R B8R (L Hyper-
V im it /FUsR BT A RO SR . a0 R EUREFRR I DT A AL SR BT B, R ZAH LogD SR I E . RHE S
BATRRS 5

* LogID - 0% P J&8 F47 3 95 7 50 8% 1D (ESET_HyperVScanLogs 28 A1l it H: o — {8 1047 B 1) 1D)

* D - ISy s AL S5 1 e —

* Timestamp - 237 7 7 A0 8% 1 IRF [ BRER. (5 F WMl H 1 /e ] A% =)

* Loglevel - LAB7 [0-8] RO Wwac Sk g F M S 4. 391 1 HL 44 g 4 1) {E BDebugBlinfo-Footnotel
Infollinfo-ImportantBWarningRErrorESecurityWarningBError-Critical@SecurityWarning-Critical

* Log - EFEMIBT # A skal S
ESET_NetworkProtectionLog

ESET_NetworkProtectionLog ¥l Z (H AT (E S, FRAERACK —F [P | KIPECek. S0EHT 1
iR

* ID - LR T S i —
* Timestamp - 2237 B a0 Sk 1 FRF R ER  (f5H F wimil H 35 /15 i 4% 540

* Loglevel - LA#T [0-8] RI/RMIBIAERC SR IR JE A . BHE T 5112 44 & 44 11 {EEDebugBinfo-Footnotel
Infollinfo-Important@WarningRErrorESecurityWarningBError-Critical@SecurityWarning-Critical

o S - il SRAEEE B R R T VA AT

o BELTVE - AP AT R BT ik

o RUR - AR B A AR AL

s HEE - A B B ARALE

A E - P A R A PR A

* RuleOrWormName - B 441 B 1) #6 FU) s i 42 7
o JEHIRESC - oAk EH A JE A A

* User - HE I P s AC Sk A 28 A A B IR P
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ESET_SentFilesLog

ESET_SentFilesLog SR A Z (AT (AR, GHEANR F [CHEEREE ] WPk, SEBAT SR

o ID - ST RC SR ) ME— ID
* Timestamp - 2B A0 Sk IR T EREE  (fFFH wmi H H1 /185 ] A% =0

* Loglevel - LA# [0-8] KRB AL Sk AR IR JE A . BHE T 5112 44 8 44 11 {EEDebuglinfo-Footnotel
Infollinfo-ImportantBWarningRErrorESecurityWarningBError-Critical@SecurityWarning-Critical

* Shal - CLELAHE 521 Sha-1 %
« BE - SRR

o KN - EEIERE RN
O R R

« J51

o R - EUERE R0 R

* SentTo - ZLR A S8 1% =8 — i8] ESET B[

* User - ML I5 8 0 S S 28 A I A L B IR P
ESET_OneDriveScanLogs

ESET_OneDriveScanLogs il H Z AT (S, HH{EERLEK OneDrive fR#i#T . 18 56 FRBRE AL 8% 1) GUI
EOneDrive i | 58 . RHEBPATHBEIS L5

* ID - It OneDrive By AL 85 1 ME—
* Timestamp - £ B R0 Sk R R BORE (R FH w3 /g 4% =0
* Targets - Jm#i i) H ARG RLR /D F
* TotalScanned - # i {17 A F 4881
* Infected - L2 KRG H H
* Cleaned - iR H
* Status - 7 i 5 7 IR B8
ESET_OneDriveScanLogRecords

ESET_OneDriveScanLogRecords $5jill 5 £ AT 88, FHEACR L #ECsE, 18 LRl iR
ESET_OneDriveScanLogs K3I3AT (E S Fr 27 (1) Ho b — (R D s sr e o RS0 st T (M B F (L BT
OneDrive fiifffi/ B sL 8k 1P A 50 8%« WIIR R BESRAFIR IR B v AT 85 9T (R, R 28 i LogID J& 14 3 i
FHE AT (H RS B 5

* LogID - MEC 5% T8 KR 97 78 5 8% 1D (ESET_OneDriveScanLogs 28 1) 4 e b — i .47 [ B 1) 1D)

* ID - It OneDrive P& RCER I ME— ID
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* Timestamp - 2 27 A0 8% (IR ] B (fs5FH wimi H 3/ Rg [ A% =0
* Loglevel - LA#i [0-8] FRMIPT &R0 ek i E G 4. ¥HE T 71 B 4 JE 4 ¥ {iPDebuglinfo-Footnoted

Infollinfo-ImportantBWarningRErrorSecurityWarningBError-Critical@SecurityWarning-Critical

* Log - BT A B s AL i UE

FFEXSRPLHI R

LAF 2 — 2501 1€ Windows T4 31| Hl PowerShell £7HX ESET WMI BERHKBEG1,  X%77 38 A H 1T
Windows 1 3E R4t AIETIA HAh T 2 77k mT A7 BB SR 21556 5 A T H

A EHRLBRIf2 5]

wmic 4 T E ] AR A B AR TR 5 8 F BT E 3T wMi S50

A RS B 7 A T R e A

wmic /namespace:\\root\ESET Path ESET Product

A P RN AR E i B E ot A SR

wmic /namespace:\\root\ESET Path ESET Product Get Version

FELFUR LR A% S (1P 10.1.118.180) 7 fh A B 1 52 B R

wmic /namespace:\\root\ESET /node:10.1.118.180 /user:Administrator Path ESET Product
PowerShell

AT R RS B 7E i A T 0 S B Sl

Get-WmiObject ESET Product -namespace 'root\ESET'

1

AT [ s Bl v A (1P 10.1.118.180) /8 it A B ) S22 W4 A

$cred = Get-

Credential # promts the user for credentials and stores it in the variable
Get-WmiObject ESET Product -namespace 'root\ESET' -computername '10.1.118.180' -
cred $cred

ESET HHE F S EE

I IhAE R 3 ESET PROTECT fE.E 5 ESET Server Security HI{al IR 2% b 304751 IR s Fm it FH 5 o AR, K2
Hyper-V fiftif# AR HEE (e G/ G R ERE) . RA7ER 2 %28 ESET Management Agent [Ff, ESET
PROTECT @4 H AR e A vl fitfi FH, HRIE 2Bk E ((FH) REE.

wIHOH [(EAEEEFBE] BRESET Server Security & &7 7] ARt HEDE B . WEHE e RBEN [EH
HAR] wEiE .

FwHUH [EEEEER] WEESET PROTECT A48 [EHBIM] L5 R1E2E. B [E
I 5% % 60 /r8EREESET PROTECT A7 30 ZrdEiziidadli H ARS8 . #1487 % ESET PROTECT B
PUSCEETE B, 55 o A AR A s N U . 8 nT AR A% TR I A
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ESET PROTECT ZE5h47 [{AIfRASHRHF] F oo TAERE, rUlcled 5 2 sk s B AE G 8 Al iR Hoe
Hyper-V S EGE AR

BREN

B B ESET PROTECT JELRI 45T & ESET Server Securityaféds & & S8 e il | & |, iR st e b
BRI/, 2 [RRERRE] 5 e (B 3 B .

o7 HE

(esp3) FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

Setup ?
1
Server Computer Tools
™
El Real-time file system protection oL
Document protection Fo
I:. Device control {:}
[a] Hes o
Presentation mode
El Anti-Stealth protection Fo}
I:. Web access protection .0_
I:. Email client protection Fo
@ Pause Antivirus and antispyware protection v

B, MEMUE I ESET PROTECT JR AL B KRR E . B S BB I s SH E s Bk E . R,
ZB4i ] ESET PROTECT JRAIRH [BEHEA]ID

BNA ESET PROTECT Web Console , #I8 % [JRRI], BEHIC4REE H A ESET Server Security A R A,
s — R, 72 [BERe] *, #%—F [(BRER], SHBH R ERERNRE, OFkmey
([Active directory i 351 B¢ [%05]) .

— BAEMUER], BEE R 2% FH & ESET Server SecurityB[ 78 55 5 HI] #%408 er8inr [ERERRE] HE T,
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https://help.eset.com/protect_admin/latest/zh-TW/fs_opening_web_console.html

Advanced setup

fa)
ANTIVIRUS
= USER INTERFACE ELEMENTS

UPDATE

Start mode Full v
WEB AND EMAIL The complete graphical user interface will be displayed.
DEVICE CONTROL

Show splash-screen at startu - 0
TOOLS . .

Use sound signal i ]
USER INTERFACE

Integrate into the context menu (i ]

STATUSES

Application statuses View i ]

LICENSE INFORMATION

Show license information

Show license messages and notifications bl

#—F [BRER] %, oefgRiitia—T [(ERle

7

Temporary policy override

Set the duration for which the policy settings can be overridden. After this duration
the configuration will revert to the policy.

Cverride duration

10 min

30 min
1 hour

4 hours

A CIRE [(BERS] Rbyai, N R AR R
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Advanced setup Q, X|(?

~
ANTIVIRUS
= USER INTERFACE ELEMENTS
UPDATE
Start mode Full “
WEB AND EMAIL The complete graphical user interface will be displayed.
DEVICE CONTROL
0
TOOLS
Temporary policy override o
USER INTERFACE
Passwaord:
! )
Application statuses View i ]
LICENSE INFORMATION
Show license information
Show license messages and notifications v

e |

Gverride pOII-CV o

BRSO E AT B 5 T e i R 2 548 ESETPROTECT JR AR 8 . R & 7E 78 53 21 AT B B@E 40,
& DR SR B EL i e ERERR ] A% B AT, PERE4S A m i,

iE: oA E S

K[ B ] SR IE S I ESET Server Security LSk IR 7€ o

/N PRI g
R & TR S ROT P RC 808 TH, P DL A 2 KRRl JRAM S s O S b 5 P A o P i B e 1 o 114
TCIF AL o

. GEEBEMEECEH, BREEEEDRERTMEMNEH LT Releesk % Bels L],
L — B stn g%k & B BEESET Server Security & HRIEAE LW BRI 1 AT Shie sk W AR Al B st sl Bk
5 D) H AR B B4 AR 2 I Th g BLIBIRW T CAORR,  HURA ESET Server Security H & o m] B 14 .
o [BEZHRTHR] - EEIRGOSE 2R T.

VAT e
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TE B H RO R 0 B SE R S TR AR RS, TERGR E & FURE H B BRI B v
FOB% DR A R 2 ]

H B BREC 8%

FEMIEREE (BLF) 48 REIB L skIHE .

il kAR 8 H #RIEC8% (R)

fa e R

R SRR/NERE, R B EImIBRE Tk

B skt S /NS [PERCeR K/ BB [MB]] Ky, SEMIBRES b acek, HIED bR KBTER
$/0 [MB]] %1k

et B BB BT 8%

s#s B B 14 By 0 Sk AR S 00 B9 E 1 H 8%, A0 nT ISP VE R AR ZIP AR
Rt TDIE e

W O EBIMIBR K S2 BBy s 0 8% . AR RUAS & 4 32 BBy il T 8%

o JRR

K AT BT R RC Sk e 1V BOREIE . ST DL [AEA ZIP MR ARl e s i
H BB AL P AT s R

HOHRs, wREM G > SRR ERKTSRBE R (o) ] WA h i B, (e 8B EApE
FUERE S, f%— T [BARAk], PAURE AR VERCERE 2. SR & BRI 2 I D s A SR TH H ASR T R4 RE
B RC Sk B S . AR B R S KR AIRE , RIA] BB AT BRI CR

B SO 8 aR i

RO BR 7 P AU St S BLAN, 38 AT AR Sehs Ak 4 B o AT S 22«

o [BEEESR] - Piarcietl R HEx (@M Text/csV) . R BT sERC ikl B Ry RS E
BRERAMIRER (B, A BT R BT RC R, R virlog.txt T8 TS BT R i 5
) EEIRERZ ] 8B

o DA - HfoRE 07 MR RIBTERC sk IOC RS SUAE s T BORBRE DU ST AR B
FTF) 759 e F R LLE SR 70 B [Csv] R S8l A8 [BF], Bt sl (A7 it Windows 15T
BppE (RTER] (B a] P [(Sraiias] &), SRR

o [MiER] A pesER] - ek a Bl BEB] T Ao Resk b pris I O 77 0 iT i

Ry 1 T B DR AR A ERESET BT SCHR T e & 2R K b2 R i o A B 7 AL % . ESET Log Collector
SRUE T G S E NS S . W55 ESET Log Collector IIEFANE A, 5522 BIFRAM 4 k)& &

L SR
TE P B A A R A C B PR B EORT RE K R B AR, SETT RE A BB I B DU B
FAEHM. AL [BERTssRER] > 7 2P Gl ke Brh B vl 2 5

Proxy fr] i &%

TERAY LAN #9326 HEProxy frl A #s il FH 21 5 6 2 K B AR PR AR B AR . WS R fEd, AT EE R TR
Eo WA EFES T, EAGELHEEITE S, 7E ESET Server Security H, Proxy fal R #% 5% & 7 1A
(MR ] W& (F5) B EA B

1. ERgERE] (F5) > [EH] > [Bekg] > [FEHr] > [EAREIE] > [HTTP Proxy]. W% & 18 A48 & 06 Hrak
ERE, HEREAR @Y A RN B WA E L B A

2. ERESUE] > [TR] > [Proxy fARA%] — {EIS{EJE AR E Proxy fllids, & E&RTH ESET Server
Security [ 41k Proxy fil ik dea% 2 . AR P FRAIRR I P A BAH, A& HIEH A28

7 BLFR 2 M B ALY Proxy fAI IR S E, aa bR [fE A Proxy fAARES], SR12%F Proxy fal iR &S AOALHERT [EEE
B SERSE N [Proxy fRlIRAS] ML,

Proxy fal iR #% 75 B B 75
WS E 1 Proxy fal IR 28 AT I AE B AR 75 B eE, FERUTILRIEN e e ([EHER2RE] & [l
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https://www.eset.com/int/download/utilities/detail/family/236/
https://support.eset.com/kb3466/

{538 Proxy frl f 2%
#%—T ME@E], PLEBERIFIEN Proxy AR ESEEE . #H1E % Internet Explorer H145 2 I 2 8L,

SEDIREA SRR BORL (REF & A0 0 S t) . Has A e s aR it

IR proxy MILMEH, AL EEEAR

AR i O E A HTTP Proxy@ H Proxy MEVEAFHL, 2 ol B Proxy 6 BE ESET fal ik 2% BELFZIEFN .
E A
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Selected application notifications will be displayed ?

MName Show on desktop Send by email
Failed to initialize Anti-Stealth hd hd

Initial scan has started hd

Device is allowed L

Device is blocked '

Device is blocked for writing L

Integration errors L o

Advanced legging enabled W
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* %ProgramName% - &= 4= 245 R 2 .
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Advanced setup Q X ?

SERVER
B cLusTer i
COMPUTER i ) )
Settings below are enabled only when the cluster is active.
UPDATE
WEB AND EMAIL <

DEVICE CONTROL

TOOLS
CONFIGURATION INFORMATION
Lag files ) )
Settings below can be changed by the cluster wizard only.
Proxy server
Email notifications Cluster name
Presentation mode o
. ) Listening port 97Ty
Diagnostics
Cluster List of cluster nodes

USER INTERFACE

i FHRESET #2458 | AORF A AR IHIE AT I HENC & -

Advanced setup Q x|(?
SERVER
B cLusTer i}
COMPUTER : ) .
Settings below are enabled only when the cluster is active.
UPDATE Open port in Windows firewall (i ]
WEE AND EMAIL Status refresh interval [sec] s O
Synchronize product settings v
DEVICE CONTROL 4 . J - o
TOOLS
CONFIGURATION INFORMATION
Lag files ) )
Settings below can be changed by the cluster wizard only.
Proxy server
Email notifications Cluster name termix
Presentation mode . .
. . Listening port o777
Diagnostics
Cluster W2012R2-NODE1;W2012R2-NODEZ;W

L 2012R2-NODE3:WIN-JLDLBECEURS

USER INTERFACE
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wn statuses will be displayed

= ANTI-PHISHING PROTECTION

Arti-Phishing protection is disabled

Anti-Phishing protection i paused

ANTIVIRUS

Arti-Stealth is doabled

DEVICE CONTROL

GEMERAL

HIPS

SERVER

UPDATE

Windows 8 &1 % 35 3 i B~

AP A7 B ESET Server Security (7% FIIE H AIZhAS. LA BUASE%— F Windows 381 b il (8) ap
AT S SeTH H AT RE .

v “You are protected

e Pause protection

Loqg files

Open ESET Server Security
Reset window layout

Check for updates. .

About

OF EE IR I TR

16,06/

FES ¢l
B R L T AR B A Bl IR RE SRR
T
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Revert to default settings ?

Revert all settings in this section?

This will revert the settings to their default values and any changes made after
installation will be lost. This action cannot be undone,

Revert contents of tables x

Any data added to tables and lists (e.g. rules, tasks, profiles) either manually or
autormnatically will be lost.
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