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End-User License Agreement
o (es[:}
Flease read the following license agreement carefully

IMPORTANT: Please read the terms and conditions of product application sat out
below carsfully prior to download, installation, copy or use. THROUGH
DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE YOU
AFRE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS.

Software End-User License Agreement.

Under the terms of thiz Software End-User License Agreement (hereinafter referred to as
“the Agreement”) executed by and between ESET, spol. s 1. 0., having its registered office
at Einsteinova 24, 331 01 Bratislava, Slovak Republic, repisterad in the Commercial w

(®) I accept the terms in the License Agreement

() 1 do not accept the terms in the License Agreement

4AFE VSR AN §8 F B AGTUTROHE 7bs o R 29 A weh o).
A

I E ESET File Security 7] 52 A x] U th. A A A X (full installation) 2} 1. % ol AAEH = A2 §3
© 2, Windows Server 2012, 2012 R2, 2016, 2019, Windows Server 2012 Essentials, 2012 R2 Essentials,
2016 Essentials @ 2019 Essentialsol| A] AF-&3F 4~ 915Ut}

Setup type
Choose the setup type that best suits your needs,

® Complete All program features will be installed.

) Core Core features and command line user interface will be installed.
Recommended for Server Core Installations.

) Custom Choose which program features will be installed. Recommended for

advanced users.,




A 7= = ESET File Security 7]%5-2 A 2] 3 o}, 2008 R2 SP1 & 20110 A AF& & 4= Q55U T,

{5 ESET File Security Setup x|

Setup type
. er
Choose the setup type that best suits your needs

{+ Typical Typical program features wil be installed.

" Core Core features and command line user interface will be
installed. Recommended for Server Core Installations,

" Custom Choose which program features will be installed.
Recommended for advanced users,

< Back | Mext = I Cancel

2

N

o] A x| 73 -2 Windows Server Core Edition8 Ut A X A= AA A X} 5L =2 75

A FEH W B EE AR AE o] A7F A X H Ut 8 A X = FE Windows Server Core ol A AF-&

FH A k= A9 WA 9 Windows Serverd & o] & A& = G YT 2 AXE AFE S A
X = ESET X ok xﬂgoﬂ GUIZ} 23] ] 9kt =, ESET File Security 2 2 & wfj o] = W& = A&

2 A 3 o] ARE AR = 5 U T AA S WS-} 7B S5 ShebrE ol theiA = = A A Al

2 B2

FAEE B 20 AAE JASAE O A AL AR
C

< ESET File Security 7]5& A BT 5 Utk X & Al#tst7] Aol Al 28 9 75
S50l IAFYTE 223 FA 247 23S 5 ESET File Security & AH&AF A A ot = 47l #&

=z 71
Windows Server 2008 R2 SP1o A WEQ I BT 74 949 Ax= 7|RA o 2 v|FAIJFYHES
AX). o] T4 248 AX W ASA AR A # ogaagww

U

5.ESET File Security 7} A X2 Y x| & A& stet= A A 7 FAFE UL 7| 2Fdog o) 2 7
C:\Program Files\ESET\ESET File Security°l] "2 X} Ut} o] Y& H A 3leld FolH 7S H XY
tH(E A= A ).



Select Installation Folder (es[]

To install in this folder, dick “Install™. To install to a different folder, enter it below or dick
"Browse",

Product folder;

Browse...

Module folder:

IC:\ngram Files\ESET'ESET File Security’,

Data folder:

IC:‘lFmgramDaE‘l,ESl:—l“IESEI' File Security)

1 9P JY(A 2

AAe 2dd 744 84E FASIAUGAAT = AsUth ol FA st 7] A2 Fol
A Fe A A7) A S AR AU, 22 R 7] (Windows Ao ol A 2 7Hs) &2 ©]F3
Security S £ E% nh-¢ 2 M Eo R ZYst WA S A=Yt ot DA et 744 24 F
A AU

A7 §AE A
AL, 8] AA L

ARt msi A
3} & ESET File
i
= T

7FeHA L

T AU &, A48 A 845 £H A, 44 X F ESET File Security 5 85}
0] r/]_
AR .

) 30

oy

> o
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Modify, Repair or Remove installation
Select the operation you wish to perform.

Modify
Adds or Removes ESET File Security features.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortouts and registry entries.

Remove
Removes ESET File Security from your computer,

2Ae QuetE g hs me o 24 24 B2 RAP UL

Aol 27HAAR 5 AUk e 2
=g oh.

Choose product components, which will be installed
Custom setup

(Required Companents)
Real-time file system protection
Web and email

Device control

Graphic User Interface

ESET SysInspector

Help

These components must be installed always.




g
AAEA A2 Hel 4 AYstel AT 74 L28 FAT 5 ASUThATE T4 249 35
3 A2 2857 A AW E TAl A4 obe B LT GUIZE A A A 3 A S A
w7 Q% AR UL A E o) A5 B 4 09] 45 Windows 417 kel 4ol 4
W& Tl A A stebs WA A TATSHE, A 7E S ekl AR 2 uhE A T 227 LS b e 4
e 7} | k.

oS g2 Agste 43 &S 53 X5 SF5yrh. msiexec /i <packagename> /qn /1*xv

1
Windows Server 2008 R2 SP19]| = Y| ES 3 B3F 7|5 0] A X5 A &4y}

il

oo

A 7} 2 st 7 $-of =Windows o] ¥l E F-o] & A}

) g

AR o g AREQEX Foldle]l= AL =4
3] o & A o] A BL(AA: Msilnstallerol| A & Z &

2 HU

A
4

of

640 E Al 2~H o] AR HXA:
msiexec /i efsw nt64.msi /gn /1l*xv msi.log ADDLOCAL=NetworkProtection,RealtimeProtection,”

DeviceControl,DBcumentProtection,Cluster,GraphicUserInterface,SysInspector,SysRescue,Rmm,eula
AA S SE 3w ESETGUIZE Al 2] 1 &7 Ao (A28l Eo])o] =] ofo] = Eo] EAIF U th

o

53 Ao (FL )= A= AA:

msiexec /i efsw nt64.msi /qn ADDLOCAL=NetworkProtection,RealtimeProtection,”
DeviceControl,DocumentProtection,Cluster,GraphicUserInterface,”
SysInspector,SysRescue,Rmm,eula PRODUCT LANG=1031 PRODUCT LANG CODE=de-de

AAF W o] TE B2 W= A oA Ao HetuEE TR L

REINSTALL s}etul g ghS XA w] ADDLOCAL B=+= REMOVE 3}e}u] B Zho 2 A5 A] ¢F+= v X] 7]

52 4@ 8hoF Gl Tk REINSTALL, ADDLOCAL, REMOVE ehul 8] gho2 B 7152 1} stel ¥
Z A E AY 2 AP ok Fuch REINSTALL shehu| g & AFR-31HA) o}gnﬂ 27w A A7 BB
g2 e 5 AsUTh

AR 75 B2o Haz Ax AL F2EAAN L.

6441 E A| 8ol X AR A A (A A):

msiexec /x efsw nt64.msi /qn /1*xv msi.log

Gl

BGACZ AASE AW 7L A5 o2 AR H YT
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BHEE A

O

o2 AL A A AEslo] 20 Za, 718 B Qg FELE W ARSIk FUTh AT WEE 291X
A4-5] = msiexec ¥ Aol M= A A 78 F23A L.

A 45+ g H:
APPDIR=<path>

c AR -fESYUHH H=2

s of ZEA o] AA Y H e JYth

¢ o2 So] g3 &tk efsw nt64.msi /qn APPDIR=C:\ESET\
ADDLOCAL=DocumentProtection

APPDATADIR=<path>

cAz-gEd YAy 4=
- ojZ Aol 4 dlolg) 24 TeE e drh.

MODULEDIR=<path>

s Az -gEd g 4=
- B A4 e

ADDLOCAL=<list>

cTR 4 AN -2AR AT NES 7 22T,
* ESET .msi 9} 7] A o] A Ab&:efsw nt64.msi /gn ADDLOCAL=<list>

* ADDLOCAL &4 of tf & AFA 3 U] 82
https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal & ZFZ3}4 A] L.
¢ ADDLOCAL BEE2 AT RE 7|50l gRE F2FH 55 YU

AN A5 e Bl AR (RE A 71%)7 B2 BAA e %3k o] of FhT.

REMOVE=<list>

s T 8A AN -EF AAEHA o= 4 Vs

* ESET .msi 9} 7] A o] A AF&:efsw nt64.msi /gn REMOVE=<list>

* REMOVE <A of] tf 3k RFA]| 8t -2 htitps://docs.microsoft.com/en-gh/windows/desktop/Msi/addlocal
28 F2SHA L.

L REMOVE %2-& 2A51A &(EE /1E AL AS AAD 49 158 4ER TED 22y

t}.

A VIR ARG AR SEFULL FF EE S Vs e HAAeE 23T 8+l
I~

sS4yt

ADDEXCLUDE=<list>

* ADDEXCLUDE B-E-& AXH A 42 RE 7|5 o5 4EE 7RI EZYYh
c AAFA G2 7e S AHT A A FEEG, ZE S 715 2 BAFA 92 FHE V5ol H

Sof WA H 02 T3 o] of g o,
* ESET .msi 9} Z] A o] A AF&:efsw nt64.msi /gn ADDEXCLUDE=<list>
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Hal

ADDEXCLUDE= ADDLOCALZ} 87 A}&8 5= gl th

7% &H

c g -3l F 7)Fol FF AXFY
o]-_r]__'_

CRA-AF )5S AR FEE YL A2T 5 AHUT
c$7A-TE V5ol AYE 4557 A% B4 e 5P

ESET File Security 7] 5 &2

=2
B>
Bl
R
i

FEIYT} o] & Eo] RealtimeProtection& REALTIMEPROTECTION

N i o
N

S ofy
D)

52, °f
I} o
ol
Tr

LSS

o
)

N
of

o
aj

SERVER
RealtimeProtection
WMIProvider

HIPS

Updater

eShell

UpdateMirror
DeviceControl
DocumentProtection
WebAndEmail
ProtocolFiltering
NetworkProtection
IdsAndBotnetProtection
Rmm
WebAccessProtection
EmailClientProtection
MailPlugins

Cluster

_Base

eula

ShellExt
_FeaturesCore
GraphicUserInterface
SysInspector

SysRescue

go mo mo oo nf mo pf pf mo oy mo oo mo mo mo o) mo mo mo f pH AH E pE pE aE N
ok oo o D oo oo oo o koo DD D o

Enterpriselnspector

U= 715 & st AAs A sl g 250l Sote RE 2w AANA AA 25< A Adl oF gyt
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agA o s g 75 ol AAFA AF UL ol 7)ol F ZEol vt Ut &0l el 152
LHeR).

GraphicUserInterface,ShellExt

NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,ProtocolFiltering,MailP
lugins,EmailClientProtection

ol

REMOVE 3}etw] B & AH&-3HAL A9 7] %5 §F 2] A 3to] A X] o] A NetworkProtection 414 (319 7]5 23S A< gt}

msiexec /i efsw nt64.msi /qn ADDLOCAL=ALL REMOVE=NetworkProtection

L= ADDEXCLUDE 3}e}u Bl 2 A2 S 4 QA v 2 E 319 7|55 A A& oF g}

msiexec /i efsw nt64.msi /qn ADDEXCLUDE=NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,”
ProtocolFiltering,MailPlugins,EmailClientProtection

o
Z2 A o
msiexec /gn /i efsw nt64.msi /1*xv msi.log ADDLOCAL=RealtimeProtection,Rmm

%) 5 ESET File Security® A5 2.2 TAH 5 stel W 4% B2 Wl A 713 74 shebv 6 g A48 5

o
ESET File Security A2 X] & ESET LiveGrid® v] &4 3}
msiexec /qn /i efswfnt64 msi ADDLOCAL=RealtimeProtection,Rmm,GraphicUserInterface CFG LIVEGRID ENABLED=0

REETFNEEES

2914 Z
CFG_POTENTIALLYUNWANTED ENABLED=1/0 0- n|&A3}9,1- 8432
CFG_LIVEGRID ENABLED=1/0 0-nBA3D, 1- B9
FIRSTSCAN_ENABLE=1/0 0-uBA3},1- 843
CFG_PROXY_ENABLED=0/1 0- v, 1- 43S
CFG_PROXY_ADDRESS=<ip> ZEA P E4UT
CFG_PROXY_ PORT=<port> ZEX ZTE HE AU
CFG_PROXY_USERNAME=<user> 91 %S 913 A} &2} o] 29Ut
CFG_PROXY_PASSWORD=<pass> Q12 S 93t v U HE Yt
dof S| B AlE Aol (F stetul B & 25 A5l oF &)

29 A Z
PRODUCT_LANG= LCID 4} X1 4=(& 2 D, <ll: English - United StatesS] 7-%- 1033)+& FEEBEFZE

F2 42

PRODUCT_LANG_CODE= 4 £ x}2] LCID AL (29 —-—§]—¢?4 o] &, oll: English - United States2] 73-%- en-us)<
o‘jﬁ JT 2= % }_]_/\1}\]

e
.
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uld
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ox,
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£ HAIA 7 2AE Ytk
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

| have a license Other activation options
« Enter a License Key @ @ Offline License
: x
Use a license you purchased online or in a Use an offline license file if this client does not
store, connect to the network,
Qﬁ ESET Business Account ® Activate later
Activate with a license from ESET Business Use ESET Remate Administrator to activate this
Account. client later.

You can also enter Security Admin credentials.

thS B = S-S AR 81o] ESET File Security S 43138 4~ 915U th
gol i 7] 19

XXXX-XXXX-XXXX-XXXX-XXXX B A1 9] 7163 Z21g 2, glo] A A A8 A3} glo] A A A 3o AH:
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]:] .

ESET Business Account

AFE- A7) S5 E 5 o] Q)31 ESET File Security 2Fo] A1 A& 7FA] -2 EBA(ESET Business Account) 4& X 3111
A9 0] S8 AT Th ESET ehol 1os shel 29 ol A Ao B B9 A4 5 Y

AFH7 B H = v EY T LA Do) e A7) ESET Security Management CenterS £3) 924 &4 3}
£ 438 7 ESET Security Management Center 2 U0l 84315 St U35 o] FElo]dEE
A sstel= Aok o]l s A= A E 5 s YT
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7|8 2 73 Fof= A2 | o] E(Windows Update) == BFX] <l 2 Yd| o] E 22 T} & g5 o o3t
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ESET Business Account
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ESET License Administrator X & & 2] t] &l A Ut} o]y =]
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2 A1 ¥ 7 2] ESET File Security 7} 9t &5 o] A 2L 7| A3 AL} =
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c AAIEAA - A ‘ﬂ A& AA3H7] Aol o] WA A AT 2 4l ¥ 7 9] ESET File Security & Th-
2rshych FAS A58 = A-$ 7)< ESET File Securityol| A 4 42 U & v U] C}. ESET File Security
E A ASHE AW E A A1 ZZ YT th2 235 A X AR 2 Mz "HE 2e 33k 1A
= 25T 245 714G L Tk ESET File Security & A 3 3h= AW 71 st 74 Ql+= o—r°ﬂ o] A& A&
= Aol 24T

c A YK - 71 A WAL A AL T 9 ol A ESET File SecurityS A X317 k11 § 18] o] =381+ |}
Hdych

Windows Update T=+= TFE2 o] §- 2 213 AW ol| Al BF 52 Windows UpdateZ} QL1 B5F F<l THA] A
2Ho] glo]ok ]tk W= 2 ol Windows Update &= T}A] A 2Ho] Q1= AFE] ol A 3 7] 9] 2] o] & Ll o]
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ESET File SecurityS ¢ 18 o] E31= 5 ¢F A 8] & thA] A ZHal oF gyt
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3 4= 9l ) o] B S A-8-81 W 7 ESET File Security S 5 Q81 A] A3 AA (R8s A2 theke] AW
£ dadol=& 5 s yth

FFole BE AAS A EEA A FAE A 27l A

I 2;‘.

o] At 2 WA R AP YT
e 73, oY 58 EF5 HAG &5 S HXe] ZE A4S ZEST] A6 71 HA Al HA
] 1 ©] ESET File Securltv% AR ete] +Foz A WA AW E g o] =3 th o] 7= ESET File
Security & A sh= A ¥ A ZAZ PP U

18



e A 7.xE MF A 19 o] = ESET File Security A& 8 A 3} 17 ESET Security Management Center
oA AFoz WEI L] o] AAL UZo Jdado]l=d BE Ao AgH Yrth o] &A= ESMC
o} b3 WA E Ae o] WA w ST YLk

¢ o] A B % ] ESET File Security & AR st ZE A wolA 22 EH ] A A FYge APt
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REMOTE ADMINISTRATOR LA | Sewrch computer name - 7 « 1 &

Computers SHOW SLBGROUFS o

Groups M a G i w~ STATUS MUTED MODULES LAST CONMECTED umR 3

B Lost & found (3)
i

10.1.115.109 'y

! Show Nerts

O Sean b

C upasie Modules
& Reboct B

b Foun Tasic.

+ hoew Taske,

'3 Last used tasics b
2 Assign User.

A Marage Palices.
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®3 Depioy Agent..

O Denctivate Progusts
> Connect

3+ Move to Group..

B Remave

e

37 HOR o] Fe L A R HES St B H = AFY B TS
28 g Ut Al 740 H5 ﬁ/\lﬂ‘?iixlzﬂ

to X
Y =

n
$$

2~
T
hv 4
-

19


https://help.eset.com/esmc_admin/latest/ko-KR/computer_details.html

(es[) REMOTE ADMINISTRATOR

= i ovenvisw
m COMPUTERS

20

£} CONFIGURATION

@ SYSINSPECTOR

3 TASK EXECUTIONS

[© INSTALLED APPLICATIONS
1 =

£ sERTs

A THREATS AND QUARANTINE

s+ DETAILS

4RAo 2 A/ HES 27
ot

GVERVIEW
CONAGURATION
SYSINSPECTOR

TASK EXECUTIONS
INSTALLED APPLICATIONS
MALERTS

THAEATS AND CUARANTINE

DETAILS

5.280|AE YO = o] 53] &
B¢ AR gAY =l

Configuration

PRODUCT

Configuraticn

ANTIVIRUS

Applied Policies

Appilied Policies

| —

o

BASIC

SCANNER OPTIONS
Enable detection of potentially unwanted
applications

Enable detection of potentially unsafe

Enable detection of SUSPHCIOUS
app ons

ANTI-STEALTH

Enable Anti-Stealth technology

PROCESSES EXCLUSIONS

Processes to be exduded from scanning

EXCLUSIONS

Paths to be excluded from scanning

AUTOMATIC EXCLUSIONS

SHARED LOCAL CACHE

s
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@EEQ
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St AW F shutel]l E 22513 AW E ol =g ch LubAQl A4 A E mEA 2. A A
3h= & <+ o] A ESET File Securitye] 2E ¥& +42 &g Yth

2.ESET Z | 2~ E upALS AYst F8] 28 = EE 3713 tHESET File Security S ] 18| o] =&
A1), B 83 7 -F o}2 ESET File Security 7} A 3 = 31 QI A] 942 th2 AWM E F71E 5 5 U TH ]
Ao A7 ). el aE o5 2 AA F3 AR A 7|2 AAHS FASE Aol £5

THAZ S BABA R 2o o]l A2 FX) 7L A el o] glofof 3.
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Modes check

Mode checdk log

[12:29:536] Mode chedk started :l
[13:39:36] PING test:

[13:39:36] O

[1=2:29:36] ﬁdmmmtratmn share access test:

[13:39:36] O

[13:29:36] Semce manager access test:

[ 10

[ ]

[

13:39:39

13:39:39 Checkmg installed product version and features:
123947 -2003-SHAREPOIMNT_2: Older wersion of the
product detected, Product will be reinstalled,

[13:39:43] -2003-CLEAN: Install will be perfarmed.
[13:39:45] O

[13:39:45]

[13:39:45] Warning: The product needs to be reinstalled on some

machines before creating the duster, This may cause those
machines to be automatically restarted.

< Previols

4522 A2 W Z2H &3 spHo] dA AP 5o BAFEUTE AA 7 dEHE tE

Ao} A7 EBAE UL

Check

"
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Modes install and cluster activation

Product install log

[15:53:58] Generating certificates for cluster nodes... ;l
[15:54:01] All certificates created.

[15:54:01] Copving files to remote machines:

[15:54:05] All files have been copied to remote machines,
[15:54:05] Installing product:

[15:55:00] ESET solutions are installed on all remote machines.
[15:55:00] Enrolling certificates:

[15:55:02] All certificates have been enrolled to remote machines,
[15:55:02] Activating cluster feature:

[15:55:03] Cluster feature has been activated on all machines.
[15:55:03] Pushing license to the nodes:

[15:55:05] License has been successfully pushed to the nodes,
[15:55:05] Synchronizing settings:

[15:55:06] Settings have been synchronized.
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Modes install and cluster activation ?

Product install log

[18:06:59] Generating certificates for cluster nodes.., ;l
[18:07:01] Al certificates created.

[18:07:01] Copying files to remote machines:

[18:07.01] Al files hawve been copied to remote machines,
[15:07:01] Enrolling certificates:

[18:07:03] Al certificates hawve heen enrolled to rermote machines,
[18:07:.03] Activating cluster feature:

[18:07:04] Cluster feature has been activated on all machines,
[18:07:04] Pushing license to the nodes:

[18:07:04] Failed to ohtain activation token from the server,
[18:07:04] There were errars pushing license to the nodes.
[18:07:.04] Synchronizing settings:

[15:07:05] There were errors synchronizing settings in the cluster,
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FILE SECURITY...
MONITORING V YOU are prOt@CtEd

License

License validity: 31/12/2021

Modules are up to date

Last update: 04/08,/2020 17:12:56

File System Protection Statistics

_______ Infectec: 0
Cleaned: 0
Clean: 2,302
Total: 2,302

Product version 7.2.12003.0

Server name

System Windows Server 2012 R2 Standard 64-bit (6.3.9600)

Computer Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz (2597 MHz), 4096 MB RAM
Server uptime 52 minutes
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System updates @ ®

Total number of available updates: 7

Mame Type

t 2019-02 Security Monthly Quality Rollup for Windows Server 2012 R2 for x64-based Systems (KBE4437000) Critical

2018-12 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 for x64-based systems (KB4... Important

Update for Microsoft Silverlight (KBE4431252) Important

Windows Malicious Software Removal Tool x64 - February 2019 [KBE390330) Important
2019-02 Security and Quality Rollup for .MET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 471, 47.2 for Windows 8.1 a... Important
'ﬂ' Update for Windows Server 2012 R2 (KB4033428) Recommended

'ﬂ' Microsoft .NET Framework 4.7.2 for Windows Server 2012 R2 for x64 (KB4054566) Recommended

Run system update
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eShell*network advanced
INTRUSION-DETECTION PA
STATUS-IDS 8T

eShell network advanced
ADUANCED
EMPORARY-BLACKLIST

eShell network:..
COMPUTER
PASSWORD
SIGH
UIRLOG

eShell*network advanced
etwork isolation:

eShellnetwork advanced
etwork isolation:

ESET Shell

CKET-INSPECTION
ATUS-TSOLATION

> ..
IDS—EXCEPT IONS

STATUS-BOTHET

STATUS

USE-BOTHNET-PROTECTION USE-IDS

DEVICE
RUN
STATUS
UARNLOG

GUIDE
SCHEDULER
TOOLS
WEB-AND-EMAIL

set status—isolation enahle

Enahled

set status—isolation disable

Dizahled

LICENSE
SERUVER
U1

eShell>
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

Scan

Shared folder scan Scan all local disks and clean threats

Storage scan Q Scan your computer
other parameters removable media
OneDrive scan Hyper-V scan

Select Onelrive itemns to scan wm ¥ Select Hyper-V virtual machine disks to
scan

Custom scan Q Removable media scan
Select the scan targets, cleaning level and 0 Scanning of USB, DVD, CD and other
o>
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Computer scan

O\ Threats found: 0

Chinstallsetup® n n

 Less info

Objects scanned: 24610
Duration: 0:00:17

Ch\Documents and Settings\All Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings\all Users
Ch\Documents and Settings\all Users
Ch\Documents and Settings\all Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings\All Users
Ch\Documents and Settings\all Users
Ch\Documents and Settings\all Users
Ch\Documents and Settings\all Users

Ch\Documents and SettingsAll Users

+ Scroll scan log Close
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Computer scan =

Scan Log
Version of detection engine: 13075 (20130919
Date: 9192018 Time: 10:34:23 AM

Scanned disks, folders and files: C\Program Files\Microsoft

(& \ Filtering
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) FILE SECURITY
FOR MICROSOFT WINDOWS SERVER
€) Log files =
LOG FILES (894) v
Detections
User
Computer scan
as successfully updated to version 21... SYSTEM
Blocked files ESETICEEShE UL, SYSTEM
Sent files ESETICESENELL. SYSTEM
HIPS ssfully updated. SYSTEM
Metwork protection as successfully updated to version 21... SYSTEM
. . al information was sent to ESET. SYSTEM
Filtered websites
as successfully updated to version 21... SYSTEM
Devi trol
FVICE contre al information was sent to ESET, SYSTEM
Hyper-V scan as successfully updated to version 21... SYSTEM
COnelrive scan as successfully updated to version 21... SYSTEM
03/08/2020 17:3... I ESET Kernel Anonymous statistical information was sent to ESET. SYSTEM
03/08/2020 17:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 14:3... | ESET Kernel Anonymous statistical information was sent to ESET. SYSTEM
03/08/2020 14:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 10:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 05:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM

m Filtering
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Log filtering 2

Find text:

Search in columns:

Time: Module: Event: User Ay
Record types:

Diagnostic; Informative; Warnings; Errors; Critical A
Time period:

Mot specified W

From: 05/20/2018 W || 11:00:00 AM
To: 05/21/2018 % | 11:00:00 AM -2

Search options
Match whole words only

Case sensitive
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

Update

Current version:

UPDATE Last successful update:

Show all modules

A WA

ESET File Security ¥ = W A 9] U]t}

nh et g o) =

Last successful check for updates:

7.2.12003.0

04/08/2020 17:12:56
04/08/2020 17:12:56

Check for updates Change update frequency
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https://support.eset.com/kb2850/

FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

Setup ?

LA
17}
17}

v

Computer >

All required computer protection features are active,

Network >

All required network protection features are active.

AT

Web and ema >

All required internet protection features are active.

Tools >

1} Import/Export settings ¥ Advanced setup
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https://help.eset.com/glossary/ko-KR/technology_ams.html
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Enable Diagnostic logging?

Enable Diagnostic logging for selected time period.

Enable for 10 minutes A

Enable for 10 minutes
Enable for 30 minutes
Enable for 1 hour
Enable for 4 hours
Enable for 24 hours
Enable until restart

Enable permanently
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FILESECLRITY e

FILESEC

Import and export settings

The current configuration can be saved to an XML file and restored at a later time >
when needed.

& Import seftings

Export settings

Full file path with name:

v

1} Import/Export settings #ﬁ\dvanced setup
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* ESET Shell

* ESET Dynamic Threat Defense [
* ESET Syslnspector
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https://help.eset.com/edtd/ko-KR/overview.html

e

Tools ?
Running processes —] Protection statistics
Reputation information powered by ESET = Threat and spam statistics
LiveGrid ®
Watch activity /BN Cluster
@ File systemn activity EllZ] Mot used

ESET She
Command-line user interface
TOOLS

ESET Sysinspector Scheduler
Tool to collect detailed information about Manage and schedule tasks

system

ESET SysRescue Live

Malware cleaning tool

Submit sample for analysis Quarantine
Send file to ESET Research Lab Safely stored infected files
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e -

€) Running processes =) © (2
E] LOG FILES This window displays a list of selected files with additional information from ESET LiveGrid®. The
reputation of each is indicated, along with the number of users and time of first discovery.
Q, scan
= T Reputation Process PID Mumber of users Time of disc... Application name
L
@ SIM55.EXE 208 5 years ago Microsoft® Windows & Op...
533 SETUP @ CSr55.8%8 312 5 years ago Microsoft® Windows® Op...
[®=1 wininit.exe 338 2 years ago Microsoft® Windows® Op...
E TOOLS B winlogan.exe 416 2 years ago Microsoft® Windows® Op...
@ services.exe 430 5 years ago Microsoft® Windows & Op...
@ HELP AND SUPPORT [m=7 1sass.exe 438 5 years ago Microsoft® Windows & Op...
@ swchost.exe 544 5 years ago Microsoft® Windows® Op...
[m=] logonui.exe 668 5 years ago Microsoft® Windows® Op...
@ dwm.exe 676 5 years ago Microsoft® Windows® Op...
;Qa spoolsv.exe 904 5 years ago Microsoft® Windows & Op...
@\-‘gauthsewice.exe 1104 1 year ago ViMware Guest Authenticati...
m»'n1t-3-:lsd.exe 1188 1 year ago Viware Taols
ﬁf‘ﬁ wmiprvse exe 1423 2 years ago Microsoft® Windows® Op...
@ dllhost.exe 296 5 years ago Microsoft® Windows® Op...
g}a msdtc.exe 1940 5 years ago Microsoft® Windows & Op...
[®=1 taskhostex.exe 2752 5 years ago Microsoft® Windows & Op...
= . . S - e .

~Show details
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RLESECURIY. ..

€) Watch activity ?

File systermn activity v

MNetwork activity

256 kB

U

04,/08/2020 17:21:38 04/08/2020 17:24:54

Amount of written data

640 kB

512 kB

384 kB

256 kB

128 kB l l L l

' A '
04,/08/2020 17:21:38 04,/08/2020 17:24:54

Refresh rate |1 second S
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LR I

<) Protection statistics

Antivirus and antispyware protection v

File systemn protection
Hyper-V protection

Email client protection

J:

Web access and Anti-Phishing protection

2,439

B Number of infected objects 0 0.00%
MNumber of deaned objects 0 0.00%
Mumber of clean objects 2,439 100.00%

O‘ CAWindows\ServiceProfiles\LocalService\AppData\Local\lastaliveO.dat
@ Statistics started on: 04/08/2020 17:12:45

ESET File Securityol| A= t}2 9] B4 28| 22 AH2 & 4 IS5t
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Hyper-V R &
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ESET 2] 2 E| = Microsoft Windows Server-& ESET A| =2 P2P 5 A1 Q1 g} Yt}
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7l B o] A= o2 2 I} 2ol YERE Yt
(esfl) FILE SECURITY
€ | Cluster ¢)(?
Name State
W2012R2-MODE1 Online
W2012R2-NODE2 Online
W2012R2-NODE3 Online
23
ESET File Security 2} Linux-& ESET File Security 7Fol| = ESET 23 A HE AT 4 g5 Uth
ESET S HAEE AR o 7 7HA Ao 2 =58 F718 5 5 UTth
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Select nodes ®

Machine to add to the list of cluster hodes

Cluster nodes
ESFW_NODET Remove all

ESFW_NODE2
ESFW_MODE3

Autodetect

Browse...

Load...
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c A =E7FAHE T e AR A Zel
c =72 AH A

e S =R 2

L 974 gaol A5

L 2UE AE WA (EE A F o] §l)e] AAE
A AFAZ AEA B

Nodes check

Mode check log

[2:07:55 PM] Node check started
[2:07:55 PM] F‘ING test:
[2:07:55 PM] O
[2:07:55 PM] Admmmstratmn share access test:
[2:07:57 PM] O
[2:07:57 PM] Sennce manager access test:

[2:08:04 PM] O

[2:08:04 PM] Checkmg installed product version and features:
[2:08:04 PM] 0% (W2012R2-NODE1)...
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Modes check

Mode check log
Check
[2:07:55 PM

Mode check started #
[2:07:55 PM

PING test:
[2:07:55 PM] OK
[2:07:55 PM] Admininstration share access test:
[2:07:57 PM

OK
[2:07:57 PM] Service manager access test:
[2:08:04 PM

OK
[£:08:04 PM] Checking installed product version and features:
[2:08:06 PM] W2012R2-NODE3: Remote machine has different
set of ESET product features installed. Product will be reinstalled.
[2:08:07 PM] W2012R2-NODEZ: Install will be performed.
[2:08:08 PM] OK

"

e e e e e e e b

EB2H tPYAL- = E A

ESET Z 8 2HE 2713 3t= Tl 94 Hre ol A X8t A-F vt A7} %ProgramData%\ESET\ESET

Security\installer ) F B 2] ol A A 2] 22 T30g AUt A 2239 3§71 A& ol A H O Q=

A9 A4 229 H9e Foale WAL AR
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Modes install and cluster activation

Insta

E

< Previous Einish Cancel

2
3 640 =) o ol A5 A4 AN E S L D9, b EA T T

A3 wA A 7F A Y o
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Modes install and cluster activation

Product install log —
Insta

[12:56:34 PM] Generating certificates for cluster nodes... -
[12:56:36 PM] All certificates created.

[12:56:536 PM] Copying files to remote machines:

[12:56:41 PM] All files have been copied to remote machines,
[12:56:41 PM] Installing product:
]
]
]
]

[12:56:42 PM] NMumber of installers started: 2

[12:59:35 PM] ESET product is installed on all remote machines.
[12:59:35 PM] Enrolling certificates:

[12:59:38 PM] All certificates have been enrolled to remote
machines.

[12:59:38 PM] Activating cluster feature:

[12:59:40 PM] ESET cluster feature has been activated on all
machines.

ESET 22| 2E & SHt=A /0 sta v A4 > AW s o] o &/ 314 el 2 AE Yt

-0 o] % ¥ % 2] ESET File Security7} o] n] A X8 77 o] AFEH | FA WAe] Basitte= &
Z= A= U T}, ESET File SecurityS ool E31E 3l AFE 7} AFE 0 2 thA] A1 ZHE 2= Q15U t)

o o
2z K
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(esf) FILE SECURITY

FOR MICROSOFT WINDDWS SERVER

Setup
Server Computer

Automatic Exclusions 'Q'

Cluster 'Q‘

3 2 aE A oA (EF > FF2E) A FA JHE FAE 5 s U

ESET Sheli

eShell(ESET Shell2] 2Fo])-& ESET File Security& B & Z ¢l E o] A&, GUI(:LT‘J]Y’J A}ﬂx} QlE o ]/\)94 EH
A AE ) o] 2~ Y U Th eShello] = YA © 7 GUIZL A Z
GUIE AFE31A s AA =2 335 A3 #eld 4 A5 YTt

=} 71

ST 7)5S AL stE E e At Ao 7 AYPS ARG 8L eShellS o = A o] F5UTh o+
Windows 8 % ZE 2 E(cmd)E 53 @ ¥ & A A she Aol & vpA7MA Uk #ej Ak A vhe
Ay A FZEE YA A AT e R Y g 2ES AYsA] Xotd AT+

oE Oi'-O
ol Ot
Mo 2™

z07 o]oH

s
eShell& t}S- 3} 22 F 7kx] R =& A3 4 g5yt

LS RE - 7Y W7, 21 8] B9 22 AU S 25 A9 v
e} eshell & AH8-& wf §-§FLITh A2 Fol obx) %5 o
o) sl REE AL 5 eshell B A7 A 4

824 9 BYE BAFYTh
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20+ /WX B - )3} R =9 eshell 2 ABEEA] 1 HeIwt A of S 49 o RES
A8 S AU th o] 241 Windows = Z &z = 2 g3t shebu el 9k B eshell2 912 5o
ST st
o
eshell get status T+ eshell computer set real-time status disabled 1h
WX/ 2T HE R £9 F A 0413}7‘% EA HES ARt WA 2 A AL off ofF g
Utk 238 ko FZo] AR vl A FTAF YT o] = B o] ol 7] A th.

23
Windows B8 ZTEZ2XZ E ]/\1 eShell & &

KX
ol e A T W= B o/ E =
eshellof| A= th53} 22 F7HA ez gigt Re AT 5+ Jlsyrh

1.Windows A] & ¥ 57 A& A 2> & 2130 > ESET > ESET File Security > ESET Shell

rln
(K
fru

2.Windows & ZE X E oA eshell S YB3 Enter 7] S FE Ut}

‘eshell' is not recognized as an internal or external command &7} A3t ESET
File Security 1% 3 Al2H oA A2 87 WM4E 2817 g7l 2 Utk A 9 mgzes
A 71 eShell 2 TA] A 26l HAIA] Q.. o] A3 2 F 7} &AY 3} A L} ESET File Security 7} =2 A 2|5 o] 9=
3¢ "%PROGRAMFILES%\ESET\ESET File Security\eShell.exe" 59| AU ZAZ & A}-&35}d9
eshell & A| 25141 4] 2. (7 H o] A0 2 B 5e] 7 "8 ALE 3 of 7).

eShell S 3} RE2 A2 APst= 4 A A AP (o)) 3Ho] AP Ut
ro 2 A WA A3 S-S A W guide HHE YHFYTh o] st = &, AFo], WH H
2,945 g4, 33 53 34 eShell & AFE-3= W ol ti s 7] 24 2 & 71X] o 7} ye} 95Ut

2 W of eShell& A 331 ol 3} o] A H YT}
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BN ESET Shell — O x

SET Shell 2.8 <6.5.120609 .12
opyright <c2 1992-201%7 ESET. spol. s r.o. All rights reserved.

aximum protection

icense validity: 12-.38-.2621
ast successful update: HWAR

Automatic exclusions: Enabhled
Ainti—Stealth protection: Enahled
Document protection: Dizahbhled
Enabled
Real-time file system protection: Enahled
Device control: Dizabled
ESET Cluster: Dizahled
Diagnostic logging: Disabhled
Prezsentation mode: Pauzed
Anti—Phishing protection: Enahled
FEmail client protection: Enahled
deh access protection: Enahled

ANTIVIRUS DEVICE GUIDE LICENSE
RUN SCHEDULER SETTINGS SIGN
TOOLS Ul UPDATE UIRLOG
WEB-AND-EMAIL

A 20| A eshell & AHg A 2| 3B 5 g th 2 g s o B3 A A, o), A4 2
AnEAN BYol 4 52 7T 5 dFUnh
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[get] status

o] FEoA EZE F [get] & HFo] geto] status § 2| 7 &7 dS Ukl UH 5, HFolE A
gotAl kil statusE AP AA R 712 FFol7 AHEE S Yy (o] BFget status). FFo
glo] W= Aot 48 Aol g Uth B get& th 2] ol thtk 7] HFoj ol A wk 55
ol tisl 7142 FF o7k F A 2 A stel s JFo 7 A s of P
i
HHE WAEEAS FEHA doeng EAY AFA BT AR S 5 Jlon, thaF Aol A glol
H ol gt
HFA/F4
AFole 29 98-S Y th GET 7 o] & ESET File Security®] 57 7]% gt Aol s FEE

A& AU A S HoFUth(ell: GET COMPUTER REAL-TIME STATUSE NA] DREY I HE HEHE
HolE) SET AFol= 758 A AY 33 Ael S WA THSET COMPUTER REAL-TIME STATUS
ENABLED:= A A7 B 5 5 34313,

oz
ol

ok

HFololul, Bol A o] 3 Tl T ANT = Jow], AARA

Shelle &3l AH&E 4 3

rlr

GET A AR /3E B
SET 252 E] A A
SELECT &}&2 M=l
ADD = 7}
REMOVE &F& A A
CLEAR = 3%/ A 7
START  ZZF x| 2+
STOP =z =2
PAUSE  Z=ZF A A] =X
RESUME = 2F t}A] A] 2+
RESTORE 712 44 /7A /59 &4
SEND A /T WS
IMPORT 3} oA 714 2.7]
EXPORT s}d =z YH U 7]

=} 71

GET, SET 22 FFol= ol g ¥aoll AR AT, A7 = (o: EXIT) ol A= HFol & AHS3HA| 5

HH B2/IAY2E
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ERA-TARGET S
PRESENTATION
SERUER-LIST
SUBMIT-SITE

CLUSTER
LIVE-GRID
PRORY
STATISTICS
SYSINSPECTOR

DIAGHOSTICS
LOG

QUARANT ITHE
STATUS
SYSTEM-UPDATES

MOTIFICATIONS
RUHNING-PROCESSES
SUBMIT-FILE

WHMI

Yo ee) 28 GASE Adaso] APk Eele] HH £ F LS TEQUTh eshell S A3
W R sz 248U

pShell tools

o5 Sof

£ 4gstd g3t 2ol @ 5F A2 P U
ghef SERTG T SF ok oA thAl FER Soted® . (3
02 TRE T AY A2 4YSHE GULh o] 2] W F £F A o] FH M, o] o] B FER

2~
H—HE

Sobes BUth W& A\ ALGSE AT AE ] K0 Fglo] BE FEA N FER HIE Sobe
S ASUTh AN £29) 54 AYAER o 55 W st 2o RES HF A5 . FHLS AS

S UTHTE 7152 39 AL8). 92 Sol, Al % 9= o Fateln 2 8

Azt @A Adasd AU A AUtk B A AYAEd £HY 49 AT JE5HA nhgA L. o]
£ 50 £ 4ysteE e QAL
-E AdaEd g 32 (FHE
- Ad 2o gl 4 (F Do ER)
- A 2o 9 4 (PP
EA)
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TG T Y A fofolmy T AR A . thA B A 2 AT 5 d5yITh

A=

o]
. GET STATUS - COMPUTER REAL-TIME AEYIAE ] 9= AL (HH =0 eShell computer real-

time> EA])

A%
A= EA W s 35 = 5ZFJYTHCLEAN-LEVEL 9| & &9, COMPUTER REAL-TIME ENGINEO]
gt e ok A48 WA AT 4 AUtk

rigorous - $A &X] X5

safe- rASH &2 X8, 2ZA Fo W {4
normal - FASHA &R X5, 2192 ko &l
none - & A& Aol Al F4 &<l

T TE A9 o2& ENABLEDU DISABLEDZE gl ow, o] 23t Q4= 54 752 &3 et AL v &4 3
sl o A& F U T,

9% ¥ /5490 99
eShell= 53l EAE, 98 2 AP (A7 2]AAY A FAHA AH)E S22 dsUnh 7L oI5
T AR S o] A A2 ZFel AF oL} o4 =48 4 95U th enabled X = disabled 914 th Al

o]
BA
571302 4B 5 A5

o
computer set real-time status enabled => com set real stat 1
computer set real-time status disabled => com set real stat 0

9% 94 o & e} 25Tk

o
computer set real-time status enabled => com set real stat en
computer exclusions add detection-excludes object C:\path\file.ext =>  com
excl add det obj C:\path\file.ext
computer exclusions remove detection-excludes 1 => com excl rem det 1
F e HE o AHAETV 2L BxE A A5 -9 (o]: ADVANCED 2 AUTO-EXCLUSIONS, Z18]1 AE
Zop o 1) eshellS 7)o B F AEAL Ads e WAL AT L stk ol Ae 2
F ol A A 7L BAIF AR A S o] EAIS o] YT WL AT S JH Tk
eShell>a

The following command is not unique: a
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COMPUTER Z ] 2~ E o] A]
ADVANCED

AUTO-EXCLUSIONS
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Weo] At Ao A AAHEE shelwl B3 Fel, A5 5L S B A G4
A8 5 2ol £ UTh 22 B eshello] 23k WS Ao e, A7) g A5 E PA
S QgUth A /2P e A 55 A A4S S Ao FEUT

s &4

o] 22 7|52 eShell 2.00] == o™, Windows B3 ZFZE ] 25 44 7|53} vl-% vtk
Windows & ZE2ZE L 319 ZAZ 2 945l 319, eShellS F2, A AE I 7 o] 28 94T}
A AL N AH A 5t HE S YA w Tab 7| & F2WH ALE 7453 S E DA AU AFR 7
TS T E FotHA ARHE 5 Qlss Yy o) shift+ Tab 7] & 29 Wil WF o2 H4E Fot7iA Al
93 5 syt oo A S A AT = Ut & F st AR SR L. Al E E0,
computer real-time additionale Y&t A%, Tab 71 & &= o}F 55 o] =5 X g5yt o4l
comeS JHS L Tab 7|5 =] computerS YA T realS YB3 Tab 71 S FE L addE Y3t
ab 71E FE T Enter 7|1 & 5 U th onS Y H3T Tab 7] & AESH A == on-execute-ah, on-

execute-ah-removable, on-write-ah, on-write-archive-default o] AL S 4~ = 2= H4v)

Eol7h] AP T
EE

]

(

lo

WS s v AT 5 9 oA ol 2 QU THE Pl Yol AR B9). T E 7 7]

QU

e i
g o
o I

ZE

(global) close-
(global) quit-&=
(global) bye-=£8
warnlog-EF 21 oW E
virlog-E3+ 21 3&

"(global)"-& A AEAEo HAA o] ot A AR 5 Q= ”é‘aé% ofm gttt stite] H P o o
FA ol &E = AFUTh ol & S0, EXITS A& CLOSE, QUIT ¥ BYEY U Th eShell= = 5t2 ¥
EXTT M-S ALE 3 AL 4 = 950 822 ALe 3 ¥ U ch 8 3 VIRLOGS DETECTIONS 7 8l A = of
J=TO0LS LOGHH HAJUTH o] FH O Z ROOT AHAEA BX WP S AL ¢ 9gon, HFy

o BTk A B2 4 GEUTHI00SE 42 e 42 06 A2 EE Q2 shu RO0TA B AW
27 R

0.

eShell-Z &3l ZFAl vk WA S H o & 4 U5 U Th ALTAS W& 2 UL ESHELL AEAE | Ql5 T
HYASE H3H AR
ESET File Security A2 SiA =2 BS54 JFUTh GUIE ALE5te] s~ 9] =& AAst AU set ui

access lock-password =& AF&3}9] eShelld| A i~ =8 Qe 4 014\—1411}.% HE o A$ o]
A9 =8 st o deslol U THA RS WAL o HE 2 A5 B 5). eshell S 4712
AT Y A ST wuheh A AN =S DB e Aol ATk, set password(rootol A ) 3
0 2 eshello] A S| 29 28 7130 & 5 Q% ueh THE AL S BRI BHS YT wfvt
NA9 =7 A5 o2 AH B U o] AAL eshelle SR W 7R FAH UL Z, A A4S A28l
eShello| Al S| AR EE 7] F 31| stal AT, set password B &3 thA] AFS-3fl oF Shob= Se T
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Guide/Help

GUIDE SE3= HELP "8 & A3, eshell A8 W& B "2 WA 4" o) £AF YT, o) 99
< ROOT ﬁE—,"iE(eShelb o Ak AFR 3 4 9L T}

¥R 715

eShell 2 o] Ao AP g Heo] 7|28 B ATt} oF, 3 A eShell t)3}3 A A o b 3 F5 Ut} eShell S =

258 9 715 o] 4 ne 2 ohe) Z S E 7|8 ALg o] 7] 2 Aol § 0] 5% 4 9
SUth A5He B3RS 2U0W A HEH A B oA 9T B8 glol A FFL Al A5
AT 4 YEth

EXIT/CLOSE/QUIT/BYE

eShellS @AV £ 8 3}e] W, EXITCLOSE, QUIT lE=BYE W8 = 3= AFL3hd FH ).

i

%} 77

o L

e UaEAE FRAA GO B B £FA BE AT S glov, o aEAj] 4aglol
o] A yrt

o] M 2(ROOT A AE o Z3+3):

ABOUT
z2 o gt AR GEE Y, o5 22 A HE FAFUTH
e A HESET RO A Z o] S 3| F A W3,
¢ &G AA L 72 = A BE.
o AFRA o] E(=H| ¢l 23, AA AFE] o] Z(FQDN, A B 7F =W 18] AR F9) D A E o] 2,
e 2t A Qa0 WA WD gg Falo] A X H ESET HeF A 29 4 4.

PASSWORD

it oz vENT R HoH YRS Asted HHge] o] f 2 2 E=E dH ket WA A 7F A

HH, oyt gy o2 = HS & n&Ad3}tel= W 2 ESET File Security 7 4TS S+ J+E=HH 5
ol xgH YT oY HH 2 AP uwfjuitt AP EE YHI et WA A 7 EAIE Y TE wjH B E WS
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23l o] vE AT E A etd Futh 22 ¥ eShello] A Bl W H T E 2] F3}o] v
Fe Ao AAsor ol v 7 Y F Yt

=} 71
v 3 = AR eShell th 3} A/ of] Sl A 2k 2H5-F U T} eShell & &
A= 1, eShell& ThA] Al 2He ol v U H & 5 thA] 4 o 3 oF 3t}

krt
ol
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rx
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AoE H LW T A o] YA A G WA ol 2TYES AR W AT 2= AU A
97 he WA S AW wli ESET Shell 51 4 22 AA Aoz AR o Gt T o 3
SEETEE RIS

eshell set password plain <yourpassword> "&" computer set real-time status disabled

99 A2 o] YL WWAEE H5hu LTS ¥ BHHFY

P A AR AB A AL AHESHE Ao] FHUTE o 8 B WA wdo] AutHAE
NS 2 E 38 o B U THE ol AW R S AFS s A9 A gL A slel/ s
PEICEET EE DRSPS

[get] | restore password

set password [plain <password>]

£

A:
get - YT T A
set-AaQe-ndHS A =& A7)
restore - B WM 2]-27]

A

plain-MUHS S setulE 2 JIes A%

password - B4 H &

o
set password plain <yourpassword>-H|dHEE HSH Yo AL =HdHS A4
restore password - B]Y¥H T 22 7]

o
get password - MY AT 7} TAE J=A] A FE st ™ o] BB AL FUTHe BH-2 vjd
T AHA| 7F obd "' RE B AIFH. "7 ZAH A ko R AT I A A A ok A YU Th
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set password plain <yourpassword>- ZoH A& HASteH o] & AFE ST}

ofo
L
iu)

restore password- o] &L Ao njUHTE X

STATUS

ESET File Security2] @4 41X 7k & AFefol that H-2 EASH, HE S A S04 A2 5 Q1%
UTHGUIe} 1] 5 7).

=

AHY~E H=2:

fd

computer real-time

-4
Mo

[get] status

set status enabled | disabled [ 10m | 30m | 1h | 4h | temporary ]
restore status
2+
get - A A/ E] w2k
set - g/ 48 A4
restore- 7|2 AA//MA /3L EH
o

.
T

enabled - & /7|5 &4 3}

4 - 4717 59 W) B4 )

temporary - BhA] F- R wfj 74 2] v &4 3}
21
DY HUeR NE NS /)5 v BASE 5 Ytk status BAL ASHo HE A5 A BE
2 S Bl S U UTE 4 B E /s EE B EAE AR status o] Yt
status ool 9l 71 BEL the T ey
7= A2 L 93
A= 7| 9] = COMPUTER AUTO-EXCLUSIONS STATUS



715 AdAre d g
HIPS(E2E 2 <] ¥}x] A]2 =) COMPUTER HIPS STATUS
B 5 COMPUTER REAL-TIME STATUS

A AZE 5 A2

2] A o] DEVICE STATUS

HyE RS NETWORK ADVANCED STATUS-BOTNET
YES T 34 H3E(DS) NETWORK ADVANCED STATUS-IDS

vE9 = 4e NETWORK ADVANCED STATUS-ISOLATION
ESET 2] A TOOLS CLUSTER STATUS

Atk 27 TOOLS DIAGNOSTICS STATUS

Za Aol B TOOLS PRESENTATION STATUS

e A BE WEB-AND-EMAIL ANTIPHISHING STATUS
oW ZajoldE HE WEB-AND-EMAIL MAIL-CLIENT STATUS
Y HEOA HE WEB-AND-EMAIL WEB-ACCESS STATUS

VIRLOG
DETECTIONS Bade] A JUeh FAE JF F=ol tdF AEE Fsljof & uff 73Tt
WARNLOG

EVENTS % 2lo] @39y

v
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Y A5 2AYY E7E eshell & AHGF 5 9511 h eshellsh F7 w4 5L AHS-3he] B eshell
o o] Aol £ P2 Aol WX A2 AT

12 guta o Z F x| A13) =9l eShell9]

AR (o] A9 T WB 4 L Qg0 AL L) o)) 8
TR BEe AE ART P F AR PP o] AssHA Hw "AdS AR G A AE S 2 Y
o) & o] 4 £A13HA) @b Eh! @R 7k BAH T

BoHAre] o] 2 Ad AL Ao ARY 3P o2 APk o] AH o] A £ eshell LU
Y EFZ AT G YA AT HEE A8 5}o] ESET File Securitye] 43 —% HAS 4= ¢S UL BE V)
T2 U243t 5 He dFE EF A= BHS AL 2T HEE AWt 5t H o) AR
G WA A7 AR T TS Ao WS daete W A gl AAH oA 1AL AeE o]
Syt

Windows ¥ =&z E0] 479 02 W2 Adsho] 742 74512l W eshello] A7) A 8L R olsl of 3
YUthA S A &2). eShell ZEA| 2] th 3l R =0l A ui eshell shell-execution-policyE AFR3}FAL,

IF HAA(F5 7)) > AH AL A€o o] & > ESET Shell®] GUIE B3l AA| &S Fo1& 5 Asuch
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A &ol 47448 w2 3

eShellZ &3 Al TU A 7} A= Lut wh 2] 3} (*.bat)S HS T 5 qu} ATFYEY AR HA HD
AHeE A e} e AYEE Bl BAAFE YTH /\—Z’-QE«] 7‘] =AAdstHE A A WS 5
A 3Ha] oF Ut o] 2L GUIE £ =3 51 A L} eShellof| A set ui access lock-password Mo
TES T UFUTE AR RS A= A o 2] shdoll s A2 B85 A= A& 5

fu e o

&3
QA4 BT EANEE WY A BE 2T Yo o) AL bl Aok Gtk 18 A ow
NS AEMEE WA A AR AAPEE AP 24 FUT A2HE AR YA A ST
A S ok o)A A2 Ele] B BT el ) oK) 8 of gtk

v 2] ool thal] A 22 AJASHEH sign <script.bat>E eShelld] FE A E XA E of A 3}
A script.bat= A& AT A2THEY A2 YUtk A& A4 Al ’\}%%ELHHQ%E“;; AH3tar &
th o]l A=A HS SiAaYrt dA o TFUth Al YA = A 4o

W x| F U th o] A3 HEL X7 o] oju] AAFH A o] A IYA+= "HE% Al YA Z i AE Yk

R
{ra

1
ol el A2 ol BAE v A st S A A2 thA Al oF I o

Windows % ZEZEo A =i o offl o2 A 2o A4 H v X 51U S AFselw ohS B A}
|3k
eshell run <script.bat>

o] 7] A script.bat-2 v %] 3149 A = J Yt}
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

€) Scheduler =) (2
Task Mame Launch time Last run
E Log maintenance Log maintenance Task will be run every day a... 04/08/2020 02:00:03

.. 04/08/2020 16:37:44

Regular automatic
[ Update Automatic update 3
|: Update Automatic update 3

Show tasl: de'talls
@f‘ Run now

Add...
Edit...
& | Delete Del

E’ System startup file check Automatic startup f o 04/08/2020 17:12:47

[ System startup file check Automatic startup f [, 04/08/2020 17:15:54

&l
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Task details ?
Task name Marme
Task type Run external application A

Enabled Run external application

Log rmaintenance

System startup file check

Create a computer status snapshot
On-demand computer scan
First-scan

Update

Hyper-Y scan
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A4S 2425 Y BB 9o 9t Setol = HhE ST UEel 442 B
s EE Hole] 9 B ST h

4. 2] o]l - 2H¢] g A BT $ 4 F S APk Aol ahe 54 A%k
5, 244 = o MEE 4 }a}— NA 7L EAEY T
Task timing ?
Schedule task to run ®) Once
Repeatedly
Craily
Weekly
Event triggered
Skip task when running on battery power bt
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Skipped task ?

A task can be skipped if the comnputer is powered off or running on battery.

If task was skipped the next run should ® At the next scheduled time

oCour )
As soon as possible

Immediately, if time since last run exceeds a specified
value
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

1]
N

€) Quarantine

Time Object name Size Reason Count Useraccount

[ 01/02/2019 ... | - [FSWhAdministrator
e ————————— Quarantine...
01,02,/2019 ... hitp:/f2016.eicar FsWhAdministrator
Restare
01/02/2019 ... hitp://2016.eicar ) FsWhAdministrator
Restore and exclude from scanning
01,/02/2019 ... ChUsershADMINI FSWhAdministrator
Restore to...
01,/02/2019 ... C\Users\Adminig FSWhAdministratar
. ) Delete from Quarantine Del . o
01/02/2019 ... ChUsershADMINI FSWhAdministrator
01/02/2019 ... Ch\Users\Adminig Submit for analysis FSWhAdministrator
01/06/2018 ... hitp://www.eicar.org/downlo... 308 B Eicar test file 1 NT AUTHORITMSYSTEM
01/06/2018 ... ChUsershAdministratorAppD... 8.0kEB Eicar test file 1 KRC-EFSWhAdministrator
01/06/2018 ... Ch\Users\ADMINI~1\AppData\... 184 B Eicar test file 1 KRC-EFSWh\Administrator
01/06/2018 ... http:/fwww.eicar.org/downlo... 63 B Eicar test file 1 NT AUTHORITMSYSTEM

Move to guarantine...
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(@sE) FILESECURTY,

[=nd

OneDrive scan setup

ESET OneDrive scanner C@ Register

not registered Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Tenant ID
not available

Application 1D
not available
¢, Unregister
X N :
Unregister ESET OneDrive scanner
application from Microsoft OneDrive. This
Certificate thumbprint procedure will deactivate OneDrive scan.
not available

Object ID
not available

Fuatd AAE A AT 4 Yt AT EY T2 E 22 -8R B2 A 24 ol
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ESET File Security OneDrive 7 A}= 8] 21U A8 OneDrive 2295 A F 404 3L S T} 2ES &
Ao A AAE 3T YT A 55 W 22 53 31 Y o] A A1 Y T} OneDriveol| A d] o] B &
W ohezmabE e D BT o] § L FU

1

2 AR 0 & thA] 5= A -2 Microsoft 1] = 1] 2§ OneDrive/Office 365 7] 4 ©] 1+= ESET File
Security OneDrive /\7H Lﬂ =235 8™ ol A AACZ AFR 39l ESET OneDrive 2~ 7] Lﬂ = == 243
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A\ App registrations - Micro., | I Microsoft Office Home X/r_] My account bt \i‘ Files - OneDrive ” | + - | O

(- DY} https://portal.office.com/account/Zapps c Q Search {Z E ; w 9 U =

y account

My account

Security & Compliance PowerApps

Personal info

@ Details ® Details

Forms . Flow
@ Details O Details
ﬂ App permissions
Stream . Dynamics 365
i Install status ||
@ Details O Details
Seftings
Store . To-Do =
@ Details O Details
Admin n ESET OneDrive scanner
@ Details O Details

Azure 7 - Azure Active Directory > ] 520 2 o] 5 3lo] RE o ZA o] BV E ZH3H BEE0 9=
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Home

-Appr
Azure Active Direct

+ Mew application registration  *= Endpaints 3§ Troubleshoot

*  FAVORITES O Overview ~ To ‘.fi.ew .ancl rnanage your registrations for converged applications, please visit the Microsoft
Application Console
I=| Dashboard i Quick start All apps W
i\l resources MANAGE DISPLAY NAME APPLICATION TYPE | APPLICATION ID
Users _ £ ESET OneDrive scanner Web app / API "1
Groups
i Enterprise applications
O Devices
i App registrations
' Application proxy
g Licenzes
Azure AD Connect
rage accounts i~ Custom domain names
Virtual netw 2 Mobility (MDM and MAM) v
e Directory < m >

ESET File Security & 7]
A A > A8 >O0neDrive AAF 2 A >
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OneDrive scan setup

ESET OneDrive scanner C‘EB

not registered

Tenant ID
not available

Application 1D

not available

Object ID CX
not available

Certificate thumbprint
not available

Register

Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Unregister

Unregister ESET OneDrive scanner
application from Microsoft OneDrive. This
procedure will deactivate OneDrive scan.

(LN |

* Microsoft OneDrive/Office 365 &2 A} Al A X4 =9 & &
AolA S5 4= uj71A] 7IthF Yt

(@sED FILESECURITY,

ghU t}. Microsoft OneDriveol] A o Z &]

ESET OneDrive scanner application registration

Login to Microsoft OneDrive

Enter your Microsoft OneDrive administrator credentials to register ESET On

=] Login

Password

Mate: The credentiols are used only once and will not be stored.

eDrive scanner application.

[ELN |
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* Microsoft Al A€ o] A7} = BeteA7F €U Al Fote A AHE A AL E 2
3} A 1}, Microsoft OneDrlve/Offlce 365 YA AR AE S YHEsty 2a9dsS =

C}. ESET File
= el 5

* ESET OneDrive A27] 1 Ho A= 59 AR o] L3 U] 717 39 @Adte] B8
Security OneDrive 2~ 7] 4 o] 4] OneDrive 2 2}-3-E A 4o A= tlolg o 2 5 2

g8 299U

L
L

B® Microsoft

ESET OneDrive scanner

Publisher's website:
This app would like to:

s Sign in and read user profile
~ Read all users' full profiles
.~ Read and write files in all site collections

~ Read and write all applications

This app will be granted the specified application permission(s)
to rescurces belonging to all users in your organization,

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at |
https:y/myappsmicroseft.com, Show details

Cancel Accept

87

o ) B Ao o] FHE HH A QA (ESET File Securityoll A] o] SEHJ=A &+ IES
localhost 23 H U ) B= wlA A 7} FAHH AL 23

o ] B} A E &2 5 ESET OneDrive 271 55 Al A 55 &8 WA E ZASHH S8 &
=237 ?‘ﬂ-q r/].

= 1 9



(es[a) FILESECURITY,

ESET OneDrive scanner application registration

V Registration was successfull

OneDrive scan can now be used from scan menu.

Done

a1
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ESET OneDrive 27 5& H 4

ESET File Security & 7]
A7 > AW >OneDrive AAt A > 55 AL Z

1Y
El

= ] 43 91Z A2} ESET OneDrive 2 7] 1] 42 Microsoft OneDrive/Office 365/Azurel] A] A
AT 4 Jdsyth st o] ZR A 2 A= 2 FEH5AS A AL 55 342 A A E 5+ A 8 &

* 5% AL E ZY5}o] ESETOneDrive 271V 58 H2/AA Z2ALE A5 52 A2 vhy

(e[ FLESECURITY,

OneDrive scan setup

[N |

ESET OneDrive scanner d‘-\@ Register

Registered Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Tenant ID
Application 1D
Unregister
Object ID CX - ]
Unregister ESET OneDrive scanner
application from Microsoft OneDrive. This
Certificate thumbprint procedure will deactivate OneDrive scan.

¢ 52 A E =2 51o] ESET OneDrive 271 S A AT A1 A] gl gt
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ILE SECURTY. ..

ESET OneDrive scanner application unregistration

(LN |

Unregistration confirmation

Unregistering ESET OneDrive scanner application from Microsoft OneDrive will deactivate the OneDrive scan. It will
also remove all registration data from local system.

* Microsoft OneDriveol| A & &

ft
rte
i
i
R=)
_\'1
N,
N,
iu)
o
v
=

€SI FLESECURITY. ,

ESET OneDrive scanner application unregistration

(LN |

Unregistering application from Microsoft OneDrive

This may take a few moments.
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ESET OneDrive scanner application unregistration

Unregistration was successfull

OneDrive scan can no longer be used. In order to use it perform the registration process

again.
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ESET OneDrive scanner application unregistration

Unregistration failed
Failed to acquire access token

The following error has been received from Microsoft Onedrive:
Show error

It seems the application is no longer registered in Microsoft OneDrive. Please, check the
presence of the application in Microsoft Azure portal, if it doesn't exist, run "Remove locally”
option.

Mote: If you want to proceed with unregistration process regardless of the result of the application removal from Microsoft OneDrive,
click on “Remove locally® button.

Retry Remove locally Back HTTP Status: 400

* Al 43l A] ESET OneDrive 227 Y& Z A of| A A 7 3}2] W o] & 22 gt} ESET OneDrive A T
o AT A HW, TF ZE2ALE tA] A ) of T

Registration data will be removed locally regardless of the result of the application
removal from Microsoft OneDrive. The application may remain registered in
Microsoft OneDrive unless it was removed from the portal manually before. Are you

sure you want to proceed it now?
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Import @

File(s) to import (separate values with a line break)
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This web page tries to trick visitors to submit sensitive personal information such
as login data or credit card numbers.

Go back to the previous page?

€ Go Back Ignore threat

Open ESET Knowledgebase | www.eset.com

Report an incorrectly blocked page
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* ID - ©] OneDrive 212] 18- ID

* Timestamp - 27 A4 B} A8 = (WMI S5 A 7F 3 A)

° Loglevel - [0-8]9] =X2 BHEH = 21 7|59 A4 %, 7He HHH 422l Debug, Info-Footnote,
Info, Info-Important, Warning, Error, SecurityWarning, Error-Critical, SecurityWarning-Critical ol 3] &g
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* Log - AA| 21 WA A
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t}h&8 2= 3 Al Windows 293 A A ol A1 2F] 3l oF 3F+= Windows ™ 2 = 2 PowerShellol| 4] ESET WMI t] ©]
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wmic /namespace:\\root\ESET Path ESET Product

24 AsHol AlFe] WA Aavt ZAsHH A

wmic /namespace:\\root\ESET Path ESET Product Get Version

IP10.1.118.1802 A1-&3lo] 97 AFZE o] AZo 3t AA AR E TA5EE

wmic /namespace:\\root\ESET /node:10.1.118.180 /user:Administrator Path ESET Product
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Get-WmiObject ESET Product -namespace 'root\ESET'
IP 10.1.118.180& AF-&-3Fo] A& ol st AA AR E 71A <t 94 AFE o A8 E

$cred = Get-Credential # promts the user for credentials and stores it in the
variable

Get-WmiObject ESET Product -namespace 'root\ESET' -computername '10.1.118.180' -cred
$cred
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(es3) FILE SECURITY

FOR MICROSOFT WINDDWS SERVER

Setup ?
]
Server Computer Tools
fa]
El Real-time file system protection o T
Document protection Fo)
L sewe [ Device control o
[a] s o
Presentation mode
El Anti-Stealth protection {}
I:. Web access protection Fo)
I:. Email client protection Fo
@ Pause Antivirus and antispyware protection v

o

H % ESET Security Management Center A 2 &3] ZAH AAH L AT 4 g5 Ut A 7@«] ZE 535
o] 4R YA H & IF ;AT 5~ A5 YT o, ESET Security Management Center 73 3 & 3] AA

o] RES & s}sl of It

ESMC 9l 22 7o) 219138 & AW O 2 o] =3} 11 ESET File Securityo]] 283 7]1= A AL A=l 5 AR 3
A A ARAS AT AR A AAL REE ZE 310 4335 T 21Z 33 (Active Directory A&
A= fA2YE)S v E3 U R AL FA T

167


https://help.eset.com/esmc_admin/latest/ko-KR/fs_opening_web_console.html
https://help.eset.com/esmc_admin/latest/ko-KR/fs_opening_web_console.html

REMOTE ADMINISTRATOR

Policies > Edit Policy - Settings

B sasc

B sermmes

ANTIVIRUS a® ‘ ] OVERRIDE MODE SETTINGS

JPDATE TEMPORARY CONFIGURATION OVERRIDE

| L ] Enable Override Mode

Maximum overmide time

Scan computer after ovemide

T L1 ]
OVERRIDE CREDENTIALS
USER INTERFACE 1]
™ Authentication type
OVERRIDE MODE L 3]
] Custom password

Bl assion

m SUMMARY

4 hours

Password

& ce 4

%2 0] 427 %) 711} A 7 2 o] ESET File Securityol] 2 & ¥ 113 44 %ol A4 o] A2 wEo] EAIF T,

Advanced setup Q

AMNTIVIRUS
USER INTERFACE ELEMENTS

UPDATE
Start mode Full

WEB AND EMAIL

The complete graphical user interface will be displayed.

DEVICE CONTROL

Show splash-screen at startup
TOOLS

Use sound signal

USER INTERFACE
Integrate into the context menu

STATUSES

Application statuses View

LICENSE INFORMATION
Show license information

Show license messages and notifications
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Advanced setup

Temporary policy override

Set the duration for which the policy settings can be overridden. After this duration

the configuration will revert to the policy.

Cverride duration

4 hours ~

10 min

30 min
1 hour

4 hours

oz UUNSE UG F A AR MENEE ATk

Q X (?
™~
ANTIVIRUS
= USER INTERFACE ELEMENTS
UPDATE
Start mode Full ~
WEB AND EMAIL The complete graphical user interface will be displayed.
DEVICE CONTROL
Ea i
TOOLS
Temporary policy override i
USER INTERFACE
Password:
[ )
Application statuses View (i ]
LICENSE INFORMATION
Show license information
Show license messages and notifications b
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Selected application notifications will be displayed ?

MName Show on desktop Send by email
Failed to initialize Anti-Stealth hd hd

Initial scan has started hd

Device is allowed L

Device is blocked '

Device is blocked for writing L

Integration errors L o

Advanced legging enabled W
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Advanced setup Q X ?

SERVER
B cLusTer i
COMPUTER i ) )
Settings below are enabled only when the cluster is active.
UPDATE
WEB AND EMAIL <

DEVICE CONTROL

TOOLS
CONFIGURATION INFORMATION
Lag files ) )
Settings below can be changed by the cluster wizard only.
Proxy server
Email notifications Cluster name
Presentation mode o
. ) Listening port 97Ty
Diagnostics
Cluster List of cluster nodes

USER INTERFACE

The YL ESET 2 e A E L A A e g0 R SuleA 2R 49yt

Advanced setup Q X|(?
SERVER
B cLuster i

COMPUTER : ) }

Settings below are enabled only when the cluster is active.
UPDATE Open port in Windows firewall (i ]
WEE AND EMAIL Status refresh interval [sec] s O

Synchronize product settings v
DEVICE COMTROL ’ : ? - o
TOOLS

CONFIGURATION INFORMATION
Lag files

Settings below can be changed by the cluster wizard only.
Proxy server

Email notifications Cluster name termix
Presentation mode o
. . Listening port o777
Diagnostics
Cluster W2012R2-NODE1;W2012R2-NODE2:W

LSl 2012R2-NODE3:WIN-JLDLBECEURS

USER INTERFACE
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Revert to default settings ?

Revert all settings in this section?

This will revert the settings to their default values and any changes made after
installation will be lost, This action cannot be undone,
Revert contents of tables *

Any data added to tables and lists {e.g. rules, tasks, profiles) either manually or
automatically will be lost.
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