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End-User License Agreement
Flease read the following license agreement carefully

IMPORTANT: Pleaze read the terms and conditions of preduct application set out
below carefully prior to download, installation, copy or use. THROUGH
DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE YOU
ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS.

Software End-User License Apreement.

Under the terms of thiz Software End-User License Agreement (hereinafter referred to as
“the Agreement™) executed by and between ESET, spel. = 1. 0., having its repistered office
at Einsteinova 24, 851 01 Bratislava, Slovak Republic, registered in the Commercial e

(®) I accept the terms in the License Agreement

() 1 do not accept the terms in the License Agreement

Privacy Policy

4 JERUL AT I 2 40 Gl RS RESE RBTE) -

LHEFTA ESET File Security hRE. WA 4, ERERNZEFMN, #HP Windows Server
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Essentials?

i ESET File Security Setup x|

Setup type
. (es(z)
Choose the setup type that best suits your needs,

® Complete All program features will be installed.
) Core Core features and command line user interface will be installed.
N Recommended for Server Core Installations.

7 Custom Choose which program features will be installed. Recommended for
- advanced users.

[#RY]

‘2 5 PR ESET File Security Bhfg. Y 2008 R2 SP1 A1 2011,

iis ESET File Security Setup x|
Setup type
- (es[z
Choose the setup type that best suits your needs

{* Typical Typical program features wil be installed.
" Core Core features and command line user interface will be

installed. Recommended for Server Core Installations.
" Custom Choose which program features will be installed.

Recommended for advanced users.

< Back | Mext = I Cancel
y

22 54508 FH A Windows Server Core WA . 2235 DR 5E B 22 5 A0 [R],  {E A @it 5 22 5 4% 0 Dh e AN
e HE B BEIRAZ 0 223 2 BF I 7E Windows Server CoreBf& 475 1] DL 22 S5 7E A2 #E Windows



Server o H FAZ 0y 22 8507522 25 10 ESET 2 A & i AN & A (L] GUIRIE A& 4 F] ESET File Security I,

R ar 2SI W78 ZREIE R LU B IR 2 WO B, SE2 R[50«
del BB

b

INEEIE TR L PIHAT R L 224, S LR S 4
msiexec /gn /i efsw nt64.msi ADDLOCAL= Base

B 5] 2288 ] R s B 22 35 F 2245 F 10 ESET File Security ThfE. BB Z2880E, 2 WAAH AN Th AEs Bg € i
TN AR FZE 8% B 5 5T ESET File Security 77 75 B AR AH & H .

‘:l—‘ |gi
7E Windows Server 2008 R2 SP1 I, THRR & {51 [AHBEPH-&] om0 zeds ([MA)] 245 . wREH
AW IO, IR [BET] s,

5. A GG PN TS B BB 22 45 ESET File Security FIA B . IKTERR, FEE& 222ELE C:\Program
Files\ESET\ESET File Security. {%— F [BIE] S E (AEE) -

3 ESET File Security Setup | x|

Select Installation Folder (es[:ly

To install in this folder, dick “Install™. To install to a different folder, enter it below or dick

"Browse",

Product folder;

T
Module folder:

|C: ‘Program Files\ESET'ESET File Security,
Data folder:

|C: ProgramData\ESETVESET File Security,

| < Back | | Install | | Cancel |

6.4%—F [2e85] UABHIAZEHE . 285 58 PG PESET GUI e B tG FLIn L ®) &Rl (R4
) o

BB R

A DAFE SR I 22 8 vh o sl A oo h . 8 BB AR, B TT AT AE VIR e 2 AR G ms i 222 B
#F, s [BRAThEE] (T4 Windows [l &1 780 « FWE R A #E$%— T ESET File Security@¥A 1% 5 HY
[ ], WG LU B s R bR oo .

7E 3 FEIHE T, &bl [MBd] cLgEnoott. MBME] 18225 ESET File Security B 5E & [#BRR]
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Modify, Repair or Remove installation
Select the operation you wish to perform.

Modify
Adds or Removes ESET File Security features.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortouts and registry entries.

Remove
Removes ESET File Security from your computer.

Rk (B, FRergBUna eI riE .

BRI B BRI TC . SR LURIRSETS /R BR 2 el o 44— T oo/ AE T 1 s\l e IR IRy
L[RIEIH:

Choose product components, which will be installed
Custom setup

(Required Companents)
Real-time file system protection
Web and email

Device control

Graphic User Interface

ESET SysInspector

Help

These components must be installed always.

FERPURIH 2 1%, %~ B&] DT iEs.



I

%ﬁlGUIﬂ%E?—ﬁEﬁ@J ffﬁw\ %QJ“ E‘“T%;z%%ﬁ’hnﬁ: “J‘ﬁ/\ﬁﬁEE%E&@JHE&%&E&E@IWMOM
Installer & $&7~ B HTHLED . Al fas k1R LagaR, f&mtnl LLE AT oolF.

HEAE / HEI®E

HATLL T A LBy 25 58 i 228 :  msiexec /i <packagename> /qn /1*xv msi.log

HE
TE Windows Server 2008 R2 SP1 |, ¥ A &r2c4: [A9BEFH-E] Thit.

A W AR 2 JE Bl 2 e S AR AT R, 558 Windows SRt as i (BRI GEk] (TEitzk
PR S EC #EEAMsilnstaller)

&

64 fL7C R & LI EERER

msiexec /i efsw nt64.msi /qn /1*xv msi.log ADDLOCAL=NetworkProtection,RealtimeProtection,”
DeviceControl,DocumentProtection,Cluster,GraphicUserInterface,SysInspector,SysRescue,Rmm,eula

3235 PR PESET GUI S B gA LI [ s ©) grsmseimmimisn (Rgi) .

a
M%Eunn RN (B30
msiexec /i efsw nt64.msi /qn ADDLOCAL=NetworkProtection,RealtimeProtection,”
DeviceControl,DocumentProtection,Cluster,GraphicUserInterface,”
SysInspector,SysRescue,Rmm,eula PRODUCT LANG=1031 PRODUCT LANG CODE=de-de

a2 iz | i) [REE2E] DIUSE — PR sl bLAGE 5 A B

fEE REINSTALL SBUWEN:, %M WA ADDLOCAL BY REMOVE S¥UEMHLERIIRE. #
FEIR ST B BT, RIFE BN AT ThRES A REINSTALLBADDLOCAL FIREMOVE Z28IK)ME. ZID
RAIEAEF REINSTALL 288, RIRTHE M5BT 3 B R B o

i 2 Bl i 4 9 2 25 [ B DA BUAS SE R 1R T e B

#H
TR 64 AT RBBER (R 25 -

msiexec /x efsw nt64.msi /qn /1*xv msi.log

Ve e
1=

JRINERR A AR, TSR F AR as (o E B EL R A AR

5 %4

LA 2155 14 3088 FH A A5 P 2 T AR b e A B g 4 . 5 22 Bl S0 b o B A T i 2 B D04 2 )
msiexec H}QZIKHRE%O

RXARH 2B

APPDIR=<path>
10


https://msdn.microsoft.com/en-us/library/aa367988

o BRAE - HRUMH SRR
o B H 8%
o fltn: efsw nt64.msi /qn APPDIR=C:\ESET\ ADDLOCAL=DocumentProtection

APPDATADIR=<path>

o PRS- AR H R ERAL
o JERIREE R H 8%

MODULEDIR=<path>

o BRI — A E R
o Bkl %8s H 5%

ADDLOCAL=<list>

o oA - R deAEARE FIAR L ETRETE EL .

o« Bl ESET .msi BHEMAHH: efsw nt64.msi /qn ADDLOCAL=<list>
* WNFEAR ADDLOCAL JEMEMEFAEN, H26H
https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal

* ADDLOCAL JEBZLLESE T RITEE, WEHTARKREZEN G,

o BEEVELZ AL R DhReRy, TE ML CHIRERL B e RS (e L ThER) -

REMOVE=<list>

o it - AR BEEA RN FE DG,

o Bl ESET .msi BH4EEAEH: efsw nt64.msi /qn REMOVE=<list>

* MFHFAR REMOVE BIHERIFFAIEA, E2RH
https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal [

* REMOVE JHH A gy LIGRerEsRm g 8 (83, HRHARENT T URR) .
o AR ZHRE LEDReRl O 2%, A EYIER SZIE I TE Mg D6,

ADDEXCLUDE=<list>

o ADDEXCLUDE & B R AN 2248 7 BT Thie 44 F (135 5% 5 Re i B

o BEUAELZHEN TRy, M (B, HArATII68) HAHRE AT R Thae b 2H B AL & E
HHEA

o Bl ESET .msi BMAEEEH: efsw nt64.msi /qn ADDEXCLUDE=<list>

T
ADDEXCLUDE #3:Ed ADDLOCAL —iEfEH .

ThEeRIFFE

o B - T RRILIIRE
« A - TTHUHBERCZ KK ThEE.
o AAJR - oA Th e TE B E R 105 ] PR DI RE

ESET File Security ZHRETE B .

P ThRe 4 B & E 4 K/NE, i RealtimeProtection ANZEA REALTIMEPROTECTIONE

11


https://docs.microsoft.com/en-gb/windows/desktop/Msi/addlocal
https://docs.microsoft.com/en-gb/windows/desktop/Msi/remove

ThRE4 R
SERVER

RealtimeProtection
WMIProvider

HIPS

Updater

eShell
UpdateMirror
DeviceControl
DocumentProtection
WebAndEmail
ProtocolFiltering

NetworkProtection

IdsAndBotnetProtection

Rmm

WebAccessProtection

EmailClientProtection

MailPlugins
Cluster
_Base

eula
ShellExt

_FeaturesCore

GraphicUserInterface

SysInspector

SysRescue

EnterpriseInspector

IR R B N SR — I RE, R ZRTE € B a2 A T Re, DA BREE (AR . BRIRSU AT
MERDIRE. BLEA AR (B RARAAR —(EREAD -

ThREHIFFFE
SR il
W
SR il
588 il
S8 il
58 il
8 il
2 H
2 H]
#EH]
B
i#EH]
i#H]
#EH
#H]
2 H
(58
#EH]
WE
#EH]
NE
#H]
2 H
2 H]
#EH]

GraphicUserInterface,ShellExt

NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,ProtocolFiltering,MailP

lugins,EmailClientProtection

Lt

fHF] REMOVE 2%l fftsE LigThhe, LMERdeHil (4EEpa8] BB (B8 R -

msiexec /i efsw nt64.msi /qn ADDLOCAL=ALL REMOVE=NetworkProtection

s, ] LMFA ADDEXCLUDE 28, (HIEW LT ETh FEIhRE:

msiexec /i efsw nt64.msi /qn ADDEXCLUDE=NetworkProtection,WebAccessProtection,IdsAndBotnetProtection,
ProtocolFiltering,MailPlugins,EmailClientProtection

kel
Brla 22 50451

msiexec /gn /i efsw nt64.msi /1*xv msi.log ADDLOCAL=RealtimeProtection,Rmm

12



IR R A AT S B AR FU BRE ESET File Security@RI af #5236 45 4 N e AR E 280

sl
%45 ESET File Security ({5 ff] ESET LiveGrid®B
msiexec /qn /i efsw nt64.msi ADDLOCAL=RealtimeProtection,Rmm,GraphicUserInterface CFG LIVEGRID ENABLED=0

R E AR E:

B =1
CFG_POTENTIALLYUNWANTED ENABLED=1/0 0 - {=f, 1 - Bt
CFG_LIVEGRID ENABLED=1/0 0 - {5/, 1 - BH
FIRSTSCAN ENABLE=1/0 0 - 1¥H, 1 - BH
CFG_PROXY ENABLED=0/1 0 - 1¥H, 1 - RUH
CFG_PROXY_ ADDRESS=<ip> Proxy IP fi7 ik
CFG_PROXY PORT=<port> Proxy HH#IE5E 45
CFG_PROXY_ USERNAME=<user> B 0 4 S 44 7
CFG_PROXY PASSWORD=<pass> Efy 2 B

mE2W. ERES (ERsEfEEmE2E)

B A ZiH
PRODUCT _LANG= LCID A BE  (Mul% e D)@t 1033 {83 English - United States, 7522
[FESACASER | &m
PRODUCT LANG CODE= LcID =5 (g Scfb4H%) , #lin en-us 1R English - United States, 52
AL

EE it Ul

THGENIRE,  RBURE SE T8 OB 1 E b o

13
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| have a license Other activation options
« Enter a License Key @ @ Offline License
: x
Use a license you purchased online or in a Use an offline license file if this client does not
store, connect to the network,
Qﬁ ESET Business Account ® Activate later
Activate with a license from ESET Business Use ESET Remate Administrator to activate this
Account. client later.

You can also enter Security Admin credentials.

T AT LS T AT —Fif 77 325 2R BUE)) ESET File Security®
MAREESR

IR A% 2 XXXX-XXKX-XXXX-XXXX-XXXX (P — -, ] A P A 45 RE 0 A7 2 A2 R 1) RECERR
ESET Business Account

R CRE i H B A T M N ESET File Security #2422 ESET i 2R/ (EBA) 7, 51# FHHIRIE, &4l LA
i NYSAE ESET License Administrator A L1405 FFE K [REBHEE] 835,

REARIAERE R

HEEERIRE S, Hok a2 ESET £ b LR HURMEE RN . BB HERS AR DAl A2 2
ELHE P 7 P R ok o 30 2 LA R 3R 3

MR RS E RS, W HERNEH B FE# ESET Security Management Center AT 14 %ify L

F)j, &4 LA ESET Security Management Center #%— 1~ [FH4&RBREN] . 40 B I AR BERE 4% B RCEN L A P o, thm] BA
fdi P LI IE .

AT LAY R A A PR A (BRI R OIE] > [P HEISE], DL A 3 0 B S . S 7T B R A
Hefk ESET SRS A FHAHE 1D LU o B PSRBT 4 2 G BB Ae e [0S BB, LUBR
Hia— T RS ER © masm.

£ I HUE) ESET File Security 248, EREAMLEOR & PR, 05 By Hm - BUR & H AT iRE . —PAas™T
RELZHZINBE R, BN, ZR40AT RE & &t ] f /S 75 227 Ay ESET LiveGrid® KA -

AR AR Tt RS B A I H A B I A, B3 S %80T (Windows Update) SIS 38T 3T . & /5 240k
BRTAIHA RO MR %, BRREHaRiaaltin [BE2RE] IRE.

14


https://help.eset.com/eba/zh-TW/index.html
https://help.eset.com/eba/zh-TW/index.html
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https://ela.eset.com/
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TRATCE [RRBARSR] > [M@ER] THEERRNE (B RE > [ERREE] +REEmN
JE it o

=

ESET Security Management Center 1] i1 i B HE (421, MRS HBEN A P o B -

ESET Business Account

f& ] LAf# A} ESET Business Account 2R B 2 H 24 . #5718 KA ESET Business Account@if % — N [BILIR
B, B3 240 & E 95 7 3] ESET Business Account A 148, AL 7e Horb sF iS5 .

=

WA G RN, 5223 ESET Business Account (EBA) % i FH #1555 -

HEMAHZEEH BB HEIE CEN, Fig— T [(RSOEE], #£E R[50 98 EHism 2 ESET
License Administrator N 148G . sHE A H R FEEuRE, Wiz— T [3RI] DR, iz iz, Bk
B — 0 & AR TR R B A

BB RLZh

B A DHBIESET File Security Bi7E CL R . 7¢I 7E B AABESET File Security €S 3] 5 BT 57 DLk A e 97 1K) )8 7
WHER R Z BB, $%—F [58RR] LAy BUE M ED .

BREh RN

Activation of ESET File Security BB o< . S E B O &N IEER RESE] SO [BRARSHE]. 7
EHEAEN (BRARRZHE], FBHKEAN . HEMOEIMANRESWE, F% T [ENRERESR] o
(AR ERZHE] D

e

TR USRI R, BERUGEIELZI 12 ESET File Security (MR AHBAFZME. 12— T [ABAR] CHEERE).

TR A G R A

W ESET File Security AR X0 B 11 B B2 2R AH BB v e R 1 P
FHRIT

o [RBRRE / RE] - HABRERAE, RBFREHRA. THEHRM ESET File Security@ i 3
SRR &, SIS HE 1Y ESET File Security FE H1 %5 o fif Bk 222 ESET File Security 3\ =57 RUE) 7]
ARes . A P48 O i 2 S R AT ) 22 2l A\ S AN B B . G SR IEAE 04T ESET
File Security 1B —fal ik #%, FRIMEREHAT LT

o [RERAL] - ABBRIAIRA, WAEZRA F 22488 ESET File Security AT %

15
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[Rl % Windows Update S AR, 7R (16l i ds % 2R A T E K Windows Update, UL RE#HE
BIEBTRE) . g st 0 I E J 1 Windows Update B 557 BN A 04T 15 B8 S A TH 40, 7] AE Mk IF
A% R B A RRAS[P) ESET File Security@4n A& 2 A2 1€ FBIMIER ESET File Security I8 AT, 1w id 3 [
by

R o

=

ESET File Security F145 1] 2 #7075 22 3557 BUBAr] IR 2%

o it — {ERBIAERIE M, 1 ESET Security Management Center 5 ¥, A & —FETE R
FHETTE, A RIEmAT . WIREHEA 2 63T ESET File Security FIfal ks, R 740 B H

o ESET se it — Wn AR MRTH&R 5. SR sis Ay 18 7S B AT ESET File Security ff) 2 #F
DA AR RES o IEHREA B Rl TR 5%, AR IE I ESET s fRiEAT. — BTSSR, AT LA
FREUE ] ESET s S0 M H L DhfE

=

# ESET File Security JH&A%, #Eak G Se A e, DU E BC B IR AT S M 5K

i ESMC FH4%

ESET Security Management Center ] 3Ef& FHAR AT B F AR ESET File Security 12 S falilkds . VLB SATE
AT T AR A [RGB BE T CR A3 ESET File Security ML & 5E AAHF] A FHER) .

ANl LIS

o FEIFARE —EPMIARER, HIJ 22 Sl AS ¥ ESET File Security 3R 78 2 I A A, DUEAR A 40 24 1
LA EMEL BN TG E . HREBE A IEAE$14T ESET File Security )47 IR 88 A4% 34T .

o MR A E A 7.x [1) ESET File Security ZRECE, UL 7E ESET Security Management Center H
BHRAER. ZEREMRERZ A TR RES . RSB DL R BB B & 4 ESMC 2R 1 vk
1T

* fERAT B WA ESET File Security 1A Al il 2% AT BRRBARRR 248 T1F .

o TESSARBEAT BT AS ESET File Security AT AT il Al 2% b SRAT SR REARRR 2288 T 15 .

o ST BT R A ESET File Security [T 4 {7l iRk 2248 YR Aic B 5 B

B REERIE:

16

16 N AT ESET File Security (R — AR Rl AR AS 037 368 BRAR I 22 28 S i A 246 72 35 3 AR 1Y)
DT AAEAT T IR YE 2D R . BREURY I 22 2 Y] DR B & B8 RCAS ESET File Security T
JRURRCE .

2.5 [ESET Security Management Center Web Console], it [EFRE] ok [EhAE | FEAH A SEEUH P i
B, AiE—T ] FEERIe



REMOTE ADMINISTRATOR

Computers

Groups
] o

1 Lot & founa [3)

o ‘Windaws computers
Linux computers
Mac computers
st
o
£ >

S0 SUBGROURS =
a O3 i Devees w STATUS MUTED MODULES LAST CONMECTED uMR 3
B Lost & found (2)
o Unic
10131551 Linknown
&= B [ petow BEREECELE Fy a

! Show Aerts

O Sean b

T uptate Motules
C repoot

B Roun Tasic.

+ hoew Taske,

© Last used tasics b

X sesign User_

A\ Marage Policies

& Seng Wake-Up Ca
=3 Depioy Agent.

O Desctivate Progusts
> Connect

=+ Miove to Group.

B Rerove.

W’ haus

te

3BITE [LE] 2 ROURE, MR~ [BERECE] LH RN 2 E B E M E. S

We B R 5 A0 B SRlRe ] . — ELROHTIG B R AE

(@s[l) REMOTE ADMINISTRATOR

1 OvERVIEW

£} CONFGURATION
@ SYSINSPECTOR
I3 TASK EXECUTIONS

E INSTALLED APPLECATIONS

A THREATS AND QUARANTINE

w= DETAILS

45— T [EERRJRR]
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Configuration Applied Polickes
PRODUCT DATE
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016 Drec 342
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https://help.eset.com/esmc_admin/latest/zh-TW/computer_details.html

REMOTE ADMINISTRATOR 2 v | semts ot s y | ? v | &

28 o rpaes > EICIETEED o
-1- ! E N E o o <
= 1 OVERVIEW Configuration Applied Policies
m COMPUTERS
£} CONRGURATION Q ?

A O SYSINSPECTOR
_ ANTIVIRUS BASIC
I3 TASK EXECUTIONS
SCANMER OPTIONS

Enable detection of potentially unwanted
apphications

E INSTALLED APPLICATIONS
A aLErTS

Enable detection of potentially unsafe
4+ THREATS AND QUARANTINE pplication

Enable detection of suspicious

== DETALY applications

ANTI-STEALTH

Enable Anti-5tealth technology

PROCESSES EXCLUSIONS

Processes to be exduded from scanning

EXCLUSIONS

Paths to be excluded from scanning

AUTOMATIC EXCLUSIONS

SHARED LOCAL CACHE

SHIESR [APWmIME], MR [0 2 TR, B s TAER, FRIMEREL
FIIERAZBOT R (L EREEIEFFEME] AR de, MR HEFREERE. —BTIE#LZ
1%, HTEG T T B AR SR DU AT kR 2 4

6. OR AL FITA H MR R 2 2% ESET File Security®

73850 (G248 ] 2 TAE, DMESRAE BT RRCAC ) ESET File Security 224 2 T 75 221 HAR .

8.5+ IT ESET File Security FIFT A fil IR dsde IR B IR R, SR IF R IRIR B .

%8 ESET ZEFA K

ST ESET 2 RIS A LA B A ESET File Security [ 2 #fa lk#s . ‘Bi42 ESMC JHELM B, Wi
ISTEIRES HEH B 5 ESET File Security [ 2 LA - fal iRy, RIFAM R ESET #E V5. WLAHE 712
() H A T B A A AT AR AR ] ESET 542, DUMETERTA B B B &, 1 [ 25 4L ESET File Security it & .

BAE AT P BR DA IO 15T 4R -

1.ENZE T ESET File Security A —3fa] A ds, NGIEE N #2225 50H A 2k 8 ZHBLA RRA 1
7 RARMEAT FE . ARG E 22 25 (1D R . RN 22 B IR B I8 85 AR ESET File Security IFTA
JRUATECE .

29T ESET s fokis, gtz sE ey (AR ELTF4) ESET File Security MR ARES) » & AT LALE 05 EE
R 3T 188 L Ath 1 R 04T ESET File Security A R%S (M08 Lol iR As L 8AT) » RIMEREAESS &
AR VR A U (MR O A) i DR BT RS, BAMENER]) R R B THRR AR E .

3t [ERSREERCER] 0. ©EyI S B ARE RO FIRAS, TORZZE it & 05T 2 JEBESET File
Security tRF£E H AT R 22 25 AR AR (7] iR 222

18


https://help.eset.com/esmc_admin/latest/zh-TW/client_tasks_software_uninstall.html
https://help.eset.com/esmc_admin/latest/zh-TW/client_tasks_software_install.html

19

Modes check

Mode checdk log

[12:29:536] Mode chedk started :l
[13:39:36] PING test:

[13:39:36] O

[1=2:29:36] ﬁdmmmtratmn share access test:

[13:39:36] O

[13:29:36] Semce manager access test:

[ 10

[ ]

[

13:39:39

13:39:39 Checkmg installed product version and features:
123947 -2003-SHAREPOIMNT_2: Older wersion of the
product detected, Product will be reinstalled,

[13:39:43] -2003-CLEAN: Install will be perfarmed.
[13:39:45] O

[13:39:45]

[13:39:45] Warning: The product needs to be reinstalled on some

machines before creating the duster, This may cause those
machines to be automatically restarted.

< Previols

4. [EBE B RREY] B BUR ZRIEE . 2RI TE R, 58 Bl R A ERZ RO -

Check

"




"5

Modes install and cluster activation

Product install log

[15:53:58] Generating certificates for cluster nodes... ;l
[15:54:01] All certificates created.

[15:54:01] Copving files to remote machines:

[15:54:05] All files have been copied to remote machines,
[15:54:05] Installing product:

[15:55:00] ESET solutions are installed on all remote machines.
[15:55:00] Enrolling certificates:

[15:55:02] All certificates have been enrolled to remote machines,
[15:55:02] Activating cluster feature:

[15:55:03] Cluster feature has been activated on all machines.
[15:55:03] Pushing license to the nodes:

[15:55:05] License has been successfully pushed to the nodes,
[15:55:05] Synchronizing settings:

[15:55:06] Settings have been synchronized.

A A% B DNS WoR IERERCE, AU e el dor [AEEIE R AR ASENAS BB Token] MSHRRANE . 75
FRCE ST ESET 203 . B S S BGE AR W B o NS SR 2 8 ) » T RSB MR 2 L By R T
el A FRERFEAAAE, SEim B A4 EE A DNS € -

20



Modes install and cluster activation ?

Product install log

[18:06:59] Generating certificates for cluster nodes.., ;l
[18:07:01] Al certificates created.

[18:07:01] Copying files to remote machines:

[18:07.01] Al files hawve been copied to remote machines,
[15:07:01] Enrolling certificates:

[18:07:03] Al certificates hawve heen enrolled to rermote machines,
[18:07:.03] Activating cluster feature:

[18:07:04] Cluster feature has been activated on all machines,
[18:07:04] Pushing license to the nodes:

[18:07:04] Failed to ohtain activation token from the server,
[18:07:04] There were errars pushing license to the nodes.
[18:07:.04] Synchronizing settings:

[15:07:05] There were errors synchronizing settings in the cluster,

RRARFRT

&I IE # L IR TH 8 ESET File Security (BN SE 2 #E) . @ EE/EH TP I ET 8 2225 ESET File
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FILE SECURITY

w MONITORING v You are protected

License

License validity: 31/12/202

Modules are up to date

Last update: 04,/08/2020 17:12:56

File System Protection Statistics

Infected: 0
Cleaned: 0
Clean: 2,302
Total: 2,302

Product version 7.2.12003.0

Server nhame

System Windows Server 2012 R2 Standard &4-hit (6.3.9600)

Computer Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz (2597 MHz), 4096 MB RAM
Server uptime 52 minutes
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System updates @ ®

Total number of available updates: 7

Mame Type

t 2019-02 Security Monthly Quality Rollup for Windows Server 2012 R2 for x64-based Systems (KBE4437000) Critical
2018-12 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 for x64-based systems (KB4... Important

Update for Microsoft Silverlight (KE4431252) Important
Windows Malicious Software Removal Tool x84 - February 2019 [KE390830) Important
2019-02 Security and Quality Rollup for .MET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 471, 4.7.2 for Windows 8.1 a... Important
'ﬂ' Update for Windows Server 2012 R2 (KB4033428) Recommended
'ﬂ' Microsoft .NET Framework 4.7.2 for Windows Server 2012 R2 for x64 (KB4054566) Recommended

Run system update

B—T [BITRSER] B [Windows BHT] L W AT RGTEHT .

AR B

ESET File Security I RIS 135 75 ZE A AR &3 O OEEAR, ISR A e IR . 720 hiom 1 0 1, ST RE
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o ATy m] I AR 22 AN Ik A )
* ESET File Security 175 7] 4718 5]
o #i7e N ILEESET Management Agent )2 ESET Enterprise Inspector £ FE 20 AT 7] 375 168 49 i 1 47 18 AL o

{#iFH eShell #7428 ESET Security Management Center 2 F P it T4 28 BB A1 452 FH 49 4% B B o

eShell

1E BB
« B4 FERE: network advanced set status-isolation enable

A= FHAERKFEBE: network advanced set status-isolation disable
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G| ESET Shell

eShell*network advanced
INTRUSION-DETECTION PACKET-INSFPECTION STATUS—-BOTHET
STATUS-IDS STATUS-ISOLATION

eShell network advanced ..
ADUANCED IDS—-ERCEFPT IONS STATUS
EMPORARY-BLACKLIST USE-BOTHET-PROTECTION USE-IDS

eShell network>..
COMPUTER DEVICE GUIDE LICENSE
PASSWORD RUN SCHEDULER SERUVER
SIGH STATUS TOOLS uI
UIRLOG HARNLOG WEB—AWMD-EMAIL

eShell*network advanced set status—isolation enahle
etwork isolation: Enahled

eShellnetwork advanced set status—isolation diszahle
etwork isolation: Diszahled

eShell>
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

RAAIRITODIR I, 7
V' MONITORING Scan :

[E] rocries

Storage scan Scan your computer

Q SCAN Shared folder scan Scan all local disks and clean threats
| pDATE Custom scan Q Removable media scan
S T Select the scan targets, cleaning level and b Scanning of USE, DVD, CD and other

other parameters removable media

Q OneDrive scan Hyper-V scan
O Select OneDrive items to scan vm ¥ Select Hyper-V virtual machine disks to
scan

Q Repeat last scan
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Computer scan

InEEeEEe Nl e EEa N NN s N sl

O\ Threats found: 0
Chinstallsetup®

”~

Less info

Objects scanned: 24610
Duration: 0:00:17

“Documents
“Documents
‘\Documents
‘\Documents
“Documents
“Documents
“Document
“Documents
‘\Documents
‘\Documents
‘\Documents
‘“Documents

“Documents

and Settings'All Users'
and Settings'All Users'
and Settings'all Users'
and Settings'all Users'
and Settingsall Users
and Settings'All Users'

s and Settings\All Users

and Settings'All Users'
and Settings'all Users'
and Settings'all Users'
and Settings'all Users'
and Settings'all Users’
and Settings'All Users'

| Scroll scan log

L bk DI B

HMLIETARFFAEROATIRGE, DL A BGEh S I nc s, W HApdi [Predncsstd =] Fa P /eI Bl
AL B o

SERUR AR, TR B SRR E 1 AR B P A B S A e e T Bk
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Computer scan =) (2

Scan Log
Version of detection engine: 13075 (20130919
Date: 9192018 Time: 10:34:23 AM

Scanned disks, folders and files: C\Program Files\Microsoft

Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users'\Microsoft
Ch\UsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
ChUsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
Ch\UsersiAll Users\Microsoft
C\UsersiAll Users\Microsoft
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Hyper-V ##
5 Hyper-V scan faffi &t FiG B . %W MMEMIHE, Dl s Em R aets
OneDrive 4

£U% OneDrive fAffi4E B IIEH .

LR R

€) Log files i= ?
(294 W
Detections
User

Computer scan
as successfully updated to version 21... SYSTEM

Blocked files

ESETICIESENE LR SYSTEM
Sent files ESETCEEEENZELE. SYSTEM
HIPS ssfully updated. SYSTEM

Metwork protection as successfully updated to version 21... SYSTEM

. . al information was sent to ESET. SYSTEM
Filtered websites
as successfully updated to version 21... SYSTEM

Device control

al information was sent to ESET, SYSTEM

Hyper-V scan as successfully updated to version 21... SYSTEM
COnelrive scan as successfully updated to version 21... SYSTEM
I ESET Kernel Anonymous statistical information was sent to ESET. SYSTEM
03/08/2020 17:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 14:3... | ESET Kernel Anonymous statistical information was sent to ESET. SYSTEM
03/08/2020 14:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 10:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
03/08/2020 05:3... | ESET Kernel Detection Engine was successfully updated to version 21... SYSTEM
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Log filtering (2)
Find text

Search in columns:

Time Module; Event: User A"
Record types:

Diagnostic; Informative; Warnings; Errors; Critical Ay
Time period:

Mot specified A

From: 05/20/2018 W
Tox 05/21/2018 W

Search options
Match whole words cnly

Case sensitive
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Update ?
Current version: 7.2.12003.0
UPDATE Last successful update: 04,/08/2020 17:12:56
Last successful check for updates: 04/08/2020 17:12:56

Show all modules

Check for updates Change update frequency
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Setup ?
S c L= )
Computer >
All required computer protection features are active.

Network >
All required network protection features are active.
Web and ema >
All required internet protection features are active,
Tools ?

1} Import/Export settings ¥ Advanced setup
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Web A& T ER (Al s 1 HiH] /45 HI AL FC & 51 oo

Web 7B Pi %
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B P 2 A SO RO s A 5 AT G i OO, (g T R [ RO R
FEAFHUREE AT IORHNE e, SR P iniE R e
BeE N\ /[ HH 5

i xml BCERE RN SGESE, BOR H AT a0E 28U A7 2R ER X

HRIE B 5 7RG EE R BOE MUEIH, 35 2R RR I ERERE] &, 1%~ Fs5E

TH - 2Hrcss

1 L4 7 B 5 ESET Fille Security A2 AT 2 BOMBIERAN SN (I, SR HERRRS) , 1T LARSOF 2 M 6t
M- FuniE s M, R SRR ) B R A b

BRI MR (10 7088, 30 708, 1 /MR 4 /NRES 24 /N, ELEIN O Rk & BB UK ) o B
HIZ i L 5% Z AZRESET File Security % & {35 RO (1 D B e S ER SFA (1 By i e 8%

Enable Diagnostic logging?

Enable Diagnostic logging for selected time period.

Enable for 10 minutes ~

Enable for 10 minutes
Enable for 30 minutes
Enable for 1 hour
Enable for 4 hours
Enable for 24 hours

Enable until restart

Enable permanently

EEEE B, i MR s trs @D, B aRIL B Ip B AL .
B P () 22 A M T S TR, e — s A A S i AT v 4s O, (5T AR [ O R B

FEAFIUREE AU IR e, S — T iaiE R e
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HRIE B 5 7RG EE RS OE MUEIH . 35 2R R RE 7 i ERERE] &, 1% T FsB

B\ B BE YRR e

N LA T B ) ESET File Security PHRIACE, FEA/ME e DIRedEs g . &SnT LR H ESET File
SecurityBfft FH FE A\ DhRE# AR [FlRR € 0 e/ B H B AR A kA . ek e HEE . xml B

FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

Import and export settings

The current configuration can be saved to an XML file and restored at a later time >
when needed.

®) Import settings

Export settings

Full file path with name:

1} Import/Export settings ¥ Advanced setup

HE
MR A RERRAS I i AE R AN fe 2 Bk, RIvTREer

TH

N B ThHERE F 7Y ESET File Security £ .
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T
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o BB E s
° B}JL:Q%LHJF
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* ESET Shell
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* ESET Dynamic Threat Defense
* ESET Syslnspector

* ESET SysRescue Live

. R

o JEACHEAS DAL

o [k

RLEECLRITY ..

Tools ?
Running processes —1 Protection statistics
Reputation information powered by ESET = Threat and spamn statistics
LiveGrid ®
Watch activity (Bl Cluster
@ File systern activity El=E Mot used

. ESET She
2= ] Command-line user interface

ESET SysInspector Scheduler
Tool to collect detailed infermation about Manage and schedule tasks

system

ESET SysRescue Live

Malware cleaning tool

Submit sample for analysis Quarantine
Send file to ESET Research Lab Safely stored infected files

AT R ERR P

BT R ERE g B UR RS LT R A BOE BAE e, ORIV AR M SN ESET T AN R U AH B & RRESET
File Security A FEALEAT R EEFE 7 IR E AN & A, DABH ESET LiveGrid® Hiffr R H# .
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e

€) Running processes

W Mol
[E] rocries
Q, scan
3 UPDATE
i'al SETUP
9 TooLs

(3) HELP AND SUPPORT

NETE
=

R AR ERR (0) MOMEMRERZEREGEN (H48), HRHRERGSEZSN, nkn

o T M AR R e IR R 5 AR AT 9 R R

BE FERXE21EU TRESET File Security Al ESET LiveGrid® ST & Fl — RIIMBEAFR (ERED
f GER. RERF. SRS R, REGTRSREIBENTRME. RREEHES

This window displays a list of selected files with additional information from
reputation of each is indicated, along with the number of users and time of first discovery.

Reputation

Process

["=] smss.exe

(=] csrss.exe

[®=1 wininit.exe
Bwinl-:g-:-n.exe
@ser\;ices.exe
[m=7 1sass.exe

@ swchost.exe
@Iaganui.exe
@dwm.exe
Eéasp-:n-:llsv.exe
@\-‘gauthsewice.exe
m»'n1t-3-:lsd.exe
ﬁf‘ﬁwmipr\fse.exe
@dllh-:-st.exe
g}a msdtc.exe

[®=1 taskhostex.exe

~Show details

S04

1104
1188
1488
296

1940
2752

Mumber of users Time of disc..

5 years ago
5 years ago
2 years ago
2 years ago
5 years ago
5 years ago
5 years ago
5 years ago
5 years ago
5 years ago
1 year ago
1 year ago
2 years ago
5 years ago
5 years ago

5 years ago

ESET LiveGrid®. The

Application name

Microsoft® Windows & Op...
Microsoft® Windows® Op...
Microsoft® Windows® Op...
Microsoft® Windows® Op...
Microsoft® Windows & Op...
Microsoft® Windows & Op...
Microsoft® Windows® Op...
Microsoft® Windows® Op...
Microsoft® Windows® Op...
Microsoft® Windows & Op...
ViMware Guest Authenticati...
Viware Taols

Microsoft® Windows® Op...
Microsoft® Windows® Op...
Microsoft® Windows & Op...

Microsoft® Windows & Op...

R, #6t 9 - REBE (RE) Z 0 - REBRE (RI6) HBEESERAEDE.

MR AU A AT R ER B R M R A R . e E A R BT R EAE Y, St AT DUEA

Windows TAFEEE 5. 0w ME T RAIR S AL e AR [T/EFEEA], RR% T

[TAEEH AT, B3% N LW Ctri+Shift+Esc #.

PID s&1E Windows 1E3E R4t L HUTHE 711 IDB
fER e e AR EREEH . & ESET LiveGrid® Hifki4E .
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I EFIFE R ESET LiveGrid® Fi 47 98 B DL AR IR
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ERAREAPA R /AN (1) K, A e
ANHERE , AT LA I Z2 SRR AR DL ) BT D RE A AR 58 25 ESET IR BRI s . A5 A 1
FRESC, RS i 215 rh — (0 0 009 23 R S

BreE
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FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

v €) Watch activity ?
|§] LOG FILES File system activity v
MNetwork activity
256 kB
192 kB
128 kB
64 kB i
04/08/2020 17:21:38 04/08/2020 17:24:54
Amount of written data
&40 kB
512 kB
384 kB
256 kB
128 kB l l L l l
i A i
04/08/2020 17:21:38 04/08/2020 17:24:54

Refresh rate  1second

A FRIED T
1 BRESDERGEREHE, HBEHROSHII 10 4948,
1 or8E (Boh  ERSGSEA G EHEE, HEMRASRIIT 24 N,
24 /NE§)
1 /N (B EIRSG/DSES e EEE, HMRESHRE—MH .
—f@H)
1 /N GEEL EERE/NFE e Ep e, HRMROSIEIA M. 78 hahRe kB A (&
1 H 41) ) LMgfiEEh. #%— T [BE]e

ik Fi

A E AR B ESET File Security By s 2 AH B IO ATRT ZORE, 48 T 4 2 Th REFE HIGE FH ) [ v R 4

SR g

BE A QIR . ZEGRYEEE . CIERAIEEE . LA E B o R R
(SRR SE, BRHER SRR eV Erl. 52350 H T gt a g, %
(k). HEERAHEANER, % T [ERER]E
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LR I

AONITORING €) Protection statistics ?

Antivirus and antispyware protection v

File systemn protection
Hyper-V protection
Email client protection

A Web access and Anti-Phishing protection

2,439

B Number of infected objects 0 0.00%
MNumber of deaned objects 0 0.00%
Mumber of clean objects 2,439 100.00%

O‘ CAWindows\ServiceProfiles\LocalService\AppData\Local\lastaliveO.dat

tatistics started on: 04/08/202 7:12:45
© Statisti d 04,/08/2020 17:12:45

N %1 & ESET File Security " )R] FH &8 51 [ 2 -

9o 8 B¢ ] R PR Ul
RE/R B I K O TS MR (4R
ERALE
EEVNRE EESEON T EFI ik /I
Hyper-V By

RS CIRBR A S HEDIF RS ((ERR A Hyper-v I R%1) -

BT EFR b
(B 71 B P i (908 B I Y 1
Web FFEUR A8RE 8 R B i

{ERUR Web #1545 T &AM

=R

ESET #AE /& ESET 2 i %18 72 Microsoft Windows Server (1] P2P i 2\ LB 44
A FETREAURE V] B ESET A R &% 25 A% It LA IE A DA S A g k), il &A@ &, m E TRl B RIE AR
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JEE AT R SRS T IEREVE SE P T O R . B AR A RO BE ) Z9BWindows A SRR | B [ AR ST
fii7 (NLB) 345 | I BT REHEAH, JLELS C2e 80 ESET 2 i, R0 25 A5 75 ZAR R 1) 2 i e B pRESET #48
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[ ) (BT RRE R TERESET #4E | B 2h 2 f 251k .
faesmit EEDReR NN [TR] > [BE] ARAHE@ESET #H4£ | AREHM, EMICER, REHNESE
HAZIEHK:

(esf) FILESECURITY

€ | Cluster C)?
Name State

W2012R2-MODE1 Online

W2012R2-NODE2 Online

W2012R2-MODE3 Online

W Cluster wizard... W Import certificates.., W Destroy cluster

=

ANSZHBAE ESET File Security #1 ESET File Security (38 F A Linux) 2 [H & S7RESET #£4 ] .

B ERESET B | I, AT TR LLYT R T

HE)EH
WmREEBA N Windows K524 /NLB 45, HBEHIE & B Skl B Hrig 21 ESET #4E,
B
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IR — 2 B REWindows LB IE A E/NIB #4E | IR E, A REfHH ESET #HAETNRE. A ERE
R AEWindows 2852 18 35 A5 /NLB 2545 | , &t n] DUfd FRESET #4E |
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1E HARESET #4E | FHIRMEH .
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o, AT DRSO i R ik as AL AR R 1 — T [l

HERE
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(S ESTUNTE ST

Select nodes ®

Machine to add to the list of cluster nodes

Cluster nodes

Remove all

ESFW_NODE1
ESFW_MODE2

ESFW_MODE3
Autodetect

Browse...

Load..

MNext Cancel

HEEHUEE R [REME], SHRREEERRN SRR T BR], Sk TIEBBR] &
SEATHIRIEH .

ARG O R B MRESET #2458 |, P UARERBrG @RS SDERIL R N AAA .

DR
=

AT O B AE 3 B BTG 028 2 EAIRRENE H w] LU ARELocalhost {RTHRX B & [2548  HIEh.

S=RNE - 25N

JE B A SR E MG (0 FR )
BRAE
TNEEL, Wik T [FT—#le
EiEE R - (RRCEBNRER 9777)
W RS A AE A PR PR BT S IR 9777, GEARE M AT ) A R %
#E Windows Bij K i o B OB 215
IR 7E Windows B K i b 2 78R
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* EBYEY - ESET File Security 1 & fERFE HT RS b B B)7eds (FF 35 R 2 R QLRI A2 41E) .
« FH) - FH)%4E ESET File Security (0, EAEILLLETRL FA AIFH OS BLAEIE) o
AR B GRS, (B RRENE &
ESET Security & H BlRE) 22 A5 BT Bh 1K) ESET MBI 2, TIN5 B4R

EE
HEMHREMEERGLEN (32 fiohl 64 i) HEEESET #4E | , 55F ) ESET File Security®
— {5 BRI M P R RS, OB RS A R .

=RRE - TRE

RE RRAIFREPUTI AR E. THAMGHRE [HRRAERRD
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AR
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Modes check

Mode check log

[2:07:55 PM] Mode check started

[2:07:55 PM] PING test:

[2:07:55 PM] OK

[2:07:55 PM] Admininstration share access test:

[2:07:57 PM] OK

[2:07:57 PM] Service manager access test:

[2:08:04 PM] OK

[£:08:04 PM] Checking installed product version and features:
[2:08:04 PM] 0% (W2012R2-NODE1)...

R 2 5 AR TR & 7 B S -
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Modes check

heck

[2:07:55 PM] Mode check started -
[2:07:55 PM] PING test:

[2:07:55 PM] OK

[2:07:55 PM] Admininstration share access test:

[2:07:57 PM] OK

[2:07:57 PM] Service manager access test:

[2:08:04 PM] OK

[£:08:04 PM] Checking installed product version and features:
[2:08:06 PM] W2012R2-NODE3: Remote machine has different
set of ESET product features installed. Product will be reinstalled.
[2:08:07 PM] W2012R2-NODEZ: Install will be performed.
[2:08:08 PM] OK

e e e e e e e b

=RRE - ARE

& [ESET #4E | WAL AR 2R E iR un g b 2e 4G i Ry, K5 &(EH 8% %ProgramData%\ESET\ESET
Security\Installer FEFZIL RN, MRERA B ZHERAEM, RO FEREZLIEELEMN

53



54

"

Modes install and cluster activation

Insta

<] >

< Previous Einish Cancel

PE=
fEFAFIZE0E (32 fryuhd 64 fioo) ERUE A ARG B B Ry, RETE AT RIS AT
FENLH,



"

Modes install and cluster activation

Product install log Install
Insta

[12:56:34 PM] Generating certificates for cluster nodes... -
[12:56:36 PM] All certificates created.

[12:56:536 PM] Copying files to remote machines:

[12:56:41 PM] All files have been copied to remote machines,
[12:56:41 PM] Installing product:

[12:56:42 PM] NMumber of installers started: 2

[12:59:35 PM] ESET product is installed on all remote machines.
[12:59:35 PM] Enrolling certificates:

[12:59:38 PM] All certificates have been enrolled to remote
machines.

[12:59:38 PM] Activating cluster feature:

[12:59:40 PM] ESET cluster feature has been activated on all
machines.

<] >

< Previous Einish Cancel

B IEWERC ERESET %45 | 1RPRESET 4L | o/t [BrE] > (fARa:] ' EnmA.

R
L BE LT B £ 22 BE S Y ESET File Security® 2R 470 & I8 AN 18 75 BAEIE S TR K b 22 S B RO . BHT
ESET File Security 7] 8 & i il H ) 5 5 i)
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(esf) FILE SECURITY

FOR MICROSOFT WINDDWS SERVER

Setup ?
Server Computer

Automatic Exclusions 'Q'

Cluster 'Q‘

BeAh, R LAGE [#4E] IR E g A B Ak ([TR] > [ZEE])e

ESET Shell

eShell ( ESET Shell [/Jf&#%) +2& ESET File Security [ 2%/ M . ‘& A2 B & A (GUI) 18 %
FEReShell 1347 GUI —RR$Z AL [ BTG Th RS % THReShell ] 314 M8 25 {4 F GUIRED AT it B B4 T 3 (R A2 =X

B T AT ERME T GUI KT REELAFE 2 Ah, R THIE T LGRS E BHATINA, PLESIRE . 15000t BT
BEEL T . ek, BRI A A2 1 B GUI B8 31T S BeShell AEH B H

FE

WA e ThRE, BAM RS H AU BB 5 2 34T B BL eShells iZ 18 Windows iy 2 $&7R ¥ 70 (cmd) 4T B —
AR A E k. A DU A 5 sUT BB R T, A EVE DU R B it AN o, RIE R
R = RERR T 5 1S AT A 2

eShell 7] 7E A AR 20 14T
1.HEMER - E BB eShell (AR Z2HATH —m4) BAT TIER A LR, flanss E i
B RS, R ARAEITE M4, LM EER . B EE AT i B I RS AR
BT eShell FINZ . & &5 RS ERS 2 N 25 Al 4l F F a4

2B—@d / MR - RERTFEPIT —E M AT EIEN eShell TR, AT A
o FHAE Windows iy 24275 7 JTCHiI A eshell F1IE & (1128

H15]
eshell get status B¢ eshell computer set real-time status disabled 1h
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ﬁ BEROE ARSI A, A B AERE IR/ AR R AT ety & (il dn Bk s —a&is) . BRI, Beh
'f. B*ﬁgﬁﬁmﬂﬂuu o 7\%% /\\\ %%%o

55T B B T B UL Windows ir 2 e F ot d H eShell fiv4> . UNT5 58 24 B AT HEORE R ATEEANE
nﬂu FHE— ‘Fju_ﬁl

H wifE 7 2] LLEE eShell 3N H &

1.4 WindowsEBA%R | ThEER: [BH4R] > (A FE2(] > [ESET] > [ESET File Security] > ESET Shell

2.4¢ Windows #-& 1 F TGl A 3% F Enter $
B S8R iR

Iﬁﬁ%ﬁﬁmwumeﬁ,%u*ﬁkﬁ%h%“% %vahr%m,\ ﬁﬁ&@@
eShell@i F 147518 25 R 5 A ESET File Security HOAZ 00 2225, G4 FH 48 1 S A LD eShell@f] 4
(b zBEH 77, 4 A GEIEAE) o

A — A HEE A A UT eShell B, SEBURVIGHAT (R HiH.

ZZDS'E,U\#‘E?Zﬁ&EET%ﬂU\%ﬂﬁ T, FEi . MEH e R I ARG, RFas
PEHCEEVR . BT E . A K. %ﬁﬁ\ug%ﬁﬁﬁmémm

T —WRIBHAT eShell I, Y& F 2L #EH

EX ESET Shell - g ot

B (6. 512007 _1>
opyright <c>» 1992-2817 ESET, spol. s r.o. All rights reserved.

aximum protection

Licensze validity: 12-.38-2821
Last successful update: HWAR

Automatic exclusions: Enahled
Anti—S5tealth protection: Enahled
Document protection: Dizahled
Enabhled
Real-time file system protection: Enahled
Device control: Dizabhled
ESET Cluster: Dizahled
Diagnostic logging: Dizahbhled
Prezentation mode: Pauszed
Ainti—Phishing protection: Enahled
Email client protection: Enahled
Jeh access protection: Enahled

ANTIVIRUS DEVICE GUIDE LICENSE
RUN SCHEDULER SETTINGS SIGHN
TOOLS uI UPDATE UIRLOG
WEB-AND-EMAIL

AN RN MR KRR BN, HRT AT 7



AT LAE ui eshell WEHHE] eShell@f& ] LAAIE A ML E 4 . BAf. 5B $UTERI LR A& 1
AT HADE

% H

73

B4 2R F IEWE ) RBv i m A A BEIEAE, WrI AT E A N, 518 BIRGH . 18 &1 F A B4
eShell ff)— % REEk:

B

[<prefix>] [<command path>] <command> [<arguments>]
g (a4 g R SR
SET COMPUTER SCANS DOCUMENT REGISTER ENABLED

SET — R E &

COMPUTER SCANS DOCUMENT - FFEfn 2 g, Ziban 2 pridE g
REGISTER - A&

ENABLED — #4518

i 7 PEZn W51 R e R E WA . AN, STATUS 7 MErEUR STATUS & HIahk:
A

[get] status

(=%

get — BURPTAT B HLAH (/IR T8

sl [get] MAPRHINN. EEREMER get 2 status MLMNTHBIE. BXRREERIT
status HARIGEAEMATE N, L&l EaHHERATES (ERHBNA get status). HAMATE
A (KA 2 AT BT I OS] o % get REKIBIN & IO THISCAT B A, (H R R I 2 i 52 iy 2 A2 1 FH A
FETHRHT B, 10 HL iy i T2 A BT I i &

HE
WAMNE S RANE, R Em e H RS8N E# S HUT 2.

BT ER / B
AT BRI —TEIESE. GET A BRI L& i i B ESET File Security 552 ThEEM &N, BB /RIRRE (filln

GET COMPUTER REAL-TIME STATUS & EnBEIRAAH H BTAIBTAEARRE) o SET BB sl i Ic & ThRE ol s o 3L
URBE (SET COMPUTER REAL-TIME STATUS ENABLED &rpiEhEN KRR ) ,

15 4L eShell SR I RO AT BAT . 4 P REBRIE SCHR T A 1 B 57«

GET  {4[FE HETRSE/REB
SET A /R
SELECT &EUEH
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R[5 B A AR 2 /IR
HrgIH H

WERIHH
MERFTH TR /18 %
JVQRE) 2 WIRr S

15 FH B B 1%

B {5 i 5 1
MR R BT Ik

B R THR e /I /R
(ESeSVIEIRIES
TERE SR REN
TEYCES

K SERTEL R AT BLRE 2 e S FERCAE A, (HAER G4, (Bl ) AN B .

wEBE / R
NI IR RS N rh o SRRHIRAE A8 10 e JE AR AR B S RRAT eShell iy, 8T AR JE 4

H

EATLELE R AT a2, B E AN N ARG LAEBHIRAE RS RISE . Bt B A N, e
ﬂ&ﬁ%FTmm%ﬁ F BT A

EXN ESET Shell — O X

eShell>*tools

ACTIVITY CLUSTER DIAGHOSTICS ECHD

ERA-THRGETS LIVE-GRID LOG HOTIFICATIONS
FPRESENMTATION FROEY QUARANT INE RUMMING-FROCESSES
SERVER-LIST STATISTICS STATUS SUBMIT-FILE
SUBMIT-5ITE SYSIMSPECTOR SYSTEM-UPDATES HWHI

pShell toolsl_

wOIHH AT LLBITHI M2, K EBIAH 2 AR T NE. TNELS
A0 R R ELR [0 B R A, RH A (P 1AL o

o
H
N
g
RS
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H
B S A2 L i

eShell computer real-time>
L) NV 20 = (VTR ESIE

eShell computer>

WEREAEAE eShell computer real-time> JR[EIMR (A7 B HAARMCWEL) , RF@A .. .. (W{EERS
o bEws, BN EEEY) o EEPUTICENE, B R ENEE A, EEAIRE A . R RORER \
AIPEATA] g A FL 4 Rl B H 85, JEERIEAE NS ABHAREE S N IR BE AT o 2RI AR L) BB e N, R
BNRETHEEERN . AU RNZMR RS, M. fla, WRERERE F=)E, 5
il ... L.

PASEL H AT N SR . IR SRS AR NG, SBAEMANRE, Flin, ZEPIT GET COMPUTER
REAL-TIME STATUS, E&5uaIA:

GET COMPUTER STATUS - WIREAMEMRNE (2 FER eShell>
GET STATUS - HNSRMEALAENES COMPUTER (#7448 R eShell computers)

. GET STATUS - fnR#EA7#ENZ COMPUTER REAL-TIME (f4%8878 eShell computer real-
time>)

R LM B — . (Bh) mAMERIRME . AR B R A B A .

RG]
. GET STATUS - WIREAIZENZ COMPUTER REAL-TIME (#54%I|88~ eShell computer real-
time>)

518

IR B R e A T sAT IR EE vk, B, fy4d CLEAN-LEVEL (fZJA COMPUTER REAL-TIME
ENGINE) wmJEL %I 5] SEme At -

rigorous — —HRE R

safe — #HEARRIHRAER, 74 224 RI4E

normal — FHZARIERER], HAZ2RFH

none — —fF R #H
Y —(E 4 ) 2 5 8 ENABLED BY DISABLED, W] FH 2Rk FH B % S 58 ThRE
MRER / BEAWS

eShell FIREEAEREINA . Ar A58 (B 51 02 2 Bl AU IH) o 8 SR A e B0 E P i LA o5 B
(B sy AR EERAE) o AT DME RIS 1 A1 0T A2 B A A 5 8

Ciet

computer set real-time status enabled => com set real stat 1

computer set real-time status disabled => com set real stat O
fi 2 72 TR A1 -
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&1
computer set real-time status enabled => com set real stat en

computer exclusions add detection-excludes object C:\path\file.ext =>  com
excl add det obj C:\path\file.ext
computer exclusions remove detection-excludes 1 => com excl rem det 1

BP0 i 2 BN 28 DA RV R O - B 2 B SEIE - (B nf& 8 N ADVANCEDA fEZ&5 AUTO-EXCLUSIONS 1 A RS
J fir 4 )BeShell ¥ My vk 8 S BEHAT R —(Eay 2. REUK S EUREEAE, W HAH DL A 2B EE P dy 3
JSE FE R

eShell>a

The following command is not unique: a

N & COMPUTER NZH R FH K+ N2
ADVANCED

AUTO-EXCLUSIONS

@L%‘ﬁiﬁ 2Bt (B, AD MHENZ A) eShell ##@ A\ ADVANCED F-IN%ZF, A& IIAEZEME—,

168 FH > 46 5 1A 2 o
R
ISR E Ay A RAKIR IS TR 7 NPT IR, RIMEREAEE T L. I%ﬂl %, mfEA IR W
I eShell MK IR B 7 5 AT, 1 Honl e e A A B SRR . #bi 1%%? TSI H k.
HEh5Em

IZMEITE eShell 2.0 #EH BT ThAE, B Windows iy 2387~ J0 ¥ H B 58 iR 7 FEWindows #ir & 17~ F J65E
Bk SRR, T eShell STERAT A NAEEELTE. ASCRTRHGIE. B NG 2R, HER T Tab BIA[ 5
RECLE AT S R R ER D4R . $2F Shift + Tab R B, A SCRIB SRR A HE K. 5
P —{E. i, &N computer real-time additional W% T Tab A EH RIE. AHRM,
FEEN com SR1BHEF Tab 58K computer, WWALHEI N real + Tab fil add + Tab@#% | Enter@fii A on +
Tab SR1% 1% T TabBIEFTA 7] 8k 2 BPEEEV)#R: on-execute-ahBon-execute-ah-removableBon-
write-ahBon-write-archive-default %%,

744
ARG, THARSITmS (BERCRIR AT L) . A —SiRm4, mr.

(global) close — &R
(global) quit - %%
(global) bye — &K
warnlog — T HBhERCERF1F
virlog - T HBrERCER(EM]

"(global)" Fntir & Al HIAEAIA B, MimH AT NE &AM —(Ea2 IR 2 M54, flinda4 EXIT A5
4 CLOSERQUIT Fl BYE. & EE4EW eShell Iy, WO UMEH EXIT @A, BUF—H4. A%
VIRLOG #&#r4 DETECTIONS HIFI4, M AAd TOOLS LOG WA . i, (Erf{E ROOT WNZ&{EFIMHE
Mdr4, WHEIE 5 RAEI (EAFERE N TOOLS, R1% L0G NZ, 1 H AT EM ROOT ¥4T) .
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eShell FEEEEEEH O %A. 2 ALIAS fiJA UL ESHELL N%.
FEIERE R E

ESET File Security i 52 I 52 B % W5 {R78 . 480 A{E ] GUI Bid eShell ffi ] set ui access lock-
password REkE M. ZREAF LA HEIN 7 A4 (a3 e e sBUE & BH i 2) A
RS . a0 RAEEH EHE R ] 5 eShell T HANVAR B G o N %60, T LMEA] set password @4 (H
root ¥AT) % eShell FC EILE RS . LR BE 75 B A BT iy 2 20 & HENRE N B IS, WrEEESwR
eShell RUFCAE %S . 18 R/RTERE BB TAERS Bl A5 2 eShell LA B RISy, R EFH IR set
passworda

Ft / R

BT GUIDE B HELP v, RHAEHR [WIUCHATER ] 520 # H eShellmthfir 4 R AELE
ROOT % (eShells) HfdiH.,

W R

eShell & {RESERT QBT 2 A S MRS 18 @M HATHY eShell LB TAFFEE. — BHIEHTK eShelB R 4T
AHE R AR . I SEIE B AT A8 Up AT Down AGBITE RS . R BI S IKMIar & 2%, BT B
SR\ SE R 1) A A AT EHR AT LA 2, SR EEAT BT

CLs / ERRETH

CLS fir 4 I HIARIERR E . 185 Windows it 247 7 o B BL ) fir 2 51l T 3 A 7 UAR TR«

EXIT / CLOSE / QUIT / BYE

2 B PA o 45 TR eShell@f& AT DU AT —#r 4 (EXITECLOSEEQUIT Y BYE)E

ke

AH A —He B A eShell dir 4 AN EARR B .

VELY,

N VNN M I PN N e (e o
Whlae (BEE UR] WEN):

)i

FIH R G EeBREN, fln.

o JZBER ESET 2 A S ot A4 8 S L RRUAS A 5

o A SERGUMBE A A RS A A A

AEHE AR (BIEHEED) . TR ER AT (FODNRA & A IR A R AN R R) DL CRE R 4% 78 .
o JEH ESET 22 A b i D BE M T, AR BRE T HORRCAS A 5%

N A 2

root
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TS

T, HEPIT RN G AR, REUE AL AV SRR Il N B RS . o R F A R
B85 7 K n] BE 5228 ESET File Security FCE M2 . REUFEIERIRPUTIE B 2 FF, %TW%AMW S
M, A5 BB AR NS5, 1650] DLE b heSheli & 503 250, T HAE AT 52 G AR 78 1) a2 1
RAEE H B A ML

I
T I ) \Lﬂiﬁ’\ H Hi i eShell E@J]ﬂ’ﬁﬁ LB . — HIBAE W eShell, REFIIF B FE I ERNEN. &
ékEﬁ%beSheHH% BREHIREEES.

Cﬁj'

S H

SE FE B NEAE BT R BE WAL RS A R B AT o TR & IOHERE S, GHHERE ESET Shell £
AT VA RIS 22 58 B A ORI, o 38 SR U S S8 1t T

eshell set password plain <yourpassword> "&" computer set real-time status disabled

TR LA 1) i > 8 E SRS BT

&{F‘ii R TA ﬁﬁﬁﬂﬁﬁgﬁﬁﬁkmﬁﬁ b — 2 S BT S AE AL R SR A ROy RS G
ERETTR) o sESRALIUE R /A (SRERALKREE6) , URES 2 R Bk

P2
root
ik
[get] | restore password
set password [plain <password>]
(=

get - BURE

set — B%OE BUH BR S

restore — 1HRZN

G1k 1€
plain — PIHEGEN2IEE A28
password —
B
set password plain <yourpasswords> — %7€ ¥ A 52 S HEAR 2 an 2 1%
restore password — JEFREHE
#f -

get password — A ILAr A REHES CREEN (REBURE ] , AEgFHEBAE), B
A BN B 9E IR AR B E B
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set password plain <yourpassword> — {§i i Ar 4 2% € O € BN

restore password — A& EIERRCIE B EE

R
SR [ 1Y ESET File Security H ATRIRF B s ARREAT AN, thaERe ey / #E kG Bl cu
PR
computer real-time
Ak
[get] status
set status enabled | disabled [ 10m | 30m | 1h | 4h | temporary ]
restore status
(==X
get — i [A] H FT&CE/RRE
set - BRUEME/INRE
restore — &R THRRERE/ M/ TR
S
enabled - HHBT#/DIfe
disabled — f5HIFh#/ LhhE
10m - £/ 10 7riE
30m - =/ 30 7E
1h — {8/ 1 /N
4h = 1M 4 /N
temporary — 15 HZE N IRE B G

R
VAT — ST E D TRt . AT DER] status i3 — S HP R Th pE AR A . A1 b5 8
Dhre el A BN status M2,

i status & MIIRETEH.

TiRE WAL
E B COMPUTER AUTO-EXCLUSIONS STATUS
M B TERT &% (HIPS) COMPUTER HIPS STATUS
KB % B 5y COMPUTER REAL-TIME STATUS
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TiRE WAL

S 5 k) DEVICE STATUS

5 J 4 % [ 2 NETWORK ADVANCED STATUS-BOTNET
48 L 57 (IDS) NETWORK ADVANCED STATUS-IDS

49 4 VG NETWORK ADVANCED STATUS-ISOLATION
ESET 34 TOOLS CLUSTER STATUS

N TOOLS DIAGNOSTICS STATUS

5 A TOOLS PRESENTATION STATUS

A B 5 f T WEB-AND-EMAIL ANTIPHISHING STATUS
TFEMEF S5  WEB-AND-EMAIL MAIL-CLIENT STATUS
Web 77 Eu pi s WEB-AND-EMAIL WEB-ACCESS STATUS
VIRLOG

8/ DETECTIONS fiv4& M. & T A it i B 2R B ARy, AT i 4
WARNLOG

JEAE EVENTS R4 . 817 EAm A B e o A B AR, ] i

MKER / WA

AT LLE ] eShell 1 A 5R K IOINIA TR LN B SEATESE . 4 ZHEAC eShell fEFAHLIXRE S, S5 eShell &
—EHE AR RAAE L PTG

i ol
eshell get computer real-time status
BT DUy 4, AREIE R ER, FInfEEERS M CHRE N TR, S5 R

eshell select scheduler task 4 "&" get scheduler action

THHFPER (EARGITh A5 4 90 JEE AR eShell 1 H ATHAT P ETH]. WEREOEGATIE W A
Ly RIS a8 R SRR A [ ARBICTARBNER A TAEAAE] o

Az El, U AN e TER A [REIKRIA ] . S B eShell fE AR T H, HAEERE
B ESET File Security ARG, A E B gL raLPuTiAe, wiEH#, lesr (83
BAER] S . EEEEACFESOHESR, USIT e ElB a4,

WEAE FHLE Windows i 252/~ FooH TR ) B —dr S AT E, B ZHR T eShell SEBAFHHE (F
AR o BT RALHE, S eShell B & HEIMAH A ui eshell shell-execution-policy,
o (ERERE] (F5) > [BERFE AT > ESET Shell R GUI BT,

EEEBHHKER
eSheIIfB*fFWﬁﬁﬁﬁfﬁf ik — AT VR 58 (* oat)BI LA AR 7 i i A8 HOAH R B G 3 B4R 0. 2% 1 3 B4R 215,

ﬁzvﬁfEEﬁFﬁnXiEKﬁnx ﬁéffElﬁﬁL.GUI§§Ei, o eShell 1§ ] set ui access lock-password fiy
BOE IR E T AR, AT LR w5 E AR &
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VEy=
R AR SR T B e Ui A, RS SH IR S B BT A A, 75 R A 9304 T DL A58 R . %7 8

VA, N RS A 5 HAR R T B IR PR i o

LB IR EE R, 51E eShell FINA AT sign <script.bat>, Hd script.bat T2 %5 B84
IR . MBS AR A e e M e %S, 37 5 g LR RUBEIL R RS R R . W R IR SIS O %
{5 BB I 5% 22 A

Vai

BIETERT L B IO R, SR REEEE K.

7 EE Windows AT 2 FE/R T o HUT O3 B IIHLIRAE 2, B CAHERE AR 7 X3dT, 550 Folar 4
eshell run <script.bat>

Hor script.bat LIRS R IEEL

ERedl
eshell run d:\myeshellscript.bat

ESET Sysinspector

ESET SysInspector 2 Mg EM . WE RGO (Bl e ERefe AR EHRE. Mg, 5
HEPPESRIEH) FIREANE S A A 28 o4 R e & B AR . sb & A nT 5 B e v 5t RGUAT Ryt 2
DR A Bl ol R BN A A5, I A R T R R

—1F [B3r], RRE [(RERE] rhim NGRS @ L B rc 8k B F ik . 555500 B 3] ESET Syslnspector [
AL E L GIRBEURA [O&5r]) . R E M RGTE R E, Btk L nl gE T 2 — L5 .

ESET SysInspector 3 B & &7 2 37 1B 7 50 SAH B 110 1 21 & Al

o Bpfl - B ERCER A SLA R o

© B - RJEREMR.

« BERE - @RI RCSRAO I A4 .
© REE - BrenC s SRR

A BRI R PR .

o BN - BRI DERC B . TEDT R B LG — NI AN N R DY RE R [BR] .

o LLBE - LU B B s R Bk

« B - EURTHIPT RS, dON G AT AR RR I B ST BTREAC ek, WAk — T [ESr]. SR E
FI| ESET SysInspector B aC sk e i (GRREA CLEEAT) o

o MBR — 19 BRI P Rl Rk

DA SR BHH% — T — {8 2 2 (S U 7 A0 8%, IR TR T RIVE DU IETE AT (A A -

o BN — 1E ESET Syslnspector H G B AT B KBt nt o (Bl o P 508 I DI REARRD) -

o b - LUEGN O B PR AL 8%

o B - EHIMIN LR, BN LA AR I B LB R Bk, Wik — T [BSL). ESEEE
FI| ESET SysInspector Bir&RCEk5E i (GRRBA CLEELT) o

o MIBR - 78I R BRI P AT 8% .
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o EEERMIBR - MUK T PR
o BB - REBTAERCERRE R xml BEEURAEK xmiE

ESET SysRescue Live

ESET SysRescue Live (7 724 B I AHIRES, SR W] BIMERT 4% CD/DVD B USB FE S ik, & LAGERR
WA RED S AL T I, SRR RS AR RS, TR SR

ESET SysRescue Live )3 E{E % & ESET Security vk /7 R LA EHEAIEE RBL 2 ANAT, (E ] B AT BUEE
MIERZRB . HILEREFRE R — VAR (BIAnTE/EERBTHATRE) BIEE .

R4S

RS G AR IE 2 ) 2 BORE B RE AR TR . P LUE FUBTA ) CHRRE LA DERR TR 081 AT B
Hrh g BURiE S TN 2E, Bln TSR R AR . BOH R AT B RRAT RsfH] . St m L% —F DFrid T
PE] @SR CHRE TAF . 5 EaniEIA O AR E, 5~ [4RiE] 8. IR CHREN L
Wﬁﬁ%ﬁ%ﬁ&%ﬁ,%ﬁ*?[ﬁ%@h%%@*T[ﬁﬁ%ﬁ%ﬁLﬁﬁ%&%%E%@ﬁ%ﬂ
IR

AR TR E R TR AT

o Byl EC sk e

o EMIE BT (] AR 20
o BEGREARTE H B R

s [EHEBENR BENEH

© HENREINE e E (EHH AR
© HEIHENRE RinE (IR %)

T
12 B3 B iRz B 3R AR ED sl b B A
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B SECURITY .

IONITORING €) Scheduler

v
[E LocrhLEs

Task Mame Launch time Last run

E Log maintenance Log maintenance Task will be run every day a... 04/08/2020 02:00:03

P |

Reguhr amumt'“: vl Tom b aaaill b= TRY
4 Update Automatic update 3 5 ack =

'@' Run now
Add...
Edit...
& | Delete Del

g ... 04/08/2020 16:31:44
Lo

|: Update Automatic update 2
E System startup file check Automatic startup f .. 04/08/2020 17:12:47

4 System startup file check Automatic startup f

[ 04/08/2020 17:15:54

HEPAT T ANENE, DA ROA T AE:

B TEAFEE ZW T, SRR RARE T OHENLIER, BrmR oifETEMFEAER.
AIE K AT IS B P HERE 38 A0 RIAT A

. .. RCED & 19 Bh s S B B HE R 4 T AFm

AH. . A (TR AT E R ) S HbE TR E.

Ml B3 MR A B TAE.

HFESE - FrE TR
A ST CHERE A L AE
L% —T [FEIfEle
28N [TAERE] WREEK AR O TR,
3. AR - e R ReRERCE M 1 [TAEER e
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Task details ?

Task name Mame

Tazk type Run external application A
Log rmaintenance

System startup file check

Create a computer status snapshot
On-demand computer scan
First-scan

Update

Hyper-Y scan

PE=
i%@ﬁiﬁy%ﬁ—T[Bmmﬁﬁﬁﬁwﬁﬁﬁﬁ@Wﬁiﬁ,ﬁ%[ﬁﬁ%lﬁﬁ*%&ﬂﬁ

4. TAEREH] - SHOH R —E5EIH, DOE BB EPIT TAEMRRH . RIBENEE, RATERrEE
PRRFERSE HI. HFREEET.

Task timing ?
Schedule task to run ® Once
Repeatedly
Daily
Weekly
Event triggered
Skip task when running on battery power X

5. TAE - W TARBIAAE TR e SRR IR UT, S mT DU LA R ST s [H] @




Skipped task ?

A task can be skipped if the comnputer is powered off or running on battery.

If task was skipped the next run should ® At the next scheduled time

oCour )
As soon as possible

Immediately, if time since last run exceeds a specified
value

B T

6. PUTIEJHFE - SRR TARHE R T AN B A AR, G508 H SRR R4 ] AT
7RG AT S, 1% [E—B] RIHREL BB 2E
8.4%—F [5ER] VLS ARSI,

W OHRE T e i B e as | e,

TiesA

Wi B B B O HERE CAR R AR R . i N TAEZRBILOE T 4 30T pe R iU AR 22 1) TR SR AN
s BATIMEEARER - HRE DT AR IE R

o BIRERCERMERE — D)t SC SR IR TS CMIBR AT ER AT AR IR o U T & IR B s AT S SR T Y
FLsk iR, DAEORA ROEAE .

* REBEERBE - WE RGENECE AR SR AT IR %

o B BIEIRBIRIE - H57ESET Sysinspector B HLR — WREERA A& oot (BlanBEEiFE=t. EH
FEx0) MIRFANE AN, ERTAS S8 o ik 1 E R e 45 .

c TR EMRE - S ER TIOR R SR AT iR

o BT - AR AR DABT AT 5 AR AAR R T
* Hyper-V 8 — & Hyper-V NHIEHERABRHAR R .

* OneDrive $##ti — fFfRiGAA1E OneDrive BIAEZR.

AR ARSI ARSI A, RS EE R AR, 55— T CBURSS MV . 35 2 2 AR Bl TAE,
T — T AR P A O . % [F—#] W*E%ZET At
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TR

SR Z71 L A 8 B [ S8R T

o =K - TABR R GAESRE 0 H AR AT — K. fERRERe ], RBUT TE—R. £ [TEHR
7] HARE — IR BA G H AT o

« B - TIERERE R R (08 NPT £ [TESIT] 45 5E 5 R EHIT TR .
« 8B - TR E KR EE AT

c EWY - TSR ERE H KR HPUT 2 k. £33 (BHEE R H AR BIAR) 1
R H B AT TAF . A2 AR BT IR ] R 98 52 B as ke ] o SR IDUREAAT AR & 1 R

o SHPHIE L - TAREAETRE M F A ZARFAT -

IR N A BT R IB TAE 78 LA EREy, R RGN ST, RIAERE L. fian,
LA UPS AT I S -

R

FEHERE F S0l S 10 AR IR, S mT DL S B0 Bl o TR A e F o ] 1 e 2 e o
NHME—FAF A Al 5 A

* K EIBED R

s BRE—IRHEN B

 BIREAR ZARAR/VPN

o BAHRRTDE Hik

* E MR E i

EREBN - FHEBARGR, @gMETIE mRE-RENEMZ K, ATl L E
HRB - IRENRM 24N BT AR, 335 MR RO I AT TAE.

* BERH

AT B

SE AR e HERE S I R AU T

1|||‘|'l|

o [BATRE] - TCH SRBDIRAS IR TR, 12 T8I (..) BT B,
o TAERRIR - & AR TAE B #k. R 7EE B sfh @ IR I [T AR
« 28 - EAREA G280 GERD .
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B3 ) A

U R AR SRAAE TRSE E 2RI I BAAT 8 mT AR € AR AT IR [«
« RTIRERRRRR - S TR ER M BAT (Bl 24 DIFR) .
o B - EFHETAESATIEMEA A ORI E i .
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RILESECLRITY

JONITORING €) Quarantine

L1}
=J

Time Object name Size Reason Count User account

FSWhAdministrator

Quarantine...
01/02/ 9. hitp://2016.eicar FSWhAdministrator
Restore
01,/02/2019 ... http://2016.eicar . FSWhAdministrator
Restore and exclude from scanning
01,/02/2019 ... ChUsers\ADMINI FsWhAdministrator
Restore to...
01/02/2019 ... ChUsers\Admini FSWhAdministrator
. ) Delete from Quarantine Del N o
01,/02/2019 ... Ch\Users\ADMINI FSWhAdministrator
[IIGETZREI | C\Users'\Admini Submit for analysis FSWh\Administrator
01/06/2018 ... http:/fananw, eicar.org/downlo.., 308 B Eicar test file 1 NT AUTHORITSYSTEM
01/06/2018 ... Ch\Users\AdministratorAppD... 8.0 kB Eicar test file 1 KRC-EFSWh\Administrator
01/06/2018 ... Ch\UsersC\ADMINI~1VAppData... 184 B Eicar test file 1 KRC-EFSWhAdministrator
01/06/2018 ... http:/fwnanw. eicar.org/downlo.., 688 B Eicar test file 1 NT AUTHORITSYSTEM

Move to quarantine...

AT DUAE AR PR A e Bl R AR P (R A7 AR 58, L BRI B ) ISR S IRl SR SR R o7 B8 1 A
Koy (UALesl A AL < R (Bln, e m s, . ), UREEEE (i, A8 2 EA R B4
fi#) o

ISR T RS A S B AR SRR, R R STE CLATAEE R/ AR/ S A4 R RR A BT SR A Al
KR RERE R
ESET File Security & H BFRBEMIER (U 5 (R MRS S A 6 s R MORIE) o 35 2T BIRR BAL ]
FIEERE S, 1% T [FERE]. TEIRRBELTrTSERE 5, FRBERE SO OERR AR R Inf EAE R . N ThRE
RWFTHRILHE - D RAHRE T [FERERE] S, (i (EiEle
% % Pl R
PEEERORE R PR IR R H A E . A DRIR] DhRerIfE N AT RERIAS, Trikit UL WA % —
T [RRBElE] SLE R e 5. ORI SRR A T S e R, AR M CRIRIvfE R

#PHERR] RIH. NRIIRERIBIRAE DRIRE. .. ] 80, W aREORE IR I 2R an bR ir B Ah i 3
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PE R R IR R 3TRE R

I R CRRBEAE SRR B R T BERE 5, BEERR R SR e A 32 gy (19 an LA O i 5% 28 i)
FLIFERRBE, SRt S BA 2 ESET T B iR . 27 BOL MR Bt IR ACHE 28, RHAER R b — T RA 3,
WA NI RERE [JE At 2 DA br e

75


https://help.eset.com/glossary/en-US/unwanted_application.html
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DLW B s — R R ETHE , IIREC [FERRRRIR PRBR], SORPUEEMIBRIOIA R, 308 T R
(MR ]1e

OneDrive JBHiEX i€

il Hi ESET File Security
#—F [BCE] > [Afk#:] > [OneDrive ffHtimt & ] “

M RE AT BRI IR EAEAE Microsoft 1751 OneDrive 8 it 47 25 [ v (RIKE ZERESET File Security OneDrive
FRE ] AR EEAE RAE R, A g i AN AR, 40 7R T E8FBSharePoint i % . HAK N EAT
HE.

R I A

it it ESET OneDrive $R i
HY i &1 it ESET OneDrive it fiti#s

BB G /E H ESET File Security OneDrive 4, &7 Microsoft OneDrive / Microsoft Office 365 / Microsoft
Azure GE{llf ESET OneDrive fit fifi 7 & F #£ 5U@0neDrive fR s & B I & B /~aE MHREE; Wl Ok, &E
FEEMEEANE R (L5 1orjE I FE L 1DE4714: 1D FIISFETEE0 » EaT L [FEM] 5¢ [ HBUH R+ MEESET
OneDrive fF i 5% :

(@S FILESECURITY

(LN |

OneDrive scan setup

ESET OneDrive scanner C@ Register

not registered Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Tenant ID
not available

Application 1D
not available
Object ID d\x U ﬂleg stel |

Unregister ESET OneDrive scanner
application from Microsoft OneDrive. This
Certificate thumbprint procedure will deactivate OneDrive scan.
not available

not available

JRIRE % BOneDrive it & HBIAE [170i ] DhRER A, & Bl I35 B DA m] (OB IUEAT i Y

I HE 45 7 FII K ZREESET File Security OneDrive 7 1] 47 4T Ar] {i FH & 7 /77 75 7% OneDrive HIHE %o
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EE
ESET File Security OneDrive ¥ i & 1% & %5 ] OneDrive ZE i it 755 B N &k RV AE AT, — B
SERARE, REEHEREC TERR SR . 1 OneDrive Tl K& & RHEr 52 2 1) 48 %I & o

HE

A B H AR P e . SR LHT Y Microsoft 7 7% FH OneDrive / Office 365 Iz 7 23: i ESET File
Security OneDrive f@#tfi#y, S AL LAV A MRS Gl M 0 dm i a8 @ 17 100 S 1l ESET OneDrive f7ifi 23,
A% LT Y Microsoft 7755 F OneDrive / Office 365 I 7 #1475 L iR

& 0] LLAE Office 365 Al Azure F1& £l ESET OneDrive ¥4 #% O 5t i 4 B FH FE 2

Office 365 AN 145 1 — #&—F [FREUMRS] Him B [EREHER], K& & 2 ESET OneDrive 47 4
HBEAEA ST .

A\ App registrations - Micra... | I Microsoft Office Home X/ I My account * \-ﬁ Files - OneDrive o | + - | O

€ | (0 @ | httpsy//portal.office.com/account/#apps & || Q Search wBe ¥ i ©@& O =

Office 365 My account

@ Details

0 Details

My account

Security & Compliance PowerApps

Personal info
@ Details O Details
Subscriptions

Forms Flow

Security & privacy

@ Details O Details

Stream Dynamics 365

?
ﬂ App permissions
L2

Install status
@ Details ® Details
Seftings

To-Do

Store

@ Details O Details

Admin ESET OneDrive scanner

@ Details O Details

Azure 7 — ML % [Azure Active Directory] > [[EFIFERGEM], % — FRHAFAEAER], & aE3
ESET OneDrive fiiffi#s D& S H . & — N EAREARI ] EEFAHER .
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= B | https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade c

wBe ¥ 4 © 0

Create a resource

+ Mew application registration  *= Endpaints 3§ Troubleshoot

O Overview ~ lgl‘;liiec\:tiacr:fl Cn;la:; ::TJ:I your registrations for converged applications, please visit the Microsoft
Dashboard i Quick start All apps W
All resources MANAGE - DISPLAY NAME APPLICATION TYPE | APPLICATION 1D
Resource groups Users el ESET OneDrive scanner Web app / API "1
Groups
i Enterprise applications
O Devices
i App registrations
' Application proxy
g Licenzes
Azure AD Connect
i~ Custorm demain names
2 Mobility (MDM and MANM) v
< m >

=} ESET OneDrive FR#i 3%

[ B ESET File Security
@—F[%%]>Wﬂ%%wammWﬁ%%%]>ﬁﬂmlﬁ.

PR 2% ESET OneDrive #it i 78 JBE H #2205 E 1 2] Microsoft OneDrive / Office 365 / Azure FJFE/F:

o ¥—F [EEf] CABHLE ESET OneDrive 35 a5 s M, SRR B8 & BB,

78



(@S FILESECURITY

[ELN )

OneDrive scan setup

ESET OneDrive scanner C‘EB Register

not registered Register ESET OneDrive scanner
application into Microsoft OneDrive to
activate OneDrive scan.

Tenant ID
not available

Application 1D

not available

Object ID CX U wreg|5ter |

Unregister ESET CneDrive scanner
application from Microsoft OneDrive. This
Certificate thumbprint procedure will deactivate OneDrive scan.

not available

not available

o i NJ& [ Microsoft OneDrive / Office 365 & FE B 7 587 . S JE FFE 2058 G E 2 Microsoft
OneDriveld

(@S FILESECURITY

[ELN )

ESET OneDrive scanner application registration

Login to Microsoft OneDrive

Enter your Microsoft OneDrive administrator credentials to register ESET OneDrive scanner application.

=1 Login

Passwaord

L 1
L

Mote: The credentials are used only once and will not be stored.
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o HEBIE AR, A EEUR Microsoft BREURS] Him. % — FEEMHMIES (WHRA),
Y g A 14 (] Microsoft OneDrive / Office 365 & H Bk P 2%, KBtk —T [BAIR

* ESET OneDrive fiffi#s EFHAE AT EAAESEZHER I HVURERER . &% —T [#2] Uik
ESET File Security OneDrive i %3 /7 BU/& OneDrive Z¥iifii /7 2% [H L& Kl o

B® Microsoft

ESET OneDrive scanner
Publizher's wehsite:
This app would like to:

~ Signin and read user profile
~ Read all users' full profiles
~~ Read and write files in all site collections

~~ Read and write all applications

This app will be granted the specified application permission(s)
to resources belonging to all users inyour erganization.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at |
https://myapps.microsoft.com. Show details

Cancel Accept -

o WIRAH B SR ZOR AR LB R, FEiE— T [HEA] (BEMEILZ localhost 4 443% ESET File
Security %IJ T8 JE AR A D)

o — HLHR 3 PHAY 03 B SSEESET OneDrive fiftfige st MM & & 8 [REMET ] SR, &ig—T [
e



(es[a) FILESECURITY,

ESET OneDrive scanner application registration

V Registration was successfull

OneDrive scan can now be used from scan menu.

Done

e
ESET OneDrive fiffi s ak M FEF Al Re & RIE I AN, S P08F S48 IS 10 B B R P R83% B NAT A
Microsoft A\ [ #4934 (OneDriveEOffice 3658Azure 45) . & 18 G o1 RS 25450 & 31 _EAOFB R~ AIEE

IR AEAE ESET OneDrive 7 i % i U1 HLE 2 F SIMEATEERRAN S, 5 2 B wr AUE SRR R DU sk (1
IR TS 5 1

SERAE SEERAN S SRAN R
A AR FHIHEN R ESET File Security " Al GE X A= M. S5FHR K E AT ESET OneDrive f7

et W R E R EAAAE, FEIEA% ESET BT 308 .
7L AR 2 Microsoft OneDrivel i 7 145 10 48 % / A PR 4 g JHLAR ,  SR1% FRIRSAAT ESET OneDrive fR i g% at it
K2 A H Microsoft OneDrive B CU 3 [E] HTTP 4xx Sz, 1M 8 el o B 78 HHR A R U R R E AT AT,

AETHIHES AR . SEIHEAR ESET 44 45 .

KB 513 5 Microsoft Microsoft OneDrive fa] R 25 E [FIS5 R, W HL & 45 B Shin RS/ 2 F8, whts—

OneDrive F&H iR T [Br#ERle

A% e LAE CLad iy ESET OneDrive fifffigsat i€ LAER R . sEMH1% B S AT ESET
OneDrive {7 aat MMt

CHUH R E TAE. EEBUE AT RN M. WREE TGN, 5EHIRIT ESET
OneDrive fFfHiayat MMt

FHBOE TAFCEET . ERVITT IR T/, S555 b a7 e k.
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HYyH 21 fit ESET OneDrive i 2s

BH I ESET File Security

#—F [l > [alk#%] > [OneDrive fiftiatE] > [HUH

Gl

HC 53 R 7 Al 4848 Microsoft OneDrive / Office 365 / Azure T2 [ 155 FI1 ESET OneDrive fi i 25 EFHFER .

AR P R PR AREA AR, A TR ) SETH AT H
o $—F [BUHREM] LABA4A ESET OneDrive fRfifi & UM AL /AL BRTE R, UM AT RS Bk & B .

(esTE) FILESECURITY,

OneDrive scan setup

ESET OneDrive scanner

Tenant ID
Application 1D
Object ID

Certificate thumbprint

[ELN |

Register
Co o9 |

Register ESET OneDrive scanner

application into Microsoft OneDrive to

activate OneDrive scan,

b Unregister
X N .
Unregister ESET OneDrive scanner

application from Microsoft OneDrive. This
procedure will deactivate OneDrive scan.
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@SID FILESECURITY.

ESET OneDrive scanner application unregistration

(LN |

Unregistration confirmation

Unregistering ESET OneDrive scanner application from Microsoft OneDrive will deactivate the OneDrive scan. It will
also remove all registration data from local system.

o ZfEIE Microsoft OneDrive H U E3 52 1% o

@SI) FLESECURITY. .

ESET OneDrive scanner application unregistration

[ELS |

Unregistering application from Microsoft OneDrive

This may take a few moments.
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o WURBOERE AR BT 5E G, O R S & g B AR B EUE -
(€sED) FILESECURITY,

ESET OneDrive scanner application unregistration

V Unregistration was successfull

OneDrive scan can no longer be used. In order to use it perform the registration process
again.

e

mREEREESAE (Bl THOEREMRR] ), nlaeR R A8 A, 140 Microsoft OneDrive fd] il
PR 4 e A PR A AR R, B ESET OneDrive 7 4 28 JBE A2 20 AN F 1] Microsoft OneDrive 71 1fit.
aH 2 [ N R DL 85 SR AR B DL R ey =

SEAEGE BRI AR T R R IR R R PR A AR KM GRLAR [T EEEMicrosoft OneDrive AL B FEAEE) o &
JAAKEFL KR ESET OneDrive $itfti 2%, s58UT N AIEI{E:

o Wi [EERR] 8l ELEE T R A, S5 — 1 [RARHBEER] DS TION MR,
18 & #2[% ESET OneDrive 33t 28 ASBE A 1

84




(es[D) FILESECURITY

ESET OneDrive scanner application unregistration

Unregistration failed
Failed to acquire access token

The following error has been received from Microsoft Onedrive:
Show error

It seems the application is no longer registered in Microsoft OneDrive. Please, check the
presence of the application in Microsoft Azure portal, if it doesn't exist, run "Remove locally”
option.

Mote: If you want to proceed with unregistration process regardless of the result of the application removal from Microsoft OneDrive,
click on “Remove locally® button.

Retry Remove locally Back HTTP Status: 400

o ¥—F [R] LA A HEFS 4 ESET OneDrive FR i #8BESET OneDrive 7l VA PR . 45 2{d
H, BHEERATEMRER .

Registration data will be removed locally regardless of the result of the application
removal from Microsoft OneDrive. The application may remain registered in
Microsoft OneDrive unless it was removed from the portal manually before. Are you

sure you want to proceed it now?
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Exclusion filter
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Add exclusion ?

Enter a path name and mask that defines the files you want to exclude.

An asterisk ™' denotes any nurnber of any characters whereas ' denotes a
single character, e.g., . TAT means you are selecting all text files of any
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(esfl) FILESECURITY,

An application EE%SI Spooler SubSystem App ) is trying to access file (merged.gpd].

Application: o Spooler SubSystem App

Company: Microsoft Corporation

Reputation: il Discovered 2 years ago

Access type: Write to file

Target: ChWindows\systern32\spooh\V4Dirs\E3CAG23B-DFA..\merged.gpd

Allow this operation?

@) Ask every time
Remember until application quits

Create rule and remember permanently

Learn more about this message ~ Details  ~ Advanced options

TR

BEOUM SR R A R T A . T LU (BT = [ReRF] 1E3E.
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(=3 MAIL SECURITY

Encrypted network traffic
Trusted certificate

S application on this computer is trying to cormmunicate over encrypted channel,

Application: (&8 Internet Explorer (2568)
Company:  Cluerying
Reputation: % Discovered 5years ago

Certificate: *.google.com

Scan this communication?

Femember action for this certificate
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Address list ?

List name Address types List description
List of allowed addresses Allowed

List of blocked addresses Blocked

List of addresses excluded from checking Excluded from checking

Add a wildcard (*) to the list of blocked addresses to block all URLs except those included in a list of allowed addresses.
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—F 0. FE CHRBR AL IE R R NG, R AR BB S AR AR g ekt [ABh, A2 E £E
L B AR REGE R T AF o+ B 2.

FE

A EBE A RER T (e IER ] DA HTTP Azht, Gk * g =M (B
(DALRCEHR

BALHRE

T AR R R A P HERR ) URL S/ AR B . TR L, SR LA R IEH
o ArERFEIRA - N A UE B EEEY (ke A R B B R
s HHAM - IEE RN, SIER AL = EE i A R K.
s TEEMH - i A SRS ERY] GEAD . EHiE =TS E RIS E e 2R KO,
* AEHHER - AVIRDUE RSB, ST DR R RN E .
s ERIRREM - S EAE AR E TS AR S ITIE RGN HTTP Al Rp S BE A Ak 18 d S
;ﬁgﬁ%?&%ﬁﬂl DR 20 A 5 A LB B Bl L AR WAk A9 B o J R o 5 AT i S A 137 B

o BiRCSR B EME - MRS BB R e E T (. 2. &
SEARE R EL % AT Y ESET Security Management Center S£E .

Tl

=

T

. BA [EE]

ESET File Security AJ A FH & B 847 HURF 2 40, B SR AR AR SE AR R LN BbAh, Homl s i 5 4

134



SE BV A P HERR ALk o 0 FRAN Jn T T g ] A 8 1) 2 A4 A, B P o A B i e v £ R4 1 B
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WA 2 N x F758:

o fEH 2 ARBUR AT IR
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R
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Add mask ?

Enter a mask that specifies a URL address

LN 2

B2 AE URLAZhE, EIEEIRAT . [ HZ R SRR o BRig L itk o 5 S RAH] 22 RISE TR, A2 hibsfs e
THE PR,

BEA
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Import ?

File(s) to import (separate values with a line break)
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@ www.phishing.org/phishing-security-test o ©@ | Q Search

@S[D FILESECURITY. ..

A Potential phishing attempt

This web page tries to trick visitors to submit sensitive personal information such
as login data or credit card numbers.

Go back to the previous page?

Open ESET Knowledgebase | www.eset.com

Report an incorrectly blocked page
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() GUIBHyper-V $74 | 5 8. SHEPITE RS0 5

* ID - ULPRERT SR ME—

* Timestamp - Liﬁﬁ%ni‘ﬁﬂ‘]ﬁ%%ﬁﬂ%ﬁ (ff FH wmi H #1 /1R % =0
* Targets — fm i) H A AR/ WARSE / i s [

* TotalScanned — F7 i 1444

* Infected — XTI ZBYIMHELH

* Cleaned - CEKRIIYIH-EH

* Status — FRHFESTIARE

ESET_HyperVScanLogRecords

ESET_HyperVScanLogRecords $ji| 5 Z (HHAT[E#E, REAAER —EP#a0eR, 18 Al sRaiaon
ESET_HyperVScanLogs 871 AT 8 8 Fir s 1 H b — (R R B sl sr 8 b o 0800 U7 (R B8R (L A Hyper-
V it/ RUER DT AR Bk . A0 R BRI AR B R RO SR AT (IR, FIAZH H LogID B VRIS E . MRS
AT HE I 5

* LogID — JLACERPT)E B4R 7E 50 $% 1D (ESET_HyperVScanLogs 28 | 1 H: A — 1 AT {54 F¥) 1D)
* ID - JLPTEERCERAME— ID

* Timestamp — 57 B RCERIUIRE [ ERRR  (fdFH wMmil H A /IRE A% =0

* Loglevel — DIEF [0-8] FnMINiarr ok EVEG 4. $HIE T 5 H 4 JE 41 {HEDebuglinfo-

FootnotelRlInfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical
° Log - %FWE/JIKE naf%nﬂg

ESET_NetworkProtectionLog

ESET_NetworkProtectionLog X /i Z AT (Y, FHEERARR —F [P ] MP#siik. FEPUTHE
i

* ID - MR RCERHIME— 1D
* Timestamp — Z37 & RC 8k 1 REH ERER (5 WM H 3 /g ] 4% =)
* Loglevel — DLET [0-8] FnMIiari ok E LG4 . $HIET ¥ H 48 41 {EHEDebugBinfo-
FootnoteRlinfoRlinfo-Important@WarningBErrorSecurityWarningRError-Critical@SecurityWarning-Critical
o B - fil TR ARER BT A e T VR A
o RETTVE - HARRETE BT MR B TVE
o RYFE - AR B I ARIEALIE
« B - AR E K HARGIL
< BEME - FA A A E R E
* RuleOrWormName — Bl =54 AH B (1) 5 1) Bl 2 44 1
o AR - BshAd s E AR
* User — LSBT o ac sk F 4 e 2B 1 FH iR P

ESET_SentFilesLog

ESET_SentFilesLog S Z (AT (H#E, RREANR —F [CHEIEREE ] NPT AFMEBAT(EEE R

A~

=2

* ID - JLPTEERCERME— ID

* Timestamp — &7 [ A0 8k 1 IR ) BOER (5 wMmi H 3/ 1Rg il 4% =40

* Loglevel — DI¥F [0-8] FnMPiaEaCski VLA . BT 51 B4 & 47 11 {EBEDebugRinfo-
FootnoteRlInfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical
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* Shal — CMEIEHE 1Y Sha-1 %

R - OEENER

o KN - EEIERE RAIRN

« WA - CEIERE R IEER

o JRE — {HEHE R R

* SentTo — ZLFAE 2Bk 2 W —1{1 ESET &5

o User — MELE B8 A0 85 3 14 & A 1 A B bR =

ESET_OneDriveScanLogs

ESET_OneDriveScanLogs il H Z AT #E, F3{EERLK OneDrive fR#i# T . 18 56 R ERL 8% 1) GUI
BOneDrive fffi | 5 8. RHEPAT S0 5

* ID — It OneDrive Pzt 8% ME— ID

* Timestamp — 27 B R0 8k 1 RF ) EOER  (FF wMmI H 3 /g ] 4% =40
* Targets — {1 HAEEE R/ Pt

* TotalScanned - i[548 %

* Infected — XTI ZBPIMHEH

* Cleaned - CMEKRAIYIH-ECH

* Status — FRIFEITIMIREE

ESET_OneDriveScanLogRecords

ESET_OneDriveScanLogRecords ¥jl 4 Z AT (HH#E, FHEERRAR —FP sk, 18 L0RA AR
ESET_OneDriveScanLogs K 5|37 il 88 Fr 22 7 1 = mh — (B dm R B e sl b o WU AT (R SR L P
OneDrive #f /B d AL sk 1P sl 8k« W1 2R R SRR IRIR BT R RO 8% AT (R3S, R 2H H LogID J& 1t i i
TR AT 1 B 5

* LogID — LLACERFTE KRBl 750 % 1D (ESET_OneDriveScanlLogs X ) rp — & 3447 1 #%11) 1D)
* ID - Ik OneDrive B #RC 8% IME— 1D

* Timestamp — 7B RCERATIRE [ ERRR  (fdFH wmil H A /IRE R A% =0

* Loglevel - DI#(7 [0-8] FIRHIPTAEaC ki EIL G & . BB T 5 A4 K 4 {HEDebugBinfo-
FootnotelRlInfoRlInfo-Important@WarningBError@SecurityWarningRError-Critical@SecurityWarning-Critical
* Log — EFEMIPT AT ERAN S

AR PLHIBORE

DL & — S ¢ Windows it 2 51| Al PowerShell /75X ESET WMI &R #0451, 6 w] 18 F AT A7 H 50
Windows 1E3 R&%. AifA HAh T2 75k nl A AR HE A5 EE 5 A1 A

A ETRLBERwL5

wiic 451 T AT A S A TR R FE BT B T WM 1 .
A R B E A B 1 8 I

wmic /namespace:\\root\ESET Path ESET Product

A R BN A E it 0 7 b A SRS -

wmic /namespace:\\root\ESET Path ESET Product Get Version
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B R B A% 8% (1P 10.1.118.180) /& i A I (1) 52 B i .«

wmic /namespace:\\root\ESET /node:10.1.118.180 /user:Administrator Path ESET Product
PowerShell

HAG e B BRACRE 7 AT T 0 e R A

Get-WmiObject ESET Product -namespace 'root\ESET'

By 15 Je B 7 B i B 2 (1P 10.1.118.180) 2 i A B 1) 72 B2 5 2l

$cred = Get-Credential # #&/xfliHE K88 DL B AT

Get-WmiObject ESET Product -namespace 'root\ESET' -computername '10.1.118.180' -cred
$cred

ERA/ESMC #a ¥ H 1=

M IhAE T RE ESET Security Management Center 7EE. 7 ESET File Security il 2% L 3047 fa] R 24348 FH - v
TAERE, K&y Hyper-V i {EAmR EAE (R EEFAERER) . RAEE T %4 ESET Management
Agent IRf, ERA/ESMC f@#th HARRE A AT H, SRl 20Kk (FH) RE.

EIEHON (B4 BEIRE] IFRESET File Security & 2 LA JH AR HAETE B . BLE BB EH) [(EHH
] A

R
F—HH [EAEEEER] FFEESET Security Management Center £ 75 #65€ [ERIARM] 10—
RAEZE. % [EHBIE] %% 60 /0 8ERESMC 497 30 Zr8EiUmit B AEiE B, 25 08 75 2 ESET

Security Management Center S PRUSCER TG 5L, 51 BB M [l A i /N U . 1A T DARHAR P38 N 80(E

& ESET Security Management Center B¥{T [fAIIRESMIE] HH - un TAERS, & flcdeis B e B oR s U B fE
RN e Al iR es FIEAT Hyper-V fat i B4 4 H A .

BREN

R4 ESET Security Management Center [ HIJ% ] 22 ESET File Security@ 1 & & 21| §H 7€ [#] 7~ Iil, A
FETEE FLH FEBIME /AT BB, w2 [ERERRE] HE b8 e B R 5518 1B R .
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(es3) FILE SECURITY

FOR MICROSOFT WINDDWS SERVER

Setup ?
]
Server Computer Tools
fa]
El Real-time file system protection o T
Document protection Fo)
L sewe [ Device control o
[a] s o
Presentation mode
El Anti-Stealth protection {}
I:. Web access protection Fo)
I:. Email client protection Fo
@ Pause Antivirus and antispyware protection v

W, MREIEE ESET Security Management Center 5 HIAC B IR E . 18 B Al sE 8 BT I R 8 2 I8
BeRR e . SR, f& 2 ZE1# F ESET Security Management Center J7 I [BRER]D

BEANE ESMC Web Console =, g% [JEAI], 3\ 4 e 2 %8 ESET File Security HEG JER, sigdr—
% R R . 7R [Eﬁﬁl‘i] H, #&—T [Eﬁﬁiﬁ]y E&Hﬂiﬁ@ﬂﬁﬂﬁ?ﬂﬁ %E, BERFEELY ([Active
directory &1 =t [R5 )=
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REMOTE ADMINISTRATOR

B sasc

B sermmes

ANTIVIRLIS

USER INTERFACE

OVERRIDE MODE

Bl assion

m SUMMARY

Policies > Edit Policy - Settings

w

[117] ‘ ﬁ OVERRIDE MODE SETTINGS

TEMPORARY CONFIGURATION OVERRIDE

| L ] Enable Override Mode

Maximum overmide time

Scan computer after ovemide

L1 ]
OVERRIDE CREDENTIALS
L L]
° Authentication type
L 3]
] Custom password

4 hours

Password

& ce 4

— BRI, 50ET R R 228 H 42 ESET File Security®[ & B 5 R ] @88 & 8URE [ERERRE] HEF.

Advanced setup

AMNTIVIRUS
UPDATE

WEB AND EMAIL
DEVICE COMNTROL
TOOLS

USER INTERFACE

USER INTERFACE ELEMENTS

Start mode

The complete graphical user interface will be displayed.

Show splash-screen at startup

Use sound signal

Integrate into the context menu

STATUSES

Application statuses

LICENSE INFORMATION
Show licensze information

Show license messages and notifications

%~ [BERER] %, soefrgiRirig—T [(ER]e
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Temporary policy override

Set the duration for which the policy settings can be overridden. After this duration
the configuration will revert to the policy.

Cverride duration

4 hours ~

10 min

30 min
1 hour

4 hours

S CIRE [(FRE] Rbyai, SN R AR R

Advanced setup

ANTIVIRUS
UPDATE

WEB AND EMAIL
DEVICE CONTROL
TOOLS

USER INTERFACE

>

B USER INTERFACE ELEMENTS

Start mode

Full '

The complete graphical user interface will be displayed.

Temporary policy override o

Password:

! °
Application statuses View i ]

LICENSE INFORMATION
Show license information

Show license messages and notifications

W

B¢

—BERHRA,

T8 A P 2 58 Y R iR 2 it

FE72 5 B IR A 28 A
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ST A s U B FL i el (HERERE] ML 2T, PERMERE R B,

By e AT ki 5

A [ B AT RSB AB T ESET File Security 5CEEIREE -

= Py Ee sk i e &

DR R PR UT T A S eI IH, P DUE A KRR, B sk R BV 15 AN 11 P ot B ) L ) 1)
TelFRCER .

=

AR RRERC R, T EAE T E YRR P i A AT B — el e, 2 (RUEl> (L. —
FLBj5 s AL 8% A B B RURESET File Security & ARIEAE LR BOROUT 141128 Th BE AU R By v R 8%

il FH D0 AR O B PR SE I D RE . MUSRIE R DLORAT,  BGIUR ESET File Security HH A 7o B AT I -
- REZHRTR] - SRR eOEE BT .

= Pyt A Bk

JEF P AT R T 3o IR S M SE IR R AR ) — . THRGROE & fo T B B BRI )
FCEk DA AE AR 2 ] o

HEMiER B E (RB) KIRTER
U B ESEEEpSPS JAIN U E e S SIS
IR B RC ER R/ NER, JI B Eh R B AT ek

DTSR RN (SRS LR (MBT] B5, MR8 h0 Dt s, HEEE ROBID
SE4CN [MB]] 21k

it B BB BT 8%

st B B AR PO 77 8 AT SR SRR S0 (0 B E 1O H %, 0 IR SRR A AR Z1P A
o2 BB AT 8%

w3 E B BRI R2 BB s ie sk . AR RO RUAS 6 i 40 32 B Bl s se 3% o
BRI

AT BT R RC Sk M VBRI ST DL [AEA] ZIP MR Byl e sk i
SRS ER a2 E S

HOHKE, WREME T 2 E [IRRE AR B %) ] Mihae mids, o aBhHE
Breieti s, %~ [BRAEE], BIURE AR RCERE 2. SRR R A 2= AP %8 H DR T
AHE S T RO B R B L . AR RC R S KB IIHE , R W BRI IR T R
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BRI SO 8 s it
R B T Pl GC Bt 52 BAAh, 38 AT Y AR Seds 2R 5 A7 B vl Rr S i 26«

« [BBRE#] - Brircirtd RN H ek (R Text/CSV) o AR BT RC R I B i By LA
JERE RIS (B, B AR RS KA D RC 8%, R virlog.txt 8 R i
FUERAE I (IR ] B BD

o DBA] - A DrFE] maal, RIBTRERCEOR DU R U7 T BORBI AR SR8y
B AR iR MIE A LU SR B [CsV] wi st ot AR [BF], Diadrcssofs il f7 L
Windows SfFRCaktE (WM [l G] i [FIHmalas] AT , S A&

o [MiEx] [FrEPrecasER] - Sk a Halde DRE] T HaQohresrd pris i O /2R
AL

EE
Ay 1 1o B 8 PR v R RERESET 4R 4% vI e & BRI A4 5 K B AT 8% . ESET Log Collector I
FEWAERT R G AR N 5 . W7 ESET Log Collector FUFEANE AN, 7522 B FAM A &k E L i 73

Proxy fal 4%

TE KA LAN 492 mProxy fil s v] B 21 5 6 25 IS B AR PR AR B ) s alt . IR R IEFEME I, RIFEE R IR
Eo MBREIWARERERTE, R ELHE)EITHE R . 1E ESET File Security H, Proxy fal k28 ik @iy [
PERkE] HiE (F5) HIMIEAS[F S B .

1. [P E] (F5) > [EHT] > [BReig] > [FEHr] > [EAFEIF] > [HTTP Proxy]

DA 1 AR e HEoETRR e s, HE R N aE s e e A A AL B B A R A

2. &R E] (F5) > [TA] > [Proxy fAliR#%]

TEIS ( J& 45 15 7€ Proxy fal k%%, & €314 ESET File Security 418 Proxy Al iR 28X € - 1HAR 3|45
ARSI T A AR, AR e i IS #E I 2 8.

G 2 L A Proxy Al k&8 aX €, maBHEL [{# A Proxy fal IRAR], SR1ZHF Proxy fal Al gs A HE Al [EEEE
] SEREE N [Proxy fAIIRER] ML .

Proxy il IR 2% % Z B

W SR IZ I Proxy il ik asHEAT FIAY BN T 2 B, SHRUT ISR € [ERE 2B & [FiBle
{53 Proxy fAl k2%

#%—F R, LAESEHIRIEN Proxy fIIREBOE . K1 Internet Explorer HHEE I 2L

HE

UEThREA S A SR R (R A4 A S RS) . b R S 34t

R proxy EHEMHEH, FHEHEEEE
SR E W ELlC B A TE ] HTTP Proxy@ H. Proxy SEVEAFHN, 72§t iEEBH Proxy WP ER ESET fr] Ak 25 B #Z28E .
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S R ERE SRR BB E R A, AT B E AN MRS R A AR EME .

PUTETCE 2 REASETH, W@ A BURI ] LA GBI . PR (AR ERAPIT BAE R ABrE
Fn] LASREIAER A AR L ERE A .

SRR L Th SE B A B 38 0
SRR, ZR UK S PEE A o
M B TFEAREFEAEN
]RSO B T B AR R
ERERE

'~ LA DRSO s F RoR JE A2 =0 A

&R GE R

& 0T LA ESET File Security 38 &NC B 45 7F 5% [ 8HU/R A /5% 8 7 T B4k

HE
W ETEEE, BHLEH [FEA] &ESr CRREFRAEEEAEM], RERALE SMTP (i
5 A T BRI A B A B R __

Selected application notifications will be displayed ?
MName Show on desktop Send by email
Failed to initialize Anti-Stealth b o

Initial scan has started

Device is allowed W
Device is blocked

Device is blocked for writing

Integration errors b w

Advanced legging enabled W

A s s e rbmdi b saame e
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# T LAWE & ESET File Security Ui g 3R & AU AR S5 BLABUEM (B0, BIhE#HHE) . &E
AT A8 s B I T AR S R 45 S A ORI O M8 0 P A S 4 2R 46 LI A1 1) R 50)
(B ERRREM] FRaohfesRd, RS R Jom A E g 4. W ALRIEN
« BT - BRI B R PTA RO BT 7 R SR A
o Bl - FUERGRIEAUR., A R R K IR T A R
cBE - SRR R AR
o SERR - ROBEREL [T SR SR | SR B R AR
o« BE - (DT E R
[(FESEGERH R RGT, FEMMERE R EE PRURIBA] 0T 61 707 2 A0 i 7 R 2 1) R 45,

T 58 EHR AR v RN BB R A T . I8 A RSB E B . AR A Rl A E IR E
B, RIS TR ) 36 FH i 4% s AR A R 8%

5 >
BT B @
o 2 BT (B AT BB E R, RO ESET File Security 7T bA 14 B (81 6 F B FHl A0

Ve S

ESET File Security ZF% FLff TLS I ThEERT SMTP fi] Al 5 -

SMTP fa] k4%
FH 7 (50028 o AT SN 1Y) SMTP fR] il 44 R o 3 RI1Z S5 1) Microsoft Exchange Server 44 7.
e & B BAER
AR R SMTP frl IR 25 75 2250 5%, U ERZAE 12 Lt (o I B AT RUM A I 5 44 R S, LAAEE SMTP ] IR 25«
FirE ik
iy NS E S8 0 R T ER R AR BB R T A bk, b s & E B ] AR RIS,
e fi 2 sk
TR W2 BB T B e, AR R AR R
HA TLS
SO TLS s 52 8 oy SRR o

BT EMFSE
BB

TRE B IR R /N CE FE AL
RIAFBEANETEFME (98%)
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DL 7 B FE A I RS (088) o ARG E ST IMELRIE Sl f, SR aZ a4 0.

DA R i B T E - s - MEE A
AR, WU WA ) 5 {1 3 R £ 3 7 T R A 7 I B PR ] WS B KR 1 T B
EIRSY S
Eﬁﬁﬁﬁﬁ%%ﬁA%EEEZﬁ%Lﬁ%ﬁLa?%#ﬁ@ﬁ%%ﬁE(ﬁ%mmmmm%w%aw
) RGERM . RIS HEIT, BEIME BRI T AOE m . BT, AEmT 2R
FHAFFUE IR
HEREHR
A 3o B o S R AR AU A 3K
BEE SR
m%%iﬁkﬂﬂuﬂﬁﬁ%ﬁﬁmﬁ&%ﬁ &ﬁiﬁ@?%“%%%ﬁ SR, ARSI
(i, R RA B8 7B R Rk RET A H AR . Fya 2 B A% o

AR RS (LU % RSB e) & R I TP R mT B 8 0 T s

* %TimeStamp% — H{F 11 H HH AR5 .

* %Scanner% — FAH RIAH B B AR

* %ComputerName% — 35/ 215 () & S 44 F

* %ProgramName% — /&4 %5 e,

* %lInfectedObject% - “Z/EKULHE R . BFENLHE.
* %VirusName% — B L5 o

* %ErrorDescription% — AE%i & FHAFAIERH .

%InfectedObject% /2 %VirusName% B3 H R 2 E 5 UE, T %ErrorDescription% 1% 7> S 4F5]
=]

I
FETTLARE TR e SR RIS . 6 T S G BRI TE A B £ .
T 5 BT S
T T AL A A 35 Quoted-printable (QP) K5 3%, el U@ A1) ASCH 56, 3 IEHEZ TG T8
DL 8 BTk X (aeio) 18 HHFHRER 5 5 .

=H|

SRTR 5K RS AL T AT IR BGE R 1 H R

TRRR A AER B
R R AR RS B TR o
BE
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/N B B H B B S iE &
A R R CRE R R A T, E R T Eh R P Ak

5 A TRRR BN A
BT R PATHSGE IR E BT [REBAAB], 2R e B R R EUR .
BB B

S N AE S B SR R RS 1) B T A

R

AR B A R A AN e . ANER BIREEE ETHE, i AR Z5E cPu IR R e b, s a2
Flg A I E BT D RE . b sl T 8 Rl I TR A, 2 BEIYITR] AN & 32 21 ESET File Security 3EE) T
o BUHILThRERs, SFEie HrARENE, BAEPUTCHREN e, R, ReREDRITEEN =
AT, AT A HE.

PA& AR ASUT B AR N B BRI il AR =

ST R AR, e 3R R (T B aRBi R, B VA S A B A e ESET
File Security [ IR TESE TR

E B A Al AR R

HEER B (r8E) , e s BUR IR B BT .

=M
RZ
ZETTSE Ut ESET JREART (B, ekrn) HIMEFIFEAEHEMEED. WIREMBEER, MesAEm. &Enf
CLI BB 4% N & BREEFIZ IE 757 ESET File Security [,
fe—~ [MEEIEAY] S5 FRaXThRedR, AGAE = nT AR I g HL — .
EH - (FHIEIHDIRE.
o B/ - (THERAE) FUsksm(RIREEMA &, ol AR B EH R R s E R R R . iR
AR, EMMEEREZMREI. A, FAEHSZIR, FrLlatriei ke, nlRe A 294
[ REIRE 6 E FH IEAE AT < AT 48 B8 B B AR

« BB - LB ARSUCIEISE RS AME LR T N . e BRI ED T RE G B S AR T IR RS
RN IEAE AT Z R BEFR PP I A

BB %

B TR ] 2 ZEARE  H 85
e 22

"~ (BB, 7EH [Windows 1 AR ] BUE B UL H 8.
B HTIRED
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#Z—T [B3], 7EHRH L2 B HEnE %=

@ MEPERLEk
B 4% B 4% 1 3 P AT 3%
FLERPITAT 5 T A B P A, ATRS AR R
B % O RE T 8%
FLERITA GRAE T ESET A0 IRES (ekrn) WHAGSEAF, W ACRFERSE AR A .
B SR FE RO 8%
ALk B A7) Al 5 ALK I A 8
FICF 48 iy v P AT 8%

FLERHTA LA PCAP % 3E I AR s B n O AR B k) 3@ P LAz B 5% N 82 M AN L L {1\ AR i 7 A
e

BURE R R PERT 3%
RGN S RS AT B A QAT B R AR FPBCPU V5 Bl WARRIEE .
0P 328 R 6 5 8 08 A T 8

L PCAP #% 2R 8 I A 1 I A oh o I IR 51 2R B RE, LA BB 9% N G
58

BF S8 3 51 B i PERT 3%
FCERAE HOBTRE P AR SRR P . S8 BIRS BA 95N SR 10 A2 1 BB 5| AR B A e

BTCIR

RERMELEE R

B [—ERRE] R EE A RIS AE ESET File Security it B & B2 ik B3 r, BURMGA [
Z BiFgfE ]

=R

Mo ERESET #24E | e HEHUN [HUHEE] . BT [ERERE] (F5) HE & — T UM ED SR T3
ML (Blin, EFHESERERMN, BATREHARESET £ | hRIEIRY) . MIRIEAE & U s H
RESET # 4 | Thig. 5 ZIEH aE sl BaE e, s i s i R 2w b [TR] > [E4]
B [BRER] 4k

BESET &4 | RECE HEFH:

Wi K A% 138 R B 5 36 I ) A

&
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Advanced setup Q X ?

SERVER
B cLusTer i
COMPUTER i ) )
Settings below are enabled only when the cluster is active.
UPDATE
WEB AND EMAIL <

DEVICE CONTROL

TOOLS
CONFIGURATION INFORMATION
Lag files ) )
Settings below can be changed by the cluster wizard only.
Proxy server
Email notifications Cluster name
Presentation mode o
. ) Listening port 97Ty
Diagnostics
Cluster List of cluster nodes

USER INTERFACE

i FHRESET #2458 | AORF A AR IHIE AT I HENC & -

Advanced setup Q x|(?
SERVER
B cLusTer i}
COMPUTER : ) .
Settings below are enabled only when the cluster is active.
UPDATE Open port in Windows firewall (i ]
WEE AND EMAIL Status refresh interval [sec] s O
Synchronize product settings v
DEVICE CONTROL 4 . J - o
TOOLS
CONFIGURATION INFORMATION
Lag files ) )
Settings below can be changed by the cluster wizard only.
Proxy server
Email notifications Cluster name termix
Presentation mode . .
. . Listening port o777
Diagnostics
Cluster W2012R2-NODE1;W2012R2-NODEZ;W

L 2012R2-NODE3:WIN-JLDLBECEURS

USER INTERFACE
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P . ESET File Security [FE A8 HI# AT (GUI) AT Ao S AT LLSRRERE 3 A A0 52 SN B Ak FH AR R 28
= fEHHE A TR

i [GuI BB ] ML aRIhREsR, fE N A BB AL & i (GU) BiEh ez st i
c B - R EEUREENETEA N E /i (Gu)e
© RORBE - A EEUMEMTIEMECE SEcU A REHE R RE). W RIE Y 0K S e wRRUT R Rk RE
BRSO AR, R 2 R e B [RomBE ] o T et ARV B PA Ao M AR IR % ) Gui

WFEA B 22 B i 4l il 28 b2 ESET File Security [RISEANE S, 5522 B HH A BE i Il 25 11 GUI
T+,

JE By S 7 BE B 2 T

W SR SEAVIEAE ESET File Security B GUI %GRy (B, SN R&R) BURRE SR, {5 EIE
ERBEERER

ESET File Security £E 47t I [] 554 B FA: (B0 5 20 B slm i A ) IRp A T 28
BEZNATRR

BCH IRFRESET File Security #2Hl T R R G RNADIRER . DIg RO — T BER) ik, o8
NNEINRER . THEER & 5 AT LU $UT B BTG B4 .

FERRERR R

e—1 [gnii] DORBUE /RTE [Hids] SE T rikee. s, wLAMEA ESET Security Management
Center JotHI| PARC B & R ZUIRRE . dn SR 2 S I R BUEN B 3 2L 23, e BUR EH A2
IREE

BHEER/ B R ERE R
R P S ] T 45 R (Y RIS R I

\Fft

B R T I
BOE [ Jomgn] stnT LSS oE O iR 2 1 B2 B 55 e RGUEFIIAT hﬂéﬂﬁuaJ PLFF &
TR R AR UR FE s i@ g, HIJAE i 0l & B A (5 H AU FGIR BB [ 3 . 48 mT DAAE Bk
A HIRAE. BUREZEHE, BURfCE A& RS .

LI E

BT MER] [ BGEE ] THRBER 2 A MM M i e, R AR AR PR A IR R 3 5 .

ESET Shell
15 0] LS T ESET Shell $U47 JE HI LA B FE it eShell FEBUE ik &« ThA B B fREURE
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=5 R B T AE AR R S 15 I AT S A B A ME FBESET AR B IS AR AR . B e A BRI T SO AR IR
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Ao KIBEEREBCE, TRET ERMEEAN . [ &) A EORE, DU BT SCHR A -

16BN . A (B8] WI7E MR &, BRAFERA A4 R A [IREE ] I 7E 5 R A i
i, BRAFERA [H&7] Bak. MRRERA [6K) G TEHE] 2 BARERK £ 12
M ] RN, #EA TEE) EER TIAE] SPraERK ARG A TR, (HEE Rt e
(i) BRan THEME | RORBEA TRER ] (AR EIASE(in) HEM RO 2H2 B, JREIEIEn [ | e
gl e A i) B (MRS ] 2R IEIR IR TR | KRR TaR9 ] BRI 1 B A REA B 28 F5m(iv)
WRIREE 17 fRiE, JRan [EME | ARty TR ] wiasA (o] Jevkmserr.

17 RKESE B, [ ) W R h— 7 sCRE WA A TR | A RRG) &I (R4t ]
R | P50 =07 & Sk IR RER() BB H R EGL (G ORI LGB Eim i s [t
# ) BUARE T EME, Hh AR R () E AR A) o KRB RMEECR, WA EEE
ANV FH 2 s kL, DUEERTAAS [RRE | RO PEBuRe -

18. R AF M EBUT AL AR, A [ 547 PR pRAEREM SRR, A [HES ] mI3ftin o 5
W, A SEBIBUE

19. 5 5y Bk 85

a) it AN BB DA 0y R 0L AR Ay SUR A BRI A AR TN, B 5 AT R
B RAEAT T e S8 ESET BRI Al FLINE RS . (R AR MR, DR ITE AR T E
ke ChAg [INEPERE | ) JZ&UUNE 5B, SC2BIAR A RNIT &, BEAE s

i BAETEUMN . RBIAME B . Bt S, BEsUEM g BE, sLnBEBIT AR BT
AEATE S /M, B ESET BRAT: ] FL P85 B Ak i A B T P 72 [ S T3 1 1L PR AR 0 B s R
BT RS B S5 M R A 7 LUE . PR BRI ZOR R TE . CP R [ EHEE] ) Bk

i, FAE(TEUMN . RBIAME T EHER . B, Sepl. BCHsUEM g R, senBEIT A mET EH
AR oK /3, B ESET B (] HL Pt B3 AR P AR RS 302 TE8 o 6 1 3 | T M (R AR AT 6 L i, SR B UL
fibs il PR Z50E. O DR SRS el eAT IR BRI S i A T ik
=)

b) ESET 7E T Z1 15 Wt A HE B 5 mig A% 11 LR 8 e ik i 28 25 HLSZ RIAE 2
L ESET JE A H A B S FIEr, R84 o FH 2 8 S BT REE S AR sk 1 26 19. 1R B

i, 6 FE /I 81 B0 51 5 A VR R4 SR, TSI ESET BERA L A& B LI IR, 38 A AT 3
SETAA 5 F 5 T A 671 R ESET SICHL I MR I B 53 A, B BRI 2 A L

c) A trhede H BAEAT N AL AR A, (R ARy A AR 0 R R 2 s o B SRAE T AT ART 8 P 2 54 5 8 Y e
AFCFFS T LU & AR AR5 A E R EAME Ry (SRR EAR A EAMER)

20851, A REEELERIAY (ke | K [ SCfF ] WAZHIEE 22 BESET, spol. s r. 0., Einsteinova 24, 85101
Bratislava, Slovak Republic.

1.8, A (A4 NS SOs L RBIA RS R, [AHE ] & [t ] R (e
B R e i B LA AT AR RO A . B P R SAERIEA [&49] Frigscd [$E4t ]
AHRBE B A Hy BRI, AT ELAT R A [HRHE | AHRE R A4y B2 IEG, )1 Bratislava | District Court #if#, &
FH 5 7 B e () R B AT (0 R A

22— EA [EK] AEMGEFEROISAREIIT, IARE [G4] B migx
[E#7] BUE 20, HARMGRIIRA RO IT . B AR & RE S A M B ZE 52, JU 8 S
HFCA . A THK] RaelE R ET 2, ZEmEh R4S | OERAR KRR E R
MERHEATfE ML RE I Z N33
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A TER] HERPM [IR4E] ZHEA [ ] MEREE [a8] , BURZATEA [HE ] AR W
R, Aam. OREE. ARSI .

EULA ID: BUS-STANDARD-20-01

PR IR R

ESET, spol. s r. 0. i 3iEJ Einsteinova 24, 851 01 Bratislava, Slovak Republic®;iT it 2 H Bratislava | District Cour

(Section Sro, Entry No 3586/B) & #% ] Commercial Register@/A &) 5t 56 A5: 31333532, A&kHzHIE (LR
FERESETREY, [ ] ), BEEFS ZMNER LFER JIREH . ZZEE, [3RM] 2550 FERAREE
H, ME—HREM A EEmEgRSE (LU ({EHE] 8 [T5HP]):

o JEEE N E R
o ERMREE
o BB S AHER .

BRI ME A BRL

ESET $2 LG 7R BAM B2 i P B AE AR, ARARBEIRAS M Z A4 (DU T ABREULAR) 2 ek ett, HE
F P TR S rp S TR e . FRAMTAR LK 5 22 SRR T 41 7 RS S B ) S R A A B A R R AR 15
HEHR RS R R B R, TR 2% TEHF ] ROCEZFEAER . T3RM ] K3 EULA FIZE
PR IR TR 2 TE ARG, Fltn, FE 3/ TF 4 IR FSEESET LiveGrid®BR 1H & RHEFH . 082 . Afd—1)IEREST,
BT BT &

o EHTILALGT AR, B R G E B, RGN E ST KRG, BRI E M ERE
BATIRERIE RN, BIIfEE RS, MR &N, 224 \DEFzAE 1DaIP A7 HEBMAC f7hk . 2 i AL RERRE

o B ONARAH B 10 BE [0 E92 )83 I ESET LiveGrrid® RS 2R A0 — B 73, sk 4 AR 5 B i o 1) 1 44 BEL MR
Y HIRH R, DASGE SRR BT R T R AR .

o R E A BRI AT SRR A b 4 kLB ESET LiveGrid® & LRSI —584), T ESET &1 %H% F % ST B R
HUAT Bh G AR FRAMBE S 4R B R B - BRI dE i 8%

o nJ BRI R 0B S A R A R Bt A RE . EEA T EBGEA A e Bl TEATHE . &
[ 22 2 1 S TR B v 28 AR Ay SR B ) FE 7 B0 ) IR NARAT &5

ol S AHEE A B AN, BIWnFEA ., (LR, BUSEAN/ Bl B 4R
ofd FHAM IS A& AN, B2 1P A7 kAN HEFE 2 SARIP HHABEURLE L A4 R AE L
o BEMEHENRE R AT E & AR
[FAM | S E M E MRS AR, (EER SRR, BAMEEN BRI RESTEESREAL (7E

AT SR AERIIE DT T iE) BURME AR EL URL I — 87, T3RAM ) A oA sl A R A —
iy, BRCAARBAEBCR T E &I H R HEZ

o TERMEGI (B, D ka7, WK, bk, SFEAMIESENANER) DI E . Bars i
FEME SR AR TS

T BE 7 EER AR AN S BRI SCIRAOR, DI SCRR R - S8 mT AE R BEAE SC8kan SR NN I 5
AVKCERE, DU SCIR M. K [ =P ] B MpimiaEm e, (3] aree eI G n & T b
hey HEERURAS. MERAEN. &M EEE A SR EBIRIER T . BAM AT REE EOR IR pt A BAM AR E N, LA
oh I SR MRS (AT o
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BRE it

ESET A RIEIE AT MRIFFISCIRA RS H (1) P B E R El GBS, fEarka i, AP tties. SCmsEt &%
JEAT EULA Z AT Z4BESET 3 1 & Al 20 i 2 B R S B el S B, slaRHE B R eSETRRYE [ &
HP | IR RS S E, T3] 7T RE R 5 IS 1 R A2 i 2 A B K AT 25 B & 2 8 2 1
AEMR R . RIMEAEREIE DL, RRIRE S 52 SR B r i i 80, AR SR IEAT . 2 ST AT HE AR
BRI % K (Standard Contractual Clauses)a {34 A #i HIl (Binding Corporate Rules) B H At FH (1) R 74
i, AR AT A5 S o

IRIEAN EULA SROEARFS RS, T3RAM ) 35 S5 P RERIT 1L BORHGA A7 ARG ] 5o BERG ] BE 4 o JAM B0 PRoAF ST PR b
TERHERA RONIRR, SR RES A e AR B EARAY . AT HE— 2D BR P2 5 ESET LiveGrid® 15/ Mb & A
AR AR R B R, DL AR s

ESET JH P30 5 (B0 A L A it it O B ik 6 JES AR 5 1) 22 AV o AP I 25 4 10 i O Bl 2 2 A6 A Al 25 Ty
REFFE R M SSBE . WTRIVERI S iR . PRI, A5 BRI MRS SUE RO RER A B o A Ja e, [ 3RAr )
FIEMEEE RO AR TR SABRRERN, ERER A S PRI .

BRI EENER

ESET ST (R GTHEALANE,  [3RMM) S4B 0T, R MR HIR 0. ML T ORI 7
AR, B2 VO R, DU 2 R O HER -

o SSRAPHUETE ESET RO A ORHIOHER,

EHCR IR A AR IR (TR | 08 R BOZ 0 EA R Z (O HER)

o SRR LA R HER],

o SRS 018X R ER A PR 1 4

- SBABEER R

- SR BRI B

 PORFAT A ROHER.

SR AR AT 5 B A R S AR, SR A L TR, s LB A

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk

176



	Table of contents

