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and then Edit next to List of profiles. The Update profile drop-down menu that lists existing scan profiles. To help
you create a scan profile to fit your needs, see the ThreatSense engine parameters setup section for a description
of each parameter of the scan setup.
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MIEDZW &Rz L £ (N—Y 3 7. 2B HITRE) o

SA LY AFMa X 72 BRICT B —ESETT 7 7 4 X—3 3 > 8 & OFESET Business Accountt —/3— &
DIXRTORNOEEZRERL £ 7.

AEYBHFEEMMCTE - HEENAAEV =2 52ZMTERLEICITRTDARY P &L £7.
2y PO — R X S BT B3-PCAPIER T 7 7 A 77+ —VEHDOTXRXTD Ay b7 —
07—k ERERELET. ChCE-o T RFE 77247 7 +r—VEAEOMELZE & EIET
xFd.

FRV—=FT 4 VI VAT LAHMv 7 BT Z - EITHO7 0w REACPUT 27 A ET 4. T 4RV
MR EDARL —T 4 7 AT AZHET 2EBMERPINESNE T Chicd D, BFEEL. AX
L —F 4 Y7 VAT ACEITHOESETR e it 2MEs 2k & MBIETCE 7,
ZabranzZ4ansY v S EBMMCT B-PCAPER T o bav 74 08 ) v 7 EHD S
NTO7abhavz4nvgd )77 —FlizikEzaikl &4, ChiCE->T, EEE T bar7 4L
gy 7HEOME2ZB L MBIETE £§.

YTZWIA L7 7ANVV AT AMEEFMO 7 2FMCTSE - VIVIA LT 7 ANV AT AMRETH
T B3IXRTOARY FEFHEL. 2l e RERRATE £1,

Tyv77F—h NIy VvioaX v 756 T2 - 7y 77— MUBEFCHAETZ2TRTDOA XY K
EEEL E4. Chics ., MRZEE 7Ty 7 TF— by HiET afEs 2B L IBIETCE £ 7,

WebZ Y bo—VEtMin 7 28I+ 3 -Weba > b — IV CRETEZITRTODARY 55483 £ 7.
LD, BREEIWeba Y be— e BE T AR E 2B L OBIETCE £,

277 74 vOGH
C:\ProgramData\ESET\ESET Endpoint Security\Diagnostics\
AV RFIAVAF ¥y F—

ESET Endpoint Security DRE#EE Y 2 —vid. 2~ RS o6 FETERETE L H("ecs"a~ > M %
AL £9). Ny F("bat")\ 7 7 A V&L TilEE) 22 & & T & £ d0ecls.exeld . BLEMET
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E[C:\ProgRIC M S LT L & §
ESETa v > K54 v A% v+ —DEH T
ecls [OPTIONS..] FILES..

AXYRIAVMAEA YT Y RAF v —2FIT T2 IRODNNT A= —B LV RS v F &1
HIe s enTE ET,

F7yav

/base-dir=F£F) %D 7 + V5" FOLDERZ>S EY 2 —v&E B —FL &7
Jquar-dir=FS 85D 7 + V¥ FOLDER% [RREL & ¥

/exclude=MASK MASKE —89 27 7 A V& RAF v V6L £ 5
/subdir Y77 xS — AL &9 (E)

/no-subdir ST 7 xS — AL EEA

/max-subdir-level=LEVEL AF XV RBRICEDZY T 7407 —EEDORRL N)v
/symlink YyRY w2y ED £ 4 (BEE)

/no-symlink YRy s Y s EAFy L ET

/ads ADS%# #i#r L £ ¥ (BEE)

/no-ads ADSE AL £ ¥ A

/log-file=7 7 A L 27 %FILECH L &3

/log-rewrite Wh7 74 0vE EFEL &9 (B - append)

/log-console n/Z%a>yy—iCHiiL 4 BEE)

/no-log-console o/ %avy—nLHL EFtA

/log-all BEL T 7 7 AV bEREERL £ §

/no-log-all WYL T w7 74 vidicsRl £+ A BEE)

/aind TO074ET A4 2r—8—%KnRL &7

/auto ITNTCOr—AIT 4 A7 &AL, AEIFNCEKERL £ 3

A¥xF—F7vav

[files ZrAnvEBEL &3 )

/no-files ZrANVEBEL A

/memory AEY—EMEL LT

/boots T—brk oI —HmEL FT

/no-boots Tt —FHEL £t A EEE)

/arch 7—AaA 7 &AL 3 (BEE)

/no-arch T—hA4 7 #mEL EHA

/max-obj-size=SIZE SIZEAANA FPRID 7 7 A4 VDAAF v L 4 BEE0 = HIE2L)

/max-arch-level=LEVEL AF v R BEEDDBT—HIATHDERA A L X)L

/scan-timeout=LIMIT BNTUMITHIE Z —Hh A4 752 MEL £ ¢

/max-arch-size=SIZE T—hAA47D)BESIZERIED 7 7 A VDA AF v> L &3 (HEE0 = FIR %
L)
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/max-sfx-size=SIZE

/mail

/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
Junsafe
/no-unsafe
/unwanted
/no-unwanted
/suspicious
/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

/ext-exclude=EXTENSIONS
/clean-mode=MODE

/quarantine

/no-quarantine

HOMHRT — 7 A 7D BESIZEXA A NA FRIDO 7 7 A WDEAF v L &T
(BEm0 = #HilfRz L)

BIA—WVTZ7 74 VvEAF v L &7 (BEE)
BFA—NWVT 74V EAF Yy L EHA

ZEMemEL &3 ) .

ZEHEMAEL £€A

HOMH7 — 74 7 2EL £ ()

HOME 7 — 74 7 e BEL A

Zv a4 LEHREAEBEL £ 7 ()

784 LR EMEL £ A
GETHROARER D B7 7V r—y a v 2BREL &Y
GETHEOIRERLZ 77V r—y a v 2BEL £ €A BEE)
BERNCABELT7 7V r—ya v &BELET
BERNCAELZ7 77—y 3 v EBREL £ A EE)
RNERT7TVr—y a3y aBE+ 5 @E)
RNELRT7TVr—y a3y EHEL &L

Y72 Fy—#fEHL £ e

Y7 AFx—EMHL A

E2—VR74 v 2 5FML &3 BEw)
Ea—URT4 v 788l &4

7Y ZARE2—URT 4y 72HL &3 BER)
7RAYARNE2—YRT 4y 2 &ML &7

a2 o> X6 N ZEXTENSIONS 7 7 1 )V & R R 2 5 BANL & ¢

B L oA 7oz 7 bextl THRBRE— R 2EAL £ 7

AT E A7y a > EIRDEB Y TT.

e none (BEE) - HENEKBRZFEITL ¢ A

e standard - ecls.exeld YL L 72 7 7 4 v &= HENNCBRER & 2 3 HIBRL & 5 &
E/s%cri::t —ecls.exeld 2 —H —#fE & BRI BEGL 127 7 4 v & HEJI
BRBR & 72 HIBRL &£ D & L &3 (7 7 A VB S N BRTOMER X v £ — 4
BRINEEA).

e rigorous = 7 7 A WD NHIZ R %L { Becls.exeld BRFr 2 AT 512 7 7 A
v EHIBRL &7,

e delete-ecls.exeld BRE 2 AT T W 7 7 A WA HIFRL & 945, Windows
AT L7 7ANGEEDEEL 7 74 IVIEHIFRL £ A

A7 s A WERBEZ + vy —icaE—L &7
BREFCEITL 27 2> a v DO/ R)
BRY7 7 A WEREE 7 + VS —i2akE—L £ A

— A7 a v

/help

/version

NVTORRJERTEFEITL &7
N—=y 3 VIEFROKRERT & RKITL &7

/preserve-time KT 7V L AD I A LAY > 7 A5
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B7Ta—F

0 ~wuvz7UdMmHasnEzLATL

1 ~vuvz7amten, Bgsn gl

10 —H#O7 74 VIEAF ¥ Y TCEEEA (VY 27T OHREMED V)
50 vvvz7aMmBsngL

100 = 7 —

10052 28T a—Rld.s Z7AVDBAF vy SNghotof-o, BEL TOLATREMERAD 2 2
EEERL &9,

ESET CMD

ChiEEEreemdI v FEANC T 2HETT. I~> 54 v(ecmdexe)ZfEHL T, REZ A >
A= bBLEUPT /AKX TEET., INETE. GUDAEM[MHL TREFZT 2 AA— P JRFA v E—
b3 22 & AAEET L /2BESET Endpoint Securityi® € #. xml7 7 A WIZ T 7 AR — FTE& & 7T,

ESETCMD%A H3hic 32 & 20D L4 HHTE £ 7.

el - il L. WEMNLG VA7 EL BDRBLOFREDA > R—  RHFEINB 0. 2Dk
BRI EFH A

o [BHMIRENAT—R]-xml7 7 A VD6 REEZA Y FA— T 3L &IE. NAT—FABETT,
CODT7 7 ANVEBXRTIVENDD ET(xmEE7 7 ANVDEXRESHL TSV, T 7 A%
ETIRESNIERAAT—FE, FLOKREEA VEA— P T3HCIRET 2L ERDVES. T/t
ARENAT—FBENHTE LGy RAT—FB =L 20uh, xmERE7 7 A VHBELINTL
HOEGEE, REEA v RA—bINEHA.

ESET CMD % A #1(Z 3 % & RESET Endpoint Securityi¥ €D T 7 AR — h/A Y KR— b Ta~v> FF7A v &
HTt&&3. FETHEITT 2, BEIMHORAZ V7 b 2ERTE &7,

mExeemda vy FEMHT 210 EHEAERTRITT 20, BEEL L TEITEMHL
TWindowsIZ v > N7 o> 7 Mcmd)# S DENDH D 3. 3L UL, [Error executing
command | W) Ay vt —UREIRINET. . REDA > A— FRCE. 41 > R— b4
T AN DT IV ERDH Y ES., T/ AKXK— b~ Nid. ESETCMDIREA 4 7 T & 8hE
L&d,

EEreemdI vy FlE B —A )L TDAEITT & £ $EESET PROTECT & 72 IZESMCE A HL 72 2 5 A
7Y I A2DA-Y FORITEIEEL £+ A

M DL s AE— P T v R
ecmd /getcfg c:\config\settings.xml

HEDA Y F— a7
ecmd /setcfg c:\config\settings.xml

XMERET 74V DELY:

1. XmlSignToolEIT 7 7 A W& ¥ v >o—RFL 4.
2.EHMME L L CTEITAMAHL TWindowsa v > F7 o> 7 MMemd) 2B & £ 7.
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

3. ORAEIG T L £ ¥

4

4, A~V REFEITL. .xmERE7 7 A NVICELL 3. T

N A—4 —D1fHIX . ESET Endpoint SecurityD N\ —Y 3 Y Il &> TEL D . N—V 3
YTUIBE T AL £ 7.

5.XmliSignTool CE R S iz 6. il "ATV—FE#ANNLET. .xmE7 7 A VHEL IR
Fd. NAT—RFREEFVEIZ & > TRESET CMD % f§i il L TESET Endpoint Security® jil®D A > X 8 > A
TA v R— I T BLDEHHTE L7,

IV AR—bPEINTEREZT 7ANVDEL I~V N

BN Administrator: CA\Windows\system32\cmd.exe =NlE= @

C-dmlSignTool>»xmlsigntool Aversion 1 c:“confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C:sBmlSignTool>_

T ARENAT— R EZEHL, HFOAZT—FTCURCBELINLERET 7A Ve A v R—
NS 258 BED AR —RT.xmERE7 7 A Ve L) —HELTILENRDDET. h
2 & 0. A >R — MHETICESET Endpoint Security# 473 2D 3> €2 —4 —CTT 7 AR — ¥
Wy HOREZ 7 AV EEHTE &7,

EFe U CESETCMDA HRNIC T2 L FHERENFHA. CHICEND, BLINTOULVWERTED
A A VA= bRARRC A 27, [BERE] > [2—Y—A > —T7 A R]> [T 7 ARE]TA
AT7—FEREL. 2—HF— 10 L 2W\HEOBIELDIEL £ 4.

eemda~>> DY X b

RO * 29 7 1 HEREIL . ESETPROTECTZ 54 7 v b I A2 FEiTa~ > FTAMI L 20, —FH©C
BN TEET. A~ FEAV Y —fFEE LEEEY . —FHFIEL ZREE. 73 v > FOET
BElE 7T AL ZOHBEMBCITCOREBCRENET., COBELFMAT 2. FACLHO7 14—
FNCTEITT2a~v> o4 & EEL 7,

DIFOZ L2 74D~ FOY R FEFERL TL &0,
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V7w IA4 L7 740 AT A ecmd /setfeature onaccess pause ecmd /setfeature onaccess enable

TR

NF 2 XY MM ecmd /setfeature document pause  ecmd /setfeature document enable
FNA XY har—)b ecmd /setfeature devcontrol pause ecmd /setfeature devcontrol enable
7Ly 7r—yavE—NFN ecmd /setfeature presentation pause ecmd /setfeature presentation enable
7 v F ATV AE ecmd /setfeature antistealth pause  ecmd /setfeature antistealth enable
IN—=YFWT 74T 7 +—) ecmd /setfeature firewall pause ecmd /setfeature firewall enable

A v b7 — 7 WELRFE(IDS) ecmd /setfeature ids pause ecmd /setfeature ids enable

Ay bty RTE ecmd /setfeature botnet pause ecmd /setfeature botnet enable
Weba > b —)v ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web7 7 A R ecmd /setfeature webaccess pause  ecmd /setfeature webaccess enable
BT A=WV 747 Mii ecmd /setfeature email pause ecmd /setfeature email enable

TREK X — )L of TR AR 78 ecmd /setfeature antispam pause ecmd /setfeature antispam enable
VRNV v |3 ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable

74 FVIRRBHE A

7 A FOVIREHARE & RO T > V> > vy = TRE> 714 FVRBBRE> 7 1 FUR
BRATHRECE£T. COREWLCF N ROBEWC T A FVIRIEHEED b ) #FAEES L & T,

¢ R =Y —NARNFEFENTNH D
e IV F2—F Ny 73INTLS
s 2 —H—hRhnl A 7T 3

FNFNOREBILOWTF vy 7Ry 2 AL T, 74 FIVIREEOWME ) A 5 H%h £ 7213 T3
L &7,

REDA YR — /T 7 AKR—F

BRE] A =2—M56. # A ~A XL IZESET Endpoint Security D&% € 7 7 f WExmIER) & A > A — b &
Pl T AR— T & E T,

BREZ7 7ANVDA Yy R—bET 7 AR— ML, & TEH T 2 72 ® (ZESET Endpoint Security D BLE D 3% i€ %
Ny 2797 T20END ZGECHEHNTCT. T 7 AFX— P REAT > 3 vid. IFADORERERE % EH
DY AT LWL THEHT 255 CEENTT. xml 7 7 A VEBHEICA Y A—FL T, REZEMHT
£,

BREDA YFR— b, FEWHCEETT., A>T 0754574 F7TCERE]> BREDA Y R— /T
JAR—bN 20y oL, [REDAYR—PE2ERLET. REZ77ANVDT7 7 A VZENTTT S
My BBV [LIRI 27V 2L T AVYR— T BREZ7 7 A NVESHL £,

WEETZT IV ARA—PTB3FIEE. FEAEFRUTT. AA>7 07 54074 R7TRRE]>RBREDA

YR—=MIZIAR—PEIYV v L ET. [ REDZZAR—DMZEBINL. BREZ7 7 VD7 7 A4 1VH
(exportxml’s ) # NJIL & 9§ T2 A7 0—7—%fFHL T, &E7 7 14 VORI EIEIRL 7.
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. TOAR—RMLET7 A NVERBELLET AL 2 MYV ICEXAL DO TSR s -2 WiGE.
Lt s 28— s, 25—RNERSNZIERDY &7,

EEE EMDPOINT SECURITY

bt

EXED- 2t — b /IR —h

WD ET XMUI P LCFFL, BT ENSETTEE Y.

L
=TIt

sx B =
%E

s EM IO -

ax

s 7 WA BRI

ChBackuphsettings.xml -

TRTORE = HEEICRT

PR EFS) CEEEE 7V v 79728, TRTODEY 2— L DITRTDTOY FLHELETICRL 7.
CNT, TXRTODEY 2= DTRTCDT BT 5 LBEDTHA VA P—ILEOREICY £ty Pan &
—j_o

HEEA VA= BLUO TV ZAE— T 25L&,

BEOX /7y avDIRTOBREETCRT

A= LR %2 7))y 72328, HWEODL 7Y 3 DT XN TORENDESETCER L HIEEDRTE
RO &9,

MECRT A7)y 7328 [TOR T RXTOEBERRbNLE T,

F—=7TINVOREBEE*RT - 3+ 2¢. FE#zdaEgcEMsnzZL—IL, FRA7, 7T7a7 714
NDEkbh £ T,

BEEA VAN BLIV T I 2R T 22 L TS0,

REDRFFD L 7 —

CDITT— Ay L=V, TT—DFEELLLOREDPELAIRGESIN Gl e RLTWET,
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BH. CNE, 787 ARG A= —5BIELEIELLL2—F—BDIRORETH 2 L2 ZHRL £
—a—o
T IR AERAT D TH I BHET 7ANEY AT ALY AN #BIET 20 BB LA XL —
FA VI VAT LMERB LW EEFBERL £ 7,
> HIOBIER2 FE4T T 212E VAT LAEHEN 0 /A>T 20ERDHY 1.
e IEHIPS £ 12 d 7 7 A 7 74— IV CH¥EE—FEEMCL ., SFHIREEZETL L OEL £ L 12,
> BREEMRMAL., REDHAEZMET 212, BRIFETIWCHAMFREZHL . BMOLZHEZ & 5 —E
L TL IS0,

2FB WL BEREL TEs 7o A8 ERTIELLSEMEL 2L 0. HA YA M= BEL
Hol-lenEzisond,

) e— MR BH

D E— FEHEEHRMMIE . BHY—EC A7 0N\ A T —NT7 VXL ATEZ20—ANVEA YA
Ntcz—yYzy bafHLT, V7 727 A7 L5 BHBLUHIHT 27 02T,

ERMM - RMM[{} DESETF 5 7 4 >~

o [E5E DESET Endpoint Security { > A b —)LiZid RO T 4 L 7 ~ Y NDEndpoint” 7Y 7 —3 3 > IZ
Hdermm.exeZ7 7AW FENL T,
C:\Program Files\ESET\ESET Security\ermm.exe

e ermm.exeld. TY FARA Y P RIFOBEHERMMT 57 4 v EDBEEZRFH T 2L ICKETSN
fravy RS54 va—54YFT47Td,

e ermm.exeldRMM7 27 4 v ET7—F 2L 4. CTNEBRRMMY —AA—1Z Y > 7 SLIZRMMT —
vy bbEBEL EFT. BE CIEPESETRMMY — L it 5T 5,

F0MOY Y —2R

*ERMMI~v> K Z7 4 ~

* ERMMISONZ > FD Y A b

e VE—EBWEEME 7 2 7 4 740 2 J7HEESET Endpoint Security

$— FNA—F 4 BRMMY Y 22— 3 ¥ [FF DESET Direct Endpoint
Management” 7 7 £

b= FNN—=F7 4 —DHF —"—TEBERMMY — NN —lEH—E A& L TEITIN T E T, F4lIICOLTIE.
X DESET Direct Endpoint Management4 > 7 f > 2—# —# 4 F# SR L T 28 v,

* ESET Direct Endpoint Management” < 7 4 > (ConnectWise Automate}iix)
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https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/

* ESET Direct Endpoint Management” 7 7 4 > (DattoRMMJix)

* ESET Direct Endpoint Management” 7 4 > (Solarwinds N-Centraljii)

* ESET Direct Endpoint Management (NinjaRMMJiix)

ERMMIZ~<Y K54 YV

Remote monitoring management is run using the command line interface. The default ESET Endpoint Security
installation contains the file ermm.exe located in the Endpoint application within the directory c:\Program
Files\ESET\ESET Security.

Run the Command Prompt (cmd.exe) as an Administrator and navigate to the mentioned path. (To open
Command Prompt, press Windows button + R on your keyboard, type a cmd.exe into the Run window and press
Enter.)

The command syntax is:

Also note that the log parameters are case sensitive.

B C:AWINDOWS\system32\cmd.exe - O X
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https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/

ermm.exe uses three basic contexts: Get, Start and Set. In the table below you can find examples of commands
syntax. Click the link in the Command column to see the further options, parameters, and usage examples. After
successful execution of command, the output part (result) will be displayed. To see an input part, add parameter

- -debug at the of the command.

get
77 r—y 3 R
F 4 v ZER

=

TR
Y747 L—Y a3y
79y 7T —h AT —H R

77T 4R—Y a3 Y RAT—HF R

start
Ax v 9 2/ERT S

T 77 4ANX—Y 3V

77T 4 RX— 3 VIRFR
7y 77— b

set

Iy 747 L—3 a3V

Get information about products
Get information about product

Get information about license

Get protection status

Get logs

Get information about running scan
Get product configuration

Get information about update

Get information about last activation
Start task

Start on demand scan

Start activation of product

Start deactivation of product

Start update of product

Set options for product

Set configuration to product

In the output result of every command, the first information displayed is result ID. To understand better the result

information, check the table of IDs below.

ool e owaptn |

Success
Command node not present

Command not supported

A W N = O

Task already running

(5]

Invalid parameter for command

Command not executed because it's

disabled

General error executing the command

"Command" node not present in input json
Particular command is not supported
Error during execution of command

Requested task is already running and has not been
started

Bad user input

RMM isn't enabled in advanced settings or isn't started as
an administrator

ERMMIJSONa <> FDY R b

o fHEEZF—5 ZADHE

« 77 ) r— 3 VIFHRD S

e 4 v AEHRDBE
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o7 ORAg

¢ 77 4XR—Y a3 v AT —H ADRS

» WO B

C T v T T RAT =8 RO

& O s

o 77 4 X— 3 DR

77T 4 N—% 3 VRO B

e 7 vy 77— OB

. RO E

get protection-status

Get the list of application statuses and the global application status

Command line

ermm.exe get protection-status

Parameters
None

Example

call

{

"command":"get protection status",
"id":1,

"version":"1"

}

result
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"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",

"status":2,

"priority":768,
"description":"Product not activated"
3,

"status":2,

"description":"Security alert"

}

}

’
rror":null

get application-info

Get information about the installed application

Command line

ermm.exe get application-info

Parameters
None

Example

call

{

“command":"get application info",
"id":1,

"version":"1"

}

result
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{

"id":1,

"result":{

"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",

"lang id":1033,

"modules": [{

"id":"SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"

i {

"id":"PEGASUS32",

"description":"Rapid Response module",
"version":"9734",

"date":"2017-03-20"

"id":"LOADER32",
"description":"Update module",
"version":"1009",
"date":"2016-12-05"

A

"id":"PERSEUS32",

"description":"Antivirus and antispyware scanner module",
"version":"1513",

"date":"2017-03-06"

"id":"ADVHEUR32",

"description":"Advanced heuristics module",
"version":"1176",

"date":"2017-01-16"

. {

"id":"ARCHIVER32",
"description":"Archive support module",
"version":"1261",

"date":"2017-02-22"

"id":"CLEANER32",
"description":"Cleaner module",
"version":"1132",
"date":"2017-03-15"

.

"id":"ANTISTEALTH32",
"description":"Anti-Stealth support module",
"version":"1106",

"date":"2016-10-17"

"id":"SYSTEMSTATUS32",
"description":"ESET SysInspector module",
"version":"1266",

"date":"2016-12-22"

o

"id":"TRANSLATOR32",
"description":"Translation support module",
"version":"1588B",

"date":"2017-03-01"

"id":"HIPS32",

"description":"HIPS support module",
"version":"1267",
"date":"2017-02-16"

o

"id":"PROTOSCAN32",

"description":"Internet protection module",
"version":"1300",

"date":"2017-03-03"

"id":"DBLITE32",
"description":"Database module",
"version":"1088",
"date":"2017-01-05"

"id":"CONFENG32",
"description":"Configuration module (33)",
"version":"1496B",

"date":"2017-03-17"

"id":"IRIS32",

"description":"LiveGrid communication module",
"version":"1022",

"date":"2016-04-01"

"id":"SAURON32",

"description":"Rootkit detection and cleaning module",
"version":"1006",

"date":"2016-07-15"

A

"id":"sSL32",

"description":"Cryptographic protocol support module",
"version":"1009",

"date":"2016-12-02"

}

1

"error":null
+
}
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get license-info

Get information about the license of the product

Command line

ermm.exe get license-info

Parameters
None

Example

call

{
"command":"get license info",
“id“:l,

“version":"1"

}

result

{
"id":1,

"result":{

"type" :"NFR",

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
“seat name":"M"

}

}

’
rror":null

get logs

Get logs of the product

Command line

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00"

date "2017-04-04 12-00-00"
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Parameters

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to retrieve
start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])

Example

call

{

"command":"get logs",

"id":1,

"version":"1",

"params":{

"name":"warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result

{

"id":1,

"result":{

"warnlog":{

"display name":"Events",
"logs": [{

"Time":"2017-04-04 06-05-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15198 (20170404).",
"UserData":""

e il

"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15199 (20170404).",
"UserData":""

1

}

b

"error":null

}

get activation-status

Get information about the last activation. Result of status can be {
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success, error }

Command line

ermm.exe get activation-status

Parameters
None

Example

call

{

“command":"get activation status",
”id“:l,

“version":"1"

}

result

{

"id":1,

"result":{
"status":"success"

}

}

’
rror":null

get scan-info

Get information about running scan.

Command line

ermm.exe get scan-info

Parameters
None

Example

call

{
“command":"get scan _info",
"id":1,

“version":"1"

}
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result

{
"id":1,

"result":{

"scan-info":{

"scans": [{

"scan id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,

"pause time remain":0,

"start time":"2017-06-20T12:20:332",

"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",

"progress arch filename":"",

"total object count":268,

"infected object count":0,

"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\ndl131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

H,

"pause scheduled active":false

}
}

}

’
rror":null

get configuration

Get the product configuration. Result of status may be { success, error }

Command line

ermm.exe get configuration --file C:\tmp\conf.xml --format xml

Parameters

Name Value
file the path where the configuration file will be saved

format format of configuration: json, xml. Default format is xml

Example

call
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{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result

{
"id":1,

"result":{
"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="
¥

}

’
rror":null

get update-status

Get information about the update. Result of status may be { success, error

}

Command line

ermm.exe get update-status

Parameters
None

Example

call

{
"command":"get update status",
"id":1,

"version":"1"

}

result

{
"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",

"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"
}

}

rror":null
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start scan

Start scan with the product

Command line

ermm.exe start scan --profile "profile name" --target "path"

Parameters

Name Value

profile Profile name of On-demand computer scan defined in product

target Path to be scanned

Example

call

{
“command":"start scan",
"id":1,

"version":"1",
"params": {
"profile":"Smart scan",
“target":"c:\\"

}

}

result

{
"id":1,
"result":{

"task id":458752
}

}

’
rror":null

start activation

Start activation of product

Command line

ermm.exe start activation --key "activation key"

Parameters

Name Value
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key  Activation key
offline Path to offline file

Example

call

{

"command":"start activation"
"id":1,

"version":"1",

"params":{

"key " @ "XXXX - XXXX - XXXX - XXXX - XXXX "
}

}

result

{

"id":1,
"result":{
i
"error":null
}

start deactivation

Start deactivation of the product

Command line

ermm.exe start deactivation

Parameters
None

Example

call

{

“command":"start deactivation",
“id“:l,
“version":"1"

}

result

{

"id":1,
"result":{
H
"error":null
}
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start update

Start update of the product. Only one update may be running in the
product so in case the update is already running, "Task already running"
error code is returned

Command line

ermm.exe start update

Parameters
None

Example

call

{

“command":"start update",
"id":1,

"version":"1"

}

result

{

"id":1,

"result":{

¥,

“error":{

"id":4,

“text":"Task already running."
}

}

set configuration

Set configuration to the product. Result of status may be { success, error }

Command line

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass
Parameters

Name Value

file the path where the configuration file will be saved
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password password for configuration

value configuration data from the argument (encoded in base64)

Example

call

{

"command":"set configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml",
"password": "pass"

}

}

result

{
"id“:l,
"result":{

},

"error":null

}
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