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ecmd /getcfg c:\config\settings.xml
WMEDA Y R—hav >y N

ecmd /setcfg c:\config\settings.xml

v

XMEXET 74 IVDEL:

. XmlSignToolEIT 7 7 A W EFv>ao—RFL &7,
BHEL L TEFTHFHL TWindowsT v > F7 o> 7 Memd) 55 & £ 3.
xmlsigntool.exeDIRAFIGHTICHEEIL £ 4,

Iy REFEITL. .xmERE7 7 A VicELL &3, AT xnlsigntool /version 1|2
<xml file path>

A wnNE

/version/8 < X —#% —O{E L. ESET Endpoint Security® /X — 3 il & > THAV 3., N—Y 3
TLARETIE . Jversion 2& ML & ¥,

5. XmiSignTool CE R Sz 6. FHAIE NAT—REANNL ET. . xmXE7 7 A VR BEL I &

T /SAT— NFRBREHEIC & > TAESET CMD % f§i ] L CTESET Endpoint Security® 1D A > A 8 > &
TAvHR—bF kb fHTE X7,
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

ITIJAR—PNEINTLREZT 7ANVDELZL I~ R

EX Administrator: CAWindows\system32\cmd.exe = || ==l @

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

TR ARENRAT— P EEBEL, HOARARAT—FTCURHCELINLEREZ 7 AV EA > h—
b 2558 EEORAT—=RTC.xmEE7 7ANvE b ) —JEEXLT IV ERDD ET. I
2 & 0. A >R — MHETICESET Endpoint Security# 4T3 203> 2 —4 =TT 7 AR — ¥
Wy HOREZ 7 A Ve TE £,

A

ik U CESETCMDABERNC T2 2 L kRSN EFHA. CRICED, BLINTHAEWVEED
A R— bR D &9, HEC]>[2—Y—A4 v I—T 24 R]>[7 7 AKE] T A
A7 —REHEL, 2—F—10 & 2BHFOBIELFIEL 7.

eemda~>Y FDY X b

RO+ 21 7 1 HHEIE . ESETPROTECTZ 54 7 ¥ b I A2 FEfFa~ > FTAHMI L 20, —Hi©C
ML TEET. Iy FEARYV Y —RESL LFEET. —FHFILEL R EE. 2~ FOFEIT
BEiid 7T A ZAOHBEBICITCOREBICREINET. COMEEZMAT 2. ALLIDO7 4 —v
FCEITT2a~> N34 v 51BEL 7.

DIFOZ v+ 74 H(ftDa~> FOY R N EBREL TS0,

V7 WwIA4 L7 740 AT LA ecmd /setfeature onaccess pause ecmd /setfeature onaccess enable
PR

N SR SN (s ecmd /setfeature document pause  ecmd /setfeature document enable
FTNA ATy bo—j ecmd /setfeature devcontrol pause  ecmd /setfeature devcontrol enable
LYy r—yaryE—NR ecmd /setfeature presentation pause ecmd /setfeature presentation enable
N=YFNWT 7 AT 75— ecmd /setfeature firewall pause ecmd /setfeature firewall enable

A v b7 — 7 BELRFE(IDS) ecmd /setfeature ids pause ecmd /setfeature ids enable

Ry Ay MM ecmd /setfeature botnet pause ecmd /setfeature botnet enable
Weba > b o—v ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web7 7 A R ecmd /setfeature webaccess pause  ecmd /setfeature webaccess enable
W A—IVZ T4 7 > Mi#  ecmd /setfeature email pause ecmd /setfeature email enable
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¥ a2y 71 HRE Temporary Pause 2 ¥ > Enablea = > I

W A—IVT 4 T > MR X — ecmd /setfeature antispam pause ecmd /setfeature antispam enable
VRt

74 v T xR ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable

) x— FEFEEHE

D E— FEHEEHRMMIE . BHY—E AT oA S —NT7 VX ATEZ20—ANVIEA YA =L
Ntcz—Yzy bafHLT, V7N 2 7 A7 L5 BHBLUHIEHT 270 A Td,

ERMM - RMM[H]{} DESET7 5 7 4 >~

o HEE DESET Endpoint Security{ > A b —)LiZids IRO7 4 L 27 bY NODEndpoint” 7'V 77— 3 >~
WHdermm.exeZ7 7 A IVHFTENE T
C:\Program Files\ESET\ESET Security\ermm.exe
e ermm.exeld. TY FHEA Y MUFOEHERMMZ 57 4 > EDBEERH T 20 it shn
fravy N4 va—54YF5747CTT,
o ermm.exeldRMM7' 57 4 > &7 — 8 XL £ 4. CHEBRMMHY —AA—(Z Y > 7 S FZRMMT —
=¥ MEBEL & . BEE TILBEESETRMMY — )V i 53T 4,

TomMmoY Y —2

e ERMMIO > N7 A4 ~
e ERMMJSONI > FDY A b

o VUE— MBS LEHE T 7 7 4 74 $ 2 F7VEESET Endpoint Security

Y$—FAA—F 4 BRMMY Y 2 —3¥ 3 > [HJ DESET Direct Endpoint
Management” 7 7 £ >~

PR R—=F7 4 —OH —AA—TUEPBRMMH — =g H—L A& L TEFTIN T E T FAlic D0 T,
X D ESET Direct Endpoint Management® > 7 1 > 2—# —4 1 NS L T3 L,

e ESET Direct Endpoint Management” 7 7 { > (ConnectWise Automate/ix)
e ESET Direct Endpoint Management” < 7 { > (DattoRMMAR)

e ESET Direct Endpoint Management” Z 7 A > (Solarwinds N-Centralfi)

e ESET Direct Endpoint Management (NinjaRMM i)

ERMMI~>Y NI A~
DE— PEBREHE I R4 A8 —7 2— A% AL TETSN £ 7. BEEDESET Endpoint
Securityf > A b —)V TI&+ c:\ProgramFiles\ESET\ESET Security7 4 L 7 b U ND T > RKA > 77 ) 75—

vavilermmexeZ ANV TENF T,

EHEELTCaxy F7 o0 v 7 bemdexe)Z2FEITL . LRt A RCBEIL Ed(a~v> F7 oy 7 b %
fl&. F—A— FOWindowsHt ¥ > +RZHIL . EIT7 4 > F7iZemd& AJJL .« Enterz#fL &£ 9).

I~y PO EB Y T3, ermm context command [options]
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https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
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https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
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https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/

D7 NI A= —lg RLFENLF2XFIL £T.

B C:AWINDOWS\system32\cmd. exe B = X

Example: eRmm start

ermm.exelZ {IRD3IDDHA T 7+ A b &2MFHL £ 4. BUE. B, KE. UTFTOERTIEZ. 2~ NI
YOWERLEST. I~ FHOY > 2% 2y 042, AT 3>y, AT A—F— BLUE
HFEOBBRERRINET. I~ FOFEITHRIIL 1218, B GEER) BERINE T NS %

FRT B, av Y P NI A=F #BIML & F.
get HABROB
application-info & fH1FIR D E15
license-info 74 v AR A
protection-status fr#& D IR EE D 1S
logs 2 7 DG
scan-info FATHOME B T 2 15RO UG

configuration B e D BLE

update-status 7y 77— MCET 2 EHRO S

activation-status BI[EID 7 7 7 4 X— 3 V(2T 3 {FRO WA
start & R 7 OB
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i

scan *+ 7 v Mig#E B
activation "MBDT 774 X— 3> %5
deactivation D7 774 X— a VRl % G
update ®MEOT v 77— %A

set HMREDAT Y a >y &#RE

configuration TR % B e

TRTCDa~>Y FOHNERTIE . BRINBFVIOERIEEEEIDT ¢ 45 R EROFHM 2 5HIc O W

TlE. LTOIDOREZMERL TL 230,

T T5— i B
S @ID

0 Success

1 Command node not present [Z2~> K] /— FBAHjsonlZ FFIEL & 0

2 Command not supported DAY FEHYAR—PINLTWHLEHA

3 General error executing the command I~ FOFETTF—

4 Task already running HRINIIRAZETTRHEITHTH) . BHBS
TwEd

5 Invalid parameter for command ANEZ 2—9—Ah

Command not executed because it's disabled RMMIZ FFATERE THRI Tl e Lm, BHE L L T2

gL &7

ERMMISONZ <> KDY X b

e get protection-status
¢ get application-info
¢ get license-info

e getlogs

e get activation-status
e get scan-info

e get configuration

e get update-status

e start scan

e start activation

e start deactivation

e start update
e set configuration

get protection-status

Get the list of application statuses and the global application status
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avry o4

ermm.exe get protection-status
INTG A—F

None

il

call

{

"command":"get protection status",
“id“:l,

"version":"1"

}

result

{

"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",

"status":2,

"priority":768,
"description":"Product not activated"

H,

"status":2,
"description":"Security alert"
b,

"error":null

}

get application-info

Get information about the installed application
= 0 I %

ermm.exe get application-info

N HA—F

None

il

call
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{

"command":"get application info",
"id":1,

"version":"1"

}

result
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{

"id":1,

"result":{

"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",

"lang _id":1033,

"modules": [{

"id":"SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"

A

"id":"PEGASUS32",

"description":"Rapid Response module",
"version":"9734",

"date":"2017-03-20"

o

"id":"LOADER32",
"description":"Update module",
"version":"1009",
"date":"2016-12-05"

"id":"PERSEUS32",

"description":"Antivirus and antispyware scanner module",
"version":"1513",

"date":"2017-03-06"

3o

"id":"ADVHEUR32",

"description":"Advanced heuristics module",
"version":"1176",

"date":"2017-01-16"

"id":"ARCHIVER32",
"description":"Archive support module",
"version":"1261",

"date":"2017-02-22"

o

"id":"CLEANER32",
"description":"Cleaner module",
"version":"1132",
"date":"2017-03-15"

"id":"SYSTEMSTATUS32",
"description":"ESET SysInspector module",
"version":"1266",

"date":"2016-12-22"

3o

"id":"TRANSLATOR32",
"description":"Translation support module",
"version":"1588B",

"date":"2017-03-01"

i

"id":"HIPS32",

"description":"HIPS support module",
"version":"1267",
"date":"2017-02-16"

"id":"PROTOSCAN32",

"description":"Internet protection module",
"version":"1300",

"date":"2017-03-03"

3o

"id":"DBLITE32",
"description":"Database module",
"version":"1088",
"date":"2017-01-05"

"id":"CONFENG32",
"description":"Configuration module (33)",
"version":"1496B",

"date":"2017-03-17"

3

"id":"IRIS32",

"description":"LiveGrid communication module",
"version":"1022",

"date":"2016-04-01"

o

"id":"SAURON32",

"description":"Rootkit detection and cleaning module",
"version":"1006",

"date":"2016-07-15"

"id":"SSL32",

"description":"Cryptographic protocol support module",
"version":"1009",

"date":"2016-12-02"

}

)

"error":null

}

}
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get license-info

Get information about the license of the product
=i A 4

ermm.exe get license-info
NFGRA—F

None

il

call

{

"command":"get license info",
"id":1, ; ;
"version":"1"

}

result

{
"id":1,

"result":{

"type": "NFR",

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
“seat name":"M"

}

}

’
rror":null

get logs
Get logs of the product
=R N %

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00" --end-
date "2017-04-04 12-00-00"

NFG A—F

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to retrieve
start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
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il

call

{

"command":"get logs",
"id":1,
"version":"1",
"params":{

"name": "warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result

{

"id":1,

"result":{

"warnlog":{

"display name":"Events",
"logs":[{

"Time":"2017-04-04 06-05-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully
"UserData":""

Fo A

"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully
"UserData":""

}]

}

}

"error":null

}

get activation-status

updated to version 15198 (20170404).",

updated to version 15199 (20170404).",

Get information about the last activation. Result of status can be { success, running, failure }

= A 4

ermm.exe get activation-status
NFGA—F

None

il

call
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{

"command":"get activation status",
"id":1,

“version":"1"

}

result

{

“id“:l,

"result":{
"status":"success"

},

"error":null

}

get scan-info

Ko E T 2 EREIIFL £ 5.
= i A N (%

ermm.exe get scan-info

NG X—F

L

il

call

{
"“command":"get scan info",
"id":1,

"version":"1"

}
MR
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{

"id":1,

"result":{

"scan-info":{

"scans": [{

"scan id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,
"pause time remain":0,

"start time":"2017-06-20T12:20:332",
"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",
"progress arch filename":"",

"total object count":268,
"infected object count":0,

"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\ndl131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

1,

"pause scheduled active":false
}

}

’
"error":null

}

get configuration

Get the product configuration. Result of status may be { success, error }

i A N 4

ermm.exe get configuration --file C:\tmp\conf.xml --format xml
INT f—F

Name Value
file the path where the configuration file will be saved

format format of configuration: json, xml. Default format is xml

il

call
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{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result

{

"id":1,

"result":{
"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="
}

"error":null

}

get update-status

Get information about the update. Result of status may be { success, error }
=i A N 4

ermm.exe get update-status

NTG RA—F

None

il

call

{
“command":"get update status",
"id":1,

“version":"1"

}

result

{

"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",

"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"
}

’
"error":null

}
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start scan

Start scan with the product

av>Y FI4 Y

ermm.exe start scan --profile "profile name" --target "path"
INTGA—F

Name Value
profile Profile name of On-demand computer scan defined in product

target Path to be scanned

il

call

{
“command":"start scan",
"id":1,

"version":"1",
"params": {

"profile":"Smart scan",
“target":"c:\\"

}

}

result

{

"id":1,
"result":{

"task id":458752

},

"error":null

}

start activation

Start activation of product

avY R4

ermm.exe start activation --key "activation key" | --offline "path to offline file"
INTGA—F

Name Value
key  Activation key
offline Path to offline file
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il

call

{

"command":"start activation"
"id":1,

"version":"1",

"params":{

key" " XXXX - XXXX - XXXX - XXXX - XXXX"
}

}

result

{

"id":1,
"result":{
T
"error":null
}

start deactivation

Start deactivation of the product

e VA N 4
ermm.exe start deactivation
INTG A—F

None

il

call

{

"command":"start deactivation",
"id":1,
"version":"1"

}

result

{

Ilidll:1’
"result":{
i
"error":null
}
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start update

Start update of the product. Only one update may be running in the product so in case the update is already
running, "Task already running" error code is returned

= B e 4
ermm.exe start update
NFA—F

None

il

call

{

“command":"start update",
”id“:l,

“version":"1"

}

result

{

"id":1,

"result":{

}

"error":{

"id":4,

"text":"Task already running."
}

}

set configuration

Set configuration to the product. Result of status may be { success, error }

=

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass
NG A—F

Name Value
file the path where the configuration file will be saved
password password for configuration

value configuration data from the argument (encoded in base64)
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il

call

{

“command":"set configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
“file":"C:\\tmp\\conf.xml",
“password": "pass"

}

}

result

{

Ilidll:l’
"result":{

b

"error":null

}
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