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—%%ﬂzz%ilESETEndpomtSecurnyﬁﬂﬁi_Tklg%Hjﬂﬂ . xml XA

Ja H ESET CMD J&, B MM %0] H

o & - K. ABWEHEAILTE WA RTFS MM ESELNACE, X0 7 E XK.

e HEWBEFN - FEEMWATM . xml XHFARE, WXHSACESL (ESH THNZEA
xml TEE XA o ATV OHECE 2 /Y, DR UT ) 1 E R R e RS . W AR S A R E
ERAVLECER . xml LB XA, MASRARE.

ESETCMD ja )&, "I 447 S A BLS H ESET Endpoint Security it & . A LAFS$ AT Hik#efE, HareL
B H T B 33T I EA

RS ecmd 4, BHERLGEEAMRA ] LIS/TIX G4, BE A HAEE R F01E1T
FTHF Windows i1 2 78 FF (cmd)af5 ), #5213 Error executing command JH 5. 14, SHECE
W, HAs SO 0 CAFAERESET CMD W B P, S a4 ml 155 TAE

i ecmd A RBEEAMIZAT . 15 ecmd 4 R gl % ) i 551847 fir &t /1] ESET PROTECT K

FHEEmS:
ecmd /getcfg c:\config\settings.xml

SPAREML:

ecmd /setcfg c:\config\settings.xml

v

Xt . xml BLE X4

1. F# XmlSignTool AJH4TCAF S

2. [ CAEE R B 12174 Windows @i 427~ 1T (cmd)B

3. S/iF] xmlsigntool.exe MIMRFENIE.

4. PATHE . xmi BLBSCHFHATEL PG4, AL xmlsigntool /version 1|2 <xml file path>

/version SEFMEIPT ESET Endpoint Security MfiRA . EFXTHA 7 sl ShA#EH /version
2B

5. XmlSignTool $&7~ 4 N Pl o 27 1 B %0 . 81 . xml TR & XL CL5e s 44, v DLAT-d FH ESET
CMD LA J S i #2407 7% 5 N ESET Endpoint Security ] 55— S24 .
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

X3 TG B S AT R4 R A A

EX Administrator: CAWindows\system32\cmd.exe = || ==l @

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

WS ;] 1 B E N, FE HARE SN Z A IH EEB%Q% PIECE, & ZE A Aarsedxt . xml/
it & AT . XEIEIE S N BT L FHAE S — 61817 ESET Endpoint Security FJTHENL -5 H 1H
WA IC B SO, BP AT Iz C B A

A ABAEARSAIIE LT A ESET CMDBRR IR 2 R VF S MEMIRE ML E . £ 20 E > P
FHE > TR RE PR EHN, LBER RS R T 2.

ecmd 43R

i ESET PROTECT & T4 “ig4Tmm4” » 7 LUJS ARG 28 FH S A 2 e ThEe . XLy & AN 278 o TR
WE, I HEATA 2B 5 BT S HUT a8 & E 8 5 Ik E N LR IR A . EE%U)EHEKIJJ%‘E, BT E
B R LR T BB IT 217 .

HHE U TGN LR 5%R:

A RGeS ecmd /setfeature onaccess pause ecmd /setfeature onaccess enable
=R ecmd /setfeature document pause  ecmd /setfeature document enable
WA ecmd /setfeature devcontrol pause  ecmd /setfeature devcontrol enable
TR 2 ecmd /setfeature presentation pause ecmd /setfeature presentation enable
INIPLE: ecmd /setfeature firewall pause ecmd /setfeature firewall enable

W4 2 e B 47 (1DS) ecmd /setfeature ids pause ecmd /setfeature ids enable

1B 7 45 B ecmd /setfeature botnet pause ecmd /setfeature botnet enable

Web % | ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web 15 [A] fR 3 ecmd /setfeature webaccess pause  ecmd /setfeature webaccess enable
B~ M A4 25 7 Sy 977 4 ecmd /setfeature email pause ecmd /setfeature email enable

FE T~ HB A2 P v e B S B4 ecmd /setfeature antispam pause ecmd /setfeature antispam enable

DX 285 4 EA S 4 ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable
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TR ENEE

AR I ANV B (RMIM) 2 {5 FH A {7 2 I 553 046 7 7 I ) A 2 2 16 Bl 55 oA QL W R P R e i i

2.
ERMM - ;& T RMM [ ESET 3@t

o R\ ESET Endpoint Security 2365 A7 T LA H 3% Endpoint N FEFH HISCAF ermn. exed
C:\Program Files\ESET\ESET Security\ermm.exe

o ermm.exe e —MEATEMH TR, BERPE ML S0 DL SEA RMM #62F 8 .

o ermm.exe 25 RMM HlifF AR, 24012 583 RMM RS 4511 RMM IR 55 AR BEE T I8 (S .
BRINE L NEESET RMM L B Ab T2 HLIRZS

FAbBEIR

e ERMM 5 21T
e ERMM JSON 2715

o NAATIE AL W 3 155 FESET Endpoint Security

EHTE =77 RMM A7 R ESET Direct Endpoint Management #&{4

RMM AR 55 #8175 58 = iS5 4 LAE IR S 1217 . ARG S, 1EZ R LA ESET Direct Endpoint
Management BcALH P 61 -

e i@ T ConnectWise Automate HJESET Direct Endpoint Management #fiff
e &[] T DattoRMM K] ESET Direct Endpoint Management &4

o & H T Solarwinds N-Central [’} ESET Direct Endpoint Management

e & H T NinjaRMM 1] ESET Direct Endpoint Management

ERMM Hy 21T

ZERE WA B a2 AT A IS T H . BRIA ESET Endpoint Security 2230547 F c:\Program
Files\ESET\ESET Security H3%M Endpoint N FEFH ] ermm.exe (A4

PUEHE 0 S i2 4T i 23R (cmd.exe)BR 5 SHLRITE K R E (CEFT 23, 1EIZEEL_ 1Y Windows
%4 + RAFE “I21T” B IR EEN cmd, ZRJ54% Enter 8)

A iBYEN: ermm context command [options]

HESHEX KNS,
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https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
https://help.eset.com/direct_endpoint_management/plugins/ninjarmm/en-US/
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Bl C:AWINDOWS\system32\cmd.exe - O x

F
p

Application pa
H [
-L [-

Example: eRmm start sca target C:\

ermm.exe ffH=FEA LRI R THGAIIRE . £ FERF, ARSI SIEERR]. Bl “a
L7 SRR, D ER R SERERY. ERPIT A )E, Y (G Eﬂzmzmo
LEERMANIRIY, B AE’J*F’%JJH?‘%%{

get IREE K= mh s B
application-info  ZREVE K= mAIME L
license-info IREA RV A UE 5 B
protection-status FREXFHHARZS

logs IRECH &
scan-info REUE R IEEBITHMME R

configuration PRI i &
w 5ﬁﬁlﬁaéﬁ%ﬁ E/J,flil Iy
activation-status  FRHUAH ¢ b REE HIME B

start BEES%
scan Ja BT
activation VAR b SR
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i

deactivation PAR Gl e
update VAR Rk [N
set BB I

configuration K ie B BB NS

TR MR S5 R, BRI —/MEE R “4E R D RE A TS RS, WEHLNID K.

g 5

0 Success

1 Command node not present iﬁ]\ json HANAEAE “an 47 i

2 Command not supported AR NS &

3 General error executing the command AT iy 2 B B AE R

4 Task already running WERIMES AT, MARE 3

5 Invalid parameter for command F P N\ e

6 Command not executed because it's disabled RMM A 1L i 2 1% & i FH Bk DA HL 0 S 40y )5 31

ERMM JSON #4513

e get protection-status
e get application-info
e get license-info

o get logs

e get activation-status
e get scan-info

e get configuration

e get update-status

e start scan

e start activation

e start deactivation

e start update
e set configuration

get protection-status

Get the list of application statuses and the global application status

AT

ermm.exe get protection-status

ZH

None
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Bl

call

{

“command":"get protection status",
"id“:l,

“version":"1"

}

result

{

"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",

"status":2,

“priority":768,
“description":"Product not activated"

},

"status":2,
"description":"Security alert"

}

"error":null

}

get application-info

Get information about the installed application

AT

ermm.exe get application-info

ZH

None

Bl

call

{

"command":"get application info",
"id“:l,

"version":"1"

}

result
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{

"id":1,

"result":{

"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",

"lang _id":1033,

"modules": [{

"id":"SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"

A

"id":"PEGASUS32",

"description":"Rapid Response module",
"version":"9734",

"date":"2017-03-20"

o

"id":"LOADER32",
"description":"Update module",
"version":"1009",
"date":"2016-12-05"

"id":"PERSEUS32",

"description":"Antivirus and antispyware scanner module",
"version":"1513",

"date":"2017-03-06"

3o

"id":"ADVHEUR32",

"description":"Advanced heuristics module",
"version":"1176",

"date":"2017-01-16"

"id":"ARCHIVER32",
"description":"Archive support module",
"version":"1261",

"date":"2017-02-22"

o

"id":"CLEANER32",
"description":"Cleaner module",
"version":"1132",
"date":"2017-03-15"

"id":"SYSTEMSTATUS32",
"description":"ESET SysInspector module",
"version":"1266",

"date":"2016-12-22"

3o

"id":"TRANSLATOR32",
"description":"Translation support module",
"version":"1588B",

"date":"2017-03-01"

i

"id":"HIPS32",

"description":"HIPS support module",
"version":"1267",
"date":"2017-02-16"

"id":"PROTOSCAN32",

"description":"Internet protection module",
"version":"1300",

"date":"2017-03-03"

3o

"id":"DBLITE32",
"description":"Database module",
"version":"1088",
"date":"2017-01-05"

"id":"CONFENG32",
"description":"Configuration module (33)",
"version":"1496B",

"date":"2017-03-17"

3

"id":"IRIS32",

"description":"LiveGrid communication module",
"version":"1022",

"date":"2016-04-01"

o

"id":"SAURON32",

"description":"Rootkit detection and cleaning module",
"version":"1006",

"date":"2016-07-15"

"id":"SSL32",

"description":"Cryptographic protocol support module",
"version":"1009",

"date":"2016-12-02"

}

)

"error":null

}

}
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get license-info

Get information about the license of the product

AT

ermm.exe get license-info

Z2H

None

Bl

call

{

"command":"get license info",
“id“:l,

“version":"1"

}

result

{
"id":1,

"result":{

"type": "NFR",

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
“seat name":"M"

}

}

’
rror":null

get logs

Get logs of the product
/—
AT

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00" --end-
date "2017-04-04 12-00-00"

Z2H

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to retrieve
start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
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Bl

call

{

"command":"get logs",
"id":1,
"version":"1",
"params":{

"name": "warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result

{

"id":1,

"result":{

"warnlog":{

"display name":"Events",
"logs":[{

"Time":"2017-04-04 06-05-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15198 (20170404).",
“UserData":""

oA

"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15199 (20170404).",
“UserData":""

}

}

}

"error":null

}

get activation-status

Get information about the last activation. Result of status can be { success, running, failure }

AT

ermm.exe get activation-status

Z2H

None

Bl

call
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{

"command":"get activation status",
"id":1,

“version":"1"

}

result

{

“id“:l,

"result":{
"status":"success"

},

"error":null

}

get scan-info

SREUH R IEAEBATH#RIE R .
wAT

ermm.exe get scan-info
BH

T

Bl

HH

{
"“command":"get scan info",
"id":1,

"version":"1"

}
g3
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{

"id":1,

"result":{

"scan-info":{

"scans": [{

"scan id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,
"pause time remain":0,

"start time":"2017-06-20T12:20:332",
"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",
"progress arch filename":"",

"total object count":268,
"infected object count":0,

"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\ndl131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

1,

"pause scheduled active":false
}

}

’
"error":null

}

get configuration

Get the product configuration. Result of status may be { success, error }
/—A
AT
ermm.exe get configuration --file C:\tmp\conf.xml --format xml
¥

Name Value
file the path where the configuration file will be saved

format format of configuration: json, xml. Default format is xml

ZNl

call

197



{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result

{

"id“:l,

"result":{
"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="
ber

"error":null

}

get update-status

Get information about the update. Result of status may be { success, error }

AT

ermm.exe get update-status

B

None

Bl

call

{
“command":"get update status",
"id":1,

“version":"1"

}

result

{

"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",

"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"
}

’
"error":null

}
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start scan

Start scan with the product

AT

ermm.exe start scan --profile "profile name" --target "path"

Z2H

Name Value
profile Profile name of On-demand computer scan defined in product

target Path to be scanned

Bl

call

{

“command":"start scan",
"id":1,

“version":"1",
"params": {
"profile":"Smart scan",
"target":"c:\\"

}

}

result

{

"id":1,
"result":{

"task id":458752

},

"error":null

}

start activation

Start activation of product

AT

ermm.exe start activation --key "activation key" | --offline "path to offline file"

Z2H

Name Value
key  Activation key
offline Path to offline file
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Bl

call

{

"command":"start activation"
"id":1,

"version":"1",

"params":{

key" " XXXX - XXXX - XXXX - XXXX - XXXX"
}

}

result

{

"id":1,
"result":{
T
"error":null
}

start deactivation

Start deactivation of the product

AT

ermm.exe start deactivation

ZH

None

Bl

call

{

"command":"start deactivation",
"id":1,
"version":"1"

}

result

{

Ilidll:1’
"result":{
i
"error":null
}

200



start update

Start update of the product. Only one update may be running in the product so in case the update is already
running, "Task already running" error code is returned

AT

ermm.exe start update

Z2H

None

Bl

call

{

“command":"start update",
”id“:l,

“version":"1"

}

result

{

"id":1,

"result":{

}

"error":{

"id":4,

"text":"Task already running."
}

}

set configuration

Set configuration to the product. Result of status may be { success, error }

AT

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass

Z2H

Name Value
file the path where the configuration file will be saved
password password for configuration

value configuration data from the argument (encoded in base64)
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Bl

call

{

“command":"set configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
“file":"C:\\tmp\\conf.xml",
“password": "pass"

}

}

result

{

”id“:l,
"result":{

}

’
"error":null

}
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FHRE P LRI Zhis o, FFAER SRR e i a7 B 1 i e

ok BB |, LE SCFE 2 A 8] 5 K E Sh 2R TR
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TR N G RAIME R % Ff ESET Endpoint Security [ /8.
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