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N BEREE N/ BE H R 224 2 40451
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EEETE
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o DA RBIEEE] - CONS PRI A 0T (RIS AR OE T U IR EHE AN TR 2200 1
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LSRG 5] B ARG RS L E ), e R4S ESETRMI AN, & -Foi @&, s —1{# ESET
Endpoint Antivirus [Jj it 5 AL RIS L6 5 51 45 49 T 58 BCA AN BH A & 14T 45

[MTATHE] - BFEHE R exe, .dII, sysP

[BR&ERE] - BFFERIEAU zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cabl
[(#58H5] - B3k A bat, .cmd, .hta, .js, .vbs, .ps1E

[FAth] - B RER jar, .reg, .msi, .sfw, .InkE

[TREAIBERIRAE] - 38 DR AR 0 SR AL SR B A — 8 70 B3 B R A4 8136 & ESETRILAHEME — 20 73
Mo B IEIE I AT $2 7 B A A I R, A8 2 TR T R A b S A (0 ) R
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ACCDB, ACCDT, DOC, DOC_OLD, DOC_XML, DOCM, DOCX, DWEFX, EPS, IWORK_NUMBERS, IWORK_PAGES,
MDB, MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED,
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23 ESETE— H R HTA HATE A, ([EA SRS BT,
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o FHEBABITHER - OSTENAEMHEBANEA AL EPRIRES (BS1EH B e fi
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ZENEThRE s HUR a4

RIREHE R R HF ecmd /setfeature onaccess pause ecmd /setfeature onaccess enable
A e ecmd /setfeature document pause  ecmd /setfeature document enable
HEE ecmd /setfeature devcontrol pause  ecmd /setfeature devcontrol enable
P SR AR 2 ecmd /setfeature presentation pause ecmd /setfeature presentation enable
HEPNYPS ecmd /setfeature firewall pause ecmd /setfeature firewall enable

A8 U EE BT (1DS) ecmd /setfeature ids pause ecmd /setfeature ids enable

Ve Jov 4 1 7 ecmd /setfeature botnet pause ecmd /setfeature botnet enable

Web #l| ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web £7H [ ecmd /setfeature webaccess pause  ecmd /setfeature webaccess enable
BT B P i ecmd /setfeature email pause ecmd /setfeature email enable

BT EA P [ B R BB E ecmd /setfeature antispam pause  ecmd /setfeature antispam enable

75 49 i 8% F o ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable

i v B A A 2

i B ASUAE B (RMIMY) 2 {6 FH A7 B AR 55 402 (34 3 T DAA ) A5 2 2R A QB e SR B A R AR A R
Fro

ERMM - RMM [ ESET #MEHE=,

o THFX ESET Endpoint Antivirus %2400 & 074 H sk rhum B B A ermm. exe FE%:
C:\Program Files\ESET\ESET Security\ermm.exe
o crmm.exe iR S AR 2 1 1A S TLATBUE AT RMM SN S OB AT
o ermm.exe BEHLRMM SMIMER SR, 8 M AN g BLE AL 2] RMM Al iR 45 1) RMM ARER R =X
WA KTHRE &5 H ESETRMM T.H.

Foth B IR

e ERMM fir 2%
e ERMM JSON i &g B

o UNA] L) i i A A R 2R FEESET Endpoint Antivirus

HHRFE =7 RMM fBHRTRH) ESET Direct Endpoint Management #h¥
R

RMM i) [l 2% & 76 28 = J7 fil e ds b DU IR AT . IR s FAEaN, &52B LA N ESET Direct Endpoint
Management 43 [ {8 FH & 57 :

e ConnectWise Automate /] ESET Direct Endpoint Management Zh 2T
e i /> DattoRMM HJ ESET Direct Endpoint Management 42 20

e jiii i JiA Solarwinds N-Central [) ESET Direct Endpoint Management

e i H A NinjaRMM [ ESET Direct Endpoint Management
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ERMM 1y &3]

A5 FH iy 2 1) A T JE AT B v B 8 A FH . FHEX ESET Endpoint Antivirus 222500 & 47 72 H 5% 0P i B 1 FH A2 20 1
ermm.exe *EE 2. c:\Program F//es\ESET\ESE T Security.

EHEMAOIITW IR TIC (cmd.ex)BARBIE & FIAKSE CGEEITHm AR TIC, el Fik
Wmdows %81 + RRFE [34T] fAE AN cmd, ZA183% T Enter $#) .

T 2 O 5 KA

INDOWS\system 32\ cmd.exe — (| o

BN

Example: eR start sca

[ermm.exe] @Eﬂi:@ﬁi‘mﬁ F. BWGAEE. £ NEY, B LIRBaSREEmEs. %— 1 [
4] W riEss, DUIAHIE j%I\\ SYRUE SR . RIIHAT 1R, BRI GER) . &
BEEEWNG Y, sHiEIE i 2T 28

get m@ﬁﬁé%m
application-info  EX{&%
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AEL e A

license-info AR B TA R RE & AR
protection-status HXf5 78Ik R&

logs HAR )7 v i 6%

scan-info A5 B R T iR &
configuration A 2 i i

update-status  HX15 B A 5 T A & AN
activation-status EXAFE A IR ECGENTTE AR

start BB
scan BiUG TR € f
activation Bl s ROl 28 i
deactivation B U452 FH 22
update [l 63 B8 7 8 i

set R E I i IR

configuration T B AR T A

FEAFAE 4 O 465 R b, BRI SR — ME AU 4 R 10Ra 2 FE o A SR AN, S5 & LT 1D 3R

iR o

0 Success

1 Command node not present BN\ json PAEAE [av4 | BiRY

2 Command not supported A& Sl

3 General error executing the command AT a2 BT S5 AR B AR

4 Task already running BRI TAECAESRAT Y, AR BUE)

5 Invalid parameter for command B o 4 FH & N

6 Command not executed because it's disabled RMM A< 7E 18 B 5% 52 o BOH 51 LS 3L 8 A (8 R

ERMM JSON #r4&i5 B

e get protection-status
e get application-info
¢ get license-info

o get logs

e get activation-status
e get scan-info

¢ get configuration

e get update-status

e start scan

e start activation

o start deactivation

e start update
e set configuration
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get protection-status

Get the list of application statuses and the global application status

g

ermm.exe get protection-status

2

None

whHl

call

{

“command":"get protection status",
“id":1,

“version":"1"

}

result

{

"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",
"status":2,

"priority":768,
"description":"Product not activated"
H,

"status":2,
"description":"Security alert"

}

}

’
rror":null

get application-info

Get information about the installed application

gl

ermm.exe get application-info

2

None
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wHl

call

{

“command":"get application info",
"id":1,

“version":"1"

}

result
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{

"id":1,

"result":{

"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",

"lang _id":1033,

"modules": [{

"id":"SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"

A

"id":"PEGASUS32",

"description":"Rapid Response module",
"version":"9734",

"date":"2017-03-20"

o

"id":"LOADER32",
"description":"Update module",
"version":"1009",
"date":"2016-12-05"

"id":"PERSEUS32",

"description":"Antivirus and antispyware scanner module",
"version":"1513",

"date":"2017-03-06"

3o

"id":"ADVHEUR32",

"description":"Advanced heuristics module",
"version":"1176",

"date":"2017-01-16"

"id":"ARCHIVER32",
"description":"Archive support module",
"version":"1261",

"date":"2017-02-22"

o

"id":"CLEANER32",
"description":"Cleaner module",
"version":"1132",
"date":"2017-03-15"

"id":"SYSTEMSTATUS32",
"description":"ESET SysInspector module",
"version":"1266",

"date":"2016-12-22"

3o

"id":"TRANSLATOR32",
"description":"Translation support module",
"version":"1588B",

"date":"2017-03-01"

i

"id":"HIPS32",

"description":"HIPS support module",
"version":"1267",
"date":"2017-02-16"

"id":"PROTOSCAN32",

"description":"Internet protection module",
"version":"1300",

"date":"2017-03-03"

3o

"id":"DBLITE32",
"description":"Database module",
"version":"1088",
"date":"2017-01-05"

"id":"CONFENG32",
"description":"Configuration module (33)",
"version":"1496B",

"date":"2017-03-17"

3

"id":"IRIS32",

"description":"LiveGrid communication module",
"version":"1022",

"date":"2016-04-01"

o

"id":"SAURON32",

"description":"Rootkit detection and cleaning module",
"version":"1006",

"date":"2016-07-15"

"id":"SSL32",

"description":"Cryptographic protocol support module",
"version":"1009",

"date":"2016-12-02"

}

)

"error":null

}

}
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get license-info

Get information about the license of the product

g

ermm.exe get license-info

2

None

whHl

call

{

"command":"get license info",
“id“:l,

“version":"1"

}

result

{
"id":1,

"result":{

"type": "NFR",

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
“seat name":"M"

}

}

’
rror":null

get logs

Get logs of the product

gl

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00" --end-
date "2017-04-04 12-00-00"

2|

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to retrieve
start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
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wHl

call

{

"command":"get logs",
"id":1,
"version":"1",
"params":{

"name": "warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result

{

"id":1,

"result":{

"warnlog":{

"display name":"Events",
"logs":[{

"Time":"2017-04-04 06-05-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully
"UserData":""

Fo A

"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully
"UserData":""

}]

}

}

"error":null

}

get activation-status

updated to version 15198 (20170404).",

updated to version 15199 (20170404).",

Get information about the last activation. Result of status can be { success, running, failure }

g

ermm.exe get activation-status

2W

None

wHl

call
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{

"command":"get activation status",
"id":1,

“version":"1"

}

result

{
“id“:l,
"result":{

"status":"success"

},

"error":null

}

get scan-info

KA T 7 AT F 9 1 B

gl

ermm.exe get scan-info

2

YA

#Hl

RE
{

"“command":"get scan info",
“id“:l,
"version":"1"

}
MR
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{

"id":1,

"result":{

"scan-info":{

"scans": [{

"scan id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,
"pause time remain":0,

"start time":"2017-06-20T12:20:332",
"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",
"progress arch filename":"",

"total object count":268,
"infected object count":0,

"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\ndl131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

1,

"pause scheduled active":false
}

}

’
"error":null

}

get configuration

Get the product configuration. Result of status may be { success, error }

gl

ermm.exe get configuration --file C:\tmp\conf.xml --format xml

2

Name Value
file the path where the configuration file will be saved

format format of configuration: json, xml. Default format is xml

wHl

call
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{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result

{

"id“:l,

"result":{
"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="
ber

"error":null

}

get update-status

Get information about the update. Result of status may be { success, error }

gl

ermm.exe get update-status

2

None

L]

call

{
“command":"get update status",
"id":1,

“version":"1"

}

result

{

"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",

"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"
}

’
"error":null

}
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start scan

Start scan with the product

g

ermm.exe start scan --profile "profile name" --target "path"

2

Name Value
profile Profile name of On-demand computer scan defined in product

target Path to be scanned

wHl

call

{
“command":"start scan",
"id":1,

"version":"1",
"params": {

"profile":"Smart scan",
“target":"c:\\"

}

}

result

{

"id":1,
"result":{

"task id":458752

},

"error":null

}

start activation

Start activation of product

gl

ermm.exe start activation --key "activation key" | --offline "path to offline file"

2

Name Value
key  Activation key
offline Path to offline file
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wHl

call

{

"command":"start activation"
"id":1,

"version":"1",

"params":{

key" " XXXX - XXXX - XXXX - XXXX - XXXX"
}

}

result

{

"id":1,
"result":{
T
"error":null
}

start deactivation

Start deactivation of the product

gl

ermm.exe start deactivation

2

None

whl

call

{

"command":"start deactivation",
"id":1,
"version":"1"

}

result

{

Ilidll:1’
"result":{
i
"error":null
}
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start update

Start update of the product. Only one update may be running in the product so in case the update is already
running, "Task already running" error code is returned

g

ermm.exe start update

2W

None

wHl

call

{

“command":"start update",
”id“:l,

“version":"1"

}

result

{

"id":1,

"result":{

}

"error":{

"id":4,

"text":"Task already running."
}

}

set configuration

Set configuration to the product. Result of status may be { success, error }

gl

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass

2

Name Value
file the path where the configuration file will be saved
password password for configuration

value configuration data from the argument (encoded in base64)
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wHl

call

{

“command":"set configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
“file":"C:\\tmp\\conf.xml",
“password": "pass"

}

}

result

{

"id":1,
"result":{
},

"error":null

}
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