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15 ESET Endpoint Antivirus Setup >

CEer Welcome to ESET Endpoint

ENDPOINT Antivirus Setup Wizard
ANTIVIRUS

The Setup Wizard will install ESET Endpoint Antivirus on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Itis impartant that you uninstall any other security
applications such as antivirus, antispyware or firewall before
you continue with the installation. They can conflict with this
product, possibly resulting in serious problems.

Product language:
B=FEE ~

9.1.2051.0 < Back Cancel

2. IV N2—H—S5 A vy AN EGTA, (T4 Yy ARYEBE*ZHLET 527y, =¥
Fz—H—5 A o AR EZKHET B LRl 4. BOCHEBELLEARAN]IZ 20 v 7 L.
A YA N—LEEITL T,

15 ESET Endpoint Antivirus Setup >

End User License Agreement @ er

Please read the following license agreement carefully

[Effective as of October 19, 2021. A~

IMPORTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation,

copy or use, THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO

THESE TERMS AND CONDITIONS AND YOU ACKNOWLEDGE PRIVACY
POLICY. v

()1 accept the terms in the License Agreement

(®)1 do not accept the terms in the License Agreement

Privacy Policy < Back Next > Cancel
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ESET LiveGrid® (es[D)

Help us provide you with ever-better security.

The ESET LiveGrid® feedback system uses more than 100 million sensors worldwide that allow
us to collect statistics and information about suspicious objects, which we process
automatically to create detection mechanisms using our doud-based reputation system. We
then immediately apply these to ensure that you have the maximum level of protection,

(®) Enable ESET LiveGrid® feedback system (recommended)
(") Disable ESET LiveGrid® feedback system
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My oy B an, B aL—L BRI A MZHBEEIIDE, A7 27 2RI £ 7.

DRI DERIN ERFIL AT L2 S0,

o T v AL - BANS NI RTODT 7V r—3 a7 0 ACHETIZIXRTODT 71 L

70
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o %COMMONPROGRAMEFILES(X86)%
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# {"product":"endpoint","version":"10.0.2034","path":"Settings.ExclusionsManagem
ent.DetectionExclusions","columns”:["Id","Path","ThreatName", "Description", "File
Hash"1}
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SECURITY MANAGEMENT CENTER [

New Policy
Policies > New Policy
ESET Endpoint for Windows > Q ?
Settings
DETECTION ENGINE REAL-TIME & MACHINE LEARNING PROTECTION oe 4
Real-time file system protection EXCLUSIONS X X4
Policies Cloud-based protection
Performance exclusions Edit
Malware scans
Allow appending detection exclusions to locally
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defined list
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TOOLS
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/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

MASKE —H T 27 7 AL E AF v VR SRIN &7
Y77 xS —2BEL £ 7 (BEE)

YT T AT —EREL A

AF v B ED BT 7 4 —REEOTRL X)L
YRV y 2y ey &4 (BEE)

YR Y IV I ERAFyTLET

ADS# i HE L & 3 (BEE)

ADS%TREE L & ¥ A

o7 ZFECH AL &7

HH7 74 v%E EF&EL &9 (BEE - append)

o/ %ayy—iHhL £ EEE)

o/ %a>yyY—ILHIL £8A

BERL T W7 74 L bt £

BPL T W7 7 A VIR £+ A BEE)
TI2TACTAA o —8—%FRRLET
TRXTOR—ANT 4 A2 &AL, BEIRCHKERL & 3

A¥xF—F7¥av

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=SIZE
/max-arch-level=LEVEL
/scan-timeout=LIMIT

/max-arch-size=SIZE

/max-sfx-size=SIZE

/mail
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774 IVEBREL €A

AEY —%MAL 7

T—bhe s —ERAEL T

T—brer s —%HEL €A @EE)

747 &REL 3 BEE)

747 EREL A

SIZEXH NA FRIED 7 74 VDA AF v L &9 (HEE0 = HIRZ L)
AF v B EDBT —HATHDOLERA R L X)p
BAKCUMITRH 7 — 74 7 #B&L £+

T—HAT7 DI BESIZERID 7 7 A LDARAF v> L &3 (EE0 = HIFR %
L)

HOME T — A A7 D) BESIZEAH N FRIED 7 7 A WDAAF x> L &7
(FEsE0 = IR A L)

BT AN T 7 ANV EAFX vy L 7 (BEE)



/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
/unsafe
/no-unsafe
J/unwanted
/no-unwanted
/suspicious
/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur
/no-adv-heur
Jext-exclude=EXTENSIONS
/clean-mode=MODE

/quarantine

/no-quarantine

BFA—IWVT7 74 VERAFx > L £HA

ZEMEmEL £ 3 (BEE) .

ZEMHEREL £ €A

HOMH 7 — 74 7 2 #HEL &4 (BEE)
HOME7 — 74 7 2BEL £ €A

784 LRGN AEL £ 3 ()

784 LR EREL £ A
GETHEWARERADZ 77V r—y 3 v 2REL £ ¢
BETLKEOARMERD B2 77 ) r—y 3 v 2B EL £+ A BEE)
BENCABELT7 7V r—ya v aBEL 4

BERNCAE L7 7 ) r—y a5 BEL £ ¢4 (BE)
RERT7TY) r—y 3> seB@id s EE)

RNELRT 7TV r—varyesBEL &L

7 A Fy—#MMHL &3 (BEE)

I A Fr—EMHL EEA

Ea—VR7+4 v 2eaAML 7 EEE)
Ea—VURT4 v 728l T
7RAYARE2—Y AT 4y 2&G8L &7 (BEE)
7REAYARNE2—YRT4 v 728l &F

a2 o> XY 5N IZEXTENSIONS 7 7 1 )V RN R h 5 BN &+
BRLeA7 Yz 2 bxil THRBRE— P 2EAL £ 9,

TR A7 > 3 Y BIROEBYH TT.

enone (BtE) - HEIBKEREZRITL £ H A

o standard - ecls.exeld J&RYL L 72 7 7 1 )V & HEIRNC BRBR 72 3 BIFRL & 5 &
}sizét—ecls.exedi 22— —HEEEEReTIWCBRGEL 127 7 4 v E EHEII
BXRR & 72 HIBRL & D &L & (T 7 A VBB S N BRTOMER A v £ — P 1k
KRSENEHA)

e rigorous — 7 7 £ W O NFIC 1R % < Becls.exeld BEER 2 3T ¢ 910 7 7 A
WEHIBRL £ 7.

e delete -ecls.exeld BiEx # 5T ¥ 910 7 7 A W 2 HIFR L & 9 2 EWindows > &
FTLATZ7ANGEDEELT7 74 VIEHIEBEL €A

BR7 7 AV EREBE 7 + VS~ aE—L &7
BRBEFC EITL 27 22 3 > OF L)
BRT7 7 ANVERBEZ # v —icaE—L &€ A

—BR A7y 3y

/help NVTORRNEKTEFRITL &7
/version N— 3 VEROBTERTHETL 24

/preserve-time F#7 7 L AD Y A LAY > T & AREr
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B7Ta—F

0 ~wvz7UdMmBENnEEATLL

1 ~wuvz7hman, Birasn il

10 HMO7 7 A VERETCEEHCATLE@ROTREMELD D £ 7)
50 vuvvz7aRIEnEL .

100 = 5 —

10052 28T a—Rld.s Z7AVDBAF vy SNghotof-o, BEL TOLATREMERAD 2 2
EEERL &9,

ESET CMD

CNEEEreecmda Y FEFMC T 2HFETT. 2> P51 v(eemd.exe) 2L T, BREEZ A >~
R BEUT I AR—FCEET, CNETH. GUORRERIL TRELET 2 AK— b RUA ¥ Hi—
N9 3 & AAHET L 72EESET Endpoint AntivirusiX €% . xml7 7 A WIZ T 2 AR — T & &7,

ESETCMD%A H3hic 32 & 20D L4 HHTE £ 7.

e KL - FAEA L. BEML Y A7 LR DARBLOREDA > R— B[ SN2, ZOHE
RSN F® A

o [FHMIERENAT—F]-xml7 7 A W6 REEA v A— b T BLEWE. NAT—FRALETT,
D77 ANVEBLTEIVENRDODET(xmXE7 7 ANVDEZLESRL T LIV, 77+
AHETIRESNIENARAT7—=RE, FILOUKREEA VA — T 2T T 2LELDH D &£ 7.
7O ABENAT = FHRANTE LD, NAT—RFR—FL Wb . xmERE T 7 4 W HE
ZINTOROEGREE, REEA YA — b3 EFt A

ESET CMD % 4 %l1(C 3 % & BESET Endpoint AntivirusiX ED T 2 A A — /A Y FA— Ta~v>Y F 54 > 5{#
HTc&&d. FEITHEITT 20 HEMHORZ V7 b EERTE &7,

HmfExeemda vy FEMFHT 210, EHEAERTEITT 20, BEEL L TRITE2MHL
TWindowsZ v > F7' o> 7 Memd)Z S MENRD D 9. &4 TNIE.  [Error executing
command | W) Ay bt—VURERINET., o, REDA > R— MR, A v A— k7 7
W —HIFET ZMERH D &4, T/ AR—bav> Nk, ESETCMDRREN A 7 T L EIEL &
ERS

FELeemdI v Fld B — ANV TDAETTE & $Beecmd T v >~ N D —Hp{F k1L . ESET PROTECT
AL T2 A4A 7> b2 2A20a2Y FOETEMHL IG5 CDAETTCE T,

WEDT IV AR—hravr R
ecmd /getcfg c:\config\settings.xml

REDA > A—bhavw> N
ecmd /setcfg c:\config\settings.xml

XMEXET7 74 IVDEL:

XmlSignToolFEIT 7 7 A v& 8 7>a—FL &7,

BHEEL L TETEMHL TWindowsa v > F7 B> 7 ~Memd) 2B & & 7
xmlsigntool.exeDIRAFIGITICTEEIL £ ¥,

Iy REFEITL. .xmERE7 7 A VicEXL &3, AT xmlsigntool /version 1]2

i
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

/NF A—4 —DfEIL . ESETEndpoint Antivirus®D N\ —Y 3 Y IC & > TELE D 3, A—Y 3
YTURETE AL 7.

5. XmiSignTool CER SNz 6. GFAIE NAT—FEANNLET. . xmiRE7 7 A VR BEL I &
T NAT— FFRBREH A & > TEESET CMD % {# H] L T ESET Endpoint AntivirusD jllD 1 > X & > A
TAYR— T 2LDCHHTEET.

IOV AR—PEINTEREZT 7ANVDEL I~ N

BN Administrator: C:A\Windows\system32\cmd.exe | (== @

C:sBAmlSignTool>»xmlsigntool Aversion 1 c:iconfigssettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

N 2GHEE BEDNANAT =R TC.xmRE7 7 AV E L) —HEXTI2LERDHN FT. I
2 & 0. A >R — bHETICESET Endpoint Antivirus# AT 3 203> €2 —9y—CTx 7 AR — ¥ ¢
Wy HOREZ AV EMETE 5.

T ARENAT— R EZEHEL, HOAZAT—FTCURCBELINLEREZT 7A Ve A v R—

EFe U CESETCMDA BRNIC T2 LRI FHA. CHICEND, BLINTOLLEVWERTED
A 1 R—tpu[ERICAE D £, [FEERE]> [2—F—A > I —T7 x4 R]> [T 7 AFRE]ITA
AT —FEHREL. 22— — 2 & 2HHFTOBIEEIEL £ 1.

eemda2~>Y KDY X b

fARD £ F 2 7 1« #fEIL . ESETPROTECTZ 54 7> b F A2 EfTa~>Y FTAHC L 20, —Ef
WAL TCEL&S, av >y FRAY y—Ee LHES ¢S, —HHEIEL LBCER . 27> FNOFAT
BEETNAAZ20HEEIHBCITCOREBICRENEST. COMiEsFHT 2. FICLRO 7 14—
NCHEITT2a~v>y F54 53 BEL 7.

DFO&Zvx2) 74D a~> FOY A NEEREL TLE S0,

V7w A L7 74> AT A ecmd /setfeature onaccess pause ecmd /setfeature onaccess enable
DR

NE SR SN (15 ecmd /setfeature document pause  ecmd /setfeature document enable
TNA Ry ba—)b ecmd /setfeature devcontrol pause  ecmd /setfeature devcontrol enable
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¥ 271 B Temporary Pause 2 = > F Enablea = > F

L€y 7r—yaryE—N ecmd /setfeature presentation pause ecmd /setfeature presentation enable
7 v F ATV AE ecmd /setfeature antistealth pause  ecmd /setfeature antistealth enable
N=YFNWT 7 AT 75— ecmd /setfeature firewall pause ecmd /setfeature firewall enable

F v b7 — 7 WELRFE(IDS) ecmd /setfeature ids pause ecmd /setfeature ids enable

Ay by REE ecmd /setfeature botnet pause ecmd /setfeature botnet enable
Weba > bo—Jv ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web7 7 & X {37# ecmd /setfeature webaccess pause  ecmd /setfeature webaccess enable
BT A—IV274 7> MiE#  ecmd /setfeature email pause ecmd /setfeature email enable

PRER X — )L of SRR 78 ecmd /setfeature antispam pause ecmd /setfeature antispam enable
74y v T R MR ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable

74 FVIREBk4N

74 FVIREERAIERE I . SRMREORBT Y Yy >sev 2 7HRE> 74 FVREBBRE> 74 PR
RBEBAITHETEET. COREL LN, ROGECT A FWVIREHEAD MY A HfEES N & T,

e A7) —vE—NANE[TINTWL 3
e IVFa—¥MRuy r73INTWL3
o 2—H—Nunl/ A 7T 3

FNTHROREBLEOOBTF 2y 7Ry 2 AEMHL T, 74 FIVIRREORHE U # 2B £ 72 1& xhe
LFTd.

REDA YHR—bF/T7AKR—F

BRE] A=2—M56. # A ~A XL IZESET Endpoint AntivirusD i€ 7 7 A WExmIIER) %14 > R— b
FlrE T RAR— P NTEET,

WEZ7 7ANDA yF—bex s AR— M. B THHAS 2 729 IZESET Endpoint Antivirus D H7E D &E
BNy 0Ty 7T RVLEND BGECAENTT., T2 AR— MREAT ¥ 3 vk, FADERRE 2 E
HOL 27 2L AT 255 LERTT. xml7 7 A Vv E2BHBEICA > RA— ML T, REZEH
T&Ed,

BEDA A= ML, IEFCBEETT., A4 >7 0l 74742 P TERE]> [BREDA v R—I/T
JAR—PZI2Vy 7L, [REDAVR—PZERLEIT. REZT 7 A NVDT7 7 A NVKENTT S
my HBEZVE[LIRI 27V 7L T AVYR— T BREZT 7 A NVESHL £,

REET 7 AR— P T2FIEE. BEAERLTT. Af>T 0l 5474 F7TRE]> [REDA
YR—MNIZIAR—PM]E2 Vv L ET. (REDIIAKR—PIZIENL. REZ7 7 A VD 7 714 VH
(exportxml’s ) # NJIL &9 T2 A7 0—7—%fFHL T, &E7 7 14 VORI EIEIRL 7.

ITOAR—PLETZ7ANVERELLET AL 2 PV CEERC OO EREE- 204,
HMEDT IV AX— M, TT—NERENBZIEBDHY 7,
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(es) EMDPOINT ANTIVIRUS

MEOQA R— b/ ZHR— b ?

WD ET XMUIPA L FFL. LSBT ENSETTEEY.

@ :EEDvR-k
O #BEDIHIAS -+

FEI7A AL B

EL &

TRTORE = HEEICRT

PR EFS)TCHEEE 7 ) v /928, TRTOEY 22— DITRTODTOY FLHELETTICRL 7.
INT, TRTODEY2—ILDTRTDT 07 5 LREDTHRA VA P—IVEOREICY £y ban £
—g_o

HEEA VA= BLIUO TV ZAE—FT25BBL TS,

BEOX /7y avDIRTOBREETCRT

A= LR 27y 2328, HWEODL 7Y 3> DT XN TORENESETCER L HIEEDRTEW
RO &9,

BMECRTZ 27V 7928, fTONEITXRTOEERLEDON £7,

F—=7IWVOHREE*RT - Acd2&. Foh-daBIcEMEnL—L, A2, 70774
nEkbh 1.

HEEA A= P BIVC TV AR— T 2SR TS0,

REDRFFD L 7 —

CDITT— Ay L—Vld. TT—DFEELLLOREDPELAIRGESIN G-l e RLTWET,

BHE. ChE. 707 5085 x—9—5BIFELE I LE2—HF—BIRDIRETH 22 L2 EHRL &
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¢ TV L AMENAT N THEh, RETZ 7ANETAT ALY AN EBIEST 3720 B L 4 X
L—T7 4 Y7 VAT AR LW & EERL 7.

> HINOBIES#FETT2E. VAT LEHEN /A>T 20ERDY £7,
o IEHIPSE /213 7 7 A7 74—V TCHEEE—FEAML ., FHRELETHLLIEL L 12,
> BEEMRAL . REOBAERET 212 RECTCHMRTEMHAC. HNOLEE2 & 5 —
Eall TL &80,

QHRHIC R RIER EL TlE. 7 a7 340N TIELLEMEL <50, A YA M—)L BT
Bolzl etz fd,

) e— B EEHE

D) E— FEHEEHRMM)IE ., B — A7 0N, —NT 7L ATEZT—ANEA VA F—L S
Nhkxz—yzy b 2FHLT. V7 V27V AT L2BEBLIUHIT27 02 A T4,

ERMM - RMM ]} DESET7 5 7 4 >~

o [ 7€ DESET Endpoint Antivirus{ > A F—)LiZid. IRO7 4 L 7 ~Y AHDEndpoint” 7'V 7 —3 3 >~
Wb Bermm.exeZ7 7 A IVBEENE T,
C:\Program Files\ESET\ESET Security\ermm.exe

e crmm.exeld. TY FEA Y NUFOEHERMMZ 7 A > EDBE2 RS T 20Kt sh
fra~wy PS54 >a2—54YF47TF.

e ermm.exeldRMM7 57 A » &7 — 8 XL £ 3. CHNIEBRMMY —A—12 Y > 7 SNLIZRMM T —
vy bhEHEEL ET. BE TIEBESETRMMY —)L Ik 85T 4,

Z0fMOY Y —2R

e ERMMI~>Y K54

e ERMMIJSONZ > FD Y A I

o ) E— NEWLEWMAE 7 7 7 4 744 B J7VEESET Endpoint Antivirus

H$—F—F 4 BRMMY Y 22— 3 ¥~ [FF DESET Direct Endpoint
Management”" 7 7 1 >~

Y—RFNA—=7 4 —DOHF—AN—TERMMY — NN —lEF—E R L TRITSN T E T, SOV TE,
X D ESET Direct Endpoint Managementt > 5 4 > 2 —%# —# 4 FEZHL T2 &0,

e ESET Direct Endpoint Management”" Z 7 1 > (ConnectWise Automate/iz)
e ESET Direct Endpoint Management” < 7 1 > (DattoRMM/iix)

e ESET Direct Endpoint Management” 7 7 A > (Solarwinds N-Centralhi)

e ESET Direct Endpoint Management (NinjaRMM/iR)
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https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
https://help.eset.com/direct_endpoint_management/plugins/connectwise_automate/en-US/
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https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
https://help.eset.com/direct_endpoint_management/plugins/datto/en-US/
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https://help.eset.com/direct_endpoint_management/plugins/n-central/en-US/
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ERMMa~>Y KI5~
YE— MEBEHE I~y FIA AV I —7 2 —RA&MMHL TEITSN 3. BEEDESET Endpoint
Antivirus{ >~ A b —)V Tl c:\ProgramFiles\ESET\ESETSecurity7 1 L 7 bV ND T > KK A > v 77 ) 75—

voa viZermmexeZ AV S EN £ 7,

FHEE L Ca~x>y 7 o7 bMemdexe)Z2EITL. FAlOARNRACHEFHLET (a~v> 7 o7 b
fl& . F—FR— FODWindowsHK ¥ > +REZHM L. EITV 1> F7iZemd&é AJJL . Enterz L £ 9).

T2y FELIEROEB Y T,
D7 NI A= =g KLFENLFEXAL £7.

BN C:AWINDOWS\system32\cmd.exe - O x

ime until

id of scan to retrieve

Example:

ermm.exeld {XD3DODIHA > 7+ A bEMHHL £ 4. BUF. B, KE. LFOERTE. 3~ N#E
YO ERLEST. I IOV 25200y 0§22, FAlAT>ary. "FA—F— BLUSf
HAEORI R RSNEF T I~ FOFEITHHIL 1212, B ER) RSN EFT. AT %
FRT B, ax v R NI A—F #IBML 7.

get B L EROIE
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Success

Command node not present
Command not supported

General error executing the command

Task already running
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get protection-status

Get the list of application statuses and the global application status

Command line

ermm.exe get protection-status

Parameters
None

Example

call

{

“command":"get protection status",
"id":1,

“version":"1"

}

result

{

"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",

"status":2,

"priority":768,
"description":"Product not activated"

H,

"status":2,
"description":"Security alert"

}

}

’
rror":null

get application-info

Get information about the installed application

Command line

ermm.exe get application-info

191



Parameters
None

Example

call

{

"command":"get application info",
"id":1,

"version":"1"

}

result
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{

"id":1,

"result":{

"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",

"lang id":1033,

"modules": [{

"id":"SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"

i {

"id":"PEGASUS32",

"description":"Rapid Response module",
"version":"9734",

"date":"2017-03-20"

"id":"LOADER32",
"description":"Update module",
"version":"1009",
"date":"2016-12-05"

A

"id":"PERSEUS32",

"description":"Antivirus and antispyware scanner module",
"version":"1513",

"date":"2017-03-06"

"id":"ADVHEUR32",

"description":"Advanced heuristics module",
"version":"1176",

"date":"2017-01-16"

. {

"id":"ARCHIVER32",
"description":"Archive support module",
"version":"1261",

"date":"2017-02-22"

"id":"CLEANER32",
"description":"Cleaner module",
"version":"1132",
"date":"2017-03-15"

.

"id":"ANTISTEALTH32",
"description":"Anti-Stealth support module",
"version":"1106",

"date":"2016-10-17"

"id":"SYSTEMSTATUS32",
"description":"ESET SysInspector module",
"version":"1266",

"date":"2016-12-22"

o

"id":"TRANSLATOR32",
"description":"Translation support module",
"version":"1588B",

"date":"2017-03-01"

"id":"HIPS32",

"description":"HIPS support module",
"version":"1267",
"date":"2017-02-16"

o

"id":"PROTOSCAN32",

"description":"Internet protection module",
"version":"1300",

"date":"2017-03-03"

"id":"DBLITE32",
"description":"Database module",
"version":"1088",
"date":"2017-01-05"

"id":"CONFENG32",
"description":"Configuration module (33)",
"version":"1496B",

"date":"2017-03-17"

"id":"IRIS32",

"description":"LiveGrid communication module",
"version":"1022",

"date":"2016-04-01"

"id":"SAURON32",

"description":"Rootkit detection and cleaning module",
"version":"1006",

"date":"2016-07-15"

A

"id":"sSL32",

"description":"Cryptographic protocol support module",
"version":"1009",

"date":"2016-12-02"

}

1

"error":null
+
}
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get license-info

Get information about the license of the product

Command line

ermm.exe get license-info

Parameters
None

Example

call

{
"command":"get license info",
“id“:l,

“version":"1"

}

result

{
"id":1,

"result":{

"type" :"NFR",

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
“seat name":"M"

}

}

’
rror":null

get logs

Get logs of the product

Command line

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00"

date "2017-04-04 12-00-00"
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Parameters

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to retrieve
start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])

Example

call

{

"command":"get logs",

"id":1,

"version":"1",

"params":{

"name":"warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result

{

"id":1,

"result":{

"warnlog":{

"display name":"Events",
"logs": [{

"Time":"2017-04-04 06-05-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15198 (20170404).",
"UserData":""

e il

"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"PluginId":"ESET Kernel",
"Code":"Malware database was successfully updated to version 15199 (20170404).",
"UserData":""

1

}

b

"error":null

}

get activation-status

Get information about the last activation. Result of status can be {
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success, running, failure }

Command line

ermm.exe get activation-status

Parameters
None

Example

call

{

“command":"get activation status",
”id“:l,

“version":"1"

}

result

{

"id":1,

"result":{
"status":"success"

}

}

’
rror":null

get scan-info

FITh oA T 2 EREDGL £ 7.
= B A N (4

ermm.exe get scan-info

NI RA—F —

L

il

call

{
“command":"get scan info",
"id":1,

"version":"1"

}
MR
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{

"id":1,

"result":{

"scan-info":{

"scans": [{

"scan id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,
"pause time remain":0,

"start time":"2017-06-20T12:20:332",
"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",
"progress arch filename":"",

"total object count":268,
"infected object count":0,

"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\ndl131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

H,

"pause scheduled active":false

}

}I

"error":null

}

get configuration

Get the product configuration. Result of status may be { success, error }
Command line

ermm.exe get configuration --file C:\tmp\conf.xml --format xml

Parameters

Name Value
file the path where the configuration file will be saved

format format of configuration: json, xml. Default format is xml

Example

call
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{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result

{
"id":1,

"result":{
"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="
¥

}

’
rror":null

get update-status

Get information about the update. Result of status may be { success, error

}

Command line

ermm.exe get update-status

Parameters
None

Example

call

{
"command":"get update status",
"id":1,

"version":"1"

}

result

{
"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",

"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"
}

}

rror":null
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start scan

Start scan with the product

Command line

ermm.exe start scan --profile "profile name" --target "path"

Parameters

Name Value

profile Profile name of On-demand computer scan defined in product

target Path to be scanned

Example

call

{
“command":"start scan",
"id":1,

"version":"1",
"params": {
"profile":"Smart scan",
“target":"c:\\"

}

}

result

{
"id":1,
"result":{

"task id":458752
}

}

’
rror":null

start activation

Start activation of product

Command line

ermm.exe start activation --key "activation key"

Parameters

Name Value
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key  Activation key
offline Path to offline file

Example

call

{

"command":"start activation"
"id":1,

"version":"1",

"params":{

"key " @ "XXXX - XXXX - XXXX - XXXX - XXXX "
}

}

result

{

"id":1,
"result":{
i
"error":null
}

start deactivation

Start deactivation of the product

Command line

ermm.exe start deactivation

Parameters
None

Example

call

{

“command":"start deactivation",
“id“:l,
“version":"1"

}

result

{

"id":1,
"result":{
H
"error":null
}
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start update

Start update of the product. Only one update may be running in the

product so in case the update is already running, "Task already running"
error code is returned

Command line

ermm.exe start update

Parameters
None

Example

call

{

“command":"start update",
"id":1,

"version":"1"

}

result

{

"id":1,

"result":{

¥,

“error":{

"id":4,

“text":"Task already running."
}

}

set configuration

Set configuration to the product. Result of status may be { success, error }

Command line

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass

Parameters

Name Value

file the path where the configuration file will be saved
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password password for configuration

value configuration data from the argument (encoded in base64)
Example
call
{
"command":"set configuration",
"id":1,
"version":"1",
"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml",
"password": "pass"

}

}

result

{

"id“:l,
"result":{

},

"error":null

}
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