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Ornsp

ESET Cloud Office Security — Le XxMapHa cny>ba B Microsoft Azure i3 NiATPUMKOIO MYJIbTITEHAHTHOCTI I
MOXXMBOCTI MacwTabyBaHHS. ESET Cloud Office Security Ha4A€ETbCA K NPOAYKTSoftware-as-a-Service
(SaaS), KM NOBHICTIO Mpautoe y XxMapi, He noTpebyroyum obnagHaHHSA. Lie komniekcHa KoMbiHaLuis
inbTpauii cnamy, CKaHyBaHHSA Ha HASBHICTb LLUKIAJMBOr0 NPOrpaMHoOro 3abesneyeHHs N 3aXUCTy Bif
iwnHr-aTak, sKka ga€ 3MoOry 3axXnucTUTX Bally KOMMaHIio Bif WKignmsoro M3, MiHiIMi3ye HeraTUBHUIA
BMJINB CTOPOHHIX NOBiAOMNEHb Ha MOBCAKAEHHY AiSNbHICTb | 6N10KYE BUKOPUCTAHHA BXiOHUX
30BHILLHIX €IEKTPOHHUX NINCTIB AK KaHany AN LiNboBUX aTak.

Cny»x6un 6e3neku ESET Cloud Office Security CTaHyTb Y NpUroAi Ans8 NPoBiAHUX NOCTavaNbHUKIB
XMapHUX NnaTgopm i 3abesneyaTb KOMNAEKCHUA 3aXUCT €I€KTPOHHOI NOLITN 3aBASKN
HaMCy4aCHIWMM MeXaHi3MaM 3axuUCTy Bif WKiAAMBOro nporpamMmHoro 3abesneyeHHs 1 ESET LiveGuard
Advanced. Lle pilleHHs 3abe3neyye po3WmMpeHnNin 3aXMCT Bif 3arpo3 3a A0NOMOr0o XMapHOI MNiCOYHNLL:
Nif4o3pini 3pa3kmn aHani3ylTbCA B i30/1b0BAHOMY CepefoBULLI.

ApxiTekTypa ESET Cloud Office Security la€ 3MOry LWUBMAKO iHiLiOBaTW 3aXMUCT Yepe3 NiAKIYEHHS [0
BaLLOi XMapHOI nnatgopMu — Microsoft 365 i Google Workspace. Lle fa€ BaM MOXJIMBICTb KepyBaTu
3aXMCTOM 3@ A0MOMOrow Beb-KOHCONI, OCTYNHOI 3 ByAb-SKOro Micus.

ESET Cloud Office Security 3abe3ne4ye po3wmpeHnin NpeBeHTUBHMUI 3aXUCT KOPNopaTUBHUX Nporpam
Microsoft 365: Exchange Online, OneDrive, SharePoint Online i Teams. TaKuin CamMnin 3aXNCT HAJAETbCS
BaLUMM nporpamMaM Google Workspace — Gmail i Google Drive.



CUSTOMER
R GOOGLE WORKSPACE

®

INTERNET Google Drive
B
fo&O\ Google APIs.
CUSTOMER
MICROSOFT 365
RELEASE ACTION
OneDrive Microsoft GraphAPI DELETE/JUNK/TRASH ACTION
SharePoint Online DOWNLOAD

file queue

NOTIFICATION

mail queue

i
I

SCANNER

anti-spam engine anti-phishing engine anti-malware engine

ESET
PREMISES

ESET LiveGuard Advanced

ESET LiveGrid®

scan result

processing
(according to
policy applied)

DETECTION

quarantine

delete/junk/trash

no action

Gae1)

CLOUD
OFFICE
SECURITY

(runs in Azure)

ESET CLOUD
OFFICE SECURITY
storage

ESET Cloud Office Security 3axmLLa€e OneDrive i MOWTOBY CKPUHbKY NiLleH30BaHNX KOPUCTYBaYiB, a TakoxX
rpynu KOMaHAwW i calTu SharePoint. KOXXHe CX0BULLEe LUX nNporpam Microsoft 365 3aXMLLEHO HE3ANEXHO
Bifl TOro, XT0 nepefas hann abo HaficnaB eNeKTPOHHWUIA ANCT. BMICT 3aXuULLEHO He3aneXHo Bif Noro
aBTopa. ABTOp MOXe ByTn roCTb0BMM KOPUCTYBa4YeM 3aana 3abe3neyeHHs HaKpaLLoro 3axXucTy.

OcCHOBHi (pyHKULTI

Y Tabnnui HUX4e HaBefEeHO CNNCOK AOCTYMHMX (PYHKLIN ESET Cloud Office Security .

MynbTiTEHAHTHICTE  Ha OAHIn KOHCONI ESET Cloud Office Security MOXKHa 3aXUCTUTU KiNlbKa KNIEHTIB
Microsoft 365 | Google Workspace Ta KepyBaTWl HUMW. Azure Active Directory (Azure
AD) BNOpsiLKOBYE 00'eKTY (HanpuKnag, KOpUCTyBaYiB i nporpaMu) B rpynw,
AKi HA3MBAKOTbLCSA KNiEHTaMW. KJIEHTW 003BONAOTL 3a4aBaTu NONITUKA ONS
KOPWCTYBaYiB i Nporpam y BaLli opraHisaLii, Wwo A03B0NS€ 3abe3nedynTn ix
BiAMOBIAHICTb NoNiTMKaM 6e3nekun i onepauinHUM NoAITUKaM.
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AHTMCNAM — L€ BaXKJINBUI KOMMOHEHT ByAb-KOro nowwToBOro cepsepa. ESET
Cloud Office Security BUKOPUCTOBYE HAaNCY4aCHILLMIA MEXaHI3M aHTUCNaMy, SKNI
3aXuLLaE Big cnamy 1 ilULMHIOBMX NOBIAOMIIEHD i3 HaA3BUYaNHO BUCOKUM
MOKa3HMKOM BUABJIEHHS. ESET Cloud Office Security Kislbka pasiB nocnisib
NiANPYE B TecTax Ha inbTpauito cnamy, saKi NpoBOASATLCS Virus Bulletin —
NPOBIOHOK KOMMAHIED TECTYBAHHA NPOAYKTIB 6€3nekun; okpiM Toro,
NPOTAroM KiJIlbKOX POKiB HallOMy MOAYJ0 aHTUCNAaMY HAfAETbCA cepTudikaT
VBSpam+. [TOKa3HWK BUABNEHHSA MexaHi3My aHTucnamy gocsar 99,99 % i3
HYJIbOBO KifIbKiCTIO MOMWUIKOBUX CMpaLloBaHb, L0 CBiAYUTbL NPO TE, WO BiH €
NPOBIAHOK TEXHOJIOFIE 3aXUCTY Bifg cnamy. AHTUCMaM ESET Cloud Office
Security NpaLo€e B XxMapi, a binbwicTb 6a3 gaHMX po3TalloBaHa B LLIEHTPax
06pobKkun gaHmnx ESET. XMapHi cny>kbu aHTUCNaMy 403BOAAIOTb LUBUAKO
OHOBWTW AaHi, 3abe3nevytoyn WBUAKY peakLito Ha MosBy HOBOro Cramy.

Lis dyHKUiS He f03BONISIE KOPUCTYBaYaM OTPUMYBATK OOCTYyN A0 Beb-
CTOPIHOK, ONS SKMX BiAOMO, LLLO BOHM PO3MOBCIOAXYIOTb (PILLUNHIOBI
nporpamun. ENeKTPOHHI INCTN MOXYTb MICTUTU NOCUNAHHA Ha Beb-canTK, Ha
SKUX PO3MOBCOAXYIOTLCS (PILUIMHIOBI Nporpamu, a ESET Cloud Office Security
BMKOPWUCTOBYE MOKpPALLEHWNA aHasi3aTop, AKUN BUABMSE Taki NocuiaHHsA (URL-
afpecu) B TiJli M TeMi BXiOHMX eNeKTPOHHUX JINCTIB. MocnnaHHA
nepeBipsaTbCs B 6a3i gaHUX QiLUMHIOBUX afpec, ika NOCTIMHO OHOBJIOETLCS.

Bif3Ha4yeHWn HaropogaMmn Ta iHHOBALLIMHWMA 3aXUCT Bif, LWKiAJIMBOrO
nNporpamMmHoro 3abesneyeHHs 3 BUKOPUCTAHHAM LLIEI NPOBIAHOI TEXHOJIOTIT
3axMLLaE Big aTak. Lle cToCyeTbCs BCiX TUMIB 3arpos, 30Kkpema Bipycis,
nporpam-Bumaradis, pyTKiTiB, XpobakiB i LLUNUIYHCbKOr0 NPorpamMHoro
3abe3neyeHHs. [1ns ckaHyBaHHA BUKOPUCTOBYIOTbCA XMapHi TEXHONOr T, Lo
L03BOSIE Le Bifiblue NOKPALLUTY NOKA3HUKMN BUABJSIEHHSA. HEBENKUI PO3MIp i
HeBMbBarnMBiCTb 4O PeCcypciB HE 3MEHLUYIOTb NPOAYKTUBHICTb poboTun
cuctemu. ins BUABJIEHHS LWKIAANBOr0 NporpamMmHoro 3abesnevyeHHs
BUKOPUCTOBYETLCA BaraTopisHeBa Mofesb 6e3nekun. Ha KOXXHOMY piBHi
(eTani) 3aCTOCOBYOTHCA KiJibka OCHOBHMX TEXHOJOTri. Ha eTani
nonepenHbLOr0 BUKOHAHHSA BUKOPUCTOBYOTLCSA Taki TexHosorii: CkaHep UEFI
(Unified Extensible Firmware Interface), 3aXUCT BiJ, Mepe)xeBux aTak, penyTauia n
Keww, BbynoBaHa MicoOYHMLSA, POAOBI BUABNEHHS. PiBeHb Execution (BUKOHAHHS)
Ma€ TaKi TEXHONOrII, K 3aXUCT Bif eKCNIOWNTIB, 3aXWUCT Big nporpam-
BMMaraydis, PO3LLIMPEHNI CKaHep NaM’aTi i CKaHep cueHapiiB Script Scanner
(AMSI). Ha piBHi Post-execution ([1icq1 BUKOHaHHSA) BUKOPUCTOBYIOTLCA TaKi
TEXHONOrIi: 3aXUCT Big HOTHETIB, XMapHa CUCTEMA 3aXUCTY Bif LIKiAANBOroO
nporpamHoro 3abesneyeHHs 1 nicoyHnusd. Llen baratodyHKUiOHaNbHUI Habip
OCHOBHMX TEXHOJI0Ti 3abe3neyye HenepeBepPLUEHN PiBEHb 3aXUCTY.

OpraHizauii 6inblworo po3Mipy 3a3Bnyai MalThb AeKifbKa BigAinie, i Bam
NoTpibHO HanalwTyBaTK Pi3HIi NapaMeTpu 3axX1CTy A5 KOXKHOI OpraHi3aLinHoi
OAMHULI. ESET Cloud Office Security Ja€ 3MOry BUKOPUCTOBYBATU NapamMeTpu
3aXMCTY Ha OCHOBI MONITUK, AKi MOXXHa NPU3HAYMTN BUOPAHUM KNiEHTaM,
KOopucTyBayaM, rpynam komaHau abo cantam SharePoint. KOXXHY NOSITUKY
MO>XHa HaflalTyBaTuW BiANOBIAHO A0 Bawunx noTpeb.

MepeBipTe 06’'€KTV B KapaHTWHI 1 BUKOHaNTe NOTPIbHY Aito (3aBaHTaxunTw,
Buganntun abo posbnokysaTtu). Ll yHKUis 3abe3neyye npocTe KepyBaHHSA
€/IeKTPOHHMMM NNCTaMU, BKIALEHHAMU, @ TaKoX hansamu 3 Exchange Online /
OneDrive / Fpyn KOMaHAW / CaiTiB SharePoint, fKi 6y NOMiLLEHi B KapaHTUH
ESET Cloud Office Security. icns 3aBaHTa)KeHHs 00'€EKTIB, AKi € B KApPaHTUHI, iX
MO>XHa MpoaHani3yBaTh CTOPOHHIMK iIHCTPyMeHTaMu (3a noTpebn), wob
BM3HAYUTUCA 3 NOTPIOHOI0 Ai€to.
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MaHenb iHCTPYMeHTIB MepernsHbTe CTUCAI BiGOMOCTI Npo onepauii 6e3nekn B Microsoft 365. Ha

3i CTAaTUCTUKOIO
BUABSIEHUX 00'EKTIB

BusasneHi 06’ektn 3
napameTpamm
dinbTpaLil

KopucTtyBaui

3BiTHICTb i 3aXUCT Ha
OCHOBI MALLUNHHOIO
HaBYaHHSA

KOXXHin Orns4oBin BKNagUi naHeni iHCTpyMeHTIB (Exchange Online / OneDrive /
pynu KoMaHam / CanTu SharePoint) BiLobparkaeTbCs BaXkmBa iHhopMauia. Ha
ornsnosiv Bknaaui "Kopnctyeay" BigobparkaeTbCs KiNbKIiCTb KIEHTIB i AaHi
NP0 BUKOPUCTAHHS NiILEH3IN, @ TaKOX CTaTUCTUKA A1 KOXKHOIO KJi€EHTa —
KiNIbKIiCTb KOPUCTYBaYiB, HaNaKTUBHILLI 0fep>XyBadi crnamy/giliMHroBux
nporpam/WKigavMBoro nporpaMHoro 3abesnevyeHHs, Hannigo3piniwi o6nikoBi
3anuncy OneDrive, HANNIQO3PiNiWI rPyNn KOMaHAW i CanTu SharePoint. MoXXHa
BMOPaTK NPOMIXKOK Yacy N KNi€HTa Ons Bigobpa)keHHs CTaTUCTUKMN.
[l0AaTKOBI CTaTUCTWUYHI AaHi i giarpamu npo 06’€KTN BUABNEHHS
BigobparkaloTbCA Ha OrNa40BMX BKAaAKax Exchange Online, OneDrive, "I'pynu
KoMaHAaw i CanTu SharePoint. Lle CTaTUCTUYHI OaHi, TaKi K KiNIbKiCTb
BiICKQHOBAHUX €NIeKTPOHHMX NUCTIB i halniB, @ TaKOX KiJIbKiCTb BUSBNEHUX
€NeKTPOHHUX JINCTIB 3i CNamMoM/(ilLMHIOBMMI NPOrpamMamm/LLKigIMBUMIN
nporpamamu. Ha unx piarpamax Binobpa)kaeTbCs Tpadik ANa KOXKHOro Tmna
BMABMIEHHSA (CNam, WKigamei nporpaMun n QilMHIOBI Nporpamu).

Lis pyHKUis MiCTUTB yCi 3anucu nNpo BuaBJeHi 06’'ekTn. 30KpeMa, Le XypHanu
L7191 KOXXKHOr0 06’€KTa, BUABNEHOr0 CNY>XO0K0 CKaHyBaHHA eleKTPOHHOI
nowTwn (Ha BKNaaLi Exchange Online), @ TakoX Cny>6010 CKaHyBaHHA (annis
(Ha Bknagui OneDrive / 'pynu komaHaw / CanTu SharePoint). Lle nae 3mory
iNnbTpyBaTW 1 3HAXOAMTY NOTPIOHI 06'€EKTN, BUKOPUCTOBYHOYY LOOATKOBY
IH(hbOopMaL,ito NP0 KOHKPETHEe CKaHyBaHHA (Hanpuknag, iM’'s 3arposun, xeLwl
thanny ToLO).

ESET Cloud Office Security nepeayciMm 3axuLiae 061ikoBmin 3anmc KOpUcTyBaya.
Ha Bknagaui "BigomocTi" ans KopucTyBaya BifaobpaxaeTbCa KOPUCHA
iH(hbopMaLisi Npo HbOro, 30KpemMa CTUCI BiAOMOCTI, NapamMeTpu, BU3HAYEHI
NONITUKaMK, CANCOK NOJIITUK, MPU3HAYEHNX KOPUCTYBaYY, | BUABNEHI 06'€KTK
LN8 Exchange Online i OneDrive. LI (hyHKLiS CTaHe B NpuroAi, Koav noTpibHo
oTpUMaTV OOKNALHI BiLOMOCTi NPO 06'€KTN, BUABNEHI AN MEBHOIr0
KopucTyBada. OKpiM TOro, MoXXHa BMbpaTy KOpUCTyBaYiB 415 3aXUCTY.
KopucTyBadi po3nogineHi Ha rpynn. Ko)xHa rpyna € KJieHTOM Microsoft 365 i3
noro kopuctyeadamu. LLlob nonerwmnTin NowyK NeBHOro KOpMUCTyBaya B rpyni,
MO>XHa 3aCTOCyBaTU (PiSIbTPALII0 3 MHOXXUHHUM KPUTEPIEM.

YOoCKOHaNeHe MallMHHE HaBYaHHS Ternep 3aCTOCOBYETHLCA B A4PI BUABIEHHS
4N NiABULLLEHHA PiIBHA 3aXUCTY, WO MOKPALLYE BUABIEHHS HA OCHOBI
MaLUMHHOIro HaBYaHHA. [isHanTecs bifbLue Npo Len TUN 3aXUCTy B r10capil.
Mo>XHa HanalwTyBaTuW PIBHI 3BITHOCTI ANSA TakMx KaTeropin: "LUkiannee
nporpamHe 3abesnevyeHHs", "MoTeHUiINHO HebaxxaHi nporpamun”, "MoTeHLiNHO
nigo3pini nporpamun" n "MoTeHUinHO Hebe3neYHi nporpamun”.
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CTaTUCTWYHI 3BiTM Ta OTpMMYINTE CTAaTUCTWUYHI AaHi LWOAO 3aXMCTy rpyn Exchange Online, OneDrive i

3BiTW NPO MOLITOBUI
KapaHTWH

KoMaHau n cantum

ESET LiveGuard
Advanced

XypHan ayauTty

Google Workspace
(3axncT Gmail i
Google [11cK)

rpyn KOMaHAW, a TakoX CalTiB SharePoint €1€KTPOHHO NoLwwTOo abo
CTBOPIOVTE 1 3aBaHTa)XKyNTe 3BiTW 3@ NOTPIOHNI NPOMIXKOK Yacy. MoxHa
3aniaHyBaTW perynsipHe CTBOPEHHS 3BiTiB, fKi OyayTb HagCMAaTMUCA Ha
BKa3aHi agpecy eneKTPoHHOI nowTn. Ans opmaTy BMBOLY BMOepiTh PDF abo
CSV. 3BiTW MICTATb AaHi NPO KiNbKiCTb NepeBipeHNX eNeKTPOHHUX NNCTIB,
BMSBNIEHUX LLKIAAMBMX Nporpam, QilUMHroBMX NOCUNAHb | cnamy. 3BIiT Y
opmaTi PDF MiCTUTb TakoX rpagivyHe nofaHHa gaHux. FpadivyHe NofaHHSA €
ANS KOXXHOI KaTeropii aHux (nepesipeHi eNeKTPOHHI INCTn, Tpagik
LIKiAIMBOro NporpaMHoro 3abesnedyeHHs, Tpadik QiliMHIOBOI aKTUBHOCTI 1
Tpadik cnamy). Y 3BiTi € TaKOXX OKpeMa CTaTUCTMKA LLOA0 OCHOBHUX
04epXXyBayiB KOXHOI KaTeropii (LWKianvee nporpamHe 3abesneyeHHs,
(ilumMHroBi NocMNaHHA  cnam). [LoCTYMHO Kifibka NapamMeTpiB CTBOPEHHS
3BiTiB. OKpIM TOr0, MOXXHa OTPUMYBATW 3BiTW MNPO NOLUTOBUN KapaHTUH —
CMUCOK eNIeKTPOHHWX JINCTIB, MepeHeceHnX A0 KapaHTuHy. Ogep)xysadis
TaKux 3BiTiB MOXXHa BMOpaTK. 3BiT NPO NOLITOBUMA KapPaHTUH HAACUNAETHLCA Y
BU3HAYeHi OHi | BKa3aHWI Yac, ajie TiNlbKN 33 HAassBHOCTi HOBUX 00'EKTIB,
BKJIIOYEHUX [0 3BITY.

ESET Cloud Office Security 3abe3nevye 3axucT ans rpyn komaHau abo canTis
SharePoint. Lle aa€ 3mory 3abe3ne4nTu 3axXucT i 4NA pileHb CninbHOi poboTu
Microsoft 365, af)Ke 3aXUCT SharePoint i Ffpyny KOMaHAW pobuTb MOXIMBUM
6e3neyHnin 0bMiH hannamm. AKLLO BN BUKOPUCTOBYETE ESET Cloud Office
Security, TO AJ19 KOPUCTYBaHHA KOMaH4aMun Ta canTaMum BaM MOXe
3HapobuTnCA We pa3 HagaTy CBOIO 3rody.

[lofaTKOBWIA PiBEHb 3aXUCTY Bif YAOCKOHANEHMX 3arpo3 Hy/bOBOr0 AHA. ESET
LiveGuard Advanced — Lie XMapHe pilleHHs Ha OCHOBI i30/1bOBAHOIO
NporpamMHoOro cepefoBuLLa, Ae HagicnaHi hansv aHani3yTbCs 3rigHo 3
pe3yfibTaTaMy BUKOHAHHA NiJ03PiSsIoro Koy B i30/1lb0BaHOMY CepefloBULLi Ta
OLLIHKO0 TXHbOI NoBefdiHKW. ESET Cloud Office Security HaAcKaa€ Nigo3pini
MOLWITOBI BKJIAAEHHA N hanan 3 Exchange Online, OneDrive, FPYyN KOMaHAMW i
CaunTiB SharePoint y ESET LiveGuard Advanced 415 aHani3y. YBIMKHITb i
HanawTynTe PYHKLUiIO ESET LiveGuard Advanced 3@ LOMOMOrOK MONITUK.
Pe3ynbTaTu aHanisy BigobpaxkatoTbCs B po34iNi XKypHav CKaHYBaHHS.

XypHan ayanTy [a€ 3MOry agMiHICTpaToOpy aHanisysaTu Lii, BUKOHaHI B
nporpami ESET Cloud Office Security. LIt (pyHKLISA MOXXe CTaTu B NpUrogi,
0c06/1MBO SIKLLO Y BAC € Kilbka KOPUCTYBa4iB KOHCOI ESET Cloud Office Security.
3anucuy XypHany ayauTy 3acBifyy0Tb BUKOHaHI AiT i NOKa3yoTb
NOCNIAOBHICTb IXHbOr0 BUKOHAHHSA. Y XXypHasax ayanTy 3bepiraetbcs
iHpopMauis Npo neBHy onepauito abo noaito. XXypHanu ayanTy CTBOPKOIOTLCA
LLlopa3y, KON CTBOPHOETLCA abo 3MiHIOETLCS 06'€KT ESET Cloud Office Security
(Nyn niLeH3in, KopucTyBay, NONITUKA, 3BT, €IeMEHT KapaHTUHY, Hanpuknaa
BKJ1AEeHHSA).

ESET Cloud Office Security po3LUMPIOE Chepy 3aCTOCYBaHHSA HaLLMX CyxXO
Be3nekun: Tenep BOHW CTaHyTb y NPUrOAI ANSA MPOBIAHMX MOCTaYaNbHUKIB
XMapHUX MoCayr efeKTPOHHOI MOWTN — Google Workspace. 3aBASKN BCiM
CBOIM (PYHKLiAM ESET Cloud Office Security 3abe3ne4yye KOMMAEKCHUI 3aXncT
KOPWUCTYBa4iB Gmail i Google [Inck. BiH 3axuLLiae KOPUCTyBayiB Google
Workspace Bifj LUKiANMBOr0 NporpamMmHoro 3abesneyeHHs, QilivHry i cnamy.

HoBi yHKLIil Ta MOXXNBOCTI

BiZoMOoCTi Npo HOBI (hYHKLLT 1 YAOCKOHANIEHHS, peasii3oBaHi B KOXHil BepCil ESET Cloud Office Security:



/N TNopTtan Bepcii 353 sunyuwieHo 23 nuctonaga 2023 poky

* logaHo iHTerpauito 3 Google Workspace.
* HaBiratop NpoAyKTY AAS WBUAKOro A4OCTYNY A0 ESET Business Account (BifblLe KOHCONEN
3'9BNATLCSA B HAWOAVKYi Micsui).
* |HLWIi BUNpPaBAEHHS NOMWUJIOK | BHYTPILLHI NOKPALLEHHS.
/N TNopTan Bepcii 342.3 sunywieHo 24 »oBTHA 2023

 [logaHo BepudikaLito 061iKoBOro 3anncy agMiHicTpaTopa Google Workspace.
» [lofaHo CTOBNYMK TUNY KopuncTyBay.
* |HLWi BUMNpPaBAEHHS NOMWUJIOK | BHYTPILLHI NOKPALLEHHS.

/N NopTtan Bepcii 311.2 sunyweHo 31 nunHsa 2023 poky

* [lonaHo Google Workspace (3aXMcT Gmail i Google JUCK): [OCTYyN A0 NornepeaHboro neperasiy
yHKLIM y MeHIo "LUBnAaKi nocmnaHHS".
* [logaHo TeMy TEMHUIN PEXUM.
 [logaHo HaBiraTop NPOAYKTY A1 KOPUCTYBAYiB 3aB4aCcHOro JoCTyny ESET HUB.
* [HWIi BUNpaBAIEHHSA NOMWJIOK | BHYTPILIHI NOKPaLLEHHS.
/N NopTtan Bepcii 293.7 sunyweHo 13 nunHsa 2023 poky

 [100aHO 3B'A30K KJIEHTIB i3 MicusAiMM ESET Business Account (EBA). LIt 3MiHa noTpibHa ana
CYMICHOCTI 3 ManbyTHIM NOpTasioM KNi€HTIB ESET PROTECT HUB, e 6inblwe He 6yayTb
BMKOPUCTOBYBATUCHA ESET MSP Administrator (EMA) i ESET Business Account (EBA). Lle BNJIMBa€ nnLe Ha
KiJIbKOX 3aMOBHWUKIB, Ki BUKOPUCTOBYIOTb JNiLLeH3il 3 KiIbKOX MiCLb 411 3aXUCTY O4HOr0 KJliEHTa. Y
LUbOoMy pa3i BaM byae 3anponoHOBAHO MOB'A3aTN CBOIX KJIEHTIB i3 MiCLsSMM EBA.
* [HWIi He3Ha4Hi NoKpaLLEeHHS N BUMNPaBJIEHHS MOMUJIOK.

/\. DHopTtan Bepcii 251.1 BunyuwieHo 21 6epesHs 2023 poky

* Y 0CKOHANIeHHA BiAKJIAAEHOr0 3aBaHTa)KEeHHA eKpaHiB, fKi Aal0Tb 3MOry NOKPALLUTY NigTPUMKY
KJIEHTIB i3 LecaTKaMmn TUCAY KOPUCTYBaYiB.
* 3MiHM B MaNCTpi 40AaBaHHA KJIEHTA.
* OHOBJIEHO CTOPIHKY "lpo Nporpamy".
* OHOBJIEHO JOKYMEHT "YMOBW BUKOPUCTAHHSA i NONITUKA KOH(IAeHUINHOCTI" (OBMe)xeHHs 1
noniTuka 3bepexxeHHa aaHuXx).

/N TNopTtan Bepcii 205 sunyweHo 9 nuctonaga 2022 poky

* Mig Yac nepLLoro BXoay B KOHCONb ESET Cloud Office Security Bigobpa)kaTumeTbCs BikHO "HOBI
(OyHKUiT Ta MOXNBOCTI".
* MOXMBICTb EKCNOPTYBATWN XYPHAIVM CKaHYBaHHA i )KypHaa ayanTy y ann CSv.
 [logaHo HOBUI NapaMeTp Nif Yac ob6’eAHaHHA NOJITYK 3i CNINCKaMK Ta €IEKTPOHHUMUN NUCTaMun
CMOBiLLEHb.

/N NopTtan Bepcii 180.2 sunyweHo 27 nunHsa 2022 poky

* HoBa (pyHKUia XKypHany ayanTy.
* Po3nin "XKypHanu" 3amiHeHO po3aifiom "XKypHanu CKaHyBaHHSA".
/\. MopTan Bepcii 156.2 BunyLieHo 26 kBiTHA 2022 poky

* Dynamic Threat Defense neperiMeHOBaHO Ha ESET LiveGuard Advanced.

* HagcunaHHS 3pas3kiB MOMUIKOBOIo CNpaLoBaHHSA / NOMUIKOBOr0 HEraTUBHOIO pe3ynbTaTy Oas
aHanisy.

* IMnopT/EKCnopT cnuckis "3aTBepaxeHi", "3abnokosaHi" Ta "IrHopoBaHi" B po3aini [1oniTuku.

* Ha naHeni iHCTpyMeHTiB Ha BkNaaui Ornsa Binobpa)kaeTbCs KiNlbKiCTb HE3AXULLEHMX
KOPUCTYyBauiB.

* BunpaBneHa NoMUKa, 4epes AKy CHOBiLLEeHHSA e/IEeKTPOHHOI MOLTOK NEPEHOCUINCA B
KapaHTWH.

/N TNopTtan Bepcii 140.6 sunyweHo 9 ntotoro 2022 poky




* MOXX/IMBICTb BUKOPMCTOBYBATM 3BiTU 3@ CXEMOIO white label (TiNbKKX 818 CRinbHOr0 6peHanHry
abo cneujianbHOro fIoroTUNY).

* [lapameTp, KU BM3Ha4va€ baxaHy MOBY CMOBILLEHb €NEKTPOHHOI MOLUTO (CMOBILLEHHS
BJIACHWKA MOLLUTOBOI CKPUHbKW).

* [lapameTp, AKUIN BM3Ha4Ya€ baxxaHy MOBY CrOBILLEHb e/1EKTPOHHOK MOLITOW A5 Y4aCHUKIB
KJIiEHTA.

* QiNbTPYBaTU €IEKTPOHHI INCTU 3@ IREHTUDIKaTOPOM MOBILOMNEHHS.

IHTerpauis

Mpouec iHTerpauii ESET Cloud Office Security 3 BallMM NOCTaYasIbHUKOM XMapHUX NOCAYT:

BUSINESS ACCOUNT
5
(es[El) CLOUD OFFICE SECURITY

MSP ADMINISTRATOR

" Choose company available in MSP Administrator
Go to your ESET Busines Account —> ’ - ; "
¥ to add tenant (settings will be applied accordingly)
g ( > Cloud Services Provider
g —
Enter License Key : If you accidentally dismiss the tenant setup popup
(in case of MSP, order license) 2 > ?:o[get?\reﬂszg?s;sﬁug?n als0 add a new tenant
o @
2 3 If MS365 is selected, you will be prompted to enter
g S i ) ﬂ * the tenant name or the fully qualified domain
On Dashboard, click 5 @ oo Click on the "ADD TENANT" button and you will be name. After clicking on the "ADD TENANT" button,
v “Activate" in the ECOS tile = v Y3~ Prompted to choose asite which your tenant will ° you will be redirected to Microsoft s login page
— & o be assigned to. 6 . where you have to log in with the administrator
3 3 account and grant required permissions.
SNE
o g
1. Accept Terms of Use g g /\5 At this step in the process, youcanselect
= 2. Select Data Center < = C] your Cloud service - Microsoft 365 or 2 / If Google Workspace is selected, you will have to click
5— 3. Click "Activate” button © 2 _J Google Workspace M L the provided link and install ECOS from the Google
° g Workspace marketplace to your GWS domain. Once
S 2 the app is installed, back in the ECOS dashboard, you

can click on "Provide Google Account & Add Tenant"

. . § — hich will prompt you to log into GWS with your
", " _J — Perform the necessary steps for wi
Q Click "Open"in the ECOS tile 8 verification and granting permissions admin account and accept required permissions.
oD At the next step, you will see the list of groups
s— and users where manual or auto-protection

— can be set up.

This concludes the setup process. Now
you can modify policy settings to match
specific requirements.

|
S

Cneuudikauii

JlOBiAKOBI TeXHIYHI cneymndikauii onsa ESET Cloud Office Security:
* Bumorwu

¢ MigTpUMyBaHi NaaHU Microsoft 365

e [ioTPMMYBaHi TapUdHi NJ1aHn Google Workspace




* [linTpumyBaHi Beb-bpay3epu

* OBbMexeHHs 1 NoniTrka 36epexxeHHs AaHnX

BuMmoru

LLlo6 ckopucTaTncs nepeBaramm cny>xbum ESET Cloud Office Security, ika 3abe3neyvye 3axucT Microsoft
365, HeobXigHO MaTW TaKi KOMMOHEHTW:

e [ioTPMMYBaHWA NJaH NiANUCKN Microsoft 365

* [locTyn agMiHicTpaTopa A0 Azure Active Directory (Azure AD)
* Azure Cloud Services: Exchange | OneDrive

* O6nikoBMI 3anncC Ha nNopTani ESET Business Account abo ESET MSP Administrator

NMiaTpuMmyBaHI NaaHMU Microsoft 365

Y ESET Cloud Office Security NiATPUMYIOTbCA BKa3aHi HUXYe njaHu Microsoft 365, Exchange Online |
OneDrive.

MnaHu Microsoft 365 pNnA NipNPUEMCTB:
* Microsoft 365 Apps for enterprise
* Microsoft 365 E3
* Microsoft 365 E5
* Microsoft 365 F3
* Office 365 E1
* Office 365 E3
* Office 365 E5
* Office 365 F3
MnaHm Microsoft 365 gna bisHecy:
* Microsoft 365 Business Basic
* Microsoft 365 Business Standard
* Microsoft 365 Business Premium
* Microsoft 365 Apps
MnaHu Microsoft 365 A1A 3aKnafiB OCBiTH:

* Microsoft 365 A3


https://eba.eset.com
https://msp.eset.com/

* Microsoft 365 A5
MnaHun Exchange Online:

* Exchange Online (Plan 1)

* Exchange Online (Plan 2)

* Microsoft 365 Business Standard
MNMnaHu OneDrive:

* OneDrive for Business (Plan 1)

* OneDrive for Business (Plan 2)

* Microsoft 365 Business Basic

* Microsoft 365 Business Standard

NMiaTpumyBaHi TapudHi NyaHM Google Workspace

ESET Cloud Office Security NiATPUMY€E HaBeAeHi HX4Ye TapudHi NnaHn Google Workspace.
¢ Business Starter
* Business Standard
* Business Plus

* Enterprise

NMinTpumyBaHi Beb-Opay3epm

LLlo6 nokpalwmnTy B3aEMOAit0 3 ESET Cloud Office Security, pPEKOMEHAYEMO PEryssipHO OHOBOBATH
Beb-bpay3epn.

KoHcos1b ESET Cloud Office Security MOXKHa BUKOPUCTOBYBaTK B Taknx Beb-bpaysepax:
* Mozilla Firefox 69 i HOBILLVX BEPCin
* Microsoft Edge 44 1 HOBILLNX BEPCIN
* Google Chrome 77 i HOBILLMX BepPCin
* Opera 63 1 HOBILLMX BepCin

* Safari 13.x i HOBILLMX BepCin

Microsoft Internet Explorer He NiATPUMYETHCS.




ObOMe)XeHHs U noniTUKa 30epe’keHHA AaHuX

3a neBHMX yMOB € 06MexxeHH$ ESET Cloud Office Security, AKi 4il0Tb 419 CKaHyBaHHA. Hx4ve nepeniyeHi
BUNAOKW, KOJIN (Paifl BUKNIOYAETLCA 3i CKAHYBaHHSA 1 3'ABASETLCA Yy PO34ini XKypHanu ckaHyBaHHA 3i
cTtaTycom He nepesipeHo:

* Po3mip thanny nepesuitye 200 Mb
* CKaHyBaHHA 3aiMa€ OBLUE 2 XBU/IVMH | 3aBEPLUYETLCS 3@ TaM-ayToOM (MUHYB YacC O4iKyBaHHS).
» ®ann apxisy 3 rnmbuHoto 10 abo binblie piBHiB (Tak 3BaHi "dannosi bombu" abo "zIP-6ombun")
* ApxiBHUI hann 3axXnLLLEHO NaposieM
* MowKoaXeHUn ann
OOMe)xeHHA KapaHTUHY (Nif Yac po36soKyBaHHA 06'€KTIB y KapaHTUHI):
* 15 Mb on19 04HOr0 NOLTOBOIr0 BKAAAEHHSA

* 150 Mb N9 BCbOr0 €1eKTPOHHOI0 INCTa (BKAOYHO 3 BKIAAEHHAMMN)

MNoniTuka 36epe>XeHHA AaHUX:

006’ekT Mepiop, KomMeHTap
3bepexeHHsA

06'eKTN B KapaHTUHI 30 aHi 06’ekTn, cTapiwi 3a 30 geHb, BUAANATUMYTbCS
0CTaTO4HO.

BusBneHi 06'ekTu 90 aHi 3anucwy, cTapiwi 3a 90 gHiB, BUOANATUMYTbCS
0CTaTO4HO.

3anucm xypHanis 90 aHi 3anucn, ctapiwi 3a 90 gHiB, BUOANATUMYTbCS

CKaHyBaHHSA 0CTaTOYHO.

3anucuy XypHanis 3 OHi SIKLLO Y BacC € noniTuka "PeecTpyBaTu BCi 06'ekTN",

CKaHyBaHHSA 3 pe3ynbTaToM pe3ynbTaTh CKaHyBaHHS 3i CTaTycoMm "O4uLleHo",

"OymeHo" CTapiwi 3a 3 OHi, BUAANATUMYTbCA OCTAaTO4HO.

Pe3epBHe KonitoBaHHA 6a3nm 90 gHi Pe3epBHi Konil, cTapiwi 3a 90 gHis,

JaHunx ESET Cloud Office BUAANATUMYTbCA OCTAaTOYHO.

Security

XypHanu ayouTy 90 aHi 3anucwy, cTapiwi 3a 90 gHiB, BUOANATUMYTbCS
0CTaTO4HO.

XypHanu CTaTUCTUKIK 90 aHi 3anucw, ctapiwi 3a 90 gHiB, BUOANATUMYTbCS

nporpam 0CTaTO4HO.

KnieHTa BupaneHo 3 KoHconi ESET Cloud Office Security

AKLLLO BMAJINTI KNIEHTA 3 KOHCONI ESET Cloud Office Security, nepio 36epe)XeHHs Noro gaHux
cknafatume 30 gHiB (Yepes 30 AHIB faHi KApaHTWHY, XYPHaniB CKaHyBaHHA Ta CTaTUCTUKK byne
BMAaNeHo). AKLo npoTarom uux 30 AHIB 4O4aTW BUAANIEHOrO KNiEHTA, YCi AaHi byae BigHOBMEHO.
[HWi 06'€KTW (KNIEHTW, KOPUCTYBAYi, FPYNK, MiCLS, 3BiTW, NONITUKM) OCTAaTOYHO BMAANSAIOTHCA Yepes
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90 gHi..
ESET Cloud Office Security ;€aKTUBOBaAHO B ESET Business Account @200 ESET MSP Administrator

AKWoO fgeakTuByBaTy ESET Cloud Office Security y ESET Business Account abo ESET MSP Administrator, Liel
npoLuec TakoXX BUYYUTb KIIEHTIB i3 ESET Cloud Office Security. BuoaneHHs ESET Cloud Office Security €
OCTATOYHUM; BUAANIEHI AaHi HE NigNAraloTb BiAHOBIEHHIO.

CKaHyBaHHA Ha HaABHICTb cnaMmy:

ESET Cloud Office Security CKAHY€ eIeKTPOHHI INCTH, Wwo 36epiratoTbCA B MOWTOBMX CKPUHbKAX, Ha
HasABHICTb cnamy. ToMy ESET Cloud Office Security He MOXXe 3anobirTm HaACUAaHHIO KOPUCTYBaYeM
CnaMy Ha 30BHILLHIO eIeKTPOHHY agpecy. Y MasoMOBIpHOMY CLIeHapil cnaMep MoXXe CKopucTaTucs
BUKpaAeHUMN 061iKOBUMK AaHUMK KOpMCTyBaYa Office 365 419 pO3CUAaHHA MaCOBMX CNaM-
NnoBigOMEHb (BMXiOHUIA NOLWTOBUI Tpadik).

JliueH3yBaHHA pnA ESET Cloud Office Security

KepyBaHH$ niueH3isMun ESET Cloud Office Security 4epe3 ESET Business Account abo ESET MSP Administrator.
CnpobywnTe ESET Cloud Office Security 3 30-AeHHOK NMPoBHO JiLLEH3IEN.

* [H(hopMaLito 3i CTBOPEHHS 061iIKOBOIro 3anucy, AoAaBaHHS NileH3ii abo kepyBaHHS HEO AMB. B
po34ini ESET Business Account.

e InB. ESET MSP Administrator, SIKLLLO BU MSP.

ESET Business Account i ESET MSP Administrator (00n1ikoBu# 3anuc riopuwgHoro
niueH3yBaHHSA)

AKLLO B ESET MSP Administrator i ESET Business Account 3apeeCcTpoBaHO O4HY afpecy efleKTPOHHOI MoLWTH
(EOVHMI BXiA), MOXHA NepekMoY4aTUCA MK NofaHHAMM ESET Business Account i ESET MSP Administrator.
3axmuCTiTb KOPUCTYBaYiB abo KoOMNaHii B po3aini KepyBaHHs NiLeH3iet0 A1 ESET Cloud Office Security.

Minbroeun nepiop nicnsa 3aBepLueHHA TepMiHy Aii niueHsii B ESET Business Account

Konn TepMiH Aii niueHsii gobirae oo KiHus, B iHTepdenci ESET Business Account Biflobpa>kaeTbCs
nonepeaXeHHs. AKLWo AaTa 3aKiHYeHHS TEPMiHY Ail MMHYNa i BU HE MOHOBWM JiLeH3ito abo He
aKTMBYBaN HOBY, B ESET Business Account BigobpaxaTumeTbCa nonepeaxeHHs npo 3aBepLUeHHS
TepMiHy Aii niueH3sii. AKLWo JincHa niLeHsia BiaCyTHS, Y ESET Business Account BifobpaxaTumeTbca
CMOBILLEHHS MpPo Te, WO TepMiH Aii niLeH3ii 3aBepLluyeTbcs Yepes 14 aHiB. Bu Takox oTpumaeTe
€NeKTPOHHWI NNCT Ha agpecy, yKkasaHy B 061ikoBoMy 3anuci agmiHicTpaTopa.

Y Bac 6yge 14-neHHWI NinbroBuin nepiod, Wwob oHOBUTK NiLEH3I0 NicNa 3aBepLUeHHs i aii. Konn MuHe
NOJIOBMHA NiNIbFrOBOro Nepiofy, B OTPUMAETE CNOBILLEHHS B ESET Business Account i Ha €N1€KTPOHHY
nowTy. Yepes 14 OHiB Balle KOPUCTYBaHHSA ESET Cloud Office Security 6yae npusynuHeHo. Obnikosuii
3annc CTaHe HegoCTYNHUM i HepoboymMm. Mpn3ynuHeHnin 0bnikoBmin 3anuc ESET Cloud Office Security
3bepiraTumMeTbCA. AKLLO A0AaTU HOBY NiLleH3ito ESET Cloud Office Security y ESET Business Account, BiH
3HOBY CTaHe gocTynHuM. 06nikoBuin 3anunc ESET Cloud Office Security MOXXe ByTu B NpU3ynuHeHoOMy
cTaHi o 30 gHi.. Micna 3aBepLUEHHA LbOro nepiogy noro 6yge oCcTaTo4yHO BUAANEHO.

AKLLL0 061iKOBMIA 3aMMC NEPENLLOB Y CTaH NPU3YMNUHEHHS, B OTPUMAETE CMOBILLEHHS B ESET Business
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Account i @1eKTPOHHOI0 NOLWTO 3a 14 AaHiB 0 BUAganeHHsa obnikosoro 3anucy. LLLo6 BigHOBUTK
[ocTyn o 06nikoBoro 3anucy ESET Cloud Office Security, NOTPIOHO aKTUBYBaTW HOBY JiLL€H3it0 ESET
Cloud Office Security.

Y NiNbrosui Nepioa KOpUCTyBaYi 3an1LWA0TbCA NMOBHICTIO 3axuLeHnMu. Ticna 3aBepLleHHs
NiNbroBOro nepioay KOpUCTyBadi CTaHYTb HE3aXULLEHUMN.

MpusynuHeHa niuyeHsis

AKLLO B ESET Cloud Office Security HEMa€ AiNCHOT NiLeH3ii ESET Business Account, Balll eK3eMnasp ESET
Cloud Office Security 6yae npu3ynuHeHo. Ek3emMnnsp cTaHe HeQoCTynHWUIA | Hepoboynin. Ek3emnnsp ESET
Cloud Office Security MO)xe 6yTn B Npu3ynunHeHoMy cTaHi Ao 30 gHis. icna 3aBepLleHHS LbOro nepiogy
noro 6yne octatoyHo BuaaneHo. LLob BigHOBUTM OocTyn o ek3emnasapa ESET Cloud Office Security,
NoTPibHO aKTUBYBATW HOBY AIMCHY NiLeH3ito ESET Cloud Office Security.

ESET Business Account

ESET Business Account NpaLto€e K YHi(hikoBaHa TOYKa AOCTYNy ANs ESET Business Account i ESET Cloud
Office Security. N5 AocTyny A0 ESET Cloud Office Security BAKOPUCTOBYWTE CTOPiIHKY BX0OAY ESET Business
Account abo ESET Cloud Office Security. Ha 060x cTopiHkax noTpibHo byae BUKOHATK aBTEHTUiKaUito
ESET Business Account 019 NepeBipKn i4eHTUYHOCTI.

* CTBOPITHL HOBUIA 061IKOBMIA 3aMKC, SKLLO Y BaC HEMAE 3apeeCcTpoBaHoro 06aikoBoro 3anucy B
ESET Business Account.

* AKLLO y Bac € 061ikoBMI 3anunc ESET Business Account, f0aNTe JiLleH3it0 ESET Cloud Office
Security.

* KepyBaTu ESET Business Account.

CTBOpEeHHs HOBOro o0nikoBoro 3anucy ESET
Business Account

1. BipkpunTe CTOPiHKY BXOAY B ESET Business Account | KNauHiTb 3apeecTpyBaTUCA
6e3KOLITOBHO. YBa)KHO 3aM0BHITb PEECTPaLiiHy hopMy. YBeleHa agpeca eNeKTPOHHOI NOWTH
Oyne BUKOPMUCTOBYBATUCS ANS BXOAY.

2. Maposib Ma€ MiCTUTK He MeHWwe 10 cnmBoNiB. 3anoBHITL Nona IM’a 1 JaHi KOMNaHii N KNauHITb
MpoaoBXuTn. O3HaNOMTECH i3 JOKYMEHTOM YMOBM BMKOPUCTAHHA ESET i NiaTBEpAbTE CBOIO
3rofly 3 BUKJIaleHUMUN yMOBaMU. 3anoBHITb (opMy reCAPTCHA N KNlaLHITb 3apeecTpyBaTUCA.

3. Ticnga ycniwHoi peecTpaLii BU MaeTe OTPMMATLN eNeKTPOHHUI UCT i3 iT NiATBEPOXKEHHAM (Ha Le
MoXXe 3HagobuTuca go 15 xeuanH). KnayHiTb NOCUNAHHSA B €NeKTPOHHOMY JINCTI 3
niaTBEPAXKEHHAM, W06 BiAKPUTU HOBE BiKHO AKTMBYBaTH 00N1iKOBMM 3anuc.

4.YBepiTb Maposib i KNaLHITb AKTUBYBATM 119 aKTUBaLii ESET Business Account. Bu oTpuMaeTe Lwe
OOVH eNIeKTPOHHMI JIUCT i3 NiATBEePOXEHHAM CTBOPEeHHS 06/1ikoBOro 3anucy ESET Business Account.
Tenep BM MOXeTe BBINTMW Yy CBiN ESET Business Account.
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Micna akTuBauii ESET Business Account 04aNTe JiLeH3it0 ESET Cloud Office Security.

DopaBaHHA niueHsil ESET Cloud Office Security B
ESET Business Account

Micnsa ycniwHoro BxoAy A0 ESET Business Account BiJoOpa3nTbCs eKpaH NpuMBiTaHHA ESET Business
Account, SIKLLO BY BrnepLue NOro BUKOPUCTOBYETE.

1. KnauHiTe lopaTth niueHsito, Wwob BigKpUTM BIKHO NiLeH3iNn. AKLWO BM — NOCTINHNA KOPUCTYBau
ESET Business Account, BiIKpunTe BKNaAKy JlineHsia i KnauHiTe JlopaTu niuexsilo.

No licenses available. Select one of the following options to add a license:

Enter license key Open online store

If you already have a license, enter your
license key to add a license to your Business
Account.

Buy a license online and enter your license key
to Business Account in a few minutes.

2.YBeqiTb NiLeH3iMHUKA KNI | KIauHiTh JlopaTu nineHsito.

Add License

The License Key is in the confirmation email you received after buying it
online. If you bought it in a store you can find the key on the license card.

License key

3. By oTpuMaeTe eneKTPOHHWUIA NINCT i3 NOCUNAHHAM Ans NigTBepAXXeHHSA. KnauHiTe NOCUNaHHA 1
yBeAiTb 06/1iKOBI AaHi nopTany ESET Business Account Yy BiAnNoBiAb Ha 3anuT. [JoAaTKOBY
iHbopMaLLito MPO KepyBaHHSA NiLEH3IED, KOPUCTYBaYaMm i MiCLAMI ANB. B MOCIOHUKY ESET Business
Account .

13


https://eba.eset.com
https://help.eset.com/eba/uk-UA/index.html
https://help.eset.com/eba/uk-UA/index.html

KepyBaTu ESET Business Account

MowwnpeHi Aii, NoB’A3aHi 3 NiLeH3yBaHHAM:
Micus 1 nyn niueHsin

JliueHsii 1 nynun niueHsin 3aBaHTaXyTbCA 3 ESET Business Account. [1yJ11 NiLLEH3IA AOCTYMHI, TiNbKK
AKLLO Y BaC € HasABHi MicLisl B ESET Business Account.

CTBOpEeHHSA HOBOro KopuctyBayda B ESET Business Account
Mo>XXHa CTBOPUTY KOPUCTYBa4a, AKUIA [ONOMOXe KepyBaTy YaCTUHOIO BaLUUX JiLIEH3iN.

1. Biakpuinte ESET Business Account i BAKOHaWTe BXif.

2. BubepiTb KepyBaHHs KOpuCcTyBauyaMu, KiauHiTb HoBMA KOpUCTYBaY i BBeAiTb NOTPibHY
iH(hopMaL,ito.

3. BubepiTb npaBa mocTyny 10 ESET Cloud Office Security 1715 KOPUCTYBaYa:

* YutaHHA: KOPUCTYBay4 Ma€ AOCTYN A0 ESET Cloud Office Security, 30KpeMa MOXe nepernsgatu
KOPWCTYBauiB, XXypHaau 1 BUSBJIEHI 00'€KTK, MpoTe He MOXe KepyBaTu NONITUKOK, 3aXULLaTh
KOpnCTyBayiB abo po3610KOBYBaATM iX i3 KAPAHTUMHY.

* 3anuc: KopuCcTyBay Ma€ NOBHWUIA [OCTYN A0 ESET Cloud Office Security, MOXXe nepernagaTtu 1
BMKOHYBaTW OnepaLiii KepyBaHHA BiAHOCHO KOPUCTYBaYiB i KapaHTMHY abo CTBOpOBaTH
NONITUKY.

* be3 pocTyny: y KOpMCTyBa4ya HeMa€e LOCTYNy A0 ESET Cloud Office Security.
4. 3afianTe MOBY B HanawTyBaHHAX KOPUCTYBa4va 415 KOHCOJi ESET Cloud Office Security.
5. KnauHiTb CTBOPUTH, LLOO CTBOPUTM KOPUCTYBaYa.
CTBOpEeHHSA HOBOro Micus B ESET Business Account

Micus 0o3BONSAOTL Po34innTn abo 06’egHaTK NiLeH3ii B nyan niueHsin. Micua — ue okpemi rpynu, ki
MOXYTb MaTW BJlaCHe pO3TallyBaHHA N agMiHICTpaTOpIB.

1. BiokpuinTe ESET Business Account i BAKOHaWTe BXif,.

2. Bubepitb BipoMocTi, knauHiTb CTBOPUTHU CAMT i BBEAIiTb NOTPIOHI ocobucTi gaHi.
3. KnauHiTb lomatn KopMucTyBaua, BmbepiTb KOpUCTyBava N KnauHiTe NMigTBEpANTH.

4.Y nyni nigeHsin knauHiTe JlopaTtn podoui oamHuui 11 BUbepiTh NiLeHsito ESET Cloud Office
Security. MOXKHa 3MiHUTK 3Ha4YeHHs NapameTpa Poboyi cyboamHuui n knauHyTn MigTBepauTy.

5. KnauHiTe CTBOPUTH, LLOO CTBOPUTM CanT.
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ESET MSP Administrator

ESET MSP Administrator — Lje CCTeMa KepyBaHHS NiLleH3isMK, AKa Oa€ 3MOry KOPUCTyBavaMm
nocTavyasibHUKIB KEPOBaHMX NOCYr CTBOPIOBATY KiJIbKOX KIEHTIB MSP 1 reHepyBaTu CcrneundidHi
niLeH3sii 3 NeBHO KiNIbKICTI0 poboynx Micub. MNopTan niLeH3yBaHHA ESET MSP Administrator NigTPUMYE
LIHOYTBOPEHHSA 3a/1€XXHO Bif 06CAry NOCNyr i BUCTaBIEHHS PaXyHKIB 3aJIEXHO Bif TOYHOI KiJIbKOCTI
npuabaHnx OHiB ana poboymx micupb.

ESET Cloud Office Security 4OCTYNHUI Ons BCiX MSP Managers, MSPs i managed MSPs. KopucTysa4 ESET MSP
Administrator i3 MpaBoOM AOCTYMNY Ha 3anuc Mo)Xe akTUBYBaTW ESET Cloud Office Security. [10 ESET Cloud
Office Security MOXXYTb OTPUMATKN AOCTYN KOpVICTYBa‘-Ii 3 NpaBaMu Ha 3anuc, npaBaMn Ha YNTaHHA abo
HaCTPOKOBAHUMW NpaBamu.

* CTBOPEHHS HOBOr0 KJiEHTa MSP (Ans akTuBaLii KOHCONI ESET Cloud Office Security noTpibHa
agpeca eNleKTPOHHOI MOWTW KJiEHTA).

* AKTUBYINTE ESET Cloud Office Security 3 ESET MSP Administrator.

AKTUBYBAaTHM ESET Cloud Office Security

1. YBinAiTb B ESET Business Account @60 ESET MSP Administrator i 3HaWAiTe NANTKY ESET Cloud Office
Security Ha maHeni iIHCTPYMEHTIB.

2. KnauHiTb AKTMBYBaATH B NNPaBOMY BEPXHbOMY KyTi MAMTKM ESET Cloud Office Security.

ESET Cloud Office Security

Protect your Cffice 363 emails and OneDrive files against
spam, phishing and malware.

3.Y mancTpi akTuBaLii byae BifobparkaTnca NOCUIaHHA Ha LOKYMEHT YMOBU BUKOPUCTaHHSA ESET
Cloud Office Security, @ TaKOXX ONTMMaJibHE PO3TallyBaHHA LeHTpa 06pobkun faHMX 3a1eXHO Bif
BALLOr0 NOTOYHOrO po3TalyBaHHA. BnbepiTe MpuuMalo yMOBU BUKOPUCTAHHA N KJTAUHITb
AKTUBYBaTHU. He peKOMeHyEMO 3MiHIOBaTW pPO3TallyBaHHA LeHTpa 06pobkun aaHux. MpoTte
MO>XXHa BMOpaTH iHWe po3TallyBaHHA, SKLLO NOro NoTpibHO BUKOPUCTOBYBATHW.

LleHTpn 06pobkm faHMX € NOBHICTIO BigokpemaeHmuMu, Micna subopy po3TallyBaHHA LEHTPa
06p0obKMN gaHNX NOro HEMOXXINBO 3MiHUTK. OKpiIM TOro, LeHTp 06pobKM faHUX HE MOXKHa
nepeHecTu B iHWe po3TallyBaHHS. o6 3MiHUTK ueHTp 06pobkM faHmX, 3anyCTiTb NnpoLec
aKTuMBaUil cno4aTky.
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Mia Yyac neporo Bxoay B ESET Cloud Office Security Bifobpa3nTbCs MaMCTep 3anyckKy. Llen mancrep
[LOMOMOXKEe NOKPOKOBO BUKOHATM NPOLLEC MOYAaTKOBOIO PO3ropTaHHS.
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ESET Cloud Office Security

Activate ESET Cloud Office Security

Data center location

O e

Usa

Selecting a different more distant data center may affect the quality of
service, The data center location cannot be changed once ESET Cloud
Office Security is activated.

| agree to the Agreement

4.Y NANTU ESET Cloud Office Security KnauHiTb BigaKpWTK. [1aHes b IHCTPYMeHTIB ESET Cloud Office

Security BiAKPMBA€ETLCA B HOBIl BKNaAaLi bpay3epa.

ESET Cloud Office Security

1. JoganTe KAEHT (Microsoft 365 abo Google Workspace).




Welcome to ESET Cloud Office Security

Thank you for choosing ESET to protect your organization. ESET Cloud Office Security fits into our multilayer protection
portfolio of business products by securing your users' digital assets directly in the cloud and across multiple services.
Connect your first tenant to see how it can protect your company.

Add tenant

Unlock the full potential of ESET Cloud
Office Security by connecting tenants and
protecting them. To set up everything
correctly, we will guide you through a
simple step-by-step guide.

ADD TENANT

Skip

2. 3axXMCTUTV KOPUCTYBaYiB. AKLWo B BU6panu nyHKT MponycTuTh, BU 3MOXETE 3aXUCTUTH
KopucTyBada abo KoMnaHii Ni3Hiwe B po3aini KepysBaHHA NileH3ieto Ang ESET Cloud Office Security.

Tenant was added

Users were added to ESET Cloud Office Security. To finish the setup select users to protect.

PROTECT USERS Skip

NeakTuByBaTHu ESET Cloud Office Security

1. YBiNAiTb B ESET Business Account abo ESET MSP Administrator i 3HaWAiTb NANTKY ESET Cloud Office
Security Ha maHeni iIHCTPYMEHTIB.

2. KnauHiTb nikTorpamy LecTepHi o y BEPXHbOMY NpPaBoOMy KyTi MJNTKM ESET Cloud Office Security i
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BnbepiTb Bupanutu ESET Cloud Office Security.

ESET Cloud Office Security

Delete ESET Cloud Office
Security

3. KpiM Uboro, MoxHa BigkpuTy po3ain BigoMocTi  kKnauHyT Bupanuru.

ESET Cloud Office Security

DELETE

4. 3'9BNTbCS BIKHO 3 NMOMNEpPeAXXeHHAM Npo Te, Wo BCi AaHi byayTb BuAaneHi. YBeaitb naposb ESET
Business Account 415 MNiATBEPAXXEHHA N KNauHiTe Bupanurtu.

BuaaneHHs ESET Cloud Office Security 0OCTaTO4He. BilHOBUTW BUIaIeHi AaHi HE MOXHa.

g Do you want to delete your ESET Cloud Office Security?

Password

. . T IITITIIIT]
confirmation

DELETE CAMCEL

Ek3emnnap ESET Cloud Office Security byae BuganeHo, i NanTKa NpoayKTy ESET Cloud Office Security
3MiHWTb CBill CTaH Ha He akTMBOBAHO. B1 Tak0oX OTpUMaETe eNeKTPOHHUIA JINCT i3 NiATBEPLAIKEHHAM
Big ESET Business Account.

KepyBaHHA KJlilEHTaMu B MeHI0 "lMapameTpu”

KepyinTe KNnieHTaMu, aKi NigknoYeHi go ESET Cloud Office Security. MOXXHa nepernsHyTh BCiX
3apEeECTPOBAHUX KIIEHTIB B Tabanui 3 4OKNaAHUMK BiAOMOCTAMM A5 KOXKHOMO KNi€HTA. 3a
[0MOMOroK KHoNkM OHOBUTW MOXXHa Nepe3aBaHTaXXUTu Tabnuio 3 KnieHTamu,

AKLWO NOTPIOHO A0AATWN HOBUIN KNIEHT, KNAUHIiTh [loaaTn kJieHTa 1 BubepiTb Microsoft 365 abo Google
Workspace 3a51€)KHO Bifj XMapHoi naatpopMu, Ky NoTpibHO 3axucTuTu. Micnia 3aBeplueHHs
peeCcTpauii knieHTa Baw Microsoft 365 abo Google Workspace 6ye 3axuLieHo ESET Cloud Office Security.
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Micna poAaBaHHS KNiEHTa eKpaH 3MIHUTLCA: Ha HbOMY Bi0OPa3nTLCA CANCOK KNIEHTIB, NOB'A3aHUX i3
MicueM. MoXXHa KepyBaTu HasiBHUM KJIIEHTOM abo JoJaTu iHWNX KiEHTIB. Y Tabnuui Bka3aHo iM'sa
KJIIEHTA, KiJIbKICTb KOPUCTYBaYiB, YaC A0A4aBaHHA KJIEHTA, HaNAWTYBaHHA MOBW, NiLleH30BaHi
KOpUCTYBaui Microsoft 365, iM' CalnTy 1 aAMiHICTpaTop Google.

CLOUD OFFICE SECURITY

am Settings

28
Tenants
Manage your tenants connected to ESET Cloud Office Security
g 2 TENANT USERS ADDED LANGUAGE MICROSOFT 365 LIC... SITE GOOGLE ADMIN
G 16 01/08/2023 15:02 4] English ~ MNA Eset adming
® 1 01/08/2023 15:04 ) English - Eset MN/A
ADD TENANT | |
5]
]

Llen napameTp BU3Ha4Ya€ MOBY MOBiIAOM/IEHb €NEKTPOHHOI MOLUTO, AKi HAACUNAKTLCA YH4aCHUKaM
KNiEHTa. MOXKHa OKPEMO BM3HAYUTW MOBY AN1S1 KOXKHOIO KAiEHTA, HaNpUKIag, AKLWo MSP Kepye
KilbKOMa KOMMaHisiMK.

o6 BnpganuTtn KnieHTa 3 ESET Cloud Office Security, BWOepiTb BiANOBIAHWNI KNIEHT i KNaUHITb
Bunoanntu. 3'9BUTbCA BIKHO i3 3aMUTOM Ha NiATBEPAXEHHSA pilleHHS. [licna BuAaneHHs KNieHTa BCi
LaHi kopucTyBada byayTb BuganeHi yepes 30 gHiB.

JliueH3oBaHi KopucTyBaui Microsoft 365

Llein napameTp BBIMKHEHO 3a 3aMOBYYBaHHAM. Lleil mapameTp eKBiBaNeHTHUN CNNCKY KOPUCTYBaYiB y
LeHTPI aaMiHICTpyBaHHA Microsoft 365 y po3aini KopuctyBaui > AKTUBHI KOpucTyBadi > QinbTp:
JliueH3oBaHi KOPUCTYBaui.

AKLL0 BUMKHYTM Lel napameTp, ESET Cloud Office Security 6yie noka3yBaTu BCiX KOPUCTYBaYiB,
30KpeMa 1 KopucTyBadis 6e3 nileH3ii Microsoft 365 (Hanpuknag, CnifibHi NOLWTOBI CKPUHbKMK). AKLLO BK
BMKOPWUCTOBYETE aBTOMATUYHUIA 3aXUCT Ans rpyn abo KNI€EHTIB, Y AKNX € KOPUCTYBaYi 6e3 niueHsin
Microsoft 365, Lli KOPUCTYBa4i CTaHyTb BUAVMUMMN N 3aXULLEHUMU, @ TaKOXX BUKOPUCTOBYBATUMYTb
poboyi ognHMUI 3 nibeHsii ESET Cloud Office Security. HOBi BUANMI KOPUCTYBa4i MOXYTb MaTU CTaTyC
3axucTy O4ikyBaHHSA NpoTAroM 1 rogmHu. Iicns BUKOHaHHSA nNpouecy aBTOMaTUYHOIO 3aXUCTY
CTaTyC 3aXUCTY 3MIHUTBLCA Ha 3axuLeHo abo iHLWNN MOXIMBUIA CTaTyC Y po3A4ini KopucTysadi.

AKLL0 B KNiEHTI abo rpyni 3 aBTOMaTUYHUM 3aXUCTOM € KOPUCTYBay 6€3 MOLITOBOI CKPUHbLKM
abo OneDrive, BiH 6yae BUKOPUCTOBYBATM poboYy oaNHMLIO 3 NileH3ii ESET Cloud Office Security.
0N uboro KopucTysaya BigobpaxaTumeTbcs cTaTyc 3axucTy Nonepem>XeHHs.

AIKLLO0 3aHOBO BBIMKHYTW NapameTp JliueH30BaHi KOPUCTYBaYi Microsoft 365, BigobparkaTuMyTbCS
TiNIbKM KOPUCTYBaui 3 NileH3ieto Microsoft 365. KopucTysay 6e3 niueHsii Microsoft 365 byne
BUKJIOYEHU i3 po3ainy KopucTyBadi, a BianoBigHI poboyi oAnHMLI 3 niLeH3ii ESET Cloud Office Security
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OynyTb BUBINbHEHI. [JN11 3aCTOCYBaHHA 3MiHM MOXe 3HaA0bnTMCA NeBHUIA Yac (40 1 roanHu).

AKLLO0 BN MA€ETe 3aXULLEHNX YPY4HY KOpUCTyBaYiB 6e3 nileHsii Microsoft 365, TO 3a YMOBMU, L0
6yno BMMKHYTO napameTp JlineH30BaHi KOpUCTyBayi Microsoft 365), Lii KOpUCTyBayi
3a/IMWaThCA BUAMMUMN A 3aXULLEHUMIU HABITb NiCNA BBIMKHEHHS napameTpa JlineH3oBaHi
KopucTyBayi Microsoft 365 (NOKM He MPUMUHUTLCSA 3aXUCT KOPUCTYBauiB).

Caut

AKLLO NOTPIBHO 3MIHUTK Micue, 3 SKMM MOB'A3aHO KJiEHTA, KNaLHITh iM'a Micus, wob BiogKpUTKN BiKHO
BubepiTb Micue pna 3axmcTy i yHeCiTb HEOBXiAHI 3MiHW.

ApMiHicTpaTop Google

Ina agMiHicTpaTopa Google Ma€ byTu BM3Ha4YeHa aKTUBHA €NEKTPOHHA afpeca agMiHicTpaTopa
Google Workspace.

AKLo ponb abo aapeca eNeKTPOHHOI NOWTN aaMiHICTpaTopa He3abapom 3MIHATLCA, OHOBITb
iHpopMaLito agMiHiCTpaTopa Google, KnauHyBLWY ii. 3pobiTb Le 3a34aneriab, Wwob 3abesneyntn
(PYHKLIOHANbHICTb KJIEHTA 1 3aXUCT Micus.

OHOBMTHM 3ropay

AKLWo BifoBpaXKaeTbCs XOBTa KHOMKA, BU MOXKeTe OHOBUTY CBOIO 3rody. OHOBIEHHS 3roamn Ans
HasIBHOI 0 KJIiEHTa PO3LIMPIOE [03BOM ESET Cloud Office Security 4719 BaLIoro o61ikoBoro 3anucy
Microsoft 365 3aBASKW aKTUBALT (hyHKUIT, IKa HafLa€ iHPopMaLLilo NPO TUM KOpUCTyBaYya. Tun
KOPUCTYBaya BM3HA4YaETLCA B Azure Active Directory 1 Bigobpa)kaTumeTbCs B po34ini Kopucrysayi B
cneuianbHOMY CTOBMUI. Hanprknag, KOpUCTyBadiB Microsoft 365 MOXHa (DiIbTPYBaTK 3@ TUMOM, AKLLO
noTpibHO fofaTy CNMCOK NULLIE B CMiJIbHI MOLITOBI CKPUHBKMN.

KnauHiTe KHONKY OHOBUTM /151 KOXKHOIO KJiEHTA, A8 AKOro NOTPIOHO BBIMKHYTY L0 (PYHKLO.
OHOBJIEHHS TUMY KOPUCTYBaya 3 BaLLOro Azure AD MOXe 3alHATU 00 24 roAMNH.

AKLWo Bigobparka€eTbCs YepBOHa KHOMKaA, Lie 03HAYaE, Lo 3roay BiAKAMKaHO abo BHECEHO iHLLY 3MiHY,
fIKa BMJWHYNa Ha iHTerpawito KnieHTa 3 ESET Cloud Office Security. KnauHiTb KHONKy OHOBUTH, 11106
MPOAOBXUTU 3aXMLLATWN KOPUCTYBAYIB.

NoaaBaHHA NepLUOro KJIEHTa

Anda 3axXUCTy XMapHOI N1aTgopMn KNauHiTe JlomaTu KNi€HTa, Wob nigkao4mTn Microsoft 365 abo
Google Workspace [0 ESET Cloud Office Security.
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Welcome to ESET Cloud Office Security

Thank you for choosing ESET to protect your organization. ESET Cloud Office Security fits into our multilayer protection
portfolio of business products by securing your users' digital assets directly in the cloud and across multiple services.
Connect your first tenant to see how it can protect your company.

Add tenant

Unlock the full potential of ESET Cloud
Office Security by connecting tenants and
protecting them. To set up everything
correctly, we will guide you through a
simple step-by-step guide.

ADD TENANT

Skip

Cnuncok foCTynHUX Miclb Ma€ BifobpasnTncsa y BikHi BubepiTh Micue ansa 3axmcrty. YCTaHOBITb
npanopeub, WwWob snbpaTtn Micue, ke NOTPIOHO NOB'A3aTH 3 KNIEHTOM, | KNauHiTb Aani.
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Add tenant

Selectsite > Addte

o

Select a site to protect

Please select which site you would like to protect
| | x ‘

NAME

‘ Mame

COMPANY ID

Y BikHi BubepiTb XMapHy cnyXxO0y, Ky NOTPiOHO 3aXMCTUTK KNALHITb NINMTKY Microsoft 365 abo

Google Workspace i LOTPUMYNTECS HABEAEHUX HMXKYE IHCTPYKLIN:

Add tenant

e . Addtemant » Protectusers 2> 5

Select the cloud service you want to protect

Thank you for choosing our ¢
applications. Learn

loud security solutien. Add a tenant to start protecting your cloud-based

Microsoft 365 Google Workspace

Follow these steps to add a Google Workspace domain

® Open the Google Workspace Marketplace

@ |nstall ESET Cloud Office Security

(G PROVIDE GOOGLE ACCOUNT & ADD TENANT
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KnieHT Microsoft 365

Azure Active Directory (Azure AD) BMNOPSAAKOBY€E 00'€KTV (Hanpuknag, KOpUCTyBadiB i nporpamMu) B rpynu,
AKi Ha3MBalOTbCA KNIEHTaMU. [na ifeHTUdiKauil KJiEHTa 3a3BMYail BAKOPUCTOBYETLCA iM'S [JOMEHY.
AKLLO KiNlbKa KOPUCTYBa4iB MaloTb O4HAKOBE iM'A JOMEHY, Li KOPUCTYBayi BXOAATb A0 CKAady
OAHOro KiieHTa. KnieHTW 003BONIAIOTh 3a4aBaTi NONITUKN N8 KOPUCTYBAYiB i nporpam y Ballin
opraHi3auii, wo ao3Bonse 3abe3nevynTn ix BiANOBIAHICTb NONITUKaM Be3nekn i onepauinHmm
noNiTuKam. MoXXHa 3aXUCTUTK KiJibKa KNIEHTIB Microsoft 365 | KepyBaTu HUMMN 3 OAHIEI KOHCONI ESET
Cloud Office Security.

Binbw goKNagHi BioOMOCTi AMB. B CTATTi Microsoft LLOA0 KJIEHTIB Y Azure Active Directory.

JlopaTn KNi€eHTa

1. BigkpunTe po3gnin MapameTpm 1 KnauHiTe JlopaTtu KnieHTa (abo B byab-saKomy Micli, ge €
KHOMKa JlopaTtn KnieHTa).

2. KnauHiTb NANTKY Microsoft 365.

SECURITY

an
1| Add tenant
28
A .
Select the cloud service you want to protect
Thank you for choosing our cloud security solution, Add a tenant to start protecting your cloud-based
applications. Learn more on ESET Help...
B @ G
E Microsoft 365 Google Workspace
Enter your tenant's name or a full domain name.
Afterward, you will be redirected to the Microsoft site and asked to provide your consent.
|
v
0 _cost |

3.YBepniTb iM’'s KNiEHTa Microsoft 365 abo NoBHe iM'A OMEHY 11 KNauHiTb JlopaTh KAI€EHT.

4. BipkpureTbCa CTOpiHKa Microsoft Online i3 NPONO3ULIE HagaTW 3rody Ha A03BOJIN 3i CMUCKOM
[,03B0JIiB, WO NoTPibHI Ana ESET Cloud Office Security.
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Add tenant

- . N

Selectsite  » Add tenant . Protect users

Select the cloud service you want to protect

Thank you for choosing our cloud security solution. Add a tenant to start protecting your cloud-based
P

applications. Learn more on ESET Help
Organization: esethqsupport.onmicrosoft.com

Redirecting to Microsoft site...

5.YBeniTb 0671iKoBi AaHi 061iKOBOro 3anucy agMiHicTpaTopa Microsoft 365, LLO6 A03BOANTK ESET
Cloud Office Security [OCTYN A0 AaHMWX, pO3TalloBaHUX B 061iKOBOMY 3anuci Microsoft, i KnauHiTb
MpUAHATY.



Be Microsoft

Lonmicrosoft.com

Permissions requested
Review for your organization

ESET Cloud Office Security

This application is not published by Microsoft or
your organization.

This app would like to:

Read and write all applications

Read directory data

Read and write files in all site collections

Read all groups

Read and write mail in all mailboxes

Read all hidden memberships

¢ € € € <€ <K

Create, edit, and delete items and lists in all site
collections

<

Read all users' full profiles
.~ Sign in and read user profile

.~ Read and write items and lists in all site collections

If wou accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions,

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
staternent. You can change these permissions at
https:/myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

6. Baww KnieHT Microsoft 365 6yno ooaaHO pa3oM i3 KOPUCTYBaYaMu.



Add tenant

i
o

Selectsite > Add temant . Protectusers » Setup completed

@ Tenant was added
Users were added to ESET Cloud Office Security. To finish the setup select users to protect.

7. W06 3aBepwn Ty HanawTyBaHHA, KnauHiTe flani n BnbepiTb KOPUCTYyBaYiB AN BBIMKHEHHS
3axmucTy.

Add tenant

[%a]
!
!
™
—
o
e

Add tenant * Protectusers » Setup completed

You're all set

Tenant added to ESET Cloud Office Security

ADD ANOTHER TENANT

KnieHT Google Workspace

[HTerpyinTe KNi€HT Google Workspace i3 ESET Cloud Office Security, 106 3a6e3ne4ynTn 3axmnct
KOPWCTYBauiB Google Workspace.

Jopatu KnieHTa

1. BinkpunTe po3ain NMapameTpm 1 KnauHiTe JlopaTtn KnieHTa (abo B byab-akomy micui, ge €
KHOMKa JlopaTu Kni€eHTa).
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2. KnauHiTb NAnTKY Google Workspace.

Add tenant

Selectsite . Addtenant > Protectusers » Setup completed

Select the cloud service you want to protect

Thank you for choosing our cloud security solution. Add a tenant to start protecting your cloud-based

applications. Learn more on ESET Help
Microsoft 365 Google Workspace

Follow these steps to add a Google Workspace domain

® Open the Google Workspace Marketplace

® |nstall ESET Cloud Office Security

(G PROVIDE GOOGLE ACCOUNT & ADD TENANT

3. KnauHiTb BigkpuTun Google Workspace MarketplaceTa iHCTantonTe nporpamy ESET Cloud Office
Security 3 BUKOpUCTaHHAM 06J1iKOBOro 3anucy agmiHictpatopa. Hapasi nporpama ESET Cloud Office
Security OCTYMHa B Google Workspace Marketplace fivwie 3a NpAMUM NOCUAAHHAM i3 LLbOFO MancTpa.
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= O Google Workspace Marketplace

ESET Cloud Office Se...

ESET Cloud Office Security provides advanced protection
for Google Workspace and Microsoft 365 apps, with ndividual insta
ultimate zero-day threat defense.

By: ESETEA
Listing updated: July 24, 2023

A This application requires administrator privileges to be installed. Learn more

Noreviews () & 14

Ovwverview Permissions Reviews

—
—
=
=
—
—
v

4. Ha ekpaHi Admin install (IHCTanauiga aamiHicTpyBaHHS) KNaLHiTb MPoOAOBXUTH.



(€) Admin install

You are about to install this app for an entire
Google Workspace organization, or for
specific organizational units or groups. All
users of the Google Workspace organization,
organizational units, or groups you select will
have access to this app.

It may take up to 24 hours for this app to be
installed for your entire Google Workspace
domain, organizational units, or groups.

ESET Cloud Office Security needs your
permission in order to start installing.
By clicking Continue, you acknowledge that your

information will be used in accordance with the terms of
service and privacy policy of this application.

CANCEL CONTINUE

5. [lepekoHanTecs, Lo Ha ekpaHi npas 4ocTyny BubpaHo napameTp Everyone at your organization
(Yci y Bawin opraHisauii). OKpiMm Toro, KHorka FOTOBO CTaHe JOCTYMHO MiCNA BCTAHOBJIEHHSA
npanopus 3rogn 3 yMoBaMn HagaHHA NOCAYT i NONITUKOK KOHMIAEHUINHOCTI.



‘You are granting ESET Cloud Office Security the right to
access your data:

~

See, edit, create, and delete all of your Google Drive files @

Read, compose, send, and permanently delete all vour email
from Gmail

View customer related information

View domains related to your customers
View groups on your domain

View organization units on your domain
See info about users on your domain

See your primary Google Account email address

See your personal info, including any personal info you've
made publicly available

® ¢ 0 0 0 0 0 X
©@ © @ © © © © O

Install the app automatically for the following users

@ Everyone at your organization

() Certain groups or organizational units
Select users in the next step

| agree to the application's Terms of Service, Privacy
Policy, and Google Workspace Marketplace's Terms of
Service
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6. MMporpamy ESET Cloud Office Security iHCTanb0BaHO, KNaLHiTb FOTOBO.

(€) ESET Cloud Office Security has %
been installed!

Where to find ESET Cloud Office Security

You can find ESET Cloud Offi... under the Apps launcher icon:

EER
+First| EEE +
..

DONE

7. MNicna 3aBepleHHsa poboTn nporpamu ESET Cloud Office Security NOBEPHITLCS Ha KOHCOJb ESET
Cloud Office Security. KnauHiTe HapaTtn obnikoBui 3anuc Google i gopgaTu kKnieHTa, wob
NigTBEPAUTY NPaBO BAACHOCTI N NPOAOBXUTU PobOTY.

8. KNnieHT Google Workspace 6y/10 [104aHO pa3oM i3 KOPUCTYBaYaMu.



Add tenant

Fcite . Add tenant  Protectusers » Set

@ Tenant was added

Users were added to ESET Cloud Office Security. To finish the setup select users to protect.

m

9. LLlo6 3aBepwnTN HanawTyBaHHS, KNauHiTb Jani 1 BubepiTb KOPUCTYBaYiB AN15 BBIMKHEHHS
3axmcTy. Yce roToso.

Add tenant

site > Addtenant > Protectusers » Setup completed

You're all set

Tenant added to ESET Cloud Office Security

ADD ANOTHER TENANT

Bupanutm KnieHta 3 ESET Cloud Office Security

1. Bubepitb MapameTtpm.
2. BubepiTb noTpibHOro knieHTa 1 KNauHiTb Bupanuru.
3. Y BiKHi CNOBIiWEHHA 3a3HavYaTUMETbCS, WO U onepauis npu3sene A0 BUAANEHHS BCiX AaHWX, SKi

onncaHi B JOKYMeHTi ObMmexeHHA 1 noJiTuka 36epexxeHHs faHnx, a KOPUCTyBadi 3aMwaTbCs
He3axuweHMU. HaTUCHITe Bupanutu ona ninTeepaXeHHs.
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@ Do you want to remove the tenant?

By removing the tenant all the user data will be deleted after 30 days

AKLLO0 BUOANNTM KIEHT i3 KOHCONI ESET Cloud Office Security, nepiog 36epexeHHs N0ro gaHnx
cknapgatume 30 oHiB (Yepes 30 AHIB faHi KAapaHTUHY, XYPHaiB CKaHYBaHHA N CTaTUCTUKK
byne snpaneHo). Akwo npoTtarom umx 30 AHIB oAaTW BMAANEHOr0 KNiEHTa, yCi faHi byae
BiAHOBJIEHO. IHLWi 06'€KTY (KNIEHTW, KOPUCTYBAYi, FPYNK, MiCUS, 3BiTU, MONITUKNA) OCTAaTOYHO
BMOanaTbCA Yepes 90 aHie. JoknagHiwe ame. B po3aini ObmexeHHA 1 noniTuka 30epexxeHHs

AaHnX.

BupaneHHA ESET Cloud Office Security 3 nopTany
Azure

1. YBiNAiTb Ha nopTa/ Azure 3 06NiKOBUM 3aNMCOM aaMiHICTpaTopa.

o6 Bupganutn nporpamy, HeobxigHo 6yTun BracHMKom nporpamu abo maTu npasa
agMiHicTpaTopa.

2. MNepenpitb 0o cnyxbu Azure Active Directory 1 BUOepiTb KopnopaTusHi nporpamm.

3. 3HandiTb i KNaLHiTb Nporpamy ESET Cloud Office Security Ha CTOpPIiHLi ornsgy, BigkpunTe
BnactuBocTi 11 KnauHiTb Bupanuru.

Hagirauia iHtepdencom ESET Cloud Office Security

Y uboMy po34ini onnucaHa HaBirawia iHTepgencoM ESET Cloud Office Security. B WWBMAKO 03HanommnTecs
3 HaBirauiHMMM efneMeHTamMn Ta iIHCTpyMeHTaMu ESET Cloud Office Security, OCKiNIbKW BOHW NPOCTi 1
3p0O3yMifi, @ TaKOX MatlOTb IHTEPAKTUBHY MOBELIHKY.

MaHenb nepexoais i3 NiBoro 60Ky NO3BONSE NEPEXOANTH MiXK PO34iNaMn KOHCOAI ESET Cloud Office
Security:

AR, Kopuctysaui

E KoMaHau 1 Micus

A BusasneHi 06'ekTun

2 KapaHTuH
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Elp JKVYDHaIM CKaHYBaHHSA

e )
nllnl 3BiTU

{é} MNoniTnku
I—E'-lKEDVBaHHﬂ NiLeH3iero

JKypHan ayanTy

@ HanalwTyBaHHS

3ropHyTu: PO3KPUINTE 1 3ropHiTb MEHIO HaBirauii. 3ropTaHHA NaHesni 403BoNA€E 3abe3neynTn
Ll0[laTKOBe MicLe Ha eKpaHi 14 naHeni iHcTpyMeHTiB. LLLo6 po3ropHy T naHenb Hasirauii, KNauHiTb
nikTorpamy GD.

MaHenb IHCTPYMEHTIB yropi 4OCTYNHa 3aBXAun:

EEler CLouD OFFICE SECURITY

:+: HaBiraTop npoaykTy: WBMAKMA LOCTYN OO0 KOHCOJe ESET Ta iHLWi KOPUCHI MOCUNaHHS.
(BignosigHi NpoAyKTW MOXHa neperasaaTi Ha OCHOBI BaLLOi JliLeH3il Ta NpaB AoCTyny).

7 ESET Business Account i ESET MSP Administrator (0671iKkoBMI 3annC ribpuAHOro NiueH3yBaHHSA): AKLLO B
ESET MSP Administrator i ESET Business Account 3ape€ECTPOBaHO 04HY afpecy eNeKTPOHHOI NowTn
(eomHWMI BXiA), MOXKHA NEPEKOYaATNCA MK NoAaHHAMM ESET Business Account i ESET MSP Administrator.

‘) Noka3aTu cnogiweHHs: LL|o6 nepernsHyTU BCi CNOBILWEHHS, KNAaLHITb NIKTOrpaMy A3BOHMKA Ual
Ha naHeni Bropi.

¢’ LLIBMAKI nocunaHHs: 3abe3neyye WBNAKWI | NPOCTUIA LOCTYN A0 KOMaHA Jofatu KnieHTa, Hosa
NosniTuKa, ESET Business Account abo ESET MSP Administrator.

@ Dosiaka: nepLue NocuiaHHA LbOro MeHI0 3aBXAN Befe 3 NOTOYHOr0 eKpaHa 10 OHJIaNH-A0BIAKK.
AKLLO He BAAETLCS BUPIWMTY npobnemy, BUKOHaNTe nowyk y 6asi 3HaHb ESET abo Ha dopymi
nigTpumMkun, KpiMm Lboro, MoXKHa Haic/1aTty BiAryk abo HapaTM 3pa3okK Ha aHanis. BiokpuinTte
CTOPIHKY lMpo nporpamy 3 AOKJaAHUMM BiJOMOCTAMW NPO BEPCito ESET Cloud Office Security |
NOCUMAHHAMM Ha O(iLiNHI JOKYMEHTN.

A KopmcTyBay (Hapasi B cuctemi) — lMokasye iM’s KopucTyBada. KnauHite HanawTysaTtu Temy il
BMbepiTb NOTPibHY TEMY B PO3KPUBHOMY MEHIO:

* Tema 3a 3aMoBUYYyBaHHAM (cBiTNa): ESET Cloud Office Security BAKOPUCTOBYBAaTUMETLCA CBITNA
KONipHa cxema (CTaHOapTHa).

* TeMHa TeMa: a4 ESET Cloud Office Security BAKOPUCTOBYBaTUMETbCS TEMHA KOJlipHa CxeMa
(TEMHUIN pexunm).

* TeMma onepauinHoi cucTeMu: ESET Cloud Office Security Oyie MaTu KONipHY CXeMy Ha OCHOBI
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napameTpiB onepauifHol CUCTEMMN.
= Buxin: kKnauHiTh Ui rnobancHy niktorpamy, wob BMATN 3 KOHCONI ESET Cloud Office Security.
3MiHa MoBM nopTany ESET Cloud Office Security

YBiNAiTh y ESET Business Account abo ESET MSP Administrator, BiAKpunTe po3ain KepyBaHHs
KOpMUCTYBa4aMM 1 KJ1aLHITb 3MIHUTK 114 BiANOBIAHOro KopucTyBaya. lNepenfiTe 4o NapaMeTpu
MOBW ESET Cloud Office Security, 3MiHiTb 3aaHy MOBY Ha NoTPi6HY, KNaUHiITb 36eperTu, a NoTiM
3aKpunTe ekpaH Mpodine.

Profile
PREFEREMCES
ESET BUSINESS ACCOUNT  ESET CLOUD OFFICE SECURITY
Language
English English
Time zone (UTC+01:00) Amsterdam, Berlin, Bern, Rome

ESET LiveGuard Advanced

ESET LiveGuard Advanced 3abe3nedye oOaTKOBUA piBeHb 6e3nekun 3aBASKN BUKOPUCTAHHIO
BAOCKOHA/IEHOI XMapHOi TeXHOOrii ESET ANs BUSBNIEHHSA HOBMX 3arpos, aki we He 6ynu Bigomi. ESET
LiveGuard Advanced 3aXULWA€E Bi MOXANBMUX HACNIAKIB, CMPUYMHEHNX HOBMMU 3arpo3amMu. AKLo ESET
LiveGuard Advanced BUABWTb Migo3pinnin kog abo nosefiHky, Nigo3pisi 06’ekTn TMUM4YacoBo
NepeHoCATbCS A0 KapaHTUHY, TOMY LWKiAAMBY akTUBHICTb Byae Bigpa3y 3abnokoBaHo.

Migo3pinun 3pa3ok (hann abo eneKTPOHHUIN NCT) aBTOMATUYHO HAACUNAETLCA B XMapy ESET, ae
cepsep ESET LiveGuard Advanced aHasli3y€ 3pa30K i3 BUKOPUCTAHHAM HaNUCy4aCHIWLMX A4ep BUABJIEHHS
LUKiZAMBOro nporpamHoro 3abesneyeHHs. Moku annm abo enekTPoHHI INCTK 3ab0KOBaHI B
KapaHTWHI, ESET Cloud Office Security 04iKY€ Ha pe3ynbTaTu Big cepBepa ESET LiveGuard Advanced.

Micna 3aBepLUeHHA aHani3y ESET Cloud Office Security OTPMMaE 3BiT 3i 3Be4EHO0 iHhopMaLii€o Npo
noBeaiHKy 3pa3ka. Akwo byae BCTaHOBNEHO, WO 3pa30kK He € LWKiganmsuMm, noro byne po3baokosaHo 3
KapaHTWHY. B iHWOMY pas3i BiH 3a/MWNTLCA B KAPaHTUHI.

Pe3ynbTaTu aHani3y 3pa3kiB Bifg ESET LiveGuard Advanced 3a3BM4Yall HAACUAKOTLCA NPOTAMOM KilbKOX
XBUIMH (419 eNeKTPOHHMX NNCTIB). MNpoTe TpMBaniCTb iIHTEPBaY OYiKYBaHHSA 3@ 3aMOBYYBaHHSM
CTaHOBUTb 5 XBUANH. Y NOOAMHOKUX BUNAAKaX, KOJIX pe3yfbTaTu Bif ESET LiveGuard Advanced He
HaAX0AATb MPOTArOM LbOro iHTepBany, 3'ABASETLCA BiAMNOBiAHE MNOBIAOMAEHHSA. MOXXHA 3MIHUTK
iHTepBasl Ha BJIAaCHWUI po3cyh (3a4aTu 3Ha4YeHHA Big 5 00 60 XBUAKUH i3 KPOKOM B OLHY XBUJINHY).
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JliueHsis ESET Cloud Office Security Hafa€ nNpaBo 6e3KOLWTOBHO BUKOPUCTOBYBATU DYHKLitO ESET
LiveGuard Advanced. Y po3ini KepyBaHH$ NiLleH3IE0 NOPYY i3 iBeHTU(MIKaTOPOM NiLeHsil
BiZobpaxaTMMeTbCA NO3HaYKa ELG.

Konu 3'9BMTbCA HEBENNKE CMMBAOYE BIKHO, MOXKHa aKTMBYBaTW ESET LiveGuard Advanced. 119 LbOro
CTBOPITb HOBY MONITUKY a0 OHOBITb HASBHY.

Enable ESET LiveGuard by creating or updating an existing

pelicy
| DISMISS | CRE.A'I'ENEWP{)LKNI

binbw goknaaHy iHbopmaLito Npo ESET LiveGuard Advanced AUB. B po3AiNi [puHLMN poboTu piBHIB
BMABNEHHSA ESET LiveGuard Advanced .

MaHenb IHCTPYMEHTIB

MaHenb IHCTPYMEHTIB — Lie KOJIeKLUis BiAXXETIiB 3 OCHOBHMUMM BiOMOCTAMU MPO Ail, NOB’'A3aHi 3
6e3neKkoto Microsoft 365. Ha KOXKHiln ornsaoBin Bknagui naHeni iHCTpymeHTiB (Ornag / Exchange Online /
OneDrive / Fpynu koMmaHan / Cantu SharePoint, Gmail, Google Drive i ESET LiveGuard Advanced)
BigobpaXkaeTbCa BaXxAMBa iHpopMaLis. Ornap — Le OCHOBHUN eKpaH MaHeni iHCTPYMEHTIB, KU
BifobparkaeTbCA Nif 4ac KOXKHOro BXoAy Ha KOHCOJb ESET Cloud Office Security. Ha Wi BKnaau,i
BiZoOpaKa€eTbCA 3arajbHa N CTaTUCTUYHA iH(OPMaLLif.

IHopmMaLlis Ha NaHeni IHCTPYMEHTIB OHOB/MIIOETHCA KOXHI 10 XBUANH. AKLL0 iHhopMaLis Ha
naHeni iIHCTPYMEHTIB He € aKTyaNbHOI, HAaTUCHITb KNagiwy F5, W06 OHOBUTK 1T BPYYHY.

Ina nepernagy CTaTUCTUKY NaHEeNi iHCTPYMEHTIB CKopucTanTecs GinbTpamu Bropi, wob smbpatu
noTpibHM nepiom yacy ("OctaHHi 24 roguHun", "OcTaHHi 7 gHiB", "OcTaHHi 30 gHiB" abo "OcTaHHi
90 gHiB") i KnienTa. Ha ornagosmx Bknagkax Exchange Online, OneDrive, Fpynu koMaHgu, Cantu
SharePoint, Gmail, Google Drive i ESET LiveGuard Advanced Bif00pa)aeTbCA 00AATKOBA CTaTUCTMUYHA
iHpopMauis Ta Aiarpamamu Woa0 06'eKTiB BUSBNEHHS. Lle CTaTUCTWYHI aHi, Taki SK KiNbKiCTb
BilCKQHOBAHMUX €NeKTPOHHMX JINCTIB i (hanniB, @ TaKOX KiNIbKICTb BUABNEHUX €NEeKTPOHHUX JINCTIB 3i
CMamMom/illMHIroBMMIK NPOrpamMaMn/LWKigANBUMI NporpamamMin. Ha uux giarpamax BifgobpaxaeTbcs
Tpaik 4N8 KOXHOrO TMNa BUSABEHHA (CraMm, LWKiAAMBI NporpamMu i (ilUMHIOBI Nporpamu).

Yac Bif Yacy Ha ekpaHi MoXe 3'IBNASTUCA NaHesb OrooLeHb. Konip orofoweHHs BKa3ye Ha 0ro
TUN (AN9 HOBUH — TEMHO-61aKUTHWUIA, ONS iHPOPMaLiMHNX MNOBIAOMIEHb — XKOBTUIN, ANS
nonepenXxeHb — YepPBOHUN).

Bknanku naHeni iHCTPYMEHTIB 403BONAIOTb NEPEXOANTM MK MaHENAMU NOAAHHS:

Dvervie [ Exchange Online ¢ OneDrive Team groups SharePoint sites B Gmail & Google Drive \:t ESET LiveGuard

Ornspg
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MOKa3ye€ Taki BifOMOCTI:

* KiIbKICTb KNEHTIB | BUKOPUCTAHHSA NiLleH3i

* CTAaTUCTMKA 4115 KOXKHOI O KJliEHTa:

0YCbOro KOPUCTYBAYiB / HE3aXULLEHNX KOPUCTYBaYiB

oHanaKkTuBHILWIi ofepXyBayi cnamy / ilUMHIOBMX MOBIAOMIIEHD / LWKIAMBOr0o NPOrpaMHoOro
3abe3neyeHHs

oHannigo3piniwi obnikosi 3anucy OneDrive

oHannigo3piniwi rpynn KoMaHau

oHannigo3piniwi canTtu SharePoint

fLeTanisauis

* KnauHiTe NANTKY 3arasbHa KifbKiCTb KOPUCTYBauiB, Wob BiAKPUTM po3ain Kopucrysadi

* KnauHiTb KOpUCTYBaYa B pO34ini CTaTUCTUKK (CNam/(iliMHIoBI NpOrpamMu/LLIKiganBI
nporpamm/OneDrive), W06 NepernsHyTN BiANOBIAHI BusBaeHi 06'ekTy, abo kKnauHiTb rpyny abo canT,
o6 nepernaHyTn BUsSBAEeHi 06’'€EKTN N OTPUMaTK A0AATKOBI BiJOMOCTI NPO Nigo3piNy rpyny KOMaHau
abo nigo3pinni cant SharePoint.

Exchange Online

NMOKa3ye Taki Bi4OMOCTI:

* 3araJibHa KiJibKiCTb MPOCKaHOBAHWX €JIeKTPOHHMX JINCTIB

* CTAaTUCTUKA BUABJIEHUX €N1eKTPOHHUX JINCTIB 3i CNamoM, LWKiAJAMBUMUN 1 (ILLMHIOBMMU NPOrpaMamu
* OKpeMi diarpamu 44 cnamy, WKigAMBKX i ilLMHIOBUX NPOrpam

MANTKK € iIHTepaKTMBHUMU. KnauHiTe NOTPibHY nanTKy, wob nepenTn [0 BiANOBIAHOO PO34iNny Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BiAKPUETbCA po34in XKypHasiv CKaHyBaHHA 3
BiANOBIAHUMW 3anncamMmn XXypHany.

OneDrive

NMOKa3ye Taki BifOMOCTI:

* KiJIbKICTb 3aXULLEeHNX KOPUCTYBauiB

* 3araJibHa KiJibKiCTb BiilcCKaHOBaHUX (hannis

* CTAaTUCTUKA BUABJIEHUX LLIKIOJANBUX MpOrpam

* rpaik i3 TpagikoM AN WKiAAMBUX NPOrpam

MANTKK € iIHTEPaKTMBHMMU. KNnaLuHiTe NOTPibHY nanTKy, wob nepenTn [0 BiANOBIAHONO PO3A4iNy Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BiAKPUETbCA Po34in XKypHasiv CKaHyBaHHA 3
BIANOBIAHUMW 3anMcamMmn XypHany.

pynun KoMaHAaW

NMOKa3ye€ Taki BifOMOCTI:

* KiJIbKICTb 3aXuLeHnx rpyn

* 3araJibHa KiJibKiCTb BiilCKaHOBaHUX (hannis

* CTAaTUCTUKA BUABJIEHUX LIKIOJANBUX MPOrpam

* rpagik i3 TpagikoM AN WKiAAMBUX NPOrpam

MANTKK € iIHTEPaKTMBHMMU. KnauHiTe NOTpibHY nanTKy, wob nepenTn [0 BiANOBIAHOO PO34iNy Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BiAKPUETbLCA po34in XKypHasiv CKaHyBaHHA 3
BIANOBIAHUMW 3anncamMmn XypHasy.

CalnTu SharePoint
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MOKa3ye€ Taki BifOMOCTI:

* KiNIbKiCTb 3aXULEHNX CaNTIB

* 3araJibHa KiJibKiCTb BiJlCKAHOBaHWX (hannis

* CTAaTUCTMKA BUABJIEHUX LLIKIOANBMX NPOrpam

* rpadik i3 TpagikoM 4N4 WKiAAMBUX NPOrpam

MANTKK € iIHTepakKTUBHUMU. KnauHiTe NOTPiOHY NAnTKy, Wwob nepenTn [0 BiANOBILHOrO po34iNy Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BioKPUETbCA po3ain XXypHasv CKaHyBaHHA 3
BiAMOBIAHUMW 3annCaMn XypHany.

Gmail

NMOKa3ye Taki BifOMOCTI:

* 3araJibHa KiJibKiCTb MPOCKaHOBAHWX €JIeKTPOHHMX JINCTIB

* CTAaTUCTUKA BUABJIEHUX €N1eKTPOHHUX JINCTIB 3i CNamMoM, LWKiAJANBUMUN 1 (ILLMHIOBMMU NPOrpaMamu
* OKpeMi diarpamum 44 cnamy, WKigAMBKX i iLUIMHIOBUX NPOrpam

MANTKK € iIHTepakKTUBHUMU. KnauHiTe NOTPiOHY NAnTKy, Wwob nepenTn [0 BiANOBIAHOrO po34iNy Ha
KOHCONI ESET Cloud Office Security. Hanpuknaga, BiAKPUETbCA po34in XKypHasiv CKaHyBaHHA 3
BIAMOBIAHUMW 3anncaMmn XXypHany.

Google [Inck

NokKa3ye Taki BiAOMOCTi:

* KiNIbKiCTb 3aXULLEHNX KOPUCTYBaYiB

* 3arajibHa KiJIbKiCTb BiilCKaHOBaHMX (hannis

* CTAaTUCTUKA BUSABNEHUX LIKIAIMBMX NpOrpam

* rpadik i3 TpaikomMm 4Na WKigAMBUX NPorpam

MANTKK € iIHTEpaKTUBHMMU. KnauHiTe NOTPibHY NanTKy, wob nepenTn A0 BiANOBIAHOrO PO34iNy Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BigKPUETLCA po3ain XKypHaau CKaHyBaHHA 3
BiAMOBIAHUMW 3aNnCaMn XXYPHaNYy.

ESET LiveGuard Advanced

NnokKasye Taki BiAOMOCTi:

* HapicnaHi hannn (3okpema, aybnikaTn; ToMy BifobpaKyBaHa KiNbKiCTb MOXXe NepeBuLLYyBaTH
KiNbKICTb YHiKanbHUX hannis)

* BUSAB/IEHO 00'€KTIB

* cepefHin Yac aHanisy

* rpadik i3 HagichaHummn annamm

* BJIACHMKM 3 HanbinbLLOK KiNbKICTIO NepenaHnx gannis

* TUNWN HaZicnaHux gannis

MANTKK € iIHTEPAKTUBHMMU. KnauHiTb NOTPiIOHY NAnTKy, wob nepenTtn 4o BiANOBIAHOrO po3ainy Ha
KOHCONI ESET Cloud Office Security. Hanpuknag, BiGKPUETbCA po34in XKypHasv CKaHyBaHHA 3
BiAMOBIAHUMW 3aNnCaMn XYPHany.

KopucrtyBaui

ESET Cloud Office Security nepeaycim 3axuLlae 061ikoBuin 3anmc KOpUcTyBaYa. [Bidi KnauHiTb
KOPUCTYyBaya, Wob 3HanTN KOPUCHY iHhOPMaLLito NPO HbOr0, 30KPeMa CTUCAI BiAOMOCTI, MapamMeTpu,
BU3Ha4eHi NoNiTUKaMm, CNUCOK NONITUK, MPU3HAYEHUX KOPUCTYBaYy, i BUSABJIEHI 06'ekTK ANa Gmail,
Google Inck, Exchange Online i OneDrive. OKpiM TOro, MOXXHa BUOpaTN KOPUCTYBaYIB, fKi MaTUMYThb
cTaTyc "3axuueHo" abo "He 3axumuweHo". KopucTyBadi BigCOpTOBaHi 3a rpynamm, KoXKHa rpyna €
KNiEHTOM Microsoft 365 i3 N1Oro KopucTyBavamu. LLLo6 nonerwmTy nowyk nesHoro BubpaHoro
KOpUCTYBaya B Fpyni, MOXHa 3acToCyBaTh QiNbTP i3 MHOXXUHHUM KPUTEPIEM.
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KopucTysayi 6€3 niueHsii Microsoft 365 He BigobpaXkaTUMyTbCA Ha KOHCONI ESET Cloud Office
Security 3@ 3aMOBYyBaHHSAM. [10 HUX HaneXXaTb CRiJibHI NOWTOBI CKPUHBLKKN Be3 niyeHsii
Microsoft 365.

LLlo6 nepernsifgaTy BCiX KOPUCTYBAYiB i KEpyBaTU HUMK B CepeaoBMLLI Microsoft 365, BiAKpUNTE
po3ain NapameTpn n BUMKHITL NapameTp JliueH30BaHi KOpUCTyBaYi Microsoft 365.

CTaTyc 3axucry:

CraTyc Onuc
HesaxuiieHo KopucTyBay Hapasi He3axuLleHui.
3axuLweHo 3axMLWEeHNN KOPMCTYBaY i3 aBTOMAaTUYHUM 3aXUCTOM.
aBTOMATUYHO
OYiKyBaHH$ MepexiaHWn CTaH, AKUA Ma€ MicLie B NPOLLECi 3aXUCTY KOPUCTYBaYa.
LLlonHO BiH 3aBepWIMTLCA, CTaH KOPMUCTYBaYa 3MiHUTLCA Ha "3axuLieHo".
3axuiieHo MowToBa CKpMHbLKA N OneDrive KOPUCTYBaY4a Hapasi 3aXULLLEHI NONITUKOK
3a 3aMOBYYBaHHAM ab0 HaNaLWTOBYBAHOK NONITUKOIO.
A Monepep)XeHHs MoMnnka npouecy BBIMKHEHHS 3aXUCTY A1 KopucTysada. Morna ctaTucs

noMunKa LS9 pecypcis, NOLWTOBOI CKPUHBKMN abo OneDrive. IMOBIpHO,
obnaBa pecypcu HegoCTYMHI ANd KopucTyBaya. MNepesipTe, 4u
NPU3HaYeHO KOPUCTYBaYy AINCHY NiLeH3ilo Microsoft 365.

Y pepeBi MOXXHa NeperfisaHyTU KOPUCTYBaYiB A1 NEBHOro KaieHTa abo ana nesHoi rpynu. LLo6
nepernsHyT BCiX KOPUCTYBAYIB Y KOXKHOMY KNIEHTI N rpyni, KNauHiTe Yci.

o6 oTpumaTy 6inbl foKNAAHY iHpOopMaLLito, ABiYi KNaLHITh KOPUCTYBaYa abo KnauHiTb NiKTorpamy
i BUbepiThb aito (MokasaTm noppoduui, 3axncTutu abo 3HATK 3aXMUCT). KNauHiTb KOPUCTYBaua,
106 BiaKpuTYK BikHO MokKa3aTu noapoduLi, sKe Mae YHOTUPY YaCTUHN:

Lis BukopucrtaHHs

Ornap Moka3ye OCHOBHY iH(hOpMaLLito NPO KOPUCTYBava, 3aBaHTa)keHy 3 Microsoft 365
(agpeca eNneKTPOHHOI MOWTHW, rpyna, Npodinb 3aBAaHHS Towwo). BinobpakaeTbea
NOTOYHWM CTATYC 3aXUCTY OJ19 NOLITOBOI CKPMHBLKKN 1 OneDrive.

KoHirypadis MiCTUTb CNUCOK NapamMeTpiB i NPU3HAYeHMX NONITUK A5 LbOro KOPUCTYyBava
(CANCOK i3 [OCTYNOM TiNbKKN AN19 YATAHHSA). MNepexoabTe MiXX BKAagKkaMu ons
nepernagy KoHgirypauii abo cnncky npusHavyeHmx noaiTUK. He MoXXHa 3MiHIOBaTK
napameTpu abo NpmM3HayvaTh NONITUKN KOPUCTYBaYaM. 3aMiCTb LIbOr0O
CKopUcTanTecs po3aisioM [osiTukn.

BusisieHi 06'ektu MNMoka3aTn BCi 06'€KTH, BUSBNEHI NS Lboro 061ikoBoro 3anucy (Gmail, Google nck,
Exchange Online @60 OneDrive).

KapaHTuH MokasaTu BCi eNeKTPOHHI INCTY 1 (hansiv B KapaHTUHI 415 LbOr0 KOpUCTYyBaYa.

OKpiM TOro, MO>XKHa BUKOHATW OAHY 3 Takux Ain: Po36710KyBaTK, 3aBaHTaXUTK
abo BMOanuTn enekTPoHHI AMcTn abo hannm B KapaHTUHI.

KopucTyBayiB MOXHa iNnbTpyBaTy 3a KiibkoMa KpuTepiamu. KnauHite Jlopatn inbTp i BUbEPIThH
TUN PiNbTPa B PO3KPUBHOMY MeHI0 abo BBELITb pAAOK (MOBTOPITh L0 Ait0, AKL0 3aCTOCOBYETE
LeKinbKa KpuTepiis):

Jopatun pinbTp BukopucTaHHA

CTaTycC 3axucTty BubepiTb cTaTyC KopucTyBayda "3axuiLieHo", "He 3axuLieHo",
"MonepenxeHHs" abo "OvikyBaHHA".

3axmLLeHo aBTOMaTUYHO MoKa3yBaTy TiNbKM aBTOMATMUYHO 3aXULLEHUX KOPUCTYBaYiIB.
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Aopnatu pinbTp BukopucTtaHHsA

Ha3Ba YBeaiTb OiNCHe iM'a KopuCTyBaya.
EnekTpoHHa nowTa YBeliTb QiNCHY agpecy efleKTPOHHOI MOLWTN KOpMUCTYBaYa.
Tun BubepiTb TN KopucTtysada ("Hesigomuin", "Kopuctysay", "lNos’a3aHi",

"CninbHa nowToBa CKPUHbKA", "KiMHaTa", "ObnagHaHHAa", "lHwWi").

/\. 3axucCTUTV KOPUCTYBadiB

1. BubepiTb KopucTyBauiB, 415 AKX NOTPIOHO BBIMKHYTMW 3aXUCT, | KNaUHITh 3aXUCTUTH.

2. Bnbepitb Myn niueHsin, Wwo 3aBaHTaXYETbCA 3 ESET Business Account, i KnauHiTe OK. BubpaHi
KOpuCTyBayi OyyTb 3axuLLeHi 3 BUKOPUCTAHHAM NONITUKM 38 3aMOBYYBaHHSM.

3. 3a noTpebu B po3AainilloniTMKN BKaXiTb HaNalWTOBYBaHY NONITUKY A8 KOPUCTYBaYiB.

/\. 3HATU 3aXUCT i3 KOPUCTYBaYiB

BnbepiTb KopucTyBauiB, 414 SKUX NOTPIOHO CKaCyBaTW 3aXUCT, | KNALHITb 3HATU 3aXMCT.

KoMaHaAU U cauTm

ESET Cloud Office Security 3abe3neuye 3axuct ons rpyn koMaHam abo canTis SharePoint.

Bknaoku OatTb 3MOry NepeksitoyaTUCa MK rpyrnaMm KoMaHan i cantamu SharePoint. Ha H1X
BigobparkaloTbCa rpyny KomaHam abo canTu SharePoint A8 KOXKHOI0 KJiEHTA.

Fpynu KoMaHaun

Nnoka3sye 00'eKTH, SKi BIGHOCATLCS A0 TUMNY FPynn Microsoft 365, 30KpeEMa CalT rpynu SharePoint 3a
3aMOBYYBaHHSAM i OneDrive:

* Ha3Ba

* CTaTyC

* MOLUTOBE MOBIAOMJIEHHSA
* KJIEHT

Llo6 3axncTuTn po3ainv rpynmn KOMaHau, NepekoHanTecs, Wo NPUHANMHI OAWNH YYaCHUK rpynu €
3axXULLEHUM KOPUCTYBayeM ESET Cloud Office Security. KoXKHa rpyna Microsoft 365 Ma€ CalnT rpynm
SharePoint 33 3aMOBYYyBaHHAM i OneDrive, IKi TAKOX 3aXULLEHI.

CaunTtum SharePoint
NMoKa3ye BCi KOpEeHEeBIi caTu SharePoint, HE NOB'A3aHi 3 rPyMNo Microsoft 365:
* Ha3Ba
* CTaTyC
* URL-afpeca
* KJIEHT

CainTu SharePoint, 30KpeMa 1 NigcanTn (He NoKasaHo), aBTOMATUYHO 3aXULLEHI.
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INa OTPUMaHHA OOKNAAHIWNX BiAOMOCTEN KNaLHITh rpyny KoMaHan abo canT SharePoint, 00
BiAKPWTYM BikHO Moka3aTu noapoduui, Sske Mae HOTMPU YaCTUHMU:

hia BukopucTtaHHs

Ornap Binobparka€ 0CHOBHY iH(hOpMaLlito Npo rpynu KoMaHamn abo canTu SharePoint,
3aBaHTa)eHi 3 Microsoft 365 (€/IeKTPOHHA NOLUTA, BAACHUK, y4aCHUKK, aBTOp, URL-
agpeca Towo). Okpim Toro, BigobpaaeTbCa NOTOYHWUIA CTATYC 3aXMCTy ANSA Fpynu
KoMaHan abo canTy SharePoint.

KoHgirypauis MiCTUTb CNUCOK NapamMeTpiB i NPU3HaA4YeHUX NONITUK (CMNCOK i3 4OCTYMNOM TiNbKK
ANS YnTaHHSA). NepexoabTe MiXK BKNagKamMu gnsa nepernagy KoHdirypauii abo
CMUCKY NPU3HAYeHUX MONITUK. Y L YaCTUHI HEMOX/IMBO 3MIHUTY HaNlALWTYBaHHSA
abo npu3Ha4nMTV NONITUKK. Lie MoXxHa 3pobuTun B po3aini [onitukn.

BuasneHi 06'ektun Binobpaxkae BCi BuABNEHi 06'eKTn ANna rpynm koMmaHam abo canTy SharePoint.

KapaHTuH Moka3aTwn BCi hanan B KapaHTUHI OKpiM TOro, MOXKHa BUKOHATW OOHY 3 TaKuX Ain:
Po36noKyBaTK, 3aBaHTaXxnTn abo BUAAANTN hanamn B KapaHTUHI.

KnauHiTe flogatn dinbTp, Wob BiaginbTpyBaTy rpynn KoMaHan abo canTu SharePoint.

BusiBsieHi 00’eKTH

BuBoauTb yci 06’'ekTn, BUABNEHI ESET Cloud Office Security. BKNaakun [103BONSAIOTb NEPEKIOYATUCS MiXK
po3ginamm Gmail, Google [INCK, Exchange Online, OneDrive, 'pynn koMmaHawn i CanTu SharePoint.
MepernaganTe iHQOPMaLio NPO KOXHUIA BUABAEHUI 06'EKT, HAaNpUKAa4 Npo BUSBAEHI hannn, aKi
Oynn nodaHi 0o rpynu KOMaHAWM Ha BKaaaui Fpynu KoMaHau.

KnauHiTe niktorpamy 1, w06 BigkpuTu BiYHy naHenb 3i 3BeAeHVMU LaHUMKU NPO NEeBHUIN 3anuc
XypHany (BuasneHun 06’exT). LLob oTprmaTu 6inbll foKNaAHY iHDOPMaLLito, KNauHiTh NikTorpamy
7 BubepiTb MokasaTu nogpoduui.

Y nepeBi MOXHa nepernsHyTn BusBAeHi 06’'eKTn TiNbKN A8 NEBHOro KNieHTa abo ans nesHOI rpynu.
LLlo6 nepernsiHyTy BUABNEHI 006'€EKTN B KOXKHOMY KJiEHTI abo rpyni, knauHiTe Yci. LLo6 nonerwunTtn
noLwyK nesHoro BnbpaHoro 06’ekta, MOXKHa 3aCTOCyBaTU INIbTP i3 MHOXXUHHUM KPUTEPIEM.
KnauHiTe JlopaTtu inbTp i BUOEPiTH TUN (iNnbTpa B PO3KPUBHOMY MeH0 abo BBeLiTb PALOK
(MOBTOPITb, AKLLO 3aCTOCOBYETE KPUTEPIIB):

DopaTtu dinbTp BukopucTtaHHs

MoyaTok nepiody nodii  YKaXiTb NOYaTKOBY AaTy Aiana3oHy.

3akiH4eHHs nepiogy YKaxiTb KiHUEBY OaTy Aiana3oHy.

nogii

Tema 3aCTOCOBYETLCA A0 MOBiIAOMJIEHb, AKi MICTATb ab0 He MICTATb NEBHUNA
psaoK (abo perynspHuin BUpas3) y TeMi.

MoBigoMaeHHs ®iNbTPyNTE €NEKTPOHHI JIMCTYN 33 YHIKaJIbHUM iLeHTUdiKaTopoM
NOBiLOMMEHHSA Nif Yac NOLYyKY NEBHOrO NOBiLOMEHHS, 0CO6NBO y
BEJINKUX XYpHasax, ki MicTaTb barato nosigomseHb abo faHi npo
4yncneHi cnpobu LOCTaBKM.

Big QinbTpyBaTU NOBIAOMAEHHSA 3a BiANPABHUKOM.

Jo ®inbTpyBaTV NOBILOMIEHHA 3@ OTPUMYBavYaMu.

MowToBa CKPUHbKA 3aCTOCOBYETLCA [0 NOBIAOM/IEHb, PO3TALLOBAHUX Y NMEBHUA MNOLUTOBIN

CKPVWHbL,.
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DopaTtu dinbTp BukopucTaHHs
Pe3ynbTaT CKaHyBaHHA  BubepiTb oauH i3 BapiaHTiB HMXXYe. "LLUKiganse nporpamHe

3abe3neyeHHs", "LUKignuee nporpamMHe 3abesnedyeHHs" “ (BusBneHe
ESET LiveGuard Advanced), "®iwmnHr" abo "Cnam".

Lis BnbepiTb 04HY 3 AOCTYNHUX AiN.

KomaHaa YBeniTb AiNCHe iM'S KOMaHAW.

Cant YBeniTb AiCHe iM'a canTy.

06’eKT YBeniTb AincHe iM’'s 06’'€KTa.

BusasneHun ob’exkT YBeniTb HiNcHe iM'a BUABNEHOro 06'ekTa.
Xew YBeiTb OiiCHUI XeLl BUSIBJIEHOr0 06’eKTa.

Micns kKnauaHHsA nikTorpamu L/ napameTp Buaanutu 06’ekTu, o HanexaTtb Ao 6inoro cnucky
byne OOCTYNHUI, AKLWO BM NOMicTUAM Ao 6inoro cnucky dann, paHiwe po3baoKoBaHWU i3 KapaHTUHY
L7191 TOr0 XK CaMoro KopucTyBada. BUKopnCToBynTe Lein napamMeTp 415 BuAanHHA ganny 3 6inoro
cnucky. Yci nogibHi channy Hagani byayTb NOMILATUCA B KapaHTUH.

Mepiop 36epiraHHsa ons BuaBaeHux 06'ekTiB cknagae 90 gHiB. 3anucuy, cTapiwi 3a 90 gHis,
BMOANATUMYTbCA OCTAaTO4YHO.

MoBigOMUTH NPO NOMUIKOBE CnpaLioBaHHA (FP) / NOMUIKOBUA HEeraTuBHUM pe3synbTaT (FN)

Mo>xHa BpYy4HY MOBiAOMUTW NPO NOMMWJIKOBI CApaLOBaHHA 1 NOMWUJIKOBI HEraTUBHI pe3ynbTaTu B
KaTeropiax "Cnam", "®iwnnHr" abo "LLKignmee nporpamHe 3abe3snevyeHHs", HagicnaBLn BiANOBiAHI
3pa3kmn Ao nabopaTopinn ESET ons aHanisy. Aopeca eneKTpPOHHOI NOWTN A8 HaACWUIaHHA 3pa3KiB:

CnaMm: eneKTPOHHI INCTK, MOMUIKOBO BU3HAY€EHI K CnaMm, HadiWwniTb HaM Ha agpecy
nospam_ecos@eset.com; €IEKTPOHHI INCTK KaTeropii "cnam", Aki He Byno BU3HAYEHO AK CraM,
HaZilWNiTb HaM Ha afpecy spam ecos@eset.com. OpUriHanbHi €NeKTPOHHI INCTU HAZIWNITb 5K
BKJIaZLleHHA y hopMaTi .em/ abo .msg.

®iwuHr: wWo6 nosigoMUTM NPO NOMUIIKOBE CrpaLloBaHHA abo Npo MOMUNKOBUI HEraTUBHUN
pe3ysibTaT WOoAO0 (ILUMHIOBMX NOBILOMAEHb, HALIWNITh €IeKTPOHHOI0 INCTa Ha afpecy
samples@eset.com. Y TeMi eIeKTPOHHOI0 INCTa BKaXiTb '‘phishing email’. ®iLLMHIOBI MNOBIAOMJIEHHSA
HaZdanTe AK BKNageHHsa y bopmaTi .em/ abo .msg.

LUkignuBe nporpamHe 3abe3nevyeHHs: W06 NOBiAOMUTY NPO NOMUIKOBE CripautoBaHHA abo Npo
NOMWUIKOBUIA HEraTUBHUI pe3yibTaT WOoA0 LWKiAAMBOro NPorpaMHoOro 3abesneyvyeHHs, HagiwniTeb
€/1eKTPOHHOr0 JINCTa Ha afpecy samples@eset.com. Y TEMi €IEKTPOHHOI0 IMCTa BKaXiTb 'False
positive' abo 'Suspected infection’. LLKiANMBe nporpamHe 3abe3neyvyeHHs HaganTe SK BKIAAEHHS Y
topmarTi .zip abo .rar.

3BiTH

Y 3BiTax ESET Cloud Office Security HQAA€ETLCA OrNA4 CTaTUCTUKN 3aXUCTY ESET Cloud Office Security.
Mo>XHa BMbpaTh 04MH i3 ABOX TWNIB 3BITIB (CTaTU4Hi abo 3BiT NPO MNOLITOBMIA KapaHTUH).

CTaTUCTWNYHI 3BiTK MICTATb iHDOPMaLi0 NPO 3aXUCT Gmail, Google ANCK, Exchange Online, OneDrive, rpyn
KOMaH[AW i CanTiB SharePoint: KiNbKICTb NepeBIPEHNX eNEeKTPOHHUX JINCTIB, hansiB, BUSABNEHUX
WKIZAMBUX NporpaM, ilMHIOBUX NOCKIAHb i CnaMy 3a BKa3aHWUN NPOMIXKOK 4Yacy. 3BiTM MOXHa
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CTBOPIOBATMW BPYYHY 1 3aBaHTaXyBaTu y popmaTax PDF abo CSV. OKpiM TOro, MOXXHa 3arnjaHyBaTu
HaZicnaHHs 3BiTiB BUOpaHUM Ofep>XyBadaM €1eKTPOHHOIO NOLITO. 3BiTW Y (hopMaTi PDF MiCTATb
rpadivyHe NoAaHHA faHUX, LOBFOCTPOKOBI cepefiHi MOKa3HUKN ONs NOPIBHAHHSA, AaHi Npo Tpadik ons
KOXXHOI0 TUMY 3aXUCTY, @ TaKOXX BiAOMOCTiI MPO OCHOBHUX OTPMMYBaYiB LLKiAJMBOro NPOrpamMmHoOro
3abe3neyeHHs, iLWMHIOBUX NOCKMNAHb i cnamy.

3BIiT NPO NMOLITOBMI KaPaHTUH MICTUTb CMMCOK HOBUX 06'EKTIB, MEpeHeCeHNX B KapaHTuH. Llen 3BiT
HaACWNAETbCSA BUBPaHNM 0L epKyBavyaM €NeKTPOHHOK nowTol. Ogep)xyBaydi MOXyTb po36710KyBaTH
MOBiAOMJIEHHS 3i CNAMOM (AKLLO BOHM BBaXKaloTb iX 6e3neyHumm). Onsa uboro noTpibHO KNauHyTH
nocunaHHs Po36noKyBaTK. 3aCTOCOBYETLCS TiNlbKM A0 CiaMy. [HWi TUNn 06’eKTiB y KapaHTUHI
HEeMOXX/IMBO po3610KyBaTw.

Mo>kHa HanalwTyBaTh OTPUMAHHS CTAaTUCTUYHUX JaHUX eIeKTPOHHO MOoLWTOoH, Wob He BXOAUTU Ha
KOHCOJIb ESET Cloud Office Security. HanawTynTe 1 3aniaHynTe NOBTOPIOBaHI 3BiTW N BKaXiTb agpecu
oTpuMyBaYiB. OKpiM LbOro, MOXXHa CTBOPUTY CTaTUCTUYHMI 3BIT NPAMO Ha KOHCONi ESET Cloud Office
Security. BubepiTb HasBHWI 3BiT (30KpeMa, Lie Moxe ByTun 3annaHoBaHWA 3BIT) | KNauHiTb CTBOPUTH K
3aBaHTaXXUTU. OKPiM TOro, 3BiT MOXHa KNaLHYTW NPaBOO KHOMKOW MULLi 1 BubpaTwn BiANOBIiAHWIA
MYHKT B PO3KPUBHOMY MeHI0. MOXXHa /Ierko CTBOPUTM HOBUI WabnoH 3BiTY 3i cneuianibHUMK
napameTpamu.

HoBu# 3BIiT

HaTtucHiTe HoBun 3BiT, W06 BigkpuTy Manctep wabnoHiB 3BiTiB | BKa3aTy Ha/lalITOBYBaHi
napameTpu. YBeaiTb Ha3By 1 ONUC 3BITY.

Mosa

Y po3KpMBHOMY MeHI0 BMbepiTb NOTPibHY MOBY. byae CTBOPEHO 3BiT BUOpPaHO MOBOIO.
Tun

BubepiTb, AKi TUNK CNif BKOYATW B CTAaTUCTUKY.

CTaTUCTUYHI 3BiTH

CTBOpITb 3anNaHOBaHI 3BiTM abo 3BiTK 3a BMMOrot, B AKX Byae MicTuTucs iHgpopmauis BianosigHoO
[0 BUbpaHMX BamMu NapaMeTpiB.

HapicnaTtu 3BiTM NPO NOLWITOBUNA KapaHTUH

LLlo6 iHopMyBaTK KOPUCTYBaYiB NPO HOBI €NIEKTPOHHI IMCTU B KAPaHTUHI, HaACWIanTe BubpaHum
KOPWUCTYyBayaM CMoOBILLEHHS €NeKTPOHHOIK NOLWTOo. MoXHa NPU3HaYnUTN 0LHOIro abo KiNbKox
ogepxxysadiB abo rpyny ofepxysadis. BubepiTb iHTepBan o1 3BiTiB, @ TAKOX NOYaTKOBY AaTy 1
4ac. AKLL0 HaMalWTOBaHO NMOBTOPKOBAHMI 3BIiT, BUGEPITb, KO MA€E 3aBepLUYyBaTMNCA NOro HaACUAHHSA
(Ha neBHy AaTy, Yepe3 NEeBHY KiNbKiCTb NOBTOPHMUX HagcCcuNaHb abo Hikonn). HaacunaHHS 3BiTy npo
MOLITOBUN KapaHTUH aKTUBYETLCA Ti/IbKWN 3@ HAABHOCTI HOBUX €/1IEMEHTIB [J19 BKJIKOYEHHSA B HbOTO.
OpnepxyBadi 3BiTYy MOXYTb pP036/10KyBaTH NOBILOMAEHHS 3i CMAaMOM (SKLLO BOHW BBaXaloTb iX
6e3nevyHnmm). Ina uboro NoTpibHO KNauHyTU NnocunaHHsa Po3bnokysaTu (nicna uboro y seb-bpaysepi
BiAKPUETHCA BIKHO NiATBEPAXKEHHS). P036710KOBaHe NOBIAOMIEHHS 3i CNAaMOM HaACMNAETLCS
OKpeMUM eNEKTPOHHWUM JINCTOM K BKNaLEHHS.

Knient
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Llen napameTp AOCTYNHUIA TiNbKW ANS cepefoBmLa 3 KinbKoMa KnieHTaMun. MoxxHa BnbpaTu KinbKox
KJIEHTIB, ONA SKux byae 3reHepoBaHO CTAaTUCTUYHI 3BiTU. 3BiTWU CTBOPIOIOTLCA A8 KOXHOI0 KJiEHTa
OKPEMO N HaACWIAITLCA OOAHUM eNIeKTPOHHMUM JINCTOM ESET Cloud Office Security i3 KiflbKOMa
BKJIaAEHHAMMW.

Mpomixok yacy

YKaXiTb MPOMIXKOK Hacy Asia BigobpaxkeHHs pe3ynbTaTiB (0CTaHHI 24 roauHN, TUXIAEHb, MiCALb).
Akwo BmbpaTn napameTp ChneuiasbHU, MOXKHa BKa3aTu fiana3oH ("OaTta Big" i "NaTta Ao").

Busipg,

BnbepiTb noTpibHMn hopmaT thanny (MoxxHa Bubpatn PDFabo CSV). Y 3BiTi hopMaTy PDF MICTUTLCS
rpadiyHe nofaHHs faHux. Y 3BiTi popMaTy CSV MICTATbCSA HeobpobneHi faHi. 3BiTn 36upatoTbCs
BiAMNOBIAHO [0 BKa3aHMX NapaMeTpis. AKLLO BM BUbpanu faHi Gmail, Google ANCK, Exchange Online i
[laHi OneDrive, rpyn koMmaHaun abo canTiB SharePoint, BUXigHWUI hann 6yne apxiBHUM anaom y
topmarTi zIP 3i 3BiTOM Y (hanni PDF abo CSV.

bina MmiTka

Akwo noTpibHO, wob y 3BiTi 6yB NOroTMN BaLLOi KOMMAHII, yBIMKHITb Lo PyHKLUi0. 14 BinobpaxxeHHs
BU MOXXeTe B1bpaTu ABa BapiaHTW: MOKa3yBaTW B 3aro/IOBKY Ball JIOrOTUM pPa3oM i3 10roTUnom ESET
abo noka3lyBaTu TiNbKK Ball fioroTun. Nepenante norotnn y gopmaTi PNG abo JPEG.

3a po3knagom

MnaHyBasbHUK O0O3BOISE CTBOPUTM 3BiTW Ha NEBHY ATy N 4ac, a TaKOX HanawTyBaTW perynspHe
CTBOPEHHS 3BiTiB. 3amnjaHOBaHI 3BiTW AOCTaBAAOTLCA A0 BMOPaHMX 04EPXKYBayiB Y BKIAAEHHSX
eNeKTPOHHNX NINCTIB Bif ESET Cloud Office Security.

MoBTOplOBaTH
BubepiTb 4acTOTYy CTBOpPEHHS 3BiTiB (04MH pa3 abo perynspHe CTBOPEHHS):
* OpHOpa30Bo: 3BiT Byae CTBOPEHO OANH pas3.

* LWloaHsA: 3BiTN perysispHO CTBOPIOIOTLCA N HAACUIAITLCSA KOXKHOIO AHSA (SKLLO He 3af,aHO
FPaHUYHY KiNbKIiCTb 3BiTiB AN HAACWUNAHHS).

* LLLOTMOKHSA: 3BiTU CTBOPIOKOTHLCA N HAACWMIAIOTLCA WOTMXHA Y BUBpaHi gHi.
* LLLomicAYHO: 3BiTW CTBOPIOIOTLCA N HAACWMIAIOTLCA Pa3 Ha MiCsLUb Y BUOpaHWin AeHb.
MounHaoum 3
BnbepiTb NnovyaTKoBY AaTy AN 3BITiB.
3aBepLUYy€ETbCA
BnbepiTb YacC 3aBepLUEHHS perynsapHoOro CTBOPEHHS 3BiTiB.
Opepxysaui
YKaxXiTb afpecy eNeKTPOoHHOI NoWTK o0Aep>KyBada. HaTUCHITb Knagilwy ENTER A4NS NigTBEPAKEHHS.
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3a noTpebu popanTe TakMM HYMHOM KiJIbKOX OOep>KyBayiB.

o6 oTpmMaTn goknagHiwy iHhopmaLito abo BUKOHATW NEBHY A0, KNAaUHiITb NiKTorpamy |-/ i
BMbepiTh Jito:

Ria BukopucTtaHHA
Moka3aTu nogpobuui Bigobpaxae ooknagHi BigOMOCTI Npo 3BIT.
CtBopuTn 1 KnauHiTe CTBOPUTK 1 3aBaHTaxuTu 1 BubepiTb PDFabo CSV. Y 3BiTi hopmaTy
3aBaHTaXNTK PDF MiCTUTbCA rpagiyHe nodaHHs faHux. Y 3BiTi (hopMaTy CSV MIiCTATLCA

HeobpobneHi gaHi. 3BiTK 36MpatoTbCA BIANOBIAHO A0 BKa3aHMX NapaMeTpiB.
AKwo Bu Bnbpann gaHi Exchange Online i 4aHi OneDrive, rpyn KomaHan abo
canTiB SharePoint, BUXigHUA hann byae apxiBHUM hainaioM y opmaTi Z/P 3i
3BiTOM Yy hanni PDF abo CSV

3MiHNUTH [l03B0S1SI€ 3MiHIOBATW KOHIrypaLito HassBHOr 0 3BITY.

Bupanutn [103BOSIIE NOBHICTIO BUAANUTW BUBpaHWi 3BiT.

Llo6 ¢inbTpyBaTK 3BiTW, KNaLHITL JoaaTtn dinbTp i BUbEpiTe TUM PiNbTPa B PO3KPUBHOMY MEHIO
abo BBeLiTb pAAOK (NOBTOPITh L0 Ait0, AKLLO 3aCTOCOBYETE [eKifibKa KpUTEpIiB):

DopaTtu dinbTp BukopucTaHHs

Has3Ba YBeniTb Ha3By 3BiTy (4acTKoBO abo MOBHICTIO).

3a po3knagom  BubepiTb mapameTp "He 3annaHoBaHo", "OgHopa3oso", "WoaHa", "LWoTmxHa" abo
"LLlomica4Ho".

NaHi BubepiTb Exchange Online, OneDrive, rpynu KoMaHAM abo canTu SharePoint, SKi

noTpibHO iNbTPyBaTH 38 AAHUMMN.

KapaHTUH

MpocTe KepyBaHHSA 06'eKTaMK (€IEKTPOHHI TNCTK N hannn), SKi NoMilleHi ESET Cloud Office Security B
KapaHTUH. Bknagku AatTb 3MOry NepekstnyaTnCs MiX po3ainamm Gmail, Google IUCK, Exchange Online,
OneDrive, "I'pynn komaHan" i "CanTu SharePoint". BUBOAATLCA AOKNAAHI BiAOMOCTI MPO KOXXHUIN 06’€KT.

KnauHiTb niktorpamy !, wob Bigkputn 6i4Hy naHenb 3i 3BeA4€HMMMN OaHUMK NPO NEBHUIN 06'€EKT.
o6 oTpnmaTu BiNbll foKNAAHY iHpOpMaLito, KNaLHITb NikTorpamy L= n BubepiTb MokKa3saTu
noppobuui.

Y nepesi MOXHa rnepernsaHyTy BUSABJIEHI 00'€KTY TiIbKK 419 NeBHOro KnieHTa abo Ana nesHol rpynu.
LLlo6 nepernsHyTn BuaBNeHi 06’€KTU B KOXXHOMY KNi€HTI abo rpyni, KnauHiTb Yci.

MepeBipTe eneKTPOHHI MCTn abo hannn B KapaHTUHI 1 BUKOHaNTe BiANoBigHY Aito (Bupanutu abo
Po3bnokyBatm). OKpiM TOro, MOXXHa 3aBaHTa>XMTU OpuriHanbHM ann abo dainn, 3axuLLeHnn
naposiem y copmari .zip.
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AKLL0 BMABNEHWI 06'EKT He € LLKIANMBUM (MOMWIKOBE CMPALIOBAHHS), MOXXHa po306Js1IoKyBaTH
(hann i3 KapaHTKHY. Po3610KoBaHWUI (haln aBTOMaTUYHO MOMILLAETLCA A0 6inoro cnucky (Ha
OCHOBI XxelLly). Yci ManbyTHi BUABNEHHSA LbOro ganay 414 LbOro KopucTyBaya He byayTb
po3rnsfaTnCa SK Nifgo3pini, i He byayTb NOMILLATUCS B KApaHTWUH. ABTOMaTUYHe BHECEHHS B
BinnN CNNCOK BUKOHYETBLCA AJ19 KOXXHOIMO OKPEMOro KOpMCTyBaYa. [ns iHWMX KOPUCTYBaYiB TOM
camui hann byne BUABAATUCA SK NiLO3PINA | NOMILLATUCA B KapaHTUH.

Onda BupganeHHa anny 3 6inoro Cnucky B CNUCKY BussrieHi 06'eKTy MOXHA CKOPUCTATUCS
napameTpom Bupanutu 00’eKkTH, WO HanexaTtb Ao 6iNOro cnNUcky.

KnauHiTb niktorpamy L in Bnbepitsb aito:

LDis BukopucrtaHHs
Moka3aTu nogpodbuui Moka3ye 6inbl fOKNaAHY iHhOPMaLLio NPO eNeKTPOHHWUI NUCT Y
KapaHTUHI.
Po3bnokyBaTu [03B0/15I€ P03610KYBaTN HAACUIAHHSA €NEKTPOHHUX JINCTIB iX
(enekTpoHHiI ncTn abo oTpuMyBadaM y POPMi €NEKTPOHHUX JINCTIB 3i CNOBILLEHHAM, BKNaAEHHAMN
thannn) [0 AKNX ByayTb OpPUriHa/ibHI NOBIAOMAEHHS. AKLIO NAETLCA NPO €NEMEHT

OneDrive, (hain NnepefaBaTUMETbLCSA B OpUriHaNbHE PO3TallyBaHHS Y
OneDrive LibOr0 KOPMCTYBaya. AKLO BUNYCTUTKU (hal i3 rpynu KOMaHam
abo canTy SharePoint, BiH 3HOBY 3'BUTbCH Y BUXiAHOMY pO3TallyBaHHI.
Po3bnokoBaHU hann aBTOMaTUYHO NOMILLAETLCS A0 Binoro cnucky (Ha
OCHOBI xeLly). Lle 3anobirae NoOBTOpHOMY MOTPanIsAHHIO (hanny B

KapaHTUH.
Buganntun Bunoansie enemMeHT i3 KapaHTUHY.
3aBaHTaXXnTu [l03BOJIIE 3aBaHTaXXUTUN HE3aXMLLEHUN hana y NOro opuriHaibHIn opMi.
opuriHanbHWU ann
3aBaHTaXXuTw apxi., [l03BONISIE 3aBaHTAXUTU apxiB, 3aXULLEHWU Naposiem.
3axXULLEHUI Nnaponem
HagicnaTtn 3pa3ok Y 0ianoroBoMy BiKHi HaACWI@HHS 3pa3KiB MOXXHa HaZicnaTu Nigo3pinvn

thann abo cnam ons aHanisy B ESET. Y pO3KPMBHOMY MeHI0 BUBepiTb MNYHKT
MpuYnHM HagCcKuNaHHA.

LLlo6 nonerwmTy nowyk neBHoro o6’ekTa B KapaHTUHI, MOXXHa 3aCTOCYBaTW (iNbTP i3 MHOXXUHHUM
KpuTepieM. KnauHiTe flogatu pinbTp i BbepiTh TUN iNbTpa B PO3KPUBHOMY MeHIO abo BBeiTb
PALOK (MOBTOPITh, AKLLO 3aCTOCOBYETE KPUTEPIIB):

Odopatu dinbTp BukopucrtaHHsa
MoyaTok nepiogy nodii  YKaxkiTb N0OYaTKOBY AaTy Aiana3oHy.
3akiH4YeHHS nepioay YKaxXiTb KiHUEBY AaTy Aiana3oHy.
nogii
Tema 3aCTOCOBYETLCS A0 MOBIAOMJIEHb, AKi MICTATb ab0 HE MICTATbL NEBHUN
panok (abo perynspHuii BUpas) y TeMi.
MoBigOMNIEHHS QiNbTpynTE €NEKTPOHHI JINCTY 3@ YHIKaNbHUM iOeHTUDIKaTOPOM

MOBILOMAEHHSA Nif Yac NOLWYKY NEBHOMO NOBIAOMEHHS, 0COBANBO y
BEJIMKNX XKYpHanax, aki MicTaTb 6araTo nosigomneHs abo aaHi npo
4yncaeHi cnpobu JocTaBKuy.

Bin ®inbTpyBaTV NOBIAOMJIEHHS 3a BiAMNPaBHUKOM.

o ®inbTpyBaTV NOBIAOMJIEHHS 3a OTPMMYyBaYaMMm.

lowToBa CKPUHbKa 3aCTOCOBYETLCA 40 MOBIAOMJIEHb, PO3TALLOBAHNX Y MEBHUI MOLUTOBIN
CKPUHBbLII.
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JopaTtu dinbTp BukopucTaHHsA
Pe3ynbTaT CKaHyBaHHA BubepiTb 04uH i3 BapiaHTiB HUXYe. "LLKiANMBe nporpamMmHe

3abe3neyeHHs", "LKignmee nporpamHe 3abesneveHHs" “U (BusBIeHe ESET
LiveGuard Advanced), "®iwmnHr" abo "Cnam".

KomaHaa YBeniTb OiicHe iM’'s KoMaHAau.
06'ekT YBeniTh AiicHe iM’'st 06'€KTa.
Cant YBeniTb AiNCHe iM's CanTy.

Mepion 36epiraHHa 06'ekTiB y KapaHTUHI cknagae 30 aeHb. 06'ekTn, cTapiwi 3a 30 geHb,
OyayTb BUAANATUCS 3 KAPaHTUHY OCTaTO4HO.

XypHaJZiu CKaHYBaHHA

Y uboMy p034ini BUBOAATLCA BCi pe3ynbTaTu CKaHyBaHHS ESET Cloud Office Security. )KypHann nogibHi
L0 po3ainy BussneHi 06'ekTu, ane BM TaKOXX MOXeTe A04aBaTU A0 CMNCKY 04ULLeHi 06'ekTu
(YBIMKHITb napameTp «PeecTpyBaTy BCi 06'€EKTU» B HaNalWITyBaHHAX NOMITUK). BKnagkn LO3BONSAOTb
nepekYaTCa MiX po3gisiaMmn Gmail, Google INCK, Exchange Online, OneDrive, ' pynu KoMaHaw, CanTu
SharePoint i HagicnaHi annn. KoxxHun suasneHnin 06’ekT MiCTUTb 3HaYHY KiNbKiCTb iHGopMaLii. Y
po3aini "HagicnaHri channmn" Bigobpa)a€eTbCa CnMcok annis, HadicnaHux y ESET LiveGuard Advanced
ANns aHanisy.

KnauHiTe niktorpamy 1, wo6 BigkpuTun 6iYHy naHenb 3i 3Be4eHMMU JaHUMU NP0 NEBHUIN 3annc
XypHany. WWo6 oTpnmaTu 6inblw foknafHy iHhopMaLito, KNauHiTh nikTorpamy L= | n Bubepitb
MokasaTu nogpobuui.

Y nepesi MOXXHa nepersisHy Ty 3anncu XXypHay TiflbKy A5 NeBHOro KJieHTa abo Ans nesHOI rpynu.
LLlo6 nepernsHyTn BuABNEHi 06’€KTN B KOXXHOMY KNi€HTI abo rpyni, KnauHiTb Yci.

AKLLO pe3ysbTaTOM CKaHyBaHHSA € He nepeBipeHo, npu4yrHa Moxxe 6yTu iHwWo. binbL
AOKNaAHi BigoMoCTi amB. B po3aini ObmexeHHs.

AKLLO KJTALHYTU NiKTOrpamy LiecTepHi o y BEPXHbOMY MpaBoOMy KyTi, ob ckopuctaTucs
MOXJIMBICTIO EKCnOpTyBaTH B CSV B KOHTEKCTHOMY MEHIO, MOXXHa eKCMopTyBaTu CiTKy Tabnuui y
hopmaT CSV Ta BUKOPUCTOBYBATM ii B iHWINX NporpamMax Ana poboTu 3i cnmckamu.

LLlo6 nonerwmTy NowyK NeBHOr0 3anncy XYpHay, MOXXHa 3aCcTOCyBaTW (iNbTP i3 MHOXXWHHUM
KpuTepieM. KnauHiTe flopatu pinbTp i BUbepiTh TUN iNbTpa B pO3KPUBHOMY MeHIO abo BBediThb
PALOK (MOBTOPITh, AKLLO 3aCTOCOBYETE KPUTEPIIB):

Dopnatu dinbTp BukopucTtaHHsA

MoyaTok nepiogy nodii  YKaXiTb NOYaTKOBY OaTy Aiana3oHy.

3akiH4YeHHS nepioay YKaXiTb KiHLEeBY OaTy Aiana3oHy.

nogii

[>xepeno gaHux BubepiTb 04unH i3 BapiaHTiB HMXKYe. Exchange Online, OneDrive, [pyna
KoMaHam i CanT SharePoint.

MowToBa CKPUHbKa 3aCcTOCOBYETLCA A0 NOBIAOMJIEHb, PO3TALLOBAHUX Y MEBHUI MNOLUTOBIN
CKPUHbLL.

Bin ®inbTpyBaTW NOBIAOMJIEHHS 3@ BiANPaBHUKOM.

47



DopaTtu dinbTp
o
Tema

MoBigoMIeHHS

Pe3ynbTaT CKaHyBaHHA

Lis

BrnacHuKu

06'ekT
BuasneHun ob’'ekT
Xeww

KomaHaa

Cant

BukopucTtaHHA
®inbTpyBaTV NOBIAOMJIEHHS 3@ OTPUMYBaYaMu.

3aCTOCOBYETLCA A0 NOBIAOMEHD, WO MICTATb abo He MICTATbL NEBHUIA
PALOK Y TeMi.

QinbTPyNTE €NEKTPOHHI INCTY 3@ YHIKaJbHUM i4eHTUDIKaTOPOM
MOBIZOMNEHHS Nif Yac NOLWYKY NEBHOrO NOBIAOMJIEHHS, 0CO6ANBO Y
BEIMKNX XKYpHanax, aki MicTaTb 6araTo nosigomneHs abo aaHi npo
YyncneHi cnpobu focTaBKM.

BubepiTb 04uH i3 BapiaHTiB HWXYe. "LUKignnse nporpamHe
3abe3neyeHHs", "LWKignmee nporpamHe 3abe3sneyvyeHHa" (BuaBaeHe ESET

LiveGuard Advanced)™, "®iwmnHr", "Cnam", "O4uniieHo", "He nepesipeHo",
"Momunnka" abo "BMMKHYyTO".

BubepiTb 04HY 3 [OCTYNHMX AiNA.

YBefiTb AiNCHe iM'S BNacHKKa.

YBeniTb AincHe iM's 06’ekTa.

YBeniTb HiNcHe iM’'ss BUSBNeHoro o6’'ekTa.
YBeiTb AiNCHWUIA XeLl BUSBNEHOro ob’ekTa.
YBeniTb OiicHe iM' KOMaHAaW.

YBeLiTb AiNCHe iM's CanTy.

3anucu xypHanis 36epiratoteca 90 gHiB. 3anucu, cTapiwi 3a 90 gHiB, BUAANATUMYTbCS
0CTaTO4YHO. SAKLLO Yy BaC € MONITKKa, LLLO BUKOPUCTOBYE NapameTp PeecTpyBaTu BCi 00’ eKTH,
3anncuy XypHasy 3 pe3ynbTaToM CKaHyBaHHS O4uweHo 36epiraTuMyTbCs NPOTAroM 3 OHIB.
Pe3ynbTaTn cKkaHyBaHHA 3i cTaTycom "O4uneHo", cTapiwi 3a 3 OHi, BUAANATUMYTbCA

OCTaTO4HO.

MoniTukm

OpraHi3auii 6inbloro po3mipy 3a3BMyait MaloTh AeKiNbKa Bigainis, i Bam NnoTpibHO HanalwTyBaTH
Pi3HIi MapaMeTpun 3aXNCTy A1 KOXKHOI opraHi3auinHol ognHuLi. ESET Cloud Office Security @€ 3Mory
3aCTOCOBYBATM NapaMeTpy 3aXUCTy Ha OCHOBI NOJITUK, AKi MOXXHa HanawTyBaTU i MPU3HAYNTHY

BMOPaHUM KOPUCTYyBayaM i rpynaM KOPUCTYBaYiB, KJiEHTaM, rpynaM KomaHaun abo canTaM SharePoint.

o6 nopaTun KpuTepin GinbTpauii, KnauHiTe Jlopatn inbTp i BUOEPiITL 3aCTOCOBHUN eneMeHT IM’s
M yBeLiTb OiNCHe iM'a noniTukn. Y gepesi "ToniTkn" BifobpaxkaoTbCa KJIEHTM Ta IXHI rpynu
KOPWCTYBauiB, rpynu KoMaHau abo canTu SharePoint, 30kpema rpyna He npusHa4yeHo, L0 MiCTUTb
HaNallToOBYBaHI MNONITUKK, SKi HE NPU3HAYEH] XXOLHOMY KOPUCTYBauy.

Mo>xHa [oAaTW HOBY MONITUKY abo 3MIHUTU HasBHY MONITUKY Ta il NapamMeTpu:

1. HaTucHite MoniTukn > CTBOPUTHU NONITUKY.

2.YBepfiTb iM’A 1 ONUC HOBOI NONITUKMN.

3. BubepiTb LiNnboBMI 00'EKT | HANaAWTYATE NONITUKY ANA TaKUX KaTeropiin:

* KnienTu - [J03BONA€E HaNnawTyBaTW 3axncT Gmail, Google [INCK, Exchange Online, OneDrive, CaNTiB
SharePoint i rpyn KOMaHAMW, a TakoXX NPU3HAYMTK iX BUOPAHUM KNiEHTaM

* KopucTtyBaui: 0a€ 3MOry HanalTyBaTW 3aXUCT Gmail, Google INCK, Exchange Online i OneDrive, a
y y y
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TaKOX MPU3HaYNTK Noro BMBpaHMM KopucTyBadam abo rpynam KOpUcTyBayiB

* Tpynu KOMaHAM: 0a€ 3MOry HaJalUTYBaATX 3aXUCT FPymn KOMaHAM i NPU3HAYNTM NOro
BUGPaHNM rpynam KoMaHau

* CauTm SharePoint: la€ 3MOry HanalwWTyBaTW 3aXUCT CaUTIiB SharePoint i IPU3HAYNTK NOrO
BMbpaHUM canTam

4, HanaLUTy|7|Te napamMeTpn 3aXUCTy 019 Exchange Online, Gmail, OneDrive, Google Drive, Team groups,
SharePoint sites ab0 ESET LiveGuard Advanced i KnauHiTe Jani.

5. HaTucHiTb MpusHaunThn 1 BubepiThb UiNbOBUIA 00'EKT, AKOMY Byae NpU3Ha4YeHO NONITUKY.
6. KnauHiTe 36epertu 3miHum, 106 36epertv HanalwTyBaHHSA NOJITUKN.

/\. OCHOBU NOJITUKMK

MoniTMKa 3a 3aMOBYYBaHHSM
* 3aCTOCOBYETLCS A0 BCiX KOPUCTYBAYIB (3aXULLEHUX | HE 3aXULLLEHNX)
* HEMOXXJINBO 3MiHUTK ab0 BUOANNTK

HanawToByBaHy NOAITMKY MOXXHA MPU3HAYUTM TaKNM LiIbOBMM €/IEMEHTaM:

» KopuctyBayi: 3aCTOCOBYETLCA 40 OKPEMUX KOPUCTYBAYiB, BUOPAHMX yPYUHY
* Fpynu: NoniTMKa 3aCTOCOBYETHLCS A0 BCiX YHACHUKIB rpynu KOPUCTYBaYiB

* KnieHTH: nonitTuka, sika 3aCTOCOBYETHLCA [0 BCiX 06'EKTIB Yy KMIEHTI

* Fpynu KoMaHA,: NONiTUKa 3aCTOCOBYETLCS A0 rPYNn KOMaHAN.

* CalTM SharePoint: NONITUKa 3aCTOCOBYETLCA A0 CalTy SharePoint.

HanawToByBaHa noniTuka, Npu3HavyeHa Kni€eHTy abo rpyni, 3/1MBa€TbCA 3 MONITUKOI 3a
3aMOBYYBaHHAM

HanawToByBaHa nosiTMKa KJi€HTA, NONITUKA rpynu, noniTUKa rpyn komaHau abo nonituka
cauTiB SharePoint Ma€ NPIOPUTET Haf NOJITUKOIK 3@ 3aMOBYYBaHHAM

HanawToByBaHa NoniTka, NpM3Ha4YeHa KOPUCTYBauy, 00'€JHYETHCA 3 MONITUKOIO KAIEHTA,
rpynu,rpyn KOMaHau, CauTiB SharePoint, a TaK0XX NOJIITUKOIO 3@ 3aMOBYYBaHHAM

HanawToByBaHa NnoniTka KOPUCTyBava Ma€ NpiopuTeT Mo BiHOLIEHHIO A0 MONITUKKN KJliEHTa abo
rpynu i NONITUKK 33 3aMOBYYBaHHSAM. [IpoTe KOJIM KOPUCTYBAY 3aBaHTaXye pansl y rpyny KomaHau
abo Ha calT SharePoint, 3aCTOCOBYETLCA MONITUKA ANSA FPYNn KOMaHAM abo canTy SharePoint.

Ons KOpUCTYBaYiB i KJIIEHTIB MOXKHa MPU3HAYUTM KiflbKa HACTPOIOBAHUX MOJITUK, NPOTE
eheKTMBHa NONITUKA BU3HAYAETLCSA Ha OCHOBI NpiopuTeTy (NOPSALOKY).

/\. HanawTyBaHHA oNs COUCKIB aHTucnaMy nig Yac 06’'egHaHHS NONITUK

49



06’eiHaHHS 3aCTOCOBYETHLCA A0 NapameTpiB Crvcky aHTucnamy M CnogilwlaTty agmiHicTpaTopa
(aopecn ons eneKTPOHHUX NUCTIB 3i CMOBILLEHHAMN Big MOAYNIB "3aXWUCT Bif WKiAAMBOr0O
nporpamHoro 3abesneyeHHs" i "3axucT Big iwmHr-atak").

SIKLLO Y BaC KifibKa MONiTUK 3i CMUCKaMK aHTUCNaMy (CNUCKN A03BONEHUX, 3aDN0KOBaHMX Ta
irHOpPOBaHUX IP-agpec, AoMeHiB abo agpec enekKTPOHHOI NowTK) abo Kinbka agpec aaAMiHicTpaTopiB
MoZyniB "3axucT Bif WKiAAMBOro nporpamHoro 3abesnevyeHHa" i "3axucT Big (iwnHr-atak",
BMOepiTb CTpaTerito 06’eaHaHHA:

3amiHuTu: 36eperTu TiNbKW HOBI 3anNnCK CANCKY (3a 3aMOBYYBaHHSM). YCi CMUCKKM 3 NonepeaHix
NONITUK 3aMiHIOITbCS HOBMMU CMIMCKaMM MNOTOYHOI MONITUKN.

Jdopnatu B KiHeub: PO3LLMPUTI CNIUCKN NONEPESHIX NONITUK Yepe3 AoAaBaHHA HOBUX 3amnucis.
O6’eAHaTN CNMCKKU 3 NONepeaHixX NOAITUK i3 HOBMMM 3anncaMm NOTOYHOI NONITUKK. HOBI 3anuncu
PO3MILLYOTLCA B KiHUi (BHU3Y) HAafsBHUX CMUCKIB NONepesHiX NoNiTuK.

Blocked IP list 57 Replace

Ignored IP list Policy settings

Replace

Approved senders list

Append

Blocked senders list

PaHiwe (e 0o TOro, AK 3'SBMaaca MOXXMBICTb BMboOpy BapiaHTa 06’egHaHHA) 3a
3aMOBYYBaHHSM BMKOPUCTOBYBaNacs CTpaTerisa 3aMiHU. SKLLO BN BXXE BUKOPUCTOBYETE
NONITUKKN 3 MEBHMUMU CNMCKaAMM aHTUCNAMy, MOXXHa 3anMWwunTy BapiaHT 3aMiHUTMK. [TpoTe 3a
noTpebu Noro MoXXHa 3MiHUTK Ha JLopaTHU B KiHelb.

CTBOpITb HOBY NONITKKY 3 BU3HAYEHUM CMNCKOM aHTUCNaMy 1 BubepiTb BapiaHT 06’eAHaHHA
(3@ yMOBM HafABHOCTI NOAITUK 3i CNMCKaAMKU aHTUCMaMY).

1. HaTucHitTe MoniTukn > CTBOPUTHU NOJITUKY.

2.YBegiTb iM’A 1 oNKUC 0N HOBOI NONITUKK, BMOEPiTb ANS LinboBoro o6’ekTa napameTp
KnieHTn 1 KnauHiTe Qani.

3. PO3ropHiTb Exchange Online — AHTUCNAM i KNaLHITb 3MIHUTKU NOPyY i3 NyHKTOM "Cnuncok
3abnokoBaHux IP-agpec".

4. KnauHiTb lopmaTu, yBeAiThb IP-afpecy, HaTUCHITb KNaBiwy ENTER a5 3aBeplleHHs aii (abo
IMMOPTYNTE CMUCOK i3 halny), NOTIM KNlauHiTb 30eperTu 3MiHm.

5.Y pO3KpPMBHOMY MEHI0 A8 BapiaHTa 06'eaHaHHSA B1bepiTh JomaTu B KiHeub i KNaLUHiTb
Dani.

6. KnauHiTb Mpu3Ha4YmMTH, Y PO3KPMBHOMY MeHI0 BUbepiTb NyHKT MPpU3HAYUTH KJiEHTaM,
YCTaHOBITb NpanopeLb Nopy\ i3 KNIEHTOM i KnauHiTb OK.

7. KnauHiTb 36epertu 3miHm, Wwo6 3aBepwuinTy NpoLec.

o6 3MiHUTY NpiopuTET NONITUKK, KNALHITb 3MIHUTKU NOpPAROK. BubepiTb noniTuky abo
KinbKa NONITWK i KNaUHiTb 3acTocyBaTu WwBMALe abo 3actocyBaTu nisHiwe, Wob 3MiHUTY iX
npioputeT. MONITUKKN 3aCTOCOBYIOTLCA F106aNbHO (HE3aNeXHO Bif TOF0, KOMY BOHM

NpU3HaYeHi — KNIieHTY, rpyni abo KopucTyBayy) B yKasaHOMY MNOPSALKY 3ropu OOHU3Y.
HalnepLoto 3aBXAn 3aCTOCOBYETLCS MONITUKA 3@ 3aMOBYYBaHHAM.

LLlo6 BMKOHaTK BKa3aHi HYX4e Aii, BUbepiTb NONITUKY N KNaUHITh NiIKTOrpamy

Rin BukopuctaHHsa

Moka3aTu noapobuui BuesoabTe AokNagHy iHhopMaLlilo MPo CTBOPEHY MONITUKY, HAaNALWTYBaHHSA i
06'€KTW, AKUM NPU3HAYEHO MO TUKN.

3MiHUTH 3MiHITb KOHIrypawito HasiBHOI NONITUKN.

Mpu3Ha4nTH BubepiTb KOpMCTyBaYiB, KNIEHTIB, rpynu KoMaHaun abo canTu SharePoint, 1,0
SKUX 3aCTOCOBYETLCA MONITUKA.
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hia BukopucTtaHHs

KonitoBaTu CTBOpITb HOBY NOJNITWKY Ha OCHOBI BMbpaHoro wabnony. Ona aybnbLosaHoi
NoNiTUKKN HeobXioHO BKa3aTu HoBe iM'S.
Bupanutn MoBHiCTI0 BUAanse BubpaHy noniTuky.

CTBOpITb HanalTOBYBaHY MOAITUKY KAiEHTa, LWOO NnepernsHyT BCi pe3y/ibTaTu CKaHyBaHHA
(30kpeMa, be3neyHi 06'ekTn) B po3aini XXypHaan ckaHyBaHHA. MNMoniTnkKa KNieHTa
3aCTOCOBYETLCA [0 BCiX KOPUCTYBAYIB (3aXULLLEHUX | HE 3aXULLEHMX).

1. HaTucHiTb MoniTukmn > CTBOPUTHY NONITUKY.

2.YBegiTb iM'A 1 onuC N5 HOBOI NONITUKK, BUBEpPITb ANA LinboBOro o6’ekTa napameTp
KnieHTy 1 knauHiTe Qani.

3. PO3ropHiTb po3ain Exchange Online — 3arasibHi HaNaWTYBaHHA 1 33 JOMNOMOr ot NOB3YyHKA
BBIMKHITb NapameTp PeecTpyBaTh BCi 00’€KTH.

4. PO3ropHiTb po34i/1 OneDrive — 3arasibHi HanawWTyBaHHA 1 38 4ONOMOIOI0 NOB3YHKa
BBIMKHIiTb NapameTp PeecTpyBaTu BCi 00’€KTH.

5. Po3ropHiTh po3ain Fpynu KoMaHau - 3arasbHi HanawWTyBaHHA 1 32 JONOMOI 0K NOB3YHKa
BBIMKHITb NapameTp PeecTpyBaTh BCi 06’€KTH.

6. PO3ropHiTb po3ain CauTu SharePoint — 3aranbHi HanaLwTyBaHHA 1 38 ONOMOrOI0 NOB3YHKa
BBIMKHITb NapameTp PeecTpyBaTu BCi 00’€KTH, a NOTIM KnauHiTe fani.

7. KnauHiTb MpuU3Ha4YuMTK, YCTAHOBITb NpanopeLb Nopyy i3 KAiEHTOM, NOTiM KnaLHiTb OK.

8. KnauHiTb 36epertu 3MmiHm, 106 3aBepLumTi npoLec.

CTBOpITb HanalTOBYBaHy MONITUKY A5 NEBHUX KOPUCTYBaYiB i3 4O4ATKOBMMM NapameTpamu,
SIKi BU3Ha4aloTb onepadii, Wwo byayTe BUKOHYBATWUCA ONS LWWKIAANBOIrO NPorpamMmHoro
3abe3neyeHHs, cnamy 1 QilIMHIroBUX Nporpam. AKLWO i€ LS NoaiTUKa, NOWTOBI BKAALEHHS 3i
WKIiANMBUM NporpaMHUM 3abesnedyeHHam byayTe BUAanaTucs, cnam byae nepemiwysatuncs B
narky crnamy Lboro KopucTtysada, TeMa (QilLMHroBUX NoBigomeHb byae BiANOBIAHUM YUHOM
noMmivyeHa, a BOHW ByayTb NOMilLLleHi B KApaHTUH, BMICT LWKIiAANBUX (paiiiB, po3TalloBaHUX Y
OneDrive, Byae 3aMiHEHWI 3BMYaNHUM TEKCTOM, W06 BUKIOYUTYN 3aBAAHHS LUKOAM.

1. HaTucHiTb MoniTukmn > CTBOPUTH NONITUKY.

2.YBeiTb iM'A 1 onuC N5 HOBOI NONITUKK, BUOEPITb ANA LinboBOro o6’ekTa napameTp
KopucTtyBaui n knauHiTe Jani.

3. Po3ropHiTb Exchange Online — 3aXMUCT BiA, WKiANMBOro nporpamMHoro 3abesnevyeHHs. Y
PO3KPUBHOMY MEHIO MOpyY i3 napameTpom Mip, 4ac NnoBigOMJIeHHA NPO eneMeHTH B1bepiThb
NyHKT Bupanutu BKNageHHs.

4. Po3ropHiTb Exchange Online — AHTUCNAM i Y PO3KPMBHOMY MEHIO MOpyM i3 napameTpom "Y
pa3i BuABJIeHHA eneMeHTIB" BnbepiTb NyHKT MepeMicTuTn B cnam.

5. PO3ropHiTb po3ain Exchange Online — 3axXMUCT Bif, hiluMHr-aTaKk i 3a JONOMOroK0 NOB3yHKa
BBIMKHITb NapameTp JlomaBaTtu po TeMu Ter. OKpiM TOro, MOXXHa 3MIHUTU TEKCT, yKa3aHu y
napameTpi [lopaBaTM A0 TeMu Ter.

6. PO3ropHiTb OneDrive — 3aXMCT BiA WKiAIMBOro NporpaMHoro 3abesne4yeHHs i B
PO3KPMBHOMY MEHIO MOPYY i3 MYHKTOM AKLLO NPO eNeMeHTH noBiaomneHo snbepitb
3aMiHUTKM N KNauHiTb Aani.

7. KnauHiTe MpU3Ha4YmMTK, YCTAHOBITL NpPanopLi NopyYy i3 KOPUCTyBaYaMu, 40 SKUX NOTPIOHO
3aCTOCyBaTM NONITUKY, | KnauHiTe OK. SIKLWO 418 KOpUCcTyBaya 3acTOCOBaHa HasiBHa
HafaWwToBYBaHa NONITUKa, ii Byae nepeBn3Ha4YeHoO HOBOLD.

8. KnauHiTb 36eperTu 3miHum, 1106 3aBepwnTy Npouec.

NMNapaMeTpu 3axXUcTy Ang Exchange Online

Y ubOMy p0o34ini HaBeAeHO BiAOMOCTi MPO 3MiHY NapameTpiB "Exchange Online — 3arabHi
HanawTyBaHHA", "3axnCT Bif WKiAAMBOro nporpamHoro 3abesnedyeHHs", "AHTUcnam" abo "3axuct
Big (ilunMHr-aTak".@
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/\. Exchange Online — 3arajibHi HaJlaLWTYBaHHS

ESET LiveGrid®Bigryk npo

JaHi HaaCcMnaTUMyTbCA B ESET Research Lab 4519 nofanblioro aHanisy. [oknagHie npo ESET LiveGrid®
AVB. B rJocapii .

PeectpyBaTu BCi 00'ekTHn

AKLLO e napameTp B1bpaHo, yCi pe3ynbTaTh CKaHyBaHHS (30kpeMa, 6e3neyHi 06’ekTun) byayTb
BigobparkaTucs B po3aini )KypHaau ckaHyBaHHsA. MoniTnkoto 36epiraHHA ANS 0OYMLWEHHS pe3ynbTaTiB
CKaHYBaHH$ 3alaHO TepPMiH TpWU AHi. Pe3ynbTaTu CKaHyBaHHA, CTapiwi 3a 3 gHi, BUAANATUMYTbCA
0CTaTOY4HO.

/\. Exchange Online — 3aX1CT BiJ, LWKIOJVMBOro NporpamMHoro 3abesneyeHHs

YBIMKHYTH Exchange Online — 3aXMCT Bif WIKiA/MBOro nporpaMHoro 3abesnevyeHHs

AKLLO Len NnapaMeTp YBIMKHEHO, LS PYHKLiS Bye akTMBHOLO, | B 3MOXKETE HaJlaluTyBaTK A0AATKOBI
napameTpu.

3BiTHICTb i 3aXUCT Ha OCHOBiI MaLLMHHOIO HaBYaHHA

YO0CKOHaleHe MallMHHE HaBYaHHA Ternep 3aCTOCOBYETLCSA B 0OPOOHUKY BUABNEHHSA 19 NiABULWEHHS
PiBHA 3aXUCTY, WO NOKpaLLye BuaABAeHHSA. O3HanoMTecs 3 HaBeOeHOoK HMKYe iH(hopMaLi€o, nepLu
HiX 3MiHIOBaTK nopir (abo piBeHb) AN KaTeropii 3BiTHICTb.

Mig yac NnOBiAOMJIEHHS NPO eNleMeHTH

* MponycTuUTK - HiYOro He pobuTK, HaZicNaTK IMCTa O4epXKyBaYy.

* MepeMmicTuTu B cnam - BignNpasuTn AUCT y nanky "Cnam".

* MepeMicTUTU B KOLUMK - BiANPaBUTY INCT y nanky "Kowwmk".

* BupanuTv noBifOMAEHHA: e/IeKTPOHHMI NCT BUAANIEHO

* BinnpaBnTu NOBiAOMJIEHHA B KAPAHTUH: OPUTriHANIbHUA €NeKTPOHHUIN ANCT BUAANATUMETLCS, a
MOro Konis NOMiLLLaTUMETbCS B KaPaHTUH. AKLLO BY BUPiLLMTE po36/10KYBaTU €1eKTPOHHWUI JIUCT i3
KapaHTWHY, BiH HaACUIATUMETbCS OTPUMYBaYy K BKJaleHHA B HOBOMY €JIeKTPOHHOMY JINCTI.

* Bupanutun BKNapeHHA: BKIaLeHHA NoBigomMaeHHsa byae BuaaneHo N 4OCTaBNEHO 04 epXKyBady
6e3 BKnageHHs.

* 3aMiHNTKN BKNIAAEHHA: BKNAaAEHHA 3aMiHIOETLCA TEKCTOBUM (halsiOM, LLO MICTUTb SOKNAAHI
BiJOMOCTI NP0 BUKOHaHY filo.

* BianpaBuTu BKNaAeHHA B KAPaHTUH: BKNaJeHHA BULANAETLCA 3 €NeKTPOHHOr0 NCTa 1
nepeMillaeTbCa B KapaHTUH (halnis.

TekcT, AKMM NOTPiOHO 3aMiHIOBATU BKNAAEHHA

3aMiHA€ BKNAAEHHA TEKCTOBUM (halsioM, LLO MICTUTb AOKNALHI BiAOMOCTI NP0 BUKOHAHY fito.
JopasaTu o TeMu Ter

AKLLO Ueil NnapamMeTp YBIMKHEHO, MOXHa 3MiHoBaTU WabnoHn, fofaHi B TeMy iHiIKOBaHMX
NnoBigOMJIEHb.

TekcT Tera, AKuu NnoTpidbHO popasaTn Ao TeMu

Mo>xHa 00AaTW HaNalWTOBYBaHY MO3HA4YKy B TeMM iH(DiKOBaHUX MOBIJOMIIEHD.

CnoBilWwaTy BNaCHUKA NOLITOBOI CKPUHbKMU

AKLLO Ueil napamMeTp YBIMKHYTO, KOPUCTYBay4 OTPUMYBaTUMe e/1eKTPOHHI IMCTU 3i CMOBILLEHHAMU NPO
BUSABAEHI 00'€KTHN.

Mosa

Y po3KprBHOMY MeHI0 BMbepiTb NOTPibHY MOBY. BNacHMK NOLITOBOI CKPUHBKMN OTPUMyBaTUMe
€/1eKTPOHHI IMCTK 3i CMOBILLEHHAMY BUBPAHOK MOBOI, KON 06'EKT BUYHAETHCA 3 KAPaHTUHY
Exchange Online. Llen napameTp nepeBn3Ha4Ya€ MOBY K/iEHTA 3a 3aMOBYYBAHHAM Y HalalUTYBaHHSX.
CnosiwaTy agMiHicTpaTopa

YKaxiTb afpecy eneKTpoHHOI nowTu (Wwob nonaTtn AeKiNbka agpec, CKOPUCTaNTecs Knasiweto
ENTER), Ha AKy 6yayTb HaAXOAUTU €NeKTPOHHI IMCTY 3i CNOBILLEHHAMUN NPO BUABJIEHI 06'eKTN.

/\. Exchange Online — AHTKUCNaM

52


https://help.eset.com/glossary/uk-UA/technology_livegrid.html

YBiMKHYTHM Exchange Online - AHTUCNaAM

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

Mip 4yac NOBiAOMJIEHHA NPO eNleMeHTH

* MponycTuTK - HiYOro He pobuTwK, HagicnaTy IMCTa O4epXKyBaYy.

* MepemicTUTK B cNaM - BignpaBuTn AUCT y nanky "Cnam".

* MepeMicTUTU B KOLUMUK - BigNpaBuUTN IUCT y nanky "Kowwnk".

* Bupanutu noBiAOMANEHHSA: €/IeKTPOHHUN NNCT BUAAJIEHO

* BignpaBuTu NOBiAOMNEHHA B KAPAHTUH: OPUTiHANIbHUN €IeKTPOHHUI JINCT BUOANATUMETLCS, a
0Oro Konis NoMilaTUMETbCSA B KapaHTUH. AKLLO BU BMPILLINTE Po3610KYBaTWN €NEKTPOHHWUIA JINCT i3
KapaHTWHY, BiH HAACUIATUMETLCA OTPUMYBAYy K BKJIQLLEHHA B HOBOMY e/IeKTPOHHOMY JINCTI.
HdopnaBaTtu Ao TeMu Ter

AKLLO Len NnapaMeTp YBIMKHEHO, MOXKHA 3MiHIOBaTK WabnoHW, AoAaHi B TeMY iH(DiIKOBaHMX
NnoBigoOMJIEHb.

TekcT Tera, AKui NnoTpidbHO popasaTn Ao TeMu

Mo>)XHa JoAaTy HanalwToBYBaHY MO3HAYKY B TeMM iH(PIKOBaHMX NOBIAOMNEHb.

Y cninckax po3BoJsieHUX, 3a010K0BaHMX | ITHOPOBAaHMX IP-afpec MOXXHa BKa3aTy NEBHI KpUTepil,
HanpuKnag diana3oH IP-agpec, iM's aomeHy Towo. LWob nonatu, 3amiHNTK abo BUAanUTH KpuTepin,
KNaUHiTb 3MIHUTK 015 COUCKY, B AKNIA NOTPIOHO BHECTU 3MiHW. OKpiM TOro, MOXHa iMANoOpTyBaTK
crneuianbHUA CNUCOK i3 hanny, a He goAaBaTy BPYYHY KOXKEH OKpeMuit 3anunc. [ns uboro KnauHiTe
IMnopTyBaTu 1 3HanAiTb hann (.txt) i3 3anucamm, aKki NOTPIGHO JoJaTH B CNUCOK. AHANIONYHO, AKLLO
NoTPibHO eKCNOPTYyBaTU HASBHUI CMINCOK Y aln (.txt), y KOHTEKCTHOMY MEHI0 BUOEPITb MYHKT
Exkcnoprt.

Cnuncok po3BoNeHNX IP-  ABTOMaTU4YHO [0Aa€ A0 BiNoro CNucKy eNnekTPOHHI INCTK, HadicnaHi i3
appec 3ajaHux IP-agpec. BMiCT eneKTPOHHOro INCTa He NepeBipATUMETbLCS.

Cnuncok 3abnokoBaHUx IP- ABTOMATWMYHO BJIOKYE €NEKTPOHHI IMCTK, HaZicnaHi i3 3agaHux IP-agpec.
agpec

Cnncok irHopoBaHMX IP-  3MYLUYE irHOpPYBaTu IP-afpecu 3 LbOro CNUCKY Nif Yac Knacudikauil.

agpec BMiCT eneKTpOHHOro NCTa NepeBipATUMETbLCS.
Cnuncok [03BONIEHUX [lopgae B 6innn CNUCOK eNeKTPOHHI INCTU Bif YKa3aHOro BigMpaBHMKa
BiAMNpPaBHWKIB abo gomeHy. Tinbkn 0gHa agpeca BignpaBHMKa abo Linmn gomeH

BMKOPUCTOBYETLCA AJ19 BEpUiKaLil Ha OCHOBI TaKoro npiopuTeTy:
1.Apnpeca SMTP "MAIL FROM"

2."Return-Path:" noJie 3aroJIoBKa eJIeKTPOHHOIro JINCTa
3."X-Env-Sender:" noJie 3aroJIoBKa eN1eKTPOHHOro ncTa

4."From:" NnoJie 3arofIoBKa eJIeKTPOHHOro InCTa

5."Sender:" NoJsie 3arosioBka eNeKTPOHHOro ncTa
6."X-Apparently-From:" noJsie 3aroJioBka €JIeKTPOHHOIro nCTa

Cnncok 3abn0KoBaHMX BN0OKy€ eNeKTPOHHI NNCTW Bif YKa3aHOro BiAnpaBHMKa abo JoMeHy. YCi
BiANPaBHWKIB ileHTudikoBaHi agpecu BignpaBHUKa abo Lini goMmeHn

BMKOPUCTOBYIOTLCA ANA Bepudikauii Takmx aTpubyTis:

AZpeca SMTP "MAIL FROM"

"Return-Path:" NoJie 3aroJioBKa eIeKTPOHHOr o JINCTa

"X-Env-Sender:" noJsie 3arojioBka €N1eKTPOHHOIro NCTa

“From:" none 3aroJioBKa eJIeKTPOHHOrr o ICTa

"Sender:" NoJie 3aroJIoBKa eN1eKTPOHHOro N1UcTa

"X-Apparently-From:" nosie 3arojloBKa efNeKTPOHHOro JINCTa

/\. Exchange Online — 3aX\CT Bif illMHr-aTak
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YBiIMKHYTHU Exchange Online — 3axXMCT Bif, (iluMHr-atak

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

Mip 4yac NOBiAOMJIEHHA NPO eNleMeHTH

* MponycTUTK: HIYOr0 He pobunTK, HaZICAATN eNEKTPOHHI NCTU 3i WKiIAANBUMUN BKAALEHHAMYN
o4epXxyBayy.

* MepemicTUTK B cNaM - BignpaBuTn AnUCT y nanky "Cnam".

* MepeMiCcTUTU B KOLUMUK - BiANpaBUTN INCT y nanky "Kowwnk".

* Bupanutu noBiAOMANEHHSA: €/IeKTPOHHUN NNCT BUAAJIEHO

* BipgnpaBuTy NOBiAOMNIEHHA B KAPAHTUH: OPUriHA/IbHUN €NIeKTPOHHUI JINCT BUOANATUMETLCS, a
0ro Konis NoMilaTUMETbCSA B KapaHTUH. AKLLO B BMPILLINTE Po3610KYBaTWN €NEKTPOHHWUA JINCT i3
KapaHTWHY, BiH HAACUIATUMETbLCA OTPUMYBaAYy AK BKJIQLLEHHA B HOBOMY e/1IeKTPOHHOMY JINCTI.
HdopnaBaTtu Ao TeMm Ter

AKLLO Len NnapaMeTp YBIMKHEHO, MOXKHa 3MiHIOBaTK WabnoHW, AoAaHi B TeMY iH(iIKOBaHMX
noBigoOMJIEHb.

TekcT Tera, AKui NnoTpidbHO popasaTn Ao TeMu

Mo>XXHa [o4aTy HasalwToBYBaHY MO3HAYKYy B TEMU iH(PIKOBAHMX NOBIAOMEHD.

CnoBiwaTy BNaCHMKA NOLWITOBOI CKPUHbKMU

AKLO Len napamMeTp YBIMKHYTO, KOPUCTYBay OTPUMyBaTUMeE eJIEKTPOHHI JINCTU 3i CNOBILLEHHAMM MPOo
BUSAB/EHI 00'€KTHN.

CnosiwaTty agMiHicTpaTopa

YKaXxiTb afjpecy enekTpoHHOI nowTu (Wwob fofaTu feKisibka afpec, yTpuMyinTe Knasiwy ENTER), Ha
Ky OylyTb HaAXOAUTW €NIeKTPOHHI IMCTK 3i CMOBILLEHHAMY NPO BMABNEHI 00'eKTU Ans Byab-aKoro
KOpucTyBa4a Exchange Online.

NapaMeTpu 3axUcty and Gmail

Y uboMy po3aini HagaHo iHhopMaLito NPo 3MiHY NapaMeTpiB "3arasbHi HanawTyBaHHA Gmail",
"3axXUCT Bif WKigAMBOro nporpamHoro 3abesneyeHHs", "AHTMCNaM" abo "3axucT Big QimHr-atak".

/\. 3arajibHi HaJlaWTyBaHHA Gmail

ESET LiveGrid®Biaryk npo

HaHi HagcmnaTUMyTbCAa B ESET Research Lab 419 noganblloro aHanisy. JoknagHiwe npo ESET LiveGrid®
OWB. B rJocapii .

PeectpyBaTh BCi 00'ekTHn

AKLWoOo uen napameTp B1UbpaHo, yCi pe3ybTaTh CKaHyBaHHA (30KkpeMa, be3neyHi 06’'ekTun) byayTb
BigobpaxkaTtucs B po3aini XKypHanu ckanysaHHA. [MoniTukot 36epiraHHa ANs O4YULLEHHS pe3ybTaTiB
CKaHyBaHH$ 3a4aHO TEPMiH Tpu [Hi. Pe3ynbTaTu ckaHyBaHHA, CTapili 3a 3 AHi, BUAAaNATUMYTbCS
OCTaTO4HO.

/. 3axucCT Bif LWKIiAAMBOro NPOrpaMHoro 3abesneyeHHs y Gmail
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YBiMKHYTH 3aXMUCT Bif WIKiANAMBOro nporpaMHoro 3abesne4yeHHsa ans Gmail

AKLWO Len napaMeTp yBIMKHEHO, LA (yHKLUisA Byae akTUBHOIO, | BU 3MOXeTe HaslalTyBaTy LOAATKOBI
napameTpu.

3BiTHICTb i 3aXUCT Ha OCHOBiI MaLLMHHOIO HaBYaHHA

YO0CKOHaeHe MallMHHE HaBYaHHA Ternep 3aCTOCOBYETLCSA B 0OPOOHUKY BUABNEHHSA 1A NiABULWEHHS
PiBHA 3aXUCTY, WO NoKpallye BUABAeHHA. O3HanoMTecs 3 HaBeLEeHO HUXKYe iHhopMaLi€to, nepL
HiX 3MiHIOBaTK nopir (abo piBeHb) AN KaTeropii 3BiTHICTb.

Mig yac noBiAOMJIEHHS NPO efleMeHTH

* MponycTuUTK - HiYOro He pobuTK, HaZicNaTK IMCTa O4epXKyBaYy.

* MepemicTuTu B cnam - BignNpasuTu AUCT y nanky "Cnam".

* MepeMicTUTU B KOLUMUK - BiANPaBUTK JINCT y nanky "Kowwmk".

* BupanuTn noBigOMNEHHA: /IeKTPOHHMI INCT BUAASIEHO

* BinnpaBuTu NOBiAOMJIEHHA B KAPAHTUH: OPUTriHAJIbHUA eNeKTPOHHUIN NNCT BUAANATUMETHCS, a
MOro Konis NoMillaTUMETbCS B KaPaHTUH. SKLLO BY BUPILLMTE pOo36/10KYBaTU €IeKTPOHHUIA JICT i3
KapaHTWHY, BiH HAACUIATUMETbCS OTPUMYBaYy K BKJIaleHHA B HOBOMY €JIeKTPOHHOMY JINCTI.

* Bupanutu BKNageHHsA: BKJIaLeHHA NoBifgomMaeHHsa byae BuganeHo; nosigoMmieHHs byne
[OCTaBNeHO ofep)xyBayy 6e3 BKIafgeHHs.

* 3aMiHUTKN BKJIaf,eHHA: BKJIA[leHHS 3aMiHIOETbCA TEKCTOBUM (HarsioM, Lo MICTUTb LOKIaLHI
BiJOMOCTI NP0 BUKOHAHY fito.

* BianpaBuTu BKNaAeHHA B KAPaHTUH: BKNALEeHHSA BULANAETLCA 3 €/1IeKTPOHHOr 0 INCTa 1
nepeMillaeTbCa B KapaHTUH (halnnis.

TekcT, AKMM NOTPiOHO 3aMiHIOBATU BKJAAEHHA

3aMiHfI€ BKNaJeHHs TeKCTOBUM (halioM, Lo MICTUTb AOKAAHI BiLOMOCTI NP0 BUKOHAHY Lilo.
JopnaBsaTtun o TeMu Ter

AKLLO Luen napamMeTp YBIMKHEHO, MOXXHa 3MiHoBaTK WabsiioHn, fofaHi B TeMY iHIKOBaHUX
MoBiJOM/NEHb.

TekcT Tera, AKuu NoTpidOHO popaBaTu A0 TeMu

Mo>kHa [04aTW HalalTOBYBaHY MO3HA4YKy B TeMU iH(DikOBaHUX MOBIAOMIIEHD.

CnoBilWwaTy BAacHUKA NOLUITOBOI CKPUHbKMU

AKLLO Len napaMeTp YBIMKHYTO, KOPUCTYBa4 OTPUMyBaTUMeE e/IEKTPOHHI INCTK 3i CNOBILLEHHAMM MPO
BUSIBNEHI 00'€KTHN.

MoBa

Y po3KprBHOMY MeHI0 BMOepiTb NOTPibHY MOBY. BnacHMK NOLITOBOI CKPUHBKM OTPUMYyBaTUMe
€/1IeKTPOHHI JIMCTK 3i CMOoBiLLEeHHAMY BUBPaHOK MOBOI, KOJIM 0B'EKT BUJTYHAETLCA 3 KapaHTUHY. Llen
napameTp nepeBM3HaYaE MOBY KJiEHTa 3@ 3aMOBYYBaHHAM Yy HaalUTyBaHHAX.

CnosiwaTty agMiHicTpaTopa

YKaxXiTb afpecy eneKTpoHHoI nowTu (Wwob aonaTtn AeKiNbKa agpec, CKOpUCTanTecs Knasiweto
ENTER), Ha AKy 6yayTb HaAXOAUTU €NeKTPOHHI IMCTY 3i CNOBILEHHAMU NPO BUABJIEHI 06'eKTN.

/\. 3axucT Big cnamy B Gmail
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YBIMKHiTb 3aXMCT Big cnaMy pans Gmail

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

Mip 4yac NOBiAOMJIEHHA NPO eNleMeHTH

* MponycTuTK - HiYOro He pobuTwK, HagicnaTy IMCTa O4epXKyBaYy.

* MepemicTUTK B cNaM - BignpaBuTn AUCT y nanky "Cnam".

* MepeMicTUTU B KOLUMUK - BigNpaBuUTN IUCT y nanky "Kowwnk".

* Bupanutu noBiAOMANEHHSA: €/IeKTPOHHUN NNCT BUAAJIEHO

* BignpaBuTu NOBiAOMNEHHA B KAPAHTUH: OPUTiHANIbHUN €IeKTPOHHUI JINCT BUOANATUMETLCS, a
0Oro Konis NoMilaTUMETbCSA B KapaHTUH. AKLLO BU BMPILLINTE Po3610KYBaTWN €NEKTPOHHWUIA JINCT i3
KapaHTWHY, BiH HAACUIATUMETLCA OTPUMYBAYy K BKJIQLLEHHA B HOBOMY e/IeKTPOHHOMY JINCTI.
HdopnaBaTtu Ao TeMu Ter

AKLLO Len NnapaMeTp YBIMKHEHO, MOXKHA 3MiHIOBaTK WabnoHW, AoAaHi B TeMY iH(DiIKOBaHMX
NnoBigoOMJIEHb.

TekcT Tera, AKui NnoTpidbHO popasaTn Ao TeMu

Mo>)XHa JoAaTy HanalwToBYBaHY MO3HAYKY B TeMM iH(PIKOBaHMX NOBIAOMNEHb.

Y cninckax po3BoJsieHUX, 3a010K0BaHMX | ITHOPOBAaHMX IP-afpec MOXXHa BKa3aTy NEBHI KpUTepil,
HanpuKnag diana3oH IP-agpec, iM's aomeHy Towo. LWob nonatu, 3amiHNTK abo BUAanUTH KpuTepin,
KNaUHiTb 3MIHUTK 015 COUCKY, B AKNIA NOTPIOHO BHECTU 3MiHW. OKpiM TOro, MOXHa iMANoOpTyBaTK
crneuianbHUA CNUCOK i3 hanny, a He goAaBaTy BPYYHY KOXKEH OKpeMuit 3anunc. [ns uboro KnauHiTe
IMnopTyBaTu 1 3HanAiTb hann (.txt) i3 3anucamm, aKki NOTPIGHO JoJaTH B CNUCOK. AHANIONYHO, AKLLO
NoTPibHO eKCNOPTYyBaTU HASBHUI CMINCOK Y aln (.txt), y KOHTEKCTHOMY MEHI0 BUOEPITb MYHKT
Exkcnoprt.

Cnuncok po3BoNeHNX IP-  ABTOMaTU4YHO [0Aa€ A0 BiNoro CNucKy eNnekTPOHHI INCTK, HadicnaHi i3
appec 3ajaHux IP-agpec. BMiCT eneKTPOHHOro INCTa He NepeBipATUMETbLCS.

Cnuncok 3abnokoBaHUx IP- ABTOMATWMYHO BJIOKYE €NEKTPOHHI IMCTK, HaZicnaHi i3 3agaHux IP-agpec.
agpec

Cnncok irHopoBaHMX IP-  3MYLUYE irHOpPYBaTu IP-afpecu 3 LbOro CNUCKY Nif Yac Knacudikauil.

agpec BMiCT eneKTpOHHOro NCTa NepeBipATUMETbLCS.
Cnuncok [03BONIEHUX [lopgae B 6innn CNUCOK eNeKTPOHHI INCTU Bif YKa3aHOro BigMpaBHMKa
BiAMNpPaBHWKIB abo gomeHy. Tinbkn 0gHa agpeca BignpaBHMKa abo Linmn gomeH

BMKOPUCTOBYETLCA AJ19 BEpUiKaLil Ha OCHOBI TaKoro npiopuTeTy:
1.Apnpeca SMTP "MAIL FROM"

2."Return-Path:" noJie 3aroJIoBKa eJIeKTPOHHOIro JINCTa
3."X-Env-Sender:" noJie 3aroJIoBKa eN1eKTPOHHOro ncTa

4."From:" NnoJie 3arofIoBKa eJIeKTPOHHOro InCTa

5."Sender:" NoJsie 3arosioBka eNeKTPOHHOro ncTa
6."X-Apparently-From:" noJsie 3aroJioBka €JIeKTPOHHOIro nCTa

Cnncok 3abn0KoBaHMX BN0OKy€ eNeKTPOHHI NNCTW Bif YKa3aHOro BiAnpaBHMKa abo JoMeHy. YCi
BiANPaBHWKIB ileHTudikoBaHi agpecu BignpaBHUKa abo Lini goMmeHn

BMKOPUCTOBYIOTLCA ANA Bepudikauii Takmx aTpubyTis:

AZpeca SMTP "MAIL FROM"

"Return-Path:" NoJie 3aroJioBKa eIeKTPOHHOr o JINCTa

"X-Env-Sender:" noJsie 3arojioBka €N1eKTPOHHOIro NCTa

“From:" none 3aroJioBKa eJIeKTPOHHOrr o ICTa

"Sender:" NoJie 3aroJIoBKa eN1eKTPOHHOro N1UcTa

"X-Apparently-From:" nosie 3arojloBKa efNeKTPOHHOro JINCTa

/N 3axucT Big ilnHry B Gmail
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YBIiMKHYTM 3axMCT Big (piluMHr-atak ans Gmail

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

Mip 4yac NOBiAOMJIEHHA NPO eNleMeHTH

* MponycTUTK: HIYOr0 He pobunTK, HaZICAATN eNEKTPOHHI NCTU 3i WKiIAANBUMUN BKAALEHHAMYN
o4epXxyBayy.

* MepemicTUTK B cNaM - BignpaBuTn AnUCT y nanky "Cnam".

* MepeMiCcTUTU B KOLUMUK - BiANpaBUTN INCT y nanky "Kowwnk".

* Bupanutu noBiAOMANEHHSA: €/IeKTPOHHUN NNCT BUAAJIEHO

* BipgnpaBuTy NOBiAOMNIEHHA B KAPAHTUH: OPUriHA/IbHUN €NIeKTPOHHUI JINCT BUOANATUMETLCS, a
0ro Konis NoMilaTUMETbCSA B KapaHTUH. AKLLO B BMPILLINTE Po3610KYBaTWN €NEKTPOHHWUA JINCT i3
KapaHTWHY, BiH HAACUIATUMETbLCA OTPUMYBaAYy AK BKJIQLLEHHA B HOBOMY e/1IeKTPOHHOMY JINCTI.
HdopnaBaTtu Ao TeMm Ter

AKLLO Len NnapaMeTp YBIMKHEHO, MOXKHa 3MiHIOBaTK WabnoHW, AoAaHi B TeMY iH(iIKOBaHMX
noBigoOMJIEHb.

TekcT Tera, AKui NnoTpidbHO popasaTn Ao TeMu

Mo>XXHa [o4aTy HasalwToBYBaHY MO3HAYKYy B TEMU iH(PIKOBAHMX NOBIAOMEHD.

CnoBiwaTy BNaCHMKA NOLWITOBOI CKPUHbKMU

AKLO Len napamMeTp YBIMKHYTO, KOPUCTYBay OTPUMyBaTUMeE eJIEKTPOHHI JINCTU 3i CNOBILLEHHAMM MPOo
BUSAB/EHI 00'€KTHN.

CnosiwaTty agMiHicTpaTopa

YKaXxiTb afjpecy enekTpoHHOI nowTu (Wwob fofaTu feKisibka afpec, yTpuMyinTe Knasiwy ENTER), Ha
AKY OyayTb HAOXOAUTW €NEeKTPOHHI IMCTU 3i CROBILLEHHAMU NPO BMABJIEHI 06’ EKTW.

NMapaMeTpu 3axXUCTy Ona OneDrive

Y ubOMy po34ini HagaHo iHopMaLilo Npo 3MiHy NapamMeTpiB "OneDrive — 3aranbHi HanaWTyBaHHA"
abo "OneDrive — 3aXWCT Bif WKiAANBOro NporpamMmHoro 3abesneyeHHs".

/\. OneDrive —3araJibHi HafaalWTYBaHHA

ESET LiveGrid®Biaryk npo

[aHi HagcmMnaTMyTbCA B ESET Research Lab gna noganslioro aHanisy. [isHantecs binblwe npo ui
nporpamu B raocapil.

PeecTpyBaTu BCi 00'eKkTHn

AKWoO uen napameTp BUbpaHo, yCi pe3ynbTaTh CKaHYBaHHA (30KpeMa, be3neyHi 06’ekTu) byayTb
BigobparkaTucsa B po3aini )KypHaau ckaHyBaHHA. MoniTnkoto 36epiraHHA ANS 0YMLEHHSA pe3ynbTaTiB
CKaHYBaHHS 3aaHO TEPMiH TpWU AHi. Pe3ynbTaTu CKaHyBaHHA, CTapiwi 3a 3 gHi, BUAANATUMYTbCA
0CTaTO4HO.

/\. OneDrive — 3aXUCT Bif WKigJMBOro NnporpamHoro 3abesneyeHHs
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OneDrive - 3aXMUCT BifA WKiANMMBOro nporpaMHoro 3abesne4yeHHs

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

3BIiTHICTb i 3aXUCT Ha OCHOBI MAaLLMHHOIO HaBYaHHA

YO0CKOHaneHe MallMHHE HaBYaHHA Tenep 3aCTOCOBYETLCA B 06pOBHMKY BUSBNEHHA A5 NiABULLEHHS
PiBHA 3aXMUCTY, WO NOKpaLLye BUABAEHHSA. O3HanoMTecs 3 HaBeLEHOK HMKYe iHhopMaLi€eto, nepL
HiX 3MiHIOBaTK nopir (abo piBeHb) AN KaTeropii 3BiTHICTb.

Mig yac noBiAOMJIEHHS NPO efleMeHTH

* MponycTuUTK - HiYOro He pobuTw, 3anNWNTK hana y OneDrive.

* MepeMiCTUTU B KOLIUK: (haill NEPEMILLAETLCSA B KOLUUK.

* 3aMiHUTK: BMICT BUXiAHOrO hanly 3aMiHIOETLCSA BU3HAYEHMM HMXKYE TEKCTOM (Y BiKHI "TeKCT, AKUM
noTpibHO 3amiHoBaTK hann").

* MOMICTUTK Ha KapaHTUH - BUXIOHWI (hall NePEMILLYETLCSA B KOLIWK, @ NOro Konis
BiANPaBASETLCSA B KapaHTWH. Konn ann po3baoKoBYETLCS, paHilie BuAaneHni ann 3annwaeTbCcs B
KOLUWKY, @ HOBa KOMisl NepefaeTbCs B OpUriHanbHy nanky OneDrive.

TekcT, AKMM NOTPiOHO 3amiHioBaTH hann

3aMiHfI€ BKNaJeHHs TeKCTOBUM (halioM, Lo MICTUTb AOKAAHI BiZOMOCTI NP0 BUKOHAHY Lilo.
CnosiwaTtuy BNacHMKa

AKLLO Len napaMeTp YBIMKHYTO, KOPUCTYBa4 OTPUMyBaTUMeE e/IEKTPOHHI INCTK 3i CNOBILLEHHAMM MPO
BMABJIEHI 00’ €EKTW.

CnosiwaTtn agMiHicTpaTopa

YKaxXiTb afpecy eneKTpoHHOI nowTK (wob aoaaTn AekinbkKa agpec, yTpumynTe Knasiwy ENTER), Ha
AKy OyoyTb HAAXOANTW €NEKTPOHHI IMCTW 3i CAOBILLEHHAMN NPO BUABNEHI 06'EKTW.

NMNapaMmeTpu 3axXUCTy OnA Google IuCK

Y uboMy po34ini HafaHo iHopMaLito NPo 3MiHY NapaMeTpiB "3aranbHi HanawTyBaHHSA Google AMcK"
abo "3axucT Bif WKiAAMBOro NporpamMHoro 3abesneyvyeHHs Ha Google [inck".

/\. 3araJibHi HafawTyBaHHSA Google ANCK

ESET LiveGrid®Biaryk npo

[aHi HagcmnaTMyTbCA B ESET Research Lab gna noganblioro aHanisy. HisHanTtecs 6inblie npo ui
nporpamu B raocapii.

PeectpyBaTh BCi 00'ekTHn

AKWoOo uen napameTp BnubpaHo, yCi pe3ybTaTh CKaHyBaHHA (30KpeMa, be3neyHi 06’'ekTun) byayTb
BigobparkaTucsa B po3aini XXypHaau ckaHyBaHHA. MoniTnkoto 36epiraHHA A4NS 04MLWEHHSA pe3ybTaTiB
CKaHYBaHH$ 3a4aH0 TEPMiH Tpu [Hi. Pe3ynbTaTu ckaHyBaHHA, CTapili 3a 3 AHi, BUAANATUMYTbCS
OCTaTO4HO.

/\. 3axucT Bif WKigaMBOro nporpaMHoro 3abesneyeHHs Ha Google ANCK
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3axucT BiA WKiANAMBOro nporpaMHoro 3abesne4yeHHs Ha Google luck

AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

3BIiTHICTb i 3aXUCT Ha OCHOBI MAaLLMHHOIO HaBYaHHA

YO0CKOHaneHe MallMHHE HaBYaHHA Tenep 3aCTOCOBYETLCA B 06pOBHMKY BUSBNEHHA A5 NiABULLEHHS
PiBHA 3aXMUCTY, WO NOKpaLLye BUABAEHHSA. O3HanoMTecs 3 HaBeLEHOK HMKYe iHhopMaLi€eto, nepL
HiX 3MiHIOBaTK nopir (abo piBeHb) AN KaTeropii 3BiTHICTb.

Mig yac noBiAOMJIEHHS NPO efleMeHTH

* MponycTuTK - HiYoro He pobuTwy, 3anNWNTK hann y Google Drive

* MepeMiCTUTU B KOLIUK: (haill NEPEMILLAETLCSA B KOLUUK.

* 3aMiHUTK: BMICT BUXiAHOrO hanly 3aMiHIOETLCSA BU3HAYEHMM HMXKYE TEKCTOM (Y BiKHI "TeKCT, AKUM
noTpibHO 3amiHoBaTK hann").

* MOMICTUTK Ha KapaHTUH - BUXIOHWI (hall NePEMILLYETLCSA B KOLIWK, @ NOro Konis
BiANPaBASETLCSA B KAPaHTUH.

* Bupanutu: BuxigHun ann 6e3noBopoTHO BUAANAETLCA 3i CXOBULLA Google [UCK.

TekcT, AKMM NOTPiOHO 3amiHioBaTH hann

3aMiHfI€ BKNaJeHHs TeKCTOBUM (halioM, Lo MICTUTb AOKAAHI BiZOMOCTI NP0 BUKOHAHY Lilo.
CnosiwaTtuy BNacHMKa

AKLLO Len napaMeTp YBIMKHYTO, KOPUCTYBa4 OTPUMyBaTUMeE e/IEKTPOHHI INCTK 3i CNOBILLEHHAMM MPO
BMABJIEHI 00’ €EKTW.

CnosiwaTtn agMiHicTpaTopa

YKaxXiTb afpecy eneKTpoHHOI nowTK (wob aoaaTn AekinbkKa agpec, yTpumynTe Knasiwy ENTER), Ha
AKy OyoyTb HAAXOANTW €NEKTPOHHI IMCTW 3i CAOBILLEHHAMN NPO BUABNEHI 06'EKTW.

MNapamMeTpu 3axXuCTy ANA rpPyn KOMaHAaU

Y uboMy po3aisii HafaHo iHpopMaLlito MPo 3MiHY NapaMeTpis "pPynu KoMaHAW - 3aranbHi
HanawTyBaHHA" abo "Mpynn KOMaHAW - 3aXWCT Bif WKiAAMBOro NporpamHoro 3abesneyeHHs" @

/\. [pynu KoMaHAM - 3arajbHi HaJlalWTyBaHHA

ESET LiveGrid®Biaryk npo

[aHi HagcmnaTMMyThCa B ESET Research Lab An1s noganblioro aHanidy. disHantecs 6inblie npo ui Tmnu
nporpam y raocapil.

PeecTtpyBaTh BCi 00'ekTHn

AKLWoOo uen napameTp BubpaHo, yCi pe3ynbTaTh CKaHyBaHHA (30KpeMa, be3neyHi 06’'ekTun) byayTb
BigobparkaTuca B po3aini XXypHaau ckaHyBaHHA. BignoBigHO 40 NoniTMKKM 36epiraHHs pesynbTaTn
CKaHyBaHHS 3i cTaTycom "Ou4uiieHo" 36epiraloTbCa Tpu OHi. Pe3ynbTaTu CKaHyBaHHSA, CTapili 3a

3 OHi, BUOANATUMYTbCSA OCTATOYHO.

/N HanalwTtyBaHHS 3aXMUCTY Bif WKiAJMBOro NporpaMHoro 3abesnevyeHHsa Aasa rpyn KoMaHau
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HanawTyBaHHA 3aXMUCTY BiA LWKiQJIMBOro NporpaMHoro 3abesneyeHHs ansa rpyn KOMaHau
AKLLO Len napaMeTp YBIMKHEHO, LS (PYHKLIA Byae aKTUBHOLO, | BM 3MOXKETE HaJlalTyBaTK AOAATKOBI
napameTpu.

3BIiTHICTb i 3aXMCT Ha OCHOBI MAaLLMHHOIO HaBYaHHA

Y 0CKOHaNeHe MallMHHe HaBYaHHA Tenep 3aCTOCOBYETLCS B 0O6POBHNKY BUABNEHHA ANS NiABULLEHHS
PiBHS 3aXMCTY, LLO NOKpaLlye BMaABAeHHA. O3HanoMTecs 3 HaBe4EeHO HXYe iHhopMaLi€to, nepLu
Hi> 3MiHIOBaTK Nopir (abo piBeHb) ANd KaTeropii 3BiTHICTb.

Mip 4yac NOBiAOMJIEHHA NPO eNleMeHTH

* MponycTUTK: XX04Ha Lif HEe BUKOHYETLCA, (haisl 3a/IMWaTUMETbCA HE3MIHHUM.

* MepeMicTUTH B KOLIUKK: (hali NnepeMillaeTbCsA B KOLINK KOMaHA,.

* 3aMiHNUTK: 3aMiHUTY BMICT BUXIAHOIO (hansly BU3HAYEHUM HUXKYe BiKHI (Mosie "TeKCT, SKUM
noTpibHo 3amiHoBaTK hann").

* KapaHTHH: BUXiZHUIA han NepeMilllaeTbCs B KOWMK KOMaHZ i KOMIKETLCA B KapaHTUH. Konn gann
P036/10KOBYETLCA, PaHille BUAANEHUI haitn 3a1MWLAETLCSA B KOLWUKY, @ HOBa KOMisi NepeaaETbes B
OpUriHanbHy nanky.

TekcT, AKMM NOTPiOHO 3aMiHlOBaTH paun

3aMiHA€ BKNALEHHA TEKCTOBUM (halsioM, LLO MICTUTb JOKALHI BiAOMOCTI MPO BUKOHAHY fito.
CnosiwaTtuy BNacHMKa

AKLLO Len napaMeTp YBIMKHYTO, KOPUCTYBa4 OTPUMyBaTUMeE eSIEKTPOHHI INCTK 3i CNOBILLEHHAMM MPo
BUSAB/EHI 06'€EKTHN.

CnosiwaTty agMiHicTpaTopa

YKaxiTb afpecy eneKTpoHHOI nowTK (wob goaatn AekinbkKa agpec, yTpumynTe Knasiwy ENTER), Ha
AKY ByayTb HAAXOAUTW €NEeKTPOHHI IMCTU 3i CMOBILLEHHAMUN NPO BMABNIEHI 06’ EKTN.

MapameTpu 3axXUCTy ANA CauUTiB SharePoint

Y uboMy po3aini HagaHo iHopMaLito Npo 3MiHy NnapameTpiB "CanTu Sharepoint — 3aranbHi
HanawTyBaHHA" abo "CanTun Sharepoint — 3aXUCT Bif LWKiAAMBOro NporpaMHoro 3abesnevyeHHsa" @

/\. Cantu SharePoint — 3arajbHi HaJlaLWTYBAaHHS

ESET LiveGrid®Bigryk npo

laHi HagCcMnaTMyTbCA B ESET Research Lab An1a noganslioro aHanidy. disHantecs 6inble npo ui Tmnu
nporpam y raocapii.

PeecTtpyBaTh BCi 00'ekTHn

AKLLO uen napameTp B1UbpaHo, yCi pe3yabTaTh CKaHYBaHHS (30kpeMa, 6e3neyHi 06’'ekTun) byayTb
BiZobpaxaTuca B po3aini XXypHanu ckaHyBaHHA. BignoBigHO Ao noniTukm 36epiraHHa pesynbTaTu
CKaHyBaHHS 3i cTaTycoMm "O4nweHo" 36epiraloTbCa Tpy OHi. Pe3ynbTaTu CKaHyBaHHS, CTapilwi 3a

3 OHi, BUOANATUMYTbCA OCTATOYHO.

/\. HanalwTyBaHHA 3aXUCTY Bif WKiOJMBOro nporpaMHoro 3abesneyeHHs A5 CaTiB SharePoint
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HanawTyBaHHA 3aXMUCTY Bij, WKiQJMBOro NporpaMHoro 3abesneyeHHa ANA cauTiB SharePoint
AKLLO Lein NnapamMeTp YBIMKHEHO, LA (yHKLiA Byae akTUBHOLO, | BU 3MOXKETe HanalTyBaTW LOLAATKOBI
napameTpu.

3BIiTHICTb i 3aXMCT Ha OCHOBi MAaLLMHHOIO HaBYaHHSA

YO0CKOHaneHe MallMHHE HaBYaHHA Tenep 3aCTOCOBYETLCA B 06pOBHMKY BUSBNEHHA A5 NiABULLEHHS
PiBHA 3aXMUCTY, WO NOKpaLLye BUABAEHHSA. O3HanoMTecs 3 HaBeLEHOK HMKYe iHhopMaLi€eto, nepL
HiX 3MiHIOBaTK nopir (abo piBeHb) AN KaTeropii 3BiTHICTb.

Mig yac noBiAOMJIEHHS NPO efleMeHTH

* MponycTUTK: XOLHA Aif HE BUKOHYETLCA, (han 3aJMWLaTUMETbCA HE3MIHHUM.

* MepeMicTUTU B KOLIUK: (hail1 NEPEMILLAETLCA B KOLWKK SharePoint.

* 3aMiHUTK: 3aMiHUTW BMICT BUXIAHOrO haly BU3HAYEHUM HMXKYe BiKHI (Mone "TekCT, aKnM
noTpibHO 3amiHoBaTK hann").

* KapaHTUH: BUXigHUN (hann NepemillaeTbCs B KOLMK SharePoint | KOMIOETLCS B KApaHTUH. Konu
thann po3610KOBYETHCA, paHile BUAANEHMI Paln 3aULWLAETHCA B KOLLKKY, a HOBa KOris
nepenaeTbCa B OPUriHasIbHy Narky.

TekcT, AKMM NOTPiOHO 3amiHioBaTH hann

3aMiHfI€ BKNaJeHHs TeKCTOBUM (halioM, Lo MICTUTb AOKAAHI BiZOMOCTI NP0 BUKOHAHY Lilo.
CnosiwaTtuy BNacHMKa

AKLLO Len napaMeTp YBIMKHYTO, KOPUCTYBa4 OTPUMyBaTUMeE e/IEKTPOHHI INCTK 3i CNOBILLEHHAMM MPO
BMABJIEHI 00’ €EKTW.

CnosiwaTtn agMiHicTpaTopa

YKaxXiTb afpecy eneKTpoHHOI nowTK (wob aoaaTn AekinbkKa agpec, yTpumynTe Knasiwy ENTER), Ha
AKy OyoyTb HAAXOANTW €NEKTPOHHI IMCTW 3i CAOBILLEHHAMN NPO BUABNEHI 06'EKTW.

NMNapaMeTpu 3axucty pnga ESET LiveGuard
Advanced

LLlo6 ckopucTaTncs PyHKLi€ ESET LiveGuard Advanced, HanalwTynTe NONITUKY, SKa aKTUBYE aHani3
ESET LiveGuard Advanced. KopucTtyBadi abo rpynu, SKum npmsHayeHo Lo NoniTUKy, MaTUMyTb
fonaTkoBun 3axmcT. ®annm, HagicnaHi B ESET LiveGuard Advanced A/19 aHani3y, BigobpaxatoTbCsa Ha
Bknagui HagicnaHi hannn. Le cTocyeTbCs Nifo3pinnx 3paskis, sKi we He bynu Bigomi. Bigomi
LWKiAMBI haiv (Ha OCHOBI XeLly) He HaACWMNaTbCA B ESET LiveGuard Advanced 415 aHanisy.

Pe3synbTaTy aHanisy ESET LiveGuard Advanced BifobpaxxaTuMyTbCs B po3ini )KypHanu ckaHyBaHHA
(N5 Exchange Online, OneDrive, rpyn KOMaHAM abo canTiB SharePoint) i3 noMiTKot "LUKignnee

nporpamHe 3abe3neyeHHs" “.

ESET LiveGuard Advanced

AKLLO Len NnapaMeTp YBIMKHEHO, LA (YHKLUiS Byae akTUBHOIO, | BU 3MOXETe HafalTyBaTy LOAATKOBI
napameTpw.

ESET LiveGuard Advanced aBTOMaTU4YHO BBIMKHE 3BOPOTHUI 3B'A30K ESET LiveGrid®. [aHi
HaOCMNAaTUMYTbCA B ESET Research Lab AN noganblloro aHanisy. [JloknagHiwe npo ESET LiveGrid®

AVB. B r10Capii .
FpaHU4YHe 3HAYeHHSA OLiHKU BUABJIEHHSA

06'eKTK, OLHKA SIKMX OOPIBHIOE BKa3aHOMY 3Ha4YeHH0 abo nNepeBuLLYyE NOro, BBaXKaTUMYTbCS
3arposamu.
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ABTOMATU4YHE HaACUIAHHA NipO3pPiNnMX 3pasKiB (PO3KPUBHE MEHID)

Llei napameTp NoB’A3aHWiA i3 ESET LiveGrid®. 114 HbOro MOXXHa B1bpaTu Taki BapiaHTu: "Yci", "Yci 3a
BUHATKOM OOKYMeHTIB", "Hemae".

ABTOMaTU4YHe HaACUJIAHHA NiAO3PINNX 3pa3KiB (MOB3YHKN)

BubepiTb TMNK hannis, aKi HAACUNATUMYTbCS B ESET LiveGuard Advanced Y pa3i, SKLLO BOHWN MiCTATb
NifO3PIIMA KOL, CXOXNIA Ha 3arpo3n, abo MaoTb HE3BUYHI XapaKTEPUCTUKM YU MOBELIHKY.

* BukoHyBaHi hannm — .exe, .dll, .sys
* ApxiBM — .zip, .rar, .7z, .arch, .arj, .bzip2, .gzip, .ace, .arc, .cab
» CueHapii — .bat, .cmd, .hta, .js, .vbs, .js, .ps1
* lHWe — .jar, .reg, .msi, .swf, .Ink
BupansaTtu nipo3pini 3pasku i3 cepsepiB ESET

BnbepiTb, KON BUAanAaTK 3pa3ku, HadicnaHi gna aHanisy. [1na suganeHHs 3pas3kis i3 xmapum ESET
LiveGuard Advanced MOXXHa B1bpaTun oauH i3 Takmx napameTpis: "Hikonun", "Micns 30 gHis", "Bigpasy
nicnsa aHanisy".

L OKyMeHTH

3a LOMOMOrot NoB3yHKa BMOepiTb TN OOKYMEHTIB, AKi JO3BOJIEHO HaACWUaTK B ESET LiveGuard
Advanced o015 aHani3y: 4OKyMeHTN Microsoft Office, PDF abo iHWKX TuniB.

Bupanutn nOKyMeHTH i3 cepBepiB ESET

[na BuaaneHHs 3paskiB LOKYMEHTIB NEBHOrO hopMaTy 3 XMapw ESET LiveGuard Advanced MOXXHa
BMbpaTK 0AMH i3 Takux napameTpis: "Hikonn", "Micns 30 gHis", "Biapa3y nicas aHanisy".

3BiTHICTb | 3aXUCT HAa OCHOBI MALLUMHHOIO
HAaBYaHHA

A4pO BUABNEHHA 3aXMLLAE CUCTEMY Bif, aTak LIKIAAMBOro NporpamMHoOro 3abesneyeHHs Yyepes
CKaHyBaHHS (hanniB, eNeKTPOHHUX JNCTIB i NiAKIYEeHb 00 MepeXxi. AKLLO0 BUABAAETLCA 00'EKT,
KJlacnikoBaHW SK LLKiOAMBE nporpaMHe 3abesneyeHHs, 3anyCcKaeTbCa Npouec BUNpaBaeHHs. A4po
BUSIBJIEHHS MOXKE 3HELLUKOAMTMW Takmin 06'ekT: 3a610KyBaTK NOro N 3aCTOCYBaTW A0 HbOIO BiAMOBIAHY
[it0 (04ULLLEHHS, BUAANEHHSA abo NepeMillleHHs B KapaHTWH).

3axucr Yy pe)KVIMi peaJibHOro 4acy M 32 4,ONOMOrol0 MalIMHHOIO HaBYaHHSA
YOoCKOoHasileHe MallMHHEe HaBYaHHS Tenep 3aCTOCOBYETLCA B 06p06HI/IKy BUSIBNEHHA ONS NiABULLLEHHSA

PiBHS 3aXMCTY, LLO NOKpaLLye BUABNEHHA. [lisHanTecs binblie Npo wen Tun 3axXmucTy B raocapil.
Mo>kHa HaflalWTyBaTW PiBHI 3BITHOCTI AJ19 TaKMX KaTeropiu:
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LLKianuee nporpaMHe 3abe3neyeHHs

KoMn'toTepHMI BipyC — Lie NEBHU LLKIOANBUIA KOO, AKUA OOAAETHLCA Ha NOYaTOK abo KiHeub Koay
HasBHMX (hanniB Ha KkoMn'toTepi. MNpoTe TepMiH "Bipyc" 4acTO BXXUBAOTb MOMUIKOBO. BifibLl TOYHUI
TepMiH — "WKignmee nporpamHe 3abesneyvyeHHs". BUSBAEHHSA LWWKIAMBOro NPOrpaMHOro
3abe3ne4yeHHs 30iNCHIOETLCSA A4POM BUSBIEHHA B NOEAHAHHI 3 KOMMOHEHTOM MalUWHHOIMO HaBYaHHS.
[isHanTecs binblie Npo Ui TUMNK Nporpam y raocapil.

MoTeHuinHO HebaXxaHi nporpamm

MoTeHuinHO HebaXxxaHa NporpamMa — Le nporpaMHe 3abesneyeHHs, ske He 060B’'A3KOBO €
3710BMUCHUM. OHaK MOXXe iHCTantBaTy goaaTtkose HebaxxaHe M3, 3MiHIOBaTK NoBediHKy abo
HafNaWTyBaHHA LM(POBOro NPUCTPOIO, BUKOHYBATN HEOYIKYBaAHI A9 KOPUCTYBaYva fii, He
NiATBEPOXKEHI HUM onepaLii Y4 MaTW iHLWI HeACHI wini.

[l0 Takmx Nporpam HanexaTb Taki: M3, wo noka3ye peknamy abo 3aBaHTa)KyE iHLWIi Nporpamu,
Pi3HOMaHITHI Bpay3epHi naHeni iHCTpyMeHTIB, M3 3 OMaHANBOK NOBeAiIHKO, NakeTHe M3, M3 ons
BiICTEXXEHHSA KOPUCTYBALIbKMX onepawin.

Li3HanTeca Ginblie Npo ui TUNK nporpam y raocapil.

MoTeHuUiNHO Nipo3pini nporpamm

Lle nporpamHe 3abe3neyvyeHHs, CTUCHYTe ynakoBaHi WKiAAMBI nporpamMy abo NpoTeKTOPOM, Lo6
3aBaAnNTU aHani3y noro CTPykTypm abo NnpnxoBaTu BMICT BUKOHYBAHOro hanny (Hanpuknag,
wkignueoro M3). Ans ctuckaHHA abo wWndpyBaHHS NpY LibOMY BUKOPUCTOBYOTHCS 3acobu i3
3aKpUTUM BUXigHUM KoOoM.[l0 L€l KaTeropil HanexaTb YCi BigOMi nporpamu, CTUCHYTI 3a
LLONOMOroK NnakyBasibHUKa abo NpoTeKTopa, AKUN YacTO BUKOPUCTOBYETHLCA A8 CTUCKAHHS
Wwkignmeoro M3.

[0 uiei kaTeropii HanexaTb yCi BifOMi Nporpamu, CTUCHYTI 3a LOMOMOro nakyBasbHMKa abo
NpOTEKTOpa, AKMN YaCTO BUKOPUCTOBYETLCA AJ19 CTUCKAHHSA WKigamsoro 3.

MoTeHuinHO Hebe3ne4Hi nporpamm

[0 Ui€l rpynu HaneXxaTb KOMepUiNHI neranbHi nporpamu, sKi MOXXYTb BUKOPUCTOBYBATUCS
HeHaNeXXHNM YUHOM 3i 3JJ0BMUCHOK MeTot. Hebe3sneyHa nporpama — ue nerasibHe KoMepuinHe
nporpamMmHe 3abesneyeHHs, sKe MoXXe BUKOPUCTOBYBATUCS 3i 3/TOBMUCHOK METOHO.

[l0 Takux Nporpam HanexxaTb IHCTPYMEHTU ONd 31aMy 3axucty M3 i cuctem, reHepaTopm
NLEH3INHNX KJTI0YIB, IHCTPYMEHTM 311aMy, iIHCTPYMEHTW BigAaneHoro 4oCTyny Ta KepyBaHHS,
nporpamun 4nas 3namy rnaposis, KaaBiaTypHI WNUIYHW (MporpaMu, Wo 3anucyoTb HaTUCKaHHA KaBil
KOpUCTyBayeMm). Llen napameTp BUMKHYTO 3@ 3aMOBYYBaHHSM.

[i3HanTecs 6inblie Npo Wi TUNK nporpam y raocapil.

3BiTyBaHHSA

CknafaHHA 3BIiTIB 34INCHIOETLCA A4POM BUSBNEHHS B NOEAHAHHI 3 KOMMOHEHTOM MaLUVHHOIO
HaBYaHHA. MOXKHa 3a4aTy NOPOroBe 3Ha4YeHHA 419 reHepauii 3BiTHOCTI Ha BNacHM po3cyn. Hemae
TaKoro MoHATTA, 9K "npaBuibHa KoHQirypauis". TOMy M1 peKOMeHOYEMO BiACTEXYBAaTN NOBEAIHKY Y
BaLUi MepeXxi N camMnM BUPILLYBaTK, 4YM NOTPIOHO BHOCUTU 3MiHM L0 HaNalWTyBaHb reHepauii
3BITHOCTI.

CncTeMa 3BITHOCTI He BUKOHYE XOAHUX Lin 3 06’ekTamMu. BoHa nuwe nepeae iHhopMauito Ha
BiANOBIAHWNIA PiBEHb 3aXMCTY, @ piBeHb 3aXUCTy Nepenbayac 3acToCyBaHHA NEBHOI Aii.
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ArpecuBHuH MakcuManbHa 4yTAMBICcTb 3BiTHOCTI. Mporpama 6yae nosigomnaTu npo
BMICT Ginbly KinbKicTb BUABNEeHUX 06’ekTiB. Xo4ya napameTp 2"ArpecMBHUIA
BMiCT" i3 NeBHOI TOYKM 30PYy € HaWHaAiNHILLMM, NpOTe KOro
BUKOPUCTAHHA MOXXe Oyan KOHTPNPOAYKTUBHMM Yepes3 BUCOKY
YYTJIMBICTb.

AKLwo BMbpaHo NnapameTp B"ArpecmBHUA BMICT", 00'€EKTU MOXYTb
NOMWUJIKOBO BU3HA4YaTUCA AK LWKIAJNBI i3 3aCTOCYBaHHAM BiANOBIAHOI Ail
[0 HUX (3a/1€XKHO Bif HaNalwTyBaHb 3aXUCTY).

36anaHcoBaHum Llenn napameTp 3abe3neyvye onTuUMaabHUA 6anaHC MiXX NMPOAYKTUBHICTIO
TOYHICTIO BUABJIEHHA Ta KiJIbKiCTIO MOMWJIKOBOI 0 BUABIEHNX 00'€EKTIB.

MoMipHWI Ins 3BiTyBaHHA Mpo LWKiANMBe nporpamMHe 3abe3neyvyeHHs HanawToBaHO
MiHiMi3aLilo KiNbKOCTi MOMWIKOBO BM3Ha4YeHNX 06’eKTIB 3i 36epe)xeHHAM
LOCTaTHLOroO piBHA 3axuUcTy. O6'€EKTN PEECTPYIOTHCA TiNIbKW TOLI, KON
MMOBIPHICTb 04eBMAHA M BiAMNOBIAAE NOBEAIHLI WKiAAMBOrO NPOrpaMHOro
3abe3neyeHHs.

BUMKHYTO ®yHKUif "3BITHICTL" HeakTUBHA. MowwyK (04MLLEeHHA) 06’eKTIB LbOro TMNa He
BMKOHYETLCA.

3BITHICTb NpPO WKigAMBe nporpamMHe 3abe3nevyeHHs HEMOXXJIMBO

BUMKHYTW. NpoTe HanawTyBaHHA BUMKHYTO HELOCTYNHO NS WKiAANBOr0

nporpamHoro 3abesneyeHHs.

KepyBaHHA NiueH3Iiel0

Y ronoBHOMY BiKHi Bifobpa)katoTbCsa 3BefieHi AaHi Npo Ti NiueH3ii, AKi BUTATHYTO 3 ESET Business
Account abo ESET MSP Administrator. TyT BifobparkatoTbCs BCi Nyn NiLeH3iin, cantn abo KoMnaHii,
JOCTYNHi Ha nopTani ESET Business Account abo ESET MSP Administrator. KepyBaHHS NiLleH3i€0 A03BONSE
BMUKaTK abo BUMMKATN 3aXUCT AN KOPUCTYBaYiB.

AKLWO B ESET MSP Administrator Ta ESET Business Account 3apeECTPOBaHO OHY afpecy efeKTPOHHOI
nowTn (EANHWI BXif), MOXHa NepekNtnyaTUCs MiXK NogaHHAMUN ESET Business Account Ta ESET MSP
Administrator (061iKOBMI 3annC ribpnAHOro NiLeH3yBaHHA).

ESET MSP ADMINISTRATOR

View data from:

ESET Business Account

I_:'| Licenses

333-DS8-UJP 0/10 -

JliueHsis ESET Cloud Office Security Ja€ 3MOry BUKOPUCTOBYBATW (PYHKLit0 ESET LiveGuard Advanced 6e3
[04aTKOBOI NnaTu. Mopyd 3 ieHTUdiKaTopoM NiLeHsii BinobpakaTuMeTbCa No3HaykKa ELG.

/\. KepyBaHHS niueH3i€0 B ESET Business Account
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Binobpaxkae iHdopmauito npo nileH3io Ta il BUKOpUCTaHHA (iM's nyny NileHsin, ineHTudikaTop niueHsii, pobodi ognHMLI, TepMmiH aii i
cTaH). JliueHsii 1 nynu niueHsin 3aBaHTaXKylOTbCA 3 ESET Business Account. [1y11 iLleH3in AOCTYMHI, TiNbKK SKLWO Y BaC € HasBHi MicLiA B ESET
Business Account (MiCLLS CTaHyTb B MPUroAi Ans knacudikadii 3a kateropiamu). OouH nigpo3ain — 3axucT ESET Cloud Office Security Ans
0[HOro KOpMCTyBaya Exchange Online i OneDrive.
KO>XeH 3axuLeHunin KopucTyBay BUKOPUCTOBYE 0AHY poboyy oanHMLIO 3 NileHsii. Lle He 3anexuTb Bif TOro, ki cnyxobm Microsoft 365
BMKOPUCTOBYOTLCA. KOpncTyBay 3 Exchange Online i (ab0) OneDrive 3aBXAMN BUKOPUCTOBYE 0A4HY pob0oYy OAMHMLIO 3 NiLeH3ii.
Po6oya 0aMHMLSA NiLeH3ii He BUKOPUCTOBYETLCS rpynaMu KoMaHz abo caiiTamu SharePoint.
Yci HOBi KOpUCTYBaYi 3'ABNATUMYTbCA B po34ini KopucTyBadi 3i cTaTycoMm He3axmuieHi. AKLL0 BUKOPUCTOBYETLCA aBTOMATWUYHUIA 3aXWCT 3a
KNieHTOM abo rpynoto, ANs HOBUX KOPUCTYBaYiB 3aXUCT YMUKATUMETLCS aBTOMATUYHO, | BOHW MaTUMYTb CTaTyC 3axuLLeHi.
0N 3aXMCTy KOPMCTYBaYiB BU MaETe ABa BapiaHTU:
* ABTOMaTU4HMIA 3aXMUCT 3a KAiEHTOM abo 3a rpynoto (PeKoOMeHAYETbCA): L1151 KOXKHOO HOBOrO A0AaHOr0 KOPUCTYBaYa, L0 BXOAUTb
y rpyny Azure AD ab0 HaneXxuTb A0 KJiEHTa, BOCTYN YMUKAETbCA aBTOMATNYHO. AKLLO BUKOPUCTOBYETLCA LIE METOA, NoTpebu B
obcnyroByBaHHi HeMae. binblw foKNaaHy iHhopMaLilo AMB. B MPUMITUI HUXYe.
* 3aXMCT OKpEeMUX KOPUCTYBauUiB: NoTpebye Ail i3 KepyBaHHS; B MAETE BPYYHY BMUKATU 3aXMCT LS KOXHOMO HOBOrO KOPUCTYBaya.
3axucT KopuctyBauiB (6e3 nyny niueHsii)
1. KnauHiTb 3axucTuTm.
2. BubepiTb knieHTa abo rpyny ans aBTOMaTUYHOr0 3aXMCTY KOPUCTYBaya M KNauHiTb 3axucTutu. LLob 3axncTnTi okpemMmmx KopmucTyBadis,
BUOEPITL KOPUCTYBAYIB, AN AKUX NOTPIOHO BBIMKHYTU 3aXMCT, | KNauHiTe 3axucTuTn. KopncTyBadi OyayTb 3aXWLLEH] 3 BUKOPUCTaHHAM
NOAITUKM 33 3aMOBYYBaHHAM.
3. 3a noTpebun BKaXiTb HaNaWTOBYBaHy NOAITUKY ANS KOPUCTYBaYiB y po3aini [onitvky.
3axucT KopucTyBauyiB (i3 BAKOPUCTAHHAM Nyny NileH3in) B
1. BubepiTb Nyn NiLieHsii, NopyY i3 HUM KNaLHiTh NikTorpamy 3 TpboMa kpankamu L i BubepiTs MokasaTn noapoduui.
2. KnauHiTb 3aXUCTUTH.
3. BnbepiTb knieHTa abo rpyny A4ns aBTOMaTUYHOIO 3aXMCTY KOPMCTYBaya M KAaLHiTb 3axMcTuTu. LLLo6 3axncTuTin okpemmnx KopucTyBadis,
BMbepiTb KOPUCTYBaYiB, ANs AKUX NOTPIOHO BBIMKHYTK 3aXUCT, | KNauHiTe 3axucTuTu. KopncTyBadi 6yoyTb 3aXULLEHi 3 BUKOPUCTaHHSAM
NOAITUKM 33 3aMOBYYBaHHAM.
4. 3a noTpebu BKaXiTb HaNalITOBYBaHY MOAITUKY AN KOPUCTYBaYiB y po3gini [onituku.
MepekoHalTecs, WO y BaLlii NiLeH3ii BOCTaTHbO PoboYNX OANHULL, 0CO6NBO 3 YBIMKHEHNM aBTOMAaTUYHUM 3aXMCTOM, KON
KiNbKiCTb KOPUCTYBaYiB 3pocTac. Micnsn BUKOPUCTaHHS BCiX po604MX OANHUL i3 NiLeH3IiT )KOLEeH KOPUCTYBaY, SKWUIA BCTynaTuMe B
KnieHT abo rpyny, He byae 3axuLLEeHNA. 3aXUCT HASBHUX KOPUCTYBAYIB 3aIMLUNTLCA HE3MIHHIM.
AIKLLLO BaM TYMYaCOBO He BUCTaya€ poboynx 0AMHNLG Y NiLeHsii Ta NOTPIBHO 3aXNCTUTK NEBHUX KOPUCTYBaYiB, BUKOPUCTOBYATE
He3axuLLeHi rpynu (He BUKOPUCTOBYWTE aBTOMaTUYHMIN 3aXUCT) | BBIMKHITb 3aXWUCT A5 KOPUCTYBaYiB Ypy4HyY. MMicnsg NONOBHEHHS
nyny nideHsii foaaTkoBUMY POBOYMMM OANHULIAMU MOXKHA MOBEPHYTUCSA A0 aBTOMATUYHOMO 3aXMCTY, W06 NONerwnT KepyBaHHS.
MepemicTutu
LLlo6 nepeMicTUTM KOPUCTYBa4iB MiX NylamMu NiLeH3il | BUKOHaTKW Binblu CKNagHi onepauii 3 NiLeH3iaMn, KnauHiTe ESET Business Account .
3HATH 3aXUcCT
1. BnbepiTb OKpeMunx KOpnCTyBaYis, KNiEHT abo rpyny v KnauHiTb BUMKHYTH 3aXMCT.
2. SIKLLLO BU BUMUKAETE aBTOMAaTUYHWUI 3aXUCT ANs KiieHTa abo rpynu, 3'aBUTbCSA 3anUT 3asMLLIMTYM KOPUCTYBAYIB i3 LLMX KAi€EHTIB/rpyn
nip 3axmcTom?. JKLO BU He ByaeTe BUKOPUCTOBYBATU Liel MapaMeTp, KOPUCTYBadi BTPaTATb 3aXMCT. SKLLO BCTAHOBUTY Liel npanopeLib,
ABTOMATUYHUIA 3aXUCT KJiEHTa abo rpynu Byae AeakTUBOBaHWUIA | 3MIHEHUIA Ha 3aXUCT OKPEMUX KOPUCTYBayiB. KopncTyBaui
3a/NLATUMYThCS 3aXULLEHUMI, ajle BU MA€ETE BPYYHY 3aXMCTUTU BCiIX HOBMX AOAAHNX KOPUCTYBaYiB.

X

Unprotect Tenants/Groups

Do you want to unprotect selected tenants/groups?

Keep users in these tenants/groups protected?

/\. KepyBaHHS niueH3i€o B ESEELMSP-Administrator
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Binobparkae iHthopMaLito Npo NiLeHsito Ta il BUKOPUCTaHHA (KOMNaHisa KNieHTa, ineHTudikaTop

niyeHsii, poboyi 0agMHULI 1 CTaH).

KoXXeH 3axuLeHnin KopUCcTyBay BUKOPUCTOBYE 0HY poboyy oamHuMLIo 3 nileHsil. Le He
3a/1eXXMNTb Bif TOro, AKi cy>x6u Microsoft 365 BUKOPUCTOBYIOTbCA. KOpMCTyBaY 3 Exchange Online i
(abo) OneDrive 3aBXAW BUKOPUCTOBYE OAHY pobOYYy OAMHULLIO 3 NiLeH3il.

Poboy4a ognHULA NiLeH3il He BUKOPUCTOBYETLCA FpynamMm KoMaHg abo canTamm SharePoint.

YCi HOBI KOPUCTYBaYi 3'aBAATUMYTbCA B po3Aini KopucTtysadi 3i cTaTycoM HesaxuweHi. 9kLio

BMKOPUCTOBYETLCSA aBTOMATUYHMI 3aXUCT 3a KNiEHTOM abo rpynoto, AN HOBUX KOPUCTYBAYiB 3aXUCT

YMUKATUMETbCA aBTOMAaTMUYHO, | BOHU MaTUMYTb CTaTyC 3aXMULLLeHi.

[nda 3aXUCTy KOPUCTYBaYiB BY MAETe [iBa BapiaHTU:

* ABTOMaTM4HMK 3aXMUCT 3a KJIIEHTOM abo 3a rpynoio (PeKOMeHAYETLCA): 1151 KOXKHOr0 HOBOrO

LOLaHOr0 KOPUCTYBaYa, WO BXOAUTb Y rpyny Azure AD abo HaneXxuTb A0 KAiEHTa, AOCTYN

YMUKA€ETbCA aBTOMaTUYHO. AKLLO BUKOPUCTOBYETLCA Lie MeToA, noTpebu B 06CyroByBaHHI HEMAE.

binbw ooknagHy iHopmauito ANB. B NPUMITLI HMXYeE.

* 3aXUCT OKpeMMuX KOpUCTyBaUiB: NoTpebye Ain i3 kepyBaHHS; BaM NOTPiOHO Byae BpyyHY

BMUKATW 3aXMCT A1 KOXKHOIMO HOBOIO KOPUCTYyBaYa.

3axMCTUTU KOPUCTYBaYiB

1. KnauHiTb 3aXMCTUTH.

2. BnbepiTb knieHTa abo rpyny oas aBTOMaTUYHOIO 3aXUCTY KOPUCTYBaya 1N KNaLHITb 3aXUCTUTH.

o6 3aXncTuTh oKpemMmnx KOpucTyBadis, BUOEPiTb KOPUCTYBaAYIB, 415 AKX MOTPIOHO BBIMKHYTK

3aXUCT, | KNauHiTb 3axucTuTu. Kopnctysadi OyLyTb 3axuLLeHi 3 BAKOPUCTaHHAM MNONITUKM 33

3aMOBYYBaHHSM.

3. 3a noTpebn BKaXxKiTb HaalWTOBYBaHY NONITUKY A8 KOPUCTYBAYiB y po3aini [oaiTuku.
MepekoHanTecs, WO y Ballii NileH3ii 4oCTaTHLO Pob0o4MX 04NHMLL, 0COBIMBO 3 YBIMKHEHUM
aBTOMaTUYHMUM 3aXUCTOM, KOJIN KiJIbKICTb KOPUCTYBaYiB 3pocTac. [Micna BUKOPUCTaHHA BCiX
pob0o4MX 0QNHMLb i3 NiLeH3iT X)KOAEH KOPUCTYBaY, AKWUI BCTynaTMMe B KNiEHT abo rpyny, He
byne 3axXuLLeHnn. 3axXncT HassBHUX KOPUCTYBaYiB 3a/MLNTHCA HE3MIHHUM.

AKLLO BaM TUMYaCOBO He BUCTava€ poboymx 0ANHWLL Y AiLeH3ii Ta NOTPIbHO 3aXNCTUTK NEBHMUX
KOPUCTYBauiB, BUKOPUCTOBYNTE HE3aXULLEHI rpynn (He BUKOPUCTOBYMNTE aBTOMaTUYHUI
3aXMCT) i BBIMKHITb 3aXUCT N8 KOPUCTYBaYiB ypy4Hy. licas nonoBHEHHA Nyy NileHsil
0OAATKOBUMY PoBOYMMY OAMHULAMIN MOXKHA NOBEPHYTMCA 40 aBTOMAaTMYHOI0 3aXMCTy, LWob
nosierwnTmn KepyBaHHs.

3HATHU 3aXuUCT

1. BubepiTb okpemMmnx KopucTyBadis, KJIiEHT abo rpyny 1 KnauHiTb BAMKHYTHU 3aXMCT.

2. SIKLLO BM BUMUKAETE aBTOMATUYHUI 3aXUCT NS KNieHTa abo rpynu, 3'aBUTbCA 3anUT 3aJIMLLUTH

KOPMUCTYBaYiB i3 LMX KNIEHTIB/rpyn nig 3axuctoMm?. fKLL0 BM He ByneTe BUKOPUCTOBYBATM Lien

napameTp, KOPUCTyBaYi BTPATATb 3aXUCT. AKLL0 BCTAHOBUTM LLEN nNpanopeLb, aBTOMaTUYHUIN 3aXUCT

KnieHTa abo rpynu byne fLeakTUBOBaHWM i 3MIHEHWUA Ha 3aXUCT OKPEMUX KOPUCTYBaYiB. KopucTysadi

Rocryn kopueTyBasa ESETCIoud OfficeSee Pty 1o
neBHOI KOMNaHil

Y cepenoBuLLi 3 KiNnbKOMa KJIIEHTaMN MOXKHa HagaTu KOPUCTYBady AOCTYN A0 ESET Cloud Office Security,
3aBAAKMW YOMY TOW 3MOXe rnepernagatu e nesHi KoMnaHii (3 npaBaMu Ha 4YMTaHHsA abo 3anuc).
3a3BMYan LMM KOPUCTYIOTLCS NOCTavalbHUKM KEPOBAHUX NOCAYT .

HanawTynTe npaBa AOCTYMNy KOPUCTYBaYa B ESET MSP Administrator. 1N LbOro NpU3HayTe 4N HbOro
KOMMaHito, ika Ma€ rnpasa 3anmc i 4ocTyn 3anuc ans ESET Cloud Office Security:

1. YBiNgiTb ESET MSP Administrator Bifi iMeHi agMiHiCTpaTopa.
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2. 3MiHITb KOPUCTYyBava Ta HanawTynTe napameTp MpaBa pOCTYNy ANA KOMNaHiNA y po3gini
«Jlo3Bonun» 1 BUBEpiTh AOCTYN A0 3anucy. KopucTysay MoXe rnepernagaTtu aue npusHadeHi 1o
noro nyny niueHsin kKomnaHil.

3. HapanTte poctyn 0o 3anucy B ESET Cloud Office Security, 06 KOPUCTYBaY Mir 3aXUCTUTK
KOMMMaHito, 0o4aBLN KNiEHTA. KOPUCTYBaY i3 NPaBOM Ha YMTaHHSA HE MOXe fof4aBaTu N BUOANATH
KJIEHTIB.

MSP ADMINISTRATOR HELP = -25M

Edit user
PERMISSIONS

ACCESS RIGHTS ( ) Write access to MSP and all customers
User can manage company, it's users and customers. Write access allows user to order
licenses, update license seats quantity, activate, deactive and rename customers' seats,

ullul  REPORTS () Read access to MSP and all customers
User can see details of MSP and all custorners. Read access allows user
to activate, deactivate and rename customers' seats.
User management His rights for defined customers can be elevated in the table below.
o Mo access to MSP and custom access on customers

User can manage or view customers defined in the table below.

ACCESS RIGHTS TO COMPANIES

NAME ACCESS TYPE TAGS
plant Write Customer
testl Read Customer
MName
" . Write
ESET Cloud Office Security access o
ty User has full access to ESET Cloud Office Security.
) Read

User can only view collected data in ESET Cloud Office Security.

) No access
User is not able to access ESET Cloud Office Security.

Jlnwe oanH TN JoCTyny A0 ESET Cloud Office Security MOXKHa BCTaHOBUTU SK rnobanbHMin napameTp,
SKMIN 3aCTOCOBYETHLCA A0 BCiX KOMMAHIN (AKLLO KOPUCTYBaYy NPU3HAYeHO KislbKa KOMMNaHin).

XypHan ayouTty

BigcTexye 3MiHM B KOHirypauii abo 3axmucTi ESET Cloud Office Security. 3annucu XXypHany ayauTty
3aCBiAYYOTb BUKOHAHI Jil i NOKa3yloTb NOCNIA0BHICTb IXHbOr0 BUKOHAHHSA. Y XXypHasiax ayanTy
3bepiraeTbcs iHhopMaLisa Npo NeBHy onepaduito abo noaito. XypHanu ayanTy CTBOPHOOTLCS LWOPa3sy,
KON CTBOPIOETLCS abo 3MiHIOETLCA 06'€KT ESET Cloud Office Security (My1 NiLeH3i, KOPUCTYBaY,
NONITUKA, 3BT, €IEMEHT KapaHTWHY, HanpuKiaZ BKIaAEHHS).

AKLLO KNauHYyTW MiKTOrpamy LWecTepHi F Yy BEPXHbOMY MPaBOMY KyTi, 06 ckopuctaTmcs
MOXXJIMBICTIO EKCMOPTYyBaTh B CSV B KOHTEKCTHOMY MEHIO, MOXXHa €KCMOPTYBaTU CiTKy Tabauui y
thopmaT CSV Ta BUKOPUCTOBYBATMU ii B iHWNX Nporpamax ans poboTtu 3i cnmckamu.

KnauHiTb niktorpamy !, wob Bigkputn 6i4HY naHenb 3i 3BeA4eHMMMN AaHUMK NP0 NEBHUIA 3annc
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XypHany ayaunTy. LLob oTpumaTu Binblw goknagHy iHpopMaLito, KNnauHiTe niktorpamy L n Bubepitb
Mokasatu noapobuui.

NMnutKa BipomocTi

OcHoBHa iH(opMaLis MNMoka3ye 3aranbHi fAaHi xypHany ayauty ("Bigbynocs”, "Oia", "KpuTHUYHICTL",
"PesynbTat", "Po3gin").

KopucTyBay IHhopMaUis Npo KopnCTyBaYa, KW BUKOHAB Aito abo BHiC 3MiHY, 30KkpeMa
NOro agpeca eNeKTPOHHOI NoWwTKW 1 IP-agpeca.

3MiHN [loKnaZHi BiGOMOCTi NP0 BHECEHI 3MiHN.

Ctapi napameTpu Moka3ye napameTpu NONITUKK, AKi BUKOPUCTOBYBAIUCS paHille.

Hosi napameTpu Moka3ye NoTOYHI NapameTpu MoNITUKMK.

06'ekTn MicTUTb CNUCoK 06'eKTiB, Ha AKi BMNAMHYNa BHECEHa 3MiHa abo BUKOHaHa Ais

(kopucTyBai, NONITUKN, BKTAAEHHS TOLWO).

KopucTyBadiB MOXKHa (iibTPyBaTK 3a KislbkoMa KpuTepiamu. KnauHiTe Jiopatu dinbTp i BubepiTh
TN iNbTPa B PO3KPUBHOMY MeHI0 abo BBeLiTb PALOK (MOBTOPITh L0 Ait0, AKLLO0 3aCTOCOBYETE
LeKinbkKa KpuTepiis):

DopaTtu dinbTp BukopucTtaHHs
Lis BubepiTb 04HY 3 [OCTYNHMX AiNA.
06’ekT YBeniTb HincHe im’a 06’ekTa.
CraTyc BubepiTb 04MH i3 BapiaHTiB HUXXYe. BUKOHaHO, HE BUKOHAHO, 3anyLLEeHO
abo 4acTKOBO BMKOHaHO
KopucTysay YBepniTb KOPUCTYyBava, AKUIN YHIC 3MiHW.
KpUTUYHICTb BubepiTb piBeHb KPUTMYHOCTI: HU3bKa, cepeHs abo BMCOKa
MoyaTok nepioay nodii/ PinbTpauia 3a YaCcoOM BUHMKHEHHS. CKopucTanTecs napameTpom "MovaTok
3akiH4YeHHS nepioay nepiogy nogaii" i BnbepiTb AaTy, W06 NOKa3aTn 3anncK, CTBOPEHI nicns
nogaii Hei. CKopucTanTecs napamMeTpoMm "3akiH4eHHA nepiogy nogii", uwob

nokKa3aTu 3anucu, CTBOpeHi Ao BubpaHoi gaTtu. LLLo6 3agaTn npoMixok
4acy, ckopucTanTecs oboma napameTpamu.

IHiLinoBaHO cuctemoo  PiNbTPYE 3annCK, CTBOPEHI CUCTEMOIO.

HapicnaTtu Bigryk

LLlo6 HagicnaTn BiAryK, Ha KOHCONi ESET Cloud Office Security BIAKPUATE NaHeNb iIHCTPYMEHTIB Y
BEPXHbOMY MpPaBOMY KyTi, HaBeAiTb BKa3iBHUK MULWi Ha po3ain floBipKa n kKnauHiTe Hapicnatu
BiAryk, smbepito MopiniTbca 3 HAMM CBOEID AYMKOIO (106 NOBIAOMUTI NPO CBOI MipKyBaHHS abo
noceig pobotu 3 nporpamoto) abo NMoBimoMuTn npodbnemy abo nomunky.

TexHIYHa NiaTPUMKaA

3a HaBeOEeHUMU HUXKYE MOCUIaHHAMN MICTUTLCA TEXHIYHA iHopMaLis, Wo AONOMOXXe BUPILLNTK
npobnemu, ki MOXYTb BUHUKHYTHU.

LLlykaTu B 6a3i 3HaHb ESET

ba3a 3HaHb ESET MICTUTb BiAMoBi4i Ha HANMOLIMPEHILLi 3anNUTaHHA N PEKOMEH0BaHI BMpPILLEHHSA
pi3HUX Npobnem. TexHi4Hi cneuianicTv ESET perynspHO OHOBJIIOIOTb 6a3y 3HaHb, 3aBASKN YOMY BOHA €
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HaNMNOTYXHILINM IHCTPYMEHTOM [J18 BUPILLEHHS pi3HUX npobnem.
MNepernsaHbte ¢hopym i3 6e3nekm ESET
dopym NinTpumMkn: opyM ESET Halae KopUCTyBayvam ESET NpoCTuin cnocib oTpumaT 4onomMory i

LONOMOrTK iHWKM. Bu MoxeTe onybnikyBaTu NoBifoMaeHHA Npo Oy ab-aki npobaemun abo noctaBuTm
3anuTaHHA, NoB'A3aHi 3 NpoAyKTamMm ESET.

3BepHITbCA B0 CNYXXOM TeXHIYHOI NigTPUMKH

dopma TEXHIYHOI NiATPUMKM ESET: 3anoBHiTb popMy, W06 HadaTu AOKNaHI BiGOMOCTi (30KpeMa,
onuc npobnemn).

3BepHITbLCA 3a AO0MNOMOrol0 A0 MiCLEeBOro napTHepa ESET

3BEPHITLCS A0 MICLEBOI CIyXbW NiATPUMKYM ESET: KOHTaKTHa iHDopMaLito Cnyxbu nigTpuMkm ESET y
BaLUOMY PEerioHi MiCTUTbCA B €/IEKTPOHHOMY JINCTI 3 BiAOMOCTSMU NPO NiLeH3ito ESET.

Hapicnatu Bigryk

HagzicnaTu BIAryK: NOAINITECA 3 HAMM CBOEID AYMKOHO (LL0D MOBILOMUTM NPO CBOI MipKyBaHHA abo
focsig poboTtu 3 nporpamoto) abo nosigomTe npo npobnemy abo nomMunky.

3anponoHyBaTU BAOCKOHANIEHHA OHNAWH-[0BiAKMU

LLlo6 onybnikyBaTu OLIHKY 1 HadichaTu BiAryK Ha NeBHY TeMY B OHNAWH-A0BIALUI, KNaUHITh
nocunaHHsa Ua indopmMauia kopucHa? nig CTOPiHKOK A0BiAKW. [OBIAOMTE HaM, Y1 4OMOMIr BMICT
abo AKMM YMHOM, Ha Bally AYMKY, TEXHIYHUN NUCbMEHHUK MOXKE MOro MOKPaLLUTH.

L OCTYNHICTb CNY>XOM

Ha nopTasi cTaHy ESET Bifobpa)aeTbCA MOTOYHMI CTaH XMapHUX cy>x6 ESET, 3anaHOBaHi Nnepepsu
B po6OTi 1 MUHYNI iHUMAEHTW. AKLWO Y Bac BUHMKNA npobnema 3 niaTpuMyBaHot ciyxboto ESET, ane
BOHa He Bigobpa)ka€eTbCA Ha NopTai CTaHy, 3BEPHITLCA B CNYXOy TEXHIYHOI NiATPUMKN ESET.

MOHITOPMHIOBI rPyNy NepeBipAlTb NOTEHLINHI NpobaeMn BcepeaunHi Komnawii. MigTBEpAXKEHI
iHUMOEeHTV NyBiKyloTbCA 1 OHOBJIIOIOTLCA BPYYHY 414 NiATPUMKM LOCTOBIPHOCTI Ta TOYHOCTI. ToMy
BOHW 3'ABNATUMYTbCS Ha NOpTasi CTaHy 3 HEBEJIMKOIO 3aTPUMKOK. MU MOXXeMo He nybnikysBaTu
KOPOTKI iHUMAEHTH, AKLWO iX 6yN10 BUPILLEHO A0 NiATBEPLXKEHHS BPYYHY.

Security for ESET Cloud Office Security

BcTyn

MeTa UbOro 4OKyMeHTa — y3araJibHUTV METOAN 3aXUCTY N eNeMeHTU KepyBaHHA be3nekoto, AKi
3aCTOCOBYIOTbCS B Nporpami ESET Cloud Office Security. MeTOAN 3aXUCTy N eNleMEHTUN KepyBaHHA
NPU3HayYeHi gna 3aXncTy KOHMIAEHLINHOCTI, WiNiCHOCTI N AOCTYNHOCTI iH(hopMaLii KnieHTa.
3ayBaX<Te, L0 MeTOAMN 3aXUCTY Ta €/IEMEHTMN KepyBaHHA MOXYTb 3MiHIOBATMCA.
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ObnacTb

Y UbOMYy LOKYMEHTI y3arasibHeHO METOAN 3aXUCTYy N eNleMeHTN KepyBaHHA 6e3nekoto ans
iHpaCTPyKTYypw ESET Cloud Office Security, ESET Business Account (faJii "EBA"), ESET Data Framework, ESET
LiveGrid, mogyniB "OHoBNeHHA", "AHTMCNAM", @ TaKOXX A9 iIHPPACTPYKTYpW, OpraHizauii, nepcoHany n
onepauinHmnx npouecis ESET Dynamic Threat Defense. MeToAMN 3aXUCTYy 1 €IEMEHTUN KEPYBaHHS
be3nekoo:

MoniTnkun iHhopMauinHoi be3nekn

OpraHizauia iHpopMaLinHoi be3neku

be3neka, nos’'s3aHa 3 poboTol NepcoHany

KepyBaHHSA pecypcaMu

KepyBaHHA [OCTYNOM

KpunTorpadis

®i3nyHa be3neka 1 be3neka cepenosuLla

be3sneka onepauin

besneka 0bMiHy faHUMuK

MpunabaHHs, po3pobka n 06CyroByBaHHSA CUCTEMMU

. BigHOCKHM 3 nocTavYanbHMKaMu

. KepyBaHH$ iHUMAEeHTaMuK, SKi CTOCYOTbCS iHhopMaLinHoT 6e3nekn
. AcnekTu iH(hopMaLinHoi 6e3nekn KepyBaHHS 6e3nepepBHICTIO bizHecy
. BignoBigHiCTb HOPMaTUBHUM BMMOIraM

W NOU R WD R

L O Y Sy Y
N =)

KoHuenuis be3nekum

KomnaHisi ESET s.r.o. Ma€e cepTudikaT ISO 27001:2013 Ta iHTErpoBaHy CUCTEMY KepyBaHHS, SKa
PO3MOBCIOAXKYETLCA Ha ESET Cloud Office Security, EBA Ta iHLWi cnyx6u.

Tomy B KoHLenuii iHhopMaLinHoi 6e3nekn BUKOPUCTOBYETLCA iHPpaCTPyKTypa ISO 27001, iKa Oa€
3Mory BnpoBaanTu baraTowapoBy CTpaTerito 3axmMcTy An4 3acobiB 6e3nekn Ha piBHI Mepexi,
onepauinHnx cuctem, 6a3 gaHux, Nnporpam, NepcoHany Ta onepauinHMx NpoLecis. 3aCTOCOBYBaHi
MEeTOLM 3aXMCTy N eNeMeHTUN KepyBaHHA 6e3neKoto NpusHayeHi ns LOMNOBHEHHSA O4WH O4HOMO 1
Ly6noBaHHA NEBHUX (YHKLIN.

MeToau 3axXuCTy U efleMeHTU KepyBaHHA be3nekolo
1. MNoniTukmu incpopmauinHoi 6besnekm

ESET BUKOPUCTOBYE MNONITUKM iHOpMaLinHoi be3neku ons 3abesneyeHHa BiANOBIAHOCTI BCIM
acnekTam CTaHAapTy ISO 27001, 30KpeMa B NUTaHHAX yrpasJiHHA 6e3rnekoto iHpopMaLLii, a Takox
KOHTPOJI0 3a 6e3nekoto 1 npakTukamu. MoniTMKn nepernagarnTbCs WOPIYHO Ta OHOBOKTLCS Micas
CYTTEBUX 3MiH, LLO rapaHTYE IXHIO aKTyasbHICTb.

ESET LWLOPIYHO Nepernsaac Lo NoaiTUKy  BHYTPILLHI Npoueaypun nepesipkn besneku, wob
3a6e3neqynTn IXHIO Y3roAXKEHICTb i3 L€ NONITUKOW. HegoTpMMaHHA NONITUK WOA0 iHhOpMaLinHOI
He3nekn NpM3BOAMTL A0 AUCLMMAIHAPHUX CTAMHEHb 4514 CniBpobiTHMKIB ESET abo 00 nepenbayveHmx
KOHTPaAKTOM LWITPagiB ak A0 PO3ipBaHHA KOHTPAKTY ANS NOCTavYasIbHUKIB.
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2. OpraHisauis iHpopmauinHOiI be3neku

OpraHi3aui€to iHhopmauinHoi 6e3nekn ansa ESET Cloud Office Security 3aiMalOTbCA Kinbka rpyn i oci6 i3
BigainiB iHpopmauinHoi 6e3nekn Ta IT, 30KpeMa:

o KepiBHULUTBO ESET

e KOMaHAaW BHYTPILHbOI 6e3neKkn ESET

e IT-KOMaHAWN, SKi NpautooTh i3 bi3Hec-nporpamamu
e |HLWIi KOMaHAMW NiATPUMKN

06oB’a3kM Woao 6be3nekn iHhopMaLii po3noaiNAoTbLCSA BiANOBIAHO A0 YNHHUX NOJITUK
iHpopMaUinHoi 6e3nekun. BHYTpiLIHI NpoLecy BU3Ha4YaloTbCsA Ta OLIHIOITLCA Ha HasABHICTb Oy Ob-
SKOr0 PU3NKY HECAHKLLIOHOBAHOI Y/ HEHAaBMUCHOI MoaudikaLii abo HeHaleXXHOro BUKOPUCTaHHA
pecypciB ESET. 1na TUxX onepawi BHYTPILLIHIX NpoLeciB, AKi NOB’'A3aHi 3 pusnkom abo
KOH(IAEHUINHUMW OaHUMKW, i€ NPUHLMUN PO3noAineHHsa 060B'a3KiB. Lle fa€ 3MOry 3HM3UTY PU3KK.

FOpnanyHa KomaHAaa ESET Hece BiANOBIAANbHICTb 3a KOHTAKTW 3 OpraHaMu Aep>XaBHoI Bnaawu,
30KpeMa C/I0BaLbKMK perynsTopamu B ranysi kibepbesnekun n 3axucty nepcoHaabHUX AaHUX.
KoMaHau BHYTPIiWHbLOI 6e3nekun ESET Hece BiANOBIAaNbHICTb 3@ KOHTAKTW 3 rpynaMu NeBHMX
iHTepeciB, 30KpeMa ISACA. KomaHaa gocnigHuubkoi nabopaTopii ESET BignoBiga€ 3a obMiH gaHuMu 3
iHWKUMK KoMNaHiaMun 3 6e3nekn i cninbHoTOo Kibepbesnekw.

Ina KepyBaHHA NPOEKTaMM BPaxoBYOTbCA CKNafoBi iHhopMaLinHOi 6e3neKkmn 3 BUKOPUCTAHHAM
CTPYKTYPW KEPYBAHHA NPOeKTaMu (Big NOYaTKY 40 3aBEPLUEHHS).

Ha BigaaneHy poboTy po3noBCIOAXKYETLCSA NOJIITUKA, peani3oBaHa Ha MOBISIbHUX MPUCTPOSAX, 30KpeMa
BUKOPUCTAHHSA HAAINHOr0 KpUNTOrpadivyHOro 3axncTy AaHnx Ha MobinbHMX NPUCTPOSAX Nif Yac
poboTn B HeJoOBipeHNX Mepexax. EnemMeHTn KepyBaHHs 6e3nekoto Ha MOBiNbHUX MPUCTPOSX
NpaLoioTb He3aJIeXHO BiJ BHYTPILWHIX MepeX ESET i BHYTPILLHIX CUCTEM.

3. be3neka, nos’sa3aHa 3 poboTol0 NnepcoHany

ESET BUKOPUCTOBYE CTAHOAPTHI NPaKTUKK WOAO0 NepcoHasy, 30KkpemMa NoJiTUKKU, Npu3HaYveHi ansa
3abe3neyeHHs iHpopMauinHoi 6e3nekn. Lii MeToam po3noBCoaXYy0TbCS Ha BECb TEPMIH poboTK
npauiBHUKa, i BOHN 3aCTOCOBYIOTLCA 40 BCiX FPYr, SKi MaoTb A0OCTYN 40 cepenoBuLLa ESET Cloud Office
Security.

4. KepyBaHHA pecypcamMm

[HpacTpyKTypa ESET Cloud Office Security BXOAUTb [0 CKJIafly HasiBHUX pPecypciB ESET i3 4iTKO
BM3Ha4yeHMM NpaBaMy BNACHOCTI 1 NpaBuaamu, ki 3aCTOCOBYOTHCA BiAMNOBIAHO A0 TUMY W PiBHA
KOH(iOEHUINHOCTI pecypcy. Y ESET € BU3HaYeHa BHYTPILIHA cxeMa Knacudikauii. Yci gaHi n
KOHGirypau,ii ESET Cloud Office Security KNacuikyoTbCA 9K KOH(IAEHLUiNHI.

5. KepyBaHHA poCTynoMm

MoniTuka ESET LWOAO KepyBaHHS LOCTYNOM perfiaMeHTYy€e KOXXHY cnpoby focTyny B ESET Cloud Office
Security. KepyBaHHS LOCTYNOM MOXHa 3a[laTW Ha PiBHI iIHPPaCTPYKTYpU, MepexxeBux ciyxo,
onepauinHoi cuctemun, 6asm gaHux i nporpamMu. KepyBaHHS NOBHMM AOCTYNOM KOPUCTYBayva Ha PiBHI
nporpamMmn € aBTOHOMHUM. KepyBaHHSA €ANHUM BX0O0M ESET Cloud Office Security i ESET Business Account
3[INCHIOETHCSA LIeHTPaNi30BaHNM NOCTavaNbHUKOM iAeHTUIKAULIMHUX OAaHUX, SKUA rapaHTYeE, Wo
KOPWUCTYBay Ma€ AOCTYN TiflbKW [0 aBTOPU30BAHOM0 Kii€HTa. s BNpoBaLXXeHHS KepyBaHHA
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[OCTYNOM Ha OCHOBI poJien ANs KNi€EHTa B NPOrpaMi BUKOPUCTOBYIOTLCA CTaHAAPTHI 403BOAN ESET
Cloud Office Security.

JocTyn [o cepsepiB ESET BIiAKPUTO BUKOYHO 15 BIOBHOBaXKEHMUX KOPUCTYBAYiB | KOPUCTYBaMiB i3
NeBHUMU ponsiMn. [ns KepyBaHHSA LOCTYMNOM MpaLuiBHUKIB ESET A0 iIHDPaCTPYKTypu n Mepex ESET
Cloud Office Security BAKOPUCTOBYIOTbCS CTaHZAPTHI npoueck ESET WOoA0 peecTpaLil (CKacyBaHHS
peecTpauii), NiaroToBKK (BigKaTy NiArOTOBKW), KEPYBaHHA NpUBINesMu i ornagy npae AocTyny
KOpucTyBaua.

JocTyn 00 BCix faHux ESET Cloud Office Security 3aXULLEHO 3 BUKOPUCTAHHAM HaLiMHOT aBTeHTUdiKaLil.
6. Kpuntorpadis

[laHi ESET Cloud Office Security (MOCTiMHI 1 TPAH3UTHI) 3aXULLEHO WNMPYBAHHAM i3 BUKOPUCTAHHAM
HaZinHoi KpunTorpagii. CepTudikaTv ANa 3arasbHOLOCTYMHUX CYX0 3a3BMYal BUNYCKaOTbCS
LOBIpEHVM LIeHTPOM cepTudikauii. na kepyBaHHS Kato4aMu B iHPpacTpyKTypi ESET Cloud Office
Security BAKOPUCTOBYETbLCS BHYTPILLHA iIHPPACTPYKTYpa BiAKPUTUX KNtOYiB ESET. [aHi, AKi
3bepiratoTbca B 6asi 4aHMX, 3aXULLEHI KTI0YaMKy LWNMPYBAHHSA, 3reHepoBaHUMK y XMapi. YCi pe3epBHi
[aHi 3aXMLeHi KepoBaHUMW KJt0O4aMK ESET.

7. ®isnyHa 6e3neka n 6e3neka cepenoBuLLa

ESET Cloud Office Security i ESET Business Account NpaLiioloTb Ha 0CHOBI xMapu. LLLo6 3abe3neynTu
HaNeXXHWU piBeHb i3nyvHoi be3nekn i besnekn iHPPacTPYKTYpW, M1 BUKOPUCTOBYEMO Microsoft Azure.
Microsoft Azure BAKOPUCTOBYE CepTUdiKOBaHi LeHTpW 06pobKM AaHWX i3 HAZIMHUM 3aXUCTOM. Di3nyHe
pO3TallyBaHHSA LLeHTPY 06pobKK faHMX 3aneXnTb Bifl PerioHy, AKMN BUOUPAE KNIEHT.

8. be3neka onepauin

Cny»6a ESET Cloud Office Security NpaLo€ 3 BUKOPUCTAaHHAM aBTOMaTUYHMX 3aC06iB Ha OCHOBI Y4iTKO
BM3HAYeHMX onepauinHmx npoueayp i wabnoHis KoHgirypadii. Mepen pobo4mmM po3ropTaHHAM YCi
3MiHM, 30KpeMa 3MiHM KOHirypaLii Ta po3ropTaHHsA HOBMX MaKeTiB, 3aTBEPLAXKYIOTbCS N TECTYThbCA
B CreuiasbHO BUAiINEHOMY TeCTOBOMY cepenosuuli. CepenoBunila po3ropTaHHa, TecToBi 1 poboui
cepenoBuLLa BifOKpeMSeHi ogHe Bif o4HOro. JaHi ESET Cloud Office Security po3TallOBaHi TiflbKW B
poboyomy cepenoBulLLi.

Harnap 3a cepenoBuwem ESET Cloud Office Security 34INCHIOETHCA B peXKMi onepauinHoro
MOHITOpPWHrYy. Lle fa€ 3mory WBnaKo BMABAATY NpobaemMmn i HagaBaTy OOCTATHI pecypcu BCiM
cnyxbaMm Ha piBHI MepeXxi 1 piBHI XOCTiB.

Yci paHi KoHirypauii 36epiratoTbCst B HalWMX Peno3nTopiax, A8 AKUX PerysapHO CTBOPHOIOTHLCA
pe3epBHi Konii. Lle gae 3mory aBToMaTM4HO BiAHOBOBATW KOHQIrypauito cepenosuila. PesepsHi
Konii AaHmx ESET Cloud Office Security 36epiratloTbCs Ik Ha ManAaH4uKy, TaK i M03a HUM.

Pe3epBHi KoMil WNPYOTLCA 1 PpErynsipHo NepeBipsAlTbLCA Ha MOXJ/IMBICTb BUKOPUCTAHHSA Ons
BiAHOBNEHHSA (0OWNH 3 eTaniB TecTyBaHHS 6e3nepepBHOCTI Bi3Hecy).

AyanT CMCTEM NPOBOAMTLCA BiAMOBIAHO A0 BHYTPILLHIX CTaHAAPTIB i BKa3iBOK. [OCTiNHO 36upatoTbea
XKYPHanW i nodii iHppacTpyKTypK, onepauinHoi cuctemu, 6asmn gaHuX, CEpBepiB NpoOrpam i enemeHTiB
KepyBaHH#A 6e3nekoto. Micna 36opy XypHanu 06pobnfTbCs IT-haxiBLUAMN i BHYTPILLHIMK
KOMaHZaMm b6e3nekun AN9 BUABNEHHS HETUNOBUX onepawin Ta aHoManin 6esnekn, a Takox
iHUMAEHTIB iH(hopMaLinHoi 6e3neku.
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INa yCyHEeHHSA BPa3MBOCTEN B iHPaCTPYKTYpi ESET, 30kpeMa B ESET Cloud Office Security Ta iHLWMNX
npoAayKTax, ESET 4OTPUMYETLCA 3arasibHOro npouecy poboTn 3 TEXHIYHMMM BPa3/IMBOCTAMMN.
CKNlaf0BMMK LbOro NpoLecy € NpoakTUBHE CKaHYBAaHHA Ha HasBHICTb YPa3/IMBOCTEN, @ TaKOX
TeCTyBaHHSA IHPPACTPYKTYpPKW, NPOAYKTIB i Nporpam Ha CTINKICTb OO0 NMPOHUKHEHHS.

ESET BNPOBaXXY€ BHYTPILLHI KepPiBHI NPUHLMNN WoA0 Be3nekn BHYTPILHbOI iIHPPACTPYKTYpU, Mepex,
onepauinHnx cuctem, 6a3 gaHux, cepeepis nporpam i nporpam. Ui pekomeHgauii nepesipaoTbCs
yepes MOHITOPUHI OTPUMAHHS TEXHIYHUX BUMOT i Hally BHYTPILIHIO Nporpamy ayauTy 6esneku.

9. be3neka oOMiHy paHUMHK

CepeposuLie ESET Cloud Office Security CErMeHTOBaHE 3a BJIAaCHOK CXEMOK CErMeHTaLii XMapw.
MepexxeBun [oCTYN HALAETLCA TiNbKN AN HeobXifHUX CNyX6 cepef, CerMeHTIB Mepexi.
[OCTYNHICTb MepexxeBux cnyxb peanizoBaHa 3a A4ONOMOIOI0 BJIACHUX €/IEMEHTIB KEpYBaHHA XMapu
(30HM OOCTYNHOCTI, 6anaHCyBaHHS HaBaHTaXXEHHSA N HAAJIMLLKOBICTb). PO3ropHYTO OKpeMi
KOMMOHEHTM BanaHCyBaHHA HaBaHTa)KeHH#, AKi 3a6e3neyvyioTb NEeBHI KiHLEBI TOYKM ANns
MapLpyTU3aLii ek3emnasapis ESET Cloud Office Security 3 aBTOpu3auito Tpadiky 1 6anaHCyBaHHAM
HaBaHTa)XXeHHA. Mepe)xeBuin Tpadik NOCTINHO BiACTEXYETLCA Ha HAABHICTb HETUMOBUX OnepaLin Ta
aHomanin 6esnekun. MNoTeHLUINHI aTakn MOXYTb HENTPaNi3yBaTUCH 3 BUKOPUCTAHHAM BAACHUX
e/IeMeHTIB KepyBaHHSA XMapoto abo po3ropHyTUX pilleHb A8 3aXnUCTy. YCi MepexeBi 3'€gHaHHS
3alndpPoBaHO 3a AOMNOMOroK 3arasbHOAOCTYMNHUX TEXHONONIN, 30KpeMa IPsec i TLS.

10. MpupbaHHA, po3pobka 1 00CNYyroByBaHHA CUCTEMM

Po3pobka cucrtem ESET Cloud Office Security BUKOHYETbCS BiAMOBIAHO A0 NONITMKKN Be3neyHoi po3pobku
nporpamHoro 3abesneyeHHs ESET. KoMaHAM BHYTPIiWHbLOI 6e3nekun 6epyTb y4acTb y NPOEKTI po3pobKu
ESET Cloud Office Security 3 NOr0 NO4aTKOBOIr0 €Tany 1 BiACTEXYIOTb yCi onepaLii 3 po3pobku n
obcnyroByBaHHSA. BHyTpillHA KOMaHAa 3 6e3nekun BU3HAYa€ i NepeBips€ BUKOHAHHA BUMOT LLOA0
6e3nekn Ha pi3HUX eTanax po3pobku NnporpamMHoro 3abesneyeHHs. besneka BCix cnyxb, 30kpema 1
po3pobaeHnx HOBMX, NOCTINHO NePEBIPAETLCA MNiCNSA BUMYCKY.

11. BinHOCMHM 3 noCcTavyasibHUKAMHU

BignoBsifgHi BiAHOCUHK 3 NOCTaYaslbHUKAMM pernaMeHTYThCA BiANOBIAHO A0 AINCHUX KEPIBHMX
NPUHLUMNIB ESET, SKi YNHHI 419 KepyBaHHA BCiMa BiAHOCMHAMU i pO3MOBCIOAXKYIOTbLCSA Ha BCi AOrOBIipHi
BMMOIM 3 TOYKM 30py 6e3nekn iHhopMauii Ta KOHDiAeHUINHOCTI. AKicTb | 6e3neka nocayr, wWo
HaOalTbCS KPUTUYHO BaXKJIMBUM NOCTaYasIbHUKOM MOCAYT, PErynsipHO OLiHIOThCS.

12. KepyBaHHA iH(popMauinHOO be3nekolo

KepyBaHHS iHUMAEHTaMK, AKi CTOCYOTbCS iHpopMaLinHol 6e3nekn, B ESET Cloud Office Security
BMKOHYETbLCA TaK CaMo, AK i B iHWNX iHppaCTPyKTypax ESET, Ha OCHOBI BU3HAaYeHUX NpoLenyp
pearyBaHHS Ha iIHUMAEHTW. Poni pearyBaHHA Ha iHUMAEHTW BU3HAYalOTbCA 1 BUAINAIOTLCA ONS
KiflbKOX KOMaHA (IT, be3neka, opuanyHni Bigain, Bigain kaapis, PR i KepiBHMLTBO). KoMaHaa
pearyBaHHA Ha iIHUMOEHT (POPMYETHLCS HA OCHOBI KJlacuikauil iHUMAEHTY cneuianictamu
BHYTPILLIHbOI KOMaHan 6e3neku. s KoMaHAa B NOAaNbLIOMY KOOPAMHYE iHLLI KOMaHAW, SKi
3aiMaTUMYTbCS UMM iHUMAEHTOM. KOMaHa BHYTPIWHbLOI 6e3nekn TakoxX Bignosigac 3a 36ip Aokasis
i pobuTb BUCHOBKMW. [laHi Npo BCi iHUMAEHTW 1 3aCTOCOBAHI 3aX04N HaACMIAIOTLCA BCiIM CTOPOHaM, AKi
MaloTb 40 LbOro BigHoOWeHHA. KOpuanyiHa KoMaHAa ESET Hece BiAnoBiAasibHICTb 3@ NOBIAOMIEHHSA
npo iHUWAEHTN B perynsTopHi opraHu (3a notpebu) BigNoBiAHO [0 BUMOI AOKYMEHTIB General Data
Protection Regulation (GDPR) i Cybersecurity Act transposing Network and Information Security Directive (NIS).
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13. AcnekTu iHpopMaLinHoi De3nekn KepyBaHHA De3nepepBHicTIO DisHecy

be3nepepBHICTb poboTn Ccnyx6m ESET Cloud Office Security nepeabayeHo B HaAiNHIA apXiTEKTYPI, SKa
BUKOPUCTOBYETHLCA A4 3abe3nevyeHHs MakCMMaabHOI LOCTYNHOCTI Cyx6. MoBHE BiGHOBNEHHS 3
[aHNX pe3epBHOI KoMii N03a Maln4aHYNKOM i JaHMX KOHMirypauii MoxnnBe B pasi HenepebopHoro
36010 BCiX BY3/iB HaA/IMLIKOBOCTI A8 KOMMNOHEHTIB ESET Cloud Office Security abo cny»x6u ESET Cloud
Office Security. [poLieC BiIHOBIEHHA NePeBIPAETLCS PerynspHo.

14. BipnoBiaHICTb HOPMAaTUBHUM BUMOraM

BignoBigHICTb HOPMATMBHUM BMMOraMm i ymoBaM yroau ESET Cloud Office Security perynsipHo
OLIHIOETbLCA Ta NePEBIPAETLCSA, K W iHLWI eNleMeHTN IHPPaCTPYKTYpPW i npoLecn ESET. ESET yXKMNBAE
HeobXiAHNX KPOKIB AN5 IX AOTPUMAHHSA Ha MOCTIiNHIN 0CHOBI. KOMMNaHito ESET 3apeecTpoBaHO AK
nocTavYanbHUK LUNGPOBUX NOCAYT ANA XMapHUX ob4mncneHb. Ua Knacudikauisa po3noBClogXXYETbCA Ha
Kinbka cny»6 ESET, 30kpeMa ESET Cloud Office Security. 3ayBa)xTe, L0 Aii ESET Woa0 3abe3neyeHHs
BiANOBIAHOCTI HOPMAaTUBHUM BUMOram He 060B’13KOBO 03Ha4atloTb, LLUO Lii BUMOTM B MOBHOMY 00CA3i
BMKOHYIOTbCA KJIIEHTAMMW.

YMOBU BUKOPUCTAHHA

HabyBa€ YMHHOCTI 23 )0BTHA 2023 poKy | [lepernsHyTu nonepeaHto Bepcito YMoOB BUKOPUCTAHHS |
[MOPiBHATW 3MiHW

Lis Yropa ESET Cloud Office Security (Aani "YMoBK") — OKpeMa yrofa, sika YKJa4a€TbCA MK KOMMaHI€
ESET, spol. sr. o. (lopnAndHa agpeca: Einsteinova 24, 85101 Bratislava, Slovak Republic, BHeceHa 110
KOMEPLINHOr0 PEECTPY OKPYXHOro cyay M. bpatucnasu I. Po3gin Sro, 3anuc Ne 3586/B, peecTpaLinHnii
Homep: 31333532) (mani "ESET" abo "MocTavyanbHUK") i Bamu, diznyHoto abo opnanyiHoo ocoboto
(nani "Bu" abo "Kopuctysay"), sika BUKOPUCTOBYE 061iKOBMIA 3aNnC ANA aAMiHICTPyBaHHS, ESET Cloud
Office Security i Be6-nopTan, L0 KOHTPOMOETLCS ESET (Aani "Obnikosuin 3annc"), Nia 4ac KOPUCTYBAHHSA
ESET Cloud Office Security. kL0 Bu KopuctyeTecs unm O61ikoBMM 3anmcoM i ESET Cloud Office Security
(CYKYMHICTb SIKUX Aani BXUBAETbCA AK "TpoAyKT") Bif iMeHi opraHi3aLii, To Norogxxyerecs 3 uumu
ymMoBaMWU Bif 1i iMeHi 1 NiATBepOXYETE, WO MAaETe BCi NOBHOBaXEHHA Ha Le. Y TakoMy BUNaaKy nig
"KopuctyBayem" i "Bamun" MaTUMeTbCS Ha yBa3i OpraHisauis. YBaxHO 03HanoMTecs 3 umMu YMoBamu,
OCKi/IbKM BOHW MatoTh BiIHOLWEHHSA A0 CNyXb, SKi HaaaTbCa ESET 6e3nocepeHbo Yepes Len
MpoaykT abo Ak cynyTHi A0 Hboro. CrneuiasibHi NONI0XKEHHS, L0 PeryiolTh BUKOPUCTaHHA CyxX0, Ha
SKi He PO3MOBCIOLKYIOTbCA Ui YMOBM, OKPEMO HABOAATHCA B iHTEPdENCi KOXXHOI Cyxon, i
KopncTyBay Ma€e NpURHATK iX Mif Yac akTuBaLil. BknageHi [ofaTku LONOBHIOWOTH L YMOBMW.

Be3neka i 3aXUCT OaHUX

O6nikoBUI 3annc fae 3MOry KOPUCTYBaTUCA NPOAYKTaMK 1 cny>Xbamu, Lo HafalTbCA KOMMaHIEw
ESET. nA peecTpauii 1 BukopucTaHHA OBiKOBOro 3anncy, a TakoX AN HaaHHSA NOCayr vyepes
HbOr0 HaM MOTpPibHI Taki AaHi: NOBHe iM'A KOPUCTYBava, Ha3Ba KOMMaHii, KpaiHa, AincHa agpeca
€NeKTPOHHOI NOWTW, HOMep TeneoHy, AaHi NPo NiLeH3ito N CTaTUCTUYHA iHgopMauis. Bu
NorofXXyeTech, Wo AaHi byayTb 36upaTncs n nepenaBaTucs Ha cepeepu MocTtavanbHKKa abo noro
napTHepiB. Lle HeobxifHO BMKOYHO An5 3abe3nedeHHsa (yHKLIOHANbHUX MOXNBOCTEN
MporpamHoro 3abe3neyeHHs i aBTopM3aLii Ha NOro BUKOPUCTAHHS, @ TaKOX 3axucTy rnpas
MocTavanbHKKa. MNicns yknagaHHa yroam 3 ummmn Ymosamu NoctavansHuK Ta (abo) noro micuesi
napTHepW, WO BXOAATb A0 MOro Mepexi 36yTy, oTpMMytoTb NpaBo Ha 36ip, 06pobKy, nepenayy Ta
36epiraHHs Bawmnx 0CHOBHUX iAeHTUMIKaLiINHNX AaHWX, WO HeOOXiAHO AN HaJaHHA NiIATPUMKK Ta
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3abe3neyeHHs BUKOHAHHSA Lux YMoB. B MaeTe npaBo BMKopucToByBaT O6NiKOBMI 3anNnC BUKJIKOYHO
3 TIEIO METO Ta B Takum cnocib, aki nepegdayeHi uumm YmMoBamu, yMoBaMu iHAMBIAYasIbHOM O
06CNyroByBaHHSA Ta LOKYMEHTALEL.

BignosiganbHicTb 3a 6be3neky ObnikoBoro 3anucy Ta obnikoBux gaHux ans Bxony Hece KopucTtysan.
KomnaHisi ESET He Hece )XOAHOI BiAMNOBiAaIbHOCTI 3@ WKOAY Y 36MTKK, CNPUYMHEHI HEBMKOHAHHAM
Lmnx 3060B’3aHb. KOpMUCTYBay TakoX Hece BiAMNoBiAaNbHICTb 3a 6yab-ski aii 3 O6nikoBUM 3anncom
ESET, CAaHKLIOHOBAHI YK Hi. Y pa3i BUABNEHHSA HECAHKLIOHOBAHOro aoctyny Ao O6nikosoro 3anucy ESET
HeramHo noeigomTe npo ue MNMocTavyanbHUKa.

3 MeTO HaJaHHA NoCAyr aaMiHicTpyBaHHsS OBniKoBOro 3anucy Ham HeobxigHo 36upaTn gaHi, AKi
BIAHOCATLCSA 00 KEPOBAHUX NPUCTPOIB, @ TaKoX iHhopMaLito agMiHicTpyBaHHA (aani "OaHi"). JaHi
HaZalTbCs BaMu 00 ESET BUKJIIOYEHO 3 METOI0 HaJaHHA aAMiHICTpaTuUBHMX nocnyr wono O6bnikosoro
3anucy. OaHi 06pobniooTbes i 36epiraloTbCs y BiANOBIAHOCTI 40 NONITUK 6e3nekn i NpakTuK ESET, a
TaKOoX y BiANOBIAHOCTI A0 MoM0XeHb MoNiTUKN KOHPIAEeHUINHOCTI.

OoknapgHi BigoMOCTi Npo KOH(iAeHLiUHICTb, 3aXMCT NepPCcCoHasIbHUX AaHMUX i Balli npaBa AK
cyb’eKTa maHUX MO>XKHA 3HAaWTU B AOKYMeHTi lNoniTuka KoHdioeHUinHOCTI.

NMpaBuna Bo6pPOCOBICHOro BUKOPUCTAHHA

Bu 3060B’'A3yeTeCsH LOTPUMYBATUCH BCiX TEXHIYHUX 0BMeXeHb, nepefbavyeHnX y JOKyMeHTauii. Bu
norog)xyeTecs BUKopuctoByBaTy O61iKOBMIA 3aMnC Ta MO0 PYHKLii nLie B TakniA cnocib, Lo He
3aBaXKa€ AOCTYny A0 HMX iHWKnx KopucTtysauis. MNocTavyanbHMK 36epirae 3a coboto npaBo 0b6MexunTu
nepenik Nocnyr, Wo HagatTbCs OKpeMum KopucTyeayaMm, 3 MeTOI0 HaflaHHS CBOiX MNOCayr
MaKCUMasnbHIN KinbKoCTi KopucTysadis. ObMexeHHA nepeniky LOCTYNHUX NOCAyr TakoxX nepenbavae
NOBHY 3a00POHY BUKOPUCTaHHS By b-aKMX (yHKLUIN O6NiKOBOro 3anucy Ta BUAANEHHS BiJOMOCTEN
Ta iHpopmaLlil.

[leTanbHO NPo TeXHIYHI 0OMEXeHHS MOXKHa NpoYnTaT B po3aiNii ObmexeHHs.

Po3TawlyBaHHS

MocTavyanbHMK MOXXe L03BOAUTM Bam BubpaTy ofgHe 3 OCTYNHMX po3TawyBsaHb Asa O6nikoBoro
3anucy, BKJIOYHO 3 pO3TallyBaHHAM, peKOMeH0BaHMM [locTavalbHUKOM. Bu BU3HaeTe, Wwo Bubip
pO3TallyBaHHSA, BiIMIHHOIO BiJ PEKOMEH0BaHOr 0, MOXXe NpuU3BecTn 40 NoripweHHs poboTu. Y
3aJ1I@XHOCTI Bi BMOPaHOro MicLLe3HaX04KEHHSA MOXKYTb LiiTW NMOJI0XKEHHSA PO34iNiB "Data Protection
Agreement (Yroam npo 3axuct aaHmx)" (y nopatky 2) abo "CTaHAapTHI NON0XKeHHS yrogmn" (y nogaTky
3) ui€i Yroaw. ESET 3anuwwae 3a coboto NpaBo 3MiHIOBaTK NEBHE po3TallyBaHHS B Byab-akuii Yac 6e3
nonepenHbLOro NOBiAOMJIEHHS 3 METOK BAOCKOHANIEHHS AKOCTI MOCAYr, WO HafaloTbCa ESET
BiAMOBIiAHO A0 Balioro HafawToBaHOMO po3TallyBaHHS (Hanpuknag, €sponencbkuin Cotos).

NMpopamHe 3abe3ne4yeHHn

KomnaHis ESET abo 1i nocTavyanbHUKM BOJIOAIIOTb aBTOPCbKUMK NpaBaMun Ha BCe MPorpamHe
3abe3nevyeHHs, AKe € CKJ1aaoBoto NPoAyKTy (pani "MporpamHe 3abesneyeHHs"), YU MOXYTb
KopucTyBaTUCs HUMU. MporpamHe 3abesnevyeHHA MOXXHa BUKOPUCTOBYBATM TiNIbKN B CYBOPIN
BiAMOBIAHOCTI 40 YMOB JliLeH3INHOI yroan 3 KiHLeBUM KOpUCTyBayeM (gogaTtok 1 fo uiei Yrogu). [Hwi
BiZLOMOCTi CTOCOBHO NliLleH3yBaHHS, aBTOPCbKUX NpaB, JOKYMEHTaLil Ta TOBapHMX 3HaKiB AMB. y
OOKYMEHTI 3 pUANYHOK IHhopMaLLIEL.
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OOMe)XeHHA

Bam 3ab0pOoHSAETHCA KOMitoBaTK, PO3MOBCIOAXKYBATH, BUYH4aTV KOMNOHEHTU Y/ CTBOPIOBATW NOXiAHI
NPOAYKTW Ha OCHOBI Liboro O6nikoBoro 3anucy. Bukopuctosyodn O6nikoBuin 3anmc 3abesneyeHHs,
Bun 3060B’'s13yeTECa AOTPMMYBATUCSA HAaBEAEHUX HMKYE 0BMeXKeHb.

(a) B He Ma€eTe NpaBa BMKOPMCTOBYBATK, 3MiHIOBaTW, NepebynosyBaTh abo BigTBOPIOBaTH
ObnikoBuin 3annc abo nepenaBaTn NpasBa Ha BUKOpUCTaHHA ObnikoBoro 3anucy abo noro
KOMMOHEHTIB By b-aKMM cnocoboM, OKpiM HiTKO nepenbadveHnx umumm YmMosamu.

(b) BaMm 3ab0poHAETLCSA NpoAaBaT, HagaBaTy B opeHAy, No3myaTn O6nikoBMiA 3anuc, NnepeaaBaTu
NnpaBo Ha MOro KOPUCTYBAHHS Y BUKOPUCTOBYBATU NOr0 3 KOMEPLINHOI METOIO.

(c) Bu He Ma€Te npaBa BMKOHYBaTW 3BOPOTHE MPOEKTYBaHHSA, AeKkoMnintoBaTu abo gesacembnioBaTu
ObnikoBMin 3aNnC 4M 3acTocyBaTh Byab-aKi iHWIi 3aCO0bN BUSBAEHHS MO0 BUXiAHOrO KoAy, KpiM
BMMAAKiB, KON Take obMe)XeHHs npsamo 3abopoHeHe 3aKOHO4ABCTBOM.

(d) Bu noropxxyetecs BukopuctosyBaTy O61iKOBMI 3anNunC Sne TakMM cnocobom, Lo BiANoBifae
BCiM 3aCTOCOBHUM IOPUANYHUM HOPMaM 3aKOHOLABCTBA, KE pPeryJsioe NOro 3aCTOCYBaHHS, BKJHOYHO 3
BiANOBIAHUMU 0OMEXXEeHHAMM 3rifHO i3 3aKOHOM NPO aBTOPCbKe NpaBo 1 iHLWi npasa Ha
iHTeNeKTyaNbHy BNACHICTb, ajie He 0OMeXY4nCb LM,

3acTepe)xXeHHs

9K KOPUCTYBAY B BU3HAETE, LLIO OBJIIKOBUWI 3AMUC TA CNY)XXBWN HALOAKOTLCSA HA YMOBAX "SK
€" BE3 BY[b-AKWNX CMELIANBHNX ABO HEMPAMUNX FAPAHTIN, HACKUIbKIW LIE 1O3BOJIEHO YWHHUM
3AKOHOZABCTBOM. HI MOCTAYAJIbHNK PA3OM I3 AOrO NILEH3IAPAMIA 1 LOYIPHIMM
KOMNAHISAMW, HI BTACHUKI ABTOPCbKOTI O MPABA HE HAQAIKOTb BYb-AKUX TBEPOXEHb ABO
CMELIANIBHNX YW HEMPAMUX TAPAHTIN, 30KPEMA FAPAHTIA MPUAATHOCTI AN1S MPOLAXY YN
KOHKPETHOIO 3ACTOCYBAHHS ABO FAPAHTIV TOT O, LLO OBJIIKOBWIA 3ANUC ABO CNY>XKBU HE
MOPYWYIOTb bYb-AKI NMATEHTW, ABTOPCbKI MPABA, TOBAPHI 3HAKIW YA IHLUI MPABA TPETIX
CTOPIH. MOCTAYANBHUK ABO BY[b-AKA IHLIA CTOPOHA HE HALLAKOTb XKOJHWX IAPAHTI TOr O,
LLLO OBJIIKOBWIA 3ANWUC ABO CNTYXKBW BIANOBIOATAMYTb BALLVMM BUMOIAM, ABO LLIO BOHW
MPALIKOBATUMYTb BE3MEPEBIAHO TA BE3 MOMWJIOK. BM YCBILOMJIKOETE PU3MKIN, MOB'A3AHI 3
BMBOPOM | BUKOPUCTAHHAM OBJIIKOBOI' O 3AMUCY TA CNYXXB A/19 AOCATHEHHA NMOTPIBHUX
PE3YJIbTATIB, | BEPETE HA CEBE MOBHY BIAMNOBIOANIbHICTb 3A LIE TA 3A MOB’A3AHI 3 1Or0
3ACTOCYBAHHAM HACIOKWN.

Lli YMOBM He CTBOPIOIOTb XOAHWUX 30008 A3aHb i3 60Ky lNocTavyanbHMKa Ta MOro niueHsiapis, OKpiM
TUX, WO Y4iTKO BM3HAYEHO B LibOMY JOKYMEHTI.

OOMe)XeHHS BiaNnoBiAaNbHOCTI

Y MAKCUMAJIbHO JO3BOJIEHNX PAMKAX, BU3SHAYEHNX YAHHM 3AKOHOOABCTBOM, 3A XXOJHUX
OBCTABWH MOCTAYAJIbHUK, MO0 CMNIBPOBITHUKIW ABO MIAPAOHWKN HE HECYTb
BIAMNOBIOA/IbHOCTI 3A BYb-AKI BTPAYEHI MPUBYTKN, 0OXOAW, 3HUXKEHHSA OBECSATIB NMPOOAXIB
ABO BTPATY JAHUX, A TAKOXX IOOATKOBI BUTPATW, MOB’A3AHI 3 NPUABAHHAM 3ANACHUX
TOBAPIB ABO NMOCAYT, 3ANOAISHY MAWHY LUKOLY, OCOBUCTY LWKOAY, MPUNUHEHHSA
KOMEPLJINHOI AISNbHOCTI, YTPATY OINOBOI IHGOPMALLIT YX BY Ab-AKI CMELIANBHI, NPAMI,
HEMPSAMI, BANMAOKOBI, KOMEPL|IAHI, LUTPA®HI YY1 ONOCEPELKOBAHI 36UTKWU, BYAb-AKUM YAHOM
OBYMOBJIEHI JIEK Yroau, UMBIbHE MPABOMOPYLLEHHS, HEABANICTb ABO IHLUWIA ®AKT, LLIO
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BUMATAE NPUTAMHEHHA 00 BIANOBIJAJIBHOCTI BHACIAOK BUKOPUCTAHHA ABO
HEMOXIMBOCTI BUKOPUCTAHHSA OBIIKOBOIO 3AMWCY, HABITb AKLLO MOCTAYA/IBHUKY, OO
MAPAOHNKAM ABO AOYIPHIM KOMMNAHISAM BIAOMO MPO MOXINBICTb TAKNX 3BUTKIB. B
OKPEMWX KPAIHAX | OPUCONKLIAX HE NEPEABAYEHO BUHATKN MPUTATHEHHA 0O
BIAMOBIAANIbHOCTI, ANE 1l MOXXE BYTW OBEMEXXEHO. TOBTO BIAMOBIOAJIbHICTb
MOCTAYA/IbHUKA, AOrO CMIBPOBITHUKIB, NMIAPAAHMKIB ABO LIOYIPHIX KOMMAHIA OBEMEXXYETbCA
CYMOIO, 9KY BW CMIIATUAN 3A BIANOBIAHY CNY>XBY ABO OBJ1IIKOBUIA 3AMNC.

OoTpMMaHHA Nnpoueayp i3 KOHTPOJIIO 3a TopriBnelo

(a) 3abOpOHAETLCA B MPAMUIA Y HENPAMUIA CNOCIB ekcnopTyBaTKW, peekcnopTyBaTu, nepefasaTt abo
iHLUMM YYMHOM HagasaTu nporpaMHe 3abesnedyeHHsa byab-akum iHWKM ocobam. Bu 3060B’'A3yeTecs
yTpuMaTucs Big byab-aKux cnocobis BUKOPUCTaHHA LbOro NporpaMHoro 3abesneyeHHs i (abo) He
BpaTun y4acTb Yy XKOAHMX AifX, AKi MOXYTb NpM3BeCTU 40 Npobaem i3 4OTPUMaHHAM 3aKOHOLaBCTBa
abo [0 HeraTMBHUX HACNiAKIB ANS KOMNaHii ESET, il XONAWHIOBUX i AOYipHIX KOMMNaHIiN abo AoYipHixX
KOMMaHin byab-aKNX XONANHIOBUX KOMMaHI ESET, BiANOBIAHO A0 3aKOHIB i3 KOHTPOJIIO 3@ TOPriB/eto,
30KpeMa TUX, Lo HaBeLEeHi HXYe:

i. YCi 3aKOHN, SKi perynoTb, 06MexyoTb abo HaknagatTb NiLEH3iINHI BUMOTK 419 eKCMOPTY,
peekcrnopTy abo nepepnadi ToBapis, NporpaMHoro 3abesneyeHHs, TexHonori abo nocayr, Wo BMAAHI
abo npunHATI Byab-AKUMK OpraHamun Aep>XaBHOI BNagun, opraHaMmm Biaam Wwtaty abo opraHamm
peryntoBaHHs CLUA, CiHranypy, Benukoi bpuTanii, EBponencbkoro Coto3y, byab-aKnx KpaiH-4a1eHis
€C, bynb-SKUX KpaiH, Ae HeobxiaHO BUKOHYBaTK 3060B'A3aHHS 3rigHO 3 UMMy YMmoBamu, abo 6yab-
SKWX KpaiH, Oe BeAe HisNbHICTb KoMNaHisa ESET abo adininoBaHi 3 Het0 KoMNaHii

ii. YCi eKOHOMIYHI, hiHaHCOoBI, ToproBi abo iHLWi caHKLii, 0bMe)xeHHs, embapro, 3abopoHnN ekcrnopTy
abo imnopTy, 3abopoHun nepepadi KowTiB abo aKTMBIB Y HadaHHS NOCAyr abo pPiBHO3HAYHI 3axoaum,
AKi 3anNpoBafXyloTbCs OyAb-AKMMM OpraHaMu Lep>XaBHoi Baan, opraHamu Bnaau wraTy abo
opraHamu peryntoBaHHs CLUA, CiHranypy, Benukoi bpuTaHii, €EBponencbkoro Coto3y, byab-aKunx
KpaiH-4neHiB €C, byab-akux KpaiH, ge HeobxilHO BUKOHYBaTK 3000B’A3aHHA 3rigHO 3 LMK YMOBaMU,
abo 6yab-9Kunx KpaiH, Ae Beae OiabHICTb KoMNaHia ESET abo adiniioBaHi 3 Helo KOMNaHii (3aKOHHi
aKTW, 3a3Hay4yeHi B NyYHKTaxX i Ta ii BULLE, pa30M BUKOPUCTOBYIOTLCA Mif, HA3BOK "3aKOHMW 3 KOHTPOJIIO
3a Toprisnetn”).

(b) ESET Ma€ npaBo NpM3yNMHUTY BUKOHAHHS 3060B'A3aHb 3a UMK YMoBaMK abo NpUNMHUTK iX Lito 3
HeranHuM HabyTTAM YMHHOCTI 3@ TaKUX YMOB:

i. ESET Ma€ 0br'pyHTOBaHI NigcTaBy BBaXKaTw, WO KopnucTyBayem y>xe nopyLieHo, abo, imoBipHo, byne
NopyLLEHO YMOBM NYHKTY (a) po3ainy "[oTpuMaHHA npouenyp i3 KOHTPOJI0 3a Toprisner” umx YMos.

ii. KopnctyBay i (abo) MporpamHe 3abe3neyeHHs CTaam NpeaMeToM 3aKOHIB i3 KOHTPOJIIO 3a
TopriBneto, i Yepes ue ESET Ma€ obrpyHTOBaHI NigCcTaBn BBaXkaTu, WO NoAasblle BUKOHAHHSA
3000B’A3aHb 3a LMK YMOBaMK MOXKEe NpU3BECTU A0 Npobnem i3 LOTPpMMaHHSAM 3aKoHo4aBCcTBa abo
[0 HEraTMBHUX HACNiAKiB AN KoMNaHii ESET abo adininoBaHmXx i3 HEO KOMNaHil BiANOBIAHO A0
3aKOHIB i3 KOHTPOJIIO 3a TOpriBAelo.

(c) KogHa ymoBa Yrogm B XX0A4HOMY pa3i He Ma€ TAYMa4YnTUCA SK TaKa, WO Ma€E Ha MeTi CNOHyKaTu
Oynb-AKy 3i cTopiH abo BUMaraTu Big Hel BYNHUTK Lil abo yTpumMaTunCA Bif BYNHEHHS Lin (4K
noroAnTnCA Ha ue) y byab-akuin cnocib, aknn byae cynepedynT 3aKOHaM i3 KOHTPOJIIO 3a TOpriBfeto
abo 3ab0pOoHEHNI LMK 3aKOHaMM.
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3aCTOCOBHUM 3aKOH Ta OCHOBHAa MOBa

Lli YMoBWM peryniooTbCa Ta TayMadaTbCa BiANOBIAHO A0 3akoHoAaBcTBa CnoBaLbkoi Pecnybniku.
KopucTyBad i [TocTavanbHMK NOrOAXYOTbHCS, WO CyrnepeYsivBi NOI0XKEHHA PErynio4oro
3aKOHOAaBCTBa Ta KoHBeHUii Opranizauii O6’egHaHnx Hauin Wwoa0 KOHTPAKTIB ANA MiXXHAPOAHOI
TOpriBAi TOBapaMu He MalTb 3aCTOCOBYBATUCA. AKLLO By € cnoxmBayeM, Lo MeLlKae B €C,
060B'A13K0BI M0I0XKEHHA 3aKOHOA4ABCTBA, LU0 Ait0Tb Y Ballin KpaiHi MelKaHHS, Ha4aloTb BaM
[O0OaTKOBUIA 3aXUCT.

Bun ABHO norogxxyeTecs, o po3rnag byab-akux no3osiB Ao MocTavasbHMKa Y1 Cynepeyok i3 Hum abo
MO30BiB 4M Cynepeyok, byab-9KMM YAHOM MOB’A3aHMX i3 BUKOPUCTAHHAM NPOrpamMHOro
3abe3neyeHHs, ObnikoBoro 3anucy Ta Cnyx6 abo Takux, wo 6a3yTbca Ha LMx YMoBax abo
CneuanbHMX YMOBaX (3@ HASABHOCTI), i NPUNHATTA BiANOBIAHUX PilleHb 34INCHIOETLCSA OKPYXHUM
cynoMm M. bpatucnasa | (CnoBay4mHa), @ TakoXX NOroA)Xy€eTecs, WO BCi Taki MO30BU N Cynepeyku
NigNAaralTb OPUCOUKLIT BKa3aHoro cyay. Akwo Bu € cnoxmnsayem, Wo mewkae B €EC, Bu Takox
MOXXeTe nodaTu 3asBY LWOA0 BUKOPUCTAHHSA CBOIX MpaB CNOXMWBaya 3a MiCLLEM BUKJIOYHOI OPUCANKLIT
abo B kpaiHi EC, oe Bn mewwkaeTe. KpiM LbOro, BM Tak0X MOXeTe CKOPUCTAaTUCH NAaT(OPMOto ANs
BMPILLEHHA CNOpiB B IHTEpHETI, AOCTYMHOO 3a aApecoo https://ec.europa.eu/consumers/odr/. OAHaK
nepuw HixX odilinHO nogaBaTu By ab-aKi NPeTeH3ii, Ppo3rnsgHbTE MOXK/NBICTb 3B'A3aTUCS 3 HaMU.

Y pa3si po36iXKHOCTeN MiXK aHI NINCbKOIO N NepeknageHo BepCieto Yroam nepeBara HalaeTbCs
[OKYMEHTY aHriNCbKO MOBOO, AOCTYMHOMY TVYT.

3arasibHi NONI0O)KEHHS

KomMnaHis ESET 3anumwwae 3a coboto npaso B ByAb-aKMI Hac 3MiHIOBAaTU TEKCT YMOB i LOKyMeHTaUii abo
6y Ob-SKUX iXHIX CKNaA0BUX LUASAXOM OHOBJIEHHS BiANOBIAHMX AOKYMEHTIB BiAMNOBIAHO [0 3MiH,
BHECEHMX A0 3aKoHoAaBcCTBa abo npasun yHKLUioOHyBaHHA O6ikoBoro 3anucy. Mu cnosictumo Bac
npo 6yab-gKy 3MiHy umMx ymoB B O6nikoBoMy 3anuci. Ao By He 3rogHi 3i 3MiHaMun, BHECEHMU B
YMoBu, B MoxeTe ckacyBaTu gito ceoro Obnikosoro 3anucy. Akwo Bu He Buaannte O6nikosun
3anuc nicns CnoBilLeHHS Npo 3MiHK, ue 03HavaTuMe, Wwo Bu npuiiMaeTe BCi 4ONOBHEHHSA 1 3MIHU LUX
YMoB. PeKoMeHOYEMO perysispHoO BifABiAyBaTy L0 CTOPIHKY, W06 MaTh akTyanbHy iHpopMaLito npo
6y Ob-5Ki 3MiHW, AKi MOXYTb BHOCMTUCS A0 YMOB BUKOpUCTaHHSA OBnikoBoro 3anucy.

MpuUMIiTKHK

Yci 3ayBa)KeHHA C/lif, HaACKMNaTU 3@ TaKo agpecoto: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava,
Slovak Republic.

JopaTok 1

JliueH3inHa yrona 3 KiHLLEeBUM KOPUCTYBAYeEM

JopaTok 2

Yrona npo 06pobKy faHUX

JopaTok 3

CTaHOapTHI NOJ0XKEHHA Yroau
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JliueH3inHa yropa 3 KiHUEeBUM KOPUCTYBaAYEM

YBATA! lNepLu HiXX 3aBaHTaXyBaTW, iHCTalOBaTK, KonitoBaTn abo BUKOPUCTOBYBATU NPOLYKT,
YBaXHO 03HAMOMTeCH 3 HaBeA4eHUMU HIKYE MONOXKEHHAMUN 1 yMOBaMU MOr0 3aCTOCYBaHHA.
3ABAHTAXKUBLUW, IHCTAJIIOBABLUW, CKOMNIIOBABLLUN ABO 3ACTOCYBABLLUU NPOIrPAMHE
3ABE3MEYEHHSA, BU MPUAMAETE LI NOJIOXKEHHA X YMOBU, A TAKOXX NOrOO)XY€ETECH
3 YMOBAMU OOKYMEHTA MOJIITUKA KOH®ILEHLLIINHOCTI.

JliueHsinHa yroga 3 KiHLEBUM KOPUCTYBa4YeM

Lia niueH3inHa yroga 3 KiHUeBUM KopucTyBayem (gani "Yroga"), yknageHa mMixx KOMMaHieto ESET, spol. s
r. o. (lOpUAmnYHa agpeca: Einsteinova 24, 851 01 Bratislava, Slovak Republic, yHeceHa 40 KOMepUinHOro
PEECTPY OKPY)KHOIro cyay M. bpaTtucnasu I. Po3ain Sro, 3annc Ne 3586/B, peecTpaLinHnin Homep:
31333532) (gani "ESET" abo "MNocTavanbHuK") i Bamu, disnyHowo abo topuamnyHoto ocoboto (gani "Bu"
abo "KopucTyBay"), Haga€ Bam npaBo BukopucToByBaTy lMporpamHe 3abe3neyeHHs, BU3HAYEHE B
po3aini 1 uiei Yrogun. Yka3aHe lNporpamHe 3abe3nevyeHHs MOXHa OTpUMaATK Ha HoCii AaHux abo
€/1IeKTPOHHOI0 MOLUTO, 3aBaHTaXXUTK 3 IHTepHeTy, cepsepiB MNocTavyanbHMKa abo OTpUMaTH 3 iHLIKX
Ixxepen BiAnoBiAHO A0 3a3HAaY€HUX HMXKYE YMOB i MOJIOXKEHD.

LIE YTOLA MPO MNMPABA KOPUCTYBAYA, A HE [JOTOBIP KYMIBJII. MNMocTavanbHUK 3anuLiac 3a coboro
npaBo BNACHOCTI Ha Konito MporpamMHoro 3abesneyeHHs Ta i3MYHOro HOCiS, Ha KoMy [porpamHe
3abe3neyeHHs NOCTavYa€ETbCS B TOBAPHIM yNaKoBLi, @ TakoX YCi iHWi Konii, ki KopucTyBay Ma€ NpaBo
CTBOPIOBATM BiANOBIAHO A0 YMOB L€l Yroaw.

BnbpaBLun nia Yac 3aBaHTa)KeHHS, iIHCTanAuii, KonitoBaHHSA abo BUKOpPMUCTaHHS [porpamMHOro
3abe3neyvyeHHs BapiaHT «[punHATU», By 3acBigvyeTe CBOIO 3roay AOTPUMYBATUCh YMOB i MOSIOXKEHb
uiei Yrogmn. SIkwo Bu He noropxxyeTecs 3 Oyb-aKMMU NoNoXKeHHAMM abo ymoBamu Yroau, BubepiTb
BapiaHT «3aKpuUTK», CKaCynTe iHCTaNALIlo Y/ 3aBaHTaXKeHHSA, 3HuLWTe MNporpamMHe 3abe3neyeHHs,
iHCTaNSAUINHWIA HOCIN, CYNPOBIAHY OOKYMEHTALit0 Ta TOBapHMI Yek abo noBepHiTh ix MNocTavyanbHUKY
4n B TOProBy TOYKY, Ae Bu oTpumanu MporpamHe 3abesneyeHHs.

BW MOIroaXXYETECH, LLLO BUKOPUCTAHHSA NMPOITPAMHOIO 3ABE3MNEYEHHA 3ACBIAYYE OAKT
MPOYUTAHHS BAMU LIET YTOAM, PO3YMIHHS il YMOB | MOJIOXXEHb TA BALLIY 3rO4Y HA iX
ANOTPUMAHHA.

1. MporpamHe 3abe3nevyeHHs. TepMiH "MporpamHe 3abe3neyeHHs" B Ui Yroai o3HavaeE: (i)
KOMMN'IOTEPHY Nporpamy, Lo CynpoBOOXKYETLCA Li€0 Yrofoto, BKAOYHO 3 YCiMa Ti KOMNOHeHTaMu; (ii)
yBeCb BMICT AWNCKIB, KOMNAKT- i DVD-ANCKIB, MOBiAOMJIEHb €NIEKTPOHHOI NOWTK Ta Byab-AKMX
BKJ1aZleHb abo iHWMX HOCIIB, 3 AKUMUN HAaJa€ETbCA Us Yrofa, pa3om i3 popmMoto 06'eKTHOro koay
MporpamHoro 3abesneyeHHs, WO NOCTA4YaETLCA HA HOCIT faHMX, HAOAETbCA €/1IeKTPOHHOI MOLUTO YK
3aBaHTa)XXYETbCA Yepes I[HTepHeT; (iii) yCi MMCbMOBI NOSICHEHHS Ta By Ab-AKY iHLWY AOKYMeHTaLito,
nos’s3aHy 3 MNporpamHum 3abe3neyeHHsIM, Hacamnepen onuc NporpaMHoro 3abesneyeHHs, Noro
XapaKTEPUCTUK, BAACTUBOCTEN i CNOCoby BUKOPUCTAHHSA, ONWUC ONepaLinHoro cepefoBuLLa, y aSKomy
BMKOPUCTOBYETLCA MporpamHe 3abe3neyveHHs, iHCTPYKLUIT i3 3acTocyBaHHA abo iHCTanAuil
MporpamHoro 3abe3snedyeHHs 4m Oyb-9KMN ONUC NPaBWJ NOFO BUKOPUCTaHHA (fani "[okyMeHTauis");
(iv) konii MporpamMHOro 3abe3neyeHHs, BUMPaBAEHHS MOXXJIMBMX MOMUJIOK MporpamMHoOro
3abe3ne4yeHHs, JOMOBHEHHSA A0 HbOr0, Oro PO3LMPEHHS, 3MiHEHI Bepcii MporpamMmHoro
3abe3neyeHHs N yCi OHOBIEHHSA MO0 KOMMOHEHTIB (AKLLO €), MPaBO Ha BUKOPUCTAHHS AKNX Bam
Hagae MNocTavanbHMK 3rigHo 3 po3ainom 3 uiei Yroaw. NMporpamHe 3abe3nevyeHHs NoCcTavya€eThbCA
BUKJIIOYHO K BUKOHYBAHWUA 00'€EKTHUIA KOS,
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2. IHcTanauin, komn'lotep i NiveH3inHMK Knou. lNMporpamHe 3abe3neyveHHs, SKe HafaeTbCA Ha
HOCIT faHMX abo eNeKTPOHHOI MOLUTOD, 3aBaHTaXYETLCA 3 IHTepHeTY, cepBepiB MocTavanbHMKa abo
OTPUMYETLCH 3 iHWKX OXepes, HeobxiAHO iHCTantoBaTW. Bu maeTe iHCcTanoBaTu MporpamMHe
3abe3neyeHHsa Ha NPaBUAbHO HaNalTOBAaHOMY KOMM'OTEpI BiAMNOBIAHO A0 MiHIManbHUX NOTPeD,
HaBedeHUX y BignosigHin [lokymeHTauii. MeTog iHCTansAuii onncaHo B lokymeHTauii. Ha Komn'totepi,
Ae Bu iHcTantoeTe NporpamHe 3abe3nevyeHHs, He NOBUHHO ByTu XXO0A4HMX NporpaM abo KOMMNOHEHTIB
obflagHaHHS, AKi MOXYTb HEraTUBHO BNAUHYTK Ha poboTy MporpamHoro 3abesnevyeHHs. Mig
Komn'toTepoM po3yMieTbCs obnafHaHHSA, ke BKOYae B cebe, cepel iHWOro, NepcoHabHi
KOMM'toTepun, HOyTOYKK, pobodi CTaHLUii, HaA0OHHI KOMMN'OTEPU, CMAPT(OHK, PYyYHi ENEKTPOHHI
NPUCTpPOi abo iHLWI eNeKTPOHHI NPUCTPOI, ANS AKNX po3pobneHo MporpamHe 3abe3neyeHHs, Ha AKNX
BOHO byae iHCTanoBaTMCA Ta (abo) BUKopucToByBaTUCA. JTILEH3INHUI KOY — YHiIKaNbHa
NOCNifOBHICTb CUMBONIB, NiTep, undp abo cneuianbHMX CUMBOIB, WO HagAETbLCA KiHLEBOMY
KOPUCTYBavy A5 ierajbHOro BUKOPUCTaHHA MporpamMHoro 3abesneyeHHs, Noro ocobamnsmx sepcin
abo NpofoB)XeHHS TepMiHy Aii JliLeHsii y BiAnoBigHOCTI 40 yMOB Ui€i Yroau.

3. NlineHsia. AKkLo By norog)Xyerecs 3 NON0XKEHHAMN L€l Yroam N LOTPUMYETECH YCiX HAaBEAEHUX
TYT YMOB i NoJioXeHb, MNocTavanbHUK Hagae Bam ykasaHdi npasa ("JliueHsino").

a) IHCcTanauia Ta BUKOPUCTaHHA. BaM HaflaeTbCA HEBUHATKOBE Ta HernepenaBaHe nNpaso
iHcTanoBaTK MNporpamMHe 3abe3neyeHHs Ha XXOPCTKOMY AUCKY KoMn'tioTepa abo iHWwoMy Hocii ans
NoCTiNHOro 36epiraHHsa gaHux, iHcTanauii Ta 36epexxeHHs MporpamHoro 3abesneyeHHs B Nam’ATi
KOMMN'IOTEPHOI CUCTEMMU, a TaKOXX 3aCTOCOBYBaTK, 3b6epiraTn n BigobpaxaTtun MporpamHe
3abe3neyeHHs.

6) 3acTepeXXeHHs WoA[0 KiNbKOCTi nineHsinn. [NpaBo BUKopUCTaHHSA MNporpamMHoro 3abesnevyeHHs
00yMOBOETLCA KiNbKICTIO KopncTyBayis. HaBefeHa HMxX4Ye iHhopMaLlis CTOCYETbCS O4HOMO
KopucTyBaya: (i) iHcTanauia MporpamHoro 3abesneyeHHs Ha 04HIN KOMM'IOTEPHIN cucTemi abo (ii) 3a
YMOBM, L0 00CAr NiLeH3ii BU3HAYAETbCA KiNbKICTIO MNOWTOBUX CKPUHBOK, 0A4MH KOPUCTYBay 03Havae
KOPUCTyBaya KOMN't0Tepa, SKUN OTPUMYE eIeKTPOHHY NOLUTY Yepe3 KOPUCTYBaLbKUIA NOLITOBUI
areHT (pani «KMA»). akwo KMA npumnMae enekTPoHHY NOLWTY, NiCAA YOro aBTOMaTUYHO PO3MNOAiNseE il
MiXX KiJlbKOMa KOPUCTYBayYaMu, KifibKiCTb KOpUcTyBaYiB BU3HAYAETHCSA BiAMOBIAHO A0 IX (DAKTUYHOIO
4ynucna, cepen AKoro po3nofifIfETbCA eIEKTPOHHA MOLWTa. AKLO0 NOLWTOBUN CepPBEP BUKOHYE (hYHKLit0
MOLUTOBOrO LUO3Y, KiNbKICTb KOPUCTYBaYiB LOPIBHIOE YNCY KOPUCTYBAYiB NOLUTOBUX CEPBEPIB, AKNX
06CnyroBye Takuii W03, AKLLO0 agpecn eNeKTPOHHOI NoWTN (Hanpuknag, nCeBAoHIMU), TOYHa
KiNbKICTb SIKMX HE BU3HA4YeHa, HafeXaTb 04HOMY KOPUCTYBA4Y€eBi 1 OAMH KOPUCTYBay NpUNMac BCi
BiAMNOBIAHI MNOBIAOMIEHHS, @ NOLWITA He PO3MNOLINAETLCA aBTOMATUYHO KNIEHTOM MiX BinbLioto
KiNbKiCTIO KOpUCTyBayiB, JliueH3is HeobxigHa nuwe ons ogHoOro Kkomn’'totepa. 3abopoHAETHLCS
04HOYaCHO BUKOPMCTOBYBATK OA4HY N Ty camy JliLeH3ito Ha KiflbKoX KoMn'toTepax. KiHueBui
KOPUCTYBay Ma€ NpaBo BBOAUTM JliLeH3inHUM kNtoy y MporpamMmHoMy 3abe3nevyeHHi BUKIIOYHO B
Me)Kax HasBHUX NMpaB Ha BUKOPUCTaHHS MNporpamMHoro 3abe3neyvyeHHs Ta y BiANOBIAHOCTI 40
obmMeXXeHH$ KinbKocTi JliueH3in, HagaHux MocTavyanbHUKOM. JliLeH3inHMIA KoY € KOHMIAEHLUiHO
iHpopMaui€eto. Bu He maeTe npaBa AinNTUCS JTiLEH3INHUM KNloYeM i3 TpeTiMm ocobamun abo 0o3BoNATH
iM BUKOPUCTOBYBATK JIILEH3IMHNIA K04, SKLLO Lie He [03BOJIEHO Li€to Yroaoto abo MocTavyansbHUKOM.
Y BUnaaKy nopyLleHHs KOH(IAeHUiMHOCTI JTiLeH3iINHOro Ko4Ya HeramHo NoBigoMTe Npo Le
MNocTavanbHMKa.

B) Business Edition. [1119 BUKOPMUCTaHHA Ha NOLITOBMUX CepBepax, 3acobax nepecusiaHHa nowTw,
nowToBmx abo iHTepHeT-w3ax NoTpibHO NnpuabaTu Bepcito NporpamHoro 3abesnevyeHHs Business
Edition.

r) TepMiH pii niuensii. MpaBo BMKopucTaHHA MporpaMHoro 3abesneyeHHs ob6MeXeHOo B Yaci.
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r') OEM-Bepcis NMporpaMHoro 3abesne4yeHHA. BukopuctaHHa OEM-Bepcii MporpamMHoro
3abe3nevyeHHs Mae 0bMeXXyBaTUCA BUKOPUCTAHHAM Ha KOMM'tOTepi, 3 AKMM BOHO NOCTadvaeTbCA. oro
3ab0pOHEHO nepenaBaTh A5 BUKOPUCTAHHA Ha iHLLIOMY KOMMN't0Tepi.

a) NILEH3IA HE g1 NPOAAXKY T1a MPOBHA BEPCISl MporpamHoro 3abesne4yeHHs.
MporpamHe 3abe3neyvyeHHs, L0 BU3HAYAETbCA K «He ans npodaxky» (HAM), abo noro MPOBHA
BEPCI{ He nignsrae onnati Ta Ma€ BUKOPUCTOBYBATUCA NMLLE B EMOHCTPALINHMX LiNaxX 4v ons
TeCcTyBaHHA yHKLUIN MNMporpamMHoro 3abe3neyeHHs.

e) MpunuHeHHa gii nivexsii. [ig niueHsii NpUNNHAETLCS aBTOMATUYHO MICNA 3aKiHYeHHA Nepioay,
Ha KW BOHA HAaJA€ETbCA. AKLLO By He foTpuMyeTecs NosioXeHb uiel Yroam, NoctavalbHUK Mae
npaBo ckacysBaTu Yroay 6e3 wkoam ans ceoix npas abo CyaoBOro 3axucTy, WO HAJAETbCA
MocTavyanbHUKY B TakuUX BUNafKax. Y pasi ckacyBaHHS JliueHsii Bu NOBUHHI HeranHo BUaannTu,
3HULLUTY Y1 NOBEPHYTU 3a BAACHMI KowT MporpamMHe 3abe3neyeHHs Ta BCi pe3epBHi Konii oo
KOMMaHii ESET abo Toprosoi To4ku, ae Bu oTpumanm MporpamHe 3abe3neyeHHs. Akwio aito JliueHsii
npunuHeHo, NMocTayvanbHMUK TaKoX MA€E NPaBo CKacyBaTy NpaBo KopncTysaya BUKOPUCTOBYBATU
yHKUiT MporpaMHoro 3abesneyeHHs, And 4oro NoTpibHe NiAKNYeHHS 0 cepBepiB [ocTavanbHMKa
abo cepBepiB TpeTix ocib.

4. ®yHKUii, BN AKMX NoTpidHi Ao03BoAM Ha 36ip maHux Ta aocTtyn Ao IlHTepHeTy. [ns
npasunbHOI poboTun MporpamHoMy 3abe3neyeHHto NoTpibHO 36mupaTy AaHi (y BiANOBIAHOCTI 80
MoniTUKM KOHQIAEHUIMHOCTI), NiAKYaTUCSA L0 IHTEPHETY i Yepes piBHI MPOMIXKKMK Yacy
3'eqHyBaTUCS 3 cepBepaMm MocTavanbHUKa abo TpeTix ocib. Hmx4ye BKazaHo ¢yHKLii MporpaMHoro
3abe3neyeHHs, ons AKMX NOTPIOHO NiAKIOYEHHS OO IHTepHeTy A0 A03B0AM Ha 36ip AaHwuXx:

a) OHoBneHHs MporpamHoro 3abesnevyeHHs. [oCTavalbHUK MOXe Yac Bif Yacy BUNYyCKaTw
OHOBNEHHS MporpamHoro 3abesneyeHHs (gani «OHOBNEHHSA»), ane He 3060B’'A3aHMIN HagaBaTh ix. Lo
(PYHKLi0 aKTUBOBAHO Y CTaHAAPTHMUX HanawTyBaHHAX MNporpaMHoro 3abe3neyeHHs; TaknuM YUHOM,
OHOBJIEHHS IHCTANOITLCA aBTOMATUYHO, AKLLO KOpUCTYBay He BUMKHYB BifMoBiAHY (yHKLUi0. [ns
HaZlaHHA OHOBJNIEHb HaM HeobXiHO NepeBipUTM aBTEHTUYHICTb JliLeH3ii, BKAoYayy iHpopMauito npo
kKomn'toTep Ta (abo) nnaTgopmMy, Ha SKil iHCTanboBaHO MNporpaMHe 3abe3neyeHHs y BiAMNOBIAHOCTI
[0 MoniTUKN KOHQIAEHUINHOCTI.

6) HagcunaHHs MocTavanbHUKY IHopmauii npo 3arposu. MNporpamHe 3abe3nedyeHHs Ma€e PYHKLIT, AKi
36upaloTb 3pa3KuM BipYyCiB Ta IHWNX WKIAIMBUX KOMMN'IOTEPHUX NPOrpaMm, a TakoxX Mifo3pinux,
nNpobnemMHux, NoTeHUinHO HebaxxaHux abo HebedneyHnx 06’ekTiB: hannis, URL-aapec, IP-NakeTiB i
Ethernet-(ppenmis (gani "3arpos"). Lli sBigomocTi (gani "Oani"), 30kpema iHthopMaLisi Npo npouec
iHCTanauii, komn'totep i (abo) nnatdopmy, Ha AKNX iIHCTanbLoBaHO MporpaMHe 3abe3neyeHHs,
onepaii n poboTy MNporpaMHoro 3abesneyeHHs, HaacuNaTbCs MNocTavyanbHUKY. IHDopMaLia Npo
3arpo3su Ta [laHi MoXyTb MICTUTK BiLOMOCTi NPo KiHUEeBOro KOpUcTyBaYa i iHLWNX KOPUCTYBauiB
KOMMN'I0Tepa, Ha IKOMY iHCTanboBaHO MporpaMHe 3abe3neyeHHs (30KpeMa BMMAAKOBO OTPUMaHI
ocobucTi gaHi), i annam, NOWKOAXXEHI BHACNIAOK 3arpo3, 3 BiANOBiAHMMN MeTaaaHuMK. OaHi Ta
IHhopMauito Npo 3arpo3u 36mpatoTb Taki QyHKLIT M3:

i. LiveGrid Reputation System nepeab6ayae 36ip i HagcmnaHHa MNocTavyanbHUKY 0OHOCTOPOHHIX XeLUiB,
NoB’A3aHKMX i3 3arpo3amu. LIS yHKLISN akTUBYETLCA B CTaHOAAPTHMX HanawTyBaHHAX 3.

ii. LiveGrid Feedback System nepenbayac 36ip i HaacunaHHs MocTtavyanbHUKY [laHUX NPo 3arposu 3
BiANOBIAHUMKN MeTagaHMMK Ta IHopmMaLil.

MocTayanbHK BUKOPUCTOBYE [aHi i IHhopMaLiito Mpo 3arpo3u auLie A5 aHanidy Ta AoC/iAXKEeHHS
HeCaHKLiOHOBAHOro A0CTYynNY, YA0CKOHaNeHHs MporpamMHoro 3abesneyeHHs Ta Nepesipku
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aBTEHTUYHOCTI JlineHsii. MoTiM MNMocTavYaNbHUK Y)KMBAE HAaNEXHUX 3axonais, Wwob 3abe3neynTu
KOH(ILEHLUINHICTb OTPUMaHMX OaHUX. AKTUBYHOYM ONUCaHy BuLe (OYHKLIO MporpaMHOro
3abe3neyeHHs, Bn HapaeTe MNocTavyanbHUKY nNpaBo 36upaTtn i 06pobnaTtu OaHi i IHhopMauito npo
3arposu BiANOBIAHO A0 YNHHMX MPABOBMX HOPM. B 3aBXON MOXKETE BiAKAOYMTU Ui QPYHKLUIT.

3 MeTOl0 BMKOHAHHS MO0XXeHb i€l Yroam MNocTavanbHUKY HeobxigHo 36upaTtn, 0bpobnsatm Ta
3bepiraTn gaHi, ki gaoTb 3MOry iaeHTUdikysaTn Bac, y BianosigHOCTI Ao MoniTukn
KOHigeHUinHocTi. Bn no3sonsiete MocTavyanbHUKY BAacHUMKM 3acobamm NepeBipsaTH, Ym
BMKOPUCTOBYETE By nporpamHe 3abe3nevyeHHs y BiANOBIAHOCTI 40 NONOXEHb Ui€i Yrogun. Bu
NOroLXXY€ETECD, L0 3 METOK BUKOHAHHS NMONOXEHb L€l Yroan ansa 3abesnevyeHHa yHKLIOHANbHOCTI
MporpamHoro 3abesneyeHHs i HagaHHA aBTOpPM3aLii Ha NOro BUKOPUCTAHHSA, @ TaKoX 415 3aXUCTY
npas MNocTavyanbHUKa 6yayTh NepegaBaTUCs AaHi MiX MporpaMHNM 3a6€3NeYeHHAM |
KOMM'tOTepHUMKN cucTemamm MNocTavanbHUKaA Ta noro BisHeC-napTHEPIB, WO BXOAATb A0 NOr0 Mepexi
NiATPMMKKN Ta PO3MOBCIOAXKEHHS.

Micna yknagaHHa uiel Yrogm NMoctavyanbHUK abo noro 6isHec-napTHepH (SKi BXOAATb 40 MepPeXi
NiATPMMKK | pO3NOBCOAXKEHHA MNoCcTavYanbHNKa) MaTUMYTb NPaBo nepeaasaT, 06pobnaTtu i
36epiraTi Ba)kKMBI AaHi, WO ioeHTUgiKYI0Tb Bac, ANs BUCTaBNIEHHA paxyHKiB, BUKOHAHHA Li€l Yroam
Ta nepefaBaHHS CroBilWeHb Ha Baw koMn’toTep. Bu norog)Xyetecb OTPMMyBaTW NOBIAOMEHHS Ta
CMOBILLEHHSA NPOo MPOAYKT, 30KpeMa MapKeTMHIoBY iH(hopMaLLito.

HoknapgHi BigoMOCTi Npo KOH(iAeHLiWHICTb, 3aXMCT NepcoHasbHUX AaHuUX i Bawi npaBa Ak
cyb’ekTa BaHUX MOXKHA 3HAWUTHU B A,O0KYMeHTi "Monituka KoHdipeHUinHOCTI" Ha Beb-canTi
MocTayanbHuka. OKpiM Toro, usa iHpopmauia aocrtynHa 6esnocepenHbLO B Nnpoueci
iHcTanAuii. TakoXX MO>XXHa 03HaWOMUTMCA 3 LUM AOKYMEHTOM Yy aosiaui MporpamHoro
3abe3neyeHHs.

5. Peanisauis npaB KopuctyBaua. Bu 30608's3yeTecs peanidysaTu npasa Kopnuctysada ocobucto
abo 4epe3s cBOIX CNiBpPOOITHUKIB. BM MaeTe NpaBo BUMKOPMUCTOBYBaTK MNporpamHe 3abe3neyveHHs nuie
N9 3axXuCTy 6esnekn CBo€i poboTU Ta TUX KOMM'IOTEPIB | KOMM'IOTEPHUX CUCTEM, ONS AKUX HaaHO
NiueHsito.

6. OOMe>xeHHA npaB. BaM 3a60pOHAETLCA KOMNiOBATW, PO3MNOBCIOAXKYBATH, BUIY4YaT KOMMOHEHTU Y1
CTBOPIOBATY MOXiAHI MPOAYKTW Ha OCHOBI Liboro MporpaMHoro 3abesneyeHHs. BukopuctoByoyun
MporpamHe 3abe3nevyeHHs, Bun 3060B'A3yeTecs AOTPUMYBATUCA HaBEAEHUX HXKYE 0OMEXEHD.

a) Bu moxxeTe cTBOpUTU 04HY Konito MporpamHoro 3abe3neyeHHs Ha HOCIi ANs MNOCTINHOrO
36epeXXeHHA AaHMX 3a YMOBM, WO Taka apXiBHa pe3epBHa Konis He byae iHCTanoBaTWCA Ta
BMKOPWUCTOBYBATUCS Ha ByOb-AKOMY iHWOMY KoMn'toTepi. CTBOPEHHS ByAb-AKMX iHLINX KONl
MporpamHoro 3abesneyeHHs BBaXKaETHLCA NiACTAaBOK ONA CKaCyBaHHA Li€i Yroau.

6) Bn He Ma€eTe npaBa BMKOPUCTOBYBATK, 3MiHIOBaTKW, NnepebynosysaTu MporpamHe 3abe3neyeHHs,
pobuTn noro konii abo nepenasaT NPaBo Ha BUKOPUCTaHHA MNporpaMHoro 3abesneyeHHs 4 Noro
Konin 6y b-9KMM cnocoboMm, OKpiM 4HiTKO nepefbavyeHOro NosoXXeHHsMU Liei Yroaw.

B) Bam 3ab0poHSAETLCS NpoAaBaTH, HagaBaTy B opeHay, no3unyaTtu MNporpamHe 3abe3neyvyeHHs,
nepefaBaTy NPaBO Ha MO0 KOPUCTYBAHHSA YN BUKOPUCTOBYBATU NOr0O 3 KOMEPLIMHOI METOI0.

r) Bu He MaeTe npaBa BUKOHYBaTV 3BOPOTHE NPOEKTYBaHHSA, AeKkoMninoBaTn abo nesacembnioBaTu
MporpamHe 3abe3neyeHHs 4 3acTocyBaTn Byab-AKi iHLWI 3aC0bW BUSBNAEHHSA NOro BUXiIAHOIO Ko4y,
KpiM BUNaZKiB, KON Take obMexxeHHS NpsiMo 3ab0pOHEeHE 3aKOHOLABCTBOM.
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') Bu norofa)xyetecs BUKOpMCToByBaTu MporpamMHe 3abe3neyeHHs nmwe TakuM cnocobom, Lo
BiAMOBiJA€E BCiM 3aCTOCOBHUM IOPUANYHMM HOPMaM 3aKOHOLABCTBA, AKe Peryaoe Noro
3aCTOCYBAHHS, BKJIIOYHO 3 BiAMOBIAHMMYN 0BMEXXEHHSAMM 3riAHO i3 3aKOHOM NP0 aBTOPCbKe MPaBo i
iHWIi NpaBa Ha IHTeNeKTyabHY BAACHICTb, ane He 0OMEXY4NCb LM,

L) Bn na€te cBoto 3roay BUKopucToByBaTu MNporpamHe 3abesneyeHHs Ta NOro PyHKLUii ne TakuMm
crnocoboM, o He 0BMEXXYE MOXIMBOCTEN AOCTYNY A0 HUX iHLWNX KiHLEBMUX KOPUCTYBaYiB.
MocTavyanbHKK 36epirae 3a coboto NpaBo 0OMeXUTn nepenik LOCTYNHUX NOCAYr, WO HaJalTbCs
OKPEMMM KiHLEBMM KOPUCTYBa4YaM, 3 METOI HafaHHA CBOIX MNOCAYT MaKCUMabHIN KilbKOCTI
KiHLEBUX KopuCTyBayiB. ObMexeHHA nepeniky LOCTYNHUX NOCAYr TakoxX nepefnbadvae NnoBHy
3a60pOHY Ha BMKOPUCTaHHA Byab-aknx dyHKLUin MporpamMHoro 3abesnevyeHHs 1 BuaaneHHsa daHux Ta
iHpopMauii i3 cepBepis MNocTavyanbHMKa abo cepBepiB TPETbOI CTOPOHW, MOB’'A3aHMX i3 KOHKPETHOI
yHKui€to MporpamHoro 3abesneyeHHs.

e) Bu noroaxxyerecs He BYNHATU By ab-aKi Ail WOA0 BUKOPUCTaHHSA JliLeH3iNHOro KtoYa, AKi
cynepeyaTb MNOJIOXKEHHAM Ui€i Yroam abo MOXyTb Npr3BeCcTM A0 nepedadi JliueHsinHoro knya byab-
AKin 0cobi, SKa He Ma€ npaBa BUKOPUCTOBYBaTK MNporpaMHe 3abe3neyeHHs. 30KpeMa, Bu
NOrofXXy€eTecs He nepeaaBaT BUKOPUCTOBYBaHM abo HEBUKOPUCTOBYBAHWUI JliLLEH3INHWIA KNIOY Y
Oy Lb-AKin (hOpMi, a TaKOX YTPUMATUCA Bif HECAHKLIOHOBAHOIr0 BiATBOPEeHHS abo po3noBCloAXeHHSA
AybnikaTis JliueH3inHuX kNto4yiB abo cTBopeHmx JTiLeH3inHMX KtoYiB abo Bif BUKOPUCTAHHSA
MporpamHoro 3abesneyeHHs 3 JliLeH3INHUM KOYEM, OTPUMaAHUM i3 Byab-AKOro iHWOro a)xepena,
OKpiM [MocTavanbHUKa.

7. ABTOpCbKE npaBo. [lporpamHe 3abe3neyeHHs Ta BCi NpaBa, BK/OYHO i3 NpaBaMu BAACHOCTI Ta
BiAMOBIAHNMW NPaBaMWN Ha iIHTENEKTYalbHY BNACHICTb 6e3 0bMeXxeHb, HanexaTb KOMMaHii ESET
Ta/abo ii niteHsiapam. Lli npaBa 3axuLeHo NoN0XKEeHHAMN MiXKHApOLHOro AOroBipHOro npasa Ta
BCiMa iHWMMK 3aCTOCOBHMMIM 3aKOHaMU KpaiHW, y AKin BUKOPUCTOBYETLCA NporpamHe 3abe3nevyeHHs.
CTpykTypa, opraHi3auia Ta kog lNporpamMHoro 3abe3neyvyeHHs € KOMepLUiHO TaEMHULEIO Ta
KOH(DiLeHLiNHO iH(hopMaLli€lo KoMnaHii ESET i/abo ii niueH3iapiB. Bu He Ma€eTe npaBa KoMitoBaTK
MporpamHe 3abe3neyvyeHHs, 3a BUHATKOM BU3HAYeHMX Yy po34aini 6 (a) Bunagkis. byab-aki Konii, sKi
[03BOJIEHO CTBOPKOBATY BiAMOBIAHO A0 YMOB L€l Yrogun, MalTb MiCTUTU Taki caMi NO3HaYKM Npo
NpaBo BJIACHOCTI N aBTOPCbKe MpaBo, SiKi BUKOPUCTaHO y MNporpamMmHomMy 3abesneyeHHi. kLo Bu
BUKOHYETE 3BOPOTHE NPOEKTYBaHHSA, AeKoMMiNoeTe Y gesacembnioeTe NporpamHe 3abesneyeHHs
abo 3actocoByeTe Byab-aKi iHLWIi 32C06U BUABNEHHS NOro BUXiAHOMO KOAY, TUM CaMUM MOPYLLYOYY
YMOBW L€ Yroam, To Norog)xyetecs, wo byab-aka oTpMMaHa TakuM YMHOM iHhopMalia byae
aBTOMaTWNYHO 1 6€3MOBOPOTHO BBAXXATUCS HAaNEXHOI A4 nepefaBaHHs MNocTavyanbHUKY Ta LiIKOM
HafexaTume NOMY 3 MOMEHTY il OTPMMaHHS, He3asieXXHOo Bif npasa [ocTavalbHUKA Ha PO3ipBaHHS
uiei Yroan.

8. 3axMcT npaB. [TocTavyanbHMK 3aauwae 3a coboto BCi NnpaBa Ha MporpamMHe 3abe3neyeHHs, 3a
BMHATKOM TKX, LLLO YiTKO HagaHi Bam sk Kopuctysayy MNporpamHoro 3abesneyeHHs BignoBigHO 40
YMOB L€l Yrogmw.

9. BaraToMOBHi BepcCii, nporpamHe 3abe3ne4yeHHs, WO NOCTAYAETLCA HA HOCIAX ABOX TUNIB,
Kinbka Koniun. AkLio MporpamMHe 3abe3nedyeHHs NiATPUMYE KinbKa naaTdopM 4um mos, abo Bu
04epXasim Kinbka Konin MNMporpamHoro 3abe3sneyeHHs, Bu He Ma€eTe npaBa iHCTanoBaTu MNporpamHe
3abe3neyvyeHHs Ha BinbLin KinbKOCTi KOMM'OTEPHUX CMCTEM abo iHLWI BEpCii HiX Ti, Ha fKi
PO3NOBCIOAXKYETLCA JliLeH3is. Bam 3a00pOHAETHCA NpoAaBaTh, HagaBaTW B OPeHAY, NO3MyaTH
MporpamHe 3abe3neyvyeHHs, yknagaTu AOroBip Ni3NHIY, Ha4aBaTN NPaBO Ha KOPUCTYBAHHA 4
nepenasaTu Bepcii abo konii MporpamHoro 3abesnevyeHHs, ki Bu He BUKOPUCTOBYETE.

10. HabyTTa Yroaolo YMHHOCTI Ta NpMNUHEHHs gii Yrogu. s Yroga HabyBa€e YNHHOCTI 3 gaTu
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NOrofXXeHHS 3 il yMoBaMuK. B MoXXeTe NPUNUHUTY Lito Li€l Yroan, oCTaToO4YHO BUAANNBLLN,
3HULWMBLIN abo NOBEPHYBLUM 3@ BAAaCHUN KowT MporpaMHe 3abe3neyeHHs, yCi pe3epBHi Konii Ta BCi
noB’si3aHi MaTepiann, oTpuMaHi Big MNocTavanbHMKa abo Noro JiNnoBMX MapTHEpIiB. He3anexHo Big
crnocoby npunuHeHHs aii uiei Yrogw, ymosu po3ginis 7, 8, 11, 13, 19§ 21 € YnHHUMM 6e3 0OMeEXEHDb Y
4aci.

11. 3ASIBA KOPUCTYBAYA. K KOPUCTYBAY, BN BU3HAETE, LLIO MNMPOIPAMHE 3ABE3NMEYEHHA
HALOAETBCS «AK €» BE3 BYOb-AKNX CMELIABHNX ABO HEMPAMUWX FTAPAHTIN, HACKUIbKI LIE
LNOMNYCKAETHCS YNHHIM 3AKOHOABCTBOM. HI MOCTAYAJIbHMK PA3OM I3 AOrO NILEH3IAPAMU
1 LOYIPHIMU KOMMNAHISMU, HI BIACHUKW ABTOPCbKOIO MPABA HE HALLAKOTb BYb-AKUX
TBEPI)XEHb ABO CMELIAJIbHUX Y HEMPAMIX FAPAHTIA, 30KPEMA FAPAHTIN MPUAOATHOCTI ON4
MPOJAXY YN KOHKPETHOIO 3ACTOCYBAHHSA ABO FAPAHTIN TOr O, WO MPOrPAMHE
3ABE3MNEYEHHA HE NMOPYLUYE bY Ab-AKI MATEHTW, ABTOPCbKI MPABA, TOBAPHI 3HAKW YW IHLLI
MPABA TPETIX CTOPIH. NOCTAYAJIbHUK ABO BY1b-AKA IHLLA CTOPOHA HE HALLAE XXOAHUNX
FAPAHTI TOTO, WO ®YHKLIII MPOrPAMHOIO 3ABE3MEYEHHS BIAMOBIAATUMYTb BALLIUM
BMMOIAM ABO BOHO ®YHKLIOHYBATUME BE3MEPEGINHO TA BE3 MOMWJIOK. BM YCBIOOMJIKOETE
PU3VKW, NOB'A3AHI 3 BUBOPOM MNMPOIPAMHOIO 3ABE3MNEYEHHA 019 OCATHEHHA MOTPIBHUX
PE3YJIbTATIB, | BEPETE HA CEBE NMOBHY BIANOBIAAJIbHICTb 3A LIE, A TAKOX 3A IHCTANALIO,
BUKOPUCTAHHA TA HACNIAKWN 3ACTOCYBAHHSA NMPOIPAMHOIO 3ABE3MEYEHHS.

12. BipCyTHIiCcTb iHWIMX 3000B’A3aHb. Lig Yroga He CTBOPIOE XOAHNX 3060B'A3aHb i3 6OKy
MocTavyanbHMKa Ta NOro NileH3iapiB, OKPIM TUX, LLO YiTKO BU3HAYEHO B LibOMY OOKYMEHTI.

13. OBMEXXEHHSA BIANOBIAAJIbBHOCTI. Y MAKCUMAJIbHO OO3BOJIEHNX PAMKAX, BUSHAYEHWX
YNHHM 3AKOHOLABCTBOM, 3A XKOLHNX OBCTABUH NMOCTAYAJIbHUK, NOTrO CMNIBPOBITHUKM
ABO JIILEH3IAPW HE HECYTb BIAMOBIOAJIbHOCTI 3A BY Ab-AKI BTPAYEHI MPUBYTKW, 0OXO4N,
3HWXXEHHSA OBCArIB NMPOAOAXIB ABO BTPATY JAHWX, A TAKOX JOOATKOBI BUTPATW, MOB’'A3AHI 3
NPUIABAHHAM 3AMACHWX TOBAPIB ABO MOCAYT, 3ANOAIAHY MAHY LUKOZY, OCOBUCTY LWKOAY,
NPUMUHEHHS KOMEPLIMHOI AIANLHOCTI, BTPATY AJI0BOI IHOGOPMALLIT Y1 BY Ib-AKI CMELLIABHI,
NPAMI, HENPAMI, BUMALKOBI, KOMEPLIAHI, LUTPA®HI YA ONOCEPEAKOBAHI 3BUTKN, BYAb-AKM
YNHOM OBYMOBJIEHI LIEK YIrOAW, LMBINIbHE MPABOMOPYLLEHHSA, HELBANICTb ABO IHLLWIA
®AKT, WO BUMATAE MPUTAMHEHHA 00 BIAMOBIAAJIbHOCTI BHACNIAOK BUKOPUCTAHHA ABO
HEMOXJINBOCTI BUKOPUCTAHHSA MPOrPAMHOIO 3ABE3IMEYEHHSA, HABITb AKLLO
MOCTAYAJIbHUKY, NOrO NILEH3IAPAM ABO JOYIPHIM KOMMAHISM BILOMO MPO MOXX/INBICTb
TAKUX 3BUTKIB. B OKPEMUNX KPATHAX | KOPUCONKLIAX HE MEPEABAYEHO BUHATKIN NPUTATHEHHS
[0 BIAMOBIZANBHOCTI, ANE il MOXKE BYTW OBME)XXEHO. TOBTO BIAMNOBIAANIBHICTb
MOCTAYAJIbHUKA, OO CMNIBPOBITHUKIB, NILIEH3IAPIB ABO [OYIPHIX KOMMAHIA OBMEXYETHCH
CYMOIO, AKY B/ CIMJIATUNN 3A NILIEH3IKO.

14. )KopoHa ymoBa L€l Yroam He Ma€e nopyLlyBaTy 3aKOHHI Npasa byab-gKoi CTOPOHK, L0 BUCTYNAE AK
KNIEHT, Yy TUX BUNagKax, KoM BOHM IM CynepeyaTb.

15. TexHiyHa nigTpuMka. KomnaHis ESET abo BMOBHOBa)KeHi Hel0 TpeTi CTOPOHU HaJaloTb TEXHIYHY
NiATPMMKY Ha BAaCHWUA po3cyn 6e3 XoaHMUX rapaHTii abo 3aaB. [Nepen HafaHHAM TEXHIYHOI
NiATPUMKN KOpUCTyBay NOBUHEH CTBOPUTU pe3epBHi KOoMil BCiX NOTOYHUX LAaHUX, NPOrpamMHOro
3abe3neyeHHs Ta nporpaMHmx 3acobiB. KomnaHis ESET abo BMOBHOBaXXEHi HEK TPETi CTOPOHU He
HeCyTb BiiNOBIAaNbHOCTI 3a NOWKOAXEHHA abo BTpPaTy AaHUX, MallHa, NPOrPaMHOro Y1 anapaTHOro
3abe3neyeHHs, a TaKoXX KOMepPLiHi 36UTKK, L0 BUHMKAOTb YHACNIAOK HaAaHHA TEXHIYHOI
niaTpMMKKU. KoMnaHis ESET i/abo BMOBHOBaXEHi HEl TPeTi CTOPOHM 3anuLwatoTh 3a coboto npaso
NPUAMATL PiLLEHHSA WOAO TOro, Y/ HanexunTb npobnema fo obcary nocnyr, aKi HafalTbCA B paMKax
TeXHI4YHOI NiATPUMKIK. KoMnaHisa ESET 3anuMLlaE 3a coboto NpaBo Ha BAACHUA PO3Cy NpuiMaTK
PilLEHHSA WOA0 BiAMOBWN B HagaHHI TEXHIYHOI NiATPUMKN, Tl MPU3YNUHEHHS Y/ CKacyBaHHA. [ns
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3abe3ne4yeHHsa TexHIYHOro 06CNyroByBaHHSA MoXe 3HafobuTucs iHhopmauia npo JliueHsito Ta iHwi
[laHi y BignosigHOCTi £0 MNMoNiTUKN KOHMILEHLINHOCTI.

16. Mepepaya JlineHsii. [lporpamHe 3abe3neyeHHs MOXe nepefaBaTUCS 3 OSHIEI KOMN' IOTEPHOI
CUCTEMU Ha iHLWWY, AKLWO Taki Aii He cynepevaTb yMoBaM Yroau. 3a YMOBY LOTPUMaHHS MOJI0OXKEHb
Yrogun KopncTyBay Ma€ npaBo OCTaTOYHOI nepegadi JliLeHsii Ta BCiX Npa., WO BUHUKAKTb YHACNiAOK
yKnagaHHa uiel Yrogw, iHwomy KopucTyBayesi 3a 3roau NoctavyanbHMKa, SKLLO (i) BUXiOHWA
KopucTtyBay He 36epirae »xoaHux Konin MporpamHoro 3abesneyeHHs; (ii) BAKOHYETLCS npsma
nepepgaya npas, Hanpuknag, Bi4 BuxigHoro Kopuctysayda o HoBoro; (iii) HoBuin KopucTtysay npuinmae
Bif BUXiAHOro BCi NpaBa, L0 Ha4alTbCA BiANOBIAHO A0 YMOB Li€i Yroaum; (iv) BUXigHUN KopncTyBay
HaZla€ HOBOMY [JOKYMeHTaLilo, L0 A03BOJISE NIATBEPAUTN aBTEHTUYHICTb [TporpamMHoro
3abe3neyeHHs BiANOBIAHO 80 po3ainy 17.

17. NipTBepAXXeHHs aBTeHTMYHOCTI MporpamHoro 3abesnevyeHHs. KiHLEBUA KOPUCTYBaY MOXe
niATBEPAUTM CBOE NMpaBO 3acTOCOBYBaTH MporpaMHe 3abe3nevyeHHs 04HMM i3 Takux cnocobis: (i) 3a
JIOMOMOroOH0 JNiLEeH3iNHOro cepTudikaTa, HagaHoro MNoctavyanbHNKOM abo BNOBHOBA)KEHO HUM
TpeTbot 0cobo1o; (ii) 32 AOMNOMOrOH NiLEH3INHOI Yroan B NMMCbMOBI (hOpPMi (SKLLO Taka yKnaganacs);
(iii) HapaBLWW HagicnaHWn MNocTav4aNbHUKOM eNeKTPOHHUI JINCT i3 NiLEH3IMHUMM OaHuMK (iM'9
KOPUCTYBava Ta Naponb). [na nigTBepA)KeHHS aBTEHTUYHOCTI MporpamMHoro 3abesneyeHHs MoXe
3HagobuTmnCa iHpopMauia nNpo JliueHsito Ta igeHTudikauinHi gaHi KiHueBoro cnoxxmeava y
BiANOBIAHOCTI A0 MOAITUKN KOH(IAEHLINHOCTI.

18. HapaHHA niueHsii opraHaMm paep>xaBHoi Bnagu n ypaay CLUA. MNporpamHe 3abe3nevyeHHs
HalaETbCA OpraHam Aep>XaBHOoI BlagK, BKIOYHO 3 ypagom CLUA, 3 ypaxyBaHHAM NiLeH3iMHMX NpasB i
obmeXxeHb, HaBeeHUX Y Lin Yroai.

19. [loTPMMaHHA Npoueayp i3 KOHTPONIO 3a TopriBnelo.

a) 3ab0pOHAETHLCA B NPAMUM YY1 HENPSMUIA Crocib ekcrnopTyBaTu, peekcrnopTyBaTu, nepenasaTn abo
iHLUMM YMHOM HaZaBaTu nNporpamHe 3abe3neyeHHs Oyab-9KUM iHWKUM ocobam. Bu 30608'a3yeTecs
yTpuMaTuncs Bif byab-aknx cnocobiB BUKOPUCTAHHA LibOro NporpaMHoro 3abesneyeHHs i (abo) He
BpaTy y4acTb y XOOHUX LiAX, AKi MOXYTb MPU3BeCTM 40 Npobnem i3 4OTPUMaHHAM 3aKOHOAABCTBA
abo [0 HeraTMBHUX HACNiIAKIB AN KOMNaHii ESET, il XONAWHIOBUX i fOYipHIX KOMMNaHIiN abo AoYipHIxX
KOMMaHi byab-aKNX X0 ANHIOBUX KOMMaHIM ESET, BiAMNOBIAHO A0 3aKOHIB i3 KOHTPOJIIO 3@ TOPriBJelo,
30KpeMa TuX, WO HaBeLeHi HMXYe:

i. YCi 3aKOHWN, SKi perynoTb, 0bMexyoTb abo HaknagaTb NiLEeH3iNHI BUMOTK AN eKCMOopPTY,
peekcrnopTy abo nepepfadi ToBapis, NporpaMHoro 3abesneyeHHs, TexHonori abo nocnyr, Wo BUAAHI
abo npunHATI 6y Ab-9KUMY OpraHamu Aep>XaBHOI BNaAn, opraHamMu Bnagm wraTy abo opraHamm
peryntoBaHHA CLUA, CiHranypy, Bennkoi bputanii, EBponencbkoro Coto3y, byab-aKunx KpaiH-4n1eHis
€C, byab-aKux KpaiH, oe HeobxifAHO BUKOHYBaTK 3060B'a3aHHA 3rigHO 3 Wi€lo Yronoto, abo 6yab-akumx
KpaiH, Oe BeAe HianbHICTb KOMNaHia ESET abo adininoBaHi 3 Het0 KoMnaHii (gani "3akoHu
€KCMOPTHOr0 KOHTPOJI").

ii. YCi eKOHOMIYHI, (hiHaHCOBI, ToproBi abo iHLWi caHKLii, 0bMe)xeHHs, embapro, 3abopoHN ekcrnopTy
abo imnopTy, 3abopoHun Nnepefavi KOWTIB abo aKTUBIB Y HafaHHA nocnyr abo piBHO3HAYHI 3aX04Mu,
fKi 3aNpoBaXyTbCs Oy ib-AKMMM OpraHaMu fiepXxasHoi Bnajn, opraHamu Bnaau wraty abo
opraHamu perynoBaHHs CLUA, CiHranypy, Benukoi bpuTaHii, €EBponencbkoro Coto3sy, byab-akux
KpaiH-4yneHiB EC, 6yab-aKunx KpaiH, Ae HeobxiaHO BMKOHYBaTW 3060B'3aHHSA 3rigHO 3 L€ Yroaotw,
abo bynb-KuX KpaiH, e Beae AisanbHICTb KOMMaHis ESET abo adininoBaHi 3 Het0 KoMnaHii (aani
"CaHKLUiNHI 3aKOHN").
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6) ESET Ma€ npaBo NPU3YNNHUTM BUKOHAHHA 3060B'93aHb 3a UMMy YMoBaMmM abo npunuHUTK iX gito 3
HeramHuMm HabyTTAM YNHHOCTI 3@ TaKnX YMOB:

i. ESET Ma€ obr'pyHTOBaHi NiagCcTaBm BBaXKaTw, WO KopucTyBayem yxxe nopyLieHo, abo, imoBipHo, byne
nopyweHo ymosu CtaTTi 19.a Yroaun; abo

ii. Kopuctysau i (abo) MporpamHe 3abe3nevyeHHa CTanu NpeaMeToM 3aKOHIB i3 KOHTPOSIO 3a
TopriBneto, i Yepes ue ESET Ma€ obrpyHTOBaHI NigCcTaBn BBaXKaTK, WO Nodasblle BUKOHAHHSA
3000B’513aHb 3a L€ Yro4ow Moxe npu3secTtu 4o npobnem i3 OTpMMaHHAM 3aKOHOA4aBCTBa abo fo
HeraTUBHMX HaCigKiB A5 KOMMNaHii ESET abo agininoBaHmx i3 HEO KOMMaHi BiANOBIAHO A0 3aKOHIB
i3 KOHTPOJItO 3a TOPriBJElo.

B) ’KogHa ymMoBa Yroamn B XX04HOMY pa3i He Ma€ TJyMa4ynTUCA SK TaKa, WO MA€E Ha MeTi CNOHyKaTn
6yob-AKy 3i cTOpiH abo BUMaraTwu Big Hel BYNHUTK Aii abo yTpuMaTunCA Bif BYNHEHHS Lin (4n
noroaAnTnCA Ha ue) y byab-akuin cnocib, aknn byae cynepednT 3aKOHaM i3 KOHTPOJIIO 3a TOpriBfeto
abo 3ab0poHEHUN LMK 3aKOHaMMW.

20. MpuMiTKHK. Yci 3ayBaxeHHs, MporpaMHe 3abe3neyeHHs Ta JoKyMeHTaLilo Cif HaACUNaTK Ha
ajpecy: ESET, spol. sr. 0., Einsteinova 24, 851 01 Bratislava, Slovak Republic.

21. YuHHe 3aKOHOAABCTBO. Lis Yrofa peryoeTbCcs Ta TlyMaynTbCa BiANOBIAHO A0 3aKOHOAABCTBa
Cnosaubkoi Pecnybnikn. KopucTtysay i locTa4yanbHMK NOrogXKyThCs, WO CynepeynBi NON0XKEHHS
perynyoro 3akoHogascTea Ta KoHBeHLUii OpraHisauii 06'egHaHmx Hauini Woao KOHTpaKTiB 4N
MiXKHapOZHOI TOPriB/fi TOBapaMun He MaloTb 3aCTOCOBYBATUCA. BU NOBHICTIO MOroAXXyeTecs, Lo
po3rnag byab-aKux 3aa8 40 MocTavasibHMKa YM CYyNnepeYok i3 HUM, AKi BUKNUKaHO Lieto Yrogoto, abo
3asB YU cynepeyok, byab-aKMM YUHOM NOB'A3aHUX i3 BUKOPUCTaHHAM MporpaMHoro 3abesneyeHHs, i
NPUNHATTA BiANOBIAHUX PilleHb 3[4INCHIOETLCS OKPYXXHUM CyaoM M. bpaTucnasa |, @ TakoxX
NiATBEPOXKYETE BUKOHAHHS IOPUCONKLLIT BKa3aHUM Cy0M.

22. 3aranbHi NONOXXEHHA. AKLLO byab-gKe 3 NON0XKEHb L€l Yroan pruanyHo He aincHe abo He mae
MO30BHOI CMJIN, Lie HE NOBMHHO BMIMBATW Ha 3aKOHHICTb IHWNX NOM0XXeHb Yroaun. BoHW NOBUHHI
3a/UWATUCS YAHHUMUN N TaKUMU, LLO MAlOTb 3aKOHHY CUy, BiANOBIAHO A0 nepeabavyeHux TyT ymoB. Y
pa3i po36iXXHOCTEN MiX aHININCbKOIO 1 MepeKkaleHo BepcCielo Yroam nepeBara Haga€eTbCs
HOKYMEHTY aHIMiNCbKO MOBOID. BHECEHHS 3MiH 00 NOMOXEHb L€l Yrogn MoXXe BUKOHYBATUCS NnLLe
B MNCbMOBIN hopMi. 3acBiAYEeHHS 34INCHIOETLCA NiAMNNCOM YNOBHOBaXKEHOI0 NpeAcTaBHMKA
MocTavanbHMKa 4m ocobu, SKin y npamin hopmi opUaNYHO HadaHO NPaBo BUKOHYBATMW TaKi
060B’s3KM.

Llen noKyMeHT CTaHOBUTb NMOBHY Yrofy Mix Bamu 11 MocTavasbHMKOM Woao MporpaMHoro
3abe3neyeHHs Ta LiNKoM 3aMiHsA€ byab-aKi nonepenHi nogaHHs, 06rosopeHHs, 3060B’A3aHHS,
NOBILOMNEHHSA N peKsaMHi MaTepianu, Nos’'s3aHi 3 NporpamMHuUM 3abe3neyeHHaM.,

EULA ID: BUS-ECOS-20-01

Data Processing Agreement

BignosigHo no Bumor PernameHTy €C 2016/679, 3aTBEpAXXEHOro EBPONENCbKMM NapjlaMeHTOM i
Papoto €EC 27 kBiTHA 2016 poKy, NPO 3aXUCT (i3nyHUX ocib nig 4ac 0bpobkn NepCcoHaNbHUX AaHUX i
Npo BiIbHNI 0OMiH TakMMK OaHUMW, SKUI cKacyBaB Aito Aupektunsm 95/46/€C (nani — "GDPR"),
MocTavanbHUK (Bani — "OnepaTtop") i Bu (nani ckaHyBaTn — "KoHTponep") BCTynaeTe B LOrOBipHI
BiAHOCWMHW 3 METO BU3HAYUTUN YMOBM 06p0BKIN MEpPCOHaNbHUX AaHUX, CNOCIO iX 3aXNCTY, a TaKOX
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0byMOBMTHU iHLWWI NpaBa  060B’A3KK 060X CTOPIH Nig Yac 06pobKK NepCcoHaNbHUX AAaHUX TPETiIX CTOPIH
Bif iMeHi KoHTposnepa nig Yac BUKOHaHHSA YMOB L€l Yroam, ska € OCHOBHUM [OrOBOPOM.

1. ObpoOKa nepcoHaNbHUX gaHUX. [Jo NOCAyr, WO Ha4aloTbCA BiANOBIAHO A0 LUNX YMOB, BXOAUTb
0bpobka faHuXx, AKi ineHTUQIKYITb (i3nyHy 0coby NpamMo 4m onocepenkoBaHo. Lli 4aHi BKasaHo B
HOKYMeHTI [TofliTnka KoHdiaeHuUinHocTi (Aani — "MepcoHanbHi gaHi").

2. YnoBHOBaXeHHA. KOHTponep ynoBHoBaxye OnepaTtopa 06pobnatu MepcoHanbHi AaHi, 30KpeMa
3riflHO 3 TAKMMU IHCTPYKLIAMN:

(i) "MeTa 06pobkn" — HafgaHHA NoCNyr BiANOBIAHO A0 YMOB Ui€i Yroan. OnepaTopy A03BONSETbCA
06pobnsTn nnwe Ti MepcoHanbHi AaHi, SKi NOB’'A3aHi 3 HaAaHHAM NOCAYr, 3anUTaHnx KOHTPOEepoM, i
nuuwe Big imeHi KoHTponepa. Ha 06pobky BCix aaHux, aki 36upaloTbCa B iHWNX Lingx, He
PO3MOBCHOOXYIOTLCSA OOrOBIPHI BiAHOCMHK MiXX KOHTposiepoM | OnepaTopomM.

(ii) "Mepion 06pobKM" — Yac MiXK NOYaTKOM CMiBApaLi 3a L€ Yroao Ta NPUNMHEHHAM HafaHHA
nocnyr;

(i) Obcsr i kaTeropii MepcoHanbHMX gaHux. Cnyxbu npusHayeHi nuwe gna ob6pobkun 3aranbHMX
nepcoHanbHMX fAaHmx. OgHak KoHTponep Hece NOBHY BiAMNOBIAa/IbHICTbL 3@ BU3HaYeHHsA 0bcary
NepCcoHasibHNX AAHUX.

(iv) "Cy6’ekT gaHux" — isnyHa ocoba, gKa € BMOBHOBAXXEHMM KOPUCTYBa4YeM NpucTpoiB KoHTponepa;
(v) "Onepadii 3 06pobkun" — yci npouecu, HeobxigHi agna 06pobkn oaHuXx;

(vi) "MncbMOBI BKa3iBKU" — IHCTPYKUIi B Ui Yroai, JopaTkax, MoniTuui KoHpigeHUinHOCTI Ta
LOKyMeHTaUii 3 06cnyrosyBaHHA. KOHTpoNiep BiANOBiAA€E 3a NpaBoOBY AONYCTUMICTb 06pobKu
MepcoHanbHMX gaHnx OnepaTtopoMm 3 Ornsa4y Ha BiAMOBiAHI HOPMM 3aKOHOLABCTBA MPO 3aXUCT
LaHUX.

3. 0608B’a3ku OnepaTtopa. OnepaTop 3060B'93aHMNA:

(i) ObpobnaTn NepcoHanbHi AaHi BUK/OYHO Ha NiACTaBi 3a40KYMEHTOBAHMX iHCTPYKLIN | BUKJTIOYHO B
Lingx, Bu3Ha4yeHux B YMoBax, [logatkax go Hux, Monitnui KoOHQIAEeHUINHOCTI N LOKYMeHTaLil 3
06CNyroByBaHHS.

(i) HapaTw BKasiBkm ocobaM, ynoBHoBa)keHUM 06pobnaTu MepcoHanbHi AaHi (Aani — "YNOBHOBaXKEHI
ocobun"), wonao ixHix npas i 060B’'A3KiB BiAMNOBIAHO A0 3aKOHY GDPR 11 BiANOBiIAaNbHOCTI B pa3i Noro
NMOPYLUEHHS, a TakoX 3abe3neynTu, Wwob YnoBHOBaXKeHi 0cobu B3saan Ha cebe 3060B’'A3aHHA
36epiraTv KOHMIOEHUINHICTb | LOTPUMYBATUCS 3a40KYMEHTOBAHUX IHCTPYKLINA.

(iii) B>xnBaTmn 3axogiB, SiKi onucaHi B YMoBax, [logaTkax Ao HMX, MoniTvui KOHGIAEHUiINHOCTI
LLOKyMeHTaLil 3 06cnyroByBaHHS.

(iv) DonoMaraTu KoHTponepy HagaBaTw BignoBsiai Ha 3anuTu Big Cy6’eKTiB JaHUX WOAO0 IXHIX NpaB.
O6pobHUK He MOXe BUMNPaBaATKY, BUAanaTn abo obmexysaTtm 0bpobky MepcoHanbHMX faHux 6e3
BiANOBIOHUX IHCTPYKUIi Bif KoHTposiepa. Yci 3anuTu Big Cyb’ekTa faHux wopno MNepcoHanbHUX
LaHunX, aki 06pobnsATbCA Bif iMeHi KoHTponepa, MaloTb HeramHo HagcunatTucs KoHtponepy.

(v) DonomaraTtu KoHTposiepy NOBiAOMASATI NPO NOPYLUEHHSA 3aXUCTY MNepcoHanbHUX AaHUX
Harnagosum opraHam i Cy6’'ekTy gaHux. OnepaTop NOBUHEH NOBiAOMUTM KOHTponepa nNpo byab-ake
NMOPYLLEHHS, L0 CTOCYETLCS 06p0obkn abo be3nekn nepcoHabHUX AaHUX, HEraMHO NiCNS BUSBIEHHS.
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OnepaTop 3060B’3aHUIN HANEXHUM YUHOM CNPUATU AOCTIAXKEHHIO N1 YCYHEHHIO TaKOro NOPYLLEHHS
Ta BXMBATW PO3YMHUX 3aX0AiB AN 0OMeXeHHSA nofanblunX HeraTUBHUX HACNiKiB.

(vi) Ha po3cyn KoHTponepa BuaansaTu BCi MNepcoHanbHi AaHi abo noseptaTu ix KoHTponepy nicns
3aBepLueHHa nepiogy 0bpobkn. KoHTponep 30608'a3yeTbCs noBigoMmTn OnepaTopa Npo CBOE
pilueHHsA npoTarom gecatu (10) aHiB micnd 3akiH4YeHHA Mepiogy 06pobku. Lie NoNoXKeHHs He BMNIMBAE
Ha NpaBo OnepaTopa 36epiraTn MNepcoHanbHi AaHi B HeobXxiaHOMY 06Cs3i oNna apxiBHMX Linen 3
MipKyBaHb CYCMifIbHOro0 iHTepecy, AN HAYKOBUX LOCNiIAXEHb, 3 MeTol 36opy cTaTucTukm abo ana
NoZlaHHA, BUKOHAHHS N 3aXUCTY MO30BHUX 3asB.

(vii) BeCcTun akTyanbHWIA PEECTP YCiX KaTeropin 0bpobku, SKi BiH 34iNCHIOBAB Bif iMeHi KoHTponepa,

(viii) HapaBaTu BCto HeobXigHy iHGopMaLLito, L0 3aCBiAYY€E OOTPMMAHHA NoN0XXeHb YMOB, [loaaTKiB A0
HUX, MONITUKN KOHIAEHUINHOCTI N AOKYMeHTaUil 3 06CNyroByBaHHSA, OCTYNHUX ons KoHTponepa.
AKwo KoHTponep nposoanTume nepesipky abo ayamTt npouecy 06pobku MNepCcoHanbHUX faHKX,
KoHTposiep 3060B’'A3aHMA NoBifoMUTKM npo Le OnepaTopa B NMCbMOBIN (hOpMi MPUHANMHI 33 0eCATb
(30) gHiB 0o 3ansaHoBaHoI NepeBipky abo ayauTy.

4. 3any4yeHHs CTOPOHHbLOro oneparopa. OnepaTop Mae NpaBo 3aJly4aTu CTOPOHHIX OnepaTopiB
LN19 NeBHUX npouenyp o6pobku, 30kpema A5 HafaHHA XMapHOro CXOBULLLA faHUX | XMapHOT
iHPaACTPYKTYPKU 3 METOK BUKOHAHHS MOJIOXKEHb LnX YMoB, [logaTkiB 40 HMX, MoNiTUKK
KOHigeHUINHOCTI N AoKyMeHTaUii 3 06cnyroyBaHHSA. Hapasi Microsoft Hafla€ XMapHe CXOBULLE
OaHUX | XMapHY iHOPaCTPYKTYpY B CKNadi Azure Cloud Service. Ane HaBiTb Yy LiboMy pa3i OnepaTtop
NNLLAETLCS EANHOI0 KOHTAKTHOI 0C0H0I0 Ta CTOPOHOIO, BiAMOBIAANbHOI 3@ BUKOHAHHSA BUMOT Yroaw.
Lium OnepaTop 3060B’'93y€eTbCA iHpopMyBaTU KOHTpoepa Nnpo HOoBUX abo 3aMiHy CTapux onepaTopis,
o6 Taki 3MiHN MOXKHa Byno o0CKapXMUTW.

5. TepuTopin, Ha AKiK 3AINCHIOETLCA 00poOKa. OnepaTop foKNagaTUMe BCiX 3yCunb, o6
obpobka BiabyBanaca B EBPONENCHKIN eKOHOMIYHI 30HI abo KpaiHi, BU3Ha4YeHin Sk besneyHa 3a
pilleHHsAM EBPONENCbKOI KOMICIT, Ha NiacTaBsi pilweHHA KoHTponepa. CTaHAapTHI AOroBipHi
NONI0XKEHHS 3aCTOCOBYIOTLCA B pa3i nepedadyi n 0bpobkn AaHMx 3a mexamm EBPoNencbKoi
€KOHOMIiYHOi 30HM abo KpaiHW, BU3Ha4yeHoI Sk 6e3neyHa 3rigHo 3 pilleHHAM EBPONENCLKOI KOMICIT 3a
3anutom OnepaTopa.

6. Besneka. OnepaTop oTpyMMaB cepTudikaT ISO 27001:2013 i BUKOPUCTOBYE iHDPACTPYKTYpY ISO
27001, wob ynpoBaanTun baraTowapoBy CTpaTerito 3aXucTy Ana 3acobis 6e3nekn Ha piBHI Mepexi,
onepauinHux cuctem, 6a3 gaHux, [oAaTKiB, NepcoHany N onepawvivHUx npouecis. BignosigHiCTb
HOPMATUBHMM BMMOraM i ymoBaM Yrofm peryispHoO OLUIHIOETbCS Ta NepeBipsAeTbCA, AK 1 iHLUi
efleMeHTU iHpacTpyKTypy 1 onepauii Onepatopa. OnepaTop y>XMBa€ HEOOXiAHMX KPOKIB A4 iX
JOTPUMaHHS Ha NOCTINHIN ocHoBi. OnepaTop opraHidyBas 3acobu 6e3nekn gaHMX 3a AONOMOrot ISMS
Ha OCHOBI ISO 27001. lokyMeHTauis 3 6e3nekn oxXone B OCHOBHOMY MOAITUKN LWLOAO 3aXUCTy
iHopMauii, isnyHoi 6e3nekn Ta besnekn obnagHaHHS, 3anobiraHHsA NOPYLUEHHAM, YCYHEHHS
BMTOKIB AaHMX N nopyweHb 6esnekun Towo.

7. TexHiuHi 1 opraHisauinHi 3axopu. OnepaTtop 3axumwae MNepcoHasbHi AaHi BiA BMNAaAKOBOro Ta
HE3aKOHHOI0 MOLIKOAXKEHHS Ta 3HULEHHS, BUMaAKOBOI BTPaTW, 3MiHW, HECAHKLiOHOBAHOro AOCTyny
1 pO3rosiowweHHs. 3 uieto meToto OnepaTop BXUBAE BIANOBIAHUX TEXHIYHUX | OpraHi3aUinHNX 3aX04is,
SKi BiANOBIAAOTb peXxmMmy 06pobkm N pusnky, aKMn CTaHOBMTb 06pobka Ana npaB Cy6'ekTiB AaHMX
BiAMOBIAHO 00 BMMOI GDPR. [leTasibHMUI ONUC TEXHIYHUX | OpraHi3auinHMX 3aXoiB BUKIageHo B
MNoniTuui 6e3neku.

8. KoHTakTHa iHcdopmauia OnepaTopa. YCi CNOBILLEHHS, 3anNnUTK, NPETEH3Il 1 iHLWI NOBiAOMEHHS
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WoA0 3aXNUCTy NepPCoHalbHUX AaHUX HaACUal0TbCA Ha adpPECY ESET, SpOl. s.r.o., 00 yBaru: Data
Protection Officer, Einsteinova 24, 85101 Bratislava, Slovak Republic, email: dpo@eset.sk.

Standard Contractual Clauses

SECTION |

Clause 1 Purpose and scope

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data (General
Data Protection Regulation) (1) for the transfer of personal data to a third country.

(b) The Parties:

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’)
transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and

(i) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via
another entity also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer’)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B.

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these
Clauses.

Clause 2 Effect and invariability of the Clauses

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant
to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or
additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation
(EU) 2016/679.

Clause 3 Third-party beneficiaries

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
and/or data importer, with the following exceptions:

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
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(ii) Clause 8 — Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e);
Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and
Clause 8.3(b);

(iii) Clause 9 — Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and (e);
(iv) Clause 12 — Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) and (f);
(v) Clause 13;

(vi) Clause 15.1(c), (d) and (e);

(vii) Clause 16(e);

(viii) Clause 18 — Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18.

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4 Interpretation

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same
meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.

Clause 5 Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the
Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6 Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex I.B.

Clause 7 — Optional Docking clause

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses
at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex |.A.

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to these
Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation
in Annex LA,

(c) The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to
becoming a Party.
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SECTION Il — OBLIGATIONS OF THE PARTIES

Clause 8 Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations under
these Clauses.

MODULE ONE: Transfer controller to controller
8.1 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B. It may only process the personal data for another purpose:

(i) where it has obtained the data subject’s prior consent;

(ii) where necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings; or

(iii) where necessary in order to protect the vital interests of the data subject or of another natural person.
8.2 Transparency

(a) In order to enable data subjects to effectively exercise their rights pursuant to Clause 10, the data importer
shall inform them, either directly or through the data exporter:

(i) of its identity and contact details;
(ii) of the categories of personal data processed;
(iii) of the right to obtain a copy of these Clauses;

(iv) where it intends to onward transfer the personal data to any third party/ies, of the recipient or categories of
recipients (as appropriate with a view to providing meaningful information), the purpose of such onward transfer
and the ground therefore pursuant to Clause 8.7.

(b) Paragraph (a) shall not apply where the data subject already has the information, including when such
information has already been provided by the data exporter, or providing the information proves impossible or
would involve a disproportionate effort for the data importer. In the latter case, the data importer shall, to the
extent possible, make the information publicly available.

(c) On request, the Parties shall make a copy of these Clauses, including the Appendix as completed by them,
available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the Parties may redact part of the text of the Appendix prior to
sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to
understand its content or exercise his/her rights. On request, the Parties shall provide the data subject with the
reasons for the redactions, to the extent possible without revealing the redacted information.

(d) Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under Articles 13 and 14 of
Regulation (EU) 2016/679.

8.3 Accuracy and data minimisation
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(a) Each Party shall ensure that the personal data is accurate and, where necessary, kept up to date. The data
importer shall take every reasonable step to ensure that personal data that is inaccurate, having regard to the
purpose(s) of processing, is erased or rectified without delay.

(b) If one of the Parties becomes aware that the personal data it has transferred or received is inaccurate, or has
become outdated, it shall inform the other Party without undue delay.

(c) The data importer shall ensure that the personal data is adequate, relevant and limited to what is necessary in
relation to the purpose(s) of processing.

8.4 Storage limitation

The data importer shall retain the personal data for no longer than necessary for the purpose(s) for which it is
processed. It shall put in place appropriate technical or organisational measures to ensure compliance with this
obligation, including erasure or anonymisation (2) of the data and all back-ups at the end of the retention period.

8.5 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the personal data, including protection against a breach of
security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the
risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner.

(b) The Parties have agreed on the technical and organisational measures set out in Annex Il. The data importer
shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security.

(c) The data importer shall ensure that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

(d) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the personal data breach, including
measures to mitigate its possible adverse effects.

(e) In case of a personal data breach that is likely to result in a risk to the rights and freedoms of natural persons,
the data importer shall without undue delay notify both the data exporter and the competent supervisory
authority pursuant to Clause 13. Such notification shall contain i) a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data records
concerned), ii) its likely consequences, iii) the measures taken or proposed to address the breach, and iv) the
details of a contact point from whom more information can be obtained. To the extent it is not possible for the
data importer to provide all the information at the same time, it may do so in phases without undue further
delay.

(f) In case of a personal data breach that is likely to result in a high risk to the rights and freedoms of natural
persons, the data importer shall also notify without undue delay the data subjects concerned of the personal data
breach and its nature, if necessary in cooperation with the data exporter, together with the information referred
to in paragraph (e), points ii) to iv), unless the data importer has implemented measures to significantly reduce
the risk to the rights or freedoms of natural persons, or notification would involve disproportionate efforts. In the
latter case, the data importer shall instead issue a public communication or take a similar measure to inform the
public of the personal data breach.
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(g) The data importer shall document all relevant facts relating to the personal data breach, including its effects
and any remedial action taken, and keep a record thereof.

8.6 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions or offences (hereinafter ‘sensitive data’), the data importer shall apply specific restrictions
and/or additional safeguards adapted to the specific nature of the data and the risks involved. This may include
restricting the personnel permitted to access the personal data, additional security measures (such as
pseudonymisation) and/or additional restrictions with respect to further disclosure.

8.7 Onward transfers

The data importer shall not disclose the personal data to a third party located outside the European Union (3) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) unless the third
party is or agrees to be bound by these Clauses, under the appropriate Module. Otherwise, an onward transfer by
the data importer may only take place if:

(i) it is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that
covers the onward transfer;

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU)
2016/679 with respect to the processing in question;

(iii) the third party enters into a binding instrument with the data importer ensuring the same level of data
protection as under these Clauses, and the data importer provides a copy of these safeguards to the data
exporter;

(iv) it is necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings;

(v) it is necessary in order to protect the vital interests of the data subject or of another natural person; or

(vi) where none of the other conditions apply, the data importer has obtained the explicit consent of the data
subject for an onward transfer in a specific situation, after having informed him/her of its purpose(s), the identity
of the recipient and the possible risks of such transfer to him/her due to the lack of appropriate data protection
safeguards. In this case, the data importer shall inform the data exporter and, at the request of the latter, shall
transmit to it a copy of the information provided to the data subject.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.8 Processing under the authority of the data importer

The data importer shall ensure that any person acting under its authority, including a processor, processes the
data only on its instructions.

8.9 Documentation and compliance

(a) Each Party shall be able to demonstrate compliance with its obligations under these Clauses. In particular, the
data importer shall keep appropriate documentation of the processing activities carried out under its
responsibility.
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(b) The data importer shall make such documentation available to the competent supervisory authority on
request.

MODULE TWO: Transfer controller to processor
8.1 Instructions

(a) The data importer shall process the personal data only on documented instructions from the data exporter.
The data exporter may give such instructions throughout the duration of the contract.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions.
8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including the measures described in Annex Il and personal data, the data exporter may
redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful
summary where the data subject would otherwise not be able to understand the its content or exercise his/her
rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent
possible without revealing the redacted information. This Clause is without prejudice to the obligations of the
data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
data exporter to erase or rectify the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex |.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the
data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due
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account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider
having recourse to encryption or pseudonymisation, including during transmission, where the purpose of
processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing
the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data
exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the personal data to members of its personnel only to the extent
strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that
persons authorised to process the personal data have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify the data exporter without undue delay after having become
aware of the breach. Such notification shall contain the details of a contact point where more information can be
obtained, a description of the nature of the breach (including, where possible, categories and approximate
number of data subjects and personal data records concerned), its likely consequences and the measures taken or
proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects.
Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall
contain the information then available and further information shall, as it becomes available, subsequently be
provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply
with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority
and the affected data subjects, taking into account the nature of processing and the information available to the
data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
restrictions and/or additional safeguards described in Annex |.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the data
exporter. In addition, the data may only be disclosed to a third party located outside the European Union (4) (in
the same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party
is or agrees to be bound by these Clauses, under the appropriate Module, or if:

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;

(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU)
2016/679 with respect to the processing in question;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or
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(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another
natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the
processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall
keep appropriate documentation on the processing activities carried out on behalf of the data exporter.

(c) The data importer shall make available to the data exporter all information necessary to demonstrate
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and
contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there are
indications of non-compliance. In deciding on a review or audit, the data exporter may take into account relevant
certifications held by the data importer.

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

MODULE THREE: Transfer processor to processor
8.1 Instructions

(a) The data exporter has informed the data importer that it acts as processor under the instructions of its
controller(s), which the data exporter shall make available to the data importer prior to processing.

(b) The data importer shall process the personal data only on documented instructions from the controller, as
communicated to the data importer by the data exporter, and any additional documented instructions from the
data exporter. Such additional instructions shall not conflict with the instructions from the controller. The
controller or data exporter may give further documented instructions regarding the data processing throughout
the duration of the contract.

(c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where
the data importer is unable to follow the instructions from the controller, the data exporter shall immediately
notify the controller.

(d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as
set out in the contract or other legal act under Union or Member State law between the controller and the data
exporter (5).

8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in
Annex |.B., unless on further instructions from the controller, as communicated to the data importer by the data
exporter, or from the data exporter.
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8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data exporter may redact part of the text of the Appendix
prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be
able to understand its content or exercise his/her rights. On request, the Parties shall provide the data subject
with the reasons for the redactions, to the extent possible without revealing the redacted information.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the
data exporter to rectify or erase the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal
data processed on behalf of the controller and certify to the data exporter that it has done so, or return to the
data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants
that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long
as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the
risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner. In case of pseudonymisation, the additional information for attributing the personal data to a
specific data subject shall, where possible, remain under the exclusive control of the data exporter or the
controller. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the data to members of its personnel only to the extent strictly
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons
authorised to process the personal data have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify, without undue delay, the data exporter and, where
appropriate and feasible, the controller after having become aware of the breach. Such notification shall contain
the details of a contact point where more information can be obtained, a description of the nature of the breach
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(including, where possible, categories and approximate number of data subjects and personal data records
concerned), its likely consequences and the measures taken or proposed to address the data breach, including
measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all
information at the same time, the initial notification shall contain the information then available and further
information shall, as it becomes available, subsequently be provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply
with its obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in
turn notify the competent supervisory authority and the affected data subjects, taking into account the nature of
processing and the information available to the data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific
restrictions and/or additional safeguards set out in Annex I.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the
controller, as communicated to the data importer by the data exporter. In addition, the data may only be
disclosed to a third party located outside the European Union (6) (in the same country as the data importer or in
another third country, hereinafter ‘onward transfer’) if the third party is or agrees to be bound by these Clauses,
under the appropriate Module, or if:

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;

(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU)
2016/679;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another
natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller
that relate to the processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall
keep appropriate documentation on the processing activities carried out on behalf of the controller.

(c) The data importer shall make all information necessary to demonstrate compliance with the obligations set
out in these Clauses available to the data exporter, which shall provide it to the controller.

(d) The data importer shall allow for and contribute to audits by the data exporter of the processing activities
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covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall
apply where the data exporter requests an audit on instructions of the controller. In deciding on an audit, the
data exporter may take into account relevant certifications held by the data importer.

(e) Where the audit is carried out on the instructions of the controller, the data exporter shall make the results
available to the controller.

(f) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(g) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

MODULE FOUR: Transfer processor to controller
8.1 Instructions

(a) The data exporter shall process the personal data only on documented instructions from the data importer
acting as its controller.

(b) The data exporter shall immediately inform the data importer if it is unable to follow those instructions,
including if such instructions infringe Regulation (EU) 2016/679 or other Union or Member State data protection
law.

(c) The data importer shall refrain from any action that would prevent the data exporter from fulfilling its
obligations under Regulation (EU) 2016/679, including in the context of sub-processing or as regards cooperation
with competent supervisory authorities.

(d) After the end of the provision of the processing services, the data exporter shall, at the choice of the data
importer, delete all personal data processed on behalf of the data importer and certify to the data importer that it
has done so, or return to the data importer all personal data processed on its behalf and delete existing copies.

8.2 Security of processing

(a) The Parties shall implement appropriate technical and organisational measures to ensure the security of the
data, including during transmission, and protection against a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or access (hereinafter ‘personal data breach’). In assessing
the appropriate level of security, they shall take due account of the state of the art, the costs of implementation,
the nature of the personal data (7), the nature, scope, context and purpose(s) of processing and the risks involved
in the processing for the data subjects, and in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that
manner.

(b) The data exporter shall assist the data importer in ensuring appropriate security of the data in accordance
with paragraph (a). In case of a personal data breach concerning the personal data processed by the data
exporter under these Clauses, the data exporter shall notify the data importer without undue delay after
becoming aware of it and assist the data importer in addressing the breach.

(c) The data exporter shall ensure that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

8.3 Documentation and compliance
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(a) The Parties shall be able to demonstrate compliance with these Clauses.

(b) The data exporter shall make available to the data importer all information necessary to demonstrate
compliance with its obligations under these Clauses and allow for and contribute to audits.

Clause 9 Use of sub-processors

MODULE TWO: Transfer controller to processor

(a) The data importer has the data exporter’s general authorisation for the engagement of sub-processor(s) from
an agreed list. The data importer shall specifically inform the data exporter in writing of any intended changes to
that list through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby
giving the data exporter sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the data exporter with the information necessary to enable the data
exporter to exercise its right to object.

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the
data exporter), it shall do so by way of a written contract that provides for, in substance, the same data
protection obligations as those binding the data importer under these Clauses, including in terms of third-party
beneficiary rights for data subjects. (8) The Parties agree that, by complying with this Clause, the data importer
fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the
obligations to which the data importer is subject pursuant to these Clauses.

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and
any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
of any failure by the sub-processor to fulfil its obligations under that contract.

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby —in the event
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return
the personal data.

MODULE THREE: Transfer processor to processor

(a) The data importer has the controller’s general authorisation for the engagement of sub-processor(s) from an
agreed list. The data importer shall specifically inform the controller in writing of any intended changes to that list
through the addition or replacement of sub-processors at least [Specify time period] in advance, thereby giving
the controller sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the controller with the information necessary to enable the
controller to exercise its right to object. The data importer shall inform the data exporter of the engagement of
the sub-processor(s).

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary
rights for data subjects. (9) The Parties agree that, by complying with this Clause, the data importer fulfils its
obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations
to which the data importer is subject pursuant to these Clauses.
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(c) The data importer shall provide, at the data exporter’s or controller’s request, a copy of such a sub-processor
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter
of any failure by the sub-processor to fulfil its obligations under that contract.

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the event
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return
the personal data.

Clause 10 Data subject rights

MODULE ONE: Transfer controller to controller

(a) The data importer, where relevant with the assistance of the data exporter, shall deal with any enquiries and
requests it receives from a data subject relating to the processing of his/her personal data and the exercise of
his/her rights under these Clauses without undue delay and at the latest within one month of the receipt of the
enquiry or request. (10) The data importer shall take appropriate measures to facilitate such enquiries, requests
and the exercise of data subject rights. Any information provided to the data subject shall be in an intelligible and
easily accessible form, using clear and plain language.

(b) In particular, upon request by the data subject the data importer shall, free of charge:

(i) provide confirmation to the data subject as to whether personal data concerning him/her is being processed
and, where this is the case, a copy of the data relating to him/her and the information in Annex |; if personal data
has been or will be onward transferred, provide information on recipients or categories of recipients (as
appropriate with a view to providing meaningful information) to which the personal data has been or will be
onward transferred, the purpose of such onward transfers and their ground pursuant to Clause 8.7; and provide
information on the right to lodge a complaint with a supervisory authority in accordance with Clause 12(c)(i);

(i) rectify inaccurate or incomplete data concerning the data subject;

(iii) erase personal data concerning the data subject if such data is being or has been processed in violation of any
of these Clauses ensuring third-party beneficiary rights, or if the data subject withdraws the consent on which the
processing is based.

(c) Where the data importer processes the personal data for direct marketing purposes, it shall cease processing
for such purposes if the data subject objects to it.

(d) The data importer shall not make a decision based solely on the automated processing of the personal data
transferred (hereinafter ‘automated decision’), which would produce legal effects concerning the data subject or
similarly significantly affect him/her, unless with the explicit consent of the data subject or if authorised to do so
under the laws of the country of destination, provided that such laws lays down suitable measures to safeguard
the data subject’s rights and legitimate interests. In this case, the data importer shall, where necessary in
cooperation with the data exporter:

(i) inform the data subject about the envisaged automated decision, the envisaged consequences and the logic
involved; and
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(i) implement suitable safeguards, at least by enabling the data subject to contest the decision, express his/her
point of view and obtain review by a human being.

(e) Where requests from a data subject are excessive, in particular because of their repetitive character, the data
importer may either charge a reasonable fee taking into account the administrative costs of granting the request
or refuse to act on the request.

(f) The data importer may refuse a data subject’s request if such refusal is allowed under the laws of the country
of destination and is necessary and proportionate in a democratic society to protect one of the objectives listed in
Article 23(1) of Regulation (EU) 2016/679.

(g) If the data importer intends to refuse a data subject’s request, it shall inform the data subject of the reasons
for the refusal and the possibility of lodging a complaint with the competent supervisory authority and/or seeking
judicial redress.

MODULE TWO: Transfer controller to processor

(a) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It
shall not respond to that request itself unless it has been authorised to do so by the data exporter.

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests
for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex I
the appropriate technical and organisational measures, taking into account the nature of the processing, by which
the assistance shall be provided, as well as the scope and the extent of the assistance required.

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions
from the data exporter.

MODULE THREE: Transfer processor to processor

(a) The data importer shall promptly notify the data exporter and, where appropriate, the controller of any
request it has received from a data subject, without responding to that request unless it has been authorised to
do so by the controller.

(b) The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in
fulfilling its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU)
2016/679 or Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex Il the
appropriate technical and organisational measures, taking into account the nature of the processing, by which the
assistance shall be provided, as well as the scope and the extent of the assistance required.

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions
from the controller, as communicated by the data exporter.

MODULE FOUR: Transfer processor to controller

The Parties shall assist each other in responding to enquiries and requests made by data subjects under the local
law applicable to the data importer or, for data processing by the data exporter in the EU, under Regulation (EU)
2016/679.

Clause 11 Redress

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual
notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any
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complaints it receives from a data subject.
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each
other informed about such disputes and, where appropriate, cooperate in resolving them.

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall
accept the decision of the data subject to:

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of
work, or the competent supervisory authority pursuant to Clause 13;

(ii) refer the dispute to the competent courts within the meaning of Clause 18.

(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or
association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12 Liability

MODULE ONE: Transfer controller to controller
MODULE FOUR: Transfer processor to controller

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.

(b) Each Party shall be liable to the data subject, and the data subject shall be entitled to receive compensation,
for any material or non-material damages that the Party causes the data subject by breaching the third-party
beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter under
Regulation (EU) 2016/679.

(c) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
action in court against any of these Parties.

(d) The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

(e) The data importer may not invoke the conduct of a processor or sub-processor to avoid its own liability.
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
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(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor causes the data
subject by breaching the third-party beneficiary rights under these Clauses.

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall
be entitled to receive compensation, for any material or non-material damages the data exporter or the data
importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation
(EU) 2018/1725, as applicable.

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an
action in court against any of these Parties.

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13 Supervision

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a) [Where the data exporter is established in an EU Member State:] The supervisory authority with responsibility
for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
indicated in Annex I.C, shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative
pursuant to Article 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member State in which
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in
Annex I.C, shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a
representative pursuant to Article 27(2) of Regulation (EU) 2016/679:] The supervisory authority of one of the
Member States in which the data subjects whose personal data is transferred under these Clauses in relation to
the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C,
shall act as competent supervisory authority.

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory
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authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with written
confirmation that the necessary actions have been taken.

SECTION Il = LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

Clause 14 Local laws and practices affecting compliance with the Clauses

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
from the third country-controller with personal data collected by the processor in the EU)

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any requirements to
disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU)
2016/679, are not in contradiction with these Clauses.

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular
of the following elements:

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of
processing; the categories and format of the transferred personal data; the economic sector in which the transfer
occurs; the storage location of the data transferred;

(ii) the laws and practices of the third country of destination— including those requiring the disclosure of data to
public authorities or authorising access by such authorities — relevant in light of the specific circumstances of the
transfer, and the applicable limitations and safeguards (12);

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards
under these Clauses, including measures applied during transmission and to the processing of the personal data in
the country of destination.

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best
efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with
the data exporter in ensuring compliance with these Clauses.

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent
supervisory authority on request.

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
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line with the requirements under paragraph (a), including following a change in the laws of the third country or a
measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the
requirements in paragraph (a). [For Module Three: The data exporter shall forward the notification to the
controller.]

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that
the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be
adopted by the data exporter and/or data importer to address the situation [for Module Three:, if appropriate in
consultation with the controller]. The data exporter shall suspend the data transfer if it considers that no
appropriate safeguards for such transfer can be ensured, or if instructed by [for Module Three: the controller or]
the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more
than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d)
and (e) shall apply.

Clause 15 Obligations of the data importer in case of access by public
authorities

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

MODULE FOUR: Transfer processor to controller (where the EU processor combines the personal data received
from the third country-controller with personal data collected by the processor in the EU)

15.1 Notification

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the
country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification
shall include information about the personal data requested, the requesting authority, the legal basis for the
request and the response provided; or

(ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these
Clauses in accordance with the laws of the country of destination; such notification shall include all information
available to the importer.

[For Module Three: The data exporter shall forward the notification to the controller.]

(b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of

the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition,

with a view to communicating as much information as possible, as soon as possible. The data importer agrees to
document its best efforts in order to be able to demonstrate them on request of the data exporter.

(c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on
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the requests received (in particular, number of requests, type of data requested, requesting authority/ies,
whether requests have been challenged and the outcome of such challenges, etc.). [For Module Three: The data
exporter shall forward the information to the controller.]

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the
contract and make it available to the competent supervisory authority on request.

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and
Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a
request, the data importer shall seek interim measures with a view to suspending the effects of the request until
the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice to the
obligations of the data importer under Clause 14(e).

(b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the extent permissible under the laws of the country of destination, make the documentation available to
the data exporter. It shall also make it available to the competent supervisory authority on request. [For Module
Three: The data exporter shall make the assessment available to the controller.]

(c) The data importer agrees to provide the minimum amount of information permissible when responding to a
request for disclosure, based on a reasonable interpretation of the request.

SECTION IV — FINAL PROVISIONS

Clause 16 Non-compliance with the Clauses and termination

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for
whatever reason.

(b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the
data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured
or the contract is terminated. This is without prejudice to Clause 14(f).

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal
data under these Clauses, where:

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b)
and compliance with these Clauses is not restored within a reasonable time and in any event within one month of
suspension;

(ii) the data importer is in substantial or persistent breach of these Clauses; or

(iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority
regarding its obligations under these Clauses.
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In these cases, it shall inform the competent supervisory authority [for Module Three: and the controller] of such
non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to
termination only with respect to the relevant Party, unless the Parties have agreed otherwise.

(d) [For Modules One, Two and Three: Personal data that has been transferred prior to the termination of the
contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data
exporter or deleted in its entirety. The same shall apply to any copies of the data.] [For Module Four: Personal
data collected by the data exporter in the EU that has been transferred prior to the termination of the contract
pursuant to paragraph (c) shall immediately be deleted in its entirety, including any copy thereof.] The data
importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data
importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data
importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it
will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long
as required under that local law.

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data
to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country
to which the personal data is transferred. This is without prejudice to other obligations applying to the processing
in question under Regulation (EU) 2016/679.

Clause 17 Governing law

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-
party beneficiary rights. The Parties agree that this shall be the law as defined in Terms.

MODULE FOUR: Transfer processor to controller

These Clauses shall be governed by the law of a country allowing for third-party beneficiary rights. The Parties
agree that this shall be the law as defined in Terms.

Clause 18 Choice of forum and jurisdiction

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b) The Parties agree that those shall be the courts as defined in Terms.

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her habitual residence.

(d) The Parties agree to submit themselves to the jurisdiction of such courts.
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MODULE FOUR: Transfer processor to controller

Any dispute arising from these Clauses shall be resolved by the courts as defined in Terms.

APPENDIX

EXPLANATORY NOTE: It must be possible to clearly distinguish the information applicable to each transfer or
category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s)
and/or data importer(s). This does not necessarily require completing and signing separate appendices for each
transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one
appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.

ANNEX |

A. LIST OF PARTIES

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data
protection officer and/or representative in the European Union]

1. Controller as defined in Data Processing Agreement
2. Processor as defined in Data Processing Agreement
(based on the flow of data)

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with
responsibility for data protection]

1. Controller as defined in Data Processing Agreement
2. Processor as defined in Data Processing Agreement
(based on the flow of data)

B. DESCRIPTION OF TRANSFER

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller

Categories of data subjects whose personal data is transferred: As defined in Data Processing Agreement.
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Categories of personal data transferred: As defined in Data Processing Agreement and Privacy Policy.

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions
(including access only for staff having followed specialised training), keeping a record of access to the data,
restrictions for onward transfers or additional security measures: As defined in Data Processing Agreement and
Privacy Policy.

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): Continuous
basis.

Nature of the processing: Automated.

Purpose(s) of the data transfer and further processing: Provision of service as defined in Terms, its Annexes,
Privacy Policy, and service documentation.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period: As defined in Data Processing Agreement.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: As defined
in Data Processing Agreement.

C. COMPETENT SUPERVISORY AUTHORITY
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

Identify the competent supervisory authority/ies in accordance with Clause 13: As defined in Privacy Policy

ANNEX Il TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING
TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY
OF THE DATA

MODULE ONE: Transfer controller to controller

MODULE TWO: Transfer controller to processor

MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: The technical and organisational measures must be described in specific (and not generic)
terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly
indicate which measures apply to each transfer/set of transfers.

Description of the technical and organisational measures implemented by the data importer(s) (including any
relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context
and purpose of the processing, and the risks for the rights and freedoms of natural persons: As defined in Security
Policy

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by
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the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-
processor, to the data exporter

ANNEX Il LIST OF SUB-PROCESSORS

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE: This Annex must be completed for Modules Two and Three, in case of the specific
authorisation of sub-processors (Clause 9(a), Option 1).

The controller has authorised the use of the following sub-processors: As defined in Data Processing Agreement

References:

(1) Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union
institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not
subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of
the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard
to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract or
other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725
are aligned. This will in particular be the case where the controller and processor rely on the standard contractual
clauses included in Decision 2021/915.

(2) This requires rendering the data anonymous in such a way that the individual is no longer identifiable by
anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible.

(3) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purpose of these Clauses.

(4) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purpose of these Clauses.

(5) See Article 28(4) of Regulation (EU) 2016/679 and, where the controller is an EU institution or body, Article
29(4) of Regulation (EU) 2018/1725.

(6) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex XI thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not
qualify as an onward transfer for the purposes of these Clauses.

(7) This includes whether the transfer and further processing involves personal data revealing racial or ethnic
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origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data or biometric
data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or
sexual orientation, or data relating to criminal convictions or offences.

(8) This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate
Module, in accordance with Clause 7.

(9) This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate
Module, in accordance with Clause 7.

(10) That period may be extended by a maximum of two more months, to the extent necessary taking into
account the complexity and number of requests. The data importer shall duly and promptly inform the data
subject of any such extension.

(11) The data importer may offer independent dispute resolution through an arbitration body only if it is
established in a country that has ratified the New York Convention on Enforcement of Arbitration Awards.

(12) As regards the impact of such laws and practices on compliance with these Clauses, different elements may
be considered as part of an overall assessment. Such elements may include relevant and documented practical
experience with prior instances of requests for disclosure from public authorities, or the absence of such
requests, covering a sufficiently representative time-frame. This refers in particular to internal records or other
documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior
management level, provided that this information can be lawfully shared with third parties. Where this practical
experience is relied upon to conclude that the data importer will not be prevented from complying with these
Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to consider
carefully whether these elements together carry sufficient weight, in terms of their reliability and
representativeness, to support this conclusion. In particular, the Parties have to take into account whether their
practical experience is corroborated and not contradicted by publicly available or otherwise accessible, reliable
information on the existence or absence of requests within the same sector and/or the application of the law in
practice, such as case law and reports by independent oversight bodies.

MoniTuka KOHMIAEHLINHOCTI

HabyBa€e YnHHOCTI 3 21 6epe3Hs 2023 poky | [eperngHy Ty nonepenHo Bepcito MoaiTukm
KOHIAEHUIMHOCTI | [TOPIBHATY 3MiHK

3axuUCT NepcoHasbHUX AaHMX MaE 0COBANBO BaXkKMBe 3HAYEHHA O KOMMaHIi ESET, spol. sr. o.
(ropnamnyHa appeca: Einsteinova 24, 851 01 Bratislava, Slovak Republic, 3annc Ne 3586/B y KOMepLinHOMY
PEECTPI OKPYXKHOro cyay M. bpaTucnasu I, po3ain Sro, peectpauinHmin Homep: 31333532) Ak
KoHTponepa faHux (fani — "ESET" abo "Mu"). Mun nparHemo 3abe3ne4ynTu BigNOBIAHICTb BUMOraM 10
NPO30pOCTi, YCTaHOBAEHUM Yy 3aranbHOMy pernameHTi €EC Wwoao 3axncTy aaHux (aani — "GDPR"). 3
Lieto meToto My nybnikyemo uto MoniTUKY KOHMDIAEHUiINHOCTI, BUKOYHE NPU3HAYEHHA AKOI —
npoiHopMyBaTU HalLMX KNiEHTIB (Aani — "KiHueBnin kopuctysay" abo "Bu") sk cyb’ekTiB gaHux nNpo
HaBeAEHi HMXYe aCNeKTn 3aXUCTY NepCoOHaNbHUX AaHUX.

e [paBoBi OCHOBM A5 06PO6KN NEPCOHANBHUX AaHUX.
e ObMiH faHMMK Ta KOHMDIOEHUINHICTb.

be3neka paHux.

MpaBa cyb’'ekTa gaHUX.

O6pobka NepcoHa bHUX AaHMX.

KoHTaKTHa iHhopMaLis.
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MpaBoBi OCHOBM AN 0OPOOKM NepCcoHaNbHUX AAHUX

€ e [eKiNnbkKa 3aKOHHUX NigcTtas ans obpobkn fgaHux, Aki My BUKOPUCTOBYEMO BiANOBIAHO A0
4YMHHOI 3aKOHOAaB40i 6a3u, MOB'A3aHOI i3 3aXNCTOM NEPCOHaNbHUX AaHMX. KomnaHii ESET B OCHOBHOMY
HeobxigHO 06pobnsaTM NepcoHanbHi AaHi 3 METOD BUKOHAHHSA MOM0XKEHb AOKYMEHTa YMOBY
BMKOPUCTaHHA (gani — "Ymosun") 3 KiHLeBMM KOpMCTyBayeM (CT. 6 (1) (b) GDPR), L0 3aCTOCOBYETLCS
ANS HafaHHA NPoAYKTIB abo cny»6 ESET, AKLLO SBHO He 3a3HA4Y€HO iHLWe, HanpuKaa:

e [paBoBi NiACTaBN 3aKOHHMX iHTepeciB (CT. 6 (1) (f) GDPR), AKi 403BONAOTL HaM 06pobAATY OaHi
npo cnoci6 BukopncTaHHA Cnyx6 HalMMK KNiEHTaMKU N NPO CTYNiHb IXHbOr0 3a[0BOJIEHHS, LLLO
[la€ 3MOry HaflaBaTuh HalIMM KOPUCTYBadYaM HanKpaLwiuii 3aXUCT i NiATPUMKY, @ TaKoX
3abe3nevyyBaTy HanBULLNIA piBeHb 06CyroByBaHHA. HaBiTb MapKeTUHIOBi KOMYHiKauii 3rifiHo 3
YMHHUM 3aKOHOLABCTBOM BM3HAKTHCA 3aKOHHMUM IHTEPEeCOM, TOMY MU CIMPAEMOCS Ha Le, KoK
HaOCWAEMO NOBIAOMNIEHHS MapKeTUHIOBOIrO XapakKTepy HalUM KJiEHTaM.

e 3ropa (CT.6 (1) (a) GDPR), AKy Mu Mmoxxemo npocuTn Bac HagaTu B NEBHUX BUMNagKax, Koau
BBa)KaTUMEMO TaKy NpaBoOBY NiACTaBy HanbinbL BiANOBIAHOW, abo AKLWO Le HeobXiaAHO 3rigHO
i3 3aKOHOLaBCTBOM.

e BykKoHaHHA NpaBoBux 3060B'A3aHb (CT. 6 (1) (c) GDPR), HaNpWUKIa4 BU3HA4YE€HHSA BUMOI 4,0
eIeKTPOHHNX KOMYHiKaui i 36epiraHHs paxyHKiB-hakTyp abo LOKYMeHTIB, MOB'A3aHUX i3
pO3paxyHKaMMu.

OOMiH paHMMM Ta KOHPIpEHUIWHICTb

Mu He nepepaemo Bawi faHi TpeTiMm cTtopoHaM. OfHak ESET — Lie KOMMNaHif, fika NpaLoe B yCboMy
CBIiTi Yepe3 adininoBaHi kKomnaHii abo NapTHepiB, AKi BXOAATb A0 HALLOI MepeXXi PO3MOBCIOAKEHHS,
obcnyrosyBaHHA Ta NiIATPUMKK. IHopMaLif NPo NiLeH3yBaHHA, PO3PaxyHKN N TEXHIYHY NiATPUMKY,
fKa 06pobntoeTHCA ESET, MOXe NepefaBaTUCh adiflinoBaHMM KOMMaHIAM 41 napTHepam abo
HaOXoAWTW Bif HUX. Lle HeobXigHO ANS BUKOHAHHSA NOJI0XKEHb JliLeH3iNHOT yroam 3 KiHLEBUM
KOPUCTYBayeM, TakMX K HafgaHHA nocayr abo nigTpumKu.

Y KoMnaHii ESET M1 BiggaemMo nepesary obpobui gaHux Ha TepuTopii EBponencbkoro Coto3sy (EC).
OfHak, 3anexHo Bif Bawworo micLe3HaxoOXeHHS (BUKOPUCTaHHA HalMX NPoAyKTiB i/abo cnyxb 3a
mMexxamm €C) Ta (abo) BubpaHoi Bamm cnyxbu, Ham, MOXIMBO, [OBEAETLCA NepeaaT Bawi aaHi B
KpaiHy 3a mexamu €EC. Hanpuknaa, M1 BUKOPUCTOBYEMO CNYy>KOM TPETIX CTOPIH A8 BUKOHAHHS
obyncneHb y xmapi. Y Takux Bunagkax Mu petesnbHO BUOMPAEMO HALLMX MNOCTaYabHUKIB MOCAYT i
3abe3ne4yeMO HaNeXXHUn piBEHb 3aXMCTY AAHUX LWIAXOM YKaLeHHSA LOroBOpPiB, @ TaKOX 3a
[OMOMOroK TEXHIYHMX Ta opraHi3auinHnX 3axodis. Ak npasuno, Mu giemo 3rigHo 3i CTaHAAPTHUMM
Ta L04aTKOBUMM (3a noTpebu) foroBipHUMU NOSTIOXKEHHAMMN EC.

Ana nesknx kpaiH 3a mexxamu €C, Hanpuknag BennkobpuTaHrii Ta LUsenuapii, y>xe BU3Ha4eHO
aHaNoriyHWmM piBeHb 3aXUCTY AaHMX. 3aBASKN BiANOBIAHOMY PiBHIO 3aXUCTY ANS nepefadi AaHUX Y Ui
KpaiHu He NoTpibeH cneuianbHUIn f03BiN abo yroaa.

Mun BUKOPUCTOBYEMO CNyXOW TPETiX CTOPIH, MOB’'A3aHi 3 XMapHNMN 064MCNEHHAMM, AKi HaJalTbCA
Microsoft IK NOCTa4ajlbHUKOM XMapHUX NOCJIYr.

be3neka paHux

ESET BNpOBaXY€ BiANOBIAHI TEXHIYHI Ta opraHi3auinHi 3axoaun, wob 3abesneynTn besneky Ha Tomy
PiBHi, SKil BiANOBIiAAE NOTEHLUINHMM pU3nKaM. My LoKNaZaEMO BCiX 3yCWJib, Wo6 NoCTinHO
3abe3nevyBaTy KOHDIAEHUINHICTb, LiNiCHICTb, AOCTYMHICTb i CTINKICTb cnctem 0bpobku i cepsicis.
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OfHak y BMNafKy BUTOKY KOHMDiAeHUiNHOI iHhopMaLil, Lo 3arpoxxye Bawwmm npasam i ceobogam, Mmu
rOTOBI CNOBICTUTM NPO Lie BiAMNOBIAHWI HArIA40BMIA OpraH, a TakoX KiHLeBUX KOPUCTYBaYiB AK
cyb’ekTiB gaHMX.

MpaBa cyb’eKTa 3aXUCTYy NEePCOHAJNIbHUX AAHUX

MpaBa KOXHOro KiHLEeBOro KOpUCTyBaya MatoTb BEIMKE 3HaYeHHs, i Mu xoTinm 6 nosigomnTn Bam,
Lo BCi KiHueBi KopucTyBaui (3 6yab-skoi kpaiHn EC abo 3a NOro Me)xamMu) MatoTb HaBEAEHI HXYe
npaBa, rapaHToBaHi ESET. LLLo6 ckopucTaTuca cBOiMKU npaBamm cyb’ekTa AaHMX, 3B'SXKITbCA 3 HaMU 3a
LONOMOroto opmu cnyxbu NigTpuMKn abo eneKTPOHHOK MOLLTO0 33 agapecoto dpo@eset.sk. Ans
ideHTugikauil My nonpocMMo HagaTy Taky iH(opMauito: iM'a, agpecy eNeKTPOHHOI NoWTK Ta, 3a
HasiBHOCTI, NiLeH3iNHMI KoY abo HoMep KJieHTa 1 Micue poboTun. He HaacunanTe Ham By ab-aKi iHLUI
nepcoHanbHi AaHi, HaNpUkKNag faTy HapOOXKEHHSA. X04eMOo 3a3HaunTu, Wwo ana obpobkum Baworo
3annTy, a TaKoX Ans igeHTudikauii M obpobnsTnmMemo Bawi nepcoHanbHi AaHi.

MpaBo Bigknukatu 3roay. [paBo BiAK/IMKATK 3rofy 3aCTOCOBYETHLCA A0 AaHUX, fKi 06pobnaoTbca
nuwe 3a 3rogoto. Akwo Mu obpobndemo nepcoHanbHi AaHi Ha NiacTasi Bawoi 3roamn, Bu maeTe npaso
BiAKNMKaTK il B 6yab-AKMi Yac 6e3 NOSACHEHHS MNPUYUH. BioKNMKaHHS 3roam 3aCTOCOBYETHLCA NULLE A0
ManbyTHiX onepauin 06pobKmn N He BNAMBAE Ha 3aKOHHICTb AaHUX, 06pobneHnx 0o BigKANKaHHS.

MpaBo Ha 3anepeyeHHsA. [1paBo Ha 3anepeyvyeHHs 3aCTOCOBYETHLCA, KoM 06pobka AaHux
30iNCHIOETBLCA Ha OCHOBI 3aKOHHUX IHTEpPEeCiB KOMMaHii ESET abo TpeTboi CTOPOHU. AKLo Mu
0bpobsiseMo nepcoHanbHi AaHi 4518 3aXUCTY 3aKOHHOrO iHTepecy, Bu, Ak cyb’eKT faHUX, MaeTe nNpaso
B Oyib-AKMI Yac 3arnepeynTy NpoTN 3a3HAa4€HOro HaMm 3aKOHHOr o0 iHTepecy 1 06pobku Balumnx
NepCcoHaNbHNX AaHMX. 3anepevyeHHs 3aCTOCOBYETLCA e A0 ManbyTHix onepaLin o6pobku i He
BMJIMBAE Ha 3aKOHHICTb AaHMX, 06pobneHnx oo 3anepeyeHHs. ko M obpobnsemo Baui
nepcoHabHi AaHi B LiNAX NPAMOro MapKeTUHIY, HAaBOAUTY MPUYNHA A5 3anepeyeHHs He NoTpibHo.
Lle TakoX CTOCYETbCSA POPMYyBaHHSA MPOGIiNiB, OCKiSIbKM BOHO MOB'A3aHE 3 NPSAMUM MapKeTUHI oM. Y
BCiX iHWMNX BUNaLKax Mu npocmmo Bac KOPOTKO MOBIZOMUTN HaM, YOMY By He 3rofiHi i3 3aKOHHUM
iHTepecoM KoMNaHii ESET f,o 06pobky Balmx nepcoHanbHUX AaHMX.

3BEepHiTb yBary, Lo B AesKNX BUMaLKax, He3Ba)kalo4mn Ha BiAKIMKaHHA Bawoi 3roan, Mu maemo
npaBo Ha nofanblly 06pobKy Balumx nepCcoHasibHUX faHUX Ha iHLWI NPaBOBi OCHOBI, HAaNPWUKNag
L)1 BAKOHAHHS YMOB [OroBOpY.

MpaBo Ha pocTyn. K Cy6'eKT gaHnx Bu maeTe npaBo B OyAb-9KMI Yac HE3KOLWTOBHO OTpMMaTK
iHhopMaLito Npo CBOI AaHi, Lo 36epiratoTbCs KOMMNaHi€e ESET.

MpaBo Ha BuNpaBseHHA. AKL0 Bali nepcoHanbHi AaHi, SKi nepebyBatoTb y HalloMy
PO3MopALXKEHHI, MiCTATb NOMUAKY, B MaeTe npaBo Ha Il BUNpaBieHHS.

MpaBo Ha BupaneHHs h obMeXxeHHA 0Opobku. Sk cyb’'ekT gaHnx Bu MmaeTe npaBo BMMaraTu
BUAaNeHHA 4 obmexxeHHs 06pobku Balimx nepcoHanbHMX gaHmnx. Akwo ang o6pobkm Bawwmx
NepCcoHaNbHUX JaHMX HE 3aNMWKNTbLCSA NPaBoBMX MiACTaB (Hanpuknag, 4orosopy 4v Bawoi 3rogn), Mu
HeramnHo BMAAAMMO iX. Balli nepcoHanbHi AaHi Takox byae BuAaneHo B KiHUi TepMiHy 36epiraHHs,
LLLOMHO BOHM Binblue He ByayTb NOTPIOHI ANA BKa3aHMX A8 HUX Linen.

AKWo Mun BUKOPUCTOBYEMO Balli NnepcoHanbHi AaHi BUKIOYHO 3 METOK NPSIMOro MapKeTuHry, i Bu
BiOKJIMKaNM CBOIO 3rofy abo 3anepeynsiv NpoTu OCHOBHOIO 3aKOHHOIO iHTepecy KoMmaHii ESET, Mu
obmexmmo 06pobky Baluumx nepcoHanbHUX AaHUX LWAAXOM BKAOYEHHS Ballnx KOHTaKTHUX LaHUX Y
HaLL BHYTPILUHIA YOPHWUIA CMICOK i3 METOI YHUKHEHHS HebaXXaHMX KOHTaKTiB. IHakLwe Balui
nepcoHanbHi aaHi byne BmaoaneHo.
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3BepHiTb yBary, wo Mu Mmoxemo byTr 30608'a3aHi 4OTPUMYBATUCb YMOB | TEPMIiHIB 36epiraHHs
LlaHnX, YCTAHOBJIEHUX 3aKOHO4aB4YMMM abo HarnNa40BUMKU opraHaMu. YMOBM N TepMiHuM 36epiraHHs
LaHUX TaKoXX Moxe ByTn B3Ha4yeHO B 3aKOHOA4aBCTBI CnoBay4ymHu. icns 3aBepLieHHs BiANOBIAHOIO
nepioay Yacy gaHi BUAANATUMYTbCSA 3BUHANHUM YAHOM.

MpaBo 3abe3ne4ynTN MOXKJIMBICTb NepeHOoCy paHuX. K cyb’'ekT AaHux Bu moxeTe oTpumaTtn
Balwi nepcoHanbHi AaHi, aKi 0bpobnse komnaHis ESET, y hopmaTi XLS.

MpaBo Ha NnomaHHA cKapru. Ak cy6’ekT gaHnx Bu maeTe npaBo B Oyab-9KMI YacC 3BepTaTMCA 3i
CKaprow A0 HarnsaoBUX OpraHis Bnaau. ESET € cy6'eKTOM peryntoBaHHA BiAMNOBIAHO 00 3aKOHIB
CnoBaubkoi Pecnybnikn. BianosigHMM HarnagoBMM OpraHoM € YnpaBAiHHA 3 NUTaHb 3aXUCTy
nepcoHanbHMX aaHmx Cnosaubkoi Pecnybniky, po3TalloBaHUM 3a aipecoto Hraniéna 12, 82007
Bratislava 27, Slovak Republic.

OOpobKa nepCcoHaNbHUX BAaHMUX.

Cepsicu Big ESET peanizoBaHi B HallMx Beb-npoayKTax Ta Ha4aloTbCA Ha YMOBAX, BUZHAYEHUX Y
[OKYMEHTI «YMOBM BUKOPUCTaHHA» (Bani — «YB»), oaHaK aeski 3 HUX notpebyioTb 0Co6AMBOI yBaru.
Mwn xo4emo HagaTu Bam binblie BigomocTen npo 36ip gaHMX, WO NOB'A3aHUN i3 HaZ4AHHAM HaLLUUX
nocnyr. Mn Haflaemo pi3Hi cnyxbu, sk nepeabayeHo ymMosamy Ta B LOKyMeHTaLlil. LLo6
3abe3nedvyBaTy poboTy BCiX LUX CNy6, Ham HeobxiaHo 36upaTy AaHi, AKi HaBeAEHO HMXKYE:

OaHi npo niueHsii Ta po3paxyHKU. BignosigHo 00 YMHHOro 3aKoHo4aBCcTBa abo 3a Bawoio 3rogoto
KOMMaHis ESET 36upae 1 06pobnse Taki BiAOMOCTI, 5K iM'a, aapecy eNeKTPOHHOI NOLTK, NiLeH3iNnHNNA
KJI0Y i (SKLLO 3aCTOCOBHO) agpecy, Micue poboTun Ta naaTiXKHI AaHi 3 METOK NPOBEAEHHS TaKMX
3ax0fiB: aKTMBaLia NiLeH3sil, foCcTaBKa NiLEeH3INHOro KjYa, HaraflyBaHHA Npo 3aKiHYeHHS TEPMIHY
Lii, 0bpobka 3anmTiB Ha NIATPUMKY, NepeBipKa CMPaBXHOCTI NiLeH3ii, HagaHHA cnybu 1
HaOCWAaHHA CNOBILLEHb, BKOYA04Y MapKeTUHIOBI NOBIAOMAEHHS. 3@ 3aKOHOM KOMMaHis ESET
3060B’A3aHa 36epiraTn NnaTiXXHy iHDopMauito npoTarom 10 pokis, NpoTe iHGOopMaL,ito NPOo JiLeH3ito
6yne aHOHIMI30BaHO He Ni3Hille HiX Yepe3 12 MicAuiB nicns 3aKiHYeHHSA TePMiHY Aii niueHsii.

OHOBNEHHA M iHLWIi CTAaTUCTUYHI AaHi. 3 MeTOK BNPOBaLXEHHSA OHOBJIEHb, 0OC/TyrOBYBaHHS,
3axuMCcTy 6e3nekun Ta NONIMNLWEHHSA HaLLOi CEPBEPHOI iHOPaACTPYKTYpu Mu obpobnsiemo iHhopmalito,
NoB’s13aHY 3 NPOLLECOM iHCTanAuil 1 BaWlMM KOMM'IOTEPOM, 30KpeMa naaTgopMoto, Y AKin
iHCTanboOBaHO MPOAYKT, @ TaK0X iH(opMaLlito Npo onepauii 1 PYHKLiIOHANbHICTb HALIMX NPOAYKTIB,
30KpeMa BigoOMOCTi Npo onepauinHy cuctemy n obnagHaHHSA, iLeHTUdIKaTopKW iHCTanAuii Ta niueHsii,
IP-afpecu, MAC-agpecy Ta napameTpu KOHQIrypauii npoaykTy.

L iHdopmauis 36epira€eTbCa OKPeMO Bifl iAeHTUDIKaLINHMX gaHUX, HeobXigHNX Ansa uinewn
NiLleH3YBaHHSA Ta BUCTaBJIEHHA PaXyHKIB, OCKiJIbKY B LbOMY BUNALKY ifeHTUdikauia KiHuesoro
KopuncTyBaya He noTpibHa. MNepiog 36epiraHHA: 0o 4 pokKiB.

CucteMma penyTauii ESET LiveGrid®. OOHOCTOPOHHI XeLwli, MOB’'A3aHi i3 3arpo3amu, 06pobnaoTbCcs ans
3abe3neyeHHsa poboTn cnctemn penyTauii ESET LiveGrid®, ika NigBULLYE €DEKTUBHICTb pilleHb OS
3aXMCTY BiA WKignueoro M3, 3aincHioYM nepesipKy dannis 3a 6inUM i HOPHUM CNUCKaAMN B XMapPHIN
6a3i naHnx ob6’ekTiB. Llen npouec He nepenbayae ineHTUdIKaLito KiHLEBOro KOPUCTyBaYa.

Cucrema 3BOPOTHOro 3B’A3KY ESET LiveGrid®. OTpuMy04¥ Nifo3pini 3pa3ku Ta meTadaHi Big
CUCTEeMM 3BOPOTHOIO 3B'A3KY ESET LiveGrid®, MM MOXXEMO MUTTEBO pearyBaTu Ha noTpebu
KOPWCTYBaYiB i NiATPUMYBaTN CUCTEMU ESET B aKTyasIbHOMY CTaHi. AKiCTb pobOTK HaWMX NPOaYKTIB
3aJ1eXXUTb Big Takoi iHhopMauii, AKy MM OTPUMYEMO Bif Bac:
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e 3arposu, 30Kkpema MoTeHUiHI 3pa3Ku BipyCiB i IHWINX WKIAAMBMX Ta NiLO3PiANX Nporpam;
nNpo6bnemHi, NoTeHuinHO HebaxxaHi abo NoTeHUinHO Hebe3dneyHi 06’eKTK, 30KpeMa BUKOHYBaHI
annu, NoBiAOMNEHHSA €1eKTPOHHOI NOLWTK, No3Ha4YeHi Bamn abo HawMM NpoayKTOM K CraMm;

e |H(hOopMaLis WOoA0 BUKOPUCTAHHSA IHTEpHETY, 30KpeMa IP-agpeca 1 reorpadiyvHi gaHi, IP-nakeTw,
URL-agpecun i kaapw Ethernet;

o ®annn aBapinHoro gamna 3 nos’'a3aHoto iHopMaLi€eto.

Mu He MaeMOo HaMipy 36upaTu Bawi aaHi, Aki He BXOAATb A0 3a3HAa4YeHOro nepeniky, ogHak iHoAi
LbOMY HEMOXX/IMBO 3anobirTn. Bunaakoso 3ibpaHi AaHi MOXyYTb 36MpaTUCs WKIAAMBAM NPOrpaMHUM
3abe3neyeHHaM i HagxoanTu besnocepeaHbO 3 HLOro (6e3 Balioro Bigoma abo 3roan) abo
HaOXoAWTW B iMeHax hannis 4n URL-agpecax. M He MaeEMO HaMipy BUKOPMUCTOBYBATM TakKi AaHi B
Hawwwmx cuctemax abo obpobntoBaTH ix BiANOBIAHO O YMOB, BU3Ha4YeHMX Li€to MoniTuKoto
KOHQiOEHUINHOCTI.

Yca iHhopMauif, oTpMaHa 1 06pobneHa Yepes cucTemy 3BOPOTHOrO 3B A3KY ESET LiveGrid®,
npu3HavyeHa Oas BUKOpUCTaHHA 6e3 igeHTugikauii KiHueBoro kopnctysaya.

TexHiyHa niaTpuMKa. KoHTakTHa iH(hopMaLisa, BIiGOMOCTI NPOo NiLeH3ito Ta AaHi, fKi MICTATLCA B
3anuTax Ao cnyxom NigTpMMKKU, MOXXYTb 3HaZ0OUTUCA NS HagaHHS NOCAYr NiATPUMKK. B
3a/1e)XXHOCTIi Big 06paHOro KaHany 3B'13Ky MU MOXXeMO 306upaTK TaKi AaHi: agpeca eNeKTPOHHOI
nowTwn, HoMep TenedoHy, AaHi NiLeHsii, AaHi NPOAYKTY i onuc Balloro 3BepHEHHS 80 CyX6bu
niaTpMMKKU. [Jo Bac MoXKe HaAinTy 3anuT WOAO HaAaHHS iHLWOT iHopMaLii AN NMPUCKOPEHHS
obcnyrosyBaHHs cyx6010 NiATPUMKK. JaHi, wo obpobnsanncs 3 MeTo HagaHHSA TEXHIYHOT
niaTpumkm, 36epiraloTbCa NPOTAroM 4 poKiB.

3BepHiTb yBary, o aKLwo ocoba, ska BUKOPUCTOBYE HaLli NPOAYKTU Ta Ciyxbu, He € KiHLeBnM
KOpuCTyBayeM, akmin npuabdas NpoaykT abo cnyxby n yknas i3 Hamn YmMoBu (Hanpuknag,
cniBpobiTHUK KiHLEBOro KopucTyBayda, Y4aeH cim'i abo iHwa ocoba, ynoBHOBa)keHa BUKOPUCTOBYBATH
npoaykT abo cnyxby KiHueBuM KopucTyBayem BianoBiaHO A0 JliueH3inHoi yrogmn), obpobka aaHumx
30iNCHIOETLCA B 3aKOHHMX iHTEpecax KOMMaHii ESET y pO3yMiHHi CT. 6 (1) (f) GDPR, wob gaTtn 3mory
KOPUCTYBa4y, ynoBHoBa)keHOMY KiHLEBMM KOPUCTYBa4YeM, BUKOPUCTOBYBATM MPOAYKTMN Ta CNyxbu,
L0 HajatTbca Hamu BignoBigHO 40 YMOB.

KoHTakTHa iHpopmauin

AkwWwo Bu baxkaeTe ckopucTaTuca Bawmmm npaBamum sk cy6’ekTa 3aXmMCTy AaHnx abo MaeTe NUTaHHSA
4/ 3aCTepeXXeHHS, HaAIWNITb HaM NOBIAOMNEHHS 3@ TaKoK aapecoto:

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk
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