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ESSENTIAL SECURITY

ESET NOD32 Antivirus

ESET NOD32 Antivirus NpeacTaBaseT coboi HOBbIM NOAXO0A K CO34aHNI0 AENCTBUTENBHO KOMMJIEKCHOW
cMcTeMbl 6e30MacHOCTM KoMMNbloTepa. HoBenwas BepCcns aHTUBUPYCHOIo sapa ESET LiveGrid®
obecneymBaeT CKOPOCTb M TOYHOCTb, Heobxoaumble ons 6€30NacHOCT KoMMbloTepa. Taknm
obpa3om, NpoayKT NpeacTaBnseT cobon MHTENNEKTYaNbHYIO CUCTEMY HENPEPBLIBHOM 3aLLUTLI OT aTak
N BPEAOHOCHbLIX NPOrpaMM, KOTOPbIE MOFYT yrpoXaTb 6€30MacHOCTM KOMMbIOTEPa.

ESET NOD32 Antivirus — 3TO KOMMJIEKCHOE peLleHmne ans obecnevyeHns 6e30nacHOCTM, B KOTOPOM
COYeTaeTCA MaKCUMMallbHas CTENEHb 3alUTLI U MUHUMaIbHOE BIMSHUE Ha MPOU3BOANTENbHOCTb
KOMMbloTepa. Halim coBpeMeHHble TEXHOIOrUM UCMONb3YIOT NCKYCCTBEHHbIA MHTENNEKT LS
NpPeaoTBPALLEHNS 3apaXKEHNS BUPYCaMU, WMUOHCKUMU, TPOSHCKUMM, PEKIAMHBIMU NPOrpaMMamMi,
4epBsSIMU, PYTKUTAMMN 1 APYruMK yrpo3amu 6e3 BIUSHNS Ha NPOV3BOANTENBHOCTb CUCTEMBI 1
nepepbiBOB B paboTe KoMMblOTEpA.

BO3MOXXHOCTM M NpeuMyLLecTBa

Y nyywieHHbIN
nHTepdenc

TeMHbIA peXxum

3awuTa oT
BMPYCOB U
LUNMUOHCKUX
nporpamMm

PerynspHble
obHoBnEHMsA

ESET LiveGrid®
(penyTauums Ha
ocHoBe obnaka)

KoHTposb
YCTPOMUCTB

WHTepdeinc B 3TON BEPCUM 3HAYUTESNILHO YNIYHLIEH U YMPOLLEH C YH4ETOM
pe3yNbTaToB TECTMPOBAHMS Ha NpeaMeT ynobcTBa ncnosib3oBaHus. Bee
HOPMYSIMPOBKIM U YBELOMJIEHWS, NPUCYTCTBYIOLLME B Fpadnyeckom
nHTepdence nonb3oBaTens, ObiIN TWATENBHO NPOAHANN3NPOBAHbI, U TENEPb
NHTepdenc noaaepXMBaeT A3blIKM C HAMMCAHMEM CrpaBa HasleBo, HanpuMep
NBPUT 1 apabckuin. UHTepHeT-cnpaBKa Tenepb MHTErpupoBaHa B ESET NOD32
Antivirus U COAEPXUT ANHAMNYECKN 0OHOBAISIEMblE CTaTbW MO NOAAEPXKKE.

PaclunpeHne, C NOMOLLbIO KOTOPOro MOXXHO BbICTPO BKAOYNTL TEMHYIO TEMY
ANs 3KpaHa. MpeanoynTaemyto LBETOBYIO CXEMY MOXXHO BbibpaTb B pa3gene
DJIEMEHThI MHTEpdenca.

Ynpexnaatouee obHapy)KeHne 1 04nCTKa 6o/blIero Koam4yecTBa U3BECTHLIX U
HEeN3BECTHbIX BUPYCOB, YepBeW, TPOSHCKMX NPOrpaMm 1 pyTKUTOB. MeToq,
PaCLUVPEHHON 3BPUCTUKN UAEHTUDNLMPYET faXKe PaHHEe HEN3BECTHbIE
BPEeAOHOCHbIE MPOrpaMMbl, obecneymBas 3aLMTy Ballero KOMnboTepa oT
HEN3BECTHbIX YrPO3 U HENTPaNM3ys UX 40 TOr0, Kak OHV MOTYT MPUYNHAUTD
Kakon-nnbo Bpen. OyHKLUN 3aWnUTbl LOCTYNa B IHTEPHET U 3aWwuThl OT ...
paboTaloT NyTeM oTCNeXuBaHMs obMeHa AaHHbIMKU Mexay Beb-bpay3epamum u
yZaseHHbIMN cepBepaMu (B TOM Ymcsie SSL). OyHKLMUSA 3aLMTbl MOYTOBOroO
KAneHTa obecneynBaeT KOHTPOJIb 06MeHa coobLeHMs MU Yepe3 NPOTOKObI
POP3(S) 1 IMAP(S).

PerynspHoe obHoBneHne Mmoayns obHapyxeHuns (paHee N3BeCTHOro, Kak 6asa
LaHHbIX CUTHATYp BUPYCOB) 1 MPOrPaMMHbIX MOAY1EN — NyYHLIMIA CNocob
obecneynTb MaKCMMasbHbI ypoBeHb 6€30MacHOCTM KOMMbIOTEPA.

Bbl MOXXeTe NpoBepUTbL penyTaLuto 3anyLieHHbIX NPoLeccoB 1 (ainios
HenocpeaCcTBEHHO C NMOMOLLbI ESET NOD32 Antivirus.

ABTOMaTMYECKUN CKaHUPYeT BCe USB-yCTPONCTBa hI3L-NaMATH, KapTbl
NaMaATU, @ TakXKe KOMMNaKT- 1 DVD-ANCKW. BAIoKMpYeT CbeMHble HOCUTENN Ha
OCHOBaHWUW TWMNa HOCUTENS, NMPOU3BOAUTENS, pa3Mepa 1 APYrux
XapaKTEPUCTUK.



®yHKUMA HIPS Bbl MoXeTe 6oJiee feTalbHO HACTPOUTL NMOBEJEHNE CUCTEMbI, 331aThb
npaBuaa AN CUCTEMHOIO PeecTpa, akTUBHbIX MPOLLECCOB U MPOrpaMM, a
TaKXXe TOYHO HAaCTPOUTb MPOBEPKY COCTOSHUS Be30MacHOCTW.

Urposon pexxum  OTKNaAblBaeT BCe BCMJIbIBAlOLLME OKHA, 0OHOBEHNS NN ApYyrue AencTBuS,
Tpebytowme 60bLION HAarpy3kn Ha cMcTemy, 4Tobbl obecneynTb 3IKOHOMUIO
CUCTEMHbIX PECYPCOB AN1S UFP UKW APYTrUX NOJIHOIKPAHHbLIX NMPOLLECCOB.

Ins paboTbl PyHKUMIA ESET NOD32 Antivirus HEODXOAMMO UMETb aKTUBHYIO IMLIEH3MI0. PeKoMeHayeTCs
NpoAsieBaTh NNLEH3MI0 ESET NOD32 Antivirus 33 HECKOJIbKO HeAieslb 10 UCTEYEHNs CPOKa ee eiCTBus.

HoBbleé BO3MO)XHOCTHM

HoBble BO3MOXXHOCTMU B ESET NOD32 Antivirus Bepcumu 16.2

Intel® Threat Detection Technology

AnnapaTHas TEXHOJIOrMS, KOTOpPas BbISIBISIET MPOrpaMMbl-BbIMOTraTeNN, KOr1a OHU MbITaOTCA
n3bexaTb 0bHapy)XeHWs B NaMaTu. IHTerpauus 3Toil TEXHOOr MU MOBbILLAET 3aLLMTy OT NPOrpamm-
BbIMOraTenen 1 noaaepXXmBaeT obLLy0 NPOM3BOANTEIbHOCTL CUCTEMbI HA BbICOKOM ypoBHE. CM.
MHMOPMaLMIO 0 NOALEPXKMBAEMbIX MPOLLECCOPAX.

TeMHbIK pexum

ITa (hyHKLMA NO3BONSET BbIOpaTh CBET/IYIO UIN TEMHYIO LLBETOBYIO CXEMY N1A rpadnyeckoro
nHTepdenca ESET NOD32 Antivirus. LIBETOBYIO CXeMy Tenepb MOXXHO Mepek/toyaTb B MPaBOM BEPXHEM
Yray F1aBHOrO OKHa NPOrpaMMbi.

MpekpaweHa nogaep>xkKa Windows 7,8 u 8.1.

ESET NOD32 Antivirus 16.2 nogaep>xvuBaeTcs TOJbKO B Windows 10 1 11. [lonosiIHNTE/IbHbIE CBEAEHUSA CM.
B pa3gesie YcTtapeBLias Bepcns Microsoft Windows.

NMepepaboTaHHbIK pa3aen «PacluMpeHHble NapaMeTpPbl»

Pa3pnen PaclumpeHHble napaMeTpsl bbin nepepa60TaH, B pe3yJsibTaTe Hero HaCTpOIZKI/I
crpynnmnpoBaHbl Tak, 4TObbI YAYHLWNTb pa60Ty nosnb30BaTenA.

YT06bl OTKNIOYNTL YBEAOMAEHUA O HOBbIX BO3MOXKHOCTAX, BbibepuTe PacluvpeHHble
napameTpbl > YBeQOMJIeHUs > YBeAOMIeHUA Ha paboyem ctone. LLenkHnTe U3MeHUTb
pPALOM C 31eMeHTOM YBeAOMNeHUs Ha paboyeM cTtone, CHUMUTE (hiaxxok OTobpaxkaTb
yBe A OMJIEHUA O HOBbIX BO3MOXXHOCTAX N HaxxmMuTe KHomnky OK. [1ng nonyyveHus
LAOMONHUTENbHbIX CBeAEeHUI 00 YyBEAOMAEHNSAX 03HAKOMbTECH C pa3AenoM YBeooMIEHNS.

MoApObHBIN CNNCOK M3MEHeHN B ESET NOD32 Antivirus CM. B pa3gene XKypHasibl M3MeHeHnn ESET
NOD32 Antivirus.



https://support.eset.com/kb8336
https://help.eset.com/changelogs/?product=eav
https://help.eset.com/changelogs/?product=eav
https://help.eset.com/changelogs/?product=eav

Kakou y MeHfl NpOAYKT

B cBOVX HOBbIX MPOAYKTax ESET peanusyeT cpeactsa 6€30MacHOCTM pPasanNyYHOro YPOBHS: OT MOLLHOMO
1 BbICTPOro aHTMBUPYCaA 10 KOMIJIEKCHOTO PeLLEHNs No obecneyeHnto 6e30MacHOCTW, MUHUMALHO
MCMOJIb3YIOLLEr0 CUCTEMHbIE PECYPChI. BOT 3TV NPoayKThI:

e ESET NOD32 Antivirus
¢ ESET Internet Security
e ESET Smart Security Premium

YT00bl ONpeaennTb, KaKoi 13 NPOAYKTOB YCTAHOBJ/IEH Y BAaC, OTKPOWTE [JlaBHOE OKHO MPOrpaMmsl.
BBepxy OKHa Bbl yBUANTE UMS MPOAYKTa (CM. CTaTbio a3kl 3HAHWUI).

B npvBeneHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 |ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb 0bHapyxeHuns

PaclwmpeHHoe MalwnHHoe obyyeHne
BNOKNPOBLLMK 3KCNNOATOB

3almMTa OT aTak Ha OCHOBE CLieHapueB
3alMTa OT PULLNHIa;

3awmTa pgoctyna B HTepHeT

N N N N N 8N SN
N N N N N SN S
N N N N SN SN S

CncTema HIPS (B TOM YMce 3almTa OT NporpamMm-
BbIMOraTesnen)

3awumTa oT crnama

®anepson

MNHCneKkTop ceTun

3awmTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTa 6GaHKOBCKON onJiaThbl
PoaouTenbCKnin KOHTPOJIb

N N N N N N N 8N s

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard
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1 HekoTopble NpofyKTbl MOTYT ObITb HEAOCTYMHbI Ha BalLeM fi3blKe MW B BalleM peruoHe.



https://support.eset.com/kb758

TpeboBaHua K cucteme

Ons onTUManbHOro PyHKLNOHMPOBAHMS ESET NOD32 Antivirus Ballla CMCTEMa A0J1)KHA 0TBEYaTb
cnenyowum TpeboBaHMAM K annapaTHOMY 1 NPorpaMMHoMy obecrneyeHuto:

NMoppep>XMBaembie NPOLLECCOPbI:

Mpoueccop Intel MM AMD, 32-pa3psagHbii (x86) C HAOOPOM MHCTPYKLNIA SSE2 nnn 64-pa3paaHbli (x64),
yactoTon 1 'y n BbiWwe
npoueccop ARM64, 1 'y, 1 Bbilwe

Oﬂepal.l,VIOHHaﬂ CUCTéMa nogpep>xvuBaetcs
Microsoft® Windows® 11

Microsoft® Windows® 10

Ins nocnepHen ESET NOD32 Antivirus TpebyeTcsa onepaumoHHasa cucteMa Windows 10 Uau
Windows 11. EC/in Bbl HE MOXKeTe MOBLICUTb BepPCUo Windows, YCTaHOBMTE ESET NOD32 Antivirus
Bepcum 16.0. [lonosIHUTEsNIbHbIE CBEAEHNSA CM. B UHTEPHET-CNPaBKe no ESET NOD32 Antivirus

Bepcumn 16.0.

PerynsipHo 06HOBNSNTE ONEPALMOHHYIO CUCTEMY.

TpeboBaHua gna pyHKLMKA ESET NOD32 Antivirus

B TabnuLe HUXe ykasaHbl TpeboBaHUs K cMCTeMe ANs onpeaeneHHbiX QyHKLMIA ESET NOD32 Antivirus.

Intel® Threat Detection Technology CM. nHgopMaLnio 0 NoALepKMBaeMbIX MPoLLEeCCopax.
Mpo3payHbIn hoH Windows 10 Bepcun RS4 1 6osee No3gHnx BEPCUil.
CneunanusnpoBaHHOe CPeACTBO 04UCTKM [poLeccop He Ha apXUTEKTYpe ARM64.

CpelcTBO OYUCTKU CUCTEMBI Mpoueccop He Ha apxMTeKType ARM64.
BAOKMPOBLLMK 3KCMNOATOB Mpoueccop He Ha apXUTeKType ARM64.

nybokas noBegeH4YeCKas NpoBepKa Mpoueccop He Ha apxMTeKType ARM64.

Apyroe

Ons akTMBauum ESET NOD32 Antivirus M Hagnexallen paboTel 06HOBAEHNA HeobX0ANMMO NOAKIYEHNE
K UHTepHeTy.

[lBe nporpamMmbl Mo 3alMTe OT BUPYCOB, paboTatoLime 04HOBPEMEHHO Ha OLHOM YCTPONCTBE,
BbI3bIBAOT HEN36eXXHble KOHMPINKTbI CUCTEMHbIX PECYPCOB, HanpuMep 3aMeansoT paboTy cucTemsl
[0 Hepaboyero cocToAHUS.
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YcTapeBLwwasa Bepcua Microsoft Windows

Mpobnema

* Bbl XOTWTE YCTAaHOBUTb NOC/EAHIOI BEPCMIO ESET NOD32 Antivirus Ha KOMMbIOTEP C Windows 7,
Windows 8 (8.1) unn Windows Home Server 2011

* Bo BpeMsi yCTaHOBKM ESET NOD32 Antivirus 0ToOpakaeT owmnbKy YcTapeBLuas onepalLUuoHHas
cucteMma

MoppobHoCTH

Ina nocnegHen ESET NOD32 Antivirus TpebyeTcsa onepaumoHHas cucteMa Windows 10 uam Windows 11.

PeweHue
ﬂ,OCTyI'IHbI cnepyrowne peweHna:
ObHoBneHue f0 Windows 10 unm Windows 11

Mpouecc nepexofa 0THOCUMTESIbHO NPOCT, U BO MHOMMX C/yYasax Bbl MOXXeTe caenatb 3To 6e3 notepu
thannos. MNepepn nepexofoM Ha Windows 10:

1. Pe3epBHOE KOMNPOBAHNE BaXKHbIX OAHHbIX.

2. MpoynTanTe cTaTbio MankpocodT ObHOBNEHME 10 Windows 10: BOMNPOCKI 1 OTBEThI UK
ObHoBneHMe 10 Windows 11: BOAPOCH! N OTBETLI M 0BHOBMTE CBOK OMEpPaLNOHHYI0 CUCTEMY
Windows.

YcTaHoBKa ESET NOD32 Antivirus Bepcum 16.0

Ecnin Bbl He MOXKeTe MOBLICUTb BepCuio Windows, YCTaHOBUTE ESET NOD32 Antivirus Bepcumn 16.0.
[lononHUTeNbHbIE CBEAEHNS CM. B UHTEPHET-CMPaBKe no ESET NOD32 Antivirus Bepcum 16.0.

NMpodunakTuka

Mpu NCNONb30BaHNM KOMMbloTEpa, 0C0beHHO BO BpeMs paboThl B IHTepHETE, HEO6XOAMMO NMOMHUTb,
4TO HM OJHa CMCTEMA 3aLUNTbl OT BUPYCOB He CNocobHa MOMIHOCTbIO YCTPaHUTb ONAaCHOCTb
3apaXKeHWU U yaaneHHbIX aTak. YTobbl JOCTUrHYTb HaUBbLICLLIEN cTeneHn 6e30MacHOCTY 1 KoMGOopTa,
Ba>XHO MCMO0/1b30BaTh PeLleHne ANs 3aliUThl OT BUPYCOB Haasexallum obpa3om 1 cnegoBaThb
HECKObKMM MOSIe3HbIM NpPaBKIaM.

PerynapHo obHoBAAWTE CUCTEMY 3aLUUTbl OT BUPYCOB

CornacHo CTaTUCTUYECKMM AaHHbIM, MOJlyYeHHbIM OT CMCTEMbI ESET LiveGrid®, e)KeIHEBHO
MOABASIOTCS ThICSAYMN HOBbIX YHUKAJIbHBIX 3apaKeHuid. OHM co3aaHbl Ans 06xoa CyLLEeCTBYIOLLMX Mep
6e30MacHOCTM 1 NMPUHOCAT AOXO0L UX aBTOPaM 3a CYET APYrux nosb3osaTtenein. CneunanuncTsl
nccnenoBaTebCkon nabopaTopun ESET eXXeHEBHO aHAM3UPYIOT TaKne yrpo3bl, MoAroTaBANBaOT U


https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-10-faq-cce52341-7943-594e-72ce-e1cf00382445
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://support.microsoft.com/windows/upgrade-to-windows-11-faq-fb6206a2-1a0f-448a-80f1-8668ee5b2bf9
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=installation
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=essp&version=16.0&lang=ru-RU&topic=os_eol
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks

BbIMYCKaloT 0OHOBNEHNA 4119 HENPEPbIBHOMO NOBbLILIEHNSA YPOBHS 3alLMThl Nosib30BaTenen. Ana
MaKCUManbHON 3NMEKTUBHOCTY 3TUX OOHOBNEHN BaXXHO HAaCTPOUTb UX HaZexalwinm obpa3om Ha
KOMMbOTEpe noJsib3oBaTens. JononHNTebHbIe CBEAEHWSA O HAaCTpoViKe 0OHOBMIEHUI CM. B rnaBe
HacTporka obHOBNEHWU.

3arpy>xaute naketbl oOOHOBNEeHUM ONepaLMoOHHOU CUCTEMBI U
APYrux nporpamm

ABTOpPbI BP€AOHOCHBIX MPOrPamMM YacTO UCMOb3YI0T Pa3/iNyHbIe YS3BUMOCTM B CUCTEME ANS
yBenn4eHns 3heKTMBHOCTU pacnpoCTpPaHEeHNS BPeOHOCHOr 0 KoAa. lNpnHMMas 3T0 BO BHUMaHMe,
KOMMaHUW-NPON3BOANTENN MPOrPaMMHOro obecneyeHns BHUMATENbLHO CeasT 3a NosBiAeHneM
0T4eTOB 0060 BCEX HOBbIX YA3BUMOCTSAX UX MPUNOXKEHUIA 1 PErYNIAPHO BbiNyCKatoT 0OHOBIEHNS
6e30MacHOCTY, CTAapPasiCb YMEHbLINTb KOSIMYECTBO NOTEHLMASbHBIX Yrpo3. O4eHb Ba)KHO 3arpy»aTb
3Tn 06HOBeHUst 6e30MacHOCTM cpa3y Xxe nocse ux Bbinycka. OC Microsoft Windows 1 Be6-6pay3epbl,
Takue Kak Internet Explorer, ABASOTCA NpUMeEpPaMm Nporpamm, 4Na KOTOPbIX PErYNIAPHO BbiMyCKaOTCS
obHoBNeHUst 6e30MacHOCTML.

PEBEPBHOG KONMUPOBaHUE BaXXHbIX AdHHbIX

ABTOpPOB BpPeAOHOCHbIX NporpamMmm obbl4HO He BecnokoAT npobniemMbl Nosib30BaTENEN, @ AENCTBUS UX
NPOAYKTOB 3a4aCTyt0 MPMBOAAT K NOJIHON HepaboTOCNOCOOHOCTI OnepaLnoHHON CUCTEMbI 1 MOTepe
BaXXHOW MHGopMaLmn. Heobxoammo perynsapHo co3faBaTh Pe3epBHbIE KOMWM BaXKHbIX
KOH(hMOEHUNANbHBIX aHHbIX Ha BHELWHUX HOCUTENAX, TaKNX Kak DVD-ANCKUN U BHELLHNE XXeCTKne
LVCKWN. ITO NO3BOJSIAET HAMHOIO npoLue 1 bbiCTpee BOCCTAaHOBUTbL AaHHbIe B C/lyvae c60s CMCTEMbI.

PerynapHo CKaHUpPYyWTe KOMMNbIOTEP Ha HasiMume BUPYCOB

MHOrne N3BeCTHblE N HEU3BECTHbIE BMPYChI, YEPBU, TPOSHCKME MPOrpamMMbl U PYTKUTI
0b6Hapy>X1BaTCS MOAYNEM 3aLLMTbI (hatIOBON CUCTEMbI B PEXMME peasibHOro BpeMeHu. 3To
03HAYaET, YTO MPU KaXKI0M OTKPbITUN (halina BbINMOJHAETCA €ro CKaHMPOBAHWE Ha HaslMymne
MPU3HAKOB [1eSTe/IbHOCTU BPEAOHOCHbLIX NMPOrpaMM. PEKOMEHAYEM BbIMOJIHATL MOJIHOE
CKAHVPOBaHNEe KOMMbIOTEPA MO KPalHeNn Mepe 0OAMH pa3 B MecCsiLl, NMOCKOJIbKY BPeLOHOCHbIE
NpOrpamMmbl M3MEHSAIOTCS, a MoAyJib 0BHapyXeHNs 0OHOBNAETCS KaXKAbliA [eHb.

CnepyinTte OCHOBHbIM NpaBuiaM be30MacHOCTH

970 Hanbonee 3hheKTNBHOE 1 NOJIe3HOE NPaBUNO — Bceraa byabTe 0OCTOPOXXHbI. Ha AaHHbIN
MOMEHT Ans paboTbl MHOIMX 3apa>keHnin (MX BbIMONHEHNS U PacNPOCTPaHeHNs) HeobxoanMMo
BMELLATEeNbCTBO NoSb30BaTeNd. Ecnm cobnogaTe 0OCTOPOXHOCTL NPU OTKPLITUN HOBLIX (hanios,
MO>XHO 3HaYUTESIbHO CIKOHOMUTb BPEMS 1 CUMbI, KOTOPLIE B MPOTMBHOM Cjlyyae ByayT noTpayvyeHbl Ha
yCTpaHEeHe 3apaXKeHni Ha KoMnbloTepe. Hnxe npuBedeHbl HEKOTOPbIE MONE3HbIE PEKOMEHAALNN.

* He nocewanTe nofo3puTesibHble Be6-CanThl C MHOXXECTBOM BCMJIbIBAOLLNX OKOH U
aHVMMPOBAHHOW peKNamoun.

* byabTe 0CTOPOXXHbI MpK yCTaHOBKe 6ecnnaTHbIX MPorpamm, NakeToB KOLEKOB U T. M..
Ncnonb3ynTe ToNbko 6e3onacHble NporpaMMbl 1 nocewante besonacHle Beb-canThbl.

* byabTe OCTOPOXHbI, OTKPbIBas BOXKEHMNS B coobueHuns 3J'IeKTp0HHOIZ NnoYThl (0COBEHHO 3TO
KacaeTcsa coobuieHunn, paccblslaeMbIX MaCCOBO 1 OTMpPaBJieHHbIX HEN3BECTHbLIMU muamn).



* He ncnonb3yinTe y4eTHYI0 3anncCb C MpaBaMn aiMMHUCTPATOPA A4St NOBCEAHEBHOM paboThbl Ha
KOMMblOTEpE.

CTpaHuLbl CNPAaBO4YHOW CUCTEMbI

[o6po no)kanoBaTb B PyKOBOACTBO M0Jib30BaTeNst ESET NOD32 Antivirus. [peacTaBieHHas 34ecb
NH(OPMaLMS 03HAKOMMT BacC C MPOrPaMMHbIM NPOAYKTOM U CAeNaeT NCNob30BaHNE KOMMbIOTEPa
6onee He3onacHbIM.

Havano pabotbi

I'Iepeu ncnosib3oBaHMeM nporpamMmmbl ESET NOD32 Antivirus Bbl MOXKETE 03HaKOMUTBLCA C Pa3INYHbIMU
TUNamm obHapyXEeHUN N yOaNeHHbIX aTak, C KOTOPbIMN MOXET CTOJIKHYTbCA MNOJIb30BaTEJ1b
KOMMblOTEpPa. Mbl Tak»Xe COCTaBWMAN CMUCOK HOBbIX (DYHKLMI, NOSBUBLLUMXCS B ESET NOD32 Antivirus.

HayHuTe C ycTaHoBKYM ESET NOD32 Antivirus. EC/I Bbl y)Xe YCTaHOBWAM ESET NOD32 Antivirus, CM. pasfen
PaboTa c ESET NOD32 Antivirus.

Ncnonb3oBaHMe CTPaHMUL, CMIPAaBOYHOU CUCTEeMbl ESET NOD32
Antivirus

MHTepHET-CI'IpaBKa pa3nesieHa Ha rfiaBbl N Noapa3aenbl. ans NPOCMOTpPa VIHCpOpMaLI,I/II/I 06 OTKPbITOM
B JaHHbIN MOMEHT OKHe B ESET NOD32 Antivirus HaXKMUTe Knasuwly F1.

MporpaMma Mno3BoJISeT NCKATb TeMY B CMPABOYHON CMCTEME MO KJIIOYEBbIM C/I0BaM WM BbIMOHATb
MOWCK COAEPXXMMOro, BBOAS KOHKPETHbIE C/I0Ba UK (hpa3bl. PasHuLa Mexay 3TUMKU AByMs
cnocobamm COCTOMT B TOM, HTO KJIOYEBOE C/I0BO, XapaKTepu3yloLee COAEPXUMOe CrPaBOYHOW
CTPaHMWLbI, MOXET OTCYTCTBOBaTb B TEKCTE 3TOW CTPaHMUbI. [OMCK Mo cioBaM 1 dpaszam
OCYLLECTBNIAETCS B COLEPKMMOM BCEX CTPaHWL. B pe3ynbTaTe 0TobpaxxaloTcs BCe CTPaHWLbI,
cofep xallme MMeHHo 3T CoBa U (pasbl.

[ns cornacoBaHHOCTY UHGOPMaLMK 1 BO n3bexaHne nyTaHMLbl B HACTOALWEM PYKOBOACTBE
NCNoNb3yeTCs TEPMUHOJION NS, OCHOBAHHas Ha UHTepderce nporpamMmmbl ESET NOD32 Antivirus. Kpome
TOro, ANS BblAeNeHNs 0C060 MHTEPECHBIX WU BaXXHbIX TEM B HAaCTOALLEM AOKYMEHTE UCMO/b30BaH
eaunHbI Habop CMMBOJIOB.

anIMeLIaHI/IFI copoepXxaT KpaTKne cBeneHna o HabnoaeHnsax. Bol MoXeTe nponyckaThb ux,
O0OHaKO B NMpMMeYaHUAX COOEPXXUTCA LleHHad I/IHCpOpMaLI,VIFI, HanpuMmep ceejeHna 0 KOHKPeTHbIX
(pyHKLI,I/IFIX NN CCbIJIKWN Ha COOTBETCTBYOLW e MaTepnanbl.

JTa I/IH(pOpMaLI,I/IFI Tpe6yeT Ballero BHMMaHWA, TakK 4HTO PEKOMEHAYEM €€ HE MPOonyCcKaThb.
ObbI4yHO Takas I/IHq)OpMaLI,I/Iﬂ Ba>XHa, HO HE KPUTUYECKN.

3T0 MHopmMauma o Tom, 4To TpebyeT 0coboro BHUMaHMA U OCTOPOXXHOCTU. OTMETKa
«BHUMAHWE!» ncnonb3syeTtcsa onsa 1oro, 41obbl yaepxaTb BaC OT NOTEHLUMAIbHO OMaCHbIX

A ownbok. MpoymTanTe n NOMMUTE TEKCT NPesynpPeXaeHNs, NOCKObKY OH COLEPXUT CBeAeHnA
06 NCKNYNTENBHO BaXKHbIX CUCTEMHbIX HAaCTPONKaXxX UM 0 BO3SMOXHbIX Yrpo3ax.

3T0 0bpa3eL MCMoIb30BaHMS MK NPAKTUYECKMIA NPUMEpP, MOMOTratoLWMiA NOHATb, Kak MOXXHO
CMoJIb30BaThb ONpeaeneHHY0 YHKLUIO NN KOMMOHEHT.


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=viruses
https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=dos_attacks

XXupHbIA WpuepT Ha3BaHWs 3n1eMeHTOB UHTepdenca, HanpuMmep ha)xKos nan
nepeksyaTenen.

Kypcus 3anofHUTeNN ANg NPeaoCTaBAseMol BaMi MHGOpPMaLMK. Hanpumep, ecau
TEKCT UMs haiina WanM NyTb YKasaH C UCMoJb30BaHWEM KYPCKBaA, 3TO
03Ha4aeT, YTo NyTb UK UMK daiiNa A0SIXKHbLI BBECTY Bbl.

Courier New O6pa3subl Koga nav KOMaHA,.
[mMnepccobiika ObecneynBaeT NPOCTON 1 BLICTPLIN AOCTYN K CBA3aHHbLIM pa3genaM uan

BHELWWHNM Beﬁ-CTpaHI/ILI,aM. rI/II'IepCCbI)'IKI/I BblOoendanTca CMUHUM LIBETOM U
NHOI Aa noa4epkKnBaHMEM.

%ProgramFiles% CncTeMHbIN KaTanor Windows, B KOTOPOM XPaHATCA NPOrpaMMbl,
ycTaHoBeHHble B 3Ton OC.

NHTepHeT-cnpaBKa — OCHOBHOW UCTOYHUK CNpaBOYHbIX cBefeHnin. Ecnm nogknyeHne K
NHTepHeTy yCTaHOBJ/IEHO, aBTOMATUYECKN OTKPbIBAETCA NOCTefHAS BEPCUA UHTEPHET-CMPaBKMu.

YcTaHOBKa

CyliecTByeT HECKOJIbKO cnocobos YCTaHOBKW ESET NOD32 Antivirus Ha KOMMbIOTEPE. Cnocobbl
YCTaAHOBKW MOT'YT OTJIN4aTbCA B 3aBUCUMOCTWU OT CTPaHbl U cnocoba nony4yeHmMa npoaykKTa.

* IHTEPaKTUBHbIA YCTAHOBLLVK: 3arpyXaeTcs C Beb-canTa ESET nim KoMnakT-/DVD-Aaucka. Maket
ON9 YCTAaHOBKM NOAXOANUT As BCEX A3bIKOB (BbIOEPUTE HYXHBbIN). IHTEPAKTMBHbINA YCTaHOBLLMK
npencTtasnseT cobon ann HebonbLWOro pamepa. [pyrne Heobxoanmele Aaa yCTaHOBKM ESET
NOD32 Antivirus Dali/ibl 3arpy>atoTCs aBTOMaTUYECKMN.

* ABTOHOMHa$ YCTAaHOBKA: B paMKax 3TOro TUMa YCTAaHOBKM UCMo/b3yeTcs (aita hopMaTa .exe,
pa3Mep KOTOPOro npesbillaeT pa3mep daitla MHTePaKTUBHOMO YCTAHOBLUMKA. Mpy 3TOM As
YCTaHOBKM He TpebyeTcs nofaknoyeHne K UHTepHEeTY nan AONOAHUTENbHbIE (haibl.

Mepen ycTaHOBKOW ESET NOD32 Antivirus ybeanTeCh, YTO Ha KOMMbOTEPE He YCTaHOBIEHbI
Apyrve Nporpammbl 3alinTbl OT BUPYCOB. EC/M Ha 0IHOM KOMMblOTEpPEe YCTaHOBMIEHO ABa U
bosee pelleHns ANs 3alnTbl OT BUPYCOB, MEXAY HAMU MOXXET BO3HUKHYTb KOH(INKT.
PekoMeHAyeTCsl yaanTb BCE MpoyMe NporpamMmbl 3aLUnThl OT BUPYCOB C KOMMbioTepa. Chncok
WHCTPYMEHTOB AN18 YAaNeHUs NMONyAsPHbIX aHTUBUPYCHbIX MPOrpaMM CM. B CTaThe Oasbl
3HaAHWUIA ESET (AOCTYMNHA Ha aHMTMACKOM M Ha HECKOJIbKUX APYrux si3blkax).

MHTepaKTMBHbIA YCTAaHOBLUUK

MNocne 3arpy3kKun rnakeTa As4 YCTaHOBKU MHTEPAKTUBHOIO YCTAHOBLLUWKA ABa)XXAbl LLENKHUTE q:)a|7|n
YCTaHOBKU U CJ'IE)J,yIZTe nowaroBbiM MHCTPYKLUMNAM MaCTePa YCTaHOBKW.

IOna ncnonb3oBaHUA 3TOro TUMa yCTaHOBKM HeobXxoANMO NOAKJII0YEHNE K NHTepHeTy.
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(es[E) SECURITY

YctaHoBuTb ESET Security

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET. g Q

HyxHa nomMoLlk ¢ YCTaHOBKOW?
(2 OTKpPEITE MHCTRYKUWKM N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0BATENRA

lMpopomkuTe Pyccrnii w

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAIOLWLEMCA MEHIO U LeNKHUTe MPoaoIKUTD.

Ecnn Bbl ycTaHaBvBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLe BEPCHMN C 3aLLMLLEHHBIMM
napoJieM HacTPOMKaMK, BBEAWUTE CBOW Naposib. Bbl MoXeTe KOHUIypMpPoBaThb Naposib 4s
HaCcTpoeK B pa3aene HacTporika focTyra.

2. BbibepuTe HacTPOVKK ANst caeayowmnx GyHKUUIA, NpoYnTanTe JINLEH3VOHHOE COralleHmne ¢
KOHEYHbIM M0J1b30BaTeNEM WU [10IMTUKY KOH(DUAEHLIMAALHOCTY U WenKHUTe MpoaosKUTbL UK
Pa3spewunTb BCe M NPOAOJSIKUTD, HTOObI BKOYNTL BCE (hYHKLMN:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTe bHble NPUI0KEHNS

* [IporpamMmma yay4leHns noJib30BaTeNbCKOro OnbiTa

Haxunmas MpoaosmKuTb 1N PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHNUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTuKon
KOH(pMOEeHUMabHOCTN.

3. Y10bbl aKTMBMPOBATHL 6€30MaCHOCTL YCTPOMCTBA, YNPaBATh €0 U MPOCMATPUBATL O HeW
CBEAEHNS C NOMOLLIbIO ESET HOME, NOAK/OYUTE YCTPONCTBO K YYETHOW 3anucu ESET HOME.
LLlenkHuTe MponycTuTb BXOA, 4TOObI NPOA0/IXUTL 6€3 noakntoYeHns K ESET HOME. Bbl cMOXXeTe
MNOAKJ/OYUTL YCTPOWCTBO K YYETHOWN 3anncu ESET HOME Mo3Xe.

4. B cnyyae npofosikeHns 6e3 noakntoyeHns K ESET HOME BbibepuTe onumnio akTusaumm. ECnm el
yCTaHaBsiMBaeTe 6onee HOBYIO BEPCUIO MOBEPX CTApOW, Ball IMLLEH3NOHHLIN KoY ByneT BBeaeH
aBTOMaTUYECKN.

5. MacTep yCTaHOBKM onpeaenseT, Kakoi NpoayKT ESET yCTaHaBIMBAETCS, COrlacHO Ballen
nuueH3nn. Bcerpga npenBapuTenbHO BelibpaHa BEPCUMS C MaKCUMabHbIM KOIMYECTBOM (hYHKLMIA
6e3onacHocTu. LLenkHnTe U3MeHUTb NPOAYKT, €C/IN HYXHO YCTaHOBUTh APYIYI0 BEPCUIO
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npoAykTa ESET. WenkHnTe MpPoaosIXUTD, 4yT0bbl Ha4YaTb npouecc yCTaHOBKN. OH MOXeT 3aHATb
HEKOTOpPOE BpeEMA.

Mpu HanM4mMn Kaknx-nmbo oCcTaTKoB (halnnoB NaM Nanok) NPoAyKTOB ESET, KOTOpble Bbinu
1 YAaneHbl B MpoOLIOM, BaM 6yaeT NpeAnoXeHo paspelunTb nx yaaneHue. LLlenkHute
YcTaHOBUTb, 4TOObI MPOLOIKNTD.

6. HaxxmMmTe KHoMnky FoToBO, 4TOObI 3aKPbITb MacTep YCTaHOBKW.

A YcTpaHeHune Henonafok npu yCTaHOBKE.

Mocne yCTaHOBKM M aKTUBALMKN MPOrpaMMbl HAYHETCS 3arpy3ka Moaynei. BoinonHsaeTcs
1 VHMLMaNM3aums 3alimThbl, 1 [0 3aBEpPLUEHNS 3arPy3Ku HeKoTopble (yHKLIMM MOTYT elle He
ObITb MONHOCTbIO OYHKLMOHANBHBIMU.

ABTOHOMHas YCTaHOBKa

3arpysnTe n yCTaHOBWUTE NPOAYKT ESET A4 Windows 419 JOMALUHEro UCMoJib30BaHMA C MOMOLLbIO
aBTOHOMHOI0 YCTaHOBLUMKaA (.exe) HVXKe. BuibepuTe, Kakyto Bepcuio NpoaykTa ESET HOME 3arpy3unTb
(32-pazpsagHyto, 64-pa3pagHyto Uan ARM).

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security Premium

3arpy3nTb 64-pa3psaaHyto 3arpy3nTtb 64-pa3psaaHyto 3arpy3nTb 64-pa3psaaHyo BEPCUIO
BEPCUIO BEpPCUIO 3arpy3nTb 32-pa3psaaHyto BEPCUIO
3arpy3nTb 32-pa3psaaHyto 3arpy3nTb 32-pa3psaaHyto 3arpysunTb BEPCUo ARM

BEPCUIO BEPCUIO

3arpysuTb Bepcuto ARM 3arpysnTb BEPCUo ARM

NHTEPaKTUBHOIO YCTaHOBLLIWKA.

| Ecnun y Bac akTuBHoe nogkno4eHne K IHTepHeTy, yCTaHoBMTE NMPOAYKT ESET C MOMOLLLO

Korpaa Bbl 3aMyCTWTe aBTOHOMHbINA YCTAHOBLLUMK (.exe), MacTep yCTaHOBKMU MOMOXXET YCTaHOBUTb
nporpammy.
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(es[E) SECURITY

YctaHoBuTb ESET Security .

MecnoneayiTe kKomMneoTep 4nA paboTsl, Mrp 1 obuleHkA, a 2awmTy obecnedmt ESET. g Q

HyxHa nomMoLlk ¢ YCTaHOBKOW?
(2 OTKpPEITE MHCTRYKUWKM N0 YCTAHOEKE
(2 OTKpPEITE PYKOECACTEC NOALZ0BATENRA

lMpopomkuTe Pyccrnii w

1. BoibepuTe HY)XHbI A3bIK B PACKPbIBAIOLWLEMCA MEHIO U LeNKHUTe MPoaoIKUTD.

Ecnn Bbl ycTaHaBvBaeTe 6osiee HOBYIO BEPCUIO MOBEPX MpeablAyLLe BEPCHMN C 3aLLMLLEHHBIMM
napoJieM HacTPOMKaMK, BBEAWUTE CBOW Naposib. Bbl MoXeTe KOHUIypMpPoBaThb Naposib 4s
HaCcTpoeK B pa3aene HacTporika focTyra.

2. BbibepuTe HacTPOVKK ANst caeayowmnx GyHKUUIA, NpoYnTanTe JINLEH3VOHHOE COralleHmne ¢
KOHEYHbIM M0J1b30BaTeNEM WU [10IMTUKY KOH(DUAEHLIMAALHOCTY U WenKHUTe MpoaosKUTbL UK
Pa3spewunTb BCe M NPOAOJSIKUTD, HTOObI BKOYNTL BCE (hYHKLMN:

* Cuctema obpaTHOM CBA3M ESET LiveGrid®

* [IoTeHLMAIbHO HeXeNnaTe bHble NPUI0KEHNS

* [IporpamMmma yay4leHns noJib30BaTeNbCKOro OnbiTa

Haxunmas MpoaosmKuTb 1N PaspewuuTb BCe U NPOAONIXKUTDL, Bbl NPUHNUMaeTe
JILeH3noHHOoe cornalleHne ¢ KOHeYHbIM NoJib30BaTesieM 1 cornallaeTech ¢ MoanTuKon
KOH(pMOEeHUMabHOCTN.
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3. LWenkHuTe MponycTuTb BXOA,. ECn y BaC eCTb Nogk/toyYeHne K IHTepHeTy, Bbl MOXeTe
NOAKJIIOYUTb YCTPOMCTBO K CBOEW Y4€THOW 3anucu ESET HOME.

4. WenkHuTe MponycTuTb aKTUBALMIO. [1115 NOSHOLEHHON PaboTbl pelleHne ESET NOD32 Antivirus
L0/KHO ObITh aKTUBUPOBAHO MOC/E YCTAHOBKW. [1Na akTVBaLIMN NporpaMmsl TpebyeTcs akTUBHOE
nofK/YeHne K HTepHeTy.

5. MacTep yCTaHOBKM MOKa3bIBAaET, KAKOW NPoayKT ESET 6yeT YCTaHOBJ/IEH, B 3aBUCMMOCTU OT
3arpy>XeHHOro aBTOHOMHOI0 YCTaHOBLLUMKA. LLienkHnTe MpomonXXuTb, 4Tobbl Ha4YaTb NpoLecc
yCTaHOBKMW. OH MOXET 3aHATb HEKOTOPOE BPEMSI.
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Mpu HaNM4MKM Kaknx-nmbo ocTaTkoB (haltoB UM Namnok) NPoayKToB ESET, KOTopble Bbinu
yZajieHbl B MPoOLWWJIOM, BaM ByAeT NpeasioxkeHo pa3peLmnTb ux yaaneHuve. LWenkHuTe
YCTaHOBUTb, YTOObI MPOLO/IKNTB.

6. HaxxmMmTe KHoMnky FoToBO, 4TOObI 3aKPbITb MacTep YCTaHOBKW.

AyCTDaHEHVIe HEenoJ1aAoK Npn yCTaHOBKE.

AKTUBaLUA NporpaMmbl

CyLlecTBYeT HECKOJIbKO CrocoboB akTMBaLMK NPOrpaMmMbl. JOCTYNHOCTb TOFO UM UHOTO BapuaHTa B
OKHE aKTMBaLMN MOXET 3aBNCETb OT CTPaHbl U cnocoba nonyvyeHns NporpamMmmbl (Ha KOMMNAKT- UK
DVD-AMUCKe, C Beb-CTpaHMUbl ESET U T. 4.).

* Ecam Bbl Nprobpenn po3HUYHY KOPOOOYHYIO BEPCUIO MPOAYKTA UKW NONYYUIN INEKTPOHHOE
MMUCbMO C MHGOPMaUMEN O INLEH3UN, aKTUBMPYNTE NPOAYKT, WenkHys Ucnonb3oBaTb
npuoSpeTeHHbIN JINLLEH3NOHHbIN KJI0Y. [115 YCNELWHOro BbINOIHEHNS aKTMBaLMM
NNUEH3NOHHbIN KoY HeobxoanMMo BBECTM B TOM BUAE, B KOTOPOM OH MPeaoCTaB/IeH.
JINLUEH3NOHHbBIN K04 — 3TO YHUKaNbHas CTPOKa B hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX NN XXXX-
XXXXXXXX, KOTOpas MCMonb3yeTca AN naeHTUUKaumm Bnagensla n akTueaunm aMueH3nn.
JINLLEH3MOHHbIN KJIH0Y, KaK NpaBuio, pacrnoioxXeH BHYTPY YNakKoBKM NPOAYKTa UK Ha ee
TbIJIbHOW CTOPOHE.

* Mocne Bbibopa NnapameTpa /cnosib30BaHne y4eTHOW 3anucn ESET HOME Bam byneTt
npenioXXeHo aBTOPU30BaTbLCA B YyH4€THOW 3anmncu ESET HOME.

* EC/M Bbl XOTWTE OLLEHWUTb NporpamMmy ESET NOD32 Antivirus, Mpexxie Yem NnokynaTb ee,
BbIbepuUTe BapuaHT becnsiaTHas npobHas Bepcus. YKaKMTe CBOM afpec 371eKTPOHHOM NOYTbI U
CTpaHy, 4Tobbl aKTUBMPOBaTL ESET NOD32 Antivirus Ha OFPaHWY€EHHbI NEPUOL BPEMEHN.
JInueH3smns Ha 6ecnnaTHyto NpobHyto Bepcuto ByneT oTrnpaBfieHa BaM M0 3JIEKTPOHHON MouyTe.
Ka)Zbli Nosb30BaTENb MOXET aKTUBMPOBATb TONbKO OAHY NPOBHYI0 TULLEH3NIO.

» ECM Y BaC HET NINLEH3UM, HO Bbl XOTUTE KYyNnTb ee, BbibepnTe BapuaHT «Mpuobpectu
NULLEeH3MI0». B pe3ynbTaTe oTKpoeTcs Beb-CalT MeCTHOro AUCTpUbLIOTOPa ESET. MosHbIE
NVLEH3UM NPOAYKTOB ESET A1 Windows A/151 IOMALLHEro UCroJib30BaHns He becrniaTHbl.

V3MeHNTb NNLEH3MI0 Ha NPOAYKT MOXXHO B Nitoboe BpeMs. s 3Toro LwenkHuTe CnpaBkKa u
noapep>xka > U3MeHUTb IMLLeH3MIO B [J1aBHOM OKHE rporpaMmbl, OTo6pPa3nTCa OTKPbITHIN
NOEHTUDUKATOP NNLLEH3UN, NPEAHA3HAYEHHbIN ANs ee naeHTuduKauum B cnyxxbe noaaepxku ESET.

A He ynasocb akTMBMPOBAThL NporpaMmy?
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NOD32 ANTIVIRUS

BribepuTe BapmaHT aKTMBaLMK

Mcnoab3oBaTth yueTHyo 3annck ESET U MpwobpecTn AMLEH3MIO

(-]
HOME AnA npuoGpeTeHuA NHLEHIMY 06paTHTECh K
ApTopu3yiiTecs B ESET HOME n BeibepuTe CcBOEMY ANCTENGBHTORY. ECAN BBl HE 3HAETE, KTO
NHUEH3NHD, YTobbl AKTHEWPOEATE NpoaykT ESET Ha BaLll AMCTPHBBIOTOP,00PATUTECE B HALWY CAYKEY
ELLEM YCTPONCTEE, NoANEPHKN.

p Mcnoab3yinTe npuobpeTeHHbI
JIMLEH3UOHHBIA KAKOY

Mcnonb3yifTe NULEHZNID, KYNIEHHYH Yepes
VIHTEDHET MK B MarasiHe,

BBOA, JIMLEH3UOHHOIO KJilo4a NMPU aKTUBaLlUMU

ABTOMaTU4YeCKMEe 0OHOBNEHMSA ABNSIOTCSA BaXKHbIM KOMMOHEHTOM Ballein 6e3onacHoCcT. ESET NOD32
Antivirus 6ygeT nonyy4aTb 06HOBIEHMA NOC/AE aKTMBaALUMN.

Mpu BBOAE JINLLEH3MOHHOIO KJ1I04a Ba)XXHO YKa3blBaTb €r0 UIMEHHO B TOM BMAE, B KOTOPOM OH
noslyyeH. JINLEH3NOHHBIA KJIlY — 3TO YHMKaslbHas CTPOKA B (hopMaTe XXXX-XXXX-XXXX-XXXX-XXXX,
KOTOpas Ucnonb3yeTcs ANa naeHTUdUKauum Bnagenbla n akTUBaLuy TNLEH3NN,

Bo nsbexxaHne HeToO4YHOCTEN pekoMeHOyeTCAa CKOMnpoBaTb JINUEH3NOHHBIN K/t0Y U3 3/1EKTPOHHOI 0
MMNCbMa C perncTpaunoHHbIMN aHHbIMW N BCTaBUTb €ro B Hy>KHOeE MnoJse.

Ecnn He BBECTW NULEH3NOHHBIN KAOY Nocne YCTAHOBKW, MPOOYKT aKTUBUPOBaH HE 6y,u,eT. ESET NOD32
Antivirus MOXKHO aKTUBMPOBATb B [JTaBHOM OKHE MporpamMmmsbl > CnpaBKa U nogpepxka >
AKTVIBVIpOBaTb JIMLEH3UI0.

MosHbIE TNLEH3NN NPOAYKTOB ESET ona Windows A4 OOMALLUHEro NcnoJsib30BaHUsa He becnnaTHsblI.

Ncnonb3oBaHue y4eTHOW 3anucu ESET HOME

MoKYNTE CBOE YCTPOWCTBO K ESET HOME, 4TOObI MOJY4MTb BO3MOXXHOCTb NPOCMATPUBAThL BCE
aKTVMBMPOBAHHbIE IMLIEH3UW 1 YCTPONCTBA ESET M YNPaBAsTb UMU. Bbl MOXKETe NPOANUTb JIMLEH3MIO,
MOBbLICUTb €€ YPOBEHb WM PACLUMPUTL €€, a TaKXKe NMPOCMOTPETh BaXKHble CBeAEHMS 0 NLEH3MN. Ha
nopTase ynpasaeHus Ui B MOBUALHOM MPUNOXKEHUN ESET HOME MOXHO 1,00aBNATh Pa3inyHble
NNLEH3UK, 3arpy>XaTh NPOAYKThI Ha CBOM YCTPOWCTBA, NPOBEPSATb COCTOSAHME 6e30MacHOCTH
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https://home.eset.com/

NPOAYKTa M AeNNTbCA NNLEH3NAMUN MO INEKTPOHHON NnoYTe. JONOAHUTENbHbIE CBEAEHNA MOXHO
HaWTW Ha OHJ1aMH-cnpaBke ESET HOME.

NOD32 ANTIVIRUS

BoriawTe B yueTHyto 3anvce ESET HOME (es

AApec 3NeKTPOHHON NoYThI

G MpogonxuTte ¢ Google =
‘ MpoaonxuTe c Apple

4
SIIE MpockanupyiATe QR-kog BoccTtaHoBneHWe napona

¥ Bac HET Y4eTHOIl 3anucn? Co3naite ee

b o

Mocne Bbibopa BapuaHTa Ucnosb3oBaHUe y4eTHOM 3anucu ESET HOME B KayecTBe crnocoba
aKTMBALIMN WAV NPU NOAKYEHUN K YY4E€THOW 3anncu ESET HOME BO BpeMsi yCTaHOBKMW:

1. Bxoa B y4eTHY ESET HOME 3anuck.

Ecnun y Bac HeT y4eTHON 3anucu ESET HOME, wenkHuTe Co3aaTbh YY4€THYIO 3anucChb, YTOObI
3aperncTpupoBaThCs, NN 03HAKOMbTECh C MHCTPYKLMSMU B OHJIaH-CripaBke ESET HOME.
Ecnu Bbl 3a6blaM Naposb, WeNKHUTE Sl HEe MOMHIO NAPOoJIb U C/iefyNTe UHCTPYKLNAM Ha
3KpaHe UM 03HAaKOMbTECh C MHCTPYKLUUSIMU B OHNAMH-CripaBke ESET HOME,

2. 3a4allTe UMA YCTPOUCTBA, KOTOpoe ByeT MCNonb30BaThCA BO BCex ciyxbax ESET HOME, a
3aTeM WwenkHuTe NMpoaonXuUThb.

3. Bb|6ep|/|Te JIMLLEH3NIO NS aKTMBALUKN Unmn fobaBbTe HOBYIO LEH3NI0. LlenkHnTe
MpoRonXxurhb, 4TObbI aKTMBMPOBATb ESET NOD32 Antivirus.

AKTMBMPOBATb NPOOHYIO NULLEH3UIO

YT06bl aKTMBMPOBATL NPOBHYIO BEPCUIO ESET NOD32 Antivirus, BBEAUTE AENCTBUTENbHbLIN aapec
3/IEKTPOHHOWM MOYTHI B Nons Aapec 3NeKTPOHHOM nouThbl 1 NMopTBepAUTe agpec INeKTPOHHOM
nouThbl. ocne akTuBauum byneTt cosgaHa 1 oTnpaBeHa BaM MO 3NIEKTPOHHON NoYTe nLeH3ns ESET,
Heobxoamnmas ans obHoBAEHUS . DTOT afApec 3IEKTPOHHON NOYThI Takxe byaeT ncnosab3oBaTbCsa Ans
OTNPaBKM YBEAOMIEHUI 06 OKOHYaHNN CPOKa AENCTBUS NNLEH3NN Ha NPOAYKT U APYrMx cOobLweHni
OT ESET. AKTUBMPOBaTbL NPOOHYO BEPCUIO MOXXHO TOJIbKO OANH pa3.
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BbibepuTe CBOK CTpaHy B pacKpbiBatoweMcs MeHio CTpaHa, 4Tobbl 3aperncTpupoBaTh ESET NOD32
Antivirus y MECTHOr0 pacnpoCTPaHNTeNs, KOTOPbIV 1 ByLeT NpefoCcTaBAATb TEXHNYECKYIO
NOALEPXKKY.

BecnjlaTHbIN JIMLEH3UOHHbIA KNIOY ESET

MonHas nuueH3ns Ha ESET NOD32 Antivirus He siBnseTcs becnnaTHON.

JINLEH3MOHHBIN KoY ESET NpeacTaBnsieT coboi YHUKaNnbHY0 NoCNeoBaTEIbHOCTL pPa3fiefieHHbIX
necucamm 6ykB 1 umngp. OH NPeaoCTaBASETCA KOMMNaHUen ESET n obecneymBaeT nerajbHoe
MCNoJsib30BaHMe ESET NOD32 Antivirus B COOTBETCTBUN C JIMLLIEH3NOHHbLIM COr1aLIeHEM C KOHEYHbIM
nosib3oBatesnem. Kaxabli KOHEYHbIV NOb30BaTElb UMEET MPaBOo UCMOJb30BaTb JINLLEH3NOHHbIN
KJt04 TONIbKO B NpeAeniax, B KOTOPbIX OH MMeeT MpaBo NCMoJib30BaTb ESET NOD32 Antivirus B
COOTBETCTBUM C KONMYECTBOM JINLLEH3UIA, NPELOCTABEHHbIX KOMMNaHMeh ESET. JIMLEH3NOHHBIV KoY
SBNSETCA KOHPULEHLMANBHBIM 1 HE MOXXET NPELOCTaBAATLCS TPETbUM NnuaM. OfHaKo Bbl MOXeTe
NOAENUTLCS NNLIEH3NAMMN Ha paboyne MecTa Yepes ESET HOME.

HekoTopble NCTOYHUKN B MHTEepHeTe MOryT npenocTaBuUTb BaM «becnnaTHble» NNLEH3NOHHbLIE KJTHOYN
ESET, HO cnefyeT y4nTbiBaTb CiejytoLlee.

* [Mepexon No pekSaMHON CCblIKe «becnnaTHaa AnueH3msa ESET» MOXXeT NoABEPrHyTb
ONACHOCTM Ball KOMMbIOTEP UAN YCTPONCTBO M NPUBECTU K 3apPa>KeHNo BpeAOHOCHbLIMU
nporpammamun. BpegoHOCHbIE MPOrpaMMbl MOMYT CKPbIBaTbCSA B HEO(MLNANLHOM BED-
copepXMMoM (Hanpumep, B BUAEOPOIMKaXx), Ha Beb-canTax, KOTopble 3apabaTbiBalOT AEHLIN,
MoKa3blBas pekaamy nocetmtensam, u T. 4. OBbI4HO 3TO JIOBYLUKA.

* ESET MMEET NpaBO OTKJOYaTb NUPaATCKNE TNLEH3NN N AENaeT 3TO.

¢ Icnonb3oBaHue MAPaTCKOro NTMUeH3NOoHHOro Kjto4a HapyLwlaeT ycJsioBua JNLEH3NOHHOIO
cornauieHnsda € KOHe4YHbIM MnoJib30BaTesieM, KOTOPOE Bbl AOJIKHbI MPUHATD, 4yT0bBbI YCTaHOBUTb
ESET NOD32 Antivirus.

* MokynanTe NMUeH3umn ESET TOJIbKO N0 ouLMaibHbIM KaHaslaM, Hanpumep Ha canTe
www.eset.com, Y GUCTPUOLIOTOPOB 1 MOCPEAHNKOB ESET (HE MOKyMNanTe ANLEH3UN Ha
HeouMUMaNbHbIX CTOPOHHUX BeB-CalTax, TakMxX Kak eBay, N NTNLEH3UN 0BLWEr0 NCNOJIb30BaHUSA Y
TpeTbux nuuy).

e 3arpy3ska npoaykTa ESET NOD32 Antivirus SsBNsieTCs 6ecnnaTHON, HO AN aKTUBALIMM BO BpeMS
YCTaHOBKY TpebyeTcs AeNCTBUTENbHbIA NNLEH3UOHHbLIA KoY ESET (Bbl MOXETE 3arpy3uTb U
yCTaHOBUTb NPOAYKT, HO 6e3 akTuBaLun oH He byaeT paboTaTs).

* He gpenntechb cBoen nnueHsnen B IHTepHeTe Unmn coumnanbHbIX CETAX (OHa MOXET CTaTb
LUMPOKO AOCTYMHOMN).

YT106bI pacno3HaTb NMPATCKYO ANLIEH3MI0 ESET 1 COOBLINTL O HEI, BOCMONb3YNTECh MHCTPYKLUAMMY,
KOTOpble NPUBELEHbI B CTaThe Hallel 6a3bl 3HaAHWI.

Ecnv Bbl He yBepeHbl B He0bXoAUMMOCTM NOKynaTb NPOAYKT 6€30NacHOCTM ESET, ANS NPUHATUSA
peLleHns MOXHO BOCMNOJIb30BaTbCsA NPOBHON BepCUuen:
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1. AKTMBaLMA ESET NOD32 Antivirus C NOMOLLbIO 6ecniaTHON NPOOHON AMLIEH3UM

2. YyacTue B nporpamme 6erTa-TecTmpoBaHus ESET

3. YcTaHoBUTE ESET Mobile Security, €Can Bbl UICNO/Ib3yeTe MObUIbHOE YCTPONCTBO Android, 3TO
pelleHmne SBNAETCS YCNOBHO-6ecnnaTHbIM,

Y1060l NONYYUTb CKUAOKY U NPOJNNTb NNLUEH3WIO, MPOOJINTE MPOAYKT ESET.

AKTUBALUA He BbINOJIHEHA:
pacnpocTpaHeHHble CLueHapum

Ecnn akTmBaums ESET NOD32 Antivirus 3aBeplLUMiIack Heynayeln, Hanbonee pacnpocTpaHeHHbIMK
CUEHapUSIMU ABASIOTCS:

* JINUEH3NOHHbIN K04 Y>XKe UCNOb3YyeTCs.

* Bbl BBE/IM HELOMYCTUMBIN JINLEH3NOHHbBIV KITHOY.

* B dhopme akTMBaLUMM OTCYTCTBYET WM YKa3aHa HefonycTtuMasa nHgopmauns.
* Owmnbka obMeHa faHHbIMK C CEPBEPOM aKTMBALIUN.

* Mogk/o4YeHne K cepBepaM akTMBaLMKM ESET OTCYTCTBYET UM OTKJHOYEHO.

Yb6eanTech, YTO BBeAEH NPaBWbHbIA NNLEH3VOHHbBIA K/OY N eCTb NOAK/YeHNE K UHTEpHEeTY.
MonpobyinTe akTMBMPOBATb ESET NOD32 Antivirus eLle pa3. Ecivm ans akTuBauum Bbl MCNONb3yeTe
YYETHYI0 3anuncb ESET HOME, CM. CTaTbto YrpaBieHne nnueH3namm ESET HOME — oHJlaliH-CripaBKa.

Ecnn 0T06pa>KaeTc9| KOHKPETHaA owwmnbka (Hanpleep, «JInueHsns NnpnoCTaHoOB/IEHA» NN
<<r|peBbIUJeH nopor ncrosib30BaHNA JINLEH3UN»), cnep,y|7|Te NHCTPYKUMNAM B pa3fgene CocTosiHMe

JINLIEH3NN.

Ecnv BaM BCe paBHO He yaeTCs BbIMOJHUTbL aKTUBaLUMio ESET NOD32 Antivirus, BOCNOJIb3yNTECh
CpencTBOM ESET M0 YCTPaHEHUO HENOJIaA0K aKTUBALLMN, KOTOPOE COOEPXKUT OTBETLI Ha YacTo
3aJlaBaeMble BOMpPOChl, cBefeHmMs 06 owmnbkax n cnocobel peweHna npobnem c akTueaunen un
NNLLEH3UPOBAHNEM (LOCTYMHO Ha aHMIMACKOM N HECKONBbKUX APYrUX A3blKax).

CocTOosiHUEe NULEeH3UHU

Y nuueH3nm MoryT 6biTb pasHble cocToAHMSA. COCTOsSIHME NMLEH3MM oTobpaxxaeTcs B ESET HOME.
YT106bI 4OOABMTb IMLEH3MIO B YYETHYIO 3anucb ESET HOME, 03HaKOMbTeCb C pa3aenom [obasieHne

JNLUEH3UNN.

Ecnm y BaC HeT y4eTHOW 3anucu ESET HOME, MOXHO CO3aThb HOBYHK YYETHYIO 3anucb ESET HOME.

Mpwn noboM COCTOAHUN NNLLEH3MW, KPOME aKTUMBHOTO, 0Tobpa3nTcs cooblieHne 06 ownbke Bo Bpems
aKTUBaLMN NN YBELOMJIEHNE B [J1aBHOM OKHE Mporpammbl.
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YT10bbl OTKNIOYNTL YBELOMNEHNUS O COCTOAHUN JINLLEH3UN, OTKPOWTE pa3gen PaclumpeHHsle
napameTpsl > YBepoMseHus > CocToaHua npunoxenums. LLienkHnte U3MeHUTb pagom C
3/ieMeHTOM COCTOSIHUA NPUJIOXKEHUSA, Pa3BEPHUTE 3/1eMeHT JIuueH3npoBaHUue 1 CHUMUTE (hJ1aXKOoK
PSALOM C yBEOMJIEHMEM, KOTOPOE HYXXHO OTKIOUYNTL. OTKJIl0YEHE YBELOMJIEHUSA He peLlunT

npobnemy.

B Tabnnue Huxe npueBeLeHbl ONUCaHNS U peKOMeHAyeMble pelleHns 418 pasHbiX COCTOAHMN

JINLEH3UN.

CocTosiHMe PelwieHue
JIMLLeH3UMN

AKTUBHbIN

MpesbiLleH nopor
NCNoJIb30BaHMUA

lprocTaHoBsEHa
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JInueH3nsa fencTBuTeNbHa, Y HAKaKUX
LEeNCcTBUA NONb30BaTeNs He TpebyeTcs.
MporpamMmy ESET NOD32 Antivirus MOXXHO
aKTMBMPOBaTb. CBeAEHUS 0 INLEH3UM
MOXXHO HallTW B [J1aBHOM OKHe
nporpaMmsl > CnpaBKa U nogaepixka.

ITa NIMUEH3NA NCNOJb3YeTCa Ha
6o/blIeM KOJIMYECTBE YCTPOMCTB, YEM
OHa npegycmaTtpusaeT. OTobpa3nTcs
coobueHne 06 owmnbke Npu akTUBaLUN.

JInueH3nsa NpnuocTaHoBNEHa M3-3a
npobnem c onnaton. YTobbl
NCNonb30BaTb NMLEH3NIO, ybeamnTecs,
4TO B ESET HOME yKa3aHbl Ballu
aKTyaslbHble MaTeXHble AaHHbIe, UK
obpaTuTech K NOCPeAHMKY, Y KOTOPOro
6bina nprnobpeTeHa NnLeH3ns. 3Ta
ownbka MoXxeT 0Tobpa3nTbLCA BO BpeMs
aKTMBALUN NN B [J1aBHOM OKHE

nporpaMmel.

09 nonyyYyeHns LONOJIHUTENbHbIX
CBEOEHWUN CM. pa3gen AKTuBaLNS He
BbIMOJIHEHA M3-3a NPEBbILLEHNS
nopora MCNoab30BaHMA JIULLEH3UN.

YCTaHOBNEHHbIN NPOAYKT: eCNn 'y
BaC eCTb y4eTHas 3anncb ESET HOME,
B yBe4OMJIeHUM, 0TOBpaxaemoM B
FTABHOM OKHe Nporpammsl,
WeNKHNTEe YNpaBnaTb JIMLLEH3UEN
B ESET HOME 1 NpoCMOTpUTE CBOU
nnaTeXHble faHHble. Mnn
obpaTuTech K NoCpefHuKy, y
KoToporo 6bina npuobpeTeHa
NNLEH3MS.

Owwnbka Npu aKTUBaLMK: €CNIn Y BaC
€CTb Y4YeTHas 3anucb ESET HOME, B
OKHe coobuieHmnsa 06 ownbke npu
aKTMBaUUK WenkHNTe OTKPbITb
ESET HOME 1 NpOCMOTPUTE CBOW
nnaTeXXHble AaHHble. Mnn
obpaTnTech K MOCPELHUKY, Y
KoToporo 6biia npnobpeTteHa
NNUEH3MS.



Cpok pencrtems CpoK OencTBUS IMLEH3UN UCTEK, M Bbl HE YCTAHOB/IEHHbIN MPOAYKT: B

ncTek MOXXeTe aKTUBMPOBaTb ESET NOD32 yBeOoMJIeHnn, 0TobparkaeMoM B
Antivirus C MOMOLLIbIO 3TOW IMLEH3UN. 3Ta TJIaBHOM OKHe MporpamMmsl,
owmnbKa MoXKeT 0Tobpa3nTLCS Bo BpeMsi  LWeiKHUTe MpoanuTb ANLLEH3UIO 1
AKTUBALMW W B FJ1aBHOM OKHEe cnenynTe MHCTPYKUMAM B pasgene
nporpammbl. Ecim nporpamma ESET NOD32 Kak Mpof/inTb AULIEH3NIO? U
Antivirus y>Ke YCTaHOBJ/IeHa, KOMMbloTep  WeJKHUTe AKTUBMPOBaTb NPOAYKT
He 3alluLLeH 1 He obHoBgeTCA. n Bblbepute crnocob akTnBaumnu.

OwwnbKa npu akTUBaLUN: B OKHE C
coobuieHmem 06 owmbke rpm
aKTBauun wenkHuTe Mpopnure
CBOIO JIMLEH3HMIO 1 CieaynTe
NHCTPYKLUNAM B pasgene Kak
NPOAJSINTb ANLLEH3NIO? U BBEOMTE
HOBbIN 6O NPOLSIEHHbIN
JINLLEH3NOHHBIV KNIOY U LWEeNKHUTEe
MpoanuTb JINLLEH3UIO.

OTMeHeHa Bawa nuueH3ns bbiia 0TMEHEHa Ecnun oTobparkaeTcs coobuieHne 06

KOMMaHwuel ESET UM NOCPeLHUKOM, Y ownbke «OTMEHEHHAs NULIEH3NS» B

KOTOPOro Obina nprobpeTeHa NNLEH3Ns. [J1aBHOM OKHE MporpaMmsl UK BO
BPEMS aKTUBaLMK, HO Balla
NMLEH3MS AoHKHa paboTaTb
npaBuabHO, 0bpaTUTECh K
NOCPeAHUKY, Y KOToporo bbinia
npvobpeTeHa AMLEH3MS.

AKTUBaLUA He BbiNOJIHEHA U3-3a npeBbilLUEeHUA
nopora UcnoJibsoBaHusA JIMLEH3UN

Mpobnema

* Bo3MOXHO, NnpeBbILLIEeH NOpPor NCrosib3oBaHNA BalLLEn IMLLEH3NUN, NN OHa NCnosib3yeTca He Nno
Ha3Ha4eHWUto

* AKTMBaULWA He BbINOJIHEHA U3-3a npesbilLeHnAa Nopora NCrnoJib30BaHNA NLIEH3UNN

PewleHue

3Ta NMLEeH3Us UCNoNb3yeTcs Ha 6oNblueM KONNYeCTBE YCTPOMCTB, YEM OHa NpedyCcMaTpuBaeT.
B0o3MOXXHO, Bbl CTa/nM XXepTBOM NUPATCTBa MW NOAAEKN NPOrpaMMHOro obecneyeHns. 3Ta
NNLLEH3MA He MOXKeT BbiTb MCNONb30BaHa AN19 aKTMBaLMM Kakoro-nmbo apyroro npoaykTa ESET. Bbl
MOXXeTe pewunTb 3Ty NpobnemMy HenmocpeACcTBEHHO, €C/IN Y BaC eCTb MPaBO Ha yrnpaB/eHne
NNLEH3NEN B YHETHON 3anucu ESET HOME unm ecnv Bbl Npruobpenn MLEH3MI0 B 3aKOHHOM UCTOYHUKE.
Ecnn y Bac ellle HET y4eTHOW 3anucu, co3fanTe ee.

Ecnu Bbl ABNSEeTECh BNAAENbLEM JINLIEH3UN N He nonyvynnn 3anpocC Ha BeBOA agpeca 31'IeKTpOHHOI7I
NoYThl:
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1. YT06bl yripaBnaTb AULEH3MEN ESET, OTKponTe BeO-bpay3ep n nepenanTe Ha Beb-canT
https://home.eset.com. OTKPONTE ESET License Manager 1 yaanute nnbo geaktuenpymnte paboyune
MecTa. bonee nogpobHbie cBeAeHUs CM. B pa3gene YTo fenath B C/1y4ae MPeBbILEeHNs Nopora
NCMNO0/b30BaHUS JIMLLEH3UMN.

2. Y106bI pacno3HaTb NMPATCKYIO NNLLEH3MI0 ESET 1 COOBLLNTL O HEl, BOCNOAb3YNTECh
NHCTPYKLMAMMN B CTaTbe Halleln Ba3bl 3HaHuN.

3. EC/iM Bbl HE yYBEPEHbI B TOM, YTO NMPOUCXOANT, HAXXMUTE KHOMKY «Hasap» 1 cBAKnUTECh CO
CAYXXO0M TeXHMYECKON Noaaep XKW ESET Mo 3N€KTPOHHOW MoYTe.

Ecnu Bbl He Bnageney AnLeH3nn, cooblimTe BRaaenbly 3TON NLEH3NM O TOM, YTO Bbl HE MOXXETE
aKTMBMPOBaTb NPOAYKT ESET 13-3a NPEBbILIEHUSI NOPOra UCNO/b30BaHUS NnLEeH3UN. Bnageney,
MOXET PelmnTb 3Ty Npobnemy Ha nopTane ESET HOME.

Ecan Bbl MONy4YMTE 3aMpocC Ha NOATBEPXKAEHME afpeca 3/1eKTPOHHOM NoYThl (OH oTobpaxxaeTcs
TOJIbKO B HEKOTOPLIX C/ly4asx), BBEANTE aflpec 3IEKTPOHHON NOYThI, KOTOPbIN Bbl M3HAYaNbHO
MCMONb30BanV A4S MOKYMNKMU MW aKTMBALMKU ESET NOD32 Antivirus.

lNMoBbilLeHUe YPOBHA JINLLEH3UM

3T0 OKHO YBeJOMJ/IeHUs NOSBASETCA, KOraa Oblla MU3MEHEHa NNLEH3NS, UCMOSb3yeMas ans
aKTVBALMM BalLEro nNpofykTa ESET. iI3MeHeHHas NULeH31s N03BoSISeT akTMBUPOBAThL NPOAYKT,
KOTOPbIA MMeeT Bosblie PYyHKLUMIA 6€30MacHOCTU. ECIN HUKAKNX U3MEHEHWI clieNaHo He Obino, B
ESET NOD32 Antivirus O[JMH pa3 0Tobpa3uTcs okHo npeaynpexaeHus NMepexon K MCNoJsIb30BaHUIO
NpPoAykKTa ¢ 60bWMM KONNYECTBOM (hYHKLUHA.

[a (pekoMmeHpyeTca): bygeT aBTOMaTUY4ECKM YCTAHOBAEH NPOAYKT C AOMNOJIHUTENbHbIMU
yHKUMAMN 6e30nacHoOCTH.

HeT, cnacnbo: HUKaKnx N3MeHEeHU He 6yD,ET, nysegomiieHmne 6onblUe He NosBUTCS.

CBeleHuns 0 TOM, Kak U3MEHUTb NPOAYKT MNO3>Xe, CM. B CTaTbe 0asbl 3HaHU ESET. [IONONHUTENbHbIE
CBeeHns 0 NnLeH3nax ESET cM. pasgesnie Bornpockl M OTBEThLI 0 JIMLLEH3MPOBAHUMN.

B npvBefeHHO HKe Tabanue onncaHbl OYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 | ESET Internet| ESET Smart

Antivirus Security Security
Premium
Mopaynb obHapyxeHuns v v v
PaclwmpeHHoe MalimHHoe obyyeHmne v v v
BNOKMPOBLLMK 3KCNIOATOB v v v
3awuTa OT aTaK Ha OCHOBE CLeHapueB v v v
3alinTa OT PULLNHIa; v v v
3awumTa goctyna B UHTepHeT v v v
CucTtema HIPS (B TOM 4ucsie 3aWwmTa OT Nporpamm- v v v
BbIMOraTesnen)
3awuTa oT crnama v v
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

®anepson

MNHCneKTop ceTun

3awmnTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa ot 60THeTOB
3awmTa 6aHKOBCKOW oniaThl
PoanTenbCKUm KOHTPOJIb

N N N N N N 8N SN

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NSNS

MoBbiLLeHue YPOBHA NPOAYKTa

Bbl 3arpy3unsin yCTaHOBLLMK MO YMONYAHWIO U PELLNAN U3MEHUTb aKTUBUPYEMbIA NPOAYKT, U Bbl
XKeslaeTe 3aMeHNTb YCTAHOB/IEHHBIA NPOAYKT Ha NPOAYKT C AOMNOAHUTENbHLIMU (YHKLMSAMM
H6e3onacHOCTW.

M3MeHeHVe NpoLyKTa BO BpeMs YCTaHOBKMU.

B npvBeneHHO HKe Tabanue onncaHbl QYHKLMN KaXA0ro 13 npoayKToB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb obHapyxeHus v v v
PaclwmpeHHoe MalwnHHoe obyyeHne v v v
BNOKMPOBLLMK 3KCMIONTOB v v v
3alinTa OT aTak Ha OCHOBE CLieHapueB v v v
3aliMTa OT PULLINHIa; v v v
3awmTa goctyna B MHTepHeT v v v
Cnctema HIPS (B TOM YMcie 3awmTa OT NporpamMm- v v v
BbIMOraTenen)

3awuTa oT crnama v v
danepson v v
MNHCneKkTop ceTun v v
3awmTa Beb-kamepbl v v
3awuTa OT CceTeBbIX aTak v v
3awmTa oT 6oTHETOB v v
3awmTa 6GaHKOBCKON oniaThbl v v
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ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

PoanTenbCKUn KOHTPOJIb

AHTMBOP v
Password Manager

ESET Secure Data

ESET LiveGuard

N N SN SN SN

NMMoHU)XeHue YPOBHA JIULL,eH3UHU

TO ANanoroBoe OKHO MOSBASETCS, KOraa bblia N3MeHeHa IMLEH3NS, NCNONb3yeMas ANS aKTUBaLNUN
BaLLero NpofykTa ESET. I3MeHeHHas NNLLEH3MA MOXXET NCMOJIb30BaTbCA TOMbKO C APYTrM NPOAYKTOM
ESET, KOTOpPbIA NMeET MeHblue PyHKLMA 6e3onacHOCTW. MpoayKT Hbl1 M3MEHEH aBTOMaTUYECKMN,
4TO6bI NPEAOTBPATUTL MOTEPID 3aALUUTHI.

HononHnTenbHble CBEAEHUSA O JIMLLEH3NAX ESET CM. paspgene Bonpochkl M OTBETHI 0 JIMLEH3NPOBAHWUN.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NnpoayKTOoB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Mogaynb obHapyxeHuns

PaclwmpeHHoe MalnHHoe obyyeHne
BNOKMPOBLLMK 3KCMIONTOB

3almTa OT aTak Ha OCHOBe CLeHapues
3aliuTa OT (PULIKNHra;

3awwuTa goctyna B UHTepHeT

N N N N N 8N N
N N N N N 8N s
N N N N N 8N 8N

Cnctema HIPS (B TOM Yncie 3alimTa OT NporpamMm-
BbIMOraTesnen)

3awuTa oT crnama

®ariepson

NHchekTop ceTun

3awuTa Beb-kamepsl
3awmTa OT ceTeBbIX aTak
3awmnTa ot 60THeTOB
3awmTa 6aHKOBCKOW onnaThl
PoanTenbCKMin KOHTPOb

N N N N N N 8N 8N~

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N N NN NSNS s


https://support.eset.com/kb2393

NMoHu>XeHue ypoBHA NPOAYKTa

YCTaHOB/EHHLIN cenvyac NpoayKT umeeT bonblue QyHKLUN No obecnevyeHmto 6e30MacHOCTH, YeM
NPOAYKT, KOTOPbI Bbl COBMpaeTecb akTMBNPOBATb.

B npuBefeHHOM HMXe TabanLe onncaHbl PyHKLMN KaXKLoro 13 NpoayKToB.

ESET NOD32 [ESET Internet| ESET Smart

Antivirus Security Security
Premium

Moaynb 0bHapyxeHuns

PaclimpeHHoe MalwnHHoe obyyeHne
BEN0OKMPOBLLMK 3KCMIOATOB

3alnTa OT aTak Ha OCHOBe CLieHapueB
3aWmTa OT ULINHIa;

3awwmTa goctyna B UHTepHeT

N N N N 8N 8N SN
N N N N N N s
N N N N 8N 8N SN

CncTema HIPS (B TOM Yucne 3awmTta OT NporpamMmm-
BbIMOraTesnen)

3awumTa oT crnama

danepson

NHcnekTop ceTtun

3awmTa Beb-kamepbl
3awunTa OT CeTeBbIX aTak
3awmTa oT 6oTHETOB
3awmTta 6aHKOBCKOM oniaThbl
PoanTENbCKUIN KOHTPOSb

N N N N N N N 8N~

AHTUMBOP
Password Manager
ESET Secure Data
ESET LiveGuard

N N N N N SN SN SN SN S S s

YcTpaHeHue HenosaaoK Npu YyCTaHOBKe

Ecnm BO BpeMa YCTaHOBKW BO3HNKAlOT ﬂpOGJ’IEMbI, MacCTep YCTaHOBKW NpenoCTaB/IdeT pelleHne on4d
YCTPaHeEHNA HEMONMaA0K, KOTOPOE NMOMOXXET C HUMW CNPaBUTbCA, €CJZIN 3TO BO3MOXXHO.

LLlenkHnTe 3anyCcTUTb YCTPaHeHUe HenonapokK. Korfa pelleHne ans yCTpaHeHMs Hemnonamnok
3aBepLINT paboTy, BLINONHUTE PEKOMEHAYEMbIE AENCTBMS.

Ecnu npobnema He byaeT yCcTpaHeHa, CM. CAIMCOK PacnpoCTpaHeHHbIX OWNO0K YCTaHOBKM U peLleHN
015 HUX.
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NepBoe CKaHUPOBaHUe NnocJie YCTAaHOBKMU

Mocne ycTaHOBKM ESET NOD32 Antivirus 1 NEPBOr0 yCMeLwHoro 06HOBAEHUS aBTOMaTUYECKU
HaYMHAETCA CKaHWPOBaHME KOMMbIOTEPA Ha HaMYMe BPEAOHOCHOr0 Koaa.

CKaHVIpOBaHVIe KOMMbOTEPA TakKXeE MOXXHO 3aMyCTUTb BPYYHYIO B [JTaBHOM OKHE MPOrpaMmsl >
CKaHMpOBaHMe KoMnbloTepa > CKaHMpOBaTb KoMNbloTep. ns nony4vyeHna gonoaHNTENbHbIX
CBeOEeHUN 0 CKaHMpOBaHUN KOMMblOTEPa CM. pa3nen CkaHVpoBaHMe KoMnbTepa.

(esEX) NOD32 ANTIVIRUS @ - o X
(8 ©ccr CkaHMpoBaHWe KoMMbloTepa ?
Q CkaHupoBaHue

KOMMAbIOTEpa @ Pacu.mpeuﬂoe CKaHWpOBaHWe v

BoifOpOYHOE CKAHWPOBAHWE W CKAHMPOBaHKe

™  OBHoBNEHKME ChLEMHBIX HOCHTENEN
s
E CepBuc

) MNepeTawmTe cloda Qainbl ANA CKaHMPOBaHWA
{0} Hacrpoiika

G' (ipaskaliipoase pexa Q, CkaHMpoBaHue KOMMbIOTEPa 7/3/2023 5:26:02 AM
@ L‘:;;:;“ ST A Mpousowno oGHapy:KeHui: 0
C\$Recycle.Bin\S-1-5-21-2730562824-3853404064 -, \COMFIG_PARENTAL_GROUL_EDIT_DLG.png n u
LA R NN NN ]
~ bonblue ceeneHWi OTKPBITE OKHO CKaHWPOEaHWA

3TO MOXET 3aHATE HEKOTOpDOE BPEMA. Mo 33BEPLUEHNA CKaHWPOBaHNA Bbl NOMYHYWTE YEELOMIEHHE,

Progress. Protected. [eiicTeme nocne ckaH. HUYEro He NpesnpUHUMAaTE ~| @

ObHoBNIEHUE 0,0 HOBOW BEepCUM

HoBble Bepcum ESET NOD32 Antivirus BbINyCKalOTCA A5 peanu3auuy yayylleHnii uam ncnpasieHus
npobnem, KoTopble He MOryT BbITb YCTPaHEHbl aBTOMAaTUYECKMM 0OHOB/IEHWEM MOy el NMPOrpaMMbl.
ObHoBNEeHNe A0 Honee HOBOW BEPCUM MOXKHO BbINMOJHUTL OJHUM U3 HECKOJIbKMX CNoCo60B.

1. ABTOMaTM4eCKN nyTemM obHOBNEHNS NPOrPaMMbl.

Mockonbky 06HOBAEHUSA NPOrpaMMbl PACAPOCTPAHAIOTCA Cpefn BCeX NoJib30BaTenen n MoryT
NOBINATb Ha HEKOTOPbIE CUCTEMHbIE KOH(UIypaLmnmn, OHY BbINYCKATCS TONbKO nocie
LOJINTENbHOrO TeCTUPOBaHUSA C Lienbto obecneyeHns 6ecnepeboinHon paboTbl Ha BCEX BO3MOXXHbIX
KOH(urypaumax. Ytobbl nepenTn Ha HOBYIO BEPCUIO Cpa3y Noc/ie ee BbinyCKa, BOCMO/b3yNTeCh
OOHUM M3 NepeYnCcIeHHbIX HUXe cnocobos.

YbeauTech, 4TO BKOYEH NapamMeTp OOHOBNeHne (PyHKLMIA NPUIIOKEHUA B pa3aene
PacluypeHHble napaMeTpsl > ObHoBneHue > Mpodunu > O6HOBNEHUS.

2. Bpy4Hyto B r/1aBHOM OKHE MporpaMmbl C MOMOLLbIO KHOMKK MpoBepuTb Hann4yme ob6HoOBNEHUI
B pa3nene ObHoBNeHue
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3. Bpy4Hyto nyTeM 3arpysku n yCTaHOBKMN HOBOW BEPCUM MOBEPX NPeablAyLLEei.

[ononHNTENbHLIE CBEAEHNS U NNNOCTPUPOBaHHbIE MHCTPYKUWWN CM. B pa3denax:

» ObHOBJIEHME NMPOAYKTOB ESET — NPOBEPKa Ha HaJM4yme HOBENLWMX BePCUA Moayaen NpoayKTa

* PasnnyHble TUNbl BbINYCKOB M 0OHOBAEHWUN MPOAYKTOB ESET

ABTOMaTU4YeCKOe OOHOBJIEHMe YCTapeBLueun
BEpPCUM NpPoAYyKTa

Bepcna npoaykTa ESET 6o/blie He noaaepxmnaeTtcs. Baw npoaykT 6bi1 06HOBAEH [0 NOoCienHeN
BEPCUM.

A PacnpocTpaHeHHble Npobaembl, BO3HUKAKLIME MPU YCTAHOBKE

Kaxxaas HoBas BepCMA NPOAYKTOB ESET COAEPXXUT MHOXKECTBO MCMpaBaeHni ownbok un
ynyyweHun. Mmetowmecs KAMeHTbl C AeNCTBYOLWEN MULeH3Nen 4N npoaykTa ESET MoryT
6ecnnaTHO NepenTn Ha NOCAEOHIO BEPCUIO TOrO XXe NPoAYyKTa.

Y1060l 3aBepWnNTb YCTAaHOBKY, BbIMOJIHNTE Ceayolne AencTems.

1. Haxxmute anIHiITb U NPOAOJIKHUTD, 4YTObbI MPUHATDL JINLLEH3OHHOE cornauleHne ¢ KoHe4YHbIM

NnoJib30BaTesIEM N NOATBEPANTL CBOE Cornacume C NOJNTUKON KOHMAEHUNaNLHOCTU. ECan Bbl HE

COrflacHbl C JIMLEH3MOHHbBIM COrJlalleHNeM, HaxxMuTe Y aanuTb. BoCcCTaHOBUTL NpeabiayLLyo
BEPCNO HEBO3MOXXHO.

2. lLlenkHuTe Pa3pewinTb BCe M NPOAJOJIKUTD, YTOObI pa3pewnTb Kak Cuctemy obpaTHOM CBA3N

ESET LiveGrid®, Tak u [Tporpammy yay4LIeHNa MoJib30BaTENbCKOrO OMNbiTa, UK HAaXXMUTE
Mpo/oNXUTb, €CNN Bbl HE XOTUTE Y4aCTBOBaTb.

3. lNocne akTMBaLMKM HOBOIro NPoAyKTa ESET C NOMOLLbIO JINLLEH3UOHHOIO KJto4a OTKPOeTCS

CTpaHuUa <<O63op». Ecnun cBefeHns 0 IMLEH3MM He HaAeHbl, Bbl CMOXXETe NMPoao/KUTb C HOBOW

JINLUEH3Men Ha I'IpO6HO€ ncnosib3oBaHue. Ecnn nuueHsns, ncnoJibayemasda B ripeablaoyuem
NPOOYKTeE, HeAenCTBUTENbHA, aKTUBMPYNTE NPOAYKT ESET.

4. Ins 3aBepLUEHNS YCTAHOBKN HE06X0AMMO Nepesarpy3nTb YCTPOMCTBO.

byaeT BbiNoJIHEHa yCTaHOBKa ESET NOD32
Antivirus

3TO AnanoroBoe OKHO MOXeT 0Tobpa3nTbCA:
* B npouecce ycTaHOBKM — WenkHMTE MpoaonXuTb, 4Tobbl yCTaHOBUTbL ESET NOD32 Antivirus.

* [Tpn n3MeHeHUN NnUeH3nn B ESET NOD32 Antivirus — LLeSIKHUTe AKTUBUPOBATD, 4TObbI
N3MEHUTb JIMLLEH3UIO U aKTUBMPOBATb ESET NOD32 Antivirus.
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C nomolLbto NapameTpa U3MeHnTb NPOAYKT MOXXHO NEPEKI0YaTbLCS Mexay Windows-MpoayKTamu
ESET AN IOMALLUHEro UCrnofib30BaHWs, AOCTYMHLIMU B COOTBETCTBUW C BaLLER NMLEH3MEN ESET.
MoapobHee CM. B CTaTbe Kakoi Y MeHs NpoayKT.

NMepexon K UCNOJZIb30OBAHUIO APYrON JINMHEUKH
NPOAYKTOB

Bbl MOXKeTe nepekntoyaTbCs Mexay pasnnyHbeiMmM Windows-npoayKTamMm ESET AN AOMaLUHEro
NCNOJIb30BaHMA, AOCTYMHbLIMU B COOTBETCTBUM C Ballen nnueH3nen ESET. NMogpobHee cM. B cTaTbe
Kakon y MeHsl MpoayKT.

Perucrpauus

3aperncTpupynTe NMUEH3MI0, 3aN0JHNB MO PErMCTPALMOHHON (hOPMbl U Ha)kKaB AKTUBMPOBAT.
06s13aTenbHbl K 3aM0/IHEHWIO MONS, PAAOM C KOTOPbIMUM B CKOBKax AaHO COOTBETCTBYIOLLEE YKa3aHMe.
JlaHHas nHhopmaums 6yaeT NCnosib30BaTbCA TOIbKO B LIe/ISIX, CBSA3aHHbIX C Ballel AnLeH3men ESET.

Xopn BbiNOJIHEHUSA aKTUBaL UK

Mpouecc akTuBaLMM 3aMeT HECKOJIbKO CEeKyHA (Heobxoammoe BpeMs MOXKET OT/IMYaTLCS B
3aBUCUMOCTW OT CKOPOCTM MOAKYEHNA K MIHTEPHETY MAN XapaKTePUCTUK KOMMbOTEpa).

AKTUBaLUuUA BbiNOJIHEHA

lpouecc akTnBaLIMKN 3aBEpPLLEH.

O6HOB/IEHME MOAY/A HAYHETCS Yepe3 HECKOJIbKO CEKYHA,. PerynsapHble 06HoBIeHMs ESET NOD32
Antivirus HQYHYTCS Cpa3y nocJsie 3Toro.

I'IepBoe CKaHMpOBaHWE HA4YHETCA aBTOMaTUYECKHN B TEHEHNE 20 MWHYT nocne obHOBNIEHNS MoAaynA.

PYKOBOJJ,CTBO AN HaYNHAIOLWLUX

B 3TOM pa3nene npnBogAaTcA obuime ceegeHuns o nporpaMMHOM obecneyeHnn ESET NOD32 Antivirus 1
€ro OCHOBHbIX NapaMeTpax.

3HA4Y0K Ha naHesNu 3apay

K HekoTopbIM Hanbosiee BaXKHbIM (PYHKLMSM 1 HACTPOMKAM MOXKHO MOJTYYUTb AOCTYN, WeENKHYB
MpaBoii KHOMKOI MbILLM 3HAYOK Ha NaHenu 3agav (&),

MpuocTaHOBUTb 3aLUTY. Ha 3KpaH BLIBOAMTCSA ANANOrOBOE OKHO A5 NOATBEPXAEHMS. B HeM
MOXHO OTKJIOYUTb MOLY /b 0OHAPY)KEHWNS, KOTOPbIA KOHTPOIMPYEeT 06MeH thaltnaMun 1 faHHbIMK
yepe3 IHTepHET 1 3NeKTPOHHYI0 MOYTY, NPpeAoTBpaLlas TEM CaMbiM aTaky Ha cuctemy. C NoOMOLLbO
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packpbiBatoLLleroca MeHio UHTepBan BpeMeHU MOXXHO YKa3aTb, Ha Kakoe BpeMs OTKJ/Il04YaeTca
3alnTa.

A OTKNHOUWUTE 3aLUWUTY OT BUPYCOB M LUMWOHCKUX Nporpamm?

OTKNHOYEHHE 3aLKTel OT EWPYCOE W LWUNHOHCKWX Nporpamms NpUEEdeT K OTKNHIYEHWKD 3aLUNTa qJEIﬁJ'IGBOI:i CHUCTEMEI
E peanbHOM BpeMEHN, 33Tl 40CTYNE B MHTE[JHET. 3alWMHThl MOMTOBOTO KNWEHTE W 3alWWTEl OT ¢l-ILLIl-IHI'E|. 310
CAENAET KOMNBHITED YAIEWMBIM 4NA paBHOijpEIBHbIK Yyrpos.

MpuoctaHoeuTe HA 10 MUHYT '; MpumeHnTs Otmena

PacwimpeHHble napaMeTpbl: BbI30B PaCLUMPEHHbLIX NapaMeTpoB ESET NOD32 Antivirus. YT0ObI
OTKPbITb pPaclUMPEHHbIE NapaMeTpbl B [J1aBHOM OKHE MPOAYKTa, HaXKMUTE KNaBuLy F5 Ha
KnaBmaType nau Bbibepute HacTponka > PaclumpeHHble napaMeTpbl.

Dannbl xKypHana: Ganibl XypHasa cogepXxaT MHPOPMaLMIO O BaXKHbIX NPOrpaMMHbIX CODbITUAX U
npeLocTaBnaoT oblwume ceeieHns 06 0bHapyXeHUsX.

OTKpbITb ESET NOD32 Antivirus: OTKPbIBA€T [J1aBHOE OKHO NporpamMmmbl ESET NOD32 Antivirus.

CGPOCVITb HaCTpOﬁKH MaKeTa OKHa: O/19 OKHa ESET NOD32 Antivirus BOCCTaHaBJINBAtOTCA pa3Mep u
nosio)KeHne Ha 3KpaHe No yMoJ4aHulto.

Pe>XuM LBeTa: OTKPbIBAET HAaCTPONKMN NHTEPDENCa, C MOMOLLbIO KOTOPbIX MOXHO M3MEHUTb LIBET
rpamyeckoro nHTepdenca.

MpoBepuTb HaNM4YMe OOHOBNEHUM: 3anyCcK 0OHOBEHNSA NPOrpaMMbl UM MOAY NS, HTO6bI
obecneymnTb 3aWMTy. ESET NOD32 Antivirus aBTOMaTU4YeCKUN NpoBepseT Hann4me obHoBNEHNI
HEeCKOJIbKO pa3 B [eHb.

O nporpaMme: oTobpaxkeHne NHopMaLnmn o cucTeme, ceeeHnin 06 yCTaHOBNEHHON BepcMmM ESET
NOD32 Antivirus 1 YCTaHOBJIEHHbIX MOAYNAX NPOrpaMMbl, @ Tak)Ke AaHHbIX 06 onepaunoHHON CUCTeMe
N CUCTEMHbIX pecypcax.

CouyeTaHMAa Knasuwl

Ina 6onee ynobHom HaBuraumm B ESET NOD32 Antivirus MOXKHO MCM0JIb30BaTb C/edylowme co4eTaHms
KNaBULL:

CouyeTaHuA KnaBuLU Dencteue

F1 Bbl30B ClMpaBKK
F5 BbI30B OKHa paClUNPEHHLIX NapaMeTpOoB
CTpenka BBepx uau HaBUrauuna B NyHKTaxX paCKpbiBatloWErocqd MeHIO

CTpeJsiKa BHU3

TAB nepexoa K clefyoLemy 3N1IeMeHTY rpaduyeckoro nHTepdeiica
MoJib30BaTENs B OKHE

Shift+TAB nepexon K npeablaywemy 31eMeHTY rpadmyeckoro nHTepdenca
nosib30BaTeNd B OKHe
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ESC 3aKpPbITE€ aKTUBHOIO0 AMNaJIOrOBOro OKHa

Ctrl+U oTobpakeHue CBeleHNIn 0 INLLeH3MK ESET 1 BalleM KOMMbloTepe
(MHpopMauma ons cnyxbbl TEXHUYECKON NOAAEPKKM)

Ctrl+R BOCCTaHOBJIEHNE Pa3MePOB OKHa MPOoAyKTa N ero noJioxKeEHUA Ha 3KpaHe
no ymMmoJs4aHUIO

ALT + CTpesika BNIeBO nepexop Hasag
ALT + CTpesika BMnpaBo nepexon Brepef
ALT+Home nepexoa Ha [OMALLUHIOW CTPaHULLy

[Ons HaBUraumm Tak>Xe MOXKHO UCMOJIb30BaTb KHOMKW MbILLW Ha3amd uan Brnepea.

Mpocdpunu

AuncneTtyep npodunen Ncnonb3lyeTca B AByX pa3aenax ESET NOD32 Antivirus: B pasgene
CkaHupoBaHue no TpeboBaHuio 1 B pa3aene ObHoBNEHHMe.

CKaHMpOBaHMe KOMMbIOTEpPa

B ESET NOD32 Antivirus €CTb YeTbIpe NpeiBapuTesbHO 3a4aHHbIX NPOMWIS CKAHMPOBAHMS:

* MHTenneKkTtyanbHoe CKaHMpPOBaHUE — 3TO NMPOWJib PACLUMPEHHOrO0 CKaHMPOBaHMA MO
yMon4aHuo. ns npoduns MHTENNEKTYaIbHOr0 CKAaHUPOBAHMS NCMONb3YeTCs TEXHONOM A
NHTENNEeKTYaNbHOW ONTUMM3aLNKN, UCKITIOYaloWwas (aibl, KOTopble BO BPeMS NpeablayLLero
CKaHMpoBaHus BblIM onpegeneHbl Kak YACTbIE U C TOr0 BPEMEHUN He U3MEHSNCL. ITO
obecneymBaeT COKpaLLeHNe BPEMEHN CKAHUPOBAHUSA MNP MUHUMAJIbHOM BJIMSIHUN Ha
6€30MacHOCTb CUCTEMBI.

* CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXeTe 3aMyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHwue no TpebosaHuio ans noboro danna. Mpodunb «CkaHMpoBaHME Yepes
KOHTEKCTHOE MeHI0» MO3BONAET ONpenesiMTb KOHDPUrypaunto CKaHMPOBaHNUS, KoTopas byaeT
MCMNONb30BaTLCA NMPU 3aMyCcKe CKaHMPOBaHMA TakMM Cnocobom.

* FTnybokoe ckaHupoBaHue — [1ns npoduss riaybokoro CKaHWPOBaHNSA NHTENNEKTyalbHas
ONTMMMU3ALNS MO YMOSHAHUIO HE UCMOMb3YETCs, MO3TOMY NPW UCNOJIb30BaHMK 3TOr0 Npodus
HUKaKune dainbl N3 CKaHUPOBAHWUS HE UCKJTIOYAOTCS.

* CKaHMpoBaHMe KoMNbloTepa — 3TOT Npodusib Mo yMOJYaHUIO UCMOJIb3YETCA Npu
CTaHAaPTHOM CKaHUPOBaHUK KOMIbIOTEPA.

MpeanoyTuTeNbHbIE MapaMeTpbl CKAHNPOBAHNSA MOXHO COXPaHUTb A5 UCMONb30BaHNS B
JanbHenweM. PekoMeHOyeTCs co34aTh OTAENbHbIA NPOGUAb AN Ka)XA0r0 PerynspHo
NCNOJIb3YEMOro CKaHMPOBaHMA (C pa3iMyHbIMKU 0ObEKTaMK, METOAAMM CKAHNUPOBAHUSA 1 NPOHUMM
napameTpamm).

YT106bI CO34aTb NPOdUIbL, OTKPONTE pa3aen PacllivpeHHble NapamMeTpsl > Moaynb obHapy>xeHus >
Mpoueccbl CKAHMPOBAHUA BPEAOHOCHbIX NporpamMMm > CKaHMpoBaHue no TpeboBaHuio >
Cnucok npocdunen > U3MeHUTb. B 0KkHe ilucneTyep npocunen OCTYNHO pacKpbiBaoLLeecs
MeH0 BbiOpaHHbIN NPOPUAb CO CNNCKOM CYLLLECTBYOLLNX NPOdUNEn CKaHNPOBaHNA 1 ONUMeEN Ans
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CO34aHnA HOBOro. [1ns co3gaHns NPogmna CKAaHNPOBAHUSA B COOTBETCTBUM C KOHKPETHbLIMU
noTpebHOCTAMM CM. pa3fen ThreatSense, FAe OMUCbIBAETCA KaXK bl NapameTp, UCMOob3yeMbln 414
HaCTPONKN CKaHUPOBaHUS.

Mpennonoxum, Bam TpebyeTcsa co3faTb COOCTBEHHbIN NPODUIb CKaHUPOBaHUA. XOT$
KOH(urypauns CKaHUpoBaTb KOMMNbIOTEP 4YaCTUYHO NOAXOAUT, CKAHUPOBATb NPOrpaMmbl-
YMaKOBLUMKNA UW MOTEHLMaJIbHO ONacHble MNPUI0XeHs He TPebyeTca U HyXKHO NPUMEHUTb
Bcerpa ucnpaBnsatb oOHapy)xeHue. Beegnte nMsa HOBOro Nnpoduns B okHe flucnetyep
npocdunen n HaxmMuTe KHONKy JLobaBuTb. BribeprTe HOBLIN NPOGMAbL B paCKpbIBaOLLEMCS
MeHs BbiOpaHHbIN Npoduab 1 HaCTPOVTE OCTasIbHbIE MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, @ 3aTEM HAXXMUTE KHOMKY OK, 4TOObI COXPaHUTb HOBbIV MPOGUSIb.

OOHOBJIeHue

PenakTop npodunen, pacnonoXXeHHbl B pa3gene «HacTtpoiika 0bHoBneHW», AaeT Nob30BaTeNsaM
BO3MOXXHOCTb CO3[aBaTb HOBble Npocunan obHoBneHnsA. Co3haBaTb U UCMOb30BaTb COOCTBEHHbIE
nosib30BaTeNbCKUe Npouan (T. e. Nponan, OTANYHbIE OT NPOdMASA Mo yMon4aHno Mon npocdpuns)
cnenyeT TONIbKO B TOM CJlyvae, ecin KOMMbIoTep NOLAKM0YaeTCs K cepepaM 06HOBIEHUIN pa3HbIMU
cnocobamu.

B KayecTBe npumMepa MOXXHO NPMBECTM HOYTOYK, KOTOPbIN 0BbIYHO MOAK/IOYAETCS K IOKAJIbHOMY
cepBepy (3epkany) B 10KaSbHOM CETU, HO TakKXe 3arpy>kxaeT 0bHOBIEHNSA HENOCPEACTBEHHO C
cepBepoB 0OHOBNEHUI ESET, KOrAa HaxogMTCs He B JIOKaJlbHOW ceTu (Hanpumep, BO BpeMs
KOMaHAMPOBOK). Ha TakoM HOyTOyKe MOXXHO UCNONb30BaTh ABa NPogna: NepBbll HACTPOEH Ha
NOLK/OYEHME K JIOKaslbHOMY CepBepy, a BTOPON — K 0AHOMY 13 cepBepoB ESET. [locsie HacTPOMKK
npogmnen nepengute B pasgen Cny>xebHble nporpaMMmbl > MAaHMPOBLUMK 1 N3MEHUTE
napameTpbl 3agay 0bHoBAeHNS. Ha3HaybTe 04MH M3 Npoduien B Ka4ecTBe OCHOBHOMO, a ApYron — B
KayecTBe BCNOMOraTesbHOro.

Mpocdunb 0O6HOBREHUA: TEKYLWNA Npoduab 06HOBAEHNS. Ing nameHeHus npodunsa soibepute
HY>XKHbI/ U3 PaCKPbIBAIOLLEr0Cs MEHIO.

Cnucok npocdunen: cosfaHme uiv pefakTuposaHue npogusien obHoOBNEHNS.

ObHOBNEHUA

PerynspHoe obHoBNeHMe ESET NOD32 Antivirus — Sy4Lunia cnocob obecneynTs MakCMMasbHbIA YPOBEHb
He3onacHoCTK KoMnbioTepa. Mofynb 0OHOBIEHUS NOALEPXKMBAET aKTYasIbHOCTb NPOrpaMMHbIX
MoLynen U KOMMNOHEHTOB CUCTEMbI.

BbibpaB NyHKT OOHOBNEHME B [J1aBHOM OKHE MPOrpamMmmbl, MOXXHO NMPOCMOTPETb MH(OPMALMIO O
TeKyLeM COCTOAHNM 0BHOBNIEHUS, B TOM Y1C/e AaTy U BpeMS NOC/IeAHEro yCneLwHo BbINMOJIHEHHOMO
0OHOBNEHNSA, a TaKXKe cBefeHus 0 HeobxoanumocTn obHoBAEHNS.

KpoMe aBTOMaTN4YeCKoro 06HOBMEHUS, MOXHO BbINOJIHUTL 0OHOBMIEHME BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNiM4Yme OOHOBNEHUN.
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(es[3) NOD32 ANTIVIRUS ® - o X

[§ Osor O6HoBNEHUe ?
Q CkaHnpoBaHue
R ESET NOD32 Antivirus
':J TR T V Tekywian Bepona: 16.2.11.0
E CepBuc
MocnegHee ycnewHoe oBHOBAEHME: T7/3/2023 3:14:01 AM
o . V MocneaHAA yenewHan NpoEepKa HanMUMa 7/3/2023 5:22:31 AM
10) HacTpoiika .
Lo oBHOBAGHKIA:
@ Cnpaska n nogaepKa MokasaTe Bce MOAY W
(oY YuerHan sannce ESET
& HOME
Progress. Protected.  MpoeepuTs Hanuume o6HOBNEHMId

Pasnen PaclunpeHHble napameTpbl > OOHOBMIEHUEe COEPXXUT A0MONHUTESbHbIE 0N 0OHOBNEHNS,
TaKue Kak pexxum obHOBNEHNS, AOCTYM K NMPOKCU-CEPBEPY U NOAKIOYEHMS K NIOKASIbHON CETH.

Ecnn npyn 06HOBNIEHWMN BO3HUKHYT NPo6aeMsbl, WEeNKHUTE OYUCTUTD, YTOObI YAAUTb KILL
obHoBNeHMs. Ecnn 06HOBUTL MOZYM NPOrPaMMbl BCE PAaBHO He yAaeTcs, CM. pasfen YcTpaHeHue
HenosafoK Npw NoJiyyeHnumn coobuieHms «06HoBNEHME MOAYSIEN HE BbINOJIHEHO.
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NOD32 ANTIVIRUS o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayns o6uapyxenns B B obuosnenue 5
| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3awuTa ABTOMATUHECKDE NEPEKNHOYEHNE Npo U M3meHuTe (i)
OuncTHTE K3 0BHOBAEHWA
| CepeKc e
MoaknkoueHre
Ovkar mogyns a
| ::;s;?:;i;ﬂﬂ CozaaTe CHAMEN MOgynef 'D
| KonwuyecTeo nokansHo XpaHWMbIX CHUMKOEB :
YeenoMAeHWA (5 ]
OTKaT K NpegbIAYLLIMK MOy RAM a
Hactpo#iku
KOHQWAEHLUMANBHOCTI Npogunm )
Mo ymonuanmio -_;OI( OTmenHa

PaboTa ¢ ESET NOD32 Antivirus

[ NaBHOE OKHO MporpamMmbl ESET NOD32 Antivirus pa3fefieHo Ha aBe YacTu. OCHOBHOE OKHO cripaBa
COLEePXMNT MH(OPMaALIMIO, OTHOCALLYIOCS K NapaMeTpy, BbibpaHHOMY B IJlaBHOM MEHI0 C/ieBa.

NnnocTpupoBaHHbIE NHCTPYKLUK
MﬂﬂlOCTpI/IpOBaHHbIe NHCTPYKUWN Ha AHIJIMNCKOM 1” eLle HeCKOJIbKNX A3blKaxX MOXXHO HalTW B
pa3nene OTKpPbITWE [1aBHOr0 OKHa MPorpamMmbl B MpoAyKTax ESET anst Windows.

LIBeTOBYIO CXxeMy rpaduyeckoro nHTepdeinca ESET NOD32 Antivirus MOXHO BblIOpaTb B MPaBOM
BEPXHEM Yrly r1laBHOr0 OKHa Mporpammsl. LLlenkHuTe 3Hayok LiBeToBas cxeMma (3Ha4ok
N3MEHSIEeTCS B 3aBUCMMOCTM OT BbIOPaHHOW B A@aHHbIi MOMEHT LIBETOBOW CXEMbI) PSAOM CO 3HAYKOM
CBepHyYTb U BbibeprTe LIBETOBYIO CXEMY B PACKPbIBAOLLEMCS MEHHO:

* CooTBeTCTBOBaTb LBETY CUCTEMBI: LIBETOBAs CxeMa ESET NOD32 Antivirus 3a4aeTCsl COrlacHO
HaCTpoOMKaM onepaunoHHON CUCTEMBI.

* TeMHasn: BbI6Op TEMHOM LIBETOBON CXeMbl A1 ESET NOD32 Antivirus (TEMHbIN PEXUM).

» CBeTnasn: BbIOOP CTaHAAPTHOW (CBETNOWN) LLBETOBOM CXeMbl ANs ESET NOD32 Antivirus.
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@e‘r NOD32 ANTIVIRUS » - 0O X

o
Dl:l 0O6sop
Q CKEHMpDEEHME
KDMI‘IbHJTEpE
() OBnosnerme Bbl 3aluiLLeHbl
E CepBuc
@ Hactpoiika
@ Cnpaeka n nogaepxka G Q E
/ey Yuerran sanuce ESET MpockaHupoBaTb
L ]
HOME O6HOEUTE KOMMLIOTEP OTueT no bezonacHoOCTH

Progress. Protected.

Onunn rnaBHoOro MeHio:

00630p: 3TOT NYHKT NPeAoCTaBAsSeT MHHOOPMALMIO O COCTOAHMM 3aLMTbl ESET NOD32 Antivirus.

CKaHMpoBaHVe KOMMboTepa: HAaCTPOMKa M 3aMyCK CKaHUMPOBAHNA KOMMbOTEPa UK Co3haHmne
BbIBOPOYHOIr0 CKaHUPOBAHNS.

O6HoBneHne: oTobpaxkeHne nHopmaumm 06 06HOBNEHNN MOAY NS U MOAY NS 0OHapyXeHns.

CepBuc: obecneymBaeT AOCTYN K (PYHKLMSAM, KOTOPbIE MOMOratloT YNPOCTUTb aAMUHUCTPUPOBaHME
NporpamMmmbl U COAEPXKAT LOMONHUTE/bHbIE BO3MOXHOCTMW A5 OMNbITHLIX NOJIb30BaTENEN.

HacTponka: copep>XXnT onumm KoOHGUrypaumm ons GyHKUUN 3awmTsl ESET NOD32 Antivirus («3alunTa
KOMMbloTepa» N «3awmTa MHTepHeTa») n obecneymBaeT 4OCTYN K PaCLUMPEHHbLIM MapaMeTpam.

CripaBka 1 Noafep)Xka: MHopMaLma 0 Ballen NULEH3MUN, YCTAaHOBIEHHOM NPOAYKTE ESET, a TakxXe
CCbIJIKWU Ha MHTepHeT-cnpaBKy, 6a3y 3HaHUM ESET U cyXX0y TeXHUYECKOWN NoALEePXKKMN.

YyeTHas 3anucb ESET HOME: MOAK/0YEHVE YCTPONCTBA K ESET HOME WA NPOCMOTP COCTOAHMS
NOAK/IOYEHNSA K YYE€THON 3anncu ESET HOME. cnonb3yinTe ESET HOME Aas NPOCMOTpPa
aKTUBMPOBAHHbIX INLLEH3UIA ESET 1 YCTPOWCTB, a TakXXe ynpaBieHns NMN.

0630p

B okHe 0030p 0TOOpaXkaeTcs NHHOPMaLUS O TEKYLLIEM COCTOSHUN 3aLUTLI KOMMbIOTEPA U ObICTPbIE
CCbUIKM Ha PyHKLMKU 6€30MacHOCTY B ESET NOD32 Antivirus.
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B okHe 0630p oTobparkatoTcs yBenomaeHns ¢ NogpobHOM nHopMaLmen N peKOMeHAYEMbIMM
pelleHnaMy ans nosblweHnsa 6e3onacHOCTU ESET NOD32 Antivirus, BK/IIOYEHWUS LONOJTHUTESbHbIX
hyHKLMIN 1 obecneyveHns MakCMMasbHOW 3almnTbl. [Ipy HaAMYUM LONOAHUTENbHBLIX YBEAOMJIEHNN
WwenkHuTe Ewe X yBepomneHun, 4Tobbl pa3BepHyTb BCe.

Ob6HoBNeHne — OTKpbIBaeT CTpaHuuy OOHOBIEHVE N NPOBEPSET Hannyne 06HOBNEHNIA.

CKaHMpOBaTb KOMNbIOTEP — OTKPbIBAET CTPaHMLYy CKaHMpOBaHME KOMMbLIOTEPA U 3aMnyCcKaeT
CTaHOAPTHOE CKaHMPOBAHME KOMMbIOTEPA.

OT4eT no 6e30NacHOCTU — OTKPbLIBAET OTYET M0 HE30MaCHOCTY.

(es[3) NOD32 ANTIVIRUS

I]E 0O6sop
Q CkaHnpoBaHue
KOMMBHOTERE
() OBnosnerme Bbl 3aluiLLeHbl
E CepBuc
@ Hactpoiika
@ Cnpaska » nogaepskka S Q E
(oY YuerHan sanmce ESET MpockaHupoBaTb
& HOME g P

O6HOBUTL KOMNBHOTEP OTueT no 6GezonacHoCTH

Progress. Protected.

3eneHbl 3HAYOK U 3eneHbin cTaTyc Bol nop, 3aLLMTOM CBMAETENBbCTBYIOT O MaKCMa/lbHOM
YPOBHE 3allNThbI.

[eucTBMA, KOTOpPbIe cJieayeT BbiMOJIHUTbL, €C/IM NporpamMMa
He paboTaeT Hagnexawum obpasom

Ecav Moaynb akTUBHOW 3alLMThl paboTaeT NpaBUSIbHO, 3HAYOK COCTOSHUA 3aLWNThI ByeT 3eNeHbIM.
KpacHbIn BOCKIMLATESbHbIA 3HAK WX OPaHXEBbIA 3HAYOK YBELOMEHNS 03HAYAET, YTO
MaKCMMaslbHas cTeneHb 3aLnThl He obecneynBaeTcs. [JoNoNHUTE bHbIE CBEEeHNS O COCTOAHUN
3alUThI KaXXA0ro MOZly s, @ TakXe Mpeaslaraemblie pelleHns 4158 BOCCTaHOBIEHNS NOIHOM 3alnThl
oTobpaxkaloTcs B BUAeE YBELOM/IEHNS B OKHe 0630p. [118 MU3MEHEHUS COCTOSHNSA OTAEbHOM0 MOy S
wenkH1Te HacTpoika v Bbibepute HEOOXOAUMbIA MOaY b,
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¢|}'HKLI,IIF| OTKAKIYEHA, NO3TOMY Ball KOMNBHOTED HE 3alllHULeH OT HEKOTORBIX TUNOE YTrpaos. 310

| ¥uetnaa 3anuce ESET OUeHb OMACHO: BKIKYNTE 3ALLUMTY KaK MOXHO cKopee,
& HOME

®

% BrarounTe 3awuTy Baiinosoi CUCTEMBbI B peankHOM BpeMeHM

s =

L = J
MpockaHWpoBaTb OTueT no

O6HOBUTL KOMMBIOTER beszonacHocTH

Progress. Protected.

KpacHbI 3HAaYOK 1 KpacHbIA 3HAYOK OnoBeLLeHUs No 6e30nacHOCTH YKa3biBAOT Ha
KpUTn4yeckune npobnemsi.
Onsi 0To6paXKeHNS TAKOro COCTOSHUS MOXKET OblTb HECKOJIBKO MPUYMH.

* MpoAyKT He aKTUBMPOBAH, /1M CPOK AEeACTBUA NIULLEeH3UU UCTEK — 00 3TOM
CUrHANIM3MPYET KPACHbIM 3HAYOK COCTOAHMSA 3auThl. C 3TOro MoMeHTa nporpamma bosbLie
HE CMOXXET BbINOJIHATb 00HOBNEHWA. 15 NPOANEHNS IMLEH3UN CNeayNTe NHCTPYKLMSM B
OKHe MpenynpexaeHus.

* Moaynb obOHapy)XeHUA ycTapen: 3Ta owmnbKa NosaBASETCS NOC/e HECKONbKINX

HeyAa4HbIX NOMbITOK 06HOBMTbL MOAYb 0BHapyXxeHns. PekoMeHayeTCs NpOBEPUTL
napameTpbl 06HoBNEeHMI. Hanbonee YacTas NpMynHa 3TON OWNOKN — HENPaBUIIbHO
BBEAEHHbIE AaHHbIe ANS ayTEHTUDMKALMN NN HEBEPHO HAaCTPOEHHbIE NapaMeTpsbl

noaKIK4YeHN .

* 3awmTa palnoBOM CUCTEMBI B peasibHOM BPEMEHMU OTKJII0YEHA: 3aLi/Ta B peasbHOM
BpEMEHMN OTKJI0YEeHa NoJib3oBaTeNeM. KoMnbioTep He 3alluLleH OT yrpo3. HaxmuTe
BknounTtb 3aiuty (pansioBOn CUCTEMbI B peasibHOM BPeMeHHU, 4TOObl NOBTOPHO
BKJIOUYUTL 3TY DYHKLMIO.

* Mopynu 3alMUTbl OT BUPYCOB U LLUMMOHCKUX NPOrpaMM OTKJIIOYEHbl: MOXXHO CHOBA
BKJIOYMTb 3aLLMTY OT BMPYCOB U LUMNOHCKMX MPOrpamMm, WenkHyB BKAOYUTL 3aluTy OT
BUPYCOB MU LUMUOHCKUX NPOrpamMMm.

OpaH)XeBbli LBET 3Ha4YKa YKa3blBaeT Ha TO, YTO AENCTBYET OrpaHMYeHHas 3awmuTa. Hanpumep,
cylLecTByOT Npobaembl C 06HOBIEHMEM NPOrPaMMBbl UK 3aKaHYMBAETCS CPOK AENCTBUSA
NNLLEH3WN.
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Ona OT06pa)KeHI/IF| TaKOro COCTOSIHUSA MOXET OblTb HECKONBKO MPUYKnH.

* UrpoBo# pe>xuM aKTUBEH: BKJIIOYEHVE IrPOBOr0 PeXMa NpeacTaBnseT
NoTeHLMaNbHbIN pUcK ans 6e3onacHoOCTU. Mpy BKIOYEHWUMN 3TON yHKLIMM BNOKMPYIOTCS BCE
OKHa yBEAOMJIEHWNI UK NpeaynpexaeHnin 1 0CTaHaBANBAOTCS BCE 3anlaHNPOBaHHbIe
3a4auu.

* CpoK pencTBUSA Ballen JIMLLEH3UMU CKOPO 3aKOHYUTCA/CPOK AedCTBUSA Ballewn
JINLLEH3UU UCTEKaeT CeroaHs: NprM3HakoM Ham4msa 3Ton Nnpobnemsl ABAAETCA NOSABNEHNE
BOCK/IMLL@TEIbHOr0 3HaKa B 3HaYKe COCTOSAHMA 3alMTbl PALOM C CUCTEMHBIMU YacaMmu.
Mocne 0OKOHYaHMA CpoKa AENCTBUS NULEH3UN NporpaMma 60oblue He CMOXET BbINOJIHATD
0bHOBNEHNS, @ 3HAYOK COCTOAHNA 3alUTbl CTAHET KPACHbIM.

Ecnv npennoXeHHble pelleHns He NO3BONSAIT YCTPaHUTb Npobnemy, BbibepuTe 3nemeHT CnpaBka M
nopaepiXkKa v NpocMoTpuTe hafibl CIPaBKU UN MOULLUTE HYXHYIO MHOopMaumnio B base 3HaHuI
ESET. EC/iv BaM No-npexxHeMy Hy>XHa NoMoOLLb, OTNpaBbTe CBOW 3anpoc B CJ1yXOy TeXHUYeCcKon
noanep>Xku ESET. Ee cneumanncTel onepaTUBHO OTBETAT Ha BaLUM BOMPOChI U MOMOryT HanTH
peLueHmne.

CKaHuMpoBaHue KOMNblOTEpa

MoLynb CKaHMPOBAHUS KOMMbIOTEPa Mo TpeboBaHUIO ABIAETCH BaXXHON YacCTbio peLLeHus,
obecneymBalowero 3awmTy oT BUPYCOB. OH NCMO/b3yeTCs ANA CKaHMPOBaHMNA (halnioB U Nanok Ha
KomnbtoTepe. C Touky 3peHuns obecneyeHns 6e30MacHOCTM NPUHLAMWNANBHO BaXXHO BbIMOJHATb
CKaHWpOBaHWe KOMMbIOTEPa PeryJsispHoO, a He TOJIbKO MPU BO3HUKHOBEHWUW NOA03PEHNIN O 3apaXeHuun.
PekomeHAyeTCAa perysiipHO BbINOJIHATb MOJIHOE CKaHMPOBaHWE KOMMbOTepa A5 0bHapyXeHuns
BMPYCOB, KOTOPbIE He OblNN HalAeHbl 3aLUNTON (PalIoBON CUCTEMbI B PEXMME pPeasibHOr0 BpeMeH!
npwv 3anncmM Ha AUCK. 3TO MOXXET NPOU30MATK, eC/IM B TOT MOMEHT 3aliuTa (annoBon CUCTEMbI B
pexume peasibHOro BpemMeHu bbisia 0TKAYEeHa, MOAY b 0OHapyXeHns bbbl yCTapeBLwnM nnm xe
ann He Bbl pacrno3HaH Kak BUPYC NPY COXPaHEHUN Ha AUCK.
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Tz CkaHnpoBaHWe KoMnbroTepa ?
CI(ﬂHHFCEﬂHHE
Q KOMMAbIOTEpa o Pacu.lnpeuﬂoe CKaHWpOBaHWe v
BoifopoYHOE CKAHWDOBAHWE M CKAHWDOBaHME
OBnoenermne ChEMHBIX HOCHUTENENR

Cepenc

MepeTawmTe cloaa q3a51.-"|:| ANA CKaHWpPOBaHWA
Hactpoiika

Cnpaeka n nogaepxka Q CkaHMpOBaHUe KoMMbloTepa 7/3/2023 5:26:02 AM
L‘:;;:;ﬂ e (B Mpouzowno oBHapyxkeHuii: 0
C\$Recycle.Bin\S-1-5-21-2730562824-3853404064 -, \COMFIG_PARENTAL_GROUL_EDIT_DLG.png n u
LA R NN NN ]
~ bonblue ceeneHWi 0l OTKpbITE OKHO CKaHWPOBaHWA

3TO MOXET 3aHATE HEKOTOpDOE BPEMA. Mo 33BEpLUEHWA CKaHWPOBaHNA Bbl NOMYHWTE YEELOMAEHHWE. X

JeiicTeEme nocae ckad.  Huuero He npeanpuHUMaTe e

JloCTYynHO [1Ba TUMa CKAHMPOBaHUA KOMNbloTepa. CKaHUpOBaHMe KoMnbloTepa ObICTpo
CKaHupyeT cucTemy 6e3 ykasaHus napamMeTpoB CKaHMpoBaHus. BbiIbopoyHoe ckaHMpoBaHue (B
pa3gene «PacluypeHHoe CKaHMPOBaHMe») No3BoSeT BbiOpaTh O4WH U3 NPeaBaPUTESIbHO
onpeaeneHHbIX Npotuien CKaHUPOBaHWS, NPeHa3HAYEHHbIX OS5 ONpeAeNeHHbIX MECTOMO0XEHWIA
1 BbibOpa onpeaeneHHbIX Lenei CKaHUPOBaHMS.

CM. rnaBy X0/ CKaHUPOBaHMA OAs NOJYyYEHUs AONOJHUTENbHBIX CBEAEHMI 0 NpoLecce
CKaHUPOBAHWA.

Mo ymon4aHuio ESET NOD32 Antivirus MbiITAaeTCA aBTOMATUYECKM 0YULLATL UK YOansaTb BCe
OnacHble 3N1eMeHTbI, 0OHapy>XeHHbIE MPY CKaHMPOBaAHMM KOMMbIOTEPa. B HEKOTOpPLIX Cy4yasX,
KOrfa He yaaeTcs BbINOJIHATb HU OHO U3 OENCTBUIA, NOb30BaTe b NOJly4YaeT MHTEPAKTUBHOE
yBEeOMJIEHNE, B KOTOPOM HY>XXHO BblbpaThb AeNCTBUE (Hanpumep, yaanuTb Wam
NPOUrHOPMPOBaTh). I3MEHNTbL YPOBEHb OYUCTKU U NoAyYnTb Bonee noapobHble cBeaeHMA
MOXXHO B pa3gene O4yncTka. MHpopMaumio o npeablayLwmx ceaHcax CKaHUpOBaHNS CM. B
dannax XXypHana.

Q, NMpockaHupoBaTb KOMMNbIOTEP

®yHKUMs MpockaHMpoBaTb KOMNbIOTEP M03BOSET HLICTPO 3aNyCTUTb CKAHUPOBAHME KOMMbIOTEPA
M OMUCTUTb 3apa)keHHble (haiisibl 6e3 BMelwaTeNbCTBa Noab3oBaTeNs. MperMyLLecTBo GyHKLMM
MpockaHMpoBaTb KOMNBLIOTEP 3aK/OHAETCA B TOM, 4TO OHO YA0OHO B BbIMOSHEHUM 1 He TpebyeT
TLLaTeNbHOM HAaCTPOMKN CKaHMPOBaHWMA. Mpn TakoM CKaHMPOBaHWM NPOBEPSIOTCSA BCe (alfibl Ha
NOKAJbHbIX XXECTKNX AMNCKAX, @ TAaKXXe aBTOMATMYECKM OYMLLAIDTCA UK YLANATCS 00Hapy>XeHHble
3apaxkeHus. Mpu 3TOM aBTOMaTUYECKN UCMO/Ib3YETCS YPOBEHb OYNCTKM MO YMOYAHMIO.
JONONHUTENbHYI0 MHGOPMALIMIO O TUMAX OYUCTKM CM. B pa3gene O4ncTka.

35



Kpome Toro, MoXHO MUCM0/Ib30BaTh (PYHKLIVIO CKAHUPOBAHUSA C UCNOJIb30BAaHUEM
nepeTackuBaHus, YTOObl BPYYHYIO CKaHUPOBaTb (Daljibl AW NanKW: A5 3TOr0 HaBeaMTe YKa3aTeslb
MbILLIV Ha HY>XXHbI Dalia WK Nanky, WeaKHUTE 1, YOEpXXnBas HaXkaTol KNaBULLY MbILLK,
NepemMecTuTe BblAeNIEHHbIV 3/IEMEHT B OTMEYEHHYI0 06/71aCTb, MOC/E YEro OTNyCTUTE KHOMKY MbILLW.
Mocne 3Toro nNpuioxeHue byaeTt nepeBeaeHo B (hOHOBLIN PEXIM.

B pa3aesie pacluMpeHHbIX NapaMeTPOB CKAHMPOBAHUA JOCTYrMHbI CleaytoLULMe BapuaHTbI
CKaHMPOBaHWs.

e BbiOOpO4YHOE CKaHUupOBaHUue

BbibOpoYHOe CKaHMpOBaHMe NO3BOJISET YKa3aTb NapaMeTpbl CKaHNPOBAHUS, Taknme Kak 00beKThl 1
MeToZabl. [penMyLLecTBO BLIDOPOYHOro CKAHMPOBAHMUA 3aKJTIOYAETCS B TOM, YTO Bbl MOXXETE
AeTanbHO KOH(UIrypMpoBaTh NapamMeTpbl. KOHGMIypaumum MoOXKHO COXPaHATb B NOJIb30BaTENbCKUX
NpoguUNAX CKaHMPOBAHMUS, KOTOPbIE YA0OHO NPUMEHATb, €C/IN PErYNSAPHO BbIMOJHAETCS
CKaHUPOBaHWeE C OOHUMUN 1 TEMU XKe NapameTpamm.

'PO" CKaHMpOBaHMe CbEeMHbIX HOCUTeNneun

MoaobHO CKAHMPOBAHMIO KOMMbIOTEpPA AaHHas PyHKLUMS ObICTPO 3aMyCcKaeT CKaHUMPOBaHMe
CbeMHbIX HoCcuTenel (Hanpumep, CD/DVD/USB-AUCKOB), KOTOPbIE MOAKIOYEHbI K KOMMbIOTEPY B
AaHHbIA MOMEHT. 9T0 MOXET 6bITb YA06HO NPY NOAKIYEHNN K KOMMbIOTEPY USB-yCTPONCTBA (h3LW-
NamMATU, COAEPXKNMOE KOTOPOro HE06X0ANMO MPOCKAHMPOBATh Ha HaNN4Yne BPEAOHOCHbIX MPOrpamMMm
N APYrux NOTEHLMAbHbIX Yrpo3.

ﬂ,aHHbII?I TN CKaHNPOBaHNA TaKXXe MOXXHO 3aMyCTUTb, Bbl6paB BapuaHT BbIGOpO‘-IHoe
CKaHUpPOBaHUe N NyHKT CbeMHble HOCUTEeNHU B packpbiBalOLWLEMCA MEHIO O6beKTbI
CKaQHUPOBaHMA, a 3aTEM Ha>XKaB KHOMKY CKaHMpOBaTb.

CO" nOBTOpMTb nocinegHee CKaHUMpoBaHue

Mo3BoNfeT ObICTPO 3aMyCTUThL NOC/IeAHEE BbINOJHEHHOE CKAHUPOBAHME C UCMOJIb30BAHMEM TeX Xe
HaCTPOEeK.

B packpbiBaiolieMcs MeHio JledcTBMEe Nocsie CKaHUPOBAHUA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINONHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAHMPOBaHWS:

* Huyero He npeanpUHMMaTDb: NOC/Ie CKAHMPOBaHWA LENCTBUS NPpeanpuUHNMaTbLCS He ByayT.
* BbIK/IIOYUTB: N0OC/I€ CKAHUPOBAHMUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HEOOXOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb OYUCTKY 0BHapYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbLIBAOTCS, @ KOMMbIOTEP
nepesarpy>xaeTcs.

* MpUHyAUTENbHBbIA Nepe3anyck NpyM He0bXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepLUNTb OYNCTKY 0BHaPY XEHHbIX Yrpos.

* MpuHyauTenbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
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3aKpbIBalOTCA, HE JO0OXNOaACb BMELLATENIbCTBA MNOJIb30BaTEJIA, N KOMIMbBIOTEP NMepe3anyCckaeTcAd
nocne 3aBeplieHna CKaHNpPoBaHUA.

* CNALWMNA PEXUM: CEaHC COXPAHAETCS, N KOMMbIOTEP NEPEXOAUT B PEXXUM NMOHUXKEHHOIO
sHepronoTpebneHmns (T. e. Nosb30BaTENb MOXKET BbICTPO BO30OHOBUTL paboTy).

* Pexxum rubepHaumm: Bce KOMMOHEHTbI, NCMosib3ytowme O3Y, NepeHoCcATCs B CneunaibHbIi
alin Ha KeCTKOM aucke. KoMnbloTep BbIKIOYAETCS, U NPU CIeAyOLWEeM BKIIOYEHNN BEPHETCS B
npenblayliee COCTOSHNE.,

JocTynHocTb aencTBuin CoH n TmMbepHaumua 3aBMCMT OT MapaMeTPOB NMUTAHNA U CAALWLENO
peXxnuma onepalmoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTep BbINOMHAET
OCHOBHble PYHKLMM 1 NOTPebNseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobsl
coxpaHuTb Bpems paboTbl baTapeun (Hanpumep, eciv Bbl HAXOAUTECH B MYTUW), PeKOMeHAYeTCA
nepeBecTn KOMMNbIOTEP B peXum rubepHaumm.

BbibpaHHOe pencTBme byaeT 3anyLieHo Nocae Toro, Kak BCe 3anyLeHHble MPoLecChl CKaHMPOBaHMA
6yayT 3aBepuieHsbl. Mpu Boibope 3aBeplieHne pabdboTbl 1 Mepesarpyska B 41MasloroBOM OKHe
noaTBepxaeHus 6ynet otobpakaTbcs 30-CeKyHAHbI 06paTHbIA O0TCYET (WwenkHUTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKe).

CKaHMPOBaHNe KOMMbIOTEPa PEKOMEHAYETCS 3arnyCcKaTb He peXxxe 0AHOro pa3a B MecaLl,. Ero
MOXXHO CKOH(UIYPMPOBaThL B KaYeCTBe 3arJiaHMpoBaHHOM 3a4a4v B pasgene Cepsuc >
MnaHMpoOBLUMKK. [11aHNMPOBAHNE eXEeHeNe/IbHOr0 CKAHVPOBAHUS KOMMbIOTEPA

CpepncTBO 3anycKa BbiIODOpoO4YHOro
CKaHMPOBaHMUA

Bbibopo4HOE CKaHMPOBAHWE MO3BOASET CKAHMPOBATHL ONEPATUBHYIO NaMATh, CETb UMW
onpeaenieHHble YacTu AUCKA (a He AUCK LennkoM). [1ns 3Toro wenkHuTe PacluMpeHHoe
CKaHupoBaHMe > BbiDopouyHoe ckaHupoBaHMUe 1 BbibepnTe KOHKPETHbIE 06BEKTHI CKAHUPOBAaHUS B
L PEBOBUAHON CTPYKTYpe Nnanok.

B packpbiBatoLiemcst MeHto Mpoduab MoXXHO BbibpaTb NPOdUIb, KOTOPLIA ByAET UCMO0Jb30BATLCA
ANSi CKAHMPOBAHWSA YKa3aHHbIX 00beKTOB. [10 YMOYaHWIO NCNOb3yeTCs NPodusib
NHTennekTyanbHoe ckaHupoBaHue. CylllecTBYeT ellle TpY NpeaBapuTeNibHO 3alaHHbIX Npoduns
CKaHupoBaHus: Fnybokoe ckaHupoBaHue, CKaHMpPOBaHUE Yepe3 KOHTEKCTHOe MEeHIo 1
CkaHUpOBaHMe KOMMbloTepa. B 3Tux npodnnisx CKaHNMPOBaHUS UCMOJb3YIOTCS APYrie napaMeTpbl
ThreatSense. YT06bl 03HAKOMUTBLCA C AOCTYMHLIMU NapaMeTpaMu, Nocaea0BaTeNbHO BbibepuTe
Paclu/peHHble NapaMeTpbl > Moaynb o6Hapy>XeHus > CKaHUpOBaHMe HA Hann4yme BpPesoHOCHbIX
nporpamm > CKaHMpoBaHHue No TpeboBaHMUIO > ThreatSense.

CTpyKTypa nanok (AepeBo) TakXe COAEePXMUT onpefeseHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTuBHaA NaMATb: CKaHNPOBAHME BCEX MPOLECCOB N AAHHbIX, KOTOPLIE B JaHHbIN
MOMEHT NCMOJIb3YHOTCA OI'IepaTI/IBHOI7I NaMATbIO.

* 3arpy3o4Hble ceKTopbl/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Haslmyme
BPEAOHOCHbIX NporpamMM. [ononHUTe IbHble CBEAEHNS 0 MOAYJ/1e CKaHMPOoBaHWs UEFI NpuBeaeHbl
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B [JioCCapuu.

* Baza paHHbIX WMI: CKaH1poBaHue Bcen 6a3bl JaHHbIX Windows Management Instrumentation
(WI\/II), BCEX MPOCTPaAHCTB NUMEH, 3K3EMMNAPOB K/1aCCOB N BCEX cBOMCTB. MONCK CCbINOK Ha
3apaKeHHble (paVIJ'IbI nnn BpenoHOCHbIE NMPOorpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHBIA peecTp: CKaHNPOBaHMEe BCEro CUCTEMHOI0 peecTpa, BCex pa3aesioB U
noapa3aenos. MONCK CCbIJIOK Ha 3apa)keHHble albl AN Bpe4OHOCHbIE MPOrpaMMbl,
BHEeJPEHHbIe B BUAE OaHHbIX. [1pn 04ncTKe 0bHapyXeHUI CCbiSIKka OCTAeTCs B peecTpe BO
n3bexxaHne nNOTepm KaknMx-nmbo BaXKHbIX AaHHbIX.

YT106bI 6bICTPO NEpenTn K 06BEKTY CKaHNPOBaHMA (hany nan nanke), BBEAUTE €ro nyTb B
TEKCTOBOM MoJie No4 APEBOBUAHON CTPYKTYPOW. MyTb BBOAMTCS C y4e€TOM perncrpa. Ytobeol
BKJIOYNTb 06 BEKT B CKAHUPOBaHMe, yCTaHOBUTE ero (h1laXkoK B APEBOBUAHON CTPYKTYpE.

YT106bI y3HATb, KaK 3aM/laHMPOBATh PErynspHyto 3agavy, CM. pa3aen [1aHypoBaHue
e)XXeHee/IbHOr0 CKaHNPOBaHMS KOMMNbOTEPA.

(es T O X
CKaHHpDBaHHE‘ KOMNbHOTEPAa ?
Mpodune | VIHTENNEKTYaNEHOE CKAHUPO.. ™
~[] = This pC
D: OnepaTWEHaA NAMATE
DOBarpymqule cekTopkl/UEF
DE' Baza gaHHb WiI
[ ief Cuctemumiii peectp
> )Ea
> D— D,
> D_ EN
> [ P\
> mmza,
> W Network
[ononHUTENEHEIE NAREMETREl
OTmeHa

MapameTpbl O4UCTKU AN CKaHUPOBAHMA MOXKHO HAaCTPOUTb B pa3fese PacluvpeHHble napameTpbl >
Mopaynb obHapy>xeHus > [poueccbl CKAHUPOBAHUA BPeAOHOCHBIX NporpaMm > CKaHupoBaHue
no TpedboBaHuIO > ThreatSense > OumncTKa. YT06bI BLINONHUTL CKaHMPOBaHMe 6e3 04NCTKM,
wenkH1Te JlonosHUTEeNbHbIe NapaMeTpbl 1 BbibepuTe CKaHupoBaTh 6e3 o4ucTKu. Victopus
CKaAHMPOBAHUA COXPaHSETCA B XXYpPHasie CKaHUPOBaHWUS.

Ecnun BbibpaH napameTp MponycTUTb UCKAIOYEHUA, Paitsibl C paHee NCKIYEHHBIMU PacLLUMpPEHNSMU
OynyT NpoCKaHMpoBaHbl 6€3 NCKIYEHUN.
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Haxxmute KHOMKY CKaHMpOBaTb, 4T0bbl BLIMOIHUTB CKaHMpoBaHKMe C BblﬁpaHHbIMl/I NnapaMeTpaMi.

KHonka CKaHMpoBaTb C NpaBaMuU agMMHUCTPATOpPA MNO3BOJISIET BbIMOJIHATbL CKaHUPOBaHUE Noj
YYETHOM 3anncblo afMUHNCTPaTOPa. Bocnonb3ynTech 3TON yHKLMUEN, €CIN Y TEKYLLEro
nosb30BaTesNs HET NPaB Ha AOCTYN K (harnam, KoTopble cnefyeT NPOCKaHMPoBaTh. [laHHas KHOMKa
HeLOCTYMNHa, ECAN TEKYLLMIA NONb30BaTENb HE MOXKET BbI3bIBaTb ONepaLin KOHTPOIS YYETHbIX
3anucei B Ka4yecTBe aAMUHUCTPATOPa.

XypHan CKaHMPOBaHMS MOXHO NPOCMOTPETL MO 3aBEPLUEHNN CKaHUPOBAHWS, HaXKaB KHOMKY
[ToKa3aTb XYpPHaJbl.

Xopn CKaHUPOBaHUA

B OKHe Xx04a CKaHMPOBaHNA 0ToBpaXKaeTcs Tekyllee COCTOSHUE CKaHUPOBAHUS U MH(OpMaLns 0
KONMYecTBe (haiinoB, B KOTOPbIX 0OHAPYXXEH 3/I0HAMEPEHHbIN KoA,.

HopmanbHOM cuTyaumnen ABnsaeTcs HEBO3MOXHOCTb CKaHMPOBAHNSA HEKOTOPLIX (hainios,
HanpuMmep 3alUMLWEHHbIX NaposeM Gannos nan Gannios, NCNOAb3YEMbIX NCKTIOYNTENLHO
onepaunoHHON cncTemon (0bbIYHO pagefile.sys 1 HEKOTOPLIX halnnoB XXypHanos). bonee
noapobHy NHDPOPMALINIO MOXKHO HAWTUN B CTaTkbe Hallen Ba3bl 3HaHWUN.

Y7066l y3HaTb, KaK 3aMJlaHMPOBaTh PEryNAapHYIO 3a4advy, CM. pa3aen [11aHupoBaHue
eXeHeaeNIbHOr0 CKaHNPOBaHUS KOMMNbOTEPa.

XopA, CKAHMPOBAHMA: HANKATOP BbINOJHEHNS MOKA3bIBAET COCTOSHUE TEKYLLIEro CKaHMPOBAHMS.
06beKkT: UMs 06bEKTA, KOTOPLIA CKAHUPYETCS B HACTOSALLMIA MOMEHT, N €ro PacrosoXeHMe.

Mpousownmn obHapy>xeHusa: otTobpakaeTcs obLiee KONMYECTBO MPOCKAHNPOBAHHbIX halnoB U
yrpos, obHapy>XeHHbIX U yAaNeHHbIX BO BPEMS CKaHNPOBAHUS.

LLlenkHnTe aneMeHT «[lonoNHNTENbHbIE CBEAEHNS», 4TOObI 0TOBPa3nTL CeAyoLWYy0 NHHOPMAaLMIO:
* NMonb3oBaTenb: M5 Y4ETHON 3aNnNCK NOJb30BATENS, KOTOPbIN 3anyCTU CKaHNPOBaHWMe.,
* NMpocKkaHUPOBAHO 0O BLEKTOB: KOIMYECTBO Y>KE NPOCKaHNMPOBAHHbIX 0ObEKTOB.
* MpoAoMIKUTENBHOCTD: NpoLlejLIee BPeMS.

3HaYyoK May3bl: NPUOCTAHOBKA CKaHNPOBAHMS.

3Ha4Y0K BO306HOBEHUS: 3Ta ONuUMst 0ToBparkaeTcs, Korfa CKaHMPoBaHME MPUOCTAaHOBIEHO.
LLlenKHWTe 3TOT 3HAYOK, YTOObl MPOAOIKNTL CKAHNPOBaHNE.

3Ha4Y0K OCTAHOBKW: 3aBepLUeHNe CKaHNPOBaHUA.

LlenkHnTe aneMeHT OTKPbITb OKHO CKaHMPOBAHMA, HTOObI OTKPbITh XXYPHAA CKaHMPOBaHMA
KoMmnboTepa ¢ 6onee noapobHoON NHDOPMaLMen 0 CKaAHNPOBAHWN.

MpPOKPYTUTbL XXyPHaN CKAaHUPOBAHMUA: €CJIN 3TOT NapaMeTp aKTUBUPOBAH, XXYPHaJl CKAHWPOBAHWS
OyneT NpoKpy4MBaTbCs aBTOMATUYECKM Npu AobaBNeHUN HOBLIX 3anuceit, 4Tobbl oTobparkannch
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CaMbl€ CBEXUE IJIEMEHTHI.

LLlenkHUTe 3KpaHHYIo Nyny uau CTpesiky, 4Tobbl MPOCMOTPETh CBEAEHUS O TEKYLLEM
CKaHMpoBaHWW. MOXXHO MapasifieslbHO 3anyCTUTbL APYroe CKaHWpPOBaHWe, LLEeSIKHYB
CKaHupoBaTb KOMNbIOTEP 1V PaclumpeHHoe cKaHupoBaHue > BbibopoyHoe

CKaHUpoBaHuUe.

(es[:3) NOD32ANTIVIRUS ® - o X
fiaop CkaHupoBaHue KoMnbroTepa ?
CI(ﬂHHFCEﬂHHE

Q KOMbOTEpa (1) PaclumpeHHOe cKaHMpPOoBaHWe v

BuiBOpOYHOE CKAHWPOBAHWE M CKAHWPOBAHNE
OBHoeneHNE ChEMHBIX HOCHTENei
Cepenc
MepeTawwmTe coaa q3a51..'|:| ANA CKaHWpOBaHWA

Hactpoiika
Cnpaska » nogaepskka Q CkaHMpOBaHUe KoMMbloTEpa 7/3/2023 5:26:02 AM
Ll::]e;;:_an ST A Mpouzowno obHapyxkeHuit: 0

Ch\$Recycle.Bin\S-1-5-21-2730562824-3853404064-.,\COMFIG_PARENTAL_GROUL_EDIT_DLG.png n u

L N LN
~ bonblue ceegeHWi OTKpbITE OKHO CKaHMPOBaHKUA

3TO MOXKET 38HATE HEKOTOpOE BpEMA. Mo 33BEPLUEHHN CKaHWPOBAaHWA Bbl NOMYYWTE YEEL0MAEHHE. X

[eiicTBMe nocne ckaH. Hudero He NpeanpUHUMaThL ~

B packpbiBaioLieMcs MeHio JledcTBMe nocsie CKaHUPOBAHMUSA MOXKHO HAaCTPOUTL AeNCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKW NOC/e 3aBepLleHns CKAaHUPOBaHWS:

* Huyero He npeanNpUHMMaTDb: NOC/e CKAaHNPOBaHWA LeNCTBUS NpeanpuHNMaTbCs He ByayT.
* BbIKNIIOYUTB: N0C/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* NMepe3sanyck Npu HeO6XOAMMOCTH: KOMMbLIOTEP Nepe3anyCckaeTcs, TONbKO €C/IN HY>XHO
3aBEPLUMTb O4UCTKY 0BHapPYXEHHbIX Yrpo3.

* NMepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBepPLUNTb OYNCTKY 0OHAPY XEHHbIX Yrpos.

* MpuHyauTeNnbHas nepesarpysKa: BCe OTKPbITbIe MPOrpaMMbl NPUHYAUTENbHO
3aKpbIBAOTCS, HE AOXKMAASACH BMeLLaTeNbCTBa MNOJb30BaTeNs, U KOMMNbIOTEP Nepe3anyckaeTcs
nocnie 3aBepLUEHNS CKaHWPOBaHWS.

* CNALWMN PEXUM: CEAHC COXPAHSAETCS, U KOMMNbIOTEP NEPEXOAMNT B PEXMM MOHUKEHHOIO
3HepronoTpebneHmns (T. e. N0JIb30BaTENb MOXET BbICTPO BO30OHOBUTL paboTy).
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* Pe)xum rubepHaumm: BCe KOMNOHEHTHI, MCMOoJb3ytoLine O3Y, NepeHocaTCs B CreLvaibHblii
haiin Ha XKeCTKoM aucke. KOMMboTep BbIK/IYAETCS, U Npy CefytoleM BKIOYEHUN BEPHETCS B
npenblayliee COCTOSIHME.

JocTynHocTb aencTBuin Con 1 TmMbepHaumna 3aBMCMT OT NapaMeTPOB MUTAHNSA U CALWLErO
peXxnuma onepaumoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBalTe, 4TO KOMMbIOTEP B CMALLEM peXxunme Bce xe paboTaeT. KoMNblOTEp BbINOAHAET
OCHOBHble PYHKLMM 1 NOTPebnseT 31eKTpnYecTBo, Korga pabotaeT oT akkymynaTopa. YTobel
CcoxpaHuTb BpeMs paboTbl baTapeun (Hanpumep, ecan Bbl HAXOAUTECH B MYTW), PEKOMEHAYeTCA
nepeBecTV KOMMNbIOTEP B peXum rubepHaumu.

BeibpaHHoe pencTeme ByaeT 3anyLLeHo Nocse Toro, Kak BCe 3anyLeHHble NPOLEeCChl CKaHUPOBaHMS
6ynyT 3aBepuieHbl. Mpu Boibope 3aBepLueHme paboTtbl niv NMepesarpyska B 41aOrOBOM OKHE
noaTeepxaeHuns byaet otobpaxatbcs 30-CeKyHAHbIN 06paTHBLIN OTCHET (LWenkHMTe OTMeHa, 4Tobbl
[eaKTUBMPOBATL 3arnpoLleHHoe AeNCTBKE).

XKypHan npoBepkKu CKaHMpPOBaHUSA
KoMnbloTepa

B pasgene ®aisibl xXypHasia MOXHO NPOCMOTPETb NoAPO6HY0 NHDOPMaLINIO, CBA3AHHYIO C
KOHKPETHbIM CKaHUPOBaHWeM. XKypHan CKaHUPOBaHWUS COLEPXXUT CnefyoLline cBefeHuns:

* Bepcusa mogynst obHapyxeHus
* laTa 1 BPeMs Havana;
* CMUCOK NPOCKAHMPOBAHHbIX AMUCKOB, MNanok 1 (annos;

* IMSi CKaHMPOBaAHMS MO PACNUCAHWIO (TOSIbKO CKaHMPOBaHMWE MO PACNUCaHNI)

* MONb30BaTEb, 3aMyCTUBLUNIA CKaHNPOBAHWE;
* COCTOSIHME CKaHMPOBaHUS

* YCJI0 NPOCKAHMPOBaHHbIX 00EKTOB;

* KONMYecTBO 0BHapyXeHunn,

* BPEMS 3aBEPLUEHUS;

* obLLee BpeMsa CKaHMPOBaHMA.

HoBbI 3aMyCK 3a/1aHNs CKaHUPOBAHWS KOMMNbITEPA N0 PACNNCAHNI0 NPOMNYCKAETCS, €CN BCe
elle BbINONHSAETCS TO XXe 3aJaHne Mo pacrnmncaHunio, KOTOpoe BbIMONHSANOCL paHee. B cnyyae
NponycKa 3aflaHns CKaHWPOBaHMS MO pacnuncaHuto byaeT co3aH XXypHan NpoBepKu
KOMMbOTEPA C NPOCKAHNPOBAHHbIMK 06beKTaMu B koninyecTse 0 1 ctaTycom CKaHUpoBaHUe
He Ha4yaJloCb, NOCKOJIbKY BCe eLle BbiMOJIHANOChL Npeabiayllee CKAaHMPOBaHue.

YT106bl HANTV NpeablayLine XXyPHaJbl CKAaHUPOBAHWUS, B [JIaBHOM OKHE Mporpammsl Bbibepute
Cepsuc > ®aunnbl XXypHana. B packpoiBatoiemcs MeHio BbibepnTe CKaHMpoOBaHMEe KOMMNblOTEpa 1
ABaXK bl WENIKHUTE HYXXKHYI0 3anuchb.

41




NOD32 ANTIVIRUS o X
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CKEHHPOBEHHE KoMneHOTEPA

JKypHan npoeepkn

BepcuAa Moayna obHapyseHuA: 27508 (20230703)

Aara: 7/3/2023 Bpema: 3:26:02 AM

MpOCKaHWPOEaHHEIE OUCKK, Nanku 1 Gaine: ONepaTtMEHaA NaMATe;C\3arpy3ouHele cektopsl/UEFLCH,
User: DESKTOP-ILTIDS\User

CKaHWpOBaHWe NpepBaHo NofbL30BaTenem.

KonnuecTED NPOCKaHUPOBaHHLX 0BbekToe: 17685

Konwuecteo obHapy#eHuid: 0

Bpema BeINOAHEHUA: 5:26:14 AWM OBLee BpeMA cKaHUpoBaHUA: 12 cek, (00:00:12)

() @uALTpauMA

. JlononHuTenbHble CBeAEeHUS 0 3anncax «He yaaeTcs oTKPbITb», «OWmnbKa OTKPbITUA» U/Un
«ApPXUB MOBPEXEH» CM. B CTaTbe 6a3bl 3HaHW ESET.

LLlenkHuTe 3Ha4ok nepektodatens CHED dunbTpaums, YTobbl OTKPLITL OKHO DUaLTPaLIMS
XKYPHa/a, rie MOXKHO YTOYHUTb MOWUCK, 3a4aB NoJb30BaTeNbCKMe KpuTepun. YTobsbl NPoCMOTPETh
KOHTEKCTHOE MEHIO, LLENIKHUTE MPaBOo KHOMKOW MbILLK 3aMUCh B XXypHae:

Denucreue Ucnonb3oBaHue

OuNbTPaUNS OMHAKOBLIX  AKTUBMPYET MAbTPaLIMIO XYypHana. B XypHane bynyT oTobpaxaTbCs
3anucen TOJIbKO 3aMMCK TOrO XXe TUMa, YTO Y BbIOPaHHOM 3anucu.

OunbTp Mpw BbiBOpe 3TOro NapamMeTpa 0TobpaxKaeTcs OKHO «DuUnbTpaLns
XKYpPHana», B KOTOPOM MOXXHO 3a[laTb KpUTEpUn nnbTpaumm ans
onpeneneHHbIX 3anuceit xypHana. CoyeTaHme kKnaBuw: Ctri+Shift+F,

Bkto4nTb unbTp AKTUBMpPYeET napameTpbl puabTpa. ECan Bbl akTBUpYeTE (DUILTP B
NnepBbI pa3, HY>KHO YCTAaHOBUTb NapamMeTpbl, 1 OTKPOETCS OKHO
«OuUnbTPaUNS XypHana».

OTKNMOYNTL PUNBLTP Bbiknto4aeT puabTp (TO XKe camMoe, YTO LWeSIKHYTb nepekaoYaTesb
BHU3Y).

KonupoBaTb KonupyeT BblaeneHHble 3anucu B bydep obmeHa. CoveTaHne KnasuL:
Ctri+C.

KonupoBsaTb BCe KonupyeT BCe 3anncu B OKHe.

JKCnopT JKCNopTUpyeT BblAeNIEHHbIE 3annMcK B XML-thann.

DKCnopTMpoBaThb BCe DKCNopTUpyeT BCe 3anncu B OKHe B XML-hai.
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OnucaHune obHapyxeHns  OTKPbIBAET 3HLMKIONEANIO Yrpo3 ESET, KOTOopas COAEPXMUT NoapobHyto
nHGopMaLMto 06 ONACHOCTAX U CUMNTOMAX BblAENIEHHOI O 3aPaXXeHMsI.

ObHoBNEeHue

PerynspHoe obHoBMeHMe ESET NOD32 Antivirus — Ny4unia cnocob obecrneynTs MakCMMasbHbIA YPOBEHb
6e3onacHoOCTM KoMMbloTepa. Moaynb 06HOBNEHUS NOAAEPXKMBAET aKTyasIbHOCTb MPOrPaMMHbIX
MOAYJIei 1 KOMNOHEHTOB CUCTEMBI.

BbibpaB NyHKT OOHOBAEHME B [1aBHOM OKHE MPOrpamMmMbl, MOXHO NPOCMOTPETb UHGOPMALIMIO O
TeKyLLEM COCTOSHUM 0OHOBNIEHMS, B TOM YMC/Ie faTy ¥ BPeEMS NOCAELHEr0 YCMNeLHO BbIMNOJIHEHHOMO
06HOBNIEHMS, @ TakXKe CBeeHNs 0 HeobXoLMMOCTY 0OHOBEHMS.

Kpome aBTOMaTM4eCKOro 06HOBIEHMS, MOXHO BbINOJHUTL 0OHOB/IEHNE BPYYHYIO, HaXKaB KHOMKY
MpoBepuTb HaNM4YMe oOHOBNEHUN. PerynsapHoe 06HOB/IEHNE NPOrPaMMHbIX MOLY e 1
KOMTMOHEHTOB SIBNSIETCS BAaXKHbIM acnekToM obecrneyeHuns NoIHON 3aluTbl OT BPEJOHOCHOI0 KOAa.
Yoenute ocoboe BHUMaHWE KOHUTIYPUPOBaHUIO 1 paboTe NporpaMMHbIX Moayneir. s noayYeHus
06HOBNIEHMI HEOOX0AMMO aKTUBUPOBATL MPOAYKT C MOMOLLbIO BALLEr0 JIMLEH3NOHHOMO Kitova. Ecn
3T0 He ObIJ10 clieslaHo BO BPeMS YCTaHOBKU, BaM NoTpebyeTcst akTUBMPOBaTL ESET NOD32 Antivirus,
4T06bI MONY4YNTb AOCTYM K CepBepaM 0bHOBeHNS ESET. KoMmnaHus ESET oTnpaBuia Bam
NINLLEH3VOHHbIN K04 MO 3/1eKTPOHHON noYyTe nocsie npuobpeTeHuns ESET NOD32 Antivirus.

(es[:3) NOD32ANTIVIRUS ® - 0O X

O6sop O6HoBNEeHUe ?

CkaHWupoBaHue
KOMMBHOTERE M3 S

V ESET NOD32 Antivirus
(@ rrmeT TekyLlLan Bepcms: 16.2.11.0
LJ
Cepenc
V MNocneaHee yenelwHoe oBHoOBNEHWE:! 7/3/2023 3:14:01 AM
MNocnegHan ycnelwHas NpoEepKa HaaM4una 7/3/2023 5:22:31 AM

HacTpoiika - -
ODHOBAEHWMA:

Cnpaeka n nogiepxKa MNokazaTe Bce Mmoaynn

YyeTHan sanuce ESET
HOME

C MNpoeepuTs Hanuume o6HOBASHMI

Tekywias Bepcus: otobpaxkaeTcsa HOMep TeKyLlen YCTaHOBIEHHOW BEPCUM NPOAYKTa.

MocnepHee ycnewHoe obHoBNeHue: 0T06pa>KaeTc;| [OaTa nocneaHero ycnewHoro obHoBNEHNS.
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Ecnn He 0To6pa>KaeTc9| HEOaBHAA OaTa, BO3MOXHO, Ballk MOAYJIN NPOAYKTa HEaKTYyaJlbHbl.

MocnepHsAs ycnewHasa npoBepKa Ha Hanu4me obOHoBNIeHMI: oToOpa)kaeTcs AaTa nocsiegHen
yCMNeLIHON NPOBEPKN Ha Hasimyine 06HOBIEHMWN.

NMokasaTb Bce MOAYJIN: 0T06pa)KBETCFI CMNCOK YCTaHOBJIEHHbLIX MPOrpaMMHbIX Mouyneﬁ.

LenkHnTe MpoBepuTb Hanu4YMe 0OHOBNEHUI, YTOOLI MPOBEPUTL HaMYME NOCNEOHEN NOCTYNHOW
Bepcum ESET NOD32 Antivirus.

Mpouecc obHoBNEHUSA

Mocne HaxxaTusi KHonky NMpoBepuTb HanU4Yne oGHOBNEHUI HauyMHAETCA 3arpy3ka. Ha akpaH byayT
BblBEEHbI MHAMKATOP BbINOJHEHNS 3arpy3KM 1 BpeMA 0 ee OKOHYaHus. YTobbl npepBaThb
06HOB/IEHNE, HAXXMUTE KHONKY OTMEHUTb O6GHOBMEHMe.

(es[:1) NOD32 ANTIVIRUS ®» - o X
Lrzzs O6HoBNeHue ?
CraHupoBaHue
KOMMBHITEDE ESET NOD32 Antivirus

5 ¥ Texy - 16.1.13.0

S OBHoBnEHKE (1) eKyllan BepcmA 3

Cepeunc
MocnegHee ycnewHoe obHOBNEHWE: 362023 6:54:21 AM
V MocneaHAn yonewHan Npoeepka Hanmdama 3/16/2023 7:15:11 AM

HacTtpoika . -
0BHOBARHWMIA:

Cripaeka W NogLepKa MokazaTe BCe MOAYAN

Yuernan zanuce ESET

HOME -
OBHoBNEHWE NPOTPaMMbl...

Q

[ L N L RN ]

OTmeHWTL o6HOBNEHWE

O6bl4HO B OKHE OOHOBNEHME 0TOOpa)KaeTCa 3e/1eHblii (PNaXK0oK, YKa3blBaOWMIA Ha TO, Y4TO
yCTaHOBJ/IEHA aKTyasibHasi BEPCUS NporpaMmsbl. ECiv Bbl HE BUAUTE 3TOT h/1aXKoK, NporpamMmma
ycTapesna. Mpu 3TOM NOBbIWAETCA pUCK 3apaxkeHns. OBHOBUTE MOAYAN MPOrpaMMbl Kak MOXHO
ckopee.
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Owunbka oOHOBNEHUA

Ecnn Bbl nonyynnn coobuieHmne o ToM, 4TO 06HOBUTHL MOAYN HE YAAN0Ch, Y 3TOr0 MOXeT bbiTb
HECKOJIbKO MPUYMH.

1. HepelcTBMTENbHAA JIMLEH3UA: UCMONb3yeMas A1 aKTUBALUM NTNLEH3MNS ABNSETCS
HeOelCTBUTE/IbHOW NN CPOK ee AENCTBUSA UCTEK. B r1aBHOM OKHE Mporpammbl LLEAKHUTE
CnpaBka U nogaep>xka > U3MeHUTb JIMLLEeH3MI0 11 aKTUBUPYIATE CBON NPOAYKT.

2. Mpwu 3arpyske pannos 0OHOBNEHUIA NpoM3OLLIA OWMOKA: BO3MOXXHAsA NPUYNHA TOW
ownbKyM — HenpaBuiibHble NapamMeTpbl NOAKM0YeHns K IHTepHeTy. PEKOMeHAyeTCs NPOBEpUTh
Hanu4yune nogkaodeHns K IHTepHeTy (Hanpumep, nonpobynTe oTKPbITh Ntobon Beb-canT B
bpaysepe). Ecnv Beb6-CalT He OTKPbIBAETCS, BO3MOXHO, HE YCTAHOBJIEHO NOAK/IOYEHME K
MHTepHeTy nam Ha KoMMbloTepe BO3HUKIIN Kakue-nnbo npobaembl C NOAKIIOYEHNEM K CETMW.
ObpaTnTech K CBOEMY MOCTaBLUUKY ycnyr UHTepHeTa, 4Tobbl BbIACHUTL, €CTb JIX Y BaC akTUBHOE
noaknoyeHune K IHTepHeTy.

(es[3) NOD32 ANTIVIRUS - o X
O6sop ©® O6HoBneHue ”
CraHupoBaHue

KOMNBHITEDE

» ESET NOD32 Antivirus

I 5 Tekyllan Bepora: 16.0.20.0
] OGHoBneHne (1]
Cepeuc
MocneaHee ycnewHoe oGHOBNEHWE: 10/12/2022 9
. V MocnegHan ycnewHana npoeepka Hankwdua 10 Ph
HacTtpoika = -
OoHOBABHWIA:
Cnpaska u nogaepxea MNokazaTe BCe MOAYAMN
¥YuetHan sanuce ESET
HOME

A CEBOWM 0BHOBNEHWA MOgYNEN

3arpy3ka npepeaHa nofb30EaTenem.
OBHOBNEHWE NPOTrPaMMbl HE BBINOAHEHO
CepEep He HaligeH.

C MNpoeepnTs HanuuMe oGHOBNEHUIA

Mepe3anycTuTe KOMMbOTEP Nocae 06HOBNEHUS NpoayKTa ESET NOD32 Antivirus 0 601ee HOBOW
Bepcuu, 4Tobbl ybeamnThbCs, 4TO BCe MOAYN MPOrpaMMbl 06HOBNEHBI HagNeXalum 0bpa3om.
Mpu perynspHoM o6HOBNEHUM MOLY el BbINOJIHATL Nepe3arpy3ky HeT HeobxoaMMoCTH.

[lononHUTEeNbHbIE CBEAEHNS MOXXHO HAaTW B CTaTbe YCcTpaHeHne npobsiemMbl € coobLieHneM
«He yoanocb 0OHOBUTb MOLYJIN».
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OuanoroBoe OKHO — TpebyeTcsa nepe3anyck

Mocne obHoBNeHMs ESET NOD32 Antivirus 0 HOBOW Bepcumn TpebyeTcs nepesanyck KoMMbloTepa.
HoBble Bepcum ESET NOD32 Antivirus BbINyCKaOTCA A8 peann3aunm yayyweHuia uam ncnpasieHns
npo6aem, KoTopble He MOryT ObITb YCTPaHEHbI aBTOMATUYECKUMN OOHOBNEHUSMI MOLYy e
nporpammbi.

HoByto Bepcuto ESET NOD32 Antivirus MOXXHO YCTaHOBUTb aBTOMATMUYECKN HAa OCHOBE HACTPOEK
0OHOBNEHNS NPOrpPaMMbl UK BPYYHYO NyTEM 3arpy3Ky 1 YCTaHOBKM Hosiee HOBOV BEPCUM MOBEPX

npeablayLen.

HaxxmnTe KHomky Mepe3anycTuTb ceyac, 4Tobbl NepenycTuTb KOMMbioTep. ECin Bbl MnaHmMpyeTe
nepe3anycTuTb KOMMbIOTEP MO3XKE, HAXXMUTE KHOMKY «HanoMHUTb no3xke». [103)xe MoXXHo byaeT
nepe3anycTuTb KOMMbIOTEP BPYYHYIO U3 pa3aesa O630p B r/1aBHOM OKHE NPOrpaMMmbl.

Co3paHue 3apa4y obHOBNIEeHUA

O6HOB/IEHNE MOXXHO 3aMnyCTUTb BPYYHYt0, Ha)kae MpoBepuTb Han4Yme o6HOBNIEHUI B OCHOBHOM
OKHe, KOTOopoe NnosiBaseTcs nocsie Bbibopa NyHkTa OGHOBJIEHME B M1aBHOM MEHIO.

O6HOBNEHNSA TaK)Xe MOXXHO BbINMOJHATL KAk 3amnjaHMpoBaHHY0 3agady. s KOHpUrypmposaHumsa
3anJaHMpoOBaHHON 3a4a4n wenkHMTe Cepsuc > MnaHupoBLLKUK. [10 yMON4aHMO B ESET NOD32
Antivirus aKTUBMPOBaHbI YKa3aHHbIe HKe 3a4a4M 0OHOBNEHNS:

e PerynspHoe aBToMaTU4eckoe obHoBneHue
e ABTOMaTM4yeckoe obHOBNEHUE NoCe BXOAa Nonb30BaTens B CUCTEMY

Kaxxayto 3agavy 06HOBNEHNS MOXKHO U3MEHNTb B COOTBETCTBUU C KOHKPETHLIMK TpeboBaHMAMN.
Kpome 3a4ay no yMOJ4aHMIO MOXKHO CO34aTh Apyrue 3agayvn o6HOBNEHNS C NOJIb30BaTEbCKUMMU
HacTponkamun. [JonoAHUTENbHYO MHOPMALMIO O CO3AaHUN N HAaCTPONKe 3aaay 06HOBNEHNA CM. B
pasgene [11aHNPOBLLMK.

CnyxeOHble nporpaMmbil

B MeHi0o MUHCTpYMeHTbI AOCTYMHbI (DYHKLIMK, KOTOPbIe 0becrneynBatoT AONOMHUTENbHYIO 3aLUTY
ynpoLaoT aAMUHUCTPUPOBaHME ESET NOD32 Antivirus. [IOCTyMNHbI CieflytoLiMe CpefcTBa:

Dalnsibl XXYPHaI0B

s 3anyLleHHble npoLecchl (ecam ncnonb3oBaHne cucTembl ESET LiveGrid® BKOYEHO B ESET NOD32
Antivirus)

[ ;
(b OTyeT no 6e3o0nacHOCTH

ESET SysInspector
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® [T1aHUPOBLUMK

+
4t
d CpeACcTBO 04YMUCTKM CUCTEMBI

& OTtnpaBka obpaslia Ha aHan3 (PYHKLUS MOXKeT BbITb HEAOCTYMNHa B 3aBUCMMOCTM OT
KOH(Urypaumm ESET LiveGrid®).

& KapaHTuH
NOD32 ANTIVIRUS ® - o X
0§ Otser CepBuc ?
~ CkannposaHne
4 komnbtotepa E @annbl XypHana 3anyueHHble NpoLecchl
] CeefieHnA 060 BCeX BaXHbIX COBBITUAX CEEJEHWA O PENYTaUWn Ha ocHOBe ESET LiveGrid ®
:_‘ OBHoeneHue nporpammel
IEI Cepsic —] Ortuet no 6esonacHOCTU
:. ¥3HaiiTe, kak ESET Bac zallMasTt

{61 Hacrpoiika
103

(3) Crpaska n noaaepoxa @ ESET Sysinspector MaaHMpoBLIMK
ot Cpeacteo céopa I'IO,EI,pOﬁHhIK CEEJeHNil 0 cHCTEME ¥NpaeneHue sajgadamu ¥ ux niaHnpoeaqHne
(oY YuerHansanmce ESET
‘&% HoME 4%y Cpencreo oumcTkm cucTembl
CpeAcTEQ QUMCTKM CHCTEMEI

OTtnpaeutb Gain ona aHanwsa KapaHtuH
OTNpaenTs Gaiin B MCCNef0EaTENLCKYHO BE20NacHOE XpaHeHWE 3apaxeHHb Gaiinoe
nabopatopuk ESET

Progress. Protected.

daunnbl XypHana

dainbl XypHaNoB cofep>XaT UHGPOPMALMIO O BaXKHbIX MPOrPaMMHbIX COObITUSIX U CBOJHbIE CBEAEHUS
06 0bHapy>XeHHbIX yrpo3ax. BegeHune ypHana sBASEeTCS BaXXHENLWNM 371eMEHTOM aHaau3a
cucTeMbl, 06HapyXeHuns yrpo3 1 ycTpaHeHns npobnem. OHO BbINONAHAETCS B GOHOBOM pexume be3
BMeLlaTeNbCTBA No/b30BaTeNs. [JaHHbIE COXPAHAIOTCS B COOTBETCTBUM C TEKYLLMMI NapamMeTpamMu
CTENeHN feTanu3auum xypHana. MpocMaTprBaTh TEKCTOBbIE COOBLLEHMS 1 halsibl XKYPHAOB, a
TaKXXe apXMBMPOBATb MX MOXXHO HEMOCPEACTBEHHO B Cpeae ESET NOD32 Antivirus.
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(es[:}) NOD32 ANTIVIRUS » - 0O X
Otzop 4 daunbl XypHana s ?
CkaHnpoBaHue OBHapyscenua (0) .

KOMMBHOTERE ORY L
OBHoenerne Bpema M. T.. OObekt OBHapyxeHue Aeiict.. Monb3.. WHpopmal.. X3w Mep...

Cepenc

Hactpoiika

Cnpaska » nogaepskka

Yuernan sanuce ESET
HOME

@uAbTpauma

Mony4nTb AOCTYN K haiisaM XXypHasia MOXHO W3 [J1aBHOr0 0KHa NpPorpaMMbl C MOMOLLbI KOMaH bl
CnyxxebHble nporpaMmbl > @ainbl XXypHana. Boibepnte HyXXHbI TUM XypHana B
PACKPbIBAIOLLEMCS MEHIO XKypHa.
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* OGHapy>XeHMUA: 3TOT XXYpPHa/ CoAepPXMT NoapobHy MHpopMaLmio 06 yrposax un
3apaXkeHnsx, 0bHapy>XeHHbIX NporpamMmmoi ESET NOD32 Antivirus. PeructpupyeTcsa Bpems
obHapy>xeHuns, TMN MOAYNA CKaHMPOBaHMA, TUM 00beKTa, pacnosioXeHne obbekTa, Ha3BaHUe
obHapy>XeHu$, BbINOJIHEHHOE AENCTBUE, UMSA MOb30BaTENS, KOTOPbLIA HAaX0AWCS B CUCTEME
npy 0bHapy>XeHnn 3apakeHus, Xxew 1 nepeoe nossneHne. HeoynweHHble 3apa)keHns Bceraa
OTMeYeHbl KPaCHbIM TEKCTOM Ha p0o30BOM (poHe. OYULLEHHbBIE 3apaXXEHNS OTMEYATCS XKENTbIM
TEeKCTOM Ha benom (oHe. HeoumLleHHble MOTEeHUMaNbHO ONacHbIe MPUN0XKEHNS (PUA)
0TMEYalTCH XKEeNTbIM TEKCTOM Ha 6enoM oHe.

* CoObITuA: B XXypHane cCOObITUIA PerncTPUPYIOTCS BCE Ba)KHble AENCTBMUS, BbINOIHAEMbIE
nporpamMmmoit ESET NOD32 Antivirus. OH COAepPXXUT MHGOpMaumio o cobblTUsX 1 olwmbkax, KoTopble
Npon3oLWwan Bo BpeMsi paboTbl NnporpaMmbl. OH AO/KEH NMOMOraTb CUCTEMHbLIM
aZMUHNCTPATOPaM M Nob30BaTENsAM pewaTb NpobiemMbl. 3a4acTyo MHGOPMaLMs, KoTopas
COLePXMNTCS B 3TOM XKYpHase, OKa3blBaeTCst BECbMa MOJIE3HOW Npu peLleHnn npobaem,
BO3HMKalOWMX B paboTe NnporpaMmsi.

* CKaHMpOBaHMe KOMMNblOTepa: B 3TOM OKHe 0ToBpa)katoTCs pe3ynbTaThl BCEX BbIMOJHEHHbIX
onepauuit CKkaHMpoBaHWs. Kaxaas CTpoKa COOTBETCTBYET OAHON NPOBEPKE KOMMblOTEpa.
OBaxabl LWenkHUTe Ntobyto 3annchb, YTobbl NPOCMOTPETb CBEAEHNS O BbIOPAHHOM
CKAHWPOBAHWMN.

* HIPS: 3[€Cb COIEPXKATCS 3aMUCN KOHKPETHbIX NPaBW CUCTEMbI MPEN0TBPALLIEHNS BTOPKEHN
Ha Y3eJl, KOTOpble MoMeYeHbl [N perncTpauumn. B npoTokosie oTobpaxxaeTcs NpuUIoXeHue,
KOTOpOeE 3anyCTuIo onepaLmio, ee pesynbTaT (pa3peLleHne uan 3anpeLleHne Npasnna) u ums




npasunna.

* OTbunbTPOBaHHbIE BEO-CalTbI: 3TOT CNUCOK NONE3EH, EC/IN Bbl XOTUTE NPOCMOTPETH
Cnncok Beb-canToB, 3a610KMPOBAHHbIX 3aLLUMTON A0CTYNa B UHTEPHET. B KaXAoM XypHane
yKa3blBaloTCs BpeMsi, URL-agpec, Mob30BaTesb U NPUIOXKEHNE, C MOMOLLbIO KOTOPOro
YCTaHOBEHO NOAKJIOYEHNE K KOHKPETHOMY Beb-CanTy.

* KOHTpPOJIb YCTPOMUCTB: COLEPKUT CMUCOK NOAKOHEHHBIX K KOMNbIOTEPY CbEMHbIX
HOCUTeNen N YCTPOMCTB. B XXypHane perncTpmupyoTcs TOIbKO Te YCTPOMUCTBaA, KOTOpbIe
COOTBETCTBYIOT NPaBUNy KOHTPOASA. B NPOTUBHOM CNly4yae B XXypHase He CO34atlTCs 3anmcu o
HUX. 30eCb XKe 0TobparkatoTCa Takmne CBeAeHUs, Kak TUN YCTPONCTBA, CEPUMAHLIN HOMEpP, NMS
NoCTaBLMKa U pa3Mep HOCUTENS (Mpu ero Hannyunm).

BblmennTe coaepxumoe oboro XypHana v HaXXKMUTe KNaBuiLmn CTRL + C, 4TOObI CKOMMPOBaTL €ro B
bydep obMeHa. YaepxuBainTe knasuily CTRL nav SHIFT, 4TOObI BbIAEUTb HECKOLKO 3amnucei.

LenkHUTe anemeHT dunbTpaumsa, 4Tobbl OTKPLITb OKHO OubTpaLMs XKypHaia, raie MOXXHO
3a4aTb KpUTEPUM UabTPaLUN.

LLlenkHnte npa|30|7| KHOMKOW MblILLN onpeneseHHy 3arnncs, 4TObbI OTKPbITb KOHTEKCTHOE MEHTIO. B
KOHTEKCTHOM MEHIO AOCTYMHbI MNepeYNCNeHHbIE HNXE MapaMeTpbl.
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* Moka3aTtb: NPOCMOTP B HOBOM OKHE MoAp0o6HOM MHOPMaLMK 0 BbIBPAaHHOM XYypHane.

* dunbTpaumsa oaUHAKOBbIX 3anMcen: nocse akTneaLmm 3Toro punbTpa 6y)J,YT MOKa3aHbl
TOJIbKO 3anncy 04HOro Tuna (gnarHoCcTuyeckmne 3anuncuy, npeagynpexageHna n T. a.).

* ®unbTp: Npy BbIGOPE 3TOro NapameTpa Ha 3KPaH BbIBOAUTCA OKHO PUILTPALINS XKYPHANA, B
KOTOPOM MOXXHO 3a[aTh KPUTEPUM (DUNLTPALUN 415 ONpedesieHHbIX 3annucen XypHana.

* BknounTtb UALTP: aKTMBALNA HACTPOEK DUNLTPA.
* OTKNI0YUTBL DUNBLTP: YAANATCA BCE NapaMeTpbl PunbTpa (Co34aHHbIe, Kak OMMUCaHo BbILLE).
* KonupoBaTb/KOnNMpoBaThb BCe: KOMMPOBaHNE NHHOOPMaLIMK O BbIOPAHHbIX 3aMncsx.

* KonupoBaTb S4e€HUKY: KOMMPOBaHNE COAEPXKUMOro SHErKN Mo ee LWesl4Ky NpaBon KHOMKOM
MbILLW.

* Ypanutb/ypanutb BCe: yajleHNe BblAENEHHbIX 3anuncein uam Bcex 0TobparkaeMbix 3anncen.
Insi 3TOro AencTBUS HY)KHbI NMPaBa aAMUHUCTPATOPA.

* DKCNOPT/IKCNOPTUPOBATH BCE: KCMOPT UHGOPMaLMN O BbIBPaHHbLIX 3aMnCAX UK BCEX
3anuncax B goopmaTe XML.

* Hantu/Hantu cnepyrowee/Hantu paHee: LWENKHYB 3TOT NapameTp, MOXHO onpeaennTb
Kputepun nabTpaunm, 4Tobbl BbIAENNTL ONPeaeNeHHYI0 3annCb B OKHE «PunbTpauma
XYpHana».

» OnucaHue oOGHapy>KeHUA: OTKPLIBAET SHUMUKIONEANIO Yrpo3 ESET, KOTOPas COAEPXMUT
noApo6HYto MHOPMaLMO 06 ONACHOCTSX U CUMMTOMAX 3apPerucTPYPOBAHHOIO 3apaXkeHus.

* Co3paTb UCKJIIOYEHME: COo3[aHNe HOBOro VcknyeHns n3 obHapy)XeHnsa C MoMoLLbo




MacTepa (HempocTynHo ansi 06Hapy>XeHMs BpeAOHOCHbIX NPOrpamm).

PunbTpauuma XXypHana

Y106kl YKa3aTb KpUTEPUN PUNbTPaLMK, Bbibepute CepBuc > ®annbl XypHana v WeaKHuTe
dunbTpauus.

C nomoLLbio hYHKLIMN PUNbTPALUN XKYPHANIOB MOXHO HAWTW HY)XHYI0 MH(OPMaLIMIO Cpean
MHOXXECTBA 3anuceir. 3Ta yHKLUMS NMO3BONSET Cy3UTb KPYr, ECAN Bbl ULLETE 3aMNCK XYPHaa no
TUNY COBbLITUS, COCTOSHMIO UK NEPNOaY BPEMEHU. MOXHO OT(UNLTPOBATL 3aMNNCK XYpPHana rno
onpeaeneHHbIM NapaMeTpaM Moncka. B okHe «daiinibl XXypHanoB» 0Tobpa3sTCs TONbKO 3amnncu,
KOTOpble COOTBETCTBYIOT 3TUM NMapameTpam.

B none HanTu TeKCT BBEANTE KJIKOHEBOE C/I0BO A5 NOMCKa. icnonb3ynTe packpbiBakoLeecs MeH0
NckaTb B cTtonbuax, 4Tobbl yTOYHMTL YCI0BMA NOMCKa. BoibepnTe 04HY MM HECKOIbKO 3anucei B
packpbiBatoemca MeHio Tunbl 3anucen XXypHana. 3ajaTe nepuop BpeMeHu, pesynbTaThl 3a
KOTOPbIA HY>KHO BbIBECTU Ha 3KpaH. MoXeTe TakXKe UCMoJib30BaThb Apyrvue napamMeTpbl NONCKaA,
HanpuMmep TonbKoO cnoBa ueNMKoMm nin C yuyeTom perucrpa.

Hautu TekcT

BBeanTe CTPOKY (CNOBO LIE/IMKOM UJIM HYaCTWUYHO). MoSBATCA TONbKO 3aMnUCU, B KOTOPbIX
COEPXUTCS 3Ta cTPoka. OcTaNbHble 3anncKk ByayT OnyLLEHbI.

NUckaTb B cTonbuLax

Bb|6ep|/|Te, Kakune cTonbupl 6yuyT YUNTBIBATHCA NPY Noucke. 19 NCNOJIb30BAaHMS B MOUCKE MOXXHO
OTMETUTb 0AWNH cTonbew nnn Cpa3y HeCKOJIbKO.

Tunbl 3anucen

Bb|6ep|/|Te OLVH UM HECKOJIbKO TUMOB 3anuncen XxypHana B paCKpbiBalOLWEMCS MEHIO.

» lMarHocTUKa: B XXypHan BHOCUTCS UHGOpMauus, Heobxoanmas ANs TWaTebHOW HaCTPOVKY
Nporpammbl, 1 BCe NepevncieHHbIe Bbille 3anuncu.

* UHdopMauumsa: B XXypHan BHOCATCA MH(MOPMALIMOHHbIE COOOLLEHNS, B TOM YUCE COOOLLEHUS
006 yCnewHOM BbIMOJIHEHUM 0BHOBMIEHUS, @ TaKXKe BCe NepeYnc/ieHHble Bbille 3anucu.

* MpepynpeXXaeHusa: B XXypHasl BHOCUTCS MHGOPMaLIMS 060 BCEX KPUTUYECKMX OLIMBKax ©
npeaynpexmaeHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLmsa 06 owmbkax 3arpy3kun hanioB U KpUTUYECKNX
owwnbkax.

* KpuTHuYeckoe: perncTpmpytoTcs TONbKO KpUTUYecKre owmnbKy (owmnbKIM 3anycKa 3alinTbl OT
BUPYCOB,
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NMepuopn BpeMeHu, C
Mepuopn BpeMeHu: 3aganTe Nepuos BpeMeHu, pesysibTaTbl 38 KOTOPbIA HYXKHO BbIBECTU Ha 3KPaH:

* He ykasaHo (no ymonyaHuio). Monck no nepmosy BpeMeHu He BbINOJIHAETCS, a BeAeTCs B
XKYpHane LesImKomM.

* Mpownbin peHb
* Mpownasa Hepensa
* Mpownbin Mecay

* NMepuop, BpeMeHU. MOXXHO yKa3aTb onpefiesieHHbll Nepuos BPeMeHU (Havano u KoHel
nepuoaa), YTobbl OTHUALTPOBATL 3aMUCK MO HEMY.

TONbLKO CJIOBA LEJIMKOM

YCTaHOBMTE 3TOT (PJIaXKOK, eC/IN ANs NosaydYeHus 6onee TOYHbIX PEe3yNbTaTOB HY>XXHO UCKATb
ornpepnesieHHble CNnoBa LUETNKOM.

C yyeTOM peructpa

BkntouynTe 3TOT NapamMeTp, ecnuv npu uabTpauumn AOSKEH Y4UTbIBaTbCA pernctp 6yks. Mocne
HaCTPONKM NapaMeTpoB NoOMcKa unv punabTpaunm HaxmuTe kHonky OK, 4Tobbl 0Tobpasnanch
OT(UNLTPOBAHHbIE 3aNUCK XYPHaNa, UAn HaXXMUTe KHonky HauTu, 41obbl Ha4YaTb NOMCK. MOUCK B
(harniax XypHasa BefeTcs CBepxy BHM3, HA4YMHaAA C TeKyLlen no3nuun (Bol4e1eHHON 3anumcK).
Mounck npekpaLLaeTcs, Korha HaxoamTCa nepBas COOTBETCTBYIOLLAA ero KpUTepunsam 3anucs. Y1obo
HaNTW CNefyoLLYI0 3anncCb, HAXXMUTE KNaBuwwy F3. YToObl yTOYHUTL KPUTEPUM MOUCKA, LLENKHATE
npaBoV KHOMKOWN MbIWN 1 BbibepuTe NyHKT HauTh.

3anyLwieHHble NpoLecchbl

B pa3nene «3anylleHHble NpoLecchl» 0TOOPaXatoTCs BbIMOJIHSEMbIE HA KOMMbIOTEPE NPOrpPaMMbl
UNn nNpoLecckl. Kpome Toro, oH No3BossieT ONepaTUBHO U HEMPEPbLIBHO YBEAOMASTbL KOMMNaHWIO ESET 0
HOBbIX 3apa)keHuaX. ESET NOD32 Antivirus TpefoCTaBAseT NoapobHbie CBeAEHNS 0 3anyLLEHHbIX
npoLieccax Ans 3alinThl NOb30BaTENEN C MOMOLLbIO TEXHONOMMMN ESET LiveGrid®.
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(es[3) NOD32 ANTIVIRUS ® - o X

08 Ofece 4 3anyweHHble npoLecchl & O ?

CkaHnpoBaHue
KOMNBIOTEpa B 3tom okHe oToBpaxaeTcA cnncok BnlBpanHHeix Gaifnoe u gononHuTensHas MHGopmaumna uz ESET LiveGrid @ . Ykazwieaetca

—
('

penyTaLmna Kaxaoro daiina, a Takxe KoAMYEeCTBO NOL30BaTeNel 1 BpeMA Nepeoro oBHapyXeHNs.
™ 0OBHoBneHNE
)

E Cepenc ol
PemyTauma Mpouecc PID KonamdyecTeo .. Bpema oBHa.. KIMA NpunoxeHua

@ Hactpoiika M IE smss.exe BN 7 roga Hazag Microsoft® Windows® Op..
N [w] csrss.exe 476 I——— 7 ropa Hazag  Microsoft® Windows® Op..

@ Cnpaska n noajepKa 5] wininit.exe 356 I § MecAUeE H.. Microsoft® Windows® Op..
I Dwinlogon.exe 656 I 1] mecAy Hazag Microsoft® Windows® Op..

(oY Yuernan sannce ESET ] services.exe 696 I 3 MecAua Haz.. Microsoft® Windows® Op..

¢ HOME [ 5355,ex8 708 I § MecAUeE H.. Microsoft® Windows® Cp..
[ sychost.exe 832 L 1rogHazag  Microsoft® Windows® Op..
[ fontdrvhost.exe 852 I 3 mecAua Haz.. Microsoft® Windows® Op...
=] dwm.exe 484 I 2 roga Hazag  Microsoft® Windows® Op..
] cfwd.exe 1676 3 OHA Hazag  ESET Security
3§ vhoxservice.exe 1724 2 rofa Hasag Oracle VM VirtualBox Guest..
=] wudfhost.exe 1740 I 5 MmecAUeE H.. Microsoft® Windows® Op..
L F;A spoolsv.exe 2883 I 3 mecAua Haz.. Microsoft® Windows® Op...
5] skvcamassistant.exe 2152 2 rofa Hazag AkVCamAssistant
] sihost.exe 3780 I——— 2 ropa Hazag  Microsoft® Windows® Op..
] tgskhostw.exe 1496 I § MecAUeE H.. Microsoft® Windows® Cp..
L ctfmon.exe 1780 I——— 7 ropa Hazag  Microsoft® Windows® Op..
I explorer.exe 4044 I 1 MecAl Hazag Microsoft® Windows® Op...
) 5] startmenuexperiencehost.e.. 5456 I 1 rog Hazag
Progress. Protected. 5] runtimebroker.exe 5708 IS D roja Hazan Microsoft® Windows® Op..

Penytauus: B 6onblunHCTBE Cnyyaes ESET NOD32 Antivirus U TEXHONOrUS ESET LiveGrid® npucBansatoT
obbekTam (ainam, nporeccam, pasfenam peectpa 1 T. N.) YPOBHN pUCKa Ha 0CHoBe Habopos
3BPUCTUYECKMX NPaBWJI, KOTOPbIE N3YyYalOT XapaKTEPUCTUKN KaXkaoro obbekTa 1 3aTeM OLLEHNBAOT
BEPOSATHOCTb UX BPEAOHOCHON AeATebHOCTU. Ha OCHOBE Takoro 3BpUCTUYECKOr0 aHaan3a
obbekTaM NprMCBanBaeTCs YPOBEHb pucka: oT 1 — 6e3onacHo (3eneHbin) 40 9 — onacHo (KpacHbIR).

Mpouecc: nms obpasa NporpamMmmbl UK NPOLLECCA, 3aNyLLEHHbIX B HACTOSALWMUA MOMEHT Ha
KoMnbloTepe. 114 NpoCcMOTpa BCEX 3anyLEeHHbIX Ha KOMMbIOTEPE NPOLECCOB TakXKe MOXXHO
MCNoNb30BaTb AucneTyep 3afay Windows. YToObl OTKPbLITE AUCNeTYep 3afad, WeaKHUTe npaBou
KHOMKOW MbILIW B MyCTON 061aCTW Ha NaHenu 3afay, nocse Yyero Bblbepute NyHKT fiucnetyep
3apay. inm Bocnonb3ynTech coMeTaHneM KiaBu CTRL + SHIFT + ESC.

3BeCTHbIE NPUIOXKEHNS, UMetoLLMe NOMETKY be3onacHo (3en1eHbln), onpeaesieHHO SBAAITCS
YUCTbIMK (HaxoasTcsa B 6enoM CnnCKe) N NCKNKYaTCs 13 CKaHWPOBaHMA. 9TUM JOCTUraeTCs
noBblLLIeHNE NMPON3BOANTENBHOCTHN.

NpeHTudukaTop npouecca: nAeHTUPUKALNOHHBIA HOMEP NPOLLeCCa MOXXET MCMOJb30BaThCS B
KayecTBe MapamMeTpa B BbI30BaX Pa3fiMyHbIX YHKLNUIA, TAKUX KaK M3MEHEHUWE NpruopuTeTa npoLecca.

KonuyecTBo nonb3oBaTesieit: KOMYECTBO NOJIb30BaTENEN AaHHOMO NPUIOXKEHNS. ITa
nHdopmauus cobrnpaeTcs TexHonornei ESET LiveGrid®.

BpeMs obHapy>xeHuA: BpeMs, NpoLlejLlee C MOMeHTa 0BOHapy>XXeHNs NPUNI0XKEHNS TEXHONOr e
ESET LiveGrid®.
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Ecnn npunoxxeHune nmeet noMeTky HensBecTHO (OpaH>XeBbi), OHO He 0653aTeNIbHO SBNSETCS
BPeAOHOCHbIM. OBLIYHO 3TO NPOCTO HOBOE NMPUIOXKEHME. ECnun Bbl HE yBepeHbl B 6e30nacHoOCTH
anna, ero MoXXHo OTNPaBUTbL Ha aHasin3 B UCCNeaoBaTenbCKyto nabopatoputo ESET. Ecnm ann
OKaXXeTCs BPeLOHOCHbLIM NPUI0XKEHNEM, TO B cieaytowem 06HOBAeHUN OH ByaeT
pacno3HaBaTbCA.

NMsA npunoXXeHusa: KOHKPETHOE UMS MPOrpamMMbl UK NpoLecca.

LenkH1UTe npuioxeHue, 4yTObBI 0T06pa3I/ITb YKa3aHHble HN)XXe CBeJEHNA O HEM.

* MyTb: pacnosioXXeHne NPUIoXKeHNa Ha KOMMboTepe.

* Pasmep: pa3mep anna B Kb (knnobantax) unm Mb (merabantax).

* OnucaHmne: XxapakTepuCTMKKN haiiia Ha OCHOBE ero OnucaHna B onepaLnoHHON cucTeme.
* KoMnaHusa: Ha3BaHMe NOCTaBLUMKa UK npouecca NPUIoXXeHns.

* Bepcusa: nHdopmauns ot nsgaTtens npuioxKeHus.

* MpoAyKT: UMSA NPUNOXKEHUA U/UIN HAUMEHOBaHME KOMMaHWK.

* laTa co34aHUA WJIN U3MEHeHMA: JaTa n BpemMsa Co3aaHnA (n3MeHeHus).

Kpome Toro, Bbl MOXKeTe NPOBEPUTL penyTauuto Gainos, He AeiCTBYIOLLMNX KaK BbIMOJIHSEeMble
nporpammbl 1160 npouecchl. 115 3TOro WeNKHUTE NX NPaBO KHOMKOW MbIlWW B NPOBOAHMKE U
BbibepnTe anemeHTh PacluMpeHHble napaMeTpsl > [poBepuTh penyTauuio ganna.

@ CraHwpoeate nporpammci ESET MOD32 Antivirus

Paclunpenteie napamerpel k @ CraHnpoeate BE3 oUMCTW

Mzcnuposate daiin
Mepegate dalinel 4nA aHanuza...

MpoeepuTe penyTaunme gaina

OT4yeT No Oe3onacHoOCTH

3Ta (hyHKUMS NO3BOASET NOAYYNTb 0630p CTATUCTUKKN ON18 CNEAYIOLNX KaTErOPUiA:
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* 3abnokupoBaHHbIe BeD-cTpaHMLbl: 0TOOpaXKaeT KoIMYeCcTBO 3ab10KNPOBaHHbLIX BED-
CTpaHunL (URL-aflpec BHECEH B «4YEPHbIA» CMNCOK MNOTEHLMANbHO HEXXENATeNbHbIX MPUI0XKEHNIA,
(OULWNHIOBLIN CAalT, B3/IOMaHHbIA MapLipyTU3aTop, IP-afpec nnm ceptTudukar).

* OOHapy>XeHbl 3apa)keHHble 00bEeKTbI 3JIEKTPOHHOM NOYTbI: 0TOOPAXKAETCSH KOIMYECTBO
06HapPY)XEHHbIX 3apaKeHHbIX 00 HLEKTOB 3/1€KTPOHHOW MOYThI.

* OGHapy>XeHOo NOTEeHLMaJIbHO HeXesaTesibHoe NpUJIoXKeHUue: 0Tobpa)kaeTcs KOJIMYeCTBO
NOTEHLIMANbHO HEXENATENbHbIX NPUI0XKEHWUN.

* NMpoBepKa AOKYMEHTOB BbiNoJIHEHA: 0TOOPa)KaeTCs KOJIMYECTBO NMPOCKAHNMPOBAHHbIX
06bEKTOB [10KYMEHTOB.


https://help.eset.com/getHelp?product=glossary&lang=ru-RU&topic=unwanted_application

* npOCKaHVIpOBaHO ﬂpMﬂOXGHMﬁ. OT06pa>KaeTc9| KOJINYECTBO NMPOCKaHNPOBaHHLIX
NCMOSHAEMbIX 00BEKTOB.

* NMpoBepKa Apyrux o6bLEKTOB BbiNOJIHEHA: 0TOOPaXKaeTCs KOAMYECTBO APYrMX
NMPOCKAHNPOBaHHbIX 06 bEKTOB.

* NMpockaHupoBaHO 0O6BEKTOB Ha Beb-cTpaHuuax. OTobpaxaeTcsa KOJIMYECTBO
NPOCKaHNPOBaHHbLIX 06 bEKTOB Ha BED-CTpaHMLax.

* MpockaHUPOBaHO 0OBHLEKTOB IIEKTPOHHOM NMOUThI: 0TOOPaXKaeTCA KOIMYECTBO
NPOCKAHNPOBAHHbIX 06 bEKTOB 3/IEKTPOHHOM MOYTHI.

MopsAOoK pacrnonoXXeHnsa 3TUX KaTeropuin onpefensaeTcs UxX YNCa0BbIMU 3HaYeHUAMN — OT BoNbLUero
K MeHbLUeMy. KaTeropuu ¢ HyneBbIMM 3Ha4eHnAMN He oTobpaxkatoTcs. LenkHnTte "Bonblie", 4TobbI
pa3BepHyTb 1 0TOBPa3nNTb CKPbITbIE KaTEropuun.

Mocne akTMBaLmMmM 3Ta PyHKUMA 6onblue He ByaeT oTobparkaTbCsA B 0THETE N0 6H€30NacCHOCTY Kak
HepaboTatoLlas.

B MpaBOM BEpXHEM YrJly LIEKHUTE 3HAYOK LiecTepeHku £, 4yToObl BKJTIOYMTb WM BLIKJTIOYUTD
yBefoMJIeHUs oT4yeTa no 6esonacHOCTU Nn BbiIbpaTb, 33 KAKOW Neprnoa Hy>XHO 0Tobpa3nTb
AaHHble: 3a nocnenHne 30 fHe M C MOMeHTa akTUBaUMM nNpoaykTa. Ecan yctaHoBka ESET NOD32
Antivirus BbINOJIHSNACh MeHbLue 30 AHel Ha3ak, Bbl CMOXXeTe BbibpaTb TOJIbKO KOIMYECTBO AHEN C
MOMEHTa YCTaHOBKM. Mo ymonyaHuto BbibpaH nepuog 30 aHeN.

NOD32 ANTIVIRUS LA
O6zop 4 Ortuert no 6esonacHOCTH O 7
CKkaHWpoBaHue
KOMMEHOTERE 34eck NOKazaHel CEeAeHKUA o 2awmTe ESET Security 2a nocneaHwme 30 aHei £+ 2

OBHoeneHne
npOCMOTpHTE BallK FallMUeHHBIE AaHHBIE

E Cepeuc

A o
Hactpoiika E [ @ o m— | —
Cnpaeka n nogaepxka

5 L MpocKaHWPOBaHOD MNpockaHWpoBaHo 3abNoOKAPOBaHHBIE
A 0BLEKTOB Ha Beb- -

YuetHan sannce ESET L[ HIS2. L LT e Be6 CTpaHMuUbl
HOME

7651 4,122 36

I

MpockaHuposaHo
ApYrHxX O6BLEKTOB

97,213

3nemMeHT COPOCUTL BaHHbIe NO3BONSET OYUCTUTb CTATUCTUKY W YIaAUTh CYLLECTBYOLME NaHHble
oT4yeTa no 6€30MacHOCTU. 3TO AENCTBME HY>XXHO NOATBEPANUTL, €C/IN TOJIbKO (h1a)KOK 3anpalunBaTh
noaTeepXaeHue nepen cOPOCOM CTAaTUCTUKM HE CHAT B MEHIO PaclliMpeHHbIE NapaMeTpbl >
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YBepoMmneHnus > MHTepakTUBHbLIA pexuM > MoaTeepxaeHus > U3MeHUTD.

ESET Sysinspector

ESET Sysinspector — 3TO NPUJI0XKEHUE, KOTOPOE TLAaTENIbHO NMPOBEPSAET KOMNbIOTEP U c06|/|paeT
I'IO,EI,pOﬁHbIe cBefeHnsAa 0 TaKnX KOMMOHEHTaxX CUCTEMbI, KaK ,u,pa|7|Bepb| N NpuiioXxeHnd, CeETEBLIE
NnoaKMAI4YeHNA N BaXXHbI€ 3aMnnch peecCTpa, a TakXe oUueHNBaeT YPOBeHb PUCKa 014 KaXXA0ro
KOMMOHEHTa. 3Ta UHpopMauus cnocobHa NoMoYb onpenenTb NPUYNHY NOA03PUTENIBHOMO
noBeneHuna CUCTeMbI, KOTOPOE MOXKET ObITb CBSI3@HO C HECOBMECTUMOCTbIO NpPorpaMMHOro nian
annapaTHoro obecnevyeHns Nan 3apaKeHNeM BpeAoHOCHbIMI NporpamMmmamMin. YTobbl y3HaTb, Kak
ncnosb30oBaTb ESET Sysinspector, CM. NUHTEPaKTUBHYIO CMPaBKY ESET Sysinspector.

B okHe ESET Syslnspector 0TObpa)kaloTca cnegytoume CBeAeHNs 0 XKypHanax:
* BpeMs: BpeMs co3faHusa XypHana.
* KoMMeHTapui: KpaTKuii KOMMEHTapuia.
* Monb3oBaTenb: VMA NOJIb30BaTESA, CO3LABLUEr0 XKYpPHal.
* CocTosiHMe: COCTOSAAHME CO3aHNsA XYypHana.
JOCTYMHbI NepeYncieHHble fasiee OeNCTBUSA.

* Moka3aTb — OTKpPbLIBAET BbIOPAHHBLIN XypHaN B ESET Sysinspector. Bbl Tak)Xe MOXETeE LLEeNKHYTb
thaiin XXypHana nNpaBoi KHOMKOW MbILLIN 1 BbIOpaTb B KOHTEKCTHOM MeHI0 NyHKT Moka3aTb.

» Co3paTb: Co3[aHuNe XypHana. MNpexae YeM NMbiTaTbCA OTKPLITh XYPHaA, NOA0XKANTE, NOKa He
creHepupyeTcs ESET Sysinspector (CocTosiHUe Co3aaHo). XKypHasi COXPaHAETCs B narnke
C:\ProgramData\ESET\ESET Security\SyslInspector.

* YRanuTb: yaasneHne BblaeNeHHbIX XKYPHaN0B 13 CrMCKa.
Ecnn BbI6paHbl halinbl XXypHana, B KOHTEKCTHOM MEHIO AOCTYMHbI CieAyoLNe 31eMEHTbI:

* MokasaTb: OTKpbITME BbIOPaHHOI0 XXYypHasa B ESET Sysinspector (QHaJIOFMYHO ABONHOMY
LLLeSTYKY).

* Co3paTb: Co3faHne XypHana. MNpexae 4yeMm NbiTaTbCA OTKPbITb XYPHa, NMOLOXANTE, MOKa He
CreHepupyeTcs ESET Sysinspector (cocTosiHMe Co3paHo).

* YRanuTb: yaneHune BblAeNeHHbIX XXYPHaAN0B M3 CMMCKa.
* YRanuTb BCe: y[aJleHNe BCEX )KYPHAOB.

* DKCNOPT: 3KCMOPT XKYypHana B haitn nan apxms B hopMaTe XML.

NMnaHUpPOBLUUK

MNnaHNPOBLLKK YNpaBageT 3anjiaHUPOBaHHbIMK 3a4a4aMn U 3anyCckaeT UX C NpeaBapuTenbHo
3aaHHbIMW MapaMeTpaMin n CBOWCTBaMM.
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MNaHUPOBLLMK MOXXHO OTKPbITb U3 [J1IaBHOr0 OKHa rnporpammel ESET NOD32 Antivirus, LLLEJIKHYB
snemMeHT CepBucC > MNaHUPOBLUMK. 3eCb NPUBEAEH MOJIHbIA CIUCOK 3arnjaHMPOBaHHbIX 3a4a4 U
napameTpbl KX 3anycka (faTta, BpeMs U UCnosib3yemMbll NPOPUIb CKaHUPOBaAHNSA).

MNaHUPOBLLMK NpefiHa3Ha4vYeH Ans NAaHNPOBaHUA BbINOJHEHUA Cliefyowmnx 3aaay: obHoBeHne
MoLynewn, CKaHMPOBaHMe, NpoBepKa (hanios, NCMONHAEMbIX NPY 3anyCcKe CUCTEMbI, U 0BCNyXUnBaHne
XypHana. obasnaTe U yaanaTb 3a4ad4u MOXXHO HEMOCPEACTBEHHO B F1aBHOM OKHe MaHUPOBLUMNKA
(HaXxMuUTe KHOMKy JloGaBuTb 3apauy niv YAanauTb B HUKHEN YacTu OKHa). Bbl MoxeTe
BOCCTAHOBWTb CMMCOK 3arjaHMpPOBaHHbIX 3a4a4 N0 YMOJIYaHMWIO N yAANUTb BCE N3MEHEHNS, LLENKHYB
napameTp Mo ymonyaHuio. C NOMOLLbIO KOHTEKCTHOO MEHIO OKHA MJIaHMPOBLLMKA MOXHO
BbIMOJIHUTL Cliefytowmne AenCTBMA: 0TobparkeHne noapobHon nHopmMauum, BbIMOJHEHME 3aa4u
HemenneHHo, fobasneHne HOBOW 3a4aqn 1 yaaneHue CylwecTsylowen 3agayn. icnonbsynte
(h1aXKKW B Havane Kaxxaow 3anmcu, 4Tobbl akTUBMPOBATh UM OTKJIIOYUTL COOTBETCTBYIOLLME 3a4a4MU.

Mo ymMOoNYaHMio B NIaHUPOBLUUKE 0TOOPaXKaloTCa cneayiowne 3aniaHnpoBaHHbIe 3a4a4u.
e O6CcnyXXuBaHue XypHana
e PerynsapHoe aBToMaTu4yeckoe obHoBNeHue
e ABTOMaTu4yeckoe o6HoBNeHMe nocse BXoaa NoJsib30BaTesis B CUCTEMY

e ABTOMaTU4YeECKasa npoBepkKa ¢ansios Npu 3anycke CUCTeMbl (Nocsie BXoLa MNonb3oBaTesns B
cnMcTemy)

e ABTOMaTH4YecKas nposepKa pannoB Npu 3anycke CUCTEMbI (Mocse yCnewHoro
0bHOBNIEHUS MOAY NS OOHApYXeHUS)

YT06bl N3MEHUTL KOHGMUIYPaLMIO UMEIOLLENCA 3amnaHNPOBaHHONM 3af4a4n (Kak 3a4a4dn no
YMOJIHaHWIO, TaK W MOJIb30BaTEIbCKOWM), WENKHUTE NPaBOl KHOMKOW MbILLW HY>)KHYIO 3a4a4y U
BbibeprTe B KOHTEKCTHOM MeEHI0 KOMaHay U3MeHUTb uan BbidenuTe 3a4ady, KoTopyto Heobxoammo
N3MEHUTb, @ 3aTEM HaXKMUTE KHONMKY U3MeHUTb.
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(es[:}) NOD32 ANTIVIRUS

Cleop < [lnaHMpoBLLMK g 7
CkaHnpoBaHue = =
T 3afaua Tpurrepsl Chefyro WA 3anycK MocnedHui 2anyck

OB CNyKUBAHNE X¥YPHAN0E

Bur 2072 0000 A 2072 700
OBHosnEHMe OB cnykiEaHite KypHANGE 3agaua GydeT BLINOMH., 7/4/2023 2:00:00 AM  7/3/2023 2:00:44 AM
CLTEEELLE ) 33jaua BygeT BHMOAH... 7/3/2023 6:24:30 AM  7/3/2023 5:24:30 AM

E CEPBHC LHUCTeMaTyeCKoe aeTOMaTUYeCKOe ODHOBNE...

! OfHoBNEHNE

. Mpwn KommyTHpyemom ... Mpu onpegenedHels yo.
ABTOMAaTUYECKOE OOHOBNEHWE NOCNE KOMMY.. P WTRY P [P ¥

Hactpoiika -~
D OfHoBNEHNE

. ~ Mocne ex0ga NOALI0E.. Mpu onNpegenedHelx Y.
ABTOMATHYECKOE ODHOBNEHWE NOCNe BXO4A ..

Cnpaska u noaepaka MpoEepka Qaiinoe, NCNONHABMED NRY 3amMyC..

. - Mocne exoda none2oB. Mpu onpegenedHelx yc.. 7/3/2023 5:22:30 AM
ABTOMaTMYECKAA NpOBEPKA daiinoe Npw 3an..

v -
YuerHan sanuce ESET Mpoeepka Haiinoe, NCNONHAEMBIX NPW 3aMYC..,

- Mocne yenewHoro of.. Mpu oNpeaenerHblx Y. 7/3/2023 5:24:51 AM
HOME ABTOMATMYECKAA NPOBEPKa Baiinoe npw 3an... y P P y 73

AobaewTs 3amauy %Mo YMOMYAHMID

[lobaBneHue HOBOM 3a4a4m

1. lWenkHnTe [lo6aBUTL 3apauy B HMKHEN YaCTW OKHa.
2. Beeante umsa 3agayn.
3. BoibepunTe Hy)XHYI0 3a4a4y B PaCKpbIBaOLWEMCS MEHIO.
* 3anycK BHELUHEero NPuao>XXeHUsA: rNjaHnpoBaHne BbINOJIHEHUSA BHELLHEro MPUI0OXKeHs.

* O6cny>XmMBaHMe XypHana - B (hannax XXypHaia TakXXe CoOAepXaTcs 0CTaTKN yaaNeHHbIX
3anucen. JTa 3ajava perynspHo onTUMU3MPYET 3anucKn B hannax XxypHana ansa ahpekTnsHom
paboTbl.

* MpoBepka ¢annos npu 3arpysKe CUCTEMbI: NPoBEpPKa (PannoB, NCMOHEHNE KOTOPbIX
pa3peLleHo Npu 3anycke uan Bxone nosib3oBaTens B CUCTEMY.

» Co3paTh CHUMOK COCTOSIHMA KOMMbIOTEPA: CO3/aHNe CHUMKA COCTOSIHWSA KOMMbloTepa B
ESET SysInspector, A/15i KOTOPOro cobupatoTcs nogpobHble CBELEHNS 0 KOMMOHEHTaxX CUCTEMBb
(Hanpumep, ApariBepax, NPUI0XKEHNSAX) 1 OLLEHNBAETCS YPOBEHb PUCKA AJ1S KAXKAOr0 UX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 NanokK Ha
KOMMblOTEpE.

* OGHOBNEHME: NNaHNPOBaHNe 3afa4n 06HOBNEHNSA NyTeM 0OHOBNEHNSA MOLYNei.

4. lLlenkH1UTe NOJI3yHOK pALOM C 3JileMeHTOM BKnloyeHo, 4TOObI aKTNUBMpPOBaTb 3aga4y (370
MOXHO CcaenaThb MNo3xe, yCTaHOBVIB/CHﬂB Cb)'la)KOK B CMNCKe 3anJjlaHNPOBaHHbIX 3aQa4), HaXXMuTe
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Danee n BblﬁepVITe OOWNH N3 PEXMNMOB BPEMEHW BbIMNOJIHEHUA.
* OAHOKpaTHO: 3adaYa 6yp,eT BbIMNOJIHEHa OAHOKPATHO B YKa3aHHbIE OaTy N BpeEMA.

* MHOrokpaTHO: 3aia4a OyAeT BbINOJHATLCA PErYASPHO YepPe3 yKa3aHHbI NPOMEXYTOK
BpEeMeHMU.

* EXXeHeBHO: 3a/1a4a OyeT MHOrOKPATHO BbIMOJHATLCA KaXXAble CYTKN B YKa3aHHOE BPeMS.
» EXXeHeieNIbHO: 33/a4a OyeT BbINONHATLCS B BbIOPaHHbIN AeHb HeJeNn B YKa3aHHOe BpeMs.

* Mpu onpepeneHHbIX YCNOBUAX: 3aa4a OyaeT BbiNoJHEHA NPY BO3HUKHOBEHWM YKAa3aHHOM0
cobbiTuS.

5.YcTaHoBuTe hniaxxok MponyckaTb 3apgavy, ec/iu YyCTPOUCTBO paboTaeT oT akKyMynaTopa,
4TObbl CBECTW K MMHMMYMY NOTPebneHne CUCTEMHBIX PECYPCOB, KOraa HoyTbyk paboTaeT oT
aKKyMmynaTopa. 3agada 6yneT BbIMONHATLCA B A€Hb U BPEMS, YKa3aHHbIe B Noasx obnactu
BoinonHeHue 3apaum. Ecnv 3agadva He Morna 6bITb BbINOJIHEHA B OTBEAEHHOE €/l BpeEMS, MOXXHO
yKa3aTb, Korga bygeT npeanpvHaTa caelytollas NnonbiTKa 3anycka 3agayu.

¢ B cnepylowee 3ansaHupoBaHHOe BpeMs
* Kak MOXXHO ckopee

e HemepneHHo, ecnu BpeMs C MOMEHTa NocCJ/ieAHero 3anycka npesbiiaeT (Yacbl) —
npeacTaBnsieT BPpeEMs, Npollejliee C MOMEHTA NEPBOro NPonyLLEeHHOro 3anycka 3aaaHus. Ecam
3TO BPeMSs NpeBbILLEHO, 3aaaHne ByaeT 3anyLLeHo He3aMeaIMTebHO. YCTaHOBUTE BPeEMS C
MOMOLLbIO CHETYMKA HUXKE.

YT06bl NPOCMOTPETHL 3aMaHUPOBaHHYIO 3a4a4y, LWeSIKHUTE ee NpaBoil KHOMKOW MbIlWW 1 Bbibepute
Moka3aTb MHOpMaLMIO O 3apaye.

NapaMeTpbl CKAHUPOBAHUA MO PACNUCAHUIO

B 3TOM OKHe MO)XKHO 3aZlaTb pacLUMPEHHbIe NapaMeTpbl 4S8 3an1aHUPOBaHHbIX 33434 CKaHUPOBaHUS
KOMMblOTepa.

Y706bI BEINOSIHUTL CKaHWPOBaHNE 6€3 OYNCTKY, LLENKHNTE JLONONIHUTEsNIbHbIe NapaMeTpbl U
BbibepnTe CKaHMpoBaTb 6e3 0YMUCTKHM. ICTOPMSA CKaHNPOBaHNA COXPaHAETCS B XXypHane
CKaHMPOBaHWS.

Ecnn BbibpaH napameTp MponycTUTb UCKAIOYEHUA, (haliibl C paCLUMPEHUSMI, KOTOpble paHee Bbinn
NCKJTIOYEHbI U3 CKaHWPOBaHWA, 6y ayT NPOCKaHMPOBaHbI.

B packpbiBatoLieMcst MeHio JledcTBME Nocsie CKAaHUPOBAHUA MOXKHO HAaCTPOUTbL AeNCTBUE, KOTOpoe
OyneT BbINOMHATLCS aBTOMATUYECKM NOC/e 3aBepLleHnNs CKAHUPOBaHWS:

* Huyero He npeanNpUHMMaTDb: NOC/Ie CKAHMPOBaHWA LeNCTBUS NpeanpuUHNMaTbCs He ByayT.
* BbIKJIIOYUTB: N0C/I€ CKAHUPOBAHUS KOMMbIOTEP OTKJIIOYAETCS.

* nepeaanyCK npu HeOGXOAMMOCTMZ KOMMbIOTEP Nepe3anyCckaeTCd, TOJIbKO €C/in HYXXHO

58



3aBEPLUMTb OYUCTKY 0BHapPYXEHHbIX Yrpo3.

* Mepe3arpysuTb: Nocsie CKaHNPOBAHUA OTKPbITbIE MPOrPaMMbl 3aKPbIBAIOTCS, @ KOMMbIOTEP
nepesarpy>aeTcs.

* MpUHYAUTENbHBbIA Nepe3anyck NpuM HeobXoAUMOCTHU: KOMMbIOTEP NMPUHYAUTENBHO
nepe3anyckaeTcs, TOJIbKO €C/IN HY)KHO 3aBEPLUNTb OYUCTKY 0OHAPY XEHHbIX Yrpo3.

* anHyAHTeﬂbHaﬂ nepe3sarpy3skKa: BC€ OTKPbITbIE MPOrpamMMbl MPUHYANTEJIBHO
3aKpbIiBaloTCA, HE 0OXNOaACb BMeLWlaTes/IbCTBa MOJIb30BaTEJ1A, U KOMMbIOTEP Nepe3anyCckaeTcs
nocne 3aBeplieHna CKaHNpPoOBaHUA.

* CNALWMNA PEXUM: CEaHC COXPAHAETCS, N KOMMbIOTEP NEPEXOAUT B PEXXUM NMOHUXKEHHOIO
3HepronoTpebneHns (T. e. N0Jb30BaTENb MOXET ObICTPO BO306HOBUTL paboTy).

* PeXxuM rubepHaumm: Bce KOMMOHEHTLI, UCNob3ytolme O3Y, NepeHoCATCS B CneLmanbHbIi
ain Ha XEeCTKOM ANCKe. KoMnbloTep BbIK/IYAETCS, U MPU CIeAYIOLLEM BKJIOYEHNN BEPHETCS B
npeablayliee cocTosHue.

JocTynHocTb aencTeuin Con 1 T’mMbepHaumna 3aBMCMT OT MapaMeTpoOB MUTAHNA 1 CAALLErO
peXxnuma onepaumoHHON CMCTEMbI U BO3MOXHOCTEN Ballero HoyTbyka unm komnbioTepa. He
3abbiBaniTe, YTO KOMMbIOTEP B CMSALLEM pexumMme BCe xe paboTaeT. KoMnbioTep BbINOAHAET
OCHOBHble PyHKLUN 1 NoTpebnseT 3neKTpu4ecTBo, Korga paboTtaeT oT akkymynsaTopa. YTobebl
CoXpaHuTb BpeMsa paboTbl 6baTapeun (Hanpumep, ecin Bbl HAXOAUTECH B MYTH), PEKOMEHAYeTCA
nepeBecTn KOMMNbIOTEP B peXuM rubepHaumm.

BbibpaHHOe pencTeune byaeT 3anyLLeHo Nocae TOoro, Kak BCe 3anyLleHHble NPOoLecChl CKAaHMPOBAHUS
6yayT 3aBepuieHsbl. Mpu Boibope 3aBeplieHue pabdboTbl v Mepesarpyska B 41MasloroBoM OKHe
noaTeepxaeHna bynet otobpaxaTbca 30-CeKyHAHbIN 06paTHbIN OTCYET (LWeNKHMTe OTMeHa, 4TobbI
LEeaKTNBUPOBaThL 3aMpoLLleHHOe AeNCTBHE).

BbibepuTe 3neMeHT CKaHMpPOBaHME He MOXET ObITb 0TMeHeHOo, 4Tobbl M0/Ib30BaTeNN, He
obnapatoLme HY)KHbIMI NPaBaMm1, He MOM /I OTMEHUTbL AENCTBUS, KOTOPbIE BbIMOJIHAOTCS Nocsie
CKQHUPOBAHWS.

BkatounTe napameTp CKaHuposaHue MOXeT ObITb NMPUOCTAHOBJIEHO NOoJib30oBaTeJieM Ha (MuH.),
4yT0bbl NONb30BaTENMN, 0bNagaoLwme OorpaHN4YeHHbLIMK NMPaBaMn, MO I NPUOCTaHaBJ/INBATb
CKaHWpOBaHMe KOMMbOTEPa Ha OI'IDED,EJ'IGHHbIVI nepunon BpemMeHNn.

CM. Takxe X0o4 CKaHMPOBaHUS.

0630p 3annaHUpPOBaHHbIX 3a4a4

B naHHOM amnanoroBom okHe oTobparkaeTcs noapobHas nHpopmauma o BbibpaHHON
3annaHMPOBaHHOM 3aZlavye, eCnn ABaXKAbl LWENKHYTb HaCTpanBaeMyto 3aady Uamn LWENKHYTb NpaBoi
KHOMKOW MbILLW HAacTpanBaeMyto 3a4ady NaaHNpoBLMKa 1 BbibpaTb koMaHAy Moka3saTtb
uHdopmauumio o 3agave.
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CBepeHus o0 3apaue

Beeoute uma 3apavm, Bbl6epI/ITe TAN 3a4a4m 1 WenkH1Te Janee.
* 3al'IYCK BHELWWHEero npuJyio>XxeHua: rnjiaHMpoBaHMe BbINMOJIHEHNA BHELLHENO NPUIOXKEHNA.

* OGcny>xmMBaHue XXypHana - B hainax )KypHana Takxe CofepXXaTCsa 0CTaTKN yAaJeHHbIX
3anucei. 3Ta 3aAavya perynsapHo oNTUMU3MPYET 3anucK B hannax XypHana ans 3heKTUBHON
paboThl.

* NMpoBepka ¢aiI0B NpU 3arpy3Ke CUCTEeMbI: NPoBepka (PaisioB, NCMOSHEHNE KOTOPbIX
Pa3peLleHo Npu 3anycke Uav BXo/e rnoJib30BaTens B CUCTEMY.

» Co3paTb CHUMOK COCTOSAHMA KOMMblOTEpa: CO3AaHMe CHUMKA COCTOSIHWSA KOMMbloTepa B
ESET Syslnspector, 411 KOTOPOro cobnpatoTcs noapobHbie CBeAEHMS 0 KOMMOHEHTaX CUCTEMDI
(Hanpumep, ApanBepax, NPUIOXKEHNAX) U OLLEHNBAETCS YPOBEHb PUCKA AN KaXKA0ro NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 Nanok Ha
KOMMblOTEpe.

* ObHoBNEHMe: ninaHWpoBaHWe 3adavn obHoBNIEHNS nyTem obHoBNEHUS Monyne|7|.

BpeMsa 3apauu

3apava bydeT BbINOMHATLCSA PErYNSAPHO Yepes YKa3aHHbIA MPOMEXYTOK BPEMEHU. BbibepuTe 0auH 13
cnepyoLmMx napaMeTpos.

* OpHOKpaTHO: 3aja4a 6yueT BbIMNOJIHEHa OAHOKPATHO B YCTaHOBNIEHHbLIE AaTy U BpeMA.

* MHoOrokpaTHo: 3aga4a byaeT BbIMONHATHCA PEryIApHO Yepes YKa3aHHbIA MPOMEXYTOK
BpeMeHu (B Yacax).

* EXXepHeBHO: 3aa4a 6y,D,€T BbINOJIHATLCA pPa3 B CYTKN B YKa3aHHOE BPEMA.

* EXXeHeileNbHO: 33/1a4a OyeT BbINONHATLCS OAUH WU HECKOJ/IbKO Pa3 B HeJeto B YKa3aHHbIe
JIHN 1 BpeMs.

* Mpu onpepeneHHbIX YCNOBUAX: 3aaa4a OyAeT BbIMOSIHEHA MNPU BO3HUKHOBEHWMN YKa3aHHOMO
cobbiTuS.

MponyckaTb 3apavy, ecnm yCTPOUCTBO paboTaeT oT akKyMynaTopa: 3ajaya He 3anycTuTCs,
€C/I Ha MOMEHT MJIaHMPYEMOro 3anycKa 3ajayv KoOMNbloTep paboTaeT OT akKyMynaTopa. ITO Takxe
OTHOCWTCS K KOMMbloTepaM, paboTatoLmM OT UCTOYHMKa BecnepeboinHOro nuTaHus.

BpEMﬂ BbiMNOJIHEHUA 3aAd4YU:. OOAHOKPATHO

BbinosiHeHMe 3aAa4M: yKa3aHHas 3afava 6yaeT BbiNoHEHa OAHOKPATHO B YKa3aHHbIe faTy W
BpeMs.
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BpEMﬂ BbiNMNOJIHEHUSA 3aAad4YU. eXxeaoHeBHO

3apaya OyneT BbINOMHATLCA pa3 B CYyTKM B YKa3aHHOE BpeMsi.

BpEMﬂ BbiMNOJIHEHUA 3a4a4i . e)XeHeneJibHoO

3agaya 6y,ueT BbINOJIHATBCA KaXXAYyl0 HEQENIO B YKa3aHHbIE EHL N BpPpEMA.

BpeMﬂ BbiMOJIHEHUSA 3a4d4YU: NMPHU
onpeanesiéHHbIX YCNOBUAX

3afaya 3anyckaeTcs B C/ly4ae BO3HUKHOBEHUS OAHOr0 U3 NepeyncsieHHbIX ganee cobbiTui.
o KaXxabl pa3 npu 3anycke KoMnbiotepa
e KaXxable CyTKM Npu NepBoM 3anycke KoMnbloTepa
¢ [lpu KoMMyTUpPYEeMOM nopakoyeHun K MutepHeTy/VPN
e Mocne ycnewHoro o6HoBsieHMA Moayna
e Mocne ycnewHoro o6HOBNEHUA NPOrpaMMmbl
e Bxop nonb3oBaTtens
e OOHapy>xeHue yrpos

Mpv NNAHMPOBAHNUM 3a4a4M MO COOLITUIO MNOb30BATENb MOXKET YKa3aTb MUHMUMAJbHbIA UHTEPBaA
MEeX [y [ABYMS OKOHYAHUAMM BbIMOSIHEHNS 3a4a4u. HanpumMep, ec/iv nosib30BaTeslb BXOAUT B CUCTEMY
HECKOJIbKO pa3 B [ieHb, BbibepuTe 24 Yaca, 4Tobbl 3a4a4a BbINOJHANACL TOJILKO MPU NEPBOM BXOAE B
CUCTEMY 3a CYTKU, a 3aTeM TOJIbKO Ha ClefyIoLLNiA [eHb.

NMponyuwieHHaa 3apaYva

3afjava MmoxeT BbITb NponyLleHa, eciv KOMMbIOTEP BbIKJOYEH Ui paboTaeT 0T akkyMmynagTopa.
BoibepuTe cpeamn 3TMX BapuaHTOB, KOraa A0J/HKHa ObITh 3anyLleHa NponyLeHHas 3ajaqya, u
HaXxMuUTe KHOMKy fJanee.

* B cnepylowee 3annaHMPOBaHHOE BpeMsa — 3ajlaHne ByaeT 3anyLieHo, eCim KOMMboTep
OyneT BK/OYEH B CNiefylollee 3amnjiaHnpoBaHHOE BPeMs.

* Kak MOXKHO cKopee — 3afiaHne byaeT 3anycKaTbCs Npw BKOYEHUN KOMMNbOTEpPa.

* HemepaneHHO, ecnn BpeMsi C MOMEHTa nocsieAHero 3anJIaHUPOBAHHOIO 3anycka
npesbiWwaeT (4ackbl) — NpecTaBAseT BpeMs, npollefllee ¢ MOMEHTa NepBoro NPonyLLeHHOro
3anycKa 3afaHus. Ecnm 3To BpeMs npeBbIlleHo, 3aAaHne byaeT 3anyLeHo He3aMeaanTe bHO.
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Ana npyMepa 3afaHns HAaCTPOEH NOBTOPHLIN 3anycK Kakabln Yac. BeibpaHa onuus
HemepneHHo, ecnu BpeMms, npowiealiee ¢ MOMEHTa NocJsieAHero 3anJiaHMpoBaHHOIo
3anycka, npesbilaeT (Y4achbl), a 4719 NPEBbLILLEHHOr0 BpeMeHM YCTaHOBJIEHO ABa Yaca.
3apnaHue 3anyckaeTtcs B 13:00, u No ero 3aBepLUeHnr KOMMAbIOTEP NepexoanT B CrALLNN
peXnM:

* KoMnbioTep BbIXOAMT M3 cnswero pexuma B 15:30. MNepBbi NponyLLeHHbIN 3anyck 3a4aHns
6611 B 14:00. C 14:00 npowno Bcero 1,5 yaca, noatomy 3agaHue dynet 3anyweHo B 16:00.

* KoMnbioTep BbIXOAMT M3 crisdwero pexuma B 16:30. MNepBbin NponyLLeHHbIA 3aMyCcK 3a4a4m
6bin B 14:00. C 14:00 npowno gBa C NOSOBMHOM Yaca, NO3TOMY 3adaHue byaeT 3anyLieHo
HeMea1eHHO.

CBepeHusa o 3apave: oOHOBNEeHUeE

ECn HY>KHO MMEeTb BO3MOXXHOCTb 0OHOBAATL NpOrpaMmy C ABYX cepBepoB 0OHOBNIEHUNI, HYXXHO
C034aTb [iBa pa3HbiX Npoguna obHoBneHna. ECn He yaacTcs 3arpy3nTh aiibl 0OHOBAEHWI C
O0QHOro0 cepBepa, NporpaMma aBTOMaTUYECKN NEPEKSIIYUTCA Ha APYrON. DTOT BapuaHT NOAX0ANT,
HanpuMep, 418 HoyTOYKoB, KOTopble 00bIMHO 0OHOBAAIOTCS C cepBepa 0OHOBAEHUI B TOKaIbHOM
CeTK, HO MPM 3TOM UX BNAAENbLbl HacTO MOAKMOYAOTCS K IHTEPHETY B ApYyrmx CeTax. Takum
obpa3om, ecnm c nepBbIM NPoduIeEM BO3HUKHET owmnbka, dannibl 06HOBNEHWI C CEPBEPOB
0bHOBNIEHNI ESET aBTOMaTUYeCKM By Ay T 3arpy>XeHbl Yepes BTOPO Npodusb.

CBepeHus o 3apave: 3aMyCK NMPUN0>XXeHuns

C NOMOLLbIO 3TOM 3a4a4n MOXHO 3aNNaHNPOBaTb BbIMOJIHEHNE BHELLHEr0 NPUI0OXXeHNA.

NcnonHsembin haun: Boibepute ncnosHaeMbl hani B AepeBe KaTasioroB Ui HaXXMUTE KHOMKY ...,
4TObbI BPY4YHYIO BBECTU NYTb.

Pabouas nanka: 3aganite paboynint KaTanor BHELLHEro NpuaoxXeHus. Bce BpeMeHHble halbl
BbibpaHHOro B nose Ucnonuaemoin pann anna byayT co3naBaThCs B 3TOM KaTasore.

MapameTpbl: NapameTpbl KOMaHOHOW CTPOKN A8 NPUNoXeHns (HeobsazaTensbHo).

Ha)xmuTe KHoMKy FOTOBO 419 NpUMEHeHUa 3a4ayu.

CpeACTBO OYUCTKU CUCTEMDI

Mocne yaaneHus yrpo3bl CPEACTBO OYUCTKU CUCTEMbI MOMOraeT BOCCTAHOBUTbL KOMMbIOTEP [10
COCTOSIHMSA, MPUrOAHOM0 K 3KCMyaTauun. BpeooHOCHbIE NPOrpaMmbl MOTYT NPUBECTU K OTKJIOYEHUIO
TaKMX CUCTEMHBIX NPOrpaMMm, Kak peaakTop peectpa nam obHoBneHNs Windows. CpeiCTBO 04NCTKHU
CUCTEMbI OAHUM LLENYKOM BOCCTaHABAMBAET AN AAaHHOW CMCTEMbI 3HAYEHWS 1 NapaMeTpbl No
YMOJI4aHWIO.

CpefCTBO 04YUCTKM CUCTEMbI COOBLLAET 0 NPOBAEMHbIX NapaMeTpax B MATA KaTeropusx:

* Hactpouku 6e30nacHOCTU: N3MEHEHMNS B NapaMeTpax, KOTOpble MOryT MPUBECTU K
MOBbILLIEHWIO YI3BUMOCTY Ballero KoMnbtoTepa, HanpuMep naMeHeHns B LleHTpe obHOBNEHNA
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Windows.

* CucTeMHble napaMeTpbl: N3MEHEHNE CUCTEMHLIX NAPaMETPOB, KOTOPOE MOXET U3SMEHUTb
noBeageHME KOMMNbKOTEPa, HanpunMmep naMeHeHne CcornocCTaBieHnA (pa|7|nos.

* BHELUHMWA BUA CUCTEMbI: NapaMeTpsbl, BAUAIOLINE HA BHELLIHWIA BUA CUCTEMbI, HANPUMeEP
OHOBBIN PUCYHOK paboyero cTona.

* OTKNIOYEHHblIe KOMNOHEHTbI: Ba)XHbl€ KOMMOHEHThI U NPuUNoXXeHnsd, KoTopble MOTYT ObITb
OTKJIIOYEHHI.

« BoccTaHoBJIeHMe cucTeMbl Windows: NapaMeTpbl PYHKLUN BOCCTAHOBMIEHNS CMCTEMbI Windows,
KOTOpas AaeT BO3MOXKHOCTb BOCCTAHOBUTb MpeablayLlee COCTOSHNE CUCTEMBI.

OYNCTKY CUCTEMbI MOXXHO 3aMpPOCUTb B CIEAYIOLLIMX CNyYanX:
* Npy 06HapyXEHWUN Yrpo3bl;
* Mpu HaxxaTum KHonkn Copoc.

Mpn HeobX0AMMOCTI MOXXHO NPOCMATPMBATL M3MEHEHNA 1 cOpacbiBaTb HACTPOMKMN.

(es[:3) NOD32ANTIVIRUS ® - o X
haop 4 CpeAcTBO OYMUCTKM CUCTEMBI O ?
CkaHnpoBaHue
KOMMNbHOTEP MzmeHeHbl Heckonbko HacTpoek Windows No ymMoa4aHWio, YTO MOXeT MOBAWATE Ha paboTy

= KomnktoTepa. BoamoxHo, 370 peaynsTaT AeicTeni epegoHocHoro MO Ha Bawem KoMneraTepe.

OBHoBNEHNE =
MpocMoTpUTe M3MEHEHMA HIKE M NpK HeoBxoAMMOoCTH cBpockTe HaCTPOMRKMW.

E Cepenc
BHewHWiA BUA cuctemsl o v MMokazate NoapoBHOCTK % C6poc

Hactpoiika

Cnpagka n noglepHKa

¥uetHan zannce ESET
HOME

[encTBnsA B CPEACTBE OYNCTKM CUCTEMbBI MOXKET BbINOJIHATL TOJILKO NMOJIb30BaTEb C NMpaBaMu
alMUHMCTpaTopa.
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KapaHTuH

InaBHas PyHKLUS KapaHTMHa — H6e3onacHoe xpaHeHne obHapyXeHHbIX 06beKTOB (Hanpumep,
BPELOHOCHbIX MPOrpaMM, 3apa)KeHHbIX halnaoB UAN NOTEHLNANbHO HEXEeNaTeNbHbIX MPUI0XKEHWN).

KapaHTWH MOXHO OTKPbITb U3 [JIaBHOrO OKHa NporpaMmbl ESET NOD32 Antivirus, LWENKHYB 31€MEHT
Cepsuc > KapaHTuH.

NHdopmaumio o hannax, NOMeLLEHHbIX Ha KapaHTWUH, MOXXHO NMPOCMOTPETL B BUAe Tabanupbl,
CoAEepKaLlen Takne CBeAEHUS:

* 0ATy 1 BpeMs NoMeLeHns ansia Ha KapaHTuH;

* MyTb K UCXOLHOMY PacronoXxeHuto anna;

* ero pa3mep B banTax;

* NPUYMHY NoMeLLeHna dana Ha KapaHTWH (Hanpumep, 06bekT gobaBneH Nosib3oBaTENEM);

* KOINYECTBO 0BHapy>XeHuUn (HanpuMep, NoBTopAloLMeCs 06Hapy>XeHNa OOHOro 1 TOro e
hanna nnm apxme, COAEPXXaLLNIN HECKOJIbKO 3aparKeHuni).

(es[X) NOD32 ANTIVIRUS ® - o X
O630p 4 KapaHTun 2 7

CkaHnpoeaHue

Epema VimA oBbekTa Pasz.. [pu4uHa Kon., Y4eTHad 3anuck NONb30EE.
KOMMObHOTERE

O6HoeneHne
E CepBuc
Hactpoiika

Cnpagka n noglepHKa

YuerrHan annce ESET
HOME

MomeweHne pannioB Ha KapaHTUH

I'IporpaMMa ESET NOD32 Antivirus aBTOMaTU4YeCKN NOMELLAET yAaNeHHble CbaVIJ'IbI Ha KapaHTUH (ecnn
noJib30BaTeJlb HE OTKNIIOYW 3TY q‘JyHKLI,VI}O B OKHe npeaynpexaeHus).
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JononHuTensHble aibl CnefyeT noMellaTb Ha KapaHTUH, eciu:
a.MX HeNb3s BbIIEYNTD;
b.nx Henb3s 6e30nacHo yoannThb;
C.OHW OTHeCeHbl NPOrpaMMon ESET NOD32 Antivirus K 3apa>keHHbIM M0 OLLIMOKe;
d.chaiin C NOA03PUTENbHON aKTUBHOCTBIO, HO HE ONpeaenseTcs 3allnTambl.

Y7066 NOMECTUTH (haiiSl Ha KAapPaHTWH, MOXXHO NCMOJIb30BaTb HECKOILKO MPUBELEHHBIX HUXE
BapuaHTOB.

a.Mlcnonb3yiTe yHKUMIO NepeTacknBaHms, 4Tobbl BPYYHYO OTNPaBUTb Gain Ha KapaHTUH.
N5 3TOro WwenkHuTe haa, nepemMecTuTe ykasaTeslb MbllLN B OTMEYEHHY0 061acTb,
yLAEp>KMNBas HaXXaTON KHOMKY MbILIK, NOCAE Yero OTNyCTMTE KHOMKY Mbiwn. [ocne 3Toro
npunoxxeHue byaeTt nepeBeaeHoO B (hOHOBLIN PEXIM.

b.LLlenkHUTE hann NpaBon KHOMKOW MbiWwn 1 BbibepnTe PacluMpeHHble napaMeTpbl >
MomecTUTb (pann B KAPAHTUH.

c.llenkHnte U3onuposaTtb pann... B OkHe KapaHTHH.

d.[1nd 3TOro TakXXe MOXXHO BOCMOJIb30BaTbCA KOHTEKCTHLIM MEHI0, HaXKaB MPaBO KHOMKOW
MbILUKN B OKHe KapaHTUH 1 BbibpaB nyHKT KapaHTUH

BoccTaHOBJIeHUe U3 KapaHTUHa

®annbl, NOMELLEHHbIE Ha KapaHTWH, MOXXHO TakK>Xe BOCCTaHOBUTb B NCXOQHOE pacCrnoJio)KeHNe.

* [1nsi 3TOro LWenHNTEe NPaBO KHOMKOW MbILWN (hali, MOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEHI0 HaXKMNTe KHOMKY BOCCTAaHOBUTD.

* Ecnn Q)aVIﬂ nomMe4eH Kak NoTeHLU K asZIbHO HEXEJIATEJIbHOE MPUJIOXKEHWE, MapaMeTP
BoCCTaHOBUTb U UCKJIIOYUTb U3 CKaHUPOBaHUA BKJIIOYEH. CM. Takxe NckyeHuns.

* KOHTEKCTHOE MEHIO COLIEPXUT TakXe (hyHKLUNI0 BOCCTAaHOBUTL B, KOTOPAsi NO3BONSIET
BOCCTAHOBUTb Daln B PacnosioXXeHMe, OTJIMYHOE OT UCXOAQHOrO.

* (DYHKLI,I/IH BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Cily4adX, HaripumMmep, and cpa|7|n0|3,
pacnoJioXXeHHbIX B CEeTeBOW narke, ,ﬂ,OCTyﬂHOI7I TOJIbKO OJ14 YHTeHu4.

YOaneHne n3 KapaHTuHa

LLleNnKHUTE 3N1eMEHT NPaBO KHOMKOW MbILN U BbibepuTe KOMaHay YAanuTb U3 KapaHTUHA WV
BbIGEPUTE INIEMEHT, KOTOPbIA HY>XXHO YAA/NTb, U HAXMUTE KaBuLLy DELETE Ha K/aBuaType. Bl
TaKXXe MoXXeTe BbibpaThb U yAa/nNTb HECKOJIbKO 3/1IEMEHTOB 0HOBPEMEHHO. Y1a/IeHHble 3/IEMEHTbI
6e3B03BPATHO YAaNATCA C Ballero yCTPOMCTBA U U3 KapaHTUHa.

OTnpaBka anna u3 KapaHTUHa

Ecnn Ha KapaHTUH nomeLleH ¢ains, KOTOPbIN He pacno3HaH NPorpaMMon, an ann HeBepHo
KBanMMULMPOBAH KaK 3apaKeHHbI (Hanpumep, B pe3yabTaTe oWmnbKM 3BpUCTNYECKOr0 MeToAa
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KO4a) U n3011poBaH, NnepefanTe obpasel B nccrenosaTessckyo nabopatoputo ESET and
nposefeHns aHaavsa. Y1obbl 0TNPaBUTL haits, LWENKHUTE ero NpaBon KHOMKOMW MblLLW U B
KOHTEKCTHOM MeH10 BbibepuTe nyHKT MepepaTb Ha aHaNM3.

OnucaHne oOHapyXxeHus

LLlenkH1Te 3N1eMeHT NpPaBoO KHOMKOM MbIlWKn 1 BbibepuTe NyHKT OnncaHne obHapy>xeHus, 4Tobbl
OTKPbITb 3HUMKNOMNEAUIO Yrpo3 ESET, KOTOpas COAEPXUT NoapobHY0 MHpopMaumio 06 onacHOCTAX 1
CUMNTOMAaXx 3aperucTpupoBaHHOr 0 3apaxeHuns.

VIJ'IJ'HOCTpI/IpOBaHHbIe NHCTPYKLIUN

Cnegnytouwmne ctaTbh 13 6a3bl 3HaHWUA ESET MOTyT ObITb AOCTYMHbI TONLKO Ha aHMIMACKOM SA3bIKE:
* BoccTaHoBAEHME Dalia U3 KapaHTUHA B ESET NOD32 Antivirus

* YnasneHne NoMeLLEeHHOro B KapaHTuH dania B ESET NOD32 Antivirus

* [lpoOyKT ESET yBegomMmna meHst 06 obHapyxeHun. Y1o MHe genats?

He yaanocb oTnpaBuTb Ha KapaHTUH

Huxe yKa3aHbl NPUYUHBI, MO KOTOPbIM OnpefeneHHble aisbl He MOryT OblTh NEPEMELLEHbI B
KapaHTUH.

* Y BaC HeT pa3peLUeHUN Ha YTeHUe: 3TO 03HAYaeT, YTO Bbl HE MOXeTe NpocMaTpmnBaThb
cogepxumoe panna.

* Y BacC HeT pa3peLUueHMi Ha 3anmuCb: 3TO 03HAYAET, YTO Bbl HE MOXKETE NU3MEHATL COAEPXKMMOE
danna, T. e. 106aBNATb HOBOE COAEPXMMOE AN YAANATb CYLLECTBYHOLLEE.

* ®ain, KOTOPbIXA Bbl NMbiTaeTeCb OTNPABUTb HA KapaHTUH, CJIMLLKOM BeNuk: Heobxoanmo
YMeHbLUNTb pa3mep anna.

Ecnn Bbl nonyynnmn coobuieHmne 06 owmnbke «He yaanocb 0OTNPaBUTb Ha KapaHTUH», WENKHUTE
MNoppobHee. OTKPOETCA OKHO CO CMUCKOM OLWIMBOK KapaHTWHa, rAe Bbl yBUANTE UMsA aina u
MPUYUHY, MO KOTOPOW HE YAaeTCa MOMEeCTUTb (haitfl Ha KapaHTVH.

BbiOop obpasua pna aHanusa

Mpw 06Hapy>XeHU NoA03PUTENBHOrO (harfia Ha KOMMboTEPE AN NOA03PUTENBHOIO CanTa B
NHTepHeTe ero MOXXHO OTNPaBUTb Ha aHan3 B MCCNeaoBaTeNbCKyto labopaToputo ESET (MOXeT ObITb
HeL0CTYMHO B 3aBUCMMOCTU OT KOH(Urypauum ESET LiveGrid®).
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Bbl MOXKeTe 0TNpaBnAATb TONbKO 06pa3Lbl, KOTOPbIE COOTBETCTBYIOT MO KPanHen Mepe 04HOMY
N3 Cnepyowmnx KpMTepres:

* Mporpamma ESET He obHapyxunBaeT obpasel.

» Obpa3zel ownboYHO 0OHaPYKMBAETCS KakK yrposa.

* Mbl HE NPUHNMAEM INYHbIE (halbl (KOTOPbIE Bbl XOTUTE NPOCKaHMPOBATb Ha Han4ne
BPELOHOCHbIX MPOrpaMM C NOMOLLbIO ESET) B KavecTBe 0bpa3LioB (BupycHas nabopatopus ESET
He NPOBOAMT CKaHMPOBAHWE MO 3anpocy Nojb30BaTeNen).

» TeMa N1McbMa J0J/HKHa ONMUCbIBaThL Npobnemy, a TEKCT LO/KEH CoAepXaTb Kak MOXHO Bonee
NOJHY0 MHOopMaLMIo 0 barne (Hanpumep, CHAMOK 3KpaHa Wiamn agpec Beb-canTa, C KOTOPOro
OH OblN 3arpy>eH).

OTnpasuTb 0bpa3zey (hann nnm seb-cant) Ha aHaM3 B ESET MOXKHO OAHUM W13 Cieayowmnx cnocobos.

1. Bocnonb3ynTtecb hopmon oTrnpaski obpasua B cBOEM NpoaykTe. YTobbl OTKPLITb €€, HAXXMUTE
Cepsuc > OTnpaBka obpa3sua Ha aHanus. MakcMManbHbIA pa3Mep 0TNpaBaseMoro obpasua —
256 MBb.

2. ®ann TakxXe MOXXHO OTMPaBUTb MO 3/IEKTPOHHOW noyTe. Ecnm 370T cnocob ans Bac yaobHee,
3aapXuBMpPynTE (Panbl C MOMOLLLIO NPOrpaMMbl WinRAR/WiInZIP, 3alLMTUTE apXxunB naposem
«infected» 1 OTMPaBbTE €ro rno agpecy samples@eset.com.

3. YT06bl COOBLWNTL O CNaMe NN IOXHOM 0BHapPY>XXeHUN Cnama, 03HAKOMbTEChb C 3TON CTaThLeN B
H6a3e 3HaHWN ESET.

B thopme BbiOop obpasua ans aHanusa BbIbepuTe packpbiBatoweecs MeHio MpuiMHa oTNpPaBKK
cdanna n ykaxxute Hanbonee noaxoasiiee onvcaHme CBoero coobuLleHns:

¢ Mooo3puUTeNbHbIN hann

* [10A03pUTENLHLIN CanT (BeB-CalT, 3apa’KeHHbI BPe4OHOCHOW NPOrpamMmon)

* JIOXKHO 0BHapYXEeHHbIN CanT

* JIo)xHO 0BHapy»xeHHbIN hai (dhann obHapyXeH Kak 3apaKeHHbI, XOTA He SBNseTCA

TaKOBbIM)

» [ipyroe

®daun/cauT: NyTb K OTNPABISEMOMY Ha aHanu3 canny nnm seb-canty.

Appec 371eKTPOHHOM NOYTbI: aJpec OTNPaBAseTCsa B ESET BMECTe C N0A03pUTENbHbIMY (haknamm 1
MOXET 1CMO0JIb30BaTbCA AJ15 3anpoca AOMNOJHUTENbHONW MHGOoPMaLMK, Heo6X0aMMON ANs aHanmn3a.
YKa3blBaTb aflpec 3/IeKTPOHHOM NoYThl Heobs3aTeNbHO. YT0bbI HE 3aM0NHATL 3TO NoJe, Boibepute
BapuMaHT OTNPaBUTb AaHOHMMHO
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MoCKONbKY Ka)XAblil AeHb Ha cepBepbl ESET NOCTYNAOT AECATKU ThiCSY (haitfioB, HEBO3MOXKHO
OTMNPaBUTb OTBET Ha Ka)[iblil 3aNpoc. BaM 0TBETAT TO/IbKO B TOM C/yYae, ec/iv 419 aHan3a
notpebyeTcsa AonofHMTENbHaA nHGopMaLums.

Ecnun obpa3seL oKaxxeTcs BPeAOHOCHbIM NPUIOXEHNEM UK Be6G-CaiToM, ero obHapyxeHune
bynet nobasneHo npu cnegyowem o6HOBAEHNM MPOrpamMMmsbl ESET.
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BbiOop obpasua pnsa aHanusa —
nono3puTtesibHbin pann

O6Hapy>XeHHble NPU3HAKU U CUMNTOMbI 3apa>keHUsA BpeJOHOCHOW NPOrpaMMON: BBEANTE
onucaHne NoBefeHNs NoL03PUTENLHOIO (haiiia Ha BalLleM KOMMbOTEpE.

NcTo4yHuK channa (URL-aapec Uam NoCTaBLLUK): YKaXKNTE UCTOYHUK haisia u onuwnTe, Kak OH
nonaJs Ha Ball KOMMbOTEp.

MpumeyaHusa n gononHuTenbHas MHGOPMaALMA: 34eCb MOXKHO BBECTU AOMONHUTENbHYIO
MHMOPMALNIO USIN ONUCAHNE, KOTOopble MOMOryT B 06paboTke Nofo3puTeNnbLHOro daina.

MepBbin NapameTp (OOHapy>XeHHbIe NPU3HAKKU U CUMNTOMbI 3apa>keHUsA BPeJOHOCHOM
nporpaMMon) sensetcs 0bs3aTeNbHbIM, HO NMPeaoCTaBAeHE AONOSHUTEIbHON HOPMaLUN
TaKXXe 04eHb MOMOXeT nageHTudnumnpoBaTh 1 obpaboTaTh 06pa3ubl B NabopaTopun.

BbiOOp oOpa3ua pnsa aHanumsa —
nopno3pUTesibHbIN CauT

B packpbiBatoLieMcsi MmeHto NMpodbnema ¢ cauTom BbibepnTe 04HO U3 CNeayoLWmX 3Ha4YEHUNA.

* 3apa>keHHbl|: Be6-CalT COAEPXXUT BUPYChl NN ApYriie BPeLOHOCHbIE MPOrpaMMbl, KOTOpPbIE
PACNpPOCTPAHSATCSA pa3IMyHbIMUK cnocobamu.

* GULLIMHI YaCTO NCMOJIb3YETCH ANS NOJYYEHMS OOCTYNa K KOHDUAEHUMANbHbIM CBEEHUNAM,
TaKMM Kak HoMepa 6aHKOBCKMX CHETOB, PIN-KOAbI U T. N. [ONONHUTENbHYIO0 MH(OopMaLuunto 06
3TOM TUME aTaKMN CM. B [JI0CCapUN.

* MowweHHUYeCKMI: DasbLUMBBIA NN MOLLEHHNYECKMI BEO-CallT, Co3AaHHbIA a5 ObICTPOro
nosyyveHns npubbian.

* BoibepuTe [ipyroe, eciv BhilLeyKa3aHHbIE BapnaHTbl HE COOTBETCTBYIOT CaliTy, 0 KOTOPOM Bbl
coobLaeTe.

NMpuMeyaHusa U AONOJIHUTENbHAA VIHCbOpMaLI,VISI: MO>XHO BBECTU OONOJIHATEJ/IbHbIE CBEAEHUA NN
OonncaHmMe, KOTOpblE NOMOTYT MPOaHaAIN3NPOBATb I'IOlJ,O3pI/ITeJ'IbeIIZ Beb-canT.

BbiOOp oOpa3ua ana aHanusa — JIOXKHO
oOHapy>XeHHbIN hann

Mbl NPOCM OTMPaBAATb (habl, KOTOPble 06HAPYXMBAIOTCA KaK 3apa>keHHbIe, HO MpK 3TOM He
SBNAOTCA TAKOBLIMW, YTOOLI Mbl MOT/IN YIYHLIUTb Hall MOAYJb 3alMTbl OT BUPYCOB W LUMMOHCKUX
nporpamMm 1 obecneymnTb 3aWwmnTy APYrMM nonb3oBaTensaM. JIoxkHoe obHapy>KeHne BO3MOXHO, KOraa
wabnoH thanna coBnafaeT C TakuM xe wabaoHoM, NPUCYTCTBYIOLUM B MOAY e 0BHapyXeHus.

NMsa n Bepcus NpUIOKEHUSA: MM MPOrpamMmMbl U ee Bepcus (Hanpumep, HoMep, NCEBLOHVM U
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KOZ,0BOE Ha3BaHwue).

NUcTouHMK panna (URL-appec Uam NoCTaBLUMK): YKAXKNTE UCTOYHUK haina U oNULINTE, KaK OH
nonas Ha Ball KOMMbloTEp.

Lenb npunoXeHus: 370 obLiee onucaHne NpuioxXeHus, ero Tuna (Hanpumep, Gpaysep,
npourpeiBaTeNb MyibTUMEANA U T. M.) N PYHKLMOHATBHOCTMW,

MpumeyaHusa n pononHuTenbHas MHGOPMaALMUA: 3€Cb MOXXHO BBECTU AOMONHUTENbHYIO
NHGOPMaLIMIO UK ONMCaHNE, KOTopble MOMOryT B 06paboTke Noao3puTensHOro daina.

MepBble TPy NapaMeTpa HYXXHO YKa3aTb, 4TOObl NAEHTUHONLMPOBATL HOPMasbHbIE
NPWUNOXKEHUS N OT/IMYNTL NX OT BPEAOHOCHOr0 KoZa. MpeaocTaBneHne ONOAHUTENbHOW
NHGOPMaLMK B 3HAYUTENBHON CTENEHN NoMoraeT nabopaTopun B Npouecce naeHTuduKaunum n
0bpaboTkn 0bpasLos.

BbiOop obpasua pna aHannsa — JIOXKHO
OOHapy>XeHHbIN CaNUT

Mbl NPOCKMM OTNPaBAATb HaM CBELEHMSA O CalTax, KOTOPbIE ONpeAesieHbl Kak 3apa’keHHble,
MOLLUEHHMNYECKNE NN DULLNHTOBbIE, HO TaKOBbIMU He ABASAIOTCA. JIOXKHOE 0OHapy>XeHe BO3MOXXHO,
Korga wabnoH ganna coBnagaeT C TakMM Xe WabsoHOM, NPpUCYTCTBYOWMM B MOAY1e
obHapyxeHunsa. OTnpaBbTe HaM cBegeHus 06 3ToM Beb-canTe, 4TOObI Mbl MOMIN YAYHLWNTL Hal
MOAYJb 3alMTbl OT BUPYCOB U (PULLNHIA 1 06ecneynTb 3awuTy ApYrux nosib3oBaTenei.

MpuMevaHusa u gononHuTesNbHasA UHPOPMaLUA: 3[eCb MOXXHO BBECTY AOMNONHUTESNbHYIO
VHOPMaLMIO UK OMUCaHKe, KoTopble MOMOryT B 0bpaboTke Noao3puTeNbHOro Bed-canTa.

BbiOOp oOpa3ua pna aHanusa — ppyroe

DTOT BapuaHT ciedyeT NUCNoJib30BaTb, €C/N (hanl HEBO3MOXKHO OTHECTU K KaTeropumu
Mopo3putenbHbin hann nnn JlokHoe cpabaTbiBaHue.

MpuunHa oTnpaBku danuna: sBegnTe nogpobHoe onucaHne n NPUYMHY OTNpaBkK anna.

HacTpouka

Ipynnbl AOCTYMHbIX YHKLUMIA 3aLLNTbI MOXXHO HAaWTWU B [JIaBHOM OKHE MporpamMmel B pasaene
HacTpo#uka.
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(esX) NOD32 ANTIVIRUS » - 0O X

O6z0p Hacrpoiika ?
CkaHnpoBaHue
KOMOBHOTERA
3awwnTa KomMnbioTepa >

OBHoBneHne Bce GyHKUWM 2aLLMTEl KOMNBKOTEPA SKTHEHEL.
Cepenc

@ 3awwta MHTepHeTa S

@ HacTpoiika Bce Tpefyemble yHKUMN 3ALUMTE MIHTEPHETa AKTHEHEL,

Cnpaska » nogaepskka

Yuernan sannce ESET
HOME

" Wmnopr u skcnopt napametpoe £} flononuurensHeie HacTpoiiku
MeHio HacTpo#Ka coaepXuT cieayoLne pasaens:

@ 3aWmMTa KoMNbloTEpPa

3awmTa B IHTEepHeTe

B HMXXHeW YaCcTn OKHa HaCTPOWKM eCTb AOMONHUTEIbHbIE NapamMeTpbl. YTobbl BbINONHUTL Boslee
noApobHYI0 HAaCTPOMKY NapaMeTPOB A8 KaXXA0ro MOAYNS, LWenkHUTe PacluvperHble napaMeTpsb.
YT106bl 3arpy3nTb NapameTpbl HACTPOMKKN M3 hanna KOHDUrypaumm B popmaTte .xml UNnM COXPaHUTb
TeKyLLMe napameTpbl HACTPOMKKN B (hansl KOH(UIrypaLumm, BOCNOJIb3ynTeCh PyHKUnen imnopt u
3KCMOPT NapaMeTpos.

3awmuTa KoMnbloTepa

LLlenkHNTe anemMeHT 3awmMTa KOMNblOTepa B [/1aBHOM OKHe nporpamMmmel B pasgene Hacrtpouka,
4T0bbI NPOCMOTpPETL 0b6LMe cBeaeHns 060 BCex MOAYNAX 3aLUNThI.

* 3aliMTa (haiiJIOBON CUCTEMBI B PEXMME PEeasbHOr0 BPEMEHN: NMPU OTKPbLITAMW, CO3AaHUN UK
NCNOJIHEHUN (haliNoB OHW CKAHMPYIOTCA Ha HaIM4yme BPpeLoHOCHOro KoAa.

* KOHTPO/Ib YCTPOWCTB: 3TOT MOAY/b UCNONb3YETCS AN CKAaHMPOBaHUSA, 6IOKMPOBAHNS 1
N3MEHEHNS PaCLLUMPEHHBIX PUALTPOB M pa3peLleHnin. C ero NOMOLW b0 N0JIb30BaTENb MOXKET
BblIOMpaTb cNocob Nosy4eHnsa AOCTyNa K KOHKPETHOMY YCTPOMCTBY (KOMMaKT- i DVD-AMUCKY,
USB-HaKoONUTeNo 1 T. 4.) 1 paboTbl C HAM.

e Cuctema HIPS: cuctema npegoTBpalleHnA BTOp)KeHI/IVI Ha Yy3€J1 OTCJIEXXNBAET cobbITnA B
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onepaLnoHHON CMCTEME M pearnupyeT Ha HX B COOTBETCTBMU C CYLLECTBYIOLMM HabopoMm
npasui.

* IrpoBOV PEXUM: BKIIOYEHME UIN OTKIIIOYEHUE UTPOBOr0 pexmma. MNocne BKIOYEHMS UTPOBOI0
pexuma Ha 3KpaH byaeT BbiBeeHO NpeaynpexaeHune (0 NoTeHUMa bHON yrpo3e
6e3onmacHoCcTK), a Anst 0hOPMNEHNS FNaBHOr0 OKHa byleT NpUMeEHEH OPaHXXEBBIN LIBET.

YT106bI NPUOCTAHOBUTbL WM OTKOYUTL OTAEIbHbIE MOAYIN 3aLUUTbI, LLEJKHUTE 3HAa4Y0K
nepekalYyaTens

|A OTK/II0YEHNE MOZyIEN MOXKET NMPUBECTU K CHMXXEHWIO YPOBHS 3alMThl Balero KoMnbloTepa.

LLleIKHNTE 3HA4OK LecTepeHkm T psLoM ¢ Mogynem 3aLuuTbl, YTO6bI MOAYYUTE AOCTYM K €ro
PaCLWPEHHbIM HAaCTPOMKaM.

L7191 3aLmThbl haitIOBOK CUCTEMBI B peanbHOM BPEMEHH LLEKHUTE 3HaYoK wecTepeHkm Tt u
BblbepuTe 0AUH M3 CefyOLLIMX BapyaHTOB.

* HaCTpOHTbZ ﬁyﬂ,yT OTKPbITbI PaClllMpeHHbIE MapaMeTpPbl 3aLlThHI annoBon CUCTEMbI B
peasibHOM BPEMEHN.

* U3MeHUTb UCKNIOYEeHUA: OyaeT OTKPbITO OKHO HACTPOMKIM UCK/IYEHNI, B KOTOPOM MOXXHO
NCKNTIOYUTL (haiifibl U MaNKKM U3 CKaHUPOBaHUS.

NOD32 ANTIVIRUS o 3o
Tz 4 3awurta KOoMnbloTEpa ?
CkaHnpoBaHue
KOMMEHOTEPE 3awmTa GaiNoBOi CMCTEMBl B pPeaibHOM BpeMeHN

@D srnoueno: HezamegTensHoe oBHapyKeHUe W YAaNeHWe EPEAOHOCHBI MPOrPaMM Ha B3LUEM KOMMLHITEPE. t o 2V
OBHoenenne ChUsers\User\Desktop\Automation\screenshots), 10494 page_settings_antispam.png
KonTpone ycTpoiicTe
e e BrroueH *
@ Hactpoiika D CwcTema NpefoTEPALLEHMA BTOpXKeHWA Ha y3en (HIPS) ﬁ

BrroueHa: ijHEIp}r)KEHl-IE W NpesoTEPALLEHHE HEXENATENLHOMD NOBELEHNA I'Ipl-]ﬂO)KEHHﬁ.

Cnpaeka 1 nogaepxka =
P e Wrpoeoii pexum

anOCI'aHOEIJ'IEHO: ONTHMKZaUnA NP OUZE0ANTENBHO CTH WD W I'IpEBEHTELI,Hﬁ.
¥uetHan sanuce ESET
HOME
G ﬂi)MOCTaHOBHTb 3alUMTy OT BHPYCOB W LUNWOHCKKWX NporpamMm

4, Mmnopt 1 skcnopt napametpos  §F JlononHUTeNsHbIE HACTPOTKM

MpPUOCTAHOBUTL 3aLLUTY OT BUPYCOB U LLUMUOHCKUX NPOrpaMM: OTKJIIOYEHME BCEX MOAYEN
3alLMTbl OT BUPYCOB W LUMNOHCKUX NporpamMm. MNpn OTKYEHNM 3alWnTbl 0TOBpaXKaeTCs OKHO, rae
MOXHO 3a[aTb BPEMS, HA KOTOPOE OHa byeT oTKJII0YeHa, BbiIbpaB 3HAYEHNE B PACKpPbIBAOLLEMCS
MeHio UHTepBan BpeMeHu. Icnonb3yinTe 3Ty BO3MOXHOCTb, TOJIbKO €C/IN Bbl OMbITHbIN
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noJsib30BaTesb U NMOAYHUIN COOTBETCTBYOLLYIO MHCTPYKLUWIO OT CJ'Iy)K6bI TEeXHNYECKON noanep>XxXkKu
ESET.

ILenCcTBUA NpU OOHapPy>XeHUU 3apakeHus

3apakeHns MOryT nonacTb Ha KOMMbIOTEP M3 Pa3INYHbIX UICTOYHMKOB, TaKUX Kak Beb-caiThl, 0buwine
nanku, 3IEKTPOHHASA NoYTa UAN CheMHbIE HOCUTENN (HaKoNUTENN USB, BHELLHME ANCKW, KOMMNAKT-
Wi DVD-OUCKU U T. 4.).

CtaHpapTHOe noBepeHue

O6bI4HO ESET NOD32 Antivirus 0OHapy>XMBAET 3apa)eHuns C NOMOLLIbIO NEPEYNCTEHHbIX HUXE MOAYNEN.

¢ 3aWmnTa hanaoBOW CUCTEMbI B PEXMME peasibHOr0 BpeMeHw!

e 3allMTa O0CTYyMNa B VIHTepHeT

* 3allMTa NOYTOBOr0 KJAMEHTA

* CKaHMpOBaHMe KOMMbOTEPa N0 TpeboBaHWUIO;

Kaxxabli MOAYIb UCNOJIb3yeT CTaHAAPTHbLIA YPOBEHb O4YMNCTKM U NbITAETCA 0YNCTUTL haln,
MOMECTMTb ero B KapaHTUH UM NpepBaTb NOAK/OYEHNE. B MpaBOM HXKHEM YrJly 3KpaHa
oTobparkaeTcs OKHO yBeaomneHui. MoapobHble cBegeHns 06 0bHapyXEHHbIX U OYMLLEHHbIX
06BbeKTax MOXXHO HalTK B hansiax xxypHasa. [JononHUTeNbHbIe CBeAEHMSA 00 YPOBHAX OYUCTKU 1
NoBeZlEHMMN CM. B pa3fene YpoBeHb 04NCTKM.

(es[D) NOD32Z ANTIVIRUS 2 cooBugHni W X

A ¥rposa yganeHa

ObwekT yrpoza (Eicar) Bein Halged, Korja NpUAOHKEHNE
@ Internet Explorer nNbiTanoce NoayunTe 4oCTyn K BEG-

1.

canTy (secure.eicar.or

[¥a]

Aocryn 2abnokKpoBaH.

CkaHupoBaHMe KOMNblOTEpPa Ha HaJIMYue 3apa>keHHbIX
dbaunos

Ecnm Ha KoMMNbloTEpPe BO3HUKAN MPU3HAKK 3apa)KeHnsa Bpe4oHOCHOW NporpaMMon (Hanpumep, oH
CTaN MeaneHHee paboTaTb, 4acTo 3aBMCAET U T. M.), PEKOMEHAYETCH BbINONHUTDL CliefytoLne
LencTBunS.

1.0TKpoWTe ESET NOD32 Antivirus 1 BbibepuTe KOMaHAy «CKaHMpPOBaHME KOMNbloTepa».

2.Bbibepute BapnaHT CKaHMPOBAaTb KOMMbIOTEP (AONONHUTENLHYIO UH(OPMALINIO CM. B
pa3gene CkaHMpOBaHWE KOMMbIOTEPA).
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3.Mo 3aBepLUEHUN CKAHNPOBAHUS MPOCMOTPUTE B XKYPHaJe KOIMYECTBO MPOBEPEHHbIX,
3apaXKeHHbIX U 04ULLEHHbIX halOoB.

Ecnn cnenyeT CKaHMpPOoBaTh TOJIbKO onpeaeneHHy 4acTtb ANCKa, BblﬁepI/ITe BapunaHT BbIGOPO‘IHoe
CKaHUPOBaHUe N YKaXnTte 06bEeKTHI, KOTOpPble HYy>KHO CKaHpOBaTb Ha NpeaMeT HaM4na BUpycCcoB.

OuucTtka m ypaneHume

Ecnv fencTBue no yMoa4aHMoo AN MOAYNSA 3alnThl (DansioBON CUCTEMbI B PEXUME peasibHOro
BPEMEHU He onpenesieHo, Nonb3oBaTeso npeanaraeTcs BoldbpaTb ero B OKHE nNpefynpexaeHus.
O6bI4HO [OCTYMHbI BapuaHTbl O4ncTuTb, Yaanutb niv Huyero He npepgnpuHuMaTth. He
pekomMeHayeTca BblbpaTh AeiicTBMe Huyero He npeanpUHUMATD, MOCKOJIbKY MPU 3TOM
3apa)keHHble anibl He By Ay T ounweHbl. cknoyeHre aonycTuMo TOJIbKO B TOM C/ly4vae, ecsiv Bbl
yBepeHsbl, 4TO (hann 6e3speneH n 6bin 0bHapy>KeH no owwmnbke.

LEm NOD32 ANTIVIRELIS
A O6Hapy»eHa yrposal

O6wexT yrposa (Eicar) Hafged B daine, K KOTOPOMY NPWIOHKEHHE

[E2] Microsoft Windows Search Protocel Host nerraerca nonyunte goctyn.
Mpunonenne: ChAWindows\System32\5earchProtocolHost.exe
Komnanns: Microsoft Corporation

Penyrawma: i OBHapyxero T ner Hazag

Pain: Ch\Users\Admin\Downloads\eicar.com (1)t
Penyrawma: A O6napyxeno 5 net Hasag
Dbnapymenmne: Eicar TecT daiin

MoasepruyTe dann ounctre?

v| CKONWPOBaTE B KapaHTHH
v/| Mepeaate Ha aHanus
WcknounTe W3 NpoBepKi

Wckntounte nognnce ns obHapy#eHna

JononHntensHele ceegenna ob 3Tom coobwenan A lMogpobroctn ~ PaclunpedHele napaMetpel

O4mnCTKY cnegyeTt NPUMeEHNTL, ecnun ann bbln aTakoBaH BUPYCOM, KOTOPLIN f06aBUA K HEMY
BPEAOHOCHbLIN KOA. B 3TOM cnyyae CHavYana nporpaMMa nbiTaeTcs OMUCTUTb 3apakeHHbIN ainn,
4TOObl BOCCTAHOBUTb €ro nepBoHaYajibHoe cocTosiHme. Ecnm dann coaepxuT TOJIbKO BPEAOHOCHbIN
KOL, ero cnenyet yaaJuThb.

Ecnn 3apakeHHbIN haitn 3a610KMPOBaH UM UCMONIb3YETCH KaKUM-TMB0 CUCTEMHBIM MPOLLECCOM,
06bI4HO OH yLansaeTcsa ToNbKOo nocne oceoboxaeHns. Kak npasunsio, 3T0 NPOMCXOANT Nocne
nepesanycka CUCTEMbI.
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BoccTaHOBJIeHUe U3 KapaHTUHa

KapaHTWH MOXHO OTKPbITb U3 [JIaBHOI0 OKHa NporpaMmbl ESET NOD32 Antivirus, LLENIKHYB 31€MEHT
CepsBuc > KapaHTuH.

®annbl, NOMELLEHHbIE Ha KapaHTWH, MOXXHO TakK>Xe BOCCTaHOBUTb B NCXOQHOE pacCrnoJioXKeHNe.

* [1nsi 3TOro LWenHNTEe NPaBo KHOMKOW MbILWK (hal, NOMELLEHHbIA Ha KapaHTUH, 1 B
KOHTEKCTHOM MEHI0 HaXKMNTe KHOMKY BOCCTAHOBUTD.

* Ecnmn Q)aVIﬂ nomMe4eH Kak NoTeHLKasZIbHO HEXEJIATEJIbHOE MPUJIOXKEHWE, MapaMeTP
BoCCTaHOBUTb U UCKJIIOYUTb U3 CKaHUPOBaHUA BKJIIOYEH. CM. Takxe NckyeHus.

* KOHTEKCTHOE MEHIO COIEPXXUT TakXe (hyHKLUMNI0 BOCCTAaHOBUTL B, KOTOPAsi NO3BONSIET
BOCCTAHOBUTb Daln B PacrnosioXXeHMe, OTJIMYHOE OT NCXOAQHOrO.

* (DYHKLI,I/IH BOCCTaHOBJIEHNA HEANOCTYMNHa B HEKOTOPLIX Cly4adX, HaripumMmep, and ¢)a|7|n03,
pacnoJioXXeHHbIX B CEeTeBOW narke, ,ﬂ,OCTyﬂHOI7I TOJIbKO OJ14 YTeHu4.

MHO)XXeCTBeHHbIe Yyrpo3bl

Ecan npu ckaHMpoBaHMM KOMMNbIOTEPA Kakne-1mbo 3apakeHHble haisibl He OblIn 04ULLLEHBI (MK ONs
napameTpaypoBeHb 04UCTKY BblI0 YCTaHOBNEHO 3HaYeHe Be3 O4YMCTKHM), Ha 3KpaHe oTobpa3unTcs
OKHO MpefynpexxaeHns, B KOTOPOM BaM ByaeT npeasioxeHo BoibpaTb AencTBME AN Takux (annos.
Cnepnyet BbibpaTb AgencTeusa gna dannos (AenCcTBUS BbIOUPAOTCA OTAENBHO ONS KaXkAoro danna B
CNucKe), a 3aTeM Ha)kaTb KHOMKY FoToBO.

YpaneHue ¢pannoB U3 apxuBOB.

B peXxume 04UCTKM NO YMONYAHMIO apXUB yYAANAETCs LeNNKOM TONIbKO B TOM Cllyyae, ecv OH
COOEPXUT TOJIbKO 3apakeHHble hannbl. IHave roBops, apxXmBbl, B KOTOPbIX €CTb He3apa)keHHble
hannbl, He ypansawTca. OfgHaKo cneayeT NposiBASATb OCTOPOXHOCTb MPU CKaHMPOBAHWUW B peXnme
TLWATeNbHON 0YUCTKIM, TaK Kak Nnpu 3TOM apxvB yAanseTcs, ec/iv COAEePXUT X0Ta Bbl 0ANH
3apaXKeHHbIn hann, He3aBUCMMO OT COCTOAHUS APYruX (hanioB B apxmBe.

3awuTa B MHTepHeTe

MofaknoyeHve K MIHTepHeTy CTano CTaHAapTHOM PYHKLMEN NepCOHaIbHOro KoMnbloTepa. K
coxaneHuo, IHTepHeT TakXXe CTaJl U OCHOBHOMN Cpeon pacnpoCcTpaHeHns BpeAOHOCHOr0 KoAa.
OTKponTe rnaBHoe 0kHO NporpaMmMsl > HacTpoka > 3awuta NMHTepHeTa, 4T0bbI HACTPOUTL
(pyHKUMM ESET NOD32 Antivirus, MOBbILLAlOWMe Bally 3aWunTy B HTepHeTe.

YT10bbI NMPUOCTAaHOBUTb WUJIN OTKJIIOHYNTb OTAEIbHbIE MOAY/IN 3alUNThbI, LLENTKHUTE 3HAYO0K
nepekatvyartens

|A OTKNOYEHNE MOAYJIEN MOXKET MNPUBECTU K CHUXXEHWUIO YPOBHS 3aLLMThl BalLEro KOMMbIOTEPA.
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Tz < 3awwmrta MHTepHeTa ?

CkaHnpoBaHue

KOMMBHOTEPE ‘) 3awwuTa goctyna B MHTepHet F o3

BraroueHo: 06HEp}')KEHI.-1E ] 6J'IOK|.-1POEIKE eeb-caiiTos © EBpefoHOCHBIM COLeRXHUMBIM.
OBHoeneHne

3awmTa oT GUILIMHIa
BrAoUeHo: obHapyXeHne 1 GNOKHPOBKA MOLLEHHHYECKMX W QHLLIMHIOBLIX BeG-caliToe. £
CoobWKTEL 0 PUIWMHIOBOM caiTe (2

Cepenc

@ Hactpoiika o 3awmMTa NOYTOBOrO KAMEeHTa '&

BKAKYEHO: CKaHNPOEBaHWe COOBLLEHWH, MNEPUHAMEEMBEL W OTNPEENAEMBIX NOYTOELIM ENHEHTOM.

Cnpaska » nogaepskka

Yuernan sannce ESET
HOME

" Wmnopr u skcnopt napametpoe £} flononuurensHeie HacTpoiiku

LLleNKHNTE 3HA4YOK LeCTePEHKMN & PSAOM C MOAYJIEM 3aLUNTLI, 4TOObI NONYYUTb AOCTYM K €ro
pacClUMPEHHbLIM HAaCTPOMKaM.

3alumTa focTyna B IHTEPHET CKaHMpyeT 0OMeH AaHHbIMK MO NPOTOKOAY HTTP/HTTPS Ha Hasn4yune
BPE€AOHOCHbIX NPOrpaMm 1 puwnHra. OTKA0YaTb 3aWNTy AOCTYNa B UHTEpHET cineayeT TONbKO ANns
yCTpaHeHNs Henonamaok.

3aliyTa 0T MLIVHIa AaeT BO3MOXXHOCTb 6/10KMPOBaTh BED-CTPaAHULIbI, HA KOTOPbIX €CTb
UWNHroBoe coaepxumoe. HacToaTeNbHO PEKOMEHAYETCS OCTaBMTb BCE OMNUMM 3alUTbl OT
DULLIVHTa BKJTIOYEHHBIMMW.

CoobwuTb 0 PULIMHIOBOM CaMTe: OTNPaBbTE CBEAEHNS O (PULINHIOBOM UAWN BPEAOHOCHOM Beb-
canTe B ESET o1 aHann3a.

Mpexnae 4yeM oTNPaBAATb agpec Beb-canTa B KOMNaHWIO ESET, ybeamTecb B TOM, Y4TO OH
COOTBETCTBYET OAHOMY WU HECKONbKUM N3 CIeAYIOLWNX KPUTEPUEB:

* Beb-canT coBceM He 0bHapyxmnBaeTcs.

* Beb-canT HenpaBuIbHO 0BHAPYXMBAETCA KaK yrpo3a. B TakoM cny4yae MOXHO Co0bLLINTL O
JIOXKHON MeTKe (PULLMHIOBOro cCanTa.

3alllyiTa NOYTOBOro KaveHTa obecneynBaeT KOHTPOb 06MeHa AaHHbLIMMW MO NPOTOKO1aM POP3(S) 1
IMAP(S). C NOMOLLIbIO NOAKOYAEMOro MOAY NS 4SS MOYTOBOr0 KAMEHTa NporpamMMa ESET NOD32
Antivirus N03BOJIIET KOHTPOIMPOBATb BECb 0OMEH AaHHbIMU, OCYLLECTBASEMbIA MOYTOBbIM KJIMEHTOM.
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3awuTa oT pMLLIMHIa

OULWNHI — 3TO NPeCTynHas AesTeNbHOCTb C UCMOJb30BaHNEM COLMANbHOM NHXEHEPUN
(MaHMNYyIMPOBaHME NOJSIb30BATENAMU 418 MNOSYYEHNS KOH(PUAEHLUNANBHOW MHAoPMaLMK). PULLNHT
NCNOJSIb3yeTCs ANS NONYyHEHUS TaKUX KOHPUAEHUNANbHbIX AaHHbIX, KaK HOMepa 6aHKOBCKMX CHETOB,
PIN-KOZbI 1 T. A. JONONHUTENbHbIE CBEAEHUS MOXHO HAalNTWU B raoccapuu. NporpamMma ESET NOD32
Antivirus 06ecneynBaeT 3aWwnTy oT uLKHra, 610KMpys BeB-CTpaHMLbl, 0 KOTOPbLIX N3BECTHO, YTO OHK
PACnpOCTPaHSAT TaKoN TUM COAEPXKMMOTO.

3awmTa OT (PULLMHIa BKJKOYEHA MO YMOJIYaHWUIO. DTOT NapaMeTp MOXXHO HAaCTPOUTL B pasgene
PaclunpeHHble napaMeTpsl > 3awuTa > 3awuTta aoctyna B UHTepHerT.

[lONONHUTENbHbIE CBEAEHNS O 3aliUTe OT ULLIMHIA B Nporpamme ESET NOD32 Antivirus CM. B CTaThbe
Halwlen 6a3bl 3HAHUN.

OocTyn K (DMLLIMHIOBOMY Beb-cauTy

Mpu gocTyne K n3BeCcTHOMY (hLLMHIOBOMY Beb-CalTy B Ballem Beb-6pay3epe oTobpa3uTcs
cnefytolee anManoroBoe OKHO. ECav Bbl BCe paBHO XOTUTE OTKPbITh 3TOT BEB-CalT, WENKHNTE
snemeHT UIrHOpupoBaTb yrpo3y (He pekoMeHayeTCs).
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37a Beb-cTpaHmua neitaetca 0BMaHyTb NoceTUTeNel, UToBbl OHY yKasanu
KOHOWAEHLMANEHYH WHOOPMALWKS, HAMPWMEP A3HHLIE ANA EXOA3 WU HOMEDA
KPEAWTHBIX KapT.

BepHyTbCA Ha NpeAbIAYLLYIO CTPaHULLy?

Coobuwmntk 0 HenpasunbHO 3a6N10KMpOBaHHON CTpaHuLe [JononHuTenbHble cBeAeHKA o GuwuHre | www.esetnod32.ru

Bpems, B Te4eHMe KOTOPOro MOXHO MOYYUTb AOCTYMN K NOTEHLMaNbHOMY (DULLNHIOBOMY Beb-
CanTy, 3aHeCeHHOMY B «benbln» CANCOK, MO YMOMYAHMNIO NCTEKAET Yepes HeCKOJIbKO HacoB.

. YT106bI pa3pewnTb AOCTYN K BEOG-CAaNTy Ha NOCTOSHHOW OCHOBE, UCMOJIb3YNTE NHCTPYMEHT

1 ynpaBnenve URL-agpecamu. B pasgene LonosHUTEIbHbIE HAaCTPOMKM > 3auMThl > 3aluMUTa
poctyna B UHTepHeT > YnpaBneHue URL-aapecamu > CNUcoOK aapecoB > U3MeHuTb 1
nobaBbTe HEOOX0AMMbIV BEG-CAalT B CANCOK.

cooOWwuTL 0 PULLMHIOBOM CalTe

C nomoLLbio cCbikm COOOLWUTL O HeNpPaBUbLHO 3a610KMPOBAHHOW CTPAHULLE MOXXHO COOBLLNTD
0 Beb-caiTe, KOTOPbIN HEMPABUILHO OMpPEeAENEH Kak yrpo3a.

Nnwn xe agpec Beb-canTa MOXXHO OTNPaBUTb MO INEKTPOHHOM noyTe. OTNpaBbTE NMUCbMO Ha agpec
samples@eset.com. [TOMHUTE, 4TO TeMa NMCbMa AOJHKHA oNuCbIBaTb Npobnemy, a B TeKCTe NUCbMa
cnepyeT yKasaTb MaKCMMabHO MOHYO MHGOpMaLmio o Beb-canTte (Hanpumep, Beb-canT, C KOTOPOro
Bbl MOMaN Ha 3TOT CaWT, KaK Bbl y3Hanu o6 3ToM canTte n T. 4.).
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IMNoOpT U 3KCNOPT NapaMeTpoB

MO>XHO UMMNOPTMPOBATb 1 3KCMOPTUPOBATL NOJIb30BATENbCKUIA .xml-haitn KOHGUrypaLumm ESET NOD32
Antivirus C MOMOLLbIO MeHi0 HacTponka.

NnnocTpnpoBaHHbIE MHCTPYKLMN
NnnocTpupoBaHHbIe MHCTPYKLMW Ha aHT IMNCKOM U eLle HECKOJIbKUX f3blKaxX NpuBeLeHbl B
pa3aene MNopT v 3KCNOPT KOHMUrypaLmm ESET ¢ NOMOLLLI0 XML-hanna.

AMMopT 1 3KCNOPT (hanioB KOH(pUrypaLmm MOXXHO NMPUMEHATb, €CJ/IN HY)XHO CO34aTb pPe3epBHYI0
KOMWIO TEKYLLEeN KOH(Urypauny nporpaMmmel ESET NOD32 Antivirus 415 UCNONb30BaHUA B Byayuiem.
JKCNopT NapaMeTpoB Takxe yaobeH, eciim HeobxoAMMO NCNOJIb30BaTh NPEANOYUTaAEMYIO
KOH(MIypaLmnIo Ha HECKOJIbKMX KOoMMbloTepax. ®Pans .xml MOXXHO UMNOPTUPOBATL A5 NepeHoca
HY>XHbIX NMapaMeTpOoB.

YT06bl UMNOPTNPOBATL KOHMUIYPALIMIO, B [/1aBHOM OKHE MporpaMmsbl LieskHuTe HacTpoika >
MMnopT M 3KCcnopT napaMeTpoB 1 BbibepnTe UMNopTupoBaTh NapameTpsbl. Beeaute nms daiina
KOHMUIYpaLMmM NN HAXKMUTE KHOMKY ..., YTOObI BbIOpPaTh (hailn KOHMUIrypaLummu, KOTopbli cnenyeT
MMOPTMPOBATH.

YT06bI 3KCNOPTUPOBATL KOHMUIYpPaLMIO, B [JIaBHOM OKHE Nporpammsl wWenkHnTe Hactpomnka >
MMnopT u 3KcnopT napaMeTpoB. Buibepute 3kcnopTupoBaTh NapaMeTpbl 1 BBEANTE NOJIHbIN
nyTb K hanay ¢ umeHeM. LenkHuTe ..., 4T0bbl NEpenTN B PacnooXXeHNe Ha BalLleM KOMMbIOTEPE, B
KOTOPOM HEOBX0ANMO COXPaHUTb hal KOHDUrypaLmu.

Mpwn 3KCNopTe NapaMeTpPoB MOXXET BO3HMKHYTh OWwMnbKa, ecnm y Bac HeAO0CTAaTOYHO NpaB As
3anmncKn 3KCNopTUPYEMOro (ansia B yKasaHHbIA KaTasor.

NOD32 ANTIVIRUS X
AMRoOpT u 3KCNOpT NapaMeTpoB ?

Tekylan KOHGUIYpauMA MoxeT ObTb coxpaHeHa B XML-daiine w npw HeoBxogumocTu
EOCCTAHOENEHA NOZKE,

@ MIMNopTHPOBaTE NapameTphl

3KCNOPTUPOEaTE NapaMeTPLl

MoAHkIA NyTe K Gaiiny c MeHeM:

3aKpLITE
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CnpaBka M nogaepxka

LlenkHnTe CnpaBKa 1 noapep>XKa B [/1aBHOM OKHE NMporpamMmbl, YTobbl 0TO6Pa3nTb CBEAEHUS O
noanep>XKe 1 CpeacTBax YCTPaHEHUs HENOMaf oK, KOTOPbIe MOMOryT BaM PELLMTb BO3MO)XKHbIE
npobaembl.

@ JinueH3us

s YcTpaHeHve npobaem ¢ NnLEeH3Nel: LWENKHUTE 3Ty CCbIKY, YTOObl HaTK pelleHns npobnem ¢
aKTMBaALMEN N N3MEHEHNEM JINLIEH3NN,

o VI3MeHUTb anLeH3no. LWenkHuTe, YTobbl OTKPLITL OKHO aKTUBALMMW 1 aKTUBMPOBATL NPOAYKT.
Ecnm ycTpoicTBO MoakI04eHo K ESET HOME, BbIbepUTe NNLLEH3MI0 B CBOEN YYE€THOM 3anncu ESET
HOME nnun nobaBbTe HOBYHO.

(€) YeranoBneHHbiif NPoAYyKT

* HOBbIe BO3MOXXHOCTU: WENKHUTE 3TOT 3/IeMEHT, YToObl OTKPbITb OKHO CBELEHWIA O HOBbIX W
YNYYLLEHHBIX QYHKLUAX.

* 0 nporpamme ESET NOD32 Antivirus: Ha 3KpaH BbIBOAUTCA I/IH(.pOpMaLI,I/IFI 0 Ballen Konum
nporpaMmbl ESET NOD32 Antivirus.

* YcTpaHeHve npobnem C NpoAYKTOM: WeNKHUTE 3TY CCbIIKY, YTOObl HANTK peLleHns 4acTo
BCTpeYatLwmxcs npobnem.

* U3MmeHuTb NporpaMmy. LLienkHuTe, 4T0ObI Y3HaTb, MOXKHO NI CMEHUTL ESET NOD32 Antivirus Ha
APYIY0 NVHENKY MNPOAYKTOB B PaMKax TEKYLLEN NLEH3UN.

@ CTpaHuua CnpaBKM - HAXXMUTE 3TY CCbUIKY, 4TOObI OTKPbLITb pa3aesbl CrpaBku ESET NOD32
Antivirus.

@ Cnyxba TexHu4eckom noanep>Xku

" Basza sHaumit: B 633e 3HaHMiA ESET CoAep>XXaTCs 0TBEThl Ha Haubonee 4acTo 3aaBaeMble
BOMPOCHI, @ TaKXXEe PEKOMEHJyeMble PELLEHNS Pa3NNYHbIX NpobieM. Basa 3HaHUI peryaspHo
0OHOB/IAETCHA TEXHUYECKUMM CMeLManncTamm ESET, YTO AeaeT ee CaMbiM MOJIe3HbIM UHCTPYMEHTOM
0N PeLleHns pa3HoobpasHbIX npobnem.

O nporpammMe ESET NOD32 Antivirus

B 3TOM OKHe copepxaTcs ceBeaeHns 06 yCTaHOBNEHHOW BepCumn ESET NOD32 Antivirus 1 O BalLeM
KOMMbloTEpe.

79


https://support.eset.com/kb2393
https://support.eset.com/kb8031
https://support.eset.com/
https://support.eset.com/

(esX) NOD32 ANTIVIRUS » - 0O X

O630p < O nporpamme T
Ckannposanine ESET NOD32 Antivirus™, eepcma 16.2.11.0
KoMnBroTERE Hoeoe nokoneune TexHonorum NOD32.

© 1992-2023 ESET, spol. s r.o. Bce npaea sawmueHs.
3TOT NpOAYKT 2awmueH nateHTom CLUA N2 US8943592.

OBHoeneHne

Cepenc JIMLEeH3MOHHOR CorNalleHne ¢ KOHeYHbIM noskioBatenem (2
Monutuka koHdMaeHuMansHocTH (2

Hactpoiika
WimA nonszoeatens: DESKTOP-ILTJIDS9User

Wma ycrpoiicrea: DESKTOP-ILTJIDS
@ R TS Wma pabouero mecta: DESKTOP-ILTJIDS

Yuernan sannce ESET

Mpeaynpexaenme: 3Ta Nporpamma 3aLLUMLLEHE 33KOHAMKW W MEXIYHAPOAHBIMK COrnallennaMi of asTopcknx npasax, MonHoe wan
YACTUYHOE KOMWUPOBAHWE W PACNPOCTPAHEHWE NPOAYKTa NHOOLIMI CPEACTEMI BE3 CNEUWANBHOMD paspellenna komnandum ESET, spal.
5.0, CTPOrC 3aNpelledo U By eT Npecne]oBaTbcA B MAKCUMANEHD BO3MOMHON N 3TUM 33KOHaM CTEMEHKM NO BCEMY MUPY.

ESET, norotun ESET, ESET NOD32 Antivirus, LiveGrid, norotiun LiveGrid, Syslnspector agnarTca 3aperncrpupoBaHHEIMKU TOBAPHBIMI
3HAKaMW WK TOEAPHBIMMK 3HaKaMK komnanun ESET, spol. s.r.o. 8 EBponeiickom cowse w/wnn gpyrux cTpanax. Bce npoune TosapHbie
3HAKW ABNAKOTCA COBCTBEHHOCTEI0 COOTEETCTEY LMK BNAAENBLEE,

LLlenkHuTe MokKasaTb MOAYNM, 4TOOLI NPOCMOTPETL MH(POPMALIMIO O CTINCKE 3arpy>KeHHbIX MOy e
MpPOrpaMmsi.

* YT06bl CKOMMPOBaTbL UHGOPMaLMIO 0 MoLyNax B Bydep obMeHa, NCNOoNb3ynTe KOMaHAy
KonupoBaTb. 370 MOXET ObIThb NMONE3HO NPW YCTPaHEHUN Npobnem nnn obpalleHnn B cyxoby
TEXHUYECKOWN MOAAEPKKM.

¢ llleskHMTe Moaynb oBHapy)XeHus B 0kHe «Moaynun», YTobbl OTKPbITL CAlT ESET Virus Radar,
KOTOPbIV COAEPXNT MH(OPMALIMIO 0 KaXKaoW Bepcumn Moayns obHapy>XeHns ESET.

HoBOCTM ESET

B 3TOM OKHe ESET NOD32 Antivirus perysispHo OT06pa)KaPOTC$I HOBOCTW KOMMaHWUW ESET.

OYHKLMSA BHYTPUNPOrPaMMHOro obMeHa coobLLeHNsMN NpeAHa3HaYeHa A58 UHGHOPMMPOBAHUS
Mosb30BaTesIeN 0 HOBOCTSX ESET U Anst Apyrux coodbuieHnin. 0ns oTAPaBKM MaPKETUHIOBbIX
coobueHuin TpebyeTcs cornacue nosib3oBaTesisd. MapKeTUHIroBble COOBLLEHNS MO YMOMYaHMIO He
OTNPaBASOTCSA NOJb30BaTENO (0TOBPaXKaeTCcs Kak BONpoc). BkaoyeHne 3Toro napamMeTpa o3HavaeT
Balle corjacue Ha noJlydYeHne MapKeTUHIoBbIX Co0bLeHNiA ESET. ECn Bbl HE XOTUTE Noy4YaTb
MapKeTUHroBble MaTepuasbl ESET, OTKOUNTE NapamMeTp OTobpaxkaTb MAapKeTUHIOBbIe
coobLwieHun.

YT06bl BKIOYUTb UAN OTKIIOYUTD noay4yeHne MapKeTUHroBbiX Co0bLLEHNI B OKHe yBEeOOMJIEHNA,
BbINOJIHNTE YKa3aHHble HNXKe NHCTPYKLUNN.

1. BbI30B OKHa paclUMPEHHbIX NapaMeTpoB.
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2. lLlenkHnTe YBepoMneHus > MHTepaKTVIBHbIe npepynpexmapeHus.

3. U3meHuTe NapameTp OTOOpakaTb MApPKETUHIOBblie COOOLLEeHus.

NOD32 ANTIVIRUS o
JlononHutTensHble HaCTPOUKKU “ a
| Moayn oGHapyxenns @ COCTOAHWA NPUAOKEHUA 5
QOBHoBAEHME
YEIE‘,[I,OMJ']EHHH Ha paﬁouem cTone 3
| 3awKTa e
WHTepakTHEHEIE NPeayNPeXaeHNA
| CepBuc — P peaynpexca 5
WHTepakTHEHBIE NpeaynpexaeHna
MoaknoueHne
OTobBpaxaTe NHTEPAKTMEHBIE NPESYTIPEXAEHHA m a

WHTepdeiic
NonL30BaTens

O6men coobuleHMAMM B Mporpamme
yeegomnenua B

P F )

NMepeagpecauun @ OTobBpaxaTe MapKETMHIOBbIE COOBLLIEHNA 3 1]
HacTpoikn
KOHEDH,II,E‘HI.I,V‘IBJ’]I:HOCI’H Owro coobuyenuns B

ABTOMATHHECKN 3AKPBIEaTE OKHA COOBLUEHN D

A
Bpemna oTobpakeHna B CEKyHAAX 20| . (1]
MoaTeepxaeHa MzreHnTE a
Mo ymonuanmo G‘DK OtmeHa

OTnpaBKa AaHHbIX O KOH(hUrypauum cCucTtembl

YT00bl UMETb BO3MOXHOCTb MAaKCMasbHO BbICTPO M 3PEHEKTUBHO OKa3bIBaThb NOJb30BATENAM
MOMOLLb, KOMMaHUK ESET TpebyeTcst nHopMaLMs 0 KOHUIypaLmm ESET NOD32 Antivirus, NOAPO6HbIe
CBEJIEHUS 0 CUCTEME MO/b30BaTENS U 3anyLLEHHbIX B HEN npoLeccax (thaia xypHasa ESET
Sysinspector) ¥ JlaHHble peecTpa. KoMnaHus ESET CMONb3yeT 3Ty MHHOPMALIMIO TONLKO IS
NpefoCcTaBNeHNS KIIMEHTY TEXHUYECKON MOAAEPXKKM.

Mocne oTnpaskmn Beb-hopmbl B ESET ByyT 0TNpaBieHbl AaHHblE 0 KOHUIypaLMn BalLeid CUCTEMbI.
YcTaHoBUTE (hnaXkok Bcerpa oTnpaBnATb 3TU CBeAHUA, €C/I HY)KHO 3aNOMHUTL AaHHOe
LEeiCcTBME AN Tekylwero npouecca. MNpn otnpaBke Beb-hopmbl 6€3 0TNpaBKy KaknMx-11Mbo faHHbIX
wenkH1Te He oTnpaBnATb AaHHbIEe U NPOAOIKUTE.

HacTponTb 0TNpaBKY AaHHbIX 0 KOHPUIypaLMN CUCTEMbI MOXKHO B pa3aene PaclunpeHHble
napameTpsl > CepBuc > inarHocTuka > C/1y)xba TEXHUYECKON NOALERKKN.

Ecnu Bbl pewnam oTApaBuTb AaHHbIE 0 KOHPUrypaLmMm CUCTeMbl, HE0BX0AMMO 3aNONHUTL U
oTnpaBuTb Beb-hopmy. B npoTuBHOM Cny4vae Balla 3asBKa He byaeT co3aaHa, v LaHHble 0
KOH(pMrypaumm BaLlen cuctemsl byayT notepsHbl. ECM faHHbIE 0 KOHPUIrypaLumm CUCTEMbI
OTMNPaBUTb HE yAaeTCs, 3anonHnTe Beb-hopMy 1 SOXKANTECh MHCTPYKLUA OT CyXObl
TeXHUYeCKON NOALEPKKMN.
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Cnyxba TexHM4eCKon noanep>xkKu

B rnaBHOM OKHe nporpammsl WenkH1uTe CnpaBka u nogaepxxka > Cny>x6a TexHn4yeckomn
noanepXKu.

OOpaTUTLCA B CNY)XXOY TEXHUYECKOWN NOA A EePXKKHU

3anpoc B cny>X0y noapepXXKu: eciv He yAaeTCa HalTu OTBET Ha BOMPOC, MOXXHO 06paTnTbCS B
CnyXby TeXHMYEeCKon NoALAEPXKM ESET C MOMOLLbIO (hOPMbI, PacnosioKeHHOWN Ha Beb-canTe ESET. B
3aBUCUMOCTY OT HAaCTPOEK Ballero NpoAyKTa nepej 3anonHeHnem Bed-hopMbl MOXET NOSBUTHCA
OKHO ANf OTNpPaBKW AaHHbIX 0 KOHMUIypaLmm CUCTEMBI.

MonyyeHue nHopMmauum gna cnyXXodbl TeXHUYECKON
noapepXxku
MHd)OpMaI.IMH ana Cny)Kﬁbl TexXHU4YecKomn noppnep>XkKu: B OTBET Ha 3amnpoc CKOHMpyﬁTe n

0TNpaBbTe MHHOPMALMIO B CY>XXOY TEXHNYECKON NOALEPXKM ESET (HanpuMep, CBelEHUS 0
NNLEH3UN, UMEHW NPOAYKTA, BEPCMU NPOAYKTa, ONEPaLMOHHON CUCTEME 1 KOMMbloTepe).

ESET Log Collector — CCblfika Ha CTaTblo B Dase 3HaHWM ESET, OTKYAa MOXXHO 3arpy3nTb NPorpamMmmy
ESET Log Collector, KOTOpasi aBTOMaTUYECKN COBUPaAET MHDOPMALMIO 1 XKYPHabl C KOMMbOTEPA, 4YTOObI
YCKOPUTb peLueHne r|po6neM. ﬂ,OI'IOJ'IHVITeJ'IbeIe cBegeHmsa MOXXHO MPOCMOTPETDL B OHJTaNH-
pyKoBOACTBE MoJsib3oBaTens ESET Log Collector3fech.

BkounTe pacliMpeHHoe BeAEeHNE XXYPHA0B, YTOObl CO34aTb paclUMpPeHHbIE XKYPHabl 415 BCEX
AOCTYMHbIX KOMMOHEHTOB 1 MOMOYb pa3paboTyrkam B ANArHOCTMKE U peweHnn npobnem. Ons
MWHUMaNbHOW CTEeNeHN AeTaau3aunn XypHana yCTaHOB/EH ypoBeHb iMarHocTuKa. PaclumpeHHoe
BeLeHne XXypHanoB byeT aBTOMaTMYECKMN OTKJI0YEHO Yepes ABa Yaca, eC/iM Bbl HE OCTAHOBUTE €ro
paHblle, WenkHyB OCTaHOBUTbL pacluMpeHHoe BegeHue XypHanoB. Korga Bce XypHanbl byayT
Co3AaHbl, 0TOOPa3nTCSH OKHO yBELOMIEHNSA AN NPSAMOro A0CTyNa K narnke AWarHoCTUKK, B KOTOPOM
COLlepXXaTCsi CO3AaHHbIe XYPHaJbl.

YyeTHas 3anucb ESET HOME

CocTosHMe noakveHns y‘-IeTHOI7I 3anncun ESET HOME MO>XHO NPOCMOTPETL B [JTAaBHOM OKHE
nporpaMmbl > YyeTHaa 3anucb ESET HOME.
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(es[:}) NOD32 ANTIVIRUS ® - o X
Tz ESET HOME ?
CkaHnpoBaHue
KOMMNBHOTERA

g 3T0 YCTPOWCTEO HE NOAKMKIYEHO K y4eTHON 3anuckn ESET HOME.
OBHoBnEHNE o .
r N - ESET HOME — 3To MecTo, rie MOMHO NPOCMaTPUBATE ECE BaLUKM AULEHIWW W

Cepenc . 3alMLLEHHBIE YCTROICTES, a TaKcKe YNPaBnATE MK,

L)

oD L 4
Hactpoiika n@
Cnpaeka n nogaepxka
Yuetran sanuce ESET o> Moakntouenune k ESET HOME
HOME \-’ >

- =
=" Haunute YNPaenATe CEOUMMW AUUEHZMAMK K Z8LMLLEHHBIMKW YCTROWCTEAMK

9TO YCTPOMUCTBO HEe NOAKJIIOYEHO K Y4eTHOU 3anucu ESET HOME

LWenkHuTe MoaksyeHne K ESET HOME, YTobbl MOAKIOYMTL YCTPOWCTBO K ESET HOME U yNpaBnsTh
CBOVIMU JIMLLEH3NAMUN U 3aLULLEHHBIMI YCTPONCTBaMU. Bbl MOXXeTe NpoAnTb NNLEH3MI0, MOBLICUTb
€e YPOBEHb WV PacLUMpPUTL €€, a TakXXe NPOCMOTPETb BaXKHble CBeAeHUs. Ha nopTane ynpasiaeHus
WY B MOBMIBHOM MPUNOXKEHNUN ESET HOME MOXXHO [06aBNATb pa3fiMyHble IMLEH3WU, 3arpyaTb
MPOAYKTbI Ha CBOM YCTPONCTBA, MPOBEPSATb COCTOSiHME 6E30MacHOCTM NPOAYKTa U AENUTLCA
NNLLEH3MAMMN MO 3NTIEKTPOHHON NoyTe. [onoNHUTENbHbIE CBEAEHUS MOXHO HAaNTU Ha OHJIaiH-CripaBKe
ESET HOME.

3TO YCTPOMUCTBO NOAKJIIOHEHO K Y4€THOMW 3anucu ESET HOME

Bbl MOXXeTe ynpaBasaTb 6€30MacHOCTbIO YCTPONCTBA YAANEHHO C MOMOLLLID MOBUALHOIO NPUI0XKEHMNS
nnun noptana ESET HOME. LLlenkHuTe App Store nnn Google Play, 4To6bl 0TO6pa3nacs QR-KOA, KOTOPLIN

MO>XHO NMPOCKaHNPOBaTb MOBOUIbHBIM TG)'IECDOHOM 014 3arpy3ku MOBUIbHOIO npunnoXxeHumsa ESET HOME
13 Mara3unHa App Store Ui Google Play.

YyeTHasa 3anucb ESET HOME: nMS Ballen y4eTHOW 3anucu ESET HOME.
NMa ycTpoMCTBA: NMA 3TOr0 YCTPONCTBA, 0Tobparkaemoe B y4eTHOM 3anncu ESET HOME.
OTKpbITb ESET HOME: OTKPbIBaeT NopTas ynpasnaeHns ESET HOME.

YT06bl OTKNIOYNTL YCTPONCTBO OT YH4ETHOW 3anuncuk ESET HOME, WeNKHUTe OTKAIOYUTbLCA OT ESET
HOME > OTKNO4YUTD. JIMLIEH3MS, NCNO/Ib30BaHHAs ANS aKTUBaLMW, OCTAHETCA akTUBHOW, 1 Balle
ycTponcTteo byaeT noa 3awmTon.
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NMopaknwovyeHue K ESET HOME

MoaKN4YMTE CBOE YCTPOMCTBO K ESET HOME, 4TOObI MOMY4YNTb BO3MOXXHOCTb MPOCMATPUBAThL BCE
aKTUBMPOBAHHbIE MLEH3MMN 1 YCTPONCTBA ESET 1 yNPaBAsiTh UMW, Bbl MOXXeTe NpoaanTb JNLIEH3NIO,
MOBbLICUTb €€ YPOBEHb UM PaCLUMPUTL €€, a TaKXXe NPOCMOTPETb Ba)KHble CBEAEHMS 0 NnLeH3nn. Ha
nopTasie ynpasJeHns nam B MOBUIbHOM NPUIOXKEHUN ESET HOME MOXXHO A06aBNsATb pa3/inyHble
NNLLEH3MK, 3arpyXaTb NPOAYKTbl Ha CBOW YCTPOMNCTBA, NPOBEPSATL COCTOsIHME 6e30MacHOCTH
NpoAyKTa N AeNUTbCS ULEH3NSMMN MO 3N1eKTPOHHOIN noyTe. [LonosHWTeNbHbIe CBeAEHNS MOXXHO
HaWTW Ha oHJIaH-cripaBke ESET HOME.

(es[EL) NOD32 ANTIVIRUS

BoiawnTte B yueTHyro sannce ESET HOME (esial

AJpec INEKTPOHHON NoYTHI

G MpogonxuTte c Google =

Mapons
‘ Mpogonxute c Apple

oy
/._;

gilg Mpockanupyiate QR-kog BoccTaHoBAeHWMe napona

¥ BAC HET YUeTHOH 2anucu? Co3aaiiTe ee

.

MoAkNoYNTE YCTPONCTBO K peLleHnto ESET HOME:

Mpu noaknto4eHnn K ESET HOME BO BpeMs yCTaHOBKM nan npu Bbibope Ucnonb3oBaTb
Y4YETHYI0 3anucb ESET HOME B Ka4yeCTBE MeTO[a aKTUBaLUN cnegynTe UHCTPYKLUUAM 13
pasgena Ucnonb3oBaHuWe y4eTHOW 3anucu ESET HOME.

Ecnn Bbl y)Ke YCTaHOBWIM M aKTUBUPOBaaM ESET NOD32 Antivirus C MOMOLLbIO JINLLEH3UN,
nobaBneHHOW B Bally y4E€THYH 3anucb ESET HOME, yCTPOMCTBO MOXHO NOAKMOYNTL K ESET
HOME Ha nopTasie ESET HOME. CnefynTe UHCTPYKLUAM B OHJ1aH-CnpaBke ESET HOME 1
paspewnTe Nnogka4eHne B ESET NOD32 Antivirus.

1. B rnaBHOM OKHe NporpaMmbl WEeAKHUTE YY4€THYI0 3anucb ESET HOME > MoaKNI04YUTLCA K ESET
HOME nnn wenkHuTe NMopaKNo4YnTbCA K ESET HOME B yBeaoMmneHun MopaknioyeHune 3Toro
YCTPOMUCTBA K Y4E€THOM 3anucu ESET HOME.

2. Bxon B y4eTHY ESET HOME 3anuchb.
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Ecnu y Bac HeT y4eTHO 3anuncy ESET HOME, wenkHuTe Co3aaTh Y4eTHYIO 3anuchb, 4ToObI
3apEerncTpupoBaThLCS, UM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHMNANH-CrIpaBke ESET HOME.
Ecnu Bbl 3abb1a1 NAposb, WENKHUTE | He NOMHIO NAPOJb U C/leyNTe UHCTPYKLMSAM Ha
3KpaHe MM 03HAKOMbTECh C MHCTPYKLUMUAMW B OHJIalH-CripaBke ESET HOME.

3. BBeanTe uMA ycTpoucTBa U LWenkHUTe Mpo/oSIKUTD.

4. MNocne ycnewHoro nogkatnyeHna OTKPOETCA OKHO CO CBEAEHUAMMN. LlenkHnTe Fotoeo.

ABTOpM3auua B ESET HOME

CyLLecTByeT HECKOJIbKO cnocobos aBTopM3aLMn B y4eTHOW 3anncu ESET HOME.

* Ucnonb3oBaTb agpec 3/1IeKTPOHHON NOYThbl U Naponb ESET HOME: BBeAUTe aapec
3/1IeKTPOHHOM MOYTbI 1 MAPOJb, KOTOPbIE Bbl UCMOAL30BAAN A5 CO3LaHNS YYETHOW 3amnncu
ESET HOME, a 3aTeM WeNkHMTe ABTOPU30BaTLCA.

* Acnonb3oBaTb YYETHYIO 3anucCb Google/ApplelD: WwenkHUTe MpPoAonXuTb € Google 1n
MpoponXutb ¢ Apple 1 aBTOPU3YNTECH B COOTBETCTBYIOLLEN YYETHOW 3anucu. MNocne ycnewHon
aBTopuM3aumm Bbl byaeTe nepeHanpasfieHbl Ha BeB-CTpaHuMLy NoaTBEPXAeHUS ESET HOME. YT06bI
NPOAO/IKNTb, BEPHUTECH B OKHO NPOAYKTa ESET. [lonofHWTe NbHble CBeAeHMa 06 aBTopmn3aLmm C
MOMOLLIbIO Y4ETHOWN 3anuncn Google/ApplelD CM. B OHJ1aH-CNpaBke ESET HOME.

* NMpockaHupoBaTh QR-KOA: LeNkHUTe MpockaHUupyHTe QR-Kog, 4ToObl 0TOOPa3nTb QR-KOJI.
OTKpoWTe MOBUIbHOE NPUIoXKeHNe ESET HOME 1 NPOCKaHUPYTe QR-KOA WU HAaBeaUTE KaMepy
yCTPONCTBA Ha QR-KOA. [lONOSHUTENbHbIE CBEAEHMUS CM. B OHJIaliH-CrpaBke ESET HOMIE.

Ecnn y Bac HeT y4eTHoM 3anucy ESET HOME, WwenkHuTe Co3paTh Y4E€THYIO 3anuch, YTOOb
3apermcTpmMpoBaThCs, NN 03HAKOMbTECH C MHCTPYKLMAMUN B OHJIaliH-CripaBke ESET HOME.
Ecnu Bbl 366111 Naponb, WeNkHUTE Sl He MOMHIO NAaPOob U C/iefynTe UHCTPYKLUNAM Ha
3KpaHe NN 03HaKOMbTECh C MHCTPYKLUMAMMN B OHJIANH-CrIpaBke ESET HOMIE.

A He ynanocb BONTU — PacnpoCTPaHEHHbIE OLNBKN.
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NOD32 ANTIVIRUS

BoiianTe B yueTHyto 3anuce ESET HOME (es[2y

Adpec 3NeKTPOHHOIR NoYThl
G MpogonxuTte ¢ Google =

Mapons
‘ MpoaonxuTe c Apple

i

4
SIIE MpockanupyiATe QR-kog BocctaHoBAEHWE Napona

¥ Bac HET Y4eTHOIl 3anucn? Co3naite ee

e

He ypanocb BOUTU — pacnpocTpaHeHHble
OLIUNOKM

He ypanocb HauTu y4eTHYIO 3anucb, KOTOpas COOTBETCTBYeT
BBEeAEHHOMY aZipecy 3JIeKTPOHHOW NO4ThI

BBeneHHbIN agpec 3/IeKTPOHHOM MOYThl HE COOTBETCTBYET HM OAHON YY4E€THOM 3anucu ESET HOME.
LUlenkHnte Hasap v BBegMTE NpaBuibHbIA afpec 3J1eKTPOHHON NOYThl U Naposb.

YT0ob6bl aBTOPM30BaTLCS, HEOOXOAMMO CO3AaTh YHETHYIO 3anncb ESET HOME. ECnm y Bac HET y4eTHON
3anmncu ESET HOME, wenkHuTe Hasap > Co3paTbh Y4€THYIO 3anUCb WM 03HAKOMbTECh C pa3fesnom
Co3naHne HOBOW y4eTHOM 3anucu ESET HOME.

NMa nonb3oBaTesif M NapoJsib He COOTBETCTBYIOT APYr APYry

BBeneHHbIN Naposib He CoBMafaeT C BBEAEHHbLIM agpecoM 3/IeKTPOHHON noYTel. LLlenkHnTe Hasaa,
BBEAMTE MPaBU/bHbIV Maposib 1 ybeanTech, YTO BBEAEH MPaBUbHbIA afpec 31eKTPOHHON MOYThI.
Ecnn BaM BCe elle He yaaeTCs aBTOpPU30BaThCA, WenkHMTe Hasap > 1 He MOMHIO Napob, 4TOObI
cbpoCnTb Naposb, a 3aTEM CeAyNTE UHCTPYKLUMAM Ha IKpaHe M 03HaKOMbTECh C pa3fesioM A He
NOMHIO NMapoJsib ESET HOME.
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BbIOpaHHbLIN BApMAHT BXOAA He COOTBETCTBYET BalUueH
YYEeTHOM 3anucu

Balua y4eTHas 3anncb CBA3aHa C Ballen y4eTHOW 3anucbio B COLMabHOM CeTU. YTobbl
aBTOpPM30BaTbCA B ESET HOME, WwenkHuTe MpoaosXuTb € Google v NMpoaonXuTb € Apple, a 3aTeM
aBTOPM3yNTECh B COOTBETCTBYHOLIEN Y4eTHON 3anuncu. MNocne ycnewHonm asTopmnsaunm Bel bygerte
nepeHanpas/ieHbl Ha Be6-CTpaHULy noaTBepxaeHns ESET HOME. Ha nopTane ESET HOME Bbl MOXKETe
OTKJ/II0YNTb CBOIO YYETHYIO 3aMNnChb B COLMANbHON CETW OT CBOEN Y4eTHOWN 3anncu ESET HOME.

HenpaBunbHbIK NApPOJb

3Ta owwmnbKa MOXET BO3HMKHYTb, €C/IM Ball NPOAYKT ESET NOD32 Antivirus YK€ MNOAK/04EH K ESET
HOME 1 Bbl BHOCUTE N3MEHEHUS, KOTOPble TPebyoT aBToOpU3aLUn (Hanpumep, OTK/0YaeTe MOAY b
AHTMBOP), @ BBELEHHbI BaMMW Maposib He COOTBETCTBYET Balleln y4yeTHol 3anucu. LenkHute Hasap,
1 BBEAMTE NpaBubHbIA Naposib. ECNK BaM BCe ellle He yaeTcs aBTOpU30BaThCs, WenkHuTe Hasapg >
fl He NOMHIO NAapPOoJb, YTOOLI COPOCMTL NAPOJIb, @ 3aTEM CNEAYNTE UHCTPYKLIMAM Ha KpaHe uau
03HAKOMbTECH C pa3aesioM f He MoMH Naposib ESET HOME.

HNobaBneHue ycTtpoucrtea B ESET HOME

Ecnn Bbl y>Ke yCTaHOBWUIN 1 aKTUMBMPOBaJIM ESET NOD32 Antivirus C MOMOLLbIO IMLEH3UN, f06aBNEHHOW
B Ballly YYETHY0 3anncb ESET HOME, yCTPOMCTBO MOXXHO MOAK/OYNTL K ESET HOME Ha nopTasie ESET
HOME:

1. OTnpaBbTe Ha CBOE YCTPOMCTBO 3anpocC Ha NoAKIYEHNE.

2. B ESET NOD32 Antivirus 0T0bpa3uTca gnanorosoe okHo MopaknoYyeHne 3Toro yCTpoucTea K
y4YeTHOM 3anucu ESET HOME C MMeHeM Ballen y4eTHON 3anncy ESET HOME. LLlenkHuTe
PaspewwunTb, 47066l NOAKIOHUTL YCTPONCTBO K YKA3aHHOM y4eTHOW 3anncu ESET HOME.

Ecnv B3aumogencTeme He NPoOn30MAET, 3anpocC Ha NoAKoYeHe byneT aBToOMaTUYeCKu
OTMeHeH npumepHo Yepes 30 MUHYT.

IononHUTeNbHbIe HAaCTPOUKHU

B pa3aene «PaclumpeHHble napaMeTpbl» MOXXHO AeTaslbHO HAaCTPOUTL ESET NOD32 Antivirus B
COOTBETCTBUM C BaWMMU NoTpebHoCcTAMN.

Y7066l MONYYNTH AOCTYMN K PaCLUMPEHHbIM NMapaMeTpaM, OTKPOWTE /1aBHOE OKHO MPOrpamMmbl 1
Ha)XXMUTE KJaBuLLy F5 Ha KlaBuaType uin WenkHuTe HacTponka > PacluMpeHHblie napamMeTpbl.

B 3aBMCKMMOCTM OT HACTPOEK [0CTYMNa BaM MOXET OblTb NMPeasIoXKeHO BBECTN Maposib, YTObbI
OTKPbITb PaCLUMPEHHbIE NMapaMeTpbl.

B paclumpeHHbIx NapamMeTpax AOCTYMHbl HACTPOMKN ONS CNeAYOLNX 31EMEHTOB:

* Moaynb obHapy)XxeHus
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* 0bHOBJIEHUE;

* 3allnTa

* Cny>XebHble nporpamMmmsl

* [TogknyeHne

* IHTepdenc nosb30BaTENS

* YBeIOMJIEHUS

* HacTponKu KoOHDUAEHLNAIbHOCTH

NOD32 ANTIVIRUS

JononHutensHsle HaCTPOﬁKH

| Moayne obHapyxenus B

OGHOENEHKWE

| 3awmta E)

3awnTa GarnoBoi cMcTeMsl
B peanbHOM BpeMeHu

SSL/TLS
3alKTa NOYTOBOrO
wnventa @D

3awmMTa gocTyna B

Wutepuer @D

KOHTponk yCTpOWCTE
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MoaknueHue

WHTepdeic
nons3osatens B

| YeenomneHua [ 5 ]

HacTpoiiku
KOHQUAEHLMANBHOCTH

Mo ymonuaumo

B Pearnposanme npn o6HapyxeHnn

O6napyxeHne BpeAoHOCHBIX Nporpamm (Ha ocHoBe
MawwHHoro obyyexns)

OBHapyxeHne
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OBHapyxeHne
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OBHapyxeHne
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ArpeccH.. CBanad.. Ocropo.. Beim.

ArpeccH.. CBanad.. Ocropo.. Beim.

Arpecci... C8anad.. Ocropo.. Bemon.

Arpeccd... CBanad.. Ocropo.. Beikn.

O O O @

e e @ U

e e

(-]

e e

o
(1]

E;OI( OTtmeHa

B pa3gene PaclumpeHHble napaMeTpbl > Mogynb 0OHApPY)XeHUs MOXXHO HAaCTPOUTL CleayoLue

onuum:

e IcKnt4YeHuns

* PaclimpeHHble NapaMeTpbl

* CKaHep ceTeBoOro Tpaduka
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NUcKnio4vyeHus

NckniovyeHus no3BosISOT NCKIOYNTL 00bEKTHI U3 MoAyNs 06HapyXeHus. YTobbl obecneunTs
CKaHUpOBaHME BCeX 0OBEKTOB Ha HaMyMe Yyrpo3, PEKOMEHYETCA CO3AaBaTh UCKIOYEHMNS TONBKO B
cnyyvae KpaliHein HeobxoamumocTu. Cnyyaun, B KOTOPbIX MOXKET NMOHaA06UTLCA NCKYNTb 0OBbEKTHI,
BKJIIOYAIOT CKaHMpoBaHMe 6a3 AaHHbIX 60bLLON EMKOCTU, KOTOPbIE 3aMeanseT paboTy uan
nporpamMmmHoe obecrneyeHne, KOTOPOe NPOTUBOPEYNT CKAHNPOBAHNIO.

Vcknoyerns ans ObICTPOAENCTBYSA: UCKIOYEHUE alioB 1 NanoK 13 CKaHWpoBaHus. ckntoueHns
Anst ObICTPOAENCTBUA NONE3HbI AN UCKOYEHNS NP CKAHUPOBAHUM UFPOBLIX MPUIOXEHWUIA Ha
ypoBHe (halinos, HeNpPaBMUIAbLHOM NOBEAEHUN CUCTEMbI UV NOBbILLEHHON NPOU3BOANTENBHOCTH.

Vcknoyenns n3 obHapyxeHrs N03BONIAIT UCKIIOYNTL 06beKTbl U3 0BHapyXeHWs, NCMob3ys UMS
obHapyXxeHus, NyTb Wan xeww. OHWM HEe UCKITIOYAIT (hasibl U ManKM U3 CKaHMPOBAHNA Kak AenaloT
NCKNoYeHns ana beictpogencTemsa. cknoveHns obHapyXeHUs NCK0YalT 06beKTbl TOIbKO NpU nx
obHapy>xeHun Moaynem obHapyXeHns 1 eCiv B CIUCKE NCKOYEHUIA MPUCYTCTBYET
COOTBETCTBYIOLLEe NpaBuJIo.

He cTounTb nyTaTb C APyruMm Tunamun NCKNIOYEHNIA:

* lckNIt0YeHMa 13 orepaLn: BCe onepauun ¢ gannamm, OTHOCSLMECS K UCKIOYEHHbIM 13
CK@HUPOBAHMA NPOLECCaM MPUI0XKEHNS (MOXXET NOHaA0bMTCA 415 NOBbILEHNS CKOPOCTH
pPe3epBHOIr0 KOMMPOBAHWS U AOCTYMHOCTW CyX0).

* IckN04YeHHble paclunpeHns danios

* /ICKJII0YEHUSA CUCTEMbI HIPS

s OunbTp «AckawyeHne» aas 3anThl Ha ocHoBe obnaka

UcknioueHus pnsa oObiCTpooencTBus

NcknoveHnsa ons 6bICTpO)J,el7|CTBVIFI NO3BOJIAIOT UCKIOYNTL (Daitibl U NANKN U3 CKAHWPOBAHUA.

Mbl peKoMeHAyeM C034aBaTh UCKYEHUs A5 ObICTPOLEeNCTBMA TOSIbKO Npu abcontoTHON
HeobxoaMMOoCTH, YTOObl FrapaHTMPOBaTb, YTO BCE 0OBEKThI MPOCKAHWPOBaHbl Ha Han4Ke yrpos.
OfnHako, BCe e MoryT bbITb cUTyaummn, Korga Bam NoHagobunTcs CKNYnTb 06bEKT, Hanpumep,
LlaHHble 6a3bl faHHbIX 60/bLLION EMKOCTU, KOTOPbIE 3aMedNfI0T KOMMbIOTEP BO BPEMS CKaHMPOBAHWS,
nnn MO, KoTopoe co3paeT NPenaTCTBUA 418 CKaHMPOBaHMA.

®aisibl 1 MNanKyM MOXXHO NCK/IOYUTb N3 CKAHUPOBAHUS U MOMECTUTb B MepeYeHb UCKYeHMI, BbiIbpaB
PaclivpeHHble napaMeTpbl > Mogynb oOHapy>xeHus > Uckniouyenus > UcknoueHusa ans
ObicTpopencTeus > U3MeHUTD.

He cnepyet nytaTh 3TY PYHKLUNIO C 4PYTMMU BO3MOXHOCTAMU UCKJIIOYeHNA — VIckYyeHnsa 13
0bHapyxxeHus, Ncka4YyeHHble paclumpeHmns danaos, IcKnnyeHns cuctemsl HIPS nnm
NcknwYvyeHns a5 npoLLeccosB.

YT106bI NCKNYNTL 00BLEKT (NYTh: (halin AN Nanka) U3 CKaHNpoBaHMWs, WenkHuTe Jo6aBuTb 1
BBEAMTE COOTBETCTBYIOLLNA NyTb UV BbliAENNTE ero B APeBOBUAHON CTPYKTYpe.
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28 NOD32 ANTIVIRUS o X

WMcknrouenus ans BeicTpoaeiictema

Wernrounte nyte Kommentapni

Job6aeute | VMamenute = Yaanute Wmnopt | Skcnopt

Yrpo3sa B ¢haiinie He byaeT obHapy)KeHa MoaynemM 3awuTbl (paNOBOW CUCTEMbI B peasibHOM
BPEeMeHM 1M MOJly/leM CKAaHMPOBaHUA KOMMNbIOTepa, ec/in (haiial COOTBETCTBYET KPUTEPUAM
0151 UCKJIOYEHUS 3 CKAHUPOBAHMS.

DJZ1IeMEeHTbl ynpaBieHusx

¢ No6aBUTb: KOMaHAa, UCKOYalOLLAs 00 BEKTI U3 CKAHUMPOBAHNS,
* N3MeHUTb: N3MeHeHne BbigeeHHbIX 3anucen.

* YpanuTb: yaaneHume BbibpaHHbIX 3anmcen (4Tobbl BbibpaTh HECKOILKO 3aMnCeNn, WenkanTe
nX, yOep)XnBas Ha)xaTom Knasuwy CTRL).

HNobaBneHue nan U3sMeHeHme UCKJIDYEeHUHN
ANA ObICTPOAENUCTBUSA

[nanoroBoe OKHO UCKJIOYaET onpedenénHbln NyTb (hana unm KaTanor) 48 3Toro KoMnbloTepa.

BbibepuTe NyTb NAM BBEOAUTE BPYYHYIO
Y1066l BIOPAThL HYXHbIN NYyThb, BbibepuTe ... B nosie MyTb.
Mpun BBOAE BPYYHYIO CM. LONOJIHUTEIbHbIE NPUMepsl (hopMaTa UCKIIYEHNA HUXKE.
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0032 ANTIVIRUS

X

JobaButb uckitoueHne ?
MyTe a
KommerTapuii a

Ons ncknoYeHns rpynn ¢annoB MOXXHO NCMOJIb30BaTb CUMBOJIbI MOACTAHOBKU. BonpocuTenbHbIN

3HaK
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(?) obo3HavaeT 0AMH CMMBON, @ 3Be3404Ka (*) — CTpoKy U3 ntoboro KoAn4ecTsa CMMBOJIOB.

e YT06bI MCKOYNTL BCE (Paitsibl 1 BNOXKEHHbIE NAMNKW B ONPeaesIeHHON Nanke, YKaXxnte nyTb K
nanke n ncrnonb3ynte mMacky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuimpeHneM DOC, NCNOJSb3ynTe Macky *.doc

e ECin Ma ncnonHaemoro anna CoaepXuT onpeneneHHoe Yncao CUMBOOB (M CUMBOJIbI
MOryT MEHATbCS), MPUYEM M3BECTHA TOJILKO NnepBas bykBa nMeHU (Hanpumep, D), NCMOb3YyNTe
cnegywowmin opmar:

D????.exe (3HaKM BONPOCA 3aMEHAOT OTCYTCTBYOLLMNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb A0JKEH 3aKaH4YMBaTbCA obpaTHOM Kocon YepTon ((\)) 1 3Be3go4kon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXNMoe KOTopoe (halbl N BAOXKEHHbIE NanKu)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBepneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAy i CKaHUMPOBaHMA Tools
MOXXEeT Takxe bbiTb UMeHeM (aina.

* C:\Tools\*.dat: 3TO NpUMEHAETCA AN19 UCKOYEHUS (halnsioB .dat B Nanke Tools.

* C:\Tools\sg.dat: NPUMEHSAETCHA AN UCKIIOYEHNA OTAESIbHOr0 (hanna, pasMeLleHHOro B TOHHOM
nyTu.



Ona onpeneneHnsa NCKIOYEHNA N3 CKaHWPOBAHUS MOXXHO MCMOb30BaTb CUCTEMHbIE
nepeMeHHble, Hanpumep %PROGRAMFILES%.

* YT106bl NCKNOUYUTL NanKy «Program Files» C MOMOLLbIO TaKOW CUCTEMHOW NMEPEMEHHOWN, YKaXNTe
B MCKJIIOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 006aBUTbL 0OpaTHYIO KOCYIO HYEPTY U
3BE3[04KY B KOHLE MYyTK).

* YT106bI NCKNIOUYUTL BCE halisibl U NaNKU B NogkaTanore %PROGRAMFILES%, yKaXKnTe NyTb
%PROGRAMFILES%\Excluded Directory\*

N Pa3BepHYTb CMNCOK NOAAEPXKNBAEMbBIX CUCTEMHbIX MEPEMEHHbIX

dopmMaT UCKOYEHUSA NYTN NOAAEPKMBAET Cneayolmne nepemMeHHsble:
e %ALLUSERSPROFILE%

e %COMMONPROGRAMFILES%

® %COMMONPROGRAMEFILES(X86)%

e %COMSPEC%

e %PROGRAMFILES%

® %PROGRAMEFILES(X86)%

e %SystemDrive%

e %SystemRoot%

e %WINDIR%

e %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) W
nepeMeHHble cpelbl (HanpuMep, %PATH%) He NOALEPKMNBAKOTCS.

MporpamMmma MHOr i@ MOXXET NMPaBUSIbHO NCKJII0YaTb M3 06paboTKM NyTW C MOACTAHOBOYHbIMU
3HaKaMu B cepeanHe (Hanpumep, C:\Tools\*\Datal\file.dat), HO O(ULMANBHO 3Ta BO3MOXXHOCTb HE
noAdep>XMBaeTCs.

Mpy MCMOJSIb30BAHNN UCKIIYEHUI U3 0BHAPYXEHUS OrPaHUYEHNS HA UCMOJIb30BaHME
CrneunanbHbIX CUMBOJIOB B CEpefiviHe NyTH HE NMPUMEHSATCS.

» HacTpolika ypoBHS NpuopuTeTa As UCKIOYEHWUIA C MOMOLLbIO KHOMOK «B Havyano» n «B
KOHeL» He NpeyCMOTpPeHa.

« Korga Moay/ib CKaHWPOBaHUS 0BHapyX1BAET COBMNaAeHME C NEPBbIM NPUMEHVMbIM
NpaBuW/IOM, BTOPOE NPUMEHVMOE NPaBUJIO He NPOBEPSETCS.

* YeM MeHblLe NpaBusl, TeM BbICTpee NPOUCXOANT CKaHMPOBaHNE.

« He cnefyeT co3faBaTh CoBNaaatoLLue npasuia.

¢OpMaT UCKJTIOYEeHUA NYTH

A8 CKNoYeHna rpynn annos MOXXHO UCMOb30BaTb CUMBOJIbI MOACTAHOBKW. BonpocuTensbHbIn
3HaK (?) 0603Ha4YaeT 0AUH CMMBOJ, a 3Be3[04Ka (*) — CTPOKY M3 ntoboro KoamyecTsa CUMBOJIOB.
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e YT00ObI NCKNIOYNTL BCE (halsibl N BNIOXKEHHbIE MaNKK B ONpeaeneHHon Nanke, yKaxuTe nyTb K
nanke n ncrnonb3ynte macky *

e EC/IM HY)KHO UCKIOYUTL TOJIbKO (halnbl C pacuinmpeHneM DOC, NCNoJSb3ynTe Macky *.doc

e ECnv Ma ncnonHaemoro danna CoaepXXnT onpeneneHHoe Yncao CUMBOOB (M CUMBObI
MOryT MEHATbLCS), MPMYEM M3BECTHA TOJILKO NepBas bykBa NMeHU (Hanpumep, D), ICMOAb3YyNTe
cnepyowmi hopmar:

D????.exe (3HaKM BONPOCa 3aMEHAOT OTCYTCTBYOLLNE NN HEN3BECTHbIE CUMBOJIbI)

Mpumepsbl

* C:\Tools\*: NyTb AOJKEH 3aKaH4MBaTbCS 0bpaTHOM Kocon vyepTon ((\)) n 3Be3moykon ((*)),
yKa3blBalOLWMMK, YTO 3TO Nanka, BCe COAepXMNMoe KOTopoe (halnbl 1 BAOXKEHHbIE Nanku)
cnepyeT UCKIYUT.

* C:\Tools\*.* noBeneHune byaeTt aHanorn4yHo BapuaHTy C:\Tools|*

* C:\Tools: nanky Tools He ByaeT ncka4eHo. C TOYKM 3peHnst MoAYJ i CKaHUPOBaHMA Tools
MOXXET Takxe bbiTb UMeHeM (ainna.

* C:\Tools\*.dat: 3TO NpUMeHAeTCa ANA UCKAOYeHNS halnnoB .dat B nanke Tools.

* C:\Tools\sg.dat: N(PUMEHSAETCSA AN UCKIIOYEHNA OTAEJIbHOr0 (hanna, pasMeLleHHOro B TO4HOM
nyTu.

Ons onpepeneHns NCKM0YEHNN N3 CKaHUPOBAHNA MOXKHO MCMOJIb30BaTb CUCTEMHbIE
nepemMeHHble, HanpuMmep %PROGRAMFILES%.

* YT106bl NCKNOUYUTB NanKy «Program Files» C MOMOLLbI TaKOW CUCTEMHOW MEPEMEHHON, yKaXuTe
B MCKOYEHMAX NYTb %PROGRAMFILES%\* (He 3abyabTe 06aBUTbL 0B6paTHYIO KOCYIO HYEPTY U
3BE3404KY B KOHLLE MyTH).

* YT06bI NCKNOYNTL BCE haiibl M Nanky B NogKaTanore %PROGRAMFILES%, yKaXXNTe NyTb
%PROGRAMFILES%\Excluded Directory\*

V Pa3BepHYTb CNMCOK MOAOEPXKNBAEMbIX CUCTEMHBIX MEPEMEHHbIX

®dopMaT UCKJIYeHNsA NyTW NOALEPXKMBAET Cnelylolne nepeMeHHble:
* %ALLUSERSPROFILE?%

* %COMMONPROGRAMFILES%

* %COMMONPROGRAMEFILES(X86)%

* %COMSPEC%

* %PROGRAMFILES%

* %PROGRAMFILES(X86)%

e %SystemDrive%

® %SystemRoot%

e %WINDIR%

* %PUBLIC%

Mosib30BaTeNbCKME CUCTEMHbIE NepeMeHHble (Hanpumep, %$TEMP% VNN %USERPROFILE%) v
nepeMeHHble cpelbl (Hanpumep, %$PATH%) He NOALEPXMBAIOTCA.

UckniouyeHusa U3 obHapy>xeHus

NcknioveHns n3 obHapyXeHUs MNo3BOJNIAIT UCK/IOYUTL 06EKThI U3 CMMCKa 0OHAPYXEHUs NyTem
UNbTPALMM UMEHN 0OHaPYXXeHUs, MyTK 06bEeKTa UK ero xeLla.
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Kak paboTaeT ncknoyeHmne obHapyxxeHus
VckntoyeHns ns obHapyxeHns He UCKN0YatoT alibl 1 Manku n3 CKaHMPOBAHNSA, Kak AenaioT
Vcknovenns ang beicTponencTems. McknoveHnsa obHapyXeHna NCKYaloT 06bEKTbI TONBKO
npw ux obHapy>xeHun Mmoaysnem obHapyXeHNs 1 eCin B CMIUCKE NCKIOYEHWUIA MPUCYTCTBYET

v/ COOTBeTCTBYylOLLEE NPABUIIO.
Hanpumep (cM. nepBbI pag Ha n30bpa)keHun Hxe), Korga obbekT onpefenseTcs Kak
Win32/Adware.Optmedia 1 06Hapy>XeHHbI hainn — C:\Recovery\file.exe. BO BTOPOI CTPOKe,
KaXXAbl (hali, B KOTOPOM eCTb NOAXOAALLMMA Xel SHA-1, Bcerfa byaeT NCKYeH, HECMOTPA Ha
nMsa 0bHapyXeHus.

NOD32 ANTIVIRUS o X

Ncknrouenuns nz obHapykeHus

Kpurepun obrextos Hcknrounts obnapyxenne Kommentapmia
C\Recoveny\*.” Win32/Advare.Optmedia
678C1422DEB67141B947EATODESAZDET14AFAEST fMoboe obHapyxeHue SuperApi.exe
fAobaeute  MameHuTe  Ypanute Mmnopt  3kcnopt

YT106bI yOEanTHLCS, 4TO BCE Yrpo3bl 06HapPYXEHbI, Mbl PEKOMEHAYEM CO34aBaTb UCKOYEHNS U3
obHapy>xeHunsa TONbKO Toraa, Koraa 31o abconoTHO Heobxoaumo.

Y1066 LOBaBMTL haisibl U Nanky B CIMCOK UCKNOYEHUNI, BbibepuTe PacluvpeHHble napameTpbl >
Moaynb obHapyxeHus > UcknioueHus > UcknioyeHus u3 obHapy>xeHus > U3SMeHUTb.

He cnepyeT nyTaTh 3Ty (OYHKLUMIO C APYTrMMU BO3MOXXHOCTAMU UCKIHOYEHNA — VICKJIYeH s
Onga bbicTpoaencTeuns, cknoyYeHHble paclumpermns dannos, UCKaYeHns cuctembl HIPS nau
NckaoYeHns as1s npoLeccos.

YT106bI NCKNHYNTE 00BLEKT (M0 Ha3BaHWI 0bHaAPYKEHUS UK Xelly) U3 Moayns 0BHapYXXeHus,
HaXKMUTe KHornky JLo6aBUTb.

Ins noTeHUMaNbHO HeXXenaTelbHbIX U NOTEHLMaIbHO ONaCHbIX MPUI0XKEHN TaKXe MOXXHO CO34aTb
NCKJTIOYEHMNE MO UMEHW 0BHapyXeHUS.

* B okHe npepynpexnaeHus, kotTopoe coobaeT 06 obHapyxeHun (LwenkHnTe MokKasaTtb
pacwmpeHHblie napameTpbl 1 BbibeprTe UCKNIOYUTL U3 0OHapy>XeHus).

* 13 KOHTEKCTHOrO MeHio «daltibl XXypHana» C MOMOLLbi0 MacTepa co3aaHuns UCKII0YEeHNSs 13
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obHapyxxeHus.

* LllenkHyB UHCTPYMeHTbI > KapaHTUH, Noc/ie Yero WenkHyB NpaBoil KHOMKOW MblLLN
HaXoAALLIMINCA Ha KapaHTWHe (haiin 1 BbIbpaB B KOHTEKCTHOM MeHI0 KOMaHy BOCCTaHOBUTL M
MCKJIOYUTbL U3 CKAaHUPOBAHMA.

Kputepum o00beKToB UCK/IIOHYEHUA U3 ODHapyXXeHus

* MyTb. OrpaHnyeHne UCkYeHns N3 obHapyxeHusa oas onpegeneHHoro nytu (nnu nwboro
LpYyroro nyTu).

* Umsa oOHapy>XeHus: ecm psagom C UCKI0YaeMbIM haliioM YKa3zaHo nMs obHapyxeHus,
ans1 MCKDYAeTCa TObKO AJ18 3TOro obHapy>KeHUs, a He MONHOCTLI0. Ecnm 3ToT hann
BMOCNEACTBUN OKaXXETCA 3aparKeHHbIM APYrov BpeaoHOCHOW NporpamMmmon, oH byaeT
obHapyXxeH.

« Xew: chaitn UCKOYAETCA Ha OCHOBAHMMN YKa3aHHOI0 Xella SHA-1 He3aBUCKMMO OT TWNa,
PACMOIOXKEHUS, UMEHN UM PaCLUNPEHMS.

NobaBneHne nau U3sMeHeHue UCKJIIOYEeHUH u3
oOHapy>xeHus

NcKniouuTb OOHapyXeHue

CnepyeT yKa3saTb AeNCTBUTENbHOE UMA Ans obHapyxeHus ESET. YTobbl onpeaennTs umMs
obHapyXxeHus, nepengnte B pasgen Gansl xxypHana n BbibepuTe anemeHT OOHapy>XeHus B
packpbiBaoLWwemMcs MeHto «Daisibl XXypHasia». 9TOT napameTp noneseH npu obHapyxeHun obpasLia
NOXXHOr0 cpabaTbiBaHMs B ESET NOD32 Antivirus. [J06aBASTb B UCK/OYEHUS peasibHble 3apaXkeHuns
KpanHe onacHo. PeKoMeHAyeM UCKJII0YaTh TOIbKO 3aTPOHYThle haiibl UW KaTanoru, WeskHyB
3N1eMEHT ... B None Macka nyTtu, nmbo genaTb 3TO TOJIbKO Ha OrPaHUYEHHbIN NEPUOL BPEMEHMN.
NcknioveHns TakKe NPUMEHSIOTCA K NOTEHLMNAIbHO HexXenaTe lbHbIM, MOTEeHLMa bHO ONacHbIM 1
NOL03PUTENIbHBIM NMPUIOXKEHUSM.

CM. TakxKe DopMaT UCKIYEHUS MY TU.

NOD32 ANTIVIRUS e
MzmeHWTb UckAoYEeHWE ‘?
MyTe C\Recovery\** i
Kew (3]
Wima oBHapyxeHua Win32/Advare.Optmedia (1]
KormenTapuii a

CM. Takxe [pumMep NCKNYeHNs 13 06HapY)XEHNS, KOTOPbINA NMPUBELEH HIKE.
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NckniouuTb xXeLl

®aln NCKYAETCS HAa OCHOBAHUM YKa3aHHOI 0 Xella SHA-1 HE3aBMCUMO OT TWMa, PacroNoXeHUs,
VMEHN U pacLUUpEeHNs.

NOD32 ANTIVIRUS X

MameHWTb MckNoYeHne

MyTe ... @
Kew 678C1422DEBRT141B94TEATO0E | €)
e cBHapyxeHna a
KommerTapuii Superhpi.exe (1]

YT106bI NCKIOYNTL onpepesieHHoe 06Hapy>KeH|/|e no MMeHn, BBEAWNTE MNMpaBuJibHOE NMA
obHapyxeHus:

Win32/Adware.Optmedia

Takxe Ona NCKJIlo4eHun4 O6H8py>KeHVIFI C NOMOLLbIO OKHa npeaynpexaeHnsa ESET NOD32 Antivirus
MOXHO BOCMOJIb30BaTbCA NPUBEAEHHbLIM Aanee hopMaToM:
@NAME=Win32/Adware.Optmedia@TYPE=ApplicUnwnt
@NAME=Win32/TrojanDownloader.Delf.QQI@TYPE=Trojan

@NAME=Win32/Bagle.D@TYPE=worm

DJZ1IeMEeHTbl ynpasJjieHus

* ﬂ,06aBuTb: KOMaHAa, UCKoYatoLwas 06 beKThbl U3 CKaHMpOBaHUA.
* A3MeHUTb: N3MEeHEeHMe BblAeNEHHbIX 3anncen.

* Ypanutb: yaaneHue BbibpaHHbIX 3anucen (4Tobbl BbiIbpaTh HECKONBKO 3anncen, WwenkanTe
nX, yOoep)XnBas HaxaTomn Knasuwy CTRL).

Co3paHue UCKJIIDYeHUA U3 obHapyXXeHus
MacTepa

NckntoveHne n3 obHapyXeHUs Tak)Ke MOXHO CO3[laTb 13 KOHTEKCTHOrO MeHto Daiisibl XKypHasa
(HemocTynHo Ans obHapy>XeHNs BPeAOHOCHbIX NPOrpaMm):

1. B r/71aBHOM OKHe MporpaMmsl LWenkHUTe UHCTpYMeHThI > ®aiibl XXypHana.

2. lLlenkHnTe NpaBo KHOMKOWM MbIWK 06HapyxeHne B pa3aene XKypHan oOHapy>XeHU#.

3. Boibepute Co3paTb UCKIOYEHUE.
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YT06bl NCKOYUTL OJIHO AN HECKOJIbKO 06Hapy>KeH|/||7| Ha OCHOBE KPUTEPUU UCKITIOYEHUA,
WeSIKHUTE 31eMeHT U3MeHuUTDb Kputepuu:

* TouHble pannbl: UCKITIDYEHME KAXLO0ro aitia no xewly SHA-1.
* OBGHapy>XeHue: UCKYEHNEe KaXXaoro danna no uMeHn obHapyXeHus.

* MyTb + oOHapyXXeHue: NCKI0YEHNE KaXKA0ro (aiia No MMeHN 1 NyTu 0bHapyXXeHus,
BKJItOYas UMs panna (Hanpumep,
file.///C:/Users/user/AppData/lLocal/Temp/34e1824e/ggdsfdgfd.pdf.exe).

PekoMeHpyeMas onums BbI6VIpaeTCF| npeaBapnTesibHO B 3aBUCMMOCTU OT TWMa 06Hapy)KEHVIFI.

KpoMme Toro, nepep HaxaTMeM Ha 3/1ieMeHT Co3aaTbh UCKJIIOYEHMue Bbl MoXXeTe f00aBUTb
KOMMEHTapuH.

Moaynb oOHapy)>XeHUs pacLUMpPeHHbIX
napaMeTpoB

BknouuTb pacluMpeHHoe CKaHUpOBaHUe € NOMOLLbIO AMSI — 3TO CpeCTBO Microsoft Antimalware
Scan Interface, KOTOpPOE JaeT BO3MOXXHOCTb CKaHUPOBaThb CLeHapumn PowerShell, cLueHapun,
BbiNosiHAeMble cepBepoM Windows Script Host, @ Tak>Xe flaHHble, KOTOPble CKaHUPYKOTCA C MOMOLLbIO
nakeTa SDK AMSI.

CkaHep ceTeBOro tpacpuka

CkaHep ceTeBoro Tpaguka obecneymBaeT AN NPOTOKOJIOB NPUSIOXKEHU 3aUTY OT BPEAOHOCHbIX
nporpamm, Kotopas o6beanHAeT MHOXECTBO NepeoBblX METOL0B CKAHMPOBAHUSA Ha Hann4yune
BPeLOHOCHbIX nporpaMmM. CKaHep CeTeBOro Tpadrka aBTOMaTUYECKN CKaHUPYEeT NPOTOKOJIbl HTTP(S),
POP3(S) 1 IMAP(S) HE3aBMCMMO OT MCMOJIb3YEMOr0 MHTEPHET-6pay3epa nan NOYTOBOro KAneHTa. Bbl
MOXXKETe BK/II0YNTb N OTKJIYNTL CKaHep CeTeBoro Tpaduka B pa3saesie PaclunpeHHsie napamMeTpsbl >
Moaynb obHapyxeHus > CKaHep ceTeBoro Tpadguka.

Bkno4yuTb CKaHep ceTeBOro Tpadumka: ecnm 3Ty onumio OTKAYUTb, NPOTOKObI HTTP(S), POP3(S) 1
IMAP(S) CKaHMpoBaTbCA He byayT. ObpaTuTe BHMMaHME, YTO AA5 Cneayowmnx GyHKUUNn ESET NOD32
Antivirus CKaHep ceTeBoro Tpaguka 4OJHKeH OblTb BKIKOYEH:

e 3allUMTa O0CTYMNa B VIHTepHeT

e SSL/TLS

¢ 3alMTa OT DULLMHIA

* 3allMTa NO4YTOBOr0 KJAMEHTA
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3awuMTta Ha ocHoBe obnaka

ESET LiveGrid®(0CHOBaHHas Ha NepeaoBoi CUCTeMe CBOEBPEMEHHOr0 06Hapy»XeHust ESET
ThreatSense.Net) UICNO/b3YeT JaHHbLIE OT NoJib30BaTeNel ESET CO BCEro Myupa 1 oTNpaBnsieT ux B
BUPYCHYIO NlabopaToputo ESET. CeTb ESET LiveGrid® No3B0oJIS€T NOy4aTb NOA03PUTE/bHbIE 006pa3Lbl 1
MeTalaHHbIe, MO3TOMY Mbl MOXKEM He3aMedITeNIbHO pearnpoBaTh Ha NOTPEOHOCTM Nob30BaTENEN
1 obecneynTb rOTOBHOCTb ESET K 06€3BpEeXBaHNI0 HOBEWLLMX Yrpo3.

,D,OCTyI'IHbI YKa3aHHbI€ HNXXe BapPUaHThI.

BKNIOYUTbL CUCTEMY penyTauum ESET LiveGrid®

CucTtema penyTtaummn ESET LiveGrid® pa60TaeT Ha ocHOBe 061a4HbIX Benbix 1 HYepPHbIX CMNCKOB.

MpoBepuTe penyTaumnto 3anyLleHHbIX NPoLLeCcCOB U hansioB HEMOCPEACTBEHHO B MHTepdence
NporpaMMbl UN B KOHTEKCTHOM MeHI0, bnarofapsa 4emMy CTaHOBUTCA AOCTYMHA AOMNOJIHUTENbHASA
NH(OopMaLna N3 ESET LiveGrid®.

BKJIOYUTb CUCTeMy OOpaTHOM CBA3M ESET LiveGrid®

Cnctema obpaTHOW CBA3M ESET LiveGrid®, LONOMHSAOWAA CUCTEMY penyTauun ESET LiveGrid®, cobupaeT
MH(OPMaLMIO 0O KOMMNblOTEPE NOb30BaTeNs, KOTOpas CBA3aHa C HOBbIMU 0BHapyXeHHbIMMW yrpo3amMu.
3T0 MOXeT bbITb:

* Obpa3seu nam Konus ¢aina, B KOTOPOM BO3HUKIIA Yrpo3a

* [yTb K hanny

* ima panna

» [laTa n Bpems

* [pouecc, ¢ NOMOL b0 KOTOPOro Yrpo3a nosiBuiachk Ha KOMMbloTepe
* IHhopMauwms 06 onepaumoHHON CMCTEME KOMMblOTEpa

Mo ymMon4aHuio nporpamMmma ESET NOD32 Antivirus OTNPaBASET NOA03PUTESbHbIE (haitsibl B BUPYCHYHO
nabopaTopuio ESET A9 TLWATENbHOIr0 aHann3a. Bcerga ncka4vaoTcs daibl ¢ onpeaeeHHbIMI
PACLUMPEHUSIMUN, TAKUMU KaK .doc 1 .x/s. TaK)XXe MOXKHO [00aBUTb Apyrue pacluipeHns, ecau
MONMTUKA BaLLEN OpraHM3aLmm npeanncbiBaeT UCKYEHNE U3 OTNPABKMU.

|_|0£|,p06HbIe cBefeHuns ob OTNpaBKe COOTBETCTBYIOLWNX AaHHbIX NpuBeAeHbl B [10MTUKE
KOHUOEHLMANBLHOCTH.

He BkNAo4YaTh ESET LiveGrid®

OYHKLMOHANBHOCTL NPOrpPaMMHOro obecneyeHns npm 3ToM He TEPSETCS, HO B HEKOTOPLIX Cllyvasix
ESET NOD32 Antivirus MOXXeT BbICTpee pearnpoBaTb Ha HOBbIE Yrpo3bl, KOraa cuctema ESET LiveGrid®
BKJtoYeHa. Ecnm cucTema ESET LiveGrid® 1CnoJib30Banachk paHee, HO bblia 0TKJII0YEHa, MOTYT
0CTaBaTbCs HEKOTOPbIE NAKEThl AAHHbIX, MPeAHa3HA4YEeHHbIE A5 OTNPABKW. ITW NakeThbl byayT
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OTnpaBfieHbl B ESET Aa)ke Nocsie BbIK/OYeHNA CMcTeMbl. Mocnie 0TNpaBKK BCEN TeKYLLe
MHOPMaLMM HOBble MakKeThbl CO3AaBaThCs He byayT.

JononHuTeNnbHY HpopMaLnio o ESET LiveGrid® CM. B [710CCapuu.
CM. HaWwm ntOCTPUPOBaHHbIE UHCTPYKLM HA @HIJIMACKOM U el e HECKOJIbKUX A3blkax no
BKJTIOYEHWNIO U OTKOYEHWIO ESET LiveGrid® B ESET NOD32 Antivirus.

HacTpoika 06n1a4HOM 3aLUThl B OKHE pacCLUMPEHHbIX
napamMeTposB

YT106bI NONYYNTHL [OCTYN K HACTPOMKaM ESET LiveGrid®, OTKpONTE pa3fen PaclunpeHHbie napamMeTpbl >
Moaynb obHapy>xeHus > ObnayHasa 3awmra.

* BKNIO4YMTb CUCTEMY penyTauum ESET LiveGrid® (pekoMeHpayeTca). Cuctema penyTauum ESET
LiveGrid® yBennynBaeT 3hheKTUBHOCTb PELLEHUI ESET 419 3alnTbl OT BPEAOHOCHbIX MPOrpamm,
TaK Kak 6narogaps en CKaHupyemble (aisibl CONOCTaBAATCSA C d1eMeHTaMm «benoro» un
«YEepHOro» CNnMcKkos B obnake.

* BKnioyeHue cpepcTea ESET LiveGrid® CUCTE@Mbl OT3bIBOB — OTMNPAB/IfET COOTBETCTBYIOLMNE
NaHHble 06pa3LoB (onucaHHbIe B pa3aene OTnpaBKa 06pa3LoB) BMecTe C 0TYeTaMu 0 c6osx u
CTAaTUCTUYECKUMUN [aHHbIMK B UCCNeA0BATENbCKYIO abopaToputo ESET AN AasbHENLLEero
aHanm3a.

* OTnpaBnATb 0OTYEeTbl 00 aBapMUHOM 3aBepLUEeHUM U AaHHbIe AUArHOCTUKM: OTMNpPaBKa
OTHOCALLMXCA K ESET LiveGrid® AMAarHOCTUYECKUX OaHHbIX, TaKNX Kak 0T4YeTbl 06 aBapuiHbIX
3aBepLUEHMAX U AaMnbl NaMATU Moaynen. PEKOMEHAYEM He BbIKO4YaTb 3TOT NapaMeTp, Y4Tobbl
NMOMOYb ESET BbISIBNATL NpobAeMbl, COBEPLUEHCTBOBATbL MPOAYKTbI U YAYyHlaTh 3aLNTY KOHEYHbIX
nosib30BaTesNen.

« OTNpaBUTb AaHOHUMHYIO CTAaTUCTUYECKYIO MH(POPMALMIO — C MOMOLLbLIO 3TOr0 NapaMeTpa
MO>XHO pa3peLunTb NPOAYKTY ESET cobupaTh MHGOpMaLuto 0 HelaBHO 06HapYXEHHbIX Yrpo3ax:
MM$ Yyrpo3bl, aTa U BpeMs obHapy>XeHus, cnocob obHapyXeHUs, CBSi3aHHbIE MeTaAaHHbIE,
BEPCUSA 1 KOH(UIypaums npodykTa (BKJloYas MHGOPMaLMIo 0 cucteme).

* KOHTaKTHbIK appec 3/1eKTPOHHOM No4Thl (HeobA3aTenbHO) — BMECTe C
No403pUTENbHbIMK (haklaMn MOXKHO OTNPaBUTb KOHTAKTHbIA aapec 31eKTPOHHON NOYTbI, YTOObI
cneumanncTbl ESET Moram obpaTuTbCA K BaM, eCiv AN aHanu3a notpebyeTca 4ONOSAHUTENbHANA
NHopMauuns. mente B BMAY, YTO KOMMaHWA ESET He OTNpaBAsSeT OTBETbI N0Jib30BaTENAM 6e3
HeobxogumocTu.

OTnpaBka oOpa3uoB

OTﬂpaBKa 06pa3u,03 BPY4YHYIKO — BKJIIO4HEHWNE ONUKNKN OTMPaBKK o6pa3uos B ESET BpYy4HYtO 13
KOHTEKCTHOIro MeHto, KapaHTrHa Uan pa3gena CeQBVIC.

ABTOMaTM4YecKas oTNpaBKa oOHapy>XeHHbIX 06pa3uoB

YKaxunTe, Kakme obpa3subl 6yyT 0TNpaBnsTbCA B ESET 415t aHasIM3a 1 COBEPLUEHCTBOBAHUS
MEXaHN3MOB 0BHapy)XeHUs (MakCMManbHbIA pa3mep obpa3la No yMoa4YaHUto coctaBnseTt 64 Mb).
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ﬂ,OCTyI’IHbI cnepyrowine BapnaHThl:

* Bce obHapy>xeHHble 0Opa3ubl: Bce 00LeKTh, 0OHapYXKEeHHble MoayneM obHapy)xeHus (B
TOM YKCJie NOTEHUNAJIbHO HEXXEeNaTeNbHbIe NMPUI0XKEHMNS, €CIN B HACTPOMKaxX Moay s
CKAHWPOBAHWNSA BKJIIOYEH COOTBETCTBYIOLNA NapaMeTp).

* Bce oOpa3ubl, KpOMe AOKYMEHTOB: BCe 0OHapy)XeHHbIe 06BbEKTbI, KPOME AOKYMEHTOB (CM.
HUXe).

* He otnpaBnaTh: 06Hapy>KeHHble 06bekTbl He ByayT OTNPaBAATLCA B KOMMAHMIO ESET.
ABTOMaTM4YeECKas OTNpaBKa NoAo3puTesbHbIX 06pa3suoB

371 obpasubl Takxe byayT oTNpaBAATbLCA B ESET, eCnn moaynb obHapyxeHnsa nx He obHapyxusaeT.
Hanpumep, 0bpa3ubl, KOTOpble NOYTK M3bexann obHapy>XeHus, Npu3HaHbl NOA03PUTENBHBIMA OOHUM
N3 MoayJien 3alunTbl ESET NOD32 Antivirus UM AEMOHCTPUPYIOT HEOAHO3HAYHOE NoBeAEHME
(MakcumanbHbI pa3mep obpasua no ymon4yaHuo coctasnseTt 64 Mb).

* UcnonHaemble palnbl: BKIOYAET UCMONHAEMbIE (hallfibl, TaKME KakK .exe, .dll, .sys.

* ApXMBBbI: BKJII0YaeT Takme TUnbl hanios, Kak .zip, .rar, .7z, .arch, .arj, .bzip, .gzip, .ace, .arc, .cab.
* CueHapuMuK: BKJIIOYaeT Takme Tunbl hannoB CLEHAPUEB, Kak .bat, .cmd, .hta, .js, .vbs, .ps1.

* [lpyroe: BKJOYaeT Takue TUMbl hanios, Kak .jar, .reg, .msi, .sfw, .Ink.

* BO3MOXXHbBIX cnaM: 3Ta (hYHKLMS NO3BOJISET OTNPaB/IATb MOTEHUMAbHbLIA CNaM (LLeJIMKOM
AW YaCTUYHO) M BJIOXKEHUS B ESET ANs aHanm3a. Bkoyme ee, Bbl MOMOXeTe TOYHee
obHapyxunBaTb cnam — ansa cebs n ons scero mmpa.

* OKyMEeHTbI: BK/IIOYAET AOKYMEHTbI Microsoft Office U PDF C aKTUBHbIM COAEPXUMbIM 1 6e3
Hero.

V Pa3BepHUTE, 4TOObI OTKPLITh CMUCOK BCEX BKAKYAEMbIX TUMOB (halnJIoB JOKYMEHTOB

ACCDB, ACCDT, DOC, DOC_OLD, DOC_XML, DOCM, DOCX, DWFX, EPS, IWORK_NUMBERS, IWORK_PAGES,
MDB, MPP, ODB, ODF, ODG, ODP, ODS, ODT, OLE2, OLE2_ENCRYPTED, OLE2_MACRO, OLE2_PROTECTED,
ONE, ONEPKG, PDF, PPT, PPT_XML, PPTM, PPTX, PS, PSD, RTF, SYLK, THMX, VSD, VSD_XML, WPC, WPS, XLS,
XLS_XML, XLSB, XLSM, XLSX, XPS

UcknioyeHus

PuabTP NCKIKYEHNI NO3BOSIAET UCKIYMUTb U3 OTAPaBKN onpeaesieHHble haisibl K nanku
(Hanpmmep, MOXeT NOHaA0bUTLCA NCKYNTL (halsibl, KOTOPbIE MOTYT COAEepXaTb
KOH(MAEHLNANbHYO NHGOPMaLMIO, TaKyo Kak LOKYMEHTbI U 3IEKTPOHHbIE Tabauubl).
MepeyncneHHble B 3TOM CNNUCKe hansibl HUKOrga He ByayT nepefaBaTbCs B ESET Ha aHann3, gaxe
€C/IN OHW codepKaT NoA03pUTENbHbLIN Ko4. Painbl Hanbonee pacnpPoCTPaHEHHbIX TUMOB (.doc K T. M.)
NCKI0YATCA MO YMOAYaHMI0. Tpn XXenaHU MOXKHO LOMNOMHATL CANCOK NCKIOYEHHbIX (haios.

YT106bl NCKNIOYMTL (halsbl, 3arpyXeHHble ¢ agpeca download.domain. com, OTKPONTE pa3aen
PaclumpeHHble napameTpbl > Mopynb oOHapy>XeHusa > ObnavyHas 3awuTta > OTnpaBkKa
0bpas3uoB 1 Ha)XxMnTe KHOMKY U3MeHuTb psagom ¢ nyHkToM UcknioyeHus. [lobasbTe
nckaovyeHue .download.domain. com.
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MakcumanbHbiK pasmep obpasuoB (MB): onpegenseT MakCMMasbHbIA pa3Mep aBTOMaTUYECKM
oTnpasnsiembix 0bpa3uos (1-64 MB).

dunbtp «ACcKnoyeHne» gnsa 3almnThbl Ha
OCHOBe oDslaka

OunbTp «MckntoyeHne» No3BONSAET NCKYNTL 13 OTNPaBKK 06pa3LI0B onpeaeneHHble anbl Uau
nanku. MNepeyncneHHsle B 3TOM CNnUcKe daibl HUKOrAa He ByayT nepefaBaTbCs B ESET Ha aHanums,
LlaXXe eC OHW CofepXXaT Noao3pUTENbHbIA Koa. Paitfibl pacnpoCTPaHEHHbIX TUMOB (DOC U T. 1.)
NCKJIIOYAOTCS MO YMONYaHMIO.

C NoMoLLIbI0 3TON YHKLUM MOXHO UCKOYNTL (Daitsibl, B KOTOPbIX MOXET MPUCYTCTBOBATb
KOH(UAEHUMANbHASA MHGOPMALIMS, HaNnpUMep AOKYMEHTbI U 3NEKTPOHHbIE Tabiunupbl.

YT06bl NCKNOYNTL (halsibl, 3arpy>XeHHble ¢ agpeca download.domain.com, WENKHNUTE
PacluvpeHHble napamMeTpsl > Mogynb obHapy>xeHus > ObnayHas 3awuTta > OTnpaBka
obpasuoB > UcknioveHusa n fobasbTe NCKYeHne *download.domain.com*.

Mpoueccbl CKAHUPOBAHUA BPEAOHOCHbBIX
nporpamMmm

B pa3nene PaclivpeHHble napameTpsl > Moaynb obHapy>xeHus > Mpoueccbl CKAHMPOBaHMUSA
BPeAOHOCHbIX NPOrpaMM MOXXHO HACTPOWTb NapaMeTpbl CKAHMPOBaHNA ANs Npodunen
CKaHUPOBaHW.

CkaHupoBaHue no TpeboBaHuIo

BbiOpaHHbIN NPOP UL - KOHKPETHLIA Habop NapaMeTpPoB, NCMOb3YEMbIX CKAHEPOM MO 3aMpocy.
YT106bI CO34aTb HOBLIN NPOPUNL, HaXXMUTE U3MEHUTDb BO3/e 3ieMeHTa CNUCoK npodunen.
JonosiHuTeNnbHble CBeleHns CM. B pa3sfene [1podniv CKaHUpoBaHNS.

Mocne Bbibopa NPOGNAS CKAHUPOBAHNS MOXKHO HAaCTPOMTb C/ieAyoLLMe Onuun:

O6beKkTbl CKAHMPOBAHMUA: 4TOObI MPOCKAHMPOBATb ONpPeAesieHHbIN 06BEKT UK rpynny 06 bLEKTOB,
wenkHnTe U3MeHuTb psaaom C napameTpoMm OOBbeKTbl CKAaHUPOBAHUA 1 BbibepuTe BapnaHT B
CTPYKTYpe nanok (aepesa). JoNoAHUTENbHbIE CBEAEHUS CM. B pa3fenie O0bekThl CKaHUPOBaHUS.

3awmTa no TpedoBaHUIO U HA OCHOBE MALLUMHHOIO ODYy4YeHMA: MOXXHO HAaCTPOUTb YPOBHM
OTYETHOCTM 1 3aLUUTbI 418 KaXKA0ro Npouns CKaHmpoBaHusa. Mo ymon4aHuio npoguam
CKaAHMPOBaHUA NCMOb3YIOT HACTPOWKMN, YKa3aHHble B pa3gene 3alunta ansioBo CMCTEMbI B
peasibHoM BpeMeHn. OTKAYUTE NepeknoydaTesb PALOM C 31eMeHTOM Mcnonb3oBaTbh HACTPOUKHM
3aWiMThl B peajibHOM BPeMeHM 419 HaCTPONKM N0JIb30BaTENIbCKMUX YPOBHEN OTHETHOCTU U
3aWwmThl. MoapobHble cBeaeHns 06 YPOBHSAX OTHYETHOCTU U 3alLMThl CM. B pasgesne 3aliuTa.

ThreatSense — pacLUMPEHHblE MapamMeTpbl, HaNpUMep paclumpeHns (anios, KOTOPbIE HY>XXHO
KOHTPOJIMPOBaTb, U UCMOJIb3yeMble MeTOLbl 0OHapyXeHus. s noayYeHnsa SONONHUTENbHbIX
CBeLleHMIN CM. pa3fen ThreatSense.
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NMpocdunm ckaHupoBaHus

B ESET NOD32 Antivirus €CTb YE€TbIpe NpeABapuUTebHO 3aaHHbIX NPOPUIS CKAaHUPOBAHNS:

* UHTenneKTyanbHoe CKAaHMPOBaHUE — 3TO NPOW/b PACLUIMPEHHOIO CKaHNPOBAHMWS MO
yMoJ4aHuo. Ons npohmns NHTENNEKTYalbHOr0 CKaHUPOBAHUS UCMO/Ib3YEeTCS TEXHONOr A
VHTENNEKTYaNbHOW ONTUMU3aLNW, UCKIIIOYaIOLWasn (haiiibl, KOTOPbIE BO BPpEMS NpeablayLLero
CKaHMpOBaHWA bblan onpefeneHbl Kak YACTbIe U C TOr0 BPEMEHMW HE U3MEHSAIUCH. DTO
obecrneymBaeT COKpaLLEHNE BPEMEHWN CKAHUPOBAHNS NPY MAHUMANbHOM BAUSIHAMN Ha
6e30MacHOCTb CUCTEMBI,

+ CKaHMpOBaHMe Yepe3 KOHTEKCTHOE MEHI0 — Bbl MOXKETE 3aMnyCTUTb B KOHTEKCTHOM MEHI0
CKaHupoBaHue no TpebosaHuto ans noboro daina. Mpoduns «CkaHMpoBaHUe Yepes
KOHTEKCTHOE MeHI0» MO3BOJIAET ONpeae/nTb KOHMUIypaLuio CKaHMPoBaHUs, KoTopas byaeT
CMOJIb30BaTLCA MPU 3aMyCKe CKaHMPOBAHWS TaKUM Crocobom.

* Tnybokoe ckaHupoBaHue — [ns npoduns riaybokoro CKaHMpPOBaHNA MHTENNEKTya lbHas
ONTMMM3ALNA MO YMOSYAHUIO HE UCMONb3YETCS, MO3TOMY NPW UCMOIb30BAHMMN 3TOr0 Npoduns
HVUKakKune paibl N3 CKAHUPOBAHUS HE UCK/OYAIOTCS.

* CKaHMpOBaHMe KoMnbloTepa — 3TOT NPOGW/b MO YMOIYAHUIO UCMOb3YETCS Npw
CTaHLAPTHOM CKaHWPOBaHUM KOMMbIOTEpa.

MpennoyTuTeNbHbIE NAapaMeTPbl CKAaHMPOBAHMA MOXXHO COXPAHUTb AJ19 UCMONb30BaHNA B
JasibHenLweM. PekomMeHOyeTCs co34aTb OTAE/bHbIA NPOGWSIb 419 KaXXA0r0 PerynspHo
MCMOJIb3yeMOro CKaHNPOBaHMS (C pa3nnyHbIMM 06 beKTaMmn, METOLaMMN CKaHMPOBaHMA U MPOYUMU
napameTpamu).

YT106bI CO34aTb NPOdUIL, OTKPONTE pa3fen PacluvpeHHble NapaMeTpsl > Moaynb oOHapyxeHus >
Mpoueccbl CKaHUPOBaAHUA BPEOOHOCHbIX NporpaMm > CKaHupoBaHue no TpeboBaHuio >
Cnucok npocdunein > U3MeHnTb. B 0OKHe ilucnetyep npodunen JOCTYNHO pacKpbiBaoLLeecs
MeH!0 BbiOpaHHbIM NPpOdUAb CO CMNCKOM CYLLECTBYIOLINX NPOGUIEn CKaHUPOBaHMA 1 onuuen gns
CO34aHus HOBOro. 115 co3gaHma nNpoduas CKaHMPOBAHUA B COOTBETCTBUN C KOHKPETHbLIMU
noTpebHOCTAMU CM. pa3fen ThreatSense, FAe OMNUCLIBAETCS KaXXAbli NapaMeTp, UCNOJIb3yeMbIA N5
HaCTPOMKN CKAHNUPOBAHUA.

Mpennonoxum, Bam TpebyeTcsa co3faTb COOCTBEHHbIN NPOMUIIb CKaHMPOBaHKA. XOT$
KOH(Urypauns CKaHupoBaTb KOMNbIOTEP 4YaCTUYHO NOAXOAUT, CKAHMPOBATb NPOrpaMmbl-
YNaKOBLUMKNA UW MOTEHLMaJIbHO ONacHble MPUJI0XeHNUS He TpebyeTca n HyXKHO NPUMEHUTb
Bcerpa ucnpaensatb oOHapy>xeHue. Beegnte nmsa HOBOro npoduns B okHe [lucnetyep
npodcdunen n HaxmMuTe KHONKy JLobaBuTb. BribepnTe HOBLIN NPOGMAbL B paCKpPbIBAKOLLEMCS
MeHs BbiOpaHHbIN npoduab 1 HaCTpoVTe OCTasibHbIe MapaMeTpbl B COOTBETCTBMM CO CBOUMY
TpeboBaHMAMY, @ 3aTEM HaXXMUTE KHOMKY OK, 4TOObl COXPaHUTb HOBbIV MPOGUSIb.

Ob0BbeKkTbl CKAHUPOBAHMUSA

B pacKkpblBalOLLLEMCA MEHIO O6beKTbI CKaHUpoBaHUA MOXXHO BblﬁpaTb npeaBapunTesibHO
onpenesieHHbIe 06beKTHI CKaHWpOBaHUA.

* Mo napameTpaM npoduns: BbIOMPAOTCSH 06EKTI CKAHUPOBAHWS, YKa3aHHbIe B BbIOPAHHOM
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npocuae CKaHMpPoBaHMS.
* CMeHHble HOCUTeNU: BbIbUpatoTCa ANCKeTbl, USB-yCTPOMNCTBA XpaHEHWs, KOMMAKT- U DVD-
LBUCKMN.

* XKecTkue BUCKM: BbIONPAIOTCS BCE XKECTKNE AUCKU CUCTEMDI.
+ CeTeBble AUCKMU: BbIOVPAIOTCS BCE NOAKIIIOYEHHbIE CETEBbLIE ANCKM.
* Monb3oBaTeNbCKMI BbIOOP: 0OTMEHA BCeX NpeablayLLinX BbIOOPOB.
CTpyKTypa Nanok (AepeBo) TakXe COAEePXMUT onpefeseHHble 00beKTbl CKAHMPOBAHNS.

* OnepaTUBHaA NaMATb: CKAHNPOBAHNE BCEX MPOLECCOB N AaHHbIX, KOTOPLIE B LaHHbIN
MOMEHT NCMNOJIb3YHTCA OI'IepaTVIBHOIh namMmATbIo.

* 3arpy3o4Hble CeKTopbI/UEFI: CKaHMPOBaHME 3arpy304HbIX CEKTOPOB U UEFI Ha Hann4yme
BPEAOHOCHbIX MporpamMM. lononHUTE bHbIE CBELEHNS O MOAYe CKaHWPOBaHWs UEFI

npuBeneHbl B r10CCapun.

* Baza paHHbIX WMI: CKaHnpoBaHMe Bcen 6a3bl AaHHbIX Windows Management Instrumentation
(WNIl), BCEX MPOCTPaAHCTB NUMEH, 3K3EMMNJIAPOB KJ/1aCCOB N BCEX cBoncTB. MoNCK CCbINIOK Ha
3apaXXeHHble opa|7|nb| nnn BpeagoHOCHbIe NMporpaMmbl, BHeApeHHbIE B BUAE OaHHbIX.

* CUCTEMHbBIA peecTp: CKaHNPOBaHME BCEr0 CUCTEMHOIr0 peecTpa, BCeX pa3fesoB U
noapa3aenos. MoMCK CCbINIOK Ha 3apa)keHHble dalsibl UM BPeAOHOCHbIE MPOrpaMMbl,
BHeApPEHHbIe B BMAE AaHHbIX. [1pn 04ncTKe 06Hapy>XeHMI CCblJIka OCTAeTCs B peecTpe BO
n3bexxaHne NOTepn Kaknx-1mbo BaXKHbIX AaHHbIX.

YT106b1 HBICTPO NEpenTH K 06BEKTY CKaHMpPOBaHMUA (anay nam nanke), BBeAUTe ero nyThb B
TEKCTOBOM Mo/1e NoA APEeBOBUAHOW CTPYKTYpPOW. yTb BBOAUTCSA C y4eTOM pernctpa. Yrobeol
BKJIIOYUTb 0OBEKT B CKaHWpOBaHWe, yCTaHOBUTE ero p1aXkok B ApeBOBUAHON CTPYKTYpe.

CKaHMpOBaHMe B COCTOAHUMN NPOCTOA

Bbl MOXKeTE pa3pelnTb CKaHUPOBAHNE B COCTOSHMM NPOCTOS, BbIOpaB PacllivipeHHbIe NapaMeTpbl B
MeHio Moaynb o6HapyXXeHus, a 3aTeM Mpoueccbl CKAHMPOBAHUA BPeAOHOCHbIX MPOrpamm >
CKaHUpoBaHMe B COCTOSAHUU NPOCTOA.

CKaHMpOBaHMe B COCTOAHMM NpoOCTOA

Bko4nTe NnepeknoyaTesb PALOM C 3JIEMEHTOM BKAOYUTL CKaAaHUpPOBaHUE B COCTOSHUM NMPOCTOA,
4TObbI BK/IOUYUTD 3TY PYHKUMIO. KOrga KoMnbeloTep Haxo4AnTCA B COCTOAHMN NPOCTOA,
dBTOMaTUYECKWN BbIMNOJIHAETCA CKaHNPOBaHNE KOMIMbIOTEPaA Ha BCEX XECTKUX ANCKaX.

Mo yMOSIYaHMUIO CKAaHUPOBAHWE B COCTOAHMMW NPOCTOS He paboTaeT, ecnu KomnbloTep (HoyTOyK)
paboTaeT oT HaTapen. ITOT NapaMeTp MOXKHO U3MEHUTb, BKJIIOYUB NMOJI3YHOK PSLOM C 3/1IEMEHTOM
CkaHupoBaTb Aax<e B caiyvyae paboTbl KOMNbIOTEPA OT aKKYMYJISTOpa B pasgene
«PaclwimpeHHble MapamMeTpbl».

B mONONHWTENbHbIX HAaCTPOKax BbibepuTe NnapameTp BKAO4YMTbL BegeHue XXypHanoB, 4Tobbl
pe3ynbTaTbl CKAHMPOBAHMA KOMMbOTEPa PErMCTPUPOBANNCE B pa3aene Panbl )KypHasios (B
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r1aBHOM OKHe nporpaMmel nepenante B Cny>xebHble nporpaMMbl > ®aisibl XXYPHaANOB 1
BbibepnTe CKaHMpOBaHWe KOMNbIOTEPA B PACKPbIBAIOLWEMCS MeHIO XKypHan).

CKaHMPOBaHMe B COCTOAHMM NPOCTOA

MoNHbIN CNUCOK yCJ'IOBI/II7I 014 3alyCKa CKaHNPOoBaHUA B COCTOAHUN NPOCTOA CM. B pa3fene
CKaHMpOBaHME B COCTOAHUM NPOCTOS.

ThreatSense — paclUMPeEHHbIE MapaMeTpPbl, HANPUMepP paclUNpPeHna PainioB, KOTOPbIE HYXKHO
KOHTPOJINpPOBaTb, N NCMNOJIb3yeMble MeTOAbl 06Hapy>Keva. [lonosiHuTEeNbHbIE CBEIEHUS CM. B
pa3gene ThreatSense.

CKaHupoBaHUe B COCTOAHUM NPOCTOA

HacTpoKn CKaHNMPOBaHUS B COCTOSIHMM NMPOCTOS MOXHO U3MEHWUTb B MEHI0 PacllimpeHHble
napameTpsl > Moaynb o6HapyxeHus > Mpoueccbl CKaHNPOBaAHUA BPeAO0HOCHbIX MPOrpaMM >
CkaHupoBaHMe B COCTOSSHUMU NPOCTOA > CKaHMpPOBaHUE B COCTOAHMM MPOCTOA. DTN NapamMeTpbl
NO3BONSIOT YKa3aTb YC/I0BME 3anycka 0OHapy)XeHrs B COCTOAHMM NPOCTOS, Hanpumep:

¢ BbIK/1IOYEHHbIN 9KpPaH UK 3acCTaBKa
° 6ﬂOKMpOBKa KOMNblOTEpa,
* Bbixop nonb3oBaTtens

Wcnonb3yinTe hnaxkkn 4Ns KaXK4oro COCTOAHMS, YTOObI BKIIOYUTD UMW OTKJIIOYUTL Pa3finyHble
yCnoBus 0bHapy>XeHns B COCTOSIHUN NPOCTOS.

CKaHUpPOBaHUe Npu 3anycke

Mpw 3arpy3ke KoOMMNbloTepa U 06HOBNEHUN MOAY NS 0BHAPYXXEHNS aBTOMATUYECKMN MPOBEPSIIOTCA
haiinbl, NCNOMHAEMbIE MPU 3aMyCcKe CUCTEMbI. ITO CKAHMPOBAHWE 3aBUCUT OT KOHMUIYPaLLMM 1 3318y
MJaHUPOBLLVKA.

CkaHupoBaHMe hainaoB, UCNOJHAEMbIX MPK 3anyCKe CUCTEMbI, BXOAMT B 3a4a4y NAaHNPOBLLNKA
MpoBepka ¢pannos, UCNONHAEMbIX NPU 3aNyCKe CUCTEMbI. [1/15 NU3MEHEHUS ee HAacTPoeK
nepenanTe B pasaen UHcTpyMeHTbl > MNaHUMPOBLUMK, LLENKHATE 31eMeHT ABTOMaTU4YecKasn
npoBepka (pannoB Npu 3anycke CUCTEMbI, a 3aTeM — U3MeHuTb. Ha nocnenHem sTane
0T0BpPa3nNTCA OKHO ABTOMATUYECKas NPOBepPKa (hanJioB Mpu 3anycke cuctemsl. bonee nogpobHele
WHCTPYKLUW NO CO3LaHMUI0 3aay B MJIaHUPOBLLMKE U ypaBieHNUo UMK CM. B pa3gene Co3aaHue

HOBOW 3aa4u.

ThreatSense — pacCLUMPEHHbIE NAaPaMeTPbl, HANPUMEP PacLLUMpPeHnst PaniioB, KOTOPbIE HY)KHO
KOHTPOJZINPOBaTb, N NCMOJIb3yEMbIE METObI 06Hapy>KeH|/|s=|. ,D,OI'IOJ'IHVITEJ'IbeIe cBegeHunsa CMm. B
pa3pene ThreatSense.
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ABTOMaTHU4YecKan npoBepka pansos npu
3anycke CUCTEMbI

Mpun co3naHuny 3aniaHnpoBaHHoOM 3aga4n «lMpoBepka hanaos, NCMONHAEMbIX MPU 3anyCKe CUCTEMbI»
NpefocTaB/AETCS HECKOIbKO BapvaHTOB HAaCTPOMKM CieayoWmnx napamMeTpoB.

B packpbiBatoLieMcs MeHi0 OB beKTbl CKAHMPOBAHMUA YKa3biBaeTCA rnybrHa CKaHWpOBaHNA (halinos,
NCMOJHAEMbIX NMPW 3anycke cucTeMbl. CKaHMPOBaHME BbIMOJIHAETCS HAa OCHOBE CEKPETHOIO CJI0XKHOIO
anroputMa. ®ainbl ynopanoyeHsl o ybbiBaHNIO B COOTBETCTBUN CO CIEAYIOLLMMU KPUTEPUSMU.

* Bce 3apeructpupoBaHHble Tunbl (hannoB (Hanbosbllee KONYECTBO CKaHMPYEMbIX halnnoB)
* Pegko ucnonbsyembie pansibl

* O6bIYHO ucnonb3yembie hansbl

* YacTo ucnosnbsyembie panbl

* Tonbko Hanbonee yacto ucnonb3lyemsbie hannbl (HaVMeHbLLEE KOIMYECTBO CKaHUPYEMbIX
thannos)

Takxe CyLLecTBYOT Be 0cobble rpynmbl.

» ®annbl, KOTOpble 3aNyCKaloTCA Nnepea BXO40M NOJib30BaTeNA: COAEPXUT alnbl 13
TaKUX Narnok, KOTOpble MOXHO OTKPbLITb 6€3 BXo[a Nosib30BaTeNs B CUCTEMY (B TOM Yucne
60JIbLUMHCTBO 3JIEMEHTOB, NCMOJHAEMbIX MPW 3anyCcke CUCTEMbI: CNTY>Xbbl, 06beKTbI MOAY S
noanepXxku bpaysepa, yBegomaeHus Winlogon, 3afjaH1s B M1aHMPOBLLKKE Windows, NU3BECTHbIE
bubnmoTekn DLL U T. 4.).

* dainbl, 3anycKaloLwmecs nocsie BXoaa Nosib3oBaTeNs: COAEPXKMNT palibl U3 TaKMX Nanok,
KOTOPbIE MOXHO OTKPbITb TOJIbKO NMOC/IE BXOMa MOJIb30BaTENS B CUCTEMY (B TOM Yyucne daibl,
3alyCKaeMble noa KOHKPETHbIMW YYETHLIMIU 3aNNCAMN: 06bIYHO (palhﬂbl M3 Nanku
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnnckmn ¢ainos, KOTOpble HY>XHO MPOCKAHUPOBATb, ABAATCS (UKCUPOBAHHLIMW AN KaXK A0
BbILLENPUBEAEHHON Fpynnbl. ECn BbIBpaTh MeHbLUYO FyBUHY CKaHWpOoBaHUS Ans (aiinos,
NCMOJHAEMbIX NPW 3aMycke CMCTEMbI, aiiibl, KOTOPbIE He OblIM MPOCKAHMPOBaHbI, ByayT
CKAHUPOBATLCS MPU OTKPLITUUN UV UCTIOSIHEHWN,

anOpMTET CKaHUpPOBaHUA: YPOBEHb NMPUOPUTETHOCTHN, I/ICI'IOJ'Ib3yeMbIIZ ONa ornpeneneHns yCJ'IOBI/IVI
Ha4ajla CKaHUpOBaHNA.

* Mpu bespencTBuun: 3a8a4a 6yaeT BbINOMHATLCSA TONLKO Npn 6e34eNCTBUN CUCTEMBI.
* CaMblf HU3KMMU: MUHUMAIbHASA Harpy3ka Ha cCUcTemy.
* Bonee HU3KMM: HM3KaA Harpyska Ha cUCTeMmy.

» CpeAHMH: CpeliHAs Harpy3ka Ha cucTemy.
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CbeMHblIe HOCUTeNM

ESET NOD32 Antivirus 0becrneynBaeT aBTOMaTUYECKOE CKaHVPOBaHME CbeMHbIX HOCUTeNel (KOMMaKT- U
DVD-AMCKOB, USB-yCTPONCTB 1 T. M.) NPY UX NOAKYEHUN K KOMMbIOTEPY. 9TO MOXET ObITb yA06HO,
ec/ alMMHUCTPATOP KOMMbIOTEPa X04eT NPpefoTBpaTUTb NOAKJIYEHME N0J1b30BaTENAMU CbEMHbIX
HOCUTenen C HexxenaTesibHbIM COAEPKUMbIM.

Ecnn B pa3pene PaclumpenHsie napameTpsl > Moaynb obHapy>xeHus > Mpoueccbl CKAaHUPOBaHUA
BPEeAOHOCHbIX NporpaMm > CbeMHble HOCUTENHM BKJIIoYeH NapameTp MokasaTb napaMeTpbl
CKQHMPOBAaHMA, TO NPU MNOLKIIIOYEHNN CLEMHOMO HOCUTENS 0ToBpaXkaeTcs cnefylolee AMaNOroBoe
OKHO:

(es NOD32 ANTIVIRUS

lMapamMeTpbl 3TOro ANAN0OroBOro OKHa:
* CKaHHpOBaTb cenyac: 3alyCK CKaHNpOBaHNA Cb€MHOIo HOCUTENA.
* He ckaHMpoBaTb: CbeMHbIE HOCUTENN CKaHMPOBATLCA He 6y,uyT.

» HacTpo#Ka: Bbi30B PaCLUVIPEHHbIX NapaMeTPbI.

* Bcerpa ucnosb3oBaTb BbiIOpaHHbIA BapMaHT: €C/IM YCTAHOBUTL 3TOT (hJ1aXKoK, BbibpaHHOe
gencTeme 6yneT BbiMOJHATLCA KaXXAblA pa3, KOrja BCTABNASETCH CbEMHbIA HOCUTEND.

Kpome TOro, B ESET NOD32 Antivirus €CTb MOAY/b KOHTPOJIA YCTPOWCTB, AAOLLMIA BO3MOXHOCTb
3a4aBaTb NpaBuW/a UCMOJIb30BaHUS BHELLIHMX YCTPOMNCTB Ha YKa3aHHOM KOMMbIOTEpPE.
JononHuTenbHble cBeAeHUs 06 3ToM Moflysie CM. B pa3fene KoHTPOJb YCTPOMCTB.

Y706bl N3MEHUTb HACTPOMKMN CKaHUPOBAHUS CbEMHbLIX HOCUTENEN, MoCeA0BaTeNbHO Bbibepute
3NeMeHTbI PaclimperHble napaMeTpsl > Mopynb 06HapyxeHus > Mpoueccbl CKAaHMPOBaHUA
BPEeAOHOCHBbIX NPpOorpaMM > CbeMHble HOCUTENM.

[encTeme, KoTopoe cnenyeTt NPeAnpPUHATbL NOCAE NOAKI/IOYEHUA CbeMHOro HocuTens: Boibop
LEeNCTBUSA MO YMOSTYaHNIO, KOTOPOE BbINMOJHAETCSA NPY NOAKJIYEHUN CbEMHOIO HOCUTENS (KOMMaKT-
INCKa, DVD-AnCKa, USB-yCTPONCTBA) K KOMMbIOTEPY. Bbibepnte oencTBme, KOTOPOE HY)KHO
BbIMNOJIHATb NPU NOAKMOYEHNN CHEMHOIO HOCUTENSA K KOMMbIOTEPY.

* He ckaHupoBaTb: feNcTBUS He ByayT BbIMONHATLCSA, OKHO OBDHapy>XKeHO HoBoe YCTPOMUCTBO
OTKPbIBaTbLCSA He byneT.

106



* ABTOMaTu4yeckKoe CKaHUpoBaHue YCTpOﬁCTBZ BbIMOJIHAETCA CKaHNPOBaHMNE NOAK/IHOYEHHOI 0
K KOMMbOTEPY CbEMHOI0 HOCUTENA.

* MMokasaTb napaMeTpbl CKAHUPOBaHUA: Nepexon B pasnes, roe HaCtpanmBatoTCA LEencTBmS Co
CbeMHbLIMU HOCUTEJIAMMU.

3awuTa AOKYMEHTOB

OYHKLMA 3aLLMTbl LOKYMEHTOB CKaHUPYET LOKYMEHTbI Microsoft Office mepefs X OTKPLITUEM, @ TakXe
NnpoBeEpPAET Cp8|7|)'|bl, dBTOMATU4YECKWN 3arpy>Xaemsble 6pay3ep0M Internet Explorer, TaKune Kak 3JIeEMEHThI
Microsoft ActiveX. ®yHKLUSA 3aLLUNThl 4OKYMEHTOB 0becneynBaeT 6€30MacHOCTb B AOMOJ/IHEHME K
(OYyHKLMM 3aWwnThbl (halnsioBON CUCTEMbI B peasibHOM BpeMeHU. Ee MOXXHO OTK0UYNTb, 4TOObI
YNYyHWNTb NPON3BOANTENBbHOCTb CUCTEM, KOTOPbIE HE COAEPXKaT 60JibLLIOE KOIMYEeCTBO OOKYMEHTOB
Microsoft Office.

YT106bl aKTMBMPOBATL (PYHKLIMIO 3aLLMThl JOKYMEHTOB, OTKPOMNTE PacluvpeHHble napameTpsl () >
Moaynb o6Hapy>xeHus > NMpoueccbl CKAHUPOBaHUA BPeAO0HOCHbIX NPOrpamMM > 3aluTa
DOKYMEHTOB |1 LLEeJIKHUTE NON3YHOK PSLOM C 3/1IeMeHTOM BKAIOYUTDL 3aLLUTYy AOKYMEHTOB.

ThreatSense — paclUMpeHHbIE NapaMeTpbl, HaNpUMep paclwmnpeHnsa annoB, KOTOPbIE HYXKHO
KOHTPOJINPOBaTb, N NCMOJIb3yeMbIE METObI 06Hapy)KeHI/IF|. [lononHnTenbHble CBEAEHNSA CM. B
pa3pesne ThreatSense.

OTa PYHKUMA aKTUBUPYETCS MPUIOXKEHNAMIU, B KOTOPbIX UCNOb3yeTCsA Microsoft Antivirus API
(Hanpumep, Microsoft Office 2000 1 6onee NO3AHUX BEPCUIN UK Microsoft Internet Explorer 5.0 1
6onee no3gHMX BEPCUN).

Cuctema HIPS

N3mMeHeHMs B NapaMeTpbl CUCTEMbI HIPS AO/IKHBI BHOCUTb TOJIbKO OMbITHbIE NMOJIb30BATESN.
A\ HenpaBunibHas HacTPONKa 3TUX MAPaMETPOB MOXKET NPUBECTU K HeCTabunbHon paboTe
CUCTEMBI,

CucTeMa npenoTBpaLLeHUs BTOPXXEHUI Ha y3en (HIPS) 3alMiaeT 0T BPeLOHOCHbIX MPOorpamMMm u
APYroi HexxenaTeslbHON aKTUBHOCTUW, KOTOPbIE MbITATCSA OTpULLATENbHO MNOBANATL Ha 6e30MacHOCTb
KOMMbloTepa. B cucteme npeaoTBpaLLeHns BTOPXKEHWNIA Ha y3e1 UCNOJb3YEeTCs PAaCLUMPEHHBIV aHaNN3
NOBELEHNSA B COMETAHUN C BO3MOXKHOCTAMM CETEBOW nnbTpaummn no obHapyxeHuto, 6naropaps
4eMy OTC/IEXMBAKOTCA 3anyLeHHble NPOLECChl, haitfibl U pa3aensl peectpa. Cuctema
NpefoTBPaLLEHNS BTOPXKEHMWI Ha y3ea 0TANYAEeTCs OT 3alMThl (hallIoBON CUCTEMbI B pEXNUME
peanbHOro BPEMEHM 1 He ABNSeTCsA (palepBOIOM; OHA TONbKO OTC/EXMBAET NPOLIECCHI, 3anyLeHHble
B OMepaLMoHHON CUCTEME.

MapameTpbl CUCTEMbI HIPS MOXKHO HacTpOUTb B pasfesie PacluvpeHrHble napamMeTpsl > Moaynb
obHapy>xeHus > Cuctema HIPS > CucteMa HIPS. CocTosHMe HIPS (BKJIOYEHO/OTKJTOHEHO)
oTobparkaeTcs B r1aBHOM OKHe nporpaMmMbl ESET NOD32 Antivirus, B pa3gene Hactpomnka > 3awuta
KOMMNbloTEepa.
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,ﬂ,OI'IOJ'IHHTEJ'Ibele HacTpoOUKH = X ?
| Moaynk o6Hapyxenna B | B Cucrema HIPS 5
OBnayHan 3aWwmTa
MpoLeccs! cKaHMpoBaHUs Brnrounte cucteny HIPS m o
BPeAOHOCHEIX Nporpamm &
PeA porp e . | BrntouuTe Moy Nt CAaMO3aLLINTLL a
Cwcrema HIPS
| O6HoeneHue @
BiAMMHTE pacLUMPEHHBIR MOgYNE CKAHWMPOBAHNA NAMATH m (1]
| 3awmta B B
BrntoquTe BNoKMpoBLLMK SKCMNORTOE m a
| Cepanc
MNogKkAUYEHHE InyGokan noBepeHyeckan NpoBEpKa
- BientouuTe riyBokyto NoBEjeHYECKYHD NPOBEPKY . ) a
WuTepdeiic T i ’
none3osatens @ cknrouenna WzmeHnTE (1]
| YeegomMaeHMA 5 ]
= 3awmTa oT NPOrpaMm-EbIMOrarenen
HacTpoiikm el
KOHPNACHUMANEHOCTHA BrAHOMUTE 3aLLMTa OT NPOrpamMmM-BeIMoraTensi m a

Hacrpoiikm cucremm HIPS

Mo ymonuanmio m OTmenHa

Cucrema HIPS

BK1I04MTb cucTeMy HIPS. B ESET NOD32 Antivirus cUCTeMa HIPS BK/IOYEHA MO YMOIYaHWIO.
OTKJII04eHMe cucTeMbl HIPS MprBefeT K OTKIIOYEHMIO ee (YHKLUNIA, BNOKMPOBLLVKa KCMIOATOB.

BKAOYUTL MOAYJIb CaMO3alMTbl — B ESET NOD32 Antivirus MICNO/Ib3yeTCs BCTPOEHHAs B CUCTEMY
HIPS TEXHOMOT NS CAMO3aLLMUThI, KOTOPas He MNO3BONSET BPELOHOCHLIM NPOrpaMMaM NoBpeanTb NN
OTKJ/IO4MTb 3aLLMTY OT BUPYCOB U LUMMOHCKMX NporpaMm. Moaynb camo3alumTbl obecneynsaeT
3alWMUTY CaMblX BaXKHbIX MPOLECCOB CUCTEMbI 1 NPOrpaMMbl ESET, pa3aenoB peecTpa v ainnos oT
BMeLlaTeNbCTBa.

BKNIO4YMTDb 3aLLMLLEHHYIO CNYXOy — BkatovaeTcs 3awmTta cnyx6bbl ESET (ekrn.exe). ECn napameTp
BKJIIOYEH, Cny>xba 3anyckaeTcs B BUAeE 3alLMLLEHHOro npouecca Windows 411 3alUMTbl OT aTak
BPELOHOCHbLIX NPOrpamMmm.

BKJIIO4YMTb paclUMpPeHHbIA MOAYJIb CKAHUPOBAHMA NaMATU paboTaeT B coYeTaHNM C
6IOKMPOBLLMKOM 3KCMIONTOB 418 YCUIEHWUS 3alLMTbl OT BPELOHOCHBLIX NMPOrpaMM, KOTOpble MOryT
n3beraTb 06HapyXeHMs NPOAYKTaMI 4S8 3aLUMUTbl OT BPEAOHOCHbIX NPOrpaMM 3a cyeT
NCNOJIb30BAHNSA YMbILIEHHOMO 3aMyThiIBaHUS WX LWNGPOBAHNA. PaClUMPEHHbIA MOAY b
CKaQHMPOBAHMA MaMATH MO YMOMYaHMIO BKOYEH. [JoNoNHMTENbHYIO nHopMauuto 06 3Tom Tune
3alWMUTbI CM. B [JI0CCAPUN.

BNOKMPOBLUMK 3KCNIOUTOB NpefHa3HayeH ANs 3alnTbl NPUIOXKEHWIA, KOTOPbIE 0ObIYHO YS3BUMbI
ANsi SKCMIONTOB, Hanpumep 6pay3epos, NporpamMm ajs YTeHus PDF-(paiioB, MOYTOBLIX KIMEHTOB U
KOMMOHEHTOB MS Office. B/IOKMPOBLLMK 3KCMIONTOB MO YMOMYAHUIO BKJOYEH. [LOMOSAHUTENbHYIO
nHopMaLMto 06 3TOM TuMne 3aLlnTbl CM. B [10CCapPUN.
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Fnybokas noBepeH4YecKana NnpoBepkKa

BknounTtb rnybokKylo noBegeH4ecKylo NpoBepKy — 3TO eLle OAMH YPOBEHb 3aLLUNTHI,
NCNOJIb3YeMbI CUCTEMOM HIPS. TO paclumnpeHne CUCTeMbl HIPS aHaNn3npyeT NoBedeHne Bcex
nporpamMm, 3anyLLleHHbIX Ha KOMMbOTEpe, 1 NpeaynpeXxaaeT Bac, ecam npouecc Beget cebs, Kak
BPELOHOCHbIN.

icknto4yeHnsa cucteMsl HIPS 13 raybokor noBegeHYeCcKon NPoBEPKY MO3BONAIOT UCKIHOYUTL U3
aHann3a onpegeneHHble npouecchl. YTobbl 0becneynTb CKaHMPOBaAHME BCEX NPOLECCOB Ha Haan4ymne
yrpo3, peKoOMeHAyeTCa C034aBaTbh UCKIOYEHNSA TONLKO B C/lyvae KpanHen HeobxoaumocCTw.

3awuTa OT NporpaMM-LLIaHTa>kKUCTOB

3awumTa OT NPOrpaMM-LLIAHTAXKMUCTOB: 3TO ELlle OANH YPOBEHb 3aLLUTbI, DYHKLIMOHUPYIOLNIA KaK
KOMTMOHEHT cucTeMsI HIPS. 115 paboThl MOy 3aWUThl OT NMPOrPaMM-LLAHTAXXUCTOB HE06X0ANMO,

4yTOObI CCTEMa penyTaLmm ESET LiveGrid® Obila BKAOYeHa. [LonoHUTebHY0 nHdopMaLuo 06 3Tom
TUNe 3aLINThI.

BknioumThb Intel® Threat Detection Technology: nomMmoraeT obHapy>XnBaTb aTakun NporpaMm-
BbIMOraTenen, NCNosb3ys YHUKaJIbHYO TENEMETPUIO NpoLeccopa Intel 4N NOBbILLEHUS
3(pHEKTMBHOCTN 0OHAPYXXEHNS, YMEHbLIEHMNSA KOIMYECTBA JIOXKHbLIX NpeaynpexaeHuin ob yrposax u
pacLUMPEHNS BO3MOXXHOCTEN NPOTMBOLENCTBUS NEPESOBLIM METOAaM YKAOHEHUS OT 0bHapyxeHus.
CM. nHopmMaLmio 0 NogaepxmnBaeMblx NpoLeccopax.

HacTpouku cucteMbl HIPS
Pexum dmanpau,uu MO>XHO BbIMNOJIHATbL B OAHOM U3 CNIEAYOLLNX PEXXMNMOB.
ABTOMaTHU4YECKMH peXxum BkntoveHbl Bce onepaunn 3a NCKIKNYeHneEM Tex, KoTopble

3a6J'IOKV|pOBaHbI npenBapunTesibHO 3a4aHHbIMU NMpPpaBU1aMu,
3alnwatowimMn KoOMnbloTep.

NHTennekTyanbHbINA Monb3oBaTenb byneT nonyyaTb YyBeAOMIEHNS TONbKO 06 04eHb

pexum NO403PUTENbHbBIX COBLITUAX.

NHTepakTUBHBbIK peXuM  [lonb3oBaTesnb byaeT nonyvyaTb 3anpockl Ha NOATBEPXKAEHNE
onepauun.

PeXXuM Ha ocHOBe 610KMpytoTCA BCE ONepaLmm, KpoMe Tex, YTO paspeLleHsl

NONUTUKMU onpeLeneHHbIM NpaBuJIoM.
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PeXxum obyuyeHus Onepaunn BKJIIOYEHbI, U NOCJIE KaXKA0W ornepauun co3faeTcs
npaswso. MpaBwua, co3faBaeMble B TaKOM PeXUME, MOXHO
npocMoTpeTh B pegakTope Mpasuna HIPS, HO UX MPUOPUTET HUXKE,
4yeMm y npasui, CoO3LaBaeMblX BPYYHYIO UM B aBTOMaTUYECKOM
pexume. Mpun Boibope anemeHTa Pexxum ody4yeHus B
packpbiBaoLWwemMcs MeHio Pe)xum punbTpaumum CTaHOBUTCA
LOCTYrMHbIM NapameTp Pe>xum obyuyeHusa 3aBepumntca. Boibepute
LNIMTENbHOCTb ANa pexuma obyyeHuns. MakcumanbHas
LNIMTeNbHOCTb — 14 fHel. Korfa yKasaHHbIN Nepuo, 3aBepLunTcs,
BaM byaeT npeanoXKeHo U3MeHMTb NpaBuia, Co3aaHHbIe CUCTEMOIA
HIPS B pexxume oby4yeHus. Kpome Toro, Bbl MOXKeTe BbiOpaTh Apyron
peXuM punbTpaLmMm UAN OTA0XKNTL peLleHrne U NPOLOIKNTb
MCN0Nb30BaTb peXnM 0byyeHus.

Pe>xum 3apaH nocne 3aBepLUeHUA peXxuMma obyuyeHus. BoibepuTe 3T0T pexum puabTpaumm,
KOTopbin ByaeT 0encTBOBaTb MO OKOHYaHWUM UCMOAb30BaHMA pexnmMa obyyeHns. YTobbl nocne
3aBepLUeHns pexnma oby4eHUs N3MeHUTb pexum uabTpaums HIPS Ha CNIPOCUTb NONb30BaTeNs,
HY>XHbl NpaBa aAMUHUCTPaTOpPA.

CucTema HIPS 0TCNIeXnBaeT CobbITUS B ONEPALIMOHHON CUCTEME 1N PearupyeT Ha HIX
COOTBETCTBYOLLMM 06pa3oM Ha OCHOBE NPaBWJI, KOTOPbIE aHANOrMYHbI NpaBuaaM daiiepBona.
Ha)xmuTe KHomnky HacTpouTb psgomM ¢ anemeHToM MpaBuna, 4Tobbl OTKPLITL PEAAKTOP NPaBu
cucTeMbl HIPS. B 3TOM OKHe MOXXHO BbiOVpaTb, CO3[1aBaThb, U3MEHATb U YOaNATb NpaBuna.
JlonoNHUTENbHbIE CBEAEHUS O CO3AaHMMN MPABWU 1 OMNepaLUsax CUCTEMbI HIPS CM. B pa3aese
3MeHeHMe NpaBuia CUCTEMbl NPEAOTBPALLEHNS BTOPXKEHWIA Ha Y3e.

NcKNIoYeHus cucteMbl HIPS

C NOMOLLbIO NCKTIOYEHNIA MOXKHO UCKOYaTh npouecchl n3 FJ'Iy6OKOI7I noBeeH4Yeckomn NPOBEPKU
CNCTEMBI HIPS.

YT106bl NI3MEHUTb UCKNIOYEHNS CMCTEMbI HIPS, OTKpPOMTE pa3fen PaclivpeHHble napameTpsl > Moaynb
obHapy>xeHus > Cuctema HIPS > Cuctema HIPS > UcknioueHus > U3MeHUTD.

He cnenyeT nyTaTb 3Ty PYHKLMIO C APYTUMIN BO3MOXHOCTAMM NCKOYEHNA — VICKIOYEHHbIE
pacwimpenus dannos, UcknoyeHns n3 obHapyxeHus, ickatovyeHnsa ons bblIcCTpoaeNCTBUSA NN
NcknYyeHus oas npoueccos.

YT00bl UCKNIOYNTL 00BEKT, WenkHUTe [Jo6aBuTb 1 BBEAMTE NYyThb K 00LEKTY UM BLIAENNTE €ro B
APEBOBUAHON CTPYKTYpe. BbibpaHHble 3annch TakXe MOXXHO U3MEHNTb U yAanTb.

PacluupeHHble napaMeTpbl HIPS

lNepeyncnieHHble fdanee napaMeTpbl MNOJE3Hbl 418 OTAaKM N aHa/In3a NOBeAeHNA MPUN0XKEHNS.

[lpaiiBepbl, 3arpy3ka KOTOPbIX pa3pellieHa BCeraa: 3arpy3ka BblbpaHHbIX ApaliBepoB pa3pelleHa
BCerfa, He3aBMUCKMO OT HACTPOEHHOM0 peXnMa PuNbTPALUK, €CIN OHK He 3ab10KMPOBaHbI B IBHOM
BU/Ee MpaBuIOM MoJib30BaTeNs.
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PeructpupoBaTb Bce 3a0/10KMpoBaHHbIe onepaumm: Bce 3a6/10KMpoBaHHbIe onepaumm byayT
3annCbIBaTbCS B XXYPHas HIPS. icnonb3yinTe 3Ty PYHKLNIO TONBKO MPY YCTPAaHEHUN HENONAL0K WK
Mo 3anpocy CNyXObl TEXHMYECKON NOAAEPXKKM ESET, TaK Kak OHa MOXET €034aTb 04eHb 60JbLLOW
thann XypHana n 3ameganTb paboTy KoMNblOTEPA.

Coobwatb 06 U3MEHEHUSAX NPUOXKEHUH, 3arpy>KaeMbiX NPKU 3anycKe CUCTEMbI: Npu
no6aBfeHNN NN yaaneHun NpunoXXeHuns, 3arpy>aemMoro npu 3anycke cMcTeMsl, Ha paboyem ctone
oTobparkaeTcsa yBeLoMIeHme.

IpauBepbl, 3arpy3ka KOoTopbiX pa3peLleHa
Bcerpga

3arpy3ka ApaiiBepoB, 0TOBpaXKEHHbIX B 3TOM CMUCKE, pa3peLleHa BCEraa BHe 3aBUCMMOCTY OT
peXxuma uibTpaLmm HIPS. 3TO He KacaeTcs C/lyyYaeBs, Kora 3arpy3Kka fpaiiBepa sBHbIM 06pa3oMm
3a6/10KMpoOBaHa NPaBWIOM NoJb30BaTENS.

Do6aBuTb: [o6aBNeEHME HOBOrO ApaliBepa.
N3MeHUTb: n3MeHeHue BbibpaHHOro aparBsepa.
YpanuTtb: yoaseHne gpaBepa U3 Crucka.

COpoc: nepesarpyska CUCTEMHbIX ApaiiBEpPOB.

Ecnn wenkHyTb anemeHT COpoOC, ApaiBepsl, fob6aBNEHHbIE BPYYHYIO, OByayT yaaneHsl n3
CNMCKa. DTO MOXKET NPUrOANTLCS, eCnv Bbl f06aBUSIN HECKOJIbLKO APaNBEPOB 1 HE MOXETe
YyLanNTb NX U3 CMIUCKA BPYYHYIO.

Mocne ycTaHOBKM CNUCOK ApalBepoB NyCT. ESET NOD32 Antivirus 3aM0JIHAET CNMUCOK
dBTOMaTUYECKKN C TEYEHNEM BPEMEHN.

NHTepaKTUBHOE OKHO HIPS

B okHe yBeOMNEeHMI HIPS MOXKHO CO3L4aTb NPaBUSI0 Ha OCHOBE HOBbLIX AENCTBUIA, 0BHAPYKEHHbIX
cucTemoin HIPS, 1 ONpeaenunTb YCI0BUS, MPU KOTOPbLIX Takoe AeicTBme ByneT pa3peLleHo uam
3anpeLLeHo.

lMpaBuna, co3gaBaeMble B OKHEe yBEﬂ,OMJ'IEHVIVI, CHNTaAOTCA PpaBHO3Ha4YHbIMWU NMPaBWaM, CO3O0aHHbIM
BPY4HY!10. MpaBunno, Co3gaHHOe B OKHe YBe,EI,OMJ'IeHVII7I, MOXeT ObITb MeHee I'IO,EI,pOﬁHbIM, 4eM rpasuo,
KOTOpOE BbI3BaJi0 NMoABIEHNE 3TOIr0 AMNaJiIoOroBOro OKHa. 9TO0 3HAYUT, 4TO NoCae Co34aHNSA Takoro
npaBuia B AMa1OrOBOM OKHE 3Ta »Ke onepauinsa MOXKET Bbl3BaTb NMOABJIEHNE TAaKOro >xe OKHa.
HononHnTenbHble cBegeHNsA CM. B pa3gesie [1prnopuTeTHOCTb A4 NpaBusl HIPS.

Ecnv onsg npaBuna no ymMosi4aHuo YCTaHOBMEHO fAeiicTBMe CnpaluuBaTh KaXKAbli pas, To nNpu
KaXK[oM 3anycke npasuia byaeTt oTobpaxxaTbCs ANANOroBoe OKHO. [11s onepaunmn TakxKe MOXHO
BblIbpaTh Apyrue AencTens: 3anpeTuTb iy PaspewnTb. Ecnv nonb3oBaTeNb He BoIbUpaeT
LEeCTBME B TEYEHNe onpeaesieHHOro BpeMeH, Ha 0OCHOBEe NpaBul BbibpaeTcs HOBOE AENCTBME.

Bbibop napameTpa 3anOMHUTb A,0 3aKPbITUA NPUIOXKEHUA NPUBOAUT K UCMOJIb30BAHNIO AENCTBUS

111



(PaspewMTb/3anpeTuTb) 0 TEX NOP, NOKa He ByayT N3MEHeHbI MPaBuia U PeXMUMbI
dunbTpaumm, He byneT 06HOBNEH MOAYb CUCTEMbI HIPS Uin He ByeT BbINOHEHA Nepe3arpyska
KoMnbloTepa. Mocne BbINOSHEHNS I060ro 13 3TUX Tpex LeNCTBUA BPEMEHHbIE MpaBuaa yaaNaoTCs.

Ecan BbibpaTb NnapameTp Co3paTbh NpaBuIO M 3aNOMHUTbL HaBcerpa, byneTt cosgaHo HoBoe
npaBuIo HIPS, KOTOPOE MO3Xe MOXHO U3MEHUTb B pa3aene YrpasseHve rnpasuiamm HIPS (HyXKHbI
npasa aAMUHUCTpPaATOpPA).

BHM3y wenkHnTe CBepeHus, 4Tobbl y3HaTb, Kakoe MPUIoXKeHNe 3anyckaeT onepaLmnio, KakoBa
penyTaums daiiia 1 Kakyto onepaLmnio Hy)KHO pa3peLlnTb UK 3anpeTuTb.

YT106bI YCTAHOBUTHL NapaMeTpbl NpaBuna 6onee aeTanbHO, WENKHNTE PacluMpeHHble napaMeTpbl.
Ecnu BbibpaH napameTp Co3paTh NPaBMIO U 3aNOMHUTbL HaBcerga, JOCTYMNHbI NepevyncieHHbIe
HV)Xe BapWaHTbl.

¢ Co3paTb NPaBuJIO, A,eNCTBUTEJIbHOE TOJIbKO AJA 3TOro NPMAoXKeHus. Ecin ycTaHoBEH
3TOT (hJIaXKOK, NpaBusio ByaeT co3aaHo Ans BCeX UCXOAHbIX NMPUSIOXKEHWNA,

* Tonbko pna onepauuu. BoibepuTte onepauun ana danna, NPUNOKEHNS UK peecTpa npasuna.
CM. onucaHuns Bcex onepawium HIPS.

* Tonbko ana uenu. Boibepute Lenesble 06bEKTHI A5 haitna, NPUIOXKEHNS UK peecTpa
npaswuna.

Y106kl yBEAOMNEHNS HE 0TODPaXKannChb, yCTaHOBATE aBTOMAaTUYECKMUMN PEXUM (UbTpaLnn B
pa3aene PaclimpeHHble napameTpsl > Mopynb oOHapy>xeHusa > Cuctema HIPS > Cuctema HIPS.

(esfD NOD32 ANTIVIRUS
Mpunoxenne (BEH Console Window Host ) npoByet nonyunTs A0CTYR K ApYromy NPHAOKEHNHD
(B Windows Com
Mpunomenne: low Hos
Komnannsa: rporatio
Penyrawma: i OBHapyxeno 2 roga Hasag
Twun gocryna: 33BEpLUNTE/NPUOCTAHOBNTE paBoTy ApYTOro NPUCHKEHNA,
MzMEHNTE COCTOAHWE JpyrOre NPUACHKEHNA
O6bekT: CAWindowshSystem32\cmd.exe

Paspewwnts 317y onepauwio?

®) Cnpallmeate Kaxgelid pas
3aNoMHKTE 40 33KPBITUA NPUNOIKEHNSA

CCZ,‘J,ETI: NE3aenNo W 3anoMHITE HaBCErda

JononnutensHele ceegenna ob 3Tom coobwenan A Mogpebroctn v Paclumpendele napaMetpel
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NoTeHuuanbHoe noeepgeHue NporpaMmm-
BbIMOraTtesien oOHapy>XeHo

Mpwn 0bHapy>XeHnn NOTEHLNAIbHOr0 MOBEAEHMNSA, XapPaKTEPHOr0 A1 MPOrpaMMbl-LUaHTaXXUCTa,
oTobpa)kaeTcs AManoroBoe OKHO. 15 onepaumm Takxxe MOXHO BbibpaTb Apyrve aencTens:
3anpeTuTb UM PaspeLlunTs.

(=) NOD32 ANTIVIRUS

A OBHapy)XeHO NOA03PUTENLHOE NOBEAEHHUE

Mpunoxenne (B5] hghfghadfg.scr ) nemaeTca usmennTs Gaiine y ac Ha KOMMBROTEpE
Nogo3puTensHEIM oBpasom,

Ecnu Bel He ACEBEQAETE ITOMY NPWNOMEHWHD, CNEAYET ZEEJ'ICICMPCEETI: 3Ty NONBITEY.

Mpuaowenne: (B3] hghfghadfg.scr

Komnanua: HeuzeectHo

Penyrawma: f# OBHapyxero 1 rog Hazas

Onepaums: MoTeHuMansHoe NOBEAEHUE NPOrPaMMbl-LIBHTEXWCTE

Paspewwnts 317y onepauwio?

JononnnTeneHele ceegerna of 3tom coobwenmn A~ MogpobHocn v PaclumperHele napaMeTpel

LLlenkHnTe CBepeHus, 4Tobbl MPOCMOTPETb KOHKPETHbIE MapaMeTpbl 0bHapyXeHus. B 3Tom
ANaNoroBoM OKHe MOXXHO BbibpaTb MepeaaTb Ha aHanus 1A UCKAIOYUMTbL U3 NPOBEPKMU.

Ons npaBunbHON paboTbl MOAYSA 3aLUMTLI OT NPOrpaMM-BLIMOraTenen cuctema ESET LiveGrid®
L0JKHa ObIThb BKJIOYEHA.

YnpaBJsieHue npasusiaMu HIPS

Cnuncok co3aaHHbIX NoJsib3oBaTenieM U 106aBNEHHbIX aBTOMATUYECKN npaBua U3 CUCTEMBbI HIPS.
HononHnTeNbHbIE CBEAEHNSA O CO34aHUN npaBu 1 onepaunax cuctemMsl HIPS NpuBOAATCS B rnaBe
MNapameTpbl NpaBua HIPS. CM. Takxe Obuine npuHLmnbl PpaboTbl CUCTEMBI HIPS.

Cton6bubl

MpaBuno: yka3aHHOe Nosb30BaTesieM Uin aBTOMaTUYeCKM Bbl6paHHoe nMAa npaBuna.

BKAIOYEHO: OTK/YNTE 3TOT MON3YHOK, 4yT0bbl OCTABUTL npasnno B CNKCKe, HO NMPK 3TOM HE
MCnoJsib3oBaTb €ro.

DencTBue: NpaBno 3ajaeT fencTene (PaspewnTtb, Bnokuposatb 1M 3anpocuThb), KOTOpPoe
LLO/MKHO ObITb BbINOJIHEHO MpK cOBAOAEHUN YCNOBUNA.
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UcxopHble 00beKThbI: npasnno 6y)1eT NCNoJib30BaTbCA TOJIbKO B TOM CJly4ae, eCn cobbiTue
BbI3bIBA€TCA 3TUMUN NPUTOXKEHNAMMN.

LeneBble 06beKTbI: NpaBnio byaeT NCNoAb30BaThLCS, TOJIbKO €CNN Onepauus CBsi3aHa C
onpeneneHHbIM hainioM, NPUI0XKEHNEM UIN 3aMNCbIO peecTpa.

Cepbe3HOCTb PerucTpupyeMbix COObITUI: eC/IM aKTUBUPOBATbL 3TOT NapaMeTp, MHGopMaLms 06
yKa3aHHOM npaBuie 6yaeT 3anncbiBaTbCs B XXy pHas HIPS.

YBepoMMUTb: eC/in 3anyckaeTcs cobbiTue, B MPaBOM HVKHEM Yrly 3KpaHa oTobpakaeTcs
HeboNbLIOE OKHO yBEAOMEHMS.

dneMeHTbl ynpaBJieHUus

HobaBuTb: coO3naHMe npasuna.
N3MeHUTb: N3MeHeHVe BblAeNEHHbIX 3amnuceil.

Ynanute. YaaneHue BbibpaHHbIX 3anuceil.

MpuopuTeTHOCTbL ANA NnpaBun HIPS

HacTpoika ypoBHS npuopuTeTa Aas8 NpaBua CUCTEMbI HIPS C MOMOLLbIO KHOMOK «B Havano» n «B
KOHeL» He npefycMoTpeHa.

* Bce npaBuna, KOTOpble Bbl CO3AAETE, UMEIOT OJMHAKOBLIV NMPUOPUTET.

* Yem 6onee noapobHoe NpaBnso, TeM Bbille ero NpuopuTeT (HanpuMep, NpaBuio ans
KOHKPETHOro NpuioXeHus nMmeeT B6onee BbICOKUN NPUOPUTET, YEM NPaBUIIO 4118 BCEX
NPUJIOXKEHNN).

» CucTeMa HIPS Coaep>XXnUT BHYTPEHHME NpaBuia ¢ 6osiee BLICOKUM NPUOPUTETOM, KOTOPbIE
HeLOCTYMHbI NOJIb30BaTESO (HAaNpUMep, Heb3s NepeonpenennTb NpaBuia CaMo3allunThl).

» Co3paHHOe noJib30BaTesIeM MPaBuIo, KOTOPOE MOXKET 3aMOpPO3UTb paboTy onepaunoHHON
CUCTEMbI, He NPUMEHSAETCSA (MMeeT CaMblil HU3KUI NPUOPUTET).

N3MeHeHue npaBuna HIPS

CHavana cM. YnpapseHune npasusamm HIPS.

Nms npaBuia: ykKadaHHOE MoJib3oBaTeNIEM UJIN aBTOMaTUYECKN Bbl6paHHoe nM4 npasuna.

OeWcTBue: NpaBuo 3adaeT aeliicTene (Pa3pewnTb, BNOKMPOBaTh 1M 3aNPOCUTb), KOTOPOE
[0JIXKHO ObITh BbIMOJSIHEHO MPU COBMIOAEHNUN YCIOBUN.

Onepauuun BAUAHUA: BbIbEpUTE TUM onepauun, K KOTopoMmy ByneT NpUMeHsATLCS Npasuo. Mpasuio
OyoeT 1cnonb30BaThCA TONLKO 415 3TOr0 TWMa onepauuy n ansa BbibpaHHOro 06bekTa.

BKNIOYEHO: OTKJII0UNTE 3TOT NepekoyaTesb, eCaum NPaBuIo Hy>XHO OCTaBUTb B CNUCKe, HO Mpu
3TOM He NPUMEHATH ero.
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Cepbe3HOCTb PErucTpUpyeMbiX COObITUI: eC/I aKTUBMPOBATL 3TOT NapaMeTp, MHopMaLms 0b
YyKa3aHHOM npaBue ByaeT 3anucbiBaTbCs B XXYpHa HIPS.

YBeaoMuTb NONb30BaTeNA: €C/IM 3aMyCKaeTCs cobbiTMe, B MPAaBOM HUXXHEM yriy oTobpakaeTcs
Heb0/IbLLOEe OKHO YBELOMJIEHNS.

I'Ipanmo COCTOUT M3 YacTen, B KOTOPbIX OMUCbIBAOTCA YCNOBWUA BbINMOJAHEHNA MpaBUJia.

NcxopHble NpunoXKeHUa: Npasuio OyaeT NCcnoib3oBaThCA TOIbKO B TOM Cyvae, ecin cobbiTue
BbI3bIBAETCSA 3TMMUN NPUI0KeEHNAMU. BoibepuTte NnyHKT OnpeaeneHHblie NPUJI0XKEHUA B
PaCKPbIBAOLWEMCS MEHIO U HAaXXKMUTE KHOMKY JLo6aBuTb, 4To6bl 40O6aBUTL HOBbIE (halisibl, NN
BbibepnTe NyHKT Bce npunoxeHus, 4Tobbl 06aBMTb BCE NPUIOXKEHUS.

LLeneBbie pannbl: 370 npaBmio byaeT NCNoSIb30BaTbCA, TOJIbKO €C/IN onepaLuns 0THOCUTCA K
LaHHOMY ueneBoMy 06bekTy. BoibepuTe NyHKT OnpepneneHHble halnbl B PaCKPbIBAKOLLEMCA MEHIO
N wenkHnTe J,o6aBuTb, 4TOOLI [06aBNTL HOBbIE Dalbl UK NanKK, UK BoibepuTe NyHKT Bee
cannbl, 4T06LI 806aBUTL BCE halnbl.

MpunoxxeHus: 310 nNpasusio byaeT NCNoib30BaTbCA, TONbKO €C/IN onepaumns 0THOCUTCA K JaHHOMY
uenesomy 0bbekTy. BoibepnTe NyHKT OnpepeseHHble NPUI0KEHUSA B PACKPbIBAOLLEMCS MEHIO U
HaXxMuTe KHonky Jlo6aBuTb, 4T0ObI 106aBNTL HOBbIE (halbl UK Nanku, an Beibepute NyHKT Bece
npunao>XXeHus, 4Tobbl 06aBUTL BCE NPUNOXKEHUS.

3anucu peecTpa: 3To NpaBuo byaeT NCNOoJb30BaThCs, TOJILKO €C/IN OMnepaLns OTHOCUTCS K
NaHHOMY LiefieBoMY 00beKTY. BbibepnTe B pacKpbliBaloLWEMCS ClcKe NyHKT OnpepeneHHbie
3anMCcK 1 HaXXMuTe KHOMKyLo6aBUTb 1715 BBOAA BPYUHYO UM KHOMKY OTKPbITL pegakTop
peecTpa a5 Bbibopa napameTpa B peecTpe. MoXXHO TakXXe BbibpaTb B pacKpbIBAOLWEMCS CMNCKE
NyHKT Bce 3anucu, 4Ttobbl 106aBUTL BCE NMPUIOXKEHNS.

HekoTopble onepaumnmn onpeneneHHbIX Npasus, NPeaBapuTeNbHO 3aJaHHbIX CUCTEMOW HIPS,
HEBO3MOXHO 3a6/10KMPOBaTh, OHW pPa3peLleHbl MO YMOAYaHMI. KpoMe Toro, He BCe CUCTEMHbIE
onepaunm oTCNEXMBAOTCA cMcTeMON HIPS. CucTeMa HIPS 0TCIeXBAET ornepauun, KoTopble
MOryT CYMTaTbCs Hebe3onacHbIMU.

OnuncaHve Ba)XKHbIX onepawuni

Onepauuu ¢ hannamm
* Ypanutb hann: NnpuioXxeHne 3anpawinBaeT paspelleHne Ha yganeHue Lenesoro aina.

* BoinosniHuTbL 3anuchb B haun: NpuioxeHne 3anpallinmBaeT pa3peLlleHne Ha 3annchb B LieSeBow
thann.

* HenocpepnCTBEeHHbIW BOCTYN K AUCKY: NPUIOXKEHNE MbITAaETCA BbINOJHUTL YTEHME C ANCKA
WA 3annCb Ha AWUCK HeCcTaHOapTHbIM 06pa3oM, B 06xo4 CTaHAAPTHbLIX afiropuTMoB Windows. 9TO
MOXKET MPMBECTU K U3MEHEHMIO hainioB 6e3 NprMeHeHNs COOTBETCTBYIOLLMX NpaBu. Takas
onepauns MOXeT BbIMNOJIHATLCA BPEAOHOCHOW NPorpaMMoNn, neiTatowencsa nsbexatb
obHapy>XeHund, Nan Xe NporpaMMHbIM obecrneyeHnem A5 pe3epBHOro KOMMPOBaHMUS, KOTOpPoe
NbITAaeTCS CO3A4aTh TOYHYIO KOMWIO AncKa, 1nbo ancneT4yepom pasfenos, NbiTaloWwmumcs
peopraHn3oBaTb TOMa AUCKa.

* YCTaHOBUTb rnobasnbHyI0 JIOBYLLKY: Bbi30B PYHKLUUKN SetWindowsHookEx 13 6ubnnotekun
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MSDN.

* 3arpy3uThb ApaiBep: 3arpy3Ka 1 yCTaHOBKa ApPaiiBepoB B CUCTEME.

Onepauum C NPUNOKEHUAMHU

* BbINOJIHUTbL OTNIAAKY APYroro NPUOXKEHUs: NpUKpenseHne oTnagyumka K npoueccy. Mpu
OTNafKe NPUSIOXKEHNSI MOXXHO MPOCMOTPETL 1 M3MEHUTb MHOTMe CBELEHNS O ero NoBeaeHNN 1
MOMYyYNUTb AOCTYMN K €ro AaHHbIM.

* MepexBaTbiBaTb COOBLITUA APYroro NPUJIOKEHUA: NCXOOHOE NPUIOXKEHME NbITAETCS
3anncaTb CobbITKA, HaMpaBeHHbIE Ha APYroe NPUIoXKeHNe (Hanpumep, KNaBnaTypPHbINA LLTMWOH,
NblTalLWKUINCA 3anncaTb cobbiTusa bpaysepa).

* 3aBepLUNTL/NIPMOCTAHOBUTbL PAabOTy APYroro NPM0>KeHUA: NPMOCTaHOBKA,
BO30OHOBNIEHME UK 3aBepLLEHME npoLiecca (MOXKHO NONYyYUTb LOCTYMN HEMOCPEACTBEHHO 13
0603peBaTeNs NPOLLECCOB MW NaHenn «MpoLuecchl»).

* 3anyCcTUTb HOBOE MPUJIOXKEHME: 3aMyCK HOBbIX NMPUI0XKEHWIA NN MPOLLECCOB.

* A3MeHUTb COCTOSIHUE A PYroro NPUJIOXKEeHUs: NCXOLHOE MPUIoXKeHne NelTaeTca
OCYLLECTBUTb 3annCb B NMNaMATb LIe1IeBOIr0 NPUIoXKeHNA N BbIMOJIHUTL KOO OT €ro UMEHMN. dTa
(PYHKUMOHANBHOCTb MOXET ObITb NONE3Ha A5 3aLUNTbI BaXKHOI0 npunnoXxXeHnda nytem ero
HaCTpOI7IKI/I KaK LieJieBOro B npasune, 6n0K|/|py+ou.|,eM NCNosb3oBaHMe OAHHON onepauunin.

Onepauuu c peecTpom

* U3MeHnTb NapaMeTpbl 3anycka: sitobbie N3MEHEHMs NapaMeTPOoB, KOTOPbIE OMNPeaensioT,
KaKune npuioxeHus ByayT BbiNoaHeHbl npu 3anycke OC Windows. IX MOXHO HaliTuK, Hanpumep,
BbIMOJIHMB NOWCK pa3aena Run B peecTpe Windows.

* YoanuTb U3 peectpa: yaaJieHne pa3aena peectpa Wiv ero 3HayeHus.
 MepeMMeHOBaTL pa3fpen peecTpa: NepeMMeHoBaHNe pPa3aesioB peecTpa.

* U3MeHunTb peecTp: Co3[aHNe HOBbIX 3HA4YEHUI Pa3AesioB peecTpa, N3MEHEHUE
CYLLECTBYIOLLMX 3HAYEHMI, NepeMeLleHne JaHHbIX B IPEBOBMAHON CTPYKTYpe 6a3bl AaHHbIX UK
HacTpOoWKa NpaB Nosb30BaTeNs UAW FPYNMbl 415 pPa3fesoB peecTpa.

Mpwn BBOAE 06BbEKTA MOXHO NCMOL30BaTb MOACTAHOBOYHbIE 3HAKMW C OMNpeaeneHHbIMI
orpaHnyYeHnsMn. BMeCcTo KOHKpPeTHOro pasfesia B NyTu peecTpa MOXHO UCM0J1b30BaTb CUMBO
3BE3404KU («*»). Hanpumep, HKEY_USERS\*\software MOXXeT 03Ha4aTb

HKEY USER\.default\software, HO He

HKEY _USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software.
HKEY_LOCAL_MACHINE\system\ControlSet* He aBNAeTCA AONYCTUMbIM NyTeM pa3fesa peecTpa.
MyTb, B KOTOPOM COOEPXKMTCH COMETAHNE CUMBONOB «\*», 03HAYaeT «3TOT NyTb UK nobon
nyTb Ha Nt0HOM ypoBHE NoCae 3TOro CUMBOMA». 9TO €QUHCTBEHHbIN CNOCO6, KOTOPLIM MOXHO
NCNob30BaTb NOACTAHOBOYHbIE 3HaKK, ANa 06beKTOB hannos. CHavyasla OLEHNBAETCA TOYHbIN
nyTb, @ 3aTEM NyTb NOC/AE NOACTAHOBOYHOr 0O 3HakKa (*).

A

Ecnn cozpaHHoe npaBuio byaeT CanLKoM obLwmUM, NOSBUTCA COOTBETCTBYOLLEE
npeaynpexaeHve.
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B cnepywuem npunMmepe 6y)J,ET MOKa3aHO, KaK OrpaHNYnNTb HEXENaTEJIbHOE NnoBefeHne KOHKPETHOI o
NPUNOXKEHUA.

1. MpuceonTe npasuny ums u Bolbepute BaokuposaTb (M1 3anNPOCUTb, €C/IN Bbl XOTUTE
BbIOpaTh LENCTBUE MO3Xe) B packpbiBaloLeMcs MeHio [leucTeue.

2. AKTUBMPYWTE NepeksoyaTeslb YBeAOMUTb NoJib30oBaTeNs, YTobbl yBeaoMneHune
oTobparkasocb Npu Ka)KAOM NpUMEHeHNN nNpasuna.

3. BoibepuTe x014 66l 04HY OMepaumnio B pa3aene Onepauunu BAMAHUA, 015 KoTopon byaeT
NPUMEHATHLCS NMPaBUNo.

4. lllenkHnTe Danee.

5. B okHe UcxopHble npusioXXeHus BbibeprTe B paCcKpbIBaOLWEMCS CIMCKE BapuaHT
OnpepeneHHble NpunoXxeHusa. Hosoe Npasunio ByaeT NPUMEHATLCA KO BCEM MPUJSIOXKEHMNAM,
KOoTopble ByayT NbITaTbCs BbINOAHUTL Nt06oe 13 BbIbpaHHbIX AENCTBUIA C YKa3aHHbIMU
NPUNOXKEHUAMN.,

6. HaxxmnTe KHonky JLlo6aBUTb 1 ..., 4TOObI BbIOPATb NYTb K ONpeAesieHHOMY NPUI0XKEHNI0. 3aTeM
HaXXMUTe KHOMKY OK. I'Ip|/| HGO6XOLI,I/IMOCTI/I )J,O6aBbTe OOMOJIHUTENDbHbIE MPUTOXKEHNA.
Hanpumep: C:\Program Files (x86)\Untrusted application\application.exe

7. Boibepute onepauuio BelnonHuTb 3anuch B pann.

8. BoibepuTe Bece pannbl B pacKpbIBAOLLEMCA MEHIO. ITO NO3BOSIMT 3a6/10KMPOBaThL BCE MOMbITKU
3anuncu B hansibl NPUIOXKEHNSIMU, KoTopble Bblnn BibpaHbl Ha NpeablayLleM Lware.

9. HaxxmunTe kKHonky FoToBO, 4TO6LI COXPaHUTL HOBOE MPaBWJIO.
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NOD32 ANTIVIRLS 4

MapameTpbl npasun Cucrtembl HIPS

Mma npaenna Ees UMEHK
JeficTene PazpewuTs ™

OI'IEFIELI,MH ENMAHKA
Ueneseie daine
MpunoxeHna

3anucu peecTpa

8 UU0

BrnroueHo

CepbEIHOCTE PETMCTRNRYEMBIX

. Het e
coBbITHA

C

¥BEA0MKWTE NONB30EATEMA

Hazan HAanee OTmeHa

HobOaBsieHue NyTu K NPUIOIKEHUIO UK
peecTpy oS cucTembl HIPS

BoibepuTe nyTb K hanny NpunoXKeHus, Haxas .... [1pu Bbibope nanku Bce pacnonoXXeHHble B Hen
npunoXxeHns ByayT BKAOYEHDI.

MapameTp OTKpPLITh pepakTop peecTpa 3arnyckaeT peaakTop peectpa Windows (regedit). Mpw
nobaBnieHnn NyTU peecTpa Hy>XXHO NPaBUSIbHO BBECTW PACMo/IoXKEHME B NoJjie 3HA4YEHHe.

MpuMepbl NyTU K hanny nan peectpy:
e C:\Program Files\Internet Explorer\iexplore.exe

* HKEY LOCAL_MACHINE\system\ControlSet

OOHOBJIeHME

OnuMKn HaCTPONKKN 0BHOBNEHNSA [OCTYMHbI B pa3aene PaclinpeHHble napaMeTpsl > OGHoBNeHue. B
3TOM pa3fene yKa3blBaeTcst UHPOopMaLmMs 00 NCTOYHUKAX 0OHOBNIEHWIA, TaKNX KakK CepBepbl
0OHOBNIEHUI 1 AaHHble AyTEHTUDUKALUNA ONF HUX.
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OOHOBJIeHUe

Tekywwmin npogunb 06HOBNEHNS 0ToBpaxxaeTca B pacKpbiBaoLweMcs MeHio BeibpaTe npocdunb
OOHOBNIEHUA NO YMOJIYAHMIO.

YTob6bl Co34aThb Npodunb, CM. CBeAeHMA B pasaene [poduan obHoBeHS.

Ecnn Bo BpeMs 3arpy3ku 06HOBNEHUI MOoayNs 0BHapyXeHNS BO3HMKAN NpobnieMbl, pagoM ¢
napamMeTpoMm OYMCTUTb K3 OOHOBAEHUM LLENKHNTE OYUCTUTDL, HTODObLI yAaNUTb BPEMEHHbIE
thannbl 06HOBNEHNI (0YNCTUTL K3LL).

OTKaT Mmoaynemu

Ecnu Bbl Noo3peBaeTe, 4TO nocnenHee 06HOBAEHE MOAY NS 0OHAPYXKEHNS U/UIM NPOTrPAMMHbIX
MoAayJNiei NoBpeXXAeHo nan paboTtaeT HeCTabuAbHO, Bbl MOXKETE BhIMNOJHUTL OTKAT [10 NPeblayiiei
BEPCUN U OTKJIOYUTL 0OHOBNEHWS Ha YCTAHOBJIEHHbIV NEPUOA BPEMEHMN.

NOD32 ANTIVIRUS O
JononHutenbHblie HacTporKU Q x|
| Moayns o6uapyxenns B OBHoBREHME 5
OBHoBNEHWE
= Mpodgwuan 5
| 3awmta B
Cnucok npodunedd KMzmeHuTs (i)
| Cepsvc @ BeiGepnTe npodune, KoTopeiil HYKHO MEMEHWTE Mol npodmnk ™
MoAKAKYEHHe Mo npogunb

WHTepgeiic . B Obuoenenns ho
nonw3oeatens B

Tun oBHoBAEHNA PerynApHoe oBHOENEHKE e
| Yeegomnenna B

3anpalneaTe NOATEEPHAEHNE NEPE] 3arpy3Koi 0BHOBNEHNA i}

HacTpoiiku e
KOHPUASHUWANEHOCTI

ObroBReHME MOgYAER

Bintounte Bonee yacTele 0BHOBNEHMA CUTHATYR e o
oBHapy#eHnA

O6HoBNEHME NPOTPaMMB]

Mo ymonuanmio m OTmeHa

Ina obecnevyeHns nNpaBubHON 3arpy3kn 06HOBAEHNI HEOBXOAMMO KOPPEKTHO 3aaTh BCE
napameTpbl 06HOBNEHMI. Ecnm ncnonb3yeTtcs aepson, NnporpaMme AO/HKHO ObITh paspeLleHo
obMeHMBaTbLCA AaHHbIMU Yepe3 IHTepHeT (HanpuMep, nepeaaya AaHHbIX N0 MPOTOKOAY HTTP).

Mpodunu

Mpodnny 06HOBNEHNSI MOXXHO CO3AaBaTh AJ1S PA3/IMYHbIX KOH(UIYpaLMii 1 3a1a4 06HOBNEHUS.
Co3paHue npodunein obHOBNEHNS 0COBEHHO NONE3HO A5 NOJb30BaTeNei MOBUIbHbLIX YCTPOMCTB,
KOTOPbIM HEO6X0MMO CO3aTh BCMIOMOraTe ibHblii NPOMUIbL 415 PEryAspPHO MEHSIOLLMXCA CBONCTB
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NnoAaKJII4YEeHNA K MHTepHETy.

B packpbiBatoLleMcs MeHio BbibepuTe npodusib, KOTOPbIA HY)XHO U3MEHUTb 0TOobpaXKaeTcs
TekyLwuin npogmnb. Mo ymMonyaHuio Aas Hero 3afaHo 3HavyeHne Mow npodunb. YTobbl co3aaThb
npogunb, pAaoM ¢ anemMeHToM CnMcoK npodunen wenkHuTe U3MeHuTb, BBEANTE MMA Npodunsa v
HaXXMNUTe KHoMky Jlo6aBuUTb.

OOHOBJIeHUA

Mo ymon4yaHuio ons napameTpa Tun oOHOBNEHMM 3a4aHO 3Ha4YeHne PerynapHoe oOHoBNeHuMe.
3T0 03HaYaeT, 4To hannbl 06HOBAEHNI ByAyT aBTOMATUYECKN 3arpy>XaTbCs C cepBepa ESET C
MWHUMaNbHbLIM PacxoaoM Tpagduka. TecToBble 06HOBNEHMSA (NapameTp TecTtoBoe oOHOoBNEeHUe) —
3T0 0BHOBNIEHNS, KOTOPbLIE Y)KE NPOLLIN MONHOE BHYTPEHHEE TeCcTMpoBaHme n B banxanilee Bpems
OynyT AOCTYMNHbI BCEM NOb30BaTENAM. [IpenMyLecTBO NX MCMOIb30BaHNS 3aK/104aeTCsA B TOM, YTO
y Bac NOSBASETCHA AOCTYN K HOBENLWUM MeToAaM obHapyxeHunsa n ncnpasnaeHnam. O4Hako Takmne
obHOBNEHNS NHOrAa MOryT BbITb HeAOCTaTOYHO cTabunbHbl 1 HE OOJIXKHbI ncnonb3oBaTbCs Ha
MPON3BOACTBEHHBLIX CepBepax 1 paboymx cTaHUUAX, rae HeobxoAnMbl MaKCMabHble
paboTocnocobHOCTb N CTabnNbHOCTB.

3anpawuMBaTbh NOATBEpPXAEHUe nepen 3arpy3Kon o6HOBNIEHMSA: B NporpamMmme oTobpasntcs
yBEeOMJ/IEHNE, B KOTOPOM MOXXHO MOATBEPANTb WM OTKIOHUTL 3arpy3Ky daina 06HoBAEHMS.

3anpawuBaTh NogTBEpPXAeHue, ecnu pasmep ooHoBneHusa npesbiwaeTt (KB): B nporpamme
oTobpasnTCs ANanoroBoe OKHO MNOATBEPXKAEHUS, eCnv pa3Mep dansia 0bHOBNEHNS NpeBbILAeT
3aaHHOe 3HavyeHwne. Ecnm pa3mep ¢anna obHoBneHns 3afgaH pasHbiM 0 Kb, Ananorosoe oKHO
NoATBEPXAEHMA B NporpaMme byaeT oTobpakaTbCs B 1t06OM cryyae.

OOHOBNEeHus Mmopynen
Bkniouutb Oonee yactoie 0OHOBNEHUSA CUTHaTyp 06HapY)KEHMiIZ 6yﬂ,6T YMEHbLUEH NHTEPBAJl

0bHOoBNIEHUS cMrHaTyp obHapyXeHus. OTKJIIYEHUE 3TOro NapamMmeTpa MOXXeT HeraTUBHO OTPa3nTbCSH
Ha CKOpOCTM 0bHapyXeHus.

ObHoBNIEHME NPOorpaMMbil

06HOBJ1eHVIiI beHKI.I,IIIﬁ NMPUNOXEeHUA — aBTOMaTn4eCKada YCTaHOBKa HOBbIX Bepcvu7| ESET NOD32
Antivirus.

NMapaMeTpbl NoAKAIOYEHUA

YT106bI MCNONBL30BATL NPOKCU-CEPBEP ANS 3arpy3ku 0OHOBAEHUI, CM. pa3aen [lapameTphl
NOAK/IYEHUS.

OTKaT obHOoBNEeHuUs

Ecnvn Bbl Nofo3peBaeTe, 4TO NocieaHee 06HOBEHNE MOAY S OOHAPYXXEHNS UK HOBblE MOAY N
nporpammbl NOBPEXAeHbl UK paboTaloT HeCTabunbHO, Bbl MOXETE BbIMOJIHUTL O0TKAT A0
npenblayLiei BepCMmn 1 BpEMEHHO OTK/IOYNTL 0OHOBNIEHNSA. VN )Ke MOXKHO BKJIOYUTL paHee
OTKJ/ItO4EHHbIE 0OHOBNEHNSA, €C/IN OHU OT/I0OXKEHbI HAa HEOMPELENEHHbI NEPUOS, BPEMEHMU.
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Mporpamma ESET NOD32 Antivirus CO34aeT CHUMKU MoLyns obHapy>XeHusa n MoAyien NporpamMmmsbl. ITu
CHUMKW UCMONb3YITCA PYHKUMEN oTKaTa. [1na co3faHma CHUMKOB 6a3bl laHHbIX BUPYCOB OCTaBbTe
thnaxxok Co3paTb CHUMKM MOAYyJen yCTaHOBJeHHbIM. Korga (hiaxok Co3paTb CHUMKU Moayen
yCTa@HOBJIEH, MEePBbIN CHUMOK CO34aeTcs Npu nepsoM obHoBAeHUN. Cneayowmnin CHUMOK Co34aeTcs
yepes 48 yacos. B nosie KonuyecTso NoKasibHO XpaHUMbIX CHUMKOB YKa3blBaeTCH KOJINYECTBO
XPaHUMbIX CHUIMKOB MoLyns obHapyxeHus.

Korpa gocturaetcs MakCumalsibHOe KOJIN4eCTBO CHUMKOB (HaanIMep, TpVI), caMbIn CTaprIZ
CHMMOK 3aMeHSIeTCS HOBbIM CHUMKOM Ka)kable 48 4acoB. ESET NOD32 Antivirus OTKaTbIBaeT
BeEpPCUMn obHoBNEHNS Monoynsa o6Hapy>Keva n Mmoayna nporpamMmmbl 4O CaMOro Ctaporo CHMMKa.

Mocne Ha)kxaTnsa KHONKM OTKaTUTb PaclunpeHrHsle napameTpsl > ObHoBNeHue > OCHOBHas
mHdopMaumna Hy>XHO BblibpaTb B paCKpbIBaOLLEMCS CUCKe AUTENbHOCTb Nepnos BpeMeHu, Ha
KoTopbln ByaeT npuocTaHoBAeHO 0bHOBNEHME MOAY A 0BHapPYXEHMSA 1 MPOrpaMMHbIX MOLYen.

(es MNOD32 ANTIVIRUS ol
OTkaT !
MpogonsuTensHoCTE Ha 12 4 v

BbibepnTe BapnaHT [0 O0T3bIBa, YTOObI OTNI0XUTL PEryaspHble 0OHOBIEHUS Ha HeoNpeaeNeHHbIi
nepuoa, noka yHKUMs 06HOBNEHUS He ByaeT BOCCTAHOBMIEHA BPYYHYH0. MOCKO/bKY 3TO NoABepraeT
CUCTEMY OMAaCHOCTY, ESET He peKOMeHAYeT WUCMOJb30BaThk 3TOT NapaMeTp.

Mocne oTKaTa KHoMka OTKaT 3aMeHAeTCs Ha Pa3spewnTb 06HOBAEHUA. Ha NnpoTs)xeHun nepunoga,
BbIOPAaHHOr0 B packpbiBatowemcsi MeHto MpuocTtaHoBUTL 0OHOBNEHMA, 0OHOBNEHNS HE
nponseogaTcs. NporpaMmMa BO3BpaLLaeTCA K CaMO CTapon BepcMm Moaynsa obHapyXeHus, KoTopas
XPaHUTCA B Ka4eCTBe CHUMKa B (halJIoBON CUCTEME JIOKAJSIbHOr0 KOMMbIOTepa.
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28 NOD32 ANTIVIRUS O X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayns o6uapyxenns B B o6uoenenne 5
| O6Hosnenve @ BeiBpate npodune 0BHOBNEHNA N0 YMONYEHWID Mo npodmnk e i}
| 3awuTa ABTOMATUHECKDE NEPEKNHOYEHNE Npo U M3meHuTe (i)
OYnCTUTL K3 oBHOBAEHNA
| CepeKc e
MoaknkoueHre
Ovkar mogyns a
| ::;s;?:;i;ﬂﬂ CozaaTe CHAMEN MOgynef 'D
| KonnuecTeo NoKansHo XpaHiMbix CHUMKOE :
YeenoMAeHWA (5 ]
OTkaT K Npeabigy LM MOy ARM i)
Hactpo#iku
KOHPUASHUMANLHOCTK Mpodum 4
Mo ymonuanmio GDK OTmenHa

MpennonoXxum, nocnenHen sepcmm Moaynsa obHapyxeHns npucsoeH Homep 22700. Bepcun
22698 1 22696 XpaHATCS B Ka4eCTBE CHUMKOB MOoaynsa obHapyxeHus. ObpaTnTe BHUMaHMe,
4yTO Bepcus 22697 HenoCTynHa. B 3ToM npumepe KomnbloTep 6biN1 BbIKAOYEH BO BPEMS
obHoBNeHNs 22697, n 6onee HoBast Bepcust 0OHOBNEHUSA CTana AOCTYMHa A0 TOro, Kak bbina

+/ 3arpyxxeHa Bepcusa 22697. Ecnaum B nosie KonnuyecTteo N0KasNbHO XPaHUMbIX CHUMKOB
YyCTaHOB/IEHO 3HaYeHMe 2 1 NoJsib30BaTeNb WenkHeT OTKaT, Moaynb 0bHapyXeHuns (BKoYas
MOy NPOrpamMmbl) BEPHETCSA K BEPCUM 22696. ITO MOXKET 3aHATb HEKOTOpOe Bpems. YTobbl
NpPOBEPUTb, MPOU3BEAEH I OTKAT A0 NpeablayLlen Bepcmm Mogyia 06HapyXeHns, OTKponTe
OKHO ObHoBsIEHME.

NiHTepBan BpeMeHM oTKaTa

Mocne Ha)xaTna KHoMKKM OTKaTUTb PaclUMpeHHbIe napamMeTpsl > OoOHoBAeHUue > OCHOBHas
mHbopMaumna HYy)XHO BbiOpaTb B paCKPbIBAOLWLEMCS CMMCKE AANTENbHOCTb NePNo BPEMEHN, Ha
KOTOpbI ByaeT npnocTaHoBAEHO 0OHOBNEHNE MOAY 1A OBHAPY>XXEHUSA 1 NPOrpaMMHbIX MOgYNen.
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MNOD32 ANTIVIRLS e

OTtkar

MpogonsuTensHoCTE Hal2 yu = ﬂ'

BbibepuTe BapunaHT [0 0T3bIBa, HTOObLI OT/I0XKNTb perynspHbie 06HOBNEHUS Ha HeONpeaeNeHHbIN
nepuog, noka yHKUUs obHoBIEHUS He ByeT BOCCTAHOBAEHA BPYYHY0. MOCKONbKY 3TO NoaBepraeT
CUCTEMY 0NacHOCTW, ESET He peKOMeHAYEeT UCMNOJb30BaTb 3TOT NapaMeTp.

ObHoBNEHME nNporpaMMbl

B pa3nene O6HOBJIEHMA NPOrpPaMMbl MOXXHO aBTOMATUYECKM YCTaHABAMBATL HOBble 0OHOBIEHNS
YHKLUMIA, €CIN OHW JOCTYMHbI.

O6HOBNEHNS (PYHKLIMIA NPUIOXKEHUS 0OABNSIOT HOBbIE PYHKLIMN WU N3MEHSIOT YXKe
CyLLecTByloLMe U3 Npeablaywmnx sepcuii. OBHOBNEHNE MOXXET BbINONHATLCSA KaK B aBTOMATNYECKOM
pexume 6e3 BMellaTeNbCTBA N0b30BaTENS, TaK U C 0TOOPa)KeHMeM yBelIOMAEHUS A1
nosnb3oBaTens. Mocsie yCTaHOBKU 0OHOBNIEHNS (PYHKLMIA MPUNTOXKEHUS MOXKET NnoTpeboBaThCs
nepesanyck KoMnbloTepa.

OOHOBNEHNA PYHKL A NPUIIOKEHUA — €C/IN 3TOT NapamMeTp BKIOYEH, 06HOBNEHNA PYHKLNIA
NPUIoXKeHNs By YT BbINOJIHATLCA aBTOMATUYECKMW.

NMNapaMeTpbl NoAKNIOYEHUA

Y7061 MONYYNTH AOCTYN K OMLMSAM HACTPOMKIN NPOKCU-CepBepa A5 onpeaeneHHoro npoduns
0b6HOBNEHMS, OTKPOWTE pasfen PacllimpeHHbie napameTpsl > ObHoBneHue > Mpodunm >
O6HoBneHus > MapameTpbl noaknoyeHus. OTKPONTE packpbiBatoLLeecs MeHI0 Pe@XXUM npokcu-
cepBepa v BbibeprTe 04MH 13 Tpex NepeyncneHHbIX Aasiee BapuaHToB.

* He ncnosb30BaTh NPOKCU-CEpBEp
e CoenHeHne Yepe3 rNpokcn-cepBep
* icnonb3oBaTb 0bLmMe napaMeTpbl NPOKCU-CeEpBEPA

BbibepuTe BaprnaHT Ucnonb3oBaTb rnobasnbHbie NapaMmeTpbl NPOKCU-cepBepa, 4ToObI
NCMOJIb30BaTb KOH(MUIypaLMio NPOKCU-cepeepa, y)Ke 3afaHHylo B pa3aesie PacllnpeHHble
napameTpsl > NMNopknioyeHue > Mpokcu-cepeep.

BbibepuTe BapnaHT He ncnonb3oBaTb NPOKCU-CepBeEp, YTOObl YKa3aTb, YTO MPOKCU-CEPBEP HE
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6y)J,ET MNCNONb30BaThCA AN 06HOBNEHMA ESET NOD32 Antivirus.

dnaxxok MopgkniouyeHne Yyepes NpokKcU-CepBeP LO/KEH ObITb YCTAHOBMIEH B CAEAYIOLLMX CIyYasX.

 [1ns o6bHOBNEHMS ESET NOD32 Antivirus UCMOJIb3yeTCSA MPOKCM-CEPBEP, OTANYHBIN OT YKa3aHHOro
B pa3sfene PaclvpeHHsle napameTpsl > MoakntoyeHue. MNpn Takon KOHPUrypaumum HyXHO
yKa3aTb NapamMeTpbl HOBOr0O NMPOKCU-CepBepa: agpec NPoOKCU-cepBepa, NopT nepepaym
BaHHbIX (N0 yMon4aHuio 3128), a Tak)xe UMA NONb30BaTeNsa M Naposb 419 NPOKCK-CepBepa
(ecnn Heobxogumo).

* Obwme NnapaMeTpbl MPOKCU-CepBepa He 3adaHbl r10banbHO, 0AHaKo ESET NOD32 Antivirus byeT
NOAKOYaTLCA K MPOKCU-CepBepy 415 NoJiyveHns 0OHOBNEHNNA.

* KoMnbloTep noakntodaeTcs K MHTepHeTy Yepes npokcu-cepeep. MNapameTpbl bepyTca us
Internet Explorer B NpoLiecce yCTaHOBKMW MPOrpaMmsbl, HO NPy UX U3MEHEHUN (Hanpumep, Npu
CMeHe MoCTaBLMKa ycnyr HTepHeTa) HY>KHO y6eanTbCsa B TOM, YTO yKa3aHHbIE B 3TOM OKHe
napameTpbl NPOKCU-CepBepa BepHbl. ECIM 3TOro He caenaTb, MPoOrpaMMa He CMOXeT
NOAKN0YaTbCA K cepBepaM 0OHOBEHUNA.

Mo ymMon4YaHuUto ycTaHOB/IEH BapnaHT MUcnonb3oBaTh 06Lime napaMeTpbl NPOKCU-cepBepa.

Wcnonb3oBaTh NpsAMoOe NogKJlO4YeHne, ecsin NPOKCU-CepBep HepoCTyNeH: NPoKCK-CepBeEp He
OyneT ncnonb3oBaTbCs NPU 0OHOBAEHUN, €CIN OH HEJOCTYMEH.

MNons Uma nonb3oBaTtens v Maponb B 3TOM pa3fesie 0THOCATCA TOJIbKO K MPOKCU-CepBepy.
3anonHANTe 3TK NONSA TOJIbKO B TOM C/lyvae, eCcnun gns AoCTyna K Npokcu-cepeepy TpebyoTcs
NMA NONb30BaTesIA U NapoJib. YKasaHHble Nonga ciefyeT 3anojiHATb TOJIbKO B TOM C/ly4ae, ecu
AN5 nogkno4YeHnsa K IHTepHeTy Yyepes NpoKCu-cepsep Hy>KeH napoJib.

3awumTa

3awmTa NnpenoTBpaLlaeT BPeAOHOCHbIE aTakn Ha KOMMbIOTEP MyTEM KOHTPOASA (halnsios,
3N1EKTPOHHONM MOYThI U CBA3W Yepe3 VIHTepHeT. HanpumMep, npu obHapy>xeHnn obbekTa, KOTOPGLIN
KNaccnuunpyeTcs Kak «BpefoHOCHas NporpaMMa» HayHeTCs npoLuecc ncnpasneHns. OyHkumns
3alMTbl MOXET YCTPaHUTbL Yrpo3y, CHavasna 3ab10KMpoBaB ero, a 3aTeM O4UCTUB, YOAJIMB UK
NnepemMecTuB B KapaHTUH.

YT106bl fl€TaIbHO HACTPOUThL 3aLUNUTY, OTKPOMTE pa3faen PacllnmpeHHble NnapamMeTpbl > 3aliMTa.

A

MN3MeHeHns B HaCTpOI7IKI/I 3alWnNTbl AOJ1IX)KHbl BHOCUTb TOJIbKO OMbITHbIE MOJIb30BaTEJA.
HenpaBuibHas HaCTpOI7IKa 3TUX NMapaMeTpoB MOXET NPUBECTN K CHNXEHNIO YPOBHA 3alLNThI.

B 3ToM pasgene:
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PearupoBaHue npu obHapy>XeHuUu

B pa3nene «PearupoBaHue npu 06HapYyXEHUN» MOXHO HACTPOUTb YPOBHN OTYETHOCTM 1 3aLLUUTHI
ONs CAeayoWwmnx KaTeropui:

« ODOHapy>XeHue BpeAOHOCHbIX NpPOrpamMm (Ha OCHOBe MALUMHHOIO oby4yeHusn) -
KoMnbioTepHbIN BUPYC — 3TO (DparMeHT BPeLOHOCHOro KoAa, KOTopbI LobaBaseTcs B HaYa o naw
KoHeL, haliIoB Ha KoMMbloTepe. TeEM He MeHee TEPMUH «BUPYC» YAaCTO UCMOJIb3yeTCs He Mo
Ha3HayeHWo. bosiee TOYHbIN TEPMUH — «BPELIOHOCHas NporpaMmMa» («BpeaoHocHoe MO»).
ObHapy>XeHne BPeAOHOCHbIX MPOrPaMM OCYLLECTBASETCS MOAYIEM 0OHAPYXXEHNS B CONETAHUN C
KOMMOHEHTOM MalUVHHOro 06y4yeHus. JonoNHUTENbHYI0 MHAOPMALIMIO O MPUI0XKEHUSIX 3TOMO TMa

CM. B [J10CCapun.

* MNMoTeHUunanbLHO HeXeNnaTesbHble NPUIoXKEHUS. [oTeHUaNbHO HeXenaTe lbHble
NPUNOXKEHUS NPeACTaBNAAT coboi LOBOBHO LUMPOKYIO KaTeropuio NporpaMMHoOro obecneyeHuns,
3afla4yen KOTOporo He ABSAeTCA 04HO3HAYHO BPeLOHOCHAs AeATeIbHOCTb B OT/IMYME OT APpYruX
TUMNOB BPELOHOCHbIX MPOrpaMMm, TakMX KakK BUPYChl U TPOSHCKME nNporpaMMbl. OQHAKO Takoe
NpuioXKeHne MoXeT YCTaHaB/MBaTb LOMNOJIHUTESIbHOE HeXeaTeslbHoe NporpamMMHoe
obecneyeHve, U3MeHATb NOBeeHMe LM(pPOBOro yCTPONCTBA, @ TakXe BbINOJHATb AencTBus bes
3anpoca Wiu paspeLLeHuns nosb3osaTens. JonoNHUTENbHYIO MH(POPMALMIO O MPUNOXKEHUAX 3TOrO

TWNa CM. B J10CCapuun.

* Knoao3puTesibHbIM NPUSTIOXKEHUAM OTHOCATCS NPOrpaMmbl, CKaTble C MOMOLLLIO MPOrpamm-
YMNaKOBLVKOB WKW CpencTs 3awmTbl. CpeacTBa 3alNTbl TAKOrO TUMNA YacTO UCMONb3YIOTCA
3/10yMbILLUNEHHNKaMK, 4yT0bbI N36eXaThb OﬁHEipY)KeHVIﬂ.

* MNMoTeHUMaNbLHO ONacHbIe NPUJIOXKEHMUA: 3TO ONpefiesIeHNe 0OTHOCUTCS K 3aKOHHOMY
KOMMEepYeCKoMy nporpaMMHoMy obecrneyeHmnto, KOTOpoe MOXET BbITb NCMNOJIb30BAHO As
NPUYMHEHNS Bpeaa. K noTeHuUmanbHO ONnacHbIM MPUIOXKEHNAM OTHOCATCA CPeACTBa yAaleHHOro
L0CTYyNa, MPUNOXXEHNS ANS B3IOMa Naposieit N KnaBnaTypHbIe WNWMOHbI (Mporpammbl,
PErncTpupyloLLmMe Kaxxa0e HaxxaTne NnoJib3oBaTesIeM KaBuLW Ha KnasuaTtype). [LononHUTeNbHY0
MHMOPMaLMIO 0 NPUIOXKEHNAX 3TOr0 TUMA CM. B F10CCapUN.
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NOD32 ANTIVIRUS o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn o6napyxenns € E Pearnposanve npu o6Hapykennn 5
O6HoBneHMe DBHapyxenne BPefOHOCHBIX Nporpamm (Ha ocHOBE
MalllMHHOrOﬂﬁ]rHEHMH] Arpeccn... C6anaH... Ocropo.. Bemo B
| 3awWmMTa p -
OBHa EHME
3awWwnTa GanNoBOA CUCTEMbI i O ® O e
B peanbHOM BpeMeHH -
3awwTa
SSL/TLS = @ O o
3aWMTa NOUTOBOIO
KANEHTa MoTeHLNaNbHO HEWENATENBHBIE NPUAOKEHNA Arpecci... C6anan.. OCTOPO..  Buikm. (1 ]
3awuTa gocTyna B
Wuteprer @D OBHapyxeHue @] ® O O a
KouTpont ycrpoiicte @
Sauua @ O O e
| Cepenc
Moaxao4eHne MNopospuTenbHBIE NPUACKEHNA Arpeccu... C6anad.. OCTopo.. B a
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WHTepdeiic L et O O] O O
nons3osatens @
JawwTa @ 'CJ CJ
| Yeegomnenna B
Hacrpoiiku MNoTeHunanbHo ONacHbBIE NPUACKEHHA Arpeccu... (Banau... Ocropo..  Benon. (1]
KOHq)H,IIeHLI,HBJ’II:HOCI’V‘I OBHapyskeHue (} (.) (} (i) B
Mo ymonuanmio -_;OI( OTmenHa

YnyylweHHada 3almTa

PacumpeHHoe MallnHHOEe 06y‘-IEHI/Ie - 3TO YaCTb 3allUNT, K Ka4yeCTBe OOMNOJIHNTEJIbHOIro YPOBHA
3alMTbl HA OCHOBE MaLLUMHHOIro 0by4yeHuns, KOTOpbIA yayylwaeT paboTy GyHKUMKM 0OHapyXeHus.
,ﬂ,OI‘IOﬂHVITeJ'IbHy}O I/IH(.bOpMaLI,VHO 06 3TOM TUNE 3alllThl CM. B [J10CCapun.

HacTtpouka oOHapyxeHus

Mpun obHapyXeHUn (Hanpumep, yrposa obHapyXMBaeTCs U KNacCupUUMpyeTcs, Kak BpedoHOCHas
nporpamma) UHcopMaLms nepenaeTcs B XKypHan obHapyXeHrs 1 NosBAATCS YBEAOMIEH NS Ha
paboyem cTose, ey OHW HACTPOEHbI B MeHI0 ESET NOD32 Antivirus.

MoporoBoe 3Ha4YeHne 0bHapyXeHNst HaCTPanBaeTCsA ONs KaxA0W KaTeropun (nanee -
«KATETOPUA»):

1.06Hapy>xeHne BpeAoHOCHbIX MPOrpaMm
2.MloTeHUMaNbHO HeXXenaTesNbHble NPUNOXKEHNS
3.MoTeHUMaIbHO ONACHbIN

4.1Nof03pUTENbHbIE NPUNOXKEHNS

O6Hapy)KeHI/Iﬂ BbIMOJIHAOTCA C MOMOLLUbIO MOLOYNA 06Hap)/)KeHVIF|, BKJ/1l0O4aA KOMMNOHEHT MalUMHHOIO
06y‘-IEHI/I9|. MO>XHO YCTaHOBUTb 6onee BbICOKOE noporosoe 3Ha4eHne oT4eTHOCTN NO CPpaBHEHWIO C
TeKyWwnMm 3Ha4eHneM 3allnThl. oTn HaCTDOMKI/I OTYETHOCTW He BNNAKOT Ha 6ﬂ0KVIpOBKy, ovnuieHmne
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nnn yganeHne 0bbekToB.

MNepen M3MeHeHNeM NoporoBoro 3Ha4YyeHus (Mam yposHsa) otyeTHocTn ans KATEFOPUW o3HakoMbTeCh
CO CcliefyoLwmnm:

ArpeccuBHbIN ®yHKumna obHapyxeHns KATETOPUN HacTpoeHa Ha MaKCUMaJIbHY0
4yBCTBUTENbHOCTb. Cy4yaeB obHapyxeHus byanet 6onbLue. MNpn ypoBHe
ArpeccuBHbIN PYHKLMA MOXKET OLIMOOYHO CHUTaTb 06bEKTHI
KATET OPUAMMN,

COanaHcupoBaHHbIM YCTaHOBNEH cbanaHCMPOBAHHBIA YPOBEHb YHKLUN 0BHAPYXEHNS
KATEFOPUW. 3Ta HacTporka AomkHa obecneynBaTb ONTMMasbHbIN BanaHC
NPON3BOANTENILHOCTY, TOYHOCTY 0OHAPY>XEHNA N KOANYECTBA NOXKHbIX
obHapyxeHun.

OCTOPOXXHbIN YpoBeHb hyHKUUK 0bHapyxeHnsa KATEFOPUW HacTpoeH Taknm obpa3om,
4TOObl YMEHbLUNTb KOJIMYECTBO I0OXKHbIX 0OHaPYXEHWIA, HO NP 3TOM
COXPaHWUTb AOCTATO4YHbIA YPOBEHb 3aLNTbl. O6BEKTbI CHATATCS TaKNMU,
TONbKO eC/iv UX NoBefeHne ABHO COOTBETCTBYeT noseneHunio KATEFOPUN.

Bbikn. ®dyHKUNS 0bHapyxeHna ansa KATETOPUN He akTuBHa, 1 06HapyXXeHus
Takoro pofa He 0bHapy>XMBAKOTCH, HE PErUCTPUPYIOTCA U He o4MLatoTcs. B
pe3ynbTaTe, AaHHAsA HAaCTPOMKa OTKJIOYaeT 3almTy OT 3TOro Tuna
obHapyxeHus.
3Ha4veHune «Bblkn» HeJoOCTYNHO A4 OMNOBELLEHNA O Bpe4OHOCHbIX
nporpaMmMax 1 no yMoJI4aHWI0 NCNOJIb3yeTcs A NOTEeHUNaIbHO OnacHbIX
NPUI0XKEHNNA.

NV JoCTyNHOCTb MOAVAeN 3anTbl ESET NOD32 Antivirus

[OCTYNHOCTb (BKAOYEHO UK BLIKJIKOYEHO) MOAYNS 3aLLNTbI AN BbIOBpaHHOMO MOPOroBoro
3Ha4veHnsa KATEFOPUWN BbirnaanT cnegyowmm obpasom:

Moayfb pacliMpeHHoro v v X X
MalUNHHOIro 06y4yeHns  (arpeccuBHbIN (KOHCEepBaTMBHbIN MOAY/Ib)

pPeXnM)
Moaynb obHapyxeHusa v v v X
Opyrue mooynu v v v X
3alWNThl

* He pekoMeHayeTCs.

V OnpegeneHne Bepcum NpoayKTa, BEPCUIN MOAYNS MPOrpaMMbl U AaThl COOPKM

1. WenkHnTe 3nemMeHT CnpaBka U nopaep>Xka > O npoaykrte ESET NOD32 Antivirus.

2. Ha 3kpaHe O npopyKTe B NepBON CTPOKe TeKCTa oTobpakaeTcs HOMep BepCMM Ballero
npoayKTa ESET.

3. lenkHuTe 3neMeHT YcTaHOBJIEHHbIE KOMMOHEHTbI /11 AOCTYyrna K MHopMaumm o
KOHKPETHbIX MOLYNSX.

KnioyeBble MOME@HTbDI

HeCKoJIbKO KN0YeBbIX MOMEHTOB NpU YCTaHOBKE COOTBETCTBYIOLLEr0 NOPOroBOro 3Ha4YeHus ans
Ballen cpepbl:
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+ COanaHcupoBaHHOe MoporoBoe 3HavyeHne pekoMeHayeTcst ans 60NbWNHCTBA HAaCTPOEK.

* Bonee BbICOKNIA MOPOr OTYETHOCTM — BoJiee BbICOKUIA YPOBEHb 0OHapYXeHus, Ho Bonee
BbICOKUI LLAHC JI0)KHO NAEHTUDULNPOBAHHBIX 0O bEKTOB.

* C peanbHOM TOYKM 3peHusd, HeT rapaHTum 100 % obHapyxeHuns, a Takxe 0 % waHCoB
n3bexxaTb HENPaBWJIbHOWN KacCUPUKaLMM YACTbIX 06 bEKTOB KakK BPEAOHOCHbLIX MPOrpamMm.

* CoxpaHanTe ESET NOD32 Antivirus U ero MOAYJN B aKTyaJibHOM COCTOSIHUM, YTOObI 06ecneyuTsb

MaKCUMabHbIA BanaHCc Mexay NPoM3BOANTENIbHOCTHIO M TOYHOCTbIO 0BHAPYXXEHMUS 1
KOJINYECTBOM OLUMOOYHO 3aperncTpupoBaHHbIX 06 HEKTOB.

HacTponka 3aluThl

Ecnn 06bekT, KnaccmgurumnpoBaHHbin kKak KATETOPUS, oTobparkaeTcs B 0THETE, NporpaMma
610KnpyeT 06BEKT U 3aTEM 0YMLLAET, YAANAET U NEpPEMELLAET ero B KapaHTyH.

MNepen M3MeHEeHNeM NoporoBoro 3Ha4YeHus (nam yposHa) 3awmTbl s KATEFOPUN o03HakoMbTeCh CO

cnepyrownm:

ArpeccuBHbIN

CbanaHcMpoBaHHbIN

OCTOpPOXXHbIN

Bbikn.

CoobuieHns 06 obHapyXeHUn arpeccmBHoro (nnmn 6osee HU3KOro) ypoBHsA
610KMpYIOTCA, U 3anycKaeTcs aBTOMaTUYeCKoe yCTpaHeHne
HencrnpaBHOCTEN (T. €. 04UCTKA). ITOT NapaMeTp PeKOMeHyeTCs, ecn Bce
KOHEYHble TOYKM OblSIN OTCKAaHMPOBaHbI C arpecCUBHbLIMU HAaCTPOMKaMK 1 B
NCKoYeHNs 0bHapyxeHns bbln gobaBsieHbl 06BEKTHI C IOXKHBLIM
KnaccuguunpoBaHnemM.

O6HapyxxeHuns cbanaHcMpoBaHHOrO (MKn 6osiee HU3KOro) ypoBHSA
610KNpPYIOTCA, MOC/E Yero 3anyCckaeTcss aBTOMaTUYECKOEe NCMpaB/ieHne
(T. e. o4UCTKA).

O6Hapy>XeHns 0CTOPOXKHOI0 YPOBHSA BJIOKMPYIOTCS, U 3anycKaeTcs
aBTOMaTM4YecKoe nucrnpasnieHne (T. €. 04UCTKA).

MonesHo ANa NAEHTUDUKALUN N NCKTIOYEHUS NOXKHbBIX CO0bLLeHNIA 06
obbekTax.

3HayeHne «Bbiki» HeJOCTYMHO ANS 3aLUNTbI BP€AOHOCHbIX NMPOrpaMM 1 no
YMONYaHWNIO UCMOJIb3YeTCs ANS NOTEHUMANbHO ONACHbIX NMPUI0XKEHWUNA.

3awuTta (pannoBOU CUCTEMbI B peXxume
peanbHOro BpeMeHu

3awmTa (hannoBO CUCTEMbI B PEXMME PeasibHOr0 BPEMEHUN KOHTPOMPYET BCe (halibl B CUCTEME Ha
Ha/sn4yne BPeL4OHOCHOro KoAa Npu OTKPLITUM, CO3AAaHUN UK 3anyCKe.
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@D NODI2 ANTIVIRUS o X

JonoaHuTeNbHble HacTpoOUKH A x| ?
| Moayn o6napyxenns € B 3awwura paiineseii cuctemul B peansHom Bpemenn 5

O6HoBneHMe BrnrounTe 3aWnTy Gafinos0i CUCTEMEI B PEANEHOM EPEMEHN m (1]

3awmta E

3awnTa GanNoBOA CUCTEMbI Hocurenw gns ckaHuposaHms

B peajbHOM BpeMeHM

SSL/TLS Kectene anckn m (i}

3aWuTa NoUToBOrD ChEMHBIE HOCUTENN m a

KAneHTa

3awuTa AocTyna B CeTessle gucku @ o

Wuteprer @

Koutpone ycrpoiicte @

CranmpoBartb npwr
| Cepenc
Otepeiman daiina [ @) (1 ]
MoaknoueHre
Cozaannm daiina m (1]
MHTepgenc WMecnonnenwnn daina 'D (1]
nonw3oeatens B
focTyn K 3arpy304HOMY CEKTOPY CBEMHBIX HOCUTENEN m (1 ]
| Yeegomnenna B
HacTpoiikm
Wewnrouenna gna npoueccos
KOHPUASHUMANEHOCTK
Mo ymonuanmio GDK Otmena

Mo ymMonyYaHuMio yHKLNA 3awuThl (hanIoBON CUCTEMbI B peasibHOM BPEMEHM 3amnyCKaeTCs npu
3arpyske cuctembl n obecneymBaeT NOCTOSHHOE CKaHWPOBaHMe. Mbl He peKOMeHAYEM OTKIIYaThb
napameTp BKnounTb 3awmty anaioBon CUCTEMbI B peasibHOM BPeMeHM B pa3fese
PaclimpeHHble napameTpsl > 3awuTa > 3awmuTa anioBo CUCTEMb] B peasibHOM BPeMeHM >
3awmTa hannoBOK CUCTEMb] B peasibHOM BPeMEHM.

Hocutenu pns CKaHUpoBaHuA

Mo YMOJ14aHUIO BCE TUMbI HoCuTenemn CKaHMPYIOTCA Ha HaJindne BO3MOXHbIX YIrpo3.

* XKecTkne gUCKn — CKaHMpOBaHME BCEX CUCTEMHbIX U CTaLMOHAPHbIX XXECTKMUX ANCKOB
(Hanpumep: C:\, D:\).

* CbeMHble HOCUTEeJIU: CKaHNPOBaHME CbeMHbIX HOCUTenen CD/DVD, USB-XpaHuauwia, kapt
namMaATn N T A.

* CeTeBble AUCKU: CKAHNPOBAHME NOAKJIIOYEHHbIX CETEBbIX AUCKOB (NpuMep: H:| Kak |\store04)
NN CeTEBbLIX ANCKOB NPSAMOro gocTtyna (npumep: \\storeos).

PekoMeHayeTCs 0CTaBUTb MapaMeTpbl MO YMOSYAHUIO, @ U3MEHATb UX TOJIbKO B 0COOLIX CyYasnx
(Hanpmmep, ecnn CKaHMpPOBaHME onpeneneHHbIX HoCUTeNnen NPUBOANT K 3HAYNTENbHOMY
3aMenneHnto obmMeHa gdaHHbIMK).

CKaHupoBaTb npu

Mo YMOJ1HaHUIO BCE Cbaﬁlﬂbl CKaHNPYIOTCA Npn OTKPbITUKX, CO30aHN U BbIMOJTHEHWN.
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PekoMeHAyeTCst He U3MEHATb HACTPOMKMN MO YMOMYaHUIO, MOCKONIbKY OHU obecneymBatoT
MaKCUMasbHYIO 3aLLMTy KOMMbIOTEPA B PEXMME PeasibHOr0 BPEMEHMU.

* OTKpbITUM panna: CKaHMPOBaHME NpU OTKPbITUK (harna.
* Co3paHum hamna: CKaHNpoBaHME CO34aHHOr0 NN N3MEHEHHOro aina.
* UcnonHeHun dpanna: ckaHMpoBaHMe NPy BbINMOAHEHUN UKW 3anycke darna.

* loCcTyn K 3arpy304HOMY CEKTOPY CbeMHbIX HOCUTEJIEH: CKaHMPOBaHME Cpa3y Npu BCTaBke
CbEMHOI0 HOCUTENSA, COAEPIKALLEro 3arpy304Hbli CEKTOP, B YCTPONCTBO. ITOT NapaMeTp He
BKJ/ItOYAET CKaHMpOBaHMe halnnoB Ha CbeMHbIX HocUTensax. CKaHMpoBaHne (hansioB Ha CbEMHbIX
HOCUTENAX MOXHO BKOYNTL B pasgene Hocutenum pna ckaHupoBaHus > CbeMHble
HocuTenu. YTobbl JOCTYN K 3arpy304HOMY CEKTOPY CbeMHbIX HocuTenen pabotan
KOPPEKTHO, BKJIIOYMTE HAaCTPOMKY 3arpy3ovHble CeKTOpPbl/UEFI B ThreatSense.

UcknioueHua ansa npoueccos

NcknoyeHna ois npoLeccos.

ThreatSense

3awmnTa ansoBoN CUCTEMbI B PEXUME peanbHOro BpeMEHM NpoBepseT BCe TUMbl HOCUTENEN U
3anyckKaeTcs pa3nyHbIMUK COBLITUAMM, TaKMMMK KaK JOCTYN K (hanny. 3a CHeT MCNoJib30BaHMA
MeToA0B 0bHapy>XeHuns ThreatSense (Kak onuncaHo B pasgesne ThreatSense) 3alWnUTy annoBomn
CUCTEMbI B PeXMMe peasibHOro BPEMEHN MOXXHO HaCTPOUTb A9 CO34aBaeMbIX U yXKe CYLLEeCTBYOLNX
thannos no-pasHoMy. Hanpumep, MOXXHO HaCTPOUTb 3aLLUTY (PasIOBON CUCTEMbI B peXmMme
peasbHOro BpeMeHu Tak, 4Tobbl OHa bonee TwaTeNbHO OTC/EXMBaNa BHOBb CO3A4aHHbIE (haisbl.

YT106bl CHN3NTL BAMSHWE Ha NPOM3BOANTESIbHOCTb KOMMbIOTEPA MPU UCMOSIb30BaHMNM 3aLlMThl B
peXnMe peasbHOro BpeMeHW, MOBTOPHOE CKaHMpoBaHMe hanioB, KOTopbie yxke bbian
MPOCKaHMPOBaHbI, He BbINOJHAETCS (ecnn dansbl He BbiNn n3MeHeHbl). Panbl NOBTOPHO
CKaHUPYIOTCS Cpa3y Nocse Kaxxaoro obHoBieHMa moayns obHapyxeHus. YnpaBaeHne 3Tum
PEXMUMOM OCYLLLECTBNSETCS C MOMOLLLIO NapaMeTpa OnTuMU3auma Smart. ECv onTMMMU3auma Smart
OTKJIl04EHA, BCE (hall/ibl CKAaHMPYIOTCA KaXKabIA pa3 Npu NoayYeHnn 4OCTyna K HUM. YTobbl N3MEeHUTb
3TY HAaCTPOMKY, OTKPONTE pa3fen PaclupeHHble napaMeTpsl > 3awuTa > 3awmTta hpannoson
CUCTEMbI B peasibHOM BpeMeHMU. [10C/iejoBaTesIbHO LWeSIKHUTE 3/1eMeHThl ThreatSense > ipyroe u
CHUMUTE UAN YyCTaHOBUTE (h1aXKOK BKJIIOYUTb MHTENNEKTYasIbHYI0 ONTUMU3ALMIO.

3au.u/|Ta q:)a|7|n0|30|7| CNCTEMDbI B p€a/ibHOM BpeEMEHN TaKXXe NO3BONIAET HaCTpPpanBaTb AOMNOJIHUTESIbHbIE
napaMeTpbl ThreatSense.

UcKnioyeHUa ansg npoueccoB

OYHKLMA NCKIIYEHUIA 418 NPOLEeCcCOB NO3BOASET UCK0YATb MPOLLECChl NPUIOXKEHNI 13 3aLUTh
(hannoBON CUCTEMbI B peasibHOM BpeMeHU. HekoTopble METOAUKM, UCMOJIb3yeMble Npu Pe3epBHOM
KOMMPOBaHWN N NPU3BaHHbIE MOBbLICUTb €r0 CKOPOCTb, YAYYLINTb LLeNOCTHOCTb MPOLECCOB U
LOCTYNHOCTb CNYX6, BbI3bIBAIOT KOH(MPINKT C 3aLLUUTON OT BPELOHOCHbIX MPOrpamMm Ha YpoBHeE
(hannnioB. EAMHCTBEHHBIN AeCTBEHHbIN CNocob n3bexaTb Takux npobsieM — OTKIYUTD
aHTmBumpycHoe MMO. MNMpu NCKAYEHUN OTAeNbHbIX NPOLECCOoB (HanpuMep, 0TBeYalLWmX 3a pe3epBHoe
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KOMMpOoBaHMe) BCe onepauun ¢ ainamMm Takmx NPOLLECCOB UFHOPUPYIOTCS U CHUTAOTCA
6e30MacHbIMK, YTO CHUXXAET OTpULATENIbHOE BANSIHNE Ha NPOLIECC Pe3epPBHOM0 KOMMPOBaAHMS.
Co3faBaTb UCKJIIOYEHUS CIeayeT C OCTOPOXHOCTbIO — f0BaBIeHHOE B UCK/IOYEHNE CPeLCTBO
pPe3epBHOr0 KOMMPOBAHMS MOXET MOYYUTb AOCTYM K 3apa)KeHHbIM (haiifiaM, He BblAaB Npu 3TOM
OMOBELLEHNS, MO3TOMY pacLUMPEHHbIE pa3peLleHns AOCTYMHbl TONbKO AN MOAY/S 3alUnTbl B
peasisHOM BPEMEHM.

He cnepyeT nyTaTbh 3Ty yHKLMIO C APYTUMU BO3MOXHOCTSIMU UCKJIKOYEHNUS — VICK0YeHHbIE
paclumperns daitnos, UCKaYeHns cucTeMbl HIPS, CKN04YeHUs U3 06HapyXeHns uan
Ncknoyeruns s 6bICTpoaenCTBUS.

NcknoveHnsa ons npoueccoB NO3BONIAKT CHU3NTb PUCK BOSHUKHOBEHNA KOH(DJ'II/IKTOB N NOBbICUTb
npon3BoaANTEJIbHOCTb NCKJTIOHYEHHbIX I'IpI/IJ'IO)KeHI/II7I, 4TO MOJI0OXKNTENIbHO CKa3bIBAaETCA Ha
npon3BoanNTESIbHOCTUN N cTabunbHOCTK Ol'lepaLl,MOHHOI7I cucTemsl B LenoM. cknoyveHune gng
npouecca nan NpuioXXeHna npegnosiara€T NCKAOYEHNE N A €ro NCNOoJHAEMOr o (pa|7|na (.E'XE).

[06aBnTb ncnosHsemble haiibl B CMMCOK MCKIKOYEHHBIX NPOLLECCOB MOXHO B pa3sfene PaclumpeHHble
napaMeTpsl > 3auiuMTa > 3awmTa ¢annoBoOU CUCTEMbI B peasibHOM BpeMeHM > 3aLiuTa
¢dannoBomn CUCTEMbl B peasibHOM BpeMeHHU > ICKIloueHUsa Ans npoueccos.

ITa (hyHKUMA NpefHa3HavYeHa anst 4obaBneHns B UCKOYEHNS CPELCTB PE3ePBHOM0 KOMMPOBAHMS.
WcknioveHne U3 CkaHMpoBaHNA MPOLLECCOB, BbIMOIHAEMbIX CPEACTBOM PE3ePBHOr0 KOMMPOBaHNS,
obecneynBaeT CTabuAbHOCTL CUCTEMBI 1 CNOCOBCTBYET NyHLIEeNn NPON3BOANTENbHOCTN PE3EPBHOMO
KOMUPOBaHWS, He 3aMefNsis ero.

LWenkHnTe N3MeHUTBb, YTOObI OTKPLITH OKHO yrpaBsieHns UCKAloueHus ansa npoueccoB, B
KOTOPOM MOXXHO [100aBUTb UCKIOYEHMS U BbIOPATb UCNOHAeMble daitibl (Hanpumep Backup-
tool.exe), KOTOPblE BY QYT UCKOYEHBI U3 CKAHWPOBaHWS.

Ecnn daiin .exe nobaBneH B nepeyeHb NCKIYeHW, ESET NOD32 Antivirus HE BbINOHAET
MOHUTOPWHT €ro AeiCTBUIA, Kak 1 He CKaHUpyoTCcs Ntobble onepaumnm ¢ dainnamu,
BbIMOJIHSIEMbIE 3TUM MPOLLECCOM,

Ecnn ncnonHsembin annn He BoibpaH C MOMOLLbIO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NOJIHBLIN NYyTb K (hanny. NHave ncknoveHne He bynet paboTaTb NpaBuabHO, a cucTema HIPS
MOXXeT BbljaBaTb coobuieHus o6 ownbke.

INa cywecTBYOLWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUNN U3MEHEHUA 1 YaANeHuUsa 13
NCKJTIOYEHUIA.

3awmTa goctyna B IHTEPHET HE MPUHMMAET BO BHUMaHNE Takne UCKIYeHns. Ecnm Bbl
n06aBnIM B NCKIOYEHNE NCMOHAEMBbIN alin cBoero Beb-bpay3epa, ckaynBaemble aisibl No-
npexxHemy 6yayT CKaHUPOBATLCSA. ITO MO3BOANT 0OHAPYXKNTb 3apakeHHble (halbl. ITO
pa3bACHEHWE [aHO B NO3HaBaTE/NbHbIX LENSX, U Mbl He pekoMeHayeM 106aBNsaThb B
nckntoyeHne seb-bpaysep.

NobaBneHue UAU U3SMEHEeHUEe UCKJTIOYEeHUHN
npoLeccoB

B 3TOM onanoroBoM OKHE MOXXHO p,oﬁaamnb npouecchl, NCKAKOYaeEMbIE N3 MOAYNA 06Hapy>KeH|/m.
NcknoyveHnsa ons npoLeccoB No3BoNAOT CHU3UTb PUCK BO3ZHUKHOBEHWNA KOHqJJ'II/IKTOB N NOBBLICUTb
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NPOVU3BOANTENBHOCTb UCKOYEHHbIX MPUNOXEHWI, YTO MONOXKUTENBHO CKa3blBAETCS Ha
NPON3BOANTENBHOCTM U CTAabUNBHOCTY ONepaLnoOHHON CUCTEMbI B LiesoM. VckntoyeHne ans
npoLecca nam NPUIoXKeHNs NpeanonaraeT CKKYEHNE 1 NS ero UCnoJsiHsgemoro gaina (.exe).

BbibepuTe nyTb K hanny NCKIOYEHHOTO MPUIOXKEHNS, LWENKHYB ... (Hanpumep, C:\Program
Files\Firefox\Firefox.exe). HE BBOANTE UMSA NPUIOXKEHNS.

Ecnn dann .exe pobaBneH B nepeyveHb NCKOYeHMI, ESET NOD32 Antivirus HE BbIMOAHSAET
MOHUTOPWUHI ero AeNCTBUN, KaK N He CKaHUPYTCS Ntobblie onepaunn ¢ dannamu,
BbINOJIHAEMbIE 3TUM MPOLLEeCCOM.

Ecnmn ncnonHsiembln hann He BbibpaH C MOMOLbO PyHKLUK 0630pa, HEOBX0ANMO yKa3aTb
NONHBLIN NYTb K hanny. NHavye ncknoveHne He bynet paboTaTb NpaBuIbHO, a cucTema HIPS
MOXXET BblgaBaTb coobLieHns 06 ownbke.

INa cywecTBYOWMX NPOLECCOB TakXKe AOCTYMHbl (PYHKLUUN NU3MEHEHUSA 11 YaANeHusa 13
UCKJTIOYEHUIA.

MoOMEeHT usaMmeHeHus KOHUrypaumm 3aLimTbl B
pe>XuMe peasibHOoro BpeMeHu

3almMTa B pexnme peasibHOro BpeMeHu sBnseTcs Hanbosee CyLeCcTBEHHbIM 31eMEHTOM BCEN
cuctembl obecnevermns 6esonacHocTy. HeobxoanmMo 6bITb BHUMATENbHLIM NPY U3MEHEHNUN ee
napamMeTpoB. PekoMeHIyeTCA N3MEHATb NapaMeTpbl TOJIbKO B 0COBbIX CyYasnX.

Mocne ycTaHOBKM ESET NOD32 Antivirus BCE MapaMeTpbl ONTUMU3MPOBaHbI A1 MaKCMMasbHON 3aluUThl
cUCTeMbl. YT0Obl BOCCTAHOBUTL HAaCTPOMKM MO YMOSIYAHUIO, LLENKHUTE =) pALOM C 3/1IEMEHTOM
PaclUV/peHHbIe NapaMeTpsl > 3awuTa > PearupoBaHue npu o6Hapy>XeHUM.

NMpoBepka MoAaynsa 3alLUTbl B peXuMme
peanbHOro BpeMeHwu

Y106kl yOEONTHLCA, 4TO 3alMTa B peasibHOM BpeMeHu paboTaeT 1 obHapyxusaeT BUPYChI,
NCNOMb3YNTE NPOBEPOYHLIN (hansl www.eicar.com. DTOT TECTOBbIN (hann aBnseTcs bes3ppeHbIM, 1 ero
obHapy»XnBalT BCe NporpamMmmebl 3alnTbl OT BUPYCcoB. ®ann co3faH KoMrnaHuen EICAR (European
Institute for Computer Antivirus Research) 419 NpoBepky PyHKLNOHNPOBAHUA MNPOrpamMm 3aLmThbl OT
BMPYCOB.

®ann focTyneH Ans 3arpysku ¢ Beb-canTa http://www.eicar.org/download/eicar.com.
Mocne BBOAa 3TOro URL-agpecca B 6pay3epe Bbl AOJHKHbI yBUAETh coobLieHme 06 yaaneHnn yrpossbi.

PewweHue npobneM, BO3SHUKAIOLLUX MPHU
paboTe 3awwunTbl hannoBomn CUCTEMbLI B
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peXxumMe peasibHOro BpeMeHum

B 3ToM pa3nene onuncaHbl Npobiembl, KOTOPbIE MOTYT BO3HUKHYTb MPY MCMO/b30BaHMNM 3alLMThbl B
peXuMe peasbHOro BpeMEHHU, N Cnocobbl X YCTPaHEHUS.

3awuTta pansiIoBON CUCTEMbI B peXXUMe peasibHOro BpeMeHHu
OTKJIlOYEeHa

Ecnu nonb3oBaTenb HernpeaHaMepeHHO OTK/YNT 3alMTy B peasisHOM BpeMeHu, Heobxoanmo
MOBTOPHO aKTMBMPOBATb 3TY PYHKLMIO. YTOOBI NOBTOPHO aKTUBUPOBATHL 3aLLMTYy B peasibHOM
BpeMeHu, nepenauTe B pa3gen HacTtpomrka B [/1aBHOM OKHE NporpaMmbl U WeNKHUTe 3awmTa
KoMnbloTepa > 3awuTa (pan10BOM CUCTEMBI B peasibHOM BPEMEHMU.

Ecnum 3awmTa hanioBON CUCTEMBI B peXUMe peasibHOro BpeMEHUN He 3amnyCKaeTCa npu 3arpyske
cucTeMbl, 06bIYHO 3TO CBA3AHO C TEM, 4YTO OTKJIOYEH napameTp Bkawountb 3awmty pannoson
CUCTEMbl B peasibHOM BpeMeHU. YTob6bl ybeanTbCs, 4TO 3Ta ONuus BKIKOYEHa, OTKPONTE pa3aen
PacluivpeHHble NapamMeTpsl > 3awuTa > 3awmTta (pansIoBOM CUCTEMbI B peasibHOM BPeMEHM.

3aluTa B pe)XXuMe peasibHOro BpeMeHn He OOHapyXXuBaeT u
He O4YMLLAeT 3apa)keHus

YbeamTecb B TOM, YTO Ha KOMMbIOTEPE HE YCTAHOBJ/IEHbI APYrie NPOrpamMmsbl 3alnUTbl OT BUPYCOB.
Ecnun Ha KoMNbloTepe YCTAaHOBEHO CPa3y ABE aHTMBMPYCHbIX MPOrpaMMbl, OHWU MOTYT
KOH(DIMKTOBAThL Mexay coboit. Mepen ycTaHOBKOMN ESET peKOMeHAyeTCs yAaiMTb C KOMMNbIOTEPa BCE
npoyne Nporpammbl 3aLUnTbl OT BUPYCOB.

3awumTa B pexumMme peaJibHOro speMeHm He 3anyCckaeTcs

Ecnv 3awmTa B peasbHOM BPEMEHM He 3anyCcKaeTcs Npu 3arpyske cMcTembl (HO PyHKLUMS BKAOYUTB
3awumTy (PansIoBOM CMCTEMbI B peasibHOM BPeMeHM BKJI0YEHA), BO3MOXKHO, BO3HMNK KOH(JIMKT C
APYTMU NpUNoXeHusmn. Ytobol pelinTs 3Ty Npobnemy, cozfante )ypHa ESET Sysinspector U
OTNpaBbTe ero B CNyx0y TeXHNYeCKon noaaepxkm ESET ANd aHaau3a.

SSL/TLS

ESET NOD32 Antivirus MOXXET BbIMOJIHATL MPOBEPKY Ha Hanu4yume yrpo3 npu obMeHe faHHbIMU, KOTOPbIe
MCMNOJb3YI0T NPOTOKOJ SSL. MOXXHO MCMO/Ib30BaTh Pa3finyHble PeXUMbl PUAbTpaLMK 414
3aLUMLLEHHbIX SSL-COeANHEHUI, ANA KOTOPbIX UCNOJIb3YIOTCA LOBEPEHHbIE CEPTUGDUKATI,
Hen3BeCTHble CepTUPUKATBI NN CePTUDUKATBI, MCKITIOYEHHbIE U3 NPOBEPKY 3aLUNLLEeHHbIX SSL-
coenHeHnn. YTobbl M3MEHUTb HAaCTPOWKM SSL/TLS, OTKpoMTe pasaen PaclumpeHHsle napameTpsl >
3awumTta > SSL/TLS.
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NOD32 ANTIVIRUS o ox

JononHutenbHble HACTPOMKHK Q X7
| Moayns obHapyxeuns B B ssuTis H

O6HOBNEHNE BraroumTs SSL/TLS [ @) i}
| 3aumta Pesxam SSL/TLS ABTOMATHUYECKK ~

3awnTa GarnoBoi cMcTeMsl
B peanbHOM BPeMeHK

E aETOMAETMYECKOM PEXHME WCNONbIOEaHKE SSL/TLS aKTMEWDOEBAHO TONLKS ANA NPHACHKEHWI,
) . EbIGUpaENMBIX 3ETOMATHYECKH, HANPUMED ANA BEef-Gpay2epoB U NOYTOELIX KIMEHTOE. MNOBEgEHUE
. SSL/TLS MOXKET BHITE NEPEONPEASNEHD ANA KEKAOTO NPUACHKEHHA AW CEPTUHUKATA CEPEEpA.

3aWmTa NoOYTOBOro

wnventa @D

3awmTa AocTyna 8 Mpaenna ckaHWpoBaHNA NPUACHKEHNI WamenuTs (1]
Wutepuer @D
KouTponk ycrpoiicte @D Mpaswnna ceprugpukata Wamennts o
| cepenc @ He ckaHupoBaTe Tpadik ¢ ACMEHAMK, KOTOPbIM JoBepaeT ESET D (1]
WHTterpupoeate kopresoi ceptidgkar ESET & m e
Moaxnwouexve NOAIEPHKHEIEMBIE NPUADKEHNA
WHTepherc MpocmoTpeTs ceptudikat MpocmoTpeTs ceprudukar
nons3oBaTtens . -
JefcTBME, £CNW HE YAETCA YCTAHOBHTE A0BEPUE CEpTUdMKATE 3anpalmeats CpoK 4edcTe.. v
| yeeaomnerns 6 Enokwpoeate Tpadik, 3angpoBaHHbIA yCTapEBLLIMM D
npoTokonom 5502
HacTpoiiku
KOHOWASHLMANLHOCTH JeiicTBnE ANA NOBPEXAEHHBD CEPTHRNKATOE BEnoknpoeate NOAKNKOYEHKA,..

Mo ymonyaumo EPOI( OTmeHa

BKIIOYMTb SSL/TLS: €C/n 3TOT NapamMeTp OTKJI0YeH, ESET NOD32 Antivirus He 6yeT ckaHMpoBaTb
0bMeH AaHHbIMK N0 NPOTOKOY SSL/TLS.

PeXXuM SSL/TLS [OCTyNeH COo cefyoLMMn NapaMeTpaMu:

Pexam gunirpain ———————omcame

ABTOMaTUYECKUHN icnonb3yeMblin N0 yMONYAHUIO PEXMM, B KOTOPOM CKaHUPYIOTCA TONbKO
COOTBETCTBYHOLWME NMPUJTOXKEHUA, TAKNE KaK Be6-6pay3epbl N NOYTOBLIE
KJINeHThl. Bbl MOXKeTe nepeonpenesnTb ero, Bbl6paB NPUIoXXeHUA, B
KOTOPbIX CJieAyeT CKaHNPOBaATb obMeH AaHHbIMN.

WHTepakKTUBHO Mpw BbINOJIHEHMM BXOLa Ha HOBbIN 3aLLMLEHHbIN SSL-CAllT (C HEM3BECTHbLIM
CepTMdMKATOM) Ha 3KpPaH BbIBOAUTCA AMaJ0roBoe 0KHO Buibopa AencTBumS.
STOT peXxnM rno3BoaSeT Co34aBaTb CMMCOK CEPTUDUKATOB SSL 1
NPUNOXXEHWNI, NCKIOYAEMBIX N3 CKAHUPOBAHMUS.

Ha ocHoBe Bbibepute 3TOT BapuaHT, 4T0bbl CKaHMPOBaTb BCE 3aLUMLLEHHbIE SSL-

NOJNIUTUKMH coefVHeHns, KpoMe Tex, KOTopble 3aLluLeHbl UCKTIYEHHbIMU U3 NPOBEPKU
cepTudukaTamu. Ecnm ycTaHaBNMBaeTCSA HOBOE COeMHEHMe,
NCMNOJb3YtoLLee HEN3BECTHbIV 3aBEPEHHbI CEPTUMUKAT, NOJb30BaTeSb He
NoNy4uT yBe4OMJIEHUS, a CaMO CoefiIHeHNe aBToMaTn4Yeckun byner
punbTpoBaThLCA. [1pM JOCTYyMNe K cepBepy C HEHaLEXHbIM CEPTUDUKATOM,
KOTOPbIN NMOMEeYeH noJib30BaTesieM Kak LOBEpPeHHbIN (LobaBneH B CNNCOK
LIOBEPEHHbIX CEPTUPUKATOB), COEIMHEHNE C 3TUM CepBEPOM pa3peLlaeTcs,
a cogep>xmmoe KaHana CBA3N uabTpyeTCs.

I1paBm1a CKaHUpPOBaHuA ﬂpHnO)KeHVWH MO3BOJISET HACTPOUTL noBeaeHne ESET NOD32 Antivirus s
onpeneneHHbIX I'Ipl/l)'lO)KGHI/IVI.

134



MpaBuna cepTudmukKaTa: No3BoASAET HACTPOUTb NoBeaeHme ESET NOD32 Antivirus 4719 KOHKPETHbIX
cepTndUnKaToB SSL.

He ckaHupoBaTb Tpachuk C ,OMEHaMH, KOTOPbIM AoBepseT ESET: eC/iv 3TOT NapaMeTp BKJIOYEH,
06MeH AaHHbIMK C LOBEPEHHbLIMU LOMeHaMU ByLeT NCKIIIOYEH U3 CKaHMPOBaHNA. HaleXHOCTb
LOMEeHa onpeaenseTcs BCTPOEHHbIM 6eibiM CMMCKOM, KOTOPLIM YNpaBfiseT KoMNnaHus ESET.

NHTerpupoBaTb KOpHEBOMW cepTUUKAT ESET B noaaep>XuBaeMbie NpunoXxXeHus — [1na
HOpManbHoOM paboTsl SSL-MOAK0YEeHNI B Bpay3epax U NOYTOBbIX KNMeHTax Heobxoanmo fobasntb
KOPHEBOW cepTuduKaT ESET B CMNCOK M3BECTHbIX KOPHEBBLIX CEPTUMUKATOB (n3paTenen). Mpu
BKJIIOYEHWM 3TOr0 napameTpa ESET NOD32 Antivirus aBTOMaTu4eckn gobasnseT cepTudukaT ESET SSL
Filter CA B U3BeCTHble bpay3epbl (Hanpumep, Opera). 1na 6pay3epos, NCNOJIb3YIOLNX CUCTEMHOE
XpaHunuLLe cepTuukaTos, cepTugurkaTt gobasnseTcs asToMmaTuyeckn. Hanpumep, Firefox
aBTOMaTUYeCKN HACTPOEH A1 LOBEPUS KOPHEBLIM LleHTPaM B XpaHWuLLe CEPTUPUKATOB CUCTEMBI.

[na yCcTaHOBKYK cepTuduKaTa B Henoaaep>xnpaemble bpayseps! Bbibepute MpocMoTpeTb
cepTudukar > [lononHutenbHO > KonupoBaTb B pal..., a 3aTEM BPYYHYIO UMMNOPTUPYATE €ro B
bpay3ep.

[enAcTBUe, €C/IN He yaaeTCs YCTaHOBUTb AoBepue cepTudmkaTta: B HEKOTOPbIX C/IyYasx
cepTuuKaT Beb-canTa He MOXeT BbITb NMPOBEPEH C NOMOLLbIO XPaHUINLLA OOBEPEHHbBIX KOPHEBbIX
LEeHTPOoB cepTudmkaumm (TRCA) (Hanpumep, CepTUROUKAT C UCTEKLLMM CPOKOM AeNCTBUS,
HeloBepeHHbIN cepTUMUMKaT, CeEPTUPUKAT, HELENCTBUTENbHLIN 41 ONpefesIeHHOro JoOMeHa, Uan
NOAMWUCb, KOTOPYIO MOXKHO NPOoaHan3MpoBaTb, HO KOTOPas HerpaBuIbLHO NOAMNUCLIBAET
cepTuUKaT). 3aKOHHbIN BeO-CalnT BCerfga UcnosiblyeT AOBEPEHHbIA CepTuduKaT. ECam oH ero He
npeLoCTaBAeT, 3TO MOXET 03Ha4aTb, YTO 3/10YMbILLJIEHHUK pacluMdpoBbIiBaeT Ball 06MeH faHHbIMU
nnv Be6-canT UCNbITbIBAET TEXHUYECKUE TPYAHOCTMW.

Ecnn ycTaHoBNEH (h1la)KOK 3anpalumMBaTh CPOK AeUCTBUA cepTudukaTta (OH yCTaHOBAEH MO
yMO4aHUi0), Nosb3oBaTesto byaeT npennoxeHo BbiIbpaTh AENCTBUE, KOTOPOE CrieayeT
nNpeanpuHATbL BO BPEMS YCTAHOBKM 3alLM(pOBaHHOIr0 coeanHeHns. Ha akpaHe oTobpasmnTcs
LVanorosoe 0KHO A4 Bbibopa AeNCTBUSA, B KOTOPOM MOXKHO MPUHATbL PELLUEHME O TOM, 4TO cneayeT
chenaTb: MOMETUTb CEPTUGUKAT KakK LOBEPEHHLIN NN KaK UCKOYEHHbIN. ECnn cepTudunkaT
OTCYTCTBYET B CMINUCKE XPaHUINLLA LOBEPEHHbLIX KOPHEBLIX CEPTUPMKATOB CEPTUPULNPYIOLLNX
OpraHoB, Ana opopMAEHNSA OKHA NCMNOJIb3YeTCA KPaCHbIN LBET. ECin XXe cepTUnkKaT eCTb B 3TOM
Cnucke, okHO ByaeT 0hopMIEHO 3e/IEHbIM LLBETOM.

Mo>XHO BblbpaTb BapuaHT BAoKMpoBaTh NOAKAIOYEHUA, UCNOJIb3YIOLLMEe AaHHbIW cepTUdUKaT,
4yTObObI BCErAa pa3pbiBaTh 3aWNGPOBAHHbIE COEANHEHNS C CANTOM, NCMONb3YIOLWUM HELOBEPEHHbIN
cepTndumkar.

BnokuposaTb Tpaduk, 3awimdpoBaHHbIK YCTapeBLUUM MPOTOKOJIOM SSL2: 0OMEH faHHbIMU C
NCcnosib3oBaHMeM H6onee paHHel BepCUN NPOTOKONa SSL ByaeT aBTOMaTU4YeCKN B10KMPOBATLCS.

JencTeue ANA NOBPEXAEHHbIX CEPTUDUKATOB: NOBPEXAEHHbIA CEPTUDMKAT 03HAYaeT, YTo
cepTudukaT ucnonb3yeT opMaT, KOTOPbIA He pacno3HaeTCs pewweHneM ESET NOD32 Antivirus, UK
cepTudukaT Bbl NoyYeH NoBpeXXAeHHbIM (Hanpumep, nepesanncaH c/ly4yaHbiMU faHHbIMK). B
3TOM C/ly4ae Mbl PeKOMeHyeM 0CTaBUTb BbiIOpaHHbIM NapamMeTp BnokupoBaTb NOAKAIOYEHUS,
Mcnonb3ylowme AaHHbIK cepTudukaTt. Ecv BoibpaH napameTp 3anpawiMBaTbh CPOK AeUCTBUSA
cepTudukarta, nonb3osatenio byaeT npennoxeHo BoibpaTb AeNCTBME, KOTOpOe cneayeT
nNpeanpuvHATL NPY YCTaHOBKE 3allM{POBAHHOI0 COeANHEHNS.

135



[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

NpaBuia CKaHMPOBAHUA NPUIJIOXKEHUHN

MapameTp MpaBusia cKaHUPOBAHUA NPUOXKEHUN MOXET NCMONb30BaTLCA AJ19 HACTPONKN
nosefeHnsa ESET NOD32 Antivirus B OTHOLLEHUWN OMpefesieHHbIX NPUI0XKEHUI, a TaKxXe Os
3anoMuHaHWA BbibpaHHbIX AeNCTBUIA, ecnn AN napameTpa Pe>xum SSL/TLS BbIOpaH MHTEPaKTUBHbLIN
peXum. Cnncok MOXKHO NMPOCMOTPETb U U3MEHUTb B pa3fene PaclunpeHHsle napaMeTpsl > 3awuTa >
SSL/TLS > MpaBusa CKaHUPOBAHUA NPUNOXKEHUN > U3SMEHUTD.

OkHO MpaBuna ckaHUpOBaHUA I'Ipl/lﬂO)KeHlllﬁ COCTOUT U3 ciepyromnx a1eMeHTOB.

Cton6bubl

MpunoxeHue: BbIbEPUTE NCMONHAEMbIN (halin B lepeEBE KAaTaIoroB UM HAXXMUTE KHOMKY ..., YTOObI
BPYYHYI BBECTYU MNyTh.

JeicTBMe CKaHUpoOBaHUA: BbibepuTe CKaHupoBaTb Wy MponycTUTb, 4TOOLI CKAHMPOBATL UK
NrHOpPUpoBaTb 0OMeH AaHHbIMK. YTOObI CKAHMPOBATL B @aBTOMAaTUYECKOM PEXMME 1 3anpalunBaTb
LEeVCTBNA B UIHTEPAKTUBHOM, BbibepuTe 3neMeHT ABTOMaTM4Yecku. Boibepute 3anpawumBars,
4yTo6bI BCErAa 3anpalimBaTh AENCTBUS NOSb30BaTENS.

dNeMeHTbl ynpaBJieHuA

[obaBuTb: fob6aBeHME HUAbTPOBAHHBLIX MPUIOXKEHWIA.
N3MeHUTb: BbibepnTe NPUNOXKEHNE, KOTOPOE HY)KHO HAaCTPOUTb, U HAXKMUTE KHOMKY U3MEHUTD.
Ypanute: BoibepnTe NpnaoXKeHne, KOTOPOE HYXHO YAaANTb, N HAXXMUTE KHOMKY Y BaNuTb.

MMnopT/3KCcnopT: MMMNOPT NPUIOXKEHWUI U3 (aisia NN COXPaHEHUe TeKyLLero Crmncka npuioXeHum
B tham.

OK/OTMeHa: HaxxmuTe KHonky OK 015 COXpaHeHMs n3MeHeHUn nav OTMeHa o1 UX OTMEHHbI.

Npasuna cepTudpukara

MapameTp NMpaBuna cepTudukaTta MoOXXeT NUCNOJIb30BATLCA /19 HACTPONKM NoBeAeHNs ESET NOD32
Antivirus B OTHOLUEHMMW OMNpefeneHHbIX CePTUMUKATOB SSL, a TakXKe A4 3anoMnHaHNs BbibpaHHbIX
LENCTBUNA, ecnn ANa napamMeTpa PeXXnm SSL/TLS BbibpaH MHTEPAKTUBHBIA peXXuM. CriMCOK MOXHO
NPOCMOTPETb M U3MEHUTb B pa3fene PacluvpeHHble napameTpsl > 3ausMTa > SSL/TLS > Mpasuna
ceptucdmukaTa > I3MeHUTD.

OKHoO npaBuna cepTucbuKaTa COCTOUT M3 cieayroLmnx 3JIEMEHTOB.

136


https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6407
https://support.eset.com/kb6407

Ctonoupbl

NUmsa : uma ceptTndukaTa.
N3paTenb ceptudumkara : nMa cosgatena cepTugmkara.

CybbekT cepTudukaTta : 3T0 Nose yKkasblBaeT Ha CyObeKT, KOTOPOMY NMPUHALNEXUT OTKPbLITbIN
K04, CoAepXXaLluincs B none OTKPbITOro Kiwva cybbekTa.

[ocTyn: B Ka4yecTBe 3Ha4yeHMa napameTpa [lencrteme poctyna BbibepnTe PaspewmnTb nin
3abnokupoBatb, 4T0bbI pa3pewnTb UK 3a610KMPOBaTh 0OOMEH AaHHLIMU, 3aLUNLLEHHbIA 3TUM
CepPTUGMKATOM, HE3aBUCMMO OT ero HafeXXHoCTW. BoibepnTe ABTOMaTUYECKM, 4TOObI pa3peLlaTb
LOBEpPEHHbIe CepTMdUKaTbI 1 NpeanaraTb BapuaHTbl 4ENCTBMI 419 HEHAAEXHbIX. BoibepuTe
3anpawmBaTthb, 4T0ObI BCErga 3anpallnsaTb AENCTBMA NOJIb30BaTENS.

CKaHuMpoBaThb: B KayeCTBe 3Ha4yeHNs NapaMeTpa JlencTBue CKaHMpoBaHUA BbibepuTte
CkaHupoBaTtb v MponycTuTb, 4T0OLI CKAHNPOBATL UM NFTHOPUPOBATL OOMEH AaHHbIMY,
3alMLLEHHbIA 3TUM CepTUGUKATOM. YTOObl CKaHMPOBaTL B aBTOMATUYECKOM pPeXUMe 1 3anpalinsaTb
LEeNCTBNS B UHTEPAKTUBHOM, BblibepuTe 3nieMeHT ABTOMaTH4YecKu. Buibepute 3anpawumsaTh,
4yT0bbl BCErfa 3anpalinmBaTh LENCTBUS NONb30BaATENS.

dneMeHTbl ynpaBJieHUus

[ o6aBuTb — BLIGOP HOBOro CepTUdMKaTa 1 HACTPONKA ero NapaMeTpoB, CBA3AHHbLIX C AOCTYMNOM U
CKQHUPOBAHWEM.

N3MeHUTDb: BbibepuTe CepTUDMKAT, KOTOPbIA HYXXHO HACTPOUTb, U HAXXMUTE KHOMKY U3MEeHUTD.
YaanuTtb: BbibepuTe cepTUMKaT, KOTOPbIA HYXXHO YAaNUTb, U WeNKHUTE Y RaNuThb.

OK/OTMeHa : HaxxMunTe KHonKy OK ons coxpaHeHust UsMeHeHun nam OTMeHa 4/ UX OTMEHbI.

3awundpoBaHHbIK ceTeBOU TpaduK

Ecnm B cnctemMe HaCTPOEHO CKaHMPOBaHME NPOTOKOMa SSL/TLS, AnanoroBoe OKHO € 3anpoCoM Ha
BbIbOp Aenctema bynet oTobpa)aTbCa B ABYX CyvasX.

Bo-nepB.ebix, ecnn Beb-canT NCNoNb3yeT HENPOBEPAEMbIA NN HEAENCTBUTENbHLIN CEPTUGMKAT, a
NPOAYKT ESET NOD32 Antivirus HACTPOEH Ha BblAavy 3anpocoB Mosb30BaTesN0 B TakKUX cayyasx (no
YMON4aHNIO 3anpockl 0TobparkatoTCa AN HENPOBepsSeMbIX CEpTUGRMKATOB, a ANA
HeenCTBUTE/IbHbIX — HeT), NOSBUTCS ANanoroBoe OKHO C 3aNpoCoM Ha pa3peLueHue 1
6nokmpoBaHue noakoyeHns. Ecnm ceptudmkaTta HeT B Trusted Root Certification Authorities store
(TRCA), TO OH CYMTaeTCa HeHa4e)XXHbIM.

Bo-BTOpbIX, €CNKN B Ka4ecTBe SSL/TLS pe>XxuMa BbiOpaH MHTEPAKTUBHBIA PEXMUM, TO Mpu
noakatyYeHnn Kk nobomy seb-canty byaet oTobpakaTbCA 3anpoc Ha CKaHUPOBaHUe N
MrHOpUpoBaHue. HekoTopble NPUI0XKEHNA NPOBEPSAIOT SSL-TpaPuK Ha NpeaMeT U3MEHEHNI 1
MOHMTOPUHIra. B Taknx cnyvyasax Ana coxpaHeHus paboTocnocobHOCTU NPUIOXKEHNS NporpamMmma ESET
NOD32 Antivirus fO/KHa SSL-TpaMK UTHOPUPOBATb.
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[MpnMepbl C NANKCTPaLNAMU

Cnegnytowmne ctaTbh u3 6a3bl 3HaHWUA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHMJIMACKOM SA3bIKE:
* YBeJOMJIEHMS KAcaTebHO CEPTUMUKATOB B MPOoAYKTax ESET Anst Windows OJ1s1 JOMALLHEro
NCN01b30BaHNA

* «3alNGPOBAHHbLIA CETEBON TPAMUK: HEHAOEXHbLIA cCepTudnkaT» 0TobparkaeTcs npu
nocewleHnm Beb-cTpaHuL

B Ka)KOM MX 3TUX C/lyYaeB NOJIb30BaTE/lb MOXXET COXPaHWUTbL B CMCTEME BbibpaHHOE AeicTBue.
CoxpaHeHHble feNCcTBUS XPaHATCA B pa3gene [pasusia ceptudukaTa.

3almTa NOYTOBOro KJIMeHTa

YT106bI HACTPOUTL 3aLLUTY NOYTOBOIO KJNEHTA, OTKPONTE pasfen PacluvpeHHble napaMeTpbl >
3awuTa > 3awMTa NOYTOBOro KJAMEHTa 1 caenanTe BbIOOp cpean cnefyowmnx onummn
KOH(Urypauuu:

* 3alUnNTa TPAHCMOPTHOrO YPOBHS

¢ 3allMTa NOYTOBOrO SALLMKA

* ThreatSense

3alMTa TPAHCNOPTHOIO YPOBHA

IMAP(S) 1 POP3(S) — CaMble pacnpoCTpaHeHHble NPOTOKObl, UCNOJIb3yeMbIN ANS MNONyYeHus
3NEeKTPOHHOW MOYThbl B MOYTOBbIX KJIMeHTaxX. OHM UCNOb3YTCA ANnd obMeHa faHHbIMU MO
3N1EeKTPOHHOW MoYTe C NOMOLLbIO NMPUIOXKEHNSA MOYTOBOr0 KJiMeHTa. MpoToKoN IMAP — 3TO eLlle OAMH
WHTEPHET-NPOTOKON A MONYYEHUA INIEKTPOHHON NMOYThI, KOTOPbIA UMEeT ornpeaesieHHble
npevMyLlecTBa nepen POP3. HanpumMep, cpasy HECKOJIbKO KJIMEHTOB MOTYyT OA4HOBPEMEHHO
NOAKNIYaTLCA K OAHOMY 1 TOMY )Ke NMOYTOBOMY fALLMKY U NepefaBaTb CBEAEHNA O COCTOAHUN
coobLLeHuns, B YaCTHOCTM CBELlEeHMSA 0 TOM, 4TO coobLieHme BbIIo NPOYNTaHO, YAANeHO UK Ha Hero
Obln faH oTBeT. Moaynb 3awwmMThl, 0becneynBaoLWnn TaKON KOHTPOJIb, aBTOMaTUYECKUN 3anyckaeTcs
npw 3anycke CUCTEMbl N OCTAETCA aKTUBHbLIM B MaMATH.

ESET NOD32 Antivirus obecrneynBaeT 3alUTY 3TUX NPOTOKOJI0B HE3aBUCMMO OT UCMOJIb3YEMOI o
NoYTOBOro KNneHTa 1 6e3 HeobxoAMMOCTM NepeHacTpanBaTh MNOYTOBLIA KIMEHT. 10 YMOYaHMIO
CKaHMpPYIOTCA BCe AaHHble, nepefaBaeMble Mo npoTokoaam POP3 1 IMAP, He3aBUCMMO OT
ncnoJibayembix no ymoJsiHaHMO HOMEPOB NOPTOB POP3/IMAP.

,D,aHHbIe, nepenaBaemMblie NO NPOTOKOJY MAPI, He CKaHUPYOTCS. Ho cBAA3b C cepsepoM Microsoft
Exchange MOXXET CKaHMUpPOBaTb MOAVYJIb MHTErpaLuy B MOYTOBLIX KJIMEHTaX, TakKnX Kak Microsoft
Outlook.

ESET NOD32 Antivirus TaK)Xe NoALEPXVNBAET CKaHMpOBaHMe NMPOTOKO00B IMAPS (585, 993) 1 POP3S
(995), KOTOpbIE OJ18 Nepenayn NHPOPMaLUN MeX 4y CepBepoM U KIIMEHTOM UCMOJIb3YIOT
3alWMdpoBaHHbIA KaHan. ESET NOD32 Antivirus NPOBEPSET COeANHEHUS, UCMOMb3YOLNe MeTOobl
WngpoBaHMNa SSL n TLS.

3alwmngpoBaHHble COeANHEHNS CKAHUPYIOTCS MO YMO4aHM0. YTobbl MPOCMOTPETb HAaCTPONKM
MOy CKaHUPOBaHWSA, OTKPONTE pasgen PaclunpeHHsle napaMeTpsl > 3awuTa > SSL/TLS.

Y706bl HACTPOUTD 3aLLMTY NMOYTOBOrO TPAHCMOPTA, OTKPOMTE pa3aen PacluvpeHHble napaMeTpbl >

138


https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6672
https://support.eset.com/kb6407
https://support.eset.com/kb6407
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eav/16.2/ru-RU/idh_config_emon_protocols.html
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eav/16.2/ru-RU/idh_config_emon_clients.html
/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eav/16.2/ru-RU/idh_config_threat_sense.html

3awumTa > 3almMTa NOYTOBOr0 KJIMEeHTa > 3aluTa No4YTOBOro TPaHCNOpTAa.

BKAIOYNTDL 3dLlUUTY NOYTOBOIro TPpaHCNOPTA: €CJZIN 3TOT NMapaMeTp BKJIIOYEH, obmeH faHHbIMU
MOYTOBOIro TPaHCMOPTa 6y)J,ET CKaHUpoBaTbCA pewleHmnem ESET NOD32 Antivirus.

Bbl MOXXeTe BblbpaTb, Kakne NpoTOKOJIbl MOYTOBOro TpaHCcnopTa byayT CKaHMPOBaTLCS, LWEKHYB
nepekoYaTeNb PAAOM CO CAeay WM onunaMm (No YMoa4aHio BKIKOYEHO CKaHMPOBaHMeE BCEX
NPOTOKOJIOB):

e CKaHMpOBaTb NOYTOBLIA TPAHCMNOPT IMAP
e CKaHMpPOBaTb NOYTOBbLIA TPAHCNOPT IMAPS
e CKaHMpPOBaTb NOYTOBLIA TPAHCMNOPT POP3
e CKaHMPOBaTb NOYTOBLIA TPAHCMOPT POP3S

Mo ymonyaHuto ESET NOD32 Antivirus OyaeT CKaHUpoBaTb 06MEH AaHHbIMY MO NMPOTOKOAaM IMAPS 1
POP3S Ha CTaHAAPTHbIX NopTax. YTobbl 106aBUTL NOSb30BATENLCKME NOPTHI AJ15 MPOTOKO/10B IMAPS 1
POP3S, nobaBbTe X B TEKCTOBOE MoJie PSAoM C 31eMeHTOM MopThl, UCNOJIb3yeMble NPOTOKOJIOM
IMAPS 11 MopTbl, MCNONb3yeMble NPOTOKOJIOM POP3S. HomMepa NopToB c/lieayeT pasfensTb
3ansTon.

NCKIIHOYEHHBIE NMPUJIOXKEHNS: MO3BONSET UCKIOYUTL ONPeAeNieHHbIE NPUSIOXXEHNS U3 CKAHUPOBAHWS
(DyHKLMEN 3aLMTbl MOYTOBOIO TPAHCMNOPTA. ITO NOJIE3HO, KOrAa 3aluTa AoCcTyna B UIHTepHeT
Bbl3blBAeT Npo61eMbl COBMECTUMOCTMW.

MIck/lYeHHbIe IP-afpeca: NO3BONSET UCK/YNTL ONpeaeNieHHble yaaneHHble agpeca n3
CKaHMPOBaHWS (PYHKLMEN 3aLLMTbl MOYTOBOr0 TPAHCMNOPTa. ITO MOJIe3HO, KOr4a 3aliMTa AocTyna B
WHTepHEeT Bbi3blBaeT NPobaeMbl COBMECTUMOCTM.
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JononHuTenbHble HACTPOWUKH “ x| 7
| Moayn o6napyxenns € B zauura TPaHCNOPTHOTO YPOBHA 5
ObHoBneHne BrArOUMTE 38LLMTY NOYTOBOTO TRAHCNOPTA m i}
| 3awuTa CkaHWpoBaTe NoYTOBLIA TpaHcnopT IMAP Q (i)
3awuTa GannoBoil cMCTeMbI CkaHuposats noyTossIi TpaHcnopt IMAPS 'D i)
B peaNbHOM BpeMeHKn
SSL/TLS MopTel, vcnonesyenMele npotokonon IMAPS 585, 993 (i)
3aWKTa NoYTOBOrD - =
CrkaHWpoBaTe NoYToEbIi TpaHcnopTt POP3 (1]
KAMeHTa f P ? @
3awuTa gocTyna B CkaHnpoBaTe NoYToBLIA TpaHcnopt POP3S m a
Wuteprer @D
995
KoHTpone ycrpoiicta 0 MopTel, vcnonesyemMele npotokonom POP35 985 (i)
| Cepenc
McknroueHHBIE NpUACHKEHNA HzmeHnTs (i)
MoaknoueHre
Wekntouennele IP-agpeca MameHuTe (1]
WHTepdeiic
nonszoeatens @ 3alMTa NOYTOBOrO ALMKA 5
| Yeegomnenna B
ThreatSense 5
HacTpoiikm
KOHQWAEHLUWANBHOCTH
Mo ymonuanmio -_;OI( OTmenHa

UCKNI0YeHHble NMPUNOXKEeHUA

YT06bl NCKNIOYNTL CKaHMpPOBaHMe obMeHa AaHHbIMU 4S8 ONpedeNeHHbIX NMPUIoXKeHWI, AobaBbTe MX
B cncoK. CoeanHEHNA BbIAENEHHbIX MPUIOXXEHWNA NO NPOTOKONAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NpPoBepATbLCSA Ha Ha/In4Me yrpos. PekomeHOyeTCsA UCMOIb30BaTb 3TY BO3MOXHOCTb TONbLKO A1 TeX
NPUIOXXEHN, KOTOpble paboTaloT HEKOPPEKTHO, €C/IN X COEAUHEHUS MPOBEPAIOTCS.

3anyLeHHbIe NPUN0XEHNUS 1 CyObl By YT NOCTYMNHbI 34eCb aBTOMATUYECKU, KOT1a Bbl LLIENKHUTE
Do6aBuThb. LLleNKHUTE ... 1 NepenanTe K NPUN0XKEHUIO, YTODObI A06ABUTL NCKOYEHME BPYYHYIO.

N3MeHUTb: n3MeHeHmne BblﬁpaHHbIX B CMNCKe 3anuncen.

YpanuTtb: yoaneHue BblﬁpaHHbIX 3anucen 13 crnucka.
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NOD32 ANTIVIRUS o X

McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

3aluTa NoYTOBOro AWMKa

NHTerpaumns ESET NOD32 Antivirus C NOYTOBbIM KJIMEHTOM YBENNYMBAET YPOBEHb aKTUBHOWN 3aLLNTbI OT
BPEAOHOCHOI0 KOAa B COOBLLEHNAX 3NIEKTPOHHON NOYThI.

Y10bbI HaCTPOUTb 3alTY NMNOYTOBOIo ALKNKa, 0TKpOI7IT€ pa3nen PaclunpeHHble MapamMeTpsbl >
3awumTa > 3amMTa NOYTOBOro KJIMEeHTa > 3aLliMuTa NOYTOBOrO ALLMKA.

BKno4YuTh 3alUuUTy 3ﬂeKTpOHHOﬁ Mo4YThbl C MOMOLLLIO NOAKNIOYaeMbIX Mop.ynev“l KJINeHTa:
€CJIN 3TOT NapaMeTpP OTKJIOYEH, 3alllNTa 3J'IeKTpOHHOIZ MOYThbl C MOMOLLBLIO NOAKJTIOYAEMbIX Mop,yne|7|
KJIMeHTa BbIKJ/IlO4YEHa.

BbibepuTe NucbMa A5 CKaHUMPOBaAHUS:
¢ Mony4yeHHble coobLeHns

e OTNpaBsieHHble coobLeHnn

142



e MMpounTaHHbIE coobweHun

e I3MeHeHHoe coobL,eHne 31IeKTPOHHOMU NOYThI

PekomeHayem 0CTaBUTb MapaMeTp BKNOYUTL 3aLUTy 3JIEKTPOHHOM NOYTHI C MOMOLLbIO
NOAKJII0YAaEeMbIX MOAYNEN KJIMEHTA BK/IOYEHHbIM. [la)xe ecnn nHTerpaumns oTKaYeHa uan
He paboTaeT, nepefaya AaHHbIX NO NEKTPOHHOM NOYTE OCTAETCA 3aLlMLLEHHON MOOYIEM
3allMTa No4YToBOro TpaHcrnopTa (IMAP/IMAPS n POP3/POP3S).

OonTuMmmsaums paGOTbI C BJIOXK@HUAMM: eC/in ONTUMU3aLnA OTKIIIOHEHA, BCe BJIOXKEHNA
CKaHUPYIOTCA HE3aMeNINTENbHO. BO3MOXXHO CHUXeHune NMPOn3BOANTENbBHOCTW NMOYTOBOI0 KJINEHTA.

I/IHTerpau,uu: MO3BOJIAET UHTErpnpoBaTb 3allUTY NOYTOBOIro AllKa B MOYTOBLIN KINEHT.
HononHnTeNbHbIE CBEAEHNS CM. B paspene NHTerpaunm.

PearupOBaHue: NO3BOJIAET HACTPOUTb o6pa60TKy cnamM-coobLeHnn. [onoNHNTeNbHbIE CBEAEHUS
CM. B pa3pene PearvpoBaHue.

NHTerpauuu

WHTerpaums ESET NOD32 Antivirus C MOYTOBbLIM KJVEHTOM YBEIMYMBAET YPOBEHb AaKTUBHOW 3aLLNTbI OT
BPEOHOCHOI0 KOZa B COODOLLIEHNSAX 3NEKTPOHHOM MOYThI. ECIM Balll NOYTOBbIA KANEHT
noanep>xunBaetcs, B ESET NOD32 Antivirus MOXXHO BKJIOYUTb MHTErpaumio. Mpu 3ToM naHenb
WNHCTPYMEHTOB ESET NOD32 Antivirus BCTAaB/IAETCS HEMOCPECTBEHHO B MOYTOBLIN K/NEHT,
obecneymBas 6onee 3hHeKTUBHYIO 3aLLUNTY INEKTPOHHOM MOYThl. YTOOLI U3MEHUTL HACTPONKN
NHTErpaLummn, oTKponTe pasaen PaclumpeHHble napaMeTpsl > 3awMTa > 3almuTa NoYToBOro
KJIMeHTa > 3alMTa NoOYTOBOro AWMKA > UHTerpauums.

NHerpaumsa ¢ Microsoft Outlook: B HacTosLee BpeMs e MHCTBEHHBIM NOAAEPKNBAEMbIM MNOYTOBLIM
KJIMEHTOM ABASEeTCS Microsoft Outlook. 3aLlMTa 3NEKTPOHHON NOYTbl paboTaeT Kak naarunH. MasHoe
NpenMyLLEeCTBO NOAKJIOYAEMOro MOAY /A 3aKN04YAETCA B TOM, YTO OH HE 3aBUCUT OT UCMONb3yEMOro
npoTokona. Mpu NoAy4eHMM NOYTOBbLIM KJIMEHTOM 3alIN(POBAHHOI0 COOOLLEHNSA OHO
paclnppPOoBbLIBAETCA 1 NepefaeTcs MOAYNO CKaHUPOBaHUA. MOMHbIM CINCOK NOALEPKNUBAEMbIX
BEPCUIN Microsoft Outlook CM. B 3TOW CTaTbe 0a3bl 3HaHW ESET.

PacwmupeHHas obpaboTka nouToBOro KaneHTta: 0bpaboTka LOMNONHUTENbHbIX COOLITMI Outlook
Messaging APl (MAPI) — «OB6beKT nameHeH» (fnevOobjectModified) n «O6bEKT co3maH»
(fnevObjectCreated). Ecnm npn paboTe C NOYTOBLIM KJMEHTOM HabNOAAETCSA CHUXKEHNE
ObICTPOOAENCTBUSA CUCTEMbI, OTKIOYNTE 3TOT NapameTp.

NaHesib UHCTPYMEHTOB Microsoft Outlook

3awmTa Microsoft Outlook paboTaeT B BuAe nnaruHa. MNocne yctaHOBKM ESET NOD32 Antivirus 3Ta
naHeslb UHCTPYMEHTOB, COAepKallas onuumn 3alnTel OT BUPYCOB, obaBnseTcs B Microsoft Outlook:

ESET NOD32 Antivirus: ABaXX[bl LEJIKHATE 3HAYOK, YTOObI OTKPbITb r1aBHOE€ OKHO ESET NOD32 Antivirus.

MoBTOpPHOE CKAHMpPOBaHME COOOLLEHUA: MNO3BONSAET 3aMNyCTUTb NPOBEPKY IJIEKTPOHHON MOYThI
BPYYHYI0. MOXHO YKa3aTb C00bLIEHNS, KOTOpble ByyT MPOBEPSATLCS, U aKTUBMPOBATL MOBTOPHOE
CKaHMPOBaHMe NoJlyYeHHbIX CoobLLeHNA. [lononHUTE IbHbIE CBEAEHNS CM. B pa3aese 3allimTa
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NO4YTOBOro ALlKKa.

HaCTpOﬁKM MoAyNiA CKAaHUPOBAHUA: OTO6pa)Ka}OTCFI onunn onsa HaCTpOIZKM 3allThbl MOYTOBOIro
ALLWKa.

OKHO noaTBepXAeHUus

9T0 yBeAOMJIeHNe npefHa3Ha4yeHo 415 NOATBEPKAEHNA TOro, YTO NONb30BaTESNIO LeNCTBUTENbHO
HY>XHO BbIMOJIHNTb BblﬁpaHHoe NencTeune, n ons npenoTeBpaieHNA TeéM CaMblM BO3MOXHbIX OLIMBOK.

Kpome TOro, B OKHe Tak)Xe eCTb BO3MOXHOCTb OTKJIKOYUTb MOATBEPXKAEHMS.

NMoBTOPHO CKAHMPOBaTb COOOLLEHUsA

MaHenb NHCTPYMEHTOB ESET NOD32 Antivirus, UHTErPMPOBAHHAS B MOYTOBbIE KJINEHTLI, AAET
MoJIb30BaTE/t0 BO3MOXHOCTb YKa3aTb Psf NapamMeTpoB A5t MPOBEPKM 3NEKTPOHHOMN MOYTHI.
MapameTpom MOBTOPHO CKaHUPOBaTb COOOLLLEHUA NpeniaraeTcs ABa ONUCAHHbIX Jajee pexume
CKQHUPOBAHWS.

Bce coobLueHus B TeKyLuen nanke: CKaHnpytTcs cooblleHns B 0TobpaxkaeMol ceinyac nanke.
Tonbko BbiIOpaHHbIE COOOLLLEHUA: CKAaHNPYIOTCS TOIbKO NMOMEYEHHbIE N0JIb30BaTeNeM CO0bLLeHNS.

®naxok MOBTOPHO CKAHUPOBAThb YXKe CKaAaHMPOBaHHbIe COOOLLLEeHUA NaeT Nob30BaTeNto
BO3MOXXHOCTb BbINOJIHUTb €Lle 0[HO CKaHMPOBaHNE Co0bLLEHNI, KOTopbIe YXKe Bbin
MPOCKAHMPOBaHbI PaHee.

PearupoBaHue

Ha 0CHOBaHWM pe3ynbTaTOB CKaHWPOBAHUA CO0bLLIEHNIN peLleHne ESET NOD32 Antivirus MOXET
nepemMeLlaTb NPOCKAHNPOBaHHbIE CO0bLLIEHNS UK 006aBNATb MNOJIb30BATENLCKUN TEKCT B TEMY. ITU
NapaMeTpbl MOXKHO HAaCTPOWTL B pa3fesie PacluyipeHHbIe NapaMeTpsl > 3alMTa > 3awuTa
NOYTOBOro KJIMeHTa > 3alMTa NOYTOBOro Al MKa > PearmpoBaHue.

Ecnm ecTb cooblueHune, copepxallee obHapy>XeHne, No ymon4aHuto ESET NOD32 Antivirus NbITaeTcs
O4UCTUTL coobuieHmne. Ecnm cooblieHmne o4NCTUTL He YAaeTCs, C MOMOLLbI0 NapaMeTpa
MpepnpuHMMaeMoe AenUCTBUE, €CJ/IM OYMCTKA HEBO3MOXXHA MOXKHO BbiOpaThb HY)XXHbI BapunaHT:

* Huyero He npeanpuHUMaTb — B 3TOM C/ly4yae nporpaMma byneT BbISBAATL 3apaXKeHHbIe
BJIOXKEHMSA, HO He ByAeT BbINONHATb HUKAKUX AEACTBUA C COOOLLEHNAMU 3NEKTPOHHON NOYThI.

* Ypanutb coobuieHne — nporpamma 6yneTt yBeAOMASATb NOJIb30BaTESA O 3aPaXKEHUNAX U
yBanaTb coobuieHuns.

* nepeMECTMTb COOGLI.I,eHVIe B Nanky «YpaneHHble» — 3apa>XXeHHble coobLeHns 6yﬂ,yT
dBTOMaTU4YeCKKN nepemMeLllaTbCqa B Nanky «YOaneHHble».

* NepemecTUTb COOOLLLEHME B NANKY (4e/CTBYE MO YMOYaHNIO). 3apaXkeHHble coobLeHmns
OynyT aBTOMATUYECKN NMepeMeLLaThCs B YKa3aHHYI0 Marnky.
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Manka — BbIbOp Nanku, B KOTOPYLo ByayT nepemMellaTbCs 0OHapyKeHHbIe 3apaXKeHHble coobLieHmns
3/IEKTPOHHOW MOYThI.

Mocne NpoBepPKN K COOBLLIEHNIO 3IEKTPOHHOWN NMOYTLI MOXET ObITh MPUKPENIEHO YBEAOMIEHME C
pe3ysibTaTaMy CKaHUPOBaHUSA. Bbl MoXkeTe BbibpaTh [Lo0aBNATL yBeAOMIeHUEe K NONYYEHHbIM U
NPOYUTAHHbLIM COOOLLLEHMAM IIeKTPOHHOM NouThl v [lobaBnATbL yBeaoMsieHue K
oTnpaBJsieHHbIM coobLwweHnam. ObpaTnTe BHUMAHME, YTO B HEKOTOPLIX C/yYasX yBeAOMIEHNS
MOryT OTCYTCTBOBaTb B NPO6AEMHbLIX HTML-CO0BLLEHNAX NN B COOBLLEHNAX, MOBPEXOEHHbIX
BPEAOHOCHbLIMY NporpamMmmamin. YeegomaeHns MoryT 6biTb fobaBneHbl K BXOAAWMM U NPOYNTAHHBLIM
COO0BLLEHNAM NN K NCXOAALLNM COOBLLEHNAM (MK K K TEM, U K APYruM). [JOCTYNHbI cieayowme
BapUaHTbI:

* Hukorpa: ysefomneHuns He 0obaBnsoTCs.

* Mpu oOGHapy>xeHuu: OyayT OTMEYEHbI TOJIbKO CO0DLLEHUS, CoaepKaLlme BpedOHOCHbIE
nporpammbl (Mo yMO4aHuo).

» lns BCcel 3N1eKTPOHHOMN NOYThI NPU CKaHUPOBaHMUK: Nporpamma bynet nobaBnaTh
YBEAOM/IEHUS KO BCEM CKaHUPYEeMbIM COOBLLEHNAM 3/1EKTPOHHON MOYThI.

N3MeHATb TeMY NMOJIy4EHHbIX U NPOYMTAHHbIX COOOLLEHNMIA NEKTPOHHOU NoYTbl/I3MEeHATb
TeMy OTNpPaBJ/IeHHbIX COOOLEHUIA 3JIEKTPOHHOM NOYTDI: BK/IOYUTE 3Ty ONumto, 4Tobbl 406aBNATbL
B cO0bLLEeHMA N0b30BaTENbCKUA TEKCT, YKa3aHHbIN HXeE.

TekcT pna pobaBneHus B TeMy 0OHapy>XeHHbIX COOOLLLEeHUN 3JIEKTPOHHOM NOYThI. ITOT
WabsIoOH MOXKHO U3MEHUTb, EC/IN HYXXHO OTPEeAaKTUPOBaTb hopMaT npedukca, 4obaBAsemMoro K
3apa>KeHHOMY coobLleHNn0. ITa PYHKLUA 3aMeHAeT TeMy cooblieHns Hello Ha dhopmaT
[0BHapy>xeHne %DETECTIONNAME%] Hello. NepemeHHON %DETECTIONNAME% 0603HavaeTca
obHapyxeHwue.

ThreatSense

ThreatSense — 3TO TEXHOJIOMMSI, COCTOALLAN U3 MHOXXECTBA CJIOXKHbLIX METOA0B 0OHApyXeHWs yrpos.
Ta TEeXHONOrns SABASETCS yrnpeXatoLlen, T. e. OHa 3aluLWaeT OT HOBOW Yrpo3bl YXKe B Havasle ee
pacnpocTpaHeHus. Mpu 3TOM UCMONb3YETCA COYEeTaHNE aHasIM3a U MOLENNPOBaHNA KOaa,
0606LLEHHbIX CUTHATYP U CUFHATYpP BUPYCOB, KOTOPbIE COBMECTHO 3HAYNTESIbHO MOBLILIAT YPOBEHb
6e3omacHOCTM KoMnbloTepa. Moaynb CKaHUPOBAHNA MOXET KOHTPOIMPOBATb HECKOJIbKO MOTOKOB
LaHHbIX OIHOBPEMEHHO, 4TO AeNaeT 3PPEKTUBHOCTb U KOJIMYECTBO 0OHapyXMBAEMbIX Yrpo3
MaKCUMasibHbIMU. TEXHONOMMS ThreatSense TakXXe YCMELWHO YHUYTOXKAET PYTKUTHI.

Ons Mmonyns ThreatSense MOXXHO HAaCTPOUTb HECKOJIbKO NapaMeTPOB CKaHMPOBaHUS:
* pacWMPeHns 1 TUMbl hannoBs, NOANEXALUUX CKAHUPOBAHWIO;
* CcoYeTaHMe PasfInyHbIX METOA0B 0OHapYyXeHNs;

* YPOBHU OYUCTKN N T. A.

YT706bl OTKPLIT OKHO MapaMeTpPOB, LLESKHNTE ThreatSense B OKHE paclU/pPEHHbIX NapaMeTpoB boro
MOAY NS, NCNOJNb3YIOLLEr0 TEXHOMOT N0 ThreatSense (CM. HIXKE). Pa3Hble cLieHapumn obecneyeHmns
6e3onacHOCTM MoryT TpeboBaTb Pa3INYHbIX HACTPOEK. M03TOMY TEXHONOr M0 ThreatSense MOXXHO
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HaCTPOUTb OTAENbHO AN KaXXA0ro U3 NePeYnNCIeHHbIX ganee Moayen 3alnThl.
* 3aWMTa B peXXUMe peasibHOro BPEMEHM
* CKaHMpoBaHWe B COCTOSAHUN NPOCTOSA
* CKaHMpOoBaHMe Npu 3anycke
* 3alinTa OOKYMEHTOB
* 3alinTa NOYTOBOrO KJIMEHTa
* 3alMTa OocTyna B MHTepHeT;
* CKaHMpoBaHMe KOMNbOTEpPa

MapaMeTpsbl ThreatSense XOPOLLO ONTUMU3NPOBAHbI AN KaXXLOr0 U3 MOLYJEN, @ UX U3MEHEHNME
3HAYUTENbHO BAUSIET HA NOBELEHNE CUCTeMbl. Hanprumep, n3MeHeHUe napaMeTpPoB CKaHUPOBaHUS
YNaKOBLUKOB B PE)XMME pPeasibHOro BPEMEHW NN BKJIIOYEHWE PacLUMPEHHOW 3BPUCTUKK B MOZy e
3alWMTbl hallIOBON CUCTEMbI B PEXMME PeasibHOr0 BPEMEHW MOXKET 3aMeanTb paboTy CUCTEMb
(06bI4HO TOJIbKO HOBbIE (halisibl CKAHMPYOTCS C NPUMEHEHNEM 3TUX METOLOB). PEKOMeHAYeTCSs He
N3MeHATb NapaMeTpbl ThreatSense MO YMOYAHMIO HU /151 KAKMX MOLY e, KpoMe MoLy S
«CKaHMpoBaHMe KOMMbOTEPa».

CkaHupyeMbie 00beKTbl

B 3ToM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (halifibl KOMMblOTEPa, KoTopble byayT
CKAHMPOBATbCS Ha HaMYME 3apaKeHWIA.

OnepaTuBHaa NaMATb: CKaHNPOBaAHME Ha Ha/In4Me Yyrpos, KOTOpble aTaKyT ornepaTUBHYO NaMATb
CACTEMBDI.

3arpy3so4Hble CeKTOpbl/UEFI. 3arpy304Hble CEKTOPbI CKAHUPYOTCA Ha HaM4me BPeAOHOCHbIX
NPOrpamMM B OCHOBHOW 3arpy304Hoi 3anucu. JonosiHUTe bHbIE CBeeHNs 0 UEFI CM. B r10CCapum.

MouTtoBble pannbl. DBX (Outlook Express) 1 EML

Apxusbl. [TporpamMmma nogaep>XnBaeT Takue pacllnMpeHns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOIne fpyrue.

CaMopacnakoBbiBalOLLMECH apXuBbl. TN apXxnBOB (SFX), COAEPXKMMOE KOTOPbIX MOXET
N3BNIEKATbCA aBTOMATUYECKN.

MporpaMMbl CXKaTUA UCNONHAEMbIX (pansioB: B OT/INYME OT CTaHOAPTHbLIX TUMOB apXUBOB,
NporpamMmmbl CXaTUA UCMOSTHAEMbIX (halifIoB NMOCsIe 3anyCcKa pacnakoBbIBalOTCA B NaMaTU. bnaronaps
IMYNALUMN KO4a MOLYJIb CKAaHUPOBaHNA Pacrno3HaeT He TONbLKO CTaHA4apTHbIe CTaTu4eckue
ynakoBLWMKN (UPX, yoda, ASPack, FSG 1 T. A.), HO U MHOXECTBO APYrMX TUMOB YNaKOBLLNKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepnTe cnocobbl CKAHMPOBAHMUSA CUCTEMbI Ha NPEAMET 3apaXxeHuit. JLocTynHbl cneayowme
BAPWAHThI:
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IBPUCTUYECKUIA aHANMN3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLLbIO CNeLanbHOro
anropuTtMma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToa SABASETCS CNOCOBOHOCTb MAEHTUMLMPOBATL
BPEeLOHOCHbIE MPOrpaMMbl, CBEAEHNS 0 KOTOPbIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCMM MOLY A
06HOBNEHMSI. HeAoCTaTKOM Xe SIBASEeTCS BEPOSTHOCTL (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUrHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: a1
PACLIVPEHHOr0 3BPUCTNYECKOr0 aHaNN3a NCMOb3yeTCs YHUKAbHbIM 3BPUCTUYECKUA afropuTm
KOMMaHUW ESET, KOTOPbIA ONTUMWU3NPOBAH A5 06HAPY>KEHNS1 KOMMbIOTEPHBIX YEPBEN U TPOSIHCKUX
NPOrpamMm 1 HamnmcaH Ha BbICOKOYPOBHEBLIX A3blKaxX NMPOrpaMMUpPoBaHus. icnonb3oBaHme
PACLUVPEHHON 3BPUCTUKIN 3HAYUTEbHBIM 00pa30M yBeNYMBaAET BO3MOXXHOCTU NPOAYKTOB ESET M0
0bHapy»xeHuio yrpo3. C NoOMOLLbI0 CUrHATYpP OCYLLECTBASETCA TOYHOE 0bHapy>XeHne n
naeHTUnKauns supycos. CuctemMa aBToMaTUYECKOro 06HOBNEHUS 06ecneyYBaeT HaJIM4yne HOBbIX
CUrHaTYp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCcTaTKOM Xe CUrHaTyp
SIBNIIETCS TO, YTO OHU MO3BONAIOT 06HAPYXKUBATb TONbKO N3BECTHbIE BUPYCHI (MM NX HE3HAYUTENIbHO
MOAUMULNPOBAHHbIE BEPCUN).

O4yucTkKa

MapaMeTpbl O4NCTKM ONpeAensioT noseneHne ESET NOD32 Antivirus Npu 041CTKe 06EKTOB.
MpefyCMOTPEHO YETbIPE YPOBHS O4YNCTKMN.

ThreatSense UMEET Takne YPOBHU UCMPaBAEHNS NPoBaeM (T. e. O4UCTKN):

NcnpaBneHue B ESET NOD32 Antivirus

Bcerpa ncnpasnatb MblITaTbCA UCNPaBASATb 0BHAPYXEHNS Npu 04NCTKe 06bekToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib3oBaTens. B HEKOTOPbIX Cinyyasx
(Hanpumep, C CMCTEMHbIMK (hannamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAAETCS B UCXOLHOM

PACMoNOXEHUN.

UcnpaBnatb MbITaTbCA UCNPABASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3

obOHapy>XeHUs, ec/in 3TO BMELIATENbCTBA KOHEYHOr O MoJb30BaTeNs. B HEKOTOPBIX CyYanx

6e3onacHo, B Apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apPXMBbI, KOTOPbIE COAEPXAT U

c/lyyae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecin 0bHapyXXeHne He yaaeTcs
NCNPaBuUTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM
PACMONOXEHUN.

UcnpaBnatb MbITaTbCA NCNPABAATL 0OHAPYXKEHUS NMPU 04NCTKe 006bEeKTOB. B

obHapy)XeHUs, eCnin 3TO HEKOTOPbIX CyYasnX, €CAU HU OHO U3 AeACTBUIN BbINOJAHUTb

6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbIN M0/1b30BaTe b NMOYYaAET UHTEPAKTUBHOE

cnyyae cnpalimBaTh npeaynpexaeHve, B KOTOPOM crieayeT BbibpaTh AeicTBMUe No

ncnpaBaeHnio (HanpuMep, yaaauTb WX NPOUrHOPMPOBaTh). ITOT
napameTp pekoMeHAyeTcs B 60/bLUNHCTBE C/lyYaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesNto 0To6pa>KaeTca NHTEPAKTUBHOE OKHO MpKn

KOHe4YHoro 04NCTKE 06BbEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpassieHNIoO

noJib3oBaTtensa (HaanlMep, YoaJlnTb Nn I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAHa3Ha4€H
nns 6onee onbITHLIX NOJIb30BaTENEN, KOTOpPbIE€ 3HAlOT, KakKNe NencTBuns
cnepyetT npeanpuHATb B Cily4ae 06Hapy>KeH|/|;|.
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NckniouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeIeHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasaen ThreatSense NO3BONSET ONPeAeNUTb TUMbI
thannos, Nognexamx CKaHNPOBAHMIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense AN CKAHUPOBAHMSA KOMMbOTEPa MO TpeboBaHMIo
TaK>Xe AOCTYMHbI ONUCaHHbIE HXKE NapaMeTpbl U3 pasgesa Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKU AaHHbIX (ADS): a/lbTEPHATUBHbLIE MNOTOKN OAHHbIX,
Ncrnosb3lyemble hanioBon CUCTEMON NTFS, — 3TO CBA3M (palsIoB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOAb30BaHUMN 0ObIYHBIX METOA0B CKaHMPOBaHMA. MHOrme 3apaxeHus
MaCKMpYTCA NoA ajibTePHATUBHbIE MOTOKN AaHHbIX, NbITasCb N3bexxaTb 06HapyXeHNS.

3anyckaTb ()OHOBOE CKaHMPOBaHME C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHUPOBaHUSA
noTpebnseT HEKOTOPOe KOIMYECTBO CUCTEMHbIX pecypcoB. Ecnin nonb3oBaTesnb paboTaeT ¢
pPecypcoemMK1MMu NporpaMMaMm, MOXKHO aKTMBMPOBATb (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PEeCYpPCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHa/ NpoBepKky 0TobparkaeT BCe 0TCKAaHMPOBAHHbIE (Dalinbl B
CaMOpPaCMNaKOBbIBALLMXCS apXmBax, Aaxe He3apa)KeHHble (MOXeT co3aaBaTh 60/bLLOE KONNYECTBO
JlaHHbIX XXYpHaJla CKaHMPOBaHUS N yBENNYNBATL pa3Mep ero gaina).

BkniouyuTb ONTUMMU3ALLMIO Smart: NMpun BKJ1IHOYEHHOW ONTUMN3aLNN Smart NCNOJIb3YOTCA
onTUMasibHblE MapaMeTpbl Aas obecneyvyeHns camoro 3hheKTUBHOIO YPOBHA CKaHMPOBaHMWA C
COXpaHeEHMEM MaKCUMaJibHO BbICOKOW CKOpOCTHW. Pa3Hble MOAYJIN 3alUNTbl BbIMOJIHAIOT
NHTENNEKTYaJIbHOE CKaHNPOBaHWNE, NMPUMEHAA OTAENIbHbIE METOAbLI AN PA3JZINYHbLIX TUMOB (baVIJ'IOB.
Ecnn oNnTUMMN3aLNA Smart OTKJIIOYEHA, NMPUN CKaHUPOBAHUN NCMOJIb3YIOTCSA TOJIbKO MOJ1Ib30BaTEIbCKNE
HaCTp0|7|K|/| Anpa ThreatSense KaXXAoro moayns.

COXpaHHTb OTMETKY O BpeMeHUu nocsieaHero pocrtyna: yCtaHOBUTE 3TOT Cb)'la)KOK, 4yTO0bbI
COXPaHNTb NCXOOHOE 3Ha4YeHNne BpeMeHN AOoCTyrMNa K CKaHNpPpyeMbIM q3a|7|naM, a He 0B6HOBNATH NX
(HaanMep, Onga ncnoJib3oBaHMA C CUCTEMaMIi PE3EPBHOI0 KOMnpoBaHUA OaHHbIX).

OrpaHuyeHus

B pa3nene «OrpaHnyeHns» MOXHO yKa3zaTb MakCMMabHbIA pa3mep 06 beKTOB U YPOBHM
BJIOXKEHHOCTMW apXMBOB /19 CKaHNPOBaHMS.

MapameTpbl 00bLEKTOB

MakcumanbHbI pa3mep obbekTa: onpefensieT MakCMallbHbI pa3Mmep 06bEKTOB, NOANIEXKALLMNX

CKaHMPOBaHWI0. [lJaHHbIN MOAY b 3alMTbl OT BUPYCOB ByAeT CKaHMPOBATb TOIbKO 00BbEKThbI MeHbLLUE
yKa3aHHOro pasmepa. 9TOT NapaMeTp PEKOMEHAYETCS MEHATb TOJIbKO OMbITHbIM M0JIb30BATENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWSA AN18 UCKIOYEHNS 13 CKaHMPoBaHWs 60nblUMX 06bEKTOB. 3HaYeHne
Mo yMOa4aHuio: He orpaHunyeHo.

MakcuManbHas NpoaoKUTENIbHOCTL CKaHMPOBaHUA obbeKTa (C): onpenenseT MakcMMasibHOE
3Ha4YeHVe BPEMEHU ONsi CKaHUPOBAHMWS (aiiioB B 06beKTe-KOHTEHepe (Hanpumep, B apxuBe RAR/ZIP
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NN B 3NIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAMM). ITa HAaCTPOMKa He NPUMEHAETCS K
OTAeNbHbIM (hannam. Ecniv nonb3oBaTesb YKaXeT COOCTBEHHOE 3HaYeHne 1 yKa3aHHOoe BpeMs
NCTeYeT, CkaHnpoBaHve byaeT OCTaHOBIEHO KaK MOXXHO CKOpee BHe 3aBMCMMOCTHY OT TOro,
3aBEpLLEHO NN CKaHMPOBaHME KaXx4oro anna B 06beKTe-KOHTeNHepe.

Ecnvn peyb npet 06 apxmse ¢ 6oabwMMKM haiamMn, CKaHpoBaHue byaeT NnpekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansa n3 apxmea (HanpuMmep, Korfha nosib3oBaTesb 3afan 3Ha4YeHne B
3 CeKyH[bl, HO nU3BJsie4yeHne panna 3aHnMaeT 5 cekyHn). 10 NCTeYeHUN 3TOro BpEMEHU OCTallbHble
(haisibl B apxvBe CKaHUPOBaTbCA He ByayT.

YT106bI OrpaHNYNTL BPEMSA CKAaHMPOBAHMWSA, B TOM YMcCie a5 apxuBoB 60/bLLOI0 pa3mepa,
NCnonb3ynTe NapameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuManbHbii pasmep cgaina B
apxuBe (He peKoOMeHIyeTCs B CBA3W C BO3MOXHbIMK npobnemamm 6esonacHoCcTw).

3HavyeHne No ymos4aHuio: He orpaHmyeHo.

HacTpoKu CKaHUPOBaHUA apPXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: ONpefensieT MakCUMabHYo riybruHy NpoBepKM apXBOB.
3HayeHne Nno ymoa4aHuio: 10.

MakcuMmanbHbIM pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONSAET 3a4aTb MaKCMMabHbIN
pa3mep aisioB B apxmBe (Mpu X U3BNEYEHNN), KOTOPbIE A0/KHbLI CKaHUPOBaTLCA. MakCMabHOe
3HavyeHue — 3 IB.

He pekoMeHaOyeTCca U3SMEHATb 3HAa4YE€HNA MO YMOJIHaHNIO, TaK Kak 06bI4HO A5 3TOro HeT ocobon
NPUYNHbI.

3awuTa goctyna B UHTepHeT

B pa3nene «3awmTta poctyna B IHTEPHET» MOXXHO HAaCTPOUTL paclUMPEHHbIE NapaMeTpbl MOLY A
3awmTta WiHTepHeTa. B pa3gene PacluvpeHHble napameTpsl > 3awWMTa > 3awuTa aoctyna B
NHTepHeT > 3awmTa goctyna B UHTepHeT LOCTYMHbI CnefyoLme onumm:

Bknwouutb 3allUTy AOoCTyna B WUHTepHeT: Korga 3ToT NapameTp OTKJOYeH, 3alWmMTa 4OCTyMna B
WHTEPHeT 1 3allnTa OT ULLNHIa HEe OCYLLeCTBAATCA.

HacToaTeNlbHO peKoMeHAYyeM 0CTaBUTb BKJIIOYEHHON 3aWMTy gocTtyna B IHTepHeT u He
UCK/IO4aTb HUKaKNe NPUIoXXeHUs nnu IP-agpeca No yMoJ4aHUIo.

CkaHuMpoBaThb cueHapuu bpaysepa: ec/iv 3TOT NapaMeTp BKJIOYEH, MOAY b 0OHapyXeHUs
NpoBepseT BCe NPOrpaMMbl JavaScript, BbinoNHseMble BeO-6pay3epamu.

BKNIOYMTb 3aLlLMTY OT (PULLMHIA: €CNIN 3TOT NAPaMeTP BKIOYEH, (ULLIVHIOBblE BEO-CTPaHMLbI
6nokmpytoTCs. Ons NoNyYeHns OONOSIHUTENbHbLIX CBEAEHWUIA CM. pa3fen 3allnTa oT hULLIKHTa.

VIcKSII0YEeHHbIE NMPUI0XKEHWS: NO3BOSET UCKOYNTL ONpeLesieHHbIe NPUI0XKEHNS U3 CKaHNPOBaHUA
YHKUMEN 3alwmnTbl 4OCTYNa B IHTepHeT. 3T0 Nose3Ho, Koraa 3aluTa AocTyna B UHTepHeT
Bbl3blBaeT NpobiemMbl COBMECTUMOCTH.

Vickniio4eHHble IP-aipeca: NO3BONSET NCKIIIOYNTL ONpeaesieHHble YAaneHHble agpeca 13
CKaQHMPOBaHWA PyHKLMEN 3alUnTbl 4OCTyNa B VIHTepHeT. 9T0 NonesHo, Korja 3awuta AocTyna B
WHTepHeT Bbi3biBaeT NPobaeMbl COBMECTUMOCTH.
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JononHuTenbHble HACTPOWUKH Q X
| Moayne o6Hapyxenns e = 3awmTa gocryna 8 MutepHer

ObHoBneHe BrnrounTe 33Ty AocTyna B FIHTepHeT m
| 3awuTa CkaHnpoBsaTe cUeHapun Bpaysepa m

3awuTa GannoBoil cMCTeMbI BINHOYMTE 33LLMTY OT GMLLIKMHIE D

B peaNbHOM BpeMeHKn

SSL/TLS

3awmTa nouToBOro MckntouenHele NpraoxeHna MameruTs

kventa @D

3awuTa AocTyna B WecknrouenHele |IP-agpeca KzmeruTe

Wuteprer @D

KoHTpone ycTpoicTa ¥npasneuue cnnckom URL-agpecos

| Cepeuc @
CranmposaHwne Tpagwmka HTTP(S)
MoaknoueHre

WHTepeiic ThreatSense
nonb3osatenn &

| Yeegomnenua B

HacTpoiikm
KOHPUASHUWANEHOCTI

Mo ymonuanmio E;OI( OTmenHa

3awmTa Beb-goctyna 6ynet otobpaxaTh cnegytoulee coobueHne B bpaysepe, Korga Bedb-canT
3ab610KMpoBaH:
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A O6Hapy>xeHa yrposa

371a Beﬁ-CTpaHL‘I Ld COAEPXMWT NOTEHUMANBHO ONacHOE COAEPXKMMOE.

¥rposa: HTML/Scrinject.B TposiHCKaa nporpamma

Bocryn kK Hemy 3a6nokmpoeaH. Baw komneioTep B 6esonacHocTw.

OTKpbITL Basy 3HaHWiA ESET | www.esetnod32.ru

NnnoCcTprupoBaHHbIE MHCTPYKL M

- Cnepytouine ctaTbn 13 6a3bl 3HaHWUIA ESET MOryT BbITb 4OCTYMHbI TOJIbKO Ha @aHM IMNCKOM Si3bIKE:
* MickntoyeHmne besonacHoro Beb-canta 13 6JIOKMPOBKM 3aLUMTON A0CTYNa B UHTEPHET
* bnoknpoBka Beb-cariTa ¢ NoMoLLbo ESET NOD32 Antivirus

VNCKNIoYeHHble NPUJIoXKEeHHUs

YT106bl NCKNIOYNTb CKaHMPOBaHME 0OMeHa AaHHbIMK 419 OnpeaeseHHbIX NPUIoXKeHU, fobaBbTe nX
B CrncoK. CoeaMHEHNS BbIAENEHHbIX NPUIOXKEHN NO NPOTOKOMAAM HTTP(S)/POP3(S)/IMAP(S) He byayT
NPOBEPATHCA Ha HaMyme yrpo3. PeKoMeHayeTCs UCNO0Ib30BaTh 3TY BO3SMOXHOCTb TOJIbKO A1 Tex
NPWJIOXKEHNIA, KOTopble paboTaloT HEKOPPEKTHO, €C/IN NX COeANHEHUS MPOBEPSIOTCA.

3anyLieHHbIe MPUIoXXeHNs 1 cnyxbbl ByayT [OCTYNHbI 34€Cb aBTOMATUYECKMW, KO Aa Bbl LLENKHUTE
[o6aBuTthb. LLienkHuTe ... 1 NepenanTe K NPUI0KEHNO, 4TOObI 406aBUTb NCKIOYEHNE BPYYHYIO.

N3MeHUTb: n3MeHeHne BbibpaHHbIX B CNUCKE 3amnncei.

Ypanutb: yaaneHune solbpaHHbIX 3anucei N3 Cnmcka.
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McknroveHHble MPUAOXKEHWA

Jobaeutk Nmnopr

NcKniloyeHHble IP-agpeca

3anuncu B cnncke byayT UCKOYEHbI U3 CKaHUPoBaHUA. CoeaUHEHUS N0 NPOTOKONaM
HTTP(S)/POP3(S)/IMAP(S), B KOTOPbIX Y4aCTBYIOT BbibpaHHble agpeca, He ByayT NpoBepATbLCA Ha
Ha/m4yme yrpos. OTOT napameTp PEKOMeHAYeTCs UCMO0Jb30BaTb TOJIbKO 4151 3aC/Ty)KUBAKOLWMX
[OoBepunsa afgpecos.

LLenkHuTe [,06aBUTb, 4TOOLI NCKNOYMTL IP-afpec, Anana3oH aapecoB UM NOACETb YAANIEHHOrO
y3na.

LenkHnte N3MeHUTb, 4T0ObI N3MEHNTL BbIOpaHHbIN IP-agpec.

Haxxmute KHOMKY Ypnanutb, 4Tobbl y0aJinTb BblAE€NEHHbIE 3aMNCUN N3 CMNCKa.
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McknrouveHHsblie IP-aapeca

AobGaeuTs Wmnopt

NobaBnTb agpec IPv4:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbloTEPa (Hanpumep, 192.168.0.10).
Auana3oH aapecoB: BBEANTE HaYaslbHbI N KOHEYHbIN IP-aapeca, 4Tobbl 3a4aTb AMana3oH IP-
aJpecoB HECKOJIbKMX KOMMbIOTEPOB (Hanpumep, 192.168.0.1-192.168.0.99).

MopceTs: NnofceTh (Fpynna KOMMNbIOTEPOB), 3aflaHHas IP-aapecoM 1 Mackon. Hanpumep,
255.255.255.0 — 370 Macka ceTu anda noacetn 192.168.1.0. YTobbl MCKAOYUTL BCIO MOACETD,
BBeAUTe 192.168.1.0/24.

HobasnTb agpec IPv6:

OpuH appec: nobasnseT IP-agpec OTAENLHOr0 KOMMbIOTEPa (Hanpumep,
2001:718:1c01:16:214:22ff:fec9:cab5).

MNopceTs: NnoaceTh (Fpynna KOMMbIOTEPOB), 3aflaHHas IP-aLpecoM U Mackon (Hanpumep,
2002:c0a8:6301:1::1/64).

YnpaBJjieHUe CNMCKOM URL-appecoB

C nomolblo NapameTpa YnpassiieHne CNMCKOM URL-afpecoB B pa3fesie PacllipeHHbIe NapaMeTpbl
> 3awmTa > 3awmTa goctyna B MHTepHeT MOXHO yKa3aTb ajpeca HTTP, KoTopble ciefyeT
610KMPOBATb, Pa3peLnNTb AN UCKIIOYUTL N3 CKAHUPOBAHNSA COAEPXKMMOTO.

MPOTOKONbI SSL/TLS AOSKHBI ObITh BKAOYEHbI, €CJIN HYXXHO (PUNbTPOBaTb afipeca HTTPS B OMNOJIHEHUE
K HTTP. B npoTuBHOM cJjly4ae B cnncok byayT nobassieHbl TONbKO MoCeLLeHHble BaMU LOMeHbl HTTPS-
CaNToB, @ He NOJIHbIA URL-agpec.

MoceweHne Beb-canToB, L0HaBNEHHBIX B CMUCOK 3a0/I0KMPOBaHHbIX aApPecoB HEBO3MOXXHO, KpoMe
Cny4aes, Korfa nx agpeca Takxe gobassieHbl B CMMCOK pa3peLleHHbIX aapecoB. Beb-canTol u3
CMUCKa appecoB, A1 KOTOPbIX OTKJII04E€HO CKaHMpPOBaHUe COAEePXXUMOro, 3arpyxatoTtca 6e3
NPOBEPKUN Ha BPEAOHOCHbIN KOA.

Ecnn Bbl XoTUTE 3a6/10KMPOBaTh BCe HTTP-aApeca, KPOMe aflpeCcoB, BKIOYEHHbIX B aKTWUBHbIN CNKUCOK
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pa3peLUeHHbIX agpecoB, 1006aBbTE CUMBOJ «*» B aKTUBHbIA CNMCOK 3a0/10KUPOBaHHbIX
afApecos.

B cnmnckax MOXXHO MCN0b30BaTh Takue CreunanbHble CUMBObLI, KaK «*» (3Be3004Ka) U «?»
(BonpocnTenbHbIA 3HaK). CUMBOJ 3BE3404KN 3aMeHAeT Ntobyto nocnefoBaTesIbHOCTb CUMBOJIOB, a
BOMPOCUTENbHBIN 3HAK — Nt060N CMMBON. ByibTe BHUMATENbHbI NPU YKa3aHUN aapecos,
NCKNIOYEHHBIX 13 NMPOBEPKM, MOCKOSIbKY 3TOT CMUCOK O0JKEH BKOYaTb B Ce6S TONIbKO LOBEPEHHbIE
N HagexHble agpeca. TOYHO Tak XXe HYy)KHO ybeanTbCsa B TOM, YTO CUMBOJIbLI WabnoHa * n ? B 3ToM
CMUCKe UCNONb3YTCA NpaBuabHO. CBeAEeHNS 0 TOM, KaK MOXXHO 6e30nacHO 0603HaYMTb LenbIn
[OMEH, BKJIl04asa BCe NOAOOMEHbI, CM. B pa3aene [Jobasnenne HTTP-agpeca Win Macku JOMeHa.
YT0b6bl aKTMBMPOBATbL CANCOK, YCTaHOBMTE (hlaXkOK CNUCOK aKTUBEH. EC/I1 Bbl XOTUTE NnonyyaTb
YBEOOMJ/IEHNS O TOM, YTO B afpEeCHYI0 CTPOKY BBOOAUTCA agpec U3 TeKyLero Cnucka, yCTaHoBuUTe
(hnaxok YBeaoMnATb O NPUMEHEHUN.

Ecnmn napameTp He ckaHumpoBaTb TpauK C JOMeHaMu, KOTOpPbIM AoBepsAeT ESET BKJII0YeH
B pa3nesne SSL/TLS, Ha AOMeHbI B 6e/10M Cnucke, KOTOpbIM yrnpaBnseT ESET, He byaeT
PaCcNpOCTPaHATLCS KOHPUIypaLmsa ynpaBieHns CNMCKOM URL-aipecoB.

@D NOD32 ANTIVIRUS .

Cnucok aapecos

Wma cnncka Tune: appecos Onucanne cnncka
Cnucok paspelleHHbx 3pecos Paspeluero
Crnncok 3aBnoKMpoBaHHBI 34PECoE 3aBnokwpoBaHo

Crnncok 3APECOE, NCKMHIYEHHBIX W3 CKAHWMPOBAHWA COAEDMNMOro HargeHHan BEREAOHOCHE ..

NoGaeuTe Mmnopt  3Skcnopt

OoBaeLTe B CNHCOK 3aBN0KMPOEAHHLIX 34PECOE NOACTAHOEOUHIN 3HaK (*), uToBkl GROKMpOEaTE BCe URL-aapeca, KpoMe aapecos,

EKNHOUYEHHELX B CIMCOK pazpelleHHBIX.

DJZ1IeMeHTbl ynpasJjieHusA

[o06aBuTb: CO3aHNe HOBOIro CMMCKa B AOMOJIHEHME K NPeABapuTeNbHO 3aAaHHbIM. 3TO MOXET BbITb
NnoNe3Ho B C/ly4ae, ec/in Bbl XOTUTE NIOrMYECKN pa3fennTh pasHble rpynnbl agpecos. Hanpumep,
OAVH CNNCOK 3ab/10KMPOBaHHbIX aApPecoB MOXET CoAepXXaTb afpeca, NoNyYeHHbIe U3 Kakoro-nnbo
BHeLLHero ny6an4yHoro YepHoOro Cnucka, a BTopon — agpeca, AobasneHHbie Bamu. Takmm obpasom
BHELUHWIA CMNCOK MOXXHO ByaeT nerko 06HOBUTb, HE BHOCA N3MEHEHWIA B BaLL JINYHbIV CMINCOK.

N3MeHUTb: peakTMpOBaHME CYLLECTBYIOLWMX CNINCKOB. ICMoNb3yinTe 3Ty yCTaHOBKY ANs
no6aBneHns v yaaneHns agpecos.

Ypnanutb: yoaneHve CyLwecTBYOLWMNX CMUCKOB. TOIbKO A1 CIUCKOB, CO34aHHbIX MOCpPenCTBOM
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KOM

aHObl ,D,OGaBVITb. YnaneHne cnnckoB no YMOJZTHaHNIO HEBO3MOXXHO.

Cnucok appecoB

B 3TOM pa3fenie MOXHO yKa3aTb CNUCKM HTTP(S)-aapecoB, KoTopble ByayT 6/10KMpoBaThCS,
Pa3peLlaTbCs UIN UCKI0YATHCA U3 MPOBEPKM,

Mo yMOn4aHuo OOCTYMHbI Cnedylowmne Tpu Cnmcka.

* CNMCOK appecoB, UCKJIIOYEHHbIX U3 CKAHUPOBaAHUA copepXXUMoro. [115 Bcex
n,00aBNEHHbIX B 3TOT CMMCOK aipeCOB MPOBEPKA Ha Ha/Myne BPeLOHOCHOM0 KOAA BbIMONHATLCS
He byper.

* CNMCOK paspelueHHbIX agpecoB. Ecnm ycTaHoBNeH (hnaxKoK «MpefoCcTaBnTb AOCTYN TObKO
K pa3peLLeHHbIM HTTP-agpecaM», a B CrMCKe 3abI0KMPOBaHHbIX aflpeCcoB YKa3aH CUMBOJI
3BE3404KM («*» — 610KMpOBaTL BCe aapeca 6e3 UckaYeHnn), noab3osaTento byaer
NpenocTaBfieH AOCTYN TONbKO K pa3peLlleHHbIM agpecaM. Agpeca B 3TOM CMMCKE 0CTaloTCH
LOCTYMHbLIMU, faXKe eC/IN OHW BKJTIOYEHbI B CMNCOK 3ab10KNPOBaHHbIX aipecoB.

* Cnncok 3a6n10KMpoBaHHbIX aapecoB. [10/1b30BaTeNb HE CMOXET MONYHYNTb AOCTYM K
ajpecam 13 3TOro CrnucKa, eCN OHN HE BKJTIOYEHbI B CMUCOK Pa3peLleHHbIX afpecos.

Y7106bI CO3aTb HOBbIV CMNCOK, HAXXMUTE KHOMKY Jlo6aBuTb. [N yLaneHns BblAENEHHbIX CMICKOB
Ha>XMUTE KHOMKY Y BanuThb.

NOD32 ANTIVIRUS o X

Cnucok aapecos

(@]
.

Wma cnncka Tune: agpecos Onncanme cnncka
Crvcok paspeLueHHbEx 8Apecos Paspeluero
o
Crvcok 3aBnoKMpoBaHHBR 34pecos 3abnoknpoBaHo
Crncok aapecos, NCKIKYEHHBIX M3 CKAHWPOBaHUA cojepxmnmore  HaligeHHan spegoHocHan...
Jo6aeuTs Wmnopt  3kcnopt

NobaesTe B cnvcok 3a6N0KMPOBAHHEX 34pPECOB NOACTAHOEOUHKIN 3HaK (*), utobbl Bnokmpoeats Bce URL-agpeca, Kpome agpecoE,
BK/IHOUYEHHED B CNNCOK Pa3peLlleHHbI.

NnnocTpnpoBaHHbIE MHCTPYKLMN

Cnegnytowmne ctaTbh 13 6a3bl 3HaHWA ESET MOTYT ObITb AOCTYMHbI TONbKO Ha aHIJIMACKOM SA3bIKE:
* NicknoveHne b6e3onacHoro Beb-canta n3 610KMPOBKM 3aLLMTON AOCTYNA B UHTEPHET

* bIoOKMpoBKa BeO-CalTa C NOMOLLbIO MPOAYKTOB ESET A5 Windows OJ151 JOMALLHEro
MCN01b30BaHNUSA
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LononHnTeNbHbIE CBEAEHNS CM. B pa3nene YnpaBseHue Crnnmckom URL-apecos.

Co3paHue CcnUcCKa agpecoB

B 3TOM AnanoroBomM oKHe MOXHO HaCTPOUTb HOBbIM CNUCOK URL-a1pecoB 1 Macok, KOTopble 6y11yT
6J'IOKVIpOBaTbCFI, pa3pewaTbCAa NN NCKNKYaTbCA U3 NMPOBEPKN.

MO>XXHO KOH(pUTrypnpoBaTh C/iefyoLine onuun.
Tvn cnucka apgpecos. [JOCTYMNHbI TPU TUMa CNUCKOB:

* HanpeHHasa BpepoOHOCHaA NporpaMmMa nponyiueHa. Bce fobaBneHHble B 3TOT CNNCOK
afpeca He 6yoyT NPOBEPATCS Ha HanUyMe BPeAOHOCHOMO Koaa.

 3abnokupoBaHo. [10CTyn K afpecaM, yKa3aHHbIM B 3TOM Crncke, byaeT 3ab610KNPOBaH.

* PaspeweHo. [JocTyn K agpecam, yKka3aHHbIM B 3TOM cnuncke, byaeT paspelueH. Agpeca B 3TOM
CNUCKe pa3peLleHbl, JaXKe eC/I OHWN BKIOYEHbI B CMIMCOK 3ab10KMPOBaHHbIX agpecos.

MMa cnucka: 34ech yKasbiBaeTCA UM CNKUCKa. DT0 nosne byaeT HeLOCTYNHO NpW peaakTUpoBaHUN
OZHOTO U3 NpefBapuUTENibHO 3aAaHHbIX CMINCKOB.

OnucaHue cnucKa: 34ecCb yKa3blBaeTCa KpaTKoe onucaHue cnucka (HeobssaTensbHo). 3TOT
napameTp HefoCTyNneH Npu pefakTMPOBaHUM OAHOMO N3 NpeABapUTebHO 3alaHHbIX CMIUCKOB.

YT106bl aKTMBMPOBATL €ro, PAAOM CO CMUCKOM LLeNKHUTE 31eMeHT CNUCOK aKTuBeH. Ecnn
HeobxoAMMO nosyyaTb YBeAOMJIEHUE, KOrAa NpU foCTyne K Beb-caiTaM 1Cnonb3yeTcs
onpeaeneHHbIN CNnCoK, BoibepnTe YBeAOMAATL O NPUMEHEHUU. Hanpumep, Bbl Noay4nTe
yBeAOMJIEHUNE, KOrja [oCTyn K Be6-canTy 6yaeT 3abn0KMpoBaH NN pa3peLLeH no npuynHe
NPUCYTCTBMS €ro agpeca B CNcke 3abNoKNPOBaHHbIX UM pa3peLleHHbIX agpecoB. Ha paboyem
cToNIe 0TOBPA3NTCA COOTBETCTBYIOLEE YBEAOMIIEHNE.

Cepbe3HOCTb PerucTpupyembix cobbITU. CBeeHNS 0 KOHKPETHOM CMUCKE, UCMO/Ib3YEMOM MpU
[oCTyne K Beb-cariTam, MOryT ObITb 3anncaHbl B halisibl XKypHana.

dneMeHTbl ynpaBJieHUus

Dob6aBuTtb. [JobaBneHne HOBOro URL-agpeca B CNMNCOK (HECKObKO aflpecoB CcnefyeT yKasblBaTb
4yepes 3anaTylo).

N3MeHUTL. /I3MeHeHNne cyLlecTByloLWero agpeca B cnncke. [locTynHo ToJIbKO A5 afpecos,
CO3JaHHbIX C NOMOLWbIO QYHKLMM [LoOaBUTD.

Ypanutb: yoaneHve CcyLwecTBYOLWNX agpecos U3 cnucka. JocTynHo TONbLKO AN afgpecos,
CO3JaHHbIX C MOMOLbIO YHKLMM [LoOaBUTD.

MmnopT. mnopT hanna ¢ URL-agpecamm (B Ka4yecTBe pasgenntens ciefyeT UCNO0JSIb30BaTb pa3pbiB
CTPOKW, HanpuMep TeKCTOBbIN hans C KOAUPOBKOM UTF-8).
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Kak pobaButb MacKky URL-agpeca

I'Ipemue 4eM BBOOUTb Hy)KHbIIh afpec nnm MmaCcKy JOMeEHa O3HAaKOMbTECb C YKa3aHNAMU B 3TOM
ONanoroBoM OKHe.

ESET NOD32 Antivirus NO3BONSET NOJIb30BaTeNAM 610KMPOBaTb AOCTYN K yKa3aHHbIM Beb-y3nam n
npefoTBpallaTe oTobpaxkeHne nx cogepxummoro B Beb-dpaysepe. Monb3oBaTeslb MOXET yKa3aTb
afpeca, KoTopble He0bX0AMMO NCKAKYNTL 13 NPOBEPKMN. ECNM NonHOe nMsa yaaneHHoro cepeepa
HEeN3BEeCTHO UM NO/b30BaTENb XO4ET YKa3aTb rpynny yAasaeHHbIX CepBepPOB, TO ANA
NAEHTUMUKaLUM TaKON rPynnbl MOXXHO NCMNOJIb30BaTb TakK Ha3blBaeMble MacKU. DTV MaCKK
ob03HavalTCs cumBonamm ? u *,

* icnonb3ynTe «?», 41T06bl 3aMeHNTL Nt06ON CUMBOJ.
* icnonb3ynTe «*», 4Tobbl 3aMEHNTbL TEKCTOBYHO CTPOKY.

Hanpumep, Macka *.c?m NPUMEHSIETCS KO BCEM aJipecaM, Y KOTOPbIX MNOCAeAHSAA YaCTb HA4YMHAETCS C
OYKBbI «c», 3aKaH4YNBAETCS OYKBOW «m» N COAEPXXUT HEM3BECTHBIN CUMBOJ MEXAY HUMMU (.com, .cam U

T.0.).

HavanbHasa nocnefoBaTenbHOCTL «*.» nepes UMEHEM AOMeHa UHTeprnpeTnpyeTcs ocobbiM obpasom.
Mpexpae Bcero, B JaHHOM CJly4ae NoACTaHOBOYHbIN 3HAK * He COOTBETCTBYET CMMBOJIY KOCOW 4epThl
(«/»). CMbICA 3TOr0 UCKNOYeHNs — n3bexaTb 0b6xoda MacKu, HanpuMep, Macka *.domain.com He
OyneT COOTBETCTBOBATb http.//anydomain.com/anypath#.domain.com (Takon Cy(pdUKC MOXXHO
npucoeanHUTbL K ntobomy URL-agpecy, He BIMAS Ha 3arpysky). Bropas 0ocobeHHOCTb B TOM, 4TO «*.» B
3TOM 0CO60OM Cy4ae Tak)Xe COOTBETCTBYET MyCTOW CTPOKe. IT0 No3BonseT 0603Ha4UTb O4HOM
MaCKOW Lenbli JOMeH, BKJIl04as BO3MOXHbIE NoAA0MeHbl. Hanpumep, Macka *.domain.com Takxe
COOTBETCTBYET http.//domain.com. ICNONb30BaTb Macky *domain.com Bb1n0 6bl HEBEPHO, MOCKOSIbKY
OHa TakK)Xe coBnana bbl C http://anotherdomain.com.

CkaHupoBaHue Tpaduka HTTP(S)

Mo yMon4yaHuto ESET NOD32 Antivirus CKaHUPYET TPauK HTTP 1 HTTPS, KOTOPbIA MCMOJb3yeTCs
VHTepHeT-Opay3epamu U ApyruMu NpunoxXeHnaMu. OTKI04YaTb CKaHUPOBaHME TpaduKa cieayeT
TOJIbKO B TOM C/lyYae, eC/v Y BaC BO3HUKAN NpobaemMbl CO CTOPOHHMUM NPOrpaMMHbIM obecrneyeHnem
1 BaM HYXXHO 3HaTb, Bbi3BaHa /u npobiema pelieHnem ESET NOD32 Antivirus.

BKNOYUTb CKaHUpoBaHue Tpaduka HTTP — HTTP-TpadK OTCEXMBAETCA 419 BCEX MOPTOB U
NPUSIOXKEHNI.

BKJ1IO4UTb CKaHMpOBaHue Tpaduka HTTPS — 415 nepefayn Tpacmka HTTPS Mexay CEPBEPOM U
KJMEHTOM MCMOMIb3yeTCs 3alundpPoBaHHbIA KaHan. ESET NOD32 Antivirus npoBepsieT 06MeH AaHHbIMU C
MOMOLLbIO MPOTOKOJI0B SSL 11 TLS. MporpamMMa cKaHupyeT TpaduK TONbKO Ha TexX NopTax, KOTopble
yKa3aHbl B NapameTpe MopTbl, MCNOJIb3yeMble NPOTOKOJIOM HTTPS, BHE 3aBMCMMOCTM OT BEPCUM
OnepaLnoHHON cMCTeMbI (Bbl MOXXeTe f06aBUTb MOPTbI K MPeABapuTesbHO 3a4aHHbIM 443 1
0-65535).
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ThreatSense

ThreatSense — 3T0 TEXHOJIOT S, COCTOSALAA U3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHAPY)XEHMS Yrpo3.
Ta TeXHOIOrns SABASETCS yNpeXxJatoLlei, T. €. OHa 3aLlMLLAEeT OT HOBOW Yrpo3bl Y)Ke B Havase ee
pacnpocTpaHeHus. Mpn 3TOM UCNOMb3YETCSA COMETaHNe aHan3a 1 MOAENNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
NaHHbIX OAHOBPEMEHHO, YTO AenaeT 3PMEKTUBHOCTL U KOMMYECTBO 0OHAPYXMBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHOOrUs ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYyTKUTbI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpOB CKaHMPOBAHWS:
* pacCLLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYETaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHU OYUCTKN U T. A.

YT106bI OTKPLITH OKHO MAapPaMeTPoB, LLENKHUTE ThreatSense B OKHE pPaCLUVPEHHbIX NapaMeTpoB 1oboro
MOy s, UCNOJIb3YIOLLLEr0 TEXHONOTUIO ThreatSense (CM. HUXKE). Pa3Hble cLieHapun obecnevyeHuns
6e30macHOCTM MoryT TpeboBaTh Pa3IMYHbIX HACTPOEK. MO3TOMY TEXHONOr M0 ThreatSense MOXXHO
HAaCTPOWUTb OTHAENbHO A1 KAXXA0r0 13 NEPEYUCIEHHbIX Janee Moayien 3aLnThI.

* 3alMTa B peXxume peasibHOro BpeMeH!
* CKaHMpoBaHWe B COCTOAHUN NPOCTOA

* CKaHMpOBaHMe Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3almMTa NOYTOBOr0 KJINEHTa

* 3aWmMTa fgocTtyna B IHTepHeT;

* CKaHMpoBaHMe KOMMbIOTEpa

MapameTpbl ThreatSense XOPOLLO ONTUMU3MPOBAHbI 419 KAXXA0r0 U3 MOAYen, a UX U3MeHeHune
3Ha4YNTEesIbHO BANSET Ha NOoBefeHne cucTemsl. Hanpumep, n3MeHeHne napameTpoB CKaHUPOBaHUA
YMaKOBLLMKOB B PeXNMe peanbHOro BpeMeHu 1an BKIYEeHNe paclumpeHHon 3BPUCTUKN B MoAyJie
3aWmnThl hansIoBON CMCTEMbI B pEXMME peasibHOr0 BpeMeHN MOXeT 3aMef/inTb paboTy cMcTeMbl
(0BbI4YHO TOJIbKO HOBbIE (halsibl CKAHUPYTCA C NPUMEHEHUEM 3TUX METOL0B). PEKOMeHAyeTCs He
N3MeHATb NapameTpbl ThreatSense N0 YMOJIHAHUIO HU AN KAKUX MOAYJIEN, KpOMe MOAY A
«CKaHMpOBaHMe KOMMbOTEPa».

CKkaHupyeMbie 00beKTbl

B 3TOM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (haliibl KOMMblOTEPa, KoTopble byayT
CKAHMPOBATLCS Ha HaMYMe 3aparkeHui.

OnepaTuBHaﬂ NnaMATb: CKaHNPOBaHNE Ha HaJIN4YNE YIrpo3, KOTOPbIE aTaKYOT ONepaTUBHYO MNaMATb
CNCTEMBDI.
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3arpy3o04Hble CeKTOpPbI/UEFI. 3arpy304Hble CEKTOPbI CKAHMPYOTCS Ha HanYne BPeLOHOCHbIX
MPOrpaMm B OCHOBHOW 3arpy304HOI 3anucu. [Lono/iHUTe bHble CBeeHns 0 UEFI CM. B I10CCapUN.

MouyToBble pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. MporpamMma NoAAep)XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOTUe apyrue.

CaMOpaCﬂaKOBbIBaIOI.I.I,VIeCﬂ apXxuBbl. TUM apXMBOB (SFX), COLEpPXNMOE KOTOPbIX MOXET
N3BJIEKATbCA aBTOMaTUYECKHN.

MporpaMMbl CKaTUA UCNOJNTHAEMbIX (panIoB: B OT/IMYME OT CTAaHAAPTHBIX TUMOB APXUBOB,
NPOrpaMMbl CXKaTUSI MCNOJIHAEMbIX DaN0B MNOC/E 3anyCcKa pacnakoBbIBaAlOTCS B NaMaTu. bnarogaps
3IMYNSALUMM KOAA MOAY/lb CKaHMPOBAHMNS PACNO3HAET He TONIbKO CTaHAAPTHbIE CTaTUYeCKune
YNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXKECTBO APYriX TUMOB YrNaKOBLLMKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeaMET 3apakeHuid. [JoCTynHbl cneaytoLme
BapWaHThbI:

IBPUCTUYECKUIA aHANMU3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLbIO CNeLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToAa SBASETCS CNOCOOHOCTb MAEHTUMLMPOBATL
BPEAOHOCHbIE MPOrpamMMbl, CBELIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAOCTaTKOM Xe SIBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUrHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: 415
PACLIVPEHHOr 0 3BPUCTNYECKOr0 aHaN3a NCMOb3yeTCs YHUKAbHbIA 3BPUCTUYECKUA afropuTm
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH /1 0OHAPY)KEHMSI KOMMbIOTEPHBIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbIX f3blIKax NMPOrpamMMUpoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKIN 3HAYNTENIbHbIM 06Pa30M YBEIMYNBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NoOMOLLbI0 CUTHATYpP OCYLLECTBASETCA TOYHOE 0bHapyXeHne n
naeHTUnKauns supycos. CuctemMa aBToMaTUYeCKOro 06HOBNEHUS 0becneynBaeT HalM4Me HOBbIX
CUrHaTYyp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCcTaTKoOM Xe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBAHHbIE BEPCUN).

O4yucTkKa

MapaMeTpbl O4UCTKK ONpPeaensioT noseneHne ESET NOD32 Antivirus Npu 041CTKe 06EKTOB.
MpefyCMOTPEHO YETbIPE YPOBHS O4NCTKMN.

ThreatSense UMeET TakWe YPOBHU NCMPaBAEHUS NPOBEM (T. €. 04NCTKN):

UcnpaBsieHue B ESET NOD32 Antivirus
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Bcerpa ncnpasnaTtb MblITaTbCA UCNPABASATb 0BHAPYXEHNS Npu 04NCTKe 06beKToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib30BaTeNs. B HEKOTOPbIX Cinyyanx
(Hanpumep, C CMCTEMHbIMK (hanamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAETCS B UCXOLHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3
obHapy>XXeHUs, ecin 3TO BMeLIATeIbCTBa KOHEYHOrO NoJb30BaTeNsA. B HEKOTOPbIX CllyYasnx
6e3onacHo, B apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apXMBbI, KOTOPbIE COAEPXAT U
c/ly4ae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecim 0bHapyXXeHne He yaaeTcs

NCNPaBnTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA NCNPaBASATbL 0OHAPY)KEHUS NPU 04NCTKE 06bEKTOB. B
obOHapy>XeHUs, ecsin 3TO HEKOTOPbIX C/y4asXx, €C/IM HU OAHO W3 AEeNCTBUIA BbIMOJIHATD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0J1b30BaTE/Ib NOJyYaeT NHTEPAKTUBHOE
c/lyyae cnpaliMBaThb npeaynpexaeHue, B KOTOPOM C/ieayeT BbibpaTb Ae/CTBME MO

NCNPaBAEHWIO (HanpyuMep, YAaIUTb AU NPOUrHOPMPOBATL). ITOT
napameTp pekoMeHAyeTCs B 6ONbLUMHCTBE C/y4Yaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesto OT06pa)KaeTCFI NHTEPAKTUNBHOE OKHO Mpwn

KOHe4YHoro 04YNCTKE 0OBLEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpasseHNo

noJib3oBaTtensa (HaanMep, YOoaJlinTb NN I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAgHa3Ha4€H
nns 6onee onbITHLIX NOb30BaTENEN, KOTOpPbIE€ 3HaAlOT, KakKNE NencTBuns
cnepyet npeanpuHATb B Clly4ae 06Hapy>KeH|/|;|.

UcknouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasgen ThreatSense NO3BONSET ONpPeaeNUTb TUMbI
thannos, Nognexawmx CKaHNPOBAHMIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense A1 CKAHUPOBAHUS KOMMbOTEPa Mo TpeboBaHMIo
TakK)XXe LOCTYMHbI ONMCaHHbIE HUXXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/lbTEPHATMBHbLIE NOTOKN AAHHbIX,
ncnosb3yemble (hansioBON CUCTEMON NTFS, — 3TO CBA3M (halnioB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOb30BaHUN 0ObIYHBIX METOA0B CKaHMPOBaHNA. MHOrme 3apaxeHus
MaCKUpyloTCa NOL anbTepHaTUBHbIE NOTOKMN AaHHbIX, MbiITasCb N3bexxaTb 0bHapyKeHus.

3anyckaTb ()OHOBOE CKAaHMPOBaHMWE C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHNPOBaHUSA
noTpebnsieT HEKOTOpPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecnn nonb3oBaTesnb paboTaeT ¢
pPecypCcoemMK1MMu NporpaMMaMm, MOXKHO akTMBMPOBAThL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHan npoBepki 0TobpaxKaeT BCe 0TCKaHMPOBaHHbIe (Dalsibl B
CaMOpaCnakoBbIBAIOLMXCS apXUBaXx, faXke He3apaXkeHHble (MOXeT co3faBaTb 60/bLIOE KONIMYECTBO
LaHHbIX XXYpPHana CKaHMPOBaHWA 1N yBEIMYMBaTbL pa3Mep ero danna).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3YOTCA
ONTUMaJibHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHOIO YPOBHS CKAHMPOBAaHWSA C
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COXPaHEHNEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSS OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (hakfoB.
Ecnm onTuMmu3aumsa Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOJb3YOTCA TObKO NOJIb30BaTEIbCKNE
HaCTPOVKN Aapa ThreatSense Ka)K10ro Moy ns.

CoXpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOOHOE 3HAYeHNe BPEMEHW A0CTYMNa K CKaHMPYeMbIM halinam, a He 06HOBASATL UX
(HanpuMep, A5 NCNOJSb30BaHNSA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pasnene «OrpaHnyeHns» MOXHO yKa3aTb MaKCMMalbHbIA pa3Mep 06 bEKTOB U YPOBHY
BJIOXKEHHOCTW apXMBOB /1 CKAaHNPOBaHUS.

NMapameTpbl 06bLEKTOB

MakcumanbHbIK pasMmep obbekTa: onpeaensetT MakCMManbHbIN pa3sMep 06bEeKTOB, NoANEeXaLLnX

CKaHMPOBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PpeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIOYEHUS U3 CKaHMpoBaHWA Bonblunx o6 beKToB. 3HaYeHne
no yMoJi4aHuio: He orpaHun4eHo.

MakcuManbHas NPoAOJKUTENIbHOCTb CKAaHMPOBaHUA oObekTa (C): onpenenseT MakCUMasbHoe
3HayYeHVe BpeMeHu N1 CKaHUMpoBaHMA (annoB B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAIMU). ITa HACTPONKa He MPUMEHSETCA K
OTAEeNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXXeT COOCTBEHHOE 3HAYEHNE 1 YKa3aHHOe BpeMs
ncTeveT, CkaHMpoBaHme ByaeT 0CTaHOBIEHO Kak MOXHO CKOpee BHE 3aBUCUMOCTHW OT TOro,
3aBepLUEHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnun peyb npet 06 apxmse ¢ 60sblIMMKM (hasiamMn, CKaHUpoBaHWe byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia U3 apxmea (Hanpumep, Korfaa nosib3oBaTesb 3afan 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHune anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTallbHble
(haninibl B apxvBe CKaHNpPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHMPOBaHMWA, B TOM Yucie Aas apxusos 60SbLLOr0 pa3mepa,
NCnonb3ynTe napameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuMmanbHbiM pasmep cganna B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMKU npobnemammn 6esonacHoCcTw).

3HayeHne no ymoa4aHuto: He orpaHunyeHo.

HacTpoMKu CKaHMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpefenseT MakCuMaabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHne no ymoa4aHumio: 10.

MakcuMmanbHbIA pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONAET 3a4aTb MaKCMMabHbIN
pa3mMep (haisioB B apxmee (Mpu NX U3BeYeHNN), KOTOpbIe A0/KHbI CKaHUPOBaTbLCA. MakCMasibHoe
3HavyeHne — 3 TB.

He pekoMeHayeTCs U3MEHSTb 3HAaYeHMA MO YMOJIYaHUIO, Tak Kak 00bl4HO A5t 3TOr0 HET 0coboi
MPUYUHBI.
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KOHTPO/b YCTPOUCTB

ESET NOD32 Antivirus 06ecneynsaeT aBTOMaTUYECKNIN KOHTPOJIb YCTPONCTB (KOMMAKT-ANCKOB, DVD-
LNCKOB, YCTPONCTB USB U T. A.). [aHHbIA MOAY b NO3BOJSISET B10KMPOBaTh UM U3MEHATb
pacLUMpPeHHble PUAbLTPLI U pa3peLLeHns, a TakXe yKasbiBaTb, MOXET 1 NOb30BaTENb MOy4aTh
J[OCTYN K KOHKPETHOMY YCTPONCTBY U paboTaTb C HAM. DTO MOXET bbiTb YA0OHO, ecnn
aAMMHUCTPaATOP KOMMbIOTEpa Xo4eT NpefoTBPaTUTb NCMO/b30BaHNE YCTPONCTB C HeXXenaTe lbHbIM
coAepXMMbIM.

Mopaep>XmBaembie BHELLHUE YCTPOMUCTBA:

e [INCKOBbLIN HAKONUTENb (XKECTKUI ANCK, CbeMHbIN USB-OUCK)
* KomMnakT-/DVD-gucK

* [IpnHTep USB

* FireWire XpaHunuwie

* Bluetooth YcTponcTtso

* YCTPONCTBO YTEHNA CMapT-KapT

* YcTponcTBo 06paboTku n3obpaxkeHui

* Mogembl

* LPT/COM nopT

* MopTaTUBHOE YCTPONCTBO (YCTPOMCTBA OT aKKyMynATOpa, Takne Kak MyJibTUMEANNHbIN
npourpbiBaTeNb, CMapT(OHbI, CAMOHaCTpanBaLWmMecs yCTponcTea n T. 4.)

* Bce Tunbl yCTPOMCTB

MapaMeTpbl KOHTPOJIA YCTPONCTB MOXHO U3MEHUTb B pasgene [onoJHUTeIbHble HaCTPOVKM >
3awuTbl > KOHTPOJIb YCTPOMUCTB.

LLlenkHWTe NepeknioyaTeNlb BKAIOYNTL KOHTPOJIb YCTPOUCTB, YTOObI BKIIIOUYNTL (YHKLNIO
KOHTPOJIA YCTPOMCTB B ESET NOD32 Antivirus. YT0bbl 3TO M3MeHeHWe BCTYNUIO B 1y, Heobxoanmo
nepe3anyCcTuTb KoMnbloTep. Mocsie BKIYEHUS KOHTPOJIS YCTPOWCTB MOXHO HAacTPOMTL NPaBuaa B
OKHe Pe[lakTop rpasui.

Bbl MOXeTe co3[aTb pa3Hble rpynmnbl YCTPONCTB, K KOTOPbIM By Ay T NPUMEHATLCS pasHble
npasuia. MoXXHO co3aaTb TONbKO OLHY rpynny YCTPOWUCTB, K KOTOPOA MPUMEHSAETCA NpaBuiio C
nencrtemem PaspewnTb 1 BRokKupoBKa 3anucu. brarogapsa 3ToMy, KOrga K KoMnbloTepy
NOAKNIOYAOTCSA Hepacno3HaHHbIe YCTPOUCTBA, (DYHKLNSA KOHTPONSA YCTPOUCTB UX 610KMpyeT.

MpKn NOAKAOYEHUN YCTPONCTBA, 3aD6I0KMPOBAHHOIO CYLLLECTBYIOLLUM NPaBUIOM, 0TOBPa3UTCSH OKHO
OMOBELLEHNS, 1 LOCTYN K YCTPOWUCTBY ByaeT 3abioKMpoBaH.
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Pepnaktop npaBun AN KOHTPOJIA YCTPOMUCTB

B okHe PepakTop npaBun AN KOHTPOJNA YCTPOUCTB 0TOOpaXkatoTCs cyllecTByowme npasuna. C
€ro NoMOLLbI MOXHO KOHTPOJIMPOBATb BHELLIHME YCTPONCTBA, KOTOPbIE N0Nb30BaTENN NOAKIIOYAOT
K KOMMbOTEPY.

(esE) NOD32 ANTIVIRUS O X
MNpaBwuna
Q
Hman Bwnto... Tun Onwucanme Levcrene Monesoeatenn  CepbesnocTn
NoGaBuTe 3anonHKUTL

Bbl MOXXeTe pa3pelmnTb uan 3abNoKMpoBaTh ONpeAeneHHble YCTPONCTBA A1 KOHKPETHbIX
nosib30BaTesNe UAN NX TPYNM, @ TakXe B COOTBETCTBUN C AOMOJHUTENbHBLIMI NapaMeTpamu,
KOTOpble 3a4al0TCs B KOHPUrypaLumm npasun. B cnmcke npaBun ons Kax4oro npasuia
oTobpa)kaeTcs onucaHue, BKJloYatoLLee Ha3BaHWE M TUN BHELLHEro yCTPOMNCTBa, AeCTBYeE,
BbIMOJIHSIEMOE MOCJ/IE ero NOAK/IYEHUS K KOMMBIOTEPY, @ TaKXe CEPbe3HOCTb A5 XXypHana. CMm.
Takxe cTaTblo [JobaBieHve NpaBu KOHTPOJIS YCTPOWCTB.

Ons ynpaBneHus NpaBuioM NCrnosb3yinTe KHOMKK J,o06aBuTb nav U3MeHnTb. YTo6bI CO30aThb
NPaBWJIO C UCMOJIb30BAHUEM 3apaHee 3a/laHHbIX MapaMeTPoB U3 APYroro NpaBuia, HAXKMUTE KHOMKY
KonupoBaTb. XML-CTPOKI, KOTOPbIE 0TOBPaXKaloTCs, €C/IN LWENKHYTh NPaBUJI0, MOXHO CKOMMPOBaTh
B 6ydep obMeHa. Kpome TOro, OHM MOryT MOMOYb CUCTEMHBLIM aIMUHUCTPATOPaM 3KCMOPTUPOBATh
WU UMMNOPTUPOBATL 3TW AAHHbIE, @ TAKXXe UCMOJIb30BaTh UX.

YT06bl BbIAENINTb HECKOJIEKO NPaBW, LWENKHUTE UX, YAEPXNBAA Ha)XaTon KnaBuwy CTRL. 3aTeM unX
MOXXHO ByaeT 04HOBPEMEHHO yAanUTb b0 NepeMecTnTb K Havyany WM KOHLY cnncka. C noMoLLbIo
(hnaxxka BKAOYEHO MO)XXHO OTKJII04aTh M BKJIOYATb NPaBu0. 9Ta PYHKLUNS MOXKET NOHaAobuTbCs,
€C/N Bbl XOTUTE OCTaBUTb NPaBWJIO.

LLlenkHnTe 3anonHUTDb, YTOObLI BbINOJHUTL aBTOMaTUYECKOE 3aMnoIHEHNE napaMeTpoB ONA CbEMHbIX
HOoCcUTenen, NOAKOYEHHbIX K KOMMbIOTEPY.

MpaBuia NpueefeHbl B NOpAAKe X NpUopUTeTa: nMeLme 6onee BbICOKMNI NPUOPUTET MNpaBuJia
pacnonaratoTcA banxe K Hayvany crnucka. [nsg nepeMeLleHna oTAe IbHbIX MPasua WK rpynmn npasun

NCMONb3yNTE KHOMKMN B Hayano/Beepx/BHu3/B KoHel,.
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3anuncy xypHana MOXHO NPOCMOTPETb B [J1aBHOM OKHe MporpaMmel B pasgesie UHCTpyMeHThl >
Dalsibl XXYpPHaIa.

B XXypHan KOHTPOJIA YCTPOUCTB 3anuCbiBalOTCS BCE Cydau, Korga cpabaTbiBaeT PyHKLMA KOHTPOSIA
YCTPOWCTB.

ObHapy>XeHHble YCTPOUCTBA

C noMoLbO KHOMKM 3an0NHUTb MOXKHO 03HAaKOMUTLCA CO CnefytoLen nHgopmaumnen o
NOAK/OYEHHbIX Ha AAaHHbIN MOMEHT YCTPOMCTBAaX: TUM YCTPOUCTBA, NPOM3BOAMUTESb, MOAEb U
CepuiHbIA HoMep (ecn ecThb).

BbibepuTe yCTpPONCTBO B CNUCKE 0BHaPY)KEHHbIX YCTPONCTB U HAXKMUTE KHOMKY OK, 4T0bbl 106aBUThL
NpaBuI0 KOHTPOJIA YCTPOMCTB C NpeABapuUTesbHO 3aaHHON MHGopMaumen (Bce napaMeTpbl MOXHO
HacTpanBaThb).

YCTpOWNCTBa B peXXUMe HU3KOro aHepronoTpebaeHmns (Cnawem pexxmMe) 0TMeYEHbl 3HA4KOM
npepynpexaeHna . Ytobel akTmenpoBaTb KHOMKY OK 1 fobaBnTb NpaBunio 4Jd 3TOro yCTPOMCTBA,
chenanTe cnepywoulee:

* [oBTOPHOE NOAK/OYEHME YCTPONCTBA

* icnonb3oBaHMe YCTPOWCTBA (HanpuMep, 3anyck npuioxeHus «Kamepa» B Windows /st
aKTuBaLUun Beb-kamepbl)

IobaBsneHue NpaBuJl KOHTPOJIA YCTPOUCTB

MpaBKIOM KOHTPOJIS YCTPOWCTB ONpenenseTcs AeNCTBUE, BbINOIHAEMOE NPU NOAKIIOYEHUN K
KOMMbIOTEPY YCTPOMCTB, KOTOPbIE COOTBETCTBYIOT 3a[laHHbIM KPUTEPUSM.
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[Em NODI2 ANTIVIRUS b4

,ﬂ,OEaBV‘ITb npaeuno Q
LT Eez WMEHKW
Mpasuno BKAKIHEHD .)
Tun ycrpoicTea JVCKOBBIA HAKONWUTENB A
feicTene Pazpewumts ™
Tun kpuTepues YcTpoiicteo e
MpouzsoguTens
Mogene
CepnilHelid HoMep
CEpBEZHOCTE PETMCTPHPYEMBLX

(= p prpy Bceraa w
coBBITHA
Cnwucok nonezceaTensi HzreHuTe
¥BEAOMWTE NONE3IOBATENA .)

YT106bI YyNPOCTUTL NAEHTU(MUKALNIO NPaBuia, BBEAUTE ero onncaHme B nose UMsa. Ytobbl BKIOHUTD
VAN OTKJIKOYUTL 3TO NPABWJIO, LWESIKHUTE MOJI3YHOK PALOM C 3n1emMeHTOM MNMpaBuio BKJAIOYEHO. JT0
MOXXeT BbITb MONE3HO, eC/IM NOSHOCTLIO YAANATb NPABUII0 HE HYXXHO.

Tun ycTpoucTsa

B packpbliBatoLLeMcs MeHto BblbepuTe TUMn BHELIHero ycTponcTea (4UCKOBBIA HAaKOMUTENb,
nopTaTUBHOE YCTPONCTBO, Bluetooth, FireWire 1 T. 4.). CBeieHUs 0 TUMe YCTPOMUCTBA NOCTYNatT OT
onepaLmnoHHON cUCTeMbl. IX MOXXHO MPOCMOTPETH C MOMOLLLIO AUCreTyepa YCTPONCTB, eciu
YyCTPOWCTBO MOAKJIIOYEHO K KOMMNbIOTEPY. K HaKoNUTeNAM OTHOCATCS BHELLHUE OUCKA W1
TPaAVLMOHHbIE YCTPONCTBA YTEHUS KapT NaMsATu, NOLKOYEHHbIE MO NPOTOKOY USB Un FireWire.
YcTponcTBa YTeHMa CMapT-KapT NO3BOJIAOT YUTaTb KapTbl CO BCTPOEHHBIMU MUKPOCXEMaMK, Takue
Kak SIM-KapTbl AN NAEHTUDUKALNOHHbIE KAPTOYKKW. MpruMepamu ycTponcTs Ans obpaboTku
n30bpakeHun cnyxxaT CKaHepbl U Kamepbl. Tak Kak 3T YCTPOMNCTBa NPefoCTaBAAOT CBeAeHUS
TONbKO O CBOUX AENCTBUSAX, @ HE 0 MoJIb30BaTeNAX, 3a6J10KMPOBaTb X MOXHO TOJbKO r106as1bHO.

Nencrteue

JocTyn K yCTPOMCTBaM, He NpefHa3HaYeHHbIM A5t XpaHEHUS AaHHbIX, MOXHO TOJIbKO pPa3peLlmnTb
nnm 3abnoknpoBaTb. HanpoTue, NpaBuna Ans YCTPONCTB XPaHEHMSI AaHHbIX NO3BONIAOT BbIOPATh
OZIHO M3 YKa3aHHbIX HMXe Npas.

* Paspewuntb — O6yneT pa3pelleH NoaHbIN AOCTYN K YCTPONCTBY.

* BnokupoBaTb — JOCTYM K YCTPONCTBY byneT 3abn0KknposaH.

* BnokupoBKa 3anucu — ByaeT pa3peLlleHo TONbKO YTEHNE AaHHbIX C YCTPOUCTBA.

* Mpepynpenntb — Npu Ka>x40oM NOAKAOYEHNM YCTPONCTBA NOJIb30BaTE b NOJlyvaeT
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yBeLOMJIEHME, PA3PELLEHO I 3TO YCTPOWCTBO MM 3a6/10KMPOBAHO, 1 NMPU 3TOM CO34aEeTCS
3anncb XypHana. YCTPOWCTBA He 3aNoMIHAOTCS. YBeAOMIEHUS 0TOBpaXatoTCs Npu KaXkaoM
MOBTOPHOM MOAKJIOYEHUN OLHOIO U TOT0 XXe YCTPONCTBA.

ObpaTunTe BHUMaHWE, 4TO NOJIHbIA CNNCOK AeNCTBUN (pa3peLleHnid) LOCTYNeH He AN BCeX TUMNOB
YyCTPONCTB. EC/IM yCTPONCTBO OTHOCMTCA K TUNY XpaHuauw, 6yayT OOCTYMNHbI BCe YeTbipe AeNCTBUSA.
Ecnm ycTponcTBO He NpefHa3Ha4YeHo ANa XpaHeHWsa AaHHbIX, LOCTYMHbl OyayT TONbKO TpU AeACTBUS.
Hanpvmep, npaso BNOKMpoOBKa 3anucKu HernpuMeHUMOo K Bluetooth-yCTponcTeam, No3TOMy AOCTYM K
HUM MOXXHO TOJIbKO pa3peLuunTb, 3ab70KNpoBaTh MW paspeLlnTb C NpeaynpexaeHnem.

Tvn KpuTepues

BbibepnTe 3nemeHT Fpynna ycTpoMncTB v YCTPOUCTBO.

C NOMOLLbIO YKa3aHHbIX HXE AOMNOJHUTENbHbLIX MapaMeTpoB MOXHO TOMHO HacTpauBaTb Npasuia
ONS pa3HblX YCTPOMCTB. Bo Bcex NapaMeTpax yYMTbIBAETCA PErMCTP U NOALEPKNBAKOTCA
MOACTAHOBOYHbIE 3HAKMU (*, ?):

* MpoussoauTenb — GUAbLTPALNSA NO UMEHN UAN NAEHTUDUKATOPY NPOMN3BOANTENS.
* Mopenb — NMA yCTPOUCTBA.

* CepMUHbIN HOMEpP — Y BHELUHNX YCTPONCTB 06bIYHO €CTb CepuinHbIe HoMepa. Koraa peyb
naeT o CD- uan DVD-ANCKE, TO 3TO CEPUNHLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMCKoBoaa CD-
LNCKOB.

Ecnm ang aTux napaMeTpoB He 3afaHbl 3HAYEHUS, BO BPEMS COMOCTaB/IEHMSA NPaBUJIO
NUrHopupyeT 3Tn nons. MNapameTpbl GUAbTPALNN BO BCEX TEKCTOBLIX MOASAX YYNUThIBAOT
pPerncTp u nogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbHLIN 3HaK (?) 0603HaYaeT
0OMH CMMBOJ1, @ 3Be3404Ka (*) — CTPOKY ANIMHON HOMb CUMBONOB 1 Bonee).

[ns npocmoTpa cBeaeHui 06 3TOM YCTPOMCTBE CO3AalTe NPaBusIo A1 COOTBETCTBYHIOLLErO
TUNa yCTPOMCTB, MOAK/OYNTE YCTPOMCTBO K KOMMbIOTEPY U 03HAKOMbTECH CO CBeAeHMAMK 06
YCTPOWCTBE B XYPHa e KOHTPOJIA YCTPONCTB.

Cepbe3HOCTb PeruncTpupyeMbix coobITUM

MepcoHanbHbIA (hanepBos ESET NOD32 Antivirus COXpaHaeT AaHHble 060 BCex BaXKHbIX COBbITMAX B
thanne XypHana, KOTOPbIA MOXHO OTKPbITb U3 FNaBHOro MeHto. LLlenkHute CnyxxebHbie
nporpaMmbl > ®ansibl XXYPHaNoOB 1 BbibepnTe B packpbiBatoLeMcs cnncke XKypHan 31eMeHT
KOHTpPOIb YCTPOMUCTB.

* Bcerpa — 3anucbiBaloTCA BCe COObITUS.

» AMarHocTUKa: perncTpupyeTcs nHcdopmaums, Heobxoanmas ans TWaTeNbHON HAaCTPONKK
MpPoOrpaMmsi.

* UHdpopMauma — B XXypHa BHOCATCS UHPOPMALIMOHHbIE COOBLLIEHNS, B TOM YnCe coobLieHns
006 yCnewHOM BbIMOJIHEHUM 0OHOBMIEHMS, @ TaKXKe BCe Nepevnc/ieHHble Bbille 3anucu.

* MpepynpexpeHue: 3anncbiBaeTCs MHGopMaL s 060 BCEX KPUTUYECKUX OLINOKax 1
npeaynpexaeHusx.
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* Huyero — XxypHasnbl He co3aatoTcs.

Cnucok nonbn30BaTesiemn

I'Ipanma MO>XXHO Ha3Ha4aTb TOJIbKO A1 HEKOTOPLIX nosib3oBaTeNen nanm nux rpynmn, no6aBneHHbIX B
CNNCOK Nosb30BaTenen, WENKHYB NYHKT N3MeHunTDL paooM C 3/1EMEHTOM Cnucok nonb3oBaTesnien.

° D,o6aBuTb — OTKPbIBAETCA OMNaoroeoe OKHO Tunbl 06bekTOB: Monb3oBaTenu U rpynnsl, B
KOTOPOM MOXXHO Bbl6paTb HYXHbIX nonb30BaTeNen.

* YDanuTob: Bbl6paHHbIVI NOJIb30BaTEJb YAANAETCA U3 (pvmpra.

Cnncok nonb3oBaTeNien HeNb3s onpenennTb ANAa NpaBua C YKa3aHHbIMW TUNaMu YCTPONCTB:
* USB-NpuHTEP

* YCTPOWCTBO Bluetooth

* YCTPOWNCTBO YTEHMSA CMapT-KapT

* YCcTponcTBo 06paboTku nsobpaxkeHni

* Mogembl

* LPT/COM-MOpThl

YBeaoOMUTb NOJIb30BaTeNA — Npu NOAKJIIYEHNN YCTPONCTBA, 3a6/10KMPOBAHHOIO CYLLECTBYOLLMM
NpaBuIOM, 0TOBPA3NTCA OKHO OMOBELLEHNS.

Fpynnbl YCTPOUCTB

IA YCTPOWCTBO, MOAK/IOYEHHOE K KOMMbIOTEPY, MOXKET NpeacTaB/ifaTb yrpo3y 6e30nacHoOCTH.

OKHO rpynn yCTPOWCTB pa3AesieHo Ha [IBe YacTu. B NpaBoi 4YacTy okHa oTobpaXkaeTcs CNNCoK
YCTPOWCTB, BXOAALWMX B BbIOPaHHYIO rpynmny, a B IeBOW YaCTU — CO3[aHHble rpynnbl. Beibepute
rpynny ans oTobpa)keHust yCTPOWCTB Ha NPaBoii NMaHenw.

OTKpbIB OKHO FPpynmn yCTPOWCTB 1 BbiOpaB rpynny, Bbl MOXXeTe 0006aBNSTb YCTPOWCTBA B CMWUCOK WK
yoanaTb UX n3 Hero. [o6aBnsiTb YCTPOWCTBA B FPYNMNY TakXXe MOXHO NOCPeACTBOM MMMOPTa AaHHbIX
06 ycTpoicTBax 13 haina. Mnm xxe MOXHO Ha)kaTb KHOMKY 3anosIHUTb. B 3TOM cnyyae Bce
YCTPOWCTBA, NOAKI/OYEHHbIE K KOMMblOTEPY, 0TO6pa3naTcs B OkHe OBHapy>KeHHble YCTPOUCTBA.
BbibepuTe yCTPOMNCTBaA 13 3TOr0 CNUCKa U HaxxMnTe KHomnky OK, 4Tobbl fo6aBuThL UX B rpynny.

dneMeHTbl ynpaBJieHUus

DobaBuTb. [o3BonseT gobaBnTh rpynny, BBeAsS ee NMs, U yCTPONCTBO B CYLLECTBYHOLLYIO Fpynny
(B 3aBUCUMOCTM OT TOr0, B KaKOW 4YaCTW OKHA Ha)aTa KHOMKA).

N3meHunTb. [103B0SISET N3MEHUTL NMSA BbIOPAHHOW rPynMbl UK NapaMeTpoB YyCTPONCTBA
(npovnssoauTeNb, MOLESb, CEPUNHBIA HOMED).

Ypanutb: yaaneHue solbpaHHON rpynnbl UM yCTPONCTBa (B 3aBUCUMOCTHY OT TOr0, B KAaKOM 4acTu
OKHa Ha)kaTa KHOrKa).

NmnopT. IMnopTupyeT CNMCOK YCTPONCTB 13 TEKCTOBOro (hanna. Ang nmnopTa yCTPONCTB U3
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TekCToBOro taina TpebyeTcs npaBuibHOE HOpPMaTUPOBaHUE:
* KaXx[0€e yCTPOMCTBO A0JKHO BbITh YKa3aHO C HOBOW CTPOKM;

* 11151 KAXXA0ro YCTPONCTBA A0/KHbI ObiTb YKa3aHbl Yepes 3ansTyo CBeAeHNS O
npousBoauMTesne, Moaesin I CEPURHOM HoOMepe.

BoT npumep coaepx1MMoro Takoro TEKCTOBOro ganna:
Kingston,DT 101 G2,001CCEGDGRFC0371
04081-0009432,USB2.0 HD WebCam, 20090101

DKCNOPT. IKCNOPTUPYET CNUCOK YCTPONCTB B (hall.

C NoMOLLbO KHOMKM 3anOaHUTb MOXKHO 03HAaKOMUTLCSA CO Cneayowen nHgpopmaumnen o
NOAK/OYEHHbIX Ha AAHHbLIN MOMEHT YCTPOMCTBAX: TUM YCTPOMCTBA, NMPOM3BOANTESb, MOAEb U
CEepunHbIA HOMep (ecnn ecTb).

[o0aBNTb YCTPOUCTBO

LenkHnTe J,06aBUTb B NPaBOM OKHe, 4T0ObI 106aBMThL YCTPOMCTBO B CyLLeCTBYOLWY rpynny. C
NMOMOLLbIO YKa3aHHbIX HMXXKE A0MN0JIHATENbHbLIX NapaMeTPOB MOXXHO TOYHO HacTpanBaTb NpaBuaa ans
pa3HbIX YCTPOMCTB. BO BCeX NapaMeTpax y4UTbIBAETCA PErNCTP U NOALEPKUBAOTCS
NOACTaHOBOYHbIE 3HAKMK (*, ?):

* NMpoussoaunTenb: GUILTPALMSA MO UMEHW UK ID MPON3BOAUTENS.
* Mogenb — VMsi yCTPOWCTBA.

* CepuMHBbIN HOMEpP — Y BHELLIHNX YCTPONCTB 0ObIYHO €CTb CEPUNHbIE HOMEpa. Koraa peyb
naeT o CD- uav DVD-ANCKE, TO 3TO CEPUNHBLIN HOMEP KOHKPETHOI0 HOCUTENS, @ He AMCcKoBoAa CD-
LAVCKOB.

* OnucaHue — Ballle OnNMcaHne yCTponcTBa.

Ecnv ang aTux napaMeTpoB He 3afaHbl 3HAYEHUS, BO BPEMS COMOCTaBIEHMSA MPaBUJIO
NrHOpUpPYyeT 3TK nons. MNapameTpbl GUAbTPALNN BO BCEX TEKCTOBLIX MOASX YYNThIBAIOT
pPerncTp u Nnogaep>XXunBatoT NOACTAHOBOYHbIE 3HAKMN (BONPOCUTENbHLIN 3HaK [?] 0603HavaeT
0OMWH CMMBOJ1, @ 3Be3[04Ka [*] — CTPOKY ANMHON HOMb CUMBOOB 1 Bonee).

Ons coxpaHeHns n3MeHeHnn Haxxmute KHonkKy OK. YTobbl 3akpbiTb 0KHO Fpynnbl ycTpoucTs 6e3
COXPaHeHUsa N3MeHeHui, WwenkHuTe OTMeHa.

Mocne co3faHua rpynmnbl yCTPONCTB HEOOX0AUMMO 415 CO3LaHHON rpynnbl YCTPOMUCTB A00aBUTh
HOBOE MNPaBuJI0 KOHTPOJIS YCTPOUCTB U BbIOPaTh BbINOJIHAEMOE AeCTBMe.

ObpaTunTe BHUMaHWE, 4TO NOJIHbLIA CINCOK AEeNCTBUN (pa3peLleHnin) LOCTYNeH He AN BCeX TUMNOB
YyCTPONCTB. ECIn yCTPONCTBO OTHOCUTCS K TUMNY XpaHUAULL, ByayT OOCTYMHbI BCe YeTblpe AenCTBUS.
Ecnnm ycTponcTBO He npefHasHa4YeHo ONs XpaHeHUs AaHHbIX, OCTYMHbI TOJIbKO TPU AeACTBUA.
Hanpumep, feinctsme BNoKMpoOBKa 3anucu HeJOCTYMNHO A4 Bluetooth-yCTPONCTB, NO3TOMY AOCTYN
K HUM MOXXHO TOJIbKO pa3peLUnTb, 3a610KNpoBaTh UK paspewwnTb C NpeaynpexaeHnem.
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ThreatSense

ThreatSense — 3T0 TEXHOJIOT S, COCTOSALAA U3 MHOXXECTBA CJIOXKHbIX METOA0B 0OHAPY)XEHMS Yrpo3.
Ta TeXHOIOrns SABASETCS yNpeXxJatoLlei, T. €. OHa 3aLlMLLAEeT OT HOBOW Yrpo3bl Y)Ke B Havase ee
pacnpocTpaHeHus. Mpn 3TOM UCNOMb3YETCSA COMETaHNe aHan3a 1 MOAENNPOBaHNS Koaa,
0606LLEHHbIX CUTHATYP WU CUFHATYP BMPYCOB, KOTOPbIE COBMECTHO 3HAYNTE/IbHO MOBLILIAIOT YPOBEHb
6e3onacHoOCTM KoMnbloTepa. Moaynb CKAHMPOBAHMS MOXXET KOHTPOJIMPOBATb HECKOJIbKO NMOTOKOB
NaHHbIX OAHOBPEMEHHO, YTO AenaeT 3PMEKTUBHOCTL U KOMMYECTBO 0OHAPYXMBAEMBIX Yrpo3
MaKCUMasbHbIMU. TEXHOOrUs ThreatSense TaKXXe YCMELIHO YHUYTOXAET PYyTKUTbI.

Ins Moayns ThreatSense MOXHO HAaCTPOUTb HECKOJIbKO MapaMeTpOB CKaHMPOBAHWS:
* pacCLLUMPEHNS 1 TUNbI (hakIoB, NOANEXKALLMX CKAHUPOBAHWIO;
* COYETaHVe Pa3INYHbIX METOL0B 0OHAPYXXEHNUS;
* YPOBHU OYUCTKN U T. A.

YT106bI OTKPLITH OKHO MAapPaMeTPoB, LLENKHUTE ThreatSense B OKHE pPaCLUVPEHHbIX NapaMeTpoB 1oboro
MOy s, UCNOJIb3YIOLLLEr0 TEXHONOTUIO ThreatSense (CM. HUXKE). Pa3Hble cLieHapun obecnevyeHuns
6e30macHOCTM MoryT TpeboBaTh Pa3IMYHbIX HACTPOEK. MO3TOMY TEXHONOr M0 ThreatSense MOXXHO
HAaCTPOWUTb OTHAENbHO A1 KAXXA0r0 13 NEPEYUCIEHHbIX Janee Moayien 3aLnThI.

* 3alMTa B peXxume peasibHOro BpeMeH!
* CKaHMpoBaHWe B COCTOAHUN NPOCTOA

* CKaHMpOBaHMe Npu 3anycke

* 3aWmTa JOKYMEHTOB

* 3almMTa NOYTOBOr0 KJINEHTa

* 3aWmMTa fgocTtyna B IHTepHeT;

* CKaHMpoBaHMe KOMMbIOTEpa

MapameTpbl ThreatSense XOPOLLO ONTUMU3MPOBAHbI 419 KAXXA0r0 U3 MOAYen, a UX U3MeHeHune
3Ha4YNTEesIbHO BANSET Ha NOoBefeHne cucTemsl. Hanpumep, n3MeHeHne napameTpoB CKaHUPOBaHUA
YMaKOBLLMKOB B PeXNMe peanbHOro BpeMeHu 1an BKIYEeHNe paclumpeHHon 3BPUCTUKN B MoAyJie
3aWmnThl hansIoBON CMCTEMbI B pEXMME peasibHOr0 BpeMeHN MOXeT 3aMef/inTb paboTy cMcTeMbl
(0BbI4YHO TOJIbKO HOBbIE (halsibl CKAHUPYTCA C NPUMEHEHUEM 3TUX METOL0B). PEKOMeHAyeTCs He
N3MeHATb NapameTpbl ThreatSense N0 YMOJIHAHUIO HU AN KAKUX MOAYJIEN, KpOMe MOAY A
«CKaHMpOBaHMe KOMMbOTEPa».

CKkaHupyeMbie 00beKTbl

B 3TOM pa3fene MOXXHO yKa3aTb KOMMOHEHTbI 1 (haliibl KOMMblOTEPa, KoTopble byayT
CKAHMPOBATLCS Ha HaMYMe 3aparkeHui.

OnepaTuBHaﬂ NnaMATb: CKaHNPOBaHNE Ha HaJIN4YNE YIrpo3, KOTOPbIE aTaKYOT ONepaTUBHYO MNaMATb
CNCTEMBDI.
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3arpy3o04Hble CeKTOpPbI/UEFI. 3arpy304Hble CEKTOPbI CKAHMPYOTCS Ha HanYne BPeLOHOCHbIX
MPOrpaMm B OCHOBHOW 3arpy304HOI 3anucu. [Lono/iHUTe bHble CBeeHns 0 UEFI CM. B I10CCapUN.

MouyToBble pannbl. DBX (Outlook Express) 1 EML

ApxuBbl. MporpamMma NoAAep)XMBaeT TakMe pacluMpeHus, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP,
ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE, 1 MHOTUe apyrue.

CaMOpaCﬂaKOBbIBaIOI.I.I,VIeCﬂ apXxuBbl. TUM apXMBOB (SFX), COLEpPXNMOE KOTOPbIX MOXET
N3BJIEKATbCA aBTOMaTUYECKHN.

MporpaMMbl CKaTUA UCNOJNTHAEMbIX (panIoB: B OT/IMYME OT CTAaHAAPTHBIX TUMOB APXUBOB,
NPOrpaMMbl CXKaTUSI MCNOJIHAEMbIX DaN0B MNOC/E 3anyCcKa pacnakoBbIBaAlOTCS B NaMaTu. bnarogaps
3IMYNSALUMM KOAA MOAY/lb CKaHMPOBAHMNS PACNO3HAET He TONIbKO CTaHAAPTHbIE CTaTUYeCKune
YNaKoBLUUKK (UPX, yoda, ASPack, FSG 11 T. 1.), HO U MHOXKECTBO APYriX TUMOB YrNaKOBLLMKOB.

NMapaMeTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHMPOBAHUS CUCTEMbI Ha NPeaMET 3apakeHuid. [JoCTynHbl cneaytoLme
BapWaHThbI:

IBPUCTUYECKUIA aHANMU3: aHAJIM3 BPEJOHOCHOW aKTUBHOCTM NPOrpamMm C NOMOLLbIO CNeLnanbHOro
anropuTtma. [NaBHbIM 4OCTOMHCTBOM 3TOr0 MeToAa SBASETCS CNOCOOHOCTb MAEHTUMLMPOBATL
BPEAOHOCHbIE MPOrpamMMbl, CBELIEHNS O KOTOPbLIX OTCYTCTBYIOT B CYLLECTBYIOLLEN BEPCUN MOAY S
06HOBNEHMS. HeAOCTaTKOM Xe SIBASeTCS BEPOSTHOCTb (04eHb HEOONbLLASA) OXHbLIX TPEBOT.

PacluMpeHHbI# 3BPUCTUHECKUI aHAJIM3/CUrHATYpbl pacnpenesieHHbIX CeTeBbIX aTak: 415
PACLIVPEHHOr 0 3BPUCTNYECKOr0 aHaN3a NCMOb3yeTCs YHUKAbHbIA 3BPUCTUYECKUA afropuTm
KOMMaHWK ESET, KOTOPbIN ONTUMU3MPOBAH /1 0OHAPY)KEHMSI KOMMbIOTEPHBIX YEPBER N TPOSIHCKNX
MPOrpaMm 1 HanncaH Ha BbICOKOYPOBHEBbIX f3blIKax NMPOrpamMMUpoBaHuns. icnonb3oBaHue
PACLLUMPEHHON 3BPUCTMKIN 3HAYNTENIbHbIM 06Pa30M YBEIMYNBAET BO3MOXHOCTY NPOAYKTOB ESET Mo
obHapy»xeHuio yrpo3. C NoOMOLLbI0 CUTHATYpP OCYLLECTBASETCA TOYHOE 0bHapyXeHne n
naeHTUnKauns supycos. CuctemMa aBToMaTUYeCKOro 06HOBNEHUS 0becneynBaeT HalM4Me HOBbIX
CUrHaTYyp Yepe3 HeCKOJIbKO YacoB rnocsie obHapy>XeHns yrpo3bl. HegoCcTaTKoOM Xe CUrHaTyp
SIBNSIETCS TO, YTO OHM MO3BOJIAT 0OHAPYXMBATb TOSILKO U3BECTHbIE BUPYChI (MW UX HE3HAYUTENBHO
MOANDULMPOBAHHbIE BEPCUN).

O4yucTkKa

MapaMeTpbl O4UCTKK ONpPeaensioT noseneHne ESET NOD32 Antivirus Npu 041CTKe 06EKTOB.
MpefyCMOTPEHO YETbIPE YPOBHS O4NCTKMN.

ThreatSense UMeET TakWe YPOBHU NCMPaBAEHUS NPOBEM (T. €. 04NCTKN):

UcnpaBsieHue B ESET NOD32 Antivirus
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Bcerpa ncnpasnaTtb MblITaTbCA UCNPABASATb 0BHAPYXEHNS Npu 04NCTKe 06beKToB 6e3

obHapy>xeHus BMeLlaTeNbCTBa KOHEYHOr 0 NMosib30BaTeNs. B HEKOTOPbIX Cinyyanx
(Hanpumep, C CMCTEMHbIMK (hanamun), ecnm obHapy>KeHne He yaaeTcs
NCNpaBnUTb, 0OBHaPY)KEHHbIN 06 BLEKT OCTABAETCS B UCXOLHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA CNPaBASATL 0OHAPYXKEHUS NPU 04NCTKe 06 LeKTOB 6e3
obHapy>XXeHUs, ecin 3TO BMeLIATeIbCTBa KOHEYHOrO NoJb30BaTeNsA. B HEKOTOPbIX CllyYasnx
6e3onacHo, B apyrom (Hanpumep, CUCTEMHbIE (halsibl UM apXMBbI, KOTOPbIE COAEPXAT U
c/ly4ae OCTaBUTb YUCTbIE, M 3apaXKeHHble (aiinbl), ecim 0bHapyXXeHne He yaaeTcs

NCNPaBnTb, 0OHAPYXKEHHBI 0OBEKT OCTAETCS B UCXOAHOM

PACMONOXKEHUN.
UcnpaBnatb MbITaTbCA NCNPaBASATbL 0OHAPY)KEHUS NPU 04NCTKE 06bEKTOB. B
obOHapy>XeHUs, ecsin 3TO HEKOTOPbIX C/y4asXx, €C/IM HU OAHO W3 AEeNCTBUIA BbIMOJIHATD
6e3onacHo, B apyrom HEBO3MOXXHO, KOHEYHbI M0J1b30BaTE/Ib NOJyYaeT NHTEPAKTUBHOE
c/lyyae cnpaliMBaThb npeaynpexaeHue, B KOTOPOM C/ieayeT BbibpaTb Ae/CTBME MO

NCNPaBAEHWIO (HanpyuMep, YAaIUTb AU NPOUrHOPMPOBATL). ITOT
napameTp pekoMeHAyeTCs B 6ONbLUMHCTBE C/y4Yaes.

Bcerpa cnpawuBaTtb y KOHe‘-IHOMy nosib3oBaTesto OT06pa)KaeTCFI NHTEPAKTUNBHOE OKHO Mpwn

KOHe4YHoro 04YNCTKE 0OBLEKTOB, U OH A0/KEH BblﬁpaTb NencTBue no ncnpasseHNo

noJib3oBaTtensa (HaanMep, YOoaJlinTb NN I'IpOI'IyCTI/ITb). 3T0T YPOBEHb NMpeAgHa3Ha4€H
nns 6onee onbITHLIX NOb30BaTENEN, KOTOpPbIE€ 3HaAlOT, KakKNE NencTBuns
cnepyet npeanpuHATb B Clly4ae 06Hapy>KeH|/|;|.

UcknouyeHus

PaclwmnpeHneM Ha3blBaeTCA YacTb UMeHU haina, oTaeleHHas 0T OCHOBHOW 4acTu To4Ykon. OHO
onpegenseT TUN anna n ero cogepxmmoe. IToT pasgen ThreatSense NO3BONSET ONpPeaeNUTb TUMbI
thannos, Nognexawmx CKaHNPOBAHMIO.

Apyroe

Mpu HacTpoike NapaMeTpoB Moy NS ThreatSense A1 CKAHUPOBAHUS KOMMbOTEPa Mo TpeboBaHMIo
TakK)XXe LOCTYMHbI ONMCaHHbIE HUXXE NapaMeTpbl U3 pa3aena Apyroe.

CKaHupoBaTh aJibTepHAaTUBHbIE NOTOKM AaHHbIX (ADS): a/lbTEPHATMBHbLIE NOTOKN AAHHbIX,
ncnosb3yemble (hansioBON CUCTEMON NTFS, — 3TO CBA3M (halnioB M Manok, KOTopble He
0bHapyXMBaKTCA NP NCMOb30BaHUN 0ObIYHBIX METOA0B CKaHMPOBaHNA. MHOrme 3apaxeHus
MaCKUpyloTCa NOL anbTepHaTUBHbIE NOTOKMN AaHHbIX, MbiITasCb N3bexxaTb 0bHapyKeHus.

3anyckaTb ()OHOBOE CKAaHMPOBaHMWE C HU3KUM NPUOPUTETOM: KaXX bl MPOLIECC CKAHNPOBaHUSA
noTpebnsieT HEKOTOpPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. Ecnn nonb3oBaTesnb paboTaeT ¢
pPecypCcoemMK1MMu NporpaMMaMm, MOXKHO akTMBMPOBAThL (DOHOBOE CKaHMPOBAHMWE C HN3KKM
NPUOPUTETOM N BbICBOOOANTL TEM CaMbIM PeCypCbl AN APYTUX MPUSIOXKEHNIA.

XKypHan Bcex 06beKTOB. )XypHan npoBepki 0TobpaxKaeT BCe 0TCKaHMPOBaHHbIe (Dalsibl B
CaMOpaCnakoBbIBAIOLMXCS apXUBaXx, faXke He3apaXkeHHble (MOXeT co3faBaTb 60/bLIOE KONIMYECTBO
LaHHbIX XXYpPHana CKaHMPOBaHWA 1N yBEIMYMBaTbL pa3Mep ero danna).

BKNIOYMTb ONTUMM3ALLMIO Smart: NPY BKIIOYEHHOW ONTUMM3ALUM Smart MCNOJIb3YOTCA
ONTUMaJibHble MapaMeTpbl Aas obecneyeHns camoro 3hheKTUBHOIO YPOBHS CKAHMPOBAaHWSA C
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COXPaHEHNEM MaKCUMaslbHO BbICOKOW CKOPOCTW. Pa3Hble MOAYN 3alUTbl BbIMNOJHAOT
NHTENNEeKTyalbHOe CKaHMPOBaHWE, NPUMEHSS OTAe/bHblE METObI A5 PA3/INYHbLIX TUMOB (hakfoB.
Ecnm onTuMmu3aumsa Smart OTKJIIOYEHA, NPU CKAHUPOBAHMM UCMOJb3YOTCA TObKO NOJIb30BaTEIbCKNE
HaCTPOVKN Aapa ThreatSense Ka)K10ro Moy ns.

CoXpaHUTb OTMETKY O BpeMeHM NocJsieAHero focTyna: yCTaHOBMTE 3TOT h1aXKoK, YTobbI
COXPaHWTb UCXOOHOE 3HAYeHNe BPEMEHW A0CTYMNa K CKaHMPYeMbIM halinam, a He 06HOBASATL UX
(HanpuMep, A5 NCNOJSb30BaHNSA C CUCTEMAMU PE3ePBHOM0 KOMMPOBAHMS AaHHbIX).

OrpaHuyeHus

B pasnene «OrpaHnyeHns» MOXHO yKa3aTb MaKCMMalbHbIA pa3Mep 06 bEKTOB U YPOBHY
BJIOXKEHHOCTW apXMBOB /1 CKAaHNPOBaHUS.

NMapameTpbl 06bLEKTOB

MakcumanbHbIK pasMmep obbekTa: onpeaensetT MakCMManbHbIN pa3sMep 06bEeKTOB, NoANEeXaLLnX

CKaHMPOBaHWIO. [laHHbIN MOAY /b 3aLLMThI OT BUPYCOB ByAeT CKaHMPOBaTb TO/IbKO 0OBEKTHI MEHbLLE
YKa3aHHOro pa3mepa. 3TOT NapameTp PpeKOMeHAYeTCA MEHATb TOJIbKO OMbITHLIM MONb30BaTENAM, Y

KOTOPbIX €CTb BECKME OCHOBAHWUS 419 UCKIOYEHUS U3 CKaHMpoBaHWA Bonblunx o6 beKToB. 3HaYeHne
no yMoJi4aHuio: He orpaHun4eHo.

MakcuManbHas NPoAOJKUTENIbHOCTb CKAaHMPOBaHUA oObekTa (C): onpenenseT MakCUMasbHoe
3HayYeHVe BpeMeHu N1 CKaHUMpoBaHMA (annoB B 06bekTe-KoHTenHepe (HanpruMep, B apxuse RAR/ZIP
NN B 3JIEKTPOHHOM MUCbME C HECKOJIbKMMU BJIOXKEHUSAIMU). ITa HACTPONKa He MPUMEHSETCA K
OTAEeNbHbIM (hannam. Ecim nonb3oBaTeslb YKaXXeT COOCTBEHHOE 3HAYEHNE 1 YKa3aHHOe BpeMs
ncTeveT, CkaHMpoBaHme ByaeT 0CTaHOBIEHO Kak MOXHO CKOpee BHE 3aBUCUMOCTHW OT TOro,
3aBepLUEHO I CKaHWPOBaHUE KaXxaoro anna B 06bekTe-KOHTenHepe.

Ecnun peyb npet 06 apxmse ¢ 60sblIMMKM (hasiamMn, CKaHUpoBaHWe byaeT npekpaLleHo He paHblue,
4yem npomsongeT nussnedeHue ansia U3 apxmea (Hanpumep, Korfaa nosib3oBaTesb 3afan 3Ha4YeHne B
3 CEeKYHAbI, HO n3BneYeHune anna 3aHMMaeT 5 cekyHA). 10 ucTedeHnn 3TOro BpeMeHu oCTallbHble
(haninibl B apxvBe CKaHNpPOBaTbCA He ByayT.

YT106bI OrpaHNYNTbL BPEMSA CKAHMPOBaHMWA, B TOM Yucie Aas apxusos 60SbLLOr0 pa3mepa,
NCnonb3ynTe napameTpbl MakcMManbHbIM pasMep obbekTa 1 MakcuMmanbHbiM pasmep cganna B
apxuBe (He peKoMeHIyeTCs B CBA3MN C BO3MOXHbIMKU npobnemammn 6esonacHoCcTw).

3HayeHne no ymoa4aHuto: He orpaHunyeHo.

HacTpoMKu CKaHMPOBaHUA apXMBOB

YpoBeHb BJIOXKEHHOCTU apXMBOB: OrnpefenseT MakCuMaabHyo rnybuHy NnpoBepkn apxmBoB.
3HayeHne no ymoa4aHumio: 10.

MakcuMmanbHbIA pa3Mmep panna B apxmBe: 3TOT NapamMeTp NO3BONAET 3a4aTb MaKCMMabHbIN
pa3mMep (haisioB B apxmee (Mpu NX U3BeYeHNN), KOTOpbIe A0/KHbI CKaHUPOBaTbLCA. MakCMasibHoe
3HavyeHne — 3 TB.

He pekoMeHayeTCs U3MEHSTb 3HAaYeHMA MO YMOJIYaHUIO, Tak Kak 00bl4HO A5t 3TOr0 HET 0coboi
MPUYUHBI.
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YPOBHU OYUCTKHU

YT106bl N3MEHUTb HACTPONKM YPOBHS OYUCTKU NS HYXXHOMO MOAYAA 3alUNThl, Pa3BePHUTE INEeMEHT
ThreatSense (Hanpumep, 3awuTta auoBON CUCTEMbl B peasibHOM BPeMeHM), a 3aTeM BbibepuTte
B PACKPbIBAKOLLEMCS MEHIO MYHKT YPOBEHb OYUCTKMU.

ThreatSense UMeeT Takue ypOBHU ncrnpassieHns npobsem (T. e. O4UCTKN):

NcnpaBneHue B ESET NOD32 Antivirus

Bcerpa ucnpasnatb MblITaTbCA UCNPaABASATb OOHAPYXXEHUS NpU 04NCTKe 06beKkToB be3

obHapy>xeHus BMeLlaTeIbCTBa KOHEYHOr 0 NnoJsib30BaTeNs. B HEKOTOPbIX Cinydanx
(HanpumMep, C CUCTEMHbIMK (harnnamu), ecim obHapy>xeHue He yaaeTcs
NCNpaBuTb, 0OBHaPYXKEHHbIN 0O BLEKT OCTaBNAETCS B UCXOLHOM

PacnosoXKeHunu.
WcnpaBnatb MbITaTbCA UCNPABAATb OOHAPYXXEHUS NPU 04NCTKe 00bLeKTOB 6e3
ODHapy>XeHus, ecnm 3TO BMeLlaTeNbCTBa KOHEYHOr0 NoJIb30BaTeNA. B HEKOTOPLIX C/lyHasx
6e3onacHo, B apyrom (HanpumMep, cUCTeMHble (halibl UM apXmBbl, KOTOPbIE COAEPXAT U
cJslyvyae OoCTaBMUTb 4YUCTblE, U 3apaXKeHHble (hannbl), ecim obHapyXeHue He yaaeTcs

NCNpaBuTb, 0OBHApPYXXEHHbIN 0O0BEKT 0CTAETCH B UCXOAHOM

PacnosioXKeHnK.
UcnpaBnaTtb MblITaTbCA UCNPaBAATb OOHAPYXEeHUS Npu o4UCTKe 06bekToB. B
ODHapy>XeHUs, eCaM 3TO HEKOTOPbIX Cy4asnx, €CM HU OLHO N3 LEeNCTBUIA BbINOJHUTD
be3onacHo, B gpyrom HEBO3MOXHO, KOHEYHbIN N0Jib30BaTe b MNoJly4aeT UHTEPaKTUBHOE
cslyyae cnpawuBaTb npefynpexaeHve, B KOTOPOM clieflyeT BblbpaTb AeNCTBUE MO

ncnpaBaeHno (Hanpumep, YAanauTb WX NPOUrHOPMPOBaThL). ITOT
napameTp pekoMeHAyeTcs B 60MbLINHCTBE C/y4Haes.

Bcerpa cnpawmBatby  KOHe4YHOMY M0Jib30BaTet0 0TOOPaXKaeTCcs MHTEPAKTUBHOE OKHO Npw

KOHEeYHOro 04NCTKE 06BLEKTOB, 1 OH A0JIXKEH BbibpaTb AeNCTBME MO UCMPABIEHWIO

nonb3oBaTens (Hanpumep, yAanuTb UK NPONYCTUTbL). ITOT YPOBEHb NpeAHa3HayeH
Ans 6onee onbITHLIX NOJIb30BaTENEN, KOTOPbIE 3HAIOT, KaKne OeNCTBUA
cnefyeT NpeanpuHATh B Ciyvyae o0bHapyXeHus.

NCKNIOYEeHHble U3 CKAaHUPOBAHUA PaCLUUPEHUA
daunnos

NcknoYeHHble paclumpeHns dpa|7|nos OTHOCATCA K ThreatSense. YT0ObI HaCTPOUTb NCKJTIOHYEHHbIE
pacwmnpeHna (pal7IJ'IOB, LLeSIKHUTE ThreatSense B OKHe «PaclUMpeHHbIe NapaMeTpsl» ansa aoboro
MOJY/1S, KOTOPbIN UCMOJIb3YET TEXHOJIOI IO ThreatSense.

PacClUMPEHMEM Ha3blBAETCS YacTb MMEHU (aiinia, OTAeNeHHas 0T OCHOBHOW 4aCTuM Toukoir. OHO
onpeaenseT TN (aitna n ero coaep>XxmMmoe. ITOT pasfes ThreatSense MO3BOJSISET ONPEAENIUTb TUMbI
haiinoB, NoaeXallMx CKaHNPOBAHMIO.

He cnepyet nyTaTh 3TY (PYHKUUIO C SPYTMMU BO3MOXXHOCTAMU UCKIOYEHNA — VICcKioYeHns
onsa npoueccos, cknodeHns cucteMsl HIPS nnm NckawdeHnsa danaos/nanokx.
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Mo yMOJIY@HUIO CKaHUPYOTCA BCe haitnbl. JIloboe paclumpeHmne MOXHO 106aBUTb B CMUCOK (DainoB.,
NCKJIIOYEHHbIX U3 CKaHWPOBaHMSI.

NHorpa moxeT 6bITb HGO6XOLI,I/IMO NCKNKYUTb (pa|7|nb|, eC/in CKaHNpoBaHWME onpenesieHHbIX TUMNOB
(hannoB NpensaTCTByeT HOPMasbHOM paboTe NporpamMmsel, KOTOpPas NUCMOb3yeT 3TN PacUNPEHNS.
Hanpumep, MoxeT BbiTb MONE3HO UCKJTIOYNTL pacwmpenmns .edb, .eml n . tmp NPU NCNOJIb30BAHUN
cepBepoB Microsoft Exchange.

Onsa nobasneHnsa B CNCOK HOBOro paclunpeHns HaxmuTte flobaBuTb. BBegunTe paclimpeHue B
nycToe nosie (Hanpumep, tmp) N HaxmMuTe KHonky OK. Beibpas BapnaHT [Llo06aBMTb HECKONbKO
3HaYeHMWU, MOXXHO [00aBUTb HECKOJIbKO pacLUMPEHNA NMeH (haisioB, pa3fesiue UX CUMBOJIOM
nepeeofia CTPOKW, 3aMATOM UM TOYKOW C 3anaTon (Hanpumep, BbibepnTe ToYKa € 3ansATON 13
pacKpbIBalOLLErocs MEHIO B Ka4eCTBe pa3fenntens u seeante edb;eml; tmp).

MO>XHO MUCMNOJIb30BaTh CNeuunasibHbIN CUMBOJ «?» (BONPOCUTESbHBIN 3HAK). BonpocuTebHbIN
3HaK npeacTasnseT abon cumeon (Hanpumep, ?db).

YT06bl yBMAETHL pacwimpeHne anna (Npyn HaANYUKM paclUMPEHNS) B ONePaLMOHHON CUCTEME

Windows, HE06X0ANMO YCTaHOBUTL (hlaXkKoK PaclumpeHua uMeH ¢annioB B NPOBOAHUKE
Windows Ha BKJlagke Bup,.

HononHuTeNbHbIe NapaMeTpbl ThreatSense

Y706bl N3MEHWUTL 3TU HACTPOMKW, OTKPONTE pa3fen PacluvpeHHble napamMeTpsl > 3awMTa > 3aluTa
¢ainoBoi cucTteMbl B peasibHOM BpeMeHM > lonosiHuTenbHble NapaMeTpbl ThreatSense.

AononHuTenbHbIE NapaMeTpbl ThreatSense AJIA TONbKO 4YTO
CO3AaHHbIX U U3SMEHEeHHbIX (hannos

BeposATHOCTb 3apaXKeHUs TOJIbKO YTO CO34aHHbIX U U3MEHEHHbIX (DalJioB Bbille MO CPAaBHEHUIO C
aHasIorMYHbIM NoKasaTeneM ans CyLwecTByOWmMX (annos. IMeHHO NO3TOMY NporpaMMa nposepseT
3TK halbl C NCMOJIb30BAHNEM AOMOJHUTENbHbIX NapaMeTPoB CKaHUPoBaHMA. ESET NOD32 Antivirus
BMecCTe C 00bl4YHbIMY METOAaMWN CKAHUPOBAHUSA, OCHOBAHHBLIMI Ha CUrHATypax, NpUMeHsaeT
pacLUVPEHHbIN 3BPUCTUYECKMIA aHaNu3, 4TO AenaeT BO3MOXHbIM 0OHapyXeHne HOBbIX Yrpo3 elle A0
BbIMyCKa 06HOBNEHWI MOAY 1S OOHAPYXeHUS.

B fOMONHEHME K TOSIbKO YTO CO34aHHbLIM (halnsiaM BbINOJHAETCS TakXe CKaHUpOoBaHme
CaMOpPacnaKoBbIBAIOLLLUXCA apPXUBOB (.sfx) 1 NPOrpaMM-ynakoBLLUKOB Cpeabl BbIMONIHEHUSA
(ncnosiHAeMbIX (harsioB C BHYTPEHHUM OKaTueMm). Mo yMon4aHuo apxmebl CKaHupytoTcs 4o 10-ro
YPOBH$ BNIOXXEHHOCTW HE3aBUCUMO OT UX (PAaKTUYECKOro pasmepa. [18 u3MeHeHUs napameTpoB
NPOBEpPKM apXnBOB CHUMUTE (hna)XoK NMapaMeTpbl CKAHUPOBAHMA apPXMBOB NO YMOJTYAHMUIO.

AdononHuTeNbHbIe NnapaMeTpbl ThreatSense ANA UCNOJIHAEMbIX
dannos

PacluMpeHHbIW 3BPUCTUHECKUI aHANU3 NpU 3anycke ¢aisioB: Mo yMONYaHMWIO Npu 3anycke
allfIoB NPUMEHSETCA paclupeHHas 3BPUCTUKa. ECIM 3TOT napaMeTp BKJIIOYEH, HACTOATENbHO
PEKOMEHAYETCS BKMOYNTb ONTUMMU3ALINIO Smart U ESET LiveGrid®, 4TOObl yMEHbLWWTL BO34ENCTBME Ha
NPON3BOANTENbHOCTL CUCTEMBI.
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PacluMpeHHbIA 3BPUCTUYECKUNA aHaNN3 NpU 3anycKe (ansioB CO Cbe€MHbIX HOCUTENEN:
npexae 4eM paspeLlmnTb 3anyCck Koda CO CbeMHOro HOCUTENS, CMCTEMa PaCLUMPEHHOIO
3BPUCTUYECKOr0 aHaM3a IMYNPYET KO B BUPTYasibHOM Cpefe U OLEHNBAET ero noBeaeHue.

CnyXxebHble nporpaMmMmbl

Bbl MOXKeTe HaCTpouUTb OOMNONHUTENbHbIE MapaMeTpbl ANd YHKUMIA, KOTopble obecneymnBaoT
LOMONHNTENbHYO 6€30MacHOCTb M YNPOLLAT aAMUHUCTPUPOBaHMe ESET NOD32 Antivirus, B pa3fene
PaclunpeHHble napameTpbl > CepBUC.

* LleHTp obHOBAEHUS Microsoft Windows®

e ESET CMD

* Qannbl XXYpPHana

* iIrpoBON peXxmnm

* InarHoCcTurKa

LLeHTp oOHOBNEHMA Microsoft Windows®

®OyHKUMsA 06HOBNEHUSA Windows SBNSIETCA BaXXHOW COCTaBAOLWEN 3alnTbl NoJib30BaTesien oT
BPEeLOHOCHbIX nMporpamm. Mo 3Ton npuinHe obHoBAEHUS Microsoft Windows CieayeT yCTaHaBIMBaTb
cpa3sy nocJsie nx noseaeHus. NporpammHoe obecrneyeHune ESET NOD32 Antivirus yBefomMnseT
nonb3oBaTens 06 OTCyTCTBYOWMNX 0OHOBIEHUSAX B COOTBETCTBMM C BbiOpaHHLIM YPOBHEM B
PaclivpeHrHble napameTpbl > CepBUC. [JOCTYMHbI Cefyolwme ypoBHU:

» Be3 0OHOBJIEHMM: 3aNPOChl Ha 3arpy3Ky 0OHOBNEHUIA CUCTEMbI He 0TobpaXkatoTCs.

* HeobGs3aTenbHble 0OHOBNIEHUA: 0TOOPAXKAKOTCSA 3aNPOChl Ha 3arpy3Ky 06HOBAEHUIA C HU3KKM
1 60s1ee BbICOKMM YPOBHEM MpUopUTETA.

* PekomeHpayeMble 0OHOBNEHUA: 0TOOPAXXAOTCS 3aMnpoCkl Ha 3arpy3kKy 06HOBAEHMI C
06bl4HbIM 1 Boslee BLICOKUM YPOBHEM NpuopuTeTa.

* BaXkHble 06HOBNIEHUA: 0TOOPAXKAKOTCSA 3aNpPOChl Ha 3arpy3Ky 06HOBEHUIA, MOMEYEHHbIX Kak
Ba)XKHble 1 ¢ 60s1ee BbICOKMM YPOBHEM MpuopuTeTa.

* Kputuueckme obHOBJIEHMA: N0b30BATEIO NpeanaraeTcs 3arpy3nTb TOJIbKO KpUTUYECKUe
obHoBNEHNS.

Ouanorosoe OKHO — OOHOBJIEHUA CUCTEMDbI

Mpn Hann4um obHOBNEHNI OS5 BalLEN onepaLnoHHON CUCTEMbI NporpaMMa ESET NOD32 Antivirus
NMOKa)eT yBeJOMJIEHNE B [J1aBHOM OKHE nporpaMmsl > 0630p. LLlenkHnTe [LononHUTENbHbBIE
cBepeHuA, 4ToObl OTKPbITb OKHO 0BHOBIEHNI CUCTEMBI.

B okHe «O6HOBIEHUSI CUCTEMbI» NPEeACTaBAEH CMUCOK AOCTYMHbIX OOHOBMEHWIA, FOTOBbIX A5
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3alrpy3kn n yCTaHOBKW. Tun obHOBNEHMSA 0To6pa>KaeTc9| pAaaooM C ero Ha3BaHUEM.

IBaXkabl WenkHuTe nobyto CTpoKy 06HOBNEHNS, Y4TOObl 0TO6Pa3NTb OKHO MHdbopmaLms 06
0bHOBNEHMSAX, COAepKaLLee AONOSHUTENbHYIO MHGOPMALIKIO.

LLlenkHuTe 3anycTuTb 0OHOBNEHUE CUCTEeMbI, YTOObI 3arpy3uThb U YCTAHOBUTL BCE NEPEYNCTIEHHbIE
06HOBNEHUSI ONEPALIMOHHON CUCTEMBI.

NHdopmauus 06 oOHoBREHUAX

B okHe «O6HOBNEHMSA CUCTEMBI» npeacTtaB/eH CNMCOK AOCTYMHbIX 0bHOBNEHWIA, FOTOBbLIX A4S
3arpy3Ku N yCTaHOBKUW. YpOBeHb npuopuTeTa obHOBNEHUNS OT06pa)KaETC$-I CnpaBa OT €ro Ha3BaHuA.

HaxxmnTe 3anycTuTb OOHOBNEHME cucTeMbl, YTOObI Ha4YaTb 3arpy3Ky U yCTaHOBKY 0OHOBNEHMIA
onepaunoHHON CUCTEMBI.

LLleNKHWTe NpaBoi KHOMKOW MbILN NtobYI0 CTPOKY 06HOBAEHUS 1 HaxxMuTe MokasaTb
uHcdopMaumio, 4Tobbl BbIBECTU Ha 3KPaH HOBOE OKHO C AOMOJIHUTESNbHbIMI CBEAEHUSIMU.

ESET CMD

dTa PyHKLMA BKIIOYAET paclumpeHHble KoMaHabl ecmd. OHa N03B0OJISET 3KCMOPTMPOBATL U
MMMNOPTUPOBATbL NapaMeTpbl C MOMOLLbI0O KOMaHAHOW CTPOKK (ecmd.exe). [10 HelaBHEro BpeMeHu
3KCNOPTMPOBaTb MapaMeTpbl MOXHO ObI1I0 TONBKO Yepes rpadnyeckmnin MHTepmenc nosib3osaTess.
KoHgurypaumio ESET NOD32 Antivirus MOXKHO 3KCMOPTMPOBaTh B (hal C pacluMpeHnem .xmi.

Mpu BKAOYEHHOW (PYHKLMKM ESET CMD AOCTYMHbI ABa METOAA aBTOPM3aLUNA:

* Het — 6e3 aBTOpM3aunn. ITOT METOL HE PEKOMEHAYETCH, TakK Kak OH pa3pellaeT UMnopT
nobon HenoANMCaHHOM KOHDUIrypaLmm, 4To NpeacTaBnsdeT cobon NoTeHUMabHbIN PUCK.

* Maponb AnA pacluMpeHHOM HACTPOUKKU — Naposb TpebyeTcs Ans umnopTa KoHMUrypauum
13 panna ¢ pacwmpeHmem .xml. ITOT ann fLoskeH bblTb NOANMCaH (CBeAeHNA 0 NOAMMCaAHUN
(harina KoOHUrypaLum ¢ paclumpeHneM .xml npeacrassieHsbl fjanee). HoBY KOH(pUrypawumio
MOXHO MMMOPTMPOBaTb TONbKO NOC/E TOro, Kak ByaeT yka3aH naponb, 3afjaHHbI B pa3gene
HacTporka goctyna. ECnv HacTporKa AO0CTyna He BKJIKOYEHa, Naposib He coBrnadaeT uan gainn
KOH(Mrypaumm B hopmaTe .xml He noanuncaH, KoHurypauus He byaet nmnopTupoBaHa.

Mocne BKOYEHNS ESET CMD MOXXHO UCMO0JIb30BaTb KOMaHAHY0 CTPOKY AJ1S UMMopTa U 3KCnopTa
KOHUrypaumin nporpamMmmbl ESET NOD32 Antivirus. 3TO MOXXHO CZie/laTb BPYYHYI WU CO34aTb
CUEHapUI C Lenblo aBToOMaTU3aLuu.

0151 NCNo/b30BaHMs paclUMPEHHbIX KOMaHL ECMD HeobXoauMo 3anyCcTUTb UX C NpaBaMu
allMUHNCTPATOPA UJIN OTKPbITb KOMaHAHY CTPOKY Windows (cmd) KOMaH0 3anycK oT
MMEeHM agMMUHUCTPATOpPa. B NpoTUBHOM Ciy4ae nosBuTcs coobuieHne Error executing
command. Kpome Toro, npu 3KcnopTe KOHPUrypauum AomKHa CyLLecTBOBaTb Nanka
Ha3HayveHMsl. KoMaHa 3KcrnopTa paboTaeT Aaxke Npu OTKIOYEHHOM napameTpe ESET CMD.
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KoMaHa 3KcrnopTa napameTpos:

KoMaHaa umnopTa NapamMeTpoB.:

PaCLUI/IDEHHbIe KOMaHbl ecmd MOXXHO BbIMOJIHUTL TOJIbBKO JIOKaJIbHO.

Ina nognucaHna danna KoHUrypaumm B hopMaTte XML (.xm/) BbINOJHUTE Cleaytoline OencTBus.
1. 3arpysuTe ncnoaHsemoln amn XmlSignTool.

2. OTKpONTE KOMaHAHY0 CTPOKY Windows (cmd) C MOMOLLbIO KOMaHbl 3anyCK OT UMEHM
aAMMUHUCTpaTOpa.

3. MepengunTe B pacnosioxxeHune anna

4. BbINONHMTE KOMaHAy Oas noAnnucaHuns panna KoHgurypauum B popmaTte XML (.xml).
cnonb3oBaHue:

3HayeHve NapameTpa 3aBUCWT OT YCTAHOBJIEHHOW Bepcum ESET NOD32 Antivirus.
Ncnonb3ynte , €CJIM yCTaHoB/IeHa Bosee cTapas Bepcus, Yem ESET NOD32 Antivirus
11.1. Ucnonb3yinTe A5 aKTyabHON BepCum ESET NOD32 Antivirus.

5. BBeguTe naposib A4 AOMOJHUTENIbHBIX HAaCTPOEK, a 3aTeM BBeAMTe ero eLle pas3 rno 3anpocy
cpencTsa XmlSignTool. Tenepb ann KOHpUrypaunm B popmate XML NOANNCAH N MOXET
NCNoNb30BaTbLCA A4J19 UMMNOPTa B APYroM 3k3emrisape ESET NOD32 Antivirus C (pyHKLMeN ESET CMD ¢
NMOMOLLbIO METOZa NaposIbHON aBTopM3aLuuun.

KomaHAa nognncaHmsa aKCNopTMPOBAHHOMO haiisia KoHUrypauuu:

e

BN Administrator: CA\Windows\system32\cmd.exe ===l @

CAmlSignTool>xmlsigntool Aversion 1 c:confighsettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C=imlSignToolX>_

Ecnn naponb B pasgene HacTporka AoCTyna U3MEHUTCA U noTpebyeTcs MMNopTUPOBaTh
KOH(Mrypaumo, NOANNCaAHHYIO paHee C MOMOLLbIO CTaporo naposs, HeobxoaAnmMo noanucaTb
thann KoHpurypaumm B popmaTte .xm/ 3aHOBO C MOMOLLbIO TEKYLLEro naposas. 3To No3BoAnT
NCnosb30BaThb CTapbl hann KoHdUrypaumm 6e3 HeobxoaMMoCTK 3KCNOPTMPOBATbL €ro Ha
APYrov KoMnbloTep ¢ paboTatoLLlen nporpamMmmon ESET NOD32 Antivirus nepes UMNopToM.
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https://download.eset.com/com/eset/tools/installers/xmlsigntool/latest/xmlsigntool.exe

BkntoyaTb ESET CMD 6e3 aBTOpM3aLMmM He PEKOMEHYETCS, NMOCKOJIbKY 3TO AACT BO3MOXHOCTb
MMNOPTUPOBATL NIt0bYI0 HEMOANMNCAHHYO KOH(Urypauuto. YCTaHOBMTE MNaposib B pa3aese
LononHuTensHele HacTponky > UHTepdenc nonb3oBatensa > Hactpoiika gocTtyna, 4Tobbl
Nosib30BaTeNN He BHOCUIN HEABTOPM30BAHHbIE N3MEHEHUS.

A

daunnbl XypHana

KoHdmrypaumio BeaeHust XypHana ESET NOD32 Antivirus MOXKHO HalTK B pa3fene PacluypeHHble
napameTpsl > CepBUC > Dansibl XXypPHana. OT0T pa3feN UCNosb3yeTcs AN HAaCTPONKM ynpaBaeHus
XXypHanamu. MporpaMma aBTOMaTUYECKUN yAANsSeT cTapble (aisibl XYpPHanoB, YToObl COKOHOMUTb
QINCKOBOE MPOCTPAHCTBO. 15 (haiifIoB XKYpPHasa MOXXHO 3aaTb NapaMeTPhbl, yKa3aHHbIE HUXeE.

MuHuMManbHasA cTeneHb AeTanau3auum XypHana: HaCTPoNKa MUHMMAJIbHOIO YPOBHS
OeTanm3aunm 3anncem o cobbITuAX.

* InarHocTmka: B XYpPHaJi BHOCUTCA VIH(pOpMaLI,I/IFl, Heobxoanmas onsa TwaTenbHON HaCTDOVIKI/I
nporpaMmsbl, N BCe NnepevyncsieHHble Bbllle 3anncu.

* UHdopmaumsa: B XXypHasl BHOCATCA MHPOPMALIMOHHbIE COOBLLEHNS, B TOM YnCNe COOBLLEHUS
06 ycnewHoM BbINOSIHEHU 0OHOBNEHMS, @ TaKXXe BCE NepPeYNC/IEHHbIE Bbille 3anncu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHopMaLmMs 0060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexaeHusx.

* OWKMOKM: B XXypHan BHOCUTCA NHGopMaLma 06 owmnbkax 3arpysku anioB U KpUTUYECKNX
owwnbkax.

* KpuTnyeckue oLIMOKM: pErncTprpyroTCs TONbKO KpUTUYECKME owmnbKM (owmnbKmM 3anycka
3alLMTbl OT BUPYCOB,, UTA).

Ecnn BblﬁpaTb YPOBEHb AETAJIN3aLINN «JlnarHoctuka», B XYpPHan 6yﬂ,yT 3alnCbiBaTbCA
ceBeneHns 060 Bcex 3a6J'IOKI/IpOBaHHbIX NoAKJIIOYEHNAX.

3anucm B XYypHane, Co3aHHbleé paHbllEe, 4EM YKa3aHO B Nnose ABTOMaTU4YECKHM yoanfaTb 3anuUcu
CTapLue, 4em X OH., 6y,EI,YT dBTOMAaTUYECKWN YOaNATbCA.

ABTOMaTU4YECKMU ONTUMU3UPOBaATb (Pasibl XXYPHANOB: €C/IM 3TOT (PJIAXKOK YCTAHOBJIEH, (hanbl
XXYpHanos byyT aBTOMaTUYECKN fAedparMeHTMPOBaTbCA B TeX C/lyvasx, Korga npoueHT
(bparmeHTauuUM NpesbILLAET 3Ha4YeHne, yKasaHHoe B napameTpe Ecnm KonnyecTso
Heucnosib3yeMmbix 3anucen npesbiwaet (%).

LlenkHnTe ONTUMM3NPOBATDL, HTOOLI Ha4YaTb AedparMeHTaumo Gannos XypHanos. MNpu 3ToM
yLaNA0TCA BCe MyCThle 3annCn XYpPHaJsIoB, 4YTO yJy4yllaeT Nponu3BoaNTENIbHOCTb U CKOPOCTb
0bpaboTkn XXypHanos. Takoe yny4yleHne 0Co6eHHO 3aMeTHO, eC/IN B XXYPHaax COOepXNTCS
60/1bLLOE KONMYECTBO 3anuncen.

BbibepnTe BKNIOYUTL TEKCTOBbIN NPOTOKOJ, 4TOObI pa3peLlnTb XpaHEHNE KYPHAJIOB B APYroM
hopmaTe OTAENbHO OT (hanJI0B XKYPHAJIOB.

* LLeneBo# KaTanor: KaTtasor, B KOTOPOM ByayT XpaHUTLCA (aitfibl XXYPHAN0B (TONbKO ANs
TEKCTOBOro hopMaTa 1 chopMaTa CSV). KaXblin pa3fen XypHasa COXPaHAETCS B OTAEbHbI
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thann ¢ npegBapuTebHO 3aflaHHBIM UMEHEM (Hanpumep, B ain virlog.txt 3anncbiBaeTCcs pasgen
OGHapy>xeHusa (alina XypHana, ecam ANa XxpaHeHnsa (hainnoB XXypHana BaMu BbibpaH hopmaT
06bIYHOr0 TeKCTa).

* Tun: ecnun BbibpaTh popmaT TeKCT, XXypHasbl OyayT COXPaHATLCS B TEKCTOBbIA (Paitfl, AaHHbIe
B KOTOpPOM byayT pa3geneHsl Tabynaumen. To e KacaeTcsa popmaTa CSV. Ecam BbibpaTb
CobbiTne, XypHanbl ByayT COXpaHATLCS He B (halin, a B XKypHan cobbiTnin Windows (€ro MOXHO
NPOCMOTpPeTb Ha NaHen ynpasBiaeHns B CpeAcTBe NpocMoTpa cobbiTui).

* Ypanutb Bce haibl XXypHana: yaaaseT BCe COXPAaHEHHbIE XYpPHasbl, BbIOpaHHbIE B
packpblBatoweMcst MeHto Tun. Mocse yaaneHus KypHaaoB NosBUTCS YBeAOMJIEHNE O
3aBepLUEHNM NpoLiecca yaaneHus.

Ins 6onee BbICTPOro peLieHns Npobaem cneunanncTbl ESET MHOrAa MOTyT 3anpalluBaTh Yy
NoJsib30BaTesNeN XYPHabl C UX KOMMbIOTEPOB. ESET Log Collector o61eryaeT cbop Heobxoanmon
nHdopmauun. JonosHUTENbHbIE CBEAEHUS 0 ESET Log Collector CM. B 3T0OI CTaThe 6a3bl 3HAHWI
ESET.

NrpoBou pexum

WrpoBoit pexxum — 370 yHKLUS A5 NoJb30BaTeNEN, KOTOPbIM HY>XXHO 136eXaTb NepepbiBOB Npw
MCNOJIb30BaHNM CBOMX NPOrPaMM U MOSIBJEHUS OTBJIEKAIOLLMX YBEAOMAEHUA UK NpeaynpexaeHui,
a TakXXe CBECTU K MUHMMYMY Harpy3Ky Ha npoLeccop (CPU). EFro Tak)ke MOXXHO 1CMoJib30BaTb BO
BPEMS Mpe3eHTaLuii, KOTopble HENb3S NPepPbIBaTb AEATEbHOCTHI0 MOLYNSA 3aWUThl OT BUPYCOB. Mpu
BKJIOYEHUW 3TON PYHKLMUM OTKIIIOHAIOTCS BCE BCMJIbIBAlOWME OKHaA, a paboTa NiaaHWpPOBLLMKA
MOJIHOCTLIO OCTAHABIMBAETCA. 3alUMTa CUCTEMbI MO-NPEXXHEMY paboTaeT B (hOHOBOM pPeXMME, HO He
TpebyeT Kakoro-n1mbo BMellaTeIbCTBa CO CTOPOHbI NOJIb30BaTENS.

BkJIlO4EeHMe 1 OTKI0YEeHEe UTPOBOro peXXnMa OCYLLEeCTBJISETCA B NTaBHOM OKHe NporpaMmbl B

pasnene Hactpo#ka > 3awmTa KOMNblOTepa, rae HeobxoanMMo LWENKHYTh nm

pPALOM C 3neMeHTOM UrpoBom pexxuM. BKtovas nrpoBoi pexxum, Bbl NOABEPraeTe CUCTEMY Yrpo3e,
MO3TOMY 3Ha4YOK COCTOAHMSA 3aLLMThI Ha NaHeNN 3afay CTaHeT opaHXXeBbIM 1 ByaeT oTobparkaTb
npenynpexaeHue. Kpome Toro, JaHHoe npeaynpexaeHme byaet oTobpakaTbCs B [/1aBHOM OKHE
Nporpammbl, rae opaHXeBbIM LBETOM ByAeT HanucaHo UrpoBoM peXxuM aKTUBEH.

AKTUBMPYITE NapamMeTp ABTOMaTU4YECKMU BKJ1I0OHMaTb UTPOBOW PEXXUM NPU BbINOJIHEHUU
NPUNI0)KEeHUI B NOJIHOIKPAHHOM peXXuMe B pa3aene PacllimpeHHble napaMeTpsl > CepBuc >
NrpoBoi peXxuM, 4Tobbl MFPOBOI PeXIM BKJIOYAICA NPU 3anycke Ntoboro NpuaoxeHus B
MOJIHO3KPAHHOM PEXMME U BbIK/OYAICSA MPU BbIXOAE U3 NPUIOXKEHUS.

BbibepnTe napaMeTp ABTOMAaTU4ECKU OTKJII0MaTb UTPOBOMN PeXXUM vyepes, 4Tobbl 3a4aTh BpeMS,
CMyCTS KOTOPOE UrPOBOW PeXuM ByaeT aBTOMAaTUYECKMN OTKI04ATLCS.

InarHocTuka

CpeacTBO AMArHOCTMKM cobupaeT aBapuiiHble Aamnbl NPOLIECCOB ESET (Hanpumep, ekrn). Ecnu
MPOMCXOAUT aBapuinHoe 3aBepLUeHne paboTkl MPUIOXKEHUS, CO34aeTCs COOTBETCTBYOLWMA gamn. C
MOMOLLbIO TaKMUX AAMMOB Pa3paboTYNKK MOTYT OTNAXKMBATh U UCMPABAATL Pa3nyHble Npobaems
MporpamMmsbl ESET NOD32 Antivirus.
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https://support.eset.com/kb3466
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OTKpOIZTe pacKpbiBaloLieeCqd MEHIO pAAOM C 3J1IEMEHTOM Tvun pamna v BblﬁepI/ITe OOWNH N3 TpeX
OOCTYMHbIX BApMaHTOB:

* BbibepnTe OTKAOYUTL, YTOObI OTKOUYNTL 3TY PYHKLMIO.

* MuHM (N0 YMOMYaHMNIO) — PErUCTPUPYETCSA CaMblid Masblii 06beM NonesHon nHhopMauuw,
KOTOpas MOXET MOMOYb OMPefennTb NPUYNHY HEOXNAAHHOT0 c6os NpunoxeHus. MoaobHbIN
alin famna MOXXeT NPUroanTbCs, eCAN Ha ANCKe Mano MecTa. OaHaKo orpaHNYeHHbIN 06beM
BKJIIOYEHHOW B HErO MHOPMaLMMA MOXKET MpPW aHan3e He NO3BONTb 0BHAPYXUTb OWNOKHY,
KOTOpble He BbiNN Bbi3BaHbl HEMOCPEeACTBEHHO MNOTOKOM, BbIMOJIHABLUMMCS B MOMEHT
BO3HNKHOBEHMWS NPobemMbl.

* MONHBbINA: KOrla HEOXWAAHHO NPeKpaLlaeTcs paboTa NPUIOXKEHNs, PErMcTpUpyeTcs Bce
COAEPXNMOe CUCTEMHON NaMATH. MOSHbIA 4aMM NAaMAT MOXKET COepPXaTh JaHHble NPOLIeccos,
KOTOpPbIE BbIMOJHANNCL B MOMEHT CO3JaHu1s Aamna.

LleneBo# KaTanor — Katasior, B KOTOpoM byeT co3gasaThcs Aamn npm cboe.

OTKpbITb NANKy AMArHOCTUKU: HAXXMUTE KHOMKY MokKa3aTtb, 4T0bbl OTKPLITbL 3TOT KaTanor B
HOBOM OKHe NMpoBOAHWKa Windows.

Co3paTb gaMn AUArHOCTUKMU: Ha)XXMnTe KHOoMKy Co3paTb, 4yT0bbl CO3AaTb B LLENEBOM KaTasore
Cbal7|)'lbl AdaMna ANarHoCTuKN.

PaclumpeHHoe BeeHue XXYpPHaJioB

BkniouuTb paclumpeHHoe BeeHue XXYPHQAJIOB B PeKJ/IaMHbIX CoOoOLEeHuaAX: 3annch BCex
CobbITNI, CBA3AHHBIX C peKNIaMHbIMN coobuieHnamn B NPOAYKTE.

BKNIOYUTb paclUMpeHHOe BeAeHne XXYPHaJoB A MOAYJISA CKAaHMPOBaHUA KOMNbloTepa:
3anncb BCcex cobbITUN, BO3HMKAOLWMNX B NpoLecce CKaHNPOBaHUA (haiioB 1 Nanok yHKumnewn
«CKaHnpoBaHMe KoMMbloTepa».

Bk/loYEeHMe PacCLUMPEHHOro BeieHUA XXYPHasia KOHTPONIA YCTPOMUCTB: 3anncb BCex CobbITu,
KOTOPbIE MPOVNCXOASNT B MOLYJIe KOHTPOS YCTPOMNCTB. ITO NOMOraeT pa3paboTynkam BbISBAATH U
NCNPaBAsATb NPobieMbl, CBA3aHHbIE C MOAYIEM KOHTPOJIA YCTPOWCTB.

BknouunTb pacluMpeHHoe BeaeHue XypHana Direct Cloud: 3anncb Bcex cobbiTniA, KOTOpbIE
MPONCXOAAT B ESET LiveGrid®. 9TO nomMoraeT pa3paboTymkaM BbISBASATb U NCAPaBAATb npobnemsl,
CBA3aHHbIe C MmoayneM ESET LiveGrid®.

BKNIOYMUTBL paclUMpeHHOoe BefeHne XypHana 3aluTbl AOKYMEHTOB: 3anncCb BCeX CobbITH,
KOTOPbIE MPOVNCXOAST B MOAYJe 3alUThl JOKYMEHTOB, A1 ANArHOCTUKK 1 YCTpaHeHus npobnem.

Bknwouutb pacllinpeHHoe BegeHue )XyYpHasioB 3alluUTbl NOYTOBOIo KJiueHTa — 3alncCb BCEX
cobbiTni, nponcxonodawmnx B 3aliute NOYTOBOro KJIMEHTa U nNjiarmnHe no4ToBOro KJneHTa, Ansa
ONarHoCTuUKM N peeHnd I'IpOGJ'IGM.

BKnO4YMTb paclUMpeHHOe BeAeHne XypHana aapa: 3anncb Bcex cobbiTUN, KOTOPbIE MPONCXOAAT
B AApe ESET (ekrn).

BKJIIOYMUTb pacLLUpPeHHOe BefieHue XXypHaa AN JIMLEH3UPOBAHMUSA: 3annCb BCero obmMeHa
ANaHHbIMU MeXly cepBepaMu ESET License Manager WU PELLEHNEM AN1S aKTMBaLuKW ESET.
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BKAO4YNTL TPACCUPOBKY MNaMATHU: 3alNCb BCEX cobbiTun, KOTOpble NMOMOryT pa3pa60Tl-|v|KaM
BbIAB/IATb YTEYKUN NaMATHN.

BKNIOYMTb paclUMpPEeHHOe BeaeHue XypHasa ANsa CKaHepa ceTeBoro Tpaduka: 3anunch Bcex
JlaHHbIX, NPOXOASLLNX Yepe3 CKaHep CeTeBoro Tpaduka B hopMaTe PCAP. 3TO NoMoraeT
pa3paboTymKaM BbISBASATb N YCTPaAHATb NPobseMbl, CBSI3aHHbIE CO CKAHEPOM CETEBOro Tpadmka.

BKJIIOYUTb pacLLUPEHHOe BefieHMe )XXYPHaJia onepaLMoOHHOU CUCTEMbI: 3aMCh
LOMOJIHUTENbHBIX CBEAEHU 06 ONepaLoHHON CUCTEME, HAaNPUMEp O 3anyLLEHHbIX NpoLeccax,
akTuBHocTU LIM 1 paboTe ANCKOB. 3TO NOMOraeT pa3paboTymkaM AMarHOCTMPOBATL U MCMPABAATb
npo6siembl, CBSA3aHHbIE C NPOAYKTOM ESET B Ballel onepaunoHHOW CUCTEME.

BKNIOYUTbL paclLMpeHHOoe BefeHue XXYpHanoB ana obMeHa push-cooOLLLEHUAMM: 3annCb BCEX
CobbITMI, NPONCXOAAWMNX BO BpeMs 0bMeHa push-coobLLeHnaMM.

BknioyeHue pacLLMPEHHOro BefeHns XYPHaNoB Ans 3awuTbl (pansioBoOn CUCTEMbI B
peanbHOM BPeMEeHM: 3anncb BCex cobbITni, NPONCXOAALLMX B MpOLLecce CKaHNPOBaHMA alnios n
nanokK pyHkuMen «3awmTa anaoBon CUCTEMbI B peasibHOM BPEMEHN».

BKNOYMTbL paclLMpeHHOe BeAeHne XXypHana ana Moayns oOHoOBReHMUA: 3anncb BCex cobbITun,
KOTOpble MPONCXoaAT BO BpeMs 0OHOBNEHMS. ITO NoMoraeT pa3paboTymkaM BbIBASATb U UCNPABAATb
npobnembl, CBA3aHHbIE C MOAYIEM 0OHOBNEHNS.

®ainbl XXypHana HaxoaaTcsa B Nanke C:\ProgramData\ESET\ESET Security\Diagnostics).

Cnyxba TexHu4eCKoMn noanep>xKu

Mpwn obpalieHnmn B cyxBby TexHn4eckor noanep Xk ESET n3 nporpamMmmbl ESET NOD32 Antivirus MOXKHO
OTNPaBUTb AaHHbIe 0 KOH(UIypaLunum cucTemMbl. Bolbepute OTnpaBnaTb BCeraa B packpbiBaloLeMCs
MeHi0 OTnpaBKa AaHHbIX 0 KOH(pUrypaumm cucTeMbl /19 aBTOMaTUYECKON OTMNPaBKK AaHHbIX UK
BbibepuTe 3anpawuBaTbh NOATBEPXAEHME nepen oOTNPaBKOMW, 4Tobbl NosyyYaTb 3anpoc nepen
OTMPaBKOWN faHHbIX.

NMoaknioyeHue

B onpeneneHHbIX CETAX NOAK/OYEHNE KOMMbIOTEPOB K HTEPHETY MOXET OCYLLECTBASATLCSA Yepes
MpoKcu-cepBep. ECav Bbl UCMOMIb3yeTe NPOKCK-CepBep, BaM He06X0AMMO 3a4aThb Cneaytolime
HAaCTPOWMKU. B NpOTUBHOM cJly4ae pelieHne ESET NOD32 Antivirus U1 €r0 MOAYJ/IN HE CMOTYT
06HOBNSITLCA aBTOMATUYECKW. B ESET NOD32 Antivirus HACTPOKa NPOKCK-CepBepa AOCTYMHA B IBYX
Pa3HbIX pa3aenax PacluyipeHHbIX NapaMeTpos.

rnobanbHble HACTPOMKM MPOKCU-CEPBEPA MOXKHO KOHUIYpUpPOBaThb B pa3aene PacllypeHHble
napameTpsl > MoaknoyeHue > Mpokcu-cepeep. HacTpoiika NPOKCK-CEPBEPA HA 3TOM YPOBHE
MO3BONSIET 3a4aTb €ro NapamMeTpbl ANd NporpamMMbl ESET NOD32 Antivirus B LiefIoM. OHM MCMOMb3Y0TCA
BCEMU MOJYNSAMU NMPOrPaMMbl, KOTOPLIM TpebyeTcs noakayeHne K UHTepHeTy.

YT06bl 324aTb r0basnbHbIe HACTPOMKU NPOKCU-CePBEPA, BKIOYMTE NapameTp Mcnonb3oBaTb
NpoKcU-cepBep 1 BBEAMTE aapec NPOKCU-CepBepa, a TakXXe ero HoMep nopTa.

Ecnn ans obMeHa AaHHbIMU C MPOKCU-CEPBEPOM TpebyeTcs ayTeHTUdMKaLUNS, YCTaHOBUTE 1aXKOoK

181



Mpokcu-cepeep Tpebyet ayTeHTUDMKALMK, a 3aTeM 3anosHUTe nons UMa nonb3oBaTtens u
Mapons. LLenkHnTe OBHaApPY>XUTb NPOKCU-CcepBep, 4ToObl 06HAPYXNTb N aBTOMATUYECKN
3aMoNHNTb HaCTPONKM NPOKCU-CepBepa. ESET NOD32 Antivirus CKOMUPYET NnapamMeTpbl, yka3aHHble B
cBoncTBax obo3peBaTens onsd Internet Explorer nin Google Chrome.

B HacTpolikax NPOKCKU-cepBepa 1M MNoJb30BaTeNs U NapoJib HY>KHO BBOANTb BPYYHYHO.

Mcnonb3oBaTb NpsAMoOe NoAKJlO4YeHne, eCc/in NPOKCU-CepBep HeROCTYNeH: ec/in B ESET NOD32
Antivirus HACTPOEHO MOAKIOYEHME Yepe3 NPOKCU-CEPBEP, @ OH HEAOCTYNeH, ESET NOD32 Antivirus
byneT 06x0AUTb MPOKCU-CEPBEP 1 NOAK/OYATLCS K cepBepam ESET HanpsMmyto.

MapameTpbl MPOKCK-CEPBEPA TaKXXE MOXXHO HAacTPOUTL B 061acTn [LOoNoAHUTEIbHbIE HACTPONKM >
O6HoBneHue > NMpocdunu > O6HoBNEHUs > MapaMeTpbl NOAKIOYEHUSA 11 B PAaCKPbIBAOLLEMCS
cnucke Pe>xum npokcu-cepsepa Bhibepute anemeHT MopknioueHue Yyepes npokcu-cepeep). 3T1a
KOH(Urypaumns npMMeHaeTcs ToNbKO Ang 0OHOBNEHUI N PEKOMEHAYETCS ANs HOYTOYKOB,
nosy4YatoLmnx 06HOBNEHNA MOAYIEN U3 YOANEHHbIX PACMON0OXEHN. [LONONHUTESIbHbIE CBEAEHUS CM.
B pa3sgene [onoaHUTeNbHblE HAaCTPONKKN 0OHOBAEHUS.

NOD32 ANTIVIRUS o X
JononHuTenbHble HACTPOUKKU Q x| 7
| Moayns o6uapyxenns B B npokcu-cepsep 5
ObHoBneHne Mcnonezoeate Npokon-cepeep (i}
| 3awmta B (]
| Cepeuc
MoaknkoueHre
a
WHTepdeiic (5]
nonsL3oBaTens

YeenoMAeHNA (5 ]

Haiitw npokcu-cepeep O6Hapy»WUTb

Hactpo#iku
KOHQWAEHLMANBHOCTK

Mo ymonyanuio GDK Otmena

NHTepdenc nonb3oBartens

Y106l HAaCTPOMTL NOBeAEHME FPpadPUYEeCcKOro nHTepderica NPorpaMmbl, OTKPOMTE pasgen
PaclwvpeHHble napameTpsl > UHTepdenc.

B okHe 31eMeHThl MHTepdenca pacluMpPeHHbIX NapaMeTpPoB MOXHO HAaCTPOUTb BHELUHUIA BUL
nporpaMmmbl U UCNoJsib3dyemble 3heKThl.
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Y106kl 06ECneYnTb MakCMMabHYIO 3aWmnTy ANd NporpaMMbl 6€30NacHOCTY, MOXHO 3anpeTuTb
yhaJieHne nporpamMmmbl UM BHECEHWE HECAHKLNOHUPOBAHHbLIX N3MEHEHWI, 3alLUTNB NnapamMeTpbl
naponeM ¢ NoOMoLbIo CyxebHon nporpaMmel HacTporika gocTyna.

CBefeHUst 0 TOM, Kak HaCTPOUTb CUCTEMHbIE YBELOMIEHNS, NpeaynpexaeHns 06
06HaPY>XEHUN N COCTOSAHNSA MPUSTOXKEHNS, CM. B pa3aesie YBeaoMIeH s.

d5ieMeHTbl UHTepdenca nosib3oBaTens

Pabouyto cpeny ESET NOD32 Antivirus (rpathm4eckun nHTepdenc nosib3oBaTesnst) MOXXHO HaCTPOUTL B
COOTBETCTBUM CO CBOMMUN NPeANoYTeHNsAMIN B pasgese PaclivperHsle napameTpsl > UHTepdenc >
dneMeHTbl MHTepdenca.

Pe>xxum uBeTa: BbibepuTe B pacKpbIBaOLLEMCA MEHIO LIBETOBYIO CXeMY MHTepdenca ESET NOD32
Antivirus.

* CoOTBeTCTBOBaTb LBETY CUCTEMBI: LIBETOBas CxeMa ESET NOD32 Antivirus 3a4aeTCs COrJlacHO
HaCTpPOMKaM ornepaumoHHON CUCTEMBbI.

* TeMHas: BbIOOp TEMHOWN LBETOBOW CXeMbl [J19 ESET NOD32 Antivirus (TEMHbIV PEXUM).

» CBeTnasn: BbIOOP CTaHAApPTHOW (CBETNOWN) LLBETOBOM CXeMbl ANns ESET NOD32 Antivirus.

Kpome TOro, LIBETOBYIO CXeMY rpahnyeckoro uHTepgenca ESET NOD32 Antivirus MOXXHO BbibpaTb
B NPaBOM BEPXHEM Yr/ly [J1aBHOr0 OKHa MporpamMmebl.

MokasbiBaTb 3aCTaBKy NPM 3anycke: BO BpeMs 3anycka byaeT oTobpakaTbCa 3acTaBKa ESET
NOD32 Antivirus.

Mcnonb3oBaTh 3BYKK: MPOrpaMma BOCNPOM3BOAUT 3BYKOBOW CUTHAJ, €C/IN BO BPEMS CKaHWPOBaHUA
MPOMCXOAUT BaxKHOE CobbITME, HanpuMep Npu 06HaAPY>XEHNUU YrpPOo3bl NN 3aBEPLUEHM
CKaHVPOBaHWA.

Mpo3pavHbIiK POH: BKOYEHNE 3heKTa NPO3PaYHOro PoHa OIS r1aBHOIr0 OKHa MNPorpaMmsi.
Mpo3payHbIn YOH AOCTYNEH TONLKO A4S NOCAeHNX BepCUi Windows (RS4 1 6onee no3gHux).

MHTGI’pMpOBaTb C KOHTEKCTHbIM ME@HI0: BO3MOXXHOCTb UHTErpaunn 3J;IEMEHTOB yNnpaBJ/eHNA ESET
NOD32 Antivirus B KOHTEKCTHOE MeHI0.
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@D NODI2 ANTIVIRUS o X

,ﬂ,OI‘IOJ’IHHTEﬂbeIe HacTpoOUKH ~ x| 7
| Moayn o6napyxenns € E 3nementel nuTepdelica nonw3oeatens 5
ObHoBneHne Pexnm LgeTa COOTBETCTEOBATL LBETY CHCT.. ™ (i}
| 3awmta B MokasblBaTk 33CTABKY NPW 3aNYCKE Q
Menonezoeate 38yKN B
| CepeKc ! ‘)
Mpospauneli dox 'D (i)
MoaknkoueHre
MHTErpaLMa B KOHTEKCTHOE MEHHD m (1]
WHTepdeiic
nonL3oBaTenA
Yeegomnenna 6 Hacrpoiika noctyna 5 6
Hactpo#iku
KOHQWAEHLUMANBHOCTI
Mo ymonuanmio @DK OTmenHa

HacTpouka pocTtyna

HacTponku ESET NOD32 Antivirus SBASIOTCS BaXXHOW COCTABHOWN 4YaCTbio Ballen NoANTUKN
6e3onacHOCTU. HeCaHKLMOHMPOBAHHOE U3MEHEHWE MAapPaMeTPOB MOXKET HapYLWNTb CTabuabHOCTb
paboTbl CUCTEMbI 1 0CNabUTL ee 3awnTy. g NpeaoTBpaLleHNs HECAHKLMOHMPOBAHHOMO N3MEHEHMSA
napaMeTpbl HACTPOWMKM 1 BO3SMOXXHOCTb yAa/IeHNSA NPUI0XKeHNs ESET NOD32 Antivirus MOXXHO
3aWMTUTL NaposieM. [JoCTyn MOXHO HaCcTPOMThL B pa3fene PacluvpeHHble napamMeTpsl > UHTepdenc
>HacTtpounka pocTtyna.

Y706bl YCTAHOBUTbL MNapOJib A1 3aLUMThl NAaPaMeTPOB HACTPONKMN 1 DYHKUUN YAANEHUS NPUI0XKEHUS
ESET NOD32 Antivirus, LeSKHATE 3aAaaTh PALOM C NojeM 3alMTUTh NapaMeTpbl NaposemM.

Korfzia Bbl XOTUTE NONYYUTb AOCTYN K 3aLUMULLEHHBIM JOMNOJHUTENbHLIM HACTPONKAM,
OTKPbLIBAETCS OKHO A5t BBOJA Naposid. Ecav Bbl 3abyaeTe nnm notepsieTe CBOW Naposib,
LeSIKHUTe BOCCTAaHOBUTbL NAPOJIb HKE U BBEAUTE aflPpeC 3NIEKTPOHHOW MOYTbI, YKa3aHHbI
npw perncTpaumm anLeH3nn. ESET oTNPaBUT BaM COOBLLEHNE 3NEKTPOHHONM NOYTbl C KOAOM
NPOBEPKN 1 MHCTPYKLUMAMK No cbpocy napons.

* Pa36/10KMpPoOBKa AONOJIHUTE/bHbIX HACTPOEK

Y706bI N3MEHUTL MNapPOsb, WEeNKHUTe U3MeHNTb Nnaponb pPsAOM C NoJeM 3alUTUTL NapaMeTpbl
naponem.

Y7066 yOANUTH NApOsb, WEeNKHUTE Y AaAUTb PSAOM C N0oJEM 3allUTUTL NapaMeTpbl NaponieM.
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[0 NOD32 ANTIVIRUS o X

JononHuTenbHbIe HACTPOWUKKU Q x| 7

| Moy obHapyxenns € 3nemeHTsl MHTepdelica noab3oBaTens 5

OBHoBAEHME

= Hactpoiika goctyna b B ]

| 33WMTa
3aLWMTUTE NapaMETpEI NapoaEm Jagate

| CepeKc
MoaknkoueHre

WHTepdeiic
NoNL30BaTeNA

| YeenoMAeHWA (5 ]

Hactpo#iku
KOHQWAEHLMANBHOCTK

Mo ymonuanmio GDK OTmenHa

Maponb ana pocryna K paclUUPEHHbIM
napameTpam

YT106bI 3aWMTUTL pacllpeHHble napaMeTpbl ESET NOD32 Antivirus 1 n3bexaTb nx
HeCaHKLMOHMPOBAHHOIO N3MEHEHWS, BBEAUTE HOBbIA Maposib B N0 HOBbIK Naposb 1
MoaTBepauTe naponb. Haxxmute KHonky OK.

EC/IM HY>KHO M3MEHUTb CyLLEeCTBYIOLLNIA Naposib, BbIMOJHUTE Clefytolme encTBuA.
1. BBeguTe cTapblii Naponb B nosie Crapbid Naposb.
2. BBegunTe HOBbIN Naponb B nNosis HoBbi naponb 1 MoaTeepAauTe Napoib.
3. HaxxmuTte kHonKy OK.

370T Naposib byneT HeobxoAmMM ANs [OCTYNa K paclUMpPeHHbIM napamMeTpam.

Ecnn BhI 336YD,ETe napoJib, CM. pa3nen Pa36/10KMPOBKa Napoas Aas HaCTPOEK B NPoayKTax ESET ans
AOMalllHero ncnoJjib30BaHuA.

YT106bI BOCCTAHOBUTb MNOTEPSAHHBIM NNLEH3NOHHbIN K104 ESET, laHHbIE 0 AATEe OKOHYaHWUs CPOKa
LeNCTBMS BalLen NNLEeH3UN UK Apyrue CBeeHUs 0 NMLEeH31Mn ESET NOD32 Antivirus, 03HaKOMbTECH C
pasgenom [encTeums B cJiyNae NoTepu JIMLLEH3WOHHOIO KJItoYa.
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https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb6915
https://support.eset.com/kb375

NMoppep)Xxka cpencTB UTEHUA C IKpaHa

ESET NOD32 Antivirus MOXXHO 1UCM0/1b30BaTb CO CPeACTBAaMUN YTEHWNS C 3KpaHa, 4Tobbl NoJsib30BaTe NN
ESET ¢ npobnemMamMu 3peHns MOrJiu UCNOoJIb30BaTbh MEHIO MPOAYKTa 1 HacTpaumsBaTb NapaMeTpbl.
MNopnepxuBaloTCa ciepyoLline cpeacTBa YTeHUA € 3KpaHa: (JAWS, NVDA, Narrator).

Y1066l 06ECne4YnTb NpaBuabHY paboTy cpefcTBa YTEHUS C rpadnyeckKuM MHTepgencom ESET NOD32
Antivirus, CnegynTe MHCTPYKLMAM B CTaTbe Halleln 6a3bl 3HaHUN.

YBepomMmneHus

YT00bl YNPaBAATb yBeAOMAEHMAMU ESET NOD32 Antivirus, OTKPOWTE pa3aen PacllMpeHHble NapaMeTpsbi
> YBepoMseHus. MOXKHO HAaCTPOUTb CleayioLive TUMbl YBeAOMIEHW,

* COCTOSAHMS NPUIOXKEHNS: YBELOMIEH NS, 0TODparkaeMble B [J1aBHOM OKHE Mporpammbl B
pa3aene 0630p.

* YBegomaeHns Ha paboyem cTone: HebonbLIMe OKHa yBeaooMneHna panom C CUCTEMHON
NMaHeNbo 3adau.

* /IHTEepaKTUBHLIE MPeayrpeXAeHNs: OKHa 1 coobLleHns ¢ npeaynpexageHnamm, Kotopble
Tp66leT BMeELIaTENbCTBa MOJZIb30BaTENA.

* [epeafpecauns (yBeLOMAEHNA NO 3IEKTPOHHON NOYTE): YBEAOMIEHUS OTNPABAATCA Ha
YKa3aHHbIN agpec 371eKTPOHHON NOYThI.
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@D NODI2 ANTIVIRUS o X

JononHuTenbHble HACTPOWUKH “ x| 7
| Moy obHapyxenns € B cocroanuma npunokenna 5
O6HoBneHMe COCTOAHWA NPUICHKEHNA MzmeHnTe o
3awmta B
| YBEJLOMNEHMA Ha pabouem cTone 5
| CepeKc
WHTepaKTHBHBIE NpeaynpexaeHna 5
MoaknkoueHre
WHTepdeiic

NoNL30BaTenA

YeenomMaeHWA (5 ]

Nepeaapecauns @

HacTpoikn
KOH(UAEHLUWANEHOCTH

Mo ymonuanmio @DK OTmenHa

CocTofAHMA NMPUNO>XXEeHUnA

COCTOSIHUSA NPUIIOXKEHMSA: LiieSIKHUTE U3MEeHUTb, YToObl BbIOPaTh, Kakie COCTOSHNS NPUI0XEHNS
ByayT oTOO6paxaTbCs Ha AOMaLLHER CTPaHWLLE [/1aBHOr0 OKHa nporpaMmsl > 0630p.

Ananorosoe oKHO «COCTOAHUA NPUNTOIKEHUA»

B 3TOM AManoroBoM okHe MOXHO BblOpaTh, KakiMe COCTOSAHUS NPUIoXKeHUs ByayT oTobpa)kaTbCs.
Hanpumep, Npy NPMOCTAaHOBKE 3alUWTbl OT BUPYCOB W LUMMUOHCKUX MPOrpaMm WK Npu BKIKYEHHOM
NrPOBOM pPeXMMme.

Kpome Toro, CoCTosiHUE NpuioxeHust byaeTt oTobpa)kaTbCs, €CIN NPOAYKT HE aKTUBUPOBAH WU
CPOK AeCTBUSA JIMLEH3NN UCTEK.

YBenomsieHus Ha pabouyem ctone

YBenomsieHns Ha paboyem cTosie oTobpaxkaloTcs B BUAE HEOONLLLIOMO OKHAa YBEAOMIEHUS PSAOM C
MaHesbio 3afay cucTemsbl. Mo ymonyaHuio oHo oTobpaxkaeTcsi B TedeHne 10 cekyHp, 3aTeM MeaJIeHHO
ncyesaeT. YBenomaeHus coobuiatoT 06 06HOBAEHMN NPOrPaMMbl, NOAKIOYEHNN HOBbIX YCTPOWCTB,
3aBepLUEHMM 3a[la4 CKaHUPOBAHNSA Ha HasM4yne BUPYCOB 1 06 06HAPY>KEHUMN HOBLIX YrPO3.
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MNOD32 ANTIVIRLIS o X

>
,ﬂ,OI'IOJ'lHHTEJ'IbeIE HacTpOUKH = X ?
| ST OﬁHapymEHHﬂ B COCTOAHKMA NMPHACKEHWA 3
OBHoBACHKME
= YBefoMAeHWA Ha paﬁouem cTone 3
| 3awmta E)
OTobBpaxaTe yEELOMAEHNA Ha paboden cTone m
1
| Cepeuc [ 1] | ¥eegomnenna Ha pabodem cTone Mamennte (1]
MoaknoueHune He oTobpamate yEeA0MAEHIA NpKH paboTe NpUACKEHKUI B m
NOMHOIKPAHHOM PEXMME
WuTepdeic ) ) A o
eMA 0TOBPAKEHNA B CEKyHAaxX 0
nonszosatens € ; ; A ~
Eal
| MpospauHocTs o . a
yeegomnenun B
2 0 i ( 10 M hd
Mepeagpecauma (1] MuHnmansHan geTanusauna oToBpaxaembx coBbITnii VIHGOpMaLMA (1 ]
- B mHorononezceatTenscknx cMCTemax oTobpakats a
HacTpoiku Administrator
YEEADMNEHWA HA IKPAHE CNEAYHOLLIEND NONL30BATENA
KOHQWASHLMANLHOCTH
Paspelunte ysegomMneHHAM Nony4aTs Gokyc Ha 3kpaHe i)
VIHTEPaKTUEHBIE NPEAYNPEXAEHWNA 5

Mo ymonyaumo m OTmeHa

OTobpaxaTb yBepoMaeHUsA Ha pabouyeM cTone: peKoOMeHAYEM He BbIKJIO4YaTb 3TOT NapameTp,
4TO6bI NPOAYKT MOr C006LaTh BaM O HOBbIX COBLITUSIX.

YBenoMneHus Ha paﬁoqu cTone: wenkHnTe U3MeHUTb, 4TOObI BKJIOYNTb NN OTKAKOYNTD
ornpepgesieHHble yBeJoMJIEHNA Ha paboyem cTone.

He oTobpaxaTtb yBegomMneHusa npu paborte npuno>KeHu B NOJIHOIKPAHHOM pexume:
CKpbITUE BCEX HEMHTEPAKTMBHbIX YBEAOMIEHWUIA, KOTla 3anyLLeHbl NPUI0XKEHNS B MOJIHOIKPAHHOM
pexume.

BpeMmsa oxupaHus (cek.): HacTporka NPOAO/IKUTENBHOCTU 0TOBpaXKeHns yBeLOMAEHUIA. 3HaYeHne
[0JKHO 6bITb 0T 3 0o 30 cekyHa.

Mpo3pavyHOCTb: HACTPOMKA NPOLLEHTA NPO3PAYHOCTU YBEJOMAEHNI. MNoaaepXNBAOTCA 3HAYEHUSA OT
0 (6e3 npo3payHocTmn) A0 80 (04YeHb BbICOKAsA NPO3PaYHOCTD).

MuHuManbHasa aeTanusauus otodbparkaeMbiX COObITUM: HACTPOKA HAaYalbHOTO YPOBHS
CEepbe3HOCTY YBEAOMEHUIA, KOTOpble CefyeT oTobpaxkaTb. B packpbiBalOLWEMCS MEHIO MOXHO
BbIOpaTh CnefytoLie napamMeTpbl.

olmarHocTuka: otobpakeHune nHpopmaumm, HeobxoanmMon NS TUlaTeNbHON HAaCTPONKN
nporpaMmbl, U BCe NepeyncieHHbIe Bbille 3anucu.

oNHdopMauma: oTobpaxkeHne MHHOPMALIMOHHBIX COOBLLEHNI, HAaNPUMEpP 0 HECTAaHAAPTHbIX
ceTeBblX COOLITUAX, BKJIOYas coobLieHns 06 ycnelwHoM o6HOBIEHNM, a TakXXe BCe
nepeyncsieHHble Bbille 3anuci.
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oMpepynpexpeHusa: oTobpaxxeHne npepynpexaeHun, coobweHunn ob owmnbkax n
KpUTHYeCKUuX owmbkax (Hanpmumep, 0 HeBbIMNOJHEHHOM 0OHOBNEHUN).

oOwWwmnbkK: oTobpaxxeHne coobieHunn 06 owmbkax (Hanpmumep, 0 TOM, Y4TO HE yAan0Ch
3anyCTUTb 3alNTy AOKYMEHTOB) U KPUTUYECKMX OwnbKax.

oKputnuyeckue owmbKM: oTobparkeHme coobLLEHNA TONbKO 0 KPUTUYECKNX ownbKax
(owmnbka 3anycKa 3aWwmTbl OT BUPYCOB UM COOBLLEHNE O 3apaKeHUN CUCTEMbI U T. M.).

B MHOronosib30BaTeNIbCKUX CUCTEMAX OTOOpakaTb yBeAOMJIEHUA HA 3KpaHe c/ieayloLero
noJsib30BaTesNfA: MOXXHO Pa3peLLnTb BbIbpaHHbIM YYeTHbIM 3aMnUCaM NosyYaTh YBEAOMIEHUS Ha
paboyem cTone. Hanpumep, eciv yyeTHas 3anucb aAMUHUCTPATOPA HE NCMOJb3yeTCs, BBEANTE
MOJSIHOE UMS YHETHOW 3anucu, U yBefomneHns Ha paboyem ctone bynyT oTobpaxaTbcs Aas
YKa3aHHOW y4yeTHoW 3anucK. Mony4aTb YBeAOMAEHUS Ha paboyeM CToe MOXKET TOJIbKO Of1Ha
yyeTHas 3anncCb NoJsib3oBaTeNs.

PaspewnTb YBeAOMIEHUAM NONy4YaTh POKYC Ha IKpaHe: MOXXHO Pa3peLlnTb YBeaoMIeHNAM
noJsly4aTb (hOKYC Ha 3KpaHe 1 BbiTb JOCTYMHLIMU B MEHIO ALT + Tab.

Cnucok yBenoMJieHMHU Ha paboyem cTone

YT106bl N3MEHUTL BUAMMOCTb YBEAOMIIEHNI Ha paboyeM cTone (oTobpaxkatoTCs B MPaBOM HVXKHEM
yrny aKpaHa), OTKponTe pasfen PaclunpeHHsle napameTpsl > YBea0M1eHUs > YBeJOMNIeHUS Ha
pabouem ctone. LLienkHnTe U3MEHUTb PSaoM C 3IeMeHTOM YBeaOMJIeHMa Ha pabouem cTtone 1
YyCTAHOBMTE COOTBETCTBYOLWMI (hnaxkok NMokasaTb.

NOD32 ANTIVIRUS O X

BbibpaHHble yeeaomneHns Ha pabouem crone byayT otobpaxkaTbea

Hman MNokazwieaTh Ha pabouem cTone
B CEHOBNEHME
Mogynn oBHoBNEHE!

Mogyne oBHapysenna oBHosnen

OBHoBNEHME NPUNOKEHNA NOATOTOBNEHD
B OBLUHE
OtobBpaxate YEEAOMNEHWA O HOBLIX BO3MOMHOCTAX

OToBpaxate yeeaomneHuna of oT4eTe no BesonacHoCTH

Dain OTNPaened 4nA aHannia
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Ooowue

OTobpaxaTb yBeaomneHus 06 otyete no 6@30MaCHOCTU: MONyYeHVe YBELOMIEHUS MPW
CO3[laHUV HOBOTO OTHeTa Mo He30MacHOCTH.

OTobpaXxkaTb YBeA,OMJIEHUA O HOBbIX BO3MOXXHOCTAX: YBeOM/IeHNst 060 BCEX HOBbIX M
YyCOBEPLUEHCTBOBAHHbIX OYHKLMAX B MOCNEAHEN BEPCMM NPOAYKTA.

dann oTnpassieH ANA aHaNM3a: NosyvyeHne yseooMIeHNS KaxXAblin pa3, Korga ESET NOD32 Antivirus
OoTNpaBAseT an Ha aHauns.

3awuTa ceTu

MpepynpexaeHusa cuctemMbl 3awWmuThbl Wi-Fi: NoslyvyeHne yBegOMIEHNS NPY NOMNbITKE MOAKIOYEHNS
K CeTun Wi-Fi co cnabbiMm naponem nnu 6e3 Hero.

OOHOBJIeHue

O6OHoBNEHMe NPUJIOKEHUA NOATOTOBJIEHO: MOJlyYeHNe YBEAOMIEHUS, KO Aa NOArOTOBJIEHO
obHOBIEHME [0 HOBOWM BepCMM ESET NOD32 Antivirus.

Moaynb o6Hapy>xeHusa oOHOBAEH: NoslyYeHne yBeAOMEHNS, KOria NpoAyKT 0OHOBNSET Moay/b
obHapyxeHus.

Mopaynu o6HOBAEHBI: MOJly4eHNe YBEAOMEHUS, KOTAa NPOAYKT 0OHOBNSET KOMMOHEHTI
nporpammbi.

YT106bI 3a8aTb 06LWMe NnapamMeTpbl 4119 yBeAOMAEHMI Ha paboyem cTone (Hanpumep, BpeMs
oTobpaXkKeHns CooBLLEHNSA NN MUHUMASTbHYIO AeTann3aumto oTobparkaemblx cobbiTnI), BbibepuTe
YBepomneHus Ha paboyem cTone B pasfene PacluvpeHHbIe NapaMeTpsl > YBe AOMJIEHUS.

NHTepaKTUBHbIE npeaynpeXaneHus

* Yrpo3a HanpgeHa

» Aopec 3ab10KMpOBaH

* [lporpaMMa He aKTVBMPOBaAHA

* [lepexof K MCM0Jb30BaHMUIO MPOAYKTa C 60MbLUNM KOJIMYECTBOM (DYHKLMI
* [lepexo K MCM0JIb30BaHMUIO MPOAYKTa C MEHbLUMM KOJANYECTBOM (DYHKLIUN
* locTynHo obHOBAEHME

» JlaHHble 0OHOBJIEHWS HE COrJlacoBaHbI

» YcTpaHeHue ownbku «ObHOBAEHME MOLYJIEN HE BbIMOJHEHO»

* YcTpaHeHue owinbok obHoBAEHUS MOAYIEN

* CepTndurkaT Beb-caTa 0TO3BaH

Pasznen MHTepakTUBHbIE NpeAynpeXAaeHUs, KOTOPbI MOXXHO OTKPbITb, BbIbpaB PacluvpeHHbie
napameTpbi> YBeAOMAEHUSA, M03B0SISeT KOHpUrypupoBaTb cnocob obpaboTku B nporpamMmme ESET
NOD32 Antivirus OKOH C COOBLLEHUAMUN N NHTEPAKTUBHBIX NpeaynpexaeHunii 06 obHapyXeHusx, B
KOTOpbIX TpebyeTcsa NpMHATUE peLLIeHNs Nob3oBaTeNeM (Hanpumep, 0 MOTEHLMANbHbIX
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https://support.eset.com/kb2792
https://support.eset.com/kb2850
https://support.eset.com/kb3189
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(pMwnHroBbix Beb-canTax).

NOD32 ANTIVIRUS O =
JononHuTeNbHBIE HACTPOUKKU “ X7
| Mogayne obHapyxexns € COCTOAHWA NPUACKEHNA 5
OBHoBAEHME
YBeaoMneHna Ha pabouem cTone 5
| 3awmMTa
WHTepaKTHEHEIE NpeayNpPeXaeH A
| CepBic = P PeAynpexd 5
Wurepakimenbie npegynpexaeHns
MoaknkoueHre
OTobpaxaTe MHTEPEKTUEHBIE NP EgyNPEKAEHNA m (i)

WHTepdeiic
nonL30BaTens

O6men coobuieHMAMK B NporpaMme

yeegomnenna B
OroBpamaTe MapKeTUHIOBEIE COOBLLIEHNA ? a

MNepeagpecauns @

HacTpoiku
KOHGWAEHUWANBHOCTH Oxro coobuienms (1]
ABTOMATMYECKM 33KPLIBATE OKHA CcooBLLEHNA m
A
Bpema oToGpameHnn B cekyHAaX 20| o (i}
MoaTeepxaeHua Kamerute (1 ]

Mo ymonuanwio m OTtmeHa

NHTepakTUBHbIE NpeaynpexaeHus

Ecnm oTkntounTh NapameTp OTOOpa>kaTb MHTEPAKTUBHbIE NpeaynpeXaeHus, OKHa
npenynpexxaeHuii n aunanorosbie okHa bpay3epa BbIBOAUTLCS Ha 3KpaH He 6yayT. Takoi noaxon
cneayeT UCMoJib30BaTb TOJIbKO A1 OFPaHUYEHHOr 0 Koin4yecTBa 0CobbIX CMTyauuin. PekomeHayem
OCTaBWUTb 3TOT MapaMeTp BKIOYEHHbLIM,

ObmeH coobLieHuamMu B nporpamMmme

®YHKLMA BHYTPUNPOrpaMMHOro obMeHa coobLLeHNsIMN NpeaHa3HaYeHa 415 MHGOPMMPOBaHUS
NnoJsib30BaTeNen 0 HOBOCTSX ESET u gns Apyrux coobuieHnin. ns oTnpaBkn MapKeTWUHIOBbIX
coobuieHnn TpebyeTcs cornacue nosb3oBaTtens. MapkeTMHroBble CO0OLLEHNS MO YMONYaHUIO HE
OTMPaBASIOTCA NOJiIb30BaTeN0 (0ToOpaKaeTcs Kak BONpoC). BKovyeHne 3Toro napamMmeTpa o3HavyaeT
Balle cornacue Ha noJjlydYeHne MapKeTUHIoBbIX CoobLeHnin ESET. ECn Bbl HE XOTUTE Noy4YaTb
MapKeTWHIoBble MaTepuasbl ESET, OTKIO4MTE NapameTp OTOOpa>kaTb MapKeTUHIoBble
coobLweHus.

OKHO cooOLLeHusa

YT106bI OKHa CO0BOLLEHNIA 3aKPbIBAINCh aBTOMATUYECKM MO NCTEYEHNN ONPeaeNeHHOro BpeMEHH,
yCTaHoBUTE (PlaXxoKk ABTOMAaTUYECKM 3aKpbiBaTb OKHA CO0OLEHUIH. EC/v OKHO NpeaynpexaeHus
He ByeT 3aKpbITO No0Jib30BaTENIEM, OHO 3aKPbIBAETCS aBTOMAaTUYECKM Yepe3 YKa3aHHbIi
NMPOMEXYTOK BPEMEHM.
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BpeMmsa oxupaHua (cek.): HaCTporKa NPOSO/KMUTENbHOCTM 0TODpaXKeHNsa NpeaynpeXxaeHus.
3Ha4eHune foKHO bbiTh 0T 10 Ao 999 cekyHa.

nOATBep)KAeHIMI: LenkHnTe U3MeHUTb, 4TOobbI OTKPbITb CMNCOK NOATBEPXAEHUN, ANA KOTOPbIX
MO>XHO BKJIIOYUTb NN OTKNKOYUTDb 0T06pa>KeHv|e.

NMNoaTBep>XaeHus

YT06bl HACTPOUTL NOATBEPXKAEHUSA, OTKPONTE pa3gen PaclumpeHHble napaMeTps > YBeOMJIeHUA >
NHTepakTUBHbIE NpeaynpeXpeHus, a 3aTteM LWenkHuTe U3MeHUTb pAaaoM C 3/1eMeHTOM
MopTBEepXpeHus.

MNOD32 ANTIVIRUS O X

BeibpaHHble coobuwenns byayT otobpaxatbca

3anpaluveaTe NOATEEPHASHIE Nepe] ECCCTAHOBNEHNEN OOBEKTA N3 KAPaHTHHA

3anpaluveaTs NOATEERMASHUE Nepe] EQCCTAHOENEHNEM OB LEKTOR U3 KAPAHTHHA W NCKAKIUEHWEM WX W3 CKAHWP OBAHNA
3anpaluMEaTs NOATBEPXAEHHE Nepes 3anyckoM 3annaHupoBaHHOR B NAaHUPOBLLMKE 334a4u

D 3anpaluveaTs NOATBEPX#AEHHE Nepes OTMeHON HacTpoek B pasgene "JlononHUTeNbHLIE HACTPOkKkn"
3anpaluveate NOATEEPHASHNE Nepes cOpoCoM CTaTHCTHEN

3anpaluveate NOATEEPHAEHWE Nepes yaaneHnen Bcex ¥ypHanoe ESET Sysinspector

3anpaluvEaTs NOATBEPXAEHHE Nepes yAaneHWem BCEX 3anucei us kypHana

3anpalunears NOATEEpXAEHNE Nepes yaanednen xypHanoe ESET Sysinspector

3anpallneaTs NOATEEDXKAEHUE Nepes yaaneHnenm 2anuc 13 XKypHana

3anpaluveaTe NOATEERMASHUE NEPe] YAANEHWEM 2ANNaHNPOEAHHON B NNAHNP OBLLMKE 23434
3anpaluvBEaTs NOATBEPXAEHHE Neped yaaneHnem obbekTa U3 KapaHTHHa

3EII'I|CIE!LIJI-IBEITI: NOATEEPHAEHNE, ECAN DELUEHO HE YAanATE BCe Haﬁ,ﬂ,EHHbIE YrPO3bl B OKHE NpeaynpexaeHni

B 3TOM AManoroBom okHe OTOﬁpa)KaEOTCFI MOATBEPXKOEHUSA, BbIBOOUMbIE ESET NOD32 Antivirus nepen
BbIMNOJIHEHMEM KaKoro-nnbo oencTens. YCTaHOBUTE AN CHUMUTE hNaXxKoK pagoM C KaxxK4blM TUMOM
noaTBepXneHunA, 4yTOObI BKOYNTb UM OTKJIOYNTL €ro.

LononHnTeNbHbIE CBEAEHMNS O q)yHKLI,VIFIX, CBA3aHHbIX C MOATBEPXAEHUAMN:

* 3anpallunBaTh NOATBEPXKAEHME Nepes yaaJJeHNEM XYPHa0B ESET Syslnspector

e 3anpalinBaTh NOATBEPXKAEHNE NMepel YaaaeHNeEM BCEX XYPHaN0B ESET SysInspector

* 3anpalinBaTb NOATBEPXAEHME Nepes YaaneHNneM 06beKTa M3 KapaHTUHA

* 3anpawmnBaTb NOATBEPXAEHME rnepes 0TMEHOW HAcTpoeK B pasaene "[onofHUTeNbHble
HacTponkun"

* 3anpalinBaTh NOATBEPXKAEHME, €CIN PELLIEHO HE YAaNSATh BCE HAaWOEHHbIE YIPO3bl B OKHE
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npeanynpexiaeHnAd

* 3anpalunBaTb NOATBEPXAEHME Nepe YAaJEHNEM 3annUCn U3 XXypHaa

* 3anpalunBaTbh MNOATBEPXKAEHME Nepe YAaJeHNEM 3anJaHUPOBAHHOW B MJaHNPOBLIMKE
3ajavun

* 3anpalunBaTbh NOATBEPXKAEHME Nepes YaAaJJeHNEM BCEX 3aNUCEN N3 XKXYPHAJIa

* 3anpalnBaTb NOATBEPXAEHME neped cOPOCOM CTAaTUCTUKN

* 3anpalnBaTb NOATBEPXAEHME Neped BOCCTAaHOBAEHNEM 06 bEKTA U3 KapaHTUHaA

* 3anpalnBaTb NOATBEPXAEHWE Mepes BOCCTaHOBIEHNEM 06 HbEKTOB U3 KapaHTWUHa U
NCKAKYeHNEM X U3 CKaHpoBaHMA

* 3anpalnBaTb NOATBEPXAEHME Mepes 3anyCKOM 3anJaHNPOBaHHON B NAaHUPOBLUNKE 3a4a4u

¢ [10Ka3bIBaTh ONalI0roBble OKHa MNOATBEPXXAEeHUA NPOAYKTa A4 MOYTOBbLIX KJIMEHTOB Outlook
Express U Windows Mail

* [Toka3blBaTb AMaN0Or0OBble OKHa MOATBEPXAEHNA NPOoaAYKTa A1 Windows Live Mail

* [Toka3blBaTb AMaN0OrOBbIE OKHa MOATBEPXAEHUA NPOAYKTa A1 MOYTOBOro KJAneHTa Outlook

Nepeaapecauus

ESET NOD32 Antivirus NOAAEPXXNBAET OTNPABKY COOOLLEHUI 3NEKTPOHHON NOYTbI MPY BO3HUKHOBEHUN
CobbITWIA C 3a4aHHO CTeNeHbI0 AeTann3auun. YTobbl aKTUBMPOBATL 3TY (YHKLMIO, OTKPONTE
PaclU/peHHble NapaMeTpsbl > YBeaomneHus > Nepeappecaumns 1 BKIOYNTE NapamMeTp

MepecbinaTb yBeAOMJIEHUA HA IIEKTPOHHYIO NOYTY.
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s NOD3Z ANTIVIRUS .

JononHuTenbHbIe HACTPOWUKKU Q x| 7
| Moayne o6Hapyxenns € E nNepeceinate Ha 3nekTpoHHyto nouTy 5
ObHoBneHne Mepeceinate YEEAOMAEHHA HA JNEKTPOHHYH NOYTY i}
| 3awmta B
| CepeKc
MoaknkoueHre
WHTepdeiic
nonL3oBaTens
YeenomMaeHWA (5 ]
Nepeagpecauns @ 2
Hactpoikwm
KOHDUAESHUWANBHOCTA SMTP-cepeep
(i}
a
(i}

Mo ymonuaumio m OTmenHa

B packpbiBatolieMcs cncke MMHMManbHas cTeneHb AeTann3auum yBegoMaeHUNn MOXXHO
BbI6paTh HaYaslbHbIA YPOBEHb OTMNPAB/ISEMbIX YBEAOMIEHWIA.

» llMarHocTUKa: B XXypHaa BHOCUTCS UHGOopMauus, Heobxoanmas ANs TWaTebHOW HaCTPOMKY
Nporpammbl, U BCe NepevnCIeHHbIE Bbille 3anuncu.

* UHcdopMaLHMOHHBIEe: 3aMnNCbIBAOTCA MHHOPMALIMOHHbLIE COOBLLEHMS, TaKne Kak
HecTaHAApTHble ceTeBble COObITUSA, BKMOYas cooblieHmns 06 ycnelHon onepaumm obHoBAEHNS,
a TaKXXe BCe NepeynC/eHHbIE BbiLIE 3amnucu.

* MpepynpeXxpeHus: B XypHan BHOCUTCS MHDopMaLms 060 BCEX KPUTUYECKUX OLINBKaX 1
npeaynpexaeHusx (Hanpumep, 0 HEBbLINOJIHEHHOM 0OHOBNEHWN).

* OWKMOKM: 3anunCbIBaOTCA OWNOKKN (HE aKTMBMPOBaHA 3allMTa OKYMEHTOB) U KpUTUYECKUE
oLwnoéKN.

* KpuTuyeckune oIMOKHK: 3aNnChb B XXYPHaJ TONIbKO CBEAEHUI O KPUTUYECKMX OLLIMOKax
(Hanpumep, 06 owwnbkax npu 3anycke 3alinTbl OT BUPYCOB Uan 06 obHapyxeHun yrpos).

OTnpaBnATbL yBeAOMJIEHUA B OTAEJIbHbIX COOOLLEeHUAX 3/IEKTPOHHOM MOUTbI: eC/n 3TOT
napamMeTp aKTMBMPOBaH, NoayYyaTenb ByaeT nosyyaTb Kaxaoe yBefoMieHne B coobeHnn. 1o
MOXXET NPMBECTU K MONyYeHUto 60bLIOro KOMYeCcTBa NoYThl 3a KOPOTKUIA MPOMEXYTOK BPEMEHMN.

NHTepBan MeXxay oTNpaBKaMU HOBbIX COOOLLLEHUA IN€KTPOHHOMW NOUThI (MMUH.): Bpems B
MUHYTax, Yepes3 KOTOpOoe Mo 3/IEKTPOHHON no4yTe ByayT oTnpaBfieHbl HOBblE yBeAOMIeHNS. Ecan
3afaTb 3HavyeHue 0, ysegomneHns byayT oTNpaBaaTbCs Cpasy.
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Appec oTnpaBuTens: BbIOOp agpeca oTnpaBuTenNs, KOTopbln 6yaeT oTobpa)kaTbCa B 3arooBKe
COO6LLEHNI 3NEKTPOHHOW MOYThl C YBELOMIEHNEM.

Appeca nonyyaTens: ykasaHue agpecos rnojsy4vatenei, kotopble byayT oTobpaxaTbCa B 3aronoBke
COO0BLLEHNIN 3/IEKTPOHHOM NOYTHI C yBegOMeHnEM. MOXXHO yKa3aTb HECKOJIbKO agpecoB. B kavecTse
pasfennTens UCnoJsibynTe TOYKY C 3ansToNn.

SMTP cepBep

SMTP-cepBep: SMTP-cepBep, NCNONb3yEMbIN AN OTNPaBKK YBEOOMAEHMI (Hanpumep,
smtp.provider.com:587, NpeABapuTesibHO 3afaHHbIN HOMep nopTa — 25).

ESET NOD32 Antivirus NoAAep>XNBaeT SMTP-CepBepbl, UCMOMb3YyoLLME WNGpPoBaHMe TLS.

NMsa nonb3oBaTens 1 naposab: eCc/in Ha SMTP-cepBepe Tp66yeTCﬂ npoBEPKa NOANTMHHOCTH,
YKaXxxute AeNCTBUTENIbHbIE UMA MOJIb30BaTeNs U naposib Ans [octyna K SMTP cepBepy.

BkniouuTtb WndposaHue TLS: npenynpexneHuns ob yrpose n ypeoMaeHUS C UCMO/b30BaHNEM
LW POBaHMA TLS.

MpoBepuTb SMTP-cOeAMHEHME: Ha afpeC S/IEKTPOHHOM MOYTbI NoNyyYaTens 6yaeT oTnpaBaeHO
MUCbMO A5t NPOBEPKMN. HYy>XXHO yKa3aTb SMTP-cepBep, UMsi NoJib30BaTeNs, Naposb, afpec
OTMNPaBMTENS U afpec nosyyaTens.

dopMaT cooOLLEHNHN

O6MeH faHHbIMY MeX Ay NPorpaMMon 1 yaaneHHbIM Nonb30BaTeNeM UAN CUCTEMHBIM
agMUHUCTPATOPOM OCYLLECTBIAETCA NOCPEACTBOM I/IEKTPOHHOMN MOYThI MK coobLieHni B
NoKanbHoOW ceTu (ucnosbsyeTtcs ciyxba obMeHa cooblyeHnsMm Windows). dopMat
npepynpeXxaeHun u yBeaoOMAEeHUN, YCTAaHOBJIEHHbIV MO yMON4YaHuio, byaeT onTumaneH B
60/bLUIMHCTBE C/ly4aeB. B HEKOTOPLIX Cy4asax MOXeT NOHaAobnThCA N3MEHUTbL (hopMaT CoobLLeHNiA
0 cobbITHAX.

dopmMaTt coobLieHuin o cobbITUAX: hopMaT CoobLLEHUI O COBLITMAX, OTOBPa)kaeMbixX Ha
yZOaneHHbIX KOMMNbloTepax.

dopmaT npeaynpexaeHun o6 yrposax: npenynpexaeHns ob yrpose n ysegomeHns nMeT
npeLBapuTeNnbHO 3aaHHbIA (hopMaT Mo YMONYaHUIO. PEKOMEHLyeM OCTaBUTb NpeaBapuTeNibHO
3a4aHHbIN opmaT. OQHAKO B HEKOTOPLIX Cydasax (Hanpumep, Npu Haan4ymm CUCTEMBI
aBTOMaTU3MPOBaHHON 06PabOTKM 3NEKTPOHHOM MOYTbI) MOXKET NOHAA0OMTLCA U3MEHUTL hopMaT
coobLeHnn.

KoaupoBska: npeobpasoBaHue coobLieHna 3NeKTPOHHOM NOYTbI B KOANUPOBKY CMMBOJIOB ANSI,
OCHOBAHHYIO Ha pernoHasibHbIX HacTponkax Windows (Hanpumep, windows-1250, Unicode (UTF-8), ACSII 7-

bit, UM ANOHCKWUN (1ISO-2022-JP)). B pe3ynbTaTe, "4" OyaeT n3MeHeH Ha "a", a HeM3BECTHbI CMBOJI Ha
II?II

Ncnonb3oBaTb KOAUPOBKY Quoted-printable: coobuieHne byneT npeobpa3zoBaHo B hopmaT Quoted

Printable ((QP)), B KOTOPOM UCMOb3YIOTCA CMMBOJbI ASCII, 4TO NO3BONAET NPaBUJIbHO NepefaBaTh
CMMBOJIbl HALMOHaIbHbIX anaBUTOB MO 3/IEKTPOHHON NoYTe B 8-6UTHOM hopMaTe (4éidu).
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* %TimeStamp% — faTa 1 Bpems CobbITus.

* %Scanner% — 3a[e€MCTBOBaHHbLIA MOLY/b.

* %ComputerName% — UMS KOMMNbOTEPaA, HA KOTOPOM MOSABMIIOCH OMOBELLEHME.

* %ProgramName% — nporpaMma, Co3aBLlUas OMoBELLEHNE.

* %InfectedObject% — MMA 3apa)keHHOro hanna, coobuieHma n T. .

* %VirusName% — WAeHTUpULMPYOLME OaHHbIE 3apaXKeHus.

* %Action% — [eiCTBMe, NpeanpvH/MaeMoe B Cy4ae 3apaxeHus.

* %ErrorDescription% — onucaHne cobbiTVS, He NMEIOLLEro OTHOLLEHNS K BUpYCaM.

KntoyeBble cnoBa %InfectedObject% 1 %VirusName% VMCMONb3YOTCSA TONbKO B NpeaynpexxaeHnsax ob
yrpo3ax, a %ErrorDescription% — TOJIbKO B CO0BLEHNAX O COBLITMAX.

HacTpouku KoHPpuaeHUNaIbHOCTH

OTKpoWTe PacluvpeHHble napameTpsl > HAaCTPOUKU KOHUAESHLMANBHOCTH.

NOD32 ANTIVIRUS o x

je
X
-2

,ﬂ,DI’IOﬂHMTEﬂbeIE HaCTpOFII(M

| S InTE OﬁHapy*EHHﬂ B = Mporpamma yay4dlleHWA NoONL3I0BATENLCKOND ONbITa 3

OBHoBNEHWE ¥4yacTECEaTE B nporpamMmMe yayyLweHA NoNe30EaTENECKOro m B
oneITa

| 3aumta E) ) . B
Kakyto undopmaunio mel cobupaem? (7
| CepBuc

MoaknueHUe

WHTepderc
nonst3oeatens B

Yeegomnenun B

Hactpoiku
KOHQWAEHLNANBHOCTH

Mo ymonuanuio f;‘O-K OTmeHa
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Mporpamma yay4LieHUA NoJsib30BaTeJIbCKOro onbiTa

BkntouymMTe NON3YHOK PALOM C 3/1eMEHTOM Y4acTBOBaTh B NporpaMMe yyullueHus
Nosb30BaTesIbCKOro onbITa, 4Tobbl NPUCOEANHUTLCA K AaHHOW nporpamMme. MNprncoeanHMBLUNCD, Bbl
byneTe NpenocTaBNAaTb KOMNAHUMN ESET aHOHMMHbIe cBefeHNs 06 MCMO/Ib30BaHUM HALIMX MNPOAYKTOB.
CobpaHHble AaHHble NOMOryT HaM YNy4YlWnTb YA06CTBO MCMOb30BaHUS MPOrPaMMbl U HI B KOEM
cnyyae He bynyT nepenaBaTbCA TPETbUM CTOPOHAM. Kakune ceefeHns Mbl cobupaem?

BoccTaHOBJIeHUue napaMeTpoB No ymond4aHuio

HaxxmnTe Mo yMO4AHMIO B PACLLIMPEHHbIX MapaMeTpax, YTobbl CKUHYTb BCE€ HAaCTPOVKM NPOrpaMMbl
Anst Bcex Mmopynei. OHM BEPHYTCS K COCTOSIHUIO MOC/1e HOBOW YCTAHOBKMN.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTa.

BoccTaHOBJIeHUe BcexX NapaMeTpoB B 3TOM
paspene

Ha)xmuTe Ha CTpenky C n3rnbom [J, 4Tobbl CKMHYTb BCE HAaCTPOWMKK B 3TOM pa3fesie 40 HAaCTPOeK Mo
yMOJI4aHUIO, onpedesieHHbIX ESET.

ObpaTuTe BHMaHWE, YTO NOC/Ee HaxXaTusi BepHYTb 3Ha4Y€HUA NO YMONYAHUIO BCE CO3JaHHbIE
n3MeHeHus ByayT NoTepsiHbI.

BoccTaHOBUTb cofep>XXuUMoe Tabnuu,: npy akTUBaLMKN 3TON PyHKLMMN BCe NpaBuna, 3alavn u
npocuan, nobaBreHHblE aBTOMATUYECKM MW BPYYHYIO, ByayT yaaneHsl.

CM. Takxe [NapaMeTpbl UMMOPTa W SKCMOPTA.

Mpu coxpaHeHuun KoOHdUrypauum npousoLuna
oLubka

370 coobuieHne 06 owmbKe NoKasbIBAET, YTO HACTPONKIN He BbIN KOPPEKTHO COXPaHEHbI 13-3a
oLnOKN.

Ob6bI4HO 3TO 03HAYaeT, YTO MOSIb30BaTENb, MbITABLUMACA N3MEHUTb NnapaMeTpPbI NPpOorpaMmmbl:

* MeeT HeA0CTaTOYHO MpaB AOCTYyMa UK He UMeeT HeoBXOAUMbIX pa3peLLeHnin onepaLMoHHON
CUCTEMbI, HE0BX0ANMBIX A5 N3MEHEHUS (halNIoB KOHUIYypaLMmM 1 CUCTEMHOIO peecTpa.

> [Ins BHECEHUS HEOOXOANMbIX U3MEHEHUI CUCTEMHBIV aIMUHUCTPATOP [O/DKEH
aBTOPM30BaTbCA.

* HeLlaBHO BKOUYUA pexuM «ObyyeHune» B cucteme HIPS nau anepsone 1 NonbiTancs BHECTU
N3MeHeHNs B paCLUMPEHHbIe napaMeTpbl.

> YT106bl COXpaHWUTb KOHPUrypaLmio 1 n3bexaTb KOHDANKTa KOHDUIYpaLum, 3aKponTe
paclMpeHHble napameTpbl 6e3 coxpaHeHMs 1 NOBTOPUTE MOMbITKY BHECTU HEobXoAUMble
N3MEHeHws.
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BTopon Hanbonee pacnpoCTpaHEHHON MPUYNHON MOXET BblTb HenpaBubHas paboTa NnporpamMmel, ee
noBpexzeHne n, COOTBETCTBEHHO, HEODX0ANMMOCTb NepeyCTaHOBKN.

CKkaHep KOMaHOHOWU CTPOKM

Moay/ib 3alnThl OT BUPYCOB ESET NOD32 Antivirus MOXXET ObITb 3anyLLEH U3 KOMAHIHON CTPOKM
BPYYHYO (C MOMOLLIbIO KOMaH bl ecls) UM B MAKETHOM PeXXuMe (C NoMoLLbto bat-hanna).

Ncnonb3oBaHne Moaynst CKaHUPOBaHMA ESET AN KOMaHOHOW CTPOKW:

ecls [OPTIONS..] FILES..

Cnepytolme napamMeTpbl 1 apryMeHTbl MOFYT UCNOJIb30BaTbCA MNPpU 3amnycke cKkaHepa rno TpebosaHuio
N3 KOMaHLHOWN CTPOKMW.

NMapameTpbl

/base-dir=lMAMNKA
/quar-dir=lAINKA
Jexclude=MACKA

3arpysutb moaysu ns MAMKK
MAMNKA KapaHTUHa
NCKNIOYUTb U3 CKaHMPOBaHUA annbl, cooTBeTcTBYlOWME MACKE

/subdir

/no-subdir

/max-subdir-level=YPOBEHb

CKaHMPOBaTb BNOXXEHHbIE NanKu (Mo YMOJ4aHUIO)
HE CKaHMPOBaTb BJIOXKEHHbIE NanKu

MaKCMaJibHada CTeNeHb BIOXKEHHOCTU NamnokK Anaa CKaHUPOBaHUA

/symlink CnefoBaTh MO CUMBOJIMYECKMM CChiNIkaM (Mo YyMONYaHuIo)
/no-symlink MPOnyCcKaTb CUMBOJINYECKNE CCbIIKU

/ads CKaHMpPOoBaTb ADS (M0 yMON4aHUI0)

/no-ads He CKaHmpoBaTb ADS

/log-file=®AWN BbIBOJ, XKypHana B AN/

/log-rewrite nepesanuncbiBaTb BbIXOAHOW hainn (Mo ymonyYaHuo — nobaendThb)
/log-console BbIBOJ XKYpHaJia B OKHO KOHCOJIM (M0 YMOAYaHNI0)

/no-log-console

HEe BbIBOAUTb XXYPHa/1 B KOHCOJ1b

/log-all PErncTpMpoBaTh TaKXXe He3apaKeHHbIe hanbl

/no-log-all He PerncTpupoBaTb He3apa)KeHHble ansbl (Mo yMON4YaHMI)

/aind NMoKa3blBaTb MHAUKATOP paboThl

/auto CKaAHMpPOBaHMe N aBTOMATMYECKAsA 04NCTKA BCEX NIOKAJIbHbIX OUCKOB

MNapameTpbl MOAYNA CKAHUPOBAHUA

[files CKaHWpoBaTb (hansibl (MO YMOJIHaHUIO)

/no-files He CKaHMpoBaTb (haibl

/memory CKaHupoBaTb NaMATb

/boots CKaHMPOBaTb 3arpy304Hble CEKTOPHI

/no-boots He CKaHMpPOoBaTb 3arpy304Hble CEKTOPbI (N0 YMONYaHMIO)
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/arch
/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-timeout=[PELEJ]

/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
Junsafe

/no-unsafe

/unwanted

/no-unwanted

/suspicious

/no-suspicious
/pattern
/no-pattern
/heur
/no-heur
/adv-heur

/no-adv-heur

/ext-exclude=PACLUVNPEHWNA
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CKaHMpOBaTb apXmBbl (MO YMONYaHMIO)
He CKaHMpPOBaTb apXMBbl

CKaHMpoBaTb (haisibl, TONILKO €C/iv NX pa3Mep He npesbiwaeT PASMEP B
MmerabanTax (no ymonyaHuto 0 = 6e3 orpaHn4yeHni)

MaKCMMaJibHada CTEMNEHb BIOXEHHOCTU apPXNBOB AJ19 CKaHWNPOBaHUA

CKaHMpOBaTb apxuBbl He 6bonee ykazaHHoro B OFPAHUYEHUN
KOJIMYeCTBa CEKYHL

CKaHMpoBaTb (haifibl B apXmMBax, TONbKO €CN X pa3Mep HE NpeBbilaeT
PA3MEP (no ymonyaHuio 0 = 6e3 orpaHnyeHunin)

CKaHMpoBaTb (palsibl B CAaMOpPaCnakoBbIBAOLWMXCA apXmnBax, TOJIbKO
ecnn ux pasmep He npesbiwaeT PABMEP B merabanTax (no ymon4danuio 0
= 6e3 orpaHnyeHni)

CKaHMpoBaTb (haisibl N1EKTPOHHOW MOYThI (MO YMOYaHMIO)

He CKaHWpoBaTb (halibl INEKTPOHHOM MOYThI

CKaHMpPOBaTb MOYTOBbIE ALLMKN (MO YMOIHAHWUIO)

He CKaHWpPOBaTb MOYTOBbIE ALLUNKM

CKaHMpOoBaTb CaMOpacnakoBbIBaOLWMECS apXmBbl (M0 YMONYaHUIO)
He CKaHWpOoBaTb CaMOpacnakKoBbIBaAOLLNECS apXUBHI

CKaHMpPOBaTb YNaKOBLUMKK (MO YMONYaHNIO)

He CKaHWpPOBaTb YNaKOBLLMKM

CKaHMPOBaTb Ha HasiM4ymMe NOoTEHLUMNaNIbHO ONACHbIX NPUI0XKEHUN

He CKaHMpPOBaTb Ha HaM4YMe NOTEHLMANLHO ONACHbIX NPUNOXEHWUIA (N0
YMONYaHNIO)

CKaHMPOBaATb Ha Ha/M4YNe NOTEHUNA/IbHO HEXXENIATEJIbHbIX I'IpI/IJ'IO)KEHI/IVI

He CKaHWpOBaTb Ha HaJM4Yne NoTeHUMaIbHO HeXenaTesbHbIX
NPUA0XKEHUN (MO YMONHaHMIO)

CKaHMPOBaTb Ha HaJIM4yMe NoAO3PUTENbHbIX MPUI0XKEHUA (MO
YMOJTHaHWNI0)

He CKaHMpPOBaTb Ha HaM4YMe NOAO03PUTENbHBLIX MPUI0XKEHUIA
NCrosib30BaTb CUrHATYPbI (MO YMOIYaHUIO)

He MCMNOJ1b30BaTb CUrHATYpPbI

BKJIOYUTb 3BPUCTMYECKUIN aHanM3 (No ymMoa4yaHuio)
OTKJ/IIOYNTb IBPUCTUHECKNIA aHaNU3

BKIIOYNTb PACLUMPEHHYIO IBPUCTUKY (MO YMONYAHMIO)
OTKJ/IIOYNTb PACLLUMPEHHYIO 3BPUCTUKY

NCKOYUTb U3 ckaHnposaHus PACLUMPEHNA thannos, pasaeneHHble
ABOeTo4nem



/clean-mode=PEXIM ncnosb3oBaTb PEXKUM 04nCTKM NS 3apaxeHHbIX 06 beKTOB.

JlOCTYyMHbI CledytoLme BapnaHThl:

* none (N0 yMO/a4aHMIO) aBTOMaTMYeCKas 04MCTKa He BbIMOJIHAETCS.
* standard — MNpunoXeHune ecls.exe NOMNbITAETCSH aBTOMATUYECKN
OYUCTUTb UAN YAANNTb 3apaKeHHbIe alibl.

* TuwatensHas: MPUNOXKEHME ecls.exe MOMbITAETCA aBTOMAaTUYECKM
OYUCTUTb UAN YAANUTb 3apakeHHble ansibl 6e3 BMelaTebCTBa
nosib3oBaTens (Bam He 6yaeT NpeasioXeHo NOATBEPANTL YaaleHme
thannos).

* Hanboree TulaTesbHas: NPUNOXKEHNE ecls.exe yaanuT Bce annbl 6e3
NPOBEEHMNSA 0YNCTKM HE3AaBUCUMO OT UX TuMa.

* Vnanexue: NPUI0XKEHNE ecls.exe yaanuT 6e3 npoBefeHNs 04NCTKUN BCE
alibl, KpOME BaXKHbIX, TAKUX KaK CUCTEMHbIe halbl Windows.

/quarantine KOMNMPOBaTb 3apa>Xe€HHbIE (.baVIJ'IbI, €CJIN OHW O4ULLEHBI, B KapaHTUH
(OONONHNTENBHO K OENCTBUIO, BbIMNOJIHAEMOMY TpPU 04YNCTKE)

/no-quarantine He KOMMPOBaTb 3apakeHHble (halsibl B KAPaHTUH

Obwime napameTpsbl

/help rokasaTb CMPaBKY W BbIATK
/version rMoKa3aTb CBEMIEHNS O BEPCUN 1 BbINTHU

/preserve-time COXPaHWUTb NOCAEAHIOD OTMETKY O BpeMeHU J0CTyna

Kopabl 3aBepLueHus

0 yrpo3 He obHapy>XeHo

1 yrpo3sa obHapy)XeHa v o4uLleHa

10 HeKkoTopble (hanfbl He YAaN0Ch MPOCKAHNUPOBATL (MOryT 6bITh Yrpo3amu)
50 yrpo3sa HanieHa

100 owwmbka

3HaveHne Kofa 3aBepweHmns 6onbwe 100 03HavaeT, 4To ann He 6bls1 NMPOCKAHNPOBAH U
MOXXET ObITb 3apaKeH.

HYacTo 3apaBaeMbie BONPOCHI

Hu>xe Bbl MOXKeTe HalTu HEKOTOpbIe U3 Hanbonee YacTo 3a/laBaeMbIX BOMPOCOB M BO3HUKAIOLLMX
npo6aem. Haxmute CChIIKY, ONMUCbIBAIOLLYIO Bally npobnemy.

* BbinonHeHne 06HoBAEHUSA ESET NOD32 Antivirus

* PelleHne ESET NOD32 Antivirus 06Hapy>Xuao yrposy

* YnaneHue Bupyca C KOMNbloTEpa

e Co3paHuve 3aa41 B NJAaHUPOBLLUUKE

¢ [11aHMpOBaHMe 3a4a4YM CKaHMPOBaHUS (eXXxeHenesIbHO)
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* Pa3610KMpPOBKA A0NONAHUTENbHbIX HACTPOEK

¢ PelleHve npobsieMbl feaKTUBALIMN NMPOAYKTa C MOMOLLbIO ESET HOME

Ecnun Bawen I'IpOﬁJ'IEMbI HET B npmBeneHHOM BbllLe CMNCKE, r|or|po6y|7|Te BbINOJIHATL NONCK B
I/IHTepaKTVIBH0l7I CcnpaBkKe ESET NOD32 Antivirus.

Ecnn He yaaeTcs HalTu pelleHmne Ballel NpobieMbl/BONPoca B MHTEPAKTUBHOMN CripaBke ESET NOD32
Antivirus, NTOCETUTE Hally PeryaspHo 06HOBASEMYIO UHTEPAKTUBHYI0 a3y 3HaHW ESET. CChIIKK Ha
caMble NonynsipHble CTaTby Hallel 6a3bl 3HAHUIA NPUBELEHbI HUXKE:

e Kak NpoaanTb JULLEH3UIO?

* Bo BpeMs YCTAHOBKW NMporpamMmbl ESET NosABUI0CH coobuieHmne 06 ownbke. YT1o 3T0 03HavYaeT?

* AKTMBaLMA Windows-NMpoayKTa ESET /1 AOMALIHEro UCrnojib30BaHUsA C MOMOLLbIO
JINLIEH3NOHHOI0 KJ1t04a

* YOaJsieHe nanm noBTOpHaa YCTaHOBKa MOEro npoaykra ESET AJig AoMa.

* Bo Bpem4s yCTaHOBKM NporpamMmsbl ESET NOSBUAOCH coobLleHmne, 4TO YCTaHOBKaA
npexnespemMeHHO 3aBepLleHa.

* Y10 fenaTb nocae obHOBAEHUS AnNLLEeH3UKN? (N0Jib30BaTeAM AOMaLlUHEN Bepcum)

* YTo genath, €Cav MO aapec 3NEKTPOHHOW MOYThl M3MEHUTCA?

* [lepeHoC NpoayKTa ESET Ha HOBbI KOMMNbLIOTEP UK YCTPONCTBO

* 3anyck Windows B 6€301acHOM pexxunme nav B 6e30nacHOM pexxume ¢ Nogaep>KKON ceTu

* [ickaoYyeHune be3onacHoro Beb-canTa 13 6J0KMPOBKHU

¢ Pa3pelnTb OOCTYN CPEACTB YTEHUSA C SKPaHa K rpadn4ecKkomMy NHTepdency nosb3oBaTens
ESET

Mpn HeobxoAMMOCTKM € BOMpocaMm 1 npobaeMamm MOXKHO 00paTUTLCA B Hally Cay KOy TEXHUYECKON
NOAOEPXKKM.

ObHoBNeHue ESET NOD32 Antivirus

O6HOBNATHL ESET NOD32 Antivirus MOXKHO BPYYHYIO UM aBTOMaTM4eCcKn. YTobbl 3anycTUTb 0OHOBNEHME,
B [JIaBHOM OKHE MporpamMmsl BbibepuTe kKoMaHay OOHOBUTD, a 3aTeM LienkHUTe MpoBepuTb
Hauume obHOBNIEHUMN.

Mpy yCTaHOBKe NPOrpaMMsbl C NapamMeTpamMm no yMONYaHUI0 CO34aeTCs 3aa4a aBTOMAaTUYECKOro
06HoBNeHMs. OHa 3anyCcKaeTCs KaXablii Yac. YTobbl MU3MEHUTb UHTEPBAJ, NOCNeA0BaTENbHO
BbibepuTe Cny>KebHble nporpamMmbl > [11aHNPOBLLNK.
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YaaneHue BUpyca C KOMNblOTepa

Ecnn KoMnbloTep nposenaeT Kakune-nnbo NMPU3HaKWN 3apaXXxeHns Bpeﬂ,OHOCHOI7I I'IpOFpaMMOIh,
HanpuMmep pa60TaeT MenneHHee nan 4aCcTto 3aBUCaeT, peKoMeHOYyeTCAa cAenaTb cneagytoilee.

1. B rnaBHOM OKHE MporpaMmbl WeSKHNTe CKaHMPOBaHMe KOoMMNblOoTEpa.

2. lenkHuTe 3nemMeHT CKaHMpPOBaTb KOMNbIOTEP, 4TObbI 3anyCTuUTb CKaHMpOBaHKNE
KoMNbloTepa.

3. lNocne 3aBepLUeHNA CKAHUPOBAHUA MPOCMOTPUTE XYPHaN Ha NpeaMeT KOJInyecTBa
NPOBEPEHHDbIX, 3apa>Xe€HHbIX N O4YULLLIEHHBIX cpa|7|n0|3.

4. EC/in HY>XHO NPOCKaHNPOBaTb TOJIbKO ONPeAeeHHYI0 YacTb ANCKa, BbibepuTe BapuaHT
BbiOOpo4YHOE CKAaHMPOBaHMUE N YKaXNTe 06beKTbI, KOTOPbIE HY)KHO MPOCKaHMPOBaTb Ha
Hannyne BUPYCOB.

[ononHNTEeNbHLIE CBEAEHNS CM. B Haluen perynapHo obHoBNsieMon cTaTbe 6a3sbl 3HaHWIA ESET.

Co3paHue 3apa4uM B NJIaHUPOBLLUKE

YT106bI CO34aTb HOBYIO 3afaYy, BbibepnTe CnyXebHble nporpaMmMbl > MNaHUPOBLUMK, a 3aTEM
HaXXMUTe KHonky JlobaBuTb 3agayvy 1an LWENKHUTE NPaBO/ KHOMKOW MbILWW U B KOHTEKCTHOM MEHI0
BbibepnTe KoMaHay Jo06aBuTb. [OCTYNHO NATH TUMOB 3a4au.

* 3anycK BHELUHEero NPU0XXeHUA: rNiaHnpoBaHne BbINOJIHEHUSA BHELLHEr0 MPUIOXKEHMS.

* O6cny>xmMBaHue XXypHana: B paninax XypHana Takxe CoLep)XXaTCA 0CTaTKM yAaNeHHbIX
3anucei. 3Ta 3a4avya perynsapHoO oNTUMU3MPYET 3anucK B hannax XypHana ans 3eKTUBHON
paboThbl.

* NMpoBepka annoB Npu 3arpyskKe cUCTeMbl: NpoBepka alaoB, UCNOJIHEHNE KOTOPbIX
pa3peLLeHo Npu 3anycke Wan BXoAe Nosib30BaTeNs B CUCTEMY.

» Co3aaTb CHUMOK COCTOAAHMA KOMMblOTEpa: CO3[aHMe CHIUMKA COCTOSIHWSA KOMMbloTepa B
ESET Syslnspector, 411 KOTOPOro cobnpatoTcs noapobHbie CBeAeHMS 0 KOMMOHEHTaX CUCTEMBI
(HanpuMmep, ApanBepax, NPUIOXKEHNAX) U OLLEHNBAETCS YPOBEHb PUCKA AN1A KaXA0ro NX HUX.

* CKaHMpoBaHue KoMnbloTepa no TpeboBaHMIO: CKaHNPOBaHMe haliIoB 1 Nanok Ha
KOMMblOTEpe.

+ OGHOBNEHMeE: NNIaHNPOBaHME 32434 06HOBAEHNS NyTeM 0OHOBAEHUS MOy NEN.

Mockonbky OBHOBAEHME - 0AHa M3 CaMblX YAaCTO MCMOb3YEMbIX 3aMIaHNPOBAHHbIX 3a4a4, HMXe
OnucaH Nopsaok fobasneHns 3agayvn obHOBAEHNUS.

B packpbiBatoweMcs MeHi0 3ansiiaHMpoBaHHaA 3aAaya Boibepute nyHKT OOHOBNEHMe. BeeguTe
M8 3aga4u B nosie UMa 3apayum n HaxXxMuTe KHoMky fanee. BoibepnTe 4acTOTy BbINONHEHNS
3agayun. [locTynHbl cnepyowe sapvaHTel: OgHOKpaTHO, MHOrokpaTHO, ExXxegHeBHO,
ExeHepenbHo 1 Mpu onpepeneHHbIX YCNOBUAX. YCTaHOBUTE (hiaxxok MponyckaTb 3apavy,
eC/IM YCTPOMUCTBO paboTaeT oT akKKyMynsaTopa, 4Tobbl CBECTU K MUHUMYMY noTpebneHne
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CUCTEMHbIX PECYPCOB, Koraa HoyToyk paboTaeT oT akkymynsTopa. 3agada 6yaeT BbIMONHATLCA B
[leHb 1 BpeMsi, yKa3aHHble B NoJiax 0651acTu BoinoNHeHUe 3apaun. 3aTeM YKaxXnTe, Kakoe
LencTBme cneayeT nNpeanpuHMMaTh, €C/IM 3afavya He MOXKET ObiTb BbIMOJIHEHA B YCTAHOBEHHOE
BpeMs. [JoCTYMHbl yKa3aHHble HUXXE BapUaHThI.

¢ B cnepylouiee 3annaHuposaHHoe BpeMs
e Kak MOXXHO cKopee

e HesamepnnuTenbHO, €C/IM C MOMEHTA NOCJeAHEro 3anycka npowso 6onblue BpeMeHH,
YeM yKa3aHo (MHTepBaj MOXHO yKa3aTb B MoJie BpeMsa ¢ MOMeHTa nocnenHero 3anycka

(4)).

Ha cnepytowem aTane otobpaxkaeTcs OKHO CBOAHON MH(OPMaLMM O TEKYLLEN NaaHNnpyeMon 3agaqe.
Mocne BHeCeHMs BCeX HeobXoANMbIX n3MeHeHun HaxxmnTe FoToBo.

Ha 3kpaH 6yaeT BbiBELEHO ANaNOroBoe OKHO, B KOTOPOM MOXKHO BbibpaTb Npotvan, MCnosb3yemble
A5 3anNaHNPOBaHHON 3a4ayu. 34eCb MOXKHO 3aaTb OCHOBHOW U BCOMOraTeNbHbI Npogun.
BcrnomoraTenbHbli NPpoguib UCMONb3yeTCs, eCn 3aAavy HEBO3MOXHO BbIMOJIHUTL C MPUMEHEHNEM
OCHOBHOro0 npocuns. NMoaTBepanTe BHECEHHbIE N3MEHEHUS, HaXaB KHOMKY FOTOBO, nocne yero
HOBas 3aJava NOSIBUTCS B CMUCKE CYLLECTBYIOLLMX 3amnaHNPOBaHHbIX 3a4av.

NnaHupoBaHUe eXXeHeneJsibHOro
CKaHMPOBaHUA KOMMNblOTEpa

YT106bl 3aNNaHNPOBATL PEryAPHYI0 3afa4vy, OTKPOWTE r1aBHOE OKHO NporpaMmbl U Beibepute
Cepsuc > NMnaHnpoBLWKMK. HKe NpuBeaeHo KpaTKoe onucaHmne npouenypbl NAaHNPOBaHUS 3a4auum,
npenycMaTpuBatoLLLe CKAaHMPOBAaHME NOKaNbHbIX ANCKOB Ka)kayto Heaento. MoapobHbie MHCTPYKL MK
CM. B CTaTbe Halien 6a3bl 3HaHWUN.

Ina Toro 4Tobbl 3ani1aHMpPOBaTb 3a4a4vy CKaHMPOBaHMWA, BbINOJHUTE Cneayoume 4encTBuS.
1. B rnaBHOM OKHe MIaHUPOBLLMKa HaxxmuTe [L00aBUTD.

2. BBeante nma 3agayn v Boibepute CKaHUpoOBaHMe KOMNbioTepa nNo TpeboBaHuUIo B
packpbiBatolwemcsa MeHto Tun 3apaumu.

3. [1n15 4aCcTOTbl BbINOJIHEHNA 3a4a4n Bbl6epI/ITe E)XXeHepenbHO.
4.3apanTe AeHb U BpeMsA BbIMOJNIHEHNA 3ada4 .

5. BbibepuTe ycTaHOBKY BbINONHMTL 3apa4y Kak MOXKHO cKopee, 4T00bl BbINOJHUTL 3a4a4y
Mo3»xe, B CJly4ae ecsim 3arniaHnpoBaHHOE BbINOJIHEHME 3a[a4M He 3anyCTUTCA Mo Kakon-nnbo
npuymHe (Hanpumep, eClN KOMMbIOTEP BbIKIOYEH).

6. [lpocMOTpUTE CBOAHYIO MH(DOPMaLIMIO O 3anjaHNPOBaHHOM 3ajade N HaxxmuTte FoToBo.
7. B packpbiBatoleMca MeHio OO0 beKTbl BbibepnTe NyHKT XKeCTKue AUCKHU.

8. HaxxmnTe KHonKy FOTOBO 415 NPYMEHEHUs 3a4a4u.
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Pa306/10KMpoOBKa A,0NOJIHUTEJIbHBIX HAaCTpPoeK,
3aliMLLEHHbIX NaposieM

Korfza Bbl XOTMTE MOAYy4YnUTb AOCTYN K 3alUNLWEHHBIM PaCLUMPEHHBIM NapaMeTpaM, OTKPLIBAETCS OKHO
AN19 BBOJa napons. Ecnm Bbl 3abyaeTe nnm notepseTe CBON Naposb, LeIKHUTE BOCCTaHOBUTD
naposb 1 BBEAUTE aAPeC SNEKTPOHHONM NOYThI, YKa3aHHbIA NPV perucTpauny anueH3nn. ESET
OTMNPaBMT BaM CO0bLLIEHNE INEKTPOHHOW MOYThI C KOJAOM MPOBEPKW. BBEAMTE 3TOT KOfI, @ 3aTeM
YKa)XWTE HOBbI Mapob U NOATBEPANTE ero. Koa NpoBepKN AeNCTBUTENIEH B TEYEHNE CEMU AHEN.

BoccTtaHoBNEeHUe NapoJisi C NOMOLLbIO Y4€THOM 3anucu ESET HOME: BbibepuTe 3TOT napameTp,
eCc/ IMLLeH3US, UCMO/b30BaHHaa AN aKTUBaLUK, CBA3aHa C Ballel y4eTHOW 3anucbio ESET HOME.
BeenuTe agpec 371eKTPOHHON NOYThl, KOTOPLIM Bbl UCMOJIb3yeTe A1 aBTOpPU3aLny B CBOEN Y4eTHOW
3anmcm ESET HOME.

Ecnv Bbl He MOMHUTE CBOW afPecC 3/IEKTPOHHOM MOYThI UM Y BaC BO3HUKAN TPYLAHOCTYU C
BOCCTAHOBJIEHMEM Mapoa, WeNKHNTe OBPaTUTLCA B CNIYXXOY TeXHUYECKON NoaaepXXKU. Bol
b6yneTe nepeHanpassieHbl Ha Beb6-canT ESET, rae CMOXeTe CBA3aThCA C Hallen CNyXK60in TeXHNYECKO
NOALEPXKKMN.

Co3paTtb Kog Ana cnyXbbl TexXHMYeCcKoW noaaep>XKu: C MOMOLLbIO 3TOro napamMeTpa MOXHO
Co30aTh KoL AN CNyXObl TEXHUYECKOW noaaepXxku. CKonupyinTe Ko, NPeaoCTaBAEHHbIR Cnyxboi
TEXHUYECKOWN MOAAEPXKKM, U LLIeNIKHATE Y MeHSl eCTb Ko NpoBepKU. BBeauTe Koa NpoBepky, a
3aTeM YKaXKUTe HOBbIV Maposib U NOATBEPAMTE ero. Koa npoBepkn AeCTBUTENIEH B TEYEHNE CEMU
OHEeN.

ans nony4vyeHna aonosiHNTENbHbIX CBEAEHUI CM. pasnen Pa3610KMPOBKa Napons A5 HaCTPOEK B
Windows-NpoayKTax ESET 19 AoMallHEero UCrnoJib30BaHuns.

PewweHne npobneMbl geakTuBauum NpPoaykKrTa
C noMoLUublO ESET HOME

NMporpaMMa He aKTUBUPOBaHa

370 coobuieHne 06 owmnbke NoABAAETCS, KOr4a BAagenel JIMLEH3UN eaKTMBNPYET Ball NPoayKT
ESET NOD32 Antivirus C nopTana ESET HOME unu Korga nponafgaeT obwmnn gocTyn K ANLEH3MUK, KOTopas
Oblna 4OCTYMHa ANS Balen y4eTHOW 3anncu ESET HOME. YTobbl pewnTb 3Ty Npobnemy, BbINOAHUTE
cnepytoline oencTeus.

e lllenkHuTE AKTVIBMpOBaTb n BOCI'IO)'Ib3yI7|Ter OAHUM W3 METOJ0B aKTUBALLNK, YTOObI
aKTMBMpPOBATb ESET NOD32 Antivirus.

* ObpaTuTechb K Bnagenbly AMLEH3NUM 1 COOBLLINTE eMY O TOM, 4TO OH A€aKTMBMPOBa Ball
NPOAYKT ESET NOD32 Antivirus UK Bbl yTPaTUAN 06LWMIA 4OCTYN K AULEH3MW. Bnageneu MoxeTt
pewnTb 3Ty Nnpobnemy Ha ESET HOME.
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MpoayKT peakTUBMPOBAH, YCTPOUCTBO OTKJIIOYEHO

3710 coobuieHne 06 owmnbke noaBaseTCs Nocse yaaseHns yCTponcTsea ¢ ESET HOME. YTobbl pelwnTb
3Ty npobnemy, BbINOAHUTE Cnefyowmne LeNCTBuS.

e lllenkHuTte AKTHBHpOBaTb 7 BOCI'IOJ'Ib3yVITer OOHWUM U3 MEeTOoOO0B aKTUBaALIUN, 4yTObbI
AaKTUBMPOBATb ESET NOD32 Antivirus.

* CBS)KUTECH C BNafeNbLEeM JIMLEH3NN U coobwmnTe eMy 0 TOM, YTO Ball NPOAYKT ESET NOD32
Antivirus [€aKTVMBMPOBaH, @ YCTPOWCTBO OTKJIO4EHO OT ESET HOME.

* Ecniv Bbl Bnagenew MMUEH3nn 1 He 3HaeTe 00 3TUX U3MEeHEeHUsX, MPOCMOTPUTE KaHal
AEeCTBUIA Ha ESET HOME. Mpun 06Hapy>XeHnn nogo3puTeNbHbIX AENCTBUNA M3MEHUTE Napo/b
y4yeTHOW 3anucu ESET HOME 1 obpaTuTech B CNyXOy TexHMYeckon Noaaepx Ku ESET.

MPoAyYKT AeaKTUBMpPOBaH, YCTPOUCTBO
OTKJ1IOYEeHO

370 coobuieHne 06 owmnbke NoaBAAETCS Noce yaaJeHns YCTPoNCcTBa ¢ ESET HOME. YTobbl pewnTb
3Ty npobnemy, BLINOJHUTE Cieaylowmne aencTBus.

® U.lenKHVITe AKTVIBVIpOBaTb 7 BOCI'IOJ'Ib3yVIT€Cb OOHUM U3 MeTOod0B aKTUBaLIUN, 4TObBI
aKTMBMPOBATb ESET NOD32 Antivirus.

* CBSXKNTECH C BNaAesbLIEM IMLEH3MM 1 CO0BLLNTE eMy 0 TOM, YTO Ball NPOAYKT ESET NOD32
Antivirus 1€aKTVBMPOBAH, @ YCTPOWCTBO OTKJIOYEHO OT ESET HOME.

* Ecniv Bbl BNageney MMUEH3NN 1 He 3HaeTe 06 3TUX N3MEHEHNSX, MPOCMOTPUTE KaHa
NEeNCTBUI Ha ESET HOME. Mpu obHapy>XeHUn noao3puUTenbHbIX 4ENCTBUN N3MEHNTE Naposib
YY4€THOM 3anucm ESET HOME 1 obpatutech B cnyx0y TEXHMYECKON Nogaep)XKu ESET.

NMporpaMMa He aKTUBUpPOBaHa

370 coobuieHne 06 owmnbke NOABAAETCS, KOr4a BAagenel JMUEH3UN eaKTMBNPYET Ball NPOayKT
ESET NOD32 Antivirus C nopTana ESET HOME nnu Kora nponagaeT obwmin 4ocTyn K IMLEH3MKN, KOTOpas
6bl1a 4OCTYNHa 414 Ballen y4eTHOW 3anncn ESET HOME. YTobbl pewnTb 3Ty npobaemy, BbiMOAHUTE
cnenywowme oencTeuns.

* lllekHNTe AKTUBUPOBATDb BOCI'IOJ1b3yI7ITer OOHVM M3 METO/0B akTUBaALLMN, YTOObI
aKTNUBMPOBATb ESET NOD32 Antivirus.

» ObpaTnTECh K BNafenbLy MULEH3UN 1 COOOLLMTE MY O TOM, YTO OH J€aKTMBMPOBAN Ball
NPOAYKT ESET NOD32 Antivirus WX Bbl YyTPATWUAKN 0OLWMIA AOCTYN K ANLIEH3UN. Bnageney MoxeT
peLmnTb 3Ty nNpobnemy Ha ESET HOME.
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MporpaMma yny4LueHus NoJib30BaTesNIbCKOro
onbITa

an/ICOGJJ,I/IHI/IBLUI/ICb K rMporpamMmMme yny4weHunsa nosib3oBaTeJ/IbCKOro OnbiTa, Bbl MPEOOCTaBJIAETE
KOMMaHWKM ESET aHOHMMHble cBefeHNs 06 NCNOoNb30BaHUMN HALLNX NpoaykToB. [lononHNTENbHbIE
cBefeHuns ob 06p860TKe OaHHbIX OOCTYMHbI B Hallen NoANTUKe KOH(MOEHUMNAIbHOCTN.

Bawue cornacue

YyacTune B nporpamMme siBasieTcs 0oOpoBOsIbHLIM M 3aBUCKAT OT Ballero cornacus. MNocne
npucoeanHeHns Bbl NACCMBHO y4YacTByeTe B NPOrpaMMe, TO €CTb BaM He HY>XXHO NpeAnpuHUMaTh
KaKuX-1mbo ganbHenwwmx nencTemin. B noboint MOMEHT Bbl MOXXETE 0TO3BaTb CBOE COrjlacle, MU3MEHUB
HacTpoVKu NpoaykTa. Coenas Tak, Bbl 3anpeTuTe Ham obpabaTbiBaTb Ball aHOHUMHbIE AHHbIE.

B nto60on MOMEHT Bbl MO)XeTe 0T03BaTb CBOE COrjacue, U3MeHuB Ha€Tp0I7IKVI NPOoAYyKTa:

e [I3MeHeHVe NnapamMeTpoB NPOrpaMmbl yayyLleHns Noab30BaTe/IbCKOro OnbiTa B NPOAYKTax ESET
018 Windows AJ18 JOMalUHEro McnoJjib308aHns

Kakue Buabl MHpopMaumm Mbl cobupaem?

JaHHble 0 B3aUMOAEWUCTBUM C NPOAYKTOM

TN CBEEHNS NOKa3bIBAlOT HaM, KaK MCMOJb3YIOTCS HalLK NPoAYKThl. Bnarogaps 3ToMy Mbl 3HaeM,
Hanpumep, Kakme PyHKLMN NCNONb3YIOTCA YaCTo, Kakne HaCTPOMKW NoJib30BaTENIN U3MEHSAIOT U
CKOJIbKO BPEMEHU OHW TPATAT Ha NCMOJIb30BaHNE NPOAYKTA.

HaHHble 00 ycTponcTBax

Mbl cobupaeM 3T cBefeHns, 4Tobbl MOHATL, FAE U Ha KaKUX YCTPOMNCTBAX MCMOJb3YIOTCSA HalK
NPOAYKTbIl. TUNNYHbIE NPUMEpPbI TAaKUX CBEAEHWA: MOLENb YCTPONCTBA, CTPaHa, BEPCUSA N UMS
onepaumnoHHON CUCTEMBI.

[laHHble AMarHoCTUKU oLnMOOoOK

CobupatoTcsa TakKe CBeAeHMs 0 BO3HUKHOBEHUW OLLIMOOK 1 aBapuiiHbIX CUTyaumnid. Hanpumep, Kakas
owwnbka NpounsoLLna, 1 Kakme AeinCcTBUS NPUBEIN K HEil.

NMoyeMy Mbl cobupaem 3Ty uHpopmauuio?
3TN aHOHUMHble cBegeHmna 0atoT HaM BO3MOXXHOCTb yaydllaTb Hawn NpoAayKTbl And BacC, HallnxX

nonb3osatenein. OHM nomoratoT n3baBuTb NPOAYKTbI OT owmnboK 1 caenatb UX MaKCUMaJsibHO
noJjie3HbiIMn 1 NPOCTbIMN B NCMOJIb30OBaHUN.

KTo KoHTponupyeT 3Ty nHopmaumio?

KomnaHus ESET, spol. s r.o. ABNSAETCA eGUHCTBEHHbLIM 0MNepaToOpPOM AaHHbIX, CO6VIp3€MbIX B paMKaX
lMporpaMmbil. OTun CBeLleHUs He nepenatoTcda TPETbUM UL AM.
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JIMLEeH3UOHHOoe corJjlalleHue C KOHeYHbIM
noJsib3oBaTeneMm

Bctynaet B cuny ¢ 19 okTsbps 2021 roaa.

BAXKHO! BHuMaTenbHO NpoYUTanTe N3SI0XKEHHbIE faJiee YyCN0BUSA UCMOJb30BaHNS NPOrpaMMHOro
NPOAYKTA, NMPeXAe YeM 3arpyxxaTb, yCTaHaBIMBaTb, KONMNPOBATbL WM UCMOJIb30BaTh €ro.
3AIrPYXAf{, YCTAHABJIUBAA, KOMUPYA WJIN NCNOJIb3YA 3TO NPOrPAMMHOE
OBECMNEYEHME, Bbl BbIPAXKAETE CBOE COIMNIACHE C U3JIOXKEHHbBIMU YCJIOBUAMU N C
NOJIUTUKON KOH®UAEHUWUAJIBHOCTM.

JInuesnoHHoe cornaweHne C KOHeYHbIM MoJib30BaTeNeM

CornacHo yc/n10BusiM AaHHOro JIMLLEH3MOHHOIO COorJlalleHns € KOHeYHbIM Mosib3oBaTesieM
(«CornaweHune»), 3aKI04EHHOr0 KOMMaHWeN ESET, spol. s r. 0., 3aperncTpMpoBaHHON Mo agpecy
Einsteinova 24, 85101 Bratislava, Slovak Republic, BHECEHHO B KOMMEPYECKUN PErMCTP OKPYXKHOr0 cyaa
Bratislava I, pa3fen Sro, 3anucb Ne 3586/B, BIN 31333532 (ESET unu MoCTaBLLMK) U BaMU, (U3NYECKUM
NN lopuanYeckM nmuoM (Bel nnmn KoHeyHbIn nonb3oBaTesb), Bbl nonyyYaeTe npaBo NCNOb30BaTb
MporpammHoe obecneyeHne, ykasaHHoe B cTaTbe 1 HacToswero CornaweHns. MNporpaMmHoe
obecneyeHune, ykazaHHoe B cTaTbe 1 HacTosAwero CornalweHns, MOXXeT XPaHUTbCA Ha HOCUTENaX
[aHHbIX, OTNPaBAATLCA MO INEKTPOHHON MOYTe, 3arpyXaTbCs Yepe3 NHTepHeT, 3arpyxaTbCs C
cepBepoB [MoCTaBLUMKa UK NONYYaTbCs U3 APYrMX NCTOYHNKOB, KOTOPbLIE YOOBNETBOPAIOT
NnepeyncneHHbIM HUXKe YCII0BUAM.

3TO COrNTALWEHME KACAETCA NPAB KOHEYHOI O MOJIb30OBATENA U HE ABNAETCA O OBOPOM
MPOOAXW. MocTaBLMK OCTaeTCcs BRafensLeM sk3emnnsapa MNporpaMmMHoro obecneyveHns un
MaTepuasibHOr0 HOCMTeNA, Ha KOTopoM lMNporpaMMHoe obecnevyeHmne Hbl10 NOCTaBIEHO B TOProBOM
yMaKoBKe, a Takxe Bcex Konun MporpamMmHoro obecneyveHns, Ha KoTopble KOHEYHbIV N0Nb30BaTE b
MMeeT NpaBo B COOTBETCTBUM C HacToAwmMM CornalleHnem.

Bbibop BapuaHTa «[pUHMMato» B NMPOLECCE YCTAHOBKM, 3arpy3Ku, KOMMPOBaHUS UK NCNOJIb30BaHMSA
3Toro MporpamMmmHoro obecneyeHns Bolpa)kaeT Balle cornacume ¢ yCIOBUSIMU HaCTOSILLErO
CornaweHuns n MonnTKN KOHGUAEHUNANLHOCTW. Ecnmn Bbl He cornacHbl ¢ KakuM-nnbo 13 ycnoBuia
HacToswero CornaweHns nnm MNoaMTUKN KOHOUAEHLNANbHOCTN, HEMeONeHHO BbibepuTe BapuaHT
OTMEHbI, OTMEHMTE YCTAHOBKY MW 3arpy3Ky, YHUYTOXbTE Uan BepHUTe NMporpammHoe obecneyeHne,
yCTaHOBOYHbIE HOCUTENN, CONMPOBOAUTENBbHYIO AOKYMEHTALNIO, @ Tak)Xe KBUTaHUMIo 06 onnaTe
MocTaBLWMKY WM B OpraHm3aumio, B KoTopow 6110 npnobpeTeHo MporpammHoe obecneyeHue.

NCMNOJIb3OBAHWUE BAMW 3TOIO NMPOIrPAMMHOIO OBECIEYEHNA O3HAYAET, YTO Bbl MPOYJIA
JAHHOE COlMMALWEHWE, MOHANN EFO NONOXEHUA N COMNTACHbI CHUTATD X OBA3bIBAOLLIVIMNA.

1. MporpamMHoe obecnevyeHue. TepMmuH "MporpammHoe obecneyeHne" B HacToswwem CornaweHun
O3Hay4aeT: (i) KOMNbIOTEPHYIO NPOrpaMMy, KOTOpas COMPOBOXAaeTCsA HacToAwmMM CornalleHnem, n
BCE ee KOMMOHEHTHI; (i) BCe COAepXMMOe Ha ANCKaX, KOMMNAKT-AUCcKax, DVD-AMCKaXx, B 9NEKTPOHHbIX
COOBLLEHMAX N KaKNX-TMOO BNIOXKEHUAX UAN Ha APYIrMX HOCUTENAX, KOTOPbIe OblIv NOCTaBEHbI
BMecCTe C HacTosAwmM CornaleHmnem, B TOM Yucne opMy 06beKTHOro koaa MporpamMmHoro
obecneyeHns, NOCTaBASEMYIO Ha HOCMTENE AaHHbIX, MO 3JIEKTPOHHOW MOYTE WK 3arpy>Xaemyto
yepe3 NHTepHeT; (iii) 1tobble MOACHUTENbHLIE MaTepuasbl an N6y OpYryo BO3MOXHYIO
[OKYMEHTaLuo, CBA3aHHYI0 C MporpaMMHbIM obecneyeHnem, rnaBHbiM obpa3om kakoe-nnbo
onuncaHue NMporpammHoro obecneyeHuns, ero cneuyndukaummn, kakoe-nmbo onncaHme CBONCTB UK

207


/var/www/shared/apps/pdfgenerator/../../../help.eset.com/public/eav/16.2/ru-RU/privacy_policy.html

paboTbl MporpamMmHoro obecneyveHuns, kakoe-nmbo onncaHne paboyein cpenbl, B KOTOPOR
ncnonb3yetcs MNporpammHoe obecneyeHune, MHCTPYKLMAM MO NCMOJIb30BAHMIO NN YCTaHOBKE
MporpaMmHoro obecneyveHns nam kakoe-nmbo onvcaHne ncnonb3oBaHus NporpaMmMHoOro
obecneyeHns (JokymeHTaums); (iv) konmm MNporpamMMHoro obecrnevyeHuns, NnakeTbl NCAPaBAEHNS
BO3MOXXHbIX owNboK MporpaMmHoro obecneyeHns, [onoaHeHns K MporpaMmMmHoMy obecrneyeHuto,
pacwimpeHus MNMporpaMmHoro obecneyeHns, n3MeHeHHble Bepcun MporpaMmMHoro obecneyeHmns un
0bHOBJIEHNS KOMMOHEHTOB MporpaMMHoro obecneyeHns (Mpu Hanany4uK), Ha KoTopsle MocTaBLLUK
npenocTaBn Bam nnueH3nio B COOTBETCTBMM CO CTaTben 3 HacToAwero CornaweHuns. MporpaMmHoe
obecneyeHne NpefoCTaBASETCA UCKIIOYUTENBHO B (hOpMe UCNOSIHAEMOro 06 beKTHOro Koaa.

2. YCcTaHOBKa, KOMNbIOTEP U JIMLLEH3MOHHBbIA KJ0Y. [TporpaMmmHoe obecneyeHne, NOCTaBASEMOE
Ha HOCUTeNe AaHHbIX, M0 3EKTPOHHOW MOYTe, 3arpy>XeHHoe Yepe3 MHTepHeT nam ¢ CepBepos
MocTaBLLMKa UAW MOJYYEHHOE M3 APYTUX UCTOYHWUKOB, MOAJEXMNT YCTAHOBKE. YCTaHOBKaA
MporpaMMHoro obecneyveHnsa 0OMXKHaA MPOUCXOANTL Ha AOJHKHLIM 06pa30M HaCTPOEHHOM
KOMMbIOTEPE, KOTOPbLIA 0TBEYAET MUHUMAJIbHLIM TPEBOBAHNSAM, N310)KEHHBLIM B [lOKyMEHTaLuUun.
Cnocob ycTaHoBKM onncaH B [lokyMeHTauun. KomnbioTep, Ha KOTOPOM BbINOJIHAETCS YCTaHOBKA, He
LOJ/DKEH coep)XaTb NPOrpaMMHOe WM annapaTHoe obecneyeHne, KOTOPOE MOXXET HEFaTMBHO
noBAnATbL Ha paboTy MporpamMmmHoro obecneyeHns. KomnbloTep 03HavaeT obopyaoBaHuMe, B TOM
4yncne, Cpeam NPoYero, NePCoHasbHbE KOMMbIOTEPLI, HOYTOYKK, paboyne cTaHUMM, KapMaHHbIe
KOMMbIOTEPbI, CMapT(OHbI, KAPMaHHbIE NN APYrue 3NeKTPOHHbIE YCTPOMCTBA, AN KOTOPbIX
pa3pabaTbiBaeTcs MporpammHoe obecneyeHne, Ha KOTOPOM ero 6yayT yCTaHaBAMBaTbL /UK
NCMNO0JIb30BaTb. JINLLEH3MOHHBIN KJII04 03HAYaEeT YHNKAbHYIO NOC/e40BaTebHOCTb CUMBOJI0B, OYKB,
LUndp MM cneumnanbHbiX 3HaKOB, MPeAOCTaBASEMbIX KOHEYHOMY MOb30BaTEN0, YTOObI pa3pewnTb
3aKOHHO MCNoJsb30BaTh MNporpaMmmHoe obecneyeHne nam ero onpeaeneHHyo Bepcuto anbo NpoaanTb
CPOK AencTBnA JINLEeH3NN B COOTBETCTBUM C HacToAWwmMM CornalleHmem.

3. JInueH3suna. Ecnu Bol NpuHANN BCe YCI0BMS, NpeayCMOTPEHHbIE B HacTosAweM CornalleHnn, u
cobniopaeTe nx, MocTaBWwmK NpefocTasnseT Bam cnepytowme npasa (JnueHsus),

a) YCTaHOBKa M UCNoJib30BaHMe. Bbl MolyyaeTe HENCKIIYMTENbHOE He Nnoasiexallee nepeaaye
NpPaBo YCTaHOBMUTL MporpaMmMHoe obecneyeHne Ha XXECTKMIN AUCK KOMMbIOTEPa WU UHON HOCUTENb
AN XPAHEHUS [@aHHbIX, YCTAHOBKMN 1 XpaHeHus MporpaMMHoro obecneyeHunst B namMaT KOMMNbIOTEPa],
a TakXXe BHeApWTb, XPaHUTb 1 0TobpaxkaTk MNporpammHoe obecneyeHue.

b) OroBopKa no KoJau4ecTBY JIMLLeH3UN. [1paBo Ha NCNoJsib3oBaHMe MNporpaMMHoro obecnevyeHums
OrpaHNYeHo onpefesieHHbIM KONM4eCcTBOM KoHeYHbIX nosib3oBaTenein. MNog ogHMM KOHEYHbIM
noJsib30BaTeNeM NoapasymeBaeTcs (i) ycTaHOBKa MporpaMMHoro obecneyeHns Ha 0AMH KOMMbOTEP
nUNK (i) B cnyvyae orpaHNYeHns AMLEH3UN KOSIMYECTBOM NOYTOBLIX SLLMKOB NOJIb30BaTESb
KOMMbOTEPA, KOTOPbIN MPUHMMAET 3IEKTPOHHYIO MOYTY Yepe3 N0JIb30BaTENbCKNIA MOYTOBLIA areHT
(«Monb3oBaTeNbCKMIA NOYTOBLIN areHT»). Ecnv Monb30BaTeNbCKUA NOYTOBLIN areHT NpuHUMaeT
3/IEKTPOHHYIO MOYTY, @ 3aTEM aBTOMAaTUYECKN pacnpedenseT ee cpeamn HeCKOIbKNX Nob3oBaTenen,
KONM4eCTBO KOHEYHbIX NOSib30BaTeNEN A0/KHO ONPeaensaTbCs B COOTBETCTBUM C (haKTUYECKUM
KONNMYeCTBOM MONb30BaTesien, NoAyYaoLWmX INEKTPOHHYIO NOYTY. ECM NoYTOBLIN CcepBep
BbIMNOJIHAET (PYHKLUMN NOYTOBOrO LWI033a, KONNYecTBo KOHEYHbIX Nonb3oBaTenen byaeT paBHATLCA
KONMYeCTBY NOJIb30BaTEEN NOYTOBOr0 CEpPBEpPA, KOTOPbLIX 06Cy)XMBAET 3TOT W03, Ecam ogmH
Nnofb30BaTE/Nb BNageeT HECKOJIbKUMY apecaMu 3NEKTPOHHON NOYThl (HanpuMep, npu
MNCNOJIb30BaHMM NCEBAOHMUMOB) U NPUHMMAET MOYTY MO HMM, a NoYTa He pacnpeaenseTcs
aBTOMATUYECKN KJIMEHTOM ApPYruM nonb3oBaTenam, Heobxogamma JIMLEH3nsa ToNbKO A8 04HOro
KoMmnbloTepa. OaHy JINLEH3MIO HENb3S UCNOb30BaTb OAHOBPEMEHHO Ha HECKOJIbKUX KOMIMbIOTEPaX.
KoHeYHbIn Nosib30BaTe b UMEET NPaBo BBOAUTbL JINLEH3NOHHLIN KoY B MNporpammHoe obecnevyeHmne
TONIbKO B TOWN CTENeHMn, B KOTOpoit KoHeYHbIN Noib30BaTe b UMEET NpPaBo NUCMOJb30BaTb
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MporpaMmMHoe obecneyeHne B COOTBETCTBMM C OFPaHUYEHNEM MO KONNYeCTBY JINLEH3WIA, BblAaHHbIX
MocTaBLMKOM. JIMLEH3NOHHbBIN K04 CHMTaeTCs KOH(pUAEHLUNaNnbHON UHopMaunen. Bel He LOMXKHbI
nepefasaTh JINLUEH3NIO TPETLUM CTOPOHAM WS pa3pellaTb TPeTbMM CTOPOHAM UCMO0b30BaTb
JINLUEH3MOHHBIN K04, €CNKN 3TO He pa3peLleHo HacTosAwmm CornaweHneM nnm MNoctaswmkom. Ecnm
Baw JIMLEeH3MOHHbIV K104 B3/10OMaH, HemMeieHHOo coobwnTe 06 3ToM MoCcTaBLLmMKY.

c) Bbinyck pna poma unm pna 6usHeca. Bepcus MporpammHoro obecneyeHus ons noma LO/KHA
NCMOJ/Ib30BaTbCA UCKOYUTENBHO B IMYHON U/MIN HEKOMMEPYECKOW Cpefax U NpefHa3HavyeHa
TOJIbKO O/151 IOMALUHEro N CEMENHOr0 UCNosib3oBaHMA. Ons ncnonb3oBaHusa MNporpaMMHOro
obecneyeHns B KOMMEPYECKMX Cpellax, @ TakXXe Ha NMOYTOBbIX CEpBEPaAX, CEPBEPaX peTpaHCaaLmnm
3N1EKTPOHHOW MOYThI, MOYTOBLIX LLU/IO3aX U W03ax MHTepHeTa Heobxoanmo npnobpecTn Bepcuto
MporpammHoro obecneyeHns ansa busHeca.

d) Cpok JinueH3uum. Balue npaBo Ha ncnosb3oBaHme MNporpaMMHOro obecnevyeHms orpaHMyeHo
onpenesieHHbLIM CPOKOM.

e) MporpammHoe obecneyeHune, nosiyyaemoe Yepes U3roToBuTesiel KOMMNJIEKTHOrO
obopypoBaHus. [porpaMMHoe obecneyeHmne, KNaccMpuLMpPoBaHHOE Kak OEM (pacnpoCTpaHseTCs
Yyepes N3roToBMTENEN KOMMIEKTHOro 060pyA0BaHUSA), MOXXHO UCMOJIb30BaTh TOJILKO Ha TOM
KOMMbIOTEPE, Ha KOTOPOM OHO ObII0 NONy4YeHo. Takoe NporpaMMHoe obecrnevyeHmne Hesb3s
NnepeHecTn Ha JPYroi KoMmbloTep.

f) He npepHa3HavYeHHble ANA NpoAaXkKu M npobHblie Bepcuu MporpaMmmHoro obecneyeHus.
MporpamMmMHoe obecneyeHne, KNaccuULIMPOBAHHOE Kak He nNpeaHa3HavyeHHas Ans Npoaaxku uan
nNpobHas Bepcusi, He MOXET OblTb CBA3AHO C KAaKMM-MO0 NIaTEXOM U [O0/IKHO UCMOJIb30BaThCA
NCKJIOYUTENBHO AN AEMOHCTPALIMMN WX TECTMPOBAHMS PYHKLMIA MporpamMMHoro obecneyeHus.

g) MpekpaweHune gencteus JinueHsum. [lencteune JlMLeH3nMN NpekpaLlaeTcs aBToMaTUYECK Mo
OKOHYaHWW Nepuoaa, Ha KOTopbI oHa Bblna BbligaHa. Ecnum Bel HapylwaeTe noboe nosoxeHue
HacToswero CornaweHus, MNocTaBLMK NOJy4aeT NpaBo BbIATU U3 HEr0, YTO HUKAK He NoBAuseT Ha
€ro BO3MOXXHOCTMW BOCMO/b30BaTbCA N0ObIMU NMpaBaMu 1 cpeacTsamu cyaebHom 3awnTsl,
LOCTYMHbIMU eMy B Takux obcToaTenbcTBax. B ciyqae oTMeHbl JnueH3unn Bbl 0653aHbl
He3amMeaNnNTesIbHO 3a COOCTBEHHbIV CHET YAANUTb, YHUYTOXUTb UK BEPHYTb MporpaMMHoe
obecneyeHne 1 BCe ero pesepsBHbie KOMMM B KOMMaHWio ESET UK B TOYKY NPOLaXKW, B KOTOPOW OHO
Obln0 nprnobpeTeHo. B criyvae npekpalleHus gencTsus JinueHsum MNocTaBLLMK TakXe UMeeT rnpaso
3anpeTnTb KOHe4YHOMyY M0nb30BaTeN0 NCNOJIb30BaTh hyHKLMM MporpaMMHOro obecneyeHuns,
KoTopble TpebyloT NoAKIIYeHNS K cepeepaM MNocTaBLMKa UK cepBepam TPETbUX L.

4. PyHKUMMU, ANA KOTOPbIX Heobxoaum coop paHHbIX M noaknyYeHue K UHTepHeTy. [115
KOPPEeKTHoM paboTbl MporpamMmmHoro obecneyeHns Heobxoanmo noakno4eHne K IHTepHeTy,
NOCKONbKY MporpamMmmHoe obecnevyeHne fOMKHO PEryasapHO NOAKYaThCA K cepBepaM MoCcTaBLUMNKa
NN TPETbUX NINL, @ TakXKe cobupaTb COOTBETCTBYIOLWME AaHHbIE B COOTBETCTBUN C fLOKYMEHTOM
MonnTuka KoHpUaeHUManbHoCTU. MNMogknoyeHne K MHTepHeTy HeobxoamMMo ANS MCMoNb30BaHUS
nepedYncneHHblx ganee pyHkUun NMporpamMmHoro obecneyeHms.

a) ObHoBneHue MporpaMmMHoOro obecneyeHums. M1oCTaBLLVK UMEET NMPaBO BPEMS OT BPEMEHMU
BbIMyCKaTb 06HOBAEeHMA MporpaMMHoro obecneyeHns (oanee — «O6HOBNEHNSA»), HO He 065d3aH nX
npenocTaBfATb. ITa PYHKUMA BKAOYEHA NPU UCMONb30BaHUM CTaHAAPTHbLIX NapamMeTpoB
MporpaMMHoro obecneyeHns. 3To 3Ha4UT, 410 OBHOBIEHNS YCTaHaBAMBAKOTCA aBTOMATUYECKMN, eCn
KOHeYHbIN Nob30BaTeslb HE OTKJIIYUT UX aBTOMATMYECKYI0 YCTaHOBKY. [Ind npenocTaBieHmns
obHoBNEHN HeobXxoaMMa NpoBepKa NOAJMHHOCTI JINLEH3UK, BKOYas MHPOPMaLIMIO O KOMMblOTEpe
n/mnn nnaTtgopme, Ha KOTOPOKW ycTaHOBNEHO NporpamMMHoe obecrneyeHne, B COOTBETCTBUN C
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MoNNTUKON KOHUAEHLNASIBHOCTHN.

MpepnocTasneHme nobbix OBHOBNAEHNIA MOXXET PEryIMpoBaTbLCA NOAUTUKON B OTHOLLEHNM OKOHYaHUS
cpoka cnyxbbl (nanee — «Monntuka OCC»), KOTOpasa AOCTYMNHa Mo aapecy

https://go.eset.com/eol home. [10CNe HAaCTYNNEHUSA OaTbl OKOHYAHUA CPOKa CyKObl, KOTOpas
ycTaHaBnmBaeTca noamtukon OCC onsa MNporpamMmHoro obecnevyeHns nnm Kkakon-nmbo n3s ero
yHKunn, O6HOBNEHNA NPenOCTaBAATLCA He ByayT.

b) OTnpaBkKa 3apa>xeHHbIX pannos n uHpopmauumn Mocraswuky. MNporpammHoe obecneyeHune
OCHaLLEeHO PyHKUMAMU, KOTopble cobupatoT 06pasLibl KOMAbIOTEPHbLIX BUPYCOB U APYrnx
BPELOHOCHbIX MPOrpamMM, a Takxxe Nofo3puTenbHble, NpobaeMHble, NOTEHUNANIbHO HEXeNaTesbHble
AW NOTEHUMaNbHO onacHble 06beKThl, Takme Kak aibl, URL-agpeca, IP-nakeTbl U Kafpbl Ethernet
(«3apaxkeHus»), n oTNpaBNAT MUx MOCTaBLLMKY, B TOM YMCae, Cpefy NpoYero, MHMopMaLmnio o
npowecce ycTaHoBKMW, 0 KoMnbioTepe n/wunmn nnatdopme, Ha KOTOPbIX YCTaHOBJIEHO [porpaMmMHoe
obecneyeHue, a Takxxe UHGopMaumuio 06 onepaumax n GyHKLMOHaAbHOCTK MNporpaMMHOro
obecneyeruns («MHMDopmauns»). MHhopMauma n 3apa)keHns MoryT coaepxaTb AaHHbIe (B TOM Yucne
C/ly4alHO NN HenpeayMbILWIEHHO NOJyYeHHble NepcoHalsibHble faHHble) 0 KoHeYHOM nonb3oBaTtese
Unn Apyrux nosib3oBaTensax KOMMNbTEPa, Ha KOTOPOM yCTaHOoBMEHO MporpaMMHoe obecneyeHune, 1 o
(harnax, NoOparKeHHbIX 3apaKeHnsaMn C COOTBETCTBYOLWMMUN MeTadaHHbIMU.

NHdopMaumio 1 3apaxkeHns MoryT cobupaTb cneaytolme dyHkLMn MporpamMMHoro obecrneyeHuns:

i. DYHKLMSA LiveGrid Reputation System 0TBeYaeT 3a cbop v 0Tnpaeky MocTaBLLIMKY B OHOM
HaMpaBAEHUN X3LLeN, CBA3aHHbIX C 3apa)keHnaMmn. ITa PYHKLMUSA BKOYEHa MPY MCMOJb30BaHUK
CTaHIapPTHLIX NapaMeTpoB MporpaMMHOro obecrneyeHus.

ii. Cnctema obpaTHOM CBA3M LiveGrid 0TBeYaeT 3a cOop 1 oTnpaBky MocTaBLUKy 3apaxKeHui co
CBAI3aHHbIMU MeTafaHHbIMU U VIHopMaLmn. KOHeYHbIn Nosb30BaTelb MOXET akTUBUPOBATb 3TY
(PyHKUMIO B NpoLiecce yCTaHOBKM MporpaMMHoro obecneveHus.

MocTaBLMK 00583yeTCs MCNOJSIb30BaTh NOJyYeHHble 3apakeHns n VIHpopmaLnio TONbKO NS aHanu3a
N NCCNefoBaHNS 3apa)keHuin, ynydweHns NMporpaMMHoro obecneyveHns 1 yCoBepLUIEHCTBOBAHNS
NPOBEPKM MOAJIMHHOCTU JINLEH3MW, @ TaKXKe NPUHATb HEOOX0AMMbIE Mepbl MPEeA0CTOPOXHOCTM MO
COXPaHEHUIO KOHMAeHUMaNbHOCTU NHpopMaLuum 1 3apa)keHnin. AKTUBUPYS 3TY PYHKLUMIO
MporpammHoro obecneyeHns, Bbl cornawaeTech Ha 0TNpaBKy 3apakeHuin n ViHgopmaunm
MocTaBLUMKY, @ TaKXe faeTe eMy HeobXo4MMoe paspeLleHmne, peryampyemMoe CoOOTBeTCTBYOLWLMMM
NpaBoOBbIMU HOPMaMu, Ha 06paboTKy nonyvyeHHon MHhopMauun. JaHHYO PYHKLMIO MOXHO
OTKJII04UTL B SOOI MOMEHT.

Ona uenen HacTosAwero CornaweHuns Heobxoanmo cobupaTtb, 0bpabaTbiBaTb U XpaHUTb AaHHbIE,
nossosisowme MNocrtasWwmky naeHTMnUMpoBaTb Bac B COOTBETCTBUM C JOKYMEHTOM [lonnTuka
KOH(MaeHUmManbHOCTN. HacToAawmM Bl nogTeepxpaeTe, 4To [oCTaBLWMK C MOMOLLBI CBOUX CPeacTB
MOXKET MPoBepsThb, NCNosb3yeTe in Bol MporpaMmHoe obecneyeHne B COOTBETCTBMM C NMOJIOXKEHUAMU
HacToswero CornaweHus. Bbl cornawaeTech Ha nepegayy nHgpopmaumm B nporecce obmeHa
AaHHbIMK Mexay MporpaMMHbIM obecrneyeHneM 1 KOMMNbIOTEPHBIMU cCUCTEeMaMK NoCTaBLLMKa UK ero
KOMMepYeCKnX napTHepOB, BXOAALLMX B CETb PacrnpoCTpaHeHns v nogaepxKu MNocraswmka, ¢ Lesblo
obecneyeHns paboTbl N NPOBEPKU BO3MOXKHOCTM MCMOAb30BaHNS MNporpamMMHoro obecnevyeHuns m
3awWwmThl npas MocTaBLMKa.

Mocne 3akntoyeHns atoro CornaweHns MNMoctaBWMK nam nobon N3 ero KOMMepPYeCcKnx NapTHEPOB,
BXOSALLMX B CETb PACNpoOCTpaHeHns 1 noaaepxku MNocTtasLimka, nosy4yaT NpaBo nepefasaTh,
obpabaTbiBaTb 1 XPaHUTb Ba)KHbIE AaHHbIE, MO3BOAAOLWNE NOAEHTU(MUNPOBATL Bally NMYHOCTL, B
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Lenax onaathl U UCNONHEeHUs HacToswero CornalleHuns, a Takxxe 419 OTNPaBKM yBeAOMJIEHUIA Ha
Baw komnbloTep.

CBeneHUs 0 KOH(UOEHUUANBHOCTH, 3aLLUTE NepPCOHaNbHbIX AaHHbIX U Balmx npaBax Kak
CyObeKTa nepcoHasnbHbIX AaHHbLIX NpuBeaeHbl B MonanTuke KOHUOEHLUANBHOCTH, KOTOpas
AOCTYNHa Ha Beb-caiTe MocTaBLLMKA, a TaKXKe HENOCPEACTBEHHO B Npouecce YCTAaHOBKM.
Bbl TaKXXKe MOXXeTe OTKPbITb ee U3 cnpasku NMporpaMMHoro obecnevyeHus.

5. Ucnonb3oBaHue npaB KoHe4yHoOro nonb3oBatens. [[paBa KoOHe4yHOro rnosib3oBatens
HeobxoAMMO NCnonb30BaTb JIMYHO, MO0 UX MOTYT MCNOJIb30BaTh Balwm COTpyAHUKW. Bbl nMeeTe
npaBo Ha NCMNONb30BaHMe MporpaMMHOro obecneyeHns TONbKO A4 3aLUNTbl CBOMX AENCTBMIA U
KOMMbIOTEPOB U KOMMbIOTEPHbLIX CUCTEM, Ha KOTOpble NpuobpeTeHa JInueHsus.

6. OrpaHu4yeHunsa npas. He pa3peluaeTcs KONMpoBaTb, pacnpocTpaHATh MporpaMmmHoe obecneyeHue,
N3BJIEKATb €ro KOMMNOHEHTLI U CO34aBaTb NPOM3BOAHbIE PaboThl Ha ero ocHoBe. MNpu NCNoNbL30BaHUK
MporpammHoro obecneyveHuns Bol 0683aHbl COON0AaTE NEPEYNCTIEHHbIE fafiee OrpaHNYeHNs.

a) Bbl MOXXeTe co34aTb OfHY pe3epBHYto Konuio MporpamMMHoro obecneyeHns Ha HocuTene
MOCTOSAHHOrO XPaHEHWS [aHHbIX MPU YCJIOBUW, YTO 3Ta pe3epBHas KOMWS He YCTAHOBJIEHA U He
NCMOJIb3YeTCs HU Ha KakoM KomnbloTepe. Co3aaHme NobbiX MHbIX KON MporpamMMHOro
obecneyeHuns SBNSETCS HapyLeHneM 3Toro CornalieHus.

b) Bbl HE LOJIXHbI MCMO0/1b30BaTb, U3MEHATb, NEPEBOAUTL UK BOCMPOM3BOAUTL MNporpaMMHoe
obecneyeHne n nepenaBaTh NpaBa Ha UCMonb30BaHMe MporpaMMHoOro obecneyeHns nam Konum
MporpammHoro obecneyeHuns nobbIM cNOCO6OM, OTANYHBLIM OT OMMUCAHHOIO B HACTOSLLEM
CornatueHun.

c) Bbl He 0OMKHbI NpodaBaThb, NepefaBaTbh Ha YCNOBUAX Cy6ﬂI/ILI,EH3I/II/I, CAaBaTb B apeHAy nin
nepefasaTb BO BpeMeHHOe nosb3oBaHue MporpammMmHoe obecneyeHne, a TakXe UCNONb30BaTh
lMporpamMmHoe obecneyeHne ons npengocTtaBaeHnNda KOMMeEPYECKNX ycnyr.

d) 3anpeLlaeTcsa BCKPbIBaTb TEXHOIOMUIO, EKOMNUANPOBATL WK pa3bupaTtb Koa MporpaMMHOro
obecrneyeHuns 1 UHLIMK CrNocobamm MbITaTbCA NONYYUThL UCXOAHLIA Kog MporpaMmHoro obecneyeHus
32 UCKJIIDYEHMEM TOro0, B YeM AaHHOE OrpaHnyeHne NPoTUBOPEYNUT AENCTBYOLLEMY
3aKOHOJATeNbCTBY.

e) Bbl cornaluaeTeck Mcnonb30BaTh MporpaMmmHoe obecrneyeHmne TobKO Crnocobom,
COOTBETCTBYIOLLIMM BCEM AEWCTBYIOLLVMM 3aKOHOAATEbHbIM HOPMaM CTPaHbl, B KOTOPON
ncnonb3yetcs MporpammHoe obecneyeHne, B TOM YCIE NPUMEHUMbIM OFPaHUYEHNAM OTHOCUTENBLHO
aBTOPCKOro npasa, APYrux NpaB Ha MHTeNNEKTYyaNbHY0 CODCTBEHHOCTb U Tak Aasee.

f) Bbl cornalaeTecb Ucnonb3oBaTh [MporpamMmmHoe obecneyeHne n ero QyHKLUN TObKO CNOCOBOM,
KOTOPbIA He OrpaHnYMBaeT BO3MOXHOCTY OCTYNa K 3TUM ycsiyram gpyrux KoHeyHblx
nonb3oBaTenein. MNocTaBwmMK oCTaBaseT 3a cobon NpaBo OrpaHNyYnTb 06bLEM yCayr,
npenocTaB/sSeMblX OTAENbHbIM KOHEYHbIM Monb3oBaTensaM, 41obsl obecneynTb NCNOb30BaHME YCAyT
MaKCMMabHO BO3MOXXHbLIM Y1CI0M KOHEYHbIX Nonb3oBaTenen. OrpaHnyeHne obbema ycnyr 4oKHO
TaKXe 03Ha4vaTb MOJIHOE NPeKpaLleHne BO3MOXXHOCTI NCM0b30BaTb 0OYI0 U3 (hyHKLNIA
MporpammHoro obecneyeHus, a Takxxe yganeHune [daHHbIX 1 MHOOPMaLMK Ha cepBepax MocTaBLIMKa
NN CTOPOHHMX CepBepax, 0THOCALLMUXCA K onpefeneHHon yHKumm MNporpaMMHoro obecneyeHus.

g) Bbl 0653yeTech He NpeanpuHUMaTh AeNCTBUNA, CBA3aHHbIX C MCNOJIb30BaHWEM JIMLIEH3MOHHOIO
KJt0Ya, KOTOPbIe MPOTMBOPEYaT YCN0BUAM HacTosLero CornalleHns unm NpuBoasT K
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npenocTaBieHnto JIMLEH3NOHHOMO KJtoYa MLy, He UMetoLLIeMy NpaBa UCMoJib30BaTh MporpaMMHoe
obecneyeHune, Hanpumep nepeaady MCnoJsib30BaHHOIO UJIM HEUCMO/Ib30BAHHOI O JINLIEH3VOHHOMO
K/tova B Nitoboit hopMe, a Tak)Ke HeCaHKLIMOHMPOBAHHOE BOCNPOU3BEAEHWE UK PAaCcnpoCTPaHeHNe
Ay6MPOBaHHBIX UM CrEHEPUPOBAHHbIX JIMLEH3VOHHBIX KJIKOYEN Wy MCrosib3oBaHme MporpaMMHOro
obecneyeHuns c NomoLLbto JINLIEH3MOHHOMO KJto4a, NOy4YeHHOro He oT MoCTaBLKKa.

7. ABTOpCKOe npaBo. [porpaMmHoe obecneyeHne n BCe NpaBa Ha Hero, B TOM 4ucie, cpeaun
npo4yero, NpaBo CO6CTBEHHOCTY M NpaBa Ha 00bEKTbI MHTENNEKTYalbHOM COBCTBEHHOCTH,
npuHagnexaT KoMnaHum ESET n/unn ee nuueH3napam. TN NpaBa 3almeHbl MeXayHapoaHbIMU
COrnaleHnaMmn n BCEMM NPOYNMN NPUMEHNMbIMUN 3aKOHOAATESIbHLIMM HOPMaMK CTPaHbl, B KOTOPOM
ncnonb3yetcs MporpammHoe obecneyvyeHune. BHyTpeHHAS CTPYKTypa, yCTPONCTBO M KoL
MporpaMMHoro obecneyeHns ABASIOTCA LEHHON KOMMEPYECKOWN TalHON U KOHDUAEHLNATbHON
NHopMaLmen, NpMHagNeXawmMmm KoMnaHum ESET n/unun ee nuueH3snapam. 3anpellaeTcs
KonunposaTb MporpamMmHoe obecrneyeHne Kpome cay4yaeBs, ONMCaHHbIX B CTaTbe 6(a). Jltobbie konuu,
KOTOpbIE pa3peLleHo co3aaTb B COOTBETCTBUN C CornalleHnem, oMKHbI COAepPXaTb OPUrMHaJIbHbIE
OTMETKM 0 3alMTe aBTOPCKMUX MpaB 1 Apyrve yBeaoMAEHUS 0 NpaBax UHTENNEKTYaNbHON
CcobCTBEHHOCTU, KOTOPbIE MPUCYTCTBYIOT B CaMoM [MporpaMMHom obecneyveHunn. Ecnm Bl BCKpbiBaeTe
TEXHOJIOrnto, AekoMnuanpyeTe, pa3brpaeTe NCXOAHLIN KO MporpaMMHOro obecneyeHns nam NHbIM
cnocobom nNbiTaeTecb NONYYNUTb UCXOAHBIN KOA MporpaMMHoro obecne4yeHmns B HapyLleHne
nonoxeHwi atoro CornaweHus, nobaa nonyyeHHas Takum 06pa3om MHGOPMaLINSA aBTOMATUYECKM 1
6e30roBOpPOYHO A0JIKHA CHMTATLCA Nognexallen nepefaye MoCTaBLNKY U NpUHAANEXaLen emy
NMOMIHOCTbIO C MOMEHTA CO3[aHMA BHE 3aBUCUMOCTU OT npaBs [oCTaBLUMKa B OTHOLLEHUN HapyLUEeHNS
storo CornatueHus.

8. CoxpaHeHue npaB. HacToawwmm MNocTaBLmMK coxpaHaeT 3a cobon Bce npasa Ha lMporpammHoe
obecneyeHne, 3a NCKIIOYEHNEM MpaB, SBHO NpeaoCcTaBAeHHbIX BaM Kak KoHe4YHOMY Monb30BaTeNto
MporpaMMHoro obecneyeHns B COOTBETCTBMM C YCAOBUAMU HacTosuero CornalleHus.

9. HeCK0/1bKO A3bIKOBbIX BEPCUM, NPOrpaMMHoOe obecneyeHue Ha HOCUTENAX ABYX TUNOB,
HeCKOoJIbKO Konuu. Ecan MNporpammHoe obecnevyeHme nogaepXxnBaeT HECKObKO MNAaThopM nam
A3bIKOB UAN €C/in Bbl MONYYNAN HECKONbKO 3K3EeMMIAPOB NPOrpaMMHOro obecneyeHns, paspeLllaeTcs
1NCcnosb3oBaThb MNporpaMmHoe obecneyeHne TOIbKO Ha TOM KOJINYECTBE KOMMbIOTEPOB U B TEX
BEPCUAX, Ha KoTopble 6bina npuobpeTeHa JnueH3ns. 3anpeLLlaeTcs NpogaBaTh, NepefaBaTh Ha
ycnosuax cybnuueHsumn, coaBaTh B apeHay, nepegaBaTb BO BPEMEHHOE UM NOCTOAHHOE
NoSib30BaHWe BepCcum nnam konum MporpamMmHoro obecneyeHns, KOTOPbIE HE MCMOJb3YOTCA Bamu.

10. MOMEHT BCTYNNEHUA B CUAY U NpekpalieHne pencteusa CornaweHuns. Hactosuee
CornaweHune BCTyNaeT B 3aKOHHYIO CUJY C AHSA, Korga Bbl cornacnnunce € ero ycioBuaMin. 3aBepLunTb
nfenctene CornaweHns MoXHO B Nt060n MOMEHT, HeobpaTMMO yaanunBe, pa3pyLUNB UM BEPHYB 3a
cBou cyeT lMporpamMmmHoe obecneyeHne, Bce pe3epBHble KOMuK 1 Ntobble 0THOCALLMECS K HEMY
MaTepuasbl, NnpefocTassieHHble [ToCTaBLWMKOM NN OOHUM U3 ero KOMMepYeCcKunx napTHepos. Bawe
npaBo Ha Ncnonb3oBaHue MNMporpaMMHoro obecneyeHms 1 NOObIX ero PyHKLMA MOXeT
PeryimpoBaTbCA NOJIMTUKOWN B OTHOLLEHWMW OKOHYaHUS CPOKa Ciybbl. [locne HacTynneHus aathl
OKOHYaHWS CpoKa CNy>Kbbl, KOTOPas YCTaHAB/IMBAETCS NOJIMTUKON B OTHOLLEHNN OKOHYaHNS CPOKa
cnyx6bl ans MporpamMmmHoro obecneyeHns nam Kakon-nnbo n3 ero PyHKLMUN, Balle NpaBo Ha
ncnosib3oBaHme NporpaMmMHoro obecnevyeHmsa npekpaTuTcsa. HezaBncmmo oT cnocoba npekpalleHns
pencteusa storo CornaweHns nonoxeHus ctaten 7, 8, 11, 13, 19 n 21 octaoTCca 4ENCTBUTENbHBIMA
6e3 orpaHu4yeHuns no BpemMeHwu.

11. TAPAHTUU KOHEYHOTIO MOJIb3OBATEJA. BbICTYNAA B KAHECTBE KOHEYHOIO
MOJIb30BATEJA, Bbl MOATBEPXXAAETE CBOKO OCBEAOMJIEHHOCTb B TOM, YTO MPOIrPAMMHOE
OBECIMEYEHWE MOCTABNAETCA HA YCJTIOBUAX «KAK ECTb» BE3 KAKUX-JINBO MNPAMbBIX AJTA
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BMEHEHHbIX TAPAHTUI IFOBOr0 TUMA, HACKOJIbKO 3TO NMO3BONAT COOTBETCTBYIOLUME
3AKOHOOATEJIbHbIE HOPMbI. HW MOCTABLLWK, H EFO MAPTHEPbI, BbICTYMNAIOLLUME B KAYECTBE
JIMUEH3WAPOB TN AGOUJIMPOBAHHbIX J1NL, HA MPABOOBJIAOATENIN HE OENAKOT HUKAKUX
3AABNEHWIA N HE NPELOCTABASIOT HUKAKWX NPAMBIX I BMEHEHHBIX OBA3ATENIbCTB WA
FAPAHTWIA, B YACTHOCTW TAPAHTU MPOAAX WJIA TAPAHTUIA NMPUTOLHOCTW AN1d
OMPEJLEJIEHHOI O NCMOJIb30BAHMSA, A TAKXKE FAPAHTUIA TOTO, YTO 3TO NPOrPAMMHOE
OBECIMEYEHWNE HE HAPYLLAET HUKAKNX NMATEHTOB, ABTOPCKIWX MPAB, NMPAB HA TOBAPHbIE 3HAKU
W OPYTNX NMPAB TPETbUX WL, MOCTABLLUNK W JTKOBLIE APYTUE INLA HE TAPAHTWPYIOT, 4YTO
OYHKLUWW MPOrPAMMHOIO OBECMEYEHNA BYAYT COOTBETCTBOBATb BALLMM TPEBOBAHUAM WA
4YTO NMPOrPAMMHOE OBECMNEYEHWE BYOET PABOTATb BE3 CBOEB N OLUNBOK. PUCK PN BbIBOPE
MPOrPAMMHOIO OBECMNEYEHWA ON1A OOCTUXEHUA HYXKHBIX PE3YJIbTATOB, A TAKXKE MPW
YCTAHOBKE, NCMOJIb30BAHWW N NOJNTYHEHWW PE3YJIbTATOB, KOTOPbIX Bbl BYOETE OOCTUIATb C
MOMOLLbKO 3TOI0 NPOrPAMMHOIO OBECMNEYEHUA, NEXIT HA BAC.

12. OTKa3 oT apyrux obssarenbcTB. HacTosiwee CornalweHne He NpeaycMaTpMBaeT HUKAKNX
obs3aTenbCcTB And NocTaBLmnKa 1 ero JNLEH3MapoB 3a UCKJIIYEHNEM TeX, KOTOpble N3/10)KEHbI B
HacToswem CornawieHuu,

13. OTPAHUYEHUWE OTBETCTBEHHOCTW. B TOW CTEMEHW, B KOTOPOW 3TO PA3PELLEEHO
MPUMEHUMbBIM 3AKOHOOATEJIbCTBOM, HU MNMPN KAKNX OBCTOATEJIbCTBAX MOCTABLLWK, EFO
COTPYOAHUKW W NNUEH3WAPBI HE HECYT OTBETCTBEHHOCTW 3A KAKYIO-JINBO YMNYLWEHHYHO
MPUBbIJTb, BBIPYYKY, NMPOOAXW, OAHHBIE WX PACXObl HA 3AKYMNKY B3AUMO3AMEHAEMbIX
TOBAPOB W YCNYT, NOBPEXXAEHWE UMYLLECTBA, TEJIECHBIE MOBPEXXAEHWNA, MPUOCTAHOBKY
PABOThI, MOTEPKO KOMMEPYECKOW NHOOPMALIW WA 3A KAKUE-JINBEO ®AKTUYECKWE, MPAMBIE,
HEMNPAMBbIE, MOBOYHbIE, 3DKOHOMNYECKNE, KOMNEHCUPYEMBIE, LUTPA®HbLIE, KOCBEHHbIE WJ1WA
MPEACKA3YEMbBIE KOCBEHHbBIE YEbITKW, HAHECEHHBIE B PE3YJIbTATE BbIMNMOJIHEHAA
COMNALLERHWA, TPAXOAHCKOI O NMPABOHAPYLUEHNA W HEBPEXHOCTW, HESABUCAMO OT
MPUYNHBLI N BUOA OTBETCTBEHHOCTW, BO3HUKAIOLLWE B PE3YJIbTATE YCTAHOBKW,
NCMNOJIb30BAHWA W OTCYTCTBUA BO3MOXHOCTW NCIMOJIb30BAHNA MPOIrPAMMHOIO
OBECMEYEHNA, OAXE ECJTI NOCTABLUMK, EIO JIMLEH3WAPBI W ADDPUJTIMPOBAHHbBIE JTLIA
OCBEAOMJIEHBI O BO3MOXHOCTW BO3HUKHOBEHWA TAKOIO YLLEPBA. NMOCKOJIbKY
3AKOHOOATEJIbCTBO HEKOTOPbLIX CTPAH 1 OTAEJIbHbIE 3AKOHbI HE PASPELLAKOT UCKJTKOYATb
TAKYKO OTBETCTBEHHOCTb, HO NO3BONAKOT OMPAHNYUBATD EE, B TAKX CITYHASAX
OTBETCTBEHHOCTb MOCTABLLUWKA, EFO COTPYAHWKOB, JINLEH3WAPOB W AODUNJTMPOBAHHbIX
NL, OTPAHUYNBAETCS CYMMOW, BbIMJTAYEHHOI BAMI 3A JIMLIEH3WIO.

14. Hn ofiHO 13 NonoXeHui HacToswuero CornalleHns He 3aTparmBaeT 3aKOHHbIE NpaBa toboi
CTOPOHbI, BbICTYMAOLLEN B KAYECTBE NOTPEOUTENS, flaXKe eCv OHW MPOTUBOPEYaT TakuM npaBam.

15. TexHu4eckana noapepixka. ESET an npmBaeyYeHHble KoMNaHmnen ESET TpeTbn nnua
NpPenoCcTaBNAOT TEXHNUYECKYIO NOAAEPXKKY N0 COBCTBEHHOMY YCMOTPeHMO 6e3 Kakux-nnmbo rapaHTum
nnn 3aaBneHni. Mocne HacTynaeHns OaTbhl OKOHYaHUSA CpoKa CyXbbl, KOTOpas ycTaHaBAMBaeTCA
nonntmkon OCC ansa MNporpamMmmHoro obecnevyeHns nam Kakon-nmbo n3 ero GyHKLMN, TeXHMYecKas
noagep)xKa NpefocTaBnaTbCs He byaeT. KOHeYHbIN nofb3oBaTesb 00653aH CO34aTb Pe3epPBHYIO
KOMWIO BCEX CYLLECTBYOLWMNX AaHHbIX, MPOrpaMMHOro obecneyvyeHns nam NnporpaMMHbIX CPeacTs,
npexae 4yeMm 06paTUTbLCA 3@ TEXHNYECKON NOAAEP)KKOWN. ESET 1 (MNK) TpeTbU NnLa, NPUBNEYEHHbIE
ESET, He MOTYT NPUHATbL Ha ceba OTBETCTBEHHOCTb 3a NOBPEXAEHME UM NOTEPIO AaHHbIX,
cobCTBEHHOCTN, MporpaMMHoro obecneyveHns nnm obopyaoBaHNS, a TakxKe 3a YNyLLeHHY0 nNpubblnb,
KOTOpble CBSA3aHbl C NPefoCTaB/IEHNEM TEXHUYECKON NOAAEPXKKW. ESET 1 (MnKn) npusievyeHHble ESET
TPeTbU NnLLa OCTaBAAOT 32 OO0 NPaBO NPUHATL PELLEHME O TOM, YTO YCTPAHUTb KOHKPETHYIO
npobsemMy HEBO3MOXXHO B paMKax TEXHUYECKON NoAAEp XKW, ESET oCTaBAsET 3a cobon npaso
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0TKa3aTb B NPeOCTaBIEHNN TEXHNYECKOW NOAAEePXKKN, MPUOCTAaHOBUTL AN NPEKPATUTL ee
OKa3aHue no ceoemy cobCcTBeHHOMY ycMoTpeHuto. CBefeHus 0 anueH3nmn, Hhopmaunsa n gpyrue
[aHHble B COOTBETCTBMU C MONUTUKON KOHPUAEHUMANBHOCTM MOrYT noTpeboBaTbCa Ans
npefocTaBeHNs TEXHUYECKON MNOALEPKKM.

16. Mepepava nuueHsuu. MporpammHoe obecneyeHre MOXXeT BbiTb MepeHeceHo C 0AHOro
KOMMblOTEPA Ha APYrOi, €C/IM 3TO He NMPOTUBOPEYNT YCI0BMAM HacToswero CornaweHus. Ecnm aTo
He NpoTMBOPEYMT ycnoBusiM CornalleHuns, KoHeYHbI Nosib30BaTeslb MOXXET TOJIbKO NMePMaHEHTHO
nepeaathb JIMLEH3UIO 1 BCE NpaBa Mo HacTosAlleMy CornaleHuto apyroMmy KOHe4YHOMY MoJsib30BaTeso
c cornacusa MocTaBlurKa, ecnv cobnoaanTcs caeayolmne ycnosus: (i) y nepsoro KoHeyHoro
MoJIb30BaTENS HE OCTAETCS HUKAKUX 3K3eMnsipoB MporpaMMHoro obecneveHus; (i) nepenaya npas
[0J1)KHa ObITb HEMOCPEACTBEHHOW, T. €. 0T MCXOAHOr0 KOHEYHOr 0 M0JIb30BaTENSt K HOBOMY; (iii) HOBBbIA
KOoHeYHbI NoNb30BaTE b A0JKEH NPUHSATL BCE NMpaBa 1 0653aTeNbCTBa UCXOAHOr0 KOHEYHOro
nosib30BaTens no HacTosweMy CornalleHunto; (iv) UCXOAHbI KOHeYHbI No/ib30BaTe b AO/IKEH
npefocTaBUTb HOBOMY KOHEYHOMY Mosb30BaTeN0 JOKYMEHTALMIO, MO3BOSIOLLYIO NPOBEPUTL
NOAJIMHHOCTL MporpaMMHoOro obecneyeHns B COOTBETCTBUM CO CTaTben 17.

17. MpoBepka nognuHHocTu MporpaMmMHoro obecneyeHunsa. KoHeYHbI Nob30BaTENb MOXET
NPOAEMOHCTPUPOBATL HAaIMYME ¥ HEro NpaB Ha UCNoJib30oBaHMe MNporpaMMHOro obecnevyeHms ogHUM
13 cnepyowmx cnocobos: (i) C NOMOLbIO JIMLLEH3NOHHOIO cCepTUdmMKaTa, BbiAaHHOMO MOCTaBLLNKOM
Wnu TPeTbUM NINLLOM, KOTOPOEe Ha3HayeHo [MocTaBLMKOM; (i) MTMCbMEHHbIM JINLEeH3UOHHbLIM
COrfalleHneM, ecnm TakoBoe 6bISI0 3aKIYEHO; (i) MyTeM NpefoCTaBeHUS OTNPaBAEHHOr0
MocTaBLMKOM COOBLLEHNSA 3N1EKTPOHHON MOYTbl, B KOTOPOM COAEP)KATCA CBEAEHUSA O MNLEH3UN (MMS
noJsib3oBaTens n naponb). CBefeHnsa o INLEH3UN N NAEHTU(MUKALMOHHbIE AaHHble KOHeYHOoro
Nnofb30BaTeNs B COOTBETCTBUN C MOANTUKON KOHPUAEHUNANBHOCTM MOrYT noTpeboBaTbCs ANs
NPOBEPKM MNOANMHHOCTIN NporpaMMHoro obecnevyeHus.

18. MpepocTaBsieHne NMUEH3UM OpraHam BnacTtu u npasutenbcTBy CLUA. [TporpamMmHoe
obecneyeHne bygeT npefoCTaBNE€HO OpraHaM BAacTW, B TOM 4ucie npasutensCctey CoeanHEHHbIX
LLTaToB AMepukn, B COOTBETCTBUN C NMPaBaMn N OrpaHNYeHnAaMI, ONMUCAaHHBLIMWU B HACTOALLEM
CornatueHun.

19. CoOTBETCTBME HOPMaM PeryJiMpoBaHUs BHELLHEW TOProBu.

a) Bbl He 6yaeTe NpAMO AN KOCBEHHO 3KCMOPTUPOBATb, PEIKCMOPTUPOBATbL, MepeaaBaTb UM UHbIM
obpa3om npenoctaBnATh MporpamMmHoe obecnedveHne komy-nnbo, a Takxe He byaeTe MCNONbL30BaTh
ero Kakum-nnbo obpasom nnbo MMeTb OTHOLLEHNE K KaKMM-TMO0 OeNCTBMAM, B pe3ysibTaTe Yero
KOMMaHWs ESET WM ee XONANHIOBblE KOMMNaHWK, ee (uanaibl, QUInanbl €e X0NANHIOBbIX KOMMaHWMN,
npoymne cybbeKThI, Hax0AALWMECA MNOA YNPaBJEHNEM e€ XONANHIOBbIX KOMMaHMWI
(«AcbdbunnnpoBaHHbIE NNLL@»), MOXET CTaTb HapyLUTeNeM 3aKOHO4aTeIbCTBA MO PEryMPOBaHMIO
BHELUHen TOproan nnbo Nosly4nmTb HEeraTMBHbIE MOCNEACTBMSA B CBSA3U C €ro NpuMeHeHnem. K
3aKOHOLATeNbCTBY MO PEryVPOBAHNI0 BHELLHEN TOProBAN OTHOCKTCS:

i. lloboe 3aKoHOAATENIbCTBO, KOTOPOE NpefHa3Ha4YeHo ANs peryanpoBaHuns, orpaHuyeHnsa nim
BBEAEHMNS IMLLEH3MOHHbIX TpeboBaHUIM B chepe 3KCnopTa, PeaKCnopTa uan nepefayv TOBapos.,
nporpaMMHOro obecneyeHns, TEXHONOMUA, YCYT U KOTOPOe NPUHUMaeTCa NobbiMu
NpPaBUTENIbCTBEHHbLIMUW, FOCYAAPCTBEHHBLIMU AN PErynaTUBHbIMU opradHamn CoeanHeHHbIx LWTaTos
Amepukun, CnHranypa, BennkobputaHun, EBponeickoro Coto3a nam noboro BXoasLWwero B Hero
rocynapcCTBa, a Takxe filobon CTpaHbl, B KOTOPOW OJKHbI BbIMONHATHCA 0053aTeNbCTBa COrnacHoO
HacToswemy CornalleHnio Uan B KOTOPOW 3aperncTpmupoBaHa nMbo AenCcTByeT KoMMnaHus ESET nau
Kakune-nnbo ee AdphnnmpoBaHHble 11ua
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ii. Jlobble 3KOHOMMYeCKMe, (PUHAHCOBbIE, TOProOBblE Y MPOYMEe CaHKL MK, OrpaHnYeHns, smbapro,
3anpeTbl Ha UMMNOPT WK 3KCNOPT, 3aNpeThbl Ha NepeBo AeHEXHbIX CPeCTB UM aKTUBOB 160 Ha
NpenoCTaB/IEHNE YCAYT, @ TaKXXe IKBNBAJIEHTHbIE MEPbI, KOTOPbIE BBOAATCS B AENCTBME N0ObIMM
NpPaBUTENbCTBEHHbLIMUY, TOCYAaPCTBEHHBLIMU UK PErynaTUBHbIMU opraHammn CoegnHeHHbIx LLTaToB
Amepuku, CnHranypa, BennkobputaHum, EBponenckoro Coto3za unm nioboro Bxogsulero B Hero
rocynapcCTBa, a Takxe filobon CTpaHbl, B KOTOPOW AOJKHbI BbIMOAHATHCA 0053aTeNbCTBa COriacHo
HacToswweMmy CornalleHnio Uan B KOTOPOW 3aperncTpmpoBaHa nMbo AenCTBYeT KOMMaHUs ESET nau
Kakue-nmbo ee AqpnampoBaHHble ninLa.

(3akoHoZaTesibHble aKTbl, YIOMSAHYTbIE B MYHKTaX i U ii BblLLE, COBMECTHO MMEHYI0TCA
«3aKoHO4AaTeIbCTBO MO PeryJsiMpoBaHuio BHELLHEN TOProBan».)

b) KomnaHus ESET MMeeT NpaBo NPUOCTAaHOBUTb BbIMOJIHEHME CBOUX 0043aTeNbCTB COrNacHo
HacToAwMM Ycnoeuam nnbo HezameaMTeNbHO NPEKPaTUTL AENCTBME HACTOSALLMX YCNOBUIA B
cnepyowmnx cnyyasx:

i. B cnyyae, ecnm kKomnaHus ESET yCTaHaB/IMBAET, YTO No ee 060CHOBaHHOMY MHeHMIo MNonb3oBaTeNb
HapyLWWI UM MOXET HapyLWNTb NosioxxeHns CTaTby 19 a) HacToAwero CornaleHns.

ii. B cnyyae, ecnv KoHeYHbI nonb3oBaTens U/wnm NporpammHoe obecnevyeHme nonagyT nog
fencTBre 3aKoHo4aTeNIbCTBa N0 PeryanpoBaHuio BHELLIHEN TOProBn, U, Kak pe3ybTaT, KOMNaHUs
ESET yCT@HOBUT, 4TO Mo ee 060CHOBAHHOMY MHEHUIO MPOAO/IKEHNE BbIMOJIHEHNS CBOMX 0053aTeNbCTB
corsiacHo Hactoswemy CornaweHunio MOXKET NPUBECTU K TOMY, YTO KOMMNaHUA ESET nnu ee

A punnpoBaHHble N1L@ MOXET CTaTb HapywmnTeneM 3akoHo4aTeIbCTBa NO pPeryanpoBaHnio
BHELUHeN Toproean nnbo Noayy4nTb HeraTUBHbIE NOCNEACTBUS B CBA3U C €r0 NPUMEHEHMNEM.

c) Hn ogHa 4acTb HacToswero CornaweHna He NnpeaHa3HavYeHa, He MOXKET UHTEPNPETMPOBATLCA NN
NCTONKOBbLIBATLCA TakK, 4T0bbl N0byXAaTb NMb0O 0643bIBaTh N0OYI0 €ro CTOPOHY AENCTBOBATL MK
BO3AEPXKMBATLCA OT AENCTBUN (MK COracMTbLCA AENCTBOBATL UM BO34EPXKUBATLCA OT AENCTBUI)
KaKnM-nmbo o6pa3oM, KOTOPbLIN MPOTUBOPEYUT JIDOOMY NMPpMMEHMMOMY 3aKOHOAATeNbCTBY MO
pPeryvpoBaHUIO BHELLIHEN TOProBan, NpecnenyeTcs unmn 3anpewaeTcs M.

20. YBepoMmneHums. Bce yBeomneHuns, Bo3spaltaemsble MNporpaMmHoe obecrieyeHune 1 JOKyMeHTauus
JI0JKHbI ObITh 1OCTaBNAEHbI MO agpecy: ESET, spol. s r. o., Einsteinova 24, 85101 Bratislava, Slovak Republic,
4TO He orpaHnyYnBaeT nNpaBo ESET coobwaTb Bam o nobbix n3meHeHmax B HacTosAwem CornawieHun,
NOJIMTUKAX KOHDUAEHUNANBHOCTH, MONNTMKE B OTHOLLUEHNN OKOHYaHMS CPOKa CyXObl 1
[OKYMEHTaLUN B COOTBETCTBMM CO CTaTben 22 HacTosAwero CornalieHmns. ESET MOXXET OTNPaBAsATb
Bam nucbma no 371eKTPOHHOM NoYTe U yBeaoMaeHus B NporpaMMHoM obecnedyeHnn, a Takxe
nybankosaTb coobLleHns Ha HawweMm Beb-canTe. Bbl cornalaetech NoayyaTb OPUANYECKM 3HAYMMbIE
Co06LLEeHMS OT KOMMaHWKM ESET B 3IEKTPOHHON hopMe, B TOM Yucie nobbie coobuieHns 06 nuameHeHun
Ycnosuir, CneumanbHbIX YCN0BUIA UK MOANTUK KOHGOUAEHUMANBHOCTK, Ntobble NpeanoXxeHuns n
NPUHATUE YCJIOBUI JOrOBOPOB, NpUrialleHns BeCTu neperoBopbl 0 3aK/l04eHUN LOroBopa,
yBEAOMNEHUSA NN ApYrue pUANYEeCcKn 3Ha4YuMble coobuieHmns. Takne 3NeKTPOoHHbIe CoobLLeHNS
CYMTAKOTCA NOSYYEHHBIMW B MMCbMEHHON (hOpMe, eC/IN TOJIbKO AeNCTBYOLLEE 3aKOHO4ATENbCTBO He
TpebyeT apyroro hopmMaTa KOMMYHUKaLMN.

21. MpuMmeHnMoOe 3aKoHOAaTeNnbCTBO. [laHHoe CornalleHne peryampyeTcs U TONKyeTCs B
COOTBETCTBUM C 3aKOHOAAaTeIbcTBOM CrioBaLkon Pecrnybivku. KOHeYHbIN NoJsib30BaTeNb U
MocTaBLMK COrnacHbl, 4TO NPUHLMMBI KOJIM3NOHHOMO Npasa 1 KoHeeHuus OpraHu3aumm
ObbeanHeHHbIX Haumin 0 oroBopax MeXayHapoLHOW Kynan-npoaaxKu TOBapoB He NPUMEHSAIOTCS.
Bbl iIBHbIM 06pa30M cornallaeTech C TeM, YTO IKCKIIHO3UBHAA IOPUCAUKLMSA MO PeLLEeHUIO StobbIX
CNOPOB 1 BOMPOCOB C MMOCTaBLLMKOM AN OTHOCUTENbHO cnocoba ncnonb3oBaHus MNporpamMMHOro
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obecneyeHns NpuHaaNeXunT OKPY>XHOMY cyay | B BpaTucnase.

22. 06wme nonoxxenus. Ecnm noboe nonoxeHne HacToswero CornalleHns oka3biBaeTcs
HeAeNCTBMTENbHBIM UM HEBLIMOHUMbIM, 3TO HE OTPAXXAeTCs Ha AENCTBUTENbHOCTU OCTasIbHbIX
nonoXeHuin CornallueHns, KoTopble No-npexxHemy byayT NeNCTBUTENbHBIMUA 1 BbIMOAHUMbIMU B
COOTBETCTBUM C YKa3aHHbIMK 34eCb ycnoBuamn. Hactoswee CornalleHne COCTaBNEHO Ha

aHT INIACKOM si3blKe. B ciyyae noAroToBky nepeBofa HacToswero CornaweHns ana ynobctea unm
no60oi MHOWM Lenn nnbo Npu HaMYMmM NobbIX PACXOXAEHUA MEXAY Pa3HbIMU A3bIKOBLIMU BEPCUSIMU
HacTosero CornalleHns npenmyLLecTsom ob6nagaeT BEPCUS Ha aHITMNCKOM A3bIKE.

KomnaHusa ESET ocTaBnsieT 3a cobor npaBo BHOCUTL M3MeHeHus B NporpamMmHoe obecneyeHune n
nepecMaTpuBaTh YCN0BMA HacToswero CornalleHns, NPUIoXKeHn n gONOJIHEHUA K HeMy, MoANTUKK
KOH(unaeHumnansHocTn, Monntnkn OCC n gokyMeHTaunm nnm kakon-nnbo nx 4actu B noboe Bpems
nyTeM 0OHOBJIEHNSA COOTBETCTBYIOLLEr0 AOKYyMeHTa (a) AN oTobparkeHNs N3MEHEHNI B
MporpammHoM obecneyeHumn nnbo B cnocobe oCyLLecTBAEHNA OeATENbHOCTM KOMNaHnen ESET, (6) ans
cobnogeHns HopMaTUBHO-NMPABOBbLIX HOPM KUK U3 coobparkeHnin besonacHocTn nnbo (B) ons
HeZONyLWeHNs HapyLLUeHn AN HaHeceHns Bpeaa. B ciyvae nsmeHeHns Hactoswero CornaweHus
Bbl 6yneTe yBegoMJIEHbl C MOMOLLbIO /IEKTPOHHON MOYThI, YBEAOMJIEHNS B NPUI0XKEHUN UK
APYTMUN 3/IEKTPOHHbIMUK CcpeacTBamMmn. Ecam Bbl He cornacHbl C NpeasiaraeMbiMn N3MEHEHUSIMU K
HacTosAwemy CornaweHunto, Bol MOXeTe pacTOpPrHyTb ero B COOTBETCTBMM CO CTaTben 10 B TeveHme
30 gHen nocne noayvyeHms ysegomaeHnsa 06 nsmeHeHun. Ecnm Bl He pacToprHeTe HacTosLee
CornaweHune B Te4eHme 3TOro CPOKa, NpeasaraeMole n3MeHeHna ByayT cHMTaTbCA MPUHATHIMU U
BCTYNSAT B CUJY B OTHOLIEHUN Bac ¢ gatel nonyvyeHns Bamu ysefgomneHns o6 nsmeHeHmu.

970 nonHoe CornaweHne Mexay MocTaBLWNKOM 1 BaMyn 0THOCUTENBHO MCMO/b30BAHNS
MporpaMMHoro obecneyeHns, KOTOPOe 3aMeHsIET BCe NMpeablayLune 3aBepeHuns, obcyxaeHuns,
rapaHTUM UV yBeAOMJIEHUS WIN PEKNaMHble MaTepuasbl B OTHOLEHUK MporpaMMHOro
obecneyeHus.

AOMOJIHEHUE K COIMALLUEHMIO

OueHka 6e3onacHoOCTH MNOAKNIOYEHHbIX K CeTH YCTpOﬁCTB. B oTHOLLEHWN oueHKKn Be3onacHoOCTH
NOOKJIIO4YEHHbIX K CETU yCTpOIZCTB NMPUMEHATCA cnepyowne OoNOJIHUTENbHbIE MOJIOXKEHUA.

MporpaMmMHoe obecneyeHne oCHaLLEeHo PyHKLMen NpoBepky 6€30NacHOCTN SI0KanbHON ceTu
KoHe4Horo nosib3oBatens n 6€30nacHOCTN YCTPONCTB B HEW, 4S9 KOTopon TpebyoTcs nma
NOKasIbHOW CEeTU 1 CBefleHns 00 yCTPONCTBAXxX B HEW, TakMe Kak NpucyTCcTeme, TUn, nms, IP- 1 MAC-
agpec yCTpoMCTBa B JIOKaNbHOW CETU B CO4ETaHWUU C MH(OpMaLmen o anueH3nmn. K nHpopmaunm
TakXxe oTHocATcs Tun 6e3onacHocTn 6ecnpoBogHON CeTU 1 TUN WnhpoBaHUa B becnpoBogHON ceTu
AN19 MapLIpyTU3aTopoB. Kpome Toro, 3Ta (hyHKLNA MOXET NPefoCTaBiATb CBEAEHUS O HAaNYMK
nporpaMmbl 6€30NacHOCTY 15 3alWMThl YCTPONCTB B JIOKAJIbHON CETMW.

3awmTa oT HenpaBUJIbHOIO UCNOJIb30BaHUA AAHHBLIX. B OTHOWEHNN 3alLNTbl OT HEeNPaBUILHOIO
NCNoJib3oBaHUA AaHHbLIX MPUMEHAIOTCA caeayrwmne JoNoJIHNTEJIbHbIE MOJIOXKEHUA.

MporpammHoe obecneyeHmne BkaoYaeT B ceba hyHKLMIO, NPeAoTBPaLLAIOLLYO MOTEPIO UK
HeHanexallee NCrnonb3oBaHNe BaXKHbIX AaHHbIX B CBA3MN C Kpa)Xker KOMMbloTepa. 3Ta yHKUMA
MporpammHoro obecnevyeHnsa OTKJKYEHa Mo yMoa4aHuo. s ee akTuBaumm 4oJKHa BbiTb co3faHa
Y4yeTHas 3anucb ESET HOME, C MOMOLLIbIO KOTOPOM (PYHKLUMSA akTUBMpPYET cbop AaHHbIX B C/lyYae
KpaXku KomnbloTepa. Ecnun Bel akTuBmpyeTe 3Ty dyHKUMIO MporpaMMmHoro obecnevyeHuns, Bel
cornawaeTtecb co cbopoM 1 oTnNpaBkon MoCTaBLMKY AaHHbIX 006 yKpafeHHOM KOMMbIOTEPE, KOTOpbIe
MOryT BKJI04aTb B cebs faHHblE 0 CETEBOM PACMOI0XKEHNMN KOMMbIOTEPA, AaHHbIE O COAEPXKMMOM,
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KOTOpoe 0TobparkaeTcsa Ha IKpaHe KOMMbIoTepa, flaHHbIe 0 KOH(UIrypauum KoMnbloTepa nim
[laHHble, 3anncaHHble NOLK/IIOYEHHON K KOMMbIoTepy kamepon (fanee — «JlaHHble»). KOHe4YHbIN
nosib30BaTe/lb UMeeT MpPaBo UCMN0Jb30BaTb JaHHbIe, NOJyYEeHHbIE 3TON YHKLNEN 1
npefocCTaBJIeHHble C MOMOLLbIO Y4eTHOW 3anucK ESET HOME, UCKJTIOYUTESIbHO 415 peLleHuns Borpoca C
Kpa)ken komnbtoTepa. VicknioynTensHo B Lenax paboTbl AaHHON (yHKUMKM MocTaBLwmk obpabaTbiBaeT
JaHHble cornacHo MNoanTunke KOHMUAEHUNANBHOCTY 1 COOTBETCTBYIOLLUM NPaBOBbIM HOPMaM.
MocTaBLMK pa3peltaeT KoHe4YHOMY MoJsib30BaTeso NojlyvyaTb AOCTYN K laHHbIM B Te4eHue nepuoaa,
HeobxoOuMoro ons LOCTVXEHUA uenu, Ans Kotopor [aHHble bbin nonyyeHbl. OQHAKO Takow
nepuog He MOXET NpeBblWaTbh CPOK XPaHEHWUS, yKa3aHHbIN B [10IMTUKe KOH(UOEHLNATbHOCTH.
®OYyHKUMA 3aLLMTbl OT HEHaA 1eXaLLero NCnosib30BaHUA AaHHbIX LOJIKHA UCMOJIb30BaTbCH
NCKNIOYNTENBHO C KOMMbIOTEPaMM N YHETHLIMU 3aMnUCAMU, K KOTOPbIM KOHEYHbLIN NoJib30BaTeSlb
MMeeT 3aKOHHbIN focTyn. 060 BCcex cnyyasax ee He3aKOHHOro NCcnonab3oBaHusa bynet coobaTbcs B
KOMMeTeHTHble opraHbl. [locTaBLwunk 0bsa3yeTca cobnogaTe COOTBETCTBYIOLME 3aKOHbI U OKa3blBaTb
cofencTBMEe NPaBOOXPaHUTE/IbHbIM OpraHaM B Cjly4yae HeHaaexallero ncnosib3osaHus. Bol
noATBepXAaeTe U NpU3HaeTe, 4YTO Bbl HECETE OTBETCTBEHHOCTb 3a COXPAHHOCTb Napons Ans
L0CTyna K Y4eTHOW 3anuncy ESET HOME, 1 0653yeTecb He pa3rialaTb CBOW Maposb KakuM Bbl TO HU
Ob110 TPETbUM NnLLaM. KOHeYHbIV Mo/b30BaTeNlb HECET OTBETCTBEHHOCTb 3a /tobble AencTBmA
(paspelLeHHble UK HET), OCyLLeCTBAsSEMbIE C UCMONb30BaHNEM (PYHKLMW 3aWLWThl OT
HeHaaexallero ncnosib30BaHna AaHHbIX U Y4eTHOWN 3anucK ESET HOME. Ecnn YyeTHas 3anuck ESET
HOME B3/10MaHa, c/iefyeT HeMeaneHHo yBeAOMUTb ocTaBlmKa. JonoaHUTeIbHble MON0XEHNUS N0
3aWmMTe OT HEMpaBUIbHOIO UCMOJIb30BaHNA AAaHHbIX MPUMEHSIOTCA UCKNIOYNTENBHO K KOHEYHbIM
MnoNb30BaTeNAM ESET Internet Security U ESET Smart Security Premium.

ESET Secure Data. B OTHOLLEHWM ESET Secure Data MPUMEHSAIOTCA ChefyloLlne AonoNHUTe bHble
NoJIOXKEHNA.

1. OnpepeneHuns. B HaCTOAWMX AONONHUTESIbHbIX MOM0XKEHUAX 019 ESET Secure Data YKa3aHHble HMXe
CN0Ba UMEIOT crieaytoLlne 3Ha4YeHNs.

a) «MiHopmauns»— nobbie CBeAEHUS UK OaHHbIE, 3alN(POBaAHHbIE UM PacLUNGPOBAHHbIE C
NCMNosb30BaHMEM MPOrpaMMHOro obecneyeHuns.

b) «MpoAyKTbI»— NporpamMmMHoe obecrneyeHmne ESET Secure Data M COOTBETCTBYIOLLAN LOKYMEHTALMS,

c) «ESET Secure Data»— nporpaMmHoe obecneyeHne, MCNoab3yemMoe ans WndpoBaHUs 1 paclimdpoBKM
3JIEKTPOHHbIX AaHHBbIX.

Bce ynoMmHaHMa BO MHOXKECTBEHHOM YKCJ1e OTHOCATCS TakXe K eAUHCTBEHHOMY Y1ciy, a Bce
YNOMUHAHNS B MYy)KCKOM POAE TaKXe OTHOCATCS K XXEHCKOMY 1 cpeaHeMy poaam 1 HaobopoT. Cnosa
6e3 onpepeneHunsa cnegyeTt UCNoOJb30BaTb B COOTBETCTBMM C ONpeaeneHnsaMn, NpuBeaeHHbIMA B
CornatueHun.

2. lononHUTeNbHbIE 3aBePEeHNA KOHEYHOr 0 NMoJib3oBaTend. Bol NpusHaeTe 1 NpMHUMaeTe
nepevyncneHHoe ganee.

a) Bbl HeceTe 0TBETCTBEHHOCTb 3a obecrneyeHne 3aWnThl, MOALEPXKKN U Pe3epPBHOM0 KOMMPOBaHMUS
NHMOopMaL UK.

b) Bbl 06513yeTech Co03AaTb MOJIHYIO Pe3ePBHYIO KOMWIO BCE MHGOPMaLIMM 1 AaHHbIX (B TOM Yucne,
cpeawv npoyero, No6oi KPUTUYECKU BaXKHOW MHAOPMALIMK U AaHHBIX) Ha KoMnbloTepe, npexiae Yem
yCTaHaB/AMBaTb NporpamMmMHoe obecrneyeHue ESET Secure Data.
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c) Bbl 06513yeTech xpaHMTb B 6€30MacHOM MecTe BCE Naposiv U Apyrue cBefeHus, KoTopble
TpebytoTca AN HaCTPOWMKM 1 NCNONIb30BAHMA NPOrpaMMbl ESET Secure Data, @ Tak)Xe 06s13yeTech
CO3[aTb Ha OTAENbHOM HOCUTENE [aHHbIX Pe3epBHbIE KOMUW BCEX KOYEN WNGPOBaHMS, KOLOB
NNLEH31K, PaliNoB KIOYEN U APYrUX CO34aBAEMbIX AAHHbIX.

d) Bbl 6epeTe Ha cebst 0TBETCTBEHHOCTb 3a MCMONb30BaHUe MpoayKToB. [OCTaBLUINK HE HeceT
OTBETCTBEHHOCTM 3a Ntobble yObITKY, yliepb nnm npeTeH3nmn, BO3HNKaLLNe B pe3ynbTaTe ntoboro
HeCaHKLMOHMPOBAHHOIO UKW BbINMOJIHEHHOMO MO oWwmnbke WndgpoaHns NMbo paclnpoBKM
NHdopmaumm nam gpyrmx gaHHbIX, BHE 3aBUCUMOCTM OT MeCTa U YC0BUN XpaHEHWS TaKow
NHGOPMaLUN NI APYTUX AAHHBbIX.

e) HeB3upas Ha T0o, 4To MNOCTaBLWMKOM NPUHATLI BCE 060CHOBaHHbIE Mepbl A5 obecneyveHns
LenoCcTHOCTM 1 6e30nacHOCTM NporpaMMbl ESET Secure Data, [poAayKThl (BMECTe WA No 0TAENbHOCTN)
He O0JIKHbI NCN0Nb30BaTbCA B 061aCTaAX, TpebyoWwmnx MakCMMaabHON 0TKa30yCTONYNBOCTY NN
ABNAOLMXCA NOTEHUMANBHO ONACHbIMK, B TOM YMC/e, Cpean Npoyero, Ha aTOMHbIX
3/IEKTPOCTAHUMAX, B CUCTEMAX a3pOHaBUraLUnn, CUCTEMAX YNPaBIEHNA N KOMMYHUKaLIMA, CUCTEMaX
060pPOHHO-NMPOMBILLNEHHOIO KOMMJIEKCA, @ TaK)Xe B CUCTEMaX NOAAEPKKMN XKN3HEOEATENIbHOCTYN U
MeOULMHCKOro MOHUTOPWHTa.

f) Bbl 06513yeTech yA0CTOBEPUTLCS, YTO 0becneynBaeMsblii NPoAyKTaMun ypoBeHb 6e3onacHoCTY U
LWNPOBAHNSA COOTBETCTBYET Bawwum TpeboBaHMAM.

g) Bbl HeceTe OTBETCTBEHHOCTb 3a UCMNOJIb30BaHMe Bamu MpoayKToB (BMeCTe Mam rno oTAeSIbHOCTK), B
TOM Yucne, cpegm npoyero, Bol 0643yeTech yA0CTOBEPUTLCS, YTO TaKOe MCMOJIb30BaHNe
OCYLLECTBNAETCA B paMKax OENCTBYIOWEro 3aKoHoAaTebCTBA U HOPMATUBHO-NPABOBbIX aKTOB
CnoBaukon Pecnyb6amku nnn gpyroro rocyaapCTtsa, permoHa nav wraTa, B KOTOPOM UCMNOJb3yeTCs
MpoaykT. Mepen ntobbiM nCNonb3oBaHmeM MPoayKTOB Bbl 4O/KHBI YAOCTOBEPUTLCS, YTO Takoe
NCMOJIb30BaHNE He HapyLlaeT Kaknx-nmbo npaBUTENbCTBEHHBIX 3aMPEeTOB (Ha TeppuTopun
CnoBaukon Pecnybnamkun nnm gpyroro rocyaapcTaa).

h) nporpamma ESET Secure Data MOXXET BpeMs OT BpeMeHM o0bpallaTbCa K cepBepaM lNocTaBLUMKa B
Lensx yTOMHeHUs CBeAeHW O IMLLEH3MW, @ TaKXe [J19 NPOBEPKM Ha Hannyne NcnpasiaeHnin, NakeTos
06HOBNEHUI N NPOYMX OOHOBNEHWIA, KOTOPbLIE MOIYT UCMOb30BaTLCA ONSA YAYHLIEHNS, NOALEPKKN,
N3MEHEHNS NN YCOBEPLLUEHCTBOBaHMA paboTbl NporpamMMbl ESET Secure Data. [lporpamma MoxeT
0TnpaBnaTb obuime cBefeHNs 0 KOMMbOTEpPE, CBA3aHHbIe C paboTon NporpaMMbl B COOTBETCTBMUM C
[OKYMeHTOM [oNnTnkKa KOHpMAeHUNaIbHOCTH.

i) MocTaBLLMK HEe HECeT OTBETCTBEHHOCTU 3a Kakmne-nnbo ybbITKK, yuiep6, 3aTpaThl UK NPETEH3NN,
BO3HMKaloLWMe B pe3ybTaTe NOTEPU, KpaXkn, HEHaAeXXaLllero UCNob30BaHUs, NOBPEXAEHNS UK
YHUYTOXXEHNS Maposieil, MHHOPMaLIMM O HACTPOINKE, KJIIOYEN LWNGPOBAHNS, KOAOB aKTMBaLUN
NNLLEH3MN 1 APYTUX AaHHbIX, KOTopble 6blay Co34aHbl UM COXPaHEeHbl B MPOLLEeCCe NCNoJb30BaHNA
nporpamMMHoro obecneyeHus.

[ononHNTEeNbHbIE NONOXXEHNA AN ESET Secure Data NPUMEHATCA NCKTIOYNTENIBHO B OTHOLLEHWN
KOHEYHbIX MoJib30BaTeNen Nporpammbl ESET Smart Security Premium.

Password Manager [IporpaMmMmHoe obecneyeHue. B 0THOLLIEHUN NPOrpaMMbl Password Manager
NPUMEHATCA cneaytowmne AoONOJIHNTENbHbIE MOMOXKEHNA!

1. lononHuTeNbHbIE 3aBepeHNs KOHEYHOr O NoJsib3oBaTend. Bbl mpu3sHaeTe n NnpuHNMaeTe
nepevyncsieHHoe ganee.
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a) NPUMeHATb NporpamMmmy Password Manager A1 UCNOJIb30BaHUA KaKMUX-NNMBO KPUTUYECKUN BaXKHbIX
NPUSIOXKEHWU, OT KOTOPbIX 3aBUCUT YesloBeYeCKas XMU3Hb UM UMYLLECTBO. Bbl MOHUMaeTe, 4To
nporpamMmma Password Manager He NpefHa3Ha4yeHa A5 Takux uesien, 4To B Takux cyydasx cbon B
paboTe NporpaMMbl MOXXET NPUBECTU K CMEPTU WM TPaBMUPOBAHUIO YeN0BEKa U MOXeT
MPUYMHUTB Cepbe3HbIN yulepb nMyLLecTBy uan okpyxXatLen cpefe n 4To MocTaBLMK He HeceT
OTBETCTBEHHOCTU 3a Takue NocaencTBuA.

MPOrPAMMA PASSWORD MANAGER HE PACCHUTAHA, HE NMPEAHA3SHAYEHA N HE MPEOOCTABJIAETCA
HA MPABAX JIMLIEH3WW )19 NCMNOJIb30OBAHUA B OMACHbIX CPEJAX, TPEBYIOLLUNX HAJTNYNSA
OTKA30YCTOMNYNBO CUCTEMbI YNPABJIEHWS, B TOM YCIE, CPEAM NPOYErO, N4
NCMNOJIb30BAHNA B CUCTEMAX MPOEKTUPOBAHUA, CTPOUTEJIbCTBA, OBCJTY KUBAHUSA NN
PABOTbI ATOMHbIX 9/IEKTPOCTAHLIAIA, CUCTEMAX ASPOHABUT ALY WA KOMMYHUKALINRA,
ASPOAVNCNETHEPCKUX CNYXXKBAX, A TAKXXE B CUCTEMAX NOAAEPXXKWN XKUSHEOEATEJIbHOCTU U
CNCTEMAX OBOPOHHO-MPOMbILLJTEHHOI O KOMIMJTIEKCA. NMOCTABLUMK HAMPAMYHO
OTKA3bIBAETCA OT KAKWX Bbl TO HW Bbl1O ABHO BbIPAXKEHHbBIX W1 NOAPA3YMEBAEMbIX
FTAPAHTWW B OTHOLLUEHWW NMPUrOAHOCTI NPOOYKTOB 015 TAKUX LENEN;

b) icnonb3oBaTb Nporpammy Password Manager TakMM COCOOOM, KOTOPbI HapyLlaeT yC0BuUA
HacToswero CornaweHus, 3akoHbl CnoBaukon Pecnybnnkm nnum 3akoHbl Bawwew opucamkuun. B
4aCTHOCTMW, 3aMpeLLeHo 1CMNoJb30BaTb NPOrpaMMy Password Manager /151 COBEPLUEHNS HE3aKOHHbIX
LEeNCTBUA NN COAENCTBUS UM, B TOM YMC/Ie BbIrpy>XaTb AaHHble BPeLOHOCHOr0 COOEPXXUMOro Uiu
COAEPXXUMOro, KOTOPOE MOXKET MCMO/b30BaTbCA A8 HE3AKOHHbLIX AENCTBUN NN KakuM Bbl TO HK
66110 06pa3oM HapyLlaeT 3aKOH 1AW NpaBa Kakon-nnmbo TpeTben CTOPOHLI (B TOM Yncie Kakue-nnbo
npaBa Ha 00bEKTbI UHTENNEKTYaNbHON COBCTBEHHOCTM), B TOM YUCe, Cpeamn npoYvero, 3anpeLeHo
OCYLLEeCTBAATb Kakue 6bl TO HX Bb110 NOMNBITKU NOJyYeHUs OCTYNa K Y4eTHbIM 3anmcaM XpaHunuLia
(B HACTOALWLMX OOMONHUTENbHBIX YCNOBUAX A5 MPOrpaMMbl Password Manager TEPMUH «XpaHUANLLE»
03Ha4aeT NPOCTPAHCTBO XPaHEHUS AaHHbIX NO4 ynpasneHueM MNocTaBLLMKa U TPeTben CTOPOHbI,
He aBnsoLwenca MNocTaBLMKOM WK NOb30BaTEIEM, KOTOPOE NCMONb3YeTCs B Liesisax
CUHXPOHU3ALMN N PE3EPBHOI0 KOMMPOBAHMUS NMOJIb30BaTENbCKMUX AaHHbIX) 60 K Nt06bIM y4eTHbIM
3anncam Uny AaHHbIM ApYyrux nosib3oBaTtesien NporpaMmbl Password Manager an XpaHuauwa. B
cnyvae HapyLleHus Bamun kaknx-nmbo n3 ykasaHHbIX N0a0XeHU MocTaBLuK nMeeT nNpaBo
He3amMel/NTesIbHO pacTOPrHyThb HacToswee CornaweHre n NpeabasuTb Bam cyeT Ha onnaTty CyMMbl
NMoHeceHHOoro yulepba, a Takxe NPUHATbL BCe He0bX0aMMbIe Mepbl, 4TOObI MPeaoTBPaTUTb
LanbHenwee NCcnonb3oBaHne Bamm nporpamMmbl Password Manager 6€3 BO3MOXHOCTMW BO3MELLEHNS
pPacxono0B.

2. OTPAHNYEHWE OTBETCTBEHHOCTW. NMPOIPAMMA PASSWORD MANAGER MPEAOCTABJIAETCA HA
YCNOBUW «KAK ECTb». HUKAKUE ABHO BbIPAXKEHHbBIE NI MPEANOJIAIAEMBIE TAPAHTUW HE
NPELOCTABNAIOTCS. Bbl MPUHUMAETE HA CEBSl BECb PUCK, CBA3AHHBI C NCMOJIb30BAHNEM
MPOrPAMMBI. MPON3BOAWNTEJIb HE HECET OTBETCTBEHHOCTW 3A MOTEPKO OAHHbIX, YBbITKN,
OrPAHWYEHWE OOCTYMNHOCTW YCAYT, B TOM YXACIE B OTHOWEHUWN KAKUX-JTNBO OAHHbIX,
OTNPABJISEMbIX MPOrPAMMOW PASSWORD MANAGER B APEC BHELLIHEIO XPAHW/IALLIA B LLEENSAX
CNHXPOHU3ALNN N PESEPBHOIO KOMWPOBAHUA JAHHbBIX. LUW®POBAHWNE OAHHbBIX C MOMOLLBIO
MPOIrPAMMbI PASSWORD MANAGER HE MPEAMOJIATAET, YTO MOCTABLUWK HECET KAKYHO Bbl TO HI
bblJ10 OTBETCTBEHHOCTb 3A BE3OMACHOCTb TAKUX OAHHbBIX. Bbl MPAMO COINALLAETECH, 4YTO
JAHHBIE, MOJTIYHAEMBIE, NCMOJIb3YEMbIE, LUN®PYEMbIE, COXPAHAEMBIE, CUHXPOHN3NPYEMBbIE
W OTNPABJIAEMBIE C MOMOLLIO NMPOIPAMMbl PASSWORD MANAGER, MOT'YT TAK)XXE XPAHUTbCA
HA CTOPOHHUX CEPBEPAX (3TO KACAETCA TOJIbKO TEX CJIYHAEB UCMNOJIb30BAHUA MPOIPAMMBI
PASSWORD MANAGER, KOI' 1A BKJTKOYEHbI CJTY>KBbl CUHXPOHU3ALWN N PESEPBHOIO
KOMWPOBAHWNA). ECNN MOCTABLLUWK MO CBOEMY COBCTBEHHOMY YCMOTPEHWIO PELLAET
NCNOJIb30BATb TAKOE CTOPOHHEE XPAHWJIMLLE, BEG-CAWNT, BEB-MOPTAJ1, CEPBEP UJIN CNTY)KBY,
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MOCTABLUWNK HE HECET OTBETCTBEHHOCTW 3A KAYECTBO, BE3OMNACHOCTb W OOCTYMHOCTb
TAKOW CTOPOHHEW CNY>KBbl. KPOME TOIO, MOCTABLLWK HW B KOE MEPE HE HECET MNEPE[ BAMU
OTBETCTBEHHOCTW 3A KAKOE-/INE0 HAPYLLEHWE TPETBLE CTOPOHOIA AOr OBOPHbIX MK
FOPUONYECKUX OBA3ATENLCTB, WJIN 3A YLWEPB, YIYLWWEHHYIO BbIrOAY, MATEPUAJIbHBLIE VJTA
HEMATEPWAJIbHBIE YBbITKW, N 3A APYTVE YBEbITKW JTKOBOIO XAPAKTEPA, NMOHECEHHbIE
BCNEOCTBUE NCMNOJIb3OBAHUA NMPOIPAMMBI. MOCTABLUWK HE HECET OTBETCTBEHHOCTW 3A
COLEPXKMMOE KAKUX bbl TO HW BbIJ1IO JAHHbBIX, MOJTYHAEMbIX, NCIMOJIb3YEMbIX, LUN®PYEMBIX,
COXPAHAEMbIX, CUHXPOHU3WNPYEMbIX TN OTMNPABJIAEMbIX C UCIMTOJIb3OBAHWEM MPOIPAMMBI
PASSWORD MANAGER NI XPAHWUJTALLIA. Bbl MPU3HAETE, YTO NOCTABLUWK HE UMEET AOCTYNA K
COOEPXKMMOMY COXPAHEHHBIX OAHHbIX, A TAK)XXE HE HECET OTBETCTBEHHOCTW 3A
MOHWUTOPUHI TAKUX OAHHbBIX I HE UMEET BO3MOXHOCTW OCYLLECTBAATL TAKO MOHUTOPWUHI
JINBO YOANATb HE3AKOHHOE WJT ONACHOE COOEPXXVMOE.

MocTaBLLMKY NpUHaAexaT BCe NpaBa Ha yay4yweHus, 06HOBIEHUS U UCMIPaBieHUs NPorpamMmsl
Password MANAGER (fanee — «YnyyleHus»), faxke ecan Takme YnydlweHns Co34aloTcsa Ha OCHOBaHUK
Baluunx 0T3bIBOB, Aen Uan NpennoXXeHnin, npefocTas/ieHHbIx B ntobon gopme. Y Bac HeT npasa Ha
KaKylo-n1mbo KOMMNeHcaLmio, B TOM YMUCe Ha POSIATU, B CBA3M C TaKUMK YAy4LIEHUSMU.

KOMNAHUWN N TNLEH3WAPBI MOCTABLLUWKA HE HECYT NMEPEL BAMW OTBETCTBEHHOCTW B CBA3W C
KAKUMW Bbl TO HW BblJTO MPETEH3NAMN U OBA3ATEJIbCTBAMU, TAK TN NHAYE
BO3HUKAKOLWWMW BCAEACTBUE NN B OTHOLLUEHWN MCNOJIb3OBAHNA BAMW W TPETbMN
CTOPOHAMW MPOIPAMMbI PASSWORD MANAGER, NCIOJIb30BAHNA UJTN HEUCMNOJIb30OBAHUA
KAKOW-NINBEO EPOKEPCKOI ®UPMbI (ST ATEHTA) WA NPOOAXKW (WX NMPUOBPETEHNS) KAKUX-
JINBO LUEHHbBIX BYMAT', BHE 3ABUCUMOCTW OT TOIo, HA YEM OCHOBAHbI TAKWE MPETEH3UN,
bYb TO FOPUOANYECKUE HOPMbI WA MPUHLIWTMBI CNPABEAJINBOCTN.

KOMMAHWUW W TULIEH3WAPBI MOCTABLLIVNKA HE HECYT NMEPE[ BAMW OTBETCTBEHHOCTW 3A KAKUE-
JINBO W BCE MPAMbIE, HEMPEJAHAMEPEHHbIE, ®AKTUYECKWUE, KOCBEHHbIE W MPELCKA3YEMbIE
KOCBEHHbIE YBbITKW, BO3HUKAKLWME BCNEACTBUE AW B OTHOLLEHWW NCNOJ/Ib30BAHUS
KAKOTIO-IMBO CTOPOHHEIO NMPOrPAMMHOIO OBECIMEYEHWNS, KAKUX-TUEO OAHHBIX, AOCTYN K
KOTOPbBIM BblJ1 MOJIYYEH C NMOMOLLbIO MPOrPAMMbI PASSWORD MANAGER, ICMOJIb30OBAHUS U
HEBO3MOYXHOCTW MCNONb30BAHMNSA BAMU NPOIrPAMMbIl PASSWORD MANAGER (MM TTIOJTYYEHUS
JOCTYMNA K HE) NN KAKUX-TTMBO OAHHBIX, MPEAOCTABNAEMbIX C NMOMOLLIO NPOrPAMMBI
PASSWORD MANAGER, BHE 3ABUCVMOCTIW OT TOIr0, HA YEM OCHOBAHbI TAKVE CBA3AHHBIE C
MOHECEHHbLIM YLWEPEOM MPETEH3UW, BYAb TO FOPUONYECKWE HOPMbI MW MPUHLWNGI
CMPABEIIMBOCTW. K YLWEPBY, UCKNHOYAEMOMY HACTOALLMM NOJIOXEHWEM, CPELN NPOYErO,
OTHOCUTCSH NOTEPA JEJIOBbIX BO3MOXXHOCTEW, ®U3NYECKNN U MATEPUAJIbHBIN YLLEPE,
NMPUOCTAHOBKA XO3AWCTBEHHOW OEATEJLHOCTIW, NOTEPA AEJOBOI UIN NNYHOW
NH®OPMALIUW. B HEKOTOPbBIX FOPUCOUKLUMAX 3ANPELLLEEHO OrPAHUYEHWE OTBETCTBEHHOCTM 3A
NPUYUNHEHWE HENPEOHAMEPEHHbBIX WU NMPEACKA3YEMbIX KOCBEHHbIX YBbITKOB, MO3TOMY
HACTOSLLEE OrPAHUYEHWUE MOXXET HE PACTMPOCTPAHATLCHA HA BAC. B TAKOM CJTYYAE
OTBETCTBEHHOCTb NMOCTABLLUMKA OrPAHUYNBAETCA MUHVUMAJIbHBIM OB bEMOM,
MPEQYCMOTPEHHbIM OEACTBYHOLLWM 3AKOHOOATENLCTBOM.

NWHOOPMALNA, NMPEOOCTABNAEMASA C NCMOJIb3OBAHWNEM MPOIPAMMbI PASSWORD MANAGER, B
TOM YUCIE BUPXXEBBIE CBOOKW, OAHHBIE AHAJIN3A, NHOOPMALINA O COCTOAHUN PbIHKA,
HOBOCTW N ®UHAHCOBBIE MOKA3ATEJIA, MOXXET MPELOCTABJIATLCA C 3ALEPKKOWN,
COLEPXATb HETOYHOCTW, OLUWNBKW NN MPONYCKW, NP 3TOM KOMNAHUN U TMLEH3WAPHI
MOCTABLUMNKA HE HECYT OTBETCTBEHHOCTW B CBA3W C 3TUM. MOCTABLUNK MOXXET NUSMEHATb
W YOANATb NNOBLIE ACMEKTbBI AT ®YHKUWW MPOIPAMMbI PASSWORD MANAGER, A TAKXKE
MOXXET B JIOBOE BPEMA BE3 MPEABAPUTEJIbHOI O YBEJOMJIEHUA NCMNOJIb3OBATb B NMPOIPAMME
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PASSWORD MANAGER BCE WJIW JNKOBBIE ®YHKUWIWN WA TEXHOJIOT UNA.

ECJIN NONOXXEHNS HACTOSLLIEFO PA3LENA NO KAKOW-NINBO NPUYNHE YTPAYMBAIOT CBOIO
FOPUONYECKYIO CAJTY A ECITA NOCTABLUUK NMPU3HAH OTBETCTBEHHbBIM 3A HAHECEHWE
YLLIEPBA, YELITKOB U T. [I. B PAMKAX JEACTBYIOLLErO 3AKOHOATE/IbCTBA, CTOPOHbI

COT NALLAKOTCS, YTO OTBETCTBEHHOCTb MOCTABLLUWKA NEPE BAMW OFPAHUYNBAETCS OBLLEN
CYMMOW, YNJIAYEHHOW BAMWN B KAYECTBE JINLIEH3VIOHHOIO CBOPA.

Bbl COIrNMALLAETECb TAPAHTUPOBATb HEOBXOAMMBIE BbIMJIATHI 1 OBECMNEYUTL NMPABOBYHO
SALINTY, C TEM HYTOBbI OFPAANTb NOCTABLUVKA, EFO COTPYAHWUKOB, JO4YEPHWUE KOMMAHWW,
CBA3AHHbIE CYBBEKTbI, MAPTHEPOB MO BOMNPOCAM PEEPEHANHIA N B APYT X OBJTIACTAX OT
KAKWX Bbl TO H/ BbIJTIO W BCEX NPETEH3UIA TPETbWX CTOPOH (B TOM YWUCJIE BJIALOENbLIEB
YCTPOWCTBA U NALL, Ybl NMPABA 3ATPATMBAKOT OAHHBIE, UCMOJIb3YEMbIE B MPOrPAMME
PASSWORD MANAGER V1N B XPAHWJINLLIE) N OBA3ATEJIbCTB NEPEA HUMU, A TAKXKE OT YLLEPBA,
YBbITKOB, 3ATPAT, BbIMJIAT 1 PACXOO0B, KOTOPbIE TAKUE CTOPOHbI MOT'YT MNMOHECTW B
PE3YJIbTATE UCIMOJIb30BAHWA BAMI MPOIPAMMbI PASSWORD MANAGER.

3. [laHHble B nporpamMme Password Manager. ECin fpyroe He npefyCMOTPEHO 1 NPSAMO He YKa3aHo
Bamu, BCe faHHble, BBOANMbIE BaMun 1 coxpaHseMble B 6a3e faHHbIX NporpaMmbl Password Manager,
COXpaHATCA B 3alWIN(POBaHHOM BUAE Ha BalweM KoMnblOTepe Uan Ha ApYyroM yka3saHHOM Bamu
YCTPONCTBE XpaHEHUS. Bbl MOHMMaeTe, 4TO B CyYae yaaneHnsa uim nospexaeHns 6asbl gaHHbIX
NnB0o MHbIX (hansIoB NPOrpamMmsbl Password Manager BCE COAEPXKALLMECS B HUX OaHHble ByayT
6e3B03BpaTHO NOTEPSAHLI. Bbl TakXXe NoOHMMaeTe 1 NpuHUMaeTe Ha cebs puck Takon notepu. ToT
(hakT, 4TO Balum nepcoHasbHble AaHHbIE XPAHATCA Ha KOMMNbIOTEpPEe B 3alUMPPOBAHHOM BUIe, He
O3Hay4aeT, 4YTO MHopMaLma He MOXeT BbITb MOXMLLEHa AN HeHaexalmMm obpa3oM Mcnosib3oBaHa
KEM-TO, Y KOro eCTb OCHOBHOW NapoJib UM JOCTYN K OrnpefesiseMoMy noJjib30BaTesieM YyCTPONCTBY
aKTUBaummn, ons Toro 41obbl OTKPbLITL 6a3y AaHHbIX. Bbl HECETe 0TBETCTBEHHOCTL 3a obecneyeHne
6e30nacHOCTM BCeX CNOCOBOB MoNyYeHUs AocTyna.

4. Mepefaya NepCcoHabHbIX AaHHbIX MOCTABLLMKY Uan B XpaHwuauuie. Mo Bawemy xenaHuio
NCKNIOYNTENBHO B LIENSX CBOEBPEMEHHOI0 BbIMOHEHUS CUHXPOHMU3ALIMM U PE3EPBHOI0 KOMUPOBAHNS
LaHHbIX NporpamMmma Password Manager nepefaeT WAK OTNpaBAseT NepcoHaNbHble faHHble 13 6a3bl
LaHHbIX NPOrpamMmbl Password Manager — B 4aCTHOCTU, Mapon, y4eTHble faHHble, cBeAeHns 06
y4YeTHbIX 3anncsax n yaooCTOBEPeHNsaX — nocpeacTBoM NHTepHeTa B XpaHuauwe. [JaHHble
nepenaTCcs UCKIIOYUTENBHO B 3alndpoBaHHOM Bue. icnosb3oBaHne nporpamMmbl Password
Manager 419 3anosHeHns Beb-(hopM C NOMOLLLIO Maposien, YHeTHbIX UM UHbIX AaHHbIX MOXeT
TpeboBaTb OTNPaBKM HEOOXOAMMbIX CBEAEeHUN No UHTepHeTY Ha yKa3aHHbIN Bamn Beb-canT. Takas
nepegaya AaHHbIX He UHULUMPYETCS NporpamMmmon Password Manager, 1, CTas10 BbITb, [OCTaBLUNK He
MOXXEeT HeCTW OTBETCTBEHHOCTb 3a 6€30NacHOCTb Takoro B3avMOAENCTBUS C KakUM Bbl TO HY ObI10
Beb-canToM, NnoAaepXMBaeMbiM pa3nyHbIMK NocTaBWwmukamu. Jliobble TpaH3akuuy,
ocyLlecTB/iseMble C NOMOLLbI0 MHTepHeTa, BHe 3aBUCMMOCTM OT TOro, UCNOJIb3yeTCa Un He
MCNONb3yeTCs NporpamMmma Password Manager, OCYLLECTBASIOTCA No BalweMy e AMHONNYHOMY
yCMOTpeHuto, 1 Bbl 6epeTe Ha cebs BeCb PUCK M BCIO OTBETCTBEHHOCTb 3@ Kakow Bbl TO HUK ObINO
ywepb, cBszaHHbIA C paboTon KOMNbIOTEPa WK NOTepen faHHbIX B pe3ysibTaTe 3arpys3ku u/nam
NCMoJIb30BaHNS Kaknx-n1bo nogobHbIX MaTepuanos nam ycnyr. Y1obbl MUHUMU3NPOBATL PUCK
noTepy BaXKHbIX AaHHbIX, [MOCTaBLUMK peKkoOMeHAYyeT KJNeHTaM BpeMs OT BPEMEHM BbIMOHATb
pe3epBHOe KonunposaHue 6a3bl AaHHbIX U ApYrux annos, COAepXKaLLMX KOHPUAeHUNaNbHY0
MH(OPMALIMIO, HA BHELLHME YyCTPONCTBA. MNoCTaBLLMK He MeeT BO3MOXHOCTM Kakum-nnbo cnocobom
noMo4b BaM BOCCTAHOBMTbL MOTEPSHHbIE WY MOBPEXAEHHbIE AaHHble. Ecan MocTaBwmk
nNpenoCcTaBnseT yC/yrn pe3epBHOro KONUMPOBaHUA Aas HanioB Nosib30BaTebCKOW 6a3bl LaHHbIX B
Cny4ae noBpeXxAeHUs Uan yaaneHns anios Ha KOMNbIOTepe Nonb30BaTeNs, Takme ycayru
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pe3epBHOro KonnmpoeBaHMa NpPenoCTaBJIAOTCA 6e3 Kakomn-nnbo rapaHTn n He JaldT OCHOBaHUA
nosiaraTb, 4TO [NoCTaBLWNK HeceT KaKylo Obl TO HM ObII0 OTBETCTBEHHOCTb nepen Bamu.

Ncnonb3ys nporpammy Password Manager, Bbl cOrnallaeTech, YTO NporpaMma MOXXeT Bpems OT
BpemMeHn obpallaTbCs K cepBepaM MoCTaBLMKA B LeNSX YTOYHEHUSA CBEAEHWI O JIMLLEH3MM, @ TaKXe
N5 MPOBEPKN Ha HaJIMYne NCNpaBaeHUI, NakeToB 0OHOBNEHWI N NPOYNX 0OHOBNEHUI, KOTOPbIE
MOryT MCMNO0JIb30BaTbCs ANS YAYYLIEHNSA, NOAAEPKKMN, NU3BMEHEHUSA NN YCOBEPLUEHCTBOBaHNS PaboThl
nporpammebl Password Manager. [fporpamMmmHoe obecrneyeHmne MoXXeT 0TNpaBaAaTb 0bLme cBeaeHNs 0
KOMMbOTEPE, CBA3aHHbIE C paboToN NporpaMMbl Password Manager B COOTBETCTBUN C JOKYMEHTOM
MonnTrka KOHMNAEHUNANBHOCTHN.

5. CBeAEHMUS N MHCTPYKLMM Mo yaaneHuio. Jltobyto nHgopMaLmnio, KoTopyto Bbl XoTuTe nonyynTs U3
6a3bl JaHHbIX, HE0OX0AMMO 3KCMOPTUPOBATL, NPEXAE YEM YAANATb NPOrpaMmMy Password Manager.

HononHnTenbHbIe NON0XKEHUA N8 NPOrpaMmbl Password Manager MPUMEHSAI0TCH UCKIIOYNTENIbHO B
OTHOLUEHUW KOHEYHbIX Mosb30BaTeNemn nporpamMmbl ESET Smart Security Premium.

ESET LiveGuard. B 0THOLWIEHWN ESET LiveGuard NPUMEHSAIOTCS Caeaytoline 4oNoNHUTEbHbIE
NOJNI0XKEHWUS.

MporpaMMHoe obecrneyeHne CoaepXuT MYHKLMIO AOMOJHUTENBHOrO aHain3a (alnos,
oTnpaBneHHbIX KOHEeYHbIM Nonb3oBaTeneM. MoCcTaBLLUMK AOJIKEH NCMO/b30BaThb (halibl,
oTnpasneHHble KOHeYHbIM NOJIb30BaTENIEM, U Pe3ybTaTbl aHaNN3a UCKOYNTENIBHO B COOTBETCTBUM
¢ NonuTukKon KOHPUAEHUNANBHOCTM U COOTBETCTBYIOLWUMI MPaBOBLIMKA HOPMaMMU.

LononHnTeNbHbIE NONOXXEHNA O ESET LiveGuard NMPUMEHATCA NCKTOYNTEJIbHO B OTHOLLUEHUNN
KOHEYHbIX Mob30BaTesien NporpamMmbl ESET Smart Security Premium.

EULAID: EULA-PRODUCT-LG-EHSW; 3537.0

NonnTuka KOH(PUAEHUUANILHOCTHU

KomnaHus ESET, spol. s r. 0., 3aperncTpupoBaHHas no agpecy Einsteinova 24, 851 01 Bratislava, Slovak
Republic, BHECEHHas B peecTp OpUANYeCcKnX 1L, OKPY>XHOro cyna | B bpaTtucnase, pasaen Sro, 3anunch
3586/B, perncTpaLyMoHHbIn HoMep npeanpuaTtusa 31333532, Kak KOHTPOJiep AaHHbIX (fanee — «ESET»
nnn «Mel») yoenset ocoboe BHMMaHMe 3aLLmTe NepcoHasbHbIX AaHHbIX. Mbl cTpemumcs cobnogaTb
TpeboBaHMa K NPO3pavyHOCTU, yCTaHaBAuBaeMble O6wmM pernameHToM EC No 3aumTe faHHbIX
(GDPR). NMo3TOMy Mbl nybnnkyem 3Ty MOANTUKY KOHPMAEHLNANBHOCTW, NCKJIYNTENBHO YTOObI
yBeOOMUTb K/IMEHTA, KOTOPLIN SBNSeTCA CyObekTOM faHHbIX (fanee — «KOHEYHbIN Nob30BaTe by
nnn «Bbl»), 0 CnefyoWmMX acnekTax 3alnTbl MepCoHaNbHbIX AaHHbIX:

lMpaBoBble OCHOBaHUA O14 06pa6OTKVI NnepCoHaJbHbIX AaHHbIX.

Mepenaya AaHHbIX TPETLUM ANLLAM U KOHPUAEHLNANBHOCT.

3aWnTa OaHHbIX.

Balwm npaBa Kak cybbekTa AaHHbIX.

O6paboTKa NepcoHasibHbIX AAaHHbIX.

KoHTaKTHaa nHgopmauus.
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MNpaBoBble OCHOBAHUA ANA 00pabOTKM NnepCcoHaNbHbIX
BaHHbIX

Y Hac ecTb NLWb HECKONbKO MPaBOBbIX OCHOBAaHUIA Anst 06paboTKM AaHHbIX, KOTOpble Mbl
NCMOJIb3yeM B COOTBETCTBMM C 3aKOHOAATEsIbHbIMU TPeboBaHNAMU, NPefYyCMOTPEHHbLIMY 3aLLNTON
NINYHBIX AaHHbIX. ESET 06pabaTbiBaeT NepcoHasibHble AaHHbIe rNaBHbIM 06pa3oM Aas Toro, 4Tobsbl
BbIMNOJIHUTb JIMLIEH3MOHHOE cornallerne («JIMLeH3noHHoe corlalleHne») ¢ KoHeYHbIM
nosib3oBaTeneM (CTaTbs 6 (1) (b) GDPR), KOTOPOE NPUMEHSAETCS NPU NPeaocTaBNeHUn MpoayKToB 1
Cny>x6 ESET, ecnun nNpsiMo He YKa3aHHO NHOe, Hanpumep:

* 3aKOHHbIE UHTEPEChl — 3TO NPaBOBOE OCHOBaHMeE (CTaTbA 6 (1) (f) GDPR) ans 06paboTKM AaHHbIX O
TOM, KaK HallW KJIMEHTbI NCMONb3YIOT Hawwm Cnyx0bbl U HACKONbKO OHW UMK YAOBIETBOPEHbLI. ITO
NO3BOJISET HAaM MNOCTOSAHHO MOBbLILWATL YPOBEHb 6€30NaCHOCTY 1 NOAAEPXKKN 4SS HALLMX
noJsib30BaTeNen n yny4ywaTb NpefocTaB/iseMble NPOAYKTLI U yCAyru. B npuMeHnMom
3aKOHO4ATesIbCTBE JaXKe peKsiama Npu3HaeTCs 3aKOHHbIM MHTEepecoM, No3ToMy, Kak npasunno, Mol
PYKOBOACTBYEMCS 3TUM MPU OCYLLECTBIEHNUN MAaPKETUHIOBON KOMMYHUKAUMW C KIIMEHTaMU.

* Cornacue (cTaTbsa 6 (1) (a) GDPR), KOTOpoe Mbl MOXXeM 3anpocuTb Yy Bac B 0cobbix cuTyaumsx,
Korga Mbl cyMTaeM 3TO NpaBOBOE OCHOBaHME Hanbonee NoaxoaaLWmMM Nan ecim 3To Heobxoanmo
Mo 3aKOHYy.

» CobnopeHne npaBoBbix 0693aTeNbCTB (CTaThbs 6 (1) (c) GDPR), HanpuMmep TpeboBaHWi B
OTHOLUEHWW 31IEKTPOHHOWN NEPENNCKM N XPaHEHNS JOKYMEHTOB, CBSI3aHHbIX C BbICTaBJIEHNEM
CYETOB WJIN HAKNAOHbIX.

NMepepaya paHHbLIX TPETbLUM NULAM U KOHCbMﬂ,eHLI,MaﬂbHOCTb

Mbl He nepepaeM Balwun gaHHble TpeTbuM Nuuam. OgHako ESET — 3To KOMMaHUA, BeayLlas
LeATenbHOCTh B rnobanbHbix MacwTabax Yyepes ceTb pacnpocTpaHeHuns, 06cayxmBaHma u
noaaepXKun, KOTopas COCTOUT U3 apPnaMpoBaHHbLIX KOMAAHWUA 1 NAapTHEPOB. B Lenax BbINOAHEHUS
JIVLUEH3MOoHHOro corsialleHuns, HanpuMmep 44 nNpefocTaBaeHns ycayr nam nognepXxku, Mol Mo)xem
0bMeHnBaTbLCS C ahPMAMPOBAHHBIMI KOMMAHUAMN U NapTHEPaMU NHGOPMaLIMEN O NLIEH3MSAX,
onsiaTe n TexXHMYeCcKon noaaepxke, Kotopyto obpabaTbiBaeT KOMNaHMs ESET.

KomnaHus ESET obpabaTbiBaeT AaHHbIe NPenMyLLEeCTBEHHO B CTpaHax EBponenckoro Coto3a (EC).
OfZHaKo B 3aBNCMMOCTM OT Baliero MecToHaxoXXaeHns (Mpy NCnoab30BaHNN HaLWMX NPOAYKTOB U/nuan
cnyxb6 3a npegenamn EC) n/nnm BoibpaHHON Bamum cnyxbbl HaM MOXKeT NoHagobuTbLCA nepefaTb
Baww faHHble B CTpaHy 3a npegenamu EC. Hanpumep, Mbl NCMO/Ib3yeM CTOPOHHME CyXObl
00J1a4HbIX BbIYUCAEHMIA. B Taknx cinyvyasax Mbl TWaTebHO BbiOpaeM NOCTaBLLMKOB TakMX CNYX0 1
obecneymBaeM HafsieXallnin YPOBEHb 3aLLUNThl AaHHbIX C MOMOLLbIO LOrOBOPHbIX, @ TaKXe
TEXHUYECKMX 1 OPraHM3aunoHHbIX Mep. Kak npaBnfio, Mbl MPUMeEHSeM CTaHAAPTHbIE 4OrOBOPHbIE
ycnosus, gencteytowme B EC. Mpu Heo6X0aMMOCTM OHM MOTYT AOMOJHATLCA APYTMMM YCAOBUSAMN.

B HekoTopbIx CTpaHax 3a npeaenamm EC, Taknx Kak BennkobputaHua u LLiBenuapus, CONnoCcTaBUMbIN
YPOBEHb 3alUNThI AaHHbIX Y>Xe onpejenieH 3akoHodaTen,cTsom EC. B cBA3M € 3TMM Nepedaya
JaHHbIX B 3TN CTPaHbl He TpebyeT cneunansHOro pa3peLleHns Uan cornalleHums.

3awmuTa AaHHbIX

ESET NpoBOAUT COOTBETCTBYOLLMNE TEXHNYECKUE N OPraHU3aLUUOHHbIE MEPONPUATUSA, 4TObbI
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rapaHTMPOBaTb YPOBEeHb 6€30MacHOCTM COrnacHO BO3MOXXHbLIM PUCKaM. Mbl Npunaraem Bce ycunus,
4T0bbI 06EecneyYnTb HEMPEPbIBHYIO KOHDUAEHUMNANBHOCTb, LIENOCTHOCTb, AOCTYMHOCTb U HAAEXHOCTb
obpabaTbiBatowmx cnyxb n cuctem. OgHaKo ecnm Npon3ongeT yTevyka AaHHbIX, KoTopas byneT
yrpoXaTb Balumm npaBam 1 cBo60aaM, Mbl rOTOBbI YBEOMUTbL 06 3TOM HaA30PHbIE OPraHbl, a TakXe
3aTPOHYThIX KOHEYHBIX NOJIb30BaTesNe KakK CyObeKTOB AaHHbIX.

MpaBa cyObekTa AaHHbIX

MpaBa KaXxaoro KoHe4YyHoro nonb30BaTeNs BaXkHbl, N03TOMY Mbl xoTenn 6bl pacckasaTb Bam o
npaBax, KOTopble ESET rapaHTMpyeT BCeM KOHEeYHbIM MoJib30BaTeNiM He3aBUCUMO OT TOrO,
HaxoAAaTCa NN OHK B cTpaHax EC nnm HeT. 3Tn npaBa onucaHbl HXe. YTobbl BOCN0b30BaTbCA
CBOVMMM NpaBaMu cybbekTa AaHHbIX, Bbl MoXeTe 06paTnTbCsa K Ham Yyepes hopMy A5 CBSA3M CO
Ccnyxbon noaaep>XXKn Uam rno agpecy 3J1eKTPOHHON NoYThl dpo@eset.sk. B uensx ngeHTnhukaumnm
npocum Bac npefocTaBnTb CaedyoWwyo NHGHOPMaLMIO: UMS, aapec 3NeKTPOHHOM MNOYTbI U
JINLLEH3NOHHBIN KNK0Y (eCan eCTb) AN HOMEpP KMEHTa U Ha3BaHWe KOMMNaHUKW. He oTnpasnanTte
Lpyrne nepcoHasnbHble AaHHble, Takne Kak gaTta poxaeHus. YTobbl paccmoTpeTh Bawe obpalyeHue,
a TakXXe B Lenax naeHtudukaunmn Mol obpaboTaem Bawwm nepcoHanbHble OaHHbIE.

MpaBo oTo3BaTb cornacue. [IpaBo 0TO3BaTb COrnacue AeNCTBYET TONLKO B TOM CJllyyae, ecsin
AaHHble 06pabaTbiBaAOTCA NCKOYUTENBHO MO cornacuto. Ecam Ml obpabaTbiBaem Balum
nepcoHasibHble AaHHble Ha OCHOBaHWUW Bawero cornacus, Bol uMeeTe npaBo B Ntob6oe BpeMs 0TO3BaThb
ero 6e3 ykasaHusa npuynH. OT3bIB COrNacua KacaeTcs ToNIbKO 06paboTKM AaHHbIX B ByayuieM n He
B/IMSIET HA 3aKOHHOCTb UX 06pPabOoTKM, BbINMOSHSABLUEACS A0 3TOrO.

MpaBo Ha Bo3pa>keHue. [1paBo BO3pa3nTb NPOTNB 06paboTKM AaHHbLIX 4ENCTBYET B TOM C/yyae,
ecnn gaHHble 0bpabaTbiBalOTCA Ha OCHOBAHUMN 3aKOHHOIO MHTepeca ESET Wan TpeTben CTOPOHbI. Ecnn
Mbl obpabaTbiBaeM Balum nepcoHanbHble AaHHbIE B CBOMX 3aKOHHbIX MHTEpecaX, Bbl Kak CybbekT
AaHHbIX MOXKeTe B Ntoboe BpeMs BO3pa3nTb NPOTUB 3TOr0. Balle Bo3parkeHne KacaeTcs TOJbKO
06paboTKM gaHHbIX B byayLieM 1 He BANSET Ha 3aKOHHOCTb UX 06paboTKy, BbINONHABLUENCS A0
3TOro. Ecnu Mol obpabaTbiBaeM Balum nepcoHasnbHble faHHbIE B LesxX NpAMoro MapkeTuHra, Bam He
HY>KHO yKa3blBaTb NPUYMHY BO3PaXKeHMA. ITO Tak)Ke OTHOCUTCA K COCTaBAeHWNO Npodua B TON
Mepe, HAaCKOJIbKO 3TO CBA3aHO C MPAMbIM MapKeTUHroM. Bo Bcex ocTanbHbIX Ciiydasx Mbl npocum Bac
KpaTKO onncaTb, NoyemMy Bbl BO3parkaeTe NpOTMB 3aKOHHbIX UHTEPECOB KOMMaHUM ESET
obpabaTbiBaTh Bally nepcoHanbHble faHHbIE.

O6paTVITe BHMMaHWeE, YTO B HEKOTOPLIX C/Iyvasax, HecMOTpsa Ha Baw oT3bIB cornacusa, Mel MoXXeM
NPOAOJIXNTb OﬁpaﬁaTblBaTb Balun nepcoHanbHble faHHbIe Ha APYrOM MpaBoOBOM OCHOBaHUM,
HanpuMmep A4 BbINOJIHEHNA OOroBOpa.

I1paBo A0CTyna. Kak Cy6'beKT OaHHbIX Bbl nMeeTe npaBo B noboe BpeMsA becnnaTHo NnoJlyynTb
ManopMauwo 0 CBOUX AaHHbIX, KOTOPbIE XPaHATCSA B ESET.

MpaBo Ha ucnpasneHue. Ecam Mbl HenpegHamMepeHHo obpabaTbiBaeM HeBepHble NepcoHabHbIe
LlaHHble 0 Bac, Bl nMeeTe npaso TpeboBaTb UX UCNIPaBEHUS.

MpaBo Ha yaaneHue u NpaBo Ha orpaHU4eHne obpaboTkm. Kak cybbekT AaHHbIX Bbl nMeeTe
npaBo TpeboBaTb yaaneHns uan orpaHnyeHuns 06paboTkm Balumx nepcoHanbHbIX AaHHbIX. ECan
nepcoHasbHble AaHHble obpabaTbiBalOTCS € Balwero cornacus, Bbl MOXKeTe 0TO3BaTb €ro U, eC/in HeT
VHbIX MPaBOBbLIX OCHOBAaHWI ANs 06paboTKM AaHHbIX, HANPUMepP B LieNsX BbINMOJHEHUS AoroBopa, Mbl
HeMeLNIEHHO UX yAanuM. Balum nepcoHanbHble fAaHHble TakXe ByayT yaaneHbl N0 OKOHYaHUN
Hallero nepuoja XpaHeHus, ecin oHun 6osiblie He TpebyoTcs ANs YKa3aHHbIX B X OTHOLLEHWK
Lenen.

224



Ecnn Mol ncnonb3yem Bawm nepcoHaNbHble JaHHbIE UCKIYUTENBHO B LIeNAX NPSMOro MapkeTuHra,
a Bbl 0TO3BaNM CBOE cornacue Uam BblABUHYN BO3PaXKEHNE NPOTKB 3aKOHHbIX MHTEPeCoB ESET Ha
cbop Takux AaHHbIX, Mbl orpaHuyYnM nx o6paboTky cnepytowmm 0bpa3om: Balum KOHTaKTHbIE JaHHbIE
OyayT BHECEHbI B Hall BHYTPEHHWI YepHBI CMINCOK, YTOObI HE AOMYCKaTb HEXEeNaTe bHbIX
KOHTaKTOB. B NpoTMBHOM c/lyyae Baluun nepcoHasibHble AaHHble ByayT yaaneHsi.

ObpaTnTe BHUMAHWE, YTO MO 3aKOHY WK NPeAnUCaHN0 Haf30PHOI0 OpraHa OT HaC MOXeT
TpeboBaTbCA XpaHUTb NEPCOHasbHbIE faHHbIe B TeYeHKe onpeaeneHHoro nepuoga. Obs3atenbCTBa
M0 XPaHEHUIO N NMEPUObl XPAaHEHMS MOMYT TaKXe PeryanpoBaThCs 3aKOHOAATeNbLCTBOM CnoBakuu.
Mo OKOHYaHUW TaKoro nepuona NepCcoHasbHbIE AaHHbIE YAANATCA.

3anpocuTb NePeHOCUMOCTb AaHHbIX. Kak CyObeKT AaHHbIX Bbl MOXKETe Nony4YnTh NepCoHaNbHbIe
f[aHHble, KoTopble obpabaTbiBaeT ESET, B (hansie hopmaTa XLS.

MpaBo Ha nogayy Xanobbl. Kak cybbekT aaHHbIX Bbl uMeeTe npaBo B ntoboe BpeMsa noaaTb
Xanoby B Hal30pHbIN opraH. ESET AeCTBYeT COrnacHO C/I0BaLKMM 3aKOHaM M 3aKOHaM 0 3aliuTe
LaHHbIx EC. Hap3opHbIM opraHoM asnseTcsa Oduc no 3awimte nepcoHanbHbIX AaHHbIX CroBaLKom
Pecnybnnku, pacnonoXXeHHbl Mo agpecy Hraniénd 12, 82007 Bratislava 27, Slovak Republic.

ObpaboTka nepcoHaNnbHbIX JAHHbIX

Ycnyru, npefoctasnsemMble ESET 1 peasin30BaHHble B HalleM MPoAYyKTe, NPefoCTaBAsTCA B
COOTBETCTBUU C foroBopom, nmeHyemoiM JIVLIEH3VIOHHOE COlJIALLEHWE, HekoTOpble ycioBuUs
KOTOPOro 3aC/y>XnBalT 0Co60ro BHUMaHUA. Mbl XOTUM pacCka3aTb Bam noapobHee o cbope AaHHbIX,
CBSI3aHHbIX C NPefoCTaBeHNEM Hawmnx cnyx6. Mbl npegoCcTaBAsEM pa3nyHbIe YCAyru,
nepeyvmcneHHsle B JINLEH3MOHHOM COrlalleHnm 1 ONMCaHMM BO3MOXXHOCTEN NPOAYKTa, UMEHYEMOM
nokymeHTauns. YTobbl BCe 3T0 paboTano, HaMm HeobxogmmMo cobrpaTh CleayoLLyo NHoPMaLIKIO.

[ aHHble NULEeH3MPOBAHUA U BbICTABNIEHUA CYETOB. TakM AaHHbIE, KaK UMS, afpecC 3NIEKTPOHHON
NOYThI, IMUEH3NOHHbLIN KoY 1 agpec (ecan TpebyeTcs), Ha3BaHNEe KOMMNAHUN U NAaTEeXHble OaHHbIE,
cobupatotcsa n obpabaTbiBalOTCS KOMNaHMen ESET 419 YNPOLLEHUSA aKTUBaLUN NNLEH3MW, LOCTABKN
JINLLEH3MOHHOTO KJH04a, OTNPaBKM HanoMUHaHUN 06 ncTevyeHnn Cpoka OencTBUs 1 3anpocos B
Cny0by noaaepXKun, NPoBEPKN NOAJIMHHOCTM IMLLEH3UW, NPEAOCTABIEHNSA HALLNX YCAYT U PaCcCbINKK
yBEOMNIEHUIN, B TOM YNC/IE MAaPKETUHIOBbIX COOBLLEHNIA, B COOTBETCTBUMN C AEACTBYIOLNM
3aKOHOAATEeNbCTBOM UM Bawmm cornacnem. KomnaHus ESET No 3aKoHY 0b6s3aHa XpaHuUTb
NHMOPMaLIMIO O BbICTaB/IEHHbIX CHETax B TedeHune 10 neT, 04HaKOo CBEAEHMSA O NLEH3NPOBAHUN
CTaHOBATCSA @aHOHMMHBLIMW He NOo34Hee YeM Yyepes 12 MecaueB Nocsie OKOHYaHUSA CpoKa AencTBus
JINLLEH3UMN.

CeepeHuns o6 obHoBNeHUM n gpyras ctaTtucTuka. Mol Takxe obpabaTbiBaem nHhopmaLmio,
KacaloLLlylocs npouecca yCTaHOBKM 1 Baluero KomnbioTepa, BKJOYasa cBefeHns o naatdopmMe, Ha
KOTOPOW YCTaHOBJ/IEH HaLl MPOAYKT, U MH(opMaLmio 06 onepaumax N GyHKLMAX HaLLMX NPOLYKTOB,
TaKylo Kak cBefeHns 06 onepaunoHHON cucteme 1 06opyaoBaHUN, MAEHTUPUKATOPLI YCTAHOBKM,
NOEeHTUOUKATOPBI NNLLEH3MIA, IP-agpec, MAC-afpec, HaCTPONKM KOH(Urypaumm npoayKTa. 310
fenaeTtcs ANa Toro, 4Todbl Mbl MOrin 0OHOBAATL MPOAYKTbI C Liesibio 00C/Ty>XUBaHUSA, NOBbILLEHNSA
ypoBHA 6e30MacHOCTM 1 ONTUMM3aLMN CepPBEPHON NHDPACTPYKTYPSI.

OTW AaHHble N30JIMPOBaHbl 0T NAEHTUMUKALMOHHON MHopMaLumn, Heobxoaumon ans
NNLEH3NPOBAHUSA 1 BbICTABJIEHNS CYETOB, MOCKObKY ANS HUX He TpebyeTcs naeHTuduKaumsa
KoHe4yHOro nosib3oeatens. MNepnog xpaHeHUa cocTaBnseT 4o 4 ner.

Cuctema penyTtauum ESET LiveGrid®. OJHOHanNpaB/IeHHbIE XELLW, CBS3aHHbIE C 3apa)KeHUEM,
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obpabaTbiBatoTCA B Lensax paboTbl CUCTEMbI penyTauum ESET LiveGrid®, KOTOpas NoBbIWAET
3(P(PeKTUBHOCTb HALUNX PeLleHU ONs 3aWmnThl OT BPEAOHOCHbIX MPOrpaMM, CpaBHUBas
MPOCKaHMpPOBaHHbIE haitibl C 31eMeHTamMn 6€10ro 1 YepHoOro CnNMckoB B 06s1avyHon 6a3e oaHHbIX. Bo
BPEMSA 3TOr0 npouecca KoHeYHbI Nob3oBaTeNlb He MAEHTUMULNPYETCS.

Cuctema obpaTHOM cBA3M ESET LiveGrid®. Mono3putesnbHble 06pa3ubl METaAAHHbIX U3 BHELLIHNX
NCTOYHNKOB B paMKax CucTeMbl 06paTHOW CBSA3M ESET LiveGrid®, 61arogaps KOTopoit ESET MOXeT
MIHOBEHHO pearunpoBaTb Ha HYXAbl MONb30BaTENEN U CBOEBPEMEHHO aAanTMPOBATLCS Noj
HoBeWLIne yrpo3bl. Mbl pacCYMTLIBAEM Ha TO, 4YTO Bbl ByeTe NpUcChiNaTh HaM:

* 3apa)keHHble 3JIeMeHTbl, Takne Kak noTeHumnanbHble 06pa3sLbl BUPYCOB 1 NPOYUX BPELOHOCHbIX
nporpaMmM; NoAo3puTesbHble, MPobsieMHble, MOTEHLMANBHO HeXenaTesbHble 1 Hebe3onacHble
00BbEKTbI, TaKMe Kak UCNoJsIHAeMble (paisibl, CO0BLLEeHNS 3NEKTPOHHOW MOYThI, MPO KOTOpPbIE
Co0BLWMAIM Bbl Kak MPO CNaM Uan KOTOpble BbIABU HAL NPOAYKT;

« CBefeHunsi 0 Nosb30BaHNM VIHTEPHETOM, HanpuMep IP-afipec, reorpaduyeckoe pacrosioXKeHune,
nakeTsl IP, URL-aApeca U Kaapsbl Ethernet;

* Qaisibl aBapuUNHbIX AMMOB U UX COLEPXKMMOE.

Mbl He cTpeMuMmca cobupaTb Kakme-nnbo gaHHble, KpoMe 0603HaYeHHbIX BbILE, HO MHOrA4a 3TOro
HEBO3MOXXHO n3bexxatb. CiyyanHo cobpaHHbIe faHHble MOTrYT BXOAUTL B COCTaB BPEAOHOCHbIX
nporpamm (byay4n cobpaHHbiMy 6€3 Bawlero Begoma n 0gobpeHuns) ninbo BXoanTh B MMeHa (aitioB n
URL-agpeca, 1 Mbl He HaMepeHbl AeflaTb UX YacTblo HalKX CMcTeM nnm obpabaTbiBaTh UX NS Lenen,
YyKa3aHHbIX B HacToswwen NMoanTuke KoOHPUAEHUNaNbHOCTH.

Bca nndopmauums, nonyvyaemasn n obpabaTtbiBaeMas C NOMOLLbIO CUCTEMbI 0OpPaTHOM CBA3M ESET
LiveGrid®, He COAEPXUT AaHHbIX, AEHTUMOULNPYOLWMX KOHEYHOro Nonb30BaTeNs.

OueHka 6e30NacHOCTU NOAKIIOYEHHbIX K CETU YCTPOMUCTB. YT06bI (PYHKLMSA OLLEHKN
6e3onacHocTn paboTana, Mbl obpabaTbiBaeM Takme AaHHbIe, Kak MMS IOKaNbHON CETU N CBEAEHMNSA
06 ycTponcTBax B HEM (MpucCyTCTBUE, TUM, UMS, IP- 1 MAC-agpec YCTPOWCTBA B JIOKaNbHON CETH,
CBfi3aHHble C MH(OopMaLmen o anueHsunm). K nHgopMaumm TakxKe 0THOCATCS Tnn 6e30nacHOCTM
H6ecnpoBogHON CeTM 1 TUN WKgpoBaHNS B 6ecnpoBoLHOM CETU ANa MapLpyTusaTopos. CBeaeHns o
NNLEH3UN, naeHTuduumnpyomne KoHe4YHOro nosib3oBaTens, CTaHyT aHOHUMHbBIMK HE NO3A4Hee YeM
yepes 12 MecsLeB Nocsie OKOHYaHUSA CpoKa SEeNCTBUSA NLEH3UN.

TexHnyeckas nogaepxka. 11 o6cnyxmBaHns v NpefoCcTaBAeHUA NOAAEPXKKN MOXET
notpeboBaTbCA KOHTAKTHasA MH(OPMaLMS, CBEAEHNS O INLEH3MN N AaHHbIE, yKa3aHHble B Bawwunx
3anpocax Ha noanepxky. icxoaa ns seibpaHHoro cnocoba obuieHns, Mbl MoxxeM (hnKkcupoBaTh Balu
3JIEKTPOHHbIV agpec, HoMmep TenedoHa, MHpopMaLLMIO O INLEH3NN, CBELEHMA O NPOrpaMmMax u
onucaHue Bawero nHumaeHTa. Mbl MOXXEM 3anpocuTb y Bac cBegeHus, 4Tobbl yCKOpUTb
npenocTassieHne nogaepXXku. aHHble, NCNOoJb3yeMble A8 OKa3aHUs TEXHUYECKON NoALEPKKM,
XPaHATCA B Te4YeHune 4 ner.

3awmTa OT HeNMpPaBUJIbHOIO MCNONIb30BaHUA BaHHbIX. ECm YyeTHas 3anmcb ESET HOME Ha calTe
https://home.eset.com co3AaHa N KOHEYHbIN MOb30BaTeNlb aKTUBNPOBA 3TY (PYHKLMIO B CBSA3M C
Kpa)ken KkomnbloTepa, byneTt cobupaTtbca n obpabaThiBaThCa Cneayowlas MHOOPMaLNA: AaHHbIE O
MECTOMONOXKEHUN, CHAMKMN 3KpaHa, CBEAEHUS 0 KOH(PUIrypaL MM KOMMNbIOTEPA W 3anunCK, Noy4yeHHbIe
c kamepbl. CobpaHHble AaHHbIE XPAaHATCSA Ha HALLUX CepBepax WM Ha CEpBEPaXx HaLUUX MOCTABLLNKOB
YyCNyr B Te4eHue 3 MecsLes.

226


https://home.eset.com

Password Manager. EC/Iv Bbl akTUBMpPOBann PyHKLMIO AMcrieTyepa naposen Password Manager,
CBELEHMs, CBSA3aHHble C BALLUUMM JaHHbLIMK AJ151 BXOAA, XPAHATCS TOJIbKO B 3alUN(pPOBaHHOM BUAE Ha
BalueM KoMnbloTepe nan Apyrom npefHasHa4eHHOM ANis 3TOro ycTpoicTee. Ecnm Bl akTuBMpYyeTe
cnyx0y CMHXPOHM3aLMK, 3alUNGPOBAHHbIE AaHHbIE XPAHSATCSA HA HALWMX CepBepax WUin Ha cepBepax
HaLUMX NOCTaBLUMKOB yCNyr ans obecneveHns paboTbl Takon ciyx6bl. HU koMnaHus ESET, HU
MOCTABLUMKK YCNYr HE UMEIT A0CTYMNa K 3aWndPOBaHHbIM AaHHbIM. ToNIbKO Yy Bac ecTb koY ans
pacWwndpoBKM AaHHbIX. [aHHble ByayT yaaneHbl Nocse AeakTUBaLumM GyHKLNK.

ESET LiveGuard. ECiv Bbl akTuBMpyeTe pyHKUMIO ESET LiveGuard, ons ee paboTbl noTpebyeTcs
oTnpaBka 0bpa3LoB, Hanpumep anioB, KOTOpbIE NPeABapUTESIbHO 0TOMPatOTCA KOHEYHbIM
nonb3oBaTeneM. Obpasubl, KoTopble Bl BbibepeTe As19 yaaneHHOro aHanmsa, byayT nepeaaHsl B
cny6by ESET, a pe3ynbTaTbl aHann3a byayT oTnpasieHbl Ha Baww KoMnbloTep. Bce nogo3putensHbie
obpa3ubl obpabaTbiBalOTCA Tak e, Kak MHGopMaums, cobnpaemas cnctemon obpaTHOM CBA3M ESET
LiveGrid®.

MporpamMmMa ynyulieHUs nNoJsib3oBaTesIbCKOro onbita. ECAv Bbl pelnin akTUBMPOBaATh
[porpaMma yJyyLlieHus Nnojab30BaTeNbCKOro orbITa , B COOTBETCTBUM € Bawum cornacuem byayT
cobmpaTbCs U UCNOJIb30BATHLCSA aHOHVMHbIE JaHHble TeNeMeTpuK, KacatLwmecs NCnosib30BaHNA
Halwmnx npoayKToB.

ObpaTnTe BHUMAHWE, YTO eCan NNLLO, NCNOJb3YIoLee Halln NPOAYKTbI U YCNIYTU, He ABASeTCS
KOHEeYHbIM NoNb30BaTeNEM, KOTOPbIV NPUobpen NpoayKT UK yCayry v 3akiouunn JInLeH3noHHoe
cornaweHmne ¢ Hamn (Hanpumep, 3TO COTPYAHNK KOHEYHOrO NO/Ib30BATENS, YJIEH €ro CEMbU NN
NNLLO, KOTOPOE UHbLIM CrocoboM Moy4nsIo NPaBo NCMOJIb30BaTb NPOAYKT WK ycayry oT KOHEYHOro
NoJib30BaTess B COOTBETCTBUM C JIMLEH3NOHHBIM COrlalleHnem), To 0bpaboTka AaHHbIX
OCYLLECTBNIAETCS B 3aKOHHbIX MHTepecax ESET B COOTBETCTBMM CO CTaTbel 6 (1) (f) pernameHTa GDPR B
Lensix Toro, YTobbl N0Sb30BaTENb, YNOJIHOMOYEHHbI KOHEYHbIM MOJIb30BaTeIeEM, MOT CMOJIb30BaTb
NPOAYKTbI U yCNyru, npefocTaBnsemMble Hamu, B COOTBETCTBUM C JIMUEH3UOHHBIM COTNalLEHNEM.

KoHTakTHaa uHopmauumsa

Ecnm Bbl X0TUTE BOCNOSIb30BaThCA CBOMMU NpaBaMu cybbekTa AaHHbIX UK Y Bac BO3HUKHET BOMPOC
nnm npobnema, oTNpPaBbTE HaM NMUCbMO MO agpecy:

ESET, spol. sr.o.

Data Protection Officer
Einsteinova 24

85101 Bratislava
Slovak Republic
dpo@eset.sk
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